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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the

application:

Listing of Claims:

1. (Currently Amended) A playback device, comprising:
a processor;
memory containing a client application;
wherein the client application configures the processor to:

obtain request a top level index file identifying a plurality of
separate container files each containing one of a plurality of alternative streams of

protected video—content, where wherein _each of the alternative streams of protected
video eentent includes video frames that are encrypted using a common set of frame

keys comprising a plurality of different frame keys-eryptographic—information, wherein
each of the container files containing the alternative streams of protected video

comprises (i) an encrypted copy of the common set of frame keys and (ii) a set of DRM

information that identifies encrypted portions of the video frames and frame keys to

utilize in accessing the encrypted portions of the video frames, and wherein the set of

DRM information in_each of the plurality of alternative streams of protected video

references the same common set of frame keys;

obtain the-cemmeon-eryptographic-information_an encrypted copy of

the common set of frame keys from a given container file and decrypt the encrypted

copy of the common set of frame keys using a content key;

obtain a set of DRM information from the given container file;
regquest-obtain portions of protected video centent from the given

container file containing atleast one of the plurality of alternative streams of protected
video content;
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access—the decrypt encrypted video frames from the obtained
portions of video pretected—eontent using the decrypted copy of the common set of
frame keys according to the obtained set of DRM information-eryptographic-information;
and

playback the obtained portions of video-centent.

2. (Currently Amended) The playback device of claim 1, wherein:
the alternative streams of protected video content are-alternative-streams
of protected—video_are encoded at different maximum bitrates using different sets of
encoding parameters; and

decode the encoded frames frame of video prior to playback of the

obtained portions of video.

3. (Cancelled)
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4. (Currently Amended) The playback device of claim 1[[3]], wherein:
the container files containing each of the alternative streams of protected
video eentent comprise at least one header that includes ireluding—the—commeon
cryptographicinformation-and information that describes the encoding of the stream of
protected video eentent; and
the top level index file identifies the location of the at least one header

within each container file.

5. (Currently Amended) The playback device of claim 1[[4]], wherein the
common eryptographic-information-is—a set of frame eneryption keys_is part of a frame

key table that is common to each of the plurality of alternative streams.

0. (Currently Amended) The playback device of claim 1[[5]], wherein:
the client application further configures the processor to securely receive
the content key i

encryptionkeys.

7. (Cancelled)

8. (Currently Amended) The playback device of claim 1[[7]], wherein:
each container file containing one of the alternative streams of protected
video eentent further comprises an index; and
the client application further configures the processor to reguesta—peortion

request at least a portion of an index from the given container file;

identify the portion of the given container file containing a specific
portion of video sentent using the index; and

request the identified portion of the given container file.
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9. (Currently Amended) The playback device of claim 1[[4]], wherein the
container files are Matroska container files.

10.  (Currently Amended) The playback device of claim 9, wherein the
encrypted copy of the common set of frame keys eryptographic-information is stored in
a common DRM Header element contained within a Tracks element within each of the

Matroska container files containing the alternative streams of protected video eentent.

11.  (Cancelled)

12.  (Currently Amended) The playback device of claim 10[[11]], wherein the
client application further configures the processor to:
obtain the content key eryptographic—information that can be used to

decrypt unenerypt the encrypted copy of the set of ereryption frame keys stored within
the common DRM Header element; and

decrypt yrenerypt the encrypted copy of the set of ereryptior frame keys
stored within the common DRM Header element using the obtained content key

e et on.

13.  (Currently Amended) The playback device of claim 10, wherein the client
application configures the processor to obtain the common DRM Header element by
requesting a Tracks element from one of the Matroska container files identified in the

top level index file.

14.  (Currently Amended) The playback device of claim 13, wherein:
each Mastroska container file containing an alternative stream of
protected video eentent further comprises an index contained within a Cues element;
and
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the client application further configures the processor to request a portion

of video eentent from one of the Matroska container files by configuring the processor
to:

request at least a portion of a Cues element from a Matroska
container file containing one of the alternative streams of protected video content;

identify a portion of the Matroska container file containing a specific
portion of video eentent using at least one CueTrackPosition element within the Cues
element; and

request the portion of the Matroska container file identified by the at
least one CueTrackPosition element.

15.  (Original) The playback device of claim 14, wherein the index comprises a
plurality of CueTrackPosition elements that identify the location of a plurality of Cluster
elements within the Matroska container file.

16.  (Currently Amended) The playback device of claim 15, wherein:
each Cluster element contains a plurality of BlockGroup elements
including encoded portions of video sontent;
a CueTrack Position element indexes each Cluster element; and
each CueTrackPosition element includes the size of the Cluster element
that it indexes.

17.  (Currently Amended) The playback device of claim 14, wherein;
. ‘ I : :
each of the Matroska container files containing an alternative stream of
protected video includes a_set of BlockGroup elements that each contain a DRMinfo

element ir—aBloekGroup—element-contairing—a and an encrypted pretested frame of

video, where the DRMInfo element is a part of the set of DRM information for each of

the Matroska container files indicates-atleast-aportion-of-the protected-frames-ofvideo
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the client application further configures the processor to access decrypt

encrypted video frames of the obtained portions of video in-a-stream-of protected-video

using the decrypted copy of the common set of frame keys eryptographic-information by
configuring the processor to:

obtain a BlockGroup containing a—protescted an encrypted frame of

video;

parse the BlockGroup element to obtain a DRMiInfo element
indicating at least a portion of the encrypted pretested frame of video that is encrypted
using an-eneryption a frame key from the common set of frame encryption keys;

decrypt the at least one encrypted portion of the encrypted
proteeted frame of video using the identified frame ereryption key; and

decode the frame of video.

18.  (Currently Amended) A method of performing adaptive bitrate streaming
using a plurality of alternative streams of protected video ecentent, where—each-of-the
: : . ion. the

method comprising:

obtaining requesting a top level index file identifying a plurality of separate

container files each containing one of a plurality of alternative streams of protected

video-eentent using a playback device, where wherein each of the alternative streams of
protected video-eentent include video frames that are encrypted using a common set of

frame keys comprising a plurality of different frame keys-eryptographic-information, and
wherein each of the container files containing the alternative streams of protected video

comprises (i) an encrypted copy of the common set of frame keys and (ii) a set of DRM

information that identifies encrypted portions of the video frames and frame keys to

utilize in accessing the encrypted portions of the video frames, and wherein the set of
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DRM information in_each of the plurality of alternative streams of protected video

references the same common set of frame keys;

obtaining the-cemmeon-eryptographic-information an encrypted copy of the

common set of frame keys from a given container file and decrypting the encrypted

copy of the common set of frame keys using a content key using the playback device;

obtaining a set of DRM information from the given container file using the
playback device;

requesting obtaining portions of video-centent from the given container file

containing atteast one of the plurality of alternative streams of protected video-content
using the playback device;

accessing—the decrypting encrypted video frames from the obtained
portions of video protected-content using the playback device and the decrypted copy of
the common set of frame keys according to the obtained set of DRM information
eryptographic-information; and

playing back the obtained portions of video—eentent using the playback

device.

19.  (Currently Amended) The method of claim 18, wherein:
the alternative streams of protected video-centent are encoded at different
maximum bitrates using different sets of encoding parameters alernative—streams—of

protected-video;_ and
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decoding the encoded frames frame of video using the playback device

prior to playback of the obtained portions of video.

20. (Cancelled)

21.  (Currently Amended) The method of claim 18[[20]], wherein:
the container files containing each of the alternative streams of protected
video eontent comprise at least one header that includes ineluding—the—commeon
eryptographic-information—and information that describes the encoding of the stream of
protected video eontent; and
the top level index file identifies the location of the at least one header

within each container file.

22.  (Currently Amended) The method of claim 18[[21]], wherein the common

eFyptographic-informationis—a set of frame enreryption keys_is part of a frame key table

that is common to each of the plurality of alternative streams.

23.  (Currently Amended) The method of claim 18[[22]], wherein:

the method further comprising comprises securely obtaining the content

key eryptographic-information using the playback device.

24.  (Cancelled)
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25.  (Currently Amended) The method of claim 18[[24]], wherein the atleast

one—eheryphon content key is eneryptedusing—eatleastone—encryphonkeyinecladed—in
the-cryptographicinfermation bound to the playback device.

26. (Currently Amended) The method of claim 21[[23]], further comprising

obtaining|[ the]] an encrypted copy of the common set of frame keys eryptographic
information by requesting at least one header of a container file identified in the top level

index file using the playback device.

27.  (Currently Amended) The method of claim 26, wherein:
each container file containing one of the alternative streams of protected
video eontent further comprises an index; and
the method further comprising:
requesting at least a portion of an index from the given container
file using the playback device;
identify the portion of the given container file containing a specific
portion of video eontent using the playback device and the index; and
requesting the identified portion of the given container file using the

playback device.

28. (Original) The method of claim 21, wherein the container files are
Matroska container files.

29.  (Currently Amended) The method of claim 28, wherein the encrypted copy
of the common set of frame keys eryptographicinformation is stored in a common DRM
Header element contained within a Tracks element within each of the Matroska

container files containing the alternative streams of protected video eentent.

30. (Cancelled)

10
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31.  (Cancelled)

32. (Currently Amended) The method of claim 29[[30]], further comprising
obtaining the common DRM Header element by requesting a Tracks element from one
of the Matroska container files identified in the top level index file.

33.  (Currently Amended) The method of claim 32, wherein:
each Mastroska container file containing an alternative stream of
protected video eentent further comprises an index contained within a Cues element;
[[and]]
the method further comprises:
requesting at least a portion of a Cues element from a Matroska
container file containing one of the alternative streams of protected video eentent using
the playback device;
identifying a portion of the Matroska container file containing a
specific portion of video eentent using the playback device and at least one
CueTrackPosition element within the Cues element; and
requesting the portion of the Matroska container file identified by
the at least one CueTrackPosition element.

34. (Original) The method of claim 33, wherein the index comprises a plurality
of CueTrackPosition elements that identify the location of a plurality of Cluster elements
within the Matroska container file.

35. (Currently Amended) The method of claim 34, wherein:
each Cluster element contains a plurality of BlockGroup elements
including encoded portions of video eontent;
a CueTrack Position element indexes each Cluster element; and
each CueTrackPosition element includes the size of the Cluster element
that it indexes.

11
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36. (Currently Amended) The method of claim 33, wherein;
the—alternative—streams—of protected—contentare—alternative—streams—of
each of the Matroska container files containing an alternative stream of

protected video includes a_set of BlockGroup elements that each contain a DRMiInfo
element inaBlockGroup—elementcontaining—a—protected and an encrypted frame of

video, where the DRMInfo element_is a part of the set of DRM information for each of

the Matroska container files-indicates-atleast-aportion-ofthe protectedframes-of-video

the method further comprising:

obtaining a BlockGroup containing a-preteeted an encrypted frame
of video using the playback device;

parsing the BlockGroup element to obtain a DRMiInfo element
indicating at least a portion of the encrypted protected frame of video that is encrypted
using the playback device and an-eneryption a frame key from the common set of frame
enecryption keys;

decrypting the at least one encrypted portion of the encrypted
protected frame of video using the playback device and the identified frame ereryption
key; and

decoding the frame of video using the playback device.

37. (Currently Amended) A non-transitory machine readable medium

containing processor instructions, where execution of the instructions by a processor
causes the processor to perform a process comprising:
obtaining requesting a top level index file identifying a plurality of separate

container files each containing one of a plurality of alternative streams of protected
video-content, where wherein each of the alternative streams of protected video-content

12
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include video frames that are encrypted using a common set of frame keys comprising a

plurality of different frame keys—eryptographic—information, and wherein each of the

container files containing the alternative streams of protected video comprises (i) an

encrypted copy of the common set of frame keys and (ii) a set of DRM information that

identifies encrypted portions of the video frames and frame keys to utilize in accessing

the encrypted portions of the video frames, and wherein the set of DRM information in
each of the plurality of alternative streams of protected video references the same

common set of frame keys;

obtaining the-common-cryptographic-information an_encrypted copy of the

common set of frame keys from a given container file and decrypting the encrypted

copy of the common set of frame keys using a content key;

obtaining a set of DRM information from the given container file;

requesting obtaining portions of video-eentent from the given container file

containing atHHeast one of the plurality of alternative streams of protected video-centent;

aceessing—the decrypting encrypted video frames from the obtained
portions of video protected—content using the decrypted copy of the common set of
frame keys according to the obtained set of DRM information-eryptographic-information;
and

playing back the obtained portions of video-centent.

38.  (Currently Amended) The non-transitory machine readable medium of

claim 37, wherein:
the alternative streams of protected video-centent are encoded at different
maximum bitrates using different sets of encoding parameters akerrative—streams—of

protected-video; and

13
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execution of the instructions by a processor also causes the processor to
perform a process comprising:

decoding the encoded frames frame of video_prior to playback of the
obtain portions of video.

39. (Cancelled)
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REMARKS/ARGUMENTS

Summary of the Amendments
Claims 1, 2, 4-6, 8-10, 12-14, 16-19, 21-23, 25-27, 29, 32, 33, and 35-38 are
amended. Claims 3, 7, 11, 20, 24, 30, 31, and 39 are cancelled. After entry of these
amendments, claims 1, 2, 4-6, 8-10, 12-19, 21-23, 25-29, and 32-38 will be pending.
Support for all the amendments can be found throughout the specification, including in
paragraphs [0083], [0084], [0089], [00107], [00115], [00118], and [00120].

Summary of the Office Action
The Office action dated November 27, 2013 contained the following objections
and rejections:

e claims 37 and 38 are rejected under 35 U.S.C. § 101 because the claimed
invention is allegedly directed to a non-statutory subject matter;

e claims 1, 18, and 37 are rejected under pre-AlA 35 U.S.C. § 103(a) as allegedly
being unpatentable over U.S. Patent Publication No. 2009/0290706 to Amini et
al. (the Amini publication) in view of PCT Patent Publication No. 2011/103364 to
Thorwirth (the Thorwirth publication);

e claims 2-8, 19-20, and 38-39 are rejected under pre-AlA 35 U.S.C. § 103(a) as
allegedly being unpatentable over the Amini et al. publication in view of the
Thorwirth publication and further in view of U.S. Patent Publication
No. 2009/0328228 to Schnell (the Schnell publication); and

e claims 9-17 and 21-36 are rejected under pre-AlA 35 U.S.C. § 103(a) as
allegedly being unpatentable over the Amini et al. publication in view of the
Thorwirth publication and further in view of the Schnell publication and further in
view of U.S. Patent Publication No. 2009/0132721 to Soroushian et al. (the
Soroushian publication).
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The Amini Publication

The Amini publication generally describes “[tlechniques for securely and
adaptively delivering multimedia content are disclosed in which a set of alternate access
units for each time slot is obtained” (Amini publication [abstract]). As illustrated in
Figure 2 of the Amini publication, “data processing system 200 of FIG. 2 generates a
stream that offers a choice from multiple access units for a single time slot within which
the access units are to be encrypted” (Amini publication, § [0030]). “Multimedia stream
source 210 offers unencoded access units (e.g., frames) to a multi-encoder platform
220” (Amini publication, [ [0031]). “Platform 220 generates multiple encoded access
units for each offered unencoded access unit and passes off the multiple encoded
access units to a stream thinner 230" (Amini publication, § [0031]). “The thinned access
unit streams are input into encryptor 240, where they are encrypted. The output of
encryptor 240 is finally sent to an output device 250, such as a network protocol
formatter or a file writer” (Amini publication,  [0032]). As explained in the Amini
publication, “the problem of encrypting a multimedia stream that may have multiple
access units for each time slot is overcome by selecting the encryption index for each
access unit such that the encryption index always increases, regardless of which
access unit the delivery system (e.g., server) selects for transmission” (Amini
publication, § [0043]). The Amini publication describes three methods to overcome its
stated problem, “Method 1: Each Stream has a Different Key”, “Method 2: Each Stream
Uses the Same Key”, and “Method 3: One Stream may not have Index Gaps” (Amini
publication, pages 4 and 5).

Rejection of Claims 37 and 38 for Non-Statutory Subject Matter
Claims 37 and 38 are rejected under 35 U.S.C. § 101 because the claimed
invention is allegedly directed to a non-statutory subject matter. Applicant respectfully
disagrees, but adopts the recommendation in the Office action and has amended claims
37 and 38 to recite “non-transitory machine readable medium”. Applicant therefore
requests withdrawal of the rejection.

16
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Patentability of Claim 1

In the Office action dated November 27, 2013, claim 1 is rejected under pre-AlA
35 U.S.C. § 103(a) as being unpatentable over the Amini publication in view of the
Thorwirth publication. Applicant respectfully disagrees with this rejection. However, in
order to advance prosecution, Applicant has amended claim 1. Applicant respectfully
submits that claim 1 as amended is not disclosed or taught by the combination of the
cited references.

The Amini publication generally describes “[tlechniques for securely and
adaptively delivering multimedia content are disclosed in which a set of alternate access
units for each time slot is obtained” (Amini publication [abstract]). As explained in the
Amini publication, “the problem of encrypting a multimedia stream that may have
multiple access units for each time slot is overcome by selecting the encryption index
for each access unit such that the encryption index always increases, regardless of
which access unit the delivery system (e.g., server) selects for transmission” (Amini
publication, § [0043]). The Amini publication describes three methods to overcome its
stated problem, “Method 1: Each Stream has a Different Key”, “Method 2: Each Stream
Uses the Same Key”, and “Method 3: One Stream may not have Index Gaps”. The
Office action specifically cites paragraph 0054 of the Amini publication which states that,
per Method 2, “In case a very simple key management system is used that allows only a
single key per stream, then all alternate streams must use the same key. In that
situation, the same index should not be used more than once ...".

As far as Applicant can tell from reviewing the Amini publication, Amini only
describes the three methods of using keys for streams listed above (see Method 1,
Method 2, and Method 3). Method 1 of the Amini publication uses a different key for
each stream, whereas amended claim 1 recites that “wherein the set of DRM

information in each of the plurality of alternative streams of protected video references

the same common set of frame keys”. Method 2 of the Amini publication has each

stream use the same key, whereas amended claim 1 recites that “each of the
alternative streams of protected video includes video frames that are encrypted using a

common set of frame keys comprising a plurality of different frame keys” (i.e. several
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keys). Method 3 of the Amini publication relates to “where a multimedia stream is self-
contained, is delivered in a loss free environment (e.g., downloaded), and played back
as is. An example of such a case is an MP3 audio file” (Amini publication, § [0060]).
Similarly to Method 1 and Method 2 of the Amini publication, Method 3 fails to disclose
the above recited aspects of amended claim 1.

In addition, Applicant could find no mention within the Amini publication of an
operation involving “obtain an encrypted copy of the common set of frame keys from a

given container file and decrypt the encrypted copy of the common set of frame keys

using a content key” or “decrypt encrypted video frames from the obtained portions of

video using the decrypted copy of the common set of frame keys according to the

obtained set of DRM information” as recited in amended claim 1. Furthermore,

Applicant respectfully submits that the other cited references (e.g., the Thorwirth
publication, the Schnell publication, and the Soroushian publication) do not satisfy these
deficiencies. For at least the reasons discussed above, Applicant respectfully submits
that claim 1 is allowable over the cited art of record and requests withdrawal of the

rejection.

Patentability of Claims 2, 4-6, 8-10, and 12-17
Claims 2, 4-6, 8-10, and 12-17 depend from claim 1. Applicant respectfully
submits that claims 2, 4-6, 8-10, 12-17 are allowable for at least the reasons provided
above with respect to claim 1.

Patentability of Claim 18
The Office action rejects claim 18 based upon the same combination of
references as cited with respect to claim 1. For reasons similar to those outlined above
with respect to claim 1, Applicant respectfully submits that the prior art of record does
not disclose or suggest at least the following from claim 18: “each of the alternative
streams of protected video include video frames that are encrypted using a common set

of frame keys comprising a plurality of different frame keys”, “wherein the set of DRM

information in each of the plurality of alternative streams of protected video references
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the same common set of frame keys”, “obtaining an encrypted copy of the common set

of frame keys from a given container file and decrypting the encrypted copy of the

common_set of frame keys using a content key”, and “decrypting encrypted video

frames from the obtained portions of video using the playback device and the decrypted

copy of the common set of frame keys according to the obtained set of DRM

information”. Accordingly, Applicant respectfully submits that claim 18 is allowable over
the cited art of record and requests withdrawal of the rejection.

Patentability of Claims 19, 21-23, 25-29, and 32-36
Claims 19, 21-23, 25-29, and 32-36 depend from claim 18. Applicant respectfully
submits that claims 19, 21-23, 25-29, and 32-36 are allowable for at least the reasons
provided above with respect to claim 18.

Patentability of Claim 37
The Office action rejects claim 37 based upon the same combination of
references as cited with respect to claim 1. For reasons similar to those outlined above
with respect to claim 1, Applicant respectfully submits that the prior art of record does
not disclose or suggest at least the following from claim 37: “each of the alternative
streams of protected video include video frames that are encrypted using a common set

of frame keys comprising a plurality of different frame keys”, “wherein the set of DRM

information in each of the plurality of alternative streams of protected video references

the same common set of frame keys”, “obtaining an_encrypted copy of the common set

of frame keys from a given container file and decrypting the encrypted copy of the
common_set of frame keys using a content key”, and “decrypting encrypted video

frames from the obtained portions of video using the decrypted copy of the common set

of frame keys according to the obtained set of DRM information”. Accordingly,

Applicant respectfully submits that claim 37 is allowable over the cited art of record and
requests withdrawal of the rejection.
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APPLN No. 13/340,623
REPLY TO OFFICE ACTION OF NOVEMBER 27, 2013

Patentability of Claim 38
Claim 38 depends from claim 37. Applicant respectfully submits that claim 38 is
allowable for at least the reasons provided above with respect to claim 37.

CONCLUSION

In view of the foregoing amendments and remarks, it is respectfully submitted
that this application is in condition for allowance. Accordingly, reconsideration of the
application and allowance of the claims are respectfully requested. Although the
present paper may include a combination of alterations to the application or claims, or
characterizations of claim scope or referenced art, Applicants are not conceding that
previously pending claims in this application are not patentable over the cited
references. Rather, any alterations and/or characterizations are made to strictly
facilitate prosecution of this application. As such, reviewers of this or any parent, child,
or related prosecution history shall not reasonably infer that Applicants have made any
disclaimers or disavowals of any subject matter supported by the present application.

Applicants have submitted amendments and arguments believed to be sufficient
to overcome all of the outstanding rejections. Consequently, Applicants have not
advanced every argument for the allowability of the claims over the references of
record. As such, Applicants do not acquiesce to any of the Examiner's statements or
characterizations not specifically traversed. If the Examiner should have any remaining
questions or objections, a telephone interview to discuss and resolve these issues is
respectfully requested.
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APPLN No. 13/340,623
REPLY TO OFFICE ACTION OF NOVEMBER 27, 2013

The Commissioner is authorized to charge any fee under 37 CFR 1.16 and 1.17
which may be required during the entire pendency of the application to Deposit
Account No. 50-4407. Please show our docket number with any transaction to the
Deposit Account.

Respectfully submitted,
KPPB LLP

By /Jason D. Wolfe/
Jason D. Wolfe
Registration No. 71,327
949.852.0000

JDWIKI
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

CERTIFICATE OF MAILING

I hereby certify that this correspondence is being electronically filed with the United States Patent and
Trademark Office on May 22, 2014 at or before 11:59 p.m. Pacific Time under the Rules of 37 C.F.R. 1.8.

/Agnes Poon/
Agnes Poon
Appl No. 1 13/340,623 Confirmation No. 1094
Applicant . Michael George Kiefer et al.
Filed : December 29, 2011
Title . Systems and Methods for Playing Back Alternative Streams of
Protected Content Protected Using Common Cryptographic
Information
TC/A.U. 1 2434
Examiner . Abiy Getachew
Docket No. . D1-02359A

Customer No. : 71897

INFORMATION DISCLOSURE STATEMENT § 1.97(c)

MAIL STOP AMENDMENT

Commissioner for Patents 2400 E. Katella, Suite 1050
P.O. Box 1450 Anaheim, CA 92806
Alexandria, VA 22313-1450 May 22, 2014

Commissioner

In compliance with the duty of disclosure under 37 C.F.R. §§ 1.56, 1.97 and 1.98,
and in accordance with the provisions in the MPEP §§ 609 and 707.05(b), enclosed is
FORM PTO/SB/08A/B with a listing of references that are known to applicant. Copies
of each of the references listed under "Non-Patent Literature Documents" are enclosed.

It is respectfully requested that these references be considered in the
examination of this application and identified on the list of references cited on the patent
issuing on this application. Applicant also requests that an initialed copy of said FORM
PTO/SB/08A/B be entered in the application file, and returned to the Applicant with the

next official communication from the Office in accordance with MPEP § 609.
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Respectfully submitted,

KPPB LLP

[Jason D. Wolfe/

Jason D. Wolfe
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949.852.0000
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3)[1 An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims
5)X Claim(s) 1-39is/are pending in the application.

ba) Of the above claim(s) is/are withdrawn from consideration.
8)[] Claim(s) is/are allowed.
7)X Claim(s) 1-39is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitpy/iwww. usolo.aov/patenis/init_events/pphvindsx.jsp or send an inquiry to PPHiesdback@uspio.aov.

Application Papers
10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 12/29/2011 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)[J Al b)[JSome * ¢)[] None of the:
1. Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) IZ Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) & Information Disclosure Statement(s) (PTO/SB/08) 4 D Other:
Paper No(s)/Mail Date 09/19/2013. )L ICther:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-13) Office Action Summary Part of Paper No./Mail Date 20131007
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DETAILED ACTION
1. The present application is being examined under the pre-AlIA first to
invent provisions.
2. This is in reply to an original application filed on 12/29/2011.

Information Disclosure Statement

3. The information disclosure statements (IDS) submitted on 09/19/2013
has been considered. The submission is in compliance with the
provisions of 37 CFR 1.97. Form PTO-1449 is signed and attached

hereto.

Oath/Declaration

4. The oath filed 03/20/2012 complies with all the requirements set forth

in MPEP 602 and therefore is accepted.
Drawings
S. The drawings filed on 12/29/2011 are accepted.
Specification
6. The specification filed on 12/29/2011 is also accepted.

Claim Rejections - 35 USC § 101

7. 35 U.S.C. 101 reads as follows:
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Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and
requirements of this title.

8. Claims 37-38 are rejected under 35 U.S.C. 101 because the claimed invention is directed
to a non-statutory subject matter.

9. Claim 37 is rejected under 35 U.S.C. 101 because the claimed invention
is directed to non-statutory subject matter. The claim is directed to non-
statutory subject matter, which do not fall into the categories of "process”,
"machine", "manufacture"” and "composition of matter".

Claim 37 recites, "The machine readable medium ..." the machine
readable medium could be a "transmission type" medium, which renders the
claim non-statutory. The above claim can be fixed by inserting the word “non-
transitory” before the word medium.

Claim 38 inherit the deficiencies of the base claim 37 respectively and

therefore are non-transitory by virtue of their dependency.

Claim Rejections - 35 USC § 103
10. The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the

basis for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or
described as set forth in section 102 of this title, if the differences between the
subject matter sought to be patented and the prior art are such that the subject
matter as a whole would have been obvious at the time the invention was made to a
person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0936
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 Page 4
Art Unit: 2434

11. The text of those sections of Title 35, U.S. Code not included in this
action can be found in a prior Office action.

12. Claims 1, 18 and 37 are rejected under pre-AIA 35 U.S.C. 103(a) as being
unpatentable over Amini et al. (US Pat. App. US 6,005,621) hereafter refers as
to Amini in view of Thorwirth (WO 2011/103364 A1l).

Regarding claim 1, Amini discloses a device (fig. 2 a multi-encoder
platform 220 i.e. “a device”), comprising: a memory containing a client
application, wherein the client application configures the processor (Fig. 11
processor 1110 and furthermore Para 0068, 0069) a plurality of alternative
streams of protected content (fig. 2 a multimedia stream source 210 i.e. “a
plurality of alternative”), where each of the alternative streams of protected
content are encrypted using common cryptographic information; obtain the
common cryptographic information (fig. 2 encryptor 240 discloses same key
is used for different streams i.e. “common cryptographic information”
para 0054 discloses “...a single key per stream, then all alternate
streams must use the same key"), request portions of content from at least
the plurality of alternative streams of protected content (fig. 2 and para 0031
discloses multi-encoder 220 generates multiple encoded access units and
gives alternate or multiple streams), access the protected content using the
common cryptographic information; and playback the content. (Para 0032

discloses encryptor 240 where the streams are encrypted and fig, 2 and
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para 0054 discloses same key is used for different streams i.e. “common
cryptographic information”).

Amini does not explicitly request a top level index file.

However, Thorwirth discloses a top level index file (para 0009 discloses
top level Index file pointing to a number of alternate streams that contain

actual video and audio data).

Therefore, it would have been obvious to one of ordinary skill in the art at
the time of the invention to incorporate the teachings of Thorwirth with the
teachings of Amini in order for providing a playlist with a list of URLS pointing
to TS container files that contain alternative chunks for the sections of a piece

of content (Thorwirth, para 0010).

Regarding claim 18, Amini discloses a method of performing adaptive
bitrate streaming using a plurality of alternative streams of protected content,
where each of the streams of protected content is protected using common
cryptographic information, the method comprising:
identifying a plurality of alternative streams of protected content using a
payback device (Fig. 2 a multimedia stream source 210 i.e. “a plurality of
alternative”) where each of the alternative streams of protected content are
encrypted using common cryptographic information (Fig. 2 a multimedia
stream source 210 i.e. “a plurality of alternative”) obtaining the common

cryptographic information using the payback device; requesting portions of
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content from at least the plurality of alternative streams of protected content
using the payback device; accessing the protected content using the payback
device and the common cryptographic information; and praying back the
content using the payback device. (Fig. 2 encryptor 240 discloses same key
is used for different streams i.e. “common cryptographic information”
para 0054 discloses “...a single key per stream, then all alternate
streams must use the same key"),

Amini does not explicitly request a top level index file.

However, Thorwirth discloses a top level index file (para 0009 discloses
top level Index file pointing to a number of alternate streams that
contain actual video and audio data).

Therefore, it would have been obvious to one of ordinary skill in the art at
the time of the invention to incorporate the teachings of Thorwirth with the
teachings of Amini in order for providing a playlist with a list of URLS pointing
to TS container files that contain alternative chunks for the sections of a piece

of content (Thorwirth, para 0010).

Regarding claim 37, Amini discloses a machine readable medium
containing processor instructions, where execution of the instructions by a
processor causes the processor to perform a process (Fig. 11 processor 1110
and furthermore Para 0068, 0069) comprising:
alternative streams of protected content (Fig. 2 a multimedia stream source

210 i.e. “a plurality of alternative”), where each of the alternative streams
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of protected content are encrypted using common cryptographic information;
obtaining the common cryptographic information(Fig. 2 encryptor 240
discloses same key is used for different streams i.e. “common
cryptographic information” para 0054 discloses “...a single key per
stream, then all alternate streams must use the same key"),
requesting portions of content from at [east the plurality of alternative streams
of protected content fig. 2 and para 0031 discloses multi-encoder 220
generates multiple encoded access units and gives alternate or multiple
streams); accessing the protected content using the common cryptographic
information; and praying back the content. (Para 0032 discloses encryptor
240 where the streams are encrypted and fig, 2 and para 0054 discloses
same key is used for different streams i.e. “common cryptographic
information”).

Amini does not explicitly request a top level index file.

However, Thorwirth discloses a top level index file (para 0009 discloses
top level Index file pointing to a number of alternate streams that contain

actual video and audio data).

Therefore, it would have been obvious to one of ordinary skill in the art at
the time of the invention to incorporate the teachings of Thorwirth with the

teachings of Amini in order for providing a playlist with a list of URLS pointing
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to container files that contain alternative chunks for the sections of a piece of

content (Thorwirth, para 0010).

13. Claims 2-8, 19-20 and 38-39 are rejected under pre-AIA 35 U.S.C. 103(a)
as being unpatentable over Amini et al. (US Pat. App. US 6,005,621) hereafter
refers as to Amini in view of Thorwirth (WO 2011/103364 Al) as applied to

claim 1 above, and further in view of Schnell (US 2009/0328228 A1l).

Regarding claim 2 Amini as modified by Thorwirth discloses wherein: the
alternative streams of protected content are alternative streams of protected
video (Para 0052 of Thorwirth discloses alternative streams of protected
content);, and identifying at least a portion of the common cryptographic
information used to access the encrypted portions of the frames of video (para
0054 of Amini discloses a stream source 210 offers unencoded 13ccess
units (i.e. frames) to the encoder, pars 0031 t see fig. 2; encryptor 240
where the streams are encrypted, para 0032, see fig. 2; same keys used
for different streams (i.e. “common cryptographic Information”)); and the
client application configures the processor to: obtain a protected frame of video
from one of the alternative streams of protected video (figs 4 and 5 of
Thorwirth discloses Encryption is a sort of a content protecting method
of preventing illegal copy redistribution, editing and the like of contents
provided by a content provider (CP) in a manner of transforming data

using a specific algorithm); decrypt the encrypted portion of the protected
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frame of video using the identified portion of the common cryptographic
information; and decode the frame of video. (Para 0059 of Thorwirth
discloses decryption of streamed file utilizes the content keys based on

the sections).

Though Amini as modified by Thorwirth teaches a stream is encrypted
with an indexed stream (para 0060 of Amini, for example) However, Amini as
modified by Thorwirth does not explicitly discloses each of the alternative
streams of protected video includes DRM information indicating portions of
frames of video that are encrypted and obtain DRM information indicating a
portion of the protected frame of video that is encrypted; identify at least a
portion of the common cryptographic information that is used to access the

encrypted portion of the protected frame using the DRM information;

Schnell discloses each of the alternative streams of protected video
includes DRM information indicating portions of frames of video that are
encrypted (para 0034 OF discloses media device 202 also includes DRM
platform 21 to receive the ORM license) and obtain DRM information
indicating a portion of the protected frame of video that is encrypted (para
0002 discloses digital rights management (DRM) system, various devices
that obtain or download digital media content can perform actions on
the protected media content as permitted by a DRM license and

Sfurthermore para ); identify at least a portion of the common cryptographic
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information that is used to access the encrypted portion of the protected frame
using the DRM information (para 0028-0031 discloses content server 122
and a DRM system 118 distribute protected media content 120 to various

wireless media devices 106).

It would have been obvious to one of ordinary skill in the art at the time
of the invention to use the teachings of Schnell to Incorporate the DRM system
with the teachings of Amini as modified by Thorwirth for the purpose of
providing DRM associated features such as licenses that correspond to the

media segments of the protected media (Schnell para 0004).

Regarding claim 3 Amini as modified by Thorwirth further in view of
Schnell discloses wherein: each of the alternative streams of protected content
is contained within a separate container file; and the top level index file
identifies a container file containing each of the alternative streams. (Para
0004 of Thorwirth discloses sections of files in a container file and para
0009 and 0010 of Thorwirth discloses different media containers for
adaptive streaming).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 4 Amini as modified by Thorwirth further in view of

Schnell discloses wherein: the container files containing each of the alternative
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streams of protected content (Para 0004 of Thorwirth discloses sections of
files in a container file para 0009 and 0010 of Thorwirth discloses
different media containers for adaptive streaming) comprise at least one
header including the common cryptographic information and information that
describes the encoding of the stream of protected content; and the top level
index file identifies the location of the at least one header within each container
file. (fig. 2 and para 0037 of Schnell discloses file header object 218
[DRM header element} has the ORM licenses for the protected media
content, para 0036, written in a file segment 160, which has track
objects 222 associated with the tracks or video tracks).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 5 Amini as modified by Thorwirth further in view of
Schnell discloses wherein the common cryptographic information is a set of
encryption keys. (Para 0054 of Amini discloses encryptor 240 where the
streams are encrypted and para 0032. Also see. fig, 2; same key is used
Jor different streams i.e. (“common cryptographic Information”).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set

forth above.
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Regarding claim 6 Amini as modified by Thorwirth further in view of
Schnell discloses wherein: the common set of encryption keys is encrypted; and
the client application configures the processor to securely receive cryptographic
information used to unencrypt the common set of encryption keys. (Para 0058
of Thorwirth discloses the content keys used to encrypt the content are
encrypted using a key unique to a specific user or client device However,
Thorwirth lacks the teaching of common cryptographic information.
However, Amini teaches a content distribution with common
cryptographic information for the alternate streams of content (para
0054, 0044 of Amini discloses multi-encoder 220 generates multiple
encoded access units and gives alternate or multiple streams, para
0031, see fig. 2; same key is used for different streams, (protecting the
content)).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 7 Amini as modified by Thorwirth further in view of
Schnell discloses wherein the client application configures the processor to
obtain the common cryptographic information by requesting at least one
header of a container file identified in the top level index file. (Para 0004 of
Thorwirth discloses sections of files in a container file and para 0004 of

Thorwirth, different media containers for adaptive streaming).
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The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 8 Amini as modified by Thorwirth further in view of
Schnell discloses wherein: each container file containing one of the alternative
streams of protected content further comprises an index; and the client
application configures the processor to request a portion of content from one of
the container files by configuring the processor to: request at least a portion of
an index from the container file; identify the portion of the container file
containing a specific portion of content using the index; and request the
identified portion of the container file. (Para 0053 Thorwirth server provides
access to the client based on the selection or chunks requested).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 19 Amini as modified by Thorwirth further in view of
Schnell discloses wherein: the alternative streams of protected content are
alternative streams of protected video; each of the alternative streams of
protected video (Para 0052 of Thorwirth discloses alternative streams of
protected content); includes DRM information indicating portions of frames of
video that are encrypted and identifying at least a portion of the common

cryptographic information used to access the encrypted portions of the frames
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of video; and the method further comprises: obtaining a protected frame of
video from one of the alternative streams of protected video using the playback
device figs 4 and 5 of Thorwirth discloses Encryption is a sort of a
content protecting method of preventing illegal copy redistribution,
editing and the like of contents provided by a content provider (CP) in a
manner of transforming data using a specific algorithm) obtaining DRM
information indicating a portion of the protected frame of video that is
encrypted using the playback device; identify at least a portion of the common
cryptographic information that is used to access the encrypted portion of the
protected frame using the playback device and the DRM information;
decrypting the encrypted portion of the protected frame of video using the
playback device and the identified portion of the common cryptographic
information; and decoding the frame of video using the playback device. (Para
0028-0031 of Schnell discloses content server 122 and a ORM system
118 distribute protected media content 120 to various wireless media
devices 106).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 20 Amini as modified by Thorwirth further in view of
Schnell discloses wherein: each of the alternative streams of protected content

is contained within a separate container file; and the top level index file
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identifies a container file containing each of the alternative streams. (Para
0004 of Thorwirth discloses sections of files in a container file and para
0009 and 0010 of Thorwirth discloses different media containers for
adaptive streaming).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 38 Amini as modified by Thorwirth further in view of
Schnell discloses wherein: the alternative streams of protected content are
alternative streams of protected video; each of the alternative streams of
protected video (Para 0052 of Thorwirth discloses alternative streams of
protected content); includes DRM information indicating portions of frames of
video that are encrypted and identifying at least a portion of the common
cryptographic information used to access the encrypted portions of the frames
of video; and execution of the instructions by a processor also causes the
processor to perform a process comprising: obtaining a protected frame of video
from one of the alternative streams of protected video (figs 4 and 5 of
Thorwirth discloses Encryption is a sort of a content protecting method
of preventing illegal copy redistribution, editing and the like of contents
provided by a content provider (CP) in a manner of transforming data
using a specific algorithm)obtaining DRM information indicating a portion of

the protected frame of video that is encrypted; identify at least a portion of the
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common cryptographic information that is used to access the encrypted portion
of the protected frame using the DRM information; decrypting the encrypted
portion of the protected frame of video using and the identified portion of the
common cryptographic information; and decoding the frame of video. {Para
0028-0031 of Schnell discloses content server 122 and a ORM system
118 distribute protected media content 120 to various wireless media
devices 106).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

Regarding claim 39 Amini as modified by Thorwirth further in view of
Schnell discloses wherein the machine readable medium is non-volatile
memory. (fig. 11 and para 0068, 0069 of Amini memory 1104 with ROM
i.e. “non-volatile").

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell as in claim 2 which is set
forth above.

14. Claims 9-17 and 21-36 rejected under pre-AIA 35 U.S.C. 103(a) as being
unpatentable over Amini et al. (US Pat. App. US 6,005,621) hereafter refers as
to Amini in view of Thorwirth (WO 2011/103364 Al) and further in view of

Schnell (US 2009/0328228 A1) in view of as applied to claim 2 above and
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further in view of Soroushian et al. (US 2009/0132721 A1) herein after refer as
to Soroushian.

Regarding claim 9 Amini as modified by Thorwirth further in view of
Schnell discloses all claimed limitations except for wherein the container files
are Matroska container files.

However, Soroushian discloses wherein the container files are Matroska
container files. (see fig, 1c and para 0031, Matroska is MKV, discloses
Soroushian is in the field of playback and distribution systems (abstract)
and further teaches wherein the content is stored as chunks or elements
in a Matroska container (MKV container composed of lists, chunks
and/or elements).

Therefore, it would have been obvious to one of ordinary skill in the art at
the time of the Invention to use the teachings of Soroushian to incorporate with
the teaching of Amini as modified by Thorwirth modified Schnell in order for
the purpose of providing a MKV container for distributing high-definition
downloadable content on the internet and peer-to-peer networks (Soroushian,
para 0003).

Regarding claim 10 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the common cryptographic
information is stored in a common DRM Header element contained within a
Tracks element within each of the Matroska container files containing the

alternative streams of protected content. (Para 0052 of Thorwirth discloses
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the chunks are protected using different watermark payloads, i.e.
“alternative streams of protected content”)

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 11 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: the common cryptographic
information is a set of encryption keys; and the set of encryption keys is
encrypted and stored within the DRM Header element. (para 0036 0037 of
Schnell file header object 218 (DRM header element) has the DRM
licenses for the protected media content,; tracks objects 22 which has
the track attributes and segment data to identify the content).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 12 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the client application configures
the processor to: obtain cryptographic information that can be used to
unencrypt the set of encryption keys stored within the DRM Header element;
and unencrypt the set of encryption keys stored within the DRM Header

element using the obtained cryptographic information. {Para 0036 of Schnell
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file header object 218 (DRM header element) has the DRM licenses for the
protected media content).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 13 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the client application configures
the processor to obtain the DRM Header element by requesting a Tracks
element from one of the Matroska container files identified in the top level
index file. (See para 0004 of Thorwirth, different media containers for
adaptive streaming, para 0009 of Thorwirth [background]) and a top
level index file identifies a container file containing each of the
alternative streams and furthermore para 0009 of Thorwirth top level
Index file pointing to a number of alternate streams that contain actual
video and audio data,).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 14 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: each Matroska container file
containing an alternative stream of protected content further comprises an

index contained within a Cues element ; and the client application configures
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the processor to request a portion of content from one of the Matroska
container files by configuring the processor to: request at least a portion of a
Cues element from a Matroska container file containing one of the alternative
streams of protected content; identify a portion of the Matroska container file
containing a specific portion of content using at least one CueTrackPosition
element within the Cues element; and request the portion of the Matroska
container file identified by the at least one CueTrackPosition element. (Schnell
teaches file index 158 for each me and the corresponding segments,
para 0031, see fig. 2; and (track objects 222 has the attributes and
information included in a track (“Cues element”), para 0036, 0037 see
fig. 2 and includes size, type, mode 10, Index, 'Algorithm 10 with index.
para 0041 and table under it).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 15 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the index comprises a plurality
of CueTrackPosition elements that identify the location of a plurality of Cluster
elements within the Matroska container file. {See fig. 1c¢ and Para 0031,
discloses (Matroska is MKV) and furthermore Para 0037 of Soroushian

table with hierarchical index Identifiers with CUEPOS_ID, table above).
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The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 16 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: each Cluster element contains
a plurality of BlockGroup elements including encoded portions of content; a
CueTrack Position element indexes each Cluster element; and each
CueTrackPosition element includes the size of the Cluster element that it
indexes. (fig, 2 para 0031 of Schnell file index 158 for each file, and the
corresponding segments (segments can be interpreted as track elements
or comprising of cluster element and furthermore fig 2 and para 0036,
0037 and para 9041 of Schnell teaches size, type, mode ID. index,
Algorithm ID with index).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 17 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the alternative streams of
protected content are alternative streams of protected video {para 0052 of
Thorwirth discloses CDN stores six alternative chunks [video] created for
each section with different encoding parameters and two different

watermark payloads [alternative streams of protected content); each of

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0954
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 Page 22
Art Unit: 2434

the Matroska container files containing an alternative stream of protected video
includes a DRMInfo element in a BlockGroup element containing a protected
frame of video (para 0052 of Thorwirth discloses the chunks are protected
using different watermark payloads), where the DRMInfo element indicates
at least a portion of the protected frames of video that is encrypted and
identifies at least a portion of the common cryptographic information used to
access the at least one encrypted portion of the protected frame of video (para
0036 of Schnell file header object 218 i.e. “DRM header Element” has the
DRM licenses for the protected media content); and the client application
configures the processor to access video frames in a stream of protected video
using the common cryptographic information by configuring the processor to:
obtain a BlockGroup containing a protected frame of video; parse the
BlockGroup element to obtain a DRMInfo element indicating at least a portion
of the protected frame of video that is encrypted using an encryption key from
the set of encryption keys; decrypt the at least one encrypted portion of the
protected frame of video using the identified encryption key; and decode the
frame of video. (figs 4 and 5 of Thorwirth discloses Encryption is a sort of
a content protecting method of preventing illegal copy redistribution,
editing and the like of contents provided by a content provider (CP) in a

manner of transforming data using a specific algorithm);
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The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 21 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: the container files containing
each of the alternative streams of protected content comprise at least one
header including the common cryptographic information and information that
describes the encoding of the stream of protected content; and the top level
index file identifies the location of the at least one header within each container
file. (fig. 2 and para 0037 of Schnell discloses file header object 218
[DRM header element} has the ORM licenses for the protected media
content, para 0036, written in a file segment 160, which has track
objects 222 associated with the tracks or video tracks).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 22 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses, wherein the common cryptographic
information is a set of encryption keys. {Para 0054 of Amini discloses
encryptor 240 where the streams are encrypted and para 0032. Also see.
fig, 2; same key is used for different streams i.e. (“common

cryptographic Information”).
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The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 23 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: the set of encryption keys is
encrypted so that it is accessible using cryptographic information obtained by
the playback device (para 0058 of Thorwirth discloses the content keys
used to encrypt the content are encrypted using a key unique to a
specific user or client device); and the method further comprising obtaining
cryptographic information using the playback device (para 0054, 0044 of
Amini same key Is used for different streams i.e. (“protecting the
content”)).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 24 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the set of encryption keys is
encrypted using at least one encryption key; and the playback device securely
obtains the at least one encryption key (para 0058 of Thorwirth discloses
copy of the encryption key used for the encryption of the content key is

delivered securely to the specific user or client device, and furthermore

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0957
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 Page 25
Art Unit: 2434

para 0064 of Thorwirth discloses, hashing or encrypting the encrypted
content and key).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 25 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the at least one encryption key
is encrypted using at least one encryption key included in the cryptographic
information bound to the playback device. (Para 0058 of Thorwirth the
content keys used to encrypt the content are encrypted using a key
unique to a specific user or client device and furthermore para 0058 of
Thorwirth discloses copy of the encryption key used for the encryption of
the content key is delivered securely to the specific user or client device)

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 26 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses obtaining the common cryptographic
information by requesting at least one header of a container file identified in
the top level index file using the playback device. {Para 0004 of Thorwirth
discloses sections of files in a container file, different media containers

Jor adaptive streaming, and a top level index file identifies a container
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file containing each of the alterative streams (top level index file
pointing to a number of alternate streams that contain actual video and
audio data, para 0009 of Thorwirth).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 27 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: each container file containing
one of the alternative streams of protected content further comprises an index;
and the method further comprising: requesting at least a portion of an index
from the container file using the playback device; identify the portion of the
container file containing a specific portion of content using the playback device
and the index; and requesting the identified portion of the container file using
the playback device. (Para 0058 of Thorwirth discloses a copy of the
encryption key used for the encryption of the content key is delivered
securely to the specific user or client device and furthermore para 0064
of Thorwirth discloses hashing or encrypting the encrypted content and
key).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of

Soroushian as in claim 9 which is set forth above.
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Regarding claim 28 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the container files are Matroska
container files. (Soroushian teaches see fig, 1c and para 0031, Matroska
is MKV, discloses Soroushian is in the field of playback and distribution
systems (abstract) and further teaches wherein the content is stored as
chunks or elements in a Matroska container (MKV container composed of
lists, chunks and/or elements).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 29 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the common cryptographic
information is stored in a common DRM Header element contained within a
Tracks element within each of the Matroska container files containing the
alternative streams of protected content. {Para 0052 of Thorwirth discloses
the chunks are protected using different watermark payloads, i.e.
“alternative streams of protected content”)

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 30 Amini as modified by Thorwirth modified Schnell and

further modified Soroushian discloses wherein: the common cryptographic
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information is a set of encryption keys; and the set of encryption keys is
encrypted and stored within the DRM Header element. (para 0036 0037 of
Schnell file header object 218 (DRM header element) has the DRM
licenses for the protected media content,; tracks objects 22 which has
the track attributes and segment data to identify the content).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 31 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: the set of encryption keys is
encrypted so that it is accessible using cryptographic information obtained by
the playback device and the method further comprising obtaining
cryptographic information using the playback device. (Para 0058 of
Thorwirth discloses the content keys used to encrypt the content are
encrypted using a key unique to a specific user or client device);

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 32 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses further comprising obtaining the DRM
Header element by requesting a Tracks element from one of the Matroska

container files identified in the top level index file. (See para 0004 of
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Thorwirth, different media containers for adaptive streaming, para
0009 of Thorwirth [background]) and a top level index file identifies a
container file containing each of the alternative streams and
furthermore para 0009 of Thorwirth top level Index file pointing to a
number of alternate streams that contain actual video and audio data,).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 33 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: each Matroska container file
containing an alternative stream of protected content further comprises an
index contained within a Cues element and the method further comprises:
requesting at least a portion of a Cues element from a Matroska container file
containing one of the alternative streams of protected content using the
playback device; identifying a portion of the Matroska container file containing
a specific portion of content using the playback device and at least one
CueTrackPosition element within the Cues element; and requesting the portion
of the Matroska container file identified by the at least one CueTrackPosition
element. (Schnell teaches file index 158 for each me and the
corresponding segments, para 0031, see fig. 2; and (track objects 222

has the attributes and information included in a track (“Cues element”),

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0962
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 Page 30
Art Unit: 2434

para 0036, 0037 see fig. 2 and includes size, type, mode 10, Index,
‘Algorithm 10 with index. para 0041 and table under it).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 34 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein the index comprises a plurality
of CueTrackPosition elements that identify the location of a plurality of Cluster
elements within the Matroska container file. {See fig. 1c and Para 0031,
discloses (Matroska is MKV) and furthermore Para 0037 of Soroushian
table with hierarchical index Identifiers with CUEPOS_ID, table above).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 35 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses wherein: each Cluster element contains
a plurality of BlockGroup elements including encoded portions of content; a
CueTrack Position element indexes each Cluster element; and each
CueTrackPosition element includes the size of the Cluster element that it
indexes. (fig, 2 para 0031 of Schnell file index 158 for each file, and the
corresponding segments (segments can be interpreted as track elements

or comprising of cluster element and furthermore fig 2 and para 0036,
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0037 and para 9041 of Schnell teaches size, type, mode ID. index,
Algorithm ID with index).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Regarding claim 36 Amini as modified by Thorwirth modified Schnell and
further modified Soroushian discloses, wherein the alternative streams of
protected content are alternative streams of protected video (Para 0052 of
Thorwirth discloses alternative streams of protected content}; each of the
Matroska container files containing an alternative stream of protected video
includes a DRMInfo element in a BlockGroup element containing a protected
frame of video (fig, 2 para 0031 of Schnell file index 158 for each file, and
the corresponding segments (segments can be interpreted as track
elements or comprising of cluster element and furthermore fig 2 and
para 0036, 0037 and para 9041 of Schnell teaches size, type, mode ID.
index, Algorithm ID with index) where the DRMInfo element indicates at
least a portion of the protected frames of video that is encrypted and identifies
at least a portion of the common cryptographic information used to access the
at least one encrypted portion of the protected frame of video; and the method
further comprising: obtaining a BlockGroup containing a protected frame of
video using the playback device; parsing the BlockGroup element to obtain a

DRMInfo element indicating at least a portion of the protected frame of video
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that is encrypted using the playback device and an encryption key from the set
of encryption keys; decrypting the at least one encrypted portion of the
protected frame of video using the playback device and the identified
encryption key; and decoding the frame of video using the playback device.
(para 0003 of Soroushian discloses decoding multimedia and present
audio, video and subtitle information in a synchronized manner and
Sfurthermore para 0028-0031 of Schnell discloses content server 122
and a ORM system 118 distribute protected media content 120 to various
wireless media devices 106).

The examiner supplies the same rationale for the combination of Amini
as modified by Thorwirth further in view of Schnell and further in view of
Soroushian as in claim 9 which is set forth above.

Conclusion

Any inquiry concerning this communication or earlier communications
from the examiner should be directed to ABIY GETACHEW whose telephone
number is (571)272-6932. The examiner can normally be reached on Monday
to Friday 8Am to 4:30Pm.

If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Kambiz Zand can be reached on (571)272-3811. The
fax phone number for the organization where this application or proceeding is

assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from
the Patent Application Information Retrieval (PAIR) system. Status information
for published applications may be obtained from either Private PAIR or Public
PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see
http:/ /pair-direct.uspto.gov. Should you have questions on access to the
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-
9197 (toll-free). If you would like assistance from a USPTO Customer Service
Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000.

/William S. Powers/ /Abiy Getachew/
Primary Examiner, Art Unit 2434 Examiner, Art Unit 2434
A.G.

October 16, 2013
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(processor) with (memoory with USPAT; USOCR,; 11:05
client with application) same (index{FPRS; EPO;
with file) same (Streams with JPO; DERWENT;
content with encryp$3) IBM_TDB

S13 0 (processor) with (memoory with US-PGPUB; OR OFF 2013/10/08
client with application) same (index{USPAT; USOCR; 11:05
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with file) same (Streams with FPRS; EPO;
content with encryp$3) JPO; DERWENT;
IBM_TDB
S14 i1 (processor) with (memory with US-PGPUB; OR OFF 2013/10/08
client with application) same (indexjUSPAT; USOCR; 11:05
with file) same (Streams with FPRS; EPO;
content with encryp$3) JPO; DERWENT;
IBM_TDB
S15 i3 (processor) near20 (index with file) jUS-PGPUB; OR OFF 2013/10/08
same (Streams with content with  {jUSPAT; USOCR,; 11:06
encryp$3) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S16 i1 ((plurality with streams) with US-PGPUB; OR OFF 2013/10/08
(encrypt$3 adj key)) same USPAT; USOCR,; 12:26
(index$3) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S17 #4 ((plurality with streams) with US-PGPUB; OR ON 2013/10/08
(encrypt$3 adj key)) same USPAT; USOCR,; 12:27
(index$3) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S18 {11 ((plurality with streams) with US-PGPUB; OR ON 2013/10/09
(encrypt$3 adj key)) same (index$3{{USPAT; USOCR; 11:02
list$3 or index) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S22 4 ((plurality with streams) with US-PGPUB; OR ON 2013/10/09
(encrypt$3 adj key)) same (index$3{{USPAT; USOCR; 11:04
list$3 or index) and (playback with {{FPRS; EPO;
content) JPO; DERWENT;
1BV_TDB
S23 2 ((plurality with streams) near20 US-PGPUB; OR ON 2013/10/09
(index$3 list$3 or index)) near20  {USPAT; USOCR; 11:18
(identify or identifying or identified) §FPRS; EPO;
same (plurality with alternative JPO; DERWENT;
with streams) IBM_TDB
S25 §2 ("20130032518").PN. US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 11:32
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S26 42 ("20090290706").PN. US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 11:48
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
S27 2 ("20130061040").PN. US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 11:51
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
S29 2 ("20130061040").PN. US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 11:55
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S30 {2 ("20130061045").PN. US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 11:55
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FPRS; EPC;
JPO; DERWENT;
IBM_TDB

S32

(request with index with file with
identifying with alternative with
streams)

US-PGPUB;
USPAT; USOCR;
FPRS; EPG;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/09
12:33

S33

("2003030324").PN.

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
| BM_TDB

OR

OFF

2013/10/09
12:39

S34

("20090387258").PN.

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/09
12:39

S35

("200900387258") .PN.

US-PGPUB;
USPAT; USOCR;
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/09
12:39

S36

("20090307258").PN.

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/09
12:40

S37

("20090132599").PN.

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/09
12:41

S38

(index with file) with ( alternative
streams of protected content)

US-PGPUB;
USPAT; USOCR:
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

WITH

OFF

2013/10/09
12:55

S39

(index with file) with ( alternative
streams protected content)

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

WITH

OFF

2013/10/09
12:55

$40

(index) with ( alternative streams
protected content)

US-PGPUB;
USPAT; USOCR;
FPRS; EPO;
JPO; DERWENT;
|IBM_TDB

WITH

OFF

2013/10/09
12:55

S41

(index) with (streams protected
content)

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

WITH

OFF

2013/10/09
12:55

A2

("20080301734").PN.

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/09
12:59

A3

(index) near20 (streams protected
content)

US-PGPUB;

USPAT; USOCR;

WITH

OFF

2013/10/09
13:02
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FPRS; EPO;
JPO; DERWENT;
IBM_TDB
$44 42 (index) near20 (streams protected {{US-PGPUB; WITH OFF 2013/10/09
content).cim. USPAT; USOCR; 13:04
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
46 5 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams with content with JUSPAT; USOCR; 13:41
protect$3) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
SA7 §2 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams with content with jUSPAT; USOCR; 13:42
i{protect$3).cim. FPRS; EPO;
JPO; DERWENT;
IBM_TDB
48 30 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams with USPAT; USOCR; 13:43
content).clm. FPRS; EPO;
JPO; DERWENT;
IBM_TDB
HA9 §2 $48 and (streams with protected  {{US-PGPUB; WITH OFF 2013/10/09
with content) USPAT; USOCR; 13:44
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S50 2 $48 and (streams same encrypted {{US-PGPUB; WITH OFF 2013/10/09
same cryptographic) USPAT; USOCR; 13:45
FPRS; EPO;
JPO; DERWENT;
1BV TDB
S51 43 $48 and (encrypted same US-PGPUB; WITH OFF 2013/10/09
cryptographic) USPAT; USOCR; 13:46
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S62 4 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams with content) USPAT; USOCR; 14:05
near20 (protected with content FPRS; EPO;
with cryptographic) JPO; DERWENT;
IBM_TDB
S63 2 ("20030078930").PN. US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR,; 14:06
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
SH4 {4 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (protected with content USPAT; USOCR; 14:08
with cryptographic) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S55 60 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (content with USPAT; USOCR; 14:08
cryptographic) FPRS; EPG;
JPO; DERWENT;
IBM_TDB
S56 {4 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams with content) USPAT; USOCR; 14:08

file:///Cl/Users/agetachew/Documents/e-Red%20Folder/13340623/EASTSearchHistory. 13340623 _Accessible Version.htm[10/16/2013 5:57:28 PM]

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0975
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



EAST Search History

near20 (content with FPRS; EPO;
cryptographic) JPO; DERWENT;
IBM_TDB

S57 4 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams) near20 (content {USPAT; USOCR; 14:08
with cryptographic) FPRS; EPO;

JPO; DERWENT;
IBM_TDB

S58 4 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams) near20 USPAT; USOCR,; 14:09
(cryptographic) FPRS; EPO;

JPO; DERWENT;
1BV_TDB

S59 #4 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09
near20 (streams) with (content USPAT; USOCR; 14:10
with cryptographic) FPRS; EPO;

JPO; DERWENT;
IBM_TDB

S60 {13 (index or indexing or indexed) US-PGPUB; WITH OFF 2013/10/09

near20 (streams same protect$3) {USPAT; USOCR; 14:11
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S61 358 ("5465353" | "5613004" | US-PGPUB; OR OFF 2013/10/09
"5664016" | "5689639" | USPAT; USOCR 14:21
"5809498" | "6101602" |
"6363463").PN. OR
("6671407"). URPN.

S62 {6 (streams with content) near20 US-PGPUB; WITH OFF 2013/10/09
(protected with content with USPAT; USOCR,; 14:41
cryptographic) FPRS; EPO;

JPO; DERWENT;
IBM_TDB

S63 20490 i(client with application same US-PGPUB; WITH OFF 2013/10/09

processor) USPAT; USOCR; 15:13
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S64 i (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR; 15:16
or indexed) near20 (Streams with {iFPRS; EPO;
content with encryp$3) JPO; DERWENT;

IBM_TDB

S65 48 (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {{USPAT; USOCR,; 15:16
or indexed) FPRS; EPO;

JPO; DERWENT;
IBM_TDB

S66 i1 (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {{USPAT; USOCR,; 15:17
or indexed) near20 (Streams with  {FPRS; EPO;
encryp$3) JPO; DERWENT;

IBM_TDB

S67 i1 (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR; 15:17
or indexed) near20 (Streams with {iFPRS; EPO;
cryptographic) JPO; DERWENT;

IBM_TDB

S68 {2 (client with application same US-PGPUB; OR OFF 2013/10/09

processor) with (index or indexing {{USPAT; USOCR; 15:18
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or indexed) near20 (cryptographic) {FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S69 {12 (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR; 15:19
or indexed) near20 (Stream$3) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S70 i (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR; 15:19
or indexed) near20 (protect with FPRS; EPO;
Stream$3) JPO; DERWENT;
IBM_TDB
S71 i (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR; 15:20
or indexed) near20 (protect same {FPRS; EPO;
Stream$3) JPO; DERWENT,;
IBM_TDB
S72 {2 (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR,; 15:21
or indexed) near20 (Stream$3) and{{FPRS; EPO;
(cryptographic with information) JPO; DERWENT;
IBM_TDB
S73 {2 (client with application same US-PGPUB; OR OFF 2013/10/09
processor) with (index or indexing {USPAT; USOCR; 15:21
or indexed) near20 (Stream$3) andi{FPRS; EPO;
(cryptographic ) JPO; DERWENT;
IBM_TDB
S74 16 (application same processor) with {US-PGPUB; OR OFF 2013/10/09
(index or indexing or indexed) USPAT; USOCR; 15:21
near20 (Stream$3) and FPRS; EPO;
(cryptographic ) JPO; DERWENT;
1BV_TDB
S75 43 (processor) with (index or indexing {{US-PGPUB; OR OFF 2013/10/09
or indexed) near20 (Stream$3) USPAT; USOCR,; 15:23
same (protected with content ) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S76 {4 (processor) with (index or indexing {US-PGPUB; OR OFF 2013/10/09
or indexed) near20 (Stream$3) USPAT; USOCR,; 15:24
same (protected) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S77 369 (index or indexing or indexed) US-PGPUB; OR OFF 2013/10/09
near20 (Stream$3) same USPAT; USCCR; 15:24
(protected) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S78 5 S65 and S77 US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 15:25
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
S79 {2 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams with protected with USPAT; USOCR; 17:50
content) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S80 {308 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams) USPAT; USCCR,; 17:50
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FPRS; EPC;
JPO; DERWENT;
IBM_TDB

S81 2 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams)same (cryptographic with {jUSPAT; USOCR,; 17:51
information) FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S82 2 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams)same (cryptographic) USPAT; USOCR,; 17:51
FPRS; EPC;
JPO; DERWENT;
1BV_TDB

883 2 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams) near20 (content with USPAT; USOCR; 17:52
encryp$3) FPRS; EPO;
JPO; DERWENT;
|BM_TDB

S84 §2 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams) near20 (encryp$3) USPAT; USOCR; 17:52
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S85 4 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams) near20 (key or encryption {USPAT; USOCR,; 17:54

or decryption or code or encryp$3) {{FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S86 2 (plurality with alternative with US-PGPUB; OR OFF 2013/10/09
streams) near20 (protect$3) USPAT; USOCR; 17:56
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S87 149731 (plurality with streams) US-PGPUB; OR OFF  §2013/10/09
USPAT; USOCR; 17:56
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S88 b1 (plurality with streams)same US-PGPUB; OR OFF 2013/10/09
(cryptographic) USPAT; USOCR,; 17:56
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S89 {27 (plurality with streams) near20 US-PGPUB; OR OFF 2013/10/09
(cryptographic) USPAT; USOCR,; 17:56
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S90 §2 (plurality with streams) near20 US-PGPUB; OR OFF 2013/10/09
(protect$3 same cryptographic) USPAT; USOCR,; 17:57
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S91 27 S88 and S89 US-PGPUB; OR OFF 2013/10/09
USPAT; USOCR; 17:57
FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S92 9 (Request) with (index) near20 US-PGPUB; OR OFF 2013/10/09
(plurality with streams) USPAT; USOCR,; 18:01
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FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S93 i1 (Request) with (index) near20 US-PGPUB; OR OFF 2013/10/09
(plurality with streams)same USPAT; USOCR,; 18:02
(cryptographic) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S94 i (index) near20 (plurality with US-PGPUB; OR OFF 2013/10/09
streams)same (cryptographic) USPAT; USOCR,; 18:02
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
895 i3 (Request) with (index) near20 US-PGPUB; OR OFF 2013/10/09
(protect$3 same cryptographic) USPAT; USOCR,; 18:03
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
06 {17 (index) near20 (protect$3 same US-PGPUB; OR OFF 2013/10/09
cryptographic) USPAT; USOCR,; 18:03
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
S97 i (plurality with streams) near20 US-PGPUB; OR OFF 2013/10/09
(index) near20 (protect$3 same USPAT; USOCR; 18:03
cryptographic) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S98 4 (streams) near20 (index) near20 US-PGPUB; OR OFF 2013/10/09
(protect$3 same cryptographic) USPAT; USOCR,; 18:04
FPRS; EPO;
JPO; DERWENT;
1BV TDB
S99 {18 (streams) near20 (protect$3 same {{US-PGPUB; OR OFF 2013/10/09
cryptographic) USPAT; USOCR,; 18:04
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
S101 §13 (streams with protected with video jUS-PGPUB; OR OFF 2013/10/10
same DRM) USPAT; USOCR,; 10:15
FPRS; EPO;
JPO; DERWENT;
IBV_TDB
S102 §9 (streams with protected with video {US-PGPUB; OR OFF 2013/10/10
same DRM) same (DRM same USPAT; USOCR,; 10:15
encrypt$4) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S103 43 (streams with protected with video {{US-PGPUB; OR OFF 2013/10/10
same DRM) near20 (encrypt$4) USPAT; USOCR,; 10:16
FPRS; EPC;
JPO; DERWENT;
IBM_TDB
S$104 {0 (memory with client with US-PGPUB; OR OFF 2013/10/10
application) near20 (streams with {USPAT; USOCR; 10:18
protected with video same DRM) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S105 §0 (memory same application) near20 {US-PGPUB; OR OFF 2013/10/10
(streams with protected with video §USPAT; USOCR; 10:19
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same DRM) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S106 i1 (client with application) near20 US-PGPUB; OR OFF 2013/10/10
(streams with protected with video jUSPAT; USOCR; 10:19
same DRM) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S107 i1 (Application) near20 (streams with {US-PGPUB; OR OFF 2013/10/10
protected with video same DRM) USPAT; USOCR,; 10:20
FPRS; EPO;
JPO; DERWENT;
1BV_TDB
$108 §3 (Application) same (streams with  $US-PGPUB; OR OFF 2013/10/10
protected with video same DRM) USPAT; USOCR; 10:20
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S109 §3 (processor) same (streams with US-PGPUB; OR OFF 2013/10/10
protected with video same DRM) USPAT; USOCR,; 10:23
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S111 i1 (application with configures with US-PGPUB; OR OFF 2013/10/10
processor) same (streams with USPAT; USOCR; 10:24
protected with video same DRM) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S112 i1 (application same processor) same {{US-PGPUB; OR OFF 2013/10/10
(streams with protected with video {USPAT; USOCR; 10:25
same DRM) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S113 §4 (application same processor) and  {US-PGPUB; OR OFF 2013/10/10
(streams with protected with video §USPAT; USOCR; 10:25
same DRM) FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S114 §2 "13235729" US-PGPUB; OR OFF 2013/10/10
USPAT; USOCR; 12:26
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S115 42 (streams with protected with video {{US-PGPUB; OR OFF 2013/10/10
same DRM) near20 (Matroska) USPAT; USOCR; 14:14
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S116 §2 (streams same video same DRM) {US-PGPUB; OR OFF 2013/10/10
near20 (Matroska) USPAT; USOCR; 14:15
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S117 §20 (streams same video) near20 US-PGPUB; OR OFF 2013/10/10
(Matroska) USPAT; USOCR; 14:15
FPRS; EPO;
JPO; DERWENT;
IBM_TDB
S118 i1 S$117 and (DRM with Header same {{US-PGPUB; OR OFF 2013/10/10
Tracks) USPAT; USOCR; 14:16
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FPRS; EPO;
JPO; DERWENT;
IBM_TDB

S119

10

(DRM with Header same Tracks)

US-PGPUB;
USPAT; USOCR;
FPRS; EPC;
JPO; DERWENT;
IBM_TDB

OR

OFF

2013/10/10
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KAUTH , POMEROQY , PECK & BAILEY |LLP
2400 EAST KATELLA AVENUE R AN
SUITE 1050 000000059718125

ANAHEIM, CA 92806

Title:Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using Common
Cryptographic Information

Publication No.US-2013-0061045-A1
Publication Date:03/07/2013

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http:/pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Dacket Number

Substitute for Form PTO-875 13/340,623
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE(S) FEE($)
BASIC FEE
(87 CFR1.18(a), (8), or (<)) N/A N/A N/A N/A 380
SEARCH FEE
(37 CFR 1.16(K), . of (m) N/A N/A N/A N/A 620
EXAMINATION FEE
(37 CFR1.16(0), (8}, or (1) N/A N/A N/A N/A 250
TOTAL CLAIMS ’ *
(37 GFR 1.16(1)) 39 minus 20~ 19 OR |x 60 - 1140
I{g\)lP&EEHQE)I\JT CLAIMS 3 N x 250 - 0.00

If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(837 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* | the difference in column 1 is less than zero, enter "0" in column 2 TOTAL TOTAL 2390

APPLICATION AS AMENDED - PART I

OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
L Total * Mi ** =
s (37 CFR1.16()) e X = OR |x =
a Independent * Minus | *** =
E (37 CFR 1.16(h)) X = OR X =
z Application Size Fee (37 CFR 1.16(s))

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST

REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
L Total * Minus | ** = % :
= (37 CFR 1.16(7)) OR |x =
% Independent . Minus | *** = X = OR |«x =
w (37 CFR 1.16(h)) - -
<§: Application Size Fee (37 CFR 1.16(s))

OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE I UNIT I FIL FEE RECD I ATTY DOCKET.NO ITOT CLA]MSIIND CLAIMSl
13/340,623 12/29/2011 2431 2520 D1:02359A 39 3
CONFIRMATION NO. 1094
71897 UPDATED FILING RECEIPT

KAUTH , POMEROY , PECK & BAILEY |LLP
2100 EAST KATELLA AVENUE R
ANAHEIM, CA 92806

Date Mailed: 04/03/2012

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Michael George Kiefer, Scottsdale, AZ;
Eric William Grab, San Diego, CA;
Jason Braness, San Diego, CA;
Assignment For Published Patent Application
DIVX, LLC, Santa Clara, CA
Power of Attorney: The patent practitioners associated with Customer Number 71897

Domestic Priority data as claimed by applicant
This appln claims benefit of 61/530,305 09/01/2011

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the
USPTO. Please see http://www.uspto.gov for more information.)

If Required, Foreign Filing License Granted: 01/13/2012

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/340,623

Projected Publication Date: 03/07/2013
Non-Publication Request: No

Early Publication Request: No
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Title

Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using
Common Cryptographic Information

Preliminary Class
713

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
CERTIFICATE OF MAILING
| hereby certify that this correspondence is being electronically filed with the United States Patent and Trademark

Office on March 20, 2012 at or before 17:59 p.m. Pacific Time under the Rules of 37 C.F.R. 1.8.

/Trudi Thompson /
Trudi Thompson

Applicant : Michael George Kiefer Confirmation No. 1094

Application No.  : 13/340623

Filed : December 29, 2012

Title : SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF
PROTECTED CONTENT PROTECTED USING COMMON CRYPTOGRAPHIC
INFORMATION

Grp./Div. 2431

Examiner : Unassigned

Docket No. : D1:02359A

Customer No. . 71897

LETTER IN RESPONSE TO NOTICE TO FILE MISSING PARTS

Mail Stop Missing Parts

Commissioner for Patents 2400 E. Katella, Suite 1050
P.0. Box 1450 Anaheim, CA 92806
Alexandria, VA 22313-1450 March 20, 2012

Commissioner:
In response to the Notice to File Missing Parts dated January 18, 2012, enclosed are:

1. Declaration and Power of Attorney; and
2. Petition for Extension of Time

The $130 surcharge, basic filing fee of $380, examination fee of $250, search fee of $620 and
$1140 additional claim fees (total $2520) will be paid via credit card.

The Commissioner is authorized to charge any fee under 37 CFR 1.16 and 1.17 which may be
required during the entire pendency of the application to Deposit Account No. 50-4407. Please show
our docket number with any transaction to the Deposit Account.

Respectfully submitted,
KAUTH, POMEROY, PECK & BAILEY LLP

By /David J. Bailey/
David J. Bailey
Registration No. 59,632
949.852.0000

DJB/t

Enclosures
24785
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
PETITION FOR EXTENSION OF TIME
CERTIFICATE OF MAILING

| hereby certify that this correspondence is being electronically filed with the United States Patent and
Trademark Office on March 20, 2012 at or before 11:59 p.m. Pacific Time under the Rules of 37 C.F.R. 1.8.

/ Trudi Thompson /
Trudi Thompson

Applicant : Michael George Kiefer Confirmation No. 1094

Application No.  : 13/340623

Filed : December 29, 2012

Title : SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF
PROTECTED CONTENT PROTECTED USING COMMON CRYPTOGRAPHIC
INFORMATION

Grp./Div. : 2437

Examiner : Unassigned

Docket No. : D1:02359A

Customer No. . 71897

PETITION FOR EXTENSION OF TIME

Mail Stop MISSING PARTS

Commissioner for Patents 2400 E. Katella, Suite 1050
P.0. Box 1450 Anaheim, CA 92806
Alexandria, VA 22313-1450 March 20, 2012

Commissioner:
Applicant petitions the Commissioner to extend the time for response to the Notice of
Missing Parts dated January 18, 2012 for one month from March 18, 2012 to April 18, 2012.
The$150 extension of time fee required by 37 CFR § 1.17 will be paid via credit card. The
Commissioner is hereby authorized to charge any fees under 37 CFR 1.16 and 1.17 which may
be required during the entire pendency of the application to Deposit Account No. 50-4407.
Please show our docket number with any charge or credit to our Deposit Account.

Respectfully submitted,

KAUTH, POMEROQY, PECK & BAILEY LLP

By /David J. Bailey/
David J. Bailey
Reg. No. 59,632
949.852.0000

DJB/t
24843
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Electronic Patent Application Fee Transmittal

Application Number:

13340623

Filing Date:

29-Dec-2011

Title of Invention:

Systems and Methods for Playing Back Alternative Streams of Protected
Content Protected Using Common Cryptographic Information

First Named Inventor/Applicant Name:

Michael George Kiefer

Filer:

David J. Bailey/Trudi Thompson

Attorney Docket Number: D1:02359A
Filed as Large Entity
Utility under 35 USC 111(a) Filing Fees
Description Fee Code Quantity Amount Sulloj-;l's(tsa)l in
Basic Filing:
Utility application filing 1011 1 380 380
Utility Search Fee 111 1 620 620
Utility Examination Fee 1311 1 250 250
Pages:
Claims:
Claims in excess of 20 1202 19 60 1140
Miscellaneous-Filing:
Late filing fee for oath or declaration 1051 1 130 130
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Extension - 1 month with $0 paid 1251 1 150 150
Miscellaneous:
Total in USD ($) 2670
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Electronic Acknowledgement Receipt

EFS ID: 12345629
Application Number: 13340623
International Application Number:
Confirmation Number: 1094

Title of Invention:

Systems and Methods for Playing Back Alternative Streams of Protected
Content Protected Using Common Cryptographic Information

First Named Inventor/Applicant Name:

Michael George Kiefer

Customer Number:

71897

Filer: David J. Bailey/Trudi Thompson
Filer Authorized By: David J. Bailey
Attorney Docket Number: D1:02359A
Receipt Date: 20-MAR-2012
Filing Date: 29-DEC-2011
Time Stamp: 19:03:57

Application Type:

Utility under 35 USC 111(@a)

Payment information:

Submitted with Payment yes

Payment Type Credit Card
Payment was successfully received in RAM $2670

RAM confirmation Number 6078
Deposit Account 504407
Authorized User BAILEY,DAVID

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1152
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes Multi Pages
Document Description File Name ( yt V . . 9
Number Message Digest | Part/.zip| (ifappl.)
Applicant R to Pre-E 12808
pplican esponse 1o Fre-cxam U
1 Formalities Notice 0235%amissingpartsxmtl.pdf no 1
5f9d: 0f02b799f34c5ae3df875ae
20db
Warnings:
Information:
24624
2 Extension of Time 02359aextensionoftime.pdf no 1
2ce6ab815eead605611b361b6e08de9213
b35295
Warnings:
Information:
2316519
3 Power of Attorney 02359%apower.pdf no 3
3c3d66e95986885460ec1e3d056f356481e|
bb1c6
Warnings:
Information:
2317243
4 Oath or Declaration filed 02359%aoath.pdf no 3
3f405675f2175a6e86f4ab523d5c955ef9d 7|
Warnings:
Information:
40165
5 Fee Worksheet (SB06) fee-info.pdf no 2
c07bb32451adbd1777010aa73ce59fe0df|
Warnings:
Information:
Total Files Size (in bytes){ 4711359
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
13/340,623 12/29/2011 Michael George Kiefer D1:02359A
CONFIRMATION NO. 1094
71897 FORMALITIES LETTER
KAUTH , POMEROQY , PECK & BAILEY |LLP
2400 EAST KATELLA AVENUE LR R
SUITE 1050 000000052000076

ANAHEIM, CA 92806
Date Mailed: 01/18/2012

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied
by the extension fee under the provisions of 37 CFR 1.136(a).

+ The statutory basic filing fee is missing.
Applicant must submit $380 to complete the basic filing fee for a non-small entity. If appropriate, applicant may
make a written assertion of entitlement to small entity status and pay the small entity filing fee (37 CFR 1.27).

» The oath or declaration is missing.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« Additional claim fees of $1140 as a non-small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are
due.

« A surcharge (for late submission of filing fee, search fee, examination fee or oath or declaration) as set forth in
37 CFR 1.16(f) of $130 for a non-small entity, must be submitted.

SUMMARY OF FEES DUE:

Total fee(s) required within TWO MONTHS from the date of this Notice is $2520 for a non-small entity
« $380 Statutory basic filing fee.
« $130 Surcharge.
« The application search fee has not been paid. Applicant must submit $620 to complete the search fee.
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« The application examination fee has not been paid. Applicant must submit $250 to complete the examination
fee for a non-small entity.
« Total additional claim fee(s) for this application is $1140
+ $1140 for 19 total claims over 20.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserl ocalEPF .html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/smunpanthovong/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE I UNIT I FIL FEE RECD I ATTY DOCKET.NO ITOT CLA]MSIIND CLAIMSl
13/340,623 12/29/2011 2431 0.00 D1:02359A 39 3
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PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
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set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.
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No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best

country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF PROTECTED CONTENT

PROTECTED USING COMMON CRYPTOGRAPHIC INFORMATION

CROSS REFERENCE TO RELATED APPLICATIONS
[0001]  This application claims priority to U.S. Provisional Application Serial No.
61/530,305 filed September 1, 2011, entitled “Multi-Asset Protected Content Multimedia

Delivery System” the entirety of which is incorporated herein by reference.

FIELD OF THE INVENTION
[0002] The present invention generally relates to adaptive streaming and more
specifically to adaptive bitrate streaming of encoded media contained within Matroska

container files using Hypertext Transfer Protocol.

BACKGROUND

[0003] The term streaming media describes the playback of media on a playback
device, where the media is stored on a server and continuously sent to the playback
device over a network during playback. Typically, the playback device stores a sufficient
quantity of media in a buffer at any given time during playback to prevent disruption of
playback due to the playback device completing playback of all the buffered media prior
to receipt of the next portion of media. In many instances, content is divided into
multiple streams. For example, content can be divided into audio, video, and subtitle
streams and some streams can be encoded as alternative streams that are suitable for
different network connection bandwidths or comply with specific geographic
restrictions and/or other restrictions.

[0004]  Adaptive bit rate streaming or adaptive streaming involves detecting the
present streaming conditions (e.g. the user’s network bandwidth and CPU capacity) in
real time and adjusting the quality of the streamed media accordingly by selecting

between different streams encoded for use at different network connection data rates.
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Typically, the source media is encoded at multiple bitrates and the playback device or
client switches between streaming the different encodings depending on available
resources.

[0005] Adaptive streaming solutions typically utilize either Hypertext Transfer
Protocol (HTTP), published by the Internet Engineering Task Force and the World Wide
Web Consortium as RFC 2616 to stream media between a server and a playback device.
HTTP is a stateless protocol that enables a playback device to request a byte range
within a file. HTTP is described as stateless, because the server is not required to
record information concerning the state of the playback device requesting information
or the byte ranges requested by the playback device in order to respond to requests
received from the playback device.

[0006] In adaptive streaming systems, the source media is typically stored on a
media server as a top level index file pointing to a number of alternate streams that
contain the actual video and audio data. Each stream is typically stored in one or more
container files. Different adaptive streaming solutions typically utilize different index
and media containers. The Synchronized Multimedia Integration Language (SMIL)
developed by the World Wide Web Consortium is utilized to create indexes in several
adaptive streaming solutions including IS Smooth Streaming developed by Microsoft
Corporation of Redmond, Washington, and Flash Dynamic Streaming developed by
Adobe Systems Incorporated of San Jose, California. HTTP Adaptive Bitrate Streaming
developed by Apple Computer Incorporated of Cupertino, California implements index
files using an extended M3U playlist file ((M3U8), which is a text file containing a list of
URIs that typically identify a media container file. The most commonly used media
container formats are the MP4 container format specified in MPEG-4 Part 14 [i.e.
ISO/IEC 14496-14) and the MPEG transport stream (TS) container specified in MPEG-2
Part 1 (i.e. ISO/IEC Standard 13818-1]). The MP4 container format is utilized in IIS
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Smooth Streaming and Flash Dynamic Streaming. The TS container is used in HTTP
Adaptive Bitrate Streaming.

[0007] The Matroska container is a media container developed as an open standard
project by the Matroska non-profit organization of Aussonne, France. The Matroska
container is based upon Extensible Binary Meta Language (EBMLJ, which is a binary
derivative of the Extensible Markup Language (XML). Decoding of the Matroska
container is supported by many consumer electronics (CE] devices. The DivX Plus file
format developed by DivX, LLC of San Diego, California utilizes an extension of the
Matroska container format (i.e. is based upon the Matroska container format, but
includes elements that are not specified within the Matroska format).

[0008] The term Digital Rights Management (DRM) is utilized to describe access
control technologies that are used to control access to and/or copying of digital content.
DRM systems typically involve the use of cryptographic information to control access to
or protect a piece of content. Content protection is typically achieved using
cryptographic information such as (but not limited to] one or more encryption keys to
encrypt some or all of the content. An important component of most DRM systems is a
mechanism for securely providing cryptographic information to authorized playback
devices for use in accessing protected content. The protected content cannot be
accessed without the cryptographic data and ideally the cryptographic data is bound to
specific playback devices and cannot be readily used by unauthorized playback devices

or is securely provided to the playback devices (often on a session basis).

SUMMARY OF THE INVENTION

[0009] Systems and methods in accordance with embodiments of the invention
perform adaptive bitrate streaming using alternative streams of protected content. One
embodiment of the invention includes a processor, and memory containing a client

application. In addition, the client application configures the processor to: request a top

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1167
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



D1:02359A

level index file identifying a plurality of alternative streams of protected content, where
each of the alternative streams of protected content are encrypted using common
cryptographic information; obtain the common cryptographic information; request
portions of content from at least the plurality of alternative streams of protected
content; access the protected content using the common cryptographic information;
and playback the content.

[0010] In a further embodiment, the alternative streams of protected content are
alternative streams of protected video, each of the alternative streams of protected
video includes DRM information indicating portions of frames of video that are
encrypted and identifying at least a portion of the common cryptographic information
used to access the encrypted portions of the frames of video, and the client application
configures the processor to: obtain a protected frame of video from one of the
alternative streams of protected video; obtain DRM information indicating a portion of
the protected frame of video that is encrypted; identify at least a portion of the common
cryptographic information that is used to access the encrypted portion of the protected
frame using the DRM information; decrypt the encrypted portion of the protected frame
of video using the identified portion of the common cryptographic information; and
decode the frame of video.

[0011] In another embodiment, each of the alternative streams of protected content
is contained within a separate container file, and the top level index file identifies a
container file containing each of the alternative streams.

[0012] In still further embodiment, the container files containing each of the
alternative streams of protected content includes at least one header including the
common cryptographic information and information that describes the encoding of the
stream of protected content, and the top level index file identifies the location of the at

least one header within each container file.
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[0013] In still another embodiment, the common cryptographic information is a set
of encryption keys.

[0014]  In ayet further embodiment, the common set of encryption keys is encrypted;
and the client application configures the processor to securely receive cryptographic
information used to unencrypt the common set of encryption keys.

[0015]  In yet another embodiment, the client application configures the processor to
obtain the common cryptographic information by requesting at least one header of a
container file identified in the top level index file.

[0016] In a further embodiment again, each container file containing one of the
alternative streams of protected content further includes an index, and the client
application configures the processor to request a portion of content from one of the
container files by configuring the processor to: request at least a portion of an index
from the container file; identify the portion of the container file containing a specific
portion of content using the index; and request the identified portion of the container

file.

[0017] In another embodiment again, the container files are Matroska container
files.
[0018] In a further additional embodiment, the common cryptographic information is

stored in a common DRM Header element contained within a Tracks element within
each of the Matroska container files containing the alternative streams of protected
content.

[0019] In another additional embodiment, the common cryptographic information is
a set of encryption keys; and the set of encryption keys is encrypted and stored within
the DRM Header element.

[0020] In a still yet further embodiment, the client application configures the
processor to: obtain cryptographic information that can be used to unencrypt the set of

encryption keys stored within the DRM Header element; and unencrypt the set of
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encryption keys stored within the DRM Header element using the obtained
cryptographic information.

[0021] In still yet another embodiment, the client application configures the
processor to obtain the DRM Header element by requesting a Tracks element from one
of the Matroska container files identified in the top level index file.

[0022] In a still further embodiment again, each Mastroska container file containing
an alternative stream of protected content further includes an index contained within a
Cues element, and the client application configures the processor to request a portion
of content from one of the Matroska container files by configuring the processor to:
request at least a portion of a Cues element from a Matroska container file containing
one of the alternative streams of protected content; identify a portion of the Matroska
container file containing a specific portion of content using at least one
CueTrackPosition element within the Cues element; and request the portion of the
Matroska container file identified by the at least one CueTrackPosition element.

[0023] In still another embodiment again, the index includes a plurality of
CueTrackPosition elements that identify the location of a plurality of Cluster elements
within the Matroska container file.

[0024] In a still further additional embodiment, each Cluster element contains a
plurality of BlockGroup elements including encoded portions of content, a CueTrack
Position element indexes each Cluster element, and each CueTrackPosition element
includes the size of the Cluster element that it indexes.

[0025] In still another additional embodiment, the alternative streams of protected
content are alternative streams of protected video, each of the Matroska container files
containing an alternative stream of protected video includes a DRMInfo element in a
BlockGroup element containing a protected frame of video, where the DRMInfo element
indicates at least a portion of the protected frames of video that is encrypted and

identifies at least a portion of the common cryptographic information used to access the
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at least one encrypted portion of the protected frame of video, and the client application
configures the processor to access video frames in a stream of protected video using
the common cryptographic information by configuring the processor to: obtain a
BlockGroup containing a protected frame of video; parse the BlockGroup element to
obtain a DRMInfo element indicating at least a portion of the protected frame of video
that is encrypted using an encryption key from the set of encryption keys; decrypt the at
least one encrypted portion of the protected frame of video using the identified
encryption key; and decode the frame of video.

[0026] Anembodiment of the method of the invention includes requesting a top level
index file identifying a plurality of alternative streams of protected content using a
playback device, where each of the alternative streams of protected content are
encrypted using common cryptographic information, obtaining the common
cryptographic information using the playback device, requesting portions of content
from at least the plurality of alternative streams of protected content using the playback
device, accessing the protected content using the playback device and the common
cryptographic information, and playing back the content using the playback device.
[0027] In a further embodiment of the method of the invention, the alternative
streams of protected content are alternative streams of protected video, each of the
alternative streams of protected video includes DRM information indicating portions of
frames of video that are encrypted and identifying at least a portion of the common
cryptographic information used to access the encrypted portions of the frames of video,
and the method further includes obtaining a protected frame of video from one of the
alternative streams of protected video using the playback device, obtaining DRM
information indicating a portion of the protected frame of video that is encrypted using
the playback device, identify at least a portion of the common cryptographic information
that is used to access the encrypted portion of the protected frame using the playback

device and the DRM information, decrypting the encrypted portion of the protected
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frame of video using the playback device and the identified portion of the common
cryptographic information, and decoding the frame of video using the playback device.
[0028] In another embodiment of the method of the invention, each of the alternative
streams of protected content is contained within a separate container file, and the top
level index file identifies a container file containing each of the alternative streams.
[0029] In a still further embodiment of the method of the invention, the container
files containing each of the alternative streams of protected content include at least one
header including the common cryptographic information and information that describes
the encoding of the stream of protected content, and the top level index file identifies
the location of the at least one header within each container file.

[0030] In still another embodiment of the method of the invention, the common
cryptographic information is a set of encryption keys.

[0031] In a yet further embodiment of the method of the invention, the set of
encryption keys is encrypted so that it is accessible using cryptographic information
obtained by the playback device, and the method further comprising obtaining
cryptographic information using the playback device.

[0032] In yet another embodiment of the method of the invention, the set of
encryption keys is encrypted using at least one encryption key, and the playback device
securely obtains the at least one encryption key.

[0033] In a further embodiment again of the method of the invention, the at least one
encryption key is encrypted using at least one encryption key included in the
cryptographic information bound to the playback device.

[0034]  Another embodiment again of the method of the invention also includes
obtaining the common cryptographic information by requesting at least one header of a
container file identified in the top level index file using the playback device.

[0035] In a further additional embodiment of the method of the invention, each

container file containing one of the alternative streams of protected content further
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includes an index, and the method further includes: requesting at least a portion of an
index from the container file using the playback device; identify the portion of the
container file containing a specific portion of content using the playback device and the
index; and requesting the identified portion of the container file using the playback
device.

[0036] In another additional embodiment of the method of the invention, the
container files are Matroska container files.

[0037] In a still yet further embodiment of the method of the invention, the common
cryptographic information is stored in a common DRM Header element contained within
a Tracks element within each of the Matroska container files containing the alternative
streams of protected content.

[0038] In still yet another embodiment of the method of the invention, the common
cryptographic information is a set of encryption keys, and the set of encryption keys is
encrypted and stored within the DRM Header element.

[0039] In a still further embodiment again of the method of the invention, the set of
encryption keys is encrypted so that it is accessible using cryptographic information
obtained by the playback device, and the method further comprising obtaining
cryptographic information using the playback device.

[0040]  Still another embodiment again of the method of the invention also includes
obtaining the DRM Header element by requesting a Tracks element from one of the
Matroska container files identified in the top level index file.

[0041] In a still further additional embodiment of the method of the invention, each
Mastroska container file containing an alternative stream of protected content further
includes an index contained within a Cues element, andthe method further includes:
requesting at least a portion of a Cues element from a Matroska container file
containing one of the alternative streams of protected content using the playback

device; identifying a portion of the Matroska container file containing a specific portion
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of content using the playback device and at least one CueTrackPosition element within
the Cues element; and requesting the portion of the Matroska container file identified
by the at least one CueTrackPosition element.

[0042] In still another additional embodiment of the method of the invention, the
index includes a plurality of CueTrackPosition elements that identify the location of a
plurality of Cluster elements within the Matroska container file.

[0043] In a yet further embodiment again of the method of the invention, each
Cluster element contains a plurality of BlockGroup elements including encoded
portions of content, a CueTrack Position element indexes each Cluster element, and
each CueTrackPosition element includes the size of the Cluster element that it indexes.
[0044] In yet another embodiment again of the method of the invention, the
alternative streams of protected content are alternative streams of protected video,
each of the Matroska container files containing an alternative stream of protected video
includes a DRMInfo element in a BlockGroup element containing a protected frame of
video, where the DRMInfo element indicates at least a portion of the protected frames of
video that is encrypted and identifies at least a portion of the common cryptographic
information used to access the at least one encrypted portion of the protected frame of
video, and the method further includes: obtaining a BlockGroup containing a protected
frame of video using the playback device; parsing the BlockGroup element to obtain a
DRMiInfo element indicating at least a portion of the protected frame of video that is
encrypted using the playback device and an encryption key from the set of encryption
keys; decrypting the at least one encrypted portion of the protected frame of video using
the playback device and the identified encryption key; and decoding the frame of video
using the playback device.

[0045]  Another further embodiment includes a machine readable medium
containing processor instructions, where execution of the instructions by a processor

causes the processor to perform a process including request a top level index file
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identifying a plurality of alternative streams of protected content, where each of the
alternative streams of protected content are encrypted using common cryptographic
information, obtaining the common cryptographic information, requesting portions of
content from at least the plurality of alternative streams of protected content, accessing
the protected content using the common cryptographic information, and playing back
the content.

[0046] In still another further embodiment, the alternative streams of protected
content are alternative streams of protected video, each of the alternative streams of
protected video includes DRM information indicating portions of frames of video that are
encrypted and identifying at least a portion of the common cryptographic information
used to access the encrypted portions of the frames of video, and execution of the
instructions by a processor also causes the processor to perform a process including:
obtaining a protected frame of video from one of the alternative streams of protected
video; obtaining DRM information indicating a portion of the protected frame of video
that is encrypted; identify at least a portion of the common cryptographic information
that is used to access the encrypted portion of the protected frame using the DRM
information; decrypting the encrypted portion of the protected frame of video using and
the identified portion of the common cryptographic information; and decoding the frame
of video.

[0047] In yet another further embodiment, the machine readable medium is non-

volatile memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0048] FIG. 1A is a network diagram of an adaptive bitrate streaming system in
accordance with an embodiment of the invention.

[0049]  FIG. 1B is a block diagram illustrating a source encoder in accordance with an

embodiment of the invention.
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[0050] FIG. 1C is a block diagram illustrating a content distribution server in
accordance with an embodiment of the invention.

[0051] FIG. 1D is a block diagram illustrating a playback device in accordance with
an embodiment of the invention.

[0052] FIG. 2 conceptually illustrates a top level index file and Matroska container
files generated by the encoding of source media in accordance with embodiments of the
invention.

[0053] FIG. 3 conceptually illustrates a specialized Matroska container file
incorporating a TracksData Payload containing cryptographic information in accordance
with an embodiment of the invention.

[0054]  FIGS. 4a - 4c conceptually illustrate the insertion of different types of
protected media into the Clusters element of a Matroska container file subject to
various constraints that facilitate adaptive bitrate streaming in accordance with
embodiments of the invention.

[0055] FIG. 4d conceptually illustrates the multiplexing of different types of
protected media into the Clusters element of a Matroska container file subject to
various constraints that facilitate adaptive bitrate streaming in accordance with an
embodiment of the invention.

[0056]  FIG. 4e conceptually illustrates the inclusion of a protected trick play track
into the Clusters element of a Matroska container file subject to various constraints that
facilitate adaptive bitrate streaming in accordance with an embodiment of the invention.
[0057] FIG. 5 conceptually illustrates a modified Cues element of a specialized
Matroska container file, where the Cues element includes information enabling the
retrieval of Cluster elements using HTTP byte range requests in accordance with an
embodiment of the invention.

[0058] FIG. 5a conceptually illustrates a modified Cues element of a specialized

Matroska container file in accordance with an embodiment of the invention, where the
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Cues element is similar to the Cues element shown in FIG. 5 with the exception that
attributes that are not utilized during adaptive bitrate streaming are removed.

[0059] FIG. 6 conceptually illustrates the indexing of Cluster elements within a
specialized Matroska container file utilizing modified CuePoint elements within the
container file in accordance with embodiments of the invention.

[0060] FIG. 7 conceptually illustrates the use of a hierarchical index to index
CuePoint elements within a Matroska container file in accordance with embodiments of
the invention.

[0061] FIG. 8 is a flow chart illustrating a process for encoding and protecting source
media for adaptive bitrate streaming in accordance with an embodiment of the
invention.

[0062] FIG. 9 is a flow chart illustrating a process for encoding and encrypting
frames of source video in accordance with an embodiment of the invention.

[0063] FIG. 10 conceptually illustrates a DRM header element that can be included in
a Matroska container file in accordance with an embodiment of the invention.

[0064]  FIG. 11 conceptually illustrates communication between a playback device
and an HTTP server associated with the commencement of streaming of encoded media
contained within Matroska container files indexed by a top level index file in accordance
with an embodiment of the invention.

[0065]  FIGS. 12a and 12b conceptually illustrate communication between a playback
device and an HTTP server associated with switching between streams in response to
the streaming conditions experienced by the playback device prior to the decision to

switch streams in accordance with embodiments of the invention.

DETAILED DISCLOSURE OF THE INVENTION
[0066]  Turning now to the drawings, systems and methods for performing adaptive

bitrate streaming using alternative streams of protected content in accordance with
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embodiments of the invention are illustrated. In a number of embodiments, source
media is encoded as a number of alternative streams and the alternative streams are
protected using a common set of cryptographic information. In many embodiments, the
alternative streams are video streams and each stream is protected by encrypting at
least a portion of a plurality of video frames within the stream using the common set of
cryptographic information. In several embodiments, the common set of cryptographic
information is a set of frame keys. In order to protect a video frame, a frame key can be
selected from the set of frame keys and used to encrypt at least a portion of the
encoded frame and DRM information can be provided with the protected frame
indicating the frame key utilized to perform the encryption and the location of the
encrypted portion within the frame. By encrypting each of the alternative streams using
the same set of cryptographic information, a playback device can switch between
streams without the need to maintain or acquire multiple sets of cryptographic
information in memory or to reinitialize the decryption engine of the playback device
with a different set of cryptographic information.

[0067]  In many embodiments, each of the alternative streams is stored in a separate
container file referenced by a top level index file. In several embodiments, the common
cryptographic information is embedded in each of the container files so that a playback
device has access to the cryptographic information irrespective of which alternative is
initially select to commence playback of the media. The common cryptographic
information can be stored on a content distribution system and associated with a title
identifier or title ID that uniquely identifies the source content used to create the
alternative streams. When a new alternative stream is generated, a source encoder
can utilize the title ID to request the common cryptographic information from the
content distribution system and the common cryptographic information can be utilized
to encrypt the new alternative stream and embedded in a container file created to

contain the new encrypted alternative stream.
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[0068] In several embodiments, each stream associated with a piece of source
content and/or title ID is stored in a Matroska (MKV) container file. In many
embodiments, the Matroska container file is a specialized Matroska container file in
that the manner in which the media in each stream is encoded and stored within the
container is constrained to improve streaming performance. In several embodiments,
the Matroska container file is further specialized in that additional DRM elements [i.e.
elements that are not specified as part of the Matroska container format] can be
included within the file to facilitate the distribution of protected media during adaptive
bitrate streaming. In a number of embodiments, common cryptographic information is
included within a DRM header element in each of the Matroska container files and
references to the common cryptographic information are made using DRMiInfo
elements within a BlockGroup element corresponding to a specific frame of encrypted
video. In other embodiments, any of a variety of mechanisms can be utilized to store
DRM information within a Matroska container in accordance with embodiments of the
invention. In several embodiments, each stream (i.e. audio, video, or subtitle] is stored
within a separate Matroska container file. In other embodiments, an encoded video
stream is multiplexed with one or more encoded audio, and/or subtitle streams in each
Matroska container file.

[0069] A top level index file containing an index to the streams contained within each
of the container files is also generated to enable adaptive bitrate streaming of the
encoded media. In many embodiments, the top level index file is a Synchronized
Multimedia Integration Language (SMIL] file containing URIs for each of the Matroska
container files. In other embodiments, any of a variety of file formats can be utilized in
the generation of the top level index file.

[0070] The performance of an adaptive bitstrate streaming system in accordance
with embodiments of the invention can be significantly enhanced by encoding each

portion of the source video at each bit rate in such a way that the portion of video is
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encoded in each stream as a single (or at least one) closed group of pictures (GOP)
starting with an Instantaneous Decoder Refresh (IDR] frame. The GOP for each stream
can then be stored as a Cluster element within the Matroska container file for the
stream. In this way, the playback device can switch between streams at the completion
of the playback of a Cluster and, irrespective of the stream from which a Cluster is
obtained the first frame in the Cluster will be an IDR frame and can be decoded without
reference to any encoded media other than the encoded media contained within the
Cluster element. In many embodiments, the sections of the source video that are
encoded as GOPs are all the same duration. In a number of embodiments each two
second sequence of the source video is encoded as a GOP.

[0071]  Adaptive streaming of source media encoded in the manner outlined above
can be coordinated by a playback device in accordance with embodiments of the
invention. The playback device obtains information concerning each of the available
streams from the top level index file and selects one or more streams to utilize in the
playback of the media. The playback device can then obtain header information from
the Matroska container files containing the one or more bitstreams or streams, and the
headers provide information concerning the decoding of the streams including a DRM
header, which contains the cryptographic information utilized to protect the stream.
The playback device can also request index information that indexes the encoded media
stored within the relevant Matroska container files. The index information can be
stored within the Matroska container files or separately from the Matroska container
files in the top level index or in separate index files. The index information enables the
playback device to request byte ranges corresponding to Cluster elements within the
Matroska container file containing specific portions of encoded media via HTTP from the
server. As the playback device receives the Cluster elements from the HTTP server, the
playback device can evaluate current streaming conditions to determine whether to

increase or decrease the bitrate of the streamed media. In the event that the playback
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device determines that a change in bitrate is necessary, the playback device can obtain
header information and index information for the container file(s) containing the desired
stream(s) (assuming the playback device has not already obtained this information).
The playback device need not perform the computationally intensive process of
accessing the encrypted cryptographic information in the header of the new stream,
because each of the alternative streams uses common cryptographic information. The
index information can then be used to identify the byte range of the Cluster element
containing the next portion of the source media encoded at the desired bit rate and the
identified Cluster element can be retrieved from the server via HTTP. The next portion
of the source media that is requested is typically identified based upon the Cluster
elements already requested by the playback device and the Cluster elements buffered
by the playback device. The next portion of source media requested from the
alternative stream Iis requested to minimize the likelihood that the buffer of the
playback device will underflow [i.e. run out media to playback] prior to receipt of the
Cluster element containing the next portion of source media by the playback device. In
this way, the playback device can achieve adaptive bitrate streaming by retrieving
sequential Cluster elements from the various streams as appropriate to the streaming
conditions using the top level index and index information describing the Cluster
elements within each of the Matroska container files.

[0072] In a number of embodiments, variation in the bitrate between different
streams can be achieved by modifying the encoding parameters for each stream
including but not limited to the bitrate, frame rate, resolution and sample aspect ratio.
The encoding and protection of source video using common cryptographic information
for use in adaptive bitrate streaming and the playback of alternative streams of
protected content via adaptive bitrate streaming in accordance with embodiments of the

invention is discussed further below.
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ADAPTIVE STREAMING SYSTEM ARCHITECTURE

[0073]  An adaptive bitrate streaming system in accordance with an embodiment of
the invention is illustrated in FIG. 1. The adaptive streaming system 10 includes a
source encoder 12 configured to encode source media as a number of alternative
streams and to protect the encoded streams using common cryptographic information.
Alternative streams are streams that encode the same media content in different ways.
In several embodiments, the source encoder 12 ingests source content and obtains a
title ID and common cryptographic information from a content distribution server 14
that the content distribution server assigns to the source content. The source encoder
encodes the alternative streams and protects the streams using the common
cryptographic information received from the content distribution server. In many
instances, alternative streams encode media content (such as but not limited to video)
at different maximum bitrates. In a number of embodiments, the alternative streams
are encoded with different resolutions, sample aspect ratios and/or frame rates. When
the streams are written to file(s], the common cryptographic information is also written
to the file(s]. The content distribution server 14 can receive request to access the
alternative streams of content [i.e. the title) via the Internet from a playback device such
as [but not limited to] a user computer 18 or a mobile phone 20 and can commence
streaming content. In several embodiments, the common cryptographic information is
protected by encrypting at least a portion of the common cryptographic information
using at least one encryption key. The playback device can securely obtain the
cryptographic key using a process such as (but not limited to] Hypertext Transfer
Protocol Secure or HTTPS. Other processes for securely obtaining cryptographic
information to obtain access to encrypted common cryptographic information in
accordance with embodiments of the invention are discussed below.

[0074]  In many embodiments, a playback device commences playback by requesting

a top level index file from the content distribution server. The source encoder 12, the
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content distribution server 14, or another server can generate the top level index to the
file(s] containing the streams, at least a plurality of which are alternative streams, at
the time the request is made or at the time the streams are generated by the source
encoder. The playback device can then use HTTP or another appropriate stateless
protocol to request portions of the top level index file and the file(s) containing the
protected streams via a network 16 such as the Internet.

[0075]  In many embodiments, the top level index file is a SMIL file and the media is
stored in Matroska container files. As is discussed further below, the media can be
stored within the Matroska container file in a way that facilitates the protection of the
content using common cryptographic information. In many embodiments, the Matroska
container files are specialized Matroska container files that include enhancements |i.e.
elements that do not form part of the Matroska file format specification) that facilitate
retrieval and decryption using common cryptographic information of specific portions of
media during adaptive bitrate streaming.

[0076]  Although a specific content distribution system configured to support adaptive
bitrate streaming is illustrated in FIG. 1A, any of a variety of content distribution system
architectures can be utilized to implement an adaptive bitrate streaming system in
accordance with embodiments of the invention. Source encoders, content distribution
server systems, and playback devices in accordance with embodiments of the invention

are discussed further below.

SOURCE ENCODERS

[0077]  In many embodiments, a source encoder can be implemented using a server.
In other embodiments, the source encoder can be any processing device including a
processor and sufficient resources to perform the transcoding and encryption of source
media (including but not limited to video, audio, and/or subtitles). A source encoder in

accordance with an embodiment of the invention is illustrated in FIG. 1B. The source
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encoder 12 is implemented on a computing platform including a processor 12a, volatile
memory 12b and non-volatile storage 12c. An encoder application 12d is stored in non-
volatile storage 12c. The encoder application includes the machine readable
instructions that configure the processor to encode source content 12e as a plurality of
streams. In a number of embodiments, the encoder application also configures the
source encoder to obtain common cryptographic information 12g that can be utilized to
protect alternative streams generated using the source content 12e. In many
embodiments, the source encoder obtains the common cryptographic information and a
title ID from a content distribution system. In other embodiments, the source encoder
generates a title ID and/or cryptographic data and provides the generated information
to a content distribution system.

[0078]  Although a specific source encoder in accordance with embodiments of the
invention is illustrated in FIG. 1B, any of a variety of computing platforms can be utilized
to implement a source encoder that is configured to encode at least one stream of
source content as a plurality of alternative streams and to protect each of the
alternative streams using common cryptographic information in accordance with

embodiments of the invention.

CONTENT DISTRIBUTION SERVERS

[0079] Content distribution servers in accordance with embodiments of the invention
can be responsible for storing protected streams of content for streaming to playback
devices using adaptive bitrate streaming processes. Content distribution servers can
also store common cryptographic information utilized to protect the alternative streams
of protected content. In several embodiments, the common cryptographic information
is identified utilizing a title ID associated with the common cryptographic information
and a set of streams that form part of a specific title or piece of content. A content

distribution server in accordance with an embodiment of the invention is illustrated in
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FIG. 1C. The content distribution server is implemented using a computing platform
including a processor 14a, volatile memory 14b, and non-volatile storage 14c. In the
illustrated embodiment, a plurality of container files 14d are stored on the content
distribution server. Playback devices can stream content from the content distribution
server utilizing adaptive bitrate streaming processes in accordance with embodiments
of the invention. To facilitate the creation of new streams with respect to a specific
piece of content, the content distribution server also stores title |IDs 14e for specific
pieces of content and common cryptographic information 14f associated with each title
ID. A source encoder can request common cryptographic information to protect a new
stream related to a specific piece of content, by providing a request to the content
distribution server that identifies the specific piece of content using the title ID assigned
to it.

[0080]  Although a specific content distribution server is illustrated in FIG. 1C, any of
a variety of computational platform including (but not limited to] platforms in which
container files and common cryptographic information are stored on separate servers
can be utilized in content distribution systems in accordance with embodiments of the

invention.

PLAYBACK DEVICES

[0081] Referring back to FIG. 1A, the illustrated playback devices include personal
computers 18 and mobile phones 20. In other embodiments, playback devices can
include consumer electronics devices such as DVD players, Blu-ray players, televisions,
set top boxes, video game consoles, tablets, and other devices that are capable of
playing back protected media stored on a content distribution server using adaptive
bitrate streaming. A playback device in accordance with an embodiment of the
invention is illustrated in FIG. 1D. The playback device is implemented on a processing

platform 20 including a processor 20a, volatile memory 20b, and non-volatile memory
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(or other non-volatile storage] 20c. The non-volatile memory 20c contains a client
application 20d, which includes machine readable instructions that can be utilized to
configure the processor to register with a content distribution system to obtain
cryptographic data 20e bound to the playback device. The playback device can then use
the bound cryptographic data 20e to request adaptive bitrate streaming of protected
content. As is discussed further below, the alternative streams of protected content
utilized to perform adaptive bitrate streaming are protected using common
cryptographic information. Once the client application 20d has obtained the common
cryptographic information, which can be a time consuming and/or computationally
intensive process, the playback device can use the same cryptographic information to
access content in any of the alternative streams of protected content within a single
instance of a title.

[0082] Although a specific architecture for a playback device is shown in FIG. 1D any
of a variety of architectures can be utilized that enable playback devices to request
portions of the top level index file and the container files in accordance with

embodiments of the invention.

FILE STRUCTURE

[0083] Files generated by a source encoder and/or stored on an HTTP server for
streaming to playback devices in accordance with embodiments of the invention are
illustrated in FIG. 2. The files utilized in the adaptive bitrate streaming of the source
media include a top level index 30 and a plurality of container files 32 that each contain
at least one stream. The top level index file describes the content of each of the
container files. As is discussed further below, the top level index file can take a variety
of forms including an SMIL file and the container files can take a variety of forms

including a specialized Matroska container file.
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[0084] In many embodiments, each Matroska container file contains a single
protected stream. For example, the stream could be one of a number of alternate video
streams protected using common cryptographic information, an audio stream, one of a
number of alternate audio streams, a subtitle stream, one of a number of alternate
subtitle streams, a trick play stream, or one of a number of alternate trick play streams
protected using common cryptographic information. In several embodiments, the
Matroska container file includes multiple multiplexed streams. For example, the
Matroska container could include a video stream, and one or more audio streams, one
or more subtitle streams, and/or one or more trick play streams. As is discussed
further below, in many embodiments the Matroska container files are specialized files.
The encoding of the media and the manner in which the media is stored within Cluster
elements within the Matroska container file can be subject to constraints designed to
enhance the performance of an adaptive bitrate streaming system. In a number of
embodiments, common cryptographic information is included within a DRM header
element in each of the Matroska container files and references to the common
cryptographic information are made using DRMInfo elements included within
BlockGroup elements of protected (not all frames need be protected to protect the
stream). In addition, the Matroska container file can include index elements that
facilitate the location and downloading of Cluster elements from the various Matroska
container files during the adaptive streaming of the media. Top level index files and
Matroska container files that can be used in adaptive bitrate streaming systems in

accordance with embodiments of the invention are discussed below.

TOP LEVEL INDEX FILES
[0085] Playback devices in accordance with many embodiments of the invention
utilize a top level index file to identify the container files that contain the streams

available to the playback device for use in adaptive bitrate streaming. In many
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embodiments, the top level index files can include references to container files that
each include an alternative stream of encoded media. The playback device can utilize
the information in the top level index file to retrieve encoded media from each of the
container files according to the streaming conditions experienced by the playback
device.

[0086]  In several embodiments, the top level index file provides information enabling
the playback device to retrieve information concerning the encoding of the media in
each of the container files and an index to encoded media within each of the container
files. In a number of embodiments, each container file includes information concerning
the encoded media contained within the container file and an index to the encoded
media within the container file and the top level index file indicates the portions of each
container file containing this information. Therefore, a playback device can retrieve the
top level index file and use the top level index file to request the portions of one or more
of the container files that include information concerning the encoded media contained
within the container file and an index to the encoded media within the container file. A
variety of top level index files that can be utilized in adaptive bitrate streaming systems
in accordance with embodiments of the invention are discussed further below.

[0087] In a number of embodiments, the top level index file utilized in the adaptive
bitrate streaming of media is a SMIL file, which is an XML file that includes a list of URIs
describing each of the streams and the container files that contain the streams. The
URI can include information such as the “system-bitrate” of the stream contained
within the stream and information concerning the location of specific pieces of data
within the container file. The top level index SMIL file can be generated when the
source media is encoded for playback via adaptive bitrate streaming. Alternatively, the
top level index SMIL file can be generated when a playback device requests the
commencement of playback of the encoded media. When the playback device receives

the top level index SMIL file, the playback device can parse the SMIL file to identify the
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available streams. The playback device can then select the streams to utilize to
playback the content and can use the SMIL file to identify the portions of the container
file to download to obtain information concerning the encoding of a specific stream
and/or to obtain an index to the encoded media within the container file.

[0088]  Although top level index SMIL files are described above, any of a variety of top
level index file formats can be utilized to create top level index files as appropriate to a
specific application in accordance with an embodiment of the invention. The use of top
level index files to enable playback of encoded media using adaptive bitrate streaming

in accordance with embodiments of the invention is discussed further below.

STORING PROTECTED MEDIA IN MKV FILES FOR ADAPTIVE BITRATE STREAMING
[0089] A Matroska container file used to store encoded video in accordance with an
embodiment of the invention is illustrated in FIG. 3. The container file 32 is an
Extensible Binary Markup Language (EBML] file that is an extension of the Matroska
container file format. The specialized Matroska container file 32 includes a standard
EBML element 34, and a standard Segment element 36 that includes a standard Seek
Head element 40, a standard Segment Information element 42, and a standard Tracks
element 44 including a tracks data payload that is a non-standard EBML element
containing cryptographic information utilized to access the protected stream(s)
contained within the Matroska container file. In many embodiments, the cryptographic
data takes the form of a DRMHeaders element (discussed below) that includes a set of
keys utilized to access encrypted portions of the stream contained within the Matroska
container file. In many embodiments, the set of keys is encrypted in such a way that a
playback device can only access the set of keys in the clear using a specific piece or set
of cryptographic information.

[0090] The Segment element 36 also includes a standard Clusters element 46. As is

described below, the manner in which encoded media is inserted within individual
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Cluster elements 48 within the Clusters element 46 is constrained to improve the
playback of the media in an adaptive streaming system. In many embodiments, the
constraints imposed upon the encoded video are consistent with the specification of the
Matroska container file format and involve encoding the video so that each cluster
includes at least one closed GOP commencing with an IDR frame. In addition to the
above elements, the Segment element 36 can optionally include a modified version of
the standard Cues element. As is discussed further below, the Cues element includes
specialized CuePoint elements (i.e. non-standard CuePoint elements) that facilitate the
retrieval of the media contained within specific Cluster elements via HTTP. The
Segment element 36 can optionally include a non-standard Hierarchical Index element
54. The Hierarchical Index element is an extension to the Matroska file format
proposed by DivX, LLC of San Diego, California. The Hierarchical Index element is
described in U.S. Patent Application Serial No. 12/272,631, the disclosure of which is
incorporated by reference above in its entirety.

[0091] The constraints imposed upon the encoding of media and the formatting of
the encoded media within the Clusters element of a Matroska container file for adaptive
bitrate streaming of protected streams and the additional DRM and index information
inserted within the container file in accordance with embodiments of the invention are

discussed further below.

ENCODING MEDIA FOR INSERTION IN CLUSTER ELEMENTS

[0092] An adaptive bitrate streaming system provides a playback device with the
option of selecting between different protected streams of encoded media during
playback according to the streaming conditions experienced by the playback device. In
many embodiments, switching between protected streams is facilitated by separately
pre-encoding discrete portions of the source media in accordance with the encoding

parameters of each stream and then including each separately encoded portion in its
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own Cluster element within the stream’s container file. Furthermore, the media
contained within each Cluster is encoded so that the media is capable of playback
without reference to media contained in any other Cluster within the stream. In this
way, each stream includes a Cluster element corresponding to the same discrete
portion of the source media and, at any time, the playback device can select the Cluster
element from the stream that is most appropriate to the streaming conditions
experienced by the playback device and can commence playback of the media contained
within the Cluster element. Accordingly, the playback device can select clusters from
different streams as the streaming conditions experienced by the playback device
change over time. In several embodiments, the Cluster elements are further
constrained so that each Cluster element contains a portion of encoded media from the
source media having the same duration. In a number of embodiments, each Cluster
element includes two seconds of encoded media. The specific constraints applied to the
media encoded within each Cluster element depending upon the type of media [i.e.
video, audio, or subtitles) are discussed below.

[0093] A Clusters element of a Matroska container file containing a video stream in
accordance with an embodiment of the invention is illustrated in FIG. 4a. The Clusters
element 46 includes a plurality of Cluster elements 48 that each contains a discrete
portion of encoded video. In the illustrated embodiment, each Cluster element 48
includes two seconds of encoded video. In other embodiments, the Cluster elements
include encoded video having a greater or lesser duration than two seconds. In several
embodiments, the encoded video sequences in the Cluster elements have different
durations.

[0094]  Each Cluster element 48 includes a Timecode element 60 indicating the start
time of the encoded video within the Cluster element and a plurality of BlockGroup
elements. As noted above, the encoded video stored within the Cluster is constrained

so that the encoded video can be played back without reference to the encoded video
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contained within any of the other Cluster elements in the container file. In many
embodiments, encoding the video contained within the Cluster element as a GOP in
which the first frame is an IDR frame enforces the constraint. In the illustrated
embodiment, the first BlockGroup element 62 contains an IDR frame. Therefore, the
first BlockGroup element 62 does not include a ReferenceBlock element. The first
BlockGroup element 62 includes a Block element 64, which specifies the Timecode
attribute of the frame encoded within the Block element 64 relative to the Timecode of
the Cluster element 48 and a DRMInfo element 65 that identifies a portion of the frame
that is encrypted and the cryptographic information that can be utilized to access the
encrypted portion of the frame. In a number of embodiments, only a small portion of
the video frame is encrypted and the DRMInfo includes a reference to the start of an
encrypted block of data and the size of the encrypted block of data. As is discussed
further below, the common cryptographic information utilized to protect alternative
streams of video content is a set of frame keys in many embodiments of the invention
and the DRMInfo element can also include an index to a specific frame key in the set of
frame keys that can be utilized to access the encrypted block of data in the clear. In
other embodiments, any of a variety of information appropriate to identifying encrypted
data within a video frame and decrypting the encrypted data can be stored within a
DRMInfo element.

[0095]  Subsequent BlockGroup elements 66 are not restricted in the types of frames
that they can contain (other than that they cannot reference frames that are not
contained within the Cluster element]). Therefore, subsequent BlockGroup elements 66
can include ReferenceBlock elements 68 referencing other BlockGroup element(s)
utilized in the decoding of the frame contained within the BlockGroup or can contain IDR
frames and are similar to the first BlockGroup element 62. In addition, subsequent
BlockGroup elements 66 can also include DRMInfo elements to describe the manner in

which the frame of video contained within the BlockGroup element is protected. As
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noted above, the manner in which encoded video is inserted within the Cluster elements
of the Matroska file conforms with the specification of the Matroska file format.

[0096] The insertion of encoded audio and subtitle information within a Clusters
element 46 of a Matroska container file in accordance with embodiments of the
invention is illustrated in FIGS. 4b and 4c. In the illustrated embodiments, the encoded
media is inserted within the Cluster elements 48 subject to the same constraints
applied to the encoded video discussed above with respect to FIG. 4a. In addition, the
duration of the encoded audio and subtitle information within each Cluster element
corresponds to the duration of the encoded video in the corresponding Cluster element
of the Matroska container file containing the encoded video. In other embodiments, the
Cluster elements within the container files containing the audio and/or subtitle streams
need not correspond with the start time and duration of the Cluster elements in the
container files containing the alternative video streams. In many embodiments, audio,
and/or subtitle tracks are protected and information identifying the protected portions
of the stream can be included in an element in a manner similar to that described above

with respect to protected video streams.

MULIPLEXING STREAMS IN A SINGLE MKV CONTAINER FILE

[0097] The Clusters elements shown in FIGS. 4a - 4c assume that a single stream is
contained within each Matroska container file. In several embodiments, media from
multiple streams is multiplexed within a single Matroska container file. In this way, a
single container file can contain a video stream multiplexed with one or more
corresponding audio streams, and/or one or more corresponding subtitle streams.
Storing the streams in this way can result in duplication of the audio and subtitle
streams across multiple alternative video streams. However, the seek time to retrieve
encoded media from a video stream and an associated audio, and/or subtitle stream

can be reduced due to the adjacent storage of the data on the server. The Clusters
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element 46 of a Matroska container file containing multiplexed video, audio and subtitle
data in accordance with an embodiment of the invention is illustrated in FIG. 4d. In the
illustrated embodiment, each Cluster element 48 includes additional BlockGroup
elements for each of the multiplexed streams. The first Cluster element includes a first
BlockGroup element 62v for encoded video that includes a Block element 64v containing
an encoded video frame and indicating the Timecode attribute of the frame relative to
the start time of the Cluster element [i.e. the Timecode attribute 60). A second
BlockGroup element 62a includes a Block element 64a including an encoded audio
sequence and indicating the timecode of the encoded audio relative to the start time of
the Cluster element, and a third BlockGroup element 62s including a Block element é4s
containing an encoded subtitle and indicating the timecode of the encoded subtitle
relative to the start time of the Cluster element. In the illustrated embodiment, only the
video stream is protected. Therefore, the BlockGroup elements 62v containing the
video stream include DRMInfo elements 65v to identify the portions of the frames within
the video stream that are encrypted. In other embodiments, the audio, and/or subtitle
streams can also be protected. Although not shown in the illustrated embodiment,
each Cluster element 48 likely would include additional BlockGroup elements
containing additional encoded video, audio or subtitles. Despite the multiplexing of the
encoded video, audio, and/or subtitle streams, the same constraints concerning the

encoded media apply.

INCORPORATING TRICK PLAY STREAMS IN MKV CONTAINER FILES FOR USE IN
ADAPTIVE BITRATE STREAMING SYSTEMS

[0098] The incorporation of trick play tracks within Matroska container files is
proposed by DivX, LLC in U.S. Patent Application No. 12/260,404 entitled “Application
Enhancement Tracks”, filed October 29, 2008, the disclosure of which is hereby

incorporated by reference in its entirety. Trick play tracks similar to the trick play
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tracks described in U.S. Patent Application No. 12/260,404 can be used to provide a trick
play stream in an adaptive bitrate streaming system in accordance with an embodiment
of the invention to provide smooth visual search through source content encoded for
adaptive bitrate streaming. A separate trick play stream can be encoded that appears to
be an accelerated visual search through the source media when played back, when in
reality the trick play stream is simply a separate stream encoding the source media at a
lower frame rate. In several embodiments, a trick play stream is generated in the
manner outlined in U.S. Patent Application No. 12/260,404 and inserting the trick play
stream into a Matroska container file subject to the constraints mentioned above with
respect to insertion of a video stream into a Matroksa container file. In many
embodiments, the trick play stream is also subject to the further constraint that every
frame in the GOP of each Cluster element in the trick play stream is encoded as an IDR
frame. As with the other video streams, each Cluster element contains a GOP
corresponding to the same two seconds of source media as the corresponding Cluster
elements in the other streams. There are simply fewer frames in the GOPs of the trick
play stream and each frame has a longer duration. In this way, transitions to and from
a trick play stream can be treated in the same way as transitions between any of the
other encoded streams are treated within an adaptive bitrate streaming system in
accordance with embodiments of the invention. In embodiments where the trick play
stream(s) are protected, the same common cryptographic information utilized to
encrypt the primary video stream(s] is utilized to protect the trick play stream(s).
Playback of the frames contained within the trick play stream to achieve accelerated
visual search typically involves the playback device manipulating the timecodes
assigned to the frames of encoded video prior to providing the frames to the playback
device's decoder to achieve a desired increase in rate of accelerated search (e.g. x2, x4,

x6, etc.).
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[0099] A Clusters element containing encoded media from a trick play stream is
shown in FIG. 4e. In the illustrated embodiment, the encoded trick play stream is
inserted within the Cluster elements 48 subject to the same constraints applied to the
encoded video discussed above with respect to FIG. 4a including the constraint that
frames are protected using the common cryptographic information. However, each
BlockGroup element contains an IDR. In other embodiments, the Cluster elements
within the container files containing the trick play streams need not correspond with the
start time and duration of the Cluster elements in the container files containing the
alternative video streams.

[00100] In many embodiments, source content can be encoded to provide a single
trick play stream or multiple trick play streams for use by the adaptive bit rate
streaming system. When a single trick play stream is provided, the trick play stream is
typically encoded at a low bitrate. When multiple alternative trick play streams are
provided, adaptive streaming can also be performed with respect to the trick play
streams. In several embodiments, multiple trick play streams are provided to support

different rates of accelerated visual search through the encoded media.

INCORPORATING INDEXING INFORMATION WITHIN MKV CONTAINER FILES

[00101] The specification for the Matroska container file format provides for an
optional Cues element that is used to index Block elements within the container file. A
modified Cues element that can be incorporated into a Matroska container file in
accordance with an embodiment of the invention to facilitate the requesting of clusters
by a playback device using HTTP is illustrated in FIG. 5. The Cues element 52 is similar
to a standard Cues element 52 in that it includes a plurality of standard CuePoint
elements 70 that each include a standard CueTime attribute 72. Each CuePoint element
includes a CueTrackPositions element 74 containing the standard CueTrack 76 and

CueClusterPosition 78 attributes. In many embodiments, the CuePoint element is
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mainly configured to identify a specific Cluster element as opposed to a specific Block
element within a Cluster element. Although, in several applications the ability to seek
to specific Block elements within a Cluster element is required and additional index
information is included in the Cues element.

[00102] The use of a modified Cues element to index encoded media within a Clusters
element of a Matroska file in accordance with an embodiment of the invention is
illustrated in FIG. 6. A CuePoint element is generated to correspond to each Cluster
element within the Matroska container file. The CueTime attribute 72 of the CuePoint
element 70 corresponds to the Timecode attribute 60 of the corresponding Cluster
element 48. In addition, the CuePoint element contains a CueTrackPositions element
74 having a CueClusterPosition attribute 78 that points to the start of the corresponding
Cluster element 48. The CueTrackPositions element 74 can also include a
CueBlockNumber attribute, which is typically used to indicate the Block element
containing the first IDR frame within the Cluster element 48.

[00103] As can readily be appreciated the Cues element 52 forms an index to each of
the Cluster elements 48 within the Matroska container file. Furthermore, the
CueTrackPosition elements provide information that can be used by a playback device
to request the byte range of a specific Cluster element 48 via HTTP or another suitable
protocol from a remote server. The Cues element of a conventional Matroska file does
not directly provide a playback device with information concerning the number of bytes
to request from the start of the Cluster element in order to obtain all of the encoded
video contained within the Cluster element. The size of a Cluster element is, therefore,
inferred by using the CueClusterPosition attribute of the CueTrackPositions element
that indexes the first byte of the next Cluster element. Alternatively, additional
CueTrackPosition elements could be added that index the last byte of the Cluster
element (in addition to the CueTrackPositions elements that index the first byte of the

Cluster element), and/or a non-standard CueClusterSize attribute that specifies the size
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of the Cluster element pointed to by the CueClusterPosition attribute is included in each
CueTrackPosition element to assist with the retrieval of specific Cluster elements
within a Matroska container file via HTTP byte range requests or a similar protocol.
[00104] The modification of the Cues element in the manner outlined above
significantly simplifies the retrieval of Cluster elements from a Matroska container file
via HTTP or a similar protocol during adaptive bitrate streaming. In addition, by only
indexing the first frame in each Cluster the size of the index is significantly reduced.
Given that the index is typically downloaded prior to playback, the reduced size of the
Cues element [i.e. index] means that playback can commence more rapidly. Using the
CueClusterPosition elements, a playback device can request a specific Cluster element
from the stream most suited to the streaming conditions experienced by the playback
device by simply referencing the index of the relevant Matroska container file using the
Timecode attribute for the desired Cluster element.

[00105] A number of the attributes within the Cues element are not utilized during
adaptive bitrate streaming. Therefore, the Cues element can be further modified by
removing the unutilized attributes to reduce the overall size of the index for each
Matroska container file. A modified Cues element that can be utilized in a Matroska
container file that includes a single encoded stream, where portions of the encoded
stream having the same duration are contained in each Cluster element within the
Matroska file in accordance with an embodiment of the invention is illustrated in FIG.
5a. The Cues element 52" shown in FIG. 5a is similar to the Cues element 52 shown in
FIG. 5 with the exception that the CuePoint elements 70" do not include a CueTime
attribute (see 72 in FIG. 5) and/or the CueTrackPositions elements 74" do not include a
CueTrack attribute (76 in FIG. 5]. When the portions of encoded media in each Cluster
element in the Matroska container file have the same duration, the CueTime attribute is
not necessary. When the Matroska contain file includes a single encoded stream, the

CueTrack attribute is not necessary. In other embodiments, the Cues element and/or
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other elements of the Matroska container file can be modified to remove elements
and/or attributes that are not necessary for the adaptive bitrate streaming of the
encoded stream contained within the Matroska container file, given the manner in
which the stream is encoded and inserted in the Matroska container file.

[00106] Although various modifications to the Cues element to include information
concerning the size of each of the Cluster elements within a Matroska container file and
to eliminate unnecessary attributes are described above, many embodiments of the
invention utilize a conventional Matroska container. In several embodiments, the
playback device simply determines the size of Cluster elements on the fly using
information obtained from a conventional Cues element, and/or relies upon a separate
index file containing information concerning the size and/or location of the Cluster
elements within the MKV container file. In several embodiments, the additional index
information is stored in the top level index file. In a number of embodiments, the
additional index information is stored in separate files that are identified in the top level
index file. When index information utilized to retrieve Cluster elements from a
Matroska container file is stored separately from the container file, the Matroska
container file is still typically constrained to encode media for inclusion in the Cluster
elements in the manner outlined above. In addition, wherever the index information is
located, the index information will typically index each Cluster element and include (but
not be limited to] information concerning at least the starting location and, in many

instances, the size of each Cluster element.

INCORPORATING HIERARCHICAL INDEXES INTO MKV CONTAINERS

[00107] Retrieval of media using HTTP during adaptive streaming can be improved by
adding additional index information to the Matroska container files used to contain each
of the encoded streams. In a number of embodiments, the index is a reduced index in

that the index only points to the IDRs at the start of each cluster. In many
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embodiments, the index of the Matroska container file includes additional non-standard
attributes (i.e. attributes that do not form part of the Matroska container file format
specification) that specify the size of each of the clusters so that a playback device can
retrieve a Cluster element from the Matroska container file via HTTP using a byte range
request. In several embodiments, the Matroska container file includes a hierarchical
index using a Hierarchicallndex element similar to the hierarchical indexes disclosed in
U.S. Patent Application Serial No. 12/272,631 entitled “Hierarchical and Reduced Index
Structures for Multimedia Files” to Soroushian et al. filed November 17, 2008 to
increase the speed with which a playback device can seek to a specific Cluster element
containing encoded media within the container file. The disclosure of U.S. Patent
Application Serial No. 12/272,631 is herby incorporated by reference in its entirety.

[00108] A hierarchical index included in a Matroska container file using a
Hierarchicallndex element in accordance with an embodiment of the invention is
illustrated in FIG. 7. The Hierarchicallndex element 54 includes a plurality of
HierarchicallndexPointer elements 80 that each point to a CuePoint element 70 within
the Cues element 52. In this way, the hierarchical index can be utilized to rapidly locate
specific Cluster elements within a Matroska file using the Timecode attribute of the
Cluster element. Furthermore, the entire index (i.e. the entire Cues element] need not
be downloaded in order to locate a specific Cluster element. The playback device can
simply download the hierarchical index and download the specific CuePoint elements
that enable the location of a desired Cluster element within the Matroska container file.
[00109] In several embodiments, the Hierarchicallndex element is generated so that
the HierarchicallndexPointer elements point to CuePoint elements indexing Cluster
elements that are a predetermined time period apart. For example, the
HierarchicallndexPointer elements can point to CuePoint elements indexing Cluster
elements that are spaced 30 seconds apart. In other implementations, any of a variety

of implementations can be utilized to determine the interval between the CuePoint
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elements referenced by the higher layers of the hierarchical index. In addition,
although a two layer hierarchical index is illustrated in FIG. 7, hierarchical indexes
including three or more layers can also be incorporated within Matroska container files
generated for use in adaptive bitrate streaming systems In accordance with
embodiments of the invention.

[00110] As noted above, index information can be stored in a separate file to the
Matroska container file in accordance with embodiments of the invention. In
embodiments where the index information is stored separately, the index can be
hierarchical to prevent the need to download the entire index for a container file prior to

playback and to facilitate seeking within the index.

ENCODING AND PROTECTING SOURCE MEDIA FOR ADAPTIVE BITRATE STREAMING

[00111] A process for encoding source media as a top level index file and a plurality of
Matroska container files for use in an adaptive bitrate streaming system in accordance
with an embodiment of the invention is illustrated in FIG. 8. The encoding process 100
commences by writing headers for each of the MKV files that will contain the streams of
content generated using the source content. In the illustrated embodiment, the source
content includes a stream of video that is encoded as a plurality of protected streams.
The frames of the source video are encoded (104) using the encoding parameters
associated with each of the alternative streams and portions of the encoded frames can
be encrypted using a frame key selected from a set of frame keys. When the encoding
and encryption of the streams is complete, an index is inserted (106) into each Matroska
container file containing an alternative stream of protected video. The common set of
frame keys is also encrypted (108] and the process writes (110] a DRM header including
the encrypted set of frame keys to each container file. DRM headers and processes for

restricting access to cryptographic information stored within the DRM header of a
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Matroska container file in accordance with embodiments of the invention are discussed
further below.

[00112] A process for encoding and protecting frames of video to create a plurality of
alternative streams of protected video in accordance with embodiments of the invention
is illustrated in FIG. 9. The process 120 includes selecting (122) a first portion of the
source media and encoding (123]) the source media using the encoding parameters for
each alternative stream. Assuming that the resulting frame is to be encrypted, a frame
key can be selected (124) from a common set of frame keys and utilized to encrypt at
least a portion of the frame of video. A DRMInfo element can then be written (125) to a
BlockGroup element. The DRMiInfo element identifies the portion of the frame that is
encrypted and the frame key that can be utilized by a playback device to access the
encrypted portion of the frame. The encoded and/or encrypted frame can then be
written (126] to the BlockGroup element. When the entire source video stream is
determined (127) as being encoded and protected, then the process is complete.
[00113] Each portion of source video that is encoded (123) can be encoded as a single
GOP commencing with an IDR frame. In many embodiments, encoding parameters
used to create the alternative GOPs vary based upon bitrate, frame rate, encoding
parameters and resolution. In this way, the portion of media is encoded as a set of
interchangeable alternatives and a playback device can select the alternative most
appropriate to the streaming conditions experienced by the playback device. When
different resolutions are supported, the encoding of the streams is constrained so that
each stream has the same display aspect ratio. A constant display aspect ratio can be
achieved across different resolution streams by varying the sample aspect ratio with the
resolution of the stream. In many instances, reducing resolution can result in higher
quality video compared with higher resolution video encoded at the same bit rate.
[00114] Although specific processes involving the encoding and protection of a source

video stream as a set of alternative streams are illustrated in FIGS. 8 and 9, any of a
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variety of processes can be utilized to protect audio, video, and/or subtitle streams
using common cryptographic information in accordance with embodiments of the
invention. Following the encoding of the source media to create Matroska container
files containing each of the protected streams, which can include trick play streams, the
Matroska container files can be uploaded to a content distribution server for adaptive
bitrate streaming to playback devices. The adaptive bitrate streaming of protected
media encoded in accordance with embodiments of the invention using HTTP requests

is discussed further below.

DRM HEADERS

[00115] Common cryptographic information utilized in protecting alternative streams
can be inserted into container files containing each of the alternative streams. When
the container files are Matroska container files, the common cryptographic information
can be inserted into the container file as a DRMHeader element. A DRMHeader
element configured to contain a set of keys in accordance with an embodiment of the
invention is illustrated in FIG. 10. The DRM Header element 130 includes a plurality of
pieces of information 132 including a frame keys record 134 that can be utilized to
contain a set of frame keys or frame key table common to each of a plurality of
alternative streams.

[00116] If the frame key record 134 is communicated in the clear, then any playback
device can access the protected streams. Therefore, the frame keys record 134 is
typically encrypted using one or more encryption keys. The encryption key(s) used to
encrypt the frame key record 134 can be securely provided to an individual playback
device using any of a variety of techniques appropriate to a specific application. In the
context of streaming systems that also support the downloading of content.

[00117] Although a specific format for storing common cryptographic information in a

Matroska container file is illustrated in FIG. 10, any format can be utilized to store
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common cryptographic information in a Matroska container file and/or any other
container file appropriate to a specific application in accordance with an embodiment of
the invention. Adaptive bitrate streaming of protected content in accordance with

embodiments of the invention is discussed further below.

ADAPTIVE BITRATE STREAMING FROM MKV CONTAINER FILES USING HTTP

[00118] When source media is encoded so that there are alternative streams of
protected media contained in separate Matroska container files for at least one of video,
audio, and subtitle content, adaptive streaming of the media contained within the
Matroska container files can be achieved using HTTP requests or a similar stateless
data transfer protocol. In many embodiments, a playback device requests a top level
index file from a content distribution server and uses the index information to identify
the streams that are available to the playback device and the cryptographic information
required to access any protected streams. The playback device can then retrieve the
indexes for one or more of the Matroska files and can use the indexes to request media
from one or more of the protected streams contained within the Matroska container
files using HTTP requests or using a similar stateless protocol. As noted above, many
embodiment of the invention implement the indexes for each of the Matroska container
files using a modified Cues element. In several embodiments, the index is a
hierarchical index and is also includes a Hierarchicallndex element contained within the
Matroska container file. In a number of embodiments, however, the encoded media for
each stream is contained within a standard Matroska container file and separate index
file(s) can also be provided for each of the container files.

[00119] Based upon the streaming conditions experienced by the playback device, the
playback device can select media from alternative protected streams encoded at
different bitrates. When the media from each of the streams is protected using

common cryptographic information and inserted into the Matroska container files in the
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manner outlined above, transitions between streams can occur upon the completion of
playback of media within a Cluster element without the need to retrieve additional
cryptographic information. As noted above, the size of the Cluster elements [i.e the
duration of the encoded media within the Cluster elements] is typically chosen so that
the playback device is able to respond quickly enough to changing streaming conditions
and to instructions from the user that involve utilization of a trick play track. The
smaller the Cluster elements [i.e. the smaller the duration of the encoded media within
each Cluster element) the higher the overhead associated with requesting each Cluster
element. Therefore, a tradeoff exists between the responsiveness of the playback
device to changes in streaming conditions and the effective data rate of the adaptive
streaming system for a given set of streaming conditions [(i.e. the portion of the
available bandwidth actually utilized to transmit encoded media). In  many
embodiments, the size of the Cluster elements is chosen so that each Cluster element
contains two seconds of encoded media. In other embodiments, the duration of the
encoded media can be greater or less than two seconds and/or the duration of the
encoded media can vary from Cluster element to Cluster element.

[00120] Communication between a playback device or client and an HTTP server
during the playback of media encoded in separate streams contained within Matroska
container files indexed by a top level index file in accordance with an embodiment of the
invention is illustrated in FIG. 11. In the illustrated embodiment, the playback device
200 commences playback by requesting the top level index file from the server 202
using an HTTP request or a similar protocol for retrieving data. The server 202 provides
the bytes corresponding to the request. The playback device 200 then parses the top
level index file to identify the URIs of each of the Matroska container files containing the
streams of encoded media derived from a specific piece of source media. The playback
device can then request the byte ranges corresponding to headers of one or more of the

Matroska container files via HTTP or a similar protocol, where the byte ranges are
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determined using the information contained in the URI for the relevant Matroska
container files (see discussion above]. The server returns the following information in
response to a request for the byte range containing the headers of a Matroska container
file:
ELEM (“EBML")
ELEM(“SEEKHEAD")

ELEM (“"SEGMENTINEFO")
ELEM(“"TRACKS")

[00121] The EBML element is typically processed by the playback device to ensure
that the file version is supported. The SeekHead element is parsed to find the location
of the Matroska index elements and the Segmentinfo element contains two key
elements utilized in playback: TimecodeScale and Duration. The TimecodeScale
specifies the timecode scale for all timecodes within the Segment of the Matroska
container file and the Duration specifies the duration of the Segment based upon the
TimecodeScale. The Tracks element contains the information used by the playback
device to decode the encoded media contained within the Clusters element of the
Matroska file including the common cryptographic information, which can take a variety
of forms including but not limited to a DRMHeader element. As noted above, adaptive
bitrate streaming systems in accordance with embodiments of the invention can
support different streams encoded using different encoding parameters including but
not limited to frame rate, and resolution. Therefore, the playback device can use the
information contained within the Matroska container file’s headers to configure the
decoder every time a transition is made between encoded streams. Due to the fact that
alternative protected streams utilize the same cryptographic information, the engine

utilized to decrypt the content on the client 200 [(i.e. the software process used to
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decrypt encrypted portions of frames of video] does not require reconfiguration using
different cryptographic information with each stream switch.

[00122] In many embodiments, the playback device does not retrieve the headers for
all of the Matroska container files indexed in the top level index file. Instead, the
playback device determines the stream(s] that will be utilized to initially commence
playback and requests the headers from the corresponding Matroska container files.
Depending upon the structure of the URIs contained within the top level index file, the
playback device can either use information from the URIs or information from the
headers of the Matroska container files to request byte ranges from the server that
contain at least a portion of the index from relevant Matroska container files. The byte
ranges can correspond to the entire index or can correspond to the top level of a
hierarchical index and a portion of a lower level index [i.e. a Hierarchicallndex element
and one or more CuePoint elements). The server provides the relevant byte ranges
containing the index information to the playback device, and the playback device can use
the index information to request the byte ranges of Cluster elements containing
encoded media using this information. When the Cluster elements are received, the
playback device can extract encoded media from the BlockGroup elements within the
Cluster element, and can decode and playback the media within the BlockGroup
elements in accordance with their associated Timecode attributes. Prior to decoding
the encoded media, the playback device can check for the presence of a DRMinfo
element within each BlockGroup of a video stream to identify whether the encoded
media is protected. The playback device can use the information within the DRMInfo
element to decrypt encrypted portions of the video prior to decoding.

[00123] In the illustrated embodiment, the playback device 200 requests sufficient
index information from the HTTP server prior to the commencement of playback that
the playback device can stream the entirety of each of the selected streams using the

index information. In other embodiments, the playback device continuously retrieves
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index information as media is played back. In several embodiments, all of the index
information for the lowest bitrate steam is requested prior to playback so that the index
information for the lowest bitrate stream is available to the playback device in the event

that streaming conditions deteriorate rapidly during playback.

SWITCHING BETWEEN STREAMS

[00124] The communications illustrated in FIG. 11 assume that the playback device
continues to request media from the same streams [i.e. Matroska container files)
throughout playback of the media. In reality, the streaming conditions experienced by
the playback device are likely to change during the playback of the streaming media and
the playback device can request media from alternative streams (i.e. different Matroska
container files] to provide the best picture quality for the streaming conditions
experienced by the playback device. In addition, the playback device may switch
streams in order to perform a trick play function that utilizes a trick play track stream.
[00125] Communication between a playback device and a server when a playback
device switches to a new stream in accordance with embodiments of the invention are
illustrated in FIG. 12a. The communications illustrated in FIG. 12a assume that the
index information for the new stream has not been previously requested by the playback
device and that downloading of Cluster elements from the old stream proceeds while
information is obtained concerning the Matroska container file containing the new
stream. When the playback device 200 detects a change in streaming conditions,
determines that a higher bitrate stream can be utilized at the present streaming
conditions, or receives a trick play instruction from a user, the playback device can use
the top level index file to identify the URI for a more appropriate alternative stream to at
least one of the video, audio, or subtitle streams from which the playback device is
currently requesting encoded media. The playback device can save the information

concerning the current stream(s) and can request the byte ranges of the headers for the
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Matroska container file(s] containing the new stream(s]) using the parameters of the
corresponding URIs. Caching the information in this way can be beneficial when the
playback device attempts to adapt the bitrate of the stream downward. When the
playback device experiences a reduction in available bandwidth, the playback device
ideally will quickly switch to a lower bitrate stream. Due to the reduced bandwidth
experienced by the playback device, the playback device is unlikely to have additional
bandwidth to request header and index information. Ideally, the playback device utilizes
all available bandwidth to download already requested higher rate Cluster elements
and uses locally cached index information to start requesting Cluster elements from
Matroska container file(s) containing lower bitrate stream(s). When a hierarchical index
is used, the playback device typically will download additional index information.
However, the amount of index information that is downloaded is significantly reduced as
the headers of the Matroska container file are already cached on the playback device
and the playback device only needs a portion of the index in order commence
requesting Cluster elements from the Matroska container file(s] containing the new
stream(s]).

[00126] Byte ranges for index information for the Matroska container file(s]
containing the new stream(s) can be requested from the HTTP server 202 in a manner
similar to that outlined above with respect to FIG. 11. At which point, the playback
device can stop downloading of cluster elements from the previous streams and can
commence requesting the byte ranges of the appropriate Cluster elements from the
Matroska container file(s) containing the new stream(s) from the HTTP server, using the
index information from the Matroska container file(s) to identify the Cluster element(s)
containing the encoded media following the encoded media in the last Cluster element
retrieved by the playback device. As noted above, the encoding of the alternative
streams so that corresponding Cluster elements within alternative streams (i.e. Cluster

elements containing the same portion of the source media encoded in accordance with
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different encoding parameters) start with the same Timecode element and an IDR
frame facilitates the smooth transition from one stream to another. In addition, the use
of common cryptographic information further facilitates smooth switching between
alternative streams.

[00127] When the Matroska file includes a hierarchical index, the process for
switching between streams can involve downloading less than the entire index of the
new streams. The index information can be downloaded by requesting the byte range
for the hierarchical index and then using the Timecode attribute of media played back
by the playback device 200 to identify the location of CuePoint elements within the
Matroska container file(s] containing the new stream(s) that reference Cluster
elements containing sequential encoded media and requesting the byte ranges of the
CuePoint elements from the HTTP server 202. After the HTTP server has provided the
byte ranges including the CuePoint elements, the playback device can use the
information within the CuePoint elements to request byte ranges containing desired
Cluster elements from the HTTP server. At which point, playback of the encoded media
contained within the Cluster elements proceeds in the manner discussed above.
[00128] When the playback device caches the header and the entire index for each
stream that has be utilized in the playback of the media, the process of switching back
to a previously used stream can be simplified. The playback device already has the
header and index information for the Matroska file containing the previously utilized
stream and the playback device can simply use this information to start requesting
Cluster elements from the Matroska container file of the previously utilized stream via
HTTP. Communication between a playback device and an HTTP server when switching
back to a stream(s] for which the playback device has cached header and index
information in accordance with an embodiment of the invention is illustrated in FIG. 12b.
The process illustrated in FIG. 12b is ideally performed when adapting bitrate

downwards, because a reduction in available resources can be exacerbated by a need to
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download index information in addition to media. The likelihood of interruption to
playback is reduced by increasing the speed with which the playback device can switch
between streams and reducing the amount of overhead data downloaded to achieve the
switch. When a hierarchical index is utilized, the playback device requests the
appropriate portion of the index from the Matroska container file(s) containing the lower
bitrate stream(s) prior to requesting Cluster elements from the Matroska container file.
[00129] Although the present invention has been described in certain specific aspects,
many additional modifications and variations would be apparent to those skilled in the
art. It is therefore to be understood that the present invention may be practiced
otherwise than specifically described, including various changes in the implementation
such as utilizing encoders and decoders that support features beyond those specified
within a particular standard with which they comply, without departing from the scope
and spirit of the present invention. Thus, embodiments of the present invention should

be considered in all respects as illustrative and not restrictive.
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WHAT IS CLAIMED:

1. A playback device, comprising:
a processor;
memory containing a client application;
wherein the client application configures the processor to:
request a top level index file identifying a plurality of alternative
streams of protected content, where each of the alternative streams of protected
content are encrypted using common cryptographic information;
obtain the common cryptographic information;
request portions of content from at least the plurality of alternative
streams of protected content;
access the protected content using the common cryptographic
information; and

playback the content.

2. The playback device of claim 1, wherein:

the alternative streams of protected content are alternative streams of
protected video;

each of the alternative streams of protected video includes DRM
information indicating portions of frames of video that are encrypted and identifying at
least a portion of the common cryptographic information used to access the encrypted
portions of the frames of video; and

the client application configures the processor to:

obtain a protected frame of video from one of the alternative

streams of protected video;
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obtain DRM information indicating a portion of the protected frame
of video that is encrypted;

identify at least a portion of the common cryptographic information
that is used to access the encrypted portion of the protected frame using the DRM
information:

decrypt the encrypted portion of the protected frame of video using
the identified portion of the common cryptographic information; and

decode the frame of video.

3. The playback device of claim 1, wherein:
each of the alternative streams of protected content is contained within a
separate container file; and
the top level index file identifies a container file containing each of the

alternative streams.

4. The playback device of claim 3, wherein:
the container files containing each of the alternative streams of protected
content comprise at least one header including the common cryptographic information
and information that describes the encoding of the stream of protected content; and
the top level index file identifies the location of the at least one header

within each container file.

5. The playback device of claim 4, wherein the common cryptographic

information is a set of encryption keys.

6. The playback device of claim 5, wherein:

the common set of encryption keys is encrypted; and
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the client application configures the processor to securely receive

cryptographic information used to unencrypt the common set of encryption keys.

7. The playback device of claim 4, wherein the client application configures
the processor to obtain the common cryptographic information by requesting at least

one header of a container file identified in the top level index file.

8. The playback device of claim 7, wherein:
each container file containing one of the alternative streams of protected
content further comprises an index; and
the client application configures the processor to request a portion of
content from one of the container files by configuring the processor to:
request at least a portion of an index from the container file;
identify the portion of the container file containing a specific portion
of content using the index; and

request the identified portion of the container file.

9. The playback device of claim 4, wherein the container files are Matroska

container files.

10.  The playback device of claim 9, wherein the common cryptographic
information is stored in a common DRM Header element contained within a Tracks
element within each of the Matroska container files containing the alternative streams

of protected content.

11. The playback device of claim 10, wherein:
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the common cryptographic information is a set of encryption keys; and
the set of encryption keys is encrypted and stored within the DRM Header

element.

12.  The playback device of claim 11, wherein the client application configures
the processor to:
obtain cryptographic information that can be used to unencrypt the set of
encryption keys stored within the DRM Header element; and
unencrypt the set of encryption keys stored within the DRM Header

element using the obtained cryptographic information.

13.  The playback device of claim 10, wherein the client application configures
the processor to obtain the DRM Header element by requesting a Tracks element from

one of the Matroska container files identified in the top level index file.

14.  The playback device of claim 13, wherein:
each Mastroska container file containing an alternative stream of
protected content further comprises an index contained within a Cues element; and
the client application configures the processor to request a portion of
content from one of the Matroska container files by configuring the processor to:
request at least a portion of a Cues element from a Matroska
container file containing one of the alternative streams of protected content;
identify a portion of the Matroska container file containing a specific
portion of content using at least one CueTrackPosition element within the Cues
element; and
request the portion of the Matroska container file identified by the

at least one CueTrackPosition element.
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15.  The playback device of claim 14, wherein the index comprises a plurality of
CueTrackPosition elements that identify the location of a plurality of Cluster elements

within the Matroska container file.

16. The playback device of claim 15, wherein:
each Cluster element contains a plurality of BlockGroup elements
including encoded portions of content;
a CueTrack Position element indexes each Cluster element; and
each CueTrackPosition element includes the size of the Cluster element

that it indexes.

17.  The playback device of claim 14, wherein

the alternative streams of protected content are alternative streams of
protected video;

each of the Matroska container files containing an alternative stream of
protected video includes a DRMInfo element in a BlockGroup element containing a
protected frame of video, where the DRMInfo element indicates at least a portion of the
protected frames of video that is encrypted and identifies at least a portion of the
common cryptographic information used to access the at least one encrypted portion of
the protected frame of video; and

the client application configures the processor to access video frames in a
stream of protected video using the common cryptographic information by configuring
the processor to:

obtain a BlockGroup containing a protected frame of video;
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parse the BlockGroup element to obtain a DRMInfo element
indicating at least a portion of the protected frame of video that is encrypted using an
encryption key from the set of encryption keys;

decrypt the at least one encrypted portion of the protected frame of
video using the identified encryption key; and

decode the frame of video.

18. A method of performing adaptive bitrate streaming using a plurality of
alternative streams of protected content, where each of the streams of protected
content is protected using common cryptographic information, the method comprising:

requesting a top level index file identifying a plurality of alternative
streams of protected content using a playback device, where each of the alternative
streams of protected content are encrypted using common cryptographic information;

obtaining the common cryptographic information using the playback
device;

requesting portions of content from at least the plurality of alternative
streams of protected content using the playback device;

accessing the protected content using the playback device and the
common cryptographic information; and

playing back the content using the playback device.

19. The method of claim 18, wherein:
the alternative streams of protected content are alternative streams of
protected video;
each of the alternative streams of protected video includes DRM

information indicating portions of frames of video that are encrypted and identifying at
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least a portion of the common cryptographic information used to access the encrypted
portions of the frames of video; and
the method further comprises:

obtaining a protected frame of video from one of the alternative
streams of protected video using the playback device;

obtaining DRM information indicating a portion of the protected
frame of video that is encrypted using the playback device;

identify at least a portion of the common cryptographic information
that is used to access the encrypted portion of the protected frame using the playback
device and the DRM information;

decrypting the encrypted portion of the protected frame of video
using the playback device and the identified portion of the common cryptographic
information; and

decoding the frame of video using the playback device.

20. The method of claim 18, wherein:
each of the alternative streams of protected content is contained within a
separate container file; and
the top level index file identifies a container file containing each of the

alternative streams.

21. The method of claim 20, wherein:
the container files containing each of the alternative streams of protected
content comprise at least one header including the common cryptographic information
and information that describes the encoding of the stream of protected content; and
the top level index file identifies the location of the at least one header

within each container file.
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22.  The method of claim 21, wherein the common cryptographic information is

a set of encryption keys.

23. The method of claim 22, wherein:
the set of encryption keys is encrypted so that it is accessible using
cryptographic information obtained by the playback device; and
the method further comprising obtaining cryptographic information using

the playback device.

24. The method of claim 23, wherein
the set of encryption keys is encrypted using at least one encryption key;
and

the playback device securely obtains the at least one encryption key.

25.  The method of claim 24, wherein the at least one encryption key is
encrypted using at least one encryption key included in the cryptographic information

bound to the playback device.

26.  The method of claim 23, further comprising obtaining the common
cryptographic information by requesting at least one header of a container file identified

in the top level index file using the playback device.

27. The method of claim 26, wherein:
each container file containing one of the alternative streams of protected
content further comprises an index; and

the method further comprising:
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requesting at least a portion of an index from the container file
using the playback device;

identify the portion of the container file containing a specific portion
of content using the playback device and the index; and

requesting the identified portion of the container file using the

playback device.

28. The method of claim 21, wherein the container files are Matroska

container files.

29.  The method of claim 28, wherein the common cryptographic information is
stored in a common DRM Header element contained within a Tracks element within
each of the Matroska container files containing the alternative streams of protected

content.

30. The method of claim 29, wherein:
the common cryptographic information is a set of encryption keys; and
the set of encryption keys is encrypted and stored within the DRM Header

element.

31. The method of claim 30, wherein:
the set of encryption keys is encrypted so that it is accessible using
cryptographic information obtained by the playback device; and
the method further comprising obtaining cryptographic information using

the playback device.

-56-

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1220
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



D1:02359A

32. The method of claim 30, further comprising obtaining the DRM Header
element by requesting a Tracks element from one of the Matroska container files

identified in the top level index file.

33. The method of claim 32, wherein:
each Mastroska container file containing an alternative stream of
protected content further comprises an index contained within a Cues element; and
the method further comprises:
requesting at least a portion of a Cues element from a Matroska
container file containing one of the alternative streams of protected content using the
playback device;
identifying a portion of the Matroska container file containing a
specific portion of content using the playback device and at least one CueTrackPosition
element within the Cues element; and
requesting the portion of the Matroska container file identified by

the at least one CueTrackPosition element.

34.  The method of claim 33, wherein the index comprises a plurality of
CueTrackPosition elements that identify the location of a plurality of Cluster elements

within the Matroska container file.

35. The method of claim 34, wherein:
each Cluster element contains a plurality of BlockGroup elements
including encoded portions of content;
a CueTrack Position element indexes each Cluster element; and
each CueTrackPosition element includes the size of the Cluster element

that it indexes.
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36. The method of claim 33, wherein
the alternative streams of protected content are alternative streams of
protected video;
each of the Matroska container files containing an alternative stream of
protected video includes a DRMInfo element in a BlockGroup element containing a
protected frame of video, where the DRMInfo element indicates at least a portion of the
protected frames of video that is encrypted and identifies at least a portion of the
common cryptographic information used to access the at least one encrypted portion of
the protected frame of video; and
the method further comprising:
obtaining a BlockGroup containing a protected frame of video using
the playback device;
parsing the BlockGroup element to obtain a DRMInfo element
indicating at least a portion of the protected frame of video that is encrypted using the
playback device and an encryption key from the set of encryption keys;
decrypting the at least one encrypted portion of the protected
frame of video using the playback device and the identified encryption key; and

decoding the frame of video using the playback device.

37. A machine readable medium containing processor instructions, where
execution of the instructions by a processor causes the processor to perform a process
comprising:

request a top level index file identifying a plurality of alternative streams
of protected content, where each of the alternative streams of protected content are
encrypted using common cryptographic information;

obtaining the common cryptographic information;
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requesting portions of content from at least the plurality of alternative
streams of protected content;

accessing the protected content using the common cryptographic
information; and

playing back the content.

38. The machine readable medium of claim 37, wherein:
the alternative streams of protected content are alternative streams of
protected video;
each of the alternative streams of protected video includes DRM
information indicating portions of frames of video that are encrypted and identifying at
least a portion of the common cryptographic information used to access the encrypted
portions of the frames of video; and
execution of the instructions by a processor also causes the processor to
perform a process comprising:
obtaining a protected frame of video from one of the alternative
streams of protected video;
obtaining DRM information indicating a portion of the protected
frame of video that is encrypted;
identify at least a portion of the common cryptographic information
that is used to access the encrypted portion of the protected frame using the DRM
information;
decrypting the encrypted portion of the protected frame of video
using and the identified portion of the common cryptographic information; and

decoding the frame of video.
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39. The machine readable medium of claim 37, wherein the machine readable

medium is non-volatile memory.

-60-

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1224
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



D1:02359A

SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF PROTECTED CONTENT
PROTECTED USING COMMON CRYPTOGRAPHIC INFORMATION

Abstract

Systems and methods for performing adaptive bitrate streaming using
alternative streams of protected content in accordance with embodiments of the
invention are described. One embodiment of the invention includes a processor, and
memory containing a client application. In addition, the client application configures the
processor to: request a top level index file identifying a plurality of alternative streams
of protected content, where each of the alternative streams of protected content are
encrypted using common cryptographic information; obtain the common cryptographic
information; request portions of content from at least the plurality of alternative
streams of protected content; access the protected content using the common

cryptographic information; and playback the content.
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