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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A playback device, comprising: 

a processor; 

memory containing a client application; 

wherein the client application configures the processor to: 

obtain request a top level index file identifying a plurality of 

separate container files each containing one of a plurality of alternative streams of 

protected video content, where wherein each of the alternative streams of protected 

video content includes video frames that are encrypted using g_common set of frame 

keys comprising a plurality of different frame keys cryptographic information, wherein 

each of the container files containing the alternative streams of protected video 

comprises (i) an encrypted copy of the common set of frame keys and (ii) a set of ORM 

information that identifies encrypted portions of the video frames and frame keys to 

utilize in accessing the encrypted portions of the video frames, and wherein the set of 

ORM information in each of the plurality of alternative streams of protected video 

references the same common set of frame keys; 

obtain the common cryptographic information an encrypted copy of 

the common set of frame keys from a given container file and decrypt the encrypted 

copy of the common set of frame keys using a content key; 

obtain a set of ORM information from the given container file; 

request obtain portions of protected video content from the given 

container file containing at least one of the plurality of alternative streams of protected 

video content; 
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access the decrypt encrypted video frames from the obtained 

portions of video protected content using the decrypted copy of the common set of 

frame keys according to the obtained set of ORM information cryptographic information; 

and 

playback the obtained portions of video content. 

2. (Currently Amended) The playback device of claim 1, wherein: 

the alternative streams of protected video content are alternative streams 

of protected video are encoded at different maximum bitrates using different sets of 

encoding parameters; and 

each of the alternative streams of protected video includes ORM 

information indicating portions of frames of video that are encrypted and identifying at 

least a portion of the common cryptographic information used to access the encrypted 

portions of the frames of video; and 

the client application further configures the processor to.,. 

obtain a protected frame of video from one of the alternative streams of 

protected video; 

obtain ORM information indicating a portion of the protected frame of 

video that is encrypted; 

identify at least a portion of the common cryptographic information that is 

used to access the encrypted portion of the protected frame using the ORM information; 

decrypt the encrypted portion of the protected frame of video using the 

identified portion of the common cryptographic information; and 

decode the encoded frames frame of video prior to playback of the 

obtained portions of video. 

3. (Cancelled) 
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4. (Currently Amended) The playback device of claim 1[[3]], wherein: 

the container files containing each of the alternative streams of protected 

video content comprise at least one header that includes including the common 

cryptographic information and information that describes the encoding of the stream of 

protected video content; and 

the top level index file identifies the location of the at least one header 

within each container file. 

5. (Currently Amended) The playback device of claim 1[[4]], wherein the 

common cryptographic information is a set of frame encryption keys is part of a frame 

key table that is common to each of the plurality of alternative streams. 

6. (Currently Amended) The playback device of claim 1 [[5]], wherein: 

the common set of encryption keys is encrypted; and 

the client application further configures the processor to securely receive 

the content key cryptographic information used to unencrypt the common set of 

encryption keys. 

7. (Cancelled) 

8. (Currently Amended) The playback device of claim 1[[7]], wherein: 

each container file containing one of the alternative streams of protected 

video content further comprises an index; and 

the client application further configures the processor to request a portion 

of content from one of the container files by configuring the processor to: 

request at least a portion of an index from the given container file; 

identify the portion of the given container file containing a specific 

portion of video content using the index; and 

request the identified portion of the given container file. 
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9. (Currently Amended) The playback device of claim 1[[4]], wherein the 

container files are Matroska container files. 

10. (Currently Amended) The playback device of claim 9, wherein the 

encrypted copy of the common set of frame keys cryptographic information is stored in 

a common ORM Header element contained within a Tracks element within each of the 

Matroska container files containing the alternative streams of protected video content. 

11. (Cancelled) 

12. (Currently Amended) The playback device of claim 1.Q[[11 ]], wherein the 

client application further configures the processor to: 

obtain the content key cryptographic information that can be used to 

decrypt unencrypt the encrypted copy of the set of encryption frame keys stored within 

the common ORM Header element; and 

decrypt unencrypt the encrypted copy of the set of encryption frame keys 

stored within the common ORM Header element using the obtained content key 

cryptographic information. 

13. (Currently Amended) The playback device of claim 10, wherein the client 

application configures the processor to obtain the common ORM Header element by 

requesting a Tracks element from one of the Matroska container files identified in the 

top level index file. 

14. (Currently Amended) The playback device of claim 13, wherein: 

each Mastroska container file containing an alternative stream of 

protected video content further comprises an index contained within a Cues element; 

and 
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the client application further configures the processor to request a portion 

of video content from one of the Matroska container files by configuring the processor 

to: 

request at least a portion of a Cues element from a Matroska 

container file containing one of the alternative streams of protected video content; 

identify a portion of the Matroska container file containing a specific 

portion of video content using at least one CueTrackPosition element within the Cues 

element; and 

request the portion of the Matroska container file identified by the at 

least one CueTrackPosition element. 

15. (Original) The playback device of claim 14, wherein the index comprises a 

plurality of CueTrackPosition elements that identify the location of a plurality of Cluster 

elements within the Matroska container file. 

16. (Currently Amended) The playback device of claim 15, wherein: 

each Cluster element contains a plurality of BlockGroup elements 

including encoded portions of video content; 

a CueTrack Position element indexes each Cluster element; and 

each CueTrackPosition element includes the size of the Cluster element 

that it indexes. 

17. (Currently Amended) The playback device of claim 14, wherein~ 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the Matroska container files containing an alternative stream of 

protected video includes a set of BlockGroup elements that each contain a DRMlnfo 

element in a Blocl<Group element containing a and an encrypted protected frame of 

video, where the DRMlnfo element is a part of the set of ORM information for each of 

the Matroska container files indicates at least a portion of the protected frames of video 
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that is encrypted and identifies at least a portion of the common cryptographic 

information used to access the at least one encrypted portion of the protected frame of 

Vffi08; and 

the client application further configures the processor to access decrypt 

encrypted video frames of the obtained portions of video in a stream of protected video 

using the decrypted copy of the common set of frame keys cryptographic information by 

configuring the processor to: 

obtain a BlockGroup containing a protected an encrypted frame of 

video; 

parse the BlockGroup element to obtain a DRMlnfo element 

indicating at least a portion of the encrypted protected frame of video that is encrypted 

using an encryption a frame key from the common set of frame encryption keys; 

decrypt the at least one encrypted portion of the encrypted 

protected frame of video using the identified frame encryption key; and 

decode the frame of video. 

18. (Currently Amended) A method of performing adaptive bitrate streaming 

using a plurality of alternative streams of protected video content, i,,vhere each of the 

streams of protected content is protected using common cryptographic information, the 

method comprising: 

obtaining requesting a top level index file identifying a plurality of separate 

container files each containing one of a plurality of alternative streams of protected 

video content using a playback device, where wherein each of the alternative streams of 

protected video content include video frames that are encrypted using £..common set of 

frame keys comprising a plurality of different frame keys cryptographic information, and 

wherein each of the container files containing the alternative streams of protected video 

comprises (i) an encrypted copy of the common set of frame keys and (ii) a set of ORM 

information that identifies encrypted portions of the video frames and frame keys to 

utilize in accessing the encrypted portions of the video frames, and wherein the set of 
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ORM information in each of the plurality of alternative streams of protected video 

references the same common set of frame keys; 

obtaining the common cryptographic information an encrypted copy of the 

common set of frame keys from a given container file and decrypting the encrypted 

copy of the common set of frame keys using a content key using the playback device; 

obtaining a set of ORM information from the given container file using the 

playback device; 

requesting obtaining portions of video content from the given container file 

containing at least one of the plurality of alternative streams of protected video content 

using the playback device; 

accessing the decrypting encrypted video frames from the obtained 

portions of video protected content using the playback device and the decrypted copy of 

the common set of frame keys according to the obtained set of ORM information 

cryptographic information; and 

playing back the obtained portions of video content using the playback 

device. 

19. (Currently Amended) The method of claim 18, wherein: 

the alternative streams of protected video content are encoded at different 

maximum bitrates using different sets of encoding parameters alternative streams of 

protected video; and 

each of the alternative streams of protected video includes ORM 

information indicating portions of frames of video that are encrypted and identifying at 

least a portion of the common cryptographic information used to access the encrypted 

portions of the frames of video; and 

the method further comprises.,. 

obtaining a protected frame of video from one of the alternative streams 

of protected video using the playback device; 

obtaining ORM information indicating a portion of the protected frame of 

video that is encrypted using the playback device; 
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identify at least a portion of the common cryptographic information that is 

used to access the encrypted portion of the protected frame using the playback device 

and the ORM information; 

decrypting the encrypted portion of the protected frame of video using the 

playback device and the identified portion of the common cryptographic information; and 

decoding the encoded frames frame of video using the playback device 

prior to playback of the obtained portions of video. 

20. (Cancelled) 

21. (Currently Amended) The method of claim .1§.[[20]], wherein: 

the container files containing each of the alternative streams of protected 

video content comprise at least one header that includes including the common 

cryptographic information and information that describes the encoding of the stream of 

protected video content; and 

the top level index file identifies the location of the at least one header 

within each container file. 

22. (Currently Amended) The method of claim .1§.[[21 ]], wherein the common 

cryptographic information is a set of frame encryption keys is part of a frame key table 

that is common to each of the plurality of alternative streams. 

23. (Currently Amended) The method of claim .1§.[[22]], wherein: 

the set of encryption keys is encrypted so that it is accessible using 

cryptographic information obtained by the playback device; and 

the method further comprising comprises securely obtaining the content 

~cryptographic information using the playback device. 

24. (Cancelled) 
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25. (Currently Amended) The method of claim 1.§.[[24]], wherein the at least 

one encryption content key is encrypted using at least one encryption key included in 

the cryptographic information bound to the playback device. 

26. (Currently Amended) The method of claim .f.1.[[23]], further comprising 

obtaining[[ the]] an encrypted copy of the common set of frame keys cryptographic 

information by requesting at least one header of a container file identified in the top level 

index file using the playback device. 

27. (Currently Amended) The method of claim 26, wherein: 

each container file containing one of the alternative streams of protected 

video content further comprises an index; and 

the method further comprising: 

requesting at least a portion of an index from the given container 

file using the playback device; 

identify the portion of the given container file containing a specific 

portion of video content using the playback device and the index; and 

requesting the identified portion of the given container file using the 

playback device. 

28. (Original) The method of claim 21, wherein the container files are 

Matroska container files. 

29. (Currently Amended) The method of claim 28, wherein the encrypted copy 

of the common set of frame keys cryptographic information is stored in a common ORM 

Header element contained within a Tracks element within each of the Matroska 

container files containing the alternative streams of protected video content. 

30. (Cancelled) 
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31. (Cancelled) 

32. (Currently Amended) The method of claim 29[[30]], further comprising 

obtaining the common ORM Header element by requesting a Tracks element from one 

of the Matroska container files identified in the top level index file. 

33. (Currently Amended) The method of claim 32, wherein: 

each Mastroska container file containing an alternative stream of 

protected video content further comprises an index contained within a Cues element; 

[[and]] 

the method further comprises: 

requesting at least a portion of a Cues element from a Matroska 

container file containing one of the alternative streams of protected video content using 

the playback device; 

identifying a portion of the Matroska container file containing a 

specific portion of video content using the playback device and at least one 

CueTrackPosition element within the Cues element; and 

requesting the portion of the Matroska container file identified by 

the at least one CueTrackPosition element. 

34. (Original) The method of claim 33, wherein the index comprises a plurality 

of CueTrackPosition elements that identify the location of a plurality of Cluster elements 

within the Matroska container file. 

35. (Currently Amended) The method of claim 34, wherein: 

each Cluster element contains a plurality of BlockGroup elements 

including encoded portions of video content; 

a CueTrack Position element indexes each Cluster element; and 

each CueTrackPosition element includes the size of the Cluster element 

that it indexes. 
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36. (Currently Amended) The method of claim 33, wherein~ 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the Matroska container files containing an alternative stream of 

protected video includes a set of BlockGroup elements that each contain a DRMlnfo 

element in a Blocl<Group element containing a protected and an encrypted frame of 

video, where the DRMlnfo element is a part of the set of ORM information for each of 

the Matroska container files indicates at least a portion of the protected frames of video 

that is encrypted and identifies at least a portion of the common cryptographic 

information used to access the at least one encrypted portion of the protected frame of 

Vffi88; and 

the method further comprising: 

obtaining a BlockGroup containing a protected an encrypted frame 

of video using the playback device; 

parsing the BlockGroup element to obtain a DRMlnfo element 

indicating at least a portion of the encrypted protected frame of video that is encrypted 

using the playback device and an encryption a frame key from the common set of frame 

encryption keys; 

decrypting the at least one encrypted portion of the encrypted 

protected frame of video using the playback device and the identified frame encryption 

key; and 

decoding the frame of video using the playback device. 

37. (Currently Amended) A non-transitory machine readable medium 

containing processor instructions, where execution of the instructions by a processor 

causes the processor to perform a process comprising: 

obtaining requesting a top level index file identifying a plurality of separate 

container files each containing one of a plurality of alternative streams of protected 

video content, where wherein each of the alternative streams of protected video content 
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include video frames that are encrypted using .§_Common set of frame keys comprising a 

plurality of different frame keys cryptographic information, and wherein each of the 

container files containing the alternative streams of protected video comprises (i) an 

encrypted copy of the common set of frame keys and (ii) a set of ORM information that 

identifies encrypted portions of the video frames and frame keys to utilize in accessing 

the encrypted portions of the video frames, and wherein the set of ORM information in 

each of the plurality of alternative streams of protected video references the same 

common set of frame keys; 

obtaining the common cryptographic information an encrypted copy of the 

common set of frame keys from a given container file and decrypting the encrypted 

copy of the common set of frame keys using a content key; 

obtaining a set of ORM information from the given container file; 

requesting obtaining portions of video content from the given container file 

containing at least one of the plurality of alternative streams of protected video content; 

accessing the decrypting encrypted video frames from the obtained 

portions of video protected content using the decrypted copy of the common set of 

frame keys according to the obtained set of ORM information cryptographic information; 

and 

playing back the obtained portions of video content. 

38. (Currently Amended) The non-transitory machine readable medium of 

claim 37, wherein: 

the alternative streams of protected video content are encoded at different 

maximum bitrates using different sets of encoding parameters alternative streams of 

protected video; and 

each of the alternative streams of protected video includes ORM 

information indicating portions of frames of video that are encrypted and identifying at 

least a portion of the common cryptographic information used to access the encrypted 

portions of the frames of video; and 
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execution of the instructions by a processor also causes the processor to 

perform a process comprising-:-

obtaining a protected frame Of video from one Of the alternative streams Of 

protected video; 

obtaining ORM information indicating a portion Of the protected frame Of 

video that is encrypted; 

identify at least a portion Of the common cryptographic information that is 

used to access the encrypted portion Of the protected frame using the ORM information; 

decrypting the encrypted portion Of the protected frame Of video using and 

the identified portion Of the common cryptographic information; and 

decoding the encoded frames fFaffie of video prior to playback of the 

obtain portions of video. 

39. (Cancelled) 
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REMARKS/ARGUMENTS 

Summary of the Amendments 

Claims 1, 2, 4-6, 8-10, 12-14, 16-19, 21-23, 25-27, 29, 32, 33, and 35-38 are 

amended. Claims 3, 7, 11, 20, 24, 30, 31, and 39 are cancelled. After entry of these 

amendments, claims 1, 2, 4-6, 8-10, 12-19, 21-23, 25-29, and 32-38 will be pending. 

Support for all the amendments can be found throughout the specification, including in 

paragraphs [0083], [0084], [0089], [00107], [00115], [00118], and [00120]. 

Summary of the Office Action 

The Office action dated November 27, 2013 contained the following objections 

and rejections: 

• claims 37 and 38 are rejected under 35 U.S.C. § 101 because the claimed 

invention is allegedly directed to a non-statutory subject matter; 

• claims 1, 18, and 37 are rejected under pre-AIA 35 U.S.C. § 103(a) as allegedly 

being unpatentable over U.S. Patent Publication No. 2009/0290706 to Amini et 

al. (the Amini publication) in view of PCT Patent Publication No. 2011/103364 to 

Thorwirth (the Thorwirth publication); 

• claims 2-8, 19-20, and 38-39 are rejected under pre-AIA 35 U.S.C. § 103(a) as 

allegedly being unpatentable over the Amini et al. publication in view of the 

Thorwirth publication and further in view of U.S. Patent Publication 

No. 2009/0328228 to Schnell (the Schnell publication); and 

• claims 9-17 and 21-36 are rejected under pre-AIA 35 U.S.C. § 103(a) as 

allegedly being unpatentable over the Amini et al. publication in view of the 

Thorwirth publication and further in view of the Schnell publication and further in 

view of U.S. Patent Publication No. 2009/0132721 to Soroushian et al. (the 

Soroush ian pub I ication ). 
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The Amini Publication 

The Amini publication generally describes "[t]echniques for securely and 

adaptively delivering multimedia content are disclosed in which a set of alternate access 

units for each time slot is obtained" (Amini publication [abstract]). As illustrated in 

Figure 2 of the Amini publication, "data processing system 200 of FIG. 2 generates a 

stream that offers a choice from multiple access units for a single time slot within which 

the access units are to be encrypted" (Amini publication, ,r [0030]). "Multimedia stream 

source 210 offers unencoded access units (e.g., frames) to a multi-encoder platform 

220" (Amini publication, ,r [0031]). "Platform 220 generates multiple encoded access 

units for each offered unencoded access unit and passes off the multiple encoded 

access units to a stream thinner 230" (Amini publication, ,r [0031 ]). "The thinned access 

unit streams are input into encryptor 240, where they are encrypted. The output of 

encryptor 240 is finally sent to an output device 250, such as a network protocol 

formatter or a file writer" (Amini publication, ,r [0032]). As explained in the Amini 

publication, "the problem of encrypting a multimedia stream that may have multiple 

access units for each time slot is overcome by selecting the encryption index for each 

access unit such that the encryption index always increases, regardless of which 

access unit the delivery system (e.g., server) selects for transmission" (Amini 

publication, ,r [0043]). The Amini publication describes three methods to overcome its 

stated problem, "Method 1: Each Stream has a Different Key", "Method 2: Each Stream 

Uses the Same Key", and "Method 3: One Stream may not have Index Gaps" (Amini 

publication, pages 4 and 5). 

Rejection of Claims 37 and 38 for Non-Statutory Subject Matter 

Claims 37 and 38 are rejected under 35 U.S.C. § 101 because the claimed 

invention is allegedly directed to a non-statutory subject matter. Applicant respectfully 

disagrees, but adopts the recommendation in the Office action and has amended claims 

37 and 38 to recite "non-transitory machine readable medium". Applicant therefore 

requests withdrawal of the rejection. 
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Patentability of Claim 1 

In the Office action dated November 27, 2013, claim 1 is rejected under pre-AIA 

35 U.S.C. § 103(a) as being unpatentable over the Amini publication in view of the 

Thorwirth publication. Applicant respectfully disagrees with this rejection. However, in 

order to advance prosecution, Applicant has amended claim 1. Applicant respectfully 

submits that claim 1 as amended is not disclosed or taught by the combination of the 

cited references. 

The Amini publication generally describes "[t]echniques for securely and 

adaptively delivering multimedia content are disclosed in which a set of alternate access 

units for each time slot is obtained" (Amini publication [abstract]). As explained in the 

Amini publication, "the problem of encrypting a multimedia stream that may have 

multiple access units for each time slot is overcome by selecting the encryption index 

for each access unit such that the encryption index always increases, regardless of 

which access unit the delivery system (e.g., server) selects for transmission" (Amini 

publication, ,r [0043]). The Amini publication describes three methods to overcome its 

stated problem, "Method 1: Each Stream has a Different Key", "Method 2: Each Stream 

Uses the Same Key", and "Method 3: One Stream may not have Index Gaps". The 

Office action specifically cites paragraph 0054 of the Amini publication which states that, 

per Method 2, "In case a very simple key management system is used that allows only a 

single key per stream, then all alternate streams must use the same key. In that 

situation, the same index should not be used more than once ... ". 

As far as Applicant can tell from reviewing the Amini publication, Amini only 

describes the three methods of using keys for streams listed above (see Method 1, 

Method 2, and Method 3). Method 1 of the Amini publication uses a different key for 

each stream, whereas amended claim 1 recites that "wherein the set of ORM 

information in each of the plurality of alternative streams of protected video references 

the same common set of frame keys". Method 2 of the Amini publication has each 

stream use the same key, whereas amended claim 1 recites that "each of the 

alternative streams of protected video includes video frames that are encrypted using .£ 

common set of frame keys comprising a plurality of different frame keys" (i.e. several 
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keys). Method 3 of the Amini publication relates to "where a multimedia stream is self­

contained, is delivered in a loss free environment (e.g., downloaded), and played back 

as is. An example of such a case is an MP3 audio file" (Amini publication, ,r [0060]). 

Similarly to Method 1 and Method 2 of the Amini publication, Method 3 fails to disclose 

the above recited aspects of amended claim 1. 

In addition, Applicant could find no mention within the Amini publication of an 

operation involving "obtain an encrypted copy of the common set of frame keys from a 

given container file and decrypt the encrypted copy of the common set of frame keys 

using a content key" or "decrypt encrypted video frames from the obtained portions of 

video using the decrypted copy of the common set of frame keys according to the 

obtained set of ORM information" as recited in amended claim 1. Furthermore, 

Applicant respectfully submits that the other cited references (e.g., the Thorwirth 

publication, the Schnell publication, and the Soroushian publication) do not satisfy these 

deficiencies. For at least the reasons discussed above, Applicant respectfully submits 

that claim 1 is allowable over the cited art of record and requests withdrawal of the 

rejection. 

Patentability of Claims 2, 4-6, 8-10, and 12-17 

Claims 2, 4-6, 8-10, and 12-17 depend from claim 1. Applicant respectfully 

submits that claims 2, 4-6, 8-10, 12-17 are allowable for at least the reasons provided 

above with respect to claim 1. 

Patentability of Claim 18 

The Office action rejects claim 18 based upon the same combination of 

references as cited with respect to claim 1. For reasons similar to those outlined above 

with respect to claim 1, Applicant respectfully submits that the prior art of record does 

not disclose or suggest at least the following from claim 18: "each of the alternative 

streams of protected video include video frames that are encrypted using £..common set 

of frame keys comprising a plurality of different frame keys", "wherein the set of ORM 

information in each of the plurality of alternative streams of protected video references 
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the same common set of frame keys", "obtaining an encrypted copy of the common set 

of frame keys from a given container file and decrypting the encrypted copy of the 

common set of frame keys using a content key", and "decrypting encrypted video 

frames from the obtained portions of video using the playback device and the decrypted 

copy of the common set of frame keys according to the obtained set of ORM 

information". Accordingly, Applicant respectfully submits that claim 18 is allowable over 

the cited art of record and requests withdrawal of the rejection. 

Patentability of Claims 19, 21-23, 25-29, and 32-36 

Claims 19, 21-23, 25-29, and 32-36 depend from claim 18. Applicant respectfully 

submits that claims 19, 21-23, 25-29, and 32-36 are allowable for at least the reasons 

provided above with respect to claim 18. 

Patentability of Claim 37 

The Office action rejects claim 37 based upon the same combination of 

references as cited with respect to claim 1. For reasons similar to those outlined above 

with respect to claim 1, Applicant respectfully submits that the prior art of record does 

not disclose or suggest at least the following from claim 37: "each of the alternative 

streams of protected video include video frames that are encrypted using .§...common set 

of frame keys comprising a plurality of different frame keys", "wherein the set of ORM 

information in each of the plurality of alternative streams of protected video references 

the same common set of frame keys", "obtaining an encrypted copy of the common set 

of frame keys from a given container file and decrypting the encrypted copy of the 

common set of frame keys using a content key", and "decrypting encrypted video 

frames from the obtained portions of video using the decrypted copy of the common set 

of frame keys according to the obtained set of ORM information". Accordingly, 

Applicant respectfully submits that claim 37 is allowable over the cited art of record and 

requests withdrawal of the rejection. 
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Patentability of Claim 38 

Claim 38 depends from claim 37. Applicant respectfully submits that claim 38 is 

allowable for at least the reasons provided above with respect to claim 37. 

CONCLUSION 

In view of the foregoing amendments and remarks, it is respectfully submitted 

that this application is in condition for allowance. Accordingly, reconsideration of the 

application and allowance of the claims are respectfully requested. Although the 

present paper may include a combination of alterations to the application or claims, or 

characterizations of claim scope or referenced art, Applicants are not conceding that 

previously pending claims in this application are not patentable over the cited 

references. Rather, any alterations and/or characterizations are made to strictly 

facilitate prosecution of this application. As such, reviewers of this or any parent, child, 

or related prosecution history shall not reasonably infer that Applicants have made any 

disclaimers or disavowals of any subject matter supported by the present application. 

Applicants have submitted amendments and arguments believed to be sufficient 

to overcome all of the outstanding rejections. Consequently, Applicants have not 

advanced every argument for the allowability of the claims over the references of 

record. As such, Applicants do not acquiesce to any of the Examiner's statements or 

characterizations not specifically traversed. If the Examiner should have any remaining 

questions or objections, a telephone interview to discuss and resolve these issues is 

respectfully requested. 
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The Commissioner is authorized to charge any fee under 37 CFR 1.16 and 1.17 

which may be required during the entire pendency of the application to Deposit 

Account No. 50-4407. Please show our docket number with any transaction to the 

Deposit Account. 

JDW/kl 

Respectfully submitted, 

KPPB LLP 

By /Jason D. Wolfe/ 
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examination of this application and identified on the list of references cited on the patent 

issuing on this application. Applicant also requests that an initialed copy of said FORM 

PTO/SB/08NB be entered in the application file, and returned to the Applicant with the 

next official communication from the Office in accordance with MPEP § 609. 
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Applicant's undersigned attorney hereby certifies, in accordance 37 CFR 

§ 1.97(e)(2), that no item of information contained in the information disclosure 

statement was cited in a communication from a foreign patent office in a counterpart 

foreign application, and, to the knowledge of the person signing the certification after 

making reasonable inquiry, no item of information contained in the information 

disclosure statement was known to any individual designated in § 1.56(c) more than 

three months prior to the filing of the information disclosure statement. 

It is believed that there are no fees due in connection with this filing. If there are 

any fees due in connection with this filing, the Commissioner is authorized to charge 

Deposit Account 50-4407. Please show our docket number with any charge to the 

Deposit Account. 

JDW/ap 

Enclosure(s) 

Respectfully submitted, 

KPPB LLP 

/Jason D. Wolfe/ 
Jason D. Wolfe 
Registration No. 71,327 
949.852.0000 
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1. The present application is being examined under the pre-AIA first to 

invent provisions. 

2. This is in reply to an original application filed on 12 / 29/2011. 

Information Disclosure Statement 

3. The information disclosure statements (IDS) submitted on 09/19/2013 

has been considered. The submission is in compliance with the 

provisions of 37 CFR 1.97. Form PT0-1449 is signed and attached 

hereto. 

Oath/Declaration 

4. The oath filed 03/20/2012 complies with all the requirements set forth 

in MPEP 602 and therefore is accepted. 

Drawings 

5. The drawings filed on 12/29/2011 are accepted. 

Specification 

6. The specification filed on 12/29/2011 is also accepted. 

Claim Rejections - 35 USC § 101 

7. 35 U.S.C. 101 reads as follows: 
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Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

8. Claims 37-38 are rejected under 35 U.S.C. 101 because the claimed invention is directed 

to a non-statutory subject matter. 

9. Claim 37 is rejected under 35 U.S.C. 101 because the claimed invention 

is directed to non-statutory subject matter. The claim is directed to non­

statutory subject matter, which do not fall into the categories of "process", 

"machine", "manufacture" and "composition of matter". 

Claim 37 recites, "The machine readable medium ... " the machine 

readable medium could be a "transmission type" medium, which renders the 

claim non-statutory. The above claim can be fixed by inserting the word ((non­

transitory" before the word medium. 

Claim 38 inherit the deficiencies of the base claim 37 respectively and 

the ref ore are non-transitory by virtue of their dependency. 

Claim Rejections - 35 USC§ 103 

10. The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the 

basis for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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action can be found in a prior Office action. 
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12. Claims 1, 18 and 37 are rejected under pre-AIA 35 U.S.C. 103(a) as being 

unpatentable over Amini et al. (US Pat. App. US 6,005,621) hereafter refers as 

to Amini in view of Thorwirth (WO 2011/ 103364 Al). 

Regarding claim 1, Amini discloses a device {fig. 2 a multi-encoder 

platform 220 i.e. "a device"}, comprising: a memory containing a client 

application, wherein the client application configures the processor (Fig. 11 

processor 1110 and furthermore Para 0068, 0069) a plurality of alternative 

streams of protected content {fig. 2 a multimedia stream source 210 i.e. "a 

plurality of alternative"}, where each of the alternative streams of protected 

content are encrypted using common cryptographic information; obtain the 

common cryptographic information {fig. 2 encryptor 240 discloses same key 

is used for different streams i.e. "common cryptographic information" 

para 0054 discloses " ... a single key per stream, then all alternate 

streams must use the same key'1; request portions of content from at least 

the plurality of alternative streams of protected content {fig. 2 and para 0031 

discloses multi-encoder 220 generates multiple encoded access units and 

gives alternate or multiple streams); access the protected content using the 

common cryptographic information; and playback the content. (Para 0032 

discloses encryptor 240 where the streams are encrypted and fig, 2 and 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0937 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 

Art Unit: 2434 

Page 5 

para 0054 discloses same key is used for different streams i.e. "common 

cryptographic information"). 

Amini does not explicitly request a top level index file. 

However, Thorwirth discloses a top level index file (para 0009 discloses 

top level Index file pointing to a number of alternate streams that contain 

actual video and audio data). 

Therefore, it would have been obvious to one of ordinary skill in the art at 

the time of the invention to incorporate the teachings of Thorwirth with the 

teachings of Amini in order for providing a playlist with a list of URLS pointing 

to TS container files that contain alternative chunks for the sections of a piece 

of content (Thorwirth, para 0010). 

Regarding claim 18, Amini discloses a method of performing adaptive 

bitrate streaming using a plurality of alternative streams of protected content, 

where each of the streams of protected content is protected using common 

cryptographic information, the method comprising: 

identifying a plurality of alternative streams of protected content using a 

payback device (Fig. 2 a multimedia stream source 210 i.e. "a plurality of 

alternative") where each of the alternative streams of protected content are 

encrypted using common cryptographic information (Fig. 2 a multimedia 

stream source 210 i.e. "a plurality of alternative") obtaining the common 

cryptographic information using the payback device; requesting portions of 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0938 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 

Art Unit: 2434 

Page 6 

content from at least the plurality of alternative streams of protected content 

using the payback device; accessing the protected content using the payback 

device and the common cryptographic information; and praying back the 

content using the payback device. (Fig. 2 encryptor 240 discloses same key 

is used for different streams i.e. "common cryptographic information" 

para 0054 discloses " ... a single key per stream, then all alternate 

streams must use the same key'1; 

Amini does not explicitly request a top level index file. 

However, Thorwirth discloses a top level index file (para 0009 discloses 

top level Index file pointing to a number of alternate streams that 

contain actual video and audio data). 

Therefore, it would have been obvious to one of ordinary skill in the art at 

the time of the invention to incorporate the teachings of Thorwirth with the 

teachings of Amini in order for providing a playlist with a list of URLS pointing 

to TS container files that contain alternative chunks for the sections of a piece 

of content (Thorwirth, para 0010). 

Regarding claim 37, Amini discloses a machine readable medium 

containing processor instructions, where execution of the instructions by a 

processor causes the processor to perform a process (Fig. 11 processor 1110 

and furthermore Para 0068, 0069) comprising: 

alternative streams of protected content (Fig. 2 a multimedia stream source 

210 i.e. "a plurality of alternative"}, where each of the alternative streams 
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of protected content are encrypted using common cryptographic information; 

obtaining the common cryptographic information(Fig. 2 encryptor 240 

discloses same key is used for different streams i.e. "common 

cryptographic information" para 0054 discloses " ... a single key per 

stream, then all alternate streams must use the same key'1; 

requesting portions of content from at [east the plurality of alternative streams 

of protected content fig. 2 and para 0031 discloses multi-encoder 220 

generates multiple encoded access units and gives alternate or multiple 

streams); accessing the protected content using the common cryptographic 

information; and praying back the content. (Para 0032 discloses encryptor 

240 where the streams are encrypted and fig, 2 and para 0054 discloses 

same key is used for different streams i.e. "common cryptographic 

information"). 

Amini does not explicitly request a top level index file. 

However, Thorwirth discloses a top level index file (para 0009 discloses 

top level Index file pointing to a number of alternate streams that contain 

actual video and audio data). 

Therefore, it would have been obvious to one of ordinary skill in the art at 

the time of the invention to incorporate the teachings of Thorwirth with the 

teachings of Amini in order for providing a playlist with a list of URLS pointing 
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to container files that contain alternative chunks for the sections of a piece of 

content (Thorwirth, para 0010). 

13. Claims 2-8, 19-20 and 38-39 are rejected under pre-AIA 35 U.S.C. 103(a) 

as being unpatentable over Amini et al. (US Pat. App. US 6,005,621) hereafter 

refers as to Amini in view of Thorwirth (WO 2011/ 103364 Al) as applied to 

claim 1 above, and further in view of Schnell (US 2009/0328228 Al). 

Regarding claim 2 Amini as modified by Thorwirth discloses wherein: the 

alternative streams of protected content are alternative streams of protected 

video (Para 0052 of Thorwirth discloses alternative streams of protected 

content); and identifying at least a portion of the common cryptographic 

information used to access the encrypted portions of the frames of video (para 

0054 of Amini discloses a stream source 210 offers unencoded 13ccess 

units (i.e. frames) to the encoder, pars 0031 t see fig. 2; encryptor 240 

where the streams are encrypted, para 0032, see fig. 2; same keys used 

for different streams (i.e. "common cryptographic Information")); and the 

client application configures the processor to: obtain a protected frame of video 

from one of the alternative streams of protected video {figs 4 and 5 of 

Thorwirth discloses Encryption is a sort of a content protecting method 

of preventing illegal copy redistribution, editing and the like of contents 

provided by a content provider (CP) in a manner of transforming data 

using a specific algorithm); decrypt the encrypted portion of the protected 
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frame of video using the identified portion of the common cryptographic 

information; and decode the frame of video. (Para 0059 of Thorwirth 

discloses decryption of streamed file utilizes the content keys based on 

the sections). 

Though Amini as modified by Thorwirth teaches a stream is encrypted 

with an indexed stream (para 0060 of Amini, for example) However, Amini as 

modified by Thorwirth does not explicitly discloses each of the alternative 

streams of protected video includes DRM information indicating portions of 

frames of video that are encrypted and obtain DRM information indicating a 

portion of the protected frame of video that is encrypted; identify at least a 

portion of the common cryptographic information that is used to access the 

encrypted portion of the protected frame using the DRM information; 

Schnell discloses each of the alternative streams of protected video 

includes DRM information indicating portions of frames of video that are 

encrypted (para 0034 OF discloses media device 202 also includes DRM 

platform 21 to receive the ORM license) and obtain DRM information 

indicating a portion of the protected frame of video that is encrypted (para 

0002 discloses digital rights management (DRMJ system, various devices 

that obtain or download digital media content can perform actions on 

the protected media content as permitted by a DRM license and 

furthermore para); identify at least a portion of the common cryptographic 
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information that is used to access the encrypted portion of the protected frame 

using the DRM information (para 0028-0031 discloses content server 122 

and a DRM system 118 distribute protected media content 120 to various 

wireless media devices 106). 

It would have been obvious to one of ordinary skill in the art at the time 

of the invention to use the teachings of Schnell to Incorporate the DRM system 

with the teachings of Amini as modified by Thorwirth for the purpose of 

providing DRM associated features such as licenses that correspond to the 

media segments of the protected media (Schnell para 0004). 

Regarding claim 3 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: each of the alternative streams of protected content 

is contained within a separate container file; and the top level index file 

identifies a container file containing each of the alternative streams. (Para 

0004 of Thorwirth discloses sections of files in a container file and para 

0009 and 0010 of Thorwirth discloses different media containers for 

adaptive streaming). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 4 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: the container files containing each of the alternative 
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streams of protected content (Para 0004 of Thorwirth discloses sections of 

files in a container file para 0009 and 0010 of Thorwirth discloses 

different media containers for adaptive streaming) comprise at least one 

header including the common cryptographic information and information that 

describes the encoding of the stream of protected content; and the top level 

index file identifies the location of the at least one header within each container 

file. {fig. 2 and para 0037 of Schnell discloses file header object 218 

[DRM header element} has the ORM licenses for the protected media 

content, para 0036, written in a file segment 160, which has track 

objects 222 associated with the tracks or video tracks). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 5 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein the common cryptographic information is a set of 

encryption keys. (Para 0054 of Amini discloses encryptor 240 where the 

streams are encrypted and para 0032. Also see. fig, 2; same key is used 

for different streams i.e. ("common cryptographic Information"). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 
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Regarding claim 6 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: the common set of encryption keys is encrypted; and 

the client application configures the processor to securely receive cryptographic 

information used to unencrypt the common set of encryption keys. (Para 0058 

of Thorwirth discloses the content keys used to encrypt the content are 

encrypted using a key unique to a specific user or client device However, 

Thorwirth lacks the teaching of common cryptographic information. 

However, Amini teaches a content distribution with common 

cryptographic information for the alternate streams of content (para 

0054, 0044 of Amini discloses multi-encoder 220 generates multiple 

encoded access units and gives alternate or multiple streams, para 

0031, see fig. 2; same key is usedfor different streams, (protecting the 

content)). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 7 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein the client application configures the processor to 

obtain the common cryptographic information by requesting at least one 

header of a container file identified in the top level index file. (Para 0004 of 

Thorwirth discloses sections of files in a container file and para 0004 of 

Thorwirth, different media containers for adaptive streaming). 
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The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 8 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: each container file containing one of the alternative 

streams of protected content further comprises an index; and the client 

application configures the processor to request a portion of content from one of 

the container files by configuring the processor to: request at least a portion of 

an index from the container file; identify the portion of the container file 

containing a specific portion of content using the index; and request the 

identified portion of the container file. (Para 0053 Thorwirth server provides 

access to the client based on the selection or chunks requested). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 1 9 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: the alternative streams of protected content are 

alternative streams of protected video; each of the alternative streams of 

protected video (Para 0052 of Thorwirth discloses alternative streams of 

protected content); includes DRM information indicating portions of frames of 

video that are encrypted and identifying at least a portion of the common 

cryptographic information used to access the encrypted portions of the frames 
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of video; and the method further comprises: obtaining a protected frame of 

video from one of the alternative streams of protected video using the playback 

device figs 4 and 5 of Thorwirth discloses Encryption is a sort of a 

content protecting method of preventing illegal copy redistribution, 

editing and the like of contents provided by a content provider (CP) in a 

manner of transforming data using a specific algorithm) obtaining DRM 

information indicating a portion of the protected frame of video that is 

encrypted using the playback device; identify at least a portion of the common 

cryptographic information that is used to access the encrypted portion of the 

protected frame using the playback device and the DRM information; 

decrypting the encrypted portion of the protected frame of video using the 

playback device and the identified portion of the common cryptographic 

information; and decoding the frame of video using the playback device. (Para 

0028-0031 of Schnell discloses content server 122 and a ORM system 

118 distribute protected media content 120 to various wireless media 

devices 106). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 20 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: each of the alternative streams of protected content 

is contained within a separate container file; and the top level index file 
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identifies a container file containing each of the alternative streams. (Para 

0004 of Thorwirth discloses sections of files in a container file and para 

0009 and 0010 of Thorwirth discloses different media containers for 

adaptive streaming). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 38 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein: the alternative streams of protected content are 

alternative streams of protected video; each of the alternative streams of 

protected video (Para 0052 of Thorwirth discloses alternative streams of 

protected content); includes DRM information indicating portions of frames of 

video that are encrypted and identifying at least a portion of the common 

cryptographic information used to access the encrypted portions of the frames 

of video; and execution of the instructions by a processor also causes the 

processor to perform a process comprising: obtaining a protected frame of video 

from one of the alternative streams of protected video (figs 4 and 5 of 

Thorwirth discloses Encryption is a sort of a content protecting method 

of preventing illegal copy redistribution, editing and the like of contents 

provided by a content provider (CP) in a manner of transforming data 

using a specific algorithm)obtaining DRM information indicating a portion of 

the protected frame of video that is encrypted; identify at least a portion of the 
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common cryptographic information that is used to access the encrypted portion 

of the protected frame using the DRM information; decrypting the encrypted 

portion of the protected frame of video using and the identified portion of the 

common cryptographic information; and decoding the frame of video. (Para 

0028-0031 of Schnell discloses content server 122 and a ORM system 

118 distribute protected media content 120 to various wireless media 

devices 106). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

Regarding claim 39 Amini as modified by Thorwirth further in view of 

Schnell discloses wherein the machine readable medium is non-volatile 

memory. {fig. 11 and para 0068, 0069 of Amini memory 1104 with ROM 

i.e. "non-volatile'1· 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell as in claim 2 which is set 

forth above. 

14. Claims 9-17 and 21-36 rejected under pre-AIA 35 U.S.C. 103(a) as being 

unpatentable over Amini et al. (US Pat. App. US 6,005,621) hereafter refers as 

to Amini in view of Thorwirth (WO 2011/ 103364 Al) and further in view of 

Schnell (US 2009/0328228 Al) in view of as applied to claim 2 above and 
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further in view of Soroushian et al. (US 2009/0132721 Al) herein after refer as 

to Soroushian. 

Regarding claim 9 Amini as modified by Thorwirth further in view of 

Schnell discloses all claimed limitations except for wherein the container files 

are Matroska container files. 

However, Soroushian discloses wherein the container files are Matroska 

container files. (see fig, le and para 0031, Matroska is MKV, discloses 

Soroushian is in the field of playback and distribution systems (abstract) 

and further teaches wherein the content is stored as chunks or elements 

in a Matroska container (MKV container composed of lists, chunks 

and/or elements). 

Therefore, it would have been obvious to one of ordinary skill in the art at 

the time of the Invention to use the teachings of Soroushian to incorporate with 

the teaching of Amini as modified by Thorwirth modified Schnell in order for 

the purpose of providing a MKV container for distributing high-definition 

downloadable content on the internet and peer-to-peer networks (Soroushian, 

para 0003). 

Regarding claim 10 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the common cryptographic 

information is stored in a common DRM Header element contained within a 

Tracks element within each of the Matroska container files containing the 

alternative streams of protected content. (Para 0052 of Thorwirth discloses 
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The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 11 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: the common cryptographic 

information is a set of encryption keys; and the set of encryption keys is 

encrypted and stored within the DRM Header element. (para 0036 0037 of 

Schnell file header object 218 (DRM header element) has the DRM 

licenses for the protected media content,; tracks objects 22 which has 

the track attributes and segment data to identify the content). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 12 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the client application configures 

the processor to: obtain cryptographic information that can be used to 

unencrypt the set of encryption keys stored within the DRM Header element; 

and unencrypt the set of encryption keys stored within the DRM Header 

element using the obtained cryptographic information. (Para 0036 of Schnell 
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file header object 218 (DRM header element) has the DRM licenses for the 

protected media content). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 13 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the client application configures 

the processor to obtain the DRM Header element by requesting a Tracks 

element from one of the Matroska container files identified in the top level 

index file. (See para 0004 of Thorwirth, different media containers for 

adaptive streaming, para 0009 of Thorwirth [background]) and a top 

level index file identifies a container file containing each of the 

alternative streams and furthermore para 0009 of Thorwirth top level 

Index file pointing to a number of alternate streams that contain actual 

video and audio data,). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 14 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: each Matroska container file 

containing an alternative stream of protected content further comprises an 

index contained within a Cues element; and the client application configures 
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the processor to request a portion of content from one of the Matroska 

container files by configuring the processor to: request at least a portion of a 

Cues element from a Matroska container file containing one of the alternative 

streams of protected content; identify a portion of the Matroska container file 

containing a specific portion of content using at least one CueTrackPosition 

element within the Cues element; and request the portion of the Matroska 

container file identified by the at least one CueTrackPosition element. (Schnell 

teaches file index 158 for each me and the corresponding segments, 

para 0031, see fig. 2; and (track objects 222 has the attributes and 

information included in a track ("Cues element"), para 0036, 0037 see 

fig. 2 and includes size, type, mode 1 O, Index, 'Algorithm 10 with index. 

para 0041 and table under it). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 15 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the index comprises a plurality 

of CueTrackPosition elements that identify the location of a plurality of Cluster 

elements within the Matroska container file. (See fig. le and Para 0031, 

discloses (Matroska is MKV) and furthermore Para 0037 of Soroushian 

table with hierarchical index Identifiers with CUEPOS_ID, table above). 
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The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 16 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: each Cluster element contains 

a plurality of BlockGroup elements including encoded portions of content; a 

CueTrack Position element indexes each Cluster element; and each 

CueTrackPosition element includes the size of the Cluster element that it 

indexes. {fig, 2 para 0031 of Schnellfile index 158for eachfile, and the 

corresponding segments (segments can be interpreted as track elements 

or comprising of cluster element and furthermore fig 2 and para 0036, 

0037 and para 9041 of Schnell teaches size, type, mode ID. index, 

Algorithm ID with index). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 1 7 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the alternative streams of 

protected content are alternative streams of protected video (para 0052 of 

Thorwirth discloses CDN stores six alternative chunks [video] created for 

each section with different encoding parameters and two different 

watermark payloads [alternative streams of protected content); each of 
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the Matroska container files containing an alternative stream of protected video 

includes a DRMinfo element in a BlockGroup element containing a protected 

frame of video (para 0052 of Thorwirth discloses the chunks are protected 

using different watermark payloads), where the DRMinfo element indicates 

at least a portion of the protected frames of video that is encrypted and 

identifies at least a portion of the common cryptographic information used to 

access the at least one encrypted portion of the protected frame of video (para 

0036 of Schnell file header object 218 i.e. "DRM header Element" has the 

DRM licenses for the protected media content); and the client application 

configures the processor to access video frames in a stream of protected video 

using the common cryptographic information by configuring the processor to: 

obtain a BlockGroup containing a protected frame of video; parse the 

BlockGroup element to obtain a DRMinfo element indicating at least a portion 

of the protected frame of video that is encrypted using an encryption key from 

the set of encryption keys; decrypt the at least one encrypted portion of the 

protected frame of video using the identified encryption key; and decode the 

frame of video. {figs 4 and 5 of Thorwirth discloses Encryption is a sort of 

a content protecting method of preventing illegal copy redistribution, 

editing and the like of contents provided by a content provider (CP) in a 

manner of transforming data using a specific algorithm); 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0955 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



Application/Control Number: 13/340,623 

Art Unit: 2434 

Page 23 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 21 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: the container files containing 

each of the alternative streams of protected content comprise at least one 

header including the common cryptographic information and information that 

describes the encoding of the stream of protected content; and the top level 

index file identifies the location of the at least one header within each container 

file. {fig. 2 and para 0037 of Schnell discloses file header object 218 

[DRM header element} has the ORM licenses for the protected media 

content, para 0036, written in a file segment 160, which has track 

objects 222 associated with the tracks or video tracks). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 22 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses, wherein the common cryptographic 

information is a set of encryption keys. (Para 0054 of Amini discloses 

encryptor 240 where the streams are encrypted and para 0032. Also see. 

fig, 2; same key is used for different streams i.e. ("common 

cryptographic Information"). 
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The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 23 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: the set of encryption keys is 

encrypted so that it is accessible using cryptographic information obtained by 

the playback device (para 0058 of Thorwirth discloses the content keys 

used to encrypt the content are encrypted using a key unique to a 

specific user or client device); and the method further comprising obtaining 

cryptographic information using the playback device (para 0054, 0044 of 

Amini same key Is used for different streams i.e. ("protecting the 

content")). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 24 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the set of encryption keys is 

encrypted using at least one encryption key; and the playback device securely 

obtains the at least one encryption key (para 0058 of Thorwirth discloses 

copy of the encryption key used for the encryption of the content key is 

delivered securely to the specific user or client device, and furthermore 
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para 0064 of Thorwirth discloses, hashing or encrypting the encrypted 

content and key). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 2 5 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the at least one encryption key 

is encrypted using at least one encryption key included in the cryptographic 

information bound to the playback device. (Para 0058 of Thorwirth the 

content keys used to encrypt the content are encrypted using a key 

unique to a specific user or client device and furthermore para 0058 of 

Thorwirth discloses copy of the encryption key used for the encryption of 

the content key is delivered securely to the specific user or client device) 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 26 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses obtaining the common cryptographic 

information by requesting at least one header of a container file identified in 

the top level index file using the playback device. (Para 0004 of Thorwirth 

discloses sections of files in a container file, different media containers 

for adaptive streaming, and a top level index file identifies a container 
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pointing to a number of alternate streams that contain actual video and 

audio data, para 0009 of Thorwirth). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 27 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: each container file containing 

one of the alternative streams of protected content further comprises an index; 

and the method further comprising: requesting at least a portion of an index 

from the container file using the playback device; identify the portion of the 

container file containing a specific portion of content using the playback device 

and the index; and requesting the identified portion of the container file using 

the playback device. (Para 0058 of Thorwirth discloses a copy of the 

encryption key used for the encryption of the content key is delivered 

securely to the specific user or client device and furthermore para 0064 

of Thorwirth discloses hashing or encrypting the encrypted content and 

key). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 
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Regarding claim 28 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the container files are Matroska 

container files. (Soroushian teaches see fig, le and para 0031, Matroska 

is MKV, discloses Soroushian is in the field of playback and distribution 

systems (abstract) and further teaches wherein the content is stored as 

chunks or elements in a Matroska container (MKV container composed of 

lists, chunks and/or elements). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 29 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the common cryptographic 

information is stored in a common DRM Header element contained within a 

Tracks element within each of the Matroska container files containing the 

alternative streams of protected content. (Para 0052 of Thorwirth discloses 

the chunks are protected using different watermark payloads, i.e. 

"alternative streams of protected content") 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 30 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: the common cryptographic 
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information is a set of encryption keys; and the set of encryption keys is 

encrypted and stored within the DRM Header element. (para 0036 0037 of 

Schnell file header object 218 (DRM header element) has the DRM 

licenses for the protected media content,; tracks objects 22 which has 

the track attributes and segment data to identify the content). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 31 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: the set of encryption keys is 

encrypted so that it is accessible using cryptographic information obtained by 

the playback device and the method further comprising obtaining 

cryptographic information using the playback device. (Para 0058 of 

Thorwirth discloses the content keys used to encrypt the content are 

encrypted using a key unique to a specific user or client device); 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 32 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses further comprising obtaining the DRM 

Header element by requesting a Tracks element from one of the Matroska 

container files identified in the top level index file. (See para 0004 of 
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Thorwirth, different media containers for adaptive streaming, para 

0009 of Thorwirth [background]) and a top level index file identifies a 

container file containing each of the alternative streams and 

furthermore para 0009 of Thorwirth top level Index file pointing to a 

number of alternate streams that contain actual video and audio data,). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 33 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: each Matroska container file 

containing an alternative stream of protected content further comprises an 

index contained within a Cues element and the method further comprises: 

requesting at least a portion of a Cues element from a Matroska container file 

containing one of the alternative streams of protected content using the 

playback device; identifying a portion of the Matroska container file containing 

a specific portion of content using the playback device and at least one 

CueTrackPosition element within the Cues element; and requesting the portion 

of the Matroska container file identified by the at least one CueTrackPosition 

element. (Schnell teaches file index 158 for each me and the 

corresponding segments, para 0031, see fig. 2; and (track objects 222 

has the attributes and information included in a track ("Cues element"), 
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para 0036, 0037 see fig. 2 and includes size, type, mode 10, Index, 

'Algorithm 10 with index. para 0041 and table under it). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 34 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein the index comprises a plurality 

of CueTrackPosition elements that identify the location of a plurality of Cluster 

elements within the Matroska container file. (See fig. le and Para 0031, 

discloses (Matroska is MKV) and furthermore Para 0037 of Soroushian 

table with hierarchical index Identifiers with CUEPOS_ID, table above). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 35 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses wherein: each Cluster element contains 

a plurality of BlockGroup elements including encoded portions of content; a 

CueTrack Position element indexes each Cluster element; and each 

CueTrackPosition element includes the size of the Cluster element that it 

indexes. {fig, 2 para 0031 of Schnellfile index 158for eachfile, and the 

corresponding segments (segments can be interpreted as track elements 

or comprising of cluster element and furthermore fig 2 and para 0036, 
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The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Regarding claim 36 Amini as modified by Thorwirth modified Schnell and 

further modified Soroushian discloses, wherein the alternative streams of 

protected content are alternative streams of protected video (Para 0052 of 

Thorwirth discloses alternative streams of protected content); each of the 

Matroska container files containing an alternative stream of protected video 

includes a DRMinfo element in a BlockGroup element containing a protected 

frame of video {fig, 2 para 0031 of Schnell file index 158 for each file, and 

the corresponding segments (segments can be interpreted as track 

elements or comprising of cluster element and furthermore fig 2 and 

para 0036, 0037 and para 9041 of Schnell teaches size, type, mode ID. 

index, Algorithm ID with index) where the DRMinfo element indicates at 

least a portion of the protected frames of video that is encrypted and identifies 

at least a portion of the common cryptographic information used to access the 

at least one encrypted portion of the protected frame of video; and the method 

further comprising: obtaining a BlockGroup containing a protected frame of 

video using the playback device; parsing the BlockGroup element to obtain a 

DRMinfo element indicating at least a portion of the protected frame of video 
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that is encrypted using the playback device and an encryption key from the set 

of encryption keys; decrypting the at least one encrypted portion of the 

protected frame of video using the playback device and the identified 

encryption key; and decoding the frame of video using the playback device. 

(para 0003 of Soroushian discloses decoding multimedia and present 

audio, video and subtitle information in a synchronized manner and 

furthermore para 0028-0031 of Schnell discloses content server 122 

and a ORM system 118 distribute protected media content 120 to various 

wireless media devices 106). 

The examiner supplies the same rationale for the combination of Amini 

as modified by Thorwirth further in view of Schnell and further in view of 

Soroushian as in claim 9 which is set forth above. 

Conclusion 

Any inquiry concerning this communication or earlier communications 

from the examiner should be directed to ABIY GETACHEW whose telephone 

number is (571)272-6932. The examiner can normally be reached on Monday 

to Friday 8Am to 4:30Pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 

examiner's supervisor, Kambiz Zand can be reached on (571)272-3811. The 

fax phone number for the organization where this application or proceeding is 

assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 

the Patent Application Information Retrieval (PAIR) system. Status information 

for published applications may be obtained from either Private PAIR or Public 

PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see 

http:/ /pair-direct.uspto.gov. Should you have questions on access to the 

Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-

9197 (toll-free). If you would like assistance from a USPTO Customer Service 

Representative or access to the automated information system, call 800-786-

9199 (IN USA OR CANADA) or 571-272-1000. 

/William S. Powers/ 
Primary Examiner, Art Unit 2434 

A.G. 
October 16, 2013 

/ Abiy Getachew/ 
Examiner, Art Unit 2434 
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I ............. : ................ : ................................................................................. ! I BM_ TDB ................ : ......................... : ................. J .......................... : 
r7 'Di ("20090132599").PN. ! U&PGPUB; :DR IOFF 12013/10/09, I i i ! USPAT; USOCR; i i ! 12:41 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I I I BM, TDB , I I I I rB iDi (index with file) with ( alternative I u&R:l"us; rlTH IOFF I 2013/10/09: I : : streams of protected content) ! USPAT; USOCR;: : ! 12:55 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I I I BM, TDB , I I I I r ;D: (index with file) with ( alternative ! U&ffiPUB; :DITH ;[OFF 12013/10/09; I : : streams protected content) ! USPAT; USOCR; : : ! 12:55 : 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
I ............. : ................ : ................................................................................. ! I BM_ TDB ................ : ......................... : ................. J .......................... : ro 'D' (index) with ( alternative streams I U&FG'UB; rlTH '[OFF 12013/10/09; I : : protected content) ! USPAT; USOCR; : : ! 12:55 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I ! I BM, TDB , I I I I r1 iDi (index) with (streams protected I u&R:l"UB; rlTH rFF ]2013/10/w 
I i i content) ! USPAT; USOCR; i i ! 12:55 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·: : ! : 
\ : : \ ' ' : : ~ : 

1 ............ i ............... i .............................................................................. J I_BM_ TDB ............... : ........................ : ................. J .......................... : r ;D: ("20080301734").PN. i U&PGPUB; :DR rFF 12013/10/W I i i ! USPAT; USOCR; i i ! 12:59 i 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
! ............. : ................ : ................................................................................. ! I BM_TDB ................ : ......................... : ................... ! .......................... : 
11S43 1.n1 (index) near20 (streams protected ! U&PGPUB; I.IWITH IIOFF ! 2013/10/091 
I : : content) ! USPAT; USOCR;: : ! 13:02 : 
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! ............ ' ............... ' 1~~~!~='1 ........................ ' '··························' r 'Di (index) near20 (streams protected i U&PGPUB; :DITH '[OFF 12013/10/09; I : : content) .elm. I USPAT; USOCR; : : ! 13:04 : 
I : : I FPRS; EPO; : : ! : 
I i i iJPO; DERWENT;: : ! : 

! ........... ..! .............. ..! ................................................................................. ! I BM_TDB .............. ..i ....................... ..i ................... ! ........................ ..i r6 'D' (index or indexing or indexed) I U&FG'UB; rlTH '[OFF 12013/10/09! I : : near20 (streams with content with ! USPAT; USOCR;: : ! 13:41 : 
I i i protect$3) ! FPRS; EPO; i i ! i 
i i i !JPO· DERWENT·! i i i 
I : : ! I BM~ TDB , : : I : r7 iDi (index or indexing or indexed) I U&FG'UB; rlTH rFF 12013/10/09: I : : near20 (streams with content with ! USPAT; USOCR;: : ! 13:42 : 
! : : protect$3) .elm. ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I __________ __J ______________ __: _______________________________________________________________________________ __! I BM_ TDB ______________ __: ______________________ __J _________________ j ________________________ __: r 'Do : (index or indexing or indexed) i U&PGPUB; :DITH rFF 12013/10/09; I : : near20 (streams with ! USPAT; USOCR;: : ! 13:43 : 
I : : content) .elm. ! FPRS; EPO; : : ! : 
i i i i JPO· DERWENT· i i i i t : : \ ' ' : : ~ : 

! ............. : ................ : ................................................................................ ] IBM_TDB ................ : ......................... : ................... ! .......................... : r9 'D' S48 and (streams with protected I U&FG'UB; IWlTH rFF 12013/10/09! I : \with content) ! USPAT; USOCR;: : ! 13:44 : 
i i i i FPRS- EPO· i i i i 
I : : ! JPO· 'DERWENT·: : ! : I : : ! I BM, TDB , : : I : 
ro 'D'S48 and (streams same encrypted I u&FG'IJB; '[WlTH rFF 12013/10/09; I : : same cryptographic) ! USPAT; USOCR;: : ! 13:45 : 
I : : ! FPRS; EPO; : : ! : 
I i i ! JPO; DERWENT;: : ! : 
I __________ __J ______________ __: _______________________________________________________________________________ __! I BM_ TDB ______________ __: ______________________ __J _________________ j ________________________ __: 

r1 'D'S48 and (encrypted same I U&FG'UB; IWlTH rFF 12013/10/09! I : : cryptographic) ! USPAT; USOCR; : : ! 13:46 : 
i i i i FPRS- EPO· i i i i 
I : : ! JPO· 'DERWENT·: : ! : 
t : : \ ' ' : : ~ : 

! ............. : ................ : ................................................................................ ] IBM_TDB ................ : ......................... : ................... ! .......................... : r2 'D' (index or indexing or indexed) I U&FG'UB; IWlTH rFF 12013/10/09! I : : near20 (streams with content) ! USPAT; USOCR; : : ! 14:05 : 
I : : near20 (protected with content ! FPRS; EPO; : : ! : 
I : : with cryptographic) ! JPO; DERWENT;: : ! : 
I : : ! I BM TDB : : ! : 
r3 'Di ("20030078930").PN. ! US-ffiPUB; :DR rFF 12013/10/09, 
i i i i USPAT· USOCR· i i i 14·06 i I I I I FPRS; EPO; , I I I . I 
I i : !JPO; DERWENT;: : ! : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : _________________ j __________________________ : r4 'D' (index or indexing or indexed) I U&FG'UB; IWlTH rFF 12013/10/09! I : : near20 (protected with content ! USPAT; USOCR; : : ! 14:08 : 
I : : with cryptographic) ! FPRS; EPO; : : ! : 
i i i i JPO· DERWENT i i i i I : : ! I BM, TDB , : : I : rs iDo !(index or indexing or indexed) I u&FG'IJB; IWlTH rFF ]2013/10/w 
I : : near20 (content with ! USPAT; USOCR; : : ! 14:08 : 
I : : cryptographic) ! FPRS; EPO; : : ! : 
i i i ! JPO· DERWENT i i i i 
\ ' ' ' ' ' ' ' ~ ' 

1 ............ : ............ , .. : .............................................................................. J I_BM_TDB ............ , .. : ........................ : ................ ,J .......................... : 
11856 :.n:.l(index or indexing or indexed) 11us-PGPUB; :.IWITH :IOFF '12013/10/09:. 
I : : near20 (streams with content) ! USPAT; USOCR; : : ! 14:08 : 
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1 ............. , ................ 1 ~=~~~)~~i~nt:ithl ~)!~~'I ......................... , ................... ' , r7 'D' (index or indexing or indexed) ; U&FG'UB; rlTH '[OFF 12013/10/09; I : : near20 (streams) near20 (content I USPAT; USOCR;: : ! 14:08 : 
I : : with cryptographic) I FPRS; EPO; : : ! : 
i i i !JPO· DERWENT·! i i i 
I I I I I BM~ TDB , I I I I IDs !Di (·i-~d~~--~;--i-~d~~i-~g--~~--i-~d~~~d·)----------·--; u&.PGPUB·;------------;01 TH !OFF 12·0·1·31·1·01.ogj 
i : : near20 (streams) near20 ! USPAT; USOCR;: : i 14:09 : 
I : : (cryptographic) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 

I __________ ___: ______________ __: ------------------------------------------------------------------------------·__! I BM_ TDB ______________ __: ______________________ ___: _________________ j ________________________ __: r9 'D' (index or indexing or indexed) I U&FG'UB; IWlTH rFF 12013/10/09; I : : near20 (streams) with (content ! USPAT; USOCR;: : ! 14:10 : 
I : : with cryptographic) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 

! _____________ : ________________ : -------------------------------------------------------------------------------- j I BM_ TDB ________________ : _________________________ : ----------------·-- ! __________________________ : ro 'D3 ; (index or indexing or indexed) I U&FG'UB; IWlTH rFF 12013/10/09; I : : near20 (streams same protect$3) ! USPAT; USOCR;: : ! 14:11 : 
i i i i FPRS- EPO· i i i i 
I : : ! JPO· 'DERWENT·: : ! : I I I ! I BM, TDB , I I I I r ,
0

8 : ("5465353" I "5613004" I ! U&ffiPUB; :DR rFF 12013/10/W I i i "5664016" I "5689639" I ! USPAT; USOCR i i ! 14:21 i 

1 ............. 1 ................ 1 ;~i~J~JJ;!.: ~~~~
02

" 
1 

......................... 1 ...................................... 1 ......................... 1 J .......................... 1 r2 'D' (streams with content) near20 I U&FG'UB; IWlTH rFF 12013/10/09; I : : (protected with content with ! USPAT; USOCR;: : ! 14:41 : 
I : : cryptographic) ! FPRS; EPO; : : ! : 
i i i i JPO· DERWENT· i i i i I I I ! I BM, TDB , I I I I 

r;3 r490 i ( client with application same I U& FG'\Js; r TH rFF 12013/ 1 0/ 09 i 
I i !processor) !USPAT;USOCR;i i !15:13 i 
i i i ! FPRS- EPO· i i i i 
I : : ! JPO· 'DERWENT·: : ! : I I I ! I BM, TDB , I I I I r 'Di (client with application same ! U&ffiPUB; :DR rFF 12013/10/09; I : : processor) with (index or indexing ! USPAT; USOCR;: : ! 15:16 : 
I : : or indexed) near20 (Streams with ! FPRS; EPO; : : ! : 
I : : content with encryp$3) ! JPO; DERWENT;: : ! : 
I ____________ _: _______________ _: ------------------------------------------------------------------------------·__! I BM_ TDB _______________ _: ________________________ _: __________________ _] _________________________ _: rs 'D8 : (client with application same ! U&PGPUB; :DR rFF 12013/10/09; I : : processor) with (index or indexing ! USPAT; USOCR;: : ! 15:16 : 
I : : or indexed) ! FPRS; EPO; : : ! : 
i i i i JPO· DERWENT· i i i i I I I ! I BM, TDB , I I I I r6 iDi (client with application same ! U&ffiPUB; iDR rFF ]2013/10/09i I : : processor) with (index or indexing ! USPAT; USOCR;: : ! 15:17 : 
I : : or indexed) near20 (Streams with ! FPRS; EPO; : : ! : 
! : : encryp$3) ! JPO; DERWENT;: : ! : 

I ____________ : """"""'": """""""""""""""""""""""""""""""""""""""___! I_BM_ TDB """"""'": """""""""""": """""""""_! """"""""""""": r 'Di (client with application same ! U&PGPUB; :DR rFF 12013/10/W I : : processor) with (index or indexing ! USPAT; USOCR;: : ! 15:17 : 
I : : or indexed) near20 (Streams with ! FPRS; EPO; : : ! : 
I : : cryptographic) ! JPO; DERWENT;: : ! : 
! ............. : ................ : ................................................................................. ! I BM_TDB ................ : ......................... : ................... ! .......................... : 

11868 1.n1. (client with application same ! U&PGPUB; I.IOR IIOFF ! 2013/10/091 
I : : processor) with (index or indexing ! USPAT; USOCR;: : ! 15:18 : 
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1 ............ ' ............... 1 :rin::x:) n:r::(cry:to:r:hic)I ~~~!~=;I ........................ '···················' .......................... , r ;D2 : (client with application same i U&PGPUB; :DR IOFF I 2013/10/09; I : : processor) with (index or indexing I USPAT; USOCR; : : ! 15: 19 : 
I : : or indexed) near20 (Stream$3) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 

! ........... ..! .............. ..! ................................................................................ .! I BM_TDB .............. ..i ....................... ..i ................... 1 ........................ ..i ro 'Di (client with application same ! U&PGPUB; :DR '[OFF I 2013/10/09; I : : processor) with (index or indexing ! USPAT; USOCR; : : ! 15: 19 : 
I : : or indexed) near20 (protect with ! FPRS; EPO; : : ! : 
i i i Stream$3) i JPO· DERWENT· i i i i I I I I I BM~ TDB , I I I I 
r1 ioi (client with application same ! U&PGPUB; iDR i[OFF 12013/10/09i 
I : : processor) with (index or indexing ! USPAT; USOCR; : : ! 15:20 : 
I : : or indexed) near20 (protect same I FPRS; EPO; : : j : 
I : : Stream$3) ! JPO; DERWENT;: : ! : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : r2 ;D: (client with application same i U&PGPUB; :DR IOFF 12013/10/W I : : processor) with (index or indexing ! USPAT; USOCR; : : ! 15:21 : 
I : : or indexed) near20 (Stream$3) and! FPRS; EPO; : : ! : 
I : : (cryptographic with information) ! JPO; DERWENT;: : ! : 

! ............ .! ............... .! ................................................................................ ] I BM_TDB ............... .! ........................ .! ................... 1 ......................... .1 r3 'Di (client with application same ! U&PGPUB; :DR '[OFF 12013/10/09, I : : processor) with (index or indexing ! USPAT; USOCR; : : ! 15:21 : 
I : : or indexed) near20 (Stream$3) and! FPRS; EPO; : : ! : 
I : : (cryptographic) I JPO; DERWENT;: : I : 
I : : ! I BM TDB : : ! : r4 'Di (application same processor) with ! U&A3PUB; :DR '[OFF 12013/10/09, 
i : : (index or indexing or indexed) I USPAT; USOCR; : : i 15:21 : 
I : : near20 (Stream$3) and ! FPRS; EPO; : : ! : 
I : : (cryptographic) ! JPO; DERWENT;: : ! : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : r5 'Di (processor) with (index or indexing! U&PGPUB; :DR IOFF 12013/10/09; I : : or indexed) near20 (Stream$3) ! USPAT; USOCR; : : ! 15:23 : 
I : : same (protected with content ) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 

! ............ .! ............... .! ................................................................................ ] I BM_TDB ............... .! ........................ .! ................... 1 ......................... .1 r6 'Di (processor) with (index or indexing! U&PGPUB; :DR '[OFF 12013/10/09; I : : or indexed) near20 (Stream$3) ! USPAT; USOCR; : : ! 15:24 : 
I : : same (protected) I FPRS; EPO; : : I : 
i i i IJPO· DERWENT·! i i i I I I ! I BM, TDB , I I I I r7 'D9 : (index or indexing or indexed) ! U&A3PUB; :DR '[OFF 12013/10/09; 
I : : near20 (Stream$3) same I USPAT; USOCR; : : j 15:24 : 
I : : (protected) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : _________________ j __________________________ : 

rB 'D:IS55 and S77 ! U&PGPUB; :DR '[OFF 12013/10/09; I i i I USPAT; USOCR; i i l 15:25 i 
i i i I FPRS· EPO· i i i i 

I_I_I___J~~~I_I_J_I 
rg 'Di (plurality with alternative with ! U&PGPUB; :DR '[OFF ]2013/10/09, I : : streams with protected with ! USPAT; USOCR; : : ! 17:50 : 
i i i content) i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : 
\ ' ' ' ' ' ' ' ~ ' 

1 ............ : ............ , .. : .............................................................................. J I_BM_TDB ............ , .. : ........................ : ................ ,J .......................... : 
llsso :.1308 :.!(plurality with alternative with !IU&PGPUB; :.IOR :IOFF !12013/10/09:. 
! : : streams) I USPAT; USOCR; : : j 17:50 : 

file:///CI/U sers/agetachew/Documents/e-Red%20Folder/13340623/EASTSearchHistory. l 3340623 _Accessible Version.htm[ 10/16/2013 5 :57 :28 PM] 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0977 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



EAST Search History 

I , , 1~)!~~1 , . , r1 'Di (plurality with alternative with : U&PGPUB; :DR '[OFF 12013/10/09, I : : streams)same ( cryptographic with I USPAT; USOCR; : : ! 17:51 : 
I : : information) I FPRS; EPO; : : ! : 
i i i !JPO· DERWENT·! i i i 
I I I I I BM~ TDB , I I I I 

ID2 !Di (pl·~;~;;t·~--;;t·h--~lt·~-~~~t·i~~·;·i-th"""""'"j U&.PGPUB';""""""jDR !OFF 120·1·31'1'01'09! 
I : : streams)same (cryptographic) ! USPAT; USOCR;: : i 17:51 : 
I I I I FPRS; EPO; I I I I 
I i i !JPO; DERWENT;: : ! : 
I _____________ : ________________ : ------------------------------------------------------------------------------·--! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : 

r3 'Di (plurality with alternative with ! U&PGPUB; :DR '[OFF I 2013/10/09! I : : streams) near20 (content with ! USPAT; USOCR;: : ! 17:52 : 
I : : encryp$3) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
! ____________ _: _______________ _: -------------------------------------------------------------------------------- j I BM_ TDB _______________ _: ________________________ _: ----------------·-- ! _________________________ _: r 'Di (plurality with alternative with ! U&PGPUB; :DR '[OFF 12013/10/09! I : : streams) near20 (encryp$3) ! USPAT; USOCR;: : ! 17:52 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I I I BM, TDB , I I I I r5 'Di (plurality with alternative with ! U&ffiPUB; :DR '[OFF 12013/10/09, I : : streams) near20 (key or encryption! USPAT; USOCR; : : i 17:54 : 
I : : or decryption or code or encryp$3) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I _____________ : ________________ : ------------------------------------------------------------------------------·--! I BM_ TDB ________________ : _________________________ : __________________ _] __________________________ : r6 'Di (plurality with alternative with ! U&PGPUB; :DR '[OFF 12013/10/09! I : : streams) near20 (protect$3) ! USPAT; USOCR; : : ! 17:56 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I ! I BM, TDB , I I I I 

r87 r731 i (plurality with streams) I u&R:l"us; iDR IOFF l2013/10/09i 
I i i ! USPAT; USOCR; i i ! 17:56 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I ! I BM, TDB , I I I I r 'D1 i (plurality with streams)same ! U&ffiPUB; :DR '[OFF 12013/10/09: 
I : : (cryptographic) ! USPAT; USOCR; : : ! 17:56 : 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
I _____________ : ________________ : ------------------------------------------------------------------------------·--! I BM_ TDB ________________ : _________________________ : __________________ _] __________________________ : 

rg 'D7 : (plurality with streams) near20 ! U&PGPUB; :DR '[OFF 12013/10/09! I : : (cryptographic) ! USPAT; USOCR; : : ! 17:56 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·! : ! : I I I ! I BM, TDB , I I I I ro iDi (plurality with streams) near20 ! U&ffiPUB; iDR IOFF ]2013/10/09i I : : (protect$3 same cryptographic) ! USPAT; USOCR; : : ! 17:57 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'DERWENT·: : ! : 
\ : : \ ' ' : : ~ : 

! ____________ : ------------·--: ------------------------------------------------------------------------------___! I_BM_ TDB ------------·--: ------------------------: ___________________ ! --------------------------: r 'D7 :[S88 and S89 ! U&PGPUB; :DR '[OFF 12013/10/W I i i ! USPAT; USOCR; i i ! 17:57 i 
I I I ! FPRS; EPO; I I ! I 

! ............. 1 ................ 1 ................................................................................. 1 {~~f~;:~~~'..1 ......................... 1 .................. J .......................... 1 
IIS92 1.n1.1(Request) with (index) near20 ! U&PGPUB; I.IOR IIOFF ! 2013/10/091 
I : : (plurality with streams) ! USPAT; USOCR; : : ! 18:01 : 

file:///CI/U sers/agetachew/Documents/e-Red%20Folder/13340623/EASTSearchHistory. l 3340623 _Accessible Version.htm[ 10/16/2013 5 :57 :28 PM] 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 0978 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



EAST Search History 

! ............ ' ............... ' 1~~~!~='1 ........................ ' '··························' r 'Di (Request) with (index) near20 i U&PGPUB; :DR '[OFF I 2013/10/09; I : : (plurality with streams)same I USPAT; USOCR; : : ! 18:02 : 
I : : (cryptographic) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 

! ........... ..! .............. ..! ................................................................................ .! I BM_TDB .............. ..i ....................... ..i ................... 1 ........................ ..i r4 'Di (index) near20 (plurality with ! U&PGPUB; :DR '[OFF I 2013/10/09! I : : streams)same ( cryptographic) ! USPAT; USOCR; : : ! 18:02 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
I I I I I BM~ TDB , I I I I r5 iDi (Request) with (index) near20 ! U&PGPUB; iDR i[OFF 12013/10/09: I : : (protect$3 same cryptographic) ! USPAT; USOCR; : : ! 18:03 : 
I : : ! FPRS; EPO; : : ! : 
I i : !JPO; DERWENT;: : j : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : r 'D7 : (index) near20 (protect$3 same i U&PGPUB; :DR '[OFF 12013/10/09; I : : cryptographic) ! USPAT; USOCR; : : ! 18:03 : 
I I I I FPRS; EPO; I I ! I 
! : : iJPO; DERWENT;: : j : 
! ............ .! ............... .! ................................................................................ ] I BM_TDB ............... .! ........................ .! ................... 1 ......................... .! r7 'Di (plurality with streams) near20 ! U&PGPUB; :DR '[OFF I 2013/10/09; I : : (index) near20 (protect$3 same ! USPAT; USOCR; : : ! 18:03 : 
I : : cryptographic) I FPRS; EPO; : : I : 
i i i !JPO· DERWENT·! i i i I I I ! I BM, TDB , I I I I rB 'Di (streams) near20 (index) near20 ! U&A3PUB; :DR '[OFF I 2013/10/09; I : : (protect$3 same cryptographic) I USPAT; USOCR; : : i 18:04 : 
I I I ! FPRS; EPO; I I I I 
I i : !JPO; DERWENT;: : j : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : r9 'D8 i (streams) near20 (protect$3 same ! U&PGPUB; :DR '[OFF I 2013/10/09! I : : cryptographic) ! USPAT; USOCR; : : ! 18:04 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
t : : \ ' ' : : ~ : 

! ............ .! ............... .! ................................................................................ ] I BM_TDB ............... .! ........................ .! ................... 1 ......................... .! 
r01 'D3 : (streams with protected with video! U&PGPUB; :DR rFF 12013/10/10; 
I i :same ORM) I USPAT; USOCR; i i ! 10:15 i 
i i i I FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 
r102 'Di (streams with protected with video ! U&A3PUB; :DR '[OFF 12013/10/10! 
! : : same ORM) same (ORM same I USPAT; USOCR;: : j 10:15 : 
I : : encrypt$4) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : _________________ j __________________________ : 

r03 'Di (streams with protected with video! U&PGPUB; :DR '[OFF 12013/10/10! I : :same ORM) near20 (encrypt$4) ! USPAT; USOCR;: : ! 10:16 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 
r04 ioi (memory with client with ! U&A3PUB; iDR IOFF ]2013;10110! I : : application) near20 (streams with ! USPAT; USOCR;: : ! 10:18 : 
I : : protected with video same ORM) ! FPRS; EPO; : : ! : 
I i i !JPO; DERWENT;: : j : 
1 ............ : ............ , .. : .............................................................................. J I_BM_TDB ............ , .. : ........................ : ................ , .. ! .......................... : 

11s105 :.n:.l(memory same application) near20 11u&PGPUB; :.IOR :IOFF '12013/10/10\. 
I : : (streams with protected with video I USPAT; USOCR;: : j 10:19 : 
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1 ............. , ................ 1:·::1 1~)!~~'1 ......................... , ................... ' ; 
r06 'Di (client with application) near20 : U&PGPUB; :DR '[OFF 12013/10/,0, I : : (streams with protected with video I USPAT; USOCR;: : ! 10:19 : 
I : : same ORM) I FPRS; EPO; : : ! : 
i i i !JPO· DERWENT·! i i i 
I I I I I BM~ TDB , I I I I 

10107 iDi (Appli~~ti~~)---~~~~20 __ (.~t-~-~~;~--:;;;t·h--·; u&.PGPus·;------------;DR ;OFF 120·1-31·1·0;·1·0; 
I : : protected with video same ORM) ! USPAT; USOCR; : : i 10:20 : 
I I I I FPRS; EPO; I I I I 
I i i !JPO; DERWENT;: : ! : 
I _____________ : ________________ : ------------------------------------------------------------------------------·--! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : 

rOB 'Di (Application) same (streams with ! U&PGPUB; :DR '[OFF 12013/10/10! I : : protected with video same ORM) ! USPAT; USOCR; : : ! 10:20 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
t : : \ ' ' : : ~ : 
! ____________ _: _______________ _: -------------------------------------------------------------------------------- j I BM_ TDB _______________ _: ________________________ _: ----------------·-- ! _________________________ _: rag 'Di (processor) same (streams with ! U&PGPUB; :DR '[OFF 12013/10/10! I : : protected with video same ORM) ! USPAT; USOCR; : : ! 10:23 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I I I BM, TDB , I I I I 

r11 'Di (application with configures with ! U&ffiPUB; :DR '[OFF 12013/10/,0, 
I : : processor) same (streams with ! USPAT; USOCR; : : i 10:24 : 
I : : protected with video same ORM) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I ____________ _: _______________ _: ------------------------------------------------------------------------------·__! I BM_ TDB _______________ _: ________________________ _: __________________ _] _________________________ _: 

r112 'Di (application same processor) same! U&PGPUB; :DR '[OFF 12013/10/10! I : : (streams with protected with video ! USPAT; USOCR; : : ! 10:25 : 
I : : same ORM) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i I I I ! I BM, TDB , I I I I 

r113 !Di (application same processor) and ! U&ffiPUB; iDR IOFF 12013/10/10: I : : (streams with protected with video ! USPAT; USOCR; : : ! 10:25 : 
i i i same ORM) i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 

r Wo: .. 13235729" ! U&ffiPUB; :DR !10FF I 2013/10/10! I : : ! USPAT; USOCR; : : ! 12:26 : 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
I ____________ _: _______________ _: ------------------------------------------------------------------------------·__! I BM_ TDB _______________ _: ________________________ _: __________________ _] _________________________ _: 

r115 'Di (streams with protected with video! U&PGPUB; :DR rFF 12013/10/10! I : :same ORM) near20 (Matroska) ! USPAT; USOCR;: : ! 14:14 : 
i i i i FPRS- EPO· i i i i 
I : : ! JPO· 'oERWENT·: : ! : I I I ! I BM, TDB , I I I I 

r 16 !Di ( streams same video same ORM) ! U& ffiPUB; iDR rFF ] 2013/ 10/ 10! 
I i i near20 (Matroska) ! USPAT; USOCR; i i ! 14:15 i 
i i i ! FPRS- EPO· i i i i 
I : : ! JPO· 'oERWENT·: : ! : 
\ : : \ ' ' : : ~ : 

I ____________ : """"""'": """""""""""""""""""""""""""""""""""""""___! I_BM_ TDB """"""'": """""""""""": """""""""_! """"""""""""": 
r 17!DO i ( streams same video) near20 ! U& PGPUB; :DR rFF i 2013/10/1 Di I : :(Matroska) !USPAT;USOCR;: : !14:15 : 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
! ............. : ................ : ................................................................................. ! I BM_TDB ................ : ......................... : ................... ! .......................... : 

11s11s 1.n1. S117 and (ORM with Header same ! U&PGPUB; I.IOR IIOFF ! 2013/10/101 
I : :Tracks) !USPAT;USOCR;j : !14:16 : 
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! ............ ' ............... ' 1~~~!~='1 ........................ ' '··························' r 19 'Do : (ORM with Header same Tracks) i U&PGPUB; :DR '[OFF I 2013/10/10; I i i I USPAT; USOCR; i i ! 14:16 i 
I : : I FPRS; EPO; : : ! : 
I i i iJPO; DERWENT;: : ! : 
! ........... ..! .............. ..! ............................................................................... ..! I BM_ TDB .............. ..i ....................... ..! ................... ! ........................ ..i r20 'Di S119 and (streams same video) ! U&PGPUB; :DR '[OFF I 2013/10/10! I : : near20 (Matroska) ! USPAT; USOCR;: : ! 14:17 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
I : : ! I BM~ TDB , : : I : 
r21 iDi S119 and (streams) near20 ! U&PGPUB; iDR i[OFF 12013/10/10: 
i i i (Matroska) i USPAT· USOCR· i i i 14·17 i I I I I FPRS; EPO; , I I I . I 
I i i !JPO; DERWENT;: : ! : 
! _____________ ! ________________ ! ---------------------------------------------------------------------------------! I BM_ TDB ________________ ! _________________________ ! ___________________ ! __________________________ ! r22 'Di S119 and (Matroska) ! U&PGPUB; :DR '[OFF I 2013/10/10; I : : ! USPAT; USOCR;: : ! 14:17 : 
I : : ! FPRS; EPO; : : ! : 
I i : !JPO; DERWENT;: : ! : 
! ............ .i ............... .i ................................................................................ l I BM_TDB ............... .i ........................ .i ................... ! ......................... .! 
r23 'Di ("20060245727").PN. ! U&PGPUB; :DR IOFF 12013/10/10; I i i ! USPAT; USOCR; i i ! 14:21 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I : : ! I BM, TDB , : : I : 
r24 'Di ORM same (streams same video) ! U&A3PUB; :DR '[OFF I 2013/10/10; ! : : near20 (Matroska) ! USPAT; USOCR;: : ! 14:27 : 
I : : ! FPRS; EPO; : : ! : 
I i i !JPO; DERWENT;: : ! : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : 
r25 'Di index same (streams same video) ! U&PGPUB; :DR '[OFF 12013/10/10! I : : near20 (Matroska) ! USPAT; USOCR;: : ! 14:28 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
t : : \ ' ' : : ~ : 

! ............ .i ............... .i ................................................................................ l I BM_TDB ............... .i ........................ .i ................... ! ......................... .! r26 'Do : (Matroska with container with ! U&PGPUB; :DR '[OFF I 2013/10/10; 
I i i files) ! USPAT; USOCR; i i ! 14:34 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I : : ! I BM, TDB , : : I : 
r127 'D' S126 and (index or indexing or I u&R:l"UB; rlTH '[OFF 12013/10/10! I : : indexed) near20 (content with ! USPAT; USOCR;: : i 14:35 : 
I : : cryptographic) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : _________________ j __________________________ : 

r28 'D7 !S126 and (index or indexing or I U&FG'UB; rlTH '[OFF 12013/10/10! I : : indexed) ! USPAT; USOCR; : : ! 14:35 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I : : ! I BM, TDB , : : I : 
r29 iDo i S117 and (streams same video) ! U&A3PUB; iDR IOFF ] 2013;10110! 
I i i near20 (Matroska) ! USPAT; USOCR; i i ! 14:52 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
\ ' ' ' ' ' ' ' ~ ' 

1 ............ : ............ , .. : .............................................................................. J I_BM_TDB ............ , .. : ........................ : ................ , .. ! .......................... : 
11s130 :.ni.1s129 and (index or indexing or 11u&PGPUB; :.IOR :IOFF '12013/10/10\. 
I : : indexed) near20 (Stream$3) same ! USPAT; USOCR;: : ! 14:55 : 
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I ; t:rot:::) I ~)!~~l ; , : 
r31 'Di S129 and (index or indexing or : U&PGPUB; :DR '[OFF 12013/10/10; I : : indexed) same (Stream$3) same I USPAT; USOCR;: : ! 14:56 : 
I : : (protected) I FPRS; EPO; : : ! : 
i i i !JPO· DERWENT·! i i i 
I I I I I BM~ TDB , I I I I 

r132 iDi S129 and (Stream$3) same ! U&PGPUB; iDR i[OFF 12013;10110! ! : : (protected) ! USPAT; USOCR;: : ! 14:56 : 
I I I I FPRS; EPO; I I ! I 
I i i !JPO; DERWENT;: : ! : 
I _____________ : ________________ : ------------------------------------------------------------------------------·--! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : 

r133 'D6 : S129 and (index or indexing or ! U&PGPUB; :DR '[OFF I 2013/10/10! I : : indexed) ! USPAT; USOCR;: : ! 14:56 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
t : : \ ' ' : : ~ : 

! ............ J ............... J ................................................................................ j I BM_ TDB ............... J ........................ J ................... ! ......................... J r34 'Di S129 and (processor) with (index ! U&PGPUB; :DR '[OFF I 2013/10/10; I : : or indexing or indexed) ! USPAT; USOCR;: : ! 14:57 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 

r35 'Di (streams with protected) near20 ! U&ffiPUB; :DR '[OFF 12013/10/10; 
! : : (Matroska) ! USPAT; USOCR;: : ! 14:57 : 
I I I ! FPRS; EPO; I I ! I 
I i i !JPO; DERWENT;: : ! : 
I ............. : ................ : ................................................................................. ! I BM_ TDB ................ : ......................... : ................. J .......................... : r36 'Di S125 and (streams same video) ! U&PGPUB; :DR '[OFF I 2013/10/10! I : : near20 (Matroska) ! USPAT; USOCR;: : ! 14:58 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 

r137 iDi S125 and (streams) near20 ! U&ffiPUB; iDR IOFF 12013/10/10: 
I i i (Matroska) ! USPAT; USOCR; i i ! 14:59 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 

r38 'D1 i (streams) near20 (Matroska) ! U&ffiPUB; :DR '[OFF 12013/10/10: I i i ! USPAT; USOCR; i i ! 15:00 i 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
I ............. : ................ : ................................................................................. ! I BM_ TDB ................ : ......................... : ................. J .......................... : r39 'Di (ORM with Header) near20 ! U&PGPUB; :DR '[OFF 12013/10/10! I : : (Matroska) ! USPAT; USOCR; : : ! 15:01 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I I I ! I BM, TDB , I I I I 

r40 iDi (ORM) near20 (Matroska) ! U&ffiPUB; iDR IOFF ]2013;10110! 
I i i ! USPAT; USOCR; i i ! 15:01 i 
i i i ! FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·: : ! : 
\ : : \ ' ' : : ~ : 

! ............ : ............... : .............................................................................. J I_BM_ TDB ............... : ........................ : ................. J .......................... : 
r41 'Di (ORM) same (Matroska) ! U&PGPUB; :DR '[OFF 12013/10/10; I i i ! USPAT; USOCR; i i ! 15:02 i 
I I I ! FPRS; EPO; I I ! I 
I i : !JPO; DERWENT;: : ! : 
! ............. : ................ : ................................................................................. ! I BM_TDB ................ : ......................... : ................... ! .......................... : 

11s1421.n1 (ORM with Header same ! U&PGPUB; I.IOR IIOFF ! 2013/10/101 
I : : cryptographic) ! USPAT; USOCR; : : ! 15:49 : 
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! ............ ' ............... ' 1~~~!~='1 ........................ ' '··························' 
r43 'Do : (ORM same Header same i U&PGPUB; :DR '[OFF I 2013/10/10; I : : cryptographic) I USPAT; USOCR; : : ! 15:50 : 
I : : I FPRS; EPO; : : ! : 
I i i iJPO; DERWENT;: : ! : 
! ........... ..! .............. ..! ............................................................................... ..! I BM_ TDB .............. ..i ....................... ..! ................... ! ........................ ..i r44 'Di (streams) near20 (Matroska) ! U&PGPUB; :DR '[OFF I 2013/10/10! I : : near20 (ORM same Header same ! USPAT; USOCR;: : ! 15:50 : 
I i i cryptographic) ! FPRS; EPO; i i ! i 
i i i !JPO· DERWENT·! i i i 
I : : ! I BM~ TDB , : : I : 
r45 iDi (Matroska) near20 (ORM same ! U&PGPUB; iDR i[OFF 12013/10/10: I : : Header same cryptographic) ! USPAT; USOCR; : : ! 15:51 : 
I : : ! FPRS; EPO; : : ! : 
I i i !JPO; DERWENT;: : ! : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : 

r46 'Di (ORM same Header same i U&PGPUB; :DR '[OFF I 2013/10/10; I : : cryptographic) near20 (Matroska) ! USPAT; USOCR; : : ! 15:51 : 
I : : ! FPRS; EPO; : : ! : 
I i : !JPO; DERWENT;: : ! : 
! ............ .i ............... .i ................................................................................ l I BM_TDB ............... .i ........................ .i ................... ! ......................... .! r47 'Di (ORM same cryptographic) near20 ! U&PGPUB; :DR '[OFF 12013/10/10; I : : (Matroska) ! USPAT; USOCR; : : ! 15:51 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I : : ! I BM, TDB , : : I : 
r48 'Di (ORM same Header same ! U&A3PUB; :DR '[OFF 12013/10/10; I : : cryptographic) same (Matroska) ! USPAT; USOCR; : : i 15:51 : 
I : : ! FPRS; EPO; : : I : 
I i i !JPO; DERWENT;: : ! : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : ___________________ ! __________________________ : 

r49 'Di (ORM same Header same ! U&PGPUB; :DR '[OFF 12013/10/10! I : : cryptographic) and (Matroska) ! USPAT; USOCR; : : ! 15:52 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : 
t : : \ ' ' : : ~ : 

! ............ .i ............... .i ................................................................................ l I BM_TDB ............... .i ........................ .i ................... ! ......................... .! r50 'D4 : (bitrate with stream$4) same ! U&PGPUB; :DR '[OFF 12013/10/15! I : : (alternative with streams) ! USPAT; USOCR; : : ! 10:46 : 
i i i i FPRS· EPO· i i i i 
I : : !JPO· 'oERWENT·i : ! : I : : ! I BM, TDB , : : I : 
r51 'Di (bitrate with stream$4) same ! U&A3PUB; :DR '[OFF 12013/10/15! 
I : : (alternative with streams) same ! USPAT; USOCR; : : i 10:46 : 
I : : (protected with content) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i t : : \ ' ' : : ~ : 
I _____________ : ________________ : _________________________________________________________________________________ ! I BM_ TDB ________________ : _________________________ : _________________ j __________________________ : 

r52 'Di (bitrate with stream$4) same ! U&PGPUB; :DR '[OFF 12013/10/15! I : : (alternative with streams) same ! USPAT; USOCR; : : ! 10:47 : 
I : : (protected cryptographic) ! FPRS; EPO; : : ! : 
i i i iJPO· DERWENT·! i i i I : : ! I BM, TDB , : : I : 
r53 iDi (bitrate with stream$4) same ! U&A3PUB; iDR IOFF ]2013/10/15: I : : (alternative with streams) same ! USPAT; USOCR; : : ! 10:47 : 
I : : (protected crypto$5) ! FPRS; EPO; : : ! : 
i i i !JPO· DERWENT·! i i i 
\ ' ' ' ' ' ' ' ~ ' 

1 ............ : ............ , .. : .............................................................................. J I_BM_TDB ............ , .. : ........................ : ................ , .. ! .......................... : 

11s154 :.n:.1713/160.ccls. and (bitrate with 11u&PGPUB; :.IOR :IOFF '12013/10/16:. 
I : :stream$4)same(alternativewith !USPAT;USOCR;: : !15:16 : 
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: streams) same (protected : FPRS; EPO; i crypto$5) ! JPO; DERWENT;! 
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! :~ppit(.~)fa::: :.x·:~1~igt:1.:....:::;. ni~;. p1cc:~&s:..x ~r:< rf::-:~::-...·\.~ ~~'"..·Uf\.':f: f::..:nt~:::t {~: s~n::::;1m s,x:::..~-2: ~·.-1(~ (-.::,3:·;. unf:t\~·.(K~1.:-::..~ ;.:~-:GB~~J H1:is [fr..::·::~:s] t:..; 't:'k; ! 

! ;~~;!~;:"~\;~~:;~::(:;,;.E~:i~~~'.~;~:: ~;;;~:~~~:~~~:;;:::;~~:~:1:~:~~:~~~;;~~;;;~:
1''~~~~:~;~~~';,t~~~~~~:~Er:~::~:~~~~~~:1~'~,,~:::~~;-~::,~:,~:::;:,::,~:'.::,,, I 

: c· \ ~> (', -~.,,,\~ '!~~~::- ~--~ ~~ <., .. '/..;;"' ::::, . ..;;,,...;,:,.:_ ~ .. ,,,;, ~Kr'). <"~XS ~g. ·:\ .:~: ,:J , ~:~..t~:t.' 'b.::: p .... : .... '\:, ti~·~\•:•-..-.,,\,'< ,<" 1l •'\,·S~~ .: . t.· 1• t.) )'N: :' ~ ·:::.'n:0 ,:,:,.: vJt ~~~~ ,'..•:' ~ I Gt}:pt-:.1~1;::-:phlc: i:-:ff..:-::w~:i):": U::i:n-::::: k~:y :~s U&t:d iq:· d:ii~:r~:::1 sk~:;::-::-r:s, ::.~;~:B t:t:t~-\ (Ki.:~.:~ fpro~Bc~;n;1 th& t-::..x~t:::nt]}. I 
1 ~~ffirE~:;:;;1'.§gj~f gfr~~;:11t i::rf f El~)~IEt ;§t:i;if i11?E~~~~=£::: 1 

~::~~-:rypt:::d) p::::-:.~ 00:~·~:: S'3\.~ ii§ :~:: ~~~rn~~ kt:y i~,; Ut~;d k:"t' ()in\xt:::i str~;:;-:m'.$ [\.::·..:mnr.::: i·.::'},.p~t!Q(}1;"::'\1G i1:fr.;1p1:~:_:r:.;p,:]_ p;31:_...; (){)~i.:~}:. ~,~1G,Jd!:')~ ~~;~; j 
301.I• ·..._ '8 ,._.,,, W.2, •1.~ > -~ j .. ':..~:-..r~:·· ....... \::,~: \,.b,m\::, ':"~"":'...,:...:ii'·$ -.. m!I ~~ ··~:· .... , ~ -~. \s: ).~./:\(• s,~1.:!:.':'"'\ ... , . '- .. -...~ ~~~-:.t _ 1 t~'-·n}: ,.',,3 NJ•J. ,G •3Y~.;~.· ..::~ 't ~m ... 1.~ · •• 3, ,, •. ~. ".t ·: .......... ;\ : 

~~~rn~~:·~~:~:: :1~l~~;i~~~f;. ~:~>:'-~~i~:;::~:.:~:~'\3: ~~;ts A~nl'.:. J;~:.~~ .... ~~:~~~:~~~:~: t~: ::1l:t~'.p~~; str~:~:~~~:p~~:~:, 0~3:.~/: is~~-~~ !iJ~:~~i:: r~:;::Jf~:~~t:~~~;:·i~~ p-~& .;~s:..~:~::t:·· -_:f I 
,;t,,,;;:,,·;. ,.,;;,,, oo~:,,. ,):)-,,, [wds10;:,fJ ti:,, ,~n:it,s:1\!). I 
·:..:..:::,~:-.,: :,:- .... }; .... :~..,~::) '"."'. /,n ·~i) ---.·::-.-..,\.•~::~:~, , ... l",'1.,_ ,·) ~~~ H36t '~shtt: : tit: f :..~:,• :.>'...~''·h-~: ~ '-.J f•tu~_t!Ss'-,i- \;-,_~:) ,3_ -.· ... -.: ... , ::,vx-:Ync . c ... ~ ... ~ .. •:tk rn.3, ·~, .. b, , .• .:1:\,. :::t:, ~ 

ff::..:1\1,·~·mG-..,d~:- pi:~:_f,); :n ~:ZG) p::-:r;::1 D:.X~ ~. S~G ~\} :.? b'-:'h:)$(~ (}·3~:;:mnf!f!!S ::-:r~! sh:..:'.Nn ;n r~)~: (~\.X'np:..:fa~t~ ~3)"St&t'\'\ :..::' l\1 -~ 1. p:;,:'t~ GGt~H]}. w~~ .... ~:~ ~ 
t!X/.,:- vJ·~1.·t ~ 1,: ~n•, ':,s\' "t":.~·,:ns ~3-:, :-~ :.,~ V..:~!"'S..:..-.: :..-:,.;1..::.q~~ :\t! ~'n.,~.?-S..$1"":. ,..._-.. }~d"''-'r'M >' r:·:..1:..':(•\;;- ~~ ~ ... ,, .• 3~~s- ',: -: -:. '_\ . 1:::1; .• ;-. ~...,,,,}-,'::,-. -..;:, \ ~~~'~: \;. ~ ~ ~ ~ 

'-·'-'~ •• :--,,:~ ... Q .•3•.z_>..::.~ '-::> .. :.-'-< ... ,.~.t.i:, ~ .. s:,':~1 ·:l .,'"J.•.< .. ~.ut:<k!. ;~. ,H,·,s.:"L ~1.~1.J ... ~; ~:i:. {~t:.:::.~ ..... ,,,3 .. '-·'.',~~.,~ d:.· ... :._::3;; .,~,.~::.- )--.~~ ..•• ,.~ K) .. h& t:n ... ,.-...:{-:,, ~ 
p:;,:·'-:: ~1G:~i. S:\.~\.~ 'i\~. :< ?: o~J~.::::nin~ t.:\.!:::mon G~yp:..:..1~~:..::ph:,:.: /::t:..;,ff:wfax~ t:Sifr] ~j &t"H~n~~: ~:nt-::..xi..:..:-:r i~:r~:..-: ... ypt:.,t ~°:"'iG 'l: ... ~~'-~~-:, fa~1 t~t;-0.:.~mt~ ::;;-.:..~ ~­
,3n,~T:.:f.-.~·~•.:, p;3;-:._, 00'3::?, ~].~f~i )1g. 2~ s:..::m~: k'3y iS us:..::(i k~, diff~){.{n~ S~i·:..::;3m~;- r~-::..:mm:..::: :..-::.;-.-p~:..1~:r:;1ph:,; :::{~.-~l'\"':)~~:::..~nJ. p~'I~\~ OOS4): ~):'i:".{)d(n~j th{:; 
~i-tJ.tH•.:~: r::..::)!~::·t! :.-~s ::-: p!:..:;-;,,::i;t~· f:•f st:-&>:-:n:s ln.:..~;u~~~::~) :..~ pl:..:)::':::~~-· :-.;.,.f filtt;:T·:~:tb,3 r~!:·,;i;JH:~,; f.1f toi'\k::~t t:s:nB \~if: :xx::·r.::::: t::,c:..:d~~:- Uf>~Jn: .. t:::~-::..~ .. i~~r 220 ~',,. 
1~ -~ ~~~: ~.2q-...:- ~~ .')~·:,.-.\ "- • .... ~.·~ ·'-...,; .>- .... ~:: --..:::;'8 ... :.,·,:;, .::!N'"' iv,:s..~ ·w . ... : : !;:-~\:, :.. ·: t ~·t-·~~-~ :0 --.. 1 t •3_§n--... ~-•::-13-..') '. f·.f·t· "k --: ....... , ........ p: -..,,z.t-::Yn~1 h< (\.~~::':}} 1.)f 

~:t~xn~fr,.,.~: st)~1:.~:~,s ,.-.f ,.-::)nrf;f~~ utin~1 th~: .S(1U~...-:,:: ,31;r:.::)fhtr and !ht~ f::.::.,:mon c:ypto~:r:..::phic lnk:-r:::~'!tton ts::;:~,::; X.~y i& us~d f,x dlff~1:--~1::t 
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v~ .. -R~T'T.rN f}{:-IN~"{)N OF ·r~1.$s~ 
lNTERN.A'TH)N,AL SEA.~C~·HN(;. A UTH(Ht.r.ry 

h: ~':R'3:'.-: ~~~:::~ ~~1~~tf: h.~ sr~} :..:-f H'tt prt~~d§n.~ h~~~~!: ~& ~~~~t &ufH:..~~t~~t 
t\''"b\"\'N~',,-,\-.. ,~f 

~ ~1nd :;i Df~:v: sy!i~rfff: ii B dish~bl:i:::: pr:..)t::::Gt~x~ rn,~d:f: c:.:..-~nt~:nt ~~:Gk: v;3-;i;;.:wi ~·':-.'li~l-$~3~, ::-:::::d:B d~vif.::::s ~ Ot': p:_~1·~1 oo~:t~.nn:~ i ). T~;f:r:3f0?~. :~ 

; ~;,~j~::~,~~'~ :, ~ ~:,:,'i~,,,.:~.:,,:, ~-~ ::::.,. ,~ :: ;;· ~-~~~~ ,,,,,',~:,$.,\~~\;(,~i-Js,, _:;;~~ -,, ... ~:,~~''" , : : .:. ~.:·:: ::::::, ., ; : .. 0: ,:~,, .. ,,~ '\.~ "'~ ~. ~;~_,'t 
! r:1~~~!~~~;~:~1:;:,::::::t~ .. ,~: ~ :~ :~$ \. ~~1\;B:..~:~:~~ ~:~~~d;.:: '~;G;~~::~;l. ,P~::& _;?{;~~~- t~~,~~~:z: :~~o: ~ ·~ A2i,~iv~·~:~,~n:~~ ~!~~~:.~~~~~~ zi:~~\~;\~~~~~: .~~~~·~ ~·~~):~;::~'.~( ~•, ,·~~-

; .:-.'.~(:(; ., .. -. "' .. •,.,:~:p;,-.; ., .... •3~ . .:~ ,Y.:-, ,g:,~ •3 ~~~::.:, ~~&:::) 1::::1· -~'~ ~~:>) --~ h,:-)' :$ ,,<-,:-,.• /~ ••. ,~Jr:t),,:,, ~~ ,,.,., ,.:d,: ~ ... ~ p:.::z:,;& ~:~:~~-~: ~:~:-~-:~ ~:,-':, fH& ... ~:),~1 ~~ h3 \.·,.•I~:_:}:_:~), 

j Tfif~f;3f:JN .. ~, i: \'>'{K::zi n;3\o·'f3 t•fJ•Jn fJ~J\o''i;,,:t!S t-...1 -..1n~ ,-:.~: ··A·d;n23:~., sk1i; if'I th::) ~):i &t fo:::: t:m~: ,1i tJ10 i:h-'&i:tk1:i t:.1 :.:s.:3 tt:.:3 t,3;Ki1in~1s :,.1~ .~~::ir:i :.,1 

~ th-..-.: ~K~~3:n:~ing :.-J th::: sfr::::::::-:: U\n1in;, ~!::2s. 0041. nnt~-i ). 

1 R:::~1::1rfiinn r:::.~i::·i 4~1. Th!·.,:·,-:..-::-:h !°Sis,~)t:ti~S ;;:: m0t~10d -Jf rj/t~t:·:bt~tfn;:1 ,x~nt..-.,n: ~~i"V.::)df:d ~:s :.~ pk:~:.~\it)' d ~::t~n:;;::iiv-3 ~i\f~$23fWi (/ pff.-tiif.:t::::d :..x1nk:~nt 

~ :nk'=n~:~:t:on. {~h~: :..ihtin;m ~:r~i ~}F):.v$:.:!mJ \.i~ln~3 d:~·~~:,3n:, ,.;mt&:·m::~n:.- p::~y':o::::d:s, :~;~::~ (::)".<i? :::n(~ ;~;~t:fi ~t:·&~m ,::' r~:·(.-:~~:-:t:::xi ,;ont~::i~ :nfJu:..i~:s :.:::: 

I gg::l:§g;~£1~i4,1g:?;t[;gn1trt;li~1~aM~~i~f~~:~~oli~~g~;~t~§\1:' ,M 

I £'.:_;;;~~;,li,i~,~~~~:i~;~~:~~,~:;~~j;~t~~\;~\l',~~:~\::·~1~:~~~1~~:~i!~~~:i:~'.-~i:.l,~i~~i\1i~~-~fa~~i::i,i\~~i~:~~,,:~:,:~;:~~;:~~~,~~~:,':/ii,,~,l 
~ :.::1:..x:~~,t:: fr:& &f~titypi.\.~d \.::yf.-.1"'.-.~1:.~ph::.: :nft1:::·i~fa.1n {th:::: Gcnt'=:nt k~-s~"& ~~s0d t-:.-. -::::n,:.;:\·Y.·~ !hi~ r:(:nt:::1nt ::::~: ~::-:;,.;;1:pt,~d i.::~ln~ i~ k~:y :.~:;i"-:~.:.:~ !":-; a 
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\\,.RffT~tN OPH'(f()N Of 'Ill.E ~',,! ln,c:rna~;,,d appli;;aH,,;, N,,. !,,, 

INI'r,.:.Rt~{i~·r~~)N}\L Sk~/~.RCH§N(; /~,V'l'HOnTI'Y :-·t.,·: ,t_.,~l'.:.'.,~~·~;:.:,1,1..:::"\.i 

', -----------------------------••••••nnnnnn•n•••••••••••••••••••••••••••••••••••••••••nnnnnnnnn•••••••nnnnnnnnnnunnn .... nn•••••n•••n,nnnnnnnnnnnnnnnnnnn••H•nnnnnnn-= 

[ ~ • S~~~~~~h_;ff~t~1LB1 i}U<K , 

l,',,. ··:····--------~--------- ' '., ,. ' ' "' ' l,,,,, ~n r::;:~';r.: ~~;~~ &~:~~:~; ;~~ txny ~~s ~X~{: ~~~ .. ~~,-~~15;~~ t~t~X~) ~s r~.:..~t st~h~t"";~t~~t 
C-cr:Hm .. ~Mkn1 f:f· 

[ ~:.:_~gsn..i:ng c;:3fff: :~n. Tf:L•n.'\.•l:i:h ::"!s :·n:..):.iifli1:·J !i1~~d:t:s '..•V:'ii::-;3/:-1 tm t~::~l&:' :s G\Jn~~u:·::3t3 tr_; as-st"~G:m::: a m:~: :n ,.:,_.-:th th~: tiw: (:__:fa-:nt d~:':.1k~::: ~ 
~ ;..;:..~t::~x:t\:..':~\0\.~ r&qu&S!S ~i:".t':~!S'.3; !G (:~~r.'t.•Si::: :..":Gnt'3nt :.t;f.'-if:& f:..X f:>k~1,·bz.~G:~, f.'~fi~ 00')3; ::nf.: n~3,3 t~ f.-23rl" nE3\' :r:::ntifit;:s \~1'3 ~~iUf";k t:> b~~ &~:..x~z-;~;f.•r: j 

If ~!~~~f i~Ii~~~~2~~1:~~E~J~;1;;-~~~~~!I~~~~~~~;~~I~E~~~, I 
f rn&<fa:~ se9:-:~~~nts t;f ~~it: f.'f\J~'~'~~f:~-s ff!f~:-S:f: :S(:flr1~):l: p;_.":r~~ GOD-·~}. f 

I ;1~:1;~:~l;;i~;~~f ;~:~i~~i~i}t~;!~1i~~1i~~E~~g:~'.;~i :!ii;~;;'·!~~}~;t1:;rJ;~;~~1~:~r1~:!',[;'.~~!~,!i:~:i:~~%}~~~,~~:(f ;~:;i~i~!,~l~~},Il~~,~~1:,,k I 
: \,_:.:-~'--..:ds. )s:-1,-., r'r'n":. ··,.~)"\"< .... '. .... \•,k";,~~ ,;....;, V•A:..";h:~ ..... , ..... ,.:- • .. ,:;,,,~ ... ,.:,~.:~,~-=-~ :3~-~. ~-=- _,)\~~l ... ~t.<'• t"::•)h"°'..":::~·>P·...,· .... ~-.·:{)n•):.:,:~)\'\ .......... ~.~) .:' '1:'X.'"'0> ,•.:,. '-~--~·=~.:H~ : 

~ t3lNtrib:..:tt~f ':,,·i~h ;~ ;:~~~;\·~ t:yst~::~~ {:.x~nt~~nt s•PV~3~ ·: }:J ;3n,·j ;~ D~~:-..,.~ By~t&m ~ ~ H distr:t;u~\3 p:,;t\3,;~~~~: n-~t:tfr.~ ,x,n,,-:n, ·~~'.(i ~(i ;.,·;m:·)~.I~" \8:rvk~B~ ! 
~ :rw~-s::: ~:t:\·it~\?fi : m~. p~;·~~ nn:-!g,003-~? nx~)'3k):'*I :, ,-:.,·~·.,u:d h:;':/Q ix-::..;::~ ... ,b:k)~jX h.: o:;~; ,~i {lt{~tn,~~y :~krn ifi t~i~:c 2~:·:. 2J\ \~;(~ \itfifi ~:t l'h~i ::;~.·{:;ntl•Jn \•) ! 

I If ~:~:;t~;~;J§i;\B1f EiE1~~~i~!~lf :~g~~;-~;~~g¥;'.f J~~i~t~:g;~~IS?t·I 
~ •'0 • ' :~.·i ..._-,~,A,·:::°: I')-.( . ......... n~~"n<:. °:" hP•: ·~ .. ·~ •3, ~' \.~',. ,/. , ~ .~-.,~! I.. m::• t.•0\ \1VG ~~-' ~.': .~3 ~-'. ~ ·: ,/ n,~:) Nk ·:' 'n ~·,v ,.;,(': ~y v·.,~, v·m.._.:. 1:,.:. ~~..,.._.:; ;: )q:: i~k°'•:" <,., :..rs..._, . ·..,..._ : 
~ tf:,i~:-.,hir.~1s ,.,i .. ~:;::ni \fJ ifif.:.Xf.•f.,fmi3 t:i~s: t.r:n:n-:rir. :..-::yp,\.,g;~;phk: inf::.-:-:fiif:;..:n ::, tho in-..,·~:-iit:on ri ·::-:rn~\·i:"th it:r iht: p~:rf.•:.".>f.t: ;,.:i ~:nG:1:p:.ii•~~ ;;:;:1.: ! 
~ . :H.·~t 't ,~·::{:; ··,~, :"'k. n'--:t0 c-.,rv,::;-n,~ i/' ~~::-.-~ ':·cc, ......... r~~n~ -3:n ... );:::".':·.:':-,,'n,; r....-:::"":..\""ni 3:t.~'.T~-X -:"r,....: :,.,:~:>;":?' >,:·.:-~;.:-~ "i:."::'"'\~Q ... ) :,,dUfN'~·f '\ :St~i• ?' '.'?'' >' ;v,·:..,~ : 
~ s,:..~n~~,:.-·...-h~3:-.:~ ,;\~:lif :.h;~p ;~; :h,s D:s~~lfinl:19 o! fo& S\!t=:z.~m {.°'\fnl:"'i:, p:.~:·:1 00~~,, ~Wt~:~). ! 
~ I 

I ;'.~fr,~·::e\~:: ,i ,;~:~,'.~i: ,,~f ~b~::~:~,,!:i;, _.~) \;+~\ ~1:~~J,~,<::i1'.;~,.;,i-;~:,~~:~s~::si~ ;,~,:~~~,.;~~,;;,~~:~:, ,:~;:~~~,'i.:~~;~,.~,~:· ~,;~~lx~·,~~~,~{~~::~:-:~ i 
f t~i~~ (.ht:1':k.s :.~r~ pn>t~;:.n,~d t~;;.-;nB tilh'::::ff.·f:~ ~~·:.-:t,:..{rm:.~:'X. p:..-:y;:-.,~d~. p~1:-;;~ Gm~~:). f 

~ ·~v~,< ... rn:0 ... '0\.'" :rJ '"':::..•,-....<,~·- ~,~~ ... '~·/· ~,· ... (,~{,in ~·w \.\,:n:.~sn ff::}:~>:...:··:..n :~n~,.:f:f .~:: ~ ·rt~.f~:' C:.';•f''\f'-::n,':..' -:. ... •: :·f:,1._';{;\,•-3 ~« ........ < \1,C), hf :J•'...if,·,:.~n--.. ~ ; :'i' ' 

:' ~~) ... ~ ~":::..~:::t•t:i :"~ '$,.\···/~::,·, ~)f 

l. ............................................................................................................................. _. ............... ,_._. .................. , .... , .. _. ____________________ _._. ................... J 
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__ 1m,RN~~~~1~~'.1~~!;;;;;;,;t~Hnrun_ ......... 1 •·•• ·;;:;~,;;~;;;;;;:~'· .......................... 1 
: : 

1,;;;;;;!~~:'.~::~:.~,:::::::::~= :::::: ,o=m, • wms•«OO" eoo~,, ,,,,, ,,, we;mt '°' aoo,m" i 
~·~~~' ?\ ~\.: •• .,_ '.._'"'f'''~. \. '1~,·~-.:,~l.,_">">;::.'\~'"'-~\l,I.\I.,: ~··"1:-.:.._, ..... .._, :_.;:'':;: .... ~II. ~·~.'\:·." ' 

I 11:;t~~~~::~~~~~;;~;;,':ii:::;~~~;£~::!~;~~~~~,~~~1~~;~~:!~~,~;~;~i~~;:~t~:{:,\:~11'.:~t:~::~,~~:;\1:f ~:~'.~~:i~~::ii{!~!~-~i::;:?~:~~~~:{~l:~ {s-~:11~ I 
! ~:~t~:~t]}. ·~n:~::;~~:~:. it w\~t;~~, h(~\.;~, ~~:-~~; fJ;,.~(:l:} ~:~;; :~f- ~~~~~i~;;3:~:. &li;· ~~1 t~: '~1~ ::t \~:::~\~;~/~: ~;~~ ~;,.~;!\:~:~\~~- u·s~\~~~ i~,;:~~i~::~&~ t); ... ~m;:~: ! 
: ::;,~'~;::;{~;~~~: ,:'.;:i;:~~~:!;;;;,;:f ~':'.'~:~:~~~ 1;;;~:~'.'.~~;;:::;. ;: ;'~~ ':~;"'1\~~''' ~; ,·,:":wi,},~ ;~;:'.'.:~. "'.·''.;''~~:~ ::,;' ::~:,'~:y~~~::1;'. :~d .. ~'.~''.~,1\i:,~, :.i1,s. ,~i,;;;:::,,~, 

! R,:;!<'';'".9 -~,~~::}~ ;,~~';"~";',;<~-~x~; ;';'.' .'"t~i\'}',~~;•:·;;!::;-';~;~t'.'~~ ~;:''·"~'.': ~~~.,-.,~::;;',u~~'~, \~;,"~~·;,,, ::d: ,,: th,~ ~:~~:m,:!iv,,,,;~,,;:"'~,"-'',u, ! 

~,~:& :":,:.~ :·· t-=:nt'''...:>'.·_,\' ~·..-~:j ,•V~1_.:-1·.:3 :.~;_.;., S~:·'>;.,!::,f1•~;., ~f"3 

. \.') •\.~ ~ :.,~~ .. ~ ·. :., ..... : ,;:,, , ... \ .... ~~· .... :,-;.,~ ·~~ ',;: . . , . :sz.:;n"~''''} >; ,Y~•::,.•. 1' .,~ • ·_ ..... .:-h.3. 1, •;.,ll ·3~ .. · !' ·" 'i..":('•"'':"').;):.' ..... ,y~',,.\-? ... .:;~'. ~~·- .............. , ..... ,,0t'.._,:,:. r·-."• <" ·rrs...: ~- ·--·~ ,•-:,~ 0 ·..__,, ~' .. I ~ 

j ""''~:t:ki h:::'.:-2: •J•~~~~ •J~J•.ii:..:~~~ t~) t:n~ of o:·d:nz:::~} :skiii 1r: !~;::) f3f~ ,;_;~ m~2 fo""l:f:- r~t th~: k~\.,.\.~n~V):') ~r3 ~.s~~ th::1 ~~:..:;(~~~;ti:]~ c:l .~\i'-:~.,r,i ~t~ ir::..;or;1:..1:·::.:t& th& ( 
j !""::):":1:11:)n ~:)'ptos1:·&ph:c ;:~;·!J~;:n;3titJn :nth& :ni,,.-~:mfa::1 ...-l ·:~i!·.,:,,,;itth t:..:r :h}": pw·;-.,,)t}": \,): }):1~;ryptin:J an~"'3 ;-:-:·r:.•~~if:.:fo":S) th}: ~~=t~n":~":t}: s:)·**ms :_;f ( 

I~~~~ .. I 
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•t~.:~i~h. . .,,,~1t.:::nn:~rk Si:i<f}::?H>~::: ls ~i Bn~q·ni:: .~di::n·:-3 t"ct:t .. ~dt>-.:dng b;.:".h\\\~n :,:,.h:,.>:Yr~::th:~~ •>ht~·t·1t~~; i:)f :Gr:~.:i:xkd i:\~1:1i<:.ni b,;~.:,:L::{J n{J~>n {h~:· ~~/:it.:.~f~­

tY:~n+ S.~i:.f.~l'n(:~ .. ·-:d·:,t·;~·\:~ (~:..~.<:h ()f :h~:.· :..~.n.:.~rnmi5.,:,:.~ .(h;:m.k:~ ;.;f e.n,:.~s)d(:~] <.::-\G.i:i.~n!: .int·Jt·idi:;~ (b.-:.;.' ~;;t.!).'c;,.~ f:ti:::r<.·fp~U~i! {'.i\~1knt ·.:::..o.d diffo~> ii': Uw: 
':-Y~:y 1~ l~ "'':~~tt~ftn:~:trk~:d .. ~,:nd. /j~:irng rh~~ $t~k~:::~~>:.l (:J~m~}.:< in a pkt)=h~t:- ,~,.ikt~~r(:- f(·•~H~~~;( ~l.:'.:::i.::tnbh.:.d th~~ pk~ytitt in,~h~cfos ~l ·tmiqu:::: 
\\'-~~"t:tn~:t.~~f~ ~~:qu(:.n'--:(:. 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1015 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



S\'STE\JS AND METHODS FOR SECURING C()NTENT DELlVERED usrNG A 

FIELD OF ·.tHE lN\.:'FNTl'{)N 

1mw11 

HACK GROUND 

!OtHl2! TlK'. term '\'.or;f<.:ni" i::nn bt w,K'.d to tk"'c,'ibt di:gfr~d ,n('.d,;I :,,B;Ji a:-; ,wdit\ vido:::n, an 

frn-rnfih, indude \.1PE(i-2, VC, l Hnri U.264 for video and mp) (1.c. \1PE(i-1 Aurhn Lt,yer J( 

AAC ,md Ogg Vt>rbis for ,ciudin. 

S(~Giirm,,; in ~~ con11:.,nt fik ar<:., .of simik,r durution. Other v~wiution:-, inrhidc :f:::dion0 lJwJ contain the 

enttr('. media fik. Scdinrrn t:·,tn d:;;n b:::: ucutz::d fr<,m ,t pMtifain of ;J fik im.:luding ht!! nnl fonit,~d 
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H)lH(~J The tern:, "phyiist" <.:t-1.n be tiscd !O d(~:;z:ribe a Hsi of cht,nk,,;; Gt links to dmnk:- for 

phyba(\k. A pbyli~,i tnay ,1ho 1xmurin a .sekciion that alkw,'s w:t1pfrng to user preforenccs such 

,,s. playb,~rk nn:kr., fangu,1gc ;;dting<'i or b,uidwidih O:Hlf;11rnption or devk'.c z:,'lpabiliiks such M 3.D 

t:u,i ,:dso b.:: diMriln.tied ;;iciuss rmJHipk fik'.:-:;, For rx,u1ipk\ in US Sninolh S\ttM,iing ,1 fr~t nf 

URLs is pro,·'(tkd a:;, u S.\.-HL fik ,,,nd e;:,ch cnnLiin<::r r.~f,::crcnt:i.Xl in the S\{fL. fik tonfoiffo M 

index~ ·rQgetht't tht~ SJ\,tLL top h}v.cl indt)·:: Hk:- and tht ind·:l\K(:$ ,.vithin in (:ttth uf th.t c.r.H)tahH.:r 

'tltr;::; {\::tn pf~Jvid(~ u. t.Otllf:lQtc indtx to uH of th(: ah.tTnati.\:'t chunks f~lt' the dHlbrcnt scr.hnn~ of~:~ 

f1laylisb ind!.i<k: !vnu, H)\\t Win,in:,p H4S, /\(J\fathX:'.d StfCiifn Rcdirc(.)01 (,\SX) with yari::Hi0i1 

nf 1\SX. ,tnd \\''VX, \VPL PLS, KHp:-;1.dc and KPL. S~,.·W .. ,. iTtmcs Libnu:y, DAAJ\ Crt,>tivz~ 

Cnrnmon~ PDF and XML S!wrcilbk Pluylis! Fnnrnn CKSPF}. 

HH.H l! A, phyli:c;t is typiz:,~Hy inNrpi\~tcd on the di~~ni bui nwy ak;o lx~ w;;~,d tin thz: ~.crv~:r h.i 

\):\~h.nn i~ Htus:trl~t(~d in F](L 1 ~ 'JlH.~ {iH)t~~nJ '!)~i ~H·vi~1:;.~d int\) t~rnpor~1l ~ctb()H\~ dep10te-d as .~fl ~ ·r2 

Hml T3 { 100}, Eitdr ;,;;;:'.ction b U)ffipn.:-::,scd with ihn:·c dlffcn.:tH hitrnt::-s Low· {l 31}, Jvk'.dium { U2) 
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t~ch:c.1:ing ·bet\\\:·\:.n aHen1dtiv~ ehu:nks {)f cn~:(}<:.h:~d .. tontent ·based :upLH} th(:: \:;.:ah:~rtnark ::,;eqH(':fJC<:\. 

HHd li&ting the ~clez~tt~d cJn.Hxk~~ ~n ~i fiht)di:st; \vliz~rc c:ot~f.fHf. ~t~sernbfed 1ti§in.g .thz-: p!t~yh*~t in.c.htdc~ 

BRIEF UE~CRtPTH)N OF THE DRAWtNGS 

the .d.iJftre:nt vh~~\·vs.. l\lsn:: tlh~ drtf\\,)n&\S .. ~trc n.t;t nc<);.~s~:rrity to ~~.~ah:\ crnpha~is )n~~ttH-d ·g'-~ncrzdh{ 

b~:ing pJaz:~;d h}X)n HJqstn:iting th<:-: prinlJpJ<~& .9f ~ht inv<::ntion. 

!0042! 

!004J! 

Fig .. J illnstr.atcs J):rior proc(~&sts f():r pI\q1aring. (~on·~tnt fbr ada:ptiV(~ sttt~::ln)ing 

t .. tg. 2 ilhJ:\~Yttte~ prot\\S~ t()r pn~pHri-ng t:6:ntc:nt tl)r ~uiHptf•{c sJrt\lfn.infJ .aJternnti\t~ 

OFTi'\ft.EO. DESC.RtPTlON 

sd.rcttd frorn ;:t p!um!ily of kdtc:-nwfo.c:- chunks ik:\! di Her in digib1 w~iterrtHH'k hit\.iniwtif:in, hi 

\ev-c::r~~i (~rrl~Jn.d'nncn.ts .. the :content relrk.:\~ed ush1g i:t J)h:tyli'~t .c·}zh1.bit:; i:tn in(ti'"iiduitl ~cqucll(\:- .of 
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encrypted v.?ith diff1)rcrn e:ntt).,ption kty~. /\rf.{)fdfn.gl~i~ pra.:ybHck (rf the tt)ntent rel:Crenc.ed b-y 

th(: ptH:/li~t invt)·i·~/t·s atc;:::~{$ln.g the. c~)ntz:·t1t u,~ing a. utl~quc sequ(~t1z\; of ~}ont{:·nt key~{. 

!OtM7l 

{r·/(rid th(~ frvefh~:::H.ct r~f ~:;:st~tn1bH~1g tt DniqHe :;~tt\~~~tll t)H ~{ $Z:rver in rt~Sf~fJn8.e io a r.c·=ep:tts·t for 

ph1ybR;:J:: by a .c:hz:~nt rh;\,..·it:e.. tn~tctsd<: H u.nfcJ.He ;plHyli&t ca:n.13~) .tiNli~\;d ·by :fhe {~Hent dev-ice or fhe 

:a utdqtt(:ly ni~~rk?d ~~.fui./ot enery-pl('\i pit.:zx.: .o( ~.>oat~tit at fh(: .<.:Ht}Ht ·rhu a:pprt)a.ch i~ &:)cttfu~ 

btca.ttse flt<:: cli(:tit (h:~~/it.c .doe&· tH)t pt):;1t:,& in:f{:nrnuti<)rt t:Ju:~b'iing: ~Jcct:ss to.th<.~ {th<::fna.ti\"<:: chun.ks 

~~tt)re~J on the \ttrvt:t that att: uot r~-fi:retit.(;{J by th,: plt:.):Ji\L ·rhc a:pprna.ch ran ~dsn be cfllcftt~.Hy 

rt:nplcrncnt~1tion log1.t of ;:is&<.~rH.bHng. (~onJt~rit iiorn diffCrcnt chtH1ks f:s alrc.~:HJy prt&<.:rH (\:~ithct tH1 

the clfctti d~>vit:c- tlt- the: sct\ .. tT d~?pcttdh:1g u.ptltJ iht~ atiapt-!·v~ ·sttt:atn~i~g itnplf.~Jlit:_nttHion). 

;\ltho·~$gh rnuch of the ft~lh1xv'ing df.~ct~-ssion r(:-:-J~~tcs to adapnvt strt!~1n1ing,. rnany <:-:-tnlx)dirntnt\ of 

ihe inv·cnh(tH nz~h:.ct ht)t\V~~en hhe:rn;;~th?e z~ln.tn_ks. lht.l :h1ch1d.e: th:::~ ~arne ftB(\)ticd {}O.nt:;~·nt {i.{:. the 

.:\ prt}c~~~~ fl)r fii)rfbn-r1jng 1i;;\Ct Qf clictH:-dtlVitc sprri1Tc \VaJ~::rrYt;~/k-init·of· cont<:-:rn u~;ln_g 

a:ct\H\k~n(>~\ s·/ith crnb~)d1/ntnl$ {Jt th(~ irP .... \;nflon 1s Uiu~trahj~t in r;ig. ~) ln thh~ 

l (i 
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n~~() .jHu~trutcd cn)bodh11,cnt.; t:b.<~ chz~r~t d~~:::/i(cs incitid.c H p~;1-sonal C\)rnpi)tcr 404~ .a niob:d-c _pbont 

406, and H (,onsum;.;r d\x:tron.ks rkvke 408 such a~ ~~ &d t9p box, " f}Vf) play\:r, a Hh:i-rny 

do sn, th,t Sfrvcr is H\'\',tl\, of the infbrmittfon rhat L; us'":d h> pr~p::in> cv\TY dnmk Hrnt is l\)qlKSkd. 

!n a nr,mbcr of ernbodirncniS, ihc fr;Jorniaikrn that is z,mlx.·dded is Jrnnsrnined tn the server "\:>tdh 

!0058! Encryption can be trned to obfoscak and t,(rarnbk: dlgibl C:()nk,llt siKh lhat foe 

fncrypkd fik !S i1ot ugfn1 i.u1!cs.'i the dccryptwn n1cth~u1ism imd key\'\ i.P,d fhr dnxyptH.m a:rc 
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dcrrypd.n:n fJf tZ)tH:ent ~:.-ibbiint~d frorn h ~~(::rv"Z:r in. it~ .tnHrety. \\'hen cncTypfion j~~ :perJbrrned hl ·a 

rnhnn-cr siJniL~~r to d1.~ft outlined ibo\\~~- th·c pk~)·hst and H .(:t)nh}nt kfy tibh:~ z~an k>::;~ as:-;-:::~n1bftd 

content k~y -._.,;;Gquencz\ <~nd/or V-/.;1JGrrrl;;irking;. Jn rnany (:t:nl)ods'n1t~nt~;~ thz~ l~~ngth .of fht· thunk~)· n:~.:1): 

b~ ·diff(:retit J1:H· (:ach of th.c~ ~rpplic~i1ion~~.-

itifbn·nath)n i~ <.:rnbtzidcd tt{;ing chunks dl~d- alt :)t1<::ry71)ltd ~isLng ~JtH) qr trH}ft': k(:·.:./;~ iHid chu~ik~ 

fhtn.. rcrnasn UH(}ncrj?ptcd. \'" ct oUr,;r crnb~:)dirntnl$ ct~;:itc rnany a.ltcst1ati\\: t:httnk1 in ~N'hirb 

,htf:.~rcJn key~{ tire tt$(:d ·fi:)t 5tk}th~~d ~c(t.iz.·H1~~ ~-nd fJthcr f;~)cti<n:1& i~~rc ~}nfrypt<::d \V[fh .n ~n1:g::tt k(:y 

t~tliy~ ·Sotne ~}~:ctl(Jn.s tn.~ty also bt (:nct-yptcd \>,.::!.th kt)'\ onjquc to an Indi,;,~fhJa} cHt:nL ·rhc.\(~ 

t.rnbfH;lLn--u;ntf; \:fa.r:·l n1 cocnplc:\ity arid _pr<}\-':idc diffCrcnt n·~-ttnbtt5 o~f aHt:rn.atlV{:: c:}:nJrtkt~ H:n~ 

diff~;rt:;·n:t s~~cdon~· .nf thz~ e:n.nt<:~nt ~Jnd: cfft-::zJtvt~!y ]ncn.:~nst fhe diff1rulr:y to d(~{~r.ypt th;;-:~ Ci)r~tent by 

nt~t\\Otk\ 'fh<:: .s~cti~Jns rnJ:l_Y .b(: a{t}u\t<.d in h::n~;th d.cptt1(th1g: on an optirntd. length to archi·vc th<: 

n1axfn:H:d irnpact Qf the k:cy sr::.h::.ct!Qn or &1tpcnding on other chunking opHn1lzHn·,)n sttt:.h hf 

~rulk;:.~~ an ttHa.ck hiH:d(~r~ s.in(:c typiG~ti{y the ~\c.:.qntnte o.f {ll~~:di(y it·\::ch;. i.t~ d(~tcrrnh\cd by ~>! i(::nt 

Ci~tpa.bHitt~~·s .~:~nd rH:i\\:nrk c.nrP:Jiti(lrt_S~ R.3:~:lGrring !(} ·rii~ 2 th<~ -kt~~_y·s nJr s~)(:linn )"' l nf l.xn,v .. \:lt:d :ind: 

High ss:,gmcnts writdd be difh"ivm Mid C:Yt:n if;;i Hi:X.\\nd ;Jknt tbt:s tht :c.,irn('. grzwp i<:,g, /\), th;;ti 

l5 
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t:i'rne~-'! hnk.$ in ~$ pluyli&t in H{~(X}rdancc ",/v)th t)rhbGdirnt~nis ·of fh:e hl'i: .. -z~ntion, '1'bc ~in~ih~ u~t link is 

treated. Hnd retordtd V,Jtlen a. t~st:T Hrb:i/or .::! .z~] i·f..~ni (h~v{~:-:c t\~(lUi~~a:s -~~ .. .J.')1'z~t,~ nf .conh.~·nJ, !n sev~~raJ 

trnlxxi+rnz:~nt-;,. fht: hnk includes sevcr~il i!~Hi.~~- (Jrh:) :pHtl nf .fh~~ Hnk :indiz\~tej the cJH.n1k to :be 

arcz~ss,~d .and ·~tnofher r~~ut z;<Jn.·~ain$ a tok1~n that i::-; a .pi:;,~Gt~ nf inf{}rn1a.hpn ilUli is t~nHJU~~ to any· Hnk 

U$('.thJ .fi:Jt i{h>1nil~:ing ~iltcrn~:e.li\:·c. {;hunts :in \Vhich ·\v~~tcr1n1~rking i& u.tiiiz()d lo tn1h.e;d ·p<~y1oa.d 

·~~1fiJrtnati.(rn an.d/or ~iltetJUiii:• ... ,c. thufik~~ HHH ~lJ{~ ci1cr:yptcd. Hsfng di{fi?"f(~fli to.ntt~.nl kt"::)':~; Of di[f(:r-.,>nt 

stt~ of ccinh:.~nt ~tcys in HtCQtdan(\~ v~=ith ::::fnbo{hrnents of th<=- ~tP/cntion. 

Hnk can be crc~it,~ti ·~~::hGft ~ {1!cfi{ ·iv.q ue$tS .PfHyl}:i.ck· of a :sp(\~i:fi.c pi(~t\> tJf ~~otuent ·rhe 

dc$timHinn link (,in in<:.\)rpora!<? ds:},!trrn.tiou iFOfK~rii,;,'.:i tif tht reqw;,,sling .diciw, such ,cii, lt~ ff 

ttddrcss Qf J)ort :nr·a t~orYlhitta.Hon {)f rl~f"FP 1\:~t1ucst czn1\t\onrt1t's.~ f·d/\(.,: add.re~~.: :t{~ok.ie, drvi~~e fL) 

·t.hik i-ndica.tes the cfH.nik to be .tt(~.tes~ed .~n,d. ·.::rnothcr fH:trt .Cf)h.laln\ i:n:nJrrn.atlnti 'i·ndi{::~H'ivf of a 

destination ptopt~rry·. ·in &evertd c:n1bndirnent~~ HH} d{:·:iHnaJjrH1 prqper(\· i.~ ~tcured H.g·a.in.~{t 

~(U1lpering by ohftf~{cution (f.g. lt~nJg H ~ccuri: h~~sh) \\fhen .. ,~ thHrtk i:j .. acc()SS()~) tising a 
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~c-qu.z~nce~ thz~ :=-:.ystt:rn :Ct)rqr~ri~ii.ng: 

tin z~·nz:odt:r rotlfigutt~d tz} r:~nco-de S\~~)tiQn~_z)f th(~' f.A.:!nh~nt a$ altfrrt~~ti-:~/f.·Chttnks t~f 

t~nCl)ded ront{::nt. \Vhz:rc (ts:c-h of"thz: ~1lte:rna.Hve c:hurd:;}~ o:f enc,nded t\}ntz~nt in:eruck=:~ the \a.rnt: 

p::trz;:::~ptlHd z.;.nn·ii:::nt a.nd difl(~rs· ~n th{~ V{H.:y 'it i's :\:\;tHt-rn1~1rkcd; 

~+~ft:ctin~s lx:':t\~;::ctn ~iHctn~:~ht\~ chMnks ,of ent:{)<.h.:.d ,~on~~~~ni l>~H;t~d up~>n fht: 

\Vfat<.~rtn.;:trii &cqt~entc~ t~n~i 

~~- ~~crvt~r e-o.nfigu.r(-::d to pro·vid(~ chunk\ of :c.o:nt{:·nt to. ,~flf:nf dcvi(t.~ in ~1.c.~~ord~~n.c.(: 

\Vlth rc<pJ~~~ts n1.~HJt using thz~- plHJ'H-hty of tiniqHZ:~ pJi~y.ii~is~ \'S./ht~l\) th~~ C()nt.z~nt a~~crnbh.:d ·by ~~ach 
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FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 2390 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR 
~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

CD AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D 

13/340,623 12/29/2011 2431 

71897 
KAUTH , POMEROY , PECK & BAILEY ,LLP 
2400 EAST KATELLA AVENUE 
SUITE 1050 
ANAHEIM, CA 92806 

2520 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

Dl:02359A 39 3 
CONFIRMATION N0.1094 

UPDATED FILING RECEIPT 

1111111111111 llll lllll ll]~!l]!~l!~l!~HIJIJJl!I)] 111111111111111 IIII IIII 

Date Mailed: 04/03/2012 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Michael George Kiefer, Scottsdale, AZ; 
Eric William Grab, San Diego, CA; 
Jason Braness, San Diego, CA; 

Assignment For Published Patent Application 
DIVX, LLC, Santa Clara, CA 

Power of Attorney: The patent practitioners associated with Customer Number 71897 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 61/530,305 09/01/2011 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

If Required, Foreign Filing License Granted: 01/13/2012 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 13/340,623 

Projected Publication Date: 03/07/2013 

Non-Publication Request: No 

Early Publication Request: No 
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Title 

Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using 
Common Cryptographic Information 

Preliminary Class 

713 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best 
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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PATENT 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF MAILING 

I hereby certify that this correspondence is being electronically filed with the United States Patent and Trademark 
Office on March 20, 2012 at or before 11:59 p.m. Pacific Time under the Rules of 37 C.FR. 1.8. 

Applicant 
Application No. 
Filed 

Michael George Kiefer 
13/340623 
December 29, 2012 

/ Trudi Thompson/ 
Trudi Thompson 

Confirmation No. 1094 

Title SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF 
PROTECTED CONTENT PROTECTED USING COMMON CRYPTOGRAPHIC 

Grp./Div. 
Examiner 
Docket No. 
Customer No. 

INFORMATION 
2431 
Unassigned 
01 :02359A 
71897 

LETTER IN RESPONSE TO NOTICE TO FILE MISSING PARTS 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

2400 E. Katella, Suite 1050 
Anaheim, CA 92806 

March 20, 2012 

In response to the Notice to File Missing Parts dated January 18, 2012, enclosed are: 

1. Declaration and Power of Attorney; and 
2. Petition for Extension of Time 

The $130 surcharge, basic filing fee of $380, examination fee of $250, search fee of $620 and 

$1140 additional claim fees [total $2520] will be paid via credit card. 

The Commissioner is authorized to charge any fee under 37 CFR 1.16 and 1.17 which may be 

required during the entire pendency of the application to Deposit Account No. 50-4407. Please show 

our docket number with any transaction to the Deposit Account. 

DJB/t 
Enclosures 
24785 

Respectfully submitted, 

KAUTH, POMEROY, PECK & BAILEY LLP 

By /David J. Bailey/ 
David J. Bailey 
Registration No. 59,632 
949.852.0000 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
PETITION FOR EXTENSION OF TIME 

CERTIFICATE OF MAILING 

PATENT 

I hereby certify that this correspondence is being electronically filed with the United States Patent and 
Trademark Office on March 20, 2012 at or before 11:59 p.m. Pacific Time under the Rules of 37 C.FR. 1.8. 

Applicant 
Application No. 
Filed 

Michael George Kiefer 
13/340623 
December 29, 2012 

/ Trudi Thompson/ 
Trudi Thompson 

Confirmation No. 1094 

Title SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF 
PROTECTED CONTENT PROTECTED USING COMMON CRYPTOGRAPHIC 

Grp./Div. 
Examiner 
Docket No. 
Customer No. 

INFORMATION 
2431 
Unassigned 
01 :02359A 
71897 

PETITION FOR EXTENSION OF TIME 

Mail Stop MISSING PARTS 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

2400 E. Katella, Suite 1050 
Anaheim, CA 92806 

March 20, 2012 

Applicant petitions the Commissioner to extend the time for response to the Notice of 

Missing Parts dated January 18, 2012 for one month from March 18, 2012 to April 18, 2012. 

The$150 extension of time fee required by 37 CFR § 1.17 will be paid via credit card. The 

Commissioner is hereby authorized to charge any fees under 37 CFR 1.16 and 1.17 which may 

be required during the entire pendency of the application to Deposit Account No. 50-4407. 

Please show our docket number with any charge or credit to our Deposit Account. 

DJB/t 
24843 

Respectfully submitted, 

KAUTH, POMEROY, PECK & BAILEY LLP 

By /David J. Bailey/ 
David J. Bailey 
Reg. No. 59,632 
949.852.0000 
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Electronic Patent Application Fee Transmittal 

Application Number: 13340623 

Filing Date: 29-Dec-2011 

Title of Invention: 
Systems and Methods for Playing Back Alternative Streams of Protected 
Content Protected Using Common Cryptographic Information 

First Named Inventor/Applicant Name: Michael George Kiefer 

Filer: David J. Bailey/Trudi Thompson 

Attorney Docket Number: Dl :02359A 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 380 380 

Utility Search Fee 1111 1 620 620 

Utility Examination Fee 1311 1 250 250 

Pages: 

Claims: 

Claims in excess of 20 1202 19 60 1140 

Miscellaneous-Filing: 

Late filing fee for oath or declaration 1051 1 130 130 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Extension - 1 month with $0 paid 1251 1 150 150 

Miscellaneous: 

Total in USD ($) 2670 
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Electronic Acknowledgement Receipt 

EFSID: 12345629 

Application Number: 13340623 

International Application Number: 

Confirmation Number: 1094 

Title of Invention: 
Systems and Methods for Playing Back Alternative Streams of Protected 
Content Protected Using Common Cryptographic Information 

First Named Inventor/Applicant Name: Michael George Kiefer 

Customer Number: 71897 

Filer: David J. Bailey/Trudi Thompson 

Filer Authorized By: David J. Bailey 

Attorney Docket Number: Dl :02359A 

Receipt Date: 20-MAR-2012 

Filing Date: 29-DEC-2011 

Time Stamp: 19:03:57 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type Credit Card 

Payment was successfully received in RAM $2670 

RAM confirmation Number 6078 

Deposit Account 504407 

Authorized User BAILEY,DAVID 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

12808 

1 
Applicant Response to Pre-Exam 

02359amissingpartsxmtl.pdf no 1 
Formalities Notice 

5f9d8e96e50c0f02b799f34c5ae3df875ae6 
20db 

Warnings: 

Information: 

24624 

2 Extension of Time 02359aextensionoftime.pdf no 1 
2ce6ab815eead605611b361b6e08de9213 

b35295 

Warnings: 

Information: 

2316519 

3 Power of Attorney 02359apower.pdf no 3 
3c3d66e95986885460ec1 e3d056f356481 e 

bb1c6 

Warnings: 

Information: 

2317243 

4 Oath or Declaration filed 02359aoath.pdf no 3 
3f 405 67 5 f21 7 Sa 6e86f4ab523 d 5c95 5 ef9d 7 

2d4e 

Warnings: 

Information: 

40165 

5 Fee Worksheet (SB06) fee-info.pdf no 2 
c07bb32451 adbd 177701 Oaa73ce59fe0dcf 

50683 

Warnings: 

Information: 

Total Files Size (in bytes) 4711359 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/E0/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/R0/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

13/340,623 12/29/2011 Michael George Kiefer Dl:02359A 
CONFIRMATION N0.1094 

FORMALITIES LETTER 71897 
KAUTH , POMEROY , PECK & BAILEY ,LLP 
2400 EAST KATELLA AVENUE 
SUITE 1050 

111111111111111111111111]~!l]!~l!~l!~H!~m1i11] 11111111111111111111111 

ANAHEIM, CA 92806 

Date Mailed: 01/18/2012 

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION 

FILED UNDER 37 CFR 1.53(b) 

Filing Date Granted 

Items Required To Avoid Abandonment: 

An application number and filing date have been accorded to this application. The item(s) indicated below, 
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all 
required items below to avoid abandonment. Extensions of time may be obtained by filing a petition accompanied 
by the extension fee under the provisions of 37 CFR 1.136(a). 

• The statutory basic filing fee is missing. 
Applicant must submit $380 to complete the basic filing fee for a non-small entity. If appropriate, applicant may 
make a written assertion of entitlement to small entity status and pay the small entity filing fee (37 CFR 1.27). 

• The oath or declaration is missing. 
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above 
Application Number and Filing Date, is required. 
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63 
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest, 
is required. 

The applicant needs to satisfy supplemental fees problems indicated below. 

The required item(s) identified below must be timely submitted to avoid abandonment: 

• Additional claim fees of $1140 as a non-small entity, including any required multiple dependent claim fee, are 
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are 
due. 

• A surcharge (for late submission of filing fee, search fee, examination fee or oath or declaration) as set forth in 
37 CFR 1.16(f) of $130 for a non-small entity, must be submitted. 

SUMMARY OF FEES DUE: 

Total fee(s) required within TWO MONTHS from the date of this Notice is $2520 for a non-small entity 
• $380 Statutory basic filing fee. 
• $130 Surcharge. 
• The application search fee has not been paid. Applicant must submit $620 to complete the search fee. 

page 1 of 2 

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1155 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



• The application examination fee has not been paid. Applicant must submit $250 to complete the examination 
fee for a non-small entity. 

• Total additional claim fee(s) for this application is $1140 
• $1140 for 19 total claims over 20. 

Replies should be mailed to: 

Mail Stop Missing Parts 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA 22313-1450 

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web. 
https ://sportal. uspto .gov/authenticate/ AuthenticateUserlocal EP F. htm I 

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or 
visit our website at http://www.uspto.gov/ebc. 

If you are not using EFS-Web to submit your reply, you must include a copy of this notice. 

/smunpanthovong/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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APPLICATION 
NUMBER 

FILING or 
37l(c)DATE 

GRPART 

UNIT FIL FEE REC'D 

13/340,623 12/29/2011 2431 

71897 
KAUTH , POMEROY , PECK & BAILEY ,LLP 
2400 EAST KATELLA AVENUE 
SUITE 1050 
ANAHEIM, CA 92806 

0.00 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

Dl:02359A 39 3 
CONFIRMATION N0.1094 

FILING RECEIPT 

111111111111111111111111]~!l]!~l!~l!~H!~m1i11] 11111111111111111111111 

Date Mailed: 01/18/2012 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

Applicant( s) 
Michael George Kiefer, Scottsdale, AZ; 
Eric William Grab, San Diego, CA; 
Jason Braness, San Diego, CA; 

Assignment For Published Patent Application 
DIVX, LLC, Santa Clara, CA 

Power of Attorney: None 

Domestic Priority data as claimed by applicant 
This appln claims benefit of 61/530,305 09/01/2011 

Foreign Applications (You may be eligible to benefit from the Patent Prosecution Highway program at the 
USPTO. Please see http://www.uspto.gov for more information.) 

If Required, Foreign Filing License Granted: 01/13/2012 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 

is US 13/340,623 

Projected Publication Date: To Be Determined - pending completion of Missing Parts 

Non-Publication Request: No 

Early Publication Request: No 
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Title 

Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using 
Common Cryptographic Information 

Preliminary Class 

713 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

GRANTED 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best 
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PT0-875 13/340,623 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 380 
(37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 620 
(37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 250 
(37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 39 minus 20= 19 (37 CFR 1.16(i)) 
OR X 60 = 1140 

INDEPENDENT CLAIMS 3 minus 3 = X 250 = 0.00 
(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 2390 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR 
~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

CD AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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PTO/SB/14 (-i-1-08) 
Approved for use through 09/30i2010. 0MB 0651--0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENr OF COMMERCE: 

Under the Paperwork Reduction Act of 1995. no persons are requked to respond to a co!lection of inforniat:on unless it contains a valid 0MB control nurnber. 

D1:02359A ! Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 f-! ---------+----------------1 

! Application Number 
I 

Title of Invention 
Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using Common 
Cryptographic Information 

~--------------------------------------------- -----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
! The application data sheet is p;irt of the provisional or nor.provisional application for which it is bein;J submitted The followin\J form contains the 
! bibliographic data arran(Jed in a format specified by the United States P;itent and Trademark Office as outlined in 37 GFR 1.76 
! This document may be con1pleted electronically and submitted to the Office in electronic form;it usin;J the Electronic: Filin\J Systen1 (EFS) or the 
! document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
I D Portions or ail of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
! 37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Applicant Information: 

I :::: ::::: :uthorily @I o,eotoc TO Lega ,· RepcesemaUv; @dee· 35 · U. S.C. · 117 j ()Pacty of I otecesl. @dee 35 ·U.S. C. · 118 -

r:::~~~~1~ ::::~;~:t::;~~~:~::::::::::::::::::::::::::::::::::::::::::::::::::i::::1t:~11::~:~:~~::::::::::::::::::::::::::::::::::::::i:::~:::~1~::~:~:~~::::::::::::::::::::::::::::::::::::::::::::::::1:::~:~:~:~~ 
~----------------- ----------------------------------------------------------------------------------- ------------------------------------------------------------------------- __________________________________________________________________________________ _: _________________ _ 

! Residence Information (Select One) @ US Residency Q Non US Residency Q Active US Miiitary Service 
·---City ___ ,-Scottsdale------------------------------------------------- ---State/Provi nee ___ ,-AZ _______ T Country-of Res idencd -· I-us _________________________________________________ _ 

Citizenship under 37 CFR 1.41(bj us 

Mailing Address of Applicant: 

Address 1 7007 E. Gold Dust Ave. 

Address 2 APT. 1053 
·---City____________ I-Scottsdale _____ ----------------------------------------------------------------------------------·1- State!Province --------· ,-AZ--------------------------------------------------------------------------

Postal Code 85253 I Countr~ I us 

Armlicant 2 
Applicant Authority @Inventor J QLegal Representative under 35 U.S.C. i 17 j()Party of Interest under 35 U.S.C. 118 

' T ! Prefix Given Name Middle Name Family Name ! Suffix 
;------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------+-----------------
! Eric William Grab i 

! Residence Information (Select One) @ US Residency Q Non US r~esidency Q Active US Military Servic; 

[City _~~~I~ San_- Diego-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ S tate!P ro vi n ce _~~~I~ CA~~~~]_~-Co u nt ry _ of -Res id enc<!~~~-[ US-~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-
C it ize n ship under 37 CFR 1.41(bj us 

Mailing Address of Applicant: 

Address 1 5387 Channing Street 

Address 2 -~~:~o~:ao Oiego_l ~ICo~l~:n:~vince_l _CA~ 

Armlicant 3 
Applicant Authority (!;inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Jason Braness 

Residence Information (Select One) @ US ~~esidency Q Non US Residency Q Active US Miiitary Service 

"-- City _I__ San __ Diego____________________________________________!__ State/Provi nee _J__ CA ______ J __ Country of_ Res idencd __I __ US--------------------------------------------------

EFS Web 2.2.2 
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PTO/SB/14 (-i-1-08) 
Approved for use through 09/30i2010. 0MB 0651--0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENr OF COMMERCE: 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a coilection of information unless it contains a valid 0MB control number. 

" . I Attorney Docket Number D1 :02359A 
Appl 1cat1on Data Sheet 37 CF R 1. 76 ;---------------------------------------------------------------- -----------------------------------------------------------------------------------------------------­

! Application Number 

Title of Invention 
Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using Common 
Cryptographic Information 

.---c-iti;~-~-~-hi-;;--~~d~-~--il--cFR-1-~-4-1,i; r-- r-u-s---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Mail i n9 Address of Applicant: 

Address 1 15885 Concord r~idge Terrace 

Address 2 

City I San Diego I State/Province 

Postal Code 92127 Countr~ I us 

All Inventors Must Be Listed - Additional Inventor Information blocks may be 
generated within this form by selecting the Add button. 

Correspondence Information: 

I CA 

Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 7'1897 

Email Address pto@kppb.com 

Application Information: 
i i Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using I Title of the Invention i Common Crvotoqraphic Information 

I Attorney Docket Number! D1 :02359A I Small Entity Status Claimed D 
~----------------------------------------------------------------+-----------------------------------------------------------------------------------1-------------------------------------------------------------------------------------------------------------------------------
! Application Type ! Nonprovlsional 
: : 

I Subject Matter 

I Suggested Class (if any) I I Sub Class (if any!] 

i Suggested Technology ~enter (if any) -'-

Total Number of Drawing Sheets (if any) 19 I Suggested Figure for Publication (if any) I 1 

Publication Information: 

I 

Representative Information: 

Representative information shouid be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Enter either Customer Number or complete the Representative Name section below. If both sections 
are completed the Customer Number will be used for the Representative Information during processing. 

~ ---------------------------------------------------------- ------------------------------------------------------------ -----------------------------------------------------------------,---------------------------------------------------------------------------------------------
! Please Select One: @ Customer Number O US Patent Practitioner ! 0 Limited ~~ecognition (37 CFR 11.9) 
I ' 

EFS Web 2.2.2 
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PTO/SB/14 (-i-1-08) 
Approved for use through 09/30i2010. 0MB 0651--0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENr OF COMMERCE: 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a coilection of information unless it contains a valid 0MB control number. 

" . I Attorney Docket Number D1 :02359A 
Appl 1cat1on Data Sheet 37 CF R 1. 76 ;---------------------------------------------------------------- -----------------------------------------------------------------------------------------------------­

! Application Number 

Title of Invention 
Systems and Methods for Playing Back Alternative Streams of Protected Content Protected Using Cornrnon 
Cryptographic Information 

Customer Number 71897 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e). 120, 121, or 365(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4 ), and need not otherwise be made part of the specification. 

Prior Application Status 

Application Number Continuity Type Prior Application Number 

non provisional of 

I Additional Domestic Benefit/National Stage Data may be generated within this form 
I by selecting the Add button. 

Foreign Priority Information: 

Filing Date (YYYY-MM-DD) 

2011--09--01 

I This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
! not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
! and 37 CFf~ 1.55(a). 

Application Number Countr/ Parent Filing Date (YYYY-MM-DD) 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

Assignee Information: 

[If@i.f@¥J 
Priority Claimed 

@ Yes O No 

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Tit!e 37 
of the CFR to have an assignment recorded 111 the Office. 

Assignee 1 

If the Assignee is an Organization check here. 

Organization Name I DIVX, LLC 

Mailing Address Information: 

Address 1 2830 De La Cruz Boulevard 

Address 2 

City Santa Ciara State/Province CA 

Country J us Postal Code ! 95050 
~-------------------------- ------------------------------------ ------------------------------------------------------------------------------- --------------------------------------------------:------------------------------------------------------------------------------------

Phone Number Fax Number i 

Email Address 

Additional Assignee Data rnay be generated within this form by selecting the Add 
button. 

Signature: 

i 

r--~}~-~~;;;!i~f ~}:~~~-~~f ~;~;;:~~~1~~~t~:t;;;t1~-~--1~--~~-q-~-f~-;;ci--1;;--;;;;-~;~d-~-;;-~~-~~1ti~--3i-c~F-R--1--:~i3--;;;;-d---fri:-1-r3-_--r-f~-~-;~-;~~-j1 ____________ 1 

! 
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PTO/SB/14 (-i-1-08) 
Approved for use through 09/30i2010. 0MB 0651--0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENr OF COMMERCE: 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a coilection of information unless it contains a valid 0MB control number. 

" . I Attorney Docket Number D1 :02359A 
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SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF PROTECTED CONTENT 

PROTECTED USING COMMON CRYPTOGRAPHIC INFORMATION 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Application Serial No. 

61/530,305 filed September 1, 2011, entitled "Multi-Asset Protected Content Multimedia 

Delivery System" the entirety of which is incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention generally relates to adaptive streaming and more 

specifically to adaptive bitrate streaming of encoded media contained within Matroska 

container files using Hypertext Transfer Protocol. 

BACKGROUND 

[0003] The term streaming media describes the playback of media on a playback 

device, where the media is stored on a server and continuously sent to the playback 

device over a network during playback. Typically, the playback device stores a sufficient 

quantity of media in a buffer at any given time during playback to prevent disruption of 

playback due to the playback device completing playback of all the buffered media prior 

to receipt of the next portion of media. In many instances, content is divided into 

multiple streams. For example, content can be divided into audio, video, and subtitle 

streams and some streams can be encoded as alternative streams that are suitable for 

different network connection bandwidths or comply with specific geographic 

restrictions and/or other restrictions. 

[0004] Adaptive bit rate streaming or adaptive streaming involves detecting the 

present streaming conditions [e.g. the user's network bandwidth and CPU capacity] in 

real time and adjusting the quality of the streamed media accordingly by selecting 

between different streams encoded for use at different network connection data rates. 
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Typically, the source media is encoded at multiple bitrates and the playback device or 

client switches between streaming the different encodings depending on available 

resources. 

[0005] Adaptive streaming solutions typically utilize either Hypertext Transfer 

Protocol [HTTP]. published by the Internet Engineering Task Force and the World Wide 

Web Consortium as RFC 2616 to stream media between a server and a playback device. 

HTTP is a stateless protocol that enables a playback device to request a byte range 

within a file. HTTP is described as stateless, because the server is not required to 

record information concerning the state of the playback device requesting information 

or the byte ranges requested by the playback device in order to respond to requests 

received from the playback device. 

[0006] In adaptive streaming systems, the source media is typically stored on a 

media server as a top level index file pointing to a number of alternate streams that 

contain the actual video and audio data. Each stream is typically stored in one or more 

container files. Different adaptive streaming solutions typically utilize different index 

and media containers. The Synchronized Multimedia Integration Language [SMIL] 

developed by the World Wide Web Consortium is utilized to create indexes in several 

adaptive streaming solutions including IIS Smooth Streaming developed by Microsoft 

Corporation of Redmond, Washington, and Flash Dynamic Streaming developed by 

Adobe Systems Incorporated of San Jose, California. HTTP Adaptive Bitrate Streaming 

developed by Apple Computer Incorporated of Cupertino, California implements index 

files using an extended M3U playlist file [.M3U8]. which is a text file containing a list of 

URls that typically identify a media container file. The most commonly used media 

container formats are the MP4 container format specified in MPEG-4 Part 14 [i.e. 

ISO/IEC 14496-14] and the MPEG transport stream [TS] container specified in MPEG-2 

Part 1 [i.e. ISO/IEC Standard 13818-1]. The MP4 container format is utilized in IIS 
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Smooth Streaming and Flash Dynamic Streaming. The TS container is used in HTTP 

Adaptive Bitrate Streaming. 

[0007] The Matroska container is a media container developed as an open standard 

project by the Matroska non-profit organization of Aussonne, France. The Matroska 

container is based upon Extensible Binary Meta Language [EBML], which is a binary 

derivative of the Extensible Markup Language [XML]. Decoding of the Matroska 

container is supported by many consumer electronics [CE] devices. The DivX Plus file 

format developed by DivX, LLC of San Diego, California utilizes an extension of the 

Matroska container format [i.e. is based upon the Matroska container format, but 

includes elements that are not specified within the Matroska format]. 

[0008] The term Digital Rights Management [ORM] is utilized to describe access 

control technologies that are used to control access to and/or copying of digital content. 

ORM systems typically involve the use of cryptographic information to control access to 

or protect a piece of content. Content protection is typically achieved using 

cryptographic information such as [but not limited to] one or more encryption keys to 

encrypt some or all of the content. An important component of most ORM systems is a 

mechanism for securely providing cryptographic information to authorized playback 

devices for use in accessing protected content. The protected content cannot be 

accessed without the cryptographic data and ideally the cryptographic data is bound to 

specific playback devices and cannot be readily used by unauthorized playback devices 

or is securely provided to the playback devices [often on a session basis]. 

SUMMARY OF THE INVENTION 

[0009] Systems and methods 1n accordance with embodiments of the invention 

perform adaptive bitrate streaming using alternative streams of protected content. One 

embodiment of the invention includes a processor, and memory containing a client 

application. In addition, the client application configures the processor to: request a top 
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level index file identifying a plurality of alternative streams of protected content, where 

each of the alternative streams of protected content are encrypted using common 

cryptographic information; obtain the common cryptographic information; request 

portions of content from at least the plurality of alternative streams of protected 

content; access the protected content using the common cryptographic information; 

and playback the content. 

[0010] In a further embodiment, the alternative streams of protected content are 

alternative streams of protected video, each of the alternative streams of protected 

video includes ORM information indicating portions of frames of video that are 

encrypted and identifying at least a portion of the common cryptographic information 

used to access the encrypted portions of the frames of video, and the client application 

configures the processor to: obtain a protected frame of video from one of the 

alternative streams of protected video; obtain ORM information indicating a portion of 

the protected frame of video that is encrypted; identify at least a portion of the common 

cryptographic information that is used to access the encrypted portion of the protected 

frame using the ORM information; decrypt the encrypted portion of the protected frame 

of video using the identified portion of the common cryptographic information; and 

decode the frame of video. 

[0011] In another embodiment, each of the alternative streams of protected content 

is contained within a separate container file, and the top level index file identifies a 

container file containing each of the alternative streams. 

[0012] In still further embodiment, the container files containing each of the 

alternative streams of protected content includes at least one header including the 

common cryptographic information and information that describes the encoding of the 

stream of protected content, and the top level index file identifies the location of the at 

least one header within each container file. 
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[0013] In still another embodiment, the common cryptographic information is a set 

of encryption keys. 

[0014] In a yet further embodiment, the common set of encryption keys is encrypted; 

and the client application configures the processor to securely receive cryptographic 

information used to unencrypt the common set of encryption keys. 

[0015] In yet another embodiment, the client application configures the processor to 

obtain the common cryptographic information by requesting at least one header of a 

container file identified in the top level index file. 

[0016] In a further embodiment again, each container file containing one of the 

alternative streams of protected content further includes an index, and the client 

application configures the processor to request a portion of content from one of the 

container files by configuring the processor to: request at least a portion of an index 

from the container file; identify the portion of the container file containing a specific 

portion of content using the index; and request the identified portion of the container 

file. 

[0017] In another embodiment again, the container files are Matroska container 

files. 

[0018] In a further additional embodiment, the common cryptographic information is 

stored in a common ORM Header element contained within a Tracks element within 

each of the Matroska container files containing the alternative streams of protected 

content. 

[0019] In another additional embodiment, the common cryptographic information is 

a set of encryption keys; and the set of encryption keys is encrypted and stored within 

the ORM Header element. 

[0020] In a still yet further embodiment, the client application configures the 

processor to: obtain cryptographic information that can be used to unencrypt the set of 

encryption keys stored within the ORM Header element; and unencrypt the set of 
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encryption keys stored within the ORM Header element using the obtained 

cryptographic information. 

[0021] In still yet another embodiment, the client application configures the 

processor to obtain the ORM Header element by requesting a Tracks element from one 

of the Matroska container files identified in the top level index file. 

[0022] In a still further embodiment again, each Mastroska container file containing 

an alternative stream of protected content further includes an index contained within a 

Cues element, and the client application configures the processor to request a portion 

of content from one of the Matroska container files by configuring the processor to: 

request at least a portion of a Cues element from a Matroska container file containing 

one of the alternative streams of protected content; identify a portion of the Matroska 

container file containing a specific portion of content using at least one 

CueTrackPosition element within the Cues element; and request the portion of the 

Matroska container file identified by the at least one CueTrackPosition element. 

[0023] In still another embodiment again, the index includes a plurality of 

CueTrackPosition elements that identify the location of a plurality of Cluster elements 

within the Matroska container file. 

[0024] In a still further additional embodiment, each Cluster element contains a 

plurality of BlockGroup elements including encoded portions of content, a CueTrack 

Position element indexes each Cluster element, and each CueTrackPosition element 

includes the size of the Cluster element that it indexes. 

[0025] In still another additional embodiment, the alternative streams of protected 

content are alternative streams of protected video, each of the Matroska container files 

containing an alternative stream of protected video includes a DRMlnfo element in a 

BlockGroup element containing a protected frame of video, where the ORM Info element 

indicates at least a portion of the protected frames of video that is encrypted and 

identifies at least a portion of the common cryptographic information used to access the 
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at least one encrypted portion of the protected frame of video, and the client application 

configures the processor to access video frames in a stream of protected video using 

the common cryptographic information by configuring the processor to: obtain a 

BlockGroup containing a protected frame of video; parse the BlockGroup element to 

obtain a ORM Info element indicating at least a portion of the protected frame of video 

that is encrypted using an encryption key from the set of encryption keys; decrypt the at 

least one encrypted portion of the protected frame of video using the identified 

encryption key; and decode the frame of video. 

[0026] An embodiment of the method of the invention includes requesting a top level 

index file identifying a plurality of alternative streams of protected content using a 

playback device, where each of the alternative streams of protected content are 

encrypted using common cryptographic information, obtaining the common 

cryptographic information using the playback device, requesting portions of content 

from at least the plurality of alternative streams of protected content using the playback 

device, accessing the protected content using the playback device and the common 

cryptographic information, and playing back the content using the playback device. 

[0027] In a further embodiment of the method of the invention, the alternative 

streams of protected content are alternative streams of protected video, each of the 

alternative streams of protected video includes ORM information indicating portions of 

frames of video that are encrypted and identifying at least a portion of the common 

cryptographic information used to access the encrypted portions of the frames of video, 

and the method further includes obtaining a protected frame of video from one of the 

alternative streams of protected video using the playback device, obtaining ORM 

information indicating a portion of the protected frame of video that is encrypted using 

the playback device, identify at least a portion of the common cryptographic information 

that is used to access the encrypted portion of the protected frame using the playback 

device and the ORM information, decrypting the encrypted portion of the protected 
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frame of video using the playback device and the identified portion of the common 

cryptographic information, and decoding the frame of video using the playback device. 

[0028] In another embodiment of the method of the invention, each of the alternative 

streams of protected content is contained within a separate container file, and the top 

level index file identifies a container file containing each of the alternative streams. 

[0029] In a still further embodiment of the method of the invention, the container 

files containing each of the alternative streams of protected content include at least one 

header including the common cryptographic information and information that describes 

the encoding of the stream of protected content, and the top level index file identifies 

the location of the at least one header within each container file. 

[0030] In still another embodiment of the method of the invention, the common 

cryptographic information is a set of encryption keys. 

[0031] In a yet further embodiment of the method of the invention, the set of 

encryption keys is encrypted so that it is accessible using cryptographic information 

obtained by the playback device, and the method further comprising obtaining 

cryptographic information using the playback device. 

[0032] In yet another embodiment of the method of the invention, the set of 

encryption keys is encrypted using at least one encryption key, and the playback device 

securely obtains the at least one encryption key. 

[0033] In a further embodiment again of the method of the invention, the at least one 

encryption key is encrypted using at least one encryption key included in the 

cryptographic information bound to the playback device. 

[0034] Another embodiment again of the method of the invention also includes 

obtaining the common cryptographic information by requesting at least one header of a 

container file identified in the top level index file using the playback device. 

[0035] In a further additional embodiment of the method of the invention, each 

container file containing one of the alternative streams of protected content further 
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includes an index, and the method further includes: requesting at least a portion of an 

index from the container file using the playback device; identify the portion of the 

container file containing a specific portion of content using the playback device and the 

index; and requesting the identified portion of the container file using the playback 

device. 

[0036] In another additional embodiment of the method of the invention, the 

container files are Matroska container files. 

[0037] In a still yet further embodiment of the method of the invention, the common 

cryptographic information is stored in a common ORM Header element contained within 

a Tracks element within each of the Matroska container files containing the alternative 

streams of protected content. 

[0038] In still yet another embodiment of the method of the invention, the common 

cryptographic information is a set of encryption keys, and the set of encryption keys is 

encrypted and stored within the ORM Header element. 

[0039] In a still further embodiment again of the method of the invention, the set of 

encryption keys is encrypted so that it is accessible using cryptographic information 

obtained by the playback device, and the method further comprising obtaining 

cryptographic information using the playback device. 

[0040] Still another embodiment again of the method of the invention also includes 

obtaining the ORM Header element by requesting a Tracks element from one of the 

Matroska container files identified in the top level index file. 

[0041] In a still further additional embodiment of the method of the invention, each 

Mastroska container file containing an alternative stream of protected content further 

includes an index contained within a Cues element, andthe method further includes: 

requesting at least a portion of a Cues element from a Matroska container file 

containing one of the alternative streams of protected content using the playback 

device; identifying a portion of the Matroska container file containing a specific portion 
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of content using the playback device and at least one CueTrackPosition element within 

the Cues element; and requesting the portion of the Matroska container file identified 

by the at least one Cue T rackPosition element. 

[0042] In still another additional embodiment of the method of the invention, the 

index includes a plurality of CueTrackPosition elements that identify the location of a 

plurality of Cluster elements within the Matroska container file. 

[0043] In a yet further embodiment again of the method of the invention, each 

Cluster element contains a plurality of BlockGroup elements including encoded 

portions of content, a CueTrack Position element indexes each Cluster element, and 

each CueTrackPosition element includes the size of the Cluster element that it indexes. 

[0044] In yet another embodiment again of the method of the invention, the 

alternative streams of protected content are alternative streams of protected video, 

each of the Matroska container files containing an alternative stream of protected video 

includes a DRMlnfo element in a BlockGroup element containing a protected frame of 

video, where the ORM Info element indicates at least a portion of the protected frames of 

video that is encrypted and identifies at least a portion of the common cryptographic 

information used to access the at least one encrypted portion of the protected frame of 

video, and the method further includes: obtaining a BlockGroup containing a protected 

frame of video using the playback device; parsing the BlockGroup element to obtain a 

DRMlnfo element indicating at least a portion of the protected frame of video that is 

encrypted using the playback device and an encryption key from the set of encryption 

keys; decrypting the at least one encrypted portion of the protected frame of video using 

the playback device and the identified encryption key; and decoding the frame of video 

using the playback device. 

[0045] Another further embodiment includes a machine readable medium 

containing processor instructions, where execution of the instructions by a processor 

causes the processor to perform a process including request a top level index file 
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identifying a plurality of alternative streams of protected content, where each of the 

alternative streams of protected content are encrypted using common cryptographic 

information, obtaining the common cryptographic information, requesting portions of 

content from at least the plurality of alternative streams of protected content, accessing 

the protected content using the common cryptographic information, and playing back 

the content. 

[0046] In still another further embodiment, the alternative streams of protected 

content are alternative streams of protected video, each of the alternative streams of 

protected video includes ORM information indicating portions of frames of video that are 

encrypted and identifying at least a portion of the common cryptographic information 

used to access the encrypted portions of the frames of video, and execution of the 

instructions by a processor also causes the processor to perform a process including: 

obtaining a protected frame of video from one of the alternative streams of protected 

video; obtaining ORM information indicating a portion of the protected frame of video 

that is encrypted; identify at least a portion of the common cryptographic information 

that is used to access the encrypted portion of the protected frame using the ORM 

information; decrypting the encrypted portion of the protected frame of video using and 

the identified portion of the common cryptographic information; and decoding the frame 

of video. 

[0047] In yet another further embodiment, the machine readable medium 1s non-

volatile memory. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0048] FIG. 1A is a network diagram of an adaptive bitrate streaming system in 

accordance with an embodiment of the invention. 

[0049] FIG. 1 B is a block diagram illustrating a source encoder in accordance with an 

embodiment of the invention. 
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[0050] FIG. 1 C is a block diagram illustrating a content distribution server in 

accordance with an embodiment of the invention. 

[0051] FIG. 1 D is a block diagram illustrating a playback device in accordance with 

an embodiment of the invention. 

[0052] FIG. 2 conceptually illustrates a top level index file and Matroska container 

files generated by the encoding of source media in accordance with embodiments of the 

invention. 

[0053] FIG. 3 conceptually illustrates a specialized Matroska container file 

incorporating a TracksData Payload containing cryptographic information in accordance 

with an embodiment of the invention. 

[0054] FIGS. 4a - 4c conceptually illustrate the insertion of different types of 

protected media into the Clusters element of a Matroska container file subject to 

various constraints that facilitate adaptive bitrate streaming in accordance with 

embodiments of the invention. 

[0055] FIG. 4d conceptually illustrates the multiplexing of different types of 

protected media into the Clusters element of a Matroska container file subject to 

various constraints that facilitate adaptive bitrate streaming in accordance with an 

embodiment of the invention. 

[0056] FIG. 4e conceptually illustrates the inclusion of a protected trick play track 

into the Clusters element of a Matroska container file subject to various constraints that 

facilitate adaptive bitrate streaming in accordance with an embodiment of the invention. 

[0057] FIG. 5 conceptually illustrates a modified Cues element of a specialized 

Matroska container file, where the Cues element includes information enabling the 

retrieval of Cluster elements using HTTP byte range requests in accordance with an 

embodiment of the invention. 

[0058] FIG. 5a conceptually illustrates a modified Cues element of a specialized 

Matroska container file in accordance with an embodiment of the invention, where the 
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Cues element is similar to the Cues element shown in FIG. 5 with the exception that 

attributes that are not utilized during adaptive bitrate streaming are removed. 

[0059] FIG. 6 conceptually illustrates the indexing of Cluster elements within a 

specialized Matroska container file utilizing modified CuePoint elements within the 

container file in accordance with embodiments of the invention. 

[0060] FIG. 7 conceptually illustrates the use of a hierarchical index to index 

CuePoint elements within a Matroska container file in accordance with embodiments of 

the invention. 

[0061] FIG. 8 is a flow chart illustrating a process for encoding and protecting source 

media for adaptive bitrate streaming in accordance with an embodiment of the 

invention. 

[0062] FIG. 9 1s a flow chart illustrating a process for encoding and encrypting 

frames of source video in accordance with an embodiment of the invention. 

[0063] FIG. 10 conceptually illustrates a ORM header element that can be included in 

a Matroska container file in accordance with an embodiment of the invention. 

[0064] FIG. 11 conceptually illustrates communication between a playback device 

and an HTTP server associated with the commencement of streaming of encoded media 

contained within Matroska container files indexed by a top level index file in accordance 

with an embodiment of the invention. 

[0065] FIGS. 12a and 12b conceptually illustrate communication between a playback 

device and an HTTP server associated with switching between streams in response to 

the streaming conditions experienced by the playback device prior to the decision to 

switch streams in accordance with embodiments of the invention. 

DETAILED DISCLOSURE OF THE INVENTION 

[0066] Turning now to the drawings, systems and methods for performing adaptive 

bitrate streaming using alternative streams of protected content in accordance with 
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embodiments of the invention are illustrated. In a number of embodiments, source 

media is encoded as a number of alternative streams and the alternative streams are 

protected using a common set of cryptographic information. In many embodiments, the 

alternative streams are video streams and each stream is protected by encrypting at 

least a portion of a plurality of video frames within the stream using the common set of 

cryptographic information. In several embodiments, the common set of cryptographic 

information is a set of frame keys. In order to protect a video frame, a frame key can be 

selected from the set of frame keys and used to encrypt at least a portion of the 

encoded frame and ORM information can be provided with the protected frame 

indicating the frame key utilized to perform the encryption and the location of the 

encrypted portion within the frame. By encrypting each of the alternative streams using 

the same set of cryptographic information, a playback device can switch between 

streams without the need to maintain or acquire multiple sets of cryptographic 

information in memory or to reinitialize the decryption engine of the playback device 

with a different set of cryptographic information. 

[0067] In many embodiments, each of the alternative streams is stored in a separate 

container file referenced by a top level index file. In several embodiments, the common 

cryptographic information is embedded in each of the container files so that a playback 

device has access to the cryptographic information irrespective of which alternative is 

initially select to commence playback of the media. The common cryptographic 

information can be stored on a content distribution system and associated with a title 

identifier or title ID that uniquely identifies the source content used to create the 

alternative streams. When a new alternative stream is generated, a source encoder 

can utilize the title ID to request the common cryptographic information from the 

content distribution system and the common cryptographic information can be utilized 

to encrypt the new alternative stream and embedded in a container file created to 

contain the new encrypted alternative stream. 
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[0068] In several embodiments, each stream associated with a piece of source 

content and/or title ID is stored in a Matroska [MKV] container file. In many 

embodiments, the Matroska container file is a specialized Matroska container file in 

that the manner in which the media in each stream is encoded and stored within the 

container is constrained to improve streaming performance. In several embodiments, 

the Matroska container file is further specialized in that additional ORM elements [i.e. 

elements that are not specified as part of the Matroska container format] can be 

included within the file to facilitate the distribution of protected media during adaptive 

bitrate streaming. In a number of embodiments, common cryptographic information is 

included within a ORM header element in each of the Matroska container files and 

references to the common cryptographic information are made using DRMlnfo 

elements within a BlockGroup element corresponding to a specific frame of encrypted 

video. In other embodiments, any of a variety of mechanisms can be utilized to store 

ORM information within a Matroska container in accordance with embodiments of the 

invention. In several embodiments, each stream [i.e. audio, video, or subtitle] is stored 

within a separate Matroska container file. In other embodiments, an encoded video 

stream is multiplexed with one or more encoded audio, and/or subtitle streams in each 

Matroska container file. 

[0069] A top level index file containing an index to the streams contained within each 

of the container files is also generated to enable adaptive bitrate streaming of the 

encoded media. In many embodiments, the top level index file is a Synchronized 

Multimedia Integration Language [SMIL] file containing URls for each of the Matroska 

container files. In other embodiments, any of a variety of file formats can be utilized in 

the generation of the top level index file. 

[0070] The performance of an adaptive bitstrate streaming system in accordance 

with embodiments of the invention can be significantly enhanced by encoding each 

portion of the source video at each bit rate in such a way that the portion of video is 
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encoded in each stream as a single [or at least one] closed group of pictures [GOP] 

starting with an Instantaneous Decoder Refresh [IDR] frame. The GOP for each stream 

can then be stored as a Cluster element within the Matroska container file for the 

stream. In this way, the playback device can switch between streams at the completion 

of the playback of a Cluster and, irrespective of the stream from which a Cluster is 

obtained the first frame in the Cluster will be an IDR frame and can be decoded without 

reference to any encoded media other than the encoded media contained within the 

Cluster element. In many embodiments, the sections of the source video that are 

encoded as GOPs are all the same duration. In a number of embodiments each two 

second sequence of the source video is encoded as a GOP. 

[0071] Adaptive streaming of source media encoded in the manner outlined above 

can be coordinated by a playback device in accordance with embodiments of the 

invention. The playback device obtains information concerning each of the available 

streams from the top level index file and selects one or more streams to utilize in the 

playback of the media. The playback device can then obtain header information from 

the Matroska container files containing the one or more bitstreams or streams, and the 

headers provide information concerning the decoding of the streams including a ORM 

header, which contains the cryptographic information utilized to protect the stream. 

The playback device can also request index information that indexes the encoded media 

stored within the relevant Matroska container files. The index information can be 

stored within the Matroska container files or separately from the Matroska container 

files in the top level index or in separate index files. The index information enables the 

playback device to request byte ranges corresponding to Cluster elements within the 

Matroska container file containing specific portions of encoded media via HTTP from the 

server. As the playback device receives the Cluster elements from the HTTP server, the 

playback device can evaluate current streaming conditions to determine whether to 

increase or decrease the bitrate of the streamed media. In the event that the playback 
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device determines that a change in bitrate is necessary, the playback device can obtain 

header information and index information for the container file[s] containing the desired 

stream[s] [assuming the playback device has not already obtained this information]. 

The playback device need not perform the computationally intensive process of 

accessing the encrypted cryptographic information in the header of the new stream, 

because each of the alternative streams uses common cryptographic information. The 

index information can then be used to identify the byte range of the Cluster element 

containing the next portion of the source media encoded at the desired bit rate and the 

identified Cluster element can be retrieved from the server via HTTP. The next portion 

of the source media that is requested is typically identified based upon the Cluster 

elements already requested by the playback device and the Cluster elements buffered 

by the playback device. The next portion of source media requested from the 

alternative stream is requested to minimize the likelihood that the buffer of the 

playback device will underflow [i.e. run out media to playback] prior to receipt of the 

Cluster element containing the next portion of source media by the playback device. In 

this way, the playback device can achieve adaptive bitrate streaming by retrieving 

sequential Cluster elements from the various streams as appropriate to the streaming 

conditions using the top level index and index information describing the Cluster 

elements within each of the Matroska container files. 

[0072] In a number of embodiments, variation in the bitrate between different 

streams can be achieved by modifying the encoding parameters for each stream 

including but not limited to the bitrate, frame rate, resolution and sample aspect ratio. 

The encoding and protection of source video using common cryptographic information 

for use in adaptive bitrate streaming and the playback of alternative streams of 

protected content via adaptive bitrate streaming in accordance with embodiments of the 

invention is discussed further below. 
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ADAPTIVE STREAMING SYSTEM ARCHITECTURE 

[0073] An adaptive bitrate streaming system in accordance with an embodiment of 

the invention is illustrated in FIG. 1. The adaptive streaming system 10 includes a 

source encoder 12 configured to encode source media as a number of alternative 

streams and to protect the encoded streams using common cryptographic information. 

Alternative streams are streams that encode the same media content in different ways. 

In several embodiments, the source encoder 12 ingests source content and obtains a 

title ID and common cryptographic information from a content distribution server 14 

that the content distribution server assigns to the source content. The source encoder 

encodes the alternative streams and protects the streams using the common 

cryptographic information received from the content distribution server. In many 

instances, alternative streams encode media content [such as but not limited to video] 

at different maximum bitrates. In a number of embodiments, the alternative streams 

are encoded with different resolutions, sample aspect ratios and/or frame rates. When 

the streams are written to file[s]. the common cryptographic information is also written 

to the file[s]. The content distribution server 14 can receive request to access the 

alternative streams of content [i.e. the title] via the Internet from a playback device such 

as [but not limited to] a user computer 18 or a mobile phone 20 and can commence 

streaming content. In several embodiments, the common cryptographic information is 

protected by encrypting at least a portion of the common cryptographic information 

using at least one encryption key. The playback device can securely obtain the 

cryptographic key using a process such as [but not limited to] Hypertext Transfer 

Protocol Secure or HTTPS. Other processes for securely obtaining cryptographic 

information to obtain access to encrypted common cryptographic information in 

accordance with embodiments of the invention are discussed below. 

[0074] In many embodiments, a playback device commences playback by requesting 

a top level index file from the content distribution server. The source encoder 12, the 
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content distribution server 14, or another server can generate the top level index to the 

file[s] containing the streams, at least a plurality of which are alternative streams, at 

the time the request is made or at the time the streams are generated by the source 

encoder. The playback device can then use HTTP or another appropriate stateless 

protocol to request portions of the top level index file and the file[s] containing the 

protected streams via a network 16 such as the Internet. 

[0075] In many embodiments, the top level index file is a SMIL file and the media is 

stored in Matroska container files. As is discussed further below, the media can be 

stored within the Matroska container file in a way that facilitates the protection of the 

content using common cryptographic information. In many embodiments, the Matroska 

container files are specialized Matroska container files that include enhancements [i.e. 

elements that do not form part of the Matroska file format specification] that facilitate 

retrieval and decryption using common cryptographic information of specific portions of 

media during adaptive bitrate streaming. 

[0076] Although a specific content distribution system configured to support adaptive 

bitrate streaming is illustrated in FIG. 1A, any of a variety of content distribution system 

architectures can be utilized to implement an adaptive bitrate streaming system in 

accordance with embodiments of the invention. Source encoders, content distribution 

server systems, and playback devices in accordance with embodiments of the invention 

are discussed further below. 

SOURCE ENCODERS 

[0077] In many embodiments, a source encoder can be implemented using a server. 

In other embodiments, the source encoder can be any processing device including a 

processor and sufficient resources to perform the transcoding and encryption of source 

media [including but not limited to video, audio, and/or subtitles]. A source encoder in 

accordance with an embodiment of the invention is illustrated in FIG. 1 B. The source 
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encoder 12 is implemented on a computing platform including a processor 12a, volatile 

memory 12b and non-volatile storage 12c. An encoder application 12d is stored in non­

volatile storage 12c. The encoder application includes the machine readable 

instructions that configure the processor to encode source content 12e as a plurality of 

streams. In a number of embodiments, the encoder application also configures the 

source encoder to obtain common cryptographic information 12g that can be utilized to 

protect alternative streams generated using the source content 12e. In many 

embodiments, the source encoder obtains the common cryptographic information and a 

title ID from a content distribution system. In other embodiments, the source encoder 

generates a title ID and/or cryptographic data and provides the generated information 

to a content distribution system. 

[0078] Although a specific source encoder in accordance with embodiments of the 

invention is illustrated in FIG. 1 B, any of a variety of computing platforms can be utilized 

to implement a source encoder that is configured to encode at least one stream of 

source content as a plurality of alternative streams and to protect each of the 

alternative streams using common cryptographic information in accordance with 

embodiments of the invention. 

CONTENT DISTRIBUTION SERVERS 

[0079] Content distribution servers in accordance with embodiments of the invention 

can be responsible for storing protected streams of content for streaming to playback 

devices using adaptive bitrate streaming processes. Content distribution servers can 

also store common cryptographic information utilized to protect the alternative streams 

of protected content. In several embodiments, the common cryptographic information 

is identified utilizing a title ID associated with the common cryptographic information 

and a set of streams that form part of a specific title or piece of content. A content 

distribution server in accordance with an embodiment of the invention is illustrated in 
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FIG. 1 C. The content distribution server is implemented using a computing platform 

including a processor 14a, volatile memory 14b, and non-volatile storage 14c. In the 

illustrated embodiment, a plurality of container files 14d are stored on the content 

distribution server. Playback devices can stream content from the content distribution 

server utilizing adaptive bitrate streaming processes in accordance with embodiments 

of the invention. To facilitate the creation of new streams with respect to a specific 

piece of content, the content distribution server also stores title IDs 14e for specific 

pieces of content and common cryptographic information 14f associated with each title 

ID. A source encoder can request common cryptographic information to protect a new 

stream related to a specific piece of content, by providing a request to the content 

distribution server that identifies the specific piece of content using the title ID assigned 

to it. 

[0080] Although a specific content distribution server is illustrated in FIG. 1 C, any of 

a variety of computational platform including [but not limited to] platforms in which 

container files and common cryptographic information are stored on separate servers 

can be utilized in content distribution systems in accordance with embodiments of the 

invention. 

PLAYBACK DEVICES 

[0081] Referring back to FIG. 1A, the illustrated playback devices include personal 

computers 18 and mobile phones 20. In other embodiments, playback devices can 

include consumer electronics devices such as DVD players, Blu-ray players, televisions, 

set top boxes, video game consoles, tablets, and other devices that are capable of 

playing back protected media stored on a content distribution server using adaptive 

bitrate streaming. A playback device in accordance with an embodiment of the 

invention is illustrated in FIG. 1 D. The playback device is implemented on a processing 

platform 20 including a processor 20a, volatile memory 20b, and non-volatile memory 
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[or other non-volatile storage] 20c. The non-volatile memory 20c contains a client 

application 20d, which includes machine readable instructions that can be utilized to 

configure the processor to register with a content distribution system to obtain 

cryptographic data 20e bound to the playback device. The playback device can then use 

the bound cryptographic data 20e to request adaptive bitrate streaming of protected 

content. As is discussed further below, the alternative streams of protected content 

utilized to perform adaptive bitrate streaming are protected using common 

cryptographic information. Once the client application 20d has obtained the common 

cryptographic information, which can be a time consuming and/or computationally 

intensive process, the playback device can use the same cryptographic information to 

access content in any of the alternative streams of protected content within a single 

instance of a title. 

[0082] Although a specific architecture for a playback device is shown in FIG. 1 D any 

of a variety of architectures can be utilized that enable playback devices to request 

portions of the top level index file and the container files in accordance with 

embodiments of the invention. 

FILE STRUCTURE 

[0083] Files generated by a source encoder and/or stored on an HTTP server for 

streaming to playback devices in accordance with embodiments of the invention are 

illustrated in FIG. 2. The files utilized in the adaptive bitrate streaming of the source 

media include a top level index 30 and a plurality of container files 32 that each contain 

at least one stream. The top level index file describes the content of each of the 

container files. As is discussed further below, the top level index file can take a variety 

of forms including an SMIL file and the container files can take a variety of forms 

including a specialized Matroska container file. 
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[0084] In many embodiments, each Matroska container file contains a single 

protected stream. For example, the stream could be one of a number of alternate video 

streams protected using common cryptographic information, an audio stream, one of a 

number of alternate audio streams, a subtitle stream, one of a number of alternate 

subtitle streams, a trick play stream, or one of a number of alternate trick play streams 

protected using common cryptographic information. In several embodiments, the 

Matroska container file includes multiple multiplexed streams. For example, the 

Matroska container could include a video stream, and one or more audio streams, one 

or more subtitle streams, and/or one or more trick play streams. As is discussed 

further below, in many embodiments the Matroska container files are specialized files. 

The encoding of the media and the manner in which the media is stored within Cluster 

elements within the Matroska container file can be subject to constraints designed to 

enhance the performance of an adaptive bitrate streaming system. In a number of 

embodiments, common cryptographic information is included within a ORM header 

element in each of the Matroska container files and references to the common 

cryptographic information are made using DRMlnfo elements included within 

BlockGroup elements of protected [not all frames need be protected to protect the 

stream]. In addition, the Matroska container file can include index elements that 

facilitate the location and downloading of Cluster elements from the various Matroska 

container files during the adaptive streaming of the media. Top level index files and 

Matroska container files that can be used in adaptive bitrate streaming systems in 

accordance with embodiments of the invention are discussed below. 

TOP LEVEL INDEX FILES 

[0085] Playback devices 1n accordance with many embodiments of the invention 

utilize a top level index file to identify the container files that contain the streams 

available to the playback device for use in adaptive bitrate streaming. In many 
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embodiments, the top level index files can include references to container files that 

each include an alternative stream of encoded media. The playback device can utilize 

the information in the top level index file to retrieve encoded media from each of the 

container files according to the streaming conditions experienced by the playback 

device. 

[0086] In several embodiments, the top level index file provides information enabling 

the playback device to retrieve information concerning the encoding of the media in 

each of the container files and an index to encoded media within each of the container 

files. In a number of embodiments, each container file includes information concerning 

the encoded media contained within the container file and an index to the encoded 

media within the container file and the top level index file indicates the portions of each 

container file containing this information. Therefore, a playback device can retrieve the 

top level index file and use the top level index file to request the portions of one or more 

of the container files that include information concerning the encoded media contained 

within the container file and an index to the encoded media within the container file. A 

variety of top level index files that can be utilized in adaptive bitrate streaming systems 

in accordance with embodiments of the invention are discussed further below. 

[0087] In a number of embodiments, the top level index file utilized in the adaptive 

bitrate streaming of media is a SMIL file, which is an XML file that includes a list of URls 

describing each of the streams and the container files that contain the streams. The 

URI can include information such as the "system-bitrate" of the stream contained 

within the stream and information concerning the location of specific pieces of data 

within the container file. The top level index SMIL file can be generated when the 

source media is encoded for playback via adaptive bitrate streaming. Alternatively, the 

top level index SMIL file can be generated when a playback device requests the 

commencement of playback of the encoded media. When the playback device receives 

the top level index SMIL file, the playback device can parse the SMIL file to identify the 
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available streams. The playback device can then select the streams to utilize to 

playback the content and can use the SMIL file to identify the portions of the container 

file to download to obtain information concerning the encoding of a specific stream 

and/or to obtain an index to the encoded media within the container file. 

[0088] Although top level index SMIL files are described above, any of a variety of top 

level index file formats can be utilized to create top level index files as appropriate to a 

specific application in accordance with an embodiment of the invention. The use of top 

level index files to enable playback of encoded media using adaptive bitrate streaming 

in accordance with embodiments of the invention is discussed further below. 

STORING PROTECTED MEDIA IN MKV FILES FOR ADAPTIVE BITRATE STREAMING 

[0089] A Matroska container file used to store encoded video in accordance with an 

embodiment of the invention is illustrated in FIG. 3. The container file 32 is an 

Extensible Binary Markup Language [EBML] file that is an extension of the Matroska 

container file format. The specialized Matroska container file 32 includes a standard 

EBML element 34, and a standard Segment element 36 that includes a standard Seek 

Head element 40, a standard Segment Information element 42, and a standard Tracks 

element 44 including a tracks data payload that is a non-standard EBML element 

containing cryptographic information utilized to access the protected stream[s] 

contained within the Matroska container file. In many embodiments, the cryptographic 

data takes the form of a ORM Headers element [discussed below] that includes a set of 

keys utilized to access encrypted portions of the stream contained within the Matroska 

container file. In many embodiments, the set of keys is encrypted in such a way that a 

playback device can only access the set of keys in the clear using a specific piece or set 

of cryptographic information. 

[0090] The Segment element 36 also includes a standard Clusters element 46. As is 

described below, the manner in which encoded media is inserted within individual 

-25-

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1189 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



01 :02359A 

Cluster elements 48 within the Clusters element 46 is constrained to improve the 

playback of the media in an adaptive streaming system. In many embodiments, the 

constraints imposed upon the encoded video are consistent with the specification of the 

Matroska container file format and involve encoding the video so that each cluster 

includes at least one closed GOP commencing with an IDR frame. In addition to the 

above elements, the Segment element 36 can optionally include a modified version of 

the standard Cues element. As is discussed further below, the Cues element includes 

specialized CuePoint elements [i.e. non-standard CuePoint elements] that facilitate the 

retrieval of the media contained within specific Cluster elements via HTTP. The 

Segment element 36 can optionally include a non-standard Hierarchical Index element 

54. The Hierarchical Index element is an extension to the Matroska file format 

proposed by DivX, LLC of San Diego, California. The Hierarchical Index element 1s 

described in U.S. Patent Application Serial No. 12/272,631, the disclosure of which 1s 

incorporated by reference above in its entirety. 

[0091] The constraints imposed upon the encoding of media and the formatting of 

the encoded media within the Clusters element of a Matroska container file for adaptive 

bitrate streaming of protected streams and the additional ORM and index information 

inserted within the container file in accordance with embodiments of the invention are 

discussed further below. 

ENCODING MEDIA FOR INSERTION IN CLUSTER ELEMENTS 

[0092] An adaptive bitrate streaming system provides a playback device with the 

option of selecting between different protected streams of encoded media during 

playback according to the streaming conditions experienced by the playback device. In 

many embodiments, switching between protected streams is facilitated by separately 

pre-encoding discrete portions of the source media in accordance with the encoding 

parameters of each stream and then including each separately encoded portion in its 
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own Cluster element within the stream's container file. Furthermore, the media 

contained within each Cluster is encoded so that the media is capable of playback 

without reference to media contained in any other Cluster within the stream. In this 

way, each stream includes a Cluster element corresponding to the same discrete 

portion of the source media and, at any time, the playback device can select the Cluster 

element from the stream that is most appropriate to the streaming conditions 

experienced by the playback device and can commence playback of the media contained 

within the Cluster element. Accordingly, the playback device can select clusters from 

different streams as the streaming conditions experienced by the playback device 

change over time. In several embodiments, the Cluster elements are further 

constrained so that each Cluster element contains a portion of encoded media from the 

source media having the same duration. In a number of embodiments, each Cluster 

element includes two seconds of encoded media. The specific constraints applied to the 

media encoded within each Cluster element depending upon the type of media [i.e. 

video, audio, or subtitles] are discussed below. 

[0093] A Clusters element of a Matroska container file containing a video stream in 

accordance with an embodiment of the invention is illustrated in FIG. 4a. The Clusters 

element 46 includes a plurality of Cluster elements 48 that each contains a discrete 

portion of encoded video. In the illustrated embodiment, each Cluster element 48 

includes two seconds of encoded video. In other embodiments, the Cluster elements 

include encoded video having a greater or lesser duration than two seconds. In several 

embodiments, the encoded video sequences in the Cluster elements have different 

durations. 

[0094] Each Cluster element 48 includes a Timecode element 60 indicating the start 

time of the encoded video within the Cluster element and a plurality of BlockGroup 

elements. As noted above, the encoded video stored within the Cluster is constrained 

so that the encoded video can be played back without reference to the encoded video 
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contained within any of the other Cluster elements in the container file. In many 

embodiments, encoding the video contained within the Cluster element as a GOP in 

which the first frame is an IDR frame enforces the constraint. In the illustrated 

embodiment, the first BlockGroup element 62 contains an IDR frame. Therefore, the 

first BlockGroup element 62 does not include a ReferenceBlock element. The first 

BlockGroup element 62 includes a Block element 64, which specifies the Timecode 

attribute of the frame encoded within the Block element 64 relative to the Timecode of 

the Cluster element 48 and a DRMlnfo element 65 that identifies a portion of the frame 

that is encrypted and the cryptographic information that can be utilized to access the 

encrypted portion of the frame. In a number of embodiments, only a small portion of 

the video frame is encrypted and the DRMlnfo includes a reference to the start of an 

encrypted block of data and the size of the encrypted block of data. As is discussed 

further below, the common cryptographic information utilized to protect alternative 

streams of video content is a set of frame keys in many embodiments of the invention 

and the DRMlnfo element can also include an index to a specific frame key in the set of 

frame keys that can be utilized to access the encrypted block of data in the clear. In 

other embodiments, any of a variety of information appropriate to identifying encrypted 

data within a video frame and decrypting the encrypted data can be stored within a 

ORM Info element. 

[0095] Subsequent BlockGroup elements 66 are not restricted in the types of frames 

that they can contain [other than that they cannot reference frames that are not 

contained within the Cluster element]. Therefore, subsequent BlockGroup elements 66 

can include ReferenceBlock elements 68 referencing other BlockGroup element[s] 

utilized in the decoding of the frame contained within the BlockGroup or can contain IDR 

frames and are similar to the first BlockGroup element 62. In addition, subsequent 

BlockGroup elements 66 can also include ORM Info elements to describe the manner in 

which the frame of video contained within the BlockGroup element is protected. As 
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noted above, the manner in which encoded video is inserted within the Cluster elements 

of the Matroska file conforms with the specification of the Matroska file format. 

[0096] The insertion of encoded audio and subtitle information within a Clusters 

element 46 of a Matroska container file in accordance with embodiments of the 

invention is illustrated in FIGS. 4b and 4c. In the illustrated embodiments, the encoded 

media is inserted within the Cluster elements 48 subject to the same constraints 

applied to the encoded video discussed above with respect to FIG. 4a. In addition, the 

duration of the encoded audio and subtitle information within each Cluster element 

corresponds to the duration of the encoded video in the corresponding Cluster element 

of the Matroska container file containing the encoded video. In other embodiments, the 

Cluster elements within the container files containing the audio and/or subtitle streams 

need not correspond with the start time and duration of the Cluster elements in the 

container files containing the alternative video streams. In many embodiments, audio, 

and/or subtitle tracks are protected and information identifying the protected portions 

of the stream can be included in an element in a manner similar to that described above 

with respect to protected video streams. 

MULIPLEXING STREAMS IN A SINGLE MKV CONTAINER FILE 

[0097] The Clusters elements shown in FIGS. 4a - 4c assume that a single stream is 

contained within each Matroska container file. In several embodiments, media from 

multiple streams is multiplexed within a single Matroska container file. In this way, a 

single container file can contain a video stream multiplexed with one or more 

corresponding audio streams, and/or one or more corresponding subtitle streams. 

Storing the streams in this way can result in duplication of the audio and subtitle 

streams across multiple alternative video streams. However, the seek time to retrieve 

encoded media from a video stream and an associated audio, and/or subtitle stream 

can be reduced due to the adjacent storage of the data on the server. The Clusters 
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element 46 of a Matroska container file containing multiplexed video, audio and subtitle 

data in accordance with an embodiment of the invention is illustrated in FIG. 4d. In the 

illustrated embodiment, each Cluster element 48 includes additional BlockGroup 

elements for each of the multiplexed streams. The first Cluster element includes a first 

BlockGroup element 62v for encoded video that includes a Block element 64v containing 

an encoded video frame and indicating the Timecode attribute of the frame relative to 

the start time of the Cluster element [i.e. the Timecode attribute 60]. A second 

BlockGroup element 62a includes a Block element 64a including an encoded audio 

sequence and indicating the timecode of the encoded audio relative to the start time of 

the Cluster element, and a third BlockGroup element 62s including a Block element 64s 

containing an encoded subtitle and indicating the timecode of the encoded subtitle 

relative to the start time of the Cluster element. In the illustrated embodiment, only the 

video stream is protected. Therefore, the BlockGroup elements 62v containing the 

video stream include ORM Info elements 65v to identify the portions of the frames within 

the video stream that are encrypted. In other embodiments, the audio, and/or subtitle 

streams can also be protected. Although not shown in the illustrated embodiment, 

each Cluster element 48 likely would include additional BlockGroup elements 

containing additional encoded video, audio or subtitles. Despite the multiplexing of the 

encoded video, audio, and/or subtitle streams, the same constraints concerning the 

encoded media apply. 

INCORPORATING TRICK PLAY STREAMS IN MKV CONTAINER FILES FOR USE IN 

ADAPTIVE BITRATE STREAMING SYSTEMS 

[0098] The incorporation of trick play tracks within Matroska container files is 

proposed by DivX, LLC in U.S. Patent Application No. 12/260,404 entitled "Application 

Enhancement Tracks", filed October 29, 2008, the disclosure of which is hereby 

incorporated by reference in its entirety. Trick play tracks similar to the trick play 
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tracks described in U.S. Patent Application No. 12/260,404 can be used to provide a trick 

play stream in an adaptive bitrate streaming system in accordance with an embodiment 

of the invention to provide smooth visual search through source content encoded for 

adaptive bitrate streaming. A separate trick play stream can be encoded that appears to 

be an accelerated visual search through the source media when played back, when in 

reality the trick play stream is simply a separate stream encoding the source media at a 

lower frame rate. In several embodiments, a trick play stream is generated in the 

manner outlined in U.S. Patent Application No. 12/260,404 and inserting the trick play 

stream into a Matroska container file subject to the constraints mentioned above with 

respect to insertion of a video stream into a Matroksa container file. In many 

embodiments, the trick play stream is also subject to the further constraint that every 

frame in the GOP of each Cluster element in the trick play stream is encoded as an IDR 

frame. As with the other video streams, each Cluster element contains a GOP 

corresponding to the same two seconds of source media as the corresponding Cluster 

elements in the other streams. There are simply fewer frames in the GOPs of the trick 

play stream and each frame has a longer duration. In this way, transitions to and from 

a trick play stream can be treated in the same way as transitions between any of the 

other encoded streams are treated within an adaptive bitrate streaming system in 

accordance with embodiments of the invention. In embodiments where the trick play 

stream[s] are protected, the same common cryptographic information utilized to 

encrypt the primary video stream[s] is utilized to protect the trick play stream[s]. 

Playback of the frames contained within the trick play stream to achieve accelerated 

visual search typically involves the playback device manipulating the timecodes 

assigned to the frames of encoded video prior to providing the frames to the playback 

device's decoder to achieve a desired increase in rate of accelerated search [e.g. x2, x4, 

x6, etc.I. 
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[0099] A Clusters element containing encoded media from a trick play stream 1s 

shown in FIG. 4e. In the illustrated embodiment, the encoded trick play stream 1s 

inserted within the Cluster elements 48 subject to the same constraints applied to the 

encoded video discussed above with respect to FIG. 4a including the constraint that 

frames are protected using the common cryptographic information. However, each 

BlockGroup element contains an IDR. In other embodiments, the Cluster elements 

within the container files containing the trick play streams need not correspond with the 

start time and duration of the Cluster elements in the container files containing the 

alternative video streams. 

[00100] In many embodiments, source content can be encoded to provide a single 

trick play stream or multiple trick play streams for use by the adaptive bit rate 

streaming system. When a single trick play stream is provided, the trick play stream is 

typically encoded at a low bitrate. When multiple alternative trick play streams are 

provided, adaptive streaming can also be performed with respect to the trick play 

streams. In several embodiments, multiple trick play streams are provided to support 

different rates of accelerated visual search through the encoded media. 

INCORPORATING INDEXING INFORMATION WITHIN MKV CONTAINER FILES 

[00101] The specification for the Matroska container file format provides for an 

optional Cues element that is used to index Block elements within the container file. A 

modified Cues element that can be incorporated into a Matroska container file in 

accordance with an embodiment of the invention to facilitate the requesting of clusters 

by a playback device using HTTP is illustrated in FIG. 5. The Cues element 52 is similar 

to a standard Cues element 52 in that it includes a plurality of standard CuePoint 

elements 70 that each include a standard CueTime attribute 72. Each CuePoint element 

includes a CueTrackPositions element 74 containing the standard CueTrack 76 and 

CueClusterPosition 78 attributes. In many embodiments, the CuePoint element is 
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mainly configured to identify a specific Cluster element as opposed to a specific Block 

element within a Cluster element. Although, in several applications the ability to seek 

to specific Block elements within a Cluster element is required and additional index 

information is included in the Cues element. 

[00102] The use of a modified Cues element to index encoded media within a Clusters 

element of a Matroska file in accordance with an embodiment of the invention is 

illustrated in FIG. 6. A CuePoint element is generated to correspond to each Cluster 

element within the Matroska container file. The Cue Time attribute 72 of the CuePoint 

element 70 corresponds to the Timecode attribute 60 of the corresponding Cluster 

element 48. In addition, the CuePoint element contains a CueTrackPositions element 

74 having a CueClusterPosition attribute 78 that points to the start of the corresponding 

Cluster element 48. The CueTrackPositions element 74 can also include a 

CueBlockNumber attribute, which is typically used to indicate the Block element 

containing the first IDR frame within the Cluster element 48. 

[00103] As can readily be appreciated the Cues element 52 forms an index to each of 

the Cluster elements 48 within the Matroska container file. Furthermore, the 

CueTrackPosition elements provide information that can be used by a playback device 

to request the byte range of a specific Cluster element 48 via HTTP or another suitable 

protocol from a remote server. The Cues element of a conventional Matroska file does 

not directly provide a playback device with information concerning the number of bytes 

to request from the start of the Cluster element in order to obtain all of the encoded 

video contained within the Cluster element. The size of a Cluster element is, therefore, 

inferred by using the CueClusterPosition attribute of the CueTrackPositions element 

that indexes the first byte of the next Cluster element. Alternatively, additional 

CueTrackPosition elements could be added that index the last byte of the Cluster 

element [in addition to the CueTrackPositions elements that index the first byte of the 

Cluster element]. and/or a non-standard CueClusterSize attribute that specifies the size 
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of the Cluster element pointed to by the CueClusterPosition attribute is included in each 

CueTrackPosition element to assist with the retrieval of specific Cluster elements 

within a Matroska container file via HTTP byte range requests or a similar protocol. 

[00104] The modification of the Cues element in the manner outlined above 

significantly simplifies the retrieval of Cluster elements from a Matroska container file 

via HTTP or a similar protocol during adaptive bitrate streaming. In addition, by only 

indexing the first frame in each Cluster the size of the index is significantly reduced. 

Given that the index is typically downloaded prior to playback, the reduced size of the 

Cues element [i.e. index] means that playback can commence more rapidly. Using the 

CueClusterPosition elements, a playback device can request a specific Cluster element 

from the stream most suited to the streaming conditions experienced by the playback 

device by simply referencing the index of the relevant Matroska container file using the 

Timecode attribute for the desired Cluster element. 

[00105] A number of the attributes within the Cues element are not utilized during 

adaptive bitrate streaming. Therefore, the Cues element can be further modified by 

removing the unutilized attributes to reduce the overall size of the index for each 

Matroska container file. A modified Cues element that can be utilized in a Matroska 

container file that includes a single encoded stream, where portions of the encoded 

stream having the same duration are contained in each Cluster element within the 

Matroska file in accordance with an embodiment of the invention is illustrated in FIG. 

5a. The Cues element 52' shown in FIG. 5a is similar to the Cues element 52 shown in 

FIG. 5 with the exception that the CuePoint elements 70' do not include a CueTime 

attribute [see 72 in FIG. 5] and/or the CueTrackPositions elements 74' do not include a 

Cue Track attribute [76 in FIG. 5]. When the portions of encoded media in each Cluster 

element in the Matroska container file have the same duration, the Cue Time attribute is 

not necessary. When the Matroska contain file includes a single encoded stream, the 

CueTrack attribute is not necessary. In other embodiments, the Cues element and/or 
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other elements of the Matroska container file can be modified to remove elements 

and/or attributes that are not necessary for the adaptive bitrate streaming of the 

encoded stream contained within the Matroska container file, given the manner in 

which the stream is encoded and inserted in the Matroska container file. 

[00106] Although various modifications to the Cues element to include information 

concerning the size of each of the Cluster elements within a Matroska container file and 

to eliminate unnecessary attributes are described above, many embodiments of the 

invention utilize a conventional Matroska container. In several embodiments, the 

playback device simply determines the size of Cluster elements on the fly using 

information obtained from a conventional Cues element, and/or relies upon a separate 

index file containing information concerning the size and/or location of the Cluster 

elements within the MKV container file. In several embodiments, the additional index 

information is stored in the top level index file. In a number of embodiments, the 

additional index information is stored in separate files that are identified in the top level 

index file. When index information utilized to retrieve Cluster elements from a 

Matroska container file is stored separately from the container file, the Matroska 

container file is still typically constrained to encode media for inclusion in the Cluster 

elements in the manner outlined above. In addition, wherever the index information is 

located, the index information will typically index each Cluster element and include [but 

not be limited to] information concerning at least the starting location and, in many 

instances, the size of each Cluster element. 

INCORPORATING HIERARCHICAL INDEXES INTO MKV CONTAINERS 

[00107] Retrieval of media using HTTP during adaptive streaming can be improved by 

adding additional index information to the Matroska container files used to contain each 

of the encoded streams. In a number of embodiments, the index is a reduced index in 

that the index only points to the IDRs at the start of each cluster. In many 
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embodiments, the index of the Matroska container file includes additional non-standard 

attributes [i.e. attributes that do not form part of the Matroska container file format 

specification] that specify the size of each of the clusters so that a playback device can 

retrieve a Cluster element from the Matroska container file via HTTP using a byte range 

request. In several embodiments, the Matroska container file includes a hierarchical 

index using a Hierarchicallndex element similar to the hierarchical indexes disclosed in 

U.S. Patent Application Serial No. 12/272,631 entitled "Hierarchical and Reduced Index 

Structures for Multimedia Files" to Soroushian et al. filed November 17, 2008 to 

increase the speed with which a playback device can seek to a specific Cluster element 

containing encoded media within the container file. The disclosure of U.S. Patent 

Application Serial No. 12/272,631 is herby incorporated by reference in its entirety. 

[00108] A hierarchical index included in a Matroska container file using a 

Hierarchicallndex element in accordance with an embodiment of the invention 1s 

illustrated in FIG. 7. The Hierarchicallndex element 54 includes a plurality of 

HierarchicallndexPointer elements 80 that each point to a CuePoint element 70 within 

the Cues element 52. In this way, the hierarchical index can be utilized to rapidly locate 

specific Cluster elements within a Matroska file using the Timecode attribute of the 

Cluster element. Furthermore, the entire index [i.e. the entire Cues element] need not 

be downloaded in order to locate a specific Cluster element. The playback device can 

simply download the hierarchical index and download the specific CuePoint elements 

that enable the location of a desired Cluster element within the Matroska container file. 

[00109] In several embodiments, the Hierarchicallndex element is generated so that 

the HierarchicallndexPointer elements point to CuePoint elements indexing Cluster 

elements that are a predetermined time period apart. For example, the 

HierarchicallndexPointer elements can point to CuePoint elements indexing Cluster 

elements that are spaced 30 seconds apart. In other implementations, any of a variety 

of implementations can be utilized to determine the interval between the CuePoint 

-36-

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1200 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



01 :02359A 

elements referenced by the higher layers of the hierarchical index. In addition, 

although a two layer hierarchical index is illustrated in FIG. 7, hierarchical indexes 

including three or more layers can also be incorporated within Matroska container files 

generated for use in adaptive bitrate streaming systems in accordance with 

embodiments of the invention. 

[00110] As noted above, index information can be stored in a separate file to the 

Matroska container file in accordance with embodiments of the invention. In 

embodiments where the index information is stored separately, the index can be 

hierarchical to prevent the need to download the entire index for a container file prior to 

playback and to facilitate seeking within the index. 

ENCODING AND PROTECTING SOURCE MEDIA FOR ADAPTIVE BITRATE STREAMING 

[00111] A process for encoding source media as a top level index file and a plurality of 

Matroska container files for use in an adaptive bitrate streaming system in accordance 

with an embodiment of the invention is illustrated in FIG. 8. The encoding process 100 

commences by writing headers for each of the MKV files that will contain the streams of 

content generated using the source content. In the illustrated embodiment, the source 

content includes a stream of video that is encoded as a plurality of protected streams. 

The frames of the source video are encoded [104] using the encoding parameters 

associated with each of the alternative streams and portions of the encoded frames can 

be encrypted using a frame key selected from a set of frame keys. When the encoding 

and encryption of the streams is complete, an index is inserted [106] into each Matroska 

container file containing an alternative stream of protected video. The common set of 

frame keys is also encrypted [108] and the process writes [110] a ORM header including 

the encrypted set of frame keys to each container file. ORM headers and processes for 

restricting access to cryptographic information stored within the ORM header of a 
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Matroska container file in accordance with embodiments of the invention are discussed 

further below. 

[00112] A process for encoding and protecting frames of video to create a plurality of 

alternative streams of protected video in accordance with embodiments of the invention 

is illustrated in FIG. 9. The process 120 includes selecting [122] a first portion of the 

source media and encoding [123] the source media using the encoding parameters for 

each alternative stream. Assuming that the resulting frame is to be encrypted, a frame 

key can be selected [124] from a common set of frame keys and utilized to encrypt at 

least a portion of the frame of video. A DRMlnfo element can then be written [125] to a 

BlockGroup element. The DRMlnfo element identifies the portion of the frame that is 

encrypted and the frame key that can be utilized by a playback device to access the 

encrypted portion of the frame. The encoded and/or encrypted frame can then be 

written [126] to the BlockGroup element. When the entire source video stream 1s 

determined [ 127] as being encoded and protected, then the process is complete. 

[00113] Each portion of source video that is encoded [123] can be encoded as a single 

GOP commencing with an IDR frame. In many embodiments, encoding parameters 

used to create the alternative GOPs vary based upon bitrate, frame rate, encoding 

parameters and resolution. In this way, the portion of media is encoded as a set of 

interchangeable alternatives and a playback device can select the alternative most 

appropriate to the streaming conditions experienced by the playback device. When 

different resolutions are supported, the encoding of the streams is constrained so that 

each stream has the same display aspect ratio. A constant display aspect ratio can be 

achieved across different resolution streams by varying the sample aspect ratio with the 

resolution of the stream. In many instances, reducing resolution can result in higher 

quality video compared with higher resolution video encoded at the same bit rate. 

[00114] Although specific processes involving the encoding and protection of a source 

video stream as a set of alternative streams are illustrated in FIGS. 8 and 9, any of a 
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variety of processes can be utilized to protect audio, video, and/or subtitle streams 

using common cryptographic information in accordance with embodiments of the 

invention. Following the encoding of the source media to create Matroska container 

files containing each of the protected streams, which can include trick play streams, the 

Matroska container files can be uploaded to a content distribution server for adaptive 

bitrate streaming to playback devices. The adaptive bitrate streaming of protected 

media encoded in accordance with embodiments of the invention using HTTP requests 

is discussed further below. 

ORM HEADERS 

[00115] Common cryptographic information utilized in protecting alternative streams 

can be inserted into container files containing each of the alternative streams. When 

the container files are Matroska container files, the common cryptographic information 

can be inserted into the container file as a DRMHeader element. A DRMHeader 

element configured to contain a set of keys in accordance with an embodiment of the 

invention is illustrated in FIG. 10. The ORM Header element 130 includes a plurality of 

pieces of information 132 including a frame keys record 134 that can be utilized to 

contain a set of frame keys or frame key table common to each of a plurality of 

alternative streams. 

[00116] If the frame key record 134 is communicated in the clear, then any playback 

device can access the protected streams. Therefore, the frame keys record 134 is 

typically encrypted using one or more encryption keys. The encryption key[s] used to 

encrypt the frame key record 134 can be securely provided to an individual playback 

device using any of a variety of techniques appropriate to a specific application. In the 

context of streaming systems that also support the downloading of content. 

[00117] Although a specific format for storing common cryptographic information in a 

Matroska container file is illustrated in FIG. 10, any format can be utilized to store 
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common cryptographic information in a Matroska container file and/or any other 

container file appropriate to a specific application in accordance with an embodiment of 

the invention. Adaptive bitrate streaming of protected content in accordance with 

embodiments of the invention is discussed further below. 

ADAPTIVE BITRATE STREAMING FROM MKV CONTAINER FILES USING HTTP 

[00118] When source media is encoded so that there are alternative streams of 

protected media contained in separate Matroska container files for at least one of video, 

audio, and subtitle content, adaptive streaming of the media contained within the 

Matroska container files can be achieved using HTTP requests or a similar stateless 

data transfer protocol. In many embodiments, a playback device requests a top level 

index file from a content distribution server and uses the index information to identify 

the streams that are available to the playback device and the cryptographic information 

required to access any protected streams. The playback device can then retrieve the 

indexes for one or more of the Matroska files and can use the indexes to request media 

from one or more of the protected streams contained within the Matroska container 

files using HTTP requests or using a similar stateless protocol. As noted above, many 

embodiment of the invention implement the indexes for each of the Matroska container 

files using a modified Cues element. In several embodiments, the index is a 

hierarchical index and is also includes a Hierarchicallndex element contained within the 

Matroska container file. In a number of embodiments, however, the encoded media for 

each stream is contained within a standard Matroska container file and separate index 

file[s] can also be provided for each of the container files. 

[00119] Based upon the streaming conditions experienced by the playback device, the 

playback device can select media from alternative protected streams encoded at 

different bitrates. When the media from each of the streams is protected using 

common cryptographic information and inserted into the Matroska container files in the 
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manner outlined above, transitions between streams can occur upon the completion of 

playback of media within a Cluster element without the need to retrieve additional 

cryptographic information. As noted above, the size of the Cluster elements [i.e the 

duration of the encoded media within the Cluster elements] is typically chosen so that 

the playback device is able to respond quickly enough to changing streaming conditions 

and to instructions from the user that involve utilization of a trick play track. The 

smaller the Cluster elements [i.e. the smaller the duration of the encoded media within 

each Cluster element] the higher the overhead associated with requesting each Cluster 

element. Therefore, a tradeoff exists between the responsiveness of the playback 

device to changes in streaming conditions and the effective data rate of the adaptive 

streaming system for a given set of streaming conditions [i.e. the portion of the 

available bandwidth actually utilized to transmit encoded medial. In many 

embodiments, the size of the Cluster elements is chosen so that each Cluster element 

contains two seconds of encoded media. In other embodiments, the duration of the 

encoded media can be greater or less than two seconds and/or the duration of the 

encoded media can vary from Cluster element to Cluster element. 

[00120] Communication between a playback device or client and an HTTP server 

during the playback of media encoded in separate streams contained within Matroska 

container files indexed by a top level index file in accordance with an embodiment of the 

invention is illustrated in FIG. 11. In the illustrated embodiment, the playback device 

200 commences playback by requesting the top level index file from the server 202 

using an HTTP request or a similar protocol for retrieving data. The server 202 provides 

the bytes corresponding to the request. The playback device 200 then parses the top 

level index file to identify the URls of each of the Matroska container files containing the 

streams of encoded media derived from a specific piece of source media. The playback 

device can then request the byte ranges corresponding to headers of one or more of the 

Matroska container files via HTTP or a similar protocol, where the byte ranges are 
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determined using the information contained in the URI for the relevant Matroska 

container files [see discussion above]. The server returns the following information in 

response to a request for the byte range containing the headers of a Matroska container 

file: 

ELEM("EBML") 

ELEM("SEEKHEAD") 

ELEM("SEGMENTINFO") 

ELEM("TRACKS") 

[00121] The EBML element is typically processed by the playback device to ensure 

that the file version is supported. The SeekHead element is parsed to find the location 

of the Matroska index elements and the Segmentlnfo element contains two key 

elements utilized in playback: TimecodeScale and Duration. The TimecodeScale 

specifies the timecode scale for all timecodes within the Segment of the Matroska 

container file and the Duration specifies the duration of the Segment based upon the 

TimecodeScale. The Tracks element contains the information used by the playback 

device to decode the encoded media contained within the Clusters element of the 

Matroska file including the common cryptographic information, which can take a variety 

of forms including but not limited to a DRMHeader element. As noted above, adaptive 

bitrate streaming systems in accordance with embodiments of the invention can 

support different streams encoded using different encoding parameters including but 

not limited to frame rate, and resolution. Therefore, the playback device can use the 

information contained within the Matroska container file's headers to configure the 

decoder every time a transition is made between encoded streams. Due to the fact that 

alternative protected streams utilize the same cryptographic information, the engine 

utilized to decrypt the content on the client 200 [i.e. the software process used to 
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decrypt encrypted portions of frames of video] does not require reconfiguration using 

different cryptographic information with each stream switch. 

[00122] In many embodiments, the playback device does not retrieve the headers for 

all of the Matroska container files indexed in the top level index file. Instead, the 

playback device determines the stream[s] that will be utilized to initially commence 

playback and requests the headers from the corresponding Matroska container files. 

Depending upon the structure of the URls contained within the top level index file, the 

playback device can either use information from the URls or information from the 

headers of the Matroska container files to request byte ranges from the server that 

contain at least a portion of the index from relevant Matroska container files. The byte 

ranges can correspond to the entire index or can correspond to the top level of a 

hierarchical index and a portion of a lower level index [i.e. a Hierarchicallndex element 

and one or more CuePoint elements]. The server provides the relevant byte ranges 

containing the index information to the playback device, and the playback device can use 

the index information to request the byte ranges of Cluster elements containing 

encoded media using this information. When the Cluster elements are received, the 

playback device can extract encoded media from the BlockGroup elements within the 

Cluster element, and can decode and playback the media within the BlockGroup 

elements in accordance with their associated Timecode attributes. Prior to decoding 

the encoded media, the playback device can check for the presence of a DRMlnfo 

element within each BlockGroup of a video stream to identify whether the encoded 

media is protected. The playback device can use the information within the DRMlnfo 

element to decrypt encrypted portions of the video prior to decoding. 

[00123] In the illustrated embodiment, the playback device 200 requests sufficient 

index information from the HTTP server prior to the commencement of playback that 

the playback device can stream the entirety of each of the selected streams using the 

index information. In other embodiments, the playback device continuously retrieves 
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index information as media is played back. In several embodiments, all of the index 

information for the lowest bitrate steam is requested prior to playback so that the index 

information for the lowest bitrate stream is available to the playback device in the event 

that streaming conditions deteriorate rapidly during playback. 

SWITCHING BETWEEN STREAMS 

[00124] The communications illustrated in FIG. 11 assume that the playback device 

continues to request media from the same streams [i.e. Matroska container files] 

throughout playback of the media. In reality, the streaming conditions experienced by 

the playback device are likely to change during the playback of the streaming media and 

the playback device can request media from alternative streams [i.e. different Matroska 

container files] to provide the best picture quality for the streaming conditions 

experienced by the playback device. In addition, the playback device may switch 

streams in order to perform a trick play function that utilizes a trick play track stream. 

[00125] Communication between a playback device and a server when a playback 

device switches to a new stream in accordance with embodiments of the invention are 

illustrated in FIG. 12a. The communications illustrated in FIG. 12a assume that the 

index information for the new stream has not been previously requested by the playback 

device and that downloading of Cluster elements from the old stream proceeds while 

information is obtained concerning the Matroska container file containing the new 

stream. When the playback device 200 detects a change in streaming conditions, 

determines that a higher bitrate stream can be utilized at the present streaming 

conditions, or receives a trick play instruction from a user, the playback device can use 

the top level index file to identify the URI for a more appropriate alternative stream to at 

least one of the video, audio, or subtitle streams from which the playback device is 

currently requesting encoded media. The playback device can save the information 

concerning the current stream[s] and can request the byte ranges of the headers for the 
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Matroska container file[s] containing the new stream[s] using the parameters of the 

corresponding URls. Caching the information in this way can be beneficial when the 

playback device attempts to adapt the bitrate of the stream downward. When the 

playback device experiences a reduction in available bandwidth, the playback device 

ideally will quickly switch to a lower bitrate stream. Due to the reduced bandwidth 

experienced by the playback device, the playback device is unlikely to have additional 

bandwidth to request header and index information. Ideally, the playback device utilizes 

all available bandwidth to download already requested higher rate Cluster elements 

and uses locally cached index information to start requesting Cluster elements from 

Matroska container file[s] containing lower bitrate stream[s]. When a hierarchical index 

is used, the playback device typically will download additional index information. 

However, the amount of index information that is downloaded is significantly reduced as 

the headers of the Matroska container file are already cached on the playback device 

and the playback device only needs a portion of the index in order commence 

requesting Cluster elements from the Matroska container file[s] containing the new 

stream[s]. 

[00126] Byte ranges for index information for the Matroska container file[s] 

containing the new stream[s] can be requested from the HTTP server 202 in a manner 

similar to that outlined above with respect to FIG. 11. At which point, the playback 

device can stop downloading of cluster elements from the previous streams and can 

commence requesting the byte ranges of the appropriate Cluster elements from the 

Matroska container file[s] containing the new stream[s] from the HTTP server, using the 

index information from the Matroska container file[s] to identify the Cluster element[s] 

containing the encoded media following the encoded media in the last Cluster element 

retrieved by the playback device. As noted above, the encoding of the alternative 

streams so that corresponding Cluster elements within alternative streams [i.e. Cluster 

elements containing the same portion of the source media encoded in accordance with 
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different encoding parameters] start with the same Timecode element and an IDR 

frame facilitates the smooth transition from one stream to another. In addition, the use 

of common cryptographic information further facilitates smooth switching between 

alternative streams. 

[00127] When the Matroska file includes a hierarchical index, the process for 

switching between streams can involve downloading less than the entire index of the 

new streams. The index information can be downloaded by requesting the byte range 

for the hierarchical index and then using the Timecode attribute of media played back 

by the playback device 200 to identify the location of CuePoint elements within the 

Matroska container file[s] containing the new stream[s] that reference Cluster 

elements containing sequential encoded media and requesting the byte ranges of the 

CuePoint elements from the HTTP server 202. After the HTTP server has provided the 

byte ranges including the CuePoint elements, the playback device can use the 

information within the CuePoint elements to request byte ranges containing desired 

Cluster elements from the HTTP server. At which point, playback of the encoded media 

contained within the Cluster elements proceeds in the manner discussed above. 

[00128] When the playback device caches the header and the entire index for each 

stream that has be utilized in the playback of the media, the process of switching back 

to a previously used stream can be simplified. The playback device already has the 

header and index information for the Matroska file containing the previously utilized 

stream and the playback device can simply use this information to start requesting 

Cluster elements from the Matroska container file of the previously utilized stream via 

HTTP. Communication between a playback device and an HTTP server when switching 

back to a stream[s] for which the playback device has cached header and index 

information in accordance with an embodiment of the invention is illustrated in FIG. 12b. 

The process illustrated in FIG. 12b is ideally performed when adapting bitrate 

downwards, because a reduction in available resources can be exacerbated by a need to 
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download index information in addition to media. The likelihood of interruption to 

playback is reduced by increasing the speed with which the playback device can switch 

between streams and reducing the amount of overhead data downloaded to achieve the 

switch. When a hierarchical index is utilized, the playback device requests the 

appropriate portion of the index from the Matroska container file[s] containing the lower 

bitrate stream[s] prior to requesting Cluster elements from the Matroska container file. 

[00129] Although the present invention has been described in certain specific aspects, 

many additional modifications and variations would be apparent to those skilled in the 

art. It is therefore to be understood that the present invention may be practiced 

otherwise than specifically described, including various changes in the implementation 

such as utilizing encoders and decoders that support features beyond those specified 

within a particular standard with which they comply, without departing from the scope 

and spirit of the present invention. Thus, embodiments of the present invention should 

be considered in all respects as illustrative and not restrictive. 
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WHAT IS CLAIMED: 

1. A playback device, comprising: 

a processor; 

memory containing a client application; 

wherein the client application configures the processor to: 

request a top level index file identifying a plurality of alternative 

streams of protected content, where each of the alternative streams of protected 

content are encrypted using common cryptographic information; 

obtain the common cryptographic information; 

request portions of content from at least the plurality of alternative 

streams of protected content; 

access the protected content using the common cryptographic 

information; and 

playback the content. 

2. The playback device of claim 1, wherein: 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the alternative streams of protected video includes ORM 

information indicating portions of frames of video that are encrypted and identifying at 

least a portion of the common cryptographic information used to access the encrypted 

portions of the frames of video; and 

the client application configures the processor to: 

obtain a protected frame of video from one of the alternative 

streams of protected video; 
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obtain ORM information indicating a portion of the protected frame 

of video that is encrypted; 

identify at least a portion of the common cryptographic information 

that is used to access the encrypted portion of the protected frame using the ORM 

information; 

decrypt the encrypted portion of the protected frame of video using 

the identified portion of the common cryptographic information; and 

decode the frame of video. 

3. The playback device of claim 1, wherein: 

each of the alternative streams of protected content is contained within a 

separate container file; and 

the top level index file identifies a container file containing each of the 

alternative streams. 

4. The playback device of claim 3, wherein: 

the container files containing each of the alternative streams of protected 

content comprise at least one header including the common cryptographic information 

and information that describes the encoding of the stream of protected content; and 

the top level index file identifies the location of the at least one header 

within each container file. 

5. The playback device of claim 4, wherein the common cryptographic 

information is a set of encryption keys. 

6. The playback device of claim 5, wherein: 

the common set of encryption keys is encrypted; and 
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the client application configures the processor to securely receive 

cryptographic information used to unencrypt the common set of encryption keys. 

7. The playback device of claim 4, wherein the client application configures 

the processor to obtain the common cryptographic information by requesting at least 

one header of a container file identified in the top level index file. 

8. The playback device of claim 7, wherein: 

each container file containing one of the alternative streams of protected 

content further comprises an index; and 

the client application configures the processor to request a portion of 

content from one of the container files by configuring the processor to: 

request at least a portion of an index from the container file; 

identify the portion of the container file containing a specific portion 

of content using the index; and 

request the identified portion of the container file. 

9. The playback device of claim 4, wherein the container files are Matroska 

container files. 

10. The playback device of claim 9, wherein the common cryptographic 

information is stored in a common ORM Header element contained within a Tracks 

element within each of the Matroska container files containing the alternative streams 

of protected content. 

11. The playback device of claim 10, wherein: 
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the common cryptographic information is a set of encryption keys; and 

the set of encryption keys is encrypted and stored within the ORM Header 

element. 

12. The playback device of claim 11, wherein the client application configures 

the processor to: 

obtain cryptographic information that can be used to unencrypt the set of 

encryption keys stored within the ORM Header element; and 

unencrypt the set of encryption keys stored within the ORM Header 

element using the obtained cryptographic information. 

13. The playback device of claim 10, wherein the client application configures 

the processor to obtain the ORM Header element by requesting a Tracks element from 

one of the Matroska container files identified in the top level index file. 

14. The playback device of claim 13, wherein: 

each Mastroska container file containing an alternative stream of 

protected content further comprises an index contained within a Cues element; and 

the client application configures the processor to request a portion of 

content from one of the Matroska container files by configuring the processor to: 

request at least a portion of a Cues element from a Matroska 

container file containing one of the alternative streams of protected content; 

identify a portion of the Matroska container file containing a specific 

portion of content using at least one CueTrackPosition element within the Cues 

element; and 

request the portion of the Matroska container file identified by the 

at least one Cue T rackPosition element. 
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15. The playback device of claim 14, wherein the index comprises a plurality of 

CueTrackPosition elements that identify the location of a plurality of Cluster elements 

within the Matroska container file. 

16. The playback device of claim 15, wherein: 

each Cluster element contains a plurality of BlockGroup elements 

including encoded portions of content; 

a Cue Track Position element indexes each Cluster element; and 

each CueTrackPosition element includes the size of the Cluster element 

that it indexes. 

17. The playback device of claim 14, wherein 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the Matroska container files containing an alternative stream of 

protected video includes a DRMlnfo element in a BlockGroup element containing a 

protected frame of video, where the DRMlnfo element indicates at least a portion of the 

protected frames of video that is encrypted and identifies at least a portion of the 

common cryptographic information used to access the at least one encrypted portion of 

the protected frame of video; and 

the client application configures the processor to access video frames in a 

stream of protected video using the common cryptographic information by configuring 

the processor to: 

obtain a BlockGroup containing a protected frame of video; 
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parse the BlockGroup element to obtain a DRMlnfo element 

indicating at least a portion of the protected frame of video that is encrypted using an 

encryption key from the set of encryption keys; 

decrypt the at least one encrypted portion of the protected frame of 

video using the identified encryption key; and 

decode the frame of video. 

18. A method of performing adaptive bitrate streaming using a plurality of 

alternative streams of protected content, where each of the streams of protected 

content is protected using common cryptographic information, the method comprising: 

requesting a top level index file identifying a plurality of alternative 

streams of protected content using a playback device, where each of the alternative 

streams of protected content are encrypted using common cryptographic information; 

obtaining the common cryptographic information using the playback 

device; 

requesting portions of content from at least the plurality of alternative 

streams of protected content using the playback device; 

accessing the protected content using the playback device and the 

common cryptographic information; and 

playing back the content using the playback device. 

19. The method of claim 18, wherein: 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the alternative streams of protected video includes ORM 

information indicating portions of frames of video that are encrypted and identifying at 
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least a portion of the common cryptographic information used to access the encrypted 

portions of the frames of video; and 

the method further comprises: 

obtaining a protected frame of video from one of the alternative 

streams of protected video using the playback device; 

obtaining ORM information indicating a portion of the protected 

frame of video that is encrypted using the playback device; 

identify at least a portion of the common cryptographic information 

that is used to access the encrypted portion of the protected frame using the playback 

device and the ORM information; 

decrypting the encrypted portion of the protected frame of video 

using the playback device and the identified portion of the common cryptographic 

information; and 

decoding the frame of video using the playback device. 

20. The method of claim 18, wherein: 

each of the alternative streams of protected content is contained within a 

separate container file; and 

the top level index file identifies a container file containing each of the 

alternative streams. 

21. The method of claim 20, wherein: 

the container files containing each of the alternative streams of protected 

content comprise at least one header including the common cryptographic information 

and information that describes the encoding of the stream of protected content; and 

the top level index file identifies the location of the at least one header 

within each container file. 
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22. The method of claim 21, wherein the common cryptographic information is 

a set of encryption keys. 

23. The method of claim 22, wherein: 

the set of encryption keys is encrypted so that it 1s accessible using 

cryptographic information obtained by the playback device; and 

the method further comprising obtaining cryptographic information using 

the playback device. 

24. The method of claim 23, wherein 

the set of encryption keys is encrypted using at least one encryption key; 

and 

the playback device securely obtains the at least one encryption key. 

25. The method of claim 24, wherein the at least one encryption key is 

encrypted using at least one encryption key included in the cryptographic information 

bound to the playback device. 

26. The method of claim 23, further comprising obtaining the common 

cryptographic information by requesting at least one header of a container file identified 

in the top level index file using the playback device. 

27. The method of claim 26, wherein: 

each container file containing one of the alternative streams of protected 

content further comprises an index; and 

the method further comprising: 
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requesting at least a portion of an index from the container file 

using the playback device; 

identify the portion of the container file containing a specific portion 

of content using the playback device and the index; and 

requesting the identified portion of the container file using the 

playback device. 

28. The method of claim 21, wherein the container files are Matroska 

container files. 

29. The method of claim 28, wherein the common cryptographic information is 

stored in a common ORM Header element contained within a Tracks element within 

each of the Matroska container files containing the alternative streams of protected 

content. 

30. The method of claim 29, wherein: 

the common cryptographic information is a set of encryption keys; and 

the set of encryption keys is encrypted and stored within the ORM Header 

element. 

31. The method of claim 30, wherein: 

the set of encryption keys is encrypted so that it 1s accessible using 

cryptographic information obtained by the playback device; and 

the method further comprising obtaining cryptographic information using 

the playback device. 
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32. The method of claim 30, further comprising obtaining the ORM Header 

element by requesting a Tracks element from one of the Matroska container files 

identified in the top level index file. 

33. The method of claim 32, wherein: 

each Mastroska container file containing an alternative stream of 

protected content further comprises an index contained within a Cues element; and 

the method further comprises: 

requesting at least a portion of a Cues element from a Matroska 

container file containing one of the alternative streams of protected content using the 

playback device; 

identifying a portion of the Matroska container file containing a 

specific portion of content using the playback device and at least one CueTrackPosition 

element within the Cues element; and 

requesting the portion of the Matroska container file identified by 

the at least one Cue T rackPosition element. 

34. The method of claim 33, wherein the index comprises a plurality of 

CueTrackPosition elements that identify the location of a plurality of Cluster elements 

within the Matroska container file. 

35. The method of claim 34, wherein: 

each Cluster element contains a plurality of BlockGroup elements 

including encoded portions of content; 

a Cue Track Position element indexes each Cluster element; and 

each CueTrackPosition element includes the size of the Cluster element 

that it indexes. 
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36. The method of claim 33, wherein 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the Matroska container files containing an alternative stream of 

protected video includes a DRMlnfo element in a BlockGroup element containing a 

protected frame of video, where the DRMlnfo element indicates at least a portion of the 

protected frames of video that is encrypted and identifies at least a portion of the 

common cryptographic information used to access the at least one encrypted portion of 

the protected frame of video; and 

the method further comprising: 

obtaining a BlockGroup containing a protected frame of video using 

the playback device; 

parsing the BlockGroup element to obtain a DRMlnfo element 

indicating at least a portion of the protected frame of video that is encrypted using the 

playback device and an encryption key from the set of encryption keys; 

decrypting the at least one encrypted portion of the protected 

frame of video using the playback device and the identified encryption key; and 

decoding the frame of video using the playback device. 

37. A machine readable medium containing processor instructions, where 

execution of the instructions by a processor causes the processor to perform a process 

comprising: 

request a top level index file identifying a plurality of alternative streams 

of protected content, where each of the alternative streams of protected content are 

encrypted using common cryptographic information; 

obtaining the common cryptographic information; 
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requesting portions of content from at least the plurality of alternative 

streams of protected content; 

accessing the protected content using the common cryptographic 

information; and 

playing back the content. 

38. The machine readable medium of claim 37, wherein: 

the alternative streams of protected content are alternative streams of 

protected video; 

each of the alternative streams of protected video includes ORM 

information indicating portions of frames of video that are encrypted and identifying at 

least a portion of the common cryptographic information used to access the encrypted 

portions of the frames of video; and 

execution of the instructions by a processor also causes the processor to 

perform a process comprising: 

obtaining a protected frame of video from one of the alternative 

streams of protected video; 

obtaining ORM information indicating a portion of the protected 

frame of video that is encrypted; 

identify at least a portion of the common cryptographic information 

that is used to access the encrypted portion of the protected frame using the ORM 

information; 

decrypting the encrypted portion of the protected frame of video 

using and the identified portion of the common cryptographic information; and 

decoding the frame of video. 
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39. The machine readable medium of claim 37, wherein the machine readable 

medium is non-volatile memory. 

-60-

Netflix, Inc. and Hulu, LLC - Ex. 1004, Page 1224 
IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)



01 :02359A 

SYSTEMS AND METHODS FOR PLAYING BACK ALTERNATIVE STREAMS OF PROTECTED CONTENT 

PROTECTED USING COMMON CRYPTOGRAPHIC INFORMATION 

Abstract 

Systems and methods for performing adaptive bitrate streaming using 

alternative streams of protected content in accordance with embodiments of the 

invention are described. One embodiment of the invention includes a processor, and 

memory containing a client application. In addition, the client application configures the 

processor to: request a top level index file identifying a plurality of alternative streams 

of protected content, where each of the alternative streams of protected content are 

encrypted using common cryptographic information; obtain the common cryptographic 

information; request portions of content from at least the plurality of alternative 

streams of protected content; access the protected content using the common 

cryptographic information; and playback the content. 
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