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(57) ABSTRACT 

Selective encryp tion is provided in a process which 
includes: determining whether a predetermined criterion is 
satisfied; setting a selective encryption status field if the 
predetermined criterion is satisfied; and encrypting an unen­
crypted payload to generate an encrypted payload, and 
constructing a packet with the encrypted payload, if the 
predetermined criterion is satisfied. The predetermined cri­
terion may be one of several criteria, each of which reduce 
the required amount of encryption and decryption while 
mainta ining a high level of security. Renewable encryption 
is provided in a process which includes: copying a first 
encrypted digital video program from a remote server to a 
video source; decrypting the first encrypted digital video 
program using a first key to generate an unencrypted di gital 
video program; encrypting the unencrypted digital vicleo 
program using a second key to generate a second encrypted 

digital video program; transmitting the second encrypted 
digital video program from the video source to the remote 
server; and deleting the first encrypted digital video program 
from the remote server. 
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SELECTIVE AN O RENEWABLE 
ENCRYPTION FOR SECURE DISTRIBUTION 

OF VCDEO ON-DEMAND 

2 
distribution of digital video on-demand. Selective encryp­
tion is provided in a process which includes: determining 
whether a predetermined criterion is satisfied; sening a 
selective encryption status field if tbe predetermined crite-

CROSS-REFERENCE.5 TO RELATED 
APPLICATIONS 

The present application is based on provisional applica­
tion "Selective Encryption," Ser. No. 60/131,162, filed Apr. 
26, 1999, by inventors Micbael Colligan, Yong Ho Son, and 
Christopher Goode. The present application is also based on 
provisional application "Time Dependency on Pre­
Encryption for Video On-f>e mand Systems," Ser. No. 
60/128,224, fi led Apr. 7, 1999, by inventor Yong Ho Son. In 
addition, the present application is a continuation-in-part of 
uti lit y application "Secure Distribution of Video 
On-Demand," Ser. No. 09/267,800, filed Mar. 12, 1999, now 
U.S. Pat. No. 6,229,895, by inventors Yong Ho Son and 
Christopber Goode. 

5 rion is satisfied; and encrypting an unencrypted payload to 
generate an encrypted payload, and constructing a packet 
with the encrypted payload, if the predetermined criterion is 
satisfied. The predetermined criterion may be one of several 
criteria, each of which reduce the required amount of 

10 encryption and decryption while maintaining a high level of 
security. Renewable encryption is provided in a process 
which includes: copying a first encrypted digital video 
program from a remote server lo a video source; decrypting 
the first encrypted digital video program using a first key to 

BACKUROUNU OF THE INVENTION 

1. Field of tbe Invention 

15 generate an unencrypted digital video program; encrypting 
the unencrypted digital video program using a second key to 
generale a second encrypted digital video program; trans­
mitting the second encrypted digital video program from the 
video source to the remote server; and deleting the first 

20 encrypted digital video program from the remote server. 

This invention relates generally to the field of video 
distribution networks. Io particular, this invention relates to 
secure video distribution networks. 

2. Description of the Background Art 
25 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic diagram of a conventional cable 
distribution network (100). 

FIG. 2 is a flow chart depicting a conventional insecure 
process (200) for distributing video content via a conven­
tional cable distribution network (100). 

Security is an important issue for video distribution 
networks. Issues of security are particularly important with 
regards LO tbe distribution of digital video. PIG. 3A is a flow chart depicting a conventional secure 

30 process (300) for distributing premium video content via a 
convemional cable distribution network (100). 

Distribution of digital cable television channel<; currently 
follows a broadcast model in that the digital cable television 
channels are broadcast from the broadcast source to many 
subscriber stations at once. Security for the distribution of 
digital cable television channels also follows a broadcast 
model. A digital cable television channel is fully encrypted 35 
in real-Lime at tbe time of tbe broadcast from the broadcast 
source. Authorization keys allow subscribing users to 
decrypt and view the broadcast content. Such authorization 
keys must somebow, at sometime, be delivered lo tbe 
subscribing users. II is nol practical lo deliver authorization 40 
keys at tbe same time that encrypted content is broadcast 
because verification of tbe delivery is difficult to do imme­
diately and interactively using cuneot cable television net­
works. Hence, delivery of the authorization keys occurs 
periodically on a time-based schedule, where the periodicity 45 

of the delivery is known as a time quantum or time epocb. 
The time epoch is typically related to tbe billing cycle (for 
example, monthly) for the cable television service. 

FIG. 3B is a flow chart depicting a conventional secure 
process (350) for distributing digital television broadcasts 
via a conventional cable distribution network (100). 

FIG. 4 is a schematic diagram of a cable distribution 
network (400) including a video on-demand source (402) in 
accordance with a preferred embodiment of the present 
invention. 

FIG. SA is a flow chart depicting a secure p rocess (500) 
for distributing video on-demand content via a cable distri­
bution network ( 400) in accordance with a first aspect or the 
present invention. 

FIG. SB is a flow chart depicting a secure process (550) 
for distributing video on-demand content via a cable distri­
bution network (400) in accordance witb a second aspect of 
the present invention. 

FIG. 6 is a flow chart depicting a secure process (600) for 
distributing video on-demand content via a cable distribu­
tion network (400) in accordance with a third aspect of the 
present invention. 

Unlike distribution of digital cable television channels, 
distribution of digital video on-demand (VOD) follows a 50 

pointcast model in that tbe conteot is transmiued from a 
video server to each individual viewer. Due to tbe narure of 
pointcasling, a security scheme for digital YOO wbich is 
based on the model provided by security for cable television 
broadcasts would be impractical and expensive. First, fully 
1,m:ryptiug the digital VOD in real-time 1,v1,ry time the 
digital video is traru,mitted from the server to an individual 
viewer is quite expensive in both cost and space usage for 
encryption equipment. Second, having a time epoch corre­
lated to tbe billing cycle of the digital YOO service (for 60 
example, monthly) is a scheduling scheme that may create 
security risks whicb inbibits optimal protection of tbe con­
tent. 

FIG. 7 is a flow chart depicting a secure process (700) for 
distributing video on-demand content via a cable distribu­
tion network (400) in accordance with a fourth aspect of the 

55 
pn:St:nt invention. 

FIG. R is a schematic diagram showing interconnected 
componenL« relating to encryption within the VOf> ,;ourcc 
(402) in accordance with the fourth aspect of the present 
invention. 

S UMMARY OF THE INVENTION 

The present invention solves the problems discussed 
above by selective and renewable encryption for secure 

FIG. 9 is a flow cbart depicting an initial process (900) for 
encrypting (502, 602, or 702) content at a VOD source ( 402) 
in accordance with a preferred embodiment of the pre-sent 
invention. 

FIG. I O is a flow chart depicting a renewal proces.s (1000) 
65 for encrypting (502, 602, or 702) content at a YOO source 

(402) in accordance with a preferred embodimeot of the 
present invention. 
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FIG. llA is a schematic diagram showing a conventional 
MPEG-2 transport stream (TS) packet (1100). 

FIG. llB is a schematic diagram showing a conventional 
MPEG-2 Pac ketized Elementary Stream (PES) packet 
(1150). 

FIG. 12A is a flow chart depicting a process for selective 
encryption (1200) utilizing a pay load unit start indicator (SI) 
in accordance with a first embodiment of the present inven­
tion. 

FIG. U B is a flow chart depicting a process for selective 
decryption (1250) utilizing the payload unit start indicator 
(SI) in accordance with the first embodiment of the present 
invention. 

FIG. 13 is a schematic diagram showing a TS packet 
(1100) including a selective encryption status field (1302) in 
accordance with a second embodiment of the present inven­
tion. 

FIG. 14A is a flow chart depicting a first proccs.s for 
encryption (1400) in accordance with the second embodi­
ment of the present invention. 

FIG. 148 is a Ilow chart depicting a s1:cuml process [or 
encryption (1410) in accordance with the second embodi­
ment of the present invention. 

FIG. 14C is a flow chart depictiog a third process for 
encryption (1430) in accordance with the second embodi­
ment of the present invent.ion. 

FIG. l4D is a flow chart depicting a fourth process for 
encryption (1440) in accordaoce with the second embodi­
ment of the present invention. 

FIG. 14E is a flow chart depicting a fifth process for 
encryption (1450) in accordance with tbe second embodi­
ment of the present invention. 

FIG. 14F is a flow chart depicting a sixth process for 
encryption (1460) in accordance with the second embodi­
ment of the present invention. 

FIG. 15 is a flow chart depicting a process for decryption 
(1500) in accordance with the second embodiment of the 
present iovention. 

DETAJLED DESCRIPTION OF T HE SPECIFIC 
EMBODIMENTS 

FIG. 1 is a schematic diagram of a conventional cable 
distribution network (100) . The conventional cable distri­
bution network (100) typically includes one or more broad­
cast sources (102), one or more premium broadcast sources 
(104), one or more distribution cemers (106), one or more 
secondary distribution networks (108), and a plurality of 
subscriber stations (llO). 

The broadcast source (102) may be, for example, a local 
te levision slation. For instance, an affiliare s1a1ion of a major 
network such as ABC, NBC, CBS, FOX, or UPN. The 
premium broadcast source (104) may be, for example, a 
premium channel such as HBO, Showtime, Cinemax, and so 
on. The sources (102) and (104) may be coupled via a 
primary distribution network to the distribution center (106). 
The distribut-ion center (106) may be, for example, a cable 
head-end. The distribution center (106) may be coupled via 

4 
tional cable distribution network. First, a non-premium 
video signal is transported (202) from the broadcast source 
(102) to the distribution center (106). At the distribution 
center (106), the video signal is multiplexed (204) with other 

5 signals to generate a multiplexed signal. The multiplexed 
signal is then distribu ted (206) from the distribution center 
(106) via the secondary distribution aetwork (108) to tbe 
subscriber stations (110). At the subscriber stations (110), 
the multiplexed signal is demultiplexed (208) to isolate the 

10 
video signal, and then the video signal is displayed 210, 
typically, on a television monitor. 

15 

FIG. 3A is a flow chart depicting a conventional secure 
process (300) for distributing video content via a conven­
tional cable distribution network. Pirst, a premium v ideo 
signal is encrypted (302) to generate au encrypted signal. 
The encrypted s ignal is transported (304) from the premium 
broadcast source (104) to the distribution center (106). 

At the distribution center (106), the video signal is 
decrypted (306) to regenerate the premium video signal. The 

20 
premium video s ignal is tbeo scrambled (308)-re­
encrypted with a different key and multiplexed (310) with 
other signals to generate a multiplexed signal. The multi­
plexed signal is theo distributed (312) from the distribution 
center (106) via the secondary distribution network (108) to 

25 
the subscriber stations (llO). 

At the subscriber stations (110), the multiplexed signal is 
demultiplexed (314) to isolate the scrambled video signal, 
the scrambled video signal is unscrambled (316), and then 
the video signal is displayed (318), typically, on a television 

30 monitor conoected to a set-top box. l be process in FIG. 3 is 
a typical conventional process for delivering premium video 
using scrambling. Other conventional processes also exist. 

FIG. 3B is a flow chart depicting a conventional secure 
process (350) for distributing premium digital television 

JS b,uaLk:a::,t:,, via a ..:uoveotiunal <.:abk J.i::.tributiuo netwurk 
(100). The process (350) begins in a first step (351) when a 
new billing cycle starts. In a second step (352), new autho­
rizations are distributed from the premium broadcast source 
(104) to subscriber stations (llO) via the conventional cable 

4o distribution network (100). Of course, the new authoriza­
tions arc distributed to only subscriber stations (110) that arc 
subscribing to the premium digital TV for the new billing 
cycle. 

lo a third step (354), the encryption system in the pre-
45 mium broadcast source (104) changes to a new encryption 

key for use in encrypting the premium digital TV broadcast. 
The new encryption key comesponds to the new billing 
cycle. In a fourth step (356), the encryption system in the 
premium broadcast source (104) fully encrypts the premium 

50 digital TV in real-time using the new encryption key. In a 
fifth step (358), the encrypted premium digital TV is broad­
cast to the suhscriher stations (110) via the conventional 
cable distribution network (100). In a sixth step (360), the 
subscriber stations (110) receive and fully decrypt the 

ss encrypted premium digital TV using the new authorizatioos. 
Of course, only subscriber stations (110) which are subscrib­
ing to the premium digital TV broadcast for the new billiog 
cycle have the new authorizations and so only ihey are able 
to fully decrypt the encrypted b roadcast. 

In a seventh step (362), a determination is made as to 
whether an end of the new billing cycle is being reached. If 
the cod is not being reached, then the process (350) loops 
back to the fourth step (356) where the premium digital TV 
continues to be encrypted in real-time and then broadcast. 

a secondary distribution network (108) 10 the subscriber 60 
stations ( llO). The secondary distribution network (108) 
may include, for example, various amplifiers, bridges, taps, 
am.l drop cabks. Finally, tht: :;ubscribt:r stations (llO) may 
be, for example, set-top boxes and associated television 
equipment for viewing the video content by end users. 65 Otherwise, if the end is being reached, then the process (350) 

goes on back to tbe first step (351) where a new billing cycle 
st.arts. 

FIG. 2 is a flow chart depicting a conventional insecure 
process (200) for distributing video content via a conven-
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the re-encrypted program is decrypted (520) from the second 
encrypted form to generate the unencrypted video program, 
and then the video program is displayed (522), typically, oo 
a television monitor connected to set-top box. 

FIG. SB is a flow chart depicting a secure process (550) 
for distributing video on-demand content via a cable distri­
bution network ( 400) in accordance with a second aspect of 
the present invention. The process (550) depicted in FIG. SB 
may be called a decrypt, re-encrypt, aod store process. lo 

FIG. 4 is a schematic diagram of a cable distribution 
network (400) including a video on-demand source (402) in 
accordance with a preferred embodiment of the present 
invention. Io addition to the components o f the conventional 
cable distribution network (100) shown in FIG. 1, the cable 5 

distribution network (400) shown in FIG. 4 includes a video 
on-demand source ( 402) and a remote server ( 404). The 
video on-demand source (402) may house, for example, a 
collection of video programs such as, for example, movies. 
As shown in FIG. 4, the remote server (404) may be located 
within the distribution center (106). The remote server (404) 
may include, for example, a parallel processing computer 
configured to be a video server, a disk drive array to store 
video data, and a video session manager to provide session 
control of the video data flowing to and from the video 
server. 

10 comparison with the process (500) in FIG. 5A, the process 
(550) in FIG. 58 decrypts (510) and re-encrypts (512) the 
video program before the video program is stored (506) in 
the remote server ( 404) . 

First, a video program is em.:rypted (502) by a video 
on-demand source (402) to generate an encrypted program 

15 in a first encrypted form. The encrypted program is trans­
ported (504) via a primary distribution network from the 
video on-demand source (402) to a remote server (404) 
within a distribution center (106). At this point, the remote 
server (510) decrypts (510) the video program from the first 

FIG. SA is a flow chart depicting a secure process (500) 
for distributing video on-demand content via a cable distri­
bution network ( 400) in accordance with a first aspect of the 
present inve ntion. The p rocess depicted in FIG. SA may be 
called a store, decrypt, and re-encrypt process. 

First, a video program is encrypted (502) by a video 
oo-demaod 50urce (402) to generate an encrypted program 
in a first encrypted form. '!be encrypted program is trans­
ported (504) via a primary distribution network from the 
video on-demand source (402) to a remote server (404) 
within a distribution center (106). The encrypted program is 
then stored (506) in the remote server (404). 

Subsequently, when ihe remote server (404) receives 
(508) a request for transmission of the video program from 
a subscriber station (110), the remote server (404) responds 
by first decrypting (510) tbe video program Crom tbe first 
encrypted form. A first key is may be used to accomplish 
such decryption (510), and such key may have been received 
from tbe video on-demand source (402) via a communica­
tion channel that is separate from the one used to transmit 
the video program. After the video program is decrypted 
(SHI), the remote server ( 404) re-encrypts (512) the video 
program into a second e ncrypted form using a second key. 

20 encrypted form. A first key may be used to accomplish sucb 
decryption (510), and such key may have been received 
from the video on-demand source (402) via a communica­
tion channel tbat is separate from tbe one used to transmit 
the video program. After the video program is decrypted 

25 (510), the remote server (404) re-encrypts (512) the video 
program into a second encrypted form using a second key. 
After tbe decryption (510) and re-encryption (510), the 
re-encrypted program is then stored (506) in the remote 
server (404) . 

30 
Note that step (506) in FIG. SB differs from step (506) in 

FIG. SA in that step (506) in FIG. SB involves storing the 
video program in lbe second encrypted form wbile step 
(506) in FIG. SA involves storing the video program in the 

35 
first encrypted form. 

Sub~quently, when the remote server (404) receives 
(508) a request for transmission of the video program from 
a subscriber station (110), the remote server (404) responds 
by multiplexing (514) the re-encrypted program in the 

40 second encrypted form (and tbe se~ood key if necessary) 
with other signals to generate a multiplexed signal. The 
multiplexed sigoal is then distributed (516) via tbe second­
ary distribution network (108) to the requesting subscriber 

The second key may be a public key of a public key 
encryption system. Such a public key e ncryption system 
uses two different keys: a public key to encrypt data, and a 
private key to decrypt data. In that case, decryption would be 
accomplished using a corresponding private key of the 45 
public key encryption system. Examples of such a public 
key encryption system is encryption under the PGP (Pretty 
Good Privacy) system or under the RSA (Rivest, Shamir, 
and Adleman) system. Alternatively, the second key may be 

station (110). 
Al the subscriber stations (110), the multiplexed sii,'Ilal is 

demultiplexed (518) to isolate the re-encrypted program in 
the second encrypted form (aod the second key if necessary), 
the re-encrypted program is decrypted (520) from the second 
encrypted form to generate the unencrypted video program, 

a private key of a private key encryption system. Such a 
private key encryption system uses a single private key to 
encrypt and decrypt data. Examples of such a private key 
encryption system is encryption under the Data Encryption 
Standard (DES) or under triple-DES, which involves apply­
ing DES three times to enhance security. Tbe private key(s) 
itself may be transmitted from the remote server (404) to the 
suhscriher stat.ion (110) while encrypted in a lhird encrypted 
form. 

After the video program is re-encrypted (SU), the 
re-encrypted program in the second encrypted form ( and the 
second key if necessary) is multiplexed (514) with other 
signals to generate a multiplexed signal. The multiplexed 
signal is then distributed (516) via the secondary distribution 
network (108) to the subscriber stations (110). 

At the subscriber stations (110), the multiplexed signal is 
demultiplexed (518) to isolate the re-encrypted program in 
the second encrypted form ( and the second key if necessary), 

50 aod then the video program is displayed (522), typically, on 
a television monitor connected to set-top box. 

FIG. 6 is a flow chart depicting a secure process (600) for 
distributing video on-demand content via a cable distribu­
tion network (400) in accordance with a third aspect of the 

55 present invention. The process (600) depicted in FIG. 6 may 
be called a pass-through process. 

First, a video program is encrypted (602) by a video 
on-demand source (402) to generate an encrypted program 
in a first encrypted form. The encrypted program is trans-

60 poned (604) via a primary distribution nerwork from the 
video on-demand source (402) to a remote server (404) 
within a distribution center (106). A key to decrypt the 
i:ncrypted program may also bt: transported from the source 
(402) to the server (404). The encrypted program is then 

65 stored (606) in the remote server (404). 
The key may be a public key of a public key encryption 

system. Such a public key encryption system uses two 
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different keys: a public key to encrypt data, and a private key 
to decrypt data. Io that case, decryption would be accom­
plisbed using a corresponding private key of the public key 
encryption system. Examples of such a public key encryp­
tion system is encryption under the PGP (Pretty Good 5 
Privacy) system or under the RSA (Rivest, Shamir, aod 
Adleman) system. Alternatively, tbe key may be a private 
key of a private key encryption system. Such a private key 
encryption system uses a single private key to encrypt aod 
decrypt data. Examples of such a private key eocryptioo 

10 
system is eocryptioo under the Data Eocryptioo Standard 
(DES) or under triple-DES wbicb involves applying DES 
three times to eobance security. The private key(s) iiself may 

FIG. 9 is a flow chart depicting an iaitial process (900) for 
encrypting (502, 602, or 702) content at a VOD source ( 402) 
in accordance witb the present invention. TI1is initial process 
(900) occurs when the particular digital video content is 
introduced for the first time from the VOD source (402) to 
the remote server ( 404). 

Io a first step (902), tbe digital video content is loaded 
from the content source (802) to the encryption coordinator 
(804). lo a second step (904), the encryption coordinator 
(804) receives the content and schedules the content for 
encryption. The scheduling of the encryption is performed 
by the encryption coordinator (804) under control of the 
content manager (806). The content manager holds the 
schedule information regarding times when a particular be transmitted from the source ( 402) to the server ( 404) 

while encrypted in a second encrypted form. Alternatively, 
15 the private key(s) may be traosported from the source (402) 

content, e.g. a movie, is scheduled to be encrypted 
(identified for which one of the e ncryption mechanisms 
described here) and distributed to a set of Remote Video 
Servers. The schedu ling depends upon the o ther content 
already scheduled for encryption and upon the throughput of 

to the server (404) via a communication channel, which is 
separate from the a:>mmunication channel used to transport 
the video program from the source ( 402) 10 the server ( 404). 

Subsequently, wben the remote server (404) receive5 
(608) a request for transmission of the video program from 
a subscriber station (110), the remote server (404) responds 
by multiplexing (610) the encrypted program in the first 
encrypted form (aod the key if necessary) with other signals 
to generate a multiplexed signal. The multiplexed signal is 
then distributed ( 612) via the secondary distribution network 
(108) to the requesting subscriber station (llO). 

At the subscriber stations (110), the multiplexed signal is 
demultiplexed (614) to isolate the encrypted program in the 
first encrypted form (and the key if necessary), the encrypted 
program is decrypted (616) from the first encrypted form to 
generate the unencrypted video program, and then the video 
program is displayed (618), typically, on a television moai-
to r connected ro set-top box. 

FIG. 7 i~ a flvw .:bart ,kpi.:tiug" ~t:.:urt: prv.:e:,,, (700) fv, 
distributing video on-demand content via a cable distribu­
tion network ( 400) in accordance with a fourth aspect of the 
present invention. The process (700) depicted in FIG. 7 may 
be called a multiple-layer encryption process. In comparison 
with the process (600) in FIG. 6, the process (700) in PIG. 
7 "pre-encrypts" (702) the video program at the source 
(402), completes encryption (704) of the video program at 
the remote server (404), and fully decrypts (706) the video 
program at the subscriber station (110). 

'Jbe pre-encryption step (702) may be implemented by 
applying a single DES encryption or a double DES encryp­
tion. If the pre-encryption step (702) uses a single DES 
encryption, then the completion of encryption s tep (704) 
may be implemented by applying a double DES encryption 
to achieve triple-DES encryption. Similarly, if the pre­
encryption step (702) uses a double DES encryption, then 
the completion of encryption step (704) may he imple­
mented by applying a single DES encryption to achieve 
triple-DES encryption. Io either case, the video program is 
transported from the remote server (404) to the subscriber 
station (110) while under triple-DES encryption. /\s long as 
the subscriber station has the three keys required, it will be 
able to fully decrypt (706) the triple-DES encryption to 
obtain the unencrypted video program. 

FIG. 8 is a schematic diagram showing interconnected 
components re lating to encryption within the VOD source 
( 402) in accordance with the fourth aspect of the present 
invention. The interconnected components include: a con­
teot source (802), a eocryptioo coordinator (804), a content 
manager (806), a encryptor (808), and a eocryptor controller 
(810). The operatio n of these components is discussed below 
in relation to FIGS. 9 and 10. 

20 
the cncryptor. The schedule will be assigned and adjusted as 
necessary to accommodate tbe priorities and timing require· 
meats of the various content to be encrypted. 

In a third step (906), at the scheduled time for encryption, 
the content is loaded by the encryptor (808). lo a fourth step 

25 
(908), the eacryptor (808) uses a particular key correspond­
ing to the appropriate time epoch to encrypt the content. The 
encryption of the content is performed by the encryptor 
(808) under control of the encryptor controller (810). The 
encryptor controller is the first component of the end to end 

30 
key management system. Since the encryption process may 
be single or multi-level e ncryption, e.g. DVB­
Superscrambling or Triple DES, the encryption keys may 
change many times, periodically or aperiodically, during the 
encryption of a single eootent, i.e. every S minutes of a 

35 
movie. These keys with index references to where the key 
change occurred in the content (markers), are delivered 10 

the Remote Video Servers in a secure mechaaism, e.g. RSA. 
In a fifth step (910), the encrypted content is passed back to 
the encryption coordinator (804). The encrypted content is 

40 then introduced (604) from the VOD source (402) to the 
remote server ( 404). 

FIG. IO is a flow cbar1 depicting a renewal process (1000) 
for encrypting (502, 602, or 702) cooteot at a VOD source 
(402) in accordance with the present invention. This renewal 

45 process (1000) occurs whenever encryption is to be renewed 
for particular digital video content stored oo the remote 
server (404). 

Prior to renewal process (1000), the digital video is stored 
on the remote server (404) in a encrypted form under a key 

50 of a "first" (not necessarily iaitial) time epoch. The first step 
(1002) of the renewal process (1000) relates to the nearing 
of the end of the first time epoch. In accordance with a 
preferred embodiment of the present invention, a time epoch 
does not need to correspond to a billing cycle. Rather, time 

55 epochs may be selecte-d in order to afford proper protection 
for the content during the lifetime of the content on the 
remote server ( 404). 

lo a second siep (1004), once the end of ihe first time 
epoch nears, the digital video content is copied from the 

60 remote server ( 404) back 10 the e ncryption coordinator (804) 
in the VOD source (402). In a third step (1006), the 
encryption coordinator (804) receives the content and sched­
ult:s the content for encryption. The sch(;(]uling of the 
encryption is performed by the encryption coordinato r (804) 

65 under control of the content manager (806). 
In a fourth step (1008), at the scheduled time for 

encryption, the content is loaded by the eocryptor (808). lo 
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a fifth step (1010), the encryptor (808) uses the particular 
key corresponding to the first time epoch to decrypt the 
content. Subsequently, in a sixth step (1012), tbe encryptor 
(808) uses a particular key corresponding to a "second" time 
epoch to re-encrypt the content. The decryption and 5 
re-eocryp1ioo of 1be content is performed by tbe eocryptor 
(808) under control of the encryptor controller (810). In a 
seventh step (1014), the re-encrypted content is passed back 
to the encryption coordinator (804). In an eighth step (1016), 
the re-encrypted content is then sent from the VOD source 10 
(402) to the remote server (404). 

10 
packets carrying video, optional fields of particular signifi­
cance include a presentation time stamp (PTS) and a decod­
ing time stamp (DTS). Tbe PTS tells the decoder wben 10 

display a video frame. The DTS tells the decoder wben to 
decode a video frame. Finally, padding__bytes comprise 
fixed 8-bit values equal to OxFF whicb are to be discarded 
by the decoder. 

The PES payload (1154) includes PCS packet data bytes 
which are contiguous bytes of data from the elementary 
stream. The elementary stream may consist of compressed 
data from a video source, or an audio source, or a data 

In a ninth step ( IOH!), the first time epoch ends and the source. 
second time epoch begins. Finally, in a tenth step (11)20), FIG. 12A is a flow chart depicting a process for selective 
once the second time epoch begins, the remote server begins encryption (1200) utilizing the payload unit s tart indicator 
serving tbe version of tbe encrypted content whicb relates to 15 (SI) in accordance with a first embodiment of the present 
tbe second time epocb and deletes the version which relates invention. This process (1200) may be utilized to reduce the 
to the first time epoch. amo\1nt of encryption req\1ired while maintaining a high 

FIG. llA is a schematic diagram showing a conventional level of security. Tbis process (1200) is performed during 
MPEG-2 transport s tream (TS) packet (1100). Tue TS the construction of the TS packet (1100). 
packet (1100) comprises a TS header (1102) and a TS 20 In a firsr srep (1202), a derermination is made as 10 

payload (1104). The general contents of the TS header whether the TS payload (1104) will contain a new PES 
(1102) and 1S payload (1104) are described below. Further packet or a new TS-PSI section. If the TS payload (1104) 
details are given in various publications, including tbe will not contain a new PES packet or a new TS-PSI section, 
MPEG-2 standard itself, formally referred to as IS O 13818. then in a seoond step (1204) the TS packet (1100) is 

As shown in FIG. llA, the transport header (1102) may 25 constructed w-ith the SI flag is reset to zero, and in a third 
include a syoc_byte, a traosport_ error_iodicator (TEI), a step (1206) tbe TS packet (1100) is constructed with an 
payload unit start indicator (SI), a transport priority unencrypted TS payload (1104). In alternate embodiments 
(TP), a packet ID (PID), a transport_scrambling_control (not shown), the third step (1206) may occur before or in 
(SC), an adaptation_field_ control (AFC), a continuity_ parallel with the second step (U04). 

30 
counter (CC), and an (optional) adaptation field (AF). The Otherwise, if the TS payload (1104) will contain a new 
sync_ byte is used for synchronization purposes and gener- PES packet or a new TS-PSI section, then in a fourth step 
ally bas a fixed value of Ox47. The T EI is used to indicate (1208) the TS packet (1100) is constructed with the SI flag 
an uncorrectable bit error exists in the current TS packet. set to one, in a fifth step (UlO) the TS payload (1104) is 
Tbe SI is used to indicate the presence in the transport 

35 
encrypted, and in a sixth s tep (U 12) the TS packet (1100) is 

payload (1104) of a new PES (packetized elementary constructed with the encrypted TS payload (1104). Io alter-
stream) packet or a new TS-PSI (transport stream-program nate embodiments (not shown), the fifth and sixth steps 
specific information) section. The TP is used to indicate a (1210 and U12) may occur before or in parallel with the 
higher priority for the current TS packet. The PIO is used to fourth step (1208). Io tbis way, tbe amount of encryption 
distinguish between elementary streams and SQ is used by a 40 required is advantageously reduced since only TS payloads 
subscriber s tation (110) to find, identify, and reconstruct (1104) containing a new PES packet or a new TS-PSI section 
programs Erom the transport stream. The SC is used to will require encryption. Nevertheless, a high level of secu-
indicate the scrambling mode of the transport payload rity is maintained because the beginning portion of each PES 
(1104). The AFC is used to indicate the presence of an packet and TS-PSI section will be encrypted. 
adaptation field. The CC increments with each nonrepeated 45 FIG. 12B is a flow chart depicting a process for selective 
TS packet having the corresponding PlD. Finally, the AF decryption (1250) using a payload unit start indicator in 
may conta ins flae;.,; and indicators, a p roe;ram clock accordance with the first embodiment of the present inven 
reference, plus other data. tion. This process (1250) is utilized in conjunction with the 

The TS payload (1104) includes PES packets which are process of PIG.12A (1200) to reduce the amount of decryp-
described further below. 50 tion required while maintaining a high level of security. This 

FIG. llB is a schematic diagram showing a conventional procc.:s:s (1250) is pc.:rformc.:u whc.:n tbt:: transport payload 
MPEG-2 Packetized Elementary S tream (PES) packet (1104) is decrypted (510, 616, or 706) either at the remote 
(U SO). The PES packet (1150) comprises a PES header server (404) or at the subscriber station (110). 
(1152) and a PES payload (1154). The general contents of In a first step (1252), the payload unit start indicator (SI) 
the PES header (1152) and PES payload (1104) are ss Hag is scanned. Io a second step (1254), a determination is 
described below. Further details are given in various made as to whether the SI flag is set. If the S I flag is set, then 
publications, including the MPEG-2 standard itself, for- in a third step (1256) the TS payload (1104) is decrypted to 
mally referred to as ISO 13818. undo ihe encryption (12LO). If the S I flag is not set, then in 

As shown in FIG. llB, the PES header (1152) includes a a fourth s tep (1258) the TS payload (1104) is not decrypted 
start_code_pretix, a stream_jd, a PES_packet_leogtb, 60 to undo tbe encryption (1210). 
optional field.;;, and padding__bytes. The start_code_prefix In this way, the amount of decryption required is advao-
is a string of 23 or more binary Os, followed by a binary 1. tageously reduced since only TS payloads (1104) containing 
the start_code_prefix is followed by the stream_id. The a new PES packet or a new TS-PSI section will require 
stream_id comprises 8 bits wbich are used to label tbe PES, decryption to undo the encryption (1210). Nevertheless, a 
as well as to specify the type of PES. The PES_ packet_ 65 high level of security is maintained because the beginning 
length is used to indicate the number of bytes in the PES portion of each PES packet and TS-PSI section will require 
packet. Optional fields may include various fields. For PES decryption to undo the encryption (1210). 
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FIG. 13 is a schematic diagram showing a TS packet 
(1100) including a selective encryption status field (1302) in 
accordance with a second embodiment of the present inven­
tion. As shown in FIG. 13 , the selective encryption status 
field (1302) is pre-appended before the TS header (1102) in 5 
the structure of the TS packet (1100). Selective encryption 
status field is either prepeoded or the transport Scrambling 
Control (SC) flags are used to mark the selected encryption. 

FIG. 14A is a fl.ow chart depicting a first process for 
encryption (1400) in accordance with the second embodi- 10 
meat of the present invention. The first proces.s (1400) 
corresponds to a highest level of security, where the TS 
payload (1104) is encrypted for each and every TS packet 
(1100). 

In accordance with this first process, in a first step (1402), 
15 

the selective encryption status field (1302) is set. This first 
step (1402) is done for all TS packets (UOO). Io a second 
step (1404), the TS payload (l104) is encrypted. Since the 
selective encryption status field (1302) is set for all TS 
packets (1100), the TS payload (1104) is encrypted for aU TS 

20 
packets (1100). lo a third step (1406), the TS packet (1100) 
is constructed using the encrypted TS payload for all TS 
packets (1100). 

FIG. l4B is a flow chart depicting a second process for 
encryption (1410) in accordance with the second embodi- 25 
men! of the present invention. The second process (1410) 
corresponds to an intermediate level of security, where the 
TS payload (1104) is encrypted only if it includes video data 
for a MPEG-2 I-frame (Intra frame). An I-frame contains 
full picture frames and are the least compressed type of 30 
frame. 

lo a first step (14U), all PES headers (1152) to be sent are 
parsed. In a second step (1414), a determination is made 
from the result of the parsing as to whether the current TS 
paylua<l (1104) iodu<lcs vi<lcu d ata fur ao I-frame. On JS 
selective encryption, one of three modes are used to deter­
mine the selection of what TS packet to encrypt. Usually, the 
reference display information that is necessary to decoding 
is selected, i.e. I-Frame io a Group Of Pictures (GOP). 
Without the I-forames, D-J:irames and P-forames cannot be 4o 
used. first method is through the use of a marker that is 
prepeoded to the start o f selected TS packets, before the sync 
byte. Second is through the use of information provided or 
added in the adaptation field of the PES headers. Third is 
through overloading existing fields in the header. An 45 
example of this is to use the Scramblio_g Control (SC) flags 
to tell the encryptor which TS packets to encrypt. 

If I-frame data is indicated, then in a third step (1416) the 
selective encrypt ion status field (1302) is set to one for the 
current TS packet (1100), in a fourth step (1418) the current 50 

TS payload (1104) is encrypted, and in a fifth step (1419) the 
current TS packet (1100) is consh·uctcd wi1h the cncty1>1cd 
TS payload. Otherwise, if no I-frame data is indicated, then 
in a sixth step (1420) the selective encryption status field 
(1302) is reset to zero, and in a seventh step (1422) the TS ss 
packet (1100) is constructed with an unencrypted TS pay­
load (1104). 

FIG. 14C is a flow chart depicting a third process for 
encryption (1430) io accordance with the second embodi­
ment of the present invention. The third process (1430) is 60 
similar to the second process (1410), except that in the third 
process (1430) the TS payload (1104) is encrypted if it 
includes video data for either a MPEG-2 I-frame or a 
MPEG-2 P-fraroe(Predicted frame). This third process 
(1430) would provide a level of security somewhere in 65 

between the levels provided by the first and the second 
process (1400 and 1410). 

12 
P-frames are predicted from past I or P frames. A third 

type of MPEG-2 frame is a B-frame (Bidirectional predicted 
frame) . B-frames are predicted from past and future I and P 
frames. B frames offer the greatest compression of the three 
frame types. 

Step-wise, the third process (1430) has a different second 
step (1412) m mp~retl wiih the seconcl step (1414) of ihe 
second process (1410). In the second step (1432) of the third 
process (1430). a determination is made from the result of 
the parsing as lo whether ibe current TS payload (1104) 
includes video data for an I or a P frame. 

lf I or P frame data is indicated, then in a third step (1416) 
the selective encryption status field (1302) is set to one for 
the current TS packet (1100), in a fourth s tep (1418) the 
current TS payload (1104) is encrypted, and in a fifth step 
(1419) the current TS packet (1100) is constructed with the 
eocrypte<I TS payloa<I. Otberwi<se, if neither I nor P frame 
data is indicated, then in a sixth step (1420) the selective 
encryption status field (1302) is reset 10 zero, and in a 
seventh step (1422) the TS packet (llOO) is constructed with 
an unencrypted TS payload (1104). 

FIG. 140 is a flow chart depicting a fourth process for 
encryption (1440) io accordance with the second embodi­
ment of the present invention. The fourth process (1440) is 
similar to the second process (1410), except that in the 
fourth process (1430) the TS payload (1104) is encrypted if 
it includes a decode time stamp (DTS) and/or a presentation 
time stamp (PTS). 

The DTS and PfS are included in PES headers (1152) in 
order to indicate to the decoder when to decode and present, 
respectively, a video frame. Without the DTS and PTS, a 
decoder cannot properly decode and present the video data. 

Step-wise, the fourth process (1440) bas a different sec­
ond step (1442) compared with the second step (1414) of the 
second process (1410). Io the second step (1442) of the 
fourth process (1440). a determination is made from the 
result of the parsing as to whether the current TS payload 
(1104) includes a DTS and/or PTS. 

If a DTS aod/or PTS is indicated, tbeo in a third step 
(1416) the selective encryption status field (1302) is set to 
one for the current TS packet (1100), in a fourth step (1418) 
the current TS payload (1104) is encrypted, and in a fifth step 
(1419) the current TS packet (1100) is constructed with the 
encrypted TS payload. Otherwise, if neither DTS nor PTS is 
indicated, then in a sixth step (I 420) the selective eocryptioo 
status field (1302) is reset to zero, and in a seventh step 
(1422) the TS packet (1100) is constructed with an unen­
crypted TS payload (1104). 

FIG. 14E is a flow chart depicting a fifth process for 
encryption (1450) io accordance with the second embodi­
ment of the present invention. The fifth process (1450) is 
similar to the second process (1410), except that in the fifth 
process (1450) the TS payload (1104) is encrypted if it is 
selected by a counter. 

Step-wise, the fifth process (1450) has different first and 
second steps than the second process (1410). lo the first step 
(1452), a counter is incremented. In the second step (1454), 
a determination is made as to whether the counter has been 
incremented 10 a next periodic subset of couotS (for 
example, to a next subset of ten countS). 

If the counter bas been incremented to a next periodic 
subset of counts, then in a third step (1416) the selective 
encryption status field (1302) is set to one for the current 1S 
packet {1100), in a fourth step (1418) the current TS payload 
(1104) is encrypted, and in a fifth step (1419) the current TS 
packet (1100) is constructed with the encrypted TS payload. 
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Otherwise, if the counter is still within a same periodic 
subset of counts, then in a sixth step (1420) the selective 
encryption status field (1302) is reset 10 zero, and in a 
seventh step (1422) the TS packet (1100) is constructed with 
an unencrypted TS payload (1104). 5 

FIG. 14F is a flow chart depicting a sixth process for 
encryprinn (1 460) in accnrnance wirh rhe ~ecnnn emhnni­
ment of the preseot invention. The sixth process (1460) is 
similar to the second process (1410), except that in the sixth 
process (1450) the TS payload (1104) is encrypted if it is 10 
selected by a random selection. 

Step-wise, the sixth process (1460) bas different first and 
second steps than the second process (1410). In the first step 
(1462), a random number is generated. Io tbe second step 
(1454), a determination is made as to whether the random 15 

number selected is within a predetermined subset of a set of 
possible random 011mbers (for example, with.in a s11bset from 
0 to 9 of a set from O to 99). 

If the random number selected is within the predeter­
mined subset, tbea in a third step (1416) tbe selective 20 

encryption status field (1302) is set to one for the current TS 
packet (1100), in a fourth step (1418) the current TS payload 
(1104) is encrypted, and in a fi [lb step (1419) the current TS 
packet (1100) is constructed with the encrypted TS payload. 
Otherwise, if the random number selected is outside of the 25 

predetermined subset, then in a sixth step (1420) the selec­
tive encryption status field (1302) is reset to zero, aocl io a 
seventh step (1422) the TS packet (1100) is constructed with 
an unencrypted TS payload (1104). 

FIG. 15 is a flow chart depicting a process for decryption 
(1500) in accordance with the second embodiment of the 
preseot invention. The decryption process (1500) in FIG. 15 

30 

is utilized in conjunction with one of tbe six encryption 
processes (1400, 1410, 1430, 1440, 1450, aod 1460) sbown 

35 
in FIGS. 14A-F. This decryption process (1500) is per­
formed when the transport payload (1104) is decrypted (510, 
or 616, or 706) either at tbe remote server ( 404) or at the 
subscriber station (110). 

lo a first step (1502), the selective encryption status field 40 
(1302) is scaoned. Io a second step (1504), a determioatioo 
is made as 10 whether the starus field (1302) is set. If tbe 
status field (1302) is set, then in a third step (1506) the TS 
payload (1104) is decrypted to undo the encryption (1418). 
If tbe status field (1302) is oot set, then in a fourth step 45 
(1508) the TS payload (1104) is not decrypted to uodo the 
encryption (1418). 

In this way, tbe amount of decryption required is advan­
tageously reduced since only select TS payloads (1104) will 
require decryption to undo the e ncryption (1418). 50 
Nevertheless, a substantial level of security is maintained 
because select TS payloads (1104) will requjre decryption to 
undo tbe encryption (1418). 

14 
What is claimed is: 
1. A secure method for providing digital video 

programming, tbe me1hod comprising: 

determining whether a predetermined criterion for 
encryption is satisfied; 

selling a selective encryp1ion status field if the predeter­
mined criterion is satisfied; 

encrypting an unencrypted payload to generate an 
encrypted payload, and constructing a packet with the 
encrypted payload, if the predeterm.ined criterion is 
satisfied; 

resetting tbe selective encryption status field if tbe pre­
determined criterion is unsatisfied; 

constructing the packet with tbe unencrypted payload, if 
tbe predetermined criterion is unsatisfied; and 

transmitting the packet. 
2. The method of claim l , wherein the predetermined 

criterion comprises an indication that intra frame data is 
contained in tbe unencrypted payload. 

3. The method of claim 1, wherein the predetermined 
criterion comprises an indication that the payload includes 
data from a group of data inclucling intra frame data and 
predicted frame data. 

4. Tbe method of claim 1, wherein the predetermined 
criterion comprises an indjcation that the payload includes a 
time stamp. 

5. 'Jbe method of claim l , wherein the predetermined 
criterion comprises a counter being incremented to a next 
periodic subset of counts. 

6. The method of claim 1, wherein the predetermined 
criterion comprises a random number being selecred within 
a predeterm.ined subset of a set of possible random numbers. 

7. The method of claim 1, wherein the predetermined 
criterion is always satisfied. 

8. The method of claim l , wherein the predetermined 
criterion comprises an indication that tbe unencrypted pay­
load includes a new packetized e lementary stream packet, 
and the selective encryption status field comprises a payload 
unit start indicator flag. 

9. The method of claim 1, wherein the predetermined 
criterion comprises ao indication that the unencrypted pay­
load includes a new program specific information section, 
and the selective encryption status field comprises a payload 
unjt start inclicator flag. 

10. The method of claim 1, further comprising: 

receiving the packet; 

scanning the selective encryption status field; 
determ.in.ing whether the selective encryption status field 

is set; and 

decrypting the encrypted payload if the selective encryp­
tion status field is set. 

It is to be understood that the specific mechanisms and 
techniques which have been described are merely iUustrative 

11. The method of claim 1, wherein the payload comprises 
ss a transport stream payload, and the packet comprises a 

transport stream packet. of one application of the principles of the invention. For 
example, whi le tbe present invention is described in appli­
cation to video on-demand, it also bas some application in 
broadcast video. Numerous additional modifications may be 
made to the methods and appararus described without 60 
departing from the true spirit of the invention. 

In the above description as well as in the following 
claims, a field or flag may be configured such that it is set 
10 indicate a first state and reset to indica1e a second state. 
Nevertheless, it is well understood in the art that the field or 65 

flag may be equivaleotly configured such that it is reset to 
indicate the first state and set to indicate the second state. 

12. Tbe method of claim l , wherein tbe selective encryp­
tion status field is preappended to the transport stream 
packet. 

13. The method of claim 1, wherein the digital video 
programming comprises video on-demand. 

14. The method of claim 1, wherein the digital video 
programm.ing comprises broadcast video. 

15. An apparatus for securely providing digital video 
programming, the apparatus comprising: 

a determining device configured to determine whether a 
predetermined criterion is satisfied; 
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a setting device configured to set a selective encryption 
status fie ld if tbe predetermined criterion is satisfied; 

an encrypting device configured 10 encrypt an unen­
crypted payload to generate an encrypted payload, and 
a first constructing device configured to construct a s 
packet with the encrypted payload, if the predetermined 
criterion is satisfied; 

a resetting device configured to reset the selective encryp­
tion status field if the predetermined criterion is unsat­
isfied; 

a second constructing device configured to construct the 
packet with the unencrypted payload, if the predeter­
mined criterion is unsatisfied; and 

a transmitting device configured to transmit tbe packet. 

10 

16. A secure method for providing digital video 15 
programming, tbe metbod comprising: 

copying a first e ncrypted digital video program from a 
n :mote server to a video source; 

decrypting the first encrypted digital video program using 
a fir.st key lo generate an unencrypted digital video 

20 
program; 

encrypting the unencrypted digital video program using a 
second key to generate a second encrypted digital video 
program; 

transmitling Lbe second encrypted digital video program 25 
from the video source lo the remote server; and 

deleting tbe first encrypted digital video program from the 
remote server. 

17. The method of claim 16, wherein the first key corre­
sponds to a first time epoch during wbich the remote server 30 
provides the first encrypted digital video program to sub­
scriber stations, and tbe second key corresponds 10 a second 
time epocb during wbich the remote server provides the 
second encrypted digita l video program to the subscriber 
~lalium, .. 

16 
18. The method of claim 17, further comprising, prior to 

deleting the first encrypted digital video program from the 
server, transitioning from the first time epoch to the second 
time epocb. 

19. The method of claim 18, wherein the first and second 
time epochs do not correspond 10 billing cycles. 

20. The method of claim 16, further comprising, prior to 
decrypring the first encrypted digital video program, sched­
uling the first encrypted digital video program for renewal of 
encryption. 

21. The method of claim 16, further comprising, prior 10 

copying the first encrypted digital video program, a process 
for introducing an initial encrypted digital video program 10 

the remote server. 
22. Ao apparatus for securely providing digital video 

programming, the apparatus comprising: 

an encryption coordinator configured to receive a first 
encrypted digital video program from a remote server; 

an encryptor configured to decrypt the first encrypted 
digital video program using a first key to generate an 
unencrypted digital video program and to encrypt the 
unencrypted digital video program using a :second key 
to generate a second encrypted digital video program, 

wherein the encryption coordinator receives the second 
encrypted digital video program from tbe encryptor and 
transmits the second encrypted digital video program to 
the remote server. 

23. The apparatus of claim 22, wherein, prior to decrypt­
ing the first encrypted digital video program, the encryption 
coordinator schedules the first encrypted diSital video pro­
gram for renewal of encryption. 

• * • • * 
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