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Abstract

Multimedia data security is important for multimedia com-
merce. Previous cryptography studies have focused on text
data. The encryption algorithms developed to secure text
data may not be suitable to multimedia applications because
of large data sizes and real time constraint. For multimedia
applications, light weight encryption algorithms are attrac-
tive.

We present a novel MPEG Video Encryption Algorithm,
called VEA. The basic idea of VEA is to use a secret key ran-
domly changing the sign bits of all of the DCT coefficients
of MPEG video. VEA’s encryption effects are achieved by
the IDCT during MPEG video decompression processing.
VEA 2dds minimum overhead to MPEG codec, one bitwise
XOR operation to each none zero DCT coefficient. A soft-
‘ware implementation of VEA is fast enough to meet the real
time requirement of MPEG video applications. Our exper-
imental results show that VEA achieves satisfying results.
We believe that it can be used to secure video-on-demand,
video conferencing and video email applications.

Keywords: Multimedia data security, MPEG video encryption,
DES, MPEG codec.

1 Introduction

Multimedia data security is important for multimedia com-
merce. For example, in video on demand and video confer-
encing applications, it is desirable that only those who have
paid for the services can view their videos or movies.

One method to secure distributed multimedia applica-
tions is to use authentication control mechanisms. How-
ever, applying this method alone is not enough to secure
multimedia data broadcast on wireless, satellite, or Mbone
networks. Another method is to encrypt multimedia data,
e.g., using DES(Data Encryption Standard)[17]. However,
DES is very complicated and involves large computations. A
software DES implementation is not fast enough fo process
the vast amount of data generated by multimedia applica-
tions and a hardware DES implementation(a set-top box)
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adds extra costs both to broadcasters and to receivers.

The challenges of multimedia data encryption come from
two facts. First, multimedia data sizes usually are very
large(e.g., two hours MPEG-1 video has a size about 1GB).
Second, multimedia data needs to be processed in real time
(e.g., MPEG-1 requires data processing rate of 1.5MB/sec).
Processing vast amount of data puts great burden on video
codec, storage space requirements and network communi-
cations. Heavy weight encryption and decryption algo-
rithms(during or after encoding phase) will aggravate the
problem and increase the latency.

For some commercial applications, such as pay-per-view,
very expensive attacks of the scrambled multimedia data
are not interesting to adversaries[11}, because most multi-
media videos are different from military secrets or financial
information. For multimedia applications, information rate
is very high, but the information value is very low[11). To
break such encryption code is much more expensive than
to buy the programs. Hence, light weight encryption and
decryption algorithms are suitable to secure certain multi-
media data.

Maples[12] and Tang[18] proposed some methods to en-
crypt MPEG videos. Their methods are either involving
heavy computations[12] or decreasing compression ratef18].

In this paper, we present a novel light weight MPEG
video encryption algorithm, called VEA. The basic idea of
this algorithm is to use a secret key randomly changing the
sign bits of all of the DCT coefficients. The encryption ef-
fects are achieved by the IDCT during MPEG video decom-
pression processing. This algorithm adds minimum over-
head to MPEG encoding and decoding, one XOR operation
to each none zero DCT coefficient. A software implementa-
tion is fast enough to many multimedia applications, such
as VOD systems and video conferencing systems.

The rest of this paper is organized as follows. Section 2
discusses related work. Section 3 is a brief introduction
of MPEG-1 compression model. Section 4 describes VEA
MPEG video encryption algorithm. Section 5 analyzes VEA
algorithm. Section 6 considers of VEA implementation is-
sues. Section 7 shows some experimental results. Section 8
presents our discussions. Finally, section 9 is conclusions.

2 Related Work

In most multimedia data scrambling systems, data is treated
as a bitstream and encrypted with DES[17] algorithm, such
as vic[13] and [12]. In those systems, the encryption oper-
ations are processed after MPEG compression operations;
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the' decryption operations are processed before MPEG de-
compression operations. Those systems add latency to real
time video delivering and involve heavy computations.

Tang[18] introduced some methods to incorporate MPEG
compression with encryption in one step. Tang’s methods
use a random permutation list to replace the zig-zag order to
map the DCT coeflicients to a 1 x 64 vector. Since mapping
according to the zig-zag order and mapping according tfo
a random permutation list(secret key) have the same com-
putational complexity, the encryption and decryption add
very little overhead to the video compression and decompres-
sion processes. Tang’s methods decrease video compression
rate. The reason is that the random permutations distort
the probability distribution of DCT coefficients and render
the Huffman table used less than optimal. Our proposed al-
gorithm, VEA, can also be incorporated with MPEG codec.
But VEA does not decrease video compression rafe.

In our previous work[16], we developed a light weight
MPEG video encryption algorithm which incorporate en-
cryption (decryption) with MPEG video compression (de-
compression). We uses a permutation of the Huffman code-
word list as a secret key. During MPEG coding (decoding),
our encoder (decoder) uses the secret key instead of the stan-
dard Huffman codeword list. For those who do not have the
secret key and use the standard Huffman codeword list to
decode an encrypted MPEG video, they will not get the
original video images.

Our previously developed algorithm has both an advan-
tage and a disadvantage:

¢ The advantage is that no overhead is added to MPEG
codec since the encryption/decryption processing does
not cost extra computation.

o The disadvantage is the limitation of key space. First,
since MPEG compression rate depends on the Huff-
man codeword list, if we use an arbitrarily permutated
Huffman codeword list during 2 MPEG codec, we may
decrease the compression rate. To avoid affecting com-
pression rate, we limit the permutation of Huffman
codeword list, the key generation, among those code-
words which have the same length. Thus we actually
reduce the key space. Second, it seems not all of per-
mutations of the Huffman codeword list can be used
as encryption keys. Different keys present different en-
cryption results. This makes key generation difficulty.
A key has to be tested before using.

The algorithm we present in this paper does not have
this drawback.

3 Background

MPEG(Moving Picture Experts Group) standards, includ-
ing MPEG-1, MPEG-2 and MPEG-4, are widely used in
multimedia applications. MPEG standards consists of three
parts: video, audio, and mechanisms to control interleaving
streams. In here, we briefly describe MPEG-1 video codec.
Similar operations can be found in MPEG-2 and MPEG-4
codec models.

In MPEG-1 video coding modelf5, 6, 8], a video is com-
posed of a sequence of group of pictures(GOPs). Each GOP
is a series of I, P and B frames. I frames are coded using
spatial compression independent of other frames. P frames
are computed by using motion compensation prediction by
coding the relative motion and noncompensated information
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compared to the previous I and P frames. B frames are com-
puted by using bidirectional motion compensation, relative
to the previous and following I and P frames.

Each of I, P and B frames is divided into macroblocks. A
macroblock is a 16 x 16 pixel array which is further subsam-
pled into four 8 x 8 luminance Y blocks, one 8 x 8 chromi-
nance Cr block and one 8 x 8 chrominance Cb block, as
shown in Figure 1.

GOP-1 GOP-k
A Sequence of GOPs
Y
IPB pictures A GOP
Y
slice-1
slice-2 »1 mb-1 mb-n
16x16 macroblocks
slice-m
Pr = \ 4
icture slices
Yijy2
ol [ 2]

6 8x8 blocks

Figure 1: MPEG-1 video coding

Each of 8 x 8 Y, Cb and Cr blocks is fed to a pipeline of
DCT, quantization and Huffman entropy coding, as shown
in Figure 2. DCT concentrates most of the energy in the
lower spatial frequencies, i.e., the upper-left corner of the 8 x
8 block. After quantization, many DCT coefficients become
zeros. The quantization output is linearized according to
the zig-zag order to a vector < DC, ACy, ACa,---, ACes >,
as shown in Figure 3.

DC coefficient denotes the average brightness in the spa-
tial block, and AC coeflicients contain detail image infor-
mation. Zig-zag sequencing of AC coefficients places high-
energy, low-frequency coefficients before the low-energy, high-
frequency coefficients.

The run length encoding turus vector < DC, ACy, AC:,
.-+, ACs3 > into a sequence of (skip, value) pairs, then the
Huffman entropy coding is used to change the (skip, value)
pair sequence into a compressed bitstream. MPEG standard
provides a Huffman codeword table, where more frequently
occurring (skip, value) pairs are assigned fewer bits in order
to achieve high compression rate. Every Huffman codeword
reserves a sign bit, 0 mean positive, 1 mean negative. These
sign bits are the exact positions to encrypt the video in
VEA.

4 Our Algorithm

MPEG video encryption aims to prevent unauthorized re-
ceivers from decoding the video programs by scrambling
them. The general scheme is to apply an invertible trans-
formation, F,, to video stream, S, called plaintest, that
produces a bitstream C, called ciphertest, C = Ex, (S). An
authorized receiver, who has a secret key, k2, can decrypt

Netflix, Inc. and Hulu, LLC - Ex. 1017, Page 0002

IPR2020-00558 (Netflix, Inc. and Hulu, LLC v. DivX, LLC)

=F



8x8 8x8
image image
‘blofk ‘b]ofck
DCT iDCT
A 4
N Inverse
Quaxntizers quantizer
A 4
Zig-zag Zig-zag
RLE IRLE
A
Y.
Huffman Huffman -
coding Dec¢ogding
L
Encryption Decryption

{a) encoding (b) decoding

Figure 2: MPEG codec with cryptography

the video program by the transformation Dy, = E.'. The
decryption operation is

Di(0) = B} (0) = B (Br(S) = §

where parameter %; is called encryption key, and k2 is
called decryption key.

Previous studies of cryptography have focused on text
data. The encryption algorithms developed to secure text
data, such as DES[17] and RSA[17], may not be suitable to
multimedia applications because of large data size, low value
and real-time constraint. Security is a trade-off between the
cost of the data being protected and the cost it takes an at-
tacker to get that data. Protecting data worth only several
dollars with a security system that costs a million dollars
to break is obviously a bad investment. The trade-off is to
find the balance between the cost to an attacker and the
value of the data to its owner. The cost to break a secun-
rity system can be measured in many ways, which include
the amount of computer time necessary to perform the se-
curity break, the amount of time and money spent by at-
tackers. The costs of a multimedia security system include
the amount of investment by data provider and the pay-
ment required for customer service. In multimedia applica-
tions, data providers, such as VOD providers, do not want
to spend too much money on their security equipments; data
receivers do not want to buy extra devices(hardware boxes,
or co-processors). Multimedia applications appeal those en-
cryption algorithms which require less computation and low
implementation cost. For multimedia data, we only need to
provide sufficient security level such that the cost to break
the security system is much more expensive than to buy the

4
< DC,A017A027"' 7A063 >

Figure 3: The zig-zag scan ordering

program. Hence, light-weight and cost-effective multimedia
data encryption algorithms should be developed.

Due to the special property of MPEG video structure, it
is not necessary o encrypt the video bit by bit. Our MPEG
video encryption algorithm, VEA, is a selective encryption
algorithm which only operates on the sign bits of DCT coef-
ficients of a MPEG compressed video. VEA’s secret key, £,
is a randomly generated bitstream of length m which can be
represented as k = bibz -+ -bn. A MPEG compressed video
S is a bitstream which can be represented as

S= -.—31-0032-.'8,"'.-
Smirc-Smi2°S2m

where s;(1 = 1,2,---) are all of the sign bits of DC and AC
coefficients (for DC coefficients of Y, Cr and Cb blocks of
I-frames, these are the sign bits of the differential values,
since those DC coefficients are differentially coded).

VEA'’s encryption function, B, can be described as

Ex(S)= -~ (b1 ®s1)--- (bm ® sm) -
(%1 ® smt1) - (bm ® s2m) - - -

where @ is the binary XOR operation. The encryption
operations randomly change the sign bits of DCT coeffi-
cients. According to the given secret key, a sign bit is either
not changed(if the corresponding bit of the key is 0), or
changed from positive to negative(0 to 1), or changed from
negative to positive(1 to 0).

Pseudocode in Table 1 describes VEA encryption operations
in detail. (Table 1 should not be considered as an optimal
implementation of VEA, its only explains the algorithm).
The procedure VEA takes a secret key and a MPEG video
file as input parameters. Its output is a VEA encrypted
MPEG video file.

In Table 1, we add resynchronization points at the begin-
ning of each GOP(Group Of Picture). A resynchronization
point is the position of MPEG video where VEA restarts
to use its secret key(from the first bit). This is useful, be-
cause video transmission in networks is not reliable, noise
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When we apply VEA encryption operation to Y (for sim-
P rociizii;z:;e VEA( /* key length */ plicity, we ignore the MPEG quantization, the zig-zag order
bit ke’y[m] fa sezret key */ and the Huffman entropy coding operations), we actually
char "Empe;g_video, /* input file */ change the signs of elements of Y according to the given
char *vea.mpeg.video) /* output file */ seczet key. The encryption results, Z, can be represented as
{
int n; /* buffer size */ 2rl = eyt k,1=0,---,7.
bit video[n]; /* input buffer */
file in; /* for input */ where
file out; /* for output */ . L
int k,1i=0; s = 1 if ya sign is not changed;
in=open(mpeg-video,"r"); kL —1  if yu sign is changed.
out=open(veampeg_video,"w");
Wmllfg;:é((ﬁgeg mim)s [* read Ibits 3/ As we know, the definition of forward IDCT is
= ] £l 2

for(k=0:k<]; k++){
switch(videolk]) {
case (beginning of a GOP):
i=0; /* resynchronization */
break;
case (a sign bit of DCT coefficient or
a sign bit of DC differential value
of Y, Cr or Cb block of I frame):
vxdeo[k] video[k] xor keyli];
i= ++i mod m;
} /* end switch */
} /* end for */
write(video, 1, out);
} /* end while */
close(in); close(out);
} /* end procedure */

[* write 1 bits */

Table 1: VEA algorithm

and errors exist, dropping bits and even video frames can
happen2, 3, 4, 20] VCR Iike functions[10] in VOD sys-
tems also require that VEA can start to decrypt video at
many points, such as at the beginning of each I frame, or at
the beginning of each GOP, or at the beginning of every 30
frames, etc. Resynchronization points allow users decrypi-
ing certain segments of 2 video. In a VEA implementation,
one car decide his/her own resynchronization points.

VEA’s encryption effects are achieved by the IDCT dur-
ing MPEG video decoding. Even if only some of DCT co-
efficients are changed, these changes will propagate to most
of IDCT coefficients.

For those who have the secret key, they can decrypt
the video and _get the original video. VEA’s decryption
function, Ek is the same as its encryption function since
Ex(Ex(S)) = 5. In VEA, encryption key and decryption
key are the same. For those who do not know the secret
key, their decoders will play quite different images from the
original video, because most image pixel values are changed.

5  Analysis

Suppose X is a 8 x 8 image block. After DCT transforma-
tion, we get 2 8 X 8 ¥ block with

c(k)c(l) [ZZ o (2z+l)kr (2j+1)l7r:|
3¢ 16

1=0 j=0

where
i k=0
otherwise.

w={ %
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" G [e(k)e(D) Qi+Dkr (27 +1)ir
xfi:ZZ[ g RS e o8 J16 ]

k=0 1=0

If one does not decrypt Z before the IDCT computa-
tions of MPEG decoding(again for simplicity, we ignore the
MPEG dequantization, the reverse zig-zag order and the
Huffman entropy decoding operations), then his decoder will

get image block X with

7 7 .
. c(k)e(l) (2i4+1kxr (27 +1)ix
Fi5 = E E [ g FkCos o cos o |

k=0 I=0

7 ] .
Z [c(k) (1) R (21 -;;)kw cos (25 -;-61)17r

=0

! c(k)e(l 2+ 1)kx 27 + Dix
B ECUMRMICES LIRS

=0

M~ M- M-

[(k)c(l) (ext — 1)t cos (2i + V)kx (2j+1)l7r]

16 Cos 16

~
il

0

5 1M

e denote a 8 x 8 block N’s elements n;; as

7 7 .
EZ [c(k);(z) (ext — 1)yt cos (2 -;; 61)1m (27 -;61)171

k=0 I=0

then

£ij = Eij +nij
where n;; is the noise or shift added to pixel z;; and Z;; is
the pixel value a decoder(after decryption) can get. %;; is
close to but not exactly the same as the original image pixel
value z;; because of the lossy property of MPEG compres-
slon processes.

To summarize, for 8 x 8§ blocks of X,Y;Z,X,X and N,
we have

Y = DCT(X)

Z =VEA(Y)

X =IDCT(VEA™(Z)) = IDCT(Y)

X=IDCT(Z)=X+N

where X is the image one can get from decryption and

decoding(X = X), X is the image that unauthorized re-
ceivers(without decryption) can get, and N is the noise or
shift added to X by VEA encryption operations.
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Above amalysis shows that though VEA only changes
some signs of DCT coeflicients, most image pixel values will
be changed during inverse DCT(IDCT) of MPEG decod-
ing operations. The analysis also shows that VEA actually
is an image cipher algorithm. It shifts image pixel values
according to a given secret key.

For a2 MPEG compressed video, if it has n none zero
DCT coefficients after quantization, then the computational
complexity of VEA is O(=n), since it only does one XOR
operation for each none zero DCT coefficient. Number = is
dependent on each MPEG video. We measured a segment
of “table tennis” video. The DCT coefficient sign bit rate
is only about 13.8% percent of the video bitstream. VEA
only operates on a small number of bits of the whole video
bitstream, hence, it is fast.

VEA is much more efficient than DES algorithm because
it only selectively encrypts a small number of bits of the
MPEG compressed video, and a selected bit is only XORed
one time with the corresponding bit of the secret key; while
DES encrypts every bit of the compressed video, and each
bit is XORed 8 times with the given secret key plus many
transposition operations. To encrypt a MPEG video, a soft-
ware implementation DES will cost much more time than a
software implementation VEA does.

To attack 2 VEA encrypted MPEG video, for a key of
length m, on the average, an adversary needs to try 2™
times in order to find 2 secret key. For example, if m = 56,
then the difficulty to find a secret key is the same as to
find a DES secret key, which is very difficult. Please note
that the cost of obtaining a secret key is increased by MPEG
decoding process which includes inverse DCT computations.

VEA has following properties:

1. One can encrypt a MPEG video many times, and de-
crypt the video in one time. Since for two keys, k1 and
E2(k1 5 k2), VEA has a property of

Ery (Br,(S)) = Ex, 0x2)(5)

If denote k3 = k1 @ k2, then one can use k3 to decrypt
the encrypted video in one time.

This property is useful, because in order to prevent
adversary attack, one needs periodically change the
secret key of a program. This property indicates that
the cost of change a secret key with VEA is cheaper
than the cost of change a secret key with DES, which
has to do decryption first, than do encryption again.

2. In VEA, thelength of a secret key is not limited. Using
a long secret key will not increase encryption compu-
tations, but it will make adversaries more difficult to
attack.

The block encryption algorithms developed to secure
text data usually use short keys and complex compu-
tations, such as DES. This is because text data has
small size and cryptography experts want to make ad-
versaries reveal secret key computationally impossible
even with the help of powerful computers.

For multimedia applications, we believe that the re-
verse is true. We should use long keys to prevent ad-
versary attack and use simple computation algorithms
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to pursue real time performance. Multimedia data al-
ready has large size. To reveal a secret key, adversaries
need to spend much long time to do the computations.

Of course, using long keys makes key distribution dif-
ficult. A solution is to use a pseudorandom generator.
The key distributed is a seed of the random number
generator, the key actually used is generated by the
pseudorandom generator. Thus, we turn our algorithm
into a selective stream encryption algorithm. One can
use an arbitrarily long key.

6 Implementation Consideration

6.1 Key Generation

VEA key generation is an easy task. Any uniformly dis-
tributed random number generator may work. The impor-
tant thing is 1s and 0Os should be uniformly distibuted in the
genereted key. A long run of either 0s or 1s may not be a
good VEA key. The former may leave many DCT coeffi-
cients not changed, the later is easy to be attacked.

VEA key distribution and storage management are chal-
lenging problems which are out of the scope of the discus-
sions of this paper. One can consider to use(or modify)
PGP(Pretty Good Privacy)[1] package or Kerberos[1] sys-
tem to distribute and manage VEA secret keys. Since VEA,
like DES, is a symmetric encryption algorithm, the methods
used to distributed DES keys can also be used to distribute
VEA secret keys. One can also use WWW browsers’, such
as netscape’s, data encryption facilities to distribute VEA
secret keys.

6.2 Variation

VEA implementation can vary from one key to many keys.
VEA does not limit key length, it does not limit key numbers
either. One can use different number of keys to 2 MPEG
video encryption. For example, one can uses

1. one key to encrypt the whole video;
2. two keys, one for Y blocks, one for Cb and Cr blocks;

3. three keys, one for Y blocks, one for Cb blocks and one
for Cr blocks; or

4. three keys, one for I frames, one for B frames and one
for P frames.

Using multiple keys can increase transcodability of VEA
compressed MPEG video. For example, if we use three sep-
arate keys, one for I frames, one for B frames and one for P
frames, then when we droped all B frames of the VEA en-
crypted MPEG video, the video still can be decrypted and
decoded.

7 Experiments

We conducted our experiments on a Sun Sparc 10 station
at the Raidlib of the Computer Science Department of Pur-
due University. We modified the Berkeley mpeg_play]14] and
mpeg_encode[9] programs and used them to test VEA algo-
rithm.

There were two purposes in our experiments:

1. to test the encryption results;

2. to find the overheads added to MPEG codec.
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Test compression withoat comptession and
number encryption (fps) encryption (fps)
1 0.661813 0.672043
2 0.656599 0.657030
3 0.652742 0.678426
4 0.665779 0.692521
5 0.651042 0.659631
6 0.662691 0.665830
T 0.679348 0.679841
8 0.651042 0.673854
9 0.660939 0.665466
10 0.659631 0.678929

Average 0.660163 0.672363

Table 2: Overheads test results.

Figure 4: Original image We selected key length of 128 bits. The input data is the
“table tennis” MPEG-1 video clips. One of original clip is
shown in Figure 4.
We conducted three kinds of experiments:

1. Encrypting all AC coefficients of DCT. One frame of
the results is shown in Figure 5. The video image is
blurred, but still comprehensible.

2. Encrypting all AC coeflicients and DC coefficients of
Cr and Cb blocks. One frame of the results is shown
in Figure 6. The image is obscured, but still compre-
hensible. !

3. Encrypting all DC and AC coefficients, including DCs
of Y blocks. One frame of the results is shown in Fig-
ure 7. The jmage is incomprehensible.

Above three experiments represent three encryption lev-
els. The low level encryption, which gets obscured video
images, is also useful since video broadcasters do not always
intend to prevent unaunthorized receivers from receiving their
programs, but rather intend to promote a contract with non-
paying watchers.

From our experiments, we found that DC coefficients are
more significant than the AC coefficients in an encryption.
When we encrypted all DC coefficients of Y blocks, we al-
ways got satisfying encryption results.

‘We embedded VEA into the Berkeley mpeg_encode[9] pro-
gram and used it to test the overheads added to MPEG
codec. We conducted 10 tests each with different keys and
encrypted all of DC and AC coefficients. All of the tests got
incomprehensible video images. The time spent on com-
pression only and compression with encryption is shown in
Table 2(where fps means frame per second).

From Table 2 we can see that relative time spent on the
encryption is very small, only 1.81% of computation time.
Hence, a software implementation of VEA is fast enough to
secure some MPEG video applications.

8 Discussions

In this section, we comsider VEA’s advantages and disad-
vantages:

o Due to the well know MPEG structure and DCT co-
efficient distributions, a cryptanalysis expert may ob-
tain obscure images by using a partial key. So VEA is

) ﬂ not ideal for highly valuable multimedia applications.
W However, it is robust for those multimedia applications
Figure 7: Encrypted all ACs and DCs which the cost to break the encryption MPEG video is

much higher than that to buy the video. VEA can be
used to secure pay-per-view, to protect MPEG video
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lectures, or to prevent children from watching adults
movies, etc.

o VEA, as Tang’s algorithm[18], is weak for plaintext

- attack. If an adversary knows the original video im-
age(plainiert) and the encrypted video(ciphertest), for
example, by subscribing to the program, he can easily
reveal VEA secret key. So it is worthwhile to increase
the VEA security level by frequently changing its se-
cret key.

o When applied to MPEG video delivery, some algo-
vithms encrypt every bit of the video bitstream, in-
clude the long run of zeros for resynchronization and
the MPEG header bits. These encrypted long run of
zeros and encrypted MPEG header bits can be used to
reveal the secret key by adversaries [11]. VEA does not
have this drawback since it does not encrypt the syn-
chronization bits and MPEG header bits. Of course,
deliberated VEA users will not encrypt the advertis-
ing part of their videos, since the advertise(plaintext)
may appear else where which is easy to be obtained by
adversaties.

¢ Since VEA does not change the MPEG video struc-
ture, 2 MPEG video encrypted with VEA is still read-
able to MPEG tools, while 2 MPEG video encrypted
with DES is not readable to common MPEG tools.
Hence, our encryption algorithm is weaker than DES
in this aspect.

9 .Conclusions

We have developed and tested a light weight MPEG video
encryption algorithm, VEA. Our experiments have shown
that VEA can achieved satisfaction MPEG video encryption
results. We believe it can be used to secure many MPEG
video applications. In fact, our algorithm can be extended
to many other multimedia applications which nses DCT in
their video compression processing, such as to secure JPEG
pictures and DVD videos.

Considering practically implementation of VEA, one can
incorporate encryption operations with MPEG video com-
pression processing and incorporate decryption operations
with MPEG video decompression processing. Or one can
embeds VEA in VOD systems(such as SBVS[19]), or a video
storage system(such as symphony[15]), video conferencing
systems(such as ne[7]), or video email systems.

We are implementing a stand alone MPEG video en-
cryption routine, called mpeg_encrypt, which takes a MPEG
compressed video file name and a secret key as parameters.
This routine can also be used as a decryption routine since
decryption operation and encryption operation are the same
in our algorithm.

Multimedia data security is challenging. We hope our
algorithm would be useful in developing MPEG video appli-
cations.
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