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57 ABSTRACT

A method of restricting software operation within a license
limitation that is applicable for a computer having a first
non-volatile memory area, a second non-volatile memory
area, and a volatile memory area. The method includes the
steps of selecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile
memories, verifying the program using the structure, and
acting on the program according to the verification.

19 Claims, 2 Drawing Sheets
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1

METHOD OF RESTRICTING SOFTWARE
OPERATION WITHIN A LICENSE
LIMITATION

FIELD OF THE INVENTION

This invention relates to a method and system of identi-
~ fying and restricting an unhauthorized software program’s
operation.

BACKGROUND OF THE INVENTION

Numerous methods have been devised for the identifying
and restricting of an unauthorized software program’s opera-
tion. These methods have been primarily motivated by the
grand proliferation of illegally copied software, which is
engulfing the marketplace. This illegal copying represents
billions of dollars in lost profits to commercial software
developers.

Software based products have been developed to validate
authorized software usage by writing a license signature
onto the computer’s volatile memory (e.g. hard disk). These
products may be appropriate for restricting honest software
users, but they are very vulnerable to attack at the hands of
skilled system’s programmers (e.g. “hackers”). These
license signatures are also subject to the physical instabili-
ties of their volatile memory media.

Hardware based products have also been developed to
validate authorized software usage by accessing a dongle
that is coupled e.g. 10 the parallel port of the P.C. These units
are expensive, inconvenient, and not particularly suitable for
software that may be sold by downloading (e.g. over the
internet). ) )

There is accordingly a need in the art to provide for a
system and method that substantially reduce or overcome
the drawbacks of hitherto known solutions.

SUMMARY OF THE INVENTION

The present invention relates to a method of restricting
software operation within a license limitation. This method
strongly relies on the use of a key and of a record, which
have been written into the non-volatile memory of a com-
puter.

For a better understanding of the underlying concept of
the invention, there follows a specific non-limiting example.
Thus, consider a conventional computer having a conven-
tional BIOS module in which a key was embedded at the
ROM section thereof, during manufacture. The key
constitutes, effectively, a unique identification code for the
host computer. It is important to note that the key is stored
in a nen-volatile portion of the BIOS, ie. it cannot be
removed or modified.

Further, according to the invention, each application pro-
gram that is to be licensed to run on the specified computer,
is associated with a license record; that consists of author
name, program name and number of licensed users (for
network). The license record may be held in either encrypted
or explicit form.

Now, there commences an initial hicense establishment
procedure, where a verification structure is set in the BIOS
50 as to indicate that the specified program is licensed to run
on the specified computer. This is implemented by encrypt-
ing the license record (or portion thereof) using said key (or
portion thereof) exclusively or in conjunction with other

. identification information) as an encryption key. The result-
ing encrypted license record is stored in another (second)
non-volatile section of the BIOS, e.g. E?PROM (or the

w
=1

w
=3

45

2

ROM). It should be noted that unlike the first non-volatile
section, the data in the second non-volatile memory may
optionally be erased or modified (using E“PROM manipu-
lation commands), so as to enable to add, modify or remove
licenses. The actual format of the license may include a
string of terms that correspond to a license registration entry
(e.g. lookup table eniry or entries) at a license registration
bureau (which will be further described as part of the
preferred embodiment of the present invention).

Having placed the encrypted license record in the second
non-volatile memory (e.g. the E2PROM), the process of
verifying a license may be o commenced. Thus, when a
program is loaded into the memory of the computer, a so
called license verifier application, that is a priori running in
the computer, accesses the program under question, retrieves
therefrom the license record, encrypts the record utilizing
the specified unique key (as retrieved from the ROM section
of the BIOS) and compares the so encrypted record to the
encrypted records that reside in the EPROM. In the case of
match, the program is verified to run on the computer. If on
the other hand the sought encrypted data record is not found
in the E2PROM database, this means that the program under
question is not properly licensed and appropriate application
define action is invoked (e.g. informing to the user on the
unlicensed status, halting the operation of the program under
question etc.)

Those versed in the art will readily appreciate that any
attempt to run a program at an unlicensed site will be
immediately detected. Consider, for example, that a given
application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the
ROM portion of the BIOS thereof. This obviously requires
that the Hcense record (LR) of the application after having
been encrypted using k1 giving rise to (LR),, is stored in the
E2?PROM of the first computer.

Suppose now that a hacker attempts to run the specified
application in a second computer having a second identifi-
cation code (k2) stored in the ROM portion of the BIOS
thereof. All or a portion the database contents (including of
course (LR),, ) that reside in the EZPROM portion in the first
computer may be copied in a known per se means to the
second computer. It is important to note that the hacker is
unable to modify the key in the ROM of the second
computer to K1, since, as recalled, the contents of the ROM
is established during manufacture and is practically invari-
able.

Now, when the application under question is executed in
the second computer, the license verifier retrieves said LR
from the application and, as explained above, encrypts it
using the key as retrieved from the ROM of the second
computer, ie k2 giving rise to encrypted license record
(LR);p. Obviously, the value (LR),, does not reside in the
E?PROM database section of the second computer (since it
was not legitimately licensed) and therefore the specified
application is invalidated. It goes without saying that the

. data copied from the first (legitimate) computer is rendered

useless, since comparing (LR),, with the copied value
(LR),; results, of course, in mismatch.

The example above is given for clarity of explanation
only and is by no means binding.

In its broadest aspect, the invention provides for a method
of restricting software operation within a license limitation
including; for a computer having a first non-volatile memory
area, a second nom-volatile memory area, and a volatile
memory area; the steps of: selecting a program residing in
the volatile memory, setting up a verification structure in the
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3
non-volatile memories, verifying the program using the
stricture, and acting on the program according to the veri-
fication.

An important advantage in utilizing non-volatile memory
such as that residing in the BIOS is that the required level of
system programming expertise that is necessary to intercept
or modify commands, interacting with the BIOS, is substan-
tially higher than those needed for tampering with data
residing in volatile memory such as hard disk. Furthermore,
there is a much higher cost to the programmer, if his
tampering is unsuccessful, i.e. if data residing in the BIOS
(which is necessary for the computer’s operability) is inad-
vertently changed by the hacker. This is too high of a risk for
the ordinary software hacker to pay. Note that various
recognized means for hindering the professional-like hacker
may also be utilized (e.g. anti-debuggers, etc.) in conjunc-
tion with the present invention.

In the context of the present invention, a “computer”
relates to a digital data processor. These processors are
found in personal computers, or on one or more processing
cards in multi-processor machines. Today, a processor nor-
mally includes a first non-volatile memory, a second non-
volatile memory, and data linkage access to a volatile
memory. There are also processors having only one non-
volatile memory or having more than two non-volatile
memories; all of which should be considered logically as
relating to having a first and a second non-volatile memory
areas. There are also computational envigonments where the
volatile memory is distributed into numerous physical
components, using a bus, LAN, etc.; all of which should
logically be considered as being a volatile memory area.

According to the preferred embodiment of the present
invention, there is further provided a license authentication
bureau which can participate in either or both of:

(i) establishing the license record in the second non-

volatile memory; and

(ii) verifying if the key and license record in the non-

volatile memory(s) is compatible with the license
record information as extracted from the application
under question.

The bureau is a telecommunications accessible processor
where functions such as formatting, encrypting, and verify-
ing may be performed. Performing these or other functions
at the bureau helps to limit the understanding of potential
software hackers; since they can not observe how these
functions are constructed. Additional security may also be
achieved by forcing users of the bureau to register, collecting
costs for connection to the bureau, logging transactions at
the bureau, etc.

According to one example of using the bureau, setting up
a verification structure further includes the steps of:
establishing, between the computer and the bureau, a two-

‘way data-communications linkage; transferring, from the

computer to the bureau, a request-for-license including an
identification of the .computer and the license-record’s con-
tents from the selected program; forming an encrypted
license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as the
encryption key; and transferring, from the bureau to the
computer, the encrypted license-record.

According to another example of using the bureau, veri-
fying the program further includes the steps of: establishing,
between the computer and the bureau, a two-way data-
communications linkage; transferring, from the computer to
the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record

5
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for the selected program from the second non-volatile
memory, and the licensed-software-program’s license-
record contents; enabling the comparing at the bureau; and
transferring, from the bureau to the computer, the result of
the comparing.

The actual key that serves for identifying the computer
may be composed of the pseudo-unique key exclusively, or,
if desired, in combination with information, e.g. information
related to the registration of the user such as e.g. place,
telephone number, user name, license number, etc. In the
context of the present invention, a “pseudo-unique” key may
relate to a bit string which uniquely identifies each first
non-volatile memory. Alternately the “pseudo-unique” key
may relate to a random bit string (or to an assigned bit string)
of sufficient length such that: there is an acceptably low
probability of a successful unauthorized transfer of licensed
software between two computers, where the first volatile
memories of these two computers have the same key.

- It should be noted that the license bureau might maintain
a registry of keys and of licensed programs that have been
registered at the bureau in association with these keys. This
registry may be used to help facilitate the formalization of
procedures for the transfer of ownership of licensed software
from use on one computer to use on another computer.

Constructing the key in the manner specified may hinder
the hacker in cracking the proposed encryption scheme of
the invention, in particular when the establishment of the
license record or the verification thereof is performed in the
bureau. Those versed in the art will readily appreciate that
the invention is by no means bound by the data, the
algorithms, or the manner of operation of the bureau. It
should be noted that the tasks of establishing and/or veri-
fying a license record may be shared between the bureau and
the computer, done exclusively at the computer, or done
exclusively at the bureau. The pseudo-unique key length
needs to be long enough to hinder encryption attack
schemes. The establishing of the key may be done at any
time from the non-volatile memory’s manufacture until an
attempted use of an established license-record in the non-
volatile memory. The key is used for encryption or decryp-
tion operations associated with license-records. In principle,
the manufacturer of the licensed-software-program may
specify the license-record format and therefore different
formats may, if desired, be used for respective applications.

According: to the preferred embodiment of the present
invention, the pseudo-unique key is a unique-identification
bit string that is written onto the first non-volatile memory
by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of
the present invention, the first non-volatile memory area is
a ROM section of a BIOS; the second non-volatile memory
area is a E°PROM section of a BIOS; and the volatile
memory is 2 RAM e.g. hard disk and/or internal memory of
the computer.

The present invention also relates to a non-volatile
memory media used as a BIOS of a computer, for restricting
software operation within a license limitation, wherein a
pseudo-unique key is established.

According to the preferred embodiment of the non-
volatile memory media of the present invention, the pseudo-
unique key is established in a ROM section of the BIOS.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the invention and to see how it may
be carried out in practice, a preferred embodiment will now
be described, by way of non-limiting example only, with

. reference to the accompanying drawings, in which:
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FIG. 1 is a schematic diagram of a computer and a license
bureau; and '

FIG. 2 is a generalized flow chart of the sequence of
operations performed according to one embodiment of the
invention. .

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

A schematic diagram of a computer and a license bureau
is shown in FIG. 1. Thus, a computer processor (1) is
associated with input operations (2) and with output opera-
tions (3). This computer (processor) internally contains a
first non-volatile memory area (4) (e.g. the ROM section of
the BIOS), a second non-volatile memory area (5) (e.g. the
E*PROM section of the BIOS), and a volatile memory area
(6) (e.g. the internal RAM memory of the computer).

The computer processor is in temporary telecommunica-
tions linkage with a license bureau (7).

The first non-volatile memory includes a pseudo-random

identification key (8), which exclusively or in combination 2

with other information (e.g. user name), is sufficient to
uniquely differentiate this first non-volatile memory from all
other first non-volatile memories. As specified before, said
key constitutes unique identification of the computer.

The second non-volatile memory includes a license-
record-area (9) e.g. which contains at least one encrypted
license-record (e.g. three records 10-12). The volatile
memory accommodates a license program (16) having
license record fields (13-15) appended thereto. By way of

example said fields stand for Application names (e.g. Lotus 3

123), Vendor name (Lotus inc.), and number of licensed
copies (1 for stand alone usage, >1 for number of licensed
users for a network application).

Those versed in the art will readily appreciate that the
license record is not necessarily bound to contirous fields.
In fact, the various license  content components of the data
record may be embedded in various locations in the appli-
cdtion. Any component may, if desired, be encrypted.

Each one of the encrypted license records (10-12) is
obtained by encrypting the comesponding license record as
extracted from program 16, ‘utilizing for encryption the
identification key (8).

In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau.
This transaction includes the key (8), the encrypted license-
records (10-12), contents from the license program used in
forming a license record (e.g. fields 13-15), and other items
of information as desired.

The bureau forms the proposed license-record from the
contents, encrypts (utilizing predetermined encryption

-algorithm) the so formed license-record using the key (8),

and compares the so formed encrypted license-record with
the license-record (10-12). The bureau generates an overlay
according to the result of the comparison indicating suc-
cessful comparison, non-critical failure comparison and the
critical failure comparison.

The bureau returns the overlay which will direct the
computer in subsequent operation. Thus, a success overlay
will aliow the license program to operate. A non-critical
failure overlay will ask for additional user interactions. A
critical fajlure overlay will cause permanent disruption to
the computer’s BIOS operations. Thus, software operation
of the program is methodologically according to a license
limitation restriction.

Those versed in the art will readily appreciate that the
implementation as described with reference to FIG. 1 is by
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no means binding. Thus, by way of non-limiting example,

_ the bureau, instead of being external entity may form part of

—
(=)

“”

[
=

w
by

the computer.

Attention is now directed to FIG, 2, showing a general-
ized flow chart of the sequence of operations performed
according to one embodiment of the invention.

Thus, selecting (17) a program includes the step of:
establishing a licensed-software-program in the volatile
memory of the computer wherein the licensed-software-
program includes contents used to form a license-record.
These contents, be they centralize or decentralized, may
include terms, identifications, specifications, or limitations
related to the manufacturer of a software product, the
distributor of a software product, the purchaser of a software
product, a licensor, a licensee, items of computer hardware
or components thereof, or to other terms and conditions
related to the aforesaid. :

Setting up (18) the verification structure includes the steps
of: establishing or certifying the existence of a pseudo-
unique key in the first non-volatile memory area; and
establishing at least one license-record location in the first or
the second nonvolatile memory area. e

Establishing a license-record includes the steps of: form-
ing a license-record by encrypting of the contents used to
form a license-record with other predetermined data
contents, using the key; and establishing the encrypted
license-record in one of the at least one established license-
record locations (e.g. 10-12 in FIG. 1).

Verifying (19) the program includes the steps of: encrypt-
ing the licensed-software-program’s license-record contents
from the volatile memory area or decrypting the license-
record in the first or the second non-volatile memory area,
using the key; and comparing the encrypted licensed-
software-program’s license-record contents with the
encrypted license-record in the first or the second non-
volatile memory area, or comparing the licensed-software-
program’s license-record contents with the decrypted
license-record in the first or the second non-volatile memory
area.

Acting (20) on the program includes the step of: restrict-
ing the program’s operation with predetermined limitations
if the comparing yields non-unity or insufficiency. In this
context “non-unity” relates to being unequal with respect to
a specific equation (e.g. A=B+1); and “insufficiency” relates
to being outside of a relational bound (e.g. A>B+1).
“Restricting the program’s operation with predetermined
limitations™ may include actions such as erasing the soft-
ware in volatile memory, warning the license applicant/user,
placing a fine on the applicant/user through the billing
service charges collected at the license bureau (if
applicable), or scrambling sections of the BIOS of the
computer (or of functions interacting therewith).

The present invention has been described with a certain
degree of particularity but it should be understood that
various modifications and alterations may be made without
departing from the scope or spitit of the invention as defined
by the following claims.

‘What is claimed is:

1. A method of restricting software operation within a
license for use with a computer including an erasable,
non-volatile memory area of a BIOS of the computer, and a
volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set up a verification structure in the
erasable, non-volatile memory of the BIOS, the veri-
fication structure accommodating data that includes at
least one license record,
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verifying the program using at least the verification struc-
fure from the erasable non-volatile memory of the
BIOS, and

acting on the program according to the verification.

2. A method according to claim 1, further comprising the
steps of:

establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a
verification structure further comprising the steps of:
establishing, between the computer and the bureau, a two-
way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license including an
identification of the computer and the license-record’s con-
tents from the selected program; forming an encrypted
license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as an
encryption key; transferring, from the bureau to the
computer, the encrypted license-record; and storing the
encrypted license record in the erasable non-volatile
memory area of the BIOS.

4. A method according to claim 2, wherein verifying the
program further comprises the steps of: establishing,
between the computer and the bureau, a two-way data-
communications linkage; transferring, from the computer to
the bureau, a request-for-license verification including an
identification of the computer, an encrypted license-record
for the selected program from the erasable, non-volatile
memory area of the BIOS, and the program’s license-record;
enabling the comparing at the bureau; and transferring, from
the bureau to the computer, the result of the comparing.

5. A method according to claim 3 wherein the identifica-
tion of the computer includes the unique key.

6. A method according to claim 1 wherein selecting a
program includes the steps of: establishing a licensed-
software-program in the volatile memory of the computer
wherein said licensed-software-program includes contents
used to form the license-record.

7. A method according to claim 6 wherein using an agent
to set up the verification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique
key in a first non-volatile memory area of the computer; and
establishing at least one license-record location in the first
nonvolatile memory area or in the erasable, non-volatile
memory area of the BIOS.

8. A method according to claim 6 wherein establishing a
license-record includes the steps of: forming a license-
record by encrypting of the contents used to form a license-
record with other predetermined data contents, using the
key; and establishing the encrypted license-record in one of
the at least one established license-record locations.

9. A method according to claim 7 wherein verifying the
program includes the steps of: encrypting the licensed-
software-program’s license-record contents from the vola-
tile memory area or decrypting the license-record in the
erasable, non-volatile memory area of the BIOS, using the
pseudo-unique key; and comparing the encrypted licenses-
software-program’s license-record contents with the
encrypted license-record in the erasable, non-volatile
memory area of the BIOS, or comparing the license-
software-program’s license-record contents with the
decrypted license-record in erasable non-volatile memory
area of the BIOS.

10. A method according to claim 9 wherein acting on the
program includes the step: restricting the program’s opera-
tion with predetermined limitations if the comparing yields
non-unity or insufficiency.
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11. A method according to claim 1 wherein the volatile
memory is a RAM.
12. The method of claim 1, wherein a pseudo-unique key
is stored in the non-volatile memory of the BIOS.
13. The method of claim 1, wherein a unique key is stored
in a first non-volatile memory area of the computer.
14. The method according claim 13, wherein the step of
using the agent to set up the verification record, including
the license record, includes encrypting a license record data
in the program using at least the unique key.
15. The method according to claim 14, wherein the
verification comprises:
extracting the license record from the software program;
encrypting the license record using the unique key stored
in the first non-volatile memory area of the computer to
form second encrypted license information; and

comparing the encrypted license information stored in the
erasable, non-volatile memory area of the BIOS of the
computer with the second encrypted license informa-
tion.

16. The method according to claim 13, wherein the step
of verifying the program includes a decrypting the license
record data accommodated in the erasable second non-
volatile memory area of the BIOS using at least the unique
key.

17. The method according to claim 13, wherein the step
of verifying the program includes encrypting the license
record that is accommodated in the program using at least
the unique key.

18. A method for accessing an application software pro-
gram using a pseudo-unique key stored in a first non-
erasable non-volatile memory area of a computer, the first
non-volatile memory area being unable to be programmati-
cally changed, the method, comprising:

loading the application software program residing in a

non-volatile memory area of the computer;
using an agent to perform the following steps:
extracting license information from software program;
encrypting license information using the pseudo-
unique key stored in the first non-volatile memory
area;
storing the encrypting license information in a second
erasable, writable, non-volatile memory area of the
BIOS of the computer;
subsequently verifying the application software pro-
gram based on the encrypted license information
stored in the second erasable, writable, non-volatile
memory area of the BIOS; and
acting on the application software program based on
the verification.
19. The method of claim 18, wherein the verification
comprises:
extracting the license information from the software pro-
gram; '
encrypting the license information using the pseudo-
unique key stored in the first non-volatile memory area
of the computer to form second encrypted license
information; and
comparing the encrypted license information stored in the
second erasable, writable, non-volatile memory area of
the BIOS of the computer with the second encrypted
license information.
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Method of Restricting Software Operation within A License Limitation

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and -

* restricting an unauthorized software program’s operation.

BACKGROUND OF THE INVENTION
s%ﬂ\\ umerous methods have been devigéd for the identifying and

restr éting of unauthorized software 'progr‘ /5 operation. These methods have

' been primarily motivated by the g proliferation of illegally copied
software, which is engulfing the mar tplace. This .il_Iegal copying represents
~ billions of dolJars in lost profits to cgmmercial software developers.

10°. - “Software based products have been dei/eloped to validate authorized.

software usage by writing a license signature onto the computer’s volatile
" memory (e.g. hard disk). :These. prbducts' may be appropriate for restricting
honest‘ software users, but they are¢ very vulnerable to éttack at the hands of
skilled system’s programmers (e.g. “hackers”). These license signatures are

15 also subject to the physical instabilities of their volatile memory media.

{mgg?iardware base products have also

-authorized .'soﬁware usage by ac

fi developed to validate

g a dongle that is coupled e.g. to the

parallel port of the P.CT1 ese units are expensive, inconvenient, and not
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There is accordingly a need in the art to provide for a system and
method that substantially reduce or overcome the drawbacks of hitherto
known solutions.

SUMMARY OF THE INVENTION

The present invention relates to a method of restricting software
operation within a license limitation. This method strongiy relies on the use of
a key and of a record, which have been written into the non-volatile memory
of a computer.

For a better understanding of the underlying concept of the invention,

there follows a speéiﬁc non-limiting example. Thus, consider a conventional

_ computer having a conventional BIOS module iri which a key was embedded

at the ROM section thereof, during manufacture. The key constitutes,
effectively, a uniqlie identification code for the host computer. It is important

to note that the key is stored in a non-volatile portion of the BIOS, i.e. it

cannot be removed or modified.

Further, according to the invention, each application program that is to

be licensed to run on the specified computer, -is’ associated with a license

“record; that consists of author name, program name and number of licensed

users (for network). The license record may be held in either encrypted or
explicit form. _
Now, there commences an initial license establishment procedure,

where a verification structure is set in the BIOS so as to indicate that the

- specified program is licensed to run on the specified computer. This is

implemented by encrypting the liq_é;nse record (or portion thereof) using said
key (of portion thereof) exclusively or in conjunction with other identification
information) as an encryption key. The resulting encrypted license record is

stored in another (second) non-volatile section of the BIOS, e.g. E’PROM (or

IPR2021-01338 /| ANCORA EX2011
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the ROM). It should be noted that unlike the first non-volatile section, the data
in the second non-volatile memory may optionally be erased or modified
(using E’PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license may include a string of

terms that correspond to a license registration entry (e.g. lookup table entry or

‘entries) at a license registration bureau (which will be further described as part

of the preferred embodiment of the present invention).

Having_ placed the encrypted license record in the second non-volatile

‘memory (e.g. the E’PROM), the process of verifying a license may be

commenced. Thus, when a program is loaded into the memory of the
computer, a so called license verifier application, that is a priori running in the
computer, accesses the program under question, retrieves thereﬁom the
license reco}d, encrypts the record utilizing the specified unique key (as
retrieved from the ROM section of the BIOS) and compares the so encryjated
record to the encrypted records that reside in the" E’PROM. In the case of
match, the program is verified to run on the computer. If on the other hand the

sought enérypted data record. is not found in the EZPROMv-database, this

means that the program under question is not properly licensed and.

appropriate application define action is invc_)ked' (e.g. informing to the user on
the unlicensed status, halting the operation of the program under quéstion etc.)

Those versed in the art will readily appreéiate that any attempt to.run a
prograrn at an unlicensed site will be mmediately deteéted. Consider, for
example, that a given application, say Lotus 123, is verified to run on a given
computer having a first idehtiﬂcation code (k1) stored in the ROM portion of
the BIOS thereof. This obviously requireé that the Hcense record (LR) of the
app'licatidn after having been encrypted using k1 giving rise to (LR)y; is stored
in the E2PROM of the first computer. 7 ' '

Suppose now that a hacker attempts to run the specified application in

a second'cornpu’.cer' having a second identification code (k2) stored in the
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'ROM portion of the BIOS thereof. All or a portion the database contents

(including of course (LR)y; ) that reside in the EPROM portion in the first
computer may be copied in a known per se means to the second computer. It
is important to note that the hacker is unable to modify the key in the ROM of
the second computer to K1, since, as recalled, the contents of the ROM is
established Eluring manufacture and is _practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explained above, encrypts it using the key as retrieved from the ROM of the

second computer, ie k2 givingbrise to encrypted license record LR,

Obviously, the value (LR); does not reside in the E’PROM database section A

of the second computer (since it was not legitimately licensed) and therefore
thé specified application is .invali‘dated. It goes without saying _ﬂ1_at the data
copied from the first (legitimate) computer is rendered useless, since
comparing ‘(LR)kz with the copied value (LR)i; resﬁlts, of course, in

mismatch.-

The example above is given for clarity of exp'ldnation only andis by no

means binding,
In its broadest aspect, the invention provides for a method of restricting
software operation within a license limitation including; for a computer

having a first non-volatile memory area, a second non-volatile memory area,

‘and a volatile memory area; the steps of: s_electi‘ng_ a program residing in the

volatile memory, setting up a Veriﬁcatjon structure in the non-volatile
meﬁiories,- verifying the program’ using the structure, and acting. on the
program according to the verification.

An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with

the BIOS, is substantially higher than those needed for tampéring with data

5
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residing in volatile memory such as hard disk. Furthermore, there is a much
higher cost to the programmer, if his tampering is linsuccessful, i.e. if data
residing in the BIOS (which is necessary for the computer’s operability) is

inadvertently changed by the hacker. This is too high of a risk for the ordinary

software hacker to pay. Note that various recognized means for hindering the
professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in
conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital

data processor. These processors are found in personal computers, or on one .

or more processing cards in multi-processor machines. Today, a processor
normally includes a first non-volatile memory, a second non-volatile memory,
and data linkage access to a volatile memory. There are also processors
haﬁng only one non-volatile memory or'having more than two non-volatile
memories; all of which should be considered logically as relating to having a
first and a second non-volatile memory areas. There are also computational
enﬁronments where the volatile memory is distribufe_d ipto numerous
physical components, using a bus, LAN, etc.; all of which shouid logically be
considered as being a volatile me;mory area.

According to the preferred embodiment of the present invention, there
is further provided a license authentication burean which can participate in
either or both of

Q) establishing the license record 1n the second non-volatile memory;

| (ii) verifying if the key and license record in the non-volatile
memory(s) is compatible with the license record information as extracted
from the application under question.

The. bureau . is a telecommunications accessible processor where

functions such as formatting, encrypting, and verifyih‘g may be performed.

Performing these or other functions at the bureau helps to limit the

Lo
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understanding 6f potential software hackers; since they ‘can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to register, collecting costs for connection to the
bureau, logging transactions at the bureau, etc. |

Accérding 10 one example of using the bureau, setting 1ip a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a-two-way data-communications linkage; transferring, from the
computer to the bureau, a rédueStAfér—license incli1ding( an identification of the

computer and the license-record’s contents from the selected program;

forming an encrypted license-record at the bureau by encrypting parts of the |

request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

Accofding to another example of usihg the bureau, verifying the
program further includes the steps of: establishing, between the computer and
the bureau, -a two-way ‘data-conuhunicaﬁons linkdge; transferring, from the
computer to the bﬁreau, a reque_st-fdr—l’icense-veriﬁcation induding an
identification of the computer, the encryptéd license:record for the selected
pfogram - from the second non-volati_le. memory, and the
liéenséd‘-soﬁwar_e-progmm’s license-record contents; enabling the comparing
at the bureau; and transférring, from the bureau to the computer, the result of
the éomparing. _' ‘

The actual key that serves for identifying the computer may be
composed of the pseudo-ur;iqﬁe key exclusively, or, if desired, in combination
with iﬁform_ation, vé.g. infoi'mati'on' related to the registration of the user such
as e.g. place, telephone number, user name, license number, etc. In the context
of the p_reseﬁt invention, a “pseudo—unique,” key may relate to a bit string

which uniquely identifies each first non-volatile memory. Alternately the

“-pseudo-uniilue"’ key may relate to a random bit string (or to an assigned bit

string) of sufficient length such that: there is an acceptably low probability of

‘)
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a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key.

It should be noted that the license bureau might fnaintain a registry of
keys and of licensed programs that have been registered at the bureau in
association: with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software
from use on oné computer to use on another computer.

Constructing the key in the manner specified may hinder the hacker in
cracking the proposed encryption scheme of the invention, in particular when
the establishment of the license record or the verification thereof is performed
in the bureau. Those versed in the art will readily appreciate that the invention
is by no means bound by the data, the algorithms, or the manner of operation
of the bureau. It should be noted that the tasks of establishing and/or verifying
a license record may be shared between the bureau and the computer, done
éxclusively at the computer, or done exclusively at the bureau. The

pseudo-unique key length needs to be long enough to-hinder encryption attack

schemies. The establishing of the key may be done at any time from the

‘non-volatile memory’s manufacture until an attempted use of an established

license-record in the non-volatile memory. The key is used for ehcryption or
deciyption operations. associated vw'ith license-records. In principle, the
manufacturer of the licensed-software-program may Specify the license-record
format and therefore different formats may, if desired, be used for respective
applications. - ‘ ’
lAbccording to the preferred embodiment of the present invention, the
pseudo-unique key is av uniqﬁe-identiﬁcaﬁon bit string that is written onto the

first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present

invention, the first non-volatile memory area is a ROM section of a BIOS; the

¥
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second non-volatile memory area is a"EzPROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer . |

The present invention also relates to a non-volatile memory media
used as a BIOS of a computer, for'restricting software operation within a
license limitation, wherein a pseudo-unique key is established.

Acco_rdihg to the prefeljréd embodiment of the non-volatile memory

media 6f the present invention, the pseudo-unique key is established in a
ROM section of the BIOS.

‘BRIEF DESCRIPTION OF THE DRAWINGS:

“In order to understand the invention and to see how it may be carried

out in practice, a preferred embodiment will now be described, by way of

. non-limiting example only, With'refe'rence to the accompanying drawings, in

which:
Fig. 1is a schematic diagram ofa computer and a license.bureau; and

Fig. 2 is a generalized flow chart of the seque'nce' of operations

performed according to one embodiment of the invention.

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in

Figure 1. Thus, a computer processor (1) is associated with input operations. N

(2) and with output’ operations (3). This corhputer (processor) internally

contains a first non-volatile memory area (4) (e.g. the ROM section of the

BIOS), a second non-volatile memary area (5) (e.g. the E’PROM section of
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of

the computer).
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The computer processor is in temporary telecommunications linkage

with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification

key (8), which exclusively or in combination with other information (e.g. user

s name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As specified before, said key
constitutes unique identification of the computer.

"E/V\L; ‘W’\ The second non-volatile memory incluiwvz@écord-area D eg.
for the containing of at least one encrypted license-record (e.g. three records

10 10-12). The volatile memory acco

odates a license program (16) having
license record fields (13-15) agpended thereto. By way of example said fields

stand for Application ndme (e.g. Lotus 123), Vendor name (Lotus inc.), and
no of licensed copfés (1 for stand alone usage, >1 for number of licensed users
' application). A B
15 ’X«(\&f\“\ ose versed in the art will readi

not necessanly bound to contlnuos fig

ds. In fact, the various license content
components of the data record may/be embedded in various locaﬁons in the
application. Ahy component may,/if desired, be ehcry_pted.
| - Each one of ﬁg encfypted license records (10-12) is obtained by
20 encrypting the correspohding license record as extracted from program 16,
utilizing for encryptlon the identification key (8).

_In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includeS_ the key (8), the encrypted -license—re‘cords (10-12), contents from the

25 license program. used in forming a liéense record (e.g. fields 13-15), and other

1tems of information as desired.

%6 ﬁ-S The bureau forms the ‘proposeg license-record from the contents,

e crypts (utilizing predetennmed cryption algorithm) the so formed

hcens,e-record_usmg the key (8), and compares the so formed encrypted

D

appreciafe that the license record is -
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license-record with the license-records (10-12). The bureau generates an
overlay according to ‘the result of the/ comparison indication successful

comparison, non-critical failure comparigon and critical failure comparison.

The bureau returns the overlay which will direct the computer in
subsequent operation. Thus, a success overlay will allow the license program
to operate. A non-critical failure overlay will ask for additional user

interactions. A critical failure overlay will cause permanent disruption to the

“computer’s BIOS operations. Thus, software operation .of the program is

methodologically according to a license limitation restriction.

Those versed in the art will readily appreciate' that the implementation
as described with reference to Fig. 1 is by no means binding. Thus, by way of
non-limiting e')iainple;, the bureau,. instead of being external entity may form
partof the computer. ,

Attention is now directed to.F ig. 2, showing a generalized flow chaﬁ
of the sequence of operationé performed according to one embodiment of the

invention.

' Thus, selecting (17) a program includes the step of: establishing a

 licensed-software-program in the volatile memory of the computer wherein

the licensed-software-program includes contents used to form a

license-record. These contents, be they centralize or decentfalized, may
include teﬁns, identiﬁcatidns, specifications, or limitations related to the
manufa.cturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to
the aforesaid. _

Setting up (18) the verification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique key in the first
non-volatile memory area; and establishing at least one- license-record

location in the fitst or the second nonvolatile memory area.

1
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Establishing a license-record includes the steps oft forming a
license-record by encrypting of the contents used to form a license-record
With other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record
locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the
licensed-soﬂwaré-program’s license-record contents from the volatile
memory area or decrypting the license-record in the first or the second
non-volatile memory area, using the key; and comparing the encrypted
licensed-software-program’s license-record contents with the encrypted

license-record in the first or the second non-volatile memory area, or

comparing the licensed-software-progrdm’s license-record contents with. the

decrypted license-record in the first or the secorid non-volatile mernbr_y area.
Acting (20) on the prngam includes the step of restricting the
program’s. operation with predetermined limitationis if the comparing yields

non-unity or insufficiency. In this context “non-unity” relates to being unequal

with respect to a specific equation (e.g. A=B+1); and “insufficiency” relates

to being outside of a relational bound (e.g. A>B+1). “Restricting the
program’s operation with pre_deténnined limitations” may include actions
such as erasing the software in volatile memory, warning the license
applicant/user, placing a fine on the applicant/user through the billing service
charges collected at the license bureau (if ‘applicable), or scrambling sc_:ctions
of the BIOS of the computer (or of functions intéracting therewith).

The pres_ent invention has been- described with a certain degree of
particularity but it should be understood thiat various modifications and
alterations may be made without c_iepartihg from the scdpe of spirit of the

invention as defined by the le_.l_o"wing cléirns‘./

| =
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{b @§73 A method according to claim 2, where'

-12-

CLAIMS:

{uﬁ /4(0 ‘1. A method of restricting software operation within a license

limitation comprising; for a computer haying a first non-volatile memory area,
a second noﬁ-volaﬁle memory area, ajd a volatile memory area; the steps of:
selecting a program residing in the/volatile memory, setting up a verification
structure in the non-volatile :

emories, verifying the program using the
structure, and acting on the pfogram according to the verification.
. 2. A method according to claim 1, further comprising the step of:

establishing a license authentication bureau.

setting up a verification
ture further comprising the steps of: establishing, between the computer
and the bureau, a two-way data-comimunicatiors liﬁkage; transferring, from
the computer to the bureau, a request-for-licensg including an identification of
the computer and the license-record’s con_t‘e' ts from the selected program;
forming an encrypted license-record at the %\(eau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the -c‘c')mpu 1, the encrypted license-record.

4. A method according to- claimf 2, wherein verifying the program

further comprising the steps of: establi

ing, between the computer and the
bureau, a two-way data-communicafions linkage; transferring, from the
computer to the bureau, a reque t-fox;-licénse-veriﬁcation including an
identification of the computer, the ¢ncrypted license-record for the selected

program  from the second, non-volatile memory, and the

hcensed—soﬁware-program s lice e—record contents enabl:mg the comparing

at the bureau; and transferring, from the bureau to the computer, the result 6f

5. A method according to claiin 3 wherem the 1dent1ﬁcat10n of the

computer mcludes the pseud -unique key.
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6. A method according to claith 1 wherein selecting a program‘

includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes

contents used to form a license-record.

7. A'method according to clainj 1 wherein setting up the verification

structure includes the steps of: establishing or cerﬁfying the existence of a

pseudo-unique key in the first non-volatile memory area; and establishing. at

lea;tfie license-record location in the first or the second nonvolatile memory
are.

8. A method according to claim 6 wherein establishing a license-record -

includes the steps of forming a license-record by encrypting of the contents
used to form a license-record w1th cher predetermined data contents, using
the key; an_d establi'shihg the encrypted license-record in one of the at least

one established licensé-record locations.

Qf" ‘9. A method according to claim 1 wherfin verifying the program.

A

n udeé the steps' off encrypting the icensed-software-program’s

license-record contents from the volatile me ory area or decrypting the

license-record in the first or the second non-vdlatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
contents with the encrypted licénée-recor in the first or the second
non-volatile memory area, or comparing fthe licensed-software-program’s
licensé-record contents with the decrypted license-record in the first or the

second non-volatile memory area.

10. A'méthod according to cfaind 1 wherein acting on the program
includes the step of restricting the program’s operation with predetermined
limitations if thé comparing yields nonfunity or 'msuﬁiciehcy. :

11. A mefho_d according to f£laim 1 wherein the first non-volatile

memory area is 8 ROM section of a BIOS,

=
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12. A method according to claim ¥ wherein the second non-volatile
memory area is a E’PROM section of #BIOS.

" }é A method according to claim 1 wherein the volatile memory is a
RAM.

5 '14. A no

volatile memory media used as a BIOS of a computer, for
restricting sofffvareNpperation within a license -limitation, wherein a

pseudo-uniqug . establisgpd.-
15. A non-volatile-fiemory media according to claim 14 wherein the

pseudo-unique key is stablished ina ROM section of the BIOS.

\&
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ABSTRACT

A method of restricting software operation within a license limitation
that is applicable for a computer having a first non-volatile memory area, a
5 second non-volatile memory area, and a volatile memory area. The method
includes the steps of selecting a program residjng in the volatile memory,
setting. up a verification structure in the non-volatile memories, verifying the
program using the structure, and acting -on the program according to the
verification. = - . A

10
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2/95b DECLARA‘_I‘I(.-. ~“OR UNITED STATES PATENT APPLIC iON; Attorney Docket
POWER OF ATTORNEY, DESIGNATION OF CORRESPONDENCE ADDRESS

As a below named inventor, I hereby declare that my residence, post office address and
citizenship are as stated below next to my name, and that I believe I am the original, first
and sole inventor (if only one name is listed below) or an original, first and joint inventor
(if plural names are listed below) of the subject matter which is claimed and for which a
patent is sought on the invention entitled:

Method of Restricting Software Operation within a Licensed Limitation
the specification of which
[ 4 is attached hereto.

was filed on as Application No._ --Unknown-- -
and was amended on [if applicable].

[ ] was filed under the Patent Cooperation Treaty on
Serial No. , the United States of America belng designated.

I hereby state that I have reviewed and understand the contents of the above identified
specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the Patent and Trademark Office all information
known to me to be material to patentability as defined in Title 37, Code of Federal
Regulations, §1.56{a).

I hereby claim foreign priority benefits under Title 35, United States Code, §119 of any
foreign application(s) for patent, utility model, design or inventor's certificate listed
below and have also identified below any foreign application(s) for patent, utility model,
esign or inventor's certificate having a filing date before that of the application(s) on
hich priority is claimed:

Prior Foreign Application{g) Priority Claimed
Number, Countxy Date Filed Yeg No
124571 Toraal Mayz QiL' -19498 e

T hereby appoint the following attorneys to prosecute this application and to transact all
business in the Patent and Trademark Office connected therewith: George H. Spencer (Reg. No.
18,038), Norman N. Kunitz (Reg.No. 20,586}, Robert J. Frank (Reg. No. 19%,112), Gabor J. Kele-
men (Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 26,031),
Ashley J. Wells (Reg. No. 29,847), Christopher H. Lynt (Reg. No. 33,619%) Suite 300 East,
1100 New York Avenue, N.W., Washington, D.C. 20005-3955, Telephone: (202} 414-4000, Telefax:
(202} 414-4040. Address all correspondence to SPENCER & FRANK, Suite 300 East, 1100 New York
Ave., N.W., Washington, D.C. 20005-3955.

The undersigned hereby authorizes the U.S. attorneys named herein to accept and follow
instructions from the undersigned's assignee, if any, and/or, if the undersigned is not a
resident of the United States, the undersigned’s domestic attorney, patent attorney or patent
agent, as to any action to be taken in the Patent and Trademark Office regarding this
application without direct communication between the U.S. attormeys and the undersigned. In
the event of a change in the person(s) from whom instructions may be taken, the U.S.
attorneys named herein will be so notified by the undersigned.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by fine or imprisonment, or both, under §1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application
or any patent issued thereon.

Signature: X (\}\M N : pate: )X },?bﬂ \' 3y
Sole/First Inventor: Mlﬁg Mullor !
Citizenship: Israeli

Residence and Post Office Address: 3, Zelon Street, Ramat Hasharon 47234, Israel

signature: X Z Date < l{' 4’3’,7}3) , 1998.

Second Inventor: Julian Valiko
Citizenship:

Residence and Post Offlce A&%%ess 3
14

, 1998.

Zelon Street, Ramat Hasharon 47234, Israel
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Attorney's N
- . Docket No.

"Applicant or Patentee:

Serial or Patent No.:

Filed or Issued:

For: METHOD OF RESTRICTING SOF WARE OPEBATION WITHIN A- LICENSED LIMITATION

VERIFIED STATEMENT (DEC'LARATION) CLATMING SMALL ENTITY STATUS
(37 CFR 1.9(f) and 1.27(c)) - SMALL BUSINESS CONCERN

I hereby declare that I am

[ 1 the cwner of the small business concern identified below: :
iX] an official of the small business concern empowered to act on behalf of the concem
‘identified below: .

'

NAME OF CONCERN M.Y.P.D. TECHNOLOGIES LTD.

ADDRESS OF CONCERN c/o Keren-Shechter Law Firm, 21 Har Slnal Street,
. Tel-Aviv 65816, Israel

" I hereby declare that the above identified small business concern qualifies as a small
business concern as defined in 13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d), for purposes
of paying reduced fees under section 41(a) and {(b) of Title 35, United States Code, in that
tne nurber of employees of the concern,including those of its afflllates, does not exceed
500 persons. For purposes of this statement,(l) the mumber of -employees of the business
concern is the average over the previous fiscal year of the concern of the persons employed
@ a full-time, part-time or temporary basis during each of the pay periods of the fiscal
ygar,and (2) concerns are affiliates of each other when either,directly or indirectly,one
¢ancern controls or has the power to control the other,or a third party or parties controls

at: bas the power to control both.

ereby declare that rights undet contract or law have been ccmveyed to and remain with the
11 business concern identified above with regard to the invention, entitled METHOD
OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATI]@anentor(s)

%L]I“' MULLOR and Julian VALIKO
fFﬂf‘Cﬁ ed in

[x] the application filed herewith i
{ 1 application serial no. - ., filed
[ 1 patent no. j yissued

If. thie rights held by the above identified small busmess concern are not exclusive, each
ifilividual,,concern or organization having rights to the invention is-listed below* and no
rights to the invention are held by any person, other than the inventor, who could not
qualify as a small business concern under 37 CFR 1.9(d) or by any concern which would not
qualify as a swmall business concern under 37 CFR 1.9(d) or a nonprofit organizdtion under 37
CFR 1.9(e). *NOIE: Separate verified statements.are required from each named person,

concern or organization having rights to the invention averring to their status ag small
entities. (37 CFR 1.27)

NAME ) |
ADDRESS o .
7Y INDIVIDUAL 1 - SMALL BUSINESS CONGERN [ 7 NONPROFIT ORGANIZATION
ADDRESS ; s ' ‘
[ 1 INDLVIDUAL [ 1 SMALL BUSINESS GONCERN {1 NONPROFIT ORGANIZATION

‘I acknowledge the duty to file, in this app‘lica_tiun\ or patent, notification of any change of
status resulting in loss of entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance fee due after the date on
vhich' status as a ‘small entity is no longer appropriate. (37 CFR 1.28(b))

I hereby declare-that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
‘statements were made with the knowledge that willful false statements and the like so made

are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of the
United States Code, and that such willful false statements may jeopardize the validity of

the application, any patent issuing thereon, or any patent to th.ch this verified statement
is directed.

NAME OF PERSON SIGNING X Wi pyuief NV Llﬁﬂ Ve Ao G

TITLE OF PERSON SIGNING Y inan&sff T fanaaged i S

ADDRESS OF PERSON SIGNING X % geéfen flaaet- ke c v '

STGNATURE, X AW 7ol it ' R EWCY Y
T v =
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Agssistant Commissioner for Patents
Washihgton, D.C. 20231

Re: New Patent Application

Inventor{s): Miki MULLOR and Jgulian VALIKO

Attorney Docket: REINC 4237.01

Please find attached hereto an applicatibn for patent which
includes:

Specification, Claims, Declaration, Power of Attorney

A certified copy of Israel Application No. 124571 filed May 21, 1998,
the priority of which is claimed herewith under 35 U.S.C, 119.

Verified Declaration Statement showing Small Entity Status:

Formal Drawings: Figures 1 and 2 (2 sheets) . N

Fee (see formula below) check enclosed

Basic Fee $395/790..

Additional Fees:

Total number of claims in excess of 20_* times $11/22 §

—0.00
Number of independent claims _1___

in excess of 3:. times $41/82.. el 8 0.00
An assignment is 11kew1se enclosed; Recording Fee $40.% 40.00
TOTAL FEES FOR THE ABOVE APPLICATION... §$ 35.0

In the event there is attached hereto no check, or a check for an insuffi-

!
cient amount, please charge the fee to our Account No. 19-3700 and notify us
accordingly.

Respectfully submitted

Wm@

. : : Robeft Kinberg,
RK:boa .

Registration No., 26, 924
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Method of Restricting Software Operation within A License Limitation

FIELD OF THE INVENTION

This invention relates to a method and system of identifying and ~

restricting an unauthorized software program’s operation.

5 BACKGROUND OF THE INVENTION

Numerous . methods have been devised for the identifying and -
restricting of unauthorized software program’s operation.” These methods
have been primarily motivated by the grand proliferation of illegally copied
software, which is engulfing the marketplace. This illegal copying represents

10 billions of dollars in lost profits to commercial software developers.

Software based products have been developed to validate authorized
software usage by writing a license signature onto the computer’s volatile
memory (e.g. hard disk). These products may be appropriate for restricting
honest software users, but they are v;ery vulnerable to attack at the hands of

15 skilled system’s programmers (e.g. “hackers”). These license signatures are -
also subject to the Vphysical instabilities of their volatile memory media.

Hardware base products have also been developed to validate
authorized software usage by accessing a dongle that is coupled e.g. to the

parallel port of the. P.C. These units are expensive, inconvenient, and not
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particularly suitable for software that may be sold by downloading (e.g. over
the internet).

There is accordingly a need in the art to provide for a §ystem and
method that substantially reduce or overcome the draWbacks of hitherto

known solutions.

SUMMARY OF THE INVENTION

The present invention relates to a method of restricting software
operation within a license limitation. This method strongly relies on the use of
a key and of a record, which have been written into the non-volatile memory
of a computer. -

For a better understanding of the underlying concept of the invention,
there follows a specific non-limiting example. Thus, consider a conventional
computer having a conventional BIOS module in which a key was embedded
at the ROM section thercof, during manufacture. The key constimtes,

effectively, a unique identification code for the host computer. It is irhportant

- to note that the key is stored in a non-volatile portion of the BIOS, i.e. it

cannot be removed or modified.

Further, according to the invention, each application program that is to
be licensed to run on the specified computer, is associated with a license
record; that consists of author name, program name and number of licensed
users (for network). The license record may be held in either encrypted or
explicit form. »

Now, there commences an initial license establishment procedure,
where a verification structure is set in the BIOS so as to indicate that the
specified program is licensed to run on the specified computer. This is
implemented by encrypting the _license record (6r portion thereof) using said

key (or portion thereof) exclusively or in conjunction with other identification
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information) as an encryption key. The resulting encrypted license record is
stored in another (second) non-volatile section of the BIOS, e.g. E’PROM (or
the ROM). It should be noted that unlike the first non-volatile section, the
data-in the second non-volatile memory may optionally be erased or modified
(using E’PROM manipulation commands), so as to enable to add, modify or
remove licenses. The actual format of the license may include a string of
terms that correspond to a license registration entry (e.g. lookup table entry or
entries). at a licénse registration bureau (which will be further described as
part of the preferred embodiment of the present invention).

Having placed thé encrypted license record in the second non-volatile

memory (e.g. the E’PROM), the process of verifying a license may be

commenced. Thus, when a program is loaded into the memory of the

computer, a so cailed license verifier application, that is @ priorf running in
the computer, accesses the program under question, retrieves therefrom the

license record, encrypts the record utilizing the specified unique key (as

retrieved from the ROM}s.ection of the BIOS) and compares the so encrypted .

record to the encrypted records that reside in the E’PROM. In the case of

- match, the program is verified to run on the computer. If on the other hand the .

sought encrypted data record is not found in the E’PROM database, this
means that the program under question is not properly licensed and
appropriate application define action is invoked (e.g. informing to the user on
the unlicensed status, halting the operation of the program under question
etc.) -

Those versed in the art will readily appreciate that any attempt to run a
program at.an unlicensed site will be immediately detected. Consider, for
example, that a given application, say Lotus 123, is verified to run on a given
computer having a first identification code (k1) stored in the ROM portion of
the BIOS thereof. This obviously requires that the license record (LR) of the
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application after having beenbencrypted using k! giving rise to (LR)y is
stored in the E’PROM of the first computer. .

Suppose now that a hacker attempts to run the specified application in
a secc;nd computer having a second identification code (k2) stored in the
ROM portion of the BIOS thereof. All or a portion the database contents
(including of course (LR)i; ) that reside in the E2PROM portion in the first
computer may be copied in a known per se means to the second computer. It
is important to note that the hacker is unable to modify the key in the ROM of
the second computer to K1, since, as recalled, the contents of the ROM is
established during manufacture and is practically invariable.

Now, when the application under question is executed in the second
computer, the license verifier retrieves said LR from the application and, as
explaihed above, encrypts it using the key as retrieved from the ROM of the
second computer, i.e k2 giving rise to encrypted license record (LR)k.
Obviously, the value (LR)x2 does-not reside in the E°PROM database section
of the second computer (since it was not legitimately iicensed) and therefore

the specified application is invalidated. It goes without saying that the data

~-copied' from the first (legitimate) computer is rendered useless, since .

comparing (LR)q with the copied value (LR). results, of course, in
mismatch. '

The example above is given for clarity of explanation only and is by no
means binding.

In its broadest aspect, the invention provides for a method of
restricting software operation within a license limitation including; for a
computer having a first non-volatile memory area, a second non-volatile
memory area, and a volatile memory area; the steps of: selecting a program

residing in the volatile memory, setting up a verification structure in the

non-volatile memories, verifying_ the program using the structure, and acting

on the program according to the verification.

ANC 47

IPR2021-01338 /| ANCORA EX2011

ANCCO000047


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


‘10

15

20

25

An important advantage in utilizing non-volatile memory such as that
residing in the BIOS is that the required level of system programming
expertise that is necessary to intercept or modify commands, interacting with
the BIOS, is substantially higher than those needed for tampering with data
residing in volatile memory such as hard disk. Furthermore, there is a much
higher cost to the programmer, if his tampering is unsuccessful, ie. if data
residing in the BIOS (which is necessary for the computer’s operability) is
inadvertently changed by the hacker. This is too high of a risk for the ordinary
software hacker to pay: Note that various recognized means for >hindering the
professional-like hacker may also be uﬁiizecl (e.g. anti-debuggers, etc.) in

conjunction with the present invention.

In the context of the present invention, a “computer” relates to a digital .

data processor. These processors are found in personal computers, or on one
or more processing cards in multi-processor machines. Today, a processor
normally include a first non-volatile memory, a second nen-volatile memory,
and data linkage access to a volatile memory. There are also processors
having only one non-volatile memeory or having more than two non-volatile
memories; all of which should be considered Jogically as relating to having a
first and a second non-volatile memory areas. There are also computational
environments where the volatile memory is distributed into numerous
physical components, using a bus, LAN, etc.; all of which should logically be
considered as being a volatile memory area.

According to the preferred embodiment of the present invention, there
is further provided a license authenticaﬁon bureau which can participate in
either or both of:

(i) establishing the license record in the second non-volatile memory;

and
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(iD) \}erifying if the key and license record in the non-volatile

memory(s) is compatible with the license record information as extracted

from the application under question.

The bureau is a telecommunications accessible processor where
functions such as formatting, encrypting, and verifying may be performed.
Performing these or other functions at the bureau Ahelps to limit the
understanding of potential software hackers; since.they can not observe how
these functions are constructed. Additional security may also be achieved by
forcing users of the bureau to register, collecting costs for cénnection to the
bureau, logging transactions at the bureau, et.

According to one example of using the bureau, setting up a verification
structure further includes the steps of: establishing, between the computer and
the bureau, a two-way data-Eommunications linkage; transferring, from the
computer to the bureau, a request-for-license including an identification of the
computer and the license-record’s contents from the selected program;
forming an encrypted licenée-rccord_ at the bureau by encrypting parts of the
request-for-license using part of the identification as the encryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

. According to another example of using the bureau, verifying the

program further includes the steps of: establishing, between the computer and '

the bureau, a two-way data-communications linkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program from the second ° non-volatile memory, and the
licensed-sofcware-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing,. '

The actual key that serves for identifying the computer may be

composed of the pseudo-unique key exclusively, or, if desired, in combination
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with information, e.g. information related to the registration of the user such

as e.g. place, telephone number, user name, license number, etc. In the context

of the present invention, a “psendo-unique” key may reiate to a bit string
which. uniquely identifies each first non-volatile memory. Altemately the

5 “pseudo-unique” key may relate to a random bit string (or to an assigned bit
string) of sufficient length such that: there is an acceptably 10W probability of

a successful unauthorized transfer of licensed software between two
computers, where the first volatile memories of these two computers have the
same key. _ ‘ _ ‘

16 It should be noted that the license Bureau might maintain. a registry of
keys and of licensed programs that have been registered at the bureau in
association with these keys. This registry may be used to help facilitate the
formalization of procedures for the transfer of ownership of licensed software
from use on one computer to use on another computer. '

15 ~ Constructing the key in the manner specified may hinder the hacker in
| cracking the proposed encryption scheme of the invention, in particular when
the establishment of thelliéense record or the verification thereof is performed

in the bureau. Those versed in the art will readily appreciate that the invention

is by no means bound by the data, the algorithms, or the manner of operation
20 of'the bureau. It should be noted that the tasks of establishing and/or verifying
a license record may be shared between the bureau and the computer, done
exchisively at the computer, or done exclusively at the bureau. The
pseudb-unique key length needs to be Iprig enough to hinder encryption attack
schemes. The establishing of the key may be done at any time from the
25 non-volatile memory’s manufacture until an attempted use of an established
license-record in the non-volatile memory. The key is used for encryption or
decryption operations associated with license-records. In principle, the

manufacturer of the Iicensed-soﬁware-program may specify the

ANC 50

IPR2021-01338 / ANCORA EX2011  ANCC000050


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


10

15

20

25

license-record format and therefore different formats may, if desired, be used -

- for respective applications.

According to the preferred embodiment of the present invention, the
pseudo-unique key is a unique-identification bit string that is written onto the
first non-volatile memory by the manufacturer of the is memory media.

According to one, non-limiting, preferred embodiment of the present
invention, the first non-volatile memory area is a ROM section of a BIOS; the
second non-volatile memory area is a E’PROM section of a BIOS; and the
volatile memory is a RAM e.g. hard disk and/or internal memory of the
computer . . v

The present invention also relates to a non-volatile memory media
used as a BIOS of a computer, for restricting software operation within a
license limitation, wherein a pseudo-unique key is established.

According to the preferred embodiment of the non-volatile memory
media of the presént invention, the pseudo-unique key is established in a
ROM section of the BIOS.

BRIEF DESCRIFTION OF THE DRAWINGS:

In order to understand the invention and to see how it may be carried
out in practice, a preferred embodiment will now be described, by way of
non-limiting example only, with reference to the accompanying drawings, in
which: _

Fig. 1 is a schematic diagram ofa computer and a license bureau; and

Fig. 2 is a generalized flow chart of the sequence of operations

performed according to one embodiment of the invention.
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT

A schematic diagram of a computer and a license bureau is shown in
Figure 1. Thus, a computer processor (1) is associated with input ‘operations
(2) and with output operations (3). This computer {processor) internally
contains a first non-volatile memory area (4) (e.g. the ROM section of the
BIOS), a-second non-volatile. memory area (5) (e.g. the E*PROM section of
the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of
the computer). |

The computer processor is in temporary telecommunications linkage
with a license bureau (7).

The first non-volatile memory includes a pseudo-random identification

~ key (8), which exclusively or in combination with other information (e.g. user

15

20

name), is sufficient to uniquely differentiate this first non-volatile memory
from all other first non-volatile memories. As 'speciﬁed before, said key
constitutes unique identification of the computer.,

The second non-volatile memory includes a liceﬁsefrecord-area 9)
e.g. for the containing.of at least one encrypted license-record (e.g. three
records 10-12). The volatile memory accommodates a.license program (16)
having license record fields (13-15) appended thereto. By way of example
said fields stand for Application name (e.g; Lotus 123), Vendor name (Lotus

inc.), and no of licensed copies (1 for stand alone usage, >1 for number of

licensed users for a network application).

Those versed in the art will readily appreciate that the license record is

not necessarily bound to continuos fields. In fact, the various license content

25

components of the data record may be embedded in various locations in the
application. Any component may, if desired, be encrypted.
Each one of the encrypted license records (10-12) is obtained by

encrypting the corresponcﬁng license record as extracted from program 16,

utilizing for encryption the identification key (8).
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In a typical, yet not exclusive, sequence of operation, a
transaction/request is sent, by the computer to the bureau. This transaction
includes the key (8), the encrypted license-records (10-12), contents from the
license program used in forming a license record (e.g. fields 13-15), and other
items of information as desired.

The bureau forms the proposed license-record from the contents,
encrypts (utilizing predetermined encryption algorithm) the so formed
license-record using the key (8), and compares the sb formed encrypted
license-record with the license-records (10-12). The bureau generates an
overlay according to the result of the .cornparison indication successful
comparison, non-critical failure comparison and critical failure comparison.

The bureau retumns the overlay which will direct the computer in

subsequent operation. Thus, a success overlay will allow the license program

to operate. A non-critical failure overlay will ask for additional user
interactions. ‘A critical failure overlay will cause permanent disruption to the
computer’s BIOS operations. Thus, software operation of the program is
methodologically according to a license limitation restriction. -

Those versed. in the art. will readily appreciate that the implementation
as described with reference to Fig. 1 is by no means binding. Thus, by way of
non-limiting example, the bureau, instead of being external -entity may form
part of the computer.

Attention is now directed to Fig. 2, showing a generalized flow chart
of the sequence of operations performed according to one embodiment of the
invention.

' Thus, selecting (17) a program includes the step of: establishing a
Iicensed-soﬁware-program in the volatile memory of the computer wherein
the licensed-software-program includes contents used to form a
license-record. These contents, be they centralize or decentralized, may

include terms, identifications, specifications, or limitations related to the
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manufacturer of a software product, the distributor of a software product, the
purchaser of a software product, a licensor, a licensee, items of computer
hardware or components thereof, or to other terms and conditions related to
the aforesaid. _

Setting up (18) the wverification structure includes the steps of:
establishing or certifying the existence of a pseudo-unique key in the first
non—volatilé memory area; and establishing at least ome license-record
location in the first or the second nonvolatile memory area.

Establishing a licenserecord includes the steps of forming a
license-record by encrypting of the contents used to form a license-record
with other predetermined data contents, using the key; and establishing the
encrypted license-record in one of the at least one established license-record
locations (e.g. 10-12 in Figure 1).

Verifying (19) the program includes the steps of: encrypting the

licensed-software-program’s  license-record contents from - the - volatile .

memory area or décrypting the license-record in the first or the second

non-volatile memory area, using the key; and comparing the encrypted

licensed-software-program’s license-record contents with the encrypted

license-record in the first or the second non-volatile memory area, or

comparing the licensed-software-program’s license-record contents with the

decrypted license-record in the first or the second non-volatile memory area.
Acting (20) on the program includes the step of: restricting the

program’s operation with predetermired limitations if the comparing yields

non-unity or insufficiency. In this context “non-unity” relates to being unequal -

with respect\ to a specific equation (e.g. A=B+1); and “iusufficiency” relates
to being outside of a relational bound (e.g. A>B+1). “Restricting the

program’s operation with predetermined limitations” may include actions

such as erasing the software in volatile memory, waming the license-

applicant/user, placing a fine on the applicant/user through the billing service
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charges collected at the license bureau (if applicable), or scrambling sections
of the BIOS of the computer (or of functions interacting therewith).
The present invention has been described with a certain- degree of
palﬁc{llarity but it should be understood that various modifications and
5 alterations may be made without departing from the scope or spirit of the- -

invention as defined by the following claims:
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CLAIMS:

1. A method of restricting software operation within. a license
limitation comprising; for a computer having a first non-volatile memory
area, a second non-volatile memory area, and a volatile memory area; the
steps of: selecting a program residing in the volatile memory, setting up a
verification structure in the non-volatile memories, verifying the program
using the structure, and acting on the program according to the verification.

2. A method according to claim 1, further comprising the step of:
establishing a license authentication bureau.

3. A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer -

and the bureau, a two-way data-communications linkage; transferring, from
the computer to the bureau, a request-for-license including an identification of
the computer and the license-record’s contents from the selected program;
forming an encrypted license-record at the bureau by encrypting ﬁarts of the
request-for-license using pan of the identification as the enéryption key; and
transferring, from the bureau to the computer, the encrypted license-record.

4, A method according to claim 2, wherein verifying the program
further comprising the steps of: establishing, between the computer and the
bureau, a two-way data-communications Imkage; transferring, from the
computer to the bureau, a request-for-license-verification including an
identification of the computer, the encrypted license-record for the selected
program  from the second non-volatile memory, and the
Iicenéed—soﬁware-program’s license-record contents; enabling the comparing
at the bureau; and transferring, from the bureau to the computer, the result of
the comparing,.

5. A method according to any of claims 3 or 4 wherein the

identification of the computer includes the pseudo-unigue key.
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6. A method according to claims 1 or 2 wherein selecting a program
includes the step of: establishing a licensed-software-program in the volatile
memory of the computer wherein said licensed-software-program includes
contents used to form a license-record.

~7. A method according to claims 1 or 2 wherein setting up the
verification structure includes the steps of: establishing or certifying the
existence of a pseudo-unique key in the first non-volatile memory area; and

establishing at least one license-record location in the first or the second

‘nonvolatile memory area.

8. A method according to claims 6 and 7 wherein establishing a
license-record includes the.steps of: forming a license-record by encrypting of
the contents used to form a license-record with other predetermined data
contents, using the key; and establishing the encrypted license-record in one
of the at least one established license-record locations.

- 9. A method according to.claims 1 or 2 wherein verifying the program
includes the steps of encrypting the licensed-software-program’s
license-record contents from the volatile memory area or decrypting the
license~record in the first or the second non-volatile memory area, using the
key; and comparing the encrypted licensed-software-program’s license-record
contents with the encrypted license-record in the first or the second
non-volatile memory area, or comparing the licensed-software-program’s
license-record contents with the decrypted license-record ‘in the first or the
second non-volatile memory area.

10. A method according to anyl of claims 1 or 9 wherein acting on the

program includes the step of restricting the program’s operation with .

predetermined limitations if the comparing yields non-unity or 'msufﬁciency. ’
. 11. A method according to claim 1 wherein the first non-volatile

memory area is a ROM section of a BIOS.
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12. A method according to claim 1 wherein the second non-volatile
memory area is a F-PROM section of a BIOS.
13. A method according to claim 1 wherein the volatile memory is a
5 14. A non-volatile memory media used as a BIOS of a computer, for
restricting sofiware operation within a license limitation, wherein a-
pseudo-unique key is established.
. 15. A non-volatile memory media according to claim 14 wherein the
pseudo-unique key is established in a ROM section of the BIOS.
10
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10)_] The drawing(s) filed on is/are objected to by the Examiner.
11)(:[ The proposed drawing correction filed on is: a)[] approved b)[] disapproved.
12)[C] The oath or declaration is objected to by the Examiner,

Priority under 35 U.S.C. § 119

13)[_] Acknowledgment is made of a cfaim for foreign priority under 35 U.S.C. § 119(a)-(d).
a)lJAl b)[O Some * ¢){J] None of the CERTIFIED copies of the priofity documents have been:
1.0 received. '
- 2.0 received in Application No. (Series Code / Serial Number) ___ .
3.0 received in this National Stage application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received. .

14)[] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. & 119(e).

15) Notice of References Cited (PTO-832) 18) E[ Interview Summary (PTO-413) Paper No(s)
16) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) 19) D Notice of Informal Patent Application (PTO-152)
17) E] Information Disclosure Statement(s) (PTC-1448) Paper No(s) . 20) [ other:

|
]

;

3

|

,

.

|

{

{

i

Attachment(s) I
i

H

¥

i

U.S. Patent and Trademark Office
PTO-326 (Rev. 3-98)

Office Action Summary Part of Paper No. 3
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Application/Control Number: 09/164,777 . Page 2
Art Unit: 2161

Status of Claims

1. Claims 1-15 have been examined.
Claim Rejections - 35 USC § 102

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:
A person shall be entitled to 2 patent unless ~

(e) the invention was desoribed in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4 and 11-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated by

Gnter et al U.S. Patent No. 5,892,900.

As per claim 1, Ginter et al teach of a system and method for secure transactions

management and electronic rights protection that:

e restricts software operation within a license limitation (column 5, lines 29-41 and

column 6, lines 29-65)

¢ utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)
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Application/Control Number: 09/164,777 ‘ Page 3
Art Unit: 2161

, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory
area (column 71, lines 12-25)

e provides a means of se'lecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15)

s verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e and acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15),

As per claim 2, the method and system of Ginter et al provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 278/40 t0:281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method
with a license authorization bureau that comprises of:

* atwo-way data communication link between said bureau and end-user computer

(figure 77)
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Application/Control Number: 09/164,777 Page 4
Art Unit: 2161 : '

¢ a method for establishing end-user rights (columu/line 278/40 to 281/44) |

e data encfyption using keys (column 281A, lines 10-22)

e creating a license record frpm the selected program at the bureau (column 71,
lines 25-27, column 82, lines 12-52, column/line 278/40 to 281/44 and column 15,

lines 10-34).

~ As per claim 4, the method and system of Ginter et al also provides a means of
encrypting the license record for the selected program from the second volatile memo;y
(column/line 65/55 to 66/47).
As per claim 6, the method and system of Ginter et al provides a means for
establishing a licensed software program. Where said program contains license record
_data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).
As per claim 10, the method and system of Ginter et al provide a means for restricting
a program’s operation with prédetermined limitations if the authorization is invalid

{column 279, lines 21-32).
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Application/Control Number: 09/164,777 Page 5
Art Unit: 2161

As per claim 11, the method énd system of Ginter et al provide for.a ROM BIOS
(figure 69G and column 70, lines 39-53).

As per claim 12, the method and system of Ginter et al provide for an EEPROM
BIOS (figure 69G and column, lines 54-65).

As per claim 13, the method and system of Ginter et al provide for RAM (column 71,

lines 16-25).
Claim Rejections - 35 USC § 103"

3. The following is a quotatibn of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(2) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 5 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al

U.S. Patent No. 5,892,900 as applied to claim 3 above, and further in view of Goldman et

al 5,684,951, As per claim 3, Ginter et al disclose a verification structure. In addition,
Ginter et al disclose a system and method for secure transaction management and

electronic rights protection utilizing encryption keys (column 206, lines 57-65).
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Application/Contro] Number: 09/164,777 Page 6
Art Unit: 2161

However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a
method and system for user authorization over a multi-user computer system, In said
system, a user has valid id but lacks an authorized means of access, Using pseudo unique
keys (abstract, lines 19-21), said user can validate said means of access. Therefore, it
would have been obvious to a person of ordinary skill in the art of encryption, to

incorporate pseudo unigiie keys into the system of Ginter et al.

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(2) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patentéd and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al
U.S. Patent. 5,892,900 in view of Goldman et al U.S Patent 5,684,951. Ginter et al teach
of a method and system for electronic rights protection comprising of volatile memory,
non-volatile memory, license records loca_tion and licensed software programs (see
section 2 rejections pertaining to claims 1, 3, 4 and 6). Ginter et al also use encryption

keys (column 206, lines 57-65).
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Application/Control Number: 09/164,777 Page 7
Art Unit: 2161

However, Ginter et al do not make use of pseudo unique keys in their system,
Goldman et al teach of a method and system for user authorization over a multi-user
computer system through the use of pseudo unique keys (abstract, lines 19-21).
Therefore, it would have been obvious to a person of ord_inéry skill in the art of the time

the invention was made to utilize pseudo unique keys in the system of Ginter et al.

The following is a quotation of 35 U.S.C, 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(2) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made. * ’

Claim 8 is rejected under 35 U.S.C. 103(a) as being ﬁnpatentable over Ginter et al
U.S. Patent No. 5,892,900 as applied to claim 6 above, and further in view of Goldman et
al U.S Patent 5,684,951. Ginter et al disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). As per claim 6, Ginter et al disclose a
method for selecting a licensed softwar_é program from the volatile memory to form a
license record. However, Ginter et gl do not use pseudo unique keys for purposes of

encryption. Goldman et al teach of a method and system for user authorization over a
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Application/Control Number: 09/164,777 ’ Page 8
Art Unit: 2161

multi-user computer system through the use of pseudo unigue keys (abstract, lines 19-
21). Therefore it would have been obvious to a person of ordinary skill in the art at the

time the invention was made to use pseudo unique keys.

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made. -

Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al "

U.S. Patent No. 5,892,900 in view of Goldman et al U.S Patent 5,684,951 and |
Richardson, ITI U.S. Patent No. 5,490,216. Ginter et al teach of a system and method for
encrypting and decrypting of licensing related communications between end-user(s) and a
license authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter
et al also teach of volatile and non-volatile memory areas used in conjunction with
licensed software programs (columns 70-72, column 82, lines 12-52, column/line 278/40
to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter

et al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo
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Application/Control Number: 09/164,777 " Page 9
Art Unit: 2161 ‘

unique keys (abstract, 21-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

keys into the system of Ginter et al.

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant’s disclosure:

¢ Richardson , III teaches a system for software protection

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM ~

5:00 PM.
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Application/Control Number: 09/164,777 Page 10
Art Unit: 2161 -

If attempts to reach the examiner by telephone are 1.1nsuccessful> the examiner’s
supervisor, James P, Trammell, can be reached at (703) 305-9768. |
_ Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
C/o Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)
or:
(703) 308-5397 (for informal or draft communications, pleasé label
“PROPOSED” or “DRAFT")
Hand-delivered responses sﬁould be brought to Cryétal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (703) 305-3900.

Calvin Loyd Hewitt II

October 3, 2000 '
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Reexamination

. . . 09/164,777 MULLOR ET AL.
Notice of References Cited Examiner AU
Page 1 of 1
Calvin L Hewitt I 2161
U.S. PATENT DOCUMENTS
% DOCUMENT
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*A copy of this reference is not being furnished with this Office action. (See Manual of Patent Examining Procedure, Section 707.05(2).)
**APS encompasses anhy electronic sear'- i.e. text, image, and Commercial Databases.
U.S. Patent and Trademark Office
PTO0-892 {Rev, 03-98)

Notice of References Cited

Part of Paper No. 3
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y A Examiner: J. Trammell
Ty © Group Unit: 2161
&
:
i) ’BKeD_EATENT APPLICATION of RECEIVED
Applicant : Miki MULLOR et al. ) NGV 2 1 snqp
) .
Application No. : 09/164,777 ) Technology Center 219g
Filed : October 1, 1998 )
: ) LETTER REQUESTING
For . METHOD OF RESTRICTING ) NEW ACTION
- SOFTWARE OPERATION WITHIN )
ALICENSED LIMITATION )
)
Attorney Docket 1 32130-142820 )
November 17, 2000

Assistant Commissioner for Patents
Washington, D.C. 20231

Sir:

The Examiner’s Aétion of October 18, 2000 has been received. Because the
Action is ambiguous as to the nature of the rejection, omits listing cited references on the
form PTO-892 and fails to in;:lude copies of the references applied against at Least claim
9 with the Actioﬁ, it is requested that a new Action be issued with a ﬁew response date
extending three-months from date of the new Action.

Specifically, the summary of the Aétion ‘indicates claims 1-15 are rejected.
However, in the body of the Action, only claims 1-13 are rejected. Claims 13 and 14 do
not have.any substantive rejections applied against them. It is also noted that in the first
rejection on page 2, claims [-4 and 11-13 are mentioned in the first part of the rejection,

however, claims 6 and 10 also appear to be rejected in the narrative of this rej ection.

O /5« IN THE UNITED STATES PATENT AND TRADEMARK OFFICE '
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The Richardson U.S. Patent No. 5,490,216 applied against claim 9 is not included

on the form PTO-892 and no copy of this reference was supplied with the Action.

Finally, the Action fails to indicate receipt of the certified copy of the Priority

Document which was filed with the Application on October 1, 1998. It is requested that

in the new Action the Examiner acknowledge receipt of the Priority Document.

This letter is NOT a response to the pending Action but rather a request for

issuance of a substitute Action with a new response date.

- RK/tah/trt

DC2DOCS1\251666

Respectfully submitted,

Robert Kinberg
Registration No. 26,924
VENABLE

Post Office Box 34385 .
Washington, DC 20005-3917
Telephone: (202) 962-4800
Direct dial: (202) 962-4014

Telefax: (202) 962-8300-

(09/164,777)
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§ UNITED S.. . «S DEPARTMENT OF COMMERCE
L s | Patent and Trademark Office
Y & Address: - COMMISSIONER OF PATENTS AND TRADEMARKS
STares oF Washington, D.C. 20231 %
[
| APPLICATIONNO. | FILINGDATE | FIRST NAMED INVENTOR { ATTORNEY DOCKET NG/ |

— . , —~ r EXAMINER J

] PAPER NUMBER ]

=

DATE MAILED:

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

&

PTO-90C (Rev. 2/85) . : 1- File Copy
*U.8. GPO: 2000-473-000/44602
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B Application No. Applicant(s)
09/164,777 MULLOR ET AL.
Office Action Summary Examiner Uit
Calvin L Hewitt I 2161

- - The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136 (a). In no event, however, may a reply be timely ﬂled
after SIX (6) MONTHS from the mailing date of this communication.

- If the period for reply specified above is less than thirty {30) days, a reply within the statutory minimum of thirty {30) days will be considered timely.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
- Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 91 December 2000 .
2a)(] This action is FINAL. 2b) This action is hon-final.

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 0.G. 213.

Disposition of Claims

4] Claim(s) is/are pending in the application.
4a) Of the above claim(s) is/are withdrawn from consideration.
5 Claim(s): isfare allowed.
6)X] Claim(s) 7-15 is/are rejected.
7)J Claim(s) _____is/are objected to.
8)[J Claims ___ are subject to restriction and/or election requirement.

Application Papers
9)[J] The specification is objected to by the Examiner.
10)[J The drawing(s) filed on
11 "The proposed drawing correction filed on

is/are objected to by the Examiner.

is: a)(J approved b)[] disapproved.
12)[J The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 118 .
13)] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d).
a)>J Al b)[] Some* c)[J None of:
1.0 Certified copies of the priority documents have been received.
-2.X] Certified copies of the priority documents have been received in Application No. 2.

3.[J Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detaited Office action for a list of the certified copies not received.

14)] Acknowledgement is made of a claim for domestic priority under 35 U.S.C. & 119(e).

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX {6) MONTHS from the mailing date of this communication.

3)J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

Attachment(s)
15) [X] Notice of References Cited (PTO-892) 18) [ Interview Summary (PTO-413) Paper No(s).
16) D Notice of Draftsperson’s Patent Drawing Review (PTO-948) 19) D Notice of Informal Patent Application (PTO-152)
17) [ Information Disclosure Statement(s) (PTO-1449) Paper No(s) . 20) [ Other:
U.S. Patent and Trademark Of.fice
PTO-326 (Rev. 9-00) . Office Action Summary Part of Paper No. 5
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Application/Contro! Number: 09/164,777 Page 2
Art Unit: 2161

Status of Claims
L. Claims 1-15 have been examined.
Response to Applicants’ Request

2. Applicant’s desire for clarity regarding the Examiner’s Office Action dated
October 18, 2000 has been noted. In response, the Examiner has written another Office

Action that the Examiner believes speaks directly to the issues raised by the Applicants.
Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
States before the invention thereof by the applicant for patent, or on an international application by another who
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated
by Ginter et al U.S. Patent No. 5,892,900.
As per claim 1, Ginter et al teach of a system and method for secure transactions

management and electronic rights protection that:
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Application/Control Number: 09/164,777 ' Page 3 |
Art Unit: 2161

e restricts software operation within a license limitation (column 5,rlines 29-41; column
6, lines 29-65; column 7, lines 45-57)

* utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65)
, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory
area (column 71, lines 12-25)

¢ provides a means of selecting a program residing in the volatile memory (column 71, -
lines 25-27 and column 82, lines 12-52)

e sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and column/line 63/67-64/15) -

. Averiﬁe>s the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

¢ and acts on the program according to the verification (column 70, lines 23-53 and

columr/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) distributor
and/or administrator (column/line 2l78/40 to 281/44).

As per claim 3, the method and system of Ginter et al discloses a verification method

with a license authorization bureau that comprises of:
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Application/Control Number: 09/164,777 Page 4
Art Unit: 2161 ’

* atwo-way data communication link between said bureau and end-user computer
(figure 77)

° a method for establishing end-user rights (column/line 278/40 to 281/44)

¢ data encryption using keys (column 281, lines 10-22)

® creating a license record from the selected program at the bureau (column 71,

lines 25-27, column 82, lines 12-52, column/line 278/40 to 281/44 and column 15, .

lines 10-34).

As per claim 4, the method and system of Ginter et al also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al provides a means for
establishing a licensed software program. Where said program contains license record
data and is found in the volatiie memory {column 71, lines 25-27, column 82, lines 12-52,
column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41). |

As per claim 10, the method and system of Ginter et al provide a means for restricting
a program’s operation with predetermined limitations if the authorization is invalid
(polumn 279, lines 21-32).

As per claim 11, the method and system of Ginter et al provide fof a ROM BIOS

(figure 69G and column 70, lines 39-53).
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Application/Control Number: 09/164,777 Page5
Art Unit: 2161 :

As per claim 12, the method and system of Ginter et al provide for an EEPROM
BIOS (figure 69G and column 70, lines 54-65).
As per claim 13, the method and system of Ginter et al provide for volatile RAM

(column 71, lines 22-25).
Claim Rejections - 35 USC § 103

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill it the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

5. Claims 5 and 7-9 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter ef al U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and 6 above, and
further in view of Goldman et al 5,684,951.

As per claim 5, Ginter et al disclose a ve;iﬁcation structure. In addition, Ginter et
al disclose a system and method for secure transaction management and electronic rights
protection utilizing encryption keys (column 206, lines 57-65).

However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a
method and system for user authorization over a multi-user computer system. In said
systern, a user has valid id but lacks an authorized means of access. In order to access the

desired data, a user is sent a pseudo unique key (abstract, lines 19-21) that is derived from
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Application/Control Number: 09/164,777 ' Page 6
Art Unit: 2161

a user id and the current IP address. By utilizing such a method a valid user can be
provided access to secured data without comprising the security of the larger system.
Therefore, it w‘ould have been obvious to a person of ordinary skill in the art of
encryption, to incorporate pseudo unique keys into the system of Ginter et al.

As per claim 7, Ginter et al teach of a method and system for electronic rights
protection comprising of yolatile memory, non-volatile memory, license records locatioﬁ
and licensed software programs (column 5, lines 29-41; column 6, lines 29-65; column
15, lines 10-34; column/line .63/67-64/ 15; column/line 65/55-66-47; column 70, lines 23-
65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter
et al also use encryption keys (column 206, lines 57-65). However, Ginter et al do not
make use of pseudd unique keys in their system. Goldman et al teach of a method ana .
system for user authorization over a multi-user computer system throﬁgh the use of
pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an
authorized means of access. In order to access the‘ desired data, a user is sent a pseudo
unique key that is derived from a user id and the current IP address. By utilizing such a
method a valid user can be provided access to secured data without comprising the
security of the larger system. Therefore, it would have been obvious toa person of
ordinary skill in the art of the time the invention was m.ade to utilize pseudo unique keys

in the system of Ginter et al.
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Application/Control Number: 09/164,777 Page 7
Art Unit: 2161

As per claim 8, Ginter et al disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). Ginter et al disclose a method for
selecting a licensed software program from the volatile memory to form a license record.
However, Ginter et al do not use pseudo unique key.s for purposes of encryption.
Goldman et al teach of a method and system for user authorization over a
multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
23). In said system, a user has valid id but lacks an authorized means of access. In order
to access the desired data, a user is sent a pseudo unique key that is deriyed from a user id
and the current IP address. By utilizing such a method a valid user can be provided access
to secured data without comprising the security of the larger system. Therefore it would
have been obvidus to a person of ordinary skill in the art at the time the invention was

made to use pseudo unique keys.

As per claim 9, Ginter et al teach of a system and method for encrypting and
decrypting of licensing related communications between end-user(s) and a license
authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et al
also teach of volatile and non-volatile memory areas used in conjunction with licensed
software programs (columns 70-72, column 82, lines 12-52, coluhm/line 278/40 to
28 1/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter et
al do not disclose pseudo unique keys. Goldman et al provide for the use of pseudo
unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique

- keys into the system of Ginter et al.
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Application/Control Number: 09/164,777 Page 8
Art Unit: 2161

6. Claims 14 and 15 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al, U:S. Patent No. 5,892,900 in view of Goldman et al U.S. Patent No. o
5,684,951.

As per claims 14 and 15, Ginter et al, disclose a rights management system for
restricting software operation (column 5, lines 29-41; column 6, lines 29-65; column 7,
lines 45-57). Further, in order to execute said rights management system, Ginter e.t al.
disclose read only memory (ROM) that may be used store encryption key information..
Ginter et al. also disclose ROM components, such as masked ROM and EEPROM, that
store permanent portions of code that interface with the encryption and decryption engine
(column/line 70/54-71/11). Recall, Ginter et al utilize encryption keys as a method of
encryption (column/line 67/48-68/16). However, Ginter et al. do not disclose pseudo
unique keys. Goodman et al disclose pseudo unique keys (abstract, lines 19-23) and
provides for the storage in a memory unit (column 8, lines 11-12). In said system, a user
has valid id but lacks an authorized means of access. In order to accebss the desired data, a
user is sent a pseudo unique key that is derived from a user id and the current IP address.
By utilizing suéh a method a valid user can be brovided access to secured data without

comprising the security of the larger system. Therefore, it would have been obvious
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Application/Control Number: 09/164,777 ' " Page?9
Art Unit: 2161

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to

applicant’s disclosure:

o Richardson , III teaches a system for software pfotection :

8. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt IT whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —
5:00 PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Commissioner of Patents and Trademarks
Clo Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)
or:

(703) 308-5397 (for informal or draft communications, please label
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Art Unit: 2161

“PROPOSED” or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Any inquiry of a general nature or relating to the status of this application should be

directed to the Group receptionist whose telephone number is (703) 305-3900.

Calvin Loyd Hewitt 11

December 4, 2000
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THE UNITED STATES‘PATENT A‘ND TRADEM{&RK OFFICE /ﬁ(&
In re PATENT APPLICATION of " : j“[ ﬂ/
Applicants : Miki MULLOR et al. ) Customer No. ~a. J
091164777 11T — “2? /
) 26694
October 1, 1998 ) PATENT TRADEMARK OFFICE. -
METHOD OF RESTRICTING ; RECEIVED
SOFTWARE OPERATION WITHIN ) MAY 9 3 7nn 1
A LICENSED LIMITATION . ) 7 _
Group Art Unit L el ) Technology Center 2100
Examiner J. Trammell
Atty. Dkt. : 32130-142820

Assistant Commissioner for Patents
Washington, D.C. 22031

AMENDMENT
Sir:

REQUEST FOR EXTENSION OF TIME

Please extend the period for responding to the Office Action dated December 20, 2000 by
two months so that the due date expires May 21, 2001. The requisite extension fee of $195.00
undér 37 CFR. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit
Account 22-0261.. Please also deduct any additional fées due or creait any overage to the same

account.

Responsive to the Office Action dated December 20, 2000, please amend the application

135.00 OF

as follows:
IN THE SPECIFICATION
/
" Page lffalease rewrite paragraph 2 as follows:

05/28/2001 cMINASST 00000081 09164777
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Amendment _
- U.S. Application No.: 09/164,777

Numerous methods have been devised for the identifying and restricting of an
@ unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal ¢opying represents billions of dollars in lost profits to commercial software developers.
R B

A

Pagel, please rewrite paragraph Z’ as follows:

Hardware based products have also been developed to validate authorized software usage
@)/ by accessing a dongle that is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for software that may be sold by

downloading (e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:

The second non-volatile memory includes a license-record-area ©)] e g. which contains

at least one encrypted license-record (e.g. three records 10-12). The volatile memory

:’b accommodates a license program (16) having license record fields (13-15) appended thereto. By
% way of example said fields stand for Application names (e.g. Lotus 123), Vendor name (Lotus

inc.), and number of licensed copies (1 for stand alone usage, >1 for number of licensed users for

a network application).
\

Page 9, plé'éée rewrite paragraph 4 as follows:
o

Those versed in the art will readily appreciate that the license record is-not necessarily
N |
\< bound to continuous fields. In-fact, the various license content components of the data record

may be embedded in various locations in the application. Any component may, if desired, be

o

encrypted. -
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Amendment
U.S. Application No.: 09/164,777

Page 9 and continuing on page 10, please rewrite paragraph 7 as follow‘_sff,

The bureau fonﬁs the proposed license-record from the content,/ encrypts (utilizing |
predetermined encryption algorithm) the so formed license-record Aising the key (8), and
compares the so formed encrypted license-record with the liceﬁsy/{écord (10-12). The bureau

. . . .‘! . ) -
generates an overlay according to the result of the comparison mo}t’catmg successful comparison,
' /

non-critical failure comparison and the critical failure comparisop.

IN THE CLAIMS: i
Please amended the claims as follows: /
1. (Amended) A method of restricting scfgfiware operation within a licensefor use
with a computer including a first, non erasable, non-x?éiatilé memory area, a second, non-

erasable non-volatile memory area, and a volatile n;fémory area; the first non volatile memory
/
!

accomodates data that includes uniqﬁe key; the nﬂethod comprising the steps of:
/
selecting a program residing in the VOZﬁiIe memory,
setting up a verification structure in the second non-volatile memory , the verfication
‘structure accommodates data that includeg at least one license record,

verifying the program using at} ast said verification structure, and

acting on the program écco?a{ng to the verification.

Please add the followilynew claims:

/ :
16.  (New) / The method according to Claim 1, wherein the unique key includes
a pseudo-unique key.
M
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endment *
.S. Application No.: 09/164,777

o

Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

The bureau forms the proposed license-record from the contents, encryﬁts (utilizing

predetermined encryption algorithm) the so formed license-record using the key (8), and

Q compares the so formed encrypted license-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indicating successful comparison,.

non-critical failure comparison and the critical failure comparison.

-—4"‘/

IN THE CLAIMS:

Please amended the claims as follows:

6 LQ@ b \ 1. (Amended) A method of restricting/oftware operation within a licensefor use

ith a computer including a first, non erasable, ngn-volatile memory area, a second, non-

erasable non-volatile memory area, and a volglile memory area; the first non-volatile memory

rccomodates data that includes unique key, the method comprising the steps of:

selecting a program residing infhe volatile memory,

setting up a verification stry€ture in the second non-volatile memory , the verfication

%‘tructure accommodates data that includes at least one license record,
verifying the prografh using at least said verification structure, and

acting on the pr¢/gram according to the verification.

Please add the following new claims:

16..  (New) The method accopding to Claim 1, wherein the unique key includes

YV
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Amen&ment
U.S. Application No.; 09/164,777

17. (New) _ Themethod according to Claim 1, herein said step of setting up

a verification record, including the license record, includes encrypting a license record data in

said program using at least said key.

18. (New) The roethod according to Clairh 1, wherein said step of verifying

the program includes decrypting the license recotd data accymmodated in said second non

volatile memeory usin'g at least said unique key.

19.  (New) The method aceording to. Claim 1, wherein said step of verifying

the program includes encrypting the license record that igaccommodated in said program using

at least said unique key.

20, (New) A method for restrictingfaccess to a software prograri, comprising:

storing a pseudo-unique key in a first non-volftile memory area of a computer;
) ) £
selecting a software program residing in a veflatile memory area of the comuter;

extracting license information from the sofijware program;
encrypting thel: license information using g pseudo-unique key;
'storing the encrypted pseudo-unique keyfin 2 second non-volatile memory iwea of the
computer; |
verifying the software program using ased on the encrypted pseudo-uniqus key; and

acting on the software program based on the verification.
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Amendment
U.S. Application No.: 09/164,777

REMARKS

Claims 1-15 stand rejected. By this Amendment, claim 1 has been amended, claims 14

and 15 have been canceled and new claims 16-20 have been added to the application. Claims 1-

13 and 16-20 are therefore pending. It is believed that each of the pending claims define an
invention which is novel and unobvious over the cited art. Favorable reconsideration of this case
is respectfully requested.

The specification has been reviewed and edited to eliminate minor inaccuracies and
typographical errors.

The present invention provides a method and system for identifying and restricting
operation of an unauthorized software program. In a preferred embodiemt, a key resides ina
first non-volatile part of a computer's memory. The non-volatile memory being typically, but not
nec_essarily, a stand alone module which is not erasable and therefore cannot be modified (see the
present specification, page 9, lines 3to 7). A verification structure is formed to include one or
more license records, described below, and resides in a second non-volatile part of the memeory,
(see the present specification, page 9, lines 8 to 10). The gecond non-volatile part is erasable and
therefore license data in the verification structure can be modified. For example, license data

may be added or modified as required, for example, when new licenses are added or expire. The

license records are obtained by encrypting license records extracted from the software program

with the key stored in the first non-volatile part of the computer's memory, page 9 lines 19 to 21.
Tﬁe key may be of many possible variants (see, for example, the options elaborated in the
bridging paragraph between pages 6 and 7 of the specification).” The key may also be used for
encryption of license record or decryption of encrypted license record all as requirea and
appropriate (see, e.g. page 7 lines 20, 21). Moreover, the contents of the license record is very

flexible (see e.g. page 10 lines 17 to 25). The specification explains other advantages of the
' 5

\
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Amendment
U.S. Application No.: 09/164,777

invention in more detail.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. ‘102(e) as being unpatentable
over U.S. Patent No. 5,892,900 to Ginter et al.

Ginter et al. do not anticipate the present invention as they do not disclose, among other
things, setting up a verification strﬁcture and verifying the program using the veriﬁcation
structure as recited in the rejected claims.

Ginter et al. provide a system and method for secure electronic transaction management
and electronic rights protection.. Ginter’s method provides “machine bound” délivery of content
or software through what they call “Stationary Object” (col. 136, lines 64-66 and Fig 18). A
stationary object is an object bound to a specific machine. The main security measure used to
protect the content of a “Stationary Object” from illegal use is to encrypt it accoraing to the
target’s unique key (col. 137, lines 45-50).

“For example, a container that is bound by its control to a specific VDE node is called a
“stationary Object (see Fig 18)” (col. 136, lines 64-66). “Fig 18 shows an example of a
“stationary object” structure 850 provided by the preferred embodiment. ‘Stationary Object”
structure is-intended to be used only_ at specific VDE electronic appliance/installations that have
received explicit permissions to use one or more portions of the stationary object...” (col. 137,
lines 23-28)

“This private body (method) section 806 is preferably encrypted using one or more private body
kéys contained in the separate permissions record 808. The data blocks 812 contain content
(information or administrative) that may be encrypted using one or more content keys also
provided in permissions record 808.”

Accordingly, in Ginter et al., software distributed through a stationary' object is encrypted

for the specific machine therefor “bound” to it. * Objects may be classified in one sense based on
: 6
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Amendment
- U.S. Application No.: 09/164,777
whether the protection information is bound together with.the protected information” (Ginter,
col. 136, line 62).
Consequently,this method suffers from the deficiency that it is incompatible with free

*“out of channel” or “retail channel” distﬁ'bution. In the latter mode of operation, it is often
desired to broadcast a single version of the software to all the subscribers, rather than a machine
bound (and obviously different) version for each subscriber that is required by Ginter et al. In
other words, the “Stationary Object” aspect of Ginter has the shortcoming, among others, that it
cannot support a business model where the distributor doesn’t know the final target machine.
Therefore, the system and method will not be able to freely distribute the software, sﬁch as
happens in retail and software companies that ships millions of copies.

" Ginter itself acknowledges that the problem with “Stationary Objects” therefore suggests
a second method named “Traveling Objects” (col. 1:36, line 66 - col.137, line__3, and fig. 19). A
“Traveling Object” is an object that contains the information needed to use its coﬁten‘t:
“a container that is not bound by its control information to a specific VDE node but rather cmﬁes
sufficient control and permissions to permit its use, in a whole or in part, at any of several sites is
called a “Traveling Object” (Ginter, col. 136, line 66 - col. 137, line 3). A traveling object
allows shipping the content to unknown destinations by encrypting the content with the same key

| again and again. However, Ginter .uses an encryption technique in the “Traveling Object”

feature in which the key is incorporated in the distributed objects. Ginter acknowledge the

shortcomings of this solution to wit:

“In the case of a “traveling object”, content owners may distribute information
with some or all of the key blocks 810 included in the object 300 in which the
content is encapsulated. Putting keys in distributed objects 300 increases the
exposure to attempts to defeat security mechanisms by breaking or
cryptoanalyzing the encryption algorithm with which the private header is
protected (e.g., by determining the key for the header’s encryption). This breaking
of security would normally require considerable skill and time, but if broken, the

7

——_
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Amendmenf )
- U.S. Application No.: 09/164,777

algorithm and key could be published so as to allow large numbers of individuals

who possess objects that are protected with the same key(s) and algorithm(s) to
illegally use protected information. (Col. 139, lines 38 to 50).”

Ginter admits that this solution can thus be used only with limited type of software which

is not commercially valuable, to wit:

“As a result, placing keys in distributed objects 300 may be limited to content that
is either “time sensitive” (has reduced value after the passage of a certain period
of time), or which is somewhat limited in value, or where the commercial value of
placing keys in objects (for example convenience to end-users, lower cost of
eliminating the communication or other means for delivering keys and/or
permissions information and/or the ability to supporting objects going “out-of
channel™) exceeds the cost of vulnerability to sophisticated hackers. (Col. 139,
lines 50 to 59).”

The present invention differs from and overcomes the deficiencies associated with the
stationary object and traveling object methods described in Ginter et al. In the present inventioh,
a unique key is stored in the first non-volatile mgmory of the computer. A software program in
the volatile memory of the computer is sglected. A license record is extract;:d from the software
program and encrypted using the unique key stored in the computer (see new independent claim
20). Thus, the software program is not machine bound as is required by the stationery object
method, nor is the same key used over and over to encrypt the software as is the case with the
tfaveling object. In the present method, the verification structure is formed by using a unique
key for each computer and license record information in the software.

Moreover, in col. 70, line 23 — col. 71, line 25 AGinter et al. describe the architecture as
add-on hardware which is named “SPU”(col. 63, line 66 — col. 64, line 15). Col. 64, lines 16-21
explicitly detail the fact that the SPU is a hardware add-on, not part of the PC. In col. 70 Ginter
et al. describes the memory architecture for the SPU and uses terms taken from the PC

engineering world. However, this is not referring to those actual PC components which name is

used in their design.
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Amendment
U.S. Application No.: 09/164,777

In view of the above, it is clear that Ginter et al do not describe the step of setting up a
verification structure. The portions of Ginter et al. referred to by the Examiner all describe the
elements of the proprietary hardware of Ginter et al. These portions of Ginter et al. do not
describe setting the veriﬁcation structure in memory, they describe baéic functionality of a
common CPU that loads code to memory and executes it.

Furthermore, it is clear that Ginter et al. do not describe the step of verifying the program
using the verification structure. There is no mention whatsoever in Ginter et al. in col. 70, lines
23-53 and col. 63, line 67 - col. 64, line 15 referred to by th_e Examiner of a process where a
software program verifies its authenticity using a license (verification structure) stored in the
second volatile non-volatile memory. The functionality described in these portions of Ginter et
al. is the different functiohality that add~on hardware, referred to as SPU, can perform. There no
specific discussion as to how the functionality is performed and whether it is actually has
something to do with protecting software.

In contrast to Ginter et al., the present invention provides a‘ system and method whiqh not
only enables free distribution of the software (such as happens in retail stores, and software
cc;mpanies that ship millions of copies), that overcomes the problems with the stationary object
inv Ginter et al., but also does not suffer from the limitations of incorporating the key in the
distributed data as is the case with thé traveling object of Ginter et al. Moreover, the steps of
setting up a verification structure and using that structure for verification are clearly recited in
the rejected claims

For example, independent claim 1 recites a method of restricting software operation
within a license limitation. The method is useful for a computer including a first, non-erasable,
non-volatile memory area, a second, erasable, non-volatile memory area, and a volatile memory

area, The first non-volatile memory accommodates data that includes unique key. According to
9
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Amendment

U.S. Application No.: 09/164,777

the method of the invention, a program residing in the volatile memory is selected. A

verification structure is set up in the second non-volatile memory. The verification structure

accommodates data that include at least one license record. The program is verified using at

least the verification structure. Based on the verification, the program is acted on accordingly.
Additionally, new independent claim 20 recites additional features not discl(;sed in Ginter

etal. In claim 20, a method for restricting access to a software program is defined. The

method includes storing a pseudo-unique key in a first non-volatile memory area of a computer.

" A software program residing in a volatile memory area of the computer is selected. License

iﬁformation is extracted from the softwa;'e program. The license information is encrypted using
the pseudo-unique key. The encrypted pseudo-unique key is stored in a second non-volatile
memory area of the computer. The software program is verified using based on the encrypted
pseudo-unique key and the software program is acted on based on the verification.

Thus, in the method recited in claim 20, license information is :extracted from the
software program and encrypted using a key stored on the computer. Applicants review of the
cited references did not reveal any description of extracting information from a program,
encrypting the information using a key stored on the computer, and stofing the encrypted
information on the computer. There is no descfiption in the cited references of the steps of
“extracting license information from the software program” and “encrypﬁng the license

information using the pseudo-unique key” as is recited in new claim 22.

No claim recitation can be ignored in determining anticipation. See Pac-Tex, Inc. V.

Amerace Corp., 14 U.S.P.Q.2d 187, (Fed. Cir. 1990). Auticipation requires the disclosure, in a

prior art reference, of each and every recitation as set forth in the claims. See Titanium Metals

Corp. v. Banner, 227 U.S.P.Q. 773 (Fed. Cir. 1985), Orthokinetics, Inc. v. Safety Travel Chairs,

10

o

G
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Amendment .
U.S. Application No.: 09/164,777

Inc. 1 USP.Q2d 1081 (Fed Cir. 1986), and Akzo N.V. v. U.S. International Trade

Commissioner, 1 U.S.P.Q.2d 1241 (Fed. Cir. 1986).
There must be no difference between the claimed invention and reference disclosure for

an anticipation rejection under 35 U.S.C. 102. See Scripps Clinic and Research Foundation v.

Genentech, Inc., 18 U.S.P.Q.2d 1001 (CAFC, 1991) and Studiengesellschaft Kohle GmbH v.

Dart Industries, 220 U.S.P.Q. 841 (CAFC, 1984).

In view of the above discussion, it is clear that the cited reference does not teach each and
every element recited in the claims as required by 35 U.8.C. 102(e). Therefore, the withdrawal
of the rejection of claims 1-4, 6 énd 10-14 under 35 U.S.C. 102(e) is respectfully requested.

Claims 5 and 7-9 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
Ginter et al. in view of Goldman et al.

Claims 5 and 7-9 depend from independent claim 1 and would patentable for at least the
reasons discussed above regarding independent claim 1.

Goldman et al. do not supplement Ginter et al. to teach or suggest the features as recited
in the rejected claims. |

Claims 14 and 15 have been rejected under 35 U.S.C. 103(a) as being unpatentable over
.Ginté:r etalin \}iew of Goldman et al. ‘

'Clajms 14 and 15 have been canceled, rf:ndering this rejection moot.

In view of the above discussion, it is clear that the cited references, taken alone of in
combination, do not rénder the present invention _obvious. Therefore the withdraw of this
rejecﬁon is respectfully requested.

Attached hereto is a marked-up version of the changes made to the specification and

claims by the current amendment. The attached page is captioned “Version with markings to

N
: e
- ’i
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Amendment
U:S. Application No.: 09/164,777

In view of the foregoing, reconsideration and allowance of this application are believed in

order, and such action is earnestly solicited.

The Commissioner is authorized to charge any fee necessitated by this Amendment to our

Deposit Account No. 22-0261.

Respectfully submitted,

VENABLE, Attorneys at Law

() Mot

Robert Kinberg %,
Registration No. 26,924

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone 202-962-4800
Telefax 202-962-8300

RK/JAK/Irh

#289169
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Appl. No. 09/164,777

YERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE SPECIFICATION

Page 1, please rewrite paragraph 2 as follows:

Numerous methods have been devised for the identifying and resﬁ’ictihg of an
unauthorized software program’s operation. These methods have been primarily motivated by
the grand proliferation of illegally copied software, which is engulfing the marketplace. This

illegal copying represents billions of dollars in lost profits to commercial software developers.

Pagel, please rewrite paragraph 3 as follows:

Hardware based products have also been developed to validate authorized software usage
by accessing a donglevthat is coupled e.g. to the parallel port of the P.C. These units are
expensive, inconvenient, and not particularly suitable for sofiware that may be sold ny

downloading (e.g. over the internet).

Page 9, please rewrite paragraph 3 as follows:

The second non-volatile memory includes a license-record-area (9) e.g. for-the-containing
of which contains at least one encrypted license-record (e.g. three records 10-12). The volatile
memory accommodates a license program (16) having license record fields (13-15) appended

thereto. By way of example said fields stand for Application names (e.g. Lotus 123), Vendor

name (Lotus inc.), and ase~-number of licensed copies (1 for stand alone usage, >1 for number of

licensed users for a network application).

Page 9, please rewrite paragraph 4 as follows:
Those versed in the art will readily appreciate that the license record is not necessarily

bound to eentinues-continuous fields. In fact, the various license content components of the data

()
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Application No.: 09/164,777

record may be embedded in various locations in the application. Any component may, if desired,
be encrypted. ,

Page 9 and continuing on page 10, please rewrite paragraph 7 as follows:

The bureau forms the proposed license-record from the contents, encrypts (utilizing
predetermined encryption algorithm) the so formed license-record using the key (8), and
compares the so formed encrypted license-record with the license-record (10-12). The bureau
generates an overlay according to the result of the comparison indieation-indicating successful

compatison, non-ctitical failure comparison and the critical failure comparison.

- INTHE CLAIMS:
Please amended the claims as follows:
1. (Amended) A method of restricting software operation within a license

limitation-eomprisings-for use with a computer including heving-a first, non erasable, non-

volatile memory area, a second, non-erasable non-volatile memory area, and a volatile memory

area; the first non volatile memory accomodates data that includes unique key; the method
comprising the steps of:

selecting a program residing in the volatile memory.

setting up a verification structure in the second non-volatile memory memesies-, the

verfication structure accommodates data that includes at least one license record

verifying the program using at Jeast said verification structurethe-straeture, and

acting on the program according to the verification.

Please add the following new claims:
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Applicatior: No.: 09/164,777

16. (New) The method according to Claim 1, wherein the unique key includes

a pseudo-unigue key.

17. (New)‘ The method_according to Claim 1, wherein said step of setting up

a verification recotd, including the license record, includes encrypting a license record data in

said program using at least said key.

18. (New) The method according to Claim 1, wherein said step of verifying

the program includes decrypting the license record data accommodated in said second non

volatile memory using at least said unigue key.

19, - (New) The method according to Claim 1, wherein said step of verifying

the program includes encrypting the license record that is accommodated in said program using

at least said unique key.

20. (New) A method for restricting access to a software program, comprising:

storing a pseudo-unique key in a first non-volatile memory area of a computer;

selecting a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting the license information using the pseudo-unigue key; |
| storing the encrypted pseudo-unigue key in a sécond non-volatile memory area of the
computer; -
verifying the software program using based on the encrypted pseudo-unique key; and-

acting on the software program based on the verification. .

3
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§ Y % | UNITEDSTA  OEPARTMENT OF COMMERCE

o f Patent and Trademark Office

A o Address: COMMISSIONER OF PATENTS AND TRADEMARKS /
Siares o Washington, D.C. 20231 _ i

APPLICATIONNO.. | FILNGDATE | _FIRST NAMED INVENTOR - | ATTORNEY .DOCKET NO.

j [ ' EXAMINER ]

( TARTUNT | PAPER NUMBER 77

DATE MAILED: ~

Please find below and/or attached an Office communication concerning this application or
proceeding.

Commissioner of Patents and Trademarks

PTO-90C (Rev. 2/95). . 1- Fila Copy %

*U.S. GPO: 2000-473-000/44602
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Application No. Applicant(s) 1
09/164,777 MULLOR ET AL.
Office Action Summary Examinér AU
CalvinL Hewitt it 2161
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136 (a). In no event, however, may a reply be timely filed
after SIX (8} MONTHS from the mailing date of this communication.
- {fthe period for reply specﬂ'ed above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days wifl be considered timely.
~ I NO period for reply is spacified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the maifing date of this communication,
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. §133).
- Any reply received by the Office later than three months aﬂerthe mailing date of this communication, even if timely filed, may reduce any
earhed patent term adjustment. See 37 CFR 1.704(b).

Status
X Responsive to communication(s) filed on 21 May 2007 .
2a)X] This action is FINAL, . 2k This action is non-final,

3)[] since this application is in candition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parfe Quayle, 1935 C.D. 11,453 0.G. 213,

Disposition of Claims

4 Claim(s) is/are pending in the application.
4a) Of the abdve claim(s) is/are withdrawn from considefation.
5[] Claim(s) . Is/are allowed.
)X Claim(s) 1-13 and 16-20 is/are rejected.
7O Claim(s) _____is/are objected to.
8)[] Claims are subject to restriction and/or election requirement,
Application Papers '

9)[1 The specification is objected to by the Examiner.
10)[] The drawing(s) filed on is/are objected to by the Examiner.
11 The prbposed drawing correction filed on is: a)[] approved b)[] dlsapproved
12)[J The oath or declaration is objected to by the Examiner.

Priority under 35 U.S.C. § 119
13)Q Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
aXAll B[] Some* c)[] None of:
1.1X] Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

.3 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

14)[J Acknowledgement is made of a claim for domestic priority under 35 U.S.C. § 119(e).

Attachment(s)
15) [J Notice of References Cited (PTO-892) 18)[] Interview Summary (PTO-413) Paper Nofs). _
16) [ Notice of Draftsperson’s Patent Drawing Review (PTO-948) ) 19) L__I Notice of Informal Patent Application (PTO-152)
17) [] Information Disclosure Statement(s) (PTO-1448) Paper No(s) . 20) (] other:
U.S. Patent and Tradernark Office -
PTO-326 (Rev. 01-01) : Office Action Summary Part of Paper No. 7
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Application/Control Number: 09/164,777 ' - Page 2
Art Unit: 2161

Status of Claims

1. Claims 1-13 and 16-20 have been examined.

Response to Arguments and Amendment

2. The Applicants are of the opinion that the Ginter et al. reference is insufficient as
it is believed that it does not teach, “... setting up a verification structure and verifying
the program using the verification structure”. The Examiner will focus his comments to
-this matter as other comments regérding the intended use of the clajrn;d invention (e.g.
“stafionary object” vs, “travelling object”) do not result in a structural difference between
the claimed invention and the prior art. And, if the prior art structure is capable of
performing the intended use, then it meets the claim- See /n re Casey, 152 USPQ 235
(CCPA 1967) and In re Otto, 136 USPQV458, 459 (CCPA 1963). To this end, the:
Examiner would like to reiterate that Ginter et :?11. the systém of Ginter et al. supports,
“launchable content” (column/line 24/54-25/27) and maintains, and allows for evolving,
content and content control as it passes through a “chain of handling” (column/line
28/42-32/60).

Regarding verification structure, Ginter et al. create for each VDE object a

permission record (PERC) (column/line 93/5-94/4; column/line 155/38-159/12) that “...
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Application/Control Number: 09/164,777 Page 3
Art Unit: 2161

controls how access and/or manipulation permissions are distributed and/or how content
and/or other ir;formation may otherwise be used (column 155, lines 46-51). Ginter et al
teach that electronic appliances may include one or more SPUs (column 64, lines 1-4)
and may be a standardized feature on microprocessors (column 65, lineé 17-55). As
previously stated, the SPU contains, volatile and non-volatile memories (column/line
70/11-71/15; column/line 71/51-72/67). The SPU Internal ROM contains, “...kernel
programs, load modules and encryption key information [that] enable the control of
certain basic functions of the SPU” and ©... components that are at least in part
dependent on [device configuration] may be loaded in [ROM] along with additional load
modules that have been determined to be required for specific installations or applications
(column 70, lines 48-53). Further, Ginter et al. teach that SPU hardwe{re, provides at least
enough processing capabilities to support the secure parts of processing such as events
that generate a usage permission (figure 3; column 58, lines 22-49; column 60, lines 45-

. 55). Therefore, the Examiner regards the generation of usage permissions as basic to a
SPU, hence, the appropriate load modules would be present in the ROM or EEPROM
{column 70, lines 54-65) to allow for such minimum processing. Also, Ginter et al. teach
that content control information follows the content (e.g. PERC) therefore, it is inherent
that PERC-relevant data would be stored in non-\;olatile memory (relying on the standard
definition of “non-volatile” memory as memory that is maintained even when the power
is removed from the storage system). Finally, the Examiner takes issue with the

Applicant using EEPROM to store a license record including author name, program name
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Application/Control Number: 09/164,777 Page 4
Art Unit: 2161

and number of licensed users. The Applicant has not disclosed the necessary hardware to
allow a user to add, remove and modify a license record stored in an EEPROM.
EEPROM is read-only memory. Therefore the ability to update existing and add new

records to data stored in the EEPROM is contradictory.
Claim Rejections - 35 USC § 112

3. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as containing subject
matter which was not described in the specification in such a way as to reasonably
convey to one skilled in the relevant art that the inventor(s), at the time the_application
was filed, had possession of the claimed invention. The specification does not support'
the Applicants’ claim of using non-erasable, non-volatile memory being used to store
license records.

Claims 2-19 are also rejected as they depend from claim 1.

4, Cléim 1 is rejected under 35 U.S.C. 112, first paragraph, as containing subject
matter which was not described in the specification in such a way as to enable one skilled
in the art to which it pertains, or with which it is most nearly connected, to make and/or
use the -invention. The applicantA refers to secondary non-volatile storage as EEPROM
(Specification, page 8, lines 1 and 25-27). However, VEEPROMs require a special or

programmer voltage to program it, store 0’s and 1’s, are programmed at the factory and
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Application/Control Number; 09/164,777 Page 5
Art Unit; 2161

when erased all data is removed. The Applicants do not teach the device necessary to edit
an EEPROM nor have they made it clear to the Examiner how their system would be
implemented in light of the non-trivial processing required to write and erase its data.

Claims 2-19 are also rejected as they depend from claim 1.

5. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure
which is not enabling. A device to write to an EEPROM and a method taking into
account said device are critical or essential to the practice of the invention, but not
included in the claim(s) is not enabled by the disclosure. See In re Mayhew, 527
F.2d 1229, 188 USPQ 356 (CCPA 1976). The Applicants do not teach the device
necessary to edit an EEPROM nor have they made it clear to the Examiner how their
system would be implemented in light of the non-trivial processing required to write and
erase its data.

Claims 2-19 are also rejected as they depend from claim 1.

6. The following is a quotation of the second paragraph of 35 U.S.C. 112:

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

7. ‘While applicant may be his or her own lexicographer, a term in a claim may not
be given a meaning repugnant to the usual meaning of that term. See In re Hill, 161

F.2d 367, 73 USPQ 482 (CCPA 1947). The term “non-volatile” in claim 1 is used by
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Application/Control Number: 09/164,777 Page 6
Art Unit: 2161

the claim to exclude "hard disk," while it is accepted that a “hard disk” is “non-volatile”
as it does not lose data when the power is removed from it.

Claims 2-19 are also rejected as they depend from claim 1.

8. Claim 20 is rejected under 35 U.S.C. 112, second paragraph, as being incomplete
for omitting essential steps, such omission amounting to a gap between the steps. See

MPEP § 2172.01. The omitted steps are: the encrypting of the pseudo unique key.
Claim Rejections - 35 USC § 102

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C.. 102 that
form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the United
. States before the invention thereof by the applicant for patent, or on an international application by another who

has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention
thereof by the applicant for patent.

Claims 1-4, 6 and 10-13 are rejected _underﬂ35 US.C. 102(e) as being clearly anticipated
by Ginter et al. U.S. Patent No. 5,892,900.

As ;ﬁer claim 1,-Ginter et al. teach of a system and method for secure traﬁsactions
management and electronic rights protection that:

¢ restricts software operation within a license limitation (column 5, lines 29-41; column

6, lines 29-65; column 7, lines 45-57)
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o utilizesa C(;mputer that has a first non-volatile memory column/line 70/45-71-16;
colymn/line 71/52-72/67; column 231, lines 13-32; column 236, lines 43-53; column
240, lines 7-42; column 241, lines 19-30; column/line 245/55-246/24), a second non-
volatile memory area (column/line 70/45-71-16; column/line 71/52~72/67; column
231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241, lines
19-30; column/line 245/55-246/24) and a volatile memory area (column 71, lines 12-
25)

» provides a means of selecting a program residing in the volatile memory (column 71,
lines 25-27 and column 82, lines 12-52)

* sets up a verification structure in the non-volatile memories (column 70, lines 23-53
and colum/line 63/67-64/15)

¢ verifies the program using the structure (column 70, lines 23-53 and column/line
63/67-64/15)

e acts on the program according to the verification (column 70, lines 23-53 and

column/line 63/67-64/15).

As per claim 2, the method and system of Ginter et al. provide for a license
authorization bureau in the form of a VDE (virtual distribution environment) disfributor
and/or administrator (column/line 278/40 to 281/44).

As per claim 3, the method and system of Ginter et al. discloses a verification method

with a license authorization bureau that comprises of:
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Application/Control Number: 09/164,777 Page 8
Art Unit: 2161

' atwo-way data communication link between said bureau and end-user computer
(ﬁgurea77)
e amethod for establishing end-user rights (column/line 278/40 to 281/44)
"o data encryption using keys (column 281, lines 10-22)
e creating a license record from the selected program at the bureau (column 15,

lines 10-34; columa 71, lines 25-27, column 82, lines 12-52, column/line 278/40

10 281/44).

As per claim 4, the method and system of Ginter et al. also provides a means of
encrypting the license record for the selected program from the second volatile memory
(column/line 65/55 to 66/47).

As per claim 6, the method and system of Ginter et al. provides a means for
establishing a licensed software program. Where said program contains license record
data and is found in the volatile memory (column 71,.1ines 25-27, column 82, lines 12-52,
column/line 278/40 to‘ 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-
41).

As per claim 10, the method and system of Ginter et al. provide a means for
restricting a program’s operation with predetermined limitations if the authorization is
invalid (column 279, lines 21-32).

As per claim 11, the method and system of Ginter et al. provide fqr a ROM BIOS

(figure 69G and column 70, lines 39-53).
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Application/Control Number: 09/164,777 Page 9
Art Unit: 2161

10.

11.

As per claim 12, the method and system of Ginter et al. provide for an EEPROM
BIOS (figure 69G and column 70, lines 54-65).
As per claim 13, the method and System of Ginter et al. provide for volatile RAM

(column 71, lines 22-25).
Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(2) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are
such that the subject matter as a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
tnanner in which the invention was made.

Claims 5 and 7-9 and 16-20 are rejected under 35 U.S.C. 103(a) as béing
unpatentable over Ginter et al. U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and
6 above, and further in view of Goldman et al. 5,684,951,

As per claim 5 and 16-20, Gintér et al. disclose a verification structure. In
addition, Ginter et al. disclose a system and method for secure transaction management
and electronic rights protection utilizing encryption keys (column 15, lines 35-60;
column/line 45/3-46/26; column 49, lines 47-52; column 206, lines 57-65). Ginter et al.
also teach unique keys and storing keys in non-volatile mermory (colums/line 21/60-
22/25; column/line 70/45-71-16; column/line 71/52-72/67). However, Ginter et al. do not

disclose pseudo unique keys. Goldman et al. teach of a method and system for user
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authorization over a multi-user computer system. In said system, a user has valid id but
lacks an autho;ized means of access. In order to access the desired data, a user is sent a
pseudo unique key (abstract, lines 19-21) that is derived from a user id and the current IP
address. Therefore, it would have been obvious to a person of ordinary skill in the art of
encryption, to incorporate pseudo unique keys into the system of Ginter et al. By utilizing
such a method a valid user can be provided access to secured data without comprising the
security of the larger system. It would have also been obvious to encrypt communications _
using pseudo unique keys if less secure means of data exchangé was deemed appropriate.
As per claim 7, Ginter et al. teach of a method and system for electronic rights

“protection comprising of volatile memory, non-volatile memory, license records location
and licensed software programs (column 5, lines 29-41; column 6, lines 29-65; column
15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-
65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter
et al. also use encryption keys (colﬁmn 206, lines 57-65). However, Ginter et al. do not
make use of pseudo unique keys in their system. Goldman et al. teach of a method and
system for user authorization over a multi-user computer system through the use of
pseudp unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an
authorized means of access. In order to access the desired data, a user is sent a pseudo
unique key that is derived from a user id and the cufrent IP address. Therefore, it would
have been obvious to a person of ordinary skill iq the art of the time the invention was

_made to utilize pseudo unique keys in the system of Ginter et al.. By utilizing such a

ANC 114

IPR2021-01338 / ANCORA EX2011  ANCC000114


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


Application/Control Number: 09/164,777 Page 11
Art Unit: 2161

method a valid user can be provided access to secured data without comprising the
. security of the larger system.

As per claim 8, Ginter et al. disclose a method for authoring content that includes
encryption keys (column/line 282/ 33 to 283/34). Ginter et al. disclose a method for
selecting a licensed software program from the volatile memory to form a license record.
However, Ginter et al. do not use pseudo unique keys for purposes of encryption.
Goldman et al. teach of a method and systeni for user authorization over a
multi-user computer system through the use of pseudo unique keys (abstract, lines 19-
23). In said system, a user has valid id but lacks an aﬁthom’zed means of access. In order
to access the desired data, a user is sent a pseudo unigue key that is derivéd from a user id
and the current IP address. Therefore it would have been obvious to a.person of ordinary
skill in the art at the time the invention was made to use pseudo unique keys. By utilizing

“such a method a valid user can be provided access to secured data without comprising the
security of the larger system. In addition, it would have alsq been obvious to encrypt
communications using pseudo unique keys if less secure means of data exchange was

deemed appropriate.

As per claim 9, Ginter et al. teach of a system and method for encrypting and
decrypting of licensing related communications between end-user(s) and a license
authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et all
also teach of volatile and non-volatile memory areas uséd in conjunction with licensed

software programs (figure 8; column 15, lines 10-34; columns 70-72, column 82, lines
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12.

12—5?, R column/line-70/45-71-16; colummliﬁe 71/52-72/67; column 96, lines 37-41,
column 231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241,
lines 19-30; column/line 245/55-246/24; column/line 27 5/40-281/44). However, Ginter et
al. do not disclose pseudo unique keys. Goldman et al. provide for the use of pseudo
unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of
ordinary skill in the art at the time the invention was made, to incorporate pseudo unique
keys into the system of Ginter et al.. By utilizing such a method a valid uéer can be

provided access to secured data without comprising the security of the larger system.

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in

‘this Office action. Acoordingly, THIS ACTION IS MADE FINAL. See MPEP

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a). '

A shortened stafutory period for reply to this final action is set to expire THREE ‘
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the TﬁREE—MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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extension fee pufsuant to 37 CER 1.136(a) will be calculated from the mailing date of the

advisory, action. In no event, however, will the statutory period for reply expire later than

SIX MONTHS from the date of this final action.

3. The prior art made of record and not relied upon is considered pertinent to

applicant’s disclosure:

e Richardson, II teaches a system for software protection

14 Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Calvin Loyd Hewitt IT whose telephone number is (703)
305-0625. The examiner can normally be reached on Monday-Friday from 8:30 AM —-
5:00 PM.

If attempts to reach the examiner By telephone are unsuccessful, the examiner’s
supervisor, James P. Trammell, can be reached at (703) 305-9768.
Any response to this action should be mailed to”
Cémmissioner of Patents and Trademarks
Clo Technology Center 2700
Washington, D.C. 20231
or faxed to:
(703) 308-9051 (for formal communications intended for entry)

or.
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(703) 308-5397 (for informal or draft communications, please label
“PROPOSED” or “DRAFT”)

Hand-delivered responses should be brought to Crystal Park 11, 2121 Crystal Drive,

Arlington, VA, Sixth Floor (Receptionist).

Any inquiry of a general nature or relating to the status of this application should

be directed to the Group receptionist whose telephone number is (703) 305-3900.

IN

Calvin Loyd Hewitt II _ SUPER‘{:OH A T )
AR
June 21, 2001 - TECHNOLOGY CENTER 2700\

N
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: ‘&‘W% UNITER~~"ES DEPARTMENT OF COMMERCE
» i % Paterit; = fademark Office
. T ’ %@ < .AddPESS SAMISSIONER OF PATENTS AND TRADEMARK
‘ A ’ "Arss"(f.f
APPLICATION NUMBER FILINGDATE . ] 3 FlnsTNAMED'APeLIQANT ] ATTORNEY DOCKETNO. |

. ,Washlngl:,onv D.C. 20231
WWaife))

- : . : ] EXAMINER ]

f . aaronit ] papernumeeR |
2 i) g
DATEMAILED: = -

lN.TER_V'lEW'v_SUMMA,RY

- All pammpanls (appllcant appllcant’s representatxve PTO personnel)

Date of Interview - . k/e\,‘ol\

Type: 4 Telephonic [ Televideo Conterence [ Personal (copy is given to O applicant O applicant's representallve).

Exhibit shown or demonstration conducted: (JYes [INo If yes; brief description:

: Agreemenl ‘was reached. [Jwas not reached.

. Clalm(s) dlscussed (-

ldennflcallon of prior art discussed: _

: Descrlpllon of the general nature of whal was agreed to ifan agreement was reached or any other comments:

~ 1

’ \-A»-.& o \\. )

)

VIV S Re

3

{ Afuller description, if necessary, and a copy of the amendments, if avallable which the examiner agreed would render the elalms allowable

must be attached. -Also, where no copy of the amendments Wthh would render the claims allowable is available; a summary thereof must be
- attached.) .

O ttis nol necessary for applicant fo. provrde a separate record of the subslance of the interview.
Unless the paragraph above has been checked to indicate to the conlrary A FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION

IS NOT WAIVED AND MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP Saction 713.04). if a reply to the last Office

action has aré ready been filed, APPLICANT IS 'GIVEN ONE MONTH FROM THIS INTERVIEW DATE TO FILE A STATEMENT OF THE
SUBSTANCE OF THE INTERVIEW. .

Examiner Note: You must sign this form. unless it is an attachment to another form.
; poma ik

FORM PTOL-413 (REV, 2-98)
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)
Approved fu. =se through 10/31/2002. OMB 0651-0031

U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persans are required to respond to a collection of information unless it displays a valid OMB control number.

Attorney Docket No. 39636-176166 {

REQUE ST Application Number 09/164,777
FOR Filing Date October 1, 1998
NTINUED EXAMINATION (RCE)
TR A N S M ITT A L Examiner Name C. Hewitt, IT
- First N. d /i . Mull

Zbsection (b) of 35 U.S.C. § 132, effective on May 20, 2000, | o vamed lventor M. Mullor
provides for continued examination of an utility or plant "

application filed on or after June 8, 1995, Group Art Unit 2161

See Th i ! 1t P ion Act of 1999 (AIPA).

ee The American Inventors Protection Act o (AIPA) Attorney Docket Number 19636-176166

This is a Request for Continued Examination (RCE) under 37 C.F.R. § 1.114 of the above-identified application.

NOTE: 37 C.F.R. § 1.114 is effective on May 29, 2000. If the above-identified application was filed prior to May 29,
2000, applicant may wish to consider filing a continued prosecution application (CPA) under 37 C.F.R. § 1.563 (d}
(PTO/SB/29) instead of a RCE to be eligible for the patent term adjustment provisions of the AIPA. See Changes to
Application Examination and Provisional Application Practice, Interim Rule, 65 Fed. Reg. 14865 (Mar. 20, 2000), 1233 Off.
Gaz, Pat. Office 47 (Apr. 11, 2000), which established RCE practice.

L Submission required under 37 CFR. § 1.11.4 }
a.[]

i. [ Consider the amendment(s)/reply under 37 C.F.R. § 1. 116 prewously filed on
(Any unentered amendment(s) referred to above will be entered).
ii. [] Consider the arguments in the Appeal Brief o Reply Brief previously filed on
ii. ] other
b. Enclosed
i Amendment/Reply
ii - [ Afiidavit(syDedaration(s)
il Information Disclosure Statement (IDS)
iv. []Other

Previously submitted

2 ,
a.[] Suspension of action on the above-identified application is requested under 37 C.F.R. § 1.103(c) for
a period of months. (Period of suspension shal! not exceed 3 months; Fee under 37 C.F.R. § 1.17(i) required)
b. []- Other
3. The RCE fee under 37 C.F.R. § 1.17(e} is required by 37 C.F.R. § 1.114 when the RCE is filed.
a. X The Director is hereby authorized to charge the following fees, or credit any overpayments, to
Deposit Account No,22-0261
i RCE fee required under 37 C.F.R. § 1.17(e)
i, Extension of time fee (37 C.F.R. §§ 1.136 and 1.17)
ii. [ other
b. Xl Check in the amount of § 570.00 enclosed
c.[] Payment by credit card (Form PTO-2038 enclosed) .
SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED W
Name (Print /Type) Jeft‘n Al T;’(a}mnskl Registration No. (Attomey/Agent) 42,709
 Signaturs / /17 /M pate November 14, 2001
VENABLE W

P.0. Box 34385
Washington, DC 20043-9938

SEND Fees and Completed Forms to the following address: Commissioner for Patents, Box RCE, Washington, DC 20231.
PC Docs No. 331636

11/15/2001 EABUBAKL 00000001 09164777

01 FE:279

370.00 0P

LR M/g/z 1y 4

ﬂcf
&4 -Q
E

2132l

IPR2021-01338 /| ANCORA EX2011

ANCCO000120


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


‘ﬁ7§é%$%?g

PN Zd
THE UNITED STATES PATENT AND TRADEMARK OFFICE
e PATENT APPLICATION of
Miki MULLOR et al. ) Customer No.
> (AT
- i
)
Filed © October 1, 1998 ) PATENITRADRMARK ORFcE
For . METHOD OF RESTRICTING )
SOFTWARE OPERATION WITHIN )
A LICENSED LIMITATION )
. )
Group Art Unit  : 2161
Examiner ¢ J. Trammell
Atty. Dkt. . 39636-176166 4 5‘0@’

. - , : %, %, M,
Assistant Commissioner for Patents 400/ s &
Washington, D.C, 22031 .g,o < 9,

) 7
/)49/_
?;0
AMENDMENT 4

Sir:
REQUEST FOR EXTENSION OF TIME

Please extend the period for responding to the Office Action dated June 22, 2001 by two
months so that the due date expires November 22, 2001. The requisite extension fee of $200.00
under 37 C.F.R. 1.17 () (1) is attached. Shouldbno check be athi‘ghed, please charge our Deposit
Account 22-0261. Please also deduct any additional fees due or credit any overage to the same
account.

Responsive to the Office Action dated June 22, 2001, please amend the application as

12/14/2001 HerdRMWSD0000006 220261 09164777
01 FC:203 27.00 CH

11/15/2001 ERBUBAKL Q0000001 09164777
02 FC:216 200.00 0P

R
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Amendment -
U.S. Application No.: 09/164,777

IN THE CLAIMS:

Please amended the claims as follows:

1. (Twik:e Amended) A method of restricting software operation within a license
for use with a computer including an erasable, non-volatile memory area of a RBIOSi of the
com;;uter, and a volatile memory area; the method comprising the steps of:

selecting a program residing in the volatile memory,

using an agent to set uf%/eriﬁcation structure in the erasable, non-volatile memory of the
BIOS, the verification structure accommodating data that includes at least one license récord,

verifying the program using at least the verification structure from the erasable non-

volatile memory of the BIOS, and

acting on the program according to the verification.

3. (Amended) A method according to claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a
two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the bureau by encrypting parts of the
request-for-license using part of the identification as an encryption key; transferring, from the
bureau to the computer, the encrypted license-record; and storing the encryptgd license record in

the erasable non-volatile memory area of the BIOS.

4, (Amended) A method according to claim 2, wherein verifying the program
further comprises the steps of: establishing, between the computer and the bureau, a two-way

data-communications linkage; transferring, from the computer to the bureau, a request-for-
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" Amendment :

i

U.S. Application No.: 09/164,777

license verification including an identification of the computer, an encrypted license-record for
the selected program from the erasable, non-volatile memory area of the BIOS, and the
program’s license-record; enabling the comparing at the bureau; and transferring, from the

bureau to the computer, the result of the comparing.

5. (Amended): A method according to claim 3 wherein the identification of the

computer includes the unique key.

6. (Amended) - A method according to claim 1 wherein selecting a program
includesthe steps of: establishing a licensed-software-program in the volatile memory of the
computer wherein said license&—spftware;program includes contents used to form the license-
record.”

A .(Ameﬁdéd) A methodaccordlng to claim 6 whereinbusin'g :;inAage-nt ta set lip
the verification structure includes the steps of. establishing or certifying the existence of a
pséudo-unique key in a first non-volatile memory area of the computer; and establishing at least

one license-record location in the first nonvolatile memory area or in the erasable, non-volatile

memory area of the BIOS.

9. (Amended) A method according,fo claim 7 wherein verifying .the program
includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in the erasable, non-volatile memory

area of the BIOS, using the pseudo-unique key; and comparing the encrypted licenses-software- . ..

program’s license-record contents with the encrypted license-record in the erasable, non-volatile

19
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" Amendment
U.S. Application No.: 09/164,777

memory area of the BIOS, or comparing the license-software-program’s license-record contents

with the decrypted license-record in erasable non-volatile memory area of the BIOS.

Q777 10.  (Amended) A method according to claim 9 wherein acting on the program

s

includes the step: restricting the program’s operation with predetermined limitations if the
comparing yields non-unity or insufficiency.

i

11. (Amended) method according to claim 22 wherein the first non-volatile

emory area is a ROM section o

12. (Amended) A method asgording to claim 1 wherein the erasable, non-volatile

memory area is a E“PROM section of the BIO

N
S\E\?\ 16.  (Amended) e method of Claim 22, wherein the unique key includes a
Pseudo-unique key .

4 %

- . (Amended) The method according Claim 22, wherein the step of using the
qjv |

agent to set up the verification record, including the license record, includes encrypting a license
record data in the program using at least the unique key.
L D
I,é. (Amended) The method according to Claim 22, wherein the step of verifying
the program includes a decrypting the license record data accommodated in the erasable second

non-volatile memory area of the BIOS using at least the unique key.

kS

ANC 124

IPR2021-01338 / ANCORA EX2011  ANCC000124


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


" Amendment - -
U.S. Application No.: 09/164,777

7 /3
yé. (Amended) The method according to Claim %’é, wherein the step of verifying

the program includes encrypting the license record that is accommodated in the program using at

least the unique key.

20.  (Amended) )\method for accessing a software program using a pseudo-unique
key stored in a first non-erasable‘gon-volatile memory area of a computer, the first non-volatile
memory area being unable to be programmatically changed, the method, cbmprising:

loading a software program residing in a \‘/olatile memory area of the computer;

extracting license information frofg the software program;

encrypting license information usiyg the pseudo-unique key stored in the first non-
volatile memory érea;

storing the encrypting license informatipn in a second erasable, writable, non volatile

memory area of the BIOS of the computer;

subsequently verifying the software program based on the encrypted license information
stored in the second erasable, writable, non-volatile mem y area of the BIOS; and

acting on the software program based on the verificati

Please add the following new claims:

- / 72{ . (New) The method of claim }6, y(?nerein the verification comprises:
: (] extracting the license information from the sofiware program;
encrypting the license information using the pseudo-unique key stored in the first non-
volatile memory area of the computer to form second encrypted license information; and
5 é; ) | N
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U.8. Application No.: 09/164,777

comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory atea of the BIOS of the computer with the second encrypted license

information.

1%
%é. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer.
| S (4
%ﬁ. (New) The method according to claim /1/7 , wherein the verification comprises:
extracting the license record from the software program;
encrypting the licenée record using the unique key stored in the first non-volatile memory
area of the computer to form second encrypted license information; and
comparing the encrypted license infonnatioﬁ stored in the erasable, non-volatile memory

area of the BIOS of the computer with the second encrypted license information.

o’

1

pu—

)

e
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" Amendment
U.S. Application No.: 09/164,777

REMARKS

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been
added by this amendm;:nt. Each of the pending claims is believed to define an invention which
is novel and unobvious over the cited references. Favorable reconsideration of this case is
respectfully requested.

Applicant’s representative appreciates the Examiner’s courtesy in conducting a personnel
interview in this case. The claims have been amended as agreed upon during the interview and it
is respectfully submitted that this application is now in condition for allowance.

Specifically, claim 1 has been amended to recite that the verification structure is stored in
an erasable, non-volatile memory area of the BIOS. This claim ame;ndment overcomes the
rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action,
as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Finél Office
Action,

Claim 20 has been amended to correct the informality noted by the Examiner. In view of
these amendments, it is respectfully submitted that all pénding claims are now in all aspects in
compliance with 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph.
Therefore, the withdrawal of these rejections is respectﬁlliy requested.

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated
by US Patent No. 5,892,900 to Ginter et al.

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being

unpatentable over Ginter et al. in vie§v of U.S. Patent No. 5,684,951 to Goldman et al.
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7 Amendm'ent
U.S. Application No.: 09/164,777

Consequently, it is clear that the cited references do not anticipate or render the present
claims obvious. Therefore, the withdrawal of this rejection is respectfully requested.

As requested by the Examiner during the interview, a description of a specific
embodiment of the invention is attached hereto.

Attached hereto is a marked-up version of the changes made to the specification and
claims by the current amendment. The attached page is captioned “Version with markings to
show changes madg.”

In view of the foregding, reconsideration and allowance of this application are believed in
order, and such actiox_l is earnestly solicited.

The Commissioner is authorized to charge an‘y fee necessitated by this Amendment to our

Deposit Account No. 22-0261.
~ Respectfully submitted,

VENABLE, Attorneys at Law

by iroe

A. Kaminski

egistration No. 42,709

P.O. Box 34385

Washington, D.C. 20043-9998
Telephone202-962-4800
Telefax 202-962-8300

RK/JAK/Ith
#331676
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~ Appln. No.: 09/164,777

VERSION WITH MARKINGS TO SHOW CHANGES MADE

(Twice Amended) A method of restricting software operation within a license

area; 4

comprising the steps of:
selecting a program residing in the volatile memory,

using_an agent to setting up verification structure in the seeend-erasable, non-volatile

memory of the BIOS, the werfication-verification structure accommodatinges data that includes

at least one license record,

verifying the program using at least said-the verification structure from the erasable non-

_volatile memory of the BIOS, and

acting on the program according to the verification..

3. (Amended) A method according to ‘claim 2, wherein setting up a verification

structure further comprising the steps of: establishing, between the computer and the bureau, a .

two-way data-communications linkage; transferring, from the computer to the bureau, a request-
for-license including an identification of the computer and the license-record’s contents from the
selected program; forming an encrypted license-record at the burean By encrypting parts of the
request-for-license using part of the identification as the-an encryption key; and-transferring,

from the bureau to the computer, the encrypted license-record; and storing the encrypted license

record in the erasable non-volatile memory area of the BIOS.
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Appln. No.: 09/164,777

4, (Amended) A method according to claim 2, wherein verifying the program
further comprisesing the sfeps of: establishing, between the computer and the bureau, a two-way
data-communications linkage; transferring, from the computer to the bureau, a request-for-

license verification including an identification of the computer, the-an _encrypted license-record

for the selected program from the seeond-erasable, non-volatile memory_area of the BIOS, and
the leense-seftware-program’s license-record—eontents; enablihg the comparing at the bureau;

and transferring, from the bureau to the computer, the result of the comparing.

5. (Amended) A method according to claim 3 wherein the identification of the

computer includes the pseunde-unique key.

6. (Amended) A method according to claim 1 wherein selecting a progra.tﬂ
includes the steps of: establishing a licensed-software-program in the volatile memory of the

computer wherein said licensed-software-program includes contents used to form a-the license-

record.

7. (Aﬁended) A method according to claim 1-6 wherein using an agent to setting
up the verification structure includes the steps of: establishing or certifying the existence of a
pséudo-ﬁnique key in the-a first non-volatile memory area_of vthe computer; and establishing at
least one license-record location in the first er-the-secend-nonvolatile memory area_or in the

erasable, non-volatile memory area of the BIOS.

9. (Amended) A method according to claim 7+ wherein verifying the program

2
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‘Appln. No.: 09/164,777

includes the steps of: encrypting the licensed-software-program’s license-record contents from

the volatile memory area or decrypting the license-record in the first-erthe second-erasable, non-
volatile memory area_of the BIOS, using the pseudo-unique key; and comparing the encrypted

licenses-software-program’s license-record contents with the encrypted license-record in the fizst

or—the--second—crasable, non-volatile memory area_of the BIOS, or comparing the license-

software-program’s license-record contents with the decrypted license-record in the-fist-or-the,

second-erasable non-volatile memory area of the BIOS.

10.  (Amended) A method according to claim 9+ wherein acting on the program
includes the step: restricting the program’s operation with predetermined limitations if the

comparing yields non-unity or insufficiency.

11.  (Amended) A method according to claim 221 wherein the first non-volatile

memory area is a ROM section of a BIOS. -

12. (Amended) A method according to claim 1 wherein the seeend-erasable, non-

* volatile memory area is a EZPROM section of athe BIOS.

16. (Amended) The method of Claim 22}, wherein the unique key includes a

pseudo-unique key:

17. (Amended) The method according Claim 224, wherein saié-the step of using
the agent to setting up a-the verification record, including the license record, includes encrypting

a license record data in said-the program using at least said-the unique key.

3
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Appln. No.: 097164,777

18. (Amended) The method according to Claim 221, wherein said-the step of
verifying the program includes a decrypﬁng the license record data accommodated in said-the

erasable second non--volatile memory area of the BIOS using at least said-the unique key.

19. (Amended) The method according to Claim 22%, wherein said-the step of
verifying the program includes encrypting the license record that is accommodated in satd-the

program using at least said-the unique key.

20. (Amended) A method for restrieting-accessing to-a software program_using a

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first nori-volatile memory area being unable to be programmatically changed, the method,

comprising:

———seleeting-loading a software program residing in a volatile memory area of the computer;

extracting license information from the software program;

encrypting license information using the pseudo-unique key_stored in the first non-

volatile memory area;

storing the encrypting pseude-unique—key license information in a second erasable,

writable, non volatile memory area of the BIOS of the computer;

subsequently verifying the software program usits—based on the encrypted_license

information stored in the second erasable, writable. non-volatile memory area of the BIOS

pseudo-unique-key; and

acting on the software program based on the verification.
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- Appln. No.: 09/164,777

Please add the following new claims:

21, (New) The method of claim 20, wherein the verification comprises:

extracting the license information from the software program;

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and

comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license

22. (New) The method of claim 1, wherein a unique key isv stored in a first non-

volatile memory area of the computer,

23. (New) The method according to claim 17, wherein the verification comprises:

extracting the license record from the software program.

encrypting the license record using the unique key stored in the first non-volatile memory

area of the computer to form second encrypted license information: and

comparing the encrypted license information stored in the erasable. non-volatile memory

area of the BIOS of the computer with the second encrypted license information.

s
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\ IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

ﬁ %Miki MULLOR et al. Art Unit: 2161

%
By 14 2001 %
- HAppl. No: 09/164,777 Examiner: J. Trammell
% TpapptSS
Filed: October 1, 1998 Atty. Docket No: 39636-176166

For: METHOD OF RESTRICTING | Customer No:
* SOFTWARE OPERATION WITHIN ISR

A LICENSED LIMITATION 26694
’ PATENT TRADEMARK QOFFICE &@
4, C
' D %, 0 &,
Information Disclosure Statement Under 37 C.F.R. § 1.97(c) /,’»40 7 /2‘(\
. %,, ¢, “O
Y
Assistant Commissioner for Patents : '/'Qoo 800/ :
Washington, D.C. 20231 v _ (N
0
.. (7]
Sir:

This is an Information Disclosure Statement submitted under 37 C.FR. § 1.97 within
the time specified under 37 CF.R. § 1.97(c)(2).

In order to comply with applicant’s duty of disclosure under 37 C.F.R. § 1.56, the U.S.
Patent and Trademark Office is notified of the documents which are listed on the attached
Form PTO-1449 and which the Examiner may deem relevant to patentability of the claims of
the above-identified application. One copy of each of fhe listed documents is submitted
herewith.

The instant Information Disclosure Statement is being a first Office action on the
merits, after filing a request for continued examination. Accordingly, pursuant to 37 C.F.R.
§1.97(b)(2), no fee is due.

In view of the above, no further translation or statement of relevance is required, and

as all requirements of 37 C.F.R. § 1.97 and all official guide lines pertaining to Information
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Information Disclosure Statement
U.S. Appln. No.: 09/164,777

Disclosure Statements have been complied with, and it is therefore respectfully requested that

the Examiner consider the documents and make them of record.

If no check is attached, please charge any necessary fee or credit any overpayment in
connection with this Information Disclosure Statement to Deposit Account No, 22-0261.

Respectfully submitted,

e 114/ %////M%

1 A. Kaminski
Registration No, 42,709
- VENABLE
P.O. Box 34385
Washington, D.C. 20043-9998

Telephone: (202) 962-4800

Telefax: (202) 962-8300
#331700 ’
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Application No. ' Applicant(s)

09/164,777 MULLOR ET AL.
Office Action Summary Examiner T AT URKE

Calvin L Hewitt II 2161

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply-

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DATE OF THIS COMMUNICATION.
- Extensions of time may be available under the provisions of 37 CFR 1,136(a). In no event, howsver, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30} days will be considered fimely.
1f NO period for reply is specified above, the maximum statutory period will apply and will expire $iX (6) MONTHS from the mailing date of this communication.
Failure to reply within the set or extended period for reply will, by statule, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
sarned patent ferm adjustment. See 37 CFR 1.704(b).

Status

)X Responsive to communication(s) filed on 14 November 2001 .
2a)[_] This action is FINAL. 2b)X  This action is non-final.

)]  since this applicatidn is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims §
AR claim(s) 1—=23 is/are pending in the application.
4a) Of the above claim(s)
5[ claim(s) is/are allowed.
6)X] Claim(s) 1-23 isfare rejected.
7] Claim(s) _____ is/are objected to.
8)[1 Claim(s)
Application Papers

is/are withdrawn from consideration.

are subject to restriction and/or election requirement.

9)] The specification is objected to by the Examiner.
10)[_] The drawing(s) filed on is/are. a)[] accepted or b)[_] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
11)[]] The proposed drawing correction filed on is: a)[] approved b)[_] disapproved by the Examiner.
If approVed, corrected drawings are required in reply to this Office action.
121 The oath or declaration is objected to by the Examiner.
Priority under 35 U.S.C. §§ 119 and 120

13)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
a)[(JAll b)[] Some*c)[] None of: '
1.0 Certified copies of the priority documents have been received.
2[] Certified copies of the priority documents have been received in Application No.

3.[J Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)). _
* See the attached detailed Office action for a list of the certified copies not received.

14)[_] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application).

a) [ The translation of the foreign language provisional application has been received.
15)] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121.
Attachment(s)

1) I Notice of References Cited (PTO-892) 4[] Interview Summary (PTO-413) Paper Na(s). .
2) D Notice of Draftsperson’s Patent Drawing Review (PT0-948) 5) |:| Notice of Informal Patent Application (PTO-152)
3) [X] information Disclosure Statement(s) (PTO-1449) Paper No(s) 11 . 6) ] other:

U.S. Patentand Trademark Office
PTO-326 (Rev. 04-01)

Office Action Summary Part of Paper No. 12 ~
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Application/Control Number; 09/164,777 : Page 2
Art Unit: 2161

Status of Claims
1. Claims 1-23 have been examined.
Claim Rejections - 35 USC § 112

2. The following is a quetation of the first paragraph of 35 U.S.C. 112

The specification shall contain a written description of the invention, and of the manner and process of
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall
set forth the best mode contemplated by the inventor of carrying out his invention.

3. Claims 11, 12, 15 and 16 are rejected under 35 U.S.C. 112, first
parag'raph, as containing subject matter which was not described in the
specification in such a way as to enable one skilled in the art to which it pertains,
or with which it is most nearly connected, to make and/or use the invention.

Claims 11, 12 and 15 ére rejected as flash memory is a type of EEPROM.
Flash memory can be used as a computer BIOS. Therefore,» a computer BIOS
would not contain an EEPROM and/or ROM section,

Claim 16 is rejected because a key cannot be simultaneously “unique” and

“pseudo-unique”.
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Application/Control Number; 09/164,777 Page 3
Art Unit: 2161 '

4, The following is a quotation of the second paragraph of 35 U.S.C. 112:

.The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

5, Claims 20 and 21 are rejected under 35 U.S.C. 112, second paragraph, as
being indefinite for failing to particularly point out and distinctly claim the subject
matter which applicaﬁt regards as the invention.

Claim 20 recites, “loading a software program residing in volatile memory
area of the computer”. This limitation would not be clear to one of ordinary skill as
the software would have to be loaded a priori in order to reside in volatile
memory.

Claim 21 is rejected because it depends from claim 20.
Claim Rejections - 35 USC § 103

6. The following is a quotation of 36 U.S.C. 103(a) which forms the basis for
alt obviousness rejectiohs set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the

invention was marde to a person having ordinary' skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made. '
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Application/Control Number: 09/164,777 Page 4

Art Unit: 2161

7. Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being

unpatentable over Misra et al., U.S. Patent No. 6,189,146, Goldman et al., U.S.

Patent No. 5,684,951. and Ewertz et al., U.S. Patent No. 5,479,639.

Misra et al. teach a system and method for software licensing that

comprises:

selecting a pragram from volatile memory (figure 2)

using data stored in various memory locations to implement th'e
system (figure 2; column 5, lines 2-67)

using an agent to set up a verification structure in computer
memory where structure data includes a license record (column 4,
lines 14-20 and 49-67; column 11, lines 45-59; co.Iurhn 12, lines 8-
31) '

verifying and acting on the program according to the verification
structure (e.g. software license) (column/line 13/65-14/53;
column/line 14/54-17/40)

a Iicen.sing authentication buréau in a two-way connection with a
computer that handles requests for licenses (where license data
includes computer identification and license record contents),
encrypts a request for license (e.g. license) using computer
identification, performs license validation and transfers a license to

a computer (figures 1 and 3-8; column 86, lines 50-64; column 9,
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e Tlines 40-50; colurﬁnlline 11/60-12/27; column/line 13/65-14/52;
column 15, lines 37-49)

e alicense that contains prédetermined information (column 10, lines
60-67; column 11, lines 1-24)

o storing a license record in non-volatile memory (column 12, lines 8-
27)

e comparing licenses to determinie validity and restricting the
program’s operations if a license is determined to be invalid
(column 14, lines 30-51)

. enéryption using an identification of a computer that is a unique key

(column 15, lines 37-49)

Regarding the storage of encryptgd licenses, Misra et al. teach licenses
that are encrypted using a unique key as they are placed in storage (column 8,
lines 35-52). Therefore, it would have been obvious to one of ordinary skill of the
art to allow user nodes to store licenses in encrypted form for additional security.
In add-ition, as Misra et al. implement their system using various computer-
system memory such as RAM (e.g. volétile), ROM (which houses a BIOS),
portable and hard disk memory (column 5, lines 37-67) it would have been .
obvious to perform encryption processes using the appropriate memory given the

characteristics of the target system (figures 1 and 2). Misra et al. also teach
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encryption keys and programs (“agent”) used in the license collation process that
_belbng to various parties (column 8, lines 35-52; column 15, fines 37-54).
Therefore, it would have been obvious Ato one of ordinary skill of the art to store
these keys in non~yolatile memory as these keys are used to sécurely
communicate between and identify parties, as well as access encrypted data.
Misra et al., however, do not teach pseudo-unique keys nor constructing
license records within a computer BIOS. Goldman et al. teach pseudo-uniqﬁe
keys (abstract) while, Ewertz et al. teach of expanding BIOS memory to store
identification and/or configuration data such as software licenses (column 3, lines
15-40; column/line 11/3-12/14). Therefore, it would have been obvious for one of
ordinary skill of the art to combine the teachings of Misra et al., Goldman et al.
and Ewertz et al.. Recall, Ewertz et al. teach of expanding non-volatile memory
(e.g. BIOS) (639, column 3, lines 15-40) for maintaining data such as software
licenses. Hence, it would have been obvious to one of ordinary skill to use the
BIOS to store licenses in the Misra et al. system as they teach of users storing
license data in persistént- non-volatile storage (146, column 12, lines 8-27). Also
pseudo unigue keys can be issued, on a temporary basis (say), ('951, abstract),
to encrypt licenses (146, column 13, lines 42-48). This allows a client to access

secured data without comprising the security of the larger system.
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Conclusion

8. The prior art made of record and not relied upon is considered pertinent to,
applicant's disclosure:

« Edenson et al. teach a system for protecting copyrighted program
material using a BIOS

¢ Fette et al. teach a programmable radio and operating software in
accordance with a license |

« Steinberg et al. teach software branding

¢ Smith et al. teach a system for distributing, registering and purchasing

software over a network using an agent program embedded in each

software application

9. Any inquiry concerning this communication or earlier communications from
the Examiner should be directed to Calvin Loyd Hewitt 1l whose telephone
number is (703) 308-8057. The Examiner can normélly be reached on Monday-
Friday from 8:30 AM-5:00 PM.

If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner’s supervisor, James P. Trammell, can be reached at (703) 305-9768.
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Any response to this action should be mailed to:
Commissioner of Patents and Trademarks
c/fo Technology Center 2100
Waéhington, D.C. 20231
- orfaxedto: |
(763) 746-7239 (for formal communications intended for entry),
(703) 746-7238 (for after-final communications),
or:
(703) 746-7240 (for informal or draft communications, please label
“PROPQSED” or “DRAFT") |
Hand-delivered responses should be brought to Crystal Park I, 2121
' Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this application
should be directed to the Group receptionist Whose telephone number is (703)

305-3900.

Calvin Loyd Hewit If Pﬁmﬂfy Eyaminer
January 7, 2002
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Atty. Dkt 1 39636-17G166

Assistant Commissioner for Patents
- Washington, D.C. 22031

AMENDMENT
Sir:

Responsive to the Office Action dated January 15, 2002, please amend the application as
follows:

IN THE CLAIMS: -

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.

Please arriended the claims as follows:

Q/\ e ]Ié (Amended)  The method of Claim 1, wherein 2 pseudo-imique key is stoted in
N the non-volatile memory of the BIOS.

X
=

5

(Amendedy A method for accessing an application software program using a

Received from < 202 962 8300 > at 243102 3:38:28 PM [Eastern Stanvdard Time]
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Amendment
U.8. Application No.: 09/164,777

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the

first non-volatile memory area beixig'unable: to -be programmatically changed, the method,

comprising:
Q}g‘ : 1oading the application software program residing in a non-volatile memory area of the
b L computer; :
%5'0 . p ‘6\ A .

:Iacﬁng license information from T.'he. soﬁwa;r; pIo gran\z,

encrypting lcense informationn using the pseudo-unique key stored in the first non-
volatile memoty ares;

storing the chcrypﬁng license information in a second erasable, writable, non-volatile
memory area of the BIOS of the computer;

s;ubsequenﬂy verifying the application software program based on the encrypted license
information stored in the second erasable, writable, non-volatile memory area of the BIOS; and

acting on the application software program based on the verification.

REMARKS

Claims 1-10, 13 and 16-23 are now pending-in this application. Each of the pending
claims is believed to define an invention which is novel and unobvions over the cited references.
Favorable reconsideration of this case is respectfully requested.

Claims 16 and 20 have been amended to correct the informalities noted by the Exawminer.

Claims 11, 12, 14 and 15 have been canceled. In view of these amendments, it is-tespectfully

\

submitted that all pending claims are now in all aspects in compliance with 35 U.S.C. 112,

second paragraph. Therefore, the withdrawal of this rejection is respectfully requested.

T T~

Reseved fom <2029%2 IO SIS ARN BT a

> —
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Amendment
U.S. Application No.: 09/164,777 ]

Claims 1-23 have been rejected ﬁnder 35 U.8.C. 103(z) as being unpatentable over Misra
et al. in view of U.S. Patent No. 5,684,951 to Goldmsn et al. and U.S. Patent No. 5,479,639
Ewertz st al.

The cited references do not render the present invention obvions a: they do not teach or
suggest, among other things, stoting a. verification structure, such as a software license
infottnation, in the BIOS of a qompute: as is recited in the present claims.

Misra et al. is cited as the primaty reference against the present claims. Misra relates to a
system and method for enforcing software licenses. The system of Mism generates unique
identifiers for servers and clients, col 12, lines 41-42. The client system ID 142 is a unigue
identifier for the ciient computer, col 12, lines 50-51. The client system IDs can be based on
information collected‘ from, a computer’s hardware and installed software. For example, hard disk
volume numbers, re.gistered software, video cards, and some microprocessors contain unique
identifiers. This information can be cémbined to upiguely identify a particular PC. Thus, the
client system D of Misra, is similar to the psendo-imigne key recited m claims 1 and 20.

Miéra also describes a license ID, which is a unique identifier assigned to a software

‘ license when the software license is issued to a client devics, col. 11, lines 9-12. The license ID
may be a digital certificate indicating the right to use the particular software at issue, col. 10;
lines 60-67. The license TD of Mista is similar ;co the verification structure and license
information recited in claims 1 and 20, respectively.

Misra fails to teach using the BIOS of a computer to store the license ID, as noted in
Section 7, Page 6 of the Office Action. Ewe_rtz 15 cited as supplementing Misra to teach this
feature. However, the license information described in Ewertz has a different meaning and a
different function from the license information described in Misra. Therefore, a combination of

these references would not result in the claimed invent; on, as is discussed in detsil below.
3

Recelved from < 202 962 8300 > at 415102 3:38:28 PM [Eastem Standard Time] T
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Amendment
U.S. Application No.: 09/164,777

In Ewertz, a “software license number” is described as one type of identification
information, col: 3, lines 20-22. This identification information may also include an Ethernet
address or system serial numbers, col 3, lines 20-22. The identification information is a uniqﬁc
jdentification value stored in a non-writable, non-erasable area of the BIOS during manufacture.
The identification information uniquely identifies a particular computer. Therefore, according to
Ewertz a “software license number™ is ope of a type of staﬁé data structures identifying a specific
computer and the static data structure is stored such that it caonot be modified. Accordingly, the
sofiware license number of Bwertz is simply identification for the operating system of a
partiendar computer.

For example, col. 2, lines 47-49 of Ewertz disclose that the memory storing the
identification information may be electronically locked to prevent erasure or modification of its
contents once installed. Moreover, in teaching a preferred embodiment, col. 11, line 23 - col. 12,.
line 14 of Ewertz describe that several types of ideﬁtiﬁcation information must be retained for
individual computer systems. One type of identification number, as mentioned above, is an
Ethernet address. The Ethernet address is stored in a protected area 306 in static page 2 of the

. flash memory of Ewertz and cannot be erased or altered once the device is installed. Thus the
identification number cannot be des'troye‘d‘ Ewertz also teaches other computer system
identification numbers, such as unique serial number, printed board assembly (PBA) numbers or
operating system license numbers may be stored in the locked memory.

Consequently, Ewertz teaches storing identification information for the computer in a

" non-writable, non—efasable non-volatile memory. This identification information of Ewertz
cotresponds to the pseudo-unique key stored in the first non-erasable, non-volatile memory 8s
recited in cléims 1 and 20 and does not correspond to the Yicense information recited in these

claims. The identification information of Ewertz is a static data stmeture, like the system ID of
4

. Receiverom <202 962 00 t 2502 3:36:28 P Easterm Sandard T C
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Amendment
U.8. Application No.: 09/164,777

Misra, that uniquely identifies a computer and simply does not correspond the license 1D of
Misra or the license information of the present invention as defined by claims 1 and 20.

From the above discussion, it is clear that the “sofiware license number” according to
Ewertz is equivalent in definition and function to Misra’s system ID. Therefore, even if Misra is ‘
combined with Ewertz, this combination does not result in the present imvention. The proposed
combination results in the systemn ID of Mista being stored in the BIOS, not the verification
structure or license information being stored in the BIOS as is required by the present claims.

Furthermore, there is no suggestion or motivation to combine Misra and Ewertz in the
manner suggested in the Office Action. BIOS is a configuration utility. Software license
management applications, such as the one of the present inmﬁom are operating system (O8)
level programs. Therefore, BIOS programs and software licensing management applications do
not ordinarily interact or commuicate becanse when BIOS is running, the computer isina
configuration mode, hence OS is not running, Thus, BIOS and OS level programs are normally v
mutually exclusive.

Ewertz teaches that writing to the BIOS area is petformed by the BIOS routines:

“Referring to Fig. 8, processing logic for updating the flagh memors»
device with configuration data, such as EISA information, is

illustrated. .. The processing logic shown in Fig. 8 resides in the system
BIOS of the preferred embodiment” Col 10, lines 20-28

- Misra teaches a licensing system that is OS level based:
“The license generator 26, license server 28 and intermediate server 32
are preferably implemented as computer servers, such as Windows NT

servers that nm Windows NT server aperating systems from Microsoft
corporation or UNIX-based servers” Col 5, lines 3-7

Thus, the systems deseribed in Misra and Ewertz are an OS program and a BIOS
progiam, respectively, that ca.uﬂot rum at the same time. Therefore, thete is no teaching or
suggestion to combine these programs. In fact such a combination would change the operation

5
Received from < 202 962 8300 > at 213102 3:36.28 PM [Eastem Standard Time)
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U.S. Application No.: 09/164,777

of the programs, which is an indicia of non-obviousness, see MPEP Sec. 2141.03 and related
case law.

Morteover, the present invention proceeds against conventional wisdom in the art. Using
BIOS to store application data such as that stored jo Misra’s local cache for licenses is not
obvious. The BIOS area is not considered a storage area for compmter applications. An ordinary
skilled artisan wowld not consider the BIOS as a storage mediwm to preserve application data for
at least two reasons.

First, OS does not support this functionality and is not recognized as a hardware device
like other peripherals. Every OS provides a set of application program interfaces (AFIs) for
applications o access storage devices such as hard drives, temovable devices, etc. An ordinary
petson skilled in the art makes use of OS features to write date to storage mediums. There is no
O support whatsoever to write data to the system BIOS. Therefore, an ordinary person skilled
in the art would not consider the BIOS as a possible storage medium. Furﬂneﬁncﬁe, it is common
that all peripheral devices in the PC are listed and recognized by the OS except for the BIOS. -
This supports the fact that the BIOS is not considered a peripheral device. Accordingly, an
ordinary person skilled in the art would not consider the BIOS for any operation, including
writing to the BIOS,

Second, no file system is assdciatcd with the BIOS. Every writable device connected to

the PC is associated with an OS file system to amrange and manape data structores. An example

for such a file system would be FAT, FAT32, NTFS, HPFS, ete. that suggests writing data to the

writable device, No such file system is associated with the BIOS. This is further evidence that

OS evel application programmers world not consider the BIOS as a storage medium for license
data.

Received from < 202 962 8300 > at 2/3/02 3:38:28 PM [Eastern Standard Time]
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Additionally, Misra teaches away from using the BIOS as a storage area by making a

statement about client computers that do not have a persistent non-volatile area.

“The license cache 136 is kept in persisted (non-volatile) storage. Clients
that do not have persistent storage can be issucd licenses as long as they
can generate a unique client ID and can respond to the client platform
challenge protocol” (Misra, Col. 12, lines 15-18)

Since all computers must have a BIOS, it is clear Misra teaches away from using the

BIOS as a local storage area for licenses.

Goldman et al. do not supplement Misra and Ewertz to teach or suggest the present

invention.

Thus, in view of the above discussion, it is clear that the cited references, taken alone or
in any combination, do not fairly teach or suggest the present imvention. Therefore the
withdrawal of this rejection is respectfully requested. Favorable reconsidemﬁ;n of this case and
early issuance of a Notice of Allowance is respeetfully requested

Attached hereto is a marked-up version of the changes made to the specification and

-claims by the current amendment. The attached page is captioned “Version with markings to
show changes made.”

In view of the foregoing, reconsideration and allowance of this application are believed in

order, and such action is eatnestly solicited.
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VENABLE ' doog

The Commissioner is authorized to charge any fee necessitated by this Amendment to our

Deposit Account No. 22-0261,

RK/JAK/Irh
#347353

Recelved from < 202962 B300> at 2502 3:36:28 Y {Eéstem Standard Time]

‘Respectfully submitted,

inberg
Registration No. 26,924
Jeffri A. Kaminski
Registration No. 42, 709
P.O. Box 34385
‘Washington, D.C. 20043-5993
Telephone 202-962-4800
Telefax 202-962-8300
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U.S. Appln. No.: 09/164,777

VERSION WITH MARKINGS TO SHOW CHANGES MADE

IN THE CLAIMS: |

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry at a later date.

Please amended the claims as follows:

16. (Amcﬁded) The method of Claim 221, wherein the—a pseudo-umique key

includes-w-pseudo-unigue-key is stored in the non-volatile memory of the BIOS,

20. (Amended) A method for accessing an application software program using a

psendo-unique key stored in a first non-erasable non-volatile memory area of a computer, the
first mon-volatile memory area being unable to be programmatically changed, the method,
comprising:

loading thea application_software program residing in a pon-volatile memory area of the
computer; '

extracting license information from the software program;

enerypting license information using the psendo-unique key stored in the first non-
volatile memory area; ‘

storing the encrypting —license information in a ‘second erasable, writable, nen

, volatilenon-volatile memory area of the BIOS of the computer;

subsequently verifying the application software program based on the encrypted license

information stored in the second erasable, writable, non-volatile memory area of the BIQS; and

acting on the application software program based on the verification.

Recelved {rom < 202 962 8300 > at 25102 3:38:28 PM [Eastem Standard Time]
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Application No. Applicant(s}
. o 09/164,777 MULLOR ET AL.
Notice of Allowability Examiner Arf Unit
Calvin L Hewitt I 2161

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this appiication. [f not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
This communication is responsive to 2-5-02.
The allowed claim(s) is/are 1-10,13 and 16-23.
The drawings filed on are accepted by the Examiner.
Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-{d) or ().
a)X Al by[dSome* <¢)[]None ofthe:

1. X Certified copies of the priority documents have been received.

2. [] Certified copies of the priority documents have been received in Application No.

B
KOXX

3. [] Copies of the certified copies of the priority dociments have been received in this nationat stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:
5. [} Acknowledgment is made of a ctaim for domestic priority under 35 U.S.C. § 119(e) {to a provisional application).
{a) (] The transiation of the foreign language provisional application has been received.
8. [ ] Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121,

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements noted
below. Failure to timely comply will result in ABANDONMENT of this application. THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

7. A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S'/AMENDMENT or NOT!CE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

8. [[] CORRECTED DRAWINGS must be submitted.
(a)[d including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [J to Paper No. ____.
(b} including changes required by the proposed drawing correction filed , which has been approved by the Examiner,
(c)O including changes required by the attached Examiner's Amendment / Comment or in the Office action of Paper No.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the top margin (not the back)
of each sheet. The drawings should be filed as a separate paper with a transmittal letter addressed to the Official Draftsperson.

9. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1[X] Notice of References Cited (PTO-892)

3] Notice of Draftperson's Patent Drawing Review (PTO-948)
5[ Information Disclosure Statements (PTO-1449), Paper No. 11.
71 Examiner's Comment Regarding Requirement for Deposit

2[C] Notice of Informal Patent Application (PTO-152)
4[X interview Summary (PTO-413), Paper No.14 .
81X Examiner's Amendment/Comment

8K Examiner's Statement of Reasons for Afowance

of Biological Material 9] Other
U.S. Patent and Trademark pﬂicg . - v
PTO-37 (Rev. 04-01) Notice of Allowability Part of Paper No. 14 @
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Application/Control Number: 09/164,777 Page 2 >
Art Unit: 2161 '
Status of Claims
1. Claims 1-10, 13, and 16-23 have been examined.
Examiner’s Amendment
2. An examiner’s amendment to the record appears below. Should the

changes and/or additions be unacceptable to applicant, an amendment may be

filed as provided by 37 CFR 1.312. To ensure consideration of such an

amendment, it MUST be submi{téd' no later than the payment of the issue fee,
Authorization for this examiner's amendment was given in a telephone

interview with Jeffri Kaminski on 19 February 2002.

The appii?i’gon has been amended as follows;
In-claim 1, line 2, replace “(BIOS)” with BIOS.

In claim 4ne 3, replace “... computer, _ and" with “... computer, and”

.

NG i - T
7 \O\ _ n claim 20\"using an agent to perform the following steps”! has been_|

insertec;i"in line 6, as the second limitation after “loading the application...”

and before “éxt?acting license information...”, detailing that the steps of

=D | D

" "ANC 160

IPR2021-01338 / ANCORA EX2011  ANCC000160


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


Application/Control Number: 09/164,777 Page 3
Art Unit: 2161

“encrypting...”, "storing...”, and “subsequently verifying...” are performed

| by the agent. This does not apply, however, to the “acting...” limitation.

Reasons for Allowance

4, Claims 1-10, 13, and 16-192 have been alibwed. The instant application
teaches a method for restricting software use by storing a verification structure in
a computer BIOS.

It is well known to those of ordinary skill in the art of software licensing to
monitor the usé of software using special code that enforces the preferénces of
the software provider (e.g. creator, distributor, or service provider), or 'provider
and end-user, by restricting the manner in which an end-user can manipulate
(e.g. print, save, redistribute, customize) the software. For example, Ginter et al.
(US 5,892,900) implement their software distribution system by dynamically
linking a verification structure, such as a PERC or permission record, to software
content that dynamically control how the sbftware, and its associated
administrative data, may be distributed and used (column 155, lines 46-51).
Misra et al. (US 6,189,146) disclose a method for licensing software that uses
agents to manage software licenses, and stores the licenses in persistent non-

volatile storage (column 12, lines 8-31). Neither reference teaches utilizing BIOS

D
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Application/Control Number: 09/164,777 ‘Page 4
Art Unit: 2161

as the non-vélatile means for storing a licensed software verification structure.
Ewertz et al. (US 5,479,639) teach the use of B[OS memory for storing

licensing numbers. Hence, it appears initially, that to one of ordinary skill of the
art, the combination of Ewertz et al. with either Ginter et al. and/or Misra et al.,
would render the present invention obvious. However, the key distinction
between the present invention and the closest prior art, is that the Misra et al.,
and Ginter et al. systems and the Ewertz et al. system run at the opérating
system level and BIOS level, respectively. More specifically, the closest prior art
systems, singly or collectively, do not teach licensed programs running at the OS
level interacting with a program verification structure stored in the BIOS to verify
the program using the verification structure and having a user act on the program
according to the verification. Further, it is well known to those of ordinary skill of
the art that a computer BIOS is not setup to manage a software license |
verification structure. The present invention overcomes this difficuity by using an
agent to set up a verification structure in the erasable, non-volatile memory of the

BIOS.

Claims 20-23 have been allowed. The instant application teaches a

method for restricting software use by storing license information in a computer

BIOS.

IPR2021-01338 /| ANCORA EX2011
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Application/Contro[- Number: 09/164,777 Page 5
Art Unit: 2161

Ginter et al. (US 5,892,900) implement their software Adistribution system
by encrypting (column/line 65/55-66/47) software control information (e.g. PERC)
and linking control information, to software content that dynamically manages
how the software, and its associated administrative data, may be distribu{ed and
used (column 155, lines 46-51). Misra et al. (US 6,189,146) disclose a method
for licensing éoftware that stores licenses in persistent non-volatile storage
(column 12, lines 8-31). Neither reference teaches utilizing BIOS as the non-
volatile means for storing licensing data. Ewertz et al. (US 5,479,639) teach the
use of BIOS memory for storing licensing numbers. Hence, it appears initially,
that to one of ordinary skill of the art, the combination of Ewertz 'et al. with either
Ginter et al. and/or Misra et al., v.vou.ld render the present.invention obvious.
However, a key distinction between the present invention and the closest jorior
art, is that the Misra et al., and Ginter et al. systems and the Ewertz et al. system
run at the operating system level and BIOS level, respectively. More specifically,
the closest prior art systems, singly or collectively, do not teach extracting
licensing information from a software progre;m, encrypting the information and
storing it in the BIOS. Further, it is well known to those of ordinary skill of the art
that a computer BIOS is not setup to store ficense information. The present -
invention overcomes this difficulty by utilizing an agent to verify the applicationv
software program using the license information stored in the eraséble, writable,
non-volatile memory of the BIOS.

-
\\\
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Application/Control Number: 09/164,777

Page 6
Art Unit: 2161

Any comments considered necessary by Applicant must be submitted no
later that the payment of the .issue fee and, to avoid processing delays, should
preferably accompany the issue fee. Such submissions should be clearly labeled

“Comments on Statement of Reasons for Alfowance.”

Conclusion

7. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure:
» Infoworld magazine evaluates desktop management software
¢ Saito et al. disclose a method for automatic license monitoring
8.

Any inquiry concerning this cdmmunication or earlier communications from
the Examiner should be directed to Calvin Loyd Hewitt It whose telephone

number is (703) 308-8057. The Examiner can normally be reached on Monday-

Friday from 8:30 AM-5:00 PM.
If attempts to reach the Examiner by telephone are unsuccessful, the

Examiner’s supervisor, James P. Trammell, can be reached at (703) 305-9768.

Any response to this action should be mailed to:

e

1

ANC 164 .
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Application/Control Number: 09/164,777 Page 7
Art Unit: 2161

Commissioner of Patents and Trademarks
\c/o Technology Center 2100
Washington, D.C. 20231
or faxed to:
{703) 746-7239 (for formal communications intended for entry),.

(703) 746-7238 (for after-final communications),

or: _
(703) 746-7240 (for informal or draft communications, please label
“PROPOSED” or "DRAFT")
Hand-delivered responses' should be brought to Crystal Park I, 2121
Crystal Drive, Arlington, VA, Sixth Floor (Receptionist).
Any inquiry of a general nature or relating to the status of this applicat}ion

should be directed to the Group receptionist whose telephone number is (703)

305-3900.

Calvin Loyd Hewitt |i

HyGing-

February 20, 2002 Primary Examincy

——

D
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Application No. Applicant(s) 1
. 09/164,777 MULLOR ET AL.
Interview Summary Examiner Art Unit
Calvin L Hewitt i 2161

All participants (applicant, applicant’s representative, PTO personnel):

(1) Calvin L Hewitt i ) G .
(2) Jeffri A. Kaminski. 4) .

Date of interview: 19 February 2002 .

Type: a)[X] Telephonic h)[] Video Conference :
o)l Personal [copy given to: 1)[] applicant 2)[_] applicant’s representative]

Exhibit shown or demonstration conducted: d)[_] Yes e)[] No.
If Yes, brief description:

Claim(s) discussed: 1 and 20 .

Identification of prior art discussed:

Agreement with respect to the claims )l was reached.. g)[_] was not reached. h)[_] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Claim 20 was amended to add the limitation of "an agent to perform the following
steps” . ’ . - )

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

DB It is not necessary for applicant to provide a separate record of the substance of the interview(if box is
checked). )

Unless {he paragraph above has been checked, THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION
MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office
action has already been filed, APPLICANT IS GIVEN ONE MONTH FROM THIS INTERVIEW DATE TO FILE A

STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview requirements on
reverse side or on attached sheet.

Examiner Note: You must sign this form unless it is'an
Attachment to a signed Office action.

Examiner’s signature, if required

U.S. Patent and Trademark Office

PTO-413 (Rev. 03- 88) Interview Summary Paper No. 14,

ANC 166 -

IPR2021-01338 / ANCORA EX2011  ANCC000166


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


Summary of Record of Interview Requirements

Manual of Patent ining Pr {MPEP), tion 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephane interview with regard to an application must be made of record in the
application whether of not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations {CFR) § 1.133 Interviews

Paragraph (b)
In every i where ideration is requested in view of an inferview with an , a complete written st; t of the d at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessny for reply to Office aclion as specified in §§ 1.411,1.135. (35U.5.C. 132)

37 CFR §1.2 Business to be transacted in writing.

All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of appficants or their attorneys or agents at the Patent and
Trademnark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in-an Examiners Amendment, no separate interview Sumtnary Record Is required.

The Interview Summary Form shalt be given an appropriate Paper No., placed in the right hand portion of the file, and fisted on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an aliowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—~ Name of applicant

— Name of examiner

- Date of interview

~ Type of interview (telephonic, video-conference, or personal)

— Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- AnIndication whether or not an exhibit was shown or a demonstration conducted

— Anidentification of the specific prior art discussed

— Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary,

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case
unless both applicant and examiner agree that the examiner will record same. Where the examiner agrees to record the substance of the interview,
or when it is adequately recorded on the Form or in an attachment to the Form, the examiner should check the appropriate box at the bottom of the
Form which informs the applicant that the submission of a separate record of the substance of the interview as a supplement to the Form is not
required.

It should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the

interview unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required befow concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable itemns:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an Iidentification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of @ substantive nature discussed, uniess these are already described on the

- Interview Summary Form completed by the Examiner, )

6) a brief identification of the general thrust of the principal arguments presented to the examiner,
{The identification of arguments need not be lengthy or efaborate. A verbatim or highly detaifed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by
the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. if the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Aceuracy

If the claims are ailowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the
statement attributed to him or her. if the record is complete and accurate, the examiner should p!ace the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner's initials.

2 ' .
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Attachment for PTO-948 (Rev. 03/01, or earlier)
6/18/01

The belov& text réplaces the pre-printed.text under the heading,
“Information on How to Effect Drawing Changes,” on the back
of the PTO-948 (Rev. 03/01, or earlier) form.

INFORMATION ON HOW TO EFFECT DRAWING CHANGES

1. Correction of Informalities -- 37 CFR 1.85

New corrected drawings must be filed with the changes incerporated therein
Identifying indicia, if provided, should include the title ot the invention,
inventor's name, and application number, or docket number (if any) if an
application number has not been assigned to the application If this information 1s
provided, it must be placed on the front of each sheet and centered within the top
margin. [f corrected drawings are required in a Notice of Allowability (PTOL-
37), the new drawings MUST be filed within the THREE MONTH shortened
statutory period set for reply in the Notice of Allowability. Extensions.of time
may NOT be obtained under the provisions of 37 CFR 1.136(a) or (b) for filing
the corrected drawings after the mailing of a Notice of Allowability The

drawings should be filed as a separate paper with a transmittal letter addressed to
the Official Draftsperson

2. Corrections other than Informalities Noted by Draftsperson on form PTO-
948.

All changes to the drawings, other than informalities noted by the Drattsperson.
MUST be made in the same manner as above except that. normally, a highlighted
(preferably red ink) sketch of the changes to be incorporated into the new
drawings MUST be approved by the examiner before the application will be
allowed No changes will be permitted to be made, other than correction of’
informalities, unless the examiner has approved the proposed changes

Timing of Corrections

Applicant is required to submit the drawing corrections within the

ume period set in the attached Office communication. See 37 CFR
1.85(a). :

Failure to take corrective acuon within the set period will result in
ABANDONMENT of the application

06/01/01
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Application/Contral No. ‘ Applicant(sy/Patent Under
Reexamination
09/164,777 MULLOR ET AL.
Notice of References Cited Exariner - A UnE
Calvin L. Hewitt I 2161 Page 1 of 1
U.S. PATENT DOCUMENTS
* Cuuntr?%%%f—iﬁm’tmzﬁg Caode MMtz\a/t\?YY Name Classification
A | US- .
B | US-
c | US-
D | US-
E | USs-
F | US-
G | Us-
H | US-
I} USs-
J | us-
K | US-
L | US-
M | US-
FOREIGN PATENT DOCUMENTS
* cgumsg‘;ﬂmﬁbﬁﬂ',zﬁg Code MMD-\a(t\?YY Country Name . Classification
1N JP-408266906-A 11-1996 Japan Saito et al. GOBF 9/06
Q
P
Q
R
8
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U { Dornbusch et al., Destop management software: ne need to adjust your set., Infoworld, v17, n37, p60
A
W
X
{copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(2)-)
ates in MM-YYYY format are publication dates. Classifications may be US ar foreign.
. Patent and Trademark Office )
TO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 14
7 ANC 169
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademnrk Office
Address: COMMISSIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20231
Www.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

) 7590 03/28/2002
SPENCER AND FRANK | EXAMINER 1
SUITE 300 EAST . HEWITT II, CALVINL
1100 NEW YORK AVENUE NW
WASHINGTON, DC 200053955 [ ARTUNIT [ cLasssuciass |
2161 705-059000
DATE MAILED: 03/28/2002
I APPLICATION NO. I FILING DATE l FIRST NAMED INVENTOR ' TATTOR.N'EY DOCKET NO, ! CONFIRMATION NO, I
09/164,777 10/01/1998 MIKI MULLOR REINC4237.01 7068 )

TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION

l TOTAL CLAIMS [ APPLN.TYPE | sMaLLENTITY | 1SSUE FEE | PUBLICATION FEE L'IOTALFF.E(S)DUE | DATEDUE
19 nonprovisional. YES $640 50 $640 06/28/2002

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY
PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151, THE ISSUE FEE DUE INDICATED ABOVE REFLECTS A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR AN EQUIVALENT)

MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL BE REGARDED AS
ABANDONED.

HOW TO REPLY TO THIS NOTICE:

1. Review the SMALL ENTITY status shown above. If the SMALL If the SMALL ENTITY is shown as NO:
ENTITY is shown as YES, verify your current SMALL ENTITY
status: .

A, If the status is changed, pay the PUBLICATION FEE (if required) | A. Pay TOTAL FEE(S) DUE shown above, or
and twice the amount of the ISSUE FEE shown above and notify the
United States Patent and Trademark Office of the change in status, or

B. If the status is the same, pay the TOTAL FEE(S) DUE shown B. If applicant claimed SMALL ENTITY status before, or is now
above. claiming SMALL ENTITY status, check the box below and enclose
' the PUBLICATION FEE and 1/2 the ISSUE FEE shown above.

O Applicant claims SMALL ENTITY status.
See 37 CFR 1.27.

II. PART B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B - Fee(s) Transmittal should be
completed and an extra copy of the form should be submitted.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Box ISSUE FEE unless advised to the contrary. ’

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. ) . Q/
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PART B - FEE(S) TRANSMITTAL

Complete and mail this form, together with applicable fee(s), to:

Box ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C. 20231

MAILING INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION EEE (f required). Blocks T through 4 should be completed

where appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed fo the current corres)

ondence address as
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re application of: Allowed: March 28, 2002 /
Miki Mullor
) Art Unit: 2161
Appl. No. 09/164,777 Examiner: C. Hewitt II

Confirmation No. 7068

Filed: October 1, 1998 Atty. Docket No. 39636-176166 (formerly - |
REINC4237.01)
: D OF RESTRICTING Customer No.
T SORTWARE OPERATION NI
WITHIN A LICENSE _ 26694
LIMITATION

PATENT TRADEMARK OFFICE

Submission Of Formal Drawings

Assistant Comumissioner for Patents
Washington, D.C. 20231

Sir:
Submitted herewith are two (2) sheets of formal drawing containing Figures 1-2.

Respectfully submitted,

Date: l/?/ A4 /&J/ %/’ / /Wja

Kaminski
Registration No. 42,709
VENABLE
P.O. Box 34385
Washington, D.C. 20043-9998

Telephone: (202) 962-4800

Telefax: (202) 962-8300
#357455v3
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Hardware Stamping“"I |

Technology Overview
White Paper |

Version 1.0

Author: Miki Mullor, CTO

Published: September, 2001
Exhibit A
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Complying with all applicable copyright laws is the
responsibility of the reader. Without limiting the rights
under copyright, no part of this document may be
reproduced, stored in or introduced into a retrieval system,
or transmitted in any form or by any means (electronic,
mechanical, photocopying, recording, or otherwise), or for
any purpose, without the express written permission of
Beeble, Inc.

Beeble may have patents, patent applications, trademarks,
copyrights, or other intellectual property rights covering
subject matter in this document. Except as expressly
provided in any written license agreement from Beeble, the
Sfurnishing of this document does not give you any license to
these patents, trademarks, copyrights, or other intellectual
properiy.

© 2001 Beeble, Inc. All rights reserved. -

The names of actual compantes and products mentioned
herein may be the trademarks of their respective owners.
Beeble, Inc., 22 Parthenia, Irvine, CA 92606 USA

09/2001

© 2001 Copyright Beeble, Inc. -Confidential- - Page 2 of 9
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Hardware Stamping™

Hardware Stamping is & method of binding a software product with a specific
computer. The act of stamping is achieved by writing BXL licenses to non-
volatile memory chips (EEPROM) present in PCs. More specifically, Beeble
writes BXL licenses to the PC’s BIOS EEPROM. EEPROMs are electronic chips
that can hold data with no dependency on electric current. EEPROMs do not

have mechanical parts in them and are considered an extremely reliable method of
storage. Writing to EEPROMS can be accomplished through software; therefore
Beeble does not require any additional hardware to be added to the PC.

BIOS EEPROM provide a stable, predicted environment for holding BXL

- licenses. Unlike disk drives, access to the BIOS is limited and not supported in
operating systems. In order for a user to access the BIOS EEPROM proprietary
software would need to be developed, since this type of software is not
commercially available.

Beeble accesses its BXL licenses from the BIOS EEPROM through direct
memory read and write operations, therefore it is untraceable. Other software
licensing systems, which rely on standard OS IO support to access licensing
information, can be easily traced by means the OS provides.

Access to the BIOS EEPROM (where BXL licenses are stored) is not trivial,
requires thought and effort: therefore it is possible to assume that any
modifications made to BXL licenses that are not performed by Beeble are of
malicious in nature. Detecting differences between Beeble’s records of installed
licenses and actual licenses present on the PC can identify illegal tampering with
Beeble’s licenses installed and prove fraud. Beeble’s ability to detect fraud is a
key component in deterring potential hackers from tampering with the Beeble
system. _

Hardware stamping is patent pending in the US.

© 2001 Copyright Beeble, Inc. -Confidential- Page 4 of 9
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bZEbles

Beeble Client Architecture

Beeble Client Side component include a Kernel mode windows driver, and a

contro!l panel applet.

License Manager

Confrol Pane!
Applet

Beebie Protocol
Manger

Beeble Kernel-mode Driver

Beeble File
System

=

Decryptar

BXL
Executor

Figure 2: Beeble Client Architecture

© 2001 Copyright Beeble, Inc.

-Confidential-

Page 50of9
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>
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beebles |

Beeble License Manager

Beeble License Manager is a windows control panel applet that allows users to
self manage Beeble licenses installed on their machine. The license manager is
one focal point from which from users can purchase software, rent applications,
manage licenses (transfer, return), deploy corporate licenses, etc,

Beeblizer Version 1.0

]

beebler

Urlicensed

Unlicensed

Unficensed

e MicrosnftExcel Unlicensed
‘ Scribble Unlicensed

Licenses

Unlicensed

. : Unlicensed
Beebhzed : Q Real Movie Player Unlicensed

License D Quicktime Unlicensed
tisting

Figure 3: Beeble License Manager

The Beeble License Manager manages all Beeblized applications installed on the
PC, of all vendors using Beeble, simplifying the end-user’s experience. The
Beeble Licensing Manager will be installed during the installation of any
Beeblized application on the targeted PC.

The control panel applet (pictured above) is responsible for installation and
removal of Beeble licenses. This installation and removal requires

© 2001 Copyright Beeble, Inc. -Confidential- Page 6 of 9
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communications to Beeble’s license server. Beeble client communicates to the
license server using HTTP protocol over the Internet, secured with SSL. This
standard communication method allows Beeble interoperability with different
kinds of Firewalls. Beeble uses Window’s standard components (WinInet) to
handle HTTP communications to the license server; hence no changes to the OS
configuration are required. The Beeble Protocol (BP) defines the language used
to communicate messages between the user and Client-License server.

Kernel mode Driver

Beeble’s core ;cechnolo gy is implemented in a Kernel mode driver. A driver-level
implementation allows Beeble direct access to BIOS EEPROM needed to store
licenses and maximum control on Beeblized applications.

The driver is responsible for maintaining Beeble licenses in the EEPROM. This is
achieved by a “Beeble File System” component. This component is responsible
for locating space to store Beeble licenses in the BIOS EEPROM and executing
the proper instruction set for writing data to the Flash chip.

Accomplishing this challenging task is two-fold:
1. DataLocation

The BIOS is-a central part of the PC. In order to ensure integrity of the Beeble
licenses, Beeble File System component must ensure no other process ’
overwrites Beeble’s data. Also, each BIOS’ memory map is different in its
structure hence it is impossible to assume that specific available memory
locations in one PC’s BIOS will be available in another’s.

The solution to this problem is to utilize a BIOS feature called DMI' (stands
for Desktop Management Interface), also known as SMBIOS. DMI is an
industry standard for management of PC hardware configuration and has been
adopted and deployed in PCs for over 10 years. The DMI stores system
configuration data in the BIOS EEPROM in a form of linked data structures.
DMI specifications allow the addition of custom structures. Beeble stores data
in the BIOS by creating a new custom DM structure and writing it to the end

! SMBIOS Réference Specification, Version 2.2, 16 March 1998, page 25 (http://www.dmtf.org)

© 2001 Copyright Beeble, Inc. -Confidential- Page 7 of 9
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of the existing DMI structure table. Beeble ensures compatibility with BIOS
memory map and achieves integrity for its data for the data is written in an
area pre-allocated by the BIOS manufacturer for DMI data and by disguising
Beeble data as legitimate DMI data.

2. EEPROM Writing

Beeble will attempt to write license data by utilizing the DMI Function 52h%,
which is designed to write DMI structures to EEPROM. If BIOS
manufactures do not support DMI function 52h, then Beeble will write to a
EEPROM generically. Beeble’s File System incorporates a driver that
contains a library of different EEPROM chips and proper instructions set to
write to different chip manufacturers. If the Beeble driver does not recognize
the EEPROM, the Beeble driver will attempt to download a new driver from
the Beeble License server.

The driver also encapsulated BXL elements implementation; during run-time, the
driver will execute BXL tokens according to their definition in the BXL license
for that specific application.

The driver is also responsible to compute BXL code segment entry point from the
license and place the proper APC call to the entry point.

The driver’s memory footprint is estimated at about S0KB. The drive’s impact on
the CPU cycles is minimal and negligible.

2 SMBIOS Reference Specifications, Version 2.2, 16 March 1998, page 11
(htttp://www.dmtf.org)

© 2001 Copyright Beeble, Inc. -Confidential- Page 8 of 9
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Summary

Beeble is a next generation sofiware licensing technology that delivers a
technological breakthrough over other software licensing technologies. Beeble
focuses on addressing the needs and requirements of large software companies
with a large customer base and a variety of distribution channels.

Beeble’s highlight features include:

»  Simplicity, End-user friendly -

Designed with large software companies’ needs in mind,
Beeble supports all real life scenarios that end-users
encounter (license transferring, PC upgrades, software
returns, etc.) while maximizing protection of intellectual
property. Beeble is an easy to use system designed to
reduce support calls and maximize market potential for
software companies.

= Security, Fraud detection capabilities -

» Flexibility -

Beeble’s security features are comprised of several lines of
defense to protect intellectual property and deter hackers
from attacking the system. Beeble is the first software
licensing system which provides detection capabilities of
system integrity infringement.

Compatible with any sales model (Rent, Volume Licensing,
OEM bundling, Retail, etc.) and any distribution media
(CDROM, Floppy, DVD, ESD, etc.)

= Stability, Reliable -

= Low-cost -

The system is designed for a high tolerance level of PC
environment changes including hard drive failure, hardware
configuration changes, virus attacks etc.

Beeble is a software product with no production costs
associated with it.

»  Compatibility -

Beeble is compatible with all Intel x86 based PCs
manufactured since the early 90°s.

© 2001 Copyright Beeble, Inc.

-Confidential- Page 9 of 9
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Family Bibliographic and Legal Status

Familyl

2 records in the family.

11.124571D0 19981206

(ENG) Method of restricting software operation within a licensed
limitation

Assignee: MIKI MULLOR

Application No: IL 12457198 A

Filing Date: 19980521

Issue/Publication Date: 19981206

Abstract: NotAvailable

Priority Data: IL 12457198 19980521 A P;
IPC (International Class): GO6FA

[ no drawing available]

Legal Status: There is no Legal Status information available for this patent

US6411941B1 20020625

(ENG) Method of restricting software operation within a license
limitation

Assignee: BEEBLEINC US

Inventor(s): MULLORMIKI IL ; VALIKOJULIAN IL
Application No: US 16477798 A

Filing Date: 19981001

Issue/Publication Date: 20020625

] st NON-VOLATILE
MEMORY

(O}

2nd NON-VOLATLE
MEMORY

(s)

jt KeY (8)] UCENCE RECORDS {lo) ) (2) |
VOLATILE MEMORY (8}
LICENSE PROGRAM 3
o o
-
@ %

LICENSE BUREAU  (7)

Abstract: (ENG) A method of restricting software operation within a license limitation that is applicable for a
computer having a first non- volatile memory area, a second non-volatile memory area, and a volatile
memory area. The method includes the steps of selecting a program residing in the volatile memory,
setting up a verification structure in the non-volatile memories, verifying the program using the
structure, and acting on the program according to the verification.

Priority Data: IL 12457198 19980521 A;

IPC (International Class): GO6F01760

ECLA (European Class): GO06F02100N7P5

US Class: 705059; 705050, 705051; 705053; 705057
Agent(s): Venable; Kinberg Robert; Kaminski Jeffri A.
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Family Bibliographic and Legal Status 2

Examiner Primary: Sough, Hyung-Sub
Examiner Assistant: Hewitt, CalvinL

Assignments Reported to USPTO:
ReelV/Frame: 09510/0320 Date Signed: 19980828 Date Recorded: 19981001
Assignee: M.Y.P.D. TECHNOLOGIES LTD., C/O KEREN- SCHECHTER LAW FIRM 21 HAR SINAI
STREET TEL-AVIV 65816 ISRAEL

Assignor: MULLOR, MIKI

Corres. Addr: VENABLE ROBERT KINBERG SUITE 300 EAST 1100 NEW YORK AVENUE, N.-W,
WASHINGTON, D.C. 20005-3955
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILLS) .

Reel/Frame: 12617/0830 Date Signed: 20020221 Date Recorded: 20020227

Assignee: BEEBLE, INC. P.O. BOX 4066 NEWPORT BEACH CALIFORNIA 92661

Assignor: M.Y.P.D. TECHNOLOGIES, INC.

Corres. Addr: VENABLE JEFFRI A. KAMINSKI P.O. BOX 34385 WASHINGTON, D.C. 20043-9998
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS).
Reel/Frame: 12882/0558 Date Signed: 20020221 Date Recorded: 20020509

Assignee: BEEBLE, INC. PO BOX 4066 NEWPORT BEACH CALIFORNIA 92661

Assignor: M. Y.P.D. TECHNOLOGIES, LTD.

Corres. Addr: VENABLE PO BOX 34385 WASHINGTON, D.C. 20043- 9998
Brief: REQUEST FOR CORRECTION TO CORRECT THE ASSIGNOR"S NAME PREVIOUSLY
RECORDED AT REEL 012617, FRAME 0830

Reel/Frame: 15494/0243 Date Signed: 20041220 Date Recorded: 20041221
Assignee: ANCORA TECHNOLOGIES INC. 3972 BARRANCA PKWY, SUITE J458 IRVINE
CALIFORNIA 92606

Assignor: BEEBLE, INC.

Corres. Addr: ROBERT KINBERG 575 7TH STREET NW WASHINGTON, DC 20004
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILLS).

Legal Status:
Date +/- Code Description
20020227 AS ASSIGNMENT New owner name: BEEBLE, INC. P.O. BOX 4066

NEWPORT BEACH CALIFORNI; : ASSIGNMENT OF
ASSIGNORS INTEREST;ASSIGNOR:M.Y.P.D.
TECHNOLOGIES, INC.;REEL/FRAME:012617/0830; Effective
date: 20020221,

20020227 AS ASSIGNMENT New owner name: BEEBLE, INC. P.O. BOX
4066NEWPORT BEACH, CALIFORNI; : ASSIGNMENT OF
ASSIGNORS INTEREST;ASSIGNOR:M.Y.P.D.
TECHNOLOGIES, INC. /AR;REEL/FRAME:012617/0830;
Effective date: 20020221,

20020509 AS ASSIGNMENT New owner name: BEEBLE, INC. PO BOX 4066
NEWPORT BEACH-CALIFORNIA; : REQUEST FOR
CORRECTION TO CORRECT THE ASSIGNOR'S NAME
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Family Bibliographic and Legal Status

20020509

20041221

AS

AS

PREVIOUSLY RECORDED AT REEL 012617, FRAME
0830;ASSIGNOR:M.Y.P.D. TECHNOLOGIES,
LTD.;REEL/FRAME:012882/0558; Effective date: 20020221,
ASSIGNMENT New owner name: BEEBLE, INC. PO BOX
4066NEWPORT BEACH, CALIFORNIA,; : REQUEST FOR
CORRECTION TO CORRECT THE ASSIGNOR'S NAME
PREVIOUSLY RECORDED AT REEL 012617, FRAME
0830;ASSIGNOR:M.Y P.D. TECHNOLOGIES, LTD.
/AR;REEL/FRAME:012882/0558; Effective date: 20020221,
ASSIGNMENT New owner name: ANCORA TECHNOLOGIES
INC. 3972 BARRANCA PKWY, SUITE; : ASSIGNMENT OF
ASSIGNORS INTEREST;ASSIGNOR:BEEBLE, INC. /AR;
REEL/FRAME:015494/0243; Effective date: 2004 1220;
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USPTO Maintenance Report

10/16/2006 01:03 PM

Patent Bibliographic Data

Patent Number: | 6411941 (Application a9, 64777
E “Number: :
Issue Date: 106/25/2002 +Filing Date: 110/01/1998
Title: |METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION
Status: 8th year fee window opens: 06/25/2009 Entity: Small
Window Opens: |06/25/2009 |Surcharge Date:  {12/29/2009 ! Expiration: IN/A
_Fee AmtDue: | Window not open Surchg Amt Due: OWPLTOW not Total Amt Due: | Window not open
Fee Code: 12352 |MAINTENANCEFEEDUE AT75 YEARS. =~
Surcharge Fee »
Code: | _ e
Most recent 12006/06/21 Payment of Maintenance Fee, 4th Yr, Small Entity.
events (up to 7): |2006/06/21 1 Surcharge for late Payment, Small Entity.
: 12006/01/11 Maintenance Fee Reminder Mailed.
--- End of Maintenance History ---

Address for fee
purposes:

| VENABLE LLP

P.O. BOX 34385

WASHINGTON, DC

1200439998
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a2 Patent Application Publication (o) Pub. No.: US 2006/0288422 A1l

a9y United States

Liu et al.

(43) Pub. Date: Dec. 21, 2006

(54) DATA STRUCTURE FOR IDENTIFYING
HARDWARE AND SOFTWARE LICENSES
TO DISTRIBUTE WITH A COMPLYING
DEVICE ‘
(75) Inventors: Yue Liu, Issaquah, WA (US); Caglar
Gunyakti, Sammamish, WA (US);
Andrew J. Ritz, Sammamish, WA
(US); Todd Haugen, Clyde Hill, WA
(US); Stephanie Ybarra, Issaquah, WA
(US); Douglas Rex Thompson, Bothell,
WA (US); Mark Kyle Svancarek,
Redmond, WA (US); Joshua David
Kriesberg, Seattle, WA (US); John
Peter Hakan Olsson, Kirkland, WA
(US); Allen Edward Nieman,
Redmond, WA (US)

Correspondence Address:

WOODCOCK WASHBURN LLP
(MICROSOFT CORPORATION)

ONE LIBERTY PLACE - 46TH FLOOR
PHILADELPHIA, PA 19103 (US)

(73) Assignee: Microsoft Corporation, Redmond, WA

(21) Appl. No..  11/157,886

(22) Filed: Jun. 21, 2005
Publication Classification

(51) Int. CL
HO4N  7/16
US. ClL

(2006.01)

(52) 726126

57 ABSTRACT

Systems and methods for software licensing enforcement
using an ACPI BIOS. A digital license is provided that
includes information about both the software and hardware
on which it is to be run. The licensing process receives
hardware and software information from the end user and
binds the license to both. A main BIOS binary contains code
and static motherboard specific data. Dynamic state values
containing, e.g., machine-specific system management data,
such as, a serial number may be stored subsequently on
NVRAM or its equivalent. The main BIOS binary allows
provides sufficient functionality to test the hardware. Once
the software to be loaded on the system is known, a
corresponding digital license containing both the sofiware

(us) and hardware information is loaded to NVRAM.
Field Byte Byte Description
Length | Offset
Structure Type 4 0 X00000000 = license verifier
X00000001 = digital license
Licensing Data Length | 4 4 | Length, in bytes, of the licensing data
Licensing Data Specified |8 1* part of licensing data as string size limit of 64
above byte
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Patent Application Publication Dec. 21,2006 Sheet 2 of 3 US 2006/0288422 A1
]
Fig. 2
Field Byte Byte Description
Length | Offset
Header

Signature 4 lo ‘SLIC. Signature for the Software Licensing
Description Table.

Length 4 4 Length, in bytes, of the entire SLIC. The length
implies the number of Entry fields at the end of the
table.

Revision 1 8 1

Checksum I 9 Entire table must sum to zero.

OEMID 6 10 OEM name

OEM Table ID 8 16 Optional Motherboard/BIOS logical identifier

OEM Revision |4 24 OEM revision of SLIC table for supplied OEM
Table ID.

Creator ID 4 28 Vendor ID of utility that created the table.

Creator Revision 4 32 | Revision of utility that created the table.

Software licensing - 36 A list of the static resource allocation structures for

Structure[n] this implementation. This list contains all the
software licensing structures. These structures are
defined in the following sections.
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Fig. 3

Field Byte Byte Description
Length | Offset
Structure Type 4 0 X00000000 = license verifier
’ X00000001 = digital license
Licensing Data Length {4 4 Length, in bytes, of the licensing data
Licensing Data Specified |8 1¥ part of licensing data as string size limit of 64
above byte
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DATA STRUCTURE FOR IDENTIFYING
HARDWARE AND SOFTWARE LICENSES TO
DISTRIBUTE WITH A COMPLYING DEVICE

FIELD OF THE INVENTION

[0001] This invention relates in general to the field of
computer hardware and software distribution. More particu-
larly, this invention relates to a data structure that identifies
if software can be distributed and loaded on to a particular
hardware device.

BACKGROUND OF THE INVENTION

[0002] Conventionally, software has been licensed for per
device usage. However, there have been limited methods to
enforce licensee obligations, which has led to software being
installed on multiple, unlicensed machines. Digital licenses
improved upon shrink wrap licenses, and are used to limit a
piece of software to a particular piece of hardware, where
the digital license contains both software and hardware
information.

[0003] One problem with digital licenses is that every
year, over 100 million personal computers are shipped to end
customers by OEMs (original equipment manufactures).
Asking every end user to acquire the digital license for the
copy of software and for the specific machine is not prac-
tical. A partial solution to this problem was used in new
computers “pre-loaded” with MICROSOFT WINDOWS
XP. OEMs were provided the ability to “pre-activate™ WIN-
DOWS XP by using a mechanism called “System Locked
Pre-installation,” SLP.

[0004] SLP uses information stored in the OEM’s personal
computer BIOS to protect the installation from casual piracy.
No communication by the end customer to MICROSOFT is
required and no hardware hash is created or necessary. At
boot, WINDOWS XP compares the PC’s BIOS to the SLP
information. If it matches, no activation is required. Thus,
every single piece of hardware could be changed on a PC
with SLP and no reactivation would be required. However,
a limitation of this method is that the OEM information in
the BIOS could be written simply by flashing it to the BIOS.
Thus, it could be written to the BIOS of an unauthorized
machine to make the unauthorized machine appear as an
authorized machine.

[0005] Thus, it is desirable that a digital license contain
information related to the software and hardware that will be
pre-loaded by manufacturers, and that the digital license
persist through the system life cycle, such as hard drive
corruption or image based installation. It is also desirable
that the digital license information not be easily forged onto
an unauthorized PC. The present invention provides such a
solution to these and other problems.

SUMMARY OF THE INVENTION

[0006] The present invention extends the usage of the
ACPI1 BIOS for software licensing enforcement. ACPI is the
acronym for advanced configuration and power interface. A
digital license is provided that includes information about
both the software and hardware on the computing device on
which software may be run. The licensing process receives
hardware and software information from the end user and
binds the license to both. In accordance with the present

Dec. 21, 2006

invention, a main BIOS binary (in ROM or its equivalent)
contains code and static motherboard specificdata. Dynamic
state values containing, e.g., machine-specific system man-
agement data, such as, a serial number may be stored
subsequently on NVRAM or its equivalent. The main BIOS
binary allows provides sufficient functionality to test the
hardware. Once the software to be loaded on the system is
known, a corresponding digital license containing both the
software and hardware information is loaded to NVRAM.

[0007] Additional features and advantages of the inven-
tion will be made apparent from the following detailed
description of illustrative embodiments that proceeds with
reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The foregoing summary, as well as the following
detailed description of preferred embodiments, is better
understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention, there
is shown in the drawings exemplary constructions of the
invention; however, the invention is not limited to the
specific methods and instrumentalities disclosed. In the
drawings:

[0009] FIG. 1 is a block diagram showing an exemplary
computing environment in which aspects of the invention
may be implemented;

[0010] FIG. 2 is an exemplary ACPI BIOS table in
accordance with the present invention; and

[0011] FIG. 3 illustrates the software licensing structure
shown in FIG. 2.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0012] Exemplary Computing Environment

[0013] FIG. 1 illustrates an example of a suitable com-
puting system environment 100 in which the invention may
be implemented. The computing system environment 100 is
only one example of a suitable computing environment and
is not intended to suggest any limitation as to the scope of
use or functionality of the invention. Neither should the
computing environment 100 be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated in the exemplary operating
environment 100. ‘

[0014] The invention is operational with numerous other
general purpose or special purpose computing system envi-
ronments or configurations. Examples of well known com-
puting systems, environments, and/or configurations that
may be suitable for use with the invention include, but are
not limited to, personal computers, server computers, hand-
held or laptop devices, multiprocessor systems, micropro-
cessor-based systems, set top boxes, programmable con-
sumer electronics, network PCs, minicomputers, mainframe
computers, distributed computing environments that include
any of the above systems or devices, and the like.

[0015] The invention may be described in the general
context of computer-executable instructions, such as pro-
gram modules, being executed by a computer. Generally,
program modules include routines, programs, objects, com-
ponents, data structures, etc. that perform particular tasks or
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implement particular abstract data types. The invention may
also be practiced in distributed computing environments
where tasks are performed by remote processing devices that
are linked through a communications network or other data
transmission medium. In a distributed computing environ-
ment, program modules and other data may be located in
both local and remote computer storage media including
memory storage devices.

[0016] With reference to FIG. 1, an exemplary system for
implementing the invention includes a general purpose
computing device in the form of a computer 110. Compo-
nents of computer 110 may include, but are not limited to,
a processing unit 120, a system memory 130, and a system
bus 121 that couples various system components including
the system memory to the processing unit 120. The system
bus 121 may be any of several types of bus structures
including a memory bus or memory controller, a peripheral
bus, and a local bus using any of a variety of bus architec-
tures. By way of example, and not limitation, such archi-
tectures include Industry Standard Architecture (ISA) bus,
Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, Peripheral Component Interconnect
(PCI) bus (also known as Mezzanine bus), Peripheral Com-
ponent Interconnect Express (PCI-Express), and Systems
Management Bus (SMBus).

[0017] Computer 110 typically includes a variety of com-
puter readable media. Computer readable media can be any
available media that can be accessed by computer 110 and

includes both volatile and non-volatile media, removable.

and non-removable media. By way of example, and not
limitation, computer readable media may comprise com-
puter storage media and communication media. Computer
storage media includes both volatile and non-volatile,
removable and non-removable media implemented in any
method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to
store the desired information and which can accessed by
computer 110. Communication media typically embodies
computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a
carrier wave or other transport mechanism and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in
the signal. By way of example, and not limitation, commu-
nication media includes wired media such as a wired net-
work or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Combina-
tions of any of the above should also be included within the
scope of computer readable media.

[0018] The system memory 130 includes computer stor-
age media in the form of volatile and/or non-volatile
memory such as ROM 131 and RAM 132. A basic input/
output system 133 (BIOS), containing the basic routines that

(Y8

help to transfer information between elements within com- -

puter 110, such as during start-up, is typically stored in ROM

Dec. 21, 2006

131. RAM 132 typically contains data and/or program
modules that are immediately accessible to and/or presently
being operated on by processing unit 120. By way of
example, and not limitation, FIG. 1 illustrates operating
system 134, application programs 133, other program mod-
ules 136, and program data 137.

[0019] The computer 110 may also include other remov-
able/non-removable, volatile/non-volatile computer storage
media. By way of example only, FIG. 1 illustrates a hard
disk drive 141 that reads from or writes to non-removable,
non-volatile magnetic media, a magnetic disk drive 151 that
reads from or writes to a removable, non-volatile magnetic
disk 152, and an optical disk drive 155 that reads from or
writes to a removable, non-volatile optical disk 156, such as
a CD-ROM or other optical media. Other removable/non-
removable, volatile/non-volatile computer storage media
that can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassettes, flash
memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard
disk drive 141 is typically connected to the system bus 121
through a non-removable memory interface such as interface
140, and magnetic disk drive 151 and optical disk drive 155
are typically connected to the system bus 121 by a remov-
able memory interface, such as interface 150.

[0020] The drives and their associated computer storage
media, discussed above and illustrated in FIG. 1, provide
storage of computer readable instructions, data structures,
program modules and other data for the computer 110. In
FIG. 1, for example, hard disk drive 141 is illustrated as
storing operating system 144, application programs 145,
other program modules 146, and program data 147. Note
that these components can either be the same as or different
from operating system 134, application programs 135, other
program modules 136, and program data 137. Operating
system 144, application programs 145, other program mod-
ules 146, and program data 147 are given different numbers
here to illustrate that, at a minimum, they are different
copies. A user may enter commands and information into the
computer 110 through input devices such as a keyboard 162
and pointing device 161, commonly referred to as a mouse,
trackball or touch pad. Other input devices (not shown) may
include a microphone, joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often
connected to the processing unit 120 through a user input
interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A
monitor 191 or other type of display device is also connected
to the system bus 121 via an interface, such as a video
interface 190. In addition to the monitor, computers may
also include other peripheral output devices such as speakers
197 and printer 196, which may be connected through an
output peripheral interface 195.

[0021] The computer 110 may operate in a networked
environment wvsing logical connections to one or more
remote computers, such as a remote computer 180. The
remote computer 180 may be a personal computer, a server,
a router, a network PC, a peer device or other common
network node, and typically includes many or all of the
elements described above relative to the computer 110,
although only a memory storage device 181 has been
illustrated in FIG. 1. The logical connections depicted
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include a local area network (LAN) 171 and a wide area
network (WAN) 173, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Inter-
net. :

[0022] When used in a LAN networking environment, the
computer 110 is connected to the LAN 171 through a
network interface or adapter 170. When used in a WAN
networking environment, the computer 110 typically
includes a modem 172 or other means for establishing
communications over the WAN 173, such as the Internet.
The modem 172, which may be internal or external, may be
connected to the system bus 121 via the user input interface
160, or other appropriate mechanism. In a networked envi-
ronment, program modules depicted relative to the computer
110, or portions thereof, may be stored in the remote
memory storage device. By way of example, and not limi-
tation, FIG. 1 illustrates remote application programs 185 as
residing on memory device 181. It will be appreciated that
the network connections shown are exemplary and other
means of establishing a communications link between the
computers may be used.

[0023] Exemplary Embodiments

[0024] The present invention is directed to a data structure
within an ACPI BIOS table that exposes licensing informa-
tion. The ACPI system firmware describes the system’s
characteristics by placing data, organized into tables, into
main memory. These tables have names like RSDT and
DSDT. The DSDT (Differentiated System Description
Table) is the largest table, because this is where the system’s
devices are described. The present invention builds upon this
structure by implementing a Software Licensing table
called, e.g., SLIC.

[0025] The ACPI_SLIC system table structure exposes
licensing information that is persisted on the motherboard to
a licensing enforcement engine in, e.g., the operating sys-
tem. The ACPI_SLIC advantageously shares the same
header structure as other ACPI tables, as shown in FIG. 2.
In addition two additional data structures are provided: (1)
digitally signed license data, and (2) public key in veritying
the signature of digital license mentioned above.

[0026] The digital license data in the ACPI_SLIC is pref-
erably small because persistent memory on motherboard is
expensive. It is preferable that digital license contain at least
the following pieces of data: (1) hardware information, for
example, individual hardware ID or motherboard type ID,
(2) software information, for example, a product key or
operating system flag, (3) timestamp, and a digital signature,
based on, but not limited to, RSA1024. The digital license in
ACPI_SLIC is preferably an opaque string. How an oper-
ating system interprets the data is governed by the type
value. )

[0027] The public key to verify the digital license in item
(1) above, may-be implemented on a special piece of
hardware on the motherboard, embedded in the BIOS, etc.
For standardized operating system retrieval, this verifier of
digital signature is also exposed through ACPI_SLIC.

[0028] The software licensing structure shown in FIG. 2
is further defined in FIG. 3. The software licensing structure
includes the digital license and its signature verifier, which
are exposed and differentiated by the value of structure type.

(W8]

Dec. 21, 2006

[0029] The present invention supports a flexible manufac-
turing process for the ACPI BIOS. The BIOS may be
conceptually viewed as two parts:

{0030] 1. Main BIOS binary, on ROM or its equivalent,
containing code and static motherboard specific data; and

[0031] 2. Dynamic state values, on NVRAM or its equiva-
lent, containing system management data, such as a serial
number.

[0032] The former is motherboard specific and the later is
individual machine specific.

[0033] During early stage of PC manufacture, an OEM
may not necessarily know what software will be loaded on
that specific PC for end user during shipping time. However,
the OEM may need the full functional firmware/BIOS to test
the hardware. Therefore, main BIOS binary is loaded on
ROM or its equivalent. After the OEM determines what
software will be shipped with the PC, etc., a corresponding
digital license containing the information of both software
and hardware can be loaded to NVRAM or its equivalent at
later manufacture process. :

[0034] Inaddition to the above, the ACPI code varies from
one type of motherboard to another. In accordance with the
present invention, the OEMID and OEMTablelD values in
ACPI system table header that are part of compiled BIOS
binary can be used as indirect identifier for the motherboard.

{0035] Thus, the ACPI BIOS code in main BIOS binary .

retrieves the digital license from NVRAM (or its equivalent)
and the signature verifier from BIOS binary on ROM (or
other special chip on motherboard), and presents the data in
previously defined ACPI_SLIC structure to operating sys-
tem.

[0036] While the present invention has been described in
connection with the preferred embodiments of the various
Figs., it is to be understood that other similar embodiments
may be used or modifications and additions may be made to
the described embodiment for performing the same function
of the present invention without deviating therefrom. For
example, one skilled in the art will recognize that the present
invention as described in the present application may apply
to any computing device or environment, whether wired or
wireless, and may be applied to any number of such com-
puting devices connected via a communications network,
and interacting across the network. Furthermore, it should be
emphasized that a variety of computer platforms, including
handheld device operating systems and other application
specific operating systems are contemplated, especially as
the number of wireless networked devices continues to
proliferate. Still further, the present invention may be imple-
mented in or across a plurality of processing chips or

devices, and storage may similarly be effected across a

plurality of devices. Therefore, the present invention should
not be limited to any single embodiment, but rather should
be construed in breadth and scope in accordance with the
appended claims.

What is claimed is:

1. A data structure embodied in a computer readable
medium for use with an application, the application being
suitable for deployment on a computing system, the data
structure comprising;:
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a header field that includes information regarding said
data structure contents; and

a software license structure that contains a digital signa-
ture and information regarding hardware and software
in said computing system.

2. The data structure of claim 1, wherein said software
license structure comprises a structure type field, a license
data length field and a license data field.

3. The data structure of claim 2, wherein said license data
field contains information regarding hardware within said
computing system.

4. The data structure of claim 2, wherein said license data
field contains information regarding software loaded onto
said computing system.

5. The data structure of claim 2, wherein said license data
field contains a timestamp.

6. The data structure of claim 1, wherein said application
comprises a verifier that verifies said digital license and,
wherein said verifier is exposed to an operating system
installed on said computing system.

7. A method of populating a BIOS during manufacture of
a personal computer, comprising:

loading a main BIOS binary; and

loading said BIOS with .a software license structure that
contains a digital signature and information regarding
hardware and software in said computing system.

8. The method of claim 7, further comprising providing
instructions in said main BIOS binary to retrieve a digital
license and a signature verifier.

9. The method of claim 8, further comprising providing
instructions in said main BIOS binary to present said digital
license to an operating system installed on said personal
computer.

ec. 21,2006

10. A method of licensing hardware and software distrib-
uted with a computing device using a data structure, com-
prising:

providing said data structure in a BIOS contained within
said computing device, said data structure including a
header field that includes information regarding said
data structure contents and a sofiware license structure
" that contains a digital signature and information regard-
ing hardware and software in said computing system;

providing a signature verifier that verifies said digital
signature; and

providing said data structure to an operating system

running on said computing device.

11. The method of claim 10, wherein said software license
structure comprises a structure type field, a license data
length field and a license data field.

12. The method of claim 10, wherein said license data
field contains information regarding hardware within said
computing system.

13. The method of claim 10, wherein said license data
field contains information regarding sofiware loaded onto
said computing system. '

14. The method of claim 10, wherein said license data
field contains a timestamp. ‘ ) _

15. The method of claim 19, further comprising providing
instructions in 2 BIOS binary to retrieve a digital license and
said signature verifier.

* * * * *
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2/95b DECLARATION FOR UNITED STATES PATENT APPLICATION, . Attorney Docket
POWER OF ATTORNEY, DESIGNATION OF CORRESPONDENCE ADDRESS

As a below named inventor, I hereby declare that my residence, post office address and
citizenship are as stated below next to my name, and that I believe I am the original, first
and sole inventor (if only one name is listed below) or an original, first and. joint inventor
(if plural names are listed below) of the subject matter which is claimed and for which a
patent is sought on the invention entitled:

__Method of Restricting Software Operation within a Llcensed Limitation
the spec1£1cat:.on of which »
{ & is attached hereto.

{1 was filed on ___ as Application No.___--Unknown-- -
and was amended on [if applicable].

f ] was filed under the Patent preratlon Treaty on
Serial No. . the United Statee of America bemg designated.

.I hereby state that I have reviewed and understand the contente of the above identified
specification, including the claims, as amended by any amendment referred to above.

I acknowledge the duty to disclose to the Patent and Trademark Office all information
known‘to me to be material to patentability as defined in Title 37, Code of Federal
Regulations, §1.56(a).

I hereby claim foreigm priority benefits under Title 35, United States Code, §119 of any
foreign application(s) for patent, utility model, design or inventor's certificate listed
below and have also identified below any foreign application(s) for patent, utility model,
design or inventor's certificate having a filing date before that of the application{s) on
which priority is claimed: '

: . Priox FOIQASB.AEELASﬁ&lQniﬁ) Priority Claimed
-—HNumbez. Countxy Date Filed Yeg No
124571 Israsl—- May—21,— 1998 %

I hereby appoint the following attorneys to prosecute this application and to transact all
business in the Patent and Trademark Office connected therewith: George H. Spencer (Reg. No.
18,038), Norman N. XKunitz {Reg.No. 20,586), Robert J. Frank (Reg. No. 19,112), Gabor J. Kele-
men (Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 26,031),
Ashley J. Wells (Reg. No. 29,847), Christopher H. Lynt (Reg. No. 33,619) Suite 300 East,
1100 New York Avenue, N.W., Washington, D.C. 20005-3955, Telephone: (202) 414-4000, Telefax:
(202) 414-4040. Address all correspondence to SPENCER & FRANK, Suite 300 East, 1100 New York -
Ave., N.W., Washington, D.C. 20005-395S. '

The undersigned hereby authorizes the U.S. attorneys named herein to accept and follow_
instructions from the undersigned's assignee, if any, and/or, if the undersigned is not a
resident of the United States, the undersigned's domestic attorney, patent attorney or patent
agent, as to any action to be taken in the Patent and Trademark Office regarding this:
application without direct communication between the U.S. attorneys and the undersigned. In
the event of a change in the person(s) from whom instructions may be taken, the U.S.
attorneys named herein will be so notified by the undersigned.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
are punishable by finé or imprisonment, or both, under §1001 of Title 18 of the United States
Code and that such willful false statements may jeopardize the validity of the application
or any patent issued thereon.

Signature: )( (\)\M ‘\fl Date:}{__&_,_)_ﬂ \l SL , 1998.

Sole/First Inventor: Mij ki Mullor
Citizenship: Israeli
Residence and Post Office Address: 3

, Zelon Street, Ramat Hasharon 47234, Israel

—r
Signature: X == Date % {_' "’ij . 1998,

Second Inventor: J ulian Valiko
Citizenship:

Isra
Res:.dence and Post Office A ress‘ 3
L4

Zelon Street, Ramat Hasharon 47234, Israel
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Including professional corporations o - N

1100 New York Avenue, N.W,, Suite 300 East

Washington, D.C. 20005-3955 : :?XﬂAND e
(202) 4144000, Fax (202) 4144040 ASHINGTON, D.C,
Telex 64267 VIRGINIA
www.venable.com

VENABLE

ATTOARNLYS AT LAW

TO THE COMMISSIONER OF

PATENTS AND TRADEMARKS Attorney
WASHINGTON, D.C. 20231 Reference: REINC 4237, 1
BOX ASSIGNMENT
H E] 2 F

Please record the attached original document (8) orxr -copy(ies) thereof.

1.

E ing the ipterest:

Miki MULLOR and Julian VALIKO .~

N r V. . ] L

M.Y.P.D. Technologies Ltd., ¢/o Keren-Schechter Law Firm,
21 Har Sinai Street, Tel-Aviv 65816, Israel :

n
[X] Assignment {1 other:

Appli . umber

. Patent Number:

[X] Document filed together with a patent application executed on
Auqust 28, 19398

Address correspondence concerning this request to: VENABLE

Suite 300 EBast, 1100 New York Avenue, N.W., Washington, D.C. 20005-3955

A ) [ .s.r o - .

Patents: __1 ___ patent rights @ $40 Total: $_40.00

If no fee is attached, or if a greater or lesser fee is requ1red please
charge or credit our Account No. 19-3700.

To the best of knowledge and belief of the undersigned, the foregoing
information is true and correct and any attached copy is a true copy of
the original dogument

Date: October 1. 1098

Name: ___Bgt&r&_mnhpra {
Registration Number: __ 26,924
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. - ASSTIGNMENT - Attorney Docket)
OF APPLICATION FOR UNITED STA"'ES LETTERS PATENT REINC 4237.01 = !

’

wHEREAS Miki Mullor and Julian Vallko,both of Ramast Hasharon, Isggr%%.nafter
llectively referred to as the assignor, has invented a certain improvement relating to

%

r which said assignor has .caused an application for United States Letters Patent to be

epared, ' )

] the BAssignors® declaration for said application being executed concurrently with the
execution of this instrument; said application to be filed in the United States Patent and

Trademark Office;
] said application having been filed in the United States Patent and "‘rademark Offlce

on Serial Number [if known] ;
] said application having been filed under the Patent Cooperat:.on Treaty on
, Serial No. : , the United States

of America being designated. .
AND whHErRpas M.Y.P.D. TECHNOLOGIES LTD., of Tel-Aviv.,6 Israel ,hereinafter

~iferred to as the assignee, is desirous of acquiring the entire right, title and interest in
id to said application, including any and all divisions and continuations thereof, and in and
» said invention and any and all patents which may be granted therefor, including any and all
rnewals, reissues and prolongations thereof;

.NOW WITNESSETH, that for and in consideration of One Dollar ($1.00), and other good and
1luable consideration paid by said assignee to said assignor, the receipt of which is hereby
sknowledged, said assignor hereby assigns, sells and transfers to said assignee, and said
ssignee's successors and assigns, the entire and exclusive right, title and interest in and
> said application, including any and all divisions and continuations thereof, and in and to
2id invention and any and all patents which may be granted therefor, including any and all
‘snewals, reissues and prolongations thereof; said assignee, and said assignee's successors
ad assigns, to have, hold, exercise and enjoy the said application, including any all
ivisions and continuations thereof, and the said invention and any all patents which may be
ranted therefor, including any and all renewals, reissues and prolongations thereof, with ail
he rights, powers, privileges and advantages in anywise arising from or appertaining thereto,
or and during the term or-terms of any and all such paternts when granted, including any and
1l renewals, reissues and prolongat:mns thereof, for the use and benefit of said assignee,
nd said assignee's successors and assigns, in as ample and beneficial a manner as the said
ssignor might or could have held and enjoyed the same, if this assignment had not been made.

AND said assignor hereby agrees to perform, upon the request of said assigmee, or said
ssignee's successors or assigns, any and all acts relating to the obtaining or to the
sserting of said patents, including any and all renewals, reissues and prolongations thereof.

: AND said assignor authorizes and requests the Commissicner of Patents and Trademarks .to
. sSue Letters Patent on said application, and on any and all divisions and continuations -
hereof, to said assignee, and said assignee's successors and assigns, in accordance herewith.

XECUTED, this X8 day of n-c\"f" . 1998,
ignature: X /\A/J 41“
‘ane DMk Hlili 1 :

‘ITNESS: - WITNESS
'ignaturezx ,@ié : Signature:_ X /h\ W
ame X~ koltyw SaBkn Name 2 HICHAL (&1L

XECUTED, this 29 day of Auuy""_ , 1998,
..-—-7.—-"
.1gnature 2<¢
Julian Valiko

ANC 201

JITNESS : - WITNESS
signature: X ¥ Signature: X x ‘M. l‘.lﬁu
jame . ne Sox gec2 Name : XMy Cﬂﬂ Loy
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FTW RE OPERATION WITHIN A LICENSED LIMITATION .

VERIFIED STATEMENT (DECLARATION) CLAIMING SMALL ENTITY SIATUS
(37 CFR 1.9(f) and 1.274c)) - SMALL BUSINESS CONCERN

I hereby declare that I am

{ ] the owmer of the small business concern J.dent:lfléd bt;low.
1)@ an official of the small business concern empowered to act on behalf of the concern
‘identified below: .

.Nms: OF CONCERN ~ M.Y.P.D. TECHNOLOGIES LTD.

ADDRESS' OF CONCERN c/o Keren-Shechter Law Firm, 21 Har Sinai Street,
Tel-Aviv 65816, Israel

ANC 202

I hereby declare that the above identified small business concern quallfles as a small
business concermn as defined in 13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d),for purposes
of paying reduced fees under section 41(a) and (b) of Title 35, United States Code, in .that
‘the number of employees of the concern includmg those of its affiliates, does not exceed
500 persons. For purposes of this statament,(l) the number of employees of the business
concern is the average over the previous fiscal year of the concem of the persons emnployed
on a full-time, part-time or temporary basis during each of the pay periods of the fiscal
year,and (2) concerns are affiliates of each other when either,directly or indirectly,one
concern controls or has the power to control the other,or a third party or parties controls
' or has the power to control both.

" I hereby declare that rights undet contract or law have been conveyed to and remain with the

small business concern identified above with regard to the invention, entitled METHOD
OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITAT]IQ_,N mventor(s)

' sl i VALIEQ

dmcr:. in
[x]) the application filed herewith )
[ 1 application serial uo. "~ filed
[ ] patent no. ' , 1ssued

If the rights held by the above identified small business concern are not exclusive, each
individual,concem or organization having rights to the invention is listed below* and no
rights to the invention are held by any person, other than the inventor, who could not
qualify as a small business concern under 37 CFR 1.9(d) or by any concern which would not
qualify as a small business concern under 37 CFR 1.9(d) or a nonprofit organization under 37
CFR 1.9(e). *NOIE: Separate vérified statements.are required from each named persom,

* concern or organization having rights to the invention averring to their status as small
entities. (37 CFR 1.27) .

NAME I
ADDRESS ' ' ‘
- - [ ] INDIVIDUAL [ ] SMALL BUSINESS CONCERN [} NONPROFIT ORGANIZATION
ADDRESS ' '
: { 1 INDIVIDUAL [ ] SMALL BUSINESS GONCERN I ] NONPROFIT ORGANIZATION

- I acknowledge the duty to file, in this applicatim\ or patent, notification of any change of
status resulting in loss of entitlement to small entity status prior to paying, or at the
time of paying, the earliest of the issue fee or any maintenance fee due after the date on
#ich status as a small entity is no longer appropriate. (37 CFR 1.28(b))

[ hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these
statements were made with the knowledge that willful false statements and the like so made
wre punishable by fine or imprisomment, or both, under section 1001 of Title 18 of the
Inited States Code, and that such willful false statements may jeopardize the validity of
. he application, any patent issuing thereon, or any patent to th.ch this verified statement
.5 directed.
AVE OF PERSON SIGNTNG X W\Ki  lywiLof : \ULcﬂ# Ve AW
TILE OF PERSON SIGNING ¥ taavsgl ‘mdagcl '
- DDRESS OF PERSON SIGNING X 3 9¢ 2lon Qc\-»d hk&k"(a““
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PTO-103X
. | {Rov. 8-95)

o o,.... UNITED STATES DEPARg:T OF COMMERCE
Patent and Trademark Gffi
FILING RECEIPT ASSISTANT SECRETARY AND COMMISSIONER
OF PATENTS AND TRADEMARKS .. .
Washington, D.C. 20231 A K

APPLICATION NUMBE!}I FILING DATE GRP ART UNIT] FIL FEE REC'D JATTORNEY DOCKET NO. DRWGS TOT CL] IND CL

09/164,777 10/01/98 2766 $395.00 REINC4237.01 2 15 1

SPENCER AND FRANK

SUITE 300 EAST

1100 NEW YORK AVENUE NW
WASHINGTON DC 20005-3955

Receipt is acknowiedged of this nonprovisional. Patent Application. & will be considered in s order and you wll be notified as to the

results of the sxaminstion. Be sure to provide the U.S. APPLICATION NUMBER, FILING DATE, NAME OF APPIJCANT and TITI.E
INVENTION ‘when inquiing shout this application. Fees transmitted by check or draft are subject to collection. Plesse verify the accumscy
of the dsta presented on this receipt. H an emor is noted on this Filing Receipt, pleass wiite ‘to ‘the Application Processing Division’s
Cmtomvacﬁothwﬂin‘lD“vtﬂmdﬂ m-m-mummwmmwm‘m.

Applicant(s )
i) MIKI MULLOR, RAMAT HASHARON, ISRAEL,AJULIAN VALI‘KO,
RAMAT‘HASHARON, ISRAEL. “ T .

FOREIGN APPLICATIONS- ISRAEL ' 124571 05/21/98
* SMALL ENTITY *

TITLE

METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION

PRELIMINARY CLASS: 380
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{see reverse}
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§ Y %] unmeo s.ss DEPARTMENT OF COMMERC
. 2 | Patent and Trademark Office
%, FTY & | ASSISTANT SECRETARY AND COMMISSIONER
“hases® | OF PATENTS S!\g ggsggms ol
Washington, D.C. ii - .
FEBRUARY 05, 1999 Atirc -4231

: PTAS ’?)< tj
vavisLE | R R O

ROBERT KINBERG ‘ *100853236A%
SUITE 300 EAST ‘

1100 NEW YORK AVENUE, N.W.

WASHINGTON, D.C. - 20005-3955

UNITED STATES PATENT AND TRADEMARK OFFICE
NOTICE OF RECORDATION OF ASSIGNMENT DOCUMENT

THE ENCLQSED DOCUMENT HAS' BEEN RECORDED BY THE ASSIGNMENT DIVISION OF
THE U.S. PATENT AND TRADEMARK OFFICE. A COMPLETE MICROFILM COPY IS
AVAILABLE AT THE ASSIGNMENT SEARCH ROOM ON THE REEL AND FRAME NUMBER

REFERENCED BELOW

PLEASE REVIEW ALL INFORMATION CONTAINED ON THIS NOTICE. THE

INFORMATION CONTAINED ON THIS RECORDATION NOTICE REFLECTS THE DATA
PRESENT IN THE PATENT AND TRADEMARK ASSIGNMENT SYSTEM. IF YOU SHOULD
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, YOU MAY
CONTACT THE EMPLOYEE WHOSE NAME APPEARS ON THIS NOTICE AT 703-308-9723.
PLEASE SEND REQUEST FOR CORRECTION TO: U.S. PATENT AND TRADEMARK OFFICE,
ASSIGNMENT DIVISION, BOX ASSIGNMENTS, CG-4, 1213 JEFFERSON DAVIS HWY,
SUITE 320, WASHINGTON, D.C. 20231.

RECORDATION DATE: 10/01/1998 . REEL/FRAME: 9510/0320
NUMBER OF PAGES: 2

BRIEF: ASSIGNMENT OF ASSIGNOR'S INTEREST (SEE DOCUMENT FOR DETAILS).

ASSIGNOR:

MULLOR, MIKI DOC DATE: 08/28/1958
ASSIGNOR:

VALIKO, JULIAN DOC DATE: 08/28/1998
ASSIGNEE:

M.Y.P.D. TECHNOLOGIES LTD., C/O
KEREN-SCHECHTER LAW FIRM

21 HAR SINAI STREET

TEL-AVIV 65816, ISRAEL

SERIAL NUMBER: 09164777 FILING DATE: 10/01/1998

PATENT NUMBER: ’ ISSUE DATE:
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10-20-1 998 ! BAETJER, HOWARD & QIVILETT1, LLP .

et sl B0 foib by sd S "SWding professional corporalions : OFEICESIN
ﬂmmmmmmﬁﬂm&ﬂ . 1100 New York Avenue, N.W., Suite 300 East MARYLAND
100853236 0 4400, ax ) 18404 Voo

Telex 64267
www.venable.com

. ’ 4 2&3
a,
VENARLE | | St
w e

ATTORNEYS AT Law
~N =
TO THE COMMISSIONER OF ]
PATENTS AND TRADEMARKS . Attormey 3
WASHINGTON, D.C. 20231 Reference: REINC 4237.03
] O- I B ~ BOX_ASSIGNMENT

) Please record the attached original document(s) or copy(ies) thereof.
L . .
1. N v . :

Miki MULLOR and Julian VALIKO

M.Y.P.D. Technologies Ltd., c/o Keren-Schechter Law Firm,
21 Har Sinai Street, Tel-Aviv 65816, Israel

3. E > !o E !l FY g I : ! 'l. . ! l ; 1 i‘

[(X) Assignment {1 oOther:

Y e 09 104777

{X] Document filed together with a patent application executed on
; —_Dugust 28, 1998 .

" s. Address correspondence concerning thig requesgt to: VENABLE

Suite 300 East, 1100 New York Avenue, N.W., Washington, D.C. 20005-3955

6' : A » 3 13 p - 1 -
Patents: ___1 __  patent rights @ $40 A ' Total: $_40.00

If no fee is attached, or if a greater or lesser fee is required, please

0/09/1998 KDUNCAN Wgﬁmcredit our Account No. 18-3700.

@FLSIL 5 pate of MIWion of document: _ August 28, 1998

8. To the best of knowledge and belief of the undersigned, the foregoing
information is true and correct and any attached copy is a true copy of
the original document.

S. Date: Octobex 1, 1998

{

Name : _ng.ezs_xmbem
02/94 : Registration Number: _ 26,924

BiAP-ASSIG.COV
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L e aausaT A Attorney Docket
D OF APP TION FOR UNITED STATES LETTER'TENT REINC 4237.01

WHEREAS Miki Mullor and Julian Valiko,both of Ramast Hasharon, Isfaelnafter
collectively 'referred to as the assignor, has invented a cert:azn :merovement relatmg to

for which said assignor has caused an application for United States Letters Patent to be

prepared, .

[x] the Assignors' declaration for said application being executed concurrently with the
execution of this instrument; said application to be filed in the United States Patent and

) Trademark Office;
i1 said application having been filed in the United States Patent and 'I‘rademarl: Office

on Serial Number [if known]) ;
[ ] said application having been filed under the Patent Cooperation Treaty on
, Serial No. : , the United States

of America being designated. ,

AND WHEREAS __M.Y.P.D. TECHNOLOGIES LTD., of Tel-Aviv., Israel  hereinafter
referred to as the assignee, is desirous of acquiring the entire right, title and interest in
and to said application, including any and all divisions and continuations thereof, and in and
to said invention and any and all patents which may be granted therefor, including any and all
rengvals, reissues and prolongations thereof;

Y .NOW WITNESSETH, that for and in consideration of One Dollar ($1.00), and other good and
valubble consideration paid by said assignee to said ass;gnor, the receipt of which is hereby
acknowledged, said assignor hereby assigns, sells and transfers to said assignee, and said
assignee's successors and assigns, the entire and exclusive right, title and interest in and
to said appl;cat:.on, including any and all divisions and continuations thereof, and in and to
said invention and any and all patents which may be granted therefor, including any and all
renewals, reissues and prolongat:ions thereof; said assignee, and said assignee's successors
and assigns, to have, hold, exercise and enjoy the said application, including any all
divisions and continuations thereof, and the said invention and any all patents which may be
granted therefor, including any and all renewals, reissues and prolongations thereof, with all
the rights, powers, privileges and advantages in anywise arising from or appertaining thereto,
for and during the term or-terms of any and all such patents when granted, including any and
all renewals, reissues and prolongations thereof, for the use and benefit of said assignee,
and said assignee's successors and assigns, in as ample and beneficial a manner as the said
assignor might or could have held and enjoyed the same, if this assignment had not been made.

AND said assignor hereby agrees to perform, upon the request of said assignee, or said
assignee’s successors or assigns, any and all acts relating to the obtaining or to the
_asserting of said patents, including any and all renewals, reissues and prolongations thereof.

AND said assignor authorizes and requests the Commissioner of Patents and Trademarks to
issue Letters Patent on said application, and on any and all divisions and continuations
" thereof, to saﬁ.d assignee, and said assignee's successors and assigns, in accordance herewith.

EXECUTED, this X§8 day of Dﬁdﬂ' . 1998,

Signature: ¥ . »/{/,/ -¥/4
Name : MM 113,:

WITNESS: - WITNESS e
Signature:X % 81gnature~ < M. )\Xaﬂ
Name : X feodtgn_Sa33n ' Name x RICHAL D&
EXECUTED, this 2 9 day of Agjgz"' . 1998,

¢7
S:.gnature )(

_..‘Lul.:L.an._\La" iko -
ANC 206
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\ UNITED STATES

7' PATENT AND COMPUTERUPOATED -~ 37C2¢ -/74/66
* %% % | RADEMARK OFFICE By

JULY 15, 2002 - _ Comznﬂ\;xr %w

VENABLE - , wwwuqmao&

PO BOX 34385

VASHINGION, D.C. 20043-9998 | L U

*102089862A*

UNITED STATES PATENT AND TRADEMARK OFFICE
NOTICE OF RECORDATION OF ASSIGNMENT DOCUMENT

THE ENCLOSED DOCUMENT HAS BEEN RECORDED BY THE ASSIGNMENT DIVISION OF
THE U.S. PATENT AND TRADEMARK OFFICE. A COMPLETE MICRATILM COPY IS
AVAILABLE AT THE ASSIGNMENT SEARCH ROOM ON THE REEL ANL FRAME NUMBER
REFERENCED BELOW.

PLEASE REVIEW ALL INFORMATION CONTAINED ON THIS NOTICE. THE

INFORMATION CONTAINED ON THIS RECORDATION NOTICE REFLECTS THE DATA
PRESENT IN THE PATENT AND TRADEMARK ASSIGNMENT SYSTEM. IF YOU SHOULD
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, . YOU MAY
CONTACT THE EMPLOYEE WHOSE NAME APPEARS ON THIS NOTICE AT 703-308-9723.
PLEASE SEND REQUEST FOR CORRECTION TO: U.S. PATENT AND TRADEMARK OFFICE,
ASSIGNMENT DIVISION, BOX ASSIGNMENTS, CG-4, 1213 JEFFERSON DAVIS HWY,
SUITE 320, WASHINGTON, D.C. 20231. ,

RECORDATION DATE: 05/09/2002 REEL/FRAME: 012882/0558
NUMBER OF PAGES: 4

BRIEF: REQUEST FOR CORRECTION TO -CORRECT THE ASSIGNOR’S NAME PREVIOUSLY
RECORDED AT REEL 012617, FRAME 0830

ASSIGNOR:
M.Y.P.D. TECHNOLOGIES, LTD. DOC DATE: 02/21/2002

ASSIGNEE:
BEEBLE, INC.
PO BOX 4066
NEWPORT BEACH, CALIFORNIA
92661-
4066

SERIAL NUMBER: 09164777 FILING DATE: 10/01/1998 .
PATENT NUMBER: 6411941 ISSUE DATE: 06/25/2002

ANC 207
STEVEN POST, EXAMINER
ASSIGNMENT DIVISION
OFFICE OF PUBLIC RECORDS o E @ —
]

VENABLE
WASHINGTON pe

IPR2021-01338 / ANCORA EX2011  ANCC000207


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


Forn PTOISS B 15-2002 R SHEET . U.S. DEPARTMENT OF COMMERCE

(Rev. 0301) U.S. Patent and Trademark Office

e hlltliﬂillﬂﬂﬂllﬂllﬂﬂﬂ\ﬂﬂlm LY

Tab setiings = = © 102089862 Atty Docket: 39636-176166

To the Honerable Commissioner of Batents and Trademarks: Please Record the attached original documents or copy thereof.

1. Name of conveying party(ies): . .
M.Y.P.D.T tes, Lt 2. Name and address of receiving party(ies)
Name: Beeble, Inc.
Internal Address:
Additional name of conveying party(ies) a\ﬂac{fgu?
3. Nature of conveyance: Street Address: P.O. Box 4066
O Aésighment O Merger
.“‘ N
Security Agreement Change of Name : '
a A9 [} Chang City: Newport Beach State/Country: California
] 3 Other REQUEST FOR CORRECTION ———
To correct assignor's name previously recorded at reel ’
012617 frame 0830 Zip: 92661-4066
Execution Date: February 21, 2002 Additional Name(s) & address(es) attached? [J Yes X No
4. Application number(s) or patent number(s):
mhis'doc;merﬁs being ﬁlediogeﬂmwihanewappﬁmuoh.ﬂ\e execl.mon date of the application by the first named inventor is:
A. Patent Application No.(s) B. Patent No.(s)
00/164,777
Additional numbers attached? [J Yes 53 No
5. Name and address of party to whom correspondence 6. Tolal number of applications and patents invoived: f]
is document should be mailed -
I 7. Totaifos (57 CFRAAY).......3 400
26694 ' & Enciosed -
PATENT TRADEMARK OFFICE - O Authorized 10 be charged to deposk account
Name: VENABLE
8. Deposit account number:
Address: P.0.Box 34385 22.0261
(Attach duplicate copy of this page If paying by deposit account)
Hy: Washi S M 2ip: 20043-9998 _
. :.-'.‘i*f":—".‘«""xhl".:ilﬂ tate P ]

DO NOT USE THIS SPACE

+0:00-8P-

9. Statement and signature.
To the best of my knowledge and belief, the foregoing information :strueandoonactandanyaﬂachedcopy

is a true copy of the original document. / 5/%&

Neme of Person Signing Signature 7" Date
Total numbes of pages #cling cover sheet, attachments, and documents: §

Mali documents to be recorded with required cover shest informetion to:
Cemmissioner of Patents & Trademarks, Box Assignments
. Coe Washington, 0.C. 20231
PC Docs No. 372720
_ ANC 208

IPR2021-01338 / ANCORA EX2011  ANCC000208



nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


e e e avow : iy i U.S. DEPARTMENT OF COMMERCE

(Rev. 0301) U.S. Palent and Trademark Office
OV No. 06510027 (9. 5317200 IIIWIIIIIIIHMHIMIIHIW ‘ |

Tabsetings @ @<= V¥ % 101 999450 v Any vocket: 39636-176166
To the Honorable Commissioner of Patents and Trademarks: Please Record the attached original documents or copy thereof.
VHI
1. Name of conveying party(ies): "3 “@> 2. Name and address of receiving party(ies)
M.Y.P.D. Technologies, Inc. ;'9' 2
‘S 1 Name: Beeble, inc.
e L
2-27-028%
\%{ Internal Address:
Additional name of conveying party(ié
3. Nature of conveyance: Street Address: P.O. Box 4066
K Assignment 0 Merger : a
Security Agreement {3 Change of Name o
= iy Ag noe City; Newport Beach State/Country: CA
.0 Other :
: Zip: 92661-4066
Execution Date: February 21, 2002 - _
Additional Name(s) & address(es) attached? [] Yes [ No

4, Application number(s) or patent number(s):
if this document is being filed together with a new application, the execution date of the apphication by the first named inventor is:

A. Patent Application No.(s) B. Patent No.(s)
09/164,777
Additional numbers attached? [] Yes [] No
5. Name and address of party to whom oorrespondenoe 6. Total number of applications and patents involved: ﬁl
s document should be
"I m m llmum Hmlm' 7. Total fee (37 CFR3.41). ... .. $ 40,
26694 B3 Enclosed

PATENT TRADEMARK OFFICE O Authorized to be charged fo deposit account

Name: VENABLE

8. Deposit acoouni number:

Address: P.O.Box 34385 220261

{Attach duplicate copy of this page if paying by deposit account)

' cny Washmgton s:ak: DC. Zip: 20043-9998

0y ; PNEDTVIIUNTT? DO NOT USE THIS SPACE

0t

9. Statement and signature.
To the best of my knowledg# and beliel, the foregoing information is true and comect and any attached copy

\isatme copy of the originé} document.

i & Al / }/ [ // February 27, 2002
Name of Person Signing -

i Date
Total number of page b oover sheel atiachments, and documents:
Maili documents to be recorded with required cover sheet information to:
Commissioner of Patents & Trademarks, Box Assignments
Washington, D.C. 20231

S a?  PC Docs No, /352006 o

ANC 209

IPR2021-01338 / ANCORA EX2011  ANCC000209


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


. ) '

ASSIGNMENT

WHEREAS, M.Y.P.D. Technologies, Ltd., an Israeli corporation, hereinafter referred to as the
assignor, is an owner of United States Patent Application No. 09/164,777 and the inventions disclosed
therein (hereinafier the “Patent Application™), as evidenced by an Assignment recorded on October 1, 1998,
at Reel/Frame 9510/0320; and '

WHEREAS, Beeble, Inc., a Delaware corporation whose mailing address is P. O. Box 4066,
Newport Beach, California 92661-4066, hereinafter referred to as the assignee, is desirous of acquiring the
entire right, title and interest in and to said patent application that is owned by assignor, including any and all
divisions and continuations .thereof, and in and to said inventions and any and all patents which may be
granted therefor, including any and all renewals, reissues and prolongations thereof;,

NOW THIS WITNESSES, that for and in consideration of Ten Dollars ($10.00), and other good
and valuable consideration paid by said assignee to the assignor, the receipt of which is hereby
acknowledged, the assignor hereby assigns, sells and transfers to said assignee, and said assignee's .ugcessors
and assigns, the entire and exclusive right, title and interest in and to said patent application, including any
and all divisions and continuations thereof; and in and to said inventions and any and all patents which may
be granted thereon; said assignee, and said assignec’s successors and assigns, to have, hold, exercise and
enjoy the said inventions and patemts and patent applications, including any and all divisions and
continuations thereof, and including any and all renewals, reissues and prolongations thereof, with all the
rights, powers, privileges and advantages in anywise anising from or appertaining thereto, for and during the
term or terms of any and all such patents when granted, including any and all reriewals, reissues and
prolongations thereof, for the use and benefit of said assignee, and said assignee's successors and assigns, in
as ample and beneficial 2 manner as the said assignor might or could have held and enjoyed the same, if this
assignment had not been made. _ ' '

EXECUTED, this /] day of é.’w:_; ,2002 - hﬁig;gg(}g; _
.Y .P.D. Technologies, Ltd.,

STATE OF CALIFORNIA

COUNTY OF ORANGE 8.

On February _a_:?iooz, before me, the undersigned, a Notary Public in and for said State, personally
appeared MIKI MULLOR personattynown-to-me-OR proved to me on the basis of satisfactory evidence to be the
person whose name is subscribed to the within instrument and acknowledged to me that he executed the same in his
authorized capacity, and that by his signature on the instrument the person, or the entity upon behalf of which the
person acted, executed the instrument. .

WITNESS my hand and official seal. R AT T.GRA VES&
Signature: 7. () DA COMM. 1304764 0
' 2 ORANGECOUNTY
2oy 7. CAeS Myhm&p.myﬂ,mJ
Name (Typed or Printed)
ANC 210

IPR2021-01338 / ANCORA EX2011  ANCC000210


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


9-25-2081 9:06aM F&BEEBLE. INC. +1 249 260 8254 . P.1

: M.Y.P.D Technologies LTD
An Isrueli incorporated company (Isreali ID 51-262869-4)

Present: all membess of board of directors '
Jultan Viaku, Istaclt citizen, ID 0-1157718-6
Miki Mullor, Israeli citizen, ID 0-25327644-4

Ry . - L.
- .

Decisions:

1. To wansfer with 0o consideration of all prescot and future Jegal rights in the
intellectual property of the company; including all rights regardiog a patest
appEcation in the United Stetes of Americs mnd the stute of Israel, to Beeble, Inc.,
an American based coinpany located in California, US., ;

2. Toappoint Mr. Miki Mullor as an executor of this assembly's decisions.

3. To avthodze Mr. Miki Mullor  cairy any action needed to execute this
assembly’s decitions. ,

i zR'd  TIN 2182006 £ 26 TAND 12:6 1982 4I5S
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c'd

wvecevwe pav e ¥ o9

M.Y.PD Tochnologies LTD
" An Isxael incosparated company (Tsracli XD 51-262869-4)

O t-. of

Present: all shareholders
Yabian Visiky, Israeli citizan, ID 0-1157718-6
Mild Mullor, IsracH citizen, ID 0-25327644-4

 All sharelolders foefeit their right mregdvuu officiel annoupcement aof this assembly.
Agends

1. Trausfa with no consideration of all preacnt ans foture Jegal rights in the
mﬁamﬁmdhwmpmy.mh&ngaﬂnshhmmam

application in the United States of America and the state of Istaed, to Beeble, Inc., -

an American based company Jocated in Califormis, UB, ﬂntthzshamholdus
prozent in this meeting have sights in.
: l’cu.m'm'-

1, To teansfer with no consideration of all present and foture legal righta in the
intaIlectual property of tho company, including al) rights regarding a patent
spplication in the United Stater of America and the stats of Israel, 10 Bechic, foc.,
an American based company located in Califctnia, US,

2. 'To appotnt Mt. Mild Mullor &5 an excntor of this asscmbily’s decisions.

3. To suthorize Mx. Miki Malla 1o conty any acticn noetlsd to execute this
esscmbly’s decisions.

21°d  TIPON 2180026 £ 246 TBINT 26 TedR dB'SZ
YS28 662 BYZ 14+ 'ONI '319333 WO V.06 1882-52-6
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2\ 3 UNITED StaTES @ 39636~
¢ PATENT AND
* % % * 1 RADEMARK OFFICE
APRIL 24, 2002 Chief Information Offi
. PTAS Washington, DC 202
VENABLE www.usplo.g

JEFFRI A. KAMINSKI

P.O. BOX 34385 ;
WASHINGION, D.C. 20043-5998 (KRR AR 0 AU TR NEmAY

*101999450A*

UNITED STATES PATENT AND TRADEMARK OFFICE
NOTICE OF RECORDATION OF ASSIGNMENT DOCUMENT

THE ENCLOSED DOCUMENT HAS BEEN RECORDED BY THE ASSIGNMENT DIVISION OF
THE U.S. PATENT AND TRADEMARK OFFICE. A COMPLETE MICROFIM COPY IS
AVAILABLE AT THE ASSIGNMENT SEARCH ROOM ON THE REEL AND FisME NUMBER
REFERENCED BELOW.

PLEASE REVIEW ALL INFORMATION TONTAINED ON THIS NOTICE. THE

INFORMATION CONTAINED ON THIS RECORDATION NOTICE REFLECTS THE DATA
PRESENT IN THE PATENT AND TRADEMARK ASSIGNMENT SYSTEM. IF YOU SHOULD
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, YOU MAY
CONTACT THE EMPLOYEE WHOSE NAME APPEARS ON THIS NOTICE AT 703-308-9723.
PLEASE SEND REQUEST FOR CORRECTION TO: U.S. PATENT AND TRADEMARK OFFICE,
ASSIGNMENT DIVISION, BOX ASSIGNMENTS, CG-4, 1213 JEFFERSON DAVIS HWY,
SUITE 320, WASHINGTON, D.C. 20231.

RECORDATION DATE: 02/27/2002 REEL/FRAME: 012617/0830
NUMBER OF PAGES: 4

BRIEF: ASSIGNMENT OF ASSIGNOR’‘S INTEREST (SEE DOCUMENT FOR DETAILS) .

ASSIGNOR: 2
M.Y.P.D. TECHNOLOGIES, -¥N&- L14. DOC DATE: 02/21/2002

ASSIGNEE: ' ‘
BEEBLE, INC.
P.O. BOX 4066
NEWPORT BEACH, CALIFORNIA

92651~
4066
SERIAL NUMBER: 09164777 , FILING DATE: 10/01/1998
PATENT NUMBER: ISSUE DATE:

- s —

THERESA FREDERICK, EXAMINER L "3

ASSIGNMENT DIVISION .

L i

OFFICE OF PUBLIC RECORDS

e e et

ANC 213
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UNITED STATES PATENT AND TRADEMARK OFFICE

T A —

UNITED STATES DEPARTMENT OF COMMERCE

United States Patoni and Trademasrk Offtes

Addrese: COMMISBIONER OF PATENTS AND TRADEMARKS
Washington, D.C. 20233

W LSPAD SOV

L APPLICATION NO. [ FILING DATE J FIRST NAMED INVENTOR J ATTORNEY DOCKET NO. r CONFIRMATION NO. ]

09/164,777 10/01/1998 MIK] MULLOR REINC4237.01 7068
7590 01/15/2002
SPENCER AND FRANK [ EXAMINER ]
SUITE 300 EAST
1100 NEW YORK AVENUE NW HEWNT I, CALVINL
WASHINGTON, DC 200053955 -
_ L ART UNIT L PAPER NUMBER J
- 2161

DATE MAILED: 01/15/2002

Please find below and/or attached an Office communication concerning this application or proceeding.

DOCKETED
%6 ~
CLIENT/MATTER # va
DUE DATE
FiNAL DEADLIN

DKTED BY

PTO-90C (Rev. 07-01)

IPR2021-01338 /| ANCORA EX2011

—
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VVeTe T pav - sy

MY PD Techmalogies LTD
Al Jsraeli incorparated company (Tsracli ID 51-262869-4)

Protocol of Bxcephig sneral Asg : held

Present: all shareholdexs
Tulien Visiku, Isracli citizaa, IDO-I 1577186

Miki Matlor, Israeli citizen, ID 0-25327644-4

All shareholdezs forfeit their right mmieivemoﬂ‘mialmnoummntuf this assesnbly.
Agenda:
1. ‘Transfar with no consideration of all preacnt xos ftnee Jagal rights in the
intelectnal property of the company, including all rights rcgarding a patent
application in the United Stsres af America and the stats of Israed, to Beeble, Inc.,

mAmm-mbased«nnpmylocatedmCmfmﬂ.:,US,dntﬁu:hamholdas
present in this mecting have righty in.

Decisions:

1. To teansfer with no consideration of all presext and fotore legal riphts in the
intzllectual property of the company, mcluding afl rights regarding & pateat
spplication in the United Statex of America and the state of Iaracl, toBcchk,Inc..
an American based company located in Califamis, US.

2. Toappoimm.mumm“moxmafmummwm

3. To suthorize Mr. Miki Mallor to caxty any acticn twedsd to execute this
esseanbly’s decisioos.

pervi e

2/1°d Tir 0N <182026 € 226 TN 2:6 1032 dIB°s2

PS28 652 @ve 1+ “ONI ‘3718339 WO+ Wv/i@:6 1882-SC-6
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/05778
2/27/02
enable Filing Number Filing Date
Atty. Docket No. 39636-176166
Re: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION
Application No.: 09/164,777 Filing Date: October 1, 1998
Patent No.: issue Date
Trademark: Trademark Reg. No:

Opposition/Cancellation No:

The following items were received from Venable, Washington, D.C., by the U.S. Patent & Trédemark Office:

U.S. PTO FEES ENCLOSED
RCE Transmittal Sheet Filing Fee
Issue Fee Part Surcharge Fee
Invention Declaration
National Stage Application Additional Claim Fee
Translation of International Application :
New U.S. TM Application (____ specimens) Recordation of Assignment -
: : $40.00 Fee
Rule 53{d) Continuation or Division Application ’ '
Rule 53(b) Continuation or Division IDS Fee
Application (in Duplicate) (attach copy of
specifications, claims, drawings & declaration)
Priority Document-Cert.Copy of Appln. #
' - Date Extension Fee
XX Assignment w/Cover Sheet

IDS w/ PTO-1449 {with references) Notice of Appeal Fee
Amendment (with marked up version)

" Submission of Substitute Specification Brief on Appeal Fee

. Petition/Request for Extension of Time _

- Notice of Appeal : . Oral Hearing Request Fee
Appeal Brief (in triplicate) :
Request for Oral Hearing Petition Fee
Confirmation of Hearing Petition
Letter Under 37 CFR 1.28-{c) Issue Fee {Additional)
Certificate of Correction
Maintenance Fee Transmittal Maintenance Fee
TM Statement of Use
Declaration Under-8 TM Statement of Use -
Declaration Under 8 and 15 -

TM renewal Application 8 Affidavit Fee
Notice of Opposition
Supplemental Search Report and Annex TM Renewal Application Fee
Postcard '
Change of Address Notice of Opposition Fee
Terminal Disclaimer
Fee: $40.00
Check Number
#331763v2
ANC 216
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Form PTO-1595 U.S. DEPARTMENT OF C ERCE
REC.DATION FORM COVER SHEET . 5. Petont et deemz:ﬂk% ot

{Rev. 03/01)
OMB No. 0651-0027 {exp. 5/31/2002) PATENTS ONLY
Tab settings & = © v v v W Atty Docket: 39636-176166

To the Honorable Commissioner of Patents and Trademarks: Please Record the attached original documents or copy thereof.

1. Name of conveying party(ies): 2. Name and address of receiving party(ies)

M.Y.P.D. Technologies, inc. '
Name: Beeble, Inc.

Internal Address:

Additional name of conveying party(ies) attached? [J Yes [ No

3. Nature ofcc?nveyance: Street Address: P.O. Box 4066
B Assignment 0 Merger
[0 Securty Agreement " O Change of Name _
ty Ag g City: Newport Beach State/Country: CA
[0 Other
: Zip: 92661-4066

Execution Date: February 21, 2002
Additional Name(s) & address{es) attached? [[] Yes X1 No

4. Application number(s) or patent number(s):
If this document is being filed together with a new application, the execution dale of the application by the first named inventor is:

A. Patent Application No.(s) B. Patent No:{s)
09/164,777

Additional numbers attached? {J Yes [J No

5. .Name and address of party to whom corréspondence 6. Total number of applications and patents involved: fi}
this document should be ma
”“Ml“ mlmﬂ mm”m 7. Total fee (37 CFR3.41) .. ... .. $ 40.00
26694 ® Enclosed
PATENT TRADEMARK OFFICE 0 Authoﬁ;ed to be charged to deposit account

Name: VENABLE

8. Deposit account number;
: 0. B 4385 .
Address: P.O.Box 3 | 20.0261

(Attach duplicate copy of this page if paying by deposit account)

City: Washington State: D.C.  Zip: 20043-9998
DO NOT USE THIS SPACE

' 9. Statement and sngnathre
To the best of my knowledge and belief, the foregoing information is true and correct and any attached copy

is a true copy of the onginal document. A R 7
Py o ;" ; ’{ ,_.;7
f o trg L (Ll February 27, 2002
L7 L~
Name of Person Signing /’- Slgnature Date

Total number of pages'ineluding cover sheet, attachments, and documents:

Mail documents to be recorded with required cover sheet information to:
Commissioner of Patents & Trademarks, Box Assignments
Washington, D.C. 20231

a3 PG Docs No. 2/352006 ANC 217
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ASSIGNMENT

WHEREAS, M.Y.P.D. Technologies, Ltd., an Isracli corporation, hereinafter referred to as the
assignor, is an owner of United States Patent Application No. 09/164,777 and the inventions disclosed
therein (hereinafter the “Patent Apphcatlon”), as evidenced by an Assignment recorded on October 1, 1998,
at Reel/Frame 9510/0320; and

WHEREAS, Becble, Inc., a Delaware corporation whose mailing address is P. O. Box 4066,
Newport Beach, California 92661-4066, bereinafter referred to as the assignee, is desirous of acquiring the
entire night, title and interest in and to said patent application that is owned by assignor, including any and all
divisions and continuations thereof, and in and to said inventions and any and all patents which may be
granted therefor, including any and all renewals, reissues and prolongations thereof’

NOW. THIS WITNESSES, that for and in consideration of Ten Dollars ($10.00), and other good
and valuable consideration paid by said assignee to the assignor, the receipt of which is hereby
acknowledged, the assignor hereby assigns, sells and transfers to said assignee, and said assignee's successors
and assigns, the entire and exclusive right, title and interest in and to said patent application, including any
and all divisions and continuations thereof, and in and to said inventions and any and all patents which may
be granted thereon; said assignee, and said assignee's successors and assigns, to have, hold, exercise and
enjoy the said inventions and patents and patent applications, including any and all divisions and
continuations thereof, and including any and all renewals, reissues and prolongations thereof, with all the
rights, powers, privileges and advantages in anywise arising from or appertaining thereto, for and during the
term or terms of any and all such patents when granted, including any and all renewals, reissues and
prolongations thereof, for the use and benefit of said assignee, and said assignee's successors and assigns, in
as ample and beneficial a manner as the said assignor might or could have held and enjoyed the same, if this
assignment had not been made.

EXECUTED, this /| dayof felvem~ ,2002  _ASSIGNOR:
o M.Y.P.D. Technologies, Ltd,

STATE OF CALIFORNIA

COUNTY OF ORANGE’ SS.
On February __24_5002, before me, the undersigned, a Notary Public in and for said State, personally

appeared MIKI MULLOR persoratty known-to-me-OR proved to me on the basis of satisfactory evidence to be the
person whose name is subscribed to the within instrument and acknowledged to me that he executed the same in his

authorized capacity, and that by his signature on the instrument the person, or the entity upon behaif of which the
person acted, executed the instrument.

WITNESS my hand and official seal.

s ZACHARY T GRAVES |

Signature: 7, T 6 P Cfcrddi coum. 304764 0

‘ 0 EZ] " AGECONTY @

2Ry T. b6 AT ] 367 Ny Term Exp. May 17, 2005}
Name (Typed or Printed) ;
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9252081 S:06AM FRDQEEBLE. INC. +1 240 258 8254 . P

:
——.

- MY.PD Technalogies LTD
An Ixrueli incorporated company (fsraali 1D 51-267865-4)

Preseut: al) members of board of directors
mﬂmmnulwullcﬁmmo-lu’rn&ﬁ
Mild Mullor, Tsraeli citizen, 1D 0-25327644-4

Decisions:

1. To uensfer with no cansideration of all present and fature legal rights in the
, intellectoal property of the company, including all rights regardiug a patesie
‘ application in the United Stutee of America s the siate of larsel, to Beeble, Inc.,
an American based coinpatry located in Califorsia, US. .

2. To appoint Mr. Miki Mellor as an executor of this 2scembly’s decizions.

3. To authodze Mr. Miki Mullor to carry any sction nesded to execarte this
~ aasembly’s decisions.

i 3724 TIr-ON ZIROCS € 26 TAIND 12:6 IS "d3IS 52

ANC 219

IPR2021-01338 / ANCORA EX2011  ANCC000219


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


‘ .

- MVAce T mav - g sy

' M.Y.PD Technologies LTD
Al Israsl incorparated compray (Inacli XD 51-262869-4)

Protocol of Bxceptional Generall Assembiy hald on 16/9/2001
g _ Pruient: all shareholdars

Julien Viaiku, Isracli citizen, ID 0-1157718-6
Mili Mullor, Israeli citizem, D 0-25327644-4

All shareholders forfeit their tight 1o Teceive ant official angouncament of this assemnbly.

Agenda;

1. Transfer with no consideration of All preacnt and futore Jegal rights in the
intallactal property of the copany, incinding all rights regarding a patent
application in the United Stares of America and the stale of Israel, to Besbie, Ing.,
an American based company located in California, UGB, that the sharcholders
present ia this mecting have rights in,

Y ) rm—— - o —r——

Decisions:

1. To transfer with no consideration of all proseat and future lagal rights in the
inteZlectual property of the company, icloding all righte regarding a patent
appBcation in the United Statex of Arnerica and the state of Israel, to Becble, Inc,,
an American based company localed in Califatnia, US,

2 To aw@tm.mmhuuamdﬂﬂaummy‘sdxﬁma

3. To authorizs Mr. Miki Muliar to canry any action heedsd to execute this
asscanbly’s decisions.

g i /
Miki Jalian Vilikn

21 d TIr N SP3aZs € A6 T2INT az:6 1002 JES2

PS8 @S2 @ve i+ "ONI ‘3719338 WOoHd Weia:6 1082-52-5

N
1%
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evemgyes wa wean

Facsimile Transmission

This company uses RightFAX® fax
server software from RIghtFAX, Inc.

From: Name: USPTO ASSIGNMENT DIVISION

Fax Number:
Voice Phone: 703-308-9723

To: Name: ROBERT KINBERG
Company: 675 7TH STREET NW
Fax Number: 12023448300
Voice Phone:

Fax Notes:

Pg#  Description
1 Cover Page
2 631.TXT

4 Document 1, Batch 398865

PTAS FAX PROCESSING

Date and time of transmission: Wednesday, December 29, 2004 12:03:18 PM
Number of pages including this cover sheet: 04

A RIGhtFAX™ Communicated Document
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o [ 4
f \\ UNITED STATES DEPARTMENT OF COMMERCE
- * | Patent and Trademark Office
“Vrrng oF OF PATENTS AND TRADEMARKS
Weshingion, D.C, 20231
ecemEn 25. 2004 ATV R
PTAS * 5000154284

ROBERT KINBERG
575 7T™H STREET NW
WASIITNGTON, DC 20004

UNTTED STATES PATENT AN TRATFMARK OFFTCR
NOTICE OF RECORDATION OF ASSIGNMENT DOCWMENT

THE ENCLOSED DOCUMENT HAS BEEN RECORDED BY -THE ASSIGNMENT DIVISION OF
TIW. U7.5. PATENT AND TRADFMARK OFFTCR. A COMPTETRE MTCROFTTM COPY TS
AVATTARTFE AT THE ASSTGNMENT SFEARCIT ROOM OW TIIE RERT. ANT) FRAME NUMBER

REFERENCED BELOW.

PIRASFE REVTFEW ATT. TNFORMATTON CONTATNED ON TIITS NOTTCR. T

TNFORMATTON CONTATNET ON TIITS RECORDATTON NOTTCFE REFTRCTS THRE DATA
PRESENT TN THFE PATENT AND TRADFMARK ASSTCNMENT SYSTFM. TF YOU SITOUTD
FIND ANY ERRCORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, YOU MAY
CONTACT TIHF FEMPTLOYRE WIIOSE NAME APPRARS ON TNTS NOTTCR AT 703-308-9723.
PTFEASE SEND REQUEST TOR CORRRCTTON TQ: W.5. PATENT AND TRANUFMARK OFFTOR,
ASSTONMENT DTIVTISTON, RBOX AGSTONMENTS, CG-4, 1213 JNFFRRSON DAVTS TWY,
SUTTE 320, WASHTNCGTON, D.&. 20231.

RFCORDATTON DATR: 12/21/2004 RFEFT/TRAMF: 015494/0243
NUMBER OF PAGES: 3

BRIEF: ASSIGNMENT OF ASSIGNOR'S INTEREST (SEE DOCUMENT FOR'DETAILS)..

ASSTCNOR:
BEEBLE, INC. DOC DATE: 12/20/2004

ASSIGNEE:
ANCORA TFECIINOLOGTES TNC.
3972 BARRANCA PKWY, SUTTE J458

IRVINE, CALIFORNIA 92606
SERIAL NUMBER: 09164777 FILING DATE: 10/01/1998

PATFENT NUMRFR: 64771947 TSSUR DATR: 06/25/2002
TTTLR: METHOD OF RESTRTCTTING SOFTWARE OPFRATTON WTTHTN A T.TCENSF TLIMTTATTON
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. PART B - FEE(S) TRANSMITTAL

Complete and mail this form, together with applicable fee(s), to:

Box ISSUE FEE
Assistant Commissioner for Patents
Washington, D.C, 20231

MAILING INSTRUCTIONS: This Jorm should be uscd for transmitting the ISSUE FEE and

where ap iate. All further correspondence including the Patent, advance orders and noti
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new co

maintenance fee notifications.

PUBLICATION FEE (if required). Blocks i through 4 should be comp. le
fication of maintenance fm(willrge mai)led.lothe curn-.mgh “pon addtuskd

as
address; and/or (b) indicating a separate "FEE ADDRESS" for

‘CURRENT CORRESPONDENCE ADDRESS (Note: Legibly mark-up with any comrections or use Block 1)

Note: The certificate of mailing below can only be used for domestic
mailings of the Fee(s) Transmittal. This certificate cannot be used for any

7590 03/28/2002 other accompanyin, . Each additional , such as an assignment
SPENCER AND FRANK or formal dnp;ing, ﬁllplgtp:ﬂsvc its own ocxﬁﬁu&ag?maiﬁng.
SUITE 300 EAST | N (i:e::f;c}te of Mma:llilg bein '
hereby certil is s} Transmietal is being deposited with the
1100 NEW YORK AVENUE NW Unitod Statcs Postal Service with sufficient postage for firts clase mail 1a an
WASHINGTON, DC 200053955 envelope addressed to the Box lssue Fee s above on the date
. indicated below.
(Depositor’s same)
(Sigratere) |
(Dase)
| APPLICATIONNO. | FILINGDATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | conFrMATION NO. |
09/164,777 10/01/1998 MIKI MULLOR ARERICAI3 i 7068
TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION
| ToraLcLAMS | APPLN.TYPE |  SMALLENTITY | ISSUE FEE LPUBLICAHON FEE ; TOTAL FEE(S)DUE | DATE DUE ]
19 nonprovisional YES $640 $0 $640 06/28/2002
| EXAMINER | ART UNIT | cCLAss-sUBCLASS J
HEWITT II, CALVINL 2161 705-059000

. Chan

dence address or indication of “Fee Address” (37

1 e of
CFR l.fﬂ)._gae of PTO form(s) and Customer Number are recommended,

but not requi

Q Change of wrre%ondence address (or Change of Comrespondence

Address form PTO

. XX"Fee Address” indication
PTO/SB/47) atiached.

B/122) attached.
{or "Fee Address” Indication form

2. For printing on the patent front page, list (1)

the names of up to 3 regisiered patent attomeys 1
or agents OR, alternatively, (2) the name of &
single fum (having as a member a registered
sttomey or agent) and the names of up to 2
registered patent stiorneys or agents, If no name
is listed, no name will be printed. 3

VENABLE
Robert Kinberg
Jeffri A. Kaminski

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an nssi%ee is identified below, no assignee
SPTO or is being submitted undet scparate cover. Completion of this form is

- been previously submitted to the
(A) NAME OF ASSIGNEE

Beeble, Inc.

Please check the appropriate assignee category or categories {(will not be printed on the pat=at)

data will appear on the

patent. Inclusion of assignee data is onl

iate when an assignment has

NOT a substitute for filing an assignment.

{B) RESIDENCE: (CITY and STATE OR COUNTRY) :

Newport Beach, CA

0 individual gcorpomion or other privats group entity O government .

4a_ The following fee(s) are enclosed:
§m Fec
O Publication Fee
O Advance Order - # of Copics

4b. Payment of Fee(s):

XA check in the amount of the fee(s) is enclosed.
Q Payment by credit card. Form PTO-2038 is attached.

E¥rhe Commissioner is

Depoci Aceoent Nambor 2202810 {020

Rt el

the required fce(s'), of credit any overpaymen, 1o
an extra copy of this form).

The COMMISSIONER OF PATENTS AND TRADEMARKS is requested to apply the Issue Fec and Publication Fec (if any) or 10 re-apply any previously paid issue fee to the

application identified above.n .. .

1
(Authorized Signature) -7 (2
rrir e Y i

(Da

ic)
4/22/02

NOTE; The Issuc Fec and Publication
other than the apglicant; a registered auorncg'

or agent; or
interest as shown by the records of the United States

m;oq
Fee (if required) will not be accepied from anyone

atent and Trademark Office.

the assignee or other party in

‘Burden How Statement: This form Js cslimated to ke 0.2 hours to complcic. Time will vary
depending on the needs of the individual case. An oonunengsonlheamourﬁofﬁmm?med
to complete this form should be sent to the Chiel Information Officer, United States Patent
and Trademark Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND FEES AND THIS FORM TO: Box Issuc Fee,
Assistant Commissioner for Patents, Washington, D.C. 2023}

respond to a

Under the Paperwork Reduction Act of 1995, no %ctsons are required to
collection of infonnation unless it displays a valid OMB control nun'lcl:let.
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TRANSMIT THIS FORM WITH FEE(S)

PTOL-85 (REV. 07-01) Approved for usc through 01/31/2004. OMB 0651-0033

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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- Plusetypeapk:s‘sim(+)i|sédet. —> l+l

\ Revised PTO/SB/122 (10-00)
Attoney Docket No. 32014-141866
for use through 10/31/2002. OMB 0651-0035

Approved
U.S. Patent and Trademeark Office; 1.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required 10 respond 0 a collection of information unless it displays a vaid OMB condrol number.

( : Application Number ] 09r164,777 \ ]

CHANGE OF e Toa .
CORRESPONDENCE ADDRESS tlling Da ober1,1998

Application First Named Inventor | Miki MULLOR

Address to: Group Art Unit } 2161

‘Assistant Commissioner for Paten(s - 7 : -

Washinglon, D.C. 20231 Examiner Name Calvin L. Hewitt Il

\_ Atiorney Docket Number | 39636-176166 (REINC4237.01)

Please change the Correspondence Address for the above-identified application to:

. Place Customer
X Customer Number 26694 —_> Number Bar Code
Label here
Type Customer Number here

OR
I:I Firm or . oo e

Individual Name Venable, Baetjer, Howard & Civiletti, L.L.P.
Address P.O. Box 34385
Address .
City Washington | state | DC ZIP | 20043.9998
Country USA
Telephone 202.962.4800 Fax | 202.962.8300

(PTO/SB/124).

lam the :
Applicant

OoxR OO0

Attorney or agent of record.
Registered practioner named in the application transmittal letter in an application without an ’

This form cannot be used to change the data associated with a Customer Number. To change the data
associated with an existing Customer Number use “Request for Customer Number Data‘Change”

The New Attorney Docket Number is 39636-176166.

Assignee of record of the entire interest.
Certificate under 37-CFR 3.73(b) is enclosed.

Typed or .
Printed I‘l/a me Robert Kinberg
Y, Pt

executed oath or declaration. See 37 CFR 1.33(a)(1). Registration Number

/}/M//m/ 4, 709

Date Apnl 22, 2002

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit
multiple forms if more than one signature is required, see below".

R
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Electronic Version v1.1
Stylesheet Version v1.1

. SUBMISSION TYPE: - NEW ASSIGNMENT

I

. ASSIGNMENT

' NATURE OF CONVEYANCE:

' CONVEYING PARTY DATA

; N - B Name ) o - ‘‘‘‘‘ Execution Date

. IBeeble, Inc. 112/20/2004

. RECEIVING PARTY DATA

[Name: IAncora Technologies inc. o :
Street Address: 13972 Barranca Pkwy, Suite J458
‘City: Irvine ' '

. [State/Country: 'CALIFORNIA N

| |Postal Code: 192606

| PROPERTY NUMBERS Total: 1

Property Type Number ,

| Patent Number: 6411941

' CORRESPONDENCE DATA

Fax Number: (202)344-8300

Correspondence will be sent via US Mail when the fax attempt is unsuccesstul.
: Phone: 202-344-4000

. Email: mii@venable.com

Correspondent Name: Robert Kinberg

. Address Line 1: 575 7th Street NW

| Address Line 4: Washington, DISTRICT OF COLUMBIA 20004

" NAME OF SUBMITTER: ' Robert Kinberg

Irobert kinberg/

Signature:

' Date: 122112004

. Total Attachments: 2
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Atntorney Docket No. 46594-207530
ASSIGNMENT

WHEREAS Beeble, Inc. having an address at P.0O, Box 4066, Newport Beach, Californis 92661,
heremafier referred to as the assignor, is the owner of the entire right, tifle, and interest in and 1o the United
States Patent No. 6,411,941 (hereafier the "Patent”) and the inventions disclosed thercin, by virtue of an

* Assignment initially recorded on February 27, 2002 at Rocl 012617, Frame 0830, and a Request for
meomnofthcAsszgnofsNametha'oofthcnwcwdedonMay9 2002 at Rec] 012882, Frame 0558, in the
_'US Patent and Trademark Office;

AND Ancora Technologies Inc., having an address st 3972 Barranca Pkwy, Suite J458, Irvine,
Califoria 92606, hercinafier referred to as the assignoe, is desirous of acquiring the eatire right, title and
mwrutmuldtothePatun,mdmvamq)sdmdoscdtha‘an,mch)dmgmyrencwa!s rcissues and
prolongations thereof’,

NOW THIS WITNESSETH, that for and in consideration of Onc Dollar ($1.00), and other good and
valiable consideration paid by said assignee to assignor, the receipt of which is hereby acknowledged, the
assignor hereby assigns, sells and transfers to said assignee, and said assignee’s successors and assigns, the entire
and exclusive right, title and interest in and to the Patent, renewals, reissucs and prolongations thereof; said
assignees, and said assignee's socoessors and assigns, 10 have, hold, exercise and enjoy the Patent and irventions
disclosed therein, including all rencwals, reissues and prolongations thercof, with all the rights, poseers, privileges
and advantages in anywise anising from or appertaining thereto, for and during the term of the Patent, including
any and all renewals, reissues and prolongations thereof, for the use and benefit of said assignee, and said
assipnee’s sucocssors and assigns, in as ample and beneficial a manner as the said assignor might or could have
held and enjoyed the same, if this assignment had not been made.

AND the assignor agrees to pexrform, upon the request of said assignee, or said assignee's successors or
assigns, any and all acts relating to the asscrting of the Patent, incinding any and all rencwals, reissues and
prokongations thercof

AND said assignor hereby agrecs 10 porform, upon the request of said assignee, or said assignee's
SuccEesors or assigns, any and all acts relating to the obtaining or to the asserting of the Patents, including any
and all renewals, reissues and prolongations thereof.

This assignment includes the transfer of the right which the assignor has o may have in recovering
damages for past infringement of the Patents.

EXECUTED, this 20 ___dayof _ {28 o 4. 2004

"Asgignor; Beeble, Inc.

T ame: MiluM

Title: President and CEO

::0DMA\PCDOCSIN2DOCSI\603572\ fre
/uc-nmzy M s &
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CALIFORNIA ALL-PURPOSE AC KNOWLEDGMENT

R R L AN N R S R R RGO O,

R SENAAVENS RN

o1 R P SN TR O AT T e R AL BN R A oy

9N

$State of Calilomia

2 S8,

H  Coutyof _(fR223 .0 b¢

:? i On !25"{3\,\4 2 e, “20-"3 2c't_ belore ma, MG‘“RY T. GMVES. NOTMY m
‘ D T Mawee o Tiee of o (£ J0ne Dow, Nicaery Public)

4
rsonally appeared _ M/ KL gL Lol . : S
pe lly Humels) ol Jspran s} .

—Epersonatty-imown-to-me— .
~Zproved to me on the basis of satisfaclory
evidence

fo be the person(s) whoee namels) s
subscribed to the within nstrument and
| ] acknowledged 10 me that he/sheihey executed
the same in hisprerfheir  authorized
capacity(ies), and that by his/heijhelr

N
| COMM

e108

RANGE GOUNTY signaturefg) on the instrument the personge); or ;
,,,12,. Exp. Mey 17,2005 | the entity upon behalf of which the personiay A
; acted, executed the instrument.

smumm

Y
LA TLIET

OPTIONAL

Though the informasion bolow i N0t required Dy w, & may prove vakisbit 10 parsons relying on shir document and could prevent
travchdent removal and reafiachment of this Jorm lo another document.

Description of Attached Document
Tite or Type of Document: M 551 6 Mem o~ (@eGorpnts far avoe € 11 w;}

Document Date: _fz’/""’{"" NumberofPages: [

PR SR IR

Nt

Signer(s) Other Than Named Above: _A»»4- —

Capacity(ies) Claimed by Signer

Signer's Name: RIGHE THUBBPA T
OF SIGNER

m/‘ icual - | Top of Momb hare
0O Corporate Officer — Tite(s): .
0 Panner — O] Limited DGoneral

Sea

s

g D Attomey-in-Fact

A O Trusies ) ’
% O Guardian or Conservator 3
O Other; :
g !
3 Signer Is Representing: 5
SRR T SIS B ;!‘-

S R R R A R A S S N R R R e A N I R B R R
© 1999 Nadional Nty Aseaciation » 6¥50 De 30k dne., PD. Box 2403 » Chatawor), CA §1513-2402 = warm nafOnsinoa.ong Pooo. 190, 3907 feovar Cob Tok-Fres 1-000-878-5827
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RSO LYLMRIIL Page 2 of

source=anchora assignment.tifi¢page1.tif
| source=second page#page1.tif

| RECEIPT INFORMATION
| EPASID: PAT17224
| Receipt Date: ~ 12/21/2004
. Fee Amount $40
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Court: DE Court of Thancery

Judge: Leo E Strine Jr

LexisNexis File & serve Reviewed Filing ID: 4769245
Date: 12/13/2004

Case Number: 604-N

Case Name: Ltr dtd 09/07/04 filed under seal Mullor, Miki vs Blair T BrYant

/s/ Judge Leo E Strine Jr
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GRANTED

IN THE COURT OF CHANCERY OF THE STATE OF DELAWARE

IN AND FOR NEW CASTLE COUNTY

MIKI MULLOR and BEEBLE, INC,,
Plaintiffs,

C.A. No. 604-N

V.

BLAIR T. BRYANT, STUART D. ROSE,
and FRED FOURCHER,

Defendants.

N’ Nmat e N N st et Nva? st et

STIPULATION AND ORDER OF FINAL JUDGMENT

WHEREAS, Miki Mullor and Beeble, Inc. (“Beeble”) filed a complaint against
Blair T. Bryant, Stuart D. Rose and ,Fre& Fourcher pursuant to 8 Del. C. § 225 seeking a
declaration that Mullor and the directors elected by Mullor on or about June 24, 2004
constituted the entire Beeble Board of Directors;

WHEREAS, Bryant and Fourcher answered the complaint on August 18, 2004;

WHEREAS, Rose has never appeared or responded to the complaint; and

WHEREAS, Beeble, Mullor, Bryant and Fourcher settled this litigation and
Bryant and Fourcher have resigned from the Beeble Board of Directors, effective as of
June 24, 2004;

Mullor, Beeble, Bryant and Fourcher hereby stipulate and agree, subject to the
approval of the Court, that:

1. The Beeble Board of Directors consists of Miki Mullor and Dan Weil and

Michal Weil;
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2. The officers of Beeble are Miki Mullor (Chief Executive Officer and
President), Dan Weil {Chairman of the Board of Directors) and Michal Weil-{Chief
Financial Officer and Secretary);

3. Bryant and Fourcher are no longer shareholders in Beeble as of December
8, 2004, and

4, The Order Maintaining the Status Quo that was granted on August 16,

2004 is dissolved.

MORRIS, JAMES, HITCHENS & WILLIAMS MORRIS NICHOLS ARSHT & TUNNELL
LLP —

Edward M. McNally (#614) S. Mark Hurd {#3297)
Katherine J. Neikirk (# 4129) James G. McMillan (#3979)
222 Delaware Avenue 1201 North Market Street
P.O.Box 2306 P.O. Box 1347

Wilmington, DE 19899 Wilmington, DE 19899
(302) 888-6800

Attorneys for Defendants Blair T. Bryant and Fred
Attorneys for Plaintiffs Miki Mullor and Beeble, Fourcher ‘

Inc.
) Date@('. /0, 200?/

Dated:_j=> - 13~ 0 Y

SO ORDERED, this day of December, 2004.

Vice Chancellor Strine
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HARVARD BUSINESS SERVICES, INC.
25 GREYSTONE MANOR
LEWES, DELAWARE 19958-9776
Phone: (302) $45-7400 or (800) 345-2677
Fax: (302) 645-1280

www.delawareinc.com
Mr. Miki Mullor
C/0 Miki Mullor
35 Marsala’
Irvine, CA 92606
October 20, 2004

Dear Mr. Mullor,

Per your instructions we filed the enclosed General Corporation today for you:
Name: Ancora Technologies Inc.
Date of Incorporation: October 20, 2004

Delaware file number: 38700-18 (This is your company's permanent file number
with the Delaware Division of Corporations)

Number of shares: 25,000,000 Par value: $ 0.0001 / share
Kit sent via: UPS
Kit sent to:
Mr. Miki Mullor
35 Marsala’
Irvine, CA 92606
Directors: (not listed on Certificate of Incorporation)
Enclosed is an "Original Blue Bound Copy" of the Certificate of Incorporation. An
identical original of this document has been sent to the Delaware Division of Corporations for

processing, and will be sent directly from the "Division" to the Sussex County Recorder of
Deeds. The fees are included in our service.
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Page Two.

Your corporate Seal will be coming soon by if you have not already received it. If you
should require a full corporate kit in the future, including the minutes, bylaws, stock-certificates,
and boilerplate forms; they are available simply by calling us. (Current price: $100.00)

CONGRATULATIONS! We wish you a profitable corporate life and thank you -for
selecting us as your Delaware Registered Agent. We are pleased to be a part of your success. If
at any time you have questions, please feel free to-call us. '

Sincerely yours,

RICHARD H. (Rick) BELL
PRESIDENT

RHB
Enclosures: Original Blue Bound Copy
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PATENT ASSIGNMENT

— —— —

Electronic Version v1.1 12/21/2004
Stylesheet Version v1.1 500015428

suawssnoN TYPE: NEW ASSIGNMENT
| ASSIGNMENT .

RE OF CONVEYANCE:
g CONVEYING PARTY DATA
; ] R Name_—__ . 1 Execution Date
3 eeblg Inc. __ - 12/20/2004 -_J
: I RECEIVING PARTY DATA

cara Technologles ine.
872 Barranca Pkwy, Suits J458

|IstaterCountry: HEAL:FORNIA

[ Ih’oslal Code: 1[92506

‘I
| PROPERTY NUMBERS Tolal: 1

f | Patent Number:
j CORRESPONDENCE DATA
Fax Numbar: {202)344-8300
Y Camrsspondence will be sent via US Ma¥ when the fax atfermpt is unsuccessfi.,
Phane: 202-344-4000
’ Emall; mli@venable.com
§ Correspondent Name: Robert Kinberg
i Address Line 1: 575 Tth Street NW
| Address Line 4: Washington, DIETRICT OF COLUMBIA 20004

i Total Attachments: 2
‘. source=anchora assignment.tiffpage1.tif
I source=second page¥#page 1.tif

6411941

“40 00

e C H

e ey
§ NAME OF SUBMITTER: Robert Kinberg
—————————— ———— ———— = et
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STATEMENT OF INCORPORATOR

Sode dedodo o S e ek e e e e b S e ek
STATEMENT OF ORGANIZATION
OF THE INCORPORATOR OF
Ancora Technologies Inc.
I, Richard H. Bell, being the President and Secretary of Harvard Business Services, Inc.,

the incorporator of Ancora Technologies Inc. -- a Delaware Corporation -- hereby certifies
pursuant to Section 108 of the General Corporation Law of Delaware:

1. The certificate of incorporation of Ancora Technologies Inc. was filed with the
Secretary of State of Delaware on October 20, 2004.

2. On October 20, 2004 the following named persons were elected by me to serve as the
initial Directors of the Corporation until the first annual meeting of stockholders or until their
successors are elected and qualify:

Miki Mullor

3. The bylaws of the corporation have been approved.

4. The powers of this incorporator are hereby terminated, and said incorporator shall not
longer be considered a part of the body corporate of the above named corporation.

In witness whereof, I have signed this instrument as of the date when these actions were
so taken this 20th day of October, 2004.

s i Core

HARVARD BUSINESS SERVICES, INC.
Richard H. Bell
President & Secretary
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HARVARD BUSINESS SERVICES, INC.
25 GREYSTONE MANOR
LEWES, DELAWARE 19958-9776
Phone: (302) 645-7400 or (800) 345-2677
Fax: (302) 645-1280

www.delawareinc.com

ACCOUNT:

Ancora Technologies Inc.
Mr. Miki Mullor

C/0O Miki Mullor

35 Marsala’

Irvine, CA 92606

October 20, 2004

INVOICE:

Delaware Incorporation Services for:

Ancora Technologies Inc.
Delaware Division of Corporations file # 38700-18
Filed on the 20th day of October, 2004

AMOUNT PAID ...t steaeeesenssnessensns $ 466.00

PAID IN FULL

*** THIS SERVICE FEE IS TAX DEDUCTIBLE! ***

**% Keep this receipt for your record *** ANC 237
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The First State

I, HARRIET SMITH WINDSOR, SECRETARY OF STATE OF THE STATE OF
DELAWARE, DO HEREBY CERTIFY "ANCORA TECHNOLOGIES INC." IS DULY
INCORPORATED UNDER THE LAWS OF THE STATE OF DELAWARE AND IS IN
GOOD STANDING AND HAS A LEGAL CORPORATE EXISTENCE SO FAR AS THE
RECORDS OF THIS OFFICE SHOW, AS OF THE TWENTY-FIRST DAY OF
OCTOBER, A.D. 2004.

AND I DO HEREBY FURTHER CERTIFY THAT THE FRANCHISE TAXES
HAVE NOT BEEN ASSESSED TO DATE.

AND I DO HEREBY FURTHER CERTIFY THAT THE AFORESAID
CORPORATION IS DULY INCORPORATED UNDER THE LAWS OF THE STATE OF
DELAWARE AND IS IN GOOD STANDING AND HAS A LEGAL CORPORATE
EXISTENCE NOT HAVING BEEN CANCELLED OR DISSOLVED SO FAR AS THE
RECORDS OF THIS OFFICE SHOW AND IS DULY AUTHORIZED TO TRANSACT
BUSINESS.

AND I DO HEREBY FURTHER CERTIFY THAT THE SAID "ANCORA
TECHNOLOGIES INC." WAS INCORPORATED ON THE TWENTIETH DAY OF

OCTOBER, A.D. 2004.
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CERTIFICATE OF NCORPORATION
OF

Ancora Technologies Inc.

FIRST: The name of the corporation is: Ancora Technologies Inc.

SECOND: ts registered office in the State of Delaware is located at 25 Greystone
Manor, Lewes, Delaware 19958-9776, County of Sussex. The registered agent in charge thereof
is Harvard Business Services. Inc.

THIRD: The purpose of the corporation is to engage in any lawful activity for which
corporations may be organized under the General Corporation Law of Delaware.

FOURTH: The total number of shares of stock which the corporation is authorized to
issue is 25,000,000 shares having a par value of $ 0.0001 per share.

FIFTH: The business and affairs of the corporation shall be managed by or under the
direction of the board of directors. and the directors need not be elected by ballot unless required
by the bylaws of the corporation.

SIXTH: This corporation shall be perpetual unless otherwise decided by a majority of the
Board of Directors.

SEVENTH: In furtherance and not in limitation of the powers conferred by the laws of
Delaware, the board of directors is authorized to amend or repeal the bylaws.

EIGHTH: The corporation reserves the right to amend or repeal any provision in this
Certificate of Incorporation in the manner prescribed by the laws of Delaware.

NINTH: The incorporator is Harvard Business Services, Inc., whose mailing address is
25 Greystone Manor, Lewes, DE 19958. The powers of the incorporator are to file this
certificate of incorporation, approve the by-laws of the corporation and elect the initial directors.

TENTH: To the fullest extent permitted by the Delaware General Corporation Law a
director of this corporation shall not be liable to the corporation or its stockholders for monetary
damages for breach of fiduciary duty as a director.

1, Richard H. Bell, for the purpose of forming a corporation under the laws of the State of

Delaware do make and file this certificate. and do certify that the facts herein stated are true; and
have accordingly signed below, this 20th day of October, 2004.

Signed and Attested to by: ANC 239

%ﬁ@ 54(-2“—

Richard H. Bell, President & Secretary
HARVARD BUSINESS SERVICES, INC.

State of Delaware
. Secretary of State
Divisian of Corporations
Lelivered 01:52 PM 10/20/2004
FILED 01:39 PM 10/20/2004
SRV 040756790 - 3870018 FILE
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Windows Genuine Advantage : Reported OEM BIOS Hacks Page 1 of 6

Welcome to MSDN Blogs Sign in | Join | Help
Windows Genuine Advantage

Reported OEM BIOS Hacks

I know many of you are aware of reports of hacks that attempt to exploit our OEM BIOS
based activation. We're aware of this type of hack and I wanted to take a minute to
describe how these work and how we plan to respond.

First, what is OEM BIOS based activation?

Here's a little more information on how OEM BIOS based activation works. This form of
product activation is also known as OEM Activation or just OA, which is how Microsoft refers
to it and how I will refer to it in this post. Back at the launch of Windows XP when Microsoft
introduced Windows Product Activation, we recognized that as easy as end-user activation
is, it still represented an extra step. In an effort to reduce the impact of even that extra
step but maintain the overall effectiveness of product activation, Microsoft worked with
OEMs to develop an implementation that would work best for them and their customers
while keeping the goals of product activation clearly in focus. As we looked to develop a
solution, it was important to ensure that product activation technology could still deliver an
acceptable degree of protection, while at the same time, reduce the need for an -extra step
by the end user. A couple of key factors stand out as enabling the OA 1.0 solution that was
delivered in Windows XP.

Large OEMs tend to ship large numbers of PCs with Windows preinstalled. They also have
the ability during their manufacturing processes to identify systems that will ship with
Windows pre-installed.

Also, because of the direct relationship Microsoft has with those OEMS, the company has a
higher degree of confidence that a genuine COA will be attached to each PC and that there
will be accurate reporting of the number of units shipped preinstalled with Microsoft
Windows.

These factors lead Microsoft and the major OEMs to place a marker in the BIOS of the
OEM's motherboard to identify OEM systems that were to be pre-installed with licensed
copies of Windows XP. This marker, which is added to a specific location in the BIOS of the
motherboard, enables a copy of Windows XP to look for that known value in the BIOS of the
motherboard and, when found, confirm it was booting on a PC that was sold by a specific
OEM and licensed to boot Windows.

Not the first time

Over the years we've seen examples of BIOS editors that, with some work, allowed people
to make an edited BIOS appear to be an OEM BIOS. In Windows XP this kind of BIOS
editing wasn't as difficult as it is in Windows Vista and frankly, because there were easier
ways to pirate Windows XP, I don't think much attention was-ever paid to it. However,
because Windows Vista can't be pirated as easily as Windows XP, it's possible that the
increased pressure will result in more interest in efforts to hack the OEM Activation 2.0
implementation.

Windows Vistas OEM Hacks

There appear to be two primary variants of OA 2.0 hacks circulating. One is similar to the
XP approach I described above where actual editing of the BIOS on the motherboard is
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winaows Genuine Advantage : Reported OEM B1OS Hacks Page 2 of 6

done to make the motherboard appearto be from an OEM. It is a pretty labor-intensive
process and quite risky. If you mess up-editing the BIOS of any motherboard, you can quite
easily render it permanently useless. So while this method works today, it's potentially
hazardous and really doesn't scale well to large numbers of systems, which makes it less of
a threat.

The second variant does not change anything in the BIOS itself, but uses a software-based
approach to fool the OS into thinking it's running on OA 2.0-enabled hardware. And while
this method is easier to implement for the end user, it's also easier to detect and respond to
than a method that involves directly modifying the BIOS of the motherboard.

I do want to say something here about how we plan our responses. As I've said in the past,
we focus on hacks that pose threats to our customers, partners and products. It's worth
noting we also prioritize our responses, because not every attempt deserves the same tevel
of response. Our goal isn't to stop every "mad scientist” that's on a mission to hack
Windows. Our first goal is to disrupt the business model of organized counterfeiters and
protect users from becoming unknowing victims, This means focusing on responding to
hacks that are scalable and can easily be commercialized, thereby making victims out of
well-intentioned customers.

Published Tuesday, April 10, 2007 6:46 AM by alexkoc Ay
Filed under: OEM BIOS hack OA Activation

Comments

Tuesday, April 10, 2007 1:57 PM by TheXBlog » Blog Archiv » Windows Vista: Microsoft
wird OEM-Hacks bek??mpfen - aber nicht alle

# TheXBlog &raquo; Blog Archiv &raquo; Windows Vista: Microsoft wird OEM-Hacks bek??
mpfen - aber nicht alle

PingBack from http://www;thexboard.de/blog/?p=16

Wednesday, April 11, 2007 4:45 AM by Tlippy
# re: Reported OEM BIOS Hacks

I have a legit copy of XP pro, let that be said right now. As a business owner here I need a
copy of Vista for practice on how to repair the multitude of problems that are going to occur
with my customers machines. I however am NOT going to give you $400 for a piece of
software which I would be hard pressed to justify the price of $150 for. You priced
yourself's out of the market for the average customer. Did you ever consider that people
wouldnt be putting forth the extreme effort to pirate this software if you were not gouging
them by the eyeballs? How much money would you make at $50-$100 a pop, hundreds of
millions, instead of half a billion? Vista underlies why people pirate your sofware, you over
charge and under deliver. I'm going to continue to use a bios-emulated Vista as a testing
machine, while sticking with my legit XP as primary, mostly because Vista is inferior to XP
currently, and possibly in perpetuity, and I refuse to pay 4X more for an inferior OS. Did
you ever think that by simply lowering the price of your OS, instead of constantly trying to
counter the piracy aspect you just might actually increase sales? If you make it hard to
copy, but cheap to buy, people will buy it. If you make it $400, well, then you just make
piracy more attractive. It's that simple folks, you can try to come up with all sorts of
defenses about why you HAVE to charge this, and piracy is evil plain and simple, but point
is you're greedy. You've priced yourseifs out of what the majority of the population is willing
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windows Genuine Advantage : Reported OEM BiOS Hacks Page 3 of 6

to pay, and you've made piracy that much more attractive. I'd have paid for an upgrade to
Vista Uitimate, but now why bother. Paradox has given you your just desserts, and I hope
the public gets fat on that, as opposed to your bank accounts getting fat with the hard
earned money of the average consumer.

Wednesday, April 11, 2007 7:40 AM by Cyraq
# re: Reported OEM BIOS Hacks

Alex, will you stop your poorly written defensive/offensive stances on the various Vista
cracks out there and realize that it's been pirated and that there's nothing you can do about
it? I'm using a cracked copy right now (and ever since early February), and I can use
Windows update and everything is working perfectly. I have an ISO complete with crack on
the internet. All my friends without exception are using a cracked copy.

What are you going to do about it?

Wednesday, April 11, 2007 8:51 AM by Donna's SecurityFlash
# Microsoft blogs about "Reported OEM BIOS Hacks"

Alex Kochis, a Microsoft Senior Product Manager, Windows Genuine Advantage blogs
yesterday regarding

Wednesday, April 11, 2007 9:38 PM by rdamiani
# re: Reported OEM BIOS Hacks

One of the stated goals of WGA is to reduce or eliminate pre-loading by unscrupulous
computer manufacturers. The main advantage WGA supposedly offers to end users who
have to deal with it is the knowledge that thier software Is 'genuine’.

With that in mind, lets say that I am an unscrupulous computer vendor. With XP, I could
use VLKs and volume media to bypass activation alltogether. If I was both kinda dumb
(used the same key over and over again) and kinda successful (sold lots of computers)
eventually the on-line validation system might flag the key I was using and I'd get busted.
If I'm not mistaken, MS has caught a few folks exactly that way, so we'll call that a win for
WGA 1.0.

Now lets suppose I'm a slightly smarter, but still unscrupulous, box builder. I used many
different VLKs that I got through various means, so even though I was kinda successful, I
managed to fly under the radar of on-line verification. It's kinda nervous-making though. If
my supply of VLKs drys up (or my VLK supplier is also unscrupulous and selis me bad or
overused keys) or I get careless, on-line verification is gonna catch on and I'll get busted.
We'll call that mostly a win, because once I get successful and nervous enough, I'm gonna
convince myself that I better get legit.

Now let's look at WGA 2.0. VLKs aren‘'t much good to me now, 'cause VLKs also need
activation, and they have a limit on the number of activations. If I acquire one and statt
using it, someone is gonna notice quickly. So what to do? Go legit? Nah. I'll use OA 2.0. it
was a bit too much bother with OA 1.0 'cause VLKs were easy. With OA 2.0, though, I can
mod ACPI tables in bulk as I build systems. I don't even need to figure out how on my own,
'casue there are on-line toolkits and instructions for it. Since OEMs apparently use the same
(small) set of CD Keys over and over again, I don't have to worry about on-line verification
catching one of my customers. Now I'm not nervous anymore, because I don't need a
source of VLKs. Unless my numbers get big enough to rival a 'name brand' builder, my little
subterfuge is undetectable. Resuit? We'll call that a loss for WGA 2.0. It fails to have an
effect on one of the main reasons we, as-consumers and VARs, have been told that WGA is
for our own good.
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The way I see it, MS needs to either stop with the doublespeak about the 'advantage’ that
WGA offers and present it as what it is - software licensing - or it needs to figure out how o
put this particular genie back into it's bottle. Good luck with that.

Wednesday, April 11, 2007 10:10 PM by will
# re: Reported OEM BIOS Hacks

About time Microsoft has responded to the paradox crack for Windows Vista.

This crack can easily be made wide scale and just as easy to commercialize it. Already seen
a few aholes trying to sell pre cracked Vista dvds.

So yeah you better do something about this one!

Thursday, April 12, 2007 3:00 AM by Customer#985
# re: Reported OEM BIOS Hacks

About time you responded

So, when will the ban go into affect? Vista needs to ban more methods than just the old
token.dat one. Timerstop, etc all need to be banned in addition to this one.

Thursday, April 12, 2007 3:09 AM by Teamzille.de
# OEM BIOS Hacks f&uuml;r Vista-Aktivierung

Schon seit I&aumi;ngerer Zeit exisieren M&ouml;glichkeiten, um die die Aktivierung von
Windows Vista zu umgehen. Da Microsoft an OEM-Partner Lizenzschl&uuml;ssel ausliefert,
die nicht aktiviert werden m&uuml;ssen, lassen sich &uumi;ber diesen Weg alle

Thursday, April 12, 2007 6:46 AM by feuvan
# re: Reported OEM BIOS Hacks

So it means that the simulation way to fool OA-2.0 wo-uld be broken one-day?
And it's interesting to call them "mad scientist”.

Friday, April 13, 2007 12:29 AM by Santhosh Sivarajan, Houston,TX
# Vista OEM BIOS Hacks

Read at http://blogs.msdn.com/wga/archive/2007/04/10/reported-oem-bios-hacks.aspx
Technorati : Vista

Friday, April 13, 2007 3:06 AM by Robert McLaws: This Time, It's Personal
# The Vista Daily #18

Thursday is now officially Delay Day. Both Apple and Microsoft took their lumps for delaying
products

Friday, April 13, 2007 3:06 AM by Robert McLaws: Windows Vista £dition
# The Vista Daily #18

Thursday is now officially Delay Day. Both Apple and Microsoft took their lumps for delaying
products

Friday, April 13, 2007 4:21 AM by MadDoggyca
# re: Reported OEM BIOS Hacks

Just Give up... I don;t want to sound nagitive but face it. the only reson why windows ownz
the desktop market is becuz most user do infact use a hacked verion... I be more focuing
on Price Competeing with apple OSX at 1.04$USD
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the only reson why ‘OSX never gets hacked attack is becuz a avg user will pay out 104$USD
ever 2 yeais. and they have no naging actvation BS...

now that I sound like a Apple fan boy I infact do not own a mac and I bought the 499%
Ultamite edition as I can not stand being jipped out of feture that a user should not have to
pay for.... and I don't have the time to fiddie with hacks and rehacks ever time they come
out with patches...

but honestly give up.. drop Ultamite Eiditon to aroudn 150$ ..drop all over Version
alltogher.... and start regain people respect... in the end the most Revenu From windows
COmes form Corpation anywazs and OEM Sales...

homeuser could proable care less of upgrading anywazs. If it isn;t borken don't fix it..and if
Steve gets smart and relases OSX under x86 x64 hardware windows will be running for its
money,,, ‘

my 2 cents in

Friday, April 13, 2007 5:32 AM by .::MegaRed::.
# Microsoft confirma la existencia de un crack para Windows Vista.

Lleva algin tiempo circulando a través de Internet un crack que evita el proceso de
activacion de Windows Vista.La efectividad del crack ha sido reconocida por Alex Kochisen,
Senior Product Manager de Microsoft, que ha admitido la existencia de un fallo

Saturday, April 14, 2007 12:08 PM by Vista News and Resources
# Microsoft confirms Vista OEM hack

In response to widespread chatter on blogs and forums, Microsoft has acknowledged the
presence of hacks

Monday, April 16, 2007 10:18 PM by rdamiani
# re: Reported OEM BIOS Hacks

‘One of the stated goals of WGA is to reduce or eliminate pre-loading by unscrupulous
computer manufacturers. The main advantage WGA supposedly offers to end users who
have to deal with it is the knowledge that thier software is 'genuine’.

With that in mind, lets say that I am an unscrupulous computer vendor. With XP, I could
use VLKs and volume media to bypass activation alitogether. If I was both kinda dumb
(used the same key over and over again) and kinda successful (sold lots of computers)
eventually the on-line validation system might flag the key I was using and I'd get busted.
If I'm not mistaken, MS has caught a few folks exactly that way, so we'll call that a win for
WGA 1.0.

Now lets suppose I'm a slightly smarter, but still unscrupulous, box builder. I used many
different VLKs that I got through various means, so even though I was kinda successful, I
managed to fly under the radar of on-line verification. It's kinda nervous-making though. If
my supply of VLKs drys up (or my VLK supplier is also unscrupulous and sells me bad or
overused keys) or I get careless, on-line verification is gonna catch on and I'll get busted.
we'll call that mostly a win, because once I get successful and nervous enough, I'm gonna
convince myself that I better get legit.

Now let's look at WGA 2.0. VLKs aren't much good to me now, ‘cause VLKs also need
activation, and they have a limit on the number of activations. If I acquire one and start
using it, someone is gonna notice quickly. So what to do? Go legit? Nah. I'll use OA 2.0, It
was a bit too much bother with OA 1.0 'cause VLKs were easy. With ‘OA 2.0, though, I can
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mod ACPI tables in bulk as I build systems. I don't.even need to figure out how on my own,
‘casue there are on-line toolkits and instructions for it. Since OEMs apparently use the same
(small) set of CD Keys over and over again, I don't have to worry about on-line verification
catching one of my customers. Now I'm not nervous anymore, because I don't need a
source of VLKs. Unless my numbers get big enough to rival a 'name brand' builder, my little
subterfuge is undetectable. Result? We'll call that a loss for WGA 2.0. It fails to have an
effect on one of the main reasons we, as consumers and VARs, have been told that WGA is
for our own good.

The way I see it, MS needs to either stop with the doublespeak about the 'advantage' that
WGA offers and present it as what it is - software licensing - or it needs to figure out how to
put this particular genie back into it's bottle. Good luck with that.

Friday, April 20, 2007 8:04 AM by Haluk Blog Sayfasi
# Vista da kirthiyor

Oriin midiirlerinden Alex Kochis, Windows Genuine Advantage blog sayfalarinda , yapilan
hack islemi hakkinda

Wednesday, December 05, 2007 1:52 PM by 13BIT.com.ar
# With SP1, Microsoft plans to ditch the Vista kill switch

With SP1, Microsoft plans to ditch the Vista kill switch

Anonymous comments are disabled

© 2008 Microsoft Corporation. All rights reserved. Terms of Use | Trademarks | Privacy Statement
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Microsofie Product Activation for Windows« XP

Technical Market Bulletin o \ugunt 2001

Techniéal Details'on Microsoft Product Activation for
Windows XP

Software piracy is a worldwide problem which negatively impacts software
developers, resellers, support professionals, and most importantly, consumers.
One form of piracy, estimated to be as high as 50%, is known as casual copying.
Casual copying is the sharing and installation of software on multiple PCs in
violation of the software’s end user license agreement (EULA). Microsoft has
developed product activation as one solution to reduce this form of piracy.

Product activation uses several methods and technologies to help achieve
Microsoft's goals of protecting intellectual property rights by making it easy for
users to comply with the terms of the EULA and reducing software piracy.

ﬂ . In order to help customers and partners better understand the technologies used
' by product activation, and their unobtrusive and anonymous nature, we will
outline in this bulletin:
1. How activation works for Wmdows XP acquired through:
a. A PC manufacturer (OEM) ,
b. A retail store (where customers buy “boxed” software product)
c. A volume licensing agreement (customers who acquire their
licenses through programs such as Microsoft Open, Enterprise, or
Select licensing).
2. How the hardware hash component of the installation ID is created and
the scenarios in which a copy of Windows XP may have to be re-activated
due to a substantial hardware modification.

For a more general overview on the basics of product activation please see
http://www.microsoft.com/piracy/basics/xp_activation.asp. Additionally, this
document contains some technical concepts. Pointers to reference material
covering certain technical concepts are included in the appendix. Information
contained in this document represents product activation in Windows XP as of
the document’s date of publication.

5
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Microsoit Technical Market Bulletin on Product Activation in Windows XP

Product Activation and voiume licenses

Windows XP upgrade licenses acquired through one of Microsoft's volume
licensing agreements, such as Microsoft Open License, Enterprise Agreement, or
Select License, will not require activation. Installations of Windows XP made
using volume licensing media and volume license product keys (VLKs) will have
no activation, hardware checking, or limitations on installation or imaging.

Product Activation and new pre-ioaded PCs

The majority of customers acquire Windows with the purchase of a new
computer, and most new computers pre-loaded with Windows XP will not require
activation at all. Microsoft provides OEMs with the ability to “pre-activate”
Windows XP in the factory and estimates that upwards of 80% of all new PCs will
be delivered to the customer pre-activated.

“Pre-activation” of Windows XP by the OEMs will be done in one of two different
ways depending on the OEM'’s own configuration options and choices. Some
OEMs may protect Windows XP using a mechanism which locks the installation
to OEM-specified BIOS information in the PC. This technology works very
similar to existing technologies that many OEMs have used over the years with
the CDs they ship to reinstall Windows on these computers. We expanded and
integrated the existing OEM CD BIOS locking mechanism with product activation,
and call this method of protection “System Locked Pre-installation,” or SLP.

Successfully implemented, SLP uses information stored in an OEM PC’s BIOS to
protect the installation from casual piracy. No communication by the end
customer to Microsoft is required and no hardware hash is created or necessary.
At boot, Windows XP compares the PC’s BIOS to the SLP information. If it
matches, no activation is required.

Every single piece of hardware could be changed on a PC with SLP and no
reactivation would be required — even the motherboard could be replaced as long
as the replacement motherboard was original equipment manufactured by the
OEM and retained the proper BIOS. In the unlikely scenario that the BIOS
information does not match, the PC would need to be activated within 30 days by
contacting the Microsoft activation center via the Internet or telephone call — just
as in a retail scenario.

OEMSs may also activate Windows XP by contacting Microsoft in the same way

the consumer would activate. Activation done in this way is the same as
activating a retail boxed version of Windows XP. This is discussed in more detail

further below.
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Microsoft Technical Market Bulletin on Product Activation in Windows XP

9 For OEMs who do not employ either of the above two methods of pre-activation,
a new PC acquired with Windows XP preinstalled must be activated by the

customer. This activation is completed in the exact same way as would

someone who acquired Windows XP by purchasing a boxed version at a retailer.

Product Activation and retail boxed software product

Product activation relies on the submission of the Installation ID. The Installation
ID is specifically designed to guarantee anonymity and is only used by Microsoft
to deter piracy. The Installation ID is comprised of two different pieces of
information — the product ID and a hardware hash (a hash is a numeric value
derived through a mathematical formula and based upon some other, original
value). The product ID is unique to the installation of Windows and is created
from the product key used during installation. Each product key delivered with
retail boxed software is unique, and the product ID it creates is unique. Microsoft
uses the product ID for other purposes in addition to product activation such as
when requesting product support. The product ID can be found by viewing the
Properties of My Computer (an example of a product ID is 12345-123-1234567-
123485).

The hardware hash is an eight byte value that is created by running 10 different
’ pieces of information from the PC’'s hardware components through a one-way
-mathematical transformation This means that the resultant hash value cannot be
backwards calculated to determine the original values. Further, only a portion of
the resulting hash value is used in the hardware hash in order to ensure
complete anonymity.

Example: A processor serial number is 96 bits in length. When hashed,
the resultant one-way hash is 128 bits in length. Microsoft uses only six
bits from that resultant hash in activation's hardware hash. Due to the
nature of the hashing algorithm, those six bits cannot be backwards
calculated to determine anything at all about the original processor serial
number.

Moreover, six bits represent 64 {2/6) different values. There were over
100 million PCs sold last year worldwide. From those 100 million PCs
sold, only 64 different hardware hash values could be created as part of
activation.

Microsoft developed the hardware hash in this way in order to maintain the
user's privacy.

Additionally, whether or not the PC can be put into a docking station or accepts
PCMCIA cards is also determined (the possibility of a docking station or PCMCIA
cards existing means that hardware may disappear or seem changed wher
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Microsoft Technical Market Bulletin on Product Activation in Windows XP

a those devices are not present). Finally, the hardware hash algorithm has a
version number. Together with the general nature of the other values used, two

different PCs could actually create the same hardware hash. The 10 different

hardware values used to create the hash are outlined in the table below:

Table 1: Hardware hash component values
Component Name Example Hash

Value (#0 of bits)

1 | Display Adapter 00010 (5)
2 | SCSI Adapter , 00011 (5)
3 | IDE Adapter 0011 (4)
4 | Network Adapter MAC Address 4 1001011000 {10)
5 | RAM Amount Range (i.e. 0-64mb, 64-128mb, etc) 101 (3)
6 | Processor Type ' 011 (3)
| 7 | Processor Serial Number 000000 (6)
8 | Hard Drive Device 1101100 {(7)
9 | Hard Drive Volume Serial Number 1 1001000001 (10)
10 | CD-ROM/ CD-RW / DVD-ROM 0101111 (7)
- ] “Dockable” ' 0(1)
- | Hardware Hash version (version of algorithm used) 001 (3)

The product ID (nine bytes) and hardware hash {eight bytes) are used by
Microsoft to process the activation request. When activation is done over the
Internet, these two values form the Installation ID (in a binary format) and are
sent along with request header information directly through secure sockets (SSL
in HTTP) to the Microsoft activation system in a binary format. There are three
communications made to complete Internet activation:

1.-Handshake request: Contains product ID, hardware hash, and request
header data such as request ID (for linking the handshake, request, and
acknowledgement) and activation technology version. 262 bytes total.

2. License request: Contains product ID, hardware hash, and customer data
structure for holding voluntary registration information if provided. if
registration is skipped, this structure is empty. Also contains request
header data such as request ID and the PKCS10 digital certificate request
structure. The PKCS10 structure can vary slightly based on the inclusion
of voluntary registration information; about 2763 to 3000 bytes total.

3. Acknowledgement request Contains certificate ID (returned to user's
machine after license request), issue date, and error.code. 126 bytes total.

If Internet activation is successful, the activation confirmation is sent directly back
to the user's PC as a digital certificate. This certificate is digitally signed by
Microsoft so that it cannot be altered or counterfeited. The confirmation packet
returned as part of Internet activation is approximately 9 kbytes in size {the digital
certificate chain accounts for most of the confirmation data packet size).
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Microsoft Technical Market Bulletin on Product Activation in Windows XP

If activation is done by telephoning a customer service representative, the
product ID and hardware hash are automatically displayed to the user as the
Installation ID; a 50 digit decimal representation. The encoding encrypts the data
so that it cannot be altered and provides check digits to help aid in error handling.
Telephone activation is a four step process:

1. Selecting the country from which the-call is being made so that an
appropriate phone number can be shown in the product Ul.
Dialing the phone number
Providing the Installation ID to the customer service representative
Entering the Confirmation ID provided by the customer service
representative.
The confirmation ID is a 42-digit integer containing the activation key and check
digits that aid in error handling. Both the installation ID and confirmation ID are
displayed to the user in easily understandable segments in the product UL.

hwn

Modifications to hardware and how they affect the activation
status of Windows XP

Product activation rechecks the hardware it is running only to help reduce illegal
hard disk cloning — another prevalent piracy method. Hard disk cloning is where
a pirate copies the entire image of a hard disk from one PC to another PC. At
-each login, Windows XP checks to see that it is running on the same or similar
hardware that it was activated on. If it detects that the hardware is “substantially
different”, reactivation is required. This check is performed after the SLP BIOS
check discussed above, if the SLP BIOS check fails. This means that if your PC
is pre-activated in the factory using the SLP pre-activation method, all the
components in the PC could be swapped, including the motherboard, so long as
the replacement motherboard was genuine and from the OEM with the proper
BIOS. As noted above, installations of Windows XP made using volume licensing
media and volume license product keys (VLKs) will not have any hardware
component checking.

Microsoft defines “substantially different” hardware differently for PCs that are
configured to be dockable. Additionally, the network adapter is given a superior
“weighting.” If the PC is not dockable and a network adapter exists and is not
changed, 6 or more of the other above values would have to change before
reactivation was required. If a network adapter existed but is changed or never
existed at all, 4 or more changes (including the changed network adapter if it
previously existed) will result in a requirement to reactivate.

Scenario A:
PC One has the full assortment of hardware components listed in Table 1
above. User swaps the motherboard and CPU chip for an upgraded one,
swaps the video adapter, adds a second hard drive for additional storage,
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doubles the amount of RAM, and swaps the CD ROM drive for a faster
one. .

Result: Reactivation is NOT required.

Scenario B:
PC Two has the full assortment of hardware components listed in Table 1
except that it has no network adapter. User doubles the amount of RAM,
swaps the video card and the SCSI controller.

Result: Reactivation is NOT required.

Dockable PCs are treated slightly more leniently. In a dockable PC, if a network
adapter exists and is not changed, 9 or more of the other above values would
have to change before reactivation was required. If no network adapter exists or
the existing one is changed, 7 or more changes (including the network adapter)
will result in a requirement to reactivate. .

Scenario C: _ _ :
Dockable PC Three has the full assortment of hardware components listed
in Table 1 except that it has no network adapter. User doubles the
amount of RAM, swaps to a bigger hard disk drive, and adds a network
adapter.

Result: Reactivation is NOT required.

The change of a single component multiple times {e.g. from video adapter Ato
video adapter B to video adapter C) is treated as a single change. The addition of
components to a PC, such as adding a second hard drive which did not exist
during the original activation, would not trigger the need for a reactivation nor
would the modification of a component not listed in the above table. Additionaily,
reinstallation of Windows XP on the same or similar hardware and a subsequent
reactivation can be accomplished an infinite number of times. Finally, the
Microsoft activation clearinghouse system will automatically allow activation to
occur over the Internet four times in one year on substantially different hardware.
This last feature was implemented to allow even the most savvy power users to
make changes to their systems and, if they must reactivate, do so over the
Internet rather than necessitating a telephone call.
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Conclusions

Microsoft believes that product activation will be successful at deterring the
casual copier, thereby reducing the piracy of Windows XP. Product activation
achieves this goal by implementing a technology solution that deters the casual
copier while:
e Continuing to meet the needs of corporate customers and their unique
deployment needs for deployment of volume licenses
Maintaining Windows XP’s ease of use
Striking a balance in protecting intellectual property clearly in favor of the
user
e Protecting the user’s privacy by utilizing information that is not personally
identifiable. At no time is personally identifiable information secretly
gathered or submitted to Microsoft as part of activation.

Furthermore, Microsoft believes that product activation be completely

unobtrusive to most Windows users. Most users of Windows XP will acquire it

with the purchase of a new PC. The vast majority of these users will never see

activation, either on first boot or with substantial hardware upgrades. For those

users whose new PC requires that Windows XP be activated or who acquire

e Windows XP through a retail box, activation will most likely be a one-time

’ occurrence that, whether completed via the Intemet or by telephoning a Microsoft
customer service representative, will be a simple, quick, and straightforward

process.
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Microsoft Technical Market Bulletin on Product Activation in Windows XP

Appendix A: This bulletin and Microsoft Product Activation for
Office XP Family Products

Office XP Family products use an underlying activation technology similar to that
of Windows XP. Please see the forthcoming Microsoft Technical Market Bulletin
on product activation in Office XP Family products for details.

Appendix B: Technologies used in Product Activation

An overview of digital certificate technologies can be found on Microsoft's MSDN
website at http:/msdn.microsoft.com/library/defauit.asp?url=/library/en-

us/security/hh/crypto/aboutcrypto 3xdf.asp

A comprehensive overview of cryptography solutions available to Microsoft
developers can also be found on Microsoft's MSDN website at
http://msdn.microsoft.com/library/default.asp?url=/library/en-

us/security/hh/crypto/aboutcrypto_6fl5.asp

© 2001 Microsoft Corporation. All rights reserved. This Market Bulletin is for informat{?]r\:;ll:‘ﬁTurposes only.
MICROSOFT MAKES NO W IES, EXPRESS OR IMPLIED, IN THIS DOC [. The
information contained in this Market Bulletin represents the current view of Microsoft Corporation on the
issues discussed as of the date of publication. Because Microsoft must respond to chqnglrﬁ mar]

conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot
guarantee the accuracy of any information presented after the date of publication. Microsoft and Windows
are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other
countries. Other groduct or company names mentioned herein may be the trademarks of their respective
owners. Microsoft Corporation * One Microsoft Way * Redmond, WA 98052-6399 « USA 1000
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For more information, press only:
Rapid Response Team, Waggener Edstrom, (503) 443-7000, it @ wagged.com

For online product information:
Microsoft Windows XP Web site: htip://www.microsoft.com/xp
Microsoft Piracy Web site: http://www.microsoft.com/piracy/

Microsoft Product Activation Web site:
hitp://www.microsoft.com/piracv/basics/xp_activation.as

For independent information on software piracy:
Business Software Alliance web site: http://www.bsa.org
Software & Information Industry Association web site: hitp://www.siia.net/piracy
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Technical Market Bulletin September 2007

Piracy is a significant problem that persists worldwide. The_Business Software
Alliance and market research firm IDC reported in the Global Software Piracy
Study’ that 35% of the software installed in 2006 on personal computers (PCs)
worldwide was obtained illegally, amounting to nearly $40 billion in global losses
due to software piracy. Often, counterfeit copies are bundled with malicious,
unwanted code that can lead to system crash, data loss, and even stolen identity,
and are difficult to detect.?

Many consumers who end up with a counterfeit copy of Microsoft software are
unwitting victims of a crime. They believe they purchased a properly licensed
copy and often have documents to back this up, but their copy of Windows or
Office is actually not properly licensed. '

For these reasons, Microsoft continually invests in technologies and programs to
protect its intellectual property, and to help protect its customers from the risks
and the hidden costs of running counterfeit software. Throughout this document
the term Windows is used to refer both Windows Vista and Windows Server
2008.

Windows Product Activation

Ali editions and distributions of Windows Vista and Windows Server 2008,
including those obtained through a volume license program, are required to
complete activation within the first 30 days of using Windows. Product activation
establishes the relationship between the product key (obtained through
appropriate licensing) and a copy of the software on a device to which the
licensing rights are applied.® Completing the activation process allows a user
continued access to full Windows functionality. After initial installation {or 30 days
after installation), product activation will be required.

Product activation uses several methods and technologies to help achieve
Microsoft's goals of protecting intellectual property rights by making it easy for
users to comply with the terms of the EULA and reducing software piracy.

! See a study of the piracy summary at http://w3.bsa.org/globalstudy/
% See a summary or access the complete the white paper at

http://www.microsoft.com/protect/promotions/us/wga_idc_us.mspx
* Learn more about volume activation at http://www.microsoft.com/licensing/resources/vol/default. mspx
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Microsoft Technical Market Bulletin on Product Activation in Windows

In-order to help customers and partners better understand the technologies used
by product activation, and their unobtrusive and anonymous nature, we will
outline in this bulletin:
1. How activation works for Windows acquired through:
a. A PC manufacturer {OEM)
b. A retail store (where customers buy “boxed” software product)
c. A volume licensing agreement (customers who acquire their
licenses through programs such as Microsoft Open, Enterprise, or
Select licensing).
2. How the hardware hash component of the installation ID is created and
the scenarios in which a copy of Windows may have to be re-activated
due to a substantial hardware modification.

A Note About Privacy

Protecting our customers’ privacy is very important to Microsoft. Product
Activation is built with privacy in mind and is implemented in accordance with a
clear privacy policy. Microsoft does not use any information collected through
product activation to identify or contact customers.

Product Activation and volume licenses

Volume Activation 2.0 is a configurable solution that helps IT Pros automate and
manage the product activation of systems licensed under volume licensing. The
benefits of Volume Activation 2.0 include transparent activation experience for
the end-users, no need for handling product keys during installation, better
protection and management of customer specific license keys, and avoid the
risks associated with running non-genuine software.

Multiple activation options are available using two types of customer specific
keys: Multiple Activation Key (MAK) and Key Management Service (KMS) key.
Multiple Activation Key as the name implies can be used on multiple systems to
activate the corresponding system against Microsoft activation service by online,
phone or proxy methods. Volume Activation Management Tool (VAMT) available
at http://go.microsoft.com/fwlink/?LinkiD=77533 enables proxy activation of
systems using Multiple Activation Key. Key Management Service (KMS) enables
organizations to perform local activations of systems in a managed environment
without connecting them to Microsoft individually. A KMS Key is used to enable
the Key Management Service on a system controlled by an organization’s
system administrator.

Product Activation and new pre-loaded PCs

The majority of customers acquire Windows with the purchase of a new
computer, and most new.ccmputers pre-loaded with Windows will already be
pre-activated. Microsoft provides OEMs with the ability to “pre-activate” Windows
in the factory and estimates that upwards of 80% of all new PCs will be delivered
to the customer pre-activated.
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Microsoft Technical Market Bulletin on Product Activation in Windows

“Pre-activation” of Windows by the OEMs will be done in one of two different
ways depending on the OEM'’s own configuration options and choices. Some
OEMs may protect Windows using a mechanism which locks the installation to
OEM-specified BIOS information in the PC. This technology is an improvement
over the existing technology used in Windows XP call “System Locked Pre-
installation,” or SLP. The improved product activation technology used in
Windows is called “OEM Activation 2.0,” or OA 2.0.

OEM Activation 2.0 uses information stored in an OEM PC’s BIOS and Hard Disk
Drive (HDD) to protect the installation from casual piracy. No communication by
the end customer to Microsoft is required and no hardware hash is created or
necessary. At boot, Windows compares the PC’s BIOS to the OA 2.0 information
on the HDD. If it matches, activation is successful.

Every single piece of hardware could be changed on a PC with OA 2.0 and no
reactivation would be required — even the motherboard could be replaced as long
as the replacement motherboard was original equipment manufactured by the
OEM and retained the proper BIOS. In the unlikely scenario that the BIOS
information does not match, the PC would need to be activated by contacting the
Microsoft activation center and requesting activation with a-customer support
representative.

OEMs may also activate Windows by contacting Microsoft in the same way the
consumer would activate. Activation done in this way is the same as activating a
retail boxed version of Windows. This is discussed in more detail further below.

For OEMs who do not employ either of the above two methods of pre-activation,
a new PC acquired with Windows Vista or Windows Server 2008 preinstalled
must be activated by the customer. This activation is completed in the exact
same way as would someone who acquired Windows Vista or Windows Server
2008 by purchasing a boxed version at a retailer.

Product Activation and retail boxed software product

Product Activation can be done in two ways; Phone activation and Online
Activation.

Phone activation relies on the submission of the Installation ID. The Installation
ID is specifically designed to guarantee anonymity and is only used by Microsoft
to deter piracy. The Installation ID is comprised of two different pieces of
information — the product ID and a short hardware hash value (a hash value is a
digital fingerprint of the data that is derived through a mathematical formula, or
hash function,). The product ID is unique to the installation of Windows and is
created from the product key used during installation. Each product key
delivered with retail boxed software is unique, and the product ID it creates is
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unique. Microsoft uses the product ID for product activation. The product ID-can
be found by viewing the Properties of My Computer.{an example of a product ID
is 12345-123-1234567-12345).

The short hardware hash value is an eight byte value that is created by running
10 different pieces of information from the PC's hardware components through a
one-way mathematical transformation This means that the resultant hash value
cannot be backwards calculated to determine the original values. Further, only a
portion of the resulting hash value is used in the hardware hash in order to
ensure complete anonymity.

Example: A processor serial number is 96 bits in length. When hashed,
the resultant one-way hash is 128 bits in length. Microsoft uses only six
bits from that resultant hash in activation’s hardware hash. Due to the

- nature of the hashing algorithm, those six bits cannot be backwards

calculated to determine anything at all about the original processor serial
number.

Moreover, six bits represent 64 (2*6) different values. There were over
100 million PCs sold last year worldwide. From those 100 million PCs
sold, only 64 different hardware hash values could be -created as part of
activation.

Microsoft developed the hardware hash in this way in order to maintain the
user's privacy.

Additionally, whether or not the PC can be put into a docking station or accepts
PCMCIA cards is also determined (the possibility of a docking station or PCMCIA
cards existing means that hardware may disappear or seem changed when
those devices are not present). Finally, the hardware hash algorithm has a
version number. Together with the general nature of the other values used, two
different PCs could actually create the same hardware hash. The 10 different
hardware values used to create the hash are outlined in the table below:

Table 1: Hardware hash component vaIues (phone actlvatlon)

‘BIOS. D

RemovabIePollcy (One blt per component Network Card - | » 11111 5)
CD-ROM, Audio, SCSI, and IDE Adapter) '

Network Adapter MAC Address 75 G "'1 001011000 (10)
‘CD-ROM/CD- RW / DVD- ROM BT . S 01 01111 7). -
IDE Adapter . GiEme T

Hardware Hash version (versron of algonthm used) 001 (3)
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Audio Adapter e o 100100 (6)
Physical OS Drive Serial - B : 1101100(7)
SCSl| Adapter - G L e |
Display Adapter"

Processor Type

RAM Amount Range {ie. 0-512me 512mb -1GB, tc 1013
“Dockable” flag R

The product ID (nine bytes) and hardware hash {eight bytes) are used by
Microsoft to process the phone activation request.

Online activation over the internet can be accomplished automatically or
manually. During setup the user can select automatic activation, which will result
in automatic activation three days after running setup. If the user chocses
manual activation, then at some point over the next 30 days, the user will need o
activate their system by either responding to one of the activation prompts or by
invoking the product activation wizard. The product id information sent to the
server is the same as in Phone Activation. But the hardware Id sent during online
activation is different. We collect 2 bytes of hash information from all the
hardware instances that are in the table above. Again these 2 bytes of
information will not uniquely identify a customer. It is to differentiate between
different hardware devices. These two values (product id and hardware id (long)
are sent along with request header information directly through secure sockets
(SSL in HTTP) to the Microsoft activation system in a binary format. There are
three communications made to complete Intemet activation:

1. Handshake request: Contains product ID, hardware hash, and request
header data such as request ID {for linking the handshake, request, and
acknowledgement) and activation technology version. 262 bytes total.

2. License request: Contains product ID, hardware hash, and customer data
structure for holding voluntary registration information if provided. if
registration is skipped, this structure is empty. Also contains request
header data such as request ID and the PKCS10 digital certificate request
structure. The PKCS10 structure can vary slightly based on the inclusion
of voluntary registration information; about 2763 to 3000 bytes total.

3. Acknowledgement request Contains certificate ID (returned to user’s
machine after license request), issue date, and error code. 126 bytes total.

If Internet activation is successful, the activation confirmation is sent directly back
to the user’'s PC as a digital certificate. This certificate is digitally signed by
Microsoft so that it cannot be altered or counterfeited. The confirmation packet
returned as part of Internet activation is approximately 9 kbytes in size (the digital
certificate chain accounts for most of the confirmation data packet size).

If activation is done by telephoning a customer service representative, the
product ID and short hardware hash are automatically displayed to the user as
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the Installation ID; a 50 digit decimal representation. The data is encoded and
has check digits so that it cannot be altered. Telephone activation is a four step
process:
1. Selecting the country from which the call is being made so that an
appropriate phone number can be shown in the product Ul.
2. Dialing the phone number
3. Providing the Installation ID to the customer service representative
4. Entering the Confirmation ID provided by the customer service
representative.
The confirmation ID is a 42-digit integer containing the activation key and check
digits that aid in error handling. Both the instaliation ID and confirmation ID are
displayed to the user in easily understandable segments in the product Ul.

Impact of Hardware Modifications to Activation

At each login, Windows Vista or Windows Server 2008 checks to see that it is
running on the same or similar hardware that it was activated on. [f it detects that
the hardware is “substantially different”, reactivation is required. This check is
performed after the OA 2.0 BIOS check discussed above, if the OA 2.0 BIOS
check fails. This means that if your PC is pre-activated in the factory using the
OA 2.0 pre-activation method, all the components in the PC could be swapped,
including the motherboard, so long as the replacement motherboard was genuine
and from the OEM with the proper BIOS.

The retail activation hardware check is accomplished by assigning each of the
ten hardware elements a weighting factor. The sum of the weighting factors for
the unchanged elements must exceed a threshold, otherwise reactivation is
required. Microsoft changes the ten weighting factors and threshold value on its
product activation servers periodically based on product activation and product
support data. These changes on the activation server only impact online
activation. Phone activation is still controlled by the weighting factors and
threshold values maintained in the Windows client code. For example, the
weighting factor for the HDD on Windows XP required the end user to reactivate
whenever the HDD was replaced. Product support data showed that many of
these reactivations were due to failed hard drives or user initiated upgrade to a
higher capacity hard drive. Shortly after Windows Vista RTM and prior to
Windows Vista consumer launch, the HDD weighting factor on the activation
servers was reduced slightly to allow the end user to replace the HDD without
requiring reactivation.

The actual weighting factors and threshold value are not published by Microsoft,
since PC hardware is constantly evolving and real life data is utilized to adjust
these values for the best user experience possible, but at the same time
protecting Microsoft’s intellectual property by reducing piracy.
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Installations of Windows Vista or Windows Server 2008 using Volume activation
are now subject to reactivation if the hardware changes. Volume MAK activation
utilizes the same reactivation rules as retail activation. Volume KMS activation
only requires reactivation if the HDD has changed.

Scenario A:
PC One has the full assortment of hardware components listed in Table 1
above. User swaps the CPU chip for an upgraded one, swaps the video
adapter, adds a second hard drive for additional storage, doubles the
amount of RAM, and swaps the CD ROM drive for a faster one.

Result: Reactivation is NOT required.

Scenario B: ,
PC Two has the full assortment of hardware components listed in Table 1
above. The HDD fails and the user replaces the failed drive with a new
HDD. The user loads the new HDD from a backup or from the original
installation media.

Result: Reactivation is NOT required.

Scenario C:
PC Three has the full assortment of hardware components listed in Table
1 above. The motherboard fails, and the user is forced to replace the
failed motherboard with a new one.

Result: Reactivation is required. Why? Changing the motherboard results
in a hardware configuration that is substantially different, since several of
the ten hardware elements change when installing a new motherboard.

The change of a single component multiple times (e.g. from video adapter A to
video adapter B to video adapter C) is treated as a single change. The addition of
components to a PC, such as adding a second hard drive which did not exist
during the original activation, would not trigger the need for a reactivation nor
would the modification of a component not listed in the above table.
Reinstallation of Windows Vista or Windows Server 2008 on the same or similar
hardware and a subsequent reactivation can be accomplished five times.

Conclusions

Software piracy is a persistent and evolving crime. Each year, the software
industry, businesses, and consumers are harmed by counterfeit software.
Microsoft has increased its investments to address this challenge and help to
protect businesses and consumers from the risks of counterfeit and unlicensed
software. With Windows Vista and Windows Server 2008, a markedly different
experience is offered as Windows Vista is among the first products from
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Microsoft to take advantage of the Software Protection Platform, an innovative
platform from Microsoft that strengthens anti-piracy technologies to help better
protect customers and improve the overall licensing experience.

Microsoft is strengthening its commitment to make progress against software
piracy with technologies to identify counterfeit software built right in to new
software products. Windows Vista and Windows Server 2008 has new built-in
anti-piracy technologies making it more difficult to pirate, providing a superior
experience for customers who do pay, and creating consequences for those who
pirate — including diminished functionality if the software is detected to have been
tampered with or is counterfeit. A key goal is to maintain a great experience for
our customers using genuine software. Another important goal is faimess; we
have taken steps to make it easy and convenient for victims of counterfeit to
obtain a genuine copy. All in all, Microsoft would like customers to expect
fairness, great service, and a positive experience in the implementation of our
anti-piracy measures.

© 2007 Microsoft Corporation. All rights reserved. This Market Bulletin is for informational purposes only.
MICROSOFT MAKES NO W IES, EXPRESS OR IMPLIED, IN THIS D NT. The
information contained in this Market Bulletin represents the current view of Microsoft Corporation on the
issues discussed as of the date of publication. Because Microsoft must respond to changing market
conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot
guarantee the accuracy of any irl;gormation presented after the date of publication. Microsoft and Windows
are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other
countries. Other product or company names mentioned herein may be the trademarks of their respective
owners. Microsoft Corporation * One Microsoft Way « Redmond, WA 98052-6399 « USA 1000
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Product Activation for Windows Vista™ and Windows Serve
2008

Technical Bulletin March 2008

Piracy is a significant problem that persists worldwide. The Business Software
Alhance and market research firm IDC reported in the Global Software Piracy
Study' that 35% of the software installed in 2006 on personal computers (PCs)
worldwide was obtained illegally, amounting to nearly $40 billion in global losses
due to software piracy. Often, counterfeit copies are bundled with malicious,
unwanted code that can lead to system crash, data loss, and even stolen identity,
and are difficult to detect.?

Many-consumers who end up with a counterfeit copy of Microsoft software are
unwitting victims of a crime. They believe they purchased a properly licensed
copy and often have documents to back this up, but their-copy of Windows or
Office is actually not properly licensed.

For these reasons, Microsoft continually invests in technologies and programs to
protect its intellectual property, and to help protect its customers from the risks
and the hidden costs of running counterfeit software. Throughout this document
the term Windows is used to refer both Windows Vista and Windows Server
2008.

Windows Product Activation

All editions and distributions of Windows Vista and Windows Server.2008,
including those obtained through a volume license program, are required to
complete activation within the first 30 days of using Windows Vista or the first 60
days of using Windows Server 2008. Product activation establishes the
relationship between the product key (obtained through appropriate licensing)
and a copy of the software on a device to which the licensing rights are applied.®
Completing the activation process allows a user continued access to full
Windows functionality. After initial installation (or 30 or 60 days after installation
depending on the operating system), product activation will be required.

Product activation uses several methods and technologies to help achieve
Microsoft’s goals of protecting intellectual property rights by making it easy for
users to comply with the terms of the EULA and reducing software piracy.

‘See a study of the piracy summary at hitp://w3.bsa.org/globalstudy/
2 See a summary or access the complete the white paper at

! http://www.microsoft.com/protect/promotions/us/wga_idc_us.mspx

Learn more about volume activation at http://www.microsoft.com#technet/volumeactivation
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In order to help customers and partners better understand the technologies used
by product activation, and their unobtrusive and anonymous nature, we will
outline in this bulletin:
1. How activation works for Windows acquired through:
a. A computer manufacturer (Original Equipment Manufacturer, or
OEM)
b. A retail store (where customers buy “boxed” software product)
c. A volume licensing agreement (customers who acquire their
licenses through programs such as Microsoft Open, Enterprise, or
Select licensing).
2. How the hardware hash component of the installation 1D is created and
the scenarios in which a copy of Windows may have to be re-activated
due to a substantial hardware modification.

A Note About Privacy

- Protecting our customers’ privacy is very important to Microsoft. Product
Activation is built with privacy in mind and is implemented in accordance with a
clear privacy policy. Microsoft does not use any information collected through
product activation to identify or contact-customers.

Product Activation and volume licenses

Volume Activation 2.0 is a configurable solution that helps IT Pros automate and
manage the product activation of systems licensed under volume licensing. The
benefits of Volume Activation 2.0 include transparent activation experience for
the end-users, no need for handling product keys during installation, better
protection and management of customer specific license keys, and avoid the
risks associated with running non-genuine software.

Multiple activation options are available using two types of customer specific
keys: Multiple Activation Key (MAK) and Key Management Service (KMS) key.
Multiple Activation Key as the name implies can be used on multiple systems to
activate the corresponding system against Microsoft activation service by online,
phone or proxy methods. Volume Activation Management Tool (VAMT) available
at http://go.microsoft.com/fwlink/?LinklD=77533 enables proxy activation of
systems using Multiple Activation Key. Key Management Service (KMS) enables
organizations to perform local activations of systems in a managed environment
without connecting them to Microsoft individually. A KMS key is used to enable
the Key Management Service on a system controlled by an organization’s
system administrator.

Product Activation and new pre-loaded Computers

The majority of customers acquire Windows with the purchase of a new
computer, and most new computers pre-loaded with Windows will already be
pre-activated. Microsoft provides OEMs with the ability to “pre-activate” Windows
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in the factory and estimates that upwards of 80% of all new PCs will be delivered
to the customer pre-activated.

“Pre-activation” of Windows by the OEMs will be done in one of two different
ways depending on the OEM’s own configuration options and choices. Some
OEMs may protect Windows using a mechanism which locks the installation to
OEM-specified BIOS information in the computer. This technology is an
improvement over the existing technology used in Windows XP called “System
Locked Pre-installation,” or SLP. The improved product activation technology
used in Windows is called “OEM Activation 2.0,” or OA 2.0.

OEM Activation 2.0 uses information stored in an OEM computer’s BIOS and
Hard Disk Drive (HDD) to protect the installation from casual piracy. No
communication by the end customer to Microsoft is required and no hardware
hash is created or necessary. At boot, Windows compares the computer's BIOS
to the OA 2.0 information on the HDD. If it matches, activation is successful.

Every single piece of hardware could be changed on a computer with OA 2.0 and
no reactivation would be required — even the motherboard could be replaced as
long as the replacement motherboard was original equipment manufactured by
the OEM and retained the proper BIOS. In the unlikely scenario that the BIOS
information does not match, the computer would need to be activated by
contacting the Microsoft activation center and requesting activation with a
customer support representative.

OEMs may also activate Windows by contacting Microsoft in the same way the
consumer would activate. Activation done in this way is the same as activating a
retail boxed version of Windows. This is discussed in more detail below.

For OEMs who do not employ either of the above two methods of pre-activation,
a new-computer acquired with Windows Vista or Windows Server 2008
preinstalled must be activated by the customer. This activation is-completed in
the exact same way as would someone who acquired Windows Vista or
Windows Server 2008 by purchasing a boxed version at a retailer.

Product Activation and retail boxed software product

Product Activation can be done in two ways; Phone activation and Online
Activation.

Phone activation relies on the submission of the Installation ID. The Installation
ID is specifically designed to guarantee anonymity and is only used by Microsoft
to deter piracy. The Installation ID is comprised of two different pieces of
information — the product ID and a short hardware hash value (a hash value is a
digital fingerprint of the data that is derived through a mathematical formula, or
hash function). The product ID is unique to the installation of Windows and is
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created from the product key used during installation. £ach product key
delivered with retail boxed software is unique, and the product ID it creates is
unique. Microsoft uses the product ID for product activation. The product ID can
be found by viewing the Properties of My Computer (an example of a product ID
is 12345-123-1234567-12345).

The short hardware hash value is an eight byte value that is created by running
ten different pieces of information from the computer's hardware components
through a one-way mathematical transformation This means that the resultant
hash value cannot be backwards calculated to determine the original values.
Further, only a portion of the resulting hash value is used in the hardware hash in
order to ensure complete anonymity.

Example: A processor serial number is 96 bits in length. When hashed,
the resultant one-way hash is 128 bits in length. Microsoft uses only six

“bits from that resultant hash in activation’s hardware hash. Due to the
nature of the hashing algorithm, those six bits cannot be backwards
calculated to determine anything at all about the original processor serial
number.

Moreover, six bits represent 64 {2/6) different values. There were over
100 million PCs sold last year worldwide. From those 100 million PCs
sold, only 64 different hardware hash values could be created as part of
activation.

Microsoft developed the hardware hash in this way in order to maintain the
user's privacy.

Additionally, whether or not the PC can be put into a docking station or accepts
PCMCIA cards is also determined (the possibility of a docking station or PCMCIA
cards existing means that hardware may disappear or seem changed when
those devices are not present). Finally, the hardware hash algorithm has a
version number. Together with the general nature of the other values used, two
different PCs could actually create the same hardware hash. The different
hardware values used to create the hash are outlined in the table below:

Table 1 Hardware hash component values (phone actlvatlon)

| ABIOS D

RemovablePolicy (One bit percomponent Network Cad, 11111 (5)

CD-ROM, Audio; SCSI, and IDE Adapter) - T

Network Adapter MAC Address:* N 100101 1m (10)

CD-ROM/CD-RW/DVD-ROM -~~~ . . 01011%(7) -
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DA e

IDE Adapter ,
Audio Adapter . .

Physical OS Dnve Serial
SCSi-Adapter )
-DlsplayAdapter 8.0 8]
Processor Type: gk 011 3)-
'RAM Amount: Range (|e 0-512m Sl 101.(3)
“Dockable”flag . . ... ... . .01@)

The product ID {nine bytes) and hardware hash (eight bytes) are used by
Microsoft to process the phone activation request.

Online activation over the internet can be accomplished automatically or
manually. During setup the user can select automatic activation, which will result
in automatic activation three days after running setup. If the user chooses
manual activation, then at some point over the next 30 or 60 days depending on
the operating system, the user will need to activate their system by either
responding to one of the activation prompts or by invoking the product activation
wizard. The product ID information sent to the server is the same as in Phone
Activation. But the hardware ID sent during online activation is different. Microsoft
collects 2 bytes of hash information from all the hardware instances that are in
the table above. Again these 2 bytes of information will not uniquely identify a
customer. It is to differentiate between different hardware devices. These two
values (product ID and hardware ID (long) are sent along with request header
information directly through secure sockets (SSL in HTTP) to the Microsoft
activation system in a binary format. There are three-communications made to
complete Internet activation:

1. Handshake request: Contains product ID, hardware hash, and request
header data such as request ID (for linking the handshake, request, and
acknowledgement) and activation technology version. 282 bytes total.

2. License request: Contains product ID, hardware hash, and customer data
structure for holding voluntary registration information if provided. If
registration is skipped, this structure is empty. Also contains request
header data such as request ID and the PKCS10 digital certificate request
structure. The PKCS10 structure can vary slightly based on the inclusion
of voluntary registration information; about 2763 to 3000 bytes total.

3. Acknowledgement request Contains certificate ID (returned to user’s
machine after license request), issue date, and error code. 126 bytes total.

If Internet activation is successful, the activation confirmation is sent directly back
to the user's computer as a digital certificate. This certificate is digitally signed by
Microsoftso that it cannot be altered or counterfeited. The<confirmation packet
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returned as part of Internet activation is approximately 9 kbytes in size (the digital
certificate chain accounts for most of the confirmation data packet size).

If activation is done by telephoning a customer service representative, the
product ID and short hardware hash are automatically displayed to the user as
the Installation ID; a 50 digit decimal representation. The data is encoded and
has check digits so that it-cannot be altered. Telephone activation is a four step
process:
1. Selecting the country from which the call is being made so that an
appropriate phone number can be shown in the product UI.
2. Dialing the phone number
3. Providing the Installation ID to the customer service representative
4. Entering the Confirmation ID provided by the-customer service
representative.
The confirmation ID is a 42-digit integer containing the activation key and check
digits that aid in error handling. Both the installation ID and confirmation ID are
displayed to the user in easily understandable segments in the product UL.

Impact of Hardware Modifications to Activation

At each login, Windows Vista or Windows Server 2008 checks to see that it is
running on the same or similar hardware that it was activated on. If it detects that
the hardware is “substantially different”, reactivation is required. This check is
performed after the OA 2.0 BIOS check discussed above, if the OA 2.0 BIOS
check fails. This means that if your computer is pre-activated in the factory using
the OA 2.0 pre-activation method, all the components in the computer could be
swapped, including the motherboard, so long as the replacement motherboard
was genuine and from the OEM with the proper BIOS.

The retail activation hardware check is accomplished by assigning each of the
ten hardware elements a weighting factor. The sum of the weighting factors for
the unchanged elements must exceed a threshold, otherwise reactivation is
required. Microsoft changes the ten weighting factors and threshold value on its
product activation servers periodically based on product activation and product
support data. These changes on the activation server only impact online
activation. Phone activation is still controlled by the weighting factors and
threshold values maintained in the Windows client code. For example, the
weighting factor for the HDD on Windows XP required the end user to reactivate
whenever the HDD was replaced. Product support data showed that many of
these reactivations were due to failed hard drives or user initiated upgrade to a
higher capacity hard drive. Prior to Windows Vista consumer launch, the HDD
weighting factor on the activation servers was reduced slightly to allow the end
user to replace the HDD without requiring reactivation.

The actual weighting factors and threshold value are not published by Microsoft,
since computer hardware is constantly evolving and real life data is utilized-to
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adjust these values for the best user experience possibie, but at the same time
protecting Microsoft’s intellectual property by reducing piracy.

Installations of Windows Vista or Windows Server 2008 using Volume Activation
are now subject to reactivation if the hardware changes. MAK activation utilizes
the same reactivation rules as retail activation. KMS activation only requires
reactivation if the HDD has changed.

Scenario A:
Computer One has the full assortment of hardware components listed in
Table 1 above. User swaps the CPU chip for an upgraded one, swaps the
video adapter, adds a second hard drive for additional storage, doubles
the amount of RAM, and swaps the CD ROM drive for a faster one.

Result: Reactivation is NOT required.

Scenario B:
Computer Two has the full assortment of hardware components listed in
Table 1 above. The HDD fails and the user replaces the failed drive with a
new HDD. The user loads the new HDD from a backup or from the
original installation media.

Result: Reactivation is NOT required.

Scenario C:
Computer Three has the full assortment of hardware components listed in
Table 1 above. The motherboard fails, and the user is forced to replace
the failed motherboard with a new one.

Result: Reactivation is required. Why? Changing the motherboard results
in a hardware configuration that is substantially different, since several of
the ten hardware elements change when installing a new motherboard.

The change of a single component multiple times (e.g. from video adapter A to
video adapter B to video adapter C) is treated as a single change. The addition of
components to a computer, such as adding a second hard drive which did not
exist during the original activation, would not trigger the need for a reactivation
nor would the modification of a component not listed in the above table.
Reinstallation of Windows Vista or Windows Server 2008 on the same or similar
hardware and a subsequent reactivation can be accomplished five times.

Conclusions

Software piracy is a persistent and evolving crime. Each year, the software
industry, businesses, and consumers are harmed by counterfeit software.
Microsoft has increased its investmenits to address this-challenge and help to
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protect businesses and consumers from the risks of counterfeit and unlicensed
software. With Windows Vista and Windows Server 2008, a markedly different
experience is offered as these operating systems are the first products from
Microsoft to take advantage of the Software Protection Platform, an innovative
platform from Microsoft that strengthens anti-piracy technologies to help better
protect customers and improve the overall licensing experience. '

Microsoft is strengthening its commitment to make progress against software
piracy with technologies to identify counterfeit software built right in to new
software products. Windows Vista and Windows Server 2008 have new built-in
anti-piracy technologies making it more difficult to pirate, providing a superior
experience for customers who do pay, and creating consequences for those who
pirate — including diminished functionality if the software is detected to have been
tampered with or is counterfeit. A key goal is to maintain a great experience for
our customers using genuine software. Another important goal is fairness; we
have taken steps to make it easy and convenient for victims of counterfeit to
obtain a genuine copy. All in all, Microsoft would like customers to expect
fairness, great service, and a positive experience in the implementation of our
anti-piracy measures.

© 2008 Microsoft Corporation. All rights reserved. This Technical Bulletin is for informational
purposes or_1‘[y. MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS
DOCUMENT. The information contained in this Technical Bulletin represents the current view of
Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft
must respond to changing market conditions, it should not be interpreted to be a commitment on
the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented
after the date of publication. Microsoft and Windows are either trademarks or registered
trademarks of Microsoft Corporation in the United States and/or other countries. Other product or
company names mentioned herein may be the trademarks of their respective owners. Microsoft
Corporation » One Microsoft Way » Redmond, WA 98052-6399 » USA 1000
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System Locked Preéinstalration™

From Wikipedia, the free encyclopedia

System Locked Preinstallation, often abbreviated as SLP, is a procedure used by major OEM
computer manufacturers in order to preactivate Microsoft's operating systems Windows XP, Windows
Server 2003 and Windows Vista before mass distribution. There are two different versions of SLP; 2.0
is used for Windows Vista and Server 2008 while SLP, which is commonly now referred to as SLP 1.0
to avoid confusion, for Windows XP and Server 2003. Operating systems that use SLP 1.0 check for a
particular text string in a computer's BIOS upon booting. If the text string does not match the
information stored in the particular installation's OEMBIOS files, the user is prompted to activate his or
her copy as normal. SLP 2.0 works in a similar manner. This effectively "locks" the operating system to
the qualified motherboard. In addition, if an end user feels the need to perform a "clean install” of
Windows, and if the manufacturer supplies the user with an installation disc (not a "System Recovery"
disc that is a hard drive image), the user will not be prompted to activate the copy, given that the
installation is performed on the same motherboard. Furthermore, because the check only involves the
BIOS and not hardware, a user is allowed to change virtually all hardware components within the
machine, a procedure that would normally trigger re-activation in retail XP/Server 2003 copies.

It is important to note that SLP installations still require a product key, which are unique to the specific
version of Windows (Home, Professional, Server, etc...). The product key printed on the Certificate of
Authenticity affixed to an OEM assembled computer will usually suffice. As of February 28, 2005[1]
(http://www.betanews.com/article/Microsoft_Closes_Activation_Loophole/1109293194), those keys
were invalidated for normal activation by Microsoft in an effort to further reduce software piracy, but
does not apply to SLP. If the COA product key is lost, then product key finders, readily available on the
Internet, can decrypt the key from a local installation. Keys from either source will allow the user to
avoid activation upon reinstallation. Also, Microsoft released the following generic product keys that
‘can be used to avoid product activation on any SLP-enabled computer using the corresponding version
of Windows XP:

(Please note that the following keys are not volume license keys. The installation source must also be
SLP-enabled by the manufacturer.)

Windows XP Professional (32-bit)|MVF4D-W774K-MC4VM-QY6XY-R38TB
Windows XP Professional (64-bit)|FM634-HI3QK-6QVTY-RJY4R-XCR9J
Windows XP Tablet PC Edition |XT67V-GY7FW-GR6FR-WDK2C-8T97)

Source: http://www.microsoft.com/technet/prodtechnol/winxppro/deploy/oempreac.mspx

Retrieved from "http://en.wikipedia.org/wiki/System_Locked_Preinstallation”

Categories: Microsoft Windows stubs | Windows administration ANC 270

» This page was last modified on 8 April 2008, at 18:14.

s All text is available under the terms of the 'GNU Free
Documentation License. {See Copyrights for details.)
Wikipedia® is a registered trademark of the Wikimedia
Foundation, Inc., a U.S. registered 501(c)(3) tax-deductible
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nonprofit charity.
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Windows Server TechCenter > Window: mpute r Server. Technical Library > e ClusterServer: O
Compute Cluster Administrator Operations

License Management
Updated: June 06, 2006

Product IDs (PIDs), also called license keys, are product identification used for authorization and activation.
When modifying a Remote Installation Services {RIS) instaliation image, the compute cluster administrator
must provide a valid license key in order that each node configured with this key can be authorized for use. If
your organization uses volume licensing, one PID can be used for as many computers as the license agreement
authorizes. Organizations that have retail versions of a supported operating system must either modify the RIS
image by adding a valid license key each time the cluster administrator wants to add a new node, or create
separate images, each with a valid license key.

Beta license keys

Beta customers of Microsoft® Windows® Compute Cluster ‘Server 2003 will obtain this product either from the
Internet or on CD-ROM,

If you obtain your copy through Internet distribution, you can aiso obtain your beta license key from the
Microsoft Connect Web site (http://go.microsoft.com/fwlink/?LinkID=52066). If you obtain your copy on CD-
ROM, the beta license key will be on the CD-ROM package cover.

Each beta license key can be used to install and activate up to 30 compute nodes. Activation can be done
remotely running an activation script.

MSDN and MSDNA

MSDN is licensed to individual developers. The customer gets one product key for up to 10 computers. Activation is

MSDNA (Academic) is sold to departments within accredited educational institutions (high school and up). The cust
product key (VLK) and no activation is required.

Volume License Agreement

Volume License Agreements are used by medium, large, or enterprise organizations. A Microsoft Volume License A:
License, Select License, or Enterprise License Agreement. The customer receives one license key which can used tc
as needed, up to the limit specified in the agreement. No activation is required for each installation.

System Locked Preinstallation

Used by Original Equipment Manufacturers {OEMs), System Locked Preinstallation {SLP) uses information stored in
protect each installation from casual copying. No communication by the end customer-to Microsoft is required. At s
system compares the computer's BIOS to the SLP information. If it matches, no activation is required.

Retail licensing

When organizations purchase a copy of an operating system that is supported by the Compute Cluster Pack, throug
customer gets an individual product key for each copy. The customer then has-to activate Windows after successfu
system on the computer. However, if the same PID is used to deploy another computer, activation will fail. No reta
version of Windows Server 2003, Compute Cluster Edition. But in the case where the cluster administrator has prei
on a node-{adding a node manually), the operating system must be activated.
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Node sequencing (retail only)

When you are using retail operating systems for your nodes, the sequence in which you reimage the nodes is impo
that you want to reimage two nodes named NodeQ1 and Node02. Node01 was originally configured with an operati
1. Node02 had an operating system with PID 2 installed. Windows Product Authorization authenticated PID 1 to the
NodeO1, and PID 2 was authenticated to the specific physical computer Node02,

Now when you reimage both nodes, if you reimage Node01 with an image that has PID 2, because that license wa:
another computer, authorization will fail. As a result, if you are using individual retail products, you must install the
that was originally installed on that specific node. You do this by modifying a RIS image with the correct Product IC
that modified image on the specific computer on which the product was originally installed. For a large numbers of
efficient method exists — using the file Unique.udb.

Using the unique.udb file

If the Unique.udb file exists, RIS uses it instead of Unattended.txt. By creating this file, you can match a specific nv
Product ID. Then when you reimage a compute node, no matter what the new node name is, a specific Product 1D
name and Windows Product Authorization will succeed.

You can match node and PID by using a file called Unique.udb. This file must exist in D:\RemotelINstall\Setup\</an
Name"\amdé64\templates. The format for the file is as follows: ‘

funiqueIds]Nodename0l = uUserbDataNodename02 = UserDataNodename(03 = UserData

[NodenameO1l:uUserbata]ProductID="pPID01" [Nodename02:UserData] ProductID="PID02" {Nodename03:Usert

A typical Product ID looks fike XXXXX-XXXXX-XXXXX-XXXXX-XXXX, where X Is either a letter or number,

€ Important:

The order in which nodes with retail licenses are rebooted is important. Nodes shouid be rebooted during RIS rein
were originally imaged.

Windows activation

After a compute node is successfully installed and added to the cluster, the cluster administrator-must activate Wir
relies on Internet connectivity, so the cluster administrator should ensure that proxy configuration (if necessary) is
have Internet access.

# Note:

Beta customers of Windows Compute Cluster Server 2003 will need to activate Windows. However, if you license
system through one of the Microsoft volume licensing programs, such as Open License, ‘Select License, or‘Enterpr
required to activate those licenses.

The following script can be submitted to the Job Scheduler as a job sent to all nodes in order to activate Windows:

strcomputer = " . .
Set objwMIService = Getob;legt("wmmgmts:" - " o
& "{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimv2")

set colwindowsProducts = objwMIService.ExecQuery -
("select * from win32_windowsProductActivation")

For Each objwindowsProduct in colwindowsProducts

objwindowsProduct.Activateonline()
Next
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You can also get this script on the Web at Activate Windows Online {http://go.microsoft.com/fwlink/?Linkld=5118¢

Was this information helpful?

& Printer-Friendly Version a2 Email this page < Add to Favorites

Manage Your Profile | Contact Us | Newsletier
© 2008 Microsoft Corporation. All rights reserved, Terms of Use | Trademarks | Privacy Statement
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United ‘States
‘Search: Product—{obtional): +{e.g. Deskjet 9¢

» Contact HP Question or keywords: t

@ HP Customer-Care C All of HP United'State
HP Customer Care | HP Pavilion Notebook PCs

[ﬁp] HP and Compaq Desktop PCs - Microsoft Windov
Product Activation

A printe

» HP Customer Care

Shopping cart

Your cart is empty

# Windows Vista product activation
% Windows XP product activation
® Reasons why an HP or-Compaq computer may need to be activated
» Choose your language -
and country
» Register your product .
» HP Total Care

Windows Activation terms
Related support

Other links This document pertains to HP and Compagq desktop computers that came with!
» Home & Home Office Vista or Windows XP.
» Browse products .
» Learn and use To help prevent software piracy Microsoft Windows requires product activation before
» Online store used as full version software. There are different methods to make sure that the Wind
» Buy direct from a store  Product Activation is fulfilled: Windows Product Activation (WPA) and System Locked
» Business users installation (SLP).

Windows Product Activation method sends an installation ID number to Microsoft befc
Windows is verified and then activated. WPA involves two numbers. One is an Install
(generated by someone entering the-COA or Product key) that the computer owner st
Microsoft. The second is a Confirmation ID, assigned by Microsoft, and is used to acti
operating system’s software.

System Locked Pre-installation method takes place at the factory. No intervention is r
required to activate the operating system software -before initial use. With"SLP-activat
systems, most of the computer's hardware can be replaced without needing to re-acti
software through Microsoft.

Most HP-computers use System Locked Pre-installation (SLP) to reduce the amount «
it takes to setup the-computer.

Windows Vista product activation
You may be prompted to activate Windows Vista.

Figure 1: Windows Actlvation message

ANC 275

httend M 1ONIR cunrnarl b e lavifefhun actRanT itaNnarnimantNe—an & rr=11c &nrandnrt=187 SI1S/7N0NK

IPR2021-01338 / ANCORA EX2011  ANCC000275


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


HP and Compaq Desktop PCs - -‘Microsoft Windows Product Activation Page 2 of 7

s invalid for

% Contact Hewlett-Packard Company to help resolve this problem:

Normally, activation in Windows Vista is done automatically on HP and Compagq Desk
computers, but some conditions {turning off the computer during Windows setup, for ¢
can cause a Windows Activation message to appear. When this happens, Windows Vv
requires activation or a system recovery.

if you can still use the Windows Vista desktop, you can click Start @, right-click- Con
and select Properties to view the status of Windows Activation. ‘Scroll down on the S:
Properties window to view the status information.

Figure 2: Not activated

' Windows activation
@ @. 28 day{s) to activate. Activate Windows now
Product ID: 00000-OEM-DO00000-00000 @Change product key

Figure 3: Activated

| Windows activation
Windows is activated
Product ID: 00000-OEM-0000000-00000 @ Change product key

If you can still open Windows Vista, you may be able to download a software update t
resolve this issue. Use Windows Update and HP Update to install all critical updates f
Microsoft and HP and then restart the computer. if computer Windows Activation scre

continue or you were not able to update your computer, the rest of this information ca
activate or recover your computer.

There are three ways to activate Windows Vista: by broadband connection, by dial-ug
by automated phone system (voice). The first two methods require an Internet-connec
the last method requires a voice telephone to dial a toll-free number. The Automated

System may take several minutes due to the number of digits that need to be entered
following steps to activate a computer when the Windows Product Activation message

NOTE: A system recovery can be used as an alternative to resolve the activa
To start a system recovery, tum on the computer and press the F11 k
repeatedly after the first screens appear. For-computers sold in the Ui
that are being used for the first time, the system recovery process ma
little more than fifteen minutes. For computers sold in other countries/
and for computers that experience the message after a recovery, sysi
recovery may take longer than 45 minutes. For more information abot
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HP and Compaq Desktop PCs - -‘Microsoft Windows Product Activation Page 3 of 7

recovery, please refer to the HP support document, Performing a Sys
Recovery in Windows Vista . ‘ '

1. Before starting, if you have a broadband internet connection, make sure the ne
cable is.connected to the computer. if you have a dial-up modem Intemnet conr
make sure a phone line is connected to the modem connection on the compute

2. From the Windows Activation window, click Type a different product key .

Figure 4: Windows Activation: Type a different product key

3. Enter the product key number into the product key field and then click Next . T

can be found on a Certificate of Authenticity label adhered to the lower right sit
computer's case.

Figure 5: Product key on Certificate of Authenticity label

Figure 6: Windows Activation: Change your product key for activation
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" Windows Activation

Change your product key lor activation
Changing vour Windows ViSIa™ Home B23iC orogudt Key reguires you 1o adtivate VWinds.
Must dtivate Windows or Windows might stog working.

Yeu £an find your prodect key sucker o0 your computer or on the instatiation disc-holde
the *andows package.

B g i !

Frample Sticker:

broduct Keys g
4. If product activation was successful. a success screen is shown and Windows
continues. You are done.
If oniine product activation tailed, an "Activate Windows Now" window opens.
5. Click Show me other ways to activate and then click Next .
A "How do you want to activate Windows?" window opens.

Figure 7: Windows Activation: How do you want to activate?

<y . Windows Adtivation

How do you want to activate Windows?

1 < Use my medem to connect directly to the activation service
H {recommenced if you have a modem)

H
H
1
H

- Use the automated phone system

6. If a modem is not connected , skip this step.
If @ modem is:connected , use the following sub-steps to activate over the moc

a. Make sure the phone line is not in use, click Use my modem to conne:
to the activation service , and then click Next .

b. Seiect the most appropriate country/region from the -dropdown labeled *
nearest location”, and then click Next .

NOTE: Do NOT click Activate Windows Online now .

-Connecting to the activation service is displayed and the modem dials ¢
activate automatically.

c. |f product activation was successful, a success screen is shown and Wi
Vista setup-continues. You are done.

If product activation is not successtul, vou are returned o a previous sc
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Repeat these steps using the automated phone system or perform a sy:
recovery.

7. To use the automated phone system, click Use the automated phone systen
"How do you want to Activate?" window and then click Next .

8. To find available phone numbers for activation, select a location near you from
dropdown and click Next .

9. If a phone is not near the computer, get paper and a pencil to write down the ir
IDs and Confirmation IDs.

10. Use a phone to dial the number provided in the "Activate Windows Now" windc

Figure 8: Windows Activation: Activate Windows now

11. Follow the instruction from the phone system to enter the installation ID numbe
write down the confirmation ID numbers.

12. Enter the confirmation ID numbers into the fields A through H, in the same seq
the phone system provided them. When done, click Next .

13. If product activation still fails, perform a system recovery. For more information
system recovery, please refer to the HP support document, Performing a Syste
Recovery in Windows Vista .

If product activation was successful, a success screen is'shown and Windows
continues. You are done.

Figure 9: Windows Activation: Activation was successful
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For more information about Windows Vista activation, please refer to the Microsoft su
article * You may be prompted to activate Windows Vista on a computer on which Wit
activation was not previously required * (in English).

Windows XP product activation

if you need to activats an HP or- Compag-computer that came with Windows XP, do t
following:

1. When you try to activate your computer online, using the product key, you are
to call the Microsoft Activation call-center. The appropriate regional phone numr
displays.

2. A Microsoft representative asks you for the Installation ldentification Number ¢
generated based on the Certificate of Authenticity {COA) key entered-during s¢
installation of XP) and the PC brand.

3. If the Installation Identification Number matches one assigned to an HP produc
Microsoft representative should provide a Confirmation Identification Number ti
you to complete the activation process.

Reasons why an HP or Compaq computer may need to b
activated

The following conditions may cause an SLP-activated computer to require activation t
Microsoft:

by

After recovering from HP Recovery Discs, a system recovery using "F11" is do
Installing certain device drivers and software.

Opening certain software.

Installing certain software.

Uninstalling certain software or files.

Updating the BIOS or installing a new BIOS flash from another company besid

N o o os N

Replacing the motherboard with one that does not contain the OEM-specific ve
the BIOS.

8. Breaking the End-User License Agreement {EULA) by attempting to load SLP-
media onto a different PC.

Windows Activation terms
‘ ANC 280
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e Windows Product Activation (WPA) - Requires a person to unlock the compute
Windows can be used. :

e System Locked Pre-installation (SLP) - No personal intervention is normally rer
activate Windows.

e End-User License Agreement (EULA). The agreement that the user of Window
accept in order to use the Windows product.

¢ Certificate of Authenticity (COA) - A proof of ownership identification method tc
that a product is not counterfiet or copied.-Could be in the form of a label that c
bar code and product identification number,

¢ Installation Identification Number{Generated based on the Certificate of Authe
entered during Windows setup.

e Confirmation ldentification Number (number that allows you to complete the ac
process).

Related support

To learn more about Microsoft Product Activation, go to the Microsoft Product Activati
(in English).

NOTE: One or more of the links above will take you outside the Hewlett-Pack
site. HP does not control and is not responsible for information outsid:

Web site.
Still not finding what you're looking for?
Printabie version
Privacy statement Using this site means you agree to its terms Feedback to Webmaste

© 2008 Hewlett-Packard Development-Company, L.P.
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higher goals, greater productlvity

R o —

larger projects,

Dell - Awesome Manufacturing - Says It All
Wednesday 12th March 2003

Some people wonder out-loud about the success of Dell. The conundrum is that in an industry famed for
innovation and clever ideas, Del! looks like a bit of an anomaly because it doesn't appear to-do innovation or
clever ideas. Its R&D spend is low and it has no "grand strategic plan” for the future of computing.

However it will probably end up having a big say in the future of computing. You only have to look at the
figures. It is already the dominant PC manufacturer. Not so long ago it had only a small piece of the high-end
workstation market, but in a whirlwind 18 months it grabbed more than 60 percent of the US market and
over 50 percent of the world market.

It didn't used to do PDAs either, but it moved into the market and in its first trading quarter {and it only had
the product available for about haif of that quarter) it took about 20 percent of the market. In many product
markets Dell is the dominant vendor and it is rapidly becoming the dominant IT hardware vendor overall,
perhaps destined to reach a position that 1BM once held.

Dell is a tough competitor because its manufacturing operations are brilliant. This is no secret of course, but a
trip round a Dell manufacturing plant provides food for thought. Here's the flavor: All of Dell's plants are run
on the basis of the continual monitoring of critical success factors. The ones used are:

s Hours of Sales Inventory: This is the amount of inventory held in production and you want it to be as
low as possible. In the Austin (Texas) factory I visited the figure was a remarkable 22 hours for the
servers they build, but in Dell PC plants it is more like 7 hours.

= Actual Uptime: The amount of time that the plant as a whole is unavailable because of failures of any
kind from machine failure to lack of supplies. The target is 97 percent but most Dell plants run at 99
percent.

s Ship to Target: In the server plant in Austin, the target is 5 days from order to shipment. When the
factory is really humming it can get down to 2 days, but that's exceptional.

e Deliver To Target: This is the same as above except it measures when the customer receives the
goods, so it monitors the delivery process.

The plant is automated by a large manufacturing system, built by Dell itself from various packages and a
good deal of custom code. This picks off the orders to be built and sends a request for pieces to the inbound
supplies area of the plant. The bits are picked and routed to an assembler, with the more difficult assemblies
going to the more experienced staff.

Once built the computer goes to a load and test area, where the requested software that was ordered with
the system is automatically loaded and the whole assembly is tested. Then it goes to packaging where it is
put in boxes along with documentation and other accoutrements and is shipped. There are just four steps in
all this; pick, assemble, load and test, and box - so the plant is laid out in that fashion.

However there are two prototyping areas where ideas for improving the production process are tested. These
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are included as an alternative part of the production process but are monitored.closely. If they prove-to be
effective then they will be implemented. Such prototyping can take up to a year and may fail. However Dell is
always improving its process.

Dell's Lee Kirk, a Production Control Manager describes Dell operation as "High Velocity Mass-Customisation™.
Dell's manufacturing is very much a team based activity with every member of staff involved in at least one
Business Process Improvement (BPI) project. These projects run at every plant and are always targeted at
squeezing out cost. This more than anything else is what gives Dell the edge.

Last year Dell claimed to have squeezed out a further $1 billion from costs and may do something similar this
year. Mostly this comes from the BPI projects. It's not surprising then that Dell wins awards for having one of
the top manufacturing plants in the US. It is a little surprising that it has cut costs to the point where
manufacturing in the USA is no more expensive for it than manufacturing in Malaysia or anywhere else.

In the end it all adds up to Dell's killer advantage. It can offer lower prices. That's why it wins market share.
In reality Dell is inventive and does have clever ideas, many of them - the.evidence is on display at its
manufacturing plants.

Robin Bloor

Close Window
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Iey)) ABSTRACT

Systems and methods for software licensing enforcement
using an ACPI BIOS. A digital license is provided that
includes information about both the software and hardware
on which it is to be run. The licensing process receives
hardware and software information from the end user and
binds the license to both. A main BIOS binary contains code
and static motherboard specific data. Dynamic state values
containing, €.g., machine-specific system management data,
such as, a serial number may be stored subsequently on
NVRAM or its equivalent. The main BIOS binary allows
provides sufficient functionality to test the hardware. Once
the software to be loaded on the system is known, a
corresponding digital license containing both the sofiware

us) and hardware information is loaded to NVRAM.
Field Byte Byte Description
7 Length | Offset
! Structure Type 4 0 X00000000 = license verifier
X00000001 = digital license
Licensing Data Length |4 4 Length, in bytes, of the licensing data
Licensing Data Specified |8 * part of licensing data as string size limit of 64
above byte
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a
Fig. 2
Field Byte Byte Description
Length | Offset
Header

Signature 4 0 SLIC. Signature for the Software Licensing
Description Table,

Length 4 4 Length, in bytes, of the entire SLIC. The length
implies the number of Entry fields at the end of the
table.

Revision 1 8 h

Checksum 1 9 Entire table must sum to zero.

OEMID 6 10 OEM name

OEM Table ID 8 16 Optional Motherboard/BIOS logical identifier

OEM Revision 4 24 OEM revision of SLIC table for supplied OEM
Table ID.

Creator ID 4 28 Vendor ID of utility that created the table.

Creator Revision 4 132 Revision of utility that created the table.

Software licensing - 36 A list of the static resource allocation structures for

Structure[n] this implementation. This list contains all the
software licensing structures. These structures are
defined in the following sections.
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Fig. 3

Field Byte Byte Description
Length | Offset
Structure Type 4 fo X00000000 = license verifier
X00000001 = digital license
Licensing Data Length |4 4 Length, in bytes, of the licensing data
Licensing Data Specified |8 1* part of licensing data as string size limit of 64
above byte
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DATA STRUCTURE FOR IDENTIFYING
HARDWARE AND SOFTWARE LICENSES TO
DISTRIBUTE WITH A COMPLYING DEVICE

FIELD OF THE INVENTION

[6001] This invention relates in general to the field of
computer hardware and software distribution. More particu-
larly, this invention relates to a data structure that identifies
if software can be distributed and loaded on to a particular
hardware device.

BACKGROUND OF THE INVENTION

{0002] <Conventionally, software has been licensed for per
device usage. However, there have been limited methods to
enforce licensee obligations, which has led to software being
installed on multiple, unlicensed machines. Digital licenses
improved upon shrink wrap licenses, and are used to limit a
piece of software to a particular piece of hardware, where
the digital license contains both sofiware and hardware
information.

{0003] One problem with digital licenses is that every
year, over 100 million personal computers are shipped to end
customers by OEMs {original equipment manufactures).
Asking every end user to acquire the digital license for the
copy of software and for the specific machine is not prac-
tical. A partial solution to this problem was used in new
computers “pre-loaded” with MICROSOFT WINDOWS
XP. OEMs were provided the ability to “pre-activate” WIN-
DOWS XP by using a mechanism called “System Locked
Pre-installation,” SLP.

[0004] SLP uses information stored in the OEM’s personal
computer BIOS to protect the installation from casual piracy.
No communication by the end customer to MICROSOFT is
required and no hardware hash is created or necessary. At
boot, WINDOWS XP compares the PC’s BIOS to the SLP
information. If it matches, no activation is required. Thus,
every single piece of hardware could be changed on a PC
with SLP and no reactivation would be required. However,
a limitation of this method is that the OEM information in
the BIOS could be written simply by flashing it to the BIOS.
Thus, it could be written to the BJOS of an unauthorized
machine to make the unauvthorized machine appear as an
authorized machine.

[0008] Thus, it is desirable that a digital license contain
information related to the software and hardware that will be
pre-loaded by manufacturers, and that the digital license
persist through the system life cycle, such as hard drive
corruption or image based installation. It is also desirable
that the digital license information not be easily forged onto
an unauthorized PC. The present invention provides such a
solution to these and other problems.

SUMMARY OF THE INVENTION

[0006] The present invention extends the usage of the
ACPI BIOS for software licensing enforcement. ACPI is the
acronym for advanced configuration and power interface. A
digital license is provided that includes information about
both the software and hardware on the computing device on
which software may be run. The licensing process receives
hardware and software information from the end user and
binds the license to both. In accordance with the present
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invention, a main BIOS binary (in ROM or its equivalent)
contains code and static motherboard specific data. Dynamic
state values containing, ¢.g., machine-specific system man-
agement data, swch as, a serial number may be stored
subsequently on NVRAM or its equivalent. The main BIOS
binary allows provides sufficient functionality to test the
hardware. Once the software to be loaded on the system is
known, a corresponding digital license containing both the
software and hardware information is loaded to NVRAM.

[0007] Additiona] features and advantages of the inven-
tion will be made apparent from the following detailed
description of illustrative embodiments that proceeds with
reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

{0008] The foregoing summary, as well as the following
"detailed description of preferred embodiments, is better

understood when read in conjunction with the appended
drawings. For the purpose of illustrating the invention, there
is shown in the drawings exemplary constructions of the
invention; however, the invention is not limited to the
specific methods and instrumentalities disclosed. In the
drawings:

[0009] FIG. 1 is a block diagram showing an exemplary
computing environment in which aspects of the invention
may be implemented;

(0010] FIG. 2 is an cxemplary ACPI BIOS table in
accordance with the present invention; and

[0011] FIG. 3 illustrates the software licensing structure
shown in FIG. 2.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0012] Exemplary Computing Environment
[0013] FIG. 1 illustrates an example of a suitable com-

puting system environment 100 in which the invention may
be implemented. The computing system environment 100 is
only onc cxample of a suitable computing environment and
is not intended to suggest any limitation as to the scope of
use or functionality of the invention. Neither should the
computing environment 100 be interpreted as having any
dependency or requirement relating to any one or combina-
tion of components illustrated in the exemplary operating
environment 100.

{0014} The invention is operational with numerous other

general purpose or special purpose computing system envi-
ronments or configurations. Examples of well known com-
puting systems, environments, and/or configurations that
may be suitable for use with the invention include, but are
not limited to, personal computers, servercomputers, hand-
held or laptop devices, multiprocessor systems, micropro-
cessor-based systems, set top boxes, programmable con-
sumer electronics, network PCs, minicomputers, mainframe
computers, distributed computing environments that include
any of the above systems or devices, and the like.

(0015] The invention may be described in the general
context of compuiersexecutable instructiops, such as pro-
gram modules, being executed by a computer. Generally,
program modules include routines, programs, objects, com-
ponents, data structures, etc. that perform particular tasks or
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implement particular abstract data types. The invention may
also be practiced in distributed computing environments
where tasks are performed by remote processing devices that
are linked through a communications network or other data
transmission medium. In a distributed computing environ-
ment, program modules and other data may be located in
both local and remote computer storage media including
memory storage devices.

[0016] With reference to FIG. 1, an exemplary system for
implementing the invention includes a general purpose
computing device in the form of a computer 110. Compo-
nents of computer 110 may include, but are not limited to,
a processing unit 120, a system memory 130, and a system
bus 121 that couples various system components including
the system memory to the processing unit 120. The system
bus 121 may be any of several types of bus structures
including & memery bus or memory contreller, a peripheral
bus, and a local bus using any of & variety of bus architec-
tures. By way of example, and not limitation, such archi-
tectures include Industry Standard Architecture (ISA) bus,
Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, Peripheral Component Interconnect
(PCI) bus (also known as Mezzanine bus), Peripheral Com-
ponent Interconnect Express (PCI-Express), and Systems
Management Bus (SMBus).

[0017] Computer 110 typically includes a variety of com-
puter readable media. Computer readable media can be any
available media that can be accessed by computer 110 and
includes both volatile and non-volatile media, removable
and non-removable media. By way of example, and not
limitation, computer readable media may comprise com-
puter storage media and communication media. Computer
storage media includes both volatile and non-volatile,
removable and non-removable media implemented in any
method or technology for storage of information such as
computer readable instructions, data structures, program
modules or other data. Computer storage media includes, but
is not limited to, RAM, ROM, EEPROM, flash memory or
other memory technology, CD-ROM, digital versatile disks
(DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used to
store the desired information and which can accessed by
computer 110. Communication media typically embodies
computer readable instructions, data structures, program
modules or other data in a modulated data signal such as a
carrier wave or other transport mechanism and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in
the signal. By way of example, and not limitation, commu-
nication media includes wired media such as a wired net-
work or direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wircless media. Combina-
tions of any of the above should also be included within the
scope of computer readable media.

[0018] The system memory 130 includes computer stor-
age media in the form of volatile and/or non-volatile
memory such as ROM 131 and RAM 132. A basic input/
output system 133 (BIOS), containing the basic routines that
help to transfer information between elements within com-
puter 110, such as during stari-up, is typically stored in ROM

131. RAM 132 typically contains data and/or program
modules that are immediately accessible to and/or presently
being operated on by processing unit 120. By way of
example, and not limitation, FIG. 1 illustrates operating
system 134, application programs 135, other program mod-
ules 136, and program data 137.

[0019] The computer 110 may also include other remov-
able/non-removable, volatile/non-volatile computer storage
media. By way of example only, FIG. 1 illustrates a hard
disk drive 141 that reads from or writes to non-removable,
non-volatile magnetic media, a magnetic disk drive 151 that
reads from or writes to a removable, non-volatile magnetic
disk 152, and an optical disk drive 155 that reads from or
writes to a removable, non-volatile optical disk 156, such as
a CD-ROM or other optical media. Other removable/non-
removable, volatile/non-volatile computer storage media
that can be used in the exemplary operating envirorment
include, but arc not limited to, magnetic tape casscttes, flash
memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard
disk drive 141 is typically connected to the system bus 121
through a non-removable memory interface such as interface
140, and magnetic disk drive 151 and optical disk drive 158
are typically connected to the system bus 121 by a remov-
able memory interface, such as interface 150.

{0020] The drives and their associated computer storage
media, discussed above and illustrated in FIG. 1, provide
storage of computer readable instructions, data structures,
program modules and other data for the computer 110. In
FIG. 1, for example, hard disk drive 141 is illustrated as
storing operating system 144, application programs 145,
other program modules 146, and program data 147. Note
that these components can either be the same as or different
from operating system 134, application programs 135, other
program modules 136, and program data 137. Operating
system 144, application programs 145, other program mod-
ules 146, and program data 147 are given different numbers
here to illustrate that, at a minimum, they are different
copies. A user may enter commands and information into the
computer 110 through input devices such as a keyboard 162
and pointing device 161, commonly referred to as a mouse,
trackball or touch pad. Other input devices (not shown) may
include a microphone, joystick, game pad, satellite dish,
scanner, or the like. These and other input devices are often
connected to the processing unit 120 through a user input
interface 160 that is coupled to the system bus, but may be
connected by other interface and bus structures, such as a
parallel port, game port or a universal serial bus (USB). A
monitor 191 or other type of display device is also connected
to the system bus 121 via an interface, such as a video
interface 190. In addition to the monitor, computers may
also include other peripheral output devices such as speakers
197 and printer 196, which may be connected through an
output peripheral interface 195.

[0021] The computer 110 may operate in a networked
environment using logical connections to one or more
remote computers, such as a remote computer 180. The
remote computer 180 may be a personal computer, a server,
a router, a network PC, a peer device or other common
network node, and typically includes many or all of the
elements described above relative to the computer 110,
although only 2 memory storage device 181 has been
illustrated in FKG. 1. The logical connections depicted
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include a local area network (LAN) 171 and a wide area
network (WAN) 173, but may also include other networks.
Such networking environments are commonplace in offices,
enterprise-wide computer networks, intranets and the Inter-
net.

{0022] When used in a LAN networking environment, the
computer 118 is connected to the LAN 171 through a
network interface or adapter 170. When used in a WAN
networking environment, the computer 110 typically
includes a modem 172 or other means for establishing
communications over the WAN 173, such as the Intemet.
The modem 172, which may be intemal or external, may be
connected to the system bus 121 via the user input interface
160, or other appropriate mechanism. In a networked envi-
ronment, program modules depicted relative to the computer
110, or portions thereof, may be stored in the remote
memory storage device. By way of example, and not limi-
tation, FIG. 1 illustrates remote application programs 185 as
residing on memory device 181. It will be appreciated that
the network connections shown are exemplary and other
means of establishing a communications link between the
computers may be used.

[0023] Exemplary Embodiments

[0024] The present invention is directed to a data structure
within an ACPI BIOS table that exposes licensing informa-
tion. The ACPI system firnware describes the system’s
characteristics by placing data, organized into tables, into
main memory. These tables have names like RSDT and
DSDT. The DSDT (Differcntiated System Description
Table) is the largest table, because this is where the system’s
devices are described. The present invention builds upon this
structure by implementing a Software Liccnsing table
called, e.g., SLIC.

{0025] The ACPI_SLIC system table structure exposes
licensing information that is persisted on the motherboard to
a licensing enforcement engine in, e.g., the opcrating sys-
tem. The ACPI_SLIC advantageously shares the same
header structure as other ACPI tables, as shown in FIG. 2.
In addition two additional data structurcs are provided: (1)
digitally signed license data, and (2) public key in verifying
the signature of digital license mentioned above.

[0026] The digital license data in the ACPI_SLIC is pref-
erably small because persistent memory on motherboard is
expensive. It is preferable that digital license contain at least
the following pieces of data: (1) hardware information, for
example, individual hardware ID or motherboard type ID,
(2) sofiware information, for example, a product key or
operating system flag, (3) timestamp, and a digital signature,
based on, but not limited to, RSA1024. The digital license in
ACPI_SLIC is preferably an opaque string. How an oper-
ating system interprets the data is governed by the type
value.

[0027] The public key to verify the digital license in item
(1) above, may be implemented on a special piece of
hardware on the motherboard, embedded in the BIOS, etc.
For standardized operating system retrieval, this verifier of
digital signature is also exposed through ACPI_SLIC.

{0028] The software licensing structure shown in FIG. 2
is further defined in FIG. 3. The software licensing structure
includes the digital license and its signature verifier, which
are exposed and differentiated by the value of structure type.
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[0029] The present invention supports a flexible manufac-
turing process for the ACPl1 BIOS. The BIOS may be
conceptually viewed as two parts:

©0030] 1. Main BIOS binary, on ROM or its equivalent,

containing code and static motherboard specific data; and

[0031] 2. Dynamic state values, on NVRAM or its equiva-
lent, containing system management data, such as a serial
number.

[0032] The former is motherboard specific and the later is
individual machine specific.

[0033] During early stage of PC manufacture, an OEM
may not necessarily know what sofiware will be loaded on
that specific PC for end user during shipping time. However,
the OEM may need the full functional firmware/BIOS to test
the hardware. Therefore, main BIOS binary is loaded on
ROM or its equivalent. After the OEM determines what
software will be shipped with the PC, etc., a corresponding
digital license containing the information of both software
and hardware can be loaded to NVRAM or its equivalent at
later manufacture process.

[0034] In addition to the above, the ACPI code varies from
one type of motherboard to another. In accordance with the
present invention, the OEMID and OEMTablelD values in
ACPI system table header that are part of compiled BIOS
binary can be used as indirect identifier for the motherboard.

[0035] Thus, the ACPI BIOS code in main BIOS binary

retrieves the digital license from NVRAM (or its equivalent)
and the signature verifier from BIOS binary on ROM -(or
other special chip on motherboard), and presents the data in
previously defined ACPI_SLIC structure to operating sys-
tem.

[0036] While the present invention has been described in
connection with the preferred embodiments of the various
Figs., it is to be understood that other similar embodiments
may be used or modifications and additions may be made to
the described embodiment for performing the same function

- of the present-invention without deviating therefrom. For

example, one skilled in the art will recognize that the present
invention as described in the present application may apply
to any computing device or environment, whether wired or
wireless, and may be applied to any number of such com.
puting devices connected via a communications network,
and interacting across the network. Furthermore, it should be
emphasized that a variety of computer platforms, including
handheld device operating systems and other application
specific operating systems are contemplated, especially as
the number of wireless networked devices continues to
proliferate. Still further, the present invention may be imple-
mented in or across a plurality of processing chips or
devices, and storage may similarly be effected across a
plurality of devices. Therefore, the present invention should
not be limited to any single embodiment, but rather should
be construed in breadth and scope in accordance with the
appended claims.

What is claimed is:

1. A dala structure embodied in a computer readable
medium for use with an application, the application being
suitable for deployment on a computing system, the data
structure comprising:
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a header field that includes information regarding said
data structure contents; and

a software license structure that contains a digital signa-
ture and information regarding hardware and software
in said computing system.

2. The data structure of claim 1, wherein said software
license structure comprises a structure type field, a license
data length field and a license data field.

3. The data structure of claim 2, wherein said license data
field contains information regarding hardware within said
computing system.

4. The data structure of claim 2, wherein said license data
field contains information regarding software loaded onto
said computing system.

§. The data structure of claim 2, wherein said license data
field contains a timestamp.

6. The data structure of claim 1, wherein said application
comprises a verifier that verifies said digital license and,
wherein said verifier is exposed to an operating system
installed on said computing system.

7. A method of populating a BIOS during manufacture of
a personal computer, comprising:

loading a main BIOS binary; and

loading said BIOS with a software license structure that
contains a digital signature and information regarding
hardware and software in said computing system.

8. The method of claim 7, further comprising providing
instructions in said main BIOS binary to retrieve a digital
license and a signature verifier.

9. The method of claim 8, further comprising providing
instructions in said main BIOS binary to present said digital
license to an operating system installed on said personal
computer.

IPR2021-01338 /| ANCORA EX2011
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16. A method of licensing hardware and software distrib-
uted with a computing device using a data structure, com-
prising:
providing said data structure in a BIOS contained within
said computing device, said data structure including a
header field that includes information regarding said
data structure contents and a software license structure
that contains a digital signature and information regard-
ing hardware and software in said computing system;

providing a signature verifier that verifies said digital
signature; and

providing said data structure to an operating system

running on said computing device.

“11. The method of claim 10, wherein said software license
structure comprises a structure type field, a license data
length field and a license data Tield.

12. The method of claim 10, wherein said license data
field contains information regarding hardware within said
computing system.

13. The method of claim 10, wherein said license data
field contains information regarding sofiware loaded onto
said computing system.

14. The method of claim 10, wherein said license data
field contains a timestamp.

15. The method of claim 10, further comprising providing
instructions in a BIOS binary to retrieve a digital license and
said signature verifier.
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SLP 2 Hacked To Activate Windows Vista Ultimate Permanently

Copyright © reserved by Walker on Sunday, May 6th, 2007 at 19:20 PM

On 9th of Feb, Chinese duo pseudo-named Binbin and Aeno written SLP 2.0 weakness and cracking
guide, which lead to a most successful Windows Vista activation crack as of today!

The SLP 2.0 (System Locked Preinstallation 2.0), also known as OA 2.0{(OEM Activation
2.0) is supposed the improved OEM activation technique of Microsoft, which allows most
branded OEM computer manufacturers (such as Dell, HP, IBM, ASUS, etc) to pre-activate
Windows Vista in factory before shifting to the market. So, the end users will not have to.go
through Windows Vista activation process, either by toll-free phone or activation online to
Microsoft network.

The original SLP 2.0 cracking guide of Binbin and Aeno details the steps required to flash and modify
motherboard BIOS - embed the Windows Vista SLP 2.0 data segments - in order to perfectly activate all
Windows Vista editions! The authors thought to share their finding of cracking SLP 2.0 as academic
references for those who interested in the topic of BIOS technology and security.

Microsoft Windows Vista

Obtén el Nuevo MS Windows Vista ve nuevas funciones.
Compra ya.

www.WindowsVista.com/Hispano

Download & Update BIOS

Update & Fix Your BIOS Instantly! Free Download -
Optimize Your PC.

BIOS-Download.net

Windows Vista Update

Instantly Updates & Repairs Vista Drivers. Free
Download. Start Now!
DowniocadPCDriversUpdates.com

However, the SLP 2.0 weakness or cracking guide turns out be sweet and honey of pirated vista-camp.
The guide leads them to develop and adopt in mass the BIOS emulator software that works easier to
“legally” activate Windows Vista Ultimate - the most expensive Vista edition that built with all the
Vista features, but the pirated Vista copy is available in a flat price of less than 5 bucks!
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The Paradox OEM BIOS Emulation Tool-kits For Windows Vista, is believed the first of its kind.

Thereafter, there are more OEM BIOS emulators for Windows Vista activation available for download
from most torrent P2P networks and warez sites, such as STRO One Click Windows Vista Emulator or
Windows Vista Activation And OEM Information version FF2.1.2.1.1 by sTRo, Windows XP and
Windows Vista Crack By Mobile Latham, Rajpreet Singh Windows Vista Activator 2007 , etc.

Unlike the Binbin and Aeno guide that involves flashing and modifying physical BIOS, these OEM
Vista BIOS emulator may not working well after Vista SP1 or KB released. Moreover, many of the new
coming Vista activator may end up with bundled virus / malware or malicious code!

Hence, the Binbin and Aeno SLP 2.0 cracking demonstrate a more reliable Vista activation crack to
permanently activate Windows Vista, even with release of Vista SP1, unless the SLP 2.0 activation will
be abandoned by Microsoft at later stage. But, this is NOT likely to happen until the next Windows OS
code-named Windows Vienna is introduced, as this will affecting millions of OEM computers installed
with Windows Vista that have been sold out to the market as of today!

So, how technical is the Binbin and Aeno SLP 2.0 cracking guide works to activate Windows Vista
permanently?

Follow is my attempt to briefly English-translate Binbin original guide (Mandarin version). For full
resolution of pictures below, please refer to Binbin original guide. Corrections of this translated version
are welcome. To contact Binbin, the original author and cracker of SLP 2.0, please email him at
binbin123.cn@gmail.com.

Quoted Binbin as mentioning in his original guide, this SLP 2.0 cracking .guide is meant as
an academic reference and demonstration for those who are interest on the topic of BIOS
technology and security. However, different readers will have different mind of using this
guide, which is out of the author control and against the author intention!

Part One : SLP Introduction

Starting with Windows XP, Microsoft introduced SLP (System-locked Preinstallation) technology to
activate Microsoft OEM Windows products.

SLP 1.0 works by detecting OEM hardware SLP-related data string that embedding into the BIOS DMI
table - activate Windows if it is valid. Otherwise, it will prompt the end users to enter COA product key
and activate Windows XP by calling to Microsoft toll-free activation number or online activation by
connecting to Microsoft activation center.

SLP 1.0 is pretty simple in theory and immediately cracked by hackers who know well about BIOS and
BIOS-editing related software. The most widely adopted XP activation crack is by using the DMI editor
to add in SLP-related license certificate in BIOS DMI table, and fools Windows XP to activate as it is
running on legit OEM hardware computer system!

While Windows Vista introduced, Microsoft upgrade SLP 1.0. to SLP 2.0 to tackle the security {laws.
Instead of using DMI table, SLP 2.0 adding SLIC structure to the BIOS ACPI table, which is used to

store SLP Pubkey (SLP Public key) and SLP Marker. Overall, Microsoft SLP 2.0, or OA 2.0, working

concept is summarized as this:
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1. If the Windows licensing module detects SLP private key - the special Vista Product key or CD
Key used with SLP 2.0 - then the SLP activation process will be-executed.

2. Windows activation module verify the loaded OEM certificate. If the Microsoft certified OEM
certificate is not found, then SLP 2.0 activation will be failed, and in turn require end user to
activate Windows Vista via toll free phone number or online to Microsoft network.

3. Next, the Microsoft certified OEM <ertificate is compared and matched with SLP Public Key
stored in the BIOS ACPI_SLIC table.

4. Now, both of the SLP 2.0 Public Key and SLP Marker that stored in the BIOS ACPI_SLIC table
are verified. The

5. Then, the OEMID and OEMTablelD data string that found in the SLP Marker, ACPI_RSDT, and
ACPI_XSDT are compared and matched.

Part Two: SLP 2.0 weakness and vulnerability study

As the BIOS of all DIY motherboards (such as Asus PSB or‘Gigabyte motherboard) doesn’t contain the
ACPI_SLIC table that storing Microsoft SLP 2.0 related data string, installing Windows Vista on these
computers will not be activated via SLP 2.0 mechanism.

However, the technical weakness of SLP 2.0 allows cracker to extract SLP 2.0 data segments from
genuine OEM BIOS of DELL, ASUSTEK, HP, FUJITSU, etc. Next, the BIOS of DIY motherboard will
be modified to add in APCI_SLIC table that storing the SLP 2.0 data segments!

A branded OEM computer that pre-install Windows Vista comes with Recovery CD that
used by end user to restore the corrupted Windows Vista.

The OEM Vista product key (known as SLP 2.0 private key) and Microsoft certified OEM
certificate are both found in this Windows Vista recovery CD.

The SLP Public Key, SLP Marker, OEMTableID, and OEMID are also found in the
ACPI_SLIC table of this OEM BIOS.

Technically, it’s quite impossible to add a new SLIC table to the BIOS of DIY motherboard. So, Binbin

and Aeno SLP 2.0 cracking demonstration is actually attempt to replace the existing ACPI table for
SLIC table.
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Microsoft Windows Vista
Actualiza a Microsoft Windows Vista-compralo ahora

tiendas cercanas
www.WindowsVisla.com/Hispano

Drivers for Windows Vista
Latest Windows Vista Drivers. Free download. 100%

Guaranteed.
QuickPCSolutions.org

Problems With ACPI?
Scan for ACPI Driver Conflicts 100% Free Driver

Download...
www.DriverFixer.com/ACPI

Part Three: The generic technical guide demonstration of cracking SLP 2.0 to permanently

activate Windows Vista

Page4 of 10

Award BIOS is the most common BIOS used among DIY motherboard. So, Binbin and Aeno SLP 2.0

cracking guide demonstrate how to add in SLP 2.0 data segments in Award BIOS version 6.0, to

permanently activate the OEM Windows Vista.

The tools and utilities used in this-guide:

CBROM 2.19 - used to add and replace Award BIOS ACPI table contents.
MODBING 2.01.01 - used to modify Award BIOS data strings and options.
WinHEX - used to modify the contents of ACPI table.

Windows Vista - the newest Windows OS used to execute the tools and perform this demo.

1. Put the target motherboard BIOS template, MODBIN 6, CBROM in one folder.

(Name . "o oo |Dstemodfed Type
S CBROM219.EXE 20194605 Apphication

2. MODBIN 6 only recognize BIOS template that end with BIN file extension. Rename the BIOS
template to end with BIN extension if it’s currently not.

3. Double-click MODBING.EXE and choose the target BIOS template.
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4. Now, there are some temporarily files created in the working directory. The ORIGINAL.BIN is
the target file of editing.

Name " . Datemodiied Type

[ 8HMX6323.BIN 200772/7 20011 BIN File
EICBROM219.EXE 2001/9/4 6:05 Application
| IMLSTRING.BIN 2007/2/910:19 BIN File

[ MODBING.EXE 2004/6/25 10:14 Application
] XGROUP.BIN. 2007/2/910:19 BINFile

5. Execute WinHEX editor to open ORIGINAL.BIN file and search for RSDT data string.
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6. Press OK to find the ACPI table index. Each 4-byte words representing a BIOS ACPI table-entry.
Find out the less useful ACPI table entry and convert it for SLIC table tostore SLP 2.0 data string.

01 23 4 5 67 B 9K B CDEF

00 D0 00 0020 1 0 00 0C-00 OO 000D 00 0O

21 10 0 €O 00 -00 00 00:00 00 22:310.01.COl (|

‘00 00 OO0 00 DD © ‘B0 23 10°01 €0 00 DO 00 00

00 00 00 00 §D 00 .01 CO 00 '0G-00-U0 0-00 00 00

‘15 0001 C0-'00 00700 00 00 DO:00 00 FF 02 00 00

00 00 00 00 00 0 00 00 .30 0001 €0 0000 00 00

00 00 00-0C-31 0001 CO- 00 00:00 00 0000 00 0C' .

2 00 01.C0 0 00.00 00 00 00.0D 00.33 U0 D1 €O 2

00 00 00 00 ‘00 00 0 34 0001 CD 0060 00 00| .

/0000 G0 0038 00:.01 CO° 0000 08 00 00.00° 00 GO

FF-FF FFFPCY 00 .00:00 06 00:00 00 0000 00 00 areran
S 53. 44-54 46 414350 44. 5344 5441 50 49 43! HSDIFACEDSDTAPIC

There are four possibilities of ACPI table entries found in most BIOS of DIY motherboard:
o The longest ACPI index is found, such as this RSDTFACPDSDTAPICSSDTSRATFACS. Binbin
suggests that replace and convert SRAT table entry as SLIC table entry, since this table entry
is not used by default.

o Shorter ACPI index is found, such as RSDTFACPDSDTAPICMCFGFACS. Binbin suggests to
convert MCFG table entry. If MCFG is not found, then ACPI is the last resource.

However, converting ACPI table entry for SLIC might cause the installed OS failed to
operate. A re-installation is needed to resolve the problem after this step. This situation is
similar when the ACPI function is disable / enable in the normal B1OS configuration screen.

ANC 297

IPR2021-01338 / ANCORA EX2011  ANCC000297


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


SLP 2 Hacked To Activate Windows Vista Ultimate Permanently - Walker News Page 7 of 10

o Again shorter ACPI index is found, such as this one 2SDTFACPDSDTFACS, You<an stop

here, as all these table entries are must-have-entries and are not possible to convert any one
of them to SLIC table.

o None of the ACPI entries has been found, especially with those newest motherboard BIOS
that released after the Binbin SLP 2.0 cracking guide.
7. Replace the SRAT table entry as SLIC and save the changes made.

C3 0D°00 00 ©C 00 00 00 00 00 00 0O [P
46 41 43 S0 44.53 44 54 41 50 49 43 RSDIFACEDSDTAPIC
S3:4C 4949 46 41 43 53 IE 06 £9 4A: SSDTSLIJFACS. .8J

8. Switch back to MODBING6 window, click the save option of File menu to save the edited BIOS
template file.

E

)
R
¥
r
]
3
E
'
4

-

9. Next, the CBROM219 will be used to extract the ACPI data structure, add in SLP 2.0 data
segments to ACPI SLIC table that has been added successfully, and modify the OEMID and
OEMTABLEID found in the RSDT table entry.

10. Open Windows Vista Command prompt from the working directory and execute this line of
command

cbrom219 8hmx6323.bin /acpitbl extract

Press Enter to accept the default when prompt for file name.
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11. Switch to WinHEX editor and open the extracted acpitbl.bin BIOS template.

12. Modify the OEMID and OEMTableID in RSDT table as the SLP Marker matching data string.
OEMID is fixed as 6-byte words, while OEMTablelD is fixed as 8-byte words. F 111 up the empty
byte with space (0x20). Save the change when done.

012 345%67 &9ABC1DEF
:52 53 44 54 34 00 00 DO O©1 DO SE41:53 SE:SI.SF| ASDT4... .. ASUS:!
4E 6F 74765 62°0F 6F BB 31.2E 30 42 41 57 52 44 uotaboall CEAWRD:

13. Appends the SLIC table to ACPI data structure. In the opened Windows Vista Command Prompt,
type this-command

copy acpitbl.bin /b + acpislic.bin /b acpitbl.bin /b

The acpislic.bin is the SLIC table that containing both the SLP Public Key and SLP Marker.

14. Now, restore the extracted ACPI table structure back to BIOS template. In the Command Prompt,
execute

cbrom219 8hmx6323.bin /acpitbl acpitbl.bin
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15. Lastly, flash (update) the existing BIOS with the new BIOS template that containing ACPI_SLIC
table. Reinstall Windows Vista or boot into the existing installed Windows Vista, to verify that the
OEM Windows Vista has been successfully activated as a genuine copy!
Part Five : Verify the BIOS modification result.
Binbin suggests to use Everest Ultimate v3.50.888 Beta to verify the modified BIOS.

1. Execute Everest and locate the Motherboard entry in the left panel.

2. Double-click the ACPI entry and take a look on the SLIC table. The length of SLIC table entry
should be 374-byte words.

3. Next, verify that the OEMID and OEMTablelD in RSDT table are matched with those in SLP
Marker.

ANC 300

-1 [ Far NiaTataYe.]

IPR2021-01338 / ANCORA EX2011  ANCC000300


nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier


SLP 2 Hacked To Activate Windows Vista Ultimate Permanently - Walker News Page 10 of 10

4. Should the SLIC and RSDT table verification are passed, proceed to install Windows Vista with
OEM Vista product key that specifically for SLP Private key and load in the OEM BIOS
certificate.

Speed Up Windows Vista

Award Winning PC Repair Tool. Free Downioad. 100%
Guaranteed.

PCFlush.com

Tune Up Windows Vista
Optimize Windows Vista in Minutes! 100% Free Vista Tune Up

Download
www.PCTuneUpTips.com

Get Bios

Everything You Need In Technology Find it Today Faster At
Ask.com!

www.ask.com

Download: Vista Drivers
Official release of latest drivers for Vista users. Free download.
Driver-Pro.com

Bookmark and Share: These icons link to social bookmarking sites where readers can share and discover
new web pages.
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i news: window vista.cracked( microsoft 5 years work in vain

gym

The hottest new in the internet world is that the gaint vista has been-cracked
microsoft is in big problem

here is a story how vista was cracked

This is a nighmare for microsoft that their 5 yeays continous work by top software eng
has been cracked in just 2 months of its release

the crack was perfect and even microsoft server cannot trace that their software has
been cracked

its base on apple computer free version

for now see this video a footage

http://www.techcheckdaily.com/2007/0...cked-for-real/

pp! u must be thinking how does the crack of world gaint window vista works
here is some explanation
What's the purpose of this release?

Bypassing the product activation requirement of Microsoft Windows Vista x86.

How does it work?

Microsoft allows large hardware manufacturers {e.g. ASUS, HP, Dell) to ship their
products

1 containing a Windows Vista installation that does NOT require any kind of product
activation as

this might be considered an unnecessary inconvenience for the end-user.

Instead these so-called ‘Royalty OEMs’ are granted the right to embed certain license
1 information

| into their hardware products, which can be validated by Windows Vista to make obtaining
further

activation information (online or by phone) obsolete.

This mechanism is commonly referred to as ‘SLP 2.0’ (‘system-locked pre-installation
2.0') and

|1 consists of the following three key elements:

1. The OEM'’s hardware-embedded BIOS ACPI_SLIC information signed by Microsoft.

| 2. A certificate issued by Microsoft that corresponds to the specific ACPI_SLIC
information.

The certificate is an XML file found on the OEM's installation/recovery media,
1 ususally called something like ‘oemname.xrm-ms'.

1 3. A special type of product key that corresponds to the installed edition of Windows
Vista,

This key can usually be obtained from some installation script found on the OEM’s
) installation/recovery media or directly from a pre-installed OEM system.

If all three elements match Windows Vista's licensing mechansim considers the given
| installation a valid system-locked pre-activated copy (that does not require any
additional product activation procedures).
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[So the basic concept of the tool at hand is to present any given BIOS ACPI_SLIC
information to Windows

| Vista’s liecensing mechanism by means of a device driver.
In.combination with a matching product key and OEM - certificate this allows for rendering

any system

practically indistinguishable from a legit pre-activated system shipped by the respective
OEM.

TEC

Sponsored links
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Best Price
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| Product Rating Trend
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#2{permalink)
. Join Date: May 2007
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NoklaSoftware sees
RETIRED MoD 3

here is easier explanation how the piarates cracked vista

t's official: Pirates crack Vista at last

* 4th March 2007

E 3
* Vista

A genuine crack for Windows Vista has just been released by pirate group Pantheon,

which allows a pirated, non-activated installation of Vista (Home Basic/Premium and
Ultimate) to be properly activated and made fully-operational.
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Unlike cracks which have been floating around since Vista RTM was released in late
November, this crack doesn't simply get around product activation with beta activation
1 files or timestop cracks - it actually makes use of the activation process. It seems that
M'zoft has allowed large OEMs like ASUS to ship their products with a pre-installed
version of Vista that doesn‘t require product activation - apparently because end users
would find it too inconvenient.

OEM EmulationOEM Emulation

This version of Vista uses System-Locked Pre-Instaliation 2.0 {SLP 2.0). It allows the
“"Royalty OEMs” to embed specific licensing information into the operating system which
Vista can activate without having to go back to M'zoft for verification. The licensing
components include the OEM’s hardware-embedded BIOS ACPI_SLIC (which has been
signed by M'zoft), an XML certificate file which corresponds to this ACPI_SLIC and a
specific OEM product key.

Pantheon released a bundle which includes the certificate files from ASUS, Dell, HP and
Lenovo along with OEM product keys for Vista Home Basic, Home Premium and Ultimate,
and an emulator which allows the BIOS ACPI_SLIC driver for any manufacturer to be
installed without requiring the system %o be physically running that hardware. For
example, you can install the ASUS certificate information on any machine, not just an
ASUS.

And yes, the crack most certainly works. You end up with an activated, legitimate copy of
Vista which passes all the Windows Genuine Advantage checks.

The release of this crack does make a bit of a mockery of the whole volume activation
process. I was beginning to think the new activation process introduced with Vista might
spell the end of easy and large-scale Windows piracy, and if the only way to activate
Vista was to have it communicate directly with M'zoft, then that just might have been a
possibility. But allowing such a workaround to OEMs just because their users might not
like it has introduced a weakness into the system. Pirate groups are well known for
exploiting any weakness no matter how small {as evidenced by the cracking of KMS), so
once this activation process became known it was only a matter of time.

As the crack is tied ¢o specific product keys, it remains to be seen whether M'zoft will be
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| able to do anything about shutting out machines activated using this method. But their
work will be made much more difficult now that such machines have completely bypassed
the online activation process, and are connecting as legitimate copies of Window
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