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1 

METHOD OF RESTRICTING SOFTWARE 
OPERATION WITIDN A LICENSE 

LIMITATION 

FIELD OF THE INVENTION 

This invention relates to a method and system of identi­
fying and restricting an lillauthorized software program's 
operation. 

BACKGROUND OF THE INVENTION 

Numerous methods have been devised for the identifying 
and restricting of an unauthorized software program's opera­
tion. These methods have been primarily motivated by the 
grand proliferation of illegally copied software, which is 
engulfing the marketplace. This illegal copying represents 
billions of dollars in lost profits to commercial software 
developers. 

Software based products have been developed to validate 
authorized software usage by writing a license signature 
onto the computer's volatile memory (e.g. hard disk). These 
products may be appropriate for restricting honest software 
users, but they are very vulnerable to attack at the hands of 
skilled system's programmers (e.g. "hackers"). These 
license signatures are also subject to the physical instabili­
ties of their volatile memory media. 

Hardware based products have also been developed to 
validate authorized software usage by accessing a dongle 
that is coupled e.g. to the parallel port of the P.C. These units 

10 

2 
ROM). It should be noted that unlike the first non-volatile 
section, 1he data in the second non-volatile memory may 
optionally be erased or modified (using E2 PROM manipu­
lation commands), so as to enable to add, modify or remove 
licenses. The actual format of the license may include a 
string of terms that correspond to a license registration entry 
(e.g. lookup table entry or entries) at a license registration 
bureau (which will be further described as part of the 
preferred embodiment of the present invention). 

Having placed the encrypted license record in the second 
non-volatile memory (e.g. the E2PROM), the process of 
verifying a license may be o commenced. Thus, when a 
program is loaded into the memory of the computer, a so 
called license verifier application, 1hat is a priori running in 

15 1he computer, accesses the program under question, retrieves 
therefrom the license record, encrypts the record utilizing 
1he specified unique key (as retrieved from the ROM section 
of the BIOS) and compares the so encrypted record to the 
encrypted records that reside in the E2PROM. In 1he case of 

20 match, the program is verified to run on the computer. If on 
the other hand the sought encrypted data record is not found 
in the E2PROM database, this means 1hat the program under 
question is not properly licensed and appropriate application 
define action is invoked (e.g. informing to 1he user on the 

25 unlicensed status, halting the operation of the program under 
question etc.) 

Those versed in 1he art will readily appreciate that any 

are expensive, inconvenient, and not particularly suitable for 30 
software that may be sold tiy downloading (e.g. over the 
internet). 

attempt to run a program at an unlicensed site will be 
immediately detected. Consider, for example, 1hat a given 
application, say Lotus 123, is verified to run on a given 
computer having a first identification code (kl) stored in the 
ROM portion of the BIOS thereof. ·This obviously requires 
that 1he license record (LR) of the application after having 
been encrypted using kl giving rise to (LR)kl is stored in the 
E2PROM of the first computer. 

There is accordingly a need in the art to provide for a 
system and method that substantially reduce or overcome 
the drawbacks of hitherto known solutions. 35 

SUMMARY OF THE INVENTION 

The present invention relates to a method of restricting 
software operation within a license limitation. This method 
strongly relies on the use of a key and of a record, which 
have been written into the non-volatile memory of a com­
puter. 

Suppose now that a hacker attempts to run the specified 
application in a second computer having a second identifi­
cation code (k2) stored in the ROM portion of the BIOS 

40 
thereof. All or a portion the database contents (including of 
course (LR) kl ) that reside in the E2PROM portion in the first 
computer may be copied in a known per se means to the 
second computer. It is important to note that the hacker is 

For a better understanding of the underlying concept of 
the invention, there follows a specific non-limiting example. 45 
Thus, consider a conventional computer having a conven­
tional BIOS module in which a key was embedded at the 
ROM section thereof, during manufacture. The key 
constitutes, effectively, a unique identification code for 1he 
host computer. It is important to note 1hat the key is stored 50 
in a non-volatile portion of 1he BIOS, i.e. it cannot be 
removed or modified. 

unable to modify the key in the ROM of the second 
computer to Kl, since, as recalled, 1he contents of the ROM 
is established during manufacture and is practically invari-
able .. 

Now, when the application under question is executed in 
the second computer, 1he license verifier retrieves said LR 
from 1he application and, as explained above, encrypts it 
using 1he key as retrieved from the ROM of the second 
computer, i.e k2 giving rise to encrypted license record 
(LR):.,2• Obviously, the value (LR)~a does not reside in the 
E2PROM database section of the second computer (since it 

Further, according to the invention, each application pro­
gr-am 1hat is to be licensed to run on 1he specified computer, 
is associated wi1h a license record; 1hat consists of author 
name, program name and number of licensed users (for 
network). The license record may be held in either encrypted 
or explicit form. 

55 was not legitimately licensed) and therefore the specified 
application is invalidated. It goes without saying that the 
data copied from the first (legitimate) computer is rendered 
useless, since comparing (LR)~a with the copied value 

Now, 1here commences an initial license establishment 
procedure, where a verification structure is set in the BIOS 60 
so as to indicate 1hat the specified program is licensed to run 

(LR)., results, of course, in mismatch. 
The example above is given for clarity of explanation 

only and is by no means binding. 
on the specified computer. This is implemented by encrypt­
ing the license record (or portion thereof) using said key (or 
portion thereof) exclusively or in conjunction with other 
identification information) as an encryption key. The result­
ing encrypted license record is stored in ano1her (second) 
non-volatile section of the BIOS, e.g. E2PROM (or the 

In its broadest aspect, the invention provides for a method 
of restricting software operation within a license limitation 
including; for a computer having a first non-volatile memory 

65 area, a second non-volatile memory area, and a volatile 
memory area; the steps of: selecting a program residing in 
the volatile memory, setting up a verification structure in the 
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non-volatile memories, verifying the program using the 
structure, and acting on the program according to the veri­
fication. 

An important advantage in utilizing non-volatile memory 
such as that residing in the BIOS is that the required level of 
system programming expertise that is necessary to intercept 
or modify commands, interacting with the BIOS, is substan­
tially higher than those needed for tampering with data 
residing in volatile memory such as hard disk. Furthermore, 
there is a much higher cost to the progranamer, if his 
tampering is unsuccessful, i.e. if data residing in the BIOS 
(which is necessary for the computer's operability) is inad­
vertently changed by the hacker. This is too high of a risk for 
the ordinary software hacker to pay. Note that various 
recognized means for hindeting the professional-like hacker 
may also be utilized (e.g. anti-debuggers, etc.) in conjunc­
tion with the present invention. 

4 
for the selected program from the second non-volatile 
memory, and the licensed-software-program's license­
record contents; enabling the comparing at the bureau; and 
transferring, from the bureau to the computer, the result of 
the comparing. 

The actual key that serves for identifying the computer 
may be composed of the pseudo-unique key exclusively, or, 
if desired, in combination with information, e.g. ioformation 
related to the registration of the user such as e.g. place, 

10 telephone number, user name, license number, etc. In the 
context of the present iovention, a ''pseudo-unique" key may 
relate to a bit string which uniquely identifies each first 
non-volatile memory. Alternately the ''pseudo-unique" key 
may relate to a random bit string (or to an assigned bit string) 

IS of sufficient length such that: there is an acceptably low 
probability of a successful unauthorized transfer of licensed 
software between two computers, where the first volatile 
memories of these two computers have the same key. In the context of the present invention, a "computer" 

relates to a digital data processor. These processors are 
found in. personal computers, or on one or more processing 
cards in multi-processor machines. Today, a processor nor­
mally includes a first non-volatile memory, a second non­
volatile memory, and data li!Jkage access to a volatile 
memory. There are also processors having only one non­
volatile memory or having more than two non-volatile 25 

memories; all of which should be considered logically as 
relating to having a first and a second non-volatile memory 
areas. There are also computational environments where the 
volatile memory is distributed into numerous physical 
components, using a bus, LAN, etc.; all of which should 
logically be considered as being a volatile memory area. 

It should be noted that the license bureau might maintain 
20 a registry of keys and of licensed programs that have been 

registered at the bureau in association with these keys. This 
registry may be used to help facilitate the formalization of 
procedures for the transfer of ownership of licensed software 
from use on one computer to use on another computer. 

Constructing the key in the manner specified may hinder 
the hacker in cracking the proposed encryption scheme of 
the invention, in particular when the establishment of the 
license record or the verification thereof is performed in the 
bureau. Those versed in the art will readily appreciate that 

30 the invention is by no means bound by the data, the 
algorithms, or the manner of operation of the bureau. It 
should be noted that the tasks of establishing and/or veri­
fying a license record may be shared between the bureau and 
the computer, done exclusively at the computer, or done 

According to the preferred embodiment of the present 
invention, there is further provided a license authentication 
bureau which can participate in either or both of: 

(i) establishing the license record in the second non­
volatile memory; and 

35 exclusively at the bureau. The pseudo-unique key length 
needs to be long enough to hinder encryption attack 
schemes. The establishing of the key may be done at any 
time from the non-volatile memory's manufacture until an (ii) verifying if the key and license record in the non­

volatile memory(s) is compatible with the license 
record information as extracted from the application 40 
under question. 

The bureau is a telecommunications accessible processor 
where functions such as formatting, encrypting, and verify­
ing may be performed. Performing these or other functions 

attempted use of an established license-record io the non­
volatile memory. The key is used for encryption or decryp­
tion operations associated with license-records. In principle, 
the manufacturer of the licensed-software-program may 
specify the license-record format and therefore different 
formats may, if desired, be used for respective applications. 

According. to the preferred embodiment of the present 
invention, the pseudo-unique key is a unique-identification 
bit string that is written onto the first non-volatile memory 
by the manufacturer of the is memory media. 

According to one, non-limiting, preferred embodiment of 

at the bureau helps to limit the understanding of potential 45 

software hackers; since they can not observe how these 
functions are constructed. Additional security may also be 
achieved by forcing users of the bureau to register, collecting 
costs for connection to the bureau, logging transactions at 
the bureau, etc. so the present invention, the first non-volatile memory area is 

a ROM se~tion of a BIOS; the second non-volatile memory 
area is a E2PROM section of a BIOS; and the volatile 
memory is a RAM e.g. hard disk and/or internal memory of 
the computer. 

According to one example of using the bureau, setting up 
a verification structure further includes the steps of: 
establishing, between the computer and the bureau, a two­
·way data-communications linkage; transferring, from the 
computer to the bureau, a request-for-license including an 
identification of the .computer and the license-record's con­
tents from the selected program; fanning an encrypted 
license-record at the bureau by encrypting parts of the 
request -for -license using part of the identification as the 
encryption key; and transferring, from the bureau to the 
computer, the encrypted license-record. 

55 The present invention also relates to a non-volatile 
memory media used as a BIOS of a computer, for restricting 
software operation within a license limitation, wherein a 
pseudo-unique key is established. 

According to the preferred embodiment of the non-
60 volatile memory media of the present invention, the pseudo­

unique key is established in a ROM section of the BIOS. 
According to another example of using the bureau, veri­

fying the program further includes the steps of: establishing, 
between the computer and the bureau, a two-way data­
communications linkage; transferring, from the computer to 65 

the bureau, a request-for-license-verification including an 
identification of the computer, the encrypted license-record 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order to understand the invention and to see how it may 
be carried out in practice, a preferred embodiment will now 
be described, by way of non-limiting example only, with 

. reference to the accompanying drawiogs, in which: 
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FIG. 1 is a schematic diagram of a computer and a license 
bureau; and 

FIG. 2 is a generalized flow chart of the sequence of 
operations performed according to one embodiment of the 
invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

A schematic diagram of a computer and a license bureau 
is shown in FIG. 1. Thus, a computer processor (1) is 
associated with input operations (2) and with output opera­
tions (3). Tills computer (processor) internally contains a 
first non-volatile memory area (4) (e.g. the ROM section of 
the BIOS), a second non-volatile memory area (5) (e.g. the 
E2PROM section of the BIOS), and a volatile memory area 
(6) (e.g. the internal RAM memory of the computer). 

The computer processor is in temporary telecommunica­
tions linkage with a license bureau (7). 

The first non-volatile memory includes a pseudo-random 
identification key (8), which exclusively or ih combination 
with other information (e.g. user name), is sufficient to 
uniquely differentiate this first non-volatile memory from all 
other first non'volatile memories. As specified before, said 
key constitutes unique identification of the computer. 

The second non-volatile memory includes a license­
record-area (9) e.g. which contains at least one encrypted 
license-record (e.g. three records 10-12). The volatile 
memory accommodates a license program (16) having 
license record fields (13-15) appended thereto. By way of 
example said fields stand for Application names (e.g. Lotus 
123), Vendor name (Lotus inc.), and number of licensed 
copies (1 for stand alone usage, >I for number of licensed 
users for a nerwork application). 

Those versed in the art will readily appreciate that the 
license record is not necessarily bound to continuous fields. 
In fact, the various license content components of the data 
record may be embedded in various locations in the appli­
cation. Any component may, if desired, be encrypted. 

6 
no means binding. Thus, by way of non-limiting example, 
the bureau, instead of being external entity may fonn part of 
the computer. 

Attention is now directed to FIG. 2, showing a general­
ized flow chart of the sequence of operations performed 
according to one embodiment of the invention. 

Thus, selecting (17) a program includes the step of: 
establishing a licensed-sofrware-program in the volatile 
memory of the computer wherein the licensed-software-

tO program includes contents used to fonn a license-record. 
These contents, be they centralize or decentralized, may 
include tenns, identifications, specifications, or limitations 
related to the manufacturer of a software product, the 
distributor of a software product, the purchaser of a sofrware 
product, a licensor, a licensee, items of computer hardware 

15 or components thereof, or to other tenns and conditions 
related to the aforesaid. 

Setting up (18) the verification structure includes the steps 
of: establishing or certifying the existence bf a pseudo­
unique key in the first non-volatile memory area; and 

20 establishing at least one license-record location in the first or 
the second nonvolatile memory area. . 

Establishing a license-record includes the steps of: fann­
ing a license-record by encrypting of the contents used to 

25 
form a license-record with other predetermined data 
contents, using the key; and establishing the encrypted 
license-record in one of the at least one established license­
record locations (e.g. 10-12 in FIG. 1). 

Verifying (19) the program includes the steps of: encrypt-
30 ing the licensed-software-program's license-record contents 

from the volatile memory area or decrypting the license­
record in the first or the second non-volatile memory area, 
using the key; and comparing the encrypted licensed­
software-program's license-record contents with the 

35 
encrypted license-record in the first or the second non­
volatile memory area, or comparing the licensed-software­
program's license-record contents with the decrypted 
license-record in the first or the second non-volatile memory 
area. 

Each one of the encrypted license records (10-12) is 40 
obtained by encrypting the corresponding license record as 
extracted from program 16, ·utilizing for encryption the 
identification key (8). 

Acting (20) on the program includes the step of: restrict­
ing the program's operation with predetermined liotitations 
if the comparing yields non-unity or insufficiency. In this 
context "non-unity" relates to being unequal with respect to 
a specific equation (e.g. A=B+l); and "insufficiency" relates 
to being outside of a relational bound (e.g. A>B+l). 
"Restricting the program's operation with predetermined 

In a typical, yet not exclusive, sequence of operation, a 
transaction/request is sent, by the computer to the bureau. 45 
This transaction includes the key (8), the encrypted license­
records (10-12), contents from the license program used in 
fomting a license record (e.g. fields 13-15), and other items 

limitations" may include actions such as erasing the soft­
ware in volatile memory, warning the license applicant/user, 
placing a fine on the applicant/user through the billing of information as desired. 

The bureau fonns the proposed license-record from the 
contents, encrypts (utilizing predetermined encryption 

·algorithm) the so formed license-record using the key (8), 
and compares the so formed encrypted license-record with 
the license-record (10-12). The bureau generates an overlay 
according to the result of the comparison indicating suc­
cessful comparison, non-critical failure comparison and the 
critical failure comparison. 

The bureau returns the overlay which will direct the 
computer in subsequent operation. Thus, a success overlay 
will allow the license program to operate. A non-critical 
failure overlay will ask for additional user interactions. A 
critical failure overlay will cause permanent disruption to 
the computer's BIOS operations. Thus, software operation 
of the program is methodologically according to a license 
limitation restriction. 

Those versed in the art will readily appreciate that the 
implementation as described with reference to FIG. 1 is by 

50 service charges collected at the license bureau (if 
applicable), or scrambling sections of the BIOS of the 
computer (or of functions interacting therewith). 

The present invention has been described with a certain 
degree of particularity but it should be understood that 

55 various modifications and alterations may be made without 
departing from the scope or spirit of the invention as defined 
by the following claims. 

What is claimed is: 
1. A method of resnicting software operation within a 

6o license for use with a computer including an erasable, 
non-volatile memory area of a BIOS of the computer, and a 
volatile memory area; the method comprising the steps of: 

selecting a program residing in the volatile memory, 

65 

using an agent to set up a verification structure in the 
erasable, non-volatile memory of the BIOS, the veri­
fication structure accommodating data that includes at 
least one license record, 
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verifying the program using at least the verification struc­
ture from the erasable non-volatile memory of the 
BIOS, and 

11. A method according to claim 1 wherein the volatile 
memory is a RAM. 

acting on the program according to the verification. 
12. The method of claim 1, wherein a pseudo-unique key 

is stored in the non-volatile memory of the BIOS. 
2. A method according to claim 1, further comprising the 

steps of: 
13. The method of claim 1, wherein a unique key is stored 

in a first non-volatile memory area of the computer. 
establishing a license authentication bureau. 
3. A method according to claim 2, wherein setting up a 

verification structure further comprising the steps of: 
establishing, between the computer and the bureau, a two- 10 

way data-communications linkage; transferring, from the 
computer to the bureau, a request-for-license including an 
identification of the computer and the license-record's con­
tents from the selected program; forming an encrypted 
license-record at the bureau by encrypting parts of the 15 

request-for-license using part of the identification as an 
encryption key; transferring, from the bureau to the 
computer, the encrypted license-record; and storing the 
encrypted license record in the erasable non-volatile 

14. The method according claim 13, wherein the step of 
using the agent to set up the verification record, including 
the license record, includes encrypting a license record data 
in the program using at least the unique key. 

15. The method according to claim 14, wherein the 
verification comprises: 

memory area of the BIOS. 20 

4. A method according to claim 2, wherein verifying the 
program further comprises the steps of: establishing, 
between the computer and the bureau, a two-way data­
communications linkage; transferring, from the computer to 
the bureau, a request-for-license verification including an 25 

identification of the computer, an encrypted license-record 

extracting the license record from the software program; 

encrypting the license record using the unique key stored 
in the first non-volatile memory area of the computer to 
form second encrypted license information; and 

comparing the encrypted license information stored in the 
erasable, non-volatile memory area of the BIOS of the 
computer with the second encrypted license informa­
tion. 

16. The method according to claim 13, wherein the step 
of verifying the program includes a decrypting the license 
record data accommodated in the erasable second non­
volatile memory area of the BIOS using at least the unique 
key. 

for the selected program from the erasable, non-volatile 
memory area of the BIOS, and the program's license-record; 
enabling the comparing at the bureau; and transferring, from 
the bureau to the computer, the result of the comparing. 

17. The method according to claim 13, wherein the step 
of verifying the program includes encrypting the license 
record that is accommodated in the program using at least 

30 the unique key. 
5. A method according to claim 3 wherein the identifica­

tion of the computer includes the unique key. 
6. A method according to claim 1 wherein selecting a 

program includes the steps of: establishing a licensed­
software-program in the volatile memory of the computer 35 

wherein said licensed-software-program includes contents 
used to form the license-record. 

7. A method according to claim 6 wherein using an agent 
to set up the verification structure includes the steps of: 
establishing or certifying the existence of a pseudo-unique 40 

key in a first non-volatile memory area of the computer; and 
establishing at least one license-record location in the first 
nonvolatile memory area or in the erasable, non-volatile 
memory area of the BIOS. 

8. A method according to claim 6 wherein establishing a 45 

license-record includes the steps of: forming a license­
record by encrypting of the contents used to form a license­
record with other predetermined data contents, using the 
key; and establishing the encrypted license-record in one of 
the at least one established license-record locations. 50 

9. A method according to claim 7 wherein verifying the 
program includes the steps of: encrypting the licensed­
software-program's license-record contents from the vola­
tile memory area or decrypting the license-record in the 
erasable, non-volatile memory area.of the BIOS, using the 55 

pseudo-unique key; and comparing the encrypted licenses­
software-program's license-record contents with the 
encrypted license-record in the erasable, non-volatile 
memory area of the BIOS, or ·comparing the license­
software-program's license-record contents with the 60 

decrypted license-record in erasable non-volatile memory 
area of the BIOS. 

10. A method according to claim 9 wherein acting on the 
program includes the step: restricting the program's opera­
tion with predetermined limitations if the comparing yields 65 

non-unity or insufficiency. 

18. A method for accessing an application software pro­
gram using a pseudo-unique key stored in a first non­
erasable non-volatile memory area nf a computer, the first 
non-volatile memory area being unable to be programmati­
cally changed, the method, comprising: 

loading the application software program residing in a 
non-volatile memory area of the computer; 

using an agent to perform the following steps: 
extracting license information from software program; 
encrypting license information using the pseudo-

unique key stored in the first non-volatile memory 
area~ 

storing the encrypting license information in a second 
erasable, writable, non-volatile memory area of the 
BIOS of the computer; 

subsequently verifying the application software pro­
gram based on the encrypted license information 
stored in the second erasable, writable, non-volatile 
memory area of the BIOS; and 

acting on the application software program based on 
the verification. 

19. The method of claim 18, wherein the verification 
comprises: 

extracting the license information from the software pro­
gram; 

encrypting the license information using the pseudo­
unique key stored in the first non-volatile memory area 
of the computer to form second encrypted license 
information; and 

comparing the encrypted license information stored in the 
second erasable, writable, non-volatile memory area of 
the BIOS of the computer with the second encrypted 
license information. 

* :[: * * * 

ANC18 

ANCC000018
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



I SERIAL rWMBER 

I C9/16•I_,_7_7_7 __ , 

"<..r-:-JTORNEV DOCKET NO. l 

! 

REINC423"?.01 

-~ ~IKI MDLLOR, RAMAT HASHARON, ISRAEL; JULIAN VALIKO, Rl\MAm .. :'MHARON, 
~ ISRAEL. 
~ 
~ 

**CONTiNUING DOMESTIC DATA********************* 
VERIFIED 

**371 (NAT'L STAGE) DATA********************* 
V!!!RIFIED 

**FOREIGN APPLICATIONS************ 

"';;t:J "'""' 124571 

F~reig;,-Priority claimed es Ono 
31; u~c 119 (a·d) conditions met 2no OMet after Allowance 

r
"i• 'ifie· ~nd Acknowl~dged 
_;:. ~--·---- fxamJOA Is lmfre!s _ 

t'l:~J''I!'Nr.!ER AND FRIDii . 'f'· .~ !?......... ........·· . 
~ t<~llTE 30~AST 
~ ::. \g_o ... ·l'lEW YORk·-~ENUE NW 

***** SlJ'J.ALL ENTI'P.Y ***** 

I 
1 

~ i'.'MHINGTON DC 200a~955 

·-----·----~ 
:>!ETHOD OF RESTRICTING SOFTWARE OPERA'I'ION WI'r!.HN A LICENSE; LIMITATION I 

·------r--~---·---·-,-----·------_J FILING FEE I 0 
RECEIVED • 

FEES: Authority hac been given in Paper · 0 

$395 
No. to charge/credit DEPOSIT ACCOUNT 0 
NO. for the following: 0 

0 
0 

All Fees 
1.16 Fees (Fi!ing) 
1. n Fee.s !Processing Ext. of tirr.e) 
1.18 Fees (Issue) 
Other ________ _ 
Credit __ .. __ .::; __ ._~ 

ANC19 

ANCC000019
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



VENA"' 
Includi· 

;T}FR,HOWARD&Ov!LETTI,LLP 
~sional corporations 

1100 New York Avenue, N.W., Suite 300 East 
Washington, D.C. 20005-3955 
(202) 414-4000, Fax (202) 414-4040 
Telex64267 
www.venable.com 

ATTORNEYS AT LAW 

october 1, 1998 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

Re: New Patent Application 
Inventor(s): Miki MULLOR and Julian VALIKO 
Attorney Docket: REINC 4237.01 

OFFICES IN 

MARYLAND 

WASHINGTON, D.C. 

VIRGINIA 

Please find attached hereto an application for patent which 
includes: 

Specification, Claims, Declaration, Power of Attorney. 

A certified copy of Israel Application No. 124571 filed May 21, 1998, 
the priority of which is claimed herewith under 35 U.S.C. 119. 

Verified Declaration Statement showing Small Entity.Status: 

Formal Drawings: Figures 1 and 2 (2 sheets) 

Fee (see formula below) check enclosed. 

Basic Fee $395/790 ................................... . $ 

Additional Fees: 

Total number of claims in excess of 2D_*_times $11/22 $ 

Number of independent claims _1_ 
in excess of 3: -*-times $41/82 ................. $ 

An assignment is likewise enclosed; Recording Fee $40.$ 
TOTAL FEES FOR THE ABOVE APPLICATION ... $ 

395.00 

___Q_,_QQ 

40.00 
435.00 

In the event there is attached hereto no check, or a check for an insuffi­
.cient amount, please charge the fee. to our Account No. 19-3700 and notify us 
accordingly. 

Respectfully submitted 

RK:boa 

ANC20 

ANCC000020
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



·1· 

Method of Restricting Software Operation within A License Limitation 

FIELD OF THE INVENTION 

This invention relates to a method and systt:!m of identifying and 

restricting an unauthorized software program's operation. 

BACKGROUND OF THE INVENTION 
- ~. . 

sY(;.A' ;Numerous methods have been . devi a for the identifYing and 

restrfcting of unauthorized software progr ' operation. These methods have 

been primarily motivated by the gr proliferation of illegally copied 

software, which is engulfing the mar tplace. This illegal copying represents 

billions of dollars in lost profit~ to c mmercial software developers. 

10 ., . ·software based products have been developed to validate authorized 

software usage by writing a license signature onto the computer's volatile 

memory (e.g. hard disk). These products may be appropriate for restricting 

honest software users, but they are very vulnerable to attack at the hands of 

skilled system's programmers (e.g. "hackers"). These license signatures are 

15 also subject to the physical instabilities oftheir volatile memory media. 

~ S. ..£\ ~ardware base products have ~lso n developed to validate 

authohzed software usage by ac g a dongle that is coupled e.g. to the 

e for software that may be sold by downloading (e.g. over 

20 
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-2-

There is accordingly a need in the art to provide for a system and 

method that substantially reduce or overcome the drawbacks of hitherto 

known solutions. 

s SUMMARY OF THE INVENTION 

The present invention relates to a method of restricting software 

operation within a license limitation. This method strongly relies on the use of 

a key and of a record, which have been written into the non-volatile memory 

of a computer. 

~~\ 10 For a better understanding of the underlying concept of the invention, 

there follows a specific non-limiting example. Thus, consider a conventional 

computer having a conventional BIOS module irt which a key was embedded 

at the ROM seCtion thereof, during manufacture. The key constitutes, 

effectively, a unique identification code for the host computer. It is important 

15 to note that the key is stored in a non-volatile portion of the BIOS, i.e. it 

cannot be removed or modified. 

Further, according to the invention, each application program that is to 

. be licensed to run on the specified computer, . is associated w\th a license 

record; that consists of author name, program name arid number of licensed 

20 users (for network). The license record may be .held in either encrypted or 

explicit form. 

Now, there commences an initial license establishment procedure, 

where a verification structure is set in the BIOS so as to indicate that the 

specified program is licensed to run on the specified computer. This is 

25 implemented by encrypting the license record (or portion thereof) using said 

key (or portion thereof) exclusively or in conjunction with other identification 

information) as an encryption key. The resulting encrypted license record is 

storedin another (second) non-volatile section ofthe BIOS, e.g. E2PROM (or 
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the ROM). It should be noted that unlike the first non-volatile section, the data 

in the second non-volatile memory may optionally be erased or modified 

(using E2PROM manipulation commands), so as to enable to add, modify or 

remove licenses. The actual format of the license may include a string of 

5 terms that correspond to a license registration entry (e.g. lookup table entry or 

entries) at a'license registration bureau (which will be further described as part 

of the preferred embodiment of the present invention). 

Having placed the encrypted license record in the second non-volatile 

memory ( e,g. the E2PROM), the process of verifying a license may be 

Hl commenced. Thus, when a program is loaded into the memory of the 

computer, a so called license verifier application, that is a priori running in the 

computer, accesses the program under question, retrieves therefrom the 

license record, encrypts the record utilizing the specified unique key (as 

retrieved from the ROM section of the BIOS) and compares the so encrypted 

15 record to the encrypted records that reside in the·E2PROM. In the case of 

match, the program is verified to run on the computer. If on the other hand the 

sought encrypted data record is not found in the E2PROM .·database, this 

means that the program under question is not properly licensed and 

appropriate application define action is invoked (e.g. informing to the user on 

20 the unlicensed status, halting the operation of the program under question etc.) 

Those versed in the art will readily appreciate that any attempt to run a 

program at an unlicensed site will be immediately detected. Consider, for 

example, that a given application, say Lo~s 123, is verified to run on a given 

computer having a first identification code (kl) stored in the ROM portion of 

25 the BIOS thereof. This obviously reqJiires that the license record (LR). of the 

application after having been encrypted using kl giving rise to (LR)ki is stored 

ih the E2PROM of the first computer. 

Suppose now that a hacker attempts to run the specified application in 

a second· computer having a second identification code (k2) stored in the 
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ROM portion of the BIOS thereof All or a portion the database contents 

(including of course (LR)k1 ) that reside in the E2PROM portion in the first 

computer may be copied in a known per se means to the second computer. It 

is important to note that the hacker is unable to modifY the key in the ROM of 

5 the second computer to Kl, since, as recalled, the contents of the ROM is 

established during manufacture and is practically invariable. 

Now, when the application under question is executed in the second 

computer, the license verifier retrieves said LR from the application and, as 

explained above, encrypts it using the key as retrieved from the ROM of the 

10 second computer, i.e k2 giving rise to encrypted license record (LR)k2. 

Obviously, the value (LR)k2 does not reside in the E2PROM database section 

of the second computer (since it was not legitimately licensed) and therefore 

the specified application is invalidated. It goes without saying that the data 

copied from the first (legitimate) computer is rendered useless, since 

15 comparing (LR)k2 with the copied value (LR)k! results, of course, in 

mismatch. 

The example above is given for clarity of explanation only and is by no 

means binding. 

In its broadest aspect, the invention provides for a method of restricting 

20 software operation within a license limitation including; for a computer 

having a fust non-volatile memory area, a second non-volatile memory area, 

and a volatile memory area; the steps of: selecting a program residing in the 

vohitile memory, setting up a verificatjon structure in the non-volatile 

memories, venzying the program·. using the structure, and acting. on the 

25 program according to the verification. 

An important advantage in utilizing non-volatile memory such as that 

residing in the BIOS is that the required level of system programming 

expertise that is necessary to intercept or modifY commands, interacting with 

the BIOS, is substantially higher than those needed for tampering with data 
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residing in volatile memory such as hard disk. Furthermore, there is a much 

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data 

residing in the BIOS (which is necessary for the computer's operability) is 

inadvertently changed by the hacker. This is too high of a risk for the ordinary 

5 software hacker to pay. Note that various recognized means for hindering the 

professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in 

conjunction with the present invention. 

In the context ofthe present invention, a "computer" relates to a digital 

data processor. These processors are found in personal computers, or on one 

10 or more processing cards in multi-processor machines. Today, a processor 

normally includes a ftrst non-volatile memory, a second non-volatile memory, 

and data linkage access to a volatile memory. There are also processors 

having only one non-volatile memory or having more than two non-volatile 

memories; all of which should be considered logically as relating to having a 

15 first and a second non-volatile memory areas. There are also computational 

environments where the volatile memory is distributed into numerous 

physical components, using a bus, LAN, etc.; all of which should logically be 

considered as being a volatile memory area. 

According to the preferred embodiment of the present invention, there 

20 is further provided a license authentication bureau which can participate in 

either or both of: 

(i) establishing the license record in the second non-volatile memory; 

and 

(ii) verifying if the key and license record in the non-volatile 

25 memory(s) is compatible with the license record information as extracted 

from the application under question. 

The bureau is a telecommunications accessible processor where 

functions such as formatting, encrypting, and verifying may be performed. 

Performing these or other functions at the bureau helps to limit the 

lo 
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understanding of potential software hackers; since they can not observe how 

these functions are constructed. Additional security may also be achieved by 

forcing users of the bureau to register, collecting costs for connection to the 

bureau, logging transactions at the bureau, etc. 

5 AccC?rding to one example of using the bureau, setting up a verification 

structure further includes the steps of: establishing, between the computer and 

the· bureau, a two-way data-communications linkage; transferring, from the 

computer to the bureau, a request~ for-license including an identification of the 
. c 

computer and the license-record's contents from the sel~cted program; 

10 forming an encrypted license-record at the bureau by encrypting parts of the 

request-for-license using part of the identification as the encryption key; and 

transferring, from the bureau to the computer, the encrypted license-record. 

According to another example of using the bureau, verifYing the 

program further includes the steps of: establishing, between the computer and 

15 the bureau, a two-way data-communications linkage; transferring, from the 

computer to the bureau, a request-for-license-verification including an 

identification of the computer, the encrypted license"record for the selected 

program from the second non-volatile memory, and the 

licensed~software-prograrn's license-record contents; enabling the comparing 

20 at the bureau; and transferring, from the bureau to the computer, the result of 

the comparing. 

The . actual key that serves for identifYing the computer may be 

composed of the pseudo-unique key exclusively, or, if desired, in combination 

with information, e.g. information related to the registration of the user such 

25 as e.g. place, telephone number, user name,Jicense number, etc. In the context 

of the present invention, a "pseudo-unique" key may relate to a bit string 

which uniquely identifies each first non-volatile memory. Alternately the 

"pseudo-unique'' key may relate to a random bit string (or to an assigned bit 

string) of sufficient length such that: there is an acceptably low probability of 
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a successful unauthorized transfer of licensed software between two 

computers, where the first volatile memories of these .two computers have the 

same key. 

It should be noted that the license bureau might maintain a registry of 

s keys and of licensed programs that have been registered at the bureau in 

association with these keys. This registry may be used to help facilitate the 

formalization of procedures for the transfer of ownership of licensed software 

from use on one computer to use on another computer. 

Constructing the key in the manner specified may hinder the hacker in 

10 cracking the proposed encryption scheme of the invention, in particular when 

the establishment of the license record or the verification thereof is performed 

in the bureau. Those versed in the art will readily appreciate that the invention 

is by no means bound by the data, the algorithms, or the matmer of operation 

of the bureau. It should be noted that the tasks of establishing and/or verifYing 

15 a license record may be shared between the bureau and the computer, done 

exclusively at the computer, or done exclusively at the bureau. The 

pseudo-unique key length needs to be long enough to hinder encryption attack 

schemes. The establishing of the key may be done at any time from the 

non-volatile memory's manufacture until an attempted use of an established 

20 license-record in the non-volatile memory. The key is used for encryption or 

decryption operations associated with license-records. In principle, the 

manufacturer of the licensed-software-program may specifY the license-record 

format and therefore different formats may, if desired, be used for respective 

applications .. 

25 According to the preferred embodiment of the present invention, the 

pseudo-unique key is a unique-identification bit string that is written onto the 

first non-volatile memory by the manufacturer of the is memory media. 

According to one, non-limiting; preferred embodiment of the present 

invention, the first non-volatile memory area is a ROM section of a BIOS; the 
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second non-volatile memory area is a E2PROM section of a BIOS; and the 

volatile memory is a RAM e.g. hard disk and/or internal memory of the 

computer. 

The present invention also relates to a non-volatile memory media 

5 used as a BIOS of a computer, for restricting sofuvare operation within a 

license limitation, wherein a pseudo-unique key is established. 

10 

According to the preferred embodiment of the non-volatile memory 

media of the present invention, the pseudo-unique key is established in a 

ROMsection of the BIOS. 

BRIEF DESCRIPTION OF THE DRA WI~GS: 

·In order to understand the invention and to see how it may be carried 

out in practice,. a preferred embodiment will now be described, by way of 

. non-limiting example only, with reference to the accompanying drawings, in 

f''' 15 which: 

"·: Fig. 1 is a schematic diagram of a computer and a license. bureau; and 

Fig. 2 is a generalized flow chart of the sequence of operations 

perfonned according to one embodiment of the invention. 

20 DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT 

A schematic diagram of a computer and a license bureau is shown in 

Figure 1. Thus, a computer processor (1) is associated with input operations 

(2) and with output· operations (3). This computer (processor) internally 

contains a frrst non-volatile memory area (4) (e.g. the ROM section of the 

25 BIOS), a second non-volatile memory area (5) (e.g. the E2PROM section of 

the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of 

the computer), 
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.g. 

The computer processor is in temporary telecommunications linkage 

with a license bureau (7). 

The first non-volatile memory includes a pseudo-random identification 

key (8), which exclusively orin combination with other infonnation (e.g. user 

5 name), is sufficient to uniquely differentiate this first non-volatile memory 

from all other first non-volatile memories. As specified before, said key 

constitutes unique identification of the computer. 

·}rh £l-:;;; The second non-volatile memory includes ali se-record-area (9) e.g. 

foi the containing of at least one encrypted · ense-record (e.g. three records 

10 10-12). The volatile memory acco odates a license program (16) having 

license record fields (13-15) pended thereto. By way of example said fields 

stand for Application e (e.g. Lotus 123), Vendor name (Lotus inc.), and 

no of licensed co es (1 for stand alone usage, >1 for number oflicensed users 

for a netwo application). 

15 ·~'x~~ose versed in the art will readi appreciate that the license record is 

not necessarily bound to continuos fi ds. In fact, the various license content 

components of the data record ma)J be embedded in various locations in the 

application. Any component may 1fdesired, be encrypted. 

Each cine of the encrypted license records (10-12) is obtained by 

20 encrypting the corresponding license record as extracted from program 16, 

utilizing for encryption the identification key (8). 

In a typical, yet not exclusive, sequence of operation, a 

transaction/request is sent, by the compu.ter to the bureau. This transaction 

includes the key (8), the encrypted license-records (10-12), contents from the 

25 license program used ii1 forming a license record (e.g. fields 13-15), and other 

items of information as desired. 

fv,'J, fj-S ';. The bureau forms the propose : license-record from the contents, 

e£crypts (utilizing predetermined cryption algorithm) the so formed 

license-record . using the key (8), d compares the so formed encrypted 
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-10-

license-record with the license-records (1 -12). The bureau generates an 

overlay according to the result of the comparison indication successful 

comparison, non-critical failure comp - on and critical failure comparison. 

The bureau returns the overlay which will direct the computer in 

5 subsequent operation. Thus, a success overlay will allow the license program 

to operate. A non-critical failure overlay will ask for additional user 

interactions. A critical failure overlay will cause permanent disruption to the 

computer's BIOS operations. Thus, software operation of the program is 

methodologically according to a license limitation restriction. 

10 Those versed in the art will readily appreciate that the implementation 

as described with reference to Fig. 1 is by no means binding. Thus, by way of 

non-limiting example, the bureau, instead of being external entity may form 

part of the computer. 

Attention is now directed to Fig. 2, showing a generalized flow chart 

15 of the sequence of operations performed according to one embodiment of the 

invention. 

Thus, selecting (17) a program includes the step of: establishing a 

licensed-software-program in the volatile memory of the computer wherein 

the licensed-software-program includes contents used to form a 

20 license-record. These contents, be they centralize or decentralized, may 

include terms, identifications, specifications, or limitations related to the 

manufacturer of a software product, the distributor of a software product, the 

purchaser of a software product, a licensor, a licensee, items of computer 

hardware or components thereof, or to other terms and conditions related to 

25 the aforesaid. 

Setting up (18) the verification structure includes the steps of: 

establishing or certifxing the existence of a pseudo-unique key in the first 

non-volatile memory area; and establishing at least one license-record 

location in the first or the second nonvolatile memory area. 

\ I 
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·11· 

Establishing a license-record includes the steps of: fonning a 

license-record by encrypting of the contents used to fonn a license-record 

with other predetennined data contents, using the key; and establishing the 

encrypted license-record in one of the at least one established license-record 

s locations (e.g. 10-12 in Figure 1 ). 

Verifying (19) the program includes the steps of: encrypting the 

licensed-software-program's license-record contents from the volatile 

memory area or decrypting the license-record in the first or the second 

non-volatile memory area, using the key; and comparing the encrypted 

10 licensed-software-program's license-record contents with the encrypted 

license-record in the first or the second non-volatile memory area, or 

comparing the licensed-software-program's license-record contents with the 

decrypted license-record in the first or the secorid non-volatile memory area. 

Acting (20) on the program includes the step of: restricting the 

15 program's operation with predetennined limitations if the comparing yields 

non"unity or insufficiency: In this context "non-unity" relates to being unequal 

with respect to a specific eqUation (e.g. A=B+l); and "insufficiency" relates 

to being outside of a relational bound (e.g. A>B+1). "Restricting the 

program's operation with predetennined limitations" may include actions 

20 such as erasing the software in volatile memory, warning the license 

applicant/user, placing a fme on the applicant/user through the billing service 

charges collected at the license bureau (if"applicable), or scrambling sections 

of the BIOS of the computer (or of functions interacting therewith). 

The present invention has been· described with a certain degree of 

25 particularity but it should be understood that various modifications and 

alterations may be made withour departing from the scope or spirit of the 

invention as defmed by the following claims! 

\d 
~--····- ---------------------
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T)U/J h~S~ method of restricting softw c opemtion within a license 

limi~ti:~ comprising; for a computer hav,· g a first non-volatile memory area, 

a second non-volatile memory area, a a a volatile memory area; the steps of: 

s selecting a program residing in th volatile memory, setting up a verification 

structure in the non-volatile emories, verifying the program using the 

structure, and acting on the ogram according to the verification. 

2. A method according to claim 1, further comprising the step of: 

establishing a license authentication bureau. 

10 .dr. ~~3- A method according to claim 2, where' setting up a verification 

5 uiks~/ture further comprising the steps of: establi ing, between the computer 

and the bureau, a two-way data-conimunicatio s linkage; transferring, from 

the computer to the bureau, a request-for-licens including an identification of 

the computer and the license-record's conte ts from the selected program; 

15 forming an encrypted license-record at the f.eau by encrypting parts of the 

request-for-license using part of the identification as the encryption key; and 

transferring, from the bureau to the compu~r, the encrypted license-record. 

4. A method according to clai 2; wherein verifying the program 

further comprising the steps of: establi ing, between the computer and the 

20 bureau, a two-way data-communica ons linkage; transferring, from the 

computer to the bureau, a reque t-for-license-verification including an 

identification. of the computer, the ncrypted license-record for the selected 

program from the non-volatile memory, and the 

licensed-software-program's lice e-record contents; enabling the comparing 

25 at the bureau; and transferring, om the bureau to the computer, the result of 

the comparing. 

to claim 3 wherein the identification of the 
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·13· 

6. A method according to cla' 1 wherein selecting a program 

includes the step of: establishing a lice ed-software-program in the volatile 

memory of the computer wherein sai licensed-software-program includes 

contents used to form a license-record. 

5 7. A ·method according to cia' 1 wherein setting up the verification 

structure includes the . steps of: establ' shing or certifying the existence of a 

pseudo-unique key in the first non-vo atile memory area; and establishing at 

leas;the license-record location in th frrst.or the second nonvolatile memory 

arr. 
10 8. A method according to claim 6 wherein establishing a license-record 

includes the steps of: forming a license-record by encrypting of the contents 

used to form a license-record with other predetermined data contents, using 

the key; and establishing the encrypted license-record in one of the at least 

one established license-record locations . 

. 1~ ;iJ3? 9. A method according to claim 1 wher 1n verifying the program 

5 \}J ,,udes the steps of: encrypting the icensed-software-program's 

license-record contents from the volatile me ory area or decrypting the 

license-record in the frrst or the second non•v 

key; and comparing the encrypted licensed-so are-program's license-record 

20 contents · with the encrypted license-recor in the first or the second 

e licensed~software-program' s 

license-record contents with the decrypte license-record in the first or the 

second non-volatile memory area. 

10. A method according to cl · 1 wherein acting on the program 

25 includes the step of: restricting the pro am's operation with predetermined 

limitations if the comparing yields non U!l,ity or insufficiency. 

11. A method according to laim 1 wherein the first non-volatile 

memory area is a ROM section of a 
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·14· 

12. A method according to claim ~herein the second non-volatile 

memory area is a E2PROM section of yBIOS. 

I ( r- A method according to claim 1 wherein the volatile memory is a 

RAM. 

5 volatile memory media used as a BIOS of a computer, for 

restricting so a license ·limitation, wherein a 

pseudo-uniqu 

15. A emory media according to claim 14 wherein the 

\5 
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ABSTRACT 

A method of restricting software operation within a license limitation 

that is applicable for a. computer having a first non-volatile memory area, a 

5 second non-volatile memory area, and a volatile memory area. The method 

includes the steps of selecting a program residing in the volatile memory, 

setting up a verification structure in the non-volatile memories, verifying the 

program using the structure, and acting ·on the program according to the 

verification. 

10 
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2/95b DECLARATI0. .'DR UNITED STATES PATENT APPLIC LON; Attorney Docket 
POWER OF ATTORNEY, DESIGNATION OF CORRESPONDENCE ADDRESS 

As a below named inventor, I hereby declare that my residence, post office address and 
citizenship are as stated below next to my name, and that I believe I am the original, first 
and sole inventor (if only one name is listed below) or an original, first and joint inventor 
(if plural names are listed below) of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

Method of Restricting Software Operation within a Licensed Limitation 
the specification of which 
[ J1: is attached hereto. 
[ l was filed on as Application No. __ ~-~-~u~n~kn~o~wn~~-~----------------------

and was amended on [if applicable] . 
[ ] was filed under the Patent Cooperation Treaty on ------------------~-------------------L 

Serial No. , the United States of America being designated. 
I hereby state that I have reviewed and understand the contents of the above identified 

specification, including the claims, as amended by any amendment referred to above. 
I acknowledge the duty to disclose to the Patent and Trademark Office all information 

known to me to be material to patentability as defined in Title 37, Code of Federal 
Regulations, §1.56(a). 

I hereby claim foreign priority benefits under Title 35, United States Code, §119 of any 
foreign application(s) for patent, utility model, design or inventor's certificate listed 

,~below and have also identified below any foreign application(s) for patent, utility model, 
~~design or inventor's certificate having a filing date before that of the application(s) on 
~'which priority is claimed: 
g::::::: 

~--------------------------~R=r~i~o~r~F~o~r~e~i~g~n~A~p~p~l~L~·c~a~t=i~o~n~(~s~l----------------~P~r~i~o~r~+~·t~y~~C=l~a~i~m~e~d~-----
9F--~NuU~rnb~e~r~----------~c~o~u~n~t~r~v~--------------~D~a~t~e-£F~i~l~e~d~--------------~Yue~s~----~N~o~-------­

'~---1~2~4~5~7~1~--------~I~s~r~s~~~l----------~M~a2¥'~2+1T1 -41~9~9~g~------------X~--------------
"'~-------------------------------------
~4 I hereby appoint the following attorneys to prosecute this application and to transact all 
" business in the Patent and Trademark. Office connected therewith: George H. Spencer (Reg. No. 
;__,_18,038), Norman N. Kunitz (Reg.No. 20,586), Robert J. Frank (Reg. No. 19,112), Gabor J. Kele­
~men (Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 26,031), 
~Ashley J. Wells (Reg. No. 29,847), Christopher H. Lynt (Reg. No. 33,619) suite 300 East, 
~' 1100 New York Avenue, N.W., Washington, D.C. 20005-3955, Telephone: (202) 414-4000, Telefax: 
?:: (202: 414-4040. Address all correspondence to SPENCER & FRANK, Suite 300 East, 1100 New York 
;~;::Ave., N.W., Washington, D.C. 20005-3955. 
'g The undersigned hereby authorizes the u.s. attorneys named herein to accept and follow 

instructions from the undersigned's assiguee, if any, and/or, if the undersigned is not a 
resident of the United States, the undersigned's domestic attorney, patent attorney or patent 
agent, as to any action to be taken in the Patent and Tr!J.demark Office regarding this 
application without direct communication between the U.S. attorneys and the undersigned. In 
the event of a change in the person (s) from whom instructions may be taken, the u.s. 
attorneys named herein will be so notified by the undersigned. 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made 
are punishable by fine or imprisonment, or both, under §1001 of Title 18 of the United States 
Code and that such willful false statements may jeopardize the validity of the application 
or any patent issued thereon. 

Signature: '£_ ~ '\' f 
Sole/First Inventor: Mikl 'Mullor 

Date, ){_-6-'f--t/_,2_.._a~\~5...,i.___ ___ , 19 98 . 

Citizenship: Israeli 
Residence and Post Office Address: 

~ Signature: ~,k~--~~~--------------------------------

3, Zelon Street, Rarnat 

DateJ< __ ~~~~~~~-----------' 1998. 

47234, Israel 

Second Inventor: Julian Valiko 
Citizenship: Israel. 
Residence and Post Office Aid1ess: 3, Zelon Street, Ramat Hasharon 47234, Israel 
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·Applicant or Patentee: ____ _ 
Serial or Patent No.:-------------~-------­
Filed or Issued:---------------'-----''--------

Attorney's 
Docket No. 

For: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION 

VERIFIED STATEMENT (DECLARATIOO) CLAIMING SMALL ENTITY SD\TUS 
(37 CFR 1.9(£) and l.27(c)) - SMhlL BUSINESS CONCERN 

I hereby declare that I am 

[ J the owner of the small bus:iness concern identified below: 
t;Q . an official of the small business concern empowered to act on behalf of . the concern 
, identified below: · 

NAME OF CONCERN M. Y. P. D. TECHNOLOGIES LTD. 
ADDRESS OF CONCERN~::.---c-/;-o-K_e_r_e_n ___ S-:h:-e-c:-h:-:-t-e-r--:-L-a-w--=F-:i-r-m-,--:2:-:1:--::H-a-r-.'-S:-~:-. n-a-~:-. -S::-:-t_r_e_e-:-t-.--

Tel~Aviv 65816 Israel · 

I hereby declare that the above identified small business concern qualifies as a small 
bssiness concern as defined in 13 CFR 121.3-18, and reproduced in 37 CFR 1.9(d),for purposes 
of paying reduced fees under section 4l(a) and.(b)_ of Title 35, United.States Code, in that 
tHe number of employees of the concern, including .those of its affiliates, does not exceed 
5tl0 persons. For purposes of this statanent,(l} the tlUilber of employees of .the business 
cm1cern is the average over the previous fiscal year of the concern of tlle persons employed 
® a full-:time, part-time or temporary basis during each of the pay periods of the fiscal 
)&ar,and (2) concerns are affiliates of each other when either,directly or indirectly,one 
qoo.cern controls or has the power to control the other,or a third party or parties controls 
C{t\ has the power to control both. . 

t;~ereby declare that rights tmdet qmtract or law have been conveyed to and ranain with the 
~11 business cm1cem identified above with regard to the inven.tim1, entitled METHOD 

"' OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED ,LIMIT AT~ :inventor( s) 
.,, N;i~i. MUI.I.OR ElllQ JnJ faz:J llALIKO 

~escrl e lll . 

F' [x) the applicatioo filed herevlith 
· h\ [ l application serial no. , filed 

~~~ [ ] patent no. ,issued;-----------...: 

r~; tb.= rights held by the above identified small busil"\ess concern are not exclusive, each 
~q.iv4_dual,coocern or organizatioo having rights to tHe invention is listed beloW'• and no 
rights to the invention are held by any person, other .than~ the inventor, who could not 
qualify as a small' business concern under 37 CFR 1.9(d) or by any concern which would not 
qualif-y as a small business concern under 37 CFR 1.9(d} or a nonprofit organization under 37 
CFR l. 9 (e) . >~NOrE: Separate verified statements. are required from each named person, 
cmcem or organizatim1 hav:iJ.1g rights to the invention averr:iJ.1g to their status as Sirall 
entities. (37 CFR 1. 27) · 

tW1E 
ADmm:~ssn-----------------------~--~--------------------------~-------

[ ) INDIVIDUAL [ ] SMAil.. BUSINESS CONCERN [ ] NONPROFIT ORGANIZATION 

NAME 
ADDRE~ss~------------------------------~~--~--~------------~-----

[ ] INDIVIDUAL [ ) SMML BUSINESS QONCERN [ ] NONPROFIT ORGANIZATION 

'I acknowledge the duty to file, in this application' or patent, notification of any change of 
status resulting h1 loss of etltitlernent to small entity status prior to paying, or at the 
time of paying, the earliest of the issue fee or any maintenance fee due after the date on 
which. status as a 'small entity is no 1m1ger appropriate. (37 CFR l.28(b)) 

I hereby declare ti1at all statements made heteirt of my own knowledge are true and that all 
statements made on infonnation and belief are believed to be truel and further that thes.e 

·statements were made with the knowledge that willf-ul false statements and the like so made 
are punishable by fine or :imprisonment, or both, under section 1001 of Title 18 of the 
United States Code, and that such willf~l false statements may jeopardize the validity of 
tl1e applicatim, any patent issu:ing therem, or any patent to which tl1is verified statement 
is directed. · 

NA11E OF PERSON SIGNING X \\\kl ~ \] (M><l ;:J u Lt!JAI \1<'.. A; 1><0 
TITLE OF PERSON SIGNTI:lG Y~f..*'t..~r . Ma"4.(Jdl . 
ADDRESS OF PERSON SIGNING X ?,. i ,,~"' Q <..~ .. ~ ~ ~'-\'v (c- ' 
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nnc.ludi~, 

~T)ER..HOWARD&OVILETTI,Lll' 
5sional corporatio~s 

1100 New York Avenue, N.W., Suite 300 East 
Washington, D.C. 20005-3955 
(202) ~14-4000, Fax (202) 414-4040 
Telex 64267 
'W"Ww. venable.corn 

ATTORNEYS AT LAW 

October 1, 1998 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

Re: New Patent Application 
Inventor(s): Miki MULLOR and Julian VALIKO 
Attorney Docket: REINC 4237.01 

OFFICES IN 

MARYLAND 
WASHINGTON, D.C. 
VIRGINIA 

Please find attached hereto an application for patent which 
includes: 

Specification, Claims, Declaration, Power of Attorney. 

A certified copy of Israel Application No. 124571 filed May 21, 1998, 
the priority of which is claimed herewith under 35 U.S.C. 119. 

Verified Declaration Statement showing Small Entity status: 

Formal Drawings: Figures 1 and 2 (2 sheets) 

Fee (see formula below) check enclosed. 

,Ci Basic Fee $395/790 .... __ .... _ . . . . . . . . . . . . . . . . . . . . . . . . . $ 395. oo 
k).J 

Additional Fees: 

Total number of claims in excess of 20 __ *_times $11/22 $ 

Number of independent claims -1__ 

in excess of 3:. -*- times $41/82... . . . .. . . . . . . . . . . $ 
An assignment is likewise enclosed; Recording Fee $40.$ 

TOTAL FEES FOR THE ABOVE APPLICATION ... $ 

_Q_,_Q.Q. 
40.00 

435.00 

In the event there is attached hereto no check, or a check for an insuffi­
cient amount, please charge the fee to our Account No. 19-3700 and notify us 
accordingly. 

Respectfully submitted 
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"1" 

Method of Restricting Software Operation within A License Limitation 

FIELD OF THE INVENTION 

This invention relates to a method and system of identifYing and 

restricting an unauthorized software program's operation. 

5 BACKGROUND OF THE INVENTION 

Numerous methods have been devised for the identifYing and 

restricting of unauthorized software program's operation: These methods 

have been primarily motivated by the grand proliferation of illegally copied 

software, which.is .. engulfing the marketplace. This illegal cop:Ying represents . 

1 o billions of dollars in lost profits to commercial software developers. 

Software based products have been developed to validate authorized 

software usage by writing a license signature onto the computer's volatile 

memory (e.g. hard disk). These products may be appropriate for restricting 

honest software users, but they are very vulnerable to attack at the hands of 

15 skilled system's programmers (e.g. "hackers"). These license signatures are 

also subject to the physical instabilities of their volatile memory media. 

Hardware base products have also been developed to validate 

authorized software usage by accessing a dongle that is coupled e.g. to the 

parallel port of the P.C. These units are expensive, inconvenient, and not 
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particularly suitable for software that may be sold by downloading (e.g. over 

the internet). 

There is accordingly a need in the art to provide for a system and 

method that substantially reduce or overcome the drawbacks of hitherto 

5 known solutions. 

SUMMARY OF THE INVENTION 

The present invention relates to a method of restricting software 

operation within a license limitation. This method strongly relies on the use of 

1 o a key and of a record, which have been written into the non-volatile memory 

of a computer. 

For a better understanding of the underlying concept of the invention, 

there follows a specific non-limiting example. Thus, consider a conventional 

computer having a conventional BIOS module in which a key was embedded 

1 5 at the ROM section thereof, during manufacture. The key constitutes, 

effectively, a unique identification code for the host computer. It is important 

to note that the key is stored in a non-volatile portion of the BIOS, i.e. it 

cannot be removed or modified. 

Further, according to the invention, each application program that is to 

20 be licensed to run on the specified computer, is associated with a license 

record; that consists of author name, program name and number of licensed 

users (for network). The license recqrd may be held in either encrypted or 

explicit form. 

Now, there commences an initial license establishment procedure, 

25 where a verification structure is set in the BIOS so as to indicate that the 

specified program is licensed to run on the specified computer. This is 

implemented by encrypting the license record (or portion thereof) using said 

key (or portion thereof) exclusively or in conjunction with other identification 
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infonnation) as an encryption key. The resulting encrypted license record is 

stored in another (second) non-volatile section ofthe BIOS, e.g. E2PROM (or 

the ROM). It should be noted that unlike the first non-volatile section, the 

data·in the second non-volatile memory may optionally be erased or modified 

5 (using E2
PROM manipulation commands), so as to enable to add, modifY or 

remove licenses. The actual fonnat of the license may include a string of 

tenns that correspond to a license registration entry (e.g. lookup table entry or 

entries) at a license registration bureau (which will be further described as 

part of the preferred embodiment of the present invention). 

10 Having placed the encrypted license record in the second non-volatile 

memory (e.g. the E2
PROM), the process of verifYing a license may be 

commenced. Thus, when a program is loaded into the memory of the 

computer, a so called license verifier application, that is a priori running in 

the computer, accesses the program under question, retrieves therefrom the 

15 license record, encrypts the record utilizing the specified unique key (as 

retrieved from the ROM section of the BIOS) and compares the so encrypted 

record to the encrypted records that reside in the E2PROM. In the case of 

-- match, the program is verified to run on the computer. If on the other hand the _ 

sought encrypted data record is not found in the E2PROM database, this 

20 means that the program under question is not properly licensed and 

appropriate application define action is invoked (e.g. informing to the user on 

the unlicensed status, halting the operation of the program under question 

etc.) 

Those versed in the art will readily appreciate that any attempt to run a 

25 program at . an unlicensed site will be immediately detected. Consider, for 

example, that a given application, say Lotus 123, is verified to run on a given 

computer having a first identification code (kl) stored in the ROM portion of 

the BIOS thereof. This obviously requires that the license record (LR) of the 
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application after having been encrypted using kl giving rise to (LR)ki is 

stored in the E2PROM of the first computer. 

Suppose now that a hacker attempts to run the specified application in 

a second computer having a second identification code (k2) stored in the 

5 ROM portion of the BIOS thereof. All or a portion the database contents 

(including of course (LR)ki ) that reside in the E2PROM portion in the first 

computer may be copied in a known per se means to the second computer. It 

is important to note that the hacker is unable to modify the key in the ROM of 

the second computer to Kl, since, as recalled, the contents of the ROM is 

1 o established during manufacture and is practically invariable. 

Now, when the application under question is executed in the second 

computer, the license verifier retrieves said LR from the application and, as 

explained above, encrypts it using the key as retrieved from the ROM of the 

second computer, i.e k2 giving rise to encrypted license record (LR)k2. 

15 Obviously, the value (LR)k2 does· not reside in the E2PROM database section 

of the second computer (since it was not legitimately licensed) and therefore 

the specified application is invalidated. It goes without saying that the data 

· · -copied· from the first (legitimate) computer is rendered useless, since 

comparing (LR)k2 with the copied value (LR)ki results, of course, in 

20 mismatch. 

The example above is given for clarity of explanation only and is by no 

means binding. 

In its broadest aspect, the invention provides for a method of 

restricting software operation within a license limitation including; for a 

25 computer having a first non-volatile memory area, a second non-volatile 

memory area, and a volatile memory area; the steps of: selecting a program 

residing in the volatile memory, setting up a verification structure in the 

non-volatile memories, verifying the program using the structure, and acting 

on the program according to the verification. 
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An important advantage in utilizing non-volatile memory such as that 

residing in the BIOS is that the required level of· system programming 

expertise that is necessary to intercept or modify commands, interacting with 

the BIOS, is substantially higher than those needed for tampering with data 

5 residing in volatile memory such as hard disk. Furthermore, there is a much 

higher cost to the programmer, if his tampering is unsuccessful, i.e. if data 

residing in the BIOS (which is necessary for the computer's operability) is 

inadvertently changed by the hacker. This is too high of a risk for the ordinary 

software hacker to pay; Note that various recognized means for hindering the 

1 o professional-like hacker may also be utilized (e.g. anti-debuggers, etc.) in 

conjunction with the present invention. 

In the context of the present invention, a "computer" relates to a digital . 

data processor. These processors are found in personal computers, or on one 

or more processing cards in multi-processor machines. Today, a processor 

15 normally include a first non-volatile memory, a second non-volatile memory, 

and data linkage access to a volatile memory. There are also processors 

having only one non-volatile memory or having more than two non-volatile 

memories; all of which should be considered logically as relating to having a 

first and a second non-volatile memory areas. There are also computational 

20 environments where the volatile memory is distributed into numerous 

physical components, using a bus, LAN, etc.; all of which should logically be 

considered as being a volatile memory area. 

According to the preferred embodiment of the present invention, there 

is further provided a license authentication bureau which can participate in 

25 either or both of: 

(i) establishing the license record in the second non-volatile memory; 

artd 
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(ii) verifYing if the key and license record in the non-volatile 

memory(s) is compatible with the license record information as extracted 

from the application under question. 

The bureau is a telecommunications accessible processor where 

5 functions such as formatting, encrypting, and verifYing may be performed. 

Performing these or other functions at the bureau helps to limit the 

understanding of potential software hackers; since they can not observe how 

these functions are constructed. Additional security may also be achieved by 

forcing users of the bureau to register, collecting costs for connection to the 

1 0 bureau, logging transactions at the bureau, etc. 

According to one example of using the bureau, setting up a verification 

structure further includes the steps of: establishing, between the computer and 

the bureau, a two-way data-communications linkage; transferring, from the 

computer to the bureau, a request-for-license including an identification of the 

15 computer and the license-record's contents from the selected program; 

forming an encrypted license-record at the bureau by encrypting parts of the 

request-for-license using part of the identification as the encryption key; and 

transferring, from the bureau to the computer, the encrypted_ license-record . 

.f>..ccording to another example of using the bureau, verifYing the 

20 · program further includes the steps of: establishing, between the computer and 

the bureau, a two-way data-communications linkage; transferring, from the 

computer to the bureau, a request-for-license-verification including an 

identification of the computer, the encrypted license-record for the selected 

program from the second · non-volatile memory, and the 

25 licensed-software-program's license-record contents; enabling the comparing 

at the bureau; and transferring, from the bureau to the computer, the result of 

the comparing. 

The actual key that serves for identifYing the computer may be 

composed of the pseudo-unique key exclusively, or, if desired, in combination 
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with information, e.g. information related to the registration of the user such 

as e.g. place, telephone number, user name, license number, etc. In the context 

of the present invention, a "pseudo-unique" key may relate to a bit string 

which. uniquely identifies each first non-volatile memory. Alternately the 

5 "pseudo-unique" key may relate to a random bit string (or to an assigned bit 

string) of sufficient length such that: there is an acceptably low probability of 

a successful unauthorized transfer of licensed software between two 

computers, where the first volatile memories of these two computers have the 

same key. 

1 o It should be noted that the license bureau might maintain a, registry of 

keys and of licensed programs that have been registered at the bureau in 

association with these keys. This registry may be used to help facilitate the 

formalization of procedures for the transfer of ownership of licensed software 

from use on one computer to use on another computer. 

15 Constructing the key in the manner specified may hinder the hacker in 

cracking the proposed encryption scheme of the invention, in particular when 

the establishment of the license record or the verification thereof is performed 

in the bureau. Those versed in the art will readily appreciate that the invention 

is by no means bound by the data, the algorithms, or the manner of operation 

20 of the bureau. It should be noted that the tasks of establishing and/or verifying 

a license record may be shared between the bureau and the computer, done 

exclusively at the computer, or done exclusively at the bureau. The 

pseudo-unique key length needs to be long enough to hinder encryption attack 

schemes. The establishing of the key may be done at any time from the 

25 non-volatile memory's manufacture until an attempted use of an established 

license-record in the non-volatile memory. The key is used for encryption or 

decryption operations associated with license-records. In principle, the 

manufacturer of the licensed-software-program may specify the 
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license-record format and therefore different formats may, if desired, be used 

for respective applications. 

According to the preferred embodiment of the present invention, the 

pseu?o~unique key is a unique-identification bit string that is written onto the 

5 frrstnon-volatile memory by the manufacturer of the is memory media. 

According to one, non-limiting, preferred embodiment of the present 

invention, the frrst non-volatile memory area is a ROM section of a BIOS; the 

second non-volatile memory area is a E2PROM section of a BIOS; and the 

volatile memory is a RAM e.g. hard 'disk and/or internal memory of the 

1 o computer . 

The present invention also relates to a non-volatile memory media 

used as a BIOS of a computer, for restricting software operation within a 

license limitation, wherein a pseudo-unique key is established. 

According to the preferred embodiment of the non-volatile memory 

15 media of the present invention, the pseudo-unique key is established in a 

ROM section of the BIOS. 

BRIEF DESCRIPTION OF THE DRAWINGS: 

In order to understand the invention and to see how it may be carried 

20 out in practice, a preferred embodiment will now be described, by way of 

non-limiting example only, with reference to the accompanying drawings, in 

which: 

Fig. 1 is a schematic diagram of a computet and a license bureau; and 

Fig. 2 is a generalized flow chart of the sequence of operations 

25 performed according to one embodiment of the invention. 
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DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT . 

A schematic diagram of a computer and a license bureau is shown in 

Figure L Thus, a computer processor (I) is associated with input'operations 

(2) and with output operations (3). This computer (processor) internally 

5 contains a first non-volatile memory area (4) (e.g. the ROM section of the 

BIOS), a second non-volatile memory area (5) (e.g. the E2PROM section of 

the BIOS), and a volatile memory area (6) (e.g. the internal RAM memory of 

the computer). 

The computer processor is in temporary telecommunications linkage 

1 o with a license bureau (7). 

The first non-volatile memory includes a pseudo-random identification 

key (8), which exclusively or in combination with other information (e.g. user 

name), is sufficient to uniquely differentiate this first non-volatile memory 

from all other first non-volatile memories. As specified before, said key 

15 constitutes unique identification of the computer. 

The second non-volatile memory includes a license~record-area (9) 

e.g. for the containing. of at least one encrypted license-record (e.g. three 

records 10-12). The volatile memory accommodates a license program (16) 

having license record fields (13-15) appended thereto. By way of example 

20 said fields stand for Application name (e.g. Lotus 123), Vendor name (Lotus 

inc.), and no of licensed copies (1 for stand alone usage, > 1 for number of 

licensed users for a network application). 

Those versed in the art will readily appreciate that the license record is 

not necessarily bound to continuos fields. In fact, the various license content 

25 components of the data record may be embedded in various locations in the 

application. Any component may, if desired, be encrypted. 

Each one of the encrypted license records (10-12) is obtained by 

encrypting the corresponding license record as extracted from program 16, 

utilizing for encryption the identiftcation key (8). 
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In a typical, yet not exclusive, sequence of operation, a 

transaction/request is sent, by the computer to the bureau. This transaction 

includes the key (8), the encrypted license-records (10-12), contents from the 

license program used in forming a license record (e.g. fields 13-15), and other 

5 items of information as desired. 

The bureau forms the proposed license-record from the contents, 

encrypts (utilizing predetermined encryption algorithm) the so formed 

license-record using the key (8), and compares the so formed encrypted 

license-record with the license-records (10-12). The bureau generates an 

1 0 overlay according to the result of the comparison indication successful 

comparison, non-critical failure comparison and critical failure comparison. 

The bureau returns the overlay which will direct the computer in 

subsequent operation. Thus, a success overlay will allow the license program 

to operate. A non-critical failure overlay will ask for additional user 

15 interactions. A critical failure overlay Will cause ·permanent disruption to the 

computer's BIOS operations. Thus, software operation of the program is 

methodologically according to a license limitation restriction .. 

Those versed in the art. will readily appreciate that .the implementation 

as described with reference to Fig. 1 is by no means binding. Thus, by way of 

20 non-limiting example, the bureau, instead of being external entity may form 

part of the computer. 

Attention is now directed to Fig. 2, showing a generalized flow chart 

of the sequence of operations performed according to one embodiment of the 

invention. 

25 Thus, selecting (17) a program includes the step of: establishing a 

licensed-software-program in the volatile memory of the computer wherein 

the licensed-software-program includes contents used to form a 

license-record. These contents, be they centralize or decentralized; may 

include terms, identifications, specifications, or limitations related to the 
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manufacturer of a software product, the distributor of a software product, the 

purchaser of a software product, a licensor, a licensee, items of computer 

hardware or components thereof, or to other terms and conditions related to 

the aforesaid. 

5 Setting up (18) the verification structure includes the steps of: 

establishing or certifYing the existence of a pseudo-unique key in the first 

non-volatile memory area; and establishing at least one license-record 

location in the first or the second nonvolatile memory area. 

Establishing a license-record includes the steps of: forming a 

10 license-record .by encrypting of the contents used to form a license-record 

with other predetermined data contents, using the key; and establishing the 

encrypted license-record in one of the at least one established license-record 

locations (e.g. 10-12 in Figure 1 ). 

VerifYing (19) the program includes the steps of: encrypting the 

15 licensed~software-program's license-record contents from the volatile 

memory area or decrypting ·the license-record in the frrst or the second 

non-volatile memory area, using the key; and comparing the encrypted 

licensed-sof'tware·program's license-recQrd contents with the encrypted 

license-record in the first or the second non-volatile. memory area, or 

20 comparing the licensed-software-program's license-record contents with the 

decrypted license-record in the frrst or the second non-volatile memory area. 

Acting (20) on the program includes the step of: restricting the 

program's operation with predetermiried limitations if the comparing yields 

non-unity or insufficiency. In this context "non-unity" relates to being unequal 

25 with respect' to a specific equation (e.g. A =B+ 1 ); and "insufficiency" relates 

to being outside of a relational bound (e.g. A>B+l). "Restricting the 

program's operation with predetermined limitations" may include actions 

such as erasing the software in volatile memory, warning the license 

applicant/user, placing a fme on the applicant/user through the billing service 
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charges collected at the license bureau (if applicable), or scrambling sections 

of the BIOS of the computer (or of :functions interacting therewith). 

The present invention has been described with a certain degree of 

particularity but it should be understood that various modifications and 

5 alterations may be made without departing from the scope or spirit of the 

invention as defined by the following claims: 
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CLAIMS: 

1. A method of restricting software operation within a license 

limit~tion comprising; for a computer having a first non-volatile memory 

area, a second non-volatile memory area, and a volatile memory area; the 

5 steps of: selecting a program residing in the volatile memory, setting up a 

verification structure in the non-volatile memories, verifYing the program 

using the structure, and acting on the program according to the verification. 

2. A method according to claim 1, further comprising the step of: 

establishing a license authentication bureau. 

1 o 3. A method according to claim 2, wherein setting up a verification 

structure further comprising the steps of: establishing, between the computer 

and the bureau, a two-way data-communications linkage; transferring, from 

the computer to the bureau, a request-for-license including an identification of 

the computer and the license-record's contents from the selected program; 

15 forming an encrypted license-record at the bureau by encrypting parts of the 

request-for-license using part ofthe identification as the encryption key; and 

__ transferring, from the bureau to the computer, the encrypted license-record._ 

4. A method according to claim 2, wherein verifying the program 

further comprising the steps of: establishing, between the computer and the 

20 bureau, a two-way data-communications linkage; transferring, from the 

computer to the bureau, a request-for-license-verification including an 

identification of the computer, the ell:crypted license-record for the selected 

program from the second non-volatile memory, and the 

licensed-software-program's license-record contents; enabling the comparing 

25 at the bureau; and transferring, from the bureau to the computer, the result of 

the comparing. 

5. A method according to any of claims 3 or 4 wherein the 

identification of the computer includes the pseudo-unique key. 
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6. A method according to claims 1 or 2 wherein selecting a program 

includes the step of: establishing a licensed-software-program in the volatile 

memory of the computer wherein said licensed-software-program includes 

contents used to form a license-record. 

5 7. A method according to claims or 2 wherein setting up the 

verification structure includes the steps of: establishirig or certifying the 

existence of a pseudo-unique key in the first non-volatile memory area; and 

establishing at least one license-record location in the first or the second 

nonvolatile memory area. 

10 8. A method according to claims 6 and 7 wherein establishing a 

license-record includes the steps of: forming a license-record by encrypting of 

the contents used to form a license-record with other predetermined data 

contents, using the key; and establishing the encrypted license-record in one 

of the at least one established license-record locations. 

15 9. A method according to claims 1 or 2 wherein verifYing the program 

includes the steps of: encrypting the licensed-software-program's 

license-record contents. from the volatile memory area or decrypting the 

license-record in the first or the second non-volatile memory area, using the 

key; and comparing the encrypted licensed-software-program's license-record 

20 contents with the encrypted license-record in the first or the second 

non-volatile memory area, or comparing the licensed-software-program's 

license-record contents with the decrypted license-record in the frrst or the 

second non-volatile memory area. 

10. A method according to any of claims 1 or 9 wherein acting on the 

25 program includes the step of: restricting the program's operation with 

predetermined limitations if the comparing yields non-unity or insufficiency. 

11. A method according to claim 1 wherein the frrst non-volatile 

memory area is a ROM section of a BIOS. 
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12. A method according to claim 1 wherein the second non-volatile 

memory area is a E2PROM section of a BIOS. 

13. A method according to claim 1 wherein the volatile memory is a 

RAM. 

5 14. A non-volatile memory media used as a BIOS of a computer, for 

10 

restricting software operation within a license limitation, wherein a 

pseudo-unique key is established. 

15.A non-volatile memory media according to claim 14 wherein the 

pseudo-unique key is established in a ROM section of the BIOS. 

For the Applicants, 
. REINHOLD COHN AND PARTNERS 
By: 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page2 

Status of Claims 

1. Claims 1-15 have been examined. 

Claim Rejections- 35 USC§ 102 

2. The following is a quotation of the appropriate paragraphs of35 U.S. C. 102 that form the 

basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs(!), (2), and (4) of section 37l(c) ofthis title before the invention 
thereof by the applicant for patent. 

Claims 1-4 and 11-13 are rejected under 35 U.S. C. 102(e) as being clearly anticipated by 

Ginter eta! U.S. Patent No. 5,892,900. 

As per claim 1, Ginter et a! teach of a. system and method for secure transactions 

management and electronic rights protection that: 

• restricts software operation within a license limitation (column 5, lines 29-41 and 

column 6, lines 29-65) 

• utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65) 
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Art Unit: 2161 

Page 3 

, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory 

area (column 71, lines 12-25) 

• provides a means of selecting a program residing in the volatile memory (column 71, 

lines 25-27 and column 82, lines 12-52) 

• sets up a verification structure in the non-volatile memories (column 70, lines 23-53 

and column/line 63/67-64/15) 

• verifies the program using the structure (column 70, lines 23-53 and column/line 

63/67 -64115) 

• and acts on the program according to the verification (column 70, lines 23-53 and 

column/line 63/67-64/15). 

As per claim 2, the method and system of Ginter et a! provide for a license 

authorization bureau in the form of a VDE (virtual distribution environment) distributor 

and/or administrator (column/line 278/40 to28l/44). 

As per claim 3, the method and system of Ginter eta! discloses a verification method 

with a license authorization bureau that comprises of 

• a two-way data communication link between said bureau and end-user computer 

(figure 77) 
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Page4 

• a method for establishing end-user rights (column/line 278/40 to 281/44) 

• data encryption using keys (column 281, lines I 0-22) 

• creating a license record from the selected program at the bureau (column 7I, 

lines 25-27, column 82, lines I2-52, column/line 278/40 ;to 28I/44 and column I5, 

lines I 0-34). 

As per claim 4, the method and system of Ginter eta! also provides a means of 

encrypting the license record for the selected program from the second volatile memory 

(column/line 65/55 to 66/47). 

As per claim 6, the method and system of Ginter et a! provides a means for 

establishing a licensed software program. Where said program contains license record 

data and is found in the volatile memory (column 7I, lines 25-27, column 82, lines I2-52, 

column/line 278/40 to 28I/44, column IS, lines I0-34, figure 8 and column 96, lines 37-

4I). 

As per claim I 0, the method and system Of Ginter eta! provide a means for restricting 

a program's operation with predetermined limitations if the authorization is invalid 

(column 279, lines 2I-32). 
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Page 5 

3. 

As per claim 11, the method and systerri of Ginter et a! provide for a ROM BIOS 

(figure 69G and column 70, lines 39-53). 

As per claim 12, the method and system of Ginter et a! provide for an EEPROM 

BIOS (figure 69G and column, lines 54-65). 

As per claim 13, the method and system of Ginter eta! provide for RAM (column 71, 

lines 16-25). 

Claim Rejections- 35 USC§ 103' 

The following is a quotation of35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 5 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Ginter eta! 

U.S. Patent No. 5,892,900 as applied to claim 3 above, and further in view of Goldman et 

al5,684,951. As per claim 3, Ginter eta! disclose a verification structure. In addition, 

Ginter et a! disclose a system and method for secure transaction management and 

electronic rights protection utilizing encryption keys (column 206, lines 57 -65). 
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4. 

However, Ginter et a! do not disclose pseudo unique keys. Goldman et a! teach of a 

method and system for user authorization over a multi-user computer system. In said 

system, a user has valid id but lacks an authorized means of access. Using pseudo unique 

keys (abstract, lines 19-21), said user can validate said means of access. Therefore, it 

would have been obvious to a person of ordinary skill in the art of encryption, to 

incorporate pseudo unique keys into the system of Ginter et al. 

The following is a quotation of35 U.S.C. l03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 7 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al 

U.S. Patent. 5,892,900 in view of Goldman eta! U.S Patent 5,684,951. Ginter eta! teach 

of a method and system for electronic rights protection comprising of volatile memory, 

non-volatile memory, license records location ahd licensed software programs (see 

section 2 rejections pertaining to claims 1, 3, 4 and 6). Ginter eta! also use encryption 

keys (column206, lines 57-65). 
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5. 

However, Ginter eta! do not make use of pseudo unique keys in their system. 

Goldman et a! teach of a method and system for user authorization over a multi-user 

computer system through the use of pseudo unique keys (abstract, lines 19-21). 

Therefore, it would have been obvious to a person of ordinary skill in the art of the time 

the invention was made to utilize pseudo unique keys in the system of Ginter et a!. 

The following is a quotation of35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 8 is rejected under 35 U.S. C. 103(a) as being unpatentable over Ginter eta! 

U.S. Patent No. 5,892,900 as applied to claim 6 above, and further in view of Goldman et 

al U.S Patent 5,684,951. Ginter et al disclose a method for authoring content that includes 

encryption keys (column/line 282/33 to 283/34). As per claim 6, Ginter et al disclose a 

method for selecting a licensed software program from the volatile memory to form a 

license record. However, Ginter et a! do not use pseudo unique keys for purposes of 

encryption. Goldman et a! teach of a method and system for user authorization over a 
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6. 

multi-user computer system through the use of pseudo unique keys (abstract, lines 19-

21). Therefore it would have been obvious to a person of ordinary skill in the art at the 

time the invention was made to use pseudo unique keys. 

The following is a quotation of35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section !02 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter-as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claim 9 is rejected under 35 U.S. C. 103(a) as being unpatentable over Ginter eta! 

U.S. Patent No. 5,892,900 in view of Goldman eta! U.S Patent 5,684,951 and 

Richardson, III U.S. Patent No. 5,490,216. Ginter eta! teach of a system and method for 

encrypting and decrypting oflicensing related communications between end-user(s) and a 

license authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter 

eta! also t.each of volatile and non-volatile memory areas used in conjunction with 

licensed software programs (columns 70-72, column 82, lines 12-52, column/line 278/40 

to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter 

et al do not disclose pseudo unique keys. Goldman eta! provide for the use of pseudo 
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unique keys (abstract, 21-23). Therefore, it would have been obvious to a person of 

ordinary skill in the art at the time the invention was made, to incorporate pseudo unique 

keys into the system of Ginter et al. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• Richardson , III teaches a system for software protection 

8. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703) 

305-0625. The examiner can normally be reached on Monday-Friday from 8:30AM-

5:00PM. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supeiVisor, James P. Trammell, can be reached at (703) 305-9768. 

Any response to this action should be mailed to" 

Commissioner ofPatents and Trademarks 

C/o Technology Center 2700 

Washington, D.C. 20231 

or faxed to: 

(703) 308-9051 (for formal communications intended for entry) 

or: 

(703) 308-5397 (for informal or draft communications, please label 

"PROPOSED" or "DRAFT") 

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive, 

Arlington, VA, Sixth Floor (Receptionist). 

Any inquiry of a general nature or relating to the status of this application should be 

directed to the Group receptionist whose telephone number is (703) 305-3900. 

Calvin Loyd Hewitt II 

October 3, 2000 
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Sir: 

) LETTER REQUESTING 
) NEWACTION 
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November 17, 2000 

The Examiner's Action of October 18, 2000 has been received. Because the 

Action is ambiguous as to the nature of the rejection, omits listing cited references on the 

form PT0-892 and fails to include copies of the references applied against at least claim 

9 with the Action, it is requested that a new Action be issued with a new response date 

extending three-months from date of the new Action. 

Specifically, the summary of the Action indicates claims 1-15 are rejected. 
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rejection on page 2, claims 1-4 and 11-13 are mentioned in the first part of the rejection, 
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The Richardson U.S. Patent No. 5,490,216 applied against claim 9 is not included 

on the form PT0-892 and no copy of this reference was supplied with the Action. 

Finally, the Action fails to indicate receipt of the certified copy of the Priority 

Document which was filed with the Application on October 1, 1998. It is requested that 

in the new Action the Examiner acknowledge receipt of the Priority Document. 

This letter is NOT a response to the pending Action but rather a request for 

issuance of a substitute Action with a new response date. 

RK/tahltrt 

DC2DOCS1\251666 

Respectfully submitted, 

ll~ 
Registration No. 26,924 
VENABLE 
Post Office Box 34385 
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Telephone: (202) 962-4800 
Direct dial: (202) 962-4014 
Telefax: (202) 962-8300 
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Application/Control Number: 091164,777 

Art Unit: 2161 

Page2 

1. 

2. 

3. 

Status of Claims 

Claims 1-15 have been examined. 

Response to Applicants' Request 

Applicant's desire for clarity regarding the Examiner's Office Action dated 

October 18, 2000 has been noted. In response, the Examiner has written another Office 

Action that the Examiner believes speaks directly to the issues raised by the Applicants. 

Claim Rejections - 3 5 USC§ 102 

The following is a quotation of the appropriate paragraphs of 3 5 U.S. C. 1 02 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless-

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 37l(c) of this title before the invention 
thereof by the applicant for patent. 

Claims 1-4, 6 and 10-13 are rejected under 35 U.S.C. 102(e) as being clearly anticipated 

by Ginter et al U.S. Patent No. 5,892,900. 

As per claim 1, Ginter et al teach of a system and method for secure transactions 

management and electronic rights protection that: 
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Page 3 . 

• restricts software operation within a license limitation (column 5, lines 29-41; column 

6, lines 29-65; column 7, lines 45-57) 

• utilizes a computer that has a first non-volatile memory area (column 70, lines 40-65) 

, a second non-volatile memory area (column 70, lines 40-65) and a volatile memory 

area (column 71, lines 12-25) 

• provides a means of selecting a program residing in the volatile memory (column 71, 

lines 25-27 and column 82, lines 12-52) 

• sets up a verification structure in the non-volatile memories (column 70, lines 23-53 

and column/line 63/67-64/15) 

• verifies the program using the structure (column 70, lines 23-53 and column/line 

63/67 -64/15) 

• and acts on the program according to the verification (column 70, lines 23-53 and 

column/line 63/67 -64/15). 

As per claim 2, the method and system of Ginter et a! provide for a license 

authorization bureau in the form of a VDE (virtual distribution environment) distributor 

and/or administrator (column/line 278/40 to 281/44). 

As per claim 3, the method and system of Ginter et al discloses a verification method 

with a license authorization bureau that comprises of: 
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Page4 

• a two-way data communication link between said bureau and end-user computer 

(figure'77) 

• a method for establishing end-user rights (column/line 278/40 to 281/44) 

• data encryption using keys (column 281, lines 10-22) 

• creating a license record from the selected program at the bureau (column 71, 

lines 25-27, column 82, lines 12-52, column/line 278/40 to 281144 and column 15, 

lines I 0-34). 

As per claim 4, the method and system of Ginter et al also provides a means of 

encrypting the license record for the selected program from the second volatile memory 

(column/line 65/55 to 66/47). 

As per claim 6, the method and system of Ginter et al provides a means for 

establishing a licensed software program. Where said program contains license record 

data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52, 

column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-

41). 

As per claim 10, the method and system of Ginter eta! provide a means for restricting 

a program's operation with predetermined limitations if the authorization is invalid 

(column 279, lines 21-32). 

As per claim 11, the method and system of Ginter eta! provide for a ROM BIOS 

(figure 69G and column 70, lines 39-53). 
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4. 

5. 

As per claim 12, the method and system of Ginter et al provide for an EEPROM 

BIOS (figure 69G and column 70, lines 54-65). 

As per claim 13, the method and system of Ginter et al provide for volatile RAM 

(column 71, lines 22-25). 

Claim Rejections- 35 USC§ 103 

The following is a quotation of35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill iri the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 5 and 7-9 are rejected under 35 U.S. C. 103(a) as being unpatentable over 

Ginter et al U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and 6 above, and 

further in view of Goldman et al 5,684,951. 

As per claim 5, Ginter et al disclose a verification structure. In addition, Ginter et 

al disclose a system and method for secure transaction management and electronic rights 

protection utilizing encryption keys (column 206, lines 57-65). 

However, Ginter et al do not disclose pseudo unique keys. Goldman et al teach of a 

method and system for user authorization over a multi-user computer system. In said 

system, a user has valid id but lacks an authorized means of access. In order to access the 

desired data, a user is sent a pseudo unique key (abstract, lines 19-21) that is derived from 
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a user id and the current IP address. By utilizing such a method a valid user can be 

Page 6 

provided access to secured data without comprising the security of the larger system. 

Therefore, it would have been obvious to a person of ordinary skill in the art of 

encryption, to incorporate pseudo unique keys into the system of Ginter et al. 

As per claim 7, Ginter et al teach of a method and system for electronic rights 

protection comprising of volatile memory, non-volatile memory, license records location 

and licensed software programs (column 5, lines 29-41; column 6, lines 29-65; column 

15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-

65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter 

et al also use encryption keys (column 206, lines 57-65). However, Ginter et al do not 

make use of pseudo unique keys in their system. Goldman et al teach of a method and . 

system for user authorization over a multi-user computer system through the use of 

pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an 

authorized means of access. In order to access the desired data, a user is sent a pseudo 

unique key that is derived from a user id and the current IP address. By utilizing such a 

method a valid user can be provided access to secured data without comprising the 

security of the larger system. Therefore, it would have been obvious to a person of 

ordinary skill in the art of the time the invention was made to utilize pseudo unique keys 

in the system of Ginter et al. 
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As per claim 8, Ginter eta! disclose a method for authoring content that includes 

encryption keys (column/line 282/ 33 to 283/34 ). Ginter eta! disclose a method for 

selecting a licensed software program from the volatile memory to form a license record. 

However, Ginter et a! do not use pseudo unique keys for purposes of encryption. 

Goldman et al teach of a method and system for user authorization over a 

multi-user computer system through the use of pseudo unique keys (abstract, lines 19-

23). In said system, a user has valid id but lacks an authorized means of access. In order 

to access the desired data, a user is sent a pseudo unique key that is derived from a user id 

and the current IP address. By utilizing such a method a valid user can be provided access 

to secured data without comprising the security of the larger system. Therefore it would 

have been obvious to a person of ordinary skill in the art at the time the invention was 

made to use pseudo unique keys. 

As per claim 9, Ginter et a! teach of a system and method for encrypting and 

decrypting of licensing related communications between end-user(s) and a license 

authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter et al 

also teach of volatile and non-volatile memory areas used in conjunction with licensed 

software programs (columns 70-72, column 8:i, lines 12-52, column/line 278/40 to 

281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-41). However, Ginter et 

al do not disclose pseudo unique keys. Goldman et a] provide for the use of pseudo 

unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of 

ordinary skill in the art at the time the invention was made, to incorporate pseudo unique 

keys into the system of Ginter eta!. 
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6. Claims 14 and 15 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 

Ginter et al, U.S. Patent No. 5,892,900 in view of Goldman et al U.S. Patent No. 

5,684,951. 

As per claims 14 and 15, Ginter et al. disclose a rights management system for 

restricting software operation (column 5, lines 29-41; column 6, lines 29-65; column 7, 

lines 45-57). Further, in order to execute said rights management system, Ginter et al. 

disclose read only memory (ROM) that may be used store encryption key information. 

Ginter et al. also disclose ROM components, such as masked ROM and EEPROM, that 

store permanent portions of code that interface with the encryption and decryption engine 

(column/line 70/54-71111 ). Recall, Ginter et a] utilize encryption keys as a method of 

encryption (column/line 67/48-68116). However, Ginter eta!. do not disclose pseudo 

unique keys. Goodman et al disclose pseudo unique keys (abstract, lines 19-23) and 

provides for the storage in a memory unit (column 8, lines 11-12). In said system, a user 

has valid id but lacks an authorized means of access. In order to access the desired data, a 

user is sent a pseudo unique key that is derived from a user id and the current IP address. 

By utilizing such a method a valid user can be provided access to secured data without 

comprising the security of the larger system. Therefore, it would have been obvious 
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Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• Richardson , III teaches a system for software protection 

8. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703) 

305-0625. The examiner can normally be reached on Monday-Friday from 8:30AM-

5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, James P. Trammell, can be reached at (703) 305-9768. 

Any response to this action should be mailed to" 

Commissioner of Patents and Trademarks 

C/o Technology Center 2700 

Washington, D.C. 20231 

or faxed to: 

(703) 308-9051 (for formal communications intended for entry) 

or: 

(703) 308-5397 (for informal or draft communications, please label 
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"PROPOSED" or "DRAFT") 

Page 10 

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive, 

Arlington, VA, Sixth Floor (Receptionist). 

Any inquiry of a general nature or relating to the status of this application should be 

directed to the Group receptionist whose telephone number is (703) 305-3900. 

Calvin Loyd Hewitt II 

December 4, 2000 
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RECEIVED 

) 
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MAY?. i! ;nnr 

Group Art Unit 
Examiner 

2161 
Technology Genter 21 oo 

J. Trammell 

Atty. Dkt. 32130-142820 

Assistant Commissioner for Patents 
Washington, D.C. 22031 

Sir: 

AMENDMENT 

REQUEST FOR EXTENSION OF TIME 

Please extend the period for responding to the Office Action dated December 20, 2000 by 

two months so that the due date expires May 21, 2001. The requisite extension fee of $195.00 

under 37 C.F.R. 1.17 (a) (1) is attached. Should no check be attached, please charge our Deposit 

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same 

account. 

Responsive to the Office Action dated December 20, 2000, please amend the application 

as follows: 

IN THE SPECIFICATION 
/ 

Page I ;Please rewrite paragraph 2 as follows: 

~ 

"" g 
0 
0 g 
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Ampndmerit 
U.S. Application No.: 09/164,777 

Numerous methods have been devised for the identifying and restricting of an 

unauthorized software program's operation. These methods have been primarily motivated by 

the grand proliferation of illegally copied software, which is engulfing the marketplace. This 

illegal copying represents billions of dollars in lost profits to commercial software developers. 

/ lj 
Pagel, please rewrite paragraph I as follows: 

Hardware based products have also been developed to validate authorized software usage 

~ Y by accessing a dongle that is coupled e.g. to the parallel port of the P.C. These units are 

expensive, inconvenient, and not particularly suitable for software that may be sold by 

downloading (e.g. over the internet). 

// 
Page 9, please rewrite paragraph 3 as follows: 

The second non-volatile memory includes a license-record-area (9) e.g. which contains 

at least one encrypted license-record (e.g. three records 10-12). The volatile memory 

accommodates a license program (16) having license record fields (13-15) appended thereto. By 

way of example said fields stand for Application names (e.g. Lotus 123), Vendor name (Lotus 

inc.), and number of licensed copies (1 for stand alone usage, > 1 for number of licensed users for 

----a network application). 

" 
Pa e 9, p!ease rewrite paragraph 4 as follows: 

Those versed in the art will readily appreciate that the license record is not necessarily 

bound to continuous fields. In fact, the various license content components of the data record 

may be embedded in various locations in the application. Any component may, if desired, be 

encrypted. 

ANC88 

ANCC000088
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



Amendment 
U.S. Application No.: 09/164,777 

Page 9 and continuing on page 10, please rewrite paragraph 7 as followl 

The bureau forms the proposed .license-record from the conten~~ncrypts (utilizing 

predetermined encryption algorithm) the so formed Iicense-recor~ng the key (8), and 

compares the so formed encrypted license-record with the !icensftcord (10-12). The bureau 
• I I -
generates an overlay according to the result of the comparison ino/cating successful comparison, 

I 
non-critical failure comparison and the critical failure compariso~. 

I 
I 

IN THE CLAIMS: 
! 

Please amended the claims as follows: 

// 
I 

/ 
1. (Amended) A method of restricting software operation within a licensefor use 

r 
I 

with a computer including a first, non erasable, non-'j6latile memory area, a second, non-
/ 

erasable non-volatile memory area, and a volatile Ifl'~mory area; the first non volatile memory 
. I 

accomodates data that includes unique key; the ryfethod comprising the steps of: 
I 

selecting a program residing in the vol~ile memory, 

setting up a verification structurtin le second non-volatile memory, the verfication 

structure accommodates data that include at least one license record, 

verifying the program using at J ast said verification structure, and 

· th · r~ h 'fi · actmg on e program accof g to t e ven 1catwn. 

PI""' •dd <he follofew cl>rim" 

I 
16. (New) ! The method according to Claim 1, wherein the unique key includes 

a pseudo-unique key. 

3 
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endment 
.S. Application No.: 09/164,777 

The bureau forms the proposed license-record from the contents, encrypts (utilizing 

predetermined encryption ·algorithm) the so formed license-record using the key (8), and 

compares the so formed encrypted license-record with the license-record (1 0-12). The bureau 

generates an overlay according to the result of the comparison indicating successful comparison, 

non-critical failure comparison and the critical failure comparison. ------------------------------------- ----------·-······· 

Please amended the claims as follows: 
----·---------·· ··-···-·-----·-··-····· 

1. (Amended) oftware operation within a Iicensefor use 

ith a computer including a first, non erasable, n n-volatile memory area, a second, non-

rasable non-volatile memory area, and a vol 'le memory area; the first non-volatile memory 

ccomodates data that includes unique ke ; the method comprising the steps of: 

selecting a program residing i he volatile memory, 

setting up a verification st ture in the second non-volatile memory , the verfication 

tructure accommodates data t includes at least one license record, 

using at least said verification structure, and 

Please add the following new claims: 

-~-:;;~L{.7t::;-T-:-j~l6:---(N-e_w_)-----------:in_g_t_o_C_lru-.m-l-,-w-l-le-r-em-. _th_e_un-iq_u_e_k_e_y-in-c-lu-d-es-----··· 

! . fJ\ .• 
·· . J a ps udo-unique key. 

~ 
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05/31/2001 11:41 FAX 2029628300 

Amendment 
U.S. Application No,; 09/164,777 

i 
I 

VENABLE 141002 

17. (New) The method according to Claim I, herein said step of setting up 

a verification record, including the license record, includes encr ting a license record data in 

said program using at least said key. 

18. (New) 

the program includes decrypting the license record data ace odated in said seoc·nd non 

volatile memory using at least said uniq\te key. 

19. (New) The method according to aim 1, wherein said step of verifying 

the program includes. encrypting the license record 1l1at i accommodated in said program using 

at least said uriique key. 

20. (New) A method for restrictin access to a software program, comprising: 

storing a pseudo-unique key in a first non-vo tile memory area of a computer; 
I 

selecting a software program residing in a v atile memory area of the com)uter; 

extracting license information from the so 

encrypting the license i1.1formation using e pseudo-unique key; 

storing the encrypted pseudo-unique key; in a second non-volatile memory area of the 

computer; 

verifYing the software program using ased on the encrYPted pseudo-uniqu! key; and 

acting on the software program base' on the verification. 

4 
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Amendment 
U.S. Application No.: 09/164,777 

REMARKS 

Claims 1-15 stand rejected. By this Amendment, claim 1 has been amended, claims 14 

and 15 have been canceled and new claims 16-20 have been added to the application. Claims 1-

13 and 16-20 are therefore pending. It is believed that each of the pending claims define an 

invention which is novel and unobvious over the cited art. Favorable reconsideration of this case 

is respectfully requested. 

The specification has been reviewed and edited to eliminate minor inaccuracies and 

typographical errors. 

The present invention provides a method and system for identifying and restricting 

operation of an unauthorized software program. In a preferred embodiemt, a key resides in a 

first non-volatile part of a computer's memory. The non-volatile memory being typically, but not 

necessarily, a stand alone module which is not erasable and therefore cannot be modified (see the 

present specification, page 9, lines 3 to 7). A verification structure is formed to include one or 

more license records, described below, and resides in a second non-volatile part of the memory, 

(see the present specification, page 9, lines 8 to 1 0). The second non-volatile part is erasable and 

therefore license data in the verification structure can be modified. For example, license data 

may be added or modified as required, for example, when new licenses are added or expire. The 

license records are obtained by encrypting license records extracted from the software program 

with the key stored in the first non-volatile part of the computer's memory, page 9lines 19 to 21. 

The key may be of many possible variants (see, for example, the options elaborated in the 

bridging paragraph between pages 6 and 7 of the specification). The key may also be used for 

encryption of license record or decryption of encrypted license record all as required and 

appropriate (see, e.g. page 71ines 20, 21). Moreover, the contents of the license record is very 

flexible (see e.g. page I 0 lines 17 to 25). The specification explains other advantages of the 
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Amendment 
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invention in more detail. 

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being unpatentable 

over U.S. Patent No. 5,892,900 to Ginter et al. 

Ginter et al. do not anticipate the present invention as they do not disclose, among other 

things, setting up a verification structure and verifying the program using the verification 

structure as recited in the rejected claims. 

Ginter et al. provide a system and method for secure electronic transaction management 

and electronic rights protection. Ginter's method provides "machine bound" delivery of content 

or software through what they call "Stationary Object" (col. 136, lines 64-66 and Fig 18). A 

stationary object is an object bound to a specific machine. The main security measure used to 

protect the content of a "Stationary Object" from illegal use is to encrypt it according to the 

target's unique key (col. 137, lines 45-50). 

"For example, a container that is bound by its control to a specific VDE node is called a 

"stationary Object (see Fig 18)" (col. 136, lines 64-66). "Fig 18 shows an example of a 

"stationary object" structure 850 provided by the preferred embodiment. 'Stationary Object" 

structure is intended to be used only at specific VDE electronic appliance/installations that have 

received explicit permissions to use one or more portions of the stationary object ... " (col. 137, 

lines 23-28) 

"This private body (method) section 806 is preferably encrypted using one or more private body 

keys contained in the separate permissions record 808. The data blocks 812 contain content 

(information or administrative) that may be encrypted using one or more content keys also 

provided in permissions record 808." 

Accordingly, in Ginter et al., software distributed through a stationary object is encrypted 

for the specific machine therefor "bound" to it. " Objects may be classified in one sense based on 
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Amendment 
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whether the protection information is bound together with the protected information" (Ginter, 

col. 136, line 62). 

Consequently,-this method suffers from the deficiency that it is incompatible with free 

"out of channel" or "retail channel" distribution. In the latter mode of operation, it is often 

desired to broadcast a single version of the software to all the subscribers, rather than a machine 

bound (and obviously different) version for each subscriber that is required by Ginter et al. In 

other words, the "Stationary Object" aspect of Ginter has the shortcoming, among others, that it 

cannot support a business model where the distributor doesn't know the final target machine. 

Therefore, the system and method will not be able to freely distribute the software, such as 

happens in retail and software companies that ships millions of copies. 

Ginter itself acknowledges that the problem with "Stationary Objects" therefore suggests 

a second method named "Traveling Objects" (col. 136, line 66- col.137, line 3, and fig. 19). A 

"Traveling Object" is an object that contains the information needed to use its content: 

"a container that is not bound by its control info1mation to a specific VDE node but rather carries 

sufficient control and permissions to permit its use, in a whole or in part, at any of several sites is 

called a "Traveling Object" (Ginter, col. 136, line 66- col. 137, line 3). A traveling object 

allows shipping the content to unknown destinations by encrypting the content with the same key 

again and again. However, Ginter uses an encryption technique in the "Traveling Object" 

feature in which the key is incorporated in the distributed objects. Ginter acknowledge the 

shortcomings of this solution to wit: 

"In the case of a "traveling objecf', content owners may distribute information 
with some or all of the key blocks 810 included in the object 300 in which the 
content is encapsulated. Putting keys in distributed objects 300 increases the 
exposure to attempts to defeat security mechanisms by breaking or 
cryptoanalyzing the encryption algorithm with which the private header is 
protected (e.g., by determining the key for the header's encryption). This breaking 
of security would normally require considerable skill and time, but if broken, the 
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algorithm and key could be published so as to allow large numbers of individuals 
who possess objects that are protected with the same key(s) and algorithrn(s) to 
illegally use protected information. (Col. 139, lines 38 to 50)." 

Ginter admits that this solution can thus be used only with limited type of software which 

is not commercially valuable, to wit: 

"As a result, placing keys in distributed objects 300 may be limited to content that 
is either "time sensitive" (has reduced value after the passage of a certain period 
of time), or which is somewhat limited in value, or where the commerci~LI value of 
placing keys in objects (for example convenience to end-users, lower cost of 
eliminating the communication or other means for delivering keys and/or 
permissions information and/or the ability to supporting objects going "out-of 
channel") exceeds the cost of vulnerability to sophisticated hackers. (Col. 139, 
lines 50 to 59)." 

The present invention differs from and overcomes the deficiencies associated with the 

stationary object and traveling object methods described in Ginter et al. In the present invention, 

a unique key is stored in the first non-volatile memory of the computer. A software program in 

the volatile memory of the computer is selected. A license record is extracted from the software 

program and encrypted using the unique key stored in the computer (see new independent claim 

20). Thus, the software program is not machine bound as is required by the stationery object 

method, nor is the same key used over and over to encrypt the software as is the case with the 

traveling object. In the present method, the verification structure is formed by using a unique 

key for each computer and license record information in the software. 

Moreover, in col. 70, line 23- col. 71, line 25 Ginter et al. describe the architecture as 

add-on hardware which is named "SPU"(col. 63, line 66- col. 64, line 15). Col. 64, lines 16-21 

explicitly detail the fact that the SPU is a hardware add-on, not part of the PC. In col. 70 Ginter 

et al. describes the memory architecture for the SPU and uses terms taken from the PC 

engineering world. However, this is not referring to those actual PC components which name is 

used .in their design. 
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In view of the above, it is clear that Ginter et al do not describe the step of setting up a 

verification structure. The portibns of Ginter et al. referred to by the Examiner all describe the 

elements of the proprietary hardware of Ginter et al. These portions of Ginter et al. do not 

describe setting the verification structure in memory, they describe basic functionality of a 

common CPU that loads code to memory and executes it. 

Furthermore, it is clear that Ginter et al. do not describe the step of verifying the program 

using the verification structure. There is no mention whatsoever in Ginter et al. in col. 70, lines 

23-53 and col. 63, line 67- col. 64, line 15 referred to by the Examiner of a process where a 

software program verifies its authenticity using a license (verification structure) stored in the 

second volatile non-volatile memory. The functionality described in these portions of Ginter et 

al. is the different functionality that add-on hardware, referred to as SPU, can perform. There no 

specific discussion as to how the functionality is performed and whether it is actually has 

something to do with protecting software. 

In contrast to Ginter et al., the present invention provides a system and method which not 

only enables free distribution of the software (such as happens in retail stores, and software 

companies that ship millions of copies), that overcomes the problems with the stationary object 

in Ginter et al., but also does not suffer from the limit!l;tions of incorporating the key in the 

distributed data as is the case with the traveling object of Ginter et al. Moreover, the steps of 

setting up a verification structure and using that structure for verification are clearly recited in 

the rejected claims 

For example, independent claim I recites a method of restricting software operation 

within a license limitation. The method is useful for a computer including a first, non-erasable, 

non-volatile memory area, a second, erasable, non-volatile memory area, and a volatile memory 

area. The first non-volatile memory accommodates data that includes unique key. According to 
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Amendment 
U.S. Application No.: 09/164,777 

the method of the invention, a program residing in the volatile memory is selected. A 

verification structure is set up in the second non-volatile memory. The verification structure 

accommodates data that include at least one license record. The program is verified using at 

least the verification structure. Based on the verification, the program is acted on accordingly. 

Additionally, new independent claim 20 recites additional features not disclosed in Ginter 

et a!. In claim 20, a method for restricting access to a software program is defmed. The 

method includes storing a pseudo-unique key in a first non-volatile memory area of a computer. 

A software program residing in a volatile memory area of the computer is selected. License 

information is extracted from the software program. The license information is encrypted using 

the pseudo-unique key. The encrypted pseudo-unique key is stored in a second non-volatile 

memory area of the computer. The software program is verified using based on the encrypted 

pseudo-unique key and the software program is acted on based on the verification. 

Thus, in the method recited in claim 20, license information is extracted from the 

software program and encrypted using a key stored on the computer. Applicants review of the 

cited references did not reveal any description of extracting information from a program, 

encrypting the information using a key stored on the computer, and storing the encrypted 

information on the computer. There is no description in the cited references of the steps of 

"extracting license information from the software· program" and "encrypting the license 

information using the pseudo-unique key" as is recited in new cl?im 22. 

No claim recitation can be ignored in determining anticipation. See Pac-Tex, Inc. v. 

Amerace Corp., 14 U.S.P.Q.2d 187, (Fed. Cir. 1990). Anticipation requires the disclosure, in a 

prior art reference, of each and every recitation as set forth in the claims. See Titanium Metals 

Corp. v. Banner, 227 U.S.P.Q. 773 (Fed. Cir. 1985), Orthokinetics, Inc. v. Safety Travel Chairs, 
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Inc. 1 U.S.P.Q.2d 1081 (Fed. Cir. 1986), and Akzo N.V. v. U.S. International Trade 

Commissioner, 1 U.S.P.Q.2d 1241 (Fed. Cir. 1986). 

There must be no difference between the claimed invention and reference disclosure for 

an anticipation rejection under 35 U.S.C. 102. See Scripps Clinic and Research Foundation v. 

Genentech, Inc., 18 U.S.P.Q.2d 1001 (CAFC, 1991) and Studiengesellschaft Kohle GmbH v. 

Dart Industries, 220 U.S.P.Q. 841 (CAFC, 1984). 

In view of the above discussion, it is clear that the cited reference does not teach each and 

every element recited in the claims as required by 35 U.S.C. 102(e). Therefore, the withdrawal 

of the rejection of claims 1-4, 6 and 10-14 under 35U.S.C. 102(e) is respectfully requested. 

Claims 5 and 7-9 have been rejected under 35 U.S.C. l03(a) as being unpatentable over 

Ginter et al. in view of Goldman et al. 

Claims 5 and 7-9 depend from independent claim 1 and would patentable for at least the 

reasons discussed above regarding independent claim 1. 

Goldman et al. do not supplement Ginter et al. to teach or suggest the features as recited 

in the rejected claims. 

Claims 14 and 15have been rejected under 35 U.S.C. 103(a) as being unpatentable over 

Ginter et al in view of Goldman et al. 

Claims 14 and 15 have been canceled, rendering this rejection moot. 

In view of the above discussion, it is clear that the cited references, taken alone of in 

combination, do not render the present invention . obvious. Therefore the withdraw of this 

rejection is respectfully requested. 

Attached hereto is a marked-up version of the changes made to the specification and 

claims by the current amendment. The attached page is captioned "Version with markings to 

show changes made." 
11 
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Amendment 
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In view of the foregoing, reconsideration and allowance of this application are believed in 

order, and such action is earnestly solicited. 

The Commissioner is authorized to charge any fee necessitated by this Amendment to our 

Deposit Account No. 22-0261. 

RK/JAK/lrh 
#289169 

Respectfully submitted, 

VENABLE, Attorneys at Law 

Registration No. 26,924 
P.O. Box 34385 
Washington, D.C. 20043-9998 
Telephone 202-962-4800 
Telefax 202-962-8300 
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Appl. No. 09/164,777 

VERSION WITH MARKINGS TO SHOW CHANGES MADE 

IN THE SPECIFICATION 

Page 1, please rewrite paragraph 2 as follows: 

Numerous methods have been devised for the identifying and restricting of an 

unauthorized software program's operation. These methods have been primarily motivated by 

the grand proliferation of illegally copied software, which is engulfing the marketplace. This 

illegal copying represents billions of dollars in lost profits to commercial software developers. 

Pagel, please rewrite paragraph 3 as follows: 

Hardware baseg products have also been developed to validate authorized software usage 

by accessing a dongle. that is coupled e.g. to the parallel port of the P.C. These units are 

expensive, inconvenient, and not particularly suitable for software that may be sold by 

downloading (e.g. over the internet). 

Page 9, please rewrite paragraph 3 as follows: 

The second non-volatile memory includes a license-record-area (9) e.g. for i:he containing 

ef. which contains at least one encrypted license-record (e.g. three records 10-12). The volatile 

memory accommodates a license program (16) having license record fields (13-15) appended 

thereto. By way of example said fields stand for Application names (e.g. Lotus 123), Vendor 

name (Lotus inc.), and ite-nun1ber of licensed copies (1 for stand alone usage, > 1 for number of 

licensed users for a network application). 

Page 9, please rewrite paragraph 4 as follows: 

Those versed in the art will readily appreciate that the license record is not necessarily 

bound to continuos continuous fields. In fact, the various license content components of the data !(~ ') 
J[\ 
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Application No.: 09/164,777 

record may be embedded in various locations in the application. Any component may, if desired, 

be encrypted. 

Page 9 and continuing on page 10, please rewrite paragraph 7 as follows: 

The bureau forms the proposed license-record from the contents, encrypts (utilizing 

predetermined encryption algorithm) the so formed license-record using the key (8), and 

compares the so foimed encrypted license-record with the license-record (10-12). The bureau 

generates an overlay according to the result of the comparison indication indicating successful 

comparison, non-critical failure comparison and the critical failure comparison. 

IN THE CLAIMS: 

Please amended the claims as follows: 

1. (Amended) A method of restricting software operation within a license 

limitation comprising; for use with a computer including lw:viflg-a first, non erasable, non­

volatile memory area, a second, non-erasable non-volatile memory area, and a volatile memory 

area; the first non volatile memory accomodates data that includes unique kev; the method 

comprising the steps of: 

selecting a program residing in the volatile memory. 

setting up a verification structure in the second .non-volatile memory memo.ries , the 

verfication structure accommodates data that includes at least one license record, 

verifying the program using at least said verification structurethe struettH·e, and 

acting on the program according to the verification. 

Please add the following new claims: 
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Application No.: 091164,7T! 

16. (New) The method according to Claim 1, wherein the unique key includes 

a pseudo-unique key. 

17. (New) The method according to Claim 1, wherein said step of setting up 

a verification record, including the license record, includes encrypting a license record data in 

said program using at least said key. 

18. (New) The method according to Claim 1, wherein said step of verifying 

the program includes decrypting the license record data accommodated in said second non 

volatile memory using at least said unique key. 

19. (New) The method according to Claim 1, wherein said step of verifying 

the program includes encrypting the license record that is accommodated in said program using 

at least said unique key. 

20. (New) A method for restricting access to a software program, comprising: 

storing a pseudo-unique key in a first non-volatile memory area of a computer; . 

selecting a software program residing in a volatile memory area of the computer; 

extracting license information from the software program; 

encrypting the license information using the pseudo-unique key; 

storing the encrypted pseudo-unique key in a second non-volatile memory area of the 

computer; 

verifying the software program using based on the encrypted pseudo-unique key; and· 

acting on the software program based on the verification. 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page2 

1. 

2. 

Status of Claims 

Claims 1-13 and 16-20 have been examined. 

Response to Arguments and Amendment 

The Applicants are of the opinion that the Ginter et al. reference is insufficient as 

it is believed that it does not teach," ... setting up a verification structure and verifying 

the program using the verification structure". The Examiner will focus his comments to 

this matter as other comments regarding the intended use ofthe claimed invention (e.g. 

"stationary object" vs. "travelling object") do not result in a structural difference between 

the claimed invention and the prior art. And, if the prior art structure is capable of 

performing the intended use, then it meets the claim- See In re Casey, 152 US,PQ 235 

(CCPA 1967) and In re Otto, 136 USPQ 458, 459 (CCPA 1963). To this end, the 

Examiner would like to reiterate that Ginter et al. the system of Ginter et al. supports, 

"launchable content" (column/line 24/54-25/27) and maintains, and allows for evolving, 

content and content control as it passes through a "chain of handling" (column/line 

28/42-32/60). 

Regarding verification structure, Ginter et al. create for each VDE object a 

permission record (PERC) (column/line 93/5-94/4; column/line 155/38-159/12) that" ... 
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Art Unit: 2161 

Page3 

controls how access and/or manipulation permissions are distributed and/or how content 

and/or other information may otherwise be used (column 155, lines 46-51). Ginter et al 

teach that electronic appliances may include one or more SPUs (column 64, lines 1-4) 

and may be a standardized feature on microprocessors (column 65, lines 17 -55). As 

previously stated, the SPU contains, volatile and non-volatile memories (column/line 

70/11-71/15; column/line 71/51-72/67). The SPU Internal ROM contains, " ... kernel 

programs, load modules and encryption key information [that] enable the control of 

certain basic functions of the SPU" and" ... components that are at least in part 

dependent on [device configuration] may be loaded in [ROM] along with additional load 

modules that have been determined to be required for specific installations or applications 

(column 70, lines 48-53). Further, Ginter et a!. teach that SPU hardware, provides at least 

enough processing capabilities to support the secure parts of processing such as events 

that generate a usage permission (figure 3; column 58, lines 22-49; column 60, lines 45-

55). Therefore, the Examiner regards the generation of usage permissions as basic to a 

SPU, hence, the appropriate load modules would be present in the ROM or EEPROM 

(column 70, lines 54-65) to allow for such minimum processing. Also, Ginter eta!. teach 

that content control information follows the content (e.g. PERC) therefore, it is inherent 

that PERC-relevant data would be stored in non-volatile memory (relying on the standard 

definition of"non-volatile" memory as merriorythat is maintained even when the power 

is removed from the storage system). Finally, the Examiner takes issue with the 

Applicant using EEPROM to store a license record including author name, program name 
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and number of licensed users. The Applicant has riot disclosed the necessary hardware to 

allow a user to add, remove and modify a license record stored in an EEPROM. 

EEPROM is read-only memory. Therefore the ability to update existing and add new 

records to data stored in the EEPROM is contradictory. 

Oaim Rejections- 35 USC§ 112 

3. Claim 1 is rejected under 35 U.S. C. 112, first paragraph, as containing subject 

matter which was not described in the specification in such a way as to reasonably 

convey to one skilled in the relevant art that the inventor(s), at the time the application 

was filed, had possession of the cfaimed invention. The specification does not support 

the Applicants' claim of using non-erasable, non-volatile memory being used to store 

license records. 

Claims 2-19 are also rejected as they depend from claim 1. 

4. Claim 1 is rejected under 35 U.S. C. 112, first paragraph, as containing subject 

matter which was not described in the specification in such a way as to enable one skilled 

in the art to which it pertains, or with which it is most nearly connected, to make and/or 

use the invention. The applicant refers to secondary non-volatile storage as EEPROM 

(Specification, page 8, lines 1 and 25-27). However, EEPROMs require a special or 

programmer voltage to program it, store O's and 1 's, are programmed at the factory and 
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when erased all data is removed. The Applicants do not teach the device necessary to edit 

an EEPROM nor have they made it clear to the Examiner how their system would be 

implemented in light of the non-trivial processing required to write and erase its data. 

Claims 2-19 are also rejected as they depend from claim 1. 

5. Claim 1 is rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure 

which is not enabling. A device to write to an EEPROM and a method taking into 

account said device are critical or essential to the practice ofthe invention, but not 

included in the claim(s) is not enabled by the disclosure. See In re Mayhew, 527 

F.2d 1229, 188 USPQ 356 (CCPA 1976). The Applicants do not teach the device 

necessary to edit an EEPROM nor have they made it clear to the Examiner how their 

system would be implemented in light of the non-trivial processing required to write and 

erase its data. 

Claims 2-19 are also rejected as they depend from claim 1. 

6. The following is a quotation of the second paragraph of35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. · 

7. While applicant may be his or her own lexicographer, a term in a claim may not 

be given a meaning repugnant to the usual meaning of that term. See In re Hill, 161 

F.2d 367, 73 USPQ482 (CCPA 1947). The term "non-volatile" in claim I is used by 
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8. 

9. 

the claim to e)(clude "hard disk," while it is accepted that a "hard disk" is "non-volatile" 

as it does not lose data when the power is removed from it. 

Claims 2-19 are also rejected as they depend from claim 1. 

Claim 20 is rejected under 35 U.S. C. 112, second paragraph, as being incomplete 

for omitting essential steps, such omission amounting to a gap between the steps. See 

MPEP § 2172.01. The omitted steps are: the encrypting of the pseudo unique key. 

Claim Rejections- 35 USC§ 102 

The following is a quotation ofthe appropriate paragraphs of35 U.S.C.102 that 

form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
. States before the invention thereof by the applicant for patent, or on an international application by another who 

has fulfilled the requirements of paragraphs (1), (2), and (4) of section 37l(c) of this title before the invention 
thereof by the applicant for patent. 

Claims 1-4, 6 and 10-13 are rejected under 35 U.S. C. 102(e) as being clearly anticipated 

by Ginter eta!. U.S. Patent No. 5,892,900. 

As per claim },,Ginter et al. teach of a system and method for secure transactions 

management and electronic rights protection that: 

• restricts software operation within a license limitation (column 5, lines 29-41; column 

6, lines 29-65; column 7, lines 45-57) 
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• utilizes a computer that has a first non-volatile memory column/line 70/45-71-16; 

column/line 71/52-72/67; column 231, lines 13-32; column 236, lines 43-53; column 

240, lines 7-42; column 241, lines 19-30; column/line 245/55-246/24), a second non-

volatile memory area (column/line 70/45-71-16; column/line 71152-72/67; column 

231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241, lines 

19-30; column/line 245/55-246/24) and a volatile memory area (column 71, lines 12-

25) 

• provides a means of selecting a program residing in the volatile memory (column 71, 

lines 25-27 and column 82, lines 12-52) 

• sets up a verification structure in the non-volatile memories (column 70, lines 23-53 

and column/line 63/67-64/15) 

• verifies the program using the structure (column 70, lines 23-53 and column/line 

63/67-64/15) 

• acts on the program according to the verification (column 70, lines 23-53 and 

column/line 63/67-64/15). 

As per claim 2, the method and system of Ginter et al. provide for a license 

authorization bureau in the form of a VDE (virtual distribution environment) distributor 

and/or administrator (colurtm/line 278/40 to 281/44). 

As per claim 3, the method and system of Ginter et al. discloses a verification method 

with a license authorization bureau that comprises of 
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• a two-way data communication link between said bureau and end-user computer 

' 

(figure 77) 

• a method for establishing end-user rights (column/line 278/40 to 281/44) 

• data encryption using keys (column 281, lines 10-22) 

• creating a license record from the selected program at the bureau (column 15, 

lines 10-34; column 71, lines 25-27, column 82, lines 12-52, column/line 278/40 

to 281/44 ). 

As per claim 4, the method and system of Ginter et al. also provides a means of 

encrypting the license record for the selected program from the second volatile memory 

(column/line 65/55 to 66/47). 

As per claim 6, the method and system of Ginter et a!. provides a means for 

establishing a licensed software program. Where said program contains license record 

data and is found in the volatile memory (column 71, lines 25-27, column 82, lines 12-52, 

column/line 278/40 to 281/44, column 15, lines 10-34, figure 8 and column 96, lines 37-

41). 

As per claim 10, the method and system of Ginter et a!. provide a means for 

restricting a program's operation with predetermined limitations if the authorization is 

invalid (column 279, lines 21-32). 

As per claim 11, the method and system of Ginter et a!. provide for a ROM BIOS 

(figure 69G and column 70, lines 39-53). 
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10. 

11. 

As per claim 12, the method and system of Ginter eta!. provide for an EEPROM 

BIOS (figure 69G and column 70, lines 54-65). 

As per claim 13, the method and system of Ginter eta!. provide for volatile RAM 

(column 71, lines 22-25). 

Claim Rejections- 35 USC§ 103 

The following is a quotation of35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 5 and 7-9 and 16-20 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Ginter eta!. U.S. Patent No. 5,892,900 as applied to claims 1, 3, 4 and 

6 above, and further in view of Goldman eta!. 5,684,951. 

As per claim 5 and 16-20, Ginter eta!. disclose a verification structure. In 

addition, Ginter et a!. disclose a system and method for secure transaction management 

and electronic rights protection utilizing encryption keys (column 15, lines 35-60; 

column/line 45/3-46/26; column 49, Jines 47-52; column 206, lines 57-65). Ginter eta!. 

also teach unique keys and storing keys in non-volatile memory (column/line 21/60-

22/25; column/line 70/45-71-16; column/line 71/52-72/67). However, Ginter eta!. do not 

disclose pseudo unique keys. Goldman et a!. teach of a method and system for user 
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authorization over a multi-user computer system. In said system, a user has valid id but 

lacks an authorized means of access. In order to access the desired data, a user is sent a 

pseudo unique key (abstract, lines 19-21) that is derived from a user id and the current IP 

address. Therefore, it would have been obvious to a person of ordinary skill in the art of 

encryption, to incorporate pseudo unique keys into the system of Ginter et a!. By utilizing 

such a method a valid user can be provided access to secured data without comprising the 

security of the larger system. It would have also been obvious to encrypt communications 

using pseudo unique keys if less secure means of data exchange was deemed appropriate. 

As per claim 7, Ginter et al. teach of a method and system for electronic rights 

protection comprising of volatile memory, non-volatile memory, license records location 

and licensed software programs (column 5, lines 29-41; column 6, lines 29-65; column 

15, lines 10-34; column/line 63/67-64/15; column/line 65/55-66-47; column 70, lines 23-

65; column 71, lines 12-27; column 96, lines 37-41; column/line 278/40-281/44). Ginter 

eta!. also use encryption keys (column 206, lines 57-65). However, Ginter eta!. do not 

make use of pseudo unique keys in their system. Goldman et al. teach of a method and 

system for user authorization over a multi-user" computer system through the use of 

pseudo unique keys (abstract, lines 19-23). In said system, a user has valid id but lacks an 

authorized means of access. In order to access the desired data, a user is sent a pseudo 

unique key that is derived from a user id and the current IP address. Therefore, it would 

have been obvious to a person of ordinary skill in the art of the time the invention was 

made to utilize pseudo unique keys in the system of Ginter et al.. By utilizing such a 
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method a valid user can be provided access to secured data without comprising the 

- security of the 'larger system. 

As per claim 8, Ginter et a!. disclose a method for authoring content that includes 

encryption keys (column/line 282/33 to 283/34). Ginter eta!. disclose a method for 

selecting a licensed software program from the volatile memory to form a license record. 

However, Ginter et al. do not use pseudo unique keys for purposes of encryption. 

Goldman et a!. teach ofa method and system for user authorization over a 

multi-user computer system through the use of pseudo unique keys (abstract, lines 19-

23). In said system, a user has valid id but lacks an authorized means of access. In order 

to access the desired data, a user is sent a pseudo unique key that is derived from a user id 

and the current IP address. Therefore it would have been obvious to a .person of ordinary 

skill in the art at the time the invention was made to use pseudo unique keys. By utilizing 

such a method a valid user can be provided access to secured data without comprising the 

security of the larger system_ In addition, it would have also been obvious to encrypt 

communications using pseudo unique keys if less secure means of data exchange was 

deemed appropriate. 

As per claim 9, Ginter et al. teach of a system and method for encrypting and 

decrypting oflicensing related communications between end-user(s) and a license 

authorization bureau (column/line 282/33 to 283/34 and 168/25 to 169/40). Ginter eta!. 

also teach of volatile and non-volatile memory areas used in conjunction with licensed 

software programs (figure 8; column 15, lines 10-34; columns 70-72, column 82, lines 
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12-52,, column/line 70/45-71-16; column/line 71/52-72/67; column 96, lines 37-41; 

column 231, lines 13-32; column 236, lines 43-53; column 240, lines 7-42; column 241, 

lines 19-30; column/line 245/55-246/24; column/line 278/40-281/44). However, Ginter et 

al. do not disclose pseudo -unique keys. Goldman et al. provide for the use of pseudo 

unique keys (abstract, 19-23). Therefore, it would have been obvious to a person of 

ordinary skill in the art at the time the invention was made, to incorporate pseudo unique 

keys into the system of Ginter et al .. By utilizing such a method a valid user can be 

provided access to secured data without comprising the security of the larger system. 

Conclusion 

12. Applicant's amendment necessitated the new ground(s) of rejection presented in 

this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 

CPR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 
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extension fee pu~suant to 37 CPR 1.136(a) will be calculated from the mailing date ofthe 

advisory, action. In no event, however, will the statutory period for reply expire later than 

SIX MONTHS from the date of this final action. 

13. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• Richardson , III teaches a system for software protection 

14. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Calvin Loyd Hewitt II whose telephone number is (703) 

305-0625. The examiner can normally be reached on Monday-Friday from 8:30AM-

5:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, James P. Trammell, can be reached at (703) 305-9768. 

Any response to this action should be mailed _to" 

Commissioner of Patents and Trademarks 

C/o Technology Center 2700 

Washington, D.C. 20231 

or faxed to: 

(703) 308-9051 (for formal communications intended for entry) 

or: 
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(703) 308-5397 (for informal or draft communications, please label 

"PROPOSED" or "DRAFT'') 

Page 14 

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive, 

Arlington, VA, Sixth Floor (Receptionist). 

Any inquiry of a general nature or relating to the status of this application should 

be directed to the Group receptionist whose telephone number is 703 

Calvin Loyd Hewitt II 

June 21, 2001 
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U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE J'- Q 1/( (_, 

Under the Paperwork Reduction Act af 1995, no persons are required to respond to a coJJaction of Information unless It displays a valid OMB control number. r t J L 
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1 

REQUEST 
'61~\ ~ FOR 

I ~~~ \ ~ NTINUED EXAMINATION (RCE) 

~~. I TRANSMITTAL 
-!!. ~ubsection (b) of 35 U.S.C. § 132, effective on May 29,2000, 

provides for continued examination of an utility or plant 
application filed on or after June 8, 1995. 

\.._See The American Inventors Protection Act of 1999 (AlP A). 

Application Number 09/164,777 

Filing Date October I, 1998 

Examiner Name C. Hewitt, II 

First Named Inventor M.Mullor 

Group Art Unit 2161 

Attorney Docket Number 39636-176166 

This is a Request for Continued Examination (RCE) under 37 C.F .R. § 1.114 of the above-identified application. 

1. 

2. 

3. 

NOTE: 37 C.F.R. § 1.114 is effective on May 29, 2000. If the above-identified application was filed prior to May 29, 
2000, applicant may wish to consider filing a continued prosecution application (CPA) under 37 C.F.R. § 1.53 (d) 
(PTO/SB/29) instead of a RCE to be eligible for the patent term adjustment provisions of the AlP A. See Changes to 
Application Examination and Provisional Application Practice, Interim Rule, 65 Fed. Reg. 14865 (Mar. 20, 2000), 1233 Off. 
Gaz. Pat. Office 47 (Apr. 11, 2000), which established RCE practice. 

I Submission required under37C.F.R. § 1.114 ] 

a. 0 Previously submitted 

b. 

i. 

ii. 
iii. 

i. 
ii 
iii. 

0 Consider the amendment(s)/reply under 37 C.F.R. § 1.116 previously filed on 
(Any unentered amendment(s) referred to above will be entered). 

0 Consider the arguments in the Appeal Brief Gr Reply Brief previously filed on 
Oother 

Enclosed 

181 Amendment/Reply 
0 Affidavit(s)/Declaration(s) 
1811nformation Disclosure Statement (IDS) 

iv. 0 Other 

I Miscellaneous I 
a. 0 Suspension of action on the above-identified application is requested under 37 C.F.R. § 1.103(c} for 

a period of __ months. (Period of suspension shall not exceed 3 months; Fee under 37 C.F.R. § 1.17(i) required) 

b.O Other 

~ The RCEfee under37 C.F.R. § 1.17(e) is required by37 C.F.R. § 1.114 when the RCE is filed. 

a. 181 The Director is liereby authorized to charge the following fees, or credit any overpayments, to 
Deposit Account No.22-0261 

i. 181 RCE fee required under 37 C.F.R. § 1.17(e) 
ii. 181 Extension of time fee (37 C.F.R. §§ 1.136 and 1.17) 
iii. Oother 

b. 181 Check in the amount of$ 570.00 enclosed 

c. 0 Payment by credit card (Form PT0-2038 enclosed) 

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED 

Name (Print /Type) \ JefVi A. Jfo"):nJn;J.<i I Registration No. (Attorney/Agent) I 42,709 

Signature I Date I November 14,2001 

VENABLE 
P.O. Box 34385 
Washington, DC 20043-9998 

SEND Fees and Completed Forms to the folloWing address: Commissioner for Patents, Box RCE, Washington, DC 20231. 
PC Docs No. 331636 

11/15/2001 EABUBAKl 00000001 091fl4777 

01 FC:279 370.00 OP 
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Appln. No. 

Filed 

For 

Group Art Unit 
Examiner 

Atty. Dkt. 

Mild MULLOR et al. 

09/164,777 

October 1, 1998 

METHOD OF RESTRICTING 
SOFTWARE OPERATION WITHIN 
A LICENSED LIMITATION 

2161 
J. Trammell 

39636-176166 

Assistant Commissioner for Patents 
Washington, D.C. 22031 

AMENDMENT 

Sir: 

) Customer No. 
) 

11111111111111111111111111111111111 ) 
) 26694 
) PATENT TRADEMARK OFFICE 

) 
) 
) 
) 
) 

REQUEST FOR EXTENSION OF TIME 

Please extend the period for responding to the Office Action dated June 22, 2001 by two 

months so that the due date expires November 22,2001. The requisite extension fee of$200.00 

under 37 C.F.R. 1.17 (a) (1) is attached. Should no check be atta'yhed, please charge our Deposit 

Account 22-0261. Please also deduct any additional fees due or credit any overage to the same 

account. 

Responsive to the Office Action dated June 22, 2001, please amend the application as 

1211412001 !lmlmwsooooooo& 220261 09164777 

01 FC:203 27.00 CH 

11/15/2001 EABUBAK1 00000001 09164777 

02 FC:216 200.00 OP 
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Amendment', 
U.S. Application No.: 09/164,777 

IN THE CLAIMS: 

L-,.;:.__ __ _ Please amended the claims as follows: 

/1. (Twice Amended) A method of restricting software operation within a license 

for use with a computer including ~ erasable, non-volatile memory area of a JBIOS/ of the 

computer,
1
and a volatile memory area; the method comprising the steps of: 

selecting a program residing in the volatile memory, 

using an agent to set u~erification structure in the erasable, non-volatile memory of the 

BIOS, the verification structure accommodating data that includes at least one license record, 

verifying the program using at least the verification structure from the erasable non-

volatile memory of the BIOS, and 

acting on the program according to the verification. · 

3. (Amended) A method according to claim 2, wherein setting up a verification 

structure further comprising the steps of: establishing, between the computer and the bureau, a 

two-way data-communications linkage; transferring, from the computer to the bureau, a request-

for-license including an identification of the computer and the license-record's contents from the 

selected program; forming an encrypted license-record _at the bureau by encrypting parts of the 

. r-y/ requestcfor-license using part of the identification as an encryption key; transferring, from the 

~ bureau to the computer, the encrypted license-record; and storing the encrypted license record in 

the erasable non-volatile memory area of the BIOS. 

4. (Amended) A method according to claim 2, wherein verifying the program 

further comprises the steps of: establishing, between the computer and the bureau, a two-way 

data-communications linkage; transferring, from the computer to the bureau, a request-for-

2 \~ 
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Amendment 
U.S. Application No.: 09/164,777 

license verification including an identification of the computer, an encrypted license-record for 

the selected program from the erasable, non-volatile memory area of the BIOS, and the 

program's license-record; enabling the comparing at the bureau; and transferring, from the 

bureau to the computer, the result of the comparing. 

5. (Amended) A method according to claim 3 wherein the identification of the 

computer includes the unique key. 

6. (Amended) A method . according to claim 1 wherein selecting a program 

includes· the steps of: establishing a licensed-software-program in the volatile memory of the 

computer wherein said licensed-software-program includes contents used to form the license-

record. 

7. (Amended) A method according to claim 6 wherein using an agent to set' up 

the verification structure includes the steps of: establishing or ~ertifying the existence of a 

pseudo-unique key in a first non-volatile memory area of the computer; and establishing at least 

one license-record location in the first nonvolatile memory area or in the erasable, non-volatile 

memory area of the BIOS. 

9. (Amended) A method accordiilg;to claim 7 wherein veri:fyi~g .the program 

includes the steps of: encrypting the licensed-software-program's license-record contents from 

the volatile memory area or decrypting the license-record in the erasable, non-volatile memory 

area of the BIOS, using i:he pseudo-unique key; and comparing the encrypted licenses-software-

program's license-record contents with the encrypted license-record in the erasable, non-volatile 
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Amendment 
U.S. Application No.: 09/164,777 

memory area of the BIOS, or comparing the license-software-program's license-record contents 

with the decrypted license-record in erasable non-volatile memory area of the BIOS. 

10. (Amended) A method according to claim 9 wherein acting on the program 

includes the step: restricting the program's ·operation with predetermined limitations if the 

comparing yields non-unity or insufficiency. 

[

:· (Amended) method according to claim 22 wherein the first non-volatile 

ry area is a ROM section o 

12. (Amended) A method a cording to claim 1 wherein the erasable, non-volatile 

method of Claim 22, wherein the unique key includes a 

1 « I 3 
f. (Amended) The method according Claim p., wherein the step of using the 

agent to set up the verification record, including the license record, includes encrypting a license 

record data in the program using at least the unique key. 

t'-f 
lfo. (Amended) 

. ('3 
The method according to Claim f2, wherein the step of verifying 

the program includes a decrypting the license record data accommodated in the erasable second 

non-volatile memory area of the BIOS using at least the unique key. 

()) 
I . ,..---
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Amendment 
U.S. Application No.: 09/164,777 

(7 
~· (Amended) 

/3 
The method according to Claim p., wherein the step of verifying 

the program includes encrypting the license record that is accommodated in the program using at 

least the unique key. 

20. (Amended) \method for accessing a software program using a pseudo-unique 

key stored in a first non-erasable on-volatiie memory area of a computer, the first non-volatile 

memory area being unable to be pro ammatically changed, the method, comprising: 

loading a software program res1 ing in a volatile memory area of the computer; 

extracting license information fro the software program; 

encrypting license information usi g the pseudo-unique key stored in the first non-

volatile memory area; 

storing the encrypting n in a second erasable, writable, non volatile 

memory area of the BIOS of the computer; 

subsequently verifying the software program ed on the encrypted license information 

stored in the second erasable, writable, non-volatile mem y area of the BIOS; and 

acting on the software program based on the verificati 

l PI=< ruld tho followllig now cl-: -----f q· (New) The method of claim fD·;'1/erein the verification comprises: 

extracting the license information from the software program; 

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and 
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Amendment 
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comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license 

information. 

L 17 
~ ) jv 1" f, (New) The method of claim 1, wherein a unique key is stored in a first non-

~ vobtile memmy ""'"of the oomputo,. 

t5 ttf 
p. (New) The method according to claimp, wherein the verification comprises: 

extracting the license record from the software program; 

encrypting the license record using the unique key stored in the first non-volatile memory 

area of the computer to form second encrypted license information; and 

comparing the encrypted license information stored in the erasable, non-volatile memory 

area of the BIOS of the computer with the second encrypted license information. 

------------··--------·-····------··· 
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Amendment 
U.S. Application No.: 09/164,777 

REMARKS 

Claims 1-13 and 16-23 are now pending in this application. New claims 21-23 have been 

added by this amendment. Each of the pending claims is believed to define an invention which 

is novel and unobvious over the cited references. Favorable reconsideration of this case is 

respectfully requested. 

Applicant's representative appreciates the Examiner's courtesy in conducting a personnel 

interview in this case. The claims have been amended as agreed upon during the interview and it 

is respectfully submitted that this application is now in condition for allowance. 

Specifically, claim 1 has been ame)lded to recite that the verification structure is stored in 

an erasable, non-volatile memory area of the BIOS. This claim amendment overcomes the 

rejections under 35 U.S.C. 112, first paragraph in sections 3, 4 and 5 of the Final Office Action, 

as well as the rejection under 35 U.S.C. 112, second paragraph in section 7 of the Final Office 

Action. 

Claim 20 has been amended to correct the informality noted by the Examiner. In view of 

these amendments, it is respectfully submitted that all pending claims are now in all aspects in 

compliance With 35 U.S.C. 112, first paragraph and 35 U.S.C. 112, second paragraph. 

Therefore, the withdrawal of these rejections is respectfully requested. 

Claims 1-4, 6 and 10-13 have been rejected under 35 U.S.C. 102(e) as being anticipated 

by U.S. Patent No. 5,892,900 to Ginter et al. 

Claims 5 and 7-9, and 16-20 have been rejected under 35 U.S.C. 103(a) as being 

unpatentable over Ginter et al. in view of U.S. Patent No. 5,684,951 to Goldman et al. 
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Amendnient 
U.S. Application No.: 09/164,777 

Consequently, it is clear that the cited references do not anticipate or render the present 

claims obvious. Therefore, the withdrawal of this rejection is respectfully requested. 

As requested by the Examiner during the interview, a description of a specific 

embodiment of the invention is attached hereto. 

Attached hereto is a marked-up version of the changes made to the specification and 

claims by the current amendment. The attached page is captioned "Version with markings to 

show changes made." 

In view of the foregoing, reconsideration and allowance of this application are believed in 

order, and such action is earnestly solicited. 

The Commissioner is authorized to charge any fee necessitated by this Amendment to our 

Deposit Account No. 22-0261. 

RK/JAK/lrh 
#331676 

Respectfully submitted, 

VENABLE, Attorneys at Law 

A. Kaminski 
egistration No. 42,709 

P.O. Box 34385 
Washington, D.C. 20043-9998 
Telephone '202-962-4800 
Telefax 202-962-8300 

9 ~~ 
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Appln. No.: 09/164,777 

VERSION WITH MARKINGS TO SHOW CHANGES MADE 

Al2Cf2tvED 
Nov 1 6 

lecfl Zoo, 
nolog"" 

.T venter 27 oo 

1. (Twice Amended) A method of restricting software operation within a license 

HeH-erasable, non-volatile memory area of a (BIOS) of the computer, and a volatile memory 

area; the first non volatile memory aeeomodates data that ineludes unique lwy; the method 

comprising the steps of: 

selecting a program residing in the volatile memory, 

using an agent to setting up verification structure in the ~erasable, non-volatile 

memory of the BIOS, the verfieation verification structure accommodatillges data that includes 

at least one license record, 

verifying the program using at least said-the verification structure from the erasable non-

volatile memorv of the BIOS, and 

acting on the program according to the verification .. 

3. (Amended) A method according to ·claim 2, wherein setting up a verification 

structure further comprising the steps of: establishing, between the computer and the bureau, a 

two-way data-communications linkage; transferring, from the computer to the bureau, a request-

for-license including an identification of the computer and the license-record's contents from the 

selected program; forming an encrypted license-record at the bureau by encrypting parts of the 

request-for-license using part of the identification as the-an encryption key; and-transferring, 

from the bureau to the computer, the encrypted license-record; and storing the encrypted license 

record in the erasable non-volatile memory area of the BIOS. 
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Appln. No.: 09/164,777 

4. (Amended) A method according to claim 2, wherein verifying the program 

further compris§ffig the steps of: establishing, between the computer and the bureau, a two-way 

data-communications linkage; transferring, from the computer to the bureau, a request-for-

license verification including an identification of the computer, the-an encrypted license-record 

for the selected program from the seoond-erasable, non-volatile memory area of the BIOS, and 

the lieense software program's license-record contents; enabling the comparing at the bureau; 

and transferring, from the bureau to the computer, the result of the comparing. 

5. (Amended) A method according to claim 3 wherein the identification of the 

computer includes the ~unique key. 

6. (Amended) A method according to claim 1 wherein selecting a program 

includes the steps of: establishing a licensed-software-program in the volatile memory of the 

computer wherein said licensed-software-program includes contents used to form a-the license-

record. 

7. (Amended) A method according to claim +-2_wherein using an agent to setting 

up the verification structure includes the steps of: establishing or certifying the existence of a 

pseudo-unique key in tfie-JLfrrst non-volatile memory area of the computer; and establishing at 

least one license-record location in the frrst or the seeond nonvolatile memory area or in the 

erasable, non-volatile memory area of the BIOS. 

9. (Amended) A method according to claim 1+ wherein verifying the program I 
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Appln. No.: 09/164,777 

includes the steps of: encrypting the licensed-software-program's license-record contents from 

the volatile memory area or decrypting the license-record in the first or the second erasable, non-

volatile memory area of the BIOS, using the pseudo-tmigue key; and comparing the encrypted 

licenses-software-program's license-record contents with the encrypted license-record in the fi.rst 

or the second erasable, non-volatile memory area of the BIOS, or comparing the license-

software-program's license-record contents with the decrypted license-record in the first or the, 

seeerui-erasable non-volatile memory area of the BIOS. 

10. (Amended) A method according to claim 2.+ wherein acting on the program 

includes the step: restricting the program's operation with predetermined limitations if the 

comparing yields non-unity or insufficiency. 

11. (Amended) A method according to claim 22+ wherein the first non-volatile 

memory area is a ROM section of a BIOS. 

12. (Amended) A method according to claim 1 wherein the seeend-erasable, non-

volatile memory area is a E2PROM section of a-the BIOS. 

16. (Amended) The method of Claim 221-, wherein the unique key includes a 

pseudo-unique key; 

17. (Amended) The method according Claim 22+, wherein sahl-the step of using 

the agent to settffig up a-the verification record, including the license record, includes encrypting 

a license record data in sai€1-~rogram using at least said-the unique key. 
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Appln. No.: 091164,777 

18. (Amended) The method according to Claim 22+, wherein said-the step of 

verifying the prograt11_ includes a decrypting the license record data accommodated in saffi-.the 

erasable second non-: volatile memory area of the BIOS using at least said-the unique key. 

19. (Amended) The method according to Claim 22+, wherein said-the step of 

verifying the program includes encrypting the license record that is accommodated in said-the 

program using at least said-the unique key. 

20. (Amended) A method for restrietin:g accessing te-a software program using a 

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the 

first non-volatile memory area being unable to be programmatically changed, the method, 

comprising: 

storing a pseudo ulliqtte r.ey iR a first non volatile memory area of a computer; 

seleetiRg loading a software program residing in a volatile memory area of the computer; 

extracting license information from the software program; 

encrypting license information using the pseudo-unique key stored in the first non-

volatile memory area; 

storing the encrypting pseudo uruque key license information in a second erasable. 

writable. non volatile memory area of the BIOS of the computer; 

subsequently verifying the software program usiRg-based on the encrypted license 

information stored in the second erasable, writable, non-volatile memory area of the BIOS 

pseudo unique key; and 

acting on the software program based on the verification. 

4 If; 
~y 
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· Appln. No.: 09/164,777 

Please add the following new claims: 

21. (New) The method of claim 20, wherein the verification comprises: 

extracting the license information from the software program; 

encrypting the license information using the pseudo-unique key stored in the first non-

volatile memory area of the computer to form second encrypted license information; and 

comparing the encrypted license information stored in the second erasable, writable, non-

volatile memory area of the BIOS of the computer with the second encrypted license 

information. 

22. (New) The method of claim 1, wherein a unique key is stored in a first non-

volatile memory area of the computer. 

23. (New) The method according to claim 17. wherein the verification comprises: 

extracting the license record from the software program; 

encrypting the license record using the unique key stored in the first non-volatile memory 

area of the computer to form second encrypted license information; and 

comparing the encrypted license information stored in the erasable. non-volatile memory 

area of the BIOS of the computer with the second encrypted license information. 

5 

ANC 134 

ANCC000134
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



\ IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re application of: 

('()\~Miki MULLOR eta!. 
() 

. "' NOV 14 2001 -~' 
..., ~ppl. No: 09/164,777 
~ ~ . 
~ <'§:' 

7'~,. '""'"~~ 1
' AD.r-"' 

Filed: October 1, 1998 

For: METHOD OF RESTRICTING 
SOFTWARE OPERATION WITH 
A LICENSED LIMITATION 

ArtUnit: 2161 

Examiner: J. Trammell 

Atty. Docket No: 39636-176166 

Customer No: 

lllllllllllllllllllllllllllllllllll 
26694 

PATENT TRADEMARK OFFICE 

Information Disclosure Statement Under 37 C.F.R. § 1.97(c) 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 

This is an Information Disclosure Statement submitted under 3 7 C .F .R. § 1.97 within 

the time specified under 37 C.P.R.§ 1.97(c)(2). 

In order to comply with applicant's duty of disclosure under 37 C.P.R. § 1.56, the U.S. 

Patent and Trademark Office is notified of the documents which are listed on the attached 

Form PT0-1449 and which the Examiner may deem relevant to patentability of the claims of 

the above-identified application. One copy of each of the listed documents is submitted 

herewith. 

The instant Information Disclosure Statement is being a first Office action on the 

merits, after filing.a request for continued examination. Accordingly, pursuant to 37 C.F .R. 

§1.97(b)(2), no fee is due. 

In view of the above, no further translation or statement of relevance is required, and 

as all requirements of37 C.P.R. § 1.97 and all official guide lines pertaining to Information 
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Infonnation Disclosure Statement 
U.S. Appln. No.: 09/164,777 

Disclosure Statements have been complied with, and it is therefore respectfully requested that 

the Examiner consider the documents and make them of record. 

If no check is attached, please charge any necessary fee or credit any overpayment in 

connection with this Information Disclosure Statement to Deposit Account No. 22-0261. 

#331700 

Respectfully submitted, 

J 1 A. Kammsk1 
Registration No. 42,709 
VENABLE 

P.O. Box 34385 
Washington, D.C. 20043-9998 

Telephone: (202) 962-4800 
Telefax: (202) 962-8300 
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Application No. Applicant(s) 

09/164,777 MULLOR ET AL. 

Art Unit Office Action Summary Examiner 

Calvin L Hewitt II 2161 I 
•• The MAILING DATE of this communication· appears on the cover sheet with the correspondence address •• 

Period for Reply· 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE~ MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of37 CFR 1. 136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date orthis communication. 
If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered 11mely. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any.reply received by the Office later than three months after the mailing date of this communication, even irtimely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

Responsive to communication(s) filed on 14 November 2001 . 

This action is FINAL. 2b)[8J This action is non-final. 

1)[8J 

2a)0 

3)0 Since this application is in condition for allowance except for fonnal matters, prosecution as to the merits is 
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

4)~ Claim(s) ~is/are pending in the application. 

4a) Of the above claim(s) __ is/are withdrawn from consideration. 

5)0 Claim(s) __ is/are allowed. 

6)[8J Claim(s) 1·23 is/are rejected. 

7)0 Claim(s) __ is/are objected to. 

8)0 Claim(s) __ are subject to restriction and/or election requirement. 

Application Papers 

9)0 The specification is objected to by the Examiner. 

1 0)0 The drawing(s) filed on __ is/are: a)O accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

11)0 The proposed drawing correction filed on __ is: a)O approved b)O disapproved by the Examiner. 

If approved, corrected drawings are required in reply to this Office action. 

12)0 The oath or declaration is objected to by the Examiner. 

Priority under 35 U.S.C. §§ 119 and 120 

13)0 Acknowledgment is made of a claim for foreign priority Ul)der 35 U.S.C. § 119(a)-(d) or (f). 

a)O All b)O Some* c)O None of: 

1.0 Certified copies of the priority documents have been received. 

2.0 Certified copies of the priority documents have been received in Application No. __ . 

. 3.0 Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17 .2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

14)0 Acknowledgment is made of a claim for domestic priority under 35 U.s. c. § 119(e) (to a provisional application). 

a) 0 The translation of the foreign language provisional application has been received~ 
15)0 Acknowledgment is made of a claim for domestic priority under 35 U.S.C. §§ 120 and/or 121. 

Attachment(s) 

1) l8J Notice of References Cited (PT0-892) 
2) 0 Notice of Draftsperson's Patent Drawing Review (PT0-948) 

3) l8Jinformation Disclosure Statement(s) (PT0-1449) Paper No(s) 11. 

4) 0 Interview Summary (PT0-413) Paper No{s). __ . 

5) 0 Notice of Informal Patent Application (PT0-152) 
6)0 Other: . 

U.S. Patent and Trademark Offic 

PT0-326 (Rev. 04·01) Office Action Summary Part of Paper No. 12 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page2 

1. 

2. 

3. 

Status of Claims 

Claims 1-23 have been examined. 

Claim Rejections- 35 USC§ 112 

The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of 
making and using it, in such full, clear, concise, and exact terms as to enable any person skilled in the 
art to which it pertains, or with which it is most nearly connected, to make and use the same and shall 
set forth the best mode contemplated by the inventor of carrying out his invention. 

Claims 11, 12, 15 and 16 are rejected under 35 U.S.C. 112, first 

paragraph, as containing subject matter which was not described in the 

specification in such a way as to enable one skilled in the art to which it pertains, 

or with which it is most nearly connected, to make and/or use the invention. 

Claims 11, 12 and 15 are rejected as flash memory is a type of EEPROM. 

Flash memory can be used as a computer BIOS. Therefore, a computer BIOS 

would not contain an EEPROM and/or ROM. section. 

Claim 16 is rejected because a key cannot be simultaneously "unique" and 

"pseudo-unique". 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page 3 

4. 

5. 

6. 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

. The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 20 and 21 are rejected under 35 U.S.C. 112, second paragraph, as 

being indefinite for failing to particularly point out and distinctly claim the subject 

matter which applicant regards as the invention. 

Claim 20 recites, "loading a software program residing in volatile memory 

area of the computer". This limitation would not be clear to one of ordinary skill as 

the software would have to be loaded a priori in order to reside in volatile 

memory. 

Claim 21 is rejected because it depends from claim 20. 

Claim Rejections- 35 USC§ 103 

The following is a quotation of 35 U."S.C. 103(a) which forms the basis for 

all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 

invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page4 

7. Claims -1-23 have been rejected under 35 U.S.C. 1 03(a) as being 

unpatentable over Misra et al., U.S. Patent No. 6,189,146, Goldman et al., U.S. 

Patent No. 5,684,951. and Ewertz et al., U.S. Patent No. 5,479,639. 

Misra et al. teach a system and method for software licensing that 

comprises: 

• selecting a program from volatile memory (figure 2) 

• using data stored in various memory locations to implement the 

system (figure 2; column 5, lines 2-67) 

• using an agent to set up a verification structure in computer 

memory where structure data includes a license record (column 4, 

lines 14-20 and 49-67; column 11, lines 45-59; column 12, lines 8-

31) 

• verifying and acting on the program according to the verification 

structure (e. g. software license) (column/line 13/65-14/53; 

column/line 14/54-17/40) 

• a licensing authentication bureau in a two-way connection with a 

computer that handles requests for licenses (where license data 

includes computer identification and license record contents), 

encrypts a request for license (e.g. license) using computer 

identification, performs license validation and transfers a license to 

a computer (figures 1 and 3-8; column 6, lines 50-64; column 9, 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page 5 

• 'lines 40-50; column/line 11/60-12/27; column/line 13/65-14/52; 

column 15, lines 37 -49) 

• a license that contains predetermined information (column 10, lines 

60-67; column 11, lines 1-24) 

• storing a license record in non-volatile memory (column 12, lines 8-

27) 

• comparing licenses to determine validity and restricting the 

program's operations if a license is determined to be invalid 

(column 14, lines 30-51) 

• encryption using an identification of a computer that is a unique key 

(column 15, lines 37-49) 

Regarding the storage of encrypted licenses, Misra et al. teach licenses 

that are encrypted using a unique key as they are placed in storage (column 8, 

lines 35-52). Therefore, it would have been obvious to one of ordinary skill of the 

art to allow user nodes to store licenses in encrypted form for additional security. 

In addition, as Misra et al. implement their system using various computer 

system memory such as RAM (e.g. volatile), ROM (which houses a BIOS), 

portable and hard disk memory (column 5, lines 37-67) it would have been 

obvious to perform encryption processes using the appropriate memory given the 

characteristics of the target system (figures 1 and 2). Misra et al. also teach 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page6 

encryption keys and programs ("agent") used in the license collation process that 

belong to various parties (column 8, lines 35-52; column 15, lines 37-54). 

Therefore, it would have been obvious to one of ordinary skill of the art to store 

these keys in non-volatile memory as these keys are used to securely 

communicate between and identify parties, as well as access encrypted data. 

Misra et al., however, do not teach pseudo-unique keys nor constructing 

license records within a computer BIOS. Goldman et al. teach pseudo-unique 

keys (abstract) while, Ewertz et al. teach of expanding BIOS memory to store 

identification and/or configuration data such as software licenses (column 3, lines 

15-40; column/line 11/3-12/14). Therefore, it would have been obvious for one of 

ordinary skill of the art to combine the teachings of Misra et al., Goldman et al. 

and Ewertz et al .. Recall, Ewertz et al. teach of expanding non-volatile memory 

(e.g. BIOS) ('639, column 3, lines 15-40) for maintaining data such as software 

licenses. Hence, it would have been obvious to one of ordinary skill to use the 

BIOS to store licenses in the Misra et al. system as they teach of users storing 

license data in persistent- non-volatile storage ('146, column 12, lines 8-27). Also 

pseudo unique keys can be issued, on a temporary basis (say), ('951, abstract), 

to encrypt licenses ('146, column 13, lines 42-48). This allows a client to access 

secured data without comprising the security of the larger system. 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page 7 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• Edenson et al. teach a system for protecting copyrighted program 

material using a BIOS 

• Fette et al. teach a programmable radio and operating software in 

accordance with a license 

• Steinberg et al. teach software branding 

• Smith et al. teach a system for distributing, registering and purchasing 

software over a network using an agent program embedded in each 

software application 

9. Any inquiry concerning this communication or earlier communications from 

the Examiner should be directed to Calvin Loyd Hewitt II whose telephone 

number is (703) 308-8057. The Examiner can normally be reached on Monday-

Friday from 8:30 AM-5:00 PM. 

If attempts to reach the Examiner by telephone are unsuccessful, the 

Examiner's supervisor, James P. Trammell, can be reached at (703) 305-9768. 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 

c/o Technology Center 2100 

Washington, D.C. 20231 

or faxed to: 

Page 8 

(703) 7 46-7239 (for formal communications intended for entry), 

(703) 746-7238 (for after-final communications), 

or: 

(703) 746-7240 (for informal or draft communications, please label 

"PROPOSED" or "DRAFT') 

Hand-delivered responses should be brought to Crystal Park II, 2121 

Crystal Drive, Arlington, VA, Sixth Floor (Receptionist). 

Any inquiry of a general nature or relating to the status of this application 

should be directed to the Group receptionist whose telephone number is (703) 

305-3900. 

Calvin Loyd Hewitt II 

January 7, 2002 
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~'1'\ 
~ee't\~~ THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Inre PATENT APPLICATION of 

Applicants Mild MULLOR et al. 

Appln.No. 09/164,777 

Filed October 1, 1998 

For :METHOD OF RESTRICTING 
SOFTWARE OPERATION WITHIN 
A LICENSED LIMITATION 

Group Art Unit 2161 
Examiner C. Hewitt 

Atty. Dkt. 39636-176166 

Assistant Commissioner for Patents 
Washington, D.C. 22031 

AMENDMENT 

Sir: 

) Customer No. 
) *26694'" 
) 26694 
) PATENT TRADEMARK 
) OFFICE 
) 
) 
) 
) 
) 

Responsive to' the Office Action dated January 15, 2002, please amend the application as 

follows: 

INTHECLAI~ 

Please cancel claims 11, 12, 14 ruJ.d 15 without prejudice to their re-entry at a later date. 

Please amended the claims as follows: 

(Amended) The method of Claim 1, wherein a pseudo-tmique key is stored in 

the non-volatile memory of the BIOS. 

t~ 
4o. (Amended) A method for accessing an application software program using a 

Received from < 202 962 8300 > at 215102 3:38:28 PM ~astern Stan!lard Timej 
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I) VENABLE 141003 

Amendment 
U.S. Application No.; 09/164,777 

pseudo-unique key stored in a fhst non-erasable non-volatile memory area of a computer, the 

first non-volatile memory area being unable to ·be programmatically changed, the method_, 

comprising: 

loading the application software program residing in a non-volatile memory area of the 

co:~;~te:;~· <·~ ,_,) . , . ''" 

{: '·"'·' i.x<xacting license information f:rom the software pro grain; 

encrypting license infonnation using the pseudo-unique key stored in the first non-

volatile memory area; 

storing the encrypting license information in a second erasable, writable, non-volatile 

memory area of the BIOS of the computer; 

subsequently verifying the application software program based on the encrypted license 

information ~tored in the second erasable, writable, non-volatile memory area of the BIOS; and 

acting on the application software program based on the verification. 

REMARKS 

Claims 1-10, 13 and 16-23 are ~ow pending-in this application. Each of the pending 

claims is believed to define an invention which is novel and unobvious over the cited references. 

Favorable reconsideration of this case is respectfully reguested. 

Claims 16 and 20 have been amended to correct the informalities noted by the Examiner:. 

Claims 11, 12, 14 and 15 have been canceled. In view of these amendments, it is respectfully 

submitted that all pending claims are now in all aspects in compliance with 35 U.S.C. 112, 

I 
second paragraph. 

~. 

Therefore, the withdrawal of this rejection is respectfully requested. 

2 
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___ 0_2_1_05/02 16:37 FAX 20. ·2 __ 0 ___ VENABLE 14!004 

.Amendment 
U.S. Application No.: 09/164,777 

Claims 1-23 have been rejected under 35 U.S.C. 103(a) as being unpatentable over Misra 

et al. in view of U.S. Patent No. 5,684,951 to Goldman et al. and U.S. Patent No. 5,479,639 

Ewertz et al. 

The cited references do not render the present invention obvious a:;: they do not teach or 

suggest, among other things, storing a verification structure, such as a software lit:ense 

information, in the BIOS of a computer as is recited in the present claims. 

1\.fisra et al. is cited as the primary reference against the present claims. Misra relates to a 

system and method for enforcing software licenses. The system of Misra generates lll).ique 

identifiers for servers and clients, col 12, lines 41-42. The client system ID 142 is a unique 

identifier for the client computer, col12, lines 50-51. The client system IDs can be based on 

information collected from a computer's hardware aud installed software. For example, hard disk 

volume numbers, registered software, video cards, and some microprocessors contain unique 

identifiers. This information can be combined to uniquely identify a particular PC. Thus, the 

client system lD of:M::isra, is similar to the pseudo-unique key recited in claims 1 and 20. 

Misra also describes a license ID, which is a unique identifier assigned to a software 

license when the software license is issued to a client device, col. 11, lines 9-12. The license ID 

may be a digital certificate indicating the right to use the particular software at issue, col. 10, 

Jines 60-67. The license ID of Misra is similar to the verification structure and license 

jnformation recited in claims 1 and 20, respectively. 

1\.fisra fails to teach using the BIOS of a computer to store the license ID, as noted in 

Section 7, Page 6 of the Office Action. Ewertz is cited as supplementing Misra to teach this 

feature. However, the license information described in Ewertz has a different meaning and a 

different function from the license information described in Misra. Therefore, a combination of 

these references would not result in the claimed invention, as is discussed in detail below. 
3 
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__ 0.2105/Q_L 16:37 FAX 211 4._ .. 0 VENABLE 141005 

Amendment 
U.S. Applicmion No.: 09/164,777 

In Ewertz, a "software license number'' is described as one type of identification 

information, cot 3, lines 20·22. This identification information may also include an Ethernet 

address or system serial numbers, col3, lines 20-22. The identification information is a unique 

identification value stored in anon-writable, non-erasable area of the BIOS during manufacture. 

The identification information uniquely identifies a particular computer. Therefore, according to 

Ewertz a "software license number'' is one of a type of static data structures identifying a specific 

computer and the static data structure is stored such that it cannot be modified. Accordingly, the 

software license number of Ewertz is simply identification for the operating system of a 

particular computer. 

For example, col. 2,lines 47-49 ofEwertz disclose that the memory storing the 

identification information may be electronically locked to prevent erasure or modification of its 

contents once :installed. Moreover, in teaching a preferred embodiment, coL ll,line 23 ·col. 12,. 

line 14 ofEwertz describe that several types of identification information must be retained for 

individual computer systems. One type of identification number, as mentioned above, is an 

Ethernet address. The Ethernet address is stored in a protected area 306 in static page 2 of the 

. flash memory of Ewertz and cannot be erased or altered once the device is installed. Thus the 

identification number cannot be destroyed. Ewertz also teaches other computer system 

identification numbers, such as unique serial number, J?rinted board assembly (PBA) numbers or 

operating system license numbers may be stored in the l9cked memory. 

Consequently, Ewertz teaches storing identification information for the computer in a 

non-writable, non-erasable non-volatile memory. This identification information ofEwertz 

corresponds to the pseudo-unique key stored in the first non-erasable, non-volatile memory as 

recited in claims 1 and 20 and does not correspond to the license information recited in these 

claims. The identification information ofBwertz is a static data structure, like the system ID of 
4 

Received from< 202 962 8300 >at 215102 3:38:28 PM ~astern Standard TimeJ 

ANC 152 

ANCC000152
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



__ 0_2/05/02 _16.:_27 FAX 20. ;2 l j VENABLE @006 

.,. 
i, 

Amendment 
U.S. Application No.: 09/164,777 

Misra, that uniquely identifies a computer and simply does not cottespond the license ID of 

Misra or the license ir!fonnation of the present invention as defined by claims 1 and 20. 

From the above discussion, it is clear that the "software license number" according to 

Ewertz is equivalent in definition and function to Misra's system ID. Therefore, eveli if Misra is 

combined with Ewertz, this combination does not re.siiJ.t in the present invention. The proposed 

combination results in the system ID of Misra being stored in the BIOS, not the verification 

structure or license information being stored in the BIOS as is required by the present claims. 

Furthermore, there is no suggestion or motivation to combine Misra and Ewertz in the 

manner suggested in the Office Action. BIOS is a configuration utility. Software license 

management applications, such as the one of the present invention, are operating system (OS) 

level programs. Therefore, BIOS programs and software licensing management applications do 

not ordinarily interact or commuuicate because when BIOS is running, the computer is in a 

configumtion mode; hence OS is not running. Thus, BIOS and OS level programs are normally 

mutually exclusive. 

Ewertz teaches that writing to the BIOS area is performed by the BIOS routines: 

"Referring to Fig. 8, processing logic for updating the flash memory 
device with configuration data, such as EISA information, is 
illustrated ... The processing logic shoWn in Fig. 8 resides in the system 
BIOS of the preferred embodiment" Coll 0, lines 20-28 

Misra teaches a licensing system that is OS level based: 

"The license generator 26, license server 28 and intermediate server 32 
a:re preferably implemented as computer servers, such as Windows NT 
servers that run Windows NT server operating systems from Microsoft 
corporation or UNIX-based servers" Col 5, lines 3-7 

Thus, th.e systems described in Misra and Ewertz are an OS program and a BlOS 

progranl, respectively, that cannot run at the same time. Therefore, there is no teaching or 

suggestion to combine these programs. In fact such a combination would change the operation 
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Amendment 
U.S. Application No.: 09/164,777 

of the programs, which is an indicia of non-obviousness, see :Ml'EP Sec. 2141.03 and related 

case law. 

Moreove:~:, the present invention proceeds against conventional wisdom in 1he art. Using 

BIOS to store application data such as that stored in Misra's local cache foT licenses is not 

obvious. The BIOS area is not considered a storage area for computer applications. An ordinary 

. skilled artisan would not consider the BIOS as a storage medium to preserve application data for 

at least two reasons. 

First, OS does not support this functionality and is not recognized as a bard ware device 

like other peripherals. Every OS provides a set of application program interfaces (APis) for 

applications to access storage devices such as hard drives, removable devices, etc. An ordinary 

person skilled in the art makes use of OS features to write date to storage roediums. There is no 

OS support whatsoever to write data to the system BIOS. Therefore, an ordinary person skilled 

in the art would not consider the BIOS as a possible storage medium. Furthermore, it is co=on 

that all peripheral devices in the PC an: listed and recognized by the OS except for the BIOS.· 

This supports the fact that the BIOS is not considered a peripheral device. Accordingly, an 

ordinary person skilled in the art would not consider the BlOS for any operation, inc!T.lding 

writing to the BIOS. 

Second, no file system is associated with the BIOS. Every writable device connected to 

the PC is associated with an OS file system to arrange and manage data structures. An example 

for such a file system would be FAT, FAT32, NTFS, HPFS, etc. that suggests writing data to the 

writable device. No such file system is associated With the BIOS. This is further evidence that 

OS level application programmers would not consider the BIOS as a storage medium for license 

data. 
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Additionally, Misra teaches away from using the BIOS as a storage area by making a 

statement about client computers that do not have a persistent non-volatile area 

"The license cache 136 is kept in persisted (non-volatile) storage. Clients 
that do not have persistent storage can be issued licenses as long as they 
can generate a unique client ID and can respond to the client platform 
challenge protocol" (Misra, Col. 12, lines 15-18) 

Since all computers must have a BIOS, it is clear Misra teaches away from using the 

BIOS as a local storage area for licenses. 

Goldman et al. do not supplement Misra and Ewertz to teach or suggest the present 

invention. 

Thus, in view of the above discussion, it is clear that the cited references, taken alone or 

in any combination, do not fairly teach or suggest the present invention. Therefore the 

withdrawal of this rejection is respectfully requested. Favorable reconsideration of this case and 

early issuance of a Notice of Allowance is respectfully requested 

Attached hereto is a marked-up version of the changes :made to the specification and 

claims by the current amendment. The attached page is captioned "Version with markings to 

show changes made." 

In view of the foregoing, reconsideration and allowance of this application are believed in 

order, and such actio11 is earnestly solicited. 
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The Commissioner is authorized to charge any fee necessitated by this Amendment to O'Lir 

Deposit Account No . .22"0261. 

RK/JAK/lr.h 
#347353 

Received rrom < 202 962 8300 >at 215102 3:38:28 PM ~astern Standard TimeJ 

------~-----·----·-·-~~--

Respectfully submitted, 

Regi.srrationNo. 26,924 
Jeffri A. Kaminski 
Registration No. 42,709 
P.O. Box 34385 
Washington, D.C. 20043-9998 
Telephone 202-962-4800 
Telefax 202-962-8300 
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

IN THE CLA}MS: 

Please cancel claims 11, 12, 14 and 15 without prejudice to their re-entry. at a later date. 

Please amended the claims as follows: 

16. (Amended) .The method of Claim 2-;1.1, wherein the-a pseudo-UIIi.que key 

i:n.Gl:l:<eles-a pswde uni'):'tie key js stored in the non-volatile memory oftb.e BIOS. 

20. (Amended) A method for accessing an application software program usmg a 

pseudo-unique key stored in a first non-erasable non-volatile memory area of a computer, the 

first non-volatile memory area being unable to be programmatically ch<mged, the method, 

comprising: 

loading thea application software program residing in a rum: volatile memory area of the 

computer; 

extracting license information from the software program; 

encrypting license information using the pseudo-unique key stored in the first non-

volatile memory area; 

storing the encrypting -license information in a second erasable, writable, . BOO 

~non-volatile memory area of the BIOS of the computer; 

subsequently verifying the application software program based on the encrypted license 

infonnation stored in the second erasable, writable, non-volatile memory area ofthe BIOS; and 

acting on the aPPlication software program based on the verification. 
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R<Vi>Cd PTOJ$Bie7 (Oe..OO) 
Attorney Doci«>t ~. 

Approv•d lot use through 1013112002,QMB 06S1.003 
U.~. Pstsnt and Trademal1< O•lcs; U.S. DEPARlMENT 

Und~rthP: p~ rwark Reduction ,A.e\Cf1995. no Cl'$0ns :arara uiredto rs:s ond1o aeolle.C!Ion oti~O!" unlaaalteoirtairu; e Villid 

Certificate of Transmission under37 CFR 1.8 

The undersigned certifies that the attached Amendment is being 
facsimile filed to the Examiner C. Hewitt (703) 746-7239) on 
February 5, 2002. 

Typed or printed name of person signing Certificate 

Note: Each paper must have Its own certificate oftransmission, or this 
certificate must identify each submitted paper. 

Burden Hour Statement: This fOrm Is estlm~d to take 0.0~ hou~ to complete-. 'Time will vary depsndinq upon lhe Mttd~ of tha indiVidual t;a~E:- Any 
ce.mmel\1;$ on the amount ot time required to complete 1his form should be sent to the Chi!'.l!f lnrerma.lion ome:er, u.s. Patent and Tr~dem~rk Office-, 
Wasllinglon, DC 20231. DO NOT SEND FEES OR COMPI.ETED FORM$ ro iHIS ADO~eSS. SE;NO TO: Assiohmi Commissioner fur Pa!enl&, 
W$sllil1g\Qn, DC 20231. 

PCIDOCS2/'l4eeea 
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Notice of Allowabi/ity 

Application N?. 

09/164,777 
Examiner 

Calvin L Hewitt II 

Applicant{s) 

MULLOR ET AL. 
Art Unit 

2161 I 
-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-­

All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [g) This communication is responsive to 2-5-02. 

2. [g) The allowed claim(s) is/are 1-10,13 and 16-23. 

3. D The drawings filed on __ are accepted by the Examiner. 

4. [g) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a) (gJ All b) 0 Some• c) 0 None of the: 

1. (gJ Certified copies of the priority documents have been received. 

2. 0 Certified copies of the priority documents have been received in Application No. __ . 

3. 0 Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

• Certified copies not received: __ . 

5. 0 Acknowledgment is made of a claim for domestic priority under 35 U.S.C. § 119(e) (to a provisional application). 

(a) 0 The translation of the foreign language provisional application has been received. 

6. D Acknowledgment is made of a claim for domestic priority under 35 U.S. C. §§ 120 and/or 121. 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements noted 
below. Failure to timely comply will result in ABANDONMENT of this application. THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

7. 0 A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S. AMENDMENT or NOTICE OF 
INFORMAL PATENT APPLICATION (PT0-152) which gives reason(s) why the oath or declaration is deficient. 

8. 0 CORRECTED DRAWINGS must be submitted. 

(a) 0 including changes required by the Notice of Draftsperson's Patent Drawing Review ( PT0-948) attached 

1) 0 hereto or 2) 0 to Paper No. __ . 

(b) 0 including changes required by the proposed drawing correction filed __ , which has been approved by the Examiner. 

(c) 0 including changes required by the attached Examiner's Amend merit I Comment or in the Office action of Paper No. __ . 

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the top margin (not the back) 
of each sheet. The drawings should be flied as a separate paper with a transmittal letter addressed to the Official Draftsperson. 

9. 0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL 

Attachment(s) 

1 (gJ Notice of References Cited (PT0-892) 
30 Notice of Draftperson's Patent Drawing Review (PT0-948) 
5(gj Information Disclosure Statements (PT0-1449), Paper No.11. 
70 Examiner's Comment Regarding Requirement for Deposit 

of Biological Material 

20 Notice of Informal Patent Application (PTQ-152) 
4(g] Interview Summary (PT0-413), Paper No. H.. 
6(gj Examiner's Amendment/Comment 
B(gj Examiner's Statement of Reasons for Allowance 
90 Other 

L D 

U.S, Patent and Trademark Offfce 

PT0-37 (Rev. 04-01)' Notice of Allowability Part of Paper No. 14 . 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Status of Claims 

1. Claims 1-10, 13, and 16-23 have been examined. 

Examiner's Amendment 

2. An examiner's amendment to the record appears below. Should the 

changes and/or additions be unacceptable to applicant, an amendment may be 

filed as provided by 37 CFR 1.312. To ensure consideration of such an 

amendment, it MUST be submitted no later than the payment of the issue fee. 

Authorization for this examiner's .amendment was given in a telephone 

interview with Jeffri Kaminski on 19 February 2002. 

The application has been amended as follows: 
·/ 

In claim 1, line 2, replace "(BIOS)" with BIOS. 

In claim (li'ne 3, replace" ... computer,_ and" with" ... computer, and" 

0 \ n daim 2 :~~sing an agent to perform the following steps"~be~n] 

[
nserte~i'in line~, as the second limitation after "loading the application ... " 

and before "extracting license information ... ", detailing that the steps of 

. 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Page3 

"encrypting ... ", "storing ... ", and "subsequently verifying ... " are performed 

by the agent. This does not apply, however, to the "acting ... " limitation. 

Reasons for Allowance 

4. Claims 1-10, 13, and 16-19 have been allowed. The instant application 

teaches a method for restricting software use by storing a verification structure in 

a computer BIOS. 

It is well known to those of ordinary skill in the art of software licensing to 

monitor the use of software using special code that enforces the preferences of 

the software provider (e.g. creator, distributor, or service provider), or provider 

and end-user, by restricting the manner in which an end-user can manipulate 

(e.g. print, save, redistribute, customize) the software. For example, Ginter et al. 

(US 5,892,900) implement their software distribution system by dynamically 

linking a verification structure, such as a PERC or permission record, to software 

content that dynamically control how the software, and its associated 

administrative data, may be distributed and used (column 155, lines 46-51 ). 

Misra et al. (US 6, 189, 146) disclose a method for licensing software that uses 

agents to manage software licenses, and stores the licenses in persistent non-

volatile storage (column 12, lines 8-31 ). Neither reference teaches utilizing BIOS 
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Page4 

5. 

as the non-volatile means for storing a licensed software verification structure. 

Ewertz et al. (US 5,479,639) teach the use of BIOS memory for storing 

licensing numbers. Hence, it appears initially, that to one of ordinary skill of the 

art, the combination of Ewertz et al. with either Ginter et al. and/or Misra et al., 

would render the present invention obvious. However, the key distinction 

between the present invention and the closest prior art, is that the Misra et al., 

and Ginter et al. systems and the Ewertz et al. system run at the operating 

system level and BIOS level, respectively. More specifically, the closest prior art 

systems, singly or collectively, do not teach licensed programs running at the OS 

level interacting with a program verification structure stored in the BIOS to verify 

the program using the verification structure and having a user act on the program 

accordingto the verification. Further, it is well known to those of ordinary skill of 

the art that a computer BIOS is not setup to manage a software license 

verification structure. The present invention overcomes this difficulty by using an 

agent to set up a verification structure in th·e erasable, non-volatile memory of the 

BIOS. 

Claims 20-23 have been allowed. The instant application teaches a 

method for restricting software use by storing license information in a computer 

BIOS. 
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Art Unit: 2161 

Page 5 

Ginter ~tal. (US 5,892,900) implement their software distribution system 

by encrypting (column/line 65/55-66/47) software control information (e.g. PERC) 

and linking control information, to software content that dynamically manages 

how the software, and its associated administrative data, may be distributed and 

used (column 155, lines 46-51). Misra et al. (US 6,189,146) disclose a method 

for licensing software that stores licenses in persistent non-volatile storage 

(column 12, lines 8-31). Neither reference teaches utilizing BIOS as the non-

volatile means for storing licensing data. Ewertz et al. (US 5,479,639) teach the 

use of BIOS memory for storing licensing numbers. Hence, it appears initially, 

that to one of ordinary skill of the art, the combination of Ewertz et al. with either 

Ginter et al. and/or Misra et al., would render the present invention obvious. 

However, a key distinction between the present invention and the closest prior 

art, is that the Misra et al., and Ginter et al. systems and the Ewertz et al. system 

run at the operating system level and BIOS level, respectively. More specifically, 

the closest prior art systems, singly or collectively, do not teach extracting 

licensing information from a software program, encrypting the information and 

storing it in the BIOS. Further, it is well known to those of ordinary skill of the art 

that a computer BIOS is not setup to store license information. The present 

invention overcomes this difficulty by utilizing an agent to verify the application 

software program using the license information stored in the erasable, writable, 

non-volatile memory of the BIOS. 
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6. 

7. 

8. 

Any comments considered necessary by Applicant must be submitted no 

later that the payment of the issue fee and, to avoid processing delays, should 

preferably accompany the issue fee. Such submissions should be clearly labeled 

"Comments on Statement of Reasons for Allowance." 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 

applicant's disclosure: 

• lnfoworld magazine evaluates desktop management software 

• Saito et al. disclose a method for automatic license monitoring 

Any inquiry concerning this commuf1iCation or earlier communications from 

the Examiner should be directed to Calvin Loyd Hewitt II whose telephone 

number is (703) 308-8057. The Examiner can normally be reached on Monday-

Friday from 8:30 AM-5:00 PM. 

If attempts to reach the Examiner by telephone are unsuccessful, the 

Examiner's supervisor, James P. Trammell, can be reached at (703) 305-9768. 

Any response to this action should be mailed to: 

·---:'\ 
I ; 
_:___/ 
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Application/Control Number: 09/164,777 

Art Unit: 2161 

Commissioner of Patents and Trademarks 

c/o Technology Center 2100 

Washington, D.C. 20231 

or faxed to: 

Page 7 

(703) 746-7239 (for formal communications intended for entry), 

(703) 746-7238 (for after-final communications), 

or: 

(703) 746-7240.(for informal or draft communications, please label 

"PROPOSED" or "DRAFT") 

Hand-delivered responses should be brought to Crystal Park II, 2121 

Crystal Drive, Arlington, VA, Sixth Floor (Receptionist). 

Any inquiry of a general nature or relating to the status of this application 

should be directed to the Group receptionist whose telephone number is (703) 

305-3900. 

Calvin Loyd Hewitt II 

February 20, 2002 

\) 
~ 
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- Application No, Applicant(s) 

09/164,777 MULLOR ET AL. 
Interview Summary 

Examiner 

Calvin L Hewitt II 

All participants (applicant, applicant's representative, PTO personnel): 

(1) Calvin L Hewitt II. 

(2) Jeffri A. Kaminski. 

Date of Interview: 19 February 2002. 

(3) __ . 

(4) __ . 

Art Unit 

2161 

Type: a)~ Telephonic b)O Video Conference 
c)O Personal [copy given to: 1)0 applicant 2)0 applicant's representative] 

Exhibit shown or demonstration conducted: d)O Yes 
If Yes, brief description: __ . 

Claim(s) discussed: 1 and 20. 

Identification of prior art discussed: __ . 

e)O No. 

Agreement with respect to the claims f)~ was reached. g)O was not reached. h)O N/A. 

I 

Substance of Interview including description of the general nature of what was agreed to if an agreement was 
reached, or any other comments: Claim 20 was amended to add the limitation of "an agent to perform the following 
steps" . 

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims 
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims 
allowable is available, a summary thereof must be attached.) 

i)~ It is not necessary for applicant to provide a separate record of the substance of the iriterview(if box is 
checked). 

Unless the paragraph above has been checked, THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION 
MUST INCLUDE THE SUBSTANCE OF THE INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office 
action has already been filed, APPLICANT IS GIVEN ONE MONTH FROM THIS INTERVIEW DATE TO FILE A 
STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. SeEl Summary of Record of Interview requirements on 
reverse side or on attached sheet. 

Examiner Note: You must sign this form unless it is an 
Attachment to a signed Office action. 

U.s. Patent and Trademark Off1ce 
PT0-413 (Rev. 03- 98) Interview Summary 

Examiner's signature, if required 

Paper No. 14. 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of. Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of rec~xd in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An intervievo.r does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business lfllith the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in ·an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
- Application Number (Series Code and Serial Number) 

Name of applicant 
Name of examiner 
Date of interview 
Type of interview (telephonic, video-conference, or personal) 
Name of participant(s) (applicant, attorney or agent, ·examiner, other PTO personnel, etc.) 
An Indication Whether or not an exhibit was shown or a demonstration conducted 
An identification of the specific prior art discussed 
An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 
The signature of the examiner who conducted the interview Qf Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case 
unless both applicant and examiner agree that the examiner will record same. Where the examiner agrees to record the substance of the interview, 
or when it is adequately recorded on the Form or in an attachment to the Form, the examiner should check the appropriate box at the bottom of the 
Form which informs the applicant that the submission of a separate record of the substance of the interview as a supplement to the Form is not 
required. 

It should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the 
interview unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. · 

A complete and proper recordation of the substance of any interview should include at ·least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 
· Interview Summary Form completed by the Examiner, 

5) a brief identification of the general thrust of the principal arguments presented to the examiner, 
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview summary Form completed by 

the examiner. 

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 
accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. lithe record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 
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Attachment for PT0-948 (Rev. 03/0 l, or earlier) 
6/18/01 

' 

The below text replaces the pre-printed text under the heading, 
"Information on How to Effect Drawing Changes," on the back 
of the PT0-948 (Rev. 03/01, or earlier) form. 

INFOR.'\1A TION ON HOW TO EFFECT DRAWING CHANGES 

I. Correction of Informalities-- 37 CFR 1.85 

New corrected drawings must be filed with the changes Incorporated therein 
Identifying indicia. if provided. should include the title ot the invention. 
inventor's name. and application nu.mber, or docket number (if any) if an 
application number has not been assigned to the application If this information 1s 
provided. it must be placed on the front of each sheet and centered within the top 
margin. If corrected drawings are required in a Notice of Allowability (PTOL-
37), the new drawings MUST be filed within the THREE MONTH shortened 
statutory period set for reply in the Notice of Allowability Extensions of time 
may NOT be obtained under the provisions of 37 CFR 1.136(a) or (b) for filing 
the corrected drawings after the mailing of a Notice of Allowability The 
drawings should be filed as a separate paper with a transmittal letter addressed to 
the Official Draftsperson 

2. Corrections other than Informalities ~oted uy Draftsperson on form PT0-
948. 

All changes to the drawings. other than informalities noted by the Draftsperson. 
MUST be made in the same manner as. above except that. normally. a highlighted 
(preferably red ink) sketch of the changes to be Incorporated into the new 
drawings MUST be approved by the examiner before the application wtll be 
allowed No changes will be permitted to be made. other than correction of 
informalities. unless the examiner has approved the proposed changes 

Timing of Corrections 

Applicant is required to submit the drawmg corrections wnhm the 
time period set in the attached Office communication. See 37 CFR 
1.8S(a). 

Failure to take corrective action wtthtn the set penod wdl result tn 
ABANDO:\MENT of the appllcatton 
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.-- Application/Control No. Applicant(sVPatent Under 

09/164,777 
Reexamination 
MULLOR ET AL. 

Notice of References Cited 
Examiner Art Unit l Page 1 of 1 
Calvin L Hewitt II 2161 

U.S. PATENT DOCUMENTS 

* 
Document Number Date Name Classification 

Country Code-Number-Kind Cod~ MM-YYYY 

A US- -
B US-

c US-

D us-
-· 

E US-

F LiS-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Name Classification Country Code-Number-Kind Code MM-YYYY 

" 
N JP-408286906-A 11-1996 Japan Saito et al. 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u Dornbusch et al., Destop management software: no need to adjust your set., lnfoworld, v17, n37, p60 

v 

w 

X 

\copy of thrs reference rs not bemg furmshed With thrs Office action. {See MPEP § 707.05(a).) 
ales in MM-YYYY format are publication dates. Classifications may be US or foreign. 

S. Patent and Trademark Office 

G06F 

T0-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 14 

-------­.....---------
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UNITED STATES PATENT AND 'IRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United Stat:eZ!I Pntent and Trnde.r:n.n:rk Office 
Addre~s: COMMISSIONER OF PATENTS AND TRADEMARKS 

Washington, D.C. 20231 
www .uapto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

7590 03/28/2002 

SPENCER AND FRANK 
SUITE 300 EAST 
1100 NEW YORK A VENUE NW 
WASHINGTON, DC 200053955 

EXAMINER 

HEWITT II, CALVIN L 

ART UNIT CLASS-SUBCLASS 

2161 705-059000 

DATE MAILED: 03/28/2002 

APPL!CA TION NO. FlUNG DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

09/164,777 10/01/1998 MIKIMULLOR REINC4237.01 7068 

TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION 

TOTAL CLAIMS APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTAL FEE(S) DUE DATE DUE 

19 nonprovisional YES $640 $0 $640 06/28/2002 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION QNII:IEMllliiTS.lli CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY 
~CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE REFLECTS A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE APPLIED IN THIS APPLICATION. THE PTOL-85B (OR AN EQUIVALENT) 
MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE OR THE APPLICATION WILL BE REGARDED AS 
ABANDONED. 

HOW TO REPLY TO THIS NOTICE: 
I. Review the SMALL ENTITY status shown above. If the SMALL 
ENTITY is shown as YES, verify your current SMALL ENTITY 
status: · 
A. If the status is changed, pay the PUBLICATION FEE (if required) 
and twice the amount of the ISSUE FEE shown above and notify the 
United States Patent and Trademark Office of the change in status, or 

B. If the status is the same, pay the TOTAL FEE(S) DUE shown 
above. 

If the SMALL ENTITY is shown as NO: 

A. Pay TOTAL FEE(S) DUE shown above, or 

B. If applicant claimed SMALL ENTITY status before, or is now 
claiming SMALL ENTITY status, check the box below and enclose 
the PUBLICATION FEE and 1/2 the ISSUE FEE shown above. 

1:1 Applicant claims SMALL ENTITY status. 
See37 CFR 1.27. 

II. PART B - .FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTO) with 
your ISSUE FEE and PUBLICATION FEE (if required). Even if the fee(s) have already been paid, Part B - Fee(s) Transmittal should be 
completed and returned. If you are charging the fee(s) to your deposit account, section "4b" of Part B- Fee(s) Transmittal should be 
completed and an extra copy of the form should be submitted. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Box ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec.12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 

Page 1 of3 
PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. 
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PART B- FEE(S) TRANSMITTAL 

CompMe and mail this form, together with applicable fee(s), to: Box ISSUE FEE 
Assistant Commissioner for Patents 
Washington, D.C. 20231 

MAILING INSTRUCTIONS; This fonn shou)d be used for transmitting the ISSUE FEE and PUBLICATION EEE (if.reguired).. Blocks 1 through 4 should be completed 
where appropriate. AlJ further correspondence mcludmg the Patent advance orders and notification of maintenance fees wtll Ee mwled to the current correspondence address as 
indicateCl unless corrected below or directed othenvise in Block L by (a) specifying a new correspondence address; and/or (b) indicating a separate 11FEE ADDRESS" for 
mciintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: legibly mark-up with any corrections or use Block 1) 

7590 

SPENCER AND FRANK 
SUITE 300 EAST 

03/28/2002 

Note: The certificate of mailing below can only be used for domestic 
mailings of the Fee(s) Transmittal. This certificate cannot be used for any 
other accompanying papers. Each additional paper, such as an assignment 
or formal drawing, must have its own certificate of mailing. 

Certificate of Mailing 

1100 .NEW YORK AVENUE NW 
WASHINGTON, DC 200053955 

I hereby certify that this Fee(s) Transmittal is being deposited with the 
United States Postal Service with sufficient postl:!ge for first class mail ~n an 
envelope addressed to the Box Issue Fee address above on the date 
indicated below. 

APPLICATION NO. FILING DI).TE FIRST Nft.MED INVENTOR ATTORNEY DOCKET NO. 

09/!64,777 10/0!/!998 MIKIMULLOR REINC4237.0l 

TITLE OF INVENTION: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION 

TOTAL CLAJMS APPLN. TYPE SMALL ENTITY ISSUE FEE PUBLICATION FEE TOTALFEE(S) DUE 

19 nonprovisional YES 

EXJ\MINER ART UNIT 

HEWITT II, CAL YIN L 2161 

b·F~~:f63): U~~~?t~8e?~~C~~j tfui~~~~N~~~~~e:r~!~::~~~~ed, 
but not required. 

~d~:~gl0~ cP¥b~B/1~2)ea~~h~J. (or Change of Correspondence 

0 11Fee Address11 indication (or 11Fee Address11 Indication fonn 
PTO/SB/47) attached. 

$640 $0 

CLASS-SUBCLASS 

705-059000 

2. For printing on the patent front page, list (!) 
the names of up to 3 registered patent attorneys 

. or agents OR, a1tematively, (2) the name of a 
single finn (having as a member a registered 
attorney or agent) and the names of up to 2 
registered patent attorneys or agents . .If no name 
is listed) no name will be printed. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

$640 

(Depositor's name) 

(Signature) 

{Date) 

CONFIRMATION NO. 

7068 

DATE DUE 

06/28/2002 

t~~~~;vro~J;~t!i~i:ediaa:h~~SP¥Jdoernf~~~1n~e!~bmi~e~s~~~es~;!~a~~~~oaSfr~Co~pt~~ig~t~¥ih~%~o~ }fQTs~~:bs~~eifo~~li~&~oE~i~~~r an assignment has 

(A) NAME OF ASSIGNEE (B) RESIDENCE; (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) 0 individual Cl corporation or other private group entity 0 govemment 

4a. The following fee(s) are enclosed; 

0 Issue Fee 

0 Publication Fee 

4b. Payment ofFee(s); 

Q A check in the amount of the fee(s) is enclosed. 

Q Payment by credit card. Form PT0-2038 is attached. 

0 Advance Order- #of Copies------ Q The Commissioner is hereby authorized by charge the required fee(s), or credit any overpayment, to 
Deposit Account Number (enclose an extra copy of this form). 

The COMMISSIONER OF PATENTS AND TRADEMARKS is requested to apply the Issue Fee and Publication Fee (if any) or to re-apply any previously paid issue fee to the 
application identified above. 

(Authorized Signature) (Date) 

NOTE; The Issue Fee and Publication Fee (1f required) will not be accepted from anyone 

~~~~;th:~ s~~~pG;i~~~~o~~i~~fh~ TJ!i:t?ta~~s ~:t~~t ~~d~ra~~~ik ~ffi~~~er party in 

Burden Hour Statement This fonn IS estimated to take 0.2 hours to·complete. Time will vary 

~:~~~~~~t~~~~e fu:15sh~~rj t~d!~~~u~ fu!eC~i~¥ I~fu~~~~~07flc:~1J~ft~J~~~:~~~n~ 
~~J.fsdeJ!'o\lli~c7\J8'~3§~08'E~g ~~d·f~N~~I~E~g~E¥o~RB~~lf,~;~~~ 
Assistant Commissioner for Patents, Washlngton1 D.C. 2023 I 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a 
collection of information unless it displays a valid OMB control number. 

TRANSMIT THIS FORM WITH FEE(S) 

PTOL-85 (REV. 07-01) Approved for use through 01/31/2004. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UN!1'ED STATES PATENT AND TRADEMARK OFFIGE 

APPLICATION NO. FILING DATE 

09/164,777 10/0111998 

7590 03/28/2002 

SPENCER AND FRANK 
SUITE 300 EAST 
!100 NEW YORK AVENUE NW 
WASHINGTON,DC200053955 · 

FIRST NAMED INVENTOR 

MIIGMULLOR 

UNITED STATES DEPARTMENT OF COMMERCE 
United Sta.tce Patent a.n.d Tradett1ark Office 
Address: COM:MISSIONER OF PATENTS .AND TRADEM.ARKS 

Washington, D.C. 20231 
www.uspto.gov 

ATTORNEYDOCKETNO. CONFIRMATIONNO. 

REINC4237 .Ql 7068 

EXAMINER 

HEWITT II, CALVIN L 

ART UNIT ,. PAPER NUMBER 

2161 

DATE MAILED: 03/28/2002 

Determination of Patent Term Extension under 35 U.S.C.154 (b) 
(application filed after Jnne 7, 1995 but prior to May 29, 2000) 

The patent term extension is 0 days. Any patent to issue from the above identified application will include an 
indication of the 0 day extension on the front page. 

If a continued prosecution application (CPA) was filed in the above-identified application, the filing date that 
determines patent term extension is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) system. (http://pair.uspto.gov) 

Page 3 of3 

PTOL-85 (REV. 07·01) Approved for use through 01/31/2004. 
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Pleaoo type a plua algn (+!' 

CHANGE OF 
CORRESPONDENCE ADDRESS 

Application 

I 

Application Number 09/164,777 

FllilngData OCtober 1 , 1998 

First Named Inventor Miki MULLOR 

Group Art Unit 2161 

Examiner Name Calvin L. Hewitt II 

Attome Docket Number 39836-176188 (REINC4237.01) 

Please change the Correspondence Address for lhe above-identified application to: 

0 I l Place Customer 
Customer Number 26694 Number BarCode 

lAbel here 
Type Customer Number here 

OR 

0Ftrmor Venable, Baetjer, Howard & Civilettl, L.l.P. 
Individual Nama 

Address P.O. Box 34385 

Address 

City Washington I State I DC · r ZIP T 20043.9998 

Country USA 

Telephone 202.962.4800 I Fax I 202.862.8300 

This form cannot be used to change the data associated with a Customer Number. To change the data 
associated with an existing Customer Number use 'Request for Customer Number Data Change" 
(PTO/SB/124). 

The New Attorney Docket Number is 39836·176166. 

lam the: 

D Applicant. 

D Assignee of record of the entire interest. 
Certificate under37 CFR 3.73(b) Is enclosed. 

!2Sl Attorney or agent of record. 

D Registered prectioner named in the application transmittal letter in an application without an 
executed oalh or declaration. See 37 CFR 1.33(a)(1). Registration Number 

" 
·Typed or Robert Kinberg 
.Printed'"~ 

Signatuf: ()IJA£;~4 t;Jl)o? 
. ·Date ~pril22, 2002 

NOTE: Signatures of all the lnvantolll or assignees of record of the entire Interest or their representativa(s) are required. SubmH 
muKiole forms If more than one iiiOnaturels riiaulred see below*. 
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IN Tl-. . NITED STATES PATENT AND TRADEMARK OFFICE 

re application of: 

Appl. No. 091164,777 

Confirmation No. 7068 

Filed: October I, 1998 

For: METHOD OF RESTRICTING 
SOFTWARE OPERATION 
WITHIN A LICENSE 
LIMITATION 

Allowed: March 28, 2002 

Art Unit: 2161 

Examiner: C. Hewitt II 

Atty. Docket No. 39636-176166 (formerly 
REINC4237.01) 

Customer No. 

lllllllllllll~~ll~llllllllllllll 
26694 

PATENT TRADEMARK OFFICE 

Submission Of Formal Drawings 

Assistant Commissioner for Patents 
Washington, D.C. 20231 

Sir: 
Submitted herewith are two (2) sheets offormal drawing containing Figures 1-2. 

Date: -~+V_)__-l'~-/u._:.L--__ 
I I 

#357455v3 

Respectfully submitted, 

@'~ J · . Kaminski 
Registration No. 42,709 
VENABLE 

P.O. Box 34385 
Washington, D.C. 20043-9998 

Telephone: (202) 962-4800 
Telefax: (202) 962-8300 
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\PI' 
'6 ... 

'1. '1. ~ i PARTB- FEE(S)TRANSMITfAL 

~~:~m""'p•I.,....ete •___.,~aU this form, together with applicable fee(s), to: Box ISSUE FEE 
-~- Assbtant Commilsloner for Patents 

Washlu&ton, D.C.l0231 

• . ; s onn . . or~ i ,... ... .. . . . • u coJN~ete 
!"h~ ~mte. All further corresp<>ndence tocludlng the Pateni adv= Oi'detl iMI!btili- ofmaintensn<:e fec8 Will lie od to the curm>t coneopootleoee W!fus as 
~":.nee~ :=.:.low or ditocted otherwise in Block , by (a) specifYing a new oomspondenoe addma; and/or (b) indicating a separate 'FEE ADDRESS" for 

CURRENTCO""-""PONDENCBADDRBSS(No'"""'"''ly"""""" wilh""'""""'""'"""Bio<U) Note: The certifica!O of mailjng lle!ow can only be uaod for dom<Stic 
7590 • Ol/2812002 mailings of tho Fee(s) TmnamlUaL This certificate cennot be wed for 1111y 

SPENCER AND FRANK ~~:<lrf'"'wn:~=e~~~~~'Wm!lJ~~ an asaignment 

SUITE 300 EAST Certificate ofMallla& 
1100 NEW YORK A VENUE NW I hereby certify that Ibis Fee(a) 1'rmanlinal is be\ng ~sited with the 

United Statoa I'oalal Service with anfficient 1)0st8ge fbi fu.t claas mail in an 
WASHINGTON, DC 200053955 ~~~sed to the Box Issue Fie adams above on the date 

I -:-=1 
APPLICATION NO. FILINODATE msT NAMBDJNVllNTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

09/164,777 "10/0111998 MIKIMULLOR llillllQiaiT:- 7068 

TITLE OF INVENTION: METHOD OFRESTRICI'lNG SOFTWARE OPERATION WITHIN A LICENSE LIMITATION 

TOTAL CLAIMS APPLN.TYPE SMALL ENTITY ISSUBFEI! PUBUCATION FEB TOTALFlll!(S) DUE DATE DUE 

19 nonprovisional YES $640 $0 $640 06/28/2002 

ART UNIT CLASS-SUJICLASS 

HEWITTU,CALVINL 2161 705~9000 

b:i't'!63)~lli~~"&~&.m:::~~;:r~:gk 
but not required. 

2. For printing on the patent front page, list (I) 
the names of up to 3 ~giJte!ed pateot attorneys VENABLE 

0 Change of correspondence addreos (or Change of Correspondence 
Address fonn PTO/SB/122) aUached. 

U"Fee Address'1 indication (or "Fee Addtess" Indication tbrm 
PTO/SB/47) at!aohed. 

or agents OR, alternatively, (2) the name of a 
single fum (having aa a member a ~gis1Cred 

2 atlomey or agent) and the names of up. to 2 
n:giSIOted patent lllomeys cr ageotz. If no name 

Robett Kinberg 

Jeffri A. Kaminski 
is listed, no name will be printed. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (printort,pc) 

PLEASE NOTE: Unless an assignee is identified below, no aaaii!'<C data will -on the patenL Inclusion of assignee data is only appropriate when on assignm<nt baa 
been previously submitted to the -uSPTO oris being submitted under separate cover. CompktiOn ofdlil form is NOT a substitute for filb1g an assignment. · 
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNI'RY) 

~le,. Inc.' Newport Beach, CA 

Pie;.. .-the appropriate aasignee cates(>ry or cotegories (willnol be prit)tod on the parent) 0 ltuiividual :JS(corporation or other privala group entity 0 government 

4a. Tb.-,wing fee(s) are enclo9ed: 

:J1s.Oee 
4b. P8)'11l<Ut offce(s): 
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© 2001 Copyright Beeble, Inc. 

Complying with all applicable copyright laws is the 
responsibility of the reader. Without limiting the rights 
under copyright, no part of this document mqy be 
reproduced, stored in or introduced into a retrieval system, 
or transmitted in any form or by any means (electronic, 
mechanical, photocopying, recording, or otherwise), or for 
any purpose, without the express written permission of 
Beeble, Inc. 

Beeble mqy h"ave patents, patent applications, trademarks, 
copyrights, or other intellectual property rights covering 
subject matter in this document. Except as expressly 
provided in any written license agreement from Beeble, the 
fUrnishing of this document does not give you any license to 
thesepatents, trademarks, copyrights, or other intellectual 
property. 

© 2001 Beeble, Inc. All rights reserved 

The names of actual companies and products mentioned 
herein mqy be the trademarks of their respective owners. 

Beeble, Inc., 22 Parthenia, Irvine, CA 92606 USA 

09/2001 
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Hardware Stamping ™ 

Hardware Stamping is a: method of binding a software product with a specific 
computer. The act of stamping is achieved by writing BXL licenses to non­
volatile memory chips (EEPROM) present in PCs. More specifically, Beeble 
writes BXL licenses to the PC's BIOS EEPROM. EEPROMs are electronic chips 
that can hold data with no dependency on electric current. EEPROMs do not 
have mechanical parts in them and are considered an extremely reliable method of 
storage. Writing to EEPROMs can be accomplished through software; therefore 
Beeble does not require any additional hardware to be added to the PC. 

BIOS EEPROM provide a stable, predicted environment for holding BXL 
·licenses. Unlike disk drives, access to the BIOS is limited and not supported in 
operating systems. In order for a user to access the BIOS EEPROM proprietary 
software would need to be developed, since this type of software is not 
commercially available. 

Beeble accesses its BXL licenses from the BIOS EEPROM through direct 
memory read and write operations, therefore it is untraceable. Other software 
licensing systems, which rely on standard OS IO support to access licensing 
information, can be easily traced by means the OS provides. 

Access to the BIOS EEPROM (where BXL licenses are stored) is not trivial, 
requires thought and effort: therefore it is possible to assume that any 
modifications made to BXL licenses that are not performed by Beeble are of 
malicious in nature. Detecting differences between Beeble's records of installed 
licenses and actual licenses present on the J;lC can identify illegal tampering with 
Beeble's licenses installed and prove fraud. Beeble's ability to detect fraud is a 
key component in deterring potential hackers from tampering with the Beeble 
system. 
Hardware stamping is patent pending in the US. 

© 2001 Copyright Beeble, Inc. -Confidential- Page 4 of9 
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Beeble Client Architecture 

Beeble Client Side component include a Kernel mode windows driver, and a 
control panel applet. 

Beeble Kernel-mode Driver 

Figure 2: ~eeble Client Architecture 

© 2001 Copyright Beeble, Inc. -Confidential-
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Beeble License Manager 

Beeble License Manager is a windows control panel applet that allows users to 
self manage Beeble licenses installed on their machine. The license manager is 
one focal point from which from users can purchase software, rent applications, 
manage licenses (transfer, return), deploy corporate licenses, etc. 

Beebhzer Version 1_0 r11e~ 

beeble~ 

Figure 3: Beeble License Manager 

Unlicensed 
Unflcensed 
Unlicensed 
Unlicensed 
Unlicensed 
Unlicensed 
Unlicensed 

The Beeble License Manager manages all Beeblized applications installed on the 
PC, of all vendors using Beeble, simplifying the end-user's experience. The 
Beeble Licensing Manager will be installed during the installation of any 
Beeblized application on the targeted PC. 

The control panel applet (pictured above) is responsible for installation and 
removal ofBeeble licenses. This installation and removal requires 

© 2001 Copyright Beeble, Inc. -Confidential- Page 6 of9 
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communications to Beeble's license server. Beeble client communicates to the 
license server using HTTP protocol over the Internet, secured with SSL. This 
standard communication method allows Beeble interoperability with different 
kinds ofFirewalls. Beeble uses Window's standard components (Winlnet) to 
handle HTTP communications to the license server; hence no changes to the OS 
configuration are required. The Beeble Protocol (BP) defines the language used 
to communicate messages between the user and Client-License server. 

Kernel mode Driver 

Beeble's core technology is implemented in a Kernel mode driver. A driver-level 
implementation allows Beeble direct access to BIOS EEPROM needed to store 
licenses ancl maximum control on Beeblized applications. 

The driver is responsible for maintaining Beeble licenses in the EEPROM. This is 
achieved by a "Beeble File System'' component. This component is responsible 
for locating space to store Beeble licenses in the BIOS EEPROM and executing 
the proper instruction set for writing data to the Flash chip. 

Accomplishing this challenging task is two-fold: 

1. Data Location 

The BIOS is a central part of the PC. In order to ensure integrity of the Beeble 
licenses, Beeble File System component must ensure no other process 
overwrites Beeble's data. Also, each BIOS' memory map is different in its 
structure hence it is impossible to assume that specific available memory 
locations in one PC's BIOS will be available in another's. 

The solution to this problem is to utilize a BIOS feature called DMI1 (stands 
for Desktop Management Interface), also known as SMBIOS. DMI is an 
industry standard for management of PC hardware configuration and has been 
adopted and deployed in PCs for over 10 years. The DMI stores system 
configuration data in the BIOS EEPROM in a form oflinked data structures. 
DMI specifications allow the addition of custom structures. Beeble stores data 
in the BIOS by creating a new custom DMI structure and writing it to the end 

1 SMBIOS Reference Specification, Version 2.2, 16 March 1998, page 25 (http://www.dmtf.org) 

© 2001 CopyrightBeeble, Inc. -Confidential- Page 7 of9 
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of the existing DMI structure table. Beeble ensures compatibility with BIOS 
memory map and achieves integrity for its data for the data is written in an 
area pre-allocated by the BIOS manufacturer for DMI data and by disguising 
Beeble data as legitimate DMI data. 

2. EEPROM Writing 

Beeble will attempt to write license data by utilizing the DMI Function 52h2
, 

which is designed to write DMI structures to EEPROM. If BIOS 
manufactures do not support DMI function 52h, then Beeble will write to a 
EEPROM generically. Beeble' s File System incorporates a driver that 
contains a library of different EEPROM cl;llps and proper instructions set to 
write to different chip manufacturers. If the Beeble driver does not recognize 
the EEPROM, the Beeble driver will attempt to download a new driver from 
the Beeble License server. 

The driver also encapsulated BXL elements implementation: during run-time, the 
driver will execute BXL tokens according to their definition in the BXL license 
for that specific application. 

The driver is also responsible to compute BXL code segment entry point from the 
license and place the proper APC call to the entry point. 

The driver's memory footprint is estimated at about 50KB. The drive's impact on 
the CPU cycles is minimal and negligible. 

2 SMBIOS Reference Specifications, Version 2.2, 16 March 1998, page 11 
(htttp://www.dmtf.org) 
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Summary 

Beeble is a next generation software licensing technology that delivers a 
technological breakthrough over other software licensing technologies. Beeble 
focuses on addressing the needs and requirements of large software companies 
with a large customer base and a variety of distribution channels. 

Beeble's highlight features include: 

Simplicity, End-user friendly -
Designed with large software companies' needs in mind, 
Beeble supports all real life scenarios that end-users 
encounter (license transferring, PC upgrades, software 
returns, etc.) while maximizing protection of intellectual 
property. Beeble is an easy to use system designed to 
reduce support calls and maximize market potential for 
software companies. 

• Security, Fraud detection capabilities -

• Flexibility -

Beeble' s security features are comprised of several lines of 
defense to protect intellectual property and deter hackers 
from attacking the system. Beeble is the first software 
licensing system which provides detection capabilities of 
system integrity infringement. 

Compatible with any sales model (Rent, Volume Licensing, 
OEM bundling, Retail, etc.) and any distribution media 
(CDROM, Floppy, DVD, ESD, etc.) 

• Stability, Reliable -

• Low-cost-

The system is designed for a high tolerance level of PC 
environment changes including hard drive failure, hardware 
configuration changes, virus attacks etc. 

Beeble is a software product with no production costs 
associated with it. 

• Compatibility -

© 2001 Copyright Beeble, Inc. 

Beeble is compatible with all Intel x86 based PCs 
manufactured since the early 90's. 
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Family Bibliographic and Legal Status 

Family1 

2 records in the family. 

IL124571DO 19981206 

(ENG) Method of restricting software operation within a licensed 
limitation 

Assignee: MUG MULLOR 

Application No: IL 12457198 A 

Filing Date: 19980521 

Issue/Publication Date: 19981206 

Abstract: NotA vailable 

Priority Data: IL 12457198 19980521 A P; 

IPC (International Class): G06FA 

[ no drawing available] 

Legal Status: There is no Legal Status information available for this patent 

US6411941B120020625 

(ENG) Method ofrestricting software operation within a license 
limitation 

Assignee: BEEBLE INC US 

Inventor(s): MULLOR MIKI IL ; V ALIKO JULIAN IL 

Application No: US 16477798 A 

Filing Date: 19981 00 I 

Issue/Publication Date: 20020625 

/' 

1st N<Jij-VOLATILE 2nd NON-VOlATILE (5) MEMORY IIEIIORY (4) ,._.--9 

:~ LICENCE RECORDS (10) (11) (12) 

~~~ I LICENSE PRilGIWo1 c::::::J--..1 J 
~14 15 

. I I 

! ! 1
(2) ~3) 7 

I UC(NSE -~ (7)1 

Abstract: (ENG) A method of restricting software operation within a license limitation that is applicable for a 
computer having a first non- volatile memory area, a second non-volatile memory area, and a volatile 
memory area. The method includes the steps of selecting a program residing in the volatile memory, 
setting up a verification structure in the non-volatile memories, verifying the program using the 
structure, and acting on the program according to the verification. 

Priority Data: IL 12457198 19980521 A; 

IPC (International Class): G06FOI760 

ECLA (European Class): G06F021 OON7P5 

US Class: 705059; 705050; 705051; 705053; 705057 

Agent(s): Venable; Kinberg Robert; Kaminski Jeffri A. 
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Family Bibliographic and Legal Status 

Examiner Primary: Sough, Hyung-Sub 

Examiner Assistant: Hewitt, Calvin L 

Assignments Reported to USPTO: 
Reel/Frame: 09510/0320 Date Signed: 19980828 Date Recorded: 19981001 
Assignee: M.Y.P.D. TECHNOLOGIES LTD., C/0 KEREN- SCHECHTER LAW FIR:..\121 HAR SINAI 

STREET TEL-AVIV 6'5816 ISRAEL 

Assignor: MULLOR, MIKI 

Corres. Addr: VENABLE ROBERT KINBERG SUITE 300 EAST 1100 NEW YORK AVENUE, -N.W. 
WASHINGTON, D.C. 20005-3955 

Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS) . 

Reel/Frame: 12617/0830 Date Signed: 20020221 Date Recorded: 20020227 
Assignee: BEEBLE, INC. P.O. BOX 4066 NEWPORT BEACH CALIFORNIA 92661 

Assignor: M.Y.P.D. TECHNOLOGIES, INC. 

Corres. Addr: VENABLE JEFFRI A. KAMINSKI P.O. BOX 34385 WASHINGTON, D.C. 20043-9998 
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT FOR DETAILS). 

Reel/Frame: 12882/0558 Date Signed: 20020221 Date Recorded: 20020509 
Assignee: BEEBLE, INC. PO BOX 4066 NEWPORT BEACH CALIFOR.l'IUA 92661 

Assignor: M. Y.P.D. TECHNOLOGIES, LTD. 

Corres. Addr: VENABLE PO BOX 34385 WASHINGTON, D.C. 20043- 9998 
Brief: REQUEST FOR CORRECTION TO CORRECT tHE ASSIGNOR"S NAME PREVIOUSLY 

RECORDED AT REEL 012617, FRAME 0830 

Reel/Frame: 15494/0243 Date Signed: 20041220 Date Recorded: 20041221 
Assignee: ANCORA TECHNOLOGIES INC. 3972 BARRANCA PKWY, SUITE J458 IRVINE 

CALIFORNIA 92606 

Assignor: BEEBLE, INC. 

Corres. Addr: ROBERT KINBERG 575 7TH STREET NW WASHINGTON, DC 20004 
Brief: ASSIGNMENT OF ASSIGNORS INTEREST (SEE DOCUMENT F'OR DETAILS). 

Legal Status: 
Date 
20020227 

20020227 

20020509 

+1- Code 
AS 

AS 

AS 

Description 
ASSIGNMENT New owner name: BEEBLE, INC. P.O. BOX 4066 
NEWPORT BEACH CALIFORNI~ : ASSIGNMENT OF 
ASSIGNORS INTEREST;ASSIGNOR:M.Y.P.D. 
TECHNOLOGIES, INC.~REEL/FRAME:O 12617/0830; Effective 
date: 20020221; 
ASSIGNMENT New owner name: BEEBLE, INC. P.O. BOX 
4066NEWPORT BEACH, CALIFORNI~ : ASSIGNMENT OF 
ASSIGNORS INTEREST;ASSIGNOR:M.Y.P.D. 
TECHNOLOGIES, INC. I AR;REEL/FRAME:O 12617 /0830; 
Effective date: 20020221 ; 
ASSIGNMENT New owner name: BEEBLE, INC. PO BOX 4066 
NEWPORT BEACH CALIFORNIA~ : REQUEST FOR 
CORRECTION TO CORRECT THE ASSIGNOR'S NAME 
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Family Bibliographic and Legal Status 

20020509 

20041221 

AS 

AS 

PREVIOUSLY RECORDED AT REEL 012617, FRAME 
0830;ASSIGNOR:M.Y.P.D. TECHNOLOGIES, 
LTD.;REEUFRAME:012882/0558; Effective date: 20020221; 
ASSIGNMENT New owner name: BEEBLE, INC. PO BOX 
4066NEWPORT BEACH, CALIFORNIA,; : REQUEST FOR 
CORRECTION TO CORRECT THE ASSIGNOR'S NAME 
PREVIOUSLY RECORDED AT REEL 012617, FRAME 
0830;ASSIGNOR:M.Y.P.D. TECHNOLOGIES, LTD. 
I AR;REELIFRAME:O 12882/0558; Effective date: 20020221; 
ASSIGNMENT New owner name: A>~ CORA TECHNOLOGIES 
INC. 3972 BARRANCA PKWY, SUITE; :ASSIGNMENT OF 
ASSIGNORS INTEREST;ASSIGNOR:BEEBLE, INC. /AR; 
REELIFRAME:O 15494/0243; Effective date: 20041220; 
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USPTO Maintenance Report 

P~tent Bibliographic Data 10/16/2006 01:03PM 

Patent Number: 16411941 ·1 Application 09164777 
1 !Number: 

~~--~--~·r~.~~~~~~~~--~~~---·ri~~~~~~r=~~~~-=~~~~~~~ 
! 06/25/2002 !Filing Date: 10/0111998 
l ... ~.. .. ~· 

Issue Date: 

Title: jMETHOD OF RESTRICTING SOFT\VJ\.RE OPERATION WITHIN A LICE~S~ LI&fiTATION 

Status: '18th year fee window opens: 06/25/2009 j Enti~: . JSmall 

Window Opens: 106/25/2009 . . . jSurcha~geDate: .. p2!29/2009 !Expiration: jN/A 

... Fee Amt Due: ·I .'.!Window not I I 
~~indow not open l Surchg Amt Due: !open I Total Amt Due: 'jWindow not open 

-Fe_e_C_o_d.......;e:"'"--'.......;.......-~2ss2 !MAINTENANCE FEE DUE AT 7.5 YEARS. 

Surcharge Fee ·I 

.......;c_od_e_:~--~~F~--~~--~~~~~~----~.......;.......--~~.......;..............;.......~~~.......;..............;....... __ .......;.......~~~~ 
r2006/06/21 !Payment of Maintenance Fee, 4th Yr, Small Entity. Most recent 

events (up to 7): 2006/06/21 J Surcharge for late Payment, Small Entity. 
2006/01/11 I'Mainten.ance Fee Reminder Mailed. 

J ---End of Maintenance History---. 

Address for fee I VENABLE LLP 
purposes: ) P.O. BOX 34385 

.

1 

WASHINGTON, DC 
200439998 

----------~-----------~------------~~-----.......;.~--~-=--
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111111111111111111111111111111111111111111111111111111111111111111111111111111111111111111 
US 20060288422Al 

(19) United States 
(12) Patent Application Publication 

Liu et al. 
(10) Pub. No.: US 2006/0288422 Al 
(43) Pub. Date: Dec. 21, 2006 

(54) DATA STRUCTURE FOR IDENTIFYING 
HARDWARE AND SOFTWARE LICENSES 
TO DISTRIBUTE WITH A COMPLYING 
DEVICE 

(75) Inventors: Yue Liu, Issaquah, WA (US); Caglar 
Gunyakti, Sammamish, WA (US); 
Andrew J. Ritz, Sammamish, WA 
(US); Todd Haugen, Clyde Hill, WA 
(US); Stephanie Ybarra, Issaquah, WA 
(US); Douglas Rex Thompson, Bothell, 
WA (US); Mark Kyle Svancarek, 
Redmond, WA (US); Joshua David 
Kriesberg, Seattle, WA (US); John 
Peter Hakan Olsson, Kirkland, WA 
(US); Allen Edward Nieman, 
Redmond, WA (US) 

Correspondence Address: 
WOODCOCK WASHBURN LLP 
(MICROSOFT CORPORATION) 
ONE LIBERTY PLACE- 46TH FLOOR 
PHILADELPHIA. PA 19103 (US) 

(73) Assignee: Microsoft Corporation, Redmond, WA 
(US) 

Field Byte Byte 
Length Offset 

Structure Type 4 0 

Licensing Data Length 4 4 

Licensing Data Specified 8 

above 

(21) Appl. No.: 

(22) Filed: 

11/157,886 

Jun. 21, 2005 

Publication Classification 

(51) Int. CI. 
H04N 7/16 (2006.01) 

(52) U.S. CJ. . ............................................................... 726/26 

(57) ABSTRACT 

Systems and methods for software licensing enforcement 
using an ACPI BIOS. A digital license is provided that 
includes information about both the software and hardware 
on which it is to be run. The licensing process receives 
hardware and software information from the end user and 
binds the license to both. A main BIOS binary contains code 
and static motherboard specific data. Dynamic state values 
containing, e.g., machine-specific system management data, 
such as, a serial number may be stored subsequently on 
NVRAM or its equivalent. The main BIOS binary allows 
provides sufficient functionality to test the hardware. Once 
the software to be loaded on the system is known, a 
corresponding digital license containing both the software 
and hardware information is loaded to NVRAM. 

Description 

XOOOOOOOO = license verifier 

XOOOOOOOl =digital license 

Length, in bytes, of the licensing data 

I 51 part oflicensing data as string size limit of 64 

byte 
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Patent Application Publication Dec. 21, 2006 Sheet 2 of 3 US 2006/0288422 At 

Fig. 2 
Field Byte Byte Description 

Length Offset 

Header 

Signature 4 0 ·sue. Signature for the Software Licensing 

I Description Table. 

Length 4 4 Length, in bytes, of the entire SLIC. The length 

implies the number of Entry fields at the end of the 

table. 

Revision I 8 I 

Checksum I 9 Entire table must sum to zero. 

OEMID 6 10 OEM name I 
OEM TableiD 8 16 Optional Motherboard/BIOS logical identifier 

OEM Revision 4 24 OEM revision of SLIC table for supplied OEM 

Table ID. 

Creator ID 4 28 Vendor ID of utility that created the table. 

Creator Revision 4 32 Revision of utility that created the table. 

Software licensing --- 36 A list of the static resource allocation structures for 

Structure[ n] this implementation. This list contains all the 

software licensing -structures. These structures are 

defined in the following sections. 
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Fig. 3 

Field B)1e Byte Description 
Len-gth ·offset 

Structure Type 4 0 XOOOOOOOO = license verifier 

XOOOOOOO I = digital license 

Licensing Data Length 4 4 Length, in bytes, of the licensing data 

Licensing Data Specified 8 I 51 part of licensing data as string size limit of 64 

above byte 
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DATA STRUCTURE FOR IDENTIFYING 
HARDWARE AND SOFTWARE LICENSES TO 
DISTRffiUTE WITH A COMPLYING DEVICE 

FIELD OF THE INVENTION 

[0001] This invention relates in general to the field of 
computer hardware and software distribution. More particu­
larly, this invention relates to a data structure that identifies 
if software can be distributed and loaded on to a particular 
hardware device. 

BACKGROUND OF THE INVENTION 

[0002] Conventionally, software has been licensed for per 
device usage. However, there have been limited methods to 
enforce licensee obligations, which has led to software being 
installed on multiple, unlicensed machines. Digital licenses 
improved upon shrink wrap licenses, and are used to limit a 
piece of software to a particular piece of hardware, where 
the digital license contains both software and hardware 
information. 

(0003] One problem with digital licenses is that every 
year, over 100 million personal computers are shipped to end 
customers by OEMs (original equipment manufactures). 
Asking every end user to acquire the digital license for the 
copy of software and for the specific machine is not prac­
tical. A partial solution to this problem was used in new 
computers "pre-loaded" with MICROSOFT WINDOWS 
XP. OEMs were provided the ability to "pre-activate" WIN­
DOWS XP by using a mechanism called "System Locked 
Pre-installation," SLP. 

[0004] SLP uses information stored in the OEM's personal 
computer BIOS to protect the installation from casual piracy. 
No communication by the end customer to MICROSOFT is 
required and no hardware hash is created or necessary. At 
boot, WINDOWS XP compares the PC's BIOS to the SLP 
information. If it matches, no activation is required. Thus, 
every single piece of hardware could be changed on a PC 
with SLP and no reactivation would be required. However, 
a limitation of this method is that the OEM information in 
the BIOS could be written simply by flashing it to the BIOS. 
Thus, it could be written to the BIOS of an unauthorized 
machine to make the unauthorized machine appear as an 
authorized machine. 

[0005] Thus, it is desirable that a digital license contain 
information related to the software and hardware that will be 
pre-loaded by manufacturers, and that the digital license 
persist through the system life cycle, such as hard drive 
corruption or image based installation. It is also desirable 
that the digital license information not be easily forged onto 
an unauthorized PC. The present invention provides such a 
solution to these and other problems. 

SUMM.<\RY OF THE INVENTION 

[0006] The present invention extends the usage of the 
ACPI BIOS for software licensing enforcement. ACPI is the 
acronym for advanced configuration and power interface. A 
digital license is provided that includes information about 
both the software and hardware on the computing device on 
which software may be run. The licensing process receives 
hardware and software information from the end user and 
binds the license to both. In accordance with the present 
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invention, a main BIOS binary (in ROM or its equivalent) 
contains code and static motherboard specific data. Dynamic 
state values containing, e,g., machine-specific system man­
agement data, such as, a serial number may be stored 
subsequently on NVRAM or its equivalent. The main BIOS 
binary allows provides sufficient functionality to test the 
hardware. Once the software to be loaded on the system is 
known, a corresponding digital license containing both the 
software and hardware information is loaded to NVRAM. 

[0007] Additional features and advantages of the inven­
tion will be made apparent from the following detailed 
description of illustrative embodiments that proceeds with 
reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0008] The foregoing summary, as well as the following 
detailed description of preferred embodiments, is better 
understood when read in conjunction with the appended 
drawings. For the purpose of illustrating the invention, there 
is shown in the drawings exemplary constructions of the 
invention; however, the invention is not limited to the 
specific methods and instrumentalities disclosed. In the 
drawings: 

[0009] FIG. 1 is a block diagram showing an exemplary 
computing environment in which aspects of the invention 
may be implemented; 

(0010] FIG. 2 is an exemplary ACPI BIOS table in 
accordance with the present invention; and 

[0011] FIG. 3 illustrates the software licensing structure 
shown in FIG. 2. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0012] Exemplary Computing Environment 

[0013] FIG. 1 illustrates an example of a suitable com­
puting system environment 100 in which the invention may 
be implemented. The computing system environment 100 is 
only one example of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 
computing environment 100 be interpreted as having any 
dependency or requirement relating to any one or combina­
tion of components illustrated in the exemplary operating 
environment 100. 

[0014] The invention is operational with numerous other 
general purpose or special purpose computing system envi­
ronments or configurations. Examples of well known com­
puting systems, environments, and/or configurations that 
may be suitable for use with the invention include, but are 
not limited to, personal computers, server computers, hand­
held or laptop devices, multiprocessor systems, micropro­
cessor-based systems, set top boxes, programmable con­
sumer electronics, network PCs, minicomputers, mainframe 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

[00f5] The invention may be described in the .general 
context of computer-executable instructions, such as pro­
gram modules, being executed by a computer. Generally, 
program modules include routines, programs, objects, com­
ponents, data structures, etc. that perform particular tasks or 
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implement particular abstract data types. The invention may 
also be practiced in distributed computing environments 
where tasks are performed by remote processing devices that 
are linked through a communications network or other data 
transmission medium. In a distributed computing environ­
ment, program modules and other data may be located in 
both local and remote computer storage media including 
memory storage devices. 

[0016] With reference to FIG. 1, an exemplary system for 
implementing the invention includes a general purpose 
computing device in the form of a computer 110. Compo­
nents of computer 110 may include, but are not limited to, 
a processing unit 120, a system memory 130, and a system 
bus 121 that couples various system components including 
the system memory to the processing unit 120. The system 
bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec­
tures. By way of example, and not limitation, such archi­
tectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, Peripheral Component Interconnect 
(PCI) bus (also known as Mezzanine bus), Peripheral Com­
ponent Interconnect Express (PCI-Express), and Systems 
ManagementBus (SMBus). 

[0017] Computer 110 typically includes a variety of com­
puter readable media. Computer readable media can be any 
available media that can be accessed by computer 110 and 
includes both volatile and non-volatile media, removable 
and non-removable media. By way of example, and not 
limitation, computer readable media may comprise com­
puter storage media and communication media. Computer 
storage media includes both volatile and non-volatile, 
removable and non-removable media implemented in any 
method or technology for storage of information such as 
computer readable instructions, data structures, program 
modules or other data. Computer storage media includes, but 
is not limited to, RAM, ROM, EEPROM, flash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical disk storage, magnetic cassettes, 
magnetic tape, magnetic disk storage or other magnetic 
storage devices, or any other medium which can be used to 
store the desired information and which can accessed by 
computer 110. Communication media typically embodies 
computer readable instructions, data structures, program 
modules or other data in a modulated data signal such as a 
carrier wave or other transport mechanism and includes any 
information delivery media. The term "modulated data sig­
nal" means a signal that has one or more of its characteristics 
set or changed in such a manner as to encode information in 
the signal. By way of example, and not limitation, commu­
nication media includes wired media such as a wired net­
work or direct-wired connection, and wireless media such as 
acoustic, RF, infrared and other wireless media. Combina­
tions of any of the above should also be included within the 
scope of computer readable media. 

[0018] The system memory 130 includes computer stor­
age media in the form of volatile and/or non-volatile 
memory such as ROM 131 and RAM 132. A basic input/ 
output system 133 (BIOS), containing the basic routines that 
help to transfer information between elements within -com­
puter 110, such as during start-up, is typically 'Stored in ROM 
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131. RAM 132 typically contains data and/or program 
modules that are immediately accessible to and/or presently 
being operated on by processing unit 120. By way of 
example, and not limitation, FIG. 1 illustrates operating 
system 134, application programs 135, other program mod­
ules 136, and program data 137. 

[0019] The computer 110 may also include other remov­
able/non-removable, volatile/non-volatile computer storage 
media. By way of example only, FIG. 1 illustrates a hard 
disk drive 141 that reads from or writes to non-removable, 
non-volatile magnetic media, a magnetic disk drive 151 that 
reads from or writes to a removable, non-volatile magnetic 
disk 152, and an optical disk drive 155 that reads from or 
writes to a removable, non-volatile optical disk 156, such as 
a CD-ROM or other optical media. Other removable/non­
removable, volatile/non-volatile computer storage media 
that can be used in the exemplary operating environment 
include, but are not limited to, magnetic tape cassettes, flash 
memory cards, digital versatile disks, digital video tape, 
solid state RAM, solid .state ROM, and the like. The hard 
disk drive 141 is typically connected to the system bus 121 
through a non-removable memory interface such as interface 
140, and magnetic disk drive 151 and optical disk drive 155 
are typically connected to the system bus 121 by a remov­
able memory interface, such as interface 150. 

[0020] The drives and their associated computer storage 
media, discussed above and illustrated in FIG. 1, provide 
_storage of computer readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 1, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145, 
other program modules 146, and program data 147. Note 
that these components can either be the same as or different 
from operating system 134, application programs 135, other 
program modules 136, and program data 137. Operating 
system 144, application programs 145, other program mod­
ules 146, and program data 147 are given different numbers 
here to illustrate that, at a minimum, they are different 
copies. A user may enter commands and information into the 
computer 110 through input devices such as a keyboard 162 
and pointing device 161, commonly referred to as a mouse, 
trackball or touch pad. Other input devices (not shown) may 
include a microphone, joystick, game pad, satellite dish, 
scanner, or the like. These and other input devices are often 
connected to the processing unit 120 through a user input 
interface 160 that is coupled to the system bus, but may be 
connected by other interface and bus structures, such as a 
parallel port, -game port or a universal serial bus (USB). A 
monitor 191 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video 
interface 190. In addition to the monitor, computers may 
also include other peripheral output devices such as speakers 
197 and printer 196, which may be connected through an 
output peripheral interface 195. 

[0021] The computer 110 may operate in a networked 
environment using logical connections to one or more 
remote computers, such as a remote computer 180. The 
remote computer 180 may be a personal computer, a server, 
a router, a network PC, a peer device or other common 
network node, and typically includes many or all of the 
elements described above relative to the computer 110, 
although only a memory storage device 181 has been 
illustrated in FIG. 1. The logical connections depicted 
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include a local area network (LAN) 171 and a wide area 
network (WAN) 173, but may also include other networks. 
Such networking environments are commonplace in offices, 
enterprise-wide computer networks, intranets and the Inter­
net. 

[0022] When used in a LAN networking environment, the 
computer 110 is connected to the LAN 171 through a 
network interface or adapter 170. When used in a WAN 
networking environment, the computer 110 typically 
includes a modem 172 or other means for establishing 
communications over the WAN 173, such as the Internet. 
The modem 172, which may be internal or external, may be 
connected to the system bus 121 via the user input interface 
160, or other appropriate mechanism. In a networked envi­
ronment, program modules depicted relative to the computer 
110, or portions thereof, may be stored in the remote 
memory storage device. By way of example, and not limi­
tation, FIG. 1 illustrates remote application programs 185 as 
residing on memory device 181. It will be appreciated that 
the network connections shown are exemplary and other 
means of establishing a communications link between the 
computers may be used. 

[0023] Exemplary Embodiments 

[0024] The present invention is directed to a data structure 
within anACPI BIOS table that exposes licensing informa­
tion. The ACPI system firmware describes the system's 
characteristics by placing data, organized into tables, into 
main memory. These tables have names like RSDT and 
DSDT. The DSDT (Differentiated System Description 
Table) is the largest table, because this is where the system's 
devices are described. The present invention builds upon this 
structure by implementing a Software Licensing table 
called, e.g., SLIC. 

[0025] The ACPI_SLIC system table structure exposes 
licensing information that is persisted on the motherboard to 
a licensing enforcement engine in, e.g., the operating sys­
tem. The ACPI_SLIC advantageously shares the same 
header structure as other ACPI tables, as shown in FIG. 2. 
In addition two additional data structures are provided: (1) 
digitally signed license data, and (2) public key in verifying 
the signature of digital license mentioned above. 

[0026] The digital license data in the ACPI_SLIC is pref­
erably small because persistent memory on motherboard is 
expensive. It is preferable that digital license contain at least 
the following pieces of data: (1) hardware information, for 
example, individual hardware ID or motherboard type ID, 
(2) software information, for example, a product key or 
operating system flag, (3) timestamp, and a digital signature, 
based on, but not limited to, RSA1024. The digital license in 
ACPI_SLIC is preferably an opaque string. How an oper­
ating system interprets the data is governed by the type 
value. 

[0027] The public key to verifY the digital license in item 
(1) above, may be implemented on a special piece of 
hardware on the motherboard, embedded in the BIOS, etc. 
For standardized operating system retrieval, this verifier of 
digital signature is also exposed through ACPI_SLIC. 

[0028] The software licensing structure shown in FIG. 2 
is further defined in FIG. 3. The software licensing structure 
includes the digital license and its signature verifier, which 
are exposed and differentiated by the value of structure type. 
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[0029] The present invention supports a flexible manufac­
turing process for .the ACPI BIOS. The BJOS may be 
conceptually viewed as two parts: 

[0030] 1. Main BIOS binary, on ROM or its equivalent, 
containing code and static motherboard specific data; and 

[0031] 2. Dynamic state values, on NVRAM or its equiva­
lent, containing system management data, such as a serial 
number. 

[0032] The former is motherboard specific and the later is 
individual machine specific. 

[0033] During early stage of PC manufacture, an OEM 
may not necessarily know what software will be loaded on 
that specific PC for end user during shipping time. However, 
the OEM may need the full functional firmware/BIOS to test 
the hardware. Therefore, main BIOS binary is loaded on 
ROM or its equivalent. After the OEM determines what 
software will be shipped with the PC, etc., a "Corresponding 
digital license containing the information of both software 
and hardware can be loaded to NVRAM or its equivalent at 
later manufacture process. 

[0034] In addition to the above, the ACPI code varies from 
one type of motherboard to another. In accordance with the 
present invention, the OEMID and OEMTableiD values in 
ACPI system table header that are part of compiled BIOS 
binary can be used as indirect identifier for the motherboard. 

[0035] Thus, the ACPI BIOS code in main BIOS binary 
retrieves the digital license from NVRAM (or its equivalent) 
and the signature verifier from BIOS binary on ROM (or 
other special chip on motherboard), and presents the data in 
previously defined ACPI_SLIC structure to operating sys­
tem. 

[0036] While the present invention has been described in 
connection with the preferred embodiments of the various 
Figs., it is to be understood that other similar embodiments 
may be used or modifications and additions may be made to 
the described embodiment for performing the same function 
of the present invention without deviating therefrom. For 
example, one skilled in the art will recognize that the present 
invention as described in the present application may apply 
to any computing device or environment, whether wired or 
wireless, and may be applied to any number of such com­
puting devices connected via a communications network, 
and interacting across the network. Furthermore, it should be 
emphasized that a variety of computer platforms, including 
handheld device operating systems and other application 
specific operating systems are contemplated, especially as 
the number of wireless networked devices continues to 
proliferate. Still further, the present invention may be imple­
mented in or across a plurality of processing chips or 
devices, and storage may similarly be effected across a 
plurality of devices. Therefore, the present invention should 
not be limited to any single embodiment, but rather should 
be construed in breadth and scope in accordance with the 
appended claims. 

What is claimed is: 
1. A data structure embodied in a computer readable 

medium for use with an application, the application being 
suitable for deployment on a computing system, the data 
structure comprising: 
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a header field that includes information regarding said 
data structure contents; and 

a software license structure that contains a digital signa­
ture and information regarding hardware and software 
in said computing system. 

2. The data structure of claim 1, wherein said software 
license structure comprises a structure type field, a license 
data length field and a license data field. 

3. The data structure of claim 2, wherein said license data 
field contains information regarding hardware within said 
computing system. 

4. The data structure of claim 2, wherein said license data 
field contains information regarding software loaded onto 
said computing system. 

5. The data structure of claim 2, wherein said license data 
field contains a timestamp. 

6. The data structure of claim 1, wherein ·said application 
comprises a verifier that verifies said digital license and, 
wherein said verifier is exposed to an operating system 
installed on said computing system. 

7. A method of populating a BIOS during manufacture of 
a personal computer, comprising: 

loading a main BIOS binary; and 

loading said BIOS with a software license structure that 
contains a digital signature and information regarding 
hardware and software in said computing system. 

8. The method of claim 7, further comprising providing 
instructions in said main BIOS binary to retrieve a digital 
license and a signature verifier. 

9. The method of claim 8, further comprising providing 
instructions in said main BIOS binary to present said digital 
license to an operating system installed on said personal 
computer. 
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10. A method of licensing hardware and software distrib­
uted with a computing device using a data structure, com­
prising: 

providing said data structure in a BIOS contained within 
said computing device, said data structure including a 
header field that includes information regarding said 
data structure contents and a software license structure 
that contains a digital signature and information regard­
ing hardware and software in said computing system; 

providing a signature verifier that verifies said digital 
signature; and 

providing said data structure to an operating system 
running on said computing device. 

11. The method of claim 10, wherein said software license 
structure comprises a structure type field, a license data 
length field and a license data field. 

12. The method of claim 10, wherein said license data 
field contains information regarding hardware within said 
computing system. 

13. The method of claim 10, wherein said license data 
field contains information regarding software loaded onto 
said computing system. 

14. The method of claim 10, wherein said license data 
field contains a timestamp. 

l5. The method of claim 10, further comprising providing 
instructions in a BIOS binary to retrieve a digital license and 
said signature verifier. 

* * * * * 
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18,038), Norman N. Kunitz (Reg.No. 20,586), Robert J •. Frank (Reg. No. 19,112), Gabor J. Xele­
men (Reg. No. 21,016), Robert Kinberg (Reg. No. 26,924), John W. Schneller (Reg. No. 2fi,031), 
Ashley J. Wells Weg. No. 29,847), Christopher H. Lynt (Reg. No. 33,6.19) Suite 300 East, 
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instructions from the undersigned's assignee, if &ly, and/or, if the undersigned is not a 
resident of the United States, the undersigned's domestic attorney, patent attorney or patent 
agent, as to any· act;ion to be taken in the Patent and Trademark Office regarding this 
application without direct communication between the U.S. attorneys and the undersigned. In 
the event of a change in the person(s} from whom instructions may be taken, the u.s. 
attorneys named herein will be so notified by the undersigned. 

I hereby declare that all statements made herein of my own knowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the like so made 
are punishable by fine or imprisonment, or both, under §1001 of Title 18 of the United ·States 
Code and that such willful false statements may jeopardize the validity of the application 
or any patent issued thereon. 
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9. Date; October 1. 1998 

Name: 

Registration Number: 26.924 
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· ~ ASS!~NMENT ..._, Attorney Docket\ 
OF APPLICATION POR UNITED STAq>ES LE'l"l'ERS PATENT REINC 4 2 3 7 • 01 . . 

WHEREAS. Miki Mullor and Julian Valiko,both of Ramast Hasharon, Israel f ·~ 
herel.na ;ter 

llectively referred to as. the assignor, has invented a certain improvement relating to 
Method of Res+-ri·cting Safh.zare Operation within a T.jcensed Ljmjtation 

r which said assignor has ~aused an application ~or United States Letters Patent to be 
epared, 
} the Assignors • declaration for said applica·tion being e:x..ecuted concurrently with the 

execution of this instrument; said application to be ~filed in the United States Patent and 
Trademark Office; 

] said application having been.filed in the llnited States Patent and Trademark Office 
on----------- Serial Number [if known] 

] said application having been filed under the Patent Cooperation Treaty on 

----------------------------------• Serial No. , the United States 
of America being designated. 
AND WHEREAs M.Y.P.D. TECHNOLOGIES LTD., of Tel-Aviv .. , Israel ,hereinafter 

1ferred to as the assignee, is desirous of acquiring the entire right, title and interest in 
1d to said application, includirig any and all divisions and .continuations thereof, and in arid 
, said invention and any and all patents which may be granted therefor, including any and al~ 
~newal~, reissues and prolongations thereof; 

.NOW WITNESSE'l'H, that for and in consideration of one Dollar C$1.00), and other good and 
lluable consideration paid by said assignee to said assignor, the receipt of which is hereby 
::knowledged, said assignor hereby assi9ns, sells and transfers to said assignee, and said 
;signee's successors and assigns, the entire and exclusive right, ti.tle and interest in and 
) said application, including any and all divisions and continuations thereof,· and in and co 
i.id invention·· and any and all patents which may be granted therefor r including any and all 
ariewals, reissues and prolongations thereof; said assignee, and said assignee's successors 
:1c::l assigns, to have·, · hold, exercise and enjoy the said application, including any all 
i visions and continuations thereof, and the said invention and any all patents which may be 
t"anted therefor, including any and all renewals, reissues and prol.ongations thereof, with all. 
he rights, powers, privileges and advantages in anywise arising f·rom or apPertaining thereto, 
or and during the term or· .... t~erms of any and all such patents when· granted, including any and 
11 renewals, reissues and prolongations thereof, for the use and benefit of said assignee, 
nd said assignee's successors and assigns, in as ample and beneficial a manner as the ~aid 
ssignor might or could have held and enjoyed the same, if this assignment had not been made. 

AND said assignor hereby agrees to perform, upon the request of said assignee, or said 
ssignee • s successors or assigns, any and all acts relating to the obtaining or to the 
sserting of said patents, including any and all renewals, reissues and prolongations thereof. 

AND said assignor authorizes and requests the Commissioner of Patents and Trademarks ~o 
ssue Letters Patent on said application, and on any and all divisions and continuations 
hereof, to sa_id. assignee, and said assignee's successors and assigns, in accordance herewi-th. 

XECUTED, this~ day of _;.;."...,.'J+J-.sf ____ , 1998 • 

ignature: XA,.,...... dk::..;...::...c.l _ _,f:;;._-------
·ame PUJti Uallez= 

;xECUTED, this l ~ day of A ltJ&t 2 f­

iignature: ~~-:- ....... -

lame : Inlian va] iko 

liTNESS: ~ -
:;ignature:~ ~ 
lame : X r..t::? g · .~ 

WITNESS Ao. ~ (j 

Signature: X · 'P\ ~~ 
Name : X MltML L 

1 1998 • 

WITNESS ,. _ · { 
Signature :..:'X~-=-~ .)\\~·;:;i'Jlsr~=;-

1

'~::-----­
Name :~x~/~i~''~~~m~L~f~,·~K~~-~-----
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.• w,rvv v£ J:g.;;,-nq.C'l'ING 'SOFTWARE OPERATION WITHIN A LICENS'ED LIMITATlON 

VERIFIED STA'IB1'Nr {~TIOO) Cu\llUNG StWL ENI'I'IY STA'IUS 
(37 CFR 1.9(f) and l.27{c))- Si\lL BUSINESS aHJERN 

I ,hereby declare ~t I an ANC 202 

[ ] the ~1& of the snell business ~oocem identified below: 
. W . an official of the small business concern enpowered to act en behalf of . the coocern 
. . , identified,below: · 

.NAI£ OF aH!ERN M. Y. P. D. TECHNOLOGIES LTD. 
~SOF ~~~---c~/-o __ K_e_~_e_n ___ S_h_e_c_h_t_e_r __ L_a_w_F __ ir_m __ • __ 2_1_H_a_r~.S-!-.n-a-!-.-S-t---r~--e-t-.-----

Tel~Aviv 65816, Israel 

I hereby declare that the above identi£ied small business concern qualifies as a small 
business concern as defined in 13 CFR 121.3-18, and reproduced in 3 7 CFR. 1. 9 (d) • for purposes 
of paying reduced fees under section 4l(a) and (b) of Title 35, United States Code, in that 
the nurber of efJl)loyees of the concern, including .those of its affiliates, does not exceed 
500 persons. For purposes of this statanent, (1) the nutber of enployees of .the business 
concent is the average over the previous fiscal year of ~e concem of the persons enployed 
on a full-time, p~t-time or teuporary basis during each qf the pay periods of the ~iscal 
year,and (2) coocems are affiliates of each other men .either,dir.ectly or indirectly,me 
concern contz:ols or has the power to control the other,or a ~d party or parties controls 
or has .the power to con~ol both. 

· I hereby declare that rights under C!=Jntract or law have been ccnveyed to and remain with tile 
srmll bus:iuess concem identified above with regard to the invention, entitled METHOD 

OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED ,LIMITAT~ i.Itventor(s) 

· escrJ... 111 · 

[x) the application filed herewith 
[ ] application serial no. · , filed~----------
[ ] patent no. ,issued~----------

1£ the rights held by the above identified snell bus:iness coocem are not exclusive, each 
individual,coocem or organization having rights to the :lnventia1 is listed belowk m'ld no 
rights to the :ilwention are held by any person, other . than. the inventor, M1o could not 
qualify as a small buSiness coocern tulder 37 CFR 1.9(d) or by any concern ~ch would not 
qualify as a small business concern-under 37 CFR 1.9(d) or a nonprofit organization under 37 
CFR 1.9(e). *OOIE: Separate verified statements.are requi:red fran each naned person, 
concen1 or organization having rights to the invention averring to their status B$ small 
entities. {37 CF,R 1.27) 

NA1'1E 
AD~:~~-----------~----------~---------------------------------------

[ ] INDIVIOOAL [ ] ~ BUSINESS CCl'ICERN [ ) NCNPROFIT ORGANlZATIOO 

NAM!: . 
~~s~-------------------------------------------------------------

1 1 INDIVLOOt\L [ 1 St1\IL BUSINESS Q<N:;ERN [ ) l'INPROFr£ ORGANilATIOO 

r acknowledge the dl1ty to file, in this application\ or patent, notification of any change of 
status resulti.11g in loss of entitlement to small entity status prior to paying, or at the 
time of paying, the earliest of the issue fee or any maintenance fee due after the date on 
.vhich· status as a "small entity is no looger appropriate. (37 CFR 1.28(b)) 

[hereby declare that all statements made herein of.tey own knowledge are true and that all 
;tatarents made ·on information and belief are believed to be true; and further that thes.e 
;tatemmts were made with the knowledge that willful false statements and the like so made 
tre pun'ishable by fine or :inprisonnent, or both, under section 1001 of Title l.8 of the 
lnited States Code, and that such willful false statements nay jeopardize the validity of 

.. :he· application, any patent issuing thereon, or any patent to which this verified statemmt 
.s directed. · . 

Al£ OF Pim.SCN SIGNING)'< \\\Jt.l -~\I t,AA)~ · ,); V '-liJal \J ~A; &AD 
TTI..E OF PERSCli Sl<NING Y ~ .. ~'-:i? Na~a.~ . 

· DffiESS OF PE~ SI~ING >C?; f{t:tt#\ [~"'"•"- \\: ... \~~~"(;3-u ~ • 
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PT0-103X 
· {Rev. S.95J 
I FlUNG RECBPT 

UNITED STATES DEPAR4 OF COMMERCE 
Patent and Trademark ~· 
ASSISTANT SECRETARY AND COMMISSIONER 
OF PATENTS AND TRADEMARKS · 
Washington, D.C. 20231 ~ ~ 

APPLICATION NUMBERJ FILING DATE J GAP ART UNIT I FIL FEE REC'D ,,ATTORNEY DOCKET NO. J DRWGS l TOT cq INO CL 

09/164,777 10/01/98 2766 $395.00 REINC4237.01 2 15 1 

SPENCER AND FRANK 
SUITE 300 EAST 
1100 NEW YORK AVENUE NW 
WASHINGTON DC 20005-3955 

Receipt Is ac:knowlecfged of thll nonprovillloMI. Patent Application. It wll be considered in Ita order ancJ yov will be IJOtlfted .. to 1M 
resulte of the examination. Be aura to provide the U.S. APPLICATION NUMBER, FILING DATE, N~ OF APPLICANT, and TITlE OF 
INVENTION when inqufrine about thlli appliutlon. F- transmlueci by chect or dnrfl we aullject to Colectloa. PleMe verify the KCVNcy 
of the data presenhd on thia receipt, If • - ia noted on thil Filing Receipt, pie ... Wlha ·to the A~ Ploce.-ine DM~ioft'a 
Cwtomer Colftc1lon 8nnch lilithht 10 crap· ot r.ceipt. ~· ·prwide • co,r. of the Flil;g RH6Ipt with the .,.._. ftOtect thetwon. 

·. . . 
Applicant( a) 

MIKI MULLOR, RAMAT HASHARON, ISRAE.~; ·.JULIAN VALIKO, 
~T HASHARON, ISRAEL. 

FOREIGN APPLICATIONS- ISRAEL 124571 05/21/98 

* SMALL ENTITY * 
TITLE 
METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSE LIMITATION 

PRELIMINARY CLASS: 380 

•. 

ANC 203 

5 ~<C~UWIE~ 
n li:T 2 2 1900 ] 

·~: 

-~o;o; VENABLE 
. .. . WASHINGTON DC 

fsee reverse} 

ANCC000203
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



. ,. - . 

FSBRUARY OS, 1999 · 

VENABLE 
ROBERT KINBERG 
SUITE 300 EAST 

• 
1100 NEW YORK AVENUE, N.W. 
WASHINGTON, D.C. ·20005-3955 

PTAS 

UNITED S.£S DEPARTMENT OF COMMERC 
Patent and Trademark Off"lce 
ASSISTANT SECJ=ETARY /JNO lD\Nv11SSD\ER 
rF PATENTS Ar.Ll TRAa:MARKS 
Wastin~. D.C. 2(1231 /ifii\X. 413'1· D I 

fl]( lllmllllllliDIIIJIII 
*100853236A* 

UNITED STATES PATENT AND TRADEMARK OFFICE 
NOTICE OF RECORDATION OF ASSIGNMENT DOCUMENT 

THE ENCLOSED DOCUMENT HAS BEEN RECORDED BY THE ASSIGNMENT DIVISI~N OF 
THE U.S ... PATENT AND TRADEMARK OFFICE. A COMPLETE MICROFILM COPY IS 
AVAILABLE AT THE ASSIGNMENT SEARCH ROOM ON THE REEL AND FRAME NUMBER 
REFERENCED BELOW. 

PLEASE REVIEW ALL INFORMATION CONTAINED ON THIS NOTICE. THE 
INFORMATION CONTAINED ON THIS RECORDATION NOTICE REFLECTS THE DATA 
PRESENT IN THE PATENT AND TRADEMARK ASSIGNMENT SYSTEM. . IF YOU SHOULD 
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, YOU MAY 
CONTACT THE EMPLOYEE WHOSE NAME APPEARS ON THIS NOTICE AT 703-308-9723. 
PLEASE SEND REQUEST FOR CORRECTION TO: U.S. PATENT AND TRADEMARK OFFICE, 
ASSIGNMENT DIVISION, BOX ASSIGNMENTS, CG-4, 1213 JEFFERSON DAVIS HWY, 
SUITE 320, WASHINGTON, D.C. 20231. 

RECORDATION DATE: 10/01/1998 REEL/FRAME: 9510/0320 
NUMBER OF PAGES: 2 

BRIEF: ASSIGNMENT OF ASSIGNOR'S INTEREST (SEE DOCUMENT FOR DE'l'AILS) • 

ASSIGNOR: 
MULLOR, MIKI DOC DATE: 08/28/1998 

ASSIGNOR: 
VALIKO, JULIAN DOC DATE: 08/28/1998 

ASSIGNEE: 
M.Y.P.D. TECHNOLOGIES LTD., C/0 

KEREN-SCHECHTER LAW FIRM 
21 HAR SINAI STREET 
TEL-AVIV 65816, ISRAEL 

SERIAL NUMBER: 09164777 FILING DATE: 10/01/1998 
PATENT NUMBER: ISSUE DATE: 
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~ 

10-2Q.--j998 I ~IW:r,JER.HOWARD&OVIUTTI,UP • lllllililllil 
• .. ing profossioruzl corpor11lions OfFJCI!siN 

1100 New York Avenue, N.W., Suite 300 East MAIM.AND 

l 

100853236 Washington, D.C. 20005-3955 WASHINCTON, D.C. 
(202) 414-400>, Fax (202) 414-4<NO VJRGINJA 
Telex 64267 

VENABLE 
www.venable.com 

ATTOkNtYS AT LAW 

TO THE COMMISSIONER OF 
PATENTS AND TRADEMARXS Attorney 
WASHINGTON, D.C. 20231 Reference: 

JD·I·'i& BOX ASSIGNMENT 

REOJJBST FOR RECQRDING AND COVER SHEET UNJJER 31 c. F. R. 3 I 28 AND 3 I 31 

Please record the attached original document(s) or copy(ies) thereof. 

1. .Name of party conveying the interest; 

Miki MULLOR and Julian VALIKO 

2. Name and ad4ress of party receiving the interest: 

M.Y.P.D. Technologies Ltd., c/o Keren-Schechte.r Law Firm, 
21 Har Sinai Street, Tel-Aviv 65816, Israel 

3. Description of the interest conveyed or transaction to be recorsied; 

4. 

(X] Assignment [ 1 Other: 

Application Number; 
Patent Number; 

(X] Document filed together with a patent application executed on 
August_28. 1998 

5. Address correspondence concerning thjs regyest to: VENABLB 
suite 300 East, 1100 New York Avenue, N.W., Washington, D.C. 20005·3955 

6. NUmber of AJmlications. Patents or Registrations and total fee; 
Patents: 1 patent rights • $40 Total: $ 40.00 

0/09/1991 UliDif 
If no fee is attached, or if a greater or lesser fee is required, please 
~~~cred}t our Account No. 19-3700. 

2 Ft:511 7. Date of ~J!1on of document: .-.~A~u~au~s~t~2~8~·~l~9~9~B~---------------------------------

8. To the best of knowledge and belief of the undersigned, the foregoing 
information is true and correct and any ched copy is a true copy of 
the original document. V. 

9. pate: October 1. 1998 

Name: 

02/94 Registration Number: ·_..oli2'-'i6:... ..... 9~2i..:I4L-----
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. ' . ~· ~ ... ----~---,.. At-torney Docket 
OF APP~TION FOR UNITED STATES LETTER.TENT REINC 4 23 7 • 01 

~~Miki Mullor and Julian Valiko,both of Ramast Hasharon, IsE~~!nafter 
collecttvely·referred to as. the assignor, has invented a certain improvement relating to 

MQ·thod of Restricting Software Operation within a I.jcensed l.jmitation 
for which said assignor has caused an application for united States Letters Patent to be 
prepared, 
[x] the Assignors' declaration for said application being executed concurrently with the 

execution of this instrument; said application to be filed in the United States Patent and 
Trademark Office; 
said application having been filed in the united States Pa-tent and Trademark Office 
on Serial Number [if known) ; 

[ ] said application having been filed under the Patent Cooperation Treaty on 
---------------------------------' Serial No. , the united States 
of America being designated. . 
AND WHEREAS M.Y.P.D. TECHNOLOGIES LTD., of Tel-Aviv.'., Israel ,hereinafter 

referred to as the assignee, is desirous of acquiring the entire right, title and interest in 
and to said application, including any and all divisions and continuations thereof, and in and 
to sUd invention and any and all patents which may be granted therefor, · includirig any and all 
rent}.Bls, reissues and prolongations thereof; 

_ . NOW WITNESSETH, tbat for and in consideration of one Dollar ($1. 00) , and other good and 
val~le consideration paid by said assignee to said assignor, the receipt of which is hereby 
acknowledged, said assignor hereby assigns, sells and transfers to s~id assignee, and said 
assignee's successors and assigns, the entire and exclusive right, title and interest in and 
to said application, including any and all divisions and continuations thereof, and in and to 
said invention and any and al.l patents which may be granted therefor, including' any and al.l 
renewals, reissues and prolongations thereof; said assignee, and said assignee•a successors 
and assigns, to have, hold, exercise and enjoy the said app.lication, including any al.l 
divisions and continuations thereof, and the said invention and any all patents which may be 
granted therefor, including any and all renewals, reissues and prolongations thereof, with all 
the rights, powers, privileges and advantages in anywise arising from or appertaining thereto, 
for and during the term or·-.. t_erms of any and all such patents when granted, including any and 
all renewals, reissues and prolongations thereof, for the use and benefit of said assignee, 
and said assignee 1 s successors and assigns, in as ample and beneficial a tnamler as the said 
assignor might or cou.ld have held and enjoyed the same, if this assignment had not been made. 

A.:.om said assignor hereby agrees to perform, upon the request of said assignee,. or said 
assignf',.e • s successors or assigns, any and a11 acts relating to the obtaining· or -to the 
asserting of said patents, including any and all renewals, reissues and prolongations thereof •. 

AND said assignor authorizes and requests the Commissioner of Patents and Trademarks to 
iseue Letters Patent on said application, and on any and all divisions and continUations 

·thereof, to sa_id assignee, and said assignee's successors and assign8, in accordance herewi,th. 

EXECOTED, this~ day of _Q..;..J-rJI-J_.s+....._ __ , 1998 • 

signature= ~P.;.-. . ;;,;·h~..J=----¥~----------
Name Milti :Ualler 

EXECUTED, this l_~ day of 1 'J &t 2 r 
~:;;;;;;:;= Signature: S:: . 

Name : Jul; all val iko · 

wrrNESS: () ~ 
Signature:X' 3 
Name :X · r 

WIT.NESS ~­
Signature: X ~. . 
Name : X XfG KAL~L 

, }.998. 

WIT.NESS f'llu • J. • f 
Signa-ture: X 'I" "i:. t 
Name . :X 8ttfiL i,}(l/ 

.. . :· _.·: .......... . .._: .. :~:~ .. : .. ~. ... : 

· ... 

ANC 206 
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UNITED STATES 
PATENT AND 
TRADEMARK OFFICE 

JUL'i' 15, 2002 

VENABLE 
PO BOX 34385 
WASHINGTON, D.C. 20043-9998 

• 
COMPUTER UPDATED : 

IJN 

PTAS 

{{lk 

3· 9C,Jt, ... /7/,/~{p 

Commissioner for Trademark 
Arlington, VA 22202-351: 

www.uspto.go 

IIIIW UIDIIIUIIIU 1m 111111 
*102089862A*. 

UNITED STATES PATENT AND TRADEMARK OFFICE 
NOTICE OF RECORDATION OF ASSIGNMENT DOCUMENT 

THE ENCLOSED DOCUMENT HAS BEEN P..ECORDED BY THE ASSIGNMENT DIVISION OF 
THE U.S. PATENT AND TRADEMARK OFFICE. A COMPLETE MICF..;~?ILM COPY IS 
AVAILABLE AT THE ASSIGNMENT SEARCH ROOM ON THE REEL AN'.u FRAME NuMBER 
REFERENCED BELOW. 

PLEASE REVIEW ALL INFORMATION CONTAINED ON THIS NOTICE. THE 
INFORMATION CONTAINED ON THIS RECORDATION NOTICE REFLECTS THE DATA 
PRESENT IN THE PATENT AND TRADEMARK ASSIGNMENT SYSTEM. IF YOU SHOULD 
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE,. YOU MAY 
CONTACT THE EMPLOYEE WHOSE NAME APPEARS ON THIS NOTICE AT 703-308-9723. 
PLEASE SEND REQUEST FOR CORRECTION TO: U. S. PATENT AND TRADEMARK OFFI-cE, 
ASSIGNMENT DIVISION, BOX ASSIGNMENTS, CG-4, 1213 JEFFERSON DAVIS HWY, 
SUITE 320, WASHINGTON, D.C. 20231. 

RECORDATION DATE: 05/09/2002 REEL/FRAME: 012882/0558 
NUMBER OF PAGES: 4 

BRIEF: REQUEST FOR CORRECTION TO -cORRECT THE ASSIGNOR'S NAME PREVIOUSLY 
RECORDED AT REEL 012617, FRAME 0830 

ASSIGNOR: 
M.Y.P.D. TECHNOLOGIES, LTD. 

ASSIGNEE: 
BEEBLE, INC. 
PO BOX 4066 
NEWPORT BE..~CH I CALIFORNIA 
92661-

4066" 

SERIAL NUMBER: 09164777 
PATENT NUMBER: 6411941 

STEVEN POST I EXAMINER 
ASSIGNMENT DIVISION 
OFFICE OF PUBLIC RECORDS 

DOC DATE: 02/21/2002 

FILING DATE: 10/01/1998 
ISSUE DATE: 06/25/2002 
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For.;~~ 

(Rev.O:Wl) 
- ~ .. """~ ~-10-~UU' 

OM8 No. 0651.0027 (exp. 513 

\~IIIHIIUmlllmiBIII 
RSHEET 

JLY 
U.S. Patent and Tlltdemark Office 

102089862 

1. Name of conveying party(ies): 
M.Y.P.D. T~, Ud. 

3. Nature of conveyance: 

0 Assignment 0 Merger 
·"'· 

0 Security Agreement 0 Chiinge of Name 

I8J other REQUEST FOR CORRECTION 
To correct assignor's name previously recorded at Jeel 
012617,frame 0830 

Execution Date: February 21. 2002 

4. Application number(s) or patent number(s): 

Atty Docket 39636-176166 

2. Name and address of receiving party(ies) 

Name: Beeble, Inc. 

Internal Address: 

StreetAddress: P.O. Box4066 

City: Newport Beach State/Country: California 

Zip: 92661-4066 

Additional Name(s) & address(es) attached? 0 Yes 181 No 

If 1his document is being filed together with a new applicatioi'l, the executiOn date of the application by the first named inventor il: 
A Patent Application No.(s) B. Patent No.(s) 

091164,7n 

5. Name and address of party to whom correspondence 
concerning this document should be mailed: 

. 1111~~1111~111~11 
6. Total number of applications and patents invdved: ffl 

26694 

Name: VENABLE 

Address: P 0 Box 3438S 

~ PC Doc& NO. 372720 ... 

7. Total fee (37 CFR 3.41) .•.••.. $ 40.00 

181 Enclosed 

0 Authorized to be Charged to deposit account 

8. Deposit account number: 

22-0261 

(Attach duplcate copy of this page if paying by deposit account) 

c~ 

Cemmlssioner of Patenla & Tradematb, Box Asal(lnmentl 
Wlllhington, D.C. 20231 
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-- ,... f ... ,.,....,~ 

111WIIIWUIIIIIIIIIIII 
(Rev. 03101) 
OM8 No. 0651..oo27 {exp. 513112002) 

Tab settings Q Q ·Q 101 ~99450 • p.t(IJ uocket 39636-176166 

--~ovw, 
1. Name of conveying party(ies): /~+ .t~ 
M.Y.P.D. Technologies, Inc. !~ ~ 

i::/ 

u-zi~ • t z m 2-2.7- \~ 
-~ 

Additional name of conveying party(i~~ttghgi\ 

3. Nature of conveyance: 

1Z1 Assigrment 

0 Security Agreement 

0 Other 

Execution Date: February 21 I 2002 

0 Merger 

'0 Change of Name 

4. Application number(s) or patent number(s): 

2. Name and address of receiving party(ies) 

Name: Beeble, Inc. 

lntemal Address: 

Street Address: ,_P~.O::.:.·..::B;.;ox~4~066=;...· ---------

.~.· 
---------------~ ~~------
City: Newport Beach 

Zip: 92661-4066 

State/Coootry: -cA 

Additional Name(s) & address(es) attached? 0 Yes (gl No 

If thls document is being filed together with a new application, the execution date of the application by the first named inventor is: 

A. Patent Application No.(s) B. Patent No.(s) 
09/164,n7 ------

5. Name and address of party to whom correspondence aHKemmgth•liillfled: 
26694 

PATENT~OFflCE 

Name: VENABLE 

Address: P.O. Box 34385 

Zip: 20043-9998 

DO 

No 

6. Total number of applications and patents involved: fll 

7. Total fee (37 CFR 3.41) .. I .... $ ~ 

181 i:nclosed 

0 Authori2ed to be charged to deposit account 

8. Deposit account number: 

22-0261 

(Attach duplicate copy of this page if paying by deposit account) 

kno,wlerlae and belief, the foregoing infonnation is true and conect and any attached copy 
~ .. ~,, ....... document. 

Jeffri A Kamjnski 
Name of Person Signi'lg 

cover 
Commissioner of Pateru & Trademarb, Box Assignments 

Washington. D.C. 20231 

Februi!Q' 27 2002 
Date 
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ASSIGNMENT 

WHEREAS, M.Y.P.D. Technologies, Ltd., an Jsrneli corporation, hereinafter referred to as the 
assignor, is an owner of United States Patent Application No. 09/164,777 and the inventions disclosed 
therein (hereinafter the "Patent Application''), as evidenced by an Assignment recorded on OctDber I, 1998, · 
at Reel/Frame 951 0/0320; and 

WHEREAS, Beeble, IDe., a Delaware corporation whose mailing address is P. 0. Box 4066, 
Newport }3Qch, California 92661-4066, hereinafter referred to as the assignee, is desirous of acquiring the 
entire right; title and interest in and to said patent application that is owned by assignor, including any and an 
divisions and continuations . thereof, and in and t9 said inventions and any and all patents which may be 
granted therefor, including any and all renewals, reissues and prolongations thereof; 

NOW TIDS WITNESSES, that for and in consideration ofTen Dollars ($10.00), and other good 
" and valuable consideration paid by said assignee to the assignor, the receipt of which is hereby 

acknowledged, the assignor hereby assigns, seJis and transfers to said assignee, and said assigncc'~·~·-·J~..essors 
and assigns, the entire and exclusive right. title and interest in and to said patent application, including any 
and all divisions and continuations thereof; and in and to said inventions and any and all patents which may 
be granted thereon; said assignee, and said assignee's successors and assigns, to have. hold, exercise and 
enjoy the said inventions and patents and patent applications, including any and aD divisions an4 
continuations thereof, and including any and all renewals, reissues and prolongations thereof, with· aU the 
rights, powers, privileges and advantages in anywise arising from or appertaining thereto, for and during the 
tenn or tenns of any and all such patents when granted, including any and all renewals, reissues and 
prolongations thereof, for the use and benefit of said assignee, and said assignee's successors and assigns, in 
as ample and beneficial a manner as the said assignor might or could have held and enjoyed the same, if this 
assigmnent bad not been made. . 

EXECUTED,thisl/ dayof {J.,.v~ ,2002 ~ 

STATE OF CALIFORNIA 

COUNTY OF ORANGE } SS. 

ASSIGNOR: 
M.Y.P.D. Technologies, Ltd., 

On February ~002, before me, the undersigned, a Notary Public in and for said State, personally 
appeared MIKI MULLOR petsu.ualiy laaonn to me-OR proved to me on the basis ofsatisfactol}' evidenoc to be the 
person whose name is subscnDed to the within instrument and acknowledged to me that he executed the same in his 
authorized capacity, and that by his signature on the instrument the person, or the entity upon behalf of which the 
person acted. executed the instrument 

WITNESS my hand and official seal. I.ZACHARYT. GRAVES L '/ ... 6 ~r------~~ COMM ... 1304764 o 
U ,..._ • NOTARYPU81.JC.CWF0111 ~ m ORANGE COONTY w 

-c. .4 c..,.,.,~,. 7.. '4_., v.-::;S" L ~ • MyTenaExp.Mayl7,20115 1 
0 

Name (Typed 01t Printed) 
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9-2&-2001 9:ee;AM 

M.Y..P.DT~ogie;tL'll> 
Allllraeli ~ COJ:PlWl)' .(Jsraeli Jl) 51·2&869-4) 

Bs>ard· ofDiDPKD ••• , protoool date4 Hi19Q001 

~m:sart: all JJleDlbel.$ of board of dilec:ton 
JuHan VJ.Uku, Israeli dttz:l. ID 0..11ST118-6 
Mild MuUor, Israeli ciliJea. 1D 0-25327644-4 

1. To ttllllfer witfl no c::o.nsldendoa of~ ;presem*Dd f!Stule lepl rlpts in the 
Jntcneaual pNpcrty of1he c:ompan)'• JncludbJJ aD riaht.c tepdlog a p*M 
ap,plicadoo in the 'Uniied Ststec of America. mel the &tate ot'lsraal, to BeeNe, me., 
a~ buccl CCiiDpaD1 Joccr:4ia Cillifoalia. US. 

2. To appoiDl Mr. MiJri M:olkras m eucutor o(thls •wmbl)"s decisica. 

3. To autht'du Mr. Miii M11Uw~ carry my IICiiao Dl!aded to e:xecmc 1bi& 
as~y'' dt.cili.aal. 

P. I 
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I 
. I 

I 

• • 
M. Y .P .D TcchJloloJia Lm 

. 1\DJme,\; ~~ (bndilD 51~262869-4) 

Protocol ofExcegtional General AsEembly held on 1619fl0()1 

P.tt::liCilt: allah~ 
Jalian Vlaiku, lsradi citiW. XJ) 0-11.57718-45 
Mil:i Mnll«. Imdi dlizeo., m o-2.5327~ 

1. Tnmsfcr with DO COILiiidcnllicm <4 all p:uct:Jt aDd At=e ¥ rlJbU'ia the 
inletlecUlal popany mlbo wmpJOy, i1Jclnctins aD~ Rprdina a patc:Dt 
applieati<lll.iJllhc UJd\e4 SwtAI of America mel tho she ol!sz:ad. to Beeblc.Inc.. . 
an .Amarican based oompGDY located in Califamia, US, ddt dle sJwdloldcn 
IJl'C*Ol ia Ibis mcctiq have rig!N ia. 

1. To itansfer with no roa~ «aD~ and future lead rigbll bi cbe 
intt:Jlcl:tllal propctt;y ot tho compNl}'t ind•s all riFtc ~ep:diDa a~ 
~en .ba ~ Ullikd State~ d .Am&dca and tbe sta of Israel, to Becb1c. ~. 
an AlncticiJl hued COD!p.lll)' looaecl m califclh'U, us. 

2. To appo1ul Mt. MJki ~as an exeart«of ihilaucmbly'a drdaa. 

3. To au~~ Mr.ldila Mollar to catty 11.11 acdca ~~execute fhil 
ll!ICIIlbll·• &dsiCG~. . 
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UNITED STATES e 
PATENT AN~ 
TRADEMARK OFFICE 

APRJ;L 24, 2002 

VENABLE 
PTAS 

Chief Information OffiC 
Washington,. DC 202 

www.uspto.g 
JEFFRI A. KAMINSKI 
P.O. BOX 34385 
WASHINGTON, D.C. 20043-9998 IIIII~ 11111111~ ~~~ IB ~9 li 111111111111 

*101999450A* 

UNITED STAT~S PATENT AND TRADEMARK OFFICE 
NOTICE OF RECORDATION OF ASSIGNMENT DOCUMENT 

THE ENCLOSED DOCUMENT HAS BEEN RECORDED BY THE ASSIGNMENT DIVISrON OF 
THE U.S. PATENT AND TRADEMARK OFFICE. A COMPLETE MI~ROFI~~ COPY IS 
AVAILABLE AT THE ASSIGNMENT SEARCH ROOM ON THE REEL AND FNJ.iE NUMBER 
REFERENCED BELOW. 

PLEASE REVIEW ALL INFORMATION CONTAINED ON THIS NOTICE. THE 
INFORMATION CONTAINED ON THIS RECORDATION NOTICE REFLECTS THE DATA 
PRESENT IN THE PATENT AND TRADEMARK ASSIGNMENT SYSTEM. IF YOU SHOULD 
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, YOU MAY 
CONTACT THE EMPLOYEE WHOSE NAME APPEARS ON THIS NOTICE AT 703-308-9723. 
PLEASE SEND REQUEST FOR CORRECTION TO: U.S. PATENT AND TRADEMARK OFFICE, 
ASSIGNMENT DIVISION, BOX ASSIGNMENTS, CG-4, 1213 JEFFERSON DAVIS HWY, 
SUITE 320, WASHINGTON, D.C. 20231. 

RECORDATION DATE: 02/27/2002 REEL/FRAME: 012617/0830 
NUMBER OF PAGES: 4 

BRIEF: ASSIGNMENT OF ASSIGNOR' ' S INTEREST (SEE DOCUMENT FOR DETAILS) . 

ASSIGNOR: . 1 J 
M.Y .P.D. TECHNOLOGIES,~ /_7q. 

ASSIGNEE: 
BEEBLE, INC. 
P.O. BOX 4066 
NEWPORT BEACH, CALIFORNIA 
92661.-

4066 

SERIAL NUMBER: 09164777 
PATENT NUMBER: 

THERESA FREDERICK, EXAMINER 
ASSIGNMENT DIVISION 
OFFICE OF PUBLIC RECORDS 

DOC DATE: 02/21/2002 

FILING DATE: 10/01/1998 
ISSUE DATE: 

' .. ·-... 

v:: .. 
.......... --· 
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1 

• 
tJNrrno STATES PATENT AND 'JRAoEMARK OF'Fic.E 

APPLICATION NO. FILING DATE 

09/J64,m 1010111998 

1590 01/JS/2002 

SPENCER AND FRANK 
SUITE 300 EAST 
1100 NEW YORK A VENUE NW 
WASHINGTON, DC 200053955 

·; FIRST NAMED INVENTOR 

MIKIMULLOR 

I 

• 
UNITED STATES DEPARTMENT OP COMMEJICE 
UDi..,.. Sta-P••-• aDd T••d-lrk otne. 
A4dnH: COMMIGIIJOtoiER OF PATENT8 .ANDTII.AilEMAlUal 

w-..,-,D.C. l!ODJ 
..... __ _ 

I ATTORNEYOOCKETNO.J CONFIRMATION NO. 

REJNC4237 .OJ 7068 

EXAMINER 

HEWm ll, CAL VJN L 

ART UNIT PAPER NUMBER 

• 2161 

OAT£ MAILED: OJ/JS/2002 

Please find below and/or attached an Office communication concerning this application or proceeding. 

PT0-90C (Rev. 07-0J) 
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• 

.M. Y.PD Toclmalogie& LID 
AD Jme.\i ~~<:ODipllll)' (rmsdi m SJ .. 26286'9-4) 

Protocol ofBx~tiona1 Gmetal Assemblv held on 1619tl001 .---

PtC!Ielll: all shatebolde# 
1.uim Vlaiha,lii:n.cli eitir.&a.II>0.11S7718-45 
MUi MD11or. Isa.eli oithea. m 0.2..5327644-4 

1. TnmsfCI"with DO ~Oil <4 6ll pcecnt _, ft®re Jeeal :rigbcs ia the 
int6t1ecmal propeny of~ WWJ1~1• iDCJqctiq all riptl n:prdin.g a patcut 
applicatiOil.iD die Uzlited Star.tA of Amcr:ica mel tho"* of h:r:at:1. to Bee'blc.ID.c .. 
an Amorican baJed W~DpQ~JY located in CWl'omia, us, dlat tb& sharcho1dcn; 
~ill this mecdDg la~rigbtf m. 

Decisi.ODJ: 

1. To transfer with no CXJD5idetatio.n of aD prese1rt and future 1ep1 rlgbll ui tbe 
intcDec:tual 'flopctt)' of tho C9DlpNl1~ m~ all rlsbts repdins • patOat 
appllcatiDCJ iD dJe United SUta of Anl&rica and tbe mm of Janel, to Becb1c, I'D.c.. 
an Alncrictn hued company locatecl m Califattaia. us. 

2. To atJpomt Mt. Mlki Mallar as an Cl:ecoUr of thU uscmbly'a deeis.ioaL 

3. To autbodze Mr. Miki Maliar to t;ttrty llllf acdca ~to execute tbil 
uscmbl,·s decisi~. · 
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i/5! 
enab e FiUng Number 

Atty. Docket No. 39636-176166 

2127/02 
Filing Date 

Re: METHOD OF RESTRICTING SOFTWARE OPERATION WITHIN A LICENSED LIMITATION 
Application No.: 

Patent No.: 
09/164,7n FiHng Date: October 1. 1998 

Issue Date 
Trademalk: Trademalk Reg. No: 

OppositiOn/Cancellation No: 

The following items were received from Venable, Washington, D.C., by the U.S. Patent & Trademark Office: 

U.S. PTO FEES ENCLOSED 

------ RCE Transmittal Sheet 

Issue Fee Part ------ Invention Declanition ------ National Stage Application 
------ Translation of International Application 

New U.S. TM Application L specimens) 

------ Rule 53( d) Continuation or Division Application 
Rule 53(b) Continuation or Division ------ Application (in Duplicate) (attach copy of 

------ specifications, claims, drawings & declaration) 
Priority Document-Cert.Copy of Appln. # 

------ -----Date __ _ 
__ ...=.X=X=---- Assignment w/Cover Sheet 

IDS w/ PT0-1449 (with references) ------
------~ Amendment (with marked up version) 

Submission of Substitute Specification ------_____ ...;.. Petition/Request for Extension of Time 

------ Notice of Appeal 
------ Appeal Brief (in triplicate) 

Request for Oral Hearing ------ Confinnation of Hearing Petitiort 
------ Letter Under 37 CFR l.28{c) 

Certificate of Correction 
------ Maintenance Fee Tninsmittal 

TM Statement of Use ------ Declaration Under 8 
------ Declaration Under 8 and 15 

TM renewal Application ------ Notice of Opposition ------------ Supplemental Search Report and Annex 
Postcard 
Change of Address 

1331763v2 

------ Filing Fee 

------ Surcharge Fee 

------ Additional Claim Fee 

Recordation of Assignment 
_ _..;:$;..:.4.;:.:0.~00;;......_ Fee 

IDS Fee. ------

·Extension Fee ------
------ Notice of Appeal Fee 

------ Brief on Appeal Fee 

------· OraiHearing Request Fee 

------ Petition Fee 

------ Issue Fee{Additional) 

------ Maintenance Fee 

------ TM Statement of Use · 

8 Affidavit F-ee ------
------ TM Renewal Application F-ee 

------ Notice of Opposition Fee 

------ Terminal Disclaimer 

Fee: $40.00 

Check Number ---------------------
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Fonn PTO-ts9S REna DATION FORM COVER SHEET •. u.s. DEPARTMENT OF coMMERce 
{R~v. 03/01) -... · W U.S. Patent and Trademark Office 
OMB No. 0651-'0027~exp. 5/31/2002} PATENTS ONLy .. 

Tab settings ·c:> .~ c:> 'Y AttyDocket 39636-1761'66 

To the Honorable Commissioner of Patents and Trademarks: Please Record the attached original documents or copy thereof. 

1. Name of conveying party(ies): 
M.Y.P.D. Technologies, Inc. 

2. Name and address of receiving party(ies) 

Name: Beeble, Inc. 

Internal Address: 

Additional name of conveying party(ies) attached? 0 Yes l8l No 

3. Nature of convey.ance: 
Street Address: _,P_.o:;;.;.'""B;;.;;o:-.:x:...4:.:066=-----------

~ Assignment D Merger 

0 Security Agreement 

0 Other 

0 · Change of Name 
City: Newport Beach State/Country: CA 

Zip: 92661-4066 
Execution Date: February 21. 2002 

Additional Name(s) & address{es) attached? 0 Yes 181 No 

4. Application number(s) or patent number(s): 

If this document is being filed together With a new application, the execution date of the application by the first named inventor is: 

A. Patent App~catioo No.(s) B. Patent No:(s) 

09/164,777 

Additional numbers attached? 0 Yes _0 No 

5. Name and address of party to whom correspondence 
concerning this document should be mailed: 

· IIII~IIIIIII~II~~!I~WIIW · 
26694 

PATENTTR.ADEMA.RX OfflCE 

Name: VENABLE 

Address: P.O. Box 34385 

City: Washington State: D.C. Zip: 20043-9998 

6. Total number of applications and patents involved: ffi 

7. Total fee (37CFR3.41) ....... $ ~ 

l8l Enclosed 

0 Authorized to be charged to deposit account 

8. Deposit account number: 

22-0261 

(Attach dupfJCate copy of this page if paying by deposit account) 

DO NOT USE THIS SPACE 

· 9. Statement and signature. 
To the best of my knowledge and belief, the foregoing information is true and correct and any attached copy 

is a true copy of the original document. /} ././·: .(/ /> / /<:<~/f' 
Jeffii A Kamjnskj ! >hV 1 .·· • · {,. ' .· kl. ·~·· • ...- t/ ( february ·27 '002 

Name of Person Signing ;jf_/. 6 
Signature Date 

lk.~tonn•·D 
YU~ 

~.YJ:O.a:t.Jf.Y • .t.'J.I..&,. 

Total number ofpa!le~nltluding cover sheet, attachments, and documents: 
Mall documents to be recorded with requ1red cover sheet mfonnatlon to: 

RC Docs No. 21352.006 

Commissioner of Patents & Trademarks, Box Assignments 
Washington, o.c. 20231 
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., • ASSIGNMENT 

WHEREAS, M.Y.P.D. Technologies, Ltd., an Israeli corporation, hereinafter referred to as the 
assignor, is an owner of United States Patent Application No. 09/164,777 and the inventions disclosed 
therein (hereinafter the "Patent Application"), as evidenced by an Assignment recorded on October 1, 1998, 
at &:ei!Frame 9510/0320; and 

WHEREAS, Beeble, Inc., a Delaware corporation whose mailing address is P. 0. Box 4066, 
Newport Beach, California 92661-4066, hereinafter referred to as the assignee, is desirous of acquiring the 
entire right. title and interest in and to said patent application that is owned by assignor, including any and all 
divisions and continuations thereof, and in and to said inventions and any and all patents which may be· 
granted therefor, including any and all renewals, reissues and prolongations thereof; 

NOW-TillS WITNESSES, that for and in consideration of Ten Dollars ($10.00), aDd other good 
and valuable consideration paid by said assignee to the assignor, the receipt of which is hereby 
acknowledged, the assignor hereby assigns, sells and transfers to said assignee, and said assignee's successors 
and assigns, the entire and exclusive right, title and interest in and to said patent application, including any 
and all divisions and continuations thereof; and in and to said inventions and any and all patents which may 
be granted thereon; said assignee, and said assignee's successors and assigns, to have, hold, exercise and 
enjoy the said inventions and patents and patent applications, including any and all divisions and 
continuations therebf, and including any and all renewals, reissues and prolongations thereof, with all the 
rights, powers, privileges and advantages in anywise arising from or appertaining thereto. for and during the 
tenn or terms of any and all such patents when granted, including any and all renewals, reissues and 
prolongations thereof, for the use and benefit of said assignee, and said assignee's successors and assigns, in 
as ample and beneficial a manner as the said assignor might or could have held and enjoyed the same, if this 
assignment had not been made. 

EXECUTED, this 2./ day of hJ..v;:::> , 2002 

STATE OF CALIFORNIA 

COUNTY OF ORANGE' } SS, 

ASSIGNOR: 
M.Y.P.D. Technologies. Ltd., 

On February zlloo2, before me, the undersigned. a Notary Public in and for said State. personally 
appeared MIKI MULLOR petsonaUy kncMJt f«~ me- Olt proved to me on the basis of satisfactory eVidence to be the 
person whose name is subscnOed to the within instrument and acknowledged to me that he executed the same in his 
authorized capacity. and that by his signature on the instrument the person, or the entity upon behalf of which the 
person acted. executed the instnunenl 

WITNESS my hand and official seal. 

/ .r 6 ~-----~=..., 
'"' '*' c ..., "" At-:, T.. ' A.~ v r-::5 

Name (Typed or Printed) 
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9-25-2001 9. 06A/>1 

M.:Y.P.D Tocbnolog,it$ LTD 
An :r.meu ~~~Ji 1D 51-261.36.9-4-) 

Bwd o{PireRtm§ JDC£tiJCS ~otocol dated 16J9li0Ql 

P.r=sdlt an :me.m.be:ra or board or ditf>caxs 
lnlim Vlldku. macll dti=l. ID O..llS7718-6 
Miki Mullar, Israeli cili21!G. ID 0...2S327644-4 

1. To tr&blfe:rm'lla no~ of an pesart aod flmle lepl .rights m tl'le. 
~al propcn;y ot lho compG)'a inducbg aD nglltsrepdl.ug a~ . 
ap_plic3tim ill tb8 UniiEd Stmee of America. and the itDm of Israel, tn Beeble. me.., 
D ~ 'bas.cd ~ I&x:atcdiJJ. Califatai,a. US. 

2. To appoint Mr . .MD:i.Mullar as m euootor o(tlrls wembJYs dr:cisiotw. 

3. Th authodD Nr. Mil:i ~ul1or 'll:l C2tt1 1m:y ICtion •ded to uecme 1bia 
~,, dt.cisiou& 

.. 

P. 1 
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. . 
• 

I 
I 
i 

l 
l 

M. Y .P.:P Tech:aaiogiae LtD 
Ail~~~·(fJndiiD~l~ 

Protocol o!Bx~onal Om.eral Aasembly held on lt5J9fl001 

~: all sharebolden 
liWm VIam., Jsracli cltl.t.era. m 0..1131TlU 
Mik!MDU.or, I6R.di ~ ID 0-~644-4 

i. Tnm.cfcrwitb :no~dc:nli<i:l <:4 All~ • tulDle lepl riaJste .ia tho 
lntolt&iltnalpmpcny af 1bo ~y, mc!wfina all Jirbt. :n::prdina a pakut 
applicali()R .ill die Utliteci Sr:ues. of AmeDca ADd the ltaia oflsrad. to~ k .. 
aa.Amariclm baMd eompGUY located in Caiifamia, TJS, Chat d:l& sharcholdc:r5 
pm5II:Qt m. thil mectins h•ve np iL 

1. To 1l:ans:ferwith no~ of aD presem md future leaal :rigbti;D me 
intdlcc:wal popcrty of~~' jg,c;l~l all rlgbaa mgarilins a~ 
appJielrtiDb ba lba Unibd Statel of .Amctica and the ~of llrael, to Beeblc. 1Dc.. 
an A:mcrican be.sed COJnl'm:r lcc:aiecl iD califatl'li.a. US. 

2. To appaiut Mr. Miki Mull.tl' u .an execator ol thJa uscmb1y's d~L 

.3. To wthaizc Mr.ldiki Mallarto c.-y 'lA"/ acticD ~to exec:uW til 
asJCUlhly"s dl:clsi~. · 
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From: 

To: 

Fax Notes: 

Pg# Description 

1 Cover Page 

2 631.TXT 

t"'n'-11:. VV.L/VV'\t 

Facsimile Transmission 
This .comp5ny UStiS RightFA~ fax 
~/Ver software from RightFAX, Inc. 

Name: USPTO ASS~GNMENT DIVISION 
fax Number: 
Voice Phone: J03-308-97.23 

Name: 
Company: 
Fax Number: 
Voice Phone: 

ROBERT KINBERG 
575 7TH STREET NW 
l2023448300 

4 Document 1, Batch 398865 

PTAS FAX PROCESSING 

Date and time of transmission: Wednesday, December ~9. 2004 12:03:16 PM 
Number of pages including this cover sheet: 04 

A RigllrFAX"' Communicated Document 
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UNinD STATES DEPARTMENT OF COMMEACI! 
Patent and Trademark·Offica 
/!ISS/STANT SECfi:TARY MD~ 

DECEMBER 29, 2004 

ROBERT KINBERG 
575 7'J'IT 5'J'RF.F.'J' NW 
W.A5TTTNG'rON, DC .?.0004 

~ I'A1ENTS All() TFWJEMNICS 
~. o.c. 20231 

llllllllllllmii~IIBII~IIUIII 
"P'J'.A5 

t1NT'l'F.O 5'l'.A'l'F.S "P.A'l'F.N'l' .ANn 'l'RATF.M.ARK OFFTCF. 
NOTICE OF RECORDATION OF ASSIGltiEN'!' DOClMEN'l' 

THE ENCLOSED DOCUMENT HAS BEEN RECORDED.BY THE ASS~GNMENT DIVISION OF 
'l'TW. tT. 5. "PA'J'F.N'r ANT) 'l'R.AmMARK OFFTCF.. .A COM"PTF.'J'F. MH:ROFTT.M COPY TS 
.AVA TT JU1T.F: .A'r 'rTTF. .A55TCNMr::N'l" SF..ARCH ROOM ON !'i'IfF. RF.F:T. ANn FRAMF. NlJMllF.Ft 
REFERENCED BELOW. 

"PT.F.A5F. RF.VTF.W AT.T, TNFORMA'l'TON CON'T'.ATNF.n ON 'MTT5 NO'J'TCF.. 'i'TW. 
TNFORMA'T'T()N Ct1N:'T'ATNF:D nN 'T'TTTS RF.CORDA'l'TON NOTTCF. RF.FT,F.C:'r5 'l'TTF. · D.A'l'.A 
PRF.5F.N'l' TN 'rTTF. PA'T'F.N'r ANn 'T'RADF.MARK A55Tr.NMF:N'l' SYS'J'F:M. TF Yt">U mrotTT.n 
FIND ANY ERRORS OR HAVE QUESTIONS CONCERNING THIS NOTICE, YOU MAY 
CON'T'AC'T' 'l'HF. F.MPT.OYF.F. WTT05F. ~ AP"PF.AR5 ON 'MTTS NO'T'TCF. .A'J' 703-308-97?.3. 
PT.F:.A5F. 5F.Nn RF.QtW.S'l' FOR CORRF.C'T'TON 'T'O: TT.fi. "PA'T'F.N"r ANn 'rRAOr:MARK OFFT·C'"..F., 
A55TCNMF.N"r DTVTSTON, ntiX .A5STC~N'r5, -GC-4, "I .'-"13 .mFFF.R50N D.AVTS TIWY, 
5lJT'T'F. 3.?.0, WA5TTTNC'T'ON, O.C • .?.0.?.3"1. 

RF.COROA'l'TON D.A'l'F.: "1.?./.?."1/?.004 RF.F.T./FR.AMF.: 0"15494/0.?.43 
NUMBER OF PAGES: 3 

BRIEF: ASSIGNMENT OF ASSIGNOR'S INTEREST (SEE DOCU1ENT FOR DETAILS). 

ASSTC:NOR: 
BEEBLE, INC. 

ASSIGNEE: 
.ANCORA 'J'F.CTTNOT.OGTF.5 TNC. 
397.?. nARRANCA Pf<'WY, StTT'rF. .7458 
IRVINE, CALIFORNIA 9260'6 

DOC DATE: 12/20/2004 

SERIAL NUMBER: 09164777 FILING DATE: 10/01/1998 
PA'T'F:N"r NlJMnF.R: 64"1 "194 "I TSstW: D.A'l'F.: · 06/?.5/ .'-00?. 
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.• PART B- FEE(S) TRANSMITIAL 

Complete and mail this form, together with applicable fee(s), to: Box ISSUE FEE 
Assistaat Commissioner for Patents 
Washingtoa, D.C. 20131 

MAILING iNSTRUCTIONS: Thi5 f()(IQ should be used for trnnsmitting the ISSUE FEE and PUBLICATION FEE (if ~uired).. Blocks I through 4 should 'be ~leted 
where allpropriace. All further corte~~ including the Patent, advance orders and notification of maintenanee fees will 6e ma1led to the cum:nt Correspondence addiess as 
indicated unless comctcd below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FI:E ADDRESS• for 
maintenance fee nolifications. 

7S90 0312812002 

SPENCER AND FRANK 

NOte: The certificate of mailing below can only be used for domeslic 
mailings of the Fee(s) Transmittal. This certificate cannot be used for any 
other accompanying papers. Each additional p~. such as an assignment 
or fonnal drawing, must have its own ccrtificale of mail ins. 

StnTE 300 EAST Certifleate ofMaiUac · 
I hereby certify lhat this Fee(s) Transmittal is being ~ted with tbc 
United Stales Postal Service with sutrtcient postage for fll'St class IJIIIiJ in an 
envelope addressed to the Box Issue Fee adilresJ above on lhc date 
indicated below. 

1 100 NEW YORK A VENUE NW 
WASHINGTON~ DC 200053955 

APPUCA TlON NO. FILJN(i DATE FIRST NAMED INVENTOR. ATIORNEY DOCKET NO. COHFJRMATJON NO. 

09/164,m HWI/1998 MIKI MULLOR ...aRal~1aa;:.81 7068 
11n.E OF INVENTION: METHOD<>F RESTRICTING SOF"IWARE OPERATION WfniiN A LICENSE LIMITATION 

·TOTAL CLAIMS AJ'PLN. TYPE SMALL ENTITY ISSUE FEE PUBLICA noN FEE TOTAL F'EE(S) DUE J DATE DUE 

19 nonprovisioaal YES 

ART UNIT 

HE WilT II, CAL YIN L 2161 

I. Change of correspondence addJ'ess or indication of •fee Address• (37 
CFR 1.363). Use ofPTO fonn(s) 11nd Customer Number are recoiiHIICndcd, 
but nol Rquimi 

0 Chan~ of conesponclence address (or Change of Correspoodence 
Address form PTO/SB/122) attacbed. 

XX"Fee Address• indication (or "Fee Address• Indication form 
PTO/SB/41) attached. · 

so 

705-059000 

2. For printing on the patent ftont pace, list (I) 
the names of up to 3 regisiCred patent auomeys 
or agents OR, altemativcly, (2) the name of a 
single fmn (having as a mcmh« a reaistcmd 

2 attome)' or agent) and the names of up tO 2 
regiSiered patcllt attorneys or agents. If no name 
is listed, no name will be printed. 3 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

$640 0612812002 

VENABLE 

Robert Kinberg 

Jeffr1. A. Kaminski 

PLEASE NOTE: Unless an assignee is identified below, 110 assignee data will appel! on the ~t. Inclusion of assignee data is only~ when an assipment has 
been pRviously submitted to the USPTO or is being submined wider separate cover. Completion of this form is .NOT a substitute for filing an assignment. 
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Beeble, Inc. · Newport Beach, CA 

Please check the appropriate assig:t"'..e category or c:ategorics (will not be printed on the pat~) 0 indh-idual ~rpor.ttioo or other private group entity 0 govemmeat • 

4a. The: following fee(s) arc enclosed: 

tJ Issue Fee: 

0 Publication Fee 

4b.Pa~toffee(s~ 

~check in the amount of the fee(s) is enclosed. 

0 Paymept by credit card. Form PT0-2038 is attached. 

0 Advance Order· N of Copies------
X«rhe Commissioner is he5e~v IIMihorizcd by clwJ:e the required fee(s}, or credit any ovapa~ to 
Deposit Account Numb« ;t.C-1JltH - {eneiOse an extra copy of this form). 

The COMMISSIONER OF PA TENI'S AND TRADEMARKS is requested to apply the Issue Fee: and Publication Fee (if any) or to re-apply lillY pRViously paid issue fee 10 the 
application idcntifted above. · 

BUldCR Hour Statement: 'hiii form is estimated to take 0.2 hours to complete. Time wilt vary 
depending on the needs of the individual case. Any comments on the amount of time Je4UireCl 
10 complde this form should be sent 10 the Chief Information Officer, United Stales Patent 
and Trademark Office, Washington, D.C. 20231. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND FEES AND llfiS FORM TO: Box Issue Fee, 
AssiSiallt Commissioner for Patents, Washington. D.C. 2023 I 

Under the Pa~ork Reduction Act of 199S, no persons 1R ~uiml 10 respond to a 
collection of infonnation unless it displays a valid OMB conttol number. 

TRANSMIT llfiS FORM WITH FEE(S) 
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• Revised PTOISBI122 (10.00) 
Allorney Docket No. 32014-t4186S 

Approved for use ll1rough 100112002. OMB 0651-oo36 
U.S. Patent and Tiademar1c. Office: U.S. DEPARTMENT OF COMMERCE 

under the PapeniOft Reduction lid of t995, no peBOilS- required to respond to a colledion of Jnroonatlon unless II displays a valid OMS ClllnRI number. 

r Application Number 09/164,777 """' CHANGE OF 
CORRESPONDENCE ADDRESS Filling Date October 1, 1998 

Application First Named Inventor MikiMUUOR 

Address to: Group Art Unit 2161 
·Assistant Commissioner for Patents 

Examiner Name calvin L Hewitt II 
Washington, D.C. 20231 

'- Attorney Docket Number 39636-176166 (REINC4237.01) ~ 

Please change the Correspondence Address for the above-identified application to: 

(gl I I Place Customer 
Customer Number 26694 .... Number Bar Code 

Label here 
Type Customer Number hete 

OR 

OFinnor Venable, Baetjer, Howard & Civiletti, LLP. 
Individual Name 

Address P.O. Box34385 

Address 

City Washington I State J DC J ZIP I 20043.9998 

Country USA 

Telephone 202.962.4800 J Fax I 202.962.8300 

This form cannot be used to change the data associated with a Customer Number. To,change the data 
associated with an existing Customer Number use "Request for Customer Number Data 'Change• 
(PTO/SB/124). 

The New Attorney Docket Number is 39636-176166. 

I am the: 

0 Applicant 

0 Assignee of record of the entire interest 
CertifiCate under 37 >CFR 3.73(b) is enclosed. 

[81 Attorney or agent of record. 

0 Registered practioner named in the application transmittal letter in an application without an 
execUted oath or declaration. See 37 CFR 1.33(a)(1). Registration Number 

Typed or Robert Kinberg 
Printed ~me 

A/ ,., 
()~'l~l/ 7J.,7C1 Signature 

Date ~ril22,2002 
NOTE: Signatures of al the inventors or assignees of record of the entire interest or their representative(s) are required. Submit 
multiole forms if more than one signature is. required, see below•. 

·~ 

.1LrtDhn 
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:-·---·- oo -~···-·. oo ·--· -· ··-··~-o ~~- - ·~·····-·-~4. -·----···--~-----ooY-- -·-------·------·-··--·-• ·----·-·-·---·--- --·-~----•• -· ----·-00000•0-----·------··~----·----.-.-----·---·----·-
PATENT ASSIGNMENT 

----------------------------------------
:Electronic Version v1.1 
Stylesheet Version v1.1 

: ... ·--~--·-····---·----·-·--·-------r-----------------·------~-·-·-----· .. ------------·-----·-

i 
f SUBMISSION TYPE: ! NEW ASSIGNMENT 
:J•··-----.... --·---~------·----~·--·-··---- ;---- ~---··-----·······J••---·· ····-·-·-·-···· -· --- ............ --·-··- ....... - ···--·~--- .. ·-·----·-·-- ··-···- ·-~ -·· ·--·--.. ~···-. __ .... ______ , __ _ 

NATURE OF CONVEYANCE: : ASSIGNMENT 

' 
i CONVEYING PARTY DATA 

i-~- --------... --·--·-. ·--·----··-·--- -~ ·-.... ---·- -----~--- ~--. .-.. ~- ----··---·- .... -··-·--..-.~·-· ... ·-···---·- ·-·--·-·- -~ ---··-··-··- -- !-------· .. -.. -·----··----------...... -··---
! Name i Execution Date 
fs~ble. ~~~:--·----- ··------···-·---······ ··- ·---·--· ··-···--· · -·- -·····-·--····---·- --··- · ·-· ···--· ···l12i2ol2004-······--------···-···------·---·-----

RECEIVING PARTY DATA 

--·-·-M--0 ....... -------.. -·--··--~--,...--~----.. --.. ·-----.. •-oOOO--·----H~o-•,00°0-oO•. '•~·-·-··--·-·-·-·--···-·• ·-----~-----·· .. -........ -----·---.. -··-----------~ 
\Name: lAncora Technologies Inc. 1 
' ' ! 
!street Addre~--- !3972 Barranc;-P~, Suit; J4Sfl- ------- ·--·-· ·----·- ·-·- ... -·-·-·····--··-···-··----·· ·-·--·---··-··- i 

jCity: !Irvine 
ist;i~c~~t;y;· --···-·······fcAliFoRNiA·-··· ------·-------··--···----··· ..... ---··-··-· -- -·---··-·-H-· -·---·----·--- -·-·--·--·----·-----~ __ 

~------·--·----~----·- ~----···-··----~----~------·--·-·-··•-·M.- .. .- -- ··---.. -.. ~·--·-· ,.,., 0" •"·"·-----·-··-·-··-·--·-·-··--· .. -·. ·-~-·---·--·---.... ~ 

!Postal Code: !92606 ' 
j • 

--·---·----·---------~----···-----·-------···--····-----·------·--·-··-·---·-····--····-·-····-·-----····---' 

---·---·-----·----------·---····-··-·-·--··-·--·-·--··---·-··--··-------·--·------·-------
PROPERTY NUMBERS Total: 1 

r··•····---•·---.._. ___ .. _, ______ . ___ ·---·-•-• .-----·----•-•·••·-·•·----·-· , .. • ···-~·-•"",....__.,_._·,. __ ••• --·-•-·••-·•--·n·--··•••'"••••·•~.<-··•--·· ·--·---! 
, Property Type ; Number 
. P~t;~t Num;;.-··-------··-··-----···l s411-941----···--------··. ·····-------- ·-·-· -- - ··-·---··---·---··---------·----------·- ! 

;__,o•·---·----------·-H--·---··--·--~~·-~·-·-·--:._-----·-····--------·-- .. --··-··---•• -··----····---··-··•----····~---··--------~·-··---·--··------_j . . ...... ·---- .... ---·--·---------- -·----~---····--------·--'·-·-··---·--·-·-···-~- ... ~ ··-·- -·-·-·~· ·-· --- ... -·· ····-··-·--..... ---.. .... - .. -··-··-·-·· ···-·-----··--
CORRESPONDENCE DATA 

Fax Number: (202)344-8300 

Conespondence will be sent via US MaR when lh8 fax attempt is unsuccessful. 

Phone: 202-344-4000 

Email: 
Con:espondent Name: 

Address Line 1: 

Address Line 4: 

mli@venable.com 

Robert Kinberg 

575 7th Street NW 

Washington, DISTRICT OF COLUMBIA 20004 

1 
NAME OF SUBMIITER: : Robert Kinberg 

i ~ r------------------·-·-·····-·--···-··-·---···-··-,-·----·--··-·-··-··--"·------------·----·-----------
! Signature: ' /robert kinberg/ 

! 
~-·~·-·---·---~--- .. ----·---··-·-----------··--··-··--·-······--· ; ... ~------..._ ...... --.. .. ---·-- ·-·-·--·--·- ·-----····---·---··--·---·····--- -·-···--·----- -·-... ----·-··----

Date: i 12/21/2004 
-··········· ···- ... ·-----·-····-·-----··---···············-··-····-·--···-··-------·-···--···-·-·-----------------------·---·--··-··--···-------·· ---·-

i Total Attachments: 2 ANC 225 
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ASSJGNMENT 

WHEREAS Beeble, Int.. having an address at P.O. Box 4066. N~ ~California 92661," 
hereinafter referred to as the assignor, is the owna of the entire right. title, and mta-cst in and to the United 
States Patmt No. 6,411,941 ~tho "Pateot") and the inventions disdoscd ~ byvinuc of • 
Assigmoent initially n:cordcd m February 27. 2002 at Jtool 012617, Fr110e 0130, and a 'Request h 
Com:Uioo o£ the Alsignor:s Name tlr.tCof then :recorded on Mq 9, 2002 at Red 012882, Frame 0551., in tbe 

:u.s. Patent .slid Trademartc Offic:e; 

AND Antora Tec:Jmologia I-.~ having an address at3972 &rram:o Pkwy~ Suite 14.SS, Irvine. 
CaJifurnia 92606, hereinafter rcftnc:d to as the; assignee, is de8irous of acquiring the entire right. title aad 
intaost in and to the Patcut, lbd imlc:olions disclosed therc:io, incJucfing my renewals. td$SOCS and 
proloogadort$ tbeeof;. 

NOW TinS WITNESSBT~ that im- aod ia ~ o!OoeDon.r ($1.00), aod other aood and 
"Valuable ~ paid by said assiguce to assipoF, the JCUipt of wbidl is hcn:by aclcDoMcdged. the 
assignor .hereby assisnt, selJs and tnmsft:rs to said assignce.lldd said assigpcc's succ.essc:n 8Dd -~me C'.IIIR 
and exclusive right., title and interest in and to the Patmt. rtneWIIls, reissues and prolongati<los tbereol; said 
assipec:s, and said assigpcc's soe<:cssors and assigns, to ~C. hold, exerciSe and enjoy tbc Patcot..:! ~ 
disdosed lhel'eiD, :iocludinB all I1:DC'MaJs, reissues and~ 1hcn:o( with allhcngbts. pc:MaS.pivileacs 
aud advantages in anywise Wing from oc appcrtaiJUng thrseto, fm and during the tenn oftbc ~ indudiDB 
1m)' and all rcnewalt, reisgues and prolongations ~Wco( for the use and beoctit of said assigoe.c, and Slid 
assigncc'a SIJCCICSSDR aod assisnt, in u ample and bcndicial a :manntZ as t:bc said assignor miiJbl or could have 
held aod eajoy.:d the same, if dUB assigome:or had D£4 bcc:m made. 

AND the; assignor asrees to ped'onn,. upon thfl request of said assigocc, m said assisnee's SUCCCS801'S « 
assip, any and aD acts relating to the asserting of the Patent, iDcluding any aod all renc:wals, reissues aod 
prolopgatioos thetco( 

AND sai4 assiSOC¥ hereby agrees to paform, upon the n:quest of said assipce. or said assignee's 
su~ os- assip. auy aDd all actf relating to the obtaiDjng «to tbe as.sening of the Patents, includiD,g pY 

aDd all reDCW&ls. Jcissues zmd ~ thc:rU 

This assjgnment includes the transfer of the right which the assignoF hal «·may have in reoovai:Da 
damages («past infi:ingcmco& of tho PataJU. 

n~ED.1bis ?o day or .t?a- c:.., Yc-. 2004. 

·A~Jigoor:. Beeb~lme. 

Si~~{'J 
~- Wd~--
Titlc: President arid CEO . 
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CALIFORNIA ALL-PURPOSii ACKNOWLEDGMENT 

State of california 

Count) of 0~ .-J '~ 

• .. t ; • I 
I eZACHARYT. GRAVESm 
~ COMM ••• 1304764 o 
U -' IIOTARY~ {j 
m . OIWIGE _,. J L- . MyTiflll!q,May1'7,-;'. 
~ g t::M NE 1 

HU!oll) .. ~ .. 

0 peiSOI oally know11 to me 
~ to me on the basis of "satisfactory 

evidence 

to be the pel'$0n$Bf vvhoee name,Pr is/.-a 
subSCriDed to the within instrument and 
acknowledged to me that hei~/JtMI!S' executed 
the same in hi~IJbeir authorized 
capacityCid}, and lhat by hi~~ 
signaturt{S) on the Instrument the pe~ or 
lhe entity upon behalf of which the ~ 
acted, exeouted 1he instr'ulnMt. 

. WITNE~ a~ seal. 

~- b- 4 

--------------------------OPnONAL ..... -----------------------
Titough l1le /n#onnllliOn b9lollr i61t0f ~D.)"·~ it -y PlOW llalutlbll f(l ,._ ta.ylnp Qti .. I'IOQinlfmt and «>ttkk ,..,_ 

traUINJenl ~ IJIId ~ d II* bm ,., atiOiher r:tclcuJwllt. 

Description ot Attached Document 

Title or Type of Documerrt: .J4- ) .f I 'p 1'1 ~ v-(b62z p,...,P AJ-; ,v&• 6 "1 I 1 ~~!{) 

Document Date:_.:_?-/~{~ Number of Page6: _...J/'---

Signef(s) Other Than Named Above: ~~~J::...~.---------------

Capaclty(les) Claimed by Signer 

S~e~:~~~-~~·----------------------
%~1 

0 Corporate Officer- Tllle(s); o Panner -o Limited o Gener_aJ ______ _ 

0 Attorney-in-Fact 
0 Trus~et 
0 Guardian or Conservator 
DOmer. _________________ ~-----------------

Signer Is Representing: ___________ ~----~-

-
01M9...._.HalllfY~•IMODtSOII>M.PD.Ido2<1Cit•~CA·IS12-~·-·~ 
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l source=anchora assignment.tif#page1.tif · 
I ! sour.ce=second page#page1.tif 
; 
i r----· 
I RECEIPT INFORMATION 
! 

EPAS 10: 
Receipt Date: 
Fee Amount 

··--·-----·-----------

PAT17224 

. 12/21/2004 

$40 

Page 2 o1 
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court: DE court of Lhancery 

Judge: Leo E Strine Jr 

LexisNexis File & serve Reviewed Filing ID: 4769~45 

Date: 12/13/2004 

case Number: 604-N 

case Name: Ltr dtd 09/07/04 filed under Seal Mullor, Miki vs Blair T Bryant 

Is/ Judge Leo E Strine Jr 
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I GRANTED I 
IN THE COURT OF CHANCERY OF THE STATE OF DELAWARE 

IN AND FOR NEW CASTLE COUNTY 

MUG MULLOR and BEEBLE, INC., ) 
) 

Plaintiffs, ) 
) 

~ ) 
) 

BLAIR T. BRYANT, STUART D. ROSE, ) 
and FRED FOURCHER, ) 

) 
Defendants. ) 

C.A. No. 604-N 

STIPULATION AND ORDER OF FINAL JUDGMENT 

WHEREAS, Miki Mullor and Beeble, Inc. ("Beeble") filed a complaint against 

Blair T. Bryant, Stuart D. Rose and Fred Fourcher pursuant to 8 Del. C.§ 225 seeking a 

declaration that Mullor and the directors elected by Mullor on or about June 24, 2004 

constituted the entire Beeble Board of Directors; 

WHEREAS, Bryant and Fourcher answered the complaint on August 18, 2004; 

WHEREAS, Rose has never appeared or responded to the complaint; and 

WHEREAS, Beeble, Mullor, Bryant and Fourcher settled this litigation and 

Bryant and Fourcber have resigned from the Beeble Board of Directors, effective as of 

June 24, 2004; 

Mullor, Beeble, Bryant and Fourcher hereby stipulate and agree, subject to the 

approval of the Court, that: 

1. The Beeble Board of Directors consists of Mild Mullor and Dan Weiland 

Michal Weil; 

ANC 230 

ANCC000230
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



2. The officers of Beeble ate Miki MuUor (Chief Executive Officer and 

President), Dan Weil(Chainnan ofthe Board ofDirectors) and,Michal Weil-(Chief 

Financial Offi-cer and Secretary); 

3. Bryant and Fourcher are no longer shareholders in Beebie as of December 

8,2004;and 

4. The Order Maintaining the Status Quo that was granted on August 16, 

2004 is dissolved. 

MORRIS, JAMES, HITCHENS & WILLIAMS 

LLP --? ~ 
.c~ 
Edward M. Me ally{#614) 
Katherine J. Neikirk (# 4129) 
222 Delaware A venue 
P.O. Box 2306 
Wilmington, DE 19899 
(302) 888-6800 

MORRIS NICHOLS ARSHT & TUNNELL 

J~(2Ac~ ,-:m:-
s. Mark Hurd {#3297) w 

James G. McMillan (#3979) 
1201 North Market Street 
P.O. Box 1347 
Wilmington, DE 19899 

Attorneys for Defendants Blair T. Bryant and Fred 
Attorneys for Plaintiffs Miki Mull or and Beeble, Fourcher 
Inc. 

Date~<'. /0
1 

2o()y 
Dated: j ;;J.. - I 3 - D ~ 

SO ORDERED, this __ day of December, 2004. 

Vice Chancellor Strine 
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HARVARD BUSINtSS SERVICES, INC. 

Mr. Miki Mullor 
C/0 Miki Mullor 
35 Marsala' 
Irvine, CA 92606 

Dear Mr. Mullor, 

25 GREYSTONE MANOR 
LEWES, DELAWARE 19958-9776 

Phone:{302) 645-7400 or (800) 345-2677 
Fa.\:: (302) 645-1280 

www.delawareinc:com 

October 20, 2004 

Per your instructions we filed the enclosed General Corporation today for you: 

Name: Ancora Technologies Inc. 

Date of Incorporation: October 20, 2004 

Delaware file number: 38700-18 (This is your company's permanent file number 
with the Delaware Division of Corporations) 

Nwnber of shares: 25,000,000 

Kit sent via: UPS 

Kit sent to: 
Mr. Miki Mullor 
35 Marsala' 
Irvine, CA 92606 

Par value: $ 0.0001/ share 

Directors: (not listed on Certificate oflncorporation) 

Enclosed is an "Original Blue Bound Copyn of the Certificate of Incorporation. An 
identical original of this document has been sent to the Delaware Division of Corporations for 
processing, and will be sent directly from the "Division" to the Sussex County·Recorder of 
Deeds. The fees are included in our service. 
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Page 'fwo. 

Your corporate Seal will be coming soon by if you have not already r:ec-eived it. Jf you 
should require a full corporate kit in the futur-e, including the minutes, bylaws, stock·-oertificates, 
and boilerplate fonns; they are available simply by calling us. (Current price: $1 00.00) 

CONGRATULATIONS! We wish you a profitable corporate life and thank you for 
selecting us as your Delaware Registered Agent. We are pleased to be a part of your success. If 
at any time you have questions, please feel free to -call us. · 

RHB 
Enclosures: Original Blue Bound Copy 

Sincerely yours, 

ad 
~ 
RICHARD H. {Rick) BELL 
PRESIDENT 
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PATENT ASSIGNMENT 

Electronic Version v1.1 
Stylesheet Version v1.1 

SUBMISSION TYPE: 

NATURE OF CONVEYANCE: 

CONVEYING PARTY DATA 

~oblo, One. 

RECEIVING PARTY DATA 

12/21/2004 
500015428 

~ NEW ASSIGNMENT 

~ ASSIGNMENT 

Name 

!Name: Ancora T echnoiOgtes Inc. 

!street AddfliU: 3972 Barranca Pkwy, Suits J458 

~lly: ~rvine 

state/Country: riFORNIA 
Postal Code: 2606 

PROPERTY NUMBERS Tolat: 1 

I Prcpeltyl)>po ~ Pulent Number: 16411941 

CORRESPONDENCE DATA 

Fax Number: {202)344-8300 

Number 

ComlspondflnCS will b. 6wnt.;. US Mail wh•n U,. !we aliBmpt is unsucctiSSful. 

Phone: 202-344-4000 

Email: mli@venable.c:om 
Correspondent Name: Robert Kinberg 

Address Line 1: 57571h Street NW 

Addi'8S5 line 4: Washington, DISTRICT OF -coLUMBIA 20004 

NAME OF SUBMmER: ~ Robert Kinberg · 

Total Attachments: 2 
source""anchora assignmenl6f#page1.tif 
source=second page#page1.tif 

~ Execution oao. 
12/20/2004 ~ 

I 

I ' 
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STATEMENT OF INCORPORATOR 
************************* 

STATEMENT OF ORGA.t'\fiZA TION 

OF THE INCORPORATOR OF 

Ancora Technologies Inc. 

I, Richard H. Bell, being the President and Secretary of Harvard Business Services, Inc., 
the incorporator of Ancora Technologies Inc. -- a Delaware Corporation -- hereby certifies 
pursuant to Section l 08 of the General Corporation Law of Delaware: 

1. The certificate of incorporation of Ancora Technologies Inc. was filed with the 
Secretary of State of Delaware on October 20, 2004. 

2. On October 20, 2004 the following named persons were elected by me to serve as the 
initial Directors of the Corporation until the first annual meeting of stockholders or until their 
successors are elected and qualify: 

Miki Mullor 

3. The bylaws of the corporation have been approved. 

4. The powers of this incorporator are hereby terminated, and said incorporator shall not 
longer be ·considered a part of the body ·corporate of the above named corporation. 

In witness whereof, I have signed this instrument as of the date when these actions were 
so taken this 20th day of October, 2004. 

HARVARD BUSINESS SERVICES, INC. 
Richard H. Bell 
President & 'Secretary 
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HARVARD BUSINESS SERVICES, INC. 

ACCOUNT: 

Ancora Technologies Inc. 
Mr. Miki Mullor 
C/0 Miki Mullor 
35 Marsala' 
Irvine, CA 92606 

October 20, 2004 

25 GREYSTONE MANOR 
LEWES, DELAWARE 19958-9776 

Phone: (302) 645-7400 or (800) 345-2677 
f'ax: (302) 645-1280 
www.delawareinc.com 

INVOICE: 

Delaware Incorporation Services for: 

Ancora Technologies Inc. 
Delaware Division of Corporations file# 38700-18 
Filed on the 20th day of October, 2004 

AMOUNT PAID: ............................................................................. $ 466.00 

PAID IN FULL 

*** THIS SERVICE FEE IS TAX DEDUCTIBLE! *** 

*** Keep this receipt for your record *** ANC 237 
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. }/111//J . vu-e, 
PAGE l 

'llie :first State 

I, HARRIET SMITH WINDSOR, SECRETA.~Y OF STATE OF THE STATE OF 

DELAWA..~E, DO HEREBY -CERTIFY "ANCORA TECHNOLOGIES IV."C. 11 IS DULY 

INCORPOR.~TED UN'"DER THE LAWS OF THE STATE OF DELAWARE Al\i'D IS IN 

GOOD STANDING AND HAS A LEGAL CORPOPATE EXISTENCE SO FAR AS THE 

RECORDS OF THIS OFFlCE SHOW, AS OF THE TWENTY-FIRST DAY OP 

OCTOBER, A.D. 2004. 

AND I DO HEREBY FURTh~R CERTIFY TH.l\.T THE FRA..~CHISE TAXES 

HAVE NOT BEEN ASSESSED TO DATE. 

AND I DO HEREBY FURTHER CERTIFY THAT THE AFORESAID 

CORPORATION IS DULY INCORPORATED illii'"DER THE LAWS OF THE STATE OF 

DELAWARE AND IS IN -GOOD STANDING AND H.I\:S A LEGAL CORPORATE 

EXISTENCE NOT HAVING BEEN CANCELLED OR DISSOLVED SO FAR AS THE 

RECORDS OF THIS OFFICE SHOW AND IS DULY AUTHORIZED TO TRANSACT 

BUSINESS. 

AND I DO HEREBY FURTHER CERTIFY THAT THE SAID 11 ANC{)RA 

TECHNOLOGIES INC. " WAS INCORPOR.l\.TED ON THE TWENTIETH DAY OF 

OCTOBER, A.D. 2004. 
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CERTIFICATE Of INCORPOR.t\.TION 
OF 

Ancora Technologies Inc. 

FIRST: The name of the corporation is: Ancora Technologies Inc. 
SECOND: Tts registered office in the -state of Delaware is located at 25 Greystone 

Manor, Lewes~ Delaware 19958-9776, County of Sussex. The registered agent in charge thereof 
is Harvard Business Services. Inc. 

THIRD: The purpose of the corporation is to engage in any lawful activity 1or which 
corporations may be o~:ganized under the General Corporation Law of Delaware. 

FOURTH: The total number of shares of stock which the corporation is authorized to 
issue is 25,000,000 shares having a par value of$ 0.0001 per share. 

FIFTH: The business and affairs of the ·corporation shall be managed by or under the 
direction of the board of directors. and the directors need not be ekcted by ballot unless r-equired 
by the bylaws of the corporation. 

SIXTH: This corporation shall be perpetual unless otherwise decided by a majority of the 
Board of Dir-ectors. 

SEVENTH: In furtherance and not in limitation of the powers conferred by the laws of 
Delaware. the board of directors is authorized to amend or repeal the byiaws. 

EIGHTH: The corporation reserves the right to amend or repeal any _provision in this 
Certificate oflncorporation in the manner prescribed by the laws of Delaware. 

NINTH: The incorporator is Harvard Business Services, Inc., whose mailing address is 
25 Greystone Manor. Lewes, DE 19958. The powers of the incorporator are to fi.Je this 
certificate of in-corporation, approve the by-!aws of the corporation and elect the initial directors. 

TENTH: To the fullest extent permitted by the Delaware General Corporation Law a 
dir-ector of this corporation shall not be liable to the corporation or its stock,holders for monetary 
damages for breach of fiduciary duty as a tiirector. 

I, Richard H. Rell, for the purpose of fonning a ·corporation under the laws of .the State of 
Delaware do make and file this certificate~ and do certify that the facts herein stated are true; and 
have accordingly signed below, this 20th day of October. 2004. 

Signed and Attested to by: 

Richard H. Bell, President & Secretary 
HARVARD BUSINESS SERVICES, fNC. 
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Windows Genuine Advantage : Reported OEM BIOS Hacks Page 1 of6 

Welcome to MSDN ~ogs Sign in I Join 1 Help 

Windows Genuine Advantage 

Reported OEM BIOS Hacks 

I know many of you are aware of reports of hacks that attempt to exploit our OEM BIOS 
based activation. We're aware of this type of hack and I want-ed to take a minute to 
describe how these work and how we plan to respond. 

First, what is OEM BIOS based activation? 

Here's a little more information on how OEM BIOS based activation works. This form of 
product activation is also known as OEM Activation or just OA, which is how Microsoft refers 
to it and how I will refer to it in this post. Back at the launch of Windows XP when Microsoft 
introduced Windows Product Activation, we recognized that as easy as €nd-user activation 
is, it still represented an extra step. In an effort to reduce the impact of even that extra 
step but maintain the overall effectiveness of product activation, Microsoft worked with 
OEMs to develop an implementation that would work best for them and their customers 
while keeping the goals of product activation clearly in focus. As we looked to develop a 
solution, it was important to ensure that product activation technology could still deliver an 
acceptable degree of protection, while at the same time, reduce the need for an .extra step 
by the end user. A couple of key factors stand out as enabling the OA 1.0 'Solution that was 
delivered in Windows XP. 

Large OEMs tend to ship large numbers of PCs with Windows preinstalled. They also have 
the ability during their manufacturing processes to identify systems that will ship with 
Windows pre-installed. 

Also, because of the direct relationship Microsoft has with those OEMS, the company has a 
higher degree of confidence that a genuine COA will be attached to each PC and that there 
will be accurate reporting of the number of units shipped preinstaiJ.ed with Microsoft 
Windows. 

These factors l.ead Microsoft and the major OEMs to place a marker in the BIOS of the 
OEM's motherboard to identify OEM systems that were to be pre-installed with licensed 
copies of Windows XP. This marker, which is added to a specific location in the BIOS of the 
motherboard, enables a copy of Windows XP to look for that known value in the BIOS of the 
motherboard and, when found, confirm it was booting on a PC that was sold by a specific 
OEM and licensed to boot Windows. 

Not the first time 

Over the years we've seen examples of BIOS editors that, with some work, allowed people 
to make an edited BIOS appear to be an OEM BIOS. In Windows XP this kind of BIOS 
editing wasn't as difficult as it is in Windows Vista and frankly, because there were easier 
ways to pirate Windows XP, I don't think much attention was ever paid to it. However, 
because Windows Vista can't be pirated as easily as Windows XP, it's possible that the 
increased pressure will r:esult in more interest in efforts ·to hack •the OEM Activation 2.0 
implementation. 

Windows Vistas OEM Hacks ANC 240 

There appear to be two primary variants of OA 2.0 hacks circulating. One is similar to the 
XP approach I ci..~cribed above where actual editing of the BIOS on the motherboard is 

httn://hlm~s. msdn .com/wpa/archive/2007/04/1 0/reoorted-oern-bios-hacks.asox 5/15/2008 
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vvtnoows l:ienume Advantage: Reported 'OEM BiOS Hacks Page 2 of6 

done to make the motherboard appear to be from an OEM. It is a pretty labor-intensive 
process and quite risky. If you mess up editing the BIOS of any motherboard, you -can quite 
easily render it permanently useless. So while this method works today, it's potentially 
hazardous and really doesn't scale well-to large numbers of systems, which mak.es it less of 
a threat. 

The second variant does not change anything in the BIOS itself, but uses a softwa.re-based 
approach to fool the OS into thinking it's running on OA 2.0-enabled hardware. And while 
this method is easier to implement for the end user, it's also easier to detect and respond to 
than a method that involves directly modifying the BIOS of the motherboard. 

I do want to say something here about how we plan our responses. As I've said in the past, 
we focus on hacks that pose threats to our customers, partners and products. It's worth 
noting we also prioritize our responses, because not every attempt deserves the same ieyel 
of response. Our goal isn't to stop every "mad scientist" that's on a mission to hack 
Windows. Our first goal is to disrupt the business model of organized counterfeiters and 
protect users from becoming unknowing victims. This means focusing on responding t{) 
hacks that are scalable and can easily be commer.cialized, thereby making victims out of 
well-intentioned customers. 

Published Tuesday, April 10, 2007 6:46AM by alexkoc ~-(::{ 
filed under: OEM BIOS hack OA Activation 

Comments 

Tuesday, April 10, 2007 1:57 PM by TheXBiog » Blog Archiv » Windows Vista: Microsoft 
wird OEM-Hacks bek??mpfen - aber nicht aile 
# TheXBiog 8r.raquo; Blog Archiv &raquo; Windows Vista: Microsoft wird OEM-Hacks bek?? 
mpfen- aber nicht aile 

PingBack from http://www.thexboard.de/blog/?p=16 

Wednesday, April 11, 2007 4:45AM by Tlippy 
# re: Reported OEM BIOS Hacks 

I have a legit copy of XP pro, let that be said right now. As a business owner here I need a 
copy of Vista for practice on how to repair the f11Uititude of problems that are going ·to occur 
with my customers machines. I however am NOT going to give you $400 for a pie-ce of 
software which I would be hard pressed to justify the price of $150 for. You priced 
yourself's out of the market for the average customer. Did you ever consider that people 
wouldnt be putting forth the extreme effort to pirate this software if you were not gouging 
them by the eyeballs? How much money would you make at $50-$100 a pop, hundreds of 
millions, instead of half a billion? Vista underlies why people pirate your sofware, you over 
charge and under deliver. I'm going to continue to use a bios emulated Vista as a testing 
machine, while sticking with my legit XP as primary, mostly because Vista is inferior.t{) XP 
currently, and possibly in perpetuity, and I refuse to pay 4X more for an inferior OS. Did 
you ever think that by simply lowering the price of your OS, instead of constantly trying to 
counter the piracy aspect you just might actually increase sales? If you make it hard to 
copy, but cheap to buy, people will buy it. If you make it $400, well, then you just make 
piracy more attractive. It's that simple folks, you can try to come up with all sorts of 
defenses about why you HAVE to charge this, and piracy is evil plain and simple, but point 
is you'·re greedy. You've priced yourselfs out of what the majority of the ,population is willing 
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wmaows uenume Advantage :<Reported OEM BiOS Hacks Page 3 of6 

to pay, and you've made piracy that much more attractive. I'd have paid for an upgrade to 
Vista Ultimate, but now why bother. Paradox has given you your just desserts, and I hope 
the public gets fat on that, as opposed to your bank accounts getting fat with the hard 
earned money of the averag.e consumer. 

Wednesday, April 11, 2007 7:40AM by Cyraq 
# re: Reported OEM BIOS Hacks 

Alex, will you stop your poorly written defensive/offensive stances on the various Vista 
cracks out there and realize that it's been pirated and that there's nothing you can do about 
it? I'm using a cracked copy right now (and ever since early February), and I <:an use 
Windows update and everything is working perfectly. I have an ISO .complete with crack on 
the internet. All my friends without exc-eption are using a cracked -copy. 

What are you going to do about it? 

Wednesday, April 11, 2007 8:51AM by Donna's Securityflash 
# Microsoft blogs about "Reported OEM BIOS Hacks" 

Alex Kochis, a Microsoft Senior,Product Manager, Windows Genuine Advantage blogs 
yesterday regarding 

Wednesday, April 11, 2007 9:38PM by rdamiani 
# re: Reported OEM BIOS Hacks 

One of the stated goals of WGA is to reduce or eliminate pre-loading by unscrupulous 
computer manufacturers. The main advantage WGA supposedly offers to end users who 
have to deal with it is the knowledge that thier software Is 'genuine'. 

With that in mind, lets say that I am an unscrupulous computer vendor. With XP, I could 
use VLKs and volume media to bypass activation alltogether. If I was both kinda dumb 
(used the same key over and over again) and kinda successful (sold lots of computers) 
eventually the on-line validation system might flag the key I was using and I'd get busted. 
If I'm not mistaken, MS has caught a few folks exactly that way, so we'll call that a win for 
WGA 1.0. 

Now lets suppose I'm a slightly smarter, but still unscrupulous, box builder. I used many 
different VLKs that I got through various means, so even though I was kinda successful, I 
managed to fly under the radar of on-line verification. It's kinda nervous-making though. If 
my supply of VLKs drys up (or my VLK supplier is also unscrupulous and sells me bad or 
overused keys) or I get careless, on-line verification is gonna catch on and I'll get busted. 
We'll call that mostly a win, because once I get successful and nervous enough, I'm gonna 
convince myself that I better get legit. 

Now let's look at WGA 2.0. VLKs aren't much good to me now, '-eause VLKs also need 
activation, and they have a limit on the number of activations. If I acquire one and start 
using it, someone is gonna notice quickly. So what to do? Go legit? Nah. I'll use OA 2.0. U 
was a bit too much bother with OA 1.0 'cause VLKs were easy. With OA 2.0, though, I 'Can 
mod ACPI tables in bulk as I build systems. I don't even need to figure out how on my own, 
'casue there are on-line toolkits and instructions for it. Since OEMs apparently use the same 
(small) set of CD Keys over and over again, I don't have to worry about on-line verification 
-catching one of my -customers. Now I'm not nervous anymore, because I don't need a 
source of VLKs. Unless my numbers get big enough to rival a 'name brand' builder, my little 
~ubterfuge is undetectable. Result? We'll 'Call that a loss for WGA 2.0. It fails to have an 
effect on one of the main reasons we, as-consumers and VARs, have been told that WGA is 
for our own good. 
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The way I see it, t-15 needs to either stop with the doublespeak about the 'advantage' that 
WGA offers and present it as what it is - ·softwar:e licensing - or it needs ·to figure out how ·to 
put this particular genie back into it's bottle. Good luck With that. 

Wednesday, April 11, .;wo7 10:10 PM by Will 
# re: Reported OEM BIOS Hacks 

About time Microsoft has responded to the paradox crack for Windows Vista. 

This crack can easily be made wide scale and just as easy to .commercialize it. Already seen 
a few aholes trying to sell pre cracked Vista dvds. 

So yeah you better do something about this one! 

Thursday, April 12, 2007 3:00AM by Customer#985 
# re: Reported OEM BIOS Hacks 

About time you responded 

So, when will the ban go into affect? Vista n.eeds to ban more methods than just the old 
token.dat one. Timerstop, etc all need to be banned in addition to this one. 

Thursday, April 12, 2007 3:09AM by Teamzille.de 
# OEM BIOS Hacks f&uuml;r Vista-Aktivierung 

Schon seit l&auml;ngerer Zeit exisieren M&ouml;glichkeiten, urn die die Aktivierung von 
Windows Vista zu umgehen. Da Microsoft an OEM-Partner Lizenzschl&uuml;ssel ausliefert, 
die nicht aktiviert werden m&uuml;ssen, lassen sich &uuml;ber diesen W..eg aile 

Thursday, April 12, 2007 6:46AM by feuvan 
# re: Reported OEM BIOS Hacks 

So it means that the simulation way to fool OA-2.0 would be broken one -day? 

And it's interesting to call them "mad scientist". 

Friday, April 13, 2007 12:29 AM by Santhosh Sivarajan, Houston,TX 
# Vista OEM BIOS Hacks 

Read at http:/ /blogs.msdn.com/wga/archive/2007 /04/10/report-ed-oem-bios-hacks.aspx 
Technorati : Vista 

Friday, April 13, 2007 3:06AM by Robert Mclaws: This Time, It's P.ersonal 
# The Vista Daily #18 

Thursday is now officially Delay Day. Both Apple and Microsoft took their lumps for delayin.g 
products 

Friday, April 13, 2007 3:06AM by Robert Mclaws: Windows Vista Edition 
#The Vista Daily #18 

Thursday is now officially Delay Day. Both Apple and Microsoft took their lumps for delaying 
products 

Friday, April 13, 2007 4:21AM by MadOoggyca 
# re: Reported OEM BIOS Hacks 

Just Give up ... I don;t want to sound nagitive but face it. the only reson why windows ownz 
the desktop market is becuz most user do infact use a hacked verion ••. I be more focuing 
on Price Compet.eing with apple OSX at 1-04$USD 
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the only reson why ·OSX never gets hacked attack is becuz a avg user will pay out 104$USO 
ever 2 years. and they have no naging actvation BS ... 

now that I sound like a Apple fan boy I infact do not own a mac and I bought the 499$ 
Ultamite edition as I .can not stand being jipped out of feture that a user should not have ·to 
pay for .... and I don't have the time to fiddle with hacks and rehacks ever time they .come 
out with patches ..• 

but honestly give up .. drop UJtamite Eiditon to aroudn 150$ .. drop all ov.er Version 
alltogher .... and start regain people respect ... in the end the most Revenu >from windows 
COmes form Corpation anywazs and OEM Sales •.. 

homeuser could proable care less of upgrading anywazs. If it isn;t borken don't fix it .. and if 
Steve gets smart and relases OSX under x86 x64 hardware windows will be running for its 
money,, 

my 2 cents in 

'friday, April13, 2007 5:32AM by .::MegaRed::. 
# Microsoft confirma Ia existencia de un crack para Windows Vista. 

lleva algun tiempo circulando a traves de Internet un crack que evita el proceso de 
activaci6n de Windows Vista.La efectividad del crack ha sido reconocida por Alex Kochisen, 
Senior Product Manager de Microsoft, que ha admitido Ia existencia de un fallo 

Saturday, April 14, 2007 12:08 PM by Vista News and Resources 
# Microsoft confirms Vista OEM hack 

In response to widespread chatter on blogs and forums, Microsoft has acknowledged the 
presence of hacks 

Monday, April 16, 2007 10:18 PM by rdamiani 
# re: Reported OEM BIOS Hacks 

·One of the stated goals of WGA is to reduce or eliminate pre-loading by unscrupulous 
.computer manufacturers. The main advantage WGA supposedly offers to end users who 
have to deal with it is the knowledge that thier software is 'genuine'. 

With that in mind, lets say that I am an unscrupulous <:omput-er vendor. With XP, I could 
use VLKs and volume media to bypass activation alltogether. If I was both kinda dumb 
(used the same key over and over again) and kinda sucoCessfuJ (sold lots of "Computers) 
eventually the on-line validation system might flag the key I was using and I'd get busted. 
If I'm not mistaken, MS has caught a few folks exactly<that way, so we'll call that a win for 
WGA 1.0. 

Now lets suppose I'm a slightly smarter, but still unscrupulous, box builder. I used many 
different VLKs that I got through various means, so even though I was kinda suc-cessful, I 
managed to fly under the radar of on-line verification. It's kinda nervous-making though. If 
my supply of VLKs drys up (or my VLK supplier is also unscrupulous and sells me bad or 
overused keys) or I get careless, on-line verification is gonna catch on and I'll get busted. 
We'll call that mostly a win, because once I get successful and nervous enough, I'm gonna 
convince myself that I better get legit. 

Now let's look at WGA 2.0. VLKs aren't much good to me now, !.cause VLKs also need 
activation, and they hav.e a limit on the number of activations. If I acquire one and start 
using it, someone is gonna notice quickly. So what to do? Go l.egit? Nah. I'll use OA 2.0. It 
was a bit too much -bother with OA 1.0 'cause VLKs were easy. With OA 2.-o, though, I can 

httn·/lhlnoC! tnC!cin rnm/wo~/~rrhiw~/?007/0tJ./1 0/rpnnrtPrl-nP.m-hin!~:-h~~kj:UI!I:n'lC 
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mod ACPI .tables in bulk as I build systems. I don't.even need to figure out how on my own, 
·~asue there are on-line toolkits and instructions for it. ·since OEMs apparently use the same 
(small) set of CO Keys over and ov.er again, I don't have to worry about on-tine verification 
catching one of my customers. Now I'm not nervous anymore, because I don't need a 
source of VLKs. Unless my numbers get big enough to rival a 'name brand' builder, my little 
subterfuge is undetectable. Result? We'll .call that a loss for WGA 2.0. It fails to have an 
effect on one of the main reasons we, as consumers and VARs, have been told that WGA is 
for our own good. 

The way I see it, MS needs to -either stop with the doublespeak about the 'advantage' that 
WGA offers and present it as what it is - software licensing - or it needs to figure out how to 
put this particular genie back into it's bottle. Good luck with that. 

Friday, April 20, 2007 8:04AM by Haluk Blog Sayfas1 
# Vista da karahyor 

Orun mudurlerinden Alex Kochis, Windows Genuine Advantage blog sayfalarmda , yap1lan 
hack i~lemi hakkmda 

Wednesday, December OS, 2007 1:52PM by 13BIT.com.ar 
# With SP1, Microsoft plans to ditch the Vista kill switch 

With SPl, Microsoft plans to ditch the Vista kill switch 

Anonymous comments are disabled 

© 2008 Microsoft Corporation. All rights reserved. Terms of Use 1 Trademarks I Privacy Statement 
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Mirnlsoft(H) Product Activation f( lr WinJo\\'~ I< XP 
rfechniml Market Bulletin • \UJ.!II'I ~lMII 

Technical Details on Microsoft Product Activation for 
WindowsXP 

Software piracy is a worldwide problem which negatively impacts software 
developers, resellers, support professionals, and most importantly, consumers. 
One form of piracy, estimated to be as high as 50%, is known as casual copying. 
Casual copying is the sharing and installation of software on multiple PCs in 
violation of the software's end user license agreement (EULA). Microsoft has 
developed product activation as one solution to reduce this form of piracy. 

Product activation uses several methods and technologies to help achieve 
Microsoft's goals of protecting intellectual property rights by making it easy for 
users to comply with the terms of the EULA and reducing software piracy. 

In order to help customers and partners better understand the technologies used 
by product activation, and their unobtrusive and anonymous nature, we will 
outline in this bulletin: 

1. How activation works for Windows XP acquired through: 
a. A PC manufacturer (OEM) . 
b. A retail store (where customers buy "boxed" software product) 
c. A volume licensing agreement (customers who acquire their 

licenses through programs such as Microsoft Open, Enterprise, or 
Select licensing). 

2. How the hardware hash component of the installation 10 is-created and 
the scenarios in which a copy of Windows XP may have to be re-activated 
due to a substantial hardware modification. 

For a more general overview on the basics of product activation please see 
http://www. microsoft.com/piracylbasics/xp activation.aso. Additionally, this 
document contains some technical concepts. Pointers to reference material 
covering certain technical concepts are included in the appendix. Information 
contained in this document represents product activation in Windows XP as of 
the document's date of publication. 
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Microsoft Technical Market Bulletin on Product Activation in Windows XP 

Product Activation and volume licenses 

Windows XP upgrade licenses acquired through one of Microsoft's volume 
licensing agreements, such as Microsoft Open License, Enterprise Agreement, or 
Select License, will not require activation. Installations of Windows XP made 
using volume licensing media and volume license product keys (VLKs) will have 
no activation, hardware checking, or limitations on installation or imaging. 

Product Activation and new pre-loaded PCs 

The majority of customers acquire Windows with the purchase of a new 
computer, and most new computers pre-loaded with Windows XP will not require 
activation at all. Microsoft p·rovides OEMs with the ability to .. pre-activate" 
Windows XP in the factory and estimates that upwards of 80% of all new PCs will 
be delivered to the customer pre-activated. 

"Pre-activation" of Windows XP by the OEMs will be done in one of two different 
ways depending on the OEM's own configuration options and choices. Some 
OEMs may protect Windows XP using a mechanism which locks the installation 
to OEM-specified BIOS information in the PC. This technology works very 
similar to existing technologies that many OEMs have used over the years with 
the COs they ship to reinstall Windows on these computers. We expanded and 
integrated the existing OEM CD BIOS locking mechanism with product activation, 
and call this method of protection ~~system Locked Pre-installation," or SLP. 

Successfully implemented, SLP uses information stored in an OEM PC's BIOS to 
protect the installation from casual piracy. No communication by the end 
customer to Microsoft is required and no hardware hash is created or necessary. 
At boot, Windows XP compares the PC's BIOS to the SLP information. If it 
matches, no activation is required. 

Every single piece of hardware could be changed on a PC with SLP and no 
reactivation would be required - even the motherboard could be replaced as long 
as the replacement motherboard was original equipment manufactured by the 
OEM and retained the proper BIOS. In the unlikely scenario that the BIOS 
information does not match, the PC would need to be activated within 30 days by 
contacting the Microsoft activation center via the Internet or telephone -call- just 
as in a retail scenario. 

OEMs may also activate Windows XP by contacting Microsoft in the same way 
the consumer would activate. Activation done in this way is the same as 
activating a retail boxed version of Windows XP. This is discussed in more detail 
further below. 
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Microsoft Technical Market Bulletin on Product Activation in Windows XP 

For OEMs who do not employ either of the above two methods of pre-activation, 
a new PC acquired with Windows XP preinstalled must be activated by the 
customer. This activation is completed in the exact same way as would 
someone who acquired Windows XP by purchasing a boxed version at a retailer. 

Product Activation and retail boxed software product 

Product activation relies on the submission of the Installation 10. The Installation 
10 is specifically designed to guarantee anonymity and is only used by Microsoft 
to deter piracy. The Installation 10 is comprised of two different pieces of 
information- the product 10 and a hardware hash (a hash is a numeric value 
derived through a mathematical formula and based upon some other, original 
value). The product 10 is unique to the installation of Windows and is created 
from the product key used during installation. Each product key delivered with 
retail boxed software is unique, and the product 10 it creates is unique. Microsoft 
uses the product ID for other purposes in addition to product activation such as 
when requesting product support. The product ID .can be found by viewing the 
Properties of My Computer{an example of a product 10 is 12345·1-23·1234567· 
12345). 

The hardware hash is an eight byte value that is 'Created by running H) different 
pieces of information from the PC's hardware components through a one-way 

· mathematical transformation This means that the resultant hash value cannot be 
backwards calculated to determine the original values. Further, only a portion of 
the resulting hash value is used in the hardware hash in order to ,ensure 
complete anonymity. 

Example: A processor serial number is 96 bits in length. When hashed, 
ttle resultant one-way hash is 128 .bits in length. Microsoft uses only six 
bits from that resultant hash in activation's hardware hash. Due to the 
nature of the hashing algorithm, those six bits cannot be backwards 
calculated to determine anything at all about the original processor serial 
number. 

Moreover, six bits represent 64{2"6) different values. There were over 
100 million PCs sold last year worldwide. From those 100 million PCs 
sold, only 64 different hardware hash values could be created as part of 
activation. 

Microsoft developed the hardware hash in this way in order to maintain the 
user's privacy. 

Additionally, whether or not the PC can be put into a docking station or accepts 
PCMCIA cards is also determined (the possibility of a docking station or PCMCIA 
cards existing means that hardware may disappear or seem {:hanged wher 
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Microsoft Technical Mark-et Bulletin on Product Activation in Windows XP 

those devices are not present). Finally, the hardware hash algorithm has a 
version number. Together with the general nature of the other values used, two 
different PCs could actually create the same hardware hash. The 1 0 different 
hardware values used to create the hash are outlined in the table below: 

The product 10 (nine bytes) and hardware hash (eight bytes) are used by 
Microsoft to process the activation request. When activation is done over the 
Internet, these two values form the Installation 10 (in a binary format) and are 
sent along with request header information directly through secure sockets (SSL 
in HTTP) to the Microsoft activation system in a binary format. There are three 
communications made to complete Internet activation: 

1. · Handshake request: Contains product lO,'hardware hash, and request 
header data such as request 10 (for linking the handshake, request, and 
acknowledgement) and activation technology version. 262 bytes total. 

2. License request: Contains product ID, hardware hash, and customer data 
structure for holding voluntary registration information if provided. If 
registration is skipped, this structure is empty. Also contains request 
header data such as request ID and the PKCS10 digital certificate request 
structure. The PKCS10 structure can vary slightly based on the inclusion 
of voluntary registration information; about 2763 to 3000 bytes total. · 

3. Acknowledgement request Contains certificate 10 (returned to user's 
machine after license request), issue date, and error ~ode. 126 bytes total. 

If Internet activation is successful, the activation confirmation is sent directly back 
to the user's PC as a digital certificate. This certificate is digitally signed by 
Microsoft so that it cannot be alterad or counterfeited. The confirmation packet 
returned as part of Internet activation is approximately 9 kbytes in size (the digital 
-certificate~hain accounts for most of the -confirmation data packet size). 
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Microsoft Technical Market Bulletin on Product Activation in Windows XP 

If activation is done by telephoning a customer service representative, the 
-product ID and hardware hash are automatically displayed to the user as the 
Installation ID; a 50 digit decimal representation. The encoding encrypts the data 
so that it cannot be altered and provides check digits to help aid in error handling. 
Telephone activation is a fo~r step process: 

1. Selecting the country from which the .call is being made so that an 
appropriate phone number can be shown in the product Ul. 

2. Dialing the phone number 
3. Providing the Installation ID to the customer service representative 
4. Entering the Confirmation ID provided by the customer service 

representative. 
The confirmation ID is a 42-digit integer containing the activation key and check 
digits that aid in error handling. Both the installation ID and confirmation ID are 
displayed to the user in easily understandable segments in the product Ul. 

Modifications to hardware and how they affect the activation 
status of Windows XP 

Product activation rechecks the hardware it is running only to help reduce illegal 
hard disk cloning - another prevalent piracy method. Hard disk -cloning is where 
a pirate copies the entire image of a hard disk from one PC to another PC. At 
·each login, Windows XP checks to see that it is running on the same or similar 
hardware that it was activated on. If it detects that the hardware is .. substantially 
differenr, reactivation is required. This check is performed after the SLP aiOS 
'Check discussed above, if the SLP BIOS check faHs. This means that if your PC 
is pre-activated in the factory using the SLP pre-activation method, s/1 the 
components in the PC could be swapped, including the motherboard, so long as 
the replacement motherboard was genuine and from the OEM with the proper 
BIOS. As noted above, installations of Windows XP made using volume licensing 
media and volume license product keys (VLKs) will not have any hardware 
component checking. 

Microsoft defines "substantially differenr hardware differently for PCs that are 
configured to be dockable. Additionally, the network adapter is given a superior 
"weighting." If the PC is not dockable and a network adapter exists and is not 
changed, 6 or more of the other above values would have to change before 
reactivation was required. If a network adapter existed but is changed or never 
existed at all, 4 or more changes (including the changed network adapter if it 
previously existed) will result in a requirement to reactivate. 

Scenario A: 
PC One has the full assortment of hardware components listed in Table 1 
above. User swaps the motherboard and CPU chip for an upgraded one, 
swaps the video adapter, adds a second hard drive for additional storage, 
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Microsoft Technical Market Bulletin on Product Activation in Windows XP 

doubles the amount of RAM, and swaps the CD ROM drive for a faster 
one. 

Result: Reactivation is NOT required. 

Scenario B: 
PC Two has the full assortment of hardware components listed in Table 1 
except that it has no network adapter. User doubles the amount of RAM, 
swaps the video card and the SCSI controller. 

Result: Reactivation is NOT required. 

Dockable PCs are treated slightly more leniently. In a dockable PC, if a network 
adapter exists and is not changed, 9 or more of the other above values would 
have to change before reactivation was required. If no network adapter exists or 
the existing one is changed, 7 or more changes (including the network adapter) 
will result in a requirement to reactivate. 

Scenario C: 
Dockable PC Three has the full assortment of hardware components listed 
in Table 1 except that it has no network adapter. User doubles the 
amount of RAM, swaps to a bigger hard disk drive, and adds a network 
adapter. 

Result: Reactivation is NOT required. 

The change of a single component multiple times.{e.g. from video adapter A to . 
video adapter 8 to video adapter C) is treated as a single change. The addition of · 
components to a PC, such as adding a second hard drive which did not exist 
during the original activation, would not trigger the need for a reactivation nor 
would the modification of a component not listed in the above table. Additionally, 
reinstallation of Windows XP on the same or similar hardware and a subsequent 
reactivation can be accomplished an infinite number of times. Finally, the 
Microsoft activation clearinghouse system will automatically allow activation to 
occur over the Internet four times in one year on substantially different hardware. 
This last feature was implemented to allow even the most sawy power users to 
make changes to their systems and, if they must reactivate, do so over the 
Internet rather than necessitating a telephone call. 
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Microsoft Technical Market Bulletin on Product Activation in Windows XP 

Conclusions 
Microsoft believes that product activation will be successful at deterring the 
casual copier, thereby reducing the piracy of Windows XP. Product activation 
achieves this goal by implementing a technology solution that deters the casual 
copier while: 

• Continuing to meet the needs of corporate customers and their unique 
deployment needs for deployment of volume licenses 

• Maintaining Windows XP's ease of use 
• Striking a balance in protecting intellectual property clearly in favor of the 

user 
• Protecting the user's privacy by utilizing information that is not personally 

identifiable. At no time is personally identifiable information secretly 
gathered or submitted to Microsoft as part of activation. 

Furthermore, Microsoft believes that product activation be completely 
unobtrusive to most Windows users. Most users of Windows XP will acquire it 
with the purchase of a new PC. The vast majority of these users will never see 
activation, either on first boot or with substantial hardware upgrades. For those 
users whose new PC requires that Windows XP be activated or who acquire 
Windows XP through a retail box, activation will most likely be a one-time 
occurrence that, whether completed via the Internet or by telephoning a Microsoft 
customer service representative, will be a simple, quick, and straightforward 
process. 
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Microsoft Technical Market Bulletin on Product Activation in Windows XP 

Appendix A: This bulletin and Microsoft Product Activation for 
Office XP Family Products 

Office XP Family products use an underlying activation technology similar to that 
of Windows XP. Please see the forthcoming Microsoft Technical Market Bulletin 
on product activation in Office XP Family products for details. 

Appendix 8: Technologies used in Product Activation 

An overview of digital certificate technologies can be found on Microsoft's MSDN 
website at http://msdn.microsoft.com/libraryldefault.asp?url=/library/en­
us/security/hh/crvpto/aboutcrypto 3xdf.asp 

A comprehensive overview of cryptography solutions available to Microsoft 
developers can also be found on Microsoft's MSDN website at 
http://msdn.microsoft.com/library/default.asp?uri=!Jibrary/en­
us/security/hh/crvpto/aboutcrvpto 6fl5 .asp 

Cl 200 I Microsoft Corporation. All_ rights reserved. This Market Bulletin is for informat!<lnal p_!!!PQses only. 
MICROSOFf MAKES NO WARRANTIES, EXPRESS OR IMPLIED. IN TIDS DOCUMENT. The 
information contained in this Market Bulletin represents the current view of Microsoft Corporation on the 
issues discussed as of the date of publication. Because Microsoft must respond to changing market 
conditions, it should not be interpreted to be a commitment on the~ of Microsoft, arid Microsoft cannot 
guarantee the accuracy of any information presented after the date of publication. Microsoft and Windows 
are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other 
countries. Other product or company names mentioned herein ma)' be the trademarks of their respective 
owners. Microsoft Corporation • One Microsoft Way • Redmond, WA 98052-6399 • USA 1000 

######### 

For more information, press only: 
Rapid Response Team, Waggener Edstrom, (503) 443-7000, rrt@wagged.com 

For online product information: 
Microsoft Windows XP Web site: http://www.microsoft.com/xp 

Microsoft Piracy Web site: http://www.microsoft.~omlpiracy/ 
Microsoft Product Activation Web site: 

hup://www.microsoft.com/pirac.vlbasics/xp activation.asp 

For independent information on software piracy: 
Business Software Alliance web site: http://www.bsa.org 
Software & Information Industry Association web site: http://www.siia.net/piracy 
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T t'Chnical Market Bulletin "l'ptl'mht·•· :mm 

Piracy is a significant problem that persists worldwide. The Business Software 
Alliance and market research firm IDC reported in the Global Software Piracy 
Study1 that 35% of the software installed in 2006 on personal computers (PCs) 
worldwide was obtained illegally, amounting to nearly $40 billion in global iosses 
due to software piracy. Often, counterfeit copies are bundled with malicious, 
unwanted code that can lead to system crash, data loss, and even stolen identity, 
and are difficult to detect.2 

Many consumers who end up with a .counterfeit copy of Microsoft software are 
unwitting victims of a cr1me. They believe they purchased a properly licensed 
copy and often have documents to back this up, but their copy of Windows or 
Office is actually not properly licensed. · 

'For these reasons, Microsoft continually invests in technologies and programs to 
protect its intellectual property, and to help protect its customers from the risks 
and the hidden costs of running counterfeit software. Throughout this document 
the -term Windows is used to refer both Windows Vista and Windows Server 
2008. 

Windows Product Activation 
All editions and distributions of Windows Vista and Windows Server 2008, 
including those obtained through a volume license program, are requir:ed to 
complete activation within the first 30 days of using Windows. Product activation 
establishes the relationship between the product key (obtained through 
appropriate licensing) and a copy of the software on a device to which the 
licensing rights are applied.3 Completing the activation process allows a user 
continued access to full Windows functionality. After initial installation (or 30 days 
after installation), product activation will be required. 

Product activation uses several methods and technologies to help achieve 
Microsoft's goals of protecting intellectual property rights by making it easy for 
users to comply with the terms of the £ULA and reducing software piracy. 

1 See a study of the piracy summary at http://w3.bsa.or.glglobalstudv/ 
2 See a summary or access the complete the white paper at 
http://www .microsoft.com/protect/promotions/us/wga ide us.mspx 
3 Learn more about volume activation at http://www.microsottcorn!licensing/resources/vol/default.mspx 
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Microsoft 'f.echnical Market Bulletin on Product Activation in Windows 

ln"order to help customers and partners better understand the technologies used 
by product activation, and their unobtrusive and anonymous nature, we will 
outline in this bulletin: 

1. How activation works for Windows acquired through: 
a. A PC manufacturer {OEM) 
b. A retail store (where customers buy "boxed" software product) 
c. A volume licensing agreement (customers who acquire their 

licenses through programs such as Microsoft Open, Enterprise, or 
Select licensing). 

2. How the hardware hash component of the installation ID is {;reated and 
the scenarios in which a copy of Windows may have to be re-activated 
due to a substantial hardware modification. 

A Note About Privacy 
Protecting our customers' privacy is very important to Microsoft. Product 
Activation is built with privacy in mind and is implemented in accordance with a 
clear privacy policy. Microsoft does not use any information collected through 
product activation to identify or contact customers. 

Product Activation and volume licenses 
Volume Activation 2.-D is a ,configurable solution that helps IT Pros automate and 
manage the product activation of systems ncensed under volume licensing. The 
benefits of Volume Activation 2 . .0 include transparent activation experience for 
the end-users, no need for handling product keys during installation, better 
protection and management of customer specific license keys, and avoid the 
risks associated with running non-genuine softwar.e. 

Multiple activation options are available using two types of .customer specific 
keys: Multiple Activation Key (MAK) and Key Management Service {KMS) key. 
Multiple Activation K.ey as the name implies can be used on multiple systems to 
activate the corresponding system against Microsoft activation service by online, 
phone or proxy methods. Volume Activation Management Tool (VAMT) available 
at http://go.microsoft.com/fwlinki?LinkiD=77533 enables proxy activation of 
systems using Multiple Activation Key. Key Management Service (KMS).enables 
organizations to perfonn local activations of systems in a managed environment 
without connecting them to Microsoft individually. A KMS Key is used to enable 
the Key Management Service on a system controlled by an organization's 
system administrator. 

Product Activation and new pre-loaded PCs 
The majority of customers acquire Windows with the pur-ehase of a new 
computer, and most new ,computers pre-loaded with Windows will alr.eady be 
pre-activated. Microsoft provides OEMs with the ability to "pre-activate" Windows 
in the factory and estimates that upwards of 80% of all new PCs will be delivered 
to the customer pre-activated. 
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Microsoft Technical Market Bulletin on Product Activation in Windows 

"Pre-activation" of Windows by the OEMs will be done in one of two different 
ways depending on the OEM's own configuration options and choices. Some 
OEMs may protect Windows using a mechanism which locks the installation to 
GEM-specified BIOS information in the PC. This technology is an improvement 
over the existing technology used in Windows XP call "System Locked Pre­
installation," or SLP. The improved product activation technology used in 
Windows is called "OEM Activation 2.0," or OA 2.0. 

OEM Activation 2.0 uses information stored in an OEM PC's BIOS and Hard Disk 
Drive (HOD) to protect the installation from casual piracy. No communication by 
the end customer to Microsoft is required and no hardware hash is ·Created or 
necessary. At boot, Windows compares the PC's BIOS to the OA 2.0 information 
on the HOD. If it matches, activation is successful. 

Every single piece of hardware could be changed on a PC with OA 2.0 and no 
reactivation would be required -even the motherboard could be replaced as long 
as the replacement motherboard was original equipment manufactured by the 
OEM and retained the proper BIOS. In the unlikely scenario that the BIOS 
information does not match, the PC would need to be activated by contacting the 
Microsoft activation center and requesting activation with a"customer support 
representative. 

OEMs may also activate Windows by contacting Microsoft in the same way the 
consumer would activate. Activation done in this way is the same as activating a 
retail boxed version of Windows. This is discussed in more detail further betow. 

For OEMs who do not employ eithe~ of the above two methods of pre-activation, 
a new PC acquired with Windows Vista or Windows Server 2~08 preinstalled 
must be activated by the customer. This activation is completed in the exact 
same way as would someone who acquired Windows Vista or Windows Server 
2008 by purchasing a boxed version at a retailer. 

Product Activation and retail boxed software product 
Product Activation can be done in two ways; Phone activation and Online 
Activation. 

Phone activation relies on the submission of the Installation 10. The Installation 
ID is specifically designed to guarantee anonymity and is only used by Microsoft 
to deter piracy. The Installation ID is comprised of two different pieces of 
information - the product 10 and a short hardware hash value (a hash value is a 
digital fingerprint of the data that is derived through a mathematical formula, or 
hash function,). The product ID is unique to the installation of Windows and is 
created from the product key used during installation. Each product key 
delivered with retail boxed -software is unique, and the product 10 it creates is 
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unique. Microsoft uses the product ID for product activation. The product ID,can 
be found by viewing the Properties of My Computer,.( an example of a product 10 
is 12345-123-1234567-12345). 

The short hardware hash value is an eight byte value that is created by running 
1 0 different pieces of information from the PC's hardware components through a 
one-way mathematical transformation This means that the resultant hash value 
cannot be backwards calculated to determine the original values. Further, only a 
portion of the resulting hash value is used in the hardware hash in order to 
ensure complete anonymity. 

Example: A processor serial number is 96 bits in length. When hashed, 
the resultant one-way hash is 128 bits in length. Microsoft uses only six 
bits from that resultant hash in activation's hardware hash. Due to the 
nature of the hashing algorithm, those six bUs cannot be backwards 
calculated to determine anything at all about the original processor serial 
number. 

Moreover, six bits represent 64 (2"6) <:lifferent values. There were over 
100 million PCs sold last year worldwide. 'From those 1 00 million PCs 
sold, only 64 different hardware hash values could be·created as part of 
activation. 

Microsoft developed the hardware hash in this way in order to maintain the 
user's privacy. 

Additionally, whether or not the PC can be put into a docking station or accepts 
PCMCIA cards is also determined (the possibility of a docking station or PCMCIA 
cards existing means that hardware may disappear or seem changed when 
those devices are not present). Finally, the hardware hash algorithm has a 
version number. Together with the general nature of the other values used, two 
different PCs could actually create the same hardware hash. The 10 different 
hardware values used to create the hash are outlined in the table below: 

Table 1: Hardware hash component values (phone activation) 

~if~1(;·.b~i?f'~~~1::~:~~~~4if~!{J,~·~.~{~~ 
BIOS 10 . . . 000000 (6} 

RemovablePolicy (One bit per component; NetWork Card, 11111 {5} .. 
CQ-.ROM, A\,ldio, SCSI, and IDE Adapte~}. . 
Network AcfapterMAC Address 
Cb-ROM/CO;.RW,.fDVD-ROM 

IDE Adapter . . ... . . 

Hardware Hash version (version of algorithm (jsed) 

September 2007 
ANC 257 

1001011000(10) 
0101111 (71~;: 

0011 (4) : .. 
001 (3) 
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Audio Adapter 
Physicai,OS Drive Serial 
SCSI Adapter 
Display Adapt~f· ·· 
ProeessorType . . : .. ... . • 
RAMAmountRange (i.e. o-512mb, 512mb ~tGa,etc) 
"Dockable" flag · 

100t00(6). 
1101100{7) 
00011· (~)!'> 
oootct(s)· 
. .. Qt1(3) .·· 
. 1 01,(~'):·: 

o!f1(3) 

The product 10 (nine bytes) and hardware hash {eight bytes) are used by 
Microsoft to process the phone activation request. 

Online activation over the internet can be accomplished automatically or 
manually. During setup the user can select automatic activation, which will result 
in automatic activation three days after running setup. If the user chooses 
manual activation, then at some point over the next 30 days, the user will need to 
activate their system by either responding to one of the activation prompts or by 
invoking the product activation wizard. The product id information sent to the 
server is the same as in Phone Activation. But the hardware ld sent during online 
activation is different. We collect 2 bytes of hash information from all the 
hardware instances that are in the table above. Again these 2 bytes of 
information will not uniquely identify a customer. It is to differentiate between 
different hardware devices. These two values (product id and hardware id (long) 
are sent along with request header information directly through secure sockets 
(SSL in HTIP) to the Microsoft activation system in a binary format. There are 
three communications made to complete Internet activation: 

1. Handshake request: Contains product ID, hardware hash, and request 
header data such as request ID {for linking the handshake, request, and 
acknowledgement) and activation technology version. 262 bytes total. 

2. License request: Contains product ID, hardware hash, and customer data 
structure for holding voluntary registration information if provided. If 
registration is skipped, this structure is empty. Also contains request 
header data such as request ID and the PKCS1 0 digital certificate request 
structure. The PKCS10 structure can vary slightly based on the inclusion 
of voluntary registration information; about 2763 to 3000 bytes total. 

3. Acknowledgement request Contains certificate ID (returned to user's 
machine after license request), issue date, and error code. 126 bytes total. 

If Internet activation is successful, the activation confirmation is sent directly back 
to the user's PC as a digital certificate. This certificate is digitally signed by 
Microsoft so that it ·cannot be altered or counterfeited. The confirmation packet 
returned as part of Internet activation is approximately 9 kbytes in size (the digital 
certificate chain accounts for most of the confirmation data packet size). 

If activation is done by telephoning a customer service repr.esentative, the 
product 10 and short hardware hash are automatically displayed to the user as 
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the Installation 10; a '50 digit decimal repr~sentation. The data is encoded and 
has check digits so that it cannot be aJtered. Telephone activation is a four step 
process: 

1. Selecting the country from which the call is being made so that an 
appropriate phone number can -be shown in the product Ul. 

2. Dialing the phone number 
3. Providing the Installation 10 to the customer service representative 
4. Entering the Confirmation 10 provided by the customer service 

representative. 
The confirmation 10 is a 42-digit integer containing the activation key and check 
digits that aid in error handling. Both the installation 10 and confirmation ID are 
displayed to the user in easily understandable segments in the product Ul. 

Impact of Hardware Modifications to Activation 
At each login, Windows Vista or Windows Server 2008 checks to see that it is 
running on the same or similar hardware that it was activated on. If it detects that 
the hardware is "substantially different", reactivation is required. This check is 
performed after the OA 2.0 BIOS check discussed above, if the OA 2.0 BIOS 
check fails. This means that if your PC is pre-activated in the factory using the 
OA 2.0 pre-activation method, all the components in the PC could be swapped, 
including the motherboard, so long as the replacement motherboard was genuine 
and from the OEM with the proper BIOS. 

The retail activation hardware check is accomplished by assigning each of the 
ten hardware elements a weighting factor. The sum of the weighting factors for 
the unchanged elements must exceed a threshold, otherwise reactivation is 
required. Microsoft changes the ten weighting factors and threshold value on its 
product activation servers periodically based on product activation and product 
support data. These changes on the activation server only impact online 
activation. Phone activation is still controlled by the weighting factors and 
threshold values maintained in the Windows client code. For example, the 
weighting factor for the HOD on Windows XP required the end user to reactivate 
whenever the HOD was replaced. Product support data showed that many of 
these reactivations were due to failed hard drives or user initiated upgrade to a 
higher capacity hard drive. Shortly after Windows Vista RTM and prior to 
Windows Vista consumer launch, the HOD weighting factor on the activation 
servers was reduced slightly to allow the end user to replace the HOD without 
requiring reactivation. 

The actual weighting factors and threshold value are not published by Microsoft, 
since PC hardware is constantly evolving and real life data is utilized to adjust 
these values for the best user experience possible, but at the same time 
protecting Microsoft's intellectual property by reducing piracy. 
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Installations of Windows Vista or Windows Server 2008 using Volume activation 
are now~ubject to reactivation if the hardware changes. Volume MAK activation 
utilizes the same r,eactivation rules as retail activation. Volume KMS activation 
only requires reactivation if the HOD has changed. 

Scenario A: 
PC One has the full assortment of hardware components listed in Table 1 
above. User swaps the CPU chip for an upgraded one, swaps the video 
adapter, adds a second hard drive for additional storage, doubles the 
amount of RAM, and swaps the CD ROM drive for a faster one. 

Result: Reactivation is NOT required. 

Scenario 8: 
PC Two has the full assortment of hardware components listed in Table 1 
above. The HOD fails and the user replaces th.e failed drive with a new 
HOD. The user loads the new HOD from a backup or from the original 
installation media. 

Result: Reactivation is NOT required. 

Scenario C: 
PC Three has the full assortment of hardware components 1isted in Table 
1 above. The motherboard fails, and the user is for~d to replace the 
failed motherboard with a new one. 

Result: Reactivation is required. Why? Changing the motherboard results 
in a hardware ·configuration that is substantially different, since several of 
the ten hardware elements change when installing a new motherboard. 

The change of a single component multiple times (e.g. from video adapter A to 
video adapter 8 to video adapter C) is treated as a single change. The addition of 
components to a PC, such as adding a second hard drive which did not exist 
during the original activation, would not trigger the need for a reactivation nor 
would the modification of a component not listed in the above table. 
Reinstallation of Windows Vista or Windows Server 2008 on the same or similar 
hardware and a subsequent reactivation can be accomplished five times. 

Conclusions 
Software piracy is a persistent and evolving crime. Each year, the software 
industry, businesses, and consumers are harmed by counterfeit software. 
Microsoft has increased its investments to address this challenge and help to 
protect businesses and consumers from the risks of counterfeit and unlicensed 
software. With Windows Vista and Windows Server 2008, a markedly different 
experience is offered as Windows Vista is among the first products from 
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Microsoft to take advantage of the Software Protection Platform, an innovative 
platform from Microsoft that strengthens anti-piracy technologies to help better 
protect .customers and improve the overall licensing experience. 

Microsoft is strengthening its commitment .to make progress against software 
piracy with technologies to identify counterfeit softwara built right in to new 
software products. Windows Vista and Windows Server 2008 has new built-in 
anti-piracy technologies making it more difficult to pirate, providing a superior 
experience for customers who do pay, and creating consequences for those who 
pirate - including diminished functionality if the software is detected to have been 
tampered with or is counterfeit. A key goal is to maintain a great experience for 
our customers using genuine software. Another important goal is fairness; we 
have taken steps to make it easy and convenient for victims of counterfeit to 
obtain a genuine copy. All in all, Microsoft would like customers to expect 
fairness, great service, and a positive experience in the implementation of our 
anti-piracy measures. 

@ 2007 Microsoft Cm:poration. A.ll rights reserved. This Market Bulletin is for infonnationaCu~oses only. 
MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN TIDS DOCUMENT. The 
information contained in this Market Bulletin represents the current view of Microsoft Corporation on the 
issues discussed as of the date of publication. Because Microsoft must resuond to changing market 
conditions, it should not be interpreted to be a commitment on the part ofMicrosoft, and Microsoft cannot 
guarantee the accuracy of any infonnation presented after the date of publication. Microsoft and Windows 
are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other 
countries. Other product or company names mentioned herein may be the trademarks of their respective 
owners. Microsoft Corporation • Orie Microsoft Way • Redmond, WA 98052-6399 • USA 1000 
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Piracy is a significant problem that persists worldwide. The Business Software 
Alliance and market research firm IDC reported in the Global Software Piracv 
Study1 that 35% of the software installed in 2006 on personal computers (PCs) 
worldwide was obtained illegally, amounting to nearly $40 billion in global losses 
due to software piracy. Often, counterfeit copies are bundled with malicious, 
unwanted code that can lead to system crash, data loss, and even stolen identity, 
and are difficult to detect.2 

Many ·consumers who end up with a counterfeit copy of Microsoft software are 
unwitting victims of a crime. They believe they purchased a properly licensed 
copy and often have documents to back this up, but their -copy of Windows or 
Office is actually not properly licensed. 

For these reasons, Microsoft continually invests in technologies and programs to 
protect its intellectual property, and to help protect its customers from the risks 
and the hidden costs of running counterfeit software. Throughout this document 
the term Windows is used to refer both Windows Vista and Windows Server 
2008. 

Windows Product Activation 
All editions and distributions of Windows Vista and Windows Server .2008, 
including those obtained through a volume license program, are required to 
complete activation within the first 30 days of using Windows Vista or the first'60 
days of using Windows Server 2008. Product activation establishes the 
relationship between the product key (obtained through appropriate licensing) 
and a copy of the software on a device to which the licensing rights are applied.3 

Completing the activation process allows a user continued access to full 
Windows functionality. After initial installation (or 30 or 'SO days after installation 
depending on the operating system), product activation will be required. 

Product activation uses several methods and technologies to help achieve 
Microsoft's goals of protecting intellectual property rights by making it easy for 
users to comply with the terms of the :EULA and reducing software piracy. 

1 "See a study of the piracy summary at http://w3.bsa.org/qlobalstudy/ 
2 See a summary or access the complete the white paper at 
httn://www .microsoft.com/orotect/promotions/us/wga ide us.msox 
5 Learn more about volume activation at htto://www.micr<>soft.com/technet/volumeactivation 

ANC 262 

ANCC000262
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



Micr<;>soft Technical Bulletin .on Product Activation in Windows 

In or<:Jer to help customers and partners better understand the technologies used 
by product activation, and their unobtrusive and anonymous natur.e, we will 
outline in this bulletin: 

1. How activation works for Windows acquired through: 
a. A computer manufacturer (Original .Equipment Manufacturer, or 

OEM) 
b. A retail store (where customers buy "box.ed" software product) 
c. A volume licensing agreement (customers who acquire their 

licenses through programs such as Microsoft Open, Enterprise, or 
Select licensing). 

2. How the hardware hash component of the installation 10 is created and 
the scenarios in which a copy of Windows may have to be re-activated 
due to a substantial hardware modification. 

A Note About Privacy 
Protecting our customers' privacy is vel)! important to Microsoft. Product 
Activation is built with privacy in mind and is implemented in accordance with a 
clear privacy policy. Microsoft does not use any information collected through 
product activation to identify or contact ·Customers. 

Product Activation and volume licenses 
Volume Activation 2.0 is a configurable solution that helps IT Pros automate and 
manage the product activation of systems licensed under volume licensing. The 
benefits of Volume Activation 2.0 include transparent activation experience for 
the end-users, no need for handling product keys during installation, better 
protection and management of customer specific license keys, and avoid the 
risks associated with running non-genuine software. 

Multiple activation options are available using two types of customer specific 
keys: Multiple Activation Key (MAK) and Key Management Service {KMS) key. 
Multiple Activation Key as the name implies can be used on multiple systems to 
activate the corresponding system against Microsoft activation service by online, 
phone or proxy methods. Volume Activation Management Tool (VAMT) available 
at http://go.microsoft.com/fwlink/?LinkiD=77533 enables proxy activation of 
systems using Multiple Activation Key. Key Management Service (KMS) enables 
organizations to perform local activations of systems in a managed environment 
without connecting them to Microsoft individually. A KMS key is used to enable 
the Key Management Service on a system controlled by an organization's 
system administrator. 

Product Activation and new pre-loaded Computers 
The majority of customers acquire Windows with the purchase of a new 
computer, and most new computers pre-loaded with Windows will already be 
pre-activated. Microsoft provides O'EMs with the ability oto "pre-activate" Windows 
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in the factory and estimates that upwards of 80% of all new PCs will be delivered 
to the customer pre-activated. 

"Pre-activation" of Windows by the OEMs will be done in one of two different 
ways depending on the OEM's own configuration options and choices. Some 
OEMs may protect Windows using a mechanism which locks the installation to 
GEM-specified BIOS information in the computer. This technology is an 
improvement over the existing technology used in Windows XP called "System 
locked Pre-installation," or SLP. The improved product activation technology 
used in Windows is called "OEM Activation 2.0," or OA 2.0. 

OEM Activation 2.0 uses information stored in an OEM computer's BIOS and 
Hard Disk Drive {HOD) to protect the installation from casual piracy. No 
communication by the end 'Customer to Microsoft is required and no hardware 
hash is created or necessary. At boot, Windows compares the computer's BIOS 
to the OA 2.0 information on the HOD. If it matches, activation is successful. 

Every single piece of hardware could be changed on a computer with OA -2.0 and 
no reactivation would be required - even the motherboard ~ould be replaced as 
long as the replacement motherboard was original equipment manufactured by 
the OEM and retained the proper BIOS. In the unlikely scenario that the BIOS 
information does not match, the computer would need to be activated by 
contacting the Microsoft activation ·center and requesting activation with a 
customer support representative. 

OEMs may also activate Windows by contacting Microsoft in the same way the 
consumer would activate. Activation done in this way is the same as activating a 
retail boxed version of Windows. This is discussed in more detail below. 

For OEMs who do not employ either of the above two methods of pre-activation, 
a new computer acquired 'Nith Windows Vista or Windows Server 2.()()8 
preinstalled must be activated by the customer. This activation isccomple1ed in 
the exact same way as would someone who acquired Windows Vista or 
Windows Server 2008 by purchasing a boxed version at a retailer. 

Product Activation and retail boxed software product 
Product Activation can be done in two ways; Phone activation and Online 
Activation. 

Phone activation relies on the submission of the Installation 10. The lnstatlation 
ID is specifically designed to guarantee anonymity and is only used by Microsoft 
to deter piracy. The Installation 10 is comprised of two different pieces of 
information- the product ID and a short hardware hash value (a hash value is a 
digital fingerprint of the data that is derived through a mathematical formula, or 
hash function). The product 10 is unique to the installation of Windows and is 
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created from the product key used during installation. .Each product key 
delivered with retail boxed software ts unique, and the product 10 it creates is 
unique. Microsoft uses the -product 10 for product activation. The product 10 can 
be found by viewing the Properties of My Computer(an example of a product 10 
is 12345-123-12345-67-12345). 

The short hardware hash value is an eight byte value that is created by running 
ten different pieces of information from the computer's hardware components 
through a one-way mathematical transformation This means that the resultant 
hash value cannot be backwards calculated to determine the original values. 
Further, only a portion of the resulting hash value is used in the hardware hash in 
order to ensure complete anonymity. 

Example: A processor serial number is 96 bits in length. When hashed, 
the resultant one-way hash is 128 bits in length. Microsoft uses only six 
bits from that resultant hash in activation's hardware hash. Due to the 
nature of the hashing algorithm, those six bits cannot be backwards 
calculated to determine anything at all about the original processor serial 
number. 

Moreover, six bits represent 64 ,(2"6) different values. There were over 
1 00 million PCs sold last year worldwide. From those 100 million PCs 
sold, only 64 different hardware hash values could be created as part of 
activation. 

Microsoft developed the hardware hash in this way in order to maintain ·the 
user's privacy. 

Additionally, whether or not the PC can be put into a docking station or accepts 
PCMCIA cards is also determined (the possibility of a docking station or PCMCIA 
cards existing means that hardware may disappear or -seem changed when 
those devices are not present). Finally, the hardware hash algorithm has a 
version number. Together with the general nature of the other values used, two 
different PCs could actually create the same hardware hash. The different 
hardware values used to create the hash are outlined in the table below: 

Table 1 : Hardware hash component values (phone activation) 
";:'~~-~-- .·· .:-, . .,:. '·. :-~;.'-· \--· 

.. •:~2.~;j~.:.~:~~ ~·~·~a~lll~~~~~~~~~~\~ 
BIOSID 
Removable Policy (One bit per component; Network Card, 
CD-ROM, Audio, SCSI, and I.OE Adapter) · .. . ·. 
NetworkAdapterMAC AddresS''· 
CD-ROM /CD·RW lDVD·ROM • ·· 

March.2008 

. . . . 

11.111 (5) 

1001011000 (10) 
()101~.11··{'7)······ 
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·.··~~--~l!t·-~0 •. _-~;;I&E!iiiii==~Ji~~ 
IDE Adapter 
AudioAdapter .. 
Physical OS Drive·serial 
SCSI Adapter ·. 
Display Adapter 
Proces$or Type. ... . . . . . 
RAt'lf Amount Range (i.e~ 0~§12mb,.51.2tnb - l'GB~, ~t<i)< 
"Dockable" flag• , .· .. · .. 

0011-(4)> < •' 

•' . 1 001:0():{6}:: 
.•• t1'01lQO·f1} . 

Q00.~~t(5) 
OQQH>{5) 
.·.01'1 (3)· 
. tQl (3l 
Q11 (3). 

The product 10 (nine bytes) and hardware hash (eight bytes) are used by 
Microsoft to process the phone activation request. 

Online activation over the internet can be accomplished automatically or 
manually. During setup the user can select automatic activation, which will r:esult 
in automatic activation three days after running setup. If the user chooses 
manual activation, then at some point over the next 30 or'60 days depending on 
the operating system, the user will need to activate their system by either 
responding to one of the activation prompts or by invoking the product activation 
wizard. The product 10 information sent to the server is the same as in Phone 
Activation. But the hardware 10 sent during online activation is different. Microsoft 
collects 2 bytes of hash information from all the hardware instances that are in 
the table above. Again these 2 bytes of information will not uniquely identify a 
customer. It is to differentiate between different hardware devices. These two 
values (product ID and hardware ID (long) are sent along with request header 
information directly through secure sockets .(SSL in HTTP) to the Microsoft 
activation system in a binary format. There are three··communications made to 
complete Internet activation: · 

1·. Handshake request: Contains product ~0, hardware hash, and request 
header data such as request 10 (for linking the handshake, request, and 
acknowledgement) and activation technology version. 262 bytes total. 

2. License request: Contains product 10, hardware hash, and customer data 
structure for holding voluntary registration information if provided. If 
registration is skipped, this structure is empty. Also contains request 
header data such as request ID and the PKCS10 digital certificate request 
structure. The PKCS10 structure can vary slightly based on the inclusion 
of voluntary registration information; about 2763 to 3000 bytes total. 

3. Acknowledgement request Contains certificate 10 (returned to user's 
machine after license request), issue date. and error code. 126 bytes total. 

If Internet activation is successful, the activation confirmation is sent directly back 
to the user's computer as a digital certificate. This certificate is digitally signed by 
Microsoft 'SO that it cannot ·be altered or~ounterfeited. The~confirmation packet 
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r.eturned as part <>f Internet activation is approximately 9 kby*.es in size (the digital 
.certificate chain accounts for most of the confirmation data packet s~ze). 

If activation is done by telephoning a customer service representative, the 
product 10 and short hardware hash are automatically displayed to the user as 
the Installation 10; a SO digit decimal representation. The data is encoded and 
has check digits so that it-cannot be altered. Telephone activation is a four step 
process: 

1. Selecting the country from which the call is being made so that an 
appropriate phone number can be shown in the product Ul. 

2. Dialing the phone number 
3. Providing the Installation 10 to the customer service representative 
4. Entering the Confirmation 10 provided by the customer service 

representative. 
The confirmation 10 is a 42-digit integer containing the activation key and check 
digits that aid in error handling. Both the installation 10 and confirmation 10 are 
dis~ayed to the user in easily understandable segments in the product Ul. 

Impact of Hardware Modifications to Activation 
At each login, Windows Vista or Windows Server 2008 checks to see that it is 
running on the same or similar hardware that it was activated on. If it detec-ts that 
the hardware is "substantially differenf', reactivation is required. This check is 
performed after the OA 2.0 BIOS check discussed above, if the OA 2.0 BIOS 
check fails. This means that if your computer is pre-activated in the factory using 
the OA 2.0 pre-activation method, all the components in the computer could be 
swapped, including the motherboard, so long as the replacement motherboard 
was genuine and from the OEM with the proper BIOS. 

The retail activation hardware check is accomplished by assigning each of the 
ten hardware elements a weighting factor. The sum of the weighting factors for 
the unchanged elements must exceed a threshold, otherwise reactivation is 
required. M~rosoft changes the ten weighting factors and threshold value on its 
product activation servers periodically based on product activation and product 
support data. These changes on the activation server only impact online 
activation. Phone activation is still controlled by the weighting factors and 
threshold values maintained in the Windows client code. For example, the 
weighting factor for the HOD on Windows XP required the end user to reactivate 
whenever the HOD was replaced. Product support data showed that many of 
these reactivations were due to fai-led hard drives or user initiated upgrade to a 
higher capacity hard drive. Prior to Windows Vista consumer launch, the HOD 
weighting factor on the activation servers was reduced slightly to allow the end 
user to replace the HOD without requiring reactivation. 

The actual weighting factors and threshold value are not published by Microsoft, 
since computer hardware is constantly evolving and reallife.data is utilized~o 
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Microsoft Technical Bu~etin on Product Activation in Windows 

adjust these values for the best user experience possible, but at the·same time 
protecting Microsoft's intellectual property by reducing piracy. 

Installations of Windows Vista or Windows Server 2008 using Volume Activation 
are now subject to reactivation if the hardware changes. MAK activation utilizes 
the same reactivation rules as retail activation. KMS activation only requires 
reactivation if the HOD has changed. 

Scenario A: 
Computer One has the full assortment of hardware components listed in 
Table 1 above. User swaps the CPU chip for an upgraded one, swaps the 
video adapter, adds a second hard drive for additional storage, doubles 
the amount of RAM, and swaps the CD ROM drive for a faster one. 

Result: Reactivation is NOT required. 

Scenario 8: 
Computer Two has the full assortment of hardware components listed in 
Table 1 above. The HOD fails and the user replaces the failed drive with a 
new HOD. The user loads the new HOD from a backup or from the 
original installation media. 

Result: Reactivation is NOT required. 

ScenarioC: 
Computer Three has the full assortment of hardware components listed in 
Table 1 above. The motherboard fails, and the user is forced to. replace 
the failed motherboard with a new one. 

Result: Reactivation is required. Why? Changing the motherboard r-esults 
in a hardware configuration that is substantially different, since several of 
the ten hardware elements change when installing a new motherboard. 

The change of a single .component multiple times .(e.g. from video adapter A to 
video adapter 8 to video adapter C) is treated as a single change. The addition of 
components to a computer, such as adding a second hard drive which did not 
exist during the original activation, would not trigger the need for a reactivation 
nor would the modification of a component not listed in the above table. 
Reinstallation of Windows Vista or Windows Server 2008 on the same or similar 
hardware and a subsequent reactivation can be accomplished five times. 

Conclusions 
Software piracy is a persistent and evolving crime. Each year, the software 
industry, businesses, and consumers are harmed by counterfeit software. 
Microsoft has increased its investments to address this ~hallenge and help to 
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protect businesses and-consumers from the risks of counterfeit and unlicensed 
software. With Windows Vista and Windows Server 2008, a markedly differ-ent 
experience is offered as these <>perating systems are the first products from 
Microsoft to take advantage of the Software Protection Platform, an innovative 
platform from Microsoft that strengthens anti-piracy technologies to help better 
protect customers and improve the overall licensing experience. · 

Microsoft is strengthening its commitment to make progr.ess against software 
piracy with technologies to identify counterfeit software built right in to new 
software products. Windows Vista and Windows Server 2008 have new built-in 
anti-piracy technologies making it more difficult to pirate, providing a superior 
experience for customers who do pay, and creating consequences for those who 
pirate - including diminished functionality if the software is detected to have been 
tampered with or is counterfeit. A key goal is to maintain a great experience for 
our customers using genuine software. Another important goal is fairness; we 
have taken steps to make it easy and convenient for victims of counterfeit to 
obtain a genuine copy. All in all, Microsoft would like customers to expect 
fairness, great service, and a positive experience in the implementation of our 
anti-piracy measures. 

© 2008 Microsoft Corporation. All rights reserved. This Technical BuHetin is for informational 
ouq~oses o!Jly. MICROSOFT MAKES NO WARRANTtES, EXPRESS OR IMPLtED, IN THIS 
DOCUMENT. The information contained in this Technical Bulletin represents the current view of 
Microsoft Corporation on the issues discussed as of the date of publication. Because Microsoft 
must respond to changing market conditions, it should not be interpreted to be a commitment on 
the part of Microsoft, and~icrosoft cannot guarantee the accuracy of any information presented 
after the date of publication. Microsoft and Windows are either traaemarl<s or registered 
trademarks of Microsoft Corporation in the United States and/or other countries. Other Rroduct or 
company names mentioned herein may be the trademarks of their respective owners. Microsoft 
Corporation • One Microsoft Way • Redmond, WA 98052-6399 • USA 1 000 

######### 
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System Locked Preinstallation - Wikipedia, the free encyclopedia 

System Locl{elf"Pf~iifst111fifilfiinning! 
From Wikipedia, the free encyclopedia 

System Locked Preinstallation, often abbreviated as SLP, is a procedure used by major OEM 
computer manufacturers in order to preactivate Microsoft's operating systems Windows XP, Windows 
Server 2003 and Windows Vista before mass distribution. There are two different versions of SLP; 2.0 
is used for Windows Vista and Server 2008 while SLP, which is commonly now referred to as SLP 1.0 
to avoid confusion, for Windows XP and Server 2003. Operating systems that use SLP 1.0 check for a 
particular text string in a computer's BIOS upon booting. If the text string does not match the 
information stored in the particular installation's OEMBIOS files, the user is prompted to activate his or 
her copy as normal. SLP 2.0 works in a similar manner. This effectively "locks" the operating system to 
the qualified motherboard. In addition, if an end user feels the need to perform a "cJean install" of 
Windows, and if the manufacturer supplies the user with an installation disc (not a "System Recovery" 
disc that is a hard drive image), the user will not be prompted to activate the copy, given that the 
installation is performed on the same motherboard. Furthermore, because the check only involves the 
BIOS and not hardware, a user is allowed to change virtually all hardware components within the 
machine, a procedure that would normally trigger re-activation in retail XP/Server 2003 copies. 

It is important to note that SLP installations still require a product key, which are unique to the specific 
version of Windows (Home, Professional, Server, etc ... ). The product key printed on the Certificate of 
Authenticity affixed to an OEM assembled computer will usually suffice. As of February 28, 2005[1] 
(http://www .betanews.com/article/Microsoft_ Closes_Activation_Loophole/11 09293194 ), those keys 
were invalidated for normal activation by Microsoft in an·effort to'further reduce software pkacy, but 
does not apply to SLP. If the COA product key is lost, then product key finders, readily available on the 
Internet, can decrypt the key from a local installation. Keys from either source will allow the user to 
avoid activation upon reinstallation. Also, Microsoft released the following generic product keys that 
·can be used to avoid product activation on any SLP-enabled computer using the corresponding version 
of Windows XP: 

(Please note that the following keys are not volume license keys. The installation source must also be 
SLP-enabled by the manufacturer.) 

Windows XP Professional (32-bit) MVF4D-W774K-MC4VM-QY6XY -R38TB 

Windows XP Professional (64-bit) FM634-HJ3QK-6QVTY-RJY4R-XCR9J 

Windows XP Tablet PC Edition XT67V -GY7FW -GR6FR-WDK2C-8T97J 

Source: http://www.microsoft.com/technet/prodtechnoVwinxppro/deploy/oempreac.mspx 

Retrieved from "http://en. wikipedia.org/wiki/System_Locked_Preinstallation" 
Categories: Microsoft Windows stubs l Windows administration ANC 270 

• This page was last modified on 8 April2008, at 18:14. 
• All text is available under the terms of the 'G~'U Free 

Documentation License. {See Copyrights for details.) 
Wikipedia® is a registered trademark of the Wikimedia 
Foundation, Inc., a U.S. registered 50l(c)(3) tax-deductible 
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Windows-s.erver TechCenter >Windows .Compute Cluster Server.2003 Technical Librarv > C.qmguteCius.terServer: Ooeratj 
Comoute Cluster Administrator Operations 

License Management 
Updated: June 06, 2006 

Product IDs (PIDs), also called license keys, ar,e product identification used for authorization and activation. 
When modifying a Remote Installation Services iRIS) installation image, the compute cluster administrator 
must provide a valid license key in order that each node configured with this key can be authorized for use. If 
your organization uses volume licensing, one PID can be used for as many computers as the license agreement 
authorizes. Organizations that have retail versions of a supported operating system must either modify the RIS 
image by adding a valid license key each time the cluster administrator wants to add a new node, or create 
separate Images, each with a valid license key. 

Beta license keys 

Beta customers of Microsoft® Windows® Compute Cluster "Server 2003 will obtain this product either from the 
Internet or on CD-ROM. 

If you obtain your copy through Internet distribution, you can also obtain your beta liGense key from the 
Microsoft Connect Web site (http://go.microsoft.com/fwlink/?LinkiD=S206'6). If you obtain your~opy on CO­
ROM, the beta license key will be on the CD-ROM package cover. 

Each beta license key can be used to install and activate up to 30 compute nodes. Activation can be done 
remotely running an activation script. 

MSDN and MSDNA 

MSDN is licensed to individual developers. The customer gets one product key for up to 10 computers. Activation I! 

MSDNA (Academic) is sold to departments within accredited educational institutions (high school and up). The cust 
product key (VLK) and no activation is required. 

Volume License Agreement 

Volume License Agreements are used by medium, large, or enterprise organizations. A Microsoft Volume License A· 
License, Select License, or Enterprise License Agreement. The customer receives one license key which can used tc 
as needed, up to the limit specified in the agreement. No activation is requiroed for each installation. 

System Locked Preinstallation 

Used by Original Equipment Manufacturers {OEMs), System ·Locked Preinstallation ·(SLP) uses information stored in 
protect each installation from casual copying. No communication by the end customer to Microsoft is required. At s 
system compares the computer's BIOS to the SLP information. If it matches, no activation is required. 

Retail licensing 

When organizations purchase a copy of an operating system that Is supported by the Compute Cluster Pack, thrOU! 
customer gets an Individual product key for each copy. The customer then has to activate Windows after successfu 
system on the computer. However, if the same PID is used to deploy another computer, activation will fail. No reta 
version of Windows ·Server 2003, Compute ·Cluster Edition. But in the ·case where the cluster administrator has prei 
on a node"(addlng a node manually), the operating system must be activated. 
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Node sequencing (retail only) 

When you are using retail operating systems for your nodes, the sequence in which you reimage the nodes is impo 
that you want to rei mage two nodes named NodeOl and NodeQ2. NodeOl was originally .configured with an operati 
1. Node02 had an operating system with PID 2 installed. Windows Product Authorization authenticated PID 1 to thl 
NodeOl, and PID 2 was authenticated to the specific physical .computer Node0:2. 

Now when you rei mage both nodes, if you reimage NodeOl with an image that has PID 2, b.ecause that lic~nse wa! 
another computer, authorization will fall. As a result, if you are using individual retail products, you must Install tht 
that was originally installed on that specific node. You do this by modifying a RIS image with the correct Product U 
that modified image on the speciflc<omputer on which the product was originally installed. For a large numbers of 
efficient method exists- using the file Unique.udb. 

Using the unique.udb file 

If the Unique.udb file exists, RIS uses it instead of Unattended.txt. By cr.eating this file, you can match a specific n• 
Product ID. Then when you reimage a compute node, no matter what the new node name is, a specific Product ID 
name and Windows Product Authorization will succeed. 

You can match node and PID by using a file called Unique.udb. This file must exist in 0:\RemoteiNstaii\Setup\</an 
Name"\amd64\templates. The format for the file is as follows: 

[uniqueids]NodenameOl = useroataNodename02 = useroataNodename03 = useroata 

[NodenameOl:UserData]ProductiD="PID0l"[Nodename02:useroata]ProductiD="PID02"{Nodename03:user[ 

A typical Product ID looks like xxxxx-xxxxx-xxxxx-xxxxx-xxxx, where x Is either a letter or number. 

• Important: 

The order in which nodes with retail licenses are rebooted is Important. Nodes should be rebooted during RIS rein 
were originally imaged. 

Windows activation 

After a compute node is successfully installed and added to the cluster, the cluster administrator must activate Wir 
relies on Internet connectivity, so the cluster administrator should ensure that proxy configuration (If necessary) is 
have Internet access. 

[J Note: 

Beta customers of Windows Compute Cluster Server -2003 will need to activate Windows. However, if you license 
system through one of the Microsoft volume licensing programs, such as Op,en License, ·se~ect License, or·Enterpr 
required to activate those licenses. 

The following script can be submitted to the Job Scheduler as a job sent to all nodes in order to activate Windows: 

strComputer .. "." 
set obiWMIService = Getobject("winmgmts:" _ 

& t.{impersonationLevel·dmpersonate}!\\" & strcomputer & "\root\cimv2") 

Set colwindowsProducts = objWMIService.ExecQuery _ 
("Se 1 ect * from wi n32_W1 ndowsProdoctActi vati on") 

For Each objwindowsProduct in colwindowsProducts 
objwindowsProduct.A~tivateonline() 
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You can also get this script on the Web at Activate Windows Online {http://go.microsoft.com/fwlink/?Linkld=SH>SE 

W•• thl• inform•tlon helpful? 

Manage Your Profile I Contact Us I Newsletter 

© 2008 Microsoft Corporation. All rights reserved. Terms of Use 1 Trademarks 1 Privacy Statement 
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,, HP I {.)n-.e 

» Contact HP 

» HP -customer .Care 

IS Shopping cart 
Your cart is empty 

'' Choose your language 
and country 

, Register your product 
» HP Total Care 

Other links 
» Home & Home Office 

» Browse products 
, Learn and use 
, Online store 
, Buy direct from a store 

» Business users 

United 'States 

,, Supp-urt & Dnvcr~ )) How !0 e 

Search: Product {optional): ·{e.g. Oeskjet 9S 

Question or keywords: 

\e HP Customer-care (' All of HP United'State 
HP Customer Care I HP Pavilion Notebook PCs 

HP and Compaq Desktop PCs - Microsoft Windo'4 
Product Activation 

• Windows Vista product activation 

• Windows XP product activation 

• Reasons why an HP or <Compaq computer may need to be activated 

• Windows Activation terms 

• Related support 

This document pertains to HP and Compaq desktop computers that came with , 
Vista or Windows XP. 

To help prevent software piracy Microsoft Windows requires product activation before 
used as full version software. There are different methods to make sure that the Wind 
Product Activation is fulfilled: Windows Product Activation rNPA} and ·system Locked 
installation (SLP). 

Windows Product Activation method sends an installation 10 number to Microsoft befc 
Windows is verified and then activated. WPA involves two numbers. One is an lnstall1 
(generated by someone entering the-GOA or Product key} that the computer owner s1 
Microsoft. The second is a Confirmation 10, assigned by Microsoft, and is used to acti 
operating system's software. 

System Locked Pre-installation method takes place at the factory. No intervention is r 
required to activate the operating system software-before initial use. WithSLP-activat 
systems, most of the computer's hardware can be replaced without needing to re-acti· 
software through Microsoft. 

Most HP·computers use System Locked Pre-installation (SLP} to reduce the amount • 
it takes to setup the .computer. 

Windows Vista product activation 

You may be prompted to activate Windows Vista. 

Figure 1: Windows Activation message 

ANC 275 

4:\11 'i/?OOR 

ANCC000275
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



HP and Compaq DesktopPCs- Microsoft Windows Product Activation Page 2of7 

~
,------.----:--_------ ------ ----- --- --- -- -- --- -
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The WlodowsVi~· HQn\e Premiump~ lc:qyouiyped is invalid-for 
activatiOn: · · · · · · 

Normally, activation in Windows Vista is done automatically on HP and Compaq Des~ 
computers, but some conditions {tuming off the computer during Windows setup, forE 
can cause a W~ndows Activation message to appear. When this happens, Windows " 
requires activation or a system recovery. 

If you can still use the Windows Vista desktop, you can click Start • , right-click Con 
and select Properties to view the status of Windows Activation. Scroll down on the S: 
Properties window to view the status information. 

Figure 2: Not activated 

f) 1\. 28 day{s) to activate. Activate Windows now 

Product ID: 00000-0EM-0000000-00000 .Change product key 

Figure 3: Activated 

Windowsactivmon" .... ---------·--·-·-· 

Windows is ~ctivated 

Product ID: 00000-0EM-0000000-00000 echange product key 

If you can still open Windows Vista, you may be able to download a software update t 
resolve this issue. Use Windows Update and HP Update to install all -critical updates f 
Microsoft and HP and then restart the computer. If computer Windows Activation sere 
continue or you were not able to update your computer, the rest of this information ca 
activate or recover your computer. 

There are three ways to activate Windows Vista: by broadband connection, by dial-uJ: 
by automated phone system (voice). The first two methods require an lnternet--conne< 
the last method requires a voice telephone to dial a toll-free number. The Automated 
System may take several minutes due to the number of digits that need to -be entered 
following steps to activate a computer when the Windows Product Activation message 

NOT£: A system recovery can be used as an alternative to resolve the active 
To start a system recovery, tum on the computer and press the Fll k 
repeatedly after the first screens appear. For·computers sold in the U1 
that are being used for the first time, the system recovery process rna 
little more than fifteen minutes. For computers sold in other countries/ 
and for computers that experience the message after a recovery, syst 
recovery may take longer than 45 minutes. For more information abot 
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HP and Compaq Desktop PCs - Microsoft Windows Product Activation Page 3 of7 

recovery, please refer to the HP support document, P~rforming a Sys 
Recovery in Windows Vista . · 

1. Before starting, if you have a broadband internet connection, make sure the nE 
.cable is·connected to the computer. If you have a dial-up modem Internet conr 
make sure a phone line is connected to the modem connection on the computE 

2. From the Windows Activation window, click Type a different product key. 

Figure 4: Windows Activation: Type a different product key 

3. Enter the product key number into the product key field and then (:lick Next . T 
can be found on a Certificate of Authenticity label adhered to the lower right si< 
computer's case. 

Figure 5: Product key on Certificate of Authenticity label 

Figure 6: Windows Activation: Change your product key for activation 
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'(jJ ·:.: WmdowsActivation 

(hanqc: your product key lor .Ktlvation 

•; >; '. ~ .. ,.: .. ::.,.;- .:· 

-...... ~_ ..... :-._· .. · -' .. 

C~anging ycux ~~.~Jndo-~·.s vis.ra-·· Heme SJ:S1<: procu~ k;:y Jtt·::;,u~l'es you tc- ac1j'.~ate '/,iindo­
:nu~t .a-:t.\·t!l:t: ':.*.',ndo·.•,-s: -or \o;.,tndt)·,·~s mtght st1Jp • .. ·.:vrbrg., 

Yc:u can f•nd ;·our product ke)' stKk<:r on ycur computi:r cr on thi: m~:a!l.at:;::.n d:H holce 
thr. ·:.orncm·.s pactage. 

·-~,.._ .. , ~ .. ~ .;. 
_.__ •••••.• j.:.• ·····-

4. If product activation was successful. a success -sc~een is shown and Windows 
continues. You ar-e done. 

If online product activation failed, an "Activate Windows Now" window .opens. 

5. Click Show me other ways to activate and then click Next . 

A "How do you want to activate Windows?" window opens. 

Figure 7: Windows Activation: How do you want to activate? 

How do you want to activate Wmdows? 

l' ........................... " ........................................................................ - .. 
·1! ~ Usc my modem to connect din:ctly to the activiltion service 
1 (re•:otrn\c:mCed ~f yoo have a rrc-=em) 

t ......... ·~·· . . ... ·-· ... -· .................... ·-- ....... -..... ·-· ....... -- .. 
--~- Use the !Utomated phone system 

6. If a modem is not connected. skip this step. 

If a modem is-connected, use the following sub-steps to activate over the moe 

a. Make sure the phone line is not in use, click Use my modem to conne· 
to the activation service , and then click Next . 

b. Select the most appropriate country/region from the dropdown labeled " 
nearest location", and then click Next . 

NOTE: Do NOT click Activate Windows Online now . 

"Connecting to the activation service is displa~ed and the modem dials c: 
activate automatically. 

c. If product activation was successful, a success screen is shown and Wi 
Vista setup .continues. You are done. 

If product activation is not successtul, you are-returned to a previous sc 

ANC 278 

~/I -':if1fl(IR 

ANCC000278
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier



HP and Compaq Desktop PCs - Microsoft Windows Product Activation ·Page 5 of7 

Repeat these steps using the automated phone system or perform a sy: 
recovery. 

7. To use the automated phone system, click Use the automated phone systen 
"How do you want to Activate?" window and then click Next. 

8. To find available phone numbers for activation, select a location near you from 
dropdown and click Next . 

9. If a phone is not near the computer, get paper and a pencil to write down the ir 
IDs and Confirmation IDs. 

~ 0. Use a phone to dial the number provided in the "Activate Windows Now" windc 

Figure 8: Windows Activation: Activate Windows now 

. . ~ .... '' . . · .... 

t ·~~,~~..::.·· .·. .· . 
.. , ... 

~ .. St~~~t: To;g.et:·~~()~nfirmatiq~.lo,.~~:;! 
l... . l;466;7..0-i2st·:. 

'.1'.· -nota~ltlible'·~··• 
·~ •. ,• t ~:~ 

~-~';in•~·. 
- ~<- . .. ,_,.. 

·•; .• ;\(S~): 
. . ' . :·~: \ 

.. -~ .. 

sap: ... ~,r~7'"~"~ (,~:~7 ':£< .... 
oooooo. ·~.. ociOOOo· ·oooooo ~ ~· · CJ®ClOO.: • oooooo . 

$t.p:4iJ'-,.I<O~;i~~"':'~"'7'>m• F 

·1oooQQ()···t . 
. "~=---~· ,. 

' .~ J "'&6;1;' 'I;·:. 
•.• ·.:->· • ..:: • . ·;;; 

11. Follow the instruction from the phone system to enter the installation 10 numbe 
write down the confirmation ID numbers. 

12. Enter the confirmation 10 numbers into the fields A through H, in the same seq 
the phone system provided them. When done, click Next . 

13. If product activation still fails, perform a system recovery. For more information 
system recovery, please refer to the HP support document, Performing a SystE 
Recovery in Windows Vista . 

If product activation was successful, a success screen is shown and Windows 
continues. You are done. 

Figure 9: Windows Activation: Activation was successful 

ANC 279 

ANCC000279
IPR2021-01406 

ANCORA EX2011 

nchevalier
Sticky Note
None set by nchevalier

nchevalier
Sticky Note
MigrationNone set by nchevalier

nchevalier
Sticky Note
Unmarked set by nchevalier
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t •• Ill 1 nl'\1"\~ 

For more information about Windows Vista activation, please refer to the Microsoft su 
article • You may be promoted to activate Windows Vista on a computer on which Wir 
activation was not previously required • (in English). · 

Windows XP product activation 
If you need to activate an HP or Compaq computer that came with Windows XP, do tt 
following: 

1. When you try to activate your computer online, using the product key, you are 
to call the Microsoft Activation·call,center. The appropriate regional phone nurr 
displays. 

2. A Microsoft representative asks you for the Installation Identification Numberi~ 
generated based on the Certificate of Authenticity {COA) key entered '"during SE 
installation of XP) and the PC brand. 

3. If the Installation Identification Number matches one assigned to an HP produc 
Microsoft representative should provide a Confirmation Identification Number tl 
you to complete the activation process. 

Reasons why an HP or Compaq computer may need to b 
activated 
The following conditions may cause an SLP-activated computer to require activation t 
Microsoft: 

1. After recovering from HP Recovery Discs, a system recovery using "F11" is do 

2. Installing certain device drivers and software. 

3. Opening certain software. 

4. Installing certain software. 

5. Uninstalling certain software or files. 

6. Updating the BIOS or installing a new BIOS flash from another company besid 

7. Replacing the motherboard with one that does not contain the OEM-specific VE 

the BIOS. 

8. Breaking the End-User License Agreement {EULA) by attempting to load SLP­
media onto a different PC. 

Windows Activation terms 
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~ Printable version 

Privacy statement 

• Windows Pr.oduct Activation 0/'IPA) - Requires a person to unlock the compute 
Windows can be used. 

• System Locked Pre-installation (SLP) - No personal intervention is normally r& 
activate Windows. 

• End-User License Agreement (EULA). The agreement that the user of Windolt\ 
accept in order to use the Windows product. 

• Certificate of Authenticity (COA) - A proof of ownership identification method tc 
that a product is not counterfiet or·copied . .Could be in the form of a label that c 
bar code and product identification number, 

• Installation Identification Number.(Generated based on the Certificate of Authe 
entered during Windows setup. 

• Confirmation Identification Number (number that allows you to complete the ac 
process). 

Related support 

To learn more about Microsoft Product Activation, go to the Microsoft Product Activati 
(in English). 

NOTE: One or more of the links above will take you outside the Hewlett-Pack 
site. HP does not control and is not responsible for information outsid• 
Website. 

Still not finding what you're looking fol1 -

.Using this site means you agree to its terms Feedback to WebmastE 

C 2008 Hewlett-Packard Development-Company, L.P. 
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Dell- Awesome Manufacturing- Says It All 
Wednesday 12th March 2003 

Some people wonder out-loud about the success of Oell. The conundrum is that in an industry famed for 
innovation and clever ideas, Dell looks like a bit of an anomaly because it doesn't appear to ·do innovation or 
clever ideas. Its R&D spend is low and it has no "grand strategic plan" for·the future of computing. 

However it will probably end up having a big say in the future of computing. You only have to look at the 
figures. It is already the dominant PC manufacturer. Not so long ago it had only a small p~ece of the high-end 
workstation market, but in a whirlwind 18 months it grabbed more than 60 per-cent of the US market and 
over 50 percent of the world market. 

It didn't used to do PDAs either, but it moved into the market and in its firsttrading quarter (and it only had 
the product available for about half of that quarter) it took about 20 percent of the market. In many product 
markets Dell is the dominant vendor and it is rapidly becoming the dominant IT hardware vendor overall, 
perhaps destined to reach a position that IBM once held. 

Dell is a tough competitor because its manufacturing operations are brilliant. This is no secret of course, but a 
trip round a Dell manufacturing plant provides food for thought. Here's the flavor: All of Dell's plants are run 
on the basis of the continual monitoring of critical success factors. The ones used ar.e: 

• Hours of Sales Inventory: This is the amount of inventory held in production and you want it to be as 
low as possible. In the Austin (Texas) factory I visited the figur.e was a remarkable 22 hours for the 
servers they build, but in Dell PC plants it is more like 7 hours. 

• Actual Uptime: The amount of time that the plant as a whole is unavailable because of failur.es of any 
kind from machine failure to lack of supplies. The target is 97 percent but most Dell plants run at 99 
percent. 

• Ship to Target: In the server plant in Austin, the target is 5 days from order to shipment. When the 
factory is really humming it can get down to 2 days, but that's exceptional. 

• Deliver To Target: This is the same as above except it measures when the customer receives the 
goods, so it monitors the delivery process. 

The plant is automated by a large manufacturing system, built by Dell itself from various packages and a 
good deal of custom code. This picks off the orders to be built and sends a request for pieces ·to the inbound 
supplies area of the plant. The bits are picked and routed to an assembler, with the more difficult assemblies 
going to the more experienced staff. 

Once built the computer goes to a load and test area, where the requested software that was or-dered with 
the system is automatically loaded and the whole assembly is tested. Then it goes to packaging where it is 
put in boxes along with documentation and other accoutrements and is shipped. There are just four steps in 
all this; pick, assemble, load and test, and box - so the plant is laid out in that fashion. 

However there are two pr~t~typing ar-eas where ideas for improving the production prooess ar:e tested. These 
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are included as an alternative part of the production process but are monitor.ed dosely. If they prove to be 
effective then they will be implemented. Such prototyping can take up to a year and may fail. However Dell is 
always improving its proc-ess. · 

Dell's tee Kirk, a Production Control Manager describes Dell operation as "High Velocity Mass "Customisation". 
Dell's manufacturing is very much a team based activity with every member of staff involved in at least one 
Business Process Improvement (BPI) project. These projects run at every plant and are always targeted at 
squeezing out cost. This more than anything else is what gives Dell the edge. 

Last year Dell claimed to have squeezed out a further $1 billion from costs and may do something -similar this 
year. Mostly this comes from the BPI projects. It's not surprising then that Dell wins awards for having one of 
the top manufacturing plants in the US. It is a little surprising that it has cut costs to the point where 
manufacturing in the USA is no more expensive for it than manufacturing in Malaysia or anywhere else. 

In the end it all adds up to Dell's killer advantage. It can offer lower prices. That's why it wins market share. 
In reality Dell is inventive and does have clever ideas, many of them- the.evidence is on display at its 
manufacturing plants. 

Robin Bloor 

Close Window 
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{'57) ABSTRACT 

Systems and methods for software licensing enfon:ement 
using an ACPI BIOS. A digital license is provided that 
includes information about both the software and hardware 
on which it is to be run. The licensing process receives 
hardware and software information from the end user and 
bin<ll the license to both. A main BIOS biDaJy contains code 
and static motherboard specific data. Dynamic state values 
containing, .e.g., machine-specific system management data, 
such as, a serial number may be stored subsequently on 
NVRAM or its equivalent. The main BIOS binary allows 
provides sufficient functionality to test the hardware. Once 
the software to be loaded on the system is known, a 
corresponding digital license containing both the software 
and hardware information is loaded to NVRAM. 

Descrlptloo 

XOOOOOOOO = license verifier 

XOOOOOOO 1 • digital license 

Length, in bytes, of the licensing data 

111 part of licensing data as string size limit of 64 

byte 
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Fig. 2 
Field Byte Byte Desc:riptloa 

Length Offset 

Header 

Signature 4 0 SLIC. Signature for the "Software Licensing 

Description Table. 

Length 4 4 Length, in bytes, of the entire SLIC. The length 

implies the number of Entry fields at the end of the 

table. 

Revision I 8 I 

Checksum I 9 Entire table must sum to zero. 

OEMID 6 10 OEM name 

OEMTableiD 8 16 Optional Motberboard/BJOS logical identifier 

OEM Revision 4 24 OEM revision of SLIC table for supplied OEM 

Table ID. 

Creator ID 4 28 Vendor ID of utility that created the table. 

Creator Revision 4 32 Revision of utility thattteated the table. 

Software licensing --- 36 A list of the static resource allocation structu."'es for 

Structure[n] this implementation. This list contains all the 

software licensing structures. These structures are 

defined in the following sections. 
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Fig. 3 

Fleld Byte Byte Description 
Length Offset 

Structure Type 4 0 XOOOOOOOO = license verifier 

XOOOOOOOI =digital license 

Licensing Data Length 4 4 Length, in bytes, of the licensing data 

Licensing Data Specified 8 a• part of licensing data as string size limit of 64 

above byte 
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DATA STRUCTURE FOR IDENTIFYING 
HARDWARE A..'IID SOFTWARE LICENSES TO 
DISTRffiUTE WITH A COMPLYING DEVICE 

FIELD OF THE INVENTION 

(0001] This invention relates in general to the field of 
computer hardware and software distribution. More particu­
larly, this invention relates to a data structure that identifies 
if software can be distributed and loaded on to a particular 
hardware device. 

BACKGROUND OF THE INVENTION 

{0002] Conventionally, software has been licensed for per 
device usage. However, thece have been limited methods to 
enforce licensee obligations, which has led to software being 
installed on multiple, unlicensed machines. Digital licenses 
improved upon shrink wrap licenses, and are used to limit a 
piece of software to a particular piece of hardware, where 
the digital license contains both software and hardware 
information. 

{0003] One problem with digital licenses is that every 
year, over 100 million personal computers are shipped to end 
customers by OEMs (original equipment manufactures). 
Asking every end user to acquire the digital license for the 
copy of software and for the specific machine is not prac­
tical. A partial solution to this problem was used in new 
computers "pre-loaded" with MICROSOFT WINDOWS 
XP. OEMs were provided the ability to "pre-activate" WIN­
DOWS XP by using a mechanism called "System Locked 
Pre-installation," SLP. 

(0004] SLPuses information stored in the OEM's personal 
computer BIOS to protect the installation nom casual piracy. 
No communication by the end customer to MICROSOFT is 
required and no hardware bash is created or necessary. At 
boot, WINOOWS XP compares the PC's BIOS to the SLP 
information. If it matches, no activation is required. Thus, 
every single piece of hardware could be changed on a PC 
with SLP and no reactivation would be required. However, 
a limitation of this method is that the OEM information in 
the BIOS could be written simply by flashing it to the BIOS. 
Thus, it could be written to the BIOS of an unauthorized 
machine to make the unauthorized machine appear as an 
authorized machine. 

[OOOS] Thus, it is desirable that a digital license contain 
information related to the software and hardware that wilJ be 
pre-loaded by manufacturers, and that the digital license 
persist through the system life cycle, such as hard drive 
corruption or image based installation. It is also desirable 
that the digital license information not be easily forged onto 
an unauthorized PC. The present invention provides <such a 
solution to these and other problems. 

SUMMARY OF THE IN¥ENTION 

[0006] The present invention extends the usage of the 
ACPI BIOS for software licellliing enforcement. ACPI is the 
acronym for advanced configuration and power interface. A 
digital license is provided that includes information about 
both the software and hardware on the computing device on 
which software may be run. The licensing process receives 
hardware and software information from the end user and 
binds the licelllie to both. In accordance with the present 

1 
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invention, a main BIOS binary (in ROM or its equivalent) 
contains code and static motherboard specific data. Dynamic 
state values containing, e.g., machine-specific system man­
agement data, such as, a serial number may be stored 
subsequently on NVRAM or its equivalent. The main BIOS 
binary allows provides sufficient functionality to test the 
hardware. Once the software to be loaded on the system is 
known, a corresponding digital license containing both the 
software and hardware information is loaded to NVRAM. 

(0007] Additional features and advantages of the inven­
tion will be made apparent nom the following detailed 
description of illustrative embodiments that proceeds with 
reference to the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

{0008] The foregoing summary, as well as the following 
detailed description of preferred embodiments, is better 
understood when read in conjunction with the appended 
drawings. For the purpose of illustrating the invention, there 
is shown in the drawings exemplary constructions of the 
invention; however, the invention is not limited to the 
specific methods and instrumentalities disclosed. In the 
drawings: 

(0009] FIG. 1 is a block diagram showing an exemplary 
computing environment in which aspects of the invention 
may be implemented; 

[0018] FIG. :Z is an exemplary ACPI BIOS table in 
accordance with the present invention; and 

(0011] FIG. 3 illustrates the software licensing structure 
shown in FIG. 2. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

.[0012] Exemplary Computing Environment 

.[0013] FIG. 1 illustrates an example of a suitable com­
puting system environment 100 in which the invention may 
be implemented. The computing system environment 100 is 
only one example of a suitable computing environment and 
is not intended to suggest any limitation as to the scope of 
use or functionality of the invention. Neither should the 
computing environment 100 be interpreted as having any 
dependency or requirement relating to any one or combina­
tion of components illustrated in the exemplary operating 
environment 100. 

{0014] The invention is operational with numerous other 
general purpose or special purpose computing system envi­
ronments or configurcttiollli. Examples of well known com­
puting systems, environments, and/or configurations that 
may be suitable for use with the invention include, but are 
not limited to, personal computers, serveN:omputers, hand­
held or laptop devices, multiprocessor systems, micropro­
cessor-based systems, set top boxes, programmable con­
sumer electronics, network PCs, minicomputers, mainftame 
computers, distributed computing environments that include 
any of the above systems or devices, and the like. 

[0015] lbe invention may be described in the general 
context of computer-exa."UUible instructions, such as pro­
.gram modules, being executed by a computer. Generally, 
program modules include routines, programs, objects, com­
ponents, data structures, etc. that perform particular tasks or 
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implement particular abstract data types. The invention may 
also be practiced in distributed computing environments 
where tasks are perfonned by remote processing devices that 
are linked through a communications network or other data 
transmission medium. In a distributed computing environ­
ment, program modules and other data may be located in 
both local and remote computer storage media including 
memory storage devices. 

(0016] With reference to I<"IG. 1, an exemplary system for 
implementing the invention includes a general purpose 
computing device in the form of a computer 110. Compo­
nents of computer 110 may include, but are not limited to, 
a processing unit 120, a system memory 130, and a system 
bus 121 that couples various system components including 
the system memory to the processing unit t:ZO. The system 
bus 121 may be any of several types of bus structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec­
tures. By way of example, and not limitation, such arcbi~ 
lectures include Industry Standard Architecture (ISA) bus, 
Micro Channel Architecture (MCA) bus, Enhanced ISA 
(EISA) bus, Video Electronics Standards Association 
(VESA) local bus, Peripheral Component Interconnect 
(PCI) bus (also known as Mezzanine bus), Peripheral Com­
ponent Interconnect Express (PCI-Express), and Systems 
Management Bus (SMBus). 

[0017] Computer 110 typically includes a variety of com­
puter readable media. Computer readable media can he any 
available media that can be accessed by computer 110 and 
includes both volatile and non-volatile media, removable 
and non-removable media. By way of example, and not 
limitation, computer readable media may comprise com­
puter storage media and communication media. Computer 
storage media includes both volatile and non-volatile, 
removable and non-removable media implemented in any 
method or technology for storage of information sU<:h as 
computer readable instructions, data structures, program 
modules or other data. Computer stordge media includes, but 
is not limited to, RAM, P.OM, EEPROM, flash memory or 
other memory technology, CD-ROM, digital versatile disks 
(DVD) or other optical disk storage, magnetic cassettes, 
magnetic tape, magnetic disk storage or other magnetic 
storage devices, or any other medium which can be used to 
store the desired information and which can accessed by 
computer 110. Communication media typically embodies 
computer readable instructions, data structures, program 
modules or other data in a modulated data signal such as a 
carrier wave or other transport mechanism and includes any 
information delivery media. The tenn "modulated data sig­
nal" means a signal that has one or more of its characteristics 
set or changed in such a manner as to encode information in 
the signal. By way of example, and not limitation, commu­
nication media includes wired media such as a wired net­
work or direct-wired connection, and wireless media such as 
acoustic, RF, infrared and other wireless modia. Combina­
tions of any of the above should also be included within the 
scope of computer readable media. 

(0018] The system memory 130 includes computer stor­
age media in the form of volatile and/or non-volatile 
memory such as ROM 131 and RAM 132. A basic input/ 
output system 133 (BIOS), containing the basic routines that 
help to transfer infonnation between elements within com­
puter 110, such as during start-up, is typically stored in ROM 
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131. RAM 132 typically contains data and/or program 
modules that are immediately accessible to and/or presently 
being operated on by processing unit 120. By way of 
example, and not limitation, FIG. 1 illustrates operating 
system 134, application programs 135, other program mod­
ules 136, and program data 137. 

(0019] The computer 110 may also include other remov­
able/non-removable, volatile/non-volatile computer storage 
media. By way of example only, FIG. 1 illustrates a hard 
disk drive 141 that reads from or writes to non-removable, 
non-volatile magnetic media, a magnetic disk drive 151 that 
reads ftom or writes to a removable, non-volatile magnetic 
disk 152, and an optical disk drive 155 that reads from or 
writes to a removable, non-volatile optical disk 156, such as 
a CD-ROM or other optical modia. Other removable/non­
removable, volatile/non-volatile computer storage media 
that can be used in the exemplary -operating .enviromneat 
include, but arc not limited to, magnetic tape cassettes, flash 
memory cards, digital versatile disks, digital video tape, 
solid state RAM, solid state ROM, and the like. The hard 
disk drive 141 is typically connected to the system bus 121 
through a non-removable memory interface such as interface 
140, and magnetic disk drive 151 and optical disk drive 155 
are typically connected to the system bus 111 by a remov­
able memory interface, such as interface lSI. 

[0020] The drives and their associated computer storage 
media, discussed above and illustrated in FlG. 1, provide 
storage of computer readable instructions, data structures, 
program modules and other data for the computer 110. In 
FIG. 1, for example, hard disk drive 141 is illustrated as 
storing operating system 144, application programs 145, 
other program modules 146, and program data 147. Note 
that these components can either be the same as or different 
from operating system 134, application programs 135, other 
program modules 136, and program data 137. Operating 
system 144, application programs 145, other program mod­
ules 146, and program data 147 are given different numbers 
here to illustrate that, at a minimum, they are different 
copies.A user may enter commands and infonnation into the 
computer 110 through input devices such as a keyboard 162 
and pointing device 161, commonly referred to as a mouse, 
trackball or touch pad. Other input devices (not shown) may 
include a microphone, joystick, game pad, satellite dish, 
scanner, or the like. These and other input devices are often 
connected to the processing unit 120 through a user input 
interface 160 that is coupled to the system bus, but may be 
connected by other interface and bus structures, such as a 
parallel port, game port or a universal serial bus (USB). A 
monitor 191 or other type of display device is also connected 
to the system bus 121 via an interface, such as a video 
interface 190. In addition to the monitor, computers may 
also include other peripheral output devices such as speakers 
197 and printer 196, which may be connected through an 
output peripheral interface 195. 

[0021] The computer 110 may operate in a networked 
environment using logical connections to one or more 
remote computers, such as a remote computer 180. The 
remote computer 1118 may be a personal computer, a server, 
a router, a network PC, a peer device or other common 
network node, and typically includes many or all of the 
elements described above relative to the computer 110, 
although only a memory storage device 181 has been 
illustrated in FIG. 1. The logical connections depicted 
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include a local area network (LAN) 171 and a wide area 
network (WAN) 173, but may also include other networks. 
Such networking environments are commonplace in offices, 
enterprise-wide computer networks, intranets and the Inter­
net. 

'[00~:%] When used in a LAN networking environment, the 
computer 110 is connected to the LAN 171 through a 
network interface or adapter 170. When used in a WAN 
networking environment, the computer 110 typically 
includes a modem 172 or other means for establishing 
communications over the WAN 173, such as the Internet. 
The modem 172, which may be internal or external, may be 
connected to the system bus 121 via the user input interface 
160, or other appropriate mechanism. In a networked envi­
ronment, program modules depicted relative to the computer 
110, or portions thereof, may be stored in the remote 
memory storage device. By way of example, and not limi­
tation, FIG. I illustrates remote application programs 185 as 
residing on memory device 181. It will be appreciated that 
the network connections shown are exemplaey and other 
means of establishing a communications link between the 
computers may be used. 

[0023] Exemplaey Embodiments 

[0024] The present invention is directed to a data structure 
within an ACPI BIOS table that exposes licensing informa­
tion. The ACPI system firmware describes the system's 
characteristics by placing data, organized into tables, into 
main memory. These tables have names like RSDT and 
DSDT. The DSDT (Differentiated System Description 
Table) is the largest table, because this is where the system's 
devices are described. The present invention builds upon this 
structure by implementing a Software Licensing table 
called, e.g., sue. 
[0025] The ACPCSLIC system table structure exposes 
licensing information that is persisted on the motherboard to 
a licensing enforcement engine in, e.g., the operating sys­
tem. The ACPI_SUC advantageously shares the same 
header structure as other ACPI tables, as shown in FIG. 2. 
In addition two additional data structures are provided: (1) 
digitally signed license data, and (2) public key in verifying 
the signature of digital license mentioned above. 

[0026] The digital license data in the ACPI_SLIC is pref­
erably small because persistent memory on motherboard is 
expensive. It is preferable that digital license contain at least 
the following pieces of data: (1) hardware information, for 
example, individual hardware ID or motherboard type ID, 
(2) software inthnnation, for example, a product key or 
operating system flag, (3) timestamp, and a digital signature, 
based on, but not limited to, RSAI 024. The digital license in 
ACPI_SLIC is preferably an opaque string. How an oper­
ating system interprets the data is governed by the type 
value. 

[0027] The public key to verify the digital license in item 
(1) above, may be implemented on a special piece of 
hardware on the motherboard, embedded in the BIOS, etc. 
For standardized operating system retrieval, this verifier of 
digital signature is also exposed through ACPI_SLIC. 

{0021] The software licensing structure shown in FIG. 2 
is further defined in FIG. 3. The software licensing structure 
includes the digital license and its signature verifier, which 
are exposed and differentiated by the value of structun: type. 
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[0029] The present invention supports a flexible manufac­
turing process for the ACPI BIOS. The BIOS may be 
""'nceptually viewed as two parts: 

~[0030] 1. Main BIOS binary, on ROM or its equivalent, 
containing code and static motherboard specific data; and 

[0031] 2. Dynamic state values, on NVRAM or its equiva­
lent, containing system management data, such as a serial 
number. 

[0032] The former is motherboard specific and the later is 
individual machine specific. 

[0033] During early stage of PC manufacture, an OEM 
may not necessarily know what software will be loaded on 
that specific PC for end user during shipping time. However, 
the OEM may need the full functional finnware!BIOS to test 
the hardware. Therefore, main BIOS binaey is loaded on 
ROM or its equivalent. After the OEM determines what 
software will be shipped with the PC, etc., a corresponding 
digital license containing the information of both software 
and hardware can be loaded to NVRAM or its equivalent at 
later manufacture process. 

(0034] In addition to the above, theACPI code varies from 
one type of motherboard to another. In accordance with the 
present invention, the OEMID and OEMTableiD value. in 
ACPI system table header that are part of compiled BIOS 
binary can be used as indirect identifier for the motherboard. 

[0035] Thus, the ACPI BIOS code in main BIOS binary 
retrieves the digital license from NVRAM (or its equivalent) 
and the signature verifier from BIOS binary on ROM ~(or 
other special chip on motherboard), and presents the data in 
previously defined ACPI_SLIC structure to operating sys· 
tem. 

[0036] While the present invention has been described in 
connection with the preferred embodiments of the various 
Figs., it is to be understood that other similar embodiments 

' may be used or modifications and additions may be made to 
the described embodiment for performing the same function 
of the present• invention without deviating therefrom. For 
example, one skilled in the art will recognize that the present 
invention as described in the present application may apply 
to any computing device or environment, whether wired or 
wireless, and may be applied to any number of such com­
puting devices connected via a communications network, 
and interacting across the network. Furthennore, it should be 
emphasized that a variety oh:omputer platforms, including 
handbekl device operating systems and other application 
specific operating systems are contemplated, especially as 
the number of wireless networked devices continues to 
proliferate. Still further, the present invention may be imple­
mented in or across a plurality of processing chips or 
devices, and storage may similarly be effected across a 
plurality of devices. Therefore, the present invention shoukl 
not be limited to any single embodiment, but rather should 
be construed in breadth and scope in accordance with the 
appended claims. 

What is claimed is: 

1. A data structure embodied in a '-"Omputer readable 
medium for use with an application, the application being 
suitable for deployment on a computing system, the data 
structure comprising: 
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a header field that includes information regarding said 
data structure contents; and 

a software license structure that contains a digital signa­
ture and information regarding hardware and software 
in said computing system. 

2. The data structure of claim 1, wherein said software 
license structure comprises a structure type field, a license 
data length field and a license data field. 

3. The data structure of claim 2, wherein said license data 
field contains information regarding hardware within said 
computing system. 

4. The data structure of claim 2, wherein said license data 
field contains information regarding software loaded onto 
said computing system. 

5. The data structure of claim 2, wherein said license data 
field contains a timestamp. 

6. The data structure of claim 1, wherein said application 
comprises a verifier that verifies said digital license aod, 
wherein said verifier is exposed to an operating system 
installed on said computing system. 

7. A method of populating a BIOS during manufacture of 
a personal computer, comprising: 

loading a main BIOS biruuy; and 

loading said BIOS with a software license structure that 
contains a digital signature and information regarding 
hardware and software in said computing system. 

I. The method of claim 7, further comprising providing 
instructions in said main BIOS binary to retrieve a digital 
license and a signature verifier. 

9. The method of claim 8, further comprising providing 
instructions in said main BIOS binary to present said digital 
license to an operating system installed on said personal 
computer. 
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10. A method of licensing hardware and software distrib­
uted with a comput~ device using a data structure, com­
prising: 

providing said data structure in a BIOS contained within 
said computing device, said data structure including a 
header field that includes information regarding said 
data structure contents and a software license structure 
that contains a digital signature and information regard­
ing hardware and software in said computing system; 

providing a signature verifier that verifies said digital 
signature; and 

providing said data structure to an operating system 
running on said computing device. 

11. The method of claim 10, wherein said software liceoJe 
structure comprises a structure type field, a license data 
length field and a license data 'field. 

12. The method of claim 10, wherein said license data 
field contains information regarding hardware within said 
computing system. 

13. The method of claim 10, wherein said license data 
field contains information regarding software loaded onto 
said computing system. 

14. The method of claim H), wherein said license data 
field contains a timestamp. 

15. The method of claim 10, further comprising providing 
instructions in a BIOS binary to retrieve a digital license and 
said signature verifier. 

• • • • • 
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A capsule of walker's experience in life ... 

SLP 2 Hacked To Activate Windows Vista Ultimate Permanentlv 

Copyright© reserved by Walker on Sunday, May 6th, 2007 at 19:20 PM 

On 9th of Feb, Chinese duo pseudo-named Binbin and Aeno written SLP 2.0 weakness and .cracking 
guide, which lead to a most successful Windows Vista activation crack as of today! 

The SLP 2.0 (System Locked Preinstallation 2.0), also known as OA 2.0•{0EM Activation 
2.0) is supposed the improved OEM activation technique of Microsoft, which allows most 
branded OEM 'Computer manufacturers (such as Dell, HP, IBM, ASUS, etc) to pre-activate 
Windows Vista in factory before shifting to the market. So, the end users will not have to ,.go 
through Windows Vista activation process, either by toll-free phone or activation online to 
Microsoft network. 

The original SLP 2.0 cracking guide of Binbin and Aeno details the steps required to_flash and modify 
motherboard BIOS -embed the Windows Vista SLP 2.'() data segments - in order to perfectly activate all 
Windows Vista editions! The authors thought to share their fmding of cracking SLP 2.0 as academic 
references for those who interested in the topic of BIOS technology and security. 

Microsoft Windows Vista 
Obten el Nuevo MS Windows Vista ve nuevas funciones. 
Compra ya. 
www. WindowsVista.com/Hispano 

Download & Update BIOS 
Update & Fix Your BIOS Instantly! Free Download -
Optimize Your PC. 
BIOS-Download.net 

Windows Vista_JJpdat~ 
Instantly Updates & Repairs Vista Drivers. "Free 
Download. Start Now! 
DownloadPCDriversUpdates.com 

However, the SLP 2.0 weakness or cracking guide turns out be sweet and honey of pirated vista camp. 
The .guide leads them to develop and adopt in mass the BIOS emulator software that works easier to 
"legally" activate Windows Vista Ultimate- the most expensive Vista edition that built with .all the 
Vista features, but the pirated Vista copy is available in a flat price of less than 5 bucks! 
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The Paradox OEM BIOS Emulation Tool-kits For Windows Vista, is believed the first of its kind. 

Thereafter, there are more OEM BIOS emulators for Windows Vista activation available for download 
from most torrent P2P networks and warez sites, such as STRO One Click Windows Vista Emulator or 
Windows Vista Activation And OEM Information version FF2.1.2.l.l by sTRo, Windows XP and 
Windows Vista Crack By Mobile Latham, Rajpreet Singh Windows Vista Activator 2007 , etc.· 

Unlike the Binbin and Aeno guide that involves flashing and modifying physical BIOS, these OEM 
Vista BIOS emulator may not working well after Vista SPl or KB released. Moreover, many of the new 
coming Vista activator may end up with bundled virus I mal ware or malicious code! 

Hence, the Binbin and Aeno SLP 2.0 cracking demonstrate a more reliable Vista activation crack to 
permanently activate Windows Vista, even with release of Vista SPl, unless the SLP 2.0 activation will 
be abandoned by Microsoft at later stage. But, this is NOT likely to happen until the next Windows OS 
code-named Windows Vienna is introduced, as this will affecting millions of OEM -computers installed 
with Windows Vista that have been sold out to the market as of today! 

So, how technical is the Bin bin and Aeno SLP 2.0 cracking guide works to activate Windows Vista 
permanently? 

Follow is my attempt to briefly English-translate Binbin original guide (Mandarin version). For full 
resolution of pictures below, please refer to Binbin original guide. Corrections of this translated version 
are welcome. To contact Binbin, the original author and cracker of SLP 2.0, please email him at 
binbinl23.cn@gmail.com. 

Quoted Binbin as mentioning in his original guide, this SLP 2.0 cracking,guide is meant as 
an academic reference and demonstration for those who are interest on the topic of BIOS 
technology and security. However, different readers will have different mind of using this 
guide, which is out of the author control and against the author intention! 

Part One : SLP Introduction 

Starting with Windows XP, Microsoft introduced SLP (System-locked Preinstallation) technology to 
activate Microsoft OEM Windows products. 

SLP 1.0 works by detecting OEM hardware SLP-related data string that embedding into the BIOS DMI 
table - activate Windows if it is valid. Otherwise, it will prompt the end users to enter COA product key 
and activate Windows XP by calling to Microsoft toll-free activation number or online activation by 
connecting to Microsoft activation center. 

SLP 1.0 is pretty simple in theory and immediately cracked by hackers who know well about BIOS and 
BIOS-editing related software. The most widely adopted XP activation crack is by using the DMI editor 
to add in SLP-related license certificate in BIOS DMI table, and fools Windows XP to activate as it is 
running on legit OEM hardware computer system! 

While Windows Vista introduced, Microsoft upgrade SLP 1.0. to SLP 2.0 to tackle the security flaws. 
Instead of using DMI table, SLP 2.0 adding SLIC structure to the BIOS ACPI table, which is used to 
store SLP Pubkey (SLP Public key) and SLP Marker. Overall, Microsoft SLP 2.0, or OA 2.0, working 
concept is summarized as this: 
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1. If the Windows licensing module detects SLP private key - the special Vista Product key or CD 
Key used with SLP 2.0 - then the SLP activation proce·ss will be executed. 

2. Windows activation module verify the loaded OEM certificate. If the Microsoft -certified OEM 
certificate is not found, then SLP 2.0 activation will be failed, and in turn require end user to 
activate Windows Vista via toll free phone number or online to Microsoft network. 

3. Next, the Microsoft certified OEM -certificate is compared and matched with SLP Public Key 
stored in the BIOS ACPI_SLIC table. 

4. Now, both of the SLP 2.0 Public Key and SLP Marker that stored in the BIOS ACPI_SLIC table 
are verified. The 

5. Then, the OEMID and OEMTableiD data string that found in the SLP Marker, ACPI_RSDT, and 
ACPI_XSDT are compared and matched. 

Part Two: SLP 2.0 weakness and vulnerability study 

As the BIOS of all DIY motherboards (such as Asus P5B of'Gigabyte motherboard) doesn't contain the 
ACPI_SLIC table that storing Microsoft SLP 2.0 related data string, installing Windows Vista on these 
computers will not be activated via SLP 2.0 mechanism. 

However, the technical weakness of SLP 2.0 allows craclcer to extract SLP 2.0 data segments from 
genuine OEM BIOS of DELL, ASUSTEK, HP, FUJITSU, etc. Next, the BIOS of DIY motherboard will 
be modified to add in APCI_SLIC table that storing the SLP 2.0 data segments! 

A branded OEM computer that pre-install Windows Vista comes with Recovery CD that 
used by end user to restore t..lte corrupted Windows Vista. 

The OEM Vista product key (known as SLP 2.0 private key) and Microsoft certified OEM 
certifiCate are both found in this Windows Vista recovery CD. 

The SLP Public Key, SLP Marker, OEMTableiD, and OEMID are also found in the 
ACPI_SLIC table of this OEM BIOS. 

Technically, it's quite impossible to add a new SLIC table to the BIOS of DIY motherboard. So, Binbin 
and Aeno SLP 2.0 cracking demonstration is actually attempt to replace the existing ACPI table for 
SLIC table. 
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Microsoft Windows Vista 
Actualiza a Microsoft Windows Vista compralo ahora 
tiendas eercanas 
www.WindowsVisla.com/Hispano 

Drivers for Windows Vista 
Latest Windows Vista Drivers. Free download. 100% 
Guaranteed. 
QuickPCSolutions.org 

fr_o~mJ..With_ACPJ'l 
Scan for ACPI Driver Conflicts 100% 'Free Driver 
Download ... 
www.DriverFixer.com/ACPI 

Page4of 10 

Part Three: The generic technical guide demonstration of cracking SLP 2.0 to permanently 
activate Windows Vista 

Award BIOS is the most common BIOS used among DIY motherboard. So, Binbin and Aeno SLP 2.0 
cracking guide demonstrate how to add in SLP 2;0 data segments in Award BIOS version 6.0, to 
permanently activate the OEM Windows Vista. 

The tools and utilities used in this ~ide: 

• CBROM 2.19 - used to add and replace Award BIOS ACPI table 'Contents. 
• MODBIN6 2.01.01- used to modify Award BIOS data strings and options. 
• WinHEX - used to modify the contents of ACPI table. 
• Windows Vista - the newest Windows OS used to execute the tools and perform this demo. 

1. Put the target motherboard BIOS template, MOD BIN 6, CBROM in one folder. 

lN.,~ :~,:;t.;;/,~· "'· · .• J Date~N!d_. -·- t~ 
D BHMX$23·.BIN .. "100t/1J7 20:ft·. ~file 
l!§BcsROMi19.m · imi9t4 ~ tq,pliution· 
~ MOOIJJNr;.$CE 2094/612519".1:~ ~~· 

2. MODBIN 6 only recognize BIOS template that end with BIN file extension. Rename the BIOS 
template to end with BIN extension if it's currently not. 

3. Double-click MODBIN6.EXE and choose the target BIOS template. 
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4. Now, there are some temporarily files created in the working directory. The ORIGINAL.BIN is 
the target file of editing. · 

N.mtf ·. . ! Date modified Type 
"- ~~__:.::_.:.:.~::_:·_:.:;.,_:_;_ -~-~:. .:.:..• .•.. ,..;;,.;._-_, __ , . .:· __ , __ :.:___;_;..;~~~~ ...... - .. - . --- _,,_ ·~·- ··-·· ·-······· 

lJ8HMXfi323.BIN 2007/2/720:11 BINFile 
~<BROM219.EXE 2001/9/4 6:05 Application 
D MLSTRING.BIN 2007/2/910:19 BIN tale· 

-!!l3 MODBIN6 .. E.XE 2001.16/1510:14. Application 
:uaRiGJNAi~~--~------~-2007/219-iO..W~--Biii;~----

Ox6R"oliP:sJN 2007/U9 -10:19 81N1=i~ 

5. Execute WinHEX editor to open ORIGINAL.BIN file and search for RSDT data -string. 
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6. Press OK to fmd the ACPI table index. Each 4-byte words representing a BIOS A~PI table-entry. 
Find out the less useful ACPI table entry and convert it for SLIC table to 'Store SLP 2.0 data string. 

There are four possibilities of ACPI table entries found in most BIOS of DIY motherboard: 

o The longest ACPI index is found, such as this RSDTFACPDSDTAPI-CSSDTSRATFACS. Binbin 
suggests that replace and convert SRAT table entry as SLIC table entry, since this table entry 
is not used by default. 

o Shorter ACPI index is found, such as RSDTFACPDSDTAP~CMC.FGFACS. Binbin suggests to 
convert MCFG table entry. If MCF-G is not found, then ACPI is the last resource. 

However, ·converting ACPI table entry for SLIC might cause the installed .OS failed to 
operate. A re-installation is needed to resolve the problem after this step. This situation is 
similar when the ACPI function is disable I enable in the normal B·IOS configuration screen. 
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·o Again shorter ACPI index is found, such as this one·,RSDTFAGPDSDTFA'CS. You <=an stop 
here, as all these table entries are must-haveentries and are not possible to convert any one 
of them to SLIC table. 

o None of the ACPI entries has been found, especially with those newest motherboard BIOS 
that released after the Binbin SLP 2.0 cracking guide. 

7. Replace the SRAT table entry as SLIC and·save the changes made. 

cs oo·oo oo oo oo uo o~ o6 oo oo tio ?~····t· 
46 41 43 "50 44 53 44. '54 4.1 5.CJ 49 43 RSDrFACPDSDTAPIC 
$a~_:4e:~;;~~l';3t~ 46 .t1 43 ~ 1~ ~ ·Ee 4A: ssD't'Sti.,Aes-~ .eJ 

8. Switch back to MODBIN6 window, click the save option of File menu to save the,edited BIOS 
template file. 

9. Next, the CBROM219 will be used to extract the ACPI data structure, add in SLP 2.0 data 
segments to ACPI SLIC table that has been added successfully, and modify the OEMID and 
OEMTABLEID found in the RSDT table entry. 

10. Open Windows Vista Command pmmpt from the working directory and execute this Hne of 
command 

cbrom219 8hmx6323 .bin /acpitbl ex-tract 

Press Enter to accept the default when prompt for file name. 
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11. Switch to WinHEX editor and open the extracted acpitbl.bin BIOS template. 

12. Modify the OEMID and OEMTableiD in RSDT table as the SLP Marker matching data string. 
OEMID is fixed as 6-byte words, while OEMTableiD is fixed as 8-byte words. Fill up the empty 
byte with space (Ox20). Save the change when done. 

3 1 2. 3 .4 5 .6 1 I 9 A B C D E F ' 
s2 ·s3 44 !54 34 oo oo oo oi rio sr'.4J.:,ri•ss·; .. s,;st1 nsoT4 •••.• ~::;;! 
4£. 6F ,,. 65 62 "OF u. ·6JI 3la 3ci · 42 41 s1 s2 441 Not.~cctt.oBAW:!m 

13. Appends the SLIC table to ACPI data structure. In the opened Windows Vista Command Prompt, 
type this ·command 

copy acpitbl.bin /b + acpislic .bin /b acpitbl.bin /b 

The acpislic.bin is the SLIC table that containing both the SLP Public Key and SLP Marker. 

14. Now, restore the extracted ACPI table ·structure back to BIOS template. In the Command Prompt, 
execute 

cbrom219 8hmx6323.bin /acpitbl acpitbl.bin 
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15. Lastly, flash (update) the existing BIOS with the new BIOS template that containing ACPI_SLIC 
table. Reinstall Windows Vista or boot into the existing installed Windows Vista, to verify that the 
OEM Windows Vista has been successfully activated as a genuine copy! 

Part Five: Verify the BIOS modifJ£ation result. 

Binbin suggests to use Everest Ultimate v3.50.888 Beta to verify the modified BIOS. 

1. Execute Everest and locate the Motherboard entry in the left panel. 

2. Double-click the ACPI entry and take a look on the SLIC table. The length of SLIC table entry 
should be 374-byte words. 

. ·~ .. 

3. Next, verify that the OEMID and OEMTableiD in RSDT table are matched with those in SLP 
Marker. 
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4. Should the SLIC and RSDT table verification are passed, proceed to install Windows Vista with 
OEM Vista product key that specifically for SLP Private key and load in the OEM BIOS 
certificate. 

$RH_d_up_wlruto.w.'-.YJIIa 
Award Winning PC Repair Tool. Free Download. 100% 
Guaranteed. 
PCAush.com 

Tune_U~t WlmktW'-Y.llll 
Optimize Windows Vista in Minutesl100% Free Vista Tune Up 
Download 
www.PCTuneUpTips.com 

.Get Bios 
-Everything You Need In Technology Find It Today Faster At 
Ask. com! 
www.ask.com 

Download: Vista Drivers 
Official release of latest drivers for Vista users. Free download. 
Driver-Pro.com 

Bookmark and Share: These icons link to social bookmarking sites where readers can share and discover 
new web pages . 
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.! news: window vista.,cracked( mic-rosoft 5 y.ears work in vain 
gym 
The ho~st new in the internet world is that the gaint vista has been·cracked 
microsoft is in big problem 
here is a story how vista was cracked 
This is a nighmare for microsoft that their 5 yeays continous work by top softwar.e .eng 
has been cracked in just 2 months of its release 
the crack was perfect and even microsoft server cannot trace that their software has 
been cracked 
its base on apple computer free version 
for now see this video a footage 

http: /Jwww. techcheckdaily. com/2007./0 ... eked-for-real/ 

ppl u must be thinking how does the crack of world gaint window vista works 
here is some explanation 
What's the purpose of this release? 

Bypassing the product activation requirement ·of Microsoft Windows Vista x86. 

How does it work? 

Microsoft allows large hardware manufacturers {e.g. ASUS, HP, Dell) to ship their 
products 

· containing a Windows Vista installation that does NOT require any kind of .product 
activation as 
this might be considered an unnecessary inconvenJence for the end-user. 
Instead these so-called 'Royalty OEMs' are granted the right to embed certain Hcense 
information 
into their hardware products, which can be validated by Windows Vista to make obtaining 
further 
activation information (online or by phone) obsolete. 
This mechanism is commonly referred to as 'SLP 2.0' Csystem-locked pre-installation 
2.0') and 

· consists of the following three key elements: 

1. The OEM's hardware-embedded BIOS ACPI_::SLIC information signed by Mk:rosoft. 

] 2. A certificate issued by Microsoft that corresponds to the specific ACPI_SLIC 
information. 

The certificate is an XML file found on the OfM's installation/recovery media, 
ususally called something like 'oemname.xrm-ms'. 

3. A special type of product key that corr:esponds to the installed edition of Windows 
Vista. 

This key can usually be obtained from some installation script found on the OEM's 
installation/recovery media or directly from a pre-installed O€M system. 

If all three elements match Windows Vista's licensing mechansim considers the given 
installation a valid system-locked pre-activated copy {that does not requ~re any 
additional product activat~n procedures). 
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So the basic concept of the tool at hand is to present any given BIOS ACPI_:SUC 
information to Windows 
Vista's lic-ensing mechanism by means of a device driver. 
In .combination with a matching product key and QfM oeettificat.e this allows for rendering 
any system 
practically indistinguishable from a legit pre-activated system shipped by the respe<;tive 
OEM. 
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here is easier explanation how the piarates cracked vista 

t's official: Pirates crack Vista at last 

* 4th March 2007 
* 
*Vista 

#2 {permalink) 

Join Date: May 2007 
Location: nepal 
Posts: 597 -\';"'i. "~ 

A genuine •Crack for Windows Vista has just been released by pirate group Pantheon, 
which allows a pirated, non-activated installation of Vista (Home Sasic/Premium and 
Ultimate) to be properly activated and made fully-operational. 
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· r Cuatom (apdy.OEM8JO$.cbllp lit ~l 
.. ·· ... ·. "-.'-:=.... · •• -·: .. :·,·.·._ ··.·-.; -::-, 

Unlike cracks which have been floating around since Vista RTM was released in late 
November, this crack doesn't simply get around product activation with beta activation 

1 

· files or timestop cracks - it actually makes use of the activation pr.ocess. It seems that 1 
M'zoft has allowed large OEMs like ASUS to ship their products with a pre-installed l 
version of Vista that doesn't require product activation - apparently because end users 
would find it too inconvenient. 

OEM EmulationOEM Emulation 
This version of Vista uses System-Locked Pre-Installation 2.0 '(SLP 2.0). It allows the 
"Royalty OEMs" to embed specific licensing information into the operating system which 
Vista can activate without having to go back to M'zoft for verifiCation. The licensing 
components include the OEM's hardware-embedded BIOS ACPI_SUC (which has been 
signed by M'zoft), an XML certificate file which corresponds to this ACPI_SUC and a 
specific OEM product key. 

Pantheon released a bundle which includes the ·Certificate files from ASUS, Dell, HP and 
Lenovo along with OEM product keys for Vista Home Basic, Home Premium and Ultimate, 
and an emulator which allows the BIOS ACPI_SUC driver for any manufacturer to be 
installed without requiring the system to be physically running that hardware. F.or 
example, you can install the ASUS certificate information on any machine, not just an 
ASUS. 

And yes, the crack most certainly works. You end up with an activated, legitimate copy of 
Vista which passes all the Windows Genuine Advantage ·checks. 

The release of this ·crack do.es make a bit of a mockery of the whole volume activation 
process. I was beginning to think the new activation process introduced with Vista might 
spell the end of easy and large-scale Windows piracy, and if the only way to activate 
Vista was to have it communk:ate directly with M'zoft, then that just might have been a 
possibility. But allowing such a workaround to OEMs just because their users might not 
like it has introduced a weakness into the system. Pirate groups are well known for 
exploiting any weakness no matter how small {as evidenced by the cracking of KMS), so 
once this activation process became known it was only a matter of time. 

As the crack is tied •to specific product keys, it remains to be seen whether M'zoft will be 
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able ·to do anything about shutting out machines activated using this method. But their 
work will be made much more difficult now that such machines have completely bypassed 
the online activation process, and are connecting as legitimate copies of Window 
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