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Systems and methods fiir calculating tlwcat scores fiir indi-
i'iduals ivithin an organimtion or donmin arc provided.
Aspects of the invention relate to computer-iinplcmented
methods that liiun a prcdic tive t iwcat rating 1 itr u mr accounts.
hi one implementation. a threat score representing a lirst time
penod may be calculated. The first threat score may be cal-
culates) from n quantitication of a plurahty ol'nctivity viola-
tions across a plurality ofcontml groups. Wet/sting schemes
may be applied to certain nctivitics, controls, and/or user
accounts Further embodiments may bc configured to tnm-

sider additional indicators. Eurther aspects relate to appam-
tuses configured to cxcvutc methods fiir ranking individunl
user accounts. Certain ambodimen! s may not block trmismis-
sions that violate predefine niles, hov;ever. indications of
such improper transmission may bc considered svhcn cmi-
strncting a tlueat ratin .
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INSIBER TIIREAT CORRELATION TOOL

[0001] This application is related lo ii S paten&application
Ser. No.. entitled "Insider Threat Correlation Tool.'*

which was concurrently tiled with this applicati&m &lith au
attornev docket number of 007131.00033.

BACK(II(OIflqD

[0002] Increasingly, organizations are responsible forpro-
tecting ind&vidual*s contidential and proprietary elecuonic
ulformat&on. For example. Iinmic&al ulstitut&ons collect and
retain vast amounts of personal information &n electronic
format, therefore the storage and distribution of such infor-
mation must be closely monitored. 11&is is also tn&e for med&-

cal organizat&ons that must efl'actively collect. store and dis-
tribute vust aumunts of electron&c data while complying w &th

IIIPPA (Ilealth Insur ulcc Pri~acy and Portabil&ty Act] and
otlmr regulations Regulating access and distribution of elec-
tronic coniidential mformation is n«&re ddiicult than physical
data as it &s more readily copied mid distnbuted. Thus, orga-
niwitions v,iih such infi&rmation must closely monitor their
employees and other uid&v&du«la to ensure the ulfonuation &s

protected, not only from disclosure. but inadvertent contami-
nat«m
[UUU3[ Prior systems attempted to block certain activities,
such as visiting certain sites on the Intenmt or accessing
certain storage devices containing conlidcntial i«tom&ation
Unfortiumtely. however, blocking s&tes alone does not pro-
vide m&y indicntion of a tlucat. Furthcnnorc, while it n&av bc
desirable to block trmlsm&ssions tlmt pose u serious tlucat to
the organization, blocking each transmission that violates m&y

rule could reduce producuvity, eliicim&cy. «nd frustrate the
holder of the blocked user account, the IT department. Cnd/or

any third party that needs to receive the transmission. espe-
c&afly &f the material is ume-le«sit&ve Additionally. mmiy
systems apply a "one size fits all" security policy, winch
cannot consider thc type ot user account being m&mitored

[0004] Current systems also do notpmvide uloveralltlueat
ratinv that considers several different security nwasures for
uidiv&duels within an m&t&ty or domain For example. cvcuII'n

ent&ty has enacted seven&I &nd&vidual secunty measures, a

specific user may not nwet tlm "&Inc«hold" level to be consid-
ered a threat for each iud&vidual secunty measure. desp&te thc
fact that they have significantlv high activity for several mea-
sures, and thus pusc an overall threat In contrast, a user who
exceeds one security "tlueshold" level for only a single mea-
sure may incorrectly be deemed a security threat to the m&tity

or domain. In this rcvard, current systems don't adcquatcly
consider &ndiv&dual characteristics ofaccounts. I'or example,
certain job responsibilities may require some users to have
lt&P&er lian usual act&vity levels.
[UUUS] Cu&rent systems for collecting cata fmm different
systems strain valuable resources Often, the time spent cel-
iac«n dataexceedsthetuneava&labletostopomnuumizethe
threat. Therefore, the lag in data does not present an up-to-
date &nd&canon of the ent&ty's current tlucats. Moreover. cur-
rent systems do not allow quick un«lysis of tlueats that may
readily bc navigated Ior morc precise inforn&ation Novel
systems and methods that improve upon one or more of these
and other deficiencies would be desirable.

BRIL'F SUMMARY

[0000] Aspects of the embod&ments address one or more of
the issues mentioned above and/or other issues by disclosing

methods, computer readable media. and apparatuses config-
ured to calculate tlu eat ratings. Aspects of the invent&on relate
to computer implcmmitcd methods thar I'onn a predictive
threat rating for a plurality of individuals The plurality of
ind&viduals may be members of an organization, such as a

corporation or bus&ness entity. In one embod&ment. the pre-
dictive mating is calculated fi&r en&ployees of an orgmiization.
Further aspects relate io determinations of 11 Imther to cele&&-

late or display a tlueat rating or score for a user account.

[0007] In certain embodiments, a tlueshold quantity of
activity violations must occur before a threat rating is calcu-

lated for a user account. Ye»n other embodiments, a tlu esho id

quantity of activity violations must occur within a speciiic
control group or collection ofcontrol vroups. In one embodi-
ment. a first contml moup relates to activities regarding tar-

ge&a«I conunun&cat&ons For example. in certan& embodi-
meu& w au indication o I'auy blocked tarn et ed comniunwations
may be received. Illustrat&ve targeted conunun&cat&on com-
nuuficat&ons include but are not limited to: e-nmil and instant
ulcswlglug.

[0008] Further embodiments may comprise control groups
relating to non-blocked transiniss&ous. I or exmnple, certain
embodiments may not block traus missions that violate one or
more prcdeiinc rule« hov;c&mr, indi cmions ol'uch unpropcr
transnussion nmy be cons&dered when constructing a tlueat
rating in nccordance with various embodimenm. I'or example,
activ&ty v&olations that may be considered a Iov, tlu eat to m&

o&ganimtion may not be blocl ed. Nonetheless, men repeti-
tive minor violations may bc indicatiim of lack of &mining,

unproper procedures. und/or a threat to an organ&zat&on. I'ur-

thermore, certain activities may not violate a nde of a security
appl&cat&on. ho&lever, when coupled together w&th other
activ&ties or when associated w&th certa&n levels of the act&v-

ity. niay bc rclcvant to tlm security of an entity's information.
Therefore, attnbutes of such activities may be cons&dered ul

any threat analysis or whether to calculate a threat score or
lail llg.

[0009] ('crtain embodiments mny consider the type or
qum&uty of nct&vity v&olations that occur in rein&&on to scveml
attributes, such as for example: encryption status. attachment
violations. identity of the pa&ties. dnta patterng v;ordw and
comb&nat&ons thereof. In certaul eu&bod&n&ants, a different
threshold maybe calculated for diiferent attributes I«certain
embodiments. exceeding dilfcrcni thresholds may cack bc
considered an independent activ&ty viola«on. Yet in another
embodiment, tlm totality ofactivity violations for a coflection
ofattributes may be considered &n m&y analys&s.

[0010] Certain en&bodiments consider whether a blocked
conuuunication compnses an at&»bute s&nular to tul

unblocked transmission associated with the same user
account. For example. a user may attempt lo ctrcutnvm&t

security procedures by

attempt &ng

to tmnsmit a b locke«I trm&s-

nussion thr&mgh another mcvhanism. Furtlmr. employees
loolnng to uupress the&r superv&sor nuiy want to iransm&t

higldy confidential information to thdr personal email
addresses so they may work over a weekend While the inten-
t&ons of employee may be genuine, potential disclosure or
inadvertm&t retention of the information could be harmful to
the employer and even its cl&eats. Therefore. certmn embod&-

ments may implement systems and methods to detect some-
one sending files to a persm&al account In anotlmr embodi-
ment. &t may be determined &f a certau& tmnsnussions are
transnutted or received tluou Jv& an unmithorized protocol.
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[0011] Certain aspects disclosed hereul relate to detemli-
nat«ms of whether to condum I'urthcr correlmion analysisol'he

user accounts. In one embodunent, it may be deternuned
if tlm user account has additi&mal indicntors. Illustratiim indi-
cators may include a prior invi'.(figs(1011 of a (L&LY ODhe (L&LI

account or another individual, such as a supervisor, the vol-
ume or type of infilrnlation accessible by thc user account,
whether ihe user account hms an exception to a s(murity policy,
factors thai I sllggcs I all spic ious collllnuflicatloll activity; 'llld/

or whether a user has accessed a specific computer-readable
medium diuing a specific time frame.
[U012] Asp(ects of the embodiments may be provided in a

computer-readable medium havulg computer-executable
instructions to perform one or more of the process steps
describedherein Theseandotheraspectsofthemnbodiments
are discussed in greater detail tluoughout tlus disclosure,
including the accompanying drmvings.

BRIEF DESCRIPTION OF TIIF. DR.AWINGS

[0013] The present invention is illustrated by wav of
example and not limited in the accompmlying figures in
which like reference BLLBIcmls indicate similm clcments and
ul wluch:
[0014] FIG. I shows an illustrative opemting enviroiunent
ul Lib&eh venous aspects ol'he eiuboduuents may be impl(u
mented:
[00151 FI(i 2 is mi illusuative block diagram of worksia-
tions and servers tlmt may be used to implement the processes
and functions of cenain Bsp(xts of tlm embodiments;
[0016] FIG. 3 shows a flow diagram of mi illustrative
me(i«ld in secor(hsiwe u ith one embodiment,
[0017] FIG. 4 shows a flow diagram of mi illustrative
method ul accordance with one emboduuenh
[0018] FICi 5 shows a flow diagram of an illustrative
method ul accordance with one embodiment; and

[0019] FICi 6 ah&«vs a flow diagram ol'n illustrative
method ul accordance with one embodiment.

DFTAII,ED DESCRIPTION

[0020] In accordance with various aspects of tfic embodi-
ments. methods, computer-readable media, and appmatuses
are disclosed that assist in thc creation, implenmntation,
monitorum, review. and use of predictive thrmu ra(in s for
several user accounts. The user accounts may be related to an
organization, such Bs employees of an organization
[0021] FIG. I illustrates an exmnple of a suitable comput-
uig system enviromnent 100 (c.g, for u hich may be part ol'llustrativesystem 200 and/or perfiirm one or more aspects of
illustrative process 3UU (as shown in 11C&S. 2 and 3, respec-
lively). The computing system em ironment 100 is only one
exmuple of a suitable computuig envirotunent und is ILL1t

intended to suggest any limitation as to the scope of use or
I'unctiouality of the emboduuents The computing system
envirorunent 100 should not be interpreted as having any
d(pendency or requirement relating to any onc or combma-
tion of components shown ul the iilustrauve computulg sys-
tem environment 100

[0022] Tlm embodiments are openitional v ith numerous
other general purpose or special purpose computing system
environments or configurations. Examples of v,ell known
computing systems, environments, and/or configurations that
may be suitable for use u ith the embodiments include, but are
not limited to, personal computers, server computers, hand-

held or laptop devices, nuiltipm cessor systems, microproces-
sor-based systems. s(t top boxes. programnuible consmncr
electronics, netv ork PCs. minicomputers. Buuufr une com-
puters. distributed computing mlvironments that include any
of the above systems or devices, mid tlm like

[0023] With reference to PIC&. l. tlm computing system
enviromnent IUU may include a computing device 1UI

wherein the processes di acu«sad lmrei n may be imp le nmntcd.
The computing device 101 may have a processor 103 for
conuolling overall operation of the computing device 101 and
its associated mmiponenis, Includulg RAM 105, ROM 107,
conumuiications module 109, and memory 115. Computing
d(mice 101 typically includes a variety ofcomputer readable
media Computer readable m&«IIB may be any available media
that may be accessed by computing device 101 and ulclude
both volatile and nonvolaule inedim removuble mid non-re-
movable media. By way ofex unple, and not linutation, com-

puter readable media may comprise a combination of com-
piltel'tol" ige nledia alai Colnlnll«ICB(&011 illedia

[0024] C'mputer storage iuedia include volatile slid non-
volatile, removable and non-removable media implemented
in any mctlxxi or lcchnology for storage ol'information such
as computer readable ulsiructionm data slructures. progr un
modules or other data. C'mputer storage media include, but
arc not hluit(xf to, rand&mi access m(mory (RAM2 read only
memory (ROM], electronically emsable progmmmable read
oui'/ ril(luoD'FFPROM]. tlash nu:nlory or other nlcluoiy
technolo y. CD-ROM. digital versatile disks (DVDI or other
optical disk storage, magnetic cassettes. magnetic tape. mag-
netic disk storage or other magnetic stonlge devices, or any
other medium that can be used to store the desired informa-
tion and that can be accessed by computing device 101.

[0025] ('ommunication media typically embody computer
readable instructions, data structures. pro@am modules or
other data ul a modulated data signal such as a cairler wave or
other Imnsport mech uiism and include any information
dehvery media. A modulated data SIylai is a signal that has
onc or morc of'ts characteristics set or is changed in such a

manner as to encode inlonnution in thc signal By (say of
example. Bnd not limitation, communication media uiclude
wired nwdia such as a wired network or direct-wired conncm-

&1011, and wireless uiedlil such as Bcolistlc, RF. hlfrBred alai
other wireless media

[0026] Although not shoivn. RAM 105 may include one or
more applications rcpr(venting thc application data stored in
RAM memory 105 while the computing device is on and
corresponding software applications (e.g.. sofhvare tasks),
are nuuung on the computing device 101. In one embo&h-

ment. RAM 105 an&1'or any other memory may include a

security application The security application may assist iu

luonltoullg activity Of 011L'11'«Ore uSer BCCO«lltS On OJIC Or

more other devices, such as devices 141 and 151, which are
described In nuire det ul below

[0027] Commuuimitions module109 may include anucro-
phone. keypad, touch screen, and/or stylus through which a

user of cmnpuling dei'icc 101 nuiy provide input and may
also include one or more of a speaker for providing audio
output and a video display device for providing textual,
midiovisual and/or graphical output.

[0028] Sofbvare may be stored witlun memory 115 and/or
storage to provide instnictions to processor 103 for enabling
compming device 101 to perform various fiinctions. I'or
example, memory 115 may store sofnvare used by the com-
putinve device 101, such as an operating system 117, applica-
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tion programs 119, and an assoc&ated database 121. Alterna-
tively. some or all of'thc computer executable instnictions for

computing device 101 may be embod&ed &n hardware or firm-
wme (not shown). As discussed above, mmnory 115 may
comprise one or more security applicationv. some of which
w&ll be described below.

[UU29] Database 121 may provide centralized storage of
response infi&rmation Processor 103 may access d&e rcsponsc
information fmm database 121 and process the response
information that may be included in an interactive response to
a user Wlule database 121 is shown to be internal to comput-
ing device 101, database 121 may be external to computing
device 101 with some embodiments.

[0030] Computing device 101 may operate ul a networked
cnv&nuuuc&lt supportnl'onnccl&lins to nile o&'loi'c I'cnlotc

computing devices. such as user terminals 141 and 151. Add&-

tim&al cim&puting devices and the arrangmnent of such
devices are descubed in illustrative embod&ment shown &n

FIG 2 The user computing devices 141 and 151 may be
personal computing devices or servers that mclude many or
all of the elements described above relative to the computing
device 101

[0031] Tf&e network connections depicted in FICI. I include
connect&ons tluough multiple networks. Iior example, in one
embodiment, a local area network (LAN) 125, may be an
orga&umt&on's &ntranet, and a w&de area network (%VAN) 129.

maybe the internet. In one embodiment implementing a LAN
nc&wolkh'In cnv&rona&cnt, coi'nputing di:vice 101 may be con-
nected to the LAN 125 through a network interface or adapter
&n the conununications module 109. When used in a WAN
netivork&og env&ronment, the server 101 may include a

modem, or interface in the conumuucations module 109 or
o&hcr means fi&r avtablishing comnuuiications over tlm WAN
129. such as the Internet 131 Thus, from a secunty perspec-
tive, one user account may be conhgured to access a LAN,
such as I AN 125, however not to access onc or morc WANs,
such as WANs 129/131.

[U032] It will be appreciated that the network connections
show n are illustrative and othiz means of establishing a com-
munications link between the computing devices may be
ascii. Thc cxistcncc of anv of valloils wi'.ll-known plotocols
such as TC'P/IP, Etlmrnct, FTP. HTTP and the like is pre-
sunled, and the system can be operated in a client-server
configuration to pem&it a user to retrieve web pages from a

wcb-bascxf veri cr Any of various conventio&ml wcb brow vers
can be used to display and manipulate data on web pages. 11&e

network connections may also provide connectivity to a
CCTV or image/uis captunng dev&ce.

[0033] Add&tio&mlly.oneormoreappl&cauonpro rams119
used by the computing device IUI, and/or user terminals
141'151 accord&ng to an illustrative embodi&Cent, &nay

include computer executable ulstn&ctions for invokulg user
functionality related to communication including, fi&r

exmnple, enuiil. short massage serv&ce (SMS), and'or other
targeted communications applications that transmit conunu-
n&c&11&ons final a Usc& accounl to &i second uscl account
(whether internal or external to the organization or dom un of
the first user account).

[0034] I',mbodimentsof the invention may include fonna of
computer-readable med&a. Coniputer-readable med&a include
any available med&a that cm& be accessed by a computing
dcvicc 101. ( Omputer-readable nwdia may comprise storave
med&a and commun&cat&on med&a. Storage media ulclude
volatile and nonvolatile, removable and non-removable

med&a unplemented &n any method or teclmology for storage
of'information suchas computer-readable instnictions, object
code, data structures, program modules. or other data Com-
munication media include any information delivery media
and typically embody dnta in a modulated data signal such as
a carrier wave or other tmnsport mechanism.

[0035] Although not required, one of ordinary skill &n the
alt will apprcciatc that va&ious aspects described herein may
be embod&ed as a method. a data processing system, or as a

con&pater-readable medium storing computer-executable
ulstructions For example. a computer-readable medium stor-

ulg instructions to cause a processor to perform steps of a

method in accordm&ce with aspects of the embodiments is
contemplated. For example. aspects of the method steps d&s-

clo sed herein may be executed on a processor on a comp ut&ng
ilcvlcc 101 Such a pn&ccsso&'lav cxi'cute con&pa&el'"execut-

able u&stn&ct&ons stored on a computer-readable med&um.

[0036] Referring to I'ICI. 2, un illustmtwe system 200 for
implementing methods according to some cmbodin&ants is
shown As illustrated. system 200 may include one or more
workstations 2UI. In one mnbodiment, workstations ZUI are
similar to user lcm&iirals 141!151 shoivn in FI(f I Worksta-
t&ons 201 may be local or remote. and nuiy be conncvted by
onc of comnnmications linl s 202 to computer network 203
lmkcd via cmnmunications links 205 &o server 204 ln sys&mn

200. server ZU4 may be any su&table server, processor, com-

puter, data processing device, or combination of the sanm.
Semer 204 may be used to process the instruct&ons received
from, and the trm&sact&ons entered into by. one or more par-
nc&pants

[0037] Computer nelivork 203 may be any suitable cimi-
puter network including the Internet. an intrm&et. a wide-area
network (WAN), a local-arcs network (LAN), a wireless &mt-

work, a d&g&tal subscriber line (DSL) network. a Irmne relay
network, an asyncluonous tmnsfer mode (ATM) network. a
viruial private network (VPN), or any combiimtim& of'any of
the same. Conunurucat&ons hnks 202 and 205 may be any
comnninications links suitable fi&r communicating between
v orksla&iona 201 and server 204, such as network inks, dial-

up links, wireless links. hard-wired links, etc. Connectivity
may also be supported to a ( C'TV or image/iris capturing
dei'Icc

[0030] With sonw. ernbodinwnts, illustrative system 200

may support an iuterachve sys&em as v di bc I'urtber d&s-

cussed. For example, workstations 201 may fiulct&on as user
terminals and server 204 may function as a security applica-
t&on control systen& that monitors act&vities of muluplc user
accounts on workstations 201. As lu&derstood by those sl iliad
in the art. tlm steps that follow in FICIS 3-6 n&ay be imple-
mented by one or more of the components &n FIGS. I and 2

and/or other components, including other computing devices.

[0039] Aspects oi'the invent&on relate to monitoring, mea-
suring, or detecting activities relating to one or more controls.
The cotitrols may relate lo disparate activities associated &lith

user accoun&s. Momtonng conlrols may assisi further deter-
minations w:bather a user account represents a threat to an
olganization In onc embodiment, onc or more of the "user
accounts" may be associated w&th a parucular individual,
such as an employee of m& orgm&i&mtion Tlms, regardless of
whether the &ndn idual &s using user terminal 141. user tenm-
nal 151, or any workstation 201, the individual's actions may
bc tied to a particular user accolmt. In an alternative embodi-
ment. a "user account" may be assoc&ated w&th a particular
computing device. linis. in one embodiment, if any of a
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plurality of individuals uses a particular computing device,
such as user terminal 141, the computing device will bc B

specific user account. In another embodiment n "user
account" may be a combination of spec itic user(s) on speci tie
computing dcvicm(s)

[0040] As v ould be understood by those skilled ui the art, it
is quite cwiunon liir a subset of user accounts within an
Orgaill sat 1 oil Ol'om'lilt LL1 hBVC BCCCSS n1 ICSOLII CCS ILL1t BVBLI-

able to other user accounts Lvithin tlm same organization or
domain. (Jnlike prior art systeins, cnibodiments disclosed
hereui muy be used to monitor activiues across an orgaiuzas-
tion or donuiin having user accounts with security features
tliai dilfer from other user acniunts. For example. In one
nnbodiment, each user account may lmve access to a first
network, such as tlm 'Intcmet" through WAN 131 shown in
FIO. I. however. only a subset of those accounts muy have
access to a second network, such as specific resources acces-
sible on thc organiration's or d(nnain's intrmiet, such as
through LAN 125. In one embodiment, the resources may
include a cnitralized store ofelectronic data that is accessible
from several different user terminals 141/151 or workstations
ZUI.

[0041] FI(i 3 shows thxvchnt 300 ol'illustrativr. methods

tlmtmnybeimplemented inaccordance withvarious embodi-
mems of tlm ifwuntion. According to certain embodiments.
activities ofuser accounts relatuig to ac~eral controls may be
monitornt. measured or detected (see, e.g., block 30Z). Any
detectable activity, such as tlm transmission of electronic
information (either receiving or transmittutg), maybe used as
a contml as described herein. Some illustrative activities
which serve ns onc or more controls may include. but are not
limited to: blocked communicanon tlu ough the tatveeted com-
municatiwi application, communication tlmiugh the tiuvcted
comnuuiication applicauon meeting the predethted cnterion.
accessing a specific computer-readable medium, an illegal
storage attnnpt, and!or any cwnbiimtions Ihcreot'urther,
several controls may be categonzed as in one or more comm 1
groups. Indn:d, aspects of tlm invention rclatc to correlating
certnui controls that may be dctcctcd through diiferent pro-
ccsscs.

[0042] As used herein, a "targeted communication applica-
Iion" encompasses those apphcations that allois a first user to
directly communicate with another individunl For cxaniple,
comniwi targeted Pwiummication applications mclude, but
are not limited to: electmiuc mail (e-mail), instmit messagui
(IM), clmtting, and combinations thereof Such applications

may el loiv oue account a as on at nl w it h a first user. w lii ch niay
be an employee of the organization to transmit and/or receive
electronic information directly to a second account nssociated
with a second user, wluclmnay be external to the organization.

[0043] From tlm fbregoing it is to bc understood that tlm

controls may relate to disparate activities associated v ith user
accounts. For exmnple, seveml different security applications
may bc implemcntni across a iwtwork to mwutor. measure
and/or detect disparate activiiies. Thus, ditferent controls
may be grouped into one or more control groups. For
exmnplc, onc entity (such. Ims a commercial esiablishmcnt
having sensitive medical records) may have a first control
group comprising controls relating to activity of rargeted
comnninications (such as. for example, electronic mail,
instant messaging. and/or clmtting applications) and a second
colttlol gn1up that monitors non-targctcxt network trafiic
(such as includuig conumuucutions using I ITTP, FTP. and/or
other pmtocols). The cvroups may be logically or physically

distuict Bs dictated by the secunty applications implemented.
stomge of data, entity-specific concerns, or other variables.
Ye1. a second entity (such as tinancud insntution having sen-
sitive finnncial data) may have a first croup tluit monitors all
truflie (regardless o I'whether it's a targeted corn num ication or
not) using a specific protocol Bnd a second control group that
I iso lil tols Ilatfic ILs1llg 'I s ceo lid pro toe Ill. For I xalrlp le. Ill otic
clubodlluPllb Bll entity illus'avP. II scent'P colilllllllllcatiolls
challilcl tllÃt tiullsnll ts Slid/of fcccivL's traffic tlullsilllttcd wltl'I

a tirst autlmntication protocol and activities transmitted Iv ith
another authentication protocol (or in the absence of an
authenticatiim protocol) may be within another group. Illus-
trative methods of detectuig secure or encrypted channels„
protocols. or "tiuuiels" are described in IJ.S. Provisional
Application No. 61/325,055, entitled "Detecting Secure or
Encrypted Tmuieluig in a Computer Network," filed Apr. 16,
2010. and (I.S. Non-Provisional application Ser. No. 12!029,
gg2(ATTY DOCKET NO 007131 00792), entitled'*Detect-

uig Secure or Encrypted Tunneluig in a Computer Network,"
filed Jul. 2, 2010, Li hich are incorporated herein by reference
in their entirety for uny and all purposes

[0044] Thcrcforc. tms used to dcscribc ccrtaill aspects
whereui. rel'ereuce to a ~cup is provided to uulicnte a collec-
tion of two or more contmls that are detcccted, measured or
monitored by overlapping or diITcrcnt pnici sacs, that have a

conunon charactensuc with other controls in the group. As
discussed in more detail belovis aspects of certain embodi-
ments permit considensuon of sevemil different security mea-
sures for individuals within an entity or domain. Implemen-
tation of certain systcnis and methods disclosed hcrcin mny
pre~ant potenual secunty or etlucal breaches. For example,
even if an entity enacts several individual security measures,
a specitic user may not meet the "threshold" level to be
considered n threat for each uidividual security measure,
despite tlm fact tlmt they have significantly high activity for
other measures. Bnd thus may pose an ovemlf threat or con-
cern. In contrast, with pnor art systems, a user who exceeds
one security "ihreshohf* lciml I'or only a single measure may
uicorrectly be deemed a secunty threat to the entity or
dofllalll.

[UU45] Further, those of ordinary skill in the art will appre-
ciate that ofreceiving nn indication of the detection would fall
in the scope of "detecting" an activity. Further. "detectuig"

may refer to the obtaining or receiving an indication of a

measurement. Lshich mny be based upon a known scale or
measurement system. Funher, "detecting" may also be used
to refer to measuring the absence ofan activity. For example,
as opposed to an aflirmative detection wluch may reveal tluit
a specific activity occurred 3 times and!or resulted in a mea-
surement ol"3 x," another detection ol'ihe sanie activity nuiy
output the lack ofactivity between the 3 specific uicidences of
activity detected above. Illustmtive activities are described
below, luiw ever. liaise skilled ui the tmt w Ith the bencfi t of this
disclosure wdl readily understand that addiuonal or fewer
activities may be nmasurcd w itlxiut departing from tlm scope
oi'the uivention. Further. ~hite the illustrative activities are
described in relation to certain processes or components,
those skillnl in the art will understand that such actions may
be conducted ui relation to one or more additional processes.

[0046] As discussed above, a tirst control group may be
configured to detect parameters relating to one or more con-
trols. such as rcgnrding rcmovablc media criteria (scc, P.g,
block 302a). FIO, 4 shots s u tkiw chart 400 of illustrative
methods relating to removable media conuols. In certain
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embodiments. one or more methods conducted inaccordance
withthcteachingsoftlowchart400mnybcp utiallyorwholly
conducted by a removable media control module 206, wluch
may be located at server 204 of FIC). 2. sdth(tugh Flfi. 4 is

exp lmned in the context of removable midi;1, those skifled in
the art will readilv appreciate tliat nonremovable media may
bc monitorixl using mmiy, if not all. ofthe processes described
herein Thcrel'ore, unless explicitly indicatcxl oiherw iso non-
removable media is witliin the scope of illustrative embodi-
ments

[0047] l,ooking first to block 402. one or more processes
may be uuplemented to receive an indication that a user
account has accessed a specific computer-readable mednun
(which niay bc a renmvablc utcm(T(y) In (mc embodiment,
block 402 may detect a computer-readable medium open-
tively comiected to computer device. such as fiir example,
through a Ctu(versa) Senal Bus (I)SB) coiuiection on devices
141 and'or 151 shown in FIG. 1. In certain embodiments. the
detection niay be rcckivcxI through a security npplication For
ex unple, the security application may be comfigured to mom-
tor illegal write attempts for data loss prevention purposes.
For example, some nsmr accounts may bc prohibited I'rom

writing to removable storage devices. thus in block 402 an
indication of any such attempts may be pmvided. While the
illustrative embodiment is described in relation to "w'rite"

attempts. those skilled in the art (vill readily appreciate tlmt
"reading'* I'rom ce(tain sources may also violate one or more
predefined rules. Information associated with the illevil
write'read attempts may also be collected. Illustrative infor-
mation may include. but is not limited to the fileirame, the
size of the file, the locanon of the file, or any metnduta regard-
ing the file. In one embodiment, block 4U2 may compare a
value from the computer-readable medium, such as a volume
value, a lvb((C address. or other identifier against a collection
ol'pprovcx) idcntificrs For cxmnplk, block 402 may com-
prises one or more processes to detect miy non-approved
storage devices.

[U048] In certain embodiments, it may be determined
wlmtlmr tlm user has rights to access the computer-readable
medium (see. c.. block 404) For exmuple. certain systems
may be configured to permit a user account to access any and
afl reniovablc mediums, however, miothcr system may be
configured to allow a user account to access certain media
types, such as a DVD drive, howcever, not a flash drive.
.s(nother system may be cmiligurml to authorize aCccai tO

certain removable media w hen a user is logged into a specific
device If it is dctertuincxI fliat a user account has rights to
access a specitic medium. one or more aunbutes (or values
thereof) of the access may be stored on a computer-readable
medium (bkmk 406) In one embodimem. inliirmation
re ardui the attnbutes may be stored on memory 115 of
device 101 shown in FIG. l. Illustrative attributes may
include. for ex unple. a quantity ol'ata trmtsferrcxI, sire or
nmne of a lile accessed. time of access, access protocols,
aniong others

[t)049] If it is determined at block 404 that a user account
does not have autlxirity to access the computer-readable
medium, information regarding the unauthorized access
attempt may be stored (see, e g., block 408) For example, a

secunty application may detenmne or otherwise detect an
activity violation as a result of the unauthonzed access
attmnpt. In one embodiment. information regard inc an access

attempt may be stored on memory 115 ofdevice 101 shov n in
FIC). 1. Fattier. block 408. may be implemented to store

attnbutes of unauthorized stomge attempts. Illustrative
attributes nuiy inkhtdk, Iiir CXmnple. a quantity of data
attempted to be transferred, size or name of a file that was
attmnpted to be accessed, time of attempted access, nccess
pron(cols attempted. mnong oihers

[0050] Block 410 may be uuplemented to determine ifone
or more controls Imve been satis lied In onc cmbodiinmik onc
or more of the folloivuig may be considered a control relatin
to removable nt(xfia detection of an unauthorizcfl access
auempt, a threshold of unauthorized access attempts. mi

attnbute of an unauthonzed access attempt: detection of a
threshold level ol'authorized accesses, an attribute of onc or
more authorized wcesses, nnd combinations ol'one or more
ofthese. While block 410 is shown as being spim itic to remov-
able mcdiuni criteria, those skilled in tlm att with the bcncfit
of this disclosure wdl appreciate tint the deternunation of
whether controls have been satisfied may be specific to one
control group or a plunility of controls groups, inc lixling miy
other collection of controls disc)os(xI herein.

[0051] Bkmk 410 or any determination ol'whether oiw. or
iiiore. coiitrols have been sat(sficxl may be considered ui the
context of a time period. For example. a determination of
w bather two controls have been satisfied. ci ther in the co(11(ixt

ofblock 410 or a combination of disparate activities may be
maCk within a fixed time period In various embodinmnts, a

plurality of activities serve as controls for monitoruig the
accounts over a first ume period. such as about 7 days. In
anotlmr embodiment, a tinw. period may be about 24-48
hours. Bnabhng the reception of data witlun the relatively
short time period allows fl'r security personnel to act
quickly 1o prevent or muiimize auy adverse events. In certaui
embodunents. monitonng the activity for about 24-48 hours
ensures adcquatc collection of outa Thc values received liir a
control may be compared with values from the controls dur-

uig a second time period. In the illustrated embodiment, block
410 (mid/or miy other quantification of activities) may be
uuplemented to receive an uuiication of values lor one or
nxirc activities associated with au sar account. In one embodi-
ment, ditfercnt activities lor vurious controls may be mom-
uired for about a one week period. In one embodiment. one or
morc coniputer executable instrnctions nwasurc at least a

portion of the amiviues on computing devicem such as user
terminals 141/151 and/or workstation 201. The computer-
execumble instnictions may be read by pniccssor 103 on
device 101 shown in I'ICi. l.
[0052] Rktunting briefly to FICi. 3, block 3020 may bc

implemented to nimasurc or receive measurements of parmu-
eters relating to targetcxI conununications of the user
accon(1ts ill OTIC Clnbo(bine(1t, tiirgctcd conilnuiuCT(ti()11s

encrypted with a specific encryption protocol may be moni-
tored or detected by a first security application while targeted
conllinillicaiio(1s cncryptcxI with a smlxlixl protocol oi 11on-

encrypted taogeted communications (as well as other non-

micrypted comnninications) may be monitored with a second
security application or method. Despite composing sumlar
actions, many prior nrt systems may not correlate an unau-
thorized enuul tmnsmitted through one mechanism with a

second unauthonzed instant message transmittuig similar
information. Thus, depending on a particular configuration
disclosed herein, multiple control gmups may be inonitored
to correlate activity violations.

[0053] Fit i 5 shows a tlow chart 500 of illustrative methods
that may be unplemented to detect activity violauons relating

targeted conununications in accordance with various
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embodiments. In certain implementations. one control gmup
may monitor all targeted conuuuntcations. yet in another
cmbodimcnt, one control group may only monitor mrgetcd
comnnmic ation s conducted w ith a certain protocol or encryp-
tion, and a second control group may monitor further targeted
comnuutications. In still yet further embodiments, a single
control group may monitor targeted communication and non-
targctcxi communication For sintplicity, illustrative imple-
mentations v;ill be discussed below; however, tire reader is
advised that the illustrative embodiments provide an over-

view of one collectiie embodiment and thnt other embodn
ments are taught by the disclosure of these embodiments In
certain ambo dimmtts, one or more methods disclosed in

relati-

onon to fiowchatt 500 may be performed, at least partially, by
a tarvctcd commiuucation control module 208 (FI(i 2),
which may be located tv ithin or othertvise associatix) with a

server. such as server ZU4 of l1Ch 2.

[0054] In one embodiment, systems or methods may be
implemented to detect a blocked transmission (see. e.g.,
block 502) For ex unple. in one mnbodtment, blocked trans-
missions us uig a certain encryptton protocol may be detected.
Ccrtain encryption protocols may scan a targeted communi-
cation for specific patterns. I'or example. certaut implemen-
tations may prevent the tmnsmittal (including the reception
ol) conlidential or proprietary inl'ormation, including but not
luuited to, social securtty numbers, medical dnui. or other
information. In other mnbodiments, certain encryption pro-
tocols may prevent types ol'attacfiments to be transmitted

[l)t)55J Thc indicatimt of blocked transmissions may be
restrtcted to a specific network or group of nenvorks. I'or
example, in one embodiment. controls may be specific to
activity on the Internet. Yet tn other embodiments. the indi-
cations nmy include activity on the Internet as well as spectlic
network resources within mt organization's intrmtct that may
be restrtcted to certain user accounts. Thus. unlike certain
prior art systems, certain embodiments may allow for the
qumitilication ol'ow many instiutces the user account's
actions on a network (or networks) are blocked

[0056] In accordance with various implententations, a tar-
geted comnumication may be blocl cxl upon detecting an
attribute oftlmtraitslltisslolt (blisck 504) Ifl(tile clubodiment,
an attribute relates to an attacluuent of the targeted commu-
nication (see, e.g. 51)4a). For example, in cermin embodi-
mcntx illustrativeattributes that may bc utilized include, but
are not limited to: file types, such as executable (i.e., '.exe)
tiles, the nmne of an attacluuent, size, creation or moditication
date(s), the presence of data pattenw inclusive of ~ords
within the attaclunent, or combinations of these and other
attributes. Further mnbodintents may be conli ured to detect
other attributes, such as inlbrmation relating to parties (e...
the recipient or sender) of the targeted conununication (e.g.
block 504/r). For exmnple, certaut systems mtd methods ntay
be implemented to block conunuiucattons to certain domains,
such as domains which may bc associamd with spamming,
tllega) activittes, or providing services not relevant to an
mnployee's job.

[0057] In another embodiment, a party's elecuonic address
or username may be considered. For example, if a usentame
or address compnses expltmt lmi uage or values tlmt violate
a predefined rule. certain embodiments may block the tmns-
mission. Any otlmr additional attributes may bc considerixh
for exumple. block 504 may be implemented to detect data

patterns in any text or other data being transmitted. For

example, emails and chatting sessions may be scanned for
puttems relating to types of confidennal uiformatton.

[UU58] In one embodiment, block 5U4c may be used to semi

the body ofan email (or receive an indicanonofa scan) for the
inclusion of a social security number within thc body of the
email and block 51)4a may be implmncnted to detect a socinl

security number or other infommtion w itlun an attachment
associated with the email. In tlus regard, blocks 504ro504i"

may bc coixlucted simultaneously and/or by a single appbca-
tion. Yet in other embodiments, tvv o or more applications may
operate indepmtdently to perfonu one or more of blocks
504u-504c. Further, tn certain embodiments. detection of
certain data patterns may result in further annlysis For
exantplc. block 506 may determine whether certain data pat-
terns were detected (cnteria) witlun a targeted communica-
tion II; at block 506. it has been determined that certain
inl'ortnation ts associated with the targetext correspondence,
then further attributes may be considered. For example, if a

social secunty number ts detected, block 508 may be unple-
mented to conlirm that a specitic encrypnon protocol w.as

utilized Timon individtmls el'ordinartz skill in the art with thc
benefit of this disclosure will appreciate that otlter attributes
may be considered and that blocks 5U4a-504c are merely
illustrauve

[0059] lncertain embodiments,wlucharedescnbedfurther
below. the determutation of tv hei her mt activity violation bas
occurred may depend on tvhether certmn attributes arc
detected, such as whether an encryption protocol has been
utilized. Yet ut other embodiments, the blocked transmission
alone due to violation of a guideline may be considered a lirst
activity violation, yct furthcr activity violations related to the
same targetixl conununication may be quantifiixl as a second
uctivtty violation.

[006UJ Further embodiments may monitor or detect
attrtbutes of a successfully transnutted communication (e.g.,
block 510). In one entbodiment. block 510 detects success-
fitlly transmittcx) taigcted communications. While block 510
is shown after b)ocks 502-508, those skilled in tire art is ith the
benefit of this disclosure will appreciate that step 51U (or any
other process) is not ricquired to fitllow or even bc al'ter any
other process unless exphcitly stated to the contrary. In this
regard, block 510 may bc conducted independent of blocks
50Z-508. I,ooking to block 510, not nil activity t iohitimts may
result in blockage of a targeted conununication. For example,
activity violations that may be deemed less of a threat to an
org uuzatton may not prevent transnussion of the conuuuiu-
cation. Nonetheless, repetitive nunor violauons may be
indtcauve of lark ol'rauting, improper procedures, and!or a

tlu eat to an orvanizat ton. Therefore. in certain embodiments,
block 512 and/or another process may be implemented to
reccivc an indication that a tires)to)d quantity of unblocked
targeted communications may be associated with the lirst
iisci'ccouttt

[t)t)61] Block 512 may detect one attribute or nrttltiple
attributes For cxnmplc, in oni: mnbodimcnh m block 512 tt

may be determined how many activity violations occurred in
relation to each of several attributes, such ns for cxantple
encryption statuw attachment violations, identity of the par-
ties, data pattents. words, and combinations thereof. In cer-

tain embodiments. a diff rent tltrcshold nmy bccalculatid fitr
different attrtbutes. In certain embodunents. exceedutg each
of the difTerent thresholds may be considered an independent
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activity v&olation. Yet u& another embodunent, the total&ty of
activity violations I'r a collection of attributes may bc con-
sider&d u& the analysis

[0062] Block 514, which may be part ofblock 512, m&other

process, or u&dependent of other pmcesses descmbed herein.
may be implemented to detect (or receive an indication of)
similarities. For cxmnple, in one crnb&xlimen&, a process may
rece&ve an indication whether user n uncs and al&ases. such as
cnmil address, usen&ames, profiles or other information asso-
ciated with a user accoimt arc simifm to a rempient oi'rans-
nutted informat&on. such as an erne&l address. I'or ex unple,
mnployces looking to impress their supervisor may want to
transmit higldy conlidenunl &nfonnnuon to their personal
mnail nddresses so they may work over a weekend. )Vhfie the
intentions of cn&ployee may bc gcnuinc, potential disclosure
or u&advertent retention of the information could be harmfi&1

to the employer and even its client~. Therefore, certain
ombodiments may impl&:ment systems and methods (such as
shown by block 514) to detect someone sendin files to a

personal account.

[0063] I.ooku&g to block 514, further embod&ments may be
implemented to receive an indication that an email or other
communication comprises a first at&ribu&c having a first vshm
that is similar to a second value of the first attribute of a

blocked transmission from thc user account within a first time
period. Informat&on obtained during blocks 502-512 and/or
from other systems and methods nmy be utilized to obtain
attribute values from blockcxi communications. For example,
an entity n&ay prefer tlmt certa&n types of data or correspon-
dence be tmnsnutted using mithorized au&heat&cation proto-
cols. Thus &f u& employcm attempted to transnut seas&tive data
tluough the proper channel but u.as blocked (such as for
v&olating a security fi:ature, certain mnbodiments nmv dctcct
&f a am&i) sr tr u&am&s sion by the same user account was used to
transmit the sensit&ve data. For example, a s&ysal may indicate
tha& a targctcxi communication successfully transmit&cd I'rom

the user account composes a first attn bute hav&ng a first value
that is similar to a second value of the iirst attribute of a

blocked transn&ission frmn thc user account within a iirst time
period.

[0064] In onc embodiment. an indication may suggest that
a successful tmnsm&ssion compnses a detected sumlanty to a
blocked transmission, rlmrefore, block 514 may bc imple-
men&ed to compare a recipient attnbute with a col)ac&iouol'ttributesto detect an attribute match. Depend&ng on the
embodiment, thc collectiim of attributes may include identi-

lying informa&nm of the iirs& use& account Thuw a process,
which may be parfum&ed as part of block 514. may compare
user names and aliases with email address attributes of the
rec&pient address to detect someone setxhng files to a personal
account Yet in further embodiments the collection of
at&ribu&cs nmy mclude information relating to a specific third
party entity. (for example, it may detect names. or "compet&-
tor.corn'* or may be DNS address of known competitors or
spammers).

[t)065J Block 516 may bc implemented to detenniim ifone
or morc mmtrols have been mitisfied (or if miy amivity viola-
tions have been detected). In one embodiment. block 516 may
q&u&ntil'y activity violations during a time period. W&ile block
516 is shov;n as beu&g spec&iic to tm&nsm&ssions assoc&ated
w&th a targeted conununications, tlx&se skilled in the art w&th

the bcnciit of this disclosure will appreciate that thc dctcm&i-

nat&on ofwhether controls Imve been satisfied u&ay be specific
to one control group or a plurality ofcontrol groups, including

any other collecuon of controls disclosed herein. For
example. detecting a sin lc bl&mkcd targeted cmnmumm&tion

may result u& a deternunat&on that a control has been satisiied.
If however, the blocked targeted conununication is within a

certain time period in w hich an unblocknl transmission com-
prises similar or the same attribute values as the blocked
targeted conummication, thm& each may be quantifiixl as an

activity violation. Yet m other cmbodunents. the totality of
both events within the time period may be considered a s&ngfe

activity violation In I'urther embodiments, detecting a thresh-
old level (such as 3) of blocked targeted comnnuucat&ons
witlfin a time period may be deemed a security violation. A
deternunation ol v,hether one or more coatrols have been
satisfied may be considered in the context of a different tune
penods
[0066J Those skilled in the art with the benefit of tlus dis-
closure will readily appreciate that other control groups may
be iuouitorcd using variatim&s of the tlowcharts m&d related
systems disclosed in relation to FICiS. 3, 4 and 5. In this
regard, certain methods may monitor non-targeted transmis-
s&ons (either separately from or in con)unct&on w&th monitor-
ing targeted conununications). For example. one or more
values ind&catu&g thc bandw&dth util&zed by a user account
may be rece&ved. (See blocks 302c m&d 602 of I'IC). 6). In
certain embodiments, a user account control module, sucl& as
user account control module 210 (FICi. 2) iuay be u&&ized.

User account control module 210 may be located &vitlun or
othcrwisc associa&cd with server 204 or any other m&mputing
dev&ce In this regard. those sk&lied &n ihe art with the benefii
of this disclosure will appreciate that any control modules,
including rcmovablc media control mo&hilc 206, targctcd
conuuunicauot& contml module 208. and,'or user accout&t con-
trol module 21(l disclosed herein, mny be a single control
module. such as control module 212. Yet u& other embodi-
ments, one or more control modules may be independent,
and/or locatcxl on a ditfi:rent computing device

[0067] The values may u&d&cate the amouni of data
received, transmitted. or con&b inst iona tlmreof. 'Il&c measured
valued inay indicate the transfi.r of du&a through a lira& net-
work, such as tluough WAN 131 to the Internet. 'Iluis, &n

certain embodimm&ts, the vadues fnav'ot n&i:asulc all traffic
thrmigh nniltiple neo& orks, bu& nither nuiy just be indicative
of specific traffic, such as sites tint are external to an organi-
zation's resources

[0068] An &nd&cat&on of blocked tm&nsmiss&ons enforced
upon a user account n&ay also bc rcmeivcd (see c g, block
604) The indicati&m of blocked trm&amiss&ons nu&y be
restricted to specific conununication protocols. including for
example. HTTP, F I'P, or any otlmr protocols. 'The indication
of blocked transmissions may also be restmcted to a specific
network or group of nenvorks. For example. in one embodi-
mcn&. indications n&ay be fiir ac&ivity on thc Intcmet Yet in

other embodiments, the indications may include activity on
the internet as well as specific network resources within an
orgaiuzat&on's intrm&et that may be restncted to certa&n user
accounts. 1 Iu&s, certain embodiments may allow for the quan-
ti ficatio of la&i& many ins&ances ihe user nccount's actions on
a network are blocked.

[0069] I'urther embodin&ants nmv classify tlm blocked
trm&snussions as posing certa&n t&I&es of tlueats. In certa&n

embod&ments. blocked (or even unblocked transmiss&ons)

nmy bc classiticd as an ethical threat or a scvuri&y threat (see
blocks 606&i and 606/&). Illustmt&ve systems and methods are
disclosed in U.S. patent application Ser. Nos. 12&694,067 and
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12/694,075. each settled "Insider Tlueat Correlation Tool."
which arc h&corpontcxi by rsfi.rmics herein in their mitirsty
for any and all purposes In still further embod&ments. certa&n

activities of user accounts may be weighted. Illustrntive sys-
tcnis mid methods are also disclosexi m U S patent applica-
tions Ser. Nos. 12 694 067 and 12/6&94 075, which have been
incorporated herein in their entirety for any m&d all purposes
Block 608 may be implemented to determine if onc or nmrc
contmls have been satisfied (or if any activity violations have
been detected). Siniilar to block 516. block 608 may bc i&lilt&-

ted and/or comb&ned with other determu&ntions of whether
certnin contmls have been satisfied.

[0070] Returning to FIG 3, block 304 may be implemented
to quantify activity violations of controls within the control
groups. For example, information from onc or morc of fiow-
charts 400. 500, or 600 may be utihzed. In certain embod&-

mems. a threshold quantity of contmls being satisfied may
cmlse Illc Usiv dcciiultt t(l 1&c &lid&'kcil or fiaggcxl as n potential
concern. In certain embodiments, the tlueshold quant&ty
requires that at least onc control be satisfied fmm at least a

portion of the control ~cups. Yet m other embod&ments, the
tlueslxild qumitity may be satisfied by activ&ty violations
u &thin one contml group.

[0071] If at block 3U6 it is determined that a tlueshold
quantity is not mst, then activity violations of a user account
may not be cons&dered &n further correlation analys&s (see.
block 308). In other embodiments, the activity violations may
nor be totally disrcvarded from further correlation annlysim
however, may be weighted less than activ&ty v&olations tlmt
lllcet a tllrcsllolii.

[0072] If. at block 306, it is determined that a threshold is
met, further correlation analysis nmy be conducted. In one
cnibodimsnt, block 310 niay bc iniplsmsntcd to dstcnnins if
the user account hns add&tional &nd&cators. An &llustrat&ve

indicator may include, for exmnple. a prior investigation of
another mdiv&dual In certain embodnnents, a prtor &nvesti-

gat&on of an associate, a peer, or a manager may be used. Such
infortnation may be utilized to detect acts of collusion. Fur-

Uier embodiments may consider is I&ether a tin eshold of con-
trols lms been sat&sfied for another user account, such as nn
account ol'an associate, a peer, or a manager Another indi-
cator may be related to the volume or type of uiformauon
accessible by the user account For exnmple, if n specitic user
account hm access to large voluines oi'sensitive data niom-
toring that account may be more important than mon&torui
other nccoums that do not have nccsss to sensitive data

[0073] A liuther ind&cator fiat may be unplemented at
block 31U or any other process may be whether the user
account has an excepuon to a semirtty pohcy. For example.
certaui user accounts may require access to s&tes not acces-
sible to other user accounts, thus it nuiy bc advantageous to
more closely mon&tor such accounts as the risk for d&scfosure
of information and/or reception of a virus may be increasexI.
In certain smbixlimmitm block 312 or mistier process may
serve to weight certaui activ&ty v&olations once it luis been
determined that the threshold has been satisfied. For example,
ui ccrtain smbodimcntm nn indicator may consider u bother a
rec&pient address of a targeted commun&cat&on meets certain
critcrim such as being associat&xI with a webnmil ace&mat

and/or appears to be personal address of a user assoc&ated
w1tll tl&C i& SCr aCCO&ill&. 111 arlotl&Cr Clllb oil&II&C&lt. &f il tllrCSI&o1ii

ofactivity violations rslnts to tamstsd communications, then
block 310 or miother process may compare the "sublect line"
or header information to detect similarities Further indica-

tors may include factors tlmt suggest suspicious commun&ca-
tion activity. citficr through an intrans& or tlm intcmet, and
uhether a user has accessed a spec&iic computer-readable
msdiiun during a specitic time franm.

[0074] ln certain embodiments, the presence of a tlueshold
of additional indicators (e.g. at block 31U) may weight the
user account with an. elevated "rtsk" ruikun (see, e.g, block
312). The absence of add&tional indicators or the lack of a
thrsslx&ld of additimial indicators may result in thc ussr
account be&ng assoc&ated w&th a less-elevated "rtsk" raniong
(sce, e g, block 314) In other embodiments. thc ussr acmiunt
may oot be I'ectured into any risk rmi king unless a th ms ho Id oI'dd&t&oraluid&cators are met.
[0075] Block 316 may be implemented to output a predic-
t&ve threat nnalys&s of one or more user accounts. In one
en&boduucnt, a score may bc assig»cd to a plurality ol user
accounts. The score may be a numertc value (e g.. on a scale
of0 to 100) or may be a letter value (e g., an A+ to F scale). A
score, v Inch may be relative or absolute. may be basexI upon
a tlueshold quanuty of controls sat&siied within a first t&me

period Ths score mny further consider thc type oi'ontrols
assomated ivith any activ&ty violations. In certain embod&-

ments, the score factors the inclusion ofadditional indicators.
Tlm inc!us ion ofadditional indicators may em&sider ths qimn-

uty and,'or type of add&tional indicators Informauon may be
stored in a database and accessible by a graphical user inter-
fact.'"CIUI*'). In this regard, aspscm divvloscd herein mny be
implemented to score mid/or rank as~eral user accounts. In
one cmbodimcnt, ths ranking or score of several ussr
accounts may be transnut ted thiough a network nnd displayed
as part of a graphical user interface.

[0076] ln one embodiment, a system which comprises a

pmcessor md a memory may be conligured to trtuisnut elec-
tronic signals conii ured to display the ranking or score ofthe
ussr accoums Furtlmr embodiments rclatc to rixsivuig a uvmr

input selectuig a graphical representation ol certain activ&ties

or cr&teria ut&lized in the rankinvg of the user accounts. In one
cmboduucnt, a grnphical display of blocksdi conununications
may be d&splayed In lurther embodunents, ivhether any
attributes of tlm blocked communication were similnr ro

auributes of unblocked transmissions may be displayed. Any

aspect ofa user account that may be utilized in calculating the
threat score or rmiking may bc displayed. Indsmd, any infor-

matnm collected.

urn&am&t

ted, or received herein may be pre-
served and utilized for display in a CIUI. A tlueat analysis
nioduls. such as thrent analysis module 214 ofFIG 2, which
may be located on any computing dev&ce. such as server 204
of Fl(i. 2 may be used in the detertniimtion or output of any
analys&s or score.

[0077] Aspects of the embod&ments have been descnbed ui
terms of illustrative embodiments thereof. Numerous other
emlxiduucnts, modii ice&i&ms and variations within the scope
and spirtt of the appended cia&ms wdl occur to persons of
ordinary skill u& the art from a review of tlfis disclosure. For
example. one ol'orduinry skill ui the art u&11 appreciate thnt
the steps illustrated ui the illustrat&ve figures may be per-
iiormmi in other than tlm recited order, anil tlmt one or nmrc
steps illustrated may be opt&mud ui accordance with aspects
of the embodiments

Ws claim:

I A computsr-rcaoabls medium comprising computer-
executable instruct&ons that when executed by u processor
cause the processor to perfomu
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detect&ng act&vmes associated w&th a plurality of user
accounts involving a plurality ofcontrol gmups,

determ&mng that a threshold quantity ofactivities v&elated

at least two controls in the control groups comprising'etecting

llml a user account access(xi a fir. I storage
dev&ce:

determining if tl&e user account him& permission rights to
conduct the access lo the first storage dcv&ce,

wherein if the user account does not have permission
rights to conduct the access, determining that an activ-
ity v &olation 1ms occurred. &vhere&n if the user account
does have permission rights to conduct the acces~,
deternnning that an author&zed access occurred and
storing an attribute value of the access;

detem&ining that at least one activity violation has
occurred: and

calculat&ng a predictive threat rating for the first user
account

2. The computer-readable med&um ofcia&m 1. further com-
prising instructions tlmt when executed by the processor
cause the processor lo perfomi

detem&ining wfwther an indicator is associated with the
first user account, where&n the add&tional u&d&ca(or is
selected from the group consisting of: a prior invest&go-

&ion o I'a user of the user accou&n, a prior investigation of
another u&d&v&dual. the volume or type of uifonnation
accessible by the user account. whether the user account
has an excepuon to a secunty pohcy. and combu&ations
thereof.

3. The computer-readable mednun of cia&m 1. &vherein the
control groups comprise controls selected from the group
consisting of: removable nwdia contmls, unencryptcd trans-
mission controls. encrypted targeted commun&canon con-
trols. and combinations thereof.

4. The computer-readable medium ofclaim 1. further com-
prising instmctions that when cxccutcd by thc processor
cause the processor lo perfom&

rcce&ving an ind&mition that a lirst altnbute value of an
unblocked targeted conunurucat&on from a first user
account is similar to a first attribute value of a blocked
lransmiss&on I'rom lhc iirst user accounb

5. 1he computer-readable medium of claim I, wherein an
attribute of the access & s selected from the gmup consist&ng ofi
a filename accessed, a size of a file accessed, a locanon of a

lile access+i, nwladatn regarding a file acccssvd. or combi-
nat&ons thereof.

6 Thc computer-readable nwdium ofclaim 5, w herein lhc
computer-readable med&um is operat&vely detachable from
the processor.

7flhe con&pater readable n&ediu&nofclaim 6, furthercom-
prising instnicliims that when cxccutcd by the processor
cause the processorto perfomn

deiecling the presm&ce of a removable computer-readable
medium;and

comparin a value ident&fy&ng the removable computer-
readable medium against a collection of identitiers.

8. The m&mputer-readable med&um ofclaim 4. Ihrthercom-
prising instructions that ivhen executed by thc processor
cause tbc proces&mr lo per fi&nn

comp&wing onc or nu&re attribute values against criteria lo
delermuie if an act&v&ty violation occurred

9. Thc con&pater-readable &ucdiun& ofclaim 4, furtlwr con&-

prising uistructions that when executed by the processor
cause the processor to perfomu

quent&fyuig a quantity of attnbute values of authonzed
acimsscs during a first time period, and

determining if an activity violation occurred.
lU.1hecon&pater-readablemediun&ofcfaim4,wherein&he

blocked transmission comprisvs a targeted conununication
and the lirst attribute relates to criteria selected from the re up
consisting of: encryption status, attaclunent, recipient of a

targeted comnmnication.

patterns,

words. and combinations
thereof.

I I An appa&atua conlp&11&ng:

'I proc('.ssor;
a control module contigured to detecting activities associ-

ated with a plumlity of user accounts in regards to a

plurahty of controls;
i& conlpule&'re&ldable mediilin c(&nip&& ~ &ng conlpulei'ex

ecutable instruct&ons that v hen executed by the proces-
sor cause the apparatu~ to perfi&nu:

determining that a threshold quantity of activ&ties v&olated
at least lwo controbs in the contml groups comprisin:
detiwting that a user account access(xi a first storage

device:
determining if the usvr account Ims pcnnission rights to

conduct the access to the Iirst stomge device;
wherein if the user account docs not have permission

rights to conduct the accesw determ&ning that an activ-

ity violation 1m s occurred, wherein if the user account
does have pernnssion righm lo mmduct lhe access,
detenninuig that an m&thomzed access occurred and
storing an attribute value ol'thc accessx

determining that at least one activity violation has
occurred: and

calculating a predictive threat rating for tlic first user
seconal

12. The apparatus of claim 11, wherein the controls are
selected from the groups consisting of removable med&a

controls. unencrypted transmiss&on controls, encryT&ted tar-
ge&csi communication contmls. Snd combinations llwrcof

13 The apparatus ofclaim 11, Iv herein the conuols consist
essmntially of: rmnovable media controls, unencryptcd trans-
m&ssion contmls, encrypted targeted conununication con-
uols. Ond combinations therix&f.

14 11&e apparanis ofclaim 11, wherein an attribute value of
tho access relates to an attribute sclectcd from tlw. group
consistu&g of: a filename accessed, a size of a file accessed, a

location ofa file accessed, metadata regarding a file accessed,
or combinations therm&i:

15 Tlw. apparatus of clain& 11, tl&e instn&ctions furtlwr
conlp&1snig:

detectutg the presence of a removable mm&puler-rendable
ale(hung ancl

comparing a value identifying the rcmovablc computer-
readable mednun against a collection of identdiers

16. The appanstus of claim ll. the instructions funher
compris&ng:

comparing one or more attribute values against criteria to
determine &f an activ&ty v&olati(m occurred.

17. The apparatus of claim 11. the instruct&ons further
conlprisn&v&

quantifying a quantity of attribum values of authorized
acimsses duru&g a first time period, and

determitung if &m act&vity violat&on occurred.
18. 1he apparatus of clmm ll. the instructions further

con&p&1s&ng:
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receiving an indication tlmt a first attribute value of an
unblocked targeted conunuiucation from a first user
account is similar to a first attribute value of a blocked
transmission from the hrst ttsel ilccotiltt:

wlmrcin thc blocked tmnsmission comprises a targeted
communication and the lirst auribute of'he blocked
tmnsmission relates to critena selected fmm the gmup
consisting of

encryption status. attaclunent, recipient of a targeted com-
nninication. pattcms. words, mid combinations thereof

19..sr computer-readable medium comprising computer-
executable instructions that v'hen executed by a processor
cause the processor to perfomi:

detecting activities associated with a plurality of user
acraiunts in regards to a plurnlity of control groups,
wherein at least one of the control gmups comprises a

plumlity of targeted communication controls:

detemuning that a tlueshold quantity ofactivities violated
at least two controls in tlm control groups comprising:

detecting that a user account accessed a first storage
device:

determinin if tire user account has permission nghts to
ciillcltlct tile access toi the first stomge device;

wherein if the user account does not have permission
rights to conduct the access. determining that an activ-
ity violation lias occurred, tvherein if the user account
does have permission rights to conduct the access,
detenuinutg that an mithonzed access occurred and
storing an attribute value of the access:

determining that at least one activity violation has
occurred; mtd

calculating a predictive tlueat rating for the first user
account

20. The computer-readable medium of claim 19. wherein
an attribute value of the authorized access relates to mt

attribute selected I'rom tlm group consisting of a lilenamc
accessed, a size of a file accessed, a location ofa file accessed,
mctatkata regarding a file accessed, and combinations thereof.
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