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A software development and debugging tool is based upon
a TCV ('I'ransport Control Protocol) tunnel The 'I'('V tunnel
operates independently without a requirement of pre-cnn-
fi uring a client application or a scrvcr application to
intcropcratc with thc TCP-tunnel-base(I rlcbugging utility.
Venous content-related tests can be performed by modifying
the client-generated request messages at the TCP tunnel.
Venous timing-related tesis can be performed by ilelaying
the client-generated requests and/or server-generaterl
responses at the T('V tunnel
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METHOD AND SYSTEM FOR A DEBUGGING
UTILITY BASED ON A TCP TUNNLL

BACKGROUND OF THE INVENTION

[0001] l. I ield of the Invention

[0002] The present invention rclatcs to an improved data
processing system anil, in particular, to a method atul
apparatus for improving system periormance rn a data
processin system Still more particularly, the present inven-
tion provides a method and apparatus for a software program
dcvclopmcnt and rlcbugging tool for software applicahons.

[0003] 2. Descnpuon of Related Art

[0004] During thc dcvclopmcnt of a software application,
software cngincers often have a need to dciiug thc software
application through a vawety of soRware development tools.
Dunn ~ the development of a Web clieni application or a

Web server applicauon, there is a parucular need to debu ~

the netivork traffic

[0005] There arc many commercially available software
application development tools that provide Web-based
debugging funchonality through proxy servers. Clrent appli-
cations must be configured to operate through a proxy
server, however, so a client application that is being
debugged through a proxy server does not operate in a truly
independent manner like a fully-dcvclopcd, production-
lcvcl application. Thcrcforc, it would bc advantageous to
proviiie an independent debugging utility that does not
require prior coniiguration of ihe applicauon that is to be
debugged

SUMMARY OF THE INVENTION

[0006] Various methods, apparatuses, systems, or com-
puter program products arc prcscntcd for debugging appli-
cations through a dcbuggin utility. A first cmbodimcnt
processes a requesL message that is received from a clrent at
a TCP (Transport Control Protocol) tunnel, and the request
message is modified at the TCV tunnel in accorrlance with
user-configurable Iiltenng rules The morlified request mes-
sage is then forwarrlcrl from thc TCP tunnel to a scrvcr. A
second cmtiorlimcnt proccsscs a mcssagc that is rcccivcd at
a TCP tunnel from cithcr a client or a scrvcr, and thc message
is delayetl at Lhe TCP tunnel Ior a conligurable or comput-
able ume penod before Iorwarding the message Irom the
'I'(.'V tunnel. A third embodiment processes a request mes-
sage that is received from a client at a 'I'('V tunnel, and
multipk copies of thc rcqucst mcssagc arc gcncratcrl at the
TCP tunnel. A copy of thc rcqucst mcssa c is forwarrlcrl
from thc TCP tunnel to a scrvcr such that thc multiple copies
are forwarded Lo a unique server in a set of servers. A
response message is receivetl at the TCP tunnel from each
server in the set of servers, and a response time is computed
at the TCV tunnel for each server in the set of servers

BRIUI'L'S('RIP'I1ON Ol'I IL DRAWINGS

[0007] The novel fcaturcs bclicvcd characteristic of the
invention are set forth in the appeiuled claims. The invenhon
itself., further obtecuveg and advantages ihereol; will be best
un&ierstood by reference to Lhe Iollowin ~ detailetl descwp-
tion ivhen read in conjunction with the accompanying draw-
ings, wherein:

[0008] FIG. IA depicts a typical rlistributcd rlata process-
ing system in which the present invenuon may be imple-
mented,

[0009] Fltk IB depicts a typical computer architecture
that may be used within a data processing system in which
the present invention may bc implcmcntcrl;

[0010] FIG. 2 depicts a block diagram that shows a typical
Web-based client-server architecture,

[Ufill] I'I(L3 depicts a block diagram that shows a typical
proxy-server-based debu ging utility;

[0012] FIG. 4 depicts a block diagram that shows a typical
TCP-tunnel-based monitoring utility;

[0013] FI('. 5 depicts a block diagram that shows a

TCP-tunnel-basetl debugging utility in acmrdance with an
embodiment of. Lhe present mvention;

[0014] FII k 6 depicts a flowchart that shows a process for
filtering and modifying request messages within a 'I'('.V-

tunnel-based debu in utility in accordance v ith an
cmbodimcnt of thc prcscnt invention;

[0015] FI('. 7 depicts a llowchart that shows a process for
tlelaying messages within a TCP-tunnel-based debugging
utility in accordance ivith an embodiment of the present
invention; and

[0016] FIG. 8 depicts a Ilov chart that shows a process for
timing responses from multiple scrvcrs within a TCP-tunncl-
basetl ilebugging utility in accordance with an embodiment
of the present invenuon.

Dli I'AII.L'D DUSCRIV I1ON OI

'I1IL'NVLNTION

[0017] In general, the devices that may comprise or relate
to the present invention include a wide variety of data
proccssin technology. Thcrcforc, as background, a typical
organization of hardware and software components within a
thstributed data processing system is described pnor Lo

tlescwbing Lhe present invention in more detail.

[0018] With reference now to the figures, FIC. IA depicts
a typical network of data processing systems, each of which
may implement a portion of thc present invention. Distrib-
uted rlata processing system 100 contains network 101,
which is a medium that may bc used to provide communi-
cations links between venous devices anil computers con-
nected together within distributed data processing system
100 Network 101 may include permanent connections, such
as wire or fiber optic cables, or temporary connections made
through tclephonc or wirelcss communications In thc
rlcpictcrl cxamplc, scrvcr 102 and scrvcr 103 arc conncctcd
to network 101 alon with storage unit 104. In addition,
chants 105-107 also are connected Lo network 101. Clients
H)5-IU7 and servers IU2-1U3 may be represented by a

variety of computing devices, such as mainframes, personal
computers, personal digital assistants (VDAs), etc Distrib-
uted riata processing system 100 may include arlrlitional
scrvcrs, clients, routcrs, other dcviccs, anil peer-to-peer
architccturcs that arc not shown.

[0019] In the depicted example, distwbuted data process-
ing system IUU may incluiie Lhe Internet with network 101
representing a worldwide collection of networks and gate-
ways that use various protocols to communicate with one
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another, such as Lightweight Directory Access Protocol
(LDAP), Transport Control Protocolgnternet Protocol
(TCP!IP), File Transfer Protocol (FTP), Hypertext Transport
Vrntocol (8'I I'V), Wireless Application Protocol (WAV),
Cnmmon Presence and Instant Messaging (CVIM) proto-
cols, ctc. Of course, tlistributcd data processing system 100
may also include a number of ditfcrcnt types of networks,
such as, for cxamplc, an intranct, a local area network
(LAN), or a witle area network (WAN). For example, server
IUZ directly supports client 100 and networl 110, whmh
incorporates wireless communication links Netivnrk-en-
abled phone IH connects to netivork 110 thniugh wireless
link 112, and PDA 113 connects to nctworl'10 through
wireless link 114. Phone 111 and PDA 113 can also tlircctly
transfer data bctwccn thcmsclvcs across wirclcss link 115
using an appropnate technology, such as Bluetoothin wire-
less technology, to create so-called personal area networks
(VAN) or personal ad-hoc networl s In a similar manner,
VDA 113 can transfer data tn VDA 107 via wireless com-
munication link 116

[0020] The present invention coukl be implemented on a
variety of hardware platforms; FK'. IA is intended as an
example nf a heterogeneous cnmputing environment and not
as an architectural limitation for thc prcscnt invention

[0021] With refcrcncc now to FIG. 18, a dia ram depicts
a typical computer architecture nf a data processing system,
such as those shown in FKL IA, in which the present
invention may be implemented. Data procesinng system IZU
contains one or more central processing umts (CPUs) 122
conncctcd to internal system bus 123, which intcrconnects
ramlom access memory (RAM) 124, read-only memory 126,
and inputinutput adapter 128, ivhich supports various I/O
devices, such as printer 130, disk units 132, or other devices
not shown, such as a ambo output system, etc. System bus
123 also connects communicauon adapter 134 that provides
access to communication link 136. User intcrfacc adapter
148 connects vanous user tlcviccs, such as kcyboartl 140 anil
mouse 142, or other devices nnt shown, such as a touch
screen, stylus, microphone, etc Display adapter 144 con-
nects system bus 123 to display device 146.

[0022] Those of ordinary skill in thc art will appreciate
that the hardhvare m FIG. 18 may vary depending on the
system implementation I or example, the system may have
one or more processors, such as an Intel Pentium -based
processor and a digital signal processor (DSP), aml one or
morc types of volatile and non-volatile memory Other
pcriphcral dcviccs may bc used in addition to or in place of
the hardware depicted in FIG. 18 'I'he rlepicted examples
are not meant tn imply architectural limitations with respect
to the present invention.

[0023] In atldition to being able to bc implcmcntcd on a
variety of hardware platforms, thc present invention may be
implemented in a variety nf software environments A typi-
cal operating system may be userl tn control program
execution within each data processing system. For example,
one device may run a Unix operanng system, while
another device contains a simple Java runtime environ-
ment. A rcprcsentativc computer platform may inclurlc a
brmvser, ivhich is a well knnwn software application for
accessing hypertext documents in a variety of formats, such
as raphic Iiles, word processing Iiles, Extensible Marl up
Language (XML), Hypertext Markup Language (HTML),
Handhcld Dcvicc Markup Language (HDML), Wirclcss
Markup Language (WML), anil various other formats anil
types of files.

[0024] The present invention may bc implcmcntcd on a
variety of hardware anil software platforms, as rlcscribcd
above with respect to FK'. IA and FKL 18 More specifi-
cally, though, the present invention is directed tn a Web-
basetl software development aml debugging utility that may
be operated in a truly imlependent manner such that the
tlcbugging utility docs not require prior conhguration of a
client application or scrvcr application that is bein
debugged. I'he present invention is based on a novel rec-
ognition that a I'CV tunnel can be used as the basis fnr a truly
intlependent debugging utihty for Web-based applications,
whereas prior art dcbu ging utilities for Web-based appli-
cations arc based on proxy scrvcrs. Prior to discussing thc
prcscnt invention in morc detail, some operational details of
a typical Web provy and a typical 'IT:V tunnel are cnmpared

[U025] With reference now to laN'. 2, a blocl tha ram
tlepmts a typical Wi:b-based client-server architecture. Web-
basctl client application 202 sends rcqucst mcssagcs and
rcccivcs rcsponsc messages toifrom yvcb scrvcrs 204 and
206 'I'he message traU'ic may be fnrmatted and controlled in
accordance with a variety of well-known protncols through
a vanety ol digerent network conligurauons in the manner
tlescmbed above for FN'. 1A. In this example, the massa e
traggc is transferred through the network directly bctwccn
the client and the scrvcrs.

[U026] With reference now to laN'. 3, a blocl tha ram
tlepmts a typical proxy-server-based debugging uuhty. In a

manner siniilar to FIG. 2, Wcb-basctl client application 302
sends rcqucst mcssagcs and reccivcs rcsponsc mcssagcs
to/from weft servers 304 and 306. I lowever, in contrast to
FK'. 2, provy server 310 acts as an intermediate agent for
chant 302. Client 3U2 is conligured to send all messa e
trallic through proxy server 38) for one or more specilic
networking protocols. Multiple proxy scrvcrs may bc
chained together when a proxy scrvcr is likcwisc conhgurcd
to send message trat)ic to annther proxv server Proxy server
310 may be an II I"I'V proxy, an I

'I'V proxy, or snme other
type of proxy that hanilles message tralftc formatted in
accordance with one or more TCP-related protocols. For
cxamplc, client 302 may be a browser that opcratcs in a well
known manner liy allowing thc user to cntcr an IP address
and port number for an I IT'I'V prnxy server into the conhg-
urable parameters of the browser application; subsequently,
chant 302 senile all HTTP requests to the conligured proxy
server rather than directly to an IP address associated with a

URL (Unifnrm Resource Locator), or morc gcncrally, a URI
(Uniform Resource Locator), in thc HTI'P rcqucsts after a
DNS (Dnmain Name System) lookup operatinn After
receivmg an El'I"I'V request; an II I"I'V proxy server woulrl
Rirward the HTTP request in an appropriate manner after
perkirming some tvpe of processing. In the example shown
in FIG. 3, proxy server 310 incorporates proxy-based
tlcbugging utility 312, which comprises trace umt 314 that
allows message traftic to be traced to a log file anil request
filtering unit 316 that allnivs request messages to be filtererl
with reference to conligurable Iihenng rules

[U027] With reference now to laN'. 4, a blocl tha ram
tlcpicts a typical TCP-tunnel-based monitoring utility. In a
manner similar to FIG. 2, Wcb-basctl client application 402
sends request messages and receives response messages
to/from weft servers 404 and 406. I lowever, in contrast toI''. 2, TCP tunnel 410 may act as an intermediate agent for
chant 4UZ. In this example, the message tratftc to/from the
client may bc transfcrrcd through thc network directly
bctwcen thc client and thc servers or through thc TCP tunnel
that acts as an intermediate agent 'I'he destination of a
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rcqucst from thc chcnt rlcpcnrls on thc URI that is cntercrl
into thc client or that is gcncralcd by Ihc client and then
placed into the request message. In FI('. 3, the client is
confi ured to send all requests through the proxy server,
which then routes the request using DNS lookup operatrons
and servers if: necessary In contrast, lhe client in IIIG. 4
routes thc requests as ncccssary, possibly usin DNS lookup
operations anil scrvcrs.

[0028] The message traffic through thc TCP tunnel may be
formatted and controlled in accordance with a variety of
well-knoivn protocols through a variety of different network
confi urations in the manner describerl above for FIG. IA
as long as Ihe message Irallic is based on a TCP-related
protocol, such as HTTP, FTP, etc. In a well-known manner,
TCP tunnel 410 may bc conhgurcd through monitorin
utility 412, which comprises trace unit 414 that allows
incomin and outgoing message traffic to be traced to a log
file. Monitoring utility 412 may be configured through
conti uration liles or through an interacnve user rnterface.

[0029] T('P tunnel 410 operates in a well-known fashion
Using an appropnale configuration utility or conliguralion
life for the TCP tunnel, a user may specify an mput port
number to bc associatcrl with a destination host all(tress or a
destination URI along with a port number of thc destination
host The association between the input port number and the
destination address/port number is a routing or a mapping
between lhe input aml the outpul at the TCP tunnel. Requests
that are received by the TCP tunnel on the input port are
forwarded using thc rlcstination host address and port num-
ber such that thc TCP tunnel routes T(IP-based mcssagcs In
this manner, the 'I'('P tunnel is said to "tunnel** through
fireivalls that block requests on certain ports since the TCP
tunnel can change Ihe destination port number from the
originally requested port number in the omginal request from
the client, which ldicly gcncratcd its rcqucst using standard-
ized port numbers. TCP tunnels may bc chained to cthcr to
route messages through multiple systems.

[0030] ATCP tunnel is a truly indcpcndcnt entity that acts
an intermediate agent between a client and a server only
when the client sends request messages to it The chent
san&is requests to a deminauon host, Ihe client may not be
aware that the destinenon host is actually operahng as a TCP
tunnel, yct thc client docs not rcquirc any configurahon to
interact with a TCP tunnel as was noted above for causin
a client to interact with a proxy server A T(IP tunnel is
conf ured to listen to incoming requests on one or more port
numbers; anything that is received on a parncular port
number is mapped and forwarded lo a different target server
at a particular (usually rliffcrcnt) port number. For cxamplc,
if thc client sends a particular protocol rcqucst (c.g., HTTP
request to URf=t~v-f32rbm corn; an II'I I'P request is on
port 80 by default), then the client uses typical f)NS lookup
operations lo route the request to the proper machine sup-
porung the requested URI (*'www-l32.ibm.corn"). If the
destination host is configure as a TCP tunnel, then it
forwards thc request to a difi'crcnt host al a difi'crcnt port
number as determined within its configuration information
I loivever, the client is free to send requests to other domams,
and Ihe client may nol be aware of. Ihe rerouting thai is
performed by the TCP tunnel

[0031] W'ith reference now io laIG. 5, a block ihagram
depicts a TCP-tunnel-based debugging utility in accordance
with an cmborlimcnt of thc prcscnl invention. In a manner
similar to FIG. 4, Wi:b-based client application 502 scnrls
request messages and receives response messages to/from

wcb scrvcrs 504 anil 506. TCP tunnel 510 may act as an
intcrmcrliatc agent for client 502 In contrast to FIG. 4, TCP
tunnel 510 incorporates debugging utility 512, which com-
poses trace unit 514 that allows incoming anil outgoing
message trafhc to be traced lo a lo life Debugging utility
512 may be configureil through conligurauon liles or
through an intcractivc user intcrfacc.

[0032] Debugging uhlily 512 also incorporates request
liltenng unit 516 that allows request messages lo be lihered
with rcfcrcnce to configurabfc filterin rules Thc hltcrin
rules may bc rctricvcd from a configuration fil or inmrac-
tively entered by a user through a user interface. The filtering
rules may be based on a set of regular expressions in which
a request message is parsed and interpreted based on a

companson ol poriions of ils content against venable
cxprcssions for that content, and thc morlifications may bc
base(I on regular expression substitution in which various
parameters in the request message are replaced by conhg-
urable parameters in the debugging utility The modifica-
uons mav be made to URIs, parameters within URIs,
message headers, lorm lields, content bodies, or any other
part of thc filtered request mcssagcs. By varying thc rcqucsls
from a client indcpcnrlcntly after thc client application has
generated the request massa es, the client application does
not have to fie changed or instrumented to generate request
messages having particular data that assists in a debugging
operalioil.

[0033] In addihon, debugging uhlity 512 incorporates
if clay unit 518 for infecting delay pe nods into lhe transfer of
messages through thc TCP tunnel By introrlucing delay into
the mcssagc traffic, thc debugging utility assists in discov-
ering and correcting timing-related problems that may exist
in a client application or a server application

[0034] Furthermore, debugging utility 512 mcorporates
multi-server timing unit 520 By companng the response
times of multiple servers, Ihe debugging uldily may assisi in
ihscovemng performance problems with dilferent server
installations and configurations

[0035] With reference now to lrIG. 6, a flowchart depicts
a process fiir figuring and modifying request messages
within a TCP-tunnel-base(I debugging utility in accordance
with an cmliodiment of thc prcscnt invention. Thc process
begins when a request message is received by a debugging
utility in a 'I'(.'P tunnel (step 602) 'I'he 'I'CP tunnel then filters
the request message m accordance with a set of user-
configurable liltenng rules (step 6U4), and the request mes-
sage is modified in accordance with any filtering rules that
are tri gercd (step 606). Thc modifie rcqucst mcssagc is
then forwarded to the server (step 608), and the process is
concluded. Bach modification may be logged in a historical
record, and each successive modificauon may be delermmed
baseil on previous modilications as indicated in the historical
records such that thc modifications change over time.

[0036] With reference now to FIG. 7, a flowchart depicts
a process for delaying messages within a TCP-tunnel-based
ilebugging utility in secor&lance with an embodiment of: the
prcscnt invention. Thc process begins when an incomin
message is rcccivcd by a debugging utihty in a TCP tunnel
(step 702) I'he message may be either a request message
from a client or a response message from a server The
message is then held at the TCP tunnel lo infect a delay
penod into lhe message*s transmission in accordance with
user-configurabfc parameters andior rules (step 704), after
which thc message is forwarded by thc TCP tunnel (step
706), and the process is concluded 'I'he delay period may be
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pcrformcd in an asynchronous manner through thc usc of a
software timer, thc expiration of thc software timer woulrl
trigger the debugging utility to initiate the forwarding opera-
tion The delay period may he retrieved or computed from
user-conligurable parameters and'or other information, for
example, iT the incoming message contains car&am content
as dctcrmincrl after a form of parsing operation or intcrprc-
tation operation on thc incoming mcssagc in accordance
with user-conhgurahle templates or rules, then the debug-
ging utility determines an appropriate delay period and holds
the message ior that penod. In addition, each tlelay pewod
may be logged in a histoncal record, and the tlelay penod
may bc computed based on previous delay periods as
indicated in the historical records such that thc rlcksy pcriorl
fluctuates over time.

[0037] With rcfcrcncc now to FIG. 8, a flowchart depicts
a process for timing responses from multiple servers ivithm
a TCV-tunnel-based debugging utility in accordance with an
embodiment of the present invenuon. The process begins
when a request massa e is received by a debugging utility in
a TCP tunnel (step 802). Thc TCP tunnel then gcneratcs
multipk copies of thc rcqucst mcssagc (step 804) anti
forivards them to multiple servers (step 806); one copy of the
request message is forwarrled to each server in a set of
servers, wherein the idenuhes of ihe servers in the set of
servers is retrievable irom coniiguration information for the
TCP tunnci At some subscqucnt point in time, a response
message is rcccivcrl from each of thc multiple scrvcrs (step
808), although there may be error responses or timeouts A
response time is computed for each server*s response (step
810), and the process is concluded. A compar&son of the
response times may be presented within the debug un ~

utility, and onc of thc rcsponscs may hc chosen to be
returned to thc rcqucsting client.

[0038] The advantages of thc present invention should be
apparent in view of thc dctailcd description that is provirlcrl
above A Web-based debugging utility is based upon a TCV
tunnel and operates independently without a requirement of
pre-coniiguring a chant applicahon or a server application to
interoperate wnh the Web-based debugging utility. Venous
chan es can be macle to client rcqucsts that arc rcccivcrl at
the TCP tunnel without thc rcqucst modifications atfcctin
all requests that might be generaterl by a client application
since the client application is still free to generate requests
that are not sent to the TCP tunnel. Vai&ous timing tests can
be performed by the TCP tunnel without the timing tests
afi'ecting all rcqucsts that might bc gcncratcrl by a client
application thc client application is still frcc to gcncrate
requests that are not sent to the TCV tunnel.

[0030] It is important to note that while thc prcscnt inven-
tion has been described in the context of a fully functioning
data processing system, those of orrlinary skill in the art will
appreciate that the processes of ihe present invention are
capable of. being distnbuted in the form of mstructions rn a

computer rcadablc medium and a variety of other forms,
rc ardlcss of thc particular type of si mal bcarin mcrlia
actually used to carry out the distribution Lxamples of
computer readable media include media such as UVROM,
ROM, tape, paper, fioppy disc, hard disk di&ve, RAM, and
CD-ROMs and transmission-type media, such as ihgital ainl
analog communications linl s.

[0040] A method is generally conceived to be a self-
consistcnt scqucncc of steps leading to a dcsircd result.
Thcsc steps rcquirc physical manipulations of physical
quantities Usually, though not necessarily, these quantities

take thc form of electrical or magnetic signals capable of
being stored, transferred, combined, compared, and other-
wise manipulated It is convenient at times, principally for
reasons of common usage, to refer to these signals as hits,
values, parameters, nems, elements, oblects, symbols, char-
acters, terms, numbers, or the like. It shoukl be noted,
howcvcr, that all of thcsc terms and similar terms arc to bc
associated ivith thc appropriate physical quantitics and arc
merely convenient labels applied to these quantities

[0041] I'he description of the present mvention has been
presenterl for purposes of illustration hut is not intended to
be exhaustive or limited to the dtsclosed embodiments.
Many modilicanons and var&sunna w&11 be apparent to those
of ordinary skill in the art. Thc embodiments werc chosen to
explain thc principles of thc invention anti its practical
applications and to enable others of orrhnary skill in the art
to understand the invention in order to implement various
embodiments with various mothlicauons as might be suited
to other contemplated uses.

What is claimed is:
I A method for monitoring network messages from an

application, the method comprising:

receiving a rcqucst message from a client at a TCP
(Transport Control Protocol) tunnel,

modifying the request message at the I'('V tunnel in
accordance with user-configurablc filterin rules; and

forwarding the mothlied request message from ihe TCP
tunnel to a server

2 The method of claim I further comprising

determining a modihcation base&i on a history of modi-
fication operations on previnus request messages such
that modifications vary over time.

3 A method for monitoring network messages from an
applicanon, the method comprising:

receiving a mcssagc at a TCP (Transport Control Proto-
col) tunnck

delaying the message at the I'('V tunnel for a time period;
and

forwarding the message from the TCP tunnel in response
to passage of. the time period.

4 Thc method of claim 3 whcrcin thc mcssagc is a rcqucst
message that is rcccivcd from a client and forwarded to a
server or the message is a response massa e that is received
irom a server and forwarded to a client.

5 The method of claim 3 further comprising

determining thc time period based upon user-configurablc
parameters.

6 The method of claim 3 further composing

determining the time period based on a history of delay
operations on previous request messages such that
rlclays vary over time.

7 A method for monitoring network messages from an
application, the method comprising:

receiving a request message from a client at a 'I'CV

('I'ransport Control Protocol) tunnel;

generating multiple copies of the request message at the
'I'('V tunnel;
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forwarding a copy of thc request message from thc TCP
tunnel to a server such that ihe multiple copres are
forwarded Lo a unique server m a set of servers,

receiving at the 'I'('V tunnel a response message from each
server in the set of servers; anti

computing at thc TCP tunnel a rcsponsc time for each
snver in thc sct of scrvcrs.

g. An apparatus for monitoring network messa es from an
application, the apparatus comprising:

means for receiving a request message from a client at a
'I'('V (Transport Control Protocol) tunnel;

means for modifying thc rcqucst massa c at thc TCP
tunnel in accorrlancc vnth user-configurablc filtcrin
rules, and

means for forwarding Lhe modilied request message from
the 'I'(.'V tunnel to a server;

9 The apparatus of claim 0 further comprising:

means for determining a modification based on a history
of moditication operations on previous rcqucst mes-
sages such that modilications vary over ume.

10. An apparatus Ior momionng network messages from
an application, the apparatus comprising

means for receiving a message at a 'I'CV ('I'ransport
Control Protocol) tunnel;

means for delaying thc message at thc TCP tunnel for a
time pewod, anil

means for forwarding the message from the TCP tunnel in
response to passage of the time period

11 I'he apparatus of claim 10 wherein the message is a
rcqucst message that is rcccivcd from a client anti forwarrlcrl
to a scrvcr or thc mcssagc is a rcsponsc mcssagc that is
received from a server aml forwarded to a client.

12. The apparatus of claim 10 funher compnsrng.

means for determining the time period based upon user-
configurable parameters.

13. 'I'he apparatus of claim 10 further comprising'eans

for determining thc time period based on a history
of delay operations on previous rcqucst mcssagcs such
that delays vary over Lime.

lak An apparatus Ior momionng network messages from
an application, the apparatus comprising

means for receiving a request message from a client at a
TCP (Transport Control Protocol) tunnel;

means for gcncrating multiple copies of thc rcqucst mes-
sage at Lhe TCP Lunnek

means for fonvardmg a copy of the request message from
the 'I'( V tunnel to a server such that the multiple copies
are forwarded to a unique server in a set of servers;

means for receiving at thc TC:P tunnel a rcsponsc message
from each scrvcr in thc sct of servers; anti

means for compuung at Lhe TCP tunnel a response trme
for each server in the set of servers.

15. A computer program prorluct in a computer readable
medium for use in a data processing system for monitoring
network mcssagcs from an application, thc computer pro-
gram product comprising:

means for receiving a rcqucst mcssagc from a client at a
'I'('V

f I'ransport ('ontrol Protocol) tunnel,

means lor modifying the request message at the TCP
tunnel in accordance with user-configurable filtering
rules; anil

means for forwarding thc modified rcqucst message from
the TCP tunnel Lo a server.

lb. Thc computer program prorluct of claim 16 further
comprising

means for determining a modilicauon based on a history
of modification operations on previous request mes-
sages such that modifications vary over time.

17. A computer program product in a computer readable
methum for use in a data processing system for monitoring
network messages from an application, the computer pro-
gram product

comprising'eans

for receiving a mcssagc at a TCP (Transport
Control Protocol) Lunnel,

means for delaying the message at the T('V tunnel for a
time period; and

means for lorwariling the message from the TCP tunnel in
response to passage of the time penod.

lg. The computer program product of claim 17 ivherein
the message is a request mcssagc that is rcccivcd from a
client and forwarded to a scrvcr or thc mcssagc is a rcsponsc
message that is received from a server and Iorwarded Lo a

chen(
19. 'I'he computer program prorluct of claim 17 further

comprising:

means lor determimng the ume penod based upon user-
conligurable parameters.

20. Thc computer program prorluct of claim 17 further
comprising:

means for determining the Lime penod based on a history
of delay operations on previous request messages such
that delays vary over time

21. A computer program product in a computer rcadablc
methum for use in a data processing system for monitoring
networl messages from an applicauon, the computer pro-
gram product comprising.

means for receiving a rcqucst mcssagc from a client at a
TCP (Transport Control Protocol) tunnel;

means for generating multiple copies of the request mes-
sage at the TCV tunnel;

means for forwarding a copy of thc request mcssagc from
the TCP tunnel to a server such that the muluple copies
are forwarded Lo a unique server in a set of servers,

means for receiving at the 'I'(.'V tunnel a response message
from each server in thc set of scrvcrs; anti

means for compuun ~ at the TCP tunnel a response ume
for each server in the set of servers
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