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I.  INTRODUCTION 

Palo Alto Networks, Inc. (“Petitioner”) filed a Petition requesting an 

inter partes review of claims 1, 24, and 25 in U.S. Patent No. 9,917,856 B2 

(Ex. 1001, “the ’856 patent”) under 35 U.S.C. §§ 311–319.  Paper 2 (“Pet.”).  

Centripetal Networks, Inc. (“Patent Owner”) filed a Preliminary Response.  

Paper 6 (“Prelim. Resp.”).  Further, after receiving Board authorization, 

Petitioner filed a Preliminary Reply, and Patent Owner filed a Preliminary 

Sur-reply.  Paper 9 (“Prelim. Reply”); Paper 10 (“Prelim. Sur-reply”). 

Under 37 C.F.R. § 42.4(a), we have authority to determine whether 

to institute an inter partes review.  We may institute an inter partes review 

only if “the information presented in the petition filed under section 311 

and any response filed under section 313 shows that there is a reasonable 

likelihood that the petitioner would prevail with respect to at least 1 of 

the claims challenged in the petition.”  35 U.S.C. § 314(a) (2018).  The 

“reasonable likelihood” standard is “a higher standard than mere notice 

pleading” but “lower than the ‘preponderance’ standard to prevail in a final 

written decision.”  Hulu, LLC v. Sound View Innovations, LLC, IPR2018-

01039, Paper 29 at 13 (PTAB Dec. 20, 2019) (precedential). 

Based on the current record and for the reasons explained below, 

Petitioner has shown that there is a reasonable likelihood that it would 

prevail with respect to at least one of the challenged claims.  Thus, we 

institute an inter partes review of claims 1, 24, and 25 in the ’856 patent 

on all challenges included in the Petition. 
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II.  BACKGROUND 

A.  Real Parties in Interest 

Petitioner identifies itself as the real party in interest.  Pet. 5.  Patent 

Owner identifies itself as the real party in interest.  Paper 4, 1.  The parties 

do not raise any issue about real parties in interest. 

B.  Related Matters 

Petitioner and Patent Owner identify the following civil action where 

Patent Owner has asserted the ’856 patent against an alleged infringer: 

Centripetal Networks, Inc. v. Cisco Systems, Inc., No. 2:18-cv-00094 (E.D. 

Va. filed February 13, 2018), Appeal No. 21-1888 (Fed. Cir. filed April 7, 

2021).  Pet. 5; Paper 4, 1. 

Petitioner identifies the following civil action where Patent Owner has 

asserted the ’856 patent against another alleged infringer: Centripetal 

Networks, Inc. v. Keysight Technologies, Inc. et al., No. 2:17-cv-00383 

(E.D. Va. filed July 20, 2017).  Pet. 5. 

C.  The ’856 Patent (Exhibit 1001) 

The ’856 patent, titled “Rule-Based Network-Threat Detection for 

Encrypted Communications,” issued on March 13, 2018, from an application 

filed on December 23, 2015.  Ex. 1001, codes (22), (45), (54).  The patent 

discloses systems and methods for rule-based network-threat detection for 

encrypted communications.  See, e.g., id. at 1:31–32, 1:57–63, 2:1–3, 

2:20–3:56, 23:63–24:30, code (57), Figs. 1–2, 7. 

The ’856 patent states that network threats may “take a variety of 

forms (e.g., unauthorized requests or data transfers, viruses, malware, large 

volumes of traffic designed to overwhelm resources, and the like).”  

Ex. 1001, 1:8–11.  The patent also states that network-threat services may 
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“provide information associated with network threats, for example, reports 

that include listings of network-threat indicators (e.g., network addresses, 

domain names, uniform resource identifiers (URIs), and the like).”  Id. at 

1:11–15; see id. at 4:1–3, 4:30–32, 10:54–55.  The patent explains that 

encrypted communications may “obfuscate data corresponding to network 

threats.”  Id. at 1:17–18.  The patent then identifies “a need for rule-based 

network-threat detection for encrypted communications.”  Id. at 1:18–20. 

To address that need, the ’856 patent describes “a packet-filtering 

system configured to filter packets in accordance with packet-filtering rules” 

that receives “data indicating network-threat indicators.”  Ex. 1001, 1:32–36, 

code (57).  The packet-filtering rules may “cause the packet-filtering system 

to identify packets comprising unencrypted data, and packets comprising 

encrypted data.”  Id. at 1:36–39, code (57).  In the packets processed by the 

packet-filtering system, a “portion of the unencrypted data may correspond 

to one or more of the network-threat indicators.”  Id. at 1:39–40, code (57).  

Hence, the packet-filtering rules may “cause the packet-filtering system to 

determine, based on the portion of the unencrypted data, that the packets 

comprising encrypted data correspond to the one or more network-threat 

indicators.”  Id. at 1:41–45, code (57); see id. at 11:8–13. 

The packet-filtering rules may cause the packet-filtering system to 

identify packets or “determine that the packets comprise data corresponding 

to the network-threat indicators based on the packets comprising one or 

more of” the following: 

(i) “a URI specified by [the] rules”;  

(ii) “data indicating a protocol version specified by 
[the] rules”;  
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(iii) “data indicating a method specified by [the] rules”;  

(iv) “data indicating a request specified by [the] rules”; or  

(v) “data indicating a command specified by [the] rules.” 

Ex. 1001, 11:20–28. 

Figure 1 in the ’856 patent (reproduced below) depicts an 

environment for rule-based network-threat detection for encrypted 

communications: 

 
Figure 1 illustrates environment 100 including networks 102 and 104 with 

network 102 “associated with one or more individuals or entities (e.g., 

governments, corporations, service providers, or other organizations)” and 

network 104 comprising “the Internet, a similar network, or portions 

thereof.”  Ex. 1001, 2:20–34, Fig. 1; see id. at 1:57–59. 
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As shown in Figure 1, network 102 includes “hosts 106, 108, and 110, 

proxy devices 112, 114, and 116, web proxy 118, rule gates 120, 122, 124, 

126, and 128, domain name system (DNS) 130, Internet content adaptation 

protocol (ICAP) server 132, and gateway 134.”  Ex. 1001, 2:39–43, Fig. 1.  

As also shown in Figure 1, network 104 includes “one or more rule 

providers 138, one or more threat-intelligence providers 140, and hosts 142, 

144, and 146.”  Id. at 2:53–56, Fig. 1.  Gateway 134 resides at the border 

between networks 102 and 104 and serves as an interface between nodes in 

the respective networks.  Id. at 2:50–60, Fig. 1; see id. at 2:43–49. 

Figure 2 in the ’856 patent (reproduced below) depicts a packet-

filtering system for rule-based network-threat detection for encrypted 

communications: 

 



IPR2022-00182 
Patent 9,917,856 B2 
 

7 

Figure 2 illustrates packet-filtering system 200 comprising “one or more 

processors 202, memory 204, one or more communication interfaces 206, 

and data bus 208.”  Ex. 1001, 2:64–3:2, Fig. 2; see id. at 1:60–63.  As shown 

in Figure 2, memory 204 includes the following: 

(1) program module(s) 210 comprising “instructions that 
when executed by processors 202 cause packet-filtering 
system 200 to perform” certain functions;  

(2) rule(s) 212 comprising “one or more packet-filtering 
rules in accordance with which packet-filtering 
system 200 is configured to filter packets received 
via communication interfaces 206”; and  

(3) log(s) 214 comprising “one or more entries generated 
by processors 202 in accordance with rules 212 
for packets received by packet-filtering system 200 
via communication interfaces 206.” 

Id. at 3:4–14, Fig. 2 

Communication interfaces 206 may “interface packet-filtering 

system 200 with one or more communication links” in networks 102 

and 104 either directly, e.g., via links 236 and 244, or indirectly, e.g., via 

network device 240 or tap devices 238 and 242.  Ex. 1001, 3:15–31.  For 

example, “packet-filtering system 200 may provision tap device 238 with 

one or more of rules 212 configured to cause tap device 238 to identify 

packets traversing link 236 that correspond to specified criteria and route (or 

forward) the packets (or copies thereof) to interface 218” in communication 

interfaces 206.  Id. at 3:31–36. 
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Figure 7 in the ’856 patent (reproduced below) depicts steps 

in a method for rule-based network-threat detection for encrypted 

communications: 

 
Figure 7 is a flowchart with steps 702 through 710 in a “method for rule-

based network-threat detection for encrypted communications.”  Ex. 1001, 

23:63–65, Fig. 7; see id. at 2:1–3. 
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In step 702, “a packet-filtering system may receive data indicating 

network-threat indicators,” e.g., rules generated by rule providers 138 based 

on “network-threat indicators provided by threat-intelligence providers 140.”  

Ex. 1001, 23:66–24:4, Fig. 7.  In step 704, “the packet-filtering system may 

configure packet-filtering rules in accordance with which it is configured to 

filter packets.”  Id. at 24:4–6, Fig. 7.  In step 706, “the packet-filtering 

system may identify packets comprising unencrypted data,” e.g., “a DNS 

query, a reply to a DNS query, or a handshake message configured to 

establish an encrypted communication session.”  Id. at 24:8–12, Fig. 7; see 

id. at 9:16–28.  In step 708, “the packet-filtering system may identify 

packets comprising encrypted data,” e.g., packets encrypted according to a 

secure sockets layer (SSL) protocol or a transport layer security (TLS) 

protocol.  Id. at 24:13–17, Fig. 7; see id. at 8:65–9:2, 9:47–51, 19:51–55, 

20:3–7, 21:10–13, 23:39–42. 

In step 710, “the packet-filtering system may determine based on a 

portion of the unencrypted data corresponding to the network-threat 

indicators that the packets comprising encrypted data correspond to the 

network-threat indicators.”  Ex. 1001, 24:18–21, Fig. 7.  For instance, 

“packet-filtering system 200 may determine that a domain name included 

in the DNS query, the reply to the DNS query, or the handshake message 

corresponds to the network-threat indicators, and packet-filtering system 200 

may determine that one or more of the packets” encrypted according to an 

SSL/TLS protocol “correlate to one or more packets comprising the DNS 

query, the reply to the DNS query, or the one or more handshake messages.”  

Id. at 24:22–30; see id. at 8:65–9:2, 9:47–51, 19:51–55, 20:3–7, 21:10–13, 

23:39–42. 
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D.  The Challenged Claims 

Petitioner challenges independent claims 1, 24, and 25.  Pet. 8, 18–50.  

Claim 1 recites a method for filtering and routing packets comprising several 

steps.  Ex. 1001, 25:14–49.  Claim 24 recites a system comprising a 

hardware processor and a memory storing instructions for performing the 

steps in claim 1.  Id. at 28:59–29:28.  Claim 25 recites a computer-readable 

medium comprising instructions for performing the steps in claim 1.  Id. at 

29:29–30:31. 

Claim 1 exemplifies the challenged claims and reads as follows (with 

formatting added for clarity and with numbers and letters added for 

reference purposes)1: 

1. [1.pre] A method comprising: 
[1.a] receiving, by a packet-filtering system comprising 

a hardware processor and a memory and configured to filter 
packets in accordance with a plurality of packet-filtering rules, 
data indicating a plurality of network-threat indicators, wherein 
at least one of the plurality of network-threat indicators 
comprises a domain name identified as a network threat;  

[1.b] identifying packets comprising unencrypted data;  
[1.c] identifying packets comprising encrypted data;  
[1.d] determining, by the packet-filtering system and 

based on a portion of the unencrypted data corresponding to 
one or more network-threat indicators of the plurality of 
network-threat indicators, packets comprising encrypted data 
that corresponds to the one or more network-threat indicators;  

[1.e] filtering, by the packet-filtering system and based 
on at least one of  

                                           
1 We use the same numbers and letters that Petitioner uses to identify the 
claim limitations. 
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a uniform resource identifier (URI) specified by 
the plurality of packet-filtering rules,  

data indicating a protocol version specified by the 
plurality of packet-filtering rules,  

data indicating a method specified by the plurality 
of packet-filtering rules,  

data indicating a request specified by the plurality 
of packet-filtering rules, or  

data indicating a command specified by the 
plurality of packet-filtering rules:  

[1.f] packets comprising the portion of the 
unencrypted data that corresponds to one or more 
network-threat indicators of the plurality of 
network-threat indicators; and  

[1.g] the determined packets comprising the 
encrypted data that corresponds to the one or more 
network-threat indicators; and 

[1.h] routing, by the packet-filtering system, filtered 
packets to a proxy system based on a determination that the 
filtered packets comprise data that corresponds to the one or 
more network-threat indicators. 

Ex. 1001, 25:14–49. 

E.  The Asserted References 

For its challenges, Petitioner relies on the following references: 

Name Reference Exhibit 

Buruganahalli US 9,680,795 B2, issued June 13, 2017 
(based on an application filed June 30, 2016)2 1004 

Baehr US 5,878,231, issued March 2, 1999 
(based on an application filed February 4, 1997) 1005 

                                           
2 Buruganahalli claims priority to an application filed on June 5, 2013.  
Ex. 1004, 1:7–15, codes (60), (63); see Pet. 7 n.4. 
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Pet. 7.  Petitioner asserts that Buruganahalli qualifies as prior art under 

§ 102(a)(2) and that Baehr qualifies as prior art under § 102(a)(1) and 

§ 102(a)(2).  Id.; see 35 U.S.C. § 102(a)(1)–(2). 

At this stage of the proceeding, Patent Owner does not dispute that the 

references qualify as prior art.  See, e.g., Prelim. Resp. 45–52. 

F.  The Asserted Challenges to Patentability 

Petitioner asserts the following challenges to patentability: 

Claim(s) Challenged 35 U.S.C. § Reference(s)/Basis 
1, 24, 25 103 Buruganahalli 
1, 24, 25 103 Buruganahalli, Baehr 

Pet. 8, 18–50. 

G.  Testimonial Evidence 

To support its challenges, Petitioner relies on the declaration of Jon 

Weissman, Ph.D. (Exhibit 1003, “Weissman Decl.”).  Dr. Weissman states, 

“I have been retained by counsel for Petitioner Palo Alto Networks Inc. 

(‘PAN’ or ‘Petitioner’) as an expert witness to provide assistance regarding 

U.S. Patent No. 9,917,856.”  Ex. 1003 ¶ 1. 

III.  DISCRETIONARY DENIAL 

Patent Owner argues that we should exercise our discretion under 

§ 314(a) or § 325(d) to deny institution.  See Prelim. Resp. 24–45; Prelim. 

Sur-reply 1–5; 35 U.S.C. §§ 314(a), 325(d).  Petitioner argues that we should 

decline to exercise our discretion to deny institution.  See Pet. 8–10; Prelim. 

Reply 1–5.  For the reasons explained below, we decline to exercise our 

discretion under § 314(a) or § 325(d) to deny institution. 
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A.  Request for Denial Under § 314(a) 

Under § 314(a), the Director possesses “broad discretion” in deciding 

whether to institute an inter partes review.  See 35 U.S.C. § 314(a); Saint 

Regis Mohawk Tribe v. Mylan Pharm. Inc., 896 F.3d 1322, 1327 (Fed. Cir. 

2018).  The Board decides whether to institute an inter partes review on the 

Director’s behalf.  37 C.F.R. § 42.4(a) (2021). 

1.  BACKGROUND: THE CISCO CASE 

In February 2018, Patent Owner filed a complaint against Cisco 

Systems, Inc. (“Cisco”) in the Eastern District of Virginia (“the Cisco case”) 

alleging infringement of several patents, including the ’856 patent.  

Ex. 1027, 1–2; see Ex. 1028, 11.3 

In May and June 2020, the district court conducted a bench trial.  

Ex. 1027, 3, 22.  At trial, Patent Owner asserted infringement of ten claims 

in five patents, including claims 24 and 25 in the ’856 patent.  Id. at 1–2, 22. 

In October 2020, the district court issued an opinion with findings of 

fact and conclusions of law.  Ex. 1027, 1.  Among other things, the court 

found that various combinations of Cisco products infringed the asserted 

claims in four patents, including the ’856 patent, but not the asserted claims 

in the fifth patent.  Id. at 22–23, 29, 41, 57, 78–79, 95, 107, 110, 123, 

160, 166.  Additionally, the court determined that Cisco failed to 

demonstrate invalidity of the infringed patents with clear and convincing 

evidence.  Id. at 23, 67, 83, 96–98, 112–13, 160. 

                                           
3 For Exhibit 1028 (Cisco’s Non-Confidential Opening Brief in the Appeal 
to the Federal Circuit), we cite to the page numbers appearing in the brief 
rather than the page numbers that Petitioner applied to the exhibit. 
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As compensation for the infringement, the district court awarded past 

damages of about $756 million.  Ex. 1027, 149, 166.  The court decided that 

Cisco willfully infringed and enhanced the past damages by a multiple of 2.5 

to “award lump sum past damages” of about $1.9 billion.  Id. at 161, 166; 

see id. at 162.  Additionally, the court declined to enjoin Cisco from future 

infringement.  Id. at 162–64.  Instead, the court determined that Patent 

Owner should receive an ongoing royalty (1) for a first three-year term 

between about $168 million and about $300 million per year and (2) for a 

second three-year term between about $84 million and about $150 million 

per year.  Id. at 165–66.  Hence, over six years the ongoing royalty should 

exceed $754 million.  Id. at 166; see Ex. 1028, 13.  Based on the judgment 

in the Cisco case, Patent Owner should receive at least $2.6 billion.  See 

Ex. 1027, 149, 161, 166. 

Cisco appealed to the Federal Circuit.  Ex. 1028, 4–5.  The appeal is 

pending. 

2.  BACKGROUND: THE PAN CASE 

In March 2021, Patent Owner filed a complaint against Petitioner in 

the Eastern District of Virginia (“the PAN case”) alleging infringement of 

twelve patents.  Ex. 3002 ¶¶ 13–37, 61–418.  In its complaint, Patent Owner 

did not assert against Petitioner any of the four patents that Cisco infringed.  

See, e.g., id. ¶¶ 61–418. 

In July 2021, Patent Owner filed an amended complaint against 

Petitioner in the PAN case alleging infringement of thirteen patents, i.e., the 

twelve previously asserted patents and a newly asserted patent.  Ex. 3003 

¶¶ 13–39, 78–468.  In its amended complaint, Patent Owner did not assert 
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against Petitioner any of the four patents that Cisco infringed.  See, e.g., id. 

¶¶ 78–468. 

In March 2022, the district court granted Petitioner’s motion to stay 

the PAN case pending resolution of the Office proceedings discussed in the 

next section.  Ex. 3004, 3, 11, 23. 

3.  BACKGROUND: OFFICE PROCEEDINGS 

In July and August 2021, Petitioner filed petitions requesting inter 

partes reviews or a post-grant review of all claims in each of the thirteen 

patents asserted by Patent Owner in the PAN case.  Ex. 3004, 3. 

In September and November 2021, Petitioner filed petitions 

requesting inter partes reviews of various claims in three of the four patents 

that Cisco infringed as follows: 

• IPR2021-01520 requesting review of claims 1, 2, 4, 
9–11, 13, 18, and 19 in U.S. Patent No. 9,686,193 B2 
(“the ’193 patent”); 

• IPR2021-01521 requesting review of claims 1, 9–11, 
19–21, and 29–30 in U.S. Patent No. 9,560,176 B2 
(“the ’176 patent”); and 

• IPR2022-00182 (this proceeding) requesting review of 
claims 1, 24, and 25 in the ’856 patent.4 

Pet. 8, 18–50; IPR2021-01520, Paper 2 at 7, 26–68 (PTAB Sept. 15, 2021); 

IPR2021-01521, Paper 2 at 6, 16–56 (PTAB Sept. 15, 2021). 

Previously, Cisco sought Board review of the ’193 and ’176 patents 

but not the ’856 patent.  See IPR2018-01559, Paper 1 (PTAB Aug. 21, 2018) 

(challenging claims in the ’193 patent); IPR2018-01654, Paper 1 (PTAB 

                                           
4 As with the ’856 patent, the district court in the Cisco case found that 
various combinations of Cisco products infringed the asserted claims the 
’193 and ’176 patents.  Ex. 1027, 22–23, 29, 41, 57, 78–79, 95, 160, 166. 
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Sept. 17, 2018) (challenging claims in the ’176 patent).  The Board denied 

Cisco’s petitions.  See IPR2018-01559, Paper 7 at 13 (PTAB Apr. 2, 2019); 

IPR2018-01654, Paper 7 at 22 (PTAB May 6, 2019).  No one other than 

Petitioner has sought Board review of the ’856 patent. 

As for the other Petitioner-initiated proceedings, the Board instituted 

review in about half of the proceedings involving the thirteen patents 

asserted by Patent Owner in the PAN case.  Ex. 3004, 3.  In IPR2021-01520 

for the ’193 patent, the Board denied the petition under 35 U.S.C. § 325(d).  

IPR2021-01520, Paper 23 at 27 (PTAB Mar. 22, 2022).  In IPR2021-01521 

for the ’176 patent, the Board denied the petition on the merits.  IPR2021-

01521, Paper 23 at 19 (PTAB Mar. 24, 2022). 

4.  REQUEST FOR DENIAL BASED ON 
ALLEGED HARASSMENT AND GAMESMANSHIP 

(a) The Contentions of the Parties 

Citing General Plastic Industrial Co. v. Canon Kabushiki Kaisha, 

IPR2016-01357, Paper 19 at 17 (PTAB Sept. 6, 2017) (precedential as to 

§ II.B.4.i) (“General Plastic”), Patent Owner asserts that “the Board can 

take ‘undue inequities and prejudices to Patent Owner into account’” when 

deciding whether to exercise discretion under § 314(a).  Prelim. Resp. 34.  

Patent Owner asserts that “Petitioner has no reasonable basis to maintain this 

challenge other than harassment” because the ’856 patent “has never been 

asserted, or threatened to be asserted, against Petitioner.”  Id. at 35; see 

Prelim. Sur-reply 2.  Patent Owner also asserts that “Petitioner seeks to 

leverage this IPR against Patent Owner in unrelated litigation” because the 

’856 patent “underlies a significant damages award based on” Cisco’s 

infringement.  Prelim. Resp. 35; see id. at 45; Prelim. Sur-reply 2. 
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Additionally, Patent Owner contends that deficiencies in the Petition 

evidence “Petitioner’s sole purpose for filing this petition,” i.e., “harassment 

and leverage.”  Prelim. Resp. 35.  Specifically, Patent Owner criticizes the 

Petition for: 

(1) containing a “haphazard” claim chart for the ground 
based on Buruganahalli alone that cites (a) “piecemeal 
disclosures from the references” and (b) “conclusory 
allegations” about what an ordinarily skilled artisan 
would have known; 

(2) failing to specify for the ground based on Buruganahalli 
and Baehr “where each claim element is found in the 
combination”; and 

(3) giving “short shrift” to the “validity finding and known 
evidence of objective indicia of nonobviousness 
(secondary considerations)” from the Cisco case. 

Id. at 35–36.  Patent Owner contends that Petitioner’s challenge to “only the 

claims underlying the Cisco verdict” also evidences improper conduct.  Id. 

at 35 (emphasis omitted); see Prelim. Sur-reply 2. 

Patent Owner asserts that the ’856 patent “has already withstood a 

validity challenge” in the Cisco case based on prior art like Buruganahalli 

that “taught filtering decrypted data,” rather than “filtering encrypted 

packets” as required by the ’856 patent’s claims.  Prelim. Resp. 37–38, 

46–47; see id. at 39, 41–42; Prelim. Sur-reply 4.  According to Patent 

Owner, Petitioner “raises substantially the same arguments already rejected 

by the district court” in the Cisco case.  Prelim. Sur-reply 1. 

Further, Patent Owner argues that “Congress recognized the serious 

concerns that IPRs ‘not to be used as tools for harassment or a means to 

prevent market entry through repeated litigation and administrative attacks 

on the validity of a patent.’”  Prelim. Resp. 37 (quoting H.R. Rep. No. 112-
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98, pt. 1, at 48 (2011)); see Prelim. Sur-reply 2, 5.  Patent Owner also argues 

that allowing “Petitioner’s gamesmanship here will only encourage bad 

actors to harass patent owners by filing IPRs any time a meaningful 

judgment is entered against third-party defendants, in hopes of extracting 

some form of advantage (monetary or otherwise).”  Prelim. Resp. 37; see 

Prelim. Sur-reply 2. 

Petitioner asserts that it has a “legitimate interest” in “pursuing this 

IPR because the ’856 patent is part of a set of patents that have been asserted 

against others in the industry.”  Prelim. Reply 1.  Petitioner asserts that 

(1) Patent Owner has accused Petitioner of “infringing numerous patents” 

in the PAN case and (2) Petitioner “is under widespread threat of assertion 

from” Patent Owner.  Id. at 2.  Additionally, Petitioner contends that Patent 

Owner’s expert testified during the trial in the Cisco case that Petitioner has 

“sought to imitate the Cisco solutions that are described as infringing the 

patents in this suit,” including the ’856 patent.  Id. at 1–2 (emphases 

omitted). 

Further, Petitioner asserts that Cisco’s prior art for the ’856 patent 

differs from Buruganahalli.  Prelim. Reply 2 n.2.  Petitioner also asserts that 

Patent Owner’s criticisms of the Petition lack merit.  See id.  

Patent Owner responds by asserting that its expert “did not make 

infringement accusations against Petitioner” during the trial in the Cisco 

case.  Prelim. Sur-reply 3 (emphasis omitted). 

(b) Analysis 

The patent statute provides that “a person who is not the owner of a 

patent may file with the Office a petition to institute an inter partes review of 

the patent.”  35 U.S.C. § 311(a).  In contrast to a covered business method 
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patent review, neither the statute nor our rules require an infringement 

assertion against a person before that person may file a petition for an inter 

partes review.  See 35 U.S.C. § 311; AIA § 18(a)(1)(B)5; 37 C.F.R. 

§§ 42.101, 42.302; see also Coalition for Affordable Drugs VI, LLC v. 

Celgene Corp., IPR2015-01092, Paper 19 at 3–4 (PTAB Sept. 25, 2015) 

(denying motion for sanctions). 

As the PTAB Consolidated Trial Practice Guide (“CTPG”) explains, 

however, the Board will “take into account whether various considerations 

. . . warrant the exercise of the Director’s discretion to decline to institute 

review.”  CTPG 55.6  Among other things, the AIA requires “the Director 

to ‘consider the effect of any such regulation [under this section] on the 

economy, the integrity of the patent system, the efficient administration of 

the Office, and the ability of the Office to timely complete proceedings 

instituted under this chapter.’”  Id. at 56 (alteration in original) (quoting 

35 U.S.C. §§ 316(b), 326(b)). 

The Board has exercised discretion under § 314(a) to deny institution 

in various situations.  As an example, the Board has exercised discretion to 

deny institution due to the advanced state of a civil action where a patent 

owner has asserted a challenged patent against a petitioner.  See, e.g., Apple 

Inc. v. Fintiv, Inc., IPR2020-00019, Paper 15 (PTAB May 13, 2020) 

(informative).  As another example, the Board has exercised discretion to 

deny institution of a later-filed petition after having considered an earlier-

filed petition challenging the same patent.  See, e.g., Valve Corp. v. Elec. 

                                           
5 Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125 Stat. 
284 (2011). 
6 Available at https://www.uspto.gov/TrialPracticeGuideConsolidated. 
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Scripting Prods., Inc., IPR2019-00062, Paper 11 (PTAB Apr. 2, 2019) 

(precedential).  As further examples, the Board has exercised discretion to 

deny institution when a petition demonstrates a reasonable likelihood of 

prevailing as to only some, not all, challenged claims (see, e.g., Chevron 

Oronite Co. v. Infineum USA L.P., IPR2018-00923, Paper 9 (PTAB Nov. 7, 

2018) (informative)), and when a petition suffers from a lack of particularity 

that results in voluminous and excessive grounds (see, e.g., Adaptics Ltd. v. 

Perfect Co., IPR2018-01596, Paper 20 (PTAB Mar. 6, 2019) (informative)). 

This case differs from other situations where the Board has exercised 

discretion under § 314(a) to deny institution.  For example, we are not 

presented with a later-filed petition after having considered an earlier-filed 

petition challenging the same patent.  Instead, Patent Owner asks us to deny 

institution because Petitioner challenges claims in a patent not asserted 

against Petitioner in an infringement action, arguing that Petitioner’s 

challenge conflicts with the AIA’s purposes.  See Prelim. Resp. 37–38; 

Prelim. Sur-reply 2. 

Patent Owner’s arguments fail to persuade us to exercise our 

discretion to deny institution based on harassment and gamesmanship.  

Under the circumstances here, we do not view Petitioner’s challenge to the 

’856 patent as contrary to the AIA’s purposes.  See, e.g., Halliburton Energy 

Servs., Inc. v. U.S. Well Servs., LLC, IPR2021-01316, Paper 9 at 9 (PTAB 

Feb. 22, 2022) (deciding that a petition challenging an unasserted patent was 

not “contrary to the purposes of the AIA”).  “The AIA was designed to 

encourage the filing of meritorious patentability challenges, by any person 

who is not the patent owner, in an effort to further improve patent quality.”  

Coalition, IPR2015-01092, Paper 19 at 4. 
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Based on the current record and for the reasons explained below, the 

merits of Petitioner’s challenge to the ’856 patent seem “particularly strong.”  

See infra §§ III.A.5(f), IV.D.2–IV.D.3, IV.E.2–IV.E.3.  Further, Petitioner 

expresses reasonable concern that Patent Owner may initiate additional 

litigation involving the ’856 patent.  See Prelim. Reply 1–2. 

Additionally, contrary to Patent Owner’s contention, Petitioner has 

not challenged “only the claims underlying the Cisco verdict.”  See Pet. 8, 

18–50; Prelim. Resp. 35; Ex. 1027, 41, 57.  Also, Petitioner has challenged 

only three of the four patents that Cisco infringed, and the Board has denied 

institution in two of the three proceedings.  See supra § III.A.3.  No one 

other than Petitioner has sought Board review of the ’856 patent. 

As for Patent Owner’s assertion that “Petitioner seeks to leverage this 

IPR against Patent Owner in unrelated litigation,” Patent Owner has not 

substantiated that assertion.  See Prelim. Resp. 35–39. 

As for Patent Owner’s assertion that the ’856 patent “has already 

withstood a validity challenge” in the Cisco case based on prior art like 

Buruganahalli, we disagree.  See Prelim. Resp. 37–38.  According to Patent 

Owner, the prior art for the ’856 patent in the Cisco case “taught filtering 

decrypted data,” rather than “filtering encrypted packets” as required by the 

’856 patent’s claims.  Prelim. Resp. 37–38, 46–47; see id. at 15, 41–42; 

Ex. 1027, 57–58 (finding that the prior art for the ’856 patent in the Cisco 

case “did not possess the functionality” to “differentiate between 

unencrypted and encrypted traffic” or “determine what portion of the 

packets are unencrypted or encrypted”).  For the reasons explained below 

in our patentability analysis, Petitioner establishes persuasively on the 

current record that Buruganahalli teaches “filtering encrypted packets” 
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as required by the ’856 patent’s claims.  See infra § IV.D.2(h); Ex. 1003 

¶¶ 120, 134–135; Ex. 1004, 8:55–60, 11:47–51, 14:21–33, 14:50–55.  

Among other things, Buruganahalli explains that by “parsing the handshake 

traffic,” e.g., “parsing a client hello message to extract a hostname that 

identifies the destination domain,” a security device may “apply one or more 

firewall policies/rules . . . related to destination domains” without “having to 

decrypt” encrypted communications.  Ex. 1004, 11:7–19; see id. at 5:24–27, 

5:35–42, 7:1–9; Ex. 1003 ¶¶ 94, 108, 113. 

As for Patent Owner’s criticisms of the Petition, we agree with 

Petitioner that the criticisms lack merit.  See Prelim. Resp. 35–36; Prelim. 

Reply 2 n.2.  For the ground based on Buruganahalli alone, the claim chart 

in the Petition (1) explains how Buruganahalli teaches the limitations in 

claims 1, 24, and 25 and (2) cites Dr. Weissman’s testimony to support 

assertions about what an ordinarily skilled artisan would have known.  

Pet. 28–42; see Ex. 1003 ¶¶ 101–146; infra §§ IV.D.2–IV.D.3.  For the 

ground based on Buruganahalli and Baehr, the Petition explains how 

Buruganahalli teaches most of the limitations in claims 1, 24, and 25 and 

how Baehr teaches limitation [1.h] and the similar limitations in claims 24 

and 25, e.g., “[1.h] routing, by the packet-filtering system, filtered packets to 

a proxy system based on a determination that the filtered packets comprise 

data that corresponds to the one or more network-threat indicators.”  

Pet. 42–50; see Ex. 1003 ¶¶ 147–158; infra §§ IV.D.2(b)–(h), IV.D.3, 

IV.E.2; see also Pet. 28–39; Ex. 1003 ¶¶ 101–135. 

As for the “validity finding and known evidence of objective indicia 

of nonobviousness (secondary considerations)” from the Cisco case, 

Buruganahalli differs materially from the prior art for the ’856 patent in the 
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Cisco case for the reasons discussed above and in our patentability analysis 

below.  See infra § IV.D.2(h).  Additionally, Petitioner addresses objective 

indicia of nonobviousness by asserting that “[f]rom what little can be 

discerned from the public record, the evidence fails to show nexus.”  Pet. 50.  

Based on the current record and for the reasons explained below, Patent 

Owner has not shown sufficiently that a presumption of nexus should apply 

or that a nexus exists between the asserted objective evidence and the merits 

of the claimed invention.  See infra § IV.D.2(j). 

For the reasons discussed above, Patent Owner’s arguments about 

harassment and gamesmanship do not warrant the exercise of discretion to 

deny institution. 

5.  REQUEST FOR DENIAL BASED ON PARALLEL LITIGATION 

When deciding whether to exercise discretion under § 314(a) to deny 

institution, the Board has considered the status of litigation involving the 

parties in light of the AIA’s objective “to provide an effective and efficient 

alternative to district court litigation.”  NHK Spring Co. v. Intri-Plex Techs., 

Inc., IPR2018-00752, Paper 8 at 12, 19–20 (PTAB Sept. 12, 2018) 

(precedential) (quoting Gen. Plastic, IPR2016-01357, Paper 19 at 16–17). 

The Board has set forth the following nonexclusive factors to consider 

when determining whether to exercise discretion under § 314(a) to deny 

institution due to the advanced state of parallel litigation: 

(1) whether the court granted a stay or evidence exists that 
one may be granted if the Board institutes a trial; 

(2) the proximity of the court’s trial date to the Board’s 
projected statutory deadline for a final written decision; 

(3) the investment in the parallel litigation by the court and 
the parties; 
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(4) the overlap in the issues raised by the petition and the 
issues in the parallel litigation; 

(5) whether the petitioner and the defendant in the parallel 
litigation are the same party; and 

(6) other circumstances that impact the Board’s exercise of 
discretion, including the merits. 

Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11 at 5–6 (PTAB Mar. 20, 

2020) (precedential) (“Fintiv”).  These factors “relate to whether efficiency, 

fairness, and the merits support the exercise of authority to deny institution 

in view of an earlier trial date in the parallel proceeding.”  Id. at 6.  Further, 

Fintiv instructs that the Board should take “a holistic view of whether 

efficiency and integrity of the system are best served by denying or 

instituting review.”  Id. (citing CTPG 58). 

(a) Factor (1): Stay of Parallel Litigation 

Patent Owner asserts that factor (1) “strongly” favors discretionary 

denial because “there can be no debate that no stay is possible” in the Cisco 

case.  Prelim. Resp. 40.  Patent Owner does not address a stay in the PAN 

case.  Id.  

Patent Owner misplaces its reliance on the Cisco case.  When 

considering parallel litigation in light of Fintiv, the Board seeks to, among 

other things, minimize “inefficiency and duplication of efforts” when 

another tribunal may resolve “the same or substantially the same issues.”  

Fintiv, IPR2020-00019, Paper 11 at 5 n.7, 6, 14; see Intel Corp. v. VLSI 

Tech. LLC, IPR2019-01192, Paper 15 at 11 (PTAB Jan. 9, 2020).  A stay of 

parallel litigation pending resolution of a Board proceeding “allays concerns 

about inefficiency and duplication of efforts.”  Fintiv, IPR2020-00019, 

Paper 11 at 6. 
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This proceeding also will involve no “duplication of efforts” with the 

Cisco case.  There, the district court did not consider the invalidity of 

claims 1, 24, and 25 in light of Buruganahalli alone or combined with Baehr.  

See Ex. 1027, 57–67.  And for the reasons discussed above and in our 

patentability analysis below, Buruganahalli differs materially from the prior 

art for the ’856 patent in the Cisco case.  See supra § III.A.4(b); infra 

§ IV.D.2(h). 

This proceeding will involve no “duplication of efforts” with the PAN 

case.  There, Patent Owner did not assert the ’856 patent against Petitioner.  

See Ex. 3002 ¶¶ 61–418; Ex. 3003 ¶¶ 78–468.  But even if Patent Owner had 

asserted the ’856 patent against Petitioner, the district court has stayed the 

PAN case, and the stay “allays concerns about inefficiency and duplication 

of efforts.”  See Fintiv, IPR2020-00019, Paper 11 at 6; Ex. 3004, 3, 11, 23. 

For these reasons, factor (1) weighs against discretionary denial. 

(b) Factor (2): Trial Date in Parallel Litigation 

Patent Owner asserts that factor (2) “strongly” favors discretionary 

denial because the trial in the Cisco case “has already completed long before 

the Board’s statutory deadline.”  Prelim. Resp. 40.  Patent Owner does not 

address the trial date in the PAN case.  Id.  

For the reasons discussed for factor (1), Patent Owner misplaces its 

reliance on the Cisco case.  See supra § III.A.5(a).  The district court has 

stayed the PAN case and has set no trial date, and the PAN case does not 

involve the ’856 patent.  See Ex. 3002 ¶¶ 13–37, 61–418; Ex. 3003 

¶¶ 13–39, 78–468; Ex. 3004, 3, 11, 23.  Thus, factor (2) weighs against 

discretionary denial. 
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(c) Factor (3): Investment in Parallel Litigation 

Patent Owner asserts that factor (3) “strongly” favors discretionary 

denial because “there have been massive investments” in the Cisco case.  

Prelim. Resp. 40.  Patent Owner does not address the investments in the 

PAN case.  Id.  

Patent Owner again misplaces its reliance on the Cisco case.  There, 

the district court did not consider the invalidity of claims 1, 24, and 25 in 

light of Buruganahalli alone or combined with Baehr.  See Ex. 1027, 57–67.  

Further, the record before us does not indicate that the parties in the Cisco 

case expended any effort addressing the invalidity of claims 1, 24, and 25 in 

light of Buruganahalli alone or combined with Baehr. 

In the PAN case, the parties and the court have not expended any 

effort addressing the invalidity of claims 1, 24, and 25 in light of 

Buruganahalli alone or combined with Baehr.  See Exs. 3002–3004. 

For these reasons, factor (3) weighs against discretionary denial. 

(d) Factor (4): Overlapping Issues 

Patent Owner asserts that factor (4) “strongly” favors discretionary 

denial because Buruganahalli is “substantially similar to” the prior art for the 

’856 patent in the Cisco case.  Prelim. Resp. 41–42.  Patent Owner does not 

identify any overlapping issues in the PAN case.  Id. at 40–42. 

We disagree that Buruganahalli is “substantially similar to” the 

prior art for the ’856 patent in the Cisco case.  See Prelim. Resp. 41.  For 

the reasons discussed above and in our patentability analysis below, 

Buruganahalli differs materially from the prior art for the ’856 patent in the 

Cisco case.  See supra § III.A.4(b); infra § IV.D.2(h). 
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In the PAN case, Patent Owner did not assert the ’856 patent against 

Petitioner.  See Ex. 3002 ¶¶ 61–418; Ex. 3003 ¶¶ 78–468.  Thus, there are no 

overlapping issues. 

For these reasons, factor (4) weighs against discretionary denial. 

(e) Factor (5): Petitioner’s Status in Parallel Litigation 

“If a petitioner is unrelated to a defendant in an earlier court 

proceeding, the Board has weighed this fact against exercising discretion to 

deny institution.”  Fintiv, IPR2020-00019, Paper 11 at 13–14.  But “even if 

the petition is brought by a different party,” we should consider whether 

another proceeding presents “the same or substantially the same issues” to 

avoid “redoing the work of another tribunal.”  Id. at 14. 

Patent Owner asserts that factor (5) favors discretionary denial due 

to Petitioner’s relationship with Cisco.  See Prelim. Resp. 43–44; Prelim. 

Sur-reply 5.  In particular, Patent Owner contends that Petitioner 

collaborates with Cisco by deploying Petitioner’s “Next-Generation 

Firewall” with Cisco’s “Application Centric Infrastructure.”  Prelim. 

Resp. 43–44.  According to Patent Owner, Petitioner “explicitly touts the 

integration of its products” with Cisco’s products.  Prelim. Sur-reply 5 

(citing Ex. 2009, 1).  Patent Owner also contends that Petitioner and Cisco 

are “charter members” of an organization for cybersecurity providers called 

the Cyber Threat Alliance that “encourages members to share information 

about threats.”  Prelim. Resp. 44 (citing Ex. 2008, 1); Prelim. Sur-reply 5. 

Petitioner asserts that “[h]elping customers to improve their existing 

Cisco-based infrastructure” by using Petitioner’s products instead of Cisco’s 

products is “competition, not partnership.”  Prelim. Reply 3.  Petitioner also 

asserts that the Cyber Threat Alliance is “an industry-wide non-profit 
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membership organization with 34 private-sector members” where most 

members “are competitors.”  Id.  According to Petitioner, Patent Owner’s 

“argument is analogous to treating members of the same standard setting 

organization as the same party.”  Id. at 3–4. 

For factor (5), Petitioner’s relationship with Cisco, if any, does not 

matter because the Cisco case does not involve “the same or substantially 

the same issues” as this proceeding.  See supra §§ III.A.5(a), III.A.5(d).  

For the reasons discussed above and in our patentability analysis below, 

Buruganahalli differs materially from the prior art for the ’856 patent in 

the Cisco case.  See supra § III.A.4(b); infra § IV.D.2(h).  Additionally, 

Petitioner was not a defendant in the Cisco case.  See supra § III.A.1. 

Petitioner is the defendant in the PAN case.  But the PAN case does 

not involve “the same or substantially the same issues” as this proceeding 

because the PAN case does not involve the ’856 patent.  See supra 

§§ III.A.5(a), III.A.5(d). 

Because the Cisco and PAN cases do not involve “the same or 

substantially the same issues” as this proceeding, there is no chance of 

an inconsistent outcome with a court decision. 

For these reasons, factor (5) weighs against discretionary denial. 

(f) Factor (6): Other Circumstances 

Factor (6) concerns other circumstances and recognizes that a decision 

whether to exercise discretion under § 314(a) to deny institution should rest 

on “a balanced assessment of all relevant circumstances in the case, 

including the merits.”  Fintiv, IPR2020-00019, Paper 11 at 14; see CTPG 58.  

For example, “if the merits of a ground raised in the petition seem 
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particularly strong on the preliminary record, this fact has favored 

institution.”  Fintiv, IPR2020-00019, Paper 11 at 14–15. 

Patent Owner contends that factor (6) “strongly” favors discretionary 

denial for three reasons.  See Prelim. Resp. 44–45; Prelim. Sur-reply 5.  

First, Patent Owner asserts that Petitioner’s “challenge is a transparent and 

harassing attempt to gain leverage against Patent Owner in unrelated 

litigation.”  Prelim. Resp. 45; see Prelim. Sur-reply 5.  Second, Patent 

Owner asserts that Petitioner (a) “presents art that is duplicative and 

cumulative to art previously considered by the Office” and (b) “has not 

identified any error in the Office’s evaluation.”  Prelim. Resp. 44.  Third, 

Patent Owner asserts that Petitioner is “unlikely to succeed on the merits.”  

Id.  

For the reasons discussed above, Patent Owner’s assertion that 

Petitioner’s “challenge is a transparent and harassing attempt to gain 

leverage against Patent Owner in unrelated litigation” is unpersuasive under 

the circumstances presented and does not warrant the exercise of discretion 

to deny institution.  See supra § III.A.4(b); Prelim. Resp. 45. 

For the reasons explained below in our discussion of Patent Owner’s 

arguments under 35 U.S.C. § 325(d), we disagree with Patent Owner’s 

assertion that Petitioner “presents art that is duplicative and cumulative to art 

previously considered by the Office.”  See infra § III.B.5(a); Prelim. 

Resp. 44. 

For the reasons explained below in our patentability analysis, we 

disagree with Patent Owner’s assertion that Petitioner is “unlikely to succeed 

on the merits.”  See infra §§ IV.D.2–IV.D.3, IV.E.2–IV.E.3; Prelim. 

Resp. 44.  Rather, based on the current record and for the reasons explained 
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below, the merits of Petitioner’s challenge to the ’856 patent seem 

“particularly strong.”  See infra §§ IV.D.2–IV.D.3, IV.E.2–IV.E.3. 

For these reasons, factor (6) weighs against discretionary denial.  See 

Fintiv, IPR2020-00019, Paper 11 at 14–15. 

(g) Conclusion Concerning Denial Based on Parallel Litigation 

After analyzing the Fintiv factors with a holistic view of whether the 

efficiency and integrity of the system are best served by denying or 

instituting review, we determine that, on balance, the factors do not favor 

denying an inter partes review.  Hence, we decline to exercise our discretion 

under § 314(a) to deny institution. 

B.  Request for Denial Under § 325(d) 

Section 325(d) provides that “[i]n determining whether to institute” an 

inter partes review, “the Director may take into account whether, and reject 

the petition or request because, the same or substantially the same prior art 

or arguments previously were presented to the Office.”  35 U.S.C. § 325(d).  

The Director “is permitted, but never compelled, to institute” an inter partes 

review.  Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1367 (Fed. Cir. 

2016). 

1.  THE ADVANCED BIONICS FRAMEWORK 

When deciding whether to exercise our discretion under § 325(d), we 

follow the two-part framework set forth in Advanced Bionics, LLC v. MED-

EL Elektromedizinische Geräte GmbH, IPR2019-01469, Paper 6 (PTAB 

Feb. 13, 2020) (precedential) (“Advanced Bionics”).  Specifically, we must 

first determine “whether the same or substantially the same art previously 

was presented to the Office or whether the same or substantially the same 
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arguments previously were presented to the Office.”  Advanced Bionics, 

Paper 6 at 8.  That determination involves “two separate issues” as follows: 

(1) “whether the petition presents to the Office the same 
or substantially the same art previously presented to 
the Office”; and 

(2) “whether the petition presents to the Office the same 
or substantially the same arguments previously presented 
to the Office.” 

Id. at 7. 

If “either condition of first part of the framework is satisfied,” we 

must then determine “whether the petitioner has demonstrated that the 

Office erred in a manner material to the patentability of challenged claims.”  

Advanced Bionics, Paper 6 at 8.  “An example of a material error may 

include misapprehending or overlooking specific teachings of the relevant 

prior art where those teachings impact patentability of the challenged 

claims.”  Id. at 8 n.9. 

When deciding whether to exercise our discretion under § 325(d) 

in view of the Advanced Bionics framework, we weigh the following 

nonexclusive factors: 

(a) the similarities and material differences between the 
asserted references and the prior art involved during 
prosecution; 

(b) the cumulative nature of the asserted references and 
the prior art evaluated during prosecution; 

(c) the extent to which the asserted references were 
evaluated during prosecution, including whether 
a rejection rested on any reference; 

(d) the extent of overlap between the arguments made during 
prosecution and Petitioner’s reliance on the asserted 
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references or Patent Owner’s contentions concerning 
them; 

(e) whether Petitioner has pointed out sufficiently how the 
Examiner erred in analyzing the asserted references; and 

(f) the extent to which additional evidence and facts 
presented in the petition warrant reconsideration 
of the asserted references or arguments. 

See Becton, Dickinson & Co. v. B. Braun Melsungen AG, IPR2017-01586, 

Paper 8 at 17–18 (PTAB Dec. 15, 2017) (precedential as to § III.C.5, first 

paragraph) (“Becton”). 

2.  SUMMARY OF THE ’856 PATENT’S PROSECUTION 

The following summary of the ’856 patent’s prosecution provides 

background that will assist in explaining our analysis. 

In December 2015, Patent Owner filed application no. 14/757,638 

(“the ’638 application”) that issued as the ’856 patent.  See Ex. 1001, codes 

(10), (21), (22); Ex. 1002, 1–64, 70.  The ’638 application included 

independent method claim 1, independent system claim 24, and independent 

computer-readable-medium claim 25 that issued as patent claims 1, 24, 

and 25, respectively, after various amendments.  Ex. 1002, 43, 49–50; see id. 

at 1352, 1359–61, 1379–81, 1384–86, 1414, 1420–22; Ex. 1001, 25:14–49, 

28:59–30:31. 

In April 2017, the Examiner rejected claims 1, 24, and 25 under § 101 

as directed to patent-ineligible subject matter and under § 112(b) due to an 

“antecedent basis error.”  Ex. 1002, 1064–69.  The Examiner also rejected 

claims 1, 24, and 25 under § 103 as unpatentable over Spies and Sorensen.7  

                                           
7 See U.S. Patent Application Publication No. 2005/0138353 A1, titled 
“Identity-Based-Encryption Message Management System,” to Spies et al. 
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Id. at 1069–72.  The Examiner cited Spies for teaching most of the claimed 

subject matter and Sorensen for teaching network-threat indicators.  Id. at 

1070–72. 

In July 2017, Patent Owner submitted an information-disclosure 

statement listing about 50 documents, including an International Search 

Report for a foreign counterpart to the ’638 application and Martini.8  

Ex. 1002, 1127–34; see id. at 1338–50 (International Search Report).  The 

International Search Report described Martini as a “document of particular 

relevance” such that “the claimed invention cannot be considered novel or 

cannot be considered to involve an inventive step when the document is 

taken alone.”  Id. at 1340 (citing Ex. 2005 ¶¶ 24–27).  Moreover, the 

International Search Report mapped Martini’s disclosures to the limitations 

in a claim identical to claim 1 in the ’638 application as filed.  Id. at 

1346–47 (citing Ex. 2005 ¶¶ 18, 24, Fig. 1); compare id. at 43 (claim 1 in 

the ’638 application as filed), with id. at 1346–47 (quoting claim 1 in a 

foreign counterpart to the ’638 application). 

In October 2017, Patent Owner amended claim 1 to, among other 

things, require (1) “filtering . . . packets comprising the portion of the 

unencrypted data corresponding to one or more network-threat indicators of 

the plurality of network-threat indicators” and (2) “filtering . . . the 

determined packets comprising the encrypted data that corresponds to the 

                                           
(“Spies”) (Ex. 2001); U.S. Patent Application Publication No. 2012/0023576 
A1, titled “Insider Threat Correlation Tool,” to Sorensen et al. (“Sorensen”) 
(Ex. 2002). 
8 See U.S. Patent Application Publication No. 2014/0317397 A1, titled 
“Selectively Performing Man in the Middle Decryption,” to Martini 
(“Martini”) (Ex. 2005). 
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one or more network-threat indicators.”  Ex. 1002, 1352.  Patent Owner 

similarly amended claims 24 and 25.  Id. at 1359–61.  Also, Patent Owner 

argued against the rejections.  Id. at 1362–67. 

For the § 103 rejection, Patent Owner argued that Spies “fails to teach 

or suggest ‘determining, by the packet-filtering system and based on a 

portion of the unencrypted data corresponding to one or more network-threat 

indicators of the plurality of network-threat indicators, packets comprising 

the encrypted data that corresponds to the one or more network-threat 

indicators’” as “recited in amended independent claim 1.”  Ex. 1002, 1365.  

Specifically, Patent Owner asserted that Spies discloses (1) filtering 

“a scanned and unencrypted version” of an encrypted message and 

(2) further “processing operations such as virus scanning, spam filtering, 

notifications, archiving, or security policy enforcement” performed on “the 

decrypted message.”  Id. (citing Ex. 2001 ¶¶ 130–131, 143–144, 155, 

162–164); see id. at 1366.  Patent Owner also asserted that Spies “does not 

discuss any determination regarding any encrypted data based on any 

unencrypted data corresponding to one or more network-threat indicators.”  

Id. at 1365.  Further, Patent Owner argued that Spies “fails to teach or 

suggest network-threat indicators” and “also fails to teach or suggest 

encrypted data that corresponds to the one or more network-threat 

indicators.”  Id.  

Additionally, Patent Owner argued that Sorensen “whether taken 

alone or in combination with Spies” does not “teach or suggest ‘determining, 

by the packet-filtering system and based on a portion of the unencrypted 

data corresponding to one or more network-threat indicators of the plurality 

of network-threat indicators, packets comprising the encrypted data that 
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corresponds to the one or more network-threat indicators’” as “recited in 

amended independent claim 1.”  Ex. 1002, 1366.  Further, Patent Owner 

argued that Sorensen “also fails to teach or suggest encrypted data that 

corresponds to the one or more network-threat indicators.”  Id.  

In December 2017, Patent Owner’s attorney interviewed the 

Examiner.  Ex. 1002, 1391.  During the interview, the Examiner “confirmed 

authorization from Attorney of record . . . to implement Examiner’s 

Amendment based on Applicant’s proposed examiner’s amendment 

submitted by email on 12/06/2017.”  Id.; see id. at 1379.  The record in this 

proceeding does not include the email with the proposed amendment. 

About two weeks later in December 2017, the Examiner amended 

claim 1 to, among other things, require (1) “at least one of the one or more 

network-threat indicators comprise a domain name identified as a network 

threat”; (2) “filtering . . . based on at least one of” (i) “a uniform resource 

identifier (URI) specified by the plurality of packet-filtering rules,” (ii) “data 

indicating a protocol version specified by the plurality of packet-filtering 

rules,” (iii) “data indicating a method specified by the plurality of packet-

filtering rules,” (iv) “data indicating a request specified by the plurality of 

packet-filtering rules,” or (v) “data indicating a command specified by the 

plurality of packet-filtering rules”; and (3) “routing . . . filtered packets to a 

proxy system based on a determination that the filtered packets comprise 

data that corresponds to the one or more network-threat indicators.”  

Ex. 1002, 1379–81.  The Examiner similarly amended claims 24 and 25.  Id. 

at 1384–86. 

After amending claims 1, 24, and 25, the Examiner allowed the 

claims.  Ex. 1002, 1378–79, 1386–89.  In a statement of reasons for 
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allowance, the Examiner said, “Newly amended independent claim 1 is 

allowed in view of the (examiner’s) amendment and for reasons argued” 

in the October 2017 amendment.  Id. at 1388 (citing id. at 1364–67).  The 

Examiner also said, “Independent claims 24 and 25 recite similar limitations 

to those found in claim 1” and “are considered to be allowable for the same 

reasons as discussed with claim 1.”  Id. at 1389.  The Examiner explained 

that an “additional search does not yield other specific references that 

reasonably, either singularly or in combination with cited references, would 

result a proper rejection that would have anticipated or made obvious all 

the steps disclosed in the independent claims 1, 24 and 25 with proper 

motivation” to combine the references.  Id.  

In December 2017, the Examiner initialed as considered the 

documents listed in the July 2017 information-disclosure statement.  

Ex. 1002, 1393–1400.  The initialed documents include the International 

Search Report for a foreign counterpart to the ’638 application and Martini.  

Id. at 1395, 1398.  The Examiner did not rely on Martini to reject any 

claims.  See, e.g., id. at 1062–85, 1378–92. 

In January 2018, Patent Owner amended claims 1, 24, and 25 after 

allowance to make minor changes, e.g., to revise the language “at least one 

of the one or more network-threat indicators comprise a domain name 

identified as a network threat” to read “at least one of the plurality of 

network-threat indicators comprises a domain name identified as a network 

threat.”  Ex. 1002, 1414, 1420–22.  Patent Owner amended claim 25 to 

require that the URI specified by the packet-filtering rules “indicat[e] one 

or more of the plurality of network-threat indicators” but did not similarly 

amend claims 1 and 24.  Id. at 1414, 1420–22. 
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In March 2018, the ’856 patent issued.  Ex. 1001, code (45). 

3.  PATENT OWNER’S CONTENTIONS 

Patent Owner contends that during the ’856 patent’s prosecution the 

Examiner considered Martini and that Buruganahalli is “in all relevant 

aspects” the “same as” Martini.  Prelim. Resp. 25 (citing Ex. 1002, 1398).  

Specifically, Patent Owner asserts that Buruganahalli discloses a firewall 

implemented as a gateway that has “the ability to create a secure 

connection.”  Id. at 26 (citing Ex. 1004, 1:28–31, 2:55–60, 5:24–35, 

10:39–46, 15:11–13).  Patent Owner asserts that Buruganahalli’s firewall:  

(1) permits communications between a client and a remote 
server “with no filtering” if the destination domain is on 
a “whitelist”;  

(2) decrypts encrypted communications between a client 
and a remote server if the destination domain is on a 
“blacklist”; and  

(3) “uses ‘man-in-the-middle decryption techniques’ to 
monitor the encrypted communications” such that the 
firewall “can present itself as server of the session to the 
client and can present itself as the client of the session to 
the server.” 

Id. (citing Ex. 1004, 6:22–39, 7:52–59, 8:36–38, 8:48–50, 12:59–61, 

15:35–37). 

Further, Patent Owner asserts that “[l]ike Buruganahalli, Martini 

describes a gateway that has the ability to create a secure connection.”  

Prelim. Resp. 27 (citing Ex. 2005 ¶¶ 20, 24, Fig. 1).  Patent Owner asserts 

that Martini describes (1) “comparing the extracted domain name to a policy 

and/or list of domain names” and (2) “determining whether to decrypt and 

monitor based on whether a domain name is specified for decryption and 

inspection.”  Id. at 27–28 (citing Ex. 2005 ¶¶ 24, 38).  Patent Owner asserts 
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that Martini “further describes ‘man in the middle’ decryption that is just 

like the ‘man-in-the-middle decryption techniques’ of Buruganahalli.”  Id. 

at 28 (citing Ex. 2005 ¶ 25). 

According to Patent Owner, “Buruganahalli is substantially similar 

to art already presented to the Office” given Buruganahalli’s “identity to 

Martini on all relevant points.”  Prelim. Resp. 29; see id. at 39. 

Additionally, Patent Owner contends that the Examiner applied Spies 

“to reject claims during prosecution” and that Buruganahalli is “cumulative” 

to Spies.  Prelim. Resp. 29 (citing Ex. 1002, 1069–81; Ex. 2001); see id. 

at 31.  Specifically, Patent Owner asserts that “[l]ike Buruganahalli, Spies 

describes a firewall that filters IP packets based on port and destination 

address information, communications that include encrypted data, 

decryption of the encrypted data from those communications, and inspection 

of that data after it has been decrypted.”  Id. (emphasis omitted) (citing 

Ex. 2001 ¶¶ 84, 94, 130–131, 147, 160–161). 

Regarding patentability, Patent Owner contends that Buruganahalli 

and the references considered by the Examiner fail to teach “filtering . . . the 

determined packets comprising the encrypted data that corresponds to the 

one or more network-threat indicators” as required by limitation [1.g] and 

the similar limitations in claims 24 and 25.  Prelim. Resp. 3–4, 31–32, 39; 

see id. at 46–54. 

4.  PETITIONER’S CONTENTIONS 

Petitioner contends that during prosecution Patent Owner argued “that 

the cited reference (Spies) taught filtering only ‘a scanned and unencrypted 

version of a message’ and performing ‘processing operations such as virus 

scanning, spam filtering, notifications, archiving, or security policy 
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enforcement’ on the decrypted message.”  Pet. 9 (quoting Ex. 1002, 1365).  

Petitioner contends that Patent Owner also argued “that Spies ‘does not 

discuss any determination regarding any encrypted data based on any 

unencrypted data corresponding to one or more network-threat indicators.’”  

Id. (quoting Ex. 1002, 1365). 

Further, Petitioner asserts that, unlike Spies, Buruganahalli “discloses 

a packet-filtering system that determines that packets with unencrypted data 

(e.g., in a session-initiating handshake message) correspond to a network-

threat indicator, and further determines that subsequent packets with 

encrypted data also correspond to that network-threat indicator based on 

unencrypted data.”  Pet. 9–10 (emphasis omitted).  Petitioner asserts that 

Buruganahalli “further discloses network-threat indicators comprising a 

domain name that Applicant also argued to be missing in prior art.”  Id. 

at 10. 

5.  ANALYSIS 

As explained below, we have analyzed the Becton factors in view of 

the Advanced Bionics framework and the record before us, and we determine 

that, on balance, the factors do not favor denying an inter partes review. 

(a) The First Part of the Advanced Bionics Framework 

Under the Advanced Bionics framework, we initially consider Becton 

factors (a), (b), and (d) in determining “whether the same or substantially 

the same art previously was presented to the Office or whether the same or 

substantially the same arguments previously were presented to the Office.”  

Advanced Bionics, IPR2019-01469, Paper 6 at 8, 10.  Becton factors (a) 

and (b) “broadly provide guidance as to whether the art presented in the 

petition is the ‘same or substantially the same’ as the prior art previously 



IPR2022-00182 
Patent 9,917,856 B2 
 

40 

presented to the Office during any proceeding.”  Id. at 10 (emphasis in the 

original).  “Previously presented art includes art made of record by the 

Examiner, and art provided to the Office by an applicant,” e.g., with an 

information-disclosure statement.  Id. at 7–8. 

(i) The Same or Substantially the Same Art 

For “the same or substantially the same art” inquiry under the 

Advanced Bionics framework, we disagree with Patent Owner that 

Buruganahalli is “in all relevant aspects” the “same as” Martini and 

“cumulative” to Spies.  See Prelim. Resp. 25, 29.  Buruganahalli is closer 

and more pertinent prior art than Martini or Spies because, for the reasons 

explained below, Petitioner establishes persuasively on the current record 

that Buruganahalli teaches “filtering . . . the determined packets comprising 

the encrypted data that corresponds to the one or more network-threat 

indicators” as required by limitation [1.g] and the similar limitations in 

claims 24 and 25.  See infra § IV.D.2(h); Ex. 1003 ¶¶ 120, 134–135; 

Ex. 1004, 8:55–60, 11:47–51, 14:21–33, 14:50–55; Pet. 38–39; Prelim. 

Resp. 3–4, 32, 39. 

Specifically, Buruganahalli discloses that when a client attempts to 

access a remote server “using an encrypted session protocol,” a security 

device intercepts “the initial unencrypted/clear text data communications,” 

e.g., a TLS hello message, “exchanged as part of an initial handshake to 

setup a secure connection for a new session.”  Ex. 1004, 4:37–40, 5:27–42, 

14:21–25, 15:7–11, Figs. 6–7; see id. at 4:59–61, 6:39–41, 7:19–25, 

11:24–51, code (57); Ex. 1003 ¶¶ 103, 111–113.  The security device 

processes the unencrypted data communications to “extract a hostname” that 

identifies the destination domain the client wants to connect with.  Ex. 1004, 
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5:6–10, 9:50–57, 11:47–51, 14:21–25, 14:28–31, 14:50–55, 15:11–18, 

code (57), Fig. 7; see Ex. 1003 ¶¶ 91, 111–112. 

Based on the extracted hostname (destination domain), the security 

device “identifies the packets as being part of a new session and creates a 

new session flow.”  Ex. 1004, 5:7, 5:35–36, 14:25–33; see Ex. 1003 ¶¶ 111, 

115, 133.  Then, the security device inspects the session traffic including 

“encrypted data communications associated with the session” and identifies 

packets “as belonging to the session based on a flow lookup.”  Ex. 1004, 

8:55–60, 14:26–28; see Ex. 1003 ¶¶ 111, 115.  The security device uses the 

extracted hostname (destination domain) to “apply firewall policies or take 

responsive actions.”  Ex. 1004, 5:35–42; see id. at 7:39–67, 16:26–48; 

Ex. 1003 ¶ 108. 

By inspecting the session traffic including “encrypted data 

communications associated with the session” and identifying packets 

“as belonging to the session based on a flow lookup,” the security device 

“filter[s] . . . the determined packets comprising the encrypted data that 

corresponds to the one or more network-threat indicators” according to 

limitation [1.g] and the similar limitations in claims 24 and 25.  See Ex. 1003 

¶¶ 120, 135; Ex. 1004, 8:55–60, 11:47–51, 14:21–33, 14:50–55. 

Buruganahalli explains that by “parsing the handshake traffic,” e.g., 

“parsing a client hello message to extract a hostname that identifies the 

destination domain,” the security device may “apply one or more firewall 

policies/rules . . . related to destination domains” without “having to 

decrypt” encrypted communications.  Ex. 1004, 11:7–19; see id. at 5:24–27, 

5:35–42, 7:1–9; Ex. 1003 ¶¶ 94, 108, 113.  Like Buruganahalli, the 

’856 patent discloses using the handshake traffic to identify destination 
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domains corresponding to network-threat indicators.  Ex. 1001, 9:28–33, 

24:22–30; see Ex. 1003 ¶ 121. 

In contrast to Buruganahalli, Martini discloses decrypting encrypted 

communications and then inspecting and filtering the decrypted 

communications.  See Ex. 2005 ¶¶ 21, 24–28, 37–38; Prelim. Resp. 39 

(stating that “during prosecution” the Examiner considered “art that requires 

decrypting encrypted packets to detect threats”).  Specifically, Martini 

explains that a network gateway intercepts a plaintext domain name service 

(DNS) request from a client, e.g., a browser device.  Ex. 2005 ¶¶ 20–21, 24, 

37–38.  For traffic that will remain unencrypted, the network gateway 

inspects “the plaintext messages and, optionally, modif[ies] or drop[s] a 

message,” e.g., a message that matches “viral signatures, malware black-

lists, etc.”  Id. ¶¶ 27–28.  For traffic that will become encrypted, however, 

the network gateway responds to the client “with the address or addresses 

of one or more man in the middle (MitM) gateways.”  Id. ¶¶ 21, 24, 40. 

After a client receives the address of an MitM gateway, the client 

initializes a cryptographic connection with the MitM gateway.  Ex. 2005 

¶ 25.  Then, the MitM gateway initializes a cryptographic connection with 

the server hosting the resource sought by the client.  Id.  After the 

cryptographic connections have been established, the MitM gateway 

(1) receives an encrypted message from the client; (2) decrypts the message; 

(3) inspects the decrypted message; (4) optionally alters or drops the 

decrypted message; (5) encrypts the possibly altered message into a second 

encrypted form; and (6) passes the encrypted message to the server.  Id. 

¶ 26.  The MitM gateway performs “the same type of reception, decryption, 
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inspection, alteration or drop, encryption, and passage” for messages from 

the server to the client.  Id.  

Hence, we agree with Patent Owner that Martini fails to teach 

“filtering . . . the determined packets comprising the encrypted data that 

corresponds to the one or more network-threat indicators” as required by 

limitation [1.g] and the similar limitations in claims 24 and 25.  See Prelim. 

Resp. 32; see also id. at 39.  Spies also fails to teach those limitations. 

Like Martini, Spies discloses decrypting encrypted communications 

and then inspecting and filtering the decrypted communications.  See, e.g., 

Ex. 2001 ¶¶ 10–16, 56, 84, 94, 130–131, 147, 156–164, code (57), Fig. 12; 

Prelim. Resp. 29.  Specifically, Spies discloses systems and methods for 

managing email encrypted “using identity-based-encryption (IBE) 

techniques.”  Ex. 2001 ¶¶ 10–13, code (57).  To manage email encrypted 

using IBE techniques, a gateway may connect an organization’s internal 

network to an external network.  Id. ¶ 14; see id. ¶ 84.  An IBE-private-key 

generator on the internal network may “provide IBE private keys to the 

gateway.”  Id. ¶ 14; see id. ¶ 56.  When the gateway receives an IBE-

encrypted message, the gateway may “request an appropriate IBE private 

key” from the IBE-private-key generator.  Id. ¶ 15, code (57).  Message 

processing applications on the gateway may “use an IBE decryption engine 

and the IBE private key to decrypt the IBE-encrypted message.”  Id. ¶ 16, 

code (57); see id. ¶¶ 56, 94, 130, 160, Fig. 12.  After decrypting the IBE-

encrypted message, the applications may “process the unencrypted version 

of the message,” e.g., “for virus scanning, spam blocking, policy 

enforcement, etc.,” and then “provide the processed version of the message 



IPR2022-00182 
Patent 9,917,856 B2 
 

44 

to an appropriate recipient within the organization.”  Id. ¶ 16, code (57); see 

id. ¶¶ 94, 130–131, 147, 161, Fig. 12. 

For the reasons discussed above and in our patentability analysis 

below, Buruganahalli is closer and more pertinent prior art than the 

references Patent Owner identifies as the closest prior art considered by the 

Examiner, i.e., Martini and Spies.  See Prelim. Resp. 25, 29–30; infra 

§§ IV.D.2(a)–(i).  The International Search Report cited during the 

’856 patent’s prosecution does not suggest otherwise.  The International 

Search Report mapped Martini’s disclosures to the limitations in a claim 

identical to claim 1 in the ’638 application as filed.  See Ex. 1002, 43, 1346–

47.  After submitting the International Search Report and Martini to the 

Office, Patent Owner amended claim 1 to, among other things, require 

“filtering . . . the determined packets comprising the encrypted data that 

corresponds to the one or more network-threat indicators.”  Id. at 1127–34, 

1338–50, 1352.  Patent Owner similarly amended claims 24 and 25.  Id. at 

1359–61.  Hence, the International Search Report does not indicate how, if 

at all, Martini’s disclosures relate to the limitations added by amendment to 

claims 1, 24, and 25. 

Because Buruganahalli is closer and more pertinent prior art than the 

references Patent Owner identifies as the closest prior art considered by the 

Examiner, “the same or substantially the same art” was not previously 

considered by the Examiner under the Advanced Bionics framework. 

(ii) The Same or Substantially the Same Arguments 

For “the same or substantially the same arguments” inquiry under the 

Advanced Bionics framework, the arguments about Spies and Sorensen 

during prosecution do not resemble the arguments about Buruganahalli and 
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Baehr here.  See, e.g., Pet. 28–50; Ex. 1002, 1365–66.  During prosecution, 

the arguments about Spies and Sorensen centered on whether the references 

teach “determining . . . packets comprising encrypted data that corresponds 

to the one or more network-threat indicators.”  See Ex. 1002, 1365–66; 

Pet. 9 (citing Ex. 1002, 1365); Prelim. Resp. 11–12 (citing Ex. 1002, 

1365–66).  Here, the arguments about Buruganahalli and Baehr center 

on whether the references teach “filtering . . . the determined packets 

comprising the encrypted data that corresponds to the one or more network-

threat indicators.”  See Pet. 38–39; Prelim. Resp. 3–4, 21, 32, 45–52.  At this 

stage of the proceeding, Patent Owner does not dispute that Buruganahalli 

teaches “determining . . . packets comprising encrypted data that 

corresponds to the one or more network-threat indicators.”  See Prelim. 

Resp. 45–52; infra § IV.D.2(e). 

(b) The Second Part of the Advanced Bionics Framework 

Because neither condition of the first part of the Advanced Bionics 

framework is satisfied, we do not reach the second part of the framework.  

See Advanced Bionics, Paper 6 at 8. 

6.  CONCLUSION CONCERNING DENIAL UNDER § 325(d) 

After analyzing the Becton factors in view of the Advanced Bionics 

framework and the record before us, we determine that, on balance, the 

factors do not favor denying an inter partes review.  Hence, we decline to 

exercise our discretion under § 325(d) to deny institution. 

IV.  PATENTABILITY ANALYSIS 

A.  Legal Principles: Obviousness 

A patent may not be obtained “if the differences between the claimed 

invention and the prior art are such that the claimed invention as a whole 
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would have been obvious before the effective filing date of the claimed 

invention to a person having ordinary skill in the art to which the claimed 

invention pertains.”  35 U.S.C. § 103.  An obviousness analysis involves 

underlying factual inquiries including (1) the scope and content of the prior 

art; (2) differences between the claimed invention and the prior art; (3) the 

level of ordinary skill in the art; and (4) where in evidence, objective indicia 

of nonobviousness, such as commercial success, long-felt but unsolved need, 

and failure of others.  Graham v. John Deere Co., 383 U.S. 1, 17−18, 35–36 

(1966); Apple Inc. v. Samsung Elecs. Co., 839 F.3d 1034, 1047–48 

(Fed. Cir. 2016) (en banc).  When evaluating a combination of references, 

an obviousness analysis should address “whether there was an apparent 

reason to combine the known elements in the fashion claimed by the patent 

at issue.”  KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 418 (2007). 

We analyze the obviousness issues according to these principles. 

B.  Level of Ordinary Skill in the Art 

Factors pertinent to determining the level of ordinary skill in the art 

include (1) the educational level of the inventor; (2) the type of problems 

encountered in the art; (3) prior-art solutions to those problems; (4) the 

rapidity with which innovations are made; (5) the sophistication of the 

technology; and (6) the educational level of workers active in the field.  

Envtl. Designs, Ltd. v. Union Oil Co., 713 F.2d 693, 696–97 (Fed. Cir. 

1983).  Not all factors may exist in every case, and one or more of these or 

other factors may predominate in a particular case.  Id.  These factors are not 

exhaustive, but merely a guide to determining the level of ordinary skill in 

the art.  Daiichi Sankyo Co. v. Apotex, Inc., 501 F.3d 1254, 1256 (Fed. Cir. 
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2007).  Moreover, the prior art itself may reflect an appropriate skill level.  

Okajima v. Bourdeau, 261 F.3d 1350, 1355 (Fed. Cir. 2001). 

Petitioner asserts that a person of ordinary skill in the art “would have 

had a bachelor’s degree in computer science, computer engineering, or an 

equivalent, and four years of professional experience.”  Pet. 16.  Petitioner 

also asserts that “[l]ack of work experience could be remedied by additional 

education, and vice versa.”  Id.  Dr. Weissman’s testimony supports 

Petitioner’s assertions.  See Ex. 1003 ¶¶ 29–30. 

At this stage of the proceeding, Patent Owner “has applied” 

Petitioner’s description of an ordinarily skilled artisan “without conceding 

it is correct.”  Prelim. Resp. 24.  

Based on the current record and for purposes of institution, we accept 

Petitioner’s description of an ordinarily skilled artisan as consistent with the 

’856 patent and the asserted prior art. 

C.  Claim Construction 

Because Petitioner filed the Petition after November 13, 2018, we 

construe claim terms “using the same claim construction standard” that 

district courts use to construe claim terms in civil actions under 35 U.S.C. 

§ 282(b).  See 37 C.F.R. § 42.100(b).  Under that standard, claim terms “are 

given their ordinary and customary meaning, which is the meaning the term 

would have to a person of ordinary skill in the art at the time of the 

invention.”  Power Integrations, Inc. v. Fairchild Semiconductor Int’l, Inc., 

904 F.3d 965, 971 (Fed. Cir. 2018) (citing Phillips v. AWH Corp., 415 F.3d 

1303, 1312–13 (Fed. Cir. 2005) (en banc)).  The meaning of claim terms 

may be determined by “look[ing] principally to the intrinsic evidence of 

record, examining the claim language itself, the written description, and 



IPR2022-00182 
Patent 9,917,856 B2 
 

48 

the prosecution history, if in evidence.”  DePuy Spine, Inc. v. Medtronic 

Sofamor Danek, Inc., 469 F.3d 1005, 1014 (Fed. Cir. 2006) (citing Phillips, 

415 F.3d at 1312–17). 

Petitioner proposes a construction for one claim term, i.e., “network-

threat indicators.”  Pet. 17. 

Patent Owner does not propose a construction for any claim term.  See 

Prelim. Resp. 4–23, 45–52. 

Based on the current record, we determine that no claim term requires 

an explicit construction to decide whether Petitioner satisfies the “reasonable 

likelihood” standard for instituting trial.  “[O]nly those terms need be 

construed that are in controversy, and only to the extent necessary to resolve 

the controversy.”  Vivid Techs., Inc. v. Am. Sci. & Eng’g, Inc., 200 F.3d 795, 

803 (Fed. Cir. 1999); see Nidec Motor Corp. v. Zhongshan Broad Ocean 

Motor Co., 868 F.3d 1013, 1017 (Fed. Cir. 2017). 

D.  Alleged Obviousness over Buruganahalli: Claims 1, 24, and 25 

Petitioner contends that claims 1, 24, and 25 are unpatentable under 

§ 103 as obvious over Buruganahalli.  See Pet. 8, 18–42.  Below, we provide 

an overview of Buruganahalli, and then we consider the obviousness issues.  

As explained below, Patent Owner primarily disputes that Buruganahalli 

teaches one limitation in each claim, i.e., limitation [1.g] and the similar 

limitations in claims 24 and 25.  As also explained below, Petitioner 

establishes sufficiently for purposes of institution that Buruganahalli teaches 

the subject matter of each claim. 

1.  OVERVIEW OF BURUGANAHALLI (EXHIBIT 1004) 

Buruganahalli is a U.S. patent titled “Destination Domain Extraction 

for Secure Protocols,” issued on June 13, 2017, from an application filed on 
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June 30, 2016, as a continuation of an application filed on July 25, 2013.  

Ex. 1004, codes (22), (45), (54), (63).  Buruganahalli discloses “techniques 

for destination domain extraction for secure protocols,” e.g., “secure sockets 

layer (SSL), transport layer security (TLS), and/or other secure protocols.”  

Id. at 4:47–50. 

Buruganahalli’s Figure 1 (reproduced below) depicts the architecture 

of a security device for implementing destination domain extraction for 

secure protocols: 

 
Figure 1 illustrates security device or firewall 100 with the following 

components: 

(1) “IP address and port engine 104” that “determines an IP 
address and port number for a monitored traffic flow 
(e.g., a session) based on packet analysis”; 
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(2) “policy check engine 106” that “determines whether any 
policies can be applied based on the IP address and port 
number”; 

(3) “application signature check engine 108” that 
(a) “identifies an application,” e.g., by “using various 
application signatures,” and (b) “determine[s] what type 
of traffic the session involves, such as HTTP traffic, 
HTTPS traffic, SSL/TLS traffic, SSH traffic, DNS 
requests, FTP traffic, unknown traffic, and various 
other types of traffic”; 

(4) “known protocol decoder engine 112” that (a) “decodes 
and analyzes traffic flows using known protocols,” e.g., 
by “applying various signatures for the known protocol,” 
and (b) “provide[s] destination domain extraction for 
such secure protocols,” e.g., by “parsing a client hello 
message to extract a hostname that identifies the 
destination domain being requested by the client to 
the remote server”; 

(5) “[i]dentified traffic (no decoding required) engine 114” 
that “reports the identified traffic”; 

(6) “unknown protocol decoder engine 116” that 
(a) “decodes and analyzes traffic flows,” e.g., by 
“applying various heuristics,” and (b) “reports the 
monitored traffic analysis”; 

(7) “report and enforce policy engine 120” that receives 
information, e.g., from identified traffic engine 114 and 
unknown protocol decoder engine 116; and 

(8) “content-ID engine 122” that provides to report and 
enforce policy engine 120 “URL/category filtering, 
possibly in various combinations with other information, 
such as application, user, and/or other information, to 
enforce various security/firewall policies/rules.” 

Ex. 1004, 9:26–60, 10:21–28, Fig. 1; see id. at 4:33–44, 5:37–40, 11:7–12, 

11:47–51, 14:28–33, 14:50–55. 
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Buruganahalli discloses that a security device may apply “a policy 

(e.g., a security policy) based on the destination domain” to filter inbound 

traffic or outbound traffic (or both).  Ex. 1004, 1:33–38, 2:62–3:4, 7:25–29, 

code (57); see id. at 5:35–51, 7:8–9, 7:35–42, 7:51–67, 14:28–33, 14:61–63.  

The security policy may include (1) “a malware detection policy,” (2) “a 

whitelist/blacklist policy,” and/or (3) “a uniform resource locator (URL)/

category filtering policy.”  Id. at 7:42–51, 16:26–48; see id. at 7:52–67, 

10:21–28. 

Buruganahalli discloses that when a client attempts to access a remote 

server “using an encrypted session protocol,” a security device intercepts 

“the initial unencrypted/clear text data communications,” e.g., a TLS hello 

message, “exchanged as part of an initial handshake to setup a secure 

connection for a new session.”  Ex. 1004, 4:37–40, 5:27–42, 14:21–25, 

15:7–11, Figs. 6–7; see id. at 4:59–61, 6:39–41, 7:19–25, 11:24–51, 

code (57).  The security device processes the unencrypted data 

communications to “extract a hostname” that identifies the destination 

domain the client wants to connect with.  Id. at 5:6–10, 9:50–57, 11:47–51, 

14:21–25, 14:28–31, 14:50–55, 15:11–18, code (57), Fig. 7. 

Based on the extracted hostname (destination domain), the security 

device “identifies the packets as being part of a new session and creates a 

new session flow.”  Ex. 1004, 5:7, 5:35–36, 14:25–33.  Then, the security 

device inspects the session traffic including “encrypted data communications 

associated with the session” and identifies packets “as belonging to the 

session based on a flow lookup.”  Id. at 8:55–60, 14:26–28.  The security 

device uses the extracted hostname (destination domain) to “apply firewall 
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policies or take responsive actions.”  Id. at 5:35–42; see id. at 7:39–67, 

16:26–48. 

Buruganahalli’s Figure 3A (reproduced below) depicts a functional 

block diagram of a firewall for implementing destination domain extraction 

for secure protocols: 

 
Figure 3A shows client 302, firewall 304, remote server 306, and network 

service 308 with “an SSL/TLS session passing through” firewall 304.  

Ex. 1004, 1:53–56, 10:54–57, 10:61–11:2, Fig. 3A.  “As shown, a client 302 

establishes a secure tunnel session (e.g., creates an SSL tunnel) with a 

remote server 306.”  Id. at 10:61–63, Fig. 3A.  “The client 302 can use the 

secure tunnel with the server 306 to access a network service 308, which can 

be a network service activity that is in violation of one or more firewall 

policies/rules implemented by the firewall device 304,” e.g., “a policy that 

includes requirements or rules related to destination domains that may be 

used for secure protocol communications.”  Id. at 10:63–11:2. 

According to Buruganahalli, “the secure tunnel session traffic is 

encrypted,” and “the firewall 304 typically cannot decrypt the encrypted 

secure tunnel session traffic and, thus, cannot detect such firewall policy/rule 

violation(s).”  Ex. 1004, 11:2–6.  To address that deficiency, Buruganahalli 
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discloses “various techniques” for “destination domain extraction for secure 

protocols” that permit a security device to “apply one or more firewall 

policies/rules . . . related to destination domains” without “having to 

decrypt” encrypted communications.  Id. at 11:7–19; see id. at 5:24–27, 

5:35–42, 7:1–9, 11:20–58. 

In particular, Buruganahalli explains that the server name indication 

(SNI) extension to the TLS protocol “indicates what hostname (e.g., 

destination domain)” a client wants to connect with “at the start of the 

handshaking process for setting a secure TLS communication channel/

session between a client and a remote server.”  Ex. 1004, 4:64–5:1, 5:6–10.  

Buruganahalli discloses using the SNI extension “to facilitate destination 

domain extraction for secure protocols without requiring decryption.”  Id. 

at 5:24–27; see id. at 11:24–28. 

For instance, a security device may “intercept and monitor data 

communications from a client and a remote server in order to extract the 

hostname data” from the “server name field of the SNI extension” in “an 

unencrypted data communication” from the client to the remote server “at 

the start of the handshaking process for setting up a secure TLS 

communication channel/session.”  Ex. 1004, 5:27–35; see id. at 11:30–51.  

The security device may use the “extracted hostname data (e.g., destination 

domain)” to “apply firewall policies or take responsive actions based on this 

information without having to wait for data to be decrypted.”  Id. at 5:35–42; 

see id. at 11:47–51.  Avoiding decryption “result[s] in less state to track 

thereby enhancing performance (e.g., of the security device, such as a 

firewall).”  Id. at 5:43–51. 
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Buruganahalli’s Figure 3B (reproduced below) depicts another 

functional block diagram of a firewall for implementing destination domain 

extraction for secure protocols: 

 
Figure 3B shows client 312, firewall 314, remote server 316, and network 

service 318 with Session A between client 312 and firewall 314 and 

Session B between firewall 314 and server 316.  Ex. 1004, 12:4–28, Fig. 3B; 

see id. at 1:57–59.  “As shown, a client 312 attempts to establish an SSL 

session with a remote server 316” and “can attempt to use, for example, a 

secure tunnel with the server 316 to access a network service 318, which can 

be a network service activity that is in violation of one or more firewall 

policies/rules implemented by a firewall device 314.”  Id. at 12:6–12, 

Fig. 3B. 

In contrast to Figure 3A’s embodiment, in Figure 3B’s embodiment 

“the SSL session request is intercepted and detected by the firewall 314.”  

Ex. 1004, 12:12–14, Fig. 3B.  Specifically, “the firewall 314 performs a 

trusted man-in-the-middle technique by effectively splitting the SSL session 

between the client 312 and the remote server 316 into two half sessions 

shown as Session A and Session B in” Figure 3B.  Id. at 12:14–18, Fig. 3B.  

In Session A, “the firewall 314 acts as the remote server 316 such that it is 
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transparent to the client 312” and encrypts Session A traffic “using the 

session key S1.”  Id. at 12:18–22.  In Session B, “the firewall 314 acts as the 

client 312 such that it is transparent to the remote server 316” and encrypts 

Session B traffic “using the session key S2.”  Id. at 12:22–28. 

After “the session set-up handshaking is completed for each of 

Session A and Session B, any data that is communicated from the client 312 

to the firewall 314 is decrypted using a session key S1 and is then inspected 

by the firewall 314,” e.g., “to monitor the session traffic for firewall policy/

rule compliance.”  Ex. 1004, 12:29–32, 12:42–44.  If “the traffic is 

determined to be authorized SSL remote-access traffic, the firewall 314 

encrypts the tunneled traffic using a session key S2 and forwards the 

encrypted traffic to the remote server 316.”  Id. at 12:48–51.  Similarly, 

“traffic coming from the server is decrypted with the session key S2, 

inspected by the firewall 314, and then encrypted using the session key S1 

and forwarded to the client 312.”  Id. at 12:52–55. 

Buruganahalli discloses using “decryption techniques” according to 

Figure 3B’s embodiment “in addition to and/or in combination with the 

various techniques described herein for destination domain extraction for 

secure protocols,” e.g., techniques according to Figure 3A’s embodiment.  

Ex. 1004, 11:59–12:3; see id. at 11:7–58. 

2.  INDEPENDENT CLAIM 1 

(a) Preamble [1.pre] 

Claim 1’s preamble recites “[a] method.”  Ex. 1001, 25:14. 

Petitioner contends that Buruganahalli teaches claim 1’s preamble 

because Buruganahalli “discloses a method for filtering packets in 
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communications between a client and a remote server.”  Pet. 28 (citing 

Ex. 1004, 4:31–40). 

Patent Owner makes no arguments specific to claim 1’s preamble.  

See, e.g., Prelim. Resp. 45–52.  Nonetheless, the burden remains on 

Petitioner to demonstrate unpatentability.  See Dynamic Drinkware, LLC v. 

Nat’l Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015). 

Generally, a preamble does not limit a claim.  Allen Eng’g Corp. v. 

Bartell Indus., Inc., 299 F.3d 1336, 1346 (Fed. Cir. 2002).  We need not 

decide whether claim 1’s preamble limits the claim because Petitioner 

establishes sufficiently for purposes of institution that Buruganahalli teaches 

claim 1’s preamble.  See Pet. 28; Ex. 1003 ¶¶ 101–104.  As Petitioner 

contends, Buruganahalli “discloses a method for filtering packets in 

communications between a client and a remote server.”  Ex. 1004, 4:31–44, 

7:12–8:10, 9:4–10:9, code (57), Fig. 1; see Ex. 1003 ¶ 103; Pet. 28. 

(b) Limitation [1.a] 

Claim 1 recites “receiving, by a packet-filtering system comprising 

a hardware processor and a memory and configured to filter packets in 

accordance with a plurality of packet-filtering rules, data indicating a 

plurality of network-threat indicators, wherein at least one of the plurality of 

network-threat indicators comprises a domain name identified as a network 

threat.”  Ex. 1001, 25:15–21. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli “discloses that its method is implemented using a ‘security 

device’ such as a ‘packet-filtering firewall’ comprising ‘a processor 

configured to execute instructions stored on and/or provided by a memory 

coupled to the processor.’”  Pet. 29 (quoting Ex. 1004, 2:18–19, 3:16–20).  
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Petitioner also contends that Buruganahalli discloses that packet-filtering 

firewalls were known to perform the following actions: 

(1) “deny or permit network transmission based on a set 
of rules” often referred to as “policies (e.g., network 
policies or network security policies)”; 

(2) filter “inbound traffic by applying a set of rules or 
policies to prevent unwanted outside traffic from 
reaching protected devices”; and  

(3) filter “outbound traffic by applying a set of rules or 
policies.” 

Id. (citing Ex. 1003 ¶ 107; Ex. 1004, 1:32–36, 2:55–66, 14:58–60). 

Further, Petitioner asserts that Buruganahalli discloses extracting from 

a packet a destination domain that “can then be used to apply firewall 

policies or take responsive actions.”  Pet. 29–30 (citing Ex. 1004, 5:35–43, 

14:60–67).  Petitioner also asserts that Buruganahalli discloses listing certain 

destination domains “in a ‘blacklist policy’ that is part of the ‘security 

policy.’”  Id. at 30 (citing Ex. 1004, 7:42–67). 

Patent Owner makes no arguments specific to limitation [1.a].  See, 

e.g., Prelim. Resp. 45–52. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.a].  See 

Pet. 29–30; Ex. 1003 ¶¶ 105–109.  As Petitioner asserts, Buruganahalli 

“discloses that its method is implemented using a ‘security device’ such as 

a ‘packet-filtering firewall’ comprising ‘a processor configured to execute 

instructions stored on and/or provided by a memory coupled to the 

processor.’”  Ex. 1004, 2:18–19, 3:16–20; see Ex. 1003 ¶ 106; Pet. 29. 

Buruganahalli also discloses using the security device “for destination 

domain extraction for secure protocols.”  Ex. 1004, 1:46–48, 9:4–6, Fig. 1; 
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see Ex. 1003 ¶ 93.  Specifically, the security device monitors network traffic 

by “inspecting individual packets,” for example “using pass through (e.g., in 

line) monitoring techniques.”  Ex. 1004, 3:16–18, 9:6–15, Fig. 1; see id. at 

3:20–21, 3:40–44, 9:25–28, 9:32–36, 14:22–28; Ex. 1003 ¶ 93. 

To monitor network traffic, the security device may include the 

following components: 

(1) “IP address and port engine 104” that “determines an IP 
address and port number for a monitored traffic flow 
(e.g., a session) based on packet analysis”; 

(2) “policy check engine 106” that “determines whether any 
policies can be applied based on the IP address and port 
number”; 

(3) “application signature check engine 108” that 
(a) “identifies an application,” e.g., by “using various 
application signatures,” and (b) “determine[s] what type 
of traffic the session involves, such as HTTP traffic, 
HTTPS traffic, SSL/TLS traffic, SSH traffic, DNS 
requests, FTP traffic, unknown traffic, and various 
other types of traffic”; 

(4) “known protocol decoder engine 112” that (a) “decodes 
and analyzes traffic flows using known protocols,” e.g., 
by “applying various signatures for the known protocol,” 
and (b) “provide[s] destination domain extraction for 
such secure protocols,” e.g., by “parsing a client hello 
message to extract a hostname that identifies the 
destination domain being requested by the client to 
the remote server”; 

(5) “[i]dentified traffic (no decoding required) engine 114” 
that “reports the identified traffic”; 

(6) “unknown protocol decoder engine 116” that 
(a) “decodes and analyzes traffic flows,” e.g., by 
“applying various heuristics,” and (b) “reports the 
monitored traffic analysis”; 
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(7) “report and enforce policy engine 120” that receives 
information, e.g., from identified traffic engine 114 and 
unknown protocol decoder engine 116; and 

(8) “content-ID engine 122” that provides to report and 
enforce policy engine 120 “URL/category filtering, 
possibly in various combinations with other information, 
such as application, user, and/or other information, to 
enforce various security/firewall policies/rules.” 

Ex. 1004, 9:26–60, 10:21–28, Fig. 1; see id. at 4:33–44, 5:37–40, 11:7–12, 

11:47–51, 14:28–33, 14:50–55; see Ex. 1003 ¶ 119. 

The security device may apply “a policy (e.g., a security policy) based 

on the destination domain” to filter inbound traffic or outbound traffic (or 

both).  Ex. 1004, 1:33–38, 2:62–3:4, 7:25–29, code (57); see id. at 5:35–51, 

7:8–9, 7:35–42, 7:51–67, 14:28–33, 14:61–63; Ex. 1003 ¶ 108.  The security 

policy may include (1) “a malware detection policy,” (2) “a whitelist/

blacklist policy,” and/or (3) “a uniform resource locator (URL)/category 

filtering policy.”  Ex. 1004, 7:42–51, 16:26–48; see id. at 7:52–67, 

10:21–28; Ex. 1003 ¶¶ 90, 109. 

As an example, a security policy may specify that “the network 

communications between the client and the remote server are not decrypted 

if the destination domain is included in a whitelist of the whitelist/blacklist 

policy.”  Ex. 1004, 7:55–59, 16:36–42; see id. at 7:42–49; Ex. 1003 ¶ 90.  

As another example, a security policy may specify that “the network 

communications between the client and the remote server are decrypted if 

the destination domain is included in a blacklist of the whitelist/blacklist 

policy.”  Ex. 1004, 7:63–67, 16:43–48; see id. at 7:42–49; Ex. 1003 ¶ 90.  

As yet another example, a security policy may specify that the network 

communications with “an unknown site,” e.g., a domain not included in a 
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whitelist or a blacklist of the whitelist/blacklist policy, may occur subject to 

further monitoring “to determine whether or not further action(s) should be 

performed.”  Ex. 1004, 6:22–38. 

Additionally, the security device may report to a security cloud 

service the “detection of security policy violations and/or vulnerabilities 

based on destination domain extraction for secure protocols.”  Ex. 1004, 

13:40–43; see Ex. 1003 ¶ 109.  That reporting may “facilitate identification 

of new, zero-day threats, new vulnerabilities, prevent false positives, and/or 

provide a feedback loop for any of such activities or trends aggregated and 

correlated using the security cloud service.”  Ex. 1004, 13:43–51; see 

Ex. 1003 ¶ 109. 

Thus, Buruganahalli “discloses packet-filtering rules (e.g., policies or 

rules) that are based on whether certain data (e.g., a destination domain) is 

identified as a network threat (e.g., by matching the data on a blacklist).”  

Ex. 1003 ¶ 109 (emphases omitted). 

(c) Limitation [1.b] 

Claim 1 recites “identifying packets comprising unencrypted data.”  

Ex. 1001, 25:22. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli’s security device “identifies the packets as being part of a new 

session and creates a new session flow.”  Pet. 30–31 (citing Ex. 1004, 

14:25–28).  Petitioner contends that Buruganahalli “discloses ‘monitor[ing] 

the initial unencrypted/clear text data communications exchanged as part of 

an initial handshake to setup a secure connection for a new session between 

a client and a remote server . . . .’”  Id. at 31 (alterations by Petitioner) 

(quoting Ex. 1004, 4:37–40). 
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Patent Owner makes no arguments specific to limitation [1.b].  See, 

e.g., Prelim. Resp. 45–52. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.b].  See 

Pet. 30–31; Ex. 1003 ¶¶ 110–113.  Specifically, Buruganahalli discloses that 

when a client attempts to access a remote server “using an encrypted session 

protocol,” the security device intercepts “the initial unencrypted/clear text 

data communications,” e.g., a TLS hello message, “exchanged as part of an 

initial handshake to setup a secure connection for a new session.”  Ex. 1004, 

4:37–40, 5:27–42, 14:21–25, 15:7–11, Figs. 6–7; see id. at 4:59–61, 

6:39–41, 7:19–25, 11:24–51, code (57); Ex. 1003 ¶¶ 103, 111–113. 

The security device processes the unencrypted data communications 

to “extract a hostname” that identifies the destination domain the client 

wants to connect with.  Ex. 1004, 5:6–10, 9:50–57, 11:47–51, 14:21–25, 

14:28–31, 14:50–55, 15:11–18, code (57), Fig. 7; see Ex. 1003 ¶¶ 91, 

111–112.  For instance, the security device may analyze “an initial TLS 

handshake exchange” to “extract a hostname to facilitate destination domain 

extraction for secure protocols.”  Ex. 1004, 11:47–51, 14:28–31, 14:50–55, 

15:13–18; see id. at 5:6–10, 11:24–47; Ex. 1003 ¶ 111.  Based on the 

extracted hostname (destination domain), the security device “identifies the 

packets as being part of a new session and creates a new session flow.”  

Ex. 1004, 5:7, 5:35–36, 14:25–33; see Ex. 1003 ¶ 111.  Hence, the security 

device “identifies unencrypted packet data within the initial handshake” to 

“set up a new session.”  Ex. 1003 ¶ 113. 
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(d) Limitation [1.c] 

Claim 1 recites “identifying packets comprising encrypted data.”  

Ex. 1001, 25:23. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli’s security device “identifies the packets as being part of a new 

session and creates a new session flow” and “[s]ubsequent packets will be 

identified as belonging to the session based on a flow lookup.”  Pet. 32 

(citing Ex. 1004, 14:25–28).  Petitioner also contends that a session using a 

secure protocol involves “encrypted data communication” comprising data 

packets.  Id. (citing Ex. 1004, 3:16–24, 3:40–50, 4:31–44, 5:43–52, 

5:62–6:38, 8:11–44, 8:55–60, 9:25–30, 12:33–48). 

Patent Owner makes no arguments specific to limitation [1.c].  See, 

e.g., Prelim. Resp. 45–52. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.c].  See 

Pet. 32; Ex. 1003 ¶¶ 114–115.  Specifically, Buruganahalli’s security device 

“identifies the packets as being part of a new session and creates a new 

session flow” based on a hostname (destination domain) extracted from 

unencrypted data communications, e.g., the handshake traffic.  Ex. 1004, 

5:7, 5:35–36, 14:25–33; see id. at 4:37–40, 9:50–57, 11:24–51, 14:21–25; 

Ex. 1003 ¶¶ 111, 115.  Then, the security device inspects the session traffic 

including “encrypted data communications associated with the session” and 

identifies packets “as belonging to the session based on a flow lookup.”  

Ex. 1004, 8:55–60, 14:26–28; see Ex. 1003 ¶¶ 111, 115.  Hence, the security 

device “identif[ies] data packets comprising encrypted data during set up of 

a new session, and during the session.”  Ex. 1003 ¶ 115. 
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(e) Limitation [1.d] 

Claim 1 recites “determining, by the packet-filtering system and based 

on a portion of the unencrypted data corresponding to one or more network-

threat indicators of the plurality of network-threat indicators, packets 

comprising encrypted data that corresponds to the one or more network-

threat indicators.”  Ex. 1001, 25:24–29. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli’s security device (1) “determines an IP address and port 

number for a monitored traffic flow (e.g., a session) based on packet 

analysis” and (2) includes “a table that stores ‘destination domains[] and 

associated IP addresses and possibly other information for clients and/or 

remote servers identified as external sites that are monitored for 

implementing policies using destination domain extraction for secure 

protocols.’”  Pet. 33–34 (alteration by Petitioner) (quoting Ex. 1004, 

9:26–28, 13:64–14:1).  Petitioner contends that “IP addresses (e.g., source, 

destination) and TCP session data associated with a packet were typically 

unencrypted and could be inspected without decrypting the packet 

information.”  Id. at 33. 

Further, Petitioner asserts that unencrypted packets and encrypted 

packets “related to a session” are correlated “using at least address 

information associated with the destination domain” in “a hello message in 

TLS handshake traffic.”  Pet. 33–34 (citing Ex. 1003 ¶¶ 119–120; Ex. 1004, 

9:25–28).  According to Petitioner, unencrypted packets in “the hello 

message” and encrypted packets in “the encrypted session” would be 

“associated with the same destination IP address of the remote server.”  Id. 

at 34. 
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Patent Owner makes no arguments specific to limitation [1.d].  See, 

e.g., Prelim. Resp. 45–52. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.d].  See 

Pet. 32–34; Ex. 1003 ¶¶ 116–121.  Specifically, Buruganahalli’s security 

device “determines an IP address and port number for a monitored traffic 

flow (e.g., a session) based on packet analysis.”  Ex. 1004, 9:25–28, Fig. 1; 

see Ex. 1003 ¶ 119.  The security device “stores tables that include host 

names/identifiers (e.g., destination domains) and associated IP addresses and 

possibly other information for clients and/or remote servers identified as 

external sites that are monitored for implementing policies using destination 

domain extraction for secure protocols.”  Ex. 1004, 13:62–14:1, Fig. 5; see 

Ex. 1003 ¶ 119. 

An ordinarily skilled artisan would have understood that “IP addresses 

for source and destination associated with a packet, or other TCP session 

data, would be located in an unencrypted portion of a packet (e.g., a clear 

header) that can be inspected without decrypting the packet so that the 

packet can be routed using the IP addresses.”  Ex. 1003 ¶ 119 (emphasis 

omitted); see id. ¶¶ 64, 94; Ex. 1040 ¶ 36.  Also, an ordinarily skilled artisan 

would have understood that unencrypted packets and encrypted packets 

“related to a session” are correlated “based on data included in the hello 

message (e.g., destination domain and associated IP address) configured to 

establish the encrypted session, because both the encrypted session and the 

hello message would be associated with the same destination IP address of 

the remote server.”  Ex. 1003 ¶ 120. 
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(f) Limitation [1.e] 

Claim 1 recites as follows: 

filtering, by the packet-filtering system and based on at least 
one of a uniform resource identifier (URI) specified by the 
plurality of packet-filtering rules, data indicating a protocol 
version specified by the plurality of packet-filtering rules, data 
indicating a method specified by the plurality of packet-filtering 
rules, data indicating a request specified by the plurality of 
packet-filtering rules, or data indicating a command specified 
by the plurality of packet-filtering rules. 

Ex. 1001, 25:30–38. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli discloses filtering packets based on each of the following: 

(1) “a uniform resource identifier (URI) specified by the plurality of packet-

filtering rules”; (2) “data indicating a protocol version specified by the 

plurality of packet-filtering rules”; and (3) “data indicating a request 

specified by the plurality of packet-filtering rules.”  See Pet. 34–37.  For 

instance, Petitioner asserts that Buruganahalli’s security device may filter 

packets based on “a uniform resource identifier (URI) specified by the 

plurality of packet-filtering rules” because the security device may use “a 

uniform resource locator (URL)/category filtering policy.”  Id. at 35 (citing 

Ex. 1004, 7:39–51, 10:21–28, 15:37–45).  Petitioner also asserts that an 

ordinarily skilled artisan “would have understood, as was well-known and 

conventional, that URLs are examples of uniform resource identifiers.”  Id. 

(citing Ex. 1037, 12:25–27). 

Patent Owner makes no arguments specific to limitation [1.e].  See, 

e.g., Prelim. Resp. 45–52. 
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Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.e].  See 

Pet. 34–37; Ex. 1003 ¶¶ 122–131.  As Petitioner asserts, Buruganahalli’s 

security device may filter packets based on “a uniform resource identifier 

(URI) specified by the plurality of packet-filtering rules” because the 

security device may use “a uniform resource locator (URL)/category 

filtering policy.”  Ex. 1004, 7:39–51, 10:21–28; see Ex. 1003 ¶¶ 125–127; 

Pet. 35.  As Petitioner also asserts, an ordinarily skilled artisan “would have 

understood, as was well-known and conventional, that URLs are examples 

of uniform resource identifiers.”  See Ex. 1003 ¶ 127; Ex. 1037, 12:25–27; 

Pet. 35.  Additionally, Buruganahalli discloses that the security device may 

“recognize a GET request in the received data.”  Ex. 1004, 14:40–43. 

(g) Limitation [1.f] 

Claim 1 recites “filtering . . . packets comprising the portion of the 

unencrypted data that corresponds to one or more network-threat indicators 

of the plurality of network-threat indicators.”  Ex. 1001, 25:30, 25:39–41. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli discloses (1) “intercepting a request to establish an encrypted 

session from a client to a remote server” and (2) “filtering unencrypted 

packets in the initial handshake based on the determination of whether ‘the 

destination domain is included in the blacklist.’”  Pet. 37–38 (quoting 

Ex. 1004, 7:49–50). 

Patent Owner makes no arguments specific to limitation [1.f].  See, 

e.g., Prelim. Resp. 45–52. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.f].  See 
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Pet. 37–38; Ex. 1003 ¶¶ 103, 111–113, 132–133.  Specifically, as discussed 

above, Buruganahalli discloses that when a client attempts to access a 

remote server “using an encrypted session protocol,” the security device 

intercepts “the initial unencrypted/clear text data communications,” e.g., 

a TLS hello message, “exchanged as part of an initial handshake to setup 

a secure connection for a new session.”  Ex. 1004, 4:37–40, 5:27–42, 

14:21–25, 15:7–11, Figs. 6–7; see id. at 4:59–61, 6:39–41, 7:19–25, 

11:24–51, code (57); Ex. 1003 ¶¶ 103, 111–113; supra § IV.D.2(c).  The 

security device processes the unencrypted data communications to “extract a 

hostname” that identifies the destination domain the client wants to connect 

with.  Ex. 1004, 5:6–10, 9:50–57, 11:47–51, 14:21–25, 14:28–31, 14:50–55, 

15:11–18, code (57), Fig. 7; see Ex. 1003 ¶¶ 91, 111–112.  For instance, the 

security device may analyze “an initial TLS handshake exchange” to 

“extract a hostname to facilitate destination domain extraction for secure 

protocols.”  Ex. 1004, 11:47–51, 14:28–31, 14:50–55, 15:13–18; see id. at 

5:6–10, 11:24–47; Ex. 1003 ¶ 111. 

Based on the extracted hostname (destination domain), the security 

device “identifies the packets as being part of a new session and creates a 

new session flow.”  Ex. 1004, 5:7, 5:35–36, 14:25–33; see Ex. 1003 ¶¶ 111, 

115, 133.  The security device uses the extracted hostname (destination 

domain) to “apply firewall policies or take responsive actions.”  Ex. 1004, 

5:35–42; see Ex. 1003 ¶ 108.  For instance, the security device may use the 

extracted hostname (destination domain) to implement a whitelist/blacklist 

policy where blacklisted items correspond to network-threat indicators.  

Ex. 1004, 7:39–67, 16:32–48; see Ex. 1003 ¶¶ 90–91, 105, 109, 116, 120, 

124, 128, 132. 
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(h) Limitation [1.g] 

Claim 1 recites “filtering . . . the determined packets comprising 

the encrypted data that corresponds to the one or more network-threat 

indicators.”  Ex. 1001, 25:30, 25:43–45. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli’s security device “filters encrypted data communications after 

a determination that the handshake traffic corresponds to a network-threat 

indicator (e.g., whether the extracted destination domain is on a blacklist).”  

Pet. 38 (citing Ex. 1004, 4:31–44, 6:12–39, 6:62–7:9, 7:12–29, 7:39–51, 

7:60–67).  Petitioner also contends that “the handshake message comprises 

data (e.g., destination domain) that also applies to the encrypted data of the 

session, such that the security risks associated with the handshake message 

and encrypted data are correlated.”  Id.  According to Petitioner, “packets 

identified as being part of the secure session” after the handshake traffic 

correspond to “filtered encrypted packets.”  Id. at 25. 

Patent Owner disputes that Buruganahalli teaches limitation [1.g].  

See Prelim. Resp. 46–52.  Specifically, Patent Owner asserts that Petitioner 

“equates Buruganahalli’s firewall policies/rules including the blacklist 

policy to the claimed ‘plurality of packet-filtering rules.’”  Id. at 47 (citing 

Pet. 29–30).  Patent Owner asserts that “when encrypted packets are 

received by Buruganahalli’s security device,” the security device “performs 

decryption before filtering any traffic with those policies.”  Id. (citing 

Ex. 1004, 12:29–32, 14:8–15:3, Fig. 6).  According to Patent Owner, 

Buruganahalli explains “with respect to Fig. 3B” that “after setting up 

Sessions A and B, ‘[A]ny data that is communicated from the client 312 to 

the firewall 314 is decrypted using a session key S1 and is then inspected by 
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the firewall 314.’”  Id. (alteration by Patent Owner) (quoting Ex. 1004, 

12:30–32).  Patent Owner further asserts that “Buruganahalli’s policy-based 

filtering approach is performed on decrypted data, not ‘packets comprising 

encrypted data’ as claimed.”  Id.  

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches limitation [1.g].  See 

Pet. 38–39; Ex. 1003 ¶¶ 134–135.  Specifically, as discussed above, 

Buruganahalli’s security device “identifies the packets as being part of a new 

session and creates a new session flow” based on a hostname (destination 

domain) extracted from unencrypted data communications, e.g., the 

handshake traffic.  Ex. 1004, 5:7, 5:35–36, 14:25–33; see id. at 4:37–40, 

9:50–57, 11:24–51, 14:21–25; Ex. 1003 ¶¶ 111, 115; supra § IV.D.2(d).  

Then, the security device inspects the session traffic including “encrypted 

data communications associated with the session” and identifies packets 

“as belonging to the session based on a flow lookup.”  Ex. 1004, 8:55–60, 

14:26–28; see Ex. 1003 ¶¶ 111, 115.  Hence, the “encrypted data 

communications are filtered after it is determined that information extracted 

from the handshake traffic matches with those on a blacklist, and thus 

corresponds to a network-threat indicator.”  Ex. 1003 ¶ 135. 

By inspecting the session traffic including “encrypted data 

communications associated with the session” and identifying packets “as 

belonging to the session based on a flow lookup,” Buruganahalli’s security 

device “filter[s] . . . the determined packets comprising the encrypted data 

that corresponds to the one or more network-threat indicators” according to 

limitation [1.g].  See Ex. 1003 ¶¶ 120, 135; Ex. 1004, 8:55–60, 11:47–51, 

14:21–33, 14:50–55.  Hence, for each session packets comprising 
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unencrypted data and packets comprising encrypted data are correlated and 

filtered based on the hostname (destination domain) extracted from the 

handshake traffic, and then the correlated and filtered packets are processed 

separately from packets destined for other domains.  See Ex. 1003 

¶¶ 120–121, 133, 135; Ex. 1004, 8:55–60, 11:47–51, 14:21–33, 14:50–55.   

Patent Owner’s assertion that “when encrypted packets are received 

by Buruganahalli’s security device,” the security device performs decryption 

before filtering any traffic with those policies” relates to Figure 3B’s 

embodiment in Buruganahalli.  See Prelim. Resp. 47 (citing Ex. 12:29–32, 

Fig. 3B); Ex. 1004, 12:4–13:4, Fig. 3B.  But Figure 3B’s embodiment differs 

from Figure 3A’s embodiment as indicated by the following side-by-side 

comparison: 

  

In this side-by-side comparison, Figure 3A on the left shows “an SSL/TLS 

session passing through” firewall 304, whereas Figure 3B on the right shows 

firewall 314 performing “a trusted man-in-the-middle technique by 

effectively splitting the SSL session between” client 312 and remote 

server 316 “into two half sessions shown as Session A and Session B.”  See 

Ex. 1004, 1:53–56, 10:54–57, 12:12–18, Figs. 3A–3B.   

For Figure 3B’s embodiment, Buruganahalli explains that “any data 

that is communicated from the client 312 to the firewall 314 is decrypted 

using a session key S1 and is then inspected by the firewall 314,” e.g., “to 
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monitor the session traffic for firewall policy/rule compliance.”  Ex. 1004, 

12:29–32, 12:42–44; see Ex. 1003 ¶ 92.  For Figure 3A’s embodiment, 

however, Buruganahalli explains that by “parsing the handshake traffic,” 

e.g., “parsing a client hello message to extract a hostname that identifies the 

destination domain,” firewall 304 may “apply one or more firewall policies/

rules . . . related to destination domains” without “having to decrypt” 

encrypted communications.  Ex. 1004, 11:7–19; see id. at 5:24–27, 5:35–42, 

7:1–9; Ex. 1003 ¶¶ 94, 108, 113.  Buruganahalli discloses using techniques 

according to Figure 3A’s embodiment separately or together with techniques 

according to Figure 3B’s embodiment.  See Ex. 1004, 11:7–12:3; see 

Ex. 1003 ¶ 93.  Hence, we disagree with Patent Owner that “Buruganahalli’s 

policy-based filtering approach is performed on decrypted data, not ‘packets 

comprising encrypted data’ as claimed.”  See Prelim. Resp. 47. 

(i) Limitation [1.h] 

Claim 1 recites “routing, by the packet-filtering system, filtered 

packets to a proxy system based on a determination that the filtered packets 

comprise data that corresponds to the one or more network-threat 

indicators.”  Ex. 1001, 25:46–49. 

Petitioner contends that Buruganahalli teaches this limitation because 

Buruganahalli discloses sending “the encrypted data communications” to a 

firewall with a decrypt engine that “applies ‘trusted man-in-the-middle 

techniques using a self-signed certificate.’”  Pet. 39–40 (quoting Ex. 1004, 

9:66–67).  Petitioner asserts that in such an arrangement the firewall 

includes “functionality acting as a proxy for both the remote server and the 

client by standing in line of their communications in a ‘transparent’ manner, 

as was known in the art.”  Id. at 40–41 (citing Ex. 1005, 4:50–63, 8:36–47, 
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8:65–9:7; Ex. 1034, 8:12–19; Ex. 1036, 14).  Petitioner asserts that 

Buruganahalli “further discloses that it was known that a firewall may be 

implemented in a security device that includes other functions, such as a 

routing function that may be based on source and destination information, 

and a ‘proxy’ function that is one of the ‘security functions.’”  Id. at 41 

(citing Ex. 1004, 1:36–38, 3:5–15). 

Patent Owner makes no arguments specific to limitation [1.h].  See, 

e.g., Prelim. Resp. 45–52. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Weissman’s testimony, Petitioner 

establishes sufficiently for purposes of institution that Buruganahalli teaches 

limitation [1.h].  See Pet. 39–42; Ex. 1003 ¶¶ 136–145. 

(j) Alleged Objective Indicia of Nonobviousness 

(i) Background 

Before reaching a conclusion about obviousness, we consider 

evidence concerning objective indicia of nonobviousness.  See Apple, 

839 F.3d at 1048.  For such evidence to have substantial weight, “its 

proponent must establish a nexus between the evidence and the merits of 

the claimed invention.”  ClassCo, Inc. v. Apple, Inc., 838 F.3d 1214, 1220 

(Fed. Cir. 2016).  “[T]here is no nexus unless the evidence presented is 

‘reasonably commensurate with the scope of the claims.’”  Id. (quoting 

Rambus Inc. v. Rea, 731 F.3d 1248, 1257 (Fed. Cir. 2013)).  The patentee 

“bears the burden of showing that a nexus exists.”  WMS Gaming, Inc. v. 

Int’l Game Tech., 184 F.3d 1339, 1359 (Fed. Cir. 1999). 

A rebuttable presumption of nexus arises “when the patentee shows 

that the asserted objective evidence is tied to a specific product and that 
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product ‘embodies the claimed features, and is coextensive with them.’”  

Fox Factory, Inc. v. SRAM, LLC, 944 F.3d 1366, 1373 (Fed. Cir. 2019) 

(quoting Polaris Indus., Inc. v. Arctic Cat, Inc., 882 F.3d 1056, 1072 

(Fed. Cir. 2018)).  Whether a rebuttable presumption of nexus arises “turns 

on the nature of the claims and the specific facts.”  Teva Pharm. Int’l GmbH 

v. Eli Lilly & Co., 8 F.4th 1349, 1362 (Fed. Cir. 2021).  The presumption 

analysis should consider the unclaimed features in the product tied to 

the objective evidence to assess their significance and impact on the 

correspondence between the patented invention and the product.  Quanergy 

Sys., Inc. v. Velodyne Lidar USA, Inc., 24 F.4th 1406, 1418 (Fed. Cir. 2022).  

When, “for example, the patented invention is only a small component of the 

product tied to the objective evidence, there is no presumption of nexus.”  

Henny Penny Corp. v. Frymaster LLC, 938 F.3d 1324, 1333 (Fed. Cir. 

2019).  Absent a presumption of nexus, the patentee may prove nexus by 

showing that the asserted objective evidence resulted directly from “the 

unique characteristics of the claimed invention.”  Fox Factory, 944 F.3d at 

1373–74; see In re Huang, 100 F.3d 135, 140 (Fed. Cir. 1996). 

Thus, the Board employs a two-step analysis in evaluating whether a 

patentee has established a nexus between the evidence concerning objective 

indicia of nonobviousness and the merits of the claimed invention.  See 

Lectrosonics, Inc. v. Zaxcom, Inc., IPR2018-01129, Paper 33 at 32–33 

(PTAB Jan. 24, 2020) (precedential).  Initially, the Board considers whether 

the patentee has demonstrated that the “products are coextensive (or nearly 

coextensive) with the challenged claims,” resulting in a rebuttable 

presumption of nexus.  Id. at 33.  Absent a presumption of nexus, the Board 

considers whether the patentee has demonstrated “a legally and factually 
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sufficient connection” between the asserted objective evidence and the 

claimed invention.  See Henny Penny, 938 F.3d at 1332; Lectrosonics, 

IPR2018-01129, Paper 33 at 33. 

Patent Owner asserts that the district court in the Cisco case found 

“substantial objective evidence of nonobviousness,” i.e., “objective evidence 

of long-felt need, industry praise, and copying.”  Prelim. Resp. 2, 4; see id. 

at 16, 54–56.  Patent Owner also asserts that Petitioner gives “short shrift” to 

the “known evidence of objective indicia of nonobviousness (secondary 

considerations)” from the Cisco case.  Id. at 36. 

Petitioner asserts that the trial transcript in the Cisco case “references 

purported secondary considerations for the ’856 patent” but “the underlying 

evidence is not publicly available and Petitioner does not have access to 

such evidence.”  Pet. 50.  Petitioner also asserts that “[f]rom what little can 

be discerned from the public record, the evidence fails to show nexus.”  Id.  

Based on the current record and for the reasons explained below, 

Patent Owner has not shown sufficiently that a presumption of nexus should 

apply or that a nexus exists between the asserted objective evidence and the 

merits of the claimed invention.  See infra § IV.D.2(j)(ii)–(iii). 

(ii) Presumption of Nexus 

At this stage of the proceeding, Patent Owner does not identify 

information allowing us to evaluate whether Patent Owner shows 

sufficiently “that the asserted objective evidence is tied to a specific product 

and that product ‘embodies the claimed features, and is coextensive with 

them.’”  See Prelim. Resp. 54–56; Fox Factory, 944 F.3d at 1373.  Nor does 

Patent Owner direct us to where the district court in the Cisco case analyzed 
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whether a specific product “embodies the claimed features, and is 

coextensive with them.”  See Prelim. Resp. 54–56. 

Hence, based on the current record, Patent Owner has not shown 

sufficiently that a specific product is “coextensive (or nearly coextensive) 

with the challenged claims” and that a presumption of nexus should apply to 

the challenged claims.  See Prelim. Resp. 54–56; Lectrosonics, IPR2018-

01129, Paper 33 at 33. 

(iii) Proof of Nexus: Long-Felt Need and Industry Praise 

For long-felt need and industry praise, Patent Owner notes that 

Petitioner submitted as Exhibit 1027 the district court’s opinion in the Cisco 

case that “twice reproduces a Cisco press release from 2017.”  Prelim. 

Resp. 54 (citing Ex. 1027, 63–64, 138).  Patent Owner asserts that the 2017 

Cisco press release evidences “long-felt need and industry recognition for 

the technology claimed in the ’856 patent.”  Id.  

The 2017 Cisco press release states that “[t]oday Cisco is introducing 

a suite of” Cisco Digital Network Architecture (DNA) “technologies and 

services designed to work together as a single system,” including Encrypted 

Traffic Analytics (ETA) that uses “cyber intelligence to detect known attack 

signatures even in encrypted traffic.”  Ex. 1027, 64, 138.  “ETA deals with 

the ability to track and analyze encrypted traffic in the network without 

decrypting said traffic.”  Id. at 19.  The press release does not mention Patent 

Owner, its products, or its patents, e.g., the ’856 patent.  Id. at 64, 138. 

The 2017 Cisco press release notes that ETA “automat[es] the edge of 

the network and embed[s] machine learning and analytics at a foundational 

level.”  Ex. 1027, 64, 138.  Consistent with that press release, a 2019 Cisco 

technical white paper states that Cisco’s Stealthwatch with ETA technology 
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uses “machine learning algorithms to pinpoint malicious patterns in 

encrypted traffic.”  Ex.1027, 45; see id. at 46 (reproducing PTX-570 at 593).  

In contrast to Cisco’s Stealthwatch with ETA technology, the ’856 patent 

does not disclose or claim using “machine learning algorithms to pinpoint 

malicious patterns in encrypted traffic.”  See, e.g., Ex. 1001, 2:5–16:26, 

25:14–30:31, Figs. 3A–3C. 

Additionally, according to the district court, “Cisco’s documents 

describe the four main elements of information” extracted “from packets by 

the ETA technology” as follows: 

(1) Sequence of Packet Lengths and Times (SPLT): “SPLT 
conveys the length (number of bytes) of each packet’s 
application payload for the first several packets of a flow, 
along with the interarrival times of those packets”;  

(2) Initial Data Packet (IDP): “IDP is used to obtain packet 
data from the first packet of a flow” and “allows 
extraction of interesting data such as an HTTP URL, 
DNS hostname and address, and other data elements”;  

(3) Byte Distribution: “[t]he byte distribution represents 
the probability that a specific byte value appears in the 
payload of a packet within a flow”; and  

(4) TLS Specific Features: “[t]he TLS handshake is 
composed of several messages that contain interesting, 
unencrypted metadata used to extract data elements, such 
as cipher suite, TLS version, and the client’s public key 
length.” 

Ex. 1027, 33; see id. at 19–20, 62. 

At this stage of the proceeding, Patent Owner does not explain 

how the claimed invention relates to any of “the four main elements of 

information” extracted “from packets by the ETA technology” or the use 

of machine-learning algorithms.  See Prelim. Resp. 54–56.  Nor does Patent 
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Owner direct us to where the district court in the Cisco case analyzed 

how the claimed invention relates to any of “the four main elements of 

information” extracted “from packets by the ETA technology” or the use of 

machine-learning algorithms.  Id. at 4, 54–56.  Hence, based on the current 

record, Patent Owner has not shown sufficiently that any industry praise 

resulted directly from “the unique characteristics of the claimed invention” 

rather than other factors “unrelated to the quality of the patented subject 

matter.”  See id. at 4, 54–56; Huang, 100 F.3d at 140. 

Further, a long-felt need “is analyzed as of the date of an articulated 

identified problem and evidence of efforts to solve that problem.”  Tex. 

Instrs. Inc. v. Int’l Trade Comm’n, 988 F.2d 1165, 1178 (Fed. Cir. 1993); 

see WBIP, LLC v. Kohler Co., 829 F.3d 1317, 1334 (Fed. Cir. 2016) 

(discussing efforts to solve an “articulated identified problem” by an alleged 

infringer before the invention); Apple Inc. v. Samsung Elecs. Co., 816 F.3d 

788, 804–05 (Fed. Cir. 2016) (requiring evidence of unsuccessful efforts to 

solve an “articulated identified problem” before the invention), vacated in 

part on other grounds, 839 F.3d 1034 (Fed. Cir. 2016).  The analysis should 

consider “the filing date of the challenged invention to assess the presence of 

a long-felt and unmet need.”  Procter & Gamble Co. v. Teva Pharm. USA, 

Inc., 566 F.3d 989, 998 (Fed. Cir. 2009). 

At this stage of the proceeding, Patent Owner does not identify “the 

date of an articulated identified problem” solved by the claimed invention or 

“evidence of efforts to solve that problem.”  Prelim. Resp. 54–56.  Nor does 

Patent Owner direct us to where the district court in the Cisco case analyzed 

“the date of an articulated identified problem” solved by the claimed 

invention or “evidence of efforts to solve that problem.”  Id. at 4, 54–56. 
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Hence, based on the current record, Patent Owner does not show 

sufficiently that the claimed invention satisfied a long-felt need or received 

industry praise. 

(iv) Proof of Nexus: Copying 

Patent Owner asserts that the district court in the Cisco case found that 

“Cisco copied the claimed inventions of the four infringed patents, including 

the ’856 Patent, and further found Cisco’s infringement to be willful.”  

Prelim. Resp. 16 (citing Ex. 1027, 160); see id. at 55 (citing Ex. 1027, 57, 

160–61). 

At this stage of the proceeding, however, Patent Owner does not 

identify information allowing us to evaluate whether copying occurred.  See 

Prelim. Resp. 16, 54–56.  Further, for the asserted objective evidence “to 

have substantial weight, there must be a nexus to some aspect of the claim 

not already in the prior art.”  In re Kao, 639 F.3d 1057, 1069 (Fed. Cir. 

2011).  Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Buruganahalli teaches claim 1’s subject matter.  

See supra §§ IV.D.2(a)–(i).  Based on the current record, Patent Owner does 

not show sufficiently “a nexus to some aspect of the claim not already in the 

prior art.”  See Prelim. Resp. 16, 54–56.  Hence, for purposes of institution, 

we accord little weight to the evidence of copying. 

(v) Summary for Objective Indicia of Nonobviousness 

For the reasons discussed above, Patent Owner has not shown 

sufficiently that a specific product “embodies the claimed features, and is 

coextensive with them.”  See Prelim. Resp. 54–56; supra § IV.D.2(j)(ii); Fox 

Factory, 944 F.3d at 1373.  For long-felt need and industry praise, Patent 

Owner has not shown sufficiently that there is a nexus between the asserted 
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objective evidence and the merits of the claimed invention.  See Prelim. 

Resp. 54–56; supra § IV.D.2(j)(iii).  For copying, we accord little weight to 

the evidence of copying.  See supra § IV.D.2(j)(iv). 

(k) Conclusion About Obviousness/Nonobviousness of Claim 1 

As discussed above, Petitioner’s analysis addresses every limitation in 

claim 1.  See supra §§ IV.D.2(b)–(i).  In addition, Patent Owner’s evidence 

of objective indicia of nonobviousness is insufficient at this stage of the 

proceeding.  See supra § IV.D.2(j).  Hence, Petitioner demonstrates a 

reasonable likelihood of prevailing in proving claim 1 unpatentable under 

§ 103 as obvious over Buruganahalli. 

3.  INDEPENDENT CLAIMS 24 AND 25 

Petitioner contends that claims 24 and 25 are unpatentable under 

§ 103 as obvious over Buruganahalli for essentially the same reasons as 

claim 1.  See Pet. 28–42; Ex. 1003 ¶¶ 101–146. 

Claim 25 requires that the URI specified by the packet-filtering rules 

“indicat[e] one or more of the plurality of network-threat indicators,” while 

claims 1 and 25 lack a similar requirement.  Ex. 1001, 25:14–49, 

28:59–30:31.  For claim 25’s requirement linking the URI to a network-

threat indicator, Petitioner contends that Buruganahalli “discloses packet-

filtering rules” implemented for “security purposes” that (1) “indicate 

network-threat indicators” and (2) “include ‘requirements or rules related to 

destination domains’” listed “on a blacklist if they present a security risk.”  

Pet. 35–36 (quoting Ex. 1004, 11:1).  Further, Petitioner asserts that 

Buruganahalli’s security device may filter packets based on the URI 

specified by the plurality of packet-filtering rules because the security device 
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may use “a uniform resource locator (URL)/category filtering policy.”  Id. 

at 35 (citing Ex. 1004, 7:39–51, 10:21–28, 15:37–45). 

Patent Owner contends that claims 24 and 25 are patentable over 

Buruganahalli for the same reasons as claim 1.  See Prelim. Resp. 3–4, 

45–56. 

Based on the current record and for the reasons advanced by 

Petitioner and supported by Dr. Weissman’s testimony as well as the reasons 

discussed above for claim 1, Petitioner establishes sufficiently for purposes 

of institution that Buruganahalli teaches the subject matter of claims 24 

and 25.  See Pet. 28–42; Ex. 1003 ¶¶ 101–146; supra §§ IV.D.2(a)–(i).  

Also, we accord little weight at this stage of the proceeding to Patent 

Owner’s evidence concerning objective indicia of nonobviousness.  See 

supra § IV.D.2(j).  Hence, Petitioner demonstrates a reasonable likelihood of 

prevailing in proving claims 24 and 25 unpatentable under § 103 as obvious 

over Buruganahalli. 

E.  Alleged Obviousness over Buruganahalli 
and Baehr: Claims 1, 24, and 25 

Petitioner contends that claims 1, 24, and 25 are unpatentable under 

§ 103 as obvious over Buruganahalli and Baehr.  See Pet. 8, 42–50.  Above, 

we provided an overview of Buruganahalli.  Below, we provide an overview 

of Baehr, and then we consider the obviousness issues.  As explained below, 

Petitioner establishes sufficiently for purposes of institution that the 

combined disclosures in Buruganahalli and Baehr teach the subject matter 

of claims 1, 24, and 25. 
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1.  OVERVIEW OF BAEHR (EXHIBIT 1005) 

Baehr is a U.S. patent titled “System for Packet Filtering of Data 

Packets at a Computer Network Interface,” issued on March 2, 1999, from 

an application filed on February 4, 1997.  Ex. 1005, codes (22), (45), (54).  

Baehr states that the invention “relates to screening of data packets sent from 

one computer network to another,” e.g., “data packets transmitted between a 

network to be protected, such as a private network, and another network, 

such as a public network.”  Id. at 1:9–10, code (57). 

Baehr describes a problem with “conventional computer firewalls,” in 

particular, “they participate in IP (Internet Protocol) transactions, and in 

doing so generate information identifying them as IP machines, which 

makes them visible for targeting by intruders.”  Ex. 1005, 1:39–44.  Baehr 

explains that a “firewall and packet filtering system should ideally be 

invisible to intruders so as to help minimize the number of ways in which it 

can be targeted, while nonetheless filling functions that are appropriate.”  Id. 

at 1:50–53. 

Baehr identifies a need for “a system that can respond to data packets 

from outside a network without revealing IP address information about 

either the filtering system or about hosts within the network.”  Ex. 1005, 

2:3–7.  Baehr addresses that need by disclosing “a screening system that acts 

as both a firewall in the conventional sense and a signatureless packet 

filtering system.”  Id. at 2:10–12. 
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Baehr’s Figure 5 (reproduced below) depicts a packet-screening 

system: 

 
Figure 5 “is a logical block diagram” of packet-screening system 340 

implemented on network 320.  Ex. 1005, 3:51–54, Fig. 5; see id. at 2:63–65.  

Network 320 includes private network 330 and public network 350.  Id. 

at 3:59–63, Fig. 5.  Packet-screening system 340 includes network 

interface 410 coupled to private network 330, network interface 420 coupled 

to proxy network 430, and network interface 425 coupled to public 

network 350.  Id. at 3:59–64, Fig. 5.  Packet-screening system 340 performs 

“all of the conventional firewall functions” as well as “screening functions.”  

Id. at 3:56–58. 
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Baehr’s Figure 6 (reproduced below) shows in greater detail the 

packet-screening system depicted in Figure 5: 

 
Figure 6 “is a functional block diagram” of packet-screening system 340 

implemented on network 320.  Ex. 1005, 2:66–67, 4:12, Fig. 6.  As Figure 6 

shows, packet-screening system 340 includes processor 390 and 

memory 400 along with network interfaces 410, 420, and 425.  Id. at 

4:12–19, Fig. 6.  As Figure 6 also shows, private network 330 includes 

“a mail host 360; an ftp (file transfer protocol) host 370 for governing ftp 

connections; and other hosts 380 for other services, such as a WWW 

(World-Wide Web) server.”  Id. at 4:20–25, Fig. 6. 
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Baehr explains that proxy network 430 preferably includes “proxy (or 

virtual) hosts 435” with the proxy hosts “mirroring (or acting as proxy for) 

each of a subset (or all) of the hosts found on” private network 330.  

Ex. 1005, 4:26–32, code (57).  In Figure 6, for example, proxy network 430 

includes “a proxy mail server 440, a proxy ftp server 450, and other virtual 

hosts 460, with a virtual (proxy) host for each actual host desired to be 

duplicated.”  Id. at 4:33–37, Fig. 6.  The proxy hosts in proxy network 430 

“represent actual hardware and/or software in the proxy network” and 

“mimic the behavior” of the actual hosts in private network 330.  Id. at 

4:37–40.  While Figure 6 depicts the proxy hosts in proxy network 430 as 

“separate computer systems” from packet-screening system 340, Baehr also 

discloses using “separate logical entities, but not separate physical entities,” 

for proxy network 430 and packet-screening system 340.  Id. at 4:26–37, 

4:64–5:11, Figs. 6–7. 

“[T]he private network 330 and the proxy network 430 together form 

a single logical or apparent network 345, i.e. a single apparent domain from 

the point of view of outsiders, such as users on the public network 350.”  

Ex. 1005, 4:53–56.  Hence, “when a user attempts to access a service or host 

of the private network, the request may be shunted aside to the proxy 

network” without “any indication being given to the user that this has 

occurred.”  Id. at 4:57–61. 

To perform firewall and screening functions, packet-screening 

system 340 intercepts a data packet from public network 350 addressed to a 

service or host in private network 330.  Ex. 1005, 6:30–32, 10:4–6, Fig. 6.  

Based on “a predetermined set of criteria” and “other information,” such as 

“the time of day the packet was sent or is received” or “the state of the 
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connection between the public and private networks,” packet-screening 

system 340 takes “one or several predefined actions [on] each data packet.”  

Id. at 6:37–50, 7:8–10, code (57).  For example, packet-screening 

system 340 may drop a data packet from or to any source “not cleared in 

advance” or “pass the packet through to its destination, with or without some 

alteration based upon predetermined criteria.”  Id. at 7:16–22, 7:30–40, 

10:46–49, code (57).  Further, packet-screening system 340 may send a data 

packet to proxy network 430 for “security purposes,” and a proxy host in 

proxy network 430 may execute operations on the packet instead of the 

actual, intended host in private network 330.  Id. at 8:13–17, code (57); see 

id. at 10:46–49. 

Baehr explains that the “proxy network has the additional advantage 

of preventing outsiders from ever actually entering the private network” 

because “once a user has been allowed access or a connection to [the] 

private network, it is much more difficult to restrict his/her actions than if no 

access at all is allowed.”  Ex. 1005, 8:36–40.  By providing “duplicate or 

mirrored proxy functionality of some of the services of the private network 

in the proxy network,” an “outside user’s requests are met while invisibly 

preventing him/her from ever actually accessing the private network.”  Id. 

at 8:40–47; see id. at 8:65–9:7. 

2.  DIFFERENCES BETWEEN THE CLAIMED 
INVENTION AND THE PRIOR ART 

For the ground based on Buruganahalli and Baehr, Petitioner cites 

Buruganahalli as teaching most of the limitations in claims 1, 24, and 25 and 

Baehr as teaching limitation [1.h] and the similar limitations in claims 24 

and 25, e.g., “[1.h] routing, by the packet-filtering system, filtered packets to 
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a proxy system based on a determination that the filtered packets comprise 

data that corresponds to the one or more network-threat indicators.”  See 

Pet. 42–50; Ex. 1003 ¶¶ 147–158; see also Pet. 28–39; Ex. 1003 

¶¶ 101–135. 

In particular, Petitioner contends that Baehr discloses a packet-

screening system that acts as a firewall and uses (1) a “screen” positioned 

between a public network and a private network and (2) a “proxy network” 

to protect the private network from attacks.  Pet. 44–45 (citing Ex. 1003 

¶ 151; Ex. 1005, 2:10–23, 2:66–67, 6:37–7:7, 9:63–67, 10:2–5, code (57), 

Fig. 6).  Petitioner also contends that Baehr discloses that when a packet “is 

sent by a host on, for instance, [the] public network,” the packet “is received 

at [a] port (interface)” of the screen.  Id. at 45 (citing Ex. 1005, 9:63–67, 

10:2–5). 

Further, Petitioner asserts that the screen (1) filters packets using a set 

of predetermined screening criteria and (2) takes “one or several predefined 

actions” after screening, including “sending packets aside to the proxy 

network” for “security purposes” even if their intended destination is the 

private network.  Pet. 45–46 (citing Ex. 1005, 2:25–30, 6:37–7:25, 8:12–18, 

10:43–49).  Petitioner also asserts that the proxy network may be “a separate 

computer system” or “a separate logical entity, but not physically separate,” 

from the screen, e.g., when “implemented entirely in the program 

instructions” stored in the packet-screening system’s memory.  Id. at 47 

(citing Ex. 1003 ¶ 154; Ex. 1005, 4:26–31, 4:64–5:8, Fig. 6). 

Patent Owner asserts that Petitioner fails “to specify where each claim 

element is found in the combination” as required under 37 C.F.R. 
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§ 42.104(b)(4).  Prelim. Resp. 36; see id. at 35.  According to Patent Owner, 

“[t]his is yet another basis for denial.”  Id. at 36. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that Baehr teaches limitation [1.h] and the similar 

limitations in claims 24 and 25.  See Pet. 44–47; Ex. 1003 ¶¶ 151–154.  

Specifically, Baehr discloses that a packet-screening system intercepts a data 

packet from a public network addressed to a service or host in a private 

network.  Ex. 1005, 6:30–32, 10:4–6, Fig. 6; see Ex. 1003 ¶ 151.  Based on 

“a predetermined set of criteria” and “other information,” such as “the time 

of day the packet was sent or is received” or “the state of the connection 

between the public and private networks,” the packet-screening system takes 

“one or several predefined actions [on] each data packet.”  Ex. 1005, 

6:37–50, 7:8–10; see Ex. 1003 ¶¶ 151–152. 

For example, the packet-screening system may send a data packet to 

a proxy network for “security purposes,” and a proxy host in the proxy 

network may execute operations on the packet instead of the actual, intended 

host in the private network.  Ex. 1005, 8:13–17; see id. at 10:46–49; 

Ex. 1003 ¶¶ 152–153.  Further, Baehr’s Figure 6 depicts the proxy hosts in 

the proxy network as “separate computer systems” from the packet-

screening system.  Ex. 1005, 4:26–37, Fig. 6; see Ex. 1003 ¶ 154. 

We disagree with Patent Owner’s assertion that Petitioner fails “to 

specify where each claim element is found in the combination.”  See Prelim. 

Resp. 36.  For the ground based on Buruganahalli and Baehr, Petitioner 

explains how Buruganahalli teaches most of the limitations in claims 1, 24, 

and 25 and how Baehr teaches limitation [1.h] and the similar limitations in 

claims 24 and 25.  Pet. 42–50; see Ex. 1003 ¶¶ 147–158; supra 
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§§ IV.D.2(b)–(h), IV.D.3; see also Pet. 28–39; Ex. 1003 ¶¶ 101–135.  

Contrary to Patent Owner’s contention, there is no “basis for denial” under 

37 C.F.R. § 42.104(b)(4).  See Prelim. Resp. 36. 

3.  ALLEGED REASONS FOR COMBINING 
THE TEACHINGS OF THE REFERENCES 

Petitioner identifies reasons that would have prompted an ordinarily 

skilled artisan to combine Baehr’s teachings about routing filtered packets 

to a proxy network with Buruganahalli’s teachings to implement “a proxy 

system separate from and external to” a security device.  See Pet. 46–48.  

Further, Petitioner asserts that an ordinarily skilled artisan “would have 

had a reasonable expectation of success” in combining the teachings of 

Buruganahalli and Baehr.  See id. at 49.  Dr. Weissman’s testimony supports 

Petitioner’s positions.  See Ex. 1003 ¶¶ 155–158. 

For instance, Dr. Weissman testifies that an ordinarily skilled artisan 

would have been motivated to combine Baehr’s teachings about routing 

filtered packets to a proxy network with Buruganahalli’s teachings to 

achieve the following advantages: 

(1) “preserv[e] computing resources”; 

(2) “achiev[e] load balancing”; 

(3) “maximiz[e] performance”; 

(4) “isolate a private network from an outsider” and 
“strengthen security”; and 

(5) “limit any potential security vulnerability to 
only one component of a larger system.” 

Ex. 1003 ¶¶ 155–156 (citing Ex. 1004, 3:16–24, 4:7–15; Ex. 1005, 8:36–47, 

code (57); Ex. 1036, 14). 
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Dr. Weissman explains that “having a dedicated function separate 

from other functions allows the proxy function to manage its own resources 

efficiently without having to share resources with another function” and that 

“this approach also increases the overall system performance by allowing 

each function to focus on performing its own specialized tasks.”  Ex. 1003 

¶ 155.  Dr. Weissman also explains that “having a separate proxy external to 

a firewall helps isolate the proxy from the private network by positioning the 

screen/firewall between the two networks.”  Id. ¶ 156. 

Patent Owner makes no arguments against combining the teachings of 

Buruganahalli and Baehr.  See, e.g., Prelim. Resp. 21–24, 45–52. 

Based on the current record, Petitioner establishes sufficiently for 

purposes of institution that an ordinarily skilled artisan would have had 

reasons, e.g., as articulated by Dr. Weissman, to combine the teachings of 

Buruganahalli and Baehr in the way Petitioner proposes.  See Ex. 1003 

¶¶ 155–156.  Petitioner also establishes sufficiently for purposes of 

institution that an ordinarily skilled artisan would have had a reasonable 

expectation of success in combining the teachings of Buruganahalli and 

Baehr.  Id. ¶¶ 157–158. 

4.  CONCLUSION ABOUT OBVIOUSNESS/NONOBVIOUSNESS 

As discussed above, Petitioner’s analysis addresses every limitation 

in claims 1, 24, and 25.  See supra §§ IV.D.2(b)–(h), IV.D.3, IV.E.2.  

Additionally, Petitioner provides a reason with rational underpinning as to 

why an ordinarily skilled artisan would have been motivated to combine the 

teachings of Buruganahalli and Baehr in the way Petitioner proposes and 

would have had a reasonable expectation of success.  See supra § IV.E.3.  

Also, we accord little weight at this stage of the proceeding to Patent 
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Owner’s evidence concerning objective indicia of nonobviousness.  See 

supra § IV.D.2(j).  Thus, based on the current record, Petitioner establishes 

sufficiently for purposes of institution that the combined disclosures in 

Buruganahalli and Baehr teach the subject matter of claims 1, 24, and 25.  

Hence, Petitioner demonstrates a reasonable likelihood of prevailing in 

proving claims 1, 24, and 25 unpatentable under § 103 as obvious over 

Buruganahalli and Baehr. 

V.  CONCLUSION 

Based on the arguments and evidence presented in the Petition, the 

Preliminary Response, the Preliminary Reply, and the Preliminary Sur-reply 

along with the accompanying exhibits, we determine that there is a 

reasonable likelihood Petitioner would prevail with respect to at least one 

claim challenged in the Petition.  Hence, we institute an inter partes review 

of all challenged claims on all challenges included in the Petition.  See SAS 

Inst. Inc. v. Iancu, 138 S. Ct. 1348, 1355 (2018) (noting that the language of 

35 U.S.C. § 314(b) “indicates a binary choice—either institute review or 

don’t”); see also PGS Geophysical AS v. Iancu, 891 F.3d 1354, 1360 (Fed. 

Cir. 2018) (interpreting the statute as requiring “a simple yes-or-no 

institution choice respecting a petition, embracing all challenges included 

in the petition”).  Additionally, we decline to exercise our discretion under 

§ 314(a) and § 325(d) to deny institution. 

At this preliminary stage, we have not made a final determination 

about the patentability of any challenged claim, the construction of any 

claim term, phrase, or limitation, or any other legal or factual issue. 
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VI.  ORDER 

Accordingly, it is 

ORDERED that, pursuant to 35 U.S.C. § 314(a), an inter partes 

review of claims 1, 24, and 25 in the ’856 patent is instituted on all 

challenges included in the Petition; and  

FURTHER ORDERED that, according to 35 U.S.C. § 314(c) and 

37 C.F.R. § 42.4, notice is hereby given of the institution of a trial that 

commences on the entry date of this Decision. 
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