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I. INTRODUCTION

Centripetal respectfully requests rehearing and Precedential Opinion Panel
review of the Institution Decision (Paper 11, “ID”) to address a question of
exceptional importance that threatens the integrity and fairness of the patent
system: Should the Board entertain IPR petitions that collaterally attack a district
court judgment when the totality of the circumstances indicates that the petition
was filed to harass the patent owner? Investment in innovation will be
significantly curtailed in a system where every judgment is subject to
administrative cancellation by parties with no stake in the outcome and quiet title
always out of reach.

Palo Alto Networks, Inc. (“PAN”) filed this petition after Centripetal
secured a significant district court judgment of willful infringement against Cisco.
The district court in the Cisco case held a six-week trial, heard from 26 witnesses,
and fully considered the validity of the *856 Patent. So clear was that result that
Cisco did not bother to appeal the court’s judgment on validity. Nevertheless,
PAN, who has not been accused of infringing the *856 Patent, saw an opportunity
to collaterally attack an as-yet unenforced judgment to gain advantage in an
unrelated litigation. Administrative attacks that follow a completed, intensive, and
expensive litigation undermine the AIA’s goal to provide “quick and cost effective

alternatives to litigation.” H.R. Rep. No. 112-98, pt. 1, at 48 (2011). Allowing
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this Institution Decision to stand will only encourage other opportunistic
petitioners with no direct interest in the patents at issue to abuse the IPR process,
running up the cost of litigation rather than reducing it, and collaterally attacking
Article IIT judgments for purposes at odds with the goals of the IPR system.

In this case, the Board relied heavily on its mistaken conclusion that the
“merits of Petitioner’s challenged to the *856 patent seem ‘particularly strong.’”
ID at 21. The problem with this conclusion is that the Institution Decision is
internally inconsistent on the key point of contention raised in the Preliminary
Response, namely that Buruganahalli’s firewall policies/rules that allegedly
correspond to the claimed “packet-filtering rules” were never shown to be applied
to encrypted packets, as claimed. Instead, the Board pointed to unrelated
disclosures to meet the filtering encrypted packets limitation and overlooked
Centripetal’s arguments anticipating this error.

This issue was considered during prosecution and fully litigated once again
in the Cisco litigation. See Paper 6 (“POPR”) at 24-30, 40-42 (finding no
invalidity “because the older Stealthwatch product requires the use of decryption it
fails to ‘detect malware in encrypted traffic without any decryption’”). Indeed, the
marketing material for Cisco’s infringing Encrypted Threat Analytics bragged that
the technology that it stole from Centripetal (years after Buruganahalli’s priority

date), solved a “network security challenge previously thought to be unsolvable.”
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Ex. 1027 at 63. The Board then failed to give appropriate weight to the district
court’s determination that Cisco copied the claimed invention as objective indicia
of non-obviousness.

In addition, even if the merits of the Petition were strong, and they are not,
the Institution Decision fails to “take[] a holistic view of whether efficiency and
integrity of the system are best served by denying or instituting review,” which are
not well served by the tactics employed by PAN in this case. Apple Inc. v. Fintiv,
Inc., [IPR2020-00019, Paper 11 at 6 (P.T.A.B. Mar. 20, 2020) (precedential). The
Board dismissed these concerns and, instead, held Centripetal to a nearly
impossible standard by requiring it to prove PAN’s motivation for filing the
Petition despite PAN being in the best position to provide a non-pretextual
explanation for facially harassing behavior. The Board should reject PAN’s
harassment and take this opportunity to deter future gamesmanship.

II. ARGUMENT

A.  The Board Should Exercise Discretion to Dismiss Abusive
Petitions Targeting Patent Owners Who Have Prevailed in Article
III Courts

1. Collateral Attacks on Article III Judgments Undermine the
Goals of the ATA

PAN’s Petition abuses the IPR process to gain leverage against Centripetal
in district court litigation that does not involve the *856 Patent. See POPR at 13-16.

In March 2021, after three years of litigation and six weeks of trial including 35
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witnesses, 300 exhibits, producing a record of over 3,500 pages, a district court
judge issued a multi-billion dollar final judgment against Cisco for its “willful and
egregious” infringement of four of Centripetal’s patents, including the 856 Patent.
Ex. 1027 at 166. The court also found that the 856 Patent is not invalid. Id. at 65,
166. Importantly, while Cisco has appealed that judgment to the Federal Circuit, it
did not appeal the court’s rejection of its invalidity challenges.

Although PAN is also engaged in litigation with Centripetal, Centripetal has
not accused PAN of infringing any of the patents at issue in the Cisco case.
Nonetheless, PAN has filed 17 IPR petitions challenging Centripetal’s patents,
including three of the four patents willfully infringed by Cisco. Given the
significant damages judgment against Cisco pending on appeal, PAN clearly timed
these challenges to exert pressure on Centripetal for reasons that have nothing to
do with promoting a “streamlined patent system that will improve patent quality”
or providing “quick and cost effective alternatives to litigation.” H.R. Rep. No.
112-98, pt. 1, at 40, 48. PAN challenged only those claims underlying the verdict
(plus claim 1, which PAN charts collectively with claims 24 and 25 and which is
nearly identical) with the apparent goal to create leverage against Centripetal in an
unrelated litigation.

The Board should not endorse this tactic. The 856 Patent already survived

a validity challenge brought by an incredibly well-resourced and highly motivated
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industry titan, and despite the Board’s acceptance of what it characterized as
PAN’s “reasonable concern that [Centripetal] may initiate additional litigation” (ID
at 21), any future defendant (including PAN) would have an opportunity to file a
petition at that (hypothetical) time. See 35 U.S.C. § 315(b). Without the Cisco
judgment hanging in the balance, PAN would forego the leverage it currently
seeks. And as Centripetal previously cautioned, “Petitioner’s gamesmanship here
will only encourage bad actors to harass patent owners by filing IPRs any time a
meaningful judgment is entered against third-party defendants, in hopes of
extracting some form of advantage (monetary or otherwise).” POPR at 37.

IPRs are not tools for harassment. “Congress recognized the importance of
protecting patent owners from patent challengers who could use the new
administrative review procedures as ‘tools for harassment’” via “repeated litigation
and administrative attacks on the validity of a patent.” WesternGeco LLC v. ION
Geophysical Corp., 889 F.3d 1308, 1317 (Fed. Cir. 2018) (quoting H.R. Rep. No.
112-98, pt. 1, at 48); see also Letter from Director Vidal to Sens. Hirono and Tillis
(May 27, 2022) (The IPR process should not be “abused by parties filing petitions
in bad faith and for reasons outside the intent of the America Invents Act.”).
Congress granted the Director discretion to deny petitions as a powerful safeguard
against opportunistic petitioners attempting to weaponize the IPR process. See

H.R. Rep. No. 112-98, pt. 1, at 48 (encouraging “the USPTO to address potential
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abuses and current inefficiencies under its expanded procedural authority”); Gen.
Plastic Indus. Co. v. Canon Kabushiki Kaisha, IPR2016-01357, Paper 19 at 16-17
(P.T.A.B. Sept. 6, 2017) (precedential) (recognizing “the potential for abuse of the
review process by repeated attacks on patents”).

Given the timing of this case (which was filed in between the judgment and
its enforcement), and the fact that PAN challenged only claims at issue in the Cisco
litigation (claims 24 and 25) and a nearly identical claim (claim 1), PAN cannot
credibly contend that it filed this petition for any reason other than harassment. In
fact, when given the opportunity to explain why the Petition was not filed to harass
Centripetal, PAN could not muster any response other than that “the *856 patent is
part of a set of patents that have been asserted against others in the industry” and
that PAN is now competing against those entities. Paper 9 (Prelim. Reply) at 1-2.
PAN did not (or could not) explain why it challenged the *856 Patent while the
Cisco judgment was on appeal when it would have opportunities to challenge the
’856 Patent if and when Centripetal accused PAN of infringement. Id.

The Board nevertheless faulted Centripetal for not “substantiating” its
common-sense observation that PAN seeks to leverage this IPR against Centripetal
in its own unrelated litigation rather than for any goal aligned with those of the
AIA. ID at 21. That was error. Patent owners will rarely if ever have access to

direct evidence of bad-faith motivation in view of the limited discovery available
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in IPR proceedings. The Board, therefore, should put the onus on petitioners to
explain why facially abusive tactics are actually legitimate uses of the IPR process,
worthy of expending the Board’s finite resources and potentially overriding the
judgment of an Article III court.

This case is just the latest in a string of cases arising out of a controversial
Board decision that expressly and wrongly opened the door to this abusive strategy
employed by PAN. OpenSky Indus., LLC v. VLSI Tech. LLC, IPR2021-01064,
Paper 17 at 13 (P.T.A.B. Dec. 23, 2021) (finding it “reasonable for OpenSky to
take interest in the *759 patent after a substantial damages award, and choose to
challenge the patent at that time.”). At least two Senators expressed concern about
the Board’s willingness to entertain these tactics. Letter from Sens. Hirono and
Tillis to Director Vidal (Apr. 27, 2022) (“The PTAB’s decisions to endorse this
scheme [of petitioners bringing proceedings to manipulate the USPTO for their
own financial gain] are troubling and undermine the USPTOQO’s recent efforts to
ensure post-issuance proceedings are not used to harass patent owners.”). In
response, Director Vidal promised that she would be “revisiting its related
practices and procedures to make clear that abuses of the IPR process would not be
tolerated.” Letter from Director Vidal to Hirono and Tillis (May 27, 2022).
Following through on that promise, Director Vidal granted sua sponte Director

review of the OpenSky case in view of the “novel issues of law and policy, as well
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as issues of particular importance to the Office and the patent community” raised
by OpenSky’s abusive tactics. OpenSky, Paper 41 at 1 (P.T.A.B. June 7, 2022).

This case presents a similar kind of harassment: A Petitioner having no
interest in the challenged patent filed an IPR petition on the heels of a full district
court litigation and large damages award in order to pressure the patent owner to
make concessions in an unrelated case. In fact, PAN’s tactics here are even more
pernicious than OpenSky’s because this case involves two industry giants teaming
up to crush a disruptive startup after one of those giants brazenly stole the startup’s
technology. The Board should not countenance this tactic because it serves no
public policy goal and, instead, exercise its discretion to deny this petition.

2. The AIA’s Permissive Standing Rules do not Justify
Instituting an IPR that Undermines the AIA’s Goals

The Institution Decision in this case accords undue weight to the lack of a
statutory standing requirement for IPR. See ID at 20. “The Director is permitted,
but never compelled, to institute an IPR. And no petitioner has a right to such
institution.” Mylan Lab’ys Ltd. v. Janssen Pharmaceutica, N.V., 989 F.3d 1375,
1382 (Fed. Cir. 2021), cert. denied, 142 S. Ct. 874 (2022); see also Cuozzo Speed
Techs., LLC v. Lee, 579 U.S. 261, 273 (2016) (citing 35 U.S.C. § 314(a)). The
Board should always consider the totality of the circumstances when exercising its
discretion to police gamesmanship, and a district court adjudication should suffice

to satisfy the public’s interest in patent quality. Any remaining private interests

_8-
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can be addressed if a party is sued. The totality of the circumstances here favor
denial.

The fact that anyone may file an IPR petition does not mean that public
policy favors entertaining all such petitions in view of the goal to achieve
“fundamental fairness of the process for all parties,” Gen. Plastic, IPR2016-01357,
Paper 19 at 18, as well as to promote the “integrity of the system,” Fintiv,
IPR2020-00019, Paper 11 at 6. Placing bounties on Article III judgments advances
neither the integrity of the patent system nor fairness. It also raises significant
separation-of-powers concerns. See Plaut v. Spendthrift Farm, Inc., 514 U.S. 211,
218-19 (1995) (the judicial department is granted “the power, not merely to rule on
cases, but to decide them, subject to review only by superior courts in the Article
IIT hierarchy—with an understanding, in short, that ‘a judgment conclusively

299

resolves the case’”). The Administration should not act as a de facto appellate
body to check district court judgements, and administrative proceedings should not
be manipulated to upend Article III judgments.

Disruptive startups already face long odds against well-capitalized and
deeply entrenched incumbents. Permitting this type of harassment will only serve
to discourage innovators and depress investments in research-and-development

intense startups, which undermines the goals of the IPR system. See H.R. Rep. No.

112-98, pt. 1, at 48 (recognizing “the importance of quiet title to patent owners to
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ensure continued investment resources”). PAN’s challenge to the *856 Patent
cannot fairly be characterized as anything other than harassment, and the Board
should send a message that it will not enable these types of opportunistic tactics.
B. The Board Misapprehended Buruganahalli’s Teachings,
Overlooked Arguments Anticipating Those Misapprehensions,

and Instituted Trial on Based on Arguments and Evidence not
Cited in the Petition

Rehearing is particularly warranted in this case because the Board
overlooked a plain inconsistency in its own Institution Decision that fully
undermines its conclusion that Buruganahalli discloses applying packet-filtering
rules to encrypted packets without decrypting them first. Specifically, the “firewall
rules/policies” applied to blacklisted packets, which allegedly correspond to the
“packet-filtering rules” of element [1.a], are only applied to decrypted or
unencrypted packets, but not the encrypted packets recited in element [1.g]. The
Board overlooked this inconsistency and Centripetal’s arguments that anticipated
the very mistake that the Board made. The Board then used its misapprehension of
the record to justify giving short shrift to Centripetal’s arguments about harassment
and objective indicia of nonobviousness.

The inconsistency in the Institution Decision stems from the Board
confusing what Buruganahalli’s system does when it encounters a whitelisted
packet (it forwards the entire encrypted stream without decrypting or filtering

encrypted packets) with what it does when it encounters a blacklisted packet (it

-10 -
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either blocks the session before any encrypted packets are received or decrypts the
packets prior to filtering the packets using firewall policies/rules).! Although the
Board relied upon firewall policies/rules associated with Buruganahalli’s blacklist
processing for element [1.a], it pointed to irrelevant disclosures that do not use
these policies/rules for disputed element [1.g]. Compare ID at 60 (relying on
firewall policies/rules that are applied blacklisted packets as the alleged packet-
filtering rules) with id. at 68 (relying on identifying packets to be part of a secure
session without applying these blacklist policies) and 71 (relying on disclosures
related to whitelisted packets and unencrypted blacklisted packets). The Board
overlooked Centripetal’s arguments establishing that Buruganahalli never applies
the identified firewall policies/rules to encrypted packets without decrypting them.
With respect to claim element [1.a], the Board determined that
Buruganahalli discloses packet-filtering rules applied to blacklisted packets. See

ID at 60. However, the “firewall policies/rules” that allegedly satisfy element [1.a]

! Centripetal made this argument in the POPR, but the Board never addressed it.
See POPR at 16-18 (“Importantly, Buruganahalli does not disclose filtering
encrypted packets because communications sessions are either allowed
uninspected, terminated before a session is established, or (if the domain name is

on the blacklist) decrypted prior to filtering.”).

-11 -
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are only applied to encrypted packets after decryption. POPR at 47 (addressing
Pet. at 29-30). Buruganabhalli is not equivocal: “[T]he security policy includes a
whitelist/blacklist policy, and in which a session associated with the network
communications between the client and the remote server are decrypted if the
destination domain is included in a blacklist of the whitelist/blacklist policy.”
Buruganahalli at 7:60-67 (emphasis added); POPR at 51 (same). The Board
appears to have agreed with this analysis insofar as it relates to Buruganahalli’s
Figure 3B. See ID at 70 (acknowledging that Figure 3B’s “security device
performs decryption before filtering any traffic with those policies™).

In determining that Buruganahalli nevertheless discloses applying packet-
filtering rules to encrypted packets without decryption, the Board lost sight of how
and under what circumstances Buruganahalli applies its firewall policies/rules to
encrypted packets. See ID at 68-69 (referring to identifying packets “as belonging
to the session based on a flow lookup”), id. at 70-71 (citing disclosures related to
FIG. 3A). In the “flow lookup” example, Buruganahalli discloses that packets are
identified as part of a flow based on their “IP address and port number,” and only
then does the system check to see “whether any policies can be applied based on
the IP address and port number.” Buruganahalli at 9:25-32; see also id. at 14:21-

36 (when using flow lookups for encrypted packets, packets are identified and then

-12 -
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“SSL decryption is applied” so that “one more policies” can be applied).?

In the Fig. 3A embodiment, Buruganahalli teaches that the firewall can
“apply one or more firewall policies/rules” without “‘having to decrypt’ encrypted
communications.” ID at 71. However, the reason that the encrypted packets do
not have to be decrypted in this scenario is because (1) encrypted packets in
whitelisted sessions are forwarded without applying any packet-filtering rules and
(2) blacklisted sessions are blocked before any encrypted packets are received in
the first place. See POPR at 16-17 (“[I]f a destination domain is on the whitelist...
no filtering takes place as the subsequent traffic is simply forwarded without being
analyzed); id. at 17 ([I]f the destination domain is on the blacklist . . . the secure
connection is not established and thus no encrypted packets are received by the
firewall or filtered . . . .”’). The Board overlooked these arguments about FIG. 3A.
Accordingly, the Board’s Institution Decision is internally inconsistent because the
disclosures that the Board relied upon for disputed element [1.g] do not involve the

application of the firewall policies/rules that allegedly satisfy element [1.a]. The

2 The Board overlooked these arguments about how Buruganahalli’s flow
processing works. See POPR at 18-20 (establishing that Buruganahalli’s policies
are applied only after identifying the flow and after decrypting encrypted data

within the flow); id. at 47-48 (same).

-13 -
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Board overlooked this inconsistency in its decision to institute inter partes review.

The fact that the Board overlooked Centripetal’s arguments and the
inconsistency in its Institution Decision was particularly problematic because it
was used to justify its dismissal of Centripetal’s arguments regarding harassment,
discretionary denial under Fintiv and § 325(d), and objective indicia of
nonobviousness on the basis that the merits of the case were “particularly strong”
or because the Board was under the misapprehension that Buruganahalli disclosed
applying packet-filtering rules to encrypted packets, which it does not. See ID at
21, 29-30, 41-42, 78. Centripetal respectfully requests that the Board grant
rehearing and reverse the Institution Decision on the basis that the panel
misapprehended the disclosures it relied upon to support the Institution Decision,
and overlooked Centripetal’s arguments that anticipated the Board’s mistake.

C. The Board Did Not Give Appropriate Weight to the District
Court’s Unchallenged Determination of Copying

The Board also failed to give appropriate weight to prior judicial fact
findings establishing Cisco’s copying of the ’856 Patent—an objective indicia of
non-obviousness. In a lengthy discussion following an extensive bench trial
including key credibility determinations, the district court expressly found that
Cisco copied the *856 Patent by obtaining Centripetal’s confidential information
and then releasing products incorporating Centripetal’s patented technology. Ex.

1027 at 57, 160-161; see id. at 149-152, 155-157. Despite having access to the
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district court’s opinion and the Preliminary Response that identified the findings
regarding copying, the Board claimed that it lacked information “to evaluate
whether copying occurred.” ID at 78.

The Board should have considered the district court’s determination and the
underlying evidence of copying. In re Baxter Int’l, Inc., 678 F.3d 1357, 1365 (Fed.
Cir. 2012) (USPTO *“ideally should not arrive at a different conclusion” if it faces
the same evidence and argument as a district court). Instead, the Board improperly
gave PAN a pass for not addressing the objective indicia of nonobviousness of
which it was aware. Stryker Corp. v. KFX Med., LLC, No. IPR2019-00817, Paper
10 at 27-29 (P.T.A.B. Sept. 16, 2019) (discretionarily denying institution for
“failure to address the known evidence of secondary considerations™).

The Board also dismissed this evidence of copying on the basis that
Centripetal did not “show sufficiently ‘a nexus to some aspect of the claim not
already in the prior art.”” ID at 78. But this conclusion was based on its
misunderstanding of the Buruganahalli reference discussed in § 11.B, supra. The
Board’s failure to give any significant weight to the district court’s findings on
copying, a fact unchallenged by Petitioner, was error. This error caused the Board
to overlook and misapprehend that the district court opinion in the Cisco case
provided substantial objective indicia of nonobviousness of copying of the 856

Patent that was clearly and directly tied to the challenged claim limitations.
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