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as move them across che screen. The moving part is a simple for loop bccwecn the start and 
end argumems, setting rhe x position to the current loop value. Swapping the images means 
merely testing to see which one is active at any rum of the loop and assigning the ocher one to 

che current image. Finally, at each new frame. you 'll call repaint () and sleep() for a bit. 

Accually, given that during rhis animacion there will be a lot of sleeping of various intervals, it 
makes sense co create a method char docs the sleeping for the appropriate cime interval. Call it 
pause-here's its definition: 

void pause(int time) { 
try { Thread.sleep(time); } 
catch (lnterruptedException e) {} 

} 

Baclno chenekorun() met.hod. To summarize, nekorun () iceraces from the start position to the 
end p~icion. For each rum of che loop, it sets the current x posuion, secs currentimg to the right 
animacion frame, calls repaint ( ), and pauses Got it? Here's the definition of nekorun: 

void nekorun(int start, int end) { 
for (inti= start; i < end; 1+=10) { 

xpos = i; 

} 
} 

// swap images 
if (currentimg •• nekopics[0]) 

currentimg 2 nekopics[1); 
else if (currentimg =• nekopics[1)) 

currentimg = nekopics[0Ji 
else currentimg = nekopics[0J; 

repaint(); 
pause ( 150) i 

Note chat in that second line you increment the loop by ten pi:xcJs. Why ten pixels, and not, say, 
five or eight? The answer is determined mostly through rrial and error co sec what looks right. 
Ten seems co work best for the animation. When you write your own animations, you have co 
play with both the distanas and the sleep times until you get an animation you like. 

Speaking of repaint, lee's cover the paint () method, which painrs each frame. Here che punt () 
method is rriviaUy :>imple; all punt () is responsible for is painting the currenc image ar c:he 
current x and y positions. All char informarion is scored in instance variables, so the punt () 
method has only a single line in it: 

public void paint(Graphics g) { 
g.drawrmage(currentimg, xpos, ypos, this); 

} 

Now let's back up to rhe run() method, where the main processing of chis animation is 
happening. You've created the nekorun() method; in run you'll call chat mechod with the 
appropriate values to make Neko run from the left edge of the screen to the center: 
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----------■~, 
// run from one side of the screen to the middle 
nekorun(0, size().width / 2), 

The second major thing 'eko docs in rhis animation is srop and yawn. You have a single frame 
for each of these things (in positions 2 and 3 in che array). so you don't really need a separate 
merhod for chem. All you need to do is set rhe appropriate image, call repaint (), and pause for 
rhe righr amouor of time. Thu example pauses for a second each time for both stopping and 
yawning-again, using rriaJ and error. Herc's rhe code: 

II stop and pause 
currentl.lng = nekopics[21; 
repaint ( ) ; 
pause ( 1000); 

II yawn 
currentimg = nekopics[3]; 
repaint(); 
pause( 1000); 

Let's move on co che third part of the animation: scrarching. There's no horiz.oncal for chis part 
of the animacion. You alternate berwe~ che cwo scratching images (stored in positions 4 and 
S of che image array). Because scratching is a distinct action. however, lee's create a separate 
method for it. 

The nekoscratch () method cakes a single argument: the number of times to scratch. With chat 
argumenc, you can iterate, and then, inside che loop, alcernare between the two scracching images 
and repaint each rime: 

void nekoscratch(int numtimes) { 

} 

for (inti: numtimes; i > 0i 1· · ) { 
currentimg = nekopics[4J; 
repaint(); 

} 

pause( 150); 
currentl.tllg = nekopics[5J; 
repaint (); 
pause(150); 

lru.ide the run method, you can then caU nekoscratch() with an argumcnr of (4): 

// scratch four times 
nekoscratch(4); 

Onward! After scratching, eko sleeps. Again, you have cwo images for sleeping (in posicions 
6 and 7 of che array), which you'll alcernare a certain number of times. Here's the nekosleep() 
method. which rakes a single number argumcm, and animates for thac many "turns": 

void nekosleep(int numtimes) { 
for (inti= numtimes; i > 0; 1 · • ) { 

currentimg = nekopics(6J; 

Supplied by the British Library 03 Jun 2021, 08 35 (BST) 

205 

IPR2022-00518 Page 00102



a More Animation, Images, and Sowul 

206 

} 

repaint(); 
pause(250); 
currentimg = nekopics(7); 
repaint(); 
pause(250); 

Call nekosleep in the run () method like chis: 

// sleep for 5 ·turns• 
nekosleep(5); 

Finally, co finish off the applec, eko wakes up and mns off to the righc side of the screen. awake 
up is your last image in che array (position eighc), and you can reuse the nekorun method co finish: 

// wakeup and run off 
currentimg = nekop1cs(8); 
repaint(); 
pause(500}; 
nekorun(xpos, size().width + 10)i 

T here's one more chi ng left co do co finish che applet. The images for rhe an imacion all have whi cc 
backgrounds. Drawing those images on the default applet background (a medium grey) means 
an unsightly white box around each image. To get around che problem, merely set the appler's 
background to white at che srarr of the run ( ) method: 

set Background(Color.white); 

Got all chat? There's a lot of code in this applet, and a lot of individual methods co accomplish 
a rather simple animation, but it's not all char complicated. The heart of ic, as in the heart of all 
Java animations, is co sec up the frame and rhen call rep a int ( ) co enable the screen co be drawn. 

Note char you don't do anything co reduce che amount of flicker in mis applec. lr cums out that 
the images are small enough, and the drawing area also small enough, that flicker is nor a problem 
for this applet. I e's always a good idea to wriceyouranimacions co do the simplest rhingfirsr, and 
then add behavior co make chem run cleaner. 

To finish up chis section, Listing 11.3 shows rhe complete code for che Neko applet. 

Listing 11.3. The f""t.uol N cko apple t. 
1 : import 1ava.awt.Grapti1cs; 
2: JJDport java.awt.Image; 
3: l.fflport Java.awt.Color; 
4 : 
5: public class Neko extends java.applet.Applet 
6: i.mplements Runnable { 
7 : 
8: Image nekopics[) = new Image{9); 
9: Image current1mg; 

11: Thread runner; 
11 : int xpos; 
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--------------------·· ,~, 
12: int ypos = 50; 
13: 
14: public void init() { 
15: String nekosrc[] = { "right1 .gif", "right2.gif" , 
16: •stop.git", •yawn.git ", "scratch1 .git •, 
17: ·scratch2.gif","sleep1.gif", •s1eep2.gif" 1 
18: ·awake.git " }; 
19: 
2e: for (int i=0; i < nekopics.length; i++) { 
21: nekopics[il = getimage(getCodeBase(), 
22: "images/"+ nekosrc[i]); 
23: } 
24: } 
25: public void start() { 
26: if (runner== null) { 
27: runner= new Thread(this); 
28: runner.start(); 
29: } 
38: } 
31: 
32: 
33: 
34: 
35: 
36: 
37: 
38: 
39: 
48: 
41: 
42: 
43: 
44: 
45: 
46: 
47: 
48: 
49: 
se: 
51: 
52: 
53: 
54: 
55: 
56: 
57: 
58: 
59: 
68: 
61; 
62: 
63: 
64: 
65: 
66: 

public void stop() { 
if (runner l= null) { 

runner .stop(); 
runner= null; 

} 
} 

public void run() { 

setBackground(Color.white); 

II run from one side of the screen to the middle 
nekorun(0, size().width / 2); 

// stop and pause 
currentimg = nekopics[2]; 
repaint (); 
pause(1000); 

// yawn 
currentimg ~ nekopics(3]; 
repaint(); 
pause( 1000); 

// scratch four times 
nekoscratch(4); 

// sleep for 5 "turns• 
nekosleep ( 5); 

// wakeup and run off 
currentimg = nekopics(BJ; 
repaint( ); 
pause(500); 
nekorun(xpos, size().width + 10); 
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Li tin~ 11.3 . •· onlinut·d 
87: } 
88: 
69: 
71: 
71 : 
72: 
73: 
74: 
75 : 
76: 
77: 
78: 
79: 
80: 
81: 
82 : 
83 : 
SA: 
85: 
86: 
87: 
88: 
89: 
99: 
91 : 
92: 
93: 
94: 
95: 
96: 
97: 
98: 
99: 

118: 
111 : 
112: 
113: 
184: 
105: 
186 : 
117 : 
118: 
119: 
118: 
111: 
112: } 

void nekorun(int start, int end) { 

} 

for (lllt i = start; 1 < end; 1 +• 10) { 
xpos = i; 
fl swap images 
if (currentimg ~= nekopics(0J) 

currentimg = nekopics(l J ; 
else if (current1mg = nekopics(t)) 

current1.lllg = nekop1cs(0J; 
else currentimo = nekopicsf0J ; 
repaint(); 
pause(150); 

void nekoscratch(int numtimes) { 
for (inti= numtimes; i > 0; l ·•) { 

currentimg = nekopics(4 ); 
repaint(); 
pause ( 150) ; 
currentimg = nekopics[SJ; 
repaint(); 
pause ( 150 ) ; 

} 
} 

void nekosleep(int numtimes) { 
fo r (int i= numtimes; 1 > 0; i •• ) { 

currentimg = nekop1cs[6); 
repaint(); 

} 

pause ( 250) ; 
currentimg • nekopics(7); 
repaint (); 
pause(250); 

void pause(int time) { 
try { Thread.sleep(time); } 
catch (InterruptedException e) {} 

} 

public void paint(Graph1cs g) { 
g .drawI age(currentimg, xpos, ypos, this); 

} 
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------------------ai1·· ,~,, 
Retrieving and Using Sounds 

Java has built-in support for playing sounds in conjunccion with running animations or for 
sounili on their own. In fact. support for sound, like support for images, is builc inco che Applet 

and awt classes. so using sound in your Java applets is as easy as loading and using images. 

Currcndy, rhe only sound format that Java supporcs is Sun's AU format, sometimes called 
µ-law formar. AU files rend robe smaller than sound files in ocher formats, but rhc sound quality 
is not very gooJ. ff you're especially concerned wich sound qualicy, you may wane your sound 
clips co be references in che traditional HTML way (as links ro external files) rather than included 
in a Java applet. 

The simplesrway co retrieve and play a sound is through the play() method, pan: of rhe Applet 

class and therefore available ro you in your applers. The play () method is similar ro chc get Image 
method in rhat it cako one of rwo forms: 

play() wid1 one argument, a URL object, loads and plays che given audio dip at thac 
URL. 

play( J w1th cwo arguments, one a base URL and one a pathname, loads and plays that 
audio file. The first argunient can most usefully be either a call co getDocumentBase() 
or getCodeBase (). 

For example, the foUowing line of code retrieves and plays the sound meow.au, which is 
contained m the audio dircct0ry. The audio directory, in rum, is located in the same directory 
as chts applec: 

play(getCodeBase(), •audio/meow.au"); 

The play ( ) method recrieves and plays the given sound as oon as possible after ir is called. If 
ir can'r find rhc sound, you won't gee an error; you just won't get any audio when you expect 
ic. 

If you want co play a sound repeatedly, scan and scop the sound dip, or run the dip as a loop 
(play irover:rnd over), things areslighclymorecomplicaced-butnoc much moreso. In chis case, 
you use che applet method getAudioClip () co load the sound clip into an instance of the class 
AudioClip (part of java.applcc-don'c forget co import ir) and then operate direcdy on that 
AudioClip object. 

Suppose, for example, that you have a sound loop that you want co play in the background of 
your applet. T n your initialization code, you can use chis line to get the audio clip: 

Audi0Cl1p clip= getAud10Clip(getCodeBase(), 
•audio/loop.au"); 

Then, co play che dip once, use rhe play () method: 

clip.play(); 
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To stop a currently playing sound clip, use me stop() method: 

clip. stop(); 

To loop the clip (play it repearedly), use me loop() method: 

clip.loop( l; 

If chc getAudioClip mechod can'c find che sound you indicate, or can't lo.td it for any reason, 
cir rerums null. I r's a good idea co cesc for chis case in your code before trying co play che audio 
clip, because crying co call chc play (), stop (), and loop () methods on a null objeet will result 
in an error (acruaUy, an exception). 

1n your applet, you can play as many audio clips as you need; all chc sounds you use will mix 
cogether properly as they are played by your applet. 

Note chat if you use a background sound-a sound clip chac loops rcpeacedly-chac sound dip 
wiU not stop playingaucomaticallywhen you suspend che applec's thread. This means rhaceven 
if your reader moves co another page, che ftrsc applet\ sounili will continue co play. You can fix 
chis problem by stopping the appler's background sound in your stop() method: 

public void stop() { 
if (runner I: null) { 

} 
} 

if (bgsound I= null) 
bgsound.stop(); 

runner.stop(); 
runner = null; 

Listing 11.4 shows a simple framework for an applet that plays cwo sow1ds: the first, a 
background sound called loop.au, plays repeatedly. The second, a horn honking (beep.au) plays 
every five seconds. (I won't bother giving you a picture of chis applet, because it doesn't actually 
display anything other than a ~imple sering to che screen). 

Listing 11.4. The AudioLoop 111-Jplct. 

1: import java.awt.Graphics; 
2: import java.applet.Audi0Cl1p; 
3 : 
4: public class Audioloop extends Java.applet.Applet 
5 : implements Runnable { 
6: 
7: AudioClip bgsound; 
8: AudioClip beep; 
9: Thread runner; 

18: 
11: public void start() { 
12: if (runner= null) { 
13: runner= new Thread(this); 
14: runner.start(); 
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15: 
16: 
17: 
18: 
19: 
29: 
21: 
22: 
23: 
24: 
25: 
26: 
27: 
28: 
29: 
38: 
31: 
32: 
33: 
34: 
35: 
36: 
37: 
38: 
39: 
41: 
41: 
42: 
43 : } 

} 

public void stop() { 
if (runner 1~ null) { 

if (bgsound I • null) bgsound = null;} bgsound.stop(); 
runner . stop (); 
runner"' null; 

} 
} 

public void 1nit() { 

} 

bgsound = getAud1OCl1p(getCode8ase(),•audio/ loop.au•); 
beep= getAud10Clip(getCodeBase(), •audio/ beep.au· ) ; 

public void run() { 

} 

if (bgsound I • null) bgsound.loop(); 
while (runner t - null) { 

} 

try { Thread.sleep(5000); } 
catch (InterruptedException e) {} 
if (bgsound I = null) beep.play(); 

public void pa1nt(Gr aph1cs g) { 
g.drawString ( •P1ay1ng Sounds .... •, 10, 10) ; 

} 

Sun's Aniniator Applet 
Because most Java animations have a Joe of code in common, being able co reuse alJ thac code 
as much as possible makes creaung animations with images and sounds much easier, parricuJar 
for Ja'-a developers who aren'ra.s good at the programming side of Java. For juscthis reason, Sun 
provLdes an Animator c.l~ as part of che standard Java relefilc. 

The Animator applet provid~ a simple, general-purpose animation interface. You compile rhe 
code and create an HTML file with the appropriate parameters for the anjmacion. Using che 
Animacor applet, you can do rhe following: 

Creare an animarion loop, that is, an animation that plays repeatedly. 

Add a soundrrack ro che applet. 

Add sounds to be played ac individual frames. 

1 ndicace the speed at which the animation is co occur. 

Specify che order of the frames in the animation-which means that you can reuse 
frames char repeat during rhc course of che animarion. 
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Even if you don't incend co use Sun's Animator code, it's a great example of how animations 
work in Java and c.he sorrs of' clcvcr tridcs you can use in a Java appler. 

The Animator class is part of che Java dismbucion (in rhe demo directory), or you can find our 
more information about it ac c.he Java home page, http: // j ava. sun .com. 

More About Flicker: Double-Buffering 
Yesterday, you learned rwo simple ways to reduce flickering in animations. Although you 
learned specifically about animations using drawing, flicker can also result from ammarions 
using images. ln addition to c.he rwo fl icker-reducing methods described yesrerday, chere is one 
other way co reduce flicker in an application: double-buffering. 

f\t"• Wich doubk-bufferi11g, you crcace a second surface (offscreen, so ro speak), do all your 
TEil_~ painting to that offscreen surface, wd then draw the whole surface ac once onto chc actual 

applet (and onco the screen) at the end- rather than drawing m the applec's actual graphics 
surface. Because all the work acrually goes on behind the scenes, there's no opportunity for 
incerim pans of the drawing process co .ippear accidentally and disrupr the smoorhness of the 
animation. 

Double-buffering isn't always the best solution. If your applet is suffering from flicker, rry 
overriding updat e () and drawing only portions of the screen first; [bat may solve your problem. 
Double-buffering is less efficient chan regular huft"ering, and also takes up more memory and 
space:, so if you can avoid it, make an effort co do so. lo rerms of nearly eliminating animation 
flicker, however, double-buffering works excepcionaJly well. 

Creating Applets with Double-Buffering 
To create an applet char uses double-buffering. vou need rwo things: an offscreen image to draw 
on and a graphics concex.r for that image. Those rwo together mimic the effocc of che applec's 
drawing surface: the graphics concexr (an inscanccofGraphics) co provide the drawing methods, 
such as drawi mage and drawstring, and the Image to hold the docs that get drawn. 

There are four major seeps ro adding double-buffering co your applet. Fine, your off.c;creen image 
and graphics context need to be scored in instance variables so that you can pass them to the 
paint () method. Declare the following instance variables in your class definition: 

Image offscreen imagei 
Graphics ottscreenGraphicsi 

Second. during che initialization of the applet, you 'U create an Image and a Graphics object and 
assign them to these variables (you have to wan until inicialization so you know how bjg they're 
going co be). Thecreatel age() method gives you an inscanceof Image, which you can ch~n send 
the getGraphics ( ) method in order to get a new graphics conccxr for char image: 
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oftscreenimage = creatermage(s1ze().w1dth, 

size() .height); 
ottscreenGraphics • offscreenrmage.getGraph1cs(); 

Now, whenever you have to draw ro chc screen (usually in your paint () method), rather than 
drawing co paint's graphics, draw co rhcoff..creen graphics. For example, to draw an image called 
1mg at position 10, 10, use this line: 

offscreenGraphics.drawimage(img, 10, 10, this); 

Finally, at the end of your paint method. after all chc drawing ro the officreen image is done, 
add the following line to place the offscrcen buffer on to the real screen: 

g.drawimage{oftscreenimage, 0, 0, this); 

Of course, you mosr likely will wane co override update () so rhac it doesn 'c clear che screen 
becween paintings: 

public void update{Graph1cs g) { 
paint(g); 

let's review those four sttps: 

Add instance variablt:!) co hold the im.tge and graphics contexts for the offscreen 
buffer. 

Create an image and a gr.iphics concexc when your applet is inirialized. 

Do all your applet paiming co the officreen buffer, nor the applec's drawing sllrface. 

At tht. end of your paint method, draw che officrecn buffer co the real screen. 

An E x ample: Chec kers R e visited 
Y~cerday's example featured the animared moving red oval co demonstrate animation flicker 
and how LO reduce it. Even with rhe operations you did yesterday, however, che Checkers applet 
still flashed occasionally. lets revi~e that applet to include double-buffering. 

Firsr, add rhe instance variables for the offscreen image and irs graphics conrexr: 

I•age offscreenimg; 
Graphics offscreenG; 

Second, add an init mc:rhod ro initialize the offscreen buffer: 

public void 1n1t() { 

} 

offscreenimg # createlmage(size().width, 
sne () . height) ; 
oftscreenG = offscreenimg.getGraphics(); 
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Third, modify chcpaint() method co draw to cheoffscreen buffer insceadofro che main graphics 
buffer: 

public void paint(Graphics g) { 

} 

II Draw background 
offscreenG.setColor(Color.black); 
offscreenG.fillRect(0, 0, 100, 100) ; 
offscreenG.setColor(Color.white); 
offscreenG.fil1Rect(100, 0, 100, 100); 

// Draw checker 
offscreenG.setColor(Color.red); 
offscreenG.fillOval(xpos, 6 1 90, 90); 

g.drawimage(offscreenimg, 0, 0, this); 

Non. tha1 you're srill dipping rhc main graphics rectangle in rhc update () method, as you did 
yesterday; you don't have ro change that pan. The only pare chac is rd~ant is char final paint 
method wherein everything is drawn offscreen before finally being displayed. 

Sununary 
Three major topics were che focus of today's lesson. First, you learned about using images in your 
applcrs-locacing chem, loading chem, and using the drawlmage() method ro display chem, 
either at chcir normal size or scaled to differenr sizes. You also learned how ro create animacions 
usmg images. 

Secondly, you learned how rouse sounds, which can be included in your applets any time: you 
need them-at specific moments, or as background sounds cha, can be repeated while the applet 
executes. You learned how co locate, load, and play sounds both using the play{) and the: 
getAudioClip () methods. 

Finally, you learned about double-buffering, a cechnique chac enables you virtually to eliminate 
fljcker in animarions, ac some expense of animation efficienq and speed. Using images and 
graphics concexcs, you can create an offscreen buffer co draw co, the resulc of which is then 
displayc.-d co the screen ar che last possible momenL 
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Q&A 

Q In the Neko program, you put the image loading into the init( ) method. It 
seems to me that it might take Java a long time to load all those images, and 
became i n i t () isn't in the main thread of the applet, there's going to be a 
distinct pause there. Why not put the image loading at the beginning of the run() 
method instead? 

A There are sneaky chings going on behind the scenes. The getimage() method doesn't 
acruaHy load rhe image; in face, ic rerurns an Image object almost instantaneously, so ir 
isn't caking up a large amount of processing time during iniciafo.ation. The image data 
that getimage() points co isn'c actually loaded until rhe image is needed. This way, 
Java doesn' t have co keep enormous images around in memory if the program is going 
ro we only a small piece. Instead, it can just keep a reference to chat dara and retrieve 
whac ir needs larer. 

Q I wrote an applet to do a background ound using the getAudi oClip () and loop() 

methods. The sounds works great, but it won't stop. I've tried suspending the 
current thread and killing, bur the sound goes on. 

A l mentioned chis as a small note in rhc secrion on sounds; background sounds don't 
run in che main thread of the applet, so if you scop che thread, the sound keeps going. 
The solution i.s easy-in the same method where you stop the thread, also stop the 
sound. like this: 
runner.stop() //stop the thread 
bgsound.stop() //also stop the sound 

Q If I use double-buffering, do I still have to clip to a small region of the screen? 
Because double-buffering eliminates Dicker, it seems easier to draw the whole 
frame every time. 

A Easier, yes, bur less efficient. Drawing only pare of the screen not only reduces flicker, 
it often also limirs the amount of work your applet has to do in the paint () method. 
The faster tht. paint<> method works, the faster and smoother your animation will 
run. Using clip regions and drawing onl) whac is necessary is a good praccice to follow 
in general-not JUSC if you have a problem wich fl icker. 
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The Java Abstract Windo~ving Toolkit 

For the pasl five days you've concenrrarcd on creating applets that do very simple things: display 
cext, play an animation or a sound, or enable very basic interactions with the user. Once you gee 
past char poinc, however, you may wane co starr creating more complex applers that behave like 
reaJ applications, embedded in a Web page-applets that start to look like real GUl applicacions 
with buctons, menus, ccxr fidd~ and other elemcncs of a real application. 

h's chis sort of real work in Java appleu and applications chat Java's Abscracc Windowing 
Toolkit, or A Wf, was d~igned for. You've acrualiy been using chcA WT all aJong, as you might 
have guessed from che classes you've been importing. The Applet class and mosr of the clas.ses 
you've been using chis week are all integral paru of the AWf. ln face, the HotJava browser is 
also written in Java and uses chc A Wf as well. 

fhe A wr provides rhe following: 

A full sec of UJ widge~ and other components, including windows, menus, buttons, 
checkboxcs, text fields, scrollbars, and scrolling lists 

Support for UI "concainers." which can contain other embedded containers or UI 
widget., 

An event system for managing syscem and user events ~tween and among parts of the 
AWT 
Mechanisms for laying out components in a way chat enables platform-indcpcndem 

U1 design 

Today,you'll leamabouchowro use all chescthin~ in your Java applets. Tomorrow,you'll learn 
about creating windows, menus, and dialogs, which enable you co pop up separare windovvs 
from the browser window. In addition, you can use the A Wf in scand-alone applications, so 
evc-rythingyou've learned so far this week can sdl1 be used. If you find cheframeworkof rhe Web 
browser too limiting, you can rake your A WT background and start writing full-A edged Java 
apphcanons. 

Today, however, you'll concinuc focusing on applets. 

Note: This i'i by fut the mo~t complex lesson so far. There's a loc m cover and a lot 
of code co go through today, so if ic scans becoming overwhelming_, you might 
want to take: two days {or more) for this one. 

An AWT Overview 
The basic idea behind the A Wf is chat a Java window is a set of nested components, starting 
from che outermost window all che way down m chc smallest VI component. Components can 
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include chings you can actually see on che screen, such as windows, menu bars, butrons, and text 
fields, and they can also include containers, which in rum can contain ocher componenu. Figure 
13. 1 shows how a ~mple page in a Java browser mighr include several different components, 
aJJ of which are managed through the A Wf. 

This nesting of components within container~ wichin ocher componencs cr<.'atC.S a hierarchy of 
componenrs, from che smallesr checkbox inside an applet co the overall window on Lhe screen. 
The hierarchy of components determines rhe arrangemenr of items on the screen and inside 
ocher items, cheordcr in whichcheyarepainred, andhowcvcntsarepassed from onccomponenc 
ro another. 

Figure 13.1 . 
A WT components. 

Window 

Menubar 

Applet_J~====--.. ... --.ii,.,._-..--~ 
Panel 

More 
panels 

Canvas 
n..:~~~~~~~::flrN Text field 

-.......... --·- .. ---...---·---,,.._______ -••--. a - • ___ ,. ________ _ 
,. _____ .. ....._.,. ______ .,.. __ 

These are rhe major components you can work with in che A Wf: 

Contamers. Conramers are generic A WT components chat can contain other compo­
nents, including ocher containers. The most common form of container i~ che panel, 
which represcn~ a container that can be displayed on screen. Applecs are a form of 
panel (in face, the Applet class is a subclass of the Panel class). 

Ca1w11ses. A canvas is a simple drawing surface. Although you can draw on panels (as 
you've been doing all along), c::mva!<.'S arc good for paiming imag~ or other graphics 
operaaons. 

UI components. These can include burtons, lists, simple popup menus, chcckboxcs, ccst 
fields, and other typical elemencs of a user inrerfaet". 
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C Window construction components. These include windows, frames, menubars, and 
dialogs. These are lisced separately from the other Ul components because you'll use 
these less often-particularly in applers. In applets, the browser provides the main 
window and menubar, so you don't have to use these. Your applet may create a new 
window, however, or you may want co wrire your own Java application chat uses these 

components. 

The classes inside the j av a . awt package are wri rren and organized co mirror the abstract structure 
of containers, components, and individual Ul components. Figure 13.2 shows some of the class 
hierarchy chat makes up the main classes in the A WT. The root of most of the A Wf components 
is the class Component, which provides basic display and event handling fearures. The classes 
Container, Canvas, TextComponent, and many of che ocher UI components inherit from 
Component. Inheriting from the Container class are objects that can contain ocher A Wf 
components--the Panel and Window classes, in particular. Nore that the j ava . applet .Applet 

class, even though it lives in its own package, inherits from Panel, so your applets are an integral 

part of che nierarchy of components in the A WT system. 

Figure 13..2. 
A partial A WT class 
hierarchy. 

Canvas 

Panel 

Applet 

Component 

TextComponent Button 

Window TextFleld 

Frame Dialog 

A graphical user interface-based applicarion char you write by using the A Wf can be as complex 
as you like, with dozens of nested containers and components inside each ocher. AWT was 
designed so that each componenc can play its pare in the overall A Wf system without needing 
co duplicate or keep track of che behavior of other pam in the system. 

The Basic User Interface Components 
The simplest form of A WT component is the basic UI component. You can create and add these 
ro your applet without needing co know anything abour creating containers or panels-your 
applet, even before you stare painting and drawing and hand.ling events, is already an A Wf 
container. Because an applet is a concainer, you can put other A wr components-such as VI 
components or other containers-into it. 
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_ ____________ ,,.,~, 
In this section, you'll learn about the basic LJ1 components: labels, buttons, checkboxes, choice 
menw., and texc fields. In each case, the procedure for creacing the componenc is che same-you 
fusrcreate thecomponenr, and rhcn add it to che panel thac holds it,at which point iris displayed 
on che screen. To add a component co a panel (such as your applet, for example), use the add() 

method: 

public void init() { 

} 

Button b = new Button( "0K")i 
add(b); 

Nore chat where che componenc appears in the panel depends on che layout chat panel is defined 
co have. The default layout for panels such as applets is FlowLayout, with a centered alignmem, 
which means char components are added from left co right in rows, and then row by row as they 
fie, wich each row centered. This explains why some of the examples in chis section look a little 
funny. You'll learn more abouc panels and layouts in che next section. 

Nore also char each of chcse componencs has an ace ion associated with it-char is, somerhing thac 
component docs when 1r's acrivaccd. Actions generally trigger evencs or other activities in your 
applec {often called caJlbacks in ocher windo" coolkits). ln chis seccion, you'll focus on creating 
the components chemselves; you'll learn abour adding actions ro chem lacer in today's lesson. 

On ro the componcnu! 

Labels 
The simplest form of UJ componcm is the label. 

NE\V..,.. Lnbel.r are, c-ffeaivdy, cexr strings thac you can use ro label other Ul componenr5. 
TERM 

The ad van rages thacalabel hasoveranordinaryccxcstringis char it follows che layourof rhegiven 
panel, and you don 'r have co worry about repainting ic every time the panel is redrawn. Labels 
also can be easily aligned within a panel, enabling you co :mach labels to other U[ components 
without knowing exact pixel positions. 

To create a label, use one of che following consrruccors: 

Label () creates an empcy label, with its texr aligned left. 

Label (String) creates a label wirh the given rext string, also aligned lcfr. 

Label (String, int) crcatc.c. a labd with the given cexc sering and the given alignment. 
The availablt: alignments are stored in class variables m Label, making them easier 10 
remember: Label. RIGHT, Label. LEFT, and Label.CENTER. 

The label's fonc is determined by the overall font for the componcnr {as ser by che setFontO 
mechod). 
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Here's some simple code co create a few labels. Figure 13.3 shows how this looks on screen: 

add(new Label("aligned left ")); 
add(new Label("aligned center•, Label.CENTER)); 
add(new Label( ' aligned right " , Label.RIGHT)); 

u Figure 13.3. 
Label.s. aligned left 

aligned center 

aligned rftht 

Once you have a label object, you can use methods defined in the Label class to gee and set che 
values of che text as shown in Table 13.1. 

T a ble 13.1. Labe l method . 

Method Act.ion 

getText () Returns a suing containing this label's text 

setText(String) Changes the text of this label 

getAlignment () Returns an integer representing che aJignmcnc of chis label: 
0 is Label. LEFT, 1 is Label. CENTER, 2 is Label. A IGHT 

setAlignment (int) Changes the alignment of chis label to the given integer-use che 
class variables above. 

Buttons 
The second user imerface component to explore is che burron. 

NE\V.- Buttom are simple ill components chat aigger some action in your interface when they 
TER '\1 are pressed. For example, a calculator applet might have buttons for each number and 

operator, or a dialog box might have bucrons for "OK" and "Cancel." 

To create a bucton, use one of the following constructors: 

Button() creates an empty button with no label. 

Button(String) creates a button with the given string objecr as a label. 
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l 
Once you have a burron objccr, you can gee chc value of the burcon's label by using rhc 
getlabel( l merhod and sec the label using the setLabel(Str1ng) methods. 

Figure 13.4 shows ~ome simple bunons, created using the following code: 

add(new Button( Rewind")); 
add(new Button( "Play•) l; 
add(new Button( "Fast Forward")); 
add(new Button("Stop")); 

Figure 13.4. 
Bunons. 

Check.boxes 

Rewind Fast Forward 

Checkboxcs can he selected or desdecred ro provide opuon.s. 

Stop 

N~"\\-1.- C hrckboxes arc U'-er interface componencs chat have two scares: on and off (or checked and 
TERJ\1 unchecked, .sdecced an<l un.selectcd, true and false, and so on). Unlike buccorn,. checkboxcs 

usually <lon 'r rriggcr direct actions in a UJ buc, instead, arc used ro indicare optional features of 
some ocha action. 

Checkboxes can be used in cwo ways: 

onc.xdu,ivc, meaning char given a series of checkboxes, any of chem an be seleeted. 

- Exdwive, meaning char within one seric.'i, only one checkbox can be selected at a rime. 

The laner kind of chcckbox~ are called radio burcons or checkbox groups. and arc dc.scrilx-J in 
chc next section. 

Noncxclu~ivc checkboxes can be created by using Lhe Check box class. You can create a checkbox 
by using one of the following constructors: 

Check box () creares an empty checkbox, unselected. 

r. Checkbox (String) crcarcs a chcckbox wirh rhe given sering as a label. 

Checkbox (String, null, boolean) crL-atcs a checkbox that is either sdcctc:d or 
unsdecced based on whether the boolean argumem is true or false, respcccively. (J'he 
null is used as a placeholder for a group argument. Only radio bucrons have group-.. as 
you'll le-,un in rhe next section). 

Table 13.2 lLsLS the checkbox methods; Figure t 3.5 shows a few sample chcckbox~ (only 
Underwear is selected). generated using chc: following code: 
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add(new CheckbOX("Shoes")); 
add(new Checkbox("Socks")); 
add(new Checkbox("Pants")); 
add(new Checkbox("Underwear·, 
add(new Checkbox("Shirt")); 

Figure 13.S. 
Check boxes. 

null, true)); 

Table I :-J.2. Chcckhox n1e tbode. 

Method Action 

Shoes 

llSodcs 

Pants 

Underwear 

Shirt 

getLabel() 

setLabal(String) 

Returns a string comaining this checkbox's label 

Changes the rext of the chcckbox's label 

getState() Rerurns true or false, based on whether the checkbox is selected 
or not 

setState(boolean) Changes che checkbox•~ stare ro selecred (true) or unsdecre<l 
(false} 

Radio Buttons 
Radio burcom are a variation on rhe checkhox. 

~ -- Radio buttoll.s have rhe same appearance as checkboxes, but onJy one in a series can be 
TER~l \dccccd .it a time. 

To crc-,m:., series of radio burcons, firsc c:reate an insrance of CheckboxGroup: 

CheckboxGroup cbg: new CheckboxGroup(); 
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Then create: anti add rhc individual checkboxcs, using rhc group as rhe second argument, and 
whether or not char checkbox is .selected (only one in the series c.an be selected): 

add(new Checkbox("Yes , cbg, true); 
add(new Checkbox('no·, cbg, false); 

Here's a simple example (the results of which are shown in Figure 13.6): 

CheckboxGroup cbg = new CheckbOxGroup(); 

add(new Checkbox("Red ", cbg, false)); 
add(new Checkbox("Blue•, cbg, false)); 
add(new Checkbox("Yellow•, cbg, false)); 
add(new Checkbox("Green•, cbg, false)); 
add(new Checkbox("Orange•, cbg, true)); 
add(new Checkbox("Purple", cbg, false)); 

Figure 13.6. 
&ulio buttons. Red 

Blue 

Green 

orange 

Purple 

All the checkbox methods defined in the previou~ section can be used with the checkboxes in 
chc group. In addition, you can use the getCheckboxGroup() and setCheckboxGroup() methods 
to access and change che group of any given checkbox. 

Finally, the getCurrent I) and setCurrent (Checkbox) merhods, defined in the checkbox group, 
can be used l'O ger or sec rhc curremly selected checkbox. 

Cl1oice Menus 
The choice menu is a more complex U1 component than labels, bunons, or checkboxes. 

NE\V.,.. Choice mm.11.sare popup (or pulldown) menus chat enable you ro select an item from chat 
TERI\1 menu. The menu then displays that choice on the screen. 

To c.reare a choice menu, create an instance of che Choice class, and rhen use rhe add Item{) 
lucthod to add individual items co ir in rhe order in which they should appear: 
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Choice c • new Choice(); 

c.addltem(•Apples"); 
c.addltem("Oranges"); 
c.addltem("Strawberries ); 
c.additem(•B1ueberries·); 
c.addltem("Bananas•); 

Finally, add che entire choice menu co the panel in the usual way: 

add(c) i 

figure 13.7 shows a simple choice menu generated from code in the previous example: 

Figure 13.7. 
Cho,cc mmw. Apples 

oranges 

straw berries 
Blueberries 

eana:nas 

Tip: Choice menus allow only one selection per menu. If you want ro decc 
multiple items, use a scrolling lL r in-.tC4d. 

Once your choice menu is created, rcgardle5s of whether it's added to a pand, you can continue 
to add items to chat menu by using che addltem() method. Table 13.3 shows some other 
methods thar may be useful in working with choice menus. 

Table 1 3 . 3 . Choice n'lcnu n1e thodH. 

Method Action 

get Item( int) Recums chc string item at che given position {items inside a choice 

begin at 0, ~me as arrays) 

countlterns() Return!> the number of items in the menu 

getSelectedlndex() Recums the index position of the item chat's sdecced 
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Method Action 

getSelecteditem() Rcrnrns rhe currenrly selected item as a string 

select (int) Selects rhc item ar rhe given position 

select (String) Selects the item with the given srring 

Text Fields 
Unlike the UJ componenu up co chis poinc, which enable you co sdecr only among s~eral 
options co perform an action, text fields allow you Lo encer any values. 

NE\V _. Text fields enable your reader to enter cexc. 
TEHM 

To create a text field, use one of the following constructors: 

TextField() crearcs an empty TextField 0 characters wide. 

TextField(int) c.rcares an empry cexr fidd with the given width in characters. 

TextField(String) creates a cexr field 0 characccrs wide, initialized with the given 
smog. 

TextField(Str1.ng, int) creates a text field with the given width in characters and 
containing the given 'itring. If the string is longer than chc width, you can select and 
drag portions of the text within the field and the box will 'icroll lefr or righc. 

for example, the following I inc creates a text field 30 characters wide with the suing "Enter Your 
Name" as ics .iru.cial concencs. 

TextField tf = new TextField("Enter Your Name•, 30); 
add(tf); 

Tip: Text fidd5 include only the editable field itself. You usually need to include a 
label wich a cc.xi field co indicace what belongs in chat rcxc ftcld. 

Note: Tcxr field arc different from rexr areas; text fidds arc limited in size and are 
be.st used for one-line iccm , whereas tcx-c areas have scrollbars and are better for 
larger text v. indows. Both can be editc.-d an<l enable ~elections wi ch the rnou.,c:. 
You'll learn about text areas later coday. 
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You can also creace a rext field thar obscures the characters typed imo ic-for example, for 
password fields.To do this, firsc create the text field itself, and then use che setEchoCharacter () 
method co set the character chat 1s echoed on che sc.rcen. Herc is an example: 

TextField tf = new TextF1eld(30); 
tf.setEchoCharacter('•'); 

Figure 13.8 shows rhree text boxes (and label~) chat were created by using the following code: 

add(new Label("Enter your Name•)); 
add(new TextField("your name here•, 45)); 
add(new Label("Enter your phone number")); 
add(new TextField(12)); 
add(new Label("Enter your password")); 
TextField t = new TextF1eld(20); 
t.setEchoCharacter('•'); 
add(t); 

Figure 13.8. 
Text fields. 

I your name here 

Enter your Na.me 

Enter your phone numbtr 

Enter your password 

I 
I 

Text fields inherit from the class TextComponent and have a whole suirc of methods, borh 
inherited from thar class and defmed in its own class, char may be useful to you in your Java 
programs. Table 13.4 shows a selection of those methods. 

Table 13.4. Text field llle thod . 

Method Action 

getText() 

setText(String) 

getColumns() 

select(int, int) 

selectAll() 

Rcrums che teer thi\ ccxt fidd contains (~ a sering) 

Pu~ the given cext suing imo the fidd 

Returns the width of chis text fidd 

Sdects the tac ~tween the cwo integer po:iirions (positions 
scan from 0) 

Seleas all che rcct in the fidd 
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Method 

1sEd1table() 

Action 

Rerurns true or false based on whecher che ccx.c is edhable or 
not 

setEditable(boolean) true (the default) enabJes cexr robe edited; false frea.es the text 

getEchoChar() Returns the character used for masking input 

echoCharl sSet () Returns true or false whether che field has a masking character 
or not 

Panels and Layout 
You know at chis poinr rhar an AWf panel can contain UI components or ocher panels. The 
qucsrion now is how chose componems arc acrually arranged and displayed on chc screen. 

ln other windowing syHcms, UI components are often arranged using hard-coded pixel 
measurements-put text fidd cf at 10,30, for exampJe-chc same way you used rhe graphics 
operations ro paint squares and ovals on che screen. In che AWT, the window may be displayed 
on many d ifferen c windowing systems on many differen r screens and with many different kinds 
of fonts with different font metrics. Therefore, you need a more flexible method of arranging 
compont:nrs on the screen so chat a layout chat looks nice on one platform isn 'c a jumbled 
unu~ble mess on anocher. 

For jusr chis purpose, Java has Layour managers, insets, and hints thac each componenc can 
provide for helping lay out the screen. 

'ore char chc nice chingabout A wr componencs and user interface items is thacyou don'r have 
co paint rhem-rhe A WJ' syscem manages aJJ that for you. If you have graphical components 
or images, or you want ro create animations inside panels, you still have to do chat by hand, but 
for most of the basic componems, ail you have ro do is put them on the screen :ind Java will 
handle chc rest. 

Layout Managers 
The accual appearance of the A Wf components on the screen is determined by two things: che 
order in which chey are added co the panel that holds them, and the layout manager chat panel 
is currently using to lay out the screen. The layout manager determines how portions of che 
screen will be sectioned and how components wichin chat pand will be placed. 

Note thac each panel on i.he screen can have ilS own layout manager. By nesting panels wichin 
panel5, and using the appropriate layout manager for each one, you can often arrange your UI 
co group and arrange componcnrs in a way thac is both functionally useful and also looks good 
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on a \'aricty of platforms and windowing sy:.tcms. You'll learn about nesting panels in a lacer 

Se<..UOn. 

The A Wf provides five basic layou[ managers: Flowlayout, Gridlayout, GridBagLayout, 

BorderLayout, and Cardlayout. To create a layour manager fora given panel, use the set layout () 

method for chat panel: 

public void init() { 
setLayout(new FlowLayout()); 

} 

Setting the default layout manager, like crcacing the user interface componcnL'>, is bellt done 

during the applet's inicializ.acion, which is why iL's included here. 

Once the layout manager is set, you can start adding components m che panel. The order in 
which components are added is ofcen significant, depending on whkh layout manager is 
currently active. Read on for information about the specific layout managers and how chey 

present componems within the panel to whic.h they apply. 

The following sections describe the five basic Java A Wf layout managers. 

The FlowLayout Class 
The Flowlayout class is the mosc basic oflayoucs. Using che flow layout, components arc added 
ro chc pane) one at a time, row by row. Tf a component doesn't fit onro a row, ir's wrapped onto 
the next row. The flow layout also has an alignment, which determines the alignment of each 
row. By defaulc, each row is aligned centered. Figure 13.9 shows a flow layout at its best-a 

simple row of buccons, centered on a line. 

Figure 13.9. 
Flow layout. 
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To create a basic flow layout wich a cemered alignment, use the following line of co<lc in your 
panel's inirializacion (because this is the default pane layout, you don't need co include this line 
if that is your imem): 

setLayout(new Flowlayout()); 

To creace a How layour with an alignmcm other than centered, add the FlowLayout. RIGHT or 
FlowLayout. LEFT class variable as an argument: 

setlayout(new FlowLayout(FlowLayout.LEFT)); 

You can also set horizontal and vertic.'\I gap values by using.flow layouts. The gap is the number 
of pixels between components in a panel; by defau]r, the horizontal and venicaJ gap values are 
three pixels, which c.an be very close indeed. Horizontal gap spreads our components co the left 
and ro the right, vertical gap ro the cop and bottom of each componem. Add integer argumen~ 
ro the flow layou r conscruccor to increase the gap (a layout gap ofl O points in both che horizon cal 
and vertical directions is shown in Figure 13.10): 

setlayout(new Flowlayout(Flowlayout.LEFT), 18, 10)i 

Figure 13.10. 
Flow layout wirh a gap of 
JO points. 

Grid and Grid Bag Layouts 
Grid layouts use a layout char offers more conuol over che placement of componen~ iruide a 
panel. Using a grid layout, you porrion off che area of the panel into rows and column~. Each 
component you then add to the panel i~ placed in a "cell" of rhe grid, scarring from the top row 
and progressing through each row from left ro righc (here's where the order of calls co rhe add() 

mechod are very relevant to how che screen is laid our). By using grid layouts and nested grids, 
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you can ofren approximate the use of hard-coded pixel value~ co place your U1 components 
precjsely where you wam chem. Figure 13. 1 I shows a grid layout with three columns and three 
rows. 

Figure 13.11. 
Grid layout. 

one 

four 

J 

I! 
I 

two three 

·--

five 

To create a grid layout, indicate the number of rows and columns you wanr the grid co have when 
you crcare a new instance of rhe GridLayout class: 

setLayout(new Gridlayout(3, 3))i 

Grid layou~ can also have a horizontal and vertical gap between components; co create gaps, add 

those pixd values: 

setlayout(new Gridlayout(3, 3, 10 1 15)}; 

Figure 13.12 shows a grid layout with a 10-pixd horizontal gap and a 15-pixd verrical gap. • 

Grid bag la you cs, as implemented bytheGridBagLayout class, are viilfiacions on grid layouts. Grid 
bag layoucs also enable you co layout your us~r incerfucedemencs in a reaangulargrid, but with 
grid bag layoutS you have much more c.onuol over the presemarion of each element in the grid. 
Grid bag layoucs use a helper class, Gn.dBagConstra1nts, ro indicate how each cell in the grid is 
co be formarccd. 

Note: The GridBagLayout and Gr1CfBagConstra.1nts classes ,,.ere added co chc Java 
Developer's Kit just before 1hi book ,-.cnt to press. For a much bercer descripdon 
of grid bag layou~. see rhe API documenration for chmc clas ~ t:hac comes ,,,.ith 
the JOK. 
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Figure 13.12. 
Gr1d layouts with horizontal 
and vertical g11p. 

Borde r Layouts 

one 

four 

I 

I 

two three 

Ii 
--

i 

I five 

i 

Border layouts hehave differently from flow and grid layouts. When you add a componenc co 
a pancl that uses a border layout, you indicate its placemem as a geographic direction: north, 
sourh, east, wesc, and center (sec Figure 13.13). The componems around al l rhe edges are laid 

out with :is much size as they need; the component in the cenrcr, if any, gees any space lefr over. 

Figure 13.13. 
Bord-er layout. 
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To use a border layout, you create it as you do the other layoucs: 

setlayout(new Borderlayout()); 
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Then you a<ld the individual componcms by using a ~pecial add () method: the first argument 
co add () is a smng indicating chc position of the component within che layout: 

add("North•, new TextField( "Title", 50)); 
add("South", new TextField("Status", 50)); 

You can also use chis form of add () for che ocher layout managers; the string argument will just 
be ignored if ic's noc needed. 

Bord.er layoucs can also have horizontal and vertical gaps. Noce chat che north and south 
componencs exccnd all chc way to the edge of the panel, so the gap will result in less space for 
rhe ease, right, and cenrercomponcncs. To add gaps co a border layouc, include chose pixel values 
as before: 

setLayout(new Borderlayout(10, 10)); 

Card Layouts 
Card layouts arc different from the ocher layout~. Unlike with chc ocher three layours, when you 
.add components co a car<l layouc, they are noc all displayed on the screen ar once. C...ard layouts 
arc used co produccslidcsbows of components, oneara time. If you'vec..-verused the HypecCard 
program on the Macintosh, you've worked with chc same basic idea. 

Generally when you crcare a card layout, the componencs you add co ir will be other container 
componcncs-usuaJly panels. You can c.hen use cliffcrenc layouts for those individual "cards" so 
char each scn.-cn has its own look. 

When you add each "card .. co the panel, you can give ic a name. Then you can use methods 
defined on the Cardlayout dass co move back and forth berween ditferenc cards in che layout. 

For example, here's how co create a card layouc containing three cards: 

setLayout(ne~ CardLayout()) ; 
Panel one= new Panel() 
add("first·, one); 
Panel two• new Panel() 
add("second•, two); 
Panel three • new Panel() 
add("third", three); 
show(this, •second•); 

Insets 
Whereas horiwntal gap an<l vertical gap are used co determine che amounc of space berween 
components in a panel, insets are used to determine the amount of space around che panel icsdf. 
The insets class provide.~ values for the cop, boccom, left, and righr insets, which are rhen used 
when the panel icself is drawn. rigure 13.14 shows an inset in a Gridlayout. 
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Figure 13.14. 
Insets. 
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To incl udc an i nscr, override the 1nsets ( > method in your class (your Applet dass or ocher dass 
chat serves as a pand): 

public Insets insets() { 
return new Insets{10, 10, 10, 10); 

} 

The arguments co the lnsecs conscruc.cor provide pixel insets for the cop, bottom, left, and righc 
edges of the panel. !'his particular example provides an inset of 10 pixels on all four sides of rhe 
panel. 

Handling UI Actions and Events 
If you stopped reading today's lesson right now, you could go out and create an applet that had 
lots of11rtle UI components, nicd> laid our on rhe screen v.ich rhc proper layour manager, gap, 
and inscrs. If you did stop righr here, however, your applec would be really dull, because none 
of your Ul componencs would actually do anything when chey were pressed or typed inro or 
selected. 

For your UI com ponen rs co do somech ingwhen rhey are acri vared, you need ro hook up che U I's 
action with an operation. 

Testing for an action by a UI component is a form of event management-the chingsyou learned 
yesccrday about events will come in handy here. In particular, UI components produce the 
speciaJ kind of event called an acrion. To incc:rcept an action by any Ul component, you define 
an action () method in your applet or class: 
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public boolean action(Event evt, Ob1ect arg) { 

} 

The action () method should look familiar co the basic mouse and keyboard event methods. 
Like those methods, ir gees passed rhe event object chac represents chis event. lr also gets an extra 
object, which can be of any rype. Whac's char second argument fur? 

The ~econd argument ro rhe action method depends on che UI component chat's generating chc 
event. T he basic definition b that it's any arbicraryargumenc-when a componem genera cc an 
evcnc, ic can pass along any exlra informarion chat might lacer be needed. Because thac exua 
information may be useful for you, 1r's passed on chrough che action() method. 

AJI the basic U f components (except for labels, which have no acrion) tlave diffcrenc actions and 

arguments: 

Buttons create accions when they are selected. and a button's argument is the label of 

the burcon. 

Chcckboxes, both exclusive and nonexclusive, generate actions when a box i11 checked. 

T he argument is alw.iys true. 

Choice menus generacc an acrion when a menu item is selected, and the argument is 

thal item. 

Text fields create action~ when the user presses Rccurn inside char text field. Note chat 
if rhe user tabs ro a diffcrcnr rexr field or uses the mouse to change the input focus, an 
action is 11otgenerated. Only a Return rriggers che acnon. 

Note that with actions, unlike wich ordinary ~ems, you can have many different kinds of objecrs 
generating rhe cvcnc, as opposed to a single evem such as a mouseoown. To deaJ with chose 
different UI components and che acrions they generate, you have to rest for the rypc of object 
chat scnc/creaced che event in the fir:it place inside the bo<ly of your action() method. That 
object 1s scored in the evenr's target instance variable, and you can use the instanceof operator 
ro find our what kind of UI component sent ic: 

public boolean action(Event evt, Object arg) { 

} 

if (evt.target instanceof Textfi eld) 
handleText(evt.target); 

else if (evt.target 1nstanceof Choice) 
handleChoice(arg); 

Although you can handle Ul accions in the body of the action() method, it's much more 
common simply ro define a handler method and call that method from action () instead. Herc, 
there arc two handler methods: one tu handle the acrion on rhe rext field (handleText ()) and 
one co handle the action on rhc choice menu (handleChoice () ). Dependmg on the action you 
wam ro handle, you may also wane co pass on rhe argument from the action. che U1 component 
char sem it, or any other informarion chat the event might concain. 
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Here's a simple applet that has five buttons labeled wiLh colors. The action() method tests for 
a bulton action and then passes off che word to a method called changeColor (), which changes 
che background color of rhe applet based on which button was pressed (see Figure 13.15 to see 
che applet in action): 

import java.awt.*; 

public class ButtonActionsTest extends java.applet.Applet { 

public void init() { 

} 

} 

setBackground(Color.white); 

add(new Button("Red•))i 
add(new Button("Blue")) i 
add(new Button( "Green")); 
add(new Button( "White "))i 
add(new Button( "Black")); 

public boolean action(Event evt, Object arg) { 
if (evt.target instanceof Button) 

changeColor((String)arg); 
return true; 

} 

void changeColor(String bname) { 

} 

if (bname.equals("Red")) setBackground(Color.red); 
else i f (bname.equals("Blue")) setBackground(Color.blue); 
else if (bname.equals("Green")) setBackground(Color.green); 
else if (bname.equals('White")) setBackground(Color.white); 
else setBackground(Color.black); 

Figure 13.15. 

~ ~ I Green 11 White I ~ The ButtonAction applet. 
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Nesting Panels and Co1nponents 
Adding UJ components co individual apple15 is fun, but applc:u begin co turn inco locs of fun 
when you begin working with noced panels. By nesting different panels inside your applec, and 
pa.neb inside cho!>e panels, you can create differenr layouts for different pam of the overall applet 
area, isolate background and foreground colors and fonrs to individual pans of an applet, and 
manage che design of your UI components much more cleanly and simply. The more complex 
the layout of your applet, che more likely you're going ro wanr co use nesccd panels. 

Nested Panels 
Panels, ~ you've already learned, are compon~ncs chat can be accually displayed on c;creen; 
Panel's superclass Container provides rhe generic behavior for holding ocher components inside 
ic. The Applet class, which your applets all inherit from, is a subclass of Panel. To nest ocher 
p:inels inside an applet, you merely creace a new panel and add it co the applet, just as you would 

add any oche r U l component: 

setlayout(new GridLayout(1, 2, 10, 10)); 
Panel panel1 • new Panel(); 
Panel panel2 ~ new Panel(); 
add(panel1); 
add(panel2); 

You can chcn set up an independent layout for chose subpanels and ac.ld AWr components to 
chem (including srill more subpanels) by calling che add () method in th, appropriale panel: 

pane11.setLayout(new Flowlayout()); 
panel1.add(new Button("Up")); 
panel1.add(new Button ( Down)); 

AJrhough you can do all this in a single class. ic's common in applets chat make heavy use of the 
panel~ to factor om the layouc and behavior of the subpanels imo separate cla.c.scs, and ro 
communicarc bccw~n the panelc; by using method calls. You'll look ac an cxcensi\'C example of 
this later on in mday's lesson. 

Event and Nested Panels 
\'v'hen you create appletc; wich nested panels, chose panels form a hierarchy from the outermost 
panel (the applet, usually), to the innermost UI component. This hierarchy is important co how 
each component in an applet inreracrs with the other components in the applcr or with the 
browser that contains rhat applet; in particular, the componenr hierarchy dcrcrmi nes the order 

in which components are painted co the screen. 

More importantly, the hierarchy also affeccs event handling, particularly for user inpuc events 
such as mouse and keyboard events. 
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Events are received by the innermostcomponcm in rhecomponent hierarchy and passed up the 
chain to rhc roor. Suppose, for example, thar you have an appler with a subpanel that can handle 
mouse: evcnUi (using rhemouseoown () and mouseUp() methods) and chac panel con rains a button. 
Clicking on the buccon means th:ir the button receives the evem before the panel does; if the 
burron isn't interested in chat mouseDown (), the event gees passed co the panel, which can then 
proc~ ir or pass ir further up the hierarchy. 

Remember the discussion about chc basic event methods yesterday? You learned that che basic 
event methods all return boolean values. Those boolean values become important when you're 
ralking about handling events or passing them on. 

An event handling mechod, whether it is the sec of basic event methods or cl1e more generic 
handleEvent ( ) , can do one of three things, given any random evem: 

Nor be interested in che event (this is usually true only for handleEvent (), which 
receives all the events generated by the system). If chis is the case, the event is passed 
on up che hierarchy uncil a componenr processes ic (or ic is ignored altogether). In this 
case, the event handling method should return false. 

Inrercept the evenr, process it. and recum true. In chis case, rhe evenr scops with that 
evcnc method. Recall char this is the case with the basic mouseDown () and keyOown () 

methods chat you learned abouc yesterday. 

Intercept the method, process it, and pass it on ro the nexr ~enc handler. This is a 
more unusual case, but you may create a user interface by using nested componems 
that will wanr ro do this. In chis case, che event method should rerum false to pass 
che event on to che next handler in the chain. 

More UI Components 
Once you master the basic VJ components and how co add them ro panels and manage their 
evencs, you can add more VI components. In this seccion, you'll learn abourtcxt areas, scrolling 
lisrs, scrollbars, and canvases. 

Nore char the U1 components in this section do not produce actions, so you can't use che 
action ( ) method ro handle rheir behavior. Instead, you have to 1..1SC a generic handleEvent ( ) 

method to cesr for ~pec.ific. evenrs chac these UT componenrs generate. You'll learn more abour 
chis in the next section. 

Text Areas 
Text areas are like text fields. except they have more functionality for handling large amouncs 

of cexr. Because text fields are limited in srze and don't scroll, they are berrer for one-line 
responses and car enrry. rexc areas can be any given width and height and have scrollbars by 
default, so you can deal with larger amounts of rex-r more easily. 
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To create a ccxc area. use one of the following constructors: 

TextArea() creates an empty text area 0 rows long and 0 characters y,rjdc. Given that a 
cexr area with no dimensions can 't be displayed, you should make sure you change rhe 
dimensions of this new cexr area before adding it to a pand (or just use the next 

constructor instead). 

TextArea (int , int) creates an c:mpry cexc area wich the given number of rows and 
columns (characters). 

TextArea(String) creates a rexr area d isplaying the given sering, 0 rows by 0 columns. 

TextArea (String, int I int) creates a rcxr area displaying the given sering and with 
the given dimensions. 

Figure 13.16 shows a simple ccx_e an.-a generated from the following code: 

String str = •once upon a midnight dreary, while I pondered, weak and weary, \ n• + 
over many a quaint and curious volume of forgotten lore,\n" ~ 

"While I nodded, nearly napping, suddenly there came a tapp1ng,\n° + 
"As of some one gently rapping , rapping at my chamber door.\n" + 
•,• •r 1s some visitor,\" I muttered, \ "tapping at my chamber door •\n 
+ ... i 

add (ne~ TextArea(str,10,60)); 

Figure 13.16. 
A text area. 

once upon a. Midnight drearr., while I pondered, weak and weary, 
over rn&ny l qualm: and cur ou, volume 0ffor9otten lore, 
While I nodded, nevly nappln9i suddenly there came 4 t4Pptn9, 
As of some one gently rapprno, rappln9 a.t my chamber door. 
"'Tis some visitor," 1 mllttered, "tappln9 at my chamber door-
Only this, a.nd nothing more: 

Ah, distinctly I remember it wa.s In the bleak December, 
And each separate dying ember wro tHJht Its ghost upon the floor, 
Eaoerty I wished the morrow;- valnly I had H ughtto borrow 

lle.1• 

~ 

':" 
I\, 

~ 
•~I 

Both cexr areas and cext fidds mhem from the TextCo'Tlponent class. so a lot of the behavior for 
t~t fidds (parricularly gcrti ng and ctti ng text and selections} i~ usable on text areas as well (refer 
to Table 13.4). Texc areas aJso have a number of their own methods th.ac you may find useful. 
Table 13.S shows a sampling of those methods. 

Table 13.5. T~x t are a m e tho ds . 

Method 

getColumns() 

getROWS() 

Action 

Rerurns the widch of chc rcxr area, in characters or 

columns 

Rerurns the number of rows in the text area (not the 
number of rows of text thac the rext area conrains) 
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Method Action 

1nsertText(Str1ng 1 int) lnseru the smng at the given position in the cexc (cext 
positions stare ace) 

replaceText(String, int, 1nt) Replace rhe text between the given inreger posirions 
wirh the new sering 

setLineincrement(1nt inc) Change the increment for how far ro scroll when che 
endpoints of che scroll bar are selected. The default is 1. 

get Line Increment() Rerurns the incremenr for how far ro scroll when the 

endpoints of the scroll bar are selected. 

set Page Increment ( int inc) Change rhe increment for how far ro scroll when the 
inside range of chc scroll bar is selected. The default 
is 10. 

getPageincrement() Recums the increment for how far co scroll when the 
inside range of the scroll bar is selected. 

S c rolling List s 
Remember [he choice menu, which enables you to choose one of several different options? A 
scrolJing lisr is funccionaUy similar ro a choice menu in that ic lees you pick several options from 
a list. Scrolling liscs di!fer in cwo significant ways: 

Scrolling lists arc noc popup menus. They're ljscs of items in which you can choose 
one or more items from a list. Tf the number of items is larger than rhc lisr box, a 
scroUbar is automatically provided so char you can 'iCC rhe other iccms. 

A scrolling list can be defined co accept only one ittrn ac a time (exclusive), or multiple 
items (noncxdusive). 

To Lreate a scrolling list, create an instance of the List class and then add individual iCCII1S co 
chat list. The List class has cwo conscrucrors: 

List () creates an empry scrolling list char enables only one selection at a time. 

List (int, boolean) creates a scrolling list with chc given number of vi~ible lines on 
rhe screen {you're unlimited as co the number of accual icems you c.:an add to the list}. 
The boolean argument indicates whether clus list enables multiple selections (true) or 
not (false). 

After creating a list object, add ircms co ir using rhe add Item() method and chcn add the list 
irsclf co the panel char contains ic. Herc's an example, chc result of which is shown in Figure 
13.17: 

List 1st= new L1st(5, true); 

lst.additem(•Hamlet "); 
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lst.addltem("Claudius"); 
lst.additem("Gertrude"); 
lst.addltem("Polonius"); 
lst.additem("Horatio"); 
lst.additem("Laertes"); 
lst.addlteM("Ophelia"); 

add(lst); 

Figure 13.17. 
A scrolling list. 

Table 13.6 shows some of rhe rnerhod< available to scrolling lists. See the API documentation 
for a complece set. 

Table 13.6. Scrolling list n1~ Lhodi., . 

Method Action 

getltem(int) 

countitems ( ) 

getSelectedlndex() 

getSelectedlndexes() 

getSelecteditem() 

getSelecteditems() 

select(int) 

select(String) 

Rcrurns the sering item at the given position 

Returns che number of items in rhc menu 

Returns the index posinon of chc ircm that'i. i.elecred (used for 
lisrs char enable only single selections) 

Rerurns an array of index positions (used for lists chat enable 
multiple sdecdons) 

Returns che currently sdecrcd irem as a suing 

Rerums an array of strings conraining all che selecled items 

Selects the item ac che given po~icion 

Selects the item wich chac sering 

Scrollbars and Slide rs 
T exr areas and scrolling listl> come with their own scrollbars, which are builc into chose UT 
componcms and enable you co manage both the body of the area or rhe list and its scrollbar as 
a single unit. You can also create individual scrollbars, orshders, ro manipulate a range of values. 
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Scrollbars are used ro select a value becween a maximum and a minimum value. ·1 o change rhe 
current value of chat scrollbar, you can use three different pans of che scrollbar (see Figure 
13.18): 

Arrows on either end, which increment or decrement the values by some small unit (1 
by default). 

A range in che middle, which increments or decrements che value by a larger amount 
(10 by default). 

A box in rhc middle, often called an rlevatoror thumb, who11e posirion shows when; in 
rhe range of values che currem value ii; located. Moving chis box wich che mouse 
causes an ab:.olure change m the value, based on the position of the box wirhin the 
l\<.rollbar. 

Figure 13.18. 
Scrollbar pam. 

Choo~ing any of these visual elements causes a change tn the scrollbar's value; you don't have 
to update anything or handle any even cs. All you have to do is give chc scrollbar a maximum and 
minunum, and Java will handle the rest. 

To create a scroUbar, you can use one of three constructors: 

Scrollbar() c.rcates a scrollbar with 0, 0 as ics initial maximum and inicial minimum 
values, in a vertical orientation. 

Scrollbar (int) creates a scrollbar wich o, 0 as its iniciaJ maximum and initial mini­
mum valu~. The argument represent.~ an orientation, for which you can use the class 
variables Scrollbar. HORIZONTAL and Scrollbar. VERTICAL. 

Scrollbar (int, 1nt, 1nt, int, int) creates a scrollbar with the following arguments 
(each one is an mceger, and must be presenred in this order): 

The first argumenr is che orientation of the scrollbar: Scrollbar. HORIZONTAL and 
Scrollbar.VERTICAL. 
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The second argument is the initial value of the ~crollbar, whi,h ,hould be a vaJue 
berween che scrollbar's ma.ximwn and minimum values. 

The third argumem is the the overall widch (or hcighr, dl'pcnding on chc orientation) 
of the scrollbar's box. In u.~er interface design, a larger box implies chat a larger 
amount of the roral range ts currently showing (applies best co things such as windows 

and re.Kt areas) . 

The fourth and fifth arguments are the minimum and maximum valu~ for the 
scrollbar. 

Here s a simpl~ cXalTlple of a scrollbar char incremcncs a single v.a.lue (~ee Figure 13 .19). The label 
co the left of the scrollbar is updated each time chc scrollbar's value changes: 

import java.awt.•; 

public class SliderTest extends java.applet.Applet { 
Label l; 

} 

public void init() { 
l: new Label("0"); 
add(l); 
add(new Scrollbar(Scrollbar.HORIZONTAL, 1, 0, 1, 100)); 

} 

public boolean handleEvent(Event evt) { 
if (evt.target instanceof Scrollbar) { 

} 

int v = ((Scrollbar)evt.target).getValue()i 
l.setText(String.valueOf(v))i 

return true; 
} 

Figure 13.19. 
A scrollbar. 0 

The Scrollbar class providt.-s several met.hods for managing the values within scrollbars (see 

Table 13.7). 

Table 13. 7. Scrollbar 1n~tl1od . 

Method 

getMaximum() 

getMin1mu111() 

Action 

Returns the maximum value 

Returns the minimum value 
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Method 

getOrientat1on() 

getValue() 

setValue(1tlt) 

Can.vas e s 

Action 

Rerurns the orientation of chis scrollbar: 
0 is Scrollbar. HORIZONTAL, 1 is Scrollbar. VERTICAL 

Returns the scrollbar's currcnr value 

Sets the current value of the scrollbar 

Although you can draw on most A wr componencs, such as panels, canvases do little acq,1 lee 
you draw on chem. They can' t contain ocher components, buc they can ac-ecpc evcncs, and you 
can creare animacions and display images on them. Canvases, in other words, couJd have been 
used for much of che stuff you learned about earlier chis week. 

NE\V• A canvas is a component char you can draw on. 
TERM 

To create a canvas, use the Canvas class and add ic co a panel as you would any other component: 

Canvas can= new Canvas(); 
add(can); 

More UI Events 
Yesterday, you learned about some basic event types that are generated from user input to the 
mouse or the kqboard. These event rypes arc stored in the Event object as the cvenr ID. and can 
be rested for in the body of a handleEvent () method by using class variables defined in Event. 

For many basic events, such as mouse Down () and keyOown (), you can define mcchods for those 
even ts ro handle the evenc directly. You learned a similar mechanism today for Ul actions where 
creating an action () method handled a specific acrion generated by a UI component. 

The mosc general way of managing events, however, continues co be the handleEvent () method. 
For events relacing co scrolJbars and scrolling lists, the only way to intercept these events is to 
override handleEvent (). 

To intercept a specific event, test for chat event's ID. The available IDs arc defined as class 
variables in the Event class, so you can rcsc chem by name. You learned abouc some of the basic 
events yesterday; T ab]e 13.8 shows addironal events chat may be useful ro you for the 
components you've learned about cod.ay (or chac you might find useful in general). 
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Table 13.8. Additional event . 

Event ID What It Represents 

ACTION_EVENT 

KEY_ACTION 

LIST_DESELECT 

LIST _SELECT 

SCROLL_ABSOLUTE 

SCROLL_LINE_OOWN 

SCROLL_LINE_UP 

SCROLL_PAGE_DOWN 

SCROLL_PAGE_UP 

Generated when a Ul component action occurs 

Generated when cex.t fidd action occurs 

Generated when an item ,n a scrolling list is desdccced 

Generated when an item m a scrolling list is sdecced 

Generated when a scrollbar's box has been moved 

Gener.iced when a scrollbar's borcom or left endpoint (bua:on) is 
selccred 

Generated when a scrollbar's top or right endpoint (burron) is 
sdecced 

Generated when che scrollbar's field below (or co che left o.O che 
box is sclecced 
Gcneraced when che ~crotlbar's field above (or co the righc of) che 
box is selected 

A Co1Dplete Example: 
RGB to HSB Converter 

Lee's cake a break here from theory and smaller examples co create a larger, more complc:.x: 
example chac pucs together much of whar you've learned so far. The following applet example 
demonstrates layoucs, nescing panels, crcacing user mcerface components. and catching and 
hand.Jing actions, as well as using multiple classes to pur cogecher a single applet. In short, it's 
che most complc:x: applet you'll create so fu-. 

Figure 13.20 shows the applet you'll be creating in chis example. The ColorTcsc applet enables 
you co pick colors based on RGB (red, green, and blue) and HSB (hue, saruracion, and 
brightness) values. 

Figure 13.20. 
The Co/Qr Test applet. • I ut 
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The Color Test applet has direc main parts: a colored box on the left side and two groups of cexc 
fields on the right. The first group indicaces RGB values, the right, HSB. By changing any of 
the values in any of chc rcxt boxes, the colored box is updared to rhe new color, as are the values 
in the ocher group of text boxes. 

This applet uses rwo classe~: 

ColorTest, which inherits from Applet. This is the controlling class for che applet 
icself. 

ColorControls, which inherits from Panel. You'll create this class co rcpr~em a group 
of three rexc field~ and co handle actions from chose ccxr fields. Two instances of chis 
class, one for the RGB values and one for che HSB ones, will be created and added co 
the applec. 

Let's work ch rough chis step by step, because it'sverycomplicared and can get confming. All the 
code for chis applet will be shown at the end of this section. 

Cre ate the Apple t Lay out 
The bes, way to lltart creating an applec rhac uses A wr components is ro worry about the layout 
first and then worl') about the funccional.icy. When dealing with the layout, you also should sran 
wich che outermost panel first and work inward. 

Making a sketch of your UI desjgn can help you figure ouchow co organize the panels inside your 
appler or window co best rake advantage oflayour and space. Figure 13.21 shows che ColorT est 
applet with a grid drawn over it so thac you can get an idea of how the panels and embedded 
panels work. 

Figu.re 13.21. 
The Color Test applet p,mels 
and components. 

Cre ate the Pane l Lay out 
Let's sran: with the outermost panel- the appler itself This panel has three pan:s: the color box 
on che lefr, rhe RGB rcxr fields in the middle, and the HSB fields on the right. 

Because this •~ che applet, your ColorTest dass will be the applet class and inherit from Applet. 

You'll also import the A Wf classes here (nore char because you use ~o many of them in this 
program, it's e-.i.sie~c co just import che entire package): 
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import java.awt.•; 

public class ColorTest extends java.applet.Applet { 

} 

Lee's scarr wirh rhe ini t () method, where all the basic initialization and layouc cakes place. There 
are four major seeps: 

1. Ser the layout for the big parts of the panel. Although a Aow layout wouJd work, a 
grid layout with one row and rhree columns is a much bercer idea. 

2. Creace the three components of chis applec: a canvas for the color box and cwo 
subpands for che cexc fie.Ids. 

3. Add chose componencs co the applet. 

4. Finally, iniciafo.e the dehulc color and update all the panels to reflect that default 
color. 

Before you do any of chat, let's set up instance variables to hold the three major components of 
chis ~plec. You netd to keep hold of these objects so you can update things when a value changes. 

The color box is easy-ic's just a canvas. CaH it swatch. 

Canvas swatch; 

Now onto che subpanels. There are two of chem, and although they have different labels and 
values, they're essentially the same panel. You could justcrcatecodefureach one here. bucyou'd 
end up duplicating a lot of the same code. This is a perfect opportu.niry, therefore, co create 
another class co represent the subpanels with the text fields on them. Call chem ColorControls 
(you'll get around to creating the class later) and define two variables, rgbControls and 
hsbControls, to hold them: 

COlorControls rgbControls, hsbControls; 

Back 10 the ini t c) method. Step one is the layout. Let's use a grid layout and a gap of ten poinrs 
to separacc each of the components: 

setLayout(new GridLayout(1, 3 1 10 1 19)); 

Step rwo is crcaring the componcncs, the canvas first. You have an instance variable to hold that 
one: 

swatch= new Canvas(); 

You need to creace cwo instances of your as-of-yet nonc:xiscencColorControls panels here as well, 
but you don'c know exactly what you need to create them yet, so lee's puc in some basic 
constructors and fill in the details later. 

rgbControls = new ColorControls() 
hsbControls = new ColorControls(); 
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------------"'' 
Seep chree is adding them co the panel. 

add(swatch); 
add(rgbControls); 
add(hsbControls); 

While you're working on layout, add an inset just for fun-ten points along all che edges: 

public Insets i nsets() { 

} 
return new Insets(10, 10, 10, 10) i 

Gor ir so fur? Now you have a skeleton in1t() method and an insets() method in your 
ColorTest class. Let's move on now rocreacing chesubpancl layouc-co creating that COlorcontrols 
class. 

DefinetheSuhpane~ 
The ColorControls class wiJI have behavior for laying our and handling rhe subpanels char 
represent the RGB and HSB values for rhe color. Color-Controls doesn 'r need co be a subclass 
of Applet because it isn'r acruaJJy an applet, it's just a panel. Define ir co inherit from Panel: 

class Color-Controls extends Panel { 

} 

Note: You can puc the Color-Controls class in the same file as the ColorTest class. 
You haven' t been doing chis so far because rhe applru and applications you've been 
creating had only one class. If you remember way back to Day I, however, you 
learned that you can have multiple class definitions in a single file as long as only 
one of rhosc definitions is declared. public. In this case, the ColorTest dass is 
public (ir's an applec, so it has co be), bur rhe ColorControls class doesn't nttd to 
be, ro everything works out fine. Norm.ally, you'd put ColorControls in a separate 
file, anyway. 

You need a couple of instance variables in this class. The lirsc chlng you need is a hook back up 
co the applet clru. char contains this panel. Why? The applet class is the class thar oversees how 
the subcomponents work,so ic'sgoing to be the class chac updates everything. Evencuaily, you're 
going ro have co call a method in char class ro indicare char something in chis panel has changed. 
Without an accual reference ro char outer dass, chere's no way to do this. So, instance variable 
number one is a reference to the dass Color-Test: 

Col or-Test outerparent; 

If you figure that the applet class is the one that's going to be updating everything, thac class is 
going to need a way co gee hold of che pi~ inside this class. In pa.rcicular, iL's going co be 
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interested in the individual cexc fields, so you're going ro need instance variables ro hold those. 
This creac<..-.; three of them: 

TextField fl, f2, f3; 

Now for the: conscruccor for chis class. Again, this isn't an applet, so you don'c use init(); all 
you need is .i com,cructor method. 

What do you need inside chat consrruccor? You need co sec che layout for che subpanel, create 
chc text fields, and add them ro chc panel. The goal here is co make the ColorCont rols class 
generic enough so that you can use ic for both the RGB fields and the HSB fields. 

The two difTcrenc panels differ in cwo respects: the labels for che ccxc fields, and che initial values 
for the text fields. Thac's six values ro gee before you can create chc object. You can pass chose 
six values in through the conscrucrors in ColorTest. You also need one more. Because you need 
chat hook back co che applet class, you should also pass in a reference co that object as part of 
che conscruccor. 

You now have seven argumencs co che basic constructor for the ColorControls class. Here's the 
signacure for chat constructor: 

ColorControls(ColorTest target, 

} 

String 11, String 12, String 13, 
int v1, int v2, int v3) { 

Given those arguments, you can assign che right values to your inscaru:e variables: 

outerparent • target; 

f1 ~ new TextField(String.valueOf(v1),10); 
f2 • new TextField(String.valueOf(v2),10); 
f3 • new TextField(String.valueOf(v3),10); 

Nore that because the first argurnenr co the Text Field conscrucror is a sering, and the values that 
you passed in were integers, you have co use rhc valueOf () class method (defined in String) to 

convert chc integer to a sering before creating each text field. 

Next, you create the layout for chis panel. You also use a grid layout for these subpanels, as you 
did for the applet panel, bur this time the grid will have three rows (one for each of the rcxr field 
and labd pairs) and r,,.,o columns (one for the labels and one for the fields). 

Given the 3-by-2 grid, you can now add chc text fields and labels to that panel. Note that by 
separating the labels and the cexc fields inco separate cells in the grid, you can align the labels, 
creaung a nice aligned layout. 

add(new Label(l1, Label.RIGHT)); 
add(f1); 
add(new Label(l2, Label.RIGHT)); 
add(f2) j 
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add(new Label(l3, Label.RIGHT)); 
add(f3) i 

FinaHy (because I like insets). you'll inset che concent.s of che subpanel a bir--only on che top 
and bottom edges-by including an insets () method: 

public Insets insets() { 
return new Insets(10, 10, 0, 0); 

} 

You're aJmost there. You have 98 percent of the layout in place and ready co go, but you're 
missing two things: creating the ColorControls objects in ColorTest, and iniciaJizing everything 
so rhac aJl the components have the right values. 

For boch, you need co go back co che ColorTest class and the ini t () method you defined there. 
Let's scan with the initialization pan, because char's easy. The default color is black. Sec up a local 
variable to hold that color object: 

Color theColor = new Color(0, 0, 0); 

To sec the inicial color of the color box, all you need to do is sec its background: 

swatch.setBackground(theColor); 

Now, lee's finally cackle initializing rhose subpanels. The consuuctor for ColorControls h.u 
seven arguments: the ColorTest object, three labels (strings), and three initial vaJues for the: tc:xt 
fields (integers). Ler's do the RGB conuols firsc, because you can easily exuacr the initial red, 
green, and blue vaJues out of the Color object: 

rgbControls = new ColorControls(this, "Red", "Green•, "Blue•, 
theColor.getRed(), theColor.getGreen(), 
theColor.getBlue()); 

Things ger complicated on the HSB side of the pand. The Color class provides you with a 
method co get the HSB values our of a Color object, but the.re aro cwo problems: 

The RGBtoHSB () method is a single class method that insists on returning an array of 
the three values. 

The HSB values are measured in floating-point values. I prefer co think ofHSB as 
incegers, wherein rhc hue is a degree value around a color wheel (0 through 360) , and 
saturation and brightness arc percentages from 0 to 100. Having HSB as imcgcr values 
also enables you co have a generic subpand, as was the intent. 

Initializing the HSB subpanel is going ro be a lirclc difficult. 

First, let's exrract chose HSB values. Given that the method rakes three RGB argumenrs- an 
array of three floats-and retu rns an array of three floacs, you have co go through rhis process 
to gee chose values: 

float[] HSB: Color.RGBtoHSB(theColor.getRed(), 
theColor.getGreen(), theColor.getBlue(),(new float[3J))i 
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Now you have an array of floats, where hsb f 0 J is che hue, hsb ( 1 l is the saruration, and hsb [ 2 J 
is the brighrness. You can now (finally!) initialize the HSB ~ide of the applet, making sure thar 
when you~ those HSB values inro the subpanel, you multiply them by the right values (360 
for the hues, 100 for the saruracion and the brightness) and convert them to integers: 

hsbcontrols = new ColorControls(this, 
•Hue·, ·saturation•, •srightness•, 
(int) (hsb[0) • 360), (int) (hsb( 1 J • 100), 
(int)(hsb[2] • 100)); 

Ready co give up? Fear nor-you've done the hard part. From here, it's (mostly) easy. Once you 
have your layout working, you can compile your Java program and see how it looks. None of 
your UI components acrually docs anything, bur perfecting the layout is haJf che battle. 

Handle the Actions 
After creating the layout, you set up actions with rhc UI components so that when the user 
interacts with the applet, the applet can respond. 

The action of this applet occurs when the user changes a value in any of the mer fields. By causing 
an action in a text field, the color changes, the color box updates to the new color, and the values 
of the fields in the opposite subpand change co reflect rhe new color. 

The ColorTest class is responsible for actually doing the updating, because it keeps crack of all 
the subpanels. You should be cracking .-ind intercepting evenrs in the subpanel in which they 
occur, how~a. Because the accion of the applet is an actual text action, you can use an action () 

method ro intercept ic: 

public boolean action(Event evt, Object erg) { 
if (evt.target instanceof TextField) { 

outerparent.update(this); 
return true; 

} 
else return false; 

} 

In the action () method, you test co make sure che action was indeed generated by a car field 
(because there are onJy cexr fields available, chat's the only action you'll get, bur it's a good idea 
to test for ic anyhow). If so, caJl the update () method, defined in ColorTest, ro update the applet 
to reflect all the new values. Because the oucer applet is responsible for doing all the updating, 
chis is precisely why you need chat hook back co the applet-so you can call the right method 
at the right time. 

Update the Result 
The only part left now is co update all the values and the color swatch if one of the values changes. 
For chis, you define the update () method in the ColorTest class. This update () method takes 
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a single argumenc-che Colorcontrols instance that contains che changed value (you gee chat 
argument from the action() method in che subpanel). 

Note: Won•c rhis update() method jnrcrfere wirh the systc'm•s update() method? 
Nope. Remember, med1ods can have rhe c.amc names, but different ignanm::s and 
ddinirions. Because this update() has a ~inglc: argument of cype Color-Controls, il 
doesn't jmerfere wich the other version of update (). Nonnally. alJ methods called 
update () ~hould mean basically the same thing; it's not rurc here, bur it's only an 
example. 

The update() method is responsible for updating all the panels in the applet. To know which 
panel to update, you need co know which panel changed. You can find our by testing ro s« 
whether the argument you got passed is the same as die subpancls you have stored in rhe 
RGBcontrols and HSBcontrols instance variables: 

void update(ColorControls in) { 

if (in== rgbControls) {//the change was in rgb 

} 
else { // change was in hsb 

} 

This test is die hcan of die update() method. Let's srart with that firsr casc--a number has been 
changed in the RGB text fields. So now, based on lhose new RGB values, you have ro generate 
a new color object and update die values on the 1 [$B panel. To reduce some typing, you create 
a few local vari:tbles ro hold some basic values. In particular, the values of the text fields are 
srrings, and you get inro rhem by accessing the texr field instance variables for the ColorControls 
panel ( f 1, f2, f3) and chen using the get Text () method ro exuacc che accual values. Extract those 
values and score chem jn string variables so rhar you don't have ro keep cyping: 

String v1 = 1n.f1.getText(); 
String v2: in.f2.getText(); 
String v3: 1n.f3.getText(); 

Given chose sering values for RGB, you now create a color object by converting those strings co 
inregers: 

Color c; 
c: new Color(Integer.parseint(v1),Integer.parselnt(v2). Integer.parselnt(v3)); 

Note: This part of the aample isn't very robust; it assumes that the user has indeed 
enceted real numbers inco the text fields. A better version of chis would cesc co make 
sure rhat no parsing errors had occurred (I was crying ro keep rhis example small). 
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When you have a color object, you can update the color swatch: 

swatch.setBackground(c); 

The next seep is ro update the HSB panel co the new HSB values. Doing chis in the init() 
method is no fun ac all, and it's even less fun here. To do chis, you call RGBtoHSB co get the floating­
point values, convert them co integers wirh the right values, convert them ro strings, and then 
puc chem back into chc text fields for che HSB subpand. Got aJl that? Here's che code: 

float[] HSB = Color.RGBtoHSB(c.getRed(),c.getGreen(), 
c.getBlue(), (new float(3J)); 

hsb(0} •= 360; 
hsb( 1) •= 100; 
hsb(2) •= 100; 
hsbControls.f1.setText(String.valueOf((int)hsb(0J)); 
hsbControls.f2.setText(Str1ng . valueOf ((int)hsb(1] )); 
hsbControls.f3.setText(String.valueOf{(int)hsb(2] )) ; 

The second part of the update ( ) method is called when a value on che HSB side of the panel is 
changed. This is the "else" in the if-else chat determines what to update, given a change. 

Believe it or not, it's easier ro update RGB values given HSB than it is ro do it the other way 
around. First, convert the srring values from the HSB text fields to integers by using these lines: 

int f1 • Integer.parseint(v1); 
int f2 • Integer.parselnt(v2); 
int f3 • Integer.parselnt(v3); 

There's a class method in the Color class chat creates a new color objecrwhen given rhr~ HSB 
values. The catch is chat chose values are floats. and they're not the vaJues you currently have. 
To call getHSBColor () (chat's the name of the method), convert the integers ro floats and divide 
by che righc amounts: 

c • Color.getHSBColor((float)f1 / 360, (float)f2 / 100, (float)f3/100); 

Now chat you have a color object, che rest is easy. Sec the color swatch: 

swatch.setBackground(c); 

Then update the RGB text fields with che new RGB values from rhe color objecc: 

rgbControls.f1.setText(String.valueOf(c.getRed())); 
rgbControls.f2.setText(String.valueOf(c.getGreen())); 
rgbControls.f3.setText(String.valueOf(c.getBlue()))i 

The Comple te Source Code 
Listing 13.1 shows the complete source code; often it's easier ro figure ouc what's going on in 
this applet when ic's aJl in one place and you can follow the method calls and how values are 
passed back and forth. Starr with the 1n1 t () method in applet. and go from there. 
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Listing 13. l. The ColorTt>- t apple t . 

1: import java.awt.•; 
2: 
3: public class ColorTest extends 
4 : Colorcontrols rgbControls, 
5 : Canvas swatch; 
6: 

public void in1t() { 

Java.applet.Applet { 
hsbControls; 

7: 
8: 
9: 

Color theColor c new Color(0, 0, 0); 

11 : 
11 : 
12 : 
13: 
14: 
15: 
16: 
17: 
18 : 

float() hsb: Color.RGStoHSB(theColor.getRed(), 
theColor.getGreen(), theColor.getBlue(), 
(new float[3J)); 

setLayout{new GridLayout(1, 3, 19, 10)); 

// The color swatch 
swatch= new Canvas(); 
swatch.setBackground(theColor); 

19 : // the control panels 
2t: rgbControls new ColorControls(th1s, 
21 : "Red·, "Green·, Blue•, 
22: theColor.getRed(), theColor.getGreen(), 
23: theColor.getBlue()); 
24: 
25: hsbControls • new ColorControls(this, 
26: •Hue•, •saturation•, 'Brightness•, 
27: (int)(hsb(0) • 360), (int)(hSb(1) • 100), 
28: {int)(hsb(2) • 100)); 
29: 
31: add(swatch); 
31: add(rgbControls); 
32: add(hsbControls); 
33: 
34: } 
35: 
36: public Insets insets() { 
37: return new Insets( 10, 10, 10 , 10); 
38: } 
39 : 
48: void update(ColorControls in) { 
41: Color c; 
42: String v1 • in.f1.getText(); 
43: String v2 • in.f2.getText(); 
44: String v3 = in.f3.getText()i 
45: 
46: if (in== rgbControls) { // change to RGB 
47 : c • new Color(Integer.parselnt(v1), 
48: Integer.parselnt(v2), 
49: lnteger.parsei nt(v3)); 
SI: swatch.setBackground(c); 
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Listing 13. 1 . continue d 

S1: 
52: 
53: 
54: 
55: 
56: 
57: 
58: 
59: 
68: 
61: 
62: 
63: 
64: 
65 : 
66: 
67: 
68: 
69: 
71: 
71: 
72: 
73: 
74: 
75: 
76: 
77: 
78: 
79: 
81: 
81: 
82: 
83: 
84: 
85: 
86: 
87: 
88: 
89 : 
99: 
91: 
92: 
93: 
94: 
95: 
96: 
97: 
98: 
99: 

188: 
191 : 
112: 
193: 
114: 

} 
} 

} 

float(! HSB = Color.RGBtoHSB(c.getRed(),c.getGreen(), 
c.getBlue(), (new float(31)); 

hsb(0] .,. 360; 
hsb( 1 I •,.. 100; 
hsb[2) . ... 100; 
hsbControls . f1.setText(String.valueOf((int)HSB[0Jl)i 
hsbControls.f2.setText(String.valueOf((int)HSB(1J)); 
hsbControls.f3.setText(String.valueOt((int)HSB[2))); 

else { II change to HSB 
1nt f1 = Integer.parselnt(v1); 
int f2 = Integer.parseint(v2); 
1nt f3 = Integer.parseint(v3); 
c = Color.getHSBColor((float)f1 / 360, 

(float)f2 / 100, (float)f3/ 10e); 
swatch.setBackground(c); 
RGBcontrols.f1.setText(String.valueOf(c.getRed()))i 
RGBcontrols.f2.setText(Str1ng.valueOf( 

c . get Green() ) ) ; 
RGBcontrols.f3.setText(String.valueOf(c.getBlue())); 

} 

class ColorControls extends Panel { 
TextField f1, f2, f3; 
ColorTest outerparent; 

ColorControls(ColorTest target, 

} 

String 11, String 12, String 13, 
int v1, int v2, int v3) { 

this.outerparent: target; 
setlayout(new Gridlayout(3,4,10,10)); 

f1 ~ new TextField(String .valueOf(v1),10); 
f2 = new TextField(String.valueOf(v2),10); 
f3 = new TextField(String.valueOf(v3),10); 

add(new Label(l1, Label.RIGHT)); 
add(f1); 
add(new Label(l2, Label.RIGHT)); 
add(f2); 
add(new Label (l3, Label.RIGHT )); 
add(f3); 

public Insets insets() { 
return new Insets(10,10,0,0); 

} 

public boolean action(Event evt, Object arg) { 
if (evt.target instanceof TextF1eld) { 
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115 : 
116 : 
117 : 
118 : 
119 : } 
111: } 

} 

outerparent.update(this); 
retrue true; 

else return false; 

Sm.nmary 
The Java A WT, or Abstraa Windowing Toolkit, is a package of Java classes and interfaces for 
creaci ng full-fledged access co a window-based graphical user interface system, with mechanisms 
for graphics display, event management, rcxr and graphics primitives, user interface compo­
nents, and cross-platform layout The A Wf is used by the HotJava browser itself for all irs 
functionality. Applets are also an integral pan of the A wr toolkit. 

Today has been a big day; the lesson has brought cogetber everything you've learned up co thi.s 
poinr abouc simple applet management and added aloe more about creating appler.s, panels, and 
user interface components and managing the interactions between all of them. With the 
information you goc today and the few bits char you'll learn tomorrow, you can create cross­
platform Java applications chac do jwt about anything you wane. 

Q&A 
Q You've mentioned a lot about the Co■ponent and Container classes, but it looks 

like the only Contai ner objects that ever get created are Panels. What do the 
Co■ponent and Container cla.sscs give me? 

A Those classes factor out che behavior for components (generic A Wf components) and 
containers (components char can contain ocher components). Although you don't 
necessarily create direa instances of these classes, you can create subclasses of them if 
you wane ro add behavior co the A'WT chac the default classes do nor provide. As with 
most of the Java classes, any rime you need a superclass's behavior, don't hesicare ro 
extend chat class by wing your own subclass. 

Q Can I put a UJ component at a speci.6c x and y position on the screen? 

A By using the exiscing layout managers supplied with the A WT toolkit, no. This is 
actually a good thing because you don' t know what kind of display environment your 
applec will be run under, what kind of fonts are inscaJled, or what kind of foncs are 
being currently wed. By using the layout managers provided with the A Wf, you can 
be reasonably sure char every portion of your window will be viewable and readable 
and usable (fonrs may cawe you trouble). You can' t guarantee anything like chat with 
hard-coded layouts. 
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Q I was exploring the AWf package, and I saw this subpackagc called pHr-. Tbere>s 
also references to the peer classes sprinkled throughout the API documentation. 
What do peers do? 

A Peers are responsible for the placform-specific paru of the AWT. For example, when 
you creace a Java A Wf window, you have an instance of che Window class rhac provides 
generic Window behavior, and chcn you have an instance of a class implementing 
WindowPeer chat creaces the very specific window for chat platform-a mot.if window 
under X Window, a Macincosh-scyle window under the Macintosh, or :1 Windows 95 
window under Windows 95. These «peers" classes also handle communication 
between the window syscem and the Java window itself. By separaring d1e generic 
component behavior (the A Wf classes) from the accual system implemencacion and 
appearance (the peer classes), you can focus on providing behavior in your Java 
application and Ice che Java implementation deal with the platform-specific decails. 

Q Thecc's a whole lot of functionality i.n theAwr that you haven't talked llhout 
here. Why? 

A Given char even a basic inrroduction cook chis long. I figured Lhat if1 puc in even 
more detail than I already have that this book would rum inro Teach Yourself Java in 
21 Days Plus a Few Extra for the A \IT Stuff. 

As it is, I've left windows, menus, and dialogs until tomorrow, so you'll have co wair 
for those. Bue you can find our abour a loc of the other fearures of A Wf merely by 
exploring rhe APT documentarion. Start with the Applet class and examine the sorts of 
methods you can call. Then look at Panel, from wh.ich applet inherits-you have all 
that class's funccionaliry as well. The superclass of Panel is Container, which provides 
still more interesting derail. Component comes next. Explore che API and see what you 
can do with it. You might find something interesting. 
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•~ •· Multithre ading - --- ----------------------- --------

Today, you'll learn more about the threads mentioned briefly in Week 2: 

How to "think mulcithreaded" 

How co protect your methods and variables from unintended thread conflicts 

How co creace, start, and stop threads and threaded classes 

How the scheduler works in Java 

First, ler's begin by motivating the need for threads. 

Threads are a relatively recent invention in the computer science world. Alchough processes, 
their larger parent, have been around for decades, threads have only recently been accepted into 
rhe mainstream. What's odd about this is chat they are extremdyvaluable, and programs wrinen 
with them are noticeably better, even co the casual user. In fact, some of che best individual, 
Herculean efforts over the years have involved implementing a threads.like facility by hand to 

give a program a more friendly feel to its users. 

Imagine chacyou'rc using your favorite text editor on a large file. When it starts up , does it need 
to examine the entire file before ic lets you edit? Does it need co make a copy of the fiJe? If the 
file is huge, chis can be a nightmare.Wouldn't it be nicer for it to show you the first page, enabling 
you co begin editing, and somehow (in the background) complete the slower tasks necessary for 

initialization? Threads allow exactly chis kind of within•the•program paralldism. 

Perhaps the best example of threading (or lack of it) is a WWW browser. Can your browser 

download an indefinite number of files and Web pages at once while still enabling you to 
continue browsing? While these pages are downloading, can your browser download all the 
pictures, sounds, and so forth in parallel, interleaving the fast and slow download times of 
multiple Internet servers? HocJava can do all of these things---and more----by using the built• 

in threading of the Java language. 

The Problem with Parallelism 

354 

If rhreading is so wonderful, why doesn't every system have it? Many modern operating systems 
have the basic primitives needed co create and run threads, but they are missing a key ingredient. 
The rest of their environment is not thrtad•saft. Imagine chat you are in a chread, one of many, 
and each of you is sharing some important daca managed by the system. If you were managing 
that data, you could cake steps to protect it (as you'll see lacer today), bur the system is managing 
it. Now visualize a piece of code in the system that reads some crucial value, thinks about it for 

a while, and then adds 1 to the value: 

if (crucialValue > 0) { 
// think about what to do 

crucialValue += 1; 
} 
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Remember that any number of rhread.s may be calling upon this part of chc system ac once. rhe 
disasrcr occurs when two threads have boch executed the if ccsr before eirher has incremenced 
the crucial Value. J n rhat case, the value is clobbered by them both with rhc same crucial value 
+ 1, and one of the increments has been lost. This may nor seem so bad co you, but imagine 
insread thac the crucial value affects the scare of the screen as it is being displayed. Now, 
unforrun:uc ordering of che threads can cause the screen co be updated incorrcccly. In the same 
way, mouse or keyboard events can be lost, databases can be inaccurately updaccd, and so forth. 

This disaster is inescapable if any significant pan of the system has nor been wriccen with ch rt.ids 
in mind. Therein lies the barrier ro a mainstream threaded environmenc the large effort 
required to rcwrireexisring librariesfor thread safery. Luckily, Java waswritren from scratch with 
ch is is mind, and every Java class in its library is thread-safe. T hus, you now have ro worry only 
about your own synchronization and thread-ordering problems, because you can ~sume rhat 
the Java system will do the right thing. 

NE\V.- Atomic operations arc operations chat appear ro happen "aJl at oncc:"-exaccly 
TER~I ac the- same time-co ocher threads. 

Note: Some readers may wonder what rhc funcbmenrol problem rcally is. Can' t 
you just make the . •• area in the example smaller and smaller rn reduce or dimi­
nnre the problem? Without atomic operacions, the answer is no. Even if che ••• 
cook zero time, you must first look ac che value of some variable ro make any 
decision and then change something to reflect thar decision. These two reps can 
never be made to hap~n at the same time without an atomic operation. Unless 
you' re ghcn one by the system, ir's lirerally impossible: to create your own. 

fa'Cll the one line crucial Value += 1 involves three seeps: gee d1c current value, add 
one to ic, and score it back. (Using ++crucial Value doesn' t help dthcr.) All three 
steps need co happen "all at once" (atomically) ro he safe. pecial Java primitives. ac 
the lowc:sc levels of the langua~, provide you with the basic atomic operations you 
nee<l to build safe, threaded programs. 

Thinking Multithre aded 
Gcrcing used co dueads takes a little while and a new way of chinking. Rather chan imagining 
that you always know exactly what's happening when you look at a method you've written, you 
have tO ask yourself some additional quesrions. What will happen if more than one ch read calls 
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into chis method at the same cime? Do you need to protect it in some way? What about your 
class as a whole? Are you assuming chat only one of its methods is running at the same rime? 

Often you make such assumptions, and a local instance variable will be messed up as a result. 
Let's make a few mistakes and then try to correct them. First, the simplest case: 

public class ThreadCounter { 
int crucialValue; 

public void countMe() { 
crucialValue += 1; 

} 

public int howMany() { 

} 
} 

return crucialValue; 

This code suffers from the most pure form of the" synchronization problem:" the+;:; cakes more 
than o ne seep, and you may miscount the number of threads as a resul r. (Don't worry abou r how 
threads are created yet, just imagine chat a whole bunch of them are able to call countMe (), at 

once, at slightly different rimes.) Java allows you to fix this: 

public class SateThreadCounter { 
i nt ~rucialValue; 

public synchronized void countMe() { 
crucialValue += 1; 

} 

public int howMany() { 

} 
} 

return crucialValue; 

The synchronized keyword tells Java co make the block of code in the method thread safe. Only 
one thread will be allowed inside this method at once, and others have to wait un ril the currently 
running thread is finished with it before they can begin running it. This implies that 
synchronizing a large, long-running method is almost always a bad idea. All your threads would 
end up stuck ac this bottleneck, waiting single file co get their cum at chis one slow method. 

It's even worse than you might think for unsynchronized variables. Because the compiler can 
keep them around in regiscers during compucacions, and a thread's registers can't be seen by 
other threads (especially if they' re on another processor in a true multiprocessor computer), a 
variable can be updated in such a way chac no possible orderof thread updates could have produced 
the result. This is completely incomprehensible co the programmer. To avoid this bizarre case, 
you can label a variable volatile, meaning that you know ic will be updated asynchronously by 
mulciprocessor-like threads. Java then loads and stores it each time it's needed and does not use 

registers. 
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Note: In e-.ulicr release , variables rh:u were .safe from these bizarre effects were 
labded threadsafo. Because mo~r variables are safe co u~e. however, they arc now 
assumed to be lhread-safe unless you mark rhm, volatile. Using volatile is an 
cxcremdy rare event. In fact, in the 1.0 rdease, the Java library does noc u.se 
volatile anywhere. 

Points About Points 
The merhod howMany() in the lasr example doesn't need robe synchronized, because ir simply 
recurns the currenr value of an instance variable. Someone higher in the call chain may need co 
be synchronized, though-someone who uses the value returned from the mechod. l lerc's an 
example: 

public class Point { 
private float x, y; 

// redefines class Point from package java.awt 
//OK since we re in a different package here 

} 

public float x() { 
return x; 

public float y() { 
return y; 

} 

// needs no synchronization 

// ditto 

JI methods to set and change x and y 

public class UnsafePointPrinter { 

} 

public void print(Point p) { 
System.out.println(•The point's xis • + p.x() 

} 
+ • and y is·+ p.y() + ","); 

The analogous methods co hoMAany() are x() and y( ). They need no synchronization, because 
they just return the values of instance variables. le is che responsibiJicy of the calJer of x () and 
y () to decide whether ir needs to synchroniu itsdf.-and in ch is case. ir does. Al rho ugh the 
method print () simply reads valu~ and prints them our, it reads two values. This means rhac 
there is a chance chac some other Lhread, running berween rhe call ro p. x ( ) and the call cop. y ( ) , 

could have changed rhe value of x and y scored inside me Point p. Remember, you don't know 
how many ocher threads have a way ro reach and call methods in this Point objecr' '"Think.mg 
mulcirhreaded" comes down co being careful any rime you make an assumption char somcrhing 
has not happened between two parts of your program (even cwo parts of the same line, or che 
same expression, such as rhe srring + expression in this example). 
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TryAgainPouitPrinter 
You could try to make a safe version of print () by simply adding the synchronized keyword 
modifier to it, bur instead, Ice's cry a slightly different approach: 

public class TryAga1nPointPrinter { 
public void print(Point p) { 

float safeX, safeY; 

synchronized(this) { 
safeX • p.x(); fl these two lines now 
safeY: p.y(); // happen ato~ically 

} 
System.out.print("The point's xis·+ safeX 

+ • y is·+ safeY)i 
} 

} 

The synchronized statement cakes an argument char says whac object you would like ro lock to 

prevenr more than oae thread from execucing the enclosed block of code ar the same ti me. Herc, 
you use this (the inscanc:e itself), which is exactly the object char would have been locked by the 
synchronized method as a whole if you had changed print () to be like your safe countMe () 

method. You have an added bonus ,vith this new form of synchronization: you can specify 
exactly what part of a method needs to be safe, an<l the rest can be left unsafe. 

Noricc how you cook advancage of this freedom to make the protected pare of chc method as 
small as possible, while leaving chc String creations, concarenacions, and printing (which 
together cake a small but nonzero amount of rime) oucside the "procected" area. This is both 
good srylc (as a guide to the reader of your code) and more efficient, because fewer threads get 
sruck waiting ro get into protected areas. 

SafePointPrinter 
The asrure reader, though, may still be worried by the last example. le seems as if you made sure 
chat no one execuces your calls to x () and y() ouc of order, buc have you prevented the Point p 
from chang1ngouc from underyou?Theanswer is no, you still have not solved the problem. You 
really do need the full power of che synchronized statement: 

public class SafePointPrinter { 

} 

public void print(Point p) { 
float safeX, sefeYj 

} 

synchron1zed(p) { 
safeX • p. x (} ; 
safeY • p.y(); 

} 

// no one can change p 
// while these two lines 
fl are happening atonically 

System.out.print( 0 The point's xis·+ safeX 
+ • y is•+ safeY); 
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__________ ,.,.~, 
Now you've got 1c. You acrually needed to prorect the Point p from changes, so you lock it by 
giving it as the argument to your synchronized statement. Now when x () and y () happen 
cogecher, they can be sure ro gee rhc currem x and y of the Point p, without any ocher chread 
being able to caJI a modifying method berwecn. You' re still assuming, however, char the Point 
p has properly protected meif (You can always assume ch is abouc system classes-bur yo-u wrote 
chis Point class.) You can make sure by writing rhc only mcchod chat can change x and y inside 
p yourself: 

public class Point { 
private float x, y; 

} 

// the x() and y() methods 

public synchronized void setXAndY( f loat newx, float newY) { 
x = newXi 
y == newv; 

By making the only "sec'' method in Point synchronized, you guarantee that any other thread 
trying to grab the Point p and change it our from under you has to wait: you've locked the Po.int 
p with your synchronued(p) sc:atcmenr, and any ocher thread has co cry to lock the same Point 
p via the implicit synchronized(t lHs) statement p now executes when enrering setXAndY(). 
Thus, ac lase, you are chrcad-safc. 

f: 
I 

Note: By the way, if Java had ome way of rccurning more chan one value ar once, 
you could write a synchroni zed getXAndY() method for Points chat returns both 
values safely. In the curremJava language. such a merhod could return a new. 
unique Point to guarantee to its callers chat no one dsc has a copy th~t might be 
changed. Thh sort of trick c.an be ust.'tl to minimue rhe parts of the system chat 
need to worry about synchronization. 

ReallySafePoint 
An added benefit of chc use of the synchronized modifier on methods (or of synchronized (this) 
{. . . } ) is char only one of these methods (or blocks of code) can run ar once. You can use char 
knowledge to guarancee char only one of several cruciaJ methods in a class will run at once: 

public class ReallySafeP01nt { 
private f l oat x, y; 

public synchronized Point getUniquePoint() { 
return new Po1nt (x, y); // can be a less safe Point 

} // because onl y the caller has 1t 
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public synchroni zed void setXAndY(float newX, float newY) { 
x ""newX; 
y :e newY; 

} 

public synchronized void scale(float scaleX, float scaleY) { 
x •= scaleX; 
y •= scaleY; 

} 

public synchronized void add(ReallySafePoint aRSP) { 
Point p = aRSP.getUniquePo~nt( ) i 

X += p.X(); 
y += p. y(}; 

} // Point pis soon thrown away by GC; no one else ever saw it 
} 

This example combines s~eral of rhe ideas mencioned previously. To avoid a caller's having to 
synchronue(p) whenever getting your x and y, you give them a synchronized way co gee a 
unique Point (like rerurning multiple vaJues). Each method chac modifies che object's inscance 
variables is also synchronized to prevenr ic from running becwecn the x and y references in 
getuniquePoint () and from scepping on one another as chey modify the local x and y. Note chat 
add () irsdf uses getUniQuePoint () co avoid having to say synchronized ( aRSP). 

Classes that are this safe are a little unusual; it is more often your responsibility ro protect yourself 
from other threads' use of commonly held objects (such as Points). Only when you know for 
cenain that you're the only one char knows about an object, can you fully relax. Of course, if 
you creared the object yourself and g-ave it to no one else, you can be chat certain. 

Protecting a Class Variable 
Finally. suppose you want a class variable co collect some information across aU a class's instances: 

public class StaticCounter { 
private static int crucialValue; 

public synchronized void countUe() { 
crucialValue +• 1; 

} 
} 

Is chis safe? If crucial Value were an instance variable, ir would be. Because ic' s a dass variable, 
however, and chcre is only one copy of ir for all instances, you can sriJI have mulciple threads 
modifying it by using different instances of the class. (Remember, the synchronized modifier 
locks che object this- an insrancc.) Luckily, you already know the cools you nero co solve this: 

public class StaticCounter { 
private stati c int crucialValue; 
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} 

public void countMe() ( 
synchronized(getClass()) { 

crucialValue += 1; 
} 

} 

II can ' t directly name StaticCounter 
// the (shared) class is now locked 

The trick is to "lock" on a different object-not on an instance of the class, buc on the class itscl( 
Because a class variable is "inside:" a class, just as an instance variable is inside an instance, rhis 
shouldn't be all chac unexpected. In a similar way, classes can provide global resources chac any 
instance (or other class) can access directly by using the class name, and lock by using that same 
c}a.53 name. In the lase example, crucial Value was used from within an instance of StaticCounter, 
but if crucial Value were declared public instead, from anywhere in rhc program, it would~ 
safe m say the following: 

synchronized(Class.forName("StaticCounter")) { 

} 
StaticCounter.crucialValue += 1; 

Nore: The direct use of another classes (objea's) variable is Teally bad scyJe--it's 
used here simply to demonstrate a poinr quickly. StaticCounter would nornwly 
provide a countMe( )-like class method ofics own co do this sort of dirryv.'Ork. 

You can now begin to appreciate how much work the Java team has done for you by thinking 
all these hard choughcs for each and every class (and method!) in che Java class library. 

Creating and Using Threads 
Now chat you understand the power (and che dangers) of having many threads running at once, 
how are chose threads acrually created? 

Caution: The ·ystem itself always has a few so-called damwn threads running, one 
of which is corutantly doing the ccdious cask of garbage colleccion for you in the 
background. There is also a mafo user chread that listens for events from your 
mouse and keyboard. If you're not careful, you can sometimes lock up this main 
dm .. -ad. If you do, no evcnrs arc sent co your program and it appears robe dead. A 
good rule of thumb is that whenever you're doing something chat can be done in a 
separate chttad, it probably should~. Threads in Java arc rdacivdy cheap to create, 
run, and destroy, o don' t use chem roo sparingly. 
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Multi threading 

Because there is a c.lass j ava. lang. Thread, you mighr guess rhat you could create a chread of your 
own by subdassing it-and you are right: 

public class MyFirstThread extends Thread { // a.k.a., java.lang.Thread 
public void run(} { 

} 
} 

// do something useful 

You now have a new cypc of Thread called MyFirstThread, which does something useful 
(unspecified) when ics run () method is called. Of course, no one has creared chis chread or called 
its run () method, so ic does absolutely nothing at chc moment. To actually create and run an 
irucance of your new chread class, you write the following: 

MyFirstThread aMfT • new UyFirstThread(); 

aMFT.start()i II calls our run() method 

What could be simpler? You create a new instance of your thread class and then ask it to scarr 
running. Whenever you wam to stop the thread, you use this: 

aMFT .stop(); 

Besides responding co start() and stop() , a thread can also be temporarily suspended and lacer 
resumed: 

Thread t • new Thread(); 

t.suspend(); 
// do something special while t isn ' t running 

t . resume () ; 

A thread will amomacicaJly suspend() and then resume() when it's fusr blocked at a synchro­
nued point and then later unblocked. (when ic's chat thread's "curn" ro run). 

The Runnable Interface 
This is all well and good if every time you want ro create a Thread you have the luxury of being 
able to place it under the Thread d~ in the singlc-inherica.nce class tree. Whac ifir more naru.rally 
belongs under some other class, from which ir needs co get masc of its implcmcncacion? The 
incerfaccs of Day 16 come to the rescue: 

public class MySecondThread extends ImportantClass implements Runnable { 
public void run() { 

} 
} 

// do something useful 

By implemencing the interface Runnable, you declare your intention ro run in a separate thread. 
In face, the class Thread icsclf implements chis interface, as you might expect from che design 
discussions on Day 16. As you also might guess from the example, che interface Runnable 
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specifies only one method: run ( ) . As in MyFirstThread, you expect someone ro creare an instance 
of a thread and somehow call your run() method. Here's how this is accomplished: 

MySecondThread aJ.tST = new MySecondThread(); 
Thread aThread ~ new Thread(aMST); 

aThread.start(); // calls our run() method, indirectly 

First, you create an instance of MySecondThread. Then, by passing thjs instance ro the constructor 
making the new Thread, you make it che targec of chat Thread. Whenever rhaL new Thread starts 
up, its run () method calls the run () merhod of che target it was given (assumed by the Thread 
ro be an object that implements the Runnable interface). When start () is caJled, a Thread 
(indirectly) ca.lJsyour run() method. You can stop aThread wichstop(). If you don'c need to calk 
co the Thread explicicJy or to rhe instance of MySecondThread, here's a one line shortcut: 

new Thread(new MySecondThread()) .start(); 

Note: As you can sec, rhe class name. MySecondThread, is a bit of a misnomer-it 
docs nor descend from Thread, nor is ic actually the thread char you start ( > and 
stop( l. It probably should ha\C~ been called MySecondThreadedClass or 
ImportantRunnahleClass. 

ThreadTester 
Here's a longer example: 

public class SimpleRunnable implements Runnable { 
public void run() { 

System.out.println( •in thread named •• 
+ Thread.currentThread().getName() + • ••); 

} // any other methods run() calls are in current thread as well 

public class ThreadTester { 

} 

public static void ma1n(String argv(J) { 
SimpleRunnable aSR: new SimpleRunnable(); 

while (true) { 

} 

Thread t = new Thread(aSR); 

System.out.println{•new Thread{) • + (t ==null? 
•fail" : •succeed•) + "ed."); 

t.start(); 
try { t.joi n(); } catch (InterruptedException ignored) {} 

// waits for thread to finish its run() method 
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Note: You may be worried that only one insrance of rhe clas~ SimpleRunnable is 
creaccd, but many new Threads arc using it. Don't they get confused~ Remember to 

separate in your mind lhe aSR instance (and the methods it undersrand'i) from the 
various threads of execution lhat can pass through ir. asR's method) provide a 
cemplate for execution, and the multiple thrc.1ds crcace<l are sharing char remplate. 
Each remembers where it is occcuring and whatever e~ it needs to make it disrinct 
from chc orher nmning threads. They all share: che same instance and chc same 
mechock 111at:'s why you need to be so careful, when adding synchronizacion, to 
imagine numerous threads nanning rampam over each of your methods. 

The class method currentThread () can be called to get the thread in which a mechod ts currently 
executing. If the SimpleRunnable class were a subclass of Thread, irs methods wouJd know the 
answer already (it is che thread running). Because SimpleRunnable simply implements the 
interfuce Runnable, however, and counts on someone else (ThreadTester's mBJ.n( )) co crcace the 
chrea_d, its run() method needs another way co get its hands on thatthread. Often, you'll be deep 
inside methods ca.llcd by your run () method when suddenly you need co get the current thread. 
The class method shown in the a.ample works, no matter where you are. 

Warning: You can do some reasonably disastrous chin& with your knov.lcdge of 
threads. For example, if you're running in the main thread of the system and, 
because you think you arc in a different thread, you accidencally sar chc following: 

~hread.currentThread().stop(); 

ir has unfonunacc consequences for your (soon-co-be-dead) program! 

The example then calls get Name () on the current thread ro gc:c the th re.ad's name (usually 
something helpful, such as Thread-23) so ic can cell the world in which thread run () is running. 
The final ching ro note is the use of che method join(), which, when senc to a thread, means 
'Tm planning to waic forever for you ro finish your run() method." You don't wane co do this 
lightly: if you have anything else imponanr you need co get done in your thread any time soon, 
you can' t count on how long the join()ed thread may rake to finish. In the example, ics run() 

method is shon and finishes quickly, so each loop can safely wait for the previous thread co die 
before creating the next one. (Of course, in rhis example, you didn't have anything else you 
wanted ro do while wairing for join() anyway.) l lcre's the output produced: 

new Thread() succeeded. 
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1n thread named 'Thread -1' 
new Thread() succeeded. 
in thread named 'Thread-2' 
new Thread() succeeded. 
in thread named 'Thread -3' 4c 

Ctrl+C was pressed to interrupt che program, because ic orherwise would concinue forever. 

N amedThre adTeste r 
If you want your threads m have particular names, you can assign them yoursdfby using a cwo­
argumenr form of Thread's constructor: 

public class NamedThreadTester { 
public static void main(String argv[J) { 

SimpleRunnable aSR = new SimpleRunnable(); 

for (int i = 1; true; ++i) { 
Thread t = new Thread(aSR, •· + (180 • i) 

+ • threads on the wall ... •)i 

system.out.println("new Thread() • + (t - null? 

} 
} 

} 

' fa11• : •succeed")+ ' ed.'); 
t. start(); 
try { t.join(); } catch (InterruptedException ignored) {} 

which takes a target object, as before, and a String, which names the new thread. Here's the 
ouc:puc: 

new Thread() succeeded. 
in thread named '99 threads on the wall ... ' 
new Thread() succeeded. 
in thread named ' 98 threads on the wall ... · 
new Thread() succeeded. 
in thread naned 97 threads on the wall ... · Ac 

Naming a thread is one easy way ro pass it some information. This information flows &om the 
parenrthread to its n~child. Ir's also useful, for debuggingpurposes, to give threads meaningful 
names (such as network input) so chac when they appear during an error-in a stack trace, for 
cxample--you can c-asily identify which thread caused the problem. You might also chink of 
using names to help group or organize your threads, but Java acrually provides you with a 
ThreadGroup class co perform chis function. A ThreadGroup allows you co group threads, to 
control them all as a unit, and co keep them from being able to affect other threads (useful for 
security). 
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Knowing When a Thread has Stopped 
Lee's imagine a different version of the last example, one thar creates a thread and then hands 
the thread off to ocher parts of the program. Suppose ir would then like co know when chat thread 
dies so chat it can perform some clean up operation. If SimpleRunnable were a subclass of Th read, 
you mighc try to catch stop() whenever it's senc-but look at Thread's declaration of the stop() 

method: 

public final void stop() { ... } 

The final here means char you can't override this method in a subclass. In any case, 
SimpleRunnable is not a subclass of Thread, so how can this imagined example possibly catch the 
death of its ch read? The answer is co use the following magic: 

public class SingleThreadTester { 
publio static void main(String argv(J) { 

} 
} 

Thread t ~ naw Thread(new SimpleRunnable()); 

try { 
t. start(); 
someMethodThatMightStopTheThread(t); 

} catch (ThreadDeath aTD) { 
II do some required cleanup 

throw aTD; fl re-throw the error 
} 

You understand most of this magic from yesterday's lesson. All you need to know is that if the 
thread created in theexampledies, icthrows an errorof classThreadDeath. The code catches that 
error and performs the required cleanup. le then rethrows the error, allowing the thread co clie. 
The cleanup code is not called if che thread exits normally (its run() method completes), but 
that's fine; you posiced chat the cleanup was needed only when stop() was used on the chread. 

Note: Threads can die in other ways-for example, by throwing exceptions that no 
one catches. In these ca~ , stop() is never called, and ch~ previous code is nm 
sufficic.nr. (If chc cleanup al-ways has co occur, C¥en ac the normal end of a thread's 
life, you can puc it in a finally clause.) Because unexpected exceptions can come 
out of nowhere to kHI a thread, mulcichrcaded programs chat carefully catch and 
handle all their exceptions are more prediccablc, robust, and easier co debug. 
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_______________ . ,, 
Thread Scheduling 

You might wonder exactly what order your threads will be run in, and how you can control that 
order. Unforcunatdy, the current implementations of the Java system cannot precisely answer 
the former, chough wich a lot of work, you can always do the latter. 

NE\V.- The part of the system that decides the real-time ordering of ch.reads is called the 
TERM schedukr. 

Pre einptive Ve r sus Nonpre emptiv e 
Normally, any scheduler has rwo fundamencally different ways of looking at its job: non­
preemptive scheduling and preemptive time-slicing. 

Nm'• With non-preemptive scheduling, the scheduler runs the current thread forever, 
TER1'1. requiring char thread explicicly ro cell it when ic is safe to scare a different thread. 
W1th preemptive time-slidng, the scheduler runs the current thread until ic has used up a certain 
riny fraction of a second, and c.hen "preempts" ic, suspend( )sit, and resume( )s another thread 
for tlhe next tjny fraccion of a second. 

Non-preempcivc scheduling is very counly, always asking for permission co schedule, and is 
quite valuable in extremely rime-critical, real-cime applications where being interrupted at the 
wrong moment, or for too long, could mean crashing an airplane. 

Most modern schedulers use preemptive rime-slicing, because, excepr for a few time-criricaJ 
cases, ir bas turned out to make writing muJtithreaded programs much easier. For one dung, ic 
does nor force each rhre.ad to decide exactly when it should "yield" conuol to another thread. 
Instead, every thread can jusrrun blindly on. knowing chaccheschedulerwill be fair about giving 
all the ocher threads their chance to run. 

Jc rums out chat this approach is still not the ideal way to schedule threads. You've given a little 
too much conuol co the scheduler. The final touch many modern schedulers add is co allow you 
co assign each thread a priority. This creates a rota! ocdering of all threads, making some threads 
more "important" than ochers. Being higher priority ofren means thac a ch.read gees run more 
ofren (or gets more total running rime), buc ir always means that it can interrupt other, lower­
prioriry threads, even before their "time-slice" has expired. 

The current Java release does not precisely specify the behavior of its scheduler. Threads can be 
assigned priorities, and when a choice is made between several threads chat all wanr w run, the 
highest-priority thread wins. H owevcr, among threads rhac are al I the same priority, che behavior 
is not well-defined. In fact, the differem placforms on which Java currently runs have differenr 
behaviors-some behaving more like a preemptive scheduler, and some more like a non­
preemptive scheduler. 
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Note: This incomplete specification of the scheduler is terribly annoying and, 
presumably, will be corrected in later releases. Not knowing the fine details of how 
scheduling occurs is perfectly all right, but not knowing whether equal priority 
threads must explicitly yidd or face running forever, is not all right. For example, 
all the threads you have created so far are equal priority threads, so you don't know 
their basic scheduling behavior! 

Testing Your Scheduler 
To find ouc what kind of scheduler you have on your sysrcm, try the following: 

public class RunnablePotato implements Runnable { 
public void run() { 

while (true) 
System.out.prlntln(Thread.currentThread() . getName( )); 

} 
} 

public class PotatoThreadTester { 
public static void main(String argv[I) { 

RunnablePotato aRP • new RunnablePotato ( )i 

new Thread(aRP, •one potato ").start(); 
new Thread(aRP, •two potato •).start(); 

} 
} 

For a non-preemptive scheduler, this prints che following: 

one potato 
one potato 
one potato 

forever, uncil you incerrupt the program. For a preemptive scheduler that time-slices, it repeats 
che line one potato a few rimes, folJowed by the same number of two potato lines, over and over: 

one potato 
one potato 

one potato 
two potato 
two potato 

two potato 
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until you incerrupc the program. What if you wane co be sure che rwo threads will rake turns, 
no matter what the syscem scheduler wanes to do? You rewrite RunnablePotato as follows: 

public class AunnablePotato implements Runnable { 

} 

public void run() { 

} 

while (true) { 
System.out.println(Thread.currentThread().getName()); 
Thread.yield(); / / let another thread run for a while 

} 

Tip; Normally you would have co say Thread. currentThread ( ) • yield () to get your 
hands on the current thread, and chen cul yield ( ). Because this p:mern is so 
common, however, the Thread class provides a .shoncur. 

The yield() method explicicly gives any ocher threads rhac wane to run a chance co begin 
running. (If there are no threads waiting co run, chc rhread that made the yield{) simply 
continues.) In our example, there's another thread thar's just dying ro run, so when you now 
Cl(CCute the class ThreadTester, it should output the following: 

one potato 
two potato 
one potato 
two potato 
one potato 
two potato 

even if your syscem !icheduler is non-preemprive, and would never normally run che second 
ch read. 

PriorityThreadTester 
To see whether priorities arc working on your sysccm, cry chis: 

public class PriorityThreadTester { 

} 

public static void main(String argv[J) { 
RunnablePotato aRP = new RunnablePotato(); 
Thread t1 - new Thread(aRP, •one potato"); 
Thread t2 = new Thread{aRP, ·two potato"); 

t2.setPrior1ty(t1 .getPriority() + 1); 
t1 .start(); 
t2.start(); JI at priority Thread.NORU_PRIORITY + 1 
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Tip: The values representing the lowest, normal, and highest prioritie-; that threads 
can be a-.signed arc stored in class variables of the Thread class: 
Thread.MIN PRIORITY, Thread.NORM PRIORITY, and Thread. MAX PRIORITY. The - - -
system assigns new threads, hy default. the priority Thread .NORM_PRIORITY. Priori-
ties in Java arc currcncly defined in a range from , co 10, wich 5 being normal, but 
you shouldn't depend on chese values; use the cla.~ variahle.<i, or cricks like che one 
shown in this example. 

If one potato is the first line of output, your system docs not preempt using priorities. 

Why? Imagine that the fi rst thread (t1) has just begun co run. Even before it has a chance co print 
anything, aJong comes a higher-priority thread (t2) chat wanes to run right away. That highcr­
prioricy thread should preempt (inccrrupt) the first, and gee a chance to print two potato before 
t1 finishes printing anything. In faa, if you use the RunnablePotato class char never yield() s, 
t2 stays in control forever, printing two potato lines, because it's a higher prioricy rhan t1 and 
ic never yields control. [f you use the lat~ c RunnablePotato class (with yield () ), the output is 
alternating lines of one potato and two potato as before, but scaning with two potato. 

Here's a good, illustracive example of how complex threads behave: 

public class ComplexThread extends Thread { 

} 

pri vate 1nt delay; 

ComplexThread(String name, float seconds) { 
super (name); 
delay = (int) seconds • 1000; // delays are 1n milliseconds 
start () ; / / start up ourself I 

} 

publlC VOld run(} { 
while (true) { 

System.out . println(Thread.currentThread().getName( )) ; 
try { 

} 

Thread.sleep(delay) ; 
} catch (InterruptedException e ) { 

return ; 
} 

public static void main(String argv(J) { 
new ComplexThread("one potato, 1.1F); 
new ComplexThread(•two potato', 1.3F) ; 
new ComplexThread(.three potato•, e .SF) ; 
new ComplexThread("four· , e.7F) ; 

} 

Supplied by the British Library 03 Jun 2021, 08 47 (BST) 

IPR2022-00518 Page 00172



----- --------------------111., l*I 
This example combines the thread and its cescer into a single class. Its conscruccor cakes care of 
naming {itself) and of starting {itself), because it is now a Thread. The main () method creates new 
instances of its own class, because that class is a subdass of Thread. run () is also more 
complicated, because ic now uses, for the first cime, a method rhar can throw an unexpected 
excepnon. 

The Thread. sleep () method forces the current thread to yield () and then waits for at least the 
specified amount of rime ro elapse before allowing the thread co run again. Jc might be 
interrupted, however, while sleeping by another thread. In such a case, it throws an 
InterruptedException. Now, because run () is not defined as throwing chis exception, you must 
.. hide" the fact by catching and hand.Ii ng it yoursdf. Because imerrupcions are usuaJJy requests 
co scop. you should exit the thread, which you can do by simply returning from the run () 
method. 

This program should output a repeating but complex pattern of four different lines, where every 
once in a great while you sec che following: 

one potato 
two potato 
three potato 
four 

You should study the pattern outpul co prove co yourself that crue paralJdism is going on inside 
Java programs. You may also begin m appreciate thac, if even chis simple sec of four ch reads can 
produce such complex behavior, many more threads must be capable of producing near chaos 
if nor carefully controlled. Luckily, Java provides the synchronization and thread-safe libraries 
you need ro control that chaos. 

SUilllllary 
Today, you learned. chat pa.ralldism is desirable and powerful, buc introduces many new 
problems--mcthocls and variables now need ro be proucud from thread confljcrs-char can 
lead to chaos if not ca.refulJy conuolled. 

By "thinking mulrithrcaded," you can detect the places in your programs that require 
synchronized scacemcnlS (or modifiers) co make chem duead-safc. A series of Point examples 
demonsuared rhe various levels of safecy you can achieve, while ThreadTesters showed how 
subclasses of Thread, or classes chat implement the Runnable incerfuce, arc creaced and run () co 
generate mukirhreaded programs. 

You also learned howroyield (),how to start(), stop(), suspend( ),and resume() your threads, 
and how co cacch ThreadDeath whenever it happens. 
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FinaUy, you learned about preemptive and non-precmpcive scheduling, both wich and without 
priorities, and how to tesr your Java system co see which of chem your scheduler is using. 

This wraps up the description of chrcaclc;. You now know enough co write the most complex of 
programs: mulcithreadedones. As you gee more comfonablewith threads, you may begin to use 
the ThreadGroup class or co use the enumerarion methods of Thread to get your hands on all the 
threads in the system and manipulate chem. Don't be afraid co experiment; you can't 
permanently break anything, and you only learn by trying. 

Q&A 
Q If they're so important to Java, why have.n,t threads appeared throughout the 

entire book? 

A Actu:tlly, chey have. Every stand-alone program wrirren so far has .. creaced" at least 
one thread, the one in which iris running. (Of course the system created thac Thread 

for it aucomacically.) 

Q How exactly do these th.reads get created and run? What about applets? 

A When a simple. stand-alone Java program scares up, the system creares a main thread, 
and its run () method calls your main (} method co start your program-you do 
nothing co gcr chat Thread. Likewise, when a simple applet loads into a Java-capable 
browser, a Thread has already been created by the browser, and irs run () method calls 
your init() and start() methods co start your program. In either case, a new Thread() 

of some kind was done somewhere, by the Java environment irself. 

Q The ThreadTester dass has an infinite loop that creates Threads and then join( )5 

with them. Is it really infinite? 

A In theory, yes. In acru.alicy, how far the loop runs determines the resource limirs of 
(and rests the stability oO the threads package and garbage collccror in your Java 
rdeasc. Over time, all Java releases will converge on making the loop truly infinite. 

Q I know Java releases arc still a little fuzzy about the scheduler's behavior, but 
what's the cw-rent story? 

A Here are the gruesome details, relayed by ArthuI van Hoff at Sun: the way Java 
schedules threads " ... depends on the plarform. It is usually preemptive, bUl not always 
time-sliced. Priorities are nor always observed, depending on che underlying 
implemencarion." This final clause gives you a him thac all chis confusion is an 
implementation problem, and chat in some future release, the design and implcmema­
cion will both be clear about scheduling behavior. 
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Q Does Java support more complex multithreaded concepts, such as semaphores? 

A The class Object in Java provides met.hods cbar can be used ro build up condition 
variables, semaphores, and any higher-level parallel construct you might need. The 
met.hod wu. t () (and its cwo variants v.<irh a timcouc) causes the current thread co wait 
umil some condition has been sacisfied. The method notify() (or notifyAll()), 
which must be called from wichin a synchronized method or block, tells the thread (or 
all threads) co wake up and check chat condition agrun, because something has 
changed. By careful combinations of rhese two primitive methods, any data structure 
c.an be manipuJaced safely by a set of threads, and all the classical parallel primitives 
needed to implemenc published parallel algorichms can be built. 

Q My paralld friends tell me I should worry about something called "deadlock." 
Should I? 

A Not for simple multithreadcd programs. However, in more complicated programs, 
one of rhe biggest worries does become one of avoiding a sicuation in which one 
thread has locked an object and is waiting for another thread ro finish, while chat 
ocher thread is waiting for cbe fmt thread ro release char same object before ic can 
finish. Thar's a deadlock-both threads will be stuck forever. Mutual dependencies 
like this involving more than two threads can be quite intricate, convoluced, and 
difficult- to locate, much less rectify. They are one of chc main chalJenges in wriring 
complex muJcichreaded programs. 
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On today, your final day, the inner workings of the Java system wiU be revealed. 

You'll find our all about Java's vision, Java's virrual machine, those byrecodes you've heard so 
much about, chat mysterious garbage collector, and why you might worry about security but 

don' t have to. 

Let's begin, however, with the big picture. 

The Big Picture 
The Java team is very ambitious. Their ultimate goal is nothing less chan to revolutionize the way 
software is written and distributed. They've staned with the Internet, where they believe much 
of the interesting software of the fucure will live. 

To achieve such an ambitious goal, a large fraction of the Internet programming community 
itself muse be marshalled behind a similar goal and given the cools to help achieve it. The Java 
language, with its four S's (small, simple, safe, secure), and its flexible, Nee-oriented environ­
ment, hopes to become the focal point for the rallying of this new legion of programmers. 

To chis end, Sun Microsystems has done something racher gutsy. What was originally a secret, 
tens-of-millions-of-dollars research and devdopment project, and 100 percent proprietary, has 
become a free, open, and relatively unencumbered technology standard upon which anyone can 
build. They arc literally gi.ving it away and reserving only the rights they need co maintain and 

grow the standard. 

Note: Accually, as Sun's lawyers have had more and more time co chink, che 
original imentions of the Java team get further obscured by legal detaHs. It is still 
relatively unencumbered. bm its earlier rdeases were completely unencumbered. 
Lee's hope th.at this is nor a pattern rhat will continue. 

Any truly open standard must be supported by ac lease one excellent, freely available "demon­
srracion" implementation. Sun has already shipped an alpha, and now a beta, of one to the 
Internee and plans on a final release soon. In parallel, several universities, companies, and 
individuals have already expressed their intention to duplicate the Java environment, based on 

the open API char Sun has created. 

Several ocher languages are even contemplating compiling down co Java byreoodes, to help 
suppon them in becoming a more robust and widespread standard for moving executable 

content around on the Nee. 

Supplied by the Brit ish Library 03 Jun 2021 , 08 55 (BST) 

IPR2022-00518 Page 00177



---------------""' 
Why It's a Powerful Vision 

One of the reasons chis brillianr move on Sun's pan has a real chance of success is the pent-up 
fruscration of liceraJly a whole generation of programmers who desperately wanr to share their 
code with one another. Right now, the computer science world is balkanized into fuetions ac 
universities and companies all over the world, with hundreds of languages, doi.ens of chem 
widely used, dividing and separating us all. It's the worst sort orTower of Babel. Java hopes co 
build some bridges and help rear down thac cower. Because it is so simple, because it's so useful 
for programming over the lnrcrnet, and because the Internet is so "hot" right now-th.is 
confluence of forces should help propel Java onto cencerscage. 

Tc deserves co be there. It is the nacural outgrowth of ideas chac, since the early 1970s inside the 
Smallcalk group ac Xerox PARC, have lain relatively dormant in the mainstream. Smalltalk, in 
fact, invented the first objecc-oricnred byrecode interpreter and pioneered many of the <leep 
ideas that Java builds on today. Those efforu were not embraced over the intervening decades 
as a solurion co che general problems of software, however. Today, with those problems 
becoming so much more obvious, and with the Nee crying out for a new kind of programming, 
the soil is fertile co grow somcrhing stronger from those old roots, something char just mighc 
spread like wildfire. (ls ic a coincidence chac Java's previous internal names were Green and 
OAJQ) 

This new vision of software is one in which the Net becomes an ocean of ob jeers, classes, and 
the open APis between chem. Traditional applications have vanished, replaced by skelccal 
frameworks like the Eiffel rower, inco which can be fined any pares from chis ocean, on demand, 
co suit any purpose. User incerfuces will be mixed and matched, built in pieces and constructed 
co taste, whenever the need arises, by their own wers. Menus of choices wiH be filled by dynamic 
liscs of all the choices available for that function , ac chac exact moment, across che entire ocean 
(of the Nee). 

In such a world, software distribution is no longer an issue. Sofcware will be ~nywhereand will 
be pajd for via a plethora of new micro-accounting models. which charge tiny fractions of cents 
for che parts as rhey are assembled and used. Frameworks will come into existence to supporc 
entertainment, business, and the social (cybcr-)spaces of che near future. 

This is a dream that many of us h:wc waired all our lives co be a part of. There arc tremendous 
chal.lenges co making ir all come uue, bur che powerful winds of change we aU fed must sci r us 
into acrion, because, at last, there is a base on which to build chat dream-Java. 

The Java Virtual Machine 
To make visions like chis possible, Java must be ubiquicous. Ir muse be able to run on any 
computer and any operating system- now, and in the future. In order ro achieve chis level of 
portabiliry, Java musr be very precise not only about the language itself, bur about the 
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environmem in which rhc language lives. You can see, from earlier int.he book and Appendix 
B, that rhe Java environment includes a generally useful sec of packages of classes and a freely 
available implementation of them. This rakes care of a pare of what is needed, bur it is crucial 
also to specify exactly how che run-time environment of Java behaves. 

This final requirement is what has stymied many arcempts at ubiquity in the past. If you base 
your system on any assumptions about whar is "beneath" the run-rime system, you lose. If you 
depend in anyway on the computer or operacingsysrem below, you lose. Java solves this problem 
by inventing an abstract compucer of its own and running on chat. 

This "virtual" macrune runs a special sec of "instrUctions" called byrccodes chac are simply a 
scream of formatted byres, each of which has a precise specification of exacclywhac each byrecode 
does ro chis virtual machine. The virtual machine is also responsible for certain fundamental 
capabilities of Java, such as object creation and garbage coUecrion. 

Finally, in order co be able co move bytecodcs safely across che J ncernec, you need a bulletproof 
model of securicy-and how to maintain it-and a precise format for how this stream of 
byrccodcs can be sent from one virrual machine co another. 

Each of these requirements ts addressed in today's lesson. 

Notei This discussion blurs the distinction between the run-time and the vinual 
machine of Java. Thi is imcmional hue a little unconvcnrion.al. Think of che 
vircual machine as providing all the capabilities, even chose that are convenrionally 
assigned to the run-time. This book uses the words "run-time .. and "virrual 
machine" interchangeably. Equating the cwo highlighcs the single mv,ronmmtthat 
must be created to suppon Java. 

Much of the following description is based closely on che latest .. Vinual Machine 
Specifications" documents (and rhe 1.0 byrecodcs), so if you delve more deeply 
into the dcmil onlinc, you should cover some familiar ground. 

An Overview 
It is wonh quoting the introduction to the Java virtual machine docum~carion here, because 
it is so relevant to che vision outlined earlier: 

The Java virtual machine specifiarion has a purpose chat is borh like and unlike 
equivalent documents for ocher languages and abstract machines. It i.s intended co 
present an abstract, logical machine design free from the distraction of inconsequential 
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derails of any implcmencadon. le docs noc anticipate an impJemenracion technology. 
or an implementation host. At the same time it gives a reader sufficienr information ro 
allow implemencarion of the abstract design in a range of technologies. 

However, the incent of the [ ... J Java project is co create a language [ ... ] thar will allow 
the inrerchangc over the Internee of ''executable content," which will be embodied by 
compiled Java code. The project specifically does nor wane Java co be a proprietary 
language and docs nor wane co be the sole purveyor of Java language implementations. 
Rather, we hope to make documents like chis one, and source code for our implemen­
tarion, &ecly available for people co use as they choose. 

This vision [ ... ] can be achieved only if che ocecutable concenc can be reliably s.hared 
between different Java implemenmcions. These inremions prohibit the definition of 
the Java vinuaJ machine from being fully abstract. Rather, rdcvanc logical elements of 
the design have co be made sufficiently concrete to aHow che interchange of compiled 
Java code. This docs not collapse the Java virtual machine specification ro a descrip­
tion of a Java implemencacion; demencs of the design thac do noc play a pan in the 
interchange of execucable content remain abstract. Bue it does force us to specify, in 
addition co che absuacc machine design, a concrete interchange format for compiled 
Java code. 

The Java vinual machine specification consiscs of che following: 

The byrecode syntax, including opcode and operand sizes, values, and rypes, and rheir 
aJignmenc and endian-ncss 

The vaJues of any identifiers (for example, cypc identifiers) in byrccodcs or in support­
ing structures 

The Jayour of the supporting suucrures chac appear in compiled Java code (for 
example, the constant pool) 

The Java .class file format 

Each of these is covered today. 

Despice tlus degree of specificity, there arc scill s~craJ demencs of the design that remain 
(purposely) abstract, including the following: 

The layout and management of the run-cime data areas 

The parricular garbage-collection algorithms, strategies, and consmums used 

The compiler, development environment, and run-cimc extensions (apart from rhe 
need to generate and read valid Java bytecodes) 

C Any optimizations performed, once vaJid bycecodcs are received 

These places are where the creativity of a virtual machine implementor has full rein. 
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The Fundamental Parts 
The Java virtual machine can be divided into five fundamental pieces: 

A bytecode instruction set 

A set of registers 

C A stack 

_ A garbage-collected heap 

An area for storing methods 

Some of these might be implemented by using an interpreter, a native binary code compiler, or 
even a hardware chip-but all these logical, abstract components of the virtual machine muse 
be supplied in some form in every Java system. 

Note: The memory areas used by the Java virrual machine are not required to be at 
any particular place in memory, co be in any particular order, or even to use 
contiguous memory. However, all but the method area must be able co represent 
align 32-bic values (for example, the Java stack is 32 bits wide). 

The virtual machine, and its supporting code, is often referred to as the run-time environment, 
and when this book refers to something being done at run-cime, the virrual machine is what's 

doing it. 

Java Bytecodes 
The Java vimial machine instruction set is optimized to be small and compact. It is designed to 
travel across the Net, and so has traded off speed-of-interpretation for space. (Given that both 
Nee bandwidth and mass storage speeds increase less rapidly than CPU speed, this seems like 
an appropriate rrade--off.) 

As mentioned,Javasourcccodc is "compiled" into bytecodes and stored in a .class file. On Sun's 
Java system, chis is performed using the javac cool. It is not exactly a traditional. "compiler," 
because j avac translates source code into bytecodes, a lower-level format that cannot be run 
directly, but muse be further interpreted by each computer. Of course, it is exactly chis level of 
"indirection" chat buys you the power, flexibility, and extreme portability of Java code. 
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Note: Q~otation marks arc used around the word "compiler" when talking about 
javac because l.uer today you will also learn abouc the "jusr-in-timc" ~ompiler, 
which acrs more like the back end of a traditional compiler. The use of the same 
word "compiler" for rh~ rwo different pieces of Java cechnolog> i unfortunarc, 
but somewhat reasonabl~, because each is rcalh· one-half (either the from or rhe . 
back end) of a more cradicionaJ compiler. 

A bycecode instruction consisrs of a one-byte opcode char serves co identify the insrruccion 
involved and zero or more operands, each of which may be more than one byte long. chat encode 
the pararnecers the opcode requires. 

Note: 'When ope.rands are more than one byre long, they are srored in big-endian 
order, high-order byte first . These operands musr be wembled from the byre 
stream at run-time. For ex.tmple1 a 16-bir par-,uneter appear.sin the scream as rwo 
byre5 so that its value is first_byte • 256 + second_byte. The bycecodc instruc­
cion stream is only byte-aligned, and alignment of any larger quantities is not 
guaranteed (except for "within" the special bycecodes lookupswitch and 
tableswi tch, which have :special alignment rules of their own). 

Bytecodes interpret data in the run-cime memory areas as belonging to a fixed set of types: chc 
primitive types you've seen several rimes before. consisting of several signed inceger types (8-bir 
byte, 16-bit short , 32-bir int, 64-bit long), one unsigned integer cype (16-bit char), and cwo 
signed floating-point types (32-bir float, 64-bit double), plus the type "reference to an object" 
(a 32-bit poimer-likc type). Some speciaJ bytecodes (for example, the dup instructions), ueat 
run-rime memory areas as raw data, without regard co type. This is the exception, however, not 
the rule. 

These primicive cypes are distinguished and managed by the compiler, j avac, noc by the Java 
run-rime environment. These types are not "tagged" in memory, and chus cannot be distin­
gui~hed ar run-rime. Different bytecodes are designed co hand.le each of the various primitive 
types uniquely, and the compiler carefully chooses from this palette based on irs knowledge of 
the actual types scored in rhe various memory areas. For example, when adding two integers, the 
compiler generates an iadd bytecode; for adding rwo A oars, fadd is generated. (You'll see alJ this 
in gruesome derail lacer.) 
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U nde r th Hood 

Registers 
The registers of the Java virtual machine are just like the registers inside a "real" computer. 

NE\V.- Regiitm hold chc machine's state, affecc its operation, and are updated after each 
TERM bytccode is executed. 

The following arc the Java registers: 

L pc, the program counter, which indicates what bytecode is being executed 

optop, a pointer co chc top of che operand stack, which is used co evaluate all arith­
metic expressions 

frame, a pointer to the execution environment of the current method, which includes 
an activarion record for this method call and any associated debugging information 

D vars, a pointer ro the first local variable of chc currently execuring method 

The vircual machine defines these registers to be 32 bits wide. 

Note: Because the vircual machine is primarily stack-based, it docs not use any 
registers for passing or receiving argumenrs. This is a conscious choice skewed 
toward bytecode simplicity and compacmess. le also aids efficient implememarion 
on register-poor architecrures, which most of today's computers unfonunaccly, arc. 
Perhaps when the majority of CPUs out there arc a little more sophisticued, chis 
choice will be reexamined, chough simplicity and compaccnes.s may still be reason 
enough! 

By the way, the pc register is also used when rhe run-time handles exceptions; catch 
clauses arc (ulrimacdy) associated with ranges of the pc within a mcchocrs 
byrecodes. 

The Stack 
The Java vinual machine is stack-based. A Java stack frame is similar to the stack frame of a 
convenrional program..mjng language----ic holds the state for a single method call. Frames for 
n~ccd method calls arc stacked on top of ch.is frame. 

NE\V• The scnclt is used to supply parameters to bycecodes and methods, and ro 
TERI\'I receive results back from them. 
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-----------------alli.1· ltiJ 
Each scack frame contains three (_possibJy empty) secs of dara: the local variables for the method 
call, its execution environment, and its operand stack. The sizes of rhese firsr two are fixed ar the 
scan of a method call, buc the operand stack varies in size as bycecodes are execured in che 
merhod. 

LocaJ variables are Stored in an array of32-bir slors, indexed by the regiscer vars. Most types cake 
up one slot in the array, hue the long and double types each cake up two slots. 

Note: long and double values, stored or referenced ,ia an index N, rake up che (32-
bit) slots N and N + I. These 64-bic values are thus not guaranteed to be 64-bit­
-aligned. Implementors are free co decide che appropriarc way co divide these values 
among che two sloes. 

T he execution environment in a scack frame helps co maintain the scack itself. It contains a 
pointer to the previous stack frame, a pointer co rhe local variable5 of che method call, and 
pointers co rhe srack's currenc "base" and "cop." Addjcional debugging information can also be 
placed into the execution environment. 

The operand stack, a 32-bir fuse-in-first-our (FIFO) srack, is used ro store rhe parameters and 
re rum values of most bytecode instructions. For example, the iadd bytecode expects two integers 
to be stored on the top of the stack. le pops chem, adds chem together, and pushes t.he resuJring 
sum back onco the stack. 

Each primitive data cype has unique insrructions rhat know how to excracc, operate, and push 
back operands of that cype. For example, long and double operands rake cwo "slots"" on the stack, 
and the special bytecodes rhac handle these operands cake this into account. le 1S illegal for che 
cypes on the srack and the instruction ope.raring on them co be incompatible (javac oucpurs 
bytecodes rhac always obey chis rule). 

Nore: The tap of the operand stack and che rop of the overall Java Stack arc almost 
always the same. Thus, "che stack," refers co both scads, collectively. 
~--~~~-

The Heap 
The heap is that pa.re of memory from which ncwJy created instances (objccrs) are allocaccd.. 

The heap is often assigned a large, fixed size when che Java run-cime system is started, but on 
systems that support virtual memory, ic can grow as needed, in a nearly unbounded fashion. 

Because objects are automatically garbage-collected in Java, programmers do not have co 
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(and, in fact, cannot) manually free the memory allocated co an object when they are finished 
using it. 

Java objectS are referenced indircccly in the run-time, via handles, which are a kind of pointer 
into the heap. 

Because objecrs are never referenced direccly, par.illeJ garbage collecmrs can be wrinen that 
operate independencly of your program, moving around objects in che heap ac will. You'll learn 
more about garbage collection lacer. 

The Method Area 
Like chc compiled code areas of conventional programming language environments, or the 
TEXT segment in a UNIX process. the method area scores the Java byrccodes chat implement 
almost every method in che Java system. (Remember chat some methods might be native, and 
thus implemented, fur example, in C.) The method area also stores the symbol cables needed 
for dynamic linking, and any other additional information debuggers or devclopmenc environ­
mencs which might wane to associate with each method's implementation. 

Because bycecodes are stored as byte screams, the method area is aligned on byte boundaries. 
(The other areas are all aligned on 32-bir word boundaries.) 

The Constant Pool 
In the heap, each class has a cons rant pool "attached" to ir. UsuaUy created by j avac, these 
constants encode aU the names (of variables, methods, and so forth) used by any method in a 
class. The class contains a count of how many constants there are and an offset that specifies how 
far into che class description itself the array of constants begins. These constants are typed via 
specially coded bytes and have a precisely defined format when they appear in che .class 6Je for 
a class. Lacer coclay, a little of this file format is covered, but everything is fulJy speci6ed by the 
vinual machine specifications in your Java release. 

Lint:itations 
T he virrual machine, as currendy defined, plac~ some r~cricrions on legal Java programs by 
virrue of the choices it has made (some were previously described, and more will be detailed lacer 
today). 

These limicacions and their implications are 

32-bic pointers, which imply chat the vircual machine can address only 4G of memory 
(this may be relaxed in later releases) 
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Unsigned 16-bic indicies into the exception, line number, and local variable rabies, 
which limit che size of a mechod's bytccode implementation to 64K (this limitation 
may be diminaced in the final release) 

Unsigned 16-bic indices inco the constant pool, which limits the number of constants 
in a class co 64K (a limit on the complex.icy of a class) 

In addition, Sun's implemencacionof chevirtual machine usesso-called_qu1ck bytccodes, which 
further limit rhe system. Unsigned 8-bir offsets inco objects may limit che number of merhods 
in aclassco256 (this limit may not exist in the final release), and unsigned 8-bitargumenccounrs 
limit the siu of the argument list co 255 32-bic words. (Akhough chis means that you can have 
up co 255 arguments of mosr types, you can have only 127 of chem if they're aJI long or double.) 

Bytecodes in More D e tail 
One of rhe main casks of che vinual machine is the fast, efficicnr execution of the Java byrecodes 
in methods. Unlike in the discussion yesterday about general icy versus efficiency, chis is a case 
where speed is of the upmosc importance. Every Java program suffers from a 1,low implemen­
tation here, so cJ1e run-time must use as many .. tricks" as possible co make bytecodes run fasc. 
The only ocher goal (or limitation) is chat Java programmers must not be able co ste these cricks 
in the behavior of their programs. 

A Java run-rime implementer must be extremely clever co satisfy both these goals. 

The Bytecode Inte rpre t e r 
A bytecode interprerer examines each opcode byte (bytecode) in a method's bytecode scream, 
in cum, and executes a unique action for char bytecode. Tius might consume funher byt~ for 
the operands of the byrecode and might affect which bytecode will be examined next. lt oper.ues 
Ukc the hardware CPU in a computer, which examines memory for instructions to carry out in 
exacdy the same manner. le is the software CPU of chc Java vinu21 machine. 

Your first, naive acrempc co write such a bytecode interpreter wilJ almost certainly be disastrously 
slow. The inner loop, which dispatches one bytecode each time through che loop. is notoriously 
difficuJc to optimiu. In fact, smart people have been chinking about chis problem, in one form 
or another, for more chan 20 years. Luckily, they've gotten results, all of which can be applied 
to Java. 

The final result is that che interpreter shipped in the current release o[Java has an extremely fast 
inner loop. In fact, on even a relatively slow computer, this interpreter can perform more than 
590,000 bytecodes per second! This is realJyquitegood, because the CPU in tharcompurcrdocs 
only abour 30 rimes berrer using hardware. 
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This inccrprcrcr is fast enough for most Java programs (and for those requiring more speed, they 
can always use native methods- see yesterday's discussion)-bur what if a smart implementor 
wants co do better? 

The ''Ju.st-in-Time'' Com.piler 
About a decade ago, a really clever trick was discovered by Peter Deutsch wrule trying to make 
Smallralk run fasrer. He caJlcd it "dynamic translation" during interpretation. Sun caJls it "jusc­
in-rimc" compiling. 

The trick is to notice that the really fuse interpreter you've just wrinen-in C, for example-­
already has a useful sequence of native binary code for each bytecode char it interprets: the binary 
co~ that the interpreter it:se/fis executing. Because the interpreter has already been compiled from 
C into native binary code, for each byrecode char it interprets, ic passes through a sequence of 
native code instructions for che hardware CPU on which it is running. By saving a copy of each 
binary instruction as ir "goes by,"' the imerprctcr can keep a running log of the binary code ic 
i1Jelf has run to interpret a bytecode. Ir can jusr as easiJy keep a log of the sec of byrecodes 
that it ran to interpret an entire method. 

You cake th ac log of i nstruccions and .. peephole-optimize" ic. jusc as a smart compiler does. This 
el iminates redundant or unnecessary instructions from the log, and makes ic look just like the 
optimiLCd binary code that a good compiler might have produced. 

Note: This is where the name compiler comes from, in Mjusc-in-rimc .. compiler, 
but it's really only the back end of a traditional compiler-the parnhat docs code 
generation. By the way, the fronc end here is javac. 

Herc's where the crick comes in. The next time char method is run (in exactly the same way), 
chc inrerprerer can now simply c:xccurc directly the stored log ofbinary native code. Because this 
optimizes out rhc inner-loop overhead of each bytccode, as well as any other redundancies 
between the byrecodes in a method, it can gain a factor of l O or more in speed. In fact, an 
experimcnraJ version of this technology at Sun has shown that Java programs using ic can run 
as fast as compiled C programs. 
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------ ------c-:iu.,· 
Note: T he parenthetical in the last paragraph is needed because if anything is 
different about the input co the method, it takes a different path through the 
interpreter and muse be rcloggcd. (There arc sophisricaccd versions of this technol­
ogy that solve this, and other, difficulties.) The cache of native code for a method 
must be invalidated whenever rhe method has changed, and the interpreter must 
pay a small cost up from each time a method is run for rhe first time. HoWt'Ver, 
these small bookkeeping costs arc far outweighed by the amazing gains in spttd 
possible. 

Thejava2c Translator 
Another, simpler, trick, which works well whenever you have a good, portable C compiler on 
each system char runs vour program, is co tr.mslatc che bytecodes inco C and chen compile the 
C inro binary native: code. If you wait until the first use of a method or da~. and then ~rform 
chis as an" invisible .. opci m i1.at ion, it gains you an addi rional speedup over the approach ou ti ined 
previously, without the Java progr2mmer needing co know abouc it. 

Of course, chis does l1mif you co systems wich a C compiler, bur as you learned yesterday, there 
are extremely good, freely available C compilers. In theory, your Java code might be able to travel 
with its own C compiler, or know where co pull one from the Nec as needed, for each new 
computer and operating syscem it faced. (Because rhis violates some of the rules of normal Java 
code movemenc over the Net, Lhough, ic should be used sparingly.) 

If you're using Java, for example, co wricc a server char lives only on your computer, ic might be 
appropriate to use Java for ics flexibility in wricing and maintaining chc server (and for its 
capability of dynamically linking new Java code on che fly) , and then co run java2c by hand co 
translate the basic server icsdf cncirdy into nacive code. You'd link the Java run-time 
en vironmenc i nro that code so chat your server remains a fully capable Java program. but i c' s now 
an extremely fast one. 

In fact, an experimental version of the J ava2c translator inside Sun shows that ic can reach the 
speed of compiled and opcimi·lCJ C code. This is che best chat you can hope co do! 

Note: Unforcunarely, as of chc LO release, rherc is still no publicly available J ava2c 

cool. and Sun's virtual machine does not perform "jusr-in-time" compilation. Both 
of these have been promised in a later release (perhaps 1.1). 
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The Bytecodes Themselves 
Let's look ar a (progressively less and less) detailed description of each class of bytecodes. 

For each bytecode, some brief rexc descrihes irs function, and a textual .. picture" of the stack, 
both before and after the bytecode has been executed, is shown. This text picture will look like 
the foUowing: 

... , value1, value2 => ••• , value3 

This means that the byrecode expecrs rwo operands-value, and value2-to be on the rop of 
the stack, pops chem both off the stack, operates on chem m produce value3, and pushes value3 
back onco the cop of rhe stack. You should read each Stack from right to left, with the rightmost 
value being rhe cop of the sea.ck. The ... is.read as "the resc of the scackbclow," which is irrelevant 
to the current bytecode. All operands on the stack arc 32-bits wide. 

Because most bytecodes rake their arguments from the stack and place their results back there, 
chc brief rexc descriptions that follow only say someching about che source or destination of 
values if they are not on the stack. For example, the description "Load integer from local 
variable.· means chat the integer is loaded onco the stack, and • Integer add." intends its 
integers co be taken from-and the result rerurned to-che stack. 

Bytecodes chat don't affect control flow simply move the pc onro chc nc:xr bytccode chat follows 
in sequence. Those chat do affecr the pc say so explicitly. Whenever you see byte1, byte2, and 
so forth, it refers to the fust byre, second byte, and so on, that follow the opcode byte itself. After 
such a byreco<le is executed, the pc automatically advances over these operand bytes to start the 
nc:xr bytccode in sequence. 

Note: The next few sections are in "reference manual sryle," presenting each 
byteoo<lc separately in all its (often redundant) detail. Later sections begin to 
collapse and coalesce this verbose style into something .shorter, and more readable. 
The: verbose form is shown at first because the online reference manuals will look 
more like it, and because ir drives home the point thac ead1 bytccodc "function" 
comes in many, nearly identical bytccodes, one for each primitive type in Java. 

Pushing Constants onto the Stack 
bipush ... ;> ... , value 

Push one-byte signed inreger. byte1 is interpreted as a signed 8•bitvalue. This value is expanded 
co an int and pushed onto the operand stack. 
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sipush ... => ... , value 

Push rwo-byte signed integer. byte1 and byte2 arc assembled inco a signed 16-bir value. This 
value is expanded to an int and pushed onto rhe operand scack. 

ldct . . . => ... , item 

Push item from conscanc pool. byte1 is used as an unsigned 8-bit index into the conscanc pool 
of chc current class. The item ac that index is resolved and pushed onco the stack. 

ldc2 ... => ... , item 

Push itera from conscam pool. byte1 and byte2 are used co construcr an uns.igncd 16-bit index 
imo the conscanc pool of the current class. The item at chat index is resolved and pushed onto 
the stack. 

ldc2w ... => ... 1 constant -word1, constant -word2 

Push long or double from conscam pool. byte1 and byte2 are used co consrrucr an unsigned 16-
bir index mto che consram pool of the current class. The two-word constant at chat index is 
resolved and pushed onto the stack. 

aconst_null ... => ... , null 

Push the null object reference onco the stack. 

iconst_m1 . . . => ... ' · 1 

Push the int . 1 onco the stack. 

iconst_<I> ••• ==> ••• ' <I> 

Push the int <I> onto the stack. There are six of these bytecodes, one for each of rhc incegers 
0-5: iconst_0, iconst_t, iconst_2, iconst_3, iconst_4, and iconst_s . 

lconst_<L> ... => ... , <l>-word1, <l>·WOrd2 

Push the long <L> onto the stack. There are two of these bytecodes, one for each of the integers 
0 and l: lconst_0, and lconst_ 1. 

fconst_<F> ... => ... ' <F> 

Push the float <F> onto the scack. There are three of these bytecodcs, one for each of the integers 
0-2: fconst_e, fconst_ 1, and tconst_2 . 

dconst_<D> .•• => •..• <D>-word1, <D>-word2 

Push the double <D> onro the stack. There are two of these bytecodes, one for each of the inregers 
0 and l: dconst_0, and dconst_1. 
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Lot1ding Local Variables onto the Stack 
iload ... => ..• 1 value 

Load 1nt from locaJ variable. Local variable byte1 in the current Java frame must contain an int. 

The value of that variable is pushed onto the operand stack . 

iload_<l> •. . => ..• , value 

Load int from local variable. Local variable <I> in the current Java frame: must contain an int. 
The: value of that variable is pushed onto the operand stack. There are fow of these bytecodes, 
one for each of the: imcgcrs 0-3: iload_e, iload_1. iload_2, wd iload_3. 

lload ... => •.• , value-word1, value-word2 

Load long from local variable. Local variables byte1 and byte1 + , in the currenc Java frame muse 
together contain a long integer. The values contained in rhosc: variables are pushed onto the 
operand stack . 

lload_<l> • .• => .•• 1 value-word1, value-word2 

Load long &om local variable. Local variables <L> and <L> + 1 in che current Java frame muse 
together contain a long integer. The value contained in cho~c variables is pushed onco the 
operand srack. The.re are four of these: byrecodes, one: for each of the integers 0-3: lload_0, 

lload 1, lload 2, and lload 3. - - -
fload ... => ... , value 

Load float from local variable. Local variable byte1 in rhe currcnr Java frame must conrain a 
single precision floating-poinc number. The value of that variable is pushed onto the operand 
stack. 

fload_<F> ... :> ... , value 

Load float from local variable. Local variable <F> in the current Java frame must contain a singie 
precision floaring-poinc number. The value of char variable is pushed onto che operand srack. 
There are four of these bytecodes, one for each of che integers 0-3: fload_0, fload_ 1, fload_2, 

and fload_3. 

dload ... => ••• 1 value -word1, value -word2 

Load double from local variable. Local variables byte1 and byte1 + 1 in the current Java frame: 
must cogecher contain a double precision Aoacing-poinc number. The value contained in chose 
variables is pushed onco the operand scack. 
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dload_<O> ... •> ... , value word1, value-word2 

Load double from local variable. Local variables <O> and <D> + 1 in the current Java frame mus( 
rogecher contain a double precision floating-point number. The value contained in chose 
variables is pushed onto the operand scack There are four of these bytecodcs, one for each of che 
imegers 0-3: dload_0, dload1 , dload_2, and dload_3. 

aload ... •> ... , value 

Load object reference from local variable. Local variable byte1 in the current Java frame must 
contain a return address or reference co an object or array. The value of char variable is pushed 
onco the operand stack . 

aload_<A> ... •> ... , value 

Load object reference from local variable. Local variable <A> in the current Java frame must 
contain a return address or reference to an object. The value of char variable is pushed onco rhe 
operand stack. There arc four of these bytecodes, one for each of the integers 0-3: aload_0, 
a load_ 1, aload_2, and aload_3. 

Storing Stack Values into Local Variables 
istore ... , value => ... 

Store int imo locaJ variable. value muse bean int. Local variable byte1 in the current Java frame 
is set co value . 

1.store_<I> ... , value •> ... 

Score int imo local variable. value must be an int. Local variable <I> in the curremJava frame 
is set to value. There are four of these bytecodes, one for each of the integers 0-3: istore_e, 
istore_ 1, istore_2, and istore_3 . 

lstore • •• 1 value ,word1, value -word2 e> ... 

Store long inco local variable. value must be a long integer. Local variables byte1 and byte1 + 
1 in the current Java frame arc set to value . 

lstore_<L> ... , value-word1, value-word2 => 

Store long into local variable. value must be a long inceger. Local variables <L> and <L> • 1 in 
the current Java frame arc sec to value. There are four of these byrecodcs, one for each of che 
integers 0-3: lstore_0, !store_,, lstore_2, and lstore_3 . 

fstore ... , value•> ... 

Store float inro local variable. value must be a single precision Aoaring-poinc number. Local 
variable bytel in the currenr Java frame is ser co value. 
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fstore_<F> ... ,value;> . . . 

Store float inco local variable. value muse be a single precision floacing-poinc number. Local 
variable <F> in the current Java frame is sec co value. There are four of these bytecodes, one for 
each of che integers 0-3: tstore_0, fstore_,, tstore_2, and fstore_3 . 

dstore ... , value•wordl, value •word2 •> ... 

Score double into local variable. value must be a double precision floating-point number. Local 
variables bytel and byte1 + 1 in the current Java frame are set co value . 

dstore_<D> ... , value-wordl, value•word2 a> ... 

Score double into local variable. value muse be a double precision floaring-point number. Local 
variables <D> and <D> + 1 in the current Java frame are set to value. There are four of these 
bytecodes, one for each of the integers 0-3: dstore_0, dstore_ 1, dstore_2, and dstore_3 . 

. . . , handle => . . . 

Score objecc reference into local variable. handle must be a return address or a reference co an 
object. Local variable byte, in che current Java frame is sec co value . 

astore_<A> .. . , handle=> ... 

Score object reference into local variable. handle must be a return address or a reference to an 
object. Local variable <A> in the current Java frame is sec co value. There are four of these 
bytecodes, one for each of the integers 0-3: astore_0, as tore_,, astore_2, and astore_3. 

iinc •no change• 

Increment local variable by constant. Localvariablebyte1 in thecurrentjavaframe mustconcain 
an int. Its value is incremented by the value byte2, where byte2 is created as a signed 8-bic 
quanncy. 

Managing Arrays 
newarray ... , size;> result 

Allocate new array. size muse be an 1nt. Jc represents che number of elements in che new array. 
byte1 is an incemal code chat indicaces the type of array co allocate. Possible values for byte1 are 
as follows: T_BOOLEAN (4). T_CHAR (5), T_FLOAT (6), T_OOUBLE (7), T_BYTE (8), T_SHORT (9), T_INT 

(10), and T_LONG (11). 

An anempc is made co allocate a new array of the indicated cype, capable of holding sue 
elements. This will be the result. If size is less than zero, a NegativeArraySizeException is 
thrown. If there is nor enough memory co aJlocacc chc array, an Ou tOfMemoryError is thrown. All 
elements of the array are initialized to chcir defauJc values. 
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anewarray ... , size •> result 

Allocate new array of objects. sue musr ~ an int. It represents the number of elements in the 
new array. byte, and byte2 are used ro consrruct an index into the constam pool of the current 
class. The item at that index is resolved. The resuJring entry must be a class. 

An attempt is made co allocate a new array of the indicared class rype, capable of holding size 
elements. This will be the result. If size is less than zero, a NegativeArraySizeException is 
thrown. If there is not enough memory co allocate the array, an 0ut0fMemoryError is thrown. All 
dements of the array are initialized to null. 

Note: anewarray is used ro creare a single dimension of an array of objects. For 
example, rhe request new Thread(7) gcnt:rares rhe following bytecodes: 

bipush 7 

anewarray <Class •java.lang.Thread•> 

anewarray c.:ui ~ be used co crcare rhe outermost dimension of a mulridimcn­
sional array. For example, the array declaration new int ( 6 J ( I generates this: 

bipush 6 

anewarray <Class ·11•> 

(Sec the section "Method Signatures" for more infonnacion on strings such as [I.) 

multianewarray ... , s1ze1 s1ze2 .. . sizeN => result 

AJlocace new mulridimensional array. Each size<I> must be an int. Each represents rhe number 
of dements in a dimension of the array. byte1 and byte2 are used to corutrucc an index into rhe 
constant pool of che current class. The item ac that index is resolved. The resulting emry muse 
be an array class of one or more dimensions. 

byte3 is a positive integer representing the number of dimensions being created. Ir musr be less 
chan or equal co che numbcrofdimensionsofrhearrayclass. byte3 is also thenumberofclcmcnrs 
char are popped off the stack. All must be 1nts grcacer than or equal to zero. These arc used as 
chc sizes of the dimensions. An attempt is made co allocate a new array of the i ndicarcd class rype, 
capable of holding size< 1 > • size<2> • . . . • <sizeN> clemems. This will be the result. If any 
of the size<I> argumencs on the stack is less than i.ero, aNegativeArraySizeException is thrown. 
Cf there is not enough memory ro allocace the array, an 0ut0fMemoryError is thrown. 
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Note: new int [ 6 J [ 3} (] generarcs chc.~ by,:ecodcs: 

bipusl'I 6 

bi push 3 

mult i anewarray <Class "[ [(I"> 2 

Ir's more efficient co use newarray or anewarray when creating arrays of single 

dimension. 

array length . .. , array=> ... , length 

Get lengch of array. array must be a rcferenct: co an array object. The length of the array is 
determined and replaces array on the cop of the stack. lf array is null, a NullP01nterException 

is thrown. 

iaload ... ' array, index => ... ' value 
laload • • • I array, index ::> ... , value-word1, value-word2 
faload ... ) array, index => ... J value 
daload ... ' array, index => ... J value -word1, value-word2 
aaload .... array, index => ... J value 
baload - ... array, i.ndex => ••• 1 value 
caload .... arrayJ index •> • • • I value 
saload , •• t arrayJ index => .... value 

Load <type> from array. array must~ an array of <type>s. index must be an int. The <type> 

value ac position number index in array is retrieved and pushed onto the top of the stack. If 
array is null, a NullPointerException is thrown. If index is nor within the bounds of array, an 
ArraylndexOutOfBoundsExcepuon is thrown. <type> is, in rum, int, long, float, double, objecc 
reference, byte, char, and short. <type>s long and double have two word values, as you've seen 

in previous load bytecodes. 

iastore .... array, index, value•> . .. 
lastore • • • I array, index, value ,word1, value-word2 => 

fastore ... ' array, index, value=> ... 
dastore • • • I array, index, value ,word1, value-word2 => 

aastore ••• J array, index, value => 
bastore .... array, index, value=> 
castore ... ' array, index, value => 
sastore • • • I array, index, value.,> 

Score inco <type> array. array must~ an array of <type>s, index muse be an int, and value 
a <type>. The <type> value is smred ac position index in array. If array is null, a 
NullPointerException is chrown. If index is noc within the bounds of array, an 
ArrayindexOutOfBoundsException is thrown. <type> is, in cum, int, long, float, double, objea 
reference, byte, char, and short. <type>s long and double have cwo word values, as you've seen 

in previous store bytecodes. 
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-------------1111~=111 
Stack Operations 
nop -no change -

Do norhing. 

pop any=> ... 

Pop the rop word from the scack. 

pop2 ... , any2, any1 z> ... 

Pop che rop cwo words from che stack. 

dup ... , any=> ... , any, any 

Duplicate the cop word on the stack. 

dup2 ... , any2, any1 :> ... , any2, any1, any2,any1 

Duplicate the top two words on the scack. 

dup_x1 .. . , any2, any, => ... , any1 1 any2,any1 

Duplicate the rop word on the stack and inserc the copy two words down in the stack. 

dup2_X1 . . . , any3, any2, any1 z> ... , any2, any1 1 any3,any2,any1 

Duplicate the cop two words on chc srack and insert the copies two words down in the stack . 

dup_x2 .. . , any3, any2, anyt => .•. , any1, any3,any2,any1 

Duplicate the rop word on the stack and insert the copy three words down in the stack . 

dup2_x2 . .. , any4, any3, any2, any1 •> ... , any2, any1, any4 ,any3,any2,any1 

Duplicate the cop two words on the stack and insert the copies ch rec words down in the sea.ck. 

swap ... , any2, any1 •> ... , any1, any2 

Swap the cop cwo elemems on the stack. 

Arithn::tetic Operations 
iadd ... . 1 v1, v2 => ... ' result 
ladd ••• J v1 -word1, v1 -word2, v2-word1, v2-word2 •> • • • I r -word1, r-word2 
fadd 

• ♦ • ' 
v1, v2 z> • • • I result 

dadd .... v1 -word1, v1-word2, v2 -word1, v2-word2 •> . ... r-word1 • r-wor<l2 

v1 and v2 muse be <type>s. The 11s arc added and are replaced on the stack by their <type> sum. 
<type> is, in rum, int, long, float, and double. 
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1.sub • ♦• t V1, v2 ::> 
• ♦ • ' 

result 
lsub ♦ • • ' 

vl -word1, v1 -word2, v2-word1, v2-word2 => ••• J r-word1, r-word2 
fsub • • • I V1 , v2 •> ... ' result 
dsub .. '' vt -word1, v1-word2, v2-word1, v2 -word2 => .... r-word1, r -word2 

v1 and v2 must be <type>s. v2 is subtracted from v1, and both vs are replaced on che stack by 
their <type> difference. <type> is, in turn, int, long, float, and double. 

imul ••• J V1 I v2 => .. . , result 
lmul ... ' v1 -word1, v1 -word2, v2-word1, v2-word2 => •••I r-word1, r-word2 
fmul ... ' v1, v2 :r::> •••I result 
dmul •• ♦ ' 

vt-word1, v1-word2, v2-word1, v2-word2 •> ••• J r-word1, r -word2 

v1 and v2 must be <type>s. Boch vs are replaced on the stack by cheir <type> produce. <type> is, 
in rum, int, long, float, and double. 

idiv ••• t v1, v2 => • • • J result 
ldiv t ♦ I J v 1 -word1 , v1 -word2, v2 -word1, v2 word2 => ••• J r-word1, r -word2 
fdiv .... V1, v2 •> ••• J result 
ddiv ... ' v1 -word1, v1 -word2, v2-word1, v2-word2 => ••• J r-word1, r-word2 

vl and v2 muse be <type>s. v2 is divided by v1, and both vs are replaced on the stack by their 
<type> quotient. An attempt to divide by zero resulcs in an Ari thmeticException being thrown. 
<type> is, in rum, int, long, float, and double. 

irem 
• ♦.' vl, v2 • > ... ' result 

lre■ ... , V1 word1, v1 -word2, v2 -word1, v2 -word2 => ••• J r-word1, r-word2 
fre111 ... ' v1, v2 •> .. . ' result 
drecn .... v1-word1, v1 -word2, v2•wor01, v2-word2 1:> ••• J r-wordt, r -word2 

v1 and v2 muSt be <type>s. v2 is divided by vt, and both vs are replaced on the scack by their 
<type> remainder. An attempt to divide by zero results in an ArithmeticException being 
thrown. <type> is, in turn, int, long, float, and double. 

ineg 
lneg 
fneg 
dneg 

• • • I 

• • • I 

• • • I 

•• • t 

value•> .. . ' 
value-wordl, 
value=> ... , 
value -wordt, 

result 
value-word2 => ••• J result-word1, result-word2 
result 

value-word2 .. > ••• t result-word1, result -word2 

value must be a <type>. It is replaced on the stack by its arithmetic negation. <type> is, in rum, 
int, long, float, and double. 

Note: Now chat you' re familiar with the look of the bytccodcs, the summaries char 
follow will become shorter and shorter (for spa~ reasons). You can always gee any 
desired lcvd of derail from the full virtual machine specification in the latest Java 
release. 
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------------ell ... ■ 
Logical Operations 
ishl • • • l v1, v2 •> ••• t result 
lshl • • • t v1 -word1, v1-word2, v2 •> .... r-word1, r-word2 
ishr .. t' V1 I v2 •> • • • I result 
lshr .... v1-word1, v1 -word2, v2 •> • • • I r•word1, r-word2 
iushr . . . , Vl, v2 => •• ♦ • result 
lushr .... v1 -wordl, v1 word2, v2-word1, v2-word2 ,.> ... ' r-word1, r-word2 

For cypes int and long: arithmetic shift-left, shift-right, and logical shift-righc. 

iand . . . ' v1, v2 -.:-> .... result 
land • • • J v1-word1, v1-word2, v2-word1, v2-word2 %> 

♦ •• • r -wordl, r-word2 
ior ••• J V1 1 v2 => ••• J result 
lor ... , vl -word1, v1 -word2, v2 -word1, v2-word2 => ••• I r-wordl, r-word2 
ixor ♦ •• ' 

v1, v2 •> . " . ' result 
lxor ... ' v1-word1, v1 -word2 , v2 -word1 1 v2 -word2 => ... ' r-wordt, r-word2 

For cypes int and long: bitwise AND, OR, and XOR. 

Conversion Operations 
1.21 ••• J value => • • • I result -word1, result -word2 
l.2f ... , value=> 

• ♦ • ' 
result 

i2d ••• J value=> ... ' result-word1, result -word2 
12i ... ' value-wordl, value -word2 => ... ' result 
12f .... value -wordl, value -word2 •> . .. , result 
12d ••• J value-word1, value-word2 •> ... ' result-word1, result -word2 
f2i .... value=> •••I result 
f21 ••• t value=> .... result -word1, result -word2 
f2d • • • I value=> 

•• ♦' result -word1 , result-word2 
d2i • • ♦ , value-word1, value-word2 > ... ' result 
d21 .... value-word1, value-word2 c> • ••I result •word1, result•word2 
d2f ... ' value -word1, value-word2 •> ••• J result 

int2byte • • • I value >=> •• ' j result 
int2char .. ' , value => ••• J result 
int2short ... , value => ... ' result 

These bytecodes convert from a value of cypc <lhs> co a result of type <rhs>. <lhs> and <rhs> 

can be any of i, l, f ,and d, which represent int, long, float, and double, respectively. The final 
three bytecodes convert types mar are self-explanatory. 

Transfer of Control 
ifeq •••I value "'> 
ifne ... ' value => 
iflt ... ' value => 
ifgt ... , value => 
ifle •••I value => 
ifge ... , value => 

if_icmpeq • ♦ •• value1, value2 •> 
if_icmpne .. .. ' value1, value2 :> 
if_icmplt • ,. • I valuel, value2 •> 
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• Under the Hood 

if_1cmpgt ... ' value1, value2 "'> 
if _1cmple .... ' value1, value2 :c:> 
if _icmpge ... ' value1, value2 •> 

ifnull ••• J value=> 
ifnonnull • • • J value=> ... 

When value <rel> 0 is true in the firscserofbytecodes, value 1 <rel> value2 is true ln the second 
sec, or value is null (or not null) in the rhird, byte, and byte2 are used to construct a signed 
16-bir offset. Execudon proceeds at that offset from the pc. Otherwise, execution proceeds at 
the bytecode following. <rel> is one of eq, ne, lt, gt, le, andge, which represent equal, nocequal, 
less chan, greater than, less than or equal, and greater than or equal, respectivdy. 

lcmp 

fcmpl 
dcmpl 

. . . ' 

... , 
•••I 

v1-word1, v1•word2, v2 -word1, v2-word2 ;> 

v1, v2 :> ... , result 
v1-word1, v1-word2, v2 -word1, v2-word2 :c:> 

.... result 

... ' result 

fcmpg ... , v1, v2 :> ... , result 
dcmpg ... , v1-wordt, v1-word2, v2-word1, v2-word2 :> ... , result 

v1 and v2 mUSf be long, f lost, or double. They are both popped from the !.tack and compared. 
If v1 is greater than v2, the int value 1 is pushed onto the stack. If v1 is equal to v2, 0 is pushed 
onto the stack. If v1 is less than v2, - 1 is pushed onto the stack. For floating-point, if either v1 
or v2 is NaN, -1 is pushed onro the stack for the first pair of bytecodes, +1 for rhe second pair. 

if_acmpeq .. . , value1, value2 => •.. 
if_acmpne ... , value1, value2 => ... 

Branch if object references are equal/not equal. value1 and value2 muse be references co objecrs. 
They arc both popped from the stack. If value1 is equal/not equal to value2, byte1 and byte2 
are used ro consuuct a signed 16-bit offser. Execution proceeds at that offier from the pc. 
Otherwise, cxccurion proccecls ar the bytccode following. 

goto 
goto_w 

-no change-
-no change-

Branch always. byte1 and byte2 (plus byte3 and byte4 forgo'to_w) are used to construct a signed 
16-bit (32•bit) offset. Execution proceeds ac that offset &om the pc. 

1sr ... :> ... , return-address 
jsr-w ... => •.• , return-address 

Jump subroutine. The address of the bytecode immediately following the j sr is pushed onto the 
stack. byte1 and byte2 (plus byte3 and byte4 for goto_w) are used ro consrrucc a signed 16-bit 
(32•bit) offset. Execution proceeds ar chat office from the pc. 

ret 
ret2_w 

-no change -
-no change • 

Rerum from subroutine. Local variable byte1 (plus byte2 for ret_w are assembled into a I 6-bic 
index) in the current Java frame must contain a re rum address. The conre_nrs of char local variable 

444 arc written into the pc. 
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Note: J sr pushe~ 1he address onco 1.he ~tack, and nt gees it ouc of a local variable. 
This asyrumeuy is intentional. The 1sr and ret bytecodes are used in the imple­
mcntarion of Ja\'a's finally keyword. 

Method Return 
return ... => [empty) 

Rerurn (void) from method. AIJ values on the operand stack are discarded. The incerprcrer then 
returns control to irs caller. 

ireturn 
lreturn 
freturn 
dreturn 
areturn 

.... , 

., • • I 

• • • I 

. .. ' 

value=> [empty] 
value ,word1, value-word2 •> 
value=> [empty] 
value-word1 1 value-word2 => 
value•> [empty] 

femptyl 

(empty) 

Rerum <type> from method. value muse be a <type>. The value is pushed onco che stack of the 
previous execution environment. Any other values on the operand srack are cliscarded. The 
incerprcrer chen rerums control co irs caller. <type> is, in turn, int, long, float, double, and 
object: reference. 

Note: The stack behavior of the "return" bytecodes may be confusing to anyone 
expecting the Java operand stack co be jiur like rhe C stack. Java's operand rack 
accually consists of a number of discontiguous segments, each corresponding to a 
method call. A recurn bytecode empcics the Java operand sr2dc segment corrc-
5pondi ng co rhe frame of the rerurning ca11, bur docs not affect the segment of any 
parcm c.1lls. 

Table Jlllllping 
tableswitch ... , index s> 

tableswitch is a variable-length bycecode. lmmcdiacely after the tableswitch opcode, zero to 

three 0 bytes are inserted ru, padding so chat the next byce begins at an address chat is a multiple 
of four. After the padcling are a series of signed 4-byte quantities: default • offset, low, high, and 
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• Under the Hood 

chen (high • low + 1) further signed 4-byce offsets. These offsers a.re created as a 0-based jump 
rable. 

The index must be an int. If index is less than low or index is greater rhan high, default •offset 

is added co the pc. Otherwise, che ( index • low) 'ch element of the jump table is extracted and 
added co the pc. 

lookupswitch ... , key c> ... 

lookupswi tch is a variable-length bytecode. Immediately after the lookupswitch opcode, zero to 
three e bytes are inserted a5 padding so chat che next byte begins at an address chat is a multiple 
of four. lmmcdiatdy after the padding is a series of pairs of signed 4-byte quantities. The first 
pair is special; it conrains the default-offset and the number of pairs char follow. Each 
subsequcnr pair consists of a match and an offset. 

The key on the stack mUst be an int. This key is compared ro each of the matches. If it is equal 
ro one of them, chc corresponding offset is added to the pc. If the key does not march any of 
the matches, the default •offset is added co the pc. 

Manipulath1g Object Fields 
putfield .• . , handle, value=> .•. 
putfield ... , handle, value -word1, value-word2 => 

Set field in object. byte1 and byte2 are used to construct an index into the constant pool of the 

current class. The constant pool irem lS a field reference ro a class name and a field name. The 
icem is resolved co a fidd block poinrcr containing the field's width and offset (both in byres). 

The field at that offset from the start of the instance pointed to by handle will be set co the value 

on the top of the srack. The fi rsc st2.Ck picrure is for 32-bic, and the second for 64-bic wide fields. 
This bycccode handles boch. lfhandle is nul 1. a NullPointe rException is thrown. lf the specified 
field is a static field, an InoompatibleClassChangeError is thrown. 

getfield 
getfield 

... ,handle •> ... , value 

. .. ,handle=> ... , value -word1, value -word2 

Fccch field from objecr. byte1 and byte2 are used to construct an index into the constant pool 
of the current class. The constant pool icem will be a field reference co a class name and a field 
name. The item is resolved ro a fidd block pointer containing the field's width and offset (both 
in bytes). 

handle must be a reference to an object. The value ac offset into the object referenced by handle 

replaces handle on the cop of the stack. The first stack picrure is for 32-bit, and the second for 
64--bir wide fields. This bytecode hand.Jes both. If the specified 6dd is a static fidd, an 
IncompatibleClassChangeerror is thrown. 
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putstatic 
putstatic 

... , value => •.• 

... , value-word1, value-word2 => .•• 

Sec scacic field in class. byte1 and byte2 a.re used to construct an index into the constant pool of 
the currenc class. The constant pool item will be a fidd reference co a scatic field of a class. That 
field will be sec co have che value on che top of che stack. The first stack picrurc is for 32-bic, and 
the second for 64-bit wide fields. This bytecode handles both. If the specified fidd is not as tatl.c 
field, an IncompatibleClassChangeError is thrown . 

oetstatic 
oetstat.tc 

•.• , => ... , value_ 
.. • , => •.. , value-word1, value-word2 

Gee scacic field from class. byte1 and byte2 a.re used ro construct an index inco the constanr pool 
of che current class. The constant pool item will be a field reference co a static fidd of a class. The 
value of that field is placed on chc top of the stack. The first srack picture is for 32-bic, and che 
second for 64-bit wide fields. This byrecode handles both. If the specified field is not a static 
field, an I ncompatibleClassChangeError is thrown. 

Method Invo c ation 
invokevirtual ... , handle, (arg1, (arg2, ... ]], ... => . •. 

Invoke inscance method based on run-time cype. The operand stack muse conrain a reference 
toan object and some number of arguments. byte1 and byte2 are used roconscrucran index inco 
the constant pool of the current class. The irem at char index in the constant pool contains chc 
complete method signature. A pointer to che object's method cable is retrieved from the objecc 
reference. Tne method signature is looked up in che method cable. The method signature is 
guaranceed co exacdy match one of the method signacures in the table. 

The result of the lookup is an index into the method table of Lhe named class thar's used co look 
in che method cable of the object's run-cime rype, where a pointer co the method block for the 
matched method is found. The method block indicates the type of method (nativ&, synchro• 
nized, and so on) and the number of arguments (nargs) expected on rhe operand stack. 

Jf the method is marked synchronized, the monitor associated with handle is enrered. 

The base of the local variables array for the new Java stack frame is set co point co handle on the 
srack, making handle and the supplied arguments (arg1, arg2, ... ) the first nargs locaJ variables 
of che new frame. The cotal number of local variables used by che method is determined, and 
the execu don environment of the new frame is pushed after leaving sufficienc room fur the locals. 
The base of the operand stack for chis method invocation is sec co the first word after the 
execution environment. Finally, execution continues with the fuse byrecode of the macched 
method. 

If handle is null, a NullPointerException is thrown. If during rhc method invocation a stack 
overflow is detected, a StackOverf lowError is thrown. 
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• Under the Hood 

invokenonv irtual ... , handle, I arg 1 , I arg2, ... 11 , • • • "> ... 

Invoke instance method based on compile-time type. The operand stack must conr.ain a 
reference (handle) co an objea and some number of arguments. byte1 and byte2 are used co 
conscrucc an index into chc constant pool of rhe current class. The item at chat index in the 
constant pool contains I.he complece method signature and class. The method signature is 
looked up in the method cable of the class indicated. The method signature is guaranteed co 
exactly match one of the method. signatures in che table. 

The resuJc of the lookup is a method block. The method. block indicates the cype of method 
(native, synchronized, and so on) and che number of arguments (nargs) expected on rhe 
operand stack. (The last three paragraphs are identical co the previous bytecodc.) 

invokestatic ... , , (arg1, (arg2, ... ]), . .. ,.> ••• 

Invoke class (static} method The opcr.md stack muse contain some number of arguments. 
byte1 and byte2 are used to construct an index into the constant pool of che current class. The 
item ar that index in rhe constant pool contains che com piece method signacure and class. The 
method signaru.re is looked up in the method cable of the class indicated. The method signature 
is guaranteed co march one of the method signatures in the class's method table exaccly. 

The result of the lookup is a mechod block. The method block indicates the type of method 
(native, synchronized, and so on) and the number of arguments (nargs) ex.peered on the 
operand scack. 

lf the method is marked synchronized, the monitor assocfated with the class is entered. (The lase 
two paragraphs are identical to those in invokevirtual, cxc~pr chat no NullPointerExceptlon 

can be thrown.) 

invokeintertace ... , handle, I arg1, [ arg2, . .. J) , •.• => • • • 

Invoke interface method. The operand sea.ck must contain a reference (handle) to an object and 
some number of argumencs. byte1 and byte2 are used ro construct an index into the constant 
pool of the currenc class. The item at rhar index in the constant pool contains the complete 
method signature. A pointer co the object's method cable is retrieved from che object reference. 
The method signature is looked up in the method cable. The method signature is guaranteed 
co exactly match one of the method signatures in the cable. 

The result of the lookup is a method block. The method block indicates the rype of method 
(native, synchronized, and so on) but, unlike the ocher "invoke" bytecodes, the number of 
available argumcncs {nargs) is raken from byte3; byte4 is reserved fur future use. (The last three 
paragraphs arc identical to chose in invokevirtual.) 
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Exception Ilandling 
athr-ow ... ,handle => [undefined] 

Throw exception. handle muse be a handle to an exception object. That exception, which must 
~ an instance of Thr-owable (or a subclass), is thrown. The current Java stack frame is searched 
for the most recent catch clause chat handles che exception. If a marching "carch~lisc" entry is 

found, the pc is reset co che address indicated by the cacch-list poincer, and execution continues 
there. 

If no appropriate catch clause is found in the currenc stack frame, that frame is popped and che 
exception is rechrown, scarring the process all over again in the parenr frame. If handle is null, 
then a NullPointerException is thrown instead. 

Miscellaneous Object Operations 
new • . . •> •.. , handle 

Creace new object. byte1 and byte2 are used co consrrucr an index into the constant pool of the 
current class. The irem ar chat index should be a class name chat can be resolved co a class pointer, 
class. A new instance of d1ac class is then created and a reference (handle) for the instance is placed 
on the top of the stack. 

checkcast ... ,handle=> ... , [handle : ... ) 

Make sure object is of g1ven type. handle muse be a reference co an object. byte1 and byte2 are 
used co construct an index into the constant pool of the current class. The sering at rhac index 
of the constant pool is presumed to be a class name rhac can be resolved to a class pointer, class. 

checkcast determines whecher handle can be cast to a reference co an object of char class. (A nu 11 

handle can be case co any class.) If handle can be legally cast, execution proceeds at the next 
bycecode, and the handle remains on the stack. If not, a ClasscastException is thrown and the 
stack is emptied. 

instenceof • .. ,handle=> ... , result 

Determine whether object is of given type. handle must be a reference co an object. byte1 and 
byte2 are used to construct an index into the constant pool of the currenr class. The sering ar chat 
index of the constant pool is presumed co be a class name thac can be resolved co a class pointer, 
class. 

If handle is null, the result is 0 (false). Otherwise, instanceof determines whether handle can 
be case to a reference co an object of chat cl;m. The result is 1 {true) if it can. and 0 (false) 
othen'Vise. 
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Monitors 
monitorenter ... , handle=> .. . 

Enter monitored region of code. handle must be a reference co an object. The interpreter 
attempts to obtain exclusive access via a lock mechanism co handle. If another thread already has 
handle locked, checurrent thread waics until the handle js unlocked. If the current thread already 
has handle locked. execution continues normally. If handle has no lock on ic, chis bycecode 
obtains an exclusive lock. (A null in either bycecode throws NullP01nterExceptJ.on.) 

monitorexit ... ,handle => ... 

Exit monirored region of code. handle must be a reference to an objecL The lock on handle is 
rdeased. If chis is the last lock thac chis thread has on mat handle (one thread is allowed to have 
multiple locks on a single handle), ocher threads chac are waiting fur handle are allowed co 

proceed. (A null in either bycecode throws NullPointerException.) 

D e bugging 
breakpoint -no change• 

Call breakpoint handJer. The breakpoint bycccode is used to overwrite a bycecode to force 
control temporarily back to che debugger prior to che effect of the overwritten bycecode. The 
original bycecode's operands (if any) are nor overwritten, and the original bycecode is restored 

when the breakpoinc bycecode is removed. 

The _quick Bytecodes 
The following discussion. straight our of the Java virrual machine documentation, shows you 
an example of the cleverness mentioned earlier that's needed co make a bycecode interpreter fusr: 

The following sec of pscudo-byrecodes, suffixed by _quick, arc all variants of standard 
Java bytecodes. They arc used by the run-cime co improve chc cxecucion speed of che 

bytecode imcrpreccr. They aren't officially part of the virtual machine specification 
and arc invisible oucside a Java vircual machine implementation. However, inside that 
implementation they have proven co be an effective oprimizacion. 

First, you should know that j avac Still generates only non-_quick bytecodes. Second, 
all bycecode.s chat have a _quick variant reference the conscanc pool. When _quick 
optimization is turned on, each non-_quick bycccodc (char bas a _quick variant) 
resolves che specified item in the constanc pool, signals an error if chc item in the 
constant pool could noc be resolved for some reason, rums icsdf inco the _quick 

variant of itself, and then performs ics intended operation. 
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This is identical LO chc actions of the non-_quick bytecode, except for the step of 
overwriting itself with its _quick variant. The _quick varianr of a bytecode assumes 
thar che icem in che constanr pool has aJready been resolved, and that chis resolurion 
<lid not produce any errors. It simply performs the intended operation on the resolved 
1rem. 

Thus, as your byteco<lcs arc being interpreted, they arc automatically getting faster and faster! 
Herc: are aJI the _quick variants in che current Java run~cimc: 

ldc1_qu1ck 
ldc2_qu1ck 
ldc2w_quick 

anewarray_quick 
multinewarray_quick 

putfield_quick 
putf1eld2_quick 
getfleld quick 
getf1eld2_qu1ck 
putstatic_quick 
putstatic2_quick 
getstauc_quick 
getstatic2_quick 

invokevirtual_quick 
invokevirtualobject_quick 
invokenonvirtual quick 
invokestatic_qu1ck 
1nvoke1nterface_quick 

new_quick 
checkcast_quick 
1nstanceof_qu1ck 

If you'd like co go back in today's lesson and look ac what each of these does, you can find the 
name of the original bytccodc on which a _quick variant is based by simply removing the _qui.ck 
from its name. The bytccodes putstatlc, gets ta tic, putfl.eld, and getfield have two _quick 
variants each, one for each stack picrure in chcir original descriptions. invokev1rtual has two 
variants: one for objccrs and one for arrays (to do fast lookups m j ava. lang. Object). 

Note: One la.~t note on the _quick optimization, regarding the unusual handlmg of 
the constant pool (for detail fanatics only): 

When a. clas~ is read in, an array constant_pool[ J of size nconstants is created and 
assigned ro a fidd in the class. constant_poo1(8J is sec to point co a dynamicaUy 
alloettcd array th:n indicates which field in chc constant_pool have already been 
resolved. constant_pool[ 1 J through constant_pool(nconstants - 1 J arc sec co 
point ar the ",ype" field that corresponds m this constanr item. 
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When a bytecodc is executed that references the consram pool, an index i gencr• 
atcd, and constant_poolf 0 1 is checked to cc whether the index has already been 
resolved. If so, the value of constant_pool( index) is returned. If not, the value of 
constant_pool[index) is resolved to be the actual pointer or dat2, and overwrites 
whatever \'alue was already in constant_pool [index}. 

The . class File F orlllat 
You won't be given the entire .class file format here, only a casce of what it's like. (You can read 
all about it in the release documentation.) It's mentioned here because it is one of the pans of 
Java that needs co be specified carefully if all Java implementations are co be compatible with one 
another, and if Java byte codes are expected co travel across arbitrary networks-to and from 
arbitrary computers and operating systems-and yet arrive safely. 

The rest of chis section paraphrases. and extensively condenses, d1e latest release of the .class 
docu mcncation . 

. class files arc used co hold the compiJed versions of both Java classes and Java interfac.es. 
Compliant Java interpreters must be capable of dealing with all .class files rhar conform to the 
following specification. 

A Java .class file consists of a stream of 8-bit bytes. AH 16-bic and 32•bit quantities are 
constructed by reading in two or four 8-bit bytes, respeccivdy. The bytes are joined together in 
big-endianorder. (Use1ava .io.Oatainput and java .10 .DataOutput to read and wriceclassfiles.) 

The class file formar is presemed beJow as a series of C•struct•like scrucrurcs. However, unlike 
a C struct, there is oo padding or alignment: bccv,rccn pieces of the scrucrure, each field of the 
structure may be of variable size, and an array may beof variable size (in this case,someficld prior 
co the array gives the array's dimension). The types u1, u2, and u4 represent an unsigned 
one•, two-, or four-byte quantity, respectively. 

Attributes are used at several different places in the .class format. All attributes have che following 
form2-t: 

GenericAttribute_info { 
u2 attribute_namej 
u4 attribute_length; 
u1 info[attribute_lengthJ; 

} 

The attribute_name is a J 6-bit index into che class's constant pool; the vaJue of 
constant_pool[ attribute_name) is a string giving the name of chc acuibute. The field 
attribute_length gives che length of the subsequent informacion in bytes. This length docs not 
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include the four bytes needed to store attribute_name and attribute_length. In the following 
text, whenever an attribute is required, nam~ of all rhe attributes chat arc currently understood 
are listed. In the furu re, more attributes will be added. Class file readers are expected ro skip over 
and ignore che informacion in any arrribuces chat chey do not understand. 

The following pseudo-structure gives a top-level description of the format of a class file: 

ClassF1le ( 

} 

u4 magic ; 
u2 m1nor_vers1on 
u2 major_version 
u2 constant_pool_count; 
cp_info constant_pool(constant_pool_count • 1]; 
u2 access_flags; 
u2 this_class; 
u2 super_class; 
u2 interfaces_count; 
u2 interfaces(interfaces_countl ; 
u2 f1elds_count; 
field_info fields(fields_count); 
u2 methods_count; 
method_info methods(methods_countJ; 
u2 attributes_count; 
attribute_info attributes[attribute_count); 

Here's one of che smaller suuctures used: 

method_info { 

} 

u2 access_flags; 
u2 name_index; 
u2 signature_index; 
u2 attributes_count ; 
attribute_info attr1butes[attr~bute_count) ; 

Finally, here's a sample of one of the lacer structures in rhe .class file description: 

Code_attribute { 

) 

u2 attribute_name_index; 
u2 attribute_length; 
u1 max_stack; 
u1 max_locals; 
u2 code_length; 
u1 code(code_lengthJ; 
u2 exception_table_length; 
{ u2 start_pc; 

u2 end_pc; 
u2 handler_pc; 
u2 catch_type; 

} exception_table[exception_table_length); 
u2 attributes_count; 
attribute_info attributes[attribute_count) ; 
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None of chis is meanc robe compleccly comp~hensible {though you mighr be able to guess at 
what a lot of the scrucrurc members arc for), but just suggestive of the sort of structures c.hac live 
inside .class files. Because the compiler and run-time sources are available, you can always begin 
with rhem if you actually have to read or write .class files yourself. Thus, you don 'c need to have 
a deep understanding of the details, even in that case. 

Method Signatures 
Because method signatures are used in .class files, now is an appropriate cimc to explore them 
in the derail promised on earlier days-bur they're probably most useful ro you when writing 
the native methods of yesterday's lesson. 

NEW'.- A signature is a sering representing the type of a method, field, or array. 
TERM 

A field signacure represents the value of an argument co a method or the vaJue of a variable and 
is a series of bytes in the following grammar: 

<field signature> 
<field type> 
<base_type> 
<object_type> 
<array_type> 
<optional_size> 

:• <field_type> 
:= <base_type> : <object_type> : <array_type> 
:• B : C: 0: F : I : J : S : Z 
:• L <full.ClassName> ; 
:: [ <optional_size> <field_type> 
;c (0•9) * 

Here are che meanings of the base types: B (byte), c {char), o (double), F (float), I (int), J (long), 
s {short), and z (boolean). 

A return-type signature represems the return value from a method and is a series of bytes in che 
following grammar: 

<return signature> :• <field type> : V 

The charaaer v (void) indicates that the method returns no value. Ocheawise, the signature 
indicates the type of the return value. An argument signature represents an argument passed to 
a method; 

<argument s1gnature> := <f1eld type> 

Finally, a method signature represents theargumencschac the mechodexpeas, and the valuerhac 
ir returns: 

<method_signature> :• (<arguments signature>) <return signature> 
<arguments signature> :e <argument signature>• 
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Let's cry out chc new rules: a method called comple)(Method () in che class 
my. package. name. ComplexClass cakes chree arguments-a long, a boolean, and a cwo­

dimensional array of shorts-and rerurns this. Then, ( JZ[ [ s) LIiy. package. name. complexClass; 
is ics method signature. 

A method signature is often prefixed by che name of the method, or by ics full package (using 
an underscore in the place of docs) and its class name foUowcd by a slash / and the name of the 
method, ro form a compl.tte method rignature. (You saw several of these generated in srub 
comments yescerday.) Now, ac lase, you have rhe full scory! Thus, the following: 

my_package_name_ComplexClass/complexMethod(JZ[[S)Lmy.package.name.ComplexClass; 

is rhe full, complete mechod signature of complexMethod (). (Phew!) 

The Garbage Collector 
Decades ago, programmers in both the Lisp and the Smalltalk community rcali1cd how 
extremely valuable it is co be able ro ignore memory deallocation. They realized chat, although 
allocation is fundamcnca.l, deallocation is forced on che programmer by the laziness of chc 
system-it should be able co figure ouc whac is no longer useful, and ger rid of ic. In relative 

obscurity, these pioneering programmers devdoped a whole series of garbage oollecrors to 
perform th.is job, each gccring more sophisticated and efficient as che years went by. FinaJly, now 
chat the mainstream programming community has begun ro recognize the value of chis 
aucomated technique, Java can become the first really widespread application of che technology 
chose pioneers devdoped. 

The Problem 
Imagine chat you're a programmer in a C-like language (probably not coo difficult for you, 
because these languages are the dominant ones right now). Each time you create something, 
anything, dynamically in such a language, you aie completely responsible for cracking the life of 
chis objecr chroughouc your program and mentally deciding when ic wiJI be safe co deallocate 
ic. This c-an be quite a difficult (sometimes impossible) cask, because any of the orhcr libraries 
or methods you've called might have "squirrded away" a pointer to the object, unbeknownst 
co you. When ir becomes impossible to know, you simply choose neverro deallocace che object, 
or ac lease co wait until every library and method call involved has completed, which could be 
nearly as long. 

The uneasy feeling you gee when wricing such code is a narura.l, healthy response ro what is 
inherently an unsafe and unrdiable style of programming. If you have tremendous discipline­
and so does everyone who writes every Hbrary and method you call-you can, in principle, 
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survive chjs responsibilitywithouc too many mishaps. Bue aren't you hwnan? Aren' t chcy?There 
must be some small slips in chis perfecr discipline due co error. Whac's worse, such errors are 
virmally undetectable, as anyone who's cried co hunc down a stray pointer problem in C will tell 
you. Whac about the thousands of programmers who don't have chat sorr of discipline? 

Another way co ask chis question is: Why should any programmers be forced to have chis 
discipline, when ic is entirely possible for che system co remove chis heavy burden from their 
shoulders? 

Software engineering estimates have recently shown that for every 5 5 lines of producrion C-like 
code in the world, th.ere is one bug. This means that your cJecrric rawr has about 80 bugs, and 
your TV. 400. Soon they will have even more, because the siz.e of this kind of embedded 
computer software is growingexpone.ncially. When you begin co th.ink ofhow much C-like code 
is in your car's engine, it should give you pause. 

Many of these errors are due co the misuse of poincers, by misunderstanding or by accident, and 
co the early, incorrect freeing of allocaced objects in memory. Java addresses both of these-the 
former, by eliminating explicir poincers from che Java language alcogecher and the latter, by 
including, in every Java system, a garbage collector that solves the problem. 

The Solution 
Imagine a run-rime system thac cracks ea.ch object you create, notices when the lasr reference co 
it has vanished, and frees the object for you. How could such a thing acrually work? 

One bruce-force approach, cried early in che days of garbage coll~ing, is to actach a reference 
counter co every object. When the objecr is crc:iced, the counter is sec co 1. Each time a new 
reference co che object is mad¼ the counter is incrcmcnced, and each cime such a reference 
disappears, the counter is decremented. Because aJI such references are concrolled by the 
language-as variables and assignments, for example--rhe compiler can cell whenever an object 
rcfcn:nce might be created or descroyed, just as it docs in handling the scoping oflocaJ variables, 
and thus it can assist with this ra.sk. The system icsclf .. holds onto" a sec of root objccrs th.at arc 
considered coo important to be freed. The class 0b1ect js one example of such a V.J.P. object. 
(V.I.0.?) Finally, all that's needed is co rest, after each decrement, whether the counter has hit 
0. If it has, rhe object is freed. 

If you chink carefully abour chis approach, you will soon convince yourself chat it is ddinicdy 
correct when it decides co free anything. It is so simple char you can immediately cell char it will 
work. The low-level hacker in you might also feel chac if it's that simple, it's probably not fut 
enough to run at the lowest level of the system-and you'd be right. 

Think about all the stack frames, local variables, method arguments, rerum values, and local 
variables created in the course of even a few hundred milliseconds of a program's life. For each 
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of these tiny, nano•steps in the program, an extra incremenc-at besc--or decrement, test, and 
deaJlocation-at worst-will be added to the running time of the program. In fact, the first 
garbage collectors were slow enough that many predicted they could never be used ac all! 

Luckily, a whole generation of smart programmers has invented a big bag of tricks to solve these 
overhead problems. One crick is co introduce special "cransiem object" areas chat don't need to 

be reference counted. The best of these generational scavenging garbage collectors today can cake 
less than 3 percent of the coral rime of your program- a remarkable feat if you reaJize that many 
ocher language features, such as loop overheads, can be as large or larger! 

There are ocher problems with garbage collection. If you are constantly freeing and reclaiming 
space in a program, won't the heap of objecrs soon become fragmented, with small holes 
everywhere and no room to create new, large objects? Because the programmer is now free from 
che chains of manual deallocation, won't they create even more objects than usual? 

Whac's worse, there is another way chat chis simple reference counting scheme is inefficient, in 
space rather than time. If a long chain of object references eventually comes full circle, back co 
che starting object, each object's reference count remains ac lease 1 forever. None of these objects 
will ever be freed! 

Together, these problems imply chat a good garbage collector muse, every once in a while, step 
back co compacr or to clean up wasted memory. 

NE\V• Compaction occurs when a garbage collector steps back and reorganizes 
TERM memory, eliminating the holes created by fragmentation. Compacting 

memory is simply a matter of repositioning objects one-by-one into a new, 
compact grouping that places them all in a row, leaving all che free memory in the 
heap in one big piece. 

Cleaning up the circular garbage srill lying around after reference counting is called 
marking and sweeping. A mark•and-sweep of memory involves first marking every root 
object in the system and then following all the object references inside those objects co 
new objects co mark, and so on, recursively. Then, when you have no more references 
co follow, you .. sweep away" alJ che unmarked objects, and compact memory as 
before. 

The good news is thac chis solves the space problems you were having. The bad news is that when 
the garbage collector "steps back" and does these operations, a nontrivial amount of time passes 
duringwhich your program is unable to run-all its objects are being marked, swept, rearranged, 
and so forth, in what seems like an uninterruptible procedure. Your first hint co a solution is rhe 
word "seems." 
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Garbage collecting can actually be done a Jircle at a time, between or in parallel with normal 
program execucion, thus dividing up the large time needed co "seep back" into numerous so­
small-you-don'r-notice-them chunks of time thar happen between the cracks. (Of course, yea.rs 
of smart chinking wem into the abstruse algorithms that make all this possible!) 

One final problem that might worry you a little has to do with these object references. Aren' t 
these "pointers" scattered throughour your program and not just buried in objects? Even if 
they' re only in objeccs, don' c they have co be changed whenever the object they poinr to is moved 
by chese procedures? The answer to both of these questions is a resounding yes, and overcoming 
them is the final hurdle co making an efficient garbage collector. 

There are really only two choices. The first, brute force, assumes that all the memory containing 
object references needs to be searched on a regular basis, and whenever the object references 
found by this search match objects that have moved, the old reference is changed. This assumes 
rhac there are "hard" pointers in the heap's memory-ones that point directly to ocher objecrs. 
By introducing various kinds of "so&" poinrers, including pointers that are like forwarding 
addresses, the algorithm improves greatly. Although these brute-force approaches sound slow, 
it curns out chat modern computers can do them fast enough to be useful. 

Note: You mighr wonder how the bruce~force techniques identify object references. 
In early systems, references were specially tagged with a "pointer bit," so they could 
be unambiguously located. Now, so-called conservacive garbage collectors simply 
assume that if it looks like an object reference, it is-at least for the purposes of the 
mark and sweep. Later, when accually trying co update it, rhey can find out 
whether it really is an object reference or nor. 

The final approach to handling object references, and the one Java currendy uses, is also one of 
the very first ones cried. It involves using 100 percent "soft" pointers. An object reference is 
acrualJy a handle, sometimes call an "OOP," co the real pointer, and a large object table exists 
to map these handles into rhe actual object reference. Although this does introduce extra 

overhead on almost every object reference (some of which can be eliminated by clever cricks, as 
you might guess}, it's not too high a price to pay for rhis incredibly valuable level of indirection. 

This indirection allows the garbage collector, for example, to mark, sweep, move, or examine 
one object at a time. Each object can be independently moved " out from under" a running Java 
program by changing only che object table entries. This not only allows the "step back" phase 
to happen in the tiniest steps, bur it makes a garbage collector chat runs literally in parallel with 
your program much easier co write. This is what the Java garbage collector does. 
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Waro..ingi You need to be very careful about garbage collca:ion when you' re doing 
cririca), re.al-time programs {such as those mentioned yesrerday char lcgirimacdy 
require native mechods)-buc how often will yow Java code be flying a commercial 
airliner in real-time, anyway? 

Java's Parallel Garbage Collector 
Java applies almost aJJ these advanced techniques co give you a fur. efficient, parallel garbage 
collecror. Running in a separate ch read, it cleans up the Java environment of almost all crash (ic 
is conservative}, silently and in che background, is efficient in boch space and rime, and never 
seeps bade for more than a small amount of time. You should never need co know it's there. 

By chc way, if you wane co force a full mark-and-sweep garbage collection co happen soon, you 
can do so simply by calling che System. gc ( ) method. You mighcwam co do chis if you just freed 
up a majority of the heap's memory in circular garbage, and wam it aJ) caken away quickly. You 
mighl also call this whenever you' re idle, as a hint co the system abouc when it would be be.st co 
come and collect the garbage. This "meta knowledge" is rarely needed by the system, however. 

Ideally, you'll never nocice the garbage collector, and all those decades of programmers beating 
their brains our on your behalf will simply lcr you sleep better at night-and what's wrong with 
char? 

The Security Story 
Speaking of sleeping well ac night, if you haven 'c ~tepped back yec and said, "My Goodness! You 
mean Java programs will be running rampant on the Jnccmec!?!" you better do so now, for it is 
a lcgitimace concern. In fact, it is one of the major technical stumbling blocks (the others being 
mostly social and economic) ro achieving rhe dream of ubiquity and code sharing mencioned 
earlier in today's lesson. 

Why You Should Worry 
Any powerful, flexible technology can be abused. As the Net becomes mainstream and 
widespread, it, coo, will be abused. Already, chere have been many blips on che security radar 
screens of those of us who worry about such things, warning char (at lease until today), noc 
enough arrencion has been paid by che computer indusrry (or rhc media) ro solving some of chc: 
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problems char chis new world bringswich ic. One of the bcnefics of consrructivclysolvingsccuricy 
once and for all will be a flowering unsttn before in the virruaJ communities of chc Net; whole 
neweconomjesbasedon people'sattencjon and creacivicywillspring to life, rapidlyrransforming 
our world in new and positive ways. 

The downside to all chis new technology, is chat we (or someone!) musr worry long and hard 
about how co make chc playgrounds of chc future safe for our children, and for us. Fortuoardy, 
Java is a big pare of rhe answer. 

Why You Might Not Have To 
Whac gives me any confidence that the Java language and environmcnr will be safe, that ic will 
solve the cechnicaUy dauncing and extremely thorny problems inherent in any good form of 
securicy, especially for networks? 

One simple reason is che history of che people, and che company, char created Java. Many of chem 
are the very smart programmers referred to chroughouc che book, who helped pioneer many of 
che ideas char make Java great and who have worked hard over che decades to make techniques 
such as garbage colleccion a mainsucam realicy. They are cechnically capable of tackling and 
solving the hard problems that need co be solved. In particular. from discussions with Chuck 
McManjs, one ofJ ava's security gurus, l have confidence char he has ch ought th rough these hard 
problems deeply, and that he knows what needs to be done. 

Sun Microsystems, the company, has been pushing networks as the central theme of all its 
software for more than a decade. Sun has the engineers and c:he commitment needed to solve 
these hard problems, because these same problems are ac che very center of both it.s future 
business and its vision of che future, in which networking is the center of everything-and global 
networks arc neacly usdcss without good security. Just this year, Sun has advanced the scare of 
rhe art in easy-co-use Jncemec security with it.s new SunScreen products, and ic has assigned 
Whitfield Diffie co oversee chem, who is the man who discovered the underlying ideas on which 
essentially all interesting forms of modem encryption are based. 

Enough on "deep background." What docs the Java environment provide right now that helps 
me feel secure? 

Java's S e curity Model 
Java protects you against potential "nasty" Java code via a series of interlocking defenses chat, 
together, form an imposing barrier co any and all such attacks. 
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Caution: Of course, no one am protect you from your ow:n ignorance or careless­
ness. If you're the kind of ~rson who blindly downloads binary exccuubles from 
)'Our Inrernet browser and nms them, you need read no funher! You arc already in 
more danger rhan Java will ever pose. 

As a user of chis powerful new medium, che Inrerncr, you should educate yourself ro 
the possible thre:its this new and exciting world entails. In particular, downloading 
"auro running macro)" or reading c•mail with '"c:xccutablc atrachments" is jwt as 
much a threat as downloading binaries from the N~t and running them. 

Java docs not introduce any new dangers here, but by being the firsc mainstream use 
of aeauablc and mobile code on the Net, ic is responsible for making people 
suddenly aware of the dangers that have always been there. Ja'\"a is alr'2.dy, as you 
wiJI soon sec, much less dangeroll5 than any of these- common activities on the Ner, 
and can b( made safer still over rime. Most of these other (dangcrow) activities can 
never be made safe. So please, do nor do rhem! 

A good rule of thumb on the Net is: Don'c download anything that you plan ro 
execute (or chat will be automatically executed for you) except from someone (or 
some company) you know well and with whom you•vc had positive, personal 
experience. If you don't care abour losing all the data on your hard drive, or about 
your privacy, you can do anything you like, bur for rnosr of us, this rule should ~ 
law. 

Forrunatdy, Java allows you ro relax that Jaw. You can run Java applets from 
anyone, anywhere, in relative safccy. 

Java's powerful security mechanisms ace at four dHferent levels of the system archirecrure. Firsr, 
rhe Java language itself was designed robe safe, and che Java compiler ensures that source code 
doesn't violate rhcse safety rules. Second, all bycecodes executed by che run-rime arc screened 
co be sure char they aJso obey these rules. (This layer guards against having an al tered compiler 
produce code char violates the safety rules.) T hird, the class loader ensures that classes don't 
violate name space or access restrictions when they are loaded inro the system. Finally, APT­
specific s.ecuricy prevents applets from doing dcsrrucrive things. This final layer depends on che 
security and integrity guaranrces from the ocher three: la~rs. 

let's now examine each of these layers in cum. 

Supplied by the British Library 03 Jun 202 1, 08 55 (BST ) 

461 

IPR2022-00518 Page 00216



462 

Under the Hood 

The Language and the Com.piler 
The Java language and its compiler a.re the first line of defense. Java~ designed to be a safe 
language. 

Mose ocher C-like languages have facilities to concrol access co "objects," bur also have ways ro 
.. forge" a.ccess to ob jeers (or co pans of objects), usually by (mis-)using pointers. This introduces 
cwo f:ataJ security flaws to any system built on these languages. One is char no object can procecr 
itself from outside modificarion, duplication, or "spoofing" (others pretending co be that 
object). Another is that a language with powerful pointers is more likely co have serious bugs that 
compromise security. These pointer bugs, where a "runaway pointer" stares modifying some 
ocher object's memoi:y, were responsible for mosc of the public (and nor-so-public) security 
problems on chc Internet chis past decade. 

Java eliminates these threats in one scroke by eliminating pointers from the language altogether. 
There arc still poi nee rs ofa kind-object references-but chesc are carefully controlled to be safe: 
chey are unforgeable, and all casts arc checked for legality before being allowed. In addition, 
powerful new array fucilicies in Java not only help co offset the loss of pointers, bur add additional 
safety by strictly enforcing array bounds, catching more bugs for the programmer (bugs that, in 
other languages, mighc le.ad co uncxpccred and, thus, bad-guy-exploitable problems). 

The language definition, and the compilers that enforce ic, creace a powerful barrier co any 
.. • J nasty ava programmer. 

Because an overwhelming majority of the "nee-savvy software on che Internee may soon be Java, 
its safe language definition and compilers hdp co guarantee chat most of chis software has a solid, 
secure base. With f~er bugs, Ner software will be more predictable-a property char thwam 
attacks. 

Verifying the B yteco des 
What if that "nasty" programmer gets a little more determined, and rewrites che Java compiler 
ro suit his nefarious purposes? The Java run-time, getting the lion's share of its bytecodcs from 
the Nee, can never cell whether those bytecodes were generated by a "trustworthy" compiler. 
Therefore, it must vm!J that they meet all the safety requirements. 

Before running any bycecodes, the run-time subjects them co a rigorous series of rests that vary 
in complexity from simple format checks all the way ro running a theorem prover, co make 
a:rrain chat they are playing by the rules. These tests verify char the bytccodes do not forge 
pointers, viola Le access restrictions, access objects as other than whar they arc (InputStreams arc 
always used as InputStreams, and never as anything else), call methods with inappropriacc 
argumcnr values or types, nor overflow the stack. 
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Consider che following Java code sample: 

public class VectorTest { 

} 

public int array(]; 

public int 
int I J 
1.nt 

sum() { 
localArray • array; 
sum ,. 0; 

for (int i = localArray.length; ••i >= 0; 
sum+• localArray(iJ; 

return sum; 
} 

The bytecodes gener.ued when this code is compiled look something like the following: 

aload_0 Load this 

getfl.eld #10 Load this. array 

astore_1 Score in localArray 

iconst_0 Loade 
1store_2 Store in sum 
aload_1 Load localArray 

array length Gets its length 

istore_3 Store in 1 

A: iinc 3 •1 Subcract 1 from i 

iload_3 Load i 

iflt B Ex.ic loop if < 0 

1.load_2 Load sum 

aload_1 Load localArray 

1.load_3 Load 1 

iaload Load localArray Ii I 

iadd Add sum 

istore_2 Store in sum 

goto A Do it again 
B: iload_2 Load sum 

ireturn Return it 
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Note: The excdlcnt examples and descriprions in chis ection of chc book are 
paraphrased from the tremendously informative liCCUrity paper in the (alpha) Java 
rdease. I'd encourage you co read whatever the latest version of this document is in 
newer releases, if you w,rnt to follow the ongoing Java securiry srory. 

Extra Type lnf ormation and Require:rnenls 
Java bytecodes encode more rype information than is srriccJy necessary for the interpreter. Even 
chough, for example, the aload and iload opcodes do exactly the same thing, aload is always used 
to load an objccr referenc:e and iload used to load an integer. Some bytecodcs {such as getfield) 

include a symbol table reference-and that symbol table has even more type information. This 
exrra cype infurmarion allows the run-rime sys-cem co guaran ree that Java objects and daCl aren't 
illegally manipuJared. 

Conceprually. before and after each bytecode is executed, every slot in the stack and every local 
variable has some type. This collection of cype informarion-alJ the sloes and local variables-­
is called che type state of che execution environment. An importam requirement of the Java type 
srace is that ir must be decerminable statically by induction-that is, before any program code 
is executed. As a rcsuJc, as the run-cime systems reads bytecodes, each is required co have che 
following inductive property: given only the type state before the execution of chc bycecode, the 
type state afterward must be fully determined. 

Given "straight-line" byrecodcs (no branches), and starring with a known stack state, the scare 
of each sloe in the stack is therefore always known. For example, starting with an empty stack: 

iload_1 

1.const 5 

1add 

Load integer variable. Slack type state is I. 

Load integer constant. Stack type state is II. 

Add rwo incegers, producing an integer. Stade rypc scace is I. 

Note: Smalltalk and Pose cript bytecodes do not have this rOltricrion. Their more 
dynamic cype behavior docs create addirional Aexihility in tho~e :;yscems. but Jaya 
needs to provide a secure execution environmcnc. It mw.c therefore know all cypcs 
at all times, in order co guarantee a certain lcvd of security. 

Supplied by the British Library 03 Jun 2021 , 08 55 (BST) 

IPR2022-00518 Page 00219



Another requirement made by cheJava run-time is chat when a sec ofbyrecodes can take more 
than one path co arrive at the same point, aJI such paths musr arrive there with exactly che same 
cypcsrare. This is a Strict requiremem, and implies, for example, char compilers cannot generate 
bytecodcs that load all che elements of an array onco the stack. (Becau e each rime through such 
a loop the stack's cypestacechanges, the scarrof theJoop-"chcsamc poinc" in multiple paths­
would have more than one type state, which is nor allowed). 

The Verifier 
Byrecodes arc checked for compliance with a1J these requirements, using che extra type 
information in a .class file, by a pan of the run-ci me called the verifier. l t examines each byrccode 
in cum, constructing the ful1 cype state as ir goes, and verifies that aJI che rypcs of parameters, 
arguments, and results are correct. Thus, the verifier aces as a gacc:keeper co your run-time 
environment, leering in only those bytecodes char pass muster. 

Warning: The verifier is the crucial pi~a of Java's scauity, and it depends on your 
having a correctly implemented (no bugs, inccncional or otherwise) run-time 
system. As of rhis writing. only Sun is producing Java run-times, and theirs are 
se ure. In the future, however, you should be careful when downloading or buying 
another company's (or individual's) version of the Java nm-time environment. 
Eventually, Sun will implemenc validation suiccs for run-times, compilers, and so 
forch to be sure that chey are scl"e and correct. ln the meantime!, catJtat tmptor! Your 
run-time is the base on which all che rest of Java's security is built, so make sure it is 
a good, solid, secure base. 

When bycecodes have passed the verifier, they arc guaranteed nor ro: ca~ any operand stack 
under- or overflows; use parameter, argument, or return types incorreccly; illegaHy convert dara 
from one type to another (from an integer co a poincer, for example); nor access any object's fields 
illegaJly (char is, the verifier checks iliac chc rules for public, private, package, and prot ected 
are obeyed). 

fu an added bonus, because the interpreter can now count on alJ these facts being crue, ic can 
run much faster than before. All the required checks for safety have been done up front, so it can 
run ar full chronic. In addition, objecr references can now be neared as capabilities, because they 
are unforgeabl~pabilicies a1Jow. for example, 2dvanced security models for file 1/0 and 
auchencicacion co be safdy built on cop ofJava. 
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Note: B{"cause you can now crust that a private variable rea.Jly is privarc, and that 
no bytecode can perform some magic wirh casts co extract infonnation &om it 
(such as your credit card number), many of the security problems chat might arise 
in ocher, less afe environments simply vanish! These guaranrees also make erecting 
barriers againSt destructive: applets possible, and easier. Because the Java sy tern 
doesn' t have to worry abour "nasryu bytccodcs. it can gee on with creating chc ocher 
levels of security it wanrs co provide to you. 

The Class Loade1· 
The class loader is another kind of gacekeeper, albcir a higher-level one. The verifier was the 
security of last resort. The class loader is rhe security of fuse resort. 

When a new class is loaded inco che system, it is placed into (ljves in) one of several different 
"realms." In che cu rrcn r release, there are thrtt possible realms: yourlocaJ com purer, the firewall­
guarded local necwork on which your computer is located, and the Internet (the global Net). 
Each of these realms is created differently by che class loader. 

Note: Acrually, there can be as many realms as your desired level of security (or 
paranoia) requires. This is bec.1.use the class loader is under your control. As a 
programmer, you can make your own class loader that implements your own 
peculiar brand of security. (This is a radical step: you may have co give che users of 
your program a whole bunch of clas.~es-and they give you a whole lot of trust- to 
accomplish this.) 

As a user, you can tdl your Java.apable browser, or Java system, what realm of 
security (of the three) you'd Like ic to implement for you right now, or from now 
on. 

As a system administrator, Java has global security policies that you can set up ro 
help guick your USt'r co not "give away the sto~n {chat is, stc all their prcfercnc.c'S 
to be unresuictod, promiscuous, uhurt me please!"). 

In particular, c:he class loader never allows a class from a "less protected" realm co replace a class 
from a more protected realm. T he fi le system's l/0 primitives, abour which you should be very 
worried (and rightly so), are all defined in a local Java class, which means that they all live in the 
local-computer realm. T hus, no class from outside your com purer (from either the supposedly 
rrusrworthy locaJ network or from the Internet) can take the place of these classes and uspoof' 
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Java code into using "nasty" versions of these primitives. In addition, classes in one realm cannot 
call upon the methods of classes in other realms, unless those classes have expliciclydeclared those 
methods public. This implies that classes from other than your local computer cannot even see 
the file system 1/0 methods, much less call them, unless you or the syscem wanes them to. 

In addition, every new appler loaded from the network is placed into a separate package-like 
namespace. This means that applets are procected even from each ocher! No applet can access 
another's methods (or variables) without irs cooperatlon. Applets from inside che firewall can 
even be created rufferendy from chose outside the fiRWall, if you like. 

Note: AauaJly. it's aU a little more complex than this. In the currem release, an 
appler is in a package "namespace" along with any other apple~ from th2c source. 
This source, or origin, is most often a host (domain name) on rhe Internee. This 
speciaJ "subrealmn is used extensively in the next section. Depending on where the 
source is located, outside the firewall (or inside), funhcr restrictions may apply (or 
be removed entirely). This model is likely robe extended in future releases of Java, 
providing an even finer degree of control over which classes get to do what. 

The class loader essenrially partitions the world ofJava classes into small , protected lirde groups, 
about which you can safely make ass um prions that will always be true. This type of prediaabili ty 
is the key co well-behaved and secure programs. 

You've now seen the full lifetime of a merhod. It stares as source code on some computer, is 
compiled imo bytecodes on some (possibly different) computer, and can then travel (as a .class 
file) into any file system or network anywhere in the world. When you run an applet in a Java~ 
capable browser (or download a class and run it by hand using Java), the method's byrccodes 
are extracted from its .class file and carefully looked over by the verifier. Once they arc declared 
safe, che interpreter can execute them for you (or a code generator can generate native binary 
code for chem using either rhe "jusc-in-cime" compiler or j ava2c, and chen run that native code 
directly). 

At each srage, more and more security is added. The finaJ level of that securicy is the Java class 
library itself, which has severaJ carefully designed classes and AP Is that add the final rouches co 
the security of the system. 

Tbe Security Manager 
securityManager isan abstract class char was recently added to thcJavasysccm cocollecc, in one 
place1 all the security policy decisions that the system has co make as bytecodcs run. You learned 
bc:fore chat you can create your own class loader. ln face, you may not have co, because you can 
subclass SecurityManager co perform most of the same customizations. 
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Under the Hood 

An instance of some subclass of SecurityManager is always installed as the current security 
manager. Ir has complete control over which of a well-defined set of"dangerous" methods are 
allowed to be called by any given class. Ir cakes the realms &om the last section into account, the 
source (origin) of rhe class, and the type of the class (stand-alone, or loaded by an applet). Each 
of these can be separately configured to have the effect you (the programmer) like on your Java 
system. For non programmers, che system provides several levels of default security policies from 
which you can choose. 

What is this "well-defined sec" of methods char are protected? 

File 1/0 is a part of the sec, for obvious reasons. Appleis, by default, can open, read, or write files 
only with the express permiss.ion of the user-and even then, only in cenain restricted 
directories. (Of course, users can always be stupid about this, bur chat's what system adminis­
trators are for!) 

Also in chis protected set are the methods that create and use network connections, both 
incoming and outgoing. 

The final members of the set arc those methods that allow one ch.read to access, control, and 
manipulate other threads. (Of course, add.icional methods can be protected as well, by creating 

a new subclass ofsecurityllanager that nandles them.) 

For both file and network access, the user of a Java-capable browser can choose between three 
realms (and one rubrcalm) of protection: 

□ unrestric~d (allows appler.s to do anything) 

0 firewall (allows applecs within the firewall to do anything) 

[J 1ourtt (allows applets co do things only with their origin lntemer host, or with other 
applets from there) 

weal (disallows all file and network access) 

For file access, the squrct subrealm is nor meaningful, so it really has only chrce realms of 
protection. (As a programmer, of course, you have full access co the security manager and can 
ser up your own peculiar criteria for granting and revoking privileges to your heart's concent.) 

For network acces.s, you can imagine wanting many more realms. For example, you might 
specify different groups of crusted domains (companies), each of which is allowed .added 
privileges when applets from that group are loaded. Some groups can be more trusted than 
others, and you might even allow groups to grow automacically by allowing existing members 
co recommend new members for admission. (fbc Java seal of approval?) 

In any case, the possibilicies are endless, as long as chere is a secure way of recognizing the original 
creator of an applet. 
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You might chink this problem has already been solved, because dasses are tagged with their 
origin. In fact, che Java run-time goes fur ouc of its way co be sure that thac origin information 
is never losr- anyexecucing method can be dynamically restricted by this information anywhere 
in the call chain. So why isn r this enough? 

Because what you'd really like co be able to do is permanendy "cag" an applet wich its original 
creacor (its cruc origin), and no matter where ic has traveled, a browser could verify rhe imegrity 
and authenricare the creator of chat applet. Just because you don't know the company or 
individuaJ char ope rares a particular server machine doesn 'r mean tharyou want to mis cruse every 
applet scored on that machine. It's just char, cu.rrently, robe really safe, you sho"klmiscrwc those 
applets. 

lf somehow those applets were irrevocably ragged with a digital signarure by their creator, and 
char signarure could also guarantee chat the applet had nor been tampered with, you'd be golden. 

Note: Luckily, Sun is planning to do exactly chat for Java, as soon as export 
restrictfons can be resolved. 

Here's a hdpful him of where the ceam would like m go, from the security docu­
mcm.atiun: ..... a mechanism e.xisu whereby public keys and cryptographic message 
digestS can be securely attached to code fragments that not only identify who 
origjnated the code, bur guarantee its integrity as well. This latter mechanism will 
be implemented in furore releases." 

Look for these soru of f~tures in c:very rdcasc of Jav:i; chey will be a key part of the 
future of the I ntcrnerl 

One final note about security. Despite che best efforts of the Java team, there is always a trade­
off between useful functionality and absolute security. For example, Java applers can create 
windows, an cxcrcmcl y useful capabi Ii cy, buc a .. nascy" applec could use this co spoof che user imo 
typing private password information, by showing a familiar program (or operating system) 
window and then asking an expecrc..--d, legicimace-looking question in ir. (The bcca release adds 
a special banner co applet-crcaced windows co solve this problem.) 

Flexibility and security can't both be maximized. Thus far on the Net, people have chosen 
maximum flexibil ity, and have lived with the minimal security the Nee now provides. Lee's hope 
thac Java can help tip the scales a bit, enabling much beccer security, while sacrificing only a 
minimal amounr of the flexibility thac has drawn so many co the Nee. 

Supplied by the British Library 03 Jun 2021 , 08 55 (BST) 

469 

IPR2022-00518 Page 00224



W Under the Hood 

470 

S11mmary 
Today, you learned abouc the grand vision thar some of us have for Java, and about che exciting 
furure ic promises. 

U oder tJ,e hood, che inner workings of the virtuaJ machine, the bytecode interpreter (and all its 
byrecodes), the garbage collector, the class loader, rhc verifier, the security manager, and the 
powerful security features of Java were all revealed. 

You now know almost enough co write a Java run-ti me environment of your own-but luckily, 
you don't have ro. You can simply download the latcsc release of Java-or use a Java-capable 
browser co enjoy mosr of the benefits of Java righc away. 

I hope chat Java ends up opening new roads in your mind, as it has in mine. 

Q&A 
Q I'm still a little undcar about why the Java language and compiler make the Net 

safer. Can't they just be "side-stepped'' by nasty bytcc.odes? 

A Yes, they can-buc don't forge, chac the whole poim of using a safe language and 
compiler was co make the Nee as a whok safer as more Java code is written. An 
overwhelming majority of this Java code will be written by "honest" Java program­
mers, who will produce safe bytecodes. This makes the Net more predictable over 
rime, and thus more secure. 

Q I know you said that garbage collection is something I don't have to worry 
about, but what if I want (or need) to? 

A So, you are planning to Hy a plane with Java. Cool! For just such cases, there is a way 
co ask the Java run-rjme, during startup (java noasyncgc), 11ot to run garbage 
collection unless forced to, either by an explicit call (Systen. gc ()) or by running out 
of memory. (This can be quice u.scfuI if you have multiple threads char are messing 
each ocher up and want to "get the gc thread our of the way" while testing chem.) 
Don't forget that rurning garbage coUeccion off means chat any object you create will 
live a long, long time. If you're real-time, you never wane to "srep back" for a full gc­
so be sure co reuse objects ofren, and don't create too many of them! 

Q I like the control above; is there anything cJse I can do to the garbage collector? 

A You can also force the finalize () methods of any recently freed objects ro be called 
immcdiardy via System. runFinallzation( ). You might want ro do chis if you're about 
co ~k for some re.sources chat you suspect might still be cied up by objects chac are 
.. gone buc not forgotten" (waiting for finalize()). This is even rarer than starting a gc 
by hand, bur it's mentioned here for completeness. 

Supplied by the British Library 03 Jun 2021 . 08 55 (BST) 

IPR2022-00518 Page 00225



----------------11~1~1 
Q What's the last word on Java? 

A Java adds much more than ir can ever cake away. le has always done so for me, and 
now, I hope it will for you, as well. 

The fucure of the Net is filled wich as-yec-undreamc horizons, and the road is long and 
hard, buc Java is a great cravcling companion. 
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