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COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM
ON THE BASIS OF SYMMETRIC KEY ENCRYPTION

BACKGROUND

1. FIELD OF THE DISCLOSURE

The present disclosure gencrally relates to the ficld of computer systems of cnhanced
integrity and corresponding mechanisms implemented therein, which may enable the provi-

sion of enhanced security standards requiring a secure boot mechanism.

2. DESCRIPTION OF THE RELATED ART

The widespread use of computer systems has led to a significant increase of informa-
tion processing on the basis of electronic computer systems, thercby involving the creation,
distribution and processing of very large amounts of digital data. With the increasing
capabilities of computer systems in view of data storage capacity and increased processing
speed, the reproduction of large data sets, such as audio data, movies and the like, has
become available for an increasing number of persons and is frequently practiced despite any
protcctive rights, which may bc associatcd with many of the data provided in clectronic form.
Thus, significant economic damage may be created by the illegal copying, storage and
redistribution of electronic data. Furthermore, the distribution of application programs over
widespread networks, such as the internet, may also provide the possibility of distributing
malicious software applications, which may in turn be used for manipulating data and/or
tampering with the configuration of a respective computer platform. For example, significant
damage may be created in private environments, and in particular in the industry, by intro-
ducing software applications which may, for instance, manipulate software files such as
stored data, communicate information via the internet without knowledge of the actual user of

the platform, start a denial of service attack, thereby possibly rendering the platform to be no
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longer usable for a dedicated application requiring a specific status of the platform, and the

like.

For these reasons, great efforts are being made in developing mechanisms for
enhancing integrity of computer platforms to reduce the probability of “successful” external
attacks, for instance in the form of malicious software, denial of service attacks, sniffing,
spoofing and the like, and also to enhance data integrity with respect to internal manipula-
tions of the computer platform. For example, a plurality of encryption techniques are avail-
able, such as symmetric or asymmetric encryption/decryption techniques, which enable the
exchange of data with a high degree of resistance against the tampering of data by a third
party during the transmission and storage of data. In asymmetric encryption techniques, a
pair of a private key and a public key may be used for encrypting data by means of one of the
keys and deciphering the data by using the other key, wherein one of the keys may be
publicly accessible. In symmetric key encryption techniques, a unique key is used for both
the encryption and decryption of data, wherein access to the unique key may have to
restricted to authorized parties. Although these techniques may provide enhanced integrity in
data communication and data storage, the actual configuration of a computer platform under
consideration may still provide the possibility of a plurality of attacks, in particular, as many
applications intended for increasing computer security may rely on a trusted platform

configuration.

A trusted computer platform may be considered as a computer system in which the
hardware configuration as well as the software applications may be assumed to be in a
dedicated configuration. However, a secure platform configuration may be established only

be establishing a “chain” of trusted platform levels, wherein each subsequent level may be
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initialized by the preceding level only if the integrity of the subsequent level has been
verified. Hence, the integrity at system level may be preserved through a chain of integrity
verifications, wherein a root of the chain of verification steps may have to be provided with a
high degree of tamper resistance so as to also accomplish a high confidence with respect to

integrity of the system after initializing the highest level, i.e., the level of user applications.

In a typical computer platform, the initialization of the system requires various
degrees of abstraction, for example, with respect to initializing the central processing unit
(CPU), initializing the system memory, which is typically provided externally to the CPU,
loading an operating system into the system memory from an external mass storage device,
and finally executing user applications. Thus, in view of enhancing the overall integrity of
the system as a whole, it may not be sufficient to assume that the various system activities
prior to loading the operating system may be considered to be secure so as to rely on the
integrity of the operating system and the user application, since the operating system may be
invoked by a “mistrusted” process, thereby providing the opportunity of manipulating the
basic platform configuration by modifying hardware and software components. Hence, the
process of initializing the various hardware components of the computer system, such as the
system memory and the execution of the instructions contained therein for initializing the
higher system levels, which may also be referred to as boot strapping or booting, may have to

be incorporated into the chain of trust to provide enhanced overall system integrity.

A typical start sequence for initializing a computer system after applying power or
after a reset event causes a “power on self-test” of the CPU, wherein the processor also starts
execution of instructions at a dedicated entry address that is indicated by the processor’s reset

vector. That is, after an initial processor self-test, the execution of instructions may start at
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the entry point, which may typically be an address of a software routine, frequently referred
to as BIOS (basic input/output system), which may be stored in a dedicated external non-
volatile memory of the computer platform. Under the control of the BIOS, the remaining
self-test may be performed and the hardware configuration of the platform may be deter-
mined or “measured.” Thereafter, a search for a bootable device may be performed, such as a
mass storage device, for instance, the hard disk of the computer system, a disk, a CD-ROM,
an extension card and the like, from which a primary boot block may be loaded into the
system memory, wherein control is then passed to the primary boot block, which may load an

operating system into the system memory.

Although great efforts have been made in also enhancing security of the entire boot
process, it is difficult to provide a reliable core root of trust for measurement (CRTM) for the
boot process, for example, in view of platform modifications such as replacement of the non-
volatile memory chip including the BIOS software, since a corresponding chip replacement
may therefore interrupt the chain of trust, thereby also rendering all subsequent verification
steps as not trustworthy. Hence, great efforts are made in providing a secure boot
mechanism, wherein, however, frequently a trust center has to be used, thereby requiring

comprehensive resources, whereas flexibility in updating the BIOS software may be reduced.

The present disclosure is directed to various devices and methods that may avoid, or

at least reduce, the effects of one or more of the problems identified above.

SUMMARY OF THE DISCLOSURE

The following presents a simplified summary of the disclosure in order to provide a

basic understanding of some aspects disclosed herein. This summary is not an exhaustive
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overview, and it is not intended to identify key or critical elements of the invention or to
delineate the scope of the invention. Its sole purpose is to present some concepts in a simpli-

fied form as a prelude to the more detailed description that is discussed later.

Generally, the present disclosure relates to devices and mechanisms for enhancing
integrity of computer systems by establishing a static root of trust for measurement in that a
certain set of data is provided that may include executable instructions and data values which,
if a secure boot mechanism is enabled, will be accessed by the central processing unit without
providing the possibility of circumventing access to the dedicated data set so that a defined
root for the initialization of the platform is obtained. The set of data is implemented in such a
manner that a high level of resistance against any attacks for manipulation may be achieved.
During execution of instructions contained in the set of data, the execution may not be
changed or interrupted, thereby providing a high degree of integrity of the data which may
thus be considered as a pre-boot set of instructions and data values. Since the processing of
the instructions of the pre-boot data is mandatory at the start-up time of the system under
consideration, a chain of trusted software may be started, thereby enabling a high degree of
system integrity since the dedicated state of pre-boot data represents the static core root for
the chain of subsequent verification steps. According to the principles disclosed herein, an
encryption key may also be stored in the internal non-volatile memory, which may be
accessed during the pre-boot phase on the basis of the secure instruction set in order to verify
the integrity of at least a portion of signed boot data, the signature of which may also be
generated on the basis of the encryption key stored in the non-volatile memory. Hence, prior
to actually initializing the system memory, the boot data, or at least a portion thereof, may be
verified by determining a signature of the boot data and comparing the currently determined

signature with the stored signature of the boot data. Consequently, using a unique symmetric
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encryption key for any desired platform results in a higher level of protection and also makes
the BIOS non-interchangeable. This may be accomplished without involving a trust center
and may avoid general attacks which might concern a plurality of computer platforms, while
at the same time a scaleable degree of security may be provided, wherein the “multiplicity”
with which the unique symmetric encryption key is used may determine the “granularity” of
the degree of security. In some illustrative aspects disclosed herein, the unique encryption
key stored in the non-volatile internal memory may also be used for creating a signature upon
updating of the system BIOS, thereby further enhancing the overall flexibility of the trusted
platform mechanism disclosed herein. Since the pre-boot data set and the unique symmetric
encryption key may be maintained in a non-volatile internal memory, for instance in the CPU
core itself, a high degree of integrity of the encryption key is achieved while substantially

avoiding any attacks, for instance, with respect to replacing BIOS chips and the like.

One illustrative method disclosed herein relates to booting of a computer system. The
method comprises, upon a power-on event or a reset event, executing instructions stored in an
internal non-volatile memory area of a central processing unit, wherein the internal non-
volatile memory area contains an encryption key. The method further comprises determining
a current signature of at least a signed portion of boot data, wherein the signed portion of boot
data concerns a stored signature of the portion of boot data wherein the stored signature is
created by applying the encryption key. The method further comprises executing boot
instructions contained in the signed portion of boot data when the current signature and the

stored signature are identical.

A further illustrative method disclosed herein relates to the booting of a computer

system. The method comprises, upon a power-up event or a reset event, accessing an internal
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non-volatile memory of a central processing unit, wherein the internal non-volatile memory
contains pre-boot instructions and data values for initializing an internal volatile memory of
the central processing unit and for verifying the integrity of at least a portion of boot instruc-
tions and boot data values. The method further comprises loading the at least a portion of the
boot instructions and boot data values from a non-volatile memory into the internal volatile
memory by executing the pre-boot instructions. Furthermore, the method comprises verify-
ing an integrity of the at least a portion of the boot instructions and boot data values by using
an encryption key stored in the internal non-volatile memory and using a signature associated
with the at least a portion of the boot instructions and boot data values, wherein the signature
is formed on the basis of the encryption key. Additionally, the method comprises determin-
ing whether an upgrade version of the boot instructions and boot data values is available
when the integrity of the at least a portion of the boot instructions and boot data values has
been successfully verified. Finally, the method comprises generating a signature of the

upgrade version by using the encryption key when an upgrade version is available.

An illustrative central processing unit (CPU) disclosed herein comprises a substrate
having formed thereon circuit elements defining a CPU core, a volatile random access
memory, a non-volatile memory and a bus system for connecting the CPU core, the volatile
random access memory and the non-volatile memory. The CPU further comprises pre-boot
information stored in the non-volatile memory, wherein the pre-boot information includes
instructions executable by the CPU core which also includes a symmetric encryption key for
verifying at least a portion of a boot routine that is assigned by applying the symmetric

encryption key.
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One illustrative computer system disclosed herein comprises a central processing unit
as specified above and a non-volatile boot memory configured to hold at least a first boot

routine and a second boot routine.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosure may be understood by reference to the following description taken in
conjunction with the accompanying drawings, in which like reference numerals identify like

elements, and in which:

Figure 1a schematically illustrates a central processing unit (CPU) including a random
access memory (CACHE), a CPU core and a non-volatile memory including pre-boot

information and a symmetric encryption key, according to illustrative embodiments;

Figure 1b schematically illustrates a computer system including a CPU with pre-boot

information and an encryption key, according to other illustrative embodiments;

Figure 1c schematically illustrates a process for verifying a portion of BIOS data, also
referred to as initial BIOS loader (IBL), on the basis of a symmetric encryption mechanism,

according to illustrative embodiments;

Figure 1d schematically illustrates a flow diagram for a method of verifying integrity

of boot data instructions and values, according to still further illustrative embodiments;
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Figure le schematically illustrates a flow diagram of a method for verifying integrity
of BIOS data and generating a signature for an upgrade version of BIOS data, according to

still further illustrative embodiments; and

Figures 1f-1g schematically illustrate flow diagrams of methods for performing
verification of BIOS integrity and updating the BIOS data, according to still other illustrative

embodiments.

While the subject matter disclosed herein is susceptible to various modifications and
alternative forms, specific embodiments thercof have been shown by way of example in the
drawings and are herein described in detail. It should be understood, however, that the
description herein of specific embodiments is not intended to limit the invention to the
particular forms disclosed, but on the contrary, the intention is to cover all modifications,
equivalents, and alternatives falling within the spirit and scope of the invention as defined by

the appended claims.

DETAILED DESCRIPTION

Various illustrative embodiments are described below. In the interest of clarity, not
all features of an actual implementation are described in this specification. It will of course
be appreciated that in the development of any such actual embodiment, numerous
implementation-specific decisions must be made to achieve the developers’ specific goals,
such as compliance with system-related and business-related constraints, which will vary
from one implementation to another. Moreover, it will be appreciated that such a develop-
ment effort might be complex and time-consuming, but would nevertheless be a routine

undertaking for those of ordinary skill in the art having the benefit of this disclosure.
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The present subject matter will now be described with reference to the attached
figures. Various structures, systems and devices are schematically depicted in the drawings
for purposes of explanation only and so as to not obscure the present disclosure with details
that are well known to those skilled in the art. Nevertheless, the attached drawings are
included to describe and explain illustrative examples of the present disclosure. The words
and phrases used herein should be understood and interpreted to have a meaning consistent
with the understanding of those words and phrases by those skilled in the relevant art. No
special definition of a term or phrase, i.e., a definition that is different from the ordinary and
customary meaning as understood by those skilled in the art, is intended to be implied by
consistent usage of the term or phrase herein. To the extent that a term or phrase is intended
to have a special meaning, i.e., a meaning other than that understood by skilled artisans, such
a special definition will be expressly set forth in the specification in a definitional manner

that directly and unequivocally provides the special definition for the term or phrase.

Generally, the present disclosure provides a system and a mechanism for executing —
at start-up or reset or any other operational state requiring an initialization of the system —
instructions stored in a memory area that may not be accessed after completing a verification
phase of at least a portion of boot instructions. For this purpose, the verification process may
be based on a symmetric encryption key also stored in a memory area that may be locked in
view of any operational state of the CPU except for start-up or reset events. For example, the
instructions and the symmetric encryption key may be stored in a non-volatile memory
forming a part of a central processing unit, thereby significantly reducing the possibility of
manipulating the data included in the non-volatile memory. Consequently, the contents of

the non-volatile memory may be used as a static root of trust for measurement during the
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initialization of the CPU and the entire computer system by ensuring that, upon power-up or
reset of the CPU, the first instruction is fetched from the non-volatile memory. Thus, the set
of data contained therein may serve as a pre-boot or pre-BIOS component, which may enable
the initialization of further system components, such as an internal random access memory,
which may be used for storing operational data like variables and stack and instructions for
running a portion of the BIOS software. For instance, the data cache as part of the random
access memory area and an instruction cache may be initialized by the pre-boot data of the
internal non-volatile memory, thereby substantially avoiding the possibility of external access
to data contained therein during the initialization process. That is, the random access
memory area, i.e., the data cache and the instruction cache, are CPU-internal components so
that unwanted manipulation thereof may be very difficult, in particular as the external system
memory is not initialized, as long as at least a portion of the BIOS software has been verified.
Depending on the storage capacity of the random access memory, the BIOS routine may be
divided into two or more portions such that verification of one or more signatures in view of
BIOS integrity may be performed in the random access memory for a first portion that is
configured to have a size to fit into the cache memory. Thus, this portion of the boot
information may, after verification on the basis of the symmetric encryption key, be executed,
for instance, directly from the random access memory, thereby substantially avoiding any
manipulation process of verifying the first portion of the boot instructions. Thus, after verifi-
cation of the signature of the first portion by applying the stored symmetric encryption key,
flow control may be passed to the verified portion and the further boot process may be
continued by initializing the system memory and copying the remaining boot information,
while also verifying integrity of the further boot information, for instance, on the basis of
hash algorithms wherein, however, the generation of a signature may not be required, due to

the chain of trust created to the preceding verification on the basis of a signature and the
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stored symmetric encryption key. Consequently, the data, i.e., the instructions and data
values including the symmetric encryption key contained in a non-volatile internal memory
area provided as an integral part of the CPU, may be used as a static core root of trust for
measurement, thereby providing a computer platform in which a tamper-resistant system
hardware and software configuration may be realized. In particular, in view of attacks, such
as replacement of the BIOS chip, the mechanism of embodiments disclosed herein may
provide enhanced security for typical practical applications, which use the platform in the
context of financial transactions or digital rights management, which may be based on the
requirement of a trustworthy computer platform. Additionally, using a symmetric encryption
key mechanism provides security without having to rely on a trust center for handling private
and public keys, as is the case in asymmetric encryption techniques, thereby significantly
reducing the overall complexity. At the same time, the desired degree of security may be
determined by restricting the usage of the unique encryption key to a specified type of central
processing unit so that manipulations or loss of secrecy for one unique encryption key may
not affect other CPUs that have been fabricated on the basis of a different unique encryption
key. Moreover, illustrative embodiments disclosed herein may provide an efficient technique
for updating the BIOS software using the stored encryption key for generating a respective
signature, which may then be added to the upgrade version of the BIOS software, which may
then be verified upon booting the computer system on the basis of the newly created

signature and the stored encryption key.

Figure 1a schematically illustrates a central processing unit (CPU) 100 according to
illustrative embodiments in which a core root of trust for measurement (CRTM) may be
implemented with a high degree of tamper resistance. The CPU 100 may comprise a CPU

core 102 which may include components for data processing, such as for performing
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arithmetic operations, logic operations and the like. The CPU core 102 may be functionally
connected to a random access memory 101, which may comprise a plurality of static RAM
cells and the like, corresponding to the overall configuration of the CPU 100. In one illustra-
tive embodiment, the RAM 101 may comprise a first memory portion, also indicated as data
cache 101A, and a second portion indicated as instruction cache 101B. For example, the
RAM 101 may be implemented in a fast memory technology so as to enhance the overall
performance of the CPU 100, as is typically required in sophisticated applications. It should
be appreciated, however, that any appropriate memory technology may be used for the
memory 101, as long as direct control of the memory 101 via the CPU core 102 may be
accomplished without the possibility of external access during the initialization of the CPU
100. The CPU 100 may further comprise a non-volatile memory 103, which may be
provided in any appropriate memory technology, for instance in the form of a flash memory
or a read-only memory technique, which may not enable external access for modifying the
contents of the memory 103. Hence, the memory 103 may be considered as a secure memory
arca, the contents of which may therefore represent a static root of trust. For this purpose, a
set of data 103 A, which is to be understood as instructions executable by the CPU core 102
and data values representing operands and the like of the instructions, may be provided, at
least in a portion of the memory 103, which may not be overwritten with new data once the
respective portion of the memory 103 is programmed. Additionally, the memory 103 may
contain a symmetric encryption key 103B, which may also be used for signing a portion of
boot information that may initially be used for initializing a computer system comprising the
CPU 100. 1t should be appreciated that the memory 103 may not necessarily represent a
continuous memory area, a portion of which may contain the data set 103A and a portion of
which may contain the encryption key 103B, but may be implemented in any appropriate

manner, for instance as substantially independent components of the CPU 100, as long as
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external access of the data set 103A and the encryption key 103B may be suppressed after a
certain phase of the initialization process. Furthermore, the CPU 100 may comprise a lock
mechanism 105, which may be configured such that access of the CPU core 102 to the
memory 103, or at Icast the encryption key 103B, may be enabled upon power-on or a reset
event only, while disabling the memory 103, which may be accomplished by instructing the
lock mechanism 105 during the boot process after verification of at least a portion of the boot
information. For instance, the lock mechanism 105 may comprise circuitry for shutting down
supply energy for the memory 103 and also for the mechanism 105 itself, thereby locking the
mechanism 105 and also the memory 103 non-responsive to any accesses performed after a
request for “locking” the memory 103 or at least a portion thereof including the symmetric
encryption key 103B. On the other hand, enabling the memory 103, for instance by provid-
ing power to the lock mechanism 105, may be associated with a power-up or a reset event
only. It should be appreciated, however, that the lock mechanism 105 may have any other
appropriate configuration in which external access to the encryption key 103B may be
restricted to an operational status of the CPU 100 in which, after reset or power-on, a

corresponding instruction for locking the encryption key 103B has not yet been executed.

The internal components of the CPU 100, that is, the memory 103, the CPU core 102,
the internal RAM 101 and the lock mechanism 105, may be interconnected by means of a bus
system 104 such that, upon power-up or reset, a jump to a specified address of the memory
103 is performed. Consequently, a “hard-wired” target for a reset vector of the CPU core 102
may be provided which ensures that execution of instructions may start from the memory

103, at least for a power-up event or a reset event.
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It should be appreciated that the CPU 100 may be formed on the basis of sophisticated
semiconductor manufacturing techniques in which an appropriate carrier material, such as a
semiconductor substrate and the like, may receive a plurality of circuit elements formed on
the basis of a technology under consideration, such as CMOS processes and the like, in which
transistor elements, capacitors, resistors and the like may be formed in accordance with
specific device architecture for the CPU 100. In the embodiments illustrated herein, the
various components of the CPU 100 may therefore be formed on a common substrate during
a common manufacturing process flow, thereby providing the memory 101 and 103 as an
internal or integral component of the device 100. For example, respective manufacturing
techniques are well established in which volatile and fast memory cells may be formed
together with non-volatile memory cells and high performance logic gates, as may be
required in the CPU core 102. Additionally, appropriate mechanisms may be provided such
that, after programming the memory 103 or at least a portion thereof, including the data set
103 A and the symmetric unique encryption key 103B, further access may be prevented so as

to provide a protected environment for the data set 103A and the encryption key 103B.

Figure 1b schematically illustrates a computer system 150 comprising the CPU 100
providing the protected environment for the data set 103A and the encryption key 103B, as
previously explained, wherein, in the embodiment shown, the CPU 100 may comprise the
random access memory 101 in the form of the data cache 101A and the instruction cache
101B, which may have a size of, for example, 64 Kb to accommodate a portion of boot
information and to act as a “system RAM” when performing instructions of the data set
103A. Similarly, the instruction cache 101B may be provided with the size of 64 Kb,
wherein it should be appreciated that any other appropriate memory size may be used that is

compatible with the size of a respective portion of boot information that is to be performed
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from the memory 101 during a verification process. Also, the internal non-volatile memory
103 may be provided with any appropriate size and configuration so as to be compatible with
the requirements for the data 103A and the symmetric encryption key 103B. For example,
the set of data 103A may comprise instructions and data values representing a secure load
routine for loading a respective portion of boot information into the internal memory 101 for

performing a verification process.

The computer system 150 may further comprise a system memory 110, for instance in
the form of any appropriate memory device including random access memory cells, such as
dynamic RAM cells and the like. The size of the system memory 110 may be adapted to the
requirements of the system 150 in view of performance and storage capacity. Furthermore,
the system 150 may comprise a non-volatile memory 120, such as a flash memory and the
like, which may include information, also referred to as BIOS information, at least a portion
of which may be a signed portion, that is, a signed portion may comprise a signature obtained
on the basis of an appropriate hash algorithm in combination with an encryption mechanism
using the symmetric encryption key 103B as stored in the memory 103. In one illustrative
embodiment, the non-volatile memory 120 may contain the boot information divided into two
portions, wherein a first portion may comprise data and instructions for initializing other
system components, such as the system memory 110 for accommodating the second portion
of boot information and executing the second portion once the first portion has been verified
on the basis of the protected environment provided by the CPU 100. The first portion may
also be referred to as an initial boot loader (IBL), which may represent the signed portion of

the boot information contained in the memory 120.
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In some illustrative embodiments, the non-volatile memory 120 may comprise a first
portion 120A for containing a first BIOS version that may be accessed upon initializing the
system 150, which may be indicated as an enabled version of BIOS information contained in
the memory 120. Moreover, a second portion 120B may be provided, which may contain a
second BIOS version, such as an upgrade version, and which may be in a non-enabled state,
thereby requiring validation and the creation of a signature on the basis of the stored encryp-
tion key 103B during an initialization phase, as will be described later on in more detail.
Consequently, the memory 120 may have a sufficient capacity for holding at least two BIOS
versions, thereby providing the possibility of efficiently updating the BIOS information for
the system 150 while nevertheless providing enhanced security of the update process, as will

be described later on.

The computer system 150 may further comprise an interface system 140 configured to
operatively connect the system memory 110 and the non-volatile memory 120 with the CPU
100. In one illustrative embodiment, the system 150 may further comprise a one-time
programmable memory 130, which may include platform-specific information, for instance
about boot sources and related parameters. For instance, as shown, the one-time program-
mable memory 130 may comprise information concerning boot options in order to indicate to
the CPU 100 whether to boot from the internal memory 103 or not. For example, security
bits may provided in the memory 130 including a respective bit that determines where the
initial instruction fetch of the CPU 100 after reset is rooted to. For example, with this bit set
to “1”’, execution may be passed to the internal memory 103, thereby enabling the secure boot
processing. It should be appreciated that, in other illustrative embodiments, the one-time

programmable memory 130 may be omitted or may be provided so as to include other
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information controlling the secure boot processing during development and actual

applications.

Figure 1c¢ schematically illustrates the configuration of boot information 121 that may
be stored in the non-volatile memory 120, for instance in one of the portions 120A, 120B, as
an “enabled” version of boot information contained therein. In the embodiment shown in
Figure lc, the boot information 121, which may also be referred to as BIOS, may comprise a
first portion 121A which may represent a set of data including instructions and data values
having a size so as to be compatible with the size of the memory 101, as previously
explained. For example, for the above-given exemplary values of 64 Kb for each of the
RAM areas 101A, 101B, a maximum size of the portion 121A may be restricted to be
approximately 32 Kb. It should be appreciated, however, that any other appropriate size for
the portion 121A may be applied, depending on the available amount of storage within the
RAM 101. It should further be appreciated that providing the portion 121 A may be necessary
for boot information 121 which exceeds the size of the memory 101, so that the entire boot
processing may not be performed on the basis of the memory 101, since typical boot routines
may have a size of several hundred kilobytes and more. In other cases, when sufficient
storage space may be available in the CPU 100, the boot information 121 as a whole may be

used during the secure boot processing, as will be explained later on in more detail.

Thus, if the portion 121 A may be provided, as shown in Figure Ic, this portion may
serve as an initial BIOS loader (IBL) for a second portion 121B, wherein the first portion
121 A may also contain a hash value obtained over the portion 121B. The hash value for the
portion 121B may also be protected by a signature contained in the portion 121A obtained

from a hash value generated over the first portion 121A, which may be encrypted by the
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encryption key 103B. Thus, an encryption of the hash value of the second portion may not be
necessary. The signature of the hash value for the portion 121A may be used for verifying
the portion 121A during a secure boot processing. The portion 121A may, therefore, be
contained in instructions for performing necessary platform initialization actions, such as
initialization of a memory controller 141 and the like, followed by the shadowing of the
portion 121B from the memory 120, i.e., from one of the portions 120A, 120B, into the
initialized system memory 110. Thus, after storing the portion 121A, 121B, the respective
hash values may be created and may be added to the portion 121A, which may then, for an
initial version of the BIOS information 121, be encrypted by a version of the symmetric
encryption key 103B. The corresponding signature obtained by applying the key 103B may

also be added to the portion 121A, as shown at the right-hand side of Figure 1c.

Figure 1d schematically illustrates a sequence for verifying the signature 121S
contained in the portion 121A, which may be performed on the basis of the data set 103A and
the encryption key 103B during start-up or reset of the system 150. The verification may be
accomplished on the basis of any appropriate encryption algorithm using the symmetric key
103B, wherein the initially created hash value, such as hash 0, obtained over the portion
121A, which may include respective hash values for the portion 121B, may be used for
generating the signature 121S by applying the key 103B. The initially created hash value for
the portion 121A may then be compared to a respective hash value obtained by applying the
appropriate hash algorithm over the portion 121A that is copied into the RAM memory 101.
The portion 121 A may be considered as verified if a signature generated by applying the key

103B to a calculated hash value match with the signature 121S contained in the portion 121A.
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In view of implementing the system 150 as a secure platform, a static root of trust
may have to be implemented to enable a secure start-up of an operating system after power-
up or reset of the computer system 150. For this purpose, a defined execution of the trusted
BIOS information 121 may be accomplished by verifying at least the portion 121A on the
basis of the trusted set of data 103A and the encryption key 103B, which are substantially
resistant against any external manipulation. Thus, each time the system 150 may be activated
by using a secure boot process, thereby enabling integrity of the entire boot process and
trusted initialization of an operating system, which in turn may be used for performing
security sensitive applications. On the other hand, if the integrity check may fail, for
instance, during verifying the portions 121A or 121B, an appropriate policy may be applied,
for instance the boot process may be terminated or services provided by the system 150 may
be limited. Thus, the secure boot architecture disclosed herein may protect against “class
breaks,” which are to be understood as attacks that will work against every instance of a
given security system. For example, a piece of software generated by an external source may
be considered as class break, which may be casy to install and enable circumvention of
security measures, thereby enabling unauthorized use of the platform. In digital rights
management (DRM) environments, a class break may already be given when the DRM
protected data file may be broken once, thereby enabling a redistribution of the unprotected
file. Consequently, the mechanisms and systems disclosed herein may provide enhanced
security with respect to class breaks since a protected environment may be obtained on the
basis of an integral portion within the CPU itself, thereby requiring manipulation of the CPU
itself, wherein, for instance, the revealing of the encryption key 103B may only concern
respective CPUs into which this version of the encryption key 103B has been incorporated
during the production process, while, however, other products manufactured on the basis of a

different encryption key may nevertheless provide a secure platform.
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In step 161, the system may be reset or power may be supplied thereto or any other
event may occur that may require a secure boot processing. Consequently, an appropriate
self-test may be performed by the CPU core 102 and respective components, such as registers
and the like, may be initialized. It should be appreciated that, in some embodiments, a secure
boot processing may not be enabled in an operating state in which the operating system may
stay in control of the system 150. In step 162, the first instruction is fetched from the internal
non-volatile memory 103, which may be accomplished by mapping the internal memory 103
to the corresponding reset vector address. Consequently, the CPU 100 starts execution on the
basis of the secure data set 103A in any instances in which a jump to the reset vector is
caused by an external event. In step 163, the internal random access memory 101 may be
initialized, caused by the execution of the instructions contained in the data set 103A. In step
164, at least a portion of the boot information 121, for instance the portion 121A, including
the signature 121S thereof, may be loaded into the internal random access memory 101. As
previously explained, the signature 121S has been generated by applying the symmetric
encryption key 103B. In step 165, a signature of the boot data in the memory 101, for
instance the portion 121A, is generated by, for instance, calculating a respective hash value,
as previously explained, and applying the encryption key 103B by accessing the memory

103.

In step 166, the currently calculated signature is compared with the signature 121S
and, if both values match, the process flow advances to step 167 in which the boot process
may be continued, for instance, by initializing the system memory and verifying the rest of
the boot information 121. In the verification phase in step 166, the encryption key 103B is

locked in step 168, for instance by disabling a respective portion of the memory 103 via the
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lock mechanism 105, as previously explained. Next, in step 169, the boot process may be
terminated, which may include, for instance, an indication that an invalid BIOS information

121 is present in the internal memory 120.

Figure 1e schematically illustrates a sequence of steps for continuing the boot process
after step 167 in Figure 1d. In step 167A, the system memory 110 may be initialized and, in
step 167B, the BIOS information 121, or at least the portion 121B, may be loaded into the
system memory 110. In step 167C, the BIOS information 121, or at least the portion 121B,
may be verified in the system memory 110, for instance, by calculating one or more respec-
tive hash values and comparing the values with the corresponding hash values contained in
the portion 121A, which has been verified in step 166 (Figure 1d). In step 167D, the process
flow branches into step 167E, when the remaining portion of the boot information has not
been verified, or into step 167F, when the boot process may be continued, for instance, by

loading the operating system, as previously explained.

In the above-described embodiment, before passing execution to the boot information
121 or the portion 121A, the secure boot process, i.e., the process flow represented by the
steps 161-166, may not apply any reset procedures to any components of the system 150,

thereby enabling reliable “measurement” of the hardware configuration of the system 150.

Figure 1f schematically illustrates a flow diagram for representing the operation of the
system 150 when updating of a BIOS information may be possible. In step 171, a reset event,
such as power-on, may occur and the process flow may advance to step 172, in which it is
determined whether the secure boot processing is enabled or not. If secure boot processing is

not enabled, which may be advantageous during testing and debugging the system 150, an
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alternative process flow may be initiated. If secure boot processing is enabled, the process
flow may advance to step 173 in which execution of instructions may be started by accessing
the internal non-volatile memory 103 and performing instructions of the set 103A, as previ-
ously explained. In step 174, integrity of at least a portion of the boot information, such as
the portion 121A, may be checked, for instance, in the same way as previously described with
reference to the process flow in Figure 1d. If integrity of the boot information 121A is not
verified in step 174, the process may advance to step 175 in which the encryption key 103B
may be locked and the boot process may be terminated or booting may be continued,
however, with limited services provided by the system 150. If integrity is validated in step
174, execution of instructions of the boot information 121A may be started in step 176. In
step 177, it may be determined whether or not updating of the BIOS information 121 may be
required. For this purpose, for instance, the internal memory 110 may be accessed to deter-
mine whether or not a non-enabled version of BIOS information is available or not. If a
respective updating of the BIOS information is not required, the process flow advances to
step 178 in which the encryption key 103B is locked, as previously explained. Thereafter, in
step 179, the boot processing may be continued, as previously explained. When, in step 177,
updating of the BIOS information 121 is required, the process flow advances to step 180 in
which the BIOS version contained in one of the memory areas 120A or 120B of the non-
volatile memory 120 may be validated. For this purpose, any appropriate mechanism may be
used, for instance, using an asymmetric encryption mechanism, on which, upon creating the
BIOS version, respective hash sums may have been calculated and have been encrypted by a
secret key, which may now be validated on the basis of a public key, which may be contained

in the new BIOS information.
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When, in step 181, a valid version of the new BIOS information is identified, a
signature may be created by applying the encryption key 103B in that a respective hash sum
may be calculated over the respective IBL portion of the new BIOS information, which may
then be signed by applying the encryption key 103B. In step 182, the encryption key 103B
may then be locked, as previously explained, and, in step 183, the signature generated in step
181 may be added to the new BIOS information, for instance to the respective IBL portion
121 A, when the BIOS information is provided in several parts. In step 184, the new BIOS
information may be enabled, that is, an indication may be stored in the non-volatile memory
103 or any other appropriate storage that the new BIOS version is a BIOS information to be
used for performing the boot process. In step 185, a reset event is generated so that the
process flow returns to step 171. Consequently, upon enabling the upgrade version of the
BIOS information in step 184, the steps 172-177 may be repeated on the basis of the upgrad-
ing of the BIOS information and the boot processing may be performed on the basis of the

new BIOS information.

Figure lg schematically illustrates a secure boot processing according to still other
illustrative embodiments. As shown, in steps 181 and 182, reset events may be detected and
it may be determined whether or not secure boot is enabled, as also previously explained. In
step 183, instruction execution is performed from the internal data set 103A. In step 184, a
CPU internal initialization may take place. In some illustrative embodiments, this may
include steps 184A-184J. For example, in step 184A, the memory 103 may be remapped. In
step 184B, a boot source may be detected and may be initialized in step 184C, followed by
initialization of the data cache 101A and the instruction cache 101B according to steps 184D,
184E. In step 184F, an unreal mode for the data cache may be set up and the image of the

boot information 121 for the portion 121 A may be copied into the data cache 101A, while, in
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step 184H, storage space may be assigned for variables in the data cache 101A. If required,
in step 1841, vendor identification may be retrieved and, in step 184J, a respective encryption
engine may be initialized. Thereafter, in step 185, the hash sum over the signed BIOS data
121A, that is, the IBL, may be calculated. In step 186, the internal encryption key 103B may
be applied to a previously calculated hash sum to generate a signature. In step 187, the
signature determined in step 186 may be compared with the signature contained in the signed
BIOS information 121A. In step 189, the boot processing may be terminated if the signed
BIOS information has been identified as an invalid information and the internal key 103B
may be locked in step 189. In step 188, execution of the BIOS information may be started
when a valid version of the BIOS information has been identified in step 187. In step 190, it
may be determined whether updating of the BIOS information is required. If so, in step 191,
the new BIOS information may be validated, for instance as previously indicated, and, in step
192, it may be decided whether or not the new BIOS information is valid information or not.
If a valid BIOS version is detected in step 192, in step 193, a hash sum may be calculated
over the new BIOS information, i.e., a respective portion thercof, such as an IBL portion,
and, in step 194, the internal encryption key 103B may be applied to the hash value to
generate a new signature. In step 195, the internal key used in step 194 may be locked and, in
step 196, the newly created signature may be added to the new BIOS information. In step
197, the new BIOS information may be enabled, as also previously explained. If in step 192
the new BIOS information is identified as an invalid information or if in step 190 updating of
the BIOS information is not required, the process flow advances to step 198, in which the
encryption key 103B may be locked. Thereafter, the boot processing may continue in step
199 which, in some illustrative embodiments, may include the initialization of further system
components of the system 150, such as the system memory 110 in step 199A. Thereafter, in

step 199B, the BIOS information, as presently enabled, may be loaded into the system
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memory and, in step 199C, the BIOS information may be verified, for instance, by calculat-
ing respective hash sums and comparing the hash sums with the values contained in the BIOS
information, as previously explained. If in step 199D the BIOS information is identified as
valid information, the boot processing may be continued in step 199E, for instance by
performing further steps for finally loading an operating system. If in step 199D the BIOS
information is identified as an invalid BIOS information, in step 199F, the boot process may
be terminated or an indication may be given and the services of the system 150 may be

enabled in a restricted form, as previously explained.

As a result, the systems and mechanisms disclosed herein provide enhanced integrity
of computer platforms by providing a secure boot processing on the basis of a pre-boot
routine contained in a non-volatile memory and a symmetric encryption key. Since the non-
volatile memory is a part of the CPU itself, system initialization may be accomplished on the
basis of the pre-boot information stored in the non-volatile internal memory and verification
of the boot information may be accomplished by using the symmetric encryption key. Thus,
enhanced security of the platform may be accomplished without requiring a trust center,
wherein an efficient protection against class breaks may be obtained, while the degree of
security may be determined on the basis of the granularity of the symmetric encryption key,
which may be incorporated into the non-volatile memory during fabrication of the CPU

device.

The particular embodiments disclosed above are illustrative only, as the invention
may be modified and practiced in different but equivalent manners apparent to those skilled
in the art having the benefit of the teachings herein. For example, the process steps set forth

above may be performed in a different order. Furthermore, no limitations are intended to the
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details of construction or design herein shown, other than as described in the claims below. It
is therefore evident that the particular embodiments disclosed above may be altered or modi-
fied and all such variations are considered within the scope and spirit of the invention.

Accordingly, the protection sought herein is as set forth in the claims below.
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CLAIMS
WHAT IS CLAIMED:
1. A method for booting a computer system, the method comprising:
5 upon one of a power-on and a reset event, executing instructions stored in an internal

non-volatile memory area of a central processing unit, said internal non-
volatile memory area containing an encryption key;
determining a current signature of at least a signed portion of boot data, said signed
portion of boot data containing a stored signature of said portion of boot data,
10 said stored signature created by applying said encryption key; and
executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

2. The method of claim 1, wherein executing said instructions stored in said
15 internal non-volatile memory area comprises initializing an internal random access memory
of said central processing unit and loading said at least a portion of boot data from a non-

volatile memory into said initialized random access memory.

3. The method of claim 2, wherein executing boot instructions of said signed
20 portion of boot data comprises initializing a system memory of said computer system and
loading said boot data from said non-volatile memory into said system memory and verifying

an integrity of said boot data.
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4. The method of claim 2, wherein initializing said internal random access
memory comprises initializing a data cache and an instruction cache of said central

processing unit and wherein said at least a portion of boot data is loaded into said data cache.

5. The method of claim 1, further comprising locking said encryption key for

external access prior to executing said boot instructions.

6. The method of claim 5, further comprising determining whether an upgrade

version of said boot data 1s available.

7. The method of claim 6, wherein determining whether an upgrade version of

said boot data is available is performed prior to locking said encryption key.

8. The method of claim 7, further comprising verifying said upgrade version of
said boot data.
9. The method of claim 8, further comprising calculating a new signature over a

hash sum of said upgrade version of the boot data using said encryption key and adding said

new signature to said upgrade version of the boot data.

10. The method of claim 9, further comprising enabling said upgrade version of
said boot data.
11. The method of claim 10, further comprising generating a reset event.
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12. The method of claim 10, further comprising locking said encryption key prior

to enabling said upgrade version of the boot data.

13. A method for booting a computer system, the method comprising:

5 upon at least one of a power-up event and a reset event, accessing an internal non-
volatile memory of a central processing unit, said internal non-volatile
memory containing pre-boot instructions and data values for initializing an
internal volatile memory of said central processing unit and verifying an
integrity of at least a portion of boot instructions and boot data values;

10 loading said at least a portion of said boot instructions and boot data values from a
non-volatile memory into said internal volatile memory by executing said pre-
boot instructions;

verifying integrity of said at least a portion of said boot instructions and boot data
values by using an encryption key stored in said internal non-volatile memory

15 and a signature associated with said at least a portion of said boot instructions
and boot data values, said signature being formed on the basis of said
encryption key;

after successfully verifying integrity of said at least a portion of said boot instructions
and boot data values, determining whether an upgrade version of said boot

20 instructions and boot data values is available; and

when an upgrade version is available, generating a signature of said upgrade version

by using said encryption key.
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14. The method of claim 13, wherein executing said boot instructions comprises
initializing a system memory of said computer system and loading a second portion of boot

instructions and boot data values into said system memory.

15. The method of claim 14, further comprising verifying integrity of said second
portion and continuing booting of said computer system on the basis of said second portion

when verification of said second portion is successful.

16. The method of claim 13, wherein initializing said volatile internal memory
comprises initializing a data cache of said central processing unit and wherein said at least a

portion is loaded into said data cache and is verified therein.

17. The method of claim 13, further comprising locking said encryption key prior

to executing said boot instructions when an upgrade version is not available.

18. The method of claim 13, further comprising verifying said upgrade version of

the boot instructions and boot data prior to generating said new signature.

19. A central processing unit (CPU), comprising:

a substrate having formed thereon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for
connecting said CPU core, said volatile random access memory and said non-
volatile memory; and

pre-boot information stored in said non-volatile memory, said pre-boot information

including instructions executable by said CPU core and a symmetric
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encryption key for verifying at least a portion of a boot routine signed by using

said symmetric encryption key.

20. The central processing unit of claim 19, further comprising a locking
5 mechanism configured to enable a portion of said non-volatile memory containing said

symmetric encryption key upon one of a reset event and a power-on event only.

21. A computer system, comprising;:
a central processing unit comprising:

10 a substrate having formed therecon circuit elements defining a CPU core, a
volatile random access memory, a non-volatile memory and a bus
system for connecting said CPU core, said volatile random access
memory and said non-volatile memory, and

pre-boot information stored in said non-volatile memory, said pre-boot

15 information including instructions executable by said CPU core and a
symmetric encryption key for verifying at least a portion of a boot
routine signed by using said symmetric encryption key; and

a non-volatile boot memory configured to hold at least said boot routine and a second

boot routine.

20
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ABSTRACT OF THE DISCLOSURE

A CPU, a computer system and a secure boot mechanism are provided in which a
symmetric encryption key may be incorporated into a non-volatile memory arca of the CPU
core, thereby substantially avoiding any tampering of the encryption key by external sources.
Moreover, pre-boot information may be internally stored in the CPU and may be retrieved
upon a reset or power-on event in order to verify a signed boot information on the basis of the
internal symmetric encryption key. Furthermore, the BIOS information may be efficiently

updated by generating a signature using the internal encryption key.
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(57) Abstract: A system and method for providing a secure boot architecture, in accordance with one embodiment of the present
invention, includes a processor having an atomic state machine and a physically protected storage area. The atomic state machine
stores a state of the processor in 2 state save map upon a boot-mode event. The atomic state machine also suthenticates an objectofa
& Pre-BIOS Boot Vectar Region (PBBVR) in response to the boot-mode event, The PRBVR may be stored in the physically protected
S storage area. The atomic state machine loads the PBBVR from the physically protected storage area into an overlay memory if the
N PEBVR is successfully authenticated. The processor executes the PBBVR from the overlay mermory if the PBBVR is successiully
authenticated. The atomic state machine may also receive a candidate PBEVR upgrade image, authenticate the candidate PBBVR
upgrade image, and replace the current PBBVR with a new PBBVR contained in the candidate PBBVR upgrade image if the new
PBBVR in the candidate PBBVR upgrade image is authenticated.
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SYSTEM AND METHOD FOR PROVIDING A SECURE BOOT
ARCHITECTURE '

BACKGROUND

{8001]  The execution of blocks of instructions by a processor generally performs
some operation, To a great extent all instructions sequences are valid from the perspective of
the processor, The processor has no meaningful notion of a complete and/or valid program
or function. Thus, if a block of instructions can be presented to a processor, they will
generally be executed. Accordingiy; instruction sequences containing so-called illegal

instructions may reliably cause the processor to execute, fault or halt.

[0002]  Hence, it is desirable to restrict the execution of code by a processor.” One
way to restrict execution is by authentication of the s;quence of instructions. In the
conventional art, one or more blocics of code may be authenticated to provide a secure
computing envifonment. The authentication process establishes a block of code as a trusted'
sequence of instructions. However, the conventional authentication process relies upon the
assumption that the given block of code from which another block of code’s authentication
depends upon can be trusted. The authentication process may be utilized to establish a chain
of trust. However the process of chaining the authentication of multiple code blocks togéthar
still relies upon the assumption that a root b_iock of code is trusted. Accordingly, a

conventional secure computing architecture remains vulnerable as a result of the fact that the

root block of code may not be trusted.
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SUMMARY «

'{0003]  Accordingly, embodiments of the present invention are directed toward a
system having a secure boot architecture. In the secure bvot architecture, a target instruction
for a processor may be authenticated in a boot-mode such that all instructions executed on
the processor can root their trust back to the processor implementation. Embodiments of the

present invention may also provide a processor enforced boot-mode upgrade mechanism.

[0064] In one embodiment, a processor having a secure boot architecture includes
an atomic state machine coupled to a physically protected storage area. The phyéicaiiy
protected storage area stores a boot-mode object. The atomic state machine aﬁthenticates the
boot-mode object befdre execﬁtion by a processor of a first target instruction. The atomic
state machine xnaj aiso.rcceive a candidate boot-mode upgrade image, authenticate the
candidate boot-mode upgrade image, and replace the current boot-mode object with a new
boot-mode object contained in the candidate boot-mode upgrade image if the candidate boot-

mode upgrade in the candidate boot-mode upgrade image is authenticated.

[0005} In another embodiment, a method for providing a secure boot architecture

.includes receiving a boot-mode event, authenticating a boot-mode object, and executing a

first target instruction if the boot-mode object is authenticated. The method may further
include receiving a candidate boot-mode upgrade image, authenticating the candidate boot-

mode upgrade image and replacing the current boot-mode code with the new boot-mode code
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in the candidate boot-mode upgrade image if the candidate boot-mode upgrade image is

authenticatad,

[0006] In yet another embodiment, a system fot providing a secure boot
architecture includes an atomic state machine coupled to a physically protected storage area.

The atomic state machine stores a state of a processor in a state save map upon the

occurrence of a boot-mode event. The atomic state machine also authenticates an object of a

Pre-BIOS Boot Vector Region (PBBVR) in response the boot-mode event. The PRBVR. may.,

be stored in the physically protected storage area. The atomic state machine loads the

" PBBVR from the physically protected storage area into an overlay memory, if the PBBVR is

successfully authenticated. The processor may then execute the PBBVR from the overlay
memory, if the PBBVR. ils successfully authenticated,
This disclosure desetibes a system and method for providing a secure boot architecture, in accordance

with one embodiment of the present invention, includes a processor having an atomic state machine

and a physically protected storage area. The atomic state machine s;tores a state of the

processor in a state save map upon a boot-mode event. The atomic state machine also
authentacates an object of a Pre-BIOS Boot Vector Region (PBBVR) in response to the boot-
mode event. The PBBVR may be stored i in the physically protected storage area. The atomic

state machine loads the PBBVR from the physically protected storage area into an overlay

. memory if the PBBVR is successfully authenticated. The processor executes the PBBVR

from the overlay memory if the PBBVR is successiully authenticated. The atomic state

machine may aiso receive a candidats PBBRVR. upgrade image, authenticate the candidate

~ PBBVR upgrade image, and replace the current PEBVR with a new PBBVR contained in the

candidate PBBVR upgrade image if the new PBRVR in the candidate PBBVR upgrade

image is authenticated,
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BRIEF DESCRIPTION OF THE DRAWINGS
[0007] Embodiments of the present invention are illustrated by way of example
and not by way of limitation, in the figures of the accompanying drawings and in which like

reference numerals refer to similar elements and in which:

Figure 1 shows a block diagram of a system for establishing a secure boot

architecture, in accordance with one-embodiment of the present invention,

. Figures 2A and 2B show a flow diagram of a method for establishing a secure boot

architecture, in accordance with one embodiment of the present invention.

Figure 3 shows a format of a Pre-BIOS Boot Vector Region (PBBVR)) object, in

" accordance with one embodiment of the present invention.

Figure 4 shows a format of a physical memory and an overlay memory, in accordance

with one embodiment of the present invention,

Figure 5 shows a flow diagram of a method for controlling the upgrade of the boot-

mode code, in accordance with one embodiment of the present invention,

Figure 6 shows a format of a boot-mode upgrade object, in accordance with one

embodiment of the present invention.
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DETAILED DESCRIPTION

[0008] Reference will now be made in detail to the embodiments of the invention,
examples of which are illustrated in the accompanying drax;vings. While the invention will be
described in conjunction with these embodiments, it will be understood that they are not
intended to limit the invention to these embodiments, On the contrary, the invention és |
intended to cover alternatives, modifications and equivalents, which may be included within
the scope of the invention as defined by the appended clgims. Furthermore, in the following
detailed description of the present invention, numerous specific details are set forth in order
to provide a thorough understanding of the’present invention. However, 11; is understood that
the present invention may be practiced without these specific details. In other instances,
well-known methods, procedures, components, and circuits have not been described in detail

.

as not to unnecessarily obscure aspects of the present invention.

[0009] Embodiments of the present invention provide a secure boot architecture.
A boot-mode, of the secure boot architecture, authenticates the target instruction for a
processor such that all instructions executed on the processor can root their trust back to the
processor implementation. Therefore, authentication is established before the basic input
output system (BIOS) boot block. Embodiments of the present invention may also provide a

mechanism by which authenticated boot-mode code may be upgraded without loss of trust.

[0010] Referring to Figure 1, a block diagram of a system for establishing a secure

boot architecture, in accordance with one embodiment of the present invention, is shown. As
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depicted in Figure 1, the secure boot architecture system includes a processor 110, one or

‘more physical mernory units 120, 130, one or more input/ouiput devices 140 and the like. It

1s appreciated that the processor 110 referred to herein may be a general purpose processor, a2

dedicated coniroller or the like. The one or more physical memory units 120, 130 and the

‘one or more input/output devices 140 may be comumunicatively coupled to the processor 110.

In one implementation, the one or more physical memory units 120, 130 and the one or more
input/output devices 140 may be communicatively coupled to the processor 110 by one or

mote buses 150,

[0011] The processor 110 may include an atomic state machine 112, a volatile
physically protected storage area (e.g., cache) 113 and a non-volatile physically protected
storage area 114. The atomic state machine 112 may implement a boot-mode and may
optibnaily implement a boot-mode upgrade mechanism. The non-volatile physically
protected storage area 114 may contain boot-mode code. In one implementation, the volatile
113 and non-volatile 114 physically protected storage areas may be integral parts of the
processor 110 (e.g., fabricated on the processor die). In another implementation, the volatile
113 and non-volatile 114 physically protected storage areas may be separate from the
processor 110, In one implementation, the non-volatile physically protected storage area 114
containing boot-mode code may be writeable non-volatile memory. (e.g., flash memor}; or the

like).
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[0012]  The system for establishing a secure boot architecture of Figure 1, will be
further described herein in conjunction with Figures 2A and 2B. As depicted in Figures 24
and 2B, a flow diagram of a method for establishing a secure boot architecture, in accordance

with ane embodiment of the present invention, is shown.

{0013}  Establishing a secure boot architecture may be initiated by receipt of a
boot-mode entry-event, at 210, by the processor 110. The boot-mode entry-events may
inctude events that have implications for the trustability of post-event code execution and/o_r
benefit from the authentication gate provided by the boot-mode. The boot-mode entry-event
may include one or more events such as a reset, a partial reset, one or more internipts from an
inten;upt controller, one or more interrupts from a shutdown state (e.g., for multiprocessor
systerns).  In one implementation, the boot-mode entry-events in a legacy system (e.g., x86)

may include:

ENTRY_ID BOOT-MODE ENTRY-EVENT

0 RESET
1 INIT

2 APIC_IPI INIT

3 APIC_IPL INIT_W_VECTOR
4 APIC_INI_SMI

5 APIC_INI NMI

6 RESET_FROM_SHUTDOWN
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7 INIT_FROM_SHUTDOWN
8 SMI_FROM_SHUTDOWN
| 9 NMI_FROM_SHUTDOWN

The boot-mode eniry-event may be a non-maskable mterrupt. Once in boot-mode, the
5 processor will defer delivery of non-maskable interrupts, including the systemh management

interrupt (SMI}, until boot-mode is exited.

[0014] At 215, receipt of a boot-mode entry-event may cause the processor 110 to
modify its state. In one implementation, fc;r the RESET boot-mode eniry-event, the code
segment register (e.g., cs_base), instruction pointer régister {(e.g., eip) and system
10 manﬁgement base register (e.g., sm_base) of the processor 110 may be modified to the

following values:

cs_base = Oxffif0000
eip = 0x0000£10-
sm-base = 0x%00030000

15 Itis appreciated that the code segment register and the instruction pointer register point: to the
BIOS boot block. In one implementation, entering boot-mode cause the corrent state (e.g.,

legacy reset) to be written to the state save map at the end of an extended overlay memory.
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[0015] At oplional process 217, the atomic state machine 112 may determine if the
overlay memory is initialized. It is appreciated that reinitialization of the overlay memory
may be avoided for one or more boot-mode entry-events, Accordingly, if the overlay.
memary is currently initialized the method for establishing a secure boot architecture may
proceed at process 227, If the overlay memory is not currently initialized the method may

proceed at process 220.

[0016] At 220, the atomic state machine 112 authenticates the boot-mode code
stoted in the non-volatile physically protec:ted storage area 114. The authentication of the
boot-mode code may be implementation specific. In one imaplementation, authentication of
the boot-mode code may be accomplished utilizing a simple checksum algorithm. In another
iaﬁplementation, at;thentication of the boot-mode code may be accomplished uiilizinga
complicated digital signature verification process. The sophistication of the authentication
process may be a function of the physical secarity of the non-volatile physically protected
storage area 114 used to hold the boot-mode code. Accordingly, the more tightly coupled the

physically protected storage area 114 is to the processor 110 the Jesser degree of

" authentication may be needed.

[0017] At 225, the overlay memory may be initialized and the boot-mode code
may be mapped into the overlay memory. The overlay memory may be constructed by
combining the authenticated boot-mode code and reserved boot-mode data area. Ina

modified x86 implementation, the boot-mode code is a Pre-BIOS Boot Vector Region
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(PBBVR) object. In such an implementation, the overlay memory is mapped to & portion of
the physical address space obscuring a portion of the regular physical memory (e.g., RAM
130) while executing in boot-mode, In one implementation fhis overlay memory is
maintained as processor internal memory 113 (e.g., a processor internal cache array). In one

implementation, this overlay memory is a processor protected fraction of main memory 130.

[0018] The modified staie of the processor 110 may be stored in a state save map
(SSM), at 227. In a modified x86 implementation, entering boot-mode as a result of the
RESET event, causes the current state {e.g., legacy reset) to be written to the state save map

at the end of the extended overlay memory. ©

[0019] Referring now to Figure 3, a format of a Pre-BIOS Boot Vector Region
(PBBVR)) object, in accordance with one embodiment of the present invention, is shown.
As depicted in Figure 3, the PBBVR niay contain a header 310 and a combined code and data
paeyload 320. The length of the PBBVR may be an integer number of contiguous pages. The
header 310 may have a defined layout and includes PBBVR configuration and authentication
data that covars the entire PBBVR object and its run-time environment. The combiﬁed code

and data payload 320 may contain any desired code and data for execution in boot-mode.

[0020] Referring now to Figure 4, a format of a physical memory 405 and an
overlay memory 410, in accordance with one embodiment of the present invention, is shown.

As depicted in Figure 4, the overlay memory 410 may be mapped to a predetermined

10
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physical memory 405 location. The overlay memory 410 may be mapped such that it ends
on a predeterrnined boundary (e.g., IMiB) 415, In a modified x86 implementation, the
overlay memory 410 is mapped to the physical address swrrounding 0x00100000 (e.g.,.1MB).
In the context of such an implementation, it is appreciated that the overlay appears to be
regular volatile memory (e.g., RAM 130) closer to the core than the APIC mermory, but it is
not visible to direct memory access (DMA) from input/output devices 140. It is also

appreciated that it is not visible to code executing outside boot-mode.

{0021]  Referring again to Figures 1, 2A and 2B, once the current state of the
processor 110 is stored in the state save map and the boot-mode code has bgen authenticated,
the state of the processor 100 may be changed by the atomic state machine 112 to initiate nin
time execution of the boot-mode code from the overlay memory, at 230, In 4 modified x86
implementation., b;notumode is entered with a register state most like that of System
Management Mode (SMM), e.g., a 16-bit code segment, and flat data segments, However,

the instruction pointer is set as follows:

i

cs_base 0x000£0000

eip 0x0000£ff0

Accordingly, code execution (e.g., following a RESET event) will begin at a location

different than where the BIOS boot vector is located.
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[0022]  The reason for processor entry into boot-mode, may be captured in some

machine state register. In a modified 86 implementation, one or more parameters of the

event that causes entry into the boot-mode may also be captured in a boot-mode machine

specific register (MSR):

5 MSR_TMx86 BOOT_MODE_ENTRY_STATE = 0x80868077

The boot-mode specific MSR performs as follows:

RDMSR [MSR_TMx86_BOOT_MODE_ENTRY_STATE] :
IENOT executingr_in_baot_mode) {
#GP(0) ;

10 } else {

Fill eax and edx as per the following 'C' union ;

Typedef union tsb_msr_info_u {
struct {
uint32 eax_lo;
15 _ uint32 edx_hi ;
} flat;
struct {
unsigned entry_event: 5 ;

unsigned _rsvi: 6;
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unsigned data_preserved: 1;

unsigned data_page_extension_count: 8 ;

unsigned rsv2:12;

unsigned rsv3:32;

} bits ;
} tsb_msr info t;
b

The value tsb_msr_info_t.bits.entry_event bitfield contains the entry_id as described above,
Accordingly, a code indicative of the event that caused the boot-mode entry is returned, The
tsb_msr_info_t.bits.data_page_extension_count contains the nmumber of additional 4KiB
pages provided in boot-mode. The extended overlay size returned is the actually additional
memory allocated by the processor 110, not the pages requested in the herder of the P};BVR.
The tsb_msr_info_t.bits.data_preserved bit indicates whether the entry into boot-mode
preserved the contents of the overlay memory from a previous invocation (a value of ‘0
indicates that the boot-mode overlay has been freshly instantiated, and a value of ¢1°

indicates that the overlay contains data preserved since the last exit from boot-mode).

[0023] In one implementation, after .having authenticated the PBBVR, the
processor extends the overlay to include one or more extra data pages (e.g., a non-zero
miultiple of 4 KiB). The size of the overlay memory may be defined in the header of the
PBBVR. inone implementétion, the PBBVR may be copied to an overlay memory which is

up to 192 KiB. The extended overlay memory may be initialized to Ox{f.

13

Page 68 of 362



10

15

20

WO 2046/086301 ‘ PCT/US2006/004094

[0024] It is appreciated by those skilled in the art how code execution in SMM can
enter protected mode. Protected mode may enable paging, exception and interrupt handling
and the like, without leaving SMM, It is furthermore appreciated, that such protected mode
features are shared By booi-mode. Accordingly, operations that can be performed from boot-
mode range from: the trivial, such as simply executing the RSM instruction; to imitating a
legacy x86 {e.g., with no boot-mode support), to the extensive, such as pre-BIOS execution
of code to fully validate the BIOS with periphefai based recovery of the BIOS in the event of
BIOS corruption; or to implement a non-legacy boot sequence that could initialize an SMM
handler or operating system hidden in a locked T-segment. Thu.s, through modification of
the boot-mode SSM prior to the PBBVR code executing the RSM instruction, arbitrary

rmachine states and modes can be realized.

[0025} At 235, the combined code and data payload of the boot-mode object may
be executed from the overlay memory. In one implementation, the code may authenticate the
BIOS boot block. At 240, the boot-mode may be exited. In one implementation, the PBBVR
code may exit by executing a resume from system management mode (RSM) instruction. It
is appreciated that, following a RESET boot-mode entry-event, the cs___bﬁse., eip and sm_base
vah..tes stored in the boot-mode state save xﬁap-(SSM) are those 6f the legacy reset vector. 1t
is further appreciatéd that if the code present at the overlay bo ot—fnode entry vector (e.g.,
Oxf000: fff0) contain a single RSM instruction, then the modified processor will immediately

exit boot-mode and initiate a legacy boot, chaining to the BIOS.

14
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[0026] Ifthe PBBVR is authenticated, the BIOS code may be executed at 250, At
265-270, operation of the processor may continue with execution of one or more other blocks
of code. One or more of the other blocks of code may be authenticated, at 255-260, against
the authenticated BIOS code which roots its authentication back to the PBBVR.boot—-mode

code,

[0027] Ifthe PBBVR is not authenticated, operatibn of the processor may be
halted at 290, Optionally, prior to halting operation of the lprocessor, a recovery version of
the PBBVR may be run-time authenticated by the processor, at 275. At 280, the recovery
version of the PBBVR may be loaded from the physically protected storage area 114 into the
predetermined overlay memory, if the recovery version of the PBBVR is su&cessﬁ.ﬂly
authenticated. If the recovery version of the PBBVR is authenticated, run-time execution of
the processor may continue with process 230 as described above. If the recovery version of
the PBBVR is not authenticated, the operation of the processor may be halted at 290. Thus,
the processor may refuse to execute further if neither the primary boot«ﬁode code nor

recovery boot-mode code are authenticated.

[0028] Accordiggly, embodimeﬁts of the present invention provide a secure boot
architecture. 'The boot-mode of the secure boot a:chitectufe advantageously authenticates the
target instruction for a processor such that all instructions executed on the processor can root
their trust back to the processor implementation. Hence, authentication is established before

the basic input output syétem (BIOS) boot block is executed,

15
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[0029]  The processor implementation of the above described boot-mode may be
compiimented by an additional processor enforced upgrade mechanism. Referring now to
Figure 5, a flow diagram of a method for controlling the upgrade of the boot-mode codé, in
accordance with one embodiment of the present invention, is shown. The method for
controlling the upgrade of boot-mode code will be described with reference to the system of

Figure 1.

[0030] A system having a secure boot architecture may be upgraded if at least one
pre-existing correctly formatted and authex%ticated boot-mode object (e.g., PBBVR) is present
in the physically protected storage area 114. The boot-mode code upgrade mechanism xﬁay
utilizes a private/public key authentication algorithm. The process for upgrading the boot-
mode code in a system begins with recefpt of a boot-mode upgrade image, at 510, In one _
implementation, a platform manufacturer generates the signed PBBVR upgrade object, which

is passed to the system via an input/output device 140,

[0031] Referring now to Figure 6, a format of a boot-mode upgrade object (e.g..
signed PBBVR upgrade image), in accordance with one embodiment of the present
invention, is shown, As depicted in Figure 6, the object includes a digital siénature (e.g.,
DSA signature) 610, padding data 620, a new boot-mode code (e.g., new PBBVR) object 630
and an upgrade image header 640, The upgrade image header 640 includes upgrade image
size and version-matching information. The new PBBVR 630 contains authentication

information to be used by the upgraded system. The new PBBVR 630 is not used as part of
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the upgrade authentication for the present upgrade, It is the combination of the running
PBBVR, as it exists in the non-volatile physically protected storage area 114, the contents of
the upgrade image header 640 and digital sipnature 610 that is utilized to authenticate the

boot-mode upgrade image.

{0032] At 520, the received boot-mode upgrade image (e.g., candidate upgrade
image) may be cached in the volatile physically protected storage area 113. Ina modif:ed
x86 implementation, upon receipt of the boot-mode upgrade image, x86 code executing in
ény privileged mode (e.g., boot-mode, system management mode, real mode, protected mode

or the like) initializes the values of the ECX, EAX and BEDX registers as follows:

ECX = MSR_TMx86_PBBVR. UPGRADE = (0x80868008
EAX = linear address of base of signed PBBVR image

EDX = number of DWORDS in signed PBBVR image

Given that the-legacy code has arranged for the signed PBBVR upgrade image to be based at
the value held in EAX and that it is EDX DWORDS in length, the legacy code executes a
WRMSR instruction. The WRMSR machine specific operation causes the'current processor
to cache a copy of the candidate upgrade image, The cached copy of the candidate upgrade
image should be protected from direct memory acée:ss and snoop requests from peer

processors,

17
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[0033] At 530, the public key in the header of the current boot-mode
object is used to validate the digital signature 610 in the upgrade image header
of the candidate boot-mode upgrade image. In one implementation, the WRMSR
instruction re-reads the header of the current PBBVR from the non-volatile
physically protected storage area 114 to extract a public DSA key., The WRMSR
instruction also validates the DSA signature of the received candidate PBBVR
upgrade image with respect to this public DSA key. If the candidate upgrade
image fails this authentication, completion of the WRMSR machine specific

operation may generate a status report via RDMSR {(e.g., 0x80888000).

' [0034] At 535, additional validation of the candidate boot-mode upgrade image |
may be performed. In one implementation, the WRMSR instruction may also validate the |
candidate PBBVR upgrade image against access control information, such as me‘ltching
‘current’ fields to permiited ranges specified in the incoming candidate PBBVR upgrade
image. Ifthe candidate upgrade image fails this access control test, completion of the
WRMSR machine specific operation may generate a status report via RDMSR {(e.g.,

0x80868000).

[0035]  Ifthe authentication and access control checks succeed, the processor 110
may overwrite the current boot-mode object in the physically protected storage area 114, at
540, At 545, the new boot-mode object written to the physically protcote& storage area 1 14
may then be verified. In one implementation, if the current primary PBBVR in the

physically protected storage area 114 can be verified to be valid, the processor 110 may first

18
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overwrite the current recovery PBBVR. The processor may then verify that the new
recovery PBBVR was written to the physically protected storage area 114 cortectly. The
Processor may then repeat the procedure to write the upgrade PBBVR as the new primary

PBBVR in the physically protected storage area 114.

[0036] In an alternative implementation, if the primary PBBVR in the physically
protected storage area 114 is found to he invalid, the processor may overwrite the invalid
primary PBBVR with the new PBBVR and verify that the now primary PBBVR was
correctly written to the physically protected storage-area 114. The processor may then
overwrite the recovery PBBVR with the new PBBVR and verify that the new recovery
PBBVR was also correctly written to the physically protected storage area 114, Hence, there
will exist at least one uncorrupted PBBVR i image in the physically protected storage area
114, even in the face of events such as power failure, thermal event and the like that may

cause corruption of the PBBVR upgrade process.

[0637]  Accordingly, embodiments of the present invention prowde a
mechamsm by which authenticated boot-mode code may be upgraded. Itis
appreciated that the boot-mode code - may advantageously be upgraded in a -

running system without loss of trust,

[0038]  The foregoing descriptions of specific embodiments of the present

invention have been presented for purposes of illustration and description. They are not
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intended to be exhaustive or to limit the invention to the precise forms disclosed, and
obviously many modifications and variations are possible in light of the above teaching, The
embodiments were chosen and described in order to best explain the principles of the |
invention and its practical application, to thereby enable others skilled in the art to best utilize
the invention and various embodiments with various modifications as are suited to the
particular use contemplated. Itis intended that the scope of the invention be defined by the

Claims appended hereto and their equivalents,

20
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CLAIMS
What is claimed is:
1. A processor having a secure boot architecture comprising:
a physically protected storage area for storing a boot-mode object; and
an atomic state machine, coupled to said physically protected storage area, for

authenticating said boot-mode object before execution of a first target insttfuction.

2. The processor of Claim 1, wherein said boot-mode object comprises a header

portion and a combined code and data péyload portion. -

3. The processor of Claim 2, wherein said header portion comprises a defined .

memory size,

‘4. The processor of Claim 3, wherein said header comprises configuration and

avthentication data.

5. The processor of Claim 1, wherein said atomic state machine is operable to: -
receive a candidate boot-mode upgrade image;

authenticate said candidate boot-mode upgrade image; and

replace said boot-mode object with a new boot-mode object in said candidate boot-

mode upgrade image if said candidate boot-mode upgrade image is authenticaied.

21
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6. A method for providing a secure boot architectufe for a computer system baving a
processor comprising:
receiving a boot-mode event;
authenticating a boot-mode object; and

executing a first target instruction if said boot-mode cbject is authenticated.

7. The method according to Claim 6, further comprising:

storing an initialization state;

executing a first instruction in said boat-mode object after storing said initialization
state; and |

restoring said initialization state after executing said first instruction.

8. The method according to Claim 6, further comprising:

authenticating a recovery boot-mode object if said boot-mode object is not
authenticated;

executing said first instruction if said recovery boot-mode object is authenticated; and

halting execution if said recovery boot-mode object is not authenticated,

9, The method according to Claim 6, wherein said authenticating said boot-mode

object compriécs a digital signature verification process.

22
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10. The method according to Claim 6, wherein said authenticating said boot-mode

object comprises a checksum verification process.

11, "The method according to Claim 6, wherein said boot-mode event comprises a

‘non-maskable interrupt.

12, The method according to Claim 6, wherein said boot-mode object comprises a

header having a defined 1ayc;ut.

13. The method according to Claim 12, wherein said header comprises configuration

and authentication data.

14. The method according to Claim 6, further comprising storing a parameter of said

boot-mode event in & boot-mode specific machine state register,

15. The method according to Claim 6, further comprising:

recefving a candidate boot-mode upgrade image;

authenticating said candidate boot-mode upgrade image; and

replacing said boot-mode object with a new boot-mode object of said candidate boot-

mode upgrade image if said candidate boot-mode upgrade image is authenticated,
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16, The method according to Claim 15, wherein authenticating said candidate boot-
mode upgrade image comprises validating a digital signature of said candidate boot-mods

upgrade image with respect to a public key of said boot-mode code.

17. A system for providing a secure boot architecture comprising:

a physically protected storage area for storing a primary boot-mode object;

an atomic state machine for;
storing a state of a processor in a state save map upon receipt of a boot-mode
event; |
authenticating an object of said primary primary boot-mode object upon
receipt of said boot-mode event; and
loading said primary primary boot-mode object from said physically prdtected
storage area into an overlay memory if said primary PBBVR is successfully
authenticated; and

said processor for executing said primary primary boot-mode object from said

overlay memory if said primary primary boot-mode object is successfully authenticated.
18. The system according to Claim 17, wherein said primary boot-mode object

comprises a primary Pre-BIOS Boot Vector Region (PBBVR),

19. The system according to Claim 18, said atomic state machine for further restoring

said state of said processor from said state save map after executing said primary PBBVR.

24
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20. The system according to Claim 17, Wherein:
said physically protected storage area is for further storing a recovery primary boot-
mode object;
said atomic state machine is for further:
authenticating an object of said recovery boot-mode object if said primary
boot-mode object is not successfully authenticated,;
loading said recovery boot-mode object from said physically protected storage
area into said overlay memory if said recovery boot-mode abject is
successfully authenticated; and
restoring said state of said processor from said state save rﬁap after executing
said recovery boot-mode object; and
halting execution by said processor if said recover boot-mode object is not
successfully authenticated; and |
said processor is for executing said recovery boot-mods object from said
overlay memory if said recovery boot-mode object is successfully authenticated.
21. The system according to Claim 20, wherein said recovery boot-mode 6bject

comprises a recovery PRBVR.

22. The system according to Claim 17, wherein restoring said state of said processor

causes execution by said processor to jump to a BIOS boot block.
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23. The system according to Claim 19, wherein said primary PBBYR comprises 2
header and a combined code and data payload.

24, The system according to Claim 23, wherein said primary PBBVR comprises an

integer number of contiguous pages.

25. The system according to Claim 23, wherein said primary PBBVR comprises

processor configuration and authentication data.

26. The system according to Claimhl?, wherein said overlay memory is mapped to a

~ predetermined physical memory location.

27. The system according to Claim 17, wheérein said overlay memory appears to be

regular memory.

28. The system according to Claim 17, wherein said overlay memory is not visible to

direct memory access by an input/output device,

29. The system according to Claim 17, wherein said overlay memory is not visible to

code executing cutside boot-mode.

30. The system according to Claim 17, wherein saic state save map is stored at the

‘end of said overlay memory.
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31. The system according to Claim 17, further compnsmg a boot-mode specific

machine state register for capturing a parameter of said boot-mode event,

32. The system according to Claim 18, said atomic state machine for further:

receiving a candidate PBEVR upgrade image;
authenticating said candidate PBBVR upgrade image; and

replacing said primary PBBVR and said recovery PBBVR Wlth anew PBBVR of said

candidate PBBVR upgrade image if said candidate PBBVR upgrade image is authenticated.

33, T_he system according to Claim 18, wherein authenticating said candidate
PBBVR upgrade image comprises validating a digital sighature of sé.id candidate boot-mode

upgrade image with respect to a public key of said primary PBBVR or said recovery
PBBVR.
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A COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE BASIS
OF SYMMETRIC KEY ENCRYPTION

FIELD OF THE PRESENT DISCLOSURE

The present disclosure generally relates to the field of computer systems of
enhanced integrity and corresponding mechanisms implemented therein, which may
enable the provision of enhanced security standards requiring a secure boot

mechanism.

™,

DESCRIPTION OF THE RELATED ART

The widespread use of computer systems has led to a significant increase of
information processing on the basis of electronic computer systems, thereby
involving the creation, distribution and processing of very large amounts of digital
data. With the increasing capabilities of computer systems in view of data storage
capacity and increased processing speed the reproduction of large data sets, such
as audio data, movies, and the like, has become available for an increasing number
of persons and is frequently practised despite any protective rights, which may be
assocnated with many of the data provided in electronic form. Thus, significant

,\&eonomlc damage may be created by the illegal copying, storage and redistribution
of electronic data. Furthermore, the distribution of application programmes over
widespread networks, such as the internet, may also provide the possibility of
distributing malicious software applications, which may in turn be used for
manipulating data and/or tampering with the configuration of a respective computer
platform. For example, significant damage may be created in private environments,
and in particular in the industry, by introducing software applications which may, for
instance, manipulate software files such as stored data, communicate information
via the internet without knowledge of the actual user of the platform, start a denial
of service attack, thereby possibly rendering the platform to be no longer usabie for
a dedicated application requiring a specific status of the platform, and the like.
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For these reasons, great efforts are being made in developing mechanisms for
enhancing integrity of computer platforms so as to reduce the probability for
“successful” external attacks, for instance in the form of malicious software, denial
of service attacks, sniffing, spoofing and the like, and also to enhance data integrity
with respect to internal manipulations of the computer platform. For example, a
plurality of encryption techniques are available, such as symmetric or asymmetric
encryption/decryption techniques which enable the exchange of data with a high
degree of resistance against the tampering of data by a third party during the
transmission and storage of data. In asymmetric encryption techniques a pair of a
private key and a public key may be used for encrypting data by means of one of

__the keys and deciphering the data by using the other key, wherein one of the keys

- y be publicly accessible. In symmetric key encryption techniques a unique key
is used for both the encryption and decryption of data, wherein access to the
unique key may have to restricted to authorized parties. Although these techniques
may provide for enhanced integrity in data communication and data storage, the
actual configuration of a computer platform under consideration may still provide
the possibility of a plurality of attacks, in particular, as many applications intended
for increasing computer security may rely on a trusted platform configuration.

A trusted computer platform may be considered as a computer system in which the
hardware configuration as well as the software applications may be assumed to be
in a dedicated configuration. However, a secure platform cdnfiguration may be

(\‘ésvt-ablished only be establishing a “chain” of trusted platform levels, wherein each
subsequent level may be initialized by the preceding level only, if the integrity of
the subsequent level has been verified. Hence, the integrity at system level may be
preserved through a chain of integrity verifications wherein a root of the chain of
verification steps may have to be provided with a high degree of tamper resistance
so as to also accomplish a high confidence with respect to integrity of the system
after initializing the highest level, ie. the level of user applications.

In a typical computer platform the initialization of the system requires various
degrees of abstraction, for example with respect to initializing the central
processing unit (CPU), initializing the system memory, which is typically provided
externally to the CPU, loading an operating system into the system memory from an
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external mass storage device, and finally executing user applications. Thus, in
view of enhancing the overall integrity of the system as a whole, it may not be
sufficient to assume that the various system activities prior to loading the operating
system can be considered to be secure so as to rely on the integrity of the
operating system and the user application, since the operating system may be
invoked by a “mistrusted” process, thereby providing the opportunity of
manipulating the basic platform configuration by modifying hardware and software
components. Hence, the process of initializing the various hardware components of
the computer system, such as the system memory and the execution of the
instructions contained therein for initializing the higher system levels, which may
_also be referred to as boot strapping or booting, may have to be incorporated into
« tﬁe chain of trust so as to provide for enhanced overall system integrity.

A typical start sequence for initializing a computer system after applying power or
after a reset event causes a “power on self-test” of the CPU wherein also the
processor starts execution of instructions at a dedicated entry address that is
indicated by the processor’s reset vector. That is, after an initial processor self-test
the execution of instructions may start at the entry point which may typically be an
address of a software routine, frequently referred to as BIOS (basic input/output
system), which may be stored in a dedicated external non-volatile memory of the
computer platform. Under the control of the BIOS the remaining self-test may be
performed and the hardware configuration of the platform may be determined or

@Eﬂ%&asured”. Thereafter a search for a bootable device may be performed, such as
a mass storage device, for instance the hard disk of the computer system, a disk, a
CD-ROM, an extension card, and the like, from which a primary boot block may be
loaded into the system memory, wherein control is then past to the primary boot
block, which may load an operating system into the system memory.

Although great efforts have been made in also enhancing security of the entire boot
process, it is difficult to provide a reliable core root of trust for measurement
(CRTM) for the boot process, for example in view of platform modifications such as
replacement of the non-volatile memory chip including the BIOS software, since a
corresponding chip replacement may therefore interrupt the chain of trust, thereby
also rendering all subsequent verification steps as not trustworthy. Hence, great
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efforts are made in providing a secure boot mechanism, wherein, however,
frequently a trust center has to be used, thereby requiring comprehensive
resources, whereas flexibility in updating the BIOS software may be reduced.

In view of the situation described above, the present disclosure relates to devices
and methods for enhancing integrity of computer systems in combination with
enhanced flexibility for BIOS upgrade capability, while avoiding or at least reducing
one or more of the problems identified above.

SUMMARY OF THE DISCLOSURE
Generally, the present disclosure relates to devices and mechanisms for enhancing
integrity of computer systems by establishing a static root of trust for measurement
in that a certain set of data is provided that may include executable instructions and
data values which, if a secure boot mechanism is enabled, will be accessed by the
central processing unit without providing the possibility of circumventing access to
the dedicated data set so that a defined root for the initialization of the platform is
obtained. The set of data is implemented in such a manner that a high level of
resistance against any attacks for manipulation may be achieved. During execution
of instructions contained in the set of data the execution may not be changed or
interrupted, thereby providing a high degree of integrity of the data which may thus
@;{?ﬁeonsidered as a pre-boot set of instructions and data values. Since the
processing of the instructions of the pre-boot data is mandatory at the start-up time
of the system under consideration, a chain of trusted software may be started,
thereby enabling a high degree of system integrity since the dedicated state of pre-
boot data represents the static core root for the chain of subsequent verification
steps. According to the principles disclosed herein, also an encryption key may be
stored in the internal non-volatile memory, which may be accessed during the pre-
boot phase on the basis of the secure instruction set in order to verify the integrity
of at least a portion of signed boot data, the signature of which may also be
generated on the basis of the encryption key stored in the non-volatile memory.
Hence, prior to actually initializing the system memory, the boot data or at least a
portion thereof may be verified by determining a signature of the boot data and
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comparing the currently determined signature with the stored signature of the boot
data. Consequently, using a unique symmetric encryption key for any desired
platform results in a higher level of protection and also makes the BIOS non-
interchangeable. This may be accomplished without involving a trust centre and
may avoid general attacks which might concern a plurality of computer platforms,
while at the same time a scaleable degree of security may be provided, wherein the
“multiplicity”, with which the unique symmetric encryption key is used, may
determine the “granularity” of the degree of security. In some illustrative aspects
disclosed herein, the unique encryption key stored in the non-volatile internal
memory may also be used for creating a signature upon updating of the system
B BIJOS, thereby further enhancing the overall flexibility of the trusted platform

LN

“mechanism disclosed herein. Since the pre-boot data set and the unique
symmetric encryption key may be maintained in a non-volatile internal memory, for
instance in the CPU core itself, a high degree of integrity of the encryption key is
achieved while substantially avoiding any attacks, for instance with respect to
replacing BIOS chips and the like.

One illustrative method disclosed herein relates to a booting of a computer system.
The method comprises, upon a power-on event or a reset event, executing
instructions stored in an internal non-volatile memory area of a central processing
unit wherein the internal non-volatile memory area contains an encryption key. The
method further comprises determining a current signature of at least a signed

'
e £

‘_&%&on of boot data, wherein the signed portion of boot data concerns a stored

<

signature of the portion of boot data wherein the stored signature is created by
applying the encryption key. The method further comprises executing boot
instructions contained in the signed portion of boot data when the current signature
and the stored signature are identical.

A further illustrative method disclosed herein relates to the booting of a computer
system. The method comprises, upon a power-up event or a reset event, accessing
an internal non-volatile memory of a central processing unit, wherein the internal
non-volatile memory contains pre-boot instructions and data values for initializing
an internal volatile memory of the central processing unit and for verifying the
integrity of at least a portion of boot instructions and boot data values. The method
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further comprises loading the at least a portion of the boot instructions and boot
data values from a non-volatiie memory into the internal volatile memory by
executing the pre-boot instructions. Furthermore, the method comprises verifying
an integrity of the at least a portion of the boot instructions and boot data values by
using an encryption key stored in the internal non-volatie memory and using a
signature associated with the at least a portion of the boot instructions and boot
data values, wherein the signature is formed on the basis of the encryption key.
Additionally, the method comprises determining whether an upgrade version of the
boot instructions and boot data values is available when the integrity of the at least
a portion of the boot instructions and boot data values has successfully been
verified. Finally, the method comprises generating a signature of the upgrade
f vgﬁsion by using the encryption key when an upgrade version is available.

An illustrative central processing unit (CPU) disclosed herein comprises a substrate
having formed thereon circuit elements defining a CPU core, a volatile random
access memory, a non-volatile memory and a bus system for connecting the CPU
core, the volatile random access memory and the non-volatiie memory. The CPU
further comprises pre-boot information stored in the non-volatile memory, wherein
the pre-boot information includes instructions executable by the CPU core which
also includes a symmetric encryption key for verifying at least a portion of a boot
routine that is a signed by applying the symmetric encryption key.

6<¢‘?1'%~|Hustrat|ve computer system disclosed herein comprises a central processing
unit as specified above and a non-volatile boot memory configured to hold at least
a boot routine and a second boot routine.
BRIEF DESCRIPTION OF THE DRAWINGS
Further embodiments of the present disclosure are defined in the appended claims

and will become more apparent with the following detailed description when taken
with reference to the accompanying drawings, in which:
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Fig 1a schematically illustrates a central processing unit (CPU) including a random
access memory (CACHE), a CPU core and a non-volatile memory including pre-
boot information and a symmetric encryption key according to illustrative

embodiments;

Fig 1b schematically illustrates a computer system including a CPU with pre-boot
information and an encryption key according to still other illustrative embodiments;

Fig 1c schematically illustrates a process for verifying a portion of BIOS data, also
referred to as initial BIOS loader (IBL) on the basis of a symmetric encryption
amechanism according to illustrative embodiments;
@

Fig 1d schematically illustrates a flow diagram for a method of verifying integrity of
boot data instructions and values according to still further illustrative embodiments;

Fig 1e schematically illustrates a flow diagram of a method for verifying integrity of
BIOS data and generating a signature for an upgrade version of BIOS data
according to still further illustrative embodiments,; and

Figs 1f and 1g schematically illustrate flow diagrams of methods for performing
verification of BIOS integrity and updating the BIOS data according to still other

illustrative embodiments.
i‘s_‘k

DETAILED DESCRIPTION

While the present disclosure is described with reference to the embodiments as
illustrated in the following detailed description as well as in the drawings, it should
be understood that the following detailed description as well as the drawings are
not intended to limit the present disclosure to the particular illustrative
embodiments disclosed, but rather the described illustrative embodiments merely
exemplify the various aspects of the present disclosure, the scope of which is
defined by the appended claims.
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Generally, the present disclosure provides a system and a mechanism for executing
— at start up or reset or any other operational state requiring an initialization of the
system — instructions stored in a memory area that may not be accessed after
completing a verification phase of at least a portion of boot instructions. For this
purpose, the verification process may be based on a symmetric encryption key also
stored in a memory area that may be locked in view of any operational state of the
CPU except for start up or reset events. For example, the instructions and their
symmetric encryption key may be stored in a non-volatile memory forming a part of
a central processing unit, thereby significantly reducing the possibility of
manipulating the data included in the non-volatiie memory. Consequently, the
contents of the non-volatile memory may be used as a static root of trust for
r(.m}asurement during the initialization of the CPU and the entire computer system by
ensuring that upon power-up or reset of the CPU the first instruction is fetched from
the non-volatile memory. Thus, the set of data contained therein may serve as a
pre-boot or pre-BIOS component, which may enable the initialization of further
system components, such as an internal random access memory, which may be
used for storing operational data like variables and stack and instructions for
running a portion of the BIOS software. For instance, the data cache as part of the
random access memory area and an instruction cache may be initialized by the pre-
boot data of the internal non-volatile memory, thereby substantially avoiding the
possibility of external access to data contained therein during the initialization
process. That is, the random access memory area, ie. the data cache and the
iﬁ\?ﬁjction cache, are CPU internal components so that unwanted manipulation
thereof may be very difficult, in particular as the external system memory is not
initialized, as long as at least a portion of the BIOS software has been verified.
Depending on the storage capacity of the random access memory, the BIOS routine
may be divided into two or more portions such that verification of one or more
signatures in view of BIOS integrity may be performed in the random access
memory for a first portion that is configured to have a size so as to fit into the cache
memory. Thus, this portion of the boot information may, after verification on the
basis of the symmetric encryption key, be executed for instance directly from the
random access memory, thereby substantially avoiding any manipulation process of
verifying the first portion of the boot instructions. Thus, after verification of the
signature of the first portion by applying the stored symmetric encryption key flow
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control may be passed to the verified portion and the further boot process may be
continued by initializing the system memory and copying the remaining boot
information, while also verifying integrity of the further boot information, for instance
on the basis of hash algorithms wherein, however, the generation of a signature
may not be required due to the chain of trust created to the preceding verification
on the basis of a signature and the stored metric encryption key. Consequently, the
data, ie. the instructions and data values including the symmetric encryption key
contained in a non-volatile internal memory area provided as an integral part of the
CPU may be used as a static core root of trust for measurement, thereby providing
a computer platform, in which a temporary system hardware and software

(/.cqﬁiguration may be realized. In particular, in view of attacks, such as

*“replacement of the BIOS chip, the mechanism of embodiments disclosed herein
may provide enhanced security for typical practical applications, which use the
platform in the context of financial transactions or digital rights management, which
may be based on the requirement of a trustworthy computer platform. Additionally,
using a symmetric encryption key mechanism provides for security without having
to rely on a trust centre for handling private and public keys, as is the case
asymmetric encryption techniques, thereby significantly reducing the overall
complexity. At the same time, the desired degree of security may be determined by
restricting the usage of the unique encryption key to a specified type of central
processing unit so that manipulations or loss of secrecy for one unique encryption
key may not affect other CPUs that have been fabricated on the basis of a different

Umque encryption key. Moreover, illustrative embodiments disclosed herein may
provide for an efficient technique for updating the BIOS software using the stored
encryption key for generating a respective signature, which may then be added to
the upgrade version of the BIOS software, which may then be verified upon booting
the computer system on the basis of the newly created signature and the stored
encryption key.

With reference to the accompanying drawings further illustrative embodiments will
now be described in more detail.

Fig 1a schematically illustrates a central processing unit (CPU) 100 according to
illustrative embodiments in which a core root of trust for measurement (CRTM) may
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be implemented with a high degree of tamper resistance. The CPU 100 may
comprise a CPU core 102 which may include components for data processing, such
as for performing arithmetic operations, logic operations and the like. The CPU
core 102 may be functionally connected to a random access memory 101, which
may comprise a plurality of static RAM cells and the like, corresponding to the
overall configuration of the CPU 100. In one illustrative embodiment the RAM 101
may comprise a first memory portion, also indicated as data cache 101a, and a
second portion indicated as instruction cache 101b. For example, the RAM 101
may be implemented in a fast memory technology so as to enhance the overall
performance of the CPU 100, as is typically required in sophisticated applications.
l,'lty\should be appreciated, however, that any appropriate memory technology may be
“~used for the memory 101, as long as direct control of the memory 101 via the CPU
core 102 may be accomplished without the possibility of external access during the
initialization of the CPU 100. The CPU 100 may further comprise a non-volatile
memory 103, which may be provided in any appropriate memory technology, for
instance in the form of a flash memory or a read-only memory technique, which
may not enable external access for modifying the contents of the memory 103.
Hence, the memory 103 may be considered as a secure memory area, the contents
of which may therefore represent a static root of trust. For this purpose, a set of
data 103a, which is to be understood as instructions executable by the CPU core
102 and data values representing operands and the like of the instructions, may be
provided, at least in a portion of the memory 103, which may not be overwritten with
.ﬁ'e\w/ data once the respective portion of the memory 103 is programmed.
Additionally, the memory 103 may contain a symmetric encryption key 103b, which
may also be used for signing a portion of boot information that may initially be used
for initializing a computer system comprising the CPU 100. It should be
appreciated that the memory 103 may not necessarily represent a continuous
memory area, a portion of which may contain the data set 103a and a portion of
which may contain the encryption key 103b but may be implemented in any
appropriate manner, for instance as substantially independent components of the
CPU 100, as long as external access of the data set 103a and the encryption key
103b may be suppressed after a certain phase of the initialization process.
Furthermore, the CPU 100 may comprise a lock mechanism 105, which may be
configured such that access of the CPU core 102 to the memory 103, or at least the
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encryption key 103b, may be enabled upon power-on or a reset event only, while
disabling the memory 103 accomplished by instructing the lock mechanism 105
during the boot process after verification of at least a portion of the boot
information. For instance, the lock mechanism 105 may comprise circuitry for
shutting down supply energy for the memory 103 and also for the mechanism 105
itself, thereby locking the mechanism 105 and also the memory 103 non-responsive
to any accesses performed after a request for “locking” the memory 103 or at least
a portion thereof including the symmetric encryption key 103b. On the other hand,
enabling the memory 103, for instance by providing power to the lock mechanism
105, may be associated with a power-up or a reset event only. It should be
appreciated, however, that the lock mechanism 105 may have any other

'aabfopriate configuration in which external access to the encryption key 103b may
be restricted, an operational status of the CPU 100 in which, after reset or power-
on, a corresponding instruction for locking the encryption key 103b has not yet
been executed.

The internal components of the CPU 100, that is, the memory 103, the CPU core
102, the internal RAM 101 and the lock mechanism 105, may be interconnected by
means of a bus system 104 such that upon power-up or reset a jump to a specified
address of the memory 103 is performed. Consequently, a “hard-wired” target for a
reset vector of the CPU core 102 may be provided which ensures that execution of
instructions may start from the memory 103, at least for a power-up event or a reset

&

It should be appreciated that the CPU 100 may be formed on the basis of
sophisticated semiconductor manufacturing techniques in which an appropriate
carrier material, such as a semiconductor substrate and the like, may receive a
plurality of circuit elements formed on the basis of a technology under
consideration, such as CMOS processes and the like, in which transistor elements,
capacitors, resistors and the like, may be formed in accordance with specific device
architecture for the CPU 100. In the embodiment illustrated herein the various
components of the CPU 100 may therefore be formed on a common substrate
during a common manufacturing process flow, thereby providing the memory 101
and 103 as an internal or integral component of the device 100. For example,
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respective manufacturing techniques are well-established in which volatile and fast
memory cells may be formed together with non-volatile memory cells and high
performance logic gates, as may be required in the CPU core 102. Additionally,
appropriate mechanisms may be provided such that after programming the memory
103 or at least a portion thereof including the data set 103a and the symmetric
unique encryption key 103b, further access may be prevented so as to provide a
protected environment for the data set 103a and the encryption key 103b.

Fig 1b schematically illustrates a computer system 150 comprising the CPU 100
providing for the protected environment for the data set 103a and the encryption
‘gy 103b, as previously explained, wherein in the embodiment shown the CPU 100
' ma\y/ comprise the random access memory 101 in the form of the data cache 101a
and the instruction cache 101b, which may have a size of for example 64 bytes so
as to accommodate a portion of boot information and to act as a “system RAM”
when performing instructions to the data set 103a. Similarly, the instruction cache
101b may be provided with the size of 64 Kb, wherein it should be appreciated that
any other appropriate memory size may be used that is compatible with the size of
a respective portion of boot information that is to be performed from the memory
101 during a verification process. Also the internal non-volatile memory 103 may
be provided with any appropriate size and configuration so as to be compatible with
the requirements for the data 103a and the symmetric encryptioAn key 103b. For
example, the set of data 103a may comprise instructions and data values
presenting a secure load routine for loading a respective portion of boot
information into the internal memory 101 for performing a verification process.

The computer system 150 may further comprise a system memory 110, for instance
in the form of any appropriate memory device including random access memory
cells, such as dynamic RAM cells and the like. The size of the system memory 110
may be adapted to the requirements of the system 150 in view of performance and
storage capacity. Furthermore, the system 150 may comprise a non-volatile
memory 121, such as a flash memory and the like, which may include information,
also referred to as BIOS information, at least a portion of which may be a signed
portion, that is, a signed portion may comprise a signature obtained on the basis of
an appropriate hash aigorithm in combination with an encryption mechanism using
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the symmetric encryption key 103b as stored in the memory 103. In one illustrative
embodiment, the non-volatile memory 120 may contain the boot information divided
into two portions wherein a first portion may comprise data and instructions for
initializing other system components, such as the system memory 110 for
accommodating the second portion of boot information and executing the second
portion once the first portion has been verified on the basis of the protected
environment provided by the CPU 100. The first portion may also be referred to as
an initial boot loader (IBL), which may represent the signed portion of the boot
information contained in the memory 120.

20 some illustrative embodiments the non-volatile memory 120 may comprise a first

“"portion 120a for containing a first BIOS version that may be accessed upon
initializing the system 150, which may be indicated as an enabled version of BIOS
information contained in the memory 120. Moreover, a second portion 120b may be
provided, which may contain a second BIOS version, such as an upgrade version,
and which may be in a non-enabled state, thereby requiring validation and the
creation of a signature on the basis of the stored encryption key 103b during an
initialization phase, as will be described later on in more detail. Consequently, the
memory 120 may have a sufficient capacity for holding at least two BIOS versions,
thereby providing for the possibility of efficiently updating the BIOS information for
the system 150 while nevertheless providing for enhanced security of the update

_process, as will be described later on.

@
The computer system 150 may further comprise an interface system 140 configured
to operatively connect the system memory 110 and the non-volatile memory 120
with the CPU 100. In one illustrative embodiment the system 150 may further
comprise a one-time programmable memory 130, which may include platform-
specific information, for instance about boot sources and related parameters. For
instance, as shown, the one-time programmable memory 130 may comprise
information concerning boot options in order to indicate to the CPU 100 whether to
boot from the internal memory 103 or not. For example, security bits may provided
in the memory 130 including a respective bit that determines where the initial
instruction fetch of the CPU 100 after reset is rooted to. For example, with this bit
set to “1”, execution may be passed to the internal memory 103 thereby enabling
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the secure boot processing. It should be appreciated that in other illustrative
embodiments the one-time programmable memory 130 may be omitted or may be
provided so as to include other information controlling the secure boot processing
during development and actual applications.

Fig 1c schematically illustrates the configuration of boot information 121 that may
be stored in the non-volatile memory 120, for instance in one of the portions 120a,
120b as an “enabled” version of boot information contained therein. In the
embodiment shown in Fig 1c, the boot information 121, which may also be referred
to as BIOS, may comprise a first portion 121a which may represent a set of data
aincluding instructions and data values having a size so as to be compatible with the
'size of the memory 101, as previously explained. For example, for the above-given
exemplary values of 64 Kb for each of the RAM areas 101a, 101b a maximum size
of the portion 121a may be restricted to approximately 32 Kb. It should be
appreciated, however, that any other appropriate size for the portion 121a may be
applied, depending on the available amount of storage within the RAM 101. |t
should further be appreciated that providing the portion 121a may be necessary for
boot information 121, which exceeds the size of the memory 101, so that the entire
boot processing may not be performed on the basis of the memory 101, since
typical boot routines may have a size of several hundred kilobytes and more. In
other cases, when sufficient storage space may be available in the CPU 100, the
boot information 121 as a whole may be used during the secure boot processing, as
"H.l‘be explained later on in more detail.

Thus, if the portion 121a may be provided, as shown in Fig 1c, this portion may
serve as an initial BIOS loader (IBL) for a second portion 121b, wherein the first
portion 121a may also contain a hash value obtained over the portion 121b. The
hash value for the portion 121b may also be protected by a signature contained in
the portion 121a obtained from a hash value generated over the first portion 121a,
which may be encrypted by the encryption key 103b. Thus, an enéryption of the
hash value of the second portion may not be necessary. The signature of the hash
value for the portion 121a may be used for verifying the portion 121a during a
secure boot processing. The portion 121a may therefore be contained in
instructions for performing necessary platform initialization actions, such as

Page 110 of 362



P46953 15 DE0892

Grunecker, Kinkeldey, Stockmair
& Schwanhausser - Anwaltssozietst

initialization of a memory controlier 141 and the like, followed by the shadowing of
the portion 121b from the memory 120, ie. from one of the portions 120a, 120b, into
the initialized system memory 110. Thus, after ??? the portion 121a, 121b the
respective hash values may be created and may be added to the portion 121a,
which may then, for an initial version of the BIOS information 121, be encrypted by
a version of the symmetric encryption key 103b. The corresponding signature
obtained by applying the key 103b may also be added to the portion 121a, as
shown at the right-hand side of Fig 1c.

Fig 1d schematically illustrates a sequence for verifying the signature 121s

dontamed in the portion 121a, which may be performed on the basis of the data set
"1G3a and the encryption key 103b during start-up or reset of the system 150. The
verification may be accomplished on the basis of any appropriate encryption
algorithm used using the symmetric key 103b, wherein the initially created hash
value such as hash 0, obtained over the portion 121a, which may include respective
hash values for the portion 121b, may be used for generating the signature 121s by
applying the key 103b. The initially created hash value for the portion 121a may
then be compared to a respective hash value obtained by applying the appropriate
hash algorithm over the portion 121a that is copied into the RAM memory 101. The
portion 121a may be considered as verified if a signature generated by ???ing the
key 103b to a calculated hash value match with the signature 121s contained in the
portion 121a.

‘”\
In view of implementing the system 150 as a secure platform a static root of trust
may have to be implemented so as to enable a secure Start-up of an operating
system after power-up or reset of the computer system 150. For this purpose, a
defined execution of the trusted BIOS information 121 may be accomplished by
verifying at least the portion 121a on the basis of the trusted set of data 103a and
the encryption key 103b, which are substantially resistant against any external
manipulation. Thus, each time the system 150 may be activated by using a secure
boot process, thereby enabling integrity of the entire boot process and trusted
initialization of an operating system, which in turn may be used for performing
security sensitive applications. On the other hand, if the integrity check may fail,
for instance during verifying the portions 121a or 121b, an appropriate policy may
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be applied, for instance the boot process may be terminated or surfaces provided
by the system 150 may be limited. Thus, the secure boot architecture disclosed
herein may protect against “class breaks”, which are to be understood as attacks
that will work against every instance of a given security system. For example, a
piece of software generated by an external source may be considered as class
break, which may be easy to install and enable circumvention of security measures,
thereby enabling unauthorized use of the platform. In digital rights management
(DRM) environments a class break may already be given when the DRM protected
data file may be broken once, thereby enabling a redistribution of the unprotected
file. Consequently, the mechanisms and systems disclosed herein may provide for

) hanced security with respect to class breaks since a protected environment may

:rbe obtained on the basis of an integral portion within the CPU itself, thereby
requiring manipulation of the CPU itself, wherein for instance the revealing of the
encryption key 103b may only concern respective CPUs, into which this version of
the encryption key 103b has been incorporated during the production process,
while however other products manufactured on the basis of a different encryption
key may nevertheless provide for a secure platform.

In step 161 the system may be reset or power may be supplied thereto or any other
event may occur that may require a secure boot processing. Consequently, an
appropriate seif-test may be performed by the CPU core 102 and respective
components, such as registers and the like, may be initialized. It should be
(;qureciated that in some embodiments a secure boot processing may not be
enabled in an operating state in which the operating system may stay in control of
the system 150. In step 162 the first instruction is fetched from the internal non-
volatile memory 103, which may be accomplished by mapping the internal memory
103 to the corresponding reset vector addressed. Consequently, the CPU 100
starts execution on the basis of the secure data set 103a in any instances in which
a jump to the reset vector is caused by an external event. In step 163 the internal
random access memory 101 may be initialized caused by the execution of the
instructions contained in the data set 103a. In step 164 at least a portion of the
boot information 121, for instance the portion 121a, including the signature 121s
thereof, may be loaded into the internal random access memory 101. As previously
explained, the signature 121s has been generated by applying the symmetric
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encryption key 103b. In step 165 a signature of the boot data in the memory 101,
for instance the portion 121a, is generated by, for instance, calculating a respective
hash value, as previously explained, and applying the encryption key 103b by
accessing the memory 103.

In step 166 the currently calculated signature is compared with the signature 121s
and both values match, the process flow advances to step 167 in which the boot
process may be continued, for instance by initializing the system memory and
verifying the rest of the boot information 121. In the verification phase in step 166
the encryption key 103b is locked in step 168, for instance by disabling a respective
~portion of the memory 103 via the lock mechanism 105, as previously explained.

\*‘ext, in step 169 the boot process may be terminated, which may include for
instance an indication that an invalid BIOS information 121 is present in the internal
memory 120.

Fig 1e schematically iIIustratés a sequence of steps for continuing the boot process
after step 167 in Fig 1d. In step 167a, the system memory 110 may be initialized
and in step 167b the BIOS information 121, or at least the portion 121b, may be
loaded into the system memory 110. In step 167c¢ the BIOS information 121, or at
least the portion 121b, may be verified in the system memory 110, for instance by
calculating one or more respective hash values and comparing the values with the
corresponding hash values contained in the portion 121a, which has been verified

@\.s,tep 166, Fig 1d. In step 167d, the process flow branches into step 167e, when
the remaining portion of the boot information has not been verified, or into step 167f
wherein the boot process may be continued, for instance by loading the operating
system, as previously explained.

In the above-described embodiment before passing execution to the boot
information 121 or the portion 121a, the secure boot process, ie. the process flow
represented by the steps 161 — 166, may not apply any reset procedures to any
components of the system 150, thereby enabling reliable “measurement” of the
hardware configuration of the system 150.
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Fig 1f schematically illustrates a flow diagram for representing the operation of the
system 150 when updating of a BIOS information may be possible.

In step 171 a reset event, such as power-on, may occur and the process flow may
advance to step 172 in which it is determined whether the secure boot processing
is enabled or not. If secure boot processing is not enabled, which may be
advantageous during testing and debugging the system 150, an alternative process
flow may be initiated. If secure boot processing is enabled the process flow may
advance to step 173 in which execution of instructions may be started by accessing
the internal non-volatile memory 103 and performing instructions of the set 103a, as
@ eviously explained. In step 174 integrity of at least a portion of the boot
"information, such as the portion 121a, may be checked, for instance in the same
way as previously described with reference to the process flow in Fig 1d. |If
integrity of the boot information 121a is not verified in step 174, the process may
advance to step 175 in which the encryption key 103b may be locked and the boot
process may be terminated or booting may be continued, however with limited
surfaces provided by the system 150. If integrity is validated in step 174, execution
of instructions of the boot information 121a may be started in step 176. In step 177
it may be determined whether or not updating of the BIOS information 121 may be
required. For this purpose, for instance, the internal memory 110 may be accessed
so as to determine whether or not a non-enabled version of BIOS information is
available or not. If a respective updating of the BIOS information is not required,
@emprocess flow advances to step 178 in which the encryption key 103b is locked,
as previously explained. Thereafter, in step 179, the boot processing méy be
continued, as previously explained. When in step 177 updating of the BIOS
information 121 is required, the process flow advances to step 180 in which the
BIOS version contained in one of the memory areas 120a or 120b of the non-
volatie memory 120 may be validated. For this purpose, any appropriate
mechanism may be used, for instance using an asymmetric encryption mechanism,
on which upon creating the BIOS version respective hash sums may have been
calculated and have been encrypted by a secret key, which may now be validated
on the basis of a public key, which may be contained in the new BIOS information.
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When in step 181 a valid version of the new BIOS information is identified, a
signature may be created by applying the encryption key 103b in that a respective
hash sum may be calculated over the respective IBL portion of the new BIOS
information, which may then be signed by applying the encryption key 103b. In
step 182 the encryption key 103b may then be locked, as previously explained, and
in step 183 the signature generated in step 181 may be added to the new BIOS
information, for instance to the respective IBL portion 121a, when the BIOS
information is provided in several parts. In step 184 the new BIOS information may
be enabled, that is, an indication may be stored in the non-volatile memory 103 or
any other appropriate storage that the new BIOS version is a BIOS information to
_be used for performing the boot process. In step 185 a reset event is generated so

*‘a’t the process flow returns to step 171. Consequently, upon enabling the
upgrade version of the BIOS information in step 184, the steps 172 — 177 may be
repeated on the basis of the upgrading of the BIOS information and the boot
processing may be performed on the basis of the new BIOS information.

Fig 1g schematically illustrates a secure boot processing according to still other
illustrative embodiments. As shown, in steps 181 and 182 reset events may be
detected and it may be determined whether or not secure boot is enabled, as also
previously explained. In step 183 instruction execution is performed from the
internal data set 103a. In step 184 a CPU internal initialization may take place. In
some illustrative embodiments, this may include steps 184a, ..., 184j. For example,
‘@_step 184a the memory 103 may be remapped. In step 184b a boot source may
be detected and may be initialized in step 184c, followed by initialization of the data
cache 101a and the instruction cache 101b according to steps 184d, 184e. In step
184f an unreal mode for the data cache may be set up and the image of the boot
information 121 for the portion 121a may be copied into the data cache 101a, while
in step 184h storage space may be assigned for variables in the data cache 101a.
If required, in step 184i vendor identification may be retrieved and in step 184j a
respective encryption engine may be initialized. Thereafter, in step 185 the hash
sum over the signed BIOS data 121a, that is, the IBL, may be calculated. In step
186 the internal encryption key 103b may be applied to a previously calculated
hash sum so as to generate a signature. In step 187 the signature determined in
step 186 may be compared with the signature contained in the signed BIOS
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information 121a. In step 189 the boot processing may be terminated if the signed
BIOS information has been identified as an invalid information and the internal key
103b may be locked in step 189. In step 188 execution of the BIOS information
may be started when a valid version of the BIOS information has been identified in
step 187. In step 190 it may be determined whether updating of the BIOS
information is required. If so, in step 191 the new BIOS information may be
validated, for instance as previously indicated, and in step 192 it may be decided
whether or not the new BIOS information is valid information or not. If a valid BIOS
version is detected in step 192, in step 193 a hash sum may be calculated over the
new BIOS information, ie. a respective portion thereof, such as an IBL portion, and

P jor step 194 the internal encryption key 103b may be applied to the hash value so as
"to generate a new signature. In step 195 the internal key used in step 194 may be
locked and in step 196 the newly created signature may be added to the new BIOS
information. In step 197 the new BIOS information may be enabled, as also
previously explained. If in step 192 the new BIOS information is identified as an
invalid information or if in step 190 updating of the BIOS information is not required,
the process flow advances to step 198, in which the encryption key 103b may be
locked. Thereafter, the boot processing may continue in step 199, which in some
illustrative embodiments may include the initialization of further system components
of the system 150, such as the system memory 110 in step 199a. Thereafter, in
step 199b the BIOS information, as presently enabled, may be loaded in to the
system memory and in step 199c the BIOS information may be verified, for instance

%alculatmg respective hash sums and comparing the hash sums with the values
contained in the BIOS information, as previously explained. If in step 199d the
BIOS information is identified as valid information the boot processing may be
continued in step 199e, for instance by performing further steps for finally loading
an operating system. [f in step 199d the BIOS information is identified as an invalid
BIOS information, in step 199f the boot process may be terminated or an indication
may be given and the surfaces of the system 150 may be enabled in a re??ted
form, as previously explained.

As a result, the systems and mechanisms disclosed herein provide for enhanced
integrity of computer platforms by providing a secure boot processing on the basis
of a pre-boot routine contained in a non-volatile memory and a symmetric
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encryption key. Since the non-volatiie memory is a part of the CPU itself, system
initialization may be accomplished on the basis of the pre-boot information stored in
the non-volatile internal memory and verification of the boot information may be
accomplished by using the symmetric encryption key. Thus, enhanced security of
the platform may be accomplished without requiring a trust centre, wherein an
efficient protection against class breaks may be obtained, while the degree of
security may be determined on the basis of the granularity of the symmetric
encryption key, which may be incorporated into the non-volatiie memory during
fabrication of the CPU device.

p Further modifications and variations of the present disclosure will be apparent to
“those skilled in the art in view of this description. Accordingly, the description is to
be construed as illustrative only and is for the purpose of teaching those skilled in
the art the general manner of carrying out the embodiments. It is to be understood
that the forms shown and described herein are to be taken as the presently
preferred embodiments.

Page 117 of 362



P46953

22 DE0892

Grlinecker, Kinkeldey, Stockmair
& Schwanhdusser - Anwaltssozietat

CLAIMS
A method for booting a computer system, the method comprising:

upon one of a power on and a reset event, executing instructions stored in an
internal non-volatile memory area of a central processing unit, said internal
non-volatile memory area containing an encryption key;

determining a current signature of at least a signed portion of boot data, said
signed portion of boot data containing a stored signature of said portion of
boot data, said stored signature created by applying said encryption key; and

executing boot instructions contained of said signed portion of boot data,
when said current signature and said stored signature are identical.

The method of claim 1, wherein executing said instructions stored in said
internal non-volatile memory area comprises initializing an internal random
access memory of said central processing unit and loading said at least a
portion of boot data from a non-volatile memory into said initialized random
access memory.

The method of claim 2, wherein executing boot instructions of said signed
portion of boot data comprises initializing a system memory of said computer
system and loading said boot data from said non-volatile memory into said
system memory and verifying an integrity of said boot data.

The method of claim 2, wherein initializing said internal random access
memory comprises initializing a data cache and an instruction cache of said
central processing unit and wherein said at least a portion of boot data is
loaded into said data cache.

The method of claim 1, further comprising locking said encryption key for
external access prior to executing said boot instructions.
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10.

11.

The method of claim 5, further comprising determining whether an upgrade
version of said boot data is available.

The method of claim 6, wherein determining whether an upgrade version of
said boot data is available is performed prior to locking said encryption key.

The method of claim 7, further comprising verifying said upgrade version of
said boot data.

The method of claim 8, further comprising calculating a new signature over a
hash sum of said upgrade version of the boot data using said encryption key

" and adding said new signature to said upgrade version of the boot data.

The method of claim 9, further comprising enabling said upgrade version of
said boot data.

The method of claim 10, further comprising generating a reset event.

The method of claim 10, further comprising locking said encryption key prior
to enabling said upgrade version of the boot data.

A method for booting a computer system, the method comprising:

upon at least one of a power up event and a reset event, accessing an
internal non-volatile memory of a central processing unit, said internal non-
volatile memory containing pre-boot instructions and data values for
initializing an internal volatile memory of said central processing unit and
verifying an integrity of at least a portion of boot instructions and boot data
values;

loading said at least a portion of said boot instructions and boot data values
from a non-volatile memory into said internal volatile memory by executing
said pre-boot instructions;
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14.

15.

17.

18.

19.

verifying integrity of said at least a portion of said boot instructions and boot
data values by using an encryption key stored in said internal non-volatile
memory and a signature associated with said at least a portion of said boot
instructions and boot data values, said signature being formed on the basis
of said encryption key;

after successfully verifying integrity of said at least a portion of said boot
instructions and boot data values, determining whether an upgrade version of
said boot instructions and boot data values is available; and

when an upgrade version is available, generating a signature of said upgrade
version by using said encryption key.

The method of claim 13, wherein executing said boot instructions comprises
initializing a system memory of said computer system and loading a second
portion of boot instructions and boot data values into said system memory.

The method of claim 14, further comprising verifying integrity of said second
portion and continuing booting of said computer system on the basis of said
second portion when verification of said second portion is successful.

The method of claim 13, wherein initializing said volatile internal memory
comprises initializing a data cache of said central processing unit and
wherein said at least a portion is loaded into said data cache and is verified
therein.

The method of claim 13, further comprising locking said encryption key prior
to executing said boot instructions when an upgrade version is not available.

The method of claim 13, further comprising verifying said upgrade version of
the boot instructions and boot data prior to generating said new signature.

A central processing unit (CPU) comprising:
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a substrate having formed thereon circuit elements defining a CPU core, a
volatile random access memory, a non-volatile memory and a bus system for
connecting said CPU core, said volatile random access memory and said
non-volatile memory; and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core and a
symmetric encryption key for verifying at least a portion of a boot routine
signed by using said symmetric encryption key.

20. The central processing unit of claim 19, further comprising a locking
mechanism configured to enable a portion of said non-volatile memory
containing said symmetric encryption key upon one of a reset event and a
power on event only.

21. A computer system comprising:
a central processing unit comprising

a substrate having formed thereon circuit elements defining a CPU
core, a volatile random access memory, a non-volatile memory and a bus
, system for connecting said CPU core, said volatile random access memory
.( and said non-volatile memory, and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core and a
symmetric encryption key for verifying at least a portion of a boot routine
signed by using said symmetric encryption key; and

a non-volatile boot memory configured to hold at least said boot routine and
a second boot routine.
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ABSTRACT

A CPU, a computer system and a secure boot mechanism are provided in which a
symmetric encryption key may be incorporated into a non-volatile memory area of
the CPU core, thereby substantially avoiding any tampering of the encryption key
by external sources. Moreover, pre-boot information may internally be stored in the
CPU and may be retrieved upon a reset or power-on event in order to verify a
signed boot information on the basis of the internal symmetric encryption key.
Furthermore, the BIOS information may efficiently be updated by generating a
signature using the internal encryption key.
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DETAILED ACTION
Claims 1 -21 are presented for examination.
Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

Claims 1-4, 19, and 21 are rejected under 35 U.S.C. 102(b) as being anticipated
by Little et al. (hereinafter ‘Little’) US 20060112266.

As to claim 1, Little teaches a method for booting a computer system, the method
comprising:

upon one of a power-on and a reset event, executing instructions stored in an
internal non-volatile memory area of a central processing unit [0030—"After the
processor 18 receives the reset signal, rather than fetching instructions from an
untrusted source (e.g. off-chip memory such as NOR flash 116), the processor 18
executes code read directly from its internal ROM 19"], said internal non-volatile
memory area containing an encryption key [0031—"a public key stored in the internal
ROM 1971;

determining a current signature of at least a signed portion of boot data, said
signed portion of boot data containing a stored signature of said portion of boot
data[Fig. 2, Signed code 118], said stored signature created by applying said encryption

key [0031—“The program software residing in external memory 116 may be
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authenticated in any conventional fashion, for example using a digital signature
verification system such as "RSA," or any other suitable system, and preferably using a
public key stored in the internal ROM 19” A digital signature verification system
compares a current signature with a stored signature.]; and

executing boot instructions contained in said signed portion of boot data, when
said current signature and said stored signature are identical [0032—°If the processor
18 determines that the program software in the external memory 116 has been
authenticated successfully, the processor 18 begins to fetch and execute program code
stored in the external memory 116 to initiate the basic functions of the device 10”
Successful authentication means that the current signature and the stored signature are
identical.].

As to claim 2, Little teaches executing said instructions stored in said internal
non-volatile memory area comprises initializing an internal random access memory of
said central processing unit and loading said at least a portion of boot data from a non-
volatile memory into said initialized random access memory [0032—*“the processor 18
begins to fetch and execute program code stored in the external memory 116” and Fig.
2, SRAM]. Although not specifically stated, when the processor fetches the code, it
inherently gets stored in a RAM in order to be executed. As shown in Fig. 2 an internal
SRAM is present for the program code to be executed from after it is fetched. Little
further reinforces the inherency by previously mentioning that data is moved from a non-

volatile memory to a volatile memory for processing [0016—*a memory controller
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interface caches sectors out of non-volatile memory into volatile memory for
processing’].

As to claim 3, Little teaches executing boot instructions of said signed portion of
boot data comprises initializing a system memory of said computer system and loading
said boot data from said non-volatile memory into said system memory and verifying an
integrity of said boot data [0032—*the processor 18 begins to fetch and execute
program code stored in the external memory 116” and Fig. 2, SRAM and 0031—*The
program software residing in external memory 116 may be authenticated”]. Although
not specifically stated, when the processor fetches the code, it inherently gets stored in
a system memory in order to be executed. As shown in Fig. 2 an internal SRAM is a
system memory that is present for the program code to be loaded into. Little further
reinforces the inherency by previously mentioning that data is moved from a non-volatile
memory to a volatile memory for processing [0016—“a memory controller interface
caches sectors out of non-volatile memory into volatile memory for processing”].

As to claim 4, Little teaches wherein initializing said internal random access
memory comprises initializing a data cache and an instruction cache of said central
processing unit and wherein said at least a portion of boot data is loaded into said data
cache Little further reinforces the inherency by previously mentioning that data is moved
from a non-volatile memory to a volatile memory for processing [0016—“a memory
controller interface caches sectors out of non-volatile memory into volatile memory for
processing”]. Itis well known in the art that a processor further uses a cache to load

data that is to be executed.
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As to claim 19, Little teaches a central processing unit (CPU), comprising:

a substrate having formed thereon circuit elements defining a CPU core [Fig. 2,
MCU/DSP], a volatile random access memory [Fig. 2, Internal SRAM], a non-volatile
memory [Fig. 2, 19] and a bus system for connecting said CPU core, said volatile
random access memory and said non-volatile memory [Fig. 2, The connections
between the MCU/DSP, BootROM, External memory interface, and Internal SRAM
make up the bus system]; and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core [0030—The
authentication code is the instructions executable by said CPU core] and a symmetric
encryption key for verifying at least a portion of a boot routine signed by using said
symmetric encryption key [0030—"“The internal ROM 19 contains the authentication
code, includes one or more public keys™).

As to claim 21, Little teaches a computer system, comprising:

a central processing unit comprising:

a substrate having formed thereon circuit elements defining a CPU core

[Fig. 2, MCU/DSP], a volatile random access memory [Fig. 2, Internal SRAM], a

non-volatile memory [Fig. 2, 19] and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core [0030—The

authentication code is the instructions executable by said CPU core] and a

symmetric encryption key for verifying at least a portion of a boot routine signed
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by using said symmetric encryption key [0030—“The internal ROM 19 contains
the authentication code, includes one or more public keys”];
a non-volatile boot memory configured to hold at least said boot routine [Fig. 2,

116] and a second boot routine [Fig. 2, 118].

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 5 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Little et al. (hereinafter ‘Little’) US 20060112266 in view of Chen et al. (hereinafter
‘Chen’) US 7,546,447

As to claim 5, Little teaches the method of claim 1, but does not teach locking
said encryption key for external access prior to executing said boot instructions.

Chen is cited to teach a similar secure boot method. Chen further teaches
locking said encryption key for external access prior to executing said boot instructions
[col. 6, lines 32-36-—“The secure store may be unlocked only when the platform is
reset”]. Therefore, the secure store is locked after reset which would be prior to
executing the boot instructions. It would have been obvious to one of ordinary skill in

the art to have combined the teachings of Little and Chen because they are both
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directed towards booting securely. Chen further improves upon Litlle by locking the
encryption key to deter virus attacks [col. 4, lines 40-41].

As to claim 20, Little teaches the method of claim 1, but does not teach enabling
a portion of non-volatile memory upon one of a reset event and a power on event.
Chen is cited to teach a similar secure boot method. Chen further teaches a locking
mechanism configured to enable a portion of said non-volatile memory containing said
symmetric encryption key upon one of a reset event and a power-on event only [col. 6,
lines 32-36-—"The secure store may be unlocked only when the platform is reset”].

Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Little et
al. (hereinafter ‘Little’) US 20060112266 in view of Chen et al. (hereinafter ‘Chen’) US
7,546,447 as applied to claim 5 above, and further in view of Dailey et al. (hereinafter
‘Dailey’) US 2005/0216753.

As to claim 6, Little and Chen teach the method of claim 5, but do not teach
determining whether an upgrade version of said boot data is available.

Dailey is cited to teach a method involving upgrading firmware. Dailey further
teaches determining whether an upgrade version of said boot data is available [Fig. 5,
104 “Firmware update available flag set to yes?"]. It would have been obvious to one of
ordinary skill in the art to have combined the teachings of Little and Chen with Dailey
because they are all directed towards booting a computer system. Dailey introduces an
improvement that allows for a BIOS to be upgraded. This would be advantageous
because according to Dailey, it may be necessary to upgrade the firmware of a device

to correct errors or improve performance [0003].
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Allowable Subject Matter

Claims 13-18 are allowed.

Claims 7-12 are objected to as being dependent upon a rejected base claim, but
would be allowable if rewritten in independent form including all of the limitations of the
base claim and any intervening claims.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JAWEED A. ABBASZADEH whose telephone number is
(671)270-1640. The examiner can normally be reached on Mon-Fri: 7:30 a.m.-5:00
p.m..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Thomas C. Lee can be reached on (571) 272-3667. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/[JAWEED A ABBASZADEH/
Examiner, Art Unit 2115
10/10/11
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In re Application of: Group Art Unit: 2115
MICHAEL GRELL
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For: METAL CAP LAYER OF INCREASED CUSTOMER NO.: 10742
ELECTRODE POTENTIAL FOR COPPER-
BASED METAL REGIONS IN
SEMICONDUCTOR DEVICES

RESPONSE TO OFFICE ACTION DATED OCTOBER 17, 2011

Mail Stop Amendment
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450
Sir:

This paper is submitted in response to the Office Action mailed October 17, 2011, for
which the shortened three-month statutory response date is January 17, 2012. This response is
being filed on or before the due date, therefore, it is timely filed.

If an extension of time is required to enable this paper to be timely filed and there is no
separate Petition for Extension of Time filed herewith, this paper is to be construed as also
constituting a Petition for Extension of Time Under 37 CFR § 1.136(a) for a period of time
sufficient to enable this document to be timely filed.

The Commissioner is authorized to deduct the fee ($250) for one additional independent
claim (Claim 7, as amended) from Williams, Morgan & Amerson, P.C.’s Deposit Account No.

50-0786/2162.162700. No other fee is believed due as a result of the response contained herein.

However, should any other fees under 37 C.F.R. §§ 1.16 to 1.21 be required for any reason, the
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Commissioner is authorized to deduct said fees from Williams, Morgan & Amerson, P.C.’s

Deposit Account No. 50-0786/2162.162700.
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IN THE CLAIMS

1. (Original) A method for booting a computer system, the method comprising:

upon one of a power-on and a reset event, executing instructions stored in an internal
non-volatile memory area of a central processing unit, said internal non-volatile
memory area containing an encryption key;

determining a current signature of at least a signed portion of boot data, said signed
portion of boot data containing a stored signature of said portion of boot data, said
stored signature created by applying said encryption key; and

executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

2. (Original) The method of claim 1, wherein executing said instructions stored in
said internal non-volatile memory area comprises initializing an internal random access memory
of said central processing unit and loading said at least a portion of boot data from a non-volatile

memory into said initialized random access memory.

3. (Original) The method of claim 2, wherein executing boot instructions of said
signed portion of boot data comprises initializing a system memory of said computer system and
loading said boot data from said non-volatile memory into said system memory and verifying an

integrity of said boot data.
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4. (Original) The method of claim 2, wherein initializing said internal random
access memory comprises initializing a data cache and an instruction cache of said central

processing unit and wherein said at least a portion of boot data is loaded into said data cache.

5. (Original) The method of claim 1, further comprising locking said encryption key

for external access prior to executing said boot instructions.

6. (Original) The method of claim 5, further comprising determining whether an

upgrade version of said boot data is available.

7. (Currently Amended) A method for booting a computer system, the method

comprising: Fhe-method-ofclaim6

upon one of a power-on and a reset event, executing instructions stored in an internal

non-volatile memory area of a central processing unit, said internal non-volatile

memory area containing an encryption key:

determining a current signature of at least a signed portion of boot data, said signed

portion of boot data containing a stored signature of said portion of boot data, said

stored signature created by applying said encryption key:

locking said encryption key for external access prior to executing said boot instructions:

determining whether an upgrade version of said boot data is available, wherein

determining whether an upgrade version of said boot data is available is

performed prior to locking said encryption key; and
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executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

8. (Original) The method of claim 7, further comprising verifying said upgrade

version of said boot data.

9. (Original) The method of claim 8, further comprising calculating a new signature
over a hash sum of said upgrade version of the boot data using said encryption key and adding

said new signature to said upgrade version of the boot data.

10. (Original) The method of claim 9, further comprising enabling said upgrade

version of said boot data.

11. (Original) The method of claim 10, further comprising generating a reset event.

12. (Original) The method of claim 10, further comprising locking said encryption

key prior to enabling said upgrade version of the boot data.

13.  (Original) A method for booting a computer system, the method comprising:
upon at least one of a power-up event and a reset event, accessing an internal non-volatile
memory of a central processing unit, said internal non-volatile memory containing

pre-boot instructions and data values for initializing an internal volatile memory
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of said central processing unit and verifying an integrity of at least a portion of
boot instructions and boot data values;

loading said at least a portion of said boot instructions and boot data values from a non-
volatile memory into said internal volatile memory by executing said pre-boot
instructions;

verifying integrity of said at least a portion of said boot instructions and boot data values
by using an encryption key stored in said internal non-volatile memory and a
signature associated with said at least a portion of said boot instructions and boot
data values, said signature being formed on the basis of said encryption key;

after successfully verifying integrity of said at least a portion of said boot instructions and
boot data wvalues, determining whether an upgrade version of said boot
instructions and boot data values is available; and

when an upgrade version is available, generating a signature of said upgrade version by

using said encryption key.

14.  (Original) The method of claim 13, wherein executing said boot instructions
comprises initializing a system memory of said computer system and loading a second portion of

boot instructions and boot data values into said system memory.

15. (Original) The method of claim 14, further comprising verifying integrity of said
second portion and continuing booting of said computer system on the basis of said second

portion when verification of said second portion is successful.
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16. (Original) The method of claim 13, wherein initializing said volatile internal
memory comprises initializing a data cache of said central processing unit and wherein said at

least a portion is loaded into said data cache and is verified therein.

17. (Original) The method of claim 13, further comprising locking said encryption

key prior to executing said boot instructions when an upgrade version is not available.

18. (Original) The method of claim 13, further comprising verifying said upgrade

version of the boot instructions and boot data prior to generating said new signature.

19. (Original) A central processing unit (CPU), comprising;:

a substrate having formed thercon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for connecting
said CPU core, said volatile random access memory and said non-volatile
memory; and

pre-boot information stored in said non-volatile memory, said pre-boot information
including instructions executable by said CPU core and a symmetric encryption
key for verifying at least a portion of a boot routine signed by using said

symmetric encryption key.

20. (Original) The central processing unit of claim 19, further comprising a locking
mechanism configured to enable a portion of said non-volatile memory containing said

symmetric encryption key upon one of a reset event and a power-on event only.
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21. (Original) A computer system, comprising:
a central processing unit comprising:

a substrate having formed thereon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for
connecting said CPU core, said volatile random access memory and said
non-volatile memory, and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core and a
symmetric encryption key for verifying at least a portion of a boot routine
signed by using said symmetric encryption key; and

a non-volatile boot memory configured to hold at least said boot routine and a second

boot routine.
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REMARKS
Pursuant to the present response, claim 7 has been amended. Thus, claims 1-21 are
pending in the present application. No new matter has been introduced by way of the present
response and amendment. Reconsideration of the present application is respectfully requested in
view of the arguments and amendments set forth herein.

Allowable Subject Matter

Applicants acknowledge and appreciate the Examiner’s indication of allowable subject
matter. In the Office Action, the Examiner indicated that claims 13-18 were allowable, and that
claims 7-12 were objected to, but would be allowable if rewritten in independent form.
Applicants have rewritten claim 7 in independent form and respectfully submit that claim 7, and
its dependent claims, are allowable.

Prior Art Rejections

In the Office Action, the Examiner rejected claims 1-4, 19 and 21 under 35 U.S.C.
§102(b) as being anticipated by US 2006/0112266 (Little). The Examiner rejected claims 5 and
20 under 35 U.S.C. §103(a) as being unpatentable over Little in view of US 7,546,447 (Chen).
The Examiner rejected claim 6 under 35 U.S.C. §103(a) as being unpatentable over Little in view
of Chen as applied to claim 5, and further in view of US 2005/0216753 (Dailey). Applicants
respectfully traverse the Examiner’s rejections.

Legal Standards

As the Examiner well knows, an anticipating reference by definition must disclose every
limitation of the rejected claim in the same relationship to one another as set forth in the claim.
In re Bond, 15 U.S.P.Q.2d 1566, 1567 (Fed. Cir. 1990). To the extent the Examiner relies on

principles of inherency in making the anticipation rejections in the Office Action, inherency
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requires that the asserted proposition necessarily flow from the disclosure. In re Oelrich, 212
U.S.P.Q. 323, 326 (C.C.P.A. 1981); Ex parte Levy, 17 U.S.P.Q.2d 1461, 1463-64 (Bd. Pat. App.
& Int. 1990); Ex parte Skinner, 2 U.S.P.Q.2d 1788, 1789 (Bd. Pat. App. & Int. 1987); In re King,
231 US.P.Q. 136, 138 (Fed. Cir. 1986). It is not enough that a reference could have, should
have, or would have been used as the claimed invention. “The mere fact that a certain thing may
result from a given set of circumstances is not sufficient.” Oelrich, at 326, quoting Hansgirg v.
Kemmer, 40 U.S.P.Q. 665, 667 (C.C.P.A. 1939); In re Rijckaert, 28 U.S.P.Q.2d 1955, 1957 (Fed.
Cir. 1993), quoting Oelrich, at 326; see also Skinner, at 1789. “Inherency ... may not be
established by probabilities or possibilities. The mere fact that a certain thing may result from a
given set of circumstances is not sufficient.” Skinner, at 1789, citing Oelrich. Where
anticipation is found through inherency, the Office’s burden of establishing prima facie
anticipation includes the burden of providing “...some evidence or scientific reasoning to
establish the reasonableness of the examiner’s belief that the functional limitation is an inherent
characteristic of the prior art.” Skinner at 1789.

Moreover, to establish a prima facie case of obviousness, three basic criteria must be met.

First, there must be some suggestion or motivation to modify the reference or to combine

reference teachings. Second, there must be a reasonable expectation of success. Finally, the

prior art reference (or references when combined) must teach or suggest all the claim limitations.

The teaching or suggestion to make the claimed combination must not be based on applicant’s

disclosure. In re Vaeck, 947 F.2d 488, 20 U.S.P.Q.2d 1438 (Fed. Cir. 1991). With respect to

alleged obviousness, it is necessary for the Examiner to identify the reason why a person of

ordinary skill in the art would have combined the prior art in the manner claimed. The mere fact
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that the prior art can be combined or modified does not make the resultant combination obvious.
In re Mills, 916 F.2d 680, 16 U.S.P.Q.2d 1430 (Fed. Cir. 1990).

The Federal Circuit has made it clear that, in an obviousness analysis, conclusory
statements regarding common knowledge and common sense are insufficient to support a finding
of obviousness. In re Lee, 61 U.S.P.Q.2d 1434 (Fed. Cir. 2002). Under this controlling legal
standard, it is respectfully submitted that any attempt to assert that the inventions defined by the
presently pending claims would have been obvious in view of the prior art of record constitutes
an impermissible use of hindsight using Applicants’ disclosure as a roadmap.

Analysis and Argument

Claim 1

Applicants respectfully disagree with the Examiner’s reading of Little and submit that
Little fails to teach at least one of the features of pending claim 1. More specifically, relative to
pending claim 1, Applicants respectfully submit that Little fails to disclose, at least, the claimed

feature of determining a current signature of at least a signed portion of boot data, where the

signed portion of boot data contains a stored signature of the portion of boot data, where the

stored signature is created by applying the encryption key (hereinafter referred to as the “Created

Signature” limitation). As discussed more fully below, Applicants believe that all pending
claims are in condition for allowance.

In the Office Action, the Examiner argued that Litfle teaches the Created Signature
limitation because Little allegedly describes a public key used to authenticate a program stored
externally to a processor. See Office Action, pp. 2-3. That is, the Examiner argued that the

public key described in Little corresponds to the encryption key, as recited in claim 1.

Applicants respectfully disagree. Little teaches that a public key may be stored in a ROM that is
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internal to a processor, and that the public key may be used to authenticate external programs.

Little, Y[0030]-[0033]. Little, however, is silent with respect to the stored signature being

created by applying the encryption key. Liftle neither teaches nor suggests that a digital

signature residing in an externally stored program is created by applying the shared key. Little
teaches that “[t]he program software residing in external memory 116 may be authenticated in
any conventional fashion, for example using a digital signature verification system such as
‘RSA,” or any other suitable system, and preferably using a public key stored in the internal
ROM 19.” Little, 9[0032]. In other words, Little describes authenticating the digital signature
using the public key, but not creating the digital signature using the public key. In fact, as
understood by the undersigned, Little does not describe the creation of digital signatures at all.
As is known in the art, digital signature verification uses public keys for authenticating, but uses
private keys for creating digital signatures. The Examiner argued that the public key of Little

corresponds to the claimed feature of the encryption key used to create the stored signature of

claim 1. Such a position, however, is untenable for at least the reasons given above. As such,
Little does not teach at least the claimed Created Signature feature described above.

For at least the aforementioned reasons, claim 1 and its dependent claims are allowable.
These arguments may be similarly applied to independent claims 19 and 21, thus for similar
reasons, the remaining rejected claims are also allowable.

As to any remaining anticipation and/or obviousness rejections in the Office Action, none
of the additional arguments or prior art identified by the Examiner cures the fundamental
deficiencies in Little, as noted above. Accordingly, Applicants respectfully request that all of the
rejections set forth in the Office Action should be withdrawn for claims 1, 19 and 21 (and their

respective dependent claims).
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CONCLUSION

Applicants respectfully assert that in light of the amendments and arguments provided
throughout the prosecution of the present application, all claims of the present application are
now allowable and, therefore, request that a Notice of Allowance be issued. Reconsideration of
the present application is respectfully requested.

If for any reason the Examiner finds the application other than in condition for allowance,
the Examiner is respectfully requested to call the undersigned attorney at the Houston, Texas
telephone number (713) 934-4093 to discuss the steps necessary for placing the application in
condition for allowance.

Respectfully submitted,

WILLIAMS, MORGAN & AMERSON, P.C.
CUSTOMER NO. 10742

Date: January 17,2012 By: _ /Nathan E. Black/
Nathan E. Black Reg. No. 66,191
10333 Richmond, Suite 1100
Houston, Texas 77042
(713) 934-4093
(713) 934-7011 (facsimile)
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12/355,900 GRELL ET AL.
Office Action Summary Examiner AriUnit
JAWEED A. ABBASZADEH 2115

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 1/17/2012.
2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___;therestriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.
Disposition of Claims
5 Claim(s) 1-21 is/are pending in the application.
5a) Of the above claim(s) ______is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X Claim(s) 1-12 and 19-21 is/are rejected.
) (
) (

)
8)[] Claim(s) ____is/are objected to.
9)[] Claim(s) ____ are subject to restriction and/or election requirement.

Application Papers

10)[C] The specification is objected to by the Examiner.
11)[J The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or ().
a)[J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No. _____
3.[]] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) & Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)

2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _

3) [] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) |:| Other:

U.S. Patent and Trademark Office
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Application/Control Number: 12/355,900 Page 2
Art Unit: 2115

DETAILED ACTION
Claims 1-21 are presented for examination.
Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

Claims 1-4 and 19-21 are rejected under 35 U.S.C. 102(b) as being anticipated
by Bhatt et al. (hereinafter ‘Bhatt’) US 2006/0107320.

As to claim 1, Bhatt teaches a method for booting a computer system, the
method comprising:

upon one of a power-on and a reset event, executing instructions stored in an
internal non-volatile memory area of a central processing unit [Fig. 2, execute
verification code on reset 205, 0024—“verification code from boot storage 130" Boot
storage 130 is located on the processor package as shown in Fig. 1], said internal non-
volatile memory area containing an encryption key [0025—"Any now known or later
developed hashing...or similar algorithm...may be stored in boot storage 130" A
signature is determined using the key in boot storage. Once again, boot storage 130 is
located on the processor package.];

determining a current signature of at least a signed portion of boot data [0027—
“the verification code executed by processor 120 may compute a signature of the boot

code 180"], said signed portion of boot data containing a stored signature of said portion

Page 182 of 362



Application/Control Number: 12/355,900 Page 3
Art Unit: 2115

of boot data [0027—"signature value from ID storage”], said stored signature created by
applying said encryption key [0025—"Any now known or later developed hashing...or
similar algorithm...may be stored in boot storage 130 and used in act 225" Act 225
initially computed the signature of the boot code and stored it.]; and

executing boot instructions contained in said signed portion of boot data, when
said current signature and said stored signature are identical [0028—"If the computed
signature from act 245 matches the corresponding signature value from ID storage 140
[act 250], processor 120 the verification code executed by processor 120 may permit
further booting from boot code 180 in external memory 160 [act 255].”

As to claim 2, Bhatt teaches executing said instructions stored in said internal
non-volatile memory area comprises initializing an internal random access memory of
said central processing unit and loading said at least a portion of boot data from a non-
volatile memory into said initialized random access memory [0028—It is well known in
the art that booting involves loading data from non-volatile memory into RAM].

As to claim 3, Bhatt teaches executing boot instructions of said signed portion of
boot data comprises initializing a system memory of said computer system and loading
said boot data from said non-volatile memory into said system memory and verifying an
integrity of said boot data [0028].

As to claim 4, Bhatt teaches teaches wherein initializing said internal random
access memory comprises initializing a data cache and an instruction cache of said

central processing unit and wherein said at least a portion of boot data is loaded into
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said data cache [0028—It is well known in the art that booting involves loading boot
data into cache in order for it to be executed by the processor].

As to claim 19, Bhatt teaches this claim according to the reasoning set forth in
claim 1 supra.

As to claim 21, Bhatt teaches this claim according to the reasoning set forth in

claim 1 supra.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 5 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Bhatt et al. (hereinafter ‘Bhatt’) US 2006/0107320 in view of Tugenberg et al.

(hereinafter “Tugenberg’) US 7,103,782.

As to claims 5, Bhatt teaches the method of claim 1, but does not teach locking
said encryption key for external access prior to executing said boot instructions.

Tugenberg is cited to teach a method that utilizes an encryption key stored in
secure memory. Tugenberg further teaches locking said encryption key for external
access prior to executing said boot instructions [Fig. 3]. When blocking gates are

enabled in step 314, the encryption key is “locked.” It would have been obvious to one
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of ordinary skill in the art to have combined the teachings of Bhatt and Tugenberg
because they are both directed towards utilizing an encryption key. Tugenberg
improves upon Bhatt because Tugenberg's system is more secure. It prevents access
to the encryption key when access is not needed [col. 8, lines 4-5].

As to claim 20, Tugenberg teaches this claim according to the reasoning set forth
in claim 5 supra.

Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bhatt et
al. (hereinafter ‘Bhatt’) US 2006/0107320 in view of Tugenberg et al. (hereinafter
‘Tugenberg’) US 7,103,782 as applied to claim 5 above, and further in view of Aguilar et
al. (hereinafter ‘Aguilar’) US 6,892,297.

As to claim 6, Bhatt and Tugenberg teach the method of claim 5, but do not teach
determining whether an upgrade version of said boot data is available.

Aguilar teaches determining whether an upgrade version of said boot data is
available [col. 4, lines 19-27]. It would have been obvious to one of ordinary skill in the
art to have combined the teachings of Aguilar with those of Bhatt and Tugenberg
because Aguilar improves upon Bhatt and Tugenberg. By checking for an update of the
boot code, Aguilar's teachings ensure that the version of the boot code is the correct
version required by the operating system [col. 1, lines 52-55]

Claim 7-12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bhatt
et al. (hereinafter ‘Bhatt’) US 2006/0107320 in view of Tugenberg et al. (hereinafter

‘Tugenberg’) US 7,103,782 and Aguilar et al. (hereinafter ‘Aguilar’) US 6,892,297.
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As to claim 7, Bhatt, Tugenberg, and Aguilar teach this claim according to the
reasoning set forth in claims 1 and 6-7 supra.
As to claims 8-12, Bhatt, Tugenberg, and Aguilar teach these claims according to
the reasoning set forth supra.
Allowable Subject Matter
Claims 13-18 are allowed.
Response to Arguments
Applicant’s arguments with respect to claims 1-12 and 19-21 have been
considered but are moot because the arguments do not apply to any of the references
being used in the current rejection.
Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JAWEED A. ABBASZADEH whose telephone number is
(671)270-1640. The examiner can normally be reached on Mon-Fri: 8:30 a.m.-6:00
p.m..
If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Thomas C. Lee can be reached on (571) 272-3667. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/[JAWEED A ABBASZADEH/
Examiner, Art Unit 2115
3/18/12
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(boot adj sector) near4 caching
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USPAT;
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PGPUB;
USPAT;
USOCR

OR

OFF

2012/03/13
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(boot adj block) near3 cached
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2012/03/14
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(boot adj block) near3 caching
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S10 43 (boot adj sector) near4 cache us OR OFF 2012/03/14
PGPUB; 10:09
USPAT;
USOCR,;
EPC;
JPO
S11 453 ("6539456").URPN. USPAT H{OR OFF 2012/03/14
10:12
S12 {541 ("20010031092" | "20010032128" | us CR OFF 2012/03/14
"20010047473" | "20010052038" | PGPUB; 10:12
"20010054131" | "20020037035" | USPAT;
"20020069354" | "20020080871" | USOCR
"20020097172" | "20020101367" |
"20020104891" | "20020126755" |
"20020191692" | "20030030575" |
"20030034905" | "20030084238" |
"20030090397" | "20030142874" |
"20030191876" | "20040042508" |
"20040056783" | "20040073710" |
"20040073748" | "20060015650" |
"20060181441" | "20060181442" |
"20060184687" | "20060184696" |
"20060190644" | "20060195601" |
"20070043939" | "20070050514" |
"20070050515" | "20070067483" |
"20070083748" | "20070109154" |
"20070109155" | "20070109156" |
"20070174209" | "20080232457" |
"20090154545" | "20090287839" |
"20100316114" | "20100318684" |
"20100332700" | "20110037626" |
"20110199243" | "20110208833" |
"3394352" | "3490690" | "4021782" |
"4032893" | "4054951" | "4127518" |
"4302775" | "4325085" | "4360840" |
"4386416" | "4394774" | "4464650" |
"4494108" | "4499499" | "4574351" |
"4593324" | "4626829" | "4646061" |
"4682150" | "4701745" | "4729020" |
"4730348" | "4745559" | "4748638" |
"4750135" | "4754351" | "4804959" |
"4813040" | "4814746" | "4862167" |
"4866601" | "4870415" | "4872009" |
"4876541" | "4888812" | "4890282" |
"4897717" | "4906991" | "4906995" |
"49299468" | "4953324" | "4956808" |
"4965675" | "4988998" | "5003307" |
"5016009" | "50273768" | "5028922" |
"5045848" | "5045852" | "5046027" |
"5049881" | "5079630" | "5091782" |
"5097261" | "5103308" | "5109226" |
"5109433" | "5113522" | "5115309" |
"5121342").PN. OR ("5126739" | "5128963" |
"5132992" | "56146221" | "5150430" |
"5155484" | "5159336" | "5167034" |
"5175543" | "5179651" | "5187793" |
"5191431" | "5204756" | "5209220" |
"5212742" | "5226176" | "5227893" |
"5231492" | "5237460" | "5237675" |
"5243341" | "5243348" | "5247638" |
"5247646" | "5249053" | "5263168" |
"5267333" | "5270832" | "5280600" |
"5287420" | "5289580" | "5293379" |
5293576" | "5307497" | "5309555" | Page 194
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| "5341440" | "5347600" |
| "5354315" | "5355498" |
| "5367629" | "5373290" |
| "5379036" | "5379757" |
| "5389922" | "5394534" |
| "5400401" | "5403639" |
| "5406279" | "5410671" |
| "5414850" | "5420639" |
| "5437020" | "5452287" |
| "5454107" | "5455576" |
| "5455680" | "5461679" |
| "5467087" | "5471206" |
| "5479633" | "5483470" |
| "5488364" | "5488365" |
| "5504842" | "5506844" |
| "5506944" | "5521940" |
| "5530845" | "5533051" |
| "5535356" | "5535369" |
| "5539865" | "5542031" |
| "5546395" | "5546475" |
| "5557551" | "5557668" |
| "5561421" | "5561824" |
| "5574952" | "5574953" |
| "5577248" | "5581715" |
| "5586264" | "5586285" |
| "5596674" | "5598388" |
| "5606706" | "5610657" |
| "5612788" | "5613069" |
| "5615287" | "5619995" |
| "5623623" | "5623701").PN. OR

("5627534" | "B627995" | "5629732" |

"5630092"
"5638498"
"5649032"
"5652917"
'5666560"
"5671389"
"5675333"
"5692159"
"5703793"
"5717393"
"5721958"
"5740395"
"5757852"
"5768445"
"5774715"
"5784572"
"5796864"
"5805932"
"5809299"
"5812789"
"5818530"
"5825424"
"5832126"
"5836003"
"5838996"
"5847762"
"5861920"
"5867167"
"5870087"
"5883975"
"5887165"
"5907801"
"5915079"

| "5635632" | "5635932" |
| "5640158" | "5642506" |
| "5652795" | "5652857" |
| "5654703" | "5655138" |
| "5668737" | "5671355" |
| "5671413" | "5673370" |
| "5675789" | "5686916" |
| "5694619" | "5696927" |
| "5708511" | "5715477" |
| "5717394" | "5719862" |
| "5724475" | "5729228" |
| "5742773" | "5748904" |
| "5764774" | "5765027" |
| "5768525" | "5771340" |
| "5778411" | "5781767" |
| "5787487" | "5794229" |
| "5799110" | "5805834" |
| "5808660" | "5809176" |
| "5809337" | "5812195" |
| "5818368" | "5818369" |
| "5819215" | "5822781" |
| "5825830" | "5832037" |
| "5832443" | "5835788" |
| "5838821" | "5838927" |
| "5839100" | "5841979" |
| "5850565" | "5861824" |
| "5864342" | "5864678" |
| "5867602" | "5870036" |
| "5872530" | "5874907" |
| "5884269" | "5886655" |
| "5889961" | "5892847" |
| "5909557" | "5909559" |
| "5917438" | "5918068" |
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'6028725"
'6032197"
'6061473"
'6075470"
'6092123"
'6098114"
"6115384"
"6141053"
'6169241"
"6170049"
"6175650"
'6185625"
"6192155"
'6108842"
'6215904"
'6225922"
'6230223"
'6253264"
'6272628"
'6298408"
'6310563"
'6330622"
'6356589"
'6392567"
'6434168"
'6449658"
'6452933"
'6487640"
"6513113"
'6529633"
'6539456"
'6590609"
'6604040"
'6606413"
'6624761"
'6650261"

"6717534"
"6748457"
'6792151"
'6819271"
'6862278"
'6885319"
'6944740"
'6963608"
"7007099"
"7069342"
"7127518"
"7161506"
"7319667"
"7352300"

"6633244" | "6633968"
"6661839" | "6661845"

| "5920326" | "5923860" |
| "5936616" | "5938737" |
| "5945933" | "5949355" |
| "5951623" | "5955976" |
| "5960465" | "5964842" |
| "5969927" | "5973630" |
| "5974387" | "5974471" |
| "5982360").PN. OR ("5982723" |
| "5987022" | "5987590" |
| "5991515" | "5996033" |
| "6002411" | "6003115" |
| "6011901" | "6014694" |
| "6023755" | "6026217" |
| "6031939" | "6032148" |
| "6058459" | "6061398" |
| "6070179" | "6073232" |
| "6078958" | "6091777" |
| "6094634" | "6097520" |
| "6104389" | "6105130" |
| "6128412" | "6134631" |
| "6145020" | "6145069" |
| "6170007" | "6170047" |
| "6172936" | "6173381" |
| "6175856" | "6182125" |
| "6185659" | "6192082" |
| "6195024" | "6195465" |
| "6198850" | "6208273" |
| "6219754" | "6222886" |
| "6226667" | "6226740" |
| "6237054" | "6243829" |
| "6272178" | "6272627" |
| "6282641" | "6285458" |
| "6308311" | "6309424" |
| "6317714" | "6317818" |
| "6333745" | "6345307" |
| "6356937" | "6388584" |
| "6404931" | "6421387" |
| "6434695" | "6442659" |
| "6449682" | "6452602" |
| "6459429" | "6463509" |
| "6489902" | "6505239" |
| "6523102" | "6526174" |
| "6532121" | "6539438" |
| "6542644" | "6577254" |
| "6597812" | "6601104" |
| "6604158" | "6606040" |
| "6609223" | "6618728" |
| |
| |

"8704840").PN. OR ("6708220" | "6711709" |

"6731814" | "6745282"
"6756922" | "6768749"

| |
| "6810434" | "6813689" |
| "6822589" | "6856651" |
| "6879266" | "6885316" |
| "6888893" | "6909383" |
| "6952409" | "6959359" |
| "6990247" | "6993597" |
| "7024460" | "7054493" |
| "7089391" | "7102544" |
| "7129860" | "7130913" |
| "7181608" | "7190284" |
| "7321937" | "7330912" |
| "7358867" | "7376772" |
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"7378992" | "7386046" | "7395345" |
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PGPUB; 10:29
USPAT;
USOCR,;
EPC;
JPO
S14 {12 ("20060288202" | "20080184038" | us- CR OFF 2012/03/14
"5450576" | "5867702" | "6058475" | PGPUB; 13:46
"6336185" | "6584560" | "6842857" | USPAT;
"7007161" | "7010678").PN. OR USOCR
("7836293").URPN.
S15 {1 ("20060069769").PN. us- CR OFF 2012/03/15
PGPUB; 09:07
USPAT;
USOCR
S16 {1 ("20020078338").PN. us- CR OFF 2012/03/16
PGPUB; 11:25
USPAT;
USOCR
S17 40 cache near3 corrupt with boot$3 us OR OFF 2012/03/16
PGPUB; 11:36
USPAT;
USOCR,;
EPQ;
JPO
S$18 85969 #("714").CLAS. us CR OFF 2012/03/16
PGPUB; 11:37
USPAT,;
USOCR
S$19 4206 icache with boot$3 and S18 Us- CR OFF 2012/03/16
PGPUB; 11:37
USPAT,;
USOCR,;
EPQ;
JPO
S20 {0 (cache near3 corrupt).ab. with boot$3 us OR OFF 2012/03/16
PGPUB; 11:37
USPAT,;
USOCR,;
EPQ;
JPO
S21 48 (cache with boot$3).ab. and S18 us OR OFF 2012/03/16
PGPUB; 11:37
USPAT,;
USOCR,;
EPQ;
JPO
S22 20 ("20030037020" | "20030140220" | us CR OFF 2012/03/16
"5452454" | "5842011" | "5978912" | PGPUB; 12:17
"6167567" | "6175918" | "6301710" | USPAT,;
"6345308" | "6553037" | "6578054").PN. OR #USOCR
("6959331").URPN.
23 i1 ("20100268928").PN. us CR OFF 2012/03/16§
PGPUB; 12:40 i
USPAT,; _
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S24 434 abbaszadeh.xa. and key us- OR OFF 2012/03/17
PGPUB; 15:18
USPAT;
USOCR,;
EPC;
JPO

825 7 abbaszadeh.xa. and key and encrypt$3 us- OR OFF 2012/03/17
PGPUB; 15:18
USPAT;
USOCR,;
EPC;
JPO

S26 {279 (update or upgrade) near4 after near3 us- OR OFF 2012/03/17
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USOCR,;
EPC;
JPO

S27 {162 (update or upgrade) near4 after adj3 (verif$6j§US- OR OFF 2012/03/17
or authenticat$3) PGPUB; 15:34
USPAT;
USOCR,;
EPQ;
JPO

S$28 i1 ("20090276617").PN. Uus- OR OFF 2012/03/17
PGPUB; 16:02

USPAT;
USOCR

S29 i1 ("7103782").PN. Uus- OR OFF 2012/03/17
PGPUB; 16:19

USPAT;
USOCR

S30 {226 (updat$3 near3 (operating adj system)) with §US- OR OFF 2012/03/18
boot$3 PGPUB; 13:43
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USOCR,;
EPO;

S31 23 S30.ab. us- OR OFF 2012/03/18
PGPUB; 13:43
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USOCR,;
EPQ;
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Group Art Unit: 2115
MICHAEL GRELL
RALF FINDEISEN Examiner: JAWEED A. ABBASZADEH
FRANK SCHUECKE

Conf. No.: 7735
Serial No.: 12/355,900
Atty. Docket: 2162.162700/DE0892
Filed: January 19,2009
CUSTOMER NO.: 10742

For: COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE BASIS
OF SYMMETRIC KEY ENCRYPTION

RESPONSE TO OFFICE ACTION DATED MARCH 20, 2012

Mail Stop Amendment
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

Sir:
This paper is submitted in response to the Office Action mailed March 20, 2012, for

which the shortened three-month statutory response date is June 20, 2012. This response is
being filed on or before the due date, therefore, it is timely filed.

If an extension of time is required to enable this paper to be timely filed and there is no
separate Petition for Extension of Time filed herewith, this paper is to be construed as also
constituting a Petition for Extension of Time Under 37 CFR § 1.136(a) for a period of time
sufficient to enable this document to be timely filed.

No fee is believed due as a result of the response contained herein. However, should any
other fees under 37 C.F.R. §§ 1.16 to 1.21 be required for any reason, the Commissioner is
authorized to deduct said fees from Williams, Morgan & Amerson, P.C.’s Deposit Account No.

50-0786/2162.162700.

Page 199 of 362



AMENDMENT TO THE CLAIMS

1. (Original) A method for booting a computer system, the method comprising:

upon one of a power-on and a reset event, executing instructions stored in an internal
non-volatile memory area of a central processing unit, said internal non-volatile
memory area containing an encryption key;

determining a current signature of at least a signed portion of boot data, said signed
portion of boot data containing a stored signature of said portion of boot data, said
stored signature created by applying said encryption key; and

executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

2. (Original) The method of claim 1, wherein executing said instructions stored in
said internal non-volatile memory area comprises initializing an internal random access memory
of said central processing unit and loading said at least a portion of boot data from a non-volatile

memory into said initialized random access memory.

3. (Original) The method of claim 2, wherein executing boot instructions of said
signed portion of boot data comprises initializing a system memory of said computer system and
loading said boot data from said non-volatile memory into said system memory and verifying an

integrity of said boot data.

4. (Original) The method of claim 2, wherein initializing said internal random
access memory comprises initializing a data cache and an instruction cache of said central

processing unit and wherein said at least a portion of boot data is loaded into said data cache.

5. (Original) The method of claim 1, further comprising locking said encryption key

for external access prior to executing said boot instructions.

6. (Original) The method of claim 5, further comprising determining whether an
upgrade version of said boot data is available.

20f 10 Serial No. 12/355,900
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7. (Previously Presented) A method for booting a computer system, the method
comprising:

upon one of a power-on and a reset event, executing instructions stored in an internal
non-volatile memory area of a central processing unit, said internal non-volatile
memory area containing an encryption key;

determining a current signature of at least a signed portion of boot data, said signed
portion of boot data containing a stored signature of said portion of boot data, said
stored signature created by applying said encryption key;

locking said encryption key for external access prior to executing said boot instructions;

determining whether an upgrade version of said boot data is available, wherein
determining whether an upgrade version of said boot data is available is
performed prior to locking said encryption key; and

executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

8. (Original) The method of claim 7, further comprising verifying said upgrade

version of said boot data.

9. (Original) The method of claim 8, further comprising calculating a new signature
over a hash sum of said upgrade version of the boot data using said encryption key and adding

said new signature to said upgrade version of the boot data.

10. (Original) The method of claim 9, further comprising enabling said upgrade

version of said boot data.
11. (Original) The method of claim 10, further comprising generating a reset event.

12. (Original) The method of claim 10, further comprising locking said encryption

key prior to enabling said upgrade version of the boot data.

30f10 Serial No. 12/355,900
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13.  (Original) A method for booting a computer system, the method comprising:

upon at least one of a power-up event and a reset event, accessing an internal non-volatile
memory of a central processing unit, said internal non-volatile memory containing
pre-boot instructions and data values for initializing an internal volatile memory
of said central processing unit and verifying an integrity of at least a portion of
boot instructions and boot data values;

loading said at least a portion of said boot instructions and boot data values from a non-
volatile memory into said internal volatile memory by executing said pre-boot
instructions;

verifying integrity of said at least a portion of said boot instructions and boot data values
by using an encryption key stored in said internal non-volatile memory and a
signature associated with said at least a portion of said boot instructions and boot
data values, said signature being formed on the basis of said encryption key;

after successfully verifying integrity of said at least a portion of said boot instructions and
boot data values, determining whether an upgrade version of said boot
instructions and boot data values is available; and

when an upgrade version is available, generating a signature of said upgrade version by

using said encryption key.

14.  (Original) The method of claim 13, wherein executing said boot instructions
comprises initializing a system memory of said computer system and loading a second portion of

boot instructions and boot data values into said system memory.

15. (Original) The method of claim 14, further comprising verifying integrity of said
second portion and continuing booting of said computer system on the basis of said second

portion when verification of said second portion is successful.

16. (Original) The method of claim 13, wherein initializing said volatile internal
memory comprises initializing a data cache of said central processing unit and wherein said at

least a portion is loaded into said data cache and is verified therein.
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17. (Original) The method of claim 13, further comprising locking said encryption

key prior to executing said boot instructions when an upgrade version is not available.

18. (Original) The method of claim 13, further comprising verifying said upgrade

version of the boot instructions and boot data prior to generating said new signature.

19. (Original) A central processing unit (CPU), comprising:

a substrate having formed thercon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for connecting
said CPU core, said volatile random access memory and said non-volatile
memory; and

pre-boot information stored in said non-volatile memory, said pre-boot information
including instructions executable by said CPU core and a symmetric encryption
key for verifying at least a portion of a boot routine signed by using said

symmetric encryption key.

20. (Original) The central processing unit of claim 19, further comprising a locking
mechanism configured to enable a portion of said non-volatile memory containing said

symmetric encryption key upon one of a reset event and a power-on event only.

21. (Original) A computer system, comprising:
a central processing unit comprising:

a substrate having formed thereon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for
connecting said CPU core, said volatile random access memory and said
non-volatile memory, and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core and a
symmetric encryption key for verifying at least a portion of a boot routine

signed by using said symmetric encryption key; and

50f10 Serial No. 12/355,900
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a non-volatile boot memory configured to hold at least said boot routine and a second

boot routine.
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REMARKS
Claims 1-21 are pending in the present application. No new matter has been introduced
by way of the present response. Reconsideration of the present application is respectfully
requested in view of the arguments set forth herein.

Allowable Subject Matter

Applicants acknowledge and appreciate the Examiner’s indication of allowable subject
matter. In the Office Action, the Examiner indicated that claims 13-18 were allowable.

Prior Art Rejections

In the Office Action, the Examiner rejected claims 1-4, 19-21 under 35 U.S.C. §102(b) as
being anticipated by US 2006/0107320 (Bhatt). The Examiner rejected claims 5 and 20 under
35 U.S.C. §103(a) as being unpatentable over Bhatt in view of US 7,103,782 (Tugenberg). The
Examiner rejected claim 6 under 35 U.S.C. §103(a) as being unpatentable over Bhatt in view of
Tugenberg, as applied to claim 5, and further in view of US 6,892,297 (Aguilar). Claims 7-12
are rejected under 35 U.S.C. §103(a) as being unpatentable over Bhatt in view of Tugenberg and
Aguilar. Applicants respectfully traverse the Examiner’s rejections.

Analysis and Argument

Claim 1

Applicants respectfully disagree with the Examiner’s reading of Bhatt and submit that
Bhatt fails to teach at least one of the features of pending claim 1. More specifically, relative to
pending claim 1, Applicants respectfully submit that Bhatt fails to disclose, at least, the claimed

feature of determining a current signature of at least a signed portion of boot data, where the

signed portion of boot data contains a stored signature of the portion of boot data, where the

stored signature is created by applying the encryption key (hereinafter referred to as the “Created
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Signature” limitation). As discussed more fully below, Applicants believe that all pending
claims are in condition for allowance.

In the Office Action, the Examiner argued that Bhatt teaches the Created Signature
limitation because Bhatt allegedly describes computing a signature of boot code 180 using a
hashing or similar algorithm. See Office Action, pp. 2-3. That is, the Examiner argued that the

secret key used by the hashing or similar algorithm in Bhatt corresponds to the encryption key,

as recited in claim 1. Applicants respectfully disagree with the Examiner’s reasoning and
analysis. Bhatt teaches that a signature of the boot code 180 can be computed using a hashing or
similar algorithm, and that such an algorithm may be stored internally to the processor. See
Bhatt, 4[0025]. Bhatt, however, is silent with respect to the secret key (i.e., the claimed

encryption key, according to the Examiner) being stored internally to the processor. Bhatt

neither teaches nor suggests that the secret key is stored internally to the processor—Bhatt
teaches that the hashing or similar algorithm may be stored internally, and that the algorithm uses
a secret key, but Bhatt is silent regarding the secret key being stored internally to the processor.
See Bhatt, 9[0025]. In other words, Bhatt describes using a secret key, but not internally storing
the secret key. To the extent the Examiner relies upon inherency to show such a feature,
Applicants respectfully submit that such a position is untenable at least because internally

storing the secret key does not necessarily flow from the disclosure in Bhatt. See Legal

Standards section of Applicants January 17, 2012 response. As such, Bhatt does not teach at
least the Created Signature claim feature described above; thus Bhatt does not anticipate claim 1.

For at least the aforementioned reasons, claim 1 and its dependent claims are allowable.
These arguments may be similarly applied to independent claims 19 and 21, thus for similar

reasons, the remaining rejected claims are also allowable.
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Claim 2

Applicants respectfully disagree with the Examiner’s reading of Bhatt and submit that
Bhatt fails to teach at least one of the features of pending claim 2. More specifically, relative to
pending claim 2, Applicants respectfully submit that Bhatt fails to disclose, at least, the claimed

feature of an internal random access memory. In the Office Action, the Examiner argued that

Bhatt allegedly teaches this claimed feature because Bhatt describes executing instructions and
that “it is well known in the art that booting involves loading data from non-volatile memory into
RAM.” See Office Action, p.3. Applicants, however, respectfully submit that regardless of
whether booting involves loading data from non-volatile memory into RAM, Bhatt is completely

silent with respect to the claimed feature of an imfernal random access memory. In fact,

Bhatt explicitly discloses, in the paragraph cited by the Examiner (§[0028]), executing boot code
180 in external memory 160. Further, Bhatt only describes internal memory 130 as being non-
volitile, read-only memory (ROM), not RAM as recited in claim 2. See Bhatt, §[0013]. Clearly
the Examiner’s position (i.e., that “it is well known in the art that booting involves loading data
from non-volatile memory into RAM”) is in direct contrast to the claim 2 feature of an internal

random access memory. As such, Bhatt does not teach this feature, and therefore, Bhatt does

not anticipate claim 2.

As to any remaining anticipation and/or obviousness rejections in the Office Action, none
of the additional arguments or prior art identified by the Examiner cures the fundamental
deficiencies in Bhatt, as noted above. Accordingly, Applicants respectfully request that all of
the rejections set forth in the Office Action should be withdrawn for claims 1, 19 and 21 (and

their respective dependent claims).
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Conclusion

Applicants respectfully assert that in light of the amendments and arguments provided
throughout the prosecution of the present application, all claims of the present application are
now allowable and, therefore, request that a Notice of Allowance be issued. Reconsideration of
the present application is respectfully requested.

If for any reason the Examiner finds the application other than in condition for allowance,
the Examiner is respectfully requested to call the undersigned attorney at the Houston, Texas
telephone number (713) 934-4093 to discuss the steps necessary for placing the application in
condition for allowance.

Respectfully submitted,

WILLIAMS, MORGAN & AMERSON, P.C.
CUSTOMER NO. 10742

Date: June 22, 2012 By: _ /Nathan E. Black/
Nathan E. Black Reg. No. 66,191
10333 Richmond, Suite 1100
Houston, Texas 77042
(713) 934-4093
(713) 934-7011 (facsimile)
ATTORNEY FOR APPLICANT(S)
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From the INTERNATIONAL SEARCHING AUTHORITY PCT
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Attn. Drake, Paul S. THE WRITTEN OPINION OF THE INTERNATIONAL
7171 Southwest Parkway Mail Stop B100. 3.341 SEARCHING AUTHORITY, OR THE DECLARATION

Austin TX 78735
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(PCT Rule 44.1)

Date of mailing
(day/month/year) 03 / 08/2009
Applicant’s or agent’s file reference
DE0904-PCT FOR FURTHER ACTION See paragraphs 1 and 4 below
International application No. International filing date
PCT/US2009/001289 (day/month/year) 27/02/2009
Applicant

ADVANCED MICRO DEVICES, INC.

1.

2.

3.

4.

IE The applicant is hereby notified that the international search report and the written opinion of the International Searching
Authority have been established and are transmitted herewith.

Filing of amendments and statement under Article 19:
The applicant is entitled, if he so wishes, to amend the claims of the International Application (see Rule 46):

When? The time limit for filing such amendments is normally two months from the date of transmittal of the
International Search Report.

Where? Directly to the International Bureau of WIPQO, 34 chemin des Colombettes
1211 Geneva 20, Switzerland, Fascimile No.: {(41-22) 338.82.70

For more detailed instructions, see the notes on the accompanying sheet.

D The applicant is hereby notified that no -international search report will be established and that the declaration under
Article 17(2)(a) to that effect and the written opinion of the International Searching Authority are transmitted herewith.

D With regard to the protest against payment of (an) additional fee(s) under Rule 40.2, the applicant is notified that:

the protest together with the decision thereon has been transmitted to the International Bureau together with the
applicant's request to forward the texts of both the protest and the decision thereon to the designated Offices.

no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made.

Reminders

Shortly after the expiration of 18 months from the priority date, the international application will be published by the
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the international
application, or of the priority claim, must reach the International Bureau as provided in Rules 90bis.1 and 90bis.3, respectively,
before the completion of the technical preparations for international publication.

The applicant may submit comments on an informal basis on the written opinion of the International Searching Authority to the
International Bureau. The International Bureau will send a copy of such comments to all designated Offices unless an
international preliminary examination report has been or is to be established. These comments would also be made available to
the public but not before the expiration of 30 months from the priority date.

Wwithin 19 months from the priority date, but only in respect of some designated Offices, a demand for international preliminary
examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 months from the priority
date (in some Offices even later); otherwise, the applicant must, within 20 months from the priority date, perform the prescribed
acts for entry into the national phase before those designated Offices.

In respect of other designated Officeé, the time limit of 30 months (or later) will apply even if no demand is filed within 19
months.

See the Annex to Form PCT/IB/301 and, for details about the applicable time limits, Office by Office, see the PCT Applicant’s
Guide, Volume |l, National Chapters and the WIPO Internet site.

Name and mailing address of the International Searching Authority Authorized officer

Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,

European Patent Office, P.B. 5818 Patentlaan 2
» NL-2280 HV Rijswijk Eva Hehn
= Fax: (+31-70) 340-3016

Form PCT/ISA/220 (October 2005)

(See noteRag:@)raﬁlﬁir@Ehgﬁ‘



NOTES TO FORM PCT/ISA/220

These Notes are intended to give the basic instructions concerning the filing of amendments under article 19. The
Notes are based on the requirements of the Patent Cooperation Treaty, the Regulations and the Administrative Instructions
under that Treaty. In case of discrepancy between these Notes and those requirements, the latter are applicable. For more
detailed information, see also the PCT Applicant’s Guide, a publication of WIPO.

In these Notes, "Article", "Rule”, and "Section® refer to the provisions of the PCT, the PCT Regulations and the PCT
Administrative Instructions, respectively.

INSTRUCTIONS CONCERNING AMENDMENTS UNDER ARTICLE 19

The applicant has, after having received the international search report and the written opinion of the International
Searching Authority, one opportunity to amend the claims of the international application. It should however be emphasized
that, since all parts of the international application (claims,description and drawings) may be amended during the
international preliminary examination procedure, there is usually no need to file amendments of the claims under Article 19
except where, e.g. the applicant wants the latter to be published for the purposes of provisional protection or has another
reason for amending the claims before international publication. Furthermore, it should be emphasized that provisional
protection is available in some States only (see PCT Applicant's Guide, Volume I/A, Annexes B1 and B2).

The attention of the applicant is drawn to the fact that amendments to the claims under Article 19 are not allowed where
the Internaticnal Searching Authority has declared, under-Article 17(2), that no international search report would be
established (see PCT Applicant’s Guide, Volume I/A, paragraph 296).

What parts of the international application may be amended?

Under Article 19, only the claims may be amended.

During the international phase, the claims may also be amended (or further amended) under Article 34 before the
International Preliminary Examining Authority. The description and drawings may only be amended under

Article 34 before the International Examining Authority.

Upon entry into the national phase, all parts of the international application may be amended under Article 28 or,
where applicable, Article 41.

When? Within 2 months from the date of transmittal of the international search report or 16 months from the priority date,
whichever time limit expires later. It should be noted, however, that the amendments will be considered as having
been received on time if they are received by the International Bureau after the expiration of the applicable time
limit but before the completion of the technical preparations for international publication (Rule 46.1).

Where not to file the amendments?

The amendments may only be filed with the International Bureau and not with the receiving Office or the
International Searching Authority (Rule 46.2).

Where a demand for international preliminary examination has been/is filed, see below.

How? Either by cancelling one or more entire claims, by adding one or more new claims or by amending the text of one
or more of the claims as filed.

A replacement sheet must be submitted for each sheet of the claims which, on account of an amendment or
amendments, differs from the sheet originally filed.

All the claims appearing on a replacement sheet must be numbered in Arabic numerals. Where a claim is
cancelled, no renumbering of the other claims is required. In all cases where claims are renumbered, they must be
renumbered consecutively (Section 205(b)).

The amendments must be made in the language in which the international application is to be published.

What documents must/may accompany the amendments?
Letter (Section 205(b)):
The amendments must be submitted with a letter.

The letter will not be published with the international application and the amended claims. It should not be
confused with the "Statement under Article 19(1)" (see below, under "Statement under Article 19(1)").

The letter must be in English or French, at the choice of the applicant. However, if the language of the
“international application is English, the letter must be in English; if the language of the international application
is French, the letter must be in French.
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NOTES TO FORM PCT/ISA/220 (continued)

The letter must indicate the differences between the claims as filed and the claims as amended. it must, in
particular, indicate, in connection with each.claim appearing in the international application (it being understood
that identical indications concerning several claims may be grouped),whether

(Iy the claim is unchanged;

(i) the claim is cancelled;

(i)  the claim is new;

(iv) the claim replaces one or more claims as filed;

(v) the claim is the resuit of the division of a ciaim as filed.

The following examples iliustrate the manner in which amendments must be explained in the
accompanying letter:

1. [Where originally there were 48 claims and after.amendment of some claims there are 51]:
*Claims 1 to 29, 31, 32, 34, 35, 37 to 48 replaced by amended claims bearing the same numbers;
claims 30, 33 and 36 unchanged; new claims 49 to 51 added."

2. [Where originally there were 15 claims and after amendment of all claims there are 11]:
“‘Claims 1 to 15 replaced by amended claims 1 to 11.”

3. [Where originally there were 14 claims and the amendments consist in cancelling some claims and in adding
new claims]: .
"Claims 1 to 6 and 14 unchanged; claims 7 to 13 cancelled; new claims 15, 16 and 17 added." or
*Claims 7 to 13 cancelled; new claims 15, 16 and 17 added; al other claims unchanged."

4. [Where various kinds of amendments are made]:
"Claims 1-10 unchanged; claims 11 to 13, 18 and 19 cancelled; claims 14, 15 and 16 replaced by amended
claim 14; ctaim 17 subdivided into amended claims 15, 16 and 17; new claims 20 and 21 added."

“"Statement under article 18(1)” (Rule 46.4)

The amendments may be accompanied by a statement explaining the amendments and indicating any impact
that such amendments might have on the description and the drawings (which cannot be amended under Article 19(1)).

The statement wilt be published with the internationat application and the amended claims.
It must be in the language in which the international application is to be published.
It must be brief, not exceeding 500 words if in English or if translated into English.

It should not be confused with and does not replace the tetter indicating the differences between the claims as filed
and as amended. it must be filed on a separate sheet and must be identified as such by a heading, preferably by
using the words "Statement under Article 19(1)."

it may not contain any disparaging comments on the international search report or the relevance of citations
contained in that report. Reference to citations, relevant to a given claim, contained in the international search
report may be made ontly in connection with an amendment of that claim.

Consequence if a demand for international preliminary examination has already been filed

If, at the time of filing any amendments and any accompanying statement, under Article 19, a demand for
international preliminary examination has already been submitted, the applicant must preferably, at the time of
fiting the amendments (and any statement ) with the internationai Bureau, also file with the international
Pretiminary Examining Authority a copy of such amendments (and of any statement) and, where required, a
translation of such amendments for the procedure before that Authority (see Rules 55.3(a) and 62.2, first
sentence). For further information, see the Notes to the demand form (PCT/IPEA/401).

if a demand for international preliminary examination is made, the written opinion of the Internationat Searching
Authority will, except in certain cases where the international Preliminary Examining Authority did not act as
international Searching Authority and where it has notified the International Bureau under Rule 66.1bis(b), be
considered to be a written opinion of the International Preliminary Examining Authority. i a demand is made, the
applicant may submit to the international Preliminary Examining Authority a reply to the written opinion together,
where appropriate, with amendments before the expiration of 3 months from the date of mailing of Form
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later (Rule 43bis.1(c)).

Consequence with regard to translation of the international application for entry into the national phase

The applicant’s attention is drawn to the fact that, upon entry into the national phase, a translation of the claims as
amended under Article 19 may have to be furnished to the designated/elected Offices, instead of, or in addition to,
the translation of the claims as filed.

For further details on the requirements of each designated/elected Office, see the PCT Applicant's Guide,
Volume I
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SECTION V
1.  Reference is made to the following documents:

D1: EP-A-1659 472 (RES IN MOTION LTD [CA]) 24 May 2006 (2006-05-24)

D2: US 2001/007131 A1 (GALASSO LEONARD J [US] ET AL) 5 July 2001
(2001-07-05)

D3: US 2005/076226 A1 (BOIVIE RICHARD H [US] ET AL) 7 April 2005 (2005-
04-07)

2.  The present application does not meet the criteria of Article 33(1) PCT, because
the subject-matter of claims 11 - 12 does not invoive an inventive step in the -
sense of Article 33(3) PCT.

@@ Cl. 11 %

Document D1 (par. 26 - 28 and fig. 2) discloses a CPU (processor 18)

comprising .

- a substrate (technically implicit from the circuit elements being part of a
processor) having formed thereon circuit elements defining a CPU core
(MCU/DSP), a volatile RAM (internal SRAM), a non volatile memory
(ROM 19) and a bus system for connecting said CPU core, said volatile
RAM and said non-volatile memory; and

- pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions (par. 27: authentication code)
executable by said CPU core and-data-vattesforinitializing-said-votatie
RAM and verifying at least a portion of a boot routine (par. 17 and 27:
OS software from memory 116).

The subject-matter of cl. 11 differs therefrom in that
(i)  the pre-boot information comprises data values for initializing said

volatile RAM.

The subject-matter of claim 11 is therefore new (Article 33(2) PCT) with

Form PCT/ISA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005)
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respect to the disclosure of D1.
Feature (i) solves the problem of initializing the CPU for further operation.

Initialization of CPU elements prior after reset normally is required to ensure
proper operation of CPUs. Provision of feature (ii) does not go beyond such
initialization.

(b) Cl. 12

In the CPU known from D1, said pre-boot information includes one or more

ceeryption keys (par. 27) configured to enable deciphering verifying of a

signature of said at least a portion of said boot routine.

The subject-matter of cl. 12 further differs therefrom in that
(i) the keys are decryption keys for deciphering a signature.

The problem to be solved by the present invention may therefore be
regarded as providing for authentication using encrypted signatures.

Authentication using encrypted signatures merely is one known
authentication method (see e.g. document D2) of several known alternatives
the skilled person may chose from within his normal skills.

3. Document D1 is regarded as being the closest prior art to the subject-matter of
claim 1 and discloses a method for starting a computer system (device 10), the
method comprising:

- accessing a first set of data stored in non-volatile memory (ROM 19) of a
CPU (processor 18), said first set of data including first instructions (par. 27:

authentication code) eatsing-acore—cirett-(MSHBSPof-said-CPU+te
inttiatize-an-internal-volatite-memory-of said-CHPY;

- teading reading (par. 28) an image of a second set of data (par. 17: OS) from
a non-volatile memory (par. 17 and 28: external flash memory 116) inte-said

- inttiatized-nternatvetatie-memory, said second set of data comprising a

signature for verifying integrity of said second set of data (fig. 2: "signed
code"), said second set of data further comprising second instructions

Form PCT/ISA/237 (Separate Sheet) (Sheet 2) (EPO-April 2005)
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causing said CPU to initialize a system memory of said computer system
(technically implicit from the software in memory 116 being an 098);

- verifying said integrity of said second set of data by using said signature and
a deeryption key included in said first set of data (par. 27); and

- initializing said system memory using said second instructions when
verification of said second set of data is unsuccessful (par. 27, 3): execute
OS stored in external memory 116).

The subject-matter of cl. 1 differs therefrom in that

()  the first set of data includes first instructions causing a core circuit of said
CPU to initialize an internal volatile memory of said CPU;

(i) animage of the second set of data is loaded into non-volatile memory of the
CPU for verification and initializing the system memory.

. The subject-matter of claim 1 is therefore new (Article 33(2) PCT).

- Provision of feature (i) does not imply an inventive step for the reasons of
lack of an inventive step given against cl. 10.

- In D1, the OS (second set of data comprising the second instructions) is read
and verified and executed from external memory 116. This allows for
tampering with the data and instructions when they are read again for
execution even though they have been verified.

The problem to be solved by feature (ii) the present invention may therefore
be regarded as ensuring that the second instructions, once verified, cannot
be tampered with for execution.

This problem is solved by features (i), i.e. by verifying and executing the
second instructions from the internal memory, execution of the verified
second instructions is ensured.

The solution (ii) proposed in claim 1 of the present application is considered
as involving an inventive step (Article 33(3) PCT) because it is not obviously
derivable from the available prior art.

Form PCT/ISA/237 (Separate Sheet) (Sheet 3) (EPO-April 2005)
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Though document D3 (par. 21, 22 and 43) mentions use of a physically
protected memory for loading, verifying and executing signed code, it is not
obvious from document D3 to include such protected memory into the CPU
itself.

Cl. 2 - 10 are dependent on claim 1 and as such also meet the requirements of
the PCT with respect to novelty and inventive step.

4.  The claimed subject-matter is industrially applicable.

SECTION VIl

1. The vague and imprecise statement in the description on p. 6, I. 20 implies that
the subject-matter for which protection is sought may be different to that defined
by the claims, thereby resulting in lack of clarity (Article 6 PCT) when used to
interpret them.

2.  Contrary to the requirements of Rule 5.1(a)(ii) PCT, the relevant background art
disclosed in the document D1 is not mentioned in the description, nor is this
document identified therein.
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(54) Method and Device for Authenticating Software

(57) Amethod and device forauthenticating software
stored in non-volatile memory in a data processing de-
vice. The processor comprises an internal immutable
memory, preferably a read only memory (ROM), and dur-
ing the boot up procedure the software in external mem-
ory is authenticated using code that Is stored in the in-
ternal ROM. The on-chip ROM is physically integrated
with the processor itself, so the code stored in ROM can
neitherbe tampered with norreplaced, and can therefore
be assumed at all times to be authentic. Thus, in the
method and device of the invention known good code is
used to authenticate the untrusted code in external mem-
ory, so the integrity of the system is significantly im-

proved. Ye
Execute
Authenticated
code from off-
sl chip memory,
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N
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internal memory being immutable once programmed and
comprising authentication code and a public key for au-
thenticating program software in at least one external
memory, whereby when the processor receives a reset
signal the processor executes the authentication code to
authenticate at least a portion of the software in the ex-
ternal memory, and if the software is authenticated suc-
cessfully the processor reads and executes code stored
in external memory, or if the software is not authenticated
successfully afurtherresetsignalissenttothe processor.

Brief Description of the Drawings

[0012] In drawings which illustrate by way of example
only a preferred embodiment of the invention,

Figure 1 is a block diagram of a system overview of
a conventional hand-held data processing device.
Figure 2 is a block diagram of a processor chip in
the data processing device of Figure 1.

Figure 3 is a flow chart showing the boot procedure
in the data processing device of Figure 1.

Detailed Description of the Invention

[0013] The invention will be described in detail below,
by way of example only, in the context of a hand-held
data processing device having wireless communications
capabilities and a battery, as illustrated in Figure 1, in
which a memory controller interface caches sectors out
of non-volatile memory into volatile memory for process-
ing, and writes modified data from volatile memory into
non-volatile memory for more permanent storage. How-
ever, althoughthe invention is particularly advantageous
in the hand-held data processing device 10 of Figure 1,
it will be appreciated that the principles of the system
apply to other data processing devices and the system
is not intended to be limited thereby.

[0014] The hand-held data processing devices 10 in-
clude a housing, a keyboard 14 and an output device 16.
The output device shown is a display 16, which is pref-
erably a full graphic LCD. Other types of output devices
may alternatively be utilized. A processor 18, which is
shown schematically in Figure 1, is contained within the
housing and is coupled between the keyboard 14 and
the display 16. The processor 18 controls the operation
of the display 16, as well as the overall operation of the
data processing device 10, in response to actuation of
keys on the keyboard 14 by the user.

[0015] The housing may be elongated vertically, or
may take on other sizes and shapes (including clamshell
housing structures). The keyboard may include a mode
selection key, or other hardware or software for switching
betweentextentry andtelephonyentry. The housing con-
tainsthe primary power supply, inthe embodiment shown
abattery 170 , a secondary power supply 180 (illustrated
in Figure 2), which may be a small rechargeable battery
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or capacitor capable of sustaining power to the processor
18, NAND flash 116 and SDRAM 118 for the duration of
an AutoSave interval and a Power Manager 180.
[0016] In addition to the processor 18, other parts of
the data processing device 10 are shown schematically
in Fig. 1. These Include a communications subsystem
100; a short-range communications subsystem 102; the
keyboard 14 and the display 16, along with other input/
outputdevices 106, 108, 110and 112; as well as memory
devices 116, 118 and various other device subsystems
120. The data processing device 10 is preferably a two-
way RF communication device having voice and data
communication capabilities. In addition, the data
processing device 10 preferably has the capability to
communicate with other computer systems via the Inter-
net.

[0017] Operating system software executed by the
processor 18 is preferably stored in a persistent store,
such as a flash memory 116, but may be stored in other
types of memory devices, such as a read only memory
(ROM) or similar storage element. In addition, system
software, specific device applications, or parts thereof,
may be temporarily loaded into a volatile store, such as
a random access memory (RAM including also DRAM
and SDRAM) 118. Communication signals received by
the data processing device 10 may also be stored to the
RAM 118.

[0018] The processor 18, in addition to its operating
system functions, enables execution of software appli-
cations 130A-130N on the device 10. A predetermined
set of applications that control basic device operations, -
such as dataand voice communications 130A and 130B,
may be Installed on the device 10 during manufacture.
In addition, a personal information manager (PIM) appli-
cation may be installed during manufacture. The PIM is
preferably capable of organizing and managing data
items, such as e-mail, calendar events, voice mails, ap-
pointments, and task items. The PIM application is also
preferably capable of sending and receiving data items
via a wireless network 140. Preferably, the PIM data
items are seamlessly integrated, synchronized and up-
dated viathe wireless network 140 with the device user’s
corresponding data items stored or associated with a
host computer system.

[0019] Communication functions, including data and
voice communications, are petformed through the com-
munication subsystem 100, and possibly through the
short-range communications subsystem. The communi-
cation subsystem 100 includes a receiver 150, a trans-
mitter 152, and one or more antennas 154 and 156. In
addition, the communication subsystem 100 also in-
cludes a processing module, such as a digital signal proc-
essor (DSP} 158, and local oscillators (LOsj 160. The
specific design and implementation of the communica-
tion subsystem 100 is dependent upon the communica-
tion network in which the data processing device 10 is
intended to operate. For example, a data processing de-
vice 10 may include a communication subsystem 100
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device 10.

4) If the processor 18 determines that the program
software in the external memory 116 has not been
authenticated successfully, the boot program caus-
es another reset signal to be sent the processor 18.
The boot routine thus repeats and again tries to au-
thenticate the program software inthe external mem-
ory 116. If the unsuccessful authentication attempt
was merely due to an execution error, the program
software will likely be authenticated on a subsequent
execution of the authentication code. However, ifthe
unsuccessful authentication attempt occurred be-
cause the external memory 116 had been tampered
with, an endless resetting loop will result, thereby
preventing malicious code from being executed by
the processor 18.

[0028] The method and device of the invention thus
ensures that the boot code performing the authentication
process is guaranteed to be authentic. As an alternative,
itis possible to stack the non-volatile memory 116 in the
same package as the processor 18, on the assumption
that there is no way for an attacker to modify the boot
code stored in on-chip flash. However, authenticatingthe
device’s code using internal ROM 19 is more secure,
since it is impossible to change the code stored in ROM
without re-fabricating the silicon die itself. Accordingly,
in the method and device of the invention trusted code
is always used to authenticate the untrustworthy code in
external memory, so the integrity of the system is signif-
icantly improved. i

[0029] When authenticating the code in external mem-
ory such as flash memory 116, it is important to ensure
the code is signed correctly. Several algorithms can be
used to accomplish this. By way of example only, RSA
is a good candidate since it runs quickly and has a small
memory footprint. However, other authentication algo-
rithms are available for this and the invention is not in-
tended to be limited to any particular authentication
means. ’

[0030] Although internal ROM 19 is preferred, other
internal memory technologies that are immutable when
in operation (i.e. once programmed), such as one time
programmable flash could be used to hold the bootROM
and public key(s). However, whatever type of memory is
used, the internal bootROM code and public key(s)
should be immutable once the device hasbeen deployed
so that they cannot be changed. Regular flash can be
used if protected by hardware that secures a regular pro-
grammable flash memory to render it immutable once it
has been written to, and a programmable flash memory
so equipped would be immutable for purposes of the in-
vention and thus suitable for use in the invention.
[0031] Various embodiments of the present invention
having been thus described in detail by way of example,
it will be apparenttothose skilled in the artthat variations
and modifications may be made without departing from
the invention. The invention includes all such variations
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and modifications asfall within the scope of the appended
claims.

Claims

1. A method of authenticating software in a data
processing device comprising a data processorcom-
ptising at least one internal memory, the internal
memory being immutable once programmed, and at
least one external memory containing program soft-
ware, comprising the steps of:

issuing a reset signal to the processor;

reading authentication code from the internal
memory;

executing the authentication code to authenti-
cate at least a portion of the software in the ex-
ternal memory using a public key stored in the
internal memory; and

(i) if the software is authenticated success-
fully, reading and executing code stored in
external memory; or '

(if) if the software is not authenticated suc-
cessfully, sending a reset signal tothe proc-
essor.

2. The method of claim 1 wherein the internal memory
comprises a read only memory.

3. A data processing device, comprising

at least one external memory containing program
software, and

a data processor comprising at least one internal
memory, the internal memory being immutable once
programmed and comprising authentication code
means and a public key for authenticating the pro-
gram software in the at least one external memory,
whereby when the processor receives a reset signal
the processor executes the authentication code to
authenticate at least a portion of the software in the
externalmemeory, andif the software is authenticated
successfully the processor reads and executes code
means stored in external memory, or if the software
is not authenticated successfully a further reset sig-
nal is sent to the processor.

4. The device of claim 3 wherein the internal memory
comprises a read only memory.

5. A data processor for the device of claim 3, wherein

the internal memory comprises a one time program-
mable flash memory.

6. A computer readable medium comprising code

means executable by the data processor of the de-
vice of claims 3 or 4 for implementing the method of
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Description

[0001] This invention relates to security in data
processing systems. In particular, this invention relates
to a method and device for the authentication of software
stored in non-volatile memory.

[0002] The use of portable data processing systems
has increased significantly in recent years. In addition to
so called "laptop" and "tablet" computers, there is a grow-
ing popularity in handheld data processing devices, often
called a "personal digital assistant" or "PDA." All of these
devices are capable of storing a significant amount of
user data, including calendar, address book, tasks and
numerous other types of data for business and personal
use. Most handheld data processing devices have the
ability to connect to a personal computer for data ex-
change, and many are equipped for wireless communi-
cations using, for example, conventional email messag-
ing systems.

[0003] Depending upon the user’s needs much of this
data can be highly sensitive in nature, especially for ex-
ample in a government, military or commercial context.
Accordingly, protection of the data in such a device is an
important consideration. The integrity of a secure system
relies entirely on the authenticity of its program code. It
is possible to attack these types of systems by replacing
the device’'s program code with malicious code. Thus, in
any system that values security, when the embedded
system boots up and the processor begins executing
boot code, the boot code will immediately authenticate
the software before executing any program code.
[0004] The fundamental deficiency in this method of
software authentication is that the initial boot code is usu-
ally stored in off chip non-volatile memory and therefore
cannot itself be trusted, because it is possible for an at-
tacker to replace the non-volatile memory chip with an-
other compatible chip containing malicious code.
[0005] It would accordingly be advantageous to pro-
vide a method of authenticating software in which the
boot code that performs the authentication process can
be guaranteed to be authentic. The authentication proc-
ess itself can then be trusted, and the program code can
be determined with certainty not to have been tampered
with.

Summary of the Invention

[0006] The present invention accordingly provides a
method and apparatus for authenticating software stored
in external non-volatile memory using a hardware mech-
anism before the software is allowed to run on the proc-
essor.

[0007] According to the method and apparatus of the
invention, in the preferred embodiment of the invention,
during the boot up procedure the code in external mem-
ory is authenticated using code that is stored in on-chip
(internal) immutable memory, preferably a read only
memory (ROM). The internal memory is physically inte-

10

15

20

25

30

35

40

45

50

55

grated into the processor itself, so the code stored in the
internal memory can neither be tampered with nor re-
placed, and can therefore be assumed at all times to be
authentic. The public key needed for the authentication
process is also stored in the internal memory.

[0008] In the preferred embodiment of the invention
the boot procedure is as follows:

1) Following a reset signal (e.g. when the device is
activated), rather than fetching instructions from an
untrustworthy source such as an external NOR or
NAND flash memory chip, the processor executes
code read directly from the internal memory.

2) The code in the internal memory first runs a pro-
gram that authenticates all or a portion of the external
memory.

3) Ifthe code is authenticated successfully using the
public key stored in the internal memory, the authen-
tication program jumps to code stored in external
memory.

4) If the code authentication is unsuccessful, the pro-
gramresets the processor. Where the external mem-
ory has been tampered with, this results in an end-
less resetting loop, thereby preventing malicious
code from being executed.

[0009] The present invention thus provides a method
of authenticating software in a data processing device
comprising a data processor comprising at least one in-
ternal memory, the internal memory being immutable
once programmed, and at least one external memory
containing program software, comprising the steps of: a.
issuing a reset signal to the processor; b. reading au-
thentication code from the internal memory; c. executing
the authentication code to authenticate at least a portion
of the software in the external memory using a public key
stored in the internal memory; and d. (i) if the software
is authenticated successfully, reading and executing
code stored in external memory; or (ii) if the software is
not authenticated successfully, sending a reset signal to
the processor.

[0010] The present invention further provides data
processing device, comprising at least one external
memory containing program software, and a data proc-
essor comprising at least one internal memory, the inter-
nal memory being immutable once programmed and
comprising authentication code and a public key for au-
thenticating the program software in the at least one ex-
ternal memory, whereby when the processor receives a
reset signal the processor executes the authentication
code to authenticate at least a portion of the software in
the external memory, and if the software is authenticated
successfully the processor reads and executes code
stored in external memory, or if the software is not au-
thenticated successfully a further reset signal is sent to
the processor.

[0011] The present invention further provides a data
processor comprising at least one internal memory, the
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internal memory being immutable once programmed and
comprising authentication code and a public key for au-
thenticating program software in at least one external
memory, whereby when the processor receives a reset
signal the processor executes the authentication code to
authenticate at least a portion of the software in the ex-
ternal memory, and if the software is authenticated suc-
cessfully the processor reads and executes code stored
in external memory, or if the software is not authenticated
successfully afurtherreset signalis sent to the processor.

Brief Description of the Drawings

[0012] In drawings which illustrate by way of example
only a preferred embodiment of the invention,

Figure 1 is a block diagram of a system overview of
a conventional hand-held data processing device.
Figure 2 is a block diagram of a processor chip in
the data processing device of Figure 1.

Figure 3 is a flow chart showing the boot procedure
in the data processing device of Figure 1.

Detailed Description of the Invention

[0013] The invention will be described in detail below,
by way of example only, in the context of a hand-held
data processing device having wireless communications
capabilities and a battery, as illustrated in Figure 1, in
which a memory controller interface caches sectors out
of non-volatile memory into volatile memory for process-
ing, and writes modified data from volatile memory into
non-volatile memory for more permanent storage. How-
ever, although the invention is particularly advantageous
in the hand-held data processing device 10 of Figure 1,
it will be appreciated that the principles of the system
apply to other data processing devices and the system
is not intended to be limited thereby.

[0014] The hand-held data processing devices 10 in-
clude a housing, a keyboard 14 and an output device 16.
The output device shown is a display 16, which is pref-
erably a full graphic LCD. Other types of output devices
may alternatively be utilized. A processor 18, which is
shown schematically in Figure 1, is contained within the
housing and is coupled between the keyboard 14 and
the display 16. The processor 18 controls the operation
of the display 16, as well as the overall operation of the
data processing device 10, in response to actuation of
keys on the keyboard 14 by the user.

[0015] The housing may be elongated vertically, or
may take on other sizes and shapes (including clamshell
housing structures). The keyboard may include a mode
selection key, or other hardware or software for switching
between textentry and telephony entry. The housing con-
tains the primary power supply, in the embodiment shown
abattery 170 , a secondary power supply 180 (illustrated
in Figure 2), which may be a small rechargeable battery

10

15

20

25

30

35

40

45

50

55

or capacitor capable of sustaining power to the processor
18, NAND flash 116 and SDRAM 118 for the duration of
an AutoSave interval and a Power Manager 190.
[0016] In addition to the processor 18, other parts of
the data processing device 10 are shown schematically
in Fig. 1. These include a communications subsystem
100; a short-range communications subsystem 102; the
keyboard 14 and the display 16, along with other input/
output devices 106, 108, 110 and 112; as well as memory
devices 116, 118 and various other device subsystems
120. The data processing device 10 is preferably a two-
way RF communication device having voice and data
communication capabilities. In addition, the data
processing device 10 preferably has the capability to
communicate with other computer systems via the Inter-
net.

[0017] Operating system software executed by the
processor 18 is preferably stored in a persistent store,
such as a flash memory 116, but may be stored in other
types of memory devices, such as a read only memory
(ROM) or similar storage element. In addition, system
software, specific device applications, or parts thereof,
may be temporarily loaded into a volatile store, such as
a random access memory (RAM including also DRAM
and SDRAM) 118. Communication signals received by
the data processing device 10 may also be stored to the
RAM 118.

[0018] The processor 18, in addition to its operating
system functions, enables execution of software appli-
cations 130A-130N on the device 10. A predetermined
set of applications that control basic device operations,
such as data and voice communications 130A and 130B,
may be installed on the device 10 during manufacture.
In addition, a personal information manager (PIM) appli-
cation may be installed during manufacture. The PIM is
preferably capable of organizing and managing data
items, such as e-mail, calendar events, voice mails, ap-
pointments, and task items. The PIM application is also
preferably capable of sending and receiving data items
via a wireless network 140. Preferably, the PIM data
items are seamlessly integrated, synchronized and up-
dated via the wireless network 140 with the device user’s
corresponding data items stored or associated with a
host computer system.

[0019] Communication functions, including data and
voice communications, are performed through the com-
munication subsystem 100, and possibly through the
short-range communications subsystem. The communi-
cation subsystem 100 includes a receiver 150, a trans-
mitter 152, and one or more antennas 154 and 156. In
addition, the communication subsystem 100 also in-
cludes a processing module, such as a digital signal proc-
essor (DSP) 158, and local oscillators (LOs) 160. The
specific design and implementation of the communica-
tion subsystem 100 is dependent upon the communica-
tion network in which the data processing device 10 is
intended to operate. For example, a data processing de-
vice 10 may include a communication subsystem 100
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designed to operate with the Mobitex™, Data TAC™ or
General Packet Radio Service (GPRS) mobile data com-
munication networks and also designed to operate with
any of a variety of voice communication networks, such
as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types
ofdata and voice networks, both separate and integrated,
may also be utilized with the data processing device 10.
[0020] Network access requirements vary depending
upon the type of communication system. For example,
in the Mobitex and DataTAC networks, mobile devices
are registered on the network using a unique personal
identification number or PIN associated with each device.
In GPRS networks, however, network access is associ-
ated with a subscriber or user of a device. AGPRS device
therefore requires a subscriber identity module, com-
monly referred to as a SIM card, in order to operate on
a GPRS network.

[0021] When required network registration or activa-
tion procedures have been completed, the data process-
ing device 10 may send and receive communication sig-
nals over the communication network 140. Signals re-
ceived from the communication network 140 by the an-
tenna 154 are routed to the receiver 150, which provides
for signal amplification, frequency down conversion, fil-
tering, channel selection, etc., and may also provide an-
alog to digital conversion. Analog-to-digital conversion
of the received signal allows the DSP 158 to perform
more complex communication functions, such as demod-
ulation and decoding. In a similar manner, signals to be
transmitted to the network 140 are processed (e.g. mod-
ulated and encoded) by the DSP 158 and are then pro-
vided to the transmitter 152 for digital to analog conver-
sion, frequency up conversion, filtering, amplification and
transmissicn to the communication network 140 (or net-
works) via the antenna 156.

[0022] In addition to processing communication sig-
nals, the DSP 158 provides for control of the receiver 150
and the transmitter 152. For example, gains applied to
communication signals in the receiver 150 and transmit-
ter 152 may be adaptively controlled through automatic
gain control algorithms implemented in the DSP 158.
[0023] In a data communication mode, a received sig-
nal, such as a text message or web page download, is
processed by the communication subsystem 100 and is
input to the processor 18. The received signal is then
further processed by the processor 18 for an output to
the display 16, or alternatively to some other auxiliary /O
device 106. A device user may also compose data items,
such as e-mail messages, using the keyboard 14 and/or
some other auxiliary I/O device 106, such as a touchpad,
a rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communication network 140 via the
communication subsystem 100.

[0024] In a voice communication mode, overall oper-
ation of the device is substantially similar to the data com-
munication mode, exceptthatreceived signals are output
to a speaker 110, and signals for transmission are gen-
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erated by a microphone 112. Alternative voice or audio
1/0 subsystems, such as a voice message recording sub-
system, may also be implemented on the device 10. In
addition, the display 16 may also be utilized in voice com-
munication mode, for example to display the identity of
a calling party, the duration of a voice call, or other voice
call related information.

[0025] The short-range communications subsystem
enables communication between the data processing
device 10 and other proximate systems or devices, which
need not necessarily be similar devices. For example,
the short-range communications subsystem may include
an infrared device and associated circuits and compo-
nents, or a Bluetooth™ communication module to pro-
vide for communication with similarly-enabled systems
and devices.

[0026] The device 10 embodying the invention, illus-
trated in Figure 2, authenticates software stored in an
external memory such as non-volatile memory 116 (for
example a NOR or NAND flash memory chip) using a
internal authentication program, before any software
from the memory 116 is executed by the processor 18.
The processor comprises an internalimmutable memory,
preferably a read only memory (ROM) 19, which is phys-
ically integrated into the processor 18 when the proces-
sor’s silicon die is fabricated.

[0027] The internal ROM 19 contains the authentica-
tion code, including one or more public keys, required for
authenticating the program software residing in external
memory 116 in known fashion. The authentication proc-
essisinitiated when a reset signalis sent to the processor
18 (for example when the device 10 is activated or re-
started). This initiates the boot up procedure, illustrated
in Figure 3, which in the preferred embodiment of the
invention is as follows:

1) After the processor 18 receives the reset signal,
rather than fetching instructions from an untrusted
source (e.g. off-chip memory such as NOR flash
116), the processor 18 executes code read directly
from its internal ROM 19.

2) The code in the processor’sinternal ROM 19 com-
prises a conventional software authentication pro-
gram that authenticates all or a portion of the external
memory 116 containing the program software for the
device 10, which is executed by the processor 18
before any code from the external memory 116 is
executed. The program software residing in external
memory 116 may be authenticated in any conven-
tional fashion, for example using a digital signature
verification system such as "RSA," or any other suit-
able system, and preferably using a public key stored
in the internal ROM 19.

3) If the processor 18 determines that the program
software in the external memory 116 has been au-
thenticated successfully, the processor 18 begins to
fetch and execute program code stored in the exter-
nal memory 1186 to initiate the basic functions of the
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device 10.

4) If the processor 18 determines that the program
software in the external memory 116 has not been
authenticated successfully, the boot program caus-
es another reset signal to be sent the processor 18.
The boot routine thus repeats and again tries to au-
thenticate the program software in the external mem-
ory 118. If the unsuccessful authentication attempt
was merely due to an execution error, the program
software will likely be authenticated on a subsequent
execution of the authentication code. However, if the
unsuccessful authentication attempt occurred be-
cause the external memory 116 had been tampered
with, an endless resetting loop will result, thereby
preventing malicious code from being executed by
the processor 18.

[0028] The method and device of the invention thus
ensures that the boot code performing the authentication
process is guaranteed to be authentic. As an alternative,
it is possible to stack the non-volatile memory 116 in the
same package as the processor 18, on the assumption
that there is no way for an attacker to modify the boot
code stored in on-chip flash. However, authenticating the
device’s code using internal ROM 19 is more secure,
since it is impossible to change the code stored in ROM
without re-fabricating the silicon die itself. Accordingly,
in the method and device of the invention trusted code
is always used to authenticate the untrustworthy code in
external memory, so the integrity of the system is signif-
icantly improved.

[0029] When authenticating the code in external mem-
ory such as flash memory 116, it is important to ensure
the code is signed correctly. Several algorithms can be
used to accomplish this. By way of example only, RSA
is a good candidate since it runs quickly and has a small
memory footprint. However, other authentication algo-
rithms are available for this and the invention is not in-
tended to be limited to any particular authentication
means.

[0030] Although internal ROM 19 is preferred, other
internal memory technologies that are immutable when
in operation (i.e. once programmed), such as one time
programmable flash could be used to hold the bootROM
and public key(s). However, whatever type of memory is
used, the internal bootROM code and public key(s)
should be immutable once the device has been deployed
so that they cannot be changed. Regular flash can be
used if protected by hardware that secures a regular pro-
grammable flash memory to render it immutable once it
has been written to, and a programmable flash memory
so equipped would be immutable for purposes of the in-
vention and thus suitable for use in the invention.
[0031] Various embodiments of the present invention
having been thus described in detail by way of example,
it will be apparent to those skilled in the art that variations
and modifications may be made without departing from
the invention. The invention includes all such variations
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and modifications as fall within the scope of the appended
claims.

Claims

1. A method of authenticating software in a data
processing device comprising a data processor com-
prising at least one internal memory, the internal
memory being immutable once programmed, and at
least one external memory containing program soft-
ware, comprising the steps of:

issuing a reset signal to the processor;

reading authentication code from the internal
memory;

executing the authentication code to authenti-
cate at least a portion of the software in the ex-
ternal memory using a public key stored in the
internal memory; and

(i) if the software is authenticated success-
fully, reading and executing code stored in
external memory; or

(i) if the software is not authenticated suc-
cessfully, sending a reset signal to the proc-
essor.

2. The method of claim 1 wherein the internal memory
comprises a read only memory.

3. A data processing device, comprising

at least one external memory containing program
software, and

a data processor comprising at least one internal
memory, the internal memory being immutable once
programmed and comprising authentication code
means and a public key for authenticating the pro-
gram software in the at least one external memory,
whereby when the processor receives a reset signal
the processor executes the authentication code to
authenticate at least a portion of the software in the
external memory, and if the software is authenticated
successfully the processor reads and executes code
means stored in external memory, or if the software
is not authenticated successfully a further reset sig-
nal is sent to the processor.

4. The device of claim 3 wherein the internal memory
comprises a read only memory.

5. A data processor for the device of claim 3, wherein
the internal memory comprises a one time program-
mable flash memory.

6. A computer readable medium comprising code
means executable by the data processor of the de-
vice of claims 3 or 4 for implementing the method of
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claims 1 or 2.
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Techniques to securely boot up an electronics device (e.g., a
cellular phone) from an external storage device are
described. Secure data (e.g., a hash digest, a signature, a
cryptographic key, and so on) is initially retrieved from a
non-writable area of an external memory device (e.g., an
one-time programmable (OTP) area of a NAND Flash
device). A first program (e.g., a boot program) is retrieved
from a writable or main area of the external memory device
and authenticated based on the secure data. The first pro-
gram is enabled for execution if authenticated. A second
program may be retrieved from the main area of the external
memory device and authenticated based on the secure data.
The second program is enabled for execution if authenti-
cated. Additional programs may be retrieved and authenti-
cated. Each program may be authenticated using a secure
hash function, a digital signature, and/or some other cryp-
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METHOD AND APPARATUS FOR SECURELY
BOOTING FROM AN EXTERNAL STORAGE
DEVICE

BACKGROUND

[0001] 1. Field

[0002] The present disclosure relates generally to elec-
tronics, and more specifically to techniques for securely
booting an electronics device from an external storage
device.

[0003]

[0004] An electronics device (e.g., a cellular phone) typi-
cally operates based on software and/or firmware that con-
trol the hardware within the device and support various
designed functions. The software and/or firmware may be
stored in an external non-volatile memory, loaded into a
faster internal memory and/or an external volatile memory
during power up, and executed by a processor. The external
and internal memories are typically selected to provide the
desired storage capacity and access capability and to be as
economical as possible.

[0005] In many instances, it is desirable or necessary to
ascertain whether the software and/or firmware retrieved
from the external memory are valid and authorized for
execution. For example, different software versions with
different features may be available for different levels of
service subscription. It may then be desirable to prevent an
electronics device with a basic subscription from loading
and executing a software version with enhanced function-
ality intended for a premium subscription. As another
example, it may be desirable to prevent tampering with the
software and/or firmware to enable features that are not
authorized. In addition, far worse consequences such as
network destruction and/or blackout may be caused by
hostile parties.

II. Background

SUMMARY

[0006] There is therefore a need in the art for techniques
to store software and/or firmware in economical memories
and to check the validity of the software and/or firmware
retrieved from these memories.

[0007] Techniques to securely boot up an electronics
device (e.g., a cellular phone) from an external storage
device (e.g., a NAND Flash memory device) are described
herein. Secure boot refers to a process of loading software
programs from an external storage device and checking the
validity of the loaded software programs. A software pro-
gram may comprise software code, firmware code, or a
combination of both.

[0008] The techniques described herein may utilize a
non-writable area on the external storage device to store
secure data that is practically non-alterable. The non-writ-
able area may be a one-time programmable (OTP) area, a
one-time write (OTW) area, etc. As used herein, secure data
includes data that is not easily altered (e.g., data stored in an
OTP area or an OTW area) as well as data that is authen-
ticated by the not easily altered data. The secure data may
comprise one or more hash digests, signatures, certificates,
cryptographic keys, etc. , or a combination thereof. The
techniques utilize the secure data to authenticate software
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programs loaded from the external storage device, to allow
authenticated programs to execute, and to prevent unautho-
rized programs from executing.

[0009] In an embodiment of the secure boot, secure data is
initially retrieved from a non-writable area of an external
memory device (e.g., an OTP area of a NAND Flash). A first
program (e.g., a boot program) is retrieved from a writable
or main area of the external memory device and authenti-
cated based on the secure data. For example, the secure data
may comprise a first hash digest. The first program may then
be authenticated by (1) hashing the first program to generate
a second hash digest and (2) comparing the first and second
hash digests. The first program is enabled for execution if
authenticated.

[0010] A second program may be retrieved from the main
area of the external memory device and authenticated based
on the secure data. For example, the secure data may
comprise a cryptographic key, which may be stored in the
non-writable area or authenticated by the data stored in the
non-writable area. The second program may then be authen-
ticated by (1) retrieving a certificate containing a first
signature and a public key, (2) retrieving a second signature
for the second program, (3) verifying the first signature with
the cryptographic key to authenticate the certificate, and (4)
verifying the second signature with the public key from the
certificate to authenticate the second program. The second
program is enabled for execution if authenticated. Addi-
tional programs may be retrieved and authenticated. Each
program may be authenticated using a secure hash function,
a digital signature, and/or some other cryptographic tech-
nique.

[0011] Various aspects and embodiments of the invention
are described in further detail below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The features and nature of the present invention
will become more apparent from the detailed description set
forth below when taken in conjunction with the drawings in
which like reference characters identify correspondingly
throughout.

[0013] FIG. 1 shows a block diagram of a wireless com-
munication device.

[0014] FIGS. 2A and 2B show a process to authenticate a
boot program using a secure hash function.

[0015] FIGS. 3A and 3B show a process to authenticate a
software program using digital signature.

[0016] FIG. 4 shows multiple levels of authentication with
certificates.

[0017] FIG. 5 shows a NAND Flash with an OTP area and
a main area.

[0018] FIG. 6 shows a process for performing a secure
boot from the NAND Flash.

[0019] FIG. 7 shows a process for authenticating software
programs.

DETAILED DESCRIPTION

[0020] The word “exemplary” is used herein to mean
“serving as an example, instance, or illustration.” An
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embodiment or design described herein as “exemplary” is
not necessarily to be construed as preferred or advantageous
over other embodiments or designs.

[0021] The secure boot techniques described herein may
be used for various electronics devices such as those used for
wireless communication, personal electronics, computing,
networking, etc. The techniques may also be used with
various storage devices having non-writable area, such as
solid-state memory devices, memory cards, hard disks,
compact discs (CDs), etc. A non-writable area is an area of
a storage device that cannot be over-written with data. For
example, the non-writable area may be an OTP area that can
be programmed with data only once. The non-writable area
may be used to store secure data that supports the secure
boot process. For clarity, the techniques are described below
for a wireless communication device having a NAND Flash
memory with an OTP area.

[0022] FIG. 1 shows a block diagram of a wireless com-
munication device 100, which may be a cellular phone, a
handset, a handheld device, a wireless module, a personal
digital assistant (PDA), a terminal, a modem, or some other
apparatus or device. Wireless device 100 is capable of
providing bidirectional communication with one or more
wireless communication systems via a receive path and a
transmit path. On the receive path, signals transmitted by
base stations are received by an antenna 112 and provided to
a receiver (RCVR) 114. Receiver 114 conditions and digi-
tizes the received signal and provides input samples to a
digital section 120 for further processing. On the transmit
path, a transmitter (TMTR) 116 receives and conditions data
to be transmitted by wireless device 100 and generates a
modulated signal, which is transmitted via antenna 112 to
the base stations.

[0023] Digital section 120 includes various processing,
interface, and memory units that support digital processing
for wireless device 100. For the embodiment shown in FIG.
1, digital section 120 includes a modem processor 122, an
application processor 124, a controller/processor 130, a
static random access memory (SRAM) 132, a NAND Flash
controller 140, and a synchronous dynamic RAM (SDRAM)
controller 142, all of which may communicate with one
another via one or more buses 134. Modem processor 122
performs processing for data transmission and reception
(e.g., encoding, modulation, demodulation, decoding, etc).
Application processor 124 may perform processing for
audio, video, graphics, and/or other applications such as
hash and verification algorithms. Controller/processor 130
may direct the operation of various units within digital
section 120. SRAM 132 stores program codes and data used
by the controllers and processors within digital section 120.

[0024] NAND Flash controller 140 facilitates transfer of
data between a NAND Flash 150 and digital section 120.
SDRAM controller 142 facilitates transfer of data between
an SDRAM 152 and digital section 120. Controller/proces-
sor 130 may also direct the operation of NAND Flash
controller 140 and/or SDRAM controller 142. Controller/
processor 130 may direct data transfer from NAND Flash
150 to SRAM 132 and may further facilitate data transfer
between NAND Flash 150 and SDRAM 152 during boot up,
e.g., when wireless device 100 is powered on.

[0025] NAND Flash 150 and SDRAM 152 are memory
devices that are external to digital section 120 and provide
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mass storage for the processing units within digital section
120. NAND Flash 150 provides non-volatile storage for
program codes and data used by digital section 120. NAND
Flash 150 may also be replaced with other types of non-
volatile memory. SDRAM 152 provides storage with ran-
dom access capability for program codes and data used by
digital section 120. SDRAM 152 may also be replaced with
other types of volatile memory (e.g., SRAM, DRAM, and so
on) and/or non-volatile memory (e.g., NOR Flash).

[0026] In general, digital section 120 may include any
number of processing, interface, and memory units. The
controllers and processors within digital section 120 may be
implemented with one or more digital signal processors
(DSPs), micro-processors, reduced instruction set comput-
ing (RISC) processors, complex instruction set computing
(CISC) processors, etc. Digital section 120 may be imple-
mented on one or more application specific integrated cir-
cuits (ASICs) and/or some other types of integrated circuit
I1o.

[0027] As shown in FIG. 1, wireless device 100 may
utilize a memory architecture with different types of
memory. SRAM and SDRAM are volatile memories that
lose their data once power is removed. SRAM and SDRAM
may be accessed in a random manner and are commonly
used as the main run-time memory. Flash is a non-volatile
memory that can retain its data even after power is removed.
NAND Flash, which is one type of Flash, has large storage
capacity, good speed for continued memory access, and low
cost. However, NAND Flash has poor performance for
random memory access and is typically accessed in units of
pages, one page at a time, with each page being of a
particular size (e.g., 512 bytes).

[0028] The memory architecture shown in FIG. 1 incor-
porates both NAND Flash and SRAM/SDRAM and is
capable of providing large storage capacity with random
access at reduced cost. For this memory architecture, pro-
gram codes may be permanently stored in the NAND Flash.
Upon being powered on, the wireless device performs a boot
that entails (among other things) transferring the program
codes from the NAND Flash to the SRAM/SDRAM.

[0029] The NAND Flash may store various software pro-
grams that control the hardware within the wireless device
and further support various designed functions and features.
A software program (or simply, a program) may comprise
software codes, firmware codes, or a combination thereof.
Firmware typically refers to program codes that are embed-
ded in a hardware device such as a Flash or a read-only
memory (ROM). Software typically refers to program codes
that can be modified more easily than firmware.

[0030] The software programs stored in the NAND Flash
may comprise a boot program that controls the boot up
process and higher-layer programs that control the operation
of the hardware and support the desired features and func-
tions. The boot program may also be referred to as a boot
code, a boot loader, etc. The higher-layer programs may
include, e.g., a hardware initialization program that initial-
izes various pieces of hardware within the wireless device,
an operating system that is responsible for direct control and
management of the hardware and basic system operations,
application programs that support various applications (e.g.,
audio, video, graphics, and gaming, etc. ), and/or other
software programs. These various software Eograms may
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be dependent on one another and may be loaded in a
sequential order during the boot up process.

[0031] The software programs may be programmed into
the NAND Flash during manufacturing, downloaded into
the NAND Flash during activation of the wireless device,
etc. Regardless of how the software programs are loaded
into the NAND Flash, it may be desirable or necessary to
ascertain whether or not the software programs stored in the
NAND Flash are authorized, to allow execution of programs
that are authorized, and to prevent execution of programs
that are unauthorized.

[0032] The techniques described herein support secure
boot from an external storage device such as the NAND
Flash. The secure boot checks each program retrieved from
the NAND Flash and verifies whether the program is autho-
rized for execution. The secure boot may be achieved using
an OTP area of the NAND Flash and cryptographic tech-
niques.

[0033] The NAND Flash includes a main area and an OTP
area. The main area is a large area of the NAND Flash that
can be written with data any number of times. The OTP area
is typically a small area of the NAND Flash that can be
programmed only once. The OTP area is for practical
purposes non-alterable. The data stored in the OTP area is
permanent and cannot be easily modified or tampered. The
data from both the OTP area and the main area can be readily
accessed or retrieved.

[0034] FIGS. 2A and 2B show an embodiment of a process
to authenticate the boot code and a root public key r
(described below) using a secure hash function. FIG. 2A
shows the processing performed at a source entity, e.g., a
manufacturer of the wireless device. For the embodiment
shown in FIG. 2A, the boot code and the root public key r
are used to form an input message that is hashed by a secure
hash function 210 to generate a digest. The input message to
secure hash function 210 may be any length, and the output
digest is a pseudo-random bit string having a fixed length
determined by the hash algorithm selected for use. Secure
hash function 210 may implement SHA-1 (Secure Hash
Algorithm), SHA-2 (which includes SHA-224, SHA-256,
SHA-384 and SHA-512), MD-4 (Message Digest), MD-5,
or some other secure hash algorithm known in the art. A
secure hash algorithm has cryptographic properties so that
the function between a message and its digest is irreversible,
and the likelihood of two messages mapping to the same
digest is very small. For the embodiment shown in FIG. 2A,
the boot code and the root public key r are stored in the main
area of the NAND Flash, and the digest and the secure hash
algorithm are stored in the OTP area of the NAND Flash. In
other embodiments, the root public key r and/or the boot
code may be stored in the OTP area of the NAND Flash.

[0035] FIG. 2B shows the processing performed at the
wireless device to authenticate the boot code and the root
public key r. The boot code and the root public key r are
retrieved from the NAND Flash and hashed by a secure hash
function 220 to generate a digest. Secure hash function 220
implements the same secure hash algorithm used by secure
hash function 210 at the source entity. This secure hash
algorithm may be resident at the wireless device (not shown
in FIG. 2B) or may be retrieved from the OTP area of the
NAND Flash (as shown in FIG. 2B). The secure hash
algorithm may also be stored in the form of code to be
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executed by a processor within ASIC 120. A compare unit
222 receives the digest stored in the OTP area of the NAND
Flash and the digest generated by secure hash function 220,
compares the stored digest against the generated digest, and
declares that the boot code and the root public key r are
authenticated if the two digests match. The digest stored in
the OTP area cannot be easily tampered or replaced. The
cryptographic properties of the secure hash algorithm ensure
that the likelihood of another combination of boot code and
root public key r mapping to the same digest stored in the
OTP area is very small. Hence, any tampering with either the
boot code or the root public key r by a third party can easily
be detected by a mismatch between the generated digest and
the stored digest.

[0036] FIGS. 3A and 3B show an embodiment of a process
to authenticate software program x using a digital signature.
Software program x may be the boot code or a higher-level
program. This embodiment uses two sets of cryptographic
keys: (1) a set of private and public keys to sign and
authenticate software program X, which are referred to as
private key x and public key x, and (2) a set of private and
public keys to identify and authenticate the source entity,
which are referred to as the root private and public keys r.
The root private key r and private key x are secret and only
known to the source entity. The root public key r is made
available to the wireless device and is used to verify signa-
tures generated with the root private key. Public key x is
used to verify signatures generated with private key x.

[0037] FIG. 3A shows the processing performed at the
source entity. Software program x is hashed by a secure hash
function 310 to generate a digest, which is called digest x.
Secure hash function 310 may implement SHA-1, SHA-2,
MD-5, or some other secure hash algorithm. A sign function
312 generates a signature over digest X using private key x.
This signature is referred to as signature x. Sign function 312
may implement the RSA (Rivest, Shamir, and Adleman)
algorithm, the Digital Signature Standard (DSS) algorithm,
or some other cryptographic (digital signature or encryption)
algorithm known in the art. Software program x and signa-
ture x may be stored in the main area of the NAND Flash.

[0038] A sign function 314 generates a signature over
public key x and possibly other information using the root
private key r. This signature is referred to as signature cx and
is used to authenticate the source entity. Sign function 314
may implement the RSA, DSS, or some other cryptographic
algorithm. Sign functions 312 and 314 may implement the
same or different cryptographic algorithms. A certificate
generator 316 forms a certificate containing signature cx,
public key x, and possibly other information such as an
identifier for the source entity, the cryptographic algorithm
selected for use, the expiration date of the certificate, and so
on. This certificate is referred to as certificate x and may be
stored as an X.509 certificate or in some other format known
in the art. Certificate x may be stored in the main area of the
NAND Flash. The root public key r may be stored anywhere
in the NAND Flash or may be made available to the wireless
device in other manners, e.g., stored within the wireless
device.

[0039] FIG. 3B shows the processing performed at the
wireless device to authenticate software program x. The root
public key r and certificate x are retrieved from the NAND
Flash. A verify function 320 extracts signature cx and public
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key x from certificate x, verifies signature cx with the root
public key r, and provides public key x if signature cx is
verified. For the embodiment shown in FIGS. 2A and 2B, the
root public key r is stored in the NAND Flash and is verified
by the secure hash algorithm against the digest stored in the
OTP area of the NAND Flash. Hence, any tampering with
certificate x by a third party can be easily detected by
signature cx not verifying.

[0040] Software program x is retrieved from the NAND
Flash and hashed by a secure hash function 322 to generate
a digest, which is referred to as digest x'. Secure hash
function 322 implements the same secure hash algorithm
used by secure hash function 310 at the source entity. A
verify function 324 receives digest x' from secure hash
function 322, signature x from the NAND Flash, and public
key x from verify function 320. Verify function 324 verifies
signature x with public key x and digest x' and indicates
whether or not signature x is verified. Public key x is
authenticated with the root public key r, which in turn is
authenticated by the boot code digest stored in the OTP area
of the NAND Flash. Hence, any tampering with software
program x and/or signature X by a third party can be easily
detected by signature x not verifying.

[0041] The embodiment shown in FIGS. 3A and 3B
allows one root public key r to authenticate any number of
software programs. A signature may be generated for each
software program with a private key for that program, and
a certificate may be generated for the program with the root
private key r. The root public key r may be used to
authenticate the certificate for each software program, and
the public key within the authenticated certificate may be
used to authenticate the program’s signature.

[0042] FIG. 4 shows an embodiment of N levels of authen-
tication with certificates, where N may be any positive
value. For this embodiment, certificate 1 contains (1) sig-
nature cl that is generated with the root private key r, (2)
public key 1 and (3) possibly other information that is not
shown in FIG. 4. In general, certificate n, for n=1, . . ., N,
contains (1) signature cn that is generated with private key
n-1, (2) public key n and (3) possibly other information.
Private key 0 is the root private key r. Public key N may be
public key x for software program x to be authenticated. For
the first level of authentication, certificate 1 is authenticated
by verifying signature cl with the root public key r. If
signature cl is verified, then for each subsequent level n of
authentication, certificate n for that level is authenticated by
verifying signature cn with public key n—1 from the prior
level. If all N levels are authenticated, then public key x may
be used to authenticate software program x, as described
above for FIG. 3B.

[0043] Multiple levels of authentication may be used for a
multi-tier cryptographic key hierarchy. Certificate 1 may be
used to authenticate a root certificate authority (CA) that acts
as the foundation of trust. Since the root certificate authori-
ty’s private keys r are the foundation of trust, steps are taken
to protect these private keys, and therefore their use is
restricted. Additional levels of intermediate certificate
authorities may be created which are more “expendable.”
Organizationally, the multi-tier key hierarchy is convenient
because the verification chain of certificates may be gener-
ated by the organizations that produce the software pro-
grams. Hence, portions of the software programs loaded
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onto the wireless device may be individually customized by
different wireless device manufacturers.

[0044] In another embodiment, a software program (which
may be the boot code or a higher-level program) is signed
with a private key, and the corresponding public key is
stored in the OTP area of the NAND Flash.

[0045] In general, the software programs may be authen-
ticated using secure hash, digital signature, encryption,
and/or other cryptographic techniques. Authentication is
achieved based on secure data that is stored in the OTP area
of the NAND Flash. The data considered secure is integrity
protected, i.e., not easily modified or tampered with. The
secure data may include one or more digests, signatures,
certificates, cryptographic keys, and so on, or any combi-
nation thereof.

[0046] FIG. 5 shows an embodiment of NAND Flash 150,
which includes an OTP area and a main area. For the
embodiment shown in FIG. 5, OTP area 510 stores an
identifier for the wireless device (phone ID), the secure hash
algorithm used for the boot code, and a hash digest gener-
ated by the source entity for the boot code and the root public
key. The phone ID may be an Electronic Serial Number
(ESN), a Mobile Equipment Identifier (MEID), or some
other type of identifier that is unique to the wireless device.
The phone ID may be used to ensure that the NAND Flash
is used for the proper wireless device. The secure hash
algorithm may be stored in the OTP area of the NAND Flash
and retrieved for use by digital section 120 during the boot
up process. Alternatively, the secure hash algorithm may be
resident within digital section 120 and not stored in the OTP
area. The boot code digest may be generated based on the
boot code and the root public key, as shown in FIG. 2A. The
root public key is used to authenticate certificates generated
by the source entity and is verified by the secure hash
algorithm during boot to check for its validity. Alternatively,
the root public key may be stored within the wireless device,
e.g., inside digital section 120.

[0047] The boot code is stored in a section 522 of the main
area of the NAND Flash. The boot code is typically the first
program to be loaded and executed after the secure data and
hash algorithm verify the validity of the boot code during the
boot up process. The boot code initializes and configures the
wireless device and then retrieves, verifies, and executes
higher level software programs. Software program A is
stored in a section 524 of the main area of the NAND Flash.
A signature and a certificate may be generated for software
program A (e.g., as shown in FIG. 3A) and stored in section
524 as signature A and certificate A, respectively. Software
program A may be the second program to be loaded and
executed during the boot up process, e.g., if the boot code is
authenticated. Software program B is stored in a section 526
of the main area of the NAND Flash. A signature and a
certificate may be generated for software program B (e.g., as
shown in FIG. 3A) and stored in section 526 as signature B
and certificate B, respectively. Software program B may be
the third program to be loaded and executed during the boot
up process, e.g., if software program A is authenticated.
Other software programs may also be stored in the NAND
Flash. Each software program may include a signature and
a certificate used to authenticate that software program.

[0048] In general, the NAND Flash may store any number
of software programs and any type of software ﬁrogram. The
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software programs may be loaded and executed in any order.
In an embodiment, the software programs are loaded in a
hierarchical or sequential order, e.g., the boot code first, then
software program A, then software program B, etc. This
sequential loading allows one program to authenticate
another program. For example, software program A may
contain basic functions that initialize the hardware within
the wireless device. Software program B may contain cus-
tom functions and features that rely on the basic functions
provided by software program A. Software program A may
be generated by a designer of the wireless device, and
software program B may be generated by a vendor or an
original equipment manufacturer (OEM) to customize the
wireless device.

[0049] FIG. 6 shows an embodiment of a process 600 for
performing a secure boot from the NAND Flash. Process
600 may be performed, e.g., when the wireless device is
powered on. Initially, secure data is loaded from the OTP
area of the NAND Flash into the SRAM within the digital
section (block 612). The secure data may include any data
used to authenticate the content of the NAND Flash. For the
embodiment shown in FIG. 5, the secure data includes the
boot code digest and the secure hash algorithm. The secure
data may include other types of data for other embodiments.

[0050] The boot code is then loaded from the NAND Flash
into the SRAM and/or SDRAM (block 614). A hash digest
is generated based on the loaded boot code using the same
secure hash algorithm used at the source entity for the boot
code (also block 614). Since the NAND Flash is more prone
to bit errors, an error correction code (ECC) and/or error
detection code may be used to reduce the probability of data
error and to ensure data integrity when loading data from the
NAND Flash.

[0051] The hash digest generated from the loaded boot
code is then compared against the hash digest stored in the
OTP area (block 616). If the generated hash digest does not
match the stored hash digest, as determined in block 618,
then an error is declared (block 620), and the boot up process
terminates. The user may be notified via an error message
and/or other appropriate actions may be taken in block 620.

[0052] If the generated and stored hash digests match and
the answer is ‘Yes’ for block 618, then the boot code is
authenticated. The boot code may be executed and may
control and/or direct the remaining boot up process. For
example, the boot code may initiate NAND Flash controller
140 and SDRAM controller 142 to load the remaining
software programs directly from the NAND Flash to the
SDRAM.

[0053] Index x is set to the next software program to be
loaded and authenticated (e.g., x=A for NAND Flash 150 in
FIG. 5) (block 622). Software program x is then loaded from
the NAND Flash into the SDRAM (block 624). Certificate
x and signature x for software program x are also loaded
from the NAND Flash. Certificate x is authenticated with the
proper public key(s), e.g., the root public key, as described
above for FIGS. 3B and 4 (block 626). If certificate x is
authenticated, then signature x is verified with the loaded
software program x and public key x obtained from certifi-
cate X, as also described above for FIGS. 3B and 4 (block
628).

[0054] A determination is then made whether signature x
is verified (block 630). If the answer is “No’, then an error
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is declared and/or other actions may be taken (block 620),
and the boot up process terminates. Otherwise, if signature
x is verified, then software program x is allowed to execute.
Software program x and/or the boot code may load the next
software program. A determination is then made whether all
software programs have been loaded (block 632). If the
answer is ‘No’, then the process returns to block 622 to load
the next software program. Otherwise, if all software pro-
grams have been loaded, then the process terminates.

[0055] For the embodiment shown in FIG. 6, the software
programs may be loaded in a hierarchical order. Each
software program may be authenticated by a prior program
based on the cryptographic data (e.g., signature, certificate,
and/or cryptographic key) stored for that software program.
The authentication process may utilize secure data stored in
the OTP area. The authentication process may originate
from the secure data (e.g., the root public key, which may be
a part of, or authenticated by, the secure data stored in the
OTP area) and may chain up any number of levels. Each
authenticated program is allowed to execute and may ini-
tialize the appropriate hardware within the wireless device.
Each authenticated program may also be trusted to authen-
ticate other higher-level program(s). All programs that are
authenticated back to the root can be trusted.

[0056] The load-and-authenticate process may continue
until all pertinent programs have been loaded from the
NAND Flash to the SDRAM. The operating system may
start processes as soon as a sufficient number of programs
have been loaded, without having to wait until all programs
are loaded into the SDRAM. After the last program has been
loaded, the wireless device is fully functional.

[0057] The hash digest for the boot code is generated
based on the entire boot code, as shown in FIG. 2A. The
signature for software program x is generated based on
digest x, which is generated based on the entire software
program, as shown in FIG. 3A. The authentication of a given
software program (which may be the boot code or a higher-
level program) may be expedited by performing the hash
computation on the fly as the software program is loaded
from the NAND Flash.

[0058] Data is read from the NAND Flash in units of
pages, one page at a time, with each page being of a
particular size (e.g., 512 bytes). To read a page of data from
the NAND Flash, the NAND Flash is first activated, a read
command is sent to the NAND Flash, and a page address is
also sent to the NAND Flash. The selected page of data is
then transferred from a NAND array to a NAND buffer
within the NAND Flash. This page transfer takes some
amount of time. When the page transfer is completed, the
NAND Flash indicates that it is ready by bringing a Ready/
Busy signal to logic high. At this point, the page of data may
be read from the NAND Flash by providing a read clock.

[0059] In an embodiment, a hash digest is generated by
hashing one page of data at a time. After a page of data has
been loaded from the NAND Flash, a command to read the
next page is sent to the NAND Flash. While the NAND
Flash is busy transferring the next page from the NAND
Flash’s cell array to the NAND Flash’s internal buffer, the
hash digest is computed (e.g., by processor 124 in FIG. 1)
for the page just loaded. Once the last page has been loaded
from the NAND Flash, the hash computation is performed
for the last page, and the hash digest is generated shortly

Page 259 of 362



US 2007/0192610 A1

thereafter. Since a software program may be stored in many
pages, computing the hash digest as each page is loaded may
substantially shorten the amount of time to perform the hash,
which may shorten the boot up process.

[0060] For clarity, the secure boot techniques have been
described with secure data stored in an OTP area. In general,
secure data may be stored in any secure area of a storage
device. A secure area is an area that is non-writable and not
easily altered or modified. For example, secure data may be
stored in an OTP area, a one-time write (OTW) area, a
read-only memory (ROM) area, a lock-able area with a lock
control to prevent writing to the area, or some other non-
writable area.

[0061] For clarity, the secure boot techniques have been
described for a NAND Flash having an OTP area. NAND
Flash have various desirable features such as high storage
capacity, low cost, good erase and program characteristics,
good data transfer speed for continued access, and so on.
The techniques may also be used for other types of memory
devices (e.g., a NOR Flash) and other types of storage
devices (e.g., memory cards, hard disks, compact discs
(CDs), and so on). For all of these storage devices, the secure
data stored in the non-writable (e.g., OTP) arca may be
trusted to a sufficient degree and may be used as the secure
root for authenticating software programs stored in the main
area of the storage devices.

[0062] The secure boot techniques may be used for a
wireless device that may communicate with one or more
wireless wide area network (WEANS), wireless local area
networks (PLANS), wireless personal area networks
(SPANS), and/or other wireless networks. A WAN may be a
Code Division Multiple Access (COMA) network, a Global
System for Mobile Communications (GEM) network, a
Universal Mobile Telecommunications System (UMPS) net-
work, etc. A COMA network implements coma2000, which
covers 1S-95, IS-2000, IS-856, etc. A UMPS network imple-
ments Wideband-COMA (W-COMA). W-COMA and GEM
are described in documents from a consortium named “3rd
Generation Partnership Project” (3GPP). coma2000 is
described in documents from a consortium named “3rd
Generation Partnership Project 2” (3GPP2). 3GPP and
3GPP2 documents are publicly available. The secure boot
techniques may also be used for other electronics devices.

[0063] FIG. 7 shows an embodiment of a process 700 for
authenticating software programs in an electronics device.
Secure data is retrieved from a non-writable area of an
external memory device (e.g., an OTP area of a NAND
Flash) (block 710). A first program (e.g., a boot program) is
retrieved from a writable or main area of the external
memory device (block 712) and authenticated based on the
secure data (block 714). For example, the secure data may
comprise a first hash digest along with the hash algorithm to
be executed. The first program may then be authenticated by
(1) hashing the first program to generate a second hash
digest and (2) comparing the first and second hash digests.
The first program is enabled for execution if authenticated
(block 716).

[0064] A second program may be retrieved from the
writable or main area of the external memory device (block
722) and authenticated based on the secure data (block 724).
For example, the secure data may comprise a cryptographic
key. The second program may then be authenticated by (1)
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retrieving a certificate containing a first signature and a
public key from either the writable or non-writable area of
the external memory device, (2) retrieving a second signa-
ture for the second program from either the writable or
non-writable area, (3) verifying the first signature with the
cryptographic key to authenticate the certificate, and (4)
verifying the second signature with the public key from the
certificate to authenticate the second program. The second
program is enabled for execution if authenticated (block
726). Additional programs may be retrieved and authenti-
cated.

[0065] The secure boot techniques described herein may
be implemented by various means. For example, these
techniques may be implemented in hardware, firmware,
software, or a combination thereof. For a hardware imple-
mentation, the processing units used to perform secure boot
may be implemented within one or more ASICs, DSPs,
digital signal processing devices (DSPDs), programmable
logic devices (PLDs), field programmable gate arrays
(FPGAs), processors, controllers, micro-controllers, micro-
processors, electronic devices, other electronic units
designed to perform the functions described herein, or a
combination thereof.

[0066] The techniques may also be implemented with
firmware and/or software modules (e.g., procedures, func-
tions, etc.) that perform the functions described herein. The
modules may be stored in a memory (e.g., SRAM 132,
NAND Flash 150, and/or SDRAM 152 in FIG. 1) and
executed by a processor (e.g., processor 130).

[0067] The previous description of the disclosed embodi-
ments is provided to enable any person skilled in the art to
make or use the present invention. Various modifications to
these embodiments will be readily apparent to those skilled
in the art, and the general principles defined herein may be
applied to other embodiments without departing from the
spirit or scope of the invention. Thus, the present invention
is not intended to be limited to the embodiments shown
herein but is to be accorded the widest scope consistent with
the principles and novel features disclosed herein.

What is claimed is:
1. An apparatus comprising:

at least one processor configured to retrieve secure data
from a non-writable area of an external memory device,
to retrieve a first program from a writable area of the
external memory device, to authenticate the first pro-
gram based on the secure data, and to enable execution
of the first program if authenticated; and

an internal memory coupled to the at least one processor.

2. The apparatus of claim 1, wherein the secure data
comprises a first hash digest, and wherein the at least one
processor is configured to hash the first program to generate
a second hash digest, and to compare the first and second
hash digests to authenticate the first program.

3. The apparatus of claim 1, wherein the at least one
processor is configured to verify a signature for the first
program with a cryptographic key to authenticate the first
program, wherein the cryptographic key is obtained from or
authenticated by the secured data.

4. The apparatus of claim 1, wherein the at least one
processor is configured to retrieve a first signature for the
first program and a certificate comprising a second signature
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and a public key from the external storage device, to verity
the second signature with a cryptographic key to authenti-
cate the certificate, wherein the cryptographic key is
obtained from or authenticated by the secured data, and to
verify the first signature with the public key to authenticate
the first program.

5. The apparatus of claim 1, wherein the first program is
a boot code that boots up the apparatus.

6. The apparatus of claim 1, wherein the at least one
processor is configured to retrieve a second program from
the writable area of the external memory device, to authen-
ticate the second program based on the secure data, and to
enable execution of the second program if authenticated.

7. The apparatus of claim 6, wherein the second program
is authenticated by the first program.

8. The apparatus of claim 6, wherein the at least one
processor is configured to retrieve a third program from the
writable area of the external memory device, to authenticate
the third program based on the secure data, and to enable
execution of the third program if authenticated.

9. The apparatus of claim 8, wherein the third program is
authenticated by the second program.

10. The apparatus of claim 1, wherein the external storage
device is a NAND Flash device.

11. The apparatus of claim 1, wherein the external storage
device is a NOR Flash device.

12. The apparatus of claim 1, wherein the non-writable
area is a one-time programmable (OTP) area.

13. A method comprising:

retrieving secure data from a non-writable area of an
external memory device;

retrieving a first program from a writable area of the
external memory device;

authenticating the first program based on the secure data;
and

enabling execution of the first program if authenticated.

14. The method of claim 13, wherein the secure data
comprises a first hash digest, and wherein the authenticating
the first program comprises

hashing the first program to generate a second hash digest,
and

comparing the first and second hash digests to authenti-
cate the first program.

15. The method of claim 13, wherein the authenticating
the first program comprises

retrieving a first signature for the first program and a
certificate comprising a second signature and a public
key from the external storage device,

verifying the second signature with a cryptographic key to
authenticate the certificate, wherein the cryptographic
key is obtained from or authenticated by the secured
data, and

verifying the first signature with the public key to authen-
ticate the first program.
16. The method of claim 13, further comprising:

retrieving a second program from the writable area of the
external memory device;

authenticating the second program based on the secure
data; and
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enabling execution of the second program if authenti-
cated.

17. An apparatus comprising:

means for retrieving secure data from a non-writable area
of an external memory device;

means for retrieving a first program from a writable area
of the external memory device;

means for authenticating the first program based on the
secure data; and

means for enabling execution of the first program if
authenticated.
18. The apparatus of claim 17, wherein the secure data
comprises a first hash digest, and wherein the means for
authenticating the first program comprises

means for hashing the first program to generate a second
hash digest, and

means for comparing the first and second hash digests to
authenticate the first program.
19. The apparatus of claim 17, wherein the means for
authenticating the first program comprises

means for retrieving a first signature for the first program
and a certificate comprising a second signature and a
public key from the external storage device,

means for verifying the second signature with a crypto-
graphic key to authenticate the certificate, wherein the
cryptographic key is obtained from or authenticated by
the secured data, and

means for verifying the first signature with the public key
to authenticate the first program.

20. The apparatus of claim 17, further comprising:

means for retrieving a second program from the writable
area of the external memory device;

means for authenticating the second program based on the
secure data; and

means for enabling execution of the second program if
authenticated.

21. A wireless communication device comprising:

at least one processor configured to retrieve secure data
from a one-time programmable (OTP) area of a NAND
Flash device, to retrieve a boot program from a main
area of the NAND Flash device, to authenticate the
boot program based on the secure data, and to enable
execution of the boot program if authenticated; and

a memory coupled to the at least one processor.

22. The apparatus of claim 21, wherein the secure data
comprises a first hash digest, and wherein the at least one
processor is configured to hash the boot program to generate
a second hash digest, and to compare the first and second
hash digests to authenticate the boot program.

23. The apparatus of claim 22, wherein the at least one
processor is configured to retrieve the boot program from the
main area of the NAND Flash device one page at a time, and
to hash the boot program, one page at a time as the page is
retrieved from the NAND Flash device, to generate the
second digest.
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24. The apparatus of claim 21, wherein the at least one
processor is configured to execute the boot program if
authenticated, to retrieve a second program from the main
area of the NAND Flash device, to authenticate the second
program based on the secure data, and to enable execution
of the second program if authenticated.

25. The apparatus of claim 24, wherein the at least one
processor is configured to retrieve a certificate comprising a
first signature and a public key, to retrieve a second signature
for the second program, to verify the first signature with a
cryptographic key to authenticate the certificate, wherein the
cryptographic key is obtained from or authenticated by the
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secured data, and to verify the second signature with the
public key to authenticate the second program.

26. The apparatus of claim 25, wherein the at least one
processor is configured to retrieve the second program from
the main area of the NAND Flash device one page at a time,
to hash the second program, one page at a time as the page
is retrieved from the NAND Flash device, to generate a hash
digest, and to verify the second signature with the public key
and the hash digest.
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METHOD AND DEVICE FOR AUTHENTICATING
SOFTWARE

FIELD OF THE INVENTION

[0001] This invention relates to security in data processing
systems. In particular, this invention relates to a method and
device for the authentication of software stored in non-
volatile memory.

BACKGROUND OF THE INVENTION

[0002] The use of portable data processing systems has
increased significantly in recent years. In addition to so
called “laptop” and “tablet” computers, there is a growing
popularity in handheld data processing devices, often called
a “personal digital assistant” or “PDA.” All of these devices
are capable of storing a significant amount of user data,
including calendar, address book, tasks and numerous other
types of data for business and personal use. Most handheld
data processing devices have the ability to connect to a
personal computer for data exchange, and many are
equipped for wireless communications using, for example,
conventional email messaging systems.

[0003] Depending upon the user’s needs much of this data
can be highly sensitive in nature, especially for example in
a government, military or commercial context. Accordingly,
protection of the data in such a device is an important
consideration. The integrity of a secure system relies entirely
on the authenticity of its program code. It is possible to
attack these types of systems by replacing the device’s
program code with malicious code. Thus, in any system that
values security, when the embedded system boots up and the
processor begins executing boot code, the boot code will
immediately authenticate the software before executing any
program code.

[0004] The fundamental deficiency in this method of soft-
ware authentication is that the initial boot code is usually
stored in off chip non-volatile memory and therefore cannot
itself’ be trusted, because it is possible for an attacker to
replace the non-volatile memory chip with another compat-
ible chip containing malicious code.

[0005] Tt would accordingly be advantageous to provide a
method of authenticating software in which the boot code
that performs the authentication process can be guaranteed
to be authentic. The authentication process itself can then be
trusted, and the program code can be determined with
certainty not to have been tampered with.

SUMMARY OF THE INVENTION

[0006] The present invention accordingly provides a
method and apparatus for authenticating software stored in
external non-volatile memory using a hardware mechanism
before the software is allowed to run on the processor.

[0007] According to the method and apparatus of the
invention, in the preferred embodiment of the invention,
during the boot up procedure the code in external memory
is authenticated using code that is stored in on-chip (inter-
nal) immutable memory, preferably a read only memory
(ROM). The internal memory is physically integrated into
the processor itself, so the code stored in the internal
memory can neither be tampered with nor replaced, and can
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therefore be assumed at all times to be authentic. The public
key needed for the authentication process is also stored in
the internal memory.

[0008] In the preferred embodiment of the invention the
boot procedure is as follows:

[0009] 1) Following a reset signal (e.g. when the device is
activated), rather than fetching instructions from an untrust-
worthy source such as an external NOR or NAND flash
memory chip, the processor executes code read directly from
the internal memory.

2) The code in the internal memory first runs a program that
authenticates all or a portion of the external memory.

3) If the code is authenticated successfully using the public
key stored in the internal memory, the authentication pro-
gram jumps to code stored in external memory.

4) If the code authentication is unsuccessful, the program
resets the processor. Where the external memory has been
tampered with, this results in an endless resetting loop,
thereby preventing malicious code from being executed.

[0010] The present invention thus provides a method of
authenticating software in a data processing device com-
prising a data processor comprising at least one internal
memory, the internal memory being immutable once pro-
grammed, and at least one external memory containing
program software, comprising the steps of: a. issuing a reset
signal to the processor; b. reading authentication code from
the internal memory; c. executing the authentication code to
authenticate at least a portion of the software in the external
memory using a public key stored in the internal memory;
and d. (i) if the software is authenticated successfully,
reading and executing code stored in external memory; or
(ii) if the software is not authenticated successfully, sending
a reset signal to the processor.

[0011] The present invention further provides data pro-
cessing device, comprising at least one external memory
containing program software, and a data processor compris-
ing at least one internal memory, the internal memory being
immutable once programmed and comprising authentication
code and a public key for authenticating the program soft-
ware in the at least one external memory, whereby when the
processor receives a reset signal the processor executes the
authentication code to authenticate at least a portion of the
software in the external memory, and if the software is
authenticated successfully the processor reads and executes
code stored in external memory, or if the software is not
authenticated successfully a further reset signal is sent to the
processor.

[0012] The present invention further provides a data pro-
cessor comprising at least one internal memory, the internal
memory being immutable once programmed and comprising
authentication code and a public key for authenticating
program software in at least one external memory, whereby
when the processor receives a reset signal the processor
executes the authentication code to authenticate at least a
portion of the software in the external memory, and if the
software is authenticated successfully the processor reads
and executes code stored in external memory, or if the
software is not authenticated successfully a further reset
signal is sent to the processor.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0013] In drawings which illustrate by way of example
only a preferred embodiment of the invention,

[0014] FIG. 1 is a block diagram of a system overview of
a conventional hand-held data processing device.

[0015] FIG. 2 is a block diagram of a processor chip in the
data processing device of FIG. 1.

[0016] FIG. 3 is a flow chart showing the boot procedure
in the data processing device of FIG. 1.

DETAILED DESCRIPTION OF THE
INVENTION

[0017] The invention will be described in detail below, by
way of example only, in the context of a hand-held data
processing device having wireless communications capa-
bilities and a battery, as illustrated in FIG. 1, in which a
memory controller interface caches sectors out of non-
volatile memory into volatile memory for processing, and
writes modified data from volatile memory into non-volatile
memory for more permanent storage. However, although the
invention is particularly advantageous in the hand-held data
processing device 10 of FIG. 1, it will be appreciated that
the principles of the system apply to other data processing
devices and the system is not intended to be limited thereby.

[0018] The hand-held data processing devices 10 include
a housing, a keyboard 14 and an output device 16. The
output device shown is a display 16, which is preferably a
full graphic LCD. Other types of output devices may alter-
natively be utilized. A processor 18, which is shown sche-
matically in FIG. 1, is contained within the housing and is
coupled between the keyboard 14 and the display 16. The
processor 18 controls the operation of the display 16, as well
as the overall operation of the data processing device 10, in
response to actuation of keys on the keyboard 14 by the user.

[0019] The housing may be elongated vertically, or may
take on other sizes and shapes (including clamshell housing
structures). The keyboard may include a mode selection key,
or other hardware or software for switching between text
entry and telephony entry. The housing contains the primary
power supply, in the embodiment shown a battery 170, a
secondary power supply 180 (illustrated in FIG. 2), which
may be a small rechargeable battery or capacitor capable of
sustaining power to the processor 18, NAND flash 116 and
SDRAM 118 for the duration of an AutoSave interval and a
Power Manager 190.

[0020] In addition to the processor 18, other parts of the
data processing device 10 are shown schematically in FIG.
1. These include a communications subsystem 100; a short-
range communications subsystem 102; the keyboard 14 and
the display 16, along with other input/output devices 106,
108, 110 and 112; as well as memory devices 116, 118 and
various other device subsystems 120. The data processing
device 10 is preferably a two-way RF communication device
having voice and data communication capabilities. In addi-
tion, the data processing device 10 preferably has the
capability to communicate with other computer systems via
the Internet.

[0021] Operating system software executed by the proces-
sor 18 is preferably stored in a persistent store, such as a
flash memory 116, but may be stored in other types of
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memory devices, such as a read only memory (ROM) or
similar storage element. In addition, system software, spe-
cific device applications, or parts thereof, may be tempo-
rarily loaded into a volatile store, such as a random access
memory (RAM including also DRAM and SDRAM) 118.
Communication signals received by the data processing
device 10 may also be stored to the RAM 118.

[0022] The processor 18, in addition to its operating
system functions, enables execution of software applications
130A-130N on the device 10. A predetermined set of appli-
cations that control basic device operations, such as data and
voice communications 130A and 130B, may be installed on
the device 10 during manufacture. In addition, a personal
information manager (PIM) application may be installed
during manufacture. The PIM is preferably capable of
organizing and managing data items, such as e-mail, calen-
dar events, voice mails, appointments, and task items. The
PIM application is also preferably capable of sending and
receiving data items via a wireless network 140. Preferably,
the PIM data items are seamlessly integrated, synchronized
and updated via the wireless network 140 with the device
user’s corresponding data items stored or associated with a
host computer system.

[0023] Communication functions, including data and
voice communications, are performed through the commu-
nication subsystem 100, and possibly through the short-
range communications subsystem. The communication sub-
system 100 includes a receiver 150, a transmitter 152, and
one or more antennas 154 and 156. In addition, the com-
munication subsystem 100 also includes a processing mod-
ule, such as a digital signal processor (DSP) 158, and local
oscillators (1.Os) 160. The specific design and implementa-
tion of the communication subsystem 100 is dependent upon
the communication network in which the data processing
device 10 is intended to operate. For example, a data
processing device 10 may include a communication sub-
system 100 designed to operate with the Mobitex™, Data
TAC™ or General Packet Radio Service (GPRS) mobile
data communication networks and also designed to operate
with any of a variety of voice communication networks,
such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other
types of data and voice networks, both separate and inte-
grated, may also be utilized with the data processing device
10.

[0024] Network access requirements vary depending upon
the type of communication system. For example, in the
Mobitex and DataTAC networks, mobile devices are regis-
tered on the network using a unique personal identification
number or PIN associated with each device. In GPRS
networks, however, network access is associated with a
subscriber or user of a device. A GPRS device therefore
requires a subscriber identity module, commonly referred to
as a SIM card, in order to operate on a GPRS network.

[0025] When required network registration or activation
procedures have been completed, the data processing device
10 may send and receive communication signals over the
communication network 140. Signals received from the
communication network 140 by the antenna 154 are routed
to the receiver 150, which provides for signal amplification,
frequency down conversion, filtering, channel selection,
etc., and may also provide analog to digital conversion.
Analog-to-digital conversion of the received signal allows
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the DSP 158 to perform more complex communication
functions, such as demodulation and decoding. In a similar
manner, signals to be transmitted to the network 140 are
processed (e.g. modulated and encoded) by the DSP 158 and
are then provided to the transmitter 152 for digital to analog
conversion, frequency up conversion, filtering, amplification
and transmission to the communication network 140 (or
networks) via the antenna 156.

[0026] In addition to processing communication signals,
the DSP 158 provides for control of the receiver 150 and the
transmitter 152. For example, gains applied to communica-
tion signals in the receiver 150 and transmitter 152 may be
adaptively controlled through automatic gain control algo-
rithms implemented in the DSP 158.

[0027] In a data communication mode, a received signal,
such as a text message or web page download, is processed
by the communication subsystem 100 and is input to the
processor 18. The received signal is then further processed
by the processor 18 for an output to the display 16, or
alternatively to some other auxiliary I/O device 106. A
device user may also compose data items, such as e-mail
messages, using the keyboard 14 and/or some other auxil-
iary I/O device 106, such as a touchpad, a rocker switch, a
thumb-wheel, or some other type of input device. The
composed data items may then be transmitted over the
communication network 140 via the communication sub-
system 100.

[0028] In a voice communication mode, overall operation
of the device is substantially similar to the data communi-
cation mode, except that received signals are output to a
speaker 110, and signals for transmission are generated by a
microphone 112. Alternative voice or audio I/O subsystems,
such as a voice message recording subsystem, may also be
implemented on the device 10. In addition, the display 16
may also be utilized in voice communication mode, for
example to display the identity of a calling party, the
duration of a voice call, or other voice call related informa-
tion.

[0029] The short-range communications subsystem
enables communication between the data processing device
10 and other proximate systems or devices, which need not
necessarily be similar devices. For example, the short-range
communications subsystem may include an infrared device
and associated circuits and components, or a Bluetooth™
communication module to provide for communication with
similarly-enabled systems and devices.

[0030] The device 10 embodying the invention, illustrated
in FIG. 2, authenticates software stored in an external
memory such as non-volatile memory 116 (for example a
NOR or NAND flash memory chip) using a internal authen-
tication program, before any software from the memory 116
is executed by the processor 18. The processor comprises an
internal immutable memory, preferably a read only memory
(ROM) 19, which is physically integrated into the processor
18 when the processor’s silicon die is fabricated.

[0031] The internal ROM 19 contains the authentication
code, including one or more public keys, required for
authenticating the program software residing in external
memory 116 in known fashion. The authentication process is
initiated when a reset signal is sent to the processor 18 (for
example when the device 10 is activated or restarted). This
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initiates the boot up procedure, illustrated in FIG. 3, which
in the preferred embodiment of the invention is as follows:

1) After the processor 18 receives the reset signal, rather
than fetching instructions from an untrusted source (e.g.
off-chip memory such as NOR flash 116), the processor 18
executes code read directly from its internal ROM 19.

[0032] 2) The code in the processor’s internal ROM 19
comprises a conventional software authentication program
that authenticates all or a portion of the external memory 116
containing the program software for the device 10, which is
executed by the processor 18 before any code from the
external memory 116 is executed. The program software
residing in external memory 116 may be authenticated in
any conventional fashion, for example using a digital sig-
nature verification system such as “RSA,” or any other
suitable system, and preferably using a public key stored in
the internal ROM 19.

[0033] 3) If the processor 18 determines that the program
software in the external memory 116 has been authenticated
successfully, the processor 18 begins to fetch and execute
program code stored in the external memory 116 to initiate
the basic functions of the device 10.

[0034] 4) If the processor 18 determines that the program
software in the external memory 116 has not been authen-
ticated successfully, the boot program causes another reset
signal to be sent the processor 18. The boot routine thus
repeats and again tries to authenticate the program software
in the external memory 116. If the unsuccessful authentica-
tion attempt was merely due to an execution error, the
program software will likely be authenticated on a subse-
quent execution of the authentication code. However, if the
unsuccessful authentication attempt occurred because the
external memory 116 had been tampered with, an endless
resetting loop will result, thereby preventing malicious code
from being executed by the processor 18.

[0035] The method and device of the invention thus
ensures that the boot code performing the authentication
process is guaranteed to be authentic. As an alternative, it is
possible to stack the non-volatile memory 116 in the same
package as the processor 18, on the assumption that there is
no way for an attacker to modify the boot code stored in
on-chip flash. However, authenticating the device’s code
using internal ROM 19 is more secure, since it is impossible
to change the code stored in ROM without re-fabricating the
silicon die itself. Accordingly, in the method and device of
the invention trusted code is always used to authenticate the
untrustworthy code in external memory, so the integrity of
the system is significantly improved.

[0036] When authenticating the code in external memory
such as flash memory 1186, it is important to ensure the code
is signed correctly. Several algorithms can be used to
accomplish this. By way of example only, RSA is a good
candidate since it runs quickly and has a small memory
footprint. However, other authentication algorithms are
available for this and the invention is not intended to be
limited to any particular authentication means.

[0037] Although internal ROM 19 is preferred, other
internal memory technologies that are immutable when in
operation (i.e. once programmed), such as one time pro-
grammable flash could be used to hold the bootROM and
public key(s). However, whatever type of memory is used,
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the internal bootROM code and public key(s) should be
immutable once the device has been deployed so that they
cannot be changed. Regular flash can be used if protected by
hardware that secures a regular programmable flash memory
to render it immutable once it has been written to, and a
programmable flash memory so equipped would be immu-
table for purposes of the invention and thus suitable for use
in the invention.

[0038] Various embodiments of the present invention hav-
ing been thus described in detail by way of example, it will
be apparent to those skilled in the art that variations and
modifications may be made without departing from the
invention. The invention includes all such variations and
modifications as fall within the scope of the appended
claims.

We claim:

1. A method of authenticating software in a data process-
ing device comprising a data processor comprising at least
one internal memory, the internal memory being immutable
once programmed, and at least one external memory con-
taining program software, comprising the steps of:

a. issuing a reset signal to the processor;
b. reading authentication code from the internal memory;

c. executing the authentication code to authenticate at
least a portion of the software in the external memory
using a public key stored in the internal memory; and

d. (1) if the software is authenticated successfully, reading
and executing code stored in external memory; or

(i) if the software is not authenticated successfully,
sending a reset signal to the processor.
2. The method of claim 1 wherein the internal memory
comprises a read only memory.
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3. A data processing device, comprising

at least one external memory containing program soft-
ware, and

a data processor comprising at least one internal memory,
the internal memory being immutable once pro-
grammed and comprising authentication code and a
public key for authenticating the program software in
the at least one external memory,

whereby when the processor receives a reset signal the
processor executes the authentication code to
authenticate at least a portion of the software in the
external memory, and if the software is authenticated
successfully the processor reads and executes code
stored in external memory, or if the software is not
authenticated successfully a further reset signal is
sent to the processor.

4. The device of claim 3 wherein the internal memory
comprises a read only memory.

5. A data processor comprising at least one internal read
only memory, the internal read only memory being immu-
table once programmed and comprising authentication code
and a public key for authenticating program software in at
least one external memory,

whereby when the processor receives a reset signal the
processor executes the authentication code to authen-
ticate at least a portion of the software in the external
memory, and if the software is authenticated success-
fully the processor reads and executes code stored in
external memory, or if the software is not authenticated
successtully a further reset signal is sent to the proces-
SOr.

6. The data processor of claim 1 wherein the internal

memory comprises a read only memory.

#* #* #* #* #*
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COMPUTING DEVICE THAT SECURELY RUNS
AUTHORIZED SOFTWARE

BACKGROUND OF THE INVENTION

[0001] The present invention relates generally to a secure
computing device that protects its secrets and its integrity
using hardware mechanisms and advanced cryptographic
techniques.

[0002] There are a number of situations in which it is
important to protect the integrity of a computing device from
physical tampering. For example, a biometric security
device would not provide much security if an attacker could
tamper with the device and compromise its function. Simi-
larly, a cable TV company’s set-top boxes would not provide
much security and might allow an attacker to watch the
pay-per-view movies for free, for example, if the attacker
could compromise the function of the set-top box.

[0003] The federal government has issued standards relat-
ing to “secure computing”. The National Institute of Stan-
dards and Technology has issued Federal Information Pro-
cessing Standards Publication, FIPS PUB 140-1, defining
“Security Requirements for Cryptographic Modules™. Secu-
rity level 4 provides the highest level of security and
includes an “envelope” of protection around the crypto-
graphic module that provides protection against attempts to
penetrate the envelope. If an attacker attempts to penetrate
the security envelope, the attempt should be detected and all
critical security parameters zero-ized. As FIPS PUB 140-1
states: “Level 4 devices are particularly useful for operation
in a physically unprotected environment when an intruder
could possibly tamper with the device”.

[0004] Accordingly, what is needed is a secure computing
device capable of protecting its secrets and its integrity using
hardware mechanisms and advanced cryptographic tech-
niques.

SUMMARY OF THE INVENTION

[0005] The above and other drawbacks and deficiencies of
the prior art are overcome or alleviated by a secure com-
puting device that protects secrets, protects its own integrity,
and that can run any software that is digitally signed by the
owner of the device.

[0006] A computing device for securely executing autho-
rized code includes a protected memory for storing autho-
rized code, which contains an original digital signature, and
a processor in signal communication with the protected
memory for preparing to execute code from the protected
memory by verifying that a digital signature contained in the
code is original in accordance with a public key, and if the
original digital signature is verified, then branching to a copy
of the authorized code in the protected memory to begin
execution.

[0007] These and other aspects, features and advantages of
the present disclosure will become apparent from the fol-
lowing description of exemplary embodiments, which is to
be read in connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The present invention may be better understood
with reference to the following exemplary figures, in which:

[0009] FIG. 1 shows a flow diagram of a boot process for
a secure computing device in accordance with the principles
of the present disclosure;
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[0010] FIG. 2 shows a schematic diagram of a secure
computing device in accordance with the principles of the
present disclosure;

[0011] FIG. 3 shows a process diagram for encryption,
decryption and maintaining integrity of data for a secure
computing device in accordance with the principles of the
present disclosure;

[0012] FIG. 4 shows a data diagram of an integrity tree for
a secure computing device in accordance with the principles
of the present disclosure;

[0013] FIG. 5 shows a flow diagram of a memory write
process for a secure computing device in accordance with
the principles of the present disclosure;

[0014] FIG. 6 shows a flow diagram of a memory read
process for a secure computing device in accordance with
the principles of the present disclosure; and

[0015] FIG. 7. shows a flow diagram of an alternate
embodiment modified boot process for a secure computing
device in accordance with the principles of the present
disclosure.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

[0016] A secure computing device is provided that pro-
tects secrets and its own integrity. The secure computing
device is further capable of running any compatible software
that is digitally signed by the owner of the device. Digitally
signed code, as defined herein, comprises code having a
hash (e.g., a secure hash algorithm or “SHA-1”, as known in
the art) with a digital signature. The secure computing
device, which can run software that is digitally signed by an
authorized party and protect the integrity of that software
during execution, will not run any software that is not signed
by an authorized party.

[0017] The secure computing device described herein pro-
tects its secrets and its integrity using hardware mechanisms
and advanced cryptographic techniques. This secure com-
puting device can run any software that the owner of the
device chooses, and the owner can update the software on
the device at any time. The secure computing device protects
the integrity of this software over the “lifetime” of the
software. The software is protected from the time it “ships”,
throughout its execution until the software is no longer
needed. Thus an attacker cannot compromise the function of
the device.

[0018] The “owner” of a device is not necessarily the
“user” of the device. For example, the owner of a set-top box
might be a cable television (“TV”) company, while the user
of the set-top box might be a potential attacker. In this case,
the secure computing device could prevent an attacker from
modifying the function of the set-top box in a way that
would allow the attacker to watch all the pay-per-view
movies for free, for example.

[0019] In the case of a personal data assistant (“PDA”), the
secure computing device could prevent an attacker that gains
physical control of the PDA from accessing confidential
information stored on the PDA. The secure computing
device could also prevent the attacker from modifying the
function of the device to include a “Trojan horse” that would
record and mail passwords or other confidential information
to the attacker.

Page 278 of 362



US 2005/0076226 Al

[0020] The secure computing device described here pro-
tects secrets and its own integrity using hardware mecha-
nisms and advanced cryptographic techniques. Implemen-
tation of the device includes a public key that is inside the
device that is used to check the signature of digitally signed
code.

[0021] As shown in FIG. 1, a flow diagram of a boot
process for a secure computing device in accordance with
the principles of the present disclosure is indicated generally
by the reference numeral 100. At boot time, a read-only
memory (“ROM”) inside the device reads the boot code
from a standard boot address and copies the boot code into
“protected memory” at step 101, verifies the digital signa-
ture on the boot code at step 102, checks whether the digital
signature is valid at step 103, and, if valid, branches to the
copy of the code in protected memory at step 104. If, on the
other hand, the digital signature is found to be invalid at step
103, an error is signaled at step 105.

[0022] Here, the protected memory can be a memory that
is inside the computing device and inaccessible to an
attacker that might want to compromise the integrity of the
device. Alternatively, the protected memory can be a
memory that is outside of the device and protected by an
inline encryption scheme as illustrated in FIG. 2.

[0023] Turning to FIG. 2, a secure computing device in
accordance with the principles of the present disclosure is
indicated generally by the reference numeral 200. The
secure computing device 200 includes a processor 210 in
signal communication with a memory bus 214, which is in
signal communication with a memory 216. The processor
210 includes inline cryptography and integrity hardware
212. The processor 210 uses “plain text” data, while the
memory 216 uses “ciphertext” data. In this exemplary
embodiment, the memory 216 is a protected memory that is
outside of the device, and protected by the hardware 212
using inline encryption.

[0024] In one embodiment of this invention, a symmetric
key inside the device is used to encrypt information that is
written outside the chip and decrypt information as it is read
back in. This inline encryption process protects both the
confidentiality of information stored outside of the chip as
well as the integrity of that information.

[0025] The public key can be in an on-chip ROM and thus
fixed for all copies of a design, or in fuses that are pro-
grammed at the wafer stage (e.g., laser trimmed) or at
system assembly time (e.g., in-system programmable). The
last option allows the chip manufacturer to make and
package parts without a customer-specific public key but
this option is not available in certain chip technologies.

[0026] One solution to this problem is to include a small
number of on-chip laser trimmed fuses to identify the
“owner number” for a particular chip. If the chip also
includes the public key of the chip manufacturer, the chip
manufacturer’s public key can be used to validate a certifi-
cate that provides the public key for a given owner number.
FIG. 7, discussed later, illustrates how the boot process
might work in this case.

[0027] The integrity protection scheme defends against
modification of data as well as replay and relocation of data.
A “replay” of a data block is the replacement of that data
block with a value that was valid at that data block’s address
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at some earlier point in time. A “relocation” of a data block
is the replacement of the data block with a block that is valid
at a different address. The encryption/integrity scheme may
use an encryption algorithm, such as the data encryption
standard (“DES”) or advanced encryption standard (“AES”)
with time and location sensitivity, to defend against replay
and relocation of data.

[0028] The encryption of a plaintext block is a function of
the plaintext data, an encryption key and a “whitening”
value. The whitening value is a function of a whitening key,
the block’s “address™ and a counter or “version number” that
is incremented each time a block is written. The use of the
block’s address in the whitening value defends against
relocation and the use of the version number defends against
replay.

[0029] Turning now to FIG. 3, data flow for encryption,
decryption and integrity of data for a secure computing
device is indicated generally by the reference numeral 300.
In a Memory Write portion of the data flow 300, Plaintext
data is received, for which an integrity value is generated
and saved at a function block 310. The received Plaintext
data is also received at a first summing block 312, which also
receives a Whitening Value to sum with the Plaintext data.
The output of the summing block 312 is received and
encrypted by a function block 314, which also receives a
Cryptographic Key and encrypts the data using AES or DES,
for example. The output of the encryption block 314 is
received by a second summing block 316, which also
receives a Whitening Value to sum with the encrypted data.
The output of the summing block 316 comprises Ciphertext
data to be stored in protected memory.

[0030] The address of the data is received by a function
block 318, which gets a version number for the received
address. The output of the block 318 is received by a Galois
Field (“GF”) multiply block 320. The GF multiply block 320
also receives a Whitening Key, and thereby produces the
Whitening Value.

[0031] In a Memory Read portion of the data flow 300,
Ciphertext data is retrieved from protected memory to a
third summing block 322. The summing block 322 sums the
retrieved Ciphertext data with the Whitening Value. A
decryption block 324 receives the output of the summing
block 322, receives the Cryptographic Key, and produces a
decrypted output using AES or DES, for example. The
output of the decryption block 324 is received by a fourth
summing block 326, which sums it with the Whitening
Value to produce Plaintext data. The Plaintext data output
from the fourth summing block 326 is received at a function
block 328, which validates the Integrity Value of the Plain-
text data, and produces a Pass/Fail flag.

[0032] In this variant of the scheme, as shown in FIG. 3,
the whitening value is a multiplication in a Galois field of the
version number and the whitening key. In the variant of the
scheme shown in FIG. 3, whitening includes an exclusive-or
of the data with the whitening value, and whitening is
applied to the data both before and after the DES or AES
encryption on memory writes, as well as before and after the
DES or AES decryption on memory reads.

[0033] An integrity value is also computed whenever a
block is written out to memory. The integrity value can be
a sum (e.g., “exclusive or”) of all of the plaintext in the data
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block. Since the integrity value for a data block also needs
to be protected if the data block is to be protected, and since
the version number needs to be maintained and protected,
the <integrity value, version number> pair for a given block
is combined with similar pairs of other data blocks (e.g.,
nearby), and the group of pairs is written to another data
block, a “meta-data” block that in turn must be protected.

[0034] As shown in FIG. 4, an integrity tree for a secure
computing device is indicated generally by the reference
numeral 400. The exemplary integrity tree 400 includes data
blocks D0, D1, D2, D3, D4 and D5. The tree further includes
meta-data blocks MD0O, MD1, MD2, MD3 and MD4. The
meta-data block MDO, for example, comprises the sum and
version for all of the data blocks D0, D1, D2, D3, D4 and
DS5. In addition, this exemplary integrity tree includes
higher-level meta-data blocks 412, one of which comprises
the sum and version for all of the meta-data blocks MDO,
MD1 and MD2, for example. The has a root 410, which
might directly comprise the sum and version for all of the
higher-level meta-data blocks 412, or might comprise meta-
data blocks of even higher level in alternate embodiments.

[0035] Thus, in this variation of the scheme, the <integrity
value, version number> pair for the meta-data block is
combined with those of other nearby meta-data blocks and
written to a higher-level meta-data block, which is, in turn,
protected. The meta-data blocks including the higher-level
meta-data blocks form a tree and the root of the tree protects
the integrity of the entire protected memory. Although one
exemplary design embodiment for an integrity tree has been
described, alternative designs are also possible. For
example, an integrity tree such as that described in the
co-pending patent application entitled ‘“Parallelizable
Authentication Tree for Random Access Storage” (Attorney
Disclosure No. YORS820020483) might be employed in
place of the exemplary integrity tree described here. Of
course, other integrity tree designs are also possible as will
be recognized by those skilled in the pertinent art.

[0036] The root of the integrity tree, as well as the
encryption and whitening keys, are stored inside the secure
computing device. In addition, the contents of the meta-data
integrity tree are updated and verified inside the secure
computing device. This means that an attacker has no
visibility into the contents of the protected memory. This
also means that the secure computing device can detect any
modifications that an attacker may make to the contents of
protected memory including any “replay” or “relocation”
attacks.

[0037] The integrity tree embodiment 400 allows for off-
chip storage of data. The integrity values and version
numbers form a tree and only the highest-level root of the
tree is stored and physically protected inside of the chip.
However, alternate embodiments may be applied where
there is enough on-chip storage available to store a lower
level of the integrity tree below the root. If all of the integrity
and version information does not fit inside the chip, but if
there is sufficient on-chip memory to completely store such
a lower level of the integrity tree, then it is not necessary to
build an entire integrity tree up to a single highest root. For
example, if the lowest level of the integrity tree fits on-chip,
then it would not be necessary to maintain any higher-level
integrity values. Alternatively, if the lowest level did not fit
on the chip, but the next higher second level did fit on the

Apr. 7, 2005

chip, then it would not be necessary to maintain any higher
levels above that second integrity level since the second
integrity level would be physically protected inside of the
chip.

[0038] Turning to FIG. 5, a Memory Write process for a
secure computing device is indicated generally by the ref-
erence numeral 500. The process 500 receives data to be
written at a function block 501, which writes the memory
block and passes control to a function block 502. The
function block 502 updates the checksum and version in a
higher-level metablock, and passes control to a decision
block 503. The decision block 503, in turn, determines
whether this higher-level metablock is the root of the integ-
rity tree. If the root is not detected, control is passed back to
the function block 501. If, on the other hand, the root is
detected, control is passed to a return block 504.

[0039] Thus, FIG. 5 illustrates the steps involved in
writing a data block to the protected memory. The block is
written out to the protected memory in step 501. In step 502,
updated versions of the data block’s checksum and version
number are saved in the data block’s “meta-data” block. If
this meta-data block corresponds to the root of the integrity
tree, as determined in step 503, then the process completes
at step 504. If, on the other hand, the meta-data block is not
the root of the integrity tree, then the meta-data block needs
to be written out to the protected memory in step 501 and the
checksum and version number for the meta-data block needs
to be saved in a higher-level meta-data block in step 502. As
before, if this higher-level meta-data block corresponds to
the root, as determined in step 503, the process completes at
step 504. Otherwise, the meta-data block needs to be written
out to the protected memory and the process continues until
a higher-level meta-data block corresponds to the root, at
which point the process terminates at step 504. In this case,
all of the blocks that are written out to the protected memory
are protected using the encryption and integrity scheme
shown in FIG. 3.

[0040] Turning now to FIG. 6, a Memory Read process
for a secure computing device is indicated generally by the
reference numeral 600. The process 600 includes a function
block 601, which reads a memory block and passes control
to a decision block 602. The decision block 602 determines
whether the block is valid, and, if not, passes control to a
function block 603 to recognize an integrity failure. If, on
the other hand, the block is valid, then the block 602 passes
control to a second decision block 604. The second decision
block 604 determines whether the block is a leaf block, and,
if not, passes control back to the function block 601. If, on
the other hand, the block is a leaf block, then the decision
block 604 passes control to a return block 605, which returns
the data block.

[0041] Thus, FIG. 6 illustrates the steps involved in
reading a data block from the protected memory. In step 601,
the first data block on the path from the root of the integrity
tree to the desired data block is read from the protected
memory. In step 602, the block’s validity is checked with
checksum and version information from the root of the
integrity tree. If the integrity check fails, an integrity failure
condition is signaled in step 603. On the other hand, if the
block is determined to be valid, then a check is performed
in step 604 to determine whether the block is the desired data
block. If it is, the data is returned to the user in step 605. If
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it is not, the next data block on the path from the root to the
desired data block is read in step 601. As before, the integrity
of this block is checked in step 602. In addition, as before,
an integrity failure condition is signaled in step 603 if the
integrity check fails. As before, if the block is determined to
be valid, a check is performed, in step 604, to determine
whether the block is the desired data block. If it is, the data
is returned to the user in step 605. If not, the next data block
on the path is read and so on until either an integrity check
fails in which case an integrity failure condition is signaled
in step 603, or the desired data block is reached and the data
is returned to the user in step 605. In this case, all of the
blocks that are read from the protected memory are
decrypted and have their integrity checked as shown in FIG.
3.

[0042] In addition, the blocks on the path from the root to
the desired data blocks can be cached to improve perfor-
mance. Using an alternate embodiment modified integrity
tree, such as the one described in the co-pending patent
application entitled “Parallelizable Authentication Tree for
Random  Access  Storage”  (Atty. Discl.  No.
YOR820020483), the integrity of data blocks on the path
from the root to the desired data can be checked in parallel,
further improving performance.

[0043] As shown in FIG. 7, an alternate embodiment
modified boot process is indicated generally by the reference
numeral 700. The process 700 includes a function block 701,
which reads a Certificate containing an Owner Public Key
into protected memory, and passes control to a function
block 702. The block 702 validates the Certificate with the
Manufacturer’s Public Key, which is present on the proces-
sor, and passes control to a function block 703. The block
703, in turn, reads the Boot Code into protected memory,
and passes control to a function block 704. The block 704
verifies the Digital Signature of the Boot Code with the
Owner Public Key, and passes control to a decision block
705. The decision block 705 determines whether the Digital
Signature is valid, and, if so, passes control to a branch block
706. The branch block 706 branches to the copy of the code
in protected memory. If, on the other hand, the decision
block 705 determines that the Digital Signature is not valid,
it passes control to a function block 707 to signal an error.

[0044] Thus, as mentioned following the description of
FIG. 3, the alternate embodiment boot process 700 of FIG.
7 may use, for example, a small number of on-chip laser
trimmed fuses to identify the “owner number” for a particu-
lar chip. If the chip also includes the public key of the chip
manufacturer, the chip manufacturer’s public key can be
used to validate a certificate that provides the public key for
a given owner number.

[0045] Although illustrative embodiments have been
described herein with reference to the accompanying draw-
ings, it is to be understood that the present invention is not
limited to those precise embodiments, and that various
changes and modifications may be effected therein by one of
ordinary skill in the pertinent art without departing from the
scope or spirit of the present invention. All such changes and
modifications are intended to be included within the scope of
the present invention as set forth in the appended claims.

What is claimed is:
1. A computing device for securely executing authorized
code, said computing device comprising:
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a protected memory for storing authorized code, which
contains an original digital signature; and

a processor in signal communication with said protected
memory for preparing to execute code from the pro-
tected memory by verifying that a digital signature
contained in said code is original in accordance with a
public key, and if said original digital signature is
verified, then branching to a copy of said authorized
code in said protected memory to begin execution.

2. A computing device as recited in claim 1 wherein said

protected memory is cryptographically protected.

3. A computing device as recited in claim 1 wherein the
integrity of the contents of said protected memory is pro-
tected by encryption.

4. A computing device as recited in claim 1 wherein said
protected memory is physically protected.

5. A computing device as recited in claim 1 wherein said
public key is stored in said protected memory.

6. A computing device as recited in claim 1 wherein at
least one of the integrity of said authorized code and the
privacy of said authorized code is protected at run time.

7. A computing device as recited in claim 6 wherein the
integrity of said authorized code is protected at run time with
symmetric key encryption.

8. A computing device as recited in claim 6, wherein the
privacy of said authorized code is protected at run time with
symmetric key encryption.

9. A computing device as defined in claim 1 wherein:

the protected memory stores code with an original digital
signature corresponding to an Owner Public Key; and

the processor verifies the Owner Public Key in accor-
dance with a Manufacturer Public Key, which is resi-
dent on the processor, and then verifies the original
digital signature in accordance with the Owner Public
Key.
10. A computing device as defined in claim 9, further
comprising:

reading means for reading a Certificate containing an
Owner Public Key;

validation means for validating the Certificate with the
Manufacturer Public Key;

matching means for finding the Owner Public Key in the
Certificate that matches the Owner Number in the
processor; and

verification means for using the matched Owner Public
Key to verify the authorized code.
11. A method for ensuring that a processor will execute
only authorized code, said method comprising:

applying an original digital signature to all authorized
code;

storing said signed authorized code in a protected
memory; preparing to execute code from the protected
memory by verifying a digital signature used to sign
said code in accordance with a public key, which
corresponds to said original digital signature; and

if said original digital signature is verified, then branching
to a copy of said authorized code in said protected
memory to begin execution.
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12. Amethod as recited in claim 11 wherein said protected
memory is cryptographically protected.

13. A method as recited in claim 11 wherein the integrity
of the contents of said protected memory is protected by
encryption.

14. Amethod as recited in claim 11 wherein said protected
memory is physically protected.

15. A method as recited in claim 11 wherein said public
key is stored in said protected memory.

16. A method as recited in claim 11 wherein the integrity
of said authorized code is protected at run time.

17. A method as recited in claim 16 wherein the integrity
of said authorized code is protected with symmetric key
encryption.

18. A method as recited in claim 11 wherein the privacy
of said authorized code is protected at run time.

19. A method as recited in claim 18 wherein the privacy
of said authorized code is protected at run time with sym-
metric key encryption.

20. A method as defined in claim 11, further comprising:

storing code in the protected memory with an original
digital signature corresponding to an Owner Public
Key; and

verifying the Owner Public Key in accordance with a
Manufacturer Public Key, which is resident on the
processor, and then verifying the original digital sig-
nature in accordance with the Owner Public Key.
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21. A method as defined in claim 20, further comprising:
reading a Certificate containing an Owner Public Key;

validating the Certificate with the Manufacturer Public
Key;

finding the Owner Public Key in the Certificate that
matches the Owner Number in the processor; and

using the matched Owner Public Key to verify the autho-

rized code.

22. A program storage device readable by machine, tan-
gibly embodying a program of instructions executable by the
machine to perform program steps for ensuring that a
processor will execute only authorized code, the program
steps comprising:

applying an original digital signature to all authorized
code;

storing said signed authorized code in a protected
memory;

preparing to execute code from the protected memory by
verifying a digital signature used to sign said code in
accordance with a public key, which corresponds to
said original digital signature; and

branching to a copy of said authorized code in said
protected memory to begin execution if said original
digital signature is verified.

#* #* #* #* #*
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METHOD FOR VALIDATING EXPANSION ROMS
USING CRYPTOGRAPHY

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates generally to the field
of computer sceurity, and morc particularly, to a method for
validating third-party expansion ROMSs in a personal com-
puter using cryptography.

[0003] 2. Description of Related Art

[0004] The original IBM Personal Computer (PC) Basic
Input Output System (BIOS) architecture allowed for the
inclusion into the system of third-party expansion ROMs—
ROMs that share the address space with BIOS, but which are
not actually part ol the PC BIOS. These third-party expan-
sion ROMs may be present on system plug-in cards, for
example. During system initialization, the system BIOS
“scans” the proscribed address spaces, looking for a simple
byte pattern that designates the start of an expansion ROM.
If such a pattern is encountered, the BIOS performs a simple
checksum on the ROM image and if the result is correct, the
BIOS executes the program contained in the ROM by
jumping to an entry point located on a known boundary.

[0005] This procedure for loading expansion ROMs gen-
erally works fine in an unsecured environment. However,
since the expansion ROM’s program is executed without
regard for its origin or content, a destructive agent, virus, or
program may be introduced into the system during initial-
ization. The security problem has recently become more
acute with the advent and proliferation of so-called “tem-
poral devices”, i.c., devices which arc introduced into the
system after normal operating-system initialization.

[0006] The emerging HOT-PLUG PCI standard, which
allows for the so-called “Hot Insertion” of a device (insert-
ing a device into a live, powered-up bus, while an operating
system is still running), will require that a system agent, in
order to detect and configure the device, scan the device for
valid expansion ROMs. Without proper security counter-
measures, serious system-security compromises may occur.
This is especially true in network or file server configura-
tions in which system sccurity is of paramount importance.
Hot Insertion will soon be a viable feature which will allow
system operators to make dynamic system hardware changes
to a server without bringing down the whole network.
Therefore, there is a need for a security method for validat-
ing expansion ROMs to ensure system integrity.

OBJECTS AND SUMMARY OF THE
INVENTION

[0007] The present invention is a method for validating
expansion ROMs using cryptography. A ROM image is
signed (encrypted) using a private key to create a digital
signature. The digital signature is stored along with the
ROM image on the ROM. A system BIOS scans the system
for the presence of an expansion ROM and when one is
detected, the digital signature stored on the ROM is verified
(decrypted) using a public key corresponding to the private
key. If the verified digital signature matches the ROM image
contained on the ROM (or a hashed digest thereof), the
BIOS proceeds to load the ROM image.
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[0008] A first embodiment of the present invention allows
each ROM vendor to use its own private encryption key. The
system BIOS then stores a public key corresponding to each
ROM vendor’s private key in a BIOS database. When an
expansion ROM is detected by the system BIOS, each public
key is used to verify the ROM until a match occurs, or until
all the public keys have been tried.

[0009] In a second embodiment of the present invention,
the BIOS vendor digitally signs all the ROM images using
its own private key. According to this embodiment, only the
public key corresponding to the BIOS vendor’s private key
needs to be stored in the BIOS and used to verify the
expansion ROMs.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] The exact nature of this invention, as well as its
objects and advantages, will become readily apparent from
considcration of the following specification as illustrated in
the accompanying drawing, and wherein:

[0011] FIG. 1 is a flowchart depicting a simplified prior-
art insecure ROM scan procedure;

[0012] FIG. 2 is a block diagram illustrating the process
of signing a ROM image according to a first embodiment of
the present invention;

[0013] FIG. 3 is a block diagram illustrating BIOS
authentication processing of a signed ROM image according
to the first embodiment of the present invention;

[0014] FIG. 4 is a flowchart depicting the simplified ROM
scan procedure with the additional processing according to
the first embodiment of the present invention;

[0015] FIG. 5 is a block diagram illustrating the process
of signing a ROM image according to a second embodiment
of the present invention;

[0016] FIG. 6 is a block diagram illustrating BIOS
authentication processing of a signed ROM image according
to the second embodiment of the present invention;

[0017] FIG. 7 is a flowchart depicting the simplified ROM
scan procedure with the additional processing according to
the second embodiment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0018] The following description is provided to enable any
person skilled in the art to make and use the invention and
sets forth the best modes contemplated by the inventors for
carrying out the invention. Various modifications, however,
will remain readily apparent to those skilled in the art, since
the basic principles of the present invention have been
defined herein specifically to provide a method for validat-
ing expansion ROMs using cryptography.

[0019] FIG. 1 depicts a process flow of a simplified
prior-art ROM scan procedure. During a system boot-up
procedure, the system BIOS scans a personal computer (PC)
for the presence of any expansion ROMs at step 2. The scan
begins (step 4) at address 0xC0000, which is the first
possible address for an expansion ROM. This address is an
IBM-compatible PC convention and is used universally
throughout the PC industry. A boundary check is performed
at step 6. If the current address to be scanned is equal to
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OxEFFFO, then there are no more expansion ROMs to be
scanned. By industry convention, this boundary address is
the end of the possible expansion space. Once the entire
expansion space has been scanned, the process flow ends at
step 8. However, if the current address is still within valid
expansion ROM address space, then at step 10 the value of
the word stored at the current address is compared Lo the
value O0xAAS55. The word value is a signature which indi-
cates that the following address space contains expansion
ROM code. Again, this signature value is a conventional
industry standard.

[0020] If the signature value is not present at the current
address, then the address is incremented by 512 at step 12.
By industry convention, the cxpansion ROMs may begin on
512 byte boundaries. The boundary check at step 6 is again
performed and the value of the word located at this new
address is compared to the signature value. If the signature
value matches the value of the word at the current address,
then a checksum is performed on the ROM image at step 14.
If the calculated checksum matches a checksum value stored
on the ROM (step 16), then the ROM image is executed
beginning at three bytes after the current address (step 18).
If the checksum values do not match, the process continues
at step 12. Likewise, once a ROM image is loaded, the
process continues to scan for more ROMs at step 12 until the
boundary check condition is met at step 6.

[0021] Note that ordinarily the ROM scan procedure is
executed only during the system boot procedure. Ilowever,
with the advent of hot insertion devices, the ROM scan
procedure may be performed upon the detection of the
presence of an expansion ROM card, even after the system
has already been initialized.

[0022] As described, the ROM scan procedure will load
any ROM image which contains the standard signature in
the correct location, and which passes the simple checksum
test. However, the ROM image may contain security breach-
ing code or viruses which will have a harmful effect on the
computer system. Therefore, it is desirable to provide a more
secure ROM scan process to insure that only valid and
approved expansion ROMs are loaded by the system BIOS.

[0023] The first embodiment of the present invention is
illustrated in FIGS. 2-4. The following method utilizes a
cryptographic process which has both a public key and a
private key component. Crypto processes which have a
public key and private key are also known as “assymetric”
cryptography. One example of such a cryptographic process
is the PGP algorithm, which is well known in the crypto-
graphic art. The cryptographic engine may be enabled within
a secure processor mode and an associated secure memory
area as described in a related patent application entitled
“METHOD AND APPARATUS FOR SECURE PROCESS-
ING OF CRYPTOGRAPHIC KEYS” Serial No. , and
commonly assigned to the assignee of the present invention.
The disclosure of this application is herein incorporated by
reference.

[0024] The cryptographic engine is used to create and
detect the presence of a so-called “digital signature” embed-
ded within a ROM image. A valid digital signature can only
be created by a holder of a valid secret key and verified by
a holder of the corresponding public key.

[0025] FIG. 2 illustrates the process of signing the ROM
image using a private key. Using a mutually-agreed-upon
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encryption method, such as the PGP algorithm, the public
and private keys (key pairs) are generated by an expansion
ROM vendor, who maintains the secrecy of the private key.
Both the BIOS vendor and the expansion ROM vendors
need to mutually agree upon which encryption method to
use, in order for the procedure to work correctly. The public
key is included in a BIOS database (lypically a non-volatile
memory) contained on the system. The expansion ROM
vendor, using an agreed-upon hashing algorithm 22, hashes
the salient portions of the expansion ROM image 20, pro-
ducing a small hash product 24. A hash algorithm is used to
reduce the size of the resulting digital signature, while still
providing a high level of security. In this embodiment, a
160-bit hashing algorithm is used, but any agreed upon
algorithm may be used. Both the BIOS vendor and the ROM
vendors need to mutually agree upon a hashing algorithm
before implementing the present invention. This hash prod-
uct 24 is then signed by the expansion ROM vendor, using
its privatc key 28 and a mutually agreed upon cncryption
algorithm 26. The resulting output is known as a “digital
signature”30. This encryption processing may be performed
in a protected environment as described in the above-
identified application entitled “METHOD AND APPARA-
TUS FOR SECURE PROCESSING OF CRYPTO-
GRAPHIC KEYS.” The digital signature 30 is then stored
along with the original ROM program on the expansion
ROM 32.

[0026] FIG. 3 illustrates the authentication process of an
expansion ROM constructed according to the first embodi-
ment of present invention. First, using the signed ROM
image 40, the system BIOS generates a hash product 52 of
the ROM program using the mutually agreed upon 160-bit
hashing algorithm 350. Next, the digital signature 42 is
decrypted using one of the public keys 44 embedded within
a non-volatile storage on the system. The non-volatile stor-
age stores a public key corresponding to each ROM ven-
dor’s private key. If the decryption algorithm 46, using any
one of the public keys 44 stored on the system, produces a
decrypted hash product 48 which matches bit-for-bit the
computed hash product 52 of the ROM program, then the
associated ROM program is considered authenticated and
secure. The ROM program beginning at the ROM’s entry
point may then be executed.

[0027] Note that only a private key which corresponds to
one of the public keys stored in the non-volatile storage will
produce a valid signature. Thus, by keeping the private keys
secret, only authorized expansion cards manufactured by
authorized vendors will be recognized and loaded.

[0028] FIG. 4 depicts the simplified ROM scan process of
FIG. 1 with the additional steps required to validate the
ROM program according to the first embodiment of the
present invention. The additional steps are shown in darker
shades. The operation of steps 2-14 are identical to the
operation of the corresponding steps in FIG. 1 and a
description of thesc steps will not be repeated here. Begin-
ning at step 16, if there is a checksum match, the variable
“key” is set to the value “first key” at step 68, otherwise the
normal process continues at step 12.

[0029] After step 68, the processing enters the key pro-
cessing loop. If all the available keys have been processed
at step 60, then the normal processing continues at step 12.
If there are remaining keys to process, then at step 62 the
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digital signature of the current ROM image is decrypted
using the present public key. If the decrypted signature
matches the hashed ROM image, then the ROM image is
executed at step 18. If the decrypted signature does not
match the hashed ROM image, however, then the next
public key stored in the non-volatile storage is used at step
66. 1[ all the keys have been used, and there is still no match,
the key processing loop exits at step 60 and the normal
processing continues at step 12. Thus, if an expansion ROM
is inserted into the system, without the proper digital sig-
nature, the associated ROM image will not be executed
during the ROM scan process. This protects the system from
loading unauthorized expansion ROMs which may cause
system malfunctions by introducing viruses or security
breaching code into the system.

[0030] FIG. 5 illustrates a second embodiment of the
present invention. This second embodiment differs from the
first embodiment in that the third-party ROM vendor must
first send the ROM program 70 to the BIOS vendor. The
BIOS vendor then generates the same type of hash digest 74
of the ROM image 70 as is used in the first embodiment,
using the same type of agreed upon 160-bit hashing algo-
rithm 72. The BIOS vendor then signs the digest 74 by
encrypting the digest 74 with its own private key 78. The
signed, encrypted digest 80 is then sent back to the third-
party expansion ROM vendor, who then integrates the
signature into a new ROM image 82 belore manulacturing.

[0031] The authentication process [or the second embodi-
ment of the present invention is shown in FIG. 6. At
runtime, the system BIOS authenticates the ROM image 84
by decrypting the signature portion, using the agreed-upon
decryption algorithm 88 and the BIOS vendor’s public key
90. The ROM program is also hashed using the mutually
agreed upon hashing algorithm 94. If the decrypted digest 92
matches (A/B compare 98) bit-for-bit with the hashed digest
96, then the program is considered validated and safe to
execute; otherwise it is considered invalidated and it is not
executed (step 100).

[0032] The second embodiment simplifies the runtime
processing requirements since only a single key is required
to be contained within the BIOS database, i.e. the BIOS
vendor’s public key. FIG. 7 illustrates the additional ROM
scan steps needed for this second embodiment. Steps 2-14
are identical to the operation of the corresponding steps in
FIG. 1 and a description of these steps will not be repeated
here. Beginning at step 16, if there is a checksum match, the
BIOS vendor’s public key is read at step 102 and is used at
step 104 (o decrypt the signature. If the signature matches
the computed hash digest at step 106, then the ROM image
is loaded at step 18. Otherwise, the processing returns to step
12 in order to check the next possible address for an
expansion ROM.

[0033] One drawback to this second method is that each
release of an expansion ROM vendor’s ROM program must
be sent to the BIOS vendor, hashed, signed and returned
back to the ROM vendor. As a practical matter, this proce-
dure may be too cumbersome for certain applications. The
advantage of the second embodiment, however, is that only
one public key needs to stored in the system BIOS, reducing
the amount of required non-volatile storage.

[0034] By incorporating the present invention into per-
sonal computer systems, BIOS vendors can provide a high-
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level of security to the systems, guaranteeing that no ques-
tionable expansion ROMs will ever be executed. In systems
which support the “hot insertion” of expansion cards, the
present invention can be invoked each time a new card is
detected in order to ensure that only authorized ROM
programs are loaded into the system. This provides a much
greater level ol system protection than is currently available.

[0035] Those skilled in the art will appreciate that various
adaptations and modifications of the just-described preferred
embodiments can be configured without departing from the
scope and spirit of the invention. Therefore, it is to be
understood that, within the scope of the appended claims,
the invention may be practiced other than as specifically
described herein.

‘What is claimed is:

1. A method for validating an expansion ROM card
containing a ROM program, the method comprising the
steps of:

creating a digital signature by signing (encrypting) the
ROM program using a private key and a mutually
agreed upon encryption algorithm;

storing the digital signature on the expansion ROM card;

decrypting the digital signature on the ROM card using a
public key corresponding to the private key; and

comparing the decrypted digital signature with the ROM
program;

wherein if the decrypted digital signature matches the

ROM program, then the expansion ROM card is vali-

dated and loaded, and wherein if the decrypted digital

signature does not match the ROM program, then the

expansion ROM card is not validated and is not loaded.

2. The method of claim 1, wherein the step of creating a
digital signature comprises the steps of:

creating a hash digest of the ROM program using a
mutually agreed upon hashing algorithm; and

signing the hash digest using the private key and the

mutually agreed upon encryption algorithm.

3. The method of claim 2, wherein the step of comparing
comprises comparing the decrypted digital signature to a
hash digest of the ROM image, wherein the hash digest is
created using the mutually agreed upon hashing algorithm.

4. The method of claim 3, wherein each vendor of
expansion ROM cards creates a unique digital signature
using a unique private key.

5. The method of claim 4, wherein a system BIOS stores
a public key corresponding to each ROM vendor’s unique
private key.

6. The method of claim 5, wherein each public key is used
to decrypt (verify) the digital signature until a match is
detected, or until all the public keys stored in the system
BIOS have been used.

7. The method of claim 3, wherein a BIOS vendor creates
the digital signature using a single private key.

8. The method of claim 7, wherein a system BIOS stores
a single public key corresponding to the BIOS vendor’s
private key.

9. The method of claim 6, wherein the steps of decrypting
the digital signature and of creating a hash digest of the
stored ROM image are performed during a secure processor
mode and in an associated secure memory area.

Page 293 of 362



US 2001/0007131 Al

10. The method of claim 8, wherein the steps of decrypt-
ing the digital signature and of creating a hash digest of the
stored ROM image are performed during a secure processor
mode and in an associated secure memory area.

11. A method for validating an expansion ROM card
containing a ROM program, the method comprising the
sleps of:

signing (encrypting) the ROM program to create a digital
signature, the step of signing further comprising the
steps of:

creating a first hash digest of the ROM program using
a hashing algorithm known by both a ROM vendor
and a BIOS vendor;

encrypting the first hash digest of the ROM program
using a ROM vendor’s private key, and an encryp-
tion algorithm known by both the ROM vendor and
the BIOS vendor;

storing the digital signature on the expansion ROM card;

storing a public key corresponding to each ROM vendor’s
private key in a system BIOS;

decrypting the digital signature on the ROM card using a
public key corresponding to the ROM vendor’s private
key, the public key stored in the system BIOS;

calculating a second hash digest ol the ROM image using
the hashing algorithm; and

comparing the decrypted digital signature with the second
hash digest;

wherein if the decrypted digital signature matches the

second hash digest, then the expansion ROM card is

validated and loaded, and wherein if the decrypted

digital signature does not match the hash digest, then

the expansion ROM card is not validated and is not
loaded.

12. The method of claim 11, wherein the steps of decrypt-

ing the digital signaturc and of crcating a sccond hash digcest
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of the stored ROM image are performed during a secure
processor mode and in an associated secure memory area.

13. A method for validating an expansion ROM card
containing a ROM program, the method comprising the
steps of:

signing (encrypting) the ROM program to create a digital
signature, the step of signing further comprising the
steps of:

creating a first hash digest of the ROM program using
a hashing algorithm;

encrypting the first hash digest of the ROM program
using a BIOS vendor’s private key, and an cneryp-
tion algorithm;

storing the digital signature on the expansion ROM card;

storing a public key corresponding to the BIOS vendor’s
private key in a system BIOS;

decrypting the digital signature on the ROM card using
the public key corresponding to the BIOS vendor’s
private key, the public key stored in the system BIOS;

calculating a second hash digest of the ROM image using
the hashing algorithm; and

comparing the decrypted digital signature with the second
hash digest;

wherein if the decrypted digital signature matches the
hash digest, then the expansion ROM card is validated
and loaded, and wherein if the decrypted digital signa-
ture does not match the hash digest, then the expansion
ROM card is not validated and is not loaded.

14. The method of claim 13, wherein the steps of decrypt-
ing the digital signature and of creating a second hash digest
of the stored ROM image are performed during a secure
processor mode and in an associated secure memory area.
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DETAILED ACTION
Claims 1-21 are presented for examination.
Claim Rejections - 35 USC § 102
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(b) the invention was patented or described in a printed publication in this or a foreign country or in
public use or on sale in this country, more than one year prior to the date of application for patent in
the United States.

Claims 1-4, 19, and 21 are rejected under 35 U.S.C. 102(b) as being anticipated
by Bhatt et al. (hereinafter ‘Bhatt’) US 2006/0107320 in view of Kumar et al. (hereinafter
'Kumar') US 2008/0159541.

Bhatt was cited as the prior art reference in the previous office action. As such,
his relevant teachings are hereby incorporated by reference.

As to claim 1, Bhatt teaches a method for booting a computer system, the
method comprising:

upon one of a power-on and a reset event, executing instructions stored in an
internal non-volatile memory area of a central processing unit [Fig. 2, execute
verification code on reset 205, 0024—“verification code from boot storage 130" Boot

storage 130 is located on the processor package as shown in Fig. 1], said computer

system containing an encryption key [0025—"Any now known or later developed

hashing...or similar algorithm...may be stored in boot storage 130" A signature is

determined using the key];
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determining a current signature of at least a signed portion of boot data [0027—
“the verification code executed by processor 120 may compute a signature of the boot
code 180"], said signed portion of boot data containing a stored signature of said portion
of boot data [0027—"signature value from ID storage”], said stored signature created by
applying said encryption key [0025—"Any now known or later developed hashing...or
similar algorithm...may be stored in boot storage 130 and used in act 225" Act 225
initially computed the signature of the boot code and stored it.]; and

executing boot instructions contained in said signed portion of boot data, when
said current signature and said stored signature are identical [0028—°If the computed
signature from act 245 matches the corresponding signature value from ID storage 140
[act 250], processor 120 the verification code executed by processor 120 may permit
further booting from boot code 180 in external memory 160 [act 255].”

Bhatt does not teach said internal non-volatile memory area containing an
encryption key. Specifically, Bhatt is silent regarding the location of the key.

Kumar is cited to teach a similar method that involves secure booting. Kumar
further teaches said internal non-volatile memory area containing an encryption key
[0016—" a processing unit key or PUK is a cryptographic key that is stored in a
processor when the processor is manufactured, and that remains in the processor in
nonvolatile form”]. It would have been obvious to one of ordinary skill in the art to have
combined the teachings of Bhatt and Kumar because they are both directed towards

securely booting. Furthermore, Bhatt does not provide teaching for the location of the
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key. Kumar provides teaching that specifies the location of a key in a secure booting
environment.

As to claim 2, Kumar teaches executing said instructions stored in said internal
non-volatile memory area comprises initializing an internal random access memory of
said central processing unit and loading said at least a portion of boot data from a non-
volatile memory into said initialized random access memory [0032--“This provides the
ability for a special code module, referred to as the authenticated code module (AC
module), to be loaded into internal RAM (referred to as authenticated code execution
area) within the processor?].

As to claim 3, Kumar teaches executing boot instructions of said signed portion
of boot data comprises initializing a system memory of said computer system and
loading said boot data from said non-volatile memory into said system memory and
verifying an integrity of said boot data [0029].

As to claim 4, Kumar teaches wherein initializing said internal random access
memory comprises initializing a data cache and an instruction cache of said central
processing unit and wherein said at least a portion of boot data is loaded into said data
cache [0029—It is well known in the art that booting involves loading boot data into
cache in order for it to be executed by the processor].

As to claim 19, Bhatt and Kumar teach this claim according to the reasoning set
forth in claim 1 supra.

As to claim 21, Bhatt and Kumar teach this claim according to the reasoning set

forth in claim 1 supra.
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Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 5 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Bhatt et al. (hereinafter ‘Bhatt’) US 2006/0107320 in view of Kumar et al. (hereinafter
'Kumar') US 2008/0159541 and in view of Tugenberg et al. (hereinafter ‘Tugenberg’) US

7,103,782.

As to claims 5, Bhatt and Kumar teach the method of claim 1, but do not teach
locking said encryption key for external access prior to executing said boot instructions.

Tugenberg is cited to teach a method that utilizes an encryption key stored in
secure memory. Tugenberg further teaches locking said encryption key for external
access prior to executing said boot instructions [Fig. 3]. When blocking gates are
enabled in step 314, the encryption key is “locked.” It would have been obvious to one
of ordinary skill in the art to have combined the teachings of Bhatt and Kumar with
Tugenberg because they are all directed towards utilizing an encryption key.
Tugenberg improves upon Bhatt and Kumar because Tugenberg's system is more
secure. It prevents access to the encryption key when access is not needed [col. 8,

lines 4-5].
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As to claim 20, Tugenberg teaches this claim according to the reasoning set forth

in claim 5 supra.

Allowable Subject Matter

Claims 7-18 are allowed.

Claim 6 is objected to as being dependent upon a rejected base claim, but would
be allowable if rewritten in independent form including all of the limitations of the base
claim and any intervening claims.

Response to Arguments

Applicant’s arguments, see remarks, filed 6/22/2012 with respect to the
rejection(s) of claim(s) 1 and 2 under 35 U.S.C. 102 have been fully considered and are
persuasive. Therefore, the rejection has been withdrawn. However, upon further
consideration, a new ground(s) of rejection is made in view of Kumar et al. US
2008/0159541.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JAWEED A. ABBASZADEH whose telephone number is
(671)270-1640. The examiner can normally be reached on Mon-Fri: 8:30 a.m.-6:00
p.m..

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Thomas C. Lee can be reached on (571) 272-3667. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JAWEED A ABBASZADEH/
Examiner, Art Unit 2115
10/5/12
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Group Art Unit: 2115
MICHAEL GRELL
RALF FINDEISEN Examiner: JAWEED A. ABBASZADEH
FRANK SCHUECKE

Conf. No.: 7735
Serial No.: 12/355,900
Atty. Docket: 2162.162700/DE0892
Filed: January 19,2009
CUSTOMER NO.: 10742

For: COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE BASIS
OF SYMMETRIC KEY ENCRYPTION

RESPONSE TO OFFICE ACTION DATED OCTOBER 10, 2012

Mail Stop Amendment
Commissioner for Patents

P. O. Box 1450

Alexandria, VA 22313-1450

Sir:
This paper is submitted in response to the Office Action mailed October 10, 2012, for

which the shortened three-month statutory response date is January 10, 2013. This response is
being filed on or before the due date, therefore, it is timely filed.

If an extension of time is required to enable this paper to be timely filed and there is no
separate Petition for Extension of Time filed herewith, this paper is to be construed as also
constituting a Petition for Extension of Time Under 37 CFR § 1.136(a) for a period of time
sufficient to enable this document to be timely filed.

No other fee is believed due as a result of the response contained herein. However,
should any other fees under 37 C.F.R. §§1.16 to 1.21 be required for any reason, the
Commissioner is authorized to deduct said fees from Williams, Morgan & Amerson, P.C.’s

Deposit Account No. 50-0786/2162.162700.
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Amendments to the claims are found in the complete listing of claims beginning on
page 3 of this paper.

Remarks begin on page 8 of this paper.
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AMENDMENT TO THE CLAIMS

1. (Original) A method for booting a computer system, the method comprising:

upon one of a power-on and a reset event, executing instructions stored in an internal
non-volatile memory area of a central processing unit, said internal non-volatile
memory area containing an encryption key;

determining a current signature of at least a signed portion of boot data, said signed
portion of boot data containing a stored signature of said portion of boot data, said
stored signature created by applying said encryption key; and

executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

2. (Original) The method of claim 1, wherein executing said instructions stored in
said internal non-volatile memory area comprises initializing an internal random access memory
of said central processing unit and loading said at least a portion of boot data from a non-volatile

memory into said initialized random access memory.

3. (Original) The method of claim 2, wherein executing boot instructions of said
signed portion of boot data comprises initializing a system memory of said computer system and
loading said boot data from said non-volatile memory into said system memory and verifying an

integrity of said boot data.

4. (Original) The method of claim 2, wherein initializing said internal random
access memory comprises initializing a data cache and an instruction cache of said central

processing unit and wherein said at least a portion of boot data is loaded into said data cache.

5. (Original) The method of claim 1, further comprising locking said encryption key

for external access prior to executing said boot instructions.

6. (Original) The method of claim 5, further comprising determining whether an

upgrade version of said boot data is available.
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7. (Previously Presented) A method for booting a computer system, the method
comprising:

upon one of a power-on and a reset event, executing instructions stored in an internal
non-volatile memory area of a central processing unit, said internal non-volatile
memory area containing an encryption key;

determining a current signature of at least a signed portion of boot data, said signed
portion of boot data containing a stored signature of said portion of boot data, said
stored signature created by applying said encryption key;

locking said encryption key for external access prior to executing said boot instructions;

determining whether an upgrade version of said boot data is available, wherein
determining whether an upgrade version of said boot data is available is
performed prior to locking said encryption key; and

executing boot instructions contained in said signed portion of boot data, when said

current signature and said stored signature are identical.

8. (Original) The method of claim 7, further comprising verifying said upgrade

version of said boot data.

9. (Original) The method of claim 8, further comprising calculating a new signature
over a hash sum of said upgrade version of the boot data using said encryption key and adding

said new signature to said upgrade version of the boot data.

10. (Original) The method of claim 9, further comprising enabling said upgrade

version of said boot data.
11. (Original) The method of claim 10, further comprising generating a reset event.

12. (Original) The method of claim 10, further comprising locking said encryption

key prior to enabling said upgrade version of the boot data.
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13.  (Original) A method for booting a computer system, the method comprising:

upon at least one of a power-up event and a reset event, accessing an internal non-volatile
memory of a central processing unit, said internal non-volatile memory containing
pre-boot instructions and data values for initializing an internal volatile memory
of said central processing unit and verifying an integrity of at least a portion of
boot instructions and boot data values;

loading said at least a portion of said boot instructions and boot data values from a non-
volatile memory into said internal volatile memory by executing said pre-boot
instructions;

verifying integrity of said at least a portion of said boot instructions and boot data values
by using an encryption key stored in said internal non-volatile memory and a
signature associated with said at least a portion of said boot instructions and boot
data values, said signature being formed on the basis of said encryption key;

after successfully verifying integrity of said at least a portion of said boot instructions and
boot data values, determining whether an upgrade version of said boot
instructions and boot data values is available; and

when an upgrade version is available, generating a signature of said upgrade version by

using said encryption key.

14.  (Original) The method of claim 13, wherein executing said boot instructions
comprises initializing a system memory of said computer system and loading a second portion of

boot instructions and boot data values into said system memory.

15. (Original) The method of claim 14, further comprising verifying integrity of said
second portion and continuing booting of said computer system on the basis of said second

portion when verification of said second portion is successful.

16. (Original) The method of claim 13, wherein initializing said volatile internal
memory comprises initializing a data cache of said central processing unit and wherein said at

least a portion is loaded into said data cache and is verified therein.
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17. (Original) The method of claim 13, further comprising locking said encryption

key prior to executing said boot instructions when an upgrade version is not available.

18. (Original) The method of claim 13, further comprising verifying said upgrade

version of the boot instructions and boot data prior to generating said new signature.

19. (Original) A central processing unit (CPU), comprising:

a substrate having formed thercon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for connecting
said CPU core, said volatile random access memory and said non-volatile
memory; and

pre-boot information stored in said non-volatile memory, said pre-boot information
including instructions executable by said CPU core and a symmetric encryption
key for verifying at least a portion of a boot routine signed by using said

symmetric encryption key.

20. (Original) The central processing unit of claim 19, further comprising a locking
mechanism configured to enable a portion of said non-volatile memory containing said

symmetric encryption key upon one of a reset event and a power-on event only.

21. (Original) A computer system, comprising:
a central processing unit comprising:

a substrate having formed thereon circuit elements defining a CPU core, a volatile
random access memory, a non-volatile memory and a bus system for
connecting said CPU core, said volatile random access memory and said
non-volatile memory, and

pre-boot information stored in said non-volatile memory, said pre-boot
information including instructions executable by said CPU core and a
symmetric encryption key for verifying at least a portion of a boot routine

signed by using said symmetric encryption key; and
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a non-volatile boot memory configured to hold at least said boot routine and a second

boot routine.
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REMARKS
Claims 1-21 are pending in the present application. No new matter has been introduced
by way of the present response. Reconsideration of the present application is respectfully

requested in view of the arguments set forth herein.

Prior Art Rejections

In the Office Action, the Examiner rejected claims 1-4, 19, and 21 under 35 U.S.C.
§103(a) is allegedly being obvious over Bhatt (U.S. Patent Application Publication No.
2006/0107320) in view of Kumar (U.S. Patent Application Publication No. 2008/0159541). The
Examiner rejected claims 5 and 20 under 35 U.S.C. §103(a) as being obvious over Bhatt and
Kumar in view of Tugenberg (U.S. Patent No. 7,103,782). Applicants respectfully traverse the
Examiner’s rejections.

A finding of obviousness under 35 U.S.C. § 103 requires a determination of the scope
and content of the prior art, the level of ordinary skill in the art, the differences between the
claimed subject matter and the prior art, and whether the differences are such that the subject
matter as a whole would have been obvious to one of ordinary skill in the art at the time the
invention was made. Graham v. John Deere Co., 148 USPQ 459 (U.S. S.Ct. 1966). To
determine whether the subject matter as a whole would have been obvious to one of ordinary
skill in the art at the time the invention was made, one should determine whether the prior art
reference (or references when combined) teach or suggest all the claim limitations. Furthermore,
it is necessary for the Examiner to identify the reason why a person of ordinary skill in the art
would have combined the prior art references in the manner set forth in the claims. Moreover,

there should be a reasonable expectation of success on the part of a person of ordinary skill in the
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art. Teaching away by the prior art may constitute prima facie evidence that the claimed
invention is not obvious.

Applicants respectfully submit that the prior art of record does not teach or suggest all the
limitations set forth in the pending claims, for at least the following reasons.

First, Applicants respectfully submit that the combination of Bhatt and Kumar does not
teach or suggest an internal non-volatile memory area of a central processing unit that contains

an encryption key that is used to determine a current signature of a portion of boot data. As

admitted by the Examiner on page 3 of the Office Action, Bhatt is silent regarding the location of
a key used to determine a computed signature. Paragraph [0016] of Kumar describes storing a
cryptographic key called a processing unit key (PUK) in a non-volatile form in the processor.
However, paragraph [0016] of Kumar also teaches that the PUK is used to encrypt and protect a
third-party key (3PK). Applicants therefore respectfully submit that the PUK described by

Kumar is not an encryption key that is used to determine a current signature of a portion of boot

data, as set forth in the pending claims.
Second, Applicants respectfully submit that Bhatt does not teach or suggest determining a

current signature of a portion of boot data that contains a stored signature of the portion of boot

data. Paragraph [0027] of Bhatt describes forming a signature using boot code 180 and
comparing the signature to a corresponding signature value from storage 140. Figure 4 of Bhatt
shows that the ID storage 140 is a part of the processor package 110 while the boot code 180 is a
part of the external memory 160. Consequently, the signature computed using boot code 180
cannot be computed using the corresponding signature value from ID storage 140 because the
boot code 180 and the ID storage 140 are implemented in completely different devices. Kumar

also fails to teach or suggest this limitation. Applicants therefore respectfully submit that the
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combination of Bhatt and Kumar does not teach or suggest determining a current signature using

a portion of boot data that contains a stored signature of the portion of boot data.

Tugenberg describes locking an encryption key. However, Tugenberg does not remedy
the aforementioned fundamental deficiencies in the combination of Bhatt and Kumar.
Applicants therefore respectfully submit that the prior art of record does not teach or suggest all
the limitations set forth in the pending claims.

Applicants further submit that persons of ordinary skill in the art would not have been
motivated to combine and modify the prior art of record to arrive at the claimed subject matter.
To the contrary, Bhatt teaches away from the claimed subject matter. For example, Bhatt
describes a technique for verifying the trustworthiness of an external memory 160. Bhatt
therefore teaches that the signature of the boot code 180 should be compared to a previously
calculated signature that has been stored in the ID storage 140 so that the identity or
trustworthiness of the external memory 160 can be verified. Applicants therefore respectfully
submit that Bhatt teaches away from storing previously calculated signatures with portions of the
boot code 180 in the external memory 160. Consequently, Bhatt teaches away from determining

a current signature using a portion of boot data that contains a stored signature of the portion of

boot data, as set forth in the pending claims.
For at least the aforementioned reasons, Applicants respectfully submit that the pending
claims would not have been obvious over the prior art of record. Applicants respectfully request

that the Examiner’s rejections of claims 1-5 and 19-20 under 35 U.S.C. § 103(a) be withdrawn.
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Allowable Subject Matter

Applicants acknowledge and appreciate the Examiner’s indication of allowable subject
matter. In the Office Action, the Examiner indicated that claims 7-18 are allowable. The
Examiner also indicated that claim 6 includes allowable subject matter. Pursuant to the
arguments presented herein, Applicants respectfully submit that claim 6 is in condition for

allowance.

Conclusion
Applicants respectfully assert that all claims of the present application are now allowable
and, therefore, request that a Notice of Allowance be issued. Reconsideration of the present
application is respectfully requested. If for any reason the Examiner finds the application other
than in condition for allowance, the Examiner is respectfully requested to call the undersigned at
(713) 934-4052 to discuss the steps necessary for placing the application in condition for

allowance.

Respectfully submitted,
WILLIAMS, MORGAN & AMERSON

/Mark W. Sincell/
Mark W. Sincell
Date: December 28, 2012 Reg. No. 52,226
10333 Richmond Dr., Suite 1100
Houston, Texas 77042
(713) 934-4052
(713) 934-7011 (facsimile)

AGENT FOR APPLICANTS
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principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)

. . 12/355,900 GRELL ET AL.
Notice of Allowablllty Examiner Art Unit
JAWEED A. ABBASZADEH 2115

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to amendment filed 12/28/2012.

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [ The allowed claim(s) is/are 1-21. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitp/www.uspto gov/patents/init_events/pph/index.jsp or send an inquiry to PPHieedback@®@uspio.goy .

4. [X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)iJ Al b)[JSome* c)[INone ofthe:
1. [X] Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ___
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ___

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. [ Examiner's Amendment’Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/JAWEED A ABBASZADEH/
Primary Examiner, Art Unit 2115

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20130308
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 12355900 GRELL ET AL.
RO ===
JAWEED A ABBASZADEH 2115
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference o) Objected
Xl Claims renumbered in the same order as presented by applicant O cpA O T.D. O R.1.47
CLAIM DATE
Final Original  [10/10/201103/18/2012 | 10/05/2012|03/08/2013
1 1 v v v =
2 2 v v v _
3 3 v v v _
4 4 v v v =
5 5 v v v =
6 6 v v O =
7 7 o v = =
8 8 o v = =
9 9 o v = =
10 10 o v = =
11 11 o v = =
12 12 o v = =
13 13 = = = =
14 14 = = = =
15 15 = = = =
16 16 = = = =
17 17 = = = =
18 18 = = = =
19 19 v v v =
20 20 v v v _
21 21 v v v =

U.S. Patent and Trademark Office

Part of Paper No. : 20130308
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 12355900 GRELL ET AL.
Examiner Art Unit
JAWEED A ABBASZADEH 2115
CPC- SEARCHED
Symbol Date Examiner
CPC COMBINATION SETS - SEARCHED
Symbol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
713 1,2 10/10/2011 JA
713 176 10/10/2011 JA
713 189 3/8/2013 JA
SEARCH NOTES
Search Notes Date Examiner
Performed EAST search, see results attached 8/29/2011 JA
Updated EAST search, see results attached 3/13/2012 JA
Performed Google Patents search, see results attached 3/13/2012 JA
Updated EAST search, see results attached 10/1/2012 JA
Updated EAST search, US PG Pub, see results attached 3/8/2013 JA
INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
CPC Symbol
713 1,2,176,189 3/8/2013 JA

U.S. Patent and Trademark Office

-298 339,0f 362



EAST Search History

EAST Search History
EAST Search History (Prior Art)

Ref iHits iSearch Query DBs Default Plurals jiTime
# Operator Stamp
L1 433 (symmetric adj key) with US-PGPUB; USPAT; CR ON 2013/03/08
boot$3 USOCR; EPO; JPO 13:38
L2 §147  isign$3 near3 (BOOT ADJ §US-PGPUB; USPAT; OR ON 2013/03/08
(DATA OR CODE)) USOCR; EPO; JPO 13:39
L3 #§707 tpm same signature US-PGPUB; USPAT; OR ON 2013/03/08
USOCR; EPO; JPO 13:39
L4 §19 3.ab. US-PGPUB; USPAT; CR ON 2013/03/08
USOCR; EPO; JPO 13:39
L5 {147 sign$3 near3 (boot adj US-PGPUB; USPAT; OR ON 2013/03/08
(data or code)) USOCR; EPO; JPO 13:40
L6 234 (key near2 within near3 US-PGPUB; USPAT; OR ON 2013/03/08
(processor or cpu)) USOCR; EPO; JPO 13:42
L7 §1020 &tpm with (processor or US-PGPUB; USPAT; OR ON 2013/03/08
cpu) USOCR; EPO; JPO 13:43
L8 42 7.ab. US-PGPUB; USPAT; OR ON 2013/03/08
USOCR; EPO; JPO 13:43
L12 #4152 {(713/189).CCLS. US-PGPUB; USPAT; OR OFF 2013/03/08
USOCR 14:19
L14 {32470 ii(key near4 ($5processor or {US-PGPUB; USPAT; OR ON 2013/03/08
cpu)) and "12" USOCR; EPO; JPO 14:20

EAST Search History (I nterference)

Ref iiHits iiSearch Query DBs Default Plurals {iTime
# Operator Stamp
L9 {14086 i{{(713/1,2,176).CCLS. US-PGPUB;  HOR OFF 2013/03/08
USPAT; 14:03
UPAD
L10 4738 (key near4 ($5processor or cpu)) and #US-PGPUB; OR ON 2013/03/08
9 USPAT; 1404
UPAD
L11 4314 (key near4 ($5processor or cpu)) US-PGPUB; OR ON 2013/03/08
same (encrypt$3 or decrypt$3) and 9 {jUSPAT; 14:05
UPAD
L15 §4160 {(713/189).CCLS. US-PGPUB; {OR OFF 2013/03/08
USPAT; 14:29
UPAD
L16 {i685 (key near4 ($5processor or cpu)) and {US-PGPUB; OR ON 2013/03/08
15 USPAT; 14:29
UPAD

3/8/2013 2:33:27 PM
C:\ Users\ jabbaszadeh\ Documents\ CASES\ 12355900\ amend2.wsp
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;555000 GRELL ET AL
LT
JAWEED A ABBASZADEH 2115
CPC
Symbol Type Version
CPC Combination Sets
Symbol Type Set Ranking Version
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
713 2 G| o 9 /00 (2006.0)
G 0 15/ 177 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
713 1 176 189
NONE

Total Claims Allowed:

21
(Assistant Examiner) (Date)
/JAWEED A ABBASZADEH/
Primary Examiner.Art Unit 2115 3/8/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 19 1b

U.S. Patent and Trademark Office

Part of Paper No. 20130308
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;555000 GRELL ET AL
NN (==

JAWEED A ABBASZADEH 2115

NONE
Total Claims Allowed:
21

(Assistant Examiner) (Date)
/JAWEED A ABBASZADEH/
Primary Examiner.Art Unit 2115 3/8/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 19 1b

U.S. Patent and Trademark Office

Part of Paper No. 20130308
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;555000 GRELL ET AL
H“m H“‘ H“‘ “m “m “H‘ “ “m “‘ “‘ o o
JAWEED A ABBASZADEH 2115
X Claims renumbered in the same order as presented by applicant O CPA O T.b. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 1 17 17
2 2 18 18
3 3 19 19
4 4 20 20
5 5 21 21
6 6
7 7
8 8
9 9
10 10
1 1
12 12
13 13
14 14
15 15
16 16
NONE
Total Claims Allowed:
21
(Assistant Examiner) (Date)
/JAWEED A ABBASZADEH/
Primary Examiner.Art Unit 2115 3/8/2013 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 19 1b
U.S. Patent and Trademark Office Part of Paper No. 20130308
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.0. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required{), Blocks 1 through 5 should be completed where
appropriate. All further cotrespondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
in ;c?ted unl?ss coqrfgctczd below or directed othetwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications,

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block | for any change of address) Note: A certificate of _mailil_lg can only be used for domestic mailings of the
Fee(s) Transmittal, This certificate cannot be used for any other accompanying

[)apen'g. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission,

10742 7590 03/12/2013

GLOBALFOUNDRIES INC. Certificate of Mailing or Transmission

Y I hereby certify that this Fee(s) Transmittal is being deposited with the United
clo Wllh.ams’ Morgan. & Amerson States Postal Service with su tgcient postage for ﬁr%t clgss mail in an envelope
10333 Richmond , Suite 1100 addressed to the Mail Stog ISSUE FEE address above, or being facsimile
Houston. TX 77042 transmitted to the USPTO (571) 273-2885, on the date indicated below,
i

(Deposilor's name)

(Signature)

{Date)
APPLICATION NO, FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/355,900 01/19/2009 Michael Grell 2162,162700/DE0892 7735
TITLE OF INVENTION: COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE BASIS OF SYMMETRIC KEY
* ENCRYPTION
I APPLN, TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE l PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1770 $300 $0 $2070 06/12/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ABBASZADEH, JAWEED A 2115 713-002000
1, Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list . \
CFR 1.363). P : ( printing P | Williams, Morgan &

, (1) the names of up to 3 registered patent attorneys
¢ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,

. Address form PTO/SB/122) attached. Amerson, P.C.

(2) the name of a single firm (having as a member a 2

“I_] "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
- PTO/SB/47; Rev 03-02 or more recent) attached, Use of a Customer 2 registered patent attorneys or agents. If no name is 3
" Number is required. listed, no name will be printed.

3, ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3,11, Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
GLOBALFOUNDRIES Inc. Grand Cayman, Cayman Islands

Please check the appropriate assignee category or categories (will not be printed on the patent) : ] individual (& Corporation or other private group entity (1] Government

4a, The following fee(s) are submitted: 4b, Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
& 1ssue Fee (3 A check is enclosed. :
& publication Fee (No small entity discount permitted) ] Payment by credit card. Form PTO-2038 is attached. )
(L1 Advance Order - # of Copies &I The Director is hereby authorized to charge the required fecis), any deficiency, or credit any
overpayment, to Deposit Account Number 0 enclose an extra copy of this form),

5. Change in Entity Status (from status indicated above)
(Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27, v, Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature /3. Mike Amerson/ Date May 10, 2013

Typed or printed name J. Mike Amerson » Registration No, 35,426

This collection of information is required by 37 CFR 1,311, The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application, Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will varly de endm% upon the individual case, Any comments on the amount of time you require to com]ijlete
this form and/or m&ggcstions for reducing this burden, should be sent to the Chief Information Officer, U,S. Patent and Trademark Office, U.S, Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, P.O., Box 1450,
Alexandria, Virginia 22313-1450,

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number,
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Electronic Patent Application Fee Transmittal

Application Number:

12355900

Filing Date:

19-Jan-2009

Title of Invention:

COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE

BASIS OF SYMMETRIC KEY ENCRYPTION

First Named Inventor/Applicant Name:

Michael Grell

Filer:

J. Mike Amerson/Mary Paul

Attorney Docket Number:

2162.162700/DE0892

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl Issue Fee 1501 1 1780 1780
Publ. Fee- Early, Voluntary, or Normal 1504 1 300 Page 345389[-‘ 362




Description Fee Code Quantity Amount SU{JJ-STS::; in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2080
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Electronic Acknowledgement Receipt

EFS ID: 15743008

Application Number: 12355900

International Application Number:

Confirmation Number: 7735

COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE

Title of Invention: BASIS OF SYMMETRIC KEY ENCRYPTION

First Named Inventor/Applicant Name: Michael Grell
Customer Number: 10742
Filer: J. Mike Amerson/Mary Paul
Filer Authorized By: J. Mike Amerson
Attorney Docket Number: 2162.162700/DE0892
Receipt Date: 10-MAY-2013
Filing Date: 19-JAN-2009
Time Stamp: 12:09:27
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type Deposit Account
Payment was successfully received in RAM $2080

RAM confirmation Number 8881

Deposit Account 500786

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination proaagﬁe%'7 Of 362




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:

Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

111018

1 Issue Fee Payment (PTO-85B) Issue_fee_transmittal.pdf no 1

7482cdab086df7d499d8bc86488703c6ch))
ed5a4

Warnings:

Information:

32294
2 Fee Worksheet (SB06) fee-info.pdf no 2

57¢571992d86c2e8ae24da682e6c1d9d092)
9cdcs

Warnings:

Information:

Total Files Size (in bytes); 143312

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc code: IDS PTO/SB/08a (01-10)

T . - . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 12355900
Filing Date 2009-01-19

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Michael Grell

Art Unit 2115

Examiner Name Jaweed A. Abbaszadeh

Attorney Docket Number 2162.162700/DE08S2

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E)l(gm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
o e Cite No . Relevant Passages or Relevant
Initial Number Codel| Date of cited Document )
Figures Appear
1, 20010007131 Al 2001050t | Galasso etal. July 5, 2001
Change(s) dpplied

to documen -

/)L
4/8/201% |2 20050076226 Al 2005-04-07 Boivie et al.

3 20070192610 Al 2007-08-16 Chun et al.

4 20060112266 Al 2006-05-25 Little et al.

If you wish to add additional U.S. Published Application citation information please click the Add button. Add
FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns, Lines
Examiner| Cite | Fareign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2? j Code4| Date pp Passages or Relevant
Document .
Figures Appear

w217 ALL REFERENCES CONSIDERED EXCEPT WHERE LINERPPE S 04962, A/



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/355,900 06/11/2013 8464037 2162.162700/DE0892 7735
10742 7590 05/22/2013

GLOBALFOUNDRIES INC.

c/o Williams, Morgan & Amerson
10333 Richmond , Suite 1100
Houston, TX 77042

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 1084 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Michael Grell, Dresden, GERMANY;
Ralf Findeisen, Dresden, GERMANY;
Frank Schuecke, Dresden, GERMANY

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

Page 350 of 362

IR103 (Rev. 10/09)



Doc Code: PA.
Document Description: Power of Attorney

PTO/AIA/82A (07-13)

Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 12/355,900

Filing Date 2009-01-19

First Named Inventor

Michael Grell, et al.

Title COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON
THE BASIS OF SYMMETRIC KEY ENCRYPTION

Art Unit 2115

Examiner Name Abbaszadeh, Jaweed A.

Attorney Docket Number |251367-9018

SIGNATURE of Applicant or Patent Practitioner

Signature /Dar"el R MCCIUre/

Date (Optional)

April 16, 2020

Name

Daniel R. McClure

Registration
Number

38,962

Title (if Applicant is a Attorney of Record
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

v

*Total of 3 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Page 351 of 362



PTO/SB/47 (03-09)

Approved for use through 03/31/2012. OMB 0651-0016

U.S. Patent and Trademark Office; U. S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

“FEE ADDRESS” INDICATION FORM

Address to: Fax to:

Mail Stop M Correspondence 571-273-6500
Commissioner for Patents -OR -

P.O. Box 1450

Alexandria, VA 22313-1450

INSTRUCTIONS: The issue fee must have been paid for application(s) listed on this form. In addition,

only an address represented by a Customer Number can be established as the fee address for maintenance
fee purposes (hereafter, fee address). A fee address should be established when correspondence related to
maintenance fees should be mailed to a different address than the correspondence address for the application.

When to check the first box below: If you have a Customer Number to represent the fee address. When
to check the second box below: If you have no Customer Number representing the desired fee address,
in which case a completed Request for Customer Number (PTO/SB/125) must be attached to this form. For
more information on Customer Numbers, see the Manual of Patent Examining Procedure (MPEP) § 403.

For the following listed application(s), please recognize as the “Fee Address” under the provisions of 37 CFR
1.363 the address associated with:

Customer Number: | 4 Q[ /3

OR

|:| The attached Request for Customer Number (PTO/SB/125) form.

PATENT NUMBER APPLICATION NUMBER

(if known)

8,464,037 12/355,900

Completed by (check one):

|:| Applicant/Inventor /Daniel R. McClure/
Signature
Attorney or Agent of record _38,962 Daniel R. McClure
(Reg. No.) Typed or printed name
|:| Assignee of record of the entire interest. See 37 CFR 3.71. (678) 483-8899
Statement under 37 CFR 3.73(b) is enclosed. Requester’s telephone number
(Form PTO/SB/96)
D Assignee recorded at Reel Frame April 16, 2020
Date

NOTE: Signatures of all the inventors or assignees of record of the entire interest or their representative(s) are required. Submit multiple forms if more that one
signature is required, see below*.

|:| * Total of forms are submitted.

This collection of information is required by 37 CFR 1.363. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO
to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1. 11 and 1.14. This colle ction is estimated to take 5 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alex andria, VA 22313- 1450. DO NOT SEND COMPLETE D FORMS TO THIS A DDRESS.
SEND TO: Mail Stop M Correspondence, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Avrecord from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

8. Avrecord from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 39288096
Application Number: 12355900
International Application Number:
Confirmation Number: 7735

Title of Invention:

COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE
BASIS OF SYMMETRIC KEY ENCRYPTION

First Named Inventor/Applicant Name:

Michael Grell

Customer Number:

10742

Filer:

Daniel R. McClure/Brooke French

Filer Authorized By:

Daniel R. McClure

Attorney Docket Number: 2162.162700/DE0892
Receipt Date: 28-APR-2020
Filing Date: 19-JAN-2009
Time Stamp: 14:39:00

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
191914
1 Power of Attorney 00779646.PDF no 1
d148776aba0al141617806128ca474748caa)|

e9fe3

Warnings: Page 354 of 362




Information:

700137

2 Power of Attorney 00779647.PDF no 1

3221553e96c19aff4e3740ceaed7c4c81dde)
2a3f

Warnings:

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

Information:

122719
3 Assignee showing of ownership per 37 00779648 PDF o 3
CFR3.73
c5e56788525e7b0c191d04540fbb8dc55fe
466ff
Warnings:
Information:
315319
4 Maintenance Fee Address Change 00782815.PDF no 2
5c396da06ced7c692cb6482efd9dd21e0a4
55c47
Warnings:
Information:
Total Files Size (in bytes): 1330089

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTGISTE0 (14-08)

Approvad for use through 11/30/2020. OME 085100635

L5, Patent and Trademark Office; 0.8, DERPARTMENT OF COMMERCE

Under the Papenwork Reduclion Actof 1995, no persons are requirad 1o respond to a collection of information unfess it dispiays a vaild OMB coentrol number.

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS 8EFORE THE USPTO

B

| hereby revoke all previcus powers of attornsy given in the application identified in the attachad staternent under
37 CFR 3.73(b).

Fhereby appoint:

i l Praciitioners associated with the Customer Number: 108873
___OR
E l Practiioner{s) named below (if more than ten patent praciiioners are to be named, then a customer pumber must be usad):
Name Registration Name Regisiration
Numtier Number

5% attornay(s) or agenifs) to represent the undersigned betors the United Siates Patent and Trademark Office (USPTO} in connection with
any and.all patent epplications assigned only to the undersigned accerding e the USPTO assignment recards or assignment documents
altached to this form in accordancs with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached stalement under 37 GFR 3.73(b) to:

4 q 7
@ The address assogciated with Customer Number: 109673

i

i oF
ndividual Name

i

Gity | State Zip

Country

Telephone , Ematl

Assignes Name and Address:

MEDIATEK INC.

No. 1, Dusing st Rd., Hainchu Science Park
Hsinchu City 30078, Taiwan

A copy of this form, together with a statement under 37 GFR 3.73(b} {Form PTQISEI oy equivalent) is required to be
filed in each application in which this form fs used. The statement under 37 GFR 3.73{b} may be completed by one of
the practitioners appointed in this form if the appointed practitioner is authorized to act on behalf of the assignee,
and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
The wdividual whose signature and tiile is supplied below is authorized to act on behalf of the assignee

Signature . bate 3 hER
Name ) Steven-YH LIU Telephone
Thie Director of Intellectual Property Div. of MediaTek Inc.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is raguirad 1o obtain or retain a benefit by the public which is o file {and
by the USPTD to process) an application. Confidentiality is governes by 35 U.S.€. 122 and 37 CFR 1.11 and 1,14, This colléction is estimatad to take 3 minules
{o complete, including ysthering, preparing, ang submitting the completed application form o the USPTG. Time will vary depending upenthe individuat case. Any
contments on the amount af time you require ta complete this form and/or suggestions for reducing this burden, should be sent 1o the Ohist information QOFfi o,
U.B. Patent and Trademark Ofifce, U.S. Depsriment of Commerce, PO, Box 1453, Alexandria, VA 223131450, DO MOT SEND FEES OR COMPLETED

FORMS TO THIS ADDRESS. SEND TO:; Commissioner for Patents, P.Q. Box 1450, Alexandria, VA 223131450,

I you need assistance in completing the form, call 1-B00-PTO-3169 and selant option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
MEDIATEK INC.

Application No./Patent No.: 8,464,037 Filed/Issue Date: 2013-06-11
Titleg: COMPUTER SYSTEM COMPRISING A SECURE BOOT MECHANISM ON THE BASIS OF SYMMETRIC KEY ENCRYPTION

MEDIATEK INC. _ g corporation

Applicant/Patent Owner:

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Inventors To: ADVANCED MICRO DEVICES, INC.
The document was recorded in the United States Patent and Trademark Office at
Reel 022124 , Frame 0289 , or for which a copy thereof is attached.

2 From: ADVANCED MICRO DEVICES, INC. To: GLOBALFOUNDRIES INC.

The document was recorded in the United States Patent and Trademark Office at
Reel 023120 , Frame 0426 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select optiOPZage 357 of 362



PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

STATEMENT UNDER 37 CFR 3.73(c)

GLOBALFOUNDRIES INC. To: MEDIATEKINC.

4. From:

The document was recorded in the United States Patent and Trademark Office at
Reel 052386 Frame 0639

, or for which a copy thereof is attached.

5. From:

6. From:

To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Daniel R. McClure/ April 16, 2020
Signature Date
Daniel R. McClure 38,962

Printed or Typed Name

Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

ATTY. DOCKET NO./TITLE |

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT |
12/355,900 01/19/2009 Michael Grell 2162.162700/DE0892
CONFIRMATION NO. 7735
10742 POWER OF ATTORNEY NOTICE

GLOBALFOUNDRIES INC.
IR I QAT
0000001166250

c¢/o Amerson Law Firm, PLLC
2450 Fondren Road, Suite 260

Houston, TX 77063
Date Mailed: 05/05/2020

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 04/28/2020.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

[ttran/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/355,900 01/19/2009 Michael Grell 251367-9018
CONFIRMATION NO. 7735
109673 POA ACCEPTANCE LETTER
McClure, Qualey & Rodack, LLP
280 Interstate North Circle SE IR I QO RO
Suite 550 000000116625125

Atlanta, GA 30339
Date Mailed: 05/05/2020

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 04/28/2020.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

[ttran/

page 1 of 1
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Case 2:21-0v-049808-5B-AFM  Document 4

AQO 120 (Rev. 08/10%

Filed 06/17/21 Page 1ot 1 Page 1D #2997

Mail Stop 8
Director of the U.5. Patent and Trademark Office
P.O. Box 1450
Alexandria, VA 22313-145¢

TO:

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

e

in Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed inthe U.S. Dastnict Count

Central District of California

on the following

] Trademarks or W Patews. ([ the patent action invoives 33 (.80, § 292.):
DOCKET NO. DATE FILED U8 DISTRICT COURT

2:21-ov-4869 e/17/2021 Central District of California
PLAINTIFF DEFENDANT

MediaTek Inc. and MediaTek USA inc.

NXP Semiconductors NV., NXP USA, inc., Avnet, Ing.,
Arrow Electronics, inc., Denso Ten Limited, Denso Ten
America Limited, Robert Bosch GmbhH, Robert Boseh LLC,
Continental AG, and Continental Automotive GmibH

1 8,738,845 5/48/2004 MediaTek Inc.
2 6,823,451 11/23/2004 MediaTek inc.
3 8,464,037 6/11/2013 MediaTek inc.
4 8,265,056 2/16/2016 MediaTek Inc.
5 8,538,531 1/3/2017 MediaTek Inc.

In the above—entitled case, the following patent(s) trademark(s) have been included:

DATE INCLUDED NCLUDED BY

1 Amendment [ Answer [ Cross Bill ¥ Other Pleading
g N
IRADEMARK NO, R TRADEMARK HOLDER OF PATENT OR TRADEMARK
I 16,211,048 2/19/2019 MediaTek Inc.
2
4
5

{nthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK

(BY)» DEPUTY CLERK

DATE

Copy I—Upon initiation of action, mail this copy to Birector

Copy 3—{pon termination of action, mail this copy te Birector
Copy 2—Upon filing document adding patent(s), mail this copy to Birector

Copy 4—Case file copy
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