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CHAPTER 1
Introduction to SonicWALL ViewPoint

This chapter provides an overview of SonicWALL ViewPoint and information about the
user interface.

See the following sections:

“SonicWALL ViewPoint Overview” on page 9

“SonicWALL ViewPoint Installation” on page 10

“Accessing the Correct Management Interface” on page 11
“Navigating the ViewPoint User Interface” on page 13
“ViewPoint Views and Status” on page 17

“Using the ViewPoint TreeControl Menu” on page 20

“About Signed Applets in SonicWALL ViewPoint” on page 21

SonicWALL ViewPoint Overview

Monitoring critical network events and activity, such as security threats, inappropriate
Web use, and bandwidth levels, is an essential component of network security.
SonicWALL ViewPoint Reporting complements SonicWALL's network security
offerings by providing detailed and comprehensive reports of network activity.

TheViewPoint Reporting Module is a software application that creates dynamic,
Web-based network reports. The ViewPoint Reporting Module generates both real-time
and historical reports to offer a complete view of all activity through SonicWALL
network security appliances. With ViewPoint Reporting, you can monitor network
access, enhance security, and anticipate future bandwidth needs.

SonicWALL ViewPoint 6.0 Administrator’s Guide“

EX1015
CISCO SYSTEMS, INC. / Page 9 of 392



A SonicWALL ViewPoint Installation

The ViewPoint Reporting Module:
 Displays bandwidth use by IP address and service
« Identifies inappropriate Web use
« Provides detailed reports of attacks
+ Collects and aggregates system and network errors
« Shows VPN events and problems
 Presents visitor traffic to your Web site

« Provides detailed daily logs to analyze specific events.

SonicWALL ViewPoint Installation

SonicWALL ViewPoint can be installed as a fresh install or as an upgrade to SonicWALL
ViewPoint 5.0 and above.

Beginning in SonicWALL ViewPoint 5.1, all software components related to
SonicWALL ViewPoint and SonicWALL Global Management System (GMS), including
the MySQL database, executable binary files for all services, and other necessary files,
are installed using the Universal Management Suite (UMS) single-binary installer. All
SonicWALL ViewPoint and SonicWALL GMS files are installed as part of the Universal
Management Suite, but no distinction is made between SonicWALL ViewPoint and
SonicWALL GMS during the installation. The initial installation phase takes just a few
minutes for any type of installation, such as a SonicWALL ViewPoint server, a
SonicWALL GMS server, a database server, or any other role.

To install the Universal Management Suite from the single binary installer, see the
“Installing Universal Management Suite” section on page 342.

License and Registration Requirements

SonicWALL ViewPoint is registered and licensed from the Windows server on which it
is installed. SonicWALL ViewPoint registration is performed using the SonicWALL
Universal Management Host system interface.The “Registering SonicWALL ViewPoint”
section on page 351 provides detailed instructions for registering and licensing
SonicWALL ViewPoint on your Windows system.

On SonicWALL appliances that send reporting data to SonicWALL ViewPoint,
ViewPoint is licensed and activated separately from SonicOS. MySonicWALL provides a
way to associate SonicWALL appliances with the SonicWALL ViewPoint instance
installed on the Windows system. Licensing your SonicWALL ViewPoint application on
a SonicWALL appliance requires:
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« A MySonicWALL account. A MySonicWALL account allows you to manage your
SonicWALL products and purchase licenses for various services. Creating a
MySonicWALL account is fast, simple, and free. Simply complete an online
registration form directly from your SonicWALL security appliance management
interface. Your MySonicWALL account is also accessible at
<https://www.mysonicwall.com> from any Internet connection with a Web
browser. Once you have an account, you can purchase SonicWALL ViewPoint and
other licenses for your registered SonicWALL security appliances.

- Avregistered SonicWALL security appliance with active Internet connection.
You need to register your SonicWALL security appliance to activate SonicWALL
ViewPoint. Registering your SonicWALL security appliance is a simple procedure
done directly from the management interface. Once your SonicWALL security
appliance is registered, you can activate SonicWALL ViewPoint by using an
activation key or by synchronizing with mysonicwall.com.

Accessing the Correct Management
Interface

SonicWALL ViewPoint includes two separate management interfaces:

« SonicWALL Universal Management Host (UMH) System Management
Interface — Used for system management of the SonicWALL ViewPoint instance,
including registration and licensing, setting the admin password, creating backups,
restarting the system, configuring network settings, selecting the deployment role,
and configuring other system settings.

Access the system management interface with the URL:

http://<IP address>:<port>/appliance/

If you are using the standard HTTP port, 80, it is not necessary to append the port
number to the IP address. If you are accessing the interface from the same system
on which it is installed, use the following URL:

http://localhost/appliance/

» SonicWALL ViewPoint Management Interface — Used to access the
SonicWALL ViewPoint application that runs on the system. This interface is used
to configure and view SonicWALL ViewPoint reporting on SonicWALL appliances
and for configuring SonicWALL ViewPoint administrative settings. Access the
SonicWALL ViewPoint management interface with one of the following URLSs:

http://<IP address>:<port>/sgms/
http://localhost/sgms/

SonicWALL ViewPoint 6.0 Administrator’s Guide“

EX1015
CISCO SYSTEMS, INC. / Page 11 of 392



A Accessing the Correct Management Interface

Switching Between Management Interfaces

You can easily switch between the SonicWALL UMH system management interface and
the SonicWALL ViewPoint application management interface.

One methods is to change the URL by adding /sgms for the ViewPoint application
interface or adding Zappliance for the UMH interface.

A second method involves clicking the Switch icon. While logged into either
interface, you can switch to the login page of the other interface by clicking the
Switch button in the top right corner of the page.

Tips and Tutorials

Tips and tutorials are also available in some section of the user interface, and
are denoted by a “Lightbulb” icon:

®@ 0 0

Switch  Tips_ Logaut
] ﬁ Tips and Tutorials - Microsoft I... E@@
L E;. about:blank. |

Tips and Tutorials

|5=] KB 5275: Mame Resolution in Reparts

(= KB 6372: How to get the Summarizer caught
[ = up

= KB 6661 : Displaying GYC user info in YiewPoint
== reparts

44 ©nling Help

10,4
5.3
19

L3 € mnternet o0 v o)

To access tips and tutorials:
1. Navigate to the page where you need help.

2. If available, click the Lightbulb icon in the upper right-hand corner of the
window. Tips, tutorials, and online help are displayed for this topic.
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Navigating the ViewPoint User Interface

This section describes the UTM, SSL-VPN, and Console panels in the SonicWALL
ViewPoint user interface. For information about the SonicToday panel, see the Using the
SonicToday Panel chapter.

UTM Panel

The UTM Panel is an essential component of network security that is used to view and
schedule reports about critical network events and activity, such as security threats,
inappropriate Web use, and bandwidth levels.

To open the UTM Panel, click the UTM tab at the top of the ViewPoint user interface.
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From the UTM Panel, you can view the following for connected SonicWALL appliances:
« View general unit status, license status, and syslog settings.

e View the SonicWALL security dashboard. Dashboard reports display an overview
of bandwidth, uptime, intrusions and attacks, and alerts for connected SonicWALL
UTM appliances. The Security Dashboard report provides data about worldwide
security threats that can affect your network. The Dashboard also displays data
about threats blocked by the SonicWALL security appliance.
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» View custom reports of Internet activity or Website filtering at the unit level.
Custom reports filter raw syslog data and you can specify start and end dates or a
date range such as “Week to date”. You can filter by user, domain, protocol, traffic,
and full URL categories, depending on the type of custom report. The search
template can be saved for use again later with the same appliance.

« View general bandwidth usage. These reports include a daily bandwidth summary
report, a top users of bandwidth report, and over-time summary and top users
reports.

« View a services report. This report includes information about events and usage of
protocols and megabytes.

« View Web bandwidth usage. These reports include a daily bandwidth summary
report, a top visited sites report, a top users of Web bandwidth report, a report that
contains the top sites of each user, and a weekly summary report.

« View the number of attempts that users made to access blocked websites. These
reports include a daily summary report, a top blocked sites report, a top users
report, a report that contains the top blocked sites of each user, and a weekly
summary report.

« View file transfer protocol (FTP) bandwidth usage. These reports include a daily
FTP bandwidth summary report, a top users of FTP bandwidth report, and a weekly
summary report.

« View mail bandwidth usage. These reports include a daily mail summary report, a
top users of mail report, and a weekly summary report.

« View VPN usage. These reports include a daily VPN summary report, a top users
of VPN bandwidth report, and a weekly summary report.

« View reports on attempted attacks and errors. The attack reports include a daily
attack summary report, an attack by category report, a top sources of attacks report,
and a weekly attack summary report. The error reports include a daily error
summary report and a weekly error summary report.

« View reports on attempted virus attacks. Virus attacks reports are available for
appliances that are licensed for SonicWALL Gateway Anti-Virus. These reports
include the most frequent virus attack attempts, virus attacks by top destinations,
virus attacks over time, virus attacks over a period of time, and virus attacks by top
destinations over time.

« View reports on attempted spyware attacks. Anti-spyware reports are available for
appliances that are licensed for SonicWALL Anti-Spyware. These reports include
spyware attacks by category, spyware attacks over time, and spyware attacks by
category over time.
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» View reports on attempted intrusion attacks. Intrusion prevention reports are
available for appliances that are licensed for SonicWALL Intrusion Prevention
Service. These reports include intrusion attacks by source IP address, intrusion
attacks by category, intrusion attacks over time, and intrusion attacks by category
over time.

« View reports on traffic triggering Application Firewall policies. Application Firewall
reports are available for UTM appliances that are licensed for SonicWALL
Application Firewall. These reports include summary, over time, top applications,
top users, and top policies.

« View successful and unsuccessful user and administrator authentication attempts.
These reports include a user authentication report, an administrator authentication
report, and a failed authentication report.

« View detailed logging information. The detailed logging information contains each
transaction that occurred on the SonicWALL appliance.

« View current alerts and access alert settings.

SSL-VPN Panel

The SSL-VPN panel provides access to SSL VPN appliances and is similar to the UTM
panel. It is used to view and schedule reports about critical network events and activity,
such as security threats, inappropriate Web use, and bandwidth levels.

To open the SSL-VPN Panel, click the SSL-VPN tab at the top of the ViewPoint user
interface.

SONICWILL™® | iewPaint 6.0
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From the SSL-VPN Panel, you can view the following for connected SonicWALL SSL
VPN appliances:

« View general unit status, license status, and syslog settings.

« View general bandwidth usage. These reports include a daily bandwidth summary
report, a top users of bandwidth report, and over-time summary and top users
reports.

« View custom reports of custom reports of resource activity at the unit level. Custom
reports filter raw syslog data and you can specify start and end dates or a date range
such as “Week to date”. You can filter by user, protocol, destination IP, and source
IP categories. The search template can be saved for use again later with the same
appliance.

« View a resources report. This report includes information about connections and
the resource used to connect, such as HTTPS or NetExtender.

» View successful and unsuccessful user authentication attempts. These reports
include a user authentication report and a failed authentication report.

» View detailed logging information. The detailed logging information contains each
transaction that occurred on the SonicWALL appliance.

Console Panel

The Console Panel is used to configure SonicWALL ViewPoint settings, view pending
tasks, view the log, manage licenses, and configure alerts.

To open the Console Panel, click the Console tab at the top of the
SonicWALL ViewPoint user interface.
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From the Console Panel, you can do the following:

« Change the SonicWALL ViewPoint password, adjust the amount of inactive time
before the user is automatically logged out of ViewPoint, and set the maximum
number of rows displayed on paginated screens.

« Configure Web sites and Web users that will be excluded from Web usage reports.

» View the SonicWALL ViewPoint log and delete old log messages. The
SonicWALL ViewPoint log contains information on alert notifications, failed
SonicWALL ViewPoint login attempts, and other events that apply to
SonicWALL ViewPoint.

« Manage SMTP settings, system email addresses, archive report settings, debug level
for logs, and password security settings. You can set the schedule and server settings,
and the email alert recipient schedule and preferred format.

« Manage login sessions. You can view the status of user sessions and, if necessary,
end them.

« Configure report settings for sort options and maximum units with Log Viewer
enabled. Enabling Log Viewer allows custom reports for the system, but is resource
intensive.

« Control summarizer settings, syslog and summarized data deletion schedules, and
host name resolution settings.

« Configure email archive settings and search settings for scheduled reports, and
manage data archiving.

« View summarizer diagnostics, useful for capacity planning.

- Configure granular event management report settings, including threshold,
schedule, and alert settings.

« Configure Web services deployment settings and view Web services status.

» View the version number, serial number, and database information for SonicWALL
ViewPoint, and access links to all available tips and video tutorials.

ViewPoint Views and Status

SonicWALL ViewPoint allows you to view status and reports for all appliances at once
using MyReportsView, or for a single unit at a time with the Unit view.

ViewPoint provides status information on the General > Status page of the UTM or
SSL-VPN panel.
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MyReportsView is a grouping of all the appliances you are monitoring with ViewPoint.
From the MyReportsView of the UTM or SSL-VPN Panel, Summary and Over Time
reports are available for all SonicWALL appliances monitored by SonicWALL
ViewPoint.

To open the My Reports view, click the MyReportsView icon at the top of the left pane.
To display the global status page, navigate to General > Status.
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From the Unit view, reports contain detailed data for the selected SonicWALL appliance.
To specify the unit view, click any unit in the left pane. To display the unit status page,
navigate to General > Status on the UTM or SSL-VPN panel.
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Using the ViewPoint TreeControl Menu

This section describes the content of the TreeControl menu within the
SonicWALL ViewPoint user interface.

You can control the display of the TreeControl pane by selecting one of the appliance
tabs at the top of the main window. For example, when you click the UTM tab, the
TreeControl pane displays all the connected UTM appliance units. The two appliance
tabs can display the following appliance types when ViewPoint is monitoring these
device types:

« UTM appliances
« SSL-VPN and EX-Series SRA appliances

You can hide the entire TreeControl pane by clicking the sideways arrow icon, and
redisplay the pane by clicking it again. This is helpful when viewing some reports or
other extra-wide screens.
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To open a TreeControl appliance menu, right-click MyReportsView or a Unit icon.
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The following options are available in the right-click menu:
« Find - Opens a Find dialog box that allows you to search for units.
« Refresh — Refreshes the ViewPoint Ul display.
« Rename Unit — (unit view only) Renames the selected SonicWALL appliance.

« Add Unit — Add a new unit to the ViewPoint view. Requires unit IP and login
information.

« Modify Unit - (unit view only) Change basic settings for the selected unit, including
unit name, IP and login information, and serial number.
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« Delete — Delete the selected unit

« Login to Unit — (unit view only) Login to the selected unit using HTTP or HTTPS
protocols.

About Signed Applets in SonicWALL
ViewPoint

There are a number of applets in the SonicWALL ViewPoint management interface, such
as the TreeControl Applet in the leftmost pane.

Signed Applets refers to a technique for adding a digital signature to a Java applet to
prove that it was not tampered with upon receipt from the signer. Signed applets can be
given more privileges than ordinary applets. By default, applets have no access to system
resources outside the directory from which they were launched, but a signed applet can
access local system resources as allowed by the local system’s security policy.

In some previous releases of ViewPoint, you were required to edit the java.policy file
yourself on the client browser system in order to enable a number of applet related
operations, such as Copy/Paste, Import file, Browse local folders, and HTTP/HTTPS
login to the managed units from the ViewPoint management interface.

There is no need to edit the java.policy file for signed applets. When a signed applet starts
up, a warning pop-up is displayed. If you want to trust the applet, click Yes. Copy/paste,
Import and HTTP/HTTPS logins will work without any edits to the java.policy file.

Warning - Security ﬁl

"i Do you wank ko trust the signed applet distributed by "SonicWAaLL Inc."?
L

Publisher authenticity verified by: "VeriSign, Inc."

;5) The security certificate was issued by a company that is trusted,

y The security certificate has not expired and is still valid.

Caution: "SonicALL Inc." asserts that this content is safe. You should
only accept this content if you trust "SonickALL Inc." to make that
assertion,

Yes | Mo | Always
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Otherwise, click No. In this case you must manually edit the java.policy file. You can view
the following technote for more information about editing the java.policy file:

Manually Configuring the java.policy File for SonicWALL GMS JRE
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CHAPTER 2
Using the UMH System Interface

This chapter describes the Universal Management Host system interface, one of the two
management interfaces available for SonicWALL ViewPoint.

This section includes the following subsections:
« Overview of the UMH System Interface, page 24
« Configuring UMH System Settings, page 25
« Configuring UMH Deployment Options, page 31
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Overview of the UMH System Interface

The SonicWALL ViewPoint UMH system interface is used for system management of
the SonicWALL ViewPoint instance, including registration and licensing, setting the
admin password, configuring network and database settings, selecting the deployment
role, and configuring other system settings.

When installing SonicWALL Universal Management Suite 6.0 on a host, a Web server is
installed to provide the system management interface. The system interface is available
by default at http://localhost/appliance/ after restarting the system.

SONICWALL™ | UMH 6.0
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Switching to the Application Interface

To switch between the System interface and the SonicWALL ViewPoint
application interface, click the Switch button in the top right corner of the
interface.

Viewing Online Help and Tips

To display context sensitive help for the current page, click the Help button in
o the top right corner of the interface.
Help
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The Help button can change to the Tips button if the current page has any
context sensitive tips or video tutorials.

Clicking on the Tips button displays dynamic links for whitepapers, videos,
knowledge base articles, other references, and online help.

(& Tips and Tutorials - Microsoft I.. g@@
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Tips and Tutorials
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Tips and Tutorials

=) KB 4722: Transfer ViewPoint to new hardware
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= KB 6512 Change location of ViewPoint
“= Datzbase (SOL Server or MSDE)

T Online Help
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Logging Out of the UMH System Interface

To log out of the SonicWALL ViewPoint UMH system interface, click the
Logout button in the top right corner of the interface.

Configuring UMH System Settings

This section describes the tasks you can perform on the System pages of the
SonicWALL ViewPoint UMH system interface.

See the following sections:

- Viewing System Status, page 26

« Managing System Licenses, page 26

« Configuring System Administration Settings, page 28
« Managing System Settings, page 29

» Using System Diagnostics, page 30
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Viewing System Status

The System > Status page provides the general information about the installation,
including the name which identifies the system as a SonicWALL Universal Management
Host, the serial number of the SonicWALL ViewPoint instance, the software version,
licensing status, and the system role. For SonicWALL ViewPoint, the role is always
“ViewPoint.”
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Under System, the host name of the computer is listed, along with the time and other
information about the host computer.

At the bottom of the page, a link is provided to access the Getting Started Guide which
takes you to the online help table of contents.

Managing System Licenses

The System > Licenses page provides buttons for managing, refreshing, and uploading
licenses. The page displays the status of ViewPoint and Global Management System
licenses. The Global Management System license status will show the status of your
SonicWALL GMS Free Trial, if activated. If you choose to upgrade to SonicWALL GMS,
this page will show Global Management System as fully licensed.

"SonicWALL ViewPoint 6.0 Administrator’'s Guide

EX1015
CISCO SYSTEMS, INC. / Page 26 of 392



Configuring UMH System Settings W

The value in the Count column indicates the number of appliances for which this
SonicWALL ViewPoint or SonicWALL GMS instance is licensed for reporting or
management. For SonicWALL ViewPoint, this value is usually “unlimited”, but for
SonicWALL GMS, the base license is either for 10 nodes or 25 nodes, and additional
node licenses can be purchased in various increments.

The Expiration column indicates the expiration date of the license. If no date is shown,
the license is perpetual, and does not expire.
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To display the MySonicWALL login page, click the Manage Licenses button. You can
purchase licenses and obtain license keysets on MySonicWALL.

Click the Refresh Licenses button to refresh the license status on this page.

To upload a new license, click the Upload Licenses button and browse to a license file
on your computer.
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Configuring System Administration Settings

The System > Administration page allows you to configure the system behavior for
admin login sessions.
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Under Host Settings, enter the number of minutes of inactivity allowed before the
session is logged out. A setting of -1 allows an unlimited amount of inactivity without
being logged out.

Under Enhanced Security Access, you can configure the number of failed login attempts
before the admin account is locked out, and the number of minutes that the lockout lasts.
You can also configure the number of days before the admin account password must be
changed.

Under Administrator Password, you can change the administrator password for the
SonicWALL ViewPoint application. Enter the current password for the system
administrator (or root) account into the Current Password field, and then enter the new
password into both the New Password and Confirm Password fields.

After making any changes on this page, click Update. To revert the fields on the page to
their default settings, click Reset.
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Managing System Settings

The System > Settings page provides a way to upload new SonicWALL ViewPoint
software or service packs to the system. Click Browse to browse to the file you wish to
upload, and then click Apply.
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The page shows the current version of SonicWALL UMS, and provides a History link
that displays the history of all hotfixes and firmware updates that were applied to the
system.
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Using System Diagnostics

The System > Diagnostics page is used to set log levels, test connectivity to servers,
generate Tech Support Reports, and to search and download system log files.

SONICWALL™ | UMH 6.0
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Under Debug Log Settings, select the log level from the System Debug Level
drop-down list. You can select 0 for no debug information, 1 or 2 for more, and 3 for
maximum debug information.
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In the Test Connectivity section, select one of the following radio buttons and then click

Test to verify connectivity to that server:

Database Connectivity — Tests connectivity to the database server configured on

the Deployment > Roles page.

» License Manager Connectivity — Type the host name or IP address into the
License Manager Host field and click Test to test connectivity to that server.

« SMTP Server Connectivity — Tests connectivity to the SMTP server configured on
the Deployment > Settings page.

In the Download System/Log Files section, you can enter a filter, or search value, into

either of the Search Filter fields, and then press Enter, to locate log entries of interest.

Click the Export Logs button to save the log files to a file on your computer.

To generate a TSR (Technical Support Report), select the Technical Support Report

(TSR) checkbox, and then click Export Logs.

Configuring UMH Deployment Options

This section describes the tasks you can perform on the Deployment pages of the
SonicWALL ViewPoint UMH system interface.

See the following sections:
« Configuring the Deployment Role, page 32
- Configuring Deployment Settings, page 34
« Controlling Deployment Services, page 36
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Configuring the Deployment Role

In a SonicWALL ViewPoint installation, the Deployment > Roles page provides a way
to configure the syslog port and the database settings, and to test database cnnectivity.

SONICWALL™ | UMH 6.0
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To set the syslog port, enter the port number into the Syslog Server Port field.

Under Database Configuration, to provide credentials with which

SonicWALL ViewPoint will access the database, enter the account user name into the
Database User field, and enter the account password into both the Database
Password and Confirm Database Password fields.
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To test connectivity to the database server, click Test Connectivity. A popup will display
the status.

_-'L Dulabace cormed Son sciesshlly cealed,
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Ditabase URL: b saiserver: [/ 127,000, L s tanoehiame = WL

When finished, click Update to apply the changes. To revert the fields on the page to
their default settings, click Reset.
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Configuring Deployment Settings

The Deployment > Settings page provides a way to set the Web ports, the SMTP server
IP address with the sender and administrator email addresses, and the SSL access
configuration.
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To configure the Web ports, enter the desired port numbers into the HTTP Port and
HTTPS Port fields, and then click Update.

To configure the SMTP settings, perform the following steps:

1. Inthe SMTP Server field, enter the IP address or fully qualified domain name of
the SMTP server. This is normally the same server that handles your regular email
service.

2. Inthe Sender Address field, enter the email address, including domain, by which
SonicWALL ViewPoint will be known when sending email.

3. Inthe Administrator Address field, enter the email address of the administrator
who will receive email alerts and other email communications from
SonicWALL ViewPoint.

4. Under SSL Access Configuration, select one of the following settings:
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» Default - Keep the default certificate that comes with the application for use by the
ViewPoint Web Server for SSL access. The filename for the keystore is
gmsvpserverks.

» Custom - Upload a custom certificate for use by the ViewPoint Web Server for SSL
access. The original filename of the imported certificate is replaced with
gmsvpservercustomks in the local file system.

Click Browse and select the certificate file for the Keystore/Certificate file field
and type the password into the Keystore/Certificate password field.

To display information contained in the certificate, click View.
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5. When finished, click Update to apply the changes. To revert the fields on the page
to their default settings, click Reset.
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Controlling Deployment Services

The Deployment > Services page provides a list of the services that are running on your
system as part of SonicWALL ViewPoint. It also provides a way to stop or start any of

the services.
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To stop a service that is currently Enabled, select the checkbox for that service and then

click Disable/Stop.

To start a service that is currently Disabled, select the checkbox for that service and then

click Enable/Start.

To restart a service that is either Enabled or Disabled, select the checkbox for that

service and then click Restart.
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CHAPTER 3
Adding SonicWALL Appliances

This chapter describes how to add SonicWALL appliances to SonicWALL
ViewPoint. . This chapter contains the following sections:

« “Adding SonicWALL Appliances to SonicWALL ViewPoint” on page 37
- “Deleting SonicWALL Appliances from ViewPoint” on page 39

Adding SonicWALL Appliances to
SonicWALL ViewPoint

SonicWALL ViewPoint checks with the SonicWALL licensing server when you
add an appliance, so it is important that ViewPoint has Internet access to the
server.

SonicWALL ViewPoint can communicate with SonicWALL appliances through
HTTP or HTTPS. See the following sections:

« “Adding SonicWALL Appliances” on page 38
« “Modifying SonicWALL Appliance Settings” on page 39
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Adding SonicWALL Appliances

To add a SonicWALL appliance using the SonicWALL ViewPoint management
interface, follow these steps:

1. Click the appliance tab that corresponds to the type of appliance that you
want to add: UTM or SSL-VPN.

2. Right-click in the left pane (TreeControl pane) of the
SonicWALL ViewPoint management interface and select Add Unit. The
Add Unit dialog box appears.

Uit Namet |

ariel Wumber: |

P address: |

Loy Mt |aJ|m

Paswned: [

Aooass Mods; B LUgE Ingecurd kg (MITTF)
e Secure kegn (HTTFS)

HTTP Purt;  [50

ok | Canced

3. Enter a descriptive name for the SonicWALL appliance in the Unit Name
field.

Note Do not enter the single quote character (‘) in the Unit Name field.

4. Enter the serial number of the SonicWALL appliance in the Serial Number
field.

5. Enter the IP address of the SonicWALL appliance in the IP Address field.

6. Enter the administrator login name for the SonicWALL appliance in the
Login Name field.

7. Enter the password used to access the SonicWALL appliance in the
Password field.

8. For Access Mode, select from the following:

— If the SonicWALL appliance will be connected over HTTP, select Use
Insecure login (HTTP).
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— Ifthe SonicWALL appliance will be connected over HTTPS, select Use
Secure login (HTTPS).

9. Enter the port used to connect to the SonicWALL appliance in the
HTTP(S) Port field (default ports are HTTP: 80; HTTPS: 443).

10. Click OK. The new SonicWALL appliance appears in the
SonicWALL ViewPoint management interface. It will have a yellow icon
that indicates it has not yet been successfully acquired.

SonicWALL ViewPoint will then attempt to set up an HTTP or HTTPS
connection to access the appliance. ViewPoint then reads the appliance
configuration and acquires the SonicWALL appliance for reporting. This
will take a few minutes.

After the SonicWALL appliance is successfully acquired, its icon turns
blue, its configuration settings are displayed at the unit level, and its
settings are saved to the database.

Modifying SonicWALL Appliance Settings

If you make a mistake or need to change the settings of an added SonicWALL
appliance, you can manually modify its settings or how it is managed.

To modify a SonicWALL appliance, perform the following steps:

1. Right-click the appliance name in the left pane of the
SonicWALL ViewPoint Ul and select Modify Unit from the pop-up menu.
The Modify Unit dialog box appears.

2. The Modify Unit dialog box contains the same options as the Add Unit
dialog box. For descriptions of the fields, see Adding SonicWALL
Appliances to SonicWALL ViewPoint, page 37.

3. When you have finished modifying options, click OK. The SonicWALL
appliance settings are modified.

Deleting SonicWALL Appliances from
ViewPoint

To delete a SonicWALL appliance from ViewPoint, perform the following steps:

1. Right-click on a SonicWALL appliance in the left pane and select Delete
from the pop-up menu.
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2. In the warning message that displays, click Yes. The SonicWALL
appliance is deleted from ViewPoint.
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CHAPTER 4
Using the SonicToday Panel

This chapter introduces the SonicToday panel in the SonicWALL ViewPoint
management interface. .

This section includes the following subsections:

“Overview of the SonicToday Panel” section on page 42
“Editing a Component Window” section on page 42
“Adding a Component Window” section on page 44
“Adding More Pages” section on page 47

“Editing and Deleting Pages” section on page 48

“Other Features” section on page 49
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Overview of the SonicToday Panel

Using RSS and AJAX technology, SonicToday is a tab intended to work as a
customizable dashboard where you are able to monitor the latest happenings
with your SonicWALL ViewPoint 6.0 deployment, your network, the IT and
Security World, as well as the rest of the world.

Upon initial login, you see a default SonicToday tab. You are able to further
customize this page by configuring and adding preferred components.
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Editing a Component Window

One customizable feature of SonicToday is the ability to edit the title of any
given component window. To do this:

1. Click the Edit link, located on the right side of the component window you
wish to modify. In this example, we will modify the title of the component
window “CNN Top Stories.”

»» CHH Top Stories (5) dit < X
P 1.5, gas so cheap it hurts -> 9 hours a{:;?_ i
¥ Police: Mom finds 'D.C. Madam’ hanging -= 2 h
P Barbara Walters: | had affair with U.S. senato
P Air Force grounds T-38Cs after deadly crash__J

PJProtesters across U.S. push immigration issue ¥
4 »
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2. The component window will expand, revealing the following entries you
can modify:

Title — The title of the component window.

RSS URL — The URL of the RSS Feed the current component window updates
from.

Items — The number of items to be displayed on the component window.
Refresh Interval — The frequency of time the component window will refresh
the RSS Feed.

»» CHH Top Stories (5) End Edit = X

Title: MM Top 5 Stories
RSS URL: http:,l;,l’rss.cnn.com,l'rss,l’cnn_tc

Ttems: S (5 - 100)

Refresh 30| {in

Inkerval: minutes: 5 - 1440)

P Portuguese halt Madeleine MoZann inguiry -= 1
hour ago

P Beijing takes cars off streets For Olympics ->= 1
hour ago

r Obama meets troops, Iragi leaders -= 1 hour
ago

In this example, we will change the title to “CNN Top 5 Stories.” For Items, we
specify that we want five items shown in the component window, and we want
the Refresh Interval to occur every 30 minutes. Click Save to save your
changes and exit the component window.

The changes will update the component window immediately.

s CNH Top § Stories (5) Edit & X

P 1.5 gas so cheap it hurts -» 9 hours ago =
¥ Police: Mom finds 'D.C. Madam’' hanging -> 2 h
¥ Barbara Walters: | had affair with U.S. senata
P Air Force grounds T-38Cs after deadly crash |

P Protesters across U.S. push irlnmigrahon 1sie|_‘J
4 »
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Adding a Component Window

Another way to fully customize your SonicToday dashboard is by adding a
component window specifically to your preferences.

Note that no component containing the same content can be added more than
once in the SonicToday dashboard.

In this section, there are different component windows you can add:
« “Application Widget” section on page 44
+ “RSS Feed” section on page 46

Application Widget

The application widget specifically details Logs and Current Sessions in
SonicWALL ViewPoint 6.0. The convenience of this new widget is that it
enables you to keep track of all these different details from the SonicToday
dashboard page, rather than navigating through other tabs. To add the
application widget:

1. Click Add Component to bring up the Add Component Manager dialogue
box. Select Application Widget from the ‘Type’ drop-down list.

Add Component Manager
Type: | Application Widget |v |

Application Widget Details

Widgets: Logs
Current Sessions
Title:
Ttems: (5 - 100)
Refresh Interval: ' {in minutes: 5 - 1440)

Add | | Cancel |

"SonicWALL ViewPoint 6.0 Administrator’s Guide

EX1015
CISCO SYSTEMS, INC. / Page 44 of 392



2.

Adding a Component Window W&

Specify what type of Widget you want in the component. The Title will
default to the Widget you choose, but you may customize this if you prefer.
You also will indicate how many Items you want to be shown on the
component window, as well as the Refresh Interval.

In this example, we will add a widget that monitors Logs, displaying the
latest five everyten minutes.

Add Component Manager
Type: Application Widget |+
Application Widget Details

Widgets: Logs
Current Sessions

Title: |Logs |
Ttems: |5 | (5 - 100)
Refresh Interval: IlD | {in minutes: 5 - 1440)

| Add | | Cancel |

Click Add when finished specifying entries. The component window is
added to the SonicToday dashboard.
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RSS Feed

RSS Feed is a component window designed to keep you updated with what is
going on in the IT and Security World, as well as all around the globe. This
section contains procedures for customizing an RSS Feed component window
on your SonicToday dashboard.

To choose a Predefined RSS Feed:

1.

3.

Click Add Component to bring up the Add Component Manager dialogue
box.

Select RSS Feed from the ‘Type’ drop-down list. This will automatically
bring up a list of predefined RSS Feeds you may choose from.

The Title will default to the Alert Type you choose, but you may customize
this if you prefer. You also will indicate how many Items you want to be
shown on the component window, as well as the Refresh Interval.

In this example, we will select ‘AP Sports News,’ displaying the first five
items every 30 minutes on the component window.

Add Component Manager
Type: |R55 Feed vi
RSS Feed Details
RSS Feeds: AP Entertainment MNews -
AP Sports News
AP Tech Mews
CMM Top Stories
Internet News
Security Feed .Ll
Title: I.-'-\P Sports News
Ttems: |s min: 5
Refresh Interval in minute(s): |3D min:5
| Adcr\ | Cancel |
L

Click Add when you are finished. This will add the new RSS Feed
component window to your SonicToday dashboard.

To Choose a Custom RSS Feed:

1.

Click Add Component to bring up the Add Component Manager dialogue
box.

Select RSS Feed from the ‘Type’ drop-down list. This will automatically
bring up a list of predefined RSS Feeds you may choose from.

Scroll to the bottom of the predefined list and select Custom RSS Feed...
Enter the URL of the RSS Feed you would like on your component window.
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Note

5.

Adding

Adding More Pages W

To search a large directory of available RSS Feeds, navigate to:
http://www.rsfeeds.com/

Enter the Title for this custom RSS Feed page. Also indicate how many
Items you want to be shown on the component window, as well as the

Refresh Interval.

In this example, we will choose ‘Rediff Top Stories,’ displaying the first five
items every 30 minutes on the component window.

Add Component Manager

Type: lRSS Feed 'l
RS5 Feed Details

RSS Feeds: CNN Top Stories ;I
Internet News
Security Feed
Security Fixes
US-CERT Security Alerts
Custom RSS Feed ... v}

Custom R55 URL:!\"N'f\'.rediff.comfrssfusrss.xml

Title: lRedif‘FTop Stories
Items: IS min: 5
Refresh Interval in minute(s): IED min:s
| Add | | Cancel |
Il
o

Click Add when you are finished. This will add the new RSS Feed
component window to your SonicToday dashboard.

More Pages

SonicToday allows you to create more pages in addition to your default
dashboard page. Note that only one page may be designated as your
SonicToday default page. As soon as a new page is marked as the default, any
previous default page settings are overwritten. To create a new page:

1.

2
3.
4

Click Manage Page from the toolbar to bring up the Page Manager.
In the ‘Page’ section, select Add New Page from the drop-down list.
Name your new page under ‘Page Title.’

Select the layout of your page under ‘Page Layout.” A thumbnail image
pops up alongside each option to assist you.
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5. You also have the option of making this your default page, simply by
placing a checkmark in the box labeled ‘Default Page.’

Page Manager

Page: &dd Mew Page | Diefault Page
Page Details
Page Title: M_y Mew Page

Page Layout: 1 Column{100)
2 Column{S0:50)
3 Column{30:40:30)
4 Columni2S:25:25:25)

| Add M | Cancel |

6. Click Add when you are finished. The toolbar now displays the newly
added page.

In this example, we titled the new page ‘News.’

Pagm My Dl sl Page My New Fagie ﬂ L

You can now add and customize component windows to navigate between
pages.

Editing and Deleting Pages

To edit a page, click Manage Page from the toolbar. Select the page you wish
to edit, make your changes, and click Edit to finish.

To delete a page, click Manage Page from the toolbar. Select the page you
wish to delete and click Delete. Click OK to finish.
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AutoHide

Other Features W

Features

See the following sections:

- AutoHide, page 49

« Page Selector, page 49

« Component Height Resize, page 50

« Manual Refresh, page 50

« Removing or Deleting a Component, page 50

« Minimizing or Maximizing a Component, page 50

AutoHide is a feature you customize by turning on or off. When AutoHide is
turned on, the control bar will hide after an interval of two seconds when the
mouse is moved away from the control bar. When AutoHide is turned off, the
control bar always appears on the SonicToday dashboard.

To turn AutoHide on, click the Off icon [@ .
To turn AutoHide off, click the On icon 41

Page Selector

Whenever the number of pages added to the SonicToday dashboard exceeds
five, a page selector bar appears at the top of the main window with left and
right arrows. The arrows can be used to scroll across different pages in both
directions. By default, the selector is scrolled to a point where the default page
appears on it. Any page can be selected by clicking on the page title.
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Component Height Resize

The height of a component can be increased and decreased by stretching or
shrinking the resize cursor on the status bar when the mouse is moved over
the status bar.
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Manual Refresh

Aside from the automatic refresh, which you configure in the

“Editing a Component Window” section on page 42, you can force a refresh
on the component window by clicking the refresh icon .. on the component
window header.

Removing or Deleting a Component

Any component window can be removed or deleted from the page by clicking
the close icon ¥ on the component window header.

Minimizing or Maximizing a Component
Each component can be in minimized or maximized state. The components
are loaded in the page with the state they were saved in the database.

To minimize a component window, click the minimize icon * in the
component window header.

To maximize a component window, click the maximize icon ¥ in the
component window header.
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CHAPTER 5
Configuring User Settings

This chapter describes how to configure the user settings that are available in
the Console panel on the User Settings screens.

This chapter includes the following sections:
« “Configuring General Settings” section on page 51

« “Configuring Reports Settings” section on page 53

Configuring General Settings

This section describes the User Settings > General page, which provides a
way to change the ViewPoint administrator password, the ViewPoint inactivity
Timeout, and pagination settings.

Change YiewPoint Password
Current ViewPoint Password:
Mews ViewPoint Password:

Confirm Mew Password:

Miscellaneous Settings

VigwPaint Inactivity Timeout: 120 | Minutes (-1 = never times out)

Max Rows Per Screen: |10 | Rangs: [10.,100] (Applicable ko non-reporting related paginated screens only)

Update | | Resel |

SonicWALL ViewPoint 6.0 Administrator’s Guide“

EX1015
CISCO SYSTEMS, INC. / Page 51 of 392



A Configuring General Settings

Perform the following steps:

1.

Note

4,

Note

Enter the existing SonicWALL ViewPoint password in the Current
ViewPoint Password field.

Enter the new SonicWALL ViewPoint password in the New ViewPoint
Password field.

Reenter the new password in the Confirm New Password field.

Password fields will be grayed out for users on a Remote Domain.

The ViewPoint Inactivity Timeout period specifies how long
SonicWALL ViewPoint waits before logging out an inactive user. To
prevent someone from accessing the SonicWALL ViewPoint Ul when
SonicWALL ViewPoint users are away from their desks, enter an
appropriate value in the ViewPoint Inactivity Timeout field. You can
disable automatic logout completely by entering a “-1” in this field. The
minimum is 5 minutes and the maximum is 120 minutes.

Select a value between 10 and 100 in the Max Rows Per Screen field.
This value applies only to non-reporting related paginated screens.

When you are finished, click Update. The settings are changed. To clear
all screen settings and start over, click Reset.

The maximum size of the SonicWALL ViewPoint User ID is 24
alphanumeric characters. The password is one-way hashed and any
password of any length can be hashed into a fixed 32 character long
internal password.
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Configuring Reports Settings

The User Settings > Reports page on the Console panel provides settings for
the Web Site Exclusion Filter and Web User Exclusion Filter. Web Usage
reports will not contain references to the Web sites or users specified on this
page.

Web Site Exclusion Filter

Web Usage Reports will not contain references to the web sites specified below

web Sites Filter
Add Delete

Web User Exclusion Filter
Web Usage Reports will not contain references to the web users specified below

Weh Users Filter
Add Delete

The following Web Usage reports are affected by the Web Site and Web User
Exclusion Filters:

« Web Usage > Summary

« Web Usage > Top Sites

+ Web Usage > Top Users

« Web Usage > By User

« Web Usage > By Site

- Web Usage > By Category

« Web Usage > Over Time

« Web Usage > Top Sites Over Time
+ Web Usage > Top Users Over Time
«  Web Usage > By User Over Time

« Web Usage > By Category Over Time
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Adding Web Sites to the Filter List

When entering the Web site to exclude, type only the site name. The filter will
search for the exact value provided. In the reports, only the site name is listed,
without the http:// or www prefix. So for example, http://sitel.sonicwall.com
would not find a match in any reports because it would be listed in the reports
simply as sitel.sonicwall.com.

To add a Web site to the Web Sites Filter list, perform the following steps:

1. On the Console > User Settings > Reports page, type the Web site to be
excluded into the Web Sites Filter field.

Enter the Web site without the http:// or www prefix.
2. Click the Add button.

Deleting Web Sites from the Filter List

To remove a Web site from the Web Sites Filter list, perform the following
steps:

1. Onthe Console > User Settings > Reports page, select the checkbox next
to the Web site to be removed from the exclusion list. To select all sites in
the list, select the Select All checkbox.

2. Click the Delete button.

Adding Web Users to the Filter List

To add a user to the Web Users Filter list, perform the following steps:

1. Onthe Console > User Settings > Reports page, type the user name to be
excluded into the Web Users Filter field.

Enter the user name without the domain.
2. Click the Add button.
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Deleting Web Sites from the Filter List

To remove a Web user from the Web Users Filter list, perform the following
steps:

1.

On the Console > User Settings > Reports page, select the checkbox next
to the user to be removed from the exclusion list. To select all users in the
list, select the Select All checkbox.

Click the Delete button.
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CHAPTER 6
Configuring Log Settings

This section describes how to configure Log Settings. This includes adjusting

settings on deleting log messages after a certain period of time, and setting
criteria for viewing logs.

This chapter includes the following sections:
« ‘“Configuration” section on page 57

- “View Log” section on page 58

Configuration

The Log > Configuration screen provides a way to delete log messages older
than a specific date.

To delete ViewPoint log messages, perform the following steps:

1. Clickthe Console tab, expand the Log tree, and click Configuration. The
Configuration page displays.

Reletr ViewPaint Log Hessages

oA Day Taar
v Delete Log Messages Dlder Than: | Ry w18 e X00E

2. Select the month, day, and year from the drop down menu.
3. Click Delete Log Messages Older Than.
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View Log

The SonicWALL ViewPoint log keeps track of changes made within the
SonicWALL ViewPoint Ul, logins, failed logins, logouts, password changes,
scheduled tasks, failed tasks, completed tasks, raw syslog database size,
syslog message uploads, and time spent summarizing syslog data. To view
the SonicWALL ViewPoint log, perform the following steps:

1. Click the Console tab, expand the Log tree, and click View Log. The View
Log page displays.

‘Crarch Cribena

Seieci Time of ngs: Fra e | Ta —

Saraciidal, Mode vesPors e
eiaaE el et | Al GNer. Wamng s FTT) %

) s come = e e MW s Word
o Shmrt Samrch o Chnse Sasrch o Expart Logs

Serarh Heults
' Shewr Howsapes Per Seroem 10 Harge: 15 1K)
Previous  afpleyrg T30 et
L . Heatage r Soventy SoncWALL iseridiF
T R Irviormaton bt besn Eprchronaed moosdly s T - i
I A, 200 pitricns 1 Bt 4060
T y trdormason has seen pechronaed paresrkdly wi e =t ook £ T
= = AT = o d— -
Tt i b et Ay il B
A 1, 2008 F ML N Vi i ST o rr— - Hiarwrnh £3M 2300 Teal &' & e et i B e
e
200 Faied 12 ke 13 sopharcr by daly ppecwomzeb AT ol E5500)
TSN hu S EIEChTONTed RCTRSELEY Wi T e Ea <
il LTI

2. Each log entry contains the following fields:
— #—specifies the number of the log entry.
— Date—specifies the date of the log entry.
— Message—contains a description of the event.
— Severity—displays the severity of the event (Alert, Warning, or FYI).

— SonicWALL—specifies the name of the SonicWALL appliance that
generated the event (if applicable).

— User@IP—specifies the user name and IP address.
3. To narrow the search, configure some of the following criteria:

N

?

Tip You can press Enter to navigate from one form element to the next
in this section.
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— Select Time of logs—displays all log entries for a specified range of
dates.

— SonicWALL Node—displays all log entries associated with the
specified SonicWALL appliance.

— ViewPoint User—displays all log entries with the specified user.

— Message contains—displays all log entries that contain the specified
text. This input field provides an auto-suggest functionality that uses
existing log message text to predict what you want to type. It fills in the
field with the suggested text and you can either press Tab to accept it
or keep typing. Different suggestions will appear as you continue to
type if log messages match your input.

— Severity—displays log entries with the matching severity level:

—All (Alert, Warning, and FYIl)-where FYI mean “For Your
Information”

—Alert and Warning
—Alert

— Select the Match case checkbox to make the SonicWALL Node,
ViewPoint User, and Message contains search fields case sensitive.

— Select one of Exact Phrase, All Words, or Any Word.

—Exact Phrase matches a log entry that contains exactly what you
typed in the Message contains field

—All Words matches a log entry that contains all the words you typed
in the Message contains field, but the words can be
non-consecutive or in any order

—Any Word matches a log entry that contains any of the words you
typed in the Message contains field

4. To view the results of your search criteria, click Start Search. To clear all
values from the input fields and start over, click Clear Search. To save the
results as an HTML file on your system, click Export Logs and follow the
on-screen instructions.

5. To configure how many messages are shown per screen, enter a new
value between 10 and 100 in the Show Messages Per Screen field.
(default: 10). Click Next to display the next page, or click Previous to
display the preceding page.
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CHAPTER 7/
Configuring Management Settings

This chapter describes the settings available on the Console panel in the
Management section. The following sections are found in this chapter:

« “Settings” section on page 61
« “Alert Settings” section on page 64
« “Sessions” section on page 65

- “Database Maintenance” section on page 66

Settings

On the Console > Management >Settings page, you can configure email
settings, set the system debug level, synchronize model codes information,
and configure password security settings..

This section describes the following Settings topics:
« “Configuring Email Settings” on page 62
« “Configuring System Debug Level” on page 62
« “Enforcing Password Security” on page 63

« “Synchronizing Model Codes” on page 63
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Configuring Email Settings

An SMTP server and an email address are required for sending ViewPoint
reports.

If the Mail Server settings are not configured correctly, you will not receive
important email notifications, such as:

« System alerts for your SonicWALL ViewPoint deployment performance
« Availability of product updates, hot fixes, or patches

- Scheduled Reports

To configure these email settings:

1. Click the Console tab.

2. Expand the Management tree and click Settings. The Settings page
displays.

3. Type the IP address of the Simple Mail Transfer Protocol (SMTP) server
into the SMTP Server field. This server can be the same one that is
normally used for email in your network.

4. Type the email account name and domain that will appear in messages
sent from the SonicWALL ViewPoint into the ViewPoint Sender’s e-Mail
Address field.

5. When finished in the Settings page, click Update. To clear the screen
settings and start over, click Reset.

Configuring System Debug Level

SonicWALL ViewPoint provides the System Debug level option to control the
debug messages sent to the log file.

To configure this setting:

1. Select a debug level from the System Debug level drop-down list. The
range is 0-3 where a level of 0 provides no debug log messages and a
level of 3 provides the maximum number of debug messages.

2. When finished in the Settings page, click Update. To clear the screen
settings and start over, click Reset.
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Enforcing Password Security

SonicWALL ViewPoint supports enforced password rotation for enhanced
security compliance.

To enable and configure enforced password rotation:
1. Select the Enforce Password Security checkbox.

2. Inthe Number of days to force password change field, enter a value.
The default is 90. SonicWALL ViewPoint will prompt the administrator to
change the admin account password after the specified number of days.

3. When finished in the Settings page, click Update. To clear the screen
settings and start over, click Reset.

Synchronizing Model Codes

The Sync Model Codes feature accommodates new SonicWALL product
introductions without the need for ViewPoint update. When SonicWALL
updates the the corporate server (MySonicWALL) with a new product code, it
then becomes available to ViewPoint. The task is scheduled to run every 24
hours and is also available manually.

To synchronize model codes immediately:

1. Onthe Console > Management > Settings page, click Sync Model Codes
information now.

2. Ashorttime later the page is updated to display the synchronization status
at the top.
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Alert Settings

The Alert Settings page specifies which email addresses receive email alerts
and notifications during specific times.

To configure the alert notification settings, perform the following steps:

1. Click the Console tab, expand the Management tree and click Alert
Settings. The Alert Settings page displays.

E-Mail Alert Recipient Schedule
Mote: You can enter multiple email addresses separated by semicolon (57
Weekday:

Schedule 1: |am_support@somecompany. com . .IZID ¥ |to| 08 V: hours
Schedule 2: |admin@somecompany.com;supper| |08 % |to| 16 | |hours

Schedule 3: -pm_support@somecompany.com |18 V_-b::D.EI V-hours

Weekend:

Saturday bn_call@somecompanv.com:

Sunday |on_call @somecompany) com;

E-Mail Alert Format Preference

@ HTML
O Plain Text

) Plain Text (Pager)

| Update | | Reset |

2. Configure the email address(es) that will receive notifications and the
times that they will receive them:

Schedule 1—Specifies who will receive notifications during the first
weekday schedule. Enter one or more email addresses (separated by
commas) and specify the start and end time for the shift.

Schedule 2—Specifies who will receive notifications during the
second weekday schedule. Enter one or more email addresses
(separated by commas) and specify the start and end time for the shift.

Schedule 3—Specifies who will receive notifications during the third
weekday schedule. Enter one or more email addresses (separated by
commas) and specify the start and end time for the shift.

Saturday—Specifies who will receive notifications on Saturday. Enter
one or more email addresses (separated by commas) and specify the
start and end time for the shift.

Sunday—Specifies who will receive notifications on Sunday. Enter
one or more email addresses (separated by commas) and specify the
start and end time for the shift.
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3. Select whether the email alert will be sent as HTML, Plain Text, or Plain
Text (Pager). The Pager setting sends a very short email to ensure that
the email is not cut off by the character limits of some pagers.

4. When you are finished, click Update. The settings are saved.

Sessions

The Sessions page of the Management section of the ViewPoint Console
allows you to view session statistics for currently logged in ViewPoint users
and to end selected sessions.

Managing Sessions

On occasion, it may be necessary to log off other user sessions. To do this,
perform the following steps:

1. Click the Console tab, expand the Management tree and click Sessions.
The Sessions page displays.

Current Srssions

E‘ User Mame 1P Address. Login Tisne Last Access Tame Domaim Rame
admin i0.50.15.365 Fridd 1B 15:17:08 PDT 2008  Fri d 18 §6:12:01 POT 2008 LealDoman

| Ernd seteched sedsons |

2. When more than one session is active, a checkbox is displayed next to
each row. Select the check box of each user to log off and click End
selected sessions.

The selected users are logged off.
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Database Maintenance

The Database Maintenance page allows you to back up the MySQL databases
used by SonicWALL ViewPoint. This screen is not applicable to deployments
using SQL Server.

Note The Console > Management > Database Maintenance page only
appears in the management interface when a MySQL database is
being used.
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You can configure the type of backup, schedule for periodic backups, folder
for backup storage, and number of backups (up to 3) to keep. You can also
perform an immediate database backup from this page. Existing backups of
the database are listed, and you can select from them to restore your
databases.
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See the following sections:

Configuring Backup Schedule and Settings, page 67
Backing Up a Database Immediately, page 68
Restoring a Database Backup, page 68

Configuring Backup Schedule and Settings

To configure the database backup schedule and settings, perform the
following steps:

1.

Click the Console tab, expand the Management tree, and click Database
Maintenance. The Database Maintenance page displays.

Under Database Backup Schedule, select one of the following from the
Database Backup Type drop-down list:

— Current data — Backs up system information and all data in sgmsdb
for the current month; sgmsdb contains summarized report data

— Archived and Raw syslog data — Backs up the archived data that is
moved from sgmsdb to other files at the end of every month, and
backs up raw syslog data

— Complete data — Backs up all data including sgmsdb and all archived
data and raw syslog data; this option requires the most time

Select the desired backup schedule from the Database Backup
Schedule drop-down list. You can select a pre-configured schedule or a
custom schedule, which you can configure in the Console > Events >
Schedule screen.

When finished selecting options under Database Backup Schedule, click
the Update Backup Schedule button.

Under Database Backup Settings in the Backup files to directory
[installDir] field, enter the folder name in which you want to store the
backup files.

Select the Zip files checkbox if you want the backup to be compressed
and stored as a .zip file.

In the Number of backups to store field, enter the number of backups
you want to store. The maximum is 3. When the maximum number of
backups is reached in the configured folder, the oldest one will be removed
when a new backup is created. If the folder is changed, existing backups
in the previous folder will not be deleted.
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8. When finished selecting options under Database Backup Settings, Select
the Zip files checkbox if you want the backup to be compressed and
stored as a .zip file.

9. When finished selecting options under Database Backup Settings, click
the Update Backup Settings button.

Backing Up a Database Immediately

To perform an interactive backup of a database, complete the following steps:

1. On the Console > Management > Database Maintenance page, under
Immediate Database Backup, select the type of backup from the Backup
database now drop-down list. You can select one of the following types:

— Current data — Backs up system information and all data in sgmsdb
for the current month; sgmsdb contains summarized report data

— Archived and Raw syslog data — Backs up the archived data that is
moved from sgmsdb to other files at the end of every month, and
backs up raw syslog data

— Complete data — Backs up all data including sgmsdb and all archived
data and raw syslog data; this option requires the most time

2. Select the Zip files checkbox if you want the backup to be compressed
and stored as a .zip file.

Click the Backup Database Immediately button.

4. In the confirmation dialog box, click OK.

Restoring a Database Backup

This feature allows the administrator to restore a previously backed-up
database file.

Note All services except the Web Server and the Database Service
should be manually stopped before restoration is started to avoid
corruption of data.
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To restore your database with one of your backups, perform the following
steps:

On the Console > Management > Database Maintenance page, under
Database Restore, select the radio button for the backup that you want to

restore.
Datahase Rrstore
£ lilename Type Product Vershon
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[ ResteDatsbase |
Click the Restore Database button.

In the confirmation dialog box, click OK.

.o1ME

10.26 M8

You must restart the Web Server service manually after the backup is

completed.
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CHAPTER 8
Managing Reports in the Console Panel

This section describes how to configure reporting settings on the Console
panel. These include how often the summary information is updated, the
number of days that summary information is stored, and the number of days
that raw data is stored.

The following sections are included in this chapter:
» “Settings” section on page 71
e “Summarizer” section on page 73
« “Email/Archive” section on page 81
« “Scheduled Reports” section on page 82

- “Management” section on page 87

Settings

The Settings page under Reports on the Console panel provides a check box
for enabling the sort option in report tables. You can also specify the number
of appliances which can have Log Viewer enabled at the same time.

See the following:
- “Enabling Report Table Sorting” section on page 72

« “Controlling the Number of Appliances with Log Viewer Enabled” section
on page 72
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Enabling Report Table Sorting

The Report Settings/Options section of the Console > Reports > Settings page
provides a checkbox to enable the sort option on report tables.

To enable or disable the sort option for report tables, perform the following
steps:

1. Click the Console tab, expand the Reports tree and click Settings.

Report Settings,/Options
Enable Sort Option on Report Tables Update

Log Yiewer Settings
Maximumn number of

appliances on which Log |10 Update

Viewer can be enabled:

2. To enable the report table sort option, select the Enable Sort Option on
Report Tables checkbox. To disable sorting, clear the checkbox.

3. Click Update.

Controlling the Number of Appliances with Log
Viewer Enabled

You can control the maximum number of managed appliances for which Log
Viewer can be enabled. The default setting allows Log Viewer to be enabled
on up to five appliances. Because enabling Log Viewer causes raw syslog
data uploading, it is resource intensive. Use care in increasing this number,
and when enabling Log Viewer on systems.

Log Viewer must be enabled on an appliance in order to use Custom Reports.
Custom Reports are available for UTM and SSL-VPN appliances. For more
information about Custom Reports, see the following:

» “Using Custom Reports on UTM Appliances” section on page 163
To change the number of appliances for which Log Viewer can be enabled:
1. On the Console panel, navigate to Reports > Settings.

2. Under Log Viewer Settings, in the Maximum number of appliances on
which Log Viewer can be enabled field, enter the number of appliances
for which Log Viewer can be enabled. The default is five.

3. Click Update.
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Note Limiting the number of appliances for which the Log Viewer is
enabled will increase the overall performance of your SonicWALL
ViewPoint system.

Summarizer

This section contains the following subsections:
« “About Summary Data in Reports” on page 73
- “Summarizer Settings and Summarization Interval” on page 73
« ‘“Configuring the Syslog Deletion Schedule Settings” on page 78
- “Configuring Host Name Resolution” on page 79

About Summary Data in Reports

These reports are constructed from the most current available summary data.
In order to create summary data, the ViewPoint Reporting Module must parse
the raw data files.

When configuring ViewPoint Reporting using the screens on the Console
panel under Reports, you can select the amount of summary information to
store. These settings affect the database size, be sure there is adequate disk
space to accommodate the settings you choose.

Additionally, you can select the number of days that raw syslog data is stored.
The raw data is made up of information for every connection. Depending on

the amount of traffic, this can quickly consume an enormous amount of space
in the database. ViewPoint creates a new 2 GB database for raw syslog data
everyday. Be very careful when selecting how much raw information to store.
For information on configuring raw data storage, see “Enabling Report Table
Sorting” section on page 72.

Summarizer Settings and Summarization Interval

SonicWALL appliances send their syslog packets to SonicWALL ViewPoint via
UDP packets. When summarization is enabled, the Summarizer will process
those files and store the data in the summary databases at the interval you
specify.
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See the following sections:
« “Enabling Report Summarization” section on page 74
» “Setting the Reports Data Summarization Interval” section on page 74

« “Using Summarize Now” section on page 76

Enabling Report Summarization

To globally enable the summarization of report data, which is necessary for
viewing reports, perform the following:

1. On the Console panel, navigate to Reports > Summarizer.

2. Under Summarizer Settings, select the Enable Report Summarization
checkbox.

3. Click Update.

Setting the Reports Data Summarization Interval

The Summarizer will process syslog data sent from SonicWALL appliances
and store the processed data in the summary databases at the interval you
specify. When an appliance is configured to communicate with ViewPoint, you
need to verify that the summarizer is scheduled to collect and process data for
this unit at an appropriate interval.

To configure reports for summarization, see the “Selecting Reports for

Summarization” section on page 137 in the Scheduling and Configuring
Reports chapter.
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To configure the summarization interval, perform the following steps:

1. Click the Console tab, expand the Reports tree and click Summarizer.
The Summarizer page displays.
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2. Under Reports Data Summarization Interval, important information about
the Summarizer is displayed. Use the Summarize every drop-down lists
to specify how often in hours and minutes the ViewPoint Reporting Module
should process syslog data and update summary information.

3. Click the Update button to the right of this field.

4. To specify the next summarization time, enter a date in the form
mm/dd/yyyy in the Next Scheduled Run Time field, and select the hour
and minute values from the drop-down lists.

5. Click the Update button to the right of this field.

6. To update the summary information now, click the Summarize Now
button. SonicWALL ViewPoint will automatically process the latest
information and make it available for immediate viewing.

Note  This will not affect the normally scheduled summarization updates
on ViewPoint.

For more information about using and verifying the Summarize Now
option, see the “Using Summarize Now” section on page 76.
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Using Summarize Now

The Summarize Now feature allows the administrator to create instant
summary reports without affecting the regularly scheduled summary reports.
You can use Summarize Now to test that the Summarizer is gathering data for
a managed unit. The SonicWALL ViewPoint Summarize Now feature is
located in the Console tab under Reports > Summarizer. The SonicWALL
ViewPoint Summarizer creates summary reports by default every 8 hours.
Summary reports can be configured by the administrator to occur every 15
minutes to every 24 hours.

To use the Summarize Now feature, perform the following tasks:

1. Click the Console tab, expand the Reports tree and click Summarizer.
Click the Summarize Now button.

2. You will see a pop-up window verifying that you want to summarize the
data now. Summarizing data using Summarize Now is a one-time action
and will not affect the scheduled summary. Click OK to continue.

Microsoft Internet Explorer |

9 Are you sure you want to summarize the data now?
~<(’l Mote: This is a one time summary and will not affect the scheduled summary,

Cancel |
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3. To verify summarization, navigate to Log > View Log in the left pane.
Search for the message Report Data Summarized to verify that the
Summarize Now action has completed.
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4. When Summarize Now has completed, click the UTM tab at the top of the
screen. In the left-most pane, click MyReportsView or click an appliance.

Note  You may see incomplete data if you view the Summary section of a
selected report before the Summarize Now process is complete.
Wait for the Report Data Summarized message to be displayed in
Log > View Log.
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5. In the center pane, click a report to expand it, then click the Summary
option underneath it. For example, click Bandwidth, then click Summary
to review the summarized bandwidth usage data.
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6. Navigate to the Summary section of other reports in the center pane to see
other summarized data.

Configuring the Syslog Deletion Schedule Settings

Syslog files sent from SonicWALL appliances are stored on the ViewPoint
system, and are consolidated into the syslog database. The Summarizer
processes the syslog data and stores the processed data in the summary
database. After summarization and after the configured period of syslog
storage, the syslog data can be periodically deleted from the system. This is
necessary as the syslog files and database can consume a lot of space on the
file system.

This section of the the Summarizer page also provides a way to delete
summarized data for a certain date. For example, if summarized data is kept
for a long time, such as 90 days, then you could use this option to remove
some summarized data from a particular date within the 90 day period if the
stored data was becoming too large.

"SonicWALL ViewPoint 6.0 Administrator’s Guide

EX1015
CISCO SYSTEMS, INC. / Page 78 of 392



Summarizer W

LS
~ W
T

Tip Run your database maintenance jobs soon after the completion of
the scheduled tasks configured on this page for summarizing data
and deleting old syslog data.

For information about setting the number of days to store syslog files, the
syslog database, and the summary database, see the “Configuring Data
Storage Settings” section on page 139.

ViewPoint requires large amounts of disk space for raw data storage. In
previous versions, the maximum raw syslog database size was 2 GB.
ViewPoint now provides enhanced database capacity by creating a new 2 GB
database everyday. Each file name includes the date it was created for easy
reference. Raw syslog data is used to create Custom Reports for UTM and
SSL-VPN appliances.

To configure the syslog and summarized data deletion settings, perform the
following:

1. On the Console panel, navigate to Reports > Summarizer.

2. Under Syslog Deletion Schedule, select the time for daily deletion in the
hour and minute Delete Syslog Data Daily at drop-down lists. Syslog
data will be deleted at this time only after being stored for the number of
days configured.

3. Click the Update button to the right of this field.

4. To delete summarized data from a specific date, enter a date in the form
mm/dd/yyyy in the Delete Summarized Data For field.

5. Click the Update button to the right of this field.

Configuring Host Name Resolution

The Host Name Resolution feature allows the administrator to enable and
configure the time period for the name resolution crawler. The name resolution
crawler periodically resolves host names for IP addresses found in reporting
data. Once the host name is resolved, the name will appear in place of the IP
address in reports that contain it. Over time, more host names will appear in
the report data as they are added to the list.

The name resolution crawler runs by default every 24 hours (1440 minutes)
and can be configured to run every 1 to every 60 hours.
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To use the Host Name Resolution feature, perform the following steps:

1. On the Console panel, navigate to Reports > Summarizer. The Host
Name Resolution Settings section is displayed at the bottom of the page.
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2. To resolve host names for destination IP addresses, select the Resolve
Destination Host Names checkbox.

3. To resolve host names for source IP addresses, select the Resolve
Source Host Names checkbox.

4. To set the interval at which the name resolution crawler runs, select the
number of minutes in the Periodic Crawling Interval drop-down list.

Performance may be affected while the name resolution crawler is
running, especially for the Summarizer module.
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Email/Archive

The Console > Reports > Email/Archive page provides global options for
setting the time and interval for emailing/archiving scheduled reports, and
global settings for the Web server, logo, and PDF sorting options.
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Configuring Email/Archive Settings

To configure Email/Archive and Web server settings, perform the following
steps:

1. Clickthe Console tab, expand the Reports tree and click Email/Archive.
The Email/Archive page displays.

2. To set the next archive time, enter the date and time in the Next
Scheduled Email/Archive Time fields and click Update.

3. To specify the day to send weekly reports, select the day from the Send
Weekly Reports Every list box and click Update.
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4. To specify the date to send monthly reports, select the date from the Send
Monthly Reports Every list box and click Update.

5. If the Web server address, port, or protocol has changed since
SonicWALL ViewPoint was installed, the new values will automatically
appear in the Email/Archive Configuration section. These settings can
be modified on the System Interface, and cannot be modified here.

6. Under Logo Settings, you can select a logo to be used on reports. By
default, the SonicWALL logo is used. To select another logo, click Browse
next to the Logo File field or type the path and filename into the field, and
then click Update.

7. Under SortBy Settings for PDF Reports, select one of the following as the
sorting criteria for reports and then click Update.

— Mbytes - Sort reports by the number of megabytes in each entry

— Hits/Connections/Events - Sort reports by the number of hits,
connections, or events, depending on the type of report

Scheduled Reports

The Scheduled Reports page allows you to manage all the report schedules
in the system from a central location. This page lists all the schedules in the
system, enabling you to monitor the status of these recurring schedules and
re-send failed schedules, if needed. For information on adding a new
scheduled report, see “Adding or Editing a Scheduled Report” section on
page 135.

Under Search Results, the table indicates whether each schedule is enabled,
along with information about the last execution time of a schedule, whether it
ran successfully and the error that occurred if it failed, the last run type
(scheduled or one time run), along with the node, owner and other relevant
information.

The Summary section provides status information on your report schedules.

The Search Criteria section provides settings for searching report schedules.
Results of your searches are displayed in the Search Results section.
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To search for scheduled reports:

1. Click the Console tab, expand the Reports tree and click Scheduled
Reports. The Scheduled Reports page displays.
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2. Define the Search Criteria tab. The Search Criteria tab contains the
following elements to refine your search:

— Schedule Type - Select from the following schedule types:
—All Schedules
—Daily Schedules
—Weekly Schedules
—Monthly Schedules
— Status - Select from the following status conditions:
—All

SonicWALL ViewPoint 6.0 Administrator’s Guide“

EX1015
CISCO SYSTEMS, INC. / Page 83 of 392



A¥ Scheduled Reports

—Failed
—In Progress
—Success
—In Queue
—Partial Failure
— SonicWALL Node - Select from the following SonicWALL nodes:
=All
—Per Unit View
— Owner - Displays the owner (admin).
— Name Contains - Enter a context string to search by keywords.
— Error Contains - Enter a context string to search by keywords.
— Use Condition - Select from the following conditions:
—And
—Or

— Match Case - Select this checkbox to make your searches case
sensitive.

3. Click Start Search to begin searching, or click Clear Search to reset all
fields and start over.

The results of your search are displayed in a table in the Search Results
section. You can adjust the number of schedules displayed, go directly to a
row of the table, or navigate to other screens by clicking on links within the
table.

To work with the search results:

1. To adjust the number of schedules displayed in the table, enter a number
of rows to display in the Show Schedules Per Screen field, and then click
on the checkmark.

2. To go directly to a row of the table, enter the row number in the Go To
Schedule Number field, and then click on the checkmark.

3. The columns in the table are as follows:

— The check box allows you select the schedule for emailing or
archiving.

— The notepad icon is a link to the Schedule Properties page.
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ID - The schedule ID number used to identify this schedule. You can
click on the column heading to sort by this field. An arrow is displayed
in the column heading when this field is the basis for sorting, and
indicates ascending or descending order.

Enabled - A green check mark indicates that this schedule is enabled,
and a red X means that it is disabled.

Name - The name of the report. Click on the highlighted report name
link to access the report for editing. You can click on the column
heading to sort by this field. An arrow is displayed in the column
heading when this field is the basis for sorting, and indicates
ascending or descending order.

Type - All, Daily Schedules, Weekly Schedules, and Monthly
Schedules.

Unit/Group/Devices(s) - The host name of the SonicWALL appliance.

Last Run (Local) - The date when the report was last generated. You
can click on the column heading to sort by this field. An arrow is
displayed in the column heading when this field is the basis for sorting,
and indicates ascending or descending order.

Status - Includes the following report status options:
—Blue: Queued, waiting to be processed.

—Yellow: Currently processing.

—Orange: Report completed with errors.

—Red: Report failed with errors.

—Green: Report processed successfully.

You can click on the column heading to sort by this field. An arrow is
displayed in the column heading when this field is the basis for sorting,
and indicates ascending or descending order.

Last Run Type - Indicates if the most recent run was a scheduled run
or a one-time execution. You can click on the column heading to sort
by this field. An arrow is displayed in the column heading when this
field is the basis for sorting, and indicates ascending or descending
order.

Last Error - Displays the error condition from the most recent run, if
any. You can click on the column heading to sort by this field. An arrow
is displayed in the column heading when this field is the basis for
sorting, and indicates ascending or descending order.
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— Owner - Indicates the user ID of the user who created the schedule.
You can click on the column heading to sort by this field. An arrow is
displayed in the column heading when this field is the basis for sorting,
and indicates ascending or descending order.

4. To view the properties for a schedule, click the notepad icon in that row.
The Schedule Properties page displays.

5. To view the report, click on the name of the report. Your screen will change
to the report screen on the UTM or SSL-VPN panel.

Resending Schedules

Apart from selecting multiple schedules for a one-time execution by selecting
the appropriate checkboxes and clicking the Email/Archive the Selected
Schedules now, you can re-send required schedules using the Re-send the
selected schedules for dates option.
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To resend any schedules, follow the procedures below:

1. Select the Schedule Type (Daily, Weekly, or Monthly) from the Search
Criteria section and click Start Search. This lists all the schedules of the
selected type. Select the checkboxes of the schedules you want to resend.

2. Provide a start date (and an end date if applicable). Reports are generated
for the specified date/date range.

3. Click Re-send the selected schedules for dates. Reports are generated
for the specific dates and emailed/archived as a one time option for all the
schedules selected.
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Management

Report Data Management allows the SonicWALL ViewPoint administrator to
backup large amounts of report data incrementally and at specified intervals
using MDTA. Typically, the total amount of data stored in an archive is equal
to at least 30 days, although best benefits are seen when storing at least 60
days of summarizer data. MDTA allows this archive to be built over time,
archiving as little as 1 day of data each time the MDTA process is run.

Note Total days to store summarized data in reports is set separately in
the Console > Reports > Summarizer screen. Set this field for a
value greater than 60 days for best results.
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Configuring Report Data Management

As an administrator, you choose the number of days worth of data to archive
each time the MDTA process is run. With the exception of the current month,
all available data is eligible for archiving. For example, if you specify 3 days
as the number of days to archive, MDTA will archive 3 days of data, starting
with the oldest available data and will repeat this process every day. In order
to obtain optimal performance when viewing reports however, SonicWALL
ViewPoint ensures that the current month is always kept in un-archived form.

Step 1 In the ViewPoint Administrator Interface, navigate to Console >
Reports > Management.
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Step 2 Check the box next to Enable Data Archive and click the
corresponding Update button.

Step 3 Configure Data Archiving as follows, clicking the corresponding Update
button after each line is completed:

Save Data Archive |Selectto save truncated data archive transaction
Transaction Logs |logs during each MDTA operation. Click the
Update button. This option is deselected by
default in order to conserve disk space.

Next Scheduled Schedule an initial date (mm/dd/yyyy) and time
Archive Time (in 24-hour format) for the MDTA operation. Click
the Update button. MDTA operations will take
place every day at the time you specify, starting
with your initial date selection.

Number of Days to |Specify the number of days worth of data to

Archive consider for each MDTA operation.
Archive Data Press this button to immediately start an
Immediately on-demand MDTA operation. The archive will run

immediately but your scheduled archive
operation will still take place.

N\

Note High-traffic systems can generate reports that consume large
amounts of memory, disk space and CPU time when using MDTA.
Set your Number of Days to Archive and Scheduled Archive
Time accordingly. To view when MDTA operations are starting and
how long the process is taking, navigate to the Console > Log >
View Log screen and look (or search) for or “start” and “completed”
times for “Report Data Archive.”
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CHAPTER 9
Using Diagnostics

This chapter describes the diagnostic information that ViewPoint provides,
including summarizer status information.

This chapter includes the following sections:

« “Summarizer Status” section on page 90
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Summarizer Status

The Summarizer Status page displays overall summarizer utilization
information for the deployment including database and syslog file statistics,
and details on the current status of each summarizer.
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The Summarizer Status screen provides performance metrics for your network
administrator to plan, design, and expand your ViewPoint server deployment.
This feature has information on the Syslog Collector and Summarizer metrics.
The Summarizer metrics are available only for ViewPoint deployments that
have Distributed Summarizer enabled (enabled by default on ViewPoint 5.1).
The metrics are available for the past 24 hours, past seven days, and past 30
days.

These metrics are reset (to zero), every 24 hours for daily metrics, every
seven days for weekly metrics, and every 30 days for monthly metrics. Weekly
metrics are not shown unless the data collection for weekly metrics started
earlier than the daily metrics. Similarly, monthly metrics are not shown unless
data collection for monthly metrics started earlier than for daily and weekly
metrics. ViewPoint will not display metrics for a component if the daily
statistics collection started more than 26 hours earlier. This generally indicates
that the component is not active.
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You can receive alert emails when Summarizer Status shows any
abnormalities.

To reach the Summarizer Status screen, navigate to the Console panel of
ViewPoint and then to Diagnostics > Summarizer Status.

The Summarizer Status page is divided into a section showing the overall
deployment-wide summarizer status and sections with details for each
summarizer. See the following sections:

« Summarizer Status Over 7 Days, page 91
« Details for Summarizer at <IP Address>, page 93

Summarizer Status Over 7 Days

The Summarizer Status Over 7 Days section displays overall summarizer
utilization information for the deployment including database and syslog file
statistics. Results are calculated over the last 7 days, with historical data
available over the last 30 days.

Summarizer Utilization

The top Summarizer Utilization section shows the average utilization of the
summarizer over the applicable time period. The Dial Charts show the percent
of total capacity used by the Syslog Collector or the Summarizer. The following
metrics are also displayed in the Summarizer Utilization section:

Total Run Time: Total amount of time spent generating summarization
statistical data and results over the applicable time period.

Number of Syslogs Received: Total number of syslogs received by the
Summarizer over the applicable time period.

N\

Note Not all syslogs are summarized — some syslogs, such as “heartbeat
messages” are ignored. When Web Event Consolidation/Home
Port Reporting is enabled, several syslogs may be ignored or
alternatively, consolidated into a single syslog. If your appliance is
managed by a different Agent, the results are not summarized here.

Number of Syslogs Summarized: Total number of syslogs summarized over
the applicable time period.

Average Syslogs Summarizer per Minute: Average number of syslogs
summarized per minute over the applicable time period.
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Estimated Unused Capacity in Syslogs: The estimated remaining capacity
of the summarizer in terms of the number of syslogs it can summarize, based
on the time taken and number of syslogs summarized over the applicable time
period. This number does not include the discarded syslogs.
3¢ 4
o

Tip Usage Example: For this example, let's assume that the syslogs
summarized per minute on a system is 18,108, and the average
number of syslogs received on that system is 91 per firewall, per
minute. Divide the number of syslogs per minute (18,108) by the
number of syslogs per appliance per minute (91). This yields an
estimate of 198 security appliances, assuming that the current
appliances are a fair sample of the security appliances on your
network.

This simple math gives a reasonable estimate of the total number of
security appliances this system should be able to handle, assuming
that the Summarizer was to constantly summarize 24 hours (as in
the case of a dedicated Summarizer).

Reporting Details

The Reporting Details section shows the number of appliances in the
deployment, and the number with the following types of reports enabled:

- Factory default reports
« All reports
« Custom set of reports

Summarizer Usage Top Appliances

The Summarizer Usage Top Appliances section displays information about the
appliances in the deployment that used the most summarizer time. Details are
given about which reports were generated and their summarizer execution
time.

Database Statistics

The size is displayed for each of the following databases:
« Current
- Archive
+ Raw Syslog
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Syslog File Storage Statistics

The size is displayed for each of the following syslog directories:
« Current
- Archived
- Bad

Details for Summarizer at <IP Address>

Summarizer Utilization

The Summarizer Utilization section for a specific summarizer shows the same
information described above for the entire deployment, but only shows the
values for this summarizer.

¥ Details For Summarizer At 10.0.14.251

¥ summatrizer Utilization

Average Summarizer Ukilization: 1%

Peak, Summarizer Ukilization: 2%

Total Run Time: Oh:16m:3s
Mumber of Syslogs Received: 653,060
Mumber of Syslogs Summarized: 653,060
Average Syslogs Summarized Per Minute: 42,555
Estimated Unused Capacity in swslogs: 9,955,583

Reporting Details

The Reporting Details section shows the number of appliances serviced by
this summarizer, and the number with the following types of reports enabled:

» Factory default reports
« All reports

+ Custom set of reports

Summarizer Usage Top Appliances

The Summarizer Usage Top Appliances section displays information about the
appliances serviced by this summarizer that used the most summarizer time.
Details are given about which reports were generated and their summarizer

execution time.
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Syslog File Information
This section displays syslog file details for the selected summarizer.

¥ Syslog File Information

Syslog File Type File Stats Oldest
Unprocessed Files 1Z Files - 51.01ME  Mon Sep 28 10:25:06 POT 2009
Processed Files 1 Files - 4.77MB Mon Sep 28 10:24:59 PDT 2009
Upload Pending Files 3 Files - 11.26ME Man Sep 28 10:25:07 PDT 2009
Ead Files 3 Files - 0,29MB Mon Jun 01 16:20037 PDT 2009

The Syslog File Information table is divided into three columns:
« Syslog File Type: The type of files being reported on.

There are ten main syslog file types:

— Processed Files

— Unprocessed Files

— Grouped Files

— Not Mine Files

— Infected Files

— Archived Files

— Bad Files

— Upload Pending Files

— Uploaded Files

— Bad Upload Files

« File Stats: The number of syslog files in the category and their size in
Megabytes.

- Oldest: The date and time on the oldest file in the category.

Summarizer Process Details

The Summarizer Process Details section shows what tasks the summarizer is
performing at the moment the Console > Diagnostics > Summarizer Status
page displays. Refresh your browser display or leave the page and return to it
to update the information.

”SonicWALL ViewPoint 6.0 Administrator’s Guide

EX1015
CISCO SYSTEMS, INC. / Page 94 of 392



Summarizer Status W

If the summarizer is currently running, the page displays the thread, appliance
identifier, file being used, and state of the summarizer.

¥ Summatizer Process Details
Murnber of threads currently running: 1

Thread | Appliance File State
B o017cs2c5gf] |L_Z0090925_100212_to_20090925_1Z1517_N017C52C59F1_FIREWALL _L.unp [Summarizing
(Fri Sep 25 10:02:12 PDT 2009 -- Fri Sep 25 12:18:17 POT 2009) File

If the summarizer is currently idle, the page displays the last run time and next
run time.

¥ Summarizer Process Details
Summarizer is idle.

Last Run Time: 12/21)2009 14:32:23
Mext Run Time: 12/21/2009 22:532:23
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CHAPTER 10
Granular Event Management

This chapter describes how to configure and use the Granular Event
Management (GEM) feature in a ViewPoint environment.

This chapter contains the following sections:
« ‘“Granular Event Management Overview” section on page 97
« “Using Granular Event Management” section on page 99
- “Configuring Granular Event Management” section on page 101

« “Viewing Current Alerts” section on page 108

Granular Event Management Overview

Granular Event Management (GEM) provides a customized and controlled
manner in which events are managed and alerts are customized and enabled.
On the Console panel, GEM allows you to systematically configure each
sub-component of your alert in order for the alert to best accommodate your
needs.

The GEM alert has multiple sub-components, some of which have further
subcomponents. It is not necessary to configure all sub-components prior to
creating an alert.

- Severities: Severity is used to tag an alert as Critical, Warning, or
Information. Severities are included within each Threshold. You can
change the severity levels of the threshold elements listed on the Console
> Events > Threshold page.
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- Thresholds: A threshold defines the condition that must be matched to
trigger an event and send an alert. Each threshold is associated with a
Severity to tag the generated alert as critical, warning, or information.

One or more threshold elements are defined within a threshold. Each
threshold includes the following elements: an Operator, a Value, and a
Severity. When a value is received for an alert type, the GEM framework
examines threshold elements to find a match for the specified condition. If
a match is found (one or more conditions match), the threshold with the
highest severity containing a matching element is used to trigger an event.

e Schedules: You can use Schedules to specify the day(s) and time
(intervals) in which to generate an alert. You can also invert a schedule,
which means that the schedule is the opposite of the time specified in it.
For example:

— Generate an alert during weekdays only, or weekends only, or only
during business hours.

— Do not generate an alert during a time period when the unit, network,
or database are down for maintenance.

What is Granular Event Management?

The purpose of Granular Event Management is to provide all the event
handling and alerting functionality for ViewPoint. The ViewPoint management
interface provides screens for centralized event management on the Console
panel, including screens for Events > Threshold, Schedule, and Alert Settings.
The panel also provides an Events > Alert Settings screen where you can
enable or disable alerts.

You can enable or disable an alert at the global or unit level in ViewPoint. At
the global level, the alert is then applied to all units. Whenever you add a new
unit to ViewPoint, the alerts set at the global level are applied to the new unit.

How Does Granular Event Management Work?

The Granular Event Management framework provides customized event
handlingfor specific alerts about database and database log size, and security
service subscription licenses. For a list of the predefined alerts, see “Using
Granular Event Management” on page 99.
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Using Granular Event Management

For convenience and usability, a number of default settings are predefined for
severities, schedules, thresholds, and alerts. You can edit the predefined
values to customize the settings for thresholds and schedules. The
predefined defaults for each panel and screen are as follows:

Table 1 GEM Predefined Default Objects

Panel

Screens

Predefined Default Objects

Console

Console

Events > Thresholds

Events > Schedule

Unit Status
Database Size Status

Database Log Size Status (on
MySQL DB only)

Summarizer Utilization
Summarizer Backed-Up Files
Schedule Groups:

e 24x7

« Weekdays 24 hours

- 8x5

» Weekend
Schedules:

e Schedule: admin

« Monday 24 hours

« Monday business hours
« Tuesday 24 hours

» Tuesday business hours
» Wednesday 24 hours

« Wednesday business hours
« Thursday 24 hours

» Thursday business hours
« Friday 24 hours

- Friday business hours

« Saturday 24 hours

« Sunday 24 hours
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Panel Screens Predefined Default Objects

Console Events > Alert Settings |Database Info
Database Size Status

Database Log Size Status (on
MySQL DB only)

Summarizer Utilization Status

Summarizer Backed-Up Files
Status (on MySQL DB only)

About Alerts

The Events > Alert Settings screens are available in the Console and UTM
panels. You can enable or disable alerts on these screens.

The GEM framework provides different types of alert types for the respective
areas of the ViewPoint application:

« UTM panel: Alert settings for Reporting
« Console panel: Alert settings for the ViewPoint application

Table 2 GEM Alert Types

Panel location Available Alert Types

Console Date Base Info
Database Size Status

Database Log Size Status (on
MySQL DB only)

Summarizer Utilization Status

Summarizer Backed-Up Files
Status (on MySQL DB only)

UTM Anti Virus License
CFS License
Warranty License
Anti Spyware License

Intrusion License
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Configuring Granular Event Management

To set up the GEM environment after installing ViewPoint, start with the Events
screens on the Console panel. You should examine the Threshold and

Schedule screens and make any necessary configuration changes. Then you
can enable alerts in the Events screens on the Console panel and UTM panel.

See the following sections:
- “Configuring Events on the Console Panel” section on page 101
« “Enabling or Disabling Alerts on the UTM Panel” section on page 107

Configuring Events on the Console Panel

In the Events screens on the Console panel, you can configure the frequency
of subscription expiration and task failure notifications, as well as severities,
thresholds, schedules, and alerts for handling events.

See the following sections:
« ‘“Configuring Event Thresholds” on page 101
- “Configuring Event Schedules” on page 104
« “Enabling or Disabling Alerts on the Console Panel” on page 107

Configuring Event Thresholds

Inthe Events > Threshold screen, you can view existing event thresholds and
configure their elements, and add custom thresholds. A threshold defines the
condition for which an event is triggered. Predefined thresholds have names
similar to predefined Alert Types. Each threshold can contain one or more
threshold elements. An element consists of an Operator, a Value, and a
Severity.

The following tasks are described in this section:
- “Editing an Event Threshold Element” on page 102

« “Enabling/Disabling Event Thresholds and Threshold Elements” on
page 103
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Editing an Event Threshold Element

To edit an existing element of a Threshold, perform the following steps:

1. Onthe Events > Threshold screen, click the 39 Edit icon located in the
Configure column in the element row.

2. In the Edit Threshold Element window, you can edit the following fields:
— Operator
— Value
— Description
— Severity
— Disable
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4. Inthe Value field, enter the value for your threshold element.

5. Inthe Description field, enter the description for your threshold element.
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In the Severity field, select the severity priority from the drop down menu.
These are color coded for your easy reference on the Events > Threshold
screen.

Ldit Threshold Clement for Database Size Stobus

[ TF TH i gragber Lhan o sgualto

Wauei 2000
Drecaipflion:  Loc@ads 000 MU
Severry: G |Crfical ER
hable: [ Iy
Lipdats | Hasat

To disable the threshold element, click the Disable check box. See
“Enabling/Disabling Event Thresholds and Threshold Elements” section
on page 103.

Click Update.

Enabling/Disabling Event Thresholds and Threshold Elements

The GEM feature provides a Disable check box that allows you to disable or
enable thresholds or individual elements within that threshold. If it is needed
again, you can simply enable it.

You can disable a threshold by disabling all its elements. You can also disable
individual elements within a threshold.

To enable or disable Thresholds and/or their elements, perform the following
tasks:

1.

On the Console panel, navigate to the Events > Threshold screen. On

this screen, you are able to view existing Thresholds. You can also view

existing elements within those thresholds by clicking the expand button by
a threshold. You have the following two options for the enabling/disabling
feature:

— You can enable or disable a Threshold by disabling/enabling all the
elements that exist within it.

— You can enable/disable the individual elements within a Threshold.

To enable or disable a threshold and/or elements, click the edit button %}
that is on the element level.
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3. Select the Disable checkbox to disable the element or de-select the
Disable checkbox to enable the element.
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4. Click Update.

Configuring Event Schedules
The next component on the Console panel is Events > Schedule. In this
screen, you can add, delete, or configure schedules and schedule groups.

Schedule groups are one or more schedules grouped within an object.
Administrators and Owners can edit these objects. Other users should be able
to view or use them only if the Visible to Non-Administrators check box is
selected.

The following tasks are described in this section:
« “Adding an Event Schedule” on page 104
- “Editing an Event Schedule” on page 106
« “Adding an Event Schedule Group” on page 106
« “Deleting a Schedule or Schedule Group” on page 107

Adding an Event Schedule

In Events > Schedules you can add, delete, or configure schedules. You will
see your schedules and schedule groups, their descriptions, and whether they
are enabled. You can also individually delete one schedule or schedule group
at a time by selecting the trash-icon on the right hand side for each row. For
quick reference, you can hover your mouse over the descriptions to quickly
view the type of schedule and the days and times when it is active.

To add an event schedule, perform the following steps:
1. On the Events > Schedules screen, click Add Schedule.

2. Select the Visible to Non-Administrators check box if you want the
schedule to be visible and usable by non-administrators.

3. To temporarily disable a schedule, select the Disable checkbox.
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4. Click Invert to create a schedule that is “off” during the dates and times
that you specify.

5. Inthe Schedule field, you can create one or more schedules. For each
schedule, configure either:

+ One Time Occurrence
—Fill in the Date and Time fields.
+ Recurrence
—Fill in Days, Start Time, and End Time fields.
6. Click Add to add this schedule to the Schedule List text box.
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7. To delete an entry from the Schedule List text box, select the entry that you
want to delete, and then click Delete. Click Delete All to delete all entries.

8. Click Update when you are finished.
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Editing an Event Schedule

To edit an existing schedule, click the &Tf’ Edit icon on the right side of the
Events > Schedule screen. The screen and procedure for editing are the
same as those for adding a schedule. See “Adding an Event Schedule” section
on page 104.

Adding an Event Schedule Group

You can combine several schedules into a schedule group on the Events >
Schedule screen. To add a schedule group, perform the following steps:

1.

7.

On the Events > Schedule screen, click the Add Schedule Group
button.

Enter the name of your schedule group in the Name field.
Enter a description of your schedule group in the Description field.

Click the Visible to Non-Administrators check box to allow this schedule
group to be viewed and used by non administrators.

Click the Disable check box to temporarily disable the schedule group.

In the Schedules field, select the schedule(s) to add to your schedule
group, and then use the arrow buttons to move the selected schedule into
or out of the group. To move multiple schedule groups and/or schedules
all at once, hold the CTRL button on your keyboard while making your
selections.
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Click Update.

MSOnicWALL ViewPoint 6.0 Administrator’'s Guide

EX1015
CISCO SYSTEMS, INC. / Page 106 of 392



Configuring Granular Event Management &

Deleting a Schedule or Schedule Group

You can delete schedules or schedule groups, or you can remove schedules
from schedule groups.

To delete an event schedule, schedule group, or remove a schedule from a
schedule group:

1.
2.

Navigate to the Events > Schedule screen.

Click the check boxes of the schedule groups or schedules that you want
deleted. When you click the schedule group check box, the schedules
within that schedule group will be deleted as well.

To remove a schedule from a schedule group, click the expand button on
the schedule group, and select the schedules you wish to remove within
that group.

To delete the selected schedule group(s) or remove the selected
schedules from a group, click the Delete Schedule Group(s)/Remove
Schedules from Group button.

To delete the selected schedule(s), click the Delete Schedule(s) button.

Enabling or Disabling Alerts on the Console Panel

The Console > Events > Alert Settings screen provides predefined alerts
that apply to ViewPoint as a whole. You can hover your mouse over these to
display information about them. You can enable or disable these alerts by
selecting or clearing the checkbox in the Enable column for the alert.

Enabling or Disabling Alerts on the UTM Panel

You can enable or disable alerts for events pertaining to security services
licenses on the UTM panel.To enable or disable an alert:

1.

To enable an alert, select the checkbox under Enabled in the row for the
alert.

To disable an alert, clear the checkbox under Enabled in the row for the
alert.

Click Enable/Disable Alert(s).
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Viewing Current Alerts

You can view a list of current alerts on the Events > Current Alerts page of
the panel. Select a global view or unit to view current alerts for your selection.

Alert Listing
Severity  Unit Name Description
Warning Test 4060 The Intrusion subscription has not been activated for this device
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CHAPTER 11
Web Services

This chapter provides information about the Web Services feature. Web
Services is a software system designed to support interoperability between
ViewPoint and other network appliances, servers, and devices through an
application programming interface (API).

Web Services is located in the Console panel of the ViewPoint management
interface:
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This chapter includes the following sections:
« "“URI Basics” section on page 110
« “Settings” section on page 111

- “Status” section on page 112
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URI Basics

The URI is a HTTPS string which is used to identify Web Services resources.
Each URI is composed of both static and dynamic parts which differ based on
each particular deployment.

The following provides a typical, though not comprehensive, URI example:

https protocol host name or IP address serial number of the appliance

(dynamic)

https://10.0.14.150/ws/screenAttributes/0001B123C45D/1003

Web Service Web Services screen ID
name  application name (dynamic)

Note  For more information on configuring and using Web Services in your
deployment, download the GMS Web Services Technote at:
<http://www.sonicwall.com/us/support.htm|>
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Settings

The Settings screen allows configuration of a secure HTTPS Public URI for
use with Web Services features. The public URI specified here is used to
access Web Services and to ensure proper embedded cross-links between
Web Services applications.

To configure Web Services Settings:
1. Navigate to the Web Services > Settings screen on the Console panel.
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2. Choose which deployment you wish to configure from the drop-down list
in the GMS Deployment section.

3. Enter the public server name and port in the Public URI section. This field
is typically pre-populated during the ViewPoint install/setup process.

4. Click the Update button to save your changes.
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Status

The status screen allows the administrator to view, enable, and disable
individual Web Services across one or more ViewPoint deployments.

To view and configure Web Services status:

1. Navigate to the Web Services > Status screen on the Console panel.
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2. Select or deselect the Enabled checkbox for the service(s) you wish to
enable or disable.

3. Click the Update button to save your changes.

4. The Web Services table, in the Web Services > Status screen gives the
following information about each Web Service:

Feature

Description

Enabled
Service
URI
Description

If selected, this feature is currently enabled

Indicates the name of the Web Service

Indicates the full URI used to access this Web Service
Provides a description of the Web Service
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CHAPTER 12
Using ViewPoint Help

To access the ViewPoint online help, click the blue help button in the
top-right corner of the ViewPoint user interface. Help

Tips and Tutorials

Tips and tutorials are available in some pages of the user interface, and are
denoted by a “Lightbulb” icon:
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A rbout ViewPoint

To access tips and tutorials:
1. Navigate to the page where you need help.

2. If available, click the Lightbulb icon in the upper right-hand corner of the
window. Tips, tutorials, and online help are displayed for this topic.

About ViewPoint

The Console > Help > About page displays the version of ViewPoint being
run, who the ViewPoint is licensed to, database information, and the serial
number of the ViewPoint.

To access the ViewPoint online help, click the blue help button in the
top-right corner of the ViewPoint user interface. HiE
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CHAPTER 13
ViewPoint Reporting Features

This chapter describes how to use ViewPoint reporting, including the type of
information that can appear in reports. A description of the available features
in the user interface is provided. Settings for reporting on the Console panel
are described.

This chapter includes the following sections:
- “ViewPoint Reporting Overview” section on page 115
- “Navigating ViewPoint Reporting” section on page 119
« “Showing Domain Names in Reports” section on page 130

« “Managing ViewPoint Reports on the Console Panel” section on page 131

ViewPoint Reporting Overview

Monitoring critical network events and activity, such as security threats,
inappropriate Web use, and bandwidth levels, is an essential component of
network security. ViewPoint Reporting complements SonicWALL's Internet
security offerings by providing detailed and comprehensive reports of network
activity.

The ViewPoint Reporting Module is a software application that creates
dynamic, Web-based network reports. The ViewPoint Reporting Module
generates both real-time and historical reports to offer a complete view of all
activity through SonicWALL Internet security appliances. With ViewPoint
Reporting, you can monitor network access, enhance security, and anticipate
future bandwidth needs.
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A iewPoint Reporting Overview

You can search saved reports by using the report search bar, available in most
report screens in the ViewPoint Ul. The search bar provides pre-populated quick
settings for the search field, and a drop-down calendar for the start and end dates.
The search operator field offers a comprehensive list of search operators that
varies depending on the search field, which can be either text-based or numeric.

You can search all columns of report data except columns that contain computed
values, such as %, Cost, or Browse Time. ViewPoint waits until you click Search
before it begins building the new report.

The ViewPoint Reporting Module:
- Displays bandwidth use by IP address and service
- ldentifies inappropriate Web use
» Provides detailed reports of attacks
« Collects and aggregates system and network errors
« Shows VPN events and problems
» Tracks Web usage by users and by Web sites visited
« Provides detailed daily firewall logs to analyze specific events.

Note The ViewPoint Reporting Module receives its information from the
stream of syslog data sent by each SonicWALL appliance and stores
it in the SonicWALL ViewPoint database or as files on the hard-disk.
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ViewPoint Reporting Overview W

Viewing ViewPoint Reports

The ViewPoint reports are available on the UTM and SSL-VPN tabs of the
ViewPoint interface:
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« Alist of individual units referred to as the TreeControl: In the left pane, you
can select the top level view or a unit to display reports that apply to the
selected view or unit. The top level view is MyReportsView.

» Alist of reports: The middle pane provides a list of available reports that
changes according to your selection in the TreeControl pane. The reports
are divided into categories. You can click on the plus sign next to a
category to view the list of reports in that category. You can click on an
individual report name to view that report.
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A iewPoint Reporting Overview

« The report: The right pane displays the report that you selected in the
middle pane for the view or unit that you selected in the TreeControl. For
most reports, the search bar is provided at the top of the pane. Above the
search bar a link to the Scheduler is provided. You can change the time for
the report to run by clicking the Schedule link or its clock icon in the upper
right. A quick access link to your system'’s printer is also available in the
upper right corner. To print the report, click the Print link or icon. To access
the display settings for the report, click More Options to the right of the

search bar.

The SonicWALL ViewPoint reporting feature provides the following

configurable reports:

Table 3 Configurable Reports
General Provides general unit and license status.
Dashboard Provides a high-level activity summary.

Custom Report*

Provides Internet Activity and Website Filtering reports
with details from raw data
*Custom Reports are only available at the unit level.

Bandwidth Provides bandwidth usage reports.

Services* Provides events and usage by service protocol.
*Services reporting is only available at the unit level.

Web Usage Provides Web usage reports.

Web Filter Provides web filter event reports.

FTP Usage Provides FTP usage reports.

Mail Usage Provides mail usage reports.

VPN Usage Provides VPN usage reports.

Attacks Provides attack event reports.

Virus Attacks

Provides virus attack event reports.

Anti-Spyware

Provides spyware event reports.

Intrusion Prevention

Provides intrusion event reports.

Application Firewall

Provides Application Firewall reports.

Authentication

Provides login reports.
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Navigating ViewPoint Reporting W&

Navigating ViewPoint Reporting

ViewPoint Reporting is a robust and powerful tool you can use to view detailed
reports for individual SonicWALL appliances.

This section describes each view and what to consider when making changes.
It also describes the Search Bar and display options for interactive reports, as
well as other enhancements provided in SonicWALL ViewPoint . See the
following sections:

« “Global Views” on page 120

« “Unit View” on page 121

» “Using Interactive Reports” on page 122

« “Searching for a Report” on page 123

e “Collapsible TreeControl Pane” on page 128

« “Enabling/Disabling Scheduled Reports” on page 128
» “Combined Reports” on page 128

- “Improved Navigation” on page 129
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A Navigating ViewPoint Reporting

Global Views

From the Global view of the UTM Panel, Summary and Over Time reports are
available for all SonicWALL appliances connected to SonicWALL ViewPoint.

To open the Global view, click the MyReportsView icon in the upper-left hand
corner of the left pane. .
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As you navigate the SonicWALL ViewPoint reports screens with the
MyReportsView view selected and view different reports, the settings that you
specify are maintained in effect throughout the session.
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Navigating ViewPoint Reporting W&

Unit View

From the Unit view of the UTM panel, reports contain detailed data for the
selected SonicWALL appliance. To open the Unit view, click the UTM tab.
Then, click a SonicWALL appliance in the left pane of the

SonicWALL ViewPoint interface. The report page for the SonicWALL
appliance displays.
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As you navigate the UTM panel with a single SonicWALL appliance selected
and change settings, those settings will remain in effect throughout the
session.

SonicWALL ViewPoint 6.0 Administrator’s Guidem

EX1015
CISCO SYSTEMS, INC. / Page 121 of 392



A Navigating ViewPoint Reporting

Using Interactive Reports

ViewPoint provides interactive reporting to create a clear and visually pleasing
display of information. The following figures provide examples of an
interactive report graph and a pie chart for Summary and Top Users. You can
control the way the information is displayed by adjusting the settings which are
collapsed in the search bar.
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Navigating ViewPoint Reporting W

Searching for a Report

The search bar feature provides search and configuration capabilities for
every report. In addition to the original quickset functions, the search bar has
intuitive search fields to provide context-based searching.

[Users v |[Equate v| Start 4] 2007-05-01 b Search D'”;?j":ns

The search bar contains a number of helpful components that allow you to
specify search parameters and locate a report with ease. The components of
the search bar include:

« A column drop-down list: The searchable column drop-down list contains
all the searchable columns of a report. It is context-based, containing
different options in different reports. The column drop-down list defines
criteria for the search and filter functions.

« An operator drop-down list: There are two types of operator sets. If the
content of the selected column is character-based, a character-based list
is displayed. If the column contains numerical data, a list with
mathematical symbols is displayed.

« A search text field: You can input a search string into this field.

» Start date and end date calendar fields: You can also search for reports by
date. Clicking on the Start field displays a drop-down calendar where you
can select day, month, and year by using the side arrows to navigate. You
may also navigate through dates by clicking on the arrows located beside
the start date and the end date fields.

» Detailed drop-down menu
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A Navigating ViewPoint Reporting

The collapsed and expanded Search Bar views are shown below:
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Navigating ViewPoint Reporting W&

The search bar feature consists of a column drop-down list, an operator
drop-down list, a search text field, and a detailed pull-down menu.
Search/Filter functions can be performed by utilizing various components
reporting at unit level.

The drop-down list contains all the searchable columns of a report. It is
context-based, meaning that it contains different options in different reports.
The column drop-down list defines criteria for search and filter functions to
work on.
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There are two different operator sets. If the content of the selected column is
character-based, the character based operators will show:
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A character-based list contains Equals, Start with, End with, and Contains
operators. If the content of the selected column contains numerical data, a list
with mathematical symbols plus the between operator selection will display:
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A Navigating ViewPoint Reporting

A generated report is shown below with user name (Users) starting with (Start
With) “10.50.20” (the value of the search text field).
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A generated report is shown below in which the Hit count (Hits column) is
greater than (>) “100” (the value of the search field).
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Navigating ViewPoint Reporting W

The calendar module of the search bar is shown below. You can use the
calendar module to easily select a date for the Start or End field. You can also
manually type in a date. For single day reports, the End field is disabled.
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The detailed options are “per report” based. For example, if you select “PIE”
as the chart type for report A, you will still see Bar chart in report B if the bar
chart was the existing chart type. The detailed drop-down menu can be
expanded by clicking More Options as shown in the red circle below.

As Figure 1 and Figure 2 show, the options in the detailed drop-down menu
are context-based. Figure 1 shows the detailed options of the “Web Usage By
User” report. As you can see, Figure 2 contains different options because it is
specific to the By User report.

Figure 1 Context-based Detail Options
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A Navigating ViewPoint Reporting

Figure 2 Web Usage by User - Report Display Settings
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Collapsible TreeControl Pane

The unit TreeControl pane can be collapsed to free up screen space by
clicking on the the small arrow button to the right of the Add Unit, Modify Unit,
Refresh, and Find buttons above the TreeControl pane. The panel can be
brought back by clicking the same button.

Enabling/Disabling Scheduled Reports

ViewPoint allows you to disable a scheduled report without deleting it. This
allows you to re-use the report at a later time without having to create it again.
To enable or disable a report, navigate to the Configuration > Scheduled
Reports page under the UTM tab. This screen shows all the scheduled reports
on the current appliance. Select the checkbox in the row for a report(s) that
you wish to disable, and click the Disable Selected Scheduled Reports
button above the table. After confirmation, the check mark in the Enabled
column is grayed out. To re-enable the report, use the Enable Selected
Scheduled Reports button above the table.

Combined Reports

Users familiar with ViewPoint 4.0 will find two categories of reports that are no
longer visible on the function tree: the Browse Time report and the ROl report.
The information from these two reports have been folded into the Web Usage
and Bandwidth reports, respectively. The Web Usage report pages now
feature a Browse Time column. The Bandwidth report pages feature a
Cost($) column that displays all the information previously displayed by the
ROI reports.
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Navigating ViewPoint Reporting W&

Improved Navigation

To save time, ViewPoint now features linked reports. Web Usage and Web
Filter reports now link their By User and By Site pages. It is now possible to
navigate directly from the Web Usage > By User page to a Web Usage > By
Site page or from the Web Filter > By User page to a Web Filter > By Site
page detailing the information of the site that the user has been browsing.
Click the Plus sign next to the entry in the User column to show details, and
hover the mouse over a site. A sticky tooltip will display with a link to the
corresponding site’s report page. This makes navigating from one report to the
next much easier and makes retrieving detailed information simple.

Sample Navigation Use Case

This sample use case demonstrates the improved navigation feature. In this
use case you will open up the Web Usage > By User report and observe what
sites the top browser has been visiting. Then you will move directly from the
By User report to a detailed By Site report.

1. Navigate to the Web Usage > By User report from the UTM tab.
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Top Visited web Sites Oy User for May 2, 2007

2. Click the Plus button next to any IP address in the User column. This
displays detailed information about the sites that the user at that address
has been visiting.
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A¥ showing Domain Names in Reports

3. Hover your mouse over a site in this list. Click the Navigate to Top Visited
Web Sites By Site link to navigate directly to the Web Usage > By Site

report page.
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The Web Usage > By Site report page shows detailed information about
Web traffic to this site. Information in this report include the IP addresses
of users who have browsed that site, as well as how much time they have
spent browsing.

Showing Domain Names in Reports

Reports sometimes show the domain nhames of systems or websites, and
sometimes show only the IP address. This is caused by different firmware
versions on the appliances for which reports are being generated.

The reporting subsystem consumes the contents of src, dst, dstname, and
other tags from the syslog messages. The syslog format and tags depend on
the version of the firmware.

For firmware that includes name resolution, the reports will list the domain.
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Note

Managing ViewPoint Reports on the Console Panel W

In SonicWALL ViewPoint 5.1 and above, the Name Resolution

option on the UTM appliance (where the firmware supports it) is
enabled when a unit is added. This does not apply to already
existing appliances in the system.
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Managing ViewPoint Reports on the
Console Panel

There are management settings for the ViewPoint Reporting Module on the
ViewPoint Console panel. The UTM panel contains limited configuration
screens, used for managing scheduled reports and per-unit settings.The
Reports section on the Console panel is divided into sections that allow you to
manage system-wide settings, including the following:

Table 4 Console > Reports
Section Settings
Settings Report Settings/Options

Log Viewer Settings

Summarizer

Summarizer Settings
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A¥ Vanaging ViewPoint Reports on the Console Panel

Section Settings

Reports Data Summarization Interval

Syslog Deletion Schedule

Host Name Resolution Settings

Email/Archive Email/Archive Time Settings

Days to Store Archived/Published reports

Email/Archive Configuration - Web Server
Details

Logo Settings

SortBy Settings In PDF Reports

Scheduled Summary

Reports

Search Criteria

Search Results

Management Report Data Management Settings

The Reports section of the Console panel controls settings for syslog data
collection, summarizer configuration, email and archiving, scheduling reports,
and archiving report data.

For information about syslog data collection settings, see the “Enabling
Report Table Sorting” section on page 72 in the Managing Reports in the
Console Panel chapter.

For information about the summarizer, see the following sections in the
Managing Reports in the Console Panel chapter:

— “About Summary Data in Reports” section on page 73

— “Summarizer Settings and Summarization Interval” section on
page 73

For information about Email and Archiving settings, see the “Configuring
Email/Archive Settings” section on page 81 in the Managing Reports in the
Console Panel chapter.

For a description of how to schedule reports in the Console panel, see the
“Scheduled Reports” section on page 82 in the Managing Reports in the
Console Panel chapter.

For information about archiving report data using the Move Data to
Archive (MDTA) feature, see the “Management” section on page 87 in the
Managing Reports in the Console Panel chapter.
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CHAPTER 14
Scheduling and Configuring Reports

This chapter provides information about scheduling automatic reports and
configuring data summarization settings. It also contains instructions for
configuring settings for the Dashboard > Summary report and describes how
to view the list of current alerts on the Events > Current Alerts page. This
chapter also describes how to export compliance reports in PDF format. The
settings described in this chapter are applied on a per-unit basis.

This chapter includes the following sections:

“Configuring Scheduled Reports” section on page 134

“Selecting Reports for Summarization” section on page 137
“Configuring Inheritance for Reporting Screens” section on page 138
“Configuring Data Storage Settings” section on page 139
“Configuring Summarization Data for Top Usage” section on page 140

“Configuring Summarization Data for Bandwidth Reports” section on
page 141

“Configuring Dashboard Summary Reports” section on page 142
“Viewing Current Alerts” section on page 144

“Scheduling PDF Compliance Reports” section on page 144
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A Configuring Scheduled Reports

Configuring Scheduled Reports

SonicWALL ViewPoint Reporting can automatically send reports to any email
addresses that you specify. This section contains the following:

« “Viewing or Managing Scheduled Reports” on page 134
- “Adding or Editing a Scheduled Report” on page 135

To create scheduled email reports in PDF format as Compliance Reports, see
the “Scheduling PDF Compliance Reports” section on page 144.

Viewing or Managing Scheduled Reports

To view , delete, or enable/disable currently scheduled reports, perform the
following steps:

1. Click the UTM tab and select a SonicWALL appliance.

2. Expand the Configuration tree and click Scheduled Reports. The
Scheduled Reports page displays.
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3. Onthe Scheduled Reports page, to add a new scheduled report, click Add
Scheduled Report. See “Adding or Editing a Scheduled Report” on
page 135.

4. To edit a report, click the pencil icon in that row. See “Adding or Editing a
Scheduled Report” on page 135.

5. To delete a report, select the checkbox in that row and then click Delete
Selected Scheduled Reports.

6. To disable a scheduled report, select the checkbox in that row and then
click Disable Selected Scheduled Reports.

7. To enable a disabled report, select the checkbox in that row and then click
Enable Selected Scheduled Reports.

8. To select all reports in the list, click Select All Scheduled Reports.
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Adding or Editing a Scheduled Report

You can add a new scheduled report or edit an existing one on the UTM panel
on the Configuration > Scheduled Reports screen. When adding or editing the
report, you can configure its name, category, formats, cover page, summary
report page, and detailed reports page. You can also use or create a profile for
the detailed reports page settings.

To add or edit a new scheduled report, perform the following steps:

1. Navigate to the Configuration > Scheduled Reports page and do one of the
following:

— To add a new schedule report, click the Add Scheduled Report
button.

— To edit an existing report, click the pencil icon in that row. The
Scheduled Report Configuration window displays.

2. Enter a name for the report in the Name field.
3. Enter descriptive information in the Description field.

4. To email the report, select the Email check box. The screen expands to
show email configuration settings.

5. Enter the IP address of the mail server into the SMTP Server field.

6. By default, the ViewPoint Reporting Module will use the email address that
was configured in the Console panel in the Management > ViewPoint
Settings screen as the Sender email address. To change it, enter a new
Sender email address in the Source Email Address field.

7. Enter one or more destination email addresses, separated by semicolons,
into the Destination Email Addresses field.

8. Enter the Subject Line that will appear in reports sent from the ViewPoint
Reporting Module in the Email Subject field.

9. Enter text that will appear in the message body in the Email Body field.

10. To copy the contents of the report into the body of the email message,
select the Send Reports Inline check box. To send the file as an email
attachment, make sure this check box is deselected.

Note Reports can only be sent inline when all data is sent in a single
report.

11. To archive the file on the server’s hard disk, select the Archive check box
and enter a path in the Save Directory field.
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12.
13.
14.

15.

16.

Specify the directory where the file will be archived in the Save Directory
field.

For Report Type, select Daily, Weekly, or Monthly.
For Report Format, select HTML, XML, or PDF.

Select either Include all data in a single report or Zip Reports into a
single file.

If you selected PDF for the Report Format, you can create a password to
protect it by selecting Password Protect the PDF File and typing a
password into the Password field. Users must input the password to view
the contents of a password-protected PDF file. The content can be copied
or printed, but is not editable by a PDF editor.

If the zip file is selected, you can create a password for it by selecting
Password Protect the Zip File and typing a password into the Password
field.

Note When both PDF and Zip Reports into a single file are selected,

17.

18.

19.

20.

21.
22.

you can password-protect the PDF, but not the zip file.

For the Cover Page, enter a Title and Subtitle and select colors for the
Foreground and Background of the cover page.

For Summary Report Page, you can select up to 4 reports. Select a report
for the summary page from the Choose the Summary Reports drop
down list, and then click Add.

For Detailed Report Page, do one of the following:

— Click Select an existing profile, and then select the profile to use
from the Profile Name drop-down list.

— Click Create a new profile, type a profile name into the New Profile
Name field, and then select the checkboxes in the Report list for each
report to be included. You can click the checkbox next to the Report
heading to select all reports in the list.

Optionally click Configure Filters Options. For this procedure see
“Configuring Filters and Options” on page 137.

To see a preview of this scheduled report, click PREVIEW.
When finished, click Add.
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Configuring Filters and Options

1.

10.

11.

12.

At the bottom of the Scheduled Report Configuration page, click the
Configure Filters/Options button. The Display Options/Settings page
displays.

Select the number of sites to display in Top Sites reports (default: 20).
Select the number of users to display in Top Users reports (default: 20).

Select the number of sites to display in Sites by User/Users By Site reports
(default: 20).

Select the number of items to display in all other reports (default: 20).

Select the number of entries per item to display in all other reports (default:
20).

Under Inclusion Filter Parameters, enter a comma separated list of sites
to include in By Site reports in the Site List field.

Enter a comma separated list of users to include in By User reports in the
User List field.

To include the user’s full name and IP address in the report, select the
Whole Name/IP checkbox.

For Bandwidth Usage reports, select the source from the Source
Interface drop-down list.

For Bandwidth Usage reports, select the destination from the Destination
Interface drop-down list.

Click the Update button to apply changes. The new report will appear in
the list on the Scheduled Reports page.

Selecting Reports for Summarization

This section describes how to tune the performance of the Summarizer by
configuring which reports will be created. When an appliance is configured to
communicate with ViewPoint, you need to prepare it for syslog data collection
for reporting. Make sure the summarizer is collecting data for the reports you
want for this unit.

To configure the Summarizer settings, perform the following steps:

1.

Click the UTM tab.
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2. Expand the Configuration tree and click Summarizer Settings. The
Summarizer Settings page provides a list of reports and a correlating
description of each report. Each report contains a checkbox that you can
select to generate a summarized report.

Report Typrs to he Summartred
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3. Select the checkbox of each report type to summarize.

4. When you are finished, click Update. Your configuration changes are

saved automatically.

Configuring Inheritance for Reporting

Screens

On the Configuration > Summarizer Settings screen, there is an option to
synchronize report settings between the unit level and global level. This option
can be displayed in any of the sections on this page when those settings are
not synchronized between the unit level and global level.

This option provides inheritance support for report settings.
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When you are viewing the screen at the unit level, the option is Sync group
to appliance level settings. This is reverse inheritance. Click the Update
button to apply your current unit level settings to the group to which this unit
belongs.

Mote: Summarizer settings for appliance(s) 0 differ between unit and group level. The
settings at the unit level will override the settings at the Group level,

Sync group to appliance level settings Update

When you are viewing the screen at the global level, the option is Sync
appliance(s) to group level settings. This is forward inheritance. Click the
Update button to apply your current global level settings to the appliances in
this group.

Mote: Summarizer settings for appliance(s) M5A 240, TZ 210, NSA 5000, TZ 190 W,
Pro 4060, TZ 170 ENH differ between unit and group level. The settings at the unit
level will override the settings at the Group level.

Sync appliance(s) to group level settings Update

Configuring Data Storage Settings

The Data Storage Configuration section of the Configuration > Summarizer
Settings page allows you to specify the number of days to store summarized
data and syslog data.

Dol Starage Conliguraliv
Days To Shore Sumisansed Data: (B0 _L:J:J:.::_-
Darys To Sare R Sysiog Dakabasss: [0 | uodete
Duays To Fore Ravr Syulog Fles: |30 | Uddote |
Cwyrs b s 301 Fepoits: | :_ _ Update |
Bk

* Daedestiven o plef ot corues pverpdony At 14230

* T chanage the schadied deletaon b, plasse go o the Consols Parel- SR part s- S LUmmeanzer sreen
(el Srrlong Dustia Doty Ad sellings ),

* Liiting the number of days 1o store will increase the oversll performance of yolr ViewPont srstem
aird s Uhe size of Lhe Database (Max Bl = 250)

For all fields in this section, the minimum values should be 3 days, and will
typically be longer.

Raw syslog data is transferred to the ViewPoint system by individual
SonicWALL appliances, where it is stored in raw syslog files. The data from
these files is combined and stored in a raw syslog database. Data from this
database is processed by the Summarizer and then stored in the summarized
data database.
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The raw syslog files and databases older than the number of days specified
here will get deleted by the global daily deletion schedule configured on the
Console > Reports > Summarizer page. That page also provides a way to
delete the summarized database for a certain date. See the “Configuring the
Syslog Deletion Schedule Settings” section on page 78.

To configure the Data Storage Configuration settings:

1. Onthe UTM tab, expand the Configuration tree and click Summarizer
Settings.

2. Scroll down to the Data Storage Configuration section.

3. Type the desired number of days to store summarized data into the Days
To Store Summarized Data field and then click Update.

4. Type the desired number of days to store raw syslog database files into
the Days To Store Raw Syslog Databases field and then click Update.

5. Type the desired number of days to store raw syslog database files into
the Days To Store Raw Syslog Databases field and then click Update.

6. Type the desired number of days to store archived XML reports into the
Days To Store XML reports field and then click Update.

Configuring Summarization Data for Top
Usage

The Reports Summarization Data for Top Usage section of the Configuration
> Summarizer Settings page allows you to enable Web event consolidation
and resolve unrated categories.

When enabled, Web event consolidation reduces repetitive syslog event
entries within the syslog database. Enabling Web Event Consolidation
promotes search and summarizer efficiency by consolidating the syslog
messages that result from a single click (for example, a visit to a Web page),
and further correlates events by time proximity, such as multiple visits to the
same URL by the same user within a set time, and HTTP header information.
ViewPoint consolidates syslog messages under the main domain name.

When Web Event Consolidation is disabled, multiple syslog events are logged
for one request. For instance, a single access to www.cnn.com can generate
more than 70 syslog messages. Many of the 70 syslog messages refer to the
links to other pages like images.cnn.com or video.cnn.com that are included
in the Web page. In this simplified example, if Domain Only consolidation is
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selected, then only one Web event is recorded (cnn.com). If Host & Domain is
selected, then you would see three Web events. You would see all 70 Web events
if consolidation was not enabled at all.

To enable Web event consolidation and resolve unrated categories, perform
the following:

1.

On the UTM tab, expand the Configuration tree and click Summarizer
Settings.

Scroll down to the Reports Summarization Data for Top Usage section.

Select the Enable Web Event Consolidation checkbox to consolidate
repetitive syslog event entries within the syslog database and then select
one of the following levels of consolidation:

— Host & Domain - More restrictive, less consolidation
— Domain Only - More general, more consolidation

Optionally select the Resolve “Not Rated” categories using message
comparison checkbox. If enabled, ViewPoint will attempt to categorize
unrated items by comparing them to rated items, and will display the
results in reports.

Click Update.

Configuring Summarization Data for
Bandwidth Reports

The Reports Summarization Data for Bandwidth Reports section of the
Configuration > Summarizer Settings page allows you to configure the
currency type and cost per megabyte for use in bandwidth reports.

To configure the data for bandwidth reports, perform the following:

1.

On the UTM tab, expand the Configuration tree and click Summarizer
Settings.

In the Reports Summarization Data for Bandwidth Reports section,
select the currency type in the Type of Currency field. Over 20 different
currencies from around the world are available.

Specify an amount based on your chosen currency in the Cost Per Mega
Byte Bandwidth Use field.

Click Update.
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Configuring Dashboard Summary Reports

In the Configuration > Dashboard page, you can configure settings to control
the information displayed by the Dashboard > Summary screen. Settings are
available for the following:

- Summary statistics list at the top left of the Dashboard > Summary page
« Alerts list at the top right of the Dashboard > Summary page
« Reports list in the main body of the Dashboard > Summary page

Draslilvard Reporl Sellings
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[ Tetal HTTP Banduidth (MErtes)
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[] Tokal Wieus attacks
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Alerls Lisl Threslwid
Bariheikly Limd, [MBybed) b Threleid: Arkd Dl

Repurls List
Bl Tumiiany
Wieh Lisage Top Users
AL SCRS ey

OOO0Od

wins Artacks Summeny
Wndhacths Sunnmery L Akl kelete

To configure Dashboard Summary report settings, perform the following steps:

1. Click the UTM tab.

2. Expand the Configuration tree and click Dashboard.
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In the Summary / Statistics List section, to add a statistic to the Dashboard
> Summary page, select it from the drop-down list and then click Add.

Summary,Shatisthes List
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To remove a statistic from the Dashboard > Summary page, select the
checkbox under the trashcan icon for that statistic, and then click Delete.

In the Alerts List section, to add an alert to the Dashboard > Summary
page and to receive an email alert when the alert setting is matched, select

an event type from the drop-down list, type a threshold value into the
Threshold field, and then click Add.

Alerts are emailed using the settings configured in the Console >

Management screens. See “Settings” on page 61 and “Alert Settings” on
page 64.

W) Alerts List Threshold
| | Threshold:| I~"add :Delete

|Murnber OF Attacks
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|Events/Hits Limit
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To remove an alert, select the checkbox under the trashcan icon for that
alert, and then click Delete.

In the Reports List section, to add a report to the Dashboard > Summary
page, select the report type from the drop-down list, and then click Add.

To remove a report from the Dashboard > Summary page, select the
checkbox under the trashcan icon for that report, and then click Delete.
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Viewing Current Alerts

You can view a list of current alerts on the Events > Current Alerts page of
the UTM panel. Select a global view or unit to view current alerts for your
selection.

Alert Listing

Severity  Unit Name Description
Warning Test 4060 The Intrusion subscription has not been activated for this device

Scheduling PDF Compliance Reports

ViewPoint can create scheduled email reports in PDF format. Called
Compliance Reports, this feature allows you to export regular reports in
universally readable format.

Compliance Report Overview

A Compliance Report is a report that collects report data and presents it in an
organized format.

The ViewPoint Compliance Report feature allows administrators to provide
more customized report summaries and to create more formal and defined
layout of report information in PDF format. This feature provides the following
benefits:

« Customizable cover page (Default also available)
« Customize Summary/ Descriptions for the reports.
« Ability to customize a set of reports.

- Three reports can be persisted as a profile so that it can be consumed by
less experienced users in the system.

« Reports can be generated in industry standard PDF format.

- Compressed format provides a smaller sized file than an equivalent HTML
report.

e The print quality is higher.
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« This feature has the ability to open a 200 page PDF report with ease. In
comparison, opening the same report in HTML takes a more extensive
amount of time using IE, as it is weighed down by memory and other
systems.

Requirements

Adobe Reader ® plug-in is required for the preview function.

How Do Compliance Reports Work?

Adding

ViewPoint has the capability to generate both online and scheduled reports in
HTML format. Since PDF has become a standard document format for
distribution, the compliance reports are based on this universal standard.
Moreover, users are able to customize/define sections throughout the report.
For example, they can assign different logos/titles to the cover pages for their
customers.

a New Scheduled Compliance Report

This section includes the following sub-sections:

« “Customizing Your Cover Page” section on page 147

« “Customizing Your Summary Report Page” section on page 148

« “Customizing Your Detailed Reports Page” section on page 149

- “Editing Existing Profiles” section on page 150

- “Verifying User Compliance Reports Configuration” section on page 152

To begin creating a new customized Compliance Report, perform the following
steps:

1. Navigate to UTM > Configuration > Scheduled Reports.
2. Click the ADD button, to add a scheduled report.

3. The Scheduled Report Configuration page displays. In the General
section, enter the name of your report into the Name field, and the report
description.
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4. Inthe Category section, select the Email check box. The details window
displays:

« SMTP Server field: Enter your SMTP Server IP address or hostname.
« Source Email Address field: Enter your Source Email Address.

» Destination Email Address field: Enter the Destination Email
Address(es).

« Email Subject field: Enter your Email Subject.
« Email Body field: Enter your Email Body.

Category
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5. To archive a directory, click the Archive check box. Enter the your desired
directory you want to archive into the Save Directory field.

To change the format and settings of your customized compliance report,
perform the following steps:

6. Inthe Format and Settings category, select the Report Type that reflects
the time interval you want to view your reports, either Daily, Weekly, or
Monthly.
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7. Selectthe PDF report formatin the Report Format category. Selecting the
PDF option will open additional fields to allow you to customize the set up

of the Cover Page, Summary Report Page, and Detailed Report Page
of your report in PDF format.

Formats and Settings
e port Tape ) Dy _) ekl wently
Rieport Farmat: HML
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8. To zip all of your reports into a single file, select the check box next to the
Zip Reports into a single file check box.

Note PDF will disable some options that are only applicable to HTML.

9. For custom reports, enter the template folder name into the Template
Folder Name field.

Customizing Your Cover Page
The Cover Page section allows the user to design a cover page for their report
using different color schemes.
1. Title field: Enter the document title.

2. Subtitle field: Enter the document subtitle. (Optional).

Covet Page
Forsgrouna Color Doy oun ol
Gt m FRITFTF m
Subbt: Forogmard Cokr Badhzrmard Color
I B0e0 m FFEFEF m
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3. Select the color for the Title and Subtitle’s foreground and background by
clicking the gradient color box in the right side of the each field. You may
select a color by either choosing a color on the color bar and then
selecting its value in the color box or by typing in the HTML color.

S "
= Tt | Criew Eackgroury Coie:

'—"- | A m
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FIFFFF m
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4. The color codes are automatically filled in the corresponding fields once
the color chooser window is closed.

Customizing Your Summary Report Page
The Summary Report Page allows you to add new reports and individually
customize their appearance.

1. On the Summary report page, select the type of summary reports you
need, up to a maximum of 4 reports. Then, click the Add button. The report
will be created based on the type of summary report you have selected.

Enter the report title in and report description in the appropriate fields.
Select the text color for the title and description.
Select the background color for both fields.

o > w DN

Select the order in the Order drop-down window.
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6. You may continue to add reports based on the summary you select in the
Summary Reports drop-down menu. Repeat steps 1-5 to add more
summary reports.
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Customizing Your Detailed Reports Page

The Details Report Page provides you with a list of reports you may select to
include in your report summaries. You can refine your setting for your report
in more detail in the Detailed Report Settings category. First, select the
appropriate profile setting for your report. If you are creating a new profile,
select the Create a New Profile button.

1. New Profile Name field: Enter the name of your new profile.
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2. To determine the type of reports that will be summarized in your
compliance report, check the boxes next to the reports you need.
Sub-folders are revealed to each folder by clicking the plus icon. When all
sub-folders are selected, the main folder will be selected.

3. When you have completed your selection(s) of reports, scroll down the
page until you see a check button with Configure Filters/Options beside it.

Click the check mark button.
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4. In the Configure Filter/Options section, you are able to decide how your
filter and display is set. Once you have clicked the check button, fill out the
table accordingly.
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Editing Existing Profiles

A profile is associated with selected reports from the report list. You have the
ability to go back and edit existing profiles in your scheduled reports. Since the
report list is populated based on the report type selection, a profile is
associated with the report type also. Instead of three categories, there will only
be two: single day or multi-days. A profile in a single report will not be seen
be seen by the users when they select weekly or monthly as report types.

To edit existing profiles, perform the following tasks:

1. Click the Edit icon, located next to the report name you want to edit.

2. In the Detailed Page section, choose the Select an existing profile
button.

Note You are able to delete an existing profile in that section by clicking
the Delete Selected Scheduled Reports button located at the top
of the page.
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From the drop-down list in the Detailed Report Page, select the profile
name you wish to edit. Choose the reports you want to add or remove from
that profile. If a new profile has the same name as one of the existing
profiles, the behavior will be the same as users opening the existing profile
and edit the report list. When selecting an existing profile, the associated
reports are checked in the report list automatically.
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A default cover page is provided:

SORICHALL™

¥Web User Profile Report
Sample Carparate Netwark
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Verifying User Compliance Reports Configuration

If you have chosen the PDF version of this report, you now have the option to

see a preview of the report covers you have created and how all of the report
summaries you added will fit into that template.

To review your customize PDF settings, click the Preview button:

| Add | | Cancel | | Presiew |

Figure 3 Cover page; Summary page; and Details page Preview

[ S—

L Subnens

Note The images used for the preview do not use actual data.

MSOnicWALL ViewPoint 6.0 Administrator’'s Guide

EX1015
CISCO SYSTEMS, INC. / Page 152 of 392



CHAPTER 15
Viewing Reports

This chapter describes how to generate reports using the SonicWALL
ViewPoint Reporting Module.

The following section describes how to configure the settings for viewing
reports:

“Managing Report Settings” section on page 154

Select from the following reports:

“Viewing General Status Reports” section on page 157
“Viewing Dashboard Reports” section on page 159

“Using Custom Reports on UTM Appliances” section on page 163
“Viewing Bandwidth Reports” section on page 180

“Viewing Services Reports” section on page 189

“Viewing Web Usage Reports” section on page 191

“Viewing Web Filter Reports” section on page 209

“Viewing File Transfer Protocol Reports” section on page 225
“Viewing Mail Usage Reports” section on page 231

“Viewing VPN Usage Reports” section on page 238

“Viewing Attacks Reports” section on page 250

“Viewing Virus Attacks Reports” section on page 260

“Viewing Anti-Spyware Reports” section on page 266
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« “Viewing Intrusion Prevention Reports” section on page 273
« “Viewing Application Firewall Reports” section on page 281
« “Viewing Authentication Reports” section on page 287

- “Viewing the Log” section on page 290

Managing Report Settings

All of the reports in ViewPoint report on data gathered on a specific date or
range of dates. You can also edit the report settings for each report by using
the Search Bar and the More Options button.

Editing Report Settings

To edit the report settings, use the Search Bar at the top of the report. You can
search other reports, set the start and end dates for a report to view, or click
More Options to access other Report Display Settings. For a detailed
description, see the “Searching for a Report” section on page 123.

Top Users of Web ) e | B pis

Mo
Users | Louals b Start |V 2007-0d=27 [P | >easch oy
N

b

Daplay Type Chart and Tahie Charl Type P L

Mumber of Users S e Flows Per SCreen 20

Selecting a Graphical Display

Some reports allow you to specify how many items to display in the report.
Select 5, 10, 20, 50, 100, or All from the Number of Items list. This allows you
to limit the display to a the specified number in order to make the report easier
to read.
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Many reports offer different graphical displays for the data, such as a
bar-graph or a pie chart. To select a graphical display, select Chart and Table
under Report Display Settings and choose the display type from the Chart
Type list. Your selection should display immediately in the report screen. For
most reports you can choose Area, Bar, Pie or Plot.

Setting a Date or Date Range

Summary reports display only information for a single date. Over-time reports
display information over a date range.

Selecting a Single Date

To select a single date for a report, click on the Start or End fields in the
Search Bar to display the drop-down calendar. The End field is only
configurable for Over Time reports. In the calendar, you can set the month by
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clicking the single arrows (<, >), or the year by clicking the double arrows (<<,
>>). To select the month or year from a drop-down list, click and hold the arrow
button. Click Search to begin building the report.

[ - I 1 More
4 4 b o
Start :LUU? Us—zﬁ_ Search i

? April, 2007 x

Sun Mon Tue Wed Thu Fri  Sat

Chart T{ IER 2L S
8 9 1 11 12 13 14 %
RowsR 45 16 17 18 18 20 21
22 23 24 35 2 27 2B
29| ;0

Select date

Selecting a Date Range

To select a date range for an Over Time report, select a Start Date and End
Date in the Search Bar, and then click Search. You can use the drop-down
calendars by clicking in either field.

Additional Settings

Many reports have additional settings that you can select such as source and
destination interfaces to report traffic through or how to display names and IP
addresses. Make your selection from these lists and click Search.

Troubleshooting Reports

One of the most common error messages when a report does not display is
“No Data”. There are several reasons why you might see this error, and
SonicWALL ViewPoint 5.1 and higher displays the most likely reason and
points you to the screen where you can make the necessary adjustments.

Some examples are shown in the following figures.
Figure 4 Appliance is Not Licensed for Reporting

This appliance is not licensed for YiewPoint Feporting
Click. here ta go ko the General->Stakus page and look under "Mok Licensed" section far skeps to resolve the issue
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Figure 5 Appliance is Down

Swownary of Welb Usage lor July 3, 2008

Mo Dats Available. The appliance is down.For more information Nevigate to Palicies->Statug

Figure 6 Appliance in a Provisioned State

Weh lsage Top Sies for Ty 9, X008

Mo Data Availabds. The apgliance s in provisioned state For mare infarmatian Navigate 1o
Poscies-=3atus

Figure 7 Configured for Status Only

Web Usage Top Sites for July 8, 2008

He Diata Available, The spplisnce is configured to only send status messages For more
imformation Maigate 1o Policies->hanagement

Viewing General Status Reports

The General > Status page contains information on the SonicWALL appliance
or group of SonicWALL appliances.

To view the Status page, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the General tree and click Status. The Status page displays.

Unit Hode: 08 CSH 2100
Mindel:

Seral Number;

Famware Version;
SonisWALL TP

Tirre: Sored:?

ViewPaink:

Sysing Format:

Status Messaoes Ondy:
Lz mUTC:

Vievgnoink Mode Enabled:
Mame Fesoluton Mode:

Info
Sonciiall Consent Seourity Manager 2100 CF
D006 L EESI
Sorm08 CF .0.0,2-1c
B0.0.14.233
Peafic Time (U5 GCanada)
Licermen
Default
]
Ves
Yrs
Cisabied

Access Mode;  HTTP
Syslug Caleguries
Log Type Log Type
Sysirm Manbrranoe Artacks
Sysiem Eors Ceoppeedd TCP
Bockad Web Sbes Droppeed LOE
Bocked Java sic Do 1CMP
User Acthvity etk Debug
VR TER Smabs Derwed LAN TP

Syshog Servers

P Address Port
§0.0.14.150 514
.0, 14.252 514

" Synchronize Appliance Information Row

Getting Started wWith viewFoint

¥ Open Cetting Skarted Instructinns Ta Rew Window

4. The sections contain the following information:

Node information—Information on the firewall(s) is displayed at the
global or unit level.

Syslog Categories—The types of syslog data selected to be collected
for the selected appliance.

Syslog Servers—The IP address and Port number of the syslog
servers configured to collect data from the selected appliance.

—Synchronize Applicance Information with ViewPoint—Click the
Synchronize Applicance Information Now link to refresh status
data about the monitored appliances. This status information is
normally updated every 24 hours.

Getting Started With ViewPoint—Click the Open Getting Started
Instructions In New Window link to open the ViewPoint installation
and initial configuration instructions in a separate window.
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Viewing Dashboard Reports

Dashboard reports display an overview of bandwidth, uptime, intrusions and
attacks, and alerts for managed SonicWALL UTM appliances. The Security
Dashboard report provides data about worldwide security threats that can affect
your network. The Dashboard also displays data about threats blocked by the
SonicWALL security appliance.

Select from the following:
« “Viewing the Dashboard Summary Report” on page 159
« “Viewing the Security Dashboard Report” on page 162

Viewing the Dashboard Summary Report

The Dashboard Summary report displays statistics, alerts, graphical summary
reports, and a list of available custom report templates. Displayed statistics
can include total bandwidth, total attacks and other measurable information.
The alerts list is displayed when the configured threshold has been reached.
A wide range of graphical reports are also available for display.

You can configure the Dashboard > Summary report contents in the UTM >
Configuration > Dashboard page. For a description of the configuration
procedure, see “Configuring Dashboard Summary Reports” section on
page 142.

To view the Dashboard Summary report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.
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3. Expand the Dashboard tree and click Summary.

Dashboard Summary () gohedute | ™ print

Darshibsaaeril Sarmreniary for Amgrst 1L FODF

HonthToDabe X0 £ R

Work T oDate_all

4. The tables at the top of the page display the totals, using megabytes for
the bandwidth totals.

5. The graphical display breaks down the information as follows:

— Bandwidth—shown by group when viewed at global level. At the unit
level, the bandwidth is shown per hour.

— HTTP Bandwidth—at the unit level, this is shown as a pie chart with
eight slices. The top seven Web users by IP address are each shown
as a slice, with all other HTTP bandwidth combined in the eighth slice.

— Attacks Events—at the global level, both attack events and virus
attack attempts are shown per group. At unit level, these are shown
per hour (not pictured).

— Custom Report Templates—your “favorites” list of saved custom
report templates. See “Using Custom Reports on UTM Appliances” on
page 163.

You can click the Edit icon next to the template on this page to edit the
template in the Custom Report page and save it using the Save
Template button. To delete the template, click the Delete icon.
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Viewing Custom Reports on the Dashboard

SonicWALL ViewPoint provides access to your saved Custom Report

templates on the Dashboard > Summary page for the appliance. The template
must have been previously created and saved for the same appliance on the
Custom Report > Internet Activity or Custom Report > Website Filtering page.

Dashboard Summary Schedule | L Prink

et (8| 200813630 ._i

Dashbosrd Ssmmary lor Decembser 2. 7003

AR GE

THE L

Randwidith MByies by Hour of (hey

User Activity (Defsult)
CF5 Lopgmg
CF lncioed

When you click on a saved template, the detailed report page is displayed in
Full Mode with the same categories in the same order as in the template that
you saved. In the report page, the Print, PDF, and Excel icons are available,
along with the pagination controls. There is no link to Split Mode and no Save
Template button since this template is already saved.

You can also configure or delete a saved template from the Dashboard >
Summary page.

To access a custom report from the Dashboard:

1. Select a unit for which Log Viewer is enabled, and then navigate to
Dashboard > Summary.

2. Locate the box labeled Custom Report Templates. All saved templates
for this appliance are listed in the box.
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3. Do one of the following:

« To generate a Custom Report, click a saved template in the Custom
Report Templates box.

« To configure a saved template, click the Configure icon for that
template, make the desired changes, and then click OK. For configuration
instructions, see “Using Custom Reports on UTM Appliances” on
page 163.

» To delete a saved template, click the Delete icon % forthat template and
then click OK in the confirmation dialog box.

Viewing the Security Dashboard Report

The Security Dashboard report shows two types of reports:

« An Individual Appliance Report that displays a summary of attacks
detected by the local SonicWALL security appliance.

« A Global Report that displays a summary of threat data received from all
SonicWALL security appliances worldwide.

The Dashboard > Security Dashboard screen is available at the global level,
but not at unit level for SonicWALL CSM Series appliances.

To view the Security Dashboard report, perform the following steps:
1. Click the Reports tab.
2. Select the global icon, a group, or a SonicWALL appliance.

3. Expandthe Dashboard tree and click Security Dashboard. The Security
Dashboard page displays.

Figure 8 Security Dashboard Page

4. At the top of the screen, select either the Global radio button or, for
reporting at unit level, select the radio button that is labeled with the unit’s
MAC address. Select Global to display a summary of attacks caught by
SonicWALL appliances worldwide. Select the unit's MAC address to see
results only for attacks through this unit. At all levels, the categories
charted include the following:

— Viruses Blocked by SonicWALL Network

— Intrusions Prevented by SonicWALL Network
— Spyware Blocked

Multimedia (IM/P2P) Detected/Blocked
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For each of these, the report includes the results over time for the top ten.

5. Optionally select the period of time for the report from the drop-down box
at the top right of each graphical display. At the unit level, you can select
only the Last 21 days. At the global or group level, you can select from:

— Last 12 Hours
— Last 14 Days
— Last 21 Days
Last 6 Months

Using Custom Reports on UTM Appliances

Custom Reports are available at the unit level for appliances visible on the
UTM tab. Log Viewer must be enabled for the appliance. For information about
enabling Log Viewer, see “Viewing the Log” on page 290.

When configuring a Custom Report on the Internet Activity or Website Filtering
page, the Template Section acts as a query builder. You select the criteria for
the report that you want, and SonicWALL ViewPoint uses your input to query
the raw syslog database for the information, and then outputs the report. The
Template Section consists of two parts: the Date/Time section and the Report
Layout section.

After building your query in the Template Section and clicking the Generate
Report button, the report is displayed in the Report Section. The Report
Section is displayed in the lower half of the page, under the Template Section;
this layout is called Split Mode. You can easily toggle between Split Mode and
Full Mode. Full Mode can be used to display only the Template Section or only
the Report Section in a full page view.

The Report Section displays the report and provides controls for pagination,
printing, and exporting the report in PDF or CSV format. You can also click the
Save Template button in this section if you want to save the settings for this
report as a template for reuse later.

See the following sections for detailed information:

« “Toggling Between Split Mode and Full Mode” on page 164

« “Configuring the Date and Time for Custom Reports” on page 166

« “Configuring the Report Layout and Generating the Report” on page 168
« ‘“Generating the Custom Report” on page 176

« “Viewing a Custom Report” on page 177
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« “Printing a Page or Exporting the Report as a PDF or CSV File” on
page 179

« “Saving the Report Template” on page 180

Toggling Between Split Mode and Full Mode

The Custom Report page contains two main sections, the Template Section
and Report Section, which can be displayed together or independently
depending on the mode.

When the Custom Report page is initially displayed for a selected appliance,
the Template Section is displayed in Full Mode. Split Mode is available, but the
Report Section displays no data until a report has been generated. The

Custom Report > Internet Activity page with the Template Section displayed in
Full Mode is shown below.

Templabe Section asplit Hndes |

Custom Report = Internet Activity

Tempiate — Load a Templats -
DatelTime
- Sl Time |00 & 0O w00 W
(=) Dymamic Date Range | Taday o
EndTime (23 » &5 ae x| 58
- Slarl Date Sinet Time |00 [wel= | 00 (x| 00 W
! Litase D Aange £ oke EndTine |2 BBl: (== ill: (50 B
Report Layout
Detaded Report
Gelect report fisld | Categssy | |asms and | Do/ T b
Sorllry | DalaTeww w
Freid Filber Cobors
Ganesals Hepal || Hursaed |
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After generating a report, the page automatically changes to Split Mode and
displays the report settings in the Template Section in the top half of the page
and the report results in the Report Section in the lower portion. The Template
Section and Report Section displayed in Split Mode is shown below.

Template Sectwon cFll Madee I

Custom Report - Internet Activity |00 |- Load a Template — »

Date/Tirme
Stact Tme |00 % : 00 &
() Dyramic Dote Range | Wesk oo v
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o+ SE RS Em! Dale EredTime |23 % @ | B8 w|s 23w
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Internet Activity % e Tempiate -l
Page 1 | 9344
Dustd Tirves: Dhouimsiry Protogd Ly
1 1 Z009-§1-19 D0:0D0: 13 L0v0.15.52 tepillp adimin
z 200F-00- 1% DO 13 LS. B2 bepyfin L]
a 200r9-55-19 E00: 13 (1LE1 8 LR T ] admin
4 | 2009-38-19 00:00: 13 ¥3.40.2.104 w0060 19216
-] 200000 1% M 13 W - SV L P dnjces . s |-

At any time, you can change to Full Mode if you want to display either the
Template Section or the Report Section individually. From Full Mode, you can
easily change back to Split Mode.

To toggle between Split Mode and Full Mode:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
Custom Report page.

2. On a page that is currently displayed in Full Mode, to change the view to
Split Mode click the <Split Mode> button at the right side of the section
heading.

3. On apage thatis currently displayed in Split Mode, do one of the following
to change to a Full Mode display of either the Template Section or the
Report Section:

— Click the <Full Mode> button to the right of the Template Section
heading.

— Click the <Full Mode> button to the right of the Report Section
heading.
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Configuring the Date and Time for Custom Reports

At the top of the Template Section of the Custom Report page, the Date/Time
region provides a way to designate the time period to use when generating the
report. You can select either a Dynamic Date Range or a Static Date Range.

Both the Dynamic Date Range and the Static Date Range provide Start Time
and End Time settings. By using the Start Time and End Time fields, you can
specify the exact hour, minute, and second for both the beginning and the end
of the period for the report. When a start and end time is specified for a date
range containing multiple days, the start/end times are applied to each day of
the period when analyzing data for the report. The default is to include data for
the full 24 hours in each day of the date range.

Date/Time |
T StartTime |00 v |: |00 %[00 w
(&) Dynamic Date Range | Teday v - !
End Time |23 [&:]59 %] :|59 s
n Start Date | StartTime |00 v |: |00 w|: [00
®) ; | | |+
-~ Static Date Range End Date End Time |22 (% |:| 559 = |:| 59 w

Dynamic Date Range

The Dynamic Date Range selection allows you to select from four date
ranges and to specify the exact starting and ending times on the days in the
selected date range for the log data to be used for the report.

For the Dynamic Date Range, you can select from the following four date
choices:

« Today — Uses log data from the current date, beginning just after midnight

« Yesterday — Uses log data from just after midnight of the previous day, up
to and including the most recent log message from the current date

+ Week to Date — Uses log data from the current date, plus the seven
preceding days

« Month to Date — Uses log data from the same date as the current date in
the previous month, up to and including the most recent log message from
the current date

When generating a report with a template containing a dynamic date range
setting, the dates used when referencing the log data are relative to the
current date. Thus, two reports generated from the same template on different
days will provide different results.
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To select a Dynamic Date Range:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

2. In the Template Section under Date/Time, select the Dynamic Date
Range radio button.

3. In the drop-down list, select Today, Yesterday, Week to Date, or Month
to Date.

4. For the Start Time, select the hour, minute, and second from the
drop-down lists in the Dynamic Date Range row. These settings specify
the earliest data to be included in the report, for each day of the date
range.

5. For the End Time, select the hour, minute, and second from the
drop-down lists. These settings specify the most recent data to be
included in the report, for each day of the date range.

6. To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Report Layout region
as well as the Date/Time region back to default settings.

Static Date Range

The Static Date Range selection allows you to specify the exact dates,
starting, and ending times on the days in the selected date range for the log
data to be used for the report. You can specify a single date or a date range,
and indicate the exact hour, minute, and second for both the beginning and
the end of the daily period for the report.

A popup calendar makes it easy to select the Start Date and End Date for the

date range.
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To specify a Static Date Range:

1.

10.

11.

Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

In the Template Section under Date/Time, select the Static Date Range
radio button.

Click the Start Date field to access the pop-up calendar.

Use the navigation arrows near the top of the calendar to change the year
or month. Click the << button to move to the previous year, or hold the
button to select from a list of years. Click the >> button to move to the next
year, or hold the button to select from a list of years. Similarly, click the <
or >to move back or ahead by one month, or hold the button to select from
a list of months.

Click the desired start date in the calendar. This adds the date to the Start
Date field and closes the calendar.

Click the End Date field to access the pop-up calendar.

Use the navigation arrows near the top of the calendar to change the year
or month.

Click the desired end date in the calendar. This adds the date to the End
Date field and closes the calendar.

For the Start Time, select the hour, minute, and second from the
drop-down lists in the Static Date Range row. These settings specify the
earliest data for each day in the date range to be included in the report.

For the End Time, select the hour, minute, and second from the
drop-down lists. These settings specify the most recent data for each day
in the date range to be included in the report.

To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Report Layout region
as well as the Date/Time region back to default settings.

Configuring the Report Layout and Generating the

Report

Located in the Template Section of the Custom Report page below the
Date/Time region, the Report Layout region provides a way to specify the type
of data to include, and the format of the report. The Report Layout region has
a Detailed Report tab and a Summary Report tab. The report appearance and
the way information is organized is quite different between a Detailed Report
and a Summary Report.
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The Detailed Report tab contains a list of data categories that you can add as
report fields, and allows you to specify query values for each. The categories
you select will appear as column headings in the report.

The Summary Report tab allows you to structure a report showing the top
elements of Internet Activity or Website Filtering. You can select the number
of top elements, what to base the comparisons on, and the two data categories
to evaluate when determining the top elements. The generated report
provides graphical output that you can click to drill down for detailed
information.

For more information about each of these Report Layout tabs, see the
following sections:

» “Detailed Reports” on page 169
e “Summary Reports” on page 173
For information about the Filter operators, see the following section:

« “Filter Operators” on page 175

Detailed Reports

The Detailed Report tab is the default view in the Report Layout region.

Report Layout
Dirtailed Rieport
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For a UTM Internet Activity report, the Select Report Field drop-down list
contains eight data categories that you can add as column headings in the
report. The categories are:

» Full URL — Adds a column containing the full URL of each Web site visited

- Category — Adds a column containing the category of each site visited,
such as Gambling or Adult/Mature Content
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- Domain — Adds a column containing the domain name of each site visited
» Protocol — Adds a column containing the protocol used by the traffic

« Received Traffic— Adds a column containing the number of bytes
received from the visited site

« Transmitted Traffic — Adds a column containing the number of bytes
transmitted to the site

« Total Traffic — Adds a column containing the total number of bytes
received and transmitted

« User — Adds a column containing the user ID

For a UTM Website Filtering report, the Select report field drop-down list
contains four data categories that you can add as column headings in the
report. The categories are:

« Full URL — Adds a column containing the full URL of each logged Web site

« Category — Adds a column containing the category of each logged site,
such as Gambling or Adult/Mature Content

« Domain — Adds a column containing the domain name of each logged
Web site

« User — Adds a column containing the user ID

To include afield in the report, select a choice from the list and then click Add.
When you click Add, a row is populated in the table below, which has three
column headings: Field, Filter, and Options.

Note  When you place your mouse cursor over the row, under the Field
heading, the cursor changes to a “move” cursor. You can drag and
drop the rows to rearrange the column ordering in the final report.

In the Filter column, two fields are displayed: an operator field and an input
field. The operator field is a drop-down list containing the operator choices for
the selected report field. See “Filter Operators” on page 175 for a description
of each operator. The input field can be a drop-down list or a standard input
field, depending on the selected report field.

The operators and input fields are defined in Table 5 for each report field.
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Table 5 Operators and Input Fields for Each Data Type
Data Type Operators |Input Field
Category Equals The input field is a drop-down list containing
an alphabetized list of all the content filtering
categories, such as Adult/Mature Content,
Gambling, Military, etc. Leave the default of
All'in the input field if you choose not to filter
by a certain category.
Destination IP Equals The input field is a standard input field where
Starts with  |you can type in the numbers to match, such
Ends with as 192 or 10.25. Leave the input field blank if
Contains you choose not to filter by a certain
destination IP address.
Domain Equals The input field is a standard input field where
Start with you can type in the domain to match, such as
End with sonicwall.com. Leave the input field blank if
Contains you choose not to filter by a certain domain.
Full URL Equals The input field is a standard input field where
Start with you can type in the URL to match, such as:
End with http://www.funnyyoutubevideo.com/
Contains funniest_html
Leave the input field blank if you choose not
to filter by a certain URL.
Protocol Equals The input field is a standard input field where
Start with you can type in the protocol to match, such
End with as FTP. Leave the input field blank if you
Contains choose not to filter by a certain protocol.

Received Traffic

The input field is a standard input field where

you can type in the number of bytes to match
>= or compare to. Leave the input field blank if
< you choose not to filter by a certain amount
<= of traffic.
1=

Source IP Equals The input field is a standard input field where
Starts with  |you can type in the numbers to match, such
Ends with as 192 or 10.25. Leave the input field blank if
Contains you choose not to filter by a certain source IP

address.

Total Traffic = The input field is a standard input field where
> you can type in the number of bytes to match
>= or compare to. Leave the input field blank if
< you choose not to filter by a certain amount
<= of traffic.
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Data Type Operators |Input Field

Transmitted = The input field is a standard input field where

Traffic > you can type in the number of bytes to match
>= or compare to. Leave the input field blank if
< you choose not to filter by a certain amount
<= of traffic.
1=

User Equals The input field is a standard input field where
Start with you can type in the user ID to match. Leave
End with the input field blank if you choose not to filter
Contains by a certain user.

In the Options column, two icons are displayed: an Eye [[§ and an X [[§ .
You can click the Eye to toggle whether the report field on that row will be
displayed in the final report. This allows you to filter the report results based
on the selected report field and related filter value, but not display the field as
a column. When you click on the Eye icon within a row, the eye closes [ to
show that this field will not be displayed in the final report. The filter value will
still be used to filter results from the raw syslog database to apply towards the
report.

For example, you might specify the following Field/Operator/Filter Value:
Protocol/=/http. It would make sense to click the Eye icon to disable the
Protocol field from being shown in the report, since it would always just be
“http” and would not add any interesting information to the final report.
Contrast this with simply specifying the Protocol field and leaving the Filter
Value blank, in which case you would want to enable the Eye so that this
column would appear in the report showing a variety of protocols such as
udp/dns, tcp/http, udp/ntp, or numbered protocols such as udp/389 (the LDAP
protocol) or tcp/445 (MS Server Message Block (SMB) file sharing).

Clicking the X icon under Options deletes the selected report field from the
table, so it will not be used to generate the report results nor will it be displayed
in the report. Use the X icon instead of the Eye when you do not choose to
filter the report results based on the field.

The Detailed Report tab also contains the Sort By drop-down list. The list
contains the Date/Time option and any other report fields that you have
selected from the eight data types. The choice you select will be used to order
the results in the report from the first page to the last. The selection in the left
drop-down list is used for the first sorting, then the selection in the right
drop-down listis used to sort and group the entries within each group resulting
from the the first sorting.
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To configure a detailed report:

1.

Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

In Report Layout region of the Template Section of the Custom Report
page, select the Detailed Report tab.

In the Select report field drop-down list, select a data type to include in
the report, and then click Add. A row for this field is populated in the table
below. Repeat this step to add other fields.

Optionally select an operator from the drop-down list under Filter in a
table row, and type in or select an input value to be matched when the
database is queried. Repeat this step for other rows to add filter values for
those fields.

To prevent a field from appearing in the final report, click the Eye icon in
that row so that the eye appears closed. To allow the field to be displayed
in the report, click the closed Eye icon to return it to normal appearance.

To delete a field from the table, click the X icon in that row.

To sort the report pages by a different field than the default of Date/Time,
select the desired field from the Sort by drop-down list.

To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Date/Time region and
the Report Layout region back to default settings.

Summary Reports

The Summary Report tab is available in the Report Layout region of the
Template Section.

Report Layout

Summary Repart

Tow | % Susmery Resorl Summary Base | Total balfic »

Drég & field below to e nght 1o be & summacy groun
Category T
Livel 1 Suammary Group x
Eearrian
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The Top drop-down list provides selections for the number of entries to display
in the report. For example, if the User field is selected below as a Summary
Group, and 5 is selected in the Top drop-down list, the report will provide
entries for the top five users. For all Custom Reports, available numbers in the
Top drop-down list are 5, 10, 20, 50, and 100.

The Summary Base drop-down list offers a selection of traffic types that will
be used to determine the top usage for the selected field. The Summary Base
choices vary as follows depending on the type of Custom Report:

« For a UTM Internet Activity report, the Summary Base choices are Total
traffic, Received traffic, or Transmitted traffic.

« For a UTM Website Filtering report, the only Summary Base choice is
Filtered Items.

Below the Top and Summary Base fields, you can create one or two Summary
Groups from the choices listed on the left side. The Summary Groups choices
vary as follows depending on the type of Custom Report:

- For a UTM Internet Activity report, the choices are Total traffic, Received
traffic, or Transmitted traffic.

« For a UTM Website Filtering report, the choices are Category, Domain, or
User.

To select a field for a Summary Group, simply drag and drop the desired field
from the list to either the Level 1 Summary Group or Level 2 Summary Group
boxes. When the field name is dragged to one of these, the operator
drop-down list and filter input value field are displayed, allowing you to specify
values to match when the data is searched. See “Filter Operators” on

page 175 for a description of each operator.

Either the Level 1 Summary Group field or the Level 2 Summary Group field
can be used alone; the resulting report will look the same in both cases.

When both the Level 1 and Level 2 Summary Group fields are populated, the
report will display the top entries for the Level 2 field for each of the top entries
for the Level 1 field. For example, if User is dragged to the Level 1 Summary
Group and Domain is dragged to the Level 2 Summary Group, and 5 is
selected in the Top drop-down list, the generated report will display the top five
domains visited by each of the top five users.

To configure a summary report:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

2. In Report Layout region of the Template Section of the Custom Report
page, select the Summary Report tab.
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3. Inthe Top drop-down list, select the number of entries to be displayed in
the report.

4. Inthe Summary Base drop-down list, select one of the choices to use
when determining which are the top elements in the selected field.

5. To specify the field for the Level 1 Summary Group, click and drag the
desired field from the list on the left to the Level 1 Summary Group field,
and then release your mouse button to drop the field into position. The
filter operator and input field are displayed next to the field name.

Level 1 Summary Group

User Equals b _.

6. To specify the field for the Level 2 Summary Group, click and drag the
desired field from the list on the left to the Level 2 Summary Group field,
then release your mouse button to drop the field into position. The filter
operator and input field are displayed next to the field name.

7. To specify afilter operator and filter value for a Summary Group, select the
operator from the drop-down list next to the field and type a filter value into
the input field to the right of the operator.

8. To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Date/Time region as
well as the Report Layout region back to default settings.

Filter Operators

When configuring the Report Layout on either the Detailed Report tab or the
Summary Report tab, you can specify filter values to be matched in the
database during report generation. Depending on the selected field type, text
string or numeric, several filter operators are available. The filter operators are
used with a filter input value to determine which data should be included in the
report.

The operators are defined as shown in Table 6.

Table 6 Filter Operators

Operator Definition

Equals Only data that exactly matches the filter input text will
be included in the report

Start with Data that begins with the input text will be included in
the report
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Operator

Definition

End with

Data that ends with the input text will be included in
the report

Contains

Data that contains the input text will be included in the
report

Only data that exactly matches the filter input
numerical value will be included in the report

Data values that are greater than the input numerical
value will be included in the report

Data values that are greater than or equal to the input
numerical value will be included in the report

Data values that are less than or equal to the input
numerical value will be included in the report

Data values that are less than the input numerical
value will be included in the report

Data values that are not equal to the input numerical
value will be included in the report

Generating the Custom Report

The Generate Report button at the bottom of the Template Section is used to
create the report. Before clicking Generate Report, use the Template Section
to specify the time period for the report and the contents and layout of the

report.

Note Custom Reports are available at the unit level and Log Viewer must
be enabled for the appliance. For information about enabling Log
Viewer, see “Viewing the Log” on page 290.

To generate a custom report:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report you want.

2. In the Date/Time region of the Template Section, specify the time period
that the report will cover. For detailed information and instructions, see
“Configuring the Date and Time for Custom Reports” on page 166.
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3. Inthe Report Layout region of the Template Section, specify the contents
and appearance of the report. For detailed information and instructions,
see “Configuring the Report Layout and Generating the Report” on
page 168.

4. Click Generate Report to create the report using the specified
configuration.

Viewing a Custom Report

After you click Generate Report, the Report Section is displayed in Split Mode
in the lower half of the main window, even if you previously were in Full Mode
for the Template Section.

Pagination controls are displayed at the upper right of the report, just below
the Save Template button and the printer, PDF, and Excel icons. Navigation
buttons are provided to take you to the first page, next page, previous page,
and last page, or you can specify an exact page number in the field.

G < 185 D [l

In a Detailed Report, shown below, the selected report fields are displayed as
column headings. You can click on any column heading to sort that page by
the values in the column that you click. Click again to toggle between
ascending and descending order on that page. When you navigate away from
that page and then come back using the pagination controls, the page reverts
to the original sorting order as specified in the Sort by field of the Template
Section before generating the report.
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In a Summary Report, the Report Section displays the traffic volume as
horizontal bar charts. This lets you see the information at a glance, such as
who consumed the most bandwidth and which domains they visited the most.

Report Saction =5pil Mode= I
Internet Activity 3 Save Temgiase nE
Hage1/1
[0 Dk Tk brakhic fDyvbes]

1| 19216815145

4 SISO &, 0 SO0, SRERT

4 10,203, 15.12 1IN

4 A4, F1E M43 54251

5 ritpl.nl et A

& 2H4.212,070.118 1932

T G2, | BEIS], 06

8 192,060, 151245 2400

9 19216615120

0 192, 148,151.248 1229419

I | acdmin

L THZ. G, L 2 BATHIA

21019511073

i+ 142, 164,15 248 JETET

You can click on a bar in the chart to pop up detailed information, just like the
detailed report with all of the columns for all fields. The report lists details
about this Summary Group field only. For example, in the Internet Activity
report, if the Summary Group contains the User field and you click on a bar for
one of the top users, the report displays the date and time of all Internet
activity for the user, and includes data for every field available for detailed
reports. A scroll bar is provided along the bottom of the Detailed Information
window to allow viewing of all eight fields plus the date and time column.
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The Detailed Information window is shown below.
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Printing a Page or Exporting the Report as a PDF or
CSV File

To print the current page of the report, click the printer icon [=1 at the top of

the Report Section. Your normal print dialog box pops up. This f)rints only the
page that is currently displayed.

To export the entire report in PDF format, click the PDF icon ] at the top of
the Report Section. A PDF file is generated showing the report results in table
format.

To export the entire report in Microsoft Excel Comma Separated Value (CSV)
format, click the Excel icon @ at the top of the Report Section. A CSV file
is generated showing the report results in spreadsheet format.

The PDF can contain a maximum of 10,000 records. If your report contains
more than 10,000 records, you can use the Static Date Range fields to adjust
the dates and regenerate the report to shorten its length. You can save the
PDF or CSV file using any filename and location.
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Saving the Report Template

After generating the report, you can save the settings for this report as a
template for reuse. You can select the saved template from the Template
Section or from the Dashboard > Summary page at a later time, and use it to
generate a report using the same settings. For information about using the
template on the Dashboard > Summary page, see “Troubleshooting Reports”
on page 156.

The template is saved for the currently selected appliance and for the specific
user. The saved template will not be available for other appliances or for other
users.

To save the report template:
1. In the Report Section in the upper right corner, click the Save Template

button.
Roport Saction «Full Hede I
Internat Activity A e | & | W
11014 | ltemetAct-users E"E
DetaiTime P o | 1 dwacters et gruss,

2. Inthe popup dialog box, type in a descriptive name for the template, up to
40 characters. The number of remaining characters allowed in the name
is displayed below the input field and changes as you type.

3. Click Save. If you are in a Full Mode display of the Report Section, you
can verify that the template has been saved by changing back to Split
Mode and viewing the contents of the Template drop-down list.

SonicWALL ViewPoint provides access to your saved Custom Report
templates on the Dashboard > Summary page for the appliance. See “Viewing
Custom Reports on the Dashboard” on page 161.

Viewing Bandwidth Reports

Bandwidth reports display the amount of data transferred through one or more
selected SonicWALL appliances. These reports include the cost of consumed
network bandwidth per 100 megabytes transferred through the selected
appliances.
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Bandwidth reports are an ideal starting point for viewing overall bandwidth
usage. You can view bandwidth usage view by hour, day, or over a period of
days. Additionally, you can view the top users of bandwidth.

From this information, you can determine network strategies. For example, if
you need more bandwidth, you might need to upgrade network equipment, or
you might simply need to curtail the bandwidth usage of a few employees.

Note All reports appear in the appliance’s time zone.

Select from the following:

« “Viewing the Bandwidth Summary Report” on page 181

« “Viewing the Top Users of Bandwidth” on page 183

- “Viewing Bandwidth Usage Over Time” on page 185

« “Viewing the Top Users of Bandwidth Over Time” on page 187

Viewing the Bandwidth Summary Report

The Bandwidth Summary report contains information on the amount of traffic
handled by a SonicWALL appliance during each hour of the specified day, or
at the global level, for all SonicWALL appliances for the day.

To view the Bandwidth Summary report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Bandwidth tree and click Summary. The Summary page
displays.
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4. The bar graph displays the amount of bandwidth transferred during each
hour of the day.

5. The table contains the following information:
— Hour—when the sample was taken.
— Events—number of events or “hits.”

— Cost ($)—amount of the expense per 100 megabytes. You can
configure this in the Cost Per Mega Byte Bandwidth Use field in the
Console > Reports > Summarizer screen.

— MBytes—number of megabytes transferred.

— % of MBytes—percentage of megabytes transferred during this hour,
compared to the day. For example, if 1000 megabytes of data was
transferred during the day and 100 megabytes was transferred at the
12:00 time period, the % of MBytes field will display 10%.

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date of the report and other settings, click the Start or End field to access
the drop-down calendar, or click More Options for report display settings.

7. Under Report Display Settings you can set:
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— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Select the Source and Destination interfaces to view

— If you want to track bandwidth usage in both directions, select the
Bi-directional check box.

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note These settings will stay in effect for all summary reports during your
active login session.

Viewing the Top Users of Bandwidth

The Top Users report displays the users who used the most bandwidth on the
specified date and the correlating expense.

To view the Top Users report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Bandwidth tree and click Top Users. The Top Users page
displays.
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4. The pie chart displays the percentage of bandwidth transferred by each
user.

5. The table contains the following information:
— Users—the IP address of the user.
— Connections—number of events or “hits.”

— Cost ($)—amount of the expense per 100 megabytes. You can
configure this in the Cost Per Mega Byte Bandwidth Use field in the
Console > Reports > Summarizer screen.

— MBytes—number of megabytes.

— % of MBytes—percentage of megabytes transferred by this user,
compared to all users. For example, if 1000 megabytes of data was
transferred during the day and 200 megabytes was transferred by the
top user, the % of MBytes field will display 20%.

6. By default, the ViewPoint Reporting Module shows yesterday'’s report, a
pie chart, and the ten top users. To change the date of the report and other
settings, click the Start or End field to access the drop-down calendar, or
click More Options for report display settings.

MSonicWALL ViewPoint 6.0 Administrator’s Guide

EX1015
CISCO SYSTEMS, INC. / Page 184 of 392



Viewing Bandwidth Reports W

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.
8. To display a limited number of users, use the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Bandwidth Usage Over Time

The Bandwidth Over Time report displays the daily amount of traffic and the
total daily expense for consumed network bandwidth handled by a SonicWALL
appliance or a group of SonicWALL appliances for the specified time period.

To view the Bandwidth Over Time report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Bandwidth tree and click Over Time. The Over Time page

displays.
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4. The bar graph displays the amount of bandwidth transferred during each
day of the specified time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Connections—number of hits.

— Cost ($)—amount of the expense per 100 megabytes. You can
configure this in the Cost Per Mega Byte Bandwidth Use field in the
Console > Reports > Summarizer screen.

— MBytes—number of megabytes transferred.

— % of MBytes—percentage of megabytes transferred during this day,
compared to the time period. For example, if 100,000 megabytes of
data was transferred during the time period and 25,000 megabytes
was transferred on one day, the % of MBytes field will display 25%.

6. To change the date of the report and other settings, use the Search Bar
and click the Start or End fields to access the drop-down calendar, or click
More Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
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— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing the Top Users of Bandwidth Over Time

The Top Users Over Time report displays the users who used the most
bandwidth and accumulated the highest cost during the specified date range.
This report is available at the unit level.

To view the Top Users Over Time report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Bandwidth tree and click Top Users Over Time. The Top
Users Over Time page displays.
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4. The pie chart displays the percentage of bandwidth transferred by each
user.
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5. The table contains the following information:
— Users—the IP address of the user.
— Connections—number of events or “hits.”
— Cost—total amount of the expense per 100 megabytes.
— MBytes—number of megabytes.

— % of MBytes—percentage of megabytes transferred by this user,
compared to all users. For example, if 1000 megabytes of data was
transferred during this period and 200 megabytes was transferred by
the top user, the % of MBytes field will display 20%.

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date range of the report and other settings, click the Start or End field to
access the drop-down calendar, or click More Options for report display
settings.

7. Under Report Display Settings you can set:
Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Users

— Rows per Screen

See “Managing Report Settings” on page 154.

8. To display a limited group of users, enter the user IDs in the Search Bar
fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected users and date range.

Note These settings will stay in effect for all similar reports during your
active login session.
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Viewing Services Reports

Service reports provide information on the amount of data transmitted through
the selected SonicWALL appliance by each service.

Service reports are useful for revealing inappropriate usage of bandwidth and
can help determine network policies. For example, if there is a large spike of
bandwidth usage, you can determine whether this is caused by regular Web
access, someone using FTP to transfer large files, an attempted Denial of
Service (DoS) attack, or another service.

Note All reports appear in the appliance’s time zone.

The procedures for viewing the Services Reports are described in the
following section:

« “Viewing the Services Summary Report” on page 189

Note  You cannot view services reports from the global view.

Viewing the Services Summary Report

The Services Summary report displays the amount of traffic handled by each
service during each hour of the specified day.

To view the Services Summary report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Services tree and click Summary. The Summary page

displays.
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4. The bar graph displays the amount of bandwidth used by each service
during each hour of the day.

5. The table contains the following information:

Protocol—the service.

— Events—number of events or “hits.”
— MBytes—Number of Megabytes.

— % of MBytes—percentage of megabytes transferred by this service
on the selected day, compared to all other services. For example, if
10,000 megabytes of data was transferred during the day and 5,000
of the megabytes were transferred, the % of MBytes field will display
50%.

6. To change the date of the report and other settings, use the Search Bar
and click the Start or End field to access the drop-down calendatr, or click
More Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.
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8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Usage Reports

Web usage reports provide information on the amount of Web usage that
occurs through the selected SonicWALL appliance(s).

Web usage reports can be used to view Web bandwidth usage by the hour,
day, or over a period of days. Additionally, you can view the top users of Web
bandwidth and view the most visited sites. Exclusion settings for Web sites
and Web users are available on the Console > User Settings > Reports page.
Web Usage reports will not contain references to the Web sites or users
specified on this page. For more information, see the “Configuring Reports
Settings” section on page 53.

For the Summary and Over Time reports, and for all reports involving Users,
the browse time is also provided in one column of the table. The browse time
is the amount of time consumed browsing the Internet through one or more
selected SonicWALL appliances. The browse time is not displayed in reports
for Category or Sites.

Note All reports appear in the appliance’s time zone.

Select from the following:

« “Viewing the Web Usage Summary Report” on page 192
- “Viewing the Top Web Sites” on page 194

- “Viewing the Top Users of Web Bandwidth” on page 195
« “Viewing Web Usage by User” on page 197

« “Viewing Web Usage By Site” on page 199

« “Viewing Web Usage By Category” on page 200

« “Viewing Web Usage Over Time” on page 202

« “Viewing Top Sites Over Time” on page 203

- “Viewing Top Users Over Time” on page 205

« “Viewing Web Usage By User Over Time” on page 207
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« “Viewing Web Usage By Category Over Time” on page 208

Viewing the Web Usage Summary Report

The Web Usage Summary report contains information on the amount of HTTP
bandwidth handled by a SonicWALL appliance or all SonicWALL appliances
during each hour of the specified day. The report includes information on the
amount of time spend browsing the Internet behind a SonicWALL appliance or
all SonicWALL appliances.

To view the Web Usage Summary report, perform the following steps:

1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.

3. Expand the Web Usage tree and click Summary. The Summary page
displays.
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4. The bar graph displays the amount of HTTP bandwidth transferred during
each hour of the day.
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5. The table contains the following information:
— Hour—when the sample was taken.
— Events—number of events or “hits.”

— Browse Time—number of hours, minutes, and seconds spent
browsing non-job function-related sites on the Internet.

Browse Time is calculated as follows:

(Number Of Pages / Noise Reduction Factor) * Average Browse Time
Per Page

"Number Of Pages" is the number of hits (responses by the Web site
to build the page) when a User accesses a Web page
(www.sonicwall.com).

"Noise Reduction Factor" is the average noise we want to exclude per
page (like eliminating pop-up links, images, and more). The factory
default is 40.

"Average Browse Time Per Page" is the time allocated to read a page.

Noise Reduction Factor and Average Browse Time Per page are
configurable in the database directly, but are not exposed in ViewPoint
management interface.

— MBytes—number of megabytes transferred.

— % of MBytes—percentage of megabytes transferred during this hour,
compared to the day. For example, if 1000 megabytes of HTTP data
was transferred during the day and 100 megabytes was transferred at
the 12:00 time period, the % of MBytes field will display 10%.

6. To change the date of the report and other settings, use the Search Bar
and click the Start or End field to access the drop-down calendar, or click
More Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

SonicWALL ViewPoint 6.0 Administrator’s Guidem

EX1015
CISCO SYSTEMS, INC. / Page 193 of 392



A iewing Web Usage Reports

Viewing the

Top Web Sites

The Top Sites report displays the Web sites that used the most HTTP
bandwidth on the specified date. To view the Top Sites report, perform the
following steps:

1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the Web Usage tree and click Top Sites. The Top Sites page

displays.
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4. The pie chart displays the percentage of bandwidth used to access the top
sites.

5. The table contains the following information:

Site—URL or IP address of the site.
Hits—number of hits.

MBytes—number of megabytes transferred.
Category—the Web site category.

% of MBytes—percentage of megabytes transferred between this
site, compared to all other HTTP traffic. For example, if 10,000
megabytes of data was transferred during the day and 5,000
megabytes was transferred between the appliance and Ebay, the % of
MBytes field will display 50% and you have a problem.
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6. To change the date of the report and other settings, use the Search Bar
and click the Start or End field to access the drop-down calendar, or click
More Options for report display settings.

7. Under Report Display Settings you can set:

Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart

— Number of Sites
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing the Top Users of Web Bandwidth

The Top Users report displays the users who used the most HTTP bandwidth
and the amount of time they spent browsing the Internet on the specified date.

To view the Top Users report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Web Usage tree and click Top Users. The Top Users page

displays.
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4. The pie chart displays the percentage of bandwidth transferred by each of
the top users.

5. The table contains the following information:
— Users—the IP address of the user.
— Hits—number of hits.

— Browse Time—number of hours, minutes, and seconds spent
browsing non-job function-related sites on the Internet.

— MBytes—number of megabytes transferred.

— % of MBytes—percentage of megabytes transferred by this user,
compared to all users. For example, if 1000 megabytes of data was
transferred during the day and 200 megabytes was transferred by the
top user, the % of MBytes field will display 20%.

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date of the report and other settings, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.
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7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.

8. To display a limited group of users, enter the user IDs in the Search Bar
fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Usage by User

The By User report displays a list of all users, their top sites, the number of
hits to each site, the time spent browsing, and the amount of data transferred.

To view the By User report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Web Usage tree and click By User. The By User page

displays.
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Uperr A | Eousis L Start (820070437 B | Ezarch .:ﬂ

Tasp Visied Wb Sites By User for Agl 17, 2007

4. The table contains the following information:
— User—the IP address of the user.
— Hits—the number of hits to each Web site visited by the user.

— Browse Time—number of hours, minutes, and seconds spent
browsing non-job function-related sites on the Internet.

— MBytes—the number of megabytes transferred.

5. You can navigate directly from the Web Usage > By User page to a Web
Usage > By Site page detailing the information of the site the user has
been browsing. Click the Plus sign to the left of the User name or IP
address to show details, and then hover the mouse over a site. A sticky
tooltip will display with a link to the corresponding site’s report page.

6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report and other settings, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Number of Users
— Number of Sites per User
— Rows per Screen
See “Managing Report Settings” on page 154.

8. To display a limited group of users, enter the user IDs in the Search Bar
fields.
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Note The search bar fields use pattern matching with operators such as

“contains”. For example, “john” will match john_smith, john42, or
big_john.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Usage By Site

The By Site report displays a list of all sites, the users that accessed the sites,
the number of hits to each site, and the amount of data transferred.

To view the By Site report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expandthe Web Usage tree and click By Site. The By Site page displays.

Top Visited Web Sites By Site =,
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4. The table contains the following information:
Site—the URL of the site.

Hits—the number of hits to the Web site, by user.

MBytes—the number of megabytes transferred, by the user.

Category—the category of the site.
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5. You can navigate directly from the Web Usage > By Site page to a Web
Usage > By User page detailing the information of the users who have
been browsing the site. Click the Plus sign to the left of the Site to show
details, and then hover the mouse over a user. A sticky tooltip will display
with a link to the corresponding user report page.

6. The ViewPoint Reporting Module shows yesterday’s report and all Web
sites. To change the date of the report or Web sites displayed, use the
Search Bar and click the Start or End field to access the drop-down
calendar, or click More Options for report display settings.

7. Under Report Chart Types you can set:
— Number of Sites
— Number of Users per Site
— Rows per Screen
See “Managing Report Settings” on page 154.
8. To display a limited group of sites, enter the sites in the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Usage By Category

The Web Usage By Category report displays a list of the top Web site
categories, the number of hits to each category, the amount of data
transferred, and the percentage of data transferred.

To view the By Category report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Web Usage tree and click By Category. The By Category

7.

page displays.
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The table contains the following information:
— Category—the Web site category.
— Hits—the number of hits to the Web site category.
— MBytes—the number of megabytes transferred.
— % of MBytes—the percentage of megabytes transferred.

The ViewPoint Reporting Module shows yesterday’s report and all Web
site categories. To change the date of the report or Web site categories
displayed, use the Search Bar and click the Start or End field to access
the drop-down calendar, or click More Options for report display settings.

Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
Number of Iltems

Entries per ltem

— Rows per Screen
See “Managing Report Settings” on page 154.

When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.
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Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Usage Over Time

The Web Usage Over Time report displays the daily amount of HTTP
bandwidth and browse time handled by a SonicWALL appliance or all
SonicWALL appliances for the specified time period.

To view the Web Usage Over Time report, perform the following steps:

1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.

3. Expand the Web Usage tree and click Over Time. The Web Activity page

displays.
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4. The bar graph displays the amount of HTTP bandwidth transferred during
each day of the specified time period.

5. The table contains the following information:
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— Date—when the sample was taken.
— Connections—the number of connections or hits.

— Browse Time—number of hours, minutes, and seconds spent
browsing non-job function-related sites on the Internet.

— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred during this
day, compared to the time period. For example, if 100,000 megabytes
of data was transferred during the time period and 25,000 megabytes
was transferred on one day, the % of MBytes field will display 25%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Top Sites Over Time

The Top Sites Over Time report displays the most visited Web sites for the
specified time period.

To view the Top Sites Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Web Usage tree and click Top Sites Over Time. The Top
Sites Over Time page displays.
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4. The bar graph displays the amount of HTTP bandwidth transferred during
each day of the specified time period.

5. The table contains the following information:
— Site—URL or IP address of the site.
— Hits—the number of hits.
— MBytes—the number of megabytes transferred.
— Category—the Web site category.

— % of MBytes—the percentage of megabytes transferred between this
site, compared to all other HTTP traffic. For example, if 1,000,000
megabytes of data was transferred during the day and 500,000
megabytes was transferred between the appliance and Ebay, the % of
MBytes field will display 50% and you have a problem.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Sites
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— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Top Users Over Time

The Top Users Over Time report displays the top users of bandwidth and the
amount of time they spent browsing the Internet for the specified time period.
To view the Top Users Over Time report, perform the following steps:

1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the Web Usage tree and click Top Users Over Time. The Top
Users Over Time page displays.
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4. The graph provides a graphical display of the percentage of bandwidth
transferred by each of the top users over the specified time period.

5. The table contains the following information:
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— Site—URL or IP address of the site.
— Hits—number of hits.

— Browse Time—number of hours, minutes, and seconds spent
browsing non-job function-related sites on the Internet.

— MBytes—number of megabytes transferred.
— Category—the category of the site.

— % of MBytes—percentage of megabytes transferred by this user,
compared to all users. For example, if 1000 megabytes of data was
transferred during the period and 200 megabytes was transferred by
the top user, the % of MBytes field will display 20%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Users

— Rows per Screen

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.
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Viewing Web Usage By User Over Time

The By User Over Time report displays a list of all users, their top sites, the
number of hits to each site, the time spent browsing, and the amount of data
transferred for the specified time period.

To view the By User Over Time report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Usage tree and click By User Over Time. The By User
Over Time page displays.
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4. The table contains the following information:
— User—the IP address of the user.
— Hits—number of hits to each Web site visited by the user.

— Browse Time—number of hours, minutes, and seconds spent
browsing non-job function-related sites on the Internet.

— MBytes—number of megabytes transferred.

5. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

6. Under Report Display Settings you can set:
— Number of Users
— Number of Sites per User
— Rows per Screen
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Usage By Category Over Time

The By Category Over Time report displays a list of all users, their top sites,
the number of hits to each site, and the amount of data transferred for the
specified time period.

To view the By Category Over Time report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Usage tree and click By Category Over Time. The By
User Over Time page displays.
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4. The table contains the following information:
— Category—the Web site category.
— Hits—number of hits to each Web site visited by the user.
— MBytes—number of megabytes transferred.

— % of MBytes—percentage of megabytes transferred by this user,
compared to all users. For example, if 1000 megabytes of data was
transferred during the period and 200 megabytes was transferred by
the top user, the % of MBytes field will display 20%.
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5. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Items
— Entries per Item
— Rows per Screen
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Web Filter Reports

Web filter reports provide information on the number of attempts that users
made to access blocked Web sites through the selected SonicWALL
appliance(s). These reports include Web sites blocked by the Content Filter
List, customized keyword filtering, and domain name filtering.

Web filter reports can be used to view blocked site access attempts by the
hour, day, or over a period of days. Additionally, you can view the users that
most frequently attempt to access blocked sites and the most popular blocked
sites.

Note All reports appear in the applianceUTM'’s time zone.

Select from the following:
« “Viewing the Web Filter Summary Report” on page 210
« “Viewing the Web Filter Top Sites Report” on page 212
- “Viewing the Top Users that Try to Access Blocked Sites” on page 213
- “Viewing the Blocked Sites for Each User” on page 215
« “Viewing Blocked Sites Sorted By Site” on page 216
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- “Viewing Blocked Sites Sorted By Category” on page 217

« “Viewing Blocked Site Attempts Over Time” on page 219

« “Viewing the Top Blocked Site Attempts Over Time” on page 220
- “Viewing the Top Blocked Site Users Over Time” on page 221

- “Viewing Blocked Sites for Each User Over Time” on page 222

« “Viewing Blocked Sites By Category Over Time” on page 223

Viewing the Web Filter Summary Report

The Web Filter Summary report contains information on the number of times
users attempt to access blocked sites for the specified day.

To view the Web Filter Summary report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Web Filter tree and click Summary. The Summary page
displays.
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4. The bar graph displays the number of blocked sites that users attempted
to access during each hour of the day.

5. The table contains the following information:
— Hour—time when the sample was taken.
— Attempts—the number of attempts to access blocked sites.

— % of Attempts—the percentage of attempts during this hour,
compared to the day. For example, if 100 attempts occurred during the
day and 20 attempts occurred at the 12:00 time period, the % of
Attempts field will display 20%.

6. To change the date of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.
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7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the Web Filter Top Sites Report

The Web Filter Top Sites report displays the top blocked Web sites that users
attempted to access on the specified date.

To view the Top Sites report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click Top Sites. The Top Sites page
displays.
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4. The graph provides a display of the number of access attempts for each
of the top twenty blocked Web sites.
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5. The table contains the following information:
— Site—the URL or IP address of the site.
— Attempts—the number of attempts.
— Category—the Web site category.

— % of Attempts—percentage of attempts to access the blocked site,
compared to all other blocked site attempts. For example, if 500
attempts were made during the day and 100 of those attempts were
for www.badsite.com, its % of Attempts field will display 20%.

6. To change the date of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Sites
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the Top Users that Try to Access Blocked
Sites

The Web Filter Top Users report displays the users who made the most
attempts to access blocked sites on the specified date.

To view the Top Users report, perform the following steps:
1. Click the UTM tab.
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2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click Top Users. The Top Users page
displays.

T 2

ey Aot e ] % (¥ Altwrgts

Todad 7% 11 1%

4. The pie chart displays the top users with the most blocked site attempts.
5. The table contains the following information:

— Users—the IP address of the user.

— Attempts—the number of attempts.

— Category—the Web site category.

— % of Attempts—percentage of attempts to access the blocked site,
compared to all other user attempts. For example, if 500 attempts
were made during the day and 250 of those attempts were made by a
single user, that user’s
% of Attempts field will display 50%.

6. By default, ViewPoint Reporting shows yesterday’s report, a pie chart, and
the ten top users. To change these settings, use the Search Bar and click
the Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.
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8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

9. These settings will stay in effect for all similar reports during your active
login session.

Viewing the Blocked Sites for Each User

The Web Filter By User report displays the top blocked Web sites that each
user attempted to access on the specified date.

To view the Web Filter By User report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click By User. The By User page displays.

H ad

4. The table contains the following information:
— User—the IP address of the user.
— Site—the top five sites visited by the user.

— Attempts—the number of attempts the user made to access each
Web site.

5. You can navigate directly from the Web Filter > By User page to a Web
Filter > By Site page detailing the information of the site the user has
been browsing. Click the Plus sign to the left of the User name or IP
address to show details, and then hover the mouse over a site. A sticky
tooltip will display with a link to the corresponding site’s report page.

6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top users. To change these settings, use the Search
Bar and click the Start or End field to access the drop-down calendar, or
click More Options for report display settings.

7. Under Report Display Settings you can set:
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— Number of Users

— Number of Sites per User

— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected settings.

9. These settings will stay in effect for all similar reports during your active
login session.

Viewing Blocked Sites Sorted By Site

The Web Filter By Site report displays the top blocked Web sites that were
accessed by users.

To view the Web Filter By Site report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click By Site. The By Site page displays.
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4. The table contains the following information:
— Site—the top five sites visited by the user.

— Attempts—the number of attempts the user made to access each
Web site.

— Category—the Web site category.
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5. You can navigate directly from the Web Filter > By Site page to a Web
Filter > By User page detailing the information of the users who have
been browsing the site. Click the Plus sign to the left of the Site to show
details, and then hover the mouse over a user. A sticky tooltip will display
with a link to the corresponding user report page.

6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top users. To change these settings, use the Search
Bar and click the Start or End field to access the drop-down calendar, or
click More Options for report display settings.

7. Under Report Display Number of Users per Site:
— Rows per Screen
See “Managing Report Settings” on page 154.
8. Search for Web site addresses in the Search Bar fields.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing Blocked Sites Sorted By Category

The Web Filter By Category report displays the top categories of Web sites
that were accessed by users.

To view the Web Filter By Category report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Web Filter tree and click By Category. The By Site page
displays.
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4. The table contains the following information:
— Category—the Web site category.

— Attempts—the number of attempts the user made to access each
Web site.

— % of Attempts—the percentage of attempts to access the blocked
site, compared to all other user attempts. For example, if 500 attempts
were made during the day and 250 of those attempts were made by a
single user, his % of Attempts field will display 50%.

5. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top users. To change these settings, use the Search
Bar and click the Start or End field to access the drop-down calendar, or
click More Options for report display settings.

6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Items

Entries per Item

— Rows per Screen
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing Blocked Site Attempts Over Time

The Web Filter Over Time report displays the number of attempts that were
made to access blocked Web sites for the specified time period.

To view the Web Filter Over Time report, perform the following steps:

1.
2.
3.

Click the UTM tab.
Select the global icon or a SonicWALL appliance.
Expand the Web Filter tree and click Over Time. The Over Time page

displays.
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The bar graph displays the number of attempts that were made to access
blocked Web sites during each day of the specified time period.
The table contains the following information:

— Date—the day when the sample was taken.

— Attempts—the number of attempts to access blocked Web sites.

— % of Attempts—the percentage of attempts to access the blocked
site on the day, compared to the time period. For example, if 5,000
attempts were made during the time period and 500 were made on one
day, its % of Attempts field will display 10%.

To change date range of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.

Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
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See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing the Top Blocked Site Attempts Over Time

The Top Sites Over Time report displays the top blocked Web sites for the
specified time period.

To view the Web Filter Over Time report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click Top Sites Over Time. The Top Sites
Over Time page displays.

e e o

i of Aty

Tomm 0 TS
4. The graph displays the number of access attempts for each of the top
blocked Web sites during the specified time period.
5. The table contains the following information:
— Site—the URL or IP address of the site.
— Attempts—the number of attempts.
— Category—the Web site category.

— % of Attempts—the percentage of attempts to access the blocked
site, compared to all other blocked site attempts. For example, if 500
attempts were made during the period and 100 of those attempts were
for www.badsite.com, its % of Attempts field will display 20%.
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6. To change date range of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.

7. Under Report Display Settings you can set:

Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart

— Number of Sites

Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Top Blocked Site Users Over Time

The Web Filter Top Users Over Time report displays the users who made the
most attempts to access blocked sites during the specified time period.

To view the Top Users Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click Top Users Over Time. The Top
Users Over Time page displays.
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4. The pie chart displays the top users with the most blocked site attempts.
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5. The table contains the following information:

Users—the IP address of the user.
Attempts—the number of attempts.
Category—the Web site category.

% of Attempts—the percentage of attempts to access the blocked
site, compared to all other user attempts. For example, if 500 attempts
were made during the period and 250 of those attempts were made by
a single user, his % of Attempts field will display 50%.

6. To change date range of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
display settings.

7. Under Report Display Settings you can set:

Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart
Number of Sites

Rows per Screen

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Blocked Sites for Each User Over Time

The Web Filter By User report displays the top blocked Web sites that each
user attempted to access during the specified time period.

To view the By User Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Web Filter tree and click By User Over Time. The By User
Over Time page displays.
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4. The table contains the following information:
— User—the IP address or name of the user.

— Attempts—the number of attempts the user made to access each
Web site.

5. To change date range of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.

6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These settings will stay in effect for all similar reports during your
active login session.

Viewing Blocked Sites By Category Over Time

The Web Filter By Category Over Time report displays the top categories that
users attempted to access.
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To view the By Category Over Time report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Web Filter tree and click By Category Over Time. The By
Category Over Time page displays.
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4. The table contains the following information:
— Category—the Web site category.

— Attempts—number of attempts the user made to access each Web
site.

— % of Attempts—the percentage of attempts to access the blocked
site, compared to all other user attempts. For example, if 500 attempts
were made during the period and 250 of those attempts were made by
a single user, his % of Attempts field will display 50%.

5. To change date range of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.

6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
Number of Items

Entries per Item
— Rows per Screen
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing File Transfer Protocol Reports

FTP usage reports provide information on the amount of FTP usage that
occurs through the selected SonicWALL appliance(s).

FTP usage reports can be used to view FTP bandwidth usage by the hour, day,
or over a period of days. Additionally, you can view the top users of FTP
bandwidth.

General bandwidth reports do not always provide a complete picture of
network bandwidth usage. If a large amount of FTP traffic occurs during peak
times, you might need more bandwidth, you might need to upgrade network
equipment, or you might ask employees to use compression or transfer large
files during non-peak times.

Note All reports appear in the appliance’s time zone.

Select from the following:

« “Viewing the FTP Summary Report” on page 225

- “Viewing the Top FTP Sites By User” on page 227

« “Viewing FTP Bandwidth Usage Over Time” on page 228

« “Viewing the Top Users of FTP Bandwidth Over Time” on page 230

Viewing the FTP Summary Report

The FTP Summary report contains information on the amount of FTP
bandwidth handled by a SonicWALL appliance or all SonicWALL appliances
during the specified day.

To view the FTP Summary report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the FTP Usage tree and click Summary. The Summary page
displays.
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4. The bar graph displays the amount of FTP bandwidth transferred during
each hour of the day.

5. The table contains the following information:
— Hour—when the sample was taken.
— Events—the number of FTP events.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred during this
hour, compared to the day. For example, if 1000 megabytes of FTP
data was transferred during the day and 100 megabytes was
transferred at the 12:00 time period, the % of MBytes field will display
10%.

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date or other report settings, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
See “Managing Report Settings” on page 154.

MSOnicWALL ViewPoint 6.0 Administrator’'s Guide

EX1015
CISCO SYSTEMS, INC. / Page 226 of 392



Viewing File Transfer Protocol Reports W

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the Top FTP Sites By User

The By User report displays the users who used the most FTP bandwidth on
the specified date.

To view the By User report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the FTP Usage tree and click By User. The By User page
displays.
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4. The pie chart displays the percentage of bandwidth used by each user. To
view the sites visited by each user, expand the user’s site tree (indicated
by a ‘+’ sign).

5. The table contains the following information:
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— Users—the IP address of the user.
— Events—the number of FTP Events.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred during this
hour, compared to the day. For example, if 1000 megabytes of FTP
data was transferred during the day and 100 megabytes was
transferred at the 12:00 time period, the % of MBytes field will display
10%.

6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top users. To change these settings, use the Search
Bar and click the Start or End field to access the drop-down calendar, or
click More Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Users

— Number of Sites per User

— Rows per Screen

See “Managing Report Settings” on page 154.

8. To display a limited group of users, use the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing FTP Bandwidth Usage Over Time

The FTP Usage Over Time report displays the daily amount of FTP bandwidth
handled by a SonicWALL appliance or all SonicWALL appliances for the
specified time period.

To view the FTP Usage Over Time report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the FTP Usage tree and click Over Time. The FTP Activity page
displays.
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4. The bar graph displays the amount of FTP bandwidth transferred during
each day of the specified time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Connections—the number of FTP connections.
— MBytes—the number of megabytes transferred.

— % of Usage—the percentage of megabytes transferred during this
day, compared to the time period. For example, if 10,000 megabytes
of FTP data was transferred during the time period and 2,500
megabytes of FTP data was transferred on one day, the % of Usage
field will display 25%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing the Top Users of FTP Bandwidth Over Time

The By Users Over Time report displays the users who used the most FTP
bandwidth for the specified time period.

To view the By Users Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expandthe FTP Usage tree and click By Users Over Time. The By Users
Over Time page displays.
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4. The table contains the following information:

Users—the IP address of the user.
Events—the number of FTP Events.
MBytes—the number of megabytes transferred.

% of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10000 megabytes of data was
transferred during the period and 2000 megabytes was transferred by
the top user, the % of MBytes field will display 20%.

5. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.
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6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Users

— Number of Sites per User

— Rows per Screen

See “Managing Report Settings” on page 154.

7. To display a limited group of users, use the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Mail Usage Reports

Mail usage reports provide information on the amount of mail usage that
occurs through the selected SonicWALL appliance(s).

Mail usage reports can be used to view mail bandwidth usage by the hour, day,
or over a period of days. Additionally, you can view the top users of mail
bandwidth.

Note  Mail usage reports include SMTP, POP3, and IMAP traffic.

General bandwidth reports do not always provide a complete picture of
network bandwidth usage. If a large amount of mail traffic occurs during peak
times, you might want to take some of the following actions:

« Add bandwidth
« Upgrade network equipment

« Ask employees to use compression or transfer large files during non-peak
times

« Ask employees to place large files on an FTP site rather than sending
them as mail attachments.
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Note All reports appear in the appliance’s time zone.

Select from the following:

- To view a summary of the daily mail usage, see “Viewing the Mail Usage
Summary Report” on page 232.

» Toview the users who consume the most mail bandwidth, see “Viewing the
Top Users of Mail Bandwidth” on page 234.

- To view mail usage over a period of time, see “Viewing Mail Usage Over
Time” on page 235.

« To view the users who consume the most mail bandwidth over time, see
“Viewing the Top Users of Mail Bandwidth Over Time” on page 237.

Viewing the Mail Usage Summary Report

The Mail Usage Summary report contains information on the amount of mail
handled by a SonicWALL appliance or all SonicWALL appliances during the
specified day.

To view the Mail Usage Summary report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.
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3. Expand the Mail Usage tree and click Summary. The Summary page
displays.
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4. The bar graph displays the amount of mail sent and received during each
hour of the day.

5. The table contains the following information:
— Hour—when the sample was taken.
— Events—the number of mail events.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred during this
hour, compared to the day. For example, if 10,000 megabytes of mail
was transferred during the day and 1,000 megabytes was transferred
at the 12:00 time period, the % of MBytes field will display 10%.

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date of the report or the report display settings, use the Search Bar and
click the Start or End field to access the drop-down calendar, or click
More Options for display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.
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Viewing the Top Users of Mail Bandwidth

The Top Users report displays the users who sent and received the most mail
on the specified date.

To view the Top Users report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
3. Expand the Mail Usage tree and click Top Users. The Top Users page
displays.
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4. The pie chart displays the percentage of mail sent and received by the top
mail users.

5. The table contains the following information:
— Users—the IP address of the user.
— Events—the number of mail messages sent and received.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10000 megabytes of data was
transferred during the day and 2000 megabytes was transferred by the
top user, the % of MBytes field will display 20%.
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6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top users. To change the date of the report or the
report display settings, use the Search Bar and click the Start or End field
to access the drop-down calendar, or click More Options for report
display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing Mail Usage Over Time

The Mail Usage Over Time report displays the daily amount of mail handled
by a SonicWALL appliance or all SonicWALL appliances for the specified time
period.

To view the Mail Usage Over Time report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Mail Usage tree and click Over Time. The Over Time page
displays.
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4. The bar graph displays the amount of mail sent and received during each
day of the specified time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Connections—the number of mail messages.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10000 megabytes of data was
transferred during the day and 2000 megabytes was transferred by the
top user, the % of MBytes field will display 20%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing the Top Users of Mail Bandwidth Over Time

The Top Users Over Time report displays the users who sent and received the
most mail during the specified time period.

To view the Top Users Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the Mail Usage tree and click Top Users Over Time. The Top
Users Over Time page displays.
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4. The pie chart displays the percentage of mail sent and received by the top
mail users.

5. The table contains the following information:
— Users—the IP address of the user.
— Events—the number of mail messages sent and received.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10,000 megabytes of data was
transferred during the period and 2000 kilobytes was transferred by
the top user, the % of MBytes field will display 20%.
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6.

To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

Under Report Display Settings you can set:

— Display Type: Chart and Table, or Table Only

— Chart Type: Area, Bar, Pie or Plot chart

— Number of Users

— Rows per Screen

See “Managing Report Settings” on page 154.
To display a limited group of users, use the Search Bar fields.

The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or big_john.

When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing VPN Usage Reports

VPN Usage reports provide information on the amount of VPN usage that
occurs through the selected SonicWALL appliance(s).

VPN Usage reports can be used to view VPN usage by the hour, day, or over
a period of days. Additionally, you can view the top users of VPN.

General bandwidth reports do not always provide a complete picture of
network bandwidth usage. If a large amount of VPN traffic occurs, you might
need to add bandwidth, upgrade network equipment, or reconfigure the VPN
network.

Note

All reports appear in the appliance’s time zone.

Select from the following:

To view a summary of the daily VPN bandwidth usage, see “Viewing the
VPN Usage Summary Report” on page 239.

To view the users who consume the most VPN bandwidth, see “Viewing
the Top VPN Users” on page 241.

To view VPN bandwidth usage over a period of time, see “Viewing VPN
Usage Over Time” on page 242.
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» To view the users who consume the most VPN bandwidth over time, see
“Viewing VPN Usage Over Time” on page 242.

» To view the users who consume the most VPN bandwidth over time, see
“Viewing the Top VPN Users Over Time” on page 243.

« To view VPN usage by policy, see “Viewing VPN Usage By Policy” on
page 245.

« Toview VPN usage by policy over time, see “Viewing the Top VPN Policies
Over Time” on page 246.

- To view hourly VPN usage by policy, see “Viewing Hourly VPN Usage By
Policy” on page 248.

- To view VPN services usage, see “Viewing the VPN Services Summary
Report” on page 249.

Viewing the VPN Usage Summary Report

The VPN Usage Summary report contains information on the number of VPN
connections made through a SonicWALL appliance or all SonicWALL
appliances during the specified day.

To view the VPN Usage Summary report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the VPN Usage tree and click Summary. The Summary page

displays.
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4. The bar graph displays the number of VPN connections made during each
hour of the day.

5. The table contains the following information:
— Hour—when the sample was taken.
— Events—the number of mail events.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10,000 megabytes of data was
transferred during the period and 2000 kilobytes was transferred by
the top user, the % of MBytes field will display 20%.

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing the Top VPN Users

The Top Users report displays the users who made the most VPN connections
on the specified date.

To view the Top Users report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the VPN Usage tree and click Top Users. The Top Users page
displays.
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4. The pie chart displays the VPN connections for the top VPN users.
5. The table contains the following information:

— Users—the IP address of the user.

— Connections—the number of VPN connections.

— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10,000 megabytes of data was
transferred during the period and 2000 kilobytes was transferred by
the top user, the % of MBytes field will display 20%.

6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top users. To change the date of the report, use the
Search Bar and click the Start or End field to access the drop-down
calendar, or click More Options for report display settings.
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7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

9. These settings will stay in effect for all similar reports during your active
login session.

Viewing VPN Usage Over Time

The VPN Usage Over Time report displays the daily number of VPN
connections made through a SonicWALL appliance or all SonicWALL
appliances during the specified time period.

To view the VPN Usage Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.

3. Expand the VPN Usage tree and click Over Time. The Over Time page

displays.
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4. The bar graph displays the number of VPN connections made during each
day of the specified time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Connections—the number of connections.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10,000 megabytes of data was
transferred during the period and 2000 kilobytes was transferred by
the top user, the % of MBytes field will display 20%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Top VPN Users Over Time

The Top Users report displays the users who made the most VPN connections
for the specified time period.

To view the Top Users report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the VPN Usage tree and click Top Users Over Time. The Top
Users Over Time page displays.
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4. The pie chart displays the VPN connections for the top VPN users.
5. The table contains the following information:

— Users—the IP address of the user.

— Connections—the number of VPN connections.

— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred by this user,
compared to all users. For example, if 10,000 megabytes of data was
transferred during the period and 2000 kilobytes was transferred by
the top user, the % of MBytes field will display 20%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Users
— Rows per Screen
See “Managing Report Settings” on page 154.
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8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing VPN Usage By Policy
The VPN Usage By Policy report contains information on VPN usage for a
SonicWALL appliance, organized by policy.
To view the VPN Usage By Policy report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the VPN Usage tree and click By Policy. The By Policy page
displays.

Top VPN Policies & 0 g

e ——— More
Pabey w || Eaualn bt Siart 8 2007-04-27 |B Smpres ':m‘;-"s

Top VP Polickes for Aprll 27, 3007

Hp

Wi

[ [I—

[_1s .

B tonga H

W et B

Moy
Folicy Events B B of MByLes
ek Lenth X TA¥ L%

e & a3 b
3 Faal Tvmit 2 1 [N is%
4. The pie chart displays the amount of data transferred for each policy.
5. The table contains the following information:
— Policy—the name of the policy.
— Events—the number of VPN events.
— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred for this
policy, compared to all other policies. For example, if a total of 10,000
megabytes was transferred and 2,500 megabytes was transferred for
one policy, the % of Usage field will display 25%.
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6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start or End field to
access the drop-down calendar, or click More Options for report display
settings.

7. Under Report Display Settings you can set:
Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart

— Number of Items
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the Top VPN Policies Over Time
The By Policy Over Time report displays the top VPN Policies for the specified
time period.
To view the By Policy Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the VPN Usage tree and click By Policy Over Time. The By
Policy Over Time page displays.
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4. The pie chart displays the VPN connections for the top policies.
5. The table contains the following information:

— Policy—the name of the policy.

— Events—the number of VPN events.

— MBytes—the number of megabytes transferred.

— % of MBytes—the percentage of megabytes transferred for this
policy, compared to all other policies for the period. For example, if a
total of 100,000 megabytes was transferred and 3,000 megabytes was
transferred for one policy, the % of MBytes field will display 3%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.
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7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Items
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Hourly VPN Usage By Policy

The VPN Usage By Policy Hourly report contains information on hourly VPN
usage for a SonicWALL appliance, organized by policy.

To view the VPN Usage By Policy Hourly report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the VPN Usage tree and click By Policy Hourly. The By Policy
Hourly page displays.

o S P Sy o by TH = T
Clagia: da V10 Pl )R

4. The table contains the following information:
— Hour—the period of time.
— Events—the number of VPN events.
— MBytes—the number of megabytes transferred.

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.
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6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
— Hour Begin
— Hour End
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the VPN Services Summary Report

The Services Summary report displays the amount of traffic handled by each
service during each hour of the specified day.

To view the Services Summary report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the VPN Usage tree and click By Service. The By Service page

displays.
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4. The bar graph displays the amount of bandwidth used by each service
during each hour of the day.
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5. The table contains the following information:
— Protocol—the service.
— Events—the number of events or “hits.”
— MBytes—the number of megabytes.

— % of MBytes—the percentage of megabytes transferred by this
service on the selected day, compared to all other services. For
example, if 1,000 megabytes were transferred and 900 megabytes
were handled by the HTTP service, the % of Mbytes field will display
90%.

6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start or End field to
access the drop-down calendar, or click More Options for report display
settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

9. These settings will stay in effect for all similar reports during your active
login session.

Viewing Attacks Reports

Attacks reports show the number of attacks that were directed at or through
the selected SonicWALL appliance(s). These include denial of service attacks,
intrusions, probes, and all other malicious activity directed at the SonicWALL
appliance or computers on the LAN or DMZ.

Note All reports appear in the appliance’s time zone.

mSonicWALL ViewPoint 6.0 Administrator’s Guide

EX1015
CISCO SYSTEMS, INC. / Page 250 of 392



Viewing Attacks Reports W

Select from the following:

- To view a summary of the attacks, see “Viewing the Attack Summary
Report” on page 251.

« To view the attacks by attack category, see “Viewing the Attacks By
Category” on page 253.

- To view the attacks by source IP address, see “Viewing the Errors Report”
on page 254.

- To view a summary of the errors and exceptions, see “Viewing the Errors
Report” on page 254.

- To view attacks over a period of time, see “Viewing Attack Reports Over
Time” on page 256.

- To view errors and exceptions over a period of time, see “Viewing Errors
Over Time” on page 258.

Viewing the Attack Summary Report

The Attack Summary report contains information on the number of attacks
attempted on a SonicWALL appliance or all SonicWALL appliances during the
specified day.

To view the Attack Summary report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Attacks tree and click Summary. The Summary page

displays.
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4. The bar graph displays the number of attacks attempted during each hour
of the day. The table contains the following information:

— Hour—when the sample was taken.
— Attacks—the number of attack attempts.

— % of Attacks—the percentage of attacks during this hour, compared
to the day. For example, if 1,000 attacks occurred during the day and
100 attacks occurred during the 2:00 time period, the % of Attacks
field will display 10%.

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start or End field to
access the drop-down calendar, or click More Options for report display
settings.

6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.
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Viewing the Attacks By Category

The Attacks By Category report displays the attacks that occurred on the
specified date, sorted by category.

To view the Attacks By Category report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Attacks tree and click By Category. The By Category page
displays.
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4. The pie chart displays the percentage of each type of attack. To view
source and destination information on the individual attacks, expand the
category tree (indicated by a ‘+’ sign).

5. The table contains the following information:
— Type—the type of attack
— Source—the IP address of the source

— Destination—the IP address to the destination
Click the highlighted source or destination IP address to access the
Who is Source Website.
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— Attacks—the number of attacks

— % of Attacks—the percentage of this type of attack, compared to all
other attack types. For example, if 5,000 attacks occurred during the
day and the IP Spoof makes up 500 of the attacks, its % of Attacks
field will display 10%.

6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart, and the ten top categories. To change the date of the report, use
the Search Bar and click the Start or End field to access the drop-down
calendar, or click More Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Items

— Entries per Item

— Rows per Screen

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

9. These settings will stay in effect for all similar reports during your active
login session.

Viewing the Errors Report

The Errors Summary report contains information on the number of dropped
packets on a SonicWALL appliance or all SonicWALL appliances during the
specified day.

To view the Errors report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Attacks tree and click Errors. The Errors page displays.
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=

4. The bar graph displays the packets that were dropped during each hour of
the day.

5. The table contains the following information:
— Hour—when the sample was taken.
— Packets—the number of dropped packets.

— % of Packets—the percentage of packets dropped during this hour,
compared to the day. For example, if 1,000 packets were dropped
during the day and 100 packets were dropped during the 1:00 time
period, the % of Packets field will display 10%.

6. The ViewPoint Reporting Module shows yesterday’s report.To change the
date of the report, use the Search Bar and click the Start or End field to
access the drop-down calendar, or click More Options for report display
settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.
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Viewing Attack Reports Over Time

The Attacks Over Time report displays the daily number of attempted attacks
during the specified time period.

To view the Attacks Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.

3. Expand the Attacks tree and click Attacks Over Time. The Attacks Over
Time page displays.

Attempted Attacks ) st | P oo
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4. The bar graph displays the number of attacks attempted each day of the
time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Attacks—the number of attacks.

— % of Attacks—the percentage of attacks on this day, compared to the
time period. For example, if 10,000 attacks occurred during the time
period and 1,000 attacks occurred on Thursday, its % of Attacks field
will display 10%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.
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Under Report Display Settings you can set:

— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart

See “Managing Report Settings” on page 154.

When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Attacks By Category Over Time

The Categories Over Time report displays the number of attacks in each
attack category during the specified time period.

To view the Categories Over Time report, perform the following steps:

1.
2.
3.

Click the UTM tab.

Select the global icon or a SonicWALL appliance.

Expand the Attacks tree and click Categories Over Time. The
Categories Over Time page displays.
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The bar graph displays the number of attacks attempted each day of the
specified time period. To view source and destination information on the
individual attacks, expand the category tree (indicated by a ‘+’ sign).

The table contains the following information:
— Type—the type of attack
— Source—the IP address of the source
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— Destination—the IP address to the destination
Click the highlighted source or destination IP address to access the
Whois Source Website.

— Attacks—the number of attacks

— % of Attacks—the percentage of this type of attack, compared to all
other attack types. For example, if 5,000 attacks occurred during the
day and the IP Spoof makes up 500 of the attacks, its % of Attacks
field will display 10%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Items

Entries per Item
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Errors Over Time

The Errors Over Time report displays the number of errors during the specified
time period.

To view the Errors Over Time report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Attacks tree and click Errors Over Time. The Dropped
Packets & Exceptions page displays.
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4. The bar graph displays the number of packets that were dropped during
each day of the specified time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Dropped Packets—the number of dropped packets.

— % of Errors—the percentage of dropped packets on this day,
compared to the time period. For example, if 10,000 packets were
dropped during the time period and 1,000 packets were dropped on
Wednesday, its % of Attacks field will display 10%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing Virus Attacks Reports

Virus Attacks reports show the number of virus attacks that were directed at
or through the selected SonicWALL appliance(s).

Note All reports appear in the appliance’s time zone.

If the selected appliance is not licensed for SonicWALL Gateway Anti-Virus, a
sample report is displayed, as shown below. You can click the Click Here link
near the top to view the global dashboard report showing all viruses and
similar attacks currently being monitored by SonicWALL, or click the link at the
bottom of the page to read detailed information about SonicWALL Gateway
Anti-Virus and other subscription services.

Anti-Virus Subscription Needed

Thes apphan e does nal haveam anb-virs subscrmiiom. Actvate vaur aibscrphon today o recenve gratection frorm thess threats
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Clickhere for mode information

Select from the following reports:

« To view the top virus, see “Viewing the Top Viruses By Attack Attempts
Report” on page 262.

- Toview the virus attacks by top destinations, see “Viewing the Virus Attack
Attempts Report” on page 263.
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- To view virus attacks over time, see “Viewing the Virus Attack Attempts
Report” on page 263.

- To view virus attacks over a period of time, see “Viewing the Virus Attacks
By User Report” on page 265.

- To view virus attacks by top destinations over time, see “Viewing
Anti-Spyware Reports” on page 266.

9. Expand the Virus Attacks tree and click Summary. The Summary page
displays
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10. The bar graph displays the number of virus attacks attempted during each
hour of the day. The table contains the following information:

— Hour—the hour of the day for which the summary is provided.

— Attempts—the number of times the virus attempted to infect the
device during a pre-set time interval (the hour of the day is the
default).

— % of Attempts—the percent of attempts the current virus entry
comprises as a portion of the aggregate number of virus attempts on
the device during a pre-set time interval (the hour of the day is the
default).

11. The ViewPoint Reporting Module shows yesterday’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.

12. Under Report Display Settings you can set:
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— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

13. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Top Viruses By Attack Attempts Report
The Top Viruses By Attack Attempts report displays the top viruses for the
specified date.

To view the Top Viruses, perform the following steps:

1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.

3. Expand the Virus Attacks tree and click By Virus. The Top Viruses By
Attack Attempts page displays.
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4. The pie chart displays the percentage of virus attacks attempted in a given
day.

5. The table contains the following information:
— Virus—the name of the virus.

— Attempts—the number of attack attempts.
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— % of Attempts—the percentage of attempts as compared to the day.

6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.

7. Under Report Display Settings you can set:

Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart
Number of Items

Entries per Item

Rows per Screen

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Virus Attack Attempts Report

The Virus Attack Attempts report displays the number of virus attempts over
the specified time range.

To view the Virus Attack Attempts report, perform the following steps:
1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Virus Attacks tree and click Over Time. The Virus Attack
Attempts page displays.
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4. The bar graph displays the number of virus attempts that were made
during each day over a specified time period.

5. The table contains the following information:
— Date—the date of when the sample was taken.
— Attempts—the number of attempted virus attacks.

— % of Attempts—the percentage of attempted virus attacks in a day
compared to the time period. For example, if 5,000 attempts were
made during the time period and 500 were made on one day, its % of
Attempts field will display 10%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.
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7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of ltems

— Entries per Item

— Rows per Screen

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Virus Attacks By User Report

The Virus Attacks By User report displays the number of virus attack attempts
over the specified time range.

To view the Virus Attacks By User report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.

3. Expand the Virus Attacks tree and click By Viruses Over Time. The
Virus Attacks By User page displays.
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4. The pie chart displays the percentage of virus attacks attempted in a given
day.

5. The table contains the following information:
— Virus—the name of the virus.
— Attempts—the number of attack attempts.
— % of Attempts—the percentage of attempts compared to the day.

6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Items
— Entries per Item
— Rows per Screen
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Anti-Spyware Reports

SonicWALL Anti-Spyware is included within the SonicWALL Gateway
Anti-Virus (GAV), Anti-Spyware and Intrusion Prevention Service (IPS) unified
threat management (UTM) solution. SonicWALL UTM delivers a
comprehensive, real-time gateway security solution for your entire network.

Unlike other threat management solutions, SonicWALL Gateway Anti-Virus,
Anti-Spyware and Intrusion Prevention Service has the capacity to analyze
files of any size in real-time without the need to add expensive hardware drive
or extra memory. SonicWALL Gateway Anti-Virus, Anti-Spyware and Intrusion
Prevention Service includes a pro-active alerting mechanism that notifies
network administrators when a new threat is discovered. Granular policy tools
and an intuitive user interface enable administrators to configure a custom set
of detection or prevention policies tailored to their specific network
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environment. Network administrators can create global policies between
security zones and group attacks by priority, simplifying deployment and
management across a distributed network.

If the selected appliance is not licensed for SonicWALL Anti-Spyware, a
sample report is displayed, as shown below. You can click the Click Here link
near the top to view the global dashboard report showing all spyware and
similar attacks currently being monitored by SonicWALL, or click the link at the
bottom of the page to read detailed information about SonicWALL
Anti-Spyware and other subscription services.

Anti-Spyware Subscription Needed
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See the following sections to view Anti-Spyware reports:
« “Viewing a Spyware Summary” on page 268
- “Viewing Spyware Attempts By Category” on page 269
- “Viewing Spyware Attempts Over Time” on page 270
« “Viewing Spyware Attempts By Category Over Time” on page 272
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Viewing a Spyware Summary

The Anti-Spyware Summary report contains information on the number of
spyware attempts by hour of the day.

To view a spyware Summary, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.

3. Expand the Anti-Spyware tree and click Summary. The Summary page
displays.

2
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4. The bar graph displays the number of virus attacks attempted during each
hour of the day.

5. The table contains the following information:
— Hour—the hour of the day for which the summary is provided.

— Attempts—the number of times the spyware attempted to infect the
device during a pre-set time interval (the hour of the day is the
default).

— % of Attempts—the percent of attempts the current spyware entry
comprises as a portion of the aggregate number of spyware attempts
on the device during a pre-set time interval (the hour of the day is the
default).

6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.
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Under Report Display Settings you can set:

— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart

See “Managing Report Settings” on page 154.

When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note this page displays the number of spyware attempts that occurred
during two-hour intervals during the past day.

Viewing Spyware Attempts By Category

These reports display the spyware activity by category including the actual
category or classification of the spyware, the priority, and the event/attacks
type. By using the category as criteria, you can display details about the
type/message text and number of events.

To view spyware attempts by category, perform the following steps:

1.
2.
3.

Click the UTM tab.
Select a SonicWALL appliance.

Expand the Anti-Spyware tree and click By Category. The By Category
page displays.
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4. The pie chart displays the percentage of spyware attempts by category.

5. The table contains the following information:

Category—the category of the spyware.

Attempts—the number of times the spyware attempted to infect the
device using the category as a criteria.

% of Attempts—the percent of attempts the current spyware entry
comprises as a portion of the aggregate number of spyware attempts
using the category as a criteria.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:

Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart
Number of ltems

Entries per Item

Rows per Screen

See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Spyware Attempts Over Time

You can display spyware attempts over a set time interval. These reports are
available at the unit and global levels similar to the other summary reports. To
view spyware attempts using pre-set time intervals as the viewing criteria,
perform the following steps:

1. Click the UTM tab.

2. Select the global icon or a SonicWALL appliance.
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3. Expand the Anti-Spyware tree and click Over Time. The Over Time page
displays.
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4. The bar graph displays the number of spyware attempts that were made
during each day over a specified time period.

5. The table contains the following information:
— Date—the date for which the summary is provided.

— Attempts—the number of times the spyware attempted to infect the
device during a specific date.

— % of Attempts—the percent of attempts the current spyware entry
comprises as a portion of the aggregate number of spyware attempts
on the device during a pre-set time interval.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing Spyware Attempts By Category Over Time

You can generate reports that display the spyware activity by category, such
as the category, priority, and events/attacks over time. Using the category over
time statistic as criteria for report generation provides details about the
type/message text and number of events.

To view Anti-Spyware attempts using categories over time intervals as the
viewing criteria, perform the following steps:

1.
2.
3.

Click the UTM tab.
Select a SonicWALL appliance.

Expand the Anti-Spyware tree and click By Category Over Time. The By
Category Over Time page displays.
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The pie chart displays the percentage of spyware attempts by category.
The table contains the following information:

— Category—the category of the virus.

— Attempts—the number of times the spyware attempted to infect the
device during a pre-set time interval.

— % of Attempts—the percent of attempts the current spyware entry
comprises as a portion of the aggregate number of spyware attempts
on the device during a pre-set time interval.

To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.
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6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar, Pie or Plot chart
— Number of Items
— Entries per Item
— Rows per Screen
See “Managing Report Settings” on page 154.

7. To display a limited group of items, use the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith or john42.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Intrusion Prevention Reports

The Intrusion Prevention Service (IPS) reports show the number of attempted
intrusions that occurred during the specified time period.

Note All reports appear in the appliance’s time zone.

If the selected appliance is not licensed for SonicWALL Intrusion Prevention
Service, a sample report is displayed, as shown below. You can click the Click
Here link near the top to view the global dashboard report showing all
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intrusions and similar attacks currently being monitored by SonicWALL, or
click the link at the bottom of the page to read detailed information about
SonicWALL Intrusion Prevention Service and other subscription services.

Intrusion Prevention & Detection Subscription Needed
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Select from the following intrusion reports:

- To view a summary of the attacks, see “Viewing the Intrusion Prevention
Summary Report” on page 275.

”

« To view the attacks by source IP address, see “Viewing the Errors Report
on page 254.

« To view a summary of the errors and exceptions, see “Viewing the Errors
Report” on page 254.

- To view attacks over a period of time, see “Viewing Attack Reports Over
Time” on page 256.

- To view errors and exceptions over a period of time, see “Viewing Errors
Over Time” on page 258.
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Viewing the Intrusion Prevention Summary Report

The Attack Summary report contains information on the number of attempted
intrusions on a SonicWALL appliance or all SonicWALL appliances during the
specified day.

To view the IPS Summary report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.

3. Expandthe Intrusion Prevention tree and click Summary. The Summary
page displays.
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4. The bar graph displays the number of intrusions attempted during each
hour of the day.

5. The table contains the following information:
— Hour—when the sample was taken.
— Intrusions—the number of intrusion attempts.

— % of Intrusions—the percentage of intrusion attempts on this day,
compared to the time period. For example, if 10,000 intrusion attempts
occurred during the time period and 1,000 intrusion attempts occurred
on Thursday, its % of Intrusions field will display 10%.
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6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start or End field to

access the drop-down calendar, or click More Options for report display
settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing Intrusion Attempts By Category

These reports display the intrusion activity by category including the actual
category or classification of the intrusion, the priority, and the event/attacks
type. By using the category as criteria, you can display details about the
type/message text and number of events.

To view intrusion attempts by category, perform the following steps:

1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Intrusion Prevention tree and click By Category. The By
Category page displays.
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4. The pie chart displays a list of intrusions attempted by category. The table
contains the following information:

— Category—the category of the intrusion attempt.
— Intrusions—the number of intrusion attempts.

— % of Intrusions—the percentage of intrusion attempts as a portion of
the aggregate number of intrusion attempts using the category as a
criteria.

5. To change the date of the report, use the Search Bar and click the Start
or End field to access the drop-down calendar, or click More Options for
report display settings.
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6. Under Report Display Settings you can set:

Display Type: Chart and Table, or Table Only
Chart Type: Area, Bar, Pie or Plot chart
Number of Iltems

Entries per Item

Rows per Screen

See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing Intrusions Over Time

The Over Time report displays the daily number of intrusion attempts during
the specified time period.

To view the Intrusions Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.
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3. Expand the Intrusion Prevention tree and click Intrusions Over Time.
The Intrusions Over Time page displays.
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4. The bar graph displays the number of intrusions attempted each day of the
specified time period.

5. The table contains the following information:
— Date—when the sample was taken.
— Intrusions—the number of intrusion attempts.

— % of Intrusions—the percentage of intrusion attempts on this day,
compared to the time period. For example, if 10,000 intrusion attempts
occurred during the time period and 1,000 intrusion attempts occurred
on Thursday, its % of Intrusions field will display 10%.

6. To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar, or click More
Options for report display settings.

7. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only
— Chart Type: Area, Bar or Plot chart
See “Managing Report Settings” on page 154.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.
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Viewing Intrusion Reports By Category Over Time

You can generate reports that display the intrusion activity by category, such
as the category, priority, and events/attacks over time. Using the category over
time statistic as criteria for report generation provides details about the
type/message text and number of events. To view intrusion attempts using
categories over time intervals as the viewing criteria, perform the following
steps:

1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the Intrusion Prevention tree and click By Category Over Time.
The By Category Over Time page displays.
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4. The pie chart displays a list of intrusions attempted by category over time.
The table contains the following information:

— Category—the category of the intrusion attempt.

— Intrusions—the number of attempted intrusions during a pre-set time
interval.

— % of Intrusions—the percentage of intrusion attempts the current
intrusion entry comprises as a portion of the aggregate number of
intrusion attempts on the device during a pre-set time interval.
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5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date range of the report, use the Search Bar and click the Start or End
field to access the drop-down calendar, or click More Options for report
display settings.

6. Under Report Display Settings you can set:
— Display Type: Chart and Table, or Table Only

Chart Type: Area, Bar, Pie or Plot chart
— Number of Items

Entries per Item
— Rows per Screen
See “Managing Report Settings” on page 154.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing Application Firewall Reports

Application Firewall reports provide information on the applications, users,
and Application Firewall policies that are handled by Application Firewall on
the selected SonicWALL appliance(s). The Application Firewall feature is
available on SonicWALL NSA and SonicWALL TZ 210 Series appliances in
SonicOS Enhanced 5.0 and higher.

Application Firewall reports can be used to view Application Firewall usage by
the day or over a period of days. Additionally, you can view the top
applications, top users, or top policies for Application Firewall on a single
SonicWALL NSA or SonicWALL TZ 210 series appliance.

Clickable reports (Graphs and Data) are supported, providing drill-down
reporting information by clicking the graphical elements (such as pie chart
slices) and data rows. For example, you can drill down to the User report level
by clicking a user in one of the Top reports.

Note  All reports appear in the appliance’s time zone.

Select from the following:

- To view a summary of the daily Application Firewall usage, see “Viewing
the Application Firewall Summary Report” on page 282.

- To view Application Firewall usage over time, see “Viewing the Application
Firewall Over Time Report” on page 283.
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- To view the applications most often intercepted by Application Firewall,
see “Viewing Application Firewall Top Applications” on page 284.

- To view the users whose traffic is most often intercepted by Application
Firewall, see “Viewing Application Firewall Top Users” on page 285.

« To view the Application Firewall policies that are used the most, see
“Viewing Application Firewall Top Policies” on page 286.

Viewing the Application Firewall Summary Report

The Application Firewall Summary report contains information on the number
of connections incurring Application Firewall activity logged by a SonicWALL
appliance during each hour of the specified day, or at the global level, for all
SonicWALL appliances for the day.

To view the Application Firewall Summary report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.

3. Expand the Application Firewall tree and click Summary. The Summary
page displays.
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4. The table contains the following information:

— Hour—when the sample was taken
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— Connections—number of attempted connections logged (and
possibly blocked) by Application Firewall

— Mbytes—megabytes of data transferred during the connections

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, click the Start and End fields to access the drop-down
calendars, select the desired dates, and then click Search. The ViewPoint
Reporting Module displays the report for the selected day or date range.

Viewing the Application Firewall Over Time Report

The Application Firewall Over Time report displays the amount of Application
Firewall usage handled by a SonicWALL appliance or a group of SonicWALL
appliances for the specified time period.

To view the Application Firewall Over Time report, perform the following steps:
1. Click the UTM tab.
2. Select the global icon or a SonicWALL appliance.
3. Expand the Application Firewall tree and click Over Time. The Over
Time page displays.
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4. The table contains the following information:
— Date—when the sample was taken

SonicWALL ViewPoint 6.0 Administrator’s Guidem

EX1015
CISCO SYSTEMS, INC. / Page 283 of 392



A iewing Application Firewall Reports

— Connections—number of attempted connections logged (and
possibly blocked) by Application Firewall

— Mbytes—megabytes of data transferred during the connections

5. To change the date of the report, click the Start and End fields to access
the drop-down calendars, select the desired dates, and then click Search.

The ViewPoint Reporting Module displays the report for the selected date
range.

Viewing Application Firewall Top Applications

The Top Applications report displays the applications that were most logged
and/or blocked by Application Firewall on the specified date. The Top
Applications report is available at the unit level.

To view the Top Applications report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.

3. Expand the Application Firewall tree and click Top Applications. The
Top Applications page displays.

Top Applications
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4. The table contains the following information:

— Application Name—the type of application, such as HTTP, FTP, and
sSo on
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— Connections—number of attempted connections logged (and
possibly blocked) by Application Firewall

— Mbytes—megabytes of data transferred during the connections
— Action Type—either No Action, Logged, or Blocked

5. To change the date of the report, click the Start field to access the
drop-down calendar, select the desired date, and then click Search. The
ViewPoint Reporting Module displays the report for the selected date.

Viewing Application Firewall Top Users

The Top Users report displays the users who made the most logged and/or
blocked connections by Application Firewall on the specified date. The Top
Users report is available at the unit level.

To view the Top Users report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Application Firewall tree and click Top Users. The Top
Users page displays.
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4. The table contains the following information:

User Name—the user’s name or IP address

Host Name—the host name or IP address of the computer that made
the connection

Connections—number of attempted connections logged (and
possibly blocked) by Application Firewall

Mbytes—megabytes of data transferred during the connections
Action Type—either No Action, Logged, or Blocked

5. To change the date of the report, click the Start field to access the
drop-down calendar, select the desired date, and then click Search. The
ViewPoint Reporting Module displays the report for the selected date.

Viewing Application Firewall Top Policies

The Top Policies report displays the Application Firewall policies that were
triggered the most on the specified date. The Top Policies report is available
at the unit level.

To view the Top Policies report, perform the following steps:
1. Click the UTM tab.
2. Select a SonicWALL appliance.
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3. Expand the Application Firewall tree and click Top Policies. The Top
Policies page displays.
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4. The table contains the following information:
— Policy Name—the Application Firewall policy name

— Connections—number of attempted connections logged (and
possibly blocked) by Application Firewall

— Mbytes—megabytes of data transferred during the connections
— Action Type—either No Action, Logged, or Blocked

5. To change the date of the report, click the Start field to access the
drop-down calendar, select the desired date, and then click Search. The
ViewPoint Reporting Module displays the report for the selected date.

Viewing Authentication Reports

The login reports show user logins, administrator logins, and failed login
attempts for users and administrators. Authentication reports are available at
the unit level.

Note  All reports appear in the appliance’s time zone.

Select from the following:
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« “Viewing the User Login Report” on page 288
« “Viewing the Administrator Login Report” on page 289
« “Viewing the Failed Login Report” on page 289

Viewing the User Login Report

The user login report shows users that logged on to the SonicWALL appliance

during the specified day to bypass content filtering or to remotely access local
network resources.

To view the User Login report, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expand the Authentication tree and click User Login. The User Login
page displays.
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4. The table contains the following information:
— User—the user name.
— Time—time the user logged in.

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start or End field to
access the drop-down calendar.

See “Managing Report Settings” on page 154.

6. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.
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Viewing the Administrator Login Report

The administrator login report shows successful administrator logins during
the specified day. This report is useful for identifying misuse and unauthorized
management of a SonicWALL appliance.

To view the Admin Login report, perform the following steps:

1.
2.
3.

Click the UTM tab.
Select a SonicWALL appliance.

Expand the Authentication tree and click Admin Login. The Admin Login
page displays.

i N ad

The table contains the following information:
— User—the user name.
— Time—time the user logged in.

To change the date range of the report, use the Search Bar and click the
Start or End field to access the drop-down calendar.

See “Managing Report Settings” on page 154.

When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Viewing the Failed Login Report

The failed login report shows failed login attempts for users and administrators
that attempted to log on to the SonicWALL appliance during the specified day.
This report is useful for identifying unauthorized access attempts and
potentially malicious activity.

To view the Failed Login report, perform the following steps:

1.
2.

Click the UTM tab.
Select a SonicWALL appliance.
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3. Expand the Authentication tree and click Failed Login. The page
displays.

aAd

o e

4. The table contains the following information:
— User—the user name.
— Time—time the user logged in.
— IP Address—IP address of the user.

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start or End field to
access the drop-down calendar.

See “Managing Report Settings” on page 154.

6. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the Log

The Log Viewer contains detailed information on each transaction that
occurred on the SonicWALL appliance. This information is stored for the time
that you specified in the configuration settings.

It is necessary to enable the Log Viewer for UTM or SSL-VPN appliances for
which you wish to generate Custom Reports. See “Using Custom Reports on
UTM Appliances” on page 163.

N\

Note The Log Viewer displays raw log information for every connection.
Depending on the amount of traffic, this can quickly consume a large
amount of space in the database. It is highly recommended to be
careful when choosing the number of days of information that will be
stored. For more information, see “Scheduling and Configuring
Reports” on page 133.
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Viewing the Log for a SonicWALL Appliance

To view the Log, perform the following steps:

1. Click the UTM tab.

2. Select a SonicWALL appliance.

3. Expandthe Log Viewer tree and click Search. The Search page displays.
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4. Select Enable Log Viewer and then click Update to turn on collection of
raw data in the database and enable viewing of that log data. This can
consume a large amount of space in your database. Review your
database space constraints before enabling the log viewer. The maximum
number of appliances for which Log Viewer can be enabled is controlled
on the Console > Reports > Settings page. See “Controlling the Number
of Appliances with Log Viewer Enabled” on page 72.

Note Custom Reports are available on appliances with Log Viewer
enabled. See “Using Custom Reports on UTM Appliances” on
page 163.

5. Under Select Search Criteria, select the date range to view data from in
the Start Date and End Date fields.

6. Enter the starting time of events to view in the Start Time field.
7. Enter the ending time of events to view in the End Time field.

8. To limit the report to data originating from specific IP addresses or users,
enter the source IP address or user name in the Source IP/User field. To
view all IP addresses, enter All.

9. Toview log entries for data originating from a particular port, enter the port
number in the Source Port field.
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10.

11.

12.
13.

14.

To limit the report to data going to specific IP addresses or hosts, enter the
destination IP address or host name in the Destination IP/Hostname
field. To view log entries for data going to all IP addresses, enter All.

To view log entries for data going to a particular port, enter the port number
in the Destination Port field.

Select the type of events to view from the Message Category list box.
To limit the report to messages containing a specific text string, enter the

text in the Message Text field. Leave the field blank to view all messages.

Select the number of entries to display per page from the Results Per
Page field.

. Click Generate Report. The Log Viewer Results page displays.

16.

17.
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Search through the entries to find the information for which you are
searching. To view the next page of entries, click Next.

To generate another report, click Search again in the Log Viewer tree.
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CHAPTER 16
SSL-VPN Reporting

This chapter describes how to manage SonicWALL ViewPoint SSL-VPN

reporting by customizing and defining scheduled reports and summarization
for SSL-VPN appliances.

For details about viewing specific SSL-VPN reports, see “Viewing SSL-VPN
Reports” on page 299.

This chapter contains the following sections:
« "“SSL-VPN Reporting Overview” section on page 293
« “Using and Configuring SSL-VPN Reporting” section on page 295

SSL-VPN Reporting Overview

This section provides an introduction to the SSL-VPN reporting feature. This
section contains the following subsections:

« “What is SSL-VPN Reporting?” section on page 294
« “Benefits of SSL-VPN Reporting” section on page 294
+ “"How Does SSL-VPN Reporting Work?” section on page 295

After reading the ViewPoint SSL-VPN Reporting Overview section, you will
understand the main steps to be taken in order to create and customize
reports successfully.
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What is SSL-VPN Reporting?

SSL-VPN reporting allows you to configure and design the way you view your
reports and the manner in which you receive them. This feature offers various
types of static and dynamic reporting in which you can customize the way
information is reported.

SonicWALL ViewPoint SSL-VPN reporting provides a visual presentation of all
your configured report settings and information. With SSL-VPN reporting, you
are able to view your reports in new enhanced graphs, create granular, custom
reports, create scheduled reports, and search for reports using the search bar
tool.

Custom reports are also available in SSL-VPN reporting. SonicWALL
SSL-VPN appliances provide a Resource Activity custom report for tracking
the source, destination, and other information about resource activity passing
through a SonicWALL SSL-VPN device.

The Custom Reports feature provides an intuitive, responsive interface for
customizing the report layout and configuring content filtering prior to
generating the report. Two types of reports are available: Detailed Reports and
Summary Reports. Both provide detailed information, but are formatted to
meet different needs. A Detailed Report displays the data in sortable,
resizable columns, while a Summary Report provides top level information in
graphs that you can click to drill down for detailed information.

Once you set up a Custom Report that meets your needs, you can save your
settings as a template for reuse, set a schedule to run the report, export the
report as a PDF or CSV (Excel) file, or print report pages.

Benefits of SSL-VPN Reporting

SSL-VPN reports provide visibility into the resource use by logged in users,
leading to policies that enhance the user experience and the productivity of
employees. The following capabilities contribute to the benefits of the
SSL-VPN reporting feature:

- Custom reports can track events to the minute or second of the day for
forensics and troubleshooting

» Interactive charts allow drill-down into specific details

« Table structure with ability to adjust column width of data grid
- Improved report navigation

« Report search

» Scheduled reports
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How Does SSL-VPN Reporting Work?

SSL-VPN appliances send syslog data to the ViewPoint syslog collector,
similar to SonicWALL UTM appliances. Once summarization takes place, you
can create, schedule, view, and search for SSL-VPN reports from the
ViewPoint central reporting interface.

SSL-VPN Custom Reports are based on raw syslog information contained in
a database that is created daily from the raw syslog data sent from all
managed or monitored appliances. This database is saved using a date/time
suffix, and contains tables full of data for each appliance. All the syslog data
received by SonicWALL ViewPoint is available in the database.

Note  Theraw syslog database required by Custom Reports is not enabled
by default, as it is highly resource intensive. This functionality must
be enabled per unit in the UTM > Log Viewer screen.

SSL-VPN Reporting supports scheduled reports to be sent on a daily, weekly,
or monthly basis to any specified email address.

Using and Configuring SSL-VPN Reporting

This section describes how to use and configure SSL-VPN reporting. See the
following subsections:

- “About Viewing Available SSL-VPN Report Types” section on page 295
« “Configuring SSL-VPN Scheduled Reports” section on page 296

About Viewing Available SSL-VPN Report Types

To view the available types of reports for SSL-VPN, perform the following
steps:

1. Log into your ViewPoint management console.
2. Click the SSL-VPN tab.
The SSL-VPN screen displays the following list of reports:
Node Level reports:
— General

—Status: information about the appliance
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Bandwidth

—Summary: total connections listed by hour
—Top Users: connections listed by user
—Over Time: connections listed by date

—Top Users Over Time: connections listed by user for the selected
date range

Custom Report

—Resource Activity: source, destination, and other information about
resource activity

— Resources

—Summary: connections per connection protocol (HTTPS,
NetExtender, etc)

—Top Users: connections listed by user
Authentication

—User Login: user, time, and source of successful
authentication-daily. User Login reports now combine admin users
with all other users in the same report.

—Failed login: time and source host of failed logins for one day
Global Level Reports:
— General

—Status: number of units in the system and their ViewPoint license
status

— Bandwidth
—Summary: connections per SSL-VPN appliance

—Over Time: total connections by date for group

Configuring SSL-VPN Scheduled Reports

To configure SSL-VPN scheduled reports and summarization, perform the
following tasks:

1. Onthe SSL-VPN tab, navigate to Configuration > Scheduled Reports.
2. Click the Add button.
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3. The Scheduled Report Configuration form displays. Fill out the fields
accordingly. For more information, see the following sections:

— “Configuring Scheduled Reports” on page 134
— “Scheduling PDF Compliance Reports” on page 144
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Configuring SSL-VPN Summarization

1. Onthe SSL-VPN tab, navigate to Configuration > Summarizer Settings.
The reports that can be summarized for a SSL-VPN appliance are
configurable at either global or unit level. The screen displays the
configuration appropriate for the level. The report type lists can also be
expanded for a detailed description of report content.
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The report types you can summarize are shown below.

Report Types to be Summarized
¥ Report Description
¥ Bandwidth Provides Bandwidth usage reparts.

Summary of Bandwidth usage over specified

Surnmary, Cwer Time time period.

Update | | Reset

Data Storage Configuration

Days To Store Summarized Data: (15 Update
Days To Store Raw Syslog Databases: (10 Update
Davys Tao Store Raw Syslog Files: |15 Update

Mote:
* Deletion of old data ocours evervday atr 14:30

* To change the scheduled deletion time, please go to the Console Panel- »Reports->Summarizer screen
(Delete Syslog Data Daily At settings).

* Limiting the number of davs to store will increase the overall performance of your WiewPoint system
and limits the size of the Database (Max limit is 2GE)

Mate: Surmarizer setkings For appliance(s) Aventail EX-1500

Gataprabha, QA Avenntail 750 differ between unit and group
lerel, The settings at the unit level will override the settings at
the Group level.

Swnc applianceis) to group level settings Update

SSL-VPN reports generated in ViewPoint can be exported in PDF format,
providing easy online transfer. For more information about the
Summarizer and exporting reports in PDF format, see:

“Selecting Reports for Summarization” on page 137
“Configuring Data Storage Settings” on page 139

“Using Summarize Now” on page 76

“Scheduling PDF Compliance Reports” on page 144
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CHAPTER 17
Viewing SSL-VPN Reports

This chapter describes the available reports for SonicWALL SSL-VPN
appliances.

For information on how to configure scheduled reports and summarization,
see:

« “Using and Configuring SSL-VPN Reporting” on page 295
Select from the following reports:

« “Viewing General Status Reports” section on page 299

« “Viewing SSL-VPN Bandwidth Reports” section on page 301

« “Using SSL-VPN Custom Reports” section on page 307

+ “Viewing SSL-VPN Resources Reports” section on page 325

« “Viewing SSL-VPN Authentication Reports” section on page 330
+ “Viewing the SSL-VPN Log” section on page 332

Viewing General Status Reports

The General > Status page contains information about the SSL-VPN
appliance or group of SSL-VPN appliances.

To view the Status page, perform the following steps:
1. Click the SSL-VPN tab.
2. Select MyReportsView or an SSL-VPN appliance in the left pane.
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3. Inthe center pane, expand the General tree and click Status. The Status
page displays.

When MyReportsView is selected, the Status page displays the license
status of all SSL-VPN appliances.

Global Nede: GlobalView Info
SSL-VPNs in the System: 2

Viewpoint License Status

SSL-VPN Status
corp sshvpn Mot Licensed
sslvpn 1.3 Licensed

When a unit is selected, the Status page displays information about the
SSL-VPN appliance, including model, serial number, firmware version,
time zone, license status, log settings, and other settings.

Unit Node: sshvpn 1.3
Model:

Serial Mumber:
Firmware Version:
SonicWALL IP:

Time Zone:

ViewPoint:

Syslog Format:

Status Messages Only:
Logs in UTC:

Viewpoint Mode Enabled:
Mame Resolution Mode:
Access Mode:

Info
SonicWALL S5L-VPN 2000
0006B1275C34
SonicDS S5L-VPN 3.5.0.4-21sv - English

Pacific Time (U5 & Canada)
Licensed

Default

Mo

Mo

Mo

Cisabled

HTTPS

_# Synchronize Settings With Appliance, And License Information
With MySonicWALL.com

Mote: Status information is updated every 24 hours. To refresh the
information, dick on the link above. To change these settings, you must log
into the appliance and update them manually.

4. In the unit view, to synchronize settings with the SSL-VPN appliance and
license information with MySonicWALL, click SynchronizeSettings With
Appliance, And License Information With Mysonicwall.com.
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Viewing SSL-VPN Bandwidth Reports

Bandwidth reports display the amount of data transferred through one or more
selected SSL-VPN appliances.

Bandwidth reports are an ideal starting point for viewing overall bandwidth
usage. You can view bandwidth usage view by hour, day, or over a period of
days. Additionally, you can view the top users of bandwidth.

From this information, you can determine network strategies. For example, if
you need more bandwidth, you might need to upgrade network equipment, or
you might simply need to curtail the bandwidth usage of a few employees.

Note  All reports appear in the time zone of the selected appliance.

Select from the following:

« “Viewing SSL-VPN Bandwidth Summary Reports” on page 301

« “Viewing SSL-VPN Top Users of Bandwidth Reports” on page 303

« “Viewing SSL-VPN Bandwidth Usage Over Time Reports” on page 304

« “Viewing SSL-VPN Top Users of Bandwidth Over Time Reports” on
page 306

Viewing SSL-VPN Bandwidth Summary Reports

The Bandwidth Summary report shows the number of connections handled by
a SSL-VPN appliance during each hour of the specified day, or at the global
level, by each SSL-VPN appliance for the day.

To view the Bandwidth Summary report, perform the following steps:
1. Click the SSL-VPN tab.
2. Select the global icon or a SSL-VPN appliance.
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3. Expand the Bandwidth tree and click Summary. The Summary page

displays.
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4. The graph displays the number of connections to the SSL-VPN appliance
during each hour of the day.

5. The table contains the following information:

— Hour—when the sample was taken.

— Connections—number of connections to the SSL-VPN appliance

6. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, click the Start field to access the drop-down calendar.

7. After selecting a date, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note The date setting will stay in effect for all similar reports during your
active login session.
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Viewing SSL-VPN Top Users of Bandwidth Reports

The Top Users report displays the users who used the most connections on
the specified date.

To view the Top Users report, perform the following steps:

1. Click the SSL-VPN tab.

2. Select a SSL-VPN appliance.

3. Expand the Bandwidth tree and click Top Users. The Top Users page

displays.
Top Users of Bandwidth @D caeate| B e
Userfiame w| Equas | w Staet [4[2007-58-28]
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4. The pie chart displays the percentage of connections used by each user.
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5. The table contains the following information for all users:
— Users—the user name
— Connections—number of connection events or “hits”

6. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart for the top six users, and a table for all users. To change the date
of the report, click the Start field to access the drop-down calendar.

7. To display a limited number of users, use the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note The date setting will stay in effect for all similar reports during your
active login session.

Viewing SSL-VPN Bandwidth Usage Over Time
Reports

The Bandwidth Usage Over Time report displays the daily number of
connections handled by a SSL-VPN appliance or a group of SSL-VPN
appliances for the specified time period.

To view the Bandwidth Usage Over Time report, perform the following steps:
1. Click the SSL-VPN tab.
2. Select the global icon or a SSL-VPN appliance.
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3. Expand the Bandwidth tree and click Over Time. The Over Time page

displays.
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4. The graph displays the number of connections during each day of the
specified time period.

5. The table contains the following information:

— Date—when the sample was taken

— Connections—number of hits

6. To change the date of the report, use the Search Bar and click the Start
or End fields to access the drop-down calendar.

7. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date range.

Note These date settings will stay in effect for all similar reports during
your active login session.
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Viewing SSL-VPN Top Users of Bandwidth Over Time
Reports

The Top Users Over Time report displays the users who used the most
connections during the specified date range. This report is available at the unit
level.

To view the Top Users Over Time report, perform the following steps:
1. Click the SSL-VPN tab.
2. Select a SSL-VPN appliance.

3. Expand the Bandwidth tree and click Top Users Over Time. The Top
Users Over Time page displays.
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4. The pie chart displays the percentage of connections used by the top
users.
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5. The table contains the following information for all users:
— Users—the user name of the user
— Connections—number of connection events or “hits”

6. The ViewPoint Reporting Module shows yesterday'’s report. To change the
date range of the report, click the Start or End field to access the
drop-down calendar.

7. To display a limited group of users, enter the user IDs in the Search Bar
fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

8. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected users and date range.

Note These settings will stay in effect for all similar reports during your
active login session.

SSL-VPN Custom Reports

Custom Reports are available at the unit level for appliances visible on the
SSL-VPN tab. Log Viewer must be enabled for the appliance. For information
about enabling Log Viewer, see “Viewing the SSL-VPN Log” on page 332.

When configuring a Custom Report on the Resource Activity page, the
Template Section acts as a query builder. You select the criteria for the report
that you want, and SonicWALL ViewPoint uses your input to query the raw
syslog database for the information, and then outputs the report. The Template
Section consists of two parts: the Date/Time section and the Report Layout
section.

After building your query in the Template Section and clicking the Generate
Report button, the report is displayed in the Report Section. The Report
Section is displayed in the lower half of the page, under the Template Section;
this layout is called Split Mode. You can easily toggle between Split Mode and
Full Mode. Full Mode can be used to display only the Template Section or only
the Report Section in a full page view.
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The Report Section displays the report and provides controls for pagination,
printing, and exporting the report in PDF or CSV format. You can also click the
Save Template button in this section if you want to save the settings for this
report as a template for reuse later. See the following sections for detailed
information:

“Toggling Between Split Mode and Full Mode” on page 308

“Configuring the Date and Time for Custom Reports” on page 311
“Configuring the Report Layout and Generating the Report” on page 314
“Generating the Custom Report” on page 320

“Viewing a Custom Report” on page 321

“Printing a Page or Exporting the Report as a PDF or CSV File” on
page 323

“Saving the Report Template” on page 324

Toggling Between Split Mode and Full Mode

The Custom Report page contains two main sections, the Template Section
and Report Section, which can be displayed together or independently
depending on the mode.
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When the Custom Report page is initially displayed for a selected appliance,
the Template Section is displayed in Full Mode. Split Mode is available, but the
Report Section displays no data until a report has been generated. The image
below shows the Custom Report > Resource Activity page with the Template
Section displayed in Full Mode.
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Custom Report — Resource Activity
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After generating a report, the page automatically changes to Split Mode and
displays the report settings in the Template Section in the top half of the page
and the report results in the Report Section in the lower portion. The image
below shows the Template Section and Report Section displayed in Split

Mode.
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At any time, you can change to Full Mode if you want to display either the
Template Section or the Report Section individually. From Full Mode, you can
easily change back to Split Mode.

To toggle between Split Mode and Full Mode:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
Custom Report page.

2. On a page that is currently displayed in Full Mode, to change the view to
Split Mode click the <Split Mode> button at the right side of the section
heading.
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3. Onapage that is currently displayed in Split Mode, do one of the following
to change to a Full Mode display of either the Template Section or the
Report Section:

— Click the <Full Mode> button to the right of the Template Section
heading.

— Click the <Full Mode> button to the right of the Report Section
heading.

Configuring the Date and Time for Custom Reports

At the top of the Template Section of the Custom Report page, the Date/Time
region provides a way to designate the time period to use when generating the
report. You can select either a Dynamic Date Range or a Static Date Range.

Both the Dynamic Date Range and the Static Date Range provide Start Time
and End Time settings. By using the Start Time and End Time fields, you can
specify the exact hour, minute, and second for both the beginning and the end
of the period for the report. When a start and end time is specified for a date
range containing multiple days, the start/end times are applied to each day of
the period when analyzing data for the report. The default is to include data for
the full 24 hours in each day of the date range.

Date/Time

= Slari Tme |00 w0 ; (D3 0%
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EreTime |22 &= 1 |BB W =
wimrt Date SlalTime (00 & ;|00 &
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SubicDateRange o i nate EndTme [23 % : (88 (85 %

Dynamic Date Range

The Dynamic Date Range selection allows you to select from four date
ranges and to specify the exact starting and ending times on the days in the
selected date range for the log data to be used for the report.

For the Dynamic Date Range, you can select from the following four date
choices:

+ Today — Uses log data from the current date, beginning just after midnight

« Yesterday — Uses log data from just after midnight of the previous day, up
to and including the most recent log message from the current date
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Week to Date — Uses log data from the current date, plus the seven
preceding days

Month to Date — Uses log data from the same date as the current date in
the previous month, up to and including the most recent log message from
the current date

When generating a report with a template containing a dynamic date range
setting, the dates used when referencing the log data are relative to the
current date. Thus, two reports generated from the same template on different
days will provide different results.

To select a Dynamic Date Range:

1.

Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

In the Template Section under Date/Time, select the Dynamic Date
Range radio button.

In the drop-down list, select Today, Yesterday, Week to Date, or Month
to Date.

For the Start Time, select the hour, minute, and second from the
drop-down lists in the Dynamic Date Range row. These settings specify
the earliest data to be included in the report, for each day of the date
range.

For the End Time, select the hour, minute, and second from the
drop-down lists. These settings specify the most recent data to be
included in the report, for each day of the date range.

To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Report Layout region
as well as the Date/Time region back to default settings.

Static Date Range

The Static Date Range selection allows you to specify the exact dates,
starting, and ending times on the days in the selected date range for the log
data to be used for the report. You can specify a single date or a date range,
and indicate the exact hour, minute, and second for both the beginning and
the end of the daily period for the report.
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popup calendar makes it easy to select the Start Date and End Date for the

date range, as shown below.
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To specify a Static Date Range:

1.

Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

In the Template Section under Date/Time, select the Static Date Range
radio button.

Click the Start Date field to access the pop-up calendar.

Use the navigation arrows near the top of the calendar to change the year
or month. Click the << button to move to the previous year, or hold the
button to select from a list of years. Click the >> button to move to the next
year, or hold the button to select from a list of years. Similarly, click the <
or >to move back or ahead by one month, or hold the button to select from
a list of months.

Click the desired start date in the calendar. This adds the date to the Start
Date field and closes the calendar.

Click the End Date field to access the pop-up calendar.

Use the navigation arrows near the top of the calendar to change the year
or month.

Click the desired end date in the calendar. This adds the date to the End
Date field and closes the calendar.

For the Start Time, select the hour, minute, and second from the
drop-down lists in the Static Date Range row. These settings specify the
earliest data for each day in the date range to be included in the report.
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10. For the End Time, select the hour, minute, and second from the
drop-down lists. These settings specify the most recent data for each day
in the date range to be included in the report.

11. To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Report Layout region
as well as the Date/Time region back to default settings.

Configuring the Report Layout and Generating the

Report

Located in the Template Section of the Custom Report page below the
Date/Time region, the Report Layout region provides a way to specify the type
of data to include, and the format of the report. The Report Layout region has
a Detailed Report tab and a Summary Report tab. The report appearance and
the way information is organized is quite different between a Detailed Report
and a Summary Report.

The Detailed Report tab contains a list of data categories that you can add as
report fields, and allows you to specify query values for each. The categories
you select will appear as column headings in the report.

The Summary Report tab allows you to structure a report showing the top
elements of Resource Activity. You can select the number of top elements,
what to base the comparisons on, and the two data categories to evaluate
when determining the top elements. The generated report provides graphical
output that you can click to drill down for detailed information.

For more information about each of these Report Layout tabs, see the
following sections:

» ‘“Detailed Reports” on page 315
« “Summary Reports” on page 318
For information about the Filter operators, see the following section:

« ‘“Filter Operators” on page 319
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Detailed Reports

The Detailed Report tab is the default view in the Report Layout region.
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For a SSL-VPN Resource Activity report, the Select report field drop-down
list contains four data categories that you can add as column headings in the
report. The categories are:

- Destination IP — Adds a column containing the IP address of each
accessed resource

« Protocol — Adds a column containing the protocol used by the traffic

« Source IP — Adds a column containing the IP address of each system
which accessed a resource

« User — Adds a column containing the user ID

To include a field in the report, select a choice from the list and then click Add.
When you click Add, a row is populated in the table below, which has three
column headings: Field, Filter, and Options.

Note  When you place your mouse cursor over the row, under the Field
heading, the cursor changes to a “move” cursor. You can drag and
drop the rows to rearrange the column ordering in the final report.

In the Filter column, two fields are displayed: an operator field and an input

field. The operator field is a drop-down list containing the operator choices for
the selected report field. See “Filter Operators” on page 319 for a description
of each operator. The input field can be a drop-down list or a standard input
field, depending on the selected report field.

The operators and input fields are defined in Table 7 for each report field.

SonicWALL ViewPoint 6.0 Administrator’s Guidem

EX1015
CISCO SYSTEMS, INC. / Page 315 of 392



A Using SSL-VPN Custom Reports

Table 7 Operators and Input Fields for Each Data Type

Data Type Operators |Input Field

Destination IP Equals The input field is a standard input field where
Starts with  |you can type in the numbers to match, such
Ends with as 192 or 10.25. Leave the input field blank if
Contains you choose not to filter by a certain
destination IP address.

Protocol Equals The input field is a standard input field where
Start with you can type in the protocol to match, such
End with as FTP. Leave the input field blank if you
Contains choose not to filter by a certain protocol.

Source IP Equals The input field is a standard input field where
Starts with  |you can type in the numbers to match, such
Ends with as 192 or 10.25. Leave the input field blank if

Contains you choose not to filter by a certain source IP
address.
User Equals The input field is a standard input field where
Start with you can type in the user ID to match. Leave
End with the input field blank if you choose not to filter
Contains by a certain user.

In the Options column, two icons are displayed: an Eye [[§ and an X [[f .
You can click the Eye to toggle whether the report field on that row will be
displayed in the final report. This allows you to filter the report results based
on the selected report field and related filter value, but not display the field as
a column. When you click on the Eye icon within a row, the eye closes [F to
show that this field will not be displayed in the final report. The filter value will
still be used to filter results from the raw syslog database to apply towards the
report.

For example, you might specify the following Field/Operator/Filter Value:
Protocol/=/http. It would make sense to click the Eye icon to disable the
Protocol field from being shown in the report, since it would always just be
“http” and would not add any interesting information to the final report.
Contrast this with simply specifying the Protocol field and leaving the Filter
Value blank, in which case you would want to enable the Eye so that this
column would appear in the report showing a variety of protocols such as
udp/dns, tcp/http, udp/ntp, or numbered protocols such as udp/389 (the LDAP
protocol) or tcp/445 (MS Server Message Block (SMB) file sharing).

Clicking the X icon under Options deletes the selected report field from the
table, so it will not be used to generate the report results nor will it be displayed
in the report. Use the X icon instead of the Eye when you do not choose to
filter the report results based on the field.
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The Detailed Report tab also contains the Sort By drop-down list. The list
contains the Date/Time option and any other report fields that you have
selected from the eight data types. The choice you select will be used to order
the results in the report from the first page to the last. The selection in the left
drop-down list is used for the first sorting, then the selection in the right
drop-down list is used to sort and group the entries within each group resulting
from the the first sorting.

To configure a detailed report:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

2. In Report Layout region of the Template Section of the Custom Report
page, select the Detailed Report tab.

3. Inthe Select report field drop-down list, select a data type to include in
the report, and then click Add. A row for this field is populated in the table
below. Repeat this step to add other fields.

4. Optionally select an operator from the drop-down list under Filter in a
table row, and type in or select an input value to be matched when the
database is queried. Repeat this step for other rows to add filter values for
those fields.

5. To prevent a field from appearing in the final report, click the Eye icon in
that row so that the eye appears closed. To allow the field to be displayed
in the report, click the closed Eye icon to return it to normal appearance.

6. To delete a field from the table, click the X icon in that row.

7. To sort the report pages by a different field than the default of Date/Time,
select the desired field from the Sort by drop-down list.

8. To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Date/Time region and
the Report Layout region back to default settings.
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Summary Reports

The Summary Report tab is available in the Report Layout region of the
Template Section.

Report Layout

Summary Report

Tep |8 | Summary Report Simeary Sase | Event Count w

Drag & feld below bo U right bo be & semmsy grous
Desnnasan I
Lewel | Semmary Groop
Frotoc
Soie IP

Ly
Lewed 1 Summary Giowp

The Top drop-down list provides selections for the number of entries to display
in the report. For example, if the User field is selected below as a Summary
Group, and 5 is selected in the Top drop-down list, the report will provide
entries for the top five users. For all Custom Reports, available numbers in the
Top drop-down list are 5, 10, 20, 50, and 100.

The Summary Base drop-down list offers a selection of traffic types that will
be used to determine the top usage for the selected field. For a SSL-VPN
Resource Activity report, the only Summary Base choice is Event Count.

Below the Top and Summary Base fields, you can create one or two Summary
Groups from the choices listed on the left side. For a SSL-VPN Resource
Activity report, the choices are Destination IP, Protocol, Source IP, or User.

To select a field for a Summary Group, simply drag and drop the desired field
from the list to either the Level 1 Summary Group or Level 2 Summary Group
boxes. When the field name is dragged to one of these, the operator
drop-down list and filter input value field are displayed, allowing you to specify
values to match when the data is searched. See “Filter Operators” on

page 319 for a description of each operator.

Either the Level 1 Summary Group field or the Level 2 Summary Group field
can be used alone; the resulting report will look the same in both cases.

When both the Level 1 and Level 2 Summary Group fields are populated, the
report will display the top entries for the Level 2 field for each of the top entries
for the Level 1 field. For example, if User is dragged to the Level 1 Summary
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Group and Domain is dragged to the Level 2 Summary Group, and 5 is
selected in the Top drop-down list, the generated report will display the top five
domains visited by each of the top five users.

To configure a summary report:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report type you want.

2. In Report Layout region of the Template Section of the Custom Report
page, select the Summary Report tab.

3. Inthe Top drop-down list, select the number of entries to be displayed in
the report.

4. Inthe Summary Base drop-down list, use the default, Event Count.

5. To specify the field for the Level 1 Summary Group, click and drag the
desired field from the list on the left to the Level 1 Summary Group field,
and then release your mouse button to drop the field into position. The
filter operator and input field are displayed next to the field name.

Level 1 Summary Group

User Equals b

6. To specify the field for the Level 2 Summary Group, click and drag the
desired field from the list on the left to the Level 2 Summary Group field,
then release your mouse button to drop the field into position. The filter
operator and input field are displayed next to the field name.

7. To specify a filter operator and filter value for a Summary Group, select the
operator from the drop-down list next to the field and type a filter value into
the input field to the right of the operator.

8. To change the settings back to the defaults, click Reset at the bottom of
the Template Section. Note that this will change the Date/Time region as
well as the Report Layout region back to default settings.

Filter Operators

When configuring the Report Layout on either the Detailed Report tab or the
Summary Report tab, you can specify filter values to be matched in the
database during report generation. Depending on the selected field type, text
string or numeric, several filter operators are available. The filter operators are
used with a filter input value to determine which data should be included in the
report.

The operators are defined as shown in Table 8.
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Table 8 Filter Operators

Operator Definition

Equals Only data that exactly matches the filter input text will
be included in the report

Start with Data that begins with the input text will be included in
the report

End with Data that ends with the input text will be included in
the report

Contains Data that contains the input text will be included in the
report

= Only data that exactly matches the filter input
numerical value will be included in the report

> Data values that are greater than the input numerical
value will be included in the report

>= Data values that are greater than or equal to the input
numerical value will be included in the report

<= Data values that are less than or equal to the input
numerical value will be included in the report

< Data values that are less than the input numerical
value will be included in the report

I= Data values that are not equal to the input numerical
value will be included in the report

Generating the Custom Report

The Generate Report button at the bottom of the Template Section is used to
create the report. Before clicking Generate Report, use the Template Section
to specify the time period for the report and the contents and layout of the
report.

Note Custom Reports are available at the unit level and Log Viewer must
be enabled for the appliance. For information about enabling Log
Viewer, see “Viewing the SSL-VPN Log” on page 332.

To generate a custom report:

1. Select a unit for which Log Viewer is enabled, and then navigate to the
page under Custom Report for the report you want.
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2. Inthe Date/Time region of the Template Section, specify the time period
that the report will cover. For detailed information and instructions, see
“Configuring the Date and Time for Custom Reports” on page 311.

3. Inthe Report Layout region of the Template Section, specify the contents
and appearance of the report. For detailed information and instructions,
see “Configuring the Report Layout and Generating the Report” on
page 314.

4. Click Generate Report to create the report using the specified
configuration.

Viewing a Custom Report

After you click Generate Report, the Report Section is displayed in Split Mode
in the lower half of the main window, even if you previously were in Full Mode
for the Template Section.

Pagination controls are displayed at the upper right of the report, just below
the Save Template button and the printer, PDF, and Excel icons. Navigation
buttons are provided to take you to the first page, next page, previous page,
and last page, or you can specify an exact page number in the field.

HR 15| D[]

In a Detailed Report, the selected report fields are displayed as column
headings. You can click on any column heading to sort that page by the values
in the column that you click. Click again to toggle between ascending and
descending order on that page. When you navigate away from that page and
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then come back using the pagination controls, the page reverts to the original
sorting order as specified in the Sort by field of the Template Section before
generating the report.
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In a Summary Report, the Report Section displays the event count as
horizontal bar charts. This lets you see the information at a glance, such as
who had the most resource activity and which protocols they used the most.
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You can click on a bar in the chart to pop up detailed information, just like the
detailed report with all of the columns for all fields. The report lists details
about this Summary Group field only. For example, if the Summary Group
contains the User field and you click on a bar for one of the top users, the
report displays the date and time of all resource activity for the user, and
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includes data for every field available for detailed reports. A scroll bar is
provided along the bottom of the Detailed Information window to allow viewing
of all four fields plus the date and time column.

The Detailed Information window is shown below.
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Printing a Page or Exporting the Report as a PDF or
CSV File

To print the current page of the report, click the printer icon [=3 at the top of
the Report Section. Your normal print dialog box pops up. This prints only the
page that is currently displayed.
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To export the entire report in PDF format, click the PDF icon ] at the top of
the Report Section. A PDF file is generated showing the report results in table
format.

To export the entire report in Microsoft Excel Comma Separated Value (CSV)
format, click the Excel icon [ at the top of the Report Section. A CSV file
is generated showing the report results in spreadsheet format.

The PDF can contain a maximum of 10,000 records. If your report contains
more than 10,000 records, you can use the Static Date Range fields to adjust
the dates and regenerate the report to shorten its length. You can save the
PDF or CSV file using any filename and location.

Saving the Report Template

After generating the report, you can save the settings for this report as a
template for reuse. You can select the saved template from the Template
Section at a later time, and use it to generate a report using the same settings.
The template is saved for the currently selected appliance and for the specific
user. The saved template will not be available for other appliances or for other
users.

To save the report template:

1. Inthe Report Section in the upper right corner, click the Save Template

button.

Report Sacton <Full Mode> |
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2. In the popup dialog box, type in a descriptive name for the template, up to
40 characters. The number of remaining characters allowed in the name
is displayed below the input field and changes as you type.

3. Click Save. If you are in a Full Mode display of the Report Section, you
can verify that the template has been saved by changing back to Split
Mode and viewing the contents of the Template drop-down list.
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Viewing SSL-VPN Resources Reports

Resources reports provide information on the amount of data transmitted
through the selected SSL-VPN appliance by each service or protocol.

Resources reports are useful for revealing inappropriate usage of bandwidth
and can help determine network policies. For example, if there is a large spike
of bandwidth usage, you can determine whether this is caused by regular Web
access, someone using FTP to transfer large files, an attempted Denial of
Service (DoS) attack, or another service.

Note All reports appear in the appliance’s time zone.

The procedures for viewing the Resources Reports are described in the
following sections:

« “Viewing SSL-VPN Resources Summary Reports” on page 325
+ “Viewing SSL-VPN Resources Top Users Reports” on page 327

Note  You cannot view resources reports from the global view.

Viewing SSL-VPN Resources Summary Reports

The Resources Summary report displays the number of connections handled
by each service or protocol during the specified day.

To view the Resources Summary report, perform the following steps:
1. Click the SSL-VPN tab.
2. Select a SSL-VPN appliance.
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3. Expand the Resources tree and click Summary. The Resources
Summary page displays.
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4. The graph displays the number of connections used by each service or
protocol during the day.

5. The table contains the following information:
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— Resource name—the service or protocol
— Connections—number of connection events or “hits”

6. To view the user detail for a particular resource, click the resource slice in
the pie chart or the resource name in the table to drill down for this

information.
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7. To return to the Resources > Summary page, click the Go Back button.
8. To change the date of the report, use the Search Bar and click the Start
field to access the drop-down calendar.

9. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Note This date setting will stay in effect for all similar reports during your
active login session.

Viewing SSL-VPN Resources Top Users Reports

The Resources Top Users report displays the users who used the most
connections on the specified date.
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To view the Resources Top Users report, perform the following steps:

1. Click the SSL-VPN tab.

2. Select a SSL-VPN appliance.

3. Expand the Resources tree and click Top Users. The Top Users page

displays.
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4. The pie chart displays the percentage of connections used by each user.
5. The table contains the following information for all users:
— Users—the user name

— Connections—number of connection events or “hits”
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6. To view the resources by service or protocol used by a particular user,
click the user slice in the pie chart or the user name in the table to drill
down for this information.
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7. To return to the Resources > Top Users page, click the Go Back button.

8. By default, the ViewPoint Reporting Module shows yesterday’s report, a
pie chart for the top six users, and a table for all users. To change the date
of the report, click the Start field to access the drop-down calendar.

9. To display a limited number of users, use the Search Bar fields.

Note The search bar fields use pattern matching with operators such as
“contains”. For example, “john” will match john_smith, john42, or
big_john.

10. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected day.

Note The date setting will stay in effect for all similar reports during your
active login session.
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Viewing SSL-VPN Authentication Reports

The Authentication reports show user logins and failed login attempts.
Authentication reports are available at the unit level.

Note All reports appear in the appliance’s time zone.

Select from the following:
« “Viewing SSL-VPN User Login Reports” on page 330
« “Viewing SSL-VPN Failed Login Reports” on page 331

Viewing SSL-VPN User Login Reports

The user login report shows the user name, source host IP address, and time
of login for users that logged on to the SSL-VPN appliance during the specified
day.

To view the User Login report, perform the following steps:
1. Click the SSL-VPN tab.
2. Select a SSL-VPN appliance.

3. Expand the Authentication tree and click User Login. The User Login
page displays.
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4. The table contains the following information:
— Type—equal to User Login
— User Name—the user name
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— Source Host—the IP address of the user’s computer
— Time—the time that the user logged in
— Duration—the duration of the user login session

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start field to access
the drop-down calendar.

6. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing SSL-VPN Failed Login Reports

The failed login report shows failed login attempts for users who attempted to
log into the SSL-VPN appliance during the specified day. This report is useful
for identifying unauthorized access attempts and potentially malicious activity.

To view the Failed Login report, perform the following steps:
1. Click the SSL-VPN tab.
2. Select a SSL-VPN appliance.

3. Expand the Authentication tree and click Failed Login. The Failed
Logins page displays.

Failed Logins
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4. The table contains the following information:
— Type—equal to Failed Login
— User Name—the user name
— Source Host—the IP address of the user’s computer
— Time—the time that the user attempted to log in
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— Duration—not applicable

5. The ViewPoint Reporting Module shows yesterday’s report. To change the
date of the report, use the Search Bar and click the Start field to access

the drop-down calendar.

6. When you are finished, click Search. The ViewPoint Reporting Module
displays the report for the selected date.

Viewing the SSL-VPN Log

The Log Viewer contains detailed information on each transaction that
occurred on the SSL-VPN appliance. This information is stored for the time
that you specified in the configuration settings.

N\

Note The Log Viewer displays raw log information for every connection.
Depending on the amount of traffic, this can quickly consume a large
amount of space in the database. It is highly recommended to be
careful when choosing the number of days of information that will be
stored. For more information, see “Scheduling and Configuring

Reports” on page 133.

Viewing the Log for a SSL-VPN Appliance

To view the Log, perform the following steps:
1. Click the SSL-VPN tab.
2. Select a SSL-VPN appliance.
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Expand the Log Viewer tree and click Search. The Search page displays.

Enable Log Viewer

End Date: [a212007
Source IP: |AII—:| User: |—:|
Destination IP/Hostname: |h

Message Category: Connections RS

Message Text: _ | tblank for al)

Results Per Page: 500 |w

Note: Specifying date, time, IP address, and Message Category will result in faster report generation.

a Generate Report

Select Enable Log Viewer and then click Update to turn on collection of
raw data in the database and enable viewing of that log data. This can
consume a large amount of space in your database. Review your
database space constraints before enabling the log viewer.

Under Select Search Criteria, select the date range to view data from in
the Start Date and End Date fields.

Enter the starting time of events to view in the Start Time field.
Enter the ending time of events to view in the End Time field.

To limit the report to data originating from specific IP addresses, enter the
source IP address in the Source IP field. To view all IP addresses, enter
All.

To view log entries for data originating from a particular user, enter the
user name in the User field.

To limit the report to data going to specific IP addresses or hosts, enter the
destination IP address or host name in the Destination IP/Hostname
field. To view data for all IP addresses, enter All.

Select the type of events to view from the Message Category list box. You
can select from the following:

— All Categories
— Connections

— Rejected Connections
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— User Events
— Unrecognized Events

12. To limit the report to messages containing a specific text string, enter the
text in the Message Text field. Leave the field blank to view all messages.

13. Select the number of entries to display per page from the Results Per
Page field.

14. Click Generate Report. The Log Search Results page displays.

15. To view the next page of entries, click Next.

16. To generate another report, click Search again in the Log Viewer tree.
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Appendix A

Installing SonicWALL ViewPoint

This appendix is designed to help you install SonicWALL ViewPoint. If you have not
used SonicWALL ViewPoint before, you might want to familiarize yourself with
SonicWALL ViewPoint concepts and features. This appendix contains the following
sections:

“About Installing and Upgrading SonicWALL ViewPoint” section on page 336
“Activating SonicWALL ViewPoint on Your Appliances” section on page 340
“Installing Universal Management Suite” section on page 342

“Upgrading SonicWALL ViewPoint 5.1 to 6.0” section on page 349
“Registering SonicWALL ViewPoint” section on page 351

“Configuring Deployment Settings” section on page 354

“Upgrading from ViewPoint to GMS” section on page 356

“Miscellaneous Procedures and Troubleshooting Tips” section on page 368
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About Installing and Upgrading
SonicWALL ViewPoint

You can either perform a fresh installation of SonicWALL ViewPoint using the installer
or upgrade a previous installation of SonicWALL ViewPoint, patched or unpatched.

The upgrade installer checks with the SonicWALL backend to see if the

SonicWALL ViewPoint deployment has valid support. If it does not, then the upgrade
discontinues. When the SonicWALL ViewPoint installer detects that the SonicWALL
backend site is not accessible, it prompts the user to enter an Upgrade Key.

Inaccessible SonicWALL Backend |

o' GMS Upgrade Key:
{
a4 I Cancel |

If the key is valid, it allows the upgrade to continue. If the key is invalid, the installation
fails.

Note The upgrade key can be obtained by contacting SonicWALL
Technical Support.

Installing SonicWALL ViewPoint

This chapter describes how to install or upgrade SonicWALL ViewPoint.
To install or upgrade SonicWALL ViewPoint, complete the following procedures:
» Review the installation requirements. See “Installation Overview” on page 336.

« Toinstall SonicWALL ViewPoint, see “Installing Universal Management Suite” on
page 342.

Installation Overview

The SonicWALL ViewPoint Installation program is an HTML-launched installer that
automatically detects whether you are installing on Windows Server 2000/2003/2008.
After the installation program detects the operating system, the installation procedure is
identical.
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System Requirements

Note  SonicWALL does not support installations of ViewPoint running on
any virtualization software, such as VMware.

Before installing SonicWALL ViewPoint, review the requirements in the following
sections:

« Operating System Requirements, page 337

- Database Requirements, page 337

« Java Requirements, page 338

« Browser Requirements, page 338

» Hardware Requirements, page 339

e SonicWALL Appliance and Firmware Support, page 339
» Network Requirements, page 339

e MySonicWALL Account Requirements, page 340

Operating System Requirements
In order to install and run SonicWALL ViewPoint, you must be logged in as the
administrator. SonicWALL ViewPoint is supported on the following operating systems:
« Windows Server 2008 SBS, 64-bit
» Windows Server 2008 Standard (SP1), 32-bit and 64-bit
e Windows Server 2003 (SP2), 32-bit and 64-bit
«  Windows Server 2000 (SP4)
«  Windows 7, 32-bit and 64-bit
«  Windows Vista (SP1), 32-bit and 64-bit
«  Windows XP Professional (SP3), 32-bit
In all instances, SonicWALL ViewPoint runs as a 32-bit application.

Database Requirements
For fresh installations or after upgrading from 5.1, SonicWALL ViewPoint 6.0 supports
the following database:

«  MySQL 32-bit version 5.0.83 for Windows, bundled with SonicWALL ViewPoint
5.1 and above
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The MySQL 5.0 separate installer that was provided with SonicWALL ViewPoint 5.0 is
still supported.

The requirements for the MySQL server are as follows:
«  Windows 2000 (SP4) and newer Windows operating systems
«  Minimum 300 GB hard disk space
«  Minimum 2 GB RAM
» NTFS file system
« Not a Virtual Machine (VM)

After upgrading from 5.1, SonicWALL ViewPoint 6.0 supports the following databases
only when the database was already in use prior to upgrading:

« Microsoft SQL Server 2005 (SP2), 32-bit and 64-bit, as follows:

— SQL Server 2005 Workgroup

— SQL Server 2005 Standard

— SQL Server 2005 Enterprise

— SonicWALL ViewPoint does not support Microsoft SQL 2005 Express
« Microsoft SQL Server 2000 (SP4)
» Microsoft Desktop Engine (MSDE) bundled with ViewPoint

Java Requirements

Java Plug-in version 1.6 or higher is required on client machines when accessing the
SonicWALL ViewPoint application interface. SonicWALL Universal Management Suite
(UMS) automatically downloads the latest Java Plug-in. SonicWALL UMS services use
JRE 1.6. For the Web server, SonicWALL UMS uses Tomcat 6.0.20.

Browser Requirements

« Microsoft Internet Explorer 6.0 or higher
» Mozilla Firefox 2.0 or higher
» Pop-up blocker disabled

SonicWALL ViewPoint supports SSL 3.0 / TLS 1.0 for HTTPS direct login to
SonicWALL appliances from SonicWALL ViewPoint. For enhanced security across a
SonicWALL ViewPoint network for installations that must comply with stringent
regulatory compliance and account management controls as found in such standards as
PCI, SOX, or HIPAA, the following browsers have SSL 3.0/TLS 1.0 as standard
encryption protocols:

« Microsoft Internet Explorer 7.0 or higher
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Mozilla Firefox 2.0 or higher

Hardware Requirements

The hardware platform where SonicWALL ViewPoint is installed must meet the
following requirements:

N\

Note

x86 environment

3 GHz or faster single-CPU Intel processor
Minimum 2 GB RAM

At least 100 GB of free disk space

Ensure that the drive where SonicWALL ViewPoint is installed has
ample space to store the SonicWALL ViewPoint log files.

SonicWALL ViewPoint requires large amounts of disk space for database storage. In
early versions, the maximum raw syslog database size was 2 GB. SonicWALL ViewPoint
now provides enhanced database capacity by creating a new 2 GB database everyday.
Each file name includes the date it was created for easy reference.

SonicWALL Appliance and Firmware Support

You can use SonicWALL ViewPoint reporting for the following SonicWALL security
appliances:

SonicWALL firewalls running SonicOS 1.0 or higher, or SonicWALL firmware
6.1.2.0 or higher

SonicWALL SSL-VPN 200 / 2000 / 4000 running SonicOS SSL VPN 2.1 or higher
SonicWALL SRA 4200 running SonicOS SSL VPN 3.5.0.11 or higher

SonicWALL Aventail E-Class SRA EX-Series appliances running version 9.0 or
higher

SonicWALL CSM Series running SonicOS CF 1.0 or higher

Network Requirements

To complete the SonicWALL ViewPoint deployment process, the following network
requirements must be met:

Syslog and SNMP Port Settings

You should either disable your personal firewall, or enable ports for syslog, syslog
forwarding, and SNMP traps. The default syslog port is UDP 514 and the default SNMP
port is UDP 162.
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If the SonicWALL ViewPoint system is behind a gateway or firewall, you may need to
open up these ports on that device.

Static IP / DHCP

If accessed from the WAN interface, the SonicWALL appliance must have a static IP
address. Otherwise, it may have either a static or dynamic IP address.

HTTP /HTTPS

HTTP and HTTPS access for adding a SonicWALL appliance to ViewPoint is supported
as follows:

« HTTP for access to a LAN IP address only
« HTTPS for access to a LAN IP or WAN [P address

MySonicWALL Account Requirements

A MySonicWALL account is required to complete the SonicWALL UMS installation and
registration process. If you do not already have a MySonicWALL account, open a Web
browser and navigate to the following website:

http://www.mysonicwall.com

Follow the on-screen prompts to create a user account.

Activating SonicWALL ViewPoint on Your
Appliances

To use SonicWALL ViewPoint, you must license it on each SonicWALL security
appliance for which you want reports. The SonicWALL appliance must be registered on
MySonicWALL before you can purchase and activate the SonicWALL ViewPoint license
for it. You must also enable the SonicWALL ViewPoint license on the appliance itself.

See the following sections:
« “Registering Your SonicWALL Appliance” on page 341
« “Activating the ViewPoint Software on Your Appliance” on page 341

« “Enabling the ViewPoint License on Your Appliance” on page 342
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Registering Your SonicWALL Appliance

To register the SonicWALL appliance that ViewPoint will monitor, perform the
following steps:

1. Log on to MySonicWALL.
2. Click My Products. The SonicWALL My Products page displays.

My Products

Enter your SonicWALL serial number in the Serial Number field.

Enter a descriptive name for the SonicWALL appliance in the Friendly Name field.
Select the Product Group from the drop-down list.

Click Register. The MySonicWALL website registers the SonicWALL appliance.

o o~ w

Activating the ViewPoint Software on Your Appliance

To activate the SonicWALL ViewPoint software, perform the following steps:

1. Log on to mysonicwall.com.

2. Click the label of the newly registered SonicWALL appliance. The Service
Management page displays.

3. Scroll down to locate the ViewPoint service and click Enter Key. The Activate
Service page displays.

4. Enter the ViewPoint Activation Key in the Activation Key field. The ViewPoint
Activation Key is printed on the ViewPoint Software License Certificate shipped
with the ViewPoint package. If you purchased ViewPoint on mysonicwall.com, the
key is emailed to you.
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5. Click Submit. After the Activation Key is registered, a ViewPoint License Key will
appear. Carefully write down the ViewPoint License Key in a safe place.

Enabling the ViewPoint License on Your Appliance

To enable the SonicWALL ViewPoint license, perform the following steps:
1. Log into the SonicWALL appliance.
2. Navigate to Log > ViewPoint. The ViewPoint page displays.

3. Enter the ViewPoint License Key provided by mysonicwall.com in the Enter
Upgrade Key field.

4. Click Apply.
5. Restart the SonicWALL for the change to take effect.

Installing Universal Management Suite

This section provides the procedures to install the SonicWALL Universal Management

Suite (UMS) software. To install the SonicWALL UMS software, perform the following

steps:

1. Log on to your SonicWALL ViewPoint management computer as administrator
(Windows).

2. Run the SonicWALL ViewPoint installation file,
sw_gmsvp_win_eng_6.0.xxxx.xxxx.exe (where “xxxx” represent the exact
version numbers). It may take several seconds for the InstallAnywhere installer to
initialize.

Installinywhere

§ ) Installsnmahere iz preparing to install..
= |

[i.-.ll l

Cancel

[C]1997-2008 Acrezzo Software Ine. and/or InstallShield Ca. Ihe.
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3. In the Introduction screen, click Next.

% SonieWaLL Undwersal Man nent Sulte 4.0

Inesls el gusidin yous Shrough e installation of Eonicdig |

Linkverzal Managemen Sulte 6,00 Lise the “Mext button to proceed
1 e need screan. Myou'wan 10 changs someming in a prévious
gireen, click the "Frenlaws™ bulton. You may guit Me installer a1 any
firmix by clicking thee "Cancel button

In the License Agreement screen, select the radio button next to | accept the terms

4,
of the License Agreement. Click Next.

FALL Univers: it Suite 6.0

Installation and Use of SomMcWALL Unkersal Management Sulte
Gl Hanuires Accaptance of he hollowing Licensa Agraement:

End user Boensng Aoreement For Soniovral Giobal Management
Syt aned VIEWIEOINT

| This End Usel Livenssg dgreament (EVLA) i 3 legal agreement bebsen
| L, Ine, g )85 At L. sotuasce

| you and 5

| pradicl bdanitbed sterv, wilich inclode compuber solbmate and ane and
| . printed materals. and enline w1 elestionin

| #ecumantatea 00 TWAKT FRODUCT) iy Spéning he seiled package
|ty inalalling, wi elherssn using lhe SOFTWARE PRODUCT, you agoue b

| Bt Baunad By the teims of i EULA. 1 veu de nod apree is the fems af
thi ddaled package(s), indall ar ugé he

| alt amoolated me

| Bk [ ULE, A nat apén
Lnmemus ne snsnosr

(%) Dazeupt tlm tem of W Do Agwan

(0 | b HOT nzpt v b of Ure Lmrnm Sgresmisani
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5. Select the path to the folder where you would like to install SonicWALL ViewPoint.
You can accept the default path, C:\GMSVP, type in a new path, or click the
Choose button to navigate to the selected folder. When you are finished, click Next.

& SoenicWALL Universal Manopement Suite 6.0

Enter Install Folder Path Without Spaces:
CAGMET

[ mestore Detauit Forer | [ choose.. |

Tip Do not include spaces in the SonicWALL ViewPoint installation path.
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6. Select the IP address you want SonicWALL Services to bind to for capturing syslog
and SNMP packets. The default is your management computer IP address. To

provide a different IP address, select the radio button next to Other and enter the
IP address. Click Next.

 SonicWALL Univercal Manspement Suite 6.0

B address that SonicwiaLL Services wall bnd to
Fewr eapinuriee) LIDP snd S packers:

{5} 1000, 200, 251

Ooer: |G
Universal
Management
Suite

Itizimllerpateers

7. In the SonicWALL Universal Management Suite Settings window, enter the Web
server ports for HTTP and HTTPS.

f SonicWALL Universal Monopement Suite 6.0

Wb Server Posts fne managing the peaduct am thic Sereee

HITP Past .l]EI

HITFE Fart 447

Itz ullEresiteers
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v
Tip If you receive the message “Cannot bind to the port number specified. Please
specify a different one,” the port you specified in Web Server Port is in use
by another program, for example, Internet Information Services (11S).
Specify another unused Web server port, for example, 8080.
¥
Tip If you specify a custom port, you will need to modify the URLSs you use to

access SonicWALL ViewPoint by using the following format:
http://localhost:<port>/sgms/login (to login from the local host) or
http://<host_ipaddress>:<port>/sgms/login (to login from a remote
location). For example, if you specified port 8080, the URL would be
http://localhost:8080/sgms/login for a local host login, or
http://10.0.93.20:8080/sgms/login for a remote login.

8. Click Install. You may see a Windows Firewall security alert. If you do, click
Unblock.

2 Windows Security fibar El

r*' | Tobelp peodnet youm compuier. Windoowe Firesall haz hincked
J pame leabianed of Thiv pocgam

Do poan waank ta ke blneking this progiam?

Hene  JavalIM] 2 Platlorm Slamdard Ediion by
P! 5 un Mesossbes. Inc

| Eespbiscking || Urbsck || ack MeLsie

Wirnhrrs Frineasl haz bocksd B program boes acceplng conmschons |iom e
Indrnad or & nestwork. [ wou incognizs Ehe pengeam o (Tt He: poblishes, you can
unblock. i wihen thookd | imblck & prooran?
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Installing Universal Management Suite W

The Installer displays the installation progress during the few minutes required.
Upon completion, whether or not the system has Windows Firewall enabled, a
dialog is displayed notifying you to either disable the firewall or manually open the
syslog and SNMP ports, and to ensure that these ports are open on your network
gateway or firewall. Click OK.

SychopelSHAR Caplone

‘3 Syslogs SNMP Caplurs

B i hire B Pranal | ilss pifsaie ninning on this sebem.
wlama duabla il for propar funglioning of his produsl Aleinaliealy,
wou sheuld anabls pafs L Syilagehypis ally B9, Sydag
Fesvarding (yploally 2#007) and SHMP baps (thplaally 1820 on the
Faronal Firemall

#lgo, it you plan ts enable 3oy lemote appliance for HTTRE
Managerend, gou mill need 1o cenfiguis he Fiismall® slemey in
a0 o This fysham b forssard DI (ysleg (pod 515) and SHMP (o
182y packets to this sestem

Cithkmasibs, Bin LInred nill WUSR QA St Eretarm will Aol racaiun ary

Syriage and SHMF traps 1o1 He peegad dunclioning

=1

The Important Registration Information screen provides the URL and credentials
to use to access the SonicWALL ViewPoint Universal Management Host system
interface after restarting your system, as well as information about registration.

The default URL for accessing the interface from the local system is:
http://localhost:80/

The default credentials are:
User name — admin
Password — password

To register for a SonicWALL ViewPoint installation, enter the word VIEWPOINT
instead of a serial number when you register the product on MySonicWALL.
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Click Next.

Afor nstamatan and iebant, pliase acoess M HostWen niadach
at hipnacalnst B usihg cradanhals sdminipasswon b agin
ainad régialos wiur Safeans

Pt reglabaning your sofwan, pasass Usn tha 12-WMer GME sonal
RGO P ed

T e @estar ViewPaing, phdase ander e wand “EWPGINT whin
prampied $6r & senal numhoer

11. In the Installation Complete screen, select one of the following options for
restarting your system to complete the installation, and then click Done:

— Yes, restart my system

— No, I will restart my system myself

Note Restarting after installation is required for full functionality.

1 Swibe 6.0

The product his been mstaled in v foldes; CI3MEP, Press
“Dang” b quil the insballen

Afer you rebool the syilerm, acoess e Unbgrsal Managemend
Hosl configuration wabsile of hip Mocalhoel 8O o hurthes configun
e soplicabion, Use fhe credentisls admindpagsesond §o login

‘o need 10 eslard B srslem bo complele the mitalaton

() Yied, 1estint oy System
) N, 1 ol pstart ey systisen mysel

Initsllsnpetasre

MSonicWALL ViewPoint 6.0 Administrator’s Guide

EX1015
CISCO SYSTEMS, INC. / Page 348 of 392



12.

13.
14.
15.

Note

Upgrading SonicWALL ViewPoint 5.1 to 6.0 W

After restarting your system, you can access the SonicWALL ViewPoint UMH
system interface by either clicking on the new desktop shortcut for SonicWALL
Universal Management Suite 6.0 or by pointing your browser at
http://localhost:80/.

Your default Web browser will launch http://localhost:80/appliance/login.
Login using the username admin and the password password.

You will be prompted to change your password.

You are forced to change your password the first time you login.

Upgrading SonicWALL ViewPoint 5.1t0 6.0

To upgrade from SonicWALL ViewPoint 5.1 to 6.0 using the the Universal Management
Suite 6.0 single binary installer, perform the following steps:

1.

Log on to your SonicWALL ViewPoint management computer as administrator
(Windows). Launch the SonicWALL Universal Management Suite 6.0 installer, by
double-clicking the file sw_gmsvp_win_eng_6.0.xxxx.xxxx.exe (where “xxxx”
represent the exact version numbers). It may take several seconds for the
InstallAnywhere self-extractor to initialize.

In the Introduction screen, click Next.

In the License Agreement screen, select the radio button next to | accept the terms
of the License Agreement. Click Next.

When the installer detects that SonicWALL ViewPoint 5.1 is currently installed on
the system, a notification is displayed. Click Install to continue the upgrade.

The installer begins installing the files, using the existing installation folder, IP
address to which SonicWALL Services bind for capturing syslog and SNMP packets,
and Web port settings.
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6. The Installer displays the installation progress during the few minutes required.
Upon completion, whether or not the system has Windows Firewall enabled, a
dialog is displayed notifying you to either disable the firewall or manually open the
syslog and SNMP ports, and to ensure that these ports are open on your network
gateway or firewall. Click OK.

Ly slogs/ S Lapture

@ SyshogsSNMP Captura

gy have 8 Pemenal Fiiesas cofsare nning on this setem,
plears Seahls i prapar funstioning of this product ABasaSisly,
you should enable ports fon Syslogs (yplaally 8140 Syslag
Fomagrdiog (yplcally 28007 and SR bap (ppidally 1027+ B
Parzandl Finesall

B, I pew plas bs wmabby soy immols applianoe fon HTTRS
Managemend, pausill néad to sortigurs tha 1B sliseyg in
drend of this svstem to formsaid UDF Sysieg (pan 810 and SNMP (past
102} p skl Lo this spafes

Otharstse. s Unhvasal Management syestem will not e slve 2oy
Fopiblogr il BHMP 1 Ton i paspean fome Bising

7. The Important Registration Information screen provides the URL for access to the
SonicWALL ViewPoint Universal Management Host system interface after upgrade
completion, as well as information about registration.

The default URL for accessing the interface from the local system is:
http://localhost:80/

The default credentials are:
User name — admin
Password — password

To register for a SonicWALL ViewPoint installation, enter the word VIEWPOINT
instead of a serial number when you register the product on MySonicWALL.

Click Next.

8. The final installer screen contains the path of the installation folder, and warns you
that the Universal Management Suite Web page will be launched next. Click Done.

In the SonicWALL ViewPoint login page, enter the same credentials for User and
Password that you had in your earlier version prior to the upgrade.
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Registering SonicWALL ViewPoint

SonicWALL ViewPoint registration is performed using the Universal Management Host
system management interface. The first time you log into the system interface, the

System > Status page will display a Registration Pending notification at the top of the
screen, and the Register button will be available in the top right corner of the interface.

SONICWALL™ | UMH 5.1

« B Sy iy Repataten Perdieg: Cick Bcmiles o compiebe e regalation for B managemmnl wite
Tiata Status Information
T General
Emarniy n nam "y GECRCIALL Lirvyeresl Maragesmant Hogt
Senal humber el
Samnge VTR g 350« Wearinesslayy Apedl 15, 2009 C4eE 358 i BOT)
¥ ZEnLE
o e e By
* &R Danihyméng
System
FHasl Mame TP
Cusrmel Temm
Operatng Sysiem
o

BLAM

Ayplable Doy Space on
Inseall D 7. 200 bl 5588 OF
Syakogs Brvve ire oial 5588 OF)

Gartling Sarted

ihpen Getiing Stacbed lostructioes In lies @indow

SonicWALL ViewPoint must be registered before you can use it. To complete
registration, SonicWALL ViewPoint must have access to the Internet. The
SonicWALL ViewPoint registration process sends your registration information to the
MySonicWALL registration site. When registration is completed, SonicWALL ViewPoint
will be licensed on your system.

Note  MySonicWALL registration information is not sold or shared with any
other company.

To register SonicWALL ViewPoint, perform the following steps:

1. Ina browser, log in to the system management interface
(http://<host>:80/appliance/login). If this is the first time you have logged in
after running the Installer and rebooting, you will be required to change the
password for the admin account. Enter the new password in the appropriate fields
and then click Submit.
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2. If the software detects that the Windows Firewall is enabled on the system, a
warning dialog box is displayed on top of the System > Status page. To receive syslog
and SNIMP packets, either disable the Windows Firewall or configure it to open
these ports (default syslog port UDP 514 and default SNMP port UDP 162). When
ready, click OK.

Optionally, you can select the Perform this check after 30 days checkbox if you

do not plan to disable the Windows Firewall immediately, and do not wish to see this
warning every time you login. The check for Windows Firewall cannot be disabled
completely, and if you leave it running you will see this alert after the 30-day delay.
You can repeat the delay as many times as needed.

& Windows Firewall - Alert!

Please check windows Firewall settings on the QM3 viewPaoint
Server,

I WWindows Firewall is enabled on your server, Syslog and SHMP
packets will not be collected by the praduct, which will affect the
Management, Alerting and Reporting functionalities of the
product,

Flease open "windows Firewall' in Control Panel to check the
status of Windows Firewall, Make sure you have either disabled
‘indows Firewsall software on the Server, or unblocked Syslog
{typically UDP S514) and SNMP (UDP 162) packets.

Click O only after vou have undertaken these steps,

™ Perfarm this check after 30 days.

3. In the System > Status page, click the Register button.

SONICWALL™Y | UMH 5.1
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4. In the License Management page, type your MySonicWALL user name and
password and then click Submit.

SONICWALT® | UMH 5.1
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5. In the next License Management page, type VIEWPOINT (all capital letters) into
the Serial Number field and leave the Authentication Code fields blank. Type a
descriptive name for the system into the Friendly Name field and then click

Licerse Hamagement

Seral Numnber: Mane
Enter your |1 chararier Sattunre Sonsl Rumber, Aieenncabon Cote 50 5 Frendy Nams
For Viewfomi: Frtm VIEWSCINT e Serial Miamber ared iormre Sustheneation Code

i bere # you hie an B characier Sevial lurder

Sl Plurioer
Aarrentcaten Cade: Wl i, s ?

Frerdily hiame;

Note  The Friendly Name for this system will also be used as the name for
the SonicWALL ViewPoint deployment. As you register SonicWALL
appliances on MySonicWALL, you will have the option of adding
them to this deployment for SonicWALL ViewPoint reporting.
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6. In the next License Management page, click Continue. This completes the
registration process.

Lewense Hanagemenk

Fensd Mumber: DOS0IEHALY

Thark you o reglening S producl, Regist abion compleled puciessiully,

Contnue

When registration is complete, the Deployment > Roles page is displayed. Although
there is only one possible role for a SonicWALL ViewPoint deployment, you must
still configure certain fields on this page and then click Update to fully activate the
application. For instructions on configuring these settings, see the “Configuring the
Deployment Role” section on page 32.

Configuring Deployment Settings

This section describes the settings available on the Deployment > Settings page of the
UMH system management interface, available by default at:
http://localhost/appliance

Configuring Web Port Settings

To change the Web port settings, perform the following steps:

1. On the Deployment > Settings page under Web Port Configuration, to use a
different port for HTTP access to the SonicWALL ViewPoint, type the port number
into the HTTP Port field. The default port is 80.

wieb Port Configuratson
HMITP port: 1)
HTTPS paw:

Lipclae Rrset

2. To use a different port for HTTPS access to the SonicWALL ViewPoint, type the
port number into the HTTPS Port field. The default port is 443.

3. Click Update to apply the Web port settings.

Note Changing the Web port settings will cause the system to restart.
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4. After the appliance restarts, use the new port to access the “appliance” or
SonicWALL ViewPoint management interface. For example:

— If you changed the HTTP port to 8080, use the URL:
http://<IP Address>:8080/appliance/

— If you changed the HTTPS port to 4430, use the URL:
http://<IP Address>:4430/appliance/

Configuring SMTP Settings

The SMTP settings are used for sending email alerts to the SonicWALL ViewPoint
administrator. To configure the SMTP settings, perform the following steps:

1. On the Deployment > Settings page under SMTP Configuration, enter the IP
address of the SMTP server into the SMTP server field.

SHMTP Canfiguration
EMT seruer:
Sereder address:

Adminésirabor address:

| dipdare | et

2. Inthe Sender address field, enter the email address that will appear as the ‘From’
address when email alerts are sent to the administrator.

3. Inthe Administrator address field, enter a valid email address for the
administrator who will receive email alerts.

4. Click Update to apply the SMTP settings.
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Upgrading from ViewPoint to GMS

SonicWALL ViewPoint installations have the option of upgrading to SonicWALL GMS
without reinstalling. You can start a 30-day Free Trial of SonicWALL GMS by clicking a
button or link in either the ViewPoint or Universal Management Host interface and
following a simple procedure. When you are ready to finalize the upgrade, your
SonicWALL reseller can provide you with the license key for a seamless transition to
SonicWALL GMS.

When five or more registered devices are connected to SonicWALL ViewPoint reporting,
the Try GMS Free - 30 Days button appears next to the tabs at the top of the
SonicWALL ViewPoint management interface.

SONICWALL™® | ViewPoint 5.1

You can also start the Free Trial by clicking Manage Licenses on the System >
Licenses page of the Universal Management Host interface, and then clicking the Try
link.

SONICWALL™ | UMH 5 4

PR P e i e

L

Admanesty atior Becurily Sevviin Blalus Frow Trial Manage Bervice Comank Faapslranbio
Smibirup ikl Manageiment, Syiten Het e Ine e e

ERsgroatics WeniiPoard Liceraad Urlmed

b Pl

For details on enabling the SonicWALL GMS Free Trial and purchasing the SonicWALL
GMS upgrade license, see the following sections:

« “Enabling the GMS Free Trial from ViewPoint” section on page 357

« “Enabling the GMS Free Trial from the UMH Interface” section on page 359

« “Completing the Free Trial Upgrade” section on page 360

« “Configuring Appliances for GMS Management” section on page 364

« “Purchasing a SonicWALL GMS Upgrade” section on page 366
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Enabling the GMS Free Trial from ViewPoint

When five or more devices are connected to SonicWALL ViewPoint reporting, the Try
GMS Free - 30 Days button appears next to the tabs at the top of the SonicWALL
ViewPoint management interface.

To find out how many devices your SonicWALL ViewPoint installation is handling, log
in to MySonicWALL and navigate to the My Products page. Click on the link for your
SonicWALL ViewPoint installation to get to the Service Management page, and scroll
to the bottom. You will see the list of appliances under Associated Products.

To enable the 30-day SonicWALL GMS Free Trial from the SonicWALL ViewPoint
management interface, perform the following steps:

1.

In the SonicWALL ViewPoint management interface, click the Try GMS Free - 30
Days button next to the tabs at the top of the page.

d Taw I

The Viewpoint Upgrade Tool launches and guides you through the process of
installing the Free Trial or Upgrade. The tool displays the Upgrade Requirements
— Licensing screen. Before migrating to GMS 5.1, ensure that all appliances under
Viewpoint reporting are registered to the same MySonicWALL account. Follow the
steps provided in the screen, and then click Proceed.

Upiracks Reduirements - Licersing

Yok be @M T upgrade (GHS Pree Tod o Pull Ucenge |, repares thet of spelances in roar YemPort seftware be regstered to
b i My Sonic WALL sceourd. I appllarees are vl iy ghed prior B s opdradie, TS il b rissineg easoritial Puncionally such
&2 ths shality tn bewseps ervicss wred pafoam Frmeans upgradies, IF ehie i the cate, plegcs shost B upgrats aned concabists ol the
anpllances i o ViesdPonk softesns inho e sams MySoncWi]L stooont Podoearg the steps Below, Difersiss, des Trocesd b
T

b atchas the MySorecW AL logn infio for the appliencs snd oy ndo the socount.
I Mter boogng into MyFons AL, navigate to the "My Products™ soeen snd ocate the acollance,

Fempantant: siala cate oF e savdl nomsiae and auhacshoati sodl S futies rafaae
N Lt e et bl i el 1 e Sl ML i i (e et My SR Seeiird ] it i
4. Chkon “Confm Delston” prosspd

B Thes apgkiaice K i ey for g aton 0o GHGS. |
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The Upgrade Requirements — System screen displays the recommended
operating system, database, and hardware system requirements. Click Proceed.
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4. The ViewPoint Upgrade Tool displays the login screen for MySonicWALL. Enter
your MySonicWALL credentials and click Submit.

ViewPoint Lingrade Tool
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5. In the next ViewPoint Upgrade Tool page, click the Try link in the Free Trial
column for Global Management System.
Viewpoirt Lipgrade Toal
Shep 1. Upgrade the Licemse
1i5e s boacds ubdrads siresn fedvided below R0 upgrade the boeres from Vesadord o GG
Security Servioe Stakus Frewe Trial  Fanage Service ot Espiraiion
bl Marugemsnt Syciem Rt L meunc] Tex Lo i
Vi Liceremd Urismitesd
6.

From this point, the upgrade process continues with the same steps for access from
either the SonicWALL ViewPoint interface or the Universal Management Host

interface. To continue the procedure, perform the steps in the “Completing the Free
Trial Upgrade” section on page 360.

Enabling the GMS Free Trial from the UMH Interface

To enable the 30-day Free Trial of SonicWALL GMS from the Universal Management
Host interface on your SonicWALL ViewPoint system, perform the following steps:
1.

In the Universal Management Host interface, navigate to the System > Licenses
page and click Manage Licenses.

SONICWALL™ | UMH 5.1

Eeral Biuprbser: D001 I02FT0EC
Brwetration S Uy Service SEatus. Lot Vpivakion
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If you are not already logged into MySonicWALL, the MySonicWALL login screen
is displayed. Enter your MySonicWALL credentials in the appropriate fields and log
in.

2.
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3. On the next page, click the Try link in the Free Trial column for Global
Management System.
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4. From this point, the upgrade process continues with the same steps for access from
either the SonicWALL ViewPoint interface or the Universal Management Host
interface. To continue the procedure, perform the steps in the “Completing the Free
Trial Upgrade” section on page 360.

Completing the Free Trial Upgrade

This procedure provides the common upgrading steps for access from either the
SonicWALL ViewPoint interface or the Universal Management Host interface. To get to
this point in the process, follow the steps described in one of the two preceding sections:

- “Enabling the GMS Free Trial from ViewPoint” section on page 357

« “Enabling the GMS Free Trial from the UMH Interface” section on page 359
To continue the upgrade, perform the following steps:

1. In the ViewPoint Upgrade Tool page, click the Continue button.

Viewpoing Lipgrade Tool
Step 1. Upgrade the Lgense

Uk e lenvies upagrands sersen prorvicked Bedeay bo L ades the boeroe From Viewpoind b GHG

Cnbal Managrment System Free Trsl

Thard, youa ler o wbivesl 0 Gholsal Managemean Tyl o

[F waan chidias b5 purchass Global Mardgement Sysbem pubsciglion, wou misy do 85 8 Sy time dunng o sfter the Erial,

Cardrie L)

WSOnicWALL ViewPoint 6.0 Administrator’'s Guide

EX1015
CISCO SYSTEMS, INC. / Page 360 of 392



Upgrading from ViewPoint to GMS&

2. The next screen provides a summary of GMS and ViewPoint status. Verify that the
Try link for the Free Trial is gone and only the Upgrade link remains. The
Expiration column displays the expiration date of your Free Trial. You can click the

Upgrade link at any time during the Free Trial to purchase the SonicWALL GMS
upgrade. Click Proceed.

Viswpaoint Lipcrade Todl

Slep 1, Upgrade Uhe License
Buslons 5 o sumvnanry of the updraded beanses. Plase chok the "Frocesd” buttan bo continue o ithe rest sten

Security Service Stabus Free Trial  Manage Service Cound Espiration
Globul Management Sysbem Free Trial U e 15 25 1 7009
ViervalPcard Licormod ]

3. In the next ViewPoint Upgrade Tool page, you begin the configuration for
SonicWALL GMS instep 2 of the upgrade process. This page displays two sections:

Automatic Configuration — Contains a list of SonicWALL UTM or CSM
appliances in your ViewPoint installation. These appliances will be
automatically configured for SonicWALL GMS management.

Manual Configuration — Contains a list of SonicWALL Aventail, SSL-VPN, or
CDP appliances in your ViewPoint installation. You must manually configure
these appliances for SonicWALL GMS management. See the “Configuring
Appliances for GMS Management” section on page 364 for detailed
instructions on enabling SonicWALL GMS management on these appliances.
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When ready, click Proceed.
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4. When the configuration finishes, the ViewPoint Upgrade Tool displays the
completion dialog box. Click Close to log out of the console and restart the system.
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5. The GMS login page appears and requests that you reboot the system. Reboot the
system. If a reboot is not performed, you may encounter problems with the correct

IP Address appearing.

SonicWALL Global Management System Login
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6. After rebooting, log in with your ViewPoint credentials.

When you log in, you will see a button displaying the number of days left in your
Free Trial at the top of the page.
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Configuring Appliances for GMS Management

To manually configure the appliances listed in the Manual Configuration section of the
ViewPoint Upgrade Tool page (see Step 3. on page 361), perform the following steps for
each appliance:

1.

4.

In the SonicWALL GMS management interface, click the tab at the top of the page
that corresponds to the type of appliance, such as SSL-VPN or CDP.

In the left pane, right-click one of the listed appliances and select Modify Unit.

In the Modify Unit screen in the right pane, copy the appliance IP address in the
Managed Address section to your clipboard, or make a note of it.

SONICWALL™ | GMS 5.1
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Click Cancel.
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5. In the left pane, right-click the same appliance and select Login to Unit > Using
HTTPS.

% Globalview

£ cari sslvpn ¥ General

0 sshvpn 1.2 -

SR F Bandwidth
] ¥ Resources

L » Authentication

) Refresh » Configuration
=l Rename Unit,,,  [* Log Viewer
=5 add Unit...
&3 Modify Unit...
=% Delete

B Loginto Unit  » Using HTTPS I\L
LaX

6. In the appliance management interface, navigate to the System > Administration
page.
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7. Under GMS Settings, select the Enable GMS Management checkbox, or verify
that it is selected.

8. Inthe GMS Host Name or IP Address field, paste or type the appliance IP address
that you obtained from the Modify Unit screen in Step 3.

9. Click the Accept button at the top of the appliance interface screen.
10. Click the Logout button in the top right corner of the appliance interface screen.

11. Repeat these steps for each appliance listed in the Manual Configuration section of
the ViewPoint Upgrade Tool page.
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Purchasing a SonicWALL GMS Upgrade

You can purchase an upgrade to SonicWALL GMS at any time during the 30-day Free
Trial.

To purchase the SonicWALL GMS license, perform the following steps:

1. Inthe SonicWALL GMS interface, click the GMS Free Trial X Days Left button,
where X is the number of days left in the Free Trial.

L Tl

L AR Fram Tl 30 Dy L

2. In the Buy GMS page, click | want to upgrade to GMS now.

Buyy GMS

free Trial [ Upgrade options
Whee: U P oo plicnni b Dty 2 S Bowrnss o L ool 10w M5 i Il

& [mank bo uperads Lo OMS rovw

SONICWALL®

3. The Console > Licenses > Product Licenses page is displayed. Click Manage
Licenses.

SONICWALT™ | GMS 5
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4. In the next page, in the Manage Service column for Global Management System,
click the Upgrade link.
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5. The next page has Serial Number and Authentication Code fields for
SonicWALL GMS. You must contact your SonicWALL reseller to complete the
purchase and obtain the 12-character serial number and authentication code. Type
in the values to the Serial Number and Authentication Code fields.
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6. Enter a descriptive name for the SonicWALL GMS installation into the Friendly
Name field. This name will appear in your MySonicWALL account.

7. If your SonicWALL ViewPoint installation currently handles more than 10
appliances, when you upgrade to SonicWALL GMS you will need to purchase
additional SonicWALL GMS license(s) to manage the extra appliances. The standard
“10-node” SonicWALL GMS license provided with the Free Trial supports up to 10
managed appliances. Enter the license keys for any additional SonicWALL GMS
licenses into the GMS upgrade keys text box, one key per line.

8. Click Submit. The License page is displayed, showing that SonicWALL GMS is now
licensed.
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Miscellaneous Procedures and
Troubleshooting Tips

This section contains miscellaneous SonicWALL ViewPoint procedures and
troubleshooting tips.

Miscellaneous Procedures

This section contains information on procedures that you may need to perform. Select
from the following:

 Itis highly recommended that you regularly back up the SonicWALL ViewPoint
data. For more information, see “Backing up SonicWALL ViewPoint Data” on
page 368.

« SonicWALL ViewPoint requires Mixed Mode authentication when using SQL
Server 2000. To change the authentication mode, see “Changing the SQL Server
Authentication Mode” on page 369.

 Ifyou are reinstalling SonicWALL ViewPoint, preserving the previous configuration
settings can save a lot of time. To reinstall SonicWALL ViewPoint using an existing
SonicWALL ViewPoint database, see “Reinstalling SonicWALL ViewPoint Using an
Existing Database” on page 369.

 If you need to uninstall SonicWALL ViewPoint from a server, it is important to do
it correctly. To uninstall SonicWALL ViewPoint, see “Uninstalling SonicWALL
Universal Management Suite and Its Database” on page 369.

Backing up SonicWALL ViewPoint Data

SonicWALL ViewPoint stores its configuration data in the SGMSDB database. It is
important to back up this database and the individual SonicWALL ViewPoint databases
(sgmsvp_yyyy_mm_dd) on a regular basis.

The Console > Management > Database Maintenance page provides the necessary
support for backing up and restoring the MySQL database that is bundled with
SonicWALL UMS. For more information, see the “Database Maintenance” section on
page 66.

If you are using SQL Server, this can be accomplished by backing up the entire SQL
Server using the database backup tool. When using this tool, there is no need to stop the
SonicWALL ViewPoint services for database backup. However, make sure that the
backup occurs when SonicWALL ViewPoint activity is the lowest and that the backup
operation schedule does not clash with the SonicWALL ViewPoint scheduler.
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Note It is also recommended to regularly back up the entire contents of
the SonicWALL ViewPoint directory, the sgmsConfig.xml file.

Changing the SQL Server Authentication Mode
SonicWALL ViewPoint requires the Mixed Mode authentication mode. To change the
authentication mode from Windows Mode to Mixed Mode, follow these steps:
1. Start the Microsoft SQL Server Enterprise Manager.

2. Right-click the appropriate SQL Server Group and select Properties from the
pop-up menu.

3. Click the Security tab.

4. Change the Authentication mode from Windows only to SQL Server and
Windows.

5. Click OK.

Reinstalling SonicWALL ViewPoint Using an Existing Database
If you need to reinstall SonicWALL ViewPoint, but want to preserve the settings in an
existing SonicWALL ViewPoint database, follow these steps:

1. Install a new database, using the same username and password that you used for the
existing SonicWALL ViewPoint database.

2. Install SonicWALL ViewPoint using this new database.
3. Stop all SonicWALL ViewPoint services.

4. Open the sgmsConfig.xml and web.xml files with a text editor. Change the values
for the dbhost and dburl parameters to match the existing SonicWALL ViewPoint
database.

5. Restart the SonicWALL ViewPoint services.

6. Uninstall the new database.

Uninstalling SonicWALL Universal Management Suite and Its
Database

This section describes how to uninstall SonicWALL Universal Management Suite and its
components. Select from the following:

« To uninstall SonicWALL Universal Management Suite on the Windows platform,
see “Windows” on page 370.
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« To uninstall SonicWALL Universal Management Suite databases from Microsoft
SQL Server 2000, see “MS SQL Server 2000” on page 370.

Windows
To uninstall SonicWALL Universal Management Suite from a Windows system, follow
these steps:
1. Click Start, point to Settings, and click Control Panel.

2. Double-click Add/Remove Programs. The Add/Remove Programs Properties
window displays.

3. Select SonicWALL Universal Management Suite and click Change/Remove.
The SonicWALL Universal Management Suite Uninstall program starts.

4. Follow the on-screen prompts.

5. Restart the system. SonicWALL Universal Management Suite is uninstalled.

MS SQL Server 2000

To uninstall or remove the SonicWALL Universal Management Suite databases in the MS
SQL Server 2000, you can execute the following DOS command from any SonicWALL
Universal Management Suite server:

osgl -U username -P password -S dbHost_IP -gq “drop database SGMSDB'
osgl -U username -P password -S dbHost_IP -gq "drop database sgmsvp_yyyy mm_dd"

Or you can use the MS SQL Server's Enterprise Manager and delete the SGMSDB and
sgmsvp_ databases.

Troubleshooting Tips

This section contains SonicWALL ViewPoint troubleshooting tips.

Changing the Default Syslog Server Port Number
By default, the SonicWALL ViewPoint syslog server default port number is 514 on
Windows systems. To change the port number, follow these steps:
1. Open the sgmsConfig.xml file with a text editor.
2. Add the following line to the end of the file before the </Configuration> section:
Parameter name="syslog.syslogServerPort" value="port_number"
where port_number is the new port number.
3. Save the file and exit.
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You need Java Plug-in 1.6 or later to access the SonicWALL ViewPoint management

interface.

NS

>

Tip The Java Plug-in is automatically installed during the SonicWALL ViewPoint
installation. However, you can manually install the Java Plug-in by following

these steps.

To manually install the Java Plug-in, perform the following steps:

1. Download the installer from the Internet at:

http://java.sun.com/javase/downloads/index.jsp

Here are the Java SE downloads in detail.

JDK § Update 17

The JOK {which inchudes the JRE) is requirgd 19 devalop Java and JavaFx
applcations and applets. This spacial release provides a few key fixes

Dug for refease in Nevember 2002, tha Firgfor 1.6 Df"ﬁSE”E[}JIIES devaSER
Update 10or lster. Otherwize, Java-based web applications will nnl w

JRE & Update 17

Thie JRE 1 misguuned o in Jana and JanaFX ||:|p| :
npecial minnane preidos a fow bey fos. |

Cwue for refease in Mevember 2009, e Firefon 3.6 broy \'S-:rfE"JIIE: Jmﬁ SES
Update 10 or Iater, Otherwise, Java-based web applications will nnt

2. Execute the installer.

[

3. Select the radio button next to Accept the Terms of the License Agreement.

Click Next.

4. Select the radio button next to Typical installation and click Next.

It may take several minutes for the Java Plug-in to install.
In the Installation Complete window, click Finish.

— Restart your computer to complete the installation process.
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Appendix B

Technical Tips

This chapter includes the following sections:
« “Log Viewer” section on page 373
« “Real-time Syslog Viewer” section on page 375
« “Forwarding Syslog Data to Another Syslog Server” section on page 376

« “Posting ViewPoint Reporting to Another Web Server for End-User Access”
section on page 377

Log Viewer

The Log Viewer contains detailed information on each transaction that occurred on the
SonicWALL appliance. This information is stored for the time that you specified in the
configuration settings.

N\

Note The Log Viewer displays raw log information for every connection.
Depending on the amount of traffic, this can quickly consume a large
amount of space in the database. It is highly recommended to be
careful when choosing the number of days of information that will be
stored. For information about setting the number of days data is
stored, see “Enabling Report Table Sorting” on page 72.

To configure Log Viewer settings for generating a report, perform the following steps:
1. Startand log into SonicWALL ViewPoint.
2. Click the UTM or SSL-VPN tab.
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A L og Viewer

3.
4.

Note

© ® N o

11.
12.

Select a SonicWALL appliance.

Expand the Log Viewer tree and click Search. The Search page displays. Log
Viewer must be enabled for the appliance in order to display all the fields on the

page.

Lag Viewer Seitings
[=] Eralsie Log Veewer \nsle |
Select Search Critera

Start Dute 2010 - Start Time: Y 0 T

End Daite2 1250010 Enl Tamae! Pridligt
Sowrce [PjUker; A Sonrce Por

Destiabon [FHasthame: AR Destinabon Port

Mevssge Calegory: Conneclioss w

Mpsaage Tyt (s for all)

RAsulRs Per Page: o

Apphance Thesome: Ameicalos_Ageles
Knae! fm'.‘\-n; date, tme TP address, and Message Cabegery will resdt i Faster repart generanon.

Generale Repord

Select Enable Log Viewer and then click Update to turn on collection of raw data
in the database and enable viewing of that log data. This can consume a large amount
of space in your database. Review your database space constraints before enabling
the log viewer. The maximum number of appliances for which Log Viewer can be
enabled is controlled on the Console > Reports > Settings page. See “Controlling
the Number of Appliances with Log Viewer Enabled” on page 72.

Custom Reports are available on appliances with Log Viewer
enabled. See “Using Custom Reports on UTM Appliances” on
page 163.

Select the starting date to view from the Start Date list box.
Enter the starting time of events to view in the Start Time field.
Select the ending date of events to view in the End Date list box

Enter the ending time of events to view in the End Time field.

. Enter the source IP address to view in the Source IP Address field. To view all IP

addresses, enter All.
Optionally enter the source port to view in the Source Port field.

Enter the destination IP address to view in the Destination IP Address field. To
view all IP addresses, enter All.
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14.
15.
16.
17.

Real-time Syslog Viewer W

Optionally enter the destination port to view in the Destination Port field.
Select the type of events to view from the Message Category list box.

To search for specific message text, type the text into the Message Text field.
Select the number of entries to display per page from the Results Per Page field.
Click Generate Report. The Log Viewer Results page displays.

Real-time Syslog Viewer

The real-time syslog utility enables you to diagnose the system by viewing the syslog
messages in real time.

Note

Only use this utility when needed for diagnostic purposes.

To open the real-time syslog utility, perform the following steps:

1.

2
3.
4

Start and log into SonicWALL ViewPoint.
Click the UTM or SSL-VPN tab.
Expand Real-Time Viewer and click Syslog. The Real-Time Syslog page appears.

If syslog forwarding is not enabled, select Enable Syslog Forwarding, set the IP
address and port used by the syslog reader, and then click Update.
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10.
11.

If the Syslog Reader is not already running, click Start Syslog Reader.

Click Start Button at the bottom of the screen. The Syslog Viewer begins showing
the latest syslog entries.

Cnnbie Sysiog Foresnding P Addresse | 137.0.011 Porty (21007 | Uorlate ” Rewel |
Mode:
= The 1P addrass specerd shold be the Console fivel Sarver 1P address.
(Retommended vaius for porl s 21007).
= Trmmay e 2 few minutes for the system B update the new renfigurason.

v Start Syslog Reader

Syshog forwerding is enabled (B0 address: 122,000 1, Port: 210007 = nacx

Svelog Pascder & cuamenlly NOT rumrg,

Plesme ol | e §yolog Reader,
(MatrsTF you dn not have sufficent predeges, piease contact the adminisiraber)

To change how many messages are displayed, select a number from the Number of
Messages list box at the bottom of the screen.

Number Of Wessages: | 100 % | Refresh Time: |3 %| seconds| Fiter: | |

To change how often the Syslog Viewer is refreshed, select the time from the
Refresh Time list box at the bottom of the screen.

To stop the viewer, click the Stop button.
To search for text, use the browser’s Find utility.

When you are finished, close the Syslog Viewer.

Forwarding Syslog Datato Another Syslog

Server

To forward SonicWALL ViewPoint syslog data to another syslog server, perform the
following steps:

1.
2.

Open the sgmsConfig.xml file with a text editor.
Locate the following line:

Parameter name =“syslog.forwardToHost” value=

Add the IP address or hostname of the destination syslog server to the value
attribute.

Save the sgmsConfig.xml file and exit.
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5. Ensure that at least firmware 6.3.1.0 is running on the SonicWALL appliances.

N\

Note To configure SonicWALL ViewPoint to not store the syslog data
after it has been forwarded, you must disable the ViewPoint
Reporting Module. To do this, open the ViewPoint Settings page in
the Console Panel, deselect the Enable Reporting check box, and
click Update.

Posting ViewPoint Reporting to Another
Web Server for End-User Access

To allow end user access to another web server for end-user access, install the
SonicWALL ViewPoint Console in redundant mode.

You can then allow end user access to the redundant Console for viewing ViewPoint
Reporting real-time and historical reports. End user access will be isolated from the main
Console that is used for managing and configuring SonicWALL appliances.
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Web Filter reports 209
Web usage

exclusion list 53
Web Usage reports 191
Windows Firewall

disabling 339, 352
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Copyright Notice

© 2010 SonicWALL, Inc.
All rights reserved.

Under the copyright laws, this manual or the software described within, can not be copied, in whole or part, without the
written consent of the manufacturer, except in the normal use of the software to make a backup copy. The same
proprietary and copyright notices must be affixed to any permitted copies as were affixed to the original. This exception
does not allow copies to be made for others, whether or not sold, but all of the material purchased (with all backup
copies) can be sold, given, or loaned to another person. Under the law, copying includes translating into another
language or format.

Specifications and descriptions subject to change without notice.

Trademarks

SonicWALL is a registered trademark of SonicWALL, Inc.

Windows XP, Windows Vista, Windows 7, Windows Server 2008, Windows Server 2003, Internet Explorer, and Active
Directory are trademarks or registered trademarks of Microsoft Corporation.

Firefox is a trademark of the Mozilla Foundation.

Netscape is a registered trademark of Netscape Communications Corporation in the U.S. and other countries.
Netscape Navigator and Netscape Communicator are also trademarks of Netscape Communications Corporation and
may be registered outside the U.S.

Adobe, Acrobat, and Acrobat Reader are either registered trademarks or trademarks of Adobe Systems Incorporated
in the U.S. and/or other countries.

Other product and company names mentioned herein may be trademarks and/or registered trademarks of their
respective companies and are the sole property of their respective manufacturers.

End User Licensing Agreement For SonicWall ViewPoint

This End User Licensing Agreement (EULA) is a legal agreement between you and SonicWALL, Inc. (SonicWALL) for
the SonicWALL software product identified above, which includes computer software and any and all associated
media, printed materials, and online or electronic documentation (SOFTWARE PRODUCT). By opening the sealed
package(s), installing, or otherwise using the SOFTWARE PRODUCT, you agree to be bound by the terms of this
EULA. If you do not agree to the terms of this EULA, do not open the sealed package(s), install or use the SOFTWARE
PRODUCT. You may however return the unopened SOFTWARE PRODUCT to your place of purchase for a full refund.

The SOFTWARE PRODUCT is licensed, not sold.

You acknowledge and agree that all right, title, and interest in and to the SOFTWARE PRODUCT, including all
associated intellectual property rights, are and shall remain with SonicWALL. This EULA does not convey to you an
interest in or to the SOFTWARE PRODUCT, but only a limited right of use revocable in accordance with the terms of
this EULA.

. The SOFTWARE PRODUCT is licensed as a single product and can only be used as such.

. You may also store or install a copy of the SOFTWARE PRODUCT on a storage device, such as a network
server, used only to install or run the SOFTWARE PRODUCT on your other computers over an internal
network.

. You may not resell, or otherwise transfer for value, rent, lease, or lend the SOFTWARE PRODUCT.

. The SOFTWARE PRODUCT is trade secret or confidential information of SonicWALL or its licensors. You
shall take appropriate action to protect the confidentiality of the SOFTWARE PRODUCT. You shall not
reverse-engineer, de-compile, or disassemble the SOFTWARE PRODUCT, in whole or in part. The
provisions of this section will survive the termination of this EULA.

. You agree and certify that neither the SOFTWARE PRODUCT nor any other technical data received from
SonicWALL, nor the direct product thereof, will be exported outside the United States except as permitted by
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the laws and regulations of the United States, which may require U.S. Government export approval/licensing.
Failure to strictly comply with this provision shall automatically invalidate this License.

License

SonicWALL grants you a non-exclusive license to use the SOFTWARE PRODUCT for a number of SonicWALL eligible
products. This number is specified and shipped with the SOFTWARE PRODUCT. Support for additional SonicWALL
eligible products is subject to a separate upgrade license.

Upgrades

If the SOFTWARE PRODUCT is labeled as an upgrade, you must be properly licensed to use a product identified by
SonicWALL as being eligible for the upgrade in order to use the SOFTWARE PRODUCT. A SOFTWARE PRODUCT
labeled as an upgrade replaces and/or supplements the product that formed the basis for your eligibility for the
upgrade. You may use the resulting upgraded product only in accordance with the terms of this EULA. If the
SOFTWARE PRODUCT is an upgrade of a component of a package of software programs that you licensed as a
single product, the SOFTWARE PRODUCT may be used and transferred only as part of that single product package
and may not be separated for use on more than one computer.

Support Services

SonicWALL may provide you with support services related to the SOFTWARE PRODUCT (“Support Services”). Use of
Support Services is governed by the SonicWALL policies and programs described in the user manual, in “online”
documentation, and/or in other SonicWALL-provided materials. Any supplemental software code provided to you as
part of the Support Services shall be considered part of the SOFTWARE PRODUCT and subject to terms and
conditions of this EULA. With respect to technical information you provide to SonicWALL as part of the Support
Services, SonicWALL may use such information for its business purposes, including for product support and
development. SonicWALL shall not utilize such technical information in a form that identifies its source.

Ownership

As between the parties, SonicWALL retains all title to, ownership of, and all proprietary rights with respect to the
SOFTWARE PRODUCT (including but not limited to any images, photographs, animations, video, audio, music, text,
and ‘applets” incorporated into the SOFTWARE PRODUCT), the accompanying printed materials, and any copies of
the SOFTWARE PRODUCT. The SOFTWARE PRODUCT is protected by copyrights laws and international treaty
provisions. The SOFTWARE PRODUCT is licensed, not sold. This EULA does not convey to you an interest in or to the
SOFTWARE PRODUCT, but only a limited right of use revocable in accordance with the terms of this EULA.

U.S. Government Restricted Rights

If you are acquiring the Software including accompanying documentation on behalf of the U.S. Government, the
following provisions apply. If the Software is supplied to the Department of Defense (“DoD”), the Software is subject to
“Restricted Rights”, as that term is defined in the DOD Supplement to the Federal Acquisition Regulations (“DFAR”) in
paragraph 252.227 7013(c) (1). If the Software is supplied to any unit or agency of the United States Government other
than DOD, the Government's rights in the Software will be as defined in paragraph 52.227 19(c) (2) of the Federal
Acquisition Regulations (“FAR”). Use, duplication, reproduction or disclosure by the Government is subject to such
restrictions or successor provisions. Contractor/Manufacturer is: SonicWALL, Inc. 2001 Logic Drive, San Jose, CA
95124-3452, USA.
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Exports License

Licensee will comply with, and will, at SonicWALL's request, demonstrate such compliance with all applicable export
laws, restrictions, and regulations of the U.S. Department of Commerce, the U.S. Department of Treasury and any
other any U.S. or foreign agency or authority. Licensee will not export or re-export, or allow the export or re-export of
any product, technology or information it obtains or learns pursuant to this Agreement (or any direct product thereof) in
violation of any such law, restriction or regulation, including, without limitation, export or re-export to Cuba, Iran, Iraq,
Libya, North Korea, Sudan, Syria or any other country subject to applicable U.S. trade embargoes or restrictions, or to
any party on the U.S. Export Administration Table of Denial Orders or the U.S. Department of Treasury List of Specially
Designated Nationals, or to any other prohibited destination or person pursuant to U.S. law, regulations or other
provisions.

Miscellaneous

This EULA represents the entire agreement concerning the subject matter hereof between the parties and supercedes
all prior agreements and representations between them. It may be amended only in writing executed by both parties.
This EULA shall be governed by and construed under the laws of the State of California as if entirely performed within
the State and without regard for conflicts of laws. Should any term of this EULA be declared void or unenforceable by
any court of competent jurisdiction, such declaration shall have no effect on the remaining terms hereof. The failure of
either party to enforce any rights granted hereunder or to take action against the other party in the event of any breach
hereunder shall not be deemed a waiver by that party as to subsequent enforcement of rights or subsequent actions in
the event of future breaches.

Termination

This EULA is effective upon your opening of the sealed package(s), installing or otherwise using the SOFTWARE
PRODUCT, and shall continue until terminated. Without prejudice to any other rights, SonicWALL may terminate this
EULA if you fail to comply with the terms and conditions of this EULA. SonicWALL reserves the right to terminate this
EULA five (5) years after the SOFTWARE PRODUCT is issued to Licensee. In event of termination, you agree to
return or destroy the SOFTWARE PRODUCT (including all related documents and components items as defined
above) and any and all copies of same.

Limited Warranty

SonicWALL warrants that a) the software product will perform substantially in accordance with the accompanying
written materials for a period of ninety (90) days from the date of purchase, and b) any support services provided by
SonicWALL shall be substantially as described in applicable written materials provided to you by SonicWALL. Any
implied warranties on the software product are limited to ninety (90) days. Some states and jurisdictions do not allow
limitations on duration of an implied warranty, so the above limitation may not apply to you.

Customer Remedies

SonicWALL's and its suppliers’ entire liability and your exclusive remedy shall be, at SonicWALL's option, either a)
return of the price paid, or b) repair or replacement of the SOFTWARE PRODUCT that does not meet SonicWALL's
Limited Warranty and which is returned to SonicWALL with a copy of your receipt. This Limited Warranty is void if
failure of the SOFTWARE PRODUCT has resulted from accident, abuse, or misapplication. Any replacement
SOFTWARE PRODUCT shall be warranted for the remainder of the original warranty period or thirty (30) days,
whichever is longer. Outside of the United States, neither these remedies nor any product Support Services offered by
SonicWALL are available without proof of purchase from an authorized SonicWALL international reseller or distributor.

No Other Warranties

To the maximum extent permitted by applicable law, SonicWALL and its suppliers/licensors disclaim all other
warranties and conditions, either express or implied, including, but not limited to, implied warranties of merchantability,
fitness for a particular purpose, title, and non-infringement, with regard to the SOFTWARE PRODUCT, and the
provision of or failure to provide support services. This limited warranty gives you specific legal rights. You may have
others, which vary from state/jurisdiction to state/jurisdiction.
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Limitation of Liability

Except for the warranties provided hereunder, to the maximum extent permitted by applicable law, in no event shall
SonicWALL or its suppliers/licensors be liable for any special, incidental, indirect, or consequential damages for lost
business profits, business interruption, loss of business information,) arising out of the use of or inability to use the
SOFTWARE PRODUCT or the provision of or failure to provide support services, even if SonicWALL has been advised
of the possibility of such damages. In any case, SonicWALL's entire liability under any provision of this EULA shall be
limited to the amount actually paid by you for the SOFTWARE PRODUCT; provided, however, if you have entered into
a SonicWALL support services agreement, SonicWALL'’s entire liability regarding support services shall be governed
by the terms of that agreement. Because some states and jurisdiction do not allow the exclusion or limitation of liability,
the above limitation may not apply to you.

Manufacturer is SonicWALL, Inc. with headquarters located at 2001 Logic Drive, San Jose, CA 95124-3452, USA.
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