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Dr. Adam Sorini, Ph.D.

Senior Managing Scientist at Exponent, an engineering and 
scientific consulting firm.

Six-plus years experience in Exponent’s Electrical Engineering and 
Computer Science (EECS) practice.

10-15 computer security projects undertaken and resolved.

15-20 source code analysis projects undertaken and completed.

Certified Cyber-Forensics Professional (CCFP) , as recognized by 
the International Information System Security Certification 
Consortium.

Senior Member of the Institute of Electrical and Electronics 
Engineers (IEEE).

Author or co-author of several peer-reviewed cybersecurity 
articles and publications.

Held Q-Access Security Clearance from the U.S. Department of 
Energy.

Dr. Adam Sorini
B.S., M.S., Ph.D. in Physics
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Prior Art Evaluation

Examined and analyzed written documents

Ran the software

Examined user’s guides, manuals, datasheets, and other 
written documentation.

Set up experiments to better understand specific features, 
e.g., blocking packets

Overall, ran numerous experiments and documented the 
operation of the software
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Anticipation

1. A car with:

• 4 wheels

• an engine

• brakes

1. A car with:

• 4 wheels

• an engine

• brakes

Prior Art
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Obviousness

Is the invention obvious to a person of skill in the art 
at the time of the patent?
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TippingPoint IPS (Prior Art)

TippingPoint
Press Release

Jun. 16, 2003

TippingPoint
Data Sheet

Oct. 3, 2003

TippingPoint
Data Sheet

Dec. 7, 2003

TippingPoint
Appliance

Jan. 25, 2008

DTX590 

Apr. 16, 2014

’213 Patent

JTX005

Oct. 22, 2012

’205 Patent

JTX001

2003 2005 2007 20082004 2006 2009 2010 2011 2012 2013 2014

DTX641 at p. 48, 49 

DTX641 at p. 49, 52 

DTX641 at p. 57, 58 
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Check Point R75 (Prior Art)

Apr. 16, 2014

’213 Patent

JTX005

Oct. 22, 2012

’205 Patent

JTX001
Check Point R75 Release Map

Dec. 2010

DTX384

Check Point R75 Product 
Documentation

Dec. 15, 2010

DTX386

Check Point R75 YouTube Video

Jan. 2, 2011

DTX455

2010

Check Point R75 Press Release

Feb. 13, 2011

DTX641 at p.2

Copyright ©

DTX592

Check Point R75 Press Release

Feb. 8, 2011

DTX641 at p.6, 8

2010 2011 2012 2013 20142009
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Check Point R77 (Prior Art)

Apr. 17, 2015

’722 Patent

JTX003

Dec. 23, 2015

’856 Patent

JTX006Check Point R77 
Website

Jul. 15, 2014

DTX641

Check Point R77 
Release Map

Jul. 2014

DTX384

2014

DTX593

Copyright ©

Third Party Review 
of Check Point R77

DTX433

Sep. 2, 2014

Check Point R77 
Product 
Documentation

Aug. 26-27, 2013

DTX388, DTX017, DTX018 

2014 20152013
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PoliWall™ (Prior Art)

Oct. 22, 2012

’205 Patent

JTX001

Apr. 17, 2015

’722 Patent

JTX003

PoliWall 
Manual 
ver. 
2.01.01

Jan. 2011

DTX157 

First PoliWall 
with HIPPIE used

2006

Maestras
Depo. 27:7-14

PoliWall Manual 
ver. 2.00.01

Sep. 2010

DTX156 
PoliWall 
sales

Jan. 13, 2011

DTX163

PoliWall YouTube 
demonstration

Mar. 3, 2011

DTX158

2007 20082006 2009 2010 2011 2012 2013 2014 2015
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Anue 5236 Net Tool Optimizer (Prior Art)

Sale of 
NTO 
5236 to 
Allstate

3/3/09

Dozens of sales 
of NTO 5236

Jan. - Dec. 2010

NTO 5236 
User’s Guide

Aug. 27, 2009

Oct. 22, 2012

’077 Patent

JTX004

Dozens more sales of 
NTO 5236

Jan. – Dec. 2011

Over a dozen sales 
of NTO 5236

Mar. - Dec. 2009

DTX466

DTX473

2009 2010 2011 2012

DTX473

DTX467 DTX468
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First Disclosure of Asserted Claims

Jun. 2017

’865 App. 
Published

Oct. 2015

’213 App. 
Published

Nov. 2015

’077 App. 
Published

Apr. 2014 Sep. 2015

’205 Patent 
issued

Feb. 2016

’370 Patent 
issued

Aug. 2016

’722 Patent 
issued

2014 2015 2016 2017

’205 App. 
Published 
MISSING 
ASSERTED 
CLAIMS
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Normalization Charts
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Old Public Code
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c

Old Public Code
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Old Irrelevant Code

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 16



DDX 2 - 17

Old Google Code
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Multi-Line Python Comments
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MatrixSSL
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Duplicate Code
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Duplicate Code
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Duplicate Code
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Security Requirements

Extra Hi+

Extra Hi-

Very High+

Very High

Very High-

High+

High

High-

Nominal +

Nominal
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Estimated Costs Vary Drastically Depending on Security Requirement

Sorini Rebuttal Report at Tables 1 and 3.3
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Modified Development Costs

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 25



Invalidity

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 26



TippingPoint IPS Invalidates 
the ’205 Patent Claim 17
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one 
or more packet security gateways 
comprises computer hardware and 
logic configured to cause the 
packet security gateway to: 
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one 
or more packet security gateways 
comprises computer hardware and 
logic configured to cause the 
packet security gateway to: 
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one 
or more packet security gateways 
comprises computer hardware and 
logic configured to cause the 
packet security gateway to: 
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 32



DDX 2 - 33

’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 
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’205 Patent Analysis – TippingPoint IPS

DTX583

’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 
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’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 

’205 Patent Analysis – TippingPoint IPS

DTX583
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014
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’205 Patent: TippingPoint:

17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014
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’205 Patent: TippingPoint:

17… [d] receive, at a first time, a 
dynamic security policy specifying 
a first set of network addresses for 
which packets should be 
forwarded; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [d] receive, at a first time, a 
dynamic security policy specifying 
a first set of network addresses for 
which packets should be 
forwarded; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014
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’205 Patent: TippingPoint:

17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 

’205 Patent Analysis – TippingPoint IPS

DTX583
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014
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’205 Patent: TippingPoint:

17… [f] receive, at a third time, a 
dynamic security policy specifying 
a third set of network addresses 
for which packets should be 
forwarded, the second time being 
after the first time, the third time 
being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the 
second set of network addresses;

’205 Patent Analysis – TippingPoint IPS

DTX583
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’205 Patent: TippingPoint:

17… [f] receive, at a third time, a 
dynamic security policy specifying 
a third set of network addresses 
for which packets should be 
forwarded, the second time being 
after the first time, the third time 
being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the 
second set of network addresses;

’205 Patent Analysis – TippingPoint IPS

DTX583
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX590, DTX014
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’205 Patent: TippingPoint:

17… [g] receive packets associated 
with a network protected by the 
packet security gateway; and 

’205 Patent Analysis – TippingPoint IPS

DTX583
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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’205 Patent: TippingPoint:

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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’205 Patent: TippingPoint:

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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’205 Patent: TippingPoint:

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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’205 Patent: TippingPoint:

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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’205 Patent: TippingPoint:

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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’205 Patent: TippingPoint:

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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TippingPoint IPS Invalidates the ’205 Patent, Claim 17

’205 Patent: TippingPoint:

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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’205 Patent, Claims 17 and 33 Comparison

JTX001

17. A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management

server, wherein each packet security gateway of the one or more packet security
gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

33. One or more non-transitory computer-readable media having instructions stored
thereon, that when executed, cause each packet security gateway of one or more
packet security gateways associated with a security policy management server to:

receive a plurality of dynamic security policies from the security policy management server, receive a plurality of dynamic security policies from the security policy management server;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive packets associated with a network protected by the packet security gateway; and receive packets associated with a network protected by the packet security gateway; and

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.
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TippingPoint IPS Invalidates the ’205 Patent, Claim 33

’205 Patent: TippingPoint:

33. [a] One or more non-transitory computer-readable media having instructions stored thereon, that when executed, cause
each packet security gateway of one or more packet security gateways associated with a security policy management server
to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – TippingPoint

DTX585

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 73



DDX 2 - 74

’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1… [c] responsive to a determination 
by the packet-filtering device that 
the first packet satisfies one or 
more criteria, specified by a 
packet-filtering rule of the plurality 
of packet-filtering rules, that 
correspond to one or more 
network threat indicators of the 
plurality of network-threat 
indicators:
applying, by the packet-filtering 

device and to the first packet, an 
operator specified by the 
packet-filtering rule and 
configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [c] responsive to a determination 
by the packet-filtering device that 
the first packet satisfies one or 
more criteria, specified by a 
packet-filtering rule of the plurality 
of packet-filtering rules, that 
correspond to one or more 
network threat indicators of the 
plurality of network-threat 
indicators:
applying, by the packet-filtering 

device and to the first packet, an 
operator specified by the 
packet-filtering rule and 
configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;
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’722 Patent: TippingPoint:

1… [c] responsive to a determination 
by the packet-filtering device that 
the first packet satisfies one or 
more criteria, specified by a 
packet-filtering rule of the plurality 
of packet-filtering rules, that 
correspond to one or more 
network threat indicators of the 
plurality of network-threat 
indicators:
applying, by the packet-filtering 

device and to the first packet, an 
operator specified by the 
packet-filtering rule and 
configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;
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’722 Patent: TippingPoint:

1… [c] responsive to a determination 
by the packet-filtering device that 
the first packet satisfies one or 
more criteria, specified by a 
packet-filtering rule of the plurality 
of packet-filtering rules, that 
correspond to one or more 
network threat indicators of the 
plurality of network-threat 
indicators:
applying, by the packet-filtering 

device and to the first packet, an 
operator specified by the 
packet-filtering rule and 
configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1… [d] communicating, by the 
packet-filtering device, information 
from the packet-filtering rule that 
identifies the one or more 
network-threat indicators, and 
data indicative that the first packet 
was allowed to continue toward 
the destination of the first packet;
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1… [e] causing, by the packet-filtering 
device and in an interface, display 
of the information in at least one 
portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators;

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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’722 Patent: TippingPoint:

1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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’722 Patent: TippingPoint:

1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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’722 Patent: TippingPoint:

1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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’722 Patent: TippingPoint:

1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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DDX 2 - 100

’722 Patent: TippingPoint:

1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering 
rule to reconfigure the packet-
filtering device to prevent 
packets corresponding to the 
one or more criteria from 
continuing toward their 
respective destinations; and

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering 
rule to reconfigure the packet-
filtering device to prevent 
packets corresponding to the 
one or more criteria from 
continuing toward their 
respective destinations; and

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering 
rule to reconfigure the packet-
filtering device to prevent 
packets corresponding to the 
one or more criteria from 
continuing toward their 
respective destinations; and
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’722 Patent: TippingPoint:

1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering 
rule to reconfigure the packet-
filtering device to prevent 
packets corresponding to the 
one or more criteria from 
continuing toward their 
respective destinations; and

’722 Patent Analysis – TippingPoint

DTX585

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 103



DDX 2 - 104

TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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DDX 2 - 105

’722 Patent: TippingPoint:

1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:

preventing, by the packet-
filtering device, the second 
packet from continuing toward 
a destination of the second 
packet

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:

preventing, by the packet-
filtering device, the second 
packet from continuing toward 
a destination of the second 
packet
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’722 Patent: TippingPoint:

1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:

preventing, by the packet-
filtering device, the second 
packet from continuing toward 
a destination of the second 
packet

’722 Patent Analysis – TippingPoint
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’722 Patent: TippingPoint:

1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:

preventing, by the packet-
filtering device, the second 
packet from continuing toward 
a destination of the second 
packet

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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DDX 2 - 110

’722 Patent: TippingPoint:

1… [i] communicating, by the packet-
filtering device, data indicative that 
the second packet was prevented 
from continuing toward the 
destination of the second packet; 
and

’722 Patent Analysis – TippingPoint
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1… [j] causing, by the packet-filtering 
device and in the interface, display 
of the data indicative that the 
second packet was prevented from 
continuing toward the destination 
of the second packet.
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TippingPoint IPS Invalidates the ’722 Patent, Claim 1

’722 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;

’213 Patent Analysis – TippingPoint IPS
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;

’213 Patent Analysis – TippingPoint IPS
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;

’213 Patent Analysis – TippingPoint IPS
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’722 Patent: TippingPoint:

1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;
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1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;
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1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;
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1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways 
associated with a security policy 
management server and from the 
security policy management 
server, a dynamic security policy 
that comprises at least one rule 
specifying application-layer packet-
header information and a packet 
transformation function 
comprising a packet digest logging 
function to be performed on 
packets comprising the 
application-layer packet-header 
information;
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’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1… [b] receiving, by a packet security 
gateway of the plurality of packet 
security gateways, packets 
associated with a network 
protected by the packet security 
gateway;

’213 Patent Analysis – TippingPoint IPS

DTX587

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 124



DDX 2 - 125

’722 Patent: TippingPoint:

1… [b] receiving, by a packet security 
gateway of the plurality of packet 
security gateways, packets 
associated with a network 
protected by the packet security 
gateway;
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.

DTX590, DTX014

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 126



DDX 2 - 127

’722 Patent: TippingPoint:

1… [c] identifying, by the packet 
security gateway, from amongst 
the packets associated with the 
network protected by the packet 
security gateway, and on a packet-
by-packet basis, one or more 
packets comprising the 
application-layer packet-header 
information;
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1… [c] identifying, by the packet 
security gateway, from amongst 
the packets associated with the 
network protected by the packet 
security gateway, and on a packet-
by-packet basis, one or more 
packets comprising the 
application-layer packet-header 
information;
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1… [c] identifying, by the packet 
security gateway, from amongst 
the packets associated with the 
network protected by the packet 
security gateway, and on a packet-
by-packet basis, one or more 
packets comprising the 
application-layer packet-header 
information;
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’722 Patent: TippingPoint:

1… [c] identifying, by the packet 
security gateway, from amongst 
the packets associated with the 
network protected by the packet 
security gateway, and on a packet-
by-packet basis, one or more 
packets comprising the 
application-layer packet-header 
information;
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1… [d] performing, by the packet 
security gateway and on a packet-
by-packet basis, the packet 
transformation function on each of 
the one or more packets 
comprising the application-layer 
packet-header information, 
wherein the performing the packet 
transformation function comprises
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1… [d] performing, by the packet 
security gateway and on a packet-
by-packet basis, the packet 
transformation function on each of 
the one or more packets 
comprising the application-layer 
packet-header information, 
wherein the performing the packet 
transformation function comprises
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1… [d] performing, by the packet 
security gateway and on a packet-
by-packet basis, the packet 
transformation function on each of 
the one or more packets 
comprising the application-layer 
packet-header information, 
wherein the performing the packet 
transformation function comprises
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1… [d] performing, by the packet 
security gateway and on a packet-
by-packet basis, the packet 
transformation function on each of 
the one or more packets 
comprising the application-layer 
packet-header information, 
wherein the performing the packet 
transformation function comprises
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1… [e] identifying a subset of 
information specified by the packet 
digest logging function for each of 
the one or more packets 
comprising the application-layer 
packet-header information;
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1… [f] generating, for each of the one 
or more packets comprising the 
application-layer packet-header 
information, a record comprising 
the subset of information specified 
by the packet digest logging 
function; and
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1… [g] reformatting, for each of the 
one or more packets comprising 
the application-layer packet-
header information, the subset of 
information specified by the packet 
digest logging function in 
accordance with a logging system 
standard; and

’213 Patent Analysis – TippingPoint IPS

DTX587

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 141



DDX 2 - 142

’722 Patent: TippingPoint:

1… [g] reformatting, for each of the 
one or more packets comprising 
the application-layer packet-
header information, the subset of 
information specified by the packet 
digest logging function in 
accordance with a logging system 
standard; and
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1… [g] reformatting, for each of the 
one or more packets comprising 
the application-layer packet-
header information, the subset of 
information specified by the packet 
digest logging function in 
accordance with a logging system 
standard; and
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1… [g] reformatting, for each of the 
one or more packets comprising 
the application-layer packet-
header information, the subset of 
information specified by the packet 
digest logging function in 
accordance with a logging system 
standard; and
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1… [g] reformatting, for each of the 
one or more packets comprising 
the application-layer packet-
header information, the subset of 
information specified by the packet 
digest logging function in 
accordance with a logging system 
standard; and
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1… [h] routing, by the packet security 
gateway and on a packet-by-packet 
basis, to a monitoring device each 
of the one or more packets 
corresponding to the application-
layer packet-header information in 
response to the performing the 
packet transformation function.

’213 Patent Analysis – TippingPoint IPS

DTX587

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 147



DDX 2 - 148

’722 Patent: TippingPoint:

1… [h] routing, by the packet security 
gateway and on a packet-by-packet 
basis, to a monitoring device each 
of the one or more packets 
corresponding to the application-
layer packet-header information in 
response to the performing the 
packet transformation function.
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TippingPoint IPS Invalidates the ’213 Patent, Claim 1

’213 Patent: TippingPoint:
1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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Check Point R75 Invalidates the ’205 Patent, Claim 17

’205 Patent: Check Point R75

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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’205 Patent Analysis – Check Point R75

DTX583

’205 Patent: Check Point R75

17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one 
or more packet security gateways 
comprises computer hardware and 
logic configured to cause the 
packet security gateway to: 
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17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one 
or more packet security gateways 
comprises computer hardware and 
logic configured to cause the 
packet security gateway to: 
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’205 Patent: Check Point R75

17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one 
or more packet security gateways 
comprises computer hardware and 
logic configured to cause the 
packet security gateway to: 
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Check Point R75 Invalidates the ’205 Patent, Claim 17

’205 Patent: Check Point R75

17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17… [c] receive at least one rule 
specifying a set of network 
addresses for which associated 
packets should be forwarded and 
at least one rule specifying that all 
packets associated with network 
addresses outside the set of 
network addresses for which 
packets should be forwarded 
should be dropped; 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [d] receive, at a first time, a 
dynamic security policy specifying 
a first set of network addresses for 
which packets should be 
forwarded; 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 
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17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 
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17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 
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17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 
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17… [e] receive, at a second time, a 
dynamic security policy specifying 
a second set of network addresses 
for which packets should be 
forwarded; 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [f] receive, at a third time, a 
dynamic security policy specifying 
a third set of network addresses 
for which packets should be 
forwarded, the second time being 
after the first time, the third time 
being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the 
second set of network addresses;
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17… [f] receive, at a third time, a 
dynamic security policy specifying 
a third set of network addresses 
for which packets should be 
forwarded, the second time being 
after the first time, the third time 
being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the 
second set of network addresses;
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17… [f] receive, at a third time, a 
dynamic security policy specifying 
a third set of network addresses 
for which packets should be 
forwarded, the second time being 
after the first time, the third time 
being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the 
second set of network addresses;
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17… [f] receive, at a third time, a 
dynamic security policy specifying 
a third set of network addresses 
for which packets should be 
forwarded, the second time being 
after the first time, the third time 
being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the 
second set of network addresses;
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [g] receive packets associated 
with a network protected by the 
packet security gateway; and 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.

’205 Patent Analysis – Check Point R75

DTX584

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 182



DDX 2 - 183

’205 Patent: Check Point R75

17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17… [h] perform, on a packet by 
packet basis, at least one of 
multiple packet transformation 
functions specified by the plurality 
of dynamic security policies on the 
packets associated with the 
network protected by the packet 
security gateway, wherein each of 
the one or more packet security 
gateways is configured to perform 
the at least one of the multiple 
packet transformation functions 
specified by the plurality of 
dynamic security policies on the 
packets by performing at least one 
packet transformation function 
other than forwarding or dropping 
the packets.
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17. A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management

server, wherein each packet security gateway of the one or more packet security
gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

33. One or more non-transitory computer-readable media having instructions stored
thereon, that when executed, cause each packet security gateway of one or more
packet security gateways associated with a security policy management server to:

receive a plurality of dynamic security policies from the security policy management server, receive a plurality of dynamic security policies from the security policy management server;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive packets associated with a network protected by the packet security gateway; and receive packets associated with a network protected by the packet security gateway; and

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.
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33. [a] One or more non-transitory computer-readable media having instructions stored thereon, that when executed, cause
each packet security gateway of one or more packet security gateways associated with a security policy management server
to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways associated 
with a security policy management 
server and from the security policy 
management server, a dynamic 
security policy that comprises at 
least one rule specifying 
application-layer packet-header 
information and a packet 
transformation function comprising 
a packet digest logging function to 
be performed on packets 
comprising the application-layer 
packet-header information;
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1. [a] A method comprising:
receiving, by each of a plurality of 

packet security gateways associated 
with a security policy management 
server and from the security policy 
management server, a dynamic 
security policy that comprises at 
least one rule specifying 
application-layer packet-header 
information and a packet 
transformation function comprising 
a packet digest logging function to 
be performed on packets 
comprising the application-layer 
packet-header information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [b] receiving, by a packet security 
gateway of the plurality of packet 
security gateways, packets 
associated with a network 
protected by the packet security 
gateway;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [c] identifying, by the packet 
security gateway, from amongst the 
packets associated with the 
network protected by the packet 
security gateway, and on a packet-
by-packet basis, one or more 
packets comprising the application-
layer packet-header information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [d] performing, by the packet 
security gateway and on a packet-
by-packet basis, the packet 
transformation function on each of 
the one or more packets comprising 
the application-layer packet-header 
information, wherein the 
performing the packet 
transformation function comprises
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [e] identifying a subset of 
information specified by the packet 
digest logging function for each of 
the one or more packets comprising 
the application-layer packet-header 
information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [f] generating, for each of the one 
or more packets comprising the 
application-layer packet-header 
information, a record comprising 
the subset of information specified 
by the packet digest logging 
function; and
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [g] reformatting, for each of the 
one or more packets comprising the 
application-layer packet-header 
information, the subset of 
information specified by the packet 
digest logging function in 
accordance with a logging system 
standard; and
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [h] routing, by the packet security 
gateway and on a packet-by-packet 
basis, to a monitoring device each 
of the one or more packets 
corresponding to the application-
layer packet-header information in 
response to the performing the 
packet transformation function.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by 
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security 
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one 
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation 
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets 
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of 
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets 
corresponding to the application-layer packet-header information in response to the performing the packet transformation 
function.
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – Check Point R77

DTX586

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 217



DDX 2 - 218

’722 Patent: Check Point R77

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;

’722 Patent Analysis – Check Point R77

DTX586

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 218



DDX 2 - 219

’722 Patent: Check Point R77

1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, 

a plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat 
indicators;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [b] receiving, by the packet-
filtering device, a plurality of 
packets, wherein the plurality of 
packets comprises a first packet 
and a second packet;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [c] responsive to a determination 
by the packet-filtering device that 
the first packet satisfies one or 
more criteria, specified by a 
packet-filtering rule of the plurality 
of packet-filtering rules, that 
correspond to one or more 
network threat indicators of the 
plurality of network-threat 
indicators:
applying, by the packet-filtering 

device and to the first packet, an 
operator specified by the 
packet-filtering rule and 
configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;
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1… [c] responsive to a determination 
by the packet-filtering device that 
the first packet satisfies one or 
more criteria, specified by a 
packet-filtering rule of the plurality 
of packet-filtering rules, that 
correspond to one or more 
network threat indicators of the 
plurality of network-threat 
indicators:
applying, by the packet-filtering 

device and to the first packet, an 
operator specified by the 
packet-filtering rule and 
configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [d] communicating, by the 
packet-filtering device, information 
from the packet-filtering rule that 
identifies the one or more 
network-threat indicators, and 
data indicative that the first packet 
was allowed to continue toward 
the destination of the first packet;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [e] causing, by the packet-filtering 
device and in an interface, display 
of the information in at least one 
portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators;
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1… [e] causing, by the packet-filtering 
device and in an interface, display 
of the information in at least one 
portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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1… [f] receiving, by the packet-
filtering device, an instruction 
generated in response to a user 
invoking an element in the at least 
one portion of the interface 
corresponding to the packet-
filtering rule and the one or more 
network-threat indicators; and
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering 
rule to reconfigure the packet-
filtering device to prevent 
packets corresponding to the 
one or more criteria from 
continuing toward their 
respective destinations; and
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1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering 
rule to reconfigure the packet-
filtering device to prevent 
packets corresponding to the 
one or more criteria from 
continuing toward their 
respective destinations; and
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:
preventing, by the packet-filtering 

device, the second packet from 
continuing toward a destination 
of the second packet
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1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:
preventing, by the packet-filtering 

device, the second packet from 
continuing toward a destination 
of the second packet
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1… [h] responsive to a determination 
by the packet-filtering device that 
the second packet corresponds to 
the one or more criteria:
preventing, by the packet-filtering 

device, the second packet from 
continuing toward a destination 
of the second packet
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [i] communicating, by the packet-
filtering device, data indicative that 
the second packet was prevented 
from continuing toward the 
destination of the second packet; 
and
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [j] causing, by the packet-filtering 
device and in the interface, display 
of the data indicative that the 
second packet was prevented from 
continuing toward the destination 
of the second packet.
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;

’856 Patent Analysis – Check Point R77
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24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;

’856 Patent Analysis – Check Point R77

DTX588

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 251



DDX 2 - 252
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24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;
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’856 Patent: Check Point R77

24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;
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24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;
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24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;
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’856 Patent: Check Point R77

24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;
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’856 Patent: Check Point R77

24. [a] A packet-filtering system 
comprising:

at least one hardware processor; 
and

memory storing instructions that 
when executed by the at least 
one hardware processor cause 
the packet-filtering system to:
receive data indicating a plurality 

of network-threat indicators, 
wherein at least one of the 
plurality of network-threat 
indicators comprise a domain 
name identified as a network 
threat;

’856 Patent Analysis – Check Point R77
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24… [b] identify packets comprising 
unencrypted data;
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24… [b] identify packets comprising 
unencrypted data;
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24… [b] identify packets comprising 
unencrypted data;
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24… [b] identify packets comprising 
unencrypted data;
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24… [b] identify packets comprising 
unencrypted data;
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24… [b] identify packets comprising 
unencrypted data;
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24… [c] identify packets comprising 
encrypted data;

’856 Patent Analysis – Check Point R77
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Predefined Rule 
When you enable HTTPS inspection, a predefined rule is added to the HTTPS Rule 

Base. This rule defines that all HTTPS and HTTPS proxy traffic from any source 

to the internet is inspected on all blades enabled in the Blade column. By default, 

there are no logs.

Action 

The action is what is done to the traffic. Click in the column to see the options and select 

one to add to the rule. 

• Inspect - The traffic is inspected on the blades set in the Blades column. 

• Bypass - The traffic of source and destination traffic in rules that include the bypass 

action are not decrypted and inspected. You can bypass HTTPS inspection for all Check 

Point objects. This is recommended for Anti-Bot, Anti-Virus, URL Filtering, and IPS 

updates. Other HTTPS protections that already operate on traffic will continue to work 

even when the HTTPS traffic is not decrypted for inspection. 
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24… [c] identify packets comprising 
encrypted data;
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24… [c] identify packets comprising 
encrypted data;
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24… [c] identify packets comprising 
encrypted data;
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24… [d] determine, based on a 
portion of the unencrypted data 
corresponding to one or more 
network-threat indicators of the 
plurality of network-threat 
indicators, packets comprising 
encrypted data that corresponds 
to the one or more network-
threat indicators;
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24… [e] filter, based on at least one of a 
uniform resource identifier (URI) 
specified by a plurality of packet-
filtering rules, data indicating a 
protocol version specified by the 
plurality of packet-filtering rules, data 
indicating a method specified by the 
plurality of packet-filtering rules, data 
indicating a request specified by the 
plurality of packet-filtering rules, or 
data indicating a command specified 
by the plurality of packet-filtering 
rules:

packets comprising the portion of 
the unencrypted data 
corresponding to one or more 
network-threat indicators of the 
plurality of network-threat 
indicators; and

’856 Patent Analysis – Check Point R77

DTX588

The HTTPS inspection policy determines which traffic is inspected. The 

primary component of the policy is the Rule Base. The rules use the 

categories defined in the Application and URL Filtering Database, network 

objects and custom objects (if defined).

Predefined Rule 
When you enable HTTPS inspection, a predefined rule is added to the HTTPS 

Rule Base. This rule defines that all HTTPS and HTTPS proxy traffic from 

any source to the internet is inspected on all blades enabled in the Blade 

column. By default, there are no logs. 
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’856 Patent: Check Point R77

24… [e] filter, based on at least one of a 
uniform resource identifier (URI) 
specified by a plurality of packet-
filtering rules, data indicating a 
protocol version specified by the 
plurality of packet-filtering rules, data 
indicating a method specified by the 
plurality of packet-filtering rules, data 
indicating a request specified by the 
plurality of packet-filtering rules, or 
data indicating a command specified 
by the plurality of packet-filtering 
rules:

packets comprising the portion of 
the unencrypted data 
corresponding to one or more 
network-threat indicators of the 
plurality of network-threat 
indicators; and

’856 Patent Analysis – Check Point R77

DTX588

By default, HTTPS traffic on port 443 and HTTP and HTTPS proxy on port 

8080 is inspected. You can include more services and ports in the inspection 

by adding them to the services list. To select other HTTPS/HTTP services, 

put your mouse in the column and a plus sign shows. Click the plus sign to 

open the list of services and select a service. Other services, such as SSH are 

not supported. 
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.

DTX593, DTX388, DTX017, DTX018

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 275



DDX 2 - 276

’856 Patent: Check Point R77

24… [f] the determined packets 
comprising the encrypted data that 
corresponds to the one or more 
network-threat indicators; and
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’856 Patent: Check Point R77
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24… [g] route, by the packet-filtering 
system, filtered packets to a proxy 
system based on a determination that 
the filtered packets comprise data that 
corresponds to the one or more 
network-threat indicators.
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24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data 
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the 
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data 
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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’856 Patent, Claim 24 ’856 Patent, Claim 25
24. [a] A packet-filtering system comprising:

at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the 

packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the 

plurality of network-threat indicators comprise a domain name identified as a network threat;

25. [a] One or more non-transitory computer-readable media comprising instructions that when 
executed by at least one hardware processor of a packet-filtering system cause the packet-
filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the 
plurality of network-threat indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data; [b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data; [c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more 
network-threat indicators of the plurality of network-threat indicators, packets comprising 
encrypted data that corresponds to the one or more network-threat indicators;

[d] determine, based on a portion of the unencrypted data corresponding to one or more 
network-threat indicators of the plurality of network-threat indicators, packets comprising 
encrypted data that corresponds to the one or more network-threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of 
packet-filtering rules, data indicating a protocol version specified by the plurality of packet-
filtering rules, data indicating a method specified by the plurality of packet-filtering rules, data 
indicating a request specified by the plurality of packet-filtering rules, or data indicating a 
command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more 

network-threat indicators of the plurality of network-threat indicators; and

[e] filter, by the packet-filtering system and based on at least one of a uniform resource 
identifier (URI) specified by a plurality of packet-filtering rules indicating one or more of the 
plurality of network-threat indicators, data indicating a protocol version specified by the 
plurality of packet-filtering rules, data indicating a method specified by the plurality of packet-
filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or 
data indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more 

network-threat indicators of the plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or 
more network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or 
more network-threat indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a
determination that the filtered packets comprise data that corresponds to the one or more
network-threat indicators.

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a
determination that the filtered packets comprise data that corresponds to the one or more
network-threat indicators.
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25. [a] One or more non-transitory computer-readable media comprising instructions that when executed by at least one 
hardware processor of a packet-filtering system cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat 

indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the 
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, by the packet-filtering system and based on at least one of a uniform resource identifier (URI) specified by a 
plurality of packet-filtering rules indicating one or more of the plurality of network-threat indicators, data indicating a 
protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the plurality of 
packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data indicating a 
command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the 

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat 
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one or 
more packet security gateways 
comprises computer hardware and 
logic configured to cause the packet 
security gateway to: 
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17. [a] A system, comprising: 
a security policy management server; 
and 
one or more packet security gateways 

associated with the security policy 
management server, wherein each 
packet security gateway of the one or 
more packet security gateways 
comprises computer hardware and 
logic configured to cause the packet 
security gateway to: 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [b] receive a plurality of dynamic 
security policies from the security 
policy management server, 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [c] receive at least one rule 
specifying a set of network addresses 
for which associated packets should 
be forwarded and at least one rule 
specifying that all packets associated 
with network addresses outside the 
set of network addresses for which 
packets should be forwarded should 
be dropped; 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX156, DTX158

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 291



DDX 2 - 292

’205 Patent: PoliWall™ 

17. [d] receive, at a first time, a dynamic 
security policy specifying a first set of 
network addresses for which packets 
should be forwarded;
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [e] receive, at a second time, a 
dynamic security policy specifying a 
second set of network addresses for 
which packets should be forwarded; 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [f] receive, at a third time, a dynamic 
security policy specifying a third set of 
network addresses for which packets 
should be forwarded, the second time 
being after the first time, the third 
time being after the second time, the 
second set of network addresses 
including more network addresses 
than the first set of network 
addresses, and the third set of 
network addresses including more 
network addresses than the second 
set of network addresses;
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [g] receive packets associated with a 
network protected by the packet 
security gateway; and 
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [h] perform, on a packet by packet 
basis, at least one of multiple packet 
transformation functions specified by 
the plurality of dynamic security 
policies on the packets associated 
with the network protected by the 
packet security gateway, wherein each 
of the one or more packet security 
gateways is configured to perform the 
at least one of the multiple packet 
transformation functions specified by 
the plurality of dynamic security 
policies on the packets by performing 
at least one packet transformation 
function other than forwarding or 
dropping the packets.
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17. [a] A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management server, wherein each packet security

gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. A system, comprising:
a security policy management server; and
one or more packet security gateways associated with the security policy management

server, wherein each packet security gateway of the one or more packet security
gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

33. One or more non-transitory computer-readable media having instructions stored
thereon, that when executed, cause each packet security gateway of one or more
packet security gateways associated with a security policy management server to:

receive a plurality of dynamic security policies from the security policy management server, receive a plurality of dynamic security policies from the security policy management server;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive packets associated with a network protected by the packet security gateway; and receive packets associated with a network protected by the packet security gateway; and

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.
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33. [a] One or more non-transitory computer-readable media having instructions stored thereon, that when executed, cause
each packet security gateway of one or more packet security gateways associated with a security policy management server
to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a 

plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a 

plurality of packet-filtering rules 
configured to cause the packet-
filtering device to identify packets 
corresponding to at least one of a 
plurality of network-threat indicators;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [b] receiving, by the packet-filtering 
device, a plurality of packets, wherein 
the plurality of packets comprises a 
first packet and a second packet;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [c] responsive to a determination by 
the packet-filtering device that the 
first packet satisfies one or more 
criteria, specified by a packet-filtering 
rule of the plurality of packet-filtering 
rules, that correspond to one or more 
network threat indicators of the 
plurality of network-threat indicators:
applying, by the packet-filtering device 

and to the first packet, an operator 
specified by the packet-filtering rule 
and configured to cause the packet-
filtering device to allow the first 
packet to continue toward a 
destination of the first packet;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [d] communicating, by the packet-
filtering device, information from the 
packet-filtering rule that identifies the 
one or more network-threat 
indicators, and data indicative that the 
first packet was allowed to continue 
toward the destination of the first 
packet;
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [e] causing, by the packet-filtering 
device and in an interface, display of 
the information in at least one portion 
of the interface corresponding to the 
packet-filtering rule and the one or 
more network-threat indicators;

’722 Patent Analysis – PoliWall™ 

DTX156, p. 90

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 315



DDX 2 - 316

PoliWall™ Invalidates the ’722 Patent, Claim 1

’722 Patent: PoliWall™
1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [f] receiving, by the packet-filtering 
device, an instruction generated in 
response to a user invoking an 
element in the at least one portion of 
the interface corresponding to the 
packet-filtering rule and the one or 
more network-threat indicators; and
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [g] responsive to receiving the 
instruction:

modifying, by the packet-filtering 
device, at least one operator 
specified by the packet-filtering rule 
to reconfigure the packet-filtering 
device to prevent packets 
corresponding to the one or more 
criteria from continuing toward 
their respective destinations; and
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [h] responsive to a determination by 
the packet-filtering device that the 
second packet corresponds to the one 
or more criteria:
preventing, by the packet-filtering 

device, the second packet from 
continuing toward a destination of 
the second packet
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [i] communicating, by the packet-
filtering device, data indicative that 
the second packet was prevented 
from continuing toward the 
destination of the second packet; and
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1… [j] causing, by the packet-filtering 
device and in the interface, display of 
the data indicative that the second 
packet was prevented from continuing 
toward the destination of the second 
packet.
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1. [a] A method comprising:

receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule 
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the 
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat 
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the 
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to 
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the 
destination of the second packet; and

[j] causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when
executed by the at least one processor
cause the system to:
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when
executed by the at least one processor
cause the system to:
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7… [b] provision, each device of a 
plurality of devices, with one or more 
rules generated based on a boundary 
of a network protected by the plurality 
of devices with one or more networks 
other than the network protected by 
the plurality of devices at which the 
device is configured to be located; and
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7… [b] provision, each device of a 
plurality of devices, with one or more 
rules generated based on a boundary 
of a network protected by the plurality 
of devices with one or more networks 
other than the network protected by 
the plurality of devices at which the 
device is configured to be located; and
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7… [b] provision, each device of a 
plurality of devices, with one or more 
rules generated based on a boundary 
of a network protected by the plurality 
of devices with one or more networks 
other than the network protected by 
the plurality of devices at which the 
device is configured to be located; and
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7… [c] configure, each device of the 
plurality of devices, to:

receive packets via a communication 
interface that does not have a 
network-layer address;
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7… [c] configure, each device of the 
plurality of devices, to:

receive packets via a communication 
interface that does not have a 
network-layer address;
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7… [d] responsive to a determination by 
the device that a portion of the 
packets received from or destined for 
a host located in the network 
protected by the plurality of devices 
corresponds to criteria specified by 
the one or more rules, drop the 
portion of the packets; and
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7… [e] modify a switching matrix of a 
local area network (LAN) switch 
associated with the device such that 
the LAN switch is configured to drop 
the portion of the packets responsive 
to the determination by the device.
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7. [a] A system comprising:

at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7. A system comprising:

at least one processor; and
a memory storing instructions that when executed by the at least one 

processor cause the system to:

13. One or more non-transitory computer-readable media comprising 
instructions that when executed by a computing system cause the 
computing system to:

provision, each device of a plurality of devices, with one or more rules 
generated based on a boundary of a network protected by the 
plurality of devices with one or more networks other than the 
network protected by the plurality of devices at which the device is 
configured to be located; and

provision, each device of a plurality of devices, with one or more rules 
generated based on a boundary of a network protected by the 
plurality of devices with one or more networks other than the 
network protected by the plurality of devices at which the device is 
configured to be located; and

configure, each device of the plurality of devices, to: configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a
network-layer address;

receive packets via a communication interface that does not have a 
network-layer address;

responsive to a determination by the device that a portion of the 
packets received from or destined for a host located in the 
network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of 
the packets; and

responsive to a determination by the device that a portion of the 
packets received from or destined for a host located in the 
network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of 
the packets; and

modify a switching matrix of a local area network (LAN) switch
associated with the device such that the LAN switch is
configured to drop the portion of the packets responsive to the
determination by the device.

modify a switching matrix of a local area network (LAN) switch 
associated with the device such that the LAN switch is 
configured to drop the portion of the packets responsive to the 
determination by the device.
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13. [a] One or more non-transitory computer-readable media comprising instructions that when
executed by a computing system cause the computing system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a 
boundary of a network protected by the plurality of devices with one or more networks other than 
the network protected by the plurality of devices at which the device is configured to be located; 
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or 
destined for a host located in the network protected by the plurality of devices corresponds to 
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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