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Dr, Aclzirn) Sorind, Pr.D,

@ Senior Managing Scientist at Exponent, an engineering and
scientific consulting firm.

@ Six-plus years experience in Exponent’s Electrical Engineering and
Computer Science (EECS) practice.

@ 10-15 computer security projects undertaken and resolved.

@ 15-20 source code analysis projects undertaken and completed.

Dr. Adam Sorini @ Certified Cyber-Forensics Professional (CCFP), as recognized by
B.S., M.S., Ph.D. in Physics the International Information System Security Certification
Consortium.

@® Senior Member of the Institute of Electrical and Electronics
THE SMART GRID Engineers (IEEE).

Adam Sorini and Emesto Staroswiecki
Exponen . Menks k. CA Uit St

@ Author or co-author of several peer-reviewed cybersecurity
articles and publications.

@ Held Q-Access Security Clearance from the U.S. Department of
Energy.
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@ Examined and analyzed written documents
@ Ran the software

@ Examined user’s guides, manuals, datasheets, and other
written documentation.

@ Set up experiments to better understand specific features,
e.g., blocking packets

@ Overall, ran numerous experiments and documented the
operation of the software
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@ Is the invention obvious to a person of skill in the art
at the time of the patent?
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Materials Reviewed

Daniel D. Galorath and Michael W. Evans “Software Sizing, Estimation, and Risk
Management” Auerbach Publications, 2006 (ISBN 0-8493-3593-0)
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’205 Patent: TippingPoint:

17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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’205 Patent: TippingPoint:

17. [a] A system, comprising:

a security policy management server;

and

one or more packet security gateways
associated with the security policy
management server, wherein each
packet security gateway of the one
or more packet security gateways
comprises computer hardware and
logic configured to cause the
packet security gateway to:
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’205 Patent: TippingPoint:

17. [a] A system, comprising:

a security policy management server;

and

one or more packet security gateways
associated with the security policy
management server, wherein each
packet security gateway of the one
or more packet security gateways
comprises computer hardware and
logic configured to cause the
packet security gateway to:
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17. [a] A system, comprising:

a security policy management server;

and

one or more packet security gateways
associated with the security policy
management server, wherein each
packet security gateway of the one
or more packet security gateways
comprises computer hardware and
logic configured to cause the
packet security gateway to:
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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’205 Patent: TippingPoint:

17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [d] receive, at a first time, a
dynamic security policy specifying
a first set of network addresses for
which packets should be
forwarded;
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17... [d] receive, at a first time, a
dynamic security policy specifying
a first set of network addresses for
which packets should be
forwarded;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [f] receive, at a third time, a
dynamic security policy specifying
a third set of network addresses
for which packets should be
forwarded, the second time being
after the first time, the third time
being after the second time, the
second set of network addresses
including more network addresses
than the first set of network
addresses, and the third set of
network addresses including more
network addresses than the
second set of network addresses;
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17... [f] receive, at a third time, a
dynamic security policy specifying
a third set of network addresses
for which packets should be
forwarded, the second time being
after the first time, the third time
being after the second time, the
second set of network addresses
including more network addresses
than the first set of network
addresses, and the third set of
network addresses including more
network addresses than the
second set of network addresses;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [g] receive packets associated
with a network protected by the
packet security gateway; and
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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TippingPoint:

17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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TippingPoint:

17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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TippingPoint:

17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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TippingPoint:

17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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TippingPoint:

17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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TippingPoint:

17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management
server, wherein each packet security gateway of the one or more packet security
gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

33. One or more non-transitory computer-readable media having instructions stored
thereon, that when executed, cause each packet security gateway of one or more
packet security gateways associated with a security policy management server to:

receive a plurality of dynamic security policies from the security policy management server,

receive a plurality of dynamic security policies from the security policy management server;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive packets associated with a network protected by the packet security gateway; and

receive packets associated with a network protected by the packet security gateway; and

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.
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33. [a] One or more non-transitory computer-readable media having instructions stored thereon, that when executed, cause
each packet security gateway of one or more packet security gateways associated with a security policy management server
to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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TippingPoint:

1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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’722 Patent: TippingPoint:

1... [c] responsive to a determination
by the packet-filtering device that
the first packet satisfies one or
more criteria, specified by a
packet-filtering rule of the plurality
of packet-filtering rules, that
correspond to one or more
network threat indicators of the
plurality of network-threat
indicators:
applying, by the packet-filtering

device and to the first packet, an
operator specified by the
packet-filtering rule and
configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;
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1... [c] responsive to a determination
by the packet-filtering device that
the first packet satisfies one or
more criteria, specified by a
packet-filtering rule of the plurality
of packet-filtering rules, that
correspond to one or more
network threat indicators of the
plurality of network-threat
indicators:
applying, by the packet-filtering

device and to the first packet, an
operator specified by the
packet-filtering rule and
configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;
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’722 Patent: TippingPoint:

1... [c] responsive to a determination
by the packet-filtering device that
the first packet satisfies one or
more criteria, specified by a
packet-filtering rule of the plurality
of packet-filtering rules, that
correspond to one or more
network threat indicators of the
plurality of network-threat
indicators:
applying, by the packet-filtering

device and to the first packet, an
operator specified by the
packet-filtering rule and
configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;

DTX585 DDX 2 - 87

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 87




] - r ] AN, r ‘
1J/s1s = TioolngPolrt

.
J
I\
N2
2
fl\
(P
kﬂ
L
‘j\

5\
(?)

’722 Patent: TippingPoint:

1... [c] responsive to a determination
by the packet-filtering device that
the first packet satisfies one or
more criteria, specified by a
packet-filtering rule of the plurality
of packet-filtering rules, that
correspond to one or more
network threat indicators of the
plurality of network-threat
indicators:
applying, by the packet-filtering

device and to the first packet, an
operator specified by the
packet-filtering rule and
configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [d] communicating, by the
packet-filtering device, information
from the packet-filtering rule that
identifies the one or more
network-threat indicators, and
data indicative that the first packet
was allowed to continue toward
the destination of the first packet;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [e] causing, by the packet-filtering
device and in an interface, display
of the information in at least one
portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [g] responsive to receiving the
instruction:
modifying, by the packet-filtering

device, at least one operator
specified by the packet-filtering
rule to reconfigure the packet-
filtering device to prevent
packets corresponding to the
one or more criteria from
continuing toward their
respective destinations; and
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1... [g] responsive to receiving the
instruction:
modifying, by the packet-filtering

device, at least one operator
specified by the packet-filtering
rule to reconfigure the packet-
filtering device to prevent
packets corresponding to the
one or more criteria from
continuing toward their
respective destinations; and
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1... [g] responsive to receiving the
instruction:
modifying, by the packet-filtering

device, at least one operator
specified by the packet-filtering
rule to reconfigure the packet-
filtering device to prevent
packets corresponding to the
one or more criteria from
continuing toward their
respective destinations; and
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1... [g] responsive to receiving the
instruction:
modifying, by the packet-filtering

device, at least one operator
specified by the packet-filtering
rule to reconfigure the packet-
filtering device to prevent
packets corresponding to the
one or more criteria from
continuing toward their
respective destinations; and
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-
filtering device, the second
packet from continuing toward
a destination of the second
packet
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-
filtering device, the second
packet from continuing toward
a destination of the second
packet
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-
filtering device, the second
packet from continuing toward
a destination of the second
packet
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-
filtering device, the second
packet from continuing toward
a destination of the second
packet
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [i] communicating, by the packet-
filtering device, data indicative that
the second packet was prevented
from continuing toward the
destination of the second packet;
and
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [j] causing, by the packet-filtering
device and in the interface, display
of the data indicative that the
second packet was prevented from
continuing toward the destination
of the second packet.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways
associated with a security policy
management server and from the
security policy management
server, a dynamic security policy
that comprises at least one rule
specifying application-layer packet-
header information and a packet
transformation function
comprising a packet digest logging
function to be performed on
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [b] receiving, by a packet security
gateway of the plurality of packet
security gateways, packets
associated with a network
protected by the packet security
gateway;
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1... [b] receiving, by a packet security
gateway of the plurality of packet
security gateways, packets
associated with a network
protected by the packet security
gateway;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [c] identifying, by the packet
security gateway, from amongst
the packets associated with the
network protected by the packet
security gateway, and on a packet-
by-packet basis, one or more
packets comprising the
application-layer packet-header
information;
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1... [c] identifying, by the packet
security gateway, from amongst
the packets associated with the
network protected by the packet
security gateway, and on a packet-
by-packet basis, one or more
packets comprising the
application-layer packet-header
information;
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1... [c] identifying, by the packet
security gateway, from amongst
the packets associated with the
network protected by the packet
security gateway, and on a packet-
by-packet basis, one or more
packets comprising the
application-layer packet-header
information;
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1... [c] identifying, by the packet
security gateway, from amongst
the packets associated with the
network protected by the packet
security gateway, and on a packet-
by-packet basis, one or more
packets comprising the
application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [d] performing, by the packet
security gateway and on a packet-
by-packet basis, the packet
transformation function on each of
the one or more packets
comprising the application-layer
packet-header information,
wherein the performing the packet
transformation function comprises
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1... [d] performing, by the packet
security gateway and on a packet-
by-packet basis, the packet
transformation function on each of
the one or more packets
comprising the application-layer
packet-header information,
wherein the performing the packet
transformation function comprises
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1... [d] performing, by the packet
security gateway and on a packet-
by-packet basis, the packet
transformation function on each of
the one or more packets
comprising the application-layer
packet-header information,
wherein the performing the packet
transformation function comprises
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1... [d] performing, by the packet
security gateway and on a packet-
by-packet basis, the packet
transformation function on each of
the one or more packets
comprising the application-layer
packet-header information,
wherein the performing the packet
transformation function comprises
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [e] identifying a subset of
information specified by the packet
digest logging function for each of
the one or more packets
comprising the application-layer
packet-header information;

DTX587 DDX 2 - 137

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 137



’213 Patent: TippingPoint:

1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [f] generating, for each of the one
or more packets comprising the
application-layer packet-header
information, a record comprising
the subset of information specified
by the packet digest logging
function; and
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [g] reformatting, for each of the
one or more packets comprising
the application-layer packet-
header information, the subset of
information specified by the packet
digest logging function in
accordance with a logging system
standard; and
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1... [g] reformatting, for each of the
one or more packets comprising
the application-layer packet-
header information, the subset of
information specified by the packet
digest logging function in
accordance with a logging system
standard; and
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1... [g] reformatting, for each of the
one or more packets comprising
the application-layer packet-
header information, the subset of
information specified by the packet
digest logging function in
accordance with a logging system
standard; and
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1... [g] reformatting, for each of the
one or more packets comprising
the application-layer packet-
header information, the subset of
information specified by the packet
digest logging function in
accordance with a logging system
standard; and
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1... [g] reformatting, for each of the
one or more packets comprising
the application-layer packet-
header information, the subset of
information specified by the packet
digest logging function in
accordance with a logging system
standard; and
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1... [h] routing, by the packet security
gateway and on a packet-by-packet
basis, to a monitoring device each
of the one or more packets
corresponding to the application-
layer packet-header information in
response to the performing the
packet transformation function.
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1... [h] routing, by the packet security
gateway and on a packet-by-packet
basis, to a monitoring device each
of the one or more packets
corresponding to the application-
layer packet-header information in
response to the performing the
packet transformation function.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [a] A system, comprising:

a security policy management server;

and

one or more packet security gateways
associated with the security policy
management server, wherein each
packet security gateway of the one
or more packet security gateways
comprises computer hardware and
logic configured to cause the
packet security gateway to:
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17. [a] A system, comprising:

a security policy management server;

and

one or more packet security gateways
associated with the security policy
management server, wherein each
packet security gateway of the one
or more packet security gateways
comprises computer hardware and
logic configured to cause the
packet security gateway to:
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17. [a] A system, comprising:

a security policy management server;

and

one or more packet security gateways
associated with the security policy
management server, wherein each
packet security gateway of the one
or more packet security gateways
comprises computer hardware and
logic configured to cause the
packet security gateway to:
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network 16:58:24.005864 192.168.1.100 > 172.16.1.99: icmp: echo request (DF)

Table 1: Incoming traffic from Computer A observed via the “tcpdump” utility on SG 1. No ICMP echo reply was observed.

addresses fOI’ which associated 16:58:25.014620 192.168.1.100 > 172.16.1.99: icmp: echo request (DF)
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17... [c] receive at least one rule
specifying a set of network
addresses for which associated
packets should be forwarded and
at least one rule specifying that all
packets associated with network
addresses outside the set of
network addresses for which
packets should be forwarded
should be dropped;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [d] receive, at a first time, a
dynamic security policy specifying
a first set of network addresses for
which packets should be
forwarded;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;

Table 2: Traffic between Computer A and Computer B as observed via the “tcpdump” utility on SG1.
17:04:37.877141 192.168.1.100 > 172.16.1.99: icmp: echo request (DF)
17:04:37.878478 172.16.1.99 > 192.168.1.100: icmp: echo reply
17:04:38.876155 192.168.1.100 > 172.16.1.99: icmp: echo request (DF)
17:04:38.876775 172.16.1.99 > 192.168.1.100: icmp: echo reply
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;
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17... [e] receive, at a second time, a
dynamic security policy specifying
a second set of network addresses
for which packets should be
forwarded;

Table 3: Traffic between Computer A and Computer B as observed via the “tcpdump” utility on SG1.
17:05:29.842216 192.168.1.100.35948 > 172.16.1.99.50001: P 1:13(12) ack 1 win

46 <nop,nop,timestamp 64608257 2561232124> (DF)
17:05:29.842726 172.16.1.99.50001 > 192.168.1.100.35948: . ack 13 win 227

<nop, nop, timestamp 2561236191 64608257> (DF)
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [f] receive, at a third time, a
dynamic security policy specifying
a third set of network addresses
for which packets should be
forwarded, the second time being
after the first time, the third time
being after the second time, the
second set of network addresses
including more network addresses
than the first set of network
addresses, and the third set of
network addresses including more
network addresses than the
second set of network addresses;
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17... [f] receive, at a third time, a
dynamic security policy specifying
a third set of network addresses
for which packets should be
forwarded, the second time being
after the first time, the third time
being after the second time, the
second set of network addresses
including more network addresses
than the first set of network
addresses, and the third set of
network addresses including more
network addresses than the
second set of network addresses;
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17... [f] receive, at a third time, a
dynamic security policy specifying
a third set of network addresses
for which packets should be
forwarded, the second time being
after the first time, the third time
being after the second time, the
second set of network addresses
including more network addresses
than the first set of network
addresses, and the third set of
network addresses including more
network addresses than the
second set of network addresses;
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17... [f] receive, at a third time, a
dynamic security policy specifying
a third set of network addresses
for which packets should be
forwarded, the second time being
after the first time, the third time
being after the second time, the
second set of network addresses
including more network addresses
than the first set of network
addresses, and the third set of
network addresses including more
network addresses than the
second set of network addresses;
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [g] receive packets associated
with a network protected by the
packet security gateway; and
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17... [h] perform, on a packet by
packet basis, at least one of
multiple packet transformation
functions specified by the plurality
of dynamic security policies on the
packets associated with the
network protected by the packet
security gateway, wherein each of
the one or more packet security
gateways is configured to perform
the at least one of the multiple
packet transformation functions
specified by the plurality of
dynamic security policies on the
packets by performing at least one
packet transformation function
other than forwarding or dropping
the packets.
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17. A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management
server, wherein each packet security gateway of the one or more packet security
gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

33. One or more non-transitory computer-readable media having instructions stored
thereon, that when executed, cause each packet security gateway of one or more
packet security gateways associated with a security policy management server to:

receive a plurality of dynamic security policies from the security policy management server,

receive a plurality of dynamic security policies from the security policy management server;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive packets associated with a network protected by the packet security gateway; and

receive packets associated with a network protected by the packet security gateway; and

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.
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33. [a] One or more non-transitory computer-readable media having instructions stored thereon, that when executed, cause
each packet security gateway of one or more packet security gateways associated with a security policy management server
to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways associated
with a security policy management
server and from the security policy
management server, a dynamic
security policy that comprises at
least one rule specifying
application-layer packet-header
information and a packet
transformation function comprising
a packet digest logging function to
be performed on packets
comprising the application-layer
packet-header information;
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1. [a] A method comprising:

receiving, by each of a plurality of
packet security gateways associated
with a security policy management
server and from the security policy
management server, a dynamic
security policy that comprises at
least one rule specifying
application-layer packet-header
information and a packet
transformation function comprising
a packet digest logging function to
be performed on packets
comprising the application-layer
packet-header information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [b] receiving, by a packet security
gateway of the plurality of packet
security gateways, packets
associated with a network
protected by the packet security
gateway;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [c] identifying, by the packet
security gateway, from amongst the
packets associated with the
network protected by the packet
security gateway, and on a packet-
by-packet basis, one or more
packets comprising the application-
layer packet-header information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [d] performing, by the packet
security gateway and on a packet-
by-packet basis, the packet
transformation function on each of
the one or more packets comprising
the application-layer packet-header
information, wherein the
performing the packet
transformation function comprises

Sorini Expert Report, 7-30-2018 DDX 2 - 202

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 202



’213 Patent: Check Point R75

1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [e] identifying a subset of
information specified by the packet
digest logging function for each of
the one or more packets comprising
the application-layer packet-header
information;
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [f] generating, for each of the one
or more packets comprising the
application-layer packet-header
information, a record comprising
the subset of information specified
by the packet digest logging
function; and
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [g] reformatting, for each of the
one or more packets comprising the
application-layer packet-header
information, the subset of
information specified by the packet
digest logging function in
accordance with a logging system
standard; and

Figure 146. Screenshot showing reformatted packet log information from Check Point R75.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [h] routing, by the packet security
gateway and on a packet-by-packet
basis, to a monitoring device each
of the one or more packets
corresponding to the application-
layer packet-header information in
response to the performing the
packet transformation function.
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1. [a] A method comprising:

receiving, by each of a plurality of packet security gateways associated with a security policy management server and from the security
policy management server, a dynamic security policy that comprises at least one rule specifying application-layer packet-header
information and a packet transformation function comprising a packet digest logging function to be performed on packets
comprising the application-layer packet-header information;

[b] receiving, by a packet security gateway of the plurality of packet security gateways, packets associated with a network protected by
the packet security gateway;

[c] identifying, by the packet security gateway, from amongst the packets associated with the network protected by the packet security
gateway, and on a packet-by-packet basis, one or more packets comprising the application-layer packet-header information;

[d] performing, by the packet security gateway and on a packet-by-packet basis, the packet transformation function on each of the one
or more packets comprising the application-layer packet-header information, wherein the performing the packet transformation
function comprises

[e] identifying a subset of information specified by the packet digest logging function for each of the one or more packets
comprising the application-layer packet-header information;

[f] generating, for each of the one or more packets comprising the application-layer packet-header information, a record comprising
the subset of information specified by the packet digest logging function; and

[g] reformatting, for each of the one or more packets comprising the application-layer packet-header information, the subset of
information specified by the packet digest logging function in accordance with a logging system standard; and

[h] routing, by the packet security gateway and on a packet-by-packet basis, to a monitoring device each of the one or more packets
corresponding to the application-layer packet-header information in response to the performing the packet transformation
function.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;

Figure 3: Schematic of test network architecture, including the static IP address of each element. Each network has its own subnet.

SG 1 protects Network B from Network A. It has two Ethernet network interfaces (eth0O and eth1), which are used to pass traffic
between networks.
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device,
a plurality of packet-filtering rules

configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat
indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [b] receiving, by the packet-
filtering device, a plurality of
packets, wherein the plurality of

packets comprises a first packet
and a second packet;

DTX585 DDX 2 - 223

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 223



Crigcey Polnt B77 Invallidates tna 722 Pacaert, Clalr

’722 Patent: Check Point R77

1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [c] responsive to a determination
by the packet-filtering device that
the first packet satisfies one or
more criteria, specified by a
packet-filtering rule of the plurality
of packet-filtering rules, that
correspond to one or more
network threat indicators of the
plurality of network-threat
indicators:
applying, by the packet-filtering

device and to the first packet, an
operator specified by the
packet-filtering rule and
configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;
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1... [c] responsive to a determination
by the packet-filtering device that
the first packet satisfies one or
more criteria, specified by a
packet-filtering rule of the plurality
of packet-filtering rules, that
correspond to one or more
network threat indicators of the
plurality of network-threat
indicators:
applying, by the packet-filtering

device and to the first packet, an
operator specified by the
packet-filtering rule and
configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [d] communicating, by the
packet-filtering device, information
from the packet-filtering rule that
identifies the one or more
network-threat indicators, and
data indicative that the first packet
was allowed to continue toward
the destination of the first packet;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [e] causing, by the packet-filtering
device and in an interface, display
of the information in at least one
portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators;
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1... [e] causing, by the packet-filtering
device and in an interface, display
of the information in at least one
portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1... [f] receiving, by the packet-
filtering device, an instruction
generated in response to a user
invoking an element in the at least
one portion of the interface
corresponding to the packet-
filtering rule and the one or more
network-threat indicators; and
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [g] responsive to receiving the
instruction:
modifying, by the packet-filtering

device, at least one operator
specified by the packet-filtering
rule to reconfigure the packet-
filtering device to prevent
packets corresponding to the
one or more criteria from
continuing toward their
respective destinations; and
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1... [g] responsive to receiving the
instruction:
modifying, by the packet-filtering

device, at least one operator
specified by the packet-filtering
rule to reconfigure the packet-
filtering device to prevent
packets corresponding to the
one or more criteria from
continuing toward their
respective destinations; and
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-filtering
device, the second packet from
continuing toward a destination
of the second packet
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-filtering
device, the second packet from
continuing toward a destination
of the second packet
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1... [h] responsive to a determination
by the packet-filtering device that
the second packet corresponds to
the one or more criteria:

preventing, by the packet-filtering
device, the second packet from
continuing toward a destination
of the second packet
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [i] communicating, by the packet-
filtering device, data indicative that
the second packet was prevented
from continuing toward the
destination of the second packet;
and
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [j] causing, by the packet-filtering
device and in the interface, display
of the data indicative that the
second packet was prevented from
continuing toward the destination
of the second packet.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:
applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the

packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:
modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.

DTX593, DTX388, DTX017, DTX018 DDX 2 - 249

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 249




L2
U1

o , : L
o Pziant Anzlysls — Crizcic Polnt 177

’856 Patent: Check Point R77

24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;
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’856 Patent: Check Point R77

24. [a] A packet-filtering system
comprising:
at least one hardware processor;
and
memory storing instructions that
when executed by the at least
one hardware processor cause
the packet-filtering system to:
receive data indicating a plurality
of network-threat indicators,
wherein at least one of the
plurality of network-threat
indicators comprise a domain
name identified as a network
threat;

DTX588 DDX 2 - 257
Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 257



r

Crizex Polnt 77 Invalidatas ey

’856 Patent: Check Point R77

24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24... [b] identify packets comprising
unencrypted data;
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24... [b] identify packets comprising
unencrypted data;
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24... [b] identify packets comprising
unencrypted data;
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24... [b] identify packets comprising
unencrypted data;
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24... [b] identify packets comprising
unencrypted data;
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24... [b] identify packets comprising
unencrypted data;
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24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24... [c] identify packets comprising Predefined Rule

encrypted data; When you enable HTTPS inspection, a predefined rule is added to the HTTPS Rule
Base. This rule defines that all HTTPS and HTTPS proxy traffic from any source
to the internet is inspected on all blades enabled in the Blade column. By default,
there are no logs.
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Action

The action is what is done to the traffic. Click in the column to see the options and select
one to add to the rule.

* Inspect - The traffic is inspected on the blades set in the Blades column.

* Bypass - The traffic of source and destination traffic in rules that include the bypass
action are not decrypted and inspected. You can bypass HTTPS inspection for all Check
Point objects. This is recommended for Anti-Bot, Anti-Virus, URL Filtering, and IPS
updates. Other HTTPS protections that already operate on traffic will continue to work
even when the HTTPS traffic is not decrypted for inspection.
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24... [c] identify packets comprisin
[c] yp P & You can enable HTTPS traffic inspection on Security Gateways to inspect traffic that is encrypted by the Secure
encrypted data; Sockets Layer (SSL) protocol.
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There are two types of HTTPS inspection:
e Inbound HTTPS inspection - To protect internal servers from malicious requests originating from the
internet or an external network.

e  Outbound HTTPS inspection - To protect an organization from malicious traffic being sent by an internal
client to a destination outside of the organization.
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24... [C] |dent|fy paCketS Comprising How it operates
encrypte dd ata; In out_bound HTTPS inspection, when a client in the organization initiates an HTTPS connection to a secure site, the
Security Gateway:
1. Intercepts the request.
2. Establishes a secure connection to the requested web site and validates the site server certificate.

3. Creates a new SSL certificate for the communication between the Security Gateway and the client, sends the
client the new certificate and continues the SSL negotiation with it.

4. Using the two SSL connections:
a. Itdecrypts the encrypted data from the client.
b. Inspects the clear text content for all blades set in the Policy.
c. Encrypts the data again to keep client privacy as the data travels to the destination web server
resource.

‘L\

In inbound HTTPS inspection, when a client outside of the organization initiates an HTTPS connection to a server
behind the organization's gateway, the Security Gateway:
1. Intercepts the request.
2. Uses the server's original certificate and private key to initiate an SSL connection with the client.
3. Creates and establishes a new SSL connection with the web server.
4. Using the two SSL connections:
a. It decrypts the encrypted data from the client.
b. Inspects the clear text content for all blades set in the policy.
c. Encrypts the data again to keep client privacy as the data travels to the destination server behind the
gateway.
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24... [c] identify packets comprising

encrypted data; You must enable HTTPS inspection on each Security Gateway. From Security Gateway > HTTPS Inspection >
Step 3 > Select Enable HT'TPS Inspection.

o2
U1
(0N
2
i‘
L™
(P
\ﬁ
(G |
N~
\ﬁ
Q\
N~
& )
02
(M
——
&
(M
o~
2
@
\ﬁ

DTX588 DDX 2 - 269

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 269



r

Crizex Polnt 77 Invalidatas ey

’856 Patent: Check Point R77

24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24... [d] determine, based on a
portion of the unencrypted data
corresponding to one or more
network-threat indicators of the
plurality of network-threat
indicators, packets comprising
encrypted data that corresponds
to the one or more network-
threat indicators;
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24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24... [e] filter, based on at least one of a

uniform resource identifier (URI) The HTTPS inspection policy determines which traffic is inspected. The
specified by a plurality of packet- primary component of the policy is the Rule Base. The rules use the
filtering rules, data indicating a categories defined in the Application and URL Filtering Database, network

protocol version specified by the
plurality of packet-filtering rules, data
indicating a method specified by the

plurality of packet-filtering rules, data Predefined Rule
indicating a request specified by the When you enable HTTPS inspection, a predefined rule is added to the HTTPS
ggfc;a::é'ig;t?r?Clzezj:;‘ﬁ:;r:]%r:les', f‘?r g Rule Base. This rule defines that all HTTPS and HTTPS proxy traffic from

g pectie any source to the internet is inspected on all blades enabled in the Blade

by the plurality of packet-filterin
rlz/Ies: P yorp & column. By default, there are no logs.

packets comprising the portion of
the unencrypted data
corresponding to one or more
network-threat indicators of the
plurality of network-threat
indicators; and

objects and custom objects (if defined).
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24... [e] filter, based on at least one of a

uniform resource identifier (URI) By default, HTTPS traffic on port 443 and HTTP and HTTPS proxy on port
specified by a plurality of packet- 8080 is inspected. You can include more services and ports in the inspection
filtering rules, data indicating a by adding them to the services list. To select other HTTPS/HTTP services,
protocol version specified by the put your mouse in the column and a plus sign shows. Click the plus sign to
P lu.r al't.y of paCket'f'lter'n.g.rUIes’ data open the list of services and select a service. Other services, such as SSH are
indicating a method specified by the not supported.

plurality of packet-filtering rules, data
indicating a request specified by the
plurality of packet-filtering rules, or
data indicating a command specified
by the plurality of packet-filtering
rules:
packets comprising the portion of
the unencrypted data
corresponding to one or more
network-threat indicators of the
plurality of network-threat
indicators; and
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24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24... [f] the determined packets
comprising the encrypted data that

How it operates
In outbound HTTPS inspection, when a client in the organization initiates an HTTPS connection to a secure site, the

corresponds to the one or more Security Gateway:
T . 1. Intercepts the request.
network-threat ind |cators, and 2. Establishes a secure connection to the requested web site and validates the site server certificate.

3. Creates a new SSL certificate for the communication between the Security Gateway and the client, sends the
client the new certificate and continues the SSL negotiation with it.
4. Using the two SSL connections:
a. It decrypts the encrypted data from the client.
b. Inspects the clear text content for all blades set in the Policy.
c. Encrypts the data again to keep client privacy as the data travels to the destination web server resource.

In inbound HTTPS inspection, when a client outside of the organization initiates an HT'TPS connection to a server
behind the organization's gateway, the Security Gateway:
1. Intercepts the request.
2. Uses the server's original certificate and private key to initiate an SSL connection with the client.
3. Creates and establishes a new SSL connection with the web server.
4. Using the two SSL connections:
a. It decrypts the encrypted data from the client.
b. Inspects the clear text content for all blades set in the policy.
¢. Encrypts the data again to keep client privacy as the data travels to the destination server behind the
gateway.
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24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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24... [g] route, by the packet-filtering

; Capturing a Packet for Every Log
system, filtered paCketS to a proxy To capture packet data for a protection for every malicious packet that is logged, turn on the packet capture option in

system based on a determination that that protection. This attaches a packet capture to every log generated by the protection.

the filtered packets comprise data that
correspon ds to the one or more {2 :}\:Vel tr(:l}ildi(tile manual also said that it can log every packet, but default is just log the first packet. We have the option

network-threat indicators.

Viewing Packet Capture Data in SmartView Tracker

A packet capture is automatically attached to the first packet logged by a protection since policy installation. If
packet capture is turned on for a protection, a packet capture is attached to every log generated by the protection.

To view packet captures in SmartView Tracker
From the protection page that has Capture Packets selected, click View Logs.
SmartView Tracker opens. Wait until the log window for the specific protection opens. Note - SmartView

Tracker displays the current log file. If you have performed a log switch and the capture is in a different
file, open that log file instead.
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24. [a] A packet-filtering system comprising:
at least one hardware processor; and
memory storing instructions that when executed by the at least one hardware processor cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;
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[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of packet-filtering rules, data
indicating a protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the
plurality of packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data
indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.
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’856 Patent, Claim 24 ’856 Patent, Claim 25

24. [a] A packet-filtering system comprising:
at least one hardware processor; and

memory storing instructions that when executed by the at least one hardware processor cause the
packet-filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the
plurality of network-threat indicators comprise a domain name identified as a network threat;

25. [a] One or more non-transitory computer-readable media comprising instructions that when

executed by at least one hardware processor of a packet-filtering system cause the packet-
filtering system to:

receive data indicating a plurality of network-threat indicators, wherein at least one of the
plurality of network-threat indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more
network-threat indicators of the plurality of network-threat indicators, packets comprising
encrypted data that corresponds to the one or more network-threat indicators;

[d] determine, based on a portion of the unencrypted data corresponding to one or more
network-threat indicators of the plurality of network-threat indicators, packets comprising
encrypted data that corresponds to the one or more network-threat indicators;

[e] filter, based on at least one of a uniform resource identifier (URI) specified by a plurality of
packet-filtering rules, data indicating a protocol version specified by the plurality of packet-
filtering rules, data indicating a method specified by the plurality of packet-filtering rules, data
indicating a request specified by the plurality of packet-filtering rules, or data indicating a
command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more

network-threat indicators of the plurality of network-threat indicators; and

[e] filter, by the packet-filtering system and based on at least one of a uniform resource
identifier (URI) specified by a plurality of packet-filtering rules indicating one or more of the
plurality of network-threat indicators, data indicating a protocol version specified by the
plurality of packet-filtering rules, data indicating a method specified by the plurality of packet-
filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or
data indicating a command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more

network-threat indicators of the plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or
more network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or
more network-threat indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a

determination that the filtered packets comprise data that corresponds to the one or more
network-threat indicators.

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a

determination that the filtered packets comprise data that corresponds to the one or more
network-threat indicators.
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25. [a] One or more non-transitory computer-readable media comprising instructions that when executed by at least one
hardware processor of a packet-filtering system cause the packet-filtering system to:
receive data indicating a plurality of network-threat indicators, wherein at least one of the plurality of network-threat
indicators comprise a domain name identified as a network threat;

[b] identify packets comprising unencrypted data;

[c] identify packets comprising encrypted data;

[d] determine, based on a portion of the unencrypted data corresponding to one or more network-threat indicators of the
plurality of network-threat indicators, packets comprising encrypted data that corresponds to the one or more network-
threat indicators;

[e] filter, by the packet-filtering system and based on at least one of a uniform resource identifier (URI) specified by a
plurality of packet-filtering rules indicating one or more of the plurality of network-threat indicators, data indicating a
protocol version specified by the plurality of packet-filtering rules, data indicating a method specified by the plurality of
packet-filtering rules, data indicating a request specified by the plurality of packet-filtering rules, or data indicating a
command specified by the plurality of packet-filtering rules:
packets comprising the portion of the unencrypted data corresponding to one or more network-threat indicators of the

plurality of network-threat indicators; and

[f] the determined packets comprising the encrypted data that corresponds to the one or more network-threat
indicators; and

[g] route, by the packet-filtering system, filtered packets to a proxy system based on a determination that the filtered
packets comprise data that corresponds to the one or more network-threat indicators.

DTX593, DTX388, DTX017, DTX018 DDX 2 - 281

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 281




Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 282



Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 283



’205 Patent: Poliwall™

17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [a] A system, comprising:

a security policy management server; pD | || | lal ITQM

and

one or more packet security gateways
associated with the security policy The following diagram shows the typical placement of the PoliWall in a network between the
management server, wherein each Internet border router and your firewall.

packet security gateway of the one or
more packet security gateways

comprises computer hardware and
logic configured to cause the packet ' ouae
security gateway to:

Admini strative MIC

DTX156, p. 16 DDX 2 - 285
Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 285



205 Patant Anzlysis — Poliyel™

’205 Patent: Poliwall™

17. [a] A system, comprising:

a security policy management server; 2.1 Initial co nfiguration
and
one or more packet security gateways * % %
associated with the security policy _ _
management server, wherein each To configure the PoliWall, you need a standard personal computer with a web browser that

supports Adobe Flash. Browsers tested include Microsoft Internet Explorer 8 and Mozilla
Firefox 3.5 and 3.6. You may use any operating system that supports one of these browsers,
such as Microsoft Windows, Mac OS X, and Linux,

packet security gateway of the one or
more packet security gateways
comprises computer hardware and
logic configured to cause the packet
security gateway to:
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [b] receive a plurality of dynamic
security policies from the security
policy management server,
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [c] receive at least one rule
specifying a set of network addresses
for which associated packets should
be forwarded and at least one rule
specifying that all packets associated
with network addresses outside the

set of network addresses for which 102630 24 %
packets should be forwarded should e in y .
be dropped; s | B

1192 168.0.0 124 ¢ Add

V6 ADDRESS MASK BITS ACTION

Mo iP5 Exceptions defined

Click the Add button enter an exception, and click the trashcan icon # to delete an exception.
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [d] receive, at a first time, a dynamic
security policy specifying a first set of
network addresses for which packets
should be forwarded;

102530 24 ]

1721610 24 %
192.168.0.0 24 A
BV ADDRESS MASK BITS ACTION

Mo iP5 Exceptions defined

Click the Add button enter an exception, and click the trashcan icon # to delete an exception.
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [e] receive, at a second time, a
dynamic security policy specifying a
second set of network addresses for
which packets should be forwarded;
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Rule Groups are the core of the PoliWall's packet filtering system. The PoliWall examines
rule groups to determine which Internet packets to drop or transmit. With rule groups you
determine what Internet services you will offer on your network, and what kind of services
your local users can access on the outside. You need to configure at least one Rule Group
before you can place the PoliWall into your network.

You can also configure bandwidth limits in Rule Groups; or if traffic exceeds a limit, you can
throttle the traffic and send an alert to your network management system. Rule Groups also
include Quality of Service (QoS) settings, where you can give some traffic priority over
others.
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.

DTX156, DTX158 DDX 2 - 295

Patent Owner, Centripetal Networks, Inc. - Ex. 2009, p. 295




205 Patant Anzlysis — Poliyel™

’205 Patent: Poliwall™

17. [f] receive, at a third time, a dynamic
security policy specifying a third set of
network addresses for which packets
should be forwarded, the second time

Blacked

being after the first time, the third Blacked
time being after the second time, the w Hlowed
second set of network addresses v pene e
including more network addresses Blckec
than the first set of network | -
addresses, and the third set of Blockeo
network addresses including more atne o
network addresses than the second i Blosked

Blacked

set of network addresses; Blockad

Blacked
Blacked
Blocked
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [g] receive packets associated with a tomens’ vwwien e Bract s
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. [h] perform, on a packet by packet
basis, at least one of multiple packet
transformation functions specified by
the plurality of dynamic security
policies on the packets associated
with the network protected by the
packet security gateway, wherein each
of the one or more packet security
gateways is configured to perform the
at least one of the multiple packet
transformation functions specified by
the plurality of dynamic security
policies on the packets by performing
at least one packet transformation
function other than forwarding or
dropping the packets.

3.5.1

IP Packet Logs
 Dropped IPv4 Packet Log
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The Dropped IPv4 Packet Log and the Dropped IPv6 Packet Log screens show you
information on data packets blocked by the PoliWall.
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17. [a] A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management server, wherein each packet security
gateway of the one or more packet security gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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17. A system, comprising:

a security policy management server; and

one or more packet security gateways associated with the security policy management
server, wherein each packet security gateway of the one or more packet security
gateways comprises computer hardware and logic configured to cause the packet
security gateway to:

33. One or more non-transitory computer-readable media having instructions stored
thereon, that when executed, cause each packet security gateway of one or more
packet security gateways associated with a security policy management server to:

receive a plurality of dynamic security policies from the security policy management server,

receive a plurality of dynamic security policies from the security policy management server;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive at least one rule specifying a set of network addresses for which associated packets
should be forwarded and at least one rule specifying that all packets associated with
network addresses outside the set of network addresses for which packets should be
forwarded should be dropped;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a first time, a dynamic security policy specifying a first set of network addresses
for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a second time, a dynamic security policy specifying a second set of network
addresses for which packets should be forwarded;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive, at a third time, a dynamic security policy specifying a third set of network
addresses for which packets should be forwarded, the second time being after the first
time, the third time being after the second time, the second set of network addresses
including more network addresses than the first set of network addresses, and the third
set of network addresses including more network addresses than the second set of
network addresses;

receive packets associated with a network protected by the packet security gateway; and

receive packets associated with a network protected by the packet security gateway; and

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.

perform, on a packet by packet basis, at least one of multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets
associated with the network protected by the packet security gateway, wherein each of
the one or more packet security gateways is configured to perform the at least one of
the multiple packet transformation functions specified by the plurality of dynamic
security policies on the packets by performing at least one packet transformation
function other than forwarding or dropping the packets.
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33. [a] One or more non-transitory computer-readable media having instructions stored thereon, that when executed, cause
each packet security gateway of one or more packet security gateways associated with a security policy management server
to:

[b] receive a plurality of dynamic security policies from the security policy management server,

[c] receive at least one rule specifying a set of network addresses for which associated packets should be forwarded and at least
one rule specifying that all packets associated with network addresses outside the set of network addresses for which
packets should be forwarded should be dropped;

[d] receive, at a first time, a dynamic security policy specifying a first set of network addresses for which packets should be
forwarded;

[e] receive, at a second time, a dynamic security policy specifying a second set of network addresses for which packets should
be forwarded;

[f] receive, at a third time, a dynamic security policy specifying a third set of network addresses for which packets should be
forwarded, the second time being after the first time, the third time being after the second time, the second set of network
addresses including more network addresses than the first set of network addresses, and the third set of network addresses
including more network addresses than the second set of network addresses;

[g] receive packets associated with a network protected by the packet security gateway; and

[h] perform, on a packet by packet basis, at least one of multiple packet transformation functions specified by the plurality of
dynamic security policies on the packets associated with the network protected by the packet security gateway, wherein each
of the one or more packet security gateways is configured to perform the at least one of the multiple packet transformation
functions specified by the plurality of dynamic security policies on the packets by performing at least one packet
transformation function other than forwarding or dropping the packets.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1. [a] A method comprising:

receiving, by a packet-filtering device, a
plurality of packet-filtering rules
configured to cause the packet-
filtering device to identify packets
corresponding to at least one of a
plurality of network-threat indicators;

The PoliWall-CCF™ resides between your firewall and Internet connection, where it acts as
an OSI Level 2 network bridge, and so is invisible to the Internet. The PoliWall incorporates
the uniqgue HIPPIE™ (High-speed Internet Protocol Packet Inspection Engine) technology,
which determines the country of origin of each packet, and filters inbound and outbound
packets at wire speeds. You can create many filters for the PoliWall, based on country and IP
network, and you can add exceptions to these filters. The PoliWall can automatically
download updated lists of known threats such as spammers and botnets. You can define the
Quality of Service for countries and networks of your choosing; you can also throttle traffic
according to custom filters. You can define alerts, and automatically throttle suspicious traffic.
You configure the PoliWall from a standard web browser, and this administration function is
protected by multiple levels of security including Public Key Certificates, trusted network lists,
and administrator passwords. The device supports both IPv4 and IPv6, and can be managed
via SNMP.
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1. [a] A method comprising: S
receiving, by a packet-filtering device, a HIPPIE™ Filter

plurality of packet-filtering rules
configured to cause the packet- HIPPIE is a country code/Internet Protocol address engine that rapidly determines the country

. . . . . of origin for incoming packets, and the destination country of outgoing packets. You create
filtering de\{lce to identify packets maps by specifying one or more countries that should be blocked or allowed. You may also
corres.pondlng to at |east one ‘?f a specify additional allow/deny rules for IP networks or addresses with as much granularity as
plurality of network-threat indicators; | desired across the entire IP address space. Changes to this filter can be automatically
downloaded to the Poliwall-CCF.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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Poliwall™

1... [b] receiving, by the packet-filtering
device, a plurality of packets, wherein
the plurality of packets comprises a
first packet and a second packet;

View Real-time statistics for your Rule Groups. Click any View Stats button to pull up a

graph of traffic.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [c] responsive to a determination by
the packet-filtering device that the
first packet satisfies one or more
criteria, specified by a packet-filtering
rule of the plurality of packet-filtering
rules, that correspond to one or more
network threat indicators of the
plurality of network-threat indicators:
applying, by the packet-filtering device

and to the first packet, an operator
specified by the packet-filtering rule
and configured to cause the packet-
filtering device to allow the first
packet to continue toward a
destination of the first packet;
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [d] communicating, by the packet- Live Stats provide a graphical view of the traffic currently going through the Poliwall, after
filtering device, information from the filtering. The table on the left can be sorted by country name or by traffic. You can select
packet-filtering rule that identifies the | countries from the table and view their traffic on a bar graph on the right.
one or more network-threat H fions:
indicators, and data indicative that the ere are your options.
first packet was allowed to continue » Traffic: Packets, Bandwidth used (megabits per second), and Connections
toward the destination of the first » Direction: Inbound, Outbound, or both
packet; * Refresh: Rate of chart update from 1 second to 1 minute.

¢ Increase Y Axis: Either fix the scale of the axis, or allow it to resize automatically.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [e] causing, by the packet-filtering
device and in an interface, display of
the information in at least one portion
of the interface corresponding to the
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The Dropped IPv4 Packet Log and the Dropped IPv6 Packet Log screens show you

information on data packets blocked by the PoliWall.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [f] receiving, by the packet-filtering
device, an instruction generated in
response to a user invoking an
element in the at least one portion of
the interface corresponding to the
packet-filtering rule and the one or
more network-threat indicators; and

Country » Status

Afghanistan i Blocked |
Aland lsiands Blocked E
Albaria Blocked =
Algatia Blocked 8
american Somoa CMiowed 3
Blocked  §
fBIockeﬂ M &
 Blocked  § ©
sigua and Barbusd Blocked E
Argentinia Blocked &
Armnia Blocked |
Aruba | Blocked &
Australia ! Aliowed -
Atistrin Blocked H

Click on an country to select it: green shows allowed countries, gray shows those that are
blocked. Alternatively, select countries from the list on the right side of the screen. Click on
Submit to save your changes, or click on Revert to undo your changes.

Note: you need the Adobe Flash plug-in on your web browser to display the world map. You
can download a copy of Flash here: http://get.adobe.com/flashplayer.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [g] responsive to receiving the The World Map lets you allow or deny Internet traffic to the various countries of the world.
instruction:
modifying, by the packet-filtering
device, at least one operator
specified by the packet-filtering rule

L ranset Gl Submi

Sefect Countries for “allow eng’

thunryz

to reconfigure the packet-filtering Aighaistan | Blocked §
. Aland lsiands i Blocked

device to prevent packets pania T

corresponding to the one or more Blocked
. . . . Ametican Somoa | Aliowed B
criteria from continuing toward ookes 8
their respective destinations; and Bocked 8

i Blocked Eo

Artigua and Barbuda Blocked |

Argentinia Blocked &

Armania Blocked ]|

Aruba | Blocked |

Australia ! Aliowed -

. Ayictrin . 7—.-::-.-. o

Click on an country to select it: green shows allowed countries, gray shows those that are
blocked. Alternatively, select countries from the list on the right side of the screen. Click on
Submit to save your changes, or click on Revert to undo your changes.

Note: you need the Adobe Flash plug-in on your web browser to display the world map. You
can download a copy of Flash here: http://get.adobe.com/flashplayer.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [h] responsive to a determination by
the packet-filtering device that the
second packet corresponds to the one
or more criteria:

preventing, by the packet-filtering
device, the second packet from
continuing toward a destination of
the second packet

Country » Status

Afghanistan i Blocked |
Aland lsiands Blocked E
Albaria Blocked =
Algatia Blocked 8
american Somoa CMiowed 3
Blocked  §
fBIockeﬂ M &
 Blocked  § ©
sigua and Barbusd Blocked E
Argentinia Blocked &
Armnia Blocked |
Aruba | Blocked &
Australia ! Aliowed -
Atistrin Blocked H

Click on an country to select it: green shows allowed countries, gray shows those that are
blocked. Alternatively, select countries from the list on the right side of the screen. Click on
Submit to save your changes, or click on Revert to undo your changes.

Note: you need the Adobe Flash plug-in on your web browser to display the world map. You
can download a copy of Flash here: http://get.adobe.com/flashplayer.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [i] communicating, by the packet-
filtering device, data indicative that
the second packet was prevented
from continuing toward the

LR
P45

R PORY

BAGE DHRECHON

QR

destination of the second paCket,' and 32036 200187 161, 125: 36941 P ST nbound oot
32036 162.150.24, 15235048 Top SN bbound S

FEEEET

2HO-EE-24T14:32:03. 5240000

199150313, 13430948

SYN  Inbound

33EEE8 2M064TIATR04 00040000 144 29 164 122:35958 192168 48123680 TOP SYN  Inhound
33EE 200 24TASR04 CapHI00G TE2.79.163.1 2135074 1gasgigdses 0P S¥YN Inhound

335390

209005 2473 4:32:04 057 40005

131.150.72.166: 30002

P

SYMN Inbound

330391 2NOCBIATISEN04.0EP+000C  20BAUIZZ5B93E0NM 1921631812380 YOP YN Inbound
I DMOLEDMTIATO04CE94000C  167.264182.965.36005 1921834812380 YOP YN Inbound ooty

ZH0ERT A0 1040000

86 2654 4516 36008

192186 181

BRI Inbund

country

333394 2G100824TI40204 12340000 44 330 250 7536015 1321684812383 TOF BYN  Inbound
33F3%% 2N0DOS TS0 0000 206261 TOSERE 182 1eRE e CF YN Inbound
333385 2M008-24TI4IRD4 12440000 04.140.321.9336025 1921554812380 YOP SYN  Inbound
33397 2N003-24Ti052.00 173+0000  Ter 24 218 50036082 182,188 1812282 oR SYN Inbound
dEeous 20080204 1000000 Y47 1 3eua7 192182 1812280 0P SYN nbound

The Dropped IPv4 Packet Log and the Dropped IPv6 Packet Log screens show you

information on data packets blocked by the PoliWall.
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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1... [j] causing, by the packet-filtering
device and in the interface, display of
the data indicative that the second
packet was prevented from continuing
toward the destination of the second
packet.

The following diagram shows the typical placement of the PoliWall in a network between the
Internet border router and your firewall.

Inside
MIC

Administrative NIC Firewall
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1. [a] A method comprising:
receiving, by a packet-filtering device, a plurality of packet-filtering rules configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

[b] receiving, by the packet-filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet and a second packet;

[c] responsive to a determination by the packet-filtering device that the first packet satisfies one or more criteria, specified by a packet-filtering rule
of the plurality of packet-filtering rules, that correspond to one or more network threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator specified by the packet-filtering rule and configured to cause the
packet-filtering device to allow the first packet to continue toward a destination of the first packet;

[d] communicating, by the packet-filtering device, information from the packet-filtering rule that identifies the one or more network-threat
indicators, and data indicative that the first packet was allowed to continue toward the destination of the first packet;

[e] causing, by the packet-filtering device and in an interface, display of the information in at least one portion of the interface corresponding to
the packet-filtering rule and the one or more network-threat indicators;

[f] receiving, by the packet-filtering device, an instruction generated in response to a user invoking an element in the at least one portion of the
interface corresponding to the packet-filtering rule and the one or more network-threat indicators; and

[g] responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from continuing toward their respective destinations; and

[h] responsive to a determination by the packet-filtering device that the second packet corresponds to the one or more criteria:
preventing, by the packet-filtering device, the second packet from continuing toward a destination of the second packet

[i] communicating, by the packet-filtering device, data indicative that the second packet was prevented from continuing toward the
destination of the second packet; and

[j1 causing, by the packet-filtering device and in the interface, display of the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when
executed by the at least one processor
cause the system to:
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when
executed by the at least one processor
cause the system to:
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7... [b] provision, each device of a
plurality of devices, with one or more
rules generated based on a boundary
of a network protected by the plurality
of devices with one or more networks
other than the network protected by
the plurality of devices at which the
device is configured to be located; and
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7... [b] provision, each device of a
plurality of devices, with one or more
rules generated based on a boundary
of a network protected by the plurality
of devices with one or more networks
other than the network protected by
the plurality of devices at which the
device is configured to be located; and
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7... [b] provision, each device of a
plurality of devices, with one or more
rules generated based on a boundary
of a network protected by the plurality
of devices with one or more networks
other than the network protected by
the plurality of devices at which the
device is configured to be located; and
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7... [c] configure, each device of the
plurality of devices, to:

receive packets via a communication
interface that does not have a
network-layer address;
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7... [c] configure, each device of the
plurality of devices, to:

receive packets via a communication
interface that does not have a
network-layer address;

Ingress filter
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7... [d] responsive to a determination by
the device that a portion of the
packets received from or destined for
a host located in the network
protected by the plurality of devices
corresponds to criteria specified by
the one or more rules, drop the
portion of the packets; and
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7... [e] modify a switching matrix of a
local area network (LAN) switch
associated with the device such that
the LAN switch is configured to drop
the portion of the packets responsive
to the determination by the device.
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7. [a] A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor cause the system to:

[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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7. A system comprising:

at least one processor; and
a memory storing instructions that when executed by the at least one

processor cause the system to:

13. One or more non-transitory computer-readable media comprising
instructions that when executed by a computing system cause the
computing system to:

provision, each device of a plurality of devices, with one or more rules
generated based on a boundary of a network protected by the
plurality of devices with one or more networks other than the
network protected by the plurality of devices at which the device is
configured to be located; and

provision, each device of a plurality of devices, with one or more rules
generated based on a boundary of a network protected by the
plurality of devices with one or more networks other than the
network protected by the plurality of devices at which the device is
configured to be located; and

configure, each device of the plurality of devices, to:

configure, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a
network-layer address;

receive packets via a communication interface that does not have a
network-layer address;

responsive to a determination by the device that a portion of the
packets received from or destined for a host located in the
network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of
the packets; and

responsive to a determination by the device that a portion of the
packets received from or destined for a host located in the
network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of
the packets; and

modify a switching matrix of a local area network (LAN) switch
associated with the device such that the LAN switch is
configured to drop the portion of the packets responsive to the
determination by the device.

modify a switching matrix of a local area network (LAN) switch
associated with the device such that the LAN switch is
configured to drop the portion of the packets responsive to the
determination by the device.
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13. [a] One or more non-transitory computer-readable media comprising instructions that when
executed by a computing system cause the computing system to:
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[b] provision, each device of a plurality of devices, with one or more rules generated based on a
boundary of a network protected by the plurality of devices with one or more networks other than
the network protected by the plurality of devices at which the device is configured to be located;
and

[c] configure, each device of the plurality of devices, to:
receive packets via a communication interface that does not have a network-layer address;

[d] responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to
criteria specified by the one or more rules, drop the portion of the packets; and

[e] modify a switching matrix of a local area network (LAN) switch associated with the device such
that the LAN switch is configured to drop the portion of the packets responsive to the
determination by the device.
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