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(7) ABSTRACT

A method and system for enabling interconnection of VPNs
is disclosed. An interconnection device manages an inter-
connection process at one or more facilities including, for
example, a gateway device. The gateway device has infor-
mation relating to a plurality of VPNs, and may facilitate
interconnection between devices on at least two of the VPNs
by determining that one device is in fact a member of a first
one of the VPNs, and by forwarding connection parameters
of the first VPN to the second VPN on an as-needed basis.
In this way, the gateway allows interconnection without the
need for a completely centralized decision-making process,
and does so independently of the type of device and/or
VPN(s) being used. Moreover, the gateway may implement
only those VPN parameters needed by both VPNs to com-
municate with one another with a desired level of security,
thereby simplifying the routing and forwarding processes
associated with the actual communication occurring via the
interconnection. The information related to the plurality of
VPNs and their respective member devices may be stored in
a mapping table at the gateway, and identification param-
eters of a device seeking interconnection and/or associated

VPN parameters may be verified by the use of digital
certificates.
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VIRTUAL PRIVATE NETWORK CROSSOVERS
BASED ON CERTIFICATES

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to the formation and
use of secure network connections. More specifically, the
present invention relates to forming secure network connec-
tions for devices located within different private networks.

[0003] 2. Description of the Related Art

[0004] Virtual Private Networks (“VPNs”) exist which
enable private communications among devices associated
with a given VPN, even if some or all of the communications
are transmitted over a public network. Most VPNs are
broken down into categories that reside in different layers of
the well-known Transmission Control Protocol/Internet Pro-
tocol (TCP/IP) protocol suite. In particular, the Network and
Link Layers of the TCP/IP protocol suite (i.e., layers 3 and
2, respectively) are examples of layers commonly used to
establish VPNs.

[0005] With respect to Network-Layer VPNs, there are
several known methods for construction of such VPNs. As
a first example, “route filtering” can be implemented to
control route propagation such that only certain networks
receive routes for other networks within their own commu-
nity of interest (i.e., VPN).

[0006] Route filtering is based on the proposition that
some network subset of an underlying IP network supporting
the VPN (such as the Internet) actually forms the VPN.
Routes associated with this network subset are filtered such
that they are not announced to any other network(s) con-
nected to the network subset forming the VPN. Conversely,
no other non-VPN route is announced to the network subset.

[0007] Privacy of services on a network-layer, route fil-
tering VPN is implemented by restricting any of the VPN
hosts from responding to packets which contain source
addresses from outside the VPN. Such restrictions are based
on access control lists (“ACLs”), which are tables that tell a
device which access rights each user has. That is, an ACL is
a list of entries that grant or deny specific access rights to
individuals or groups.

[0008] Conventional network-layer, route filtering VPN,
however, have various difficulties associated therewith. For
example, such an arrangement can be misconfigured such
that it erroneously accepts packets which it should not,
and/or rejects packets that should be accepted. Another
problem with route filtering is that, when implemented
behind a gateway or firewall device, subscriber networks can
define a router external to the gateway/firewall as the default
router, so that users of the VPN behind the gateway/firewall
can reach external networks as long as they know the default
router address (even if it is not advertised). Additional
shortcomings of this technique include administrative mis-
takes, a static nature of the design and limitations on the
security provided. In addition, the complexity for defining
and maintaining all the rules is very high, so that the
technique does not scale very well or very easily.

[0009] As a final point related to network-layer, route-
filtering VPNs, connection between two different VPNs (i.e.,
inter-VPN connectivity) requires the network to route exter-
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nally-originated packets to the VPN interconnection point. If
the packets are admitted into the VPN at the interconnection
point, the same packets may be passed back across the
network to the ultimate VPN destination address. Thus, this
interconnection point is a very sensitive point in the security
design of interconnected VPNs.

[0010] A second type of network-layer VPN is built using
tunneling protocols. Generic Routing Encapsulation (GRE)
is a network-layer tunneling protocol used to construct
VPNs (Layer 2 tunnelling protocols, such as Layer 2 Tun-
nelling Protocol (L2TP) and Point-to-Point Tunnelling Pro-
tocol (PPTP) are also known and are discussed in more
detail below).

[0011] GRE tunnels are configured between a source
(ingress) router and a destination (egress) router, such that
packets designated to be forwarded across the tunnel are
further encapsulated with a new header (the GRE header),
and placed into the tunnel with a destination address of the
tunnel endpoint (the new next-hop). When the packet
reaches the tunnel endpoint, the GRE header is stripped
away, and the packet continues to be forwarded to the
destination, as designated in the original IP packet header.

[0012] In the GRE tunnelling protocol, routing for the
VPN is isolated from routing of the customer. The VPNs can
reuse the same private address space within multiple VPNs
without any cross impact, providing considerable indepen-
dence of the VPN from the customer network.

[0013] Various difficulties exist with respect to imple-
menting the GRE tunnelling protocol. For example, GRE
tunnels must be manually configured, which leads to exces-
sive administrative overhead. Also, privacy of the network is
an area of concern, because the tunnel is still vulnerable such
that privacy is not absolute. Additionally, packets that use
GRE formatting can be injected into the VPN from third-
party sources. Moreover, it is necessary to deploy ingress
filters that are aligned to the configured tunnel structure in
order to ensure a greater degree of integrity of privacy of the
VPN. Finally, it is also necessary to ensure that Customer
Premises Equipment (CPE) routers are managed by the VPN
service provider, because the configuration of the tunnel
end-points is a critical component of the overall architecture
of integrity of privacy.

[0014] As a final example of a network-layer tunnelling
technique, IP Security (IPSec) has been developed. IPSec is
a flexible framework for providing network-layer security.
Earlier security protocols often protected only a portion of
an end-to-end path, or forced the imposition of the same
protection everywhere along the path. IPSec, in contrast,
provides complete end-to-end network layer security, while
giving the opportunity to tailor the security coverage on a
segment-by-segment basis along any given path. IPSec
protocols support data origin authentication, data integrity,
data confidentiality, encryption key management, and man-
agement of security associations. Within the IPSec frame-
work, a company can configure secure end-to-end solutions
that can accommodate both locally attached users and
remote-access users, and can support communications both
within the company and between different companies.

[0015] IPsec encrypted tunnel mode, nonetheless, still
leaves the tunnel ingress and egress points vulnerable,
because these points are logically part of the host network as
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well as being part of the unencrypted VPN network. Any
corruption of the operation, or interception of traffic in the
clear, at these points will compromise the privacy of the
private network. In the tunnel mode, however, traffic that
transits the encrypted links between participating routers is
considered secure.

[0016] In addition to network-layer VPN, there also exist
conventional link-layer VPNs. For example, link-layer pro-
tocols such as Frame-Relay or Asynchronous Transfer Mode
(ATM) allow building VPNs as a set of Private Virtual
Circuits (PVCs). The VPNs built are not generally fully-
meshed (i.e., each of the VPN devices is not necessarily
capable of communicating directly with all of the other VPN
devices). Rather, they are only partially meshed, or use a
Hub model. Although robust and simple, these protocols are
not easily scalable, since any peer-to-peer connection is a
dedicated PVC that needs to be configured manually.

[0017] One method of addressing these scaling issues in
link-layer VPNs is to use VPN labels within a single routing
environment, in the same way that packet labels are neces-
sary to activate the correct per-VPN routing table in network
layer VPNs. The use of local label switching effectively
creates the architecture of the well-known Multi-protocol
Label Switching (MPLS) VPN. The architectural concepts
used by MPLS are generic enough to allow it to operate as
a peer VPN model for switching technology for a variety of
link-layer technologies, and in heterogeneous Layer 2 trans-
mission and switching environments. MPLS requires pro-
tocol-based routing functionality in the intermediate
devices, and operates by making the transport infrastructure
visible to the routing.

[0018] MPLS VPNs have not one, but three key ingredi-
ents: (1) constrained distribution of routing information as a
way to form VPNs and control inter-VPN connectivity; (2)
the use of VPN-IDs, and specifically the concatenation of
VPN-IDs with IP addresses to turn (potentially) non-unique
addresses into unique ones; and (3) the use of label switch-
ing (MPLS) to provide forwarding along the routes con-
structed via (1) and (2).

[0019] Numerous approaches are possible to support
VPNs within an MPLS environment. In the base MPLS
architecture, the label applied to a packet on ingress to the
MPLS environment effectively determines the selection of
the egress router, as the sequence of label switches defines
an edge-to-edge virtual path. The extension to the MPLS
local label hop-by-hop architecture is the notion of a per-
VPN global identifier, which is used effectively within an
edge-to-edge context. This global identifier could be
assigned on ingress, and is then used as an index into a
per-VPN routing table to determine the initial switch label.
On egress from the MPLS environment, the VPN identifier
would be used again as an index into a per-VPN global
identifier table to undertake next-hop selection.

[0020] In another approach to supporting VPNs within an
MPLS environment, a Provider Edge (PE) router having a
plurality of logical routers is configured such that each
logical router corresponding to one VPN can be imple-
mented with an entity of a routing protocol between PE
routers whose processing is based on VPN Routing and
Forwarding (VRF) tables. Based on the route information of
a VRF table in a PE router, user traffic received from a CE
(Customer Equipment) device or another PE router is for-
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warded to another CE device or PE router via an access or
logical link respectively. For the dynamic routing service, a
PE router distributes route information inside user sites,
which is received from a CE device or another PE router, to
another CE device or PE router using routing protocol
between PE routers. A PE router implements one or more
logical (i.e. “virtual”) routers. It is usually located at the
edge of an SP (Service Provider) network.

[0021] Finally, tunneling techniques for link-layer VPNs
also exist. For example, Virtual Private Dial Networks
(VPDN) exist which use layer 2 tunnelling techniques.
There are three principal methods of implementing a VPDN:
Layer 2 Tunnelling Protocol (L2TP), Cisco Layer 2 For-
warding protocol (L2F) from which L2TP was derived, and
Point-to-Point Tunnelling Protocol (PPTP) tunnels. Such
tunnels represent VPN that can be static or dynamic tunnels
with, in some cases, a preliminary authentication phase.

[0022] Inshort, various solutions have been put forward to
achieve different levels of network privacy when building
VPN across a shared IP backbone. Many of these solutions
require separate, per VPN forwarding capabilities, and make
use of IP or MPLS-based tunnels across the backbone. Also,
within a VPN domain, an instance of routing is used to
distribute VPN reachability information among routers. Any
routing protocol can be used, and no VPN-related modifi-
cations or extensions are needed to the routing protocol for
achieving VPN reachability.

[0023] Generally speaking, then, a VPN can take several
forms. A VPN can be between two end systems, or it can be
between two or more networks. A VPN can be built using
tunnels or encryption (at essentially any layer of the protocol
stack), or both, or alternatively constructed using MPLS or
one of the “virtual router” methods. A VPN can consist of
networks connected to a service provider’s network by
leased lines, Frame Relay, or ATM. As a final example, a
VPN can consist of dialup subscribers connecting to cen-
tralized services or to other dialup subscribers.

[0024] Regardless of which of the above techniques (or
other known techniques) is used to form a VPN, it should be
understood that network security is a concern. In fact,
network security is a concern in many contexts aside from
VPN, and, in general, increasing use of remote access over
public networks and Internet access for inter-business com-
munication are major driving forces behind the evolution of
security technology. In particular, public-key certificates
(discussed in more detail below) and dynamic passwords are
two technology areas that are growing rapidly to meet the
security needs of today’s networked environment. In the
VPN arena, these security technologies are well-used in
VPNs based on IPsec, but are not as advantageous when
used in conjunction with other VPN technologies.

[0025] Many techniques for network security revolve
around the use of a firewall, which is generally known as a
combination of hardware and software used to implement a
security policy governing network traffic between two or
more networks, some of which may be under administrative
control (e.g., organizational networks) and some of which
may not be under administrative control (e.g., the Internet).
A network firewall commonly serves as a primary line of
defense against external threats to an organization’s com-
puter systems, networks, and critical information. Firewalls
can also be used to partition networks or isolate/interconnect

Patent Owner, Centripetal Networks, Inc. - Ex. 2019, p. 9



US 2004/0088542 Al

VPNs. Firewalls use various decision-making processes,
such as packet filtering, application proxies and dynamic
filtering (stateful inspection), to filter out undesirable pack-
ets from entering/exiting the protected network. Such deci-
sion-making processes are discussed in more detail below.

[0026] In addition to these security-related filtering func-
tions, firewalls can also perform routing functions that are
associated with the network being protected and that are
conventionally associated with a separate/individual router.
Routing is the process of deciding the disposition of each
packet that a routing device handles. This applies to incom-
ing packets, outbound packets leaving a network for external
destinations, and packets being routed among internal net-
works. Ultimately, there can be only two dispositions of
packets: forward or discard. The routing mechanism decides
between these two using the destination IP address in the
packet header. This decision process is governed by a data
structure called the routing table.

[0027] A firewall system’s routing configuration reflects
its view of the topological configuration of the networks to
which it is attached. A routing configuration that reflects the
network topology is generally used so that the firewall will
be able to deliver legitimate packets to their desired desti-
nations. Most firewall systems’ routing configurations rarely
change, and are static. The static nature of the routing
configurations stems from the fact that routing topology
changes may create conflicts between routing and filtering
policies for certain filter rules.

[0028] Each network to which a firewall system is
attached has a procedure to obtain new IP addresses. For the
Internet, this is obtained from the Internet Service Provider
(ISP) that connects to the firewall. For internal networks, a
dedicated IP address should be given from within the
organization. If dynamic IP addresses are used, additional
authentication techniques may be required, as is known.

[0029] A firewall system’s routing table contains a list of
IP network addresses for which the firewall system is
intended to provide routing services. Each row of the table
describes one network. The index used to access a row in the
table is the destination network address of the packet cur-
rently being routed. If table lookup is successful, the table
provides either the address of the next router to which to
send the packet or the interface to use to send the packet out.
That next router is used as the intermediate destination and
the packet is forwarded there. If the table lookup fails, the
packet is discarded. An Internet Control Message Protocol
(ICMP) “unreachable” message may be returned to the
source indicating that the packet was undeliverable.

[0030] Regardless of the routing technique used, the rout-
ing mechanism is usually not used to implement security
policy. That is, a routing mechanism is often considered too
dynamic and unreliable to perform security functions. Rout-
ing functions and supporting structures are primarily
designed to route packets efficiently and reliably, not
securely. Therefore, filtering techniques that can be imple-
mented in connection with operation of a firewall (and/or
router) for security purposes exist, and examples of these (as
referred to above) are packet filtering, application proxies,
and dynamic filtering (stateful inspection).

[0031] Packet filtering on routers is used to allow, to the
extent possible, only authorized network traffic. Packet
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filters specify packets to filter (discard) during the routing
process. These filtering decisions are usually based on
contents of the individual packet headers (e.g., source
address, destination address, protocol, port). Some packet
filter implementations offer filtering capabilities based on
other information; these implementations are discussed in
more detail in connection with stateful inspection described
below.

[0032] Generally speaking, packet filtering routers offer
the highest performance firewall mechanism. However, they
are harder to configure because they are configured at a
lower level, requiring a detailed understanding of protocols.

[0033] Packet filtering is the process of deciding the
disposition of each packet that can possibly pass through a
router with packet filtering. For simplicity’s sake, it can be
assumed that there are only two dispositions: accept and
reject. IP filtering provides the basic protection mechanism
for a routing firewall host, allowing a determination of what
traffic passes through based on the contents of the packet,
thereby potentially limiting access to each of the networks
controlled by the firewall router.

[0034] The criteria used in each filtering rule for deter-
mining the disposition can be arbitrarily complex. For a
router with packet filtering, there may be multiple points in
the routing process where the rules are applied; typically, for
arriving packets, they are applied at the time a packet is
received and, for departing packets, they are applied imme-
diately before a packet is transmitted. There may be different
rule sets at each point where filtering is applied. If the entire
security policy can be implemented in packet filters, then
other firewall mechanisms may not be required. If some
elements of the filtering policy cannot be implemented with
packet filters, then additional firewall mechanisms such as
proxies may be necessary.

[0035] An application proxy is an application program that
runs on a firewall system between two networks. The
firewall host on which the proxy runs does not necessarily
need to be acting as a router. When a client program
establishes a connection “through™ a proxy to a destination
service, it first establishes a connection directly to the proxy
server program. The client then negotiates with the proxy
server to have the proxy establish a connection on behalf of
the client between the proxy and the destination service. If
successful, there are then two connections in place: one
between the client and the proxy server and another between
the proxy server and the destination service. Once estab-
lished, the proxy then receives and forwards traffic bi-
directionally between the client and service. The proxy
makes all connection-establishment and packet-forwarding
decisions; any routing functions that are active on the host
system are generally irrelevant to the proxy.

[0036] As a final example of a security technique for
operation in a firewall router, the terms stateful inspection or
dynamic packet filtering refer to a more capable set of
filtering functions on routers. Packet filtering is generally
restricted to making its filtering decisions based only on the
header information on each individual packet without con-
sidering any prior packets. Stateful inspection filtering
allows both complex combinations of payload (message
content) and context established by prior packets to influ-
ence filtering decisions. As with packet filtering, stateful
inspection is implemented as an “add-on” to routing.
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[0037] The principle motivation for stateful inspection is a
compromise between performance and security. As a routing
“add-on,” stateful inspection provides much better perfor-
mance than proxies. It also provides an increase in the level
of firewall function beyond simple packet filtering. Like
proxies, much more complex access control criteria can be
specified and like packet filtering, stateful inspection
depends on a high quality (i.e., correct) underlying routing
implementation.

[0038] Generally speaking, there are good reasons to use
packet filtering, application proxies and/or stateful inspec-
tion, depending on the situation and needs of a particular
user. For example, certain services (e.g., Simple Mail Trans-
fer Protocol (SMTP), Hypertext Transfer Protocol (HTTP),
or Network Time Protocol (NTP)) are usually safe to control
via packet filters while others (e.g., Domain Name System
(DNS), File Transfer Protocol (FTP)) may require the more
complex features available only in proxies. Packet filtering
is fast, while application proxies are generally slower. In
cases where greater access control is required and the poorer
performance of proxies cannot be tolerated, stateful inspec-
tion packet filters may be an acceptable compromise. In any
case, if possible, it is advantageous to have as many of these
different functions (i.e., packet filters, proxies, and stateful
inspection) available as possible, applying each where
appropriate.

[0039] Although there are many techniques for imple-
menting and securing individual VPNs, as discussed above,
there is an additional need for VPNs which can cross-
communicate without sacrificing service to their users, e.g.,
without reducing the security of transmissions between the
two (or more) VPNs or within a particular one of the VPNs.

[0040] In considering the difficulties associated with inter-
connecting multiple VPN, then, it should be considered that
a VPN is generally built to solve some common problems.
These problems include, for example, virtualization of ser-
vices and segregation of communications to a closed com-
munity of interest. Thus, when two different networks using
the same or different VPN technologies are interconnected,
the VPN Networks interconnecting function must respect at
least the following principles: security of network opera-
tions, maintenance of network integrity, interoperability of
services and data protection. Issues that arise from these
principles include: scalability, complexity, security, cost of
deployment and management.

[0041] Security, which can be implemented in various
forms as already discussed, generally means preventing the
hacking of packets, which may be snooped on, modified in
transit, or subjected to traffic analysis by unauthorized
parties. Additionally, security refers to avoiding misconfigu-
ration errors that provide holes between two or more VPNs.

[0042] In inter-connecting different VPNs, whether a
given VPN is behind a firewall device or not, some central-
ized VPN management tools enable secure connectivity
between multiple customers and multiple services over a
single connection, with flexible, centralized management
and control. They simplify secure interconnection and man-
agement of networks with incompatible routing or address
conflicts. They are generally limited to the type of equip-
ment used and vendor. Such VPNs are centralized and have
no secure feedback.

[0043] Such centralized configuration VPN systems allow
the setting of network policies involving hardware devices,
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as well as user registration functions to set network policies
and privileges. These conventional systems are based on
what is known as an Access Control List (“ACL”).

[0044] ACL-based management systems essentially man-
age ACLs that are residing in routers that control traffic flow
and provide some level of security of access. They can also
perform the monitoring of user activity to determine when
users are connected and where they’re mapped, from a
policy standpoint, to virtual LANs in the network. ACLs
allow administrators to define security and traffic control
policies for management across devices, according to the
controlling company, and are also commonly used for secur-
ing Internet access. ACLs can be centrally managed through
a template library. Access list configurations can be managed
for groups of users and for devices and network services
used in VPNs.

[0045] Conventional solutions for inter-connecting VPN,
especially non-centrally managed conventional solutions,
are lacking in regards to global crosschecking of devices,
support of any type of device being interconnected and
interconnection with other tools such as security tools.

[0046] In addition, even if a VPN inter-connection tech-
nique is centralized, such conventional configurations use
the same technology, i.e., ACLs that are downloaded to each
device in the network. Thus, conventional ACL-based VPN
solutions can be used for interconnections management only
if the same tool is working on both types of VPNs being
interconnected. Therefore, at least some manual ACL set-
tings generally need to be implemented if a non-compatible
protocol or piece of equipment is used.

[0047] Moreover, the centralized ACL configuration is
static, and does not lend itself to automation. If another
configuration tool is used, or a manual modification is
performed by a user that has been granted access (or by a
user who has mistakenly or illicitly gained access), there is
no direct verification of the user and/or system done to check
for errors or other problems.

[0048] An ACL may also take the form of a filtering
statement in firewalls, but continue to use the same mecha-
nism described above. Sometimes several similar rules are
duplicated in cascaded equipments because there is a lack in
confidence in what has been defined in other devices. ACL
use has a high computing resources and performance impact
on all devices, so that any simplification would improve
network performance noticeably.

[0049] As a final point related to conventional techniques
for cross-connecting devices on different VPNs, it is pos-
sible for administrators of, for example, a firewall router to
maintain tables for managing the VPNs and cross-connec-
tions therebetween. However, such techniques are only
workable for static configurations of VPNs, that is, the
VPN(s) much be reconfigured and reset before a new
transmission path can take place between the two VPNs.
Therefore, these techniques are slow to implement, and are
not easily scaleable. Moreover, such conventional tech-
niques require knowledge of customer parameters by the
administrator(s), and therefore may fail to maintain a desired
level of privacy and security on the part of the VPN
customer(s).

[0050] In short, no conventional approach currently exists
which permits interconnection of VPNs in a secure, efficient,
scaleable, reliable, dynamic and decentralized manner.
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SUMMARY OF THE INVENTION

[0051] The present invention enables interconnection of
VPN, according to one embodiment, by management of an
interconnection process at one or more facilities including,
for example, a firewall or gateway device. The firewall or
gateway device has information relating to a plurality of
VPNs, and may facilitate interconnection between devices
on at least two of the VPNs by determining that one device
is in fact a member of a first VPN, and by forwarding
connection parameters of the first VPN to the second VPN
on an as-needed basis. In this way, the firewall, gateway or
other similar device allows interconnection without the need
for a completely centralized decision-making process, inde-
pendently of the type of device and/or VPN(s) being used.
Moreover, the firewall, gateway or similar device may
implement only those VPN parameters needed by both
VPNs to communicate with one another with a desired level
of security, thereby simplifying the routing and forwarding
processes associated with the actual communication occur-
ring via the interconnection. The information related to the
plurality of VPNs and their respective member devices may
be stored in a mapping table at the firewall, gateway or
similar device, and identification parameters of a device
seeking interconnection and/or associated VPN parameters
may be verified by the use of digital certificates.

[0052] According to a first embodiment of the invention,
a method is disclosed for permitting a first device on a
Virtual Private Network (VPN) to communicate with a
second device outside the VPN. The method may include
authentication, at an interconnection device, of the first
device as a member of the VPN. The method may further
include identification, at the interconnection device, of VPN
parameters related to connecting and forwarding character-
istics of the VPN. Finally, the method may include the
forwarding of data from the first device to the second device
via the VPN and the interconnection device, where the
forwarding operation is based on the VPN parameters.

[0053] According to a second embodiment of the inven-
tion, a method is disclosed for forwarding communications
from a first device on a Virtual Private Network (VPN) to a
second device via an interconnection device. The method
may include the receipt of identification information from
the first device at a filtering and forwarding engine within
the interconnection device, the forwarding of the identifi-
cation information to a control subsystem within the inter-
connection device, and the authentication of the first device
as a member of the VPN by verifying, at the control
subsystem, VPN parameters associated with the VPN. The
method may further include provision of the VPN param-
eters to the filtering and forwarding engine, as well as the
forwarding of the communications from the first device to
the second device via the filtering and forwarding engine
and in accordance with the VPN parameters.

[0054] According to a third embodiment of the invention,
an interconnection device for allowing communications
between a first device on a Virtual Private Network (VPN)
and a second device not on the VPN is disclosed. Such an
interconnection device might include a mapping table con-
taining VPN information describing operations of the VPN,
a filtering and forwarding engine operable to receive iden-
tification information related to the first device, and a control
subsystem operable to authenticate the first device based on
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the identification information, the control subsystem further
operable to modity the VPN information within the mapping
table such that the filtering and forwarding engine transmits
the communications from the first device to the second
device in accordance therewith.

[0055] According to a fourth embodiment of the inven-
tion, an article of manufacture having a computer readable
medium having stored therein a computer program carrying
out a method for connecting a first device on a Virtual
Private Network (VPN) to a second device not on the VPN
is disclosed. Such a computer program might include a first
code segment for receiving an authentication request from
the first device, a second code segment for authenticating the
first device as a member of the VPN, in response to the
authentication request, and a third code segment for deter-
mining routing and forwarding parameters associated with
intra-VPN data traffic. Finally, such a computer program
might also include a fourth code segment, for implementing
the routing and forwarding parameters with respect to com-
munications between the first device and the second device.

[0056] According to a fifth embodiment of the invention,
a system for cross-connecting a first device on a first Virtual
Private Network (VPN) to a second device on a second VPN
is disclosed. Such a system might include an identification
subsystem operable to identify the first device and the
second device, and to output identification information
accordingly. The system might further include an authenti-
cation subsystem operable to receive the identification infor-
mation and authenticate the first device and the second
device as members of the first VPN and the second VPN,
respectively, based thereon, and to output authentication
information accordingly. Such authentication information
might include a first set of rules governing data transmission
over the first VPN and a second set of rules governing
transmission over the second VPN. Finally, such a system
might include a matching subsystem operable to receive the
authentication information and match the first set of rules to
the second set of rules such that secure transmission occurs
between the first and second devices via the first and second
VPNs.

[0057] According to a sixth embodiment of the invention,
a method is disclosed for connecting a first device on a first
Virtual Private Network (VPN) to a second device on a
second VPN. Such a method might include receipt of a first
certificate identifying properties of the first device and the
first VPN at an interconnection device, as well as receipt of
a second certificate identifying properties of the second
device and the second VPN at the interconnection device.
Thus, the interconnection device may operate to compare
the first and second certificates and store information related
to a predetermined number of VPNs of which the first and
second VPNs are a subset, thereby allowing interconnection
of the first and second devices based on the comparing
operation.

[0058] Finally, according to a seventh embodiment of the
invention, a system is disclosed for connecting a first device
on a Virtual Private Network (VPN) to a second device not
on the VPN. Such a system may include means for authen-
ticating the first device as a member of the VPN, means for
establishing VPN parameters associated with the first VPN,
and means for transmitting communications between the
first device and the second device, based on the VPN
parameters.
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[0059] The features and advantages of the invention will
become apparent from the following drawings and descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

[0060] The present invention is described with reference
to the accompanying drawings. In the drawings, like refer-
ence numbers indicate identical or functionally similar ele-
ments. Additionally, the left-most digit(s) of a reference
number identifies the drawing in which the reference num-
ber first appears.

[0061] FIG. 1 is a schematic view of a networking envi-
ronment illustrating one embodiment of the present inven-
tion.

[0062] FIG. 2 shows internal gateway functions and exter-
nal devices involved in a hardware representation of one
embodiment of the present invention.

[0063] FIG. 3 shows examples of flows that may occur
between external devices establishing a VPN connection to
an interconnection gateway according to one embodiment of
the invention.

[0064] FIG. 4 demonstrates a VPN mapping table accord-
ing to one embodiment of the invention.

[0065] FIG. 5 demonstrates flows that occur between
involved internal gateway functions in order to establish the
interconnection of two VPNs according to one embodiment
of the invention.

[0066] FIG. 6 demonstrates a certificates structure utilized
in one embodiment of the invention.

DETAILED DESCRIPTION

[0067] While the present invention is described below
with respect to various exemplary embodiments, the present
invention is not limited to only those embodiments that are
disclosed. Other embodiments can be implemented by those
skilled in the art without departing from the spirit and scope
of the present invention.

[0068] The present invention, according to one embodi-
ment, provides an interconnection device, containing a VPN
mapping table, that utilizes specially-constructed certificates
to identify VPN properties of the user and/or device being
connected and compares these properties to another VPN.
According to this embodiment, the interconnection device is
capable of automatically allowing VPN interconnections,
without a need for a centralized decision-making process.
The interconnection device implements whichever VPN
rules from one or both of the interconnecting VPNs are
necessary for secure interconnection. Moreover, this
embodiment of the invention is independent of the types of
devices and types of VPN technologies being used.

[0069] In one embodiment, then, the present invention
facilitates secure interconnection between a VPN on which
certificates have been built to identify VPN properties of the
user or device being connected and another VPN on which
certificates have also been built to identify VPN properties
of the user or device being connected. Certificates compari-
son and match analysis by the interconnection device allows
(or disallows) the VPNs to exchange data and routes.
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[0070] One embodiment of the invention related to these
techniques for interconnection is to define and build specific
Certificates fields within device or user certificates for
performing interconnection of VPNs. A VPN mapping table
stored in the interconnection device may represent all the
VPN of a defined network. In addition, one embodiment of
the present invention proposes an apparatus optimizing such
methods for building an interconnection gateway.

[0071] The present invention thus provides a global solu-
tion that is not linked directly with the type of device nor the
VPN technology used, but that nonetheless gives a very
secure identity of each VPN when an interconnection has to
be performed. The device which performs the interconnec-
tion may decide and allow automatically, without central
control or reconfiguration of the VPN interconnection, add-
ing of the required rules associated with both VPNs’ rules
defined for VPN entry points. The use of digital certificates
in one embodiment of the invention allows easy deployment
of the invention. The present invention ensures a high
security level that can be used for configuration, including
filtering and routing rules in the gateway and security
management, thus integrating the different network manage-
ment tools.

[0072] Although the present invention is discussed prima-
rily in terms of cross-connecting separate devices on sepa-
rate VPN, it should be understood that only one device need
be on a VPN for the invention to be useful. The other device
need not be on a separate VPN, and can be, for example, a
gateway, firewall or similar interconnection device.

[0073] Because the present invention enables dynamic
updating of VPN characteristics, including the ability for
cross-connections, it is considerably faster and more scale-
able than conventional prior art systems. Moreover, the
present invention enables VPN customers to create or
modify parameters of their VPNs, perhaps by creating or
modifying their own digital certificate(s). In this way, cus-
tomers have greater flexibility and ease in managing their
VPN(s). In one embodiment of the invention, certain such
parameters can be maintained such that only the customer(s)
can create or modify certain parameters, and VPN admin-
istrators are restricted from altering these parameters.

[0074] Having described embodiments of the invention in
general terms, the following discussion and related figures
set forth particular embodiments in more detail.

[0075] FIG. 1 is a simplified representation of two net-
works 170 and 180 being interconnected through Gateway
160 (which, as would be obvious to one of ordinary skill in
the art, may also be a firewall device and/or have various
routing functionalities). Each network transports several
Virtual Private Networks (VPNs) that may correspond to
different customers’ networks sharing the same infrastruc-
ture owned by a service provider.

[0076] In this example, three VPNs 105, 115 and 125 are
represented over network 170 with only one remote device
being connected over each VPN. It should be understood
that, generally, a plurality of devices may be connected on
each VPN, however, since the described embodiment
handles each device separately, a single device per VPN is
enough to clearly explain the process. The three remote
devices represented on network 170 are: device 100 con-
nected to Gateway 160 through VPN 105, device 110

Patent Owner, Centripetal Networks, Inc. - Ex. 2019, p. 13



US 2004/0088542 Al

connected to Gateway 160 through VPN 115 and device 120
connected to Gateway 160 through VPN 125. Similarly,
over the second network 180, three remote devices are also
connected to Gateway 160: device 130 through VPN 135,
device 140 through VPN 145 and device 150 through VPN
155.

[0077] In FIG. 1, it is assumed that each VPN has a
different name as an identification parameter. However, this
assumption is meant to be illustrative and not limiting. For
example, a global customer virtual private network may
include both VPN 125 on network 170 and VPN 155 on
network 180, or VPN 115 and VPN 125 on network 170 and
VPN 155 on network 180. In other words, virtually any
combination is possible, and the use of different names/
reference numerals herein is merely to clearly identify a
VPN connection. Thus, a VPN identifier may be built of
different fields, if preferred, representing the customer glo-
bal VPN, the network on which the VPN is established,
and/or the connection for this VPN.

[0078] Between each VPN, possible interconnection is
established thanks to VPN parameters that can be either
preloaded or dynamically loaded. The VPN parameters will
define routing and filtering rules applied to the flows
exchanged between the connected end devices. End devices
(100, 110, 120, 130, 140 and 150) may be Hosts, routing
devices, gateways or any other device known to be connect-
able to Gateway 160 through a VPN over a network such as
network 170 or 180.

[0079] FIG. 2 represents the functions involved in Gate-
way 160 with external connectivity to remote devices as
described in FIG. 1, as well as connection to other devices
including Certificate Authority (CA) 200 and PROXY server
205. These two devices will be described in more detail in
FIG. 3, however, they represent standard well-known
devices. In general, the Certificate Authority 200 stores
digital certificates for the purpose of secure device VPN
identification. The proxy server 205 is used for implement-
ing the application proxy technique, as discussed above.

[0080] Neither component 200 or 205 is located on net-
works 170 or 180, for security reasons. Rather, they are
preferably connected on a local network or a dedicated
connection. It is possible to put components 200 and 205 on
a data network (if the network is considered secure enough),
or to connect them though a secured encrypted connection.

[0081] Certificate Authority 200, as is known and referred
to above, processes digital certificates for implementing
secure network connections such as VPNs. A Certificate is a
structure that contains a public value (i.e., a public key) that
is bound to an identity. Within a specific type of Certificate,
such as the X.509 Certificate, the public key may be bound
to a “user’s name”. The CA 200 attests that the public key
belongs to the user, so that when a client receives a certifi-
cate from another user the “strength” of the binding between
the public key and identity can vary depending on the
reliability of the particular CA 200 being used.

[0082] An X.509 Certificate in particular has a very formal
structure in some respects, yet maintains a degree of flex-
ibility in other respects. Those elements that are always
contained in a certificate are as follows:

[0083] Subject This is the “user’s name” referred to above,
although the subject field can in fact be any identity value.
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A number of name spaces are supported. The default is
X.500 Distinguished Names (e.g., ¢=GB, o=Integrity,
cn=hughes). Alternative name spaces supported include
RFC822 e-mail addresses (e.g. johnh@entegrity.com).

[0084] Issuer This is the name of the Third Party that
issued/generated the certificate, that is, the Certificate

Authority 200. The same name spaces are used as defined for
the Subject field.

[0085] Public Value This is the public key component of
a public/private key pair. An associated field defines the
public key algorithm being used, for instance whether it is
an RSA, Diffie-Hellman or DSA public key.

[0086] Validity Two fields are used to define when the
certificate is valid from and valid to. Combined together
these provide the validity period.

[0087] Serial Number This is a field that provides a unique
certificate serial number for the issuer of the certificate.

[0088] Signature This is how the Subject identity and the
Public Value are bound together. The signature is a digital
signature generated by the CA 200 over the whole certifi-
cate, using the CA’s private key. By having signed the
certificate the CA “certifies” that the Subject is the “owner”
of the public key and therefore has the corresponding private
key.

[0089] X.509 Version 3 (“V3”) is a version of X.509
certificates that adds an extensibility mechanism to the
original X.509 certificate format. Certificate extensions can
be defined in standard fields or by user communities. Some
examples of certificate extensions are: alternative name
forms, key identifiers, key usage, subject attributes, certifi-
cate policies and constraints.

[0090] Additional specific extensions may also be built.
As will be discussed in more detail below, one embodiment
of the present invention contemplates the integration of
extensions for VPN identification and related rules, whereby
interconnection can take advantage of the security provided
by digital certificates.

[0091] In FIG. 2, each device connected to Gateway 160
uses a dedicated termination point, which can be an interface
or a logical sub-interface such as a Private Virtual Circuit
(PVC) or tunnel termination point. More specifically in the
example of FIG. 2, devices 100, 110, 120, 130, 140 and 150
connected respectively through VPNs 105, 115, 125, 135,
145 and 155 terminate their connections in interface blocks
INTFA 251, INTFB 252, INTFC 253, INTFD 254, INTFE
255, INTFF 256, also respectively.

[0092] At these termination points, the low layers (e.g.,
layers 1 and 2) are removed from the packets to reveal the
IP frame. The frame could be a pure IP packet from a host,
or could be an encapsulated IP packet in the case of, for
example, GRE or IPsec tunnelling. The IP packet received
on an interface is sent from the interface block (251-256) to
the connected function blocks referred to herein as Filtering
and Forwarding Engines F&FE 261, 262,263, 264, 265 and
266. F&FEs 261-266 may be used in part to implement, for
example, packet filtering as discussed above.

[0093] Packet information includes, for example, packet
header information (e.g., source address, destination
address, protocol, source port, destination port, packet
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length, connection state information) as well as packet
payload (e.g., message content). Some or all of this infor-
mation may be referenced in filter rules depending on the
actual implementation of the packet filter mechanism in the
F&FE blocks.

[0094] F&FEs 261-266 thus have several functions. For
example, they identify the packet, and, as they implement an
IP forwarding function, they can forward or filter any known
packet (according to input and output rules).

[0095] When a newly-connected device establishes com-
munications with an F&FE block (or in other instances when
filtering/forwarding rules are not defined), the F&FE block
attempts to identify the IP device which is trying to establish
a connection. This can be done using an IP source address
found on an incoming packet, by a broadcast on the link or
by using an alternate identification like user authentication.
It may also be a device without an assigned IP address that
is requesting one for the purposes of the connection.

[0096] In any of the above-mentioned cases, the remote
device must be identified by determining, for example, its IP
address, USERID, name or other such parameters. Using
this information, F&FE block (e.g., F&FEA 261) sends a
request to CONTROL Block 220 via lead 212 to return a
user certificate or associated VPN certificate from an exter-
nal CA 200 in order to proceed to authentication of the
connecting device.

[0097] At this point, a legacy device or user digital cer-
tificate may be used. An administrator may implement VPN
digital certificates as full certificates including user or device
parameters, or may just put a pointer on a legacy device (or
user) digital certificate to a specialized digital certificate
providing only the VPN parameters. This can be viewed as
an indirect or indexed access method to the VPN part of a
device certificate. In the description of the embodiment of
the invention discussed herein, a common global digital
certificate is used that includes both legacy parameters and
VPN parameters.

[0098] The device authentication is done according to the
well-known ISAKMP process using a security association
established, for example, between device 100 and Control
block 220, as described in more detail with respect to FIG.
3. At this point, no traffic coming on VPN 105 is able to pass
through Gateway 160 to another VPN, as long as the peer
device is not authenticated and the rules are not defined for
routing and filtering.

[0099] When the connection for VPNA 105 is authenti-
cated, Control block 220 decodes the VPN information
included in the VPN certificate corresponding to VPNA 105
and provides at least F&FEA 261 (and possibly other F&FE
blocks, as necessary) with the filtering and routing param-
eters and a pointer to F&FEA 261 block for a Virtual Router
negotiation. This is done via leads or set of leads 212 and
214, which can be a serial bus or other conventional type of
bus.

[0100] Tt should be noted that the use of a shared bus like
210 for data forwarding, control and routing function is also
contemplated by the present invention, but the use of dedi-
cated buses or leads allows the connections shown in FIG.
2 to be considered only as hardware connections. Imple-
menting a shared bus 210, on the other hand, may be done
in a pure software environment in a server.
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[0101] In situations where routing is required between
VPNg, a virtual router (routing block) can be shared between
these VPNs to build a common routing table. Each VPN
sharing this virtual router updates the common table, which
can then be viewed as a routing control point. Part of this
routing table is then downloaded with regular updates (or
upon any change(s)) to the forwarding function of each
F&FE 261-266. Each update or download may be different
depending on particular routing rules of each VPN. Thus, a
set of Virtual Routers can be implemented which are shown
in FIG. 2 as VR1 to VR5 231-235.

[0102] As an example, F&FEA 261 and F&FED 264 may
share a common virtual router VRI 231 in the interconnec-
tion of VPNA 105 to VPND 135 (many of the process steps
associated with this example are described in more detail
with respect to FIGS. 3 and/or 5). The first connected and
authenticated VPN requests a Virtual router when the rules
associated with that VPN imply that the use thereof is
necessary. In this example, F&FED 264 has been assigned
VR1 231 prior to a connection of device 100 through VPNA
105.

[0103] When the second VPN is connected (in this case,
VPNA), a set of control messages are exchanged between
F&FEA 261 and F&FED 264, and a pointer to VRI 231 is
provided by F&FED 264 to F&FEA 261. A routing table in
VRI may then be updated using routing bus 216 and
forwarding functions on each side activated in parallel.

[0104] In this example, it is assumed that VPN filtering
rules have been set, either from the certificate(s) or from
pre-configured values in VPN filtering tables. When in
certificates, filtering rules and parameters are converted into
statements understood by the Gateway 160, such as access
control lists (ACLs, discussed in detail above). In these
cases, a single ACL statement can be built up one parameter
at a time, with the options to follow at each stage shown in
a table.

[0105] ACL can work on a Media Access Control (MAC)
address, IP address (source/destination), protocol type and
port number, or other known parameters. An ACL Statement
can be applied to an interface, sub-interface or virtual
circuit, tunnel corresponding to the VPN interface defined.

[0106] Then the data forwarding can start as described in
FIG. 5, directly between blocks F&FEA 261 and F&FED
264, via data bus 210. It can be a direct transmission when
packet filtering is activated, or packets may be forwarded
from F&FEA 261 to PROINT block 222, which is the
interface block for the external firewall Proxy function 205.
When the proxy application is run, another packet (i.e., a
modified version of the packet received from F&FEA 261)
is transmitted to F&FED 264.

[0107] It should be noted that the gateway design of the
example shown in FIG. 2 and discussed above is based on
a multiple layer firewall architecture, so that all inbound and
outbound packets travel through both outside and inside
gateway functions (i.e., the F&FE functions between the
external network (Internet) and the internal network(s), and
the F&FE functions between the outside gateway and the
internal network(s), respectively).

[0108] For the outside F&FE function, ¢.g., F&FEA in the
above example, the routing configuration is relatively com-
plex and the packet filtering rules are relatively simple.

Patent Owner, Centripetal Networks, Inc. - Ex. 2019, p. 15



US 2004/0088542 Al

Thus, formulation of the routing configuration and the
filtering rules needs to be done separately and somewhat in
sequence. In contrast, for the inside F&FE function, e.g.,
F&FEB in the above example, the routing configuration is
relatively simple and the packet filtering rules are generally
more complex. Thus, in this case, routing configuration and
filtering rules should be formulated concurrently in the
digital certificate. In both inside and outside F&FE func-
tions, it may be necessary to apply rules coming from
several VPN digital certificates. In that case rules are added,
and if there is a conflict between rules, the most limited and
most secure should be implemented. In this latter case, a
warning message can be sent to a security administrator for
checking.

[0109] FIG. 3 describes the external flows between Gate-
way G 160, remote devices such as device A 100, proxy
server 205 and CA 200 according to one embodiment of the
invention and corresponding to the example(s) discussed
above with respect to FIG. 2.

[0110] In FIG. 3, the use of two certificates is illustrated.
One certificate is used to establish the peer device identity,
and a second certificate is used to identify the corresponding
VPN. As described in FIG. 2, when a new VPN is detected,
the IP peer device thereon is detected and authenticated.
Specifically, the device identification certificate is obtained
by a request 300 to CA 200 (i.e., REQ_CERT_A), and the
certificate is provided to Gateway 160 in operation 305
(SD_CERT_A).

[0111] InFIG. 3, it is assumed that IPsec is used as at least
one basis for VPN security. Accordingly, a Security Asso-
ciation (SA) phase one is initiated by gateway G (as is
conventional and well-known). The SA phase 1 set of
messages 310 are sent from Gateway 160 at address G1 to
device A 100 which answers with message(s) PHIAA 315.
These messages are generally intended to protect further
negotiation traffic by way of, for example, the “Main mode”
portion of an SA phase 1 exchange. As is known, the Main
mode is designed to provide protection for the identity of the
involved devices. It is typically divided into three sets of
messages, each set containing two messages. The first two
messages are used for negotiating a security policy for the
exchange, the next two messages are used for a Diffie-
Hellman keying material exchange and the last two mes-
sages are used for authenticating the peers, such as with
digital signatures and optional additional digital certificates.

[0112] The option of providing additional digital certifi-
cates at this point may be a secure option allowing Gateway
160 to get VPN digital certificates from CA 200 only after
a successful mutual authentication between Gateway 160
and device 100 has occurred. In this case, device 100 will
provide Gateway 160 with either a pointer to the certificate
or a key to decode/decrypt the related VPN digital certifi-
cate.

[0113] It should be noted that, while a digital certificate is
not generally something that should be protected, as it
includes mainly public values, some fields related to VPN
certificates, such as IP addresses, subnets values and filtering
rules, should not be disclosed. Therefore such VPN certifi-
cate should be transported through a secure path. Thus, in
the example of FIG. 3, device 100 may prefer to protect the
pertinent certificate and to allow access to it only to authen-
ticated devices.
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[0114] Assuming the mutual authentication of device 100
and Gateway 160 is satisfactorily completed, Gateway 160
will request a VPN certificate check of CA 200 using a
request message 340 (REQ_CERT_VPN_A), and CA 200
will answer with a message (or set of messages) 345
containing the certificate (SD_CERT_VPNA).

[0115] The certificate may be decrypted using a secret key
given by device 100 in the previous SA negotiation, or a
more complex mechanism may be implemented, such as
device 100 providing CA 200 with the encryption public key
of Gateway 160, or device 100 granting permission to CA
200 to provide Gateway 160 with its VPN certificate.
Gateway 160 and CA 200 may also start an SA between
themselves (in order to build a secure IPsec communica-
tion), or may use Secure Socket Layer (SSL) or other secure
protocol for the certificate download.

[0116] Finally in FIG. 3, an external connection 315 to a
proxy gateway server 205, which is optional depending on
needed filtering rules, can be used for some or all the traffic
between the interconnected VPNs.

[0117] FIG. 4 represents a VPN mapping table for a
network according to one embodiment of the invention.
Such a table utilizes parameters defined in a certificate from
devices such as device 100 together with information from/
about Gateway 160 to formulate information helpful in
interconnecting VPNs. Generally, each VPN table corre-
sponds to a given network, such as network 170 or network
180. If the Gateway 160 manages more than one network
using tables, then one table per network may be imple-
mented. Examples of fields per table, as shown in row 400,
are a VPN identifier, the Gateway interface (or set of
interfaces if common) on which this VPN is active, corre-
sponding routing and/or filtering parameters/rules and lists
of subnets for which the rules are defined.

[0118] In one embodiment of the invention, a “deny” is
automatically applied to all undefined subnets. Routing
parameters include which virtual router manages the routing
function for this VPN and the type and parameters for this
routing function. In the filtering field of row 400, firewall
rules to apply on the F&FE managing the VPN in question
are defined.

[0119] In another embodiment of the invention, a main
table may be used to provide a pointer for each field pointing
to another table or file. Such a table may be especially useful
in cases were each field might contain a large number of
values.

[0120] In one example, network 180 may use this table
structure and the three VPNs 135, 145 and 155 belonging to
network 180 may each have a dedicated row 410, 420 and
430, on the mapping table, respectively. In FIG. 4, VPND
135 in row 410 uses interface INTFD 254, and device 130
handles subnet 194.200.6.0. In general, each device may
handle a different network, or a global statement may be
defined for a group or for all devices.

[0121] Grouping subnets can improve the filtering perfor-
mance in minimizing the number of rules to apply. For
example, a local virtual router for VPND 135 may be VRI
and routes are shown in FIG. 4 as static for this VPN, so that
the list of routes can be given explicitly in this field. A rules
set D is defined which may include incoming and outgoing
rules as commonly used in Gateway 160.
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[0122] Similarly, VPNE 145 is defined on row 420 using
a different interface (INTFE 255), a different subnet list, a
different protocol for routing and a different set of rules.
Even if the routing protocol happens to be the same, another
instance of that protocol must be used if run on a separate
virtual router. In some cases a common Virtual Router may
be used by several VPNs running over the same network, but
even in that case, the naming for each VPN is different (since
the filtering rules provide a differentiation between these
VPNs). Similarly, two VPNs may have similar filtering rules
but still may need to be separated and managed indepen-
dently.

[0123] Finally with respect to the rows of FIG. 4, VPNF
155 row 430 represents a third independent VPN on a
different interface (INTFF 256), having different subnets,
using another virtual router and protocol, and another dedi-
cated set of firewall rules.

[0124] 1Inone embodiment of the invention, certain param-
eters within the mapping table of FIG. 4 can only be created
or modified by the VPN customers, and can not by altered
by an administrator of Gateway 160. For example, according
to this embodiment of the invention, a mapping table may be
stored in control block 220 in a form that is read-only to an
administrator of Gateway 160, but that is writable by VPN
customers.

[0125] 1t may be simpler for some types of networks
running static VPNs to use only the mapping table of FIG.
4, instead of certificates. For example, if the Gateway 160
belongs to the network, there are may be no security issues
to require setting of the VPN routing and filtering parameters
directly on the Gateway 160.

[0126] In such a scenario, a backbone VPN such as an
MPLS network can have VPN defined for all the customers.
Moreover, in such a scenario, changes do not occur very
often (typically only where there is a new customer to be
attached or a major change in existing customer infrastruc-
ture). Thus, only external connections from the Internet,
other external networks, on-demand connections, or DSL
connections typically require authentication and dynamic
interconnection. In such cases, the VPN mapping is with one
F&FE entity using certificates and one F&FE entity using a
locally-stored VPN table.

[0127] FIG. 5 represents the message and packet flows
between functional blocks within Gateway 160. The mes-
sage/packet flows shown in FIG. § largely correspond to the
hardware description of Gateway 160 operations described
above with respect to FIG. 2. The main functional blocks
involved when a device on a new VPN (here, device 100 on
VPNA 105) is connected through the interconnection gate-
way are: the relevant Filtering and Forwarding Engine 261,
the Filtering and Forwarding Engine(s) (here, only F&FE
264 is needed) on the other VPN(s) with which the new VPN
wants to interconnect, the virtual routers of the existing
VPNs (e.g., VR1 231) necessary to allow VPNA 105 to join
one or more virtual router instances, control block 222 to be
used for the VPN connection/authentication/certificate man-
agement and (optional) block PROINT 222 used to interface
the external proxy server 205 when required by the filtering
rules.

[0128] When device 100 requests a VPN interconnection,
it is connected to a functional block within Gateway 160
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called Firewall and Forwarding Engine (F&FEA 261)
which, after authentication is requested from Control Block
220 in operation 510 (message ACC_REQ_A), receives
rules message 515 (RULES A) corresponding to its entity.
Rules message 515 might comprise, for example, a digital
certificate containing the rules to implement which certifi-
cate is decoded and split into different parts by Control
Block 220.

[0129] Another set of rules is sent to the pending F&FED
block 264 using message 520 (ACC _GRD_A) correspond-
ing to an “access granted to A” message telling F&FED 264
to negotiate with F&FEA 261 the use of a virtual router in
process 525 (VR AGREEMENT). Other set of rules may
also be provided in a multipoint VPN environment, as
needed.

[0130] Then, in a route update process, each remote router
advertises its routes to the common virtual router using
messages like ADV_A 530 and ADV_D 540. Methodologies
for such routing updates, by themselves, are conventional
and would be obvious to one of ordinary skill in the art.
Once the routing updates are completed, the virtual router
VR1 231 updates each side (i.e., routers on each VPN) with
the routing information required for the interconnection of
the VPNs, using messages to F&FEA 261 and F&FED 264
blocks such as RT_UPD_A 535 and RT_UPD_D 545.

[0131] Once F&FE functions are fully configured for both
routing and filtering on both sides, the data traffic may be
accepted and rules will be applied. If an application proxy is
not to be used for a data flow, then the process after having
applied the filtering rules on F&FEA block 261 is to send the
data IP packet encapsulated in a message 550 referred to in
FIG. 5 as FW_PAC_D to the remote F&FED block 264.
Answer packets or similar flows coming from the remote
side will use the same path, but in the opposite direction, and
are encapsulated in a message 555 referred to in FIG. 5 as
FW_PAC_A.

[0132] Alternatively, if an application proxy is used for a
data flow, then the process on F&FEA block 261 is to send
the data IP packet encapsulated in a message 560 referred to
in FIG. 5 as FW_A_to_X to the interface block PROINT
222 managing the external connection with the proxy server
205.

[0133] In this latter case, the packet(s) is encapsulated in
a low layer protocol such as Ethernet and forwarded to the
proxy server 205, which will then apply the policy corre-
sponding to this application. The answer from the proxy
server 205 containing the same destination IP address is
forwarded to F&FED 264 on a message 570 referred to in
FIG. 5 as X_TO_D.

[0134] If the destination IP address, in the answer message
from the proxy, is not the destination address of the original
IP packet but rather the source address, e.g., if the proxy
server 205 rejects the packet(s), then the proxy server 205
forwards a rejection message to F&FEA 261 and device 100
in a message X_TO_A 565. Answer packets or similar flows
coming from the remote side will use the same path through
the proxy server in the opposite direction, and are encapsu-
lated in a messages FW_D_TO_X 575 sent to the proxy
server 205 and X_TO_A 565 sent by the proxy server 205
to F&FEA block 261.

[0135] From the above discussion, it should be understood
that similar process(es) may occur in a peer-to-peer manner
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between any pair of F&FE blocks as soon as a VPN
interconnection is established.

[0136] FIG. 6 demonstrates a certificates structure utilized
in one embodiment of the invention. As shown in FIG. 6, a
portion 610 of certificate 600 may contain the certification
authority (CA) 200 identity and signature, as well as the
certificate expiration date and CA public keys (for encryp-
tion and authentication). A portion 620 may contain various
information relating to device 100 having address A, includ-
ing its identity, device type, IP address, the identification of
the network on which this device is connected (i.e., Network
170), the local VPN ID of the connection, the global VPN
ID for the customer using this device (which may be
common to several devices while each VPN ID is indepen-
dent per device), and finally a customer id (which may be a
customer name or other predetermined id).

[0137] Another portion 630 contains the device 100 public
key, IPsec authentication public key and IPsec encryption
public key. A further portion 640, used when the device 100
iS a router or a gateway, contains the list of subnets that have
to be managed through the VPN, as well as the routing
protocol and associated routing parameters related to this
connection (e.g., route distribution, static routes definitions
and/or default router).

[0138] A parameter 650 gives the number of interconnec-
tion blocks (e.g., blocks 251-256 in FIG. 2) being defined
for the interconnection. Then each block is set out such as
shown in items 651 and 652. That is, each block may contain
several parameters, such as VPNID, NETID and GLOB-
VPNID, local IP range (source range) to interconnect to the
new VPN and finally the IP destination range and filtering
parameters associated with this VPN interconnection
(including rules for the different applications and protocols
that will be allowed/denied in incoming and outgoing traf-
fic).

[0139] As explained above, one embodiment of the
present invention provides techniques for interconnecting a
device on a first VPN to a device on a second VPN, using
an interconnection device such as a Gateway or Firewall.
The interconnection device serves the functions of identi-
fying and authenticating the device(s), perhaps using a
digital certificate associated with the device. The intercon-
nection device may also construct and use a mapping table
to assist in interconnecting the two devices operating on
separate VPNs. In these ways, devices on separate VPNs can
be connected to one another in a secure manner, regardless
of the types of devices and VPN techniques being used, and
without having to rely on a centralized control process.

[0140] While this invention has been described in various
explanatory embodiments, other embodiments and varia-
tions can be effected by a person of ordinary skill in the art
without departing from the scope of the invention.

What is claimed is:
1. A method for permitting a first device on a Virtual

Private Network (VPN) to communicate with a second
device outside the VPN, comprising:

authenticating, at an interconnection device, the first
device;
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authenticating, at the interconnection device, VPN param-
eters related to connecting and forwarding characteris-
tics of the VPN with which the first device is associ-
ated; and

forwarding data from the first device to the second device
via the VPN and the interconnection device, said for-
warding operation based on the VPN parameters.
2. The method of claim 1, wherein the second device is a
member of a second VPN.
3. The method of claim 2, further comprising:

authenticating, at the interconnection device, the second
device;

authenticating, at the interconnection device, a second set
of VPN parameters related to connecting and forward-
ing characteristics of the second VPN with which the
second device is associated; and

forwarding data from the first device to the second device
via the first VPN, the interconnection device and the
second VPN.

4. The method of claim 3, further comprising:

selecting parameters from amongst the first and second
sets of VPN parameters which provide the most secure
transmission of data from the first device to the second
device.

5. The method of claim 4, further comprising:

sharing a virtual router between the first VPN and the
second VPN; and

building a router table common to the first VPN and the
second VPN at the virtual router.
6. The method of claim 1, wherein said authenticating of
said first device further comprises:

establishing an identity of the first device based on an
Internet Protocol (IP) address of the first device.
7. The method of claim 1, wherein said authenticating of
said first device further comprises:

establishing an identity of the first device based on
information provided by a user of the first device.
8. The method of claim 1, further comprising:

reading at least a portion of the VPN parameters from a
mapping table stored on the interconnection device
which contains information related to VPNs associated
with the interconnection device.

9. The method of claim 8, wherein the mapping table is

read-only with respect to an administrator of the intercon-
nection device.

10. The method of claim 1, further comprising:

updating a mapping table stored on the interconnection
device and containing information related to VPNs
associated with the interconnection device, based on
authentication information obtained during said opera-
tion of authenticating VPN parameters.

11. The method of claim 1, wherein the VPN parameters
include an identification of a virtual router within the
interconnection device used to route the data.

12. The method of claim 8, wherein said authenticating of
said first device further comprises:
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requesting a digital certificate from a certification author-
ity based on identification information related to the
first device and received therefrom; and

establishing a security association between the first device

and the interconnection device.

13. The method of claim 12, wherein the digital certificate
includes VPN parameters defined by a customer of a VPN
service provider.

14. The method of claim 12, wherein the digital certificate
is associated with the first device.

15. The method of claim 12, wherein the digital certificate
is associated with the VPN.

16. The method of claim 1, wherein VPN parameters are
preloaded at the interconnection device by an administrator
of the interconnection device.

17. The method of claim 1, wherein VPN parameters are
dynamically loaded at the interconnection device based on a
digital certificate associated with the first device or the VPN.

18. The method of claim 1, wherein VPN parameters
include packet filtering rules for determining a forwarding
status of the data.

19. The method of claim 1, wherein said operation of
forwarding data further comprises:

forwarding the data to a proxy server, the proxy server
operable to determine a forwarding status of packets
associated with the data; and

forwarding a copy of the data from the first device to the
second device when permitted by the proxy server.
20. A method for forwarding communications from a first
device on a Virtual Private Network (VPN) to a second
device via an interconnection device, the method compris-
ing:

receiving identification information from the first device
at a filtering and forwarding engine within the inter-
connection device;

forwarding the identification information to a control
subsystem within the interconnection device;

authenticating the first device as a member of the VPN
including/verifying, at the control subsystem, VPN
parameters associated with the VPN;

providing the VPN parameters to the filtering and for-
warding engine; and

forwarding the communications from the first device to
the second device via the filtering and forwarding
engine and in accordance with the VPN parameters.

21. The method of claim 20, wherein said identification
information further comprises an Internet Protocol (IP)
address of the first device.

22. The method of claim 20, wherein said identification
information further comprises user authentication informa-
tion entered by a user of the first device.

23. The method of claim 20, further comprising:

updating the VPN parameters within a mapping table
containing VPN parameter categories for each VPN
associated with the interconnection device.
24. The method of claim 23, wherein said forwarding
further comprises:

sending a request from the filtering and forwarding engine
to the control subsystem for a digital certificate;
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obtaining the digital certificate from an external certifi-
cation authority; and

extracting at least a subset of the VPN parameters from

the digital certificate.

25. The method of claim 24, wherein the digital certificate
includes VPN parameters defined by a customer leasing the
VPN from a carrier.

26. The method of claim 24, further comprising:

establishing a security association between the first device

and the interconnection device.

27. The method of claim 20, wherein the second device is
the interconnection device.

28. The method of claim 20, wherein the VPN parameters
include routing and filtering rules associated with the VPN.

29. The method of claim 20, wherein the VPN parameters
include an identification of a virtual router within the
interconnection device used to route the data.

30. An interconnection device for allowing communica-
tions between a first device on a Virtual Private Network
(VPN) and a second device not on the VPN, the intercon-
nection device comprising:

a mapping table containing VPN information describing
operations of the VPN;

a filtering and forwarding engine operable to receive
identification information related to the first device; and

a control subsystem operable to authenticate the first
device based on the identification information, the
control subsystem further operable to authenticate VPN
information related to the first device and to modify the
VPN information within the mapping table such that
the filtering and forwarding engine transmits the com-
munications from the first device to the second device
in accordance therewith.

31. The interconnection device of claim 30, wherein the
second device is a member of a second VPN, and further
wherein the control subsystem is operable to authenticate the
second device as a member of the second VPN, authenticate
a second set of VPN information describing operations of
the second VPN, and modify the second set of VPN infor-
mation within the mapping table such that the filtering and
forwarding engine transmits the communications from the
first device to the second device in accordance therewith.

32. The interconnection device of claim 31, further com-
prising:

a virtual router operable to route the communications
between the first device on the first VPN and the second
device on the second VPN; and

a router table stored on the virtual router that is common

to the first VPN and the second VPN.

33. The interconnection device of claim 30, wherein the
mapping table is read-only with respect to an administrator
of the interconnection device.

34. The interconnection device of claim 30, further com-
prising:

a virtual router within the interconnection device con-
nected to the filtering and forwarding engine and oper-
able to route the communications.

35. The interconnection device of claim 30, wherein said

control subsystem sends a request to a certification authority
for a digital certificate, based on the identification informa-
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tion, and thereafter establishes a security association
between the first device and the interconnection device.

36. The interconnection device of claim 30, wherein VPN
parameters are preloaded in the mapping table by an admin-
istrator of the interconnection device.

37. The interconnection device of claim 30, wherein VPN
parameters are dynamically loaded at the interconnection
device based on a digital certificate associated with the first
device or the VPN.

38. The interconnection device of claim 30, wherein the
filtering and forwarding engine implements packet filtering
rules for determining a forwarding status of the data, based
on the VPN information.

39. The interconnection device of claim 30, wherein the
filtering and forwarding engine is further operable to for-
ward the communications to a proxy server, the proxy server
operable to determine a forwarding status of packets asso-
ciated with the communications, the filtering and forwarding
engine further operable to forward a copy of the data from
the first device to the second device when permitted by the
PIroXy server.

40. An article of manufacture, which comprises a com-
puter readable medium having stored therein a computer
program carrying out a method for connecting a first device
on a Virtual Private Network (VPN) to a second device not
on the VPN, the computer program comprising:

a first code segment for receiving an authentication
request from the first device;

a second code segment for authenticating the first device
as a member of the VPN, in response to the authenti-
cation request;

a third code segment for authenticating parameters asso-
ciated with intra- VPN data traffic including routing and
forwarding parameters; and

a fourth code segment for implementing the routing and
forwarding parameters with respect to communications
between the first device and the second device.

41. The article of manufacture of claim 40, wherein said

fourth code segment further comprises:

a fifth code segment for updating the routing and for-
warding parameters within a mapping table imple-
mented by a sixth code segment.

42. The article of manufacture of claim 40, wherein said

second code segment further comprises:

a fifth code segment for obtaining a digital certificate from
an external certification authority; and

a sixth code segment for extracting at least a subset of the
routing and forwarding parameters from the digital
certificate.

43. The article of manufacture of claim 40, further com-

prising:
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a fifth code segment for routing communications based on
the routing and forwarding parameters.
44. The article of manufacture of claim 40, wherein the
second device is on a second VPN.
45. A system for cross-connecting a first device on a first
Virtual Private Network (VPN) to a second device on a
second VPN, the system comprising:

an identification subsystem operable to identify the first
device and the second device and output identification
information accordingly;

an authentication subsystem operable to receive the iden-
tification information and authenticate the first device
and the second device as members of the first VPN and
the second VPN, respectively, based thereon, and to
output authentication information accordingly, the
authentication information including a first set of rules
governing data transmission over the first VPN and a
second set of rules governing transmission over the
second VPN;

a matching subsystem operable to receive the authentica-
tion information and match the first set of rules to the
second set of rules such that secure transmission occurs
between the first and second devices via the first and
second VPNs.

46. Amethod for connecting a first device on a first Virtual

Private Network (VPN) to a second device on a second
VPN, the method comprising:

receiving, at an interconnection device, a first certificate
identifying properties of the first device and the first
VPN, and a second certificate identifying properties of
the second device and the second VPN;

comparing the first and second certificates at the inter-
connection device, the interconnection device storing
information related to a predetermined number of
VPNs of which the first and second VPNs are a subset;
and

allowing interconnection of the first and second devices
based on the comparing operation.
47. A system for connecting a first device on a Virtual
Private Network (VPN) to a second device not on the VPN,
the system comprising:

means for authenticating the first device as a member of
the VPN;

means for authenticating VPN parameters associated with
the first VPN; and

means for transmitting communications between the first
device and the second device, based on the VPN
parameters.
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