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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

CENTRIPETAL NETWORKS, INC.,

Plaintiff, No.

VS.

KEYSIGHT TECHNOLOGIES, INC., and JURY TRIAL DEMANDED
IXIA,

Defendants.

N N N N N N N N N N

COMPLAINT FOR PATENT INFRINGEMENT

Plaintiff Centripetal Networks, Inc. (“Centripetal”), for its Complaint against Keysight
Technologies, Inc. (“Keysight”) and Ixia (collectively, “Defendants”), hereby alleges as follows:

THE PARTIES

1. Plaintiff Centripetal is a corporation organized under the laws of the state of
Delaware with its principal place of business at 2251 Corporate Park Drive, Suite 150, Herndon,
Virginia 20171. Centripetal was founded with a strong focus on innovation and technology
leadership that aligns to its core mission and purpose to protect networks from advanced threats.
Centripetal has invented core-networking technologies that meet the scale of the cyber threat
intelligence challenge. Centripetal maintains the largest threat intelligence partner ecosystem,
providing community based solutions to defeat sophisticated cyberattacks. In recognition of its
innovation and expertise, Centripetal has been awarded numerous patents enabling its key

technological advances in the network security area.

Exhibit 3002 page 1



Case 2:17-cv-00383-HCM-LRL Document1 Filed 07/20/17 Page 2 of 38 PagelD# 2

2. Defendant Keysight is a Delaware corporation with its principal place of business
at 1400 Fountain Grove Parkway, Santa Rosa, California 95403. Keysight maintains a regular
and established place of business in this District through a permanent physical facility located at
43130 Amberwood Plaza #200, Chantilly, VA 20152. Keysight maintains a group known as the
“Ixia Solutions Group.”

3. Defendant Ixia is a California corporation with its principal place of business at
26601 W. Agoura Rd, Calabasas, California 91302. Ixia maintains a regular and established
place of business in this District through a permanent physical facility located at 1593 Spring
Hill Road, Suite 530, Vienna, Virginia 22182. Keysight acquired Ixia on April 18, 2017, and
operates Ixia as a division under the name “Ixia Solutions Group.” On information and belief,
Ixia is a wholly owned subsidiary of Keysight. On its website, Ixia states that “Ixia is now part
of Keysight Technologies.” See, e.g., https://www.ixiacom.com. Keysight states on its website
that Bethany Mayer, the President and CEO of Ixia before the acquisition, serves as a Vice
President of Keysight and as President of Keysight’s “Ixia Solutions Group.”  See
https://www.ixiacom.com/company/leadership. Following the merger, Ixia’s board of directors
consists of Jeffrey Li, Vice President, Assistant General Counsel and Assistant Secretary at
Keysight, and Jason Kary, Vice President, Treasurer & Investor Relations at Keysight. See Ixia
8-K, Item 5.02, April 18, 2017. Keysight’s Senior Vice President Neil Dougherty serves as
president of the Ixia subsidiary following the merger. Id.

4, The Defendants regularly conduct and transact business in Virginia, throughout
the United States, and within the Eastern District of Virginia, and as set forth below, have
committed and continue to commit, tortious acts of patent infringement within and outside of

Virginia and within the Eastern District of Virginia. Keysight maintains a regular and
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established place of business in this District through a permanent physical facility located at
43130 Amberwood Plaza #200, Chantilly, VA 20152. Ixia maintains a regular and established
place of business in this District through a permanent physical facility located at 1593 Spring
Hill Road, Suite 530, Vienna, Virginia 22182. Further, the Defendants directly or indirectly use,
distribute, market, sell, and/or offer to sell throughout the United States, including in this judicial
district, various telecommunication products, including computing devices, associated
equipment, and software.

5. Defendants’ infringement of the asserted patents has been willful and deliberate
because Defendants knew or were willfully blind to the asserted patents and their infringement of
those patents but acted both with subjective bad faith and despite an objectively high likelihood
that its acts would infringe the asserted patents. Centripetal notes on its website that its
technology is protected by multiple patents, including the asserted patents: *“Centripetal
Networks has been awarded over 20 patents enabling unique technological advantages for our
customers cyber security defenses.” See, e.g., https://www.centripetalnetworks.com/about.php.
Defendants knew of this disclosure on Centripetal’s website, yet acted with an objectively high
likelihood that its acts would infringe. For example, employees from Anue Systems, Inc., a
company Ixia acquired in 2012, visited Centripetal’s website at least as early as 2014 and have
continued to the present. Website tracking reports indicate that those employees regularly
viewed Centripetal’s web pages, including the specific pages explaining that Centripetal’s
technology was protected by numerous patents. For example, reports indicate that Scott
Register, who previously worked at Anue and is now Ixia’s current Vice President of Product
Management “leading the development of new Ixia products in the areas of Security,

Virtualization and Cloud” regularly viewed Centripetal’s web pages See, e.g.,
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https://www.ixiacom.com/person/scott-register. ~ Mr. Register has regularly promoted the
accused products, including the ThreatARMOR devices. Id. Defendants thus knew or were
willfully blind to Centripetal’s technology and its patents. Further, on May 2, 2016, in an article
written by Jon Oltsik in Network World titled “The Rise of Threat Intelligence Gateways,” Mr.
Oltsik detailed functions of threat intelligence gateways provided by a number of vendors,
including Centripetal. Defendants use several quotes from Mr. Oltsik on their web sites,
including, for example, at https://www.ixiacom.com/products/threatarmor. Moreover,
Defendants have held webinars with Mr. Oltsik to promote their products. This further
demonstrates that Defendants knew or were willfully blind to Centripetal’s technology. Despite
this knowledge and/or willful blindness, Defendants have acted with an objectively high
likelihood of infringement.

JURISDICTION AND VENUE

6. This is an action for patent infringement arising under the patent laws of the
United States, Title 35, United States Code. This Court has exclusive subject matter jurisdiction
over this case for patent infringement under 28 U.S.C. § 1338.

7. This Court has personal jurisdiction over Defendants. Defendants have conducted
and do conduct business within the State of Virginia. Keysight maintains a regular and
established place of business in this District through a permanent physical facility located at
43130 Amberwood Plaza #200, Chantilly, VA 20152. Ixia maintains a regular and established
place of business in this District through a permanent physical facility located at 1593 Spring
Hill Road, Suite 530, Vienna, Virginia 22182. Defendants, directly or through subsidiaries or
intermediaries (including distributors, retailers, and others), ship, distribute, offer for sale, sell,
and advertise (including the provision of an interactive web page) their products and/or services
in the United States, the State of Virginia, and the Eastern District of Virginia. Defendants,

4
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directly and through subsidiaries or intermediaries (including distributors, retailers, and others),
have purposefully and voluntarily placed one or more of their infringing products and/or
services, as described below, into the stream of commerce with the expectation that they will be
purchased and used by consumers in the Eastern District of Virginia. These infringing products
and/or services have been and continue to be purchased and used by consumers in the Eastern
District of Virginia. Defendants have committed acts of patent infringement within the State of
Virginia and, more particularly, within the Eastern District of Virginia.

8. Venue is proper in the Eastern District of Virginia under 28 U.S.C. 8§88 1391 and
1400(b). Defendants have transacted business in this District, and have directly committed acts
of patent infringement in this District, and have a regular and established place of business in this
District. Keysight maintains a regular and established place of business in this District through a
permanent physical facility located at 43130 Amberwood Plaza #200, Chantilly, VA 20152. Ixia
maintains a regular and established place of business in this District through a permanent
physical facility located at 1593 Spring Hill Road, Suite 530, Vienna, Virginia 22182. Upon
information and belief, Defendants employ a number of personnel in this District, including
personnel involved in Defendants’ infringement by at least through the testing, demonstration,
use, offer for sale, and sale of the accused products and services within Virginia.

THE PATENTS IN SUIT

9. On February 16, 2016, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 9,264,370 (“the 370 patent”), entitled “Correlating Packets in
Communications Networks.” A true and correct copy of the 370 patent is attached hereto as
Exhibit A.

10.  On September 15, 2015, the United States Patent and Trademark Office duly and

legally issued U.S. Patent No. 9,137,205 (“the *205 patent"), entitled “Method and Systems for
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Protecting a Secured Network.” A true and correct copy of the *205 patent is attached hereto as
Exhibit B.

11.  On January 31, 2017, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 9,560,077 (“the *077 patent”), entitled “Method and Systems for
Protecting a Secured Network.” A true and correct copy of the *077 patent is attached hereto as
Exhibit C.

12.  On August 9, 2016, the United States Patent and Trademark Office duly and
legally issued U.S. Patent No. 9,413,722 (“the ’722 patent”), entitled “Rule-Based Network-
Threat Detection.” A true and correct copy of the *722 patent is attached hereto as Exhibit D.

13. Centripetal owns by assignment the entire right, title, and interest in and to the
’370 patent, the *205 patent, the 077 patent, and the *722 patent (collectively, “the Asserted
Patents™).

14.  All of the Asserted Patents are valid and enforceable.

15. Defendants have infringed and continue to infringe one or more claims of each of
the Asserted Patents by engaging in acts that constitute infringement under 35 U.S.C. § 271,
including but not necessarily limited to making, using, selling, and/or offering for sale, in this
district and elsewhere in the United States, and/or importing into this district and elsewhere in
the United States, certain network security devices (collectively, “the Accused Products™).

FIRST CAUSE OF ACTION

(Patent Infringement of the ’370 Patent)

16. Paragraphs 1 through 15 are incorporated by reference as if fully stated herein.
17. Defendants have infringed and continue to infringe, literally or under the doctrine
of equivalents, the *370 patent by making, using, selling, offering for sale within the United

States, and/or importing into the United States, products that are covered by one or more claims
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of the *370 patent. Such products include certain network security devices, including but not
limited to the Ixia ThreatARMOR devices (“Accused *370 Products™).

18. For example, Defendants have infringed, and continue to infringe, at least claim
22 of the *370 patent:

22. A system comprising:
at least one processor; and

a memory storing instructions that when executed by the at least one processor
cause the system to:

provision a device in a communication link interfacing a network device and a
first network with one or more rules configured to identify a plurality of
packets received by the network device from a host located in the first
network;

provision a device in a communication link interfacing the network device and
a second network with one or more rules configured to identify a plurality
of packets transmitted by the network device to a host located in a second
network;

provision the device in the communication link interfacing the network device
and the first network and the device in the communication link interfacing
the network device and the second network with one or more rules
specifying a set of network addresses and configured to cause the system
to log packets destined for one or more network addresses in the set of
network addresses;

configure the device in the communication link interfacing the network device
with the first network to:

identify the plurality of packets received by the network device;

generate a plurality of log entries corresponding to the plurality of packets
received by the network device; and

communicate, to the system, the plurality of log entries corresponding to
the plurality of packets received by the network device;

configure the device in the communication link interfacing the network device
with the second network to:

identify the plurality of packets transmitted by the network device;
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generate a plurality of log entries corresponding to the plurality of packets
transmitted by the network device; and

communicate, to the system, the plurality of log entries corresponding to
the plurality of packets transmitted by the network device;

correlate, based on the plurality of log entries corresponding to the plurality of
packets received by the network device and the plurality of log entries
corresponding to the plurality of packets transmitted by the network
device, the plurality of packets transmitted by the network device with the
plurality of packets received by the network device; and

responsive to correlating the plurality of packets transmitted by the network
device with the plurality of packets received by the network device:

generate data identifying the host located in the first network; and

communicate, to a device located in the first network, the data identifying
the host located in the first network.

19. The Accused 370 Products are “system[s] comprising: at least one processor; and
a memory storing instructions that when executed by the at least one processor cause the system
to....” See eg., Ixia ThreatARMOR Data Sheet, Doc. No. 915-3143-01-2161 Rev F
(“ThreatARMOR Data Sheet”), at 1-2. The Accused 370 Products contain instructions to
“provision a device in a communication link interfacing a network device and a first network
with one or more rules configured to identify a plurality of packets received by the network
device from a host located in the first network” and “provision a device in a communication link
interfacing the network device and a second network with one or more rules configured to
identify a plurality of packets transmitted by the network device to a host located in a second
network and configured to cause the system to log packets destined for one or more network

addresses in the set of network addresses”:
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ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See Ixia Application and Threat Intelligence (ATI) Data Sheet, Doc. No. 915-6709-01 Rev D
(“ATI Data Sheet”), at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Case Study, Financial
Investment Firm Reduces Risk, Doc. No. 915-3591-01-5061 REV D (“Ixia Financial Case
Study”), at 3-4. For example, Defendants note that it “connected the first management port of
the ThreatARMOR into their air-gapped management network and our other management port,
designed to get ‘Rap Sheet’ updates, into a DMZ that has access to the Internet. The first
management interface acquired an IP address via DHCP, which was displayed on the front panel.
We connected to that address via the security engineer’s laptop, created a user account, and
began browsing the ThreatARMOR dashboard within minutes of racking the system.” Id. at 3-4
(footnotes omitted). As Defendants explain, “Within one hour we began seeing ‘Rap Sheets’
describing network traffic events originated or destined to known bad IP addresses. The
information gleaned by the rap sheet was very straight forward, classifying the remote IP address

in varying categories such as hijacked, phishing, malware, etc.” Id. at 4.
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20.  The Accused 370 Products contain instructions to “configure the device in the
communication link interfacing the network device with the first network to: identify the
plurality of packets received by the network device; generate a plurality of log entries
corresponding to the plurality of packets received by the network device; and communicate, to
the system, the plurality of log entries corresponding to the plurality of packets received by the
network device.” For example, Defendants note that it “connected the first management port of
the ThreatARMOR into their air-gapped management network and our other management port,
designed to get ‘Rap Sheet’ updates, into a DMZ that has access to the Internet. The first
management interface acquired an IP address via DHCP, which was displayed on the front panel.
We connected to that address via the security engineer’s laptop, created a user account, and
began browsing the ThreatARMOR dashboard within minutes of racking the system.” See Ixia
Financial Case Study, at 3-4 (footnotes omitted). As Defendants explain, “Within one hour we
began seeing ‘Rap Sheets’ describing network traffic events originated or destined to known bad
IP addresses. The information gleaned by the rap sheet was very straight forward, classifying the
remote IP address in varying categories such as hijacked, phishing, malware, etc.” 1d. at 4.

21.  The Accused 370 Products contain instructions to “configure the device in the
communication link interfacing the network device with the second network to: identify the
plurality of packets transmitted by the network device; generate a plurality of log entries
corresponding to the plurality of packets transmitted by the network device; and communicate, to
the system, the plurality of log entries corresponding to the plurality of packets transmitted by
the network device.” For example, Defendants note that it “connected the first management port
of the ThreatARMOR into their air-gapped management network and our other management

port, designed to get ‘Rap Sheet’ updates, into a DMZ that has access to the Internet. The first
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management interface acquired an IP address via DHCP, which was displayed on the front panel.
We connected to that address via the security engineer’s laptop, created a user account, and
began browsing the ThreatARMOR dashboard within minutes of racking the system.” See Ixia
Financial Case Study, at 3-4 (footnotes omitted). As Defendants explain, “Within one hour we
began seeing ‘Rap Sheets’ describing network traffic events originated or destined to known bad
IP addresses. The information gleaned by the rap sheet was very straight forward, classifying the
remote IP address in varying categories such as hijacked, phishing, malware, etc.” Id. at 4.

22.  The Accused 370 Products contain instructions to “correlate, based on the
plurality of log entries corresponding to the plurality of packets received by the network device
and the plurality of log entries corresponding to the plurality of packets transmitted by the
network device, the plurality of packets transmitted by the network device with the plurality of

packets received by the network device”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet, at 3. Similarly:

11
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When deployed in your security infrastructure, ThreatARMOR lowers your attack surface
by blocking unwanted traffic from the Internet, and it blocks outbound connections to
malicious sites from inside your network.

SECURITY
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For example, if someone was to click on a phishing email, or an infected host tries
to connect to an external botnet controller, ThreatARMOR will block those outbound
connections.

See Reduce Your Network’s Attack Surface, Doc. No. 915-6786-01 Rev. A (“ThreatARMOR
Guide”), at 3. Defendants explain that “The ThreatARMOR security appliance: [r]educes threats
by blocking all traffic to and from known-bad sites and untrusted countries” and “[b]locks
outbound Botnet communication from infected internal systems.” See ThreatARMOR Data
Sheet at 2. Defendants further explain that “One event in particular was of high interest. An
internal server IP address was flagged by ThreatARMOR as the target of an ongoing attack. This
server was not meant to be directly accessible to the Internet. When the information gleaned
from the Rap Sheet was correlated with information in the SIEM it was determined that a brute
force SSH Login attempt had been going on for some time. The source of the attack was from a
known hijacked IP address in Asia.” Ixia Financial Case Study at 4.

23. Further, the Accused 370 Products, “responsive to correlating the plurality of
packets transmitted by the network device with the plurality of packets received by the network

device,” contain instructions to “generate data identifying the host located in the first network;
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and communicate, to a device located in the first network, the data identifying the host located in
the first network.” For example, Defendants note that it “connected the first management port of
the ThreatARMOR into their air-gapped management network and our other management port,
designed to get ‘Rap Sheet’ updates, into a DMZ that has access to the Internet. The first
management interface acquired an IP address via DHCP, which was displayed on the front panel.
We connected to that address via the security engineer’s laptop, created a user account, and
began browsing the ThreatARMOR dashboard within minutes of racking the system.” See Ixia
Financial Case Study, at 3-4 (footnotes omitted). As Defendants explain, “Within one hour we
began seeing ‘Rap Sheets’ describing network traffic events originated or destined to known bad
IP addresses. The information gleaned by the rap sheet was very straight forward, classifying the
remote IP address in varying categories such as hijacked, phishing, malware, etc.” Id. at 4.
Defendants further explain that “One event in particular was of high interest. An internal server
IP address was flagged by ThreatARMOR as the target of an ongoing attack. This server was not
meant to be directly accessible to the Internet. When the information gleaned from the Rap Sheet
was correlated with information in the SIEM it was determined that a brute force SSH Login
attempt had been going on for some time. The source of the attack was from a known hijacked IP
address in Asia.” Id. at 4.

24, In addition to directly infringing the ’370 patent, Defendants have indirectly
infringed and continue to indirectly infringe one or more claims of the ’370 patent, including at
least claim 22, by actively inducing others to directly infringe the *370 patent in violation of 35
U.S.C. 8 271(b). For example, Defendants, with knowledge that the Accused ’370 Products
infringe the 370 patent at least as of the date of this Complaint and/or with willful blindness to

the *370 patent, knowingly induced infringement of the *370 patent with specific intent to do so
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by their activities relating to the marketing, distribution, and/or sale of the Accused ’370
Products to their purchasers, and by instructing and encouraging purchasers (including through
product documentation) to operate and use those products in an infringing manner with
knowledge that these actions would infringe the ’370 patent. Further, as noted above,
Defendants knew or were willfully blind to Centripetal’s patents based on the interactions
between Defendants and Centripetal. Moreover, as further detailed above, Defendants provide
and market the Accused *370 Products to customers. Defendants further instruct and direct their
customers on how to infringe the *370 patent by configuring the Accused 370 Products to be
provisioned in a network and monitor and block outbound and inbound connections in a manner
that infringes the 370 patent. See ThreatARMOR Data Sheet; Ixia Financial Case Study.

25. Defendants have contributed to direct infringement of the *370 patent, including
by at least claim 22, by others by selling and/or offering for sale to their purchasers within the
United States and/or importing into the United States products that are especially made and/or
adapted for infringing the ’370 patent and are not staple articles of commerce suitable for
substantial noninfringing use and that have been sold to purchasers who infringe the *370 patent,
including but not limited to the Accused 370 Products. Specifically, Defendants had knowledge
at least as of the filing of this Complaint and/or were willfully blind to the fact that the Accused
’370 Products were specifically made and/or adapted for infringement of the 370 patent and are
not staple articles of commerce suitable for substantial noninfringing use.

26. Defendants’ infringement has caused and is continuing to cause damage and
irreparable injury to Centripetal, and Centripetal will continue to suffer damage and irreparable

injury unless and until that infringement is enjoined by this Court.
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27.  Centripetal is entitled to injunctive relief and damages in accordance with 35
U.S.C. 88 271, 281, 283, and 284.

SECOND CAUSE OF ACTION

(Patent Infringement of the *205 Patent)

28. Paragraphs 1 through 27 are incorporated by reference as if fully stated herein.

29. Defendants have infringed and continue to infringe, literally or under the doctrine
of equivalents, the *205 patent by making, using, selling, offering for sale within the United
States, and/or importing into the United States, products that are covered by one or more claims
of the "205 patent. Such products include certain network security devices, including but not
limited to the Ixia ThreatARMOR devices in conjunction with Ixia’s Application and Threat
Intelligence servers, including when used with Ixia’s Vision ONE devices (“Accused ’205
Products”).

30. For example, Defendants have infringed, and continue to infringe, at least claim
91 of the *205 patent:

91. A method, comprising:

communicating, by a security policy management server and to a packet security
gateway located at a first boundary of a network protected by the security
policy management server, a first dynamic security policy, the first dynamic
security policy comprising one or more rules based on the first boundary;

communicating, by the security policy management server and to a packet
security gateway located at a second boundary of the network, a second
dynamic security policy, the second dynamic security policy comprising one
or more rules based on the second boundary that differ from the one or more
rules based on the first boundary;

performing, by the packet security gateway located at the first boundary, at least
one of multiple packet transformation functions specified by the first dynamic
security policy on a plurality of packets associated with the network that
correspond to one or more criteria specified by the one or more rules based on
the first boundary, wherein performing the at least one of the multiple packet
transformation functions specified by the first dynamic security policy

15
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comprises dropping one or more of the plurality of packets associated with the
network that correspond to the one or more criteria specified by the one or
more rules based on the first boundary; and

performing, by the packet security gateway located at the second boundary, at
least one of multiple packet transformation functions specified by the second
dynamic security policy on a plurality of packets associated with the network
that correspond to one or more criteria specified by the one or more rules
based on the second boundary, wherein performing the at least one of the
multiple packet transformation functions specified by the second dynamic
security policy comprises dropping one or more of the plurality of packets
associated with the network that correspond to the one or more criteria
specified by the one or more rules based on the second boundary.

31. Defendants practice “[a] method, comprising: communicating, by a security
policy management server and to a packet security gateway located at a first boundary of a
network protected by the security policy management server, a first dynamic security policy, the

first dynamic security policy comprising one or more rules based on the first boundary”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
e eez= & &
I
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet, at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Financial Case Study,
at 3-4. For example, Defendants note that they “connected the first management port of the

ThreatARMOR into their air-gapped management network and our other management port,
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designed to get ‘Rap Sheet’ updates, into a DMZ that has access to the Internet. The first
management interface acquired an IP address via DHCP, which was displayed on the front panel.
We connected to that address via the security engineer’s laptop, created a user account, and
began browsing the ThreatARMOR dashboard within minutes of racking the system.” Id. at 3-4
(footnotes omitted). Ixia’s “ThreatARMOR devices automatically download updates from the
ATI Research Center as frequently as every five minutes, giving you the most up-to-date list of
known bad actors.” 1d. at 3.

32. Defendants practice “communicating, by the security policy management server
and to a packet security gateway located at a second boundary of the network, a second dynamic
security policy, the second dynamic security policy comprising one or more rules based on the

second boundary that differ from the one or more rules based on the first boundary”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
e eez= & &
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet, at 3. Similarly:
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When deployed in your security infrastructure, ThreatARMOR lowers your attack surface
by blocking unwanted traffic from the Internet, and it blocks outbound connections to
malicious sites from inside your network.
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For example, if someone was to click on a phishing email, or an infected host tries
to connect to an external botnet controller, ThreatARMOR will block those outbound
connections.

See Reduce Your Network’s Attack Surface, Doc. No. 915-6786-01 Rev. A (“ThreatARMOR
Guide”), at 3. Defendants explain that “The ThreatARMOR security appliance: [r]educes threats
by blocking all traffic to and from known-bad sites and untrusted countries” and “[b]locks
outbound Botnet communication from infected internal systems.” See ThreatARMOR Data
Sheet at 2. Defendants further explain that “One event in particular was of high interest. An
internal server IP address was flagged by ThreatARMOR as the target of an ongoing attack. This
server was not meant to be directly accessible to the Internet. When the information gleaned
from the Rap Sheet was correlated with information in the SIEM it was determined that a brute
force SSH Login attempt had been going on for some time. The source of the attack was from a
known hijacked IP address in Asia.” Ixia Financial Case Study at 4. Ixia’s “ThreatARMOR
devices automatically download updates from the ATI Research Center as frequently as every

five minutes, giving you the most up-to-date list of known bad actors.” Id. at 3.
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33. Defendants practice “performing, by the packet security gateway located at the
first boundary, at least one of multiple packet transformation functions specified by the first
dynamic security policy on a plurality of packets associated with the network that correspond to
one or more criteria specified by the one or more rules based on the first boundary, wherein
performing the at least one of the multiple packet transformation functions specified by the first
dynamic security policy comprises dropping one or more of the plurality of packets associated
with the network that correspond to the one or more criteria specified by the one or more rules

based on the first boundary”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Financial Case Study,
at 3. Defendants further explain that “After confidence was gained in the ThreatARMOR
solution, the decision was made by the financial institution’s security team to place our solution
inline in ‘blocking mode’ in front of their NGFW. After the adjustment was made, we saw
roughly 60,000 connections blocked in a single week, where the security events originated from
all over the globe.” 1d. at 4-5. Defendants explain that “The ThreatARMOR security appliance:
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[r]educes threats by blocking all traffic to and from known-bad sites and untrusted countries” and
“Ib]locks outbound Botnet communication from infected internal systems.” See ThreatARMOR
Data Sheet at 2.

34. Defendants practice “performing, by the packet security gateway located at the
second boundary, at least one of multiple packet transformation functions specified by the
second dynamic security policy on a plurality of packets associated with the network that
correspond to one or more criteria specified by the one or more rules based on the second
boundary, wherein performing the at least one of the multiple packet transformation functions
specified by the second dynamic security policy comprises dropping one or more of the plurality
of packets associated with the network that correspond to the one or more criteria specified by

the one or more rules based on the second boundary”

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Financial Case Study,
at 3. Defendants further explain that “After confidence was gained in the ThreatARMOR
solution, the decision was made by the financial institution’s security team to place our solution
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inline in “blocking mode’ in front of their NGFW. After the adjustment was made, we saw
roughly 60,000 connections blocked in a single week, where the security events originated from
all over the globe.” 1d. at 4-5. Defendants explain that “The ThreatARMOR security appliance:
[r]educes threats by blocking all traffic to and from known-bad sites and untrusted countries” and
“Ib]locks outbound Botnet communication from infected internal systems.” See ThreatARMOR
Data Sheet at 2.

35. In addition to directly infringing the 205 patent, Defendants have indirectly
infringed and continue to indirectly infringe one or more claims of the *205 patent, including at
least claim 91, by actively inducing others to directly infringe the *205 patent in violation of 35
U.S.C. § 271(b). For example, Defendants, with knowledge that the Accused 205 Products
infringe the 205 patent at least as of the date of this Complaint and/or with willful blindness to
the "205 patent, knowingly induced infringement of the *205 patent with specific intent to do so
by their activities relating to the marketing, distribution, and/or sale of the Accused ’205
Products to their purchasers, and by instructing and encouraging purchasers (including through
product documentation) to operate and use those products in an infringing manner with
knowledge that these actions would infringe the ’205 patent. Further, as noted above,
Defendants knew or were willfully blind to Centripetal’s patents based on the interactions
between Defendants and Centripetal. Moreover, and as further detailed above, Defendants
provide and market the Accused *205 Products to customers. Defendants further instruct and
direct their customers on how to infringe the ’205 patent by configuring the Accused 205
Products to be provisioned in a network and monitor and block outbound and inbound
connections in a manner that infringes the 205 patent. See ThreatARMOR Data Sheet; Ixia

Financial Case Study.
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36. Defendants have contributed to direct infringement of the *205 patent, including
at least claim 91, by others by selling and/or offering for sale to their purchasers within the
United States and/or importing into the United States products that are especially made and/or
adapted for infringing the 205 patent and are not staple articles of commerce suitable for
substantial noninfringing use and that have been sold to purchasers who infringe the *205 patent,
including but not limited to the Accused 205 Products. Specifically, Defendants had knowledge
at least as of the filing of this Complaint and/or were willfully blind to the fact that the Accused
’205 Products were specifically made and/or adapted for infringement of the *205 patent and are
not staple articles of commerce suitable for substantial noninfringing use.

37. Defendants’ infringement has caused and is continuing to cause damage and
irreparable injury to Centripetal, and Centripetal will continue to suffer damage and irreparable
injury unless and until that infringement is enjoined by this Court.

38.  Centripetal is entitled to injunctive relief and damages in accordance with 35
U.S.C. §8 271, 281, 283, and 284.

THIRD CAUSE OF ACTION

(Patent Infringement of the ’077 Patent)

39. Paragraphs 1 through 38 are incorporated by reference as if fully stated herein.

40. Defendants have infringed and continue to infringe, literally or under the doctrine
of equivalents, the ’077 patent by making, using, selling, offering for sale within the United
States, and/or importing into the United States, products that are covered by one or more claims
of the *077 patent. Such products include certain network security devices, including but not
limited to the Ixia ThreatARMOR, when used alone or with Ixia’s Vision ONE devices

(“Accused "077 Products™).
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41. For example, Defendants have infringed, and continue to infringe, at least claim 1
of the *077 patent:

1. A method comprising:

provisioning, each device of a plurality of devices, with one or more rules
generated based on a boundary of a network protected by the plurality of
devices with one or more networks other than the network protected by the
plurality of devices at which the device is configured to be located; and

configuring, each device of the plurality of devices, to:

receive packets via a communication interface that does not have a network-
layer address;

responsive to a determination by the device that a portion of the packets
received from or destined for a host located in the network protected by
the plurality of devices corresponds to criteria specified by the one or
more rules, drop the portion of the packets; and

modify a switching matrix of a local area network (LAN) switch associated
with the device such that the LAN switch is configured to drop the portion
of the packets responsive to the determination by the device.
42. Defendants practice “[a] method comprising: provisioning, each device of a
plurality of devices, with one or more rules generated based on a boundary of a network

protected by the plurality of devices with one or more networks other than the network protected

by the plurality of devices at which the device is configured to be located”:
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ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Financial Case Study,
at 3. Further, when Ixia’s Vision ONE is used, “Ixia's Vision ONE network packet broker (NPB)
enables you to filter and visualize not only Level 2-4 traffic, but also Layer 7 application traffic,
so that suspicious applications can be tagged and watched. This provides security advantages as
users can quickly spot rogue applications or unusual activity, including traffic or packets coming
or going from unauthorized geographies, or questionable file transfer protocol (FTP) transfers
conducted on  sensitive data in the middle of the night.” See
https://www.ixiacom.com/products/vision-one.

43. Defendants practice “configuring, each device of the plurality of devices, to:
receive packets via a communication interface that does not have a network-layer address.” For
example, Defendants note that they “connected the first management port of the ThreatARMOR
into their air-gapped management network and our other management port, designed to get ‘Rap
Sheet’ updates, into a DMZ that has access to the Internet. The first management interface
acquired an IP address via DHCP, which was displayed on the front panel. We connected to that
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address via the security engineer’s laptop, created a user account, and began browsing the
ThreatARMOR dashboard within minutes of racking the system.” Ixia Financial Case Study, at
3-4 (footnotes omitted). Further, “On average, the tapped port from the NTO fed between
500Mbps and 750Mbps into the ThreatARMOR to be examined in ‘Reporting Mode.”” Id. at 4.
“After confidence was gained in the ThreatARMOR solution, the decision was made by the
financial institution’s security team to place our solution inline in ‘blocking mode’ in front of
their NGFW. After the adjustment was made, we saw roughly 60,000 connections blocked in a
single week, where the security events originated from all over the globe.” 1d. at 4-5.

44, Defendants further configure each device of the plurality of devices to,
“responsive to a determination by the device that a portion of the packets received from or
destined for a host located in the network protected by the plurality of devices corresponds to

criteria specified by the one or more rules, drop the portion of the packets”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Financial Case Study,
at 3. Defendants further explain that “After confidence was gained in the ThreatARMOR
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solution, the decision was made by the financial institution’s security team to place our solution
inline in “blocking mode’ in front of their NGFW. After the adjustment was made, we saw
roughly 60,000 connections blocked in a single week, where the security events originated from
all over the globe.” Ixia Financial Case Study, at 4-5.

45, Defendants further configure each device of the plurality of devices to “modify a
switching matrix of a local area network (LAN) switch associated with the device such that the
LAN switch is configured to drop the portion of the packets responsive to the determination by

the device”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound traffic and preventing

outbound botnet communications.

- Jo L.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See Ixia Financial Case Study,
at 3. Defendants further explain that “After confidence was gained in the ThreatARMOR
solution, the decision was made by the financial institution’s security team to place our solution
inline in ‘blocking mode’ in front of their NGFW. After the adjustment was made, we saw
roughly 60,000 connections blocked in a single week, where the security events originated from
all over the globe.” Ixia Financial Case Study, at 4-5. Further, ThreatARMOR uses “Ethernet
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interfaces with built-in bypass modes [that] ensure network availability on both the 1GbE copper
and 10GbE fiber interfaces. ThreatARMOR Data Sheet at 1.

46. In addition to directly infringing the 077 patent, Defendants have indirectly
infringed and continue to indirectly infringe one or more claims of the *077 patent, including at
least claim 22, by actively inducing others to directly infringe the *077 patent in violation of 35
U.S.C. § 271(b). For example, Defendants, with knowledge that the Accused 077 Products
infringe the 077 patent at least as of the date of this Complaint and/or with willful blindness to
the *077 patent, knowingly induced infringement of the *077 patent with specific intent to do so
by their activities relating to the marketing, distribution, and/or sale of the Accused ’077
Products to their purchasers, and by instructing and encouraging purchasers (including through
product documentation) to operate and use those products in an infringing manner with
knowledge that these actions would infringe the ’077 patent. Further, as noted above,
Defendants knew or were willfully blind to Centripetal’s patents based on the interactions
between Defendants and Centripetal. Moreover, and as further detailed above, Defendants
provide and market the Accused *077 Products to customers. Defendants further instruct and
direct their customers on how to infringe the ’077 patent by configuring the Accused 077
Products to be provisioned in a network and monitor and block outbound and inbound
connections in a manner that infringes the 077 patent. See ThreatARMOR Data Sheet; Ixia
Financial Case Study.

47. Defendants have contributed to direct infringement of the *077 patent, including
by at least claim 22, by others by selling and/or offering for sale to their purchasers within the
United States and/or importing into the United States products that are especially made and/or

adapted for infringing the ’077 patent and are not staple articles of commerce suitable for
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substantial noninfringing use and that have been sold to purchasers who infringe the *077 patent,
including but not limited to the Accused *077 Products. Specifically, Defendants had knowledge
at least as of the filing of this Complaint and/or was willfully blind to the fact that the Accused
’077 Products were specifically made and/or adapted for infringement of the *077 patent and are
not staple articles of commerce suitable for substantial noninfringing use.

48. Defendants’ infringement has caused and is continuing to cause damage and
irreparable injury to Centripetal, and Centripetal will continue to suffer damage and irreparable
injury unless and until that infringement is enjoined by this Court.

49.  Centripetal is entitled to injunctive relief and damages in accordance with 35
U.S.C. 88 271, 281, 283, and 284.

FOURTH CAUSE OF ACTION

(Patent Infringement of the ’722 Patent)

50. Paragraphs 1 through 49 are incorporated by reference as if fully stated herein.

51. Defendants have infringed and continue to infringe, literally or under the doctrine
of equivalents, the *722 patent by making, using, selling, offering for sale within the United
States, and/or importing into the United States, products that are covered by one or more claims
of the *722 patent. Such products include certain network security devices, including but not
limited to the Ixia ThreatARMOR devices in conjunction with Ixia’s Application and Threat
Intelligence servers, including when used with Ixia’s Vision ONE devices (“Accused ’722
Products™).

52. For example, Defendants have infringed, and continue to infringe, at least claim 1
of the *722 patent:

1. A method comprising:
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receiving, by a packet-filtering device, a plurality of packet-filtering rules
configured to cause the packet-filtering device to identify packets
corresponding to at least one of a plurality of network-threat indicators;

receiving, by the packet-filtering device, a plurality of packets, wherein the
plurality of packets comprises a first packet and a second packet;

responsive to a determination by the packet-filtering device that the first packet
satisfies one or more criteria, specified by a packet-filtering rule of the
plurality of packet-filtering rules, that correspond to one or more network-
threat indicators of the plurality of network-threat indicators:

applying, by the packet-filtering device and to the first packet, an operator
specified by the packet-filtering rule and configured to cause the packet-
filtering device to allow the first packet to continue toward a destination of
the first packet;

communicating, by the packet-filtering device, information from the packet-
filtering rule that identifies the one or more network-threat indicators, and
data indicative that the first packet was allowed to continue toward the
destination of the first packet;

causing, by the packet-filtering device and in an interface, display of the
information in at least one portion of the interface corresponding to the
packet-filtering rule and the one or more network-threat indicators;

receiving, by the packet-filtering device, an instruction generated in response
to a user invoking an element in the at least one portion of the interface
corresponding to the packet-filtering rule and the one or more network-
threat indicators; and

responsive to receiving the instruction:

modifying, by the packet-filtering device, at least one operator specified
by the packet-filtering rule to reconfigure the packet-filtering device to
prevent packets corresponding to the one or more criteria from
continuing toward their respective destinations; and

responsive to a determination by the packet-filtering device that the
second packet corresponds to the one or more criteria:

preventing, by the packet-filtering device, the second packet from
continuing toward a destination of the second packet;

communicating, by the packet-filtering device, data indicative that the
second packet was prevented from continuing toward the
destination of the second packet; and
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causing, by the packet-filtering device and in the interface, display of
the data indicative that the second packet was prevented from
continuing toward the destination of the second packet.

53. Defendants practice “[a] method comprising: receiving, by a packet-filtering
device, a plurality of packet-filtering rules configured to cause the packet-filtering device to

identify packets corresponding to at least one of a plurality of network-threat indicators”:

ThreatARMOR is the new front line of defense.
Blocking unwanted inbound trafic and preventing
outbound botnet communications.
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A single ThreatARMOR security appliance can be deployed on both the inside and outside of your perimeter,
identifying infected internal systems and blocking communication with Botnet controllers while reducing inbound
load on your firewall and SIEM from known bad sites and countries you don’t do business with. Even encrypted
connections from those sites are automatically banned.

See ATI Data Sheet at 3. Further, “ThreatARMOR was specifically designed with custom
hardware to handle millions of rules pertaining to IP addresses.” See (“Ixia Financial Case
Study”), at 3-4. The Accused ’722 Products perform the step of “receiving, by the packet-
filtering device, a plurality of packets, wherein the plurality of packets comprises a first packet
and a second packet.” See ATI Data Sheet at 3.

54.  The Accused *722 Products, “responsive to a determination by the packet-filtering
device that the first packet satisfies one or more criteria, specified by a packet-filtering rule of
the plurality of packet-filtering rules, that correspond to one or more network-threat indicators of
the plurality of network-threat indicators,” perform the step of “applying, by the packet-filtering
device and to the first packet, an operator specified by the packet-filtering rule and configured to
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cause the packet-filtering device to allow the first packet to continue toward a destination of the
first packet.” For example, “because all the IP addresses on the blocked list are updated daily,
the handful of IP addresses that do revert to being benign are quickly re-allocated to the
whitelist, but with a full ‘rap sheet’ on their history.” Ixia, ‘Instant protection’ with a ‘simple
deployment’ - ThreatARMOR earns five-star review, available at
https://www.ixiacom.com/company/blog/’ instant-protection’-‘simple-deployment’----

threatarmor-earns-five-star-review. Further, Ixia’s Vision ONE devices “enable[] you to filter
and visualize not only Level 2-4 traffic, but also Layer 7 application traffic, so that suspicious
applications can be tagged and watched. This provides security advantages as users can quickly
spot rogue applications or unusual activity, including traffic or packets coming or going from
unauthorized geographies, or questionable file transfer protocol (FTP) transfers conducted on
sensitive data in the middle of the night.” See https://www.ixiacom.com/products/vision-one.

Further:

e Extensive packet filtering capabilities, including:
o Layer 2: MAC, VLAN, MPLS, or Ethertype
o Layer 3: IPv4 or IPv6, source / dest / session, DSCP, IP Protocol
o Layer 4: Port Number, TCP Control

See Vision ONE Data Sheet, Doc. No.: 915-6691-01 Rev B, at 2.

55.  Further, the Accused 722 Products perform the step of “communicating, by the
packet-filtering device, information from the packet-filtering rule that identifies the one or more
network-threat indicators, and data indicative that the first packet was allowed to continue
toward the destination of the first packet” and *“causing, by the packet-filtering device and in an
interface, display of the information in at least one portion of the interface corresponding to the

packet-filtering rule and the one or more network-threat indicators”:
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See https://www.ixiacom.com/products/threatarmor.

56.  The Accused 722 Products perform the step of “receiving, by the packet-filtering
device, an instruction generated in response to a user invoking an element in the at least one
portion of the interface corresponding to the packet-filtering rule and the one or more network-
threat indicators” and “responsive to receiving the instruction,” the Accused ’722 Products
perform the step of “modifying, by the packet-filtering device, at least one operator specified by
the packet-filtering rule to reconfigure the packet-filtering device to prevent packets

corresponding to the one or more criteria from continuing toward their respective destinations”:
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DEPLOY ThreatARMOR IN 30 MINUTES

EASY TO CONFIGURE

—

. Connect power and Ethernet cables

R]

Pick “Report Only” or “Blocking Mode’

3. Walk away, it updates automatically

.

Criminal site blocking is automatic
« Geo-blocking is optional

See Front Line Security ThreatARMOR, https://www.youtube.com/watch?v=TYdlwW2yeb8
&1t=366s.
57. Further, “responsive to a determination by the packet-filtering device that the

second packet corresponds to the one or more criteria,” the Accused *722 Products perform the
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step of “preventing, by the packet-filtering device, the second packet from continuing toward a
destination of the second packet.” For example, Defendants note that it “connected the first
management port of the ThreatARMOR into their air-gapped management network and our other
management port, designed to get ‘Rap Sheet’ updates, into a DMZ that has access to the
Internet. The first management interface acquired an IP address via DHCP, which was displayed
on the front panel. We connected to that address via the security engineer’s laptop, created a user
account, and began browsing the ThreatARMOR dashboard within minutes of racking the
system.” Id. at 3-4 (footnotes omitted). As Defendants explain, “Within one hour we began
seeing ‘Rap Sheets’ describing network traffic events originated or destined to known bad IP
addresses. The information gleaned by the rap sheet was very straight forward, classifying the
remote IP address in varying categories such as hijacked, phishing, malware, etc.” Id. at 4.

58. Further, the Accused 722 Products perform the step of “communicating, by the
packet-filtering device, data indicative that the second packet was prevented from continuing
toward the destination of the second packet” and “causing, by the packet-filtering device and in
the interface, display of the data indicative that the second packet was prevented from continuing

toward the destination of the second packet”:
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See https://www.ixiacom.com/products/threatarmor.

59. In addition to directly infringing the ’722 patent, Defendants have indirectly
infringed and continue to indirectly infringe one or more claims of the *722 patent, including at
least claim 1, by actively inducing others to directly infringe the *722 patent in violation of 35
U.S.C. 8 271(b). For example, Defendants, with knowledge that the Accused ’722 Products
infringe the ’722 patent at least as of the date of this Complaint and/or with willful blindness to
the *722 patent, knowingly induced infringement of the 722 patent with specific intent to do so
by their activities relating to the marketing, distribution, and/or sale of the Accused ’722
Products to their purchasers, and by instructing and encouraging purchasers (including through
product documentation) to operate and use those products in an infringing manner with
knowledge that these actions would infringe the ’722 patent. Further, as noted above,

Defendants knew or were willfully blind to Centripetal’s patents based on the interactions
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between Defendants and Centripetal. Moreover, and as further detailed above, Defendants
provide and market the Accused 722 Products to customers. Defendants further instruct and
direct their customers on how to infringe the ’722 patent by configuring the Accused 722
Products to be provisioned in a network and monitor and block outbound and inbound
connections in a manner that infringes the 722 patent. See ThreatARMOR Data Sheet; Ixia
Financial Case Study.

60. Defendants have contributed to direct infringement of the *722 patent, including
by at least claim 22, by others by selling and/or offering for sale to their purchasers within the
United States and/or importing into the United States products that are especially made and/or
adapted for infringing the ’722 patent and are not staple articles of commerce suitable for
substantial noninfringing use and that have been sold to purchasers who infringe the *722 patent,
including but not limited to the Accused 722 Products. Specifically, Defendants had knowledge
at least as of the filing of this Complaint and/or was willfully blind to the fact that the Accused
’722 Products were specifically made and/or adapted for infringement of the *722 patent and are
not staple articles of commerce suitable for substantial noninfringing use.

61. Defendants’ infringement has caused and is continuing to cause damage and
irreparable injury to Centripetal, and Centripetal will continue to suffer damage and irreparable
injury unless and until that infringement is enjoined by this Court.

62.  Centripetal is entitled to injunctive relief and damages in accordance with 35
U.S.C. §8 271, 281, 283, and 284.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff Centripetal prays for relief and judgment as follows:

(A)  That Defendants have infringed each and every one of the Asserted Patents;
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(B) That Defendants, their officers, agents, employees, and those persons in active
concert or participation with any of them, and their successors and assigns, be permanently
enjoined from infringement of each and every one of the Asserted Patents, including but not
limited to an injunction against making, using, selling, and/or offering for sale within the United
States, and/or importing into the United States, any products and/or services that infringe the
Asserted Patents;

(C)  That Centripetal be awarded all damages sufficient to compensate Centripetal for
Defendants’ infringement of the Asserted Patents, including lost profits suffered by Centripetal
as a result of Defendants’ infringement and in an amount not less than a reasonable royalty;

(D)  For an award of increased damages in an amount not less than three times the
damages assessed for Defendants’ infringement of the Asserted Patents, in accordance with 35
U.S.C. § 284;

(E)  That this case be declared an exceptional case within the meaning of 35 U.S.C.
§ 285 and that Centripetal be awarded attorneys’ fees, costs, and expenses incurred in connection
with this action;

(F)  That Centripetal be awarded prejudgment and post-judgment interest; and

(G)  That Centripetal be awarded such other and further relief as this Court deems just

and proper.

DEMAND FOR JURY TRIAL

In accordance with Rule 38 of the Federal Rules of Civil Procedure, Plaintiff respectfully

demands a jury trial of all issues triable to a jury in this action.
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Dated: July 20 2017

Centripetal Networks, Inc.

[s/ Craig C. Reilly

Craig C. Reilly, Esq.

VSB # 20942

111 Oronoco Street
Alexandria, Virginia 22314
Telephone: (703) 549-5354
Facsimile: (703) 549-5355
craig.reilly@ccreillylaw.com

Adam A. Alper (pro hac vice to be submitted)
adam.alper@kirkland.com

Akshay S. Deoras (pro hac vice to be submitted)
akshay.deoras@kirkland.com

KIRKLAND & ELLIS LLP

555 California Street

San Francisco, CA 94104

Telephone: (415) 439-1400

Facsimile: (415) 439-1500

Michael W. De Vries (pro hac vice to be submitted)
michael.devries@kirkland.com

KIRKLAND & ELLIS LLP

333 South Hope Street

Los Angeles, California 90071

Telephone: (213) 680-8400

Facsimile: (213) 680-8500

ATTORNEYS FOR PLAINTIFF
CENTRIPETAL NETWORKS, INC.
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