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I. INTRODUCTION

CrowdStrike, Inc. (“Petitioner”) respectfully requests inter partes review
(“IPR”) of claims 1-4, 7-10, 12, 15-18 (““Challenged Claims”) of U.S. Patent No.
9,578,045 (“’045 Patent”). Central to the instant challenge is remedying Patent
Owner’s attempt to recapture subject matter that was published in its own unrelated
patent application nearly eight years before the 045 Patent’s priority date. Since
2005, Patent Owner has interwoven the concepts at the heart of the Challenged
Claims into its various chains of patent applications. The first chain link was a
foreign application filed on June 30, 2005. That disclosure ultimately published as
U.S. Patent Pub. No. 2007/0016953 to Morris et al. (“Morris”)y—nearly six years
before the provisional application to which the *045 Patent claims priority. As set
forth below in Ground 1, the Challenged Claims improperly seek to recapture the
concepts disclosed in 2005 and published in 2007.

Indeed, Patent Owner has acknowledged the connection between its distinct
unrelated sets of patent filings. The 045 Patent incorporates by reference Patent
Owner’s U.S. Application Ser. No. 13/372,375, filed Feb. 13, 2012, which itself
incorporates by reference the 2007 Morris publication for its disclosed methods of
dealing with malware. Because the 2007 Morris publication was only indirectly
incorporated by reference into the ’045 Patent, it was not apparent during

prosecution that core principles to which the Challenged Claims are directed were
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in fact published many years earlier in an unrelated application. Had the examiner
been made aware of these earlier disclosures, the Challenged Claims would not have

1ssued.

II. SUMMARY OF THE °045 PATENT

A.  Description of the 045 Patent

Generally directed to systems and methods “for providing forensic visibility”
into networks and computer systems, the 045 Patent purports to have improved
methods for providing ‘“‘audit trails” created for threat events occurring within
computing devices. ‘045 Patent (Ex. 1001), 1:15-24, Abstract; see also id., 3:45-47,
8:30-33, 12:55-60. While the *045 Patent acknowledges existing network forensic
tools, such as network sniffers and packet capturing tools, provide some degree of
visibility into network security, these network edge devices receive network events
outside of a host or system and therefore “have no ability to establish any sort of
context from within the host or system that is generating the event.” Id., 1:34-49.
The ’045 Patent, therefore, describes techniques “whereby events occurring within
a computing device are captured and additional context and a global perspective is
provided for each capture event.” Id., 2:23-27. These techniques are recited in the
Challenged claims, including: (1) gathering events defining actions of objects; (2)

generating contextual information for the events; (3) obtaining a global perspective
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for these events; (4) assembling an event line including details associated with the
events; and (5) transmitting the assembled event line. /d., 7:9-10:2, Fig. 6.

In (1), “Events” comprise three principal components: “information and/or
details describing the object performing the act (the ‘Actor’), information and/or
details describing the act being performed (the ‘Event Type’), and information
and/or details describing the object or identity of another entity upon which the act
is being performed (the ‘Victim’ or ‘Target’).” Id., 7:29-46. Examples are illustrated

below in Table 1:

TABLE 1
Actor Event Type Victim
Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

1d., 7:55-64. This event data may be represented in the form of a “key” generated by
a hashing function to uniquely identify the data. /d., 8:65-9:3, 17:23-29. In (2),
contextual state information is obtained which “may include...originating processes,
devices, and users[,]” or the “GenesisActor,” which is the “ultimate parent of the
event being performed.” Id., 8:42-48. In (3), a global perspective is obtained which
may include “information related to the age, popularity, and determination of an

object of the event—whether it is known good, bad, or unknown.” /d., 9:19-22, Fig.
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5C. In (4), an event line is created comprising information from the event and in (5),
this event line is transmitted. /d., 9:50-10:2.

B. Summary of the Prosecution History

Application No. 14/270,069 (the “°069 Appl.”) which issued as the ’045
Patent was filed on May 5, 2014 and claims priority to a provisional application filed
on May 3, 2013, which means the first inventor to file provisions of the Leahy-Smith
America Invents Act (AIA) apply. For this proceeding, Petitioner applies May 3,
2013, as the priority date for the Challenged Claims.

The originally presented claims of the 069 Appl. are virtually identical to the
Challenged Claims, absent the following single added limitation—*“wherein the
global perspective for one or more related events to the at least one event across a
network,” added to circumvent an anticipation rejection over U.S. Publication No.
2013/0298244 to Kumar et al. (“Kumar”). 045 Patent File History (Ex. 1002), 42-
52. Applicant distinguished Kumar solely on the basis that it “presents information
related to the integrity of a single application running on a single device.” I1d.

Applicant argued “[t]here is no information displayed about events related to the

application integrity across other devices on a network...[so] Kumar cannot possibly

teach or suggest a ‘global perspective for one or more related events to the at least
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one event across a network[.]’”” Id.! A Notice of Allowance issued thereafter. /d., 22-
25.

As explained in the Grounds below, Morris, Capalik, and Van Oorschot
expressly disclose the allegedly patentable community-based anti-malware methods
which compare event data across a network to determine a global perspective for an
event. Infra.

C. Claim Construction Under 37 C.F.R. § 42.104(b)(3)

In this proceeding, claims are interpreted under the same standard applied by
Article III courts (i.e., the Phillips standard). 37 C.F.R. § 42.100(b); Phillips v. AWH
Corp., 415 F.3d 1303, 1312 (Fed. Cir. 2005) (en banc). Petitioner applies the
ordinary and customary meaning of the claim terms as understood by a PHOSITA
for all terms not construed below.?

1. wherein the global perspective for one or more related events
to the at least one event across a network

Claims 1 and 8 include this “wherein” clause. In parallel litigation, the parties

! All emphasis added by Petitioner unless noted otherwise.

2 Petitioner’s challenge is not a waiver of any argument in litigation that any claim
term in the *045 Patent is indefinite or invalid. Petitioner does not waive its rights to
seek to construe claim terms in litigation, including in the pending district-court

litigation.
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agree this claim language requires correction. Ex. 1030 (Dkt. 98, PO Opposition
Brief), 34 (proposing a construction “to clarify how a PHOSITA would readily
understand the claim term”); Ex. 1031 (Dkt. 86, Defendants’ Opening Brief), 32
(proposing four “possible corrections’). Although Petitioner takes issue with PO’s
proposed “correction,” the Proposed Grounds herein render obvious that which PO
contends is required of the limitation. To limit the disputed issues, Petitioner
proposes that the Board apply PO’s interpretation for purposes of this proceeding.

Discussing the claimed “global perspective,” PO explained that both the *045
Patent claims and the related *224 Patent claims require a global perspective that
includes information about related events occurring across a network:

[T]he ’224 patent claims recite that the “global perspective relates to
one or more other events related to the event across a network.”
Likewise, Claim 1 of *045 patent recites that “the global perspective
[1s] for one or more related events to the at least one event across a
network.” This claim language informs a person of ordinary skill in
the art that the term “global perspective” includes events related to
a particular event being monitored across a network.

PO Opposition Brief, 30 (emphasis added, citations removed); see also id., 31-32
(noting Applicant distinguished Kumar during prosecution because it did not teach
providing “information . . . about events . . . across other devices on a network™).
Regarding limitation [1(c)(1)] specifically, PO argued this clause was added during

prosecution to distinguish Kumar and mandates the global perspective includes
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“information about events across the network™ and those events occur on “other
devices” on the network. /d., 34-35. Without conceding that PO’s interpretation is
correct, Petitioner asks the Board to apply PO’s interpretation for purposes of this
proceeding.

D.  Level of Skill of a Person Having Ordinary SKkill in the Art

As ofMay 3, 2013, a person having ordinary skill in the art (PHOSITA) would
be a person having a bachelor’s degree in computer science, computer engineering,
or an equivalent, as well as two years of industry experience and would have had a
working knowledge of host monitoring systems, software security analysis, and
dynamic malware analysis. Additional graduate education could substitute for
professional experience, or significant experience in the field could substitute for
formal education. Declaration of Dr. Lee (“Decl.”), 9932-35.
III. REQUIREMENTS UNDER 37 C.F.R. § 42.104

A.  Grounds for Standing Under 37 C.F.R. § 42.104(a)

Petitioner certifies the ’045 Patent is eligible for IPR.

B. Identification of Challenge Under 37 C.F.R. § 42.104(b)

Petitioner requests the Challenged Claims be found unpatentable on the

following grounds:

Proposed Ground of Unpatentability Exhibits

Ground 1: Claims 1-2, 4, 8-10, 12, and 16 are obvious under § Ex. 1005
103(a) over U.S. Publication No. 2007/0016953 to Motris et al. | Ex. 1006
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Proposed Ground of Unpatentability Exhibits

(“Morris”) or alternatively, Claims 1-4, 8-10, 12, and 16 are

obvious under § 103(a) over Morris in view of U.S. Patent No.

8,087,087 to Van Oorschot et al. (“Van Oorschot”)

Ground 2: Claims 1-2, 4, 7-10, 12, 15-18 are obvious under §
103(a) over U.S. Publication No. 2011/0321166 to Capalik et al. Ex. 1008:
(“Capalik”), or alternatively, Claims 1-4, 7-10, 12, 15-18 are | Ex. 1006

obvious under § 103(a) over Capalik in view of Van Oorschot

IV. THE CHALLENGED CLAIMS ARE UNPATENTABLE

A. Ground 1: Morris renders Claims 1-2, 4, 8-10, 12, and 16 Obvious, or
Alternatively, Morris in view of Van Oorschot renders Claims 1-4, 8-
10, 12, and 16 Obvious

Overview of Morris

Morris was filed on June 30, 2006 and published on January 18, 2007 and
therefore qualifies as prior art to the 045 Patent under 35 U.S.C. §§ 102(a)(1) and
102(a)(2). Morris (Ex. 1005). Morris was not cited or considered during prosecution
of the *045 Patent.

Morris discloses community-based methods “of classifying a computer object
as malware,” comprising “receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored; comparing in
the base computer the data about the computer object received from the plural
computers; and, classifying the computer object as malware on the basis of said

comparison.” Morris, [0014]-[0016], Abstract. These methods “may be carried out
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by so-called agent software running on the remote computer.” /d., [0033].

Figure 1 below depicts an apparatus for accomplishing Morris ’s methods:
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Id., Fig. 1. In Figure 1, computing devices 202 (e.g., personal computer, server,

PDA, mobile phone) are connected to “‘base’ computer 3” over network 1. /d.,
[0077]. Computing devices 202 run an object 4, and if the object is unknown locally,
“local ‘agent’ software” running on each device sends information relating to the
object and its effects to base computer 3. Id., [0077]-[0079], [0086]. This

information may include the same event data disclosed in the *045 Patent:
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Actor Event Type Victim
Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

1d., [0105]. Additional contextual information can be sent to base computer 3, such
as the “*Genesisactor’—the key of an object that is not the direct Actor of an event
but which is the ultimate parent of the event being performed.” Id., [0107]. This
contextual information “allow[s] ancestral relationships to be considered for any
object and its predecessors[.]” 1d., [0099]; see also id., [0052]. The base computer
analyzes this information and determines whether the object is safe or unsafe (i.e.,
malware). Id., [0096]-[0103], [0110].

Because Morris, like the 045 Patent, discloses methods for providing
computer security by analyzing event data from potential threat events, Morris is in
the same field of endeavor as the *045 Patent. Compare Morris, [0001], [0014]-
[0017] with >045 Patent, 4:42-63, 9:19-21; Decl., 9924-27, 54-62. Morris is also
directed at solving similar problems, such as analyzing ancestral or audit information
to make a malware determination. Compare Morris, [0052], [0099], [0128]-[0135]
with 045 Patent, 3:41-58, 8:31-34, 12:55-63, 18:55-57; Decl., 924-27, 54-62.
Overview of Van Oorschot

Van Oorschot was filed on June 6, 2003 and issued on December 27, 2011

and therefore qualifies as prior art to the ’045 Patent under 35 U.S.C. §§ 102(a)(1)

10
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and 102(a)(2). Van Oorschot (Ex. 1006). Van Oorschot was not cited or considered
during prosecution of the 045 Patent.

Van Oorschot discloses an event management system which “record[s] a
variety of system events initiated by a user.” Van Oorschot, 1:11-16. This event
management system provides a “comprehensive security overview of activity within
a given computer system[,]” allowing a “forensic statement of the activity” to be
generated. Id., 3:65-66; see also id., 1:37-43. To analyze event data, system events
are logged in an “event log” and an event management tool normalizes this event
data such that it can be interpreted and readily managed. /d., 3:28-56. This event data
can include several attributes, namely:

(133

who’ (the client initiating the event); ‘what’ (the type of event that
was initiated); ‘when’ (the time at which the event occurred); ‘where’
(the system or device on which the event occurred); and ‘on what’
(the file, device, or setting that was accessed by the event)...[and]
‘where from’ (the identity of the client initiating the event) and
‘where to’ (the identity of the client acted upon by the event)”

ld., 3:57-4:17, Figs. 5A-5B.

Because Van Oorschot, like the *045 Patent, discloses methods for providing
computer security by analyzing event data from potential threat events, Van
Oorschot is in the same field of endeavor as the *045 Patent. Compare Van Oorschot,
1:37-43, 3:63-4:3 with *045 Patent, 1:15-18, 1:22-24; Decl., 1924-27, 63-67. Van
Oorschot is also directed at solving similar problems, such as providing rules for

handling security events. Compare Van QOorschot, 7:34-57, 9:4-17 with >045 Patent,

11
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9:28-49, 13:34-46; Decl., 1924-27, 63-67.

1. Claim 1
1[P]. A method comprising:

To the extent the preamble is found limiting, Morris discloses “methods and
apparatus for dealing with malware.” Morris, [0001] (disclosing a “method and
apparatus for classifying a computer object as malware”). This method may
comprise “at a base computer, receiving data about a computer object from each of
plural remote computers on which the object or similar objects are stored; comparing
in the base computer the data about the computer object received from the plural
computers; and, classifying the computer object as malware on the basis of said
comparison.” Id., [0014]-[0016].

[1(a)] gathering one or more events defining an action of a first object acting on
a target;

Morris discloses that “the base computer” gathers “events initiated by or
involving the object when the object is created, configured or runs on the
respective remote computers.” Morris, [0018].

Figure 1 depicts the components involved in Morris’s disclosed methods:

12
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Id., Fig. 1. Remote computers 2 “run an object 4” and gather and transmit

o

“information relating to each object run on all of the connected remote computers”
to community database 7. Id., [0078]. The “details of the object are passed over the
Internet 1 or other network to the base computer 3 for storing in the community
database 7 and preferably for further analysis at the base computer 3.” Id., [0081].
This information is passed in “the form of a so-called signature or key relating to the
object and its effects.” Id., [0078], [0086].

This key may include several components, including ‘“components
representing data about said object” such as “events.” Id., [0087], [0105].

““Events’...define the actions or behaviours of an object acting upon another

13
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object or some other entity.” /d. An “event has three principal components: the key
of the object performing the act (the ‘Actor’), the act being performed (the ‘Event
Type’), and the key of the object or identity of another entity upon which the act is
being performed (the ‘Victim’).” Id. Examples of the three components of an event

are shown below:

Action
First Object ‘ Target
Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

1d. (annotated). Morris’s disclosure of gathering the event data depicted in the table
above is nearly identical to the 045 Patent’s disclosure. See, e.g., ‘045 Patent, 7:29-
64 (disclosing identical table of event information); Decl., §80. Morris therefore
discloses gathering one or more events defining an action of a first object acting on
a target in the same way described in the 045 Patent. Id., 9977-81.

[1(b)] generating a contextual state for at least one of the one or more events by
correlating the at least one event to an originating object,

Morris discloses that additional contextual data correlated to the event is

299

captured, including the “‘Genesisactor’” (i.e., originating object) which is the “key
of an object that is not the direct Actor of an event but which is the ultimate parent

of the event being performed.” Morris, [0107]. In the case of an event being

14
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software installation, “this would be the key of the object that the user or system first
executed and that initiated the software installation process, e.g. Setup.exe.” Id.
Morris’s disclosure of correlating “Genesisactor” data with an event is
consistent with the *045 Patent’s disclosure of generating a contextual state. The
’045 Patent explains that:
“contextual state information may include GenesisActor
information...GenesisActor information may contain the object that

is not the direct Actor of an event but which is the ultimate parent of
the event being performed.”

‘045 Patent, 8:42-51; Decl., 9983-84. Just like the 045 Patent, Morris uses the

concept of “ancestry” to create an object “relationship chain” to inform a malware
determination. Compare id., 17:30-35 (“a contextual analysis may be applied to the
captured events 504B-520B. Accordingly, a context 520B comprising an origination
proceess [sic], Device, User, and in some instances, a GenesisActor may further
supplement or enhance the Event ID, Event Type, Actor, and Victim”) with Morris,
[0099] (“For example, analysis can be made of which object created this object,
which objects this object created...In this regard an object is considered to have a
relationship based on the event performed by it upon another object, or upon it by
another object. This simple 1-to-1 relationship chain...”).

Therefore, Morris discloses generating a contextual state for at least one of

the one or more events by correlating the at least one event to an originating object

in the same way described in the 045 Patent. Decl., 982-85.

15
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[1(b)(i)] the contextual state including an indication of the originating object of
the first object and an indication of at least one’ of a device on which the first
object is executed and a user associated with the first object;

As discussed above in limitation [1(b)], Morris discloses generating a
contextual state including the “Genesisactor,” which is “the ultimate parent of the
event being performed.” Supra, [1(b)]. The disclosed “Genesisactor” teaches the
claimed contextual state including an indication of the originating object of the first
object. For example, in Morris’s disclosed exemplary software installation event,
(see Morris, [0107]), a PHOSITA would have understood the originating object or
“Genesisactor” would be the “Setup.exe” executable file, and an installation
program, such as MSIEXEC.EXE, would be the “first object.” Decl., §87.

A PHOSITA would have understood in Morris’s other disclosed event
examples, Morris likewise discloses generating the “Genesisactor” indicating the
originating object of the first object. Decl., 488. Taking, for example, the second
event highlighted below, the “Genesisactor” would be the “ultimate parent of the
event being performed”—such as the file that created “Object 17 (i.e., the first

object).

3 This limitation recites a disjunctive list of alternatives. Petitioner must only show
the prior art discloses one of the recited options of the Markush group. See, Fresenius

USA, Inc. v. Baxter Intern., Inc., 582 F.3d 1288, 1298 (Fed. Cir. 2009).

16
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Actor Event Type Victim
Object 1 Creates Program Object 2
Object 1 Sends data [P Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

Morris, [0105] (annotated); Decl., §88. Thus, the “Genesisactor” would indicate the
originating object of the first object. Id.
In this same example, Morris discloses the contextual state can further include

an indication of...a device on which the first object is executed, boxed in red below

as ress .

“IP Add 3”
Actor Event Type Victim
Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

Morris, [0105] (annotated). Morris discloses the “Victim™ is the “identity of another
entity upon which the act is being performed,” and here, the identity of the Victim
is IP Address 3. Therefore, the first object, “Object 1,” 1s executed on the device
identified as “IP Address 3” in that data is sent to this device. Decl., §89.
Furthermore, Morris discloses generating additional contextual information
indicating the device on which the first object is executed, such as “Identities” which

“define the attributes of an object,” including “its logical location on the disk within

17
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the file system (its path)[.]” Morris, [0106]. A PHOSITA would have understood
the files “path” would include device information associated with that file, such as
where it is executed. Decl., 9990-92 (noting a complete file “path” can also identify
a user associated with that file).

To the extent Patent Owner argues Morris does not disclose an indication of
at least one of a device on which the first object is executed [or] a user associated
with the first object, Van Oorschot discloses a similar computer security system that
captures event data comprising “seven attributes[,]” including “‘who’ (the user

(133

initiating the event)” and “‘where’ (the system or device on which the event
occurred)[.]” Van Oorschot, 6:14-23. A PHOSITA would have understood these as
disclosing the claimed device on which the first object is executed and a user

associated with the first object. Decl., 4993-98. This additional event data is

highlighted below in annotated Figure 5B:
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1d., 5B (annotated); see also id., Fig. SA (depicting same event data captured prior
to normalization).

It would have been obvious to a PHOSITA to modify Morris’s system to
capture additional types of event data, such as the “device on which the event
occurred” and “the user initiating the event” as disclosed by Van Oorschot. Decl.,
9993-98. It was a common principle in the art of computer security systems that
gathering more detailed information from threats results in improved threat analysis
and detection. /d. Indeed, “keeping additional information about threats than what
was previously available” provides “a more complete threat model[.]” Id. “To
improve the quality and success ratio of back-end threat analysis,” malware analysis
systems need to “collect[] more meta-data from the infected computer.” Id.
Consistent with this reasoning, a PHOSITA would have been motivated to collect
device and user information associated with an event to predictably improve the
quality and success of Morris’s back-end threat identification and analysis. /d.
Indeed, Morris teaches deriving additional metadata “not specifically mentioned” in
its disclosure, including any combination of disclosed metadata elements and
additional elements such that a PHOSITA would be further motivated by this express
disclosure to derive additional metadata for subsequent analysis. Id.; Morris, [0110].

A PHOSITA would have understood this combination of prior art elements

would have been accomplished using known methods with no change to their

19
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respective functions. Decl., 4993-98. For example, Morris’s system would derive the
disclosed metadata associated with a threat event, such as the actor, event type,
victim, Genesisactor, and would additionally derive device and user metadata
associated with this event, as disclosed by Van Oorschot. Id. Because generating
additional information about threats was a common way to provide more complete
threat models for back-end analysis, there would have been a reasonable expectation
of success configuring Morris’s system to collect device and user information along
with the other types of metadata from a threat event for later analysis. /d.

[1(c)] obtaining a global perspective for the at least one event by obtaining
information associated with one or more of the first object and the originating
object, the information including at least one of’ age, popularity, a determination
as to whether the first object is malware, a determination as to whether the

originating object is malware, Internet Protocol (IP) Address, and Uniform
Resource Locator (URL) information,

a) the information including at least one of...Internet Protocol
(IP) Address

As discussed above in limitation [1(b)(i)], Morris discloses obtaining the IP
Address of the device where the first object is executed. Supra, [1(b)(i)]. In the
highlighted example event above, the first object, “Object 1,” sends data to the
device identified as “IP Address 3.” Id. The IP Address of the device Object 1 (i.e.,

first object) sends data to therefore constitutes information associated with the first

4 This limitation recites a Markush group. Supra, Fn. 4.
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object. Decl., 4100. Thus, Morris discloses the claimed obtaining a global
perspective for the at least one event by obtaining information associated with...the
first object...the information including at least...Internet Protocol (IP Address). 1d.

b) the information including at least one of... a determination

as to whether the first object is malware, a determination as
to whether the originating object is malware

Morris discloses after event data and associated contextual metadata is
gathered and generated, this data is sent to base computer 3. Morris, [0014]-[0017],
[0020], [0078]. Base computer 3 compares “the data about the computer object
received from the plural computers” and “classif[ies] the computer object as
malware on the basis of said comparison.” /d., [0016], [0017] (“this aspect allows
a comparison to be made between the objects and/or their effects on the different
remote computers to determine whether or not a particular object should be classed
as good or as malware”), [0081]-[0084] (describing process for determining object
is “bad or unsafe”). This comparison involves identifying “relationships between the
object and other objects” to “immediately and automatically [] mark a child object
as bad (or good) [] or a parent or other related object [a]s bad (or good).” Id.,
[0019], [0096]; see also id., [0096]-[0103] (describing heuristics run on the event
data in database 7, including a heuristic for analyzing “an object’s relationship to
other objects that act upon it or upon which it acts” “for the rapid identification and

determination of malware” for a child, parent, or other related object), [0128]-
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[0134].

Morris therefore discloses obtaining a global perspective for the event by
obtaining information concerning a determination as to whether the first
object/originating object is malware. Decl., 101-106.

¢) the information including at least one of... popularity

Morris also discloses a heuristic used “to establish if an object is safe, unsafe
or suspicious,” involving analyzing “time and volumes.” Id., [0097]-[0101]. Just
like the 045 Patent, this heuristic obtains information concerning “how many times
[the object] has been seen, how many times it has been seen in a given interval of
time, and the increase or decrease of acceleration in it being seen.” Compare id.,
[0101] with '045 Patent, 16:15-18 (“For unknown files, the dashboard may show
their popularity at the global community, i.e. on how many computing systems 204
they have been seen’). Therefore, Morris discloses obtaining a global perspective
for the event with information concerning the popularity of the first object in the
same way as the *045 Patent. Decl., 107-109.

[1(c)(i)] wherein the global perspective for one or more related events to the at
least one event across a network;

As discussed in Section I1.C.1, Petitioner applies PO’s interpretation of this
limitation—that the global perspective includes “information about events across the
network™ and those events occur on “other devices” on the network. Morris’s

method “comprises connecting the computer to a community database that is
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connectable to a plurality of computers, and uploading the stored data to the
community database for comparison with similar data provided by other
computers.” Morris, [0067], [0014]-[0016] (describing running an object on a
plurality of remote computers and sending that information to a base computer
holding a community database for analysis). “[T]his aspect allows a comparison to
be made between the objects and/or their effects on the different remote computers
to determine whether or not a particular object should be classed as good or as
malware.” Id., [0017]; see also id., Fig. 1 (depicting the plurality of remote
computers 2 running an object 4 to send data to base computer 3), [0019] (disclosing
performing a comparison between the object and “other objects includ[ing] the
object or similar objects stored on at least some of the remote computers”, [0078]
(“The community database 7 is populated, over time, with information relating to
each object run on all of the connected remote computers 2), [0081]. Morris
therefore discloses that a global perspective includes information from other related
events across the network, such that a malware determination takes into account
object events on other devices. Id.; see also id., [0101] (disclosing a popularity
determination based on the “prevalence of an object in the community of remote
computers”); Decl., §9110-113.

[1(d)] assembling an event line including details associated with the at least one

event, the details including information uniquely identifying the first object, the
action of the first object, the target, and the originating object; and
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Morris discloses that its system gathers event data to be “sent from the plural
remote computers to the base computer” for subsequent analysis. Supra, [1(a)];
Morris, [0018]. Remote computers 2 “run an object 4” and gather and transmit
“information relating to each object run on all of the connected remote computers”
to community database 7. Id., [0078], Fig. 1. This information is passed in “the form
of a so-called signature or key relating to the object and its effects.” Id., [0078],
[0086]. Like the 045 Patent, this key is “formed by a hashing function operating on
the object at the remote computer 2.” Compare id. with 045 Patent, 8:2-4. This key
may include information such as “the key of the object performing the act (the
‘Actor’), the act being performed (the ‘Event Type’), and the key of the object or
identity of another entity upon which the act is being performed (the ‘Victim’).” 1d.,
[0105]. It may also include the “Genesisactor.” See Morris, [0107]. Therefore,
Morris discloses assembling an event line including details associated with the at
least one event (key) the details including information uniquely identifying the first
object (Actor) the action of the first object (Event Type) the target (Victim) and the
originating object (Genesisactor). Decl., qY114-116.

[1(e)] transmitting the assembled event line.

As discussed above in limitation /7(d)], Morris discloses transmitting its key
to base computer 3 for processing. Supra, [1(d)]. Morris also discloses this key can

be subsequently “copied to” the local database of a remote computer that first ran
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the object. Morris, [0084]; Decl., q117.

2. Claim 2

2. The method of claim 1, wherein the information associated with the one or more
of the first object and the originating object is obtained from a community
database; and wherein the event line is transmitted to an end recipient.

Morris discloses obtaining information associated with the first object and/or
originating object, such as an [P Address of the device where Object 1 is executed;
a determination that the first and/or originating objects are malware; and popularity.
Supra, [1(c)].

Morris further discloses that each of the IP address, malware determinations,
and popularity may be obtained from a community database. See, e.g., Morris,
[0097]-[0101]; see also id., [0067], [0078]. For example, Morris discloses five
heuristics which are “run on the data in the community database 7.” Id., [0095],
[0110]. Regarding an IP address, the fourth heuristic “considers the behaviour of an
object” from data stored in community database 7, including the “victim” which
includes identification of an IP address. /d., [0102], [0105]. Regarding malware
determinations, the second heuristic analyzes object relationships stored in
community database 7 to make a malware determination. /d., [0100] (“centralisation
of the community data in the community database 7 provides the ability to rapidly
assimilate object behaviours, allowing for the rapid identification and determination

of malware”). Regarding popularity, the third heuristic analyzes “time and volumes”
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from community database 7 to determine “how many times [an object] has been
seen[.]” Id., [0101]. Therefore, Morris discloses the information associated with the
one or more of the first object and the originating object is obtained from a
community database. Decl., 9118-122.

Morris additionally discloses its key (i.e., event line) is transmitted to base
computer 3 (i.e., end recipient) for processing, as was well known in the art. Supra,
Claim [1(d)]. Alternatively, Morris discloses its key can be “copied to the local
database of the remote computer 2 that first ran the object[.]” Morris, [0084]. A
PHOSITA would have understood remote computer 2 would constitute an end
recipient here. Decl., §4123-124.

3. Claim 3

3. The method of claim 1, further comprising: obtaining an event priority based
on one or more of’ the generated context and the global perspective for the at least
one event, wherein the event line further includes the event priority for the at least
one event.

While Morris’s methods include generating contextual information and a
global perspective for an event and assembling an event line, Morris does not
expressly discuss obtaining an event priority based on one of these information
types. Van Oorschot does.

Like the 045 Patent, Van Oorschot discloses “assign[ing] a severity level”

to “system events” to determine an event priority. Compare Van QOorschot, 5:39-49,

5 This limitation recites a Markush group. Supra, Fn. 4.
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7:34-57 (describing “policy rules” which can identify an event as a threat and assign
a “severity level” for the threat), 9:4-17, 9:66-10:1 (noting a “severity level can be
used as a sorting parameter”), Fig. 11 with 045 Patent, 9:28-49 (describing “rule
set” which “may determine that an event meeting certain conditions be assigned a
priority according to a scale of severity”), 13:34-46, 22:27-52, Fig. 11. Van

Oorschot’s “severity level” for an event is depicted below in Figure 5B:

129
7
[0  Event Detail \
l w1190
14’2“\{ Severity |2 122
(1 e ] TeMa062003 5491810200 doust)) 77
Logon: User / Sccess Logon 20
SERVERI\SERVER! Other Platforms (10)
140J [Who ] USERIDOVAIN\USERD) Users (10]
SERVERI\WORKSTATIONIINT 2000) Qther Plaforms (10)
LOGONSERVERL/NLmSsp Other Objects (10) 146
L SERVERI/SERVERI (NT2000] Other Plaforms (10) \_ 1465
Additional [nformation
C et [ Vale ] FIG. 5B
Event recordtype 540 144
Eoent:message  Successhul logor ype = 3, NTLM
Vo - originator NO8ID

Van Oorschot, Fig. 5B (annotated).

This severity level is assigned based on the generated context related to the
event. Van Oorschot discloses the event data and contextual data associated with an
event is divided into groups; these groups are assigned a “significance factor;” and
this factor “is used as a weighting...in later assigning a severity level to an event[.]”

Id., 7:7-32. Policy or special attention rules are generated based on these groups,
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which define permitted and unpermitted actions within the security system. /d., 7:33-
36. These rules focus on permitted (or abnormal) activity related to certain attributes,
such as “who” (e.g., “only ‘system administrators’ are permitted to modify files”) or
“where” (e.g., “types of clients at which the event can occur”)—i.e., the generated
contextual state discussed above in claim 1. /d., 7:21-57. These significance factors
and rules are then analyzed when assigning the severity level for an event. See
generally, id., 8:12-10:1; Decl., qY125-130.

A PHOSITA would have been motivated to incorporate Van Qorschot’s
assignment of event severity levels into Morris’s methods according to well-known
benefits for prioritizing events—namely, focusing threat analysis on the most
troublesome threats to conserve limited resources. Decl., q9131-132. And a
PHOSITA would have appreciated a reasonable expectation of success making this
modification. /d.

After this severity level is assigned to an event, a PHOSITA would have found
it obvious to include this severity level in Morris’s key (i.e., event line) transmitted
back to the local computer for display on a user’s display. Dec!., 9133-140 (further
noting reasonable expectation of success making this simple modification). Morris’s
local computers already comprise a “display window” for presenting information to

a user. Morris, [0126]. This display is shown in the excerpt from Figure 4 below:
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1d., Fig. 4 (excerpt). Including this severity level in the key (event line) transmitted
back to the local computers for subsequent display would, as disclosed by Van
Oorschot, “provide[] an additional gauge by which a decision can be made as to the
manner in which an event is to be processed or as to the relative importance of the
event.” Van Qorschot, 8:4-11; Decl., 9133-140. Indeed, Van Oorschot expressly
contemplates displaying these event severity levels to a user to inform threat
remediation tactics. See, e.g., Van QOorschot, Figs. 7-10. Morris in view of Van
Oorschot therefore discloses obtaining an event priority based on...the generated
context...wherein the event line further includes the event priority. Decl., 1J125-140

4. Claim 4

4. The method of claim 1, wherein the at least one event includes information
uniquely identifying the object performing the action, information uniquely
identifying the action being performed, and information uniquely identifying the
target upon which the act is being performed.

As described above, Morris discloses “Event” information which includes
“three principal components: the key of the object performing the act (the ‘Actor’),

the act being performed (the ‘Event Type’), and the key of the object or identity of
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another entity upon which the act is being performed (the ‘Victim’).” Supra, Claim
[1(a)].

5. Claim 8
8[P]. A system for providing forensic visibility into a system, comprising:

To the extent the preamble is found limiting, Morris discloses an “apparatus
for dealing with malware.” Morris, [0001], Fig. 1. Like the *045 Patent, Morris’s
system provides forensic visibility into a system by analyzing audit trails or
“relationship chain[s]” for events. Compare Morris, [0052], [0099] (“relationship
chain provides a complex series of correlation points, allowing ancestral
relationships to be considered for any object and its predecessors™), [0128]-[0135]
with °224 Patent, 1:18-20 (“systems for providing forensic visibility into client
systems having full audit trails are described”).

[8(a)] a device including:

Morris discloses its apparatus includes a “remote computer” (device) used

to gather event information to send to a base computer for analysis. Morris, [0014]-

[0016], [0077]-[0078]. This remote computer is depicted below in Figure 1:
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1d., Fig. 1 (annotated, identifying one of several remote computers 2 for simplicity).
[8(b)] a communication interface;

Remote computer 2 is connected to the “Internet 1 to enable communication
with base computer 3. Morris, [0077]. A PHOSITA would have understood this to
teach a communication interface. Decl., 4144.

[8(c)] a processor;

Morris’s remote computer 2 (e.g., personal computer) is configured to run
“local ‘agent’ software” for effectuating the described functions therein and
therefore includes a processor for executing the functions of this software. /d.,
[0079]; see also id., [0033], [0065]; Decl., q145.

[8(d)] data storage; and
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Morris discloses its’ methods are effectuated by “agent software running on
the remote computer.” /d., [0033], [0079], [0122] (“computer 2 may have agent
software installed...”). A PHOSITA would have understood remote computer 2
therefore includes data storage which stores local agent software. Decl., §146.

[8(e)] a sensor agent stored on the data storage that is executable by the processor,
wherein the sensor agent is operable to:

Supra, [8(c)-(d)] (describing remote computer 2 configured with “local
‘agent’ software” for effectuating the described methods and the processor for
executing the functions of the “local ‘agent’ software”).

The remaining limitations of Claim 8 are substantively identical to method
steps of Claim 1 and are rendered obvious for the same reasons detailed in Claim 1.
See Claim Appendix.

6. Claim 9

9. The system of claim 8, wherein the at least one of the one or more events is
executed by the processor.

Morris or alternatively, Morris in view of Van Oorschot renders the system
of claim 8 obvious. Supra, claim 8. A PHOSITA would have understood Morris’s
processor on the remote computer would execute the events described in Morris.
Decl., 9149.

7. Claim 10

10. The system of claim 8, further comprising: a global perspective information
server; and an end recipient device, wherein the information associated with the
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one or more of the first object and the originating object is obtained from the
global perspective information server and the sensor agent transmits the event line
to the end recipient device.

As described in Claim 1 above, Morris discloses base computer 3 connected
to database 7, which together facilitate the comparison and classification of event
data. Morris, [0014]-[0017], [0020], [0078]. A PHOSITA would have understood
base computer 3 in conjunction with database 7 constitutes a global perspective

information server and base computer 3 constitutes an end recipient device. Decl.,

9150-151. These components are depicted below in annotated Figure 1:

P

‘ A
—
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End Recipient
Device

{/1 (‘-U/Aee /

Id., Fig. 1 (annotated).
Morris’s global perspective information server 1is consistent with the

disclosures of the ’045 Patent. Decl., §4150-151. Particularly, the 045 Patent
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explains “[t]he global perspective information server 216 may comprise a general
purpose computer and/or server or other device or federated group of devices
capable of supporting communications over a communication network 212.” "045
Patent, 14:40-44. In Morris, base computer 3 and database 7 are a federated group
of devices capable of supporting communications over a communication network
which interoperate with remote computer 2, to compare and classify event data.
Shown above, “base computer 3 holds a database 7 with which the remote
computers 2 can interact when the remote computers 2 run an object 4 to determine
whether the object 4 is safe or unsafe.” Morris, [0078]. This “database 7 is populated,
over time, with information relating to each object run on all of the connected remote
computers 2.” Id. Base computer 3 compares “the data about the computer object
received from the plural computers” and “classif[ies] the computer object as
malware on the basis of said comparison.” Id., [0016], [0017], [0081]-[0084]
(describing process for determining object is “bad or unsafe”). Thus, Morris
discloses a malware determination (i.e., information associated with the one or more
of the first object and the originating object) is obtained by base computer 3
performing an analysis on the data stored in database 7. Decl., §9152-153. Thus, the
malware determinations are obtained from base computer 3 and database 7 (i.e.,
global perspective information server). Id.; Morris, [0100] (“The centralisation of

the community data in the community database 7 provides the ability to rapidly
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assimilate object behaviours, allowing for the rapid identification and determination
of malware”).

Moreover, Morris discloses its “agent software” running on remote computer
2 (i.e., sensor agent) transmits the key comprising the event and contextual data (i.e.,
event line) to base computer 3 (i.e., end recipient device) to perform the above-
described malware analysis. Supra, Claim [1(e)] (further noting this key can be
copied back to a local computer, another end recipient).

8. Claim 12

12. The system of claim 8, wherein the at least one event includes information
uniquely identifying the object performing the action, information uniquely
identifying the action being performed, and information uniquely identifying the
target upon which the act is being performed.

Supra, claim 4.

9. Claim 16

16/P]-[16(e)] A system for providing forensic visibility into a system, comprising:
a device including: a communication interface; a processor; data storage; and a
sensor agent stored on the data storage that is executable by the processor, wherein
the sensor agent is operable to:

Supra, claim 8/P]-[8(e)].

[16(H]-16(g)(i)] gather one or more events defining an action of a first object
acting on a target; generate a contextual state for at least one of the one or more
events by correlating the at least one event to an originating object, the contextual
state including an indication of the originating object of the first object and an
indication of at least one of a device on which the first object is executed and a
user associated with the first object;
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Supra, claim [1(a)]-[1(b)(1)].°
[16(h)] assemble an event line including details associated with the at least one
event, the details including information uniquely identifying each of the first
object, the action of the first object, the target, the originating object, and global
perspective information comprising information about one or more related events
to the one or more events across a network; and

Morris discloses assembling a key (i.e., event line) comprising information
identifying the first object, action of the first object, target, and originating object
and transmitting this key to a base computer for analysis. Supra, claim [1(d)-(e)].
This analysis includes determining an IP address associated with the first/originating
object, determining if the first object and/or originating object is malware, and
determining a popularity associated with these objects (i.e., global perspective
information comprising information about one or more related events to the one or
more events across a network). Supra, claim [1(c)(a)-(c)(i)]. Morris discloses its
key at the base computer can then be “copied to” the local database of the remote
computer that first ran the object. Morris, [0084]. A PHOSITA would have
understood this key copied back to the remote computer would include the same

event information above, including the IP address of the Victim (i.e., the global

perspective). Decl., §9157-158. It would have been obvious to a PHOSITA to store

® These system limitations are obvious for the same reasons the methods steps of claim 1

are obvious.
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the malware determinations in this key as well to better inform a user regarding the
significance of the event on the computing system. /d.
[16(i)] transmit the assembled event line utilizing the communication interface.
Supra, claim [16(h)].
B. Ground 2: Capalik renders Claims 1-2, 4, 7-10, 12, 15-18 Obvious, or

Alternatively, Capalik in view of Van Oorschot renders Claims 1-4,
7-10, 12, 15-18 Obvious

Overview of Capalik

Capalik was filed on June 17, 2011 and published on December 29, 2011 and
therefore qualifies as prior art to the 045 Patent under 35 U.S.C. §§ 102(a)(1) and
102(a)(2). Capalik (Ex. 1008). Capalik was not cited or considered during
prosecution of the 045 Patent.

Capalik discloses “methods for analyzing malicious activities on a computer
system[.]” Capalik, [0004]. An exemplary distributed computer system embodying

these methods is depicted below in Figure 1:
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1d., Fig. 1. Capalik’s computer system includes a “decoy computer network 102”
comprising a “decoy network device 106” used “to collect fingerprint data of
unauthorized activities.” Id., [0030]; see also id., Fig. 2 (depicting components of
decoy network device). This decoy network device is “intentionally kept vulnerable
to unauthorized or malicious activities” to “allow attackers to attack the decoy
network device 106, so that the pattern of the attack can be monitored and analyzed

to generate a fingerprint” /d.
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This device captures “raw attack information” and communicates this
information for storage into a database server “as forensic data [] for later analysis.”
Id., [0063]. This forensic attack data includes, for example, “an activity source,”

29 ¢

“activity target,” “an action,” and an “association” such as “malignant, which
represents that the activity source [] has modified the activity target [] to perform
unauthorized activities[.]” 1d., [0080]-[0086]; see also id., Fig. SA (depicting block
diagram illustrating exemplary data structures of unauthorized activity data). While
Capalik discloses methods for monitoring activities on a decoy network, Capalik
explains its methods “may be used for monitoring one or more non-decoy systems,
such as the protected network device 136” depicted in Figure 1 above. Id., [0032],
[0067].

Because Capalik, like the ’045 Patent, discloses methods for providing
computer security by analyzing event data from potential threat events, Capalik is
in the same field of endeavor as the *045 Patent. Compare Capalik, [0004], [0030],
[0048] with *045 Patent, 1:15-18, 1:22-24,1:63-2:19; Decl., 924-27, 68-75. Capalik
is also directed at solving similar problems, such as providing a forensic analysis of

the impact of an attack on a target device. Compare Capalik, [0063] with *045 Patent,

2:12-20, 2:23-27; Decl., 9924-27, 68-75.
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1. Claim 1
1[P]. A method comprising:

Capalik discloses “methods for protecting computer networks” including
“methods for analyzing malicious activities on a computer system in order to better
protect the computer system from future malicious activity.” Capalik, [0004],
Abstract; see also id., Figs. 6A-6C (depicting flowcharts representing methods of
identifying unauthorized activities).

[1(a)] gathering one or more events defining an action of a first object acting on
a target;

Capalik discloses methods for analyzing malicious activities on a computer
system involving “monitoring activity on [a] virtual machine” such that a “plurality
of activities performed at a virtual machine is identified[,]” including “an activity
source, activity target, and an association between the activity source and the
activity target.” Capalik, [0010]. The “activity sources, activity targets, and
associations are stored in [ memory.” Id.; see also id., [0063] (disclosing capturing
“raw attack information” and storing in “database server 128 as forensic data 236
for later analysis™). This process for gathering activities (i.e., events) including a

source (i.e., first object) and an activity target (i.e., target) is depicted below:
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¥

604 Identify a plurality of activities being performed at a virtual machine. Each
— ofthe activities includes an activity source, an activity target, and an
association between the activity source and the activity target.

606 — __11- A respective activity target comprises one of: a file, a user, an
I instruction, a thread, data stream, and network socket |
| connections. I

.
! A respective activity source comprises one of: a file, a user, an |
608 —_ instruction, a thread, data stream, and network socket [
| connections. |

624 — | Store in the memory the activity sources, activity targets, and
associations.
|

1d., Figs. 6A and 6B (excerpts).

For example, Capalik discloses gathering the following event data:
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Id., Fig. 3D (annotated); see also id., Figs. 4A-4D (depicting similar unauthorized
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activity on files in a computer system), Fig. 4E (depicting unauthorized activity from
multiple data streams). Figure 3D above illustrates an “exemplary network
diagram[] representing unauthorized activity on a computer system (e.g., the virtual
machine 113-1)[.]” Id., [0067]. Here, a data Packet Stream 304 at a Socket 306 is
monitored by the virtual machine. /d., [0068]. Packet Stream 304 is directed to a
Process A 308, which accesses File X 310, and File X 310 then initiates a Process
B. Id., [0069]. This diagram represents several related “activities” or “events”: (1)
sending Packet Stream 304 into the computer system through Socket 306; (2)
directing Packet Stream 304 to Process A; (3) Process A accessing Files X and Y;
(4) File X initiating a Process B. Decl., §163. For simplicity, only the final activity
is annotated above, where File X boxed in blue (i.e., first object) performs an action
of initiating a Process B boxed in red (i.e., target). Id. However, each of the four
activities above comprises its own first object and target. 1d.; Capalik, [0115]
(Process A can be the activity target of one activity and the activity source of another
activity).

This unauthorized activity data, including the sources, targets, and actions

performed is stored in data structures such as the one depicted below:
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Global Time Stamp .

I | ]
{ Status 506 : Frequency 508 : 510 , 503
source 1| target 1 | action 1| Type :Probabllxty|T|me Stamp,_/ 506-1
512-1 | 514-1 | 5151 | 516-1 : 518-1 : 520-1
source 2 | target 2 | action2 | Type :Probabnhty:Tlme Stampu ~ 505-2
512-2 514-2 515-2 516-2 1
Set1 504-1 — | 182 , 3202 :
source 3| target 3 | action 3 | Type |Probabi Ilty|T|me Stamp |~ 505-3
! , 512-3 | 514-3 | 515-3 | 516-3 | 5183 | 520-3 |
1 Set2 504-2 H - ——— = i 1
R — 1 source 4 | target4 | action4 | Type I robability : Time Stamp Ve 5054
I -
! Set3 504-3 : 512-4 | 5144 | 5154 | 5164 ], 5184 : 520-4
T I source 5| target 5 { action 5 | Type |Probability Time Stampn ~ 505-5
r ! 512-5 | 514-5 | 5155 | 516-5 | 5185 | 5205 |
| Set4 504-4 1 i 1 i
;_______________' . . . . | . ' . |
I ! . . . . | . | . :
1 o . . . . . 1 . ] . |
I L] | I 1 ]
1 ° 6T T T e e s e s s s s s s e
!
Unauthorized
Activity Data 502
Figure 5A

Capalik, [0070], [0075], Fig. SA (annotated). “Unauthorized activity data 502
includes unauthorized activity entries 505[,]” comprising: “an activity source 512,
which calls, accesses, or executes the activity target 514;” “an activity target 514,
which is called, accessed, or executed by the activity source 512[;]” and “an action
515,” which represents an “operation occurring between the activity source 512 and
the activity target 514[,]” each highlighted above. Id., [0075], [0081]-[0083]. Each
entry can include “one or more” of a source, target, action, etc. /d., [0080]. Thus,
Capalik discloses gathering one or more events defining an action of a first object
acting on a target. Decl., ]161-165.

[1(b)] generating a contextual state for at least one of the one or more events by
correlating the at least one event to an originating object,

Capalik discloses gathering event data, including a first object acting on a
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target, such as the objects and targets identified in Figure 3D above. Supra, [1(a)].
Capalik discloses that once unauthorized activities are detected, “related
unauthorized activities are identified.” Capalik, [0069]. For example, in Figure
3D, if “packet stream 304 and the socket 306 are identified as affected by
unauthorized activities,” the chain of related events is identified. Id., [0069]; see also
id., [0130] (describing Capalik’s methods generally providing the ability “to follow
a chain of unauthorized activity”). In particular, as part of the chain of related events,
Capalik discloses correlating an event to an originating object. Dec!., 166.

An originating object for the fourth event in Figure 3D is depicted below,

boxed in orange:

‘ \
t Attacker 302 |
\ /

300

\
- s
/Packet
Stream 304
[ \
7 Socket First Object
N Nl
~— File X310 | |4
\\\
\ Target
@s/\ Prooess}] &
\ w )
N
( Filey312 )
\\v
- Virtual Machine 113-1
Figure 3D

Capalik, Figs. 3D (annotated); Decl., 167. In this event, File X 310 initiates Process
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B 314, and Process A 308 serves as the originating object—the process which
accesses file X 310 in the related activity chain. /d. The overall activity chain runs
as follows: “[T]he unauthorized activities send the packet stream 304 into the
computer system [] through the socket 306; the packet stream 304 is directed to the
process A 308[.]” Capalik, [0070]. Process A “is treated as affected by unauthorized
activities...[and then] process A 308 accesses a file X 310 and a file Y 312, and both
the file X 310 and the file Y 312 are treated as affected by unauthorized activities.”
1d., [0069]. “Thereafter, the file X 310 initiates a process B 314, and the process B
is treated as affected by unauthorized activities.” Id. Based on this disclosure, a
PHOSITA would have understood that Capalik correlates each event to its
originating object by tracking the related chain of unauthorized activities. Decl.,
19166-169.

In view of the foregoing, Capalik discloses generating a contextual state for
at least one of the one or more events by correlating the at least one event to an
originating object. Id.

[1(b)(i)] the contextual state including an indication of the originating object of

the first object and an indication of at least one of a device on which the first object
is executed and a user associated with the first object;

As discussed above in limitation [/(b)], Capalik discloses generating a
contextual state including an indication of the originating object of the first object,

boxed above in Figure 3D in orange and blue, respectively. Supra, [1(b)]. Capalik

45



IPR2023-00124
U.S. Patent No. 9,578,045

further discloses in embodiments, an “activity source” can be “a user” (i.e., a user
associated with the first object). 1d., [0104]; see also id., [0105] (disclosing a target
can similarly be “a user”). Similarly, Capalik discloses that both the activity source
and the activity target may be “an Internet Protocol address” (i.e., a device on
which the first object is executed). Id., [0104]-[0105]. A PHOSITA would have
understood Capalik’s methods include an indication of a user associated with the
first object or a device on which the first object is executed in embodiments where
an activity source or activity target is a “user” or IP address. Decl., §170-173.

To the extent Patent Owner argues Capalik does not disclose an indication of
at least one of a device on which the first object is executed and a user associated
with the first object, Van Oorschot does for the reasons discussed in Ground 1 above.
Supra, Ground 1, Claim [1(b)(i)] (describing Van Qorschot’s similar computer
security system which captures event data including “‘who’ (the user initiating the

(133

event)” and “‘where’ (the system or device on which the event occurred)”); see
also Van Qorschot, Figs. SA-5B.

It would have been obvious to a PHOSITA to modify Capalik’s system to
capture additional event metadata, including “where” (i.e., the “device on which the
event occurred”) and “who” (i.e., “the user initiating the event”) for the reasons

outlined above in Ground 1. Supra, Ground 1, Claim [I(b)(i)]. Namely, this

combination adheres to recognized computer security principles—i.e., gathering
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more detailed threat information provides improved threat analysis and detection
where limited data acquisition can hinder back-end performance and result in
unperceived threats. Decl., §174-177. A PHOSITA would have been motivated to
collect device and user information associated with an event to predictably improve
the quality and success of Capalik’s back-end threat identification and analysis. /d.
And like Morris, Capalik discloses that “additional...data structures not described
above” related to activity data can be stored in memory for analysis. Capalik, [0054];
see also id., [0120] (disclosing “collecting additional data associated with the
activity sources”). A PHOSITA, therefore, would have been expressly motivated to
collect and store additional data, such as the device where the event occurred and
the user initiating the event. Decl., §174-177 (describing reasonable expectation of
success making this routine modification).

[1(c)] obtaining a global perspective for the at least one event by obtaining
information associated with one or more of the first object and the originating
object, the information including at least one of...a determination as to whether

the first object is malware, a determination as to whether the originating object is
malware, Internet Protocol (IP) Address...

a) the information including at least one of...Internet
Protocol (IP) Address

As discussed above in [1(b)(i)], Capalik discloses obtaining the “Internet
Protocol address” of the device where the first object is executed. Supra, [1(b)(i)];
Capalik at [0104]-[0105] (the activity source and/or target may be “an Internet

Protocol address”). Obtaining the IP Address of the device where Object 1 is
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executed discloses the claimed obtaining a global perspective for the at least one

event by obtaining information associated with...the first object...the information
including at least...Internet Protocol (IP Address). Decl., 179.

b) the information including at least one of...a

determination as to whether the first object is malware, a

determination as to whether the originating object is
malware

Capalik discloses determining whether the first and/or originating objects are
malware. To achieve this, Capalik discloses determining ‘“association types”
between sources and targets, such types including “malicious associations v. benign
associations[.]” Capalik, [0075]. Here, unauthorized activity data can be grouped in

the following data structure:

““““““““ e i
: Status 506 | Frequency 508 | Global Time Stamp | _ 545
. l ! 510 L
source 1| target 1 | action 1| Type i ProbabilityfTime Stamp iJ 505-1
512-1 | 514-1 | 5151 | 516-1 | 5181 | 520-1 |
source 2| target 2 | action2 | Type EProbability i Time Stamp :rf 505-2
512-2 514-2 515-2 516-2 518-2 -
Set1 504-1 i -
source 3| target 3 | action 3 | Type |Probability | Time Stampi ~ 505-3
! ] 512-3 | 514-3 | 515-3 | 516-3 | 5183 | 5203 |
1 Set2 504-2 H - t ~——f— 1
R — source 4| target4 | action4 | Type :Probabnlrty:Tlme Stamp Ve 5054
I 516-4 5184 520-4
| Set3 5043 ! wmm_i_ul,_:
] I source 5/ target 5 { action 5| Type |Probability] Time Stamp1_~ 505-5
r ! 512-5 { 5145 | 5155 | 5165 | 5185 | 5205 |
1 Set4 504-4 | i 1 d
:_______________' . . . . | . X . :
| : . . . . | . | . |
1 . \ . . . . 1 . | . |
I . | ! 1 |
b S e
Unauthorized
Activity Data 502
Figure 5A

1d., Fig. 5A (annotated). “Each set 504 in the unauthorized activity data 502 in Fig.

5A [] includes one or more unauthorized activity entries” which comprises, in
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relevant part, “an activity source 512[;]” “an activity target 514[;]” “an action, 515,

which represents an...operation occurring between the activity source 512 and the
activity target[;]” and optionally an “association, type 516, which when identified,
represents the type of association between the activity source 512 and the activity
target 514[.]” Id., [0080]-[0084]. This “type” (highlighted above) may be identified
as “malignant, which represents that the activity source 512 has modified the
activity target 514 to perform unauthorized activities[.]” Id., [0084]-[0085].
Capalik discloses determining malicious or malignant associations between
sources and targets in the events occurring on virtual machine 113-1, as follows:

“as shown in FIG. 3C, the process A 308 modifies the file X 310,
performing unauthorized activities (e.g., corrupting data or writing
a malicious code). The process A 308, as an activity source to the
file X 310, causes unauthorized activities on the file X 310. By
identifying that the process A 308 performed unauthorized activities,
the process A 308 is determined to be affected by the
unauthorized activities, and the association between the socket
306 and the process A 308 is determined to be malicious (i.e.,
unauthorized).”

Id., [0106]. A PHOSITA would have understood determining Process A to be

“malicious” by, for example, writing “malicious code,” includes determining
Process A (i.e., originating object) to be malware. Decl., §183. And once Process A
is determined to contain malicious code, as Process A accesses File X (i.e., first
object), File X is determined to be malware. Id. This is consistent with the *045

Patent’s definition for “malware,” which “refer[s] generally to any executable
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computer file or, more generally ‘object’, that is or contains malicious code...” 045
Patent, 2:1-5. Thus, Capalik discloses obtaining a global perspective for the event
by obtaining information concerning a determination as to whether the first
object/originating object is malware. Decl., Y180-184.

[1(c)(i)] wherein the global perspective for one or more related events to the at
least one event across a network;

As above, Petitioner assumes this limitation requires the global perspective to
include information about events across the network and that those events occur on
“other devices” on the network. Supra, Ground 1, Claim [1(c)(i)].

Capalik discloses obtaining a global perspective for an event, including
obtaining an IP Address of a first object and making a malware determination for a
first object and/or originating object. Supra, Claim [1(c)]. Capalik also discloses
that “the methods described herein need not be restricted to analysis of a single
virtualized operating system, but, rather, are able to follow a chain of

unauthorized activity across multiple virtualized operating systems.” Capalik,

[0130]. This enables “identifying and thwarting advanced threats that involve
multiple attackers spread across multiple systems[.]” Id. A PHOSITA would have
understood that in an attack across multiple virtualized operating systems, Capalik’s
methods would follow the related chain of unauthorized activity across each
operating system and would perform the methods identified above for obtaining a

global perspective—namely, identifying an activity source and the activity target
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(e.g., by “an Internet Protocol address”) and determining ‘“‘association types”
between sources and targets, including “malicious associations.” Decl., 4186-187.
Therefore, Capalik’s disclosed methods include obtaining a global perspective
which includes information about events across a network, including obtaining an
IP Address for the first object or a malware determination for the first object or
originating object. /d.

To the extent PO argues Capalik’s multiple virtualized operating systems are
in a single device, a PHOSITA would have understood Capalik’s system is scalable
and would have been motivated to implement multiple virtualized operating systems
not only within a single device, but also across a plurality of decoy network devices
to protect network devices 136-n as contemplated by Capalik. Decl., 188; Capalik,

[0030] (“decoy computer network 102 includes one or more decoy network

device(s)”). As explained in Ground 1 above, it was known in the art to accumulate
information from several attacked devices to inform a malware determination.
Supra, Claim 1 (Morris mapping); Decl. 4188. It would have been obvious to scale
Capalik’s system according to known methods to implement multiple decoy network
devices, each comprising their own set of virtual machines/virtual operating systems.
There, when an attack spreads across multiple systems (i.e., multiple decoy network
devices), the associated activity chain would be tracked and a malware determination

would be made based on the monitored information. /d.
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Additionally, Capalik discloses obtaining global perspective information in a
scenario based on related events from multiple data streams across a network, shown

in annotated Figure 4E below:
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Virtual Machine 113-1

Figure 4E
Capalik, Fig. 4E (annotated). Here, Capalik’s methods include obtaining the
“Internet Protocol address” of the device where the first objects are executed and
making a malware determination for the originating and/or first objects. Supra,
[1(c)(i)-(ii)]; Decl., 4189 (describing same methods above for multiple data
streams).

[1(d)] assembling an event line including details associated with the at least one

event, the details including information uniquely identifying the first object, the
action of the first object, the target, and the originating object; and

Capalik discloses after obtaining the above activity information and
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associated data, “[a] fingerprint indicative of the activity on the virtual machine
is created from the stored activities.” Capalik, [0010]. The “fingerprint is
transmitted to one or more other computer systems on the network to prevent future
attacks that comprise the same or similar activities as indicated by the fingerprint.”
1d.; see also id., [0063] (describing fingerprint generation engine 130 for generating
signature of an attack). This fingerprint generation process is shown below in

excerpted Fig. 6C:
v

636 — _ | Create, from the stored activities, a fingerprint indicative of the activity on
the virtual machine.

r--—-—-—™=—"""T—""""""7"7""7""7" 77— —— 1

638 | The fingerprint includes files that are affected by the unauthorized !
TN activities on the virtual machine. |

| |
r-————"~>""~"~""~"~T~T T T T = === 1

640 — | The fingerprint includes processes that are affected by the I
e unauthorized activities on the virtual machine. :

:—The activities comprise two or more of: a file initiating an execution |
642 —_ | of an instruction, an instruction reading a file, an instruction writing |
to afile, and receiving data through the network. |

1d., Fig. 6C (excerpt).
This fingerprint includes stored activity data, including the files and/or
processes that were affected by unauthorized activities on the virtual machine. /d.

Specifically, Figure 5B below “illustrates an exemplary data structure of fingerprint

5807:
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| e hl
: Status 506 i
|

source 1| target1 | Type | Time Stamp1| - 505-1

512-1 | 514-1 | 516-1 | 520-1 |
source 2| target2 | Type |Time Stamp E__f 505-2
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source 3| target 3 | Type i Time Stamp } ~ 505-3

512-3 | 514-3 | 516-3 | 520-3 |
source 4 | target4 | Type i Time Stamp i—f 505-4

512-4 | 514-4 | 516-4 | 5204 |
source 5 | target5 | Type |Time Stamp {r_f 505-5

5125 | 514-5 | 516-5 | 520-5 |

{ i

. . . : . |

L ] L] L] | L d :

L] L ] L ] 1 L |

e —————

Figure 5B

Id., Fig. 5B. Fingerprint 580 includes “an activity source 512, an activity target

514, an (optional) association type 516, and an (optional) time stamp 520” (i.e.,

information uniquely identifying the first object and the target). Id., [0090]. Capalik

also discloses the fingerprint can store “branching information” (see Capalik,

[0099]) along with “(one or more) activity sources 512,” including “respective pairs

of activity sources...when the association type for a respective pair is malignant.”

ld.,

[0092]-[0094]. A PHOSITA would have understood this “branching

information” and/or multiple activity sources and pairs of activity sources would

include the originating object of the first object. Decl., 4192.

Capalik also discloses that “fingerprint 580 includes one or more of...raw
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network information collected from a respective virtual machine 113 or a respective
decoy operating system 112[.]” Id., [0099]. A PHOSITA would have understood this
includes storing any of the raw attack information originally stored in memory, such
as the attack information identified in Figure SA. Decl., §193-194; Capalik [0120]
(further disclosing “collecting additional data associated with the activity sources
512”). This includes, for example, the “action 515” which represents an “operation
occurring between the activity source 512 and the activity target 514.” Supra, [1(a)].
Thus, Capalik discloses assembling an event line (fingerprint 580) including details
associated with the at least one event, the details including information uniquely
identifying the first object (activity source 512), the action of the first object (action
515), the target (target 514), and the originating object (branching
information/multiple activity sources). Decl., §1190-195.

[1(e)] transmitting the assembled event line.

Supra, [1(d)] (describing transmitting fingerprint). This process is shown

below in excerpted Figure 6C:

\ 4

644 — [ Transmit the fingerprint to prevent future attacks that comprise the same
or similar activities as indicated by the fingerprint.

v

1d., Fig. 6C (excerpt); see also id., [0126] (describing transmitting fingerprint to

“protected network devices 136” or to “the IDS/IPS system 142”).

55



IPR2023-00124
U.S. Patent No. 9,578,045

2. Claim 2

2. The method of claim 1, wherein the information associated with the one or more
of the first object and the originating object is obtained from a community
database; and wherein the event line is transmitted to an end recipient.

Capalik discloses obtaining information associated with the first object and/or
originating object, such as an IP Address of the device where the first object is
executed and a malware determination for the first object/originating object. Supra,
Claim [1(c)].

Capalik further discloses the activity data above is stored in a “database
server 128 as forensic data 236 for later analysis.” Supra, Claim [1(a)] (discussing
Capalik, [0063]). The decoy network device stores “the activity sources, activity
targets, and associations in...database server 128[.]” Id., [0112]. This database
server 128 can be stored on decoy network device 106, or “located outside the decoy
network device 106.” Capalik, [0055]. A PHOSITA would have understood
database server 128 is a community database because it stores ‘“chain[s] of
unauthorized activity across multiple virtualized operating systems” or data from
“multiple packets of data streams,” which includes unauthorized activity from
multiple attackers, multiple devices, or multiple data streams. Decl., §197-198;
Capalik, [0074], [0130].

Capalik additionally discloses transmitting its fingerprint 580 “to one or more

other computer systems on the network[,]” to protected network devices 136, or the
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IDS/IPS system 142 (i.e., each representing an end recipient). 1d., [0011]; supra,
Claim [1(e)]; Decl., 4199.

3. Claim 3

3. The method of claim 1, further comprising: obtaining an event priority based on
one or more of the generated context and the global perspective for the at least one
event, wherein the event line further includes the event priority for the at least one
event.

Capalik discloses its’ decoy network device can “determine[] a probability of
a respective association” which “represents [the] likelihood that the association is
malignant (or benign)...” Capalik, [0118]; see also id., [0088], Fig. 5A (depicting
probability 518). This “probability” can be used to adjust a “monitoring priority.”
1d., [0119]. While Capalik discloses assigning a priority to adjust how events are
monitored, Van Oorschot discloses ‘“assign[ing] a severity level” to “system
events” based on the generated context to inform the manner in which an event is to
be processed. Supra, Ground 1, claim 3. A PHOSITA would have been motivated
and would have appreciated a reasonable expectation of success modifying
Capalik’s malware detection methods to incorporate Van Oorschot’s known event
priority severity level assignment to appreciate the benefits outlined in Ground 1
above. Supra, Ground 1, Claim 3. In Capalik’s modified methods, after gathering
event information, generating contextual information and obtaining a global
perspective as described above, supra, claim 1, Capalik’s system would incorporate

Van Oorschot’s assignment of severity levels to inform a recipient of the relevance
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of the event. Decl., §9200-204.

It would have been obvious to a PHOSITA to include the event priority in
Capalik’s fingerprint to identify the significance of an event because this would
provide additional guidance when responding to events. Decl., §205. There would
have been a reasonable expectation of success modifying Capalik’s signature to

include well-known event priority information, as exemplified by Van Oorschot. Id.

4. Claim 4

4. The method of claim 1, wherein the at least one event includes information
uniquely identifying the object performing the action, information uniquely
identifying the action being performed, and information uniquely identifying the
target upon which the act is being performed.

Capalik discloses gathering event information, including the activity data

depicted below:
U e cqn Lo | Global Time Stamp |
" Status 506 | Frequency 508 | £10 amp | ~ 503
I . 1 Q1Y h
source 1| target 1 | action 1| Type :ProbabilityllTime Stamp E-/ 506-1
5121 | 514-1 | 5151 | 5161 | 51841 | 5201 |
source 2 | target 2 | action2 | Type EProbabiIityETime Stamp :rf 505-2
512-2 514-2 515-2 516-2 518-2 520-2
Set1 504-1 | ! .
source 3 | target 3 | action 3 | Type |Probability | Time Stampi -~ 505-3
! , 512-3 | 514-3 | 515-3 | 516-3 | 5183 | 520-3 |
l Set2 504-2 N - ——1 — 1
o 1 source 4 | target4 | action4 | Type |Probability | Time Stamp Ve 505-4
] i 5124 | 5144 | 5154 | 5164 | 5184 | 5204 |
' Set3 504-3 ' - i — 1
o I source 5/ target 5 { action 5| Type |Probability| Time Stamp1_~ 505-5
r ! 512.5 | 514.5 | 5155 | 516-5 | 5185 | 520-5 |
| Set4 504-4 | t 1 :
:_______________' . . . . | . ! . |
| ! . . . . \ . : . :
| . : . . . . 1 . 1 . 1
I . | ! 1 1
1 . 6T T T e e e
| !
Unauthorized
Activity Data 502
Figure 5A
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Capalik, Fig. 5A (annotated); Supra, Claim [I(a)]. This includes “an activity
source 512, which calls, accesses, or executes the activity target 514;” “an activity
target 514, which is called, accessed, or executed by the activity source 512[;]” and
“an action 515,” which represents an “operation occurring between the activity
source 512 and the activity target 514[,]” each highlighted above. /d.

5. Claim 7

7. The method of claim 4, further comprising: heuristically displaying information
identifying the first object performing the action, information identifying the
action being performed, information identifying the target upon which the act is
being performed, and the global perspective according to one or more of a location
associated with the first object...

Capalik discloses its methods further include “displaying at least a subset of
the activities (e.g., action sources, action targets, and actions).” Capalik, [0011].
The process for graphically displaying activity data is shown in excerpted Figure 6B

below:

628 _\f_l The displaying includes visually distinguishing at least a subset of |
| the associations. I

630 —\l_ - activity, and the activity target of the first activity is the activity |
| source of the second activity. I

|
!
|
The subset of activities includes a first activity and a second ! :
|
|
]

1d., Fig. 6B (excerpt). Capalik discloses this graphical representation can be “an
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activity diagram as shown in FIGS. 3A-3D and 4A-4E[,]” examples of which are
provided above. /d., [0113].

Regarding Figure 4E, Capalik discloses “[w]hen the type of associations is
identified (e.g., malignant, benign, etc., as described in more detail below with
reference to a type 516 in FIG. 5A), at least a subset of the associations can be
visually distinguished (e.g., a respective bold arrow representing a malignant
association...” /d., [0074]. A PHOSITA would have understood this includes
displaying a global perspective according to...a location associated with a first
object. Decl., 99208-210. Here, a source (i.e., first object) is determined to be
malicious based on its location in a chain of unauthorized activity. /d. In annotated
Figure 4E below, if the originating object (boxed in orange) is determined to perform
unauthorized activities, then the bold arrow pointing to the first object (boxed in
blue) visually identifies this “malignant association” such that the first object is

similarly identified as performing unauthorized activities:
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1d. Capalik thus discloses the limitations of claim 7. Id., §9207-211.

6. Claim 8
8[P]. A system for providing forensic visibility into a system, comprising:

Capalik discloses “systems and methods for protecting computer networks”
including “systems and methods for analyzing malicious activities on a computer
system in order to better protect the computer system from future malicious
activity.” Capalik, [0004], Abstract; see also id., Fig. 1 (depicting distributed
computer system). This system “generates and retrieves forensic data (or
fingerprint)” relating to system events. Id., [0048]; see also id., [0063] (analyzing
“raw forensic information” for a “forensic analysis”).

[8(a)] a device including:

Capalik discloses a “decoy network device 106.” Capalik, [0030], Fig. 2.
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[8(b)] a communication interface;

Capalik’s decoy network device includes “one or more network or other
communications interfaces 204[.]” Capalik, [0033], Fig. 2.

[8(c)] a processor;

Capalik discloses the decoy network device includes “one or more processing
units (CPUs)[.]” Capalik, [0033], Fig. 2.

[8(d)] data storage; and

Capalik discloses the decoy network device includes “memory 206[.]”
Capalik, [0033], Fig. 2; see also id., [0034] (describing memory 206 as DRAM,
SRAM, DDR RAM, non-volatile memory, etc.).

[8(e)] a sensor agent stored on the data storage that is executable by the processor,
wherein the sensor agent is operable to:

Capalik discloses “memory 206 stores a set of modules, including a network
communications module 212, host operating system 110, database server 128,
fingerprint generation engine 130, and visualization interface 132. See generally
Capalik, [0034]-[0053]. These modules are collectively a sensor agent executable
by CPU 202 operable to perform the claimed functions. Decl., §207. A PHOSITA
would have understood each module may collectively be implemented as a single
sensor agent. Id.; Capalik, [0054] (disclosing the “modules...need not be
implemented as separate software programs” such that they can be “combined or

otherwise re-arranged”).
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The remaining limitations of Claim 8 are substantively identical to the method
steps of Claim 1 and are rendered obvious for the same reasons detailed in Claim 1.
See Claim Appendix.

7. Claim 9

9. The system of claim 8, wherein the at least one of the one or more events is executed
by the processor.

Supra, claim [8(e)]. A PHOSITA would have understood Capalik’s CPU on
the decoy network device would execute the events described in Capalik. Decl.,
9219.

8. Claim 10

10. The system of claim 8, further comprising: a global perspective information
server; and an end recipient device, wherein the information associated with the
one or more of the first object and the originating object is obtained from the
global perspective information server and the sensor agent transmits the event line
to the end recipient device.

While Capalik generally discusses the functions of claim 8’s system
effectuated by the modules of the decoy network device 106, Capalik explains these
functional elements can be “grouped or split among various components.” Capalik,

[0055]. These functional elements are depicted below:
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ld., Fig. 2.

Capalik contemplates splitting these modules into “distinct computing
devices” such that one or more blocks of Figure 2 can be “implemented on one or
more servers designed to provide the described functionality.” Id., [0056]. In such
configurations, a PHOSITA would have understood the server would optionally
include functions of the introspection module to determine associations between data
components such that this server constitutes a global perspective information
server—i.e., it generates information associated with the I[P Address of the device
where Object 1 is executed and/or malware determination (type 516). Decl., 49220-

221. Decoy network device 106 would then obtain this information from the server
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and include it in the fingerprint for transmission by the sensor agent to an end
recipient device (e.g., protected device, IDS/IPS) as discussed above in claim 2. /d.

9. Claim 12

12. The system of claim 8, wherein the at least one event includes information
uniquely identifying the object performing the action, information uniquely
identifying the action being performed, and information uniquely identifying the
target upon which the act is being performed.

Supra, claim 4.

10. Claim 15

15. The system of claim 12, wherein the end recipient heuristically displays
information identifying the first object performing the action, information
identifying the action being performed, information identifying the target upon
which the act is being performed, and the global perspective according to one or
more of a location associated with the first object...

Capalik discloses transmitting fingerprint 580 “to one or more other computer

systems on the network[.]” Supra, [I(e)]. This includes a client computer system

101, depicted in Figure 1 below:
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Id., Fig. 1 (annotated). Capalik discloses its decoy network device prepares the
fingerprint event data “for display” such as “on a GUI of a client 101.” /d., [0039].
A PHOSITA would have understood that the same information displayed on the
decoy network device discussed above in claim 7 would similarly be displayed on a
user’s GUI. Decl., §9223-226.

11. Claim 16

16/P]-[16(e)] A system for providing forensic visibility into a system, comprising:
a device including: a communication interface; a processor; data storage; and a
sensor agent stored on the data storage that is executable by the processor, wherein
the sensor agent is operable to:

Supra, claim 8/P]-[8(e)].
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[16(]-16(g)(i)] gather one or more events defining an action of a first object
acting on a target; generate a contextual state for at least one of the one or more
events by correlating the at least one event to an originating object, the contextual
state including an indication of the originating object of the first object and an
indication of at least one of a device on which the first object is executed and a
user associated with the first object;

Supra, claim [1(a)]-[1(b)(i)].”
[16(h)] assemble an event line including details associated with the at least one
event, the details including information uniquely identifying each of the first
object, the action of the first object, the target, the originating object, and global

perspective information comprising information about one or more related events
to the one or more events across a network; and

Capalik discloses implementations where the modules of decoy network
device 106 are split into multiple components. Supra, claim 10. There, a first
component can “collect[] unauthorized activity data” to send to a server. Capalik,
[0056]. A PHOSITA would have understood this may include the unauthorized
activity data collected above in claim 1, including an activity source 512, an activity
target 514, an (optional) association type 516 (i.e., global perspective) and
branching information (i.c., originating object). Decl., 4229; supra, claim [1(d)].

[16(i)] transmit the assembled event line utilizing the communication interface.

This event line is transmitted to the server, which may “analyze[] the

unauthorized activity data to generate fingerprints.” Capalik, [0056]; Decl., 4230.

7 These system limitations are obvious for the same reasons the methods steps of claim 1

are obvious.
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12. Claim 17

17. The system of claim 16, further comprising a global perspective information
server including: a processor; a communication interface; data storage; and a
global perspective module, wherein the global perspective module is operable to:
receive the event line from the device; obtain a global perspective for the at least
one event by obtaining information associated with one or more of the first object
and the originating object, the information including at least one...a
determination as to whether the first object is malware, a determination as to
whether the originating object is malware, Internet Protocol (IP) Address...;
assemble a second event line including details associated with the at least one
event, the details including information uniquely identifying each of the first
object, the action of the first object, the target, and the originating object; and
transmit the assembled second event line utilizing the communication interface to
an end recipient.

As discussed above, Capalik discloses implementations where the modules of
decoy network device 106 are split into multiple components, including a first
component and a server (i.e., global perspective information server). Supra, claim
16. A PHOSITA would have understood this server would include its own
processor, communication interface, and data storage to effectuate the receipt of
unauthorized activity data and generation of a fingerprint. Decl., 4231. A PHOSITA
would also have understood this server would include a global perspective module
to receive the unauthorized activity data from the monitor device (i.e., first event
line); obtain information from this first event line pertaining to the IP Address of the
device where Object 1 is executed and/or malware determination (type 516) (i.e.,

global perspective), and assemble a second event line to transmit to an end recipient,

such as a protected network device, an IDS/IPS, or a client 101. /d., 4232.
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13. Claim 18

18. The system of claim 17, wherein the end recipient heuristically displays
information identifying the first object performing the action, information
identifying the action being performed, information identifying the target upon
which the act is being performed, and the global perspective according to one or
more of a location associated with the first object...

Supra, claim 15.

V.  THE FINTIV FACTORS FAVOR INSTITUTION

Under the “Fintiv factors,” the Board may consider parallel litigation,
including an early trial date, in determining whether to institute under 35 U.S.C. §
314(a). NHK Spring Co., Ltd., v. Intri-Plex Technologies, Inc., IPR2018-00752,
Paper 8 at 19-20 (PTAB Sept. 12, 2018) (precedential); Apple Inc. v. Fintiv, Inc.,
IPR2020-00019, Paper 11 at 2-3, 6 (PTAB Mar. 20, 2020) (precedential). Those
factors favor institution here.

1. Stay

Parallel litigation is ongoing. While no stay has been requested, Petitioner
may seek a stay if institution is granted, thus favoring institution. At worst, this factor
is neutral because the Board “will not attempt to predict” how the district court will
proceed. Sand Revolution II, LLC v. Continental Intermodal Group-Trucking LLC,
IPR2019-01393, Paper 24 at 7 (PTAB Jun. 16, 2020).

2. Proximity of the Court’s Trial Date

“This factor looks at the proximity of the trial date to the date of [FWD] to

assess the weight to be accorded a trial date set earlier than the expected [FWD]
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date.” Shenzhen Carku Tech. Co., Ltd. v. The Noco Co., IPR2020-00944, Paper 20
at 61 (PTAB Nov. 12, 2020). Understanding “scheduled trial dates are unreliable
and often change[,]” recent Interim Fintiv Guidance® dictates “[a] court’s scheduled
trial date...is not by itself a good indicator of whether the district court trial will
occur before the statutory deadline for a [FWD].” Samsung Elec.’s Co., Ltd. et al. v.
Staton Techniya, LLC, 1PR2022-00302, Paper 13, at 10 (PTAB July 11, 2022). When
analyzing this factor, “the parties [may] rely on time-to-trial statistics” along with
“additional supporting factors such as the number of cases before the judge in the
parallel litigation and the speed and availability of other case dispositions.” /d., 10-
12 (“In weighing factor two, we follow the Interim Fintiv Guidance”).

Based on the most recent WDTX statistics, the “actual trial date” is likely to
be held mid-July 2024—28.3 months from the date of the earliest complaint filed on
March 4, 2022.° The District Court recently entered a schedule with an April 15,

2024 trial date assigned to each defendant in five separate lawsuits that have been

8https://www.uspto.gov/sites/default/files/documents/interim_proc_discretionary _denials

_aia_parallel district_court_litigation memo_ 20220621 _.pdf (“Interim Fintiv

Guidance”).

? https://www.uscourts.gov/sites/default/files/fems_na_distprofile0630.2022 0.pdf (June

30, 2022, 28.3 months for median time-to-trial in WDTX).
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consolidated for pretrial issues. Scheduling Order (Ex. 1011), 18. Because the
court’s consolidation is limited to pretrial issues, separate trials will be required, and
trial cannot proceed on April 15, 2024 for all defendants.

The Board’s FWD deadline in this case is no later than May 2024, proximal
to the currently scheduled trial date and two months before a trial would occur based
on the time-to-trial statistics this Board should apply to its analysis. However,
“additional supporting factors” are at play weighing towards a longer than average
filing-to-trial window. First, the District Court litigation involves fourteen patents,
including twelve asserted by Patent Owner and two counterclaim infringement
allegations brought by Petitioner. To accommodate the significant number of
allegations, the Court has scheduled three Markman hearings. Id., 10, 13, 14.
Second, a pending motion to transfer remains on file where the parties are actively
conducting venue discovery. Accordingly, with multiple Markman hearings, a
multitude of claims, and venue discovery ongoing with a transfer motion pending,
the “actual trial date” is much more likely to be delayed until July or later,
commensurate with the median time to trial and after FWD here.

In sum, the Board’s FWD deadline in this case falls many months before a
trial would occur based on WDTX time-to-trial statistics. But the additional
complicating factors at issue here suggest trial will occur even later in time than the

statistics suggest, weighing heavily in favor of institution.
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3. Investment in Parallel Proceeding

Beyond claim construction, the parties have invested little in the parallel
proceeding. Webroot just recently served initial infringement contentions covering
all asserted patents and CrowdStrike served invalidity contentions covering the first
six patents (including the *045 Patent). Invalidity contentions for the next six patents
are not due until the end of December. Further, none of the several scheduled
Markman hearings has been held. This factor weighs in favor of institution.

4. Overlap

Petitioner stipulates that, if the Board institutes inter partes review, Petitioner
will not seek resolution in the District Court of any ground of invalidity for the 045
Patent that utilizes Morris, Van Oorschot, or Capalik—the prior art references relied
upon in the grounds of the instant petition. Petitioner’s proposal is comprehensive
and addresses the concern of narrowing the issues to ensure there is no overlap
between the 045 Patent invalidity theories before the Board and the District Court.
Petitioner’s proposed stipulation is far more restrictive than a Sand Revolution
stipulation, which excludes only the same grounds advanced in the IPR, allowing
the Petitioner to rely on the same references in the two tribunals if the reliance is not
identical. Further, this petition addresses claims 8-10, 12, and 15-18, which are not

asserted in litigation. Accordingly, this factor weighs heavily in favor of institution.
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5. Same Party

The Parties are the same in the district court litigation. However, Fintiv “says
nothing about situations in which the petitioner is the same as, or is related to, the
district court defendant.” Cisco Sys., Inc. v. Ramot at Tel Aviv Univ. Ltd., IPR2020-
00122, Paper 15 at 10-11 (PTAB May 15, 2020) (APJ Crumbley, dissenting) (noting
that disfavoring a “defendant in the district court” is “contrary to the goal of
providing district court litigants an alternative venue to resolve questions of
patentability™).

6. Other Circumstances

“[W]here the PTAB determines that the information presented at the
institution stage presents a compelling unpatentability challenge, that
determination alone demonstrates that the PTAB should not discretionarily deny
institution under Fintiv.” Hewlett Packard Enterprise Co., et al. v. Billjco LLC,
IPR2022-00420, Paper 17, at 6 (PTAB July 12, 2022) (“[c]Jompelling, meritorious
challenges are those in which the evidence, if unrebutted in trial, would plainly lead
to a conclusion that one or more claims are unpatentable by a preponderance of the
evidence.”). The strength of Petitioner’s proposed grounds weighs strongly in favor
of institution. /d. (refusing to deny institution under Fintiv based solely on the

strength of Petitioner’s grounds).
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For the forgoing reasons, Petitioner respectfully requests inter partes review

of the Challenged Claims.

Respectfully submitted,

ERISEIP, P.A.

BY: /s/Adam P. Seitz

Adam P. Seitz, Reg. No. 52,206
Paul R. Hart, Reg. No. 59,646
Hunter A. Horton, pro hac vice to be
submitted

COUNSEL FOR PETITIONER
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VII. MANDATORY NOTICES UNDER 37 C.F.R. § 42.8

A.  Real Parties-in-Interest Under 37 C.F.R. § 42.8(b)(1)

Petitioner and CrowdStrike Holdings, Inc. are the real parties-in-interest.

B. Related Matters Under 37 C.F.R. § 42.8(b)(2)

The *045 Patent is presently the subject of a patent infringement lawsuit filed
against Petitioner in the United States District Court for the Western District of
Texas Waco Division. Webroot, Inc. et al. v. CrowdStrike, Inc. et al., Case No. 6:22-
cv-00241. Petitioner understands the 045 Patent has also been asserted in the
following matters:

e Webroot, Inc. et al. v. Trend Micro Inc., Case No. 6:22-cv-00239
(WDTX);

o Webroot, Inc. et al. v. Sophos Ltd., Case No. 6:22-cv-00240 (WDTX);
and

o Webroot, Inc. et al. v. AO Kaspersky Lab, Case No. 6:22-cv-00243
(WDTX).

C. Lead and Back-Up Counsel Under 37 C.F.R. § 42.8(b)(3)

Petitioner provides the following designation and service information for lead

and back-up counsel. 37 C.F.R. § 42.8(b)(3) and (b)(4).

Lead Counsel Back-Up Counsel
Adam P. Seitz (Reg. No. 52,206) Paul R. Hart, (Reg. No. 59,646)
Adam.Seitz@eriseip.com Paul.Hart@eriseip.com
Postal and Hand-Delivery Address: Postal and Hand-Delivery Address:
ERISE IP, P.A. ERISE IP, P.A.
7015 College Blvd., Suite 700 5299 DTC Blvd,, Ste. 1340
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Overland Park, Kansas 66211
Telephone: (913) 777-5600
Fax: (913) 777-5601

Greenwood Village, Colorado 80111
Telephone: (913) 777-5600
Fax: (913) 777-5601

Hunter A. Horton (pro hac vice to be
submitted)
Hunter.horton@eriseip.com

Postal and Hand-Delivery Address:
ERISE IP, P.A.

7015 College Blvd., Suite 700
Overland Park, Kansas 66211
Telephone: (913) 777-5600

Fax: (913) 777-5601
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CLAIM LISTING APPENDIX

U.S. Patent No. 9,578,045, Claims 1-4, 7-10, 12, 15-18

Claim Claim Language
Designation
Claim 1[P] A method comprising:

Claim [1(a)]

gathering one or more events defining an action of a first object
acting on a target;

Claim [1(b)] generating a contextual state for at least one of the one or more
events by correlating the at least one event to an originating object,
Claim [1(b)(1)] | the contextual state including an indication of the originating

object of the first object and an indication of at least one of a device
on which the first object is executed and a user associated with the
first object;

Claim [1(c)]

obtaining a global perspective for the at least one event by
obtaining information associated with one or more of the first
object and the originating object, the information including at least
one of age, popularity, a determination as to whether the first
object is malware, a determination as to whether the originating
object is malware, Internet Protocol (IP) Address, and Uniform
Resource Locator (URL) information,

Claim [1(c)(1)] | wherein the global perspective for one or more related events to
the at least one event across a network;
Claim [1(d)] assembling an event line including details associated with the at

least one event, the details including information uniquely
identifying the first object, the action of the first object, the target,
and the originating object; and

Claim [1(e)]

transmitting the assembled event line.

Claim 2

2. The method of claim 1, wherein the information associated with
the one or more of the first object and the originating object is
obtained from a community database; and wherein the event line
is transmitted to an end recipient.

Claim 3

3. The method of claim 1, further comprising: obtaining an event
priority based on one or more of the generated context and the
global perspective for the at least one event, wherein the event line
further includes the event priority for the at least one event.

Claim 4

4. The method of claim 1, wherein the at least one event includes
information uniquely identifying the object performing the action,
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information uniquely identifying the action being performed, and
information uniquely identifying the target upon which the act is
being performed.

Claim 7

7. The method ofclaim 4, further comprising: heuristically
displaying information identifying the first object performing the
action, information identifying the action being performed,
information identifying the target upon which the act is being
performed, and the global perspective according to one or more of
a location associated with the first object; at least one characteristic
of an outbound connection associated with the first object; a
dropped executable file; an age of the first object; and a number of
concurrent connections associated with the first object.

Claim §[P]

A system for providing forensic visibility into a system,
comprising:

Claim [8(a)] a device including:

Claim [8(b)] a communication interface;

Claim [8(c)] a processor;

Claim [8(d)] data storage; and

Claim [8(e)] a sensor agent stored on the data storage that is executable by the

processor, wherein the sensor agent is operable to:

Claim [8(e)(1)]

gather one or more events defining an action of a first object acting
on a target,

Claim [8(e)(ii)]

generate a contextual state for at least one of the one or more events
by correlating the at least one event to an originating object, the
contextual state including an indication of the originating object of
the first object and an indication of at least one of a device on
which the first object is executed and a user associated with the
first object;

Claim

[8(e)(iiD)]

obtain a global perspective for the at least one event by obtaining
information associated with one or more of the first object and the
originating object, the information including at least one of age,
popularity, a determination as to whether the first object is
malware, a determination as to whether the originating object is
malware, Internet Protocol (IP) Address, and Uniform Resource
Locator (URL) information, wherein the global perspective for one
or more related events to the at least one event across a network;

Claim

[8(e)(iv)]

assemble an event line including details associated with the at least
one event, the details including information uniquely identifying
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each of the first object, the action of the first object, the target, and
the originating object; and

Claim [8(e)(V)]

transmit the assembled event line utilizing the communication
interface.

Claim 9

9. The system of claim 8, wherein the at least one of the one or
more events is executed by the processor.

Claim 10

10. The system of claim 8, further comprising: a global perspective
information server; and an end recipient device, wherein the
information associated with the one or more of the first object and
the originating object is obtained from the global perspective
information server and the sensor agent transmits the event line to
the end recipient device.

Claim 12

12. The system of claim 8, wherein the at least one event includes
information uniquely identifying the object performing the action,
information uniquely identifying the action being performed, and
information uniquely identifying the target upon which the act is
being performed.

Claim 15

15. The system of claim 12, wherein the end recipient heuristically
displays information identifying the first object performing the
action, information identifying the action being performed,
information identifying the target upon which the act is being
performed, and the global perspective according to one or more of
a location associated with the first object; at least one characteristic
of an outbound connection associated with the first object; a
dropped executable file; an age of the first object; and a number of
concurrent connections associated with the first object.

Claim 16[P]

A system for providing forensic visibility into a system,
comprising:

Claim [16(a)]

a device including:

Claim [16(b)] | a communication interface;
Claim [16(c)] | a processor;
Claim [16(d)] | data storage;

Claim [16(e)]

and a sensor agent stored on the data storage that is executable by
the processor, wherein the sensor agent is operable to:

Claim [16(f)]

gather one or more events defining an action of a first object acting
on a target,

Claim [16(g)]

generate a contextual state for at least one of the one or more events
by correlating the at least one event to an originating object,
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Claim the contextual state including an indication of the originating

[16(g)(1)] object of the first object and an indication of at least one of a device
on which the first object is executed and a user associated with the
first object;

Claim [16(h)] | assemble an event line including details associated with the at least

one event, the details including information uniquely identifying
each of the first object, the action of the first object, the target, the
originating object, and global perspective information comprising
information about one or more related events to the one or more
events across a network; and

Claim [16(i)]

transmit the assembled event line utilizing the communication
interface.

Claim 17

17. The system ofclaim 16, further comprising a global
perspective information server including: a processor; a
communication interface; data storage; and a global perspective
module, wherein the global perspective module is operable to:
receive the event line from the device; obtain a global perspective
for the at least one event by obtaining information associated with
one or more of the first object and the originating object, the
information including at least one of age, popularity, a
determination as to whether the first object is malware, a
determination as to whether the originating object is malware,
Internet Protocol (IP) Address, and Uniform Resource Locator
(URL) information; assemble a second event line including details
associated with the at least one event, the details including
information uniquely identifying each of the first object, the action
of the first object, the target, and the originating object; and
transmit the assembled second event line utilizing the
communication interface to an end recipient.

Claim 18

18. The system of claim 17, wherein the end recipient heuristically
displays information identifying the first object performing the
action, information identifying the action being performed,
information identifying the target upon which the act is being
performed, and the global perspective according to one or more of
a location associated with the first object; at least one characteristic
of an outbound connection associated with the first object; a
dropped executable file; an age of the first object; and a number of
concurrent connections associated with the first object.

82




IPR2023-00124
U.S. Patent No. 9,578,045

CERTIFICATION OF WORD COUNT

The undersigned certifies pursuant to 37 C.F.R. §42.24 that the foregoing
Petition for Inter Partes Review, excluding any table of contents, mandatory notices
under 37 C.F.R. §42.8, certificates of service or word count, or appendix of exhibits,
contains 13,996 words according to the word-processing program used to prepare
this document (Microsoft Word).

Dated: November 30, 2022 Respectfully submitted,

BY: _/s/ Adam P. Seitz
Adam P. Seitz, Reg. No. 52,206
Adam.Seitz@eriseip.com
Erise IP, P.A.
7015 College Blvd., Suite 700
Overland Park, KS 66211
P: (913) 777-5600
F: (913) 777-5601

COUNSEL FOR PETITIONER

83



IPR2023-00124
U.S. Patent No. 9,578,045

CERTIFICATE OF SERVICE ON PATENT OWNER
UNDER 37 C.F.R. § 42.105(a)

Pursuant to 37 C.F.R. §§ 42.6(e) and 42.105(b), the undersigned certifies that
on November 30, 2022, a complete and entire copy of this Petition for Inter Partes
Review and Exhibits were provided via Federal Express to the Patent Owner by
serving the correspondence address of record for the *045 patent:

Sprinkle IP Law Group
1301 W. 25th Street, Suite 400
Austin, TX 78705

Respectfully submitted,

BY: _/s/ Adam P. Seitz
Adam P. Seitz, Reg. No. 52,206
Adam.Seitz@eriseip.com
Erise IP, P.A.
7015 College Blvd., Suite 700
Overland Park, KS 66211
P: (913) 777-5600
F: (913) 777-5601

COUNSEL FOR PETITIONER

84



