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Pursuant to 35 U.S.C. § 316(a)(8) and 37 C.F.R. § 42.120, Open Text Inc.
(“Patent Owner”’) submits this Response to the Petition of Crowdstrike, Inc. (“Peti-
tioner”) seeking inter partes review (“IPR”) of U.S. Patent No. 9,578,045 (Ex. 1001,
“the 045 patent”).

L. INTRODUCTION

The disclosure that resulted in the *045 patent (and related U.S. Patent No.
Patent No. 10,257,224) introduced a novel network forensic technique capable of
collecting and using contextual information related to the activity of computer ob-
jects on computing devices. This disclosure enabled the detection and identification
of computer objects by intercepting network events, creating audit trails for each
individual event by correlating the event to objects such as their originating pro-
cesses, devices, and/or users, and establishing a global perspective of the computer
objects.

Petitioner is a direct competitor of Patent Owner’s subsidiary, Webroot, Inc.,
and began providing endpoint security software and systems that, without authori-
zation, implemented Patent Owner’s patented technology, including the 045 patent.
In March 2022, Patent Owner filed suit against Petitioner in the Western District of

Texas, asserting infringement of the ’045 patent and other patents in Patent Owner’s

endpoint security portfolio.
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Petitioner’s challenge to the 045 patent should be rejected. All of Petitioner’s
grounds distort the prior art, and even then, still fail to disclose or render obvious the
claimed invention.

Ground 1 fails because (1) Morris does not render obvious the “originating
object” limitation that is part of each challenged claim, and Petitioner wrongly cites
GenesisActor information for this limitation—which the ’045 patent expressly dis-
tinguishes from the claimed “originating object”; (2) with respect to independent
claims 8 and 16 and their dependent claims, Morris does not disclose or render ob-
vious a “sensor agent stored on the data storage that is executable by the processor”
because there is no sensor agent in Morris that performs all steps required of the
sensor agent in claims 8 and 16; (3) with respect to dependent claim 10, Morris does
not render obvious the claimed end recipient device or transmitting an event line
thereto; (4) with respect to dependent claim 3, van Oorschot’s “severity level” is not
based on generated context because it does not include an originating object, so it
cannot render obvious the claimed event priority.

In its institution decision, the Board correctly found that Petitioner failed to
establish a reasonable likelihood that it would prevail on its Capalik-based Ground

2. (Paper 11 at 44-47.) Capalik’s system observes computer objects running on vir-

tual machines and virtual operating systems on a single device. The *045 patent



Patent Owner’s Response

to Petition for Inter Partes Review

Patent No. 9,578,045

teaches obtaining information about computer objects operating across a network,

i.e., not on the same device. A POSITA would not understand Capalik’s description

of information collected from virtual operating systems on a single device as meeting

the “across a network™ limitation in the challenged claims. Furthermore, like Ground

1, Ground 2 fails because van Oorschot’s “severity level” is not based on generated
context.

The Board should hold that Petitioner has not met its burden and that the chal-

lenged claims are patentable.

II. INADEQUACY OF THE PRIOR ART AND THE NEED FOR
IMPROVED NETWORK FORENSICS TECHNIQUES

At the time of invention of the 045 patent, prior art network forensic tech-
niques commonly used network forensics tools, e.g., network sniffers and packet
capture tools, to detect and capture information transmitted during communication
sessions. (See EX-1001 1:24-33.) Although such network forensics tools passively
collect network traffic, the tools reside at a network edge, e.g., a location where an
organization’s network interfaces with the Internet. (See EX-1001 1:34-43; EX-2026
9434-37.) While a network edge device may be able to monitor, capture, and analyze
communications traffic, the network edge device could not provide details regarding
files modified, registry entry changes, or new processes created within the network

core. (See EX-1001 1:43-49, 2:5-12; see also EX-2019 385-86.)
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Then-existing prior art techniques that were able to collect context about
events from within a computing device employed low-level system filters to inter-
cept events. System events “tend to be very raw and generally not individually use-
ful—on an average system, tens of millions of events take place every minute and
the noise ratio can prevent forensic solutions from being able to provide sufficient
value to the end consumer of their data due to an inability to quickly find important
events.” (EX-1001 2:39-65.) Transmitting all the collected event information after
applying only a low-level filter resulted in inefficient transmissions that included
more information than an end consumer needed to identify important events. (/d.;
see also 8:12-28.) “[M]any applications perform thousands of the same events (net-
work access to the same destination IP address, for example) and transmitting these
events into an external log source would create a significant amount of unnecessary
noise and potential performance degradation.” (EX-1001 3:9-14.)

Moreover, prior art techniques that implemented data normalization after
transmitting event information suffered from delays and inefficiencies resulting
from unnecessary redundancy. (EX-1001 3:19-37.) Data normalization refers to the
process whereby “items such as kernel filenames, usermode filenames, process ob-

jects, registry objects, and other system structures” are normalized into a standard

format that 1s more easily consumed by automated parsers. (EX-1001 3:19-24.) By
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consolidating and normalizing data at a later stage, i.e., after transmission, results in

more reprocessing of data “and potentially missing events just because they were

referred to slightly differently (\Device\HarddiskVolumel\Windows\file.exe instead
of C:\Windows\file.exe for example).” (EX-1001 3:23-28.)

Thus, new network forensic techniques were needed to provide improved fo-

rensic end-to-end visibility without sacrificing precision or speed, or at the expense

of significant computing resources.

III. THE °045 PATENT’S NETWORK FORENSICS TECHNIQUES
A. Overview of the 045 Patent

The ’045 patent is entitled “Method and Apparatus for Providing Forensic
Visibility Into Systems and Networks” and describes and claims a system and
method that improved on traditional network forensics tools used to discover or iden-
tify security issues on computer networks.

Unlike traditional network forensics tools, the 045 patent efficiently creates
forensic visibility into the computing devices on the communication network to
identify malware or other security issues using enhanced local processing of event
information. (EX-1001 2:35-38.) In particular, the 045 patent improves network se-
curity by gathering an “event,” generating a “contextual state,” obtaining a “global

perspective” for the event, generating an “event line” comprising information
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relating to the “event,” and transmitting the generated “event line” that includes in-
formation for the event. (See EX-1001 cl. 1.) The described and claimed systems

and methods intercept network events, create audit trails for each individual event

by correlating the event to objects such as their originating processes, devices, and/or
users, and establish a global perspective of the objects. (EX-1001 3:45-49; EX-2026
940.)

The 045 patent uses a “local aggregator and interpreter” that “receives events
from the low level system filters, collecting them in batches from the queues in
which they are inserted in real-time, and transmits these events to a local service
process where the events are held for further analysis.” (EX-1001 2:66-3:18.) During
this stage of processing, “intelligent caching may be invoked to drop events which
are duplicates of recent events, and some data normalization may be performed to
ensure consistency.” (EX-1001 3:4-7.) This caching stage “ensure[s] redundant
events are not continually reported—many applications perform thousands of the
same events... and transmitting these events into an external log source would create
a significant amount of unnecessary noise and potential performance degradation.”
(EX-1001 3:7-14)

The ’045 patent also uses local resources, i.e., a local aggregator and inter-

preter, for improved data normalization before transmitting information, which “at
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this stage allows the data to be handled much more quickly at the higher levels to

avoid reprocessing data and potentially missing events.” (EX-1001 2:66-3:28.) This

local subsystem “provides the ability to process events asynchronously,” which per-

mits events to be “intelligently queued in multiple layers to minimize the number of

individual threads but still ensure each event is given sufficient time to be inde-

pendently processed. Because of this structure, there is no performance difference if

an event takes one millisecond to be processed or one hour for the full series of
routines to complete.” (EX-1001 3:28-40.)

In addition to analyzing the behavior of objects to identify those that are po-
tentially malicious, malware detection is further improved by understanding the con-
text of the event and computer objects of interest. (EX-1001 2:23-27, 3:41-49
(“[T]he context analyzer is utilized to ensure that a user, such as a network adminis-
trator, is provided the deepest view of the most important data but still has access to
the full range of data if they wish to see it. . . . This allows an administrator to foren-
sically track back any event which occurs to what triggered it.””).) In many cases, a
potentially malicious object is identified by the system as a result of other events
that provide information as to whether the code is malicious. (See EX-1001 22:43-

50 (““Accordingly, an event having a specified Actor, Victim, Target, originating

process, or the like together with a global perspective indicating that at least one of
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the Actor, Victim, Target, origination process has been determined to be malware
may result in a rule set that assigns a priority level to the event indicating that [] the
event should be immediately brought to the attention of an administrator.”) EX-2026
943.) The ’045 patent explains that “[t]he analysis starts by correlating events to
objects (their originating processes, devices, and users), and creating an audit trail
for each individual event.” (EX-1001 3:41-58.) Using the originating object respon-
sible for the current event under analysis enables “an administrator to forensically
track back any event which occurs to what triggered it.” (EX-1001 3:47-49.) This
approach of correlating an object with the particular object that created it “eliminates
the guesswork and allows for end-to-end visibility of every event from the bottom
of the stack to the top.” (EX-1001 3:53-55; 12:57—-60 (“the context analyzer 348 may
correlate an actor, victim, and/or event type to one or more originating processes,
devices, and users. Such a correlation creates an audit trail for each individual
event.”).)
The *045 patent further explains that, in addition to context information, the
patented techniques can also use information from the network to obtain a global
perspective of the network’s operation. (EX-1001 3:59—4:7; EX-2026 944.) The

combination of contextual information and global perspective enables detection of

new zero-day threats, including objects created from objects (or similar objects) that
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have been identified previously as malicious. (EX-1001 3:55-4:4; EX-2026 944.) As

malicious code and threats evolve more quickly, this combined approach improves

detection time and enhances overall network security. (EX-1001 3:62—4:1, 9:39-49;
EX-2026 944.)

The patent further discloses technical improvements to forensics systems by
“assembling” or “generating” an “event line” based on the contextual information
and global perspective. (EX-1001 9:50-58.) The generation of the event line makes
it easier to “identify events, and/or instances of malware, that require more immedi-
ate attention”—thereby improving the accuracy and efficiency of identifying addi-
tional malicious code, as well as enabling administrators to more readily analyze
malware, assess vulnerabilities, and correct any damage inflicted by an originating
object. (EX-1001 9:45-49; EX-2026 45.)

Thus, the 045 patent describes and claims systems and methods that provide
more efficient and accurate identification of malware and improve the identification
of other malware (and corresponding events) that might otherwise go undetected,

thereby improving system performance and reducing the required detection re-

sources. (EX-2026 946.)
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B. Claim Construction

Petitioner does not offer a construction for any claim term and purports to
apply the ordinary and customary meaning of the claim terms as understood by a
person of ordinary skill in the art (“POSITA”). (Petition 5.)

On March 16, 2023, the district court concluded that no terms of the 045
patent were indefinite.! (EX-2024 8-11.) In its claim construction order, the Court

construed certain limitations of the *045 patent as follows:

Claims Claim Term Court’s Construction
1 “wherein the global perspec- | Not indefinite “wherein the global
tive for one or more related perspective [is] for one or more re-

events to the at least one event | lated events to the at least one event

across a network” across [other devices on] a network™

I The court provided additional clarifying remarks regarding certain terms’
plain and ordinary meaning. For brevity and because those clarifications are not crit-
ical to the issues addressed in this response, Patent Owner does not reproduce those
clarifying remarks here and instead includes the district court’s claim construction

order as an exhibit.

10
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Claims Claim Term Court’s Construction

12 “global perspective” Not indefinite. Plain-and-ordinary
meaning wherein the plain-and-ordi-
nary meaning is “information about
events related to the monitored even

[sic]3 across a network”

14 “event line” Plain-and-ordinary meaning.

2 The Court’s claim construction order only construes “global perspective” for claim
1. (EX-2024 8.) Because “global perspective” also appears in independent claims 8
and 16 and the petition provides no basis for applying a different meaning of “global
perspective” for those claims, Patent Owner applies the Court’s construction for
“global perspective” in claim 1 for all claims that recite a “global perspective” limi-
tation.

3 Patent Owner understands “even” in the Court’s claim construction order as a ty-
pographical error that should instead recite: “event.” (See EX-2024 8.)

4 The Court’s claim construction order only construes “event line” for claim 1. (EX-
2024 8.) Because “event line” is also recited by independent claims 8 and 16 and the
petition provides no basis for applying a different meaning of “event line” for those
claims, Patent Owner applies the Court’s construction for “event line” in claim 1 for

all claims that recite an “event line”” limitation.

11
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Claims Claim Term Court’s Construction

1,8, 16 | “gathering an event defining | No order of steps required
an action of a first object act-
ing on a target, wherein the
first object 1s executed on a
device; generating contextual
state information for the event
by correlating the event to an
originating object of the first
object; obtaining a global per-
spective for the event based on
the contextual state infor-
mation, wherein the global
perspective comprises infor-
mation associated with one or
more of the first object and the
originating object, and
wherein the global perspective
relates to one or more other
events related to the event

across a network”

Patent Owner and its expert apply the Court’s construction for all construed
terms and the plain and ordinary meaning of the claim terms that the Court did not

construe. Although not defined by the Court, two claim terms—*“originating object”

12
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and “end recipient device”—are directly relevant to Petitioner’s obviousness argu-
ments, and therefore require further clarification for purposes of this proceeding.
Patent Owner therefore addresses each of those terms below.
1. “Originating Object”

Each of the challenged claims recites a “contextual state” that includes an
“originating object” of a first object. Petitioner argues that a “GenesisActor” is an
originating object and that Morris’s disclosure of GenesisActor information there-
fore discloses the “originating object” recited in the *045 patent claims. (Petition 14-

15.) Petitioner’s argument conflicts with the *045 patent’s written description, which

makes clear that an “originating object” is the object that directly initiated or other-

wise created the first object, as discussed in more detail below.

Petitioner’s implicit construction of “originating object” improperly broadens
the scope of that term as it would be understood by a POSITA in view of the speci-
fication. See Phillips v. AWH Corp., 415 F.3d 1303, 1315 (Fed. Cir. 2005) (en banc)
(quoting In re Fout, 675 F.2d 297, 300 (CCPA 1982)) (“Claims must always be read
in light of the specification.”). “[T]he best source for understanding a technical term
is the specification from which it arose, informed, as needed, by the prosecution
history.” Phillips, 415 F.3d at 1315 (quoting Multiform Desiccants, Inc. v. Medzam,

Ltd., 133 F.3d 1473, 1478 (Fed. Cir. 1998)).

13
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The ’045 patent distinguishes between an originating object (or originating
process’) and GenesisActor information. The originating object refers to “a previous
event that initiated or otherwise created the current process and/or object.” (EX-1001
17:40-42.) The GenesisActor, on the other hand, “is determined based on a chain of
previous events.” (Id. 17:42-43.) The specification explains that “GenesisActor in-
formation may contain the object that is not the direct Actor of an event but which
is the ultimate parent of the event being performed.” (/d. 8:45-49 (emphasis
added).) When read as a whole, the specification shows that the originating object is
the object that directly created the first object. (EX-2026 9952-56.) In contrast, the
GenesisActor may be many steps removed from the first object through a chain of
previous events. (EX-2026 952-55; see EX-1001 17:42-43.)
This distinction is significant because the GenesisActor may provide less

helpful contextual state information than the originating object, which is more

closely related to the first object. (EX-2026 9953-56.) Just as information about a

5 The 045 patent uses “originating object” and “originating process” inter-
changeably. (See EX-1001 17:39-42 (“Moreover, as illustrated in FIG 5B, the orig-
inating process or object may [be] determined based on a previous event that initi-

ated or otherwise created the current process and/or object.”).)
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person’s parents is likely to be more helpful than information about a distant relative,

a contextual state based on the originating object is likely to be more helpful than a
contextual state based on the GenesisActor. (EX-2026 453-55.)

Nothing in the specification suggests that the GenesisActor may substitute for
the originating object to provide a contextual state. On the contrary, the specification
repeatedly presents the originating object and the GenesisActor as separate pieces of
information. For example, the specification states that “[c]ontextual state infor-
mation may include, but is not limited to, originating processes, devices, and users.
Additionally, contextual state information may include GenesisActor information
and ancillary data.” (EX-1001 8:42-45 (emphasis added).) As another example, the

specification includes the following:

Moreover, as illustrated in FIG. 5B, the originating process or object
may be determined based on a previous event that initiated or otherwise
created the current process and/or objects. Additionally, as illustrated
in FIG. 5B, the GenesisActor is determined based on a chain of previ-
ous events.

(EX-1001 17:39-43 (emphasis added).) Figure 5B shows that the “Originating Pro-

cess” and “Genesis Actor” are two different and separate fields in the data structure
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of the context 520B.6 In other words, the 045 patent discloses separate fields for

“Originating Process” information and “Genesis Actor” information. Indeed, by

consistently contrasting the originating object with the GenesisActor, the 045 patent

informs a POSITA that GenesisActor information should not be substituted for the

originating object. (EX-2026 94954-56; Phillips, 415 F.3d at 1315.) While the Gene-

sisActor may provide additional information, it is distinct from and does not replace
the originating object.

The distinction between the GenesisActor and the originating object is con-

sistent with the broader context of the 045 patent, which uses audit trails to provide

“end-to-end visibility” into events:

[T]he context analyzer 348 may correlate an actor, victim and/or event
type to one or more originating processes, devices, and users. Such a
correlation creates an audit trail for each individual event. As will be

6 As shown in Figure 5B, it is possible for the originating object and the Gen-
esisActor to be the same object (Object 1) despite each representing a distinct value
(i.e., immediate parent vs. ultimate parent). However, this is only possible in one
unique circumstance, i.e., if the Actor (Object 2) is the second link in the event chain.
(EX-2026 955.) Regardless, the *045 patent clearly distinguishes each value—in-
cluding in the unique circumstance that they are the same object. (EX-1001 FIG.

5B.)
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described later, this audit trail allows an administrator, at an end recip-
ient 220 for example, to forensically track back any event which occurs
to what triggered it.

(See EX-1001 12:55-63.) This aspect of the patented invention is identified at the
very beginning of the specification: “methods and systems for providing forensic
visibility into client systems having full audit trails are described.” (EX-1001 1:15-
18 (emphasis added); see also EX-1001 3:53-55 (“The present solution eliminates
the guesswork and allows for end-to-end visibility of every event from the bottom
of the stack to the top.”).)

A full audit trail that allows forensic tracking back from ‘“any event which
occurs to what triggered it” requires each individual event’s immediate parent. (EX-
2026 9956-57.) Skipping to the ultimate parent, as Petitioner proposes through its
implicit “originating object” construction, would result in an incomplete event audit
trail due to gaps between the immediate parent and the ultimate parent. (EX-2026
9956-57.) In contrast with Petitioner’s implicit construction, the 045 patent uses the
claimed “originating object” to create a full audit trail “to forensically track back any
event which occurs to what triggered it.” (See EX-1001 12:55-63.) A full audit trail
cannot be achieved with only GenesisActor information because there would be gaps
between the originating object (i.e., immediate parent) and the ultimate parent. (EX-

2026 9956-57.)
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Accordingly, Patent Owner asks the Board to construe “originating object”

as the “the object that directly initiated or otherwise created the first object.”

2. “End Recipient Device”

Claim 10 requires the claimed sensor agent to “transmit the event line to the
end recipient device.” (EX-1001 cl. 12.) As discussed below, the 045 patent speci-
fication makes clear that the claimed “end recipient device” must be separate from
the device that includes the “sensor agent” and the “global perspective information
server.”

Petitioner argues that the claimed sensor agent is located on Morris’s remote
computer (Petition 35 (“Morris discloses its ‘agent software’ running on remote
computer 2 (i.e., sensor agent)”). Petitioner further argues that the remote computer
transmits the event line to the base computer. (Petition 35 (“sensor agent|[] transmits

the key comprising the event and contextual data (i.e., event line) to base computer

3 (i.e., end recipient device) to perform the above-described malware analysis™).)

Alternatively, Petitioner argues that the event line may be “‘copied to’ the local da-
tabase of a remote computer that first ran the object.” (Petition 35 citing id. 24-25).

As addressed below, neither Morris’s base computer nor its “remote computer
that ran the first object” are an “end recipient device” as that term is used in the 045

patent. The end recipient device in the 045 patent is separate from the device that
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includes the sensor agent and the global perspective information server. As shown
in Figure 2, “[t]he computing device 204 includes and/or executes a sensor agent
208.” (EX-1001 7:10-11.) “[T]he event line 244A-B may be sent to an end recipient
220 from the computing device 204 and/or the global perspective information server

216.” (Id. 9:62-64.) Claim 10 requires that the sensor agent (in Figure 2, part of

computing device 204) transmit the event line to the end recipient device.
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The specification repeatedly describes the end recipient device as a device that

is separate from the device that includes the sensor agent and the global perspective
information server. (See, e.g., EX-1001 6:46-50 (“In general, the system 200 in-
cludes one or more computing devices 204, each of which are interconnected to a
global perspective information server 216 and end recipient 220 by one or more
communication networks 212.”), id. 14:8-11 (“The bridge 222 may further include
a communication interface 386 for communicating with another computing device
204, an end recipient 220, a global perspective information server 216, and/or the
communication network 212.”), id. 14:48-51 (“The global perspective information
server 216 may further include a communication interface 468 for communicating

with another computing device 204, an end recipient 220, and/or the communication

network 212.7).).7

7 The end recipient device may include dashboards and other features that
are not present in other portions of the system. (EX-1001 15:53-63; see also id.
23:14-19 (“Fig. 13 generally illustrates exemplary user interfaces, or dashboards
1304, 1332, and 1336, which may be displayed at an end recipient 220 to a user at

an user output device 412. The user interface generator 444 may create the one or
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The end recipient device being a separate device is further underscored by the
context of the claim language. Claim 10, which depends from claim 8, requires a
sensor agent that is stored on a device, a global perspective information server, and
an end recipient device. Claim 10 states that “the sensor agent transmits the event
line to the end recipient device.” The sensor agent and the end recipient device can-
not be on the same device, or the event line would not be “transmit[ed]” from one
device to the other. (EX-2026 9960-61.) And the claim requires both a global per-
spective information server and an end recipient device. See Bd. of Regents of the
Univ. of Tex. Sys. v. BENQ Am. Corp., 533 F.3d 1362, 1371 (Fed. Cir. 2008) (“Dif-
ferent claim terms are presumed to have different meanings.” (citation omitted)). As
addressed above, the specification makes clear that these are separate devices.
Accordingly, Patent Owner asks the Board to construe “end recipient device”

as “a device that is separate from the device that includes the sensor agent and the

global perspective information server.”

more dashboards 1304, 1332, and 1335 to provide information from an event to a

user of the end recipient device 220.).)
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C. Level Of Ordinary Skill In The Art

A POSITA at the time of the invention of the 045 patent had a bachelor’s
degree in an accredited program of electrical engineering, computer engineering, or
computer science, or a similar discipline, and have 2—3 years of practical work ex-
perience in the general fields of electrical engineering, computer science, network-
ing, communications, and/or device and network security. (EX-2026 964.) More ad-
vanced degrees and/or training in a related discipline can compensate for shorter
work experience. (EX-2026 9964-67 (noting that minor distinctions in Petitioner’s
and Patent Owner’s definitions would not alter the analysis).)

IV. THE CHALLENGED CLAIMS ARE PATENTABLE

Petitioner presented two grounds challenging the claims of the *045 patent:

Ground 1 | Section 103(a) Obvious over Morris or, Claims 1-4, 8-10,
alternatively, Morris in 12 and 16
view of van Oorschot

Ground 2 | Section 103(a) Obvious over Capalik or, | Claims 1-4, 7-10,
alternatively, Capalik in 12, 15-18
view of van Oorschot

Petitioner fails to establish that Morris, Morris in view of van Oorschot, Ca-
palik, or Capalik in view of van Oorschot make obvious every limitation of the chal-
lenged claims. “In an infer pares review, the burden of persuasion is on petitioner to
prove unpatentability by a preponderance of the evidence, and that burden never

shifts to the patentee. ‘Failure to prove the matter as required by the applicable
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standard means that the party with the burden of persuasion loses on that point—thus,

if the fact trier of the issue is left uncertain, the party with the burden loses.”” Dy-

namic Drinkware, LLC v. Nat’l Graphcis, Inc., 800 F. 3d 1375, 1378-79 (Fed. Cir.
2015) (internal quotations and citations omitted).

Ground 1 fails because (1) as to all challenged claims, the GenesisActor in
Morris is not the “originating object” as that term is used in the *045 patent; (2) as
to independent claims 8 and 16 and their dependent claims, Morris does not include
a “sensor agent” that meets all of the required limitations; (3) as to dependent claim
10, Morris does not disclose the sensor agent transmitting the event line to an end
recipient device; and (4) as to dependent claim 3, van Oorschot does not disclose the
claimed event priority.

Ground 2 relies on Capalik, which fails to disclose the “across a network”
limitation. The *045 patent teaches obtaining information about computer objects
operating across a network, i.e., not on the same device. Capalik merely observes
virtual machines running virtual operating systems on the same device. In its insti-

tution decision, the Board found:

Petitioner has not shown how the network limitation is met in Capalik. The
discussion of this limitation in the Petition relies on general statements in Ca-
palik that its methods “are able to follow a chain of unauthorized activity
across multiple virtualized operating systems” and enable “identifying and
thwarting advanced threats that involve multiple attackers spread across
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multiple systems,” but we fail to see how that teaches or suggests the recited
limitation “wherein the global perspective for one or more related events to
the at least one event across a network,” which according to Petitioner, re-
quires a showing of “information about events across the network and that
those events occur on ‘other devices’ on the network.” See Pet. 50. Petitioner
does not explain how an ability to follow unauthorized activity relates to the
claimed global perspective, and the cited language discusses tracking activity
across multiple “operating systems,” not across a network.

[N]othing in the description of that step indicates that any of the information
used relates an event related to the event across a network. See Ex. 1008 99
75-96, 106. Instead, Capalik describes determining that activity is malicious
if it performs unauthorized activities on the decoy network device, not be-
cause it is related to another event across a network. See id. 4 106 (“By iden-
tifying that the process A 308 performed unauthorized activities, the process
A 308 is determined to be affected by the unauthorized activities, and the as-
sociation between the socket 306 and the process A308 is determined to be
malicious (i.e., unauthorized).”). . . .

[A]s Patent Owner observes, the objects and targets all exist within one vir-
tual machine (113-1). Petitioner does not explain how that teaches or sug-
gests obtaining a global perspective that relates to one or more other events
related to the event “across a network.”

On the record before us, we are not persuaded that Petitoiner has shown suf-
ficiently for purposes of this Decision that Capalik teaches or suggests the
recited “one or more related events to the at least one event across a net-
work” of claims 1 and 8, or the similarly recited “one or more related events
to the one or more events across a network” of claim 16. Nor are we
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persuaded that Petitioner has sufficiently shown why an ordinarily skilled ar-
tisan would have considered modifying Capalik’s system to provide these
limitations. . . .

In view of the foregoing, we determine that Petitioner has not demonstrated
a reasonable likelihood of showing that independent claims 1, 8, and 16
would have been obvious over Capalik alone or in combination with van
Oorshot.

(Paper 11 at 44-47.) Patent Owner agrees with the Board’s institution decision anal-
ysis of Capalik—which is correct and also consistent with the Examiner’s analysis
allowing U.S. Patent No. 10, 257,224 (“the *224 continuation patent”) to issue over
the same prior art distinctions regarding the Kumar reference. The 224 continuation
patent resulted from a continuation of the same application as the *045 patent. (See
EX-2019.) Patent Owner reiterates in this Response that Capalik fails to disclose the
“across a network” limitation for this same reason.

And for the same reasons that Ground 1 fails, Ground 2 fails to render obvious
claim 3’s “event priority” because van Oorschot does not disclose the claimed event
priority.

Accordingly, the Board should reject Petitioner’s Grounds 1 and 2, and hold

that all challenged claims are patentable.
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A. Overview of Morris

Morris relates to systems and methods for classifying computer objects as
malware or safe, and for assessing a remote computer’s protection against malware.
(EX-1005 [0001].)

Unlike the invention of the 045 patent, which generates context for an event
at a remote computer to preserve memory resources and reduce transmissions of
redundant events (see EX-1001 2:66-3:58), Morris teaches use of a base computer
that “allows a comparison to be made between the [computer] objects and/or their
effects on the different remote computers to determine whether or not a particular
object should be classed as good or malware” using “pattern analysis.” (EX-1005
[0017].) To perform this analysis, Morris’s base computer receives information
about a computer object from multiple remote computers and then classifies the ob-
ject as malware or not based on this comparison. (EX-1005 [0017].) This technique
“allows a rapid determination of the nature of the object to be made, without requir-
ing detailed analysis of the object itself as such to determine whether it [is] malware
and also avoids the need to generate new signatures to be used for signature matching
as in the conventional prior art anti-virus software.” (EX-1005 [0017].)

For its comparison step, Morris uses object information such as “executable

instructions contained within or constituted by the object; the size of the object; the
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current name of the object; the physical and folder location of the object on disk; the

original name of the object; the creation and modification dates of the object; vendor,

product and version and any other information stored within the object; the object

header or header held by the remote computer; and, events initiated by or involving

the object when the object is created, configured or runs on the respective remote

computers.” (EX-1005 [0018].) This information may be sent in the form of a key

in order to reduce “the volume of data that needs to be transmitted to the base com-

puter. Given that there may be thousands or even millions of connected remote com-

puters and further given that each may send details about very many objects, this can
be an important advantage.” (EX-1005 [0020].)

Based on this comparison, Morris identifies relationships between the com-
puter object and other objects so that it may “immediately and automatically [] mark
a child object as bad (or good) if ... parent or other related object is bad (or good),”
so that “if at least one other object to which said object is related is classed as mal-

ware,” then the object may be classed as malware. (EX-1005 [0019].)

B.  Overview Of Capalik

Capalik is directed to “systems and method for protecting computer networks”
that “analyz[e] malicious activities on a computer system in order to better protect

the computer system from future malicious activity.”) To do this, Capalik generates
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a profile, or “fingerprint,” for a computer object after supervising its activities on a

virtual machine. (EX-1008 Abstract, cl. 1; EX-2026 9978-81.) Capalik teaches a

method of monitoring activities on a virtual machine, whereby activities are identi-

fied using their source, target, and the association between the source and target.

(EX-1008 [0010].) From this information, a fingerprint indicative of the activity on

the virtual machine is created and transmitted to identify the attack on other affected

systems. (EX-1008 [0010]; see also Figs. 6A—C (flowchart representing the method
of identifying unauthorized activities according to Capalik).)

Capalik describes a decoy network device architecture. (EX-1008 [0016].)

This is illustrated by Figure 2, which shows the host operating system on a decoy

network device memory, running virtual machines that are running operating sys-

tems that are used to generate fingerprints. (EX-1008 [0033].)
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(EX-1008 Fig. 2.) (annotated)
Capalik’s decoy network device 106 includes a CPU 106, a network communica-
tions interface 204, one or more network or other communications interfaces 204,
and one or more communication buses 208 for interconnecting these components.
(EX-1008[0033].) No software is installed in the virtualized decoy operating system

112, which makes it “more difficult for the virtualized decoy operating system 1112
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(or an attacker who has gained access to the virtualized decoy operating system 112)
to detect that its memory is being monitored.” (EX-1008 [0047].)

Unlike malware identification and mitigation solutions that generate infor-
mation from monitoring a computer object’s activity on devices across a network,
Capalik is directed to generating information about a computer object’s activities
through the creation of a decoy network using a decoy network device that runs
multiple virtual machines that may include multiple decoy operating systems—all
on a single device--to generate this “fingerprint.” (See EX-1008 [0050]-[0053]; EX-
2026 980.) Capalik’s decoy operating system 112 is virtualized and uses an intro-
spection module for monitoring the activities of computer objects that runs on the
same device. (EX-1008 [0051].) The virtual machines on which the virtualized op-
erating systems run “are one or more software applications emulating one or more
physical machines.” (EX-1008 [0052].

To create the decoy network, Capalik uses a “decoy network device” that

“may include any number of virtualized decoy operating systems 112 or any number

of virtual machines” (EX-1008 [0053])—which, again, all run on a single device.

(See EX-1008 [0050]-[0052].) Although Capalik briefly discloses implementing its
decoy network device on two separate devices, those two devices still do not com-

municate information about computer objects across a network to generate a
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perspective for an event. (EX-1008 [0056] (“[T]he decoy network device 106 may

be implemented on two distinct computing devices: a monitor device and an analyzer

device. The monitor device includes the virtual machine monitor 214, the Virtual

machines 216, and processes and modules therein. The analyzer device includes the

database server 128, the fingerprint generation engine 130, and optionally the visu-

alization interface 132. In such configuration, the monitor device collects unauthor-

ized activity data, and the analyzer device analyzes the unauthorized activity data to
generate fingerprints.”)

Capalik communicates “raw attack information” to the “database server 128
as forensic data 236 for later analysis” in order to “generate a signature of the attack,”
but Capalik does not disclose or teach using this for comparison with other computer
objects, or otherwise using this information to generate a perspective about an event

based on other events across a network. (EX-1008 [0063].)

C. Overview Of Van Oorschot

Van Oorschot relates to “a method for managing system events in a network.”
(EX-1006 1:55-56.) Specifically, van Oorschot describes event management tools
that provide information regarding attributes of events that are initiated remotely or

acted upon externally to a particular system. (EX-1006 1:44-51.)
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Van Oorschot uses information about the attributes of an event for evaluation
against a security policy in order to determine whether the event fails to conform
with said security policy. (EX-1006 1:56—65.) The security policy against which the
event information is evaluated “defines permitted actions for different used in ac-
cordance with the plurality of system event attributes.” (EX-1006 1:63—65.) “Signif-
icance factors” are then assigned to the data elements of the system event, and the
system then determines whether the event “matches a special attention rule” that
defines a prohibited action. (EX-1006 1:66-2:4.) These significance factors are then
compared against a severity level for the system event based on whether the system

event matches the special attention rule and whether the system event fails the secu-

rity policy. (EX-1006 2:5-15.) Van Oorschot describes the types of attributes that

29 ¢¢ 29 ¢¢

may be used to configure a security policy, including “who,” “what,” “on what,”
“where,” “where from,” and “where to” attributes. (EX-1006 7:7-32.) None of the
attributes van Oorschot uses to create a security policy identify familial relationships
between computer objects, such as determining the originating object of another
computer object.

Van Oorschot’s event management tool may assign each system event a “se-

verity level” based on exceptions or breaches during the comparison step. (EX-1006

5:39—-41.) The event management tool then reacts to the events based on the severity
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level of the breach. (EX-1006 5:41-49.) “For example, in the event of a severe
breach, the event management tool may react by immediately generating and trans-
mitting an alert alarm or instant message to an appropriate security office.” (EX-
1006 5:43-48.)

Van Oorschot’s process for assigning a severity level to an event is depicted

by Figure 11:
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(EX-1006 3:1-3, 8:12—-10:2 (walkthrough of each element of Fig. 11); Fig. 11.)

The “data groups of the various attributes” for the event “are pre-defined 270,
and significance factors are pre-assigned to the defined data groups 272.” (EX-1006
8:14 — 8:16.) During processing of an event 274, “the normalized event log data is
inspected 2768, and the data groups of each attribute field are determined 278.” (EX-
1006 8:16-19.) The severity level is then assigned based on “whether the event com-
plies with systems policies and according to whether any special attention rules are
met.” (EX-1006 8:19-22.)

D. Petitioner Fails to Establish That Morris, Alone or in
Combination, Renders Obvious Claims 1-4, 8-10, 12, and 16

Morris, whether alone or in combination with van Oorschot, does not render

obvious any of claims 1-4, 8-10, 12, and 16. Specifically:

8 The “normalized event log” interprets event data “such that events gener-
ated at a variety of different client operating systems, applications, or network ap-
pliances, can be interpreted by the same event management tool.” (EX-1006 10:8-

12))
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(1) Morris’s disclosure of GenesisActor information® does not render obvious

the “originating object” limitation in all challenged claims because the *045 patent
expressly distinguishes a GenesisActor from the claimed “originating object”;

(2) Morris does not render obvious the “sensor agent” limitation of independ-

ent claims 8 and 16 because Morris does not teach a single agent that meets all of

the limitations recited in those claims;

(3) Morris does not disclose the sensor agent transmitting the event line to the

end recipient device as required by dependent claim 10; and

9 The disclosure Petitioner relies on in Morris is entirely disclosed by Morris
340—and 1s cumulative. As Patent Owner explained in its POPR, the petition’s ar-
guments regarding the “originating object” and GenesisActor were before the Ex-
aminer, and the Examiner allowed the *224 continuation patent to issue. Paper 6 at
25-30. To find the claims unpatentable now, the PTAB necessarily must find that
the Examiner had the relevant information during examination and erred in allow-
ing the *224 continuation patent. But the Examiner's decision to allow the claims of
the ’224 continuation patent over the GenesisActor argument was correct for the

reasons addressed herein.
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(4) Morris/van Oorschot does not render obvious the event priority of claim 3
because van Oorschot’s “severity level” is not generated based on an indication of

an originating object.

1. Morris Does Not Disclose Or Render Obvious The
“Originating Object” Limitations in All Challenged Claims

For Ground 1, Petitioner argues that Morris alone renders obvious the “origi-
nating object” limitations in all independent claims, i.e., 1(b), 8(e)(ii), and 16(g).
(Petition 14-15, 32, 35.) Morris does not disclose or render obvious the “originating

object” limitations for at least the reasons discussed below.

Limitation Claim Language

“generating a contextual state for at least one of the one or more
1(b) events by correlating the at least one event to an originating ob-

ject”

“sensor agent is operable to: ... generate a contextual state for at
least one of the one or more events by correlating the at least one
event to an originating object, the contextual state including an in-
8(e)(i1)
dication of the originating object of the first object and an indica-

tion of at least one of a device on which the first object is executed

and a user associated with the first object”
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Limitation Claim Language

“sensor agent is operable to: ... generate a contextual state for at
16(g) least one of the one or more events by correlating the at least one

event to an originating object”

Petitioner contends that the “originating object” limitation is satisfied by Mor-
ris’s disclosure of GenesisActor information. (Petition 14-15 (“Morris discloses that
additional contextual data correlated to the event is captured, including the ‘Gene-
sisactor’ (i.e., originating object) which is the ‘key of an object that is not the direct
Actor of an event but which is the ultimate parent of the event being performed. . . .
Morris’s disclosure of correlating “Genesisactor” data with an event is consistent
with the 045 Patent’s disclosure of generating a contextual state.”) (emphasis and
internal citation omitted).)

Contrary to Petitioner’s argument, Morris does not disclose or render obvious
the claimed “originating object” because the 045 patent explicitly distinguishes the
GenesisActor from the claimed originating object. (EX-2026 9989-93.) As discussed
in Section III.B.1, supra, the 045 patent explains that the originating object is the
immediate parent of the current process/object and expressly distinguishes the orig-

inating object from the GenesisActor information. (See Section III.B.1, supra.)

37



Patent Owner’s Response
to Petition for Inter Partes Review
Patent No. 9,578,045

In its institution decision, the Board acknowledged that “the 045 patent dis-
tinguishes between ‘an origination process’ and a ‘Genesisactor.”” (Paper 11 at 28.)
However, at that stage of the proceedings, the Board viewed the GenesisActor as
“simply the first in the chain of originating processes” or ““a species of the originating
processes genus.” (Id. at 28-29.) As addressed more fully herein, a closer reading of
the specification of the ’045 patent demonstrates otherwise.

GenesisActor information is distinct from an “originating object,” and there-
fore cannot be a species of an “originating object” genus. (See Section III.B.1, su-
pra.) The originating object refers to “a previous event that initiated or otherwise
created the current process and/or object.” (EX-1001 17:41-42.) The GenesisActor,
on the other hand, “is determined based on a chain of previous events.” (/d. 17:42-
43.) The “GenesisActor...is not the direct Actor of an event but...is the ultimate
parent of the event being performed.” (EX-1001 8:42-48 (emphasis added).) Thus,
the specification shows that the originating object is the object that directly created
the first object. (EX-2026 4990-92.) In contrast, the GenesisActor may be many steps
removed from the first object through a chain of previous events. (EX-2028 9990-
92; EX-1001 17:43-44.) This distinction is significant because the GenesisActor

may provide less helpful contextual state information than the originating object,

which is more closely related to the first object. (EX-2026 4990-92.)
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Petitioner does not address the distinction between originating object infor-
mation and GensisActor information. Nor does Petitioner identify any disclosure in
the *045 patent or the prior art describing a “GenesisActor” as an originating object.
Nor does Petitioner argue that “originating object” is a genus, or that “GenesisActor”
is a species. Nor has Petitioner proposed a genus claim construction for “originating
object” or otherwise explained why it should be construed as a genus that includes
“GenesisActor” information, notwithstanding their mutually exclusive descriptions
in the specification.

A POSITA would understand that originating object and GenesisActor infor-
mation—because they are distinct—may each be uniquely important to detecting
malware, such as in circumstances where the ultimate parent of an object does not
provide contextual information indicating a threat but the originating object does.
(EX-2026 9990-93.) This is consistent with the *045 patent’s discussion of enabling
a complete audit trail for events. (See EX-1001 1:15-18; 12:55-63; 3:56-58 (“The
present solution eliminates the guesswork and allows for end-to-end visibility of
every event from the bottom of the stack to the top.”).) GenesisActor information is
not a proxy for originating object information because jumping to the ultimate parent

of an event would leave gaps in the audit trail between the ultimate parent and the

event. (EX-2026 9990-93.) This is contrary to the aims of the *045 patent and would
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not allow “an administrator, at an end recipient 220 for example, to forensically track
back any event which occurs to what triggered it.” (See EX-1001 12:55-63.)

Petitioner argues only that Morris discloses the claimed “originating object,”
and not that Morris’s disclosure somehow teaches or otherwise renders obvious that
limitation. (See Petition 14.) The fact that the 045 patent expressly distinguishes
GenesisActor information from the claimed “originating object” is therefore fatal to
all of Petitioner’s Morris-based obviousness arguments.

In any event, there is no suggestion or teaching by Motris to modify Motris’s
method to generate a contextual state by correlating an event to an originating object,
nor does Petitioner identify a reason a POSITA would have been motivated to make
such a modification. (EX-2026 94990-95.) Although Morris discloses various types
of metadata that might be captured and evaluated through its heuristic processes—
including events (the actions or behaviors of an object acting upon another object);
identities (the attributes of an object); GenesisActor (the ultimate parent of the
event); ancillary data; and event checksums (EX-1005 [0104]-[0109])— originating
object data is not among them. (EX-2026 990-95; see generally EX-1005.)

Thus, because Petitioner has not shown that Morris discloses or renders obvi-

ous the claimed “originating object,” Petitioner’s Morris-based Ground 1 fails.
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2. Morris Does Not Disclose the “Sensor Agent” in
Claims 8 and 16

Independent claims 8 and 16 require a “sensor agent” that is “stored on the
data storage” of a “device.” (EX-1001 cls. 8, 16 (“a device including . . . a sensor
agent stored on the data storage...”) The “sensor agent” must be operable to meet
certain limitations, i.e., gather an event, generate a contextual state, obtain a global
perspective, assemble an event line, and transmit the assembled event line. Petitioner

fails to show that Morris discloses a “sensor agent” that meets these limitations.

Limitation Claim Language

“a sensor agent stored on the data storage that is executable by the
processor, wherein the sensor agent is operable to:

gather one or more events...

generate a contextual state for at least one of the one or more
events by correlating the at least one event to an originating ob-
8(e)
ject...

obtain a global perspective for the at least one event by obtaining
information associated with...

assemble an event line...

and transmit the assembled event line....”
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Limitation Claim Language
“a sensor agent stored on the data storage that is executable by the
processor, wherein the sensor agent is operable to:
gather one or more events . . .
generate a contextual state for at least one of the one or more
events...
16(e)

assemble an event line including details associated with the at least
one event, the details including . . . global perspective information
comprising information about one or more related events to the one
or more events across a network...

y

and transmit the assembled event line....’

As an initial matter, both claims 8 and 16 recite “a sensor agent...wherein the

sensor agent is operable to” meet the recited limitations. Courts regularly hold that

this phrasing requires “a single instance of the element be capable of performing all

the recited functionality.” See Salazar v. AT&T Mobility LLC, 64 F.4th 1311, 1317

(Fed. Cir. 2023); see also In re Varma, 816 F.3d 1352, 1363 (Fed. Cir. 2016) (“For

a dog owner to have ‘a dog that rolls over and fetches sticks,’ it does not suffice that

he have two dogs, each able to perform just one of the tasks.”); Convolve, Inc. v.

Compaq Computer Corp., 812 F.3d 1313, 1321 (Fed. Cir. 2016) (requiring the
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claimed user interface to work with a single processor in performing all of the claim

steps). Likewise, the context of the claims of the 045 patent requires that a single
“sensor agent” must be operable to meet all of the recited limitations.

Petitioner expressly relies on the “local ‘agent’ software” on Morris’s “remote
computer 2” as the “sensor agent.” (Petition 32 for limitation [8(e)] requiring “a
sensor agent stored on the data storage . . .,” arguing “Supra, [8(c)-(d)] (describing
remote computer 2 configured with “local ‘agent’ software” for effectuating the
described methods and the processor for executing the functions of the “local ‘agent’
software”)”; see also Petition at 30-32 (addressing limitations 8(a)-(e), 35 (address-
ing limitations 16(a)-(e); EX-2025 186:3-6 (““So what I’m saying is that the local
agent software on the remote computer is a sensor agent.”) 10.,)

However, Petitioner (a) does not explain how the “local ‘agent’ software” on
Morris’s “remote computer 2” is operable to perform the limitations required of the

“sensor agent”’; and (b) appears to rely on devices other than Morris’s “local ‘agent’

software” on Morris’s “remote computer 2”—such as Morris’s base computer—for

10 Petitioner does not oppose Patent Owner’s use of Dr. Lee’s deposition
testimony taken in IPR2023-00126, which proceeding is directed to the related

’224 continuation patent. (EX-2027.)
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certain limitations that must be met by the “sensor agent.” Petitioner cannot rely on

vague contentions or split the requirements of the “sensor agent” across multiple

devices to meet its burden of proving unpatentability. See, e.g., Salazar, 64 F.4th at
1317.

First, Petitioner chose to present its arguments regarding claims 8 and 16
(which are system claims) by cross-referencing its arguments regarding claim 1
(which is a method claim). (Petition 32, 36.) Claim 1 does not require that a specific
device perform the steps of the claimed method. However, as addressed above,
claims 8 and 16 require a “sensor agent” that is stored on a “device” to be operable
to meet certain limitations. The petition glosses over these differences by arguing
that the “sensor agent” limitations “are substantively identical to the method steps
of Claim 1 and are rendered obvious for the same reasons detailed in Claim 1.” (See
Petition 32; see also id. 36 n.6.)

As addressed in greater detail in connection with specific limitations below,
the cross-referenced portions of the petition that address the method steps of claim
1 do not clearly identify Petitioner’s contentions as to which device is operable to
perform the system limitations required in claims 8 and 16. Petitioner must live with

the shortcuts it chose in preparing its petition. See SAS Inst., Inc. v. lancu, 138 S. Ct.

1348, 1356 (2018) (“an inter partes review...proceeds in accordance with or ‘in
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conformance to’ the petition” and “[n]othing suggests the Director enjoys a license

to depart from the petition and institute a different inter partes review of his own

design”) (quotations and citation omitted); Cloudflare, Inc. v. Sable Networks, Inc.,

IPR2021-00909, Paper 42 at 35 n.2 (PTAB Oct. 18, 2022) (“[I]t is the Petition, not
our discretion, that guides the proceeding.”)

Second, Petitioner appears to rely on multiple devices in connection with the
limitations that must be met by the “sensor agent.” At times, Petitioner relies on
Morris’s remote computer. But at other times, Petitioner relies on Morris’s base
computer or some combination of the remote computer and base computer. Again,
Petitioner cannot split the required limitations of the “sensor agent” across multiple
devices. See, e.g., Salazar, 64 F.4th at 1317. The following are examples of the de-
ficiencies in Petitioner’s contentions.

Claims 8 and 16 state that the “sensor agent” must “generate a contextual
state for at least one of the one or more events by correlating the at least one

event to an originating object.” The petition does not address this limitation in

connection with claims 8 and 16. Instead, the petition refers to its discussion of claim
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1.11 (Petition at 32, 35-36.) In connection with the claim 1 element “generating a
contextual state for at least one of the one or more events by correlating the at least
one event to an originating object,” the petition does not identify any device that
performs that step. (Petition 14-15.) For example, the petition does not reference
Morris’s remote computer, base computer, or any other device discussed in Morris.
That alone means that the petition fails to show that Morris discloses this limitation.
The petition cites paragraphs 82-85 of Dr. Lee’s declaration in connection

with its discussion of claim element 1(b). However, these paragraphs also do not
clearly identify any device that performs the required limitation. Dr. Lee states: “On
top of the event metadata associated with running an object at one or more remote
computers, Morris describes additional types of context generated from an event that
is sent to the base computer to further inform analytical processing techniques.”
(EX-1003 982). With this statement, Dr. Lee appears to suggest that “correlating the

event to an originating object of the first object” occurs at Morris’s base computer

through “analytical processing techniques.” But, when asked on cross-examination

11 Notably, the multiple levels of cross-referenced contentions confused Peti-
tioner’s expert even though his declaration followed the same approach. (EX-2025

190:2-191:4 (“I am starting to get confused by all these numbers.”).)
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to clarify where in Morris he contends the contextual state is generated, Dr. Lee was
unable to provide a clear answer. (EX-2025 190:2-194:14.) The following exchange
is representative:
Q. So, in Morris, 1s the contextual state information generated at the
remote computer, the base computer, or somewhere else?

A.  SoasIsaid here -- yeah. I talk about Morris describes additional
type of contact generated from an event that is sent to the base
computer. So some of this information, obviously you get it from
the base computer.

Q.  Okay. Let me ask the question one more time to try to get a clear
record. In Morris, is the contextual state information generated
at the remote computer, the base computer, or somewhere else?

A. I -- let me see here. So the -- the base — the remote computer
sends contextual information to the remote -- to the base com-
puter, that’s for sure. So meaning that the remote computer,
whatever it does, as we describe here in the declaration, meets
the limitation. It gathers contextual information, metadata, and

so on, and sends the remote — and sends to the base computer.
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(EX-2025 192:4-193:1.)12

In sum, the petition does not identify any device in Morris that includes a
sensor agent operable to generate a contextual state for the event by correlating the
event to an originating object of the first object. Although Petitioner contends that
the “sensor agent” is located at Morris’s remote computer, neither the petition nor
Dr. Lee provide any credible testimony that Morris’s remote computer correlates an
event to an originating object. And, Dr. Lee appears to suggest that Morris’s base

computer, not its remote computer, performs this operation.
Claim 8 states that the “sensor agent” must “obtain a global perspective,”

and Claim 16 states that the “sensor agent” must assemble an event line that

includes “global perspective information.” As an initial matter, Petitioner does

12 The excerpts from Dr. Lee’s deposition cited herein are indicative of nu-
merous exchanges in which Dr. Lee either could not (or refused to) provide direct
answers to basic questions regarding his opinions. Instead, Dr. Lee frequently read
non-responsive excerpts from his declaration into the record without responding to
the question asked. (See, e.g., EX-2025 167:12-180:11, 204:2-206:2.) Patent Owner
asks that the Board take Dr. Lee’s evasive cross examination testimony into account

when weighing the credibility of his opinions in this case.
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not contend that “obtain a global perspective” in claim 8 should be interpreted dif-

ferently than the process by which the “global perspective” is obtained for purposes

of assembling an event line for claim 16. Again, the petition does not address these

limitations in connection with claims 8 or 16. Instead, the petition refers to its dis-

cussion of claim 1. (Petition 32 (“The remaining limitations of Claim 8 are substan-

tively identical to method steps of Claim 1.”), id. 35-36 (citing back to claims 1 and
8 as support for this limitation of claim 16).)

In connection with the claim 1 element “obtaining a global perspective for the
at least one event,” the petition identifies Morris’s base computer (not its remote
computer) as performing the step of “obtaining a global perspective for the event by
obtaining information concerning a determination as to whether the first object/orig-
inating object is malware.” (Petition 22.) Petitioner further states that Morris’s
“[b]ase computer 3 compares the data about the computer object received from the
plural computers and classiffies] the computer object as malware on the basis of
said comparison.” (Petition 21 (emphasis added, quotations omitted)). In other
words, Petitioner argues that Morris discloses obtaining a global perspective by de-

termining whether an object is malware and that Morris makes that determination at

the base computer.
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The arguments in the petition align with Dr. Lee’s declaration, which states

that Morris discloses obtaining a global perspective by determining whether a first
or originating object is malware based on familial relationships (EX-1003 101-
106 (emphasis added)) and that Morris discloses “comparing in the base computer

the data about the computer object received from the plural computers; and classi-

fying the computer object as malware on the basis of said comparison.” (EX-1003

101 (emphasis added)). When asked about his opinion on cross-examination, Dr.
Lee did not offer any credible testimony to the contrary. The following exchange is
representative:
Q.  Allright. So in paragraph 88,13 are you saying that it’s the base
computer that’s determining the global perspective?
MR. HORTON: Object to form.
A.  You have to talk about how the -- in paragraph 88 when I talk
about explicitly -- specifically how the base computer, based on

the information received from the remote computer, you know,

13 This question references paragraph 88 of Dr. Lee’s declaration in
IPR2023-00126, which corresponds to paragraph 101 of Dr. Lee’s declaration in

this case.
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as highlighted text says “classifying the computer object as mal-
ware on the basis of said comparison” and also determining
whether a particular object should be classified as malware.
So, basically, this here lists what kind of comparison analysis you
would do on the base computer. So...

BY MR. BLYTHE: Q. Okay.

A.  But again, like I said, you know, at the end, you know, the local
computer get updated with all this information, and my Figure 2
shows -- it teaches -- he actually does, you know, try to obtain
that, try to draw a conclusion based on the local search. Again,
based on global information. So that’s why it’s gaining a global
perspective. It doesn't mean that global computer -- I mean, the
remote computer performs data with everybody else, no. That’s
base computer does that. But -- yeah.

(EX-2025 202:19-204:1.)

In sum, although Petitioner contends that the “sensor agent” is located at Mor-

ris’s remote computer, Petitioner does not argue that Morris’s remote computer ob-

tains a global perspective. On the contrary, the petition points to Morris’s base com-

puter, not its remote computer, in connection with this operation.
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Claims 8 and 16 state that the “sensor agent” must “gather one or more
events.” Again, the petition does not address these limitations in connection with
claims 8 or 16. Instead, the petition refers to its discussion of claim 1. (Petition 32
(“remaining limitations...are substantively identical to method steps of Claim *), id.
36.) In connection with the claim 1 element “gathering one or more events defining
an action of a first object acting on a target,” the petition states: “Morris discloses
that ‘the base computer’ gathers ‘events initiated by or involving the object when
the object is created, configured or runs on the respective remote computers.” Morris,
[0018].” (Petition 12 (emphasis added).) The petition goes on to discuss a combina-
tion of both the base computer and remote computers in connection with this limita-
tion. (/d. 12-14.) Dr. Lee similarly refers to a combination of Morris’s base computer
and remote computers in connection with this limitation. (EX-1003 9977-81.) And,
Dr. Lee’s cross examination testimony provided no clarity on what device in Morris
he believes discloses gathering an event. (EX-2025 186:7-190:1.) Petitioner cannot

rely on an ambiguous combination of the base computer and remote computers for

the limitation requiring a “sensor agent” operable to “gather an event.”

* * *
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Because Petitioner fails to identify a single sensor agent on a device that is
operable to perform the required limitations 8(e)(i)-(v) and 16(f)-(i), claims 8 and
16 and their challenged dependent claims 9, 10, and 12 should be held patentable.
3. Morris Does Not Render Obvious a Sensor Agent

Transmitting the Event Line to the End Recipient Device
in Claim 10

Morris does not disclose “the sensor agent transmit[ting] the event line to the
end recipient device” as required by Claim 10. Petitioner’s argument fails for two
reasons: (1) Morris’s “base computer” that aggregates information about computer
networks across the monitored network is not an end recipient device; and (2) cop-
ying information about object signatures is not the same as transmitting an event

line.

Limitation Claim Language

“The system of claim 8, further comprising: a global perspective in-
formation server, and an end recipient device, wherein the infor-
mation associated with the one or more of the first object and the
10
originating object is obtained from the global perspective infor-

mation server and the sensor agent transmits the event line to the

end recipient device.”
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First, Petitioner argues that the “end recipient device” is Motrris’s base com-
puter. (Petition 35 (“Morris discloses its ‘agent software’ running on remote com-
puter 2 (i.e., sensor agent) transmits the key comprising the event and contextual
data (i.e., event line) to base computer 3 (i.e., end recipient device) to perform the
above-described malware analysis.”).) However, Petitioner’s argument is based on
an improper construction of “end recipient device” under which the “end recipient
device” and “global perspective information server” (which is also required by claim
10) are the same device. (Petition 33 (“A PHOSITA would have understood base
computer 3 in conjunction with database 7 constitutes the global perspective infor-
mation server and base computer 3 constitutes the end recipient device.”).)

On the contrary, the 045 patent distinguishes the “end recipient device” from
the device that includes the sensor agent and the global perspective information
server. (Section II1.B.2, supra.) Petitioner’s argument that the base computer is an
“end recipient device” is grounded on nothing more than conclusory statements in
the petition (Petition 33-35) and Dr. Lee’s declaration (EX-1003 99 150-153).) Thus,
the petition fails to show that Morris’s “base computer” discloses or renders obvious
the claimed “end recipient device.”

Second, Petitioner argues that Morris’s remote computer may also be an “end

recipient device.” (Petition 24, 35.) In particular, Petitioner argues that Morris’s
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“key” (which Petitioner says is the “event line” in the *045 patent) can be “‘copied
to’ the local database of a remote computer that first ran the object.” (Petition 24,
citing Morris [0084].) However, this argument fails to account for the actual lan-
guage of the claim limitation. Claim 10 of the *045 patent requires that “the sensor
agent transmits the event line to the end recipient device.” Under Petitioner’s argu-
ment, the “key” is copied to the remote computer from the base computer. (EX-2025
211:18-212:6.) And, as addressed above, Petitioner contends that the “sensor agent”
is “local ‘agent’ software” on Morris’s “remote computer 2.” (Petition 30-32 (ad-
dressing limitations 8(a)-(e), 35 (addressing limitations 16(a)-(e); EX-2025 186:3-
6).) Any copy of a “key” coming from the base computer to the remote computer is
not being transmitted by the “sensor agent.”

Also, Petitioner’s argument that the “key” is copied back to “the local data-
base of a remote computer that first ran the object” would mean that the device that
includes the sensor agent (i.e., the remote computer) and the end recipient device are
the same. As addressed above, the ‘045 patent distinguishes the “end recipient de-
vice” from the device that includes the sensor agent and the global perspective in-
formation server. (Section III.B.2, supra.) The petition does not include any argu-

ment that Morris discloses transmitting an event line from one remote computer to

a different remote computer. And, on cross examination, Dr. Lee was unable to
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identify any disclosure in Morris that suggested transmitting an event line from one
remote computer to another. (EX-2025 212:7-213:22.)

Because Petitioner fails to show that Morris’s base computer discloses or ren-

ders obvious the claimed “end recipient device,” or that Morris discloses or renders

obvious a remote computer transmitting an event line to another remote computer,

claim 10 is patentable.

4. Morris In View of van Oorschot Does Not Render Obvious
“Obtaining An Event Priority” in Claim 3

Morris in view of van Oorschot does not render obvious the claim 3 limitation
“obtaining an event priority based on one or more of the generated context and the
global perspective for the at least one event.” Petitioner concedes that Morris does
not include an event priority. (Petition 27.) Petitioner argues that van Oorschot’s
disclosure of a “severity level” is an event priority based on “generated context.””14

(Petition 27.) However, Van Oorschot’s “severity level” cannot be the claimed event

14 Petitioner does not argue that Morris/van Oorschot disclose or render ob-
vious an event priority based on claim 3’s alternative potential criteria, i.e., the
global perspective. (See EX-1001 cl. 3; Petition 27-28.) Petitioner argues that the
“generated context” of claim 3 is the same as the “generated contextual state” re-

cited by claim 1. (Petition 27-28; ¢f. EX-1001 cls. 1, 3.)
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priority because it is not based on generated contextual state information that in-

cludes an indication of the originating object, as required by the claims.

Limitation Claim Language

“obtaining an event priority based on one or more of the generated
3 contextual state information and the global perspective, wherein

the event line further includes the event priority”

Petitioner argues that van Oorschot renders obvious an event priority based
on the generated contextual state. Contextual state information must include corre-
lating an event to an originating object and an indication of the originating object.
(EX-1001 cl.1; see Section IV.D.1, supra.) In particular, independent claim 1 of the
’045 patent, from which claim 3 depends, requires that the contextual state be gen-
erated by “correlating the at least one event to an originating object” and that the
contextual state include “an indication of the originating object of the first object.”
(EX-1001 cl. 1; see Section IV.D.1, supra.) Van Oorschot’s “severity level” is not
based on information that is indicative of, or correlated with, an originating object.

Van Oorschot assigns “event data and contextual data associated with an
event” into groups that are used to define system rules regarding permitted and un-
permitted actions. (Petition 27-28; EX-1006 7:7-36.) According to Petitioner, these

rules disclose the “generated contextual state.” (Petition 28 (“These rules focus on
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permitted (or abnormal) activity related to certain attributes, such as ‘who’ (e.g.,

‘only ‘system administrators’ are permitted to modify files’) or ‘where’ (e.g., ‘types

of clients at which the events can occur’)—i.e., the generated contextual state dis-

cussed above in claim 1.”).) But Petitioner but does not identify any disclosure from

van Oorschot of a contextual state that identifies an originating object. (See Petition

27-28; cf- EX-1006 7:7-57; see also EX-1006 8:12-10:1; EX-1003 9 125-130.) The

portions of van Oorschot cited by Petitioner are directed to generating policy rules

that define a system’s permitted actions (EX-1006 7:7-57), which has nothing to do
with indicating an originating object. (EX-2026 §4119-121.)

Van Oorschot discusses policy rules based on criteria relating to, for example,
who may access or modify a file. (EX-1006 7:7-57) But van Oorschot does not dis-
cuss any indication of whether a file or process is an originating object. (Compare
EX-1006 7:7-57 with EX-1001 39-42 (“[ T]he originating process or object may [be]
determined based on a previous event that initiated or otherwise created the current
process and/or object.”) Petitioner does not argue that POSITA would find the 045
patent’s event priority obvious in view of van Oorschot’s policy rules. Accordingly,
Petitioner fails to show that Morris/van Oorschot renders obvious the event priority

required by claim 3. Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1363 (Fed.

Cir. 2016) (citing 35 U.S.C. § 312(a)(3) (“the petitioner has the burden from the
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onset to show with particularity why the patent it challenges is unpatentable™). Thus,

Claim 3 is patentable.

E. Petitioner Fails To Establish That Capalik, Alone or in
Combination, Renders Obvious Claims 1-4, 7-10, 12, 15-18

Petitioner’s Ground 2—based on Capalik, alone or in combination with van
Oorschot—does not render claims 1-4, 7-10, 12, and 15-18 obvious because Capalik
does not teach or suggest “wherein the global perspective relates to one or more
other events related to the event across a network.” (See also Paper 11 at 44 (“We
find that Petitioner has not shown how the network limitation is met in Capalik.”).)
Petitioner resurrects and relies entirely on an argument that the Examiner considered
and ultimately (correctly) rejected during prosecution of the 224 continuation patent
(EX-2019 293-94), and Petitioner fails to provide an adequate reason for revisiting
the Patent Office’s determination that “[t]here is simply no teaching of events relat-

ing to application integrity for other devices on a network” from a prior art reference

directed to “the integrity of a single application running on a single device.” (1d.; see
generally Petition 48-49.)

Further, for the same reasons that Ground 1 fails, Ground 2 fails to render
obvious claim 3’s “event priority” because van Oorschot does not disclose the

claimed event priority.
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Petitioner challenges claims 7, 15, 17, and 18 only under Ground 2 (Petition
7) so those claims are patentable if the Board finds, consistent with its institution
decision, that Capalik does not meet the network limitation.
1. Capalik Does Not Disclose Or Render Obvious A Global

Perspective Related To One Or More Other Events Related
To The Event Across A Network

Claims 1, 8, and 16 of the *045 patent include a global perspective about one
or more related events to the at least one event across a network. (EX-1001 cls. 1, 8,
16.) Petitioner contends that Capalik can follow a chain of unauthorized activity
across multiple virtualized operating systems, and that this behavior discloses this
element. (Petition 50.) But in Capalik all of the virtualized operating systems are on
the same device, so there 1s no “one or more other events related to the event across

a network.” (EX-1008 [0045]-[0046]; EX-2026 9125-131.)

Limitation Claim Language

“wherein the global perspective for one or more related events to

H(e)®]

the at least one event across a network”

15 The Court construed this limitation of claim 1 as “wherein the global per-

spective [is] for one or more related events to the at least one event across [other

devices on] a network.” (EX-2024 9.)
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“...wherein the global perspective for one or more related events to
8[(e)(ii1)]

the at least one event across a network”

“...global perspective information comprising information about
16[h]

work”

one or more related events to the one or more events across a net-

Capalik discloses a system and method implemented via a decoy network de-

vice—i.e., a decoy system that is monitored to collect fingerprint data of unauthor-
ized activities. (EX-1008 [0030], Fig. 1.)
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(EX-1008 Fig. 1 (annotated).) The decoy network device utilizes a virtual ma-

chine—i.e., one or more software applications emulating one or more physical ma-

chines—to establish virtual or decoy operating systems to attract attacker activity.
(EX-1008 [0052]-[0053]; EX-2026 q9125-127.)

Capalik teaches “[a] computer implemented method [that] includes monitor-

ing activities on the virtual machine. A plurality of activities being performed at the

virtual machine is identified.” (EX-1008 Abstract.) Figure 2 of Capalik illustrates

that, the virtual machines run decoy operating systems and programs in order to col-

lect information about events occurring on the decoy network device.
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(EX-1008 Fig. 2) (excerpted and annotated).
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That is, while Capalik teaches that its method is “able to follow a chain of unauthor-
ized activity across multiple virtualized operating systems,” these virtualized oper-
ating systems reside on the same single decoy network device. (EX-1008 [0045]-
[0046]; EX-2026 127; cf. EX-2019 293 (“[The prior art reference] is focused on the
integrity of a single application running on a single device. There is simply no teach-
ing of events relating to application integrity for other devices on a network. There-
fore, [the prior art reference] cannot possibly teach or suggest a ‘global perspective’
that ‘relates to one or more other events related to the event across a network.’”).)
Thus, the decoy network device of Capalik on which the virtual machines run is not
capable of performing this limitation because the global perspective cannot “relate[]
to one or more other events related to the event across a network.” (EX-2026 127-
128 (emphasis added).)

Petitioner also argues that “Capalik discloses obtaining global perspective in-
formation in a scenario based on related events from multiple data streams across a
network, shown in annotated Figure 4E.” (Petition 52.) Petitioner is wrong. Figure
4E illustrates virtual machine 113-1. (EX-1008 [0074].) But again, the events Peti-

tioner cites all occur on one virtual machine (and one decoy network device) and not

across a network.
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(Petition 52; EX-1008 Figure 4E (annotated).)

Petitioner further argues that “a POSITA would have understood that in an
attack across multiple virtualized operating systems, Capalik’s methods would fol-
low the related chain of unauthorized activity across each operating system and
would perform the methods identified above for obtaining a global perspective—
namely, identifying an activity source and the activity target (e.g., by ‘an Internet
Protocol address’) and determining ‘association types’ between sources and targets,
including ‘malicious associations.’” (Petition 50-51 (emphasis added).) But the
claim limitation is not met by following unauthorized activity across operating sys-

tems. (EX-2026 §9127-130.)
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The claims require relating events across a network, and a network is not the
same as virtualized operating systems on a single device. (EX-2026 49127-130.)
Indeed, the *045 patent illustrates distinct computing devices 204 on a network. (EX-
1001 Fig. 1.) Petitioner does not explain why activity across virtualized operating
systems on a single device would be understood by POSITA as equivalent to activity
across a network. (EX-2026 99127-130.) Capalik thus does not teach or suggest a
“global perspective” that “relates to one or more other events related to the event
across a network.”

Notably, Petitioner’s argument regarding Capalik merely parrots a reading of
Capalik 570 that the Examiner considered and ultimately rejected during prosecution
of the 224 continuation patent. (EX-2026 §131.) The Examiner rejected claim 1 in
view of Kumar. (EX-2019 293.) To overcome this rejection, the applicant argued

the following:

It is illogical to conclude that such a simplistic mapping of alerts to a
specific device is analogous to the claimed “global perspective” that is
“based on the contextual state information” and “relates to one or more
other events related to the event across a network.” Rather, Kumar is
focused on the integrity of a single application running on a single de-
vice. There is simply no teaching of events relating to application

integrity for other devices on a network. Therefore, Kumar cannot
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possibly teach or suggest a “global perspective” that “relates to one or

more other events related across a network.”

(EX-2019 293 (emphasis added).) Petitioner’s Capalik-based argument for the lim-
itation “wherein the global perspective relates to one or more events related to the
event across a network” is the same single-device argument the Examiner consid-
ered for Kumar during prosecution, and over which the Examiner ultimately allowed
the *224 continuation patent. (EX-2026 131.)

Petitioner does not argue that a POSITA would have been motivated to mod-
ify Capalik’s teachings, nor would a POSITA have been motivated to do so. (EX-
2026 9132.) Even if one were to utilize multiple decoy network devices, Petitioner
fails to identify any Capalik teaching or embodiment that includes sharing infor-
mation across decoy computer network devices. (EX-2023 9123.) To the contrary,
Capalik teaches a self-contained decoy network device on which virtualized operat-

ing systems are run, and on which computer objects activities are monitored. (EX-

1008 Fig. 2; EX-2026 9130-132.)
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(EX-1030 Fig. 2 (annotated to highlight Capalik’s decoy network device, on which
multiple virtual machines run decoy operating systems.) Capalik does not teach
transmitting this information between decoy network devices, or the use of this in-
formation from multiple decoy network devices to create a fingerprint. (EX-2026
19130-132; see EX-1008 [0126]-[0128].) Capalik does not instruct POSITA on how
the computer object fingerprint it generates may be used by other devices on a net-
work—only that it can be used. (EX-2023 9123; see EX-1008 [0126]-[0128] (“The

decoy network device transmits (644) the fingerprint to one or more protected
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network devices 136 to prevent future attacks that comprise the same or similar ac-

tivities as indicated by the fingerprint.”).) Capalik does not instruct a POSITA how

to modify computer systems on a network to use the fingerprint it generates. (EX-

2026 9132; see EX-1008 [0126]-[0128].) Rather, “[t]he decoy network device cre-

ates (636) the fingerprint indicative of the activity on the virtual machine from the
stored activities.” (EX-1008 at [0120].)

Accordingly, Petitioner fails to show that Capalik discloses or renders obvious
the “wherein the global perspective relates to one or more events related to the event
across a network” limitation claimed recited in the challenged in the 045 patent
claims. Petitioner cannot succeed on Ground 2 and the challenged claims are patent-
able.

2. Capalik in View of van Oorschot Does Not Render Obvious
Claim 3’s “Event Priority” Because van Qorschot’s
“Severity Level” Does not Include an Indication of any Orig-
inating Object

As discussed above in Section 1V.D.4, supra, van Oorschot’s severity level
does not include the claimed ‘generated context” because it is not based on any cor-
relation using an originating object.

As for Ground 1, for Ground 2 Petitioner relies on van Oorschot alone as dis-

closing “‘assign[ing] a severity level’ to ‘system events’ based on the generated con-

text to inform the manner in which an event is processed.” (Petition 57.) Thus,
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Petitioner’s argument for “modifying Capalik’s malware detection methods to in-
corporate Van Oorschot’s known event priority severity level assignment” fails. (See
Petition 57.) Even if the severity level from van Oorschot were incorporated in Ca-

(13

palik, that severity level would not be based on the event’s “generated context”™—
there is no originating object used to generate context for the event. (See Section

IV.D 4, supra.)

V. PETITIONER’S GROUNDS FAIL TO ANTICIPATE OR RENDER
OBVIOUS ALL DEPENDENT CLAIMS

Because Petitioner has failed to establish that any of its grounds anticipate or
render obvious all limitations of independent claims 1, 8, and 16, Petitioner cannot
make a showing that such grounds anticipate or render obvious dependent claims 2—
4,7-10, 15, and 17-18.

VI. SECONDARY OBJECTIVE INDICIA OF NONOBVIOUSNESS

In determining obviousness of the claimed invention, objective evidence of
secondary considerations pertaining to nonobviousness must be considered, includ-
ing long-felt but unsolved needs, failure of others, commercial success, etc. In re
Huang, 100 F.3d 135, 139 (Fed. Cir. 1996) (citing Graham v. John Deere Co., 383
U.S. 1, 17-18 (1966)). These indicia constitute independent evidence of nonobvious-

ness that can be the most probative evidence in that regard “in avoiding the trap of
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hindsight when reviewing, what otherwise seems like, a combination of known ele-
ments.” Leo Pharm. Prods., Ltd. v. Rea, 726 F.3d 1346, 1358 (Fed. Cir. 2013).

The Board has repeatedly cautioned “that known evidence of secondary con-
siderations should be addressed in the petition.” See, e.g., Robert Bosch Tool Corp.
v. SD3, LLC, 1TPR2016-01751, (Mar. 22, 2017) (Paper 15 at 23) (collecting prior
Board decisions that deny institution based, at least in part, on a petitioner’s failure
to address known evidence of secondary considerations of non-obviousness). De-
spite Patent Owner’s providing evidence regarding the long-felt, unmet need for the
invention and commercial success in its district court complaint against Petitioner,
Petitioner fails to address or consider any such evidence in its petition; thus, institu-
tion should be denied. (EX-2015 q972-82.)

As discussed above, a long-felt and persistent need existed to improve net-
work forensics methods before the invention of the *045 patent. (See Section II, su-
pra; EX-2026 9933-36, 137.) Prior attempts to develop reliable network security
were limited in their ability to establish any sort of context or obtain useful infor-
mation from within the host or system, making them insufficient to identify and ad-
dress the threats faced by modern computer networks. (See Section 11, supra; EX-

2026 q137.) Where others failed, the inventors of the 045 patent succeeded. (See

Section II, supra; EX-2026 4137.)
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Patent Owner currently accuses at least four industry participants, including
Petitioner, of infringing the technology claimed in the *045 patent, demonstrating
the critical need and widespread industry reliance on these novel methods. (See EX-
2003; EX-2016; EX-2017; EX-2018.) Petitioner, in particular, markets and provides
the CrowdStrike Falcon Platform, the components of which practice the system and

methods claimed in the 045 patent. (See EX-2018.)

VII. CONCLUSION

For the foregoing reasons, the Board should find all challenged claims of the
’045 patent patentable.
Date: September 7, 2023 Respectfully submitted,

KING & SPALDING LLP

BY: /Brian Eutermoser/

Brian Eutermoser
Registration No. 64,058

Attorney for Patent Owner
Open Text Inc.
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