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CHAPTER 3

802.11 MAC Fundamentals

This chapter begins our exploration of the 802.11 standard in depth. Chapter 2 pro-
vided a high-level overview of the standard and discussed some of its fundamental
attributes. You are now at a fork in the book. Straight ahead lies a great deal of infor-
mation on the 802.11 specification and the various related standards that it uses lib-
erally. It is possible, however, to build a wired network without a thorough and
detailed understanding of the protocols, and the same is true for wireless networks.
However, there are a number of situations in which you may need a deeper knowl-
edge of the machinery under the hood:

* Although 802.11 has been widely and rapidly adopted, security 1ssues have con-

tinued to grab headlines. Network managers will undoubtedly be asked to com-
ment on security issues, especially in any wireless LAN proposals. To
understand and participate in these discussions, read Chapters 5 and 6. WEP
with static keys should be considered fully broken. Solutions based on 802.1X
and dynamic WEP keying are significantly stronger, with the full complement of
protocols in 802.11i described in Chapter 7 stronger still.

Troubleshooting wireless networks is similar to troubleshooting wired networks
but can be much more complex. As always, a trusty packet sniffer can be an
invaluable aid. To take full advantage of a packet sniffer, though, you need to
understand what the packets mean to interpret your network’s behavior.

Tuning a wireless network is tied intimately to a number of parameters in the
specification, as well as the behavior of the underlying radio technology. To
understand the behavior of your network and what effect the optimizations will
have requires a knowledge of what those parameters really do and how radio
waves travel throughout your environment.

Device drivers may expose low-level knobs and dials for you to play with. Most
drivers provide good defaults for all of the parameters, but some give you free-
dom to experiment. Open source software users have the source code and are
free to experiment with any and all settings.
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Figure 3-8. Fragmentation burst

Fragments and their acknowledgments are separated by the SIFS, so a station retains
control of the channel during a fragmentation burst. The NAV is also used to ensure
that other stations do not use the channel during the fragmentation burst. As with
any RTS/CTS exchange, the RTS and CTS both set the NAV from the expected time
to the end of the first fragments in the air. Subsequent fragments then form a chain.
Each fragment sets the NAV to hold the medium until the end of the acknowledg-
ment for the next frame. Fragment 0 sets the NAV to hold the medium untl ACK 1,
fragment 1 sets the NAV to hold the medium until ACK 2, and so on. After the last
fragment and its acknowledgment have been sent, the NAV is set to 0, indicating
that the medium will be released after the fragmentation burst completes.

Frame Format

To meet the challenges posed by a wireless data link, the MAC was forced to adopt
several unique features, not the least of which was the use of four address fields. Not
all frames use all the address fields, and the values assigned to the address fields may
change depending on the type of MAC frame being transmitted. Details on the use of
address fields in different frame types are presented in Chapter 4. Figure 3-9 shows
the generic 802.11 MAC frame. All diagrams in this section follow the IEEE conven-
tions in 802.11. Fields are transmitted from left to right.
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Figure 3-9. Generic 802.11 MAC frame

802.11 MAC frames do not include some of the classic Ethernet frame features, most
notably the type/length field and the preamble. The preamble is part of the physical
layer, and encapsulation details such as type and length are present in the header on
the data carried in the 802.11 frame.

4 | Chapter3: 802.11 MACFundamentals OZMO Ex. 2001, Page 8
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Frame Control

Each frame starts with a two-byte Frame Control subfield, shown in Figure 3-10. The
components of the Frame Control subfield are:

Protocol version
Two bits indicate which version of the 802.11 MAC is contained in the rest of
the frame. At present, only one version of the 802.11 MAC has been developed;
it is assigned the protocol number 0. Other values will appear when the IEEE
standardizes changes to the MAC that render it incompatible with the initial
specification. So far, none of the revisions to 802.11 have required incrementing
the protocol number.

Type and subtype fields
Type and subtype fields identify the type of frame used. To cope with noise and
unreliability, a number of management functions are incorporated into the
802.11 MAC. Some, such as the RTS/CTS operations and the acknowledg-
ments, have already been discussed. Table 3-1 shows how the type and subtype
identifiers are used to create the different classes of frames.
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Figure 3-10. Frame control field

In Table 3-1, bit strings are written most-significant bit first, which is the reverse
of the order used in Figure 3-10. Therefore, the frame type is the third bit in the
frame control field followed by the second bit (b3 b2), and the subtype is the
seventh bit, followed by the sixth, fifth, and fourth bits (b7 b6 b5 b4).

Table 3-1. Type and subtype identifiers

Subtype value Subtype name
Management frames (type=00)2

0000 Association request
0001 Association response
0010 Reassociation reguest
0011 Reassociation response
0100 Probe request

0101 Probe response
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Table 3-1. Type and subtype identifiers (continued)

Subtype value Subtype name

1000 Beacon

1001 Announcement traffic indication message (ATIM)
1010 Disassociation

1011 Authentication

1100 Deauthentication

1101 Action (for spectrum management with 802.11h, also for QoS)
Control frames {type=01)°

1000 Block Acknowledgment Request (QoS)
1001 Block Acknowledgment (QoS)

1010 Power Save (PS)-Poll

1011 RTS

1100 s

1101 Acknowledgment (ACK)

1110 Contention-Free (CF)-End

nm CF-End+CF-Ack

Data frames (type=10)

0000 Data

0001 Data+(F-Ack

0010 Data+CF-Poll

001 Data+CF-Ack+CF-Poll

0100 Null data (no data transmitted)

0101 CF-Ack (no data transmitted)

0110 CF-Poll (no data transmitted)

01 CF-Ack-+CF-Poll (no data transmitted)
1000 QoS Datac

1001 (oS Data + CF-Ack®

1010 (oS Data + CF-Poll ¢

1011 QoS Data + CF-Ack + CF-Pollc

1100 QoS Null (no data transmitted) ¢

1101 QoS CF-Ack (no data transmitted) ¢
110 (oS CF-Poll (no data transmitted) ¢
1 Qo5 CF-Ack+CF-Poll (no data transmitted) ¢

(Frame type 11 is reserved)

*Management subtypes 0110-0111 and 1110-1111 are reserved and not currently used.
b Control subtypes 00000111 are reserved and not currently used.

¢Proposed by the 802.11e task group, but not yet standardized. Note that these frames all have a leading one, which has caused some
to refer to the first bit as the QoS bit.

48 | Chapter3: 802.11 MAC Fundamentals OZMO Ex. 2001, Page 10
IPR2023-00193




oy CHAPTER 4
802.11 Framing in Detail

Chapter 3 presented the basic frame structure and the fields that comprise it, but it
did not go into detail about the different frame types. Ethernet framing is a simple
matter: add a preamble, some addressing information, and tack on a frame check at
the end. 802.11 framing is much more involved because the wireless medium
requires several management features and corresponding frame types not found in
wired networks.

Three major frame types exist. Data frames are the pack horses of 802.11, hauling
data from station to station. Several different data frame flavors can occur, depend-
ing on the network. Control frames are used in conjunction with data frames to per-
form area-clearing operations, channel acquisition and carrier-sensing maintenance
functions, and positive acknowledgment of received data. Control and data frames
work in conjunction to deliver dara reliably from station to station. Management
frames perform supervisory functions; they are used to join and leave wireless net-
works and move associations from access point to access point.

This chapter is intended to be a reference. There is only so much life any author can
breathe into framing details, no matter how much effort is expended to make the
details interesting. Please feel free to skip this chapter in its entirety and flip back
when you need in-depth information about frame structure. With rare exception,
detailed framing relationships generally do not fall into the category of “something a
network administrator needs to know.” This chapter tends to be a bit acronym-
heavy as well, so refer to the glossary at the back of the book if you do not recognize
an acronym.

Data Frames

Data frames carry higher-level protocol data in the frame body. Figure 4-1 shows a
generic data frame. Depending on the particular type of data frame, some of the
fields in the figure may not be used.

OZMO Ex. 2001, Page 11
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* The element ID is 221, not 48.
+ A WPA-specific tag of 00:50:F2:01 is inserted before the version field.
» Microsoft’s OUI (00:50:F2) is used instead of the 802.11 working group’s OUL

* Only one cipher suite and one authentication suite are supported in the informa-
tion element. However, many WPA implementations do not follow this restriction.

* TKIP is the default cipher, rather than CCMP.

* Preauthentication is not supported in WPA, so the preauthentication capabili-
ties bit is always zero.

Types of Management Frames

The fixed fields and information elements are used in the body of management
frames to convey information. Several types of management frames exist and are
used for various link-layer maintenance functions.

Beacon

Beacon frames announce the existence of a network and are an important part of many
network maintenance tasks. They are transmitted at regular intervals to allow mobile
stations to find and identify a network, as well as match parameters for joining the net-
work. In an infrastructure network, the access point is responsible for transmitting Bea-
con frames. The area in which Beacon frames appear defines the basic service area. All
communication in an infrastructure network is done through an access point, so sta-
tions on the network must be close enough to hear the Beacons.

Figure 4-51 shows most the fields that can be used in a Beacon frame in the order in
which they appear. Not all of the elements are present in all Beacons. Optional fields
are present only when there is a reason for them to be used. The FH and DS Parame-
ter Sets are used only when the underlying physical layer is based on frequency hop-
ping or direct-sequence techniques. Only one physical layer can be in use at any
point, so the FH and DS Parameter Sets are mutually exclusive.

The CF Parameter Set is used only in frames generated by access points that support
the PCF, which is optional. The TIM element is used only in Beacons generated by
access points, because only access points perform frame buffering. If the Country-spe-
cific frequency hopping extensions were to be present, they would follow the Country
information element. Frequency hopping networks are much less common now,
though, so I omit the frequency hopping extensions for simplicity. Likewise, the IBSS
DFS element occur between the Quiet and TPC Report elements, were it to appear.

106 | Chapterd: 802.11 Framing in Detail - OZMO Ex. 2001, Page 12
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Figure 4-51. Beacon frame

Probe Request

Mobile stations use Probe Request frames to scan an area for existing 802.11 net-
works. The format of the Probe Request frame is shown in Figure 4-52. All fields are
mandatory.

MAC header Frame body
byrexl Z [ 6 (i 2 H Variable Variable 4
T e T e DL [ T L N AR B A LB LB 'M] LI |
Frame [0 DA SA - BSSID eq- |SSID %% [Supported $ 3 [ a2 A
Lo gy Sl S e e e R o B Lt
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Figure 4-52. Probe Request frame

A Probe Request frame contains two fields: the SSID and the rates supported by the
mobile station. Stations that receive Probe Requests use the information to deter-
mine whether the mobile station can join the network. To make a happy union, the
mobile station must support all the data rates required by the network and must
want to join the network identified by the SSID. This may be set to the SSID of a spe-
cific nerwork or set to join any compatible network. Drivers that allow cards to join
any network use the broadcast SSID in Probe Requests.

Probe Response

If a Probe Request encounters a network with compatible parameters, the network
sends a Probe Response frame. The station that sent the last Beacon is responsible
for responding to incoming probes. In infrastructure networks, this station is the
access point. In an IBSS, responsibility for Beacon transmission is distributed. After a
station transmits a Beacon, it assumes responsibility for sending Probe Response
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