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468 - Chapter Five Memory Hierarchy Design 5.11 Protection and Examples of Virtual Memory = 469
e J mapped. If any were n-way set associative, then we would replicate each set of
S5 <b4> . .
[ e pcele tag memory, comparators, and data memory » times and connect data memories
l with an n:1 multiplexor to select a hit. Of course, if the total cache size remained
| Virtual page number <51> I ageotiset <13~ | the same, the cache index would also shrink by 7 bits according to the formula in
! Figure 5.9 on page 412.
| TLB tag compare address <43> | TLB index <8> | | L1 cache index <7> }B!ock offset <6> I
To CFL ;
| . tecr s ; ;
5.11  Protection and Examples of Virtual Memory

The invention of multiprogramming, where a computer would be shared by
several programs running concurrently, led to new demands for protection and
sharing among programs. These demands are closely tied to virtual memory in
computers today, and so we cover the topic here along with two examples of vir- )
tual memory. i

Multiprogramming leads to the concept of a process. Metaphorically, a pro- " |
cess is a program’s breathing air and living space—that is, a running program
plus any state needed to continue running it. Time-sharing is a variation of multi-

l 1 programming that shares the CPU and memory with several interactive users at
| L2 tag compare address <19> |f-2 cache index <1 5>| Block offset <6> I the same time, giving the illusion that all users have their own computers. Thus,
cEL at any instant it must be possible to switch from one process to another. This
exchange is called a process switch or context switch.

A process must operate correctly whether it executes continuously from start
to finish, or it is interrupted repeatedly and switched with other processes. The
responsibility for maintaining correct process behavior is shared by designers of
the computer and the operating system. The computer designer must ensure that
the CPU portion of the process state can be saved and restored. The operating
system designer must guarantee that processes do not interfere with each others’
computations.

The safest way to protect the state of one process from another would be to
copy the current information to disk. However, a process switch would then take
seconds—far too long for a time-sharing environment.

This problem is solved by operating systems partitioning main memory so
that several different processes have their state in memory at the same time. This
division means that the operating system designer needs help from the computer

L1 data <512>

TLB data <28> L1 cache tag <43>

TLB tag <43>

| L1 tag compare address <28>

I Physical address <41> I

L2 cache tag <19>

To L1 cache or TP

Figure 5.37 The overall picture of a hypothetical memory hierarchy going from virtual address to L2 c=-
access. The page size is 8 KB.The TLB is direct mapped with 256 entries. The L1 cache is a direct-mapped = «
the L2 cache is a direct-mapped 4 MB. Both use 64-byte blocks. The virtual address is 64 bits and the physica

i
is 41 bits.The primary difference between this simple figure and a real cache, as in Figure 5.43, is replication o

oW

of this figure.
designer to provide protection so that one process cannot modify another. Besides
protection, the computers also provide for sharing of code and data between pro-
and the data are sent to the CPU, which uses the block offset to select the G- — cesses, to allow communication between processes or to save memory by reduc-
word. On an L2 miss, the physical address is then used to get the block —— ing the number of copies of identical information.
memory.

Although this is a simple example, the major difference between this dra
and a real cache is replication. First, there is only one L1 cache. When there -

two L1 caches, the top half of the diagram is duplicated. Note this would feac The simplest protection mechanism is a pair of registers that checks every

two TLBs, which is typical. Hence, one cache and TLB is for BEEnCctions, dri address to be sure that it falls between the two limits, traditionally called base and

from the PC, and one cache and TLB is for data, driven from the effc— bound. An address is valid if

address. The second simplification is that all the caches and TLBs o, Fir=

Protecting Processes

Base < Address < Bound

L_— a i
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The turning away from the conventional organization came in the mid-
dle 1960s, when the law of diminishing returns began to take effect in
the effort to increase the operational speed of a computer.. .. Electronic
circuits are ultimately limited in their speed of operation by the speed
of light ...and many of the circuits were already operating in the
nanosecond range.

W. Jack Bouknight et al.
The llliac IV System (1972)

...sequential computers are approaching a fundamental physical
limit on their potential computational power. Such a limit is the speed
of light ...

Angel L. DeCegama
The Technology of Parallel Processing, Volume | (1989)

...today’s multiprocessors ...are nearing an impasse as technologies
approach the speed of light. Even if the components of a sequential
processor could be made to work this fast, the best that could be
expected is no more than a few million instructions per second.

David Mitchell
The Transputer: The Time Is Now (1989)
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Introduction

: . rances
As the quotations that open this chapter show, the view that adv ar::—ir; -
processor architecture were nearing an end has been widely held at va 2. ;-:wr’
To counter this view, we observe that during the period 1985-2000. unif

=

performance growth, driven by the microprocessor, was at its highest =
the first transistorized computers in the late 1950s and early 1960s.

On balance, though, we believe that parallel processors will .deﬁnjtc“j* i f: ) — ‘
bigger role in the future. This view is driven by three observations. Fir=7t- Mg

2 . 3 o - (_—,1 O=
microprocessors are likely to remain the dominant uniprocessor techn -

logical way to improve performance beyond a single processor is by cOT1

multiple microprocessors together. This combination is likely to be mo Tf
effective than designing a custom processor. Second, it is unclear \"’hEIi"r
pace of architectural innovation that has been based for more than 15 = o

-

increased exploitation of instruction-level parallelism can be sustained
nitely. As we saw in Chapters 3 and 4, modern multiple-issue processoO1
become incredibly complex, and the performance increases achieved ¢
increasing complexity, increasing silicon, and increasing power secIil

diminishing. Third, there appears to be slow but steady progress on the T

obstacle to widespread use of parallel processors, namely, software. This pr«

is probably faster in the server and embedded markets, as we discussed i = Ch -
ters 3 and 4. Server and embedded applications exhibit natural paralielis L
can be exploited without some of the burdens of rewriting a gigantic sofrw

base. This is more of a challenge in the desktop space.
We, however, are extremely reluctant to predict the death of advances in

processor architecture. Indeed, we believe that the rapid rate of performanrc
growth will continue at least for the next five years. Whether this pace of inno
tion can be sustained longer is difficult to predict but hard to bet against. ™No—=

theless, if the pace of progress in uniprocessors does slow down, multiproces <

architectures will become increasingly attractive.

That said, we are left with two problems. First, multiprocessor architecriir=
a large and diverse field, and much of the field is in its youth, with ideas comi

J

and going and, until very recently, more architectures failing than suc
Given that we are already on page 528, full coverage of the multiprocessor d
space and its trade-offs would require another volume. (Indeed, Culler. Si;

and Gupta [1999] cover only multiprocessors in their 1000-page book!) Secor i
such coverage would necessarily entail discussing approaches that may not sr=

the test of time, something we have largely avoided to this point. For these r

sons, we have chosen to focus on the mainstream of multiprocessor design:
tiprocessors with small to medium numbers of processors (< 128). Such desic

vastly dominate in terms of both units and dollars. We will pay only slight ars
tion to the larger-scale multiprocessor design space (= 128 processors). Az

present, the future architecture of such multiprocessors is unsettled, and even th-
viability of that marketplace is in doubt. We will return to this topic briefly ar -

end of the chapter, in Section 6.15.
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A Taxonomy of Parallel Architectures

We begin this chapter with a taxonomy so that you can appreciate both the
breadth of design alternatives for multiprocessors and the context that has led to
the development of the dominant form of multiprocessors. We briefly describe
the alternatives and the rationale behind them; a longer description of how these
different models were born (and often died) can be found in the historical per-
spective at the end of the chapter.

The idea of using multiple processors both to increase performance and to
improve availability dates back to the earliest electronic computers. About 30
years ago, Flynn [1966] proposed a simple model of categorizing all computers
that is still useful today. He looked at the parallelism in the instruction and data
streams called for by the instructions at the most constrained component of the
multiprocessor, and placed all computers into one of four categories:

1. Single instruction stream, single data stream (SISD)— This category is the
UnNiprocessor.

2. Single instruction stream, multiple data streams (SIMD)—The same instruc-
tion is executed by multiple processors using different data streams. Each
processor has its own data memory (hence multiple data), but there is a single
instruction memory and control processor, which fetches and dispatches
instructions. The multimedia extensions we considered in Chapter 2 are a
limited form of SIMD parallelism. Vector architectures are the largest class of
processors of this type.

3. Multiple instruction streams, single data stream (MISD)—No commercial
multiprocessor of this type has been built to date, but may be in the future.
Some special-purpose stream processors approximate a limited form of this
(there is only a single data stream that is operated on by successive functional
units).

4. Multiple instruction streams, multiple data streams (MIMD)—Each proces-
sor fetches its own instructions and operates on its own data. The processors
are often off-the-shelf microprocessors.

This is a coarse model, as some multiprocessors are hybrids of these categories.
Nonetheless, it is useful to put a framework on the desi gn space.

As discussed in the historical perspectives, many of the early multiprocessors
were SIMD, and the SIMD model received renewed attention in the 1980s, and
except for vector processors, was gone by the mid-1990s. MIMD has clearly
emerged as the architecture of choice for general-purpose multiprocessors. Two
factors are primarily responsible for the rise of the MIMD multiprocessors:

1. MIMD:s offer flexibility. With the correct hardware and software support,
MIMDs can function as single-user multiprocessors focusing on high perfor-
mance for one application, as multiprogrammed multiprocessors running
many tasks simultaneously, or as some combination of these functions.
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2. MIMDs can build on the cost-performance advantages of off-the-shelf
microprocessors. In fact, nearly all multiprocessors built today use the same
microprocessors found in workstations and single-processor servers.

With an MIMD, each processor is executing its own instruction stream. In
many cases, each processor executes a different process. Recall from the last
chapter that a process is a segment of code that may be run independently, and
that the state of the process contains all the information necessary to execute that
program on a processor. In a multiprogrammed environment, where the proces-
sors may be running independent tasks, each process is typically independent of
the processes on other processors.

It is also useful to be able to have multiple processors executing a single pro-
gram and sharing the code and most of their address space. When multiple pro-
cesses share code and data in this way, they are often called threads. Today. the
term thread is often used in a casual way to refer to multiple loci of execution that
may run on different processors, even when they do not share an address space.

To take advantage of an MIMD multiprocessor with n processors, we must
usually have at least n threads or processes to execute. The independent threads
are typically identified by the programmer or created by the compiler. Since the
parallelism in this situation is contained in the threads, it is called thread-level
parallelism.

Threads may vary from large-scale, independent processes—for example,
independent programs running in a multiprogrammed fashion on different proces-
sors—to parallel iterations of a loop, automatically generated by a compiler and
each executing for perhaps less than a thousand instructions. Although the size of a
thread is important in considering how to exploit thread-level parallelism effi-
ciently, the important qualitative distinction is that such parallelism is identified at
a high level by the software system and that the threads consist of hundreds to mil-
lions of instructions that may be executed in parallel. In contrast, instruction-level
parallelism is identified primarily by the hardware, although with software help in
some cases, and is found and exploited one instruction at a time.

Existing MIMD multiprocessors fall into two classes, depending on the num-
ber of processors involved, which in turn dictate a memory organization and
interconnect strategy. We refer to the multiprocessors by their memory organiza-
tion because what constitutes a small or large number of processors is likely to
change over time.

The first group, which we call centralized shared-memory architectures. has
at most a few dozen processors in 2000. For multiprocessors with small processor
counts, it is possible for the processors to share a single centralized memory and
to interconnect the processors and memory by a bus. With large caches, the bus
and the single memory, possibly with multiple banks, can satisfy the memory
demands of a small number of processors. By replacing a single bus with multi-
ple buses, or even a switch, a centralized shared-memory design can be scaled to
a few dozen processors. Although scaling beyond that is technically conceivable,
sharing a centralized memory, even organized as multiple banks, becomes less
attractive as the number of processors sharing it increases.
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Because there is a single main memory that has a symmetric relationship to
all processors and a uniform access time from any processor, these multiproces-
sors are often called symmetric (shared-memory) multiprocessors (SMPs), and
this style of architecture is sometimes called uniform memory access (UMA).
This type of centralized shared-memory architecture is currently by far the most
popular organization. Figure 6.1 shows what these multiprocessors look like. The
architecture of such multiprocessors is the topic of Section 6.3.

The second group consists of multiprocessors with physically distributed
memory. To support larger processor counts, memory must be distributed among
the processors rather than centralized; otherwise the memory system would not
be able to support the bandwidth demands of a larger number of processors with-
out incurring excessively long access latency. With the rapid increase in processor
performance and the associated increase in a processor’s memory bandwidth
requirements, the scale of multiprocessor for which distributed memory is pre-
ferred over a single, centralized memory continues to decrease in number (which
is another reason not to use small and large scale). Of course, the larger number
of processors raises the need for a high bandwidth interconnect, of which we will
see examples in Chapter 8. Both direct interconnection networks (i.e., switches)
and indirect networks (typically multidimensional meshes) are used. Figure 6.2
shows what these multiprocessors look like.

Processor Processor Processor i Processor

One or One or One or
more levels more levels more levels
of cache of cache of cache

One or
more levels
of cache

Main memory 1/0 system

Figure 6.1 Basic structure of a centralized shared-memory multiprocessor. Multiple
processor-cache subsystems share the same physical memory, typically connected by a
bus. In larger designs, multiple buses, or even a switch may be used, but the key archi-
tectural property—uniform access time to all memory from all processors—remains.
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Processor Processor
+ cache + cache

+ cache

Figure 6.2 The basic architecture of a distributed-memory multiprocessor consists
of individual nodes containing a processor, some memory, typically some 1/0, and
an interface to an interconnection network that connects all the nodes. Individuz

nodes may contain a small number of processors, which may be interconnected by 2
small bus or a different interconnection technology, which is less scalable than the glo-
bal interconnection network.

Distributing the memory among the nodes has two major benefits. First, it is a
cost-effective way to scale the memory bandwidth if most of the accesses are 10
the local memory in the node. Second, it reduces the latency for accesses to the
local memory. These two advantages make distributed memory attractive at
smaller processor counts as processors get ever faster and require more memor
bandwidth and lower memory latency. The key disadvantage for a distributed-
memory architecture is that communicating data between processors becomes
somewhat more complex and has higher latency, at least when there is no conten-
tion, because the processors no longer share a single, centralized memory. As we
will see shortly, the use of distributed memory leads to two different paradigms
for interprocessor communication.

Typically, 1/O as well as memory is distributed among the nodes of the multi-
processor, and the nodes may be small SMPs (two to eight processors). Although
the use of multiple processors in a node together with a memory and a network
interface may be quite useful from a cost-efficiency viewpoint, it is not funda-
mental to how these multiprocessors work, and so we will focus on the one-
processor-per-node design for most of this chapter.

Models for Communication and Memory Architecture

As discussed earlier, any large-scale multiprocessor must use multiple memories
that are physically distributed with the processors. There are two alternative
architectural approaches that differ in the method used for communicating data

among processors.
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In the first method, communication occurs through a shared address space.
That is, the physically separate memories can be addressed as one logically
shared address space, meaning that a memory reference can be made by any pro-
cessor to any memory location, assuming it has the correct access rights. These
multiprocessors are called distributed shared-memory (DSM) architectures. The
term shared memory refers to the fact that the address space is shared; that is, the
same physical address on two processors refers to the same location in memory.
Shared memory does not mean that there is a single, centralized memory. In con-
trast to the symmetric shared-memory multiprocessors, also known as UMAs
(uniform memory access), the DSM multiprocessors are also called NUMASs
(nonuniform memory access), since the access time depends on the location of a
data word in memory.

Alternatively, the address space can consist of multiple private address spaces
that are logically disjoint and cannot be addressed by a remote processor. In such
multiprocessors, the same physical address on two different processors refers to
two different locations in two different memories. Each processor-memory mod-
ule is essentially a separate computer; therefore, these parallel processors have
been called multicomputers. A multicomputer can even consist of completely
separate computers connected on a local area network, which today are popularly
called clusters. For applications that require little or no communication and can
make use of separate memories, such clusters of processors, whether using a
standardized or customized interconnect, can form a very cost-effective approach
(see Section 8.10).

With each of these organizations for the address space, there is an associated
communication mechanism. For a multiprocessor with a shared address space,
that address space can be used to communicate data implicitly via load and store
operations; hence the name shared memory for such multiprocessors. For a multi-
processor with multiple address spaces, communication of data is done by explic-
itly passing messages among the processors. Therefore, these multiprocessors are
often called message-passing multiprocessors.

In message-passing multiprocessors, communication occurs by sending mes-
sages that request action or deliver data, just as with the network protocols dis-
cussed in Section 8.2. For example, if one processor wants to access or operate on
data in a remote memory, it can send a message to request the data or to perform
some operation on the data. In such cases, the message can be thought of as a
remote procedure call (RPC). When the destination processor receives the mes-
sage, either by polling for it or via an interrupt, it performs the operation or
access on behalf of the remote processor and returns the result with a reply mes-
sage. This type of message passing is also called synchronous, since the initiating
processor sends a request and waits until the reply is returned before continuing.
Software systems have been constructed to encapsulate the details of sending and
receiving messages, including passing complex arguments or return values, pre-
senting a clean RPC facility to the programmer.

Communication can also occur from the viewpoint of the writer of data rather
than the reader, and this can be more efficient when the processor producing data






