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1
DEVICE COMMUNICATION AND CONTROL
IN A HOME NETWORK CONNECTED TO
AN EXTERNAL NETWORK

CROSS-REFERENCES TO RELATED
APPLICATIONS

Applicants claim the benefit of U.S. Provisional Applica-
tion No. 60/149,515 entitled “External Web Server Included

2

manufacturers have developed control units for controlling
and commanding their home devices from a single interface.

One drawback associated with using the remote control
unit to command and control home devices is that it provides
static and command logic for controlling and commanding
each home device. Therefore, a particular remote control
unit can only control and command those home devices for
which it includes the necessary control and command logic.
For example, if a remote control unit comprises logic for

in Home Network Top-Level User Interface Description,” 10 controlling a television (TV), a video cassette recorder
filed on Aug. 17, 1999, and U.S. Provisional Application No. (VCR), and a digital video device (DVD), but not a compact
60/166,602 entitled “Regional Service Support for Home disk (CD) unit, the remote control unit can not be used to
Network Top-Level Home Page and External Device Manu- command and control the CD unit. In addition, as new home
facturer’s Portal Services,” filed on Nov. 19, 1999 which devices are developed, the remote control unit will not be
applications are incorporated herein by reference. 15 able to control and command the new home devices that
require control and command logic that was not known at
NOTICE OF INCLUSION OF COPYRIGHTED the time the remote control unit was developed.
MATERIAL Further, typically a remote control unit can only be used
to command and control those home devices that are within
A portion of the disclosure of this patent document 20 the signal range of the remote control unit. Therefore, a user
contains material which is subject to copyright protection. cannot use the remote control unit from a single location in
The copyright owner has no objection to the facsimile the house to control and command home devices that are
reproduction by anyone of the patent disclosure, as it interconnected, but located in separate areas of the home.
appears in the Patent and Trademark Office patent files or For example, a VCR that is located upstairs in a bedroom
records, but otherwise reserves all copyright rights whatso- 25 may be connected to a TV that is downstairs in the family
ever. room. If a user wishes to play a tape contained in the VCR
located upstairs in the bedroom, on the TV located down-
FIELD OF THE INVENTION stairs in the family room, the user cannot control and
command both the TV and the VCR from a single location.
The present invention relates to the field of networks, and 30  Another drawback associated with using remote control
more particularly, to home networks having multi-media  units is that known remote control units cannot control a
devices connected thereto. plurality of diverse devices, and more particularly, cannot
control a plurality of devices having different capabilities to
BACKGROUND OF THE INVENTION communicate with each other in order to accomplish tasks or
35 provide a service. Further, conventional network systems do
A network generally includes a communication link and ~ not provide a mechanism for software applications in dif-
various devices with communication capability connected to ferent network devices to automatically communicate with
the communication link. The devices include computers, one another in order to accomplish tasks without direct user
peripheral devices, routers, storage devices, and appliances command.
with processors and communication interfaces. An example 40  To alleviate the above problems, some network models
of a network is a home network for a household in which  provide a central/singular user interface (UI) in one device
various devices are interconnected. A usual household can including static device information for networked devices
contain several devices including personal computers and for user control of network devices. However, in such
home devices that are typically found in the home. As such networks a change to device information (e.g., ICON) in a
the term “device” typically includes logical devices or other 45 device requires a change to, and rebuilding of, the top level
units having functionality and an ability to exchange data, page. Further, if the device displaying the central user
and can include not only all home devices but also general interface becomes unavailable, user control of the network
purpose computers. Home devices include such electronic is curtailed. Another problem with the central/singular page
devices as security systems, theater equipment, TVS, VCRs, is that every UI device must display the same page, and a
stereo equipment, and direct broadcast satellite services or 50 scope is not provided for each manufacturer to generate its
(DBSS), also known as digital satellite services (DSS), own UT look and feel nor alter the technology used in the UT
sprinkler systems, lighting systems, micro waves, dish  device. The content of an icon/information representing a
washer, ovens/stoves, washers/dryers, and a processing sys- device cannot be changed, and a Ul device cannot display a
tem in an automobile. more prominent look to a device icon such as the icon for the
In general, home devices are used to perform tasks that 55 UI device itself. Nor can a UI builder tool obtain e-business
enhance a homeowner’s life style and standard of living. For icons from an external Web Portal. Such a model cannot be
example, a dishwasher performs the task of washing dirty standardized for industry use because a central/single Ul
dishes and relieves the homeowner of having to wash the device controls the UI.
dishes by hand. A VCR can record a TV program to allow Further, existing networks only allow communication and
a homeowner to watch a particular program at a later time. 60 control of devices connected to a network (e.g., 1394) using
Security systems protect the homeowner’s valuables and can said central user interface, without the ability to provide user
reduce the homeowner’s fear of unwanted entry. interface and control of devices and services connected to
Home devices, such as home theater equipment, are often another different network (e.g., Internet).
controlled using a single common control unit, namely a There is, therefore, a need for a method and a system
remote control device. This single common control unit 65 which provides dynamic control and command devices in a

allows a homeowner to control and command several dif-
ferent home devices using a single interface. Thus, may

home network. There is also a need for such a method and
system to provide the ability for accessing devices con-
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nected to a first network and accessing devices and services
connected to a second different network, and to indepen-
dently generate different user interface representations of the
devices connected to the first and of devices and services
connected to the second network for user control and
communication.

BRIEF SUMMARY OF THE INVENTION

4

FIGS. 5-6 illustrate example top-level GUIs representing
the functions of networked devices to a user;

FIG. 7 shows an example block diagram architecture of a
home network constructed in accordance with another
embodiment of the present invention;

FIG. 8 shows an example process according to the present
invention for communication between a 1394 network and a
non-1394 network for IP address configuration;

FIGS. 9a—c show example functional block diagrams of

The present invention satisfies these needs. In one 10 connections to data and control bits of an embodiment of a
embodiment, the present invention provides a method and discovery system architecture in a network according to
system for providing user interfaces in a first network another aspect of the present invention;
including first devices interconnected via a communication FIG. 10 shows an example flow diagram for discovery
medium and at least one interface device connecting said and configuration agents in the home network in connection
first network to at least a second network having intercon- 15 with the functional block diagrams in FIGS. 9a—c;
nected second devices providing services, the user interfaces FIG. 11 shows an example flow diagram for user interface
for controlling the devices that are currently connected to the description generator agent in the home network in connec-
first network and devices that are currently connected to the tion with the functional block diagrams in FIGS. 9a—c;
second network. The method includes the steps of: (a) FIG. 12 shows a pictorial outline of a top level network
obtaining information from one or more of first devices 20 yger interface description including links to external ser-
currently connected to the first network, said information vices, showing actual icon and name HTML file references
including device information; (b) obtaining information  and addresses, according to another aspect of the present
from one or more of the second devices via the interface invention;
device, about the services provided by such devices con- FIG. 13 shows example top-level GUI representing the
nected to the second network; (c) generating a user interface 25 fynctions of devices in a home network and services pro-
description in one or more of said first devices based at least vided by an external network, based on the user interface
on the obtained information, the user interface description in description of FIG. 12;
e?lch ﬁrst. device 11101}1d19g: 1) at‘ least one referencs: asso- FIG. 14 shows another example process according to
ciated with the device information of each of said first another aspect of the present invention for communication
devices, and (2) at least one reference associated with the 30 peween a 1394 network and a non-1394 network for IP
service information of one or more of said second devices. address configuration; and
‘ Further, a user ?nterface is displayed based on each user FIG. 15 shows an example flow diagram for user interface
inter facke deSC];‘llpthfl‘l d('m la .dev10e com}ecti}i to ;‘he first description generator agent in the home network for gener-
networ] ;apa} d % ©° d 1splaying da user interface, f); us_eé ating a top level network user interface description including
control of said first devices and communication with said 35 ;1.6 4 external services, according to another aspect of the
second devices. Displaying each user interface is based on present invention
using each reference in the corresponding user interface A . 4o : .

. . : L ppendices 1-4, illustrative examples for: (1) Top-Level
description to access the associated information in each first P e . .
: ; A Lo age description 250 (Appendix 1); (2) Background.htm
device, and associated service information in each second AN, 2
. . . . e . (Appendix 2); (3) Icon.htm (Appendix 4); and (4) Name.htm
device; generating the user interface including information 40 (Appendix 4); and
corresponding to each device using the accessed information gp . . . .
. o . . ; . ppendices 5-12, illustrative examples for the following
in each device; and displaying the user interface on said him files f ine th level h X
device capable of displaying a user interface im files for generating the top level home network user
’ interface description and GUI in FIGS. 12-13, wherein:
BRIEF DESCRIPTION OF THE DRAWINGS 45 . Appendix 5—Top-Level Page Example TLNUID (in-
dex.htm) Appendix 6—background.htm example Appendix

These and other features, aspects and advantages of the 7—1co§ihtm exampl(]e ?ppepdlx E—Examp](? name.htm
present invention will become better understood with regard Appendix S—Example logoiconl. tm Appendix 10—Ex-
to the following description, appended claims and accom- amp!e logonamelil'ltm Appendix 11—Example
panying drawings where: 5o logoicon2.htm Appendix 12—Example logoname2.htm

FIG. 1 shows an example block diagram of the architec- To facilitate understanding, ?dentlcal refe?rence r}umera]s
ture of an embodiment of a network according to the present have been used, where possible, to designate identical
invention; elements that are common throughout the figures.

FIG. 2 shows an example block diagram of the architec-
ture another embodiment of a network according to the ss DETAILED I])N]'E\/S];\gfgII\ION OF THE
present invention;

FIG. 3 illustrates an example of a layered interface model
that can be used for communicating between home devices Network Overview
in accordance with the present invention; Referring to FIG. 1, in an embodiment of the present

FIG. 4a shows an example architecture diagram of a 60 invention, a network 10 comprises multiple devices 11
DVCR server device replaying video to a DTV client device including at least one client device 12 and at least one server
capable of displaying a user interface, in a network accord- device 14 interconnected via a communication link 16. The
ing to the present invention; communication link 16 can include a 1394 serial bus pro-

p

FIG. 4b shows another example architecture diagram of a viding a physical layer (medium) for sending and receiving

server device communicating with a client device capable of 65 data between the various connected home devices. The 1394

displaying a user interface, in a network according to the
present invention;

serial bus supports both time-multiplexed audio/video (A/V)
streams and standard IP (Internet Protocol) communications
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(e.g., IETF RFC 2734). In certain embodiments, a home
network uses an IP network layer as the communication
layer for the home network. However, other communication
protocols could be used to provide communication for the
home network. For example, the invention may be imple-
mented using Function Control Protocol (FCP) as defined by
IEC 61883, or any other appropriate protocol. Thus, a
network may generally include two or more devices inter-
connected by a physical layer exchange or transfer of data in

6

of a data stream and return of status; or saving of a state for
subsequent action. Examples of server devices include
MPEG source, sink and display servers. While a server
device typically includes a custom, built-in, control program
to implement control of its own hardware, a client functions
to interface with the server device. However, server device
as used herein does not imply that a web server and a
protocol stack must be used.

FIG. 2 shows a block diagram of an embodiment of a

accordance with a predefined communication protocol. 10 network 100 according to an aspect of the present invention.
Each client device 12 may communicate with one or more A 1394 serial bus 114, described above, electronically
server devices 14 in the network 10. Further, each server connects multiple devices 11 including server devices 14
device 14 may communicate with one or more other server (e.g., DVD 108, DVCR 110), client devices 12 (e.g., DTV
devices 14, and one or more client devices 12, in the network 102, 103), Bridge 116, DVCR 120, PC 105, cable/modem
10. Each client device 12 can include a user communication 15 access 107, and DBS access 109, on the network 100. FIG.
interface including input devices such as a mouse and 3 illustrates an example of a layered interface model that can
keyboard for receiving user input, and a display for provid- be used for communicating between the devices 11 in
ing a control user interface for a user to interact with the accordance with the present invention. In this example, a
networked devices. The user interface can include a graphi- device (server) 150 communicates with a client device 166
cal user interface (GUI) 18 for providing information to the 20 using one or more of the network communication layers
user. Each server device 14 includes hardware as a resource 152-164. In one example, an application in the device 150
in the network for providing services to the user, and can communicates with an application in the device 166 via the
further include a server or service control program 20 for network layer 160. The details of lower layers 162 and 164
controlling the server hardware. are not seen by the applications, whereby use of e.g. either
Each server device 14 provides a service for the user, 25 1394 or Ethernet does not make a difference to said appli-
except control user interface, and each client device 12 cations in the devices 150, 166. Further not all the upper
provides a service including control user interface for user layers of the 7-layer model are used all the time (e.g., in the
interaction with the network 10. As such, only client devices Web model (TCP/IP model) session layer 156 and presen-
12 interact directly with users, and server devices 14 interact tation layer 154 are not used). As such, in one version, by
only with client devices 12 and other server devices 14. 30 employing the Internet Protocol standard for the network
Example services can include MPEG sourcing/sinking and layer 160, the devices can communicate with each other
display services. without having to know specific details about the other
In an exemplary embodiment of the present invention, a communication layers (i.e. application 152, presentation
browser based network (e.g., a home network) uses Internet 154, session 156, transport 158, data link 162 and physical
technology to control and command devices including client 35 164). Thus, by employing the Internet Protocol standard for
devices and server devices that are connected to a network. the network layer 160, the network can use a combination of
Each device includes device information such as interface different communication layers in communicating between
data (e.g. HTML, XML, JAVA, JAVASCRIPT, GIF, JPEG, different devices.
graphics files, or any other format useful for the intended A single physical package can include several devices
purpose) that provides an interface for commanding and 40 which are logically networked via a network layer for
controlling of the device over the network. In certain example as shown in FIG. 3 not necessarily via a physical
embodiments, each device includes device information such network (e.g., such devices can include a VCR and a TV in
as one or more Hypertext markup Language (HTML) pages a single housing). Where a logical device accesses a GUI to
that provide for the commanding and controlling of that enable a user to control a device, the device and the logical
device. Using the browser technology, the network employs 45 device can be included in the same physical package. In such
Internet standards to render the HTML pages in order to an embodiment, the physical device fetches a GUI from
provide users with a plurality of graphical user interface itself. However, in other embodiments the network inter-
(GUIs) for commanding and controlling each device. In one connects separate physical devices, wherein for example, a
example, the network is configured as an intranet. first device fetches a GUI from a second device, to permit
In one embodiment, a client device comprises a device 50 user interaction with the GUI to control the second device.
providing control interface service to a human operator, In a presently preferred embodiment, a 1394 serial bus is
including a graphical display hardware for down communi- used as the physical layer 164 for the data communications
cation and a mouse or other point-and-click device for up (or on the network 100. Because of its enhanced bandwidth
return) communication. A server device comprises a module capabilities (e.g., enhanced and guaranteed bandwidth and
supplying a service, which can be any service other than a 55 isochronous stream capability), the 1394 serial bus can
control interface provided by a client device. As such, the provide a single medium for all data communications on the
server/client device relationship is a control relationship, network 100 (i.e. audio/video streams and command/con-
wherein the server device provides a service but a client trol).
device can use the data, as a DTV displays video data, but Further, the 1394 serial bus provides automatic configu-
need not manipulate or alter the data. It is thus consistent 60 ration reset such that when a device is plugged in/removed
with this definition to observe that, frequently, a server may all the 1394 interfaces reset, the 1394 bus reconfigures and
be a source of information and a client (a browser, for every device knows the presence of every other device
example) may be a consumer of information. (including a newly added one or without the one just
Examples of specific functions which can be implemented removed). Also, the 1394 interface supports a data space for
by server devices include: return of information (data); 65 configuration information that is addressable from any

performance of a function (e.g., mechanical function) and
return of status; return of a data steam and status; reception

device allowing other devices to write/read information and
make modifications e.g. to permit the operation of the
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network layer protocol. However, it is possible to achieve
these results with different software and standards. As such,
the network 100 is not restricted to using a 1394 serial bus,
and, in alternative embodiments of the present invention,
other bus types, such a Ethernet, ATM, wireless, etc., can be
used as the physical layer if they meet the particular through-
put requirements of an individual network (e.g., a home
network). Further, a modified version of e.g. wireless-
Ethernet can include the essential features of 1394.

As depicted in FIG. 2, the network 100 includes several
devices connected to the 1394 serial bus 114. In this
example, the devices include a DBSS 104 for receiving
transmission signal from a satellite 122 for subsequent
display. Associated with the DBSS is a network interface
unit (“NIU”) which, among other things, provides an inter-
face between the DBSS satellite transmission and the 1394
serial bus 114.

A digital video device (DVD) 108 is also connected to the
exemplary network 100. The DVD 108 can be used to
display digitally encoded videos on a television. Also con-
nected to the exemplary network 100 is a digital video
cassette recorder (DVCR) 110, i.e., a digital TV 102. In this
example, the DTV 102 provides a human interface for the
network 100 by employing browser technology to allow
users to control and command for devices over the home
network 100. A second DTV 103 provides another human
interface for the network 100 by employing browser tech-
nology to allow users to control and command for devices
over the home network 100. The DTVs 102 and 103 can
provide human interfaces for the network 100 as each DTV
comprises a screen for displaying HTML pages. However
other devices having display capability can be used to
provide human interfaces. Thus, in certain embodiments of
the invention, a device such as the personal computer 105
(PC) is used to provide a human interface for a respective
home network, as a PC 105 typically embodies a screen
display unit.

The 1394 serial bus 114 is depicted as using the HTTP/IP
interface protocol, and preferably HTTP/TCP/IP, wherein IP
provides packet format (a one-way write only model), TCP
provides an error free version of IP (e.g., ensures packets
arrive and in correct order), and HTTP provides 2-wa
connection (packet to server will expect a response—a
‘read” model). Certain devices can require other protocol
interface types (e.g., UPD/IP, FTP/IP, TELNET/IP, SNMP/
1P, DNS/IP, SMTP/IP). In certain embodiments of the inven-
tion, a proxy 116 can be used to interface two networks using
dissimilar interface protocols on their respective mediums
which, when connected, comprise the network 100. The
proxy 116 (e.g. Web proxy) can include Home Automation
type protocols such as the HTML/HTTP/TCP/IP proxy for
X10, Lonworks, CEBus (on their respective physical tech-
nologies), or non-IP protocols on 1394 (e.g., AVC/FCP/
1394).

In certain embodiments, the two network mediums are of
the same type. For example, as depicted in FIG. 2, the 1394
serial bus 114 using the HTTP/IP interface protocol is
connected by a proxy 116 to the Home Automation neutral
118 (e.g., X10). By using the proxy 116 as HTML/HTTP/
CTP/IP/1394 proxy for VCR-Commands/AVC/FCP/1394,
to interface between HTML/HTTP/TCP/IP and X10 proto-
cols, DVCR 120 is also accessible on the network 100. In
certain other embodiments, a network can comprise two
network mediums of dissimilar types, e.g., a 1394 Serial bus
and Ethernet. Therefore, in certain embodiments of the
invention, a proxy is used to interface two dissimilar
medium types to from a single network. A discovery pro-

40

45

8

cess, described further below, can be used for the discovery
of devices that are powered on and connected to the network
100. Also, the same 1394 bus can be used without need for
a bridge box.

As depicted in FIG. 2, devices 11 including DTV 102,
DTV 103, PC 105, DVCR 110, DVD 108, DSS-NIU 104
and DVCR 120 represent devices that are currently con-
nected to the network 100 comprising a 1394 network. A
client-server relationship exists among the attached devices,
with the DTV 102, DTV 103 and PC 105 typically behaving
as clients and devices DVCR 110, DVD 108, DSS-NIU 104
and DVCR 120 behaving as servers.

A typical 1394 network comprises interconnected devices
such as a collection of appliances including server devices
offering one or more services to be controlled (e.g., DVCR
100 as an MPEG video recording and replay service), and
client device offering a user interface (UI) service (e.g.,
DTV 102) for controlling the server devices. Some appli-
ances (e.g., DTV 103) can have both services (e.g., MPEG
decode and display capability) to be controlled, and a UI
controller capability. According to an aspect of the present
invention, methods and systems including protocols, docu-
ment description, image compression and scripting language
standards from technologies utilized in the World Wide Web
standard (Web model) are used to implement t a 1394WEB
user-to-device control model in the network 100. The Web
model is a client/server model. The controlled server device
(service) comprises a Web server and the controller client
device (i.e., a device capable of displaying a UI) comprises
a Web client including a GUI presentation engine, described
further below, such as a Web browser (e.g., Explorer™,
Netscape™, etc.).

User Device Control

FIG. 4a shows a server device such as the DVCR 110
replaying MPEG video to a client device such as the DTV
102 in a network 100 according to the present invention,
wherein the DTV 102 can display a user interface. The
DVCR 110 includes Web server hardware and software and
the DTV 102 includes Web browser software. A user can
utilize the DTV 102 to request that the DTV 102 display a
user interface based on the device information 202 contained
in the DVCR 110 or based on the device information 204
contained in the DTV 102. For example, the user can utilize
a browser 200 in the DTV 102 to display an HTML control
page GUI 202 contained in the DVCR 110 or an HTML
control page GUI 204 contained in the DTV 102. Each page
202, 204 includes graphical user interface description infor-
mation in HTML, wherein the browser 200 reads that
information to generate a graphical user interface. Each page
202, 204 represents the Control Interface of the Applications
206, 212, respectively. Each page 202, 204 can include a
hierarchy of pages to represent a corresponding application
control interface.

Each GUI 202 and/or 204 includes active control icons
and/or buttons for the user to select and control devices
currently connected to the network 100. If, for example, the
user selects a PLAY button in the GUI 202 of the DVCR 110
displayed by the browser 200 on the DTV 102, a hyperlink
message is returned to the DVCR 110 Web server and
directed to an application software 206 (e.g., MPEG Record/
Replay Service Application Software) in the DVCR 110 for
operating a DVCR hardware 208. In one example, an MPEG
video stream source 208 in the DVCR 110 transmits an
MPEG video stream to an MPEG vide decode and display
system 210 in the DTV 102 for display under the control of
application control software 212 in the DTV 102. The
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application software 206 in the DVCR 110 also sends
information back to the application software 212 in the DTV
102, including e.g. an acknowledgement if the operation is
successful, or an altered or different control GUI 202 to the
DTV 102 indicating status to the user. There can be further

10

TABLE I-continued

Still Image Compression Formats

communication between the application softwares 206 and PNG g%géesswe GIF89a
212 e.g. for setting up a 1394 isochronous video stream
connection for video stream service. égiif::ssion 100%
FIG. 4b shows another example architecture diagram of a Truecolor 48 bits
server device communicating with a client device capable of 10 Grayscale 16 bits
displaying a user interface, in a network 100. The server Indexed-color yes
device such as DVCR 110 replays MPEG video to the client Sﬁ;on (light es
device such as the DTV 102 in the network 100, wherein the intensity)
DTV 102 can display a user interface. Chromaticity Both
Correction
Communication Protocol B Searchable Yes
In an embodiment of the invention, the communication Meta-Data
protocol between devices in the network 100 is based on the Extensibility ::;;:;ﬂk
Hypertext Transfer Protocol (HTTP 1.1), an application-
level protocol for distributed, collaborative, hypermedia ,,
information systems. HTTP is a generic, stateless, object- Scripting Language
oriented protocol that can be use for many tasks. A feature Further, the Web scripting language, ECMA-Script-262
of HTTP is the typing and negotiation of data representation, is utilize d’to provide a means for VDiSu all’y enhancing the GUi
allowing devices to be built independently of the data being Web pages 202 as part of a Web-based client-server archi-
transferred over the network 100 to which the devices are tecture. The scriptin 1 . ine 1
. pting language is a programming language
connected. for manipulating, customizing, and automating the facilities/
GUI Description Language services of the devices. The user interface 200 provides
basic user interaction functions, and the scripting language
is utilized to expose that functionality to program control.
G[;[};ezﬁzsczrzﬂﬁéfn 1202111611?1};2%113?53; ie(?riiﬁleg \];flllz 11115 30 The existing S}lfstem provides the tiost pen%ironment of
ing languége of the Wor]%i Wide V\,/eb. HTML s’uppori‘ts text, gglzcéi gar};lnéizlfl;glei}hc eonvlvilgtlgigovggz " C;gzb%l;isi dz: :}ﬁz
multimedia, and hyperlink features, scripting languages and : - : : :
ctyle sheets, FITMI 40 is an SGMI_application conforming oL Script host environment for clientside computation
to International Standard ISO 8879—Standard Generalized ;5 menus, I%Sp—ups, dia]gg’boxjes, text areas? anchors, frames:
Markup Language. history, cookies, and input/output.
Image Compression Formats The web browser 200 provides the host environment for
To display images, three still image graphics compression ~ the EXMA-Script-262, and the host environment supports
formats specified by the HTML specification are utilized in  attaching scripting code to events such as change of focus,
the 1394WEB network 100 for ICON, LOGO and other *° page and image loading, unloading, error and abort, selec-
graphics. The still image graphics compression formats are: tion, form submission, and mouse actions. Scripting code is
Graphics Interchange Format (GIF89s), Progressive Joint included within the HTML pages 202 and 204 and the
Photographic Experts Group (JPEG) and Portable Network displayed page is the browser 200 includes a combination of
Graphics (PNG). Table 1 shows the differences in capabili- _ user interface elements, and fixed and computed text and
ties between the three different still image graphics com- *° images. The scripting code responds to user interaction
pression formats. without need for a main program.
Client Device Specification
TABLE I In one example, the specification for a 1394WEB client
Still Image Compression Formats 50 browser 200 includes HTTP1.1 specification, wherein sec-
tion ‘8.1.2.1 Negotiation’ of the HTTP1.1 specification
NG ?;%gé“sm GIF89a regarding connection persistence is modified such that an
HTTPI1.1 client device such as e.g. the DTV 102 expects a
Color Depth 48 bit 24 bit 8 bit connection to server device such as e.g. the DVCR 110 via
Colors 16.7 256 55 the 1394 to remain open, because the persistent connection
ggfi:zm Raster. Vector gg;::‘ Raster in 1394WEB user control allows full status reporting from
Supported ’ the server device (DVCR 110) while the GUI 202 and/or 204
Compression LZ77 derivative IPEG LZW remains visible in the browser 200 of the client device (DTV
Scheme ) ) 102). The HTTP connection remains open (HTTP spec RFC
Transparency f}er;;::;lefg RGB No g‘?egvlzlsc‘)lor’ 60 2068) wherein a client that supports persistent connections
Per Color for (Binary) may “pipeline” its requests (i.e., send multiple requests
Indexed, without waiting for each response). A server must send its
‘ 256 levels responses to those requests in the same order that the
PDrizglrziswe es Yes es requests were received. This allows the web browser 200 to
Scalable No No No 65 pipeline requests to the DVCR 110 which the DVCR 110 can
Animation No Yes then satisfy later with e.g. status responses such as Now

Playing, Now Recording, Rewind Finished, Tape Broken,
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Etc. Other example implementations include e.g. the control
page from the DVCR 110 can contain a request to loop on
the DVCR 100 request of GUI description 202.

The GUI presentation engine 200 is utilized in the client
device such as the DTV 102 to interpret GUI descriptions
202, 204 written in the HTML4.0 document description
language and the associated specifications (below), and to
create the graphical form for display to the user. The GUI
presentation engine 200 includes the following e.g.
attributes: (1) window (GUI) minimum default size of e.g.,
HOx640 pixels (480x640 where 480 vertical, 640 horizon-
tal). This default size is to insure the intended appearance in
the GUIs 202, 204 is transferred to the user in the browser
200. The transferred GUIs 202, 204 are displayed in a
window 480x640 pixels or magnified larger with the same
aspect ratio unless otherwise directed by the user; (2) still
image compression formats: e.g., GIF89a, JPEG, and PNG;
(3) style sheet formats and fonts: e.g., CSS1 and CSS2; (4)
fonts such as the following e.g. built-in fonts are required for
the client device to free simple server appliances from
having to support such fonts. Minimum one font from each
generic Latin family can be selected: e.g., Times New
Roman, from ‘serif” family; Helvetica, from ‘sans-serif’
family; Zapf-Chancery, from cursive’ family; Western from
‘fantasy’ family; and Courier from ‘monospace’ family.
Other fonts can also be utilized; and (5) scripting language
e.g., ECMA-262. Examples of the GUI presentation engine
200 include Web browsers such as Explorer™ and
Netscape™ configured/customized as desired.

Server Device Specification

One or more of the server devices (e.g. a 1394WEB
network, controlled appliance Web server such as the DVCR
110), include the following six enumerated components:

(1) HTTP1.1 web server protocol, with section ‘8.1.2.1
Negotiation” of the HTTP1.1 specification regarding con-
nection modified such that an HTTP1.1 server device (e.g.
DVCR 110) assumes that a HTTP1.1 client device (e.g.,
DTV 102) intends to maintain a persistent connection with
the server device. The persistent connection in the
1394WEB network 100 allows full status reporting from e.g.
the server device DVCR 110 to the client device DTV 102
while the GUI 202 of the DVCR 110 remains visible in the
browser 200 of the DTV 102. Further, a method using HTTP
conditional GET to obtain the latest status of server devices
can be used. Whenever the user returns to the home network
directory or causes it to be refreshed, the browser 200
redisplays the page in its entirety. This is necessary because
the HTML that underlies the home network directory may
have been regenerated if a device has been added to or
removed from the network 100. It is also possible for device
icons to be updated to reflect changes in their device’s
operating state. As such, browsers implemented by EIA-
775.1 devices utilize HTTP “conditional get” requests to
determine whether or not fresh copies of web pages or
graphics should be retrieved from the server.

(2) Device home page GUI descriptions 202, 204 written
e.g. in HTMLA4.0, include file e.g. iconhtm, name.htm,
logo.htm, index.htm, gif files, etc. The file index.htm is
referenced by HTML links included in device icon.htm and
name.htm HTML files, wherein index.htm can be optionally
named e.g. “INDEX.HTML” or “INDEX.HTM”. File
named INDEX.HTM is not required to be a standard name
because the ICON.HTM and NAME.HTM are made with
hyperlinks to the ‘INDEX.HTM’, therefore the name is
arbitrary. ICON.HTM and LOGO.HTM reference the actual
graphics files in the same device e.g. LOGO.GIF and
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ICON.GIF. The descriptions 202, 204 are accessible by the
devices (e.g., HTTP devices) in the network 100. To guar-
antee a desired appearance, the control GUI design can be
for a default GUI size of e.g. 480x640 pixels. For example,
a transferred GUI 202 can be displayed in a window of
480x640 pixels in the browser 200 or magnified larger with
the same aspect ratio unless otherwise directed by the user.

(3) At least two device ICON files are provided to
represent the device in a top-level network page 220 (FIGS.
5-6) in the browser 200 showing information about the
devices connected to the network. An ICON can comprise a
graphic file type (e.g. GIF, JPG or PNG) and named
ICON.HTM. In one example, ICON.-HTM(DVCR) refer-
ences the INDEX.HTM file in the HTML page 202 and
ICON.HTM(DTV) references the INDEX.HTM file in the
HTML page 204. The top-level link for the control pages
(e.g., INDEX.HTM) of the device can be ICON.HTM. The
browser 200 places the icons and links therein) of a plurality
of devices in the network 100 in the top-level HN directory
page 220 for service discovery by the user. Then user clicks
the ICON displayed in the page 220 and the device page
(e.g. INDEX.HTM in page 202) is fetched. The default
displayed HN directory is the top-level discovery page.

A number of additional and different graphic icons can
also be utilized, for example, to represent device status, user
configured preference or manufacturers formats which may
be substituted for the icon graphic. In a discovery process
described further below, ICONs from the devices connected
to the network 100 are collected together and displayed in
the top level network devices page 220 for selection by a
user. An example device ICON specification comprises: File
name ICON.HTM accessible by the HTTP server (files
names are in a directory, file space, accessible by the web
server so that they can be retrieved and forwarded over the
network to the browser); Graphic file type such as GIF, JPG
or PNG; and Icon graphic with a maximum size of 70(V)x
130(H) pixels.

(4) At least two device LOGO files are provided to
represent the device in the top-level network devices page.
LOGO can comprise a graphic file type (e.g., GIF, JPG or
PNG) and named LOGO.HTM. In one example, LOGO.HT-
M(DVCR) references the INDEX.HTM in the HTML page
202 and LOGO.HTM(DTV) references the INDEX.HTM in
the HTML page 204. In one version, the top-level link for
the control pages (e.g., INDEX.HTM) of the device can be
LOGO.HTM. All device logos are placed in the top-level
HN directory page 220 for service discovery by the user.
Then user clicks the LOGO displayed in the page 220 and
the device page (e.g. 202) is fetched. A number of additional
and different graphics for manufacturer services can be
substituted for the logo graphic format. According to the
discovery process, LOGOs from devices connected to the
network 100 are collected together and displayed in the top
level network devices page 220 for selection by a user. An
example device LOGO specification comprises: File name
LOGO.HTM accessible by the HTTP server; Graphic file
type such as GIF, JPG or PNG; and logo graphic maximum
size of about 70(V)x130(H) pixels.

(5) At least one device NAME is provided to represent the
device in the top-level network devices page. NAME com-
prises TEXT in an HTML file NAME.HTM. This text can
also reference control pages (e.g., 202). This is a top-level
link in the discovery page to the control interface of the
device. The text provides a way to distinguish identical
devices whereby for e.g. two identical DTV’s can be dis-
tinguished by adding NAME text ‘Bedroom TV’ and ‘Fam-
ily Room TV’. The text can comprise a few words to clearly
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represent the device type e.g. DVCR or DTV. According to
the discovery process, NAMEs from devices connected to
the network are accessed along with corresponding ICONs/
LOGOs and displayed in the top level network devices page
220 under the ICON/LOGO. An example NAME specifi-
cation comprises: File name NAME.HTM accessible by the
HTTP server; Text unspecified, such as, with Font size 10,
two lines of text can be displayed under the corresponding
ICON/LOGO. Therefore, for example the space size for the

14

information page can provide immediate device state infor-
mation to the user by displaying the icon representative of
current state.

Each device can include one or more services, e.g. video
Stream Source or video Stream Destination. Each source
capability has a complementing Default Destination capa-
bility and each destination capability has a complementing
Default Source capability. This Stream Default Name entry
can be used e.g. to automatically default the nearest DTV to

NAME.HTM text can be 20 vertical by 130 horizontal to 10 be the destination when a DVCR is being controlled as
match the ICON/LOGO (70 verticalx130 horizontal). As source to eliminate having to select the DTV each time. A
shown by example in FIGS. 56, the format of the top-level background cross-referencing of the Stream Default Name
UI 220 can comprise a matn'x, of icons representing the to 1394 address is provided. The video stream services are
functions of the networked devices to the user. The name _ Provided by the 1394 interface itself (not by Web model). As
representing the device (from name.htm) is placed under the ° T;C;zlt tzﬁie(felsss ?n lelgkh;r%iirﬁf "}Illlee: iigui;rleircceisora fil:kvicts ;}E
icon (from icon.htm) from the same device. Logo (from - HHC U3 ¢
logo.htm) may be placed e.g. in any vacant icon position. As "Sfeliec(i aname fofr[‘iefault, which 18;]th Islavle;i;ln glgrdevwed'
the Top-level description 250 (described further below in € device ?SO N alizg%en/t must nblt eh 4 fa | €55 an
conjunction with FIGS. 9a—) is generated independently by 2 paﬁ“ameters_ e(zlr the s/w to enable the default stream
Ul capable devices, the exact design need not be prear- when required.
ranged. The icon, logo and name maximum sizes can be Using the Source and Destination service attributes, new
prearranges to facilitate design of the GUI matrix. server/services can be implemented while maintaining com-
(6) A device information summary home page description patibility With. existing host or df:vice (nf)dps) and servic.es.
document written in HTML4.0 can be provided, named e.g For example, if a new server device providing a new service
“info himl” or “info him”. and made accessible b’y the UTTP 2 is developed that is compatible with an existing server
server for the disco;/ery {Jrocess A link can be provided to device, both the new and existing servers can be added to the
INFO.HTM information via co nt.r ol pages e.g. 202, 204. The attribute list of the new node while maintaining compatibil-
o bt Sy e o s 1% M S s i fe g i e
device summary instead of the detailed control interface as ) . + @ compatibe .
shown in the device homepage. Table 2 shows device purchase. These.p‘rpwde a us.er_w1th ABOUT mfom-latlon
attributes text that are included and others that can be to Check capablhtlels of existing equipment e.g. prior o
included. This table can be extended to included other purchasing new equipment where compatibility is desired.
attributes. Network Operation
35 A discovery process for every device supporting the
TABLE 2 1394WEB standard (e.g. devices capable of displaying a
Device Information Summary user interface) gathers device information from devices
I connected to the network 100 to generate the top-level user
Name Value control page description for the home network, wherein each
) 40 device is represented by a graphical icon reference and a
Device Name Dovice name (user configurable) textual name reference detailed above. The top-level
Device Location Device location in home (user configurable) - N . P A
Device Icon Current Device ICON name description can include a default page for a presentation
Device Type Device type or category (VCR, DSS, TV, etc.) engine such as the browser 200, wherein the browser 200
I]\)/[e‘”c: I‘ﬁ’rdel ge‘”ce ‘;‘gde,l factn collects the graphic images and names from the devices as
N;ﬂ; acturer ame of device manutacturer 45 it renders the network top-level graphical user interface 220
Manufacturer Manufacturer Logo image name (GUI) displayed in the browser 200 as shown by example in
Logo ‘ FIGS. 5-6. The dynamically created top-level HN directory
gﬁ”facmer Device manufacturer’s URL page 220 is made the default page for the browser (first page
Stream Source Service: Default source device name for this displayed when the browser is launched).
Name Default Device's destination service . 50 With reference to FIG. 4b, example operation steps
Stream Service: Default destination device name for this include: (1) the browser 200 in device 102 is launched, (2)
g:;;iitwn Name  Device's source service the browser 200 fetches and presents HN-Directory HTM
Stream Source Type of service device can deliver (attributes (TOP'LeVel UI) from the page 204, (3) the browser 200
Attributes and capability) fetches the HTM files icon.htm and names.htm from pages
Stream Type of service device can receive (attributes 55 202, 204 and presents in the Top-Level UI, (4) the browser
Ef;i“ﬁ;z“ and capability) 200 fetches any graphics files (e.g., GIF) from pages 202,
204, and presents in Top-Level UI, (5) the browser 200 is
then able to present the full HN_Directory page 220 (page
Table 2 includes device summary information such as 220 is made with hyperlinks to INDEX.HTM’ files for
Manufacturer Name, Manufacturer Logo image name, and ¢0 different devices connected to the network 100), and (6)
can further include a Manufacturer URL for help if there is when a user clicks e.g. DVCR icon in GUI 220 to control the
an available Internet connection to the manufacturers Web DVCR 110, a corresponding hyperlink in the top-level page
site. Table 2 can further include a user configurable Device 220 to ‘INDEX.HTM’ of the DVCR 110 is used to retrieve
Name and Device Location in the home. There can be the ‘INDEX.HTM’ (top control page of DVCR) from page
several variations of the Device Icon representing different 65 202 in the DVCR 110, and present the DVCR control page

states of the device. The Device Icon attribute field includes
the name of the current icon. Therefore, the device summary

to the user (e.g., if the frame that was clicked (e.g. the
icon.htm frame) is not large enough, a graphic is presented
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in another copy of the browser with full frame size). The
user can then command and control the DVCR 110 using the
control interface provided by ‘INDEX.HTM’ of the DVCR
device 110 presented by the browser 200 in the DTV 102

The name ‘INDEX.HTM’ is arbitrary because the
ICON.HTM and NAME.HTM are made with hyperlinks to
the ‘INDEX.HTM’. However, ICON.HTM and
LOGOHTM reference the actual graphics files (e.g.
LOGO.GIF and ICON.GIF) in the same devices. In one
embodiment, LOGO.HTM can be optional if a logo for a
device is optional. The HN_Directory HTML file can have
a standard name so that it can be accessed from another
device.

FIGS. 5-6 show that the host device, such as a client
device (e.g., DTV 102, HDTV1) or server device (e.g.,
DVCR 110) that generates and presents the top-level GUI
page 220 can assume priority and use a larger size icon for
the host device’s icon, name, logo, etc. In one version, only
devices with servers (services on offer) are displayed in the
GUI 220 (a “Client device” comprises device with Client
capability, where if it is only client then it is not displayed
in the top-level GUI as there is no service to offer). The
discovery process reads information from the 1394 address
space data storage (configuration ROM structure), as defined
in clause 8 of ISO/IEC 13213. Although called ‘ROM” it is
assumed that the address space is write-able to allow user
configuration and modification of user relevant stored val-
ues. The contents of the configuration ROM and the dis-
covery process are described further below.

Device naming, addressing and discovery processes for
home or local network control of consumer devices using
Internet, Web and 1394 technology, can be different from the
requirements and practice in the general Internet space. As
such according to an aspect of the present invention for in

home or local network control of consumer devices, special 3

processes including device discovery, addressing and nam-
ing requirements are utilized. For example, the home net-
work must fully function without the presence of external
communications and services, without a network adminis-
trator, and configuration must be fully automatic. User
control can be in many cases entirely keyboard-less. Further,
the IEEE1394 protocol is utilized to provide a sophisticated
interface including features that can be provide simple,
efficient and superior discovery and configuration functions.

1394 Home Network

FIG. 7 shows a block diagram of a network 300 con-
structed in accordance with another embodiment of the
present invention. To facilitate understanding, identical ref-
erence numerals have been used, where possible, to desig-
nate identical elements that are common throughout all the
figures herein. As depicted in FIG. 7, a 1394 serial bus 114,
described above, electronically connects multiple devices
including server devices 14 (e.g., DVD 108, DVCR 110) and
client devices 12 (e.g., DTV 102) on the network 100,
described above in reference to FIG. 2, wherein the devices
communicate using the example layered interface model of
FIG. 3 as described above.

The network 300 is not restricted to using a 1394 serial
bus, and, in alternative embodiments of the present inven-
tion, other bus types, such a Ethernet, ATM wireless, etc.,
can be used as the physical layer if they meet the particular
throughput requirements of an individual network (e.g., a
home network). As depicted in FIG. 7, the network 300
includes several devices connected to the 1394 serial bus
114. In this example, the devices include a DBSS 104 for
receiving transmission signal from a satellite 122 for sub-
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sequent display. Associated with the DBSS is a network
interface unit (“NIU”) which, among other things, provides
an interface between the DBSS satellite transmission and the
1394 serial bus 114. A digital video device (DVD) 108 is
also connected to the exemplary network 300. The DVD 108
can be used to source digitally encoded videos for display on
e.g. a digital television. Also connected to the exemplary
network 100 is a digital video cassette recorder (DVCR)
110, a digital TV (DTV) 102. In this example, the DTV 102
provides a human interface for the network 300 by employ-
ing browser technology to allow users to control and com-
mand for devices over the home network 300. A second
DTV 103 provides another human interface for the network
100 by employing browser technology to allow users to
control and command for devices over the home network
100. The DTVs 102 and 103 can provide human interfaces
for the network 300 as each DTV comprises a screen for
displaying HTML pages. However other devices having
display capability can be used to provide human interfaces.
Thus, in certain embodiments of the invention, a device such
as a personal computer 105 (PC) is used to provide a human
interface for a respective home network, as a PC 105
typically embodies a screen display unit.

The 1394 serial bus 114 is depicted as using the HTTP/IP
interface protocol, and preferably HHTP/TCP/IP, wherein IP
provides packet format (a one-way write only model), TCP
provides an error free version of IP (e.g., ensures packets
arrive and in correct order), and HTTP provides 2-wa
connection (packet to server will expect a response—a
‘read’ model). Certain devices can require other protocol
interface types (e.g., TCP/IP, UPD/IP, FTP/IP, TELNET/IP,
SNMP/IP, DNS/IP, SMTP/IP). In certain embodiments of
the invention, a proxy 116 can be used to interface two
networks using dissimilar interface protocols on their
respective mediums which, when connected, comprise the
network 300.

For example, as depicted in FIG. 7, the 1394 serial bus
114 using the HTTP/IP interface protocol is connected by a
proxy 116 to the Home Automation network 118 (e.g., X10).
By using the proxy 116 as HTML/HTTP/CTP/IP/1394
proxy for VCR-Commands/AVC/FCP/1394, to interface
between HTML/HTTP/TCP/IP and X10 protocols, DVCR
120 is also accessible on the network 300.

In this embodiment, the network 300 can be connected to
an external network 119 of dissimilar type (e.g., Ethernet) to
the 1394 Serial bus, via a bus 121. A proxy 117 is used to
interface the two dissimilar medium types. For communi-
cation between the addressing scheme of the external net-
work 119, and the addressing scheme of the network 300, the
bridge 117 comprises a Network Address Translation (NAT)
boundary. This technique can be utilized for company
LAN’s and is a ‘divide and conquer’ approach to the
complex problem of satisfying various network’s differing
IP address requirements and prevents ‘running out of IPV4’
addresses. The external network can include e.g. CABLE-
TV network 115 via Ethernet to the telephone e.g. ADSL),
providing broadband connection to the Internet and WWW.
The Ethernet 119 provides the bridge function to the external
network. The bridge 117 or Ethernet 119 may provide the
NAT address conversion function. If the Ethernet is to
provide local private (to home only) addressing (e.g. as
defined by then IETF standard RFC 1918) then the NAT
function is in the Ethernet 119. Existing cable modems are
set up with a global address and also Internet global address
for the PC on the Ethernet (in this case the NAT is in the
bridge 117).
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IP Name/Address Configuration

The aforementioned device naming, addressing and dis-
covery processes for the network 300 are now described. For
device naming, point and click Web operation (e.g., using
GUI/Web) does not require name services (DNS, Domain
Name Service). The Web GUI provides an abstraction layer,
and the addresses are hidden as hyper-text links invoked by
user ‘clicks’ to active GUI areas (e.g., buttons). Any change
to the devices in the local network 300 causes the top-level
discovery GUI page 200 (FIGS. 5-6) to be recreated by the
browser 200 (FIGS. 4a-b) representing the status of the
devices in the network 300 at that time and by default
presented to the user for immediate use.

For device to device control a different look-up service is
utilized for more than names (e.g., service look-up and
application look-up). As such, DNS may not provide the
necessary features for device to device control. However, a
device (e.g., a 1394 connected PC) can access a DNS service
as usual. DNS is not required for discovery or operation of
devices/services within the home, but DNS (name to
address) look-up service is required for external accesses
e.g. from a PC. When a name e.g. “www.yahoo.com” is
typed in to a Browser then look up take place for the IP
address of the Yahoo computer, i.e. 216.32.74.52, because
the Internet (even home internet) operates with addresses.

For a 775WEB UI device which includes an agent for
generating the HN top-level directory GUI description and
also includes access to the special company web server e.g.
homewideweb.com (IP address), can also have the DNS
address knowledge. The DNS server computer IP address
can be any IP address under the control of the manufacturer.
Effectively the DNS address is built-in to the device (or can
be updated if the agent is made to be update-able and is later
updated).

For device addressing, in one embodiment of the inven-
tion, utilizing fixed IP addresses from a large address space
can afford the simplest and most reliable network configu-
ration, and the readily accessible ROM data space in the
1394 interface allows utilization of fixed IP addresses
therein. In another embodiment of the invention, non-fixed
IP (dynamic) addresses can be utilized, wherein an abstrac-
tion layer (e.g., name or look-up mechanism) is employed to
retain pre-organized communications

For IP address configuration, the following protocols can
be utilized: (1) Dynamic Host Configuration Protocol
(DHCP) with DHCP servers and DHCP clients, (2) DHCP
clients resort to auto-configuration (DHCP server not
present), and (3) preferably, FWHCP (Fire-Wire Host Con-
figuration Protocol) server agent(s) and FWHCP clients,
described further below. The auto-configuration in (2) above
is that proposed as an IETF Draft “draft-ieff-dhc-ipv4-
autoconfig-04.txt”.

DHCP requires support of the BOOTP/UDP protocol, and
replicates what is done within the 1394 specification and
provides features such as lease time and dynamic address-
ing. Typical DHCP requires management by an administra-
tor and must be configured and adapted to the network
requirements of mass manufactured consumer electronics
(CE) appliances where, for example, multiple identical CE
appliances with DHCP server built-ins must be considered.

The 1394 technology provides ‘Plug-in’ or ‘Power-up’
reset and following ‘Self-ID’ sequences, well suited for
network configuration. Further, the 1394 specification pro-
vides a built-in ‘ROM’ address space well suited for storage
of, and access to, configuration data (e.g., IP addresses). As
such, in a preferred embodiment of the invention, an IP
address configuration agent (FWHCP) and discovery page
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for user control of 1394 devices are utilized. FWHCP
provides IP address configuration for 1394WEB and 1394
devices. The purpose and result of FWHCP is similar to
DHCP (i.e., a server to identify and assign the local 1P
addresses), but in operation FWHCP uses data in 1394-
address space and 1394 commands. FWHCP provides 1P
address configuration of 1394WEB devices on the 1394
network avoiding collisions with devices on adjacent
attached networks other than 1394. Devices are manufac-
tured with a built-in IP address from the 10.x.x.x range. In
the unlikely event of a collision, FWHCP sets a new IP
address and saves it in the device.

DHCP/Auto-configuration can be utilized for devices on
networks other than 1394. DHCP protocol provides client
“requested IP address”. Preferably, the requested IP address
space is selected from the upper part of the 24 bit RFC1918
range (10.128.1.1 to 10.254.254.254). By choosing part of
the allowed private address range for 1394 IP addresses and
another part for other configuration methods (e.g., DHCP
and DHCP/Auto-Configuration) then compatible and non-
interfering addresses are generated for a heterogeneous
network and allow FWHCP and DHCP to coexist.

While choice of non-overlapping IP addresses for 1394
and adjacent networks is desirable, the heterogeneous net-
work using FWHCP will configure successfully even if they
do overlap. Also, DHCP clients check their assigned IP
address with a test ARP message before using it. As such,
different address configuration methods can coexist success-
fully.

Network Scenarios and Address Management

Referring to FIG. 8, an example process according to the
present invention for communication between a 1394 net-
work (e.g., network 300) and a non-1394 network (e.g.,
Ethernet 119) for IP address configuration is described. In
this case the 1394 network 300 utilizes FWHCP configura-
tion and the non-1394 network 119 utilizes DHCP configu-
ration or other method. Generally, 1394 devices (such as
DTV and DVCR in FIG. 7) do not support DHCP. The 1394
DEVICE-3, for 1394 network to non-1394 network com-
munication, includes an IP address in the 1394 ROM space
and provides support for FWHCP for a 1394 device. The
DEVICE-3 further includes means for supporting the con-
figuration mechanisms on the non-1394 network, and main-
tains an extension data leaf in the 1394 ROM space for IP
addresses of devices on the non-1394 network. As such,
configuration processes (e.g., FWHCP for top-level UI
description generation) on the 1394 network 300 can include
use of IP addresses on the non-1394 network by selecting IP
addresses from the extension data leaf. The non-1394 net-
work configuration operates to provide the IP addresses for
the 1394 extension data leaf.

According to the discovery process (agent), 1394 speci-
fication ‘plug-in’ reset and self-ID is utilized for configura-
tion and can be used for IP address configuration. Preferably,
fixed IP addressing is utilized for home networks, however
dynamic IP addressing can also be utilized. DNS is not
required within 1394WEB control because a top-level GUI
description is created with hypertext-links that use IP
addresses rather than names. Preferably, the IP configuration
agent (FWHCP) for the 1394 network is utilized for IP
configuration using 1394 ROM data and 1394 commands,
however DHCP can also be utilized. FWHCP utilizes lower
half of RFC1918 10.LH.X.X addresses and other home
networks (not 1394) use upper half 10.UH.X.X. Preferably,
the FWHCP server agent is built-in to any device that can be
a client (control initiator). Where there are several client
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devices connected to the 1394 network, only the client
device with the highest Global Unique Identification
(GUID) operates. GUID comprises a number built-in to the
interface. If there are multiple FWHCP agents available on
the 1394WEB network then there is an initial self-election
process to determine the one that will operate and all others
remain quiet. The highest GUID will operate. In other
versions, highest bit-reversed-GUID can be used.

A device interfacing to a non-1394 network supports a
ROM extension leaf of IP addresses on the non-1394 net-
work. This allows inclusion of the IP addresses on the
non-1394 network in the 1394 top-level GUIs (e.g., FIGS.
4a-b, GUIs 202, 204). Control data bits in the 1394 ROM
space are used to control the operation of three configuration
agents: (1) 1394 Self ID count, (2) IP configuration
FWHCP, and (3) Ul description generation described further
below.

Initially 1394 Self-ID count discovers the existence of
devices. After a bus reset (caused by power up/down or
device attachment/detachment) 1394 software in the device
observes the automatic configuration process (1394 self-ID
cycles) for the purpose of counting the number devices. This
is a normal part of 1394 software for any 1394 device. Then,
IP Configuration FWHCP (the one self-elected FWHCP)
probes the discovered devices and checks their built-in IP
address. Discovered duplicate (colliding) IP addresses are
disabled and a new address is assigned to the device. Then,
UI description generation agent (UI or other devices), reads
all 1394WEB device IP addresses and generates a top-level
device directory Graphic User Interface file in HTML of
top-level icon pages from each device later rendered by a
Web browser for User discovery of devices for control.

According to the present invention each device in the
1394 network 400 can generate its own top-level network Ul
description 250 (FIG. 9¢). The UI description 250 is used by
a presentation engine such as the browser 200 in a client
device to generate and display a top level directory page
such as page 220 in FIGS. 5-6. After the 1394 Self-ID agent
has enumerated all devices connected to the 1394 network
300, the top-level UT description 250 is generated separately
by all UI devices (and non-UI devices as desired). A device
(e.g., DTV) can select a more prominent (e.g., larger) icon
to represent that device, and make the entire GUI 220 with
a different look. This technique provides substantially more
reliable operation than a centrally generated GUI for opera-
tion of all device, because each device can generate its own
UI description 250 and display a GUI (e.g., top level page
220) based thereon without dependence on another device.
In each UI description 250, device icon and logo image files

of the devices currently connected to the network 300 are s

referenced by icon and logo HTML ‘pages’ and name text
wrapped in an HTML page (ICON. ‘Graphic’ referenced
ICON.HTM is in pages 202 and 204 which also include the
control pages for the device; FIG. 5 below also shows the
ICON.HTM, LOGO.HTM and NAME.HTM in a top-level
directory page). HTML frames are used to create the top-
level directory UI description 250 for network devices in
each network device as desired.

As such, advantageously, a useful layer of abstraction is
provided to allow use of alternative file names and types for
e.g. identification graphics in the network devices without
need for change in the top-level description 250 generated in
each device. The name text is also placed in an HTML
description 202, 204 (NAME.HTM is in pages 202, 204),
allowing a user to configure the name text at a device e.g.
DTV to change to e.g., DTV-BED2 through one of the
device GUI pages 220. As such, the page 220 is displayed as
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the Browser is launched after a reset. The user sees and
clicks DVCR ICON graphic, whereby DVCR top level
control GUI 202 is fetched (with ‘Play’ button etc.). User
clicks one of the buttons e.g. “Configure Device NAME”
which is another GUI (of hierarchy of control pages for
DVCR) with a large selection of different names.

User clicks one name out of the lists of names provided
e.g. “Master Bedroom DVCR”.

Software on the device changes the file names so that the
file named NAME.HTM contains the text “Master Bedroom
DVCR?” (the old default NAME.HTM file that contained
DVCR is changed to some other name).

Appearance of the GUI 220 is more stable in the event of
‘bad citizen’ devices having too much or oversized text or
oversized logos. In this case the frames isolate the problem
and prevent the bad items from adversely affecting the
appearance of the entire top-level GUI 220.

Device Discovery Architecture

Referring to FIGS. 9a—c, 10, 11 example functional
blocks and connections to data and control bits and flow-
chart of an embodiment of a system architecture 400 for the
aforementioned discovery process are shown. The system
400 comprises five primary elements: (1) 1394 non-volatile
memory space (IEEE1212R ROM) 402 for configuration
data and control data bit storage; (2) 1394 Device Discovery
Agent (1394DDA) 404; (3) IP Address Configuration Agent
(FWHCP) 406; (4) UI Description Generation Agent 408;
and (5) GUI Generation and run-time environment 410 (e.g.,
Web Browser 200 in FIG. 2). Further, FIG. 10 shows an
example flow diagram for the DDA and FWHCP agents in
system 400 operating in connection with the functional
blocks in FIGS. 9a—c. And, FIG. 10 shows an example flow
diagram for the UIDGA agent in system 400 operating in
connection with the functional blocks in FIGS. 9a—c.

Referring to FIGS. 9a and 10 all devices include the 1394
device discovery agent (1394DDA) 404 to enumerate the
devices on the 1394 bus, after a reset, and to write the value
into the local 1394 ROM space 402 for communicating the
value to other functional agents (steps 500, 502). For syn-
chronizing (inhibiting) commencement of other configura-
tion agents, the 1394DDA agent 404 also sets the ‘configu-
ration operating” control bits. The discovery agent/
mechanism can use means, other than the ROM space, to
communicate information between the configuration agents
that are local to one device and where the information does
not need to be seen by other devices.

1394 ROM Data in All Devices

All devices in the network 300 include the following
information relevant to the discovery and IP address agents
404 and 406, respectively, for the 1394WEB in the 1394
configuration ROM 402: (1) Built-in 64 bit GUID (Global
Unique ID, in 1394 specification); (2) Built-in IP address
from the RFC 1918 private address space in the range
‘10.1.1.1° to “10.127.254.254°. Manufacturers can select a
value from the GUID such that chance of collision is
minimized. The upper portion of the private address space
(i.e., 10.128.1.1 to 10.254.254.254) is reserved for devices
on bridged networks; (3) Assigned IP address in the range
‘10.1.1.1° to “10.127.254.254* (assigned by operating
FWHCP agent 406); (4) IP address extension leaf for IP
devices on bridged networks; (5) Assigned Count of 1394
devices (assigned by 1394DDA agent 404); (6) Control/
status bits to indicate Configuration-in-Progress Synchroni-
zation control for 1394 Device Discovery Agent 404, and to
indicate IP-Address configuration (The control bits indicate
the configuration is in progress and therefore the values, in
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ROM data other than the control bits, for 1394DDA and IP
address are not checked or not written and therefore should
not be used). The bits further indicate which IP address is
valid (assigned or built-in), and whether an FWHCP server
agent 406 is present in the device; (7) HTTP web server to
allow files in the device’s file space to be accessed remotely;
and (8) device information 202, 204 including actual ‘icon’,
‘name’ and ‘logo’ HTML files and other referenced graphic
files accessible through the Web Server. The above summa-
rized information is detailed in the 1394 ROM space
description below.

IEEE 1212 Configuration ROM

The content of the general 1394ROM structure 402 is
specified in IEEE1212r, IEEE1212 and IEC61883. The
ROM structure 402 is a hierarchy of information blocks,
wherein the blocks higher in the hierarchy point to the
blocks beneath them. The location of the initial blocks is
fixed while other entries are vendor dependent, but can be
specified by entries within the higher blocks.

Table 3 shows the Bus_Info_Block and Root_Directory of
the configuration ROM 402. The first byte of each entry is
known as a key and identifies the type of entry. The
following can be implemented in the configuration ROM of
all devices making use of the EIA-775 specifications,
including display devices such as DTVs and source devices
such as DVCRs, STBs, etc. There may be several other
structures required based on other protocols to which each
device conforms. Table 3 includes information for a device
which also complies with the IEC61883 protocol. The
Root_directory contains pointers to a Model_Directory and

25

three Unit_Directory entries (IEC61883, EIA-775 and ;4

1394WEB), to indicate that the device supports EIA-775 as
well as 1394WEB protocols. The Root directory entries are
useful to other 1394 devices to discover the protocols and
software (also called services) supported by this 1394

22

-continued

Root__directory

Offset
Dlg Unit_Directory offset (EIA-775)
Dils Unit_ Directory offset (1394WEB)
Optional

XX XX|g C36 Model__Directory offset

The IEC__61883 unit directory is shown in Table 4. This
directory is referenced by the Unit_Directory offset, in the
Root Directory (e.g., Root_directory table). In the
Unit_SW_Version field, the least significant bit specifies
AV/C (0) as specified in IEC 61883.

TABLE 4

IEC_61883 Unit Directory
Unit Directory (IEC__61883)

directory length CRC

1216
1346

Unit_Spec_ ID (1394TA = 00 A0 2D,¢)
Unit_ SW__Version (first pass key = 01,4)
<<possibly other fields>>

The EIA-775 Unit Directory is shown in Table 5. The
following EIA-775 specific information appears in the EIA-
775 Unit Directory.

TABLE 5

EIA-775 Unit Directory

directory length CRC

device. 40
1216 Unit__specification__ID (EIA-775 = 005068,¢)
TABLE 3 13,6 Unit__software__version (010100 4)
. <<possibly other fields>>
Configuration ROM
Offset (Base address FFFF FO00 0000)
Bus__info__block 45
Offset The Unit_Specification_ID specifies the identity of the
Sel . . o . .
organization responsible for the architectural interface of the
82 8216 f1394” cre_length  rom_cre_value device and the specification. In this example case, the
16 : : : -
0408,, flags  reserved oye_clk_a max_rec  reserve 50 directory agd identity value=005068, ; refers to the .EIA as
04 0C ¢ node_vendor_id chip_id_ hi the responsible body and the EIA-775 control architecture
04 10,6 chip_id_lo specification.
The Unit_software_version designates EIA-775 revision
Wherein, 04 0C, 4 and 04 10, 4 are also known as the 64 bit level supported by the device. The format is shown in Table
GUID or Global Unique ID. 55 6.
TABLE 6
Root_ directory Unit__software__version coding
Offset 60 First octet 01,6
Second octet Major Version Number (currently 01,5)
04 144 root_length CRC Third octet Minor Version Number (currently 00, ¢)
036 model__vendor__id
81 vendor__name__textual__descriptor offset
0Cs6 node_capabilities 6s  The 1394WEB Unit Directory is shown in Table 7. The
8D, node_unique__id offset . N A . .
Dlg Unit_Directory offset (IEC 61883) following 1394WEB specific information appears in the

1394WEB Unit Directory.
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GUID are used by the FWHCP agents 406 to determine
TABLE 7 which FWHCP agent 406 will operate.

1394WEB Unit Directory

directory length CRC

Assigned_Count_of 1394_devices  (39,4)—Assigned
immediate value of the count of 1394 devices in the network
300. The count is made as the 1394 interface goes though its
self-ID cycles. The 1394 device discovery agent 404 gen-

1216 Unit_specification_ID (1394WEB = 00XXXX,¢) erates the value, which is saved in ROM space 403 for
;316 Umtf)f’ﬁwmfvemon (010100,6) subsequent use by the IP and Ul configuration agents 406
16 iscovery__control__bits .
3916 Assigned_ Count_of__1394_ devices and 408, respectively.
3As6 IP_ Address_ Built_in 10 IP_Address_Built_In  (3A,4)—Assigned Immediate
3Bis IP_Address_Assigned Value. This address is assigned at manufacture time and
[P_Address_Bxtension Leaf built-in to the device. If this Built-in address cannot be used,
—16 <<possibly other fields>> " A 8
an alternative address can be saved in the Assigned address
space and the control bit set to indicate such.

The Unit_Specification_ID specifies the identity of the 15 IP_Address_Assigned (3B,,)—Assigned Immediate
organization responsible for the architectural interface of the Value. If identical IP addresses are detected, the IP address
unit and the specification. In this example case the directory configuration agent FWHCP 406 assigns this address to
and identity value=00XXXX,, refers to the responsible  prevent collision. Further, the control bit is set to indicate
body and the 1394WEB control architecture specification. such.

The Unit_software_version designates the 1394WEB ,,  [p_Address_Extension Leaf for_attached_network
Fevision level supported by the device. The format is shown (BC, ,— This directory entry is for the address offset to the
in Table 8. data leaf for the IP address extension table, see Table 10. The

data leaf contains IP addresses for devices on connected
TABLE 8 non-1394 networks (but also could be bridged 1394 net-
Unit_software._version coding 25 works). The table is included in communications devices of
_ — types (e.g., bridge) that connect through to foreign (non-
First octet 014 1394) networks. The table can be expanded to include as
i;@;d octet ﬁ?jor Xersi"n I;uml;” (Cmemlly 83)16) many IP addresses as required. The address of the commu-
ird octet inor Version Number (cutrently 0016) nications device itself should not be included in the table.
30

Discovery_control_bits (38,4) TABLE 10

Key value (38, ) permitted by the IEEE1212R specifica- IP Address Extension Leaf
tion section 8.8 for the private use by the owner of the -
directory and architecture is used for the Discovery_con- 35 Leaf Length -1 (n),¢ CRC-16,6
trol_bits immediate value. ’ TP Address 1 (e, 32 bi)

TABLE 9 IP Address n (e.g., 32 bit)
Discovery__control__bits
40  Inregards to Control word for Discovery Control Bits, use
FWHCP  Configuration Which IP of a ROM entry for the actual Discovery Control Bits word
iegr;';r ﬁgeergtf”%gm ]e))O not address? as defined herein works but is an example implementation.

X Yes = 1 1394 Dev. IP- Assignd_ As ROM is not designed to be written efficiently (i.e., ROM

Count Address  1Built- areas have to be erased and writing them is slow relative to

o6 s 4 5 . BH@OS - 45 other hardware e.g. register). Registers are provided in the

1394 hardware for data that must be written to frequently. In
another version, a 1394 Register can be used for the ‘Dis-

These are control bits in 1394 ROM space 402 accessible covery_control_bits’ control word. Registers are in a space
by local and remote device. The control bits are used by the also addressable by other devices, whereby another device
IP address configuration agent 406 and the User Interface 50 can look up in the ROM the address of the Register and then
description generation agent 408 as described further below. write to that Register.

In one embodiment of the invention, said control bits Referring FIG. 95, one or more devices include an IP
provide the following information: address configuration agent (FWHCP) 406 (e.g., all Ul

Bit 0—Which IP address—Indicates which IP address is devices and Gateway devices and any other device that can
used or is in-use i.e, the Built-In address (=FALSE) or ss be a Control initiator). The FWHCP configuration agent 406
Assigned Address (=TRUE). This is set by the operating IP accesses all devices” IP address values in data in the 1394
configuration agent FWHCP 406. ROM 402 across the 1394 network 300. For synchronization

Bits 1, 2—Configuration Operating Do not use—When commencement and completion of commencement of other
set indicate that the 1394 device discovery and also, sepa- applications (e.g., the Ul description generation), the
rately, the IP configuration agents 404 and 406, respectively, so FWHCP agent 406 also accesses the ‘configuration operat-
are operating and therefore the values referred to are invalid ing’ control bits.
as they can change or are not yet written. These bits are set Referring to FIG. 9¢, devices capable of displaying user
by the local (device) 1394DDA agent 404. The 1394DDA interfaces, and also some other devices (e.g., Gateway
agent 404 clears the 1394 Dev. Count bit and the operating devices), can include the UI description generation agent
FWHCP agent 406 clears the IP-address bit. 65 (UIDGA) 408 for generating the top-level Ul description

Bit 3—Presence of FWHCP Server Agent 406—Is set if
the device has an operable FWHCP agent 406. This bit and

250 in e.g. HTML. Because as detailed above only one IP
configuration agent 406 operates per network 300, not all

Ex. 1033 — TCL Indus Holdings Co., Ltd.
TCL Indus Holdings Co., Ltd. v. LGE — IPR2023-00238
Page 32 of 47



US 7,200,683 Bl

25

devices need to include the IP configuration agent 406,
though all devices can include an IP configuration agent 406.
If a device has the operating IP Configuration Agent 406 and
is a User Interface Device then the IP configuration agent
should operate before the UI Description Generation agent.
The UI description generation agent (UIDGA) 408 utilizes
information including control bits defined in the 1394 ROM
space 402 and other information (e.g., for determining
which FWHCP operates is the Global Unique ID (GUID) of
Bus_Info_Block of Table 3) for determining which IP con-
figuration agent 406 (if multiple in the network) operates,
synchronizing commencement and for access to the in-use
IP addresses. Any device may have and operate a UIDGA for
making the HN_Directory page (top-level discovery page).
After the IP addresses are configured UIDGA reads the
addresses to make the HN_Directory page. In each client
device, when Ul description generation is complete, the GUI
generation and run-time environment 410 (e.g., Web
Browser 200 in FIG. 2) uses the UT description HTML file
250 to access all devices’ HTTP file space for icons, names
and logos (icon.HTM, Name.HTM and Logo.HTM are
contained in pages 204, and 204) to generate the full
top-level GUI 220 for display in that client device. Web
Browser uses HTML file 250 to render the actual GUI
graphics, in the process accessing files from the devices e.g.
Icon.HTM, Name.HTM and Logo.HTM and in turn access-
ing any additional files these files reference e.g. ICON.GIF
and LOGO.GIF.

1394 Device Discovery Agent (1394DDA)

Referring to FIGS. 9a—c, 10 as discussed, each 1394WEB
device in the network 300 can include the device discovery
agent 404. The device discovery agent 404 enumerates the
1394 devices in 1394 address space connected to the 1394
bus, wherein the raw discovery is performed in 1394 hard-
ware. The Self_ID and Physical Node Number Assignment
and the steps leading to it is the basic discovery process
performed by the interface hardware/firmware. All devices
monitor the Self_ID cycles and make a note of the existence
0f 1394 devices. This is a part of 1394 software for any 1394
device: (1) Reset—DBus reset propagates to all interfaces, on
device power-up, device attachment and device detachment,
(2) Tree Identification—Transforms a simple net topology
into a tree, to establish a ROOT which is master for certain
functions: Bus Cycle Master, Highest priority in arbitration
for bus time, (3) Self Identification—Assigns Physical Node
number (address) and also exchange speed capabilities with
neighbors. Highest numbered node with both Contender Bit
and Link-on Bit is Isochronous Resource Manager.

The discovery agent 404 writes the final count value of the
devices to the 1394 ROM space to communicate it to other
agents. The device discovery agent 404 is the first software
agent to execute after a 1394 reset cycle, and control bits
(Discovery Control Bits 2 and 1, Configuration Operating:
1394DDA, and IP_Address) are used to delay other agents,
including the configuration agents 406 and 408, from execu-
tion until the discovery agent 404 has finished execution.

In one embodiment, the 1394DDA agent 404 in each
device performs the steps 500, 502 including: (1) setting
synchronization control bits (i.e., ‘1394DDA in progress’
and ‘IP configuration in progress’ bits) in the device’s own
1394 ROM space 402 to indicate that the 1394DDA in
progress and IP configuration is in progress (IP configuration
will not be in progress if 1394 DDA is executing) and that
the values of 1394 device count and IP address are not valid,
whereby said control bits inhibit other agents (e.g., 408)
from operating prematurely; as such the 1394 DDA
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executes, then an elected FWHCP executes, and then (usu-
ally for Ul device) UIDGA executes; (2) counting the
number of 1394 self-identity sequences after a 1394 Reset to
discover the number of devices and effectively their local
node addresses for use by the other agents 406, 408; (3)
writing the device count value to the device’s own 1394
ROM space 402; and (4) clearing (e.g., to false) the syn-
chronization control bit for ‘1394DDA in progress’ in the
device’s own 1394 ROM 402, wherein the ‘IP configuration
in progress’ bit remains set and is cleared later by the
operating FWHCP agent 406.

Alternative Architecture for Configuration with IP
Address list in network communication (bridge) device is
possible. For example, the IP address list of IP addresses of
devices on a bridged (e.g., non-1394 network) can alterna-
tively be examined at the IP configuration stage by the
FWHCP agent 406 rather than only at the UIDGA stage by
the UIDGA agent 408. This allows the FWHCP agent 406 to
detect and correct address collisions and therefore allow
operation without having two separately defined address
ranges, one for the 1394 network 300 and one for the
non-1394 network 119. Correction of address collision can
be accomplished by modifying the address of a colliding
1394 device as the bridged network IP address list cannot be
modified by the aforementioned agents 406, 408 for the
1394 network 300. Configuration is more reliable if the
FWHCP agent 406 can check the addresses in the bridged
network 119 for collision prior to allowing the addresses
used on the 1394 network 300.

IP Address Configuration Agent (FWHCP Agent)

Referring to FIGS. 9a—c, 10 the IP Address Configuration
software agent (FWHCP) 406, operates to provide ‘Fixed’ IP
address management and to detect and correct IP address
clashes in the mass manufactured 1394 devices. All
1394WEB Ul devices include, and other devices can
include, an FWHCP agent 406. Only one FWHCP agent 406
operates in the network however. The 1394DDA 404 agent
is the first software agent to execute after a 1394 reset cycle,
and as aforementioned the 1394DDA 404 agent sets the
‘1394DDA in progress’ and ‘IP configuration in progress’
bits to delay the FWHCP agent 406 until the 1394DDA
agent 404 has executed to completion.

In one embodiment, the IP Address configuration agent
406 in a device performs steps including polling the
1394DDA  configuration operation control bit (i.e., the
‘1394DDA in progress’ bit) to determine if the 1394DDA
configuration software agent 404 has executed to comple-
tion. If so, then the FWHCP agent 406 uses the count of
devices determined by the 1394 DDA agent 404, and reads
GUID’s and Control Words from every device (step 504) to
determine which device in the network 300 is selected to
execute its FWHCP agent 406 (step 506). The selected
device is one with an FWHCP agent 406 that finds it has the
highest GUID (step 508). All other FWHCP agents 406 in
other devices remain dormant (step 510). The operating
FWHCP agent 406 reads the ‘in-use’ (active) IP address
(determined by Discovery_control_bits BIT 0) from each
local node (e.g. units present on the interface, host) and
listed (step 512). In one version, the software agent makes
a list for saving the IP addresses to an ‘Array’ as they are
read (steps 514-518). The list will be in memory (RAM or
DRAM) under the control of the compiler and OS. In-use
status is determined by a bit setting in the device, which
indicates whether the built-in or assigned address is in-use.
In Table 7 the IP_address_assigned and IP_address_built_in
are in the 1394Web Unit Directory.
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The operating FWHCP agent 406 examines said list for
collision among IP addresses listed therein (other collision
detection and resolution methods can also be used) (steps
520-522). If a collision is detected, the FWHCP agent alters
the colliding addresses by e.g. substituting the least signifi-
cant 6 bits of IP address for their 6 bit node address (step
524). Only the minimum number of alterations are per-
formed to relieve the collision. If one of the colliding
addresses is already an assigned address, then that address is
altered in preference to the colliding built-in address by e.g.
incrementing the 6 bit substitute value and re-checking until
the collision is resolved. The FWHCP agent 406 writes the
altered value back to the device and the control bit (Dis-
covery_Control_Bits: Bit 0) is set to indicate that the
assigned IP address is in-use, and the built-in default is no
longer in-use (step 526). The process is repeated for each IP
address (step 528). After the collision resolution process, the
operating FWHCP agent 406 accesses each device in turn
and sets the ‘IP configuration in-progress’ bits in each device
to e.g. ‘false’ to indicate that the indicated IP address is valid.

UI Description Generation Agent

In conventional WWW operation, users access the same
top level page. Referring to FIGS. 45, 7 and 9-11, according
to an aspect of the present invention however, all UI devices
(e.g., devices capable of displaying user interfaces) include
an UI description generation agent (UIDGA) 408 to inde-
pendently generate a top-level Ul page 220 for control of the
devices on the local network (e.g., network 100, network
300, etc.) by users. In one example, a client device (e.g., PC)
dynamically generates a locally saved default page 220 for
user control of devices connected to the network 100. This
allows each Ul device (e.g., DTV 102) to generate a different
view 220 of the home network e.g. with a larger more
prominent icon for that UI’s devices displayed. As such, the
user is readily made aware of which Ul device is ‘right here’
(in front of the user) or in the case of access external to the
home, no device is ‘right here’. A device without a Ul can
generate a Ul for another device but is unaware of type of
device (e.g., Cable Modem generates UI of HN devices for
user external to the home). In this case the actual UI device
is unknown. Therefore no particular device is prominent in
the GUI. Further, manufacturers of devices connected to the
network 100 can provide their own GUI design 202, 204 in
each device as desired. In addition later, improved Browser
and Web technology designs need not be hampered by
existing technology.

Non-UI devices, particularly those devices performing a
gateway function, can also include a Ul Description Gen-
eration agent 408 to generate top-level GUI descriptions
250, without including GUI Generation and Run-Time pro-
cesses 410 (e.g., Web Browser 200) to generate and display
GUIs 220. With appropriate address use (e.g., using the
RFC1918 private addresses on the local HN), this allows
external WWW access to the 1394WEB network devices.
External addresses are assigned ‘real” IP addresses suitable
for Internet use. Generally there is a unit (e.g., gateway type
unit) with the UIDGA 408 which represents the home to the
outside Internet. The gateway’s UIDGA generates a different
UI description for the outside use (remote access case
different from inside local device use), using the home’s IP
address with extended links to identify which home device
local private IP address.

UI devices execute the following software processes to
generate and display views 220 of the network 100/300: (1)
1394 Device Discovery Agent 404 described above, (2) Ul
Description Generation Agent (UIDGA) 408, and (3) GUI

=)
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Generation and Run-Time (e.g., Web Browser 200) process
410. Referring to FIG. 11, in one embodiment, a UIDGA
agent 408 in a device performs steps including polling the IP
address configuration bits in the device’s own 1394 ROM
402 to ensure completion of the FWHCP agent 406, prior to
accessing any further IP information (step 600). Upon
completion of FWHCP agent 406, using the count of devices
generated by the 1394DDA agent 404, the UIDGA agent 408
then accesses the control word in each device currently
connected to the network, to determine the settings for the
‘configuration operating’ false, and ‘in-use’ IP addresses bits
(the UIDGA agent 408 makes the top-level HTML page,
HN_Directory page, 220 shown by e.g., in FIGS. 5-6).
Thereafter, the UIDGA agent 408 reads the actual in-use IP
address value, and builds a complete list of the IP addresses
of the devices currently connected to the network 300. The
IP address list includes information (e.g., Icon, Logo, Name,
etc.) from every device, and is written in HTML by using the

50 IP address of each device. Before it can include the

addresses, the UIDGA 408 finds the address of each device
by accessing each device and checking to see which address
is in use by reading Table 9, Discovery_control_bit, control
bit (Bit 0). Then UIDGA 408 reads Table 7 Address either

5 Built_in or Assigned. For devices that communicate to

bridged networks, as determined by the presence of the
extension IP address list entry in that device’s 1394 ROM
402, the UIDGA agent 408 reads the extension IP-addresses
from the list (IP_Address_Extension_Leaf) to allow those

30 devices to be included in the GUI 220. The entry BC

(IP_Address_Extension_Leaf) contains a reference link
address that points to the actual data leaf. Devices on the
attached bridged network are only included in the IP_Ad-
dress_Extension_Leaf list if they also support the 1394WEB

5 type of service i.e. they have Web Server and Icon. HTM etc

and Control pages (‘index.htm).

The UIDGA agent 408 reads the IP address list (step 602)
and generates the top-level network UI description 250
(FIG. 9¢) in e.g. HTML (e.g., Appendix 1) using the IP

40 address list (UIDGA outputs the HN_Directory, top-level

network Ul page, HTML file) (step 604). The UIDGA agent
408 uses the IP Addresses in the hypertext links to each
device for the icon.htm, namehtm and logo.htm files.
UIDGA writes an HTML file including the references to

45 each discovered device’s HTML page i.e. ICON.HTM,

NAME.HTM, LOGO.HTM (e.g., Appendix 2, 3, 4). The
UIDGA agent 408 then uses HTML files to reference items
including the icon and logo graphics files and name data,
rather than including the raw icon.gif or logo.gif and raw

0 name text in the top level Ul description 250 (step 606). This

allows said items to be changed by the corresponding device
to reflect current status, customized by the manufacturer or
configured by the user at the device, without causing any
change in the top-level HTML UI description 250 in the

55 controlling UI device. Though one graphic per device is

shown in the example GUI pages 220 (FIGS. 5-6), customi-
zation allows inclusion of more than one graphic file refer-
enced by ICON.HTM or LOGO.HTM and more text in the
NAME.HTM. In one embodiment, HTML frames are uti-

60 lized to implement the UI description 250 as showing in

examples further below. Use of frames stabilizes the appear-
ance of the GUI 220 in the event of “bad citizen’ devices. For
example a device presenting too many words or overly large
text in its ‘name’ frame will only affect that device’s GUI

s look (by having some of the words truncated and not

displayed) and not adversely affect the appearance of the
whole Top-level GUI 220 in the UI device. The UIDGA 408
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then invokes the GUI generation process 410 (e.g., browser)
in a client device to generate and display a user interface
(step 608).

GUI Generation and Run-Time Processes

The GUI generation process 410 (e.g., Web Browser 200)
utilizes the UI description 250 in e.g. HTML to generate
GUI pages 220 on UI devices. In one example, to provide
keyboard-less operation for consumer electronics devices
(e.g., DTV) the Browser 200 at start-up defaults to reading
and rendering a locally generated ‘top-level-devices.html’
description 250 to generate the network top-level control
GUI 220. Locally as used here means in the same device (a
UI device having a UIDGA that generates the device’s own
HN Directory (top-level) GUI of the network devices). HN
Directory, Top level Network Ul and Discovery page are the
same. For personal computers (PC) with keyboard this need
not be the default. For CE devices, launch of the Browser
200 is delayed until after completion of the UIDGA default
page 250 generation by the UIDGA agent 408. In the event
that UIDGA agent 408 cannot complete its tasks, then the
Browser 200 displays an alternative Ul page 220 showing a
network configuration error occurred (e.g., “Unable to gen-
erate the HN_Directory Page because of xxxxxx. Try dis-
connecting device xxxxxxx. Network configuration error
number xxxxxx occurred. Contact service Tel service xxx-
XXX-XXxx or Web service http://www.service.com.”)

To generate the GUI 220, the Browser 200 fetches the
‘icon.htm’, ‘name.htm’ and ‘logo.htm’ files from device
information 202, 204 in each referenced device (i.e., in the
UI description, where for example ICON.HTM is in the
HN_Directory Page HTML file) as defined by the HTML UI
description 250. The contents of these pages 202, 204 (e.g.
the icon graphic) need not be static and can be altered
dynamically to reflect device status change, or after user
customization. In order to display the most current top-level
page 220, the Browser 200 does not cache the ‘icon.htm’,
‘name.htm’ and ‘logo.htm’ files. In another version, a check
is always made first to determine if the device has made any
changes to the HTML files 202, 204 it holds. HTTP “Con-
ditional get” is used for checking the status of controlled
device. Depending on the status code returned, the Browser
200 will either read from its cache or fetch a fresh or updated
copy the HTML file 202, 204 from the devices. The HWW
GUI display is not affected unless there is any change of the
status of the controlled device.

The browser 200 does not attempt to display the top-level
HN directory until it has been completely generated. If the
HTML 250 is not generated within some reasonable amount
of time, the browser displays an alternate page. If a network
configuration error is the source of the problem, the alternate
page might provide some technical support or user diagnos-
tic assistance.

Whenever the user returns to the top-level HN directory
or causes it to be refreshed, the browser 200 redisplays the
page 220 in its entirety. This is necessary because the HTML
250 that underlies the top-level HN directory may have been
regenerated if a device has been added to or removed from
the network 100. It is also possible for device icons to be
updated to reflect changes in their device’s operating state.
As such, browsers implemented by EIA-775.1 devices use
HTTP “conditional get” requests to determine whether or
not fresh copies of web pages or graphics are retrieved from
the server.

In this aspect, the present invention provides a User
Interface description where user discovery of devices is thus
made entirely with references (i.e. in the abstract), where the

40

45

30

references are ‘containers’ for the discovery information
(e.g., text and/or graphics) of each device and resident on
each device. Each ‘container’ includes actual textual infor-
mation and/or references to one or more graphics formatted
information files where each file may include one or more
images and/or text. Use of the reference ‘containers’ allows
each device to choose its preferred UI content or graphics
format or alter its UI content to be displayed (by changing
the text or graphic information referred to) without need to
have the UI description page altered in any way. Therefore,
communication of changes with the generating agent soft-
ware of the Discovery Ul description is not required. In one
version, devices reference their e.g. ICON and LOGO
graphics files indirectly using HTML files enabled by cre-
ating the network Top-level description using HTML
frames. Similarly the device name that is displayed under the
icon is represented by NAME HTML file. HTML files are
used to reference e.g. the icon and logo graphics files and
name data rather than include the raw icon.gif or logo.gif
and raw name text. This allows the item to be changed to
reflect current status, customized by the manufacturer or
user configured at the device without causing any change in
the top-level HTML description. This level of abstraction
allows the Top-level Ul description to be always the same
regardless of the graphics ICON and LOGO file names and
types and NAME text to be displayed. Also the device may
use different, multiple or dynamically change the graphics
files and text displayed in the Top-level GUI without the
change needing to be communicated to the UIDGA. The
change is automatically included whenever the GUI is
redisplayed. Use of frames also stabilizes the GUI display in
the event of bad citizen devices using non-displayable
graphics or text as the error is confined to the particular
frame and doesn’t affect the whole GUL

The change is automatically included whenever the GUI
is redisplayed.

In one example, network devices top-level Ul description
is generated independently by any network device and
certainly by devices capable of displaying UI (UI device).
Generating a user interface in each device rather than
generating a centrally Ul, allows a device to show its own
device icon/text preferentially in the GUI. In addition each
GUI is manufacturer customizable, user configurable and
also more reliable because it does not depend on another
device e.g. a single central server. This is demonstrated with
the 1394 scheme above. Multiple UI generation is enabled
because all device IP addresses are accessible via the 1394
interface. Ul devices (with Browser) include UIDGA agent
to generate their own top-level GUI description after a 1394
reset cycle when a device attached or power-up.

All UI devices independently generate a top-level UI page
for control for the local network. This is different from the
conventional WWW operation wherein users access the
same top level page. According to one version the present
invention, the client device (e.g., PC) dynamically generates
a locally saved default page file for any purpose, allowing
each Ul device (e.g., DTV) to generate a different view of
the home network e.g. with a larger more prominent icon for
its own display. Further manufacturers have scope to make
their own GUI design better then another. In addition later,
improved Browser and Web technology designs need not be
hampered by earlier technology.

Referring to Appendices 1-4, illustrative examples for the
following are provided: (1) Top-Level Page description 250
(Appendix 1); (2) Background.htm (Appendix 2); (3)
Icon.htm (Appendix 4); and (4) Name.htm (Appendix 4).
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Linked External Web Server/service

According to another aspect of the present invention,
network configuration and user interface (UI) description
generation for the home network top-level page Graphical
User Interface (GUI) are performed to provide external
services (e.g. web services) from an external network (e.g.,
Portal) as well as from home network devices 11. In one
embodiment, The external network includes interconnected
devices providing services (e.g., servers comprising one or
more computing systems executing software for providing
services). As such, in one example, manufacturer’s Portal
(external Web Server) services from an external network 702
(FIG. 7) are included in home network top-level user inter-
face description 250.

In one implementation, internet gateway address of a
gateway 700 is defined in an address space visible to all
1394 devices in the home network 300. Thereafter, for at
least one device 11 (e.g., client device 12 such as DTV 102)
in the home network 300, if a gateway 700 is detected by e.g.
the discovery agent 404, then the UI description generator
agent (UIDGA) 408 of that device 11 can include external IP
addresses in the home network top-level Ul description
(TLNUID) 250 (as well as Home Network device addresses
described above) of that device 11.

Alternatively, each device 11 can discover the gateway
device 700 by communicating and obtaining information,
for example, from another device (such as DTV 103, or
cable modem) to get the gateway IP address, or the device
11 can communicate with the gateway device (use gateway
device’s internal IP address) to get the public/external IP
address of gateway device. External services from an exter-
nal network 702 of interconnected devices 704, can be
accessed from one or more IP addresses (or Portal) known
to the UIDGA 408 when the top level GUI 220 is generated
or refreshed in that device 11. In a version, the external home
portal IP address is preprogrammed into the UIDGA 408,
whereby the UIDGA 408 need not obtain the external
address through the gateway device. In one example, each
device 704 includes one or more computing/computer sys-
tems executing software for providing services (web ser-
vices), wherein the devices 704 are interconnected via
routers and communication links (e.g., Internet).

FIG. 12 illustrates a pictorial outline of the TLNUID 250
showing actual HTML file name reference and address of a
logoicon htm file 710A (residing in a server 704 in the
external network 702), and an actual HIML file name
reference and address of a logoname htm file 712 A (residing
in a server 704 in the external network 702). FIG. 13
illustrates the Browser rendered GUI 220 based on the
TLNUID 250. Content of logoicon and name items 710B,
712B in FIG. 13 for services from the Portal are refreshed
whenever the top-level GUI page 220 in that device 11 is
updated. Further, Portal or content page hits are generated
whenever the network top-level GUI 220 in that device 11
is refreshed (and preferably not when top-level description
250 is generated).

In one example implementation, the manufacturer of a
device 11 (e.g., DTV 102) can choose to program the
UIDGA 408 in that device 11 to include externally provided
service logos icons in the home network top-level GUI 220
of the device 11. Such functionality is built-in to the GUI
description generator agent (UIDGA) 408. The service logo
page 708B, logo graphics 710B and text 712B, address a
web server 704 external to the home network. The logos
710B can represent, and be actively hyper-linked to, ser-
vices, information, media etc. provided by devices 704 in the
external network 702 via the gateway 700. Further, device
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icon spaces 708B unused in the Top-level Home Network
device’s page 220 can be filled with service logos or icons
710B and names 712B from an external Web site provided
by a server device 704. In one example, there can be as many
as 12 unused icon spaces for a minimum home network
including one device. Referring to the example TLNUID
250 and the GUT 220 in FIGS. 12-13, there are a minimum
of 12 service logo-graphic 710B, logo-name 712B sets for
the GUI 220. The logo file names 710A can have a number
from 1 to 12 e.g. logoiconl.htm through logoicon12.htm,
and are accessed in order from lower to higher numbers.
Similarly, the name file names 712A can have a number
from 1 to 12 e.g. logonamel .htm through logoname12.htm,
and are accessed in order from lower to higher numbers. The
following example specification is similar to that for device
icon described above.

A logo icon and name file, 710A, 712A, respectively, per
service represent the service graphically in the Top-level
Home Network devices page 250 shown in FIG. 12, and in
the corresponding GUI 220 shown in FIG. 13. A graphic file
710B having a name is referenced in a corresponding HTML
page 710A. The graphic 710B is hyper-linked to the service
top-level page 710A. An example graphic specification can
include: Graphic file type of GIF, JPG or PNG (any name),
and Logo icon graphic maximum size of 70(V)x130(H)
pixels. An HTML page 250 references the graphic file 710A,
with the first accessed file 710A representing the primary
service logo graphics 710B named logoiconl.htm 710A.
Subsequent logos can use files with incrementing number. It
is possible to include more than one graphic reference in
logoiconl.htm. In this case the service image is hyper-linked
to the service home page and the second image (e.g.,
logoinconl__1.htm) can be hyper-linked to a different loca-
tion.

Further, a minimum of one logo name file 712A includes
text 712B to augment the logo graphic (logoicon.htm) in the
Top-level Home Network devices page 250. The text 712B
includes a few words to go with the service logo icon
graphic relevant to the service. Name (e.g., “VCR livin-
groom” as name of a VCR in the livingroom) can include
text in an HTML page called logonamel.htm. Subsequent
logos can use files with incrementing number. Preferably,
only the file name is standardized and not the text. The text
can also be hyper-linked. An example specification can
include: Text unspecified, without font restriction. As an
example with Font size 10, two lines of text can be displayed
under the logo icon.

An example discovery process supported by every home
device 11 supporting the EIA-1394WEB standard is now
described. Because user control of devices indirectly via a
Graphical User Interface (GUI) 220 is important for key-
board-less operation of devices 11 anywhere on the Home
Network 300, and for services provided by devices 704
outside the home network 300, one function of the discovery
process is to bootstrap Internet Protocol and bootstrap Web
based control. The former includes device discovery 404 and
IP address configuration 406 and the latter includes genera-
tion of a top-level network user interface description (TL-
NUID) 250 by the UIDGA 408 for the Browser default page
that it renders to generate the top-level user control GUI 220.
The UI description (GUI source description) 250 in FIG. 12
includes graphical icon reference 706A and a textual name
reference 707A representing each device 11 in the home
network 300, corresponding to graphic 706B and name
707B, respectively, in FIG. 13. The UI description (GUI
source description) 250 further includes the graphical icon
reference 710A and a textual name reference 712A repre-
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senting each external service from the external network 702,
corresponding to graphic 710B and name 712B, respec-
tively, in FIG. 13. The Browser collects a graphic image(s)
and name from each device and service, as renders the GUI
220 as shown by example in FIG. 13.

Each 1394WEB Ul device 11 (e.g., client device 12 such
as HDTV 102) separately generates the network top-level Ul
description 250, allowing the device to give priority to itself
in the displayed GUI. In FIGS. 12-13 a host HDTV 102 that
generates and presents the top-level GUI 220 assumes
priority and uses a 4x large size icon. Different manufac-
turers can develop their own GUIs and can develop different
ones for each device model wherein e.g. a hand-held Web
controller generates a much simpler GUI than a HDTV.

For a home network connected 300 to an external network
702 such as the World Wide Web (e.g., via the internet),
device (e.g., TV) manufacturers can design a device UIDGA
408 to include logo or icon pages (e.g., logoiconl.htm and
logoname1.htm) hyper-linked from the manufacturer’s Web
site in a server 704 in the external network 702. In FIGS.
12-13 the bottom row includes e-commerce logos 712B
from an example external Web Server or Home Portal,
address 209.157.0.2, operated by a TV manufacturer. The
primary logo item shown on the left hand side is an example
logo graphic 710B and name 712B from the manufacturers
Web site (e.g. domain name homewideweb.net, address
209.157.0.2). In that example, the YAHOO™ jcon embed-
ded in the second logo page (e.g., logoicon2.htm and
logoname?2.htm) is obtained from the TV manufacturer’s
Web site or Home Portal and not directly from the YAHOO
web site. The TV manufacturer may allow customization of
the GUI 220 wherein service icons and logos are obtained
from a Web Server or Portal outside of the manufacturer’s
control.

In one example, the discovery process reads information
from the 1394 address space data storage (e.g., configuration
ROM structure), as defined in clause 8 of ISO/IEC 13213.
Although called ‘ROM” it is assumed that the address space
is write-able to allow user configuration and modification of
user relevant stored values. The discovery process substan-
tially comprises the steps described hereinabove, with the
following additional or different functions for external Web
link. Fach device 11 keeps an extension data leaf in 1394
ROM space for IP addresses of devices 704 on the non-1394
network 702 (e.g., FIGS. 7, 14), and additionally an imme-
diate data value for the Internet Gateway address as infor-
mation for all the 1394 devices 11. Any 1394 device 11 can
discover the Gateway address. The Internet Gateway device
700 or a device (e.g., DTV 103) communicating with

non-1394 network 702 supporting the gateway device 700 5

includes the IP address of the gateway in ROM space
(1212R) as defined. One or more devices 11 (e.g., DTV 102)
can make their own icon more prominent (bigger), give the
entire GUI 220 a different look and include logos and icons
710B from the external portal (e.g. manufacturer or other
website provided by one or more devices 704 in the external
network 702). Logos 710B from an external Web site(s) or
Portal can be included in the top-level GUI 220 under the
control of e.g. the TV manufacturer provided DTV UI
description generator 408, for various (e.g., business) pur-
poses. One or more of the devices 11 can further include IP
address of Internet Gateway (if gateway or bridge device if
present), relevant to the discovery IP address for 1394WEB
in the 1394 configuration ROM.

Referring to FIG. 15, during an example operation sce-
nario of a UIDGA 408 in a device 11 (step 800), if a gateway
IP address is encountered during the search of 1394 ROM
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space (step 802), it is noted to allow inclusion of externally
accessed logos 710A, 712A in the Top-Level Network Ul
Description (TLNUID) 250. Then the UIDGA 408 reads the
IP address list of devices in the home network 300 (step 804)
discovered by the DDA 404, the UIDGA 408 obtains the
home portal IP address (step 806) and generates the
TLNUID 250 in HTML using the IP address list, including
links to external services provided by the network 702 (step
808). As shown by example in FIG. 12, the representative
format of the TLNUID 250 comprises a matrix of icon
graphics and underlying text representing the functions of
the devices or services to the user. The Home Network
devices 11 are given priority in the valuable TLNUID
device-icon space. According to the TLNUID description
250, for home network devices 11, the icon.htm 706 A page
contents 706B are placed in the large space and, and the
name.htm 707A content 707B in the smaller of the vertically
adjacent frames for each device. IP addresses of devices 11
connected to the home network 300 are used in the hypertext
links to each device for their icon.htm and name.htm files
(shown by examples further below) (step 810).

Further, during operation of the UIDGA 408 in a device
11, if a Gateway 700 is detected (e.g., by the DDA 404), any
device-icon GUI spaces remaining as a result of e.g. having
a small network, using multiple levels (e.g., moving some
device icons to a second level page), etc. can be used for
externally accessed logo-items 708 A, at the discretion of the
UIDGA 408. In the TLNUID 250, the external logo-items
708A (e.g., each a logo graphic file 710A and associated
name 710B) are obtained from, for example, a manufactur-
er’s Web server (e.g. home portal) at a fixed external IP
address in the external network 702 under the control of the
manufacturers UIDGA 408. The logo-items 708A include
predefined page names 710A, 712A, and are accessed in
number order (e.g., logoiconl.htm, logonamel.htm first and
then logoicon2.htm, logoname2.htm and so on) (step 812).
The manufacturer (or operator of the Web server) can insert
the appropriate graphics and/or text with hyper-links inside
said pages 710A, 712A. As such, in this example,
logoiconl.htm 710A and logonamel.htm 712A, get included
in the TLNUID 250 more often, and higher numbers are
included least. The TLNUID 250 is then utilized by the
browser 410 to generate and display the GUI 220 (step 814).

In example versions of the TLNUID 250, HTML files are
used to indirectly reference the actual graphics files 710B
and name data 712B rather than directly including the raw
graphic file name/type and name text. This provides a layer
of abstraction that allows the item (e.g., actual graphics files
710B and name data 712B) to be changed on the device side
to reflect current status, customized by the manufacturer or
user configured at the device without causing any change to
the TLNUID HTML 250. Though intended for one graphic,
more than one graphic file and text can be referenced by
icon.htm or logoiconx.htm and graphics and text referenced
in name.htm and logonamex.htm.

In example embodiments, HTML frames are used to
implement the UT description 250. Use of frames stabilizes
the GUI 220 appearance in the event of “bad citizen’ devices.
For example a device presenting too many words or over
large text in its ‘name’ frame will only affect that device’s
GUI look (by having some of the words truncated and not
displayed) and not adversely affect the appearance of the
whole Top-level GUI. As the Top-level description 250 is
generated independently by Ul capable devices (e.g. client
devices 12 such as DTV 102), the exact design need not be
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standardized. The icon and logo graphics and name maxi-
mum sizes are standardized to facilitate design of the GUI
matrix.

The top-level GUI 220 including many devices 11 and
services 708B can be designed according to a prior user
access frequency. Devices 11 or services 708B with higher
access frequency can be given prominent display on the
top-level GUI 220 or higher level GUI pages for ease of use.
A software agent running with the Browser can be utilized
to provide such a function. The software agent monitors the
user access to each device 11 or service 708B, counts the
accesses and saves the number of accesses per device/
service IP address to a data file in a place that is accessible
by the User Interface description generator agent UIDGA
408. The data file comprises e.g. a simple list of IP addresses
and counts. If a file and count already exists for a particular
IP address, the new count is added to the existing value.

In one version, the UIDGA 408 is preprogrammed with
one or more IP addresses in the external network 702 to
access one or more external web sites, wherein a portal
comprises one or more fixed web sites. The DDA 404
discovers the devices 11 in the home network 300, while the
UIDGA 408 is responsible to generate the top level TLNUID
250. The gateway 700 is used to route the data to external
networks 702. Every time there is a request to access an
outside network 702, for example, external portal on an
internet web site, the request is routed by the gateway 700
to the outside network 702 (specified by network commu-
nication). The UIDGA 408 uses the preprogrammed external
portal IP address to generate the TLNUID 250 for the
top-level GUI 220 including e.g. an icon graphic represen-
tation 710B for the external services, then the GUI 200 is
presented to the user. When a user accesses the external
link/network by clicking on an icon 710B in the GUT 220
representing a device/service in the outside network 702, the
request is sent out of home network 300 to the external
network 702 through the gateway 700. The Browser 410 is
used to display the top level GUI 220, just the same as the
case where no external links are used. In one version, the
UIDGA 408 only includes a ‘base’ external service portal IP
address (e.g. a device manufacturer’s web site or portal
address), without the need to know the external link IP
addresses of other external services such as yahoo.com,
amazon.com, which are stored in the base portal web site
and then provided to the GUI 220, in files such as
logoiconl.htm, described by example below.

Though in the above description an example implemen-
tation describes manufacturers as placing portal information
in the devices, others are possible. Further, though the
external web site is described as a device manufacturer’s
web site, any other external web site can also be utilized.

Referring to Appendices 5-12, illustrative examples for
the following htm files for generating the TLNUID and GUI
in FIGS. 12-13 are provided:
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of area, i.e. the bottom row, shows logo pages 708B from the
manufacturer’s chosen external Web Server or Portal of a
fixed IP address. The TLNUID 250 is generated using
frames. Hyper-links to the local device 11 graphics and
name pages all use their 10.X.X.X local addresses. Hyper-
links for the externally provided logo graphics and names
pages 710A, 712A use the single external IP address (e.g.,
209.157.0.2) provided by the manufacturer. As such control
of the logo display 708B, and services offered, is provided
by the TV or device manufacturer i.e. the provider of the
TLNUID generator agent 408 in each of one or more devices
11. The “DVD 1” device 11 icon frame includes two
graphics from the device 11. This does not affect the
TLNUID 250, however when the Browser 410 renders the
GUI 220, at least one icon.htm 706A can reference two
graphics files, one (device graphic 721) hyper-linked to the
device 11 top level control page and the other (logo 720)
hyper-linked to the manufacturer Web Server for customer
support, service, help, etc.

The icon.htm 706A example description page is accessed
from the device 11 when the Web Browser 410 renders the
top-level GUI 220 and used to fill an icon space. The
browser 410 reads this page 706A and makes further
accesses to the device 11 to fetch the actual graphic icon.gif
7068 for display. The icon.htm 706A description shows that
the device default control page index.htm is the hyper-link
attached to the graphics causing the page to be fetched when
invoked. When invoked the device home control page is
displayed in a new Browser window.

The name.htm 707 A example description page is accessed
from the device 11 by the Web Browser 410 when it renders
the top-level GUI 220. The text 707B contained in name.htm
707A is placed directly under the icon 706B and provides
ability, through facilities provided to the user through the
device control pages, to apply user-customized text under
the icon.

The logoinconl.htm 710A example description page is
kept on an external Web Server 704 operated by the hard-
ware manufacturer (e.g., homewideweb.com). The page
710A can include logo graphics to enable access to a service.
A hyper-link in the TLNUID 250 provides access to the
external Web Server 704 supporting that particular service.
In this example case the address actually corresponds to the
same Web Server or the Portal supporting the logo pages
themselves—domain name ‘homewideweb.com’. The
logoiconl.htm 710A example description page is accessed
in the Web Server 704 by the Web Browser 410 in the device
11 to render the top-level GUI 220. Similarly the file
logonamel.htm 712A in the server 704 is accessed by the
browser 410, and the text 712B in logonamel.htm 712A is
placed directly under the logo graphic 710B and can be used
to augment the graphic in describing the service.

As such there is a first hyper-link between the top level
page 250 in the device 11 and the logoinconl.htm file 710A

Appendix 5—Top-Level Page Example TLNUID (in- 55 in aserver 704, and there is a second hyper-link between the
dex.htm) logoiconl.htm file 710A and the actual logo graphic 710B.
Appendix 6—background.htm example The UIDGA 408 places the first hyper-link to the
Appendix 7—icon.htm example logoinconl.htm file 710A in the top level page 250 for use
Appendix 8—FExample name.htm by the browser 410 to access the logoinconl.htm file 710A
Appendix 9—Example logoiconl.htm 60 kept in the server 704, and the browser 410 utilizes the

Appendix 10—Example logonamel .htm

Appendix 11—Example logoicon2.htm

Appendix 12—Example logoname2.htm

The Top-Level Page Example TLNUID (index.htm) 250
implements the TLNUID 250 and GUI 220 shown in FIGS.
12-13. Eight Home Network devices 11 are shown repre-
sented in the top 75% area of the GUI 200. The lower 25%

second hyper-link in the logoincon1.htm file 710A to access
the actual logo 710B (e.g., home wide web, Yahoo™,
Amazon™, etc.) to display in the GUI 220 in the device 11.

In one example, the logoiconl .htm file 710A in the home
portal (e.g., server 704) includes a hypertext link to the
corresponding Home Wide Web icon graphics file 710B in
the home portal, and the logoiconr.htm file 710A in the home
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portal (e.g., server 704) includes a hypertext link to Yahoo™
IP address for the corresponding Yahoo icon graphics file
710B.

The logoicon2.htm hyper-link is kept on an external Web
Server 704 operated by the hardware manufacturer, and is
for an external Web Server supporting a particular service.
In this example, the logoicon2.htm includes hyper-link to
the IP address of the YAHOO™ domain 204.71.200.75 to
reference directly to the YAHOO Web site. DNS (providing

38
address offset to the data leaf for the IP_Address_Internet_
Gateways_Leaf as shown in example table 12 below. Gate-
way addresses are used by host client software to direct
external addresses to the Internet. Filtering for external
addresses is by assumed sub-net mask 255.0.0.0 for the
10.X.X X private network.

TABLE 12

name address look-up and allowing use of the name) is not 10 IP_Address Internet Gateway Leaf
required as the user interacts with the Yahoo graphic which Leaf L . CRC16

does not change, and its hyper-link in the logoicon2.htm eaf Length -1 ()1 _6

page can easily be changed to reflect any new address any IP Address 1 (32 bif)

time the GUI 220 is redisplayed/refreshed. In one example, e ‘

the actual GUI 220 is generated from the HTML description 15 [P Address n (32 bit)

250 at start-up or re-start after a device 11 has been added

to the network 300, and at a refresh. . . .

For the example linked external web server implementa- Further, in addition to the requirement that the Bus_In-
tion, example Table 11 below is used instead of the unit fOTB1°Ck> Roc?t_Directory, and Un'it Directories be present,
directory table 7 above, showing the EIA-775 Unit Direc- 20 it is also required that a Model Directory be present (e.g.,
tory, whereby the following EIA-1394WEB specific infor- Table 13.below). The following ﬁf:lds (defined in IEEE1.212r
mation should appear in the EIA-1394WEB Unit Directory. are r equired of all nodes supporting the EIA-775 specifica-

tion: Model_ID, Textual descriptor for Model_ID. The
TABLE 11 Model-Directory portion of the ROM is referenced by the
55 Model_Directory offset field in the Root Directory.
EIA-1394WEB Unit Directory
directory length CRC TABLE 13
1256 Unit_specification_ID (EIA = 005068,¢) Model directory
136 Unit__software__version (010100 ,4) _Model_Directory
‘ ) 30

386 Discovery__control__bits .
396 Assigned_ Count_of 1394_ devices directory length CRC
3A IP__Address_ Built__in
3B‘156 IP_Address_Assigned ézls device__name; hi:i?i?lgesc1'i tor offset
BCy¢ IP__ Address_ Extension Leaf for_attached_ network 6 — ibly other fiold P
BD,g IP_ Address_ Internet Gateways_ Leaf e <possibly other Lields>>
—i6 <<possibly other fields>> 35 S

The Unit_specification_ID specifies the identity of the As used herein, in one example, seryices proyided by the
organization responsible for the architectural interface of the netvs./ork 102, 0Orone or more of the de}v1ces 704, includes e.g.
unit and the specification. In this case the directory and 40 services, information, data, transactions, e-commerce, data
identity value=005068 ;. refers to the EIA as the responsible transfer, news, information, manufacturer wel.g sites, etc. that
body and the EIA-1394WEB control architecture specifica-  can be provided by the Internet and Word Wide Web. Other
tion. services provided by other external networks are contem-

A data leaf contains a table of gateway IP addresses to  Plated by the present invention.
allow for more than one gateway address. It is intended for 45 Although the present invention has been described in

communications devices. This may be the same device or in
another device on a bridged network (e.g., FIG. 7 including
the 1394 and non-1394 device). An IP_Address_Internet_
Gateways_Leaf (BD, ) directory entry is included for the

considerable detail with regard to the preferred versions
thereof, other versions are possible. Therefore, the appended
claims should not be limited to the descriptions of the
preferred versions contained herein.

APPENDIX 1

Top-Level Page Example

<HTML>
<HEAD>

<TITLE>HN Devices Page</TITLE>

</HEAD>

<FRAMESET ROWS="2%,47%,2%,22.5%,2%,22.5%,2%" border=0 color=black>
<NOFRAMES>Sorry does not support frames</NOFRAMES>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=*“background.htm” SCROLLING="no” NORESIZE>

</FRAMESET>

<FRAMESET COLS="1.2%,23.5%,1.2%,48.2%,1.2%,23.5%,1.2%"”>

<FRAMESET ROWS="100%,0%">
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APPENDIX 1-continued

Top-Level Page Example

<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="48%,4%,48%"">
<FRAMESET ROWS="73%,27%"">
<FRAME SRC="http://10.1.1.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.1.1.1/name.htm” SCROLLING="n0" NORESIZE>
<FRAMESET>
<FRAMESET ROWS="100%,0%"">
<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=http://10.1.1.10/icon.htm™ SCROLLING="no” NORESIZE>
<FRAME SRC=http://10.1.1.10/name.htm” SCROLLING="n0" NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
<FRAMESET ROWS=73%,27%">
<FRAME SRC="http://10.1.22.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.1.22.1/name.htm” SCROLLING="n0” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="48%,4%,48%"">
<FRAMESET ROWS="73%,27%">
<FRAME SRC="http://10.1.229.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.1.229.1/name.htm” SCROLLING="n0" NORESIZE>
<FRAMESET>
<FRAMESET ROWS="100%,0%"">
<FRAME SRC="background.htm” SCROLLING="n0" NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%"">
<FRAME SRC="http://10.30.30.1/icon.htm” SCROLLING="n0" NORESIZE>
<FRAME SRC="http://10.30.30.1/name.htm” SCROLLING="no” NORESIZE>
<FRAMESET>
</FRAMESET>
<FRAMESET ROWS=100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
<FRAMESET COLS="1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%">
<FRAMESET ROWS=*100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC="http://10.41.1.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.41.1.1/name.htm” SCROLLING="n0" NORESIZE>
</FRAMESET>
<FRAMESET ROWS=100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
<FRAMESET ROWS=73%,27%">
<FRAME SRC="http://10.41.21.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.41.21.1/name.htm” SCROLLING="n0" NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC="http://10.45.1.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.45.1.1/name.htm” SCROLLING="n0” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC="background.htm” SCROLLING="no" NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC="http://10.100.1.1/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.100.1.1/name.htm” SCROLLING="n0" NORESIZE>
</FRAMESET>
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APPENDIX 1-continued

Top-Level Page Example

<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET COLS=1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%,23.5%, 1.2%">
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*73%,27%">
<FRAME SRC=“http://10.122.22.1/eia.htm™ SCROLLING="no” NORESIZE>
<FRAME SRC=“http://10.122.22.1/eia.htm™ SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=%73%,27%">
<FRAME SRC=*http://10.122.122.122/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC=*http://10.122.122.122/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://10.122.122.123/icon.htm” SCROLLING=“no”"NORESIZE>
<FRAME SRC=“http://10.122.122.123/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://10.122.122.124/icon.htm™ SCROLLING=“no” NORESIZE>
<FRAME SRC=“http://10.122.122.124/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no”" NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
</FRAMESET>
<BODY BGCOLOR=“#FFFFF(0” TEXT="#000070” LINK“#0000{F
ALINK="#FF0000” VLINK="#007986">

</BODY>
</HTML>
45
APPENDIX 2 APPENDIX 3-continued
Background.htm example “ Tcon.htm example
<HTML>
<HEAD> <IMG SRC=“icon.gif” border=0>
<TITLE>Background</TITLE> </CENTER>
</HEAD><BODY BGCOLOR="#007986"></BODY> <BODY>
</HTML>
55 </HTML>
APPENDIX 3
APPENDIX 4
Icon.htm example 60
Name.htm example
<HTML>
<HEAD> <HTML>
<TITLE>Device Icon</TITLE> <HEAD>
</HEAD> <TITLE>Device Name</TITLE>
<BODY BGCOLOR="“#FFFFF0” TEXT="%000070" LINK="#0000{f" </HEAD>
ALINK=“#FF0000” VLINK="#007986"> 65 <BODY BGCOLOR=“#FFFFF0” TEXT="#000070" LINK="#0000{F"
<br><br><CENTER> ALINK=“#FF0000” VLINK="#007986">
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APPENDIX 4-continued

Name.htm example

<CENTER><FONT size=+0>Samsung Device</font></CENTER>
</BODY>
</HTML>

APPENDIX 5

Top-Level Page Example TLNUID (index.htm)

<HTML>
<HEAD>
<TITLE>HN Devices Page</TITLE>
</HEAD>
<FRAMESET ROWS="2%,47%,2%,22.5%,2%,22.5%,2%” BORDER=0
COLOR=black>
<NOFRAMES>Sorry does not support frames</NOFRAMES>
<FRAMESET ROWS="100%,0%">
<FRAME SRC="“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET COLS="1.2%,23.5%,1.2%,48.2%,1.2%,23.5%,1.2%">
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="48%,4%,48%">
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://10.1.1.2/icon.htm” SCROLLING=“no” NORESIZE>
<FRAME SRC=“http://10.1.1.2/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm™ SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=73%, 27%">
<FRAME SRC="http://10.1.1.63/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC=“http://10.1.1.63/name.htm” SCROLLING="“no” NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*73%, 27%">
<FRAME SRC=“icon.htm” SCROLLING=“no” NORESIZE>
<FRAME SRC=“name.htm” SCROLLING="“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no" NORESIZE>
</FRAMESET>
<FRAMESET ROWS="48%,4%,48%">
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://10.41.1.2/icon.htm” SCROLLING=“no” NORESIZE>
<FRAME SRC=“http://10.41.1.2/name.htm” SCROLLING="“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://10.10.1.2/icon.htm” SCROLLING="“no” NORESIZE>
<FRAME SRC=*“http://10.10.1.2/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm”™ SCROLLING=“no”" NORESIZE>
</FRAMESET>
<FRAMESET COLS="1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%">
<FRAMESET ROWS=*100%,0%">
<FRAME SRC=“background.htm” SCROLLING=“no" NORESIZE>
</FRAMESET>
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APPENDIX 5-continued

Top-Level Page Example TLNUID (index.htm)

<FRAMESET ROWS="73%,27%">
<FRAME SRC=*http://10.1.1.200/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.1.1.200/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=100%,0%">
<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=73%,27%">
<FRAME SRC=“http://10.1.10.20/icon.htm™ SCROLLING="no” NORESIZE>
<FRAME SRC=“http://10.1.10.20/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*73%,27%">
<FRAME SRC=“http://10.1.99.2/icon.htm” SCROLLING="no”” NORESIZE>
<FRAME SRC=“http://10.1.99.2/name.htm™ SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=73%,27%">
<FRAME SRC=*http://10.1.99.9/icon.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://10.1.99.9/name.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS=100%,0%">
<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET COLS="1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%,23.5%,1.2%">
<FRAMESET ROWS="100%,0%">
<FRAME SRC="“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://209.157.0.2/logoiconl.htm” SCROLLING="“no” NORESIZE>
<FRAME SRC=“http://209.157.0.2/logonamel.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC="http://209.157.0.2/logoicon2.htm” SCROLLING="no” NORESIZE>
<FRAME SRC=*http://209.157.0.2/logoname2.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC=“background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://209.157.0.2/logoicon3.htm” SCROLLING="“no” NORESIZE>
<FRAME SRC=“http://209.157.0.2/logoname3.htm” SCROLLING=“no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="100%,0%">
<FRAME SRC="background.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS="73%,27%">
<FRAME SRC=“http://209.157.0.2/logoicon4.htm” SCROLLING="no” NORESIZE>
<FRAME SRC="http://209.157.0.2/logoname4.htm” SCROLLING="no” NORESIZE>
</FRAMESET>
<FRAMESET ROWS=*100%,0%">
<FRAME SRC="“background.htm™ SCROLLING="no” NORESIZE>
</FRAMESET>
</FRAMESET>
<FRAMESET ROWS=100%,0%">
<FRAME SRC="“background.htm” SCROLLING=“no” NORESIZE>

</FRAMESET>
</FRAMESET>
<BODY BGCOLOR=“#FFFFF0” TEXT="#000070" LINK="#00001"
ALINK="#FF0000” VLINK="#007986">
</BODY>
</HTML>
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APPENDIX 6

48

APPENDIX 10-continued

background.htm example

Example logonamel.htm

<HTML> 5 <A HREF="http://209.157.0.2” target="__blank”>Home Wide Web</A>
<HEAD> </CENTER>
<TITLE>Background </TITLE> </BODY>
</HEAD> </HTML>
<BODY BGCOLOR="#007986"></BODY>
</HTML>
10
APPENDIX 11
APPENDIX 7 Example logoicon2.htm
icon.htm example <HTML>
15 <HEAD>
<HTML> <TITLE>Logo Icon 2</TITLE>
<HEAD> </HEAD>
<TITLE>Device Icon</TITLE> <BODY BGCOLOR=“#FFFFF0” TEXT=“#000070" LINK="#00001F"
</HEAD> ALINK="#FF0000” VLINK="“#007986">

<BODY BGCOLOR="“#FFFFF0” TEXT="#000070" LINK=“#0000{"
ALINK="#FF0000” VLINK="#007986">

<BR><BR>
20 <CENTER>

<BR><BR> <A HREF=“http://204.71.200.75” TARGET=*__blank”><IMG
<CENTER> SRC=*yahoo.gif” BORDER=0></A>
<A HREF=“index.htm” TARGET="_blank”><IMG SRC="icon.gif” </CENTER>
BORDER=0></A> </BODY>
</CENTER> </HTML>
</BODY> 25
</HTML>
APPENDIX 12
APPENDIX 8 Example logoname?2.htm
Example name.htm 30 <HTML>
<HEAD>

<HTML> <TITLE>Logo Name 2</TITLE>
<HEAD> </HEAD>
<TITLE>Device Name</TITLE> <BODY BGCOLOR=“#FFFFF0” TEXT=“#000070" LINK="#00001F"
</HEAD> ALINK=“#FF0000” VLINK="“#007986">

<BODY BGCOLOR=“#FFFFF0” TEXT="#000070" LINK=“#0000{f"
ALINK="#FF0000” VLINK="#007986">

35 <CENTER>
<A HREF=“http://204.71.200.75” TARGET="_ blank”>Directory

<CENTER> Services</A>
<FONT SIZE=+0>HDTV Master Bedroom</FONT></CENTER> </CENTER>
</BODY> </BODY>
</HTML> </HTML>
40
APPENDIX 9 What is claimed is:
1. A method for providing user interfaces in a first

Example logoicon1.htm 45 network including first devices interconnected via a com-
<HTML> munication medium and at least one interface device con-
<HEAD> necting said first network to at least a second network
<TITLE>Logo Icon 1</TITLE> providing services, comprising the steps of:
</HEAD>

<BODY BGCOLOR=“#FFFFF0” TEXT="#000070" LINK="#0000{"
ALINK="#FF0000” VLINK="#007986">

<CENTER>

<A HREF=“http://209.157.0.2” TARGET=*_blank”><IMG
SRC=*hww1.gif” BORDER=0></A>

</CENTER>

</BODY>

</HTML>

APPENDIX 10

Example logonamel.htm

<HTML>

<HEAD>

<TITLE>Logo Name 1</TITLE>

</HEAD>

<BODY BGCOLOR="“#FFFFF0” TEXT="%000070" LINK="#0000{f"
ALINK=“#FF0000” VLINK="#007986">

<CENTER>

in one or more devices in the first network:

(a) obtaining information from one or more of said first
devices currently connected to the first network, said
information including device information compris-
ing graphical user interface information for user
interaction with that device; and

55 (b) generating a graphical user interface description
based on the graphical user interface information, the
graphical user interface description including:

(1) at least one reference associated with the device
information of each of said one or more first

60 devices, and
(2) at least one reference associated with the services

provided by the second network;
wherein the graphical user interface description allows
displaying a graphical user interface to a user for

65 controlling the devices that are currently connected to

the first network and furnishing services of the second
network, via the graphical user interface.

[

0
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2. The method of claim 1, wherein the first network
comprises a 1394 network, and the second network com-
prises a non-1394 network.

3. The method of claim 1, wherein the interface device
comprises a gateway device.

4. The method of claim 1, wherein the second network
comprises a plurality of interconnected second devices pro-
viding one or more services.

5. The method of claim 4, wherein each of said second

50

portal, wherein the first portal includes service information
comprising at least identification information representing
said services provided by the first portal.

16. The method of claim 15, wherein the said identifica-
tion information in the first portal further comprises a
hyper-link to service information provided by a second
portal in the second network.

17. The method of claim 16, wherein:

the second network comprises a plurality of intercon-

devices comprises at least one computer system pro- 10 nected computer systems programmed to provide ser-
grammed to provide services. vices;

6. The method of claim 4, wherein: the first portal comprises one or more of said computer

the second network comprises the Internet, and systems providing services of the first portal; and

at least one of said second devices providing services the second portal comprises one or more of said computer
comprises one or more web servers providing services. 15 systems providing services of the second portal.

7. The method of claim 6, wherein a service provided by 18. A network system for performing services, compris-

at least one of the devices connected to the second network ing:

comprises a web site service. a local network of first devices interconnected via a
8. The method of claim 1, wherein each reference in the communication medium;

user interface description associated to services provided by 20  an interface device connecting the local network to an

the second network comprises at least one hyper-text link to external network providing services,

service information in the second network. a user interface description generation agent in at least

9. The method of claim 1 further including the step of: one of said first devices configured for:

(c) displaying a user interface based on said user interface (a) obtaining information from one or more of said first
description on a device connected to the first network 25 devices currently connected to the local network,
capable of displaying a user interface, for user control said information including device information com-
of said first devices and communication with the sec- prising graphical user interface information for user
ond network. interaction with that device; and

10. The method of claim 9, wherein the step of displaying (b) generating a graphical user interface description

each user interface further includes the steps of: 30 based on the graphical user interface information, the

using each reference in the corresponding user interface
description to access the associated information in each
first device;

using each reference associated with services provided by

the second network to access corresponding service
information;

generating the user interface including: (1) information

corresponding to each first device using the accessed
information in each first device, and (2) service infor-
mation; and

displaying the user interface on said device capable of

displaying a user interface.

11. The method of claim 1, wherein the step of generating
a user interface description further comprises the steps of:
associating a hyper-text link with the device information of
one or more of said first devices, and associating at least a
hyper-text link with the service information provided by the
second network.

12. The method of claim 1, wherein: (1) the device
information in each device in the first network includes a
user interface description for user interaction with that
device, and (2) the service information in the second net-
work includes at least a user interface description for user
interaction with a service.

13. The method of claim 1, wherein each reference
associated with services provided by the second network
comprises at least one hyper-text link to service information
in the second network, wherein the service information
comprises at least identification information representing a

w
Y
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graphical user interface description including:

(1) at least one reference associated with the device
information of each of said one or more first
devices, and

(2) at least one reference associated with the services
provided by the external network.

19. The network system of claim 18, wherein the local
network comprises a 1394 network, and the external net-
work comprises a non-1394 network.

20. The network system of claim 18, wherein the interface
device comprises a gateway device.

21. The network system of claim 18, wherein the external
network comprises a plurality of interconnected second
devices providing one or more services.

22. The network system of claim 21, wherein each of said
second devices comprises at least one computer system
programmed to provide services.

23. The network system of claim 21, wherein:

the second network comprises the Internet, and

at least one of said second devices providing services

comprises one or more web servers providing services.

24. The network system of claim 23, wherein a service
provided by at least one of the devices connected to the
second network comprises a web site service.

25. The network system of claim 18, wherein each ref-
erence in the user interface description associated to services
provided by the external network comprises at least one
hyper-text link to service information in the external net-
work.

service. 60  26. The network system of claim 18, wherein:

14. The method of claim 13, wherein the identification at least one of the first devices in the local network
information comprises a logo information file including a includes a user interface device capable of displaying a
link to a logo graphic representing the service. user interface, the user interface device including a user

15. The method of claim 1, wherein the second network interface generation agent configured for:
includes at least a first portal for providing services, and a 65  displaying a user interface based on said user interface

reference associated with services provided by the second
network comprises at least one hyper-text link to said first

description, for user control of said first devices and
communication with the external network.
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27. The network system claim 26, wherein the user
interface generation agent in the user interface device is
further configured for:

using each reference in the corresponding user interface

description to access the associated information in each
first device;

using each reference associated with services provided by

the external network to access corresponding service
information;

52

said information including device information com-

prising graphical user interface information for user

interaction with that device; and

(b) generating a graphical user interface description

based on the graphical user interface information, the

graphical user interface description including:

(1) at least one reference associated with the device
information of each of said one or more first
devices, and

generating th? user interface incll}ding:_ (1) information 10 (2) at least one reference associated with the services
corresponding to each first device using the accessed provided by the external network.
information in each first device, and (2) service infor- . . .
mation; and 37. The cont.rol device of claim 36, wherein the local
displaying the user interface on said user interface device. network comprses a 1394 network, and the external net-

28. The network system of claim 27, wherein each ref- 15 work comprises a n0n.-1394 nerork. . .
erence associated with services provided by the external 38. The control device of claim 36, wherein the interface
network comprises at least one hyper-text link to service device comprises a gateway device.
information in the external network, wherein the service 39. The control device of claim 36, wherein the external
information comprises at least identification information network comprises a plurality of interconnected second
representing a service. 20 devices providing one or more services.

29. The network system of claim 28, wherein the identi- 40. The control device of claim 39, wherein each of said
fication information comprises a logo information file second devices comprises at least one computer system
including a link to a logo graphic representing the service. programmed to provide services.

30. The network system of claim 27 wherein the external 41. The control device of claim 39, wherein:
network mcludes~ atleast a ﬁFst portal for prpv%dmg services, 25 no second network comprises the Internet, and
and a reference in the user interface description associated . . o .
with services provided by the external network comprises at at least one of said second devices prov'ld.lng SCIvices
least one hyper-text link to said first portal, wherein the first comprises one or more web servers providing services.
portal includes service information comprising at least iden- 42. The control device of claim 41, wherein a service
tification information representing said services provided by 30 provided by at least one of the devices connected to the
the first portal. second network comprises a web site service.

31. The network system of claim 30, wherein said iden- 43. The control device of claim 36, wherein each refer-
tification information in the first portal further comprises a ence in the user interface description associated to services
hyper-link to service information provided by a second provided by the external network comprises at least one
portal in the external network. 35 hyper-text link to service information in the external net-

32. The network system of claim 31, wherein: work.

the external network comprises a plurality of intercon- 44. The control device of claim 36 further comprising:

H?Cted computer systems programmed to provide ser- a user interface device capable of displaying a user
vices, . . interface; and

the first portal comprises one or more of said computer 40 . . . .

systems providing services of the first portal; and auser 1nt§:rface generation agent conﬁgured for dlsp}a}flng
the second portal comprises one or more of said computer auser interface baseq on said user interface descr:lpnpn,
systems providing services of the second portal. fqr user control of said first devices and communication

33. The network system of claim 18, wherein said at least with the external network.
one reference associated with the services provided by the 45  45. The control device of claim 44, wherein the user
external network is predetermined. interface generation agent is further configured for:

34. The network system of claim 18, wherein the user using each reference in the corresponding user interface
interface description generation agent further associates a description to access the associated information in each
hyper-text link with the device information of one or more first device;
of said first devices, and associates at least a hyper-text link 50 ysing each reference associated with services provided by
with the service information provided by the external net- the external network to access corresponding service
work, in the user interface description. information;

3,5' T,he netwgrk system of CI?Im ,18’ wherein: (1) the generating the user interface including: (1) information
device information in each device in the first network corresponding to each first device using the accessed
includes a user interface description for user interaction with 55 information in each first device, and (2) service infor-
that device, and (2) the service information in the external mation: and ’
network includes at least a user interface description for user . . . . . .
interaction with a service. displaying the user interface on said user interface device.

36. A control device for providing a user device commu- 46. The control device of claim 45, wherein each refer-
nication and control in a local network of interconnected o ence associated with services provided by the external
first devices, the local network connected via an interface network comprises at least one hyper-text link to service
device to an external network providing services, the control ~ information in the external network, wherein the service
device comprising: information comprises at least identification information

a user interface description generation agent configured representing a service.

for: 65  47. The control device of claim 46, wherein the identifi-

(a) obtaining information from one or more of said first
devices currently connected to the local network,

cation information comprises a logo information file includ-
ing a link to a logo graphic representing the service.
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48. The control device of claim 45, wherein the external
network includes at least a first portal for providing services,
and a reference in the user interface description associated
with services provided by the external network comprises at
least one hyper-text link to said first portal, wherein the first
portal includes service information comprising at least iden-
tification information representing said services provided by
the first portal.

49. The control device of claim 48, wherein said identi-
fication information in the first portal further comprises a
hyper-link to service information provided by a second
portal in the external network.

50. The control device of claim 49, wherein:

the external network comprises a plurality of intercon-

nected computer systems programmed to provide ser-
vices;

the first portal comprises one or more of said computer

systems providing services of the first portal; and

54

the second portal comprises one or more of said computer

systems providing services of the second portal.

51. The control device of claim 36, wherein said at least
one reference associated with the services provided by the
external network is predetermined.

52. The control device of claim 36, wherein the user
interface description generation agent further associates a
hyper-text link with the device information of one or more
of said first devices, and associates at least a hyper-text link
with the service information provided by the external net-
work, in the user interface description.

53. The control device of claim 36, wherein: (1) the
device information in each device in the first network
includes a user interface description for user interaction with
that device, and (2) the service information in the external
network includes at least a user interface description for user
interaction with a service.

* * * * *
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