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Friends Don't E-Mail Friends HTML
Carl Voth describes himself as a regular guy — a 37-year-old family man
who lives in scenic British Columbia with his wife and three young
daughters. But he's also the dude who discovered a fatal flaw in Microsoft
and Netscape programs that allows forwarded e-mails to be traced and
read. Voth, who works as a […]

CARL VOTH DESCRIBES  himself as a regular guy -- a 37-year-old family man

who lives in scenic British Columbia with his wife and three young daughters.

But he's also the dude who discovered a fatal flaw in Microsoft and Netscape

programs that allows forwarded e-mails to be traced and read.

Voth, who works as a systems design engineer, says he's always been a security buff.

He subscribes to e-mail discussion lists, browses websites and thinks about the issue

constantly.

"One day back in 1998 I was driving home in my car and I got to thinking about

what could be done with the new technologies," Voth said. "I was wondering if the

contents of an e-mail could be pushed out without the user knowing."

So he spent a few hours learning JavaScript and found that if he embedded

"document.body.innerText" into an e-mail, he could access the message once it was
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forwarded to other people if they were using HTML/Java-enabled readers.

He sent his bugged e-mail to a couple buddies who agreed to be guinea pigs. Each

friend added a message to the original e-mail before forwarding it to somebody

else. Each time, Voth got a copy of the entire forwarded mail, including their

comments.

"To my horror I found that this wasn't just a theory," Voth said. "It worked. Each time

the message was forwarded, the information was sent back to me."

Then he contacted Russ Cooper, administrator of NTBugTraq, a bug-reporting e-

mail list for Windows NT users. But Cooper suggested it was a privacy issue, not an

NT problem. So Voth contacted Richard Smith, a privacy whiz who was then the

president of Phar Lap, a company that produces embedded development tools.

Smith told Voth to contact Microsoft directly. So he did.

"I e-mailed them all the details and a copy of the script," Voth said. "They got back to

me in a couple days, acknowledged the problem was there, but said they weren't

going to do anything about it. They said it was a matter of customer convenience."

Voth got steamed and then published the entire JavaScript on the Internet. Although

it was written in 1998, a little tweaking would quickly update it, he added.

"It's better to let the world know that this is out there so that people can protect

themselves from it," Voth said. "Some evil twerp could have used it for some

nefarious purpose."

He hoped that posting the code would force Microsoft to change their policy and

forgot about it. Then a few weeks ago, he stumbled across an Internet discussion

about different types of Web bugs that allow cookies to be installed on computers or

alert e-mailers when a message is read.

"So I fired an e-mail off, basically saying 'you missed one,'" Voth said. Richard Smith,

who was now the chief technology officer of the Privacy Foundation, answered, and

the rest is history.
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The Privacy Foundation experimented with Voth's JavaScript for two weeks, and

found that Outlook Express and Netscape 6 e-mail readers were vulnerable to

attack because both companies had default preferences that enabled JavaScript and

HTML formats. The foundation reported its findings Monday morning, and the

feeding frenzy began.

"I'm not exactly relishing my 15 minutes of fame or whatever the hell this is," said

Voth, who sounded weary from dumbing down his story for the benefit of ignorant

reporters.

"My dream solution is very simple: I want the vendors to do two things. First, don't

run JavaScript in e-mail messages. Second, if someone forwards an e-mail, make

sure the JavaScript is stripped out before sending the e-mail."
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Sundar Pichai on Google’s AI, Microsoft’s AI, OpenAI, and … Did We Mention
AI?
The tech giant is 25 years old. In a chatbot war. On trial for antitrust. But its CEO says Google is good for 25

more. 

STEVEN LEVY
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The US Is Finally Challenging Google's Search Dominance
Google’s search dominance is going on trial in the biggest US antitrust case since a crackdown on Big Tech

that started in 2019.

PARESH DAVE

A Letter Prompted Talk of AI Doomsday. Many Who Signed Weren't Actually AI
Doomers
In March a viral letter called for a pause on AI development, warning that algorithms could outsmart

humanity—but many experts who signed on did not believe the technology poses an existential risk.
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Nvidia Chip Shortages Leave AI Startups Scrambling for Computing Power
Trimming profits, delaying launches, begging friends. Companies are going to extreme lengths to make do

with shortages of GPUs, the chips at the heart of generative AI programs.

PARESH DAVE

Senators Want ChatGPT-Level AI to Require a Government License
A new US government body would force companies to seek a license before working on powerful AI

models like OpenAI's GPT-4, under a bipartisan proposal by senators Richard Blumenthal and Josh

Hawley.
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Facebook Is Giving Up on News—Again
Meta says it will retire Facebook's "news" tag in the UK, France, and Germany, ahead of rules that might

force it to pay for content. Users may not care, but it has left media scrambling.

NICOLE KOBIE

Meta’s News Block Causes Chaos as Canada Burns
News has been removed from Facebook and Instagram after the Canadian government told Meta to pay

publishers, leaving consumers unable to access vital information during wildfires.

TRACEY LINDEMAN
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How to Take Back the Internet
Cory Doctorow talks about everything that threatens to make the internet “a toxic waste dump”—and the

ways you can regain control of your choices online.

GIDEON LICHFIELD
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