IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS
WACO DIVISION

WEBROOT, INC. and OPEN TEXT, INC.,
Plaintiffs
NO. 6:22-cv-239-ADA-DTG

V.

TREND MICRO INC., JURY TRIAL DEMANDED

Defendant.

TREND MICRO INC,,

V.

WEBROOT, INC. and OPEN TEXT, INC.,
Counter-Defendants,
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OPEN TEXT CORP.
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DEFENDANT’S PRELIMINARY INVALIDITY CONTENTIONS

Defendant Trend Micro Inc. (“Trend Micro” or “Defendant”), by their attorneys, make
these Invalidity Contentions concerning U.S. Patent No. 8,418,250 (the “’250 patent™), U.S. Patent
No. 8,726,389 (the “’389 patent”), U.S. Patent No. 9,578,045 (the “’045 patent”), U.S. Patent No.
10,257,224 (the “’224 patent”), U.S. Patent No. 10,284,591 (the “’591 patent”), and U.S. Patent
No. 10,599,844 (the “’844 patent”) (collectively, the “Asserted Patents”) to Open Text, Inc.

(“Open Text”) and Webroot, Inc. (“Webroot”) (all together “Plaintiffs”) in connection with the
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above-referenced action, pursuant to the Court’s Scheduling Order (Dkt. No. 31) and the Court’s
Order Governing Proceedings — Patent Cases (Dkt. No. 15). The citation of prior art herein and
the accompanying exhibits are not intended to reflect Defendant’s claim construction contentions,
which will be disclosed in due course in accordance with the Scheduling Order, and may instead
reflect Plaintiffs’ apparent (and potentially erroneous) claim constructions based on its
Infringement Contentions.

Defendant’s Preliminary Invalidity Contentions herein reflect Defendant’s knowledge as
of this early date in the present action. Defendant reserves the right, to the extent permitted by the
Court and the applicable statutes and rules, including but not limited to the Court’s Order
Governing Proceedings — Patent Case, to modify and/or supplement the Preliminary Invalidity
Contentions in response to becoming aware of additional prior art or information regarding prior
art, any modification or supplementation of Plaintiffs’ Infringement Contentions, any claim
construction by the Court, or as otherwise may be appropriate.

The Scheduling Order and the Order Governing Proceedings — Patent Case contemplate
that these Preliminary Invalidity Contentions would be prepared and served in response to
Plaintiff’s Infringement Contentions. However, Plaintiff’s Infringement Contentions are
insufficient because they lack proper and complete disclosure as to how Plaintiff contends that
Defendant infringes the Asserted Claims. Defendant reserves the right to amend the Preliminary
Invalidity Contentions in response to any permissible supplementation or amendment of Plaintiffs’
Infringement Contentions. Due to Plaintiffs’ failure to provide proper and complete disclosure of
their Infringement Contentions, under the Order Governing Proceedings — Patent Case, Defendant
reserves the right to seek leave from the Court to amend these Invalidity Contentions should

Plaintiffs be allowed by the Court to amend their Infringement Contentions or its apparent claim



constructions. Defendant also reserves the right to amend these Invalidity Contentions in light of
positions that Plaintiffs or their expert witnesses may assert concerning claim construction,
infringement, and/or invalidity issues. Defendant also reserves the right to amend these Invalidity
Contentions without leave of court as permitted by the Order Governing Proceedings — Patent
Case. Defendant also reserves the right to amend these Invalidity Contentions in response to
positions taken by Plaintiffs in Preliminary Infringement Contentions with regards to any patents
that were added in their First Amended Complaint, including patent(s) related to the Asserted
Patents, such as, but not limited to, U.S. Patent No. 11,409,869, which is a continuation of the 844
patent.

Defendant’s Exhibits attached hereto cite to particular teachings and disclosures of the
prior art as applied to features of the asserted claims. However, persons having ordinary skill in
the art generally may view an item of prior art in the context of other publications, literature,
products, and understanding. As such, the cited portions of prior art identified herein are
exemplary only. Defendant may rely on the entirety of the prior art references listed herein,
including un-cited portions of those prior art references, and on other publications and expert
testimony shedding light on those prior art references, including as aids in understanding and
interpreting the cited portions, as providing context thereto and as additional evidence that the
prior art discloses a claim limitation.

Defendant will also rely on documents, products, testimony, and other evidence to establish
bases for and motivations to make combinations of certain cited references that render the asserted
claims obvious. Defendant may rely upon corroborating documents, products, testimony, and
other evidence including materials obtained through further investigation and third-party discovery

of the prior art identified herein, that describes the invalidating features identified in these



contentions; evidence of the state of the art in the relevant time period (irrespective of whether
such references themselves qualify as prior art to the Asserted Patents), including prior art listed
on the face of the Asserted Patents and/or disclosed in the specification (“Admitted Prior Art”);
and/or expert testimony to provide context to or aid in understanding the cited portions of the
identified prior art.

The references discussed in the Exhibits herein disclose the elements of the asserted claims
explicitly, implicitly, or inherently, and/or they may be relied upon to show the state of the art in
the relevant time frame. To the extent the attached claim charts cite to a reference for each element
or limitation of an asserted claim, Defendant contends that such reference anticipates that claim
and/or renders that claim obvious in view of the state of the art and/or knowledge of a person of
ordinary skill in the art. In addition, to the extent that the attached claim charts cite to additional
references, Defendant contends, in addition and/or in the alternative, that the asserted claim is
rendered obvious for the reasons set forth in the attached charts. To the extent suggested
obviousness combinations are included in the attached claim charts, they are provided in addition
to and/or in the alternative to Defendant’s anticipation contentions and are not to be construed to
suggest that any reference included in the combinations is not by itself anticipatory.

For purposes of these Preliminary Invalidity Contentions, Defendant identifies prior art
references and provides element-by-element claim charts based, in part, on the apparent claim
constructions advanced by Plaintiffs in their Infringement Contentions. Nothing stated herein shall
be treated as an admission or suggestion that Defendant agrees with Plaintiffs regarding either the
scope of any of the asserted claims or the claim constructions advanced in the Infringement
Contentions. Moreover, nothing in these Preliminary Invalidity Contentions shall be treated as an

admission that any Defendant’s accused technology meets any limitations of the claims.



Pursuant to the Order Governing Proceedings — Patent Case, Defendant has provided
disclosures and related documents pertaining only to the asserted claims as identified by Plaintiffs
in their Infringement Contentions. Defendant will further supplement their document production
should they later find additional, responsive documents, such as, for example, documents produced
by third-parties. Much of the art identified in the attached Exhibits reflects common knowledge
and the state of the art prior to the filing date of the Asserted Patents.

Each of the asserted claims! of the Asserted Patents is anticipated by and/or obvious in
view of one or more items of prior art identified herein, alone or in combination. The identification
of obviousness combinations is not intended to be exhaustive, as there are many possible
combinations of the references that one of ordinary skill in the art would have been motivated to
make, and it is not practical to provide details of all such possible combinations.

L. Alleged Priority

In their Infringement Contentions, Plaintiffs contend that:

 “The ’250 Patent is entitled at least to the earliest priority date listed on the face of the
patent, June 30, 2005, corresponding to Foreign Application No. 0513375.6 (GB).”

* “The ’389 Patent is entitled at least to a priority date of June 30, 2005 as it claims priority
to the same Foreign Application as the 250 Patent.”

* “The 045 Patent is entitled at least to the earliest priority date listed on the face of the
patent, May 3, 2013, corresponding to provisional application 61/819,470.”

* “The ’224 Patent is entitled at least to a priority date of May 3, 2013 as it claims priority

to the 045 Patent and also to provisional application 61/819,470 filed on May 3, 2013.”

! For reasons analogous to those identified herein, Defendant contends all non-asserted

claims of the Asserted Patents are invalid as anticipated and/or obvious in view of the prior art or
indefinite.



» “The ’591 Patent is entitled at least to the earliest priority date listed on the face of the

patent, January 27, 2014, corresponding to provisional application 61/931,772.”

* “The ’844 Patent is entitled at least to the earliest priority date listed on the face of the

patent, May 12, 2015, corresponding to U.S. patent application 14/709,875.”

Defendant asserts that Plaintiffs are not entitled to their claimed priority dates for at least

the following reasons:

Defendant contends that the *250 patent is entitled to a priority date of no earlier than
June 30, 2006. Applicant filed U.S. Application No. 11/477,807 (“’807 application™)
on June 30, 2006, claiming priority to GB 0513375.6 filed June 30, 2005. The 807
application as filed on June 30, 2006 incorporated by reference U.S. Patent No.
6,944,772 (‘“°772 patent”) published September 13, 2005 and U.S. Provisional
Application No. 60/789,156 (“’156 application”) filed April 5, 2006. As such, the
foreign priority application GB 0513375.6, to which Plaintiffs are currently claiming
priority, had not included the *772 patent and the *156 application. In addition, the 807
application includes new matter such as Fig. 1 and related descriptions that disclosed
plural local remote computers that interact with a base computer when the plural local
remote computers run objects. See, e.g., 250 patent, 7:54-8:15. To the extent the
specification supports the claims of the 250 patent (which Defendant denies), such
support existed only after the filing of the 807 application, because of its inclusion of
new matter such as those mentioned above, which includes but is not limited to the *772
patent and the 156 application. Therefore, the *250 patent is entitled to a priority of

June 30, 2006, when the 807 application was filed.



Defendant contends that the *389 patent is entitled to a priority date of no earlier than
June 30, 2006. The 389 patent is a continuation of the 807 application. Applicant
filed U.S. Application No. 11/477,807 (“’807 application”) on June 30, 2006, claiming
priority to GB 0513375.6 filed June 30, 2005. The *807 application as filed on June
30, 2006 incorporated by reference U.S. Patent No. 6,944,772 (‘“°772 patent”)
published September 13,2005 and U.S. Provisional Application No. 60/789,156 (“’156
application”) filed April 5, 2006. As such, the foreign priority application GB
0513375.6, to which Plaintiffs are currently claiming priority, had not included the 772
patent and the ’156 application. In addition, the 807 application includes new matter
such as Fig. 1 and related descriptions that disclosed plural local remote computers that
interact with a base computer when the plural local remote computers run objects. See,
e.g., "389 patent, 7:59-8:20. To the extent the specification supports the claims of
the 389 patent (which Defendant denies), such support existed only after the filing of
the *807 application, because of its inclusion of new matter such as those mentioned
above, which includes but is not limited to the *772 patent and the *156 application.
Therefore, the *389 patent is entitled to a priority of June 30, 2006, when the *807
application was filed.

Defendant contends that the *591 patent is not entitled to a priority date based on the
filing date of U.S. Provisional Application No. 61/931,772 (‘“°722 provisional
application”). For example, the specification of the ’591 patent includes new matter
such as Figures 1-4 and related descriptions that are not in the ’722 provisional
application. To the extent the specification of the 591 patent supports the claims of

the ’591 patent (which Defendant denies), such support did not exist in the 722



provisional application. Moreover, the 722 provisional application does not disclose
and thus does not adequately support, including but not limited to, claim limitations of
the independent claims such as “performing, during the executing of the stack walk
processing before an address of an originating caller function is reached, a memory
check for a plurality of stack entries identified during the stack walk processing to
detect suspicious behavior, wherein an alert of suspicious behavior is triggered when
the performing of the memory check detects at least one of the following: code
execution is attempted from non-executable memory, a base pointer is identified as
being invalid, an invalid stack return address is identified, attempted execution of a
return-oriented programming technique is detected, the base pointer is detected as
being outside a current thread stack, and a return address is detected as being inside a
virtual memory area, wherein when an alert of suspicious behavior is triggered,
preventing execution of a payload for the invoked function from operating” (see,
e.g., '591 patent, claim 1) and similar limitations (e.g., claims 9 and 17), as well as
other limitations of independent and dependent claims. Thus, the 591 patent is not
entitled to a priority date based on the filing date of the 722 provisional application.

Defendant contends that the ’045 and ’224 patents are not entitled to a priority date
based on the filing date of U.S. Provisional Application No. 61/819,470 (‘“’470
provisional application”). For example, the specifications of the *045 and ’224 patents
include new matter such as Figures 1-12 and related descriptions that are not in the *470
provisional application. To the extent the specifications of the *045 and ’224 patents
support the claims of the 045 and ’224 patents (which Defendant denies), such support

did not exist in the ’470 provisional application. Moreover, the 470 provisional



application does not adequately support, including but not limited to, claim limitations
relating to “global perspective” (e.g., “obtain[] a global perspective for the event based
on the contextual state information, wherein the global perspective comprises
information associated with one or more of the first object and the originating object,
and wherein the global perspective relates to one or more other events related to the
event across a network™ (’224 patent, claims 1, 10); “determine a global perspective
for the event based on contextual state information for the event, wherein the global
perspective relates to one or more other events related to the event across a network”
(’224 patent, claim 17); “obtaining a global perspective for the at least one event by
obtaining information associated with one or more of the first object and the originating
object, the information including at least one of age, popularity, a determination as to
whether the first object is malware, a determination as to whether the originating object
is malware, Internet Protocol (IP) Address, and Uniform Resource Locator (URL)
information, wherein the global perspective for one or more related events to the at
least one event across a network™ (’045 patent, claim 1)), as well as other limitations
of independent and dependent claims. Thus, the 045 and ’224 patents are not entitled
to a priority date based on the filing date of the 470 provisional application.
The above examples and reasons are only exemplary. Defendant reserves the right to raise
additional contentions/arguments with respect to the alleged priority dates of the claims of the
Asserted Patents. Moreover, to the extent that Plaintiffs are later permitted to modify, and in fact
modifies in any manner, the alleged priority dates for the asserted claims of the Asserted Patents,

Defendant reserves the right to respond and challenge such dates. Defendant further reserves the



right to amend and/or supplement these Preliminary Invalid Contentions in response to any
modification of the alleged priority dates.

II. State of the Art

The references discussed in the Exhibits herein may be relied upon to show the state of the
art in the relevant time frame. This prior art identification is only exemplary and is not in any way
intended to limit the scope of what one of ordinary skill in the art would have understood at the
relevant time period of the alleged inventions or the breadth of the state of the art to which the
alleged inventions of the Asserted Patents relate. Defendant reserves the right to rely upon
additional prior art, information, testimony, and/or knowledge to demonstrate what one of ordinary
skill in the art would have understood prior to the date of the alleged invention of the asserted
claims of the Asserted Patents. Defendant herein incorporates by reference the discussion of the
state of the art in its Section 101 Contentions submitted herewith. See Exhibits 250-B, 389-B,
045-B, 224-B, 591-B, and 844-B.

Defendant may further rely upon the Admitted Prior Art disclosed in the Asserted Patents,
including but not limited to the concepts discussed therein, and the following exemplary
admissions that can be found in Exhibits 250-B, 389-B, 045-B, 224-B, 591-B, and 844-B.

Defendant may also rely on certain prior art technologies and/or prior art systems and
references as describing or indicating the state of the art, as known to a person of skill in the art,
at the time of Plaintiffs’ alleged priority dates for the asserted claims of the Asserted Patents. These
include all technologies, systems, and references cited in the Asserted Patents and related patent
applications and/or raised during any proceedings before the U.S. Patent and Trademark Office.
Defendant may rely on articles, publications, textbooks and/or physical devices to establish the
state of the art at the time of Plaintiffs’ alleged priority dates for the asserted claims of the Asserted

Patents. Defendant may also rely on patents and/or publications that encompass the state of the

10



art at the time of Plaintiffs’ alleged priority dates. A list of these patents and/or publications can

be found in Exhibits 250-B, 389-B, 045-B, 224-B, 591-B, and 844-B.

111. Identification of Prior Art

Defendant intends to rely upon the prior art identified below, and any additional prior art
identified in the prosecution history of the Asserted Patents (including those identified in the
prosecution history of their patent family and/or related patents).

In these Preliminary Invalidity Contentions, including in the attached Exhibits, Defendant
provides the full identity of each item of prior art, including: (1) each patent or published
application by its patent number or publication number, country of origin, and date of issue or
publication; (2) each non-patent publication by its title, date of publication, and, where feasible,
author and publisher; (3) 35 U.S.C. § 102(b) (pre-AIA) /35 U.S.C. § 102(a)(1) (AIA) prior art? by
the item offered for sale or publicly used or known, the date the offer or use took place or the
information became known, and the identity of the person or entity which made the use or which
made and received the offer, or the person or entity which made the information known or to whom
it was made known (pre-AlIA), and/or the item that was in public use, on sale, or otherwise
available to the public, the date by which the item was in public use, on sale, or otherwise available

to the public, and the identity of the person or entity which made the item to be in public use, on

2 The 250 patent issued from U.S. Application No. 11/477,807, which was filed on June 30, 2006. The 389 patent
issued from U.S. Application No. 13/543,866, which was filed on July 8, 2012. The 045 patent issued from U.S.
Application No. 14/270,069, which was filed on May 5, 2014 (and claims priority to U.S. Provisional Application No.
61/819,470 filed on May 3, 2013). The ’224 patent issued from U.S. Application No. 15/437,275, which was filed on
February 20, 2017 (and claims priority to U.S. Provisional Application No. 61/819,470 filed on May 3, 2013).
The *591 patent issued from U.S. Application No. 14/606,604, which was filed on January 27, 2015 (and claims
priority to U.S. Provisional Application No. 61/931,772 filed on January 27, 2014). The ’844 patent issued from U.S.
Application No. 14/709,875, which was filed on May 12, 2015. Therefore, prior art sales or public disclosures under
35 U.S.C. § 102(b) (pre-AIA) apply to the asserted claims of the 250 and 389 patents, and prior art sales or public
disclosures under 35 U.S.C. § 102(a)(1) (AIA) apply to the asserted claims of the *045, *224, *591, and ’844 patents.
See MPEP § 2519.02, available at: https://www.uspto.gov/web/offices/pac/mpep/s2159.html.  This statutory
framework applies hereinafter for all future references to 35 U.S.C. §§ 102, 103 (pre-AIA).

11



sale, or otherwise available to the public (AIA); (4) 35 U.S.C. § 102(f) prior art® by the name of
the person(s) from whom and the circumstances under which the invention or any part of it was
derived; and (5) 35 U.S.C. § 102(g) prior art by the identities of the person(s) or entities involved
in and the circumstances surrounding the making of the invention before the patent applicant(s),
based on currently available information.

Defendant’s identification of patents and publications as prior art herein and in the attached
claim charts includes the publications themselves as well as the use of the products, devices, and
systems described therein. Although Defendant’s investigation continues, information available
to date indicates that such products, devices, and systems were known or used in the country before
the alleged invention of the claimed subject matter of the asserted claims, and/or were invented by
another who did not abandon, suppress, or conceal, before the alleged invention of the claimed
subject matter of the asserted claim (pre-AlIA), and/or were in public use, on sale, or otherwise
available to the public before the alleged priority dates of the asserted claims (AIA). Upon
information and belief, these prior art products, devices, and systems and their associated
references anticipate and/or render obvious each of the asserted claims. Defendant further intends
to rely on inventor admissions concerning the scope of the prior art relevant to the Asserted Patents
found in, inter alia, the prosecution history for the Asserted Patents and any related patents, patent
applications, and/or re-examinations; any deposition testimony of the named inventors on the
Asserted Patents; and the papers filed and any evidence submitted by Plaintiffs in conjunction with

this litigation.

335.US.C. § 102(f) (pre-AIA) applies to the asserted claims of the *250 and *389 Patents, and 35 U.S.C. §§ 101 and
115 (AIA) applies to the asserted claims of the 045, 224, ’591, and ’844 patents. See MPEP § 2157, available at:
https://www.uspto.gov/web/offices/pac/mpep/s2157.html#ch2100 d20034 1bb92 e7. This statutory framework

applies hereinafter for all future references to 35 U.S.C. § 102(f) (pre-AlA).
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Defendant reserves the right to rely upon additional evidence of invalidity obtained in the

future, including, for example, from third parties.* In addition, Defendant reserves the right to

assert invalidity under 35 U.S.C. § 102(c) or (d) to the extent that further investigation and

discovery yield information forming the basis for such claims.

A.

Prior Art Patents

Defendant contends the following prior art patents anticipate or render obvious one or more

asserted claims of the Asserted Patents under 35 U.S.C. §§ 102(a), (b), and/or (e) (pre-AIA) / 35

U.S.C. §§ 102(a)(1) and/or (a)(2) (AIA) or 35 U.S.C. § 103:

Patent / Filing/Publication/
Country Publication No. | Issue Date Inventor (et al.)
Filed Aug. 8, 2002 Liang (“Liang
US 2004/0030913 | b+ liched Feb. 12, 2004 9137
Filed Apr. 27, 2006 as a non-provisional
application of provisional application
US 8,051,487 filed May 9, 2005 Huang
Issued Nov. 1, 2011
Filed Oct. 9, 2003 as a non-provisional
application of provisional application Liang (“Liang
uUsS 2005/0050378 filed Aug, 29, 2003 3787
Published Oct. 23, 2007
Filed Mar. 25, 2004
us 8,458,797 Issued June 4, 2013 Tu
Filed Oct. 9, 2003 as a non-provisional
application of provisional application Liang (“Liang
uUsS 2005/0050336 filed Aug. 29, 2003 3367
Published Mar. 3, 2005
Filed Apr. 10, 2003 Liang (“Liang
US 2004/0205419 1 p 4 1iched Oct. 14, 2004 4197)
Filed Aug. 11, 2004 as a non-provisional
application of provisional application
usS 2005/0038818 filed Aug, 11, 2003 Hooks
Published Feb. 17, 2005
Filed Apr. 27,2001 as a non-provisional
application of provisional application
uUsS 2002/0078381 filed Apr. 28, 2000 Farley
Published June 20, 2002

4 Pursuant to the Scheduling Order (Dkt. No. 31), Fact Discovery opens February 13, 2023.
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Country

Patent /

Publication No.

Filing/Publication/
Issue Date

Inventor (et al.)

Us

2005/0132205

Filed Dec. 12, 2003
Published June 16, 2005

Palliyil

Us

2004/0039968

Filed June 6, 2001
Published Feb. 26, 2004

Hatonen

UsS

6,973,577

Filed May 26, 2000
Issued Dec. 6, 2005

Kouznetsov

Us

6,272,641

Filed Nov. 9, 1999 from a continuation
filed Sep. 10, 1997
Issued Aug. 7, 2001

Ji

US

2004/0111632

Filed May 5, 2003 as a non-provisional
application of provisional application
filed May 6, 2002

Published June 10, 2004

Halperin

Us

2004/0143753

Filed Jan. 21, 2003
Published July 22, 2004

Hernacki

US

2005/0210035

Filed May 19, 2005 from a continuation-
in-part (CIP) filed Mar. 14, 2003.
Published Sep. 22, 2005

Kester

US

7,694,150

Filed June 22, 2004
Issued Apr. 6, 2010

Kirby

Us

7,093,239

Filed Aug. 18, 2000 as a non-provisional
application of provisional application
filed Jul. 17, 2000

Issued Aug. 15, 2006

van der Made

Us

7,152,164

Filed Nov. 26, 2001 as a non-provisional
application of provisional application
filed Dec. 6, 2000

Issued Dec. 19, 2006

Loukas

Us

7,934,103

Filed Apr. 15, 2003 as a non-provisional
application of provisional application
filed Apr. 17, 2002

Issued Apr. 26, 2011

Kidron

Us

7,356,843

Filed Oct. 1, 2003
Issued Apr. 8, 2008

Kingsford

US

7,865,956

Filed June 10, 2005 from a divisional
filed Mar. 30, 2001
Issued Jan. 4, 2011

Cambridge
(“Cambridge
'956”)

US

7,603,711

Filed Oct. 30, 2003
Issued Oct. 13, 2009

Scheidell

US

8,516,583

Filed Mar. 31, 2005
Issued Aug. 20, 2013

Thomas

US

9,104,871

Filed Apr. 6, 2007 as a non-provisional
application of provisional applications
filed Apr. 6, 2006

Tuvell
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Patent / Filing/Publication/

Country Publication No. | Issue Date Inventor (et al.)
Issued Aug. 11, 2015
Filed Mar. 23, 2005 as a non-provisional
application of provisional application .

US 7,900,194 filed Mar. 25, 2004 Mankins
Issued Mar. 1, 2011

o o |ty B0l | o

Do filed Mar. 30, 2001 00 5’”; rage

Issued July 18, 2006
Filed Sep. 27, 2004

US 7,434,261 Issued Oct. 7. 2008 Costea
Filing date: Nov. 9, 2009

US 8,443,449 Issue Date: May 14, 2013 Fan
Filing Date: Apr. 15, 2009

US 8,239,668 Issue Date: Aug. 7, 2012 Chen
Filing Date: Nov. 22, 2010

US 9,117,075 Issue Date: Aug. 25, 2015 Yen
Filing Date: Oct. 9, 2003 . ,

us 7,287,278 Issue Date: Oct. 23, 2007 Liang "278
Filing Date: Sep. 1, 2005

UsS 7,352,280 Issue Date: Apr. 1, 2008 Rockwood
Filing Date: Mar. 28, 2003

usS 2005/0044406 Pub. Date: Feb. 24, 2005 Stute
Filing Date: Aug. 8, 2003 .

uUsS 2004/0034800 Pub. Date: Feb. 19, 2004 Singhal
Filing Date: May 25, 2001 .

UsS 2002/0178374 Pub. Date: Nov. 28, 2002 Swimmer
Filing Date: Jul. 9, 2008 .

Us 7,739,739 Issue Date: Jun. 15, 2010 Dettinger
Filing Date: Jun. 8, 2012 .

US 9,043,903 Issue Date: May 26, 2015 Diehl
Filing Date: Jul. 22, 2008

US 2013/0247190 Pub. Date: Sep. 19, 2013 Spurlock
Filing Date: Jun. 29, 2012

US 9,292,881 Issue Date: Mar. 22, 2016 Krasser
Filing Date: Sept. 22, 2008

UsS 2010/0077481 Issue Date: Mar. 4, 2014 Polakov
Filing Date: Dec. 23, 2009

usS 2011/0083180 Pub. Date: Apr. 7, 2011 Mashevsky
Filing Date: Jun. 24, 2010 .

usS 2011/0321166 Pub. Date: Dec. 29, 2011 Capalik

US 2006/0224930 Filing Date: Mar. 31, 2005 Bantz

Pub. Date: Oct. 5, 2006
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F. Additional Prior Art under 35 U.S.C. § 102(e) and 35 U.S.C. § 102(g)

At present, Plaintiffs has neither adequately alleged nor provided sufficient evidence of a
conception date for the Asserted Patents earlier than the claimed priority dates on the faces of the
Asserted Patents. Should the Court permit Plaintiffs to provide evidence of an earlier conception
date, Defendant reserves the right to assert that any of the § 102(a) prior art is § 102(e) and/or
§ 102(g) prior art.

Defendant contends that each of the disclosures in Sections III.A (list of prior art patents),
IT1.B (list of prior art publications), and III.C (list of prior art systems) constitute prior inventions
to the asserted claims as detailed above.

Defendant intends to rely upon these disclosures in Sections III.A (list of prior art patents),
II1.B (list of prior art publications), and III.C (list of prior art systems).

IV.  Invalidity under 35 U.S.C. §§ 102 and 103

In addition to and including the prior art disclosed in the Exhibits incorporated by reference
herein, each of the asserted claims of the Asserted Patents is anticipated by and/or obvious in view
of one or more of items of prior art identified above in Sections III.A. (list of prior art patents),
III.B. (list of prior art publications), III.C. (list of prior art offered for sale, sold, publicly used,
known, or otherwise available to the public), and/or IIL.E. (list of prior invention prior art), alone
or in combination. Generally, it would have been obvious to one of ordinary skill in the art to
combine any of these references to arrive at the claimed invention. The combination of familiar
elements according to known methods is obvious here because it yielded predictable results.
Motivation to combine any two or more of the identified references comes from the fact that all of
the references relate to the fields of computer/network security, including anti-malware and anti-

exploit methods and systems, and one would have been motivated by various benefits, including,
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for example, considerations of efficiency, effectiveness, convenience, cost-savings, robustness,
and accessibility, to combine the various teachings.

The asserted claims of the Asserted Patents are directed to obvious combinations of old
and familiar steps or elements, each performing the same function it has long been known to
perform, which yield nothing more than predictable results. Put another way, the claimed subject
matter is obvious because it is nothing more than (i) combinations of prior art elements according
to known methods to yield predictable results, (ii) simple substitutions of one known element for
another to yield predictable results, (iii) applications of known techniques to known devices ready
for improvement to yield predictable results, and/or (iv) obvious to try. One of skill in the art
would have been motivated to either modify the prior art identified in the Preliminary Invalidity
Exhibits or to combine that prior art in the manner indicated, by, for example, their background
knowledge, design incentives, effects of demands known to the design community, or other market
forces, in particular the desire and need for enhanced and more effective anti-malware and anti-
exploit measures. Further, the prior art discussed in this section all relate to the fields of
computer/network security, including anti-malware and anti-exploit methods and systems. This
would have further motivated one of skill in the art to combine those references. In view of the
simplicity of the claimed subject matter and its use of well-known components with recognized
benefits, the common sense of those skilled in the art also would have served as a motivation to
combine any of the identified references and demonstrates that the asserted claims of the Asserted
Patents would be obvious.

Defendant has attached Exhibits containing claim charts identifying examples of prior art
that anticipates and/or renders obvious each asserted claim of the Asserted Patents. Specifically,

to the extent the attached claim charts cite to a reference for each element or limitation of an
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asserted claim, Defendant contends that such reference anticipates that claim and/or renders that
claim obvious in view of the state of the art and/or knowledge of a person of ordinary skill in the
art. In addition, to the extent that the attached claim charts cite to additional references, Defendant
contends, in addition and/or in the alternative, that the asserted claim is rendered obvious for the
reasons set forth in the attached charts. See Exhibits 250-A-1 to 250-A-36, 250-B, 389-A-1 to
389-A-37, 389-B, 045-A-1 to 045-A-50, 045-B, 224-A-1 to 224-A-50, 224-B, 591-A-1 to 591-A-
44, 591-B, 844-A-1 to 844-A-77, and 844-B. Finally, in each of the attached claim charts, where
Defendant cites to a particular Figure in a prior art system or reference, the citation encompasses
the caption and description of the Figure, and any text relating to the Figure and the invention
disclosed therein. Likewise, where Defendant cites to particular text regarding a Figure, the
citation encompasses the corresponding Figure, any text relating to the Figure, and the invention
disclosed therein. To the extent suggested obviousness combinations are included in the attached
claim charts, they are provided in addition and/or in the alternative to Defendant’s anticipation
contentions and are not to be construed to suggest that any reference included in the combinations
is not by itself anticipatory.

Again, for the avoidance of doubt, Defendant intends to rely upon the prior art identified
above and below, any art cited or referenced in the attached Exhibits, and any additional prior art

identified in the prosecution history of the Asserted Patents.

Invalidity Charts

Ex. 250-A-1 — Trend Micro OfficeScan (“OfficeScan”)

Ex. 250-A-2 — Trend Micro ServerProtect (“ServerProtect™)

Ex. 250-A-3 — Trend Micro Client Server Messaging Suite (“Client Server Messaging Suite”)

Ex. 250-A-4 — Trend Micro NeatSuite (“NeatSuite”)
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Invalidity Charts

Ex. 250-A-5 — U.S. Patent Application Publication No. 2004/0030913 to Liang et al. (filed
Aug. 8, 2002, published Feb. 12, 2004) (“Liang '913”)

Ex. 250-A-6 — U.S. Patent No. 8,051,487 to Huang et al. (filed Apr. 27, 2006, issued Nov. 1,
2011) (“Huang™)

Ex. 250-A-7 — U.S. Patent Application Publication No. 2005/0050378 to Liang (filed Oct. 9,
2003, published Oct. 23, 2007) (“Liang '378”)

Ex. 250-A-8 — Trend Micro Control Manager (“Control Manager™)

Ex. 250-A-9 — U.S. Patent No. 8,458,797 to Yu et al. (filed Mar. 25, 2004, issued June 4,
2013) (“Yu™)

Ex. 250-A-10 — U.S. Patent Application Publication No. 2005/0050336 to Liang et al. (filed
Oct. 9, 2003, published Mar. 3, 2005) (“Liang '336™)

Ex. 250-A-11 — U.S. Patent Application Publication No. 2004/0205419 to Liang et al. (filed
Apr. 10, 2003, published Oct. 14, 2004) (“Liang '419”)

Ex. 250-A-12 — Prevx including at least Prevx Enterprise and Prevx Home (“Prevx”)

Ex. 250-A-13 — Prevx1 (“Prevx1”)

Ex. 250-A-14 — U.S. Patent Application Publication No. 2005/0038818 to Hooks (filed Aug.
11, 2004, published Feb. 17, 2005) (“Hooks™)

Ex. 250-A-15 — U.S. Patent Application Publication No. 2002/0078381 to Farley et al. (filed
Apr. 27,2001, published June 20, 2002) (“Farley™)

Ex. 250-A-16 — U.S. Patent Application Publication No. 2005/0132205 to Palliyil et al. (filed
Dec. 12, 2003, published June 16, 2005) (“Palliyil”)

Ex. 250-A-17 — U.S. Patent Application Publication No. 2004/0039968 to Hatonen et al. (filed
June 6, 2001, published Feb. 26, 2004) (“Hatonen™)

Ex. 250-A-18 — U.S. Patent No. 6,973,577 to Kouznetsov (filed May 26, 2000, issued Dec. 6,
2005) (“Kouznetsov™)

Ex. 250-A-19 — Inoue et al., Anomaly Intrusion Detection in Dynamic Execution
Environments, In: Proc. of the 2002 Workshop on New Security Paradigms (NSPW), pp. 52—
60 (2002) (“Inoue”)

Ex. 250-A-20 — U.S. Patent No. 6,272,641 to Ji (filed Nov. 9, 1999, issued Aug. 7, 2001)
(“Ji”)
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Invalidity Charts

Ex. 250-A-21 — Trend Micro InterScan AppletTrap (“InterScan AppletTrap™)

Ex. 250-A-22 — BrightCloud (“BrightCloud”)

Ex. 250-A-23 — U.S. Patent Application Publication No. 2004/0111632 to Halperin (filed May
5, 2003, published June 10, 2004) (“Halperin™)

Ex. 250-A-24 — U.S. Patent Application Publication No. 2004/0143753 to Hernacki et al.
(filed Jan. 21, 2003, published July 22, 2004) (“Hernacki’)

Ex. 250-A-25 — U.S. Patent Application Publication No. 2005/0210035 to Kester et al. (filed
May 19, 2005, published Sep. 22, 2005) (“Kester”)

Ex. 250-A-26 — U.S. Patent No. 7,694,150 to Kirby (filed June 22, 2004, issued Apr. 6, 2010)
(“Kirby™)

Ex. 250-A-27 — U.S. Patent No. 7,093,239 to van der Made (filed Aug. 18, 2000, issued Aug.
15, 2006) (“van der Made™)

Ex. 250-A-28 — U.S. Patent No. 7,152,164 to Loukas (filed Nov. 26, 2001, issued Dec. 19,
2006) (“Loukas™)

Ex. 250-A-29 — U.S. Patent No. 7,934,103 to Kidron (filed Apr. 15, 2003, issued Apr. 26,
2011) (“Kidron™)

Ex. 250-A-30 — U.S. Patent No. 7,356,843 to Kingsford (filed Oct. 1, 2003, issued Apr. 8,
2008) (“Kingsford™)

Ex. 250-A-31 — U.S. Patent No. 7,865,956 to Cambridge et al. (filed June 10, 2005, issued
Jan. 4, 2011) (“Cambridge ’956”)

Ex. 250-A-32 — U.S. Patent No. 7,603,711 to Scheidell (filed Oct. 30, 2003, issued Oct. 13,
2009) (“Scheidell”)

Ex. 250-A-33 — U.S. Patent No. 8,516,583 to Thomas et al. (filed Mar. 31, 2005, issued Aug.
20, 2013) (“Thomas™)

Ex. 250-A-34 — U.S. Patent No. 9,104,871 to Tuvell et al. (filed Apr. 6, 2007, issued Aug. 11,
2015) (“Tuvell”)

Ex. 250-A-35 — U.S. Patent No. 7,900,194 to Mankins (filed Mar. 23, 2005, issued Mar. 1,
2011) (“Mankins™)

Ex. 250-A-36 — U.S. Patent No. 7,080,000 to Cambridge (filed July 23, 2001, issued July 18,
2006) (“Cambridge *0007)
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Invalidity Charts

Ex. 389-A-1 — Trend Micro OfficeScan (“OfficeScan”)

Ex. 389-A-2 — Trend Micro ServerProtect (“ServerProtect”)

Ex. 389-A-3 — Trend Micro Client Server Messaging Suite (“Client Server Messaging Suite”)

Ex. 389-A-4 — Trend Micro NeatSuite (“NeatSuite”™)

Ex. 389-A-5 — U.S. Patent Application Publication No. 2004/0030913 to Liang et al. (filed
Aug. 8, 2002, published Feb. 12, 2004) (“Liang '913”)

Ex. 389-A-6 — U.S. Patent No. 8,051,487 to Huang et al. (filed Apr. 27, 2006, issued Nov. 1,
2011) (“Huang”)

Ex. 389-A-7 — U.S. Patent Application Publication No. 2005/0050378 to Liang (filed Oct. 9,
2003, published Oct. 23, 2007) (“Liang '378”)

Ex. 389-A-8 — Trend Micro Control Manager (“Control Manager”)

Ex. 389-A-9 — U.S. Patent No. 8,458,797 to Yu et al. (filed Mar. 25, 2004, issued June 4,
2013) (“Yu”)

Ex. 389-A-10 — U.S. Patent Application Publication No. 2005/0050336 to Liang et al. (filed
Oct. 9, 2003, published Mar. 3, 2005) (“Liang '336”)

Ex. 389-A-11 — U.S. Patent Application Publication No. 2004/0205419 to Liang et al. (filed
Apr. 10, 2003, published Oct. 14, 2004) (“Liang '419)

Ex. 389-A-12 — Prevx including at least Prevx Enterprise and Prevx Home (‘“Prevx”)

Ex. 389-A-13 — Prevx1 (“Prevx1”)

Ex. 389-A-14 — U.S. Patent Application Publication No. 2005/0038818 to Hooks (filed Aug.
11, 2004, published Feb. 17, 2005) (“Hooks”)

Ex. 389-A-15 — U.S. Patent Application Publication No. 2002/0078381 to Farley et al. (filed
Apr. 27,2001, published June 20, 2002) (“Farley”)

Ex. 389-A-16 — U.S. Patent Application Publication No. 2005/0132205 to Palliyil et al. (filed
Dec. 12, 2003, published June 16, 2005) (“Palliyil”’)

Ex. 389-A-17 — U.S. Patent Application Publication No. 2004/0039968 to Hatonen et al. (filed
June 6, 2001, published Feb. 26, 2004) (“Hatonen)
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Invalidity Charts

Ex. 389-A-18 — U.S. Patent No. 6,973,577 to Kouznetsov (filed May 26, 2000, issued Dec. 6,
2005) (“Kouznetsov™)

Ex. 389-A-19 — Inoue et al., Anomaly Intrusion Detection in Dynamic Execution
Environments, In: Proc. of the 2002 Workshop on New Security Paradigms (NSPW), pp. 52—
60 (2002)(“Inoue™)

Ex. 389-A-20 — U.S. Patent No. 6,272,641 to Ji (filed Nov. 9, 1999, issued Aug. 7, 2001)
(C‘Ji”)

Ex. 389-A-21 — Trend Micro InterScan AppletTrap (“InterScan AppletTrap™)

Ex. 389-A-22 — BrightCloud (“BrightCloud”)

Ex. 389-A-23 — U.S. Patent Application Publication No. 2004/0111632 to Halperin (filed May
5, 2003, published June 10, 2004) (“Halperin’)

Ex. 389-A-24 — U.S. Patent Application Publication No. 2004/0143753 to Hernacki et al.
(filed Jan. 21, 2003, published July 22, 2004) (“Hernacki’)

Ex. 389-A-25 — U.S. Patent Application Publication No. 2005/0210035 to Kester et al. (filed
May 19, 2005, published Sep. 22, 2005) (“Kester”)

Ex. 389-A-26 — U.S. Patent No. 7,694,150 to Kirby (filed June 22, 2004, issued Apr. 6, 2010)
(“Kirby”)

Ex. 389-A-27 — U.S. Patent No. 7,093,239 to van der Made (filed Aug. 18, 2000, issued Aug.
15, 2006) (“van der Made™)

Ex. 389-A-28 — U.S. Patent No. 7,152,164 to Loukas (filed Nov. 26, 2001, issued Dec. 19,
2006) (“Loukas™)

Ex. 389-A-29 — U.S. Patent No. 7,934,103 to Kidron (filed Apr. 15, 2003, issued Apr. 26,
2011) (“Kidron™)

Ex. 389-A-30 — U.S. Patent No. 7,356,843 to Kingsford (filed Oct. 1, 2003, issued Apr. 8,
2008) (“Kingsford™)

Ex. 389-A-31 — U.S. Patent No. 7,865,956 to Cambridge et al. (filed June 10, 2005, issued
Jan. 4, 2011) (“Cambridge '956)

Ex. 389-A-32 — U.S. Patent No. 7,603,711 to Scheidell (filed Oct. 30, 2003, issued Oct. 13,
2009) (“Scheidell”)
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character strings is within a predetermined
range; and evaluating the feature vector
using support vector processing to determine
whether the executable file is harmful”

To the extent other asserted claims contain one of these terms or phrases, either directly or
through being a dependent claim of a claim that does, those asserted claims of the Asserted Patent
are invalid under 35 U.S.C. § 112, 9 1 (pre-AIA) /35 U.S.C. § 112(a) (AIA).

Thus, the claims lack written description.

VI.  Invalidity Under 35 U.S.C. § 101

In addition to the other grounds of invalidity set forth herein, Defendant contends that the
asserted claims of the Asserted Patents are invalid under 35 U.S.C. § 101 for at least the following
reasons. The Subject-Matter Eligibility Contentions set forth below, pursuant to the the Court’s
Order Governing Proceedings — Patent Cases (Dkt. No. 15), are subject to revision and amendment
pursuant to Federal Rule of Civil Procedure 26(e) to the extent appropriate in light of further
investigation and discovery, the Court’s construction of the asserted claims, and/or the positions
taken during expert discovery. In making these Subject-Matter Eligibility Contentions, Defendant
hereby incorporates by reference the discussion of the state of the art, set forth in Section II, supra,
the identification of prior art, set forth in Section III, supra, as well as the Exhibits attached hereto.
Defendant intends to rely on those materials in challenging the subject-matter eligibility of the
asserted claims.

35 U.S.C. § 101 lists four broad categories of patent-eligible subject matter but is subject
to “an important implicit exception” that “[1]Jaws of nature, natural phenomena, and abstract ideas,”
which form the “basic tools of scientific and technological work,” are not eligible for patent
protection. Alice Corp. Pty. Ltd. v. CLS Bank Int’l, 573 U.S. 208, 216 (2014) (internal quotation

marks omitted). “The ‘abstract ideas’ category embodies ‘the longstanding rule that an idea of
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itself is not patentable.”” Id. at 209 (quoting Gottschalk v. Benson, 409 U.S. 63, 67 (1972) (quoting
Rubber-Tip Pencil Co. v. Howard, 87 U.S. 498 (1874)).

Alice set forth a two-step inquiry. “First, we determine whether the claims at issue are
directed to one of those patent-ineligible concepts.” Id. at 217. In making this inquiry, the claims
“must be considered as a whole.” Alice, 573 U.S. at 218 n.3 (quoting Diamond v. Diehr, 450 U.S.
175, 188 (1981)). If the claims recite an abstract idea, the second step requires a “search for an
‘inventive concept’— an element or combination of elements that is ‘sufficient to ensure that the
patent in practice amounts to significantly more than a patent upon the [ineligible concept] itself.””
Id. at 218 (quoting Mayo Collaborative Servs. v. Prometheus Labs., Inc., 566 U.S. 66, 73 (2016)).
“A claim that recites an abstract idea must include ‘additional features’ to ensure ‘that the claim is
more than a drafting effort designed to monopolize the abstract idea.”” Id. at 221 (quoting Mayo,
566 U.S. at 78) (alterations omitted). The recited “additional features must be more than well-
understood, routine, conventional activity.” Ultramercial, Inc. v. Hulu, LLC, 772 F.3d 1335, 1339
(Fed. Cir. 2013) (internal quotations omitted).

As set forth in the charts attached as Exhibits 250-B, 389-B, 045-B, 224-B, 591-B, and
844-B, each of the asserted claims of the Asserted Patents relates to the broad concept and
generally concerns data collection and analysis. And, the asserted claims of the Asserted Patents
are all directed to abstract ideas. Specifically, the asserted claims of the *250 and the 389 patents
are directed to the abstract idea of “classifying and updating classifications of computer files or
other objects as potential viruses based on collected data”; the asserted claims of the ’045 and °224
patents are directed to the abstract idea of “gathering, analyzing, and transmitting event
information”; the asserted claims of the 591 patent are directed to the abstract idea of “classifying

a computer program as a potential virus based on collected data”; and the asserted claims of
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the *844 patent are directed to the abstract idea of “mathematical classification using machine
learning.”

Aside from these abstract ideas, the asserted claims include only well-understood, routine,
and conventional components and steps. Defendant contends that each of the limitations of each
asserted claim was well-understood, routine, and conventional, individually or as an ordered
combination, as shown by the prior art and admissions in the intrinsic evidence, as explained above
in Section IV. The claims fail to provide any sort of inventive concept that would transform them
into anything more than a patent on the aforementioned abstract ideas. Exhibits 250-B, 389-B,
045-B, 224-B, 591-B, and 844-B attached hereto (and incorporated by reference herein) detail

Defendant’s factual and legal bases in support of its Subject-Matter Eligibility Contentions.
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Dated: September 13, 2022

Respectfully Submitted,

/s/ Yar R. Chaikovsky
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