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Introduction
(This introdedion is no pan of EERE Skl 802111997, bt is included for information oaby)

Thus stnndard 15 part of o Bamily of sandarls for lecal and metropalitan ares networks. The relationship
between the sondard asd oibser menabers of (he family i3 shiwn below, (The numbers in s fgure refor o
IEER standand embers )
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This family of stamdards deals with the plyysical and des link layvers g defined by the Entormaticosl Owgaii-
gatbom for Swndardizatonnternmions] Elestrotechnioal Comeission (ISOTELD) Dpen Syulems Insoron-
pectinn Honmc Referemce Model [ISOAEC 7498-1: 1994, The access standands define several iypes of
medlem socess schnodophes and mssciaed physics] medi. esch appropriate loe partcalar applications or
system ohjectives. Chther types are under investipation,

The smandands defining the scensa technologhes are as follows;

= JEEE Sed HOZ Chverview arcd Archatesiure This standand provides an averview ta 1the fome-
ily of IEEE B0T Stasdandts. Thi docisment forms part of the 802. | scopa al’
wark
= ANSHTEER S B2 1H  LANUYAN Manapesment Defines an Opes Systems Imtercomnection (O5S1)
and 2021k management-compatible archdieciure, ond services and protocol elemants
[ESENTIEL 5E02-2] fiar use im 8 LAMNMAN exmironment nr perfonsing remoéy munagemenl
* AMELIEEE S 80200 MAC Bridgpdeg. Specifies an archliecosre apd probogol for the interconmee-
[TSENTHLE 104038 tigen of 1EEE BT LAM: balow the MAC servien boandiry,
= ANSVIEEE Sid 80215 System Load Progorol. Specifies a seq of semvices and prodocod For those
LSOV 1 5502.4] aspects of management coacerned with the loading of systems on [REE
B2 LN
= AMSIIEEE Sul 2022 Loptea! Link Controf
[ESCVTED HA02-2)

= "AMSUTEEE £td 8023 CEMAACD Accees Meatiod and Physical Layer Specifiomitons
[ESCVTIRL BA02-3]

= AMNSFIEEE Sui 8004 Tikien Passing fos Acoess enhod ool Pirysicn Layer Specificamo
[EOMEC 004
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# AMNSIIEFEH St 8015 Takew Ring Access Method fnd Physfon! Laver Specifications
[ISCVEC BE02-5]

= ANSVIEEE 3l SUZ.4 Disrribaned (eeue Dl By Acoess Mechog and Phogieel Layer

[ISOVIEC R&02-6] Specifimivms

» AMSVIEEE Std8029  Irtegrosed Services (I5) LAN Inferface af the Medium Accesy Contral
(RSCVIEL BRI FMAC) and Physical (PHY) Lavers

= AMSVIEEE Std BOZ 10  Farerpperable LANGMAN Secaray

* IEEE 510 %0211 Wireters LAN Madium Access Coarel (MAC) and Plesical Layer

[IR0EC DIS 8E02-11]  Specificanons

* ANSITEEE 5td ROZ, 12 Dewand Frionity Access Method, Physical Layer and Repeater
[IZCHTEC D05 8R02-12]  Specihcarions

In wdditiom 1o che family of standards, the fodlowing &5 2 eoommended practice for & comman Phygical
Layer techndogy:

= [EEE Sitd 8027 {EEE Recommended Proctice for Arocdbared Lovm! Area Neiwonks

Tee: forlborw bn actditionnl working greap has suthorizsd stessdards projects under devetapmene:

+ |EEE &L 14 Seanchard Proteca for Cafele- TV Baved Bmoadbond Commuricarion Netwoank

The reader of this slanderd i unged bo becaine Tl with e complste Ganily of Sasdands.

Conformance test methodology

An sdditionsl stsdands series: Menlified by the sumber 1802, has been ssiablished fo ideanfy ithe
cordamuace texi methodology decumests for (he BO2- family of smadards. Thoy the cosformande best
documens G 2.0 are pumbered 10023,

IEEE Sid B02.11-1997

This sssndard defines the protocol end compatible interconnection of dam commmmication squipment via the
“air” radiy o imtrared, in & local area networke (AN} using the carrier serge multiple aceese progneod with
collzsion pvoidance {CEMATTA) mediom sharing mechanism. The mediom sccese conrol (MACT sppomns
aperation umder conired of an sxess pobm ad well ag between Independent sations. The protoced ineludes
anthenticalion, masociation, ond resssociafion services, an opiicmal mrr}'_ptim.l'dmj'pl.iun procedane, power
maEnapement i redice power conssieplion in mobile siatons, and & poing coprdingion funcoon for tme-
tomendhid wrapafer of daka, The sarclard iecludes the definition of @ie minageimanl Efoomalion bise (MI1E)
uaing Abdiract Synims Mowdos 1 (ASH. 1) and speclfies the BLAC prodocol inoa formal sy, usiag de Spec-
fications mnd Desiripaen Langaige (5145

The infrared implemenintion of the PHY supports | Mbits data mie with an optional 2 Mbit's exsension
The radio imple mematians of the FHY speealy eliber a frequency-hopplag spread spectram (FHSS) supposn-
img | Mbavs and an aptingad 2 Mhit’s &ata rade ar a diredt sequence spread specirum (DE55) supporting bath
i and 2 Mbivs data rates.
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This seandord containg sme-of-the-arn matenal. The urea covered by (his stanadand |8 undergoang @vluthon,
Revizieas ae anticipaesd 1o this sandond withia the nest Fw yaae o dlanily cxisting malenal, 1o corec
possible errors, and W incorporite pew relased material. Information on the current revision state of this sod
other IEEE A0Z standurds may be obvigined fmm
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Information technology—

Telecommunications and information exchange
between systems—

Local and metropolitan area networks—
Specific requirements—

Part 11:Wireless LAN Medium Access
Control (MAC) and Physical Layer
(PHY) specifications

1. Overview

1.1 Scope

This seope of this standasd i o develop a wedinin access coatrol (MAC) and pRyEazal ksver (PHY) specifica-
tion b wiiredess connectivty for fiaed, poriable, ssd mowing @ations within o ool aen,

1.2 Purpoae

The purposs of this standard §s 10 provade wireless cottnectivlty bo asomatic machisery, eguipment, o ata-
tieins that pocudre rapdd depbovmeent, whveh may be porinble or land-beld, o wiich may be mounied on mov-
Ing vehicbes within o logel ares. This sousdend alse offers regalaiosy bodies a means of stasdurd z2ing aoces
10 i o more Troguency basds foe he purposs of local Bea comenumcation,

Specifically. this standard

—  Dmseribes the fenctons and services requised by an TEEE 802,11 compliam device o operate within
adl o and infrasiructane setworks as well as the sspecis of sation miskalily (erassition) witkin thiee
etk

—  Defines the MALC procedures 10 suppan the asyncimoneas MAC service datn umic [MSDAT) delvery
BT WG

—  Defined aeveral PHY signaling techmiques asd intesfece functions that are conrollsd by the [EEE
202711 MALC

—  Permils ke coeration of as [EEH B0L | | confomant desdee witkan a wireless local arcn nolwok
(LAN) thiak ity coeist with multiple overlapping IEET 50211 wireless LANs.

—  Desoribes the requirsments and procedurss fo provide privecy of user informaion being frmsferrsd
v e wirgless mnediam (WD and suthenteativn of IEEE 82, 11 canform el dev nss

Copyrigh £ 1007 IEEE. AN sghis resanad 1
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S MV -THET LCGAL AND METRRFOLITAN AREA RETWIRRS:

2. Normative references

The falkowleg stacdends contain provisicss which, through references in this text, constiute provisioss of
thas standasd. Ai the el of poblication, the aditioes indicated were valid All standends are sabiect fo nevi-
sion, and pariies 1o spreements based on this standand wo encouraged W nvesrgate the posaibiling of apply-
ing 1k most recent editions of the standands Eed below,

1EEE El.f HOr- 199, TREE Seaoclards for Local and Metopolian Area Metworks: Overview and Architecnne
{AMEL),

I[EEE 5ad O95.1-1991, IEEE Standard Safety Lovels with Respect 10 Human Exposure b0 Rodic Frequoncy
Electromagnetic Fields, 3 kHz to 300 GHz { AN,

LTy |7 '.I'-H!H!'.-I: 1904, Infremamicn rechealopy—Open Syeeme Inersonsection—Hsdc Beference Sodel:
The Rase Madel ?

ISOVIEC RRO2.2- 1954, Informadion lechmdopey=—Teloommmumicalions ard information sxchange between
svatems—ELocal and metropolits nrea neswanks  Spodilic requiraments—FPan 1 Lesgicnl fink control.

ISCVIEC BED4-1: 1995, Information fechmology-—Ahstract Synens Notation One {ASH. 1): Specification of
basic notateon.

ISOVIEC AEE4-1: 1995 A 10 1996, Information wechiology—aAbirsct Syntan Motaton Owe (ASN. 1)
Specification of basic pouatmn. Amendment 1 Rules of sxtens iy,

ISCHTEC BH24-2: 1995, Information technoiogy—Abstract Synlax Mouton Ooe (ASN 1L Information
ohject specification,

ISCVIEC HE24-2: 19US Al 12 1996, Informathon lechfulog, - Ahstract Syntax Molation Ome (ASM, 1)
Isfarmaton obpect specification, Ameadingen |- Eules of extcrsibility.

ISCHIEC 54245 19095, Information rechpelogy—Absimct Symeax Mosmion Chee (ASN. 1) Consiralm speci-
iz

TSWIEC RE2d-d: 1995, Infonmation wechoology—Abstract Syniox Nooton One (ASM. 1 Parnmederizadon
of ASH. | specificatioss.

TSOWVIECH BHIS-1: IS, Information ieehaalogy—ASM. 1 encodisg nales: Specification of Baaic Encoding
Rules (RER), Canendcal Breoading Rules (CER) sl Dasiin guished Encoling Rubes (THER)

[SOAEC BR25-2: 19096, Informaioe lechoolopy=—~A5MN_ [ =ncoding meles: Specificating of Pocksd Erncnding
Rulzs (FER).

LSOAEC 10035: 1991, Iaformsnon wehnology—Open ysiems inksrcosnection—Locs] area networks—
Medium Actess Control (MAC) service definition.

'IBER publicr o ape vaiile o e Iremese of Hlectriml and Hecimsics Ergineers, $95 Hoes Line. PO Bax 132 |, Fiscmaway.
NITRESS- 151, LA

g pubslizaiinne = siadlable fron the B0 Contell Secroianiat, Cae Pemale 50 | oo @ Varesibd, CH-1211. Geobve 20, Swdizer
lamad ogbese, 150 peb@ostions am abo sadinbde s the Uireisd Siass S e Sakes Depastmens, Anesricas Mational Siendink: B,
11 Wi 42nd Soreed, §3th Ploor, Mow Yark, MY 100386, USA

1 Copyrighi © 1887 E£EE. Al righis mssrved.
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1206TEC §5BOR- | - 1955, Informmtion (echnslogy— Telecomesunication: and informason anchanpe betwies
systems—Local ard metmpoditan are etworks-—Comnmon :pﬂ:iﬁmliuu--?mi I: Mediom Access Coatrod
(AT service delinition.

TTU Radio Regulstions, wilumes 1-4.*

ITUAT Recommendacion X230 (11755, informecion techmology—COpen sysems istenconnection—Basic
Rclorence Madch Conventions Far the definiticn of OSF servmes {comee fé5e widh [ROTED

ITLLT Recompeendntion 71N {08&%), OCITT specification ond description lingeage (ST

ITU-T Recommendation 2105 {055, SO combined wilh ASM. 1 (STHLAASH, 1),

3. Definitions
A1 asews tomilnd; The provesdion of ensiloneal usige of rescancs,

A2 aceess polei (AP Any enrliy thad hes stanlom fasctionaliny nnd prowides weess o he distnbuionn see-
viced, vin the wireless mediom SW for associaed satioss.

3.3 ad boc network: A network composed sulely of stalions within rtual communication range of each
oty via the wireless mediam (W), An ad hog network ks iypacally coepred in o sponsnneous mennec The
principal distingruishisg charnctaiste of o ad hix setwork i il limised sempoeal and spatisl exien. Thess
limitstions allow the act of creating sed dissolving the ad ho; metwork o be sulficiendy strightforeand amd
stmvenient o as i be ochigvable by nostechnicnl sen of the petwork fscilities Lo, po ppecsliced “rechal-
cal skillh™ e regained and lisle or no imeeviment of tme o sdditional escances s requined beyond the sia-
tians thal are’ by participste in the 5d hoc network. The berst af boe i often used a6 slasg bo refer © on
indbependent basic servios sel (IBSS).

34 msgocintion: The service used 1o exishlxh acotsss pointfsatioa {APSTA] mapping and ceahle STA invo-
cation of the disiribwion sysem services [DE5s):

15 puthentieation: The service med o esiablich the idemtity of cre station a5 0 member of the set of s@-
tions aithorcesd o assnciales with anatlser sation,

3.6 basie service aves (B5A): The concepiual arcs withia which memsbers of a basic service sei (BS5) may
COmTEEiCale.

X7 baskc servioe set (B35k A et of statioas contnalled by asimple coandisation Fenction (2F)

A8 bawic service sel (BS5) basic rate sofz The st of data iransfer petes thed all the sistions in & BRS will be
papiahle of msing o receive famss from the wireless mediom (W), The BSS basic rate sel data rles ane
presel for mll swmibons in the BSS,

3.9 brtwibcast: The brosdcast address i 3 unlque mulicast nddress that specifies ] stutions.

A0 chammed: An Instance of medium use for e purpose of pessing protecol dats units (PEUS] e may e
umed simubaneously, im the same wobume of space, with other instascrs of mecliun v (on ather channela)
by cther instnnces of the mme physical Baver (PHY), wilk an acceptably law frame ermor fatlo dus to mataad

e ——

mwnmhlhmwuhﬂ Union, Salas Secoon. Place des Mapons, CHE-1211. Gondvo
20 SwiceerlandSunee. They it o ivalliblo s o Undeed Sralee froon e L5, Degan e of Coagnirs, Techanlory Ao
tat, Matonsl Teckaical Infzrmusien Sanane [WTLSL Spoimgfickd, YA 22160, LSS

Copyright & 1857 IEEE. Ni rights msrs 3
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imerterence. Sctne PHYS provide only ome channe], whereas orhers provide mutiple chansels. Examgies of
chancel lypes ane & shown in the Tollowicg able

Shighe claniicl in-chis e
Marmwhand radio-froquensy. [RF) channl Froguéncy division mmitiplexed chanmels
Buseharad iefransd Derect sequence spread apectrum (DE5E) with cede divi-
sion mukiple oocess

311 elear channel nseesment (CCA) Denctions Thaet kogical fenction in the physical lover (FHY) that
determines the carmeni stoie of wse of the wircless medinmy (W)

3,12 confidentality: The properly of informatien ihat k2 pol msade available or dischosed o usauiborized
imdividosls, enlitiey, Or processas,

3.13 coordination Munction: The logical Manoson. that determing: when & dalion operaling within a hasic
service sl (B55) b permitted i irassiit and may be shie to receive protoco] daa mnis (PDUs; via the wire-
less medum (WY, The coordinmion fusetion within'a B55 may hove one poimt coordination fangiion
(PFCF) ared awill Fuivs ane diseiluted coordmstion Tusction (ICF),

214 cosrdimation fanctian (CF=Pollable: A station able (1o respond oo OF Poll with o detn frame, if
such a frame 1% queued amd able to be genermed, and (1) 1o interpret acknowledgments in frames sene to or
from the point cooadinator,

2,15 desuthentication: The service that viicls ae exsbing suthenticstion relstionship.
A1 dirccted address: See: unicast framo,
347 dissseeintion: The service that remeoves an existing meacirion.

3018 distributcd covrdination Tunclion (TCF): A class of coonfinstion funcion whcre the same coosdinstion
fumetion logic is active inevery station in the basiv service set (BES) whenever the network is in cperatian,

319 distribiition: The servios thal, by usng nssocision information, delivers msdinm oceess comirnl
(WAL service daty units (S0 within the deritinon system (DS,

320 diseribution system (DS): A sysiem used o inbereorsect & sot of basic servics sets (B553) and inie-
grwted Incal ares networks (LANa) o creaie an extended service aeg (ESS)

320 distritetien system medinm (DM The mediom of seof media wied by a Sambution system ()
for commanications beiweon acogss points {Al's) and poninls of sn oended service set {ESS).

322 dkceribtion sysiemn seevies (SR The s of setvics provided by the distnbution syabem (D) that
annble the medinm access contmal {MAC) b frmsport MAC service data omits M0} between giafices
Lk are =0t in direct commmunication with each other orer a single instance of fhe wiseless mediuem (W)
These services include mrsport of MEDLs between the scoess points [APs) of basie sorvice selx (BSSg)
within nn esuiended service set (BSS) transpart of MSDUS belween pafals and M58 within am ESS. asd
iransport of METTS between staions in the zame BSS in cases whens tha MSIHU has a multicest or broad-
it destinnbon address or whers the destination | an individual sddress. bul the station sending the MSDL
chivoues to bivalve DES. DESE we provided bewesn pairs 0F IEEE 802,11 MACK,

% Copyright & 1807 IEEE. AN righis resnnd,
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1.23 extemded rate set (ERES) The sot of dutn transfer rales supporied By o station (if any} beyvond the
eximuled service et {FS55) basic rabe o=t This w=t may include data transfer mies that will be defined in
future physical laper (PFHY') standands

1.2 extended service area 1Eﬁh':|htnn.|.q:’l.lﬂ]mwill:in which members of an extended service sat
(BES) may communicase An BSA is lorger tham or egual to 8 hasic pervice area (BSA) and may imvolve sev-
eral baske sarvice sets (BS581 inoverlapping, disjointed, or both configurations.

*25 extended service set (ESSp A 521 of one or more interconmected: basic gervice ses (B553) and innz-
grabed Jocal arca networks (LANS) Uil appess a5 & siggle BSS 6o e logical lUnk coaerol loyer ot any stacan
mgacinled with nae of thoae BSSs,

126 Gamsslan Freqooncy shilft keying (GFSK): A modulsion scheme where the data ks first filiered by a
Guusaian filder i the baseband and then modulsied wiib a simple frequency sodulation.

.27 independent bisic service sel (IBSSi A B5S tha forma o self-contained netwoek, amd in whech no
access m 0 disiribotion system (DE) s amilakble,

338 infrastructure: The infrastruciure includes the dissibution system medivm (D5, nocess poant (AF),
and poral entigles. It bs also the logical locaron of disribstion and Imegretlon ssrvioe funceions of an
entesdnd servioe set (E55). An infrasenaciure containg one or more APs aed 2e00 o svore portads in additon
i the dismibmtion system (DS}

139 lotepratbon: The sarvice thit cnables delivery of medismn spcess control (MAC)H service data usits
iED s} hetween the desteibathon system (DE) and an exisling, non-1EEE 802,11 local ancs network (viaa
parial}.

330 mdium soces: conteod (MAC) management proiocel dats wnil (MMPOLU): The uniét of das
exchanped berneen two peer MAC endities to implessent the MAC management projoscod.

32 medium sccess comtrod {MAC) protecol diata sl {(MPIU): The unit of data scchanged botwoon to
peer BMAC entities using the services of the physical layer (PHYL

332 medinam access contred (MAC) service dats ynli (MSIL: Isfommaton ther b delivered as 3 it
belween MAC service sicess jaints (5AP),

3,23 minimalty mmtmmmﬁmuﬁmn widch two sakions in a:.'m_g[l.-h.'lt.'u‘.' SEg-
vice area (BSA) are conformand with [EEE 80211,

3,34 mobide statben: A fype of station thag uses nervwork commanleatkans whils in motlom.

1,35 multicast; A mediom sccess costiod (MAC) address thin has the group bit see. A multicas; medium
secess coniral (MALCT service data urat (MEDL is one with o mullicost destinmtion sddress. A maliicas
MPTH or coeral frame s ane with o malbes neceher afdness,

336 metwark allocation vector (MAY): An isdicaios, mmntained by sach station, of time pemods when
frassmission anta the wireless mediom (W) will not be initiaied by the stathon shether or nof the stafion’s
clear channed asessment (00 A) function sanses the WM is busy,

157 point coordinathon fopction (FCFE & class of possible coondinstion funcekms whens the cgopdinadon

fumctlom bogha is ective in oely ane stotion in o basic service set (R85) ot any given tims thol the setwodk s
i Operatic

CompTighl 81597 IEEE. All Aghis msarsd. 5
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3,38 purtahle slation: A type of station tal nay be moved Trom locatan o lsation, bul only e pework
commanications while ai & fixed location

1.39 partal: The logical point ot which medivm access contral (MACH service data emits {MSDUs) from e
non-TEEE 802,11 Jocal ares sebwork (LAN) enter the distribution system (DS) of an extended service det
{ESSh,

340 privacy: The service used io prevent the conlent of messages from bempg resd by other than ihe
imtended recipiems.

Xl renssociation: The scovive that cnabiles am caablialeed associsbon [betwees necess polet (AT and sa-
tiea {STA]] to be transferred from pme AP o enother {or the same) AP

3A2 statlon (STAR Any devive that comains an [EBE 802,11 confirmans medium access conpmd (MALC)
and phiyshcal lper (PHY) inderfoce o the: wireless: msdimm (WM.

LA3 seation hasic raies A dnoia imanster rale belonging 1o the extended service set (E5S) basic mie s=i that is

i by a slatios for specific wranssisslons. The ststlon basle e may change dynamically as frequently as

each medivm sceess comtrol (MAC) protoc o] dots wei (DN trasmission aftempd. bised on logal consid-
eratbons ot thol sistbon.

A siation servies (551 The seoof services tal soppon rranspen of medivm scdess contred (MAC) wer-
vice data onits (MEDLIs) between stations within o basic service set (BSE)

3,45 tie unlt (TU): A measarement of time squol w1024 ps,
340 wmauiborioed dischsare: The process of maiing infomeion svatlable w unashorized isdividuabs,

colifics, o procesacs.
34T anaisthorited rusoarce ise: Use of retoiree ol coivsiibent with the defined secarby paliey,

348 unicast frame; A frume that js sddressed fo 0 Sngle recipient, not o broadeast or miglticist frame. Sy
directed address.

349 wired equiralent privacy (WEPE The opticeal eryprographic confhdentiality alporihm specitbsd by
TEEE 81211 usead w provide dack coafidentialiny shil is sobjeitively eopivalent te the confidendality of &
wined knal ores netvecek (LAMY inediuim (hit docs imd employ cryprographic iochnigues be oobanis priviey.

3.50 wireless naedium (WM The medivm used 1o implement e mnsfer of protocol data anits (FDUs)
hetween pear phovxical lever {PHY ) entities of a wireless leeal aren network (LAN]

4, Abbreviations and acronyms

P T suknowlsdpment

AlDx assogintion idendfor

AP nooess paint

ATTH anncincessnt iraffic ndication wessage
B5A bl service area

B55 ki service sel

BESTTY butic service gl ideatificatian

CCA ehear chansel assessment

CF coedention g

CFP comicntion-fres parisd

] Coepyrigs 1607 IEEE. All nghis resevad,
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EEEEEE%EQE

2

B
g

b

S REPPELELEPEREREE

MLME

comieslion kentifie

conlention il

cyclic redumbancy code

CarTier sense

clear 1o send

contention windaw

destination addess

difforeial binary phase shill keying
datn communicetion squipment
disgribuied coordination function
direct curent level adjusirent
distribaned (copedination function) interframse space
datn link Eayer

deacnsitization

differemtial quadratire phise shill keying
distribastion sysiei

destinmiion servioe apoess poink
distritation system medion
distribariion sysinm service

dimict seduence sprosd spectmim
delivery irnl%e indiciion nxsaaps
anergy detectban

extonded interfrmme space.
equivaleat isotropically mdialed pover
exiended rade sed

extembed service ama

exiended service sel

frame contred

frame check sequesce

Frasme ror flio

Frosjuncy bopping
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5. General description

5.1 General description of the architecture

This sebelauss presents the concepts and tminology used within JEEE Std 902, 10-19%T (refered oo
theougkout the text as IEEE BO2.11). Specific tenms are defined in Clause . [bstrations convey key IEER
BO21 1 eoscepes and he Inlemebaiohshibps. of the sachiisourgl eompanents. [EEE B0 uses o8 urchifec-
tmre o describe functional components of an [EEE B02.11 LAN, The anchitecbimal dexcriptions are oot
intended 10 represent any apecific physical inplememation of IEEE 8(2.11.

5.1.1 How wirelesa LAN systems are different

Wirsless petworks hive fandameninl characterisiles that muke them signtficantly differesl from raditionnl
wired LAMNE.

5.1.1.1 Destinalion addreas dods not equal desfinotion location

En wired LAMNE, an oddress is sgaivalent i a physical bscation. This i implicitly sssemed in ihe design of
wined LANs. In IEEE R0Z. 11, the nddressable unit &0 station (STA), The STA is o message destinaglon, bai
not {im general) pofixed locakon.

5.1.1.2 The media impact the design

Th= physical layers peed in [EEE 802,11 are fundamentally different from wired medas. Thas IEEE 30211
PHYs

&) Use o medive that has neither aboobule por readily abseovitile boundanics outsads of which siafions
with conformant PHY tamsceivers are lonown bo be unable o secsive network: fromes.

by Aure unprotecied from ostsids signals.

ol  Commuanicass over o medivm sigetficantly kess reliable than wired PHY s

di Have dynamas topalogis,

el Lack fll comnectivity, and therofore the aumpticn sermally made that every 5TA can hear esery
orher STA i3 ievaldd (ohar b STAR enay e “Badden™ from each ather)

fl  Hawe time-warybag and asymmsine propesstion properibes,

Because of limitations a wineless PHY mnges, wireless LANs imended fo cover ressonahle peogmphic dis-
tances may ke built from basic coverngs buldiag blocks

2.1.1.3 The impact of handling mobie stallons

Cng: ol ibe reqoirmments of [EEE BGZ.0 ] is to headle mobile s well 5 parrable statioms, & porimble skstion
i% mne thas is moved froe locatan b location, bug is only used while af a ficed fomtion. Mabile staibons scha-
alby access the LAN while i motion,

Fartechnical reasons, i is not safficiest o hasdle ondy portabie stations. Propagacion effscis Bar the distine-
tioe Betwien postable and mobibe staioss; stathonary atations often sppear i0 be mobile dus to propagation
affecis,

Anocher ggpecs of mobile sutions s that they may often be bairery powersd. Henoe power maamagemenr is un
impoctant consédaration. For sxampls, it canncot be presumed s o sation's receiver will ahvags be powersd an

Copyright & 1397 SEEEE. AN fighs s, g
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5.1.1.4 Interaction with other IEEE 802 layers

IEEE %0011 is required 1o sppesr 1 higher loyers |lagical Tink comtrol {LLC)] a5 2 current seyle 502 AN,
This requires that the JEEE 802,11 netecak andle sagion mobilicy within che MAC soblayer, To meet rell-
ability sssumprions (that LLC makes show bower Jayens), il s mecesasy for [EEE 80011 1o incosparuis
Funciionality thar 1s unradStbonnl for 3MAC sublayvers.

5.2 Components of the IEEE B02.11 architecture

The [EEE 80211 ackilecsse conssts of seveml compenents chat imeract o provide o wireless TAN thet
sappeets siation mekalsy trmparently o upper Sy,

The bane service sef ([B55) is the basic building bbock of s IEEE B02.11 LAN, Figurs 1 shows rwo BESs,
ench of which has tao skxtiors thal are meombers of e BS5.

It iz useful be think of the ovsls wed Kadopicd n WJ'-SM the covverige aren within which the member stalions
of the B55 moy remain in communication, (The coscep of s, while s preciee, iv often geoud cnough ) [F
1 sation moves out of its BES, it can o longer direcily commnicsto with other isembers of (e BSS,

- BIZ11 Companans

Figure 1—Basic service sets

£.2.1 Tha independent BSS as an ad hoo nebwork

The ndependem BES (TBSS) s che mest hasie type of IEER 303 11 LAKN. A minimum IEEE 80211 TAN
iy comslsl of anly e sarinns,

Fagure | shows two IES5Ss. This mode of operation is possible when [EEE 80211 statins are oble 10 con-
mumicaie directly. Becume 1his type ol ITEBE 302,11 LAN i3 alten formed withoat pre-plenning. for ooly as
long i the LAN ik meeded, tis rype of operation is often refemed to as on ed hoc setwont,

5.21.71 5TA 1o BSS association is dynamic

The pssociation between 8 STA anc 2 B55 is dynemic (STAS tum en, fums off, come withis range, and go out
af range], To becoane & member of an infresmicrene BAEE, o stados shall becoms “esocied)” These assodd-
i are dynamic: and fmvolve e vic of e distribstion sypsiom service (D35), which ix described Iaier

Cogyrighl © 1337 IEEE. Al Fighls nesorved.
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5.2.2 Distributlon syatom concapls

FHY lLimbtmationg detemeaine the direet siution-ioostatbon distamce that may be iuppocted. Por some nerwoidos
thiz digmnce is sulbcient: for ocher metworks, incroased coverage ix reguimed

Instesl of existhng indepemdeaily, a S5 may also fiwm & companent of an extended form of network that s
built with muliple B55s The architecsursl component wed o interconnect BSSs is the dinriburion rystem
{D5],

IEEE 80211 logicslly sepasates the wireless mediam (W) firom the distribution system medium (DS
Each logical median is vied for different purpases, by a different companent af b aschitectize. The [EEE
B2 11 definitions nesther preclmie, nor demand, that the multiple media be either the same or differem.

Recopeaxing et the muliple media we fogically dMaem is key 10 undensamding the Sexibiliy of the
architesture, The TEEE BO2, 1| LAN architeciure i specificd indspandently of the physisal chamscterisics of
ay gpeific rmplamantation,

The 5 epables mobile device sappont by providing the logical services recessany 1o hedle address o des-
timaficn mappiag and seamless intepration of maliple B5Ss.

An gecdss peint (AP) 5 a STA that provides secess o the DE by providing 105 services in adedition 1o acting
o STAL

Figure 2 adds she DF and AF comgponents o the 1EEE 80211 anchitesime pdeiue,

B551 BIZ11 Componenis

Figure 2—Distribution syslems and access polnts

Dhata msove betwesn & BES and the DS via an AP Noie thel all APs are also STAS; thus they are addressable
ediges. The addrecse used By mn AP for commusication an the Wi and on the DEM are nol necessarily the
FAML

5.2.2.1 Extended servioe set (ES5): The large coverage network

The 5 asd BSSs sliow IEEE 803.11 o crosto a wirclesa sorwark of arbiirary sire and complexity IEEE
#0201 refesa o thes ype of netwark as the avended sendor ref (BES) netwark.

Carpyrighl & 1907 IEEE. AN fiis issrvad. I
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The key citcepl i3 ihal M BSS fetvwark appears the same w a0 LLC Leyer us an [BSS secwork. Stutlons
withim an B35 may commamicaic and mobile stabives may wove fnom goe B5E (0 mogisr {withan the saine:
ESS wansparenily 1o LLC,

HMuching i assummes] by IEEE 802,11 aboat the selatlve phasical bocations of the B5Ss in Figure 3,

Figura 3—Extendod service sct
Al of the following are poasible:

1} The BE%s may parially overfap, This is cummunly vsed fo arrange contipuons covernge within o
pihysical wulume

B} The BSSs could be physically disjoinfecd. Logically there is no limit o the disiznoes between BSSs,

¢} The BSSs nay be physically coflocaed. This may be done 1o provide redusdancy.

d)  {ne for moee) IB5S or ESS networks may be pl:l:rl.lnﬂ'_l" prml:llin e Smme SpOcE as one [ more)
B55 aetworks. This may ariss for o dumber of reasons, Two of the mest commean ne whes an ad boe
notwork B operating iz a location (bt alse has an ESS network, and when physically overapping
IEEE 02,11 networks have beesyset up by difterent arganizalions

5.2.3 Area concepls

For wareless PHYS, well-defined coverage areas smply do nol exist. Propigation characlerstics ane dynamic
ond unpredictnble. Small changes . in position or direction moy resolt in dramatic differencos i signal
wirength, Similar effects sovur whetber o staticn 35 stationary or mobile (as moving objects may mpast st
tion-io-giation propogalion .

Figure 4 shows 2 signal sirengih map for & simple square room with a standad metal desk and an open dear-
way. Figure 4 is a static snapshol; the propagation patterns chonge dyvnamically as stations and objects in the
exvironment mave. In Figure 4 the dack {sodid} Socks in the Jower lefl are a metal desk and there is a door-
way it the top npht of the fipare. The figure indcates relatioe differences in figld sirength with differant
ineemaitied and indicares the variability of Aeid siresgth even im & Spais emdronmend.

While the: archiveciure diagrams shiw sharp bosmdaries for BESe, this & an anifaet of the pletorial represen-
tmtion, ol b physical reality. Fince dynanic hee-dimensonal Geld strength pictures are difficalt to drow,
will-defined shapes ane wsed by FEEE 802,11 urchitectsrl diagrans to represent the coverage of o BSS,

12 Copyrignd § 10T IEEE. A nghta rssrosd,
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Figure 4—A repressniabive slgnal inlensity map

Farther description dafficulties arise when aneasping po describe collocmed coverspe srens. Consbder Figurs
5, in which 5TA & could belong o BSS 3 or BSS 3,

BSS1 8211 Campanants

Figure 6—{olbecaled coverage araas

While the concept of sets of statinns is cafeet. il # oflen comerient i (zlk pbeat areas. For many sopics the
comcept of area i safficient, Yoleme is 2 mors prostse teom than ansa, though still aat technically comect. For
historical rensons and canverdence, thiy standard uses the commmon femm aea

Cnpratight @ 1807 [EEE, Al righis resenyiad 13
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5.2.4 Integration with wired LANs

T insegrate the [EEE B021 1 anchitectors with & irslitions] wired LAN, & finsd fogical arehiliecwral compo-
nent is inmcxluced—a e,

A porinl s the logical peint af which MEDUs from an indegraiesd non-TEEE BOZ11 LAM enter the [EEE
BOZ 1L DE, For example, a poreal iy chown in Figare & connecting bo oo owired 202 LAN.

BSS 1 EOZ11 ﬂmm

Figurs 6—Connecting to other IEEE 802 LANS

AN data from non-TEEE 802, 11 LAMS eater the 8 1] architecsars via a portal. The pamal provides kagical
imzgration heswesn the TEEE 802,11 architecture and existing wired LAMs, Tt Is passible for ons devics fo
offer both the functioss of an A" and 2 postal; this coald be the case when 8 DS i implemented from 802
LAN compaaces.

In TEEE BO2.11, the ESS architectum [.ﬁﬁ.ﬂ:ﬁd the DSy provides traffic. ssgmentation and range extension.
Logical vonsection bepween IEEE BOL L] and ather AN are via tse porial Portaly conmect betwesn e
D&M and che LAM medine b 100 be integrated.

5.3 Logkcal sarvice Interfaces

Tog: TEBE 8402, 11 archiicenme allows 1or the possibiliny thal e DE may not be jdenmical v on existing winsd
AN, A DT may be cresisd from many JEffcreni techaslogies inchiding cunresi 812 wied LAMNa, IEEE
A2 11 doms ot conatran the 95 i be sther dsta Bnk or peteork bover basnd. Mor does TERE 802,11 con-
simin a DS 1w be aiter centrafized of distributed in neture.

lmﬁ.mljlm|ﬁﬂydmanﬂlwu.‘i['j the detndls of DS emplementaticns. Instead, TEEE 8021 u.'_pn:iﬁus
services, The services are associsted wilk diffeent components of the architectars. Thers ae two categones
of IEEE S{KE 1| sorvice—the station service (58} and the disinbobon $ysem servacs (D58} Both coteganes
af aervice arg ussd by thi [EEE BO2.11 MAC saldiyer

The camplets 36 of JEEE 8021 1 architbs il services are = follows:

14 Cogyright O =027 |EEE. All righta resereed.
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al  AidhenLicsting
by  Assnciabion
¢l Deaiifhenbicating

dl  Disassocieion
gl Dastribuiion

) Intgrativa

g Privacy

b  Heissocialion
ti  MSDL delivery

Thies et of strvices Bdivided bmo W grosps: thess thal ane past of évery station, and thoss thint ane part of o
D5,

5.3.1 Station sarvice (55)
The service provided by stntiong i knomn as the sases aendee

The 85 ic present in every [FEE ROL.1 | sintion (iechuding APe, 15 AP mclude gratson fesetiongding), The 35
is specified for use by MAC sublaver eativies. Al conformast ssations provide 85,

The 55 is ns Eollows:

4} Awthenbcation
by Deanthenticatiin
c}  Privacy

di  MSDU delivery

5.3.2 Distribution system service [D3S)
Thee sésrvice provided by the D is known as the distribution fysfem rendice.

These services &fe representad in the TEEE 802, | | schitecires by armoms within de APs, indlesting deat the
EETVIDEs are used 0 choas medn And address space logical boandaries. This (s the comvenbend place o sk the
servicos In the piciure. The physical embodineeat of variows services may oF may not be within a physical AR

The DiE% e are provided by the DS, They are pocessed uun#fﬁihltnhﬂmhldﬁ DEEs. A BT thar is pro-
wheliag necess o IS5 i an AR

Thez D555 wre as flloas;
a)  Assoriion
bl Disszocistion
<) Distributios
d]  Inisgre.-n

2}  Resmssocintion

DE5s are specied for use by MAC sublayer enlsies.

Comyighs © 180T BEEE. AF ngivis rusurssd, 15
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Figure T-combincs the componenls frsn previois Bguares st both iypes of serviees to show the complels
IEEE 802,11 architechsre.

Figure T—Camplete [EEE E02.11 archilecture

5.3.3 Multiple logical address spaces

Fust a= the TOEE 802,11 architecturs allines for the poemibility that (e W, TSM, and o inbograged wdired
LAN may sl be different physioal modie it aler allows for the possibifity that each of thess components
may he operating within different pddressprces. IEEE B2 L énly uses and specifies the wse of the W
Pach IEEE 86211 PHY operated in & single meedivm—he WhL The IHEE 80011 MAC operates in a single
#ddress space, MAC akiresses wre gsed on the Wl in the [EEE 802,] | architecture, Thesefore, it is unpec-

exanry for the sumdnrmd o explicity specify bat its oddresses are "W sddresses™ This is mssumed shrough-
aut the TEEE %0211 seandard.

IEEE Az 11 i choses t0 use the [HEE §02 #8-bit adiress spape (om 7035300 Thus IEEE &02.11
widdresses are compatibie with the eddress space used by the 802 LAN Family.

The IEEE #02.11 chuoice of addres: space inplics that for masy mstandiatons of the IEEE 80211 architec-
tere, the wired LAN MAC addres: space and the IEEE B02.11 MAC address space may be the came. In
thone gimastions wheee o D6 that wses MAC fevel B0 addreasing is np:;rnnhu-. all thres of the bagical
sdledrein ppoeces nand wathin & systam coald be identical. While this ie a compsan case, o ol the anly com-
banotion alkowsd by the archiieciure. The TEEE 802,11 architecture allows for all three logionl sddress
sgaces (o be distinel,

A multiple address space axampde i3 o where the DS implementation uses netwark layer addressing. In
this case. e W sddress space amd the D3 sddeess space winild be differant.

The abillty of the architeciur w hundle muhlple logical media and address spaces 15 key w the ebility of
TEEE 802,11 o be indepsndent of tho DS implenentation and to inderface cleanly with notwork layer mobil-
ity approaches, The implementation of the DS b unspecified ond & beyond the scope of tis standasd.,

I Copyrighl @ 1587 IEEE. M rights resorved.
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E.4 Overview of the services

Them are nine services specifiod by IEER B0Z2. 1L Six af the sérvices are used o sspport MSDL! delivery
between 3Ths. Three of the services are wed 1o comtrol TEEE B0Z 11 LAM socess and confidensiality,

This sabclaoss presems the services, an overview of how each service is used, and o description of how the
service redases o other services ond the [EEE 802,11 archifectere The services are presented in an onder
deaigned to felp baild an updersanding of the operaion of an IEEE 302.11 ESS neiwork. As a result, the
55x and DESs are intermined in coder {ratker than being grouped by caegory)

Each of the servives i supparied by ome oc moee MAC frame typet. Some of the sesvices are supported by
MAC manng=ment messages and some by MAC doia messages Al of the messages gain access to the W
vin the IEEE 80211 MAC sublayer medium access method specifisd (8 Chuese 9 of thia standard,

The TEEE BOE 11 MAC sublaver uses thiee types of issshpss—daie, manapemeni, and controf (e
Clamze 1), ‘I'he data messages are handied via tes MALC dsta service path,

MAC managemen messages ore ased 10 sappors the TEEE 80021 1 services and are hanclled vin the MAC
munagessent servies duts paty.

MAC contral mesiages ame weed 10 suppart the delivery of 1EEE BOZ. 1 | dats andl manspement messapes,

The-ﬂ:mnpl-u her= asgiimme an ESS notwirk enveonment. The differences betwesn the ESS and the [BSS
niwirk emvironments are discissed separately in 5.6,

5.4.1 Distribution of messages within a DS
6.4.1.1 Distribution

This ks the primary servics used by TEEE 802.11 atativas, 1t is concephmdly invoked by svery dain message
i of frcen, an [EEE 802,11 STA operating in am ESS (when the frame is seat vin the DR}, Disributios i a
nEE

Refer o the ESS setwork in Figore T and corsides a date message boing sem from STA 1w 5TA 4. The
message Ig senl from FEA 1 end recelved By 5TA T {the "inpat” AF), The AP gives the mesagge o the dismi-
bubion services of e D5,

0 ia the pob of e disiribetion servics 1o dofiver the message within the DS in such a way thai if arives an the
appropriste DS destination for the istended recipient,

hﬂﬁ:mpln&umﬂ:dklﬁmm ETA 3 (the “ompud™ AF) and STA 3 nooesses the W 1o send
e mesgape fo 5TA 4 (the interdsd destination},

How il messags is disinibised within the DS is ol spacified by TEEE B0 11 All TEEE 802,11 is foguied
bz st provi de the DS wish esosgh informuotion for tbe D65 bo be ablo to defermine the “oulput’’ paint that
carresponds 10 the desined recipient. The necessary information is provided io the D8 by the thres asooise
tinn relsted services (associntion, resseciaion, and dissssocistion]

The previom cximpls was 6 ciss wien: the AP that lovoked the disiribaon ssrvice was differens from the

AP hat received the distribuied message. If the message had been imended for o station that was 2 member

of the same BS3 as the sending mackon, ihen ghe “inpet” and e p AFS for the message would have heen
the maiss

CopyTighi © 1857 IEEE. Al rights resensed. 17
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In cither example, the dilnbutkin service wey logically lavoked, Whether the messige oclually had 1o
traverse the physical DSM or not is o DS implementation meber and ks nol speerfied by TEEE 80200,

While ITEEE &2, 1| doss not specify [0S implemestations. it does recognize q.m:l:lu:ppm'l.llt wse of the Wi
a6 the DEM. This le spetifically supposed by the TEEE 802,11 frome foemmacs, (Refer bo Clause T for detalls.)

5.4.1.2 ltegration

1 the disribunbnn service dewermines that the inesded recipeent of o messxee s 0 member of an insegraed
LAN, the “eutpac” podot of the DS would be o ponal instead of an AR

Mlessages thal arc Getrbuted to o portal causs the DS 10 vk the Inisgraion fusction (concepoally afier
the dmiriution service). The Inegranen funcion 15 responsile for accomplishing whatewer b needed o
deliver o message from the DEM w0 the inteprated LAN media (bncluding any regeirsd media or address
apecs translations). Integration is s [SS

Mlessapes received (rom an ircegrased LA (vin a ponal) by the DS for o IEEE 802,11 3TA will Inyoke the
Talegrution fimction befose the megszgs is disabuned by the distrbation ssrdees

The: details of an Insegration fonction e depenclent on 3 specific DF implonematon and s ostsde the
senpe af this standard '

5.4.2 Services thal support the distribution mru-lne

The primary purposs of a AEAC sublnyer i to memale MSDUs betweent MAC sablayer entitios. The infor-
muation recjusred For the disiriburian serylee [ opeute is provided by (ke sssociation services. Befone & dota
maessage can be handled by the distriBution seevige, 8 5TA shall be “asocised ~

To uuﬂumndﬁz-mmfmimin,ith-mn;g first to anuderstanad the concept of matilily.
5.4.2.1 Mobility types

Thsexw are thres wasslion iypes of signilicance 1 Wik stsseland thaat describe the mabilley of statbans within o
nelwark:

ap  MNeirameiion: In Chis tvps, v subcbasses Chist ans usually mdstnpaisheble sne bdentised:
1) Sttic—nn misdicn,
2y Locol moveman-—movement wighin the PHY ronge of the commamicating ST [1e., move.
mend within a basic service nrea (BSA))

b SSransitfoe. This type iv defined s o saton movemew from ope BSS in one BSS w another
BEL within the sanss BSS,

) ESSransgisn; This pype is defined o station movement from a BSS moone B35 ma BSS 6 a dif-
forcat ESS. This case 15 supgoried ealy inthe sease thar the 5TA may meve. Malmenance of upper-
Layer connsctioes cannol be guarsstesd by IBEE 802.11% in fuicl, disnspion of servios b libely 1o
OCEUE,

The different aeamdinlion services supp=at the differenl calegories of mokilidy,

5.4.2.2 Association

T deliver o Pnessigs within a DS, thoe disesbution servies meeds 1o Know which AP 1o aceess for the giwen
[EBE B2 11 STA, Thi nformakon is provided o the DS by the concupt of arsecianon. Association i£ nec-

esaary, it sol sufficient. o wEppest BSS-mnsison mobilily, Associntion i suffzien 10 support “no-raesi-
tion" imobdliy. Association is a 55,

18 Copright © 1997 |EEE. Al rights rosarssl
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Beform o STA is allowed b sead o daka imessuge via an AR it shall first become wisooloied with the AP The
oot of beeoming sssocizted invokes the associstion service, wiach provides the 3TA o AP mapping o the
(3. The 125 wzes this information to scoomeplish is messape distribotion service How the information pro-
vided by the agsocialion servies 18 siored amd managed within fhe D5 is nob specified by this standand.

Ab amy given mstanl, a STA may be assockaied with oo more thea one AP, This ensaires that the D5 may
determing 4 undyuws answer bo e queion, “which AP i serving 5TA X7 Unce m nsssckation |5 completed,
a 5TA mey make full ove of 2 16 {via the AP bo commumicase, Associnbion iy alwoys intiaed by the mobile
STA, oot the AP

An AP pay ke associared with many STAx af one fime

A 5TA hearns what APs are presear and then requess s establish en associnton by Invoking the association
gervace. Foe the detsils of how a glatbon beams about whel AP e presend, ese 1113 on ecanning.

5423 Resssociation

Assnciarion is safficient for so-trunsElion messoge delivery betaeen [EEE 80211 stations. Additionnl fume-
tivmality &5 nesdsd 0 support BSS-transition mehility, The additianal reguired fanctionality is provided by
the reassocestion service. Hessaeciation 5 a DSS,

The rexsiociaficn service i inoked ta “move” acurrent assacialion from one AP b0 another, This keeps the
135 irformed of the cument mapping hetwesn AP and STA 25 tee siatlon moves fram BES o BES within an
ES5. Reassacintion olso ennbles changing asocintbon alerbubes 0f on establihed associotion whils il 5TA
remaing astocissed with the same AP, Ressasiaion i ilways initiaied by the moblle 5T4

54.2.4 Msaszoclation

The disassociatian service is invisked whenever an edlEling sesnckaibon is to be wrmindisd. Dissssociatban i
a D85,

In on EES, this =k the D to void existing issociation informmeen, Atlanpts 1o send messages via the [3
1o & disssiciaiad STA will be unsseceeabol.

The disassocialion services may be invoked by edther pary to an asiociation | roo-AP ST or AP Desassosi-
Bl is nnodioition, mod o requesl. Blisssociation canact be relosed by either pasty to (he assocladon.

APs moy poed m disnssocise $TAs to enable the AF to be romowved from a nolwork. For seevice ar for olher
PELR

STAs shall sttempt to disassociale whenever they leave a nefwork, However, the MAC protoced dies ot
depend on STAS inenking the dissspocintion service. (MAC management i designed o asccommaodate loss
of an associibed STAL)

5.4.3 Access and confidentlality control services

Twie services ars required for IEEE 0211 o provide functionality symivalent o that whish & bhetent 1o
wared LAMNs The design of wired LAMs assumnes the physacal asiribuccs of wire, In panticulan, wired LAN
design amsumes the physsoally closed and controdled sabure of wired media, The phoysically open mediom
nature of un TREE 802,11 LAM viokates tioss atsamplioss,

Two services asp provided w bring e IEEE 80211 funsboanlicy w line with wired LAN assomptions;

asthentlestion ond privacy. Anthessioation is wsed irstead of the wirod media physical sanpeetinn. Priveey i
uiad tar provlda the cosfidentlal aspects of closed wired madia

Copyight & 1 367 IEEE. A righis nossrved k]
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5.4.3.1 Authentication

In whred LAMs, physical secunty can be used to prevest uranthorized acces. This is impmctical in wireless
LANs since they have 4 mediui withowt peecise bounds,

LEEE #0211 prosides the shiliy o commol LAMN nccess sia the mtbenticnton service, This service 1 med
by all stations i cstablish their bdentity i ssatiors with which disy will commenicate. This is true for hoth
E5SS and IBES potworks. IF o musiunlly scceplabs level of authentication his sol been esabdished between
two stations, an aspeciation thall sal b eetabliched. Asthenticalon b an 25

[EEE 80211 supporis several authentbation procesies. The IHEE 20011 pudsentication mechaniam alsoe
alknws exparsion of the supporied auiberticalion scheimes. [EEE 302,01 does nor masdate the use of any
particular authenticstion scherme,

IEEE B0 11 provides link kevel authenncation hetween IEEE R0E 11 stations, TEEE 802,11 does vt pro-
vide efther ead-in-end {message origm 1o messapes destinatson) or user-t-user athenseation. TEEE ROZ. 11
authentication is used Smply 1o bring the wireless ink ug i the assumed physical sandands of a wincd Bnk
{This mse of mthentication s indeperdent of asy authertication process that iy be used in Hgher levels af
a retwork protocal stack. ) IF authentication other thas that described biere is desired, it i3 recommended that
[EEE Sid §0Y 101902 I':B-S'I" be h:lplrmﬂ:ml.

If desired, an IEEE 80211 neswork enay h&npu:lﬂnm;ﬁwu&pum-n}mdnmm:mﬁhj 1. Thiz

may violaie imphcit pesumptions ks by likgher m'!w'.d. l-y-ﬂ'-l Is &n ﬂp:n Syale, any siation nay
bocome autheoticated.

IEEE 502.11 ulwo swpperts Shared Key setbengication, Use of this attbeatication mechanism reguires ingple-
merimbon of the WEF option (see 3.2 In a Shared Key lulhrl:lﬂt".ld.inn svstem, Mentity i demomstrated by
kroawvledge of 5 charsd . s=crat, WEP snonpplion kes:

blimsgemend infremntion hass (MIB} funciioes are pravidad o suppart ihe samdardized mshentication
schemes,

IEEE 801} 1 1 respaires mumually accepiable, soecessiul, umhenrication,
A 5TA may be authenticated with many other STAs &1 uny given instant.
5.4.3.1.1 Preaulhenlication

Hecause the authentication pracess conld e me-omsaming (fepending on the mithentication proiocal b
wee], the authesicalion service can be imaked independently of the asociation service.

Preauthantication is bypically dose by a 5T4 while i 5 akeady msocknied wilk an AP (with which i previ-
ausly authesticated). TEEE 302 11 docs aol requite thal 5TAs preanihesticate with APs. However, authenri-
catips is reqoired before aa assnciation can be established.

If the pushentization is left andl reassocistion time, this may impacs the speed with which a 5TA cap reasso-
cisle between APs, fimiting ESS-tromsition mobility performance, The use of preasshentication iakes. the
anbemication s=rvice overhead oat of the time-criocal resssccionen procsis.

*hm-hhrh:nlp_dhhmnrﬂlﬂummm L
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5.4.3.2 Deauthenticalion

The deauthentication service is invoied whenever an existing authemicalion is to be tenminated. Deaothenti-
catlon |s an 55

In a1 ESS, ainee guthantaton |5 a prerequisse for sssociation, the aol of deawthentiction shall cause the
statlon (o be disassocisted, The desuibentication service may be invoked by either outhesticaled party (son-
AP 5TA or AF), Deasthenticalon & mot @ regessi, It 15 o notification. Deauthsmication shall not be refossd
by it paarty, Wihen an AR seod o deauthenlicaian sotics b an aseciabod STA, the assacistion shall ks
be terminated,

5.4.3.3 Privacy

En & wired LAN, poly thoee sations physically connecied fo the wime may hear LAX tmiffic, 'With o wireless
saared medium, this is nat (he case. Any TEEE 802, [ f-complinnt 5TA may hear all like-PHY [BEE 8021
traffic that is within ange. Thes the conmection of & single wireless link {without privacy) fo0 on existing
wired LAN may seriously degrade te security level of the wired Labd

Tin bring the functionadity af the wirebesz LAN up to the level implico i wiced LAN desipn, IEEE B02.11
prowides the ability 1o ercrypt the contents af messages. Thas functionality & provided by the privicy ser-
wice. Prvacy isan 55,

IEEE ®12.1] specifies an optioeal privacy’ algorithm [wired eqoivalent privecy (WEF]] thol is designed o
satisfy the goad of wirsd LAN “pyuivalent” privacy. The algerithm is aot desigmed for oliimate securicy but
ratbier Bn be "af beast as secare as 2 wine” See Clauss B for mone detalls

IEEE 302,11 wsos the WEHP mochanism {see Clouss £) fo perform the actual encryption of messages. MIT
functions are provided o support WEP

Note that peirvacy may oaly be inveked for Dars Srames and somse Authesticaton Managersent frames. All
statsoms initinfly siart “in the clear™ in ander to set op e mithestication and privecy services

The defwalt privacy stse for all [EEE 802,11 5TAs |s “in the clear™ If the privacy scevios is pol involked, all
messages shall be sewd unencrypredl. 1f this defanll i= not acceptshie in ine parly or the other, data frames
shall mot be successfully communicsted between the LLC entifies. Ueenorypled data frames secdved ol a

mlathon configered for mendeory peivecy, &5 well as encrypeed date frames psing a key not ovailable at the
receiving smrin, are discssded withoot an ledicaion to LLC for sdthoat indicsmion o dsadborion cervices

in the case of “To DS frames recsived ot an AP Thesz frames are acknowledpe:d on the W [if receivad
withou frame check sequence (PCS) error] to avold wastang WM bandwidth on refries,

E.5 Relationships batwaen sen/ices

A BTA keegs twio sbate variahles for cach STA sl whicl direc) commumnicaion via the Whi iz needed:

—  Awikgsneaiion saate; The valoess are anauthenticaled and suthentic sed.
—  Aszociaticn staie: The values ase unassocialed and assocestid,

These twn wrabdes create three local sisteés for each eomode STA:
Srane 1 Inmial starl sinbe. ansuthesticaied, snasesocnied,

—  Sraw 2 Authenibcated, nof pssociaded.
—  State 3 Authenlicated and sseocinted

Copyight & 1897 IEEE. Al rights resaryec. a1
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The refsbonships between thess siation siste varinhles md the services s given by Figune 8,

Figure E—Relalionship hhﬂl!hh varlables and services

The current state exkiting between the shurte and déstinarica datien determines the [EEE 80211 frame
types that may be exchanged between that pair of STAs {soc Clause 7). The state of the sending STA given
by Figure 8 is with respect to the insended receiving STA. The aflowcsd frume types are grouped into classes
and the classes :qrrn]:lnnd:mb: skxifom staie, In Siane 1, nnky Class | [rnmes are allowed. In State 2, eieher
Clazs 1 or Cliss 2 ﬁ:mmmmhlmﬂ all frumes ln.-ldlu-urdl;llum 1, 2, and 3), The frame
clasaes are delinsd as Tolkows:

L

L1}

Cless 1 frames |permised from -ihm-ﬁphui.l,a.q-d!}:

1

2

3

Cratral fromes

I} Regquest o send (TS

W1 Clear 1o send {CTS)

i} Ackniwisdgrmest (ACK)

v} Contention-Fres (CF) Eu.dm.ﬂ.li

¥}  CF-End : _ -

Muonngement fromes . ' "

[} Probe requestresponse

iij Beacon

Hid  Authesiieation: Suecesful athentcaion sables a sintian o achangs Clasi T frames
Unsspzeessiul anthenticstlon leaves the STA In State 1.

i) Demibestication: Dearlbestication solillcaon whes in Stae 1 or State 3 changes e
STA state mo Swabe 1. The STA shall bocoms anthenticarsl agaim prior 1o semding Class 1

lraines.
Y1 AnRGNRCEmEnt AT Indicagion m{m
Daln frames

iy Dwinc Deta frames wigh frame comtenl (PO comtral hics “To DS and “From DS botl
Falae,

Class ¥ frames (1f anc nlﬂ:.- if anthessicaed: sllowed from within State 2 nnd S2ate 3 anky):

Ti

Managemant [Fismed:
i1 Associabon regeestinpoase
—  Bucpeessiind sseocision ennlbdes Class 3 frames.
—  Urnsucesssni] socialion leaves STA in Seate 7.
iy Reasstcation myuealicsponss

Copyriphd © 189T IEEE. Al rights resarved.
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]

—  Sucossful reassocimion enabies Clags 3 mmes.

—  Umsucixssfu] reassociaton lenves the ST, b State 2 (with respect io the STA ihat
was send the reassociation message). Beassocialeon frames shall only be semt if tha
werding STA is olresdy associmed in the same ERS,

i) Dhamsoctsion

—  Dsassocision notificaton when in Siste 3 chanpes A Siaton's state (o State 2. This

station shall become assoeimed apeim o it wishes i wize the DS,

I STA A recelvea o Class 2 frame with o umicasi address in the Addiess | fedd from STA B thai iz
nol suthenibosed with STA A, STA A& shali send 2 deautheonticaton frames o STA B.

iThe use of the word “receave™ tn this subslagse refes oo frame Bat mests all of the fikering cite-
rin specified in Clagse 9.

Class 3 framies (i and only il sssociabed; albowed only from withia Stas 3);
I} Data frasees
—  Dsta subdypes: Daln framos allowed. That is, cither the: “To DS" ar *From DE™ FC contral
hits may be sef i e 1o utilize DESe,
Ty Managersent frames
—  Desithenticaion: Deaudhenteation notificetion whes in Stabe 3 implies dizassociabon &
wall, changing (e S5TA% stale from 340 | The statbon shall become asthenticaied agatn
prar s ancther asiodation,
4y Coatrol frames
e PE-Pall

1f 5TA A meceives & Class 3 frame with & anicae) addross in the Address | fluld from 5TA B that =
aurthengicaied Bl not associsted vwilh STA AL STA A shall send 3 disassociation frame 0 STA B,

[F STA A meceives s Closs 3 frame with @ onicast nddress i the Address 1 field from STA B Bal e
ool aathenticated with STA A, $TA A shall send » deasthensication frame 1o 3TA B,

{The vse of ihe wond “recelve® inthis subclaose refors 1o o frame that meets all of the Gltering crits-
rin spsisified in Clauses Band 9.3

5.6 Differences between ESS and IB53 LANs

In 3.2.1 the coacept of the [BSE LAN was introdsced. It was noted that an [DSS i« often uged 10 support an
ad hoc regwark, In an [BS5 petwork, a STA commianicates dimectly with ane ot mare other §THE.

Copigl & 1997 1EEE. AR Fghis mesred ]
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Consider the full [EEE §0Z.] [ archifectons o stown hﬁf‘]gm’c ¥

BSS 1 802.11 Components

Figure 9—IEEE 80211 architecture (again)

An THSS consiss of STAS that fee diredlly conmectsd, Thas theee §s (by definition) oaly one BSS. Furiher,
sinca there i oo physical DS, there canmot heca portal, n imcerated wired LAN, or the D5Ss. The logical
picturs Teduces fo Figure 10, ;

£02,11 Independent BSS
_.-'-"'_'_._._._\_‘_-_\_"‘--\_

30211 MACTPHY

— —

Figure 10—Loglcal architeciure of an IB5S

Oinly the naledmvm cwo aatlonk are shown in Figore 10 Ax THES say have an sebimary somsher of members
In zm IBSS, anly Clasx 1 and Class 7 framsex ane aflowed. since there is po D% in an [B3E,

The services thet apply o an JBSS o the 55

5.7 Message information contents that support the services

Esch service 5 suppomed by one or mofe [EEE 802,17 messapes. Informatan fems. are given by name: fior
camespumding wilees, see Clauss 7,

e Copyrighd © 1997 EEE, All nights rsaned
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5.7.1 Data

For % STA o send data (o another 5TA, it sends 3 dsis messngs, 32 (howm bobow!:

LRI meTEag e

—  Mespe type: Dals

— Mesage subtype: Data
s [EEE poarce addrecs of message
s JEEE destination address of mosuge
= BE5ID

—  Direction of message: From 5TA o ST

B.7.2 Assaciation

Far a 5TA to asenciaie, the associabion serveoe causes the Following messnges o cocur

Aifacimhon reguer!

== hlessage type: Managemeni
—  Micsiape sublype: AsSOcialion roguest
—  [aformaikon bems:
»  IEEE mddress of the STA inkcinomp the association

* IEEE nddress of the AF with which the initiming scasion will assoctas
« ES50D

—  Direction of message: Frum §TA AP

Arravieiicn response

= Memage type: Management
—  Meszage subbype: Associaion respomse
—  Isformatson fhemss:
=  Result of the requested association. This s on fem with valoes "succesalol” and “wnsue cossfal

# IF the sssociation iz successfol, the response shall inchude the ssociation identifier (AITY),
=  Dhrection of message: From AP o 5TA

5,73 Reassociation

For o 5TA 10 resssccinto, the rennocistion wervice camses thi following muessaps & oogur

Remissmoiafian megueel

—  Mlessape ype: Mansgement
—  Messape subtype: Reasseclatbon request
—  Infoemstion jeems:
« IEEE nddress of the STA iniliating the remssociation
+ 1EEE address of the AF with wiich the instintng sinthon will resssociss
= IEFl addrais of e AP with which the indintng sotion iz curresitly meodatzd
= ESSID

—  Direstion of mesiags:
= From 5TA 10 AP (The AP with which the STA is requesting neassociation)

Copyrght & 1557 IEEE. All rights msaned, i3
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‘The sildrexs af the current AF is included for efficeency. The inclusion of the cument AP adidress facilitales
MAL reasspctation 1o be independent of the DS fmplementation,

Reamackation resprase

= Nessage type Mansgemen]

—  Messge subiype: Reassopiation msponss

—  Infoemarkon fiems:
o Remiltaf the negeested neasociation. This is am isem with values “sucosssil' imd “unsusceesdil ™
*  If the renssocintan & saccesshal, the response shall inciude the AID.

—  [Mrecticn of message: From AP 05T

8.7.4 Disasspciation

For o 5TA o ermimmie o active sssacistion, the dizsassociatkon service cagses ihe following message
GECUr;

BDigssocindion

—  Messmge (ype: Mansgemeil
—  Messago subilype. Disassociadion
—  sformeition iteens:
s [EEE sddrecs of the seation ibat isheing dissssocsibed, Thie ghall be the brandsast address im the
case of an AP disasocialang with all asocisted sxtions.
+  IEEE address of the AP with‘which the station is currensly assoiated.
—  Direotion of message: From 5TA o 5TA (2., STA 0 AF or AF o 5TA)

5.7.5 Privacy

For a STA w imake the WET privacy algorithm {as controlied by the relasd MR soribures, see Clouse 11, the
privecy service ouuses BAPDL sseryprinn and seed the WEP frame header bl sppropeiaialy (ees Clwise 7).

E7.6 Authentication

For a STA 10 aoibenticale with another STA, the suthenbeation sarvice couses oo ne zvire zethentication
thankpmment Enmmh:ndmpiTh:ﬂIlmmufﬁimu.niﬂmtmnutﬁdcpmd:njm he
nthenbcation scheme wvoked, For all suthenfication schemes. the authentication algarithm is ideatified
within e massgzment frams body,

In aa TASS enviromrmend, either station may be the initicting STA (STA 1L In on ESE enviroomest, STa | is
the mohile STA, and STA 2 is the AP,

Aprhenticidon (e frame of segremcs)

—  Message rype! Manapemess
—  Mlomaage sebibopo: Aathentication
—  Information isema:
= Authentcatinn algoekthm sderificatom
= Sintion jdentiy assestion
= Authenboation mmsaction sspococs niimsher
= Authenbication slgeerbin dependent information
—  Direction of message: First frame in the rassactios sequence is always from 5TA 160 STA 2,

The firs! frane inan asthenticeion sequence shzll always be uncgeTypted.

] Copyrght © 1907 1EEE. AR nghls rasarvad.
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Aunthamricarion (infermedinte rrguence fromer)

—  Mouge type Masgemen
= Message subtype: Ashentcsion
—  Informulson stems:
= Asitbesticalion akgaritem slenlifizatian
= Agihentication taasactios sequence number

o Auibendication ol geritn depesd=nt mfnrmaation
—  Mrectlon of messege:
L]

Even trangs:tion sequence numbers: From 5TA 2w 5TA |
+ (i raasaction sequence numbers: From STA I e STA L

Antfremtication {Ena freme of eegquence )

=  Message type: Manzgement
—  Megsupe subtype; Autkestication
—  Informsion iems:
+ huthentication algorithm identification
*  Authemlicatson frEscion sequence iambsr
* Authenticabon algorithm dependent information

= The reselt of the requessed authentication. Thés is an item with valees “successfal” apd “unsac-
ceasfol

—  Directbon of inessape: STA 2 o STA |
5.7.7 Deauthentication

For a 5TA io invalidste an sctive suthenlication. the Gllowing mevsags is senl

eanlwrrieanon

—  Message type: Manapemend
—  Mossage subtype: Desuthentization
= lefammatsen ems;
|EEE nddress of the STA that jx being deashenticated
»  IBEE address of e 5T with which ihe 5TA j& carrently aushenticabed

= Thisshall be the broadcast sddress in the case of a 5TA deaulbenticating all STA4 currently
wuthenticaied.

—  Direction of message; Prom STA fo 5TA
5.8 Reference model

Thee stinsdand presents the achitectuml view, emphasizing the scpamtion of the sysem isio Rerr Frajir pasts:
the MAC of the dnin IInkh;!r.udi::HTﬁMh}mmhﬂmdudmumdmmﬂﬂhw
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layers of the ISOIEC basic seferenie moded of Open Syetems Imercoanection (OS5I (ISOMEC T498-1:
l"_]"]‘lts'l. The= layers and sublayers described in this standard nre shown in Piguse 11,

|

Data Link -

L o gic WAL Subiayar

A MAC Bublayer  df——J» Managemast MLME 545

¥ Entey

a PY_SAP WLME_FLVE _BAP

=== - mat'm"

Physical Enligy

L PLCP Sublaper i

# PND_ZAR PHY Busbayer

: — e

FMD Saislayer L !

Figura 11—Porlion of the IS0SEC basic refersnce model coversd in this standard

e

1N an = cow cv b Towinal In Clasas L
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6. MAC service definition

6.1 Overview of MAC services

B.1.1 Asynehsonous data sarvice

This service provides peer LEC entities with the ability in exchaage MAC service data gmits (M55, To
suprport s sarvice, the locsl MAC eses the usdesyisg PHY-leve] services 1o iranspon an MSDU o 6 peer
M.Al:mﬂw, whese it will be deliversd m the peer LT, 3och asynohronoes MSDU I:r;.n.lp:l'l.]:

on 4 bes-effort comneclionless basis. There i no guasintoes thal the submatied MEDU will be delivers
suoosisfelly. Beoadeas ond mualtosd trargpont ia pant of the ssynohronooes dato service: provided by the
MAC Dhas o the charscteristes of the W, hropdess: and multicas: MSTU s may cxperiencs a kower qual-
ity of service, compared o that of uniesl MSEUs, AR $TAs will supponr ke ssynchronoss dana service.
Becouss aperation af certaln funcisons of the MAC may cause reordesing of some M3DUE, s discusead in
minre desad] beliw, there are (wo service classes within the agynchroneass dats service, By selecting the
desired service class, cach LLE entity iitiniing the transger of MELUs & ahle i canirol whether MAC enii-
Led are dr are ol alleed di reondér those MSTHs,

6.1.2 Security services

Secunty services in TEEE 8321 | we provided By the suthesdication service and the wired equivalent privecy
(WEF mechanlam The ecope of ihe securily serviced provided b limited o staton-to-siation dets
exchange. The pebvacy service offersd by an IEEE BOZ.11 WEP implecnentabion i5 the encryption of the
MSTHY, For the purpoess of this sandand, WEP is viessed 65 a logscal service Mcated within the MAC sub-
laer as shown i the reference model, Figure 11, Actoal implonesiations ol tve WEP service are trasjar-
ent 1o the LLC or oiber layers above ihe MAT sulblayer.

The socuriny pervicss pm'i.dud b the WEF s [EBE 802,11 are a foflows:

nl  Conbdentialiy;
b} AuthenBcation; and
2l Aceess costred in conjurction with layer ransgement.

Diaring ihe authentcation cachasge, pirtios A aml B edchange authemicalbon information as &soribed =
Clanss B

The MAL sublayer seciarily srvaces provaded by WEP nily oo infomation frofn so6-Layer 2 manafameal
of system entities, Masagemen) emtitiss ocommamicaie [nformatkon w WEP through o sst of MIB atiribotes,

£.1.3 MEDU ardering

The serviced peovided by the MALD sublayer permie, and may i cerisin cases reguire, the rearderiag of
WIAEH J5, The AL does not intentionally reonder MSDUs except as may be necessary 1o improve the |Ukeli-
heowl of successful delivery hased om the curment operaticeal [“power managemeni”') miods of the designared
recipiesd stafivms), The sole offect of ths reondering (if any ). For the sed af MBI received ot the MALC ser-
wite interface af any single station, i& a change if g dalivery ofder of broadcsst and mualihcess RS, rel-
atlve 1o directed MSDH s, origimating from o single sourco sistion address. IF a highor-layer proloon] asing
the azvncheomous das servies canmon inlesane this possible reardering. the optional StrictlxOrdered service
chict should be nsed. MEDs eansfermed hetween any pain of aations ming the SoriciliyOrdened service
ciass are mod subgoct 1o the relstive reardering that & possible when the Beosdembledubticass service class is
wsed. However, the desire 1o receive MEDUs sem u:'.ug'lhu Elril:l'J:,'anmd service class ai aseation [pre-
clides similinnzous use of the MAC power mmagemant facifities of that sation,

Copyaight & 17T IEEE. Al righis mesrma m

43



IEEE
g g 111880 LOCAL AND METHOAGLITAN AHES RETWORKS:

In onder tor the: WAL 0 opersie properiy. the [ mast meet the requiremesis of [ROVIEC 13802-1: 1995,

Subciwase 98 mecifles opermtional pestrictions thet ensure the spproprise crderteg of MADLUS

6.2 Detailed service specification
6.2.1 MAC dala services

Thz IEEE B02. 11 MAC suppans the foflvaing serviee primilves oz defived in TROOEC 3802-1 15940

—  MA-LUHITINATA. roguest
—  MA-UNITDATA, mdwation
—  MA-UNITDATA-STATUS indication

The folkowlen duee sohclauses (5201, 1 through 2 13) give the LLC defnitioes of the primielves amd spec-
ify parameser vafue resiresons: fmpedcd by [EEE 502,11,

G211 MA-UNITDATA request

8.2.1.1.1 Function

This primitive requests & ransfer of oo MAEAT from & bocal LLE sublsyer enlity 104 single peer LLC sab-
tuyer emtity, or mukiphe peer LLC sobliyer untties isfibe cose of group nddressos,

£21.1,2 Samantices of the service primitive
The parmmetems of the prisnitive ane ad fnlkws:

MA-UNTTDATA.reqoest.
soprce addess;
deatimaiion address,
Touting imformation,
data,
prinily,
L}

The serarce address (SA) parameter specifies an individual MAC saldsyer addiess of the sublayer estay o
which the MSIME is being transferred.

ﬂ:ﬁ destiniion sfdress (DA paranecier specifies cither o individual or o group MAC sublivor entily
sy,

The roaiting information paremeter specihies the route desired Tor the data tmrsfer {2 mull value indicates
source routing |s not io be used) For IEEH (3211, the ruting information parnmeser must be ol

Thee datn parniiets apecifies e MEDU to be trunpmitied by the MALC sublayer entity. For IEEE 5121 1, the
Eength of the MEDAT miast be less than or equal to 204 sofets,

The preority parasesier specifies the pesoriey Gesined for il data unle massles. IEEE 80211 alloas gwo val-
wies: Combenlion or CantestionFies,

k] Cegwyrighl & 1207 IEEE. AN bihiis pesisrad
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The xervice class parameter specilics Ui wervice cliss desioad for the di anin ransfer. TEEE 20211 allows
ivee wilues: ReonderableMuliscast or Strict]pdvdered.

6.2.1.1.3 When generated

This primitlve is generated by the LLC sublayer entry whenewer an MEEH b io b irassferred o a peer
LLC ssblayer entity of antilbes.

6.2.1.1.4 Effect of receipt

The receipt of this prisitive couses the MAC sublayer catity to apposd all MAC specificd ickds, insluding
Dih, S, and afl fields that ore umigae bo IEEE BTL10, and pass the properhy formatted fonme to the Jower
layers for eransfer 1o peer MAC subloyer entity or eagitizs,

E.2.1.2 MA-UNITDATA Indication
B.21.2.1 Function

This primidive defines the trunsfer of an MSDU from the bAAC sublayer entity to the LLC sohlayer enotity, or
entities in the case of group nddresses. In (ke ohsence of emor, (Be conients of the dals permsior are hog-
cally complete and unihanged walative to the dids pirmmeter in the associated MA-UNTTDATA request
primmitives.

6.2.1,2.2 Semantics of the sarvice primithee
The primdtive provides parameters as Fallows:

MA-UNTTDATA indication |
sousres nddeess,
destmalion address,
routing informatios,
dlata,
reception s,
priamty,
service closs

l

The A paramseter 2 @0 individool abdress as specified by dwe 5S4 field of tbe inooming frame,

The DA pormneier 5 either as mdividual or o group addeess as specifiel by the ThA feld of dhe inpoming
Fraeme.

The: routing information paramessr specifics the rosas tht was used for the data transfer, [EEE 802,11 will
alwnys set this fizld co mali,

The: clain parameior specifics e MEDL g8 moosived by the local MAC emity

The reception sintun parameter indicates the surcess or faiture af the reofived lrame for o framee ha
TEEE &1 1 reparts via a MA-UNITDATACindicason. This MAC only reports “soccess™ as all failures of
reeaption are discardsd withiat gensemting MA-LINITRATA ndiacion.

The priarity parsmeter specifies the receive processing priority that was used for the doin unit transfer. EEE
BOE ] | alows two vilues: Comedtos of ComentisaFros.

Cogrpright © 1Ee IEEE, Al righie masnad E 1]
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The seevice class perameter specifies the recsive service ciass that was esed for the dma enif traasfer, [EEE
BOX. 1T sl two values: ReoidershlebMaloicrs) or SorctiyvOrdernsd,

G.2.1.2.3 When generaled

The MA-UNITDATA indication prissitive i passed from the MAC sublager entiy fo fhe LLE sblaye
enlity or entities 10 indicate the arival of a frame at the local MAC sublayer entity. Frames are reporied only
if they are vabilly formatted ol the MAL sablayer, received withcut error, recebved wath valid or null} WEF
encryplion, and their destination address desgrates the loval MAC sablayer entiry.

6.2.1.2.4 EMect af receipl

The effect of recsipt of this primédve ba the LLC subluyer [ deperder on the validicy and costent of the
framme.

62,13 MA-UNITDATA-STATUS. indication
6.2.1.3.1 Function

This primitive. has local significance and provides the LLE sublayer with statss informanion for the came-
sponding preveding MA-UNITDATA, toquest prisnitive,

6.2.1.3.3 Semantics of the sarvice primitive
The primative parameters are a% fodloss:

MA-UNITDATA-STATUS indication |
scniree acklness,
testimafnsn mhiress.
AR I ISR SIS,
praviided priodsy,
providied service Cliss
|

The SA paramseter b5 o individusl MAC subdever endity sddess as specifed in the associaed MA-UNTT-
mmlmm [Ii -I- ; v, S nits

The DA parnmetsr is either an mdividizal e proop him;ur entity address as spacified in tbe ss2oci-
atecd MA-UNITDATA reques! primitive.

This ramsmission alaius perassrter will be wved e peas statog infeometion bk (o e local egquesimg LLC
sublayer engiy, IEEE 30211 :H:iﬁil the fnlllwlr“ walimie [ear Iranemislon et

a)  Succesdul,

hi  Undeliverable {for unacknawledged dirscted MSDUs when she sShortRetryMax or alangReiryMax
retTy it would otherwise be excesded),

¢} Excedsmive dala lengih,

di Meos-pull spurce roating,

&) Wnsapperied priovity (fof pricrides athey than Comention or ContenticaPree),

N Disappoited sevies sl (e sorvies clisies otler than ResderablaMunhicas oo StdelyOedessd ),

21 Unasaikedole picslay (for ComentionFree when o polst coondisasor 15 svailable, in which case the
PASTHL i transmined with n provided pricriy of Confestion), and

B} Unavnilable service elass (lor SoictlyCrdered service when the stations power manapem et made is
niker than “aciive™})

T Casgryrighd D 180T IEEE. AR fights reasrvad.
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i) Undelbverable (TrasmaMEDUTimer reached aMacTramsmitMESDULfedme befors  seccessfil
delivery);

i1 Undeinesable {no BES availabie)

k] Undeliverable {the key mferenced by aWERDefaukEey D ara specific key mappirg is nell),

The pravided pesarity parameter specifics the prioeity thil was aeed For the associzied data enit transher
(Contemtian or Costentiondres]l

T provided service class parameler apocifees the cless of service weed for the associnne] ditn enin ranster
{Reorderablebulies o SelelyOadenad],

6.2.1.3.3 When generated

The MA-UNITDATA-STATU S indicasivs primative is passed from ke MAC subloyer snisy to the LLC sub-
layer eatiry bo indicate the stws of the service provided for the comespoading WA-UNITCWATA redquoest
primitive.

8.2.1.3.4 Effect of receipt

The effecs of recespl of this primatave by the LLC sublaver is depesdent opon the type of operition emplayed
by e LLC sublayer entity.

CopyTight & 5547 EEE. AR ights msored, 53
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7. Frama formats

The format of the MAC Fames is specified in this claase. All statbons shall be able o properly comstroct
frarmes for mansmission s decods Tromscs upon recepiion, as specifisd in this dlause

71 MAC frame formats
BEach frame cossists of the following basic components:

n]l A MAC kecder, which compsises frame comrol, durstion, address. and sequence eomerol informa-
CWHL

by A varishle lesgib frome oy, which conmins infermagon specific to the foame: ope.

e A frame cleck seguenee (PFCS); which containg am TEEE 32-hit gyclic rodundancy code {CHRC)

7.1, Conventions

The WAL proeacol deen unite (MPDLU) or fremes in-the MAC sublayer are desenbed ax a sequence of fields
inzpecific ceder. Each figuse in Clanse T depiers the figldsfiabiieldes os ibey appear in the MAC frame: and in
the amdler in which they e pasied 1o the phvibcal layercorvierpence promeed (FLCP). from ladtwo fphe,

In figures, oll hits within felds sre nmmbemd. from 0 ik, where tae lengih of the feld is& 4+ 1 bit. The aciet
bounfaries within & field can be oblasined by tiing ihe b numbers of the tiekl module & Ocieis within
maimerhs flelds ibal are louger thaen o shegh i arg depicsad |a ingnasing onder of significanes, from lowess
mamitared hit to highest pambered hit Tha octols in Gelds longer tho o singlo ociot are sent to the PLCF in
oirdar from che potst n-:rl.n:l.inin]"lhn T nuimiberad bit b the aevol comnining the hipheet nambeeed Gits.

Ay fzld cminin:nmitmmwﬁ;mmis coention lrp:l']gt massmetted commencing with the coef-
fizienl of the highedr-ondes term, ;

MAC addresses are seshpned s oedered sequences of bis The Individunl'Group kit b slways erassferred
first gndd s bt O of the first ocoel.

Vidues specified in decimal sre codead in pabera] binery unlsss oiberwise ststed. The values in Thble | are in
Biinary, wiik the bit asmigements shown in the wkle. Valess s other tebles are shown i decisal nataticn

Kegerved fields ond subdebds are st fo £ opon tramsmission and are ignonesd on recepoion.

7.1.2 Ganeral frame format

The MAC frame formal comprises o s=t of fields that cecor in o fixed order in all frames, Plgare 12 depicts
the penenal BAC Erume Format The fekls Address 2, Nddress 3, Seguence Control, Address 4, nml Frame
Himdy ane only presesi in cortain frames fypes. Bach Gicld s defiged in 7.1.3. The fommnal of (e ealh of the
individual frame types i3 defiosd in 7.2

DOiats; 2 2 ] B & | L 0232 %
Fromg | Duralion’ e Fraeme
Contred 0 Address 1| Sddress § | Sodesn 3 Copipry | Pl 4 Body ECS
h MAC Haatse =
Figume 12—MAC frarme formal
34 Copyight © 1857 (EEE. Ad righes rasarved.
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7.1.3 Frame flelds
7.1.3.1 Frama Control figld

The Frame Cosiral field consists of the fellowing subfields: Prosoenl Version, Type, Subtype, To TH, Fram
045, More Fragmenss, Retry, Fower Management, More Data, Wired Equivales Privacy (WEP) and Orndis
‘The formar of the frame contral Oeld = Mustraned in Figane 13,

(] 182 s BT BE ne asg Bl 91 B3 B4 BES
Vit Tips Subtype on | o | Frag | Me . Mot | wep | owsar
Bl 2 - i 1 1 1 k| 1 1 1 1
Figure 13—Frame Conirol field
7.1.3.1.1 Prolceod Verelon fleld

The Prodoco] Version field is I bits in length and is Snvariant in siz= and placement noross all revissans of
1EEE Std 802,11, For this standasd, the valus of the protgcol versian 25 11 All other valoes are reserved, The
mevisbon level will be Incremenved osly when & fusdamentsl incomspaitibilay exius between a sew revision
ami the preor editbon of the standard. A device thot recsives o frome with o higher revision level than it sup-
pits will discand the frame withoast indicntion o the: sending staticon, oe o LLC,

7.1.3.1.2Type and Sublype fields

Thaz Twpe feeld b2 biis in benpth. and the Subiype field 4 bits In bengih. The Type and Subiype flelds together
lifemdify the funciion of the frame. These ane three lranse (ypes: conird, datz, ool managesent. Each ol the
Friemi 13 pes Bave several defined subsypes. Table | defines the valil corshizatioos of type amd sublype.

Tabde 1— Valid typefeublyps combinations

T-.E hi Lo il i E:EI-FH"IT Suttype dvacription
L] Manzgememi bLEEH Asiralion e
Management LIk Azmcition respnss
(1513 hanagemani L Reassncintion reges
iNF ranagement uanE Beassncia ion resgense
L1} Mgz @ Prube reqeest
iy Mlanagement ot Protss ros posa
(LE} NlasigemEl [aREIE AN Feserved
[IE] Mamagemeil i | Beicon
T m Hm;:um 1] mrrdnnmlm:-lumum LIT=ERT
a0 Mamgemex | M0 Disassccistion

Copplght'® 137 IEES, &1 1ighis restrved,
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Table 1— Valid type/sublype combinations fcomfinued)
ﬁﬁ;';" Type description E:;“E'H“';; Subtype descriplion
) Meangement mrid Anthisticaiion
o R — 10 Desuthcntcation
(] Matapemesl N0E-1111 | Resersed
al Comtrul DO0S-1001 | Beservod
il Contrul 10D Peswer Swwe (F5]-Poll
i Costrol 1wy Riguest o Send (TS
at Comizud 100 Ches T Send {CTE)
al Cantrod 1805 | Adknowleggmen (ACK)
al Clertiten] nm ' Coniestion Fres (CF)-End
T | Cortrd 1 | CFEnd +CFoAck
10 | D KX | Datm
10 | Dan 000l Data + CF-Ack
1o Lt i Thiea + O Pl
1 Dt 1 1 Trig » CF-Ack +CFFall
I Cala G ! Nl frmctinn dne data)
0 4] ! I".ﬁ:;ll _IIIlH o l.,.l--';.:::mdrnﬂ_ -
(] i kg h a i Ii;.-. [ I_‘ITII imik il .
T e Bl CFAGSCPMulliedosl
T Diats | 1011 rﬂﬁt_"ﬂ; - o
11 Rl 1 OCE=1101 | Rrunried
7.1.3.13 To DS field y ™

Thie Tix Tn5 Beld is | hit dn lesgih and is wed i 1in daez bype Fames destined for the D5, This includes all data
fvpe frumes sent by STAs assncmbed with mm AP The To 115 fedd e sef to 0 in all other frames.

7.1.3.1.4 From DS fieid

The Feoi DE Gebd e 1 e in bengih end i sel 10 L 5 dla tvps Traees axicing the ENS. 0 bS50 10 O 16 all ofhar
frames.

The permitied ToTroe DF ket combenutions and their meanings are given in Toble 3.
7.1.2.1.5 Mora Fragmants fisld
The More Fragmenis field is | bid in Jength and i s=f to | in oll doio or menagemen: type fames thas have

ot fragment of the cament M5 or corrent MBI o fallos, Tt s st 00in all other framee.

g Copyighl 3 1997 IEEE, Al righis ressresd
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Tahle 2—Toa'From DE combinations in dala type frames

ToFrom DS vakaes Mruning
ToDE=0 A dais frame direct froen one $TA 1o anocher A within ¢he same
Fram D& =1 TBEE. ay well as sl manpemest and Goates 1ype Frames,
ToDE= | Ttz frame destined for de 05
FromDE =1
TolE=D [ain frame esiing the 05
Feadni DS = 1
ToDE=| Wiceless diskbation sysem (WDE) rame being dimnbried fom
Proam 1% = | ons A as ancther AP

T.1.3.1.6 Retry fleld

The Betry field is 1 bl in kength aad |5 52 1o § In any dats o managemens 1ype framse that ks s restansmd ssion
of an earier frame. It |5 51 1o 0 in all ocher frames, A recelving swtion e this indicaton woald in the pro-
oiets of alimicsting diplicale fraites.

T7.1.3.1.7 Power Management field

T Frower Marapement feld 15 L bR o lenpih and js Gsed i idican the power monagensent mode of 6
HTA, The value of this ficld romains coostan in cach frame: feom o particular STA withio e freme cachange
seqpooncs defined in 2.7, The value indicales the mode in which the sation will bo afier the succemsial com-
pletion of the frume exchange segquence.

A valoe of | indicases dhat the 5TA will be in power-save made, A valpez of [ indicages thet the STA will be
in active mode. This Geld &3 always set to O @ fames ransmidted by an AP

T.1.200.8 Mare Data fisld

The Moo Data ficld 5 1 b in length and @S aecd fo Gsdscans 0 3 STA i power-mve mindks hal o
MEELTE, or MAD masagement FTU (MMPDA RS are bafferad For that STA ol the AP The More Dhaa fickd
iw vadid in directed dats ar management typs frmed trsemaiced by s AT woan 5TA i pewer-aae moce, A4
vadue of | indicates this at beast vae afdibonal bulTered MESDU, or MBAFOL, b present For the same STA,

The Mare Dutn Geld may be et 4o 1 in direcied dag type frames transmitted by a contestion-free (CF)-Pal-
lable STA 1o the point coordinmer (FC) in response 10 a CF-Poll to indicate thaf the 5TA has af leasi one
addiional buffened MEDU available for ransmission ba responss o a subsequeas CR-Prdl,

“Thee Mlore Draga feld ks get i 0 im all ocher direcied frames.

The Mors Dats fiedd iz zed 20 "1™ in brosdesstimmiticast fame: fmaeamiited by the AF whes adddiennl
bmadcastmralticeat MEDLs, or MMPOUs. reminis lo be transiiined By tbe AP durinp this beacon isterval,
The More Dats ficl is st to 0" in broadcastimal e frames trassmdmed by the AP whes o more hroad-
cistfmullicast MSOUs, or MMPDUS, remais 10 be transmisted by the AP during this beacon incerval and in
all bennderst'munlHeast fromes irarsmitied by non- AR stsioes.

7.4.4.4.9'WEP flald

“Thee WEP figld iz 1 bit i lengsh, I 82 sot oo 16 the Frame Body field conmins infarmabon that s been peo:
sl by the WEP alporitim. The WEF (ke b only % oo | within frames of type Dota and frames of fype

Copyrighl & 1387 IEEE. A rigis maaned, 17
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Muosgenent, ashiype Astbemiontion. The WEP field is set o fd in all oteer frames. When the WEF Isli bs st
tee 1, the Frame Body fhedd & expanded a5 defined nf. 15,

.1.3.1.10 Ondes lield

The Cieder Feelil 15 1 Bt in lengsh aad is set 1o | m any dato type frame that contaieg an M5O, or fregment
tkerend, which 18 being tramsfermed using the StrictlyOeder=d service class. This field is st to 0 in all ogher
frames.

7.1.3.2 DurationdD field

The DurerizonIH feld i= 16 hits in lengih The conlents of the this field ix 2= follows:

#]  Imcongral type frames of subdype Power Szve (PSRPoll, the DurationdD Geld carries the association
identity [ AID) o the stateon thal ronsmeted the frame in the 14 leasy skgnificant bles (1sb), with the 3
st significant ki (imeb) both see e 1, The vabos of the AJD i i e cdigge 1-2007.

bl In all other fmmes, the CoralionTD fchd contains s duratGon valos as dofined foresch frame type im
1.2 For frames transmeitind during the condention-free period (CFPS, the duration fisld is set o
A2 THE

Whenever the conbenis of the Dl.u.'nli.uu.ﬂJquh;] oo ess than 32 T5S, the durmson wmive is nsed o update the
metwork allocation veckor (MAY) ncconding 0 the procoduecs defined in Clase 9

The =ncoding of the Durmtbon/1E feld 8 glven in Takle 3.

Tabie 3=DurationiD flald encoding

Rit 15 Bie 14 Bils 135 Ul

i (-3} Te7 Muralion

1 A 1 Fixed valug within fremes crarsmised during the CFP
[ il 1-16 143 Rrzervmd

I 1 o - Heserved

I 1 I-1007 | ATD in PS-Poll frames

I | LN08-15 388 | Reserved

7.1.3.3 Address fields

Thete are four pdidress Helds in e MAC freme formm, These fiekls are ussl 5o indicare ibe BSSID, souce
adldiess, destinstion sldvess, wansminlng seion ahlress, s recelving stadon addiess, The usage of die
four address fislds in eoch frame type is indioxied by the ableeviations BERID, DA, 54, BA, end TA, Indi-
cating BSS identifier (RSSID), Destinotion Addness, Soarce Address, Beceiver Address, and Transmitier
Addross. respeciirely. Certain frames moy not contain some of the address fclds.

Cernin addrecs Bkl usges 15 gpecifad by the relstive postson of the Addness field 13 within the MAC
et imdepondcnt of die ype 0f sddrcss presens b dil Gedd. For exampie, recedver sdinss mancking is
always perfonmed on the conencs of the Address 1 feld in received frames, asd the reeeiver mldress of S5
el ACK fruimes b sways olstsdned from e Addeess 3 fleld in the comespoading TS Frane, or from the
Irame: being acknowleadyed

aH Cogeyrighn @ 1397 IEEE. AN righis rosorved.
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7.1.3.3.1 Address representation

Esch Adklress field contains a 45-bit address as defized in 5.2 of IEEE 54 B02-1950,
7.1.3.2.2 Address designation

A MAC eohlsyer address is nne of fwo rypes:

u)  fnckuighea! addeere. The sdiliein ssoeianad with s particubie station o6 (he fisteark,

by ey meddeesy, A mubidesisaion addvess, sssociared with one or mare siibons on o given segwk.

There wre 1o Riad of groip sddiesess:

1y Mofeboor-g o eabivesd, A addiess msociated by bphe-loved comvention witha group ol log-
ally relatal sEtions,

T} Broodeodr acddeess, A dissingaistecd, predefiond muldcast addise hal alwass donows e sel ol
all simticns an & grven LAM, Al 1% in the Destination Adklress Seld ame indorproied o b e
brsdcast address. This proup is predefined for each commanicabon medium o consise of all
statians sctively cnmnected fo thet mediom; it is need to beoadeast o all the active gationz on
that medbum. Al stations are sble b recopnine the brosdeast sddeess [t is not necessary thal &
statiom be capable of penerating the breadcnst addres,

The address epace i ulso partitionsd into Iocolly sdminisiersd and umiverss] (globally sdminlsened)
ndidresses. The nasure of o body and the procedures by which it sdmisissers these sniversal (globally admin-

istered) addresses is beyond the scope of this stasdand, See EEEE Sed B02- | 9540 for more nformaticn,
T7.1.3.3.3 BESID fiald

The BSSID b= o 4%-bii fiedd of the same forrar = an [EEE 802 MAC address. This fleld uniquely denilies
each BSS. The vulue of this field, in on infrastructuse BSS, i the MAC address currently [n use by the STA
in the AP of the BSS,

Thee value of this felid in an IBSS i a locally admbnisered [EEE MAC sldress (o [rom a 4é-bil random
mamber peperaled accnading 10 the procedire defined i 11.1.2. The individeal’igroup Bt ol the aldiss 55 el
i {k The aniversalflocal bil of tec aldmes is act 1 1. This meechenmm is ssed 1o provide a high probabiSity ol
welocting an urique ASSID.

The valee of all 1"y is used o indizwin the bropdcass BESID, A hroadeasi BESED may ondy ke nsnd in the
BEEID ficld of manogemend frames of subiypes probe request.

7.1.2.2.4 Destination Address (DA} feld

The Detination Addiess (DA Held containg an [BEE MAC individsal or group eddress that identifies the
BLAC enthy ar enngles intended os the finsd reciplenifs) of the MDD {or fragmene therend) comained in the
Frame: hady field,

7.1.3.3.5 Source Address (SA) field

The Source Addrect (SA) fekd contines on IBFE MAC indaviduad addoesss that identifies the BALC eniiry
from whick the sransfer of the MEDU {or fragment thersol) contained i the ame body fekd was isiksed,
The individual’prowp b is shways assmitted 25 8 2ere inibe source address.

Coprpich © 1997 IFEE, All Sphis rasarsd. ®
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7.1.32.3.56 Receiver Address (RA) field

The revever addeess [RA) field contains an IEEE MAC mdinddual o7 group address that ideatifiss the
niended immediate recipient STA(sY, oni he wireless madiom W), for s Isformarion comaimed in
frame: hody Seld.

7.1.32.3.7 Transmitter Address (TA] field

The wrandmiites addees: (TA) feld connise an [EEE BAC individusd addrecs gamt |destifies the STA that
rranemined, one the WA, the MDD containad in the frame body feld. The IndvidealGroup bitis slways
srenemicizd as o zern in the mansmiier oddress,

7.1.3.4 Sequence Control field

The Scipeenos Contral Gekd is 16 bits in lenglh and conssts of swo subfickls, the Sequencs Nambsr med the
Fragmeet Mumber, The formet of the Sequence Controd Geld is llustroed in Figore 14,

[[HIE
Fmgment Nuréar | Seguancs NuTHer
12

i Bl
bl 1

tam |

Figure 14—Sequence Control field

7.1.2.4.1 Sequence Number field

The Seipenie Number s a 1 3-hit fiehd indscaring g seqpeesce: aumber of an M5S0, or MMPDU, Each
MEDU or MMPDL transmited by 8 STA'S assigred o soquense woinber, Seguenos nambers are assigned
from & sngle medilo 4096 comler, slartiagal 0 (%f0) and incrementing by | {one) for each MSDL of
WMPDU. Bach fragrment of an RIETHLT or MMPDLU contaits the assigned sequence namber. The sequence
purther remaiens eensmnt i all reransmizasions of as MU, MMPDU, or fragment thereal,

7.1.3.4.2 Fragment Mumber field

The Fragment Mumber i a 4-bit fiebd indbcatisg the number of each fragement af an MEDU ar MMPDL. Tha
fragment member is Gt 1 zemo in the Gt or oaly fropment of an MSCHU o MMPDU osd & incremented by

one for each successive fragmere of thal MDA or BMKMPDA. The fmgmond sumber remains constant im all
reirassmissions of che fragment.

7.1.2.5 Frama Body fiakd
The Frame Bedy is o vanizhle length fedd and containg infamation specific o isdividunl frame types and

subaypes, The minimum frame body is rerococtets. The micdmuen krpth foame body is dzfmed by the maxi-
mum lsngch [MESIU + POV + IV wivrn 10V and 1% are ibe W folds defimed in B.2.3,

7.1.2.8 FCS field

The FCS fidd i o 53-6i Seld cominining & 32-his CR, The FCS s anlculansd over ol the felis of the MAC
hender and the Frome Body feld. These are referred o ai the calerlarsan felds

The FC5 s caloalated using the foflmwing standand genersior polysamial of dsgree 32;

l5|:.=|:;|=.=:3'1Jr.'|:':'i'+.l|"‘:|'l-.l|z:I Tl i P TR, (U P |

40 Copynight & 1867 IEEE. A1 iighis reanred
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The FCE ba e one's complenvear of the sum {meedulo 33 of the following:
8)  The remadnder of & 3 (71 + 0%+ 67 + L+ 2+ 24 1) divided (modulo T) by Glz), whers & & the
nuenber of bils in the caloukation fields, and
by The remsinder afier mulkiplication of the consents (treated a5 0 polysominl) of the caloulation figlds
by 2 and then division by G,
The FCS ek is tssmitied sommencing with the cocficient of the kighest-order ierm,
Ax a typeal lnplamentstion, i the trassmiier, tha ladtial remalnder of the divisban s prece) i all ones asd
% then modified by division of the calculaton fizbds by (ke generator polyoomial Gizh The onz's comple-
ment of this remainder & transmitted, with the bigh-onder bit first, a5 the FCS fisld,
Al the veceleer, the bnitial temainder 1% preeet o ol oses and the seal iheamming bils of the calculstion B=lds
and FCS, when divided by Glry, ressli in the absenos of trensExiscon erpocs., in 3 igue sonzens nemaind e
o The umigus remaindor vales i the polynomisl:

]Jl'i'.'l.'.mlJJE‘i'.lﬂ-*Il‘lIIB‘-I.'l'IIiIHl'.'I'IEiI'Itl'l'mi.lni.':ﬁ-l-.lj#.'ddl-.la-l-j'-l-l

7.2 Format of individual frame types
7.2.9 Cantral frames

In the folbowing descraptinnes. “mocdimcly. previcgs® freme means o frme whose peceplion concloded
within the prior sheet inderlame space (3175 mterval.

Tha sublfickls wilthin the Frame Cantml Geld of coatral fromes 2re o a5 iflesmeed in Figere 15,

Protzad T Fum ks Pur W

WEP Crder
g Yerion Tyoa e P5 05 Fayg Y ug Dt -
oo Sonvol oy o u[_:r[:llm i[h[ﬂ
Mo 3 z a 7. oo TR TR B S TR

Figure 15—Frame Contral field subfiald values within control frames

7.2.1.1 Request To Send (ATS) frame format

The frame formst for the BTS rame |8 38 definsd in Fgure 16,

Ciciels: 2 z i £ i
Frama
Cantrol Diuralian A, TA Fo3
MR Haader £
Figure 16—RTS frama

Thee RA of the RTS frame 5 tbe address of the STAL on the WM. that ks dhe intended immediate reciplent of
the pendimg divscied data or manageimend frame.

Capyrighi @ 1007 IEEE. A3 rights rmnat, a1
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The TA & the address of the STA tmansmitishg the BETS frame,

The durstion valee ks e time, in microesconds. regaired io ransmit the pending dats or mannpement frame.
phus ooe CTS frame, plus one ACK frame, plos three 5IFS insenals. IF the calcoulnied durstion inchudes a
fesctional nferosecond, that valis iz rounded op to the next higher integec

T.2.1.2 Clear To Send {CTS) frame formal

The frame format for she CTH frune is as defined in Figure 17.

Octats: 2 z 8 P
Frama
Carnérol Buration A FC&
) MAAL Hadar )
Figure 17—CT& frame

The A of the UTE frree is copled from the TABeld of the immediniely previcos BTS foame to which the
CTE is & response.

The duration value is the value abisined from the Durmion ekt 0f e immediately previous KTS frame,
mins the time, in microseoonds, required fo fransmit the CTS frame and iis SIFS intervol. IF the calculated
diraton iseludes 4 fractonal mcrosecnnd, thet valss i rounded ap o ke st higher Bileger,

11.1.3A.=hmmgmmcmﬁqmﬁm&-_

The frame format for the ACK frame is &3 defiged inBigure 18,

Oclabs: 2 z E 4
EF"""*[ e | Dusation | RA Fos
) MAC Haadar )
Figure 18—ACK frame

The R of the ACK frame 5v copisd fom the Addrees T field of dhe immedistely previoos directed data
management. ar F5-Podl controd frame.

Tf the More Fragment hit was sei oo @ in the Frame Contmil Seld of the immediately previoes dmected data or
mamagement frame, the daration value is s=t fo 0007 the Mogs Fragment bic wees set o 1 in the Prame Costngl
fichd of the immedisely provious direcsed dams of managessent frame, the damtlon walee k5 the value
wbiained from the Duratios feld of the mmediately previoes data or margement frame, minus the Gme, i
microseconds, required 1o iransmlr the ACK frame and s SEPS kntecval. IF the calcalsied dorailan includes a
fraceoml micmseonnd, td valoe 18 rosnded up 1o the mext higher integer.

7.2.1.4 Power-Save Pall |PE-Pall) frame farmat

The frame hormit for the PS.Pall fraime is as defised in Figore 19,

Copsmigh! & 15387 IEEE. Al Rghls resarved
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Dctals: 2 2 B a 4
cmme | am | B2sm | A fCs
t MAC Headsr 5
Figure 159—P5-Pall frama

The BSSID kil address of the STA contaleed in the AP The TA B tbs adddress of the 5T rammitti=g the
frnme, The AILY ks the valoe assigred o the STA trassmiinting the frame by the AP in the sssociation respanse
frame the esfshlivhed that STA's curment assockatine

Thez ALD value sways has its I msb both set to 1, Al ST, upon receipt of & PS-Toll frane, updaie thelr
AV pettings ax sppropembe under the soonfination function rules saing s durntion value squal s ihe time, in
miceneeconds, reqaired o tmnsmit one ACK frame pliaz sae SIFS imberal

7.2.1.5 CF-End frams format

The frame formess for the CF-End frame is a8 defined in Figaire 20,

Ogieta: 2 Z i} i 4

Frama
E“mm RA BEEIE FGS

i
*

T

MAC Hsadar
Figure 20—CF-End frame

The B3SIL ix the sddress of the 3TA conlained in the AP The BA 15 the broadcast proup adidress,

Thee Deumaition fiedd s set to O

7.2.1.8 CF=End » CF-Ack frame faormat

The frame fonmsat for the coplenton-fres-cnd ncknowiedes (CF-End + CE-Ack) frame b= as defined in Fig-

ure 2L
Otz 2 2 B B 4

Frorms
Control Desratian A BS5ID FC8

WAL Haader
Figure 21—CF-End « CF-Ack Frame

The BSEID & ihe address of the STA contained n the AP The RA Is the broadoasi group addnes,
The Durntion field is set to 0.
T.2.2 Data frames

The Frame formint For a Data freme |5 indeperdent of subtype and is as defised in Figure 22

Ciogryright € 1827 IFEE . Ml righte reuseaec] L]
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Croeis: 2 2 & ] [ 2 f- 2312
Frame | Duralion SaquBncE
Cinirel i Addrmca | | Addresx ¥ | Scddrees 3 Cordend Besdcirmam 4 Frams Body
- =
WAL Header
Figure 22—Dats frame

The comient of the Address fields of the data frome 35 dependent upon b values of the To DS el From D5
bits and is defined in Table 4. Where the cosdent of & fichl is shown an NOAL tee el |5 cndted. Noie that
Address 1 always baldd the roceiver address of the ntended meceiver {of, tn the case of mullicast frames,
resivers], amd that Addrese T alwaye holds the sbdreas of thi sision Dol is Eensmifiing the frame.

Tabla & —&ddress field contants
To D% From % Aditress § Address 2 Address 1 Address £
0 0 158 Sa BEI[D HiA
i 1 b B3EI0 S M
L] nEED A& D KA
| LR Th D a4

A ststion uses the comeats of the Address | wuwmaﬂimmmﬁﬂgimmmmmm. I caies
where the Address lﬁuﬂmmﬂumaﬁmghﬂﬂmﬂﬁ is walidades] o ensure that (b= broadoas)
o moulticit originated in the sune BSS,

A seation uses ihe condents of 1Be Addres 3 Gl b direcy the scknowledgment if an scknoeled gment s -
[L15iTa

The D sl destivaeion of the MSDAT {ar fragment Thereal) in the frame body feld

The SA is the ddress of the MAC entity thit initinied the MSEA/ (or fragment thereo) in the frame body
e ..

The BA b the addecss of the FTA costained b the AP in the wiscless disiibaion sysiem tat §s the nexi
immuedinee intended recipdent of the frame.

Thea Th ix the nddress of the 5TA contained in the A" in the wireless distzibuton system that is trimsmittmy
the frame,

The BSSID of the Dats frame: is desermined s foflows;
a)  If the dation 85 a0 AF o0 16 s8socatiod with en AR the BSSID is b addness currenty inouss by e
STA conialned in the AP
b Efibe staibon is 2 memder of oo IRSS, the BESID ks the BESTD of ikhe [ASS.
The frame body concists of the MEDL or o Fragmend thereaf, and o WEP TW and 1Y C0F and oty if the WEP

subdield in the frame comrol field = set i 1) The frame bedy |s oull e omets in eaph) in dets frames of
Suhtype Mull furction (no data), OF-Ack {(no dam), CF-Poll {no datal. ard CF-Ack-+CF-Pall {no datn’

4 Gopyright & 1067 SEEE A Aghts resenad,
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Within afl data vepe Trames send durning the CEE the Durason ficld is se1 o tee valoe 32 ThE. Within all data
Lype rames sent during e contenlbon perid, the Dursiion feld is sl sccomling to the fallowing rules:

— i the Address | field coninles o group oddress, the damtion vabus 1s sst o 0,

= [ the Mare Fragmenis bit is szt to 0 in the Fame Contml fiedd of a frame and the Address | feld
cominims on indlvidual adidress, the duration value i3 sei o the dime, & miciosecomnds, rejiird 1o
wramainil one ACK fame, plus ong STES el

= [f the hMore Fragnemis bil &5 32t e | in ke Prame Contral leld ol & (s, aml the Addresa 1 Geld
contaime an individial addree, ibe' duration valug is sel o the time, m microseconds, rgquired o
transimil Ther mext Fragment of this daba frare, pliss e AUK frames, plus three STFS intervals

The durmion value calculstion for the dats frame & based on ke mles in 9.4 that detcrmine the dais rmic at
whach the controd frames i the fmme exchangs seguence are trunsmitied. 1§ the calculsted duration inclodes
a fructional microsecend, that value @5 muedsd gp o the next higher imeger, All statinns process Durating
fizhd vadues less then of egqual 1032 767 froen valld diea fremes & update thesr NAY msisps /s appropeists
ey the coondinason lunciion nibes.

T.2.3 Management irames

The (rame farmat for o Management frame is izdependent of frame subtype nnd is as defized in Figene 15,

Ociats; 2 2 & 8 [ 2 0-2312 4
frame | umston | DA sA | pssm 5""1"“,:” Frame Baty P
i MAC Header g
Figure 23—Managemant frame format

A FTA wses the contems of the Address | field w perform (be address masching for recenve decisions. In the
cace where the Address 1 feld contnime & groop address and the frame (ype i other thin Béacon, ibe BESTE
mho ie validaned B enuee that the beoadeast or mobticasr srgisatsd kn the aame BS5S. 1 the frame type is
Beacan. other sldess matching nales apply, & spacified in 11.1.2.35,
The eddeess firdds for managenet fromee do nog wary by frame subtype.
The BSS1D of the management frame |5 deermined ps frllows:
a} 1l the swmion s &n AF or s associaed with as AT, the B3SHEY & the address currenily in use by the
ETA contased 1m the AE
B I the station iy 4 member ol an BSS, e BESIE i che BRSID of the [BES5.
c}  In Mamngement fromes of subtype Probe Begquest, the BSSID i sither o specific BSSID. ar the
trodcest BSSIE as defived in the procedores specified in Classe 1k
The DA is the destinatios of the frame.
The 5A 1 the address of e sation sasamitting the frame,
Within sfl sunagement Dyps frarmss sens durlng b CFF, the Dharadion field i se oo the wales 32 768, Within
all pangemans type framos seoi durng the conteniion perind, the Fiursninn fleld bs s asonsling o che fnl

lerostag rubes:
— e DA fleld contsins a proop addmes, ihe durstion value i sed i (L.

Copyright & 1967 IERE. Al righty mearma a5
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— ¥ the Mare Frapmenta hif i 22t t2 0 in the Prnme Contral field of o frase and the Dk containg an
imdiwidual address, the dumites vahie i 5ef to (he tme, B micrsssends, mgured 1o sl one
ACK frame, plus ane SIFS interval

— I thie Moee Fragmenta bir (= 52t 80 | in the Frume Coniro] field of a frame, and the DA comtains
individual address, the duration value i the tme, In microseconds, requined to massmit the next
Eragunent of this managemest frame, plus pwo ACK frames, plos three SIFS intervals,

The duration yalue calcelabian for the mazepement frame is based oo the rules in 9.6 that determine the data
rate al wlech the control fraines in the frame exchonge sequesce are mamsmitied, H the calculassd durntion
inclodes a fractional microsscond, thel value is rousded up @ de e higher intepar. All sttions processs
Duraisoi Beld waliues ke tham o tqui] to 32 P6ET froma vakd massgement frames o updine ticls MAY sot-
tings as appropriale sndsr (e coordinagion funs o nale,

The Frame hedy consigts of the Fued fields snd infarmatbon plemess defbned for cack managosent frome
aubiyps, Al fixed fields and information elanwese sre mandssory unbess stafed otherwlse, and rhey can
mppear oaly inthe specified ooder, Smtioes encountering an element type they do not wrderstaad ignoee that
glemeni. Elemess 1ype codles not expliciily defined in the mandard are veserved, und do nog appenr in any

frames.

T.2.3.1 Beacon frame formt

The frimse body of 4 manigement fmme of sibtype Beacon eoatains the Saformation shown b Table 3

Table S=—Heacon frame body

g
:

Informmtion

Timesizng

Beacon inlerval

Cogubiliy Infoeation

S5D

Supportod rakcs

Fi Parsmeier Sel

08 Perumgler Sob

[ ere——

FESS Patumeler Sl

AR B T T I ] ]

T

| e ] B —

MRS

I—The FH Parwmeier Set informumiion alement 5 oy present wiisin Beacen fmmes
punerated by 5 Ths ming freqoency-hopping PFHY's.

I—The 18 Pewreier SeLingnraation Slemen! s andy jreaeas wilsn Beacen Mames
rneraned by 8T uwing dirl sequence FHY e

I —The CF Paramptar Sel isformatios elemant is onby presest within Blaacen frmes
fenensied by AlPs sepporting a PCE,

4—The THES Parmmcier 5l informalion sloment imoonly presenl withm Beacos
[rammes poncsated by STAS in e FRSS.

3—The TIM infarmatios element i only presen widsin Bescon frames peneessed by
AP,

7.2.2.2 |1B5S Announcement Trallic Indication Message (ATIM) frame format

The lrame body of & management frame of subiype ATIM iz null,

4

Coprrignd & 1RET |EEE, A1 igivs msarved.
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7.2.2.3 Disazsocistion frame formai
Thez frame body of @ manegement frams of subiype DEasssceintion comning the information shows in Tabls 6.

Tabis 6—Dissesaciation frama body

Crder Talurmadion

1 Eeason code

7.2.2.4 Association Request frame format

Thoo [ruswe bosdy of 2 management frame of subtype Asocmiion Request oonaing the mErmation shown in
Takle 7.

Table ¥ —Association Request frame body

Oirider Informmtim
I Capandlity Informalion
ry Lisizn imerval
| S5l
i Supporied miss

7.2.2.5 Asaocintion Reaponae frame format

Thie frame hody af & managomseni frama of subiype Aseciation Response contains the infromation shown in
Tahle .

Tabe b—Association Response frame body

Oirder Infermmitlm

I Cagarlily Inforsation
Alalus dinks
Aasociolios [0 { ALY
Suppiriod males

B | w | ks

Coappright & 1537 |[EEE. All aghts rsaresd 17
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7.2.3.5 Reazsociation Aegueest frame format

The fraime bocly of @ manspsnent frame of sulitype Reissociation Regosst contains the information shown
in Toke 9,

Table 8—Reassociation Reguest frame body

Ordir Indrirmeation

i Caparhility Informatog

3 Lisien inlereal
3 Cursest AP sddiess
4 L e

5 Supporied mies

7.2.3.7 Aeassociation Response frame fonmat

Tha frame beexily' ol & mianagesnznl frame af Juhl_l,lpr.- E.un:m:i_.-lu:m Response containg the isformarion shown
in Table 10,

Table 10—Reassociation Responee frame body

(rrdler Infzemation

i TapabiEry dafimithm

I Nl oekd

X Spncaativn 11 1A
4 Snpperiad pies

T.2.3.8 Probe Request frame format

The: Framne basly ol a mmsgement fame of sobiype Frobe Request comuine the infarmatson shown (s Table L1

Table 11—Probe Request frame body

Urdler Imfirrmation

1 5510

2 Supparied rtes

48 Cepyright & 1997 IFEE. All sghis resaien
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7.2.3.9 Prabe Response frama fommat

The frame body of @ manggemen frame of sabrype Probe Responae contales the mbormation sboma in Table 12,

Table 12—Prabe Respones IFame body

Cirder Infarmauilan e

1 Timestanmp

] Benzon inerval

3 Copata iy anfurmation

L S5ITH

5 Suppoied rali

fa FH Pammaior el 1

7 D% Parameier Sei r]

B CF Parsmesier Sex E]

a [BES Panrmeier S=t [
ROTES
1—Tha BH Pasmeser S infermation ¢hmenl B opdy proscnl within
Paube Hespossss frames geoerdid by STAS usiag Seqiency Bopping
FHY s,
1—The DS Paimeter Scl mmformation clemend i oy presenl withim
Probe Rissponse frames genorsted by STAL exing direit squence PHY
3—The CF Panimeer 5 infamecion element §i oiby present wichin
Probe Response frames gemesmted by APs spparting o PCE
4—The [BE8 Parsmcier S inkvmntion clenent s only presenl within
Probz Response frames gesermed by STAS inan [RSS,

T.2.3.10 Authentication frame formal

Tz s bunly iof & munagement frame ol astiype Aathentication costams i informigios shown ba Table 13,

Table 13—Authentication frame body

{rdher Isfnrmsdion M

i Aarbemivation algodthm mombor

rma

2 AuBemication tarsaction sigucnog
Haimiher
k] Staius coddo |
4 Challenpe lear 1
MOTES

I—Tha sistes codiz infirmation is reserand md et io in demain Authen-
thcation frames & detbeed in Tubke B8,

I—The challienge foal infoom alinn iscmly jEssn i HETH LT e ]
frames ot defined in Table 14,

Caparighl B 1897 |ESE. Al sghis raserved. 49
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Tabla 14—Presence of challenge text informalion

judentcaton | Authecaton s | g code | Chalenge et
Open Bveiem | Reservnd Nl presesl
Lmu-é_l.utem 4 Status ot preapr
Shased Key 1 FPoserved ot preserd
Shared Koy 1 Srani Preseas

Shemad ey ] Reirvl Present

Shioed Key i Sratusg o present

T:2.3.11 Deauthantication

The frume body of o mmagemen Fome of sablype Deasibenticalion costaing the mformation shown in
Table 15 .

Table 15—Deauthentication frama body

Cirder [ninrmation Mate
1 Hesson mude

7.3 Management frame body components

Withim managomem frames, fizod-leegih mandabory -:l'mm:'b.:ld-]l components wr dcfincd as Axed fichds
variable lemgth mandatory and all optional frame body components ane defined as information elemends.

7.3.1 Fieed fields
7.3.1.1 Authenticatlon Algorithm Number field
The Authessicatbon Algorithm Mumber field indicmes & single sthentication slgenithm. The kenpth of the
Amthentication Algorithm Mumnber fbeld 18 ten octets. The Authenticatios Algaridim Muember fedd is iles-
trated in Figare 24, The followleg walees sre detined for authentication flgorkthm num b

Apihentication al porithe number =0 Open Sysiem

Awthentication alpnrithm nember = |- Shared Koy
A1 oither vaBass of autheniicaion number ans ressrved

Bo B15
Authentication Algarithm
MNumber
Octets: 4 2 P

Figure 24— Authentication &lgorithe Mumber fhoed field

0 Coppriginl D 1907 IEEE. AN rights iessrved.
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7.3.1.2 Authentization Transaction Sequence Mumber field

The Authertication Trascscfion Sapoence Mumber Held indicates the current siate of peegress through a
|:|:|1.||1.|:i.'|:.'|:r transaciion, The I.'.rliﬂ't of the Authentication Transaction Sequence Mumber Geld = two oclels.
The Authentication Trmnsactnn Sequence Mumber field i iliestrated in Figure 25,

B Bi5
Aarthorticafion Transastion
Sequencs Nurmbar
DOichets; - 2 L

Flgure 25—Authentication Transactlon Sequence Numbser floed fold
7.3.1.3 Beacon Interval field

The Heacom Intereal eld represenis the numsber of tiee uniis {TU) beiween wrget Beacon tmnsmission

timeet (TBTTs) The lengeh of the Beacns biterval feld is two octets. The Beacon Tnterval fiald s iQusermed
in Figurs 26

L) BiS

Beacon nierval

Cobes -l-——z-—_—..

Figure 26—Beacon Intenval flzed fleld
T.3.1.4 Capability Infarmation field

The Capabllity Inforracion flebd contsing 4 mumbss of subdields thay are weed 10 mdicate roquestad or adver-
tleed capabilities. The leagih of the Copabdlity Information fiehd is twe octes. The Cagability Information
Ml cansksis of the foflowing subflelds: BSS, IBSS, CH-Poiloble, CF-Foll Request, ond Privacy. The reingén-

ing part of the Capability Informstion Geld 18 reservedl. The fammal of s Capabilayy Information feld is o
ilfustrated iz Figure 27,

B0 B B2 B3 B B5 » BiS
CF £F Pal i
E5S M55 Privasy R Bgsnsd
Pollsble | Requesi £
x af
Chtets % 2 *

Figure #2T—Capabiity nfermation fixed fheld

Each Capability InFsmmation suldicld s lstespreted enly In the management frame suboypes for which the
Thaa Eigiaa bod Fules s Gefined

HAPs st the ESE subfield to | and the IREE subfield to O within razsmatted Beacon or Probe Response man-
ngement frames, STA: withm an IBSS sel the ESS subfield to 0 and the IBES subfield to | i transmitied
Beacon ar Probe Response maragement frames.

Coyjrytign i 1007 1EEE. 43 lighte ricansi. 51
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SThs st the CF-Pollable sad CP-Poll Requess subfields in Association and Reassociation Reguest masage-
ment Fames accondimp w Tabls 16

Table 15-—ETA usage of CF-Pallsble and CF-Pall Regueast

. CF-Pall
CF-Foliakde 1 Meaming
o ] 5TA ie oot CF-Pallnsd:
o i BTA i CF-Pollshle. nol raesling 18 he placed an tee CE-Polliag L
] n STA I CP-Poflable, requesting 1o be plages on she U Poding s
= T | TTA s CF-Pollshle, reueiling tever i be pollsd

APs get the CF.Podlable and CFPoll Eequest sabfeli m Baacon, Profe Reeponsd, Afessiian Regposas,
nnid Remssncinion Besponse mansgement fromes accomding to Tabde 7, An AP sets the CF-Pallahle and CF-
Poll Rogeest soblbeld values In Aszsocistion Response and Reasscciation Response mansgement frames
equal 3 the values in the Lot Beacon or Probe Resgonse foame thin & mansmbised,

Table 17—AP usags of CF-Pollable and CF-Poll Reqguast

CF-Pallahile ]I:I‘-hm Meandng
] a P e ctgrchinaict ar AP
[}] ] Fosm ensedinaics at AP for dedisers omly (no pefling)
i a Pusire cnoedinator a1 AP far dedfrery and polling
i ] Federverd

APs et the Privacy sulblield v | within ransmiteed Beacon, Prabe Besponse, Associalion Response, and
Renssociation Resposse management frames if WEP encoyption @5 regaired for all datn type Frames
exchanged within the BSS, If WEF ¢acryptson ks not required, the Privocy subfield is set o 0

ETAs within an [BSS set the Privacy subfield o | in tronsmined Heacon or Probe Besponse moeagement
frames if WEP encrypdion is requirsd for all datn type frames eachanged witkin the [BSE. 1If WEP encryp-
tlon b5 nol requiizl, the Privacy silafield is 522 ook

T8 Current AP Address ficld

The Curreid AT Adifress Held i the WAL addies of the AP el which the staion i cumeatly ascedaed. The
lerathof the Cummenl AP Addrness field & six octes, The Clorent AP Address fleld t= illustraied in Flgone 218,

Bl Ba?
T T L L]
Cursant AP Address
i L i
Oty i

il i

w

Figure 28—Current AP Addreas fixed fleld

5 Coperight D 1097 |EEE. All rights ratsrved.
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7.3.1.6 Listan Interval finld

The Listen Interval fiedd B waed to indicate to the AP how oflen as 5TA walies o laten te Peacon inumpe-
ment frames. The valoe of the paromessr o the STA' alistenlnterval MIB stinbete and @ expressed in wnit
of Beaoon Interval. The length of the Listen Interval field is two ociets. The Listen Inverval fiedd is ilusrraned
in Figare 29

B15

B
| Lister ietarval
Diiwls: o 2
Figure 29—Listen Interval fixed fieid
An AP mury use the Listen Interal infoemsaiion in determining the 8etime of Irames gt it buffers [of an STA.

1.3.1.7 Reascn Code fhaid

This Reason Code field 5 used to indicste the reason thot en essoliciied notficstion managemess frame of

ype Dnssngistion or Deauthentioation was genermed. The lengih of the Reason Code fizld s fwo oclets,
The Beason Codhe fhedd i iflusirated im Figure 30

B Bis
R-u-ﬂ'l;:dlll
Ochete: 4 2 *
Figure 30—Reason Code fixed field

Thee reason endes are defined m Table | 4.

Table 16B—Reason codes

i
i

Mzanisg

Rererved

Vmepocsilice] rrason

Frovtoun auihemticaion oo koeger wlid

i bt i cuged Trecrinse. sending station is heving Chas lef) 1955 or B53
[asaasocialod doe o irisctivicy

Dipmsociabed borssse A1 1 il io tandk: ol currently essecioed et
Chase 2 rame peceived from sonmtheniiced walion

Chass 3 frame pegelved foom sonsssoclidon siebon
Distisooming bepmese sendmg sinlion = laaving [Bas kit) BES

SABN FoqUEttng [+ nsneiatin if 00 anthenticaid with responding Siuion
1065 535 Reserasd

o | | | A B | A R — | =
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7.4.1.8 Association 1D (AID) fiebd

The AED fickd is o value assigned by an AP during assciatson mnd represonm the 16-bit IT of o STA. The leagth
of dhe AL feld is too ootets. The ALD feld is dlustrated in Figure 31

Bl Bi5

Aesaciadon K [AID)

¥

2

Figure 31—AID fhoed field

The value asgpred a5 the Asyociation [Dis & ibe range 1-2007 aoel & placed in the 14 15k of ibe ATD Geld,
with the 2 msh of the ATD fleld borh set o 1 (see T.1.3.2)

Tha AT valee 0 @ azed to apnounce brondesst snd malticest frames inraffic indication map infonmatian
claments

7.3.1.0 Status Code flokl

The Saius Code field & weed in & response mopagement frame 1o indicate the soccesx or failure of &
requaested operation, The lenpth of the Status Cede feld &5 two ogiels: The Status Code Geld i illustoated in
Figurc 32.

=] H15
Fom——-
Octets:  # 2 "
Flgure 32—5tatus Code fixed field

It an operation is sisccessful, then the statns code is set to (L I an nperatinn sesalts in tailare, the sinfes code
iedicates 3 falure conse. The failere couse codes are defined in Table 4

Table 19—Status codes
Bingus cods Megning
¥ fisccmsiul
I Ulnigescilied Tailurs
-0 Meverse
L Canmoa meppom all requested capotilities i the Capobdlity Infaematinn Sield
Li Reasmoiation dendod dup s imability 10 conficm that asecladen e
[ F Agsoolation Sonked due 1 remon tataide the soops of this standand
E| Respondisg sxion dos oot suppon e spechbed authssccation slgorithe
I Booclved an Aoilcmicuion frsn with authent cadon uansacton segusnos sy
vl o srpastad saguinay
i5 Atherlictiog pepeciied becasie ol challerge filom
L[ Aulh-W¢mmnln¢nmhmuludnnmmnmmnqm
34 oGl @ 1567 IEEL All rghts resaned.
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Tabla 18—S5tatus codas (oontimeed)

Silwlms ol Mlzaning
17 Association denisd becance AP & washds 0 handbe addiional oesocissed sintinne
] Assoctation denbed dos o requeding sraion not supporing alll of e dats reces ke

B5SBasicRaeSal parameser
19565 535 | Meserved

7.3.1.10 Timestamp

Thes fiedd represonts the anlug of the TSFTIMER e 1100 of & leame’s source. The kengdh of the Timestamp
field In sipht octens. The Timesssny field is Hlsarased in Fipues 35,

Figure 33—Timestamp fixed fiald

7.3.2 Information elemeanis

Blements &re defined to have & commeon genaral fomant conssting of & ont-octet Blement [0 fiekl, & ons-
ocbel Jengih fedd, ond a verisble-length elemont-apecifie intformation Bedd Esch elemest 5 asgigned &
unigue Elemeat [0 & defined in this specificalion. The Length Sekl specifies the mumber of ocieis n e
Informmtion field, See Figurs 34,

1 L] I 1 I
Elamant ID Langih Irfanmatian
i i i i A
Cclals -1—1—H— 1 - I_-.aﬁ -
Figura 34—Elamant format
Copyright £ 1997 IEEE_ A ights meeaned %
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The g2t of valid elemenis is defined in Tabls 20

Table 20—Element IDs

Imforeration slenwmni Flameni 1T
S50L¥ i
Suppomad rales 1
FH Pammeir Sai i
15 Farameler 521 3
CF Panmser Sed 4
TIM 5
DS Parsmter St 6
Resorend T-15
Challerge wxl e
Fesserved for challenge 1AL extensing 1731
Resorved 33355

7.3.2.1 Service Set identity (S5I10) element

The Service Set Identlny (5510 clement indicaties dhé [destity of an extended service see (ESS) or [B35 Ses
Figure 335,

Elaman ID Langth 510
Octaty; #—— 1 ——*4— §.— 44 g-3 ——b
Figurs 35—8SID slemant farmat

The letglh of the SEID infermation field is between O and 32 octels. A pero length informstion field nd-

T.3.2.2 Supported Rates element

The Supported Rales elemeni specifies sl the miss that this STA b capshle of recelving. The infommatio
(eld is esvodad ga [ 10 8 sotety where each octet desoribes a single suppented rate in wides of 900 Ehitss.

Within Rescon, Prohe Rosponcs, Aswociation Fesponse. nnil Beassociatdnn Resporae management Frames,
each supponed rae bfonging o the BSSThasickaeSer as defined in WL 101, is enceded a5 an ootes with
the msh (hit T) set o § feg., a | Mbits e beloaging o the BS5BasicRaeset is encoded 21 XRIT, Rates
noi belonging 1o thw BESBasicRateSet are sncoded with the msb 561 00 04 g, 02 Mbil's rste nol belomging
i the BESBasicRare Sef is encoded as X'04'L The msh of each Swpported Rate octet in otber masspement
frome bypes is ignared by receiviag STAs,

BESBasicltafeSet information in Beacon and Probs Responss managemesd frames is used by 5TA in ander i
iveid assocising with 2 BES if they do sof support all the deti rales in the BE5BasicRaeSer. Sez Figure 36,

1] Copsright £ 1887 EEEE. Allights russeend
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Elesneni 1D Langih Gupparted Falns

Detals: 49— § —»4— 1 it 18
Figure 36—Supported rates element format

1.3.2.3 FH Parameter Set alement

The PH Forsmeier Set elensend comining the set of parsseien secetaary (o albow synchromzation for STAs
using & frequency-koppmg (FH) FHY. The information field contaire Dhwell Time, Hap 521, Hop Palzern,
sl Hop Inidex parameners. The todal eagih of ibe information febd 12 5 oclets. See Fogure 37,

Emment O Lengh Dravall T (TLIY Hep Sl | Hep Paltars Hq;-[rr.l-:J

Cetits; = t—% % 1 e i 1 1

Figure 37—FH Paramodor Sat elament format

The Diwell Time field is two ootets in lenpth and containe the dwell time = T,

The Hop Sei fiekd idntifies the particelar set of hap patierns and is a singls nciet

The Hop Faitern field idenifies the individual pefiern within o set of hop patiens and 50 snghe octet.

The Hep Iniben fieldl sebeots the cusment chasnel indes within o pattern und is o singhe oo,

7.3.2.4 DS Parameter Sel element

The DF Prmmeter Szt element contains informition o allew chansel number identification far STAs usisg a

direct sequenoe apread specinam (I¥S35) PHY. The informacioa field containg a single parameter conmining
the camest chanpel number. Ths lengeh of tbe cament channe] nember pammeter |s one ociel, See Figure 38,

Caaent
Elsmenl 0 | Lenygth el

Ocinis: e o | 1 -
Figure 38—0S Parameler Seld element formal

7.3.2.5 CF Parameter Set alameant

The CF Maramoter Sef cloment contiine the sek of parameiers neceasagy in support e PCE The informaticn
feld contmns the CFPCount, CTPPerind, CFPMazDarstios, and CFPDorRemaining fields The motal length
of the mtormation field & 6 octets. See Figure 39,

CFP CFP =P ManDamtion CFP DurRemaining
Comant Farod (T} 7L}

-

Elemant I | Length

Ciclotn;  S——f—d—— —l— | —pel—| | i

Figure 38—CF Parameter Sot elemant iormat

Cogyragh! @ 1867 IR, All Aghia. ressrvmd. v
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CFPCoant indicates how many DT (meludang the sarenl frame) appear beloes the pest OFF s, 4
CFPCmant of O indicases that the camend OITIM marks the stard of the CFT,

CFPPechod indbcanes the rumsber of DTIM intervals betaeen the start of CFPs. The wlee is an integral pum-
beer of DTIM imlervals

CFPMoxDsration indicsdes the maximum duration. @ TUF, of the CFP that may be penersted by this PCE
This walise ks used by STAS (o set their AW ot the TETT of beacons that bagin CFPs,

CFPDurRensining indicates (bo rodomim e, in TU, remaining in e present CFF, and is sel 10260
CFP Paramseier cloments: of beacons transmitied dwring the contestion pericd. The valee of CTPEurFemain-
ing is ceferenced so the immediarely previous TETT. This value s used by all STAs o update their BAV:
during CFPs.

TA.26TIM

The Tt element cantaine foor Geldss DTIM Count, DTIM Pennd, Bitmap Cooerad, and Partal Virtual Bit-
map. See Figure 40.

Element D | Length ml:l lel El:mll Partiai Virtusl Blmap

THalE A b e g | — |t 1- 251 -
Figure 40—TIM elemeant format

The Length fisld for this element inidicated e length of the infornetion feld, whish iz constraimsd an
deseribed below

The DTTM Coant figld indicarss how mamy beacons (including the ewrrent frame) appear before the next
DFTIM, A DTN Comant of O irdicsses thee the current TIM is o DT The DTIM coant Geld isa sogle oset

Tz LTI Pertcd Gedd Endicares she nambser of Bigoon interval berwsees sonhemsive DTIME. 1F all TIMS ans
DTV, the: DTTM Persod Geld Bas the value 1. The DTIM Period value O is mserved. The DTV pediod Geld
15 a single ooiet.

The Bitmap Cantrol fickd i o single nctst. The low-onder hit containg the Traffic ndicatnr bit aseoaciniad with
Associazion M0 (). This bivds s2t w1 in TD elemenas wiih & vabae of § 6 the DT Coum feld when oae o
mire broadoass or mulzicast fromes are buffered o the AF. The high-order 7 biv forms ke Blumap Offeet sub-

field, The Biimap Offsel subfield is 5 number begwesn {fand 230, forned by ueing the Bimap Congol field
with the krweprder bat wed o), anid is bamther descobel badow.

The mafbc-indicution vinual blemap, manmbned by dez AF thay genemass o TIM, consises of 2008 b, and |=
crganized inbo 251 ociets such that ki ounber 200 5 M g 2007) in the biinep sormegionds to bt number (N
mod 5 in ocel sursher LN F 8] where the low-order kb of esch ocier (e b somber 0, and the high onder bil
i hit numbes 7, Eacls hie s the ienffie-inbicanion vinmal Bimmap commespond s s iraffe buflfersd for s specific
atatios within the BES tha the AP i propansd 1o deliver a1 the teme the beacon frame is mnsemitted. Bit num-
Bt M= O i there ane no direeted frames baffered for (e stalson whode Astosiaton T is N 1 sy ditecisd
frames for thet saion ere batferad amd the A1 prepaned to deliver them, bit sumbes N in the raltc- indica-
thom vl Blemap & 5 A PCmay decling w561 bige in the TIM for CF-Follable stations kLdoes not inkend H
podl (see |1.2.0.5),

The Partind Yirtmal Bismap fiebd consban of octete nambaered M1 through N2 of the irafic indication virtual
hitmag, whess M1 |5 the bargess number ssch than hits sumbered 1 theough (W41 x 8} = | in the hitmap ane all

ad Carprigel D 1557 IEEE A righls rozersd
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thand M2 is the smallest oumbet such that bits pumbered (N2 & 1 )= 8 thioapgh 2007 is the hitmap are all 0,

In this case, the Bitmap Offeel subdiald valvs conlaing the sumbee B, end the Length field wiil be serio (N2
-~ ML) +4

In the gvent that all bins other than bia 0 in the viruol bitmap sre 0, the Pasial Virual Bitmog field iz cacodsd
= a single eciet equal to 4. and the Bitmap Offsel subfiekd 5

7.3.2.7 1858 Parameater Set elameant

The: [B55 Parameler Sel clemen! comalng the set ol parameiess necessary (@ suppodt an [BSS. The Iaforma-
tiom fesld contains the AT Window parameter. See Figuned 1.

Ebemart 1D | Length ATIM Window

Otats: 1=l s £

w

Figure 41—IBSS Parameter Set element lormal

Thee AT TN Winidicow (el (82 octets in bength amd contakn the ATIM Window beagih in T,

T.3.2.8 Challengs Texi abermen

The Chalfenge Text el comaiis e chadlenpe text within Authenticuion oxchanges:. The elaoment isfor-
matinn Seld length is olopmbemi wpn (e asthentication algorithm and the tmnsacton sequence sumber 4%
specified in 8.1, See Fiome 4°

Elemant IT Langth Chalangs Teut

Oilets: +——1 - 1 [ 1-253
Figure 42—Challengs Text slement formai

L J

Copyright & 1557 IBEE, Ml vghts resarve )
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B. Authentication and privacy

8.1 Authentication services

IEEE ®02.11 defines dwe subtypes Of outbesticntion senbss Chpen Svefem sd Shared Key. The subiyps
imvoked is indicated in the body of aedontication mandgemen [munes. This aubhenGeatios Fames ane sell-
Idenuifyimy with respect o pathentication slgorithm. All menagemen frames of subtype Adibenticaton shall
bie unbcast frames as authecticotion ks done between pairs of stations {Le. malticast authenticstion s not

ellowed). Mannpement frames of subtype Depsthesticntion sre sdvienry, ard may chersfore be gent as
group-addressed fromes,

A mutual aothesdicaton relsionship shall exist bevween two stations following o succesaful authentication
euchanpe as described below, Autkentication shell be veed befwern stations aad the AP in an infrasmecture
HES. Authenlication may be used between two STAC in an 1R,

B.1.1 Open Sysiem authantication

Dpen Sxatem onthestication i the simgdes of 1l availalsle silwenbicston olgornithmns, Exentially i is a null
muthemication algorithne. Any STA thar seygueas aulcisbembon with thiv algorvitden may becoms authent-
cated if adurhesticanonType & the recipent siation & rer oo Open Sysiem suthemticaton. Open Syanem
mnibestication i eol required (o be sucossstol ag s STA may dacline o ssthentizsie with any parmicubas oiher
STA Open System suthenticateon & the default suchenticatol alporithn,

Open System smibemtication involres o iwo=sicp authentication framsuction sequerscs; The fing sep inthe
sequence: g5 the kentty ussenlon amd rogucst for suthemicaton. The second Hrasie b the sequence is the
aulbeniBcation resull. I the tesull fs “woocessiul.” the STAS shall be puaadly authenticmiisd.

8.1.1.1 Cpon System authentication {first frame}

== Mesape type: Menngement
= Tletsage whiype: Anthemicatinn
e Infrrmmation ilems:
= Authemicnion Algorithm klemificanon = “Open Syaiem™
= Suathon Identiny ssseribon (s 54 fleld of heuler)
*  Authentication franmetion seqaence mimber = |
*  Authenibcation slporithm dependent infermaiion (nonss
—  Directinn of message: From noihent cntion mdtiuing STA

8.1.1.2 Open System authentlcation (final frame)

—  Message type: Managemen?
= B=tiage swbiype: Anthentication
—  Infocmiatian flems:
Auchentication Afgorithm ldentification = “Cpen Sysiem”
* Austhenticetion Eonscoon ssjuence number = 7
= Aushentication algomben dependant mformation {=one)
= The resal af ik requested aushemboation & defined in 7.3.1.9,
Darecting of message: From outhesiscoting STA 1o mitinbing STA

1 afuthenBestionType does not include the valse “Clpen System,” the pesall code shall oot rakoe the valiae
“soocsssful”

Copyeight @1337 IEEE. Al righls ressrved,
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8.1.2 Shared Koy authanticalion

Shared Key authenticstion supports authentication of 5TAs a5 either o member of those who kaow o ghared
sepred key or i member of ®hose who do not TEBE 802,11 Shared Fey awthentication necomplishes this
wilhaut the need B teensmit the seeret key in the clear; regaring e use of the WEP privacy meshanim,
Theefiore, this authenlicetion scheme i oely available i the WEF oplion s implemented. Addidonatly, te
Shared Key aushentication algorithm skabl be mmplemented & one of aAuhentcationAgoritlos # any 3TA
where WEP b implemensad.

‘The recpuired secrer. sharad ke Is peesumed o have been delivered mopamicipaning STAs via & secene chie-
e that is Edependen of TEEE 202.11. Thiz shased key ie oontained in & weite-anky BB atrabute via the
MALC management path. The atiribare & wiite-only %0 1hat the ey value remoins internal [0 dhe MALC,

During the Shared Key authentication exchange, bodh the challenge #ad the cacrygied challesge are irans-
mitied. This facilittey umamhprized discovery ol the PEN [ pseiaforandom nmber) sequence for the keypTV
paar uwed For dhe caclhange, Implenensationg shoeld therelons avodd wilng the somes kepTV peie for ashses

caen frames,

A BTA ahall ned fitbite & Sharex] Koy sumthsnbestion cachaage unless in aPrivaeyOptioalmplemented
aaribaie 5 “rue”

Iz th= :Fnlluu.-'irla; desaipoian, e STA imitisting the asthentication exchaege is refered 0 ax the negeesier,
and the BTA 1o which the mitinl feame m e echange is addressed is efermed 1o as the respander,

B.1.2.1 Shared Koy authentication (firet frame)

= Mfesage typec Managemeni
—  Message subtype: Auchentication
—  Information Tiems:
= Saldon ldemity Adseniion (ia SA fekl of behler)
o Agtheatication Algonthm ldensiffcation = “Shared Koy™
= Augtheatication transaction soquence number = |
*  Authentication algoritbom depetdest information (sone]
—  Diireciion of message: From requester io responder

£.1.2,2 Shared Key authontication {socond frame)

Before sending the seeond frame o ihe Sharsd Ky ssthenticsion ssquence, te respander shall wse WEF 1o
peneraln o string of vetets that shull be wsed b the suiheatication challengs sexl.

— Messapge type: Manngement
—  Muissage sublvpe: Aulbeatication
—  Imformsatices Irems:
»  Auihentication Algorithm Identificatbon = “Shared Koy®
= Auheniication irensaciion segoence amher = 1
= Authenticatica algorithm depenident infamation = te msthantkation resuli,
Thie resialt of the reqoested srkentication as defined m 75,019,

IF e stanes code |5 w0t “successful,” this shall be the lest frame of the ransscson sequence. I
1 lanes oode e not Useccesgfil,” the content of the chaflenge (& Aeld 8 uia pecifisd.

I the stmius code is “eecesstal,” the following addinonal information fems shall have valid con-
bemts

Autheaticatbon alganthm depesdent information = challenge text.

Copyight © 1887 IERE. AT fighty rewansd Rl
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This ficld shall be of fized kagth of 138 ocier. The Gold =shall be filled with ociets gener-
piod by the WEP FRNG. The actual valoo of the challenge field is unimportant, bot the
value shall not be o single siatc value. The key ond Eitislizaton vecioe (TV) osed when
gengrating the challenge text are onspecified hecsuse this ke TV value does nog have m he
tluwed and does not sffect imteropershilicy,

= Directon of messape: From respoader i regquester

8.1.2.3 Shared Key authenticaticn (third frama)

Thes requssier shall cogry the chiall=sge text from the second frame b ibe chind fraee: The third rame shall
Lz eramumitied after encrypllon by WEP, s deftned b B.2.3 using dhie shared aecret ey,

—  Message tppe: Management
—  Message subiype: Authentication
= [Information 1kms:
¢ Aushentication Algonthm ldentification = *'Shaced Key"
*  Authentication ransachion sequence niember = 3
¢ Alshenticstion algoritim dependent information = challengs ext from segoencs twio Trame:
—  Dancctivs of mossage: From roguester b responder

Thik frame shill be apcrypted s dediribed beliw,
8.1.2.4 Shared Key authentication (firal frama)

The respander shall attemipt 1o desrypt the conbenits of the whind frame Is (ke asthentcstion sequence B3
describeal below. I ibe WEP HOV check i successful, the respnder shiall then compare the decrypled con-
tenis of ihe Challenge Text field i the challeage sexi that wis s in ireme 2 of the sequence, I they ane the
seme, then ihe responder shall respoisd with a successlul suiss vode in o £ of the sequesce. 10 e WEP
I chocke fails, the responder shall respond with an unsmccessfol setus code & frame 4 of the sxuence as
deseribed halow,

—  Meikage 1ypa: Monsgement
= Jessape subtype: Ambentication
= Information Hems;
= Auihestication Algonthm Identifiostion = "haned Key™
o Aqithenticn transachon sequence nomber = 4
*  Apthesticatien slpotithin dependent infrmation = the sutheaticatbon resul,
The msuli of 1l regjus il aallentizatEm
This is-a fixed lengeh Aem with values “successful™ and “wnsuccessfal.”
— Direction of messsge: Fram reponder o requester

8.2 The Wired Equivatent Privacy (WEP) algorithm

B.2.1 Intreduction

Envesdmpping is a familinr proolem o nsers of ather types of wireless webaodopy, [EEE B2 11 specific: o
wired LAMN aquivalent duta confidentality alporithm. Wiked eginivalen? privacy is defined 83 protecting
authorized ssers of a wircless LAN froin casoal eavesdropgang. This service is infended 8 provide function-

aliny Tor i winthess LAN equivalent o ihal provided by the phyace] secumty afiribates inkerent to o owined
el e

Diata coafidentalizy depends on an extemnsl key mansgement service i distribine daga enciphecmpgtdeciphar
ing keys. The [EEE 802 11 mandards committes specifcslly recommmends apainsl runming an TEEE 802,11

&1 Lo ighl D 1907 IEEE. Al rghts nesensed.
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LAM with privacy but without actheniscation. Whils this combanation is possible, it leaves the system open
i gigniFicanl secusay threas.

B.2.32 Properties of tha WEP algorithm
The WEP algonthm his the fllowing propeniios:

— Jv by meagesiably strang The security afforded by the algoritem relies on the difficolty of decovesing
the seerer key throwgh a bevte-fonee afteek, This in tam ks relited to the lesgth of the secret Ley and
i (requency of changing keys. WEP allows for dwe changing of b key (k) and requent clanging
of the IV,

— It i seifsvechomizing: WEF i sell-syschronizing for each message, This propeny & crifical for a
duta-link Bewed cocryptioe alporithm, whon “beal cfon™ defivery §s assimed and packet loss rases
may be high.

— It Is gfficieet: The WEFP olgaoritbm iz effickend and may be implemented in either hardwore er sofi-
Wnre.,

— I may b exparrable; Bvery effon hus been made o dealgn the WEP syilem operalion a0 as 1o max-
imize the chances of approval, by the ULE Depariment of Commence, of export from the LLS. of
prestucts postaining & WEP implementaiien. Howeves, dus to the lepal and politseal ¢lbmate rosard
cry phography af the tme of publicatbon, Bo guaresies can be made thet any spestlic 1IEEE S00.11
nglomentmions thal use WEP will be expoctable from the Uniued States of Amerivi.

—  Riropiowal; The mplomemistion and wse of WEF is am IEEE 82,11 opeion.

B.2.3 WEP thaory of aperaticn

The protess of disguising (hinary) dats in order @ hide ity infermation condent & called ercrspeion [see
[B4]). Dain that is w0t eaciphened is colled phrinder (denoicd by M) sad dafa that iz erciphered s called
clerrens [denoted by O3 The peocess of tuming cipherent ack Babe plaimext 3 called deomprion. & cop-
rographic plgerithm, of cipher, i5.0 mashematical funcibon wsed for epciphering or deciphering dain. Maodern
cryprograghic spoifns use 3 hey sequence (dencisd by k) o milily el ourpar. The seerypiticn Fenciican
£ operates on P o praloce

EyPi=0
In the reverse process, the decryplion fumction cperales on Erq-pmdl.!:: "

ydi = P
Ag iBusrated im Figure 43, note that if the aame key cim ba wsed for encrypSon ard decryption then

DyEUP) =P

Ky Managemenl Senies
i l Criginal
Priainsed * Ciphaninxd Plairdaxt

——— [ Ercrysfion IAE:—'*
Emuadroopar

Figure 43— confideniial data channel

The WEP algantbm s 8 form of edectronio code book in which a block of plantext 15 bigwise XORo) with o
pieudorandom key sequence of equal length, The key sequence is gomeraied by the WEP algorithm,

Copaight @ 1987 IEEE. Al right reserved. i
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Befeming vo Fipure 44 snd viswing fram lefl o rght, encipherment beging with & sccvmt bey that hns been
distributed 1o cooperating STAs by an exiermnal key management service, WEP is n symmestric akgonthmn in
whict 1l same ke is wsed for enciphennet and decipherment.

p— i
Wactor (1Y) EBaad WEF | i o
Bocret Koy PRNG H Ciphestast
i e a
| pr—
Intagrity Chack Waksa (FOV) e

Figure 44—WEP encipherment block diagram

The secret key I concalesated with an mitkaletion vector TV and the resulilag 2eed s Input to a peesds-
randam mumber pererator (PRMGL The PRMNG cutpats a ey sequence b of pesadorandom oclets equal in
lengih ta the mumber of data ociets that are tw be ranimitted in the expanded MPDU plus 4 [since the key
siguence 16 used 1 protect the imsegriy check walie (IOV) a5 well & the dica) Two procssses e applied 1o
the plaintest MPDL, To protect against unsuthorized detn madification, om integrity alpocithm opamtes on P
to produce an 10V, Brcipkermeent is then accomplished by matkemmtically combining the key sequencs with
the plaincest concatenated with ol 1 The mupul of the eocess s a messgge containing the TV and
ciphenaxt.

The WEP PRMG ix the civtical comiponeil af this provess, suce it wansforms & relatively short secred key
mio an arbitrarily long key seqisems. This prenly simpdilees che ik of bey distribulzos. as oaly the secrel
sy needs po e communicased] betweon ST The 1Y ewcinls e nseful Iifetine of the seceet key and peo=
willps the self-evachrsmis properiy of the slgrenbm The seone k_t:,l remining ennstant while the TV champes
perindically. Each new IV rennilis in ioniw secad ind Ky sospazncy, thus ilsehe id a one-io-one cimeapondence
hetween the TV and & The IV may be changed & frequesily as svery MPDL and, sisee it trevels with the
messages, the recebver will afways be ahle to decipher sy message. The IV is transmitted in the clear singe 1
does pot provide an sitacker with any information sbout the secres key, end since s saloe must be bnosm by
the pecipsent in oqder 1o perionm e decrypion

When chousing how aften to ghange IV values, implementors should conabder thin the contenty of some
fields im higher-laver protocol keaders, ot well as certaim other higher-Jayer informafion, is constnt or
hiphiy predictabie. Whes soch briformation Is rascmitied while eserypting with a particule key ond TV, an
cavesdroppes can resdfy determine partions of the key sequence peacrated by thst (key, 1% ) pade. 1f the same
ke, IV) pair i2 used for sucoessive MIPDUs, this effecs may sutarantlally reduce the degree of privacy con-
ferred by the WEP algarithm, allowing an eavesdroppct 10 recover 0 subset of the user data withodl any
Knonwledige of the secrit ey, Changing the IV afier soch MIFDU is o simple method OF preserving i eTec-
tivemess of WEF im thir sibuation,

The WEP alporithim is applied to the frame body of an MPDUL The [TV, frure body. IOV ] ripdet forms the
actual data to be sewt in the date frame.

Far WEP progected frames, the first four octeds of the frame body contaia the TV lield for the MPDLL This
field is definsd m 825 The 44l PRNG s==d is farmed using the secret key as 1he most significat 40 b
annd (b frivialianion veci (1% ) & the least slgndficant 24 His The 1% s ilkowead by the MPDL, which is
followed by the IOV, The WEP 10V is 32 bits. The WEP Integrity Check algorithm is CRO-32, as defined in
T1A%

A stnted previously, WEF combines & with /* asang hitwise XOE,

Hid Copyaght & 1667 IEEE. Al righte resomsad
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Referring to Figurs 45 and viewing from befi o right, desipheomest begies with the armival of 0 message. The
IV of the incoming message shall be wied to gescraie the key sequence nocessary b decipher ke incomieg
message, Combining the ciphenest with dse proper key sequesce yiekds the originad plaintext and ICY. Cor-
rect decipherment shall be verified by performing the imegrity check algoritha on the recovered plainzext
and comparing the cerput 1CY o the BOV marsmithed with ihe message, 1 10V is not egual to IOV, the
received MPDAT I3 n emor and an ermoe [Bdicalion i4 sent o MAC managemsnt. MSTIUs with ermacoms
MFDIs (dee 1o innbdlity o decrypt) sholl mot be peesed oo LI,

Figure 45—WEP decipherment block diagram

8.2.4 WEP algorithm specification
WEF uses the RCd FRNG aigorithm from BSA Data Secuity, Tne*

8.2.5 WEP MPDU sspansion
Figure 46 shows the encrypied MPDH as constrecied by the WEP alporchm

——— Encrypled on) ———-

w Data v
& L] Fl
2=
ke
\ . Seedin Urten
% "\-,_'h

Init. ‘Yacior | et
3 ﬁm

WOTE-The rcipherment process b expanded the ol ginal MPOAL by B ootets, 4 for the Initializtice. Veoss
(T fickd and 4 for the Integrty Check valse (ICV) The 10V s cef culssed en the Do feld enly.

Flgure 48—Construction of sxpandsd WEP MPDU

The WEP ICV shall be 5 32-bit field conmining the 33-biseydic redundancy code (CRC) defined in 7,136
calenlatid vwer the Dhata (PDUT Geld ax depicted in Figued o6, The enpanded MPDU ehall lnclade a 32-Bit
IV feld bnmediately preceding the MPDU, This fisld shafl contain thees sabfells: @ dree-ociet feld that
containg the initialization vecioe, a 2<bit key 1D Gedd, and a 6-bit pad field. The vrdering conventions defined
in 7.1.1 apply o the IV Sclds and 35 subdiclds and to the 1TV ficld, The koy 1D wubBeld comients seboct oac

S iwiailn gl e RCH wigsrithion are aveilabic from KEA. Flesie coneet KEA ket ol godiien delails and ibe wsilann BC4 leeass ioms
i RS A offes Do anviae wishin £ 15 e RC4 fog the perpaie of implemennsg te |EEE 902 11 WEF optea. I secesssey, contucl he
IR Sipadards Deparimeni Tor detail on bow 10 comnuricaie weh BSA

Copyright & 1887 IEEE, 83 Aghts reserved. L]

79



g
Sl B0 111097 LOCAL AMD METROPOLITAN AREA NETWORKS:

ol Fdie pm.;lhlt secret key valoes for we in docrypéing this MEPEHL Tsterpretotion of thesa bits is discossed
further in §.3.2 The contents of the pad subfiedd shall be zern. The ey [0 acaspies the two msh of the last
octel of the IV fickd, while the pad occuples the six lsh of this octer,

Thie WE enéctamism b5 Bvisibde o entifes outside the [REE #0211 MAC dat paih.

8.3 Securlty-Rolated MIB attributes

The [EEE 202,11 securisy mechnnisms are coatralled wis the MAC momigemest path ond nelmed MR
mitcibunes. This subelause pives amoveryiew of the securioy relsed MIB simibuses and hover they sne wsed, For
detmils af the MIE atizibule defindions, refer o 114,

8.3.1 Authentication-Rekated MIB attributes

Thee #y pe ol astheobcathon okl when suthenticatkon 5 attesapicd i comrolbad by the AmthesticalboaType
parnmeter o the MLME-AUTHENTICATE sequest primilive. The tpe of aushentbcarion requsst (s miy
b accepied by & STA is controlled by the MIB atiribote aduthentication Type. The typo of anbcaticabion is
sebecred Pronm the Tollowing set of vabues:

= Chppn Sychem
—  Shored Key

All oiheer valges are reserved. The numerie encodimg of these sabees is given in 7.35.1.1
B8.3.2 Privacy-Relaied MIB attribubes

WEF invocstion is contralled by the parimeters passed to the MEME-AUTHENTICATE  reques? primitive
i well ag a pumber of MIBE aitrsbutes. An cverusee o thie aliribales and thebr usage is gives in this clause.
All MIE attrybotes that hold WEP keys aré exlerually wribesonly? the congents shall not be readable via MA0C
miagement SAP. See 11.4-for the formmal ATH nwEhie dellinsions

The boclean varisbls aPrivecylavolos] ghell be ol by “falee™ 5 prevent the S5TA. from trengmiting MPEAT
of 1ype Diata with the WEP subdield of the Frame Control Bebd set to 1. 18 does nof affect MPDL or MRMTTH
recephiom.

The defailt valae for ol WEP Eeyg shall be pullote st encrypting & frame aging WEP with n nall key is
not ihe saume ng failing toencrypt the frame. Any request 10 encrypt o freme with ool key shall resale in e
MSIA! being discarded and an MA-UNIDATA-STATUS indicalion with & tunsmassson. siatus indicating
that the frame may not ke encrypisd with a mull key. Decrypring o frame whose WHE subfield & sef o |
imwnlves sripping the TV, and checking the BV agninst the cakealated POV salboe compude] over the data
contsined in tha MPTHI,

To anjgerrt sharel key cemfignmibnns, the MU coninkn e Sac-clement secion called “aWEP D Rael fR ey
Thee defwalt value for each clement of this vecior is pall, These slements contmin the defmibi keys o be assd
with WEE

An adddional sirbute called “aWEPDefantKeylD" & an intoger. 'When sed b o vadue of 0, 1, 2, 60 3,
MIFDLs transmitted with the WEP subfield of the Frame Contood Rcld %2t i | shall be encrypled osing the
first, secand, thind, or fourth element, respectively, from aWEFDefsultBeys, unbess the frame has an individ-
il R ond a key mapping ciista for the B of the frame. On receive, the mcoming MPDAD shall be
deerypind iming 1k element from oWEPDefauliKeys specified by the received key [0 Bald, smless the frame
i sin Andavicfua] BA and n key mippang exisis for the TA of the frime. The saloe in the transmidted key [T

&6 Coppigin D 1987 IECT. & righte reesrvsd,
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fisld shull b= 2er in all cases except when aWEPDefinlcBey 1D i ueed to encrypt & frame ond) i set to o
vaduenf [, 2, or 4, in which case the mansmitted kzy 1D feld shel contain the value of a'WEPDefacliKeyID,

When the bostzan stiribute sErdud=lfencrypiad is set o True, MPDLs of type Daa received by the STA
with the WEF subfield of the Frame Conteod ficld equed 0 tero shall pos b indicated at the MAC service
interface. When sExcludeUnencry pied i set o Troe. ooly MSDUs thn have been decryjied susossfully
shall be indicaied 2f the MAC service iserface.

TEEE #1211 doss ml reggaire that the same WEP key be useid for all 5TaAs, The MIB suppaorts ihe abiliy g
share o sepiate WEP key for each BATA paic Key mapping ix supporied by a MIB atiriboic that % 2n amay
called “aWEPEesMappings.” a WEPEeyMapgings condains sero oo ans ealry for sach MAC addres, up o
a implensalatoi-tefned maximum samber of sniries Keamficd by aWEPKeyMappiagLength, and con-
i two fields For coch entry: a beolean “WEPOe™ and the comesponding WEPKey. In an infrastructure
BSS, the AP WEPOn walsz in the entry in its sWEPKeyMapping tible correspoadisg 1o a STAs MAC
mddresn shall not he set 6o Troe for 2 STA ifdhat STA has not swceessfully intlated and comgplenad oy sxthen-
taatinn sequence uiing an authesikcation 1y pe otber than “Open Syiten.” The defnuln value for afl WEOn
feebels i False. aWEPKeyMappings shall be indeied by either RA or TA addresses (sizce WEP is applizd
onky &z the wircless link), as described below, When an eairy ie the @ble exisis for o particalar MAC

afldesss, ibe vahes i he aWEPRe yhappiags atiribise shall be osed inssead ol the s WEFDefauliKevID and
a'WEPDefaulrKeys varishles.

The minimal value of BWEFKeyMappinglengih shadl be 10 This valus reprosenta a minimuom capabibgy
that may he assamed for 2oy STA implementing the WEF option.

When transmitting 2 Fame of type Dala, the valoes of aPsivacylmeoked. aWEPKeyMappings, aWEPDefauli-
Keeys, amd aWEPDefaulBey[D in effect at an wnipecified time betwoen recsips by the MAC of the
MALUNITIWTA fequest primitive and the lbme of transmission of that frame sholl be used according 1ot
folloawing decisbon res:

if aPrivacyinvoked 5 *false™
the MPDILT is iransminted withom encrypéios
el
if [t MPDLT has an individasl BA and
these is aneniry in aWEPKeyMappings fur that FA)
if tha eniry has WEPCm sei i “false"
the MFEAL i3 rassmaicd il cnceyplaon
elsa
If thar aptry conteng o key that e sl
discsrd the encie MEDLU ond gensrsic an
MAALUMITDATA-STATUS indacation primilive 1o
notify LLC that the MSDAT was undelivershle diso o
o nall WEF key
else
encrypt the MPDU using thal onery's key, sesting the keyIDr
sehfield of the I'V B=ld B pere
clse
if [the MIPDLT bas o group BA aed tbe Privacy subiickd
af the Chpability Inforiration eld in this BSS b seg oo 0)
the MEDIL 15 transmitied withoed encryplion
elsg
if nWEE'I:htkdmuﬁuWﬂl'LkluuHHﬂ:.'m] = nudl
dispand e MSDLU and gensmos am
MA-UNITDATA-STATUS, indication primiftive éo
noify LLE tha the exgire MESDU wes undediverahle

Copyright @ 180T [EEE, AN rights resprved AT
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dize to 2 null WEP kew

cherypi the MPTIL usieg

aWEID il tKeys [a WEPDefan liEey1D].
sefting the Keyll subfield of the YV field to
AWEFDefmliKer 1D

When meciving & frame of 1yps Brug, ihe valoss of ablvacy Opioalmplemented, a'WEPEzyMoppings,
eWEPDefaukiKeys, oWEPDobmlEeyID, and aBxcludellmemcrypicd in clfcet o the dme ibe PHY-

RXETART indication primitive la recebved by the MAC ghall be sed scoording to ihe followang decision
trea:

il e WEP subdiekd of the Pramse Comirel Field is zem

il aExcladel Inencrypied is “wrue”
diszard the frame hody withow isdication to LI and increment
aW EFEnclndedCoan

slie

veceive the frume adihou dg:q.'p‘uum

if aPrivacy Optionlmplemented & “irue"
iF [ the MPDLT has indgvidiaal BA und
thers is an =niry in aWEPEeyMagpings matchisg the MPDAN: TA)

il hest eniry s WEPOn st w0 “false"
discand the frame body are] iscrement
awEPrndecrypisbl=Courn

el

i that cmtry contsing & ey ihat is aull
idiseard the frame body and inevemen
a¥W EPUndecryptableCoun
chic
ntteanpd o decrypi with that key, incrementing
aWEFICY ErnenCoant 11k ICY check fails
[ B
if s WEFDe ool Ry s [key D] 5 mall
. diszard the frame body and norement
- aWEPUndscrypubleComnt
alse
attermpt i decrype with s WEFDefanltKeys Ry,
incrementing aWEFICY ErronCosnd & the 10V check fails
else

chiscard the Irame body and merement aWEPUndscrvplableCoant

When transmizing o frame of gype Mansgement, subtype Authemicalbon with an Awthendication Tromsaction
Sequence Miember fold value of 2, the MALC shall operste ssconding 1o the folkwing deciaion ree;

if aPrivacyCiptionImplamented is “false"’
the= MMPDIL i5 transmitied wih 2 sequence
of pero octets in the Challenge Text feld and & Ststus Code value of 13

el
the MMEPDU |5 ronsmiied with @ sequence of 12K ochets genermated using the
WED PRIMC and & ey wlioss value s anapecified and beyomd the seops of ihas
senndard and & randomly chosen 1Y valoe {robe that this wifl typically be sclecied
biy thee same mechamicm for choosing T valwes for transmitted dats WEFD )
im the Challenge Text field ard a stafus code velue of 0 (the TV ased is

iyl © 1907 IEEE. Al iighls rasaissd.
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immaterial ond s ol ransmied), Mote that tere are crypiographic wsumss
invalived Bn the chaice of kew'TV for thas peocess < (e challengs 1exr f& sent
umcacryphel anid thercfone proviles & kinswm gutpul ssquencs froim the PRNG,

When receiving a framc of yps Managemend, subdype Auibenticalion with an Auiherticaiion Transaclion
maze Namber field value of 2, te MAC shall operate according so the followine decision tres:
= £ g

il the WEF sobfigld af the Frame Control Geld is ore
pespoind with & stales code waloe of 15

il aPrivocy Optioalmplesnenisd @ e
if there is o msagping is @ WEFKey Mappings musching the MSDUs TA
iF thea ooy is nudl
respond with a frame whose Autdentication Transaction
Eequenca Mumber field is 3 that contain: the appropriate
Authengication Algerithm Mumber, & status code value of
15 and 2o Challenge Text fiekl, withour encrypiing the
cuments af he frumne
=gz
pespeond willk @ frume whise Authenlicabon Transacton
Sequencn Mumbser sl i1 3 that containg the appropriate
AmFentication Algerithen Numbsr, & staime code valus of
ihand the identical Chalkstge Teal field, snerypiad using
thal key, and soiting the key 1D subfedd il 1 flekl wo 0
el
if aWEPDefaaltReyrsaWEPDefaultkey 1] e null
responid with o frume whose Authenlication Transectlon
Sequenco Mumber Rold §3 3 thot comains the appropriabs
Anrhemicaton Algorithm MNumber, 2 starus cods wabee of
15 and no Challenpe Text field, withoat encrypling the
womoends of the frame
alse
reapon] with a frame whese Aathenticmion Transaction
Seguenie Nomner Aeld is 3 that coninins che spproprise
Authenticatan Algaritan Number, o stalus code vale: of O
al the idesticsl Challenge Test field, encrypeed using
a¥ EPDefauliKeysla WEPDewaEev (D), seiting the
key 10 sghficdd in the 1Y field o a WEPDefsulber D
glse
respond with a frame whose Authenficstion Transaction
Sequence Namber field is 5 that confains the appropriags Anthecticalion
Algorithm Number, o ssanis code value of 13 aml go Challesgs Fext
figkd, without encrypting the comtanta of the frume

When roosiving & frmes of tvpe Manapemen, sshiype Awhenticaiion with an Avthenlicalion Teansacisan
Sequence Mumber ficld vaibue of 3, the MAC shall operate acoonding 10 the following decision tree;

If the WEP sulbdlebed of the Frame Costrol field is mera
rexpond with astatus code value of 15

elie
if aPrivacyCiplionEmplemended is “trie™
if there is n mapping In aWEFBeyMappings matching ihe M5SDL"S TA
il that key is sull
Copyright © 1997 1EEE. &0 aghts resarved. &9
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respidnl with a fraims whose Authentication Tranection
Seyweree Number field is 4 (hat consains the appropriate
Authestization Algorichm Mumber, and a status code mloe
af 15 witwnl ercnvpiing the coments of b frams

afieiepd b decrypl with that key, incromenling
aWTEMCY ErmorCount and responding with n siates code valon
of 15 if the 1CW check fails

if aWEPTrefnultEeys(key D is nul|

elae

respond with a frame whose Authentication Transsction
Seguence Mumiber fleld iz 4 thal contaiss the Sppropriste
Authentication Algorithm NMumber, gnd a slabas code value
el 15 withoe encrypaing the coments of the frame

atteenpi o decoypt with aWEPDefnultKeysfkeyIT,
ircrementing A WEPICY ErorCoant asd respondang with
n staqus ende vabue of 15 if the IOV check fails

respnaid with a frame whase Anthenticaton Trmsaction Sequende Namber
fihd s 4 that coatains the approprinte Authemtication Alperithm Number,
mnid u.l.l.uh.l.lﬁ:d.g-*m]u:.nﬂﬂ "

The attrilute nPrivacylnvoked shall pot take the vabise e’ if the meribue sPrimcyOptionfmplemented is

“false™ Seriing the amribufc s WEPKeyMappings o a value thar inclades moee das aWEPKeyMappingLeagih
enfries 15 ilepal ard shall hove an implemssrion-specific effect on the operation of the mivacy serviee. Mote
that ' WEPEeyMappings moy contadn bewess ere amd o WEPEeyMMappinglengih enmries, inelesive,

Bt bs recammended 1last the wnlues of the piglaines ba e alfelvacy grp not be chasgsd during the autheniiza-
Vi sogpurnes as unintended ppematsm may resli,

Copsright & 1837 |EEE. Ml righis resansd:
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9. MAC sublayer functional description

The MAL lonctionsl descriptaon |5 preseated i thes clause, The archisectare of tee MAC sublaver, includng
the dastribiited coardination functbon (DOF), the point eoondinaton functios (PCF), and thelr coexistence In an
LEEE 802,11 LAM are Introduced in % 1. These functtons are expanded on o 9.2 and 9.3, and a coinplete fooc-
lioal descripion of each is provided. Fragmestmtion and defragmentition are covered i %4 and 9.5, Multirte
suppant is mldressed im 9.4 The allowable fmme exchoge sequeaces ae lised in 9.7, Fieally, a number of
sddivionul restricthons oo Nl the eases: In which MSTH: are neordired of dscanded e descrtbed {n 08,

8.7 MALC architecture

The MAC schilecture cun be described as shown is Figurs 47 as providing ibe FCF through (he services of
e DCF

WHH-GWE
Froe Sarvices |

Liped for Conlenbion
Services and basks for PCF

Poini
Coondinabon
Funetios
{PLF}
SR

Distrizuted
Cosrdnation Farsion

(OCF)

Figure 47—MAC archileciure

5.1.1 Distributed coordination functicn (DCE)

The fundsmentnd pocess method of the [TEEE 802,11 MAC 1s 0 DCF nown s careier sense mliple aooos
with eodiieion avwoidance, or CEMAACA. The DCF shall b= implemented in oll 5TAg for use within bath
[BSS and infresiruciure network configurstions.

For 0 5TA o oransmit, it shall seese the mediam o dstemmine if ancthar 5TA is rasmitting. IF the medium
is not deserminsd o be busy (see 9.2, 1), the tmnimission may procesd, The CEMAMNA ﬁmﬂumddgmtm
neandanes thist & gapof & minlmum spealfied duratbon exist between comtiguous frume sequences. A transmit-
ting 5TA shall essure thai the medium is idle for this required duration bedore asempting 1o ransmal. I the
issdivim & detsmmimsd o b besy, the 5TA shall defer wnudl the end of the coment trarsmission. Afer defer-
ral, oo prior b0 otempting 10 trapsmil again immedaely after 5 seecessfil ranembsgion, the STA shall selec
a randren heckodT interval and ciall decremend ibe hackefd Smisrval counler whils the medhim 2 e A
refimement of the metbod may be used under varfios circumstances m furher minimice collisions—here the:
rransmitting and receiving STA eachangs shon comirol frames [request o send (KTS) and clear o sond
(CTS) framwes] after determining that the medium is e and sfter any deferrels or backoffs, prior to dats
transmission The deafls of CHMMAMA, deferrals, and backalfs are described |p 52, ETSACTS exchanges
nre alse prosented in 9.2

9.1.2 Point coordination lunetion [(PCF)

The IEEE B02.11 MAC may als Incorporaie an opthonal acesss method called & POF, which is ealy asable
an infrasrucione network canligurntions, This sccess method wses 8 point coondinatnr {PC), which shall

Copwight & 1587 EEE. Al fights msarsad Tl
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opeeEle at thie secess point of the BES, to determing which STA corresdly hes e mght wotranssnil. Thea opsar-
mtion is sssentially thet of polling with she PC performing the rode of the palling master. The operatiom af the
PCF muy requeme additicaal coordsstion, not specified in this stasdard, to permit efficient operation in cuses
whese multiple point-cosndinated BS5s ape opeaating of the 2ame channel, in overilapping physeal space

The PCF mses o virbual corrier sense mechanism ided by an access priefity mechanism, The PCEF shall dis-
trihute infoemnetion within Bescon masagement frames o gain contral of the meadium by seding the melwerk
olbpcathan vector (MAV] in 5TAs. In additen. all fame wransmissions ander the PCF may vse an inserirame
wpacn (IFS) that Is smaller thas the IFS for fames transmified vio the DCF The wee of a smaller IFS implies
thal polnt-cocelinnied traffic shall heve prority access o the medinm oeer STAS i everlapping BSSx aper-
ating unier the ICF access method.

The sccess priocily provided by n PCF may he wilized to create s contention-free (CF) socess method. The
B comirals the Trme trensmniszions of the STAs soas i eliminaie contenion for a limited perind of time.

#.1.3 Coaxistance of DCF and PCF

The BCF mnd il PCF shall cosxiat bn o manser 1kan permdts bodh e operate concurently wishia the same
BES. When & PC s ajperabing bii n BSS, the two socess melbsads abernnte, with & comtentioa-free period
{CFF Balbrwes] by ncontendion period (O Thes s deseribed s meated detail in 99

8.1.4 Fragmantation/detragmentaiion overview

The process of partitioning o MAC service dam smit (MEDU) or & MAC massgement patocal dats unit
{MPDLT into smaller MG kvl fraimes, MAC protoeol doia mits (MPDAUs), bs colled fragmensation.
Fragmentation credres METIL S siwifler tlan e origing MSEET op MBEPLIL lengn 1o incregss relivbalicy, Dy
increasimg b probability of sioocsbul s ol e ST510AT o MMEPDAT in crscs whee channe! char-
retemistics [immt receplion rolisdiline foe inger Fmmes. Prugnsdntniion is stomplizhed w eadh mamsedione
iranmmter. The prosess of recombaning MPDL ik @ single MSEET ar MMITA i definad 0s delragmen-
tafion. Defragmentation i aocomplished & efch immelise recipiont.

Cnly MIPLATs with 3 untens receiver nddnes shull B Mraganental, Bromlcast muleast fames shall neg be
fragmenned cven B thelr benprh exceeds aFragmentation Thieshild,

When & dirscied BMSTH 15 receved from the LELC or a directed MMPDIL ix received from the MAC sublaver
manapeiiend entity (MLME) with a lengeh grestes than aFragmentationThicshodd, the MSDL or MMFDL
shiall be Fragmemicd. The MEIHF or MMPDLT is divided inte MU Bach [ragment 3 o frams no larger
than aFmgmentaticnThrashald T is possible that any framment may be o fuee smallis than aFragmesta-
sni Thesshald An illustespen of feapmenantion | shown iy Fipose 43,

|.a.

v N

|

|
'I:II'!H'FF_.H]

2 & >
ML BT
1R | e Body E i_"“' Forerey Dty n Frmsbody | E
Feagssenl 1 Fragemen § Fragimen 2 Fragmesnt 3
Figure 48—Fragmentalian

The MPDUE resadibng from the fmgmencation of an MESDL o MMPDU are sen g independont iranamie-
sioms, each of which is separately acknowledgald, This permiits transmission meties o ooour per Fragmeal,

fa Copyright € 1907 IEEE. AR nghts msarved.
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rather than per M5O or MMPDU. Uness intermapied dee 0 medbum occupancy limitatsons for a given
PHY, the fragments of & siagle M5DLU or MMFPDU are senk a5 2 barst during the CF, using # single imvoca-
tiean of (ke DCF mediuim access procedure, The fragments of a giagle MEDU ar MMPDU are sent durisg o
CFP & individizal Frasnes obeving the rudes of the PC sedium access procedune.

9.1.5 MAC cdala service

The MAC dats servicy shell mrasslae RLAC pervice regoesic from DL fmo inpet gignals ofilised by the
MAL state machines. The MAC data service shall also rasslas cacput signals from the MAC sao mackines
inio service indicatinns to LLE. The translafons are given in the MAC dats service stse machine defined in
Annex

9.2 DCF

The basie madiom secees prosocel |5 s DCE thar allows for ssomatic mediem sharing between compatibles
PHY': through the ase of CEMAMCA aad 5 raadom beckoff time following a basy mediom condition, In
wcdithoan, all divectsd raflle wses dmemediaie positive acknowledgmen (ACK frame) where reiransmission Is
scheduled by the sender if no ACK i received.

The CEMANTA protoon] s desigeed o reduce the collision probabslity betwees oultiphe STAs accessing a
wedinm, af the point whers collisions would mest fikely cocur Jusi afier the medivm becomes idle follow-
ianp & by medivn (s indicsted by the C8 funcoiond ls whea the highest probability of & colliskon exists
This i beconss mulliphe STAS coukd b been wialting for the medum o become available apain. Ths s
ths itamtion thal necessitalcs 4 random beckol] progedurs o resolve mediam contention confilces,

Carvier Senss shall be performed both troogh physboal and vimual mechenisms.

The virmusl carrier séne mechanizm is ackieved by dsrbuiing reservation infomnation asncuncing the
impending use of the medum. The exchange of BRTS asd CTS franees prior o the acual duis {mine s one
mans of digiribution of thts medivm reservation iefotmation. The KBTS asd CTS fmmes comtain o Daration/
10 field tha dedines the period of time that the medism b o be reserved o trrsmdt the acteal dats frame and
the rebarning ACE frame. All §TAs within the receplion mange of cither the originning STA (ahich tranamals
the BETS) nr the desination STA (which transemits the CTS) shall leam of the mediom reservaiion. This &
5TA can be umable o recefve from the ongimcing $TA, yer siill Enow aboot the Impending use of tho
mediem vo veremit o dars framss.

Arather means of distributisg the medinm reecsstion mformation =t DuratboaTD fleld in disecped
frames, This field gives the time that the medivn is meserved, either 1o the end of (e immedisely followlng
ACEK, orin the exse of o fragment spqueace, to the end of the ACK following the nexi fragmens,

The RTACTS exclanpe alo perfonms both & (3pe of fas) collision |nfersncs and o mansmission path checke
1F the retarn CT3 (s mot devccted by e STA originsting il BTS, the arigimiting STA ey repest ihe pricess
{after observing the other medinm-use redes) mare quickly than if the lomg dats frame had been maremitied
aad nrediirn ACK frame haed non been detecied.

Adiodher u.ltnmi.: of the BETSACTS mechanism ocoers where multiple BSSs wizliznp the same chwanel
overlap. The medium resorvaSion mechaniam works asmoss the BEA boundaries, The RTSACTS mechanism
mity also mprove aperstion in o fepicol Snstion whene okl STAE can regeive Trom e AF, Bug conmnd receive
Crcan nfl pdher ST Inthe BSs

The BETRACTS mechaniam cemnor be usad for MPDLU: with beradeast and mulicss immediate addreds
beecause there ane mulsple destnmbons for dee KT, aad thos poeptiolly mubiiple concumrent sepders af the
CT5 in response. The KTSACTS inechanizm nesd pon be used {or every dain frame imnsmission. Becaase the

Capgrighl & 1007 IEES. Al righis resongd. T3
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adiditional BTS and CT5 fmmes okl overtwad inefliciency, the nschaniam is not always justified, sspecially
for shart dwis frumes.

The use of the BRTSACTS mechonism is urkler conknal of the aRTSThreshold atinbwte. This afribute moy be

s o jper-5TA basis. This mechanism allows STAs to be confipured to use RTSICTS either always, never,
o tmily on Trames banger than a specified length,

A 5TA confipared ned i Inkkale the RTSCTS mechanism shall seill updaie s vinual corrigr sense mechn-
nism with the duratom information contained in o receved BTS or CTS frame. and shall always respood to
an TS addressed o iDwith a T,

The medium aceesa prowdol alkows for STAs w suppon differsm sets of das s, All 5TAs shall recelve all
the data caics in the dBasicFatcSel und mmsa® ax oue o more of e alasicRarcSel dola rates. To ssppon
the paoper operatson of the FTSACTE and the virwal corder senss mechanism. &l STAg shall bs able o
detect the BTS and OTS frames. For this reason the BT and CTS feames shall be ransmitted ot one of the
albaseRoteSel mites. (See 506 for o descripiian of mubtirate operadon.)

Diata frases seal under the DCF shell s the frsme type Dats and sobtyvpe Dita-oc Mull Funaion. STAs
receiving Digta type frames shall ondy consider the frame body = the baals of a possible indication w LLC.

8.2.1 Carriar sensa mechanism

Physical and virlual camier seste functions e used i delerming the stxte of the mediom, YWhen either furc-
tion indicates o busy mliun..l}:.lﬁu:]:li:n shall be considered husy; edherwise, it shall be considersd idle.

& plrysscal carvier sense imechaiism shall be provided by the PHY, See Clause (2 for how this information is
eoveyed o tle MAD The dewsls of physcal camier sease are provaded i the individual PHY specifos
fians

A vinual carrier sesse mechasiem shall be provided by e MAC Thes mechaniem is neferred 1o-as the ne-
wiork allocation vector (MAYYL The MAY makntairs a predicion of futore ralfic an the medium based on
deration information that is anrunced in BTSICTS famies prior to the acwmal exchangs of datp. The durn-
ton mformetion js also svatlable ls the MAC headerd of sl frames sent dariag the CF other than PS-Pall
Comtral frames. The meckaninm for sebling the NAY using BKTSACTE in the DCF i describad in 8.2.5.4, and
ume of the MAY in PCF is described m 93322,

The casreer sonsc mechamism commbings iBe MNAY stoic and 1he STA's transmitter sinios with physical crmier
penso to detormane the basyfidba stote of the mediom. The MAY may be thowught of a8 & coonter, which counis
dawih b zem 2k A uniform rake, When the counter is 2ero, fhe virtual carrier semse indication is that the
enslimm is adle; when aonser, that i i basy. The mediom sleall be determined v be Basy schenever the STA
B8 tramsnbtheg,

2.2.2 MAC-Lavel acknowlsdgments

The reception of some (rames, n deseribed in 9.7, 928, and 9.3.3 4, reguire the receiving STA o respond
wilh an sckaawlodgment, geocrdly an ACK frame, if the FCS af the received frame is corscl. This iechs
migue is kKnomn as positive acknowledgment

Lack of reception of e expecicd ACK fruens mdicalcy o the source BTA that an coror ks cccurmred. Niols,
however, thed the deatmataan STA may have raceived the frame cormectly, and thai the error ocearred in the
receplios of the ACK frame. Toothe mitistor of the frame exchange, this condision is indistEngaishahle from
an et occurting in (ke initial Fame

T4 Cepyright & 1597 IEEE. Al righin sssarpd
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5.2.3 Interirame space (IF5)

The time interenl between frames is called the interfreme space (IF5). A S5TA shall determine that the
medinm is idbes through the use of the carrier senss function for the mierval specified. Foer differend [Fse are
defined o provide priovity Jovels for scoess fofhe wincless medis, Uy are Tised in onder, Tom the shore
o ghe longest, Figure 4% shows some of these mlaBonships

Al 5IFs shnat interframe space
by PIFS PCF interfmme spwct
¢l DIFS  DCF interfmme space
43 EIFS exbedled imerframe space

The different 1FSs shall be indepepdent of dhe STA bit mig, The IFS timings skall be defined ns time gops on
the mediuim, abd shall be fxed for cech FHY (even @ mullivale capabie PHY ) The [F5 waliis ang detes-
mined from ottributes specified in the FITY MIB.

Immrediata accass whon medum is frea >= DIFS

DFS DIFS
[+~ ™| Cosseriion Window

PwE +
| Busy Medisn Eﬂ ! tacko Window J|"|" Newl Frame

I T

Blat timg
Distur Acosss Soloct Siot and Decroment Backofd as long
wa as modium is ickn

Figure 43—Some IFS relationships

9.2.3.1 Short IFS (SIFS)

The SIFS shall be wsed for sa ACK frame, a CTS foame, the wcond or subssquent MPDU of a fragment
Barst, by o STA responding so nny polking by e PCF anid may be wsad by o PC for aay tppes of frames dur-
ing o CFF {s8s 93], The 5IFS is the timo from the end of the lsst symbel of the previcus rames w the
beginning of the first symbol of the preamble of the sobseguent frmme as seen af the adr icterface. The valid
caces where the SIPS moy orshall be used are lised in the fmme exchanpe sequences found in 97,

The SIF% tinting shall be nchieved when the ransmaission of the subsequent fraree B staried 21 the TeSIFS
Slat baundary as gpecified in $2. 10 An [EEE B02.1 | mplementafion: thall not allow the space Betveecn
frames that are defined b be s=parated by o SIFS lime, s measared on the medium, b vary Irom the mami-
nel SIFS value by more than 105 of &Sk Time for e PHY in use

SIFS i thse chorest of the interdrame spaces. SIFS shall be used when STAs hove seized the medsum and
need 1o keep it for ihe darstion of the frame exchasge seqoence @ be performed. Using the smellest pap
bevaeen tasspissions within the frame exchmge sequence prevents other SThAs, witich are reguingd 10 wait
for ife mediim o be idle for a lnager pap, from attempling io e te medium, thus giving priveidy (0 com-
pletios of the fame sdchange tequence im prognes.

£.2.3.2 PCF IFS (PIFS)
The PIFS ssall be wsed anty by 5TAs npesating under fhe PCT b pain prioeity sceess b the anediom ot the
start of the CFP. A STA asing the PCF shall be allowed o iransmit conlention-free tafiic afler s canier

sense mechamizm (see 9.2, 1) deiermines that the medium i€ idbe af the ToPIFS slot boundary as defined in
0.2 M1 Suholans= 9.3 desorihes the nee of the PIFS by S5TA= opomating ander tee PCE

Copyrighe & 00T BEEE. AN g resersed., 75
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9.2.3.3 DCF IFS (DIFS)

The DIFS shall be nsed by STAs opirating under tee DCF vo rransmin daca frames (MPI9) and manage-
ment frumes (MMPOAUT. A STA uxing the DOF shall be sllowed oo trensmit b 5t caried Sonse mbclisnism
{sez 92,1} determines that the mediom 36 §lle o the TaDIFS ot boundary s defined in 92,00 afier o coe-
restly recsived] frame, and s backoff tees bos experedd. A STA skng the DOF shidl ot transmis within an
EIF% afier it determinés thad ihe mediumn i e following ecepdlen of 2 frame For winch the PHYRX-
EXNTvindication primitive conmined wn ervoe ar a freme for which the MAC FCY value was nol comect. &
ST psay eronsmin afiee subsequent recsption of an erme-free frame, resmnehronizing the 5Ta. This allows
thee STA, v ransmin usiag dee DIFS following thai {oame.

8,2.3.4 Extended IF5 (EIF5)

The BEIFS shll be ueed by the DECF whensver the PHY hos indicated 1o the MAC st o fmime fransmicssos
witd Begun that dbd nog resiell (n the corrsct reception of & comglete MAC frome whih o comect PCS value
The duration af an FFE igdefined in 9.2.10. The EIFS inferval shall begin following indication by the FHY
thet the mediuem 5 jdle after detection of the ermoncoes frame, withoul regand 10 the virtual carmier-sense
mechanism. The EIFS is definsd o provide esbugh @ime for anocher STA W acknowledge what was, 1o this
STA, en incorrectly recelved frame before this $TA commesces rmsmission. Reception of ap eror-free
froames diaring the ETFS reavnclronizes the STA t the achus] busy/fdle stae of the medivm, 5o the BIFS is ter-
milnsted wewd noamal meedium-ceess (using DUFS and, i recessany, hackoff) cantineses Tallowing resephion
of chat frame

.44 Randoem backoff tima

A STA desiving 1o bnitisie bransfer of chiva SIS snlie nsanagene ol SIREPES shall irvake the carrler sense
mechanizm (=ee 21 B dﬂnmiu_: iha hn-',-.lﬁllr.' stivtn ol B mediune, 18 the medivem is bugy, the STA shal|
defer until the mediom is detcrmaned 1o be wdle witheat imicrnapeion for o pesicd of time equaol so DIFS when
the Inst frame detected on the medium wis receiveil earnectly, or afier ibe medum @ determaned o be idle
without intesruption for o period of Ginwe eguud o EIFS lsn the: bt e deiectsd om the medivm was no
rensived comectly. Aber thes [IFS or EEFS mediem gk diese. ke 5T.5 shall then penemie @ random backoff
periond for am pdditenad defemsd tme before munymindng, unless the backedt dmer alicsly comaing & nomen
vabag, m whirh % the selection of a randam nuimber is wol necded and not pecformed. This process mimi-
mizes codlisions during comention between moltiple 5TAs that have been deferring g0 the e svent

Backedff Time = Bandom{) x aSloiTima

where

REandomd} = Mepdorancom integer dravwn Fom - a enifomm disgribation aver the inbgril pPROCW], whesd
W % an inleger wilkin the rasge of values of the MIB atiribetes #0Wmln and aCWimasx,
#CWmin £ CW < 2CWman, IDis impuortast thal Sesipners moognize the nead for statsical
imkependence amang the random mimber streams among 5TAs,

aSiotTime = The velue of te comespoadingly named MIB stribwe,

The contention window (CW} pammeter shall fake an initial valus of #0Wotin, Every STA shall mmintsin 3
ETA shon retry count (SERC) ax well oo a §TA beng reery cowmt (SLRC), both of which shall tnke an imsteal
valuse of zer. The S5RC shall he ipcremented whenever say shon retry count sssociated with any MSDA i
imerements]. The SLRC shall be incremented whensver any lomg refry count associsted with any 500 is
imcremenced. The OW shall take the mext vales in the series every ime an unsuceesshul sttempt io ransmil 22
BIPIIL canses either STA retry counter o incremest, il the OW peaches the wmive of 2CWnoas A rebry iz
diefined ns the ontine sequerce of frames s, separmed by SIFS inpervels, inan ot oo defiver an MDA,
dhesoribed im 9.7, Once & peaches aCWmax, the CW ghill remain 51 the valee of 87 Wmex ontil It is reset, This

impeowes che stabiliny of the aecess prosoenl under high lowd comdidons, See Figure 50,
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The CW shall be reses g0 2CWmin after every successful attempt i transmit an MSDAT or MMPTIL, when
SLRC reaches alongReiryLimat, or whee SSRC reackes aShortReinsLimit The S5RC shall be msel to 0
whenever o CTS frame 18 reveived in response w an ETS frane, whenever an ACK frame i3 received in
pespanse o s MM or MMPOU transmisalon, or whenever a frene with a groop addncss in the Address)
fiehd b trasdemibal, The SERC shall be resel w0 O ahensver an SCK foime s reccived i fisposse o trans-
mnasaigm of an ML or MMPDAT of fenglh gresicr dhan aBTS Threshold, or whessver o framne with o grosp
arkdress in the Ackdress ] Hedd b traneminel.

The seif of CW valees shall be sequesdtinlly ascending ieteger powers of 2, mames |, beginning with 2 FHY-
specific #CWmin value, and cantinuing op to and inchudng a PHY-specific 0CWmax valee,

T Ew
S Eaidum

Figure 50—An example of exponential increase of CW

8.90.5 DCF pocess procadure

The CSMAICA sccess metnd is the foundigion of the DCF, The opermional rales vary slightly beracen
xCE and PCF

9.2.5.1 Baslo nooess

Basic access refers to the core mechanism o ETA uses to delerming whesther ilmme transmst

In geseral, & 5TA méy transmit o pending MPDU when it & opecating under lbe DOF acisss methad, sither
in the ghsence of 0 PO, or in the CF of the PCF acoess method, when the STA debermmines thal the medium |8
idle fior greater than or equal o o DIFS perind, oo an EIFS perind if the immediately preceding medium-bisy
event wis cxesed by dessction of o frume that wes not pecsived ol this T with o correct MAC FCE value,
If, wnider dwese coniditions. the medium is detemmized by the Garrier sense mochanizm o be busy wien 8 5TA
desing 10 inligs e inidd faans of one of the fmme sschangss dewrlbed 3 &7, exclusive of ke CF
perind, the rmdem backslT algoritm desonibed n 92,52 shall be followed. Thers e eonditlens, specified
wlemwhere in Clme O, where the andom heekall ﬂp:-lllhu ahall b= foflowed sven for ihe firet sibs=mpt to
iniliate a frame exchunge Sepemoe,

I 5TA having an FH PHY, contral of the channel i bast of a dwovell tire boundary and the 5TA shall have
to contend for the channel after the dwell boandary. 1t is requined that 5Tas kaving an FH PHY complete
transmigsion of the entire MPDL and astociaied acknowledgment (if reqianed) before the dwell thme boand-
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ary. If, when traosmitting or metransmalting an MPIIL], there i o esough time remaining m tee dwell m
ellw transmission of the MPDU plis the ackecadsdgenment (10 requived), the STA shall defer the transmis-
sian by selecting a random backofl e, ustng the present CW (withoo advascing te ths sext value in tle
series). The short retry counter and Tong retry coanter for the MEDU ane nal affected,

The basic access mechanian is illasimbed in Faguee 51

Immadiate accass whan madium
o = DIFG 275 Contention Window
BIFS FiFs i
. . | = T&503 I
| Busy Medlum  +—» éammm .'I Mext Frame
Slat lime
Diarfar Bocass Setact Siat and Decremend Bachoff s kong
as medium 8 idle
Figure 51—Basic access method
9.2.5.2 Backolf procadurs

The backadT procedure chall be invoked for 3 STA 1o tmsncfer o framie when fndimg the mediom by e indi-

cated by either the phwsical or viral gamier sense mechanism (see Pigere 57, The hackodd proceciome shall
abie b imvoked when a transenditing 5TA infers 4 falled wansssion & definsd in 92,57 ar .28,

To begin the hackodf procedurs, the 5TA shall 5= 1 Backolf Timer 1o-a mndom backofl 1=ne using the egue-
1om i 924, Al backof slots cocur following & DIFS perisd during that the medivm i determined fo be adle
Fur the drratian of the DIFS perivd. o foflowing an EEFS perivd during which the medium is deterined 6o be
i for the uration of the EIFS perind following detéetion of a frame thal was mot received comety,

A 5TA performing the backodl procedurg shakl uss the cimicr seess mechinisn (9.2, 1} o determing wihsther
there ix activity during each backolT slal. Tf no mediem acivity is indimted for e duration of & particular
Tane boof¥ alod, (e the backa ff procedare slsll decremsnt it backoff tme by aSkatTimes.

IF the: igsediven 1a determansd w e basy @ any thine-duniicg & hookofl ko, then the backaff procedisn 1s sus-
pemcdids thal g, the baskolf rimer shall not decrement for ther slor. The medium shall be dedermined o he
#dle for the duration of a DIFS periad or EIFS, as appropeise dees 9.2.3), before the backoff procedure |s
albowwed fr resame. Transmission shall comssencs shenever the BeckolT Timer pesches 2600,

A backofl procedure shall be performes] imesadiniely afier e end of every mnsmission with the ¥ore Frag-
menis b st wd) of an MPDA of type Data, Mansgessesd, or Control with subeype PS-Toll, evea if oo addi-
tinmal transmizsion. are cumeatly quened, [n the case of successfol acknowledped mansmisioms, this hackoff
proceidare shaldl bepin an the end of the received ACK frame. s the cose of unsuceessful ransmissions rsquirimg
sekpewlclgme, this Buckodl procedure shall begin ml the end of te ACK tmeoot neerml. 1 e sassmbssim
wa paecesahisl, thy CW valus reverts 1w &0 Wnin belors e eandom backodl neerval |5 chisen, and te STA
Ahoet petry eotnn aadior STA bong memy sount aee updsted as deceribed in 924 Thie ssoores thst transmissd
frames froam o 5T are akways sepamied by at lest one backoff sl

The effect of this procedare is thal when maltiple 5TAs wre deferring and go ido random backoff, then the
STé selecting the smollest backoff time wsing the mndom fanctsan will wis the conteniion
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Figure 52—Backoll procadura

In am [B55, the backall time for & peading non-beacon of son-ATIM imnsmission shall ot decrement in the
pernl from the terget beacon transmissian time (THTT) umiil the cipmmation af the ATIM windes asd the
bhackofl ime for o pending ATIM manageoent Frame shall decrement anly witkhin the ATEM winidow, {Ses
Cluase 11.) Within an IRBES, 0 separate hackofT inderval shall be peoermed to precede the tmmemixsion of a
beacon, & desczibed bn 10.1.2.2

0.2 5.3 Aecovery procedures and relransmit [imits

Boor recovery i8 always the reporaibility of fhie STA deat initiages » foome enchangs squence, o3 defined in
9.7 Many circuffslancss fey canks ol error o oo Thil reqiees recevery, Par example, the TS frame
iy ol be repurned afler &0 BKTS frame s manamined. This may bappen dus o s colskon aith apsther
irmsmission, due 1o insecferanoe m the chammel dunng the BTS o CTS frame, or because the STA meceiving
the BTS frame has an active virtuad carier sepse comifition (indiceting a busy medium (bme persod).

Errar recavery shall be attempied by retrying ransmissians foe [rnme eschange sequences that the mitising
STA infers bawe filed, Retries shall comtinue, for ench failing frame exchange sequence, unbl the trssmis-
gs0m |5 secceszlal, of untl e relevant ety limll 8 repched, whickever coours first STAS saall makniain a
skt roiry coumt and a lang retry Goust For ek MEDU or MMPDL swaiting sansmiasian, Thess counts ane
ircrumantad and res mdependintly ol sach other.

After an BTS frame is trasamitted, the 8TA shall perfonm the CTS procedurs, s defined in $.2.5.7. 1F the
FTS tramamniesian falle, the shont retry coust for the MSDET or MMPDLU and the STA short retry count ane
incremested. This process shall conlimue antil the sumber of atiemgis 1o Fansmit that MSTA or MMPDRT
reches iShortRetrylimil

Adfter trassmritng a frame that requires acknowieadgment, the STA shall perfarm ihe ACK procedaore, as definead
in 9.2 8, The short retry count far an MSDU or MMPDU and the STA short retry counl shall be mcremented
:w.q':intnarﬁmiﬁslmn[nhﬂfﬁmnf%hnﬂmwdqd to AFTS Theeshold Luds For that MSTH or
MWPUM, Thic shon retry count and the 3TA shor eetry Gount ehall be rets when o MAC frame of keagth less
chan o equal 1o aRTF Throabokl succoods for ths MSD o MMPDLL The long relcy sount foor sy MASDAT oor
SAMPLHT and the STA kong retry coum shall b meremental every lane iPasmzision of o MAC frame of langd
prooter them aBTE Theaghald fails fioe thal REDL o MBPTL This long reiry count ond ihe 8TA Jong retry
cougnl shall be reset when o MAC frame of length greaier then dRTS Theechold pepeeds fior thae MEDL or
MMPDA. AlL retransemssian stemgts For an MSDU or MMPDU that bas fuiked the ACK procedure one or
mre times shall be made with the Feiry field st 0o | i the Data or Mansgement typs fmee,
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Rairies for falled wransmmdssion anemps shall continue until the shor retry coand for e MSDLT or MNVETAT is
egqual 10 aShornBetryLimit or unil de long rory count for the MEDL or MMPDAS e equal 1o slongRe-
try Limit. When sliher of these limits is reached. reiry alienpis shall coase, and tse MSDU or MMEPIND shall be
dzcanded.

A STA in poaer-save mode, in an ESS, islibaes 3 frame exchange sequence by tmnsmitting a FS-Poll frame i
taquest damn from an AF In the event thot neither an ALK Frame nor a dita framee i seesived from the AP ia
s s 008 PS-Poll framne, then the ST shall miry the sequesce, by mnsmiitng anceber P5-Foll frame, at is
cynvenignee. If the AP sembs o daa frame s esponse oo PS Poll frame, bt fails 1o peceive the ACK frame
ackenovdeilging thi ibika frame, the sext PS-Pall frane from the sume STA may cmise o retransmisxion of the
faed WSO This doplicee MEDL! shall be filtered at the recefving ST using the nomal duplicne frame filter-
img mechamivm, If the AP responds to a FS-Foll by transmaiiting an ACK frame, then responsihility for the dain
frmﬂjuny arrar pecovery shifts b the AF beconse the daila is transdferred in 2 smbsequent frame exichanpe
seuence, which is imitaced by the AF, The AP shall sstempt to defiver ane MSDH o the STA that transmitied
ths F5-Foll, using any frame exchanps soquence wald for o disected MSDUL I the power spve STA thar mamns-
mited the F3-Foll retiens to Dipee state after transmitting the ACK frame in response 1o sucoessful recelpt of
this MEDAT, but the AP fails b reccive (bis ACK frame, (ke AP will resry iransimission of ks MSDL il (e
relevamt petry limit is renchad. See Clusse 11 for detxils on filtering of extm PS-Foll frumes.

8.2.5.4 Sefling and resaiting the MAV

STAs receiving & valid frume shall update thelr XAV with the infeomagon received i the Dnurstion @D fiedd,
hut omly when the new MAN valoe is greater than the currend WAV value and only when the frame is nol
mfclreseed o the receiving STA, Vonoos nddafional cosditions may set or reset the NAY, 15 described in
4320 When e MAY s reses, a PHY-CUARESET, requess shisll e igsosd,

Figuare 53 indicanes the MAN for $TAs tha mpy hear the BTS Frame, witile olber 5TAs muy only receive the
TS Frame, resalting i the Isser MIAN Bar g chown [widh the exception af the ST io which the ETE vas
addressed),

OiFs

Bre RTa Dt

= BFT g
[Clsas CTS AL

oEs Ff rr
Cher Pl [RTE) ; Pontantian Window
| mavcTs)
r Cearfar Al b T Bauall Afar Dedes

Figure 53—ATSCTSdata’ACK and NAY setting

AETA B used Infrmmiom from &n RTS (rame & the st reeenl basis o opdass is HAY ssiieg is ponnit-
ted o reset it MAN If no PHY-REETART indication is detecied from the FITY during a peried with a dua-
flen of (2 = sSIFSTumel + (CT5 Timst + (3 % aSleTime) sasting at the PHY-BXEND indication
comvespinding w0 the detection of tbe RTS framwe The “CTS Time™ skall be caloulnisd using the length of
the CT3 frome and the daip reie &1 ahich the BTS frame used for the mosi recent NAY opdate was received,
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8.2.5.5 Control of the channel

The SIFS is used to provide an efficient MDA delivery mochanism. Onee the STA hex contended for the
chennel, thal 5TA shall coftime b send fragments uefil either all fmgments of o single MSDU or MMPET
have heen =ent, an acknowleadgmest Is pot recelved, or the 5T b resicbcied Trom sendiog any aldithonal
fragments doe b o dwell bme boundary. Shoald the sending of the frigments b immlqlu;m wee of
thess pogsoes, when the next opparisity for rsemdision cecurs the 5TA shall resume transmigsion. The
alporihin by whdch the STA dicddes which of the outstanding MSDU: ghall next be attcenplad afler an
unscesaful transmission sumnpt is beyond the scope of this stindand, but any soch algorsthm shall comply
with the fresirictions listed m 35,

Figure ¥ illustrates the tansmission of a multipte-frapment MSDL using the S1FS,

Fragmant Buest el
SIFE EiFE SFE EFa =
o Fommori 4 [o-o Trngreci T[e-—» ool e Rk g
et Ao O B |

Figure 54—Transmission of a multipte-iragment M5DU using SIFS

When the sturce STA razsmeis & ragmenl il shall relesss the channel. then immediately momitor the chan-
nel for an scknowledpment as desoribed in 928,

Whes the destination STA has finished serding the ackeowledgmend, the STFS following the acknowledg-
ment shall be reserved for the source STA 0 continue (if necessary) with another fragment. The STA send-
ing the acknowledgment shall not transmil on the chanee] i.n'u'nuii.ahlj follvwimg the acknowisdgmeenl

T gerocess o sending mubtiple fragments sfier comending for e channed is defined as 2 fragment hurss,

If the source STA musives an cknowledgmest b there s nod erwdigh tme 0 semsmil the mexd fragment
unil reguive an ackpowledpment dus b an impending Ewell Boundary, B shall comend fior the channel a1 the
beginning af the pext dwedl time

T the snarce STA dnes not repaive an acknewledgment frame, it shall anempe to retmnsmit the failed MPOLU ar
anpdher eligible MPDL, as defimed in 4.8, afier performing the backolf procedure sad the contention process,

Adter @ 5TA conteads fior the channcd (0 relrensmil o feagment of ga MEDH, it skall stom with the last frag-
imnd that wis gol acksawledped. The destination STA ekall rective the fragmenss [n order (sinee the sowrce
aends them in order, and they e Individusily scknoadedged). 1 s possible, however, thar the destination
STA mmy recerve duplicate Trageents. 1t shall be tie responsibiliny of the receiving STA 1o detect and d&s-
eardl duplicata e insels

A 5TA shall fransmif afier the SIES only under the followang conditinm dering a fragmol barst:

— 'Thi 5TA has jest recefved o fragment that reqeires acknowledping,
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—  The wooree STA has received an oolonowledgment to 2 previows frogment. hoy mors fragmendis) for
the same MSOU o eransmit, and thers 15 esouph time befiore the next dwell boundary to send de
near fragmes and receive s ackeowledgment

The fnllvaving rales shall 2lse apply

—  'When & 8TA hat transmmities] s frame otber than an imbal or inteneediale fragment, that STA shall
nat transmit oa the chasmel folloving the ncknowledgment for that frame, without performing the
backoff procadurs

— "When an MSDLI has been ssocessially delivered or all retransmission attempts have been exhrasted,
aml the STA kas a subsequent MSIA to raesmit, then the 5TA shall perform: a hackoff procedure,
Only maacinoywbedped fragmends shall be retrarsmitted.

9.2.5.6 ATS/CTS usage with fragmentation

The Following is a description of using BETS/CTS for 3 fragmented MSDL) or MMPDU. The RTSRCTS
frames define the duration of the following fmme and pcknowledgment. The DrarariondTT fiedd 1o the daa
and sekneowledgment (ACK) frumes specifies the tocsl duration of the next frgment and ackmowledgment,
This is Allustraed in Figone 35,

S Pik (Fregaand. By Fragrram 1]

e

o A AT s K 1)
mﬁﬁﬁ Frageer 1 e

Figure 55—RTES/CTE with fragmanied MSDU

Each frame contams mfonmation that defines the doration of the pext orammission. The duration Disformation
fremn BTS frumes ghall be wsed 1o updars the MAY o indcae beiy unil] the end of ACK 0, The dmation
infoemntion from the 5 frams shall nlay be wsed o updaie the MAY o indicate by until the end of ACK
(1, Both Frapment ( and ACK 0 shall corsin durmion infiriet]os (o opdie the MAY o indicite buty unbl
thie end of ACK 1. This shall be done by using the Dumationd (1 ekl in te Data and ACK frames. This shall
comtinue uncil the kst fragment, which shall have a duraton of one ACK Gme plus one SIFS lime, and its
ACK. widch shall have lis Duration/D field senio sere. Each fragment and ACK acts ag 8 vidua] BTS and
CT5; therefare no Further BTSCTS frames nesd 1o be gemeanted afler the RTSACTS el began tee framee
exchange sequence even though subsapsent frngmems may be larger thas eRTETIeeshidd, AL STA% using &
freqeency-hopping FEY. when there §s inenffichent dme before the next dwell bounilary t franipit the aub-
secjsend frogment, the SEA initaring te frams exchange sequesse may gel the DarstionQE field in the la
clwtn o monngensent frame o be tranemined before the doeed] boundsry i the duration of one A0 timoe plus
ane SIFS time.

In the case where an scknowbedgreent bs semi bt bot recelved by the soaroe STA, §TAS that hesnd the frag
e, of ACK, will mark the channel baiy for the next frame sxciange due 1o the BAV havisg been apdated
Froam fhiess frames. This is the worst-Gase sluation, asd it is shown i Figuse 56. Ifan acknowledgmesi is nog
sent iy the desripation 514, 5TAS (hat can only bewr the destination 5TA will not opdate their NAY aod may
wempl 1o aceeis e chimnel when their AV apdated from o proviowsly received frame resches zemo. All

STAs thut hear the anures will be Trée i sccess the shannel after their MAN spdated from the transmited
fragment has explred
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Figure 56—RTSCTS with transmitier priority and missed acknowladgmont

8.2.5.7 CTS procadure

A STA that o addressied by on BTE frame ghall tansmit o CTS frame after & SIFS perssd il the MAY a2 the
5T receiving the KIS frame indicates that the medium i adie. IF the NAV at she 3TA receiving the ETS
indicates the medim is nai idle, that 8TA shall not respand fo the ETS frome. The BA feld of the OTS
Frame ehall b the value obtained from the TA field of the KTS frame to asich this CTS frame is & response.
The DisrationTD Geld in the CTS frame shall be the daratios fleld from the received KTS frame, adjusssd by
subtraction of aSIESTime and the aumber of micoseconds requirad 1o trasseat 2 CTS frame af ihe daca rate
usad fior the RTS frame i which this CTS frames i & response.

Adter ransmiling an BTS Trame, the STA shall wail Tor & CTHTimeoun imerval, saming an the PHY-
THEMD.confirm, If & PHY-RMSTART.indicmion doas nod secur durssg the CTETimecun inberval, the TA
shall ooanclede thet the transmission of the BTS has filed, and this STA ghoall fmake s baokeff procadure
upem eapiracios of the CTS Timeout interval. 1 8 PHY-RXSTART indication does nocur during the CTSTim-
et interval, the STA shall wair for e comesponding PHY-EXEND. indicatbon 1o determine whether the
RTS tmrsmision was successful, The recogaition of o valid CTS frame sent by e recipient of the RTS
frame. cosresponding tothis PHY-EXEND indicatbon, shall be miempresed as successfal response, permiting
the frame sgoence 1o conbinue (w6 9.7), The recogeiton of anything elee, inchading amy otleer valld frames,
shall be interpreded ns fmilare of the ETS tansmission. [s b instance, the 3TA chall invokes ils backol pro-
cedure ot the PHY-BNEND Indication and may process the received fmme.

8,2.6 Directed MPDU transier procedura

A STA chall we an RTSACTS exchange: for directed frames only when the lengih of the MPDU is prester
thin the lengih threshold irudbeted by the AR TS Threshold anribuse

The af TS Threshold axribuwe shall be a managed objeci within the MAC MIE, and iis waloe may be st and
retrigved by the MAC LME The value (F shall be used fo indicate that all MPDUs shall be delivered with the
use of RTRACTS. Walues of xRS Theeshold Beger tham the masimum MSDU kengih shall indicate gat sl
MIFLUS shall be deliverod withoat RTSACTS cachapgss

When an RTSACTS exchange in used. the asyncheonous dain fiome shall be transmitted after the end of the
CT5 Frame and & SIFS period. Mo ropard shall b= glven o the bagy oridle stabas of the medium when trans.
miling s dats [radme.
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When an RTSCTS exchangs is mol e, the asynchronow daa frame shall be sansmited fallowing the
siaccess of the basic socess procedure. With ar witheut e we of the BTSACTS exchange procedure, the STA
that 1= the destmation of an syechnono dats frame ghig] follow e ACE procodues.

£.2.7 Droodcast and mulicasi MPDU transter procedure

In the abseace of @ PCE, when hrondeast or malcizas MPTIC: are trarsfeered from o STA with the TaD¥E bit
clear, oaly ihe basic access provedars shall be wsed, Regandbess of dee kength of the frame, no RTSACTS
exchange shall be used. In addision. no ACK hall be fransmitted by any of the recipients of the frame, Any
broadesd or milticad MPDUs eramifermed from o STA with 4 ToDS B set shall, in addition o cosforming
o the hasic necess procedure of CEMASCA, obey the neles for BTS/CTS sxchange. becanse the MPDIL ix
directed o the AF, The troeicetmulicas: message shall be disribasd neo the B35, The STA originaiing
ther mvenange shall recetve the 1 e k4 bioadenstfinaltieas message. Therefore, oll STAs shall filter out
broabessttmillicas messapes that contam thelr address as the sowrce address. Broadease amd malcicast
BESIPLs shall be propagated thiomghoet e BSS

There i no MAC level recavery an brmudesst or muliicas frames, exceps for thoss [runes sent with 1he TaDS
tol eet. As & result, the reliabilicy of this traffic is reduced, rebative to-the relinbility of directed raffic, dus o the
imcremsed probability of best frumes (oo Emerfereace o ollisions Of 1hme-varying chaans] properiss.

09.2.8 ACK procedura

An ACK frume shall be penemated s shaown in the frame exchange sequezces lisied i 5.7,

Upoe seocessful raception of n frame of a type thal requires sckonowledgment with the Tol)S bit sst, an AF
shall generate an ACE frame, An ACE frams shall be tranzmitied by the destination STA that 1s not an AP,
whenever 8 successfifly receives o Unbcasy frame of a type thal requines acknowledgment, bal ot i i
meeeives 4 bmadcast or muahscast frame of such type. Alker n spiceiful recepion af a frame nequiring
sekigwled givend, trassmissien of the ACK frame shall commemna after & SRS petisd, widlond regaid bo the
Pasyfidle state of the medium

The wource STA shall wal ACKTiinéoul artount of e wilhout réceiving an ACK [rise bafore concluading
that the MPDAT fuibed. (See Figure 57.)

Adter transsitting an MPDL that requices m ACK Frass o b resgonse (aee 970 the STA shall wat for s ACK-
T inderesl, saming dl the FHY-TAEND coafinm. B o PHY-FXSTART. indicatian does ool cecur during
the ACKTimeout interval, the 5TA conclsdes thn the traasmission of the MPDLY bas fnibed. and this 5TA shall
imvedee s backnff procedure upos expiration ol the ACKTimeout intereal. B s FHY-RXSTAR T mdication does
e diing the ACKTimenst interval, the STA dhall wait for the comespesding PHY-RNEND indication 1o
determing whether the MEDIL trnnsndsson was socossshed. The recognitson of & valid ACK freme sent by ibe
vipkend of the MPOU requireg sckrowdedgment. comespanding bo ilais PHY-RNEND. ndscaibon, dhall be
inberpreed as sseceseful seknowledgemet, permitling the Fane wouenos 1 continug, of b msd withoul netries,
o appropriate for tho panicular frame sequence o progress. The moognition of anyibing clse, incleding any
other valid frame, dhall be interpreed as filere of tie MPTH ronsenissson. In this instoece, the STA shall imioke
ies backalf procedurs an the PHY-RXEMDUndication and miy process the received frume; The sobe exception i3
g recognition of o valid dots frame senl by the recipiesd of a PS-Poll frame bl also be sceepiad as successful
scknmwledgrnenl of the PS-Foll (mane !

9,29 Duplicate detection and recovery

Sinwe MAC-level ackrowledzments and retransmissions are iecorparsted into the probecal, there is the pos-
sghilidy that & frome may be recsived more than once. Such duplicabe fromess shall be filsered oul within the
desimnlion MAL,
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Diafasr Ao Backoff Aftar Dafer

Figure ST—Direcied dala/ACK MPOU

Duplicate frame fltedng is facilitmed through the inclusion of 3 Sequence Comrod field (consising of &
sequence number asdl fragment numnbel) sithin daia & managenent Tames, MPDUs tha ans gt of the
same MEDL shall bave the same sequence number, and different MEDLUs shall (witly a Bigh probahiliey)
have a differem sequesce sumber.

The sequenis number is penscated by fhe transmitting STA as an incrementing sequesce of integers.

The receiving STA shall keep 2 coche of recently received cAddress X sequence-numbes, frazment-num-
ber> taples. A receiving STA is required w keeponly the most recent cache coiry per Addeess 2-spquencs-
number pair, siceing oly the mest recenily moaval fragesent number for tha par. A meceiving STA may
omit tuples pirtained from brosdeastimulticas: or ATIM frames from the coche,

A destiration STA shall reject as a duplicese frame any frame that bas the Betry bit set in the Frame Conemnd
field amd that matches an <Address 2, sequence-manber, and fraegment-nmm ber- mple of an enry o the cache,

There is & small possibdlity thet o frame may be improperly rejected due 10 such & meich; livwever, this
oocumence wonld be mre and simply resuks in s boss frame (similar io an BCS emar in neher LAN progncols),

The destinadion STA skall perform the ACK procedure oo all successfully receved frames reguinisg
siknowledgment, even il the frane is discanded due 10 duplicste Gledng.

8.2.10 DCF timing relations

The relationships berseen the 1FS specifications are defined s time gaps on the: meedium, The associned
biTH poribotes nre provided by the speciiie FHY. (5ee Figune GH.3

All emings that ore referemced from the end of the ronamission are referesced from the éad of the inst sym-
bl of & frame on the medisom. The heginning of trassmisgion refers o the first symbal of the next frame on
the: mednim
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Figura 58—DCF timing relaticnships
aSIFSTime ard nSIntTime are d=fined in the MIHE, and are fized per FHY,
A8FETime b afxRDeday « aRxPLOPTelsy + @b ACPcDelay + aBa Tx TurnaroumiTime.

aShiTime ls;  aCCATIme + aBx Ty Turnarausd Time + sAiPropagatéon Time
+abdACTrocessimg Delay.

The FIFS and TIFE are deved by the followmg efoations, as illostrated i Figure 58,
PIFS = aSIFETime + aSloiTime
CHFS = wZIFETime + 1= afloiTime

The EIFS ks dertved fram the S1FS and the DAFS anill the length of tioe it nkes jo transmit an ACE Contral
frame ot | Mtk by the fallowing squation:

EIFS = aSIF5Time + (& * ACKSe) + aPreamblelength + aFL.CPHenderLngh+ DIFS
where
ACKSize is the lengih. in nes. of an ACK frame; snd
(& ¥ ACKSEe i+ aPreamble Leagth + al?LCPHeaderlngeh s expressed in micros=oonds required 1o trans-
milat the PHY s lowest manditory rme.
Figiasre 38 illusientes the relateon betwess the SIES, PIFS, and DEFS as they are measoed on the medivm and
the ditfferent MAC glot boundaries TxSIFS. ToFIFS, and TxDEFS. These slor bowndaries deline when the

transmiiter shall be fimned on by the MAC & meet the different IPS dmings on the medium, after subsaquen:
delection af the CCA resull of the previous slot time,
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The mlhwlng aunlyms deline the MAC 8351 boundanes, using atirthoies defimed in the MIE, which mre
anch that they compensate for implementstion tmang vanaticns. The startimg refeence of these slof bound-
aries ik ageen the ool of the last symbed of the peeviows frame an the medium:,

Tz5IFS = §TFS — aBx TaTurearoand Time
TxPIFS = TxSIFS # aSlodTime
TrDFS = TeSIFS + 2 x aSletTime

The Wlermnces are specified in the PHY MIB. ond shall only apply o the SIFS dpealbeation, s that toler-
ances shall no acoumidme,

£.3 PCF

The PCF pravides congeniion-free frome transfer, The PC shall rezide in the AP 1 s an option foran AP w
be able 1 become the PC. AT STAS ishevently obey the medium scoess niles of (he PCE, boesuse thege nales
are based on the DCF, and they set their AV at the beglaning of cach CFPR The operatieg characteristcs of
the PCF are such that ol 5°TAs are shle o0 operaiz properly in the presence of a BSY in'which a FC = operat-
ing, ard, IF nxsoclated wihih & pointcoondissted BAS, pre alde ko receive all frames sem unds PCF conioed, B
is else gn optinn for @ STA m Be able b respand 1o .4 comentian free pell [CF-Fall) recsived fram a PO, A
STA tho ks able 1o respond i CF-Polle la redermed 1 g being CF-Pollable, and ey request to be polled by
& aetive PCCFE-Pollable STAs and the PC do not vee RTSICTS in the CFP When podled by the PCLa OF-
Frdlablz STA may transmit only one MPDL, wiich can be o any destiaatinn (not st 15 the PC), and may
“plapvback”™ the acknowledgment of a frame received From the PC esing particalar data frame suhiypes for
thiz transmigséon, IF the data frameis nat in m acknowledged. the CF-Pollable ST shall mot retransmit the:
frome: unless it is podled again by the BC. or It docides o rerraesmil during this CP. I the addnetsed rocipaent
al 8 CF manamission i& aol CF-Pallable, thai 5TA eckoowledges the transmisgsion aung the DCF acknowl-
clpmest rules, ood the PC reming control of the mediem. A& FLI° may use comiention-fres frame transier
solely for defivery of frames to ETAs, and mever 1o pol] noa-CP-Pollable STAs.

A PC muy perforn a bockoff on retresamicson of an usecksowisdged frawme dunng (e CFF A PC thaet i
maistaining & polling list may retry the usacknasdedged fame the next tims the pasticular AI 22 at the tap
af the palling list. ‘

A PC may retransnit an unsckrowledzed frame didng the CF after o FIFS time.

‘When mone than ope poinicoordimbed BSS is operating os the same PHY chanrel in vverlapping space, the
potential exists for collisions between PCF tnsfer activities by the independent PCs. The nofes under which
multiple, averlapping print-coordinsied BSEs may coexisi are presented in 93032, As shown in Figiae 47,
the PCE is buikt om bop of the CSMASC A-based DCF, by ofiliong the st pricrity provisions privided by
this schieme. An active PC shall be locaied of an AF, wisch resiricis FCF oporadion to infrassocture. nel-
warks. PCF ks activazed s o PC-capable AF by setzing the CPPMaxDuration parameter in the OF Paramester
Set of the MLMESarl et 1o 5 noa-2iro wnlie.

Dita Friemes seni durisg under the DOF shall ute the data wabiypes Dita or Mol Fupeiion, Disia fremes sent
by, or im response io polling by, the PC durimg the CFP shall use the appropriste dats ssbiypes based spon
the msnge rules:

—  Data+CF-Pall. Disin+CTF-Ack #CF-Pall, CF-Poll, and CF-Ack+CF-Toll shall anly be seat by & PC,
—  Diale, Data+CF-Ack. Wull Funcion, and CF-Ack may be sent by o PO of by any CF-Polisble STA
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SThs recsiving Data type framos shall omby conssder the Frame body s the basis 'of & possible indicsion o
LLC, A ik Frame e of subtppe Dias, DameCF- Aok, Do CF-Poll. or DatneCF-AdcwTCF-Prll CF-Pollshble
EThs shall interpret all subtype bits of received Datn type frames for OF parposes; bot shall only inapecy the
framie body if the frame & af sublype Dagn, Daa+CF-Ack, Data<CFPoll, o Data+CF-Ack+0FFall

8.3.1 CFP structure and timing

The PCF tontrals frome iransfers during a CFP, The CFP sholl alermnare with o CF when the DCF controls
frnme wansfers, ns shown in Pigone 38, Each CFF shall begin with a Brcon frame dleit comtaing a DTIM ele-
ment therealfler relfemed 1o as o BTN, The CFFs sball eceur ol a defived repetifon rate, which shall be
synchromized with the bescon nierval uk specfied ie the following pamgraphs,

The PC generates CFPs 3 the comtention-free repefition mre (CFPRae), which @ defmed a5 2 number of
DTIM indervals. The PC shall depesmine the CEPRale (dopdeted as o mapetition interval in the illesoations in
Figure 59 and Fagure 80} to use from the CFFRse parameter | the CF Parameter Sei, This velue, in units of
DTIM imlervite dhall be communiested o other STAS In the BSS in the CFPPericd fizld of the CF Parnme-
ter Selglemenl of Beacon frames. The CF Farkmeer 5e elemenl sholl ondy be present in Beacon and Frobe
Respouse frames ocarsmivied by STAs coniairing an active FC.

Dty (01 & busy medium)
L GFF repebtion Intersl =M Ferashortenad CFP
Cantantian Period GF Parieg Crorbanicn Pariod

DioFE [ Eumy DoF
J, =

B Neacon Franme

S !
Figure 58—CFP/CP alternation
CFP_Dur Remaining | ol H—
valud In beacon ’4_.
CFP | cP | CFP
Beasce | | | | | |
ek DTIM BTIM BT

CFP Repedition Intarval

Figure 60—Beacens and CFPa

The lengeh of the CFP b conimdled by the PC, with maxbmum durmion specified by iBe sales of the CFP-
MuxDuration Pasamseter in the CF Povameler Sct al the MC. Meithér the maximom duration noc the - actsal
duration (signaked by trinsmissson of a Control frame of ssbtype CF-Ead or CF.-End+ACK by the PO &
constramed 1o be a multiple of the beacon maerval. 17 the CFP durmtbon 1& preater than the heacon ingerval,
the PC shall sranumli bencons st the sopropeiate tkmes during the CFF (sibject o delay dioe to raffec at the
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nominal e, i with all bescoas), The CF Paramerer 52t elemsent in all bescors. af the st of, or withis, &
CEP shadl contalm & nonzern valtes bn the CPPDarRemsnieg ficld This valvs, m unbts of TU, shall specily
the mnaximuam time from the cansmésshon of fds bedaon 1o the end of this CEF The valoe of the CFDucie-
kg fehd sall be sero in bescoks senl during 1he CP An examph of these reliliveships i illnsorated in
Figure 6, whach shows & case whers the CFF is two DTIM intervals, the DTIM iolerval is three beacon
imizrvals, and the 2CFPMaxDoratios vallue i3 eppeocimanely 25 bescon imtervals,

The PC may terminale any CFP at or before the eCFPMaxDsration, hased ou availsblc tralfic and aies of the
polling lis, Becsuse the mumsminson of any beacon may he deloyod duw bo o medissm busy sondition st the
nomiral beacon trimemisson Gme, 2 CFF may be foreshorizned by the amouns of the delay. In the case of a
busy medinm dee o TCF maffic, the beacon shall be-dedmesd fior the time requined oo compleie the ewrrent
DCF frome exchange. In coses where the bescon transmission is deluved, the CPPDweRemainisg value in
ke beacon at the beginnang of the CFF shall specify a time that causes the COFF to ead no Inter than TETT
plus the valoe of CFPMaxDoration. This is iBustrated in Figure 61,

Target Beacon Transmission Time
% BCF MaxDuration "
Beacon Frami
DFC Trafc | Mominal CF repetition intensl Contention Perod
I

{Torashortaned)
|, Max ATS +CTS+ tonienton Pree Perod
MPOU + ACK

Flgume 61—Exampile of dalayed bescon and foreshortensd CFP

9.3.2 PCF access procedurn

The comtentioe-free transfor protoeol ks based on a polling scheme contmodled by a PC opersting @ the AT of
the BES. The PC palms control of the mediom st the bighnnlng of the CFP and attenmgte b0 iatilaln comtrol
fios the entlre CEP by waiting a sborer tane beiween ramsmsshons than the $TAs uslng the DCF acoess pro-
tedurs, All STAs in the B5S (other than the PC) set lheir 3AYS to the CPPMaxDunabion vadue at the =ominal
senm e of each CFP, This peevems most contemlon by prevesilng son-polled wransmissions by §TAs
whether or pol they are CF-Pollsble. Acknowledyrmes of frames sent duzing the CFP may be accomplished
using DntnsCF-ACK, CF-ACE, DmtasCF- ACKACE-Poll {only on framss tranemitied by the PCY, or CF-
ACEACF-Poll (anky on frames s ited by the PC) lramies oo coses whees s Dista {or Mull) framss insmedi-
ately fallows the frume being acknowledped, thereby aveifing the overhead of separte ACK Control
frames. Mon-CP-Paollabls or unpallel CF-Pollable 3 TaAs acknowlestpe frames dioring the CFF using the DCF
ACK procedure,

8.3.21 Fundsmenlal access

Af the nominal beginning of each CFF, the PC shall serge the ivediven. When te mediun b5 detesmingd o
b idle for one PIFS pericd, the PC shall mmnsmi 0 Bescom frame coatsining the CF Parmmeter Set elemezt
ard o DTIM Slemens.

Advzr the imitial boacox framne, ibe PC shall wuik for st least one SIFE. pericd ikea trensmit ong of the Follow -
g o datn Frame, o CF-Poll frame, & Dats-0CF-Podl frams, or 8 CF-End frame. f the CFP is sull, i.2.. there &
i traffic buffered and no polls o send at e PC, o CF-End frisne shall be trassmited immedinely afier the
inatial beacon,
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ETAs peceiving direcied, error-free frames friom the PC are expesed o respond afier a 5IFS period. in accor-
dance with tha runsler procedures difined n 933, If e recipient ETA §s not CF-Pallabde, dhe response 1o
recedpt ol an ermar-free data frame shall ﬂwq'lbe.l.u.ﬁ.l'_"lil'.m

8.3.2.2 MAY opamtion during the CFF

The mechanism for handlmg de AV during the COFF iz desigred 1o fncEliwic the oporastion of overlapping
LCFP poocdinated imframraciores PS5 The mechasizm by which infmstmciore BESs cooedangte their CFP:
i heyond the soope of this standard.

Each STA, except the STA with the PC, shall preset jis NAV 1o the CFPMaxDuration wahss (obanined fom
the OF Parameter 521 element in beacons from ghis PO st each targel beacos transmission bes (TBTT) (sco
Clogsz |1y ot which a CFP is scheduled to start (hased on the CPPPeriod feld in the CF Parameter Set ele-
ment of ihe Beacos framed from jlns PC)L Ench non-PCSTA shall update s KAV uging the CFDorfemain-
ing wnlos in any emo-fres CF Perameter 5ot edement of the Beacon frame that the STA receiver. This
inclhades CFOurRemaining vabues in OF Parnmeter 5ot aloments fram Boscon Fames rmoagved Tmom sther
{cvertapping) BSSs.

Thess: sctoes prevent STAs from taking contred of (be mwedium duting the CFF. wlxich s cspecially lmpor-
innt in cases where the CFP spans mulliple medinm-occepancy intorvals, such as dwell periods of an FH
PHY, This setting af the MAY abso reduces the risk-of hidden 5TAs determiming the mediom 1o be idde fora
DIFS poniod during the CIF and possibly cofruplieg o transmission o proghess,

A STA jodning o BSS operating whik e G shall use the informagion in the CFDwrReraining element of ibe
CF parameter set of any recsived Beacos or Probe Resporse {frases 1o update s BAY prior o lsstintiag any
iranemisghong.

The P zhali cranamdit & CF-End or CF-EeACK frame a1 the end of each CFP. A STA thal recoives cliber
of thise frames, fram any BSS, shall reset by MAN

8.2.3 PCF transfer proceduns

Frame transfers under the PCF sypecally consist of fremes alteraatefy sent from the AFPC and sent fo the
AR, Dharing the CFF, the andering of these massmissions, and the 5TA albowed e cansmit frames o he
P uny gives poist m Eime, shall be comriliad by the PC. Figore 62 depicts a frame tronsfer daring o -
il CFF T rulies undier wihichs dhis fame irnsfer fakes place are degniled in the following subclanses.

Conierbon Free Perod i
8175 515 5FB PIFE el
S | e =t ConterfionParicd
L = e . i'__ [
. = J e EF-End __:F';:r.
PFE BIFE gIra o BiFg P
o r“'| Rl My :.rl_u.p b
Hay e s e N ol
©F_Masx_Dursios

Figure 62—Example of PCF frame transfer
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Tn a 5TA hawing &n FH PHY, comirod of the chaaned s lost a2 o dwefl fime boundary. Tn b3 required that e
current MPDAT bransmission and the secompanying scknoededpment of the MPTIL be transmined bedoe te
clwell thme houndary, Afier having been polled by the PC, If there 15 nor enough time remaknimg [m (e dwell
to allow pransmisgion of the: WP phos ihe pcbnowledgment, the STA shall defer the rammdssion of e
MIPDLT and ahall iransms o Mull frame oc CE-ACK Frasne, The shor ety cotnfer gl bong notry counger for
the BESTFLT abeall mo ke affecied.

In m 5TA baving an FH PHY, the PC shall not trapsmit a CF-Foll e o STA if there is insufficiesn tine
remaining before the dwell boandary for the STA to respond wich & Mull frame or CE-ACK frame

59,3.3.1 PCF transfers when the PCF 5TA is transmitter or reciplemt

The PC shull transmid Frames between the Beacon thai starty the CFF and the CF-End using the SIFS excopt
in cases where a tansmission by ssather 3TA is expecied by the PC and & 5TFS period elapses withaut the
roooipt of the expected tansmission. In soch cases the PC may send is nex) mdiug; ITRTEMISS o0 B8 B iE
ome PIFS after she end of Ies lesi rpnsmissien, This permits the PO e fetgin contral of the medium in the
prescmes ol an overbipping BS3, The PC may imnsmit eny of the following fame types o CP-Pollable
ETAs:

—  Data. nsed g wend data from the PC when the addiessed recipiest i not being polled and there is ns
previoes frame to adonowlbedpe;

— Duhi@uiﬂﬁ.mndmmddﬂuﬁmﬂm?ﬂwhm'ﬂt:;ﬁﬂlndmlpi:mhmrhlqpmunnl
the [PC needs 1o acksonwdedge the receipa of o frame recefved from s CF-Pallable STA a SIFS period
befare starting this tansmission;

—  Don+CF Pell, wsed i send da froem the PC when the addeesaed regipient is the next 8TA m e per-
mitted fo ranamil durleg this CFP asd thers js no previons rame b0 oekneadadge;

—  Dua+CF-ACK+CF-Poll, used 1o send data from tee PC wion the addressed mecipient is the aexs STA
i be permined bo transenld during this CFF and the 130 meeds 1o acksowladge the recsipt of o frams
rerived friam a CH-Pollable 5TA a SIFS penod befome darting this imasmssion;

—  CF-Foll, used when the PCis pot sanding data w the addressed recipicet, but the addressed recipiont
is e next STA 10 ke permined to transmil doring ihls CFF asd there (5 o previus frame b
eedmvmledpe;

= CPACKACE-Poll, msed when the PC s pousending dann w ghe midiesseid pecipiem bt ihe sdieesed
resipiad i the nexd STA 6 be permitiod o taremn during this CFT and the PC noeds i acknowledge
the receipt of a frame from o CF-Polloble 5TA o 5TPS period before starting this trecsmaission;

= CP-ACK, used when the PC b not sending decs o, or polling, the sddressed reciples), but ihe PC
el Vo sckrowledpe meaipt of o frams from o CF-Pollable 5TA o S1FS peried buforo starting 1his
trangmisson (oseful when the nest mnsmission by the BC i 0 management frmme, sxch as a b
oanl; ar

— Aoy mamagement frame that is opproprime for tee AF to send wnder the rules for thest frmme typao.

The PC may mapema daes or masspement Trames 00 noa-CF-Fallable. pom-power-save STAs daring the
CFP These 5TAs shall ackaoededpe recept with ACEK franies alter a SIES, as with the DEF The PC may
also trammit browdcost or muliicas: Frames doring the CFF. Because the Beacoa frame that initiabes e CFP
coniins § DT elemest, if there are associated STAS using power-save mode, the brosdcass aad muhi-
casts baffersd shall be gent immediasely afier any bescon containing a TIM alzment with 2 TYTIM couant field
with a walee of O,

A CF-TPollable 5TA that recsives a dimcied data fmme with say of sebiyps that incledes TF-Poll may trass-
mat one datn frame & 5155 period after receving the CFPoll. CR-Pollable STAx shadl ignore. bot not ressl.
thear MAY when performing transmissions i rosporse 1o .2 CF-Pall
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Mon-CF-Podlabls ST that receive a directed frame during the CFP shall tansmat on ACE, but shall sot
rosel thiir BAY

For leaves dinl requiee MAC-Evel acknowksdgmem, CF-Pallable STAs that recelved & CP-Poll {of any
type) may perfonm thds acknewdedpmend using the DatasCF-ACK subtype i the response to the CR-Pall,
For example, the U1 feome in Blguse 6 comialns the acknosdedgrent (o the: preceding [F1 Frame Ao the
D% frame contems the ackrowledgment 1o the preceding L frams. The PC may use the CF-ACK subfypes
b peknowledge a recelved frome even if the data frame sent with the CF-ACKE subtype is nddressed to o dif
fepgnt 5TA than the one being ackmowledgat, CF-Pollable 5TAs thal are eapecting an scnowadpmen shall
knrerpret the subtype of the frome {if ooy} sont by the IC o SIFS pericd after thnl §TA's transmisson to the
PO, 10 a frame thag n,-.qpln::s MAC level schnowledgmen is recebved by 1 nom-CF-Pollabde STA, thar STA
shall nod iierpret e CF-Poll indfication (if ang), and dhall scknosdedpe the feame by sending an ACK Con-
tral frame afier 2 51FE pericd.

The lengths of tie frames may be varlabie, only boonded by the s endior Ingment lengih Bmitations &
spply for the BSS. INa CF-Pollable STA does not reipond 1o a2 CF.Poll {af any type) within the 3175 periad fal-
lpaving a trammmsian from the PC, o 8 noa-CFE-Pollsble STA does 5ol rebarn the ACK frame within 1 SOFS
pereodl following & tramsmissaon from e PC e requires acknowbedginent tben the PC shall resmme contnal
amd may rrarsmi b next frame after a FIFS peiod from the end of the BCs last eransmission.

A CE-Pollobe 5TA shall always tespoid io'd CP-Pell direcied 10 §is MAC address and naceived withom
arrce. If tho 5TA has no frame o send when polled, the respanse. shadl be o Mull frame. 1f the STA has no
frame 10 send when polled, bt un acknoalsdgnent is regquinesd for the frame thal comveyed the CF-Poll, the
responge shill be a CR-ACK {no dara) frome, The null response i repeired m peomidt a “go-raffic” simation
i be distingaidhed from a colligion between oretkpping PCL

The CFP shall end witen the CFPOurRemaining fime hag elopeed since the Bescon frames criginating the
CFP or when the PC has no farther frames 0 eramsmit e 5T b poll. In either case, the end of the CFP
shall be sipzalod By e ransmissaon of o CP-End by the PCIF there i a4 received frame thal meguires
acknowledgment at the Eime the CF-End is bt be raasmalted, the PC shall trassmat o CF-End+ACK frame
Imstead. All 5TAs of the BSS recelving a CF-End of CF-EndeACK shall resa their MAVS w0 they maoy
utteanpd b transmit daring the CF

©.3.2.2 Operation with everiapping paint-coardinated BESa

Becamie the POP aperates withoed the CSMACA sonimmfinn wisdes mndomization and keckelT of ihe
[2CF, there §5 a fsk of repested codligioes i mohiple, overimpiag, polat-oonedinated BES are aperasing om
the same PHY chaancl, asd teir CFP-Rates nnd beacon intervala ane spproadimassly coeal. To misimize the
risk of slged®eant frame ks doe to CF collishons, the PC shall wee s DIFS plus & rapdam hackedl delay (odth
CW in the range of 1w aCWmia) wo s @ CFP when the sitial beseon i delaved becauss of deferral lise
o busy medium. The PC may aptional]ly use ibs backadT durimg the CFP priar 10 relsansmidling an 4nas-
knpwledged, disecied dadts or mamagement frame.

Te further rechece the seswopibility i nier-PC collisions, the PC shall require the medinm bo determines) s
heing idle for a DHFES poricd ploe a mndom {ovor m ramge of 1 to sCWmind nombec of slot dmes onee swery
aMedinmOocupancyLimit TU during the CFF This results in loss of control of the medium 1o overlapping
B5S og hidden STA traffic, hecsse tha STAS in this BSS ore peevenied from traesmitting by their MAY s=1-
tirg 0 CPPMaiDuraton or CFFDurRemaining. For operation of the PCF in conponction with an FH FHY,
aMediundccupancy Limit shall be st equal to the dwell time, For cpemation in conjandion with ather PHY
types, abadiomUcoupancyLimin may be set squnl o CEFMax Durathan, anless sxira protsction agninst PCEF
caliishons 1s desirad. The abfediumOccupancyLimin i ulso uselul for comglisnce in regelniery dosulns tal
irepoes limils on comlimucws onsmesion time by o single 5TA os pant of § spectnam esigotie.

2 Copyrighl © 1867 IESE. &l iighis resoned
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0.3.3.3 CFPMaxDuration limit

The valug of CAPMaxDuratian shall be limied @ allow cosxistesce betwees coniention srd contention-free
lIralfic.

The minimumn value for CPPaDurstion i rwo times MaxMPDUTime plus e time eguised e ssnd ihe
imatial Beacen fame and the CF-End frame of 1he CFP. This may sllow sufficiend time for the AP in send nne
data frame io a 5TA. while pofling that STA, and For the pollsd STA o resposd with ome data frame.

The maximem safve for CPPMoxDuniian is ibe dumiion of {BepconPeriod = OTIMPersed 3 CFPRane}
manus (MacPDAUTime plus {2 = aS3IFSTime) ples (2 < aSlotTime) plus (8 = ACESIne)) eapressed in
micmseconds, when operating with @ contention window of aC"WmEn, Thas allows suffhcient tme wo seed at
leest ame data frame during the OP,

5.3.3.4 Contentlon-Fres usage rules

A PC may send broadeast or mulkicas: frames, and directed data or mansgement frames 1o any active STA,
a8 well as 1o CF-Pollable Power Save STAs. During the CFF, CF-Pollable 3TAs shall acknowledge after &
SIFS perind, the receipt of each DacysCP-Poll frame or Duta+CF-ACK+CF-Poll frame using Data+CF-Ack
o CF-Ack (w0 data) frames, the recaipl of ewch CF _Poll {no data} using Drate or Null {no dacs), and the
receipl of all caher dits and manapement fmmes axing ACK Coatrol frames. Non-CF-Paollable 5TAs shall
mEnowisdge receipt of dota and managrment frumes wsisg ACK Control frames send after & S1F% penod.
Thiae aah-CF-Pollable epéralion i the same ax that akresdy emploved by such STAs for DCF eperation.

When pulled by the PCF {Data+CF-Pall, DatotCF-ACKE+CF-Poll, CFPoll, or CF-ACK+CF-Foll) m CF-
Pollable STA may send one data frame o any destinstion, Such & frame directed to o through the PC 8TA
ehall be acknowdedped by the PC, usag the CR-ACK indicition [DaiasCF-ACE, Dat+CHE-ACK+CF-Toll.
LCF-ACK, CF-ACK+CF-Fall, or CEEnd+ACK) sent afer o 51F%. Such o frome drected to o non-CF-Pal-
labke 5TA shall be acknowledged using an ACK Conol rame sent afier & 5IFS period. A polled CF-Pol-
labla STA with meither a daia frame nor 2n ackrowledgment o send shall respond by ransmidming o Bl
frame sfi=r s SIPS period A polled CF-Pollsbis 5T with insullicies time Befons the end af the CEP or sur-
rial medsun coupaney Hmdl io send i goeoad MPDU and receive an schnvwbodgment, shall resposd by
transmitiing 8 Mull frome, oo g CF-ACK Frame if polled osing Data+CF-Foll or Dat+CP-ACE«CF-Poll,
abier & SIFS pericd. The CF-Pallsble 5TA may @4 (b Mooe Dats bit in s responss to permit the PO e dis-
tinguish between an empey STA geess Awd o resposse due to lnsulliciest (i w mansfr an MPDLL

The PC shall mot issue frames wilh & subtype that inelades CF-Palis if lasulficeest toe remsins fiv e car
rent CFF 1o permit the polksd STA o rasaieit o dak froms costaining & miskinsm lengih MDA,

8.3.4 Contention-Free polling Hst

1 she PC supports wse of the CFP for inbound Frame trasafer as well o for frame delivery, the PO shall maie-
i=n a “polling Esi™ for use in seloctisg STAS thar are eligibde o receive CF-Polle during CEFFa. The polling
Hist Tunciidneal charscieristics are defined Dolow, BT ihe PC supgans the use of che CFF walely G Tame deliv-
ery, tho PC door mot toguise o polling list, aad shall pwer gesecaie dats lrasses with & subiype ke includes
CP-Pull. The fixm of contention-free support provided by the PC is identified i the Capabality Tafommaibos
field of Bescos, Associntan Response, Reassocintion Bespanse, and Probe Response maaspament frames.
which are sent [rom APs. Any soch frames senl by STAL, & [0 nonlafasmiciore networks, shal always have
these bils sil bo 2o,

‘The podlmg et ke pged fo force the polling of CRPodlable STAz, whetber or nol the PChas pescling reaflic o
transmit 1o thoss STAs, The polling lis may be wsed o contral the uae of Detnt CF-Pall sl DuetsrCF-

ACKSCE-Poll types for transmission of dats frames bring seat 0o CF-Pollsblie STAx by the PO, The polling
list is & fogival comsinact, which is mol expossd outsides ol the PC. A minimam gt of polling st malmenance

Copyright & 1957 IEEE. Al dhghls neservad. a3
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eochinaques ame pequined o ensare ingeroperability of albitrry CF-Pollable 5TAs fa BESs contralled by arki-
rrary aecess poinis with active PCs. AT may also implement additinns] polling list mainkenance technigues
that are ontside she seepo of this gandand

8.2.4.7 Polling list processing

The PC shall send 2 CF-Poll w0 & least oné 5TA durleg each CFP when there are entthes in tlwe polling lst
Thuring each CFF, the PC shall issue polls 10 o sabser of the STAs on ihe polling st in onder by sconding
ALY value,

Whilc lime romins in the TFF, the delivery of sll OF frames has been compbeted and all 5TAs on the pelling
lkst hwe been polled, the PO may genorgo one or moms CE-Poldls g arey 5TAs on the pediing st Whils iwme
romaind in ihe CFE ke delivery of all CF frames has heen compietzd and oll ST an the polling fist heve
been palled. the PO sy sendd datm o manngemenl frmes we sy 5TAs

In siedier ko ain maxinnen efficiency from the CFF, and dve ability o piggyback acknowlelgments oo sec-
ceisar data framed b the apposite direetion, the PO shoakl pencrally use Daa+CP-Poll and Dota+CP-
ACKACF-Poll opes Tor each dat frame irassmined whilé sullicient tme for (he posaiinl resposse w ihe
CF-Pall remal=ss in ke CFF,

8.3.4.2 Polling list update procedure

A STA indicatey i CF-Pollakiliey wabng the CF-Pallable subfield of the Capuhilitg Infeemmion fiebd of
Association Kemeest and Reassocintan Reguest Fames. 11 o STA desines 1o chasge the PC's recond of CF-
Pullakility, thut STA shall perform a reassociation. During asociation, o CE-Pollable STA may aluo requess
i be placed oo ihe polling Lis for the dirason of its ascciaios, or by seming the CF-Poll Roquest subfisld
inthe Cagability Information field. 15 8 CF-Pollablo STA desives miver w0 be placed on the polling 1, e
STA shall perfomm Assnciatics with both the CF-Pallable subfield e aad CF-Poli Bequest subfield trae.
Meves being polisd 5 useful for CF-Polisble STAG thal normally we prasrsave mde, perinining them o
receivee buffored traffe duning the CFT* (since thay have fo b pwalks to ecoiee the DTIM that in#iated the
CTF), but not requiring them to say awaks o receive CF-Palls when they have oo traffic o send TF 0 8TA
desies to be removed fram the polling list, that 5TA shall perform a ressocistion,

CF-Pollable 5TAs thas are net on the polling. list, b did poa request never o ke podled daring their mos2
receni associntion, muy be dynamically pluced on the palling Heg by the PC to handle bursis of frame transfer
netivity by thot STA.

8.4 Fragmentation

The MAC mzy rapment and reassembile direciad MEDUs or MMPIFU:. The fragmentagion and defragmen-
tatiom mechanisms allow for frugment relransmission.

The [ength of a fragment MR shall ke aa squal muinber of cebets for all Tragnicnts except the Ik, which
imiy be amadler The lengdh of & fragment MPINI ghall always be an eved nonber of actels, eseept foe the
let. fraprmem of an MEDL or MBMPI, which may be etther an even o snoodd number of oceeie The lengilk
of & fragment shall never he lirger than aFragmessation Threshald unless WEP is invnleed for the MPDLL Tf
WEP iz active for the MPDLI, then the MPIMF chall ke expaaded by [V and IOV {see 8.2 51 thiz may resslt
itn o fragment larger than aFragmentationThreshald.

Wisen dald 13 10 be iranamatbed. the numbBer of ocbés in ihe fragmesd (belore WEP procesing | shall be deler-
mined by aFragmentationTheeshald aml the nomber of oces i the MDD thar bave ver been assianed o a
fragneont ot the instant thee fregmend is constnacied for the fies e, Cuce a ngement i rassmined for e

4 Copyright® 1887 IEEE. Ab nghts reserved.
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firet lime, it Frame Body content and length shall be foed unail it s successfully delivered to the immediaee
recmvime STAL A STA dhall be capable of receiving fragmenis aff arbitrary beapts.

If a fragment requimes retransmission, i frame body coment aad length sball remain fved for the Lifetime of
the MEDE or MMPDLU af that STA Afier a fragoseod & drsnsmibied cnce, contents and Jength of that frag-
ment ere ot allowed oo Bucthute i accommmodme the dwell time boundaries, Each fengient shall contain 4
Sequence Comtral figld, which & comprised of g soqeesce number snd fragment number, When a 5TA is
tramsmmitting an MSDU or MMPDU, the sequence sumber shall remaln the sanu: Bor all frngments af that
BASTI e MBAFTIL. The fragmests shall be seni in ander of lowest fragment sumbar b0 highest fragment
mufmher, whens the fragmeant nimber valio starts af 2em, anif incresoes by one for sach soccescive fragment.
The Frame Control fiesd alio containg a hit, the Mo Fragmeses bit, that is equal o zera i indicaie ihe last
(or anly) fragment of the MSEH ar MMEFIILL

The sowrce STA shall maintain o trunsmit MSDU timer for ench MSTU heimg tansenined. The attribute
adax Transmith IS fetime specifizs the maximam smoant of thme slloeed o Iransmit &n MSIH. The
Ul seaTts On e amempt oo warmsnsin the fest fagmead of the M300. IF the timer exceeds abio Transmit-
MEDULifetime, then all remaiming frngeents are dscarded by the sanee §TA and no aseig is mode 1o
complee rasemsacion of 1he M5,

9.5 Defragmentation

Ench frngment contains imformation o allow the complese BMSDU or M3MPDLU 10 be reassenibled from s
constibwent fragments. The header of cach fragment comtoing the following Information that in e byt
destination 8TA in reassesnbis the MSLDIT or MMPDLL

— Fmme type

—  Address of the sendern, obtained from the Address2 fick

—  Deslinstion sddress

—  Sequence Conrrol fuld: This feld aliows the destinmion STA to check tha 2l iecoming fragments
Belong to the same MSDLU or MMPOLUL and the sequence s which the fragments shoukl be resis-
smmbied. The seguence number within the Sequence Conrol feld remalns the same for all fmg-
menis of an MSDU o MPDU, while the fragment number within the Sequence Comirol feld
inerements for sach fragment

—  Aare Frageentr ipdicafor: Indicates S0 the desimation 5TA that this i oof the last fragment of the
MSDL or MMPIILL Cinly the last or sole fmgment of the MEDA or MMPDLU shall have this hit sel
to wemn, All other fragments of the MSEIT or MBMPDLU shall kave this bit set o noe,

The destinstion 5TA skall reconsinact the MSCET or MMPDLU by coswbiving ibe fragments |5 order of frag-
mend nmber portion of the Sequence Condnol Geld. 1 WEP hes boen applied s the fragement, it shall be
decrypled before the fregment ts osed for defragmentasion of the BMS0U or MMPDU. If the fragpment with
1hve More Fragments biaset 1o aero has oot et heen received, then the desdnation STA knows that dhe MSDU
o MIMIPINY is pot yet oomvplete, As soon os the STA receives the fragment with the More Fragmesits bit seg
1o e, the $TA keeass thar no more fragmeass sy be recelved for the MEDU or MRPDLL

AN 5TAs shall support 1he concument recepiion of Frapments af at kas these MEDUS or MMPDUs. Mode
that & 5TA receiving more ihaa three fragmemed MSDUs or MMPDUs concurmenily may experience a sig-
nificant lncrease in the sumber of frames discarded,

The destinoiion STA shabl mainizimn o Receive Timer for each MEDL ar MMPEE) being reveived, for a inin-
i of three BSOS o MMPDLR The STA may Implamem adodlsdonl dmers 0 be able o mosive addi-
tinnal concurreni MEDLs ar MMFDUs. The receiving STA shall dasciond sll fragmeils thal see por of &0
MEDL or MMPUIL for which a dmer 5 nol maditadned. Thers B st en atiribade, aMoxRecehel.ifetime,
that apecifies the maximum smows of time allowed o regeive am MSDU, The receive MEDA oo MMPDU
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thmer gtirts on the receplion of the frat fragmens of the MEDE or MMPDL, IF the seceiae SO dmer
exceads nMnxRieceivel ifstime, then all received fragments of this MSDL or MMPDTT are disearded by the
deetination STA. IF sddsticna] frapments of o direceed MEDAT or MMPDAT are received after its aMaxHe-
ceiveliferinge is excesded. thooe fragments shall be acknoadledged and discanded,

T properly rensseenbde MPOUS lnio an MSDL or MMPDLU, 8 destination 5TA shall discasd aay duplbesbed
fragmesis recelved, A STA shall discard duplicme fragments a5 described in 9.2.%, duplicate deection, How-
ever, an scknow ed v shall be send i response o a s licats frogment of & dirsetsd ME0RLL

9.6 Multirate support

Some FHY's have multiple dara wansfer rme cepabilites that allows implamentations m perfonn dynasic cale
switching with the objoctive of impeoving pedformance. The algoriibm for performing e switching s
beyamd the soope of this standard, but in order ie ensure coexisience and interoperbility on multrte-capa-
bio PHY's, this strmidand defines o set of rales that shall be followed by all SThAs

All Cortrod Erames shall be traasmeiited m one of the rates in the BESRasicRamSe (see 10,3000 1) or ot one
of the mies in the FHY mandatory raie =i 50 they will be andersiosd by ali 5Tas

Al Teanies with Billicast asd Broadcast BA sl be wansnitied al ane of e mibes iccluded in ibe BESEi-
cEmeSet, regardless of gelr type.

Im;m&mbmf:“ﬂawmhwmﬁﬂlbummmwﬂmNm
sebecred by the rate swiichieg mechanism fwhose cutgul i an |nserial BMAC variable callod MADC rrenrRabe.
defined in onis of 500 khighs, which is esed for cakulming 1he DuratonTD field of each frame) & STA shall
mat trarsmit at a grte that is knoers ped tn he supperted by the destination 5TA, & reporied in the sappontod
mles elemcnt im the mamagemest frames, o frames of fype DameCF-ACK, DatasCF-Poll+CP-ACK s CF-
Poll+CF-ACK, the rate chosen o tmnsmit the frame musi be supponsd by bosh the addressed reciplent STA
and the 5T w0 which the ACK Is insmled,

Ifnder no circumstanoes shall & STA initinie topemiagon of o dola dr masagement frame ol & datn il
higher thas tlw gresnst et In the OperstipeaiRaeSe), o parameter of the MLME-J0IM request primitive.

o eder vo allow the rarsmiiting STa bo caloolae the contents of the DurtionD field, the respoading STA
whal! transmit ie Control Besposse frame feiber CTS of ACK) ab the same rite o8 the immedistely previous

frame in the frame sxchange sequenes (a8 defigad In 97), i Usis rale belongs 1o the FHY mandaiory rates, o
ekse al the highest posgible rote befonging 1o the PHY rites kn tbe BESBaskRaleSeL

Gifs Capryrigh! £ 1987 BEEEE. Al nghis neserved
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2.7 Frame axchange sequences
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The albowshle frame exchange sequences ars sammarzed in Table 21 and Toble 22, & l2gead applicable o

bath tables follows Table 22,
Table 21—Frame sequances
SR E m: LT
Daiaiboims) ] Beroadcast or mrulizicrs METHD
Mgmitt] I | Boadcast MMPDL
[BTS = T8 =} [Frag=ACK =] Last « ACK 3| Direcied MSDU 0r MMPDU
PS-Pall - ACK 2| Defermed PR-POLL, respoase
F5-Faoll — |Frag — ALK -] Last — ACK g _Tlrrunli-uu Fﬂ-r_u:rl.l.;qunu
DTIMICF, ~ =CF-Sequencts —| | CF-End) Tormore | Steral CFP
[<CF-Saquences -] [CF-End) T 7 e | armom |Cuutmsiion o CE e daain
ACK or medium cocupancy
| ey
Tahle 22—CF frame asquentes
CF frame seqitace Frames in Usnge
ErguiEE
BeacarF} | heacos during CF
Duaiteime) | Eimadcast or multcas METH]
Mgt Ter Rorombet WA ==
Mamgdiry = ACK Iowd Diirecszd MMPLDU
Ditaafchir HOF-Podl [ +0F-Ack | = Destafdic)+CFeAck = [CF- 3 Poll and ACK sent wiih MPD1s

ki Euath

LI T SN ST S ) (0] At s S .

Droeaike) +CF-Poll [ +0F-Ack | - CF-Acking dita)

Puoll of 5TA with ampty quens, inzal-

ticyend tame for qusiied MPOLL o ioo
Hintle tirmn rermsindag belore o dwed | or
enedium cocupancy housdiey o send

 ipeened frame

E?_rﬂ-l’m e +OF-Ack | - Deaidi] - [CF-Acking

Separae poll, ACK yent with MFDIL

CF-Pall{o daa)] + CF-Ack | — Detsidr) — ATK

Pullead $Th sendiwn 5TA s BES

CF-Folline daa) #CF-Ack] - Mullng datai

Separate poll, STA e emply, o
aniElicnend lime Tor quessd MPDL

o i fite me pepeining befoe a
dwedl o madium Hecepancy bopnil-
&xy it 2emd o guescsl fremn

Doatadcirs [ +CF-Ack | - ACK

ACK i not CF-Pollohle or no podizd

Cappright € 1587 IETE. A1 rights resaned,
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LEGEND (For Table 21 and Tuble 22)

1—=Tizms enclosed in wackels . T may odoar meror moed s in (e nﬁuu:lr:'.

2—lreras enchoetd in braerss L1 By SOcir Banh oF DR lime ot the sSjusnes,

3 Ao juslaed hyphen = fepiesents o SIFS inleval sepamling Be pais of Frame,

A—"Tlata o' me T represenes oy frame of e Coly with & broasces of makicas mldress in the Sddesssd feli
Slemifacl represents uny Masagement trpe frame wilha booadcas addeess in e T fisldl

fr="FT5" reprosesis 1 Contodl frame of sebdvpe ETS.

T—"CTE" represcnls g Conlrol Erievs al sublype CTH,

ALK represents o Comtrol frame of wbeype ACK.

?—‘ﬁq‘gmﬂsmmu of Lrpo Bam or an MMPDU of ppe Messgement with an idividisl address fin the
Aaldeis] thart has the More Fragments field st o 1"

10— Laaf” sepeeients an MIIPL of type Dai or oo MMPOU of nype Mimagement with o individua ssdress in the
Adidress | Fedd that has 1he Mars: Fragments fiel sef g1

| h="F&:Pall" repressnts o Contred frame of webirpe PS-Fall.

I 2—"DTCFI" represenis o mansgomend frame of mm']:-r. Beoszon o $al comgaiss g DTIM infonsation elemeni
with a poneern valee In ihe CFDurRenaliing el of [ Parameter Sz element

1P End” represenss 8 Conirol frame of type CF-End, ar 11 the finad frome of the Immediaely preceding <CF-
Soqueaces was 3 Srecisd da o mengemenl iainiap skarwlalpment by e AP} of tipe CF-Exde Ak,

Id—""BeaconiTFY' mprescsds a monapement Tronse of subiype Beacon with a aonzero vales in the CFOwRemeniieng
fiehd of #s CF Parnmeer 5=t elemeni

15—"Dineidiry™ represemiz any MPDU of 1ype Dara wih aa midividual sfeess in the Sddeems] Gl
h—*hlgrasf i} represenis wy MMPDL of ype Mamapamens wiil ss il vidhal sddress in the 4 i fcld
17="CF:Acking daty" represenis & dum frme of subnype CF-ALK :nn.u.u}

1B—CFPolbiua data)” sepersems a data frame of sistype OF-Pall foo data)

| St Bk nin data}” represenis n data frome of sibiype Bofl Fanction fao datad

=0—The modation ™[+ CP-A:R 1™ imbiaiey the the Frrsemny or may pot inckede 2 contontion-froc schnowlsd gment.
21=<The potaion e F-%ck” indcmes thar the frame inclndes o comention-free pokonomlsdgmen,

F2—The station “=CF-Pall"” isdcate fal ihe Tnnme mckcks wamble s eés poll,

2w CF-Sexpaenon mepresenis. o secpiones of vow or e Cemes. sond insise & CFP A sulild <CF-Sagquences shall con

el o O of e B soguaices g b Talie 33, T8 colleion af sy of Tkims axchanges cormespomsling o
thes [LTF-Sequence:] from may oecur im aoy findar within the CT°

Individunl frames within eoch of these sequences am separmted by o STES.

9.8 M50U transmission restrictions

Tz vl reomdering MESDUS Between paics of LLC cotities andfor unsecssammly discandimg MSDETE, the ol
lowkng resirictice shall be abierved by nny STA thet i able o concusrendly procedn mubiple oustanding
MEDAUs for transmizséon. Wore thar hers the erm “emerandlsg™ refers o an MSDA or MMPRLU that is eligi-
bl 10 be impsmatied a1 2 particwlar fime, A STA may have any number (greater than or squal i one) of eligi-
hle M5DLTs outstanding concurrent]y, subject bo the restrictions below

Thi STA shall snsure that ao mos than eae MEDU or MMPDU from a panicils 54 @ o particular [ndisdd-
il FA s oetstindimg &1 a lmme. Nole thal a simpler, more restrictive imvarian) o maintaim & that go more
iban ane MEDU wilh o pogicolar individanl BLA may be ostanding ot a time,

a3 Copyright & 1597 IEEE. AL rights reserspd
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In o §TA where the opteonnl ScrictlyCerdered service class has been implementad, chot STA shall casane tha
thara is o group-addsessed {mulidesinakon) MEDL of the SmedyOrdirad sorvies elas oustanding from the
54 of any other oststanding BMADAT (ether dnscted or geiep-adiressed). This is beciuse o group-addessed
MEDT is implicitly nidressed to o colbsction of peer STAS thet coold include any individual R

It is recommended thaf the STA selec & wlue of abaMED T Trns malifetime gy is ssfficiemly lrge thar e
STA does not descord MESDUs dus toexcessve Trusmil MSDLT tnsouts under nonnal operating conditbons.
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10. Layer management

10.1 Overview of management model

Baoth MAC and physical layers conceptuslly inclads monapessent entitles, called MAC sublayer mansge-
me=ml and PHY layer maaagement endigics (MLME sad PFLME, respectively b, Thise eatitles o kde the baer
IRREpEME servess inferfaces (gl whick laver masagement fancions may be imvoked.

In eecher b provvsds corroct MAC operation, o siation management endity (SME} shall be present within each
STA The EME i= a laycr-independznt entily that may be viewed as residing in 2 separate maosgement plare
or as residing “off to the side.”” The eoxact functions af the SME are nod specified in this standond, bat i gen-
el tha enlaty may be viewsd as responsble for such fanetkons as the galhering of layer<lependen) stufus
Frowm the varicas layer marspement entities, and simibedy sehing the wloe of layerspecific parameters,
SME would typically perform siuch funcoines on Tﬂmlfrﬂ'aﬁnﬂ& sySTem manigement enrithes and woald
Ienplemest sandard monagemes proweal. Figuee |1 depias the selaionship aming managenenl cnlitics.

The voricus encldes within this model Inceract in varbons weys. Cenaln of these imeractions are dedised
explicitly within this semndard, via o service wccese podnt [SAF) aemes whaeh definnd permitives ame
exchapged, Orher mmractions aee ot defleed explicitly witvin this stmdant. such & the inlerfsces berwesn
h'l..‘l.[‘a.ru.lmelﬁmﬂmﬂ[?mm&wmdﬂuhlzmxniﬂﬁnl}r:ﬁ;un:."[‘h:
specilic manner in which hese MAC imd PHY managemenst entities e ipegraied ino the overnl] MAC and
PHY layers is poi specified within this standard.

The nsanagenent SAPs within this nsidal are the felluwing:

— SME-MLME SAP
— SME-PLME SAP
== MLME-FLME SAF

The katter pan SAP: support identical primitives, amd in el muy be viewsd m o sanpls SAP (called the
FLME SAP) that may be used eftkier directly by MLME or by SME. In this fashion, the mode] relleces st
s anficipaied o be 0 common implementaiion spproach m whech FLMIE fanctions are controlled by the
MLME {on behall of SMIE) In padicular, 'Y implementations are oot reqoined o have sepambe interfaces
dofined other thes their intofaces with the MAC and MLWE.

10.2 Generie management primitives

The managemeni informatios rpﬂ:iﬁl: in each layer is represenied 2% o management information base (MIR}
for thai layer, The MAL asd PHY laver masagement entites are viewed a5 “coptrining™ the MIB for dhat
lnyer The peaesic mnded of MIB-relaled managemest prmitives eechonged iceoss the manspemens SAPs i
1 allew the SAT wser-enticy #a either GET the valee of 2 MIB angbas, or o SET the value of & MIB
alribute. The imvosaion of o SET.reqoast primitive may reguaive thak the layer entity perfonn cerfain defined
w{hons,

Plgure 63 ifepicis dwse generic primitives,
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i
o MLME GET/SET
Station
—_— — Management
Entity
PLCP FiTY MR PLME_GET/SET
=
PMD PLME

Figura 63—GET and SET operations

The GET and SET primitives I fact are represented as REQUESTs with associated CONFIRM primitives.
These primitives ure prefised by MLUME or PLME dependiag upan whother the MAL ar PHY layer masage-
mani SAF i lmvolved. In b folowing, XX denotss MLME of PLME:

MY-GET.request (MIBatribote)
Requess the walue of the given MIBariboe.

KX-GET confinm (siatas, MIBagribute, MIBairshubevalue)
Hetsrns the appropriake MITB attribute value if sates = “soccess,” olherwice refums sn eroor |edica-
Eion im the Sistus fekl Possible eomor statns vafues incleds “ievalid MIB atteibute™ snd “afiempt io
et wrie-onky MIB aleribue "

XX-FET recuest (MIBattribata, MIsttrboievalim )
Fequesis that the indscated MU abribofe be =8 1o the pven walee. 1 this MTRanbwe mplies 2
spesifie actiom, then this request tat the nction e perfarmed

HX-EET.confirm (states, MIBrmmb e}
i szius = “supcess.” dhis confinms that the indicaied WIS aitribute was sef 0 the requeated wmioe,
atbyrodds € reunis e enmor comnddubon by sy fhedd, I this MTBsuribuie Impdies o specific sction, ten
{has cunfirms that the action wus performed. Posible ermor sweus wolees melude “imeskid MIB
sftribute” and “aempd to sel read-only MIB otribute.”™

Adklitiorally, there are centain peguests (with associatsd conflimess) that may be lmoked scros o glven SAP
which do nol mvoelve the setling or pelling of o specilic MIB anribute. Oee of Gise i suppoted by sach
SAF as follows:

—  KN-RESET.roguest: whore KX iy MLME or FLME as approgeise
—  NX:RESET.confinm

This service is used to initialize the management enfitiss, tie MIBs, and the datapalb eptities. 1t may include
& izt ool nbiribuses For ltema in ke lalilalized 10 pon-defmslt saluse. The correiponding corfimn ledionive sus-

cess o Tnilure of the request.

Oiber SAPapecidic primitives aie idenifisd s 1003,
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10.3 MLME SAP Interface

T servioes provided by the BLME o thoe SME are specified in his sobolasse, These servioes ame described
in am whetract way onid do wor imgly any ponicalst implemenmion of expored Inveface. MLME SAP peimi

tives are of the genernl form ACTHOMN request folloneed by ACTION canfirm. The SME aies e services
pevvided by thie MLME through the MLME SAP.

16.3.1 Powar management

Thiz mecharismn suppoets the process of esabiithment snd maintenance of the power management maoide al
A5TA

10511 MLME-POWERMGT.regquest

10.3.1.1.1 Function

This priminlse requess a change in the power manopemes: moide,
10.3.1.1.2 Semanikca of the service primitive

The primitive parameiers are &5 foflows]

MLME-POWERMGT. reques i
Powerdlasazementdods,
Wikellp,
ReeaveITThs
)
Murme Type | Wald range | Dz riplien
FrwairrWinmsgue i Mo Fresreiiniuii | ACTIVE, Aneoumersed 1yupe that descr bes the desired
= | POWER_SAYE | posir managsmem miode of the 5TA.
Wakellp Boalian Tz, firlse: | Whas e, the MAL 5 forcsd | mmefslely (66
| the Awake staie. This panmedsr s o offect i
iha vermeid pivesr manmgemiEl mido @
- ACTIVE. o
quﬁﬂhﬁ Flom |z T, fals= 'ﬁ'hﬂ u..'u:, this T Tay couses the STA to
wesaken o mecrive afl ITIM Srames. 'When
false, the STA |s aoy nequined e ey ees for
euery DFTT m
10.9.1.1.2 Whan ganerated

Thiz primifive is generaied by the SME o anplemend e power sovings sirsey of sn implementaton
18.2:1.1.4 Effect of receipk

This regueeat acts the 5TA's power manogement paramciors. Tho MLME subscguently issues a MLME
POWERMGT condirm that reflecis the resalis of the power management chinge request.

10.3.1.2 MLME-POWERMGT.conlirm
10.3.1.2.1 Funciion

This primarive coniirims Be changs s (rwer INBRKESTHENE modks,

Iz Copyright & 1957 IEEE. A8 ighis mssrvod,
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10.3.1.2.2 Semantics of the service primitive

Thee pricnitive paramesses sne as Todlows:

MLME-FOWERMGT.confrm i
HResualiCode
)
Name Type Valil oo | D ritiven
HeanliCode Enumerziizs | SULCESS, | tnibcaiey the peul of the
[NVALID PARAMETERS. ML ME- FEW ER MG Trequest
RIOT_SUPBORTED
10,3,1.2.3 Whan ganerated

This primitive 15 genembed by the MLUME as 8 result of an MLME-POWERMOT. recjuest 1o sstablish o aew
power mamagemend made. It i ot garesated ontil the chasge hos completod.

10.3.1.2.4 Effect of recaipt
The ER{E is mocified of the change of power monogemeat mode.

10.3.2 Scan
This mechanisim supponis the poocess of detensining the characieristics of the avallable B5S5s
10221 MLME-SCAN. request
10.3.2.1.1 Funetion
This primitive requests & survey of poleatiol BESA that the STA may Lster elect o iry ba join.
10.3.2.1.2 Semantics of the service primitive
The primilive parsmelers are 15 fallows:

MILME-SC AN, reqesst [

BSSType.

RSSID,

S3l,

ScanType,
ProbeDelay,
Chanseilist,
BinChanscTTiime,
MunChanncl Timne
¥
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Mame | Ty Valld raiige Teseription

RES Ty Pauseratinn INPRASTRINCTLRE, ﬁemrmm whether Infrasiraciure Eﬁ.
IRDEFESDENT, Indepemiens BRS, or both are indluded in
ANY _BS3 the soam.

BESI P AL A Ay veSd wacdeyidual or IH:HHMHMHESH]
beradonn MAC skdress

SEIL O] strg -3 i Epacifies e Seginad SEID of 1B

enadeast 510

SounType Emaaralitoi ACTIVE. Imlicmey cilher mive Of pasileg seanning
PASSIVE

Trobelielsy Integer ML " Pelay [in ) o Be wied prir o

| Ammamiting @ Probs frame doring scive
| cranning
Chaanedl d= Chdered 1l of Each chamel will be | Specifies a list of chonnels that are
mlepers sfdtc il From he walid i imvisend When scanning o & BSS

channct rmge for the
sppregriste PHY auld
e st

FehinChasneTime Imege 2 PrabeDelay T mintmim me {in TUY 1o spend on

| echchamelubenseumaing
MaxChanmc{Time Inieger 2 MinChannelTime T Mg i (in TR o spénd on
et chanmeel when ACIEEATE

10.3.2.1.3 When generabed

This pricaitive i= geserated by h&hﬂﬂxaﬂhwd&mnhm]!&mumm BS5s tha it may jedn,

10.3.2.1.4 Effect of recaipl

This requese [ndikanes the sean process when the curvent frame exchangs ssgquence |5 completed,

10.3.2.2 MLME-SCAN.eonfirm

103221 Functian

This primdtlve returs dlie descripibons of the seq of BS5s detecied iy ilve scas process,

103222 Semantics af the service primitive

Tle mrrh.:ur praramnelers @er g fofloes:

MLME-SCAN confimm
BEEDescHptinnSel
ResalnCode
Rane Trpe Valil range | Descripling
BESDescripdondct Seyof BSSDesmiplong | M4 The BSS et s repemed o
inchicate the radlls ef the s rdjuesl n
Is & wen gnmpinisg =aro or e insiances
of 5 BESDusesiplion
ResuliCods FEmnmiaerestinm SUTESS, Inilicaiey the fesah of dae FLME-
INWALID BCAN Gonfinm
PARAMETERS
1 Copyright & 1887 IEEE. All ighis resanved.
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Each BSSDescription consists of ihe ollwisg cloments:
BESID M AT Aiklicss WA, The: BAFIE of the sl BES
ESID Cicaet sinmg 1-32 ooteis ‘The 55113 of the feund 5%
BESType Emimessiicn INFRASTRLCTURE, | The type of the fows] B55
INDEPENDIENT . - o
Beacmy Merind Inieger MA The Beiom: period of the found BES din
TL
LTI Period Imieger Ax defingd in frane The TIM peniod of the BES (in
Toiriast Themean peiiod)
Tim=dang Inilege A, The timesamp of the eosived reee
| peee respansahenced ) From L Fooed
RSS
[ Local Time Inlcger NIA | The value of the STAx TSF limer ot the. |
A0l recspiom of the firs oo of the
timsstamp fiekl of the necsived frame
{ipendbe it poment o beadga) fram tho
- Icand B5%
FHY parameser set s defened m Az detined 1= frome ‘Tt pammeter set celesant i the PHY
Irams Formiat Timree
CF peramsicr sch A oS in A abelimed 0 Fame T jparsime o g i'n'rhll_':F‘-r‘rim.ll-
irume foms | forms | found B8 suppors CF mode
IB55 parameser st As dzfined B As definedim frame | The pormmotes sei for the IS5, [Flousd
! 3 St frame format o BS5 = un 1BEE
Cepabsfily Indnrmation As defined im As defined m fmme The adveriised capahifinies of te BES
(ramo formess Toororant
BESHasicRal=ter St ol infcgers 1 thrgh 127 imcle- Thie e 0 it raies (W0 dinlg of 300 W
sive {lor euch dinfeper 5] sl must he mppenied hy ol STAs
b ez AR thet desrre o jeen thes BSS, The 5hh
miued b sHe in reosive al esch af ihe
dlatn rades Hsied in the sar

103223 When generaled

This primntive is genermed by the MLIME as a result of an MLIME-BCAN reguest in axcenadn the operaling

nvirosment of the STA

10L3.2.2.4 Effect of receipl

The SME is ntified of the resulis of the mon precedure.

10.3.3 Synchronization

This mechanism suppors the process of selection of @ peer in the qushenbcation process.

10231 MLME-JOIN request

10.3.3.1.1 Functicn

Thiz priritive regoests spachranizalson with a B55,
10.3.3.1.2 Sgmantics of the service primitive

The peimitive paroneicrs aie 35 folloes;

Copyrigh & 1987 [EEE. All fights: msarsad.
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MILME-FCAM reqriest

i

LOGAL AND METROPOLITAN AREA NETWORKS,

BSSDescripion,
Jiod nF i fre T,
PrabeDeloy.
OperanonalRareSm
b
M Tvpe Valid Fegs Dezepiptian
&G Dscrmptinn BEShuserptin | MW The BESDescriprion of the BES 1 cin, The
BESDescriptinn is a meanber of the set of
ilescrupiions st was retumed 25 8 result of &
=l FLME-SCAMN regiies
MinFwloe ool Infcper =1 The tane i, i undls o Seacon isevals, wle
= which the jns grosedure will be tanerimated =~ |
Pk D Ly Ireeg=r HiA Delay din ) m boused prir o irensnisting
Pribie frame dissg setive scaisming
CiperatinneffteraSee Ly of mrfapers 1 through 127 The st of daln raliss Cin el of 500 Kkus) thatl Uhe
il (for HEM iy use for cornmascation withis the BYS
euch ineger in | The STA s be obde s reoeiees of each of thedamn
the sed) raies listed sn the sei The OremtionnlFateSetis o
mnﬂ af the BESBmicRaleiel afweertized by the

10.5.3.1.3"When genarated

This primivive is genernted by the S0E for @ STA 1o estoblish synchroni mmeon with 2 BSS,

10.3.3.1.4 Effect of recelpt

Thiz primitive iniliates a synchsoalzstion prosedene ance the corment frame exchings seqoence (8 completa.
The MLMNE synchmnizes s timing with the specified BSS based on the elements provided in the BSSDe-
scription parameéter. The MLME sobszequesily Issoes o MLME-FOIN . confirm that reflects the results.

10.3.3.2 MLME-IOIM. contirm

10.3.2.2.1 Function

Thas primative confirms symchrimimtion with a BSS.

10.3.3.2.2 SBemantice of the service primitive

The primitve parameatess are as folloows;

MILME-TOHN, condinn {
FesullComde
i
MWanne Type Walid range Descripdinn
PaznliCesdn Fricreerilinn SLIOCESE, livlicaten the pectull o tha MILME- IO regase
IMYALID PARAMETHERS,
TIMEGLT
10
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10L43.2,.3 When gonerated

This primitive is peneraied by the MLME a3 a resuls of an MLME-JCIN request o esinbiih sy ncheonization
with.n B5S5.

103324 Effect of recelpt

The SME i notified of the results of the synchronization procedane.

10.3.4 Authanticale

This mechanism suppons the process of ssimblishing aa suthandeation refmionship with o peec MAC entity.
10.9.4.1 MLME-ALUTHENTICATE request

10.3.4.1.1 Function

Thas prarmitive reguests sothentication with o specifisd pear MAC enitity,

102412 Semantics of the service primitive

The primitve parameters are as followa:

MLME-AUTHENTICATE request |

PeerSTA Address,
Authentication Type,
AushenticateFuilure Timeomy
/
M Ty Vulid runge Dgseripiinn
PecrS T mdross MACAiGre | Any valld Spaciies Ihe oodress n-l':tn:ptu'HAE =
i il WA with Wlich po porfenn the puikenlication
mhilrezy rnoEE
Anetei cation Type Ennmerating TPEN_SYETEM, Epecifies the 1ype ol authenlicalion sgosithm
SHARED_KEY o use during the ahentication process
AuthenticalionFailore Inieger 2 Specefies o ime lmit {in TU) afoer which the
Timcoui authentication procodurn will be sermisabed

10.3.4.1.3When generaled

This primitive b peaceated by the SME for o STA 1o estshlsh authantication with n specified peer MAC
entlyy in order o penmin Class 2 frames 10 be exchanged berween the two STAS Dhadng the mubentieaiion
procedone, the SME may generate additional MLME- AUTHENTICATE feguest primilives.

10,3.4.1.4 Effecl of receipl

Thiz primigive iniiates an wehentdcaion procedure, The MLME suebsequeny Heoes s MLME-AUTHENNTI-
CATE. confinm tst reflects the results.

10.3.4.2 MLME-AUTHENTICATE confim
10.3.4.2.1 Function

This primitive reports ihe resalie of an muithessication aitempd with o specified peer MAC entity,

Copryrighl € 1007 IEZE, All righis rssrsud, 17
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10.3.4,2.2 Somantics of the service primitive

Thar priooitive parametsrd wre ac fillowe:

MLME-AUTHENTICATE confirm |

LOCAL AND METROPCLITAN SREA NETWIORKE:

PeerSTAA ddress,
AuthesticationType
ResuliCode
i
Mame Type | Valid rang: Thescripan
PrerS TAASd resy MACAddrwa | Any uﬁll'in:hﬂ.l:l'l Sprecifion the addrexy ol the pesr MAC sniisy
| WAL address with wiiich the muthemicmion process was
siempesi, Thia vibee must Teilch e pocr-
STA A eess pammaier spesiiied in the corme-
= | spmding MLME-ALUTHENTICATE imjuest
AugihenticatienTrpe | Exanerstion OFEM. S STER, Specifies the rype of matentcation abgarithm
SHARED_KEY that wird used doring the authenScation procoss
This wabue nesd mubkch e ailenlicstionType
paramensr spoeified in the cirerpaadisg
| MLME-AUTHENTICATE request
ResukCode Eromeraion | SUCCESS, INVALID, | Indleawes ohe reesh of the MELEME-AUTHERTI-
FARAMETERS, CATE. regquesl,
| WML 1, i
| THD &LANY |
DRI AR,
] R 1ESTS,
KEFL 5K
10.2.4.2.3 When generated

This pramidive i generaied by il KLU o eesed of o ATLKEE-ACTHERTICAN T necgpest oodie e see

with a spexifies] peer BAC ey

10.3.4.2.4 Effect of receipt

The SME s notified of the resulis of the sulheaticstion procedure,

10.2.4.3 MLME-AUTHENTICATE. indication

T0.3.4.3.1 Funciien

Thix primitive ropais the establishment of wn authestication refativaship widea gpecific peer MAC sntity.

10.3.4.3.3 Semantics of the service primitive

The primitive parmmeders are oy folkms:

ML ME- AUTTHENTICATE. indicaiion {
Peces ThAAddress,
AuthentossionType

1
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Mame Trpe Valld runge Diescripdion
Pesr 3T Address M AL Addres Ay vl imadivid- Sprcifics the addnoss of the poer MAC enticy
il WAL adldera ity wihich the anthamtication relaliodsp was
COE i o L
AurhenicaioaType Ermanention OPEN_SYSTEM, | Specifies the rype of mattenboation slgonthm
SHARFD_EEY That was weed -l1llr||l§_1I'l= b LAl s

10.2.4.3.3 When genarated
This prisitive is generated by the MLME & a result of the esmblishment of an asthengeation relationship

with i specilic peer MAC ety thal pesalted froa an authestlcation procedure that was mitsed by that spe-
Gific peor MLAC colily,

10.3.4 3.4 Efiect of receiplt

Thez BME is natified of the estahlishment of the authemticntion mlatgonship

1015 De-puthentizate

Tl mechanisn suppecs the process of ivalidacing an ssmbenteaion relmionship with o peer MAC enlity,
10.3.5.1 MLME-DEAUTHENTICATE. requaes!

10.3.5.1.1 Funefion

This primitive reqoests thag (he authensication relationship with o specified pear MAC catity be invalidased.
10.3.5.1.2 Semantics of the service primitive

The primitive paremeters are o ndloas

MLME-DEAUTHENTICATE request {
PeerSTA Address,
Rl e
]
Mame | Type Vald mnge Iscraplion
PrecSTAAdd s MACAddress Any valid Epecifies the midress of the peer WMUAC colisy with which
imsdieidual fa pe=foem the deguchamticndion process
i MAC address -
BeasaCoale As defized in Apdefeed v | Zpecifies the reaenn for Indiinting the demithenticatinn
[rata nrmal, frame [orma, prbcedure

10.0.5.1.3 When generaied

This primitve is peaeraied by the SME for a STA i svabdaie aribenticaison with & specified peer MAC
emlity in arderio prevent the exchange of Clus 2 frames between the two 5TAs. Dusng (he dessibemticalsan
procedure, the SME moy peseraie sddifionn] MLME-DEAUTHERTICATE request primitives:

10.3.5.1.4 Effoat of recoipl

This primitive initinies a deasthenbostion proosdune. The MLME sshsaguently isues & MLME-THEAL-
THEMTICATE. ceafirm that rellects the resulls

Cogryrighl & 1997 ESE. 4 iighis resenad, (B
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16.3.5.2 MLME-DEAUTHENTICATE. conflinm

10.3.5.:21 Funclian

“This primmitive reports th resalts of o deaisienlicaion aempL wity o specified peer MAC estily,
10,3.5.2.2 Semantics of the service primitive

The primbtive paraneeters are a8 follows:

MLME-DEAUTHEMTICATE confiom.

PoerS TA Address,
HesuliCnde
]
Sami Twgs Valid rangs Deseription
FoceSTAMGOress | MALADSess | Asy valid individeal MAC | Specibes tho sadres of (he poar MALC
ncdidress . entity with which the desuthesgization pm-
ceas was dbemplod
EosohCode Enameration SUICCESS. Trdicsaes the sesalt of the
INWALID PARAMETIERS" | MILME-DEALTHENTIC AT request
T A MY HTRRLIL.
TMH}UE.EEJME

10.3.5.2.3 Whan ganeraled

This primitive s geseratad by tha MLME ae's et af on MLME-DEAUTHEMTICATE rrquest o imeli-
duie the nuthessication relafinashin with o spegified peer MAC entity

10.3.5.2.4 Etlect of receipt
Thiz SME i3 noaifled of da resahe of the deusehenticsticn procedure.
10.3. 5.3 MLME-DEAUTHENTICATE. Indlcation

10.3.5.3.1 Funcilan

Thils primitive neports ihe invalidation of @ anthenbcation relationship with a specific pecr MAC antily.
10,3.5.3.2 Semantics of the senvlce primitive
The primitive parmmensrs ane as follows:

MLME-DEALTTHENTICATE indcanion |
PeerSTA M dress,
RexsonCode
1

L1E Coppiighn @ 1397 IEEE. AN rigis taserved.
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Mg Type Valld range Description
E"n!ﬁ?.'l..ﬁ.ﬂl]ru!- MALCNEITSS Aumy vald SpeciBes Tho pddress of e |'|::¢|'HH:' Ealaly with
individual MAC which the oohemication selsticeship was
wiincss iyaiidmied
Reagorl ode A delined in A dEfacd m Specifios Lhe peavon the deauthonlicaan procodure
[ Bermak Frame Formak | wes mitated
1B I I When generated

Thie primitve ks geseraed by the MLME & & mesnl of the isvalidmion of s sahenteation relaticashp
witth a specific peer MAC anilyy,

10.3.5.3.4 Effect of receipt

The SME s nogified of the invadidacion of the specific authentcation reltomsbip.

116 Assadiale

The following primloives desershe how o STA becomes sociabed wilh & socess poanl (A1)
13561 MLNME-ASS0CIATE request

10,3.8.1.1 Funetlen

This primitive requesis association with n specified peer MAC entity that is neting os an AP
10.1.6.1.2 Samentlcs of the aervice primitive

The: primitive parameters are &5 followse

MLME-ASSOCIATE sidpies {
PoarSTAAddress,
AszpciatelalweTameout,
Capubilley Infarmation.,
Lisrealeierval
}
W Tyge ¥ulid range [rscriptisn
PeecSTAAd s MACAddresn | Asy valid indivgd- | Spocifies ihe &ddreas of the péeer MALT satiy
usd MAC addeess | with which b pecfiorm ihe sxsocintion geotess
Assncamielallure 1 imzoui Integer = Specifies 2 fime limit (in T} after which the
sasscis privadare il bu oembnaiod |
CapabllicyInformmsom Az defined in Az defined In The nperiions capabdky definltons v he
o format | fmame forms | uged by the MAC catiy
Lawenliersil Integer =i | Speecifies the number of hescon smzrvals that
| ey peiss Belinee (he STA pwakens sl lisnzne
| Eor the news Bapnon

103613 When genarated

This primitlse [2 penerated by (ke SME whea 5 STA wishes o eoablish sssociaion with an AR,

Cogeright & 180T IBEE, 41l rights rasecyad. R8]
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10.3.6.1.4 Effect of receipt

LOZal S0 METROPOUTAN AREA HETWORKS!

This primitive initiades an mseccistion procedan, The MLME spabeegoently issues 3 MLME-ASS(CT-

ATE canfinm that reflects ike resalis.

10.2.6.2 MLME-ASSOCIATE.confirm

10.2.6.2.1 Funcilon

This primigve TEpers (e feali of an associariog suempl with & specitied peer MAL eatlly thal iz acing &5

an AR

10,3622 SBemantios of the servioe primitive

The primifive pasameters ane a5 Rdkess:

MLME-ASSOCLATE confirm i
BesultCode
I
Mamme Type Yaild range Dhescriphion
Resuli ode Ermmermtion | SIOOCESS, Indicais=s the result af the MLME-ASSOCT-
| INVALILE, ATE s
FARLAMETERS.
TIMESUT,
REFUSED

10.3.6.2.3 When generated

This pringitive i% generated by the MLME &35 4 resull of an MEME-ASSOCTATE request b associabe with &
specified pozr 3BAL entity thal ls-acting as an AP

10.3.6.2.4 Etfect of recalpt

The SME & watified af the resulis of the association procedure.

10.3.6.3 MLME-ASSOCIATE Indicatian

13651 Funciion

This primitive freporia the catablishment of an naecsintian with o spacific peor WAC sntity,

10.3,6.3.2 Samantics of the sarvice primitive

The primifive paraimseers & as follows:

MLME-ASSDCIATE indication

{

PeerSTAaMAddes
i
Mame Trpe Valinl cange Diesiripalon
PeorFTAAddmes MACAddres | Ay vald bedividusl | Specifies the adnss of the peer MAC ity silth
B AL ackfrwn which the 3ssocintion was sstabfished

126
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10.3.6.2.3 When gensarated

This primitive is genemted by the MLME as & resull of the estshlishment of an associstion with @ specifle
::ETIT-'IHE gntity that resulted fromn &n association procedure that was iedibabed by thal specific peer MAC
10.3.6.3.4 Effect of receipt

The SME iz sotfed of the esablishiment of the associaion,

1047 Reassociate

The falbowing primitives desoribe bow o STA becames ssociatad with annpther AR

10,371 MLME-REASSOCIATE request

10.3.7.1.1 Function

This primitive requests n change in ssecistion 10 a specified new peer MAC eality dinl is scting as as AT,
10.3.7.1 2 Samantics of the sarvice primitive

The primifive parmmeiers are as follows:

MLME-REASSOCIATE myuest  (

MewAPAddress,
ReassociateFailoreTimeoat,
Capabiliynformasion,
ListemInierval
|
Nk [ Tym Valbl runge Prscripiion
NewAlAdaren MACAGress | Any walid indl- | Specifes the ddress of 0he peer MAT
widual BATC emdficy with which to perform the
| wdre=s Ve mncElEn PRz
emincisteFaihoreTimeong | Imieger =zl Specifics 2 time Timdl (i TL afier whach
the reseenciate proceduse will bo
Lermiceted
| Capaility lafarmation Asdefisad in | Asdehned in | The operational copabiliny debmtions tm be
~ | frame forowst | frame format | used by the MAC enky
Llistenlnierval Imtcges Eall | Specifes the mumber of bescon Imervals
| 18 may poss befere the STA owikehs and
| Beny fior the nix! besston.
TOLET. 1.9 When gensrated

This primitive s gencrased by the SME for & 3TA to change asociztion o g spevified rew peer MAC entity
thad is acring s an AR

10,3714 Effes of recaipl

This primitive initisies 0 reaseociotion procodure. The MLME subsequently issuee o MLME-REASSOCT-
ATE.confirm that reflecis the results

Casprrign O 1867 EEE. A nghis sasarsai, 113
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10.3.7.2 MLME-REASSOCIATE. conflrm
10.3.7.2.1 Funcilon

Thas primitive reports the reslis of a reaseocmbinon alempt with aspecified peer BMUAL entity that is ncting as
nn AP

10,3.7.2.2 Samantics of the service primitive

The primitive parpmefers afc as folloas:

MLME- REASSOCTATE confirm i
EesuliCodde
1
Mome | Type Walid range Description
ResaliCodes | BEmumerstion | SUCCESS, Endicates ihe result of the MLME-REAS S
IRVALED ATE paquest
PARAMETERS,
TIMECILIT.
REFLUSED
10.3.7.2.3 When generated

This primitive 5 puncratsd by be MLME 2= a resolt of an MLME-EEASSOCTATE request ir reassocize
with & specified peer MAC entity thovis noting o5 on AR

10.3.7. 2.4 Effect of receipt

The SME s notified of the resuts of the meociadon provedure,

10.3.7.3 MLME-REASSOCIATE Indication

10,2.7.3.1 Function

This primifive reports the establishmeat of n roamsociation with a specifisd peer MAC entity
10.2.7.3.2 Semantics of the service primitive

The primitive perameiers are &3 follows:

MLME-REASSOCIATE inlication |

PeerS TAMAddress
1
Nt Type Valid range | Desriptinn
PoerSTAANdbs | MACADd: | vy validindivideal | Specifies the sdilems of e paer MAC antity with
MAC sldreas | which tho reassociation wes ceinblmhed

10.AT.3.3When generabed

Thsis primiaive b generated by the BMLME as o rescl of the esabiizhiment of o regssecigion with a speciiic
peer BMAL emtity that resulisd from o reissochasion procedone (bt sy initisted by that gpecife peer BAC

entity.

14 Copyraghl © 1907 EEE. All rginis resoevad.
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10,3.7.3.4 Effect of rocalpt

The SME ig motified of the establishanent of the reassociation.

10.3.8 Diszssociate

10.3.8.1 MLME-DISASSOCIATE request

10.3.8.1.1 Function

This primitive roquests disusociatios with a specified peer MAC entity that is acting as an AP
10.3.8.1.2 Femantics of the service primitive

The primitive parasssers one 45 folbows:

MLME-DLEASSOCIAT . request . |

Peers Tauuckdeeas,
ReasonCode
i
bt T | Type Villd ramge | Dresacripstian
PoecS ThAddrcas r WA A Gdres Ay wplidd Indivihal | Bpecifies the sddmes of the peer MAC ontity with
I MAL aldress which | perfarn e dismeocalion proosse
BeasnnCods As defined in Jun defined in frame Specifies the rmawon for inilSating the diomsocmlion
[rarme Tordl Feamsg prseiueg

10383 Wheh generyted
This primitive is grneraded by the SME for o 3TA o o esalilsh disssociaaom wil an AR
10.3.8.1.4 Effect of receipl

This pramitive initisles a dizssociation procedure. The MLME subsequenily izsues a MLME-DIEASS0CT-
ATE pontirm that rellects the msdis:

10.3.8.2 MLME-DISASSOCIATE confirm
10.3.8.2.1 Function

This prambtive repoens the nesults of 2 disassecimion procedure with a specific peer MAC entity that is acting
#s an AF,

10.3.6.2.2 Samaniics of the service primitive
The primitive parsmeters are e follows!
MIME-THSASSOCTATE conlirm

BeiulCoile
]

Copwight & 1397 ILEE. Al righte nissred 1%

129



LR PR REE E LOGAL &80 METROPOLITAM AREA METWCORES!
B Typa Valsll range Thseriptisn
RemiiCode | Enameradon | SUCCESS. Tnicanes the peult of the MUME-DISASSOCIATE request

ENVALID,
PARAMETERS,
TIMECHIT,
REFUSED

10.2.8.2.3 When generated

Thas primitive is gemnerabsd Iy the MUME ag 4 resalt of an MEME-DESASSOCIATE. request 10 disassmiale
wleh o specified peer BLAC entloy thar bs scting 2 an AR

10.2.8.2.4 Etlect of receint

Thee SHIE 1= motified of the resulta of the disassocistion procedurs.
10.3.8.3 MLME-DIE ASSOCIATE. indication

10.3.8.3.1 Function

This primltive reports disnssocluibon will o speific peer MAC eotiiy
10.2.8.1.2 Somantios of the servioe primitive

The prhnﬁupummnm#&rltml:

MLME-THSASSOCIATE. I ication . {

Mrud.thu:d.
BemvonCode
¥
Mams Ty Vadid rangw Demeripiion

FeeraThmdilzs | MACAJNES Ay Rl individeal | Speciies ke addiess Of the pesr MAL sHily wilh

AT pddrens | which the assosiation misticeehip waz
]
R eagiil e A defined in Az defined In fmme. | Specafies the meason the dissaocisiog procedire
Frsum focnil Cosrial. wid mabad

10.3,8.3.3 When generated

This primitive is generated by the FILME a5 5 result of the invalidation of an sssocistion relationship with a
pscific pesr MAL sty

10.3.8.3.4 EHect of receipt
Tha SME is notified of tho insalidation of the specific sssaciation relationship.
10.3.2 Resat

This mechanisn sapporis the procesa of reailing the MAL,

L& Copyrgm & 1007 [EEE, AN ights fasarvd.
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10.3.9.1 MLME-RESET request

10.3.9.1.1 Function

This primitive requests thal the MAC entity be reser
10.2.9.1.2 Semantics of the service primitive

The primnitive parnmetess ore as follows

bﬂ.ﬁ[ﬁm’rmml i
STA A diress,
SetlDefsulhIE
|
Mame Twpe | Valid ramge | Dhssc vl
STAMddress MACAGE:ss | Ay vl Specifics ihe MAL address that 3 10 be wsed by e MAC

MAC addresn | ey dkal s Deing sesel. Thie vakie imay bo usid b pro-
| | wide u kocally admisisered 5TA sddree

Set Dol W18 Birmsledn ‘ Troe Ealeg I e, sl SATE simeibotes are sed 50 dhele defrall valees
The defauh values jm Emplemenistion dependenl.
I talse. ihe BPUAL iy reeat, teor oll MOE atiriBuies reiain the
waliny Bal wers in plade prios bo the generabon ol the
| MLME-RESET request primitive.
10.3.5.1.3 When gencrataed

Ths primitive i gewerated by the SME 10 reser the MAC 1o inkial conditions. The MLME-RESET requesi
primitive must be weed prior o wse of MLME-START.reques peimitive,

10.3.9.1.4 Effect of eoeipt

This pelanitive sele the BMAC 1o initlsl comditbens, clearing all isternnl vokahles 1o the defoub values. MTH
anribunes may be reser 1o thedir implementagon-depeadeny default values by sestng the Setl=nuliMIB fag
tor ez, The: BILME subsequently issses 2 MLME-EESET.conlirm that reflocts the rsuits.

10.3.9.2 MLME-RESET.confirm

10,3.9.2.1 Function

This primitive regawts the sesllis of o neset procedure,

10.3.9.2 .2 Samantics of tha service primitive

‘The primitive pammesers e as follows;

MLME-RESET conitam {
BesulCeds
]
M Type Vadid range seripgion

Bt s Enl,:mmallnn | SUCCESS Tt caiey ki re=ah of the MLME-HESITT requed

Copyright © 1997 IEEE. Al rights resenved. 1nr
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10.3.5.2.3 When generaled

This primitive is generated by s MLME as o rosal of an MLME-RESET request uo reer the MAC entity,
10.3.8.2.4 Effect of receipt

The SME ks potified of the results of the resel procedure.

10,310 Start

This mechasism sappons the process of crealing 2 new BEE,

10.3.10.1 MLME-S5TART. raquiest

10.3.10.1.1 Funetion

This primitive requests that the MAC enfity stan a new BSE,

10.3.18.1.2 SFemantics of twe service primitlve

The paimuiive parameiers ane s follows:

MLME-START. request i
S5m0,
BEEType,
BesconPeriod,
DTIMPeriol,
CF purametes s,
PHY parameior sal.
IBSS parameler sel,

ProbeDelay.
CapabalityInformation,
BBSBasicRaneSe.
Oiperatomal RateSet
)
Mamid Tipe Walid range Description
%50 Chtet siring 1-32 neteny The Z5100 af the BSS
BES Ty Eromeraton | INFRA- The: type af the BSS
STRUCTURE.
[HEEFEN-
L DENT
Bemeom Perind Tnirger 2l The Becacun period of B BSS (in TLN
XI5 Pericel Inizger Aaileliedin The ITTIM, Perioad af the BSS Cin beacan perinds)
frume. feemal
CF paramieter sl Ax debred in Mus Befined in The patmeier set for OF periods, |Fithe BSE suppons
Temiue forea frame. foemnat CF misde, sCFPPeriondis modified ag 4 site sles of
the issuase: of a MLME-START request primilive
FHY parumeter st Asdefired in | Asdaimodin The parameler set relowent o the PHY
Frruantoms iz el Frume foemal
THES parametier sl Mg diefined in A defnod in The pasiumeigr gal or the TEER, & BES jvan [RES
frvewes fowmat | frame fomam

114 Copyright @ 180T IEED. AR rgivi ressrved,
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e Tips Walid rangy [ Teseriphion
PraheDelay Iaer A r DtmﬁmjlnrMumlnﬁlnlﬂmmiMnﬁm
| [Iraiiie diirssg eolEee soiiiiing
Capabilivylnforma- A dufined in A dafined i | The capabilitics i ba idvertisd lize the BES
tion frame fmal | fame fems | = = -
HSSRasiclm: 5 Sefof Imegess | 1 threugh 127 The z= of deta raies {in usbs of 300 bk hae st
il o he suppomed by all 5TAS 0 join fhis BSS The 5TA

cach inogerim | ihat ks creating the BES messi be able to rocedse al
e matl r=x-h of the data rates st inthe s,

‘CperationalRmeSet Sctalintcgors. | Dihreugh 127 | The ot of data rades {in units of 500 bbock) et e
inclugive (fo STA maynse for commue cation within the B3E, Tha
cach inbagerim | STA must b able 1o mocive o each of the dea retes

e wel) | listedn the set. The Opemn ooalR e St is o mpenel
| of the BESBmicRiedel slvertisid by thi BES,

T T 1.5 When gemnsrabed

This primitive is geoerated by the SME to start cither an infrasimcum BES (with the MAC entity scting as
un AR, or stan an indepemndent BSS (with the MAC entity ocring e the fiest STA in the IRS5).

The MLME-START reqoest primisive must be penersied after 8 MLME-RESET.reqoess primiiive hns hees
iz mruﬂﬂu]-'l'.htmtiy and bedore an MJﬂﬂ'ﬁqﬂl pl'h:ﬂ.':ﬂn has been u::di:!ntﬂahfnﬂ}'
Join an existiag infrastruciuee 55 or independent BSS

The MLME-STAET.request primilive must nat be used afler successtul use of e MLME-START. request
prmitive or succéessful use of e MLMEJOIN regeesl withool peseraling an anlervenmg MLME-
EESET regoest primitive.

10.3.10.1.4 Eifect of recelpt

This primitive initistes the NS5 initialization procedure once the aorent frome exchange sequence i com-
plete, The MLME subsequently tssees 8 MLME-START confirm that reflects the resalis of the cresticn pro-
cedure,

10.3.10.2 MLME-START.conflmm

10.3.10.2,7 Funciion

This prigmitive reports the resulis of @ BSS comdion procedung.

10.3.10.2.2 Bamantlcs of the servies primitilve

The primitive parameters are as follows:

MILME-STAHRT confirm [
ResuliCode
I
Masii Type | Valid range reseilescripiion
FomCods in'uu-mj.lﬂ SUCCESS, Fudicaies theresek of the MLME-
INVALID_PARAMETERS, START request
0S5 ALREADLY STARTELD
F_MANED
Copyrighl @ 1267 EEE. All ighta resensed 119
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10.210.2.3 Whan gonerated
Thae primitive. i penersied by the WILME as 2 resslt of an MLME-START request  crepie p new BES
10.3.10.2.4 Eftect of I'l:u!pt

The SME i selitied of the results of the BSS crestion prceduse,

10.4 PLME SAP interface

The PHY mansgement service isterface consists of the genenc PLMEBGET and PLMESHT priminves on
FHY MIB sorfutes, o described presiously, togeiher with the PLME-RESET primidve and e fullowing
specific primitives

10.4.1 PLME-RESET.request

10.4.1.1 Function

‘Thils primbtive shall be @ request by fhe LME o regef IBSFHY. The PHY shall be always reset o the teceive
slate poavorl accidens] duts trasmsmission,

10.4.1.2 Semantics of the service primitive

The primative ghall provide the following porameiers
RESET.requess {

There are no parmmeters associsted with this primifive.

10.4.1.3 When generatad

This primitive shall ke gepemated at any tire to resel the PHY.

10.4.1.4 EMect of receipt

Receipt of this pramitive by the PFHY seblayer shall canse she PHY extity oo reset both the transmit asd the
receive state machises and place the PHY into the receive sata

10.4.2 PLME-DESETES TMODE reguest
10.4.2.1 Functhon

This primtve requeesis shal the DSSS PHY ealicy enler & st mode operaion. The paranwiens. aswocisted
with this prmilive are conaiderel s rocoammeralatione. anod s apilonal in asy panticudsr implemoniaiion.

10.4.2.2 Samantics of the sarvice primitive

Thee prrimaleive parameserns sre as follow

PLME-DSSSTES TMODE requess |
TEST_EMADLE,
TEST _MODE,
SCRAMBLE STATE,
120 Copyright © 10907 IEEE. AR rights rosoemd
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SPFREADING _STATE,
DATA_TYPE
DATA_RATE:
l
Mame Trpe ¥alld range Irescriptisn
TEST_ENABLE Basiean Thus, Felie I g, enabiis the PHY =g mdsd: seooedeng 1o fhe
== ——, Femaising garameles
TEST. MODE Tkt .23 TEST_BIDDE selects one of dwee aperalvne
HE L2
1 = iranapaent mcsine
{12 = cominuous branamil
113 = 5% dury cycls
SCRAMBLE_STATE Bucen Thus, Tise | U7 rue, 52 the cpezuthonal ST of U Seamsier
(|
EPREADIMNG_STATE Thondenn True, falin Bt il the npetitieal it of the chipisy
DATA_TYPH Inieger e e | Sidecty oot ol thres dara painenms o be sd Tor the
transmil poetions of ﬂ'uuul:l = g
DATA_RATE | Tnesger L4 ' Sekecis hetween | and 2 Mt operation
02 = 1 MinSs
(k] = 1 Mibic's
10.4.2.3When genarated

This primiziee shall be generaed ot any time io ender the 0SS5 PHY test mocle,
10.4.2.4 Efiect of recalpt

Becaipt of this primitive by the FHY sdhlager shall cause the DESS FHY enfiy o onier dhe it male ol
operation.

10.4.3 PLME-DSSSTESTOUTPUT. request

10.4.3.1 Functlion

This optional primitive shall be 2 request by the LME b enshle selected test eigaals foom the FHY. The
parsmeters sseciued with this primitive are considered m recommesdations asd are optional inany panic-
ular implemealstion,

10.4.3.2 Semantics of the servics primitive

The prinmitive parameters are i follows:

PLME-DSSSTES TOUTPLU T request {

TEST (OUTPLUT,
i
Murme Type Yalid range Descriptian
TEST_OLTPUT Boolean | THe, bilse H troe, enable the selecied lest sigmals for tostg DS PHY

TEST_OUTPUT enabikes and disabies sclecind signaks for delugelng and testing ihe PHY. Somc signals that
may EBe avallnhle for outpe ene PHY-TRASTART reqises, FHY-RXSTART. indicole(RXYECTOR), FHY.
DCA andhenis, Bsa chipping clnck, the data clock, fse symbold cdeck, TX dota, ond BX dala

Coprigm & 1897 EEEE. Al nghia rozensad. 12t
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10433 When gensrated

Thie primitive shall be geaembad ol any Use o cnable the et outpuis when inthe DESS PHY teo made.

10.4.3.4 Effect of racelpl

Fuzceipt of this primitive by the DE5S PHY sublayer shall coase the DESS PHY entity 10 cnabled (e tesi
oaipads nsing the meades set by the moet recent PLME-DSSS TESTMOOE request primitive,

7 Copepright £ 1887 IEEE. M| riphs resarmd
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11. MAC sublayer management entity

11.1 Synchronization

All STAs within & single BSS shall be syechronized 1o & common clock asing the mechamisms defined
harein,

11.1.1 Baskc approach

A timing synchronization function (TSF) keeps the timers for all STAS in the same BES syncheomized. All
STAs shall maiminin alocal TSF timer.

11.1.1.1 TSF for infrastructure natworks

1m an infrasiruchare: network, the AP shall be the tming master and shall perform the TSF The AP shesll ini-
tialins §8 TSF Gmer independeaily of amy sEnetanceely stamed APs ir an effunt wo minimize the syncheoni-
mthon of the TSF timers of malupke APs. The AP shall perlodically transmic special frmmes called beaross
that conain & copy of s TSF timer to synchronizs the other STAs in a BS5S. A recsiving STA shall always
mcoept the timiag Eformatioa in beacons s2nt from the AP servicing s BES. If a 5TA's TSF timer is differ-
eml fram the Amestamp in the eceived bescon, the mosvieg STA chall sel iis lacal timner to the received
tEnestamp value.

Beacons shall be genemted for mnsmission by the AP ance every BescomPersnd tinoe anits.

11.1.1.2 TSF for an independent BSS (IBSS5)

The TSF im an IBES shall be implemssnicd via a distribaicd algorithm that shall be porfiormed by sll of ke
members of the BES. Each §TA in the BSE shall transmit beacons nooomding to the algorithm described in
this clnuse. Ench STA in on TRES shall sdope the fiming received from any beacon or probe response that has
1 TSF value |ater than 1is cwn TSF timer.

11.1.2 Maintaining synchronkzation

Each 5TA shall maintain & TSF timer with modalus 2564 counling in incremenls of microsecomds. 5TAs
expect I receive heacons at o nomdnal rate. The inlervml between beacons is defined by the alleacon Peried
parnmeser of the STA. A STA sending a bescon hall st ohe value of the bescon’s imeseamp sa thad it squals
the valus of the 3TA's TSF timer at the time that the ficst bia of the tmostamp i Eammaicd oo the PHY plus
the maremiting 3TA's deloys through @i local PHY from the MAC-PHY imerfacs to i interfacy waith tha
wireless medivm {omienna, LED emission surfaoe. 20.). The alpacithins in s clsuse detine o mechankam
tiel mamintaings the synchooniztion of e TSF tamers in 6 BSS o widhis 4 45 plos the mecimom propagasion
deday of the PHY for PHYs of | Mb's, or greaice

11.1.4.1 Beacon generation in Infrasiruciung Retworks

The AF chall define the tmizg lor the snie BES by rogmdiing beapone sieording o the aBeaeoaPeriod
aniribusie witlin the AP, This defines a series of TRTTs expcely aBeacosPeriod lime units aparl. Time e i
defised g0 be o TATT with the beason beimg 5 DTIM and srasemiied or the beginning of o CFP. At each
TATT. the AP shall sebesdile a begcoa o5 the nexi frome for emnsmission, 1§ the madiom & delermingd by the
carmer-sense mechanizm (see 821 jto b unavadlabde, the AP shall delay the actosl iremsmission of 8 bezacon
weording o the basc medivm socess ules specificd in Clause 2. The beaton periodd 13 inchaded in Beacon
mvl Probe Respanse frames, snd STAS shadl sdopt that beason perbd whes josing the BES.

Copnright O 1RET IEEE. &1 rights Meaerved, 123
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MOTO—=Thaosgh tha irssaminason of 3 hestnn meay be delignd bicess oF CRMA defe s, sdresdgquent beazdnd ahall Be
scheduled ai the nominal bescon kreerval. This is shown in Flgome &4

| Eunnnlnh&ma]l

| | | ]
| | |

lmn  Ofnondln M H (e

LhmﬂTmmTﬁlﬂ'rumJ Lm&”ﬂﬁm J

Flgure 64—Beacaon transmission on & buay natwork

11.1.2.2 Beacon generation In an IB5S

Beacon generatin i an [BSS i dstabuied. The beacon perieed 38 incluiled in Beacon and Probe Besponse
frismes, and 5TAs shall adopt that beacon pened wihes joicing the IB3S. All memben of the [HSS partici-
paie in keacan generntion. Each STA shall maintain its own TSF timer that is wsed for alleacomPeriad tim-
ing, The heacon inssrval within an TRSS 5 establishad by the STA that instantintes the 1B5S, This defines a
series of THT TS exactly alkeaconPeriod tiske nnits apan. Time zem i dofined fo be o TATT, AL sach THTT
he 5T shall

i)  Huspend the decremenitng of the hackoff nmer for any pending acn-heacon or noa-ad hee e imdlesx-
i (ATING eranselssion,

bl Calculmie o rondom delay eniformly disribeed n the ronps berween zeso sl twice al”Wisin «
a5hoiTeme,

ch Wit tor the perind of the mndom delay, decrementig the random deloy tmer ueing the same alpo-
rilam as for backolT,

d) W a beacon wrives befote the random delay timer has expired, then the remniming random delay is
canceled, the pending bencon mnsmission i canceksd, ned the ATIM backedt imer skasll resaime
cecrementing,

2] I the mnidom deley bas sxpired ond no beacon hes arrved daring the debyy pefiod, seid i Beacon

{See Figure f5.)

The bencon frarsméEssion shall always nccor during the Swake Perbod of STAR thal s operating la 4 lie-
rovwer moads. This & describead in misre el in 112

11.1.2.3 Beacon receplion

FTAs shalll wse informnation from tbe CF Parameser Set element of all recelved Beocon frumes to spdate thelr
MAY np apecilied m 93,12,

5ThAx in sn nfrastructone network shall only use sther infommatbon ki recedved Heseon Framice, if the BSSID
field are eqoald to the MAC nddress curendly in ee= by the STA comained in the AP off i(be BSS,

STA4 i en [BES daall use other information in any received Beavon frame for which fhe TBSE qubficld of
the Capabilliy field is sotoe 1 and the comlont of the S50 dement is eqol o the S50 af the TRRS. Uho of
his infommntion is specified 0 11.1.4,

24 Caprmight O TRST IDEE. Al rigats msersnd
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Figure G5—Beacon transmission in an IBSS

11.1. 2.4 TSF timer accuracy

Ulpon receiving o Beacon frame with awalkd PCS and BSSIE o 530, a5 descrbed in 11.1.2.3, 3 5TA shall
update its TSF thmer according wo the following algeribm: The received tmestamp value shall be adjssied
by ndding an mmount equul to the receiving STA's deloy through its local PHY components ples the time
since the fine bil of the Amestamp was received ot (e MACFPHY infenieoe. [n the cose of an infrastroctons
BSS, the 5TA's TSF tamer shall then be sot 1o the sdjusied wobee of the timestamp. In the cese of an TBEE, the
ETA's TSF nimser chall be cef oo the sdjusked vabue of the reéebved dmesmmp, IF the adjasred vahe of the
timestamp is kater than the yalue of the STA'S TEF timer. The sceuracy of the TSF times shafl be £00001%.

11.1.3 Aequiring synehronlzation, scanning

A STA shall operate in either o Passive Scannisg mode or an Active Scanning mode depending on the cur-
rext value of the Scenbode parmmeter of the MLME-SCAM. request primitive,

Opon reczipt of she MLME-SCAN requesd primitive, @ STA shal perform scanning, The 5510 parnmeser
indicuies the S50 for which o wcan. To hecome § member of & particular BES asing passive scaaning, a
STA shall scan for Beacoa frames condaining thas ESS%s 5510, reiuming all Beocon Frasncs matching the
desired 5510 in the BESDiecoriptionSer parameter of the eureqmndm MILMBE-SCAN canlirm. peimitive
with the appropaisie bils {0 the Capabilldes Infarmatlon Beld indicsting whether the bowion came from an
Infrasiruciure BSS or IBSS. To scalvely sean, the STA shall transmit Probe frames conlabning the desired
SSID. Upos completion of scanning, an MLME-SCAN, confirm is issmead by the MLME indicatieg all of the
BSS information recebved.

Ulpon receapt of an MLME-FOIN requess, ihe STA will join & B55 by sdophag the BSSE0L, TSF nmer valae,
PHY parniscters, and the beavon peciod speciiled lu the roguesl

Upan receipt of an MLME-SCAM reqeest with he brosdeass SEIT, the STA ball passvely gean for aey
Boweon frames, o actively transmil Probe frames containing the broadeass S50, as dppeoprisic depending

Croppright £ 130T EEE, Al rysbs reaprasd, 125

139



IEEE
B BIE 111887 LOCAL AND METACPOLITAN AREA METWORKS:

upon the value of Scanbiode. Upon completion of sconréng. an MLME-SC AN confirm is istued by the
MLME indicating all of fe BSS informatins receied

Ha 5TA's scanning does not result in fnding & BSS with the desked SSI0r and of e desared type, o doei
nit fesult bn finding aay BSS, the 5TA may stan an 1RSS5 apos recelpt of the MLME-START request.

A STA may start ity ewn BES wilhust Sret scamnimy for o B5S5 o join,

When o STA storis a B55, thot 5TA shall determine ibe BSSID of the B3E. I[ ibe ESSType indicases un
infraseruciure BSS, then the STA skall eean nn infrastruciure BSS and ihe BESID ehall be equel 5o the STA'
aStationlD), The value of the BESED shall rsnain anchanpad, even o the value of aSmtionlD iz changed after
ihe completon of the MLME-5tar request. If the BSSTyvpe indicates sn IBES, the STA shall stam an THSS,
and the BSSIT shall be an individual lecally adminisersd TEEE MAC address o defined in 5.2 of TEEE S
AZE-1900. The remagning 46 bits of that BUAC address ghall be g mamber selected in a ieanner that misimizes
the probabilisy of 5Téa genorating the same number, even when those STAS ene subjocied 1o the same initial
wonditkons. The value S5I0 paramieter shall be wsad as the S50 of the pew BEE. It &5 imporiant that design:
e recagnire the seed for statistical independence. nmeong the rmdom rumber sireams among STAs.

11.1.3.1 Passive seanning

It 0 ScanType i5 passme, the STA shall Meen to ench chanael scanned bor mo bonger than @ maximum daras-
tion defised by the Channe! Time parameter.

11.1.3.2 Aptive scanning

Aotive scarmbng Involves the generation of Probe framees anid the subsequent procsssiag of received Pmbe
Bespinic feames, The detsils of the scsive scamnang procederes are as dpecified  the folknvieg ssbolaises,

11.1.3.2.1 Sending a probe respanss

SThAs, subject o criteria below, receivimg Frobe Begues) frames shall respond with a probe response anly if
the S5I0 in ehe probe request i the bropdesst S5EGr maches the spesific S510 of the STA. Puobe
Hexponse framex shall be sent m deected frasses 1o the address of the STA that penereied the prisbe regoest
The probe respomse shall be sed isimg nommal Fame trsemission roles. Ax AP shall respood fo all pmbe
rodqiaests meeting the abave criterin. In an TBES. the STA that poncratsd ke last bescon shall be the STA that
reapahics 10 probe ngastL W LN

In each BES ihere shall be a least pne STA thotis newbe o any gven tine w respond o probe peguesis. A
STA chat sent 4 henoon shall remnin fu the Awake sz and shall respond 10 prohe requeests ustll & Beacon
dranne with ke cumees BAS 1D |2 recaived, (0 1he STA jean AF it daall aheays remasn i the Anake glane and
always respomd to probe reguests. There muy be ixome han ome STA noan IBSS (hat responds 1o sy given
probe request, pariculaly | cases where more than ane STA transmiie] & Beacon frame foliowing the
moat peces) TBTT, elther doe o oot meeiving soecesafolly a provious bescon or doe vo colbiskens Betwesn
bescon rarsmisioe.

11.1.0.2.2 Active scanning procedurs

U'pon receipt of the MLME-SCAM request with ScanType midicating an sctive scan 2 STA shall ese the fol-
lvwing procedure:

Tor gach channel i be seznned,

al  Wait until the FrobeDeiay iline has sxpired or a PEY RxSw indicatlon has been reoelved,
b  Perform the Basic Access procadure is defined m 9.2.5.1;

126 Cogyrighl © 1957 IEEE. AR righis sussnsd
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2] Send a probe with the broadcet destination, S50, and broadcos BSSID;

dl  Clear and saet b ProbeTimer,

¢i I FHYOC Aindication (besy] has ped been detected before the PrebeTimer resches MinChannel-
“Teme, then chiear NAY and scan ihe pext channel, elsc when ProteTimer resches MaxChanmef Time,
process o] recedve] probe responeses;

i Clear NAY and scan the next chanmel

Bee Figure bt
Min_Probe_ResponseTims Max_Probe_Response_Time
Scarning | PROBE | K
Stalion
Responder ///|P RESPONSE
.1
e G a1 —| |4—
Respondes P RESPONSE
2 51 = SIFS
= —
—HGi+— G1—» G3 = DIFS
Figura G&=—F robe responss

When ull channels in the Charmellist have bees scanmed, the MILME shall issue an MIME-Scan.cosfirm
wilh the BESDescriptionfet containing all of the information gattered during the scam,

11.1.3.3 Initializing a BS5

Upon eceipt of an MIME-Siartrequest, o 8TA shall dereemdne the BS5s BESED {as deseribed in 11.1.3),
sedert channel synchranization information, selact o beacon perind, inklaliee amd steer 6 TSE tmner, and
b transmitting beacons,

11.1.3.4 Synchronizing with a BSS

Upon receipt of an MLME-Foen.reguest, 5 5TA shall adops the BE5ID, chanme] synchronization information,
amd TAF thaner walie of the pammetens in the request. Upon receipt of @ Bescon frame from the BRS, the
MIME shall issine g MLME-Jsbnconfiem iadicating the opemtion was successful. IF the JoinFailuneTimes-
ot expires preoe o e recelpt of @ Bescon foane from the BSS, the MUME ghall issoe an MLME-Join.cos-
Arm indicsing the cperilion was unsuciessful,

11.1.4 Adjusting STA timers

In the imfrastructurs network, STA: skall always alopd the timer in o Beacon or rode response coming fom
the AP in dhelr BES,

In &= TBESS, 2 STA sholl plways pdop che information in the comtents of a Beacom o Probe Besponss frams

wihen U framie comialng & macching S50 aml M walue of the timo Samp 5 later than the STA's TSP dmer,
In response 0 s WIME-Toin request, 3 5TA shall initalize 15 TEF thiser 0o 0 snd shall nod tanimit a boa-

c-;nnrpm'u: respomse wathl |6 hears 8 beacon o probe respense from s member of the TRS% with 4 motching
5500,

Ciogright € 1987 IEEE. All righis eeaprvad 127
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All Bescon and Probe Besposse frames cary @ Timestamp Sebd, A S5TA receiving such g frame from anoldser
ETA im an TBSE with the same S50 shall compare the Thmestamg feld with its own TSF time. IF the Timestamg
field of ke received frame is later g its o T3P time. the STA shall adopn all parametess coniained in e
Beesaxon frame,

11.%.8 Timing synchronization for frequancy-hopping (FH) PHYs
HOTE—This subclame peraisa only to STAL usiag wa FH PHY.

The TSF described here provides a mechankan for 5TAs m aa FH system o synchronize their mansitions
from ooe chaee] 1o asother (their “hogs™) Every STA shall maintain s table of all of the hopping sequences
that mre ased in the system. Allof (hie 5TAs in s B5S shall uss the same hopping sequesce. Esch bescom and
prets resgunas includes the chnancl synclrvnization information necessary te determing the bop panern and
timing for the BES.

ETAx shadl use theif TEF times to time the aCurreDweelMime. The sCurmaiCwelITime is the length of
time: thiat STAs skl stay oo each fequency in edr hopping sequence. Dince STAs are synchronized, they
bave: the samse TSF tlmer valoi,

ETAs im the BES shall isswe an appropriss: FLME service primitive for tee FHY In use 1o tufo do the next
frequency in the hopplag seqies e adienover

THF timer MOD aCuremDweiliTimes = 0

11.2 Powear management
11.41 Power management in an infrastructure network

ET¢s changing Power Management mide shall infosm the AP of this fact using the Prwer Mnapsment bits
within the Frame Coorod field of mnnsnined frames. The AF shall nol sty mansmit MSTHTE w STAs
opomting in o power-seving mods, but shall buffer MEDUs and oty tamemst them at designated times

The ETAs that curreatly have baferad MSDUE withis the AP are slentified in o rmglffe indicarion map
(UMY which shall be inchuded as an element within 85 bescons genemied by the AR A S5TA shall dessrmning
that an MSDU is buffered for it by receiving and indespreting & TIM.

STha operating In Possr-Seve (P8 modes shall perodically listen for bescoms, as determined by the S5TA's
LisenTntersal and ReceiveDTIMs paramesers of the MLME-Fower-Mglregrest primitive.

In & BSS operating uader the DCF, ar daning the comention period of & BSS using the PCE, upon desermin-
ing that am MSOL s currendly batfered in the AP, a STA aperating in the P8 mode shall transmif 2 shont P5-
Podl framss oo the AP, whech shall respond with the cormesponding buffered MEDU immediatedy, or nonoad-
edpe the PA-Poll and respond with the corresponding MSDU ot 2 lnter time. Bf the TIM indicating the budf-
ered MSD is sent during a contention: free period (CFF), 0 CF-Pollable STA operating in ke PS meoule dosem
rat send n PS-Poll frame, bet remains active until the buffered MEDA is received (o the CFF exds). 11 any
STA i its BSS i im PS mode, the AP shall buffer all broadoast and multicass MSIHE sed dibiver then e all
5TAs immedimely following the pei Bescosn frame comalidng & defitvery 1 (DTIM) tmnsmission.

A STA shal] pemasin i i85 curtent Power Management mode ustll it infores the AP of & Powss Manageneent
mirde chinge vin a soceesshel frde exchange. Power Managemant maoda shall not change durkng any singhe
frame exchange sequence, as dexcribed in 9.7

13% Copyright & 1007 IEER. AN dghte rieered.
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11.2.1.7 STA Pover Managemsant modes
A 5TA ray be in oo off pao didfereny poaver sges:

—  Awake: STA |s Tully powsred.
Thores STA is mot able 30 trarsmiil or ngoeise and comsumes very low poswer

The manner in which o STA fransitions between these bwo power stanes shall be determingd by e STA'
Power Manegemest mode, These mades ar= summarieed in Tahle 29

The Puwer Manageen mods of a 5TA i selecied by the PowerMunagenwenthiode parameser of the

MLME-POWERMGT request. Onoe the STA wpdnies its Power Minagemend mode, the MLME shall is50e
an MIME-POWERMET confinmn indicating the success of the opemtion

Table 23—Power Management modes

Acfive e ar A% ETA may retvive fremes ai any lime. In Active mode, o STA sball be in the
Aowihs slie. A ATA o the pollig Bar of & PMCF ahall be im Adtive maoike for
the duratos of the CFP.

Power Save or PR ETA lsters w selecied heacars (hssd upon s alisieninorvali and s&ids
PSPl frames o e AP if the TIM clement in the moo recent bescon imdi-
caes 4 dinecied MEDL bulTerod ar that STA. The AP shadl trassenit bafl-
ered directed MSDUs 1o n PS STA enly in espanse to 8 5= Poll from that
ETA. or durmg the CFP i tho came of o CF-Podlable 'S STA. In PS mode,
ETA shill be in the Doze st and ssall eaner the Awale slate o reseive
flevned vdotes, do neceive hrosdicest snd mulficas ransmissions foloving
ORrta i Ferived Bepnre. 13 FRSEMIL, End. 10 Rwall PEBOnEE [ TR Rinined
PEPaill frwmmee op (i CF Poliahls STAx) fo reosive conbeption: Fres rans-
i boeres of bufered MEDs

Tiv champe Power Manngemest modes, o STA shall infons the AP through s sucesssful frame exchonge inls-
afed by the 5TA. The Poeer Maragemeni hif in the Frame Cantnal Seld of the: frome sént h:,l the STA m this
exchanps Indicses the Power Mansgzmens mods that the 5Th shall sdopt spon succsssiul completon of e
orlire framse cxchango

A STA kit 14 changing fram Dome to Awaks in order e epanamdt skall perform clear channel assecment
(CCA) undhl & frame seqoence 18 detected by which Bocan fornectly set B WMAY, or unill & perisd of tlews
equal i the ProbeDelay has wanspicod.

11.2.1.2 AP TIM transmissions

The TIM shall idestify the STAs for which tmific is pending and buffered m (he AP This infarmation i
eadded i1 & paerial Wenasd bigmap ae deseribed in 7326, In sddition, the TIM comtnins an indicatson whether
beoadesstmulticas trafic is pending. Every STA = assigeed & Association T code (ATEY by the AP ag part
of the association process ALID O (oo is reserved 1o Indicass the presencs of baffersd broadcssbfmaliizast
MBS The AT shall identily fhose 5TAs for which |2 s prepared to deliver buffered MSDUs by sstimg
bt in the TIMS partinl vittual temap that cosresganid S0 the sgipropriane S10s,

11.21.3TIM types
v dl fierenat T types are disiinguished: TIM and DTIM, Adier a DTIM, the AF shall send oot the biff-

ered brosdeasimaithcas) MSDUS waisg permal frame tramsmission roles, befoes imnsmitiing any omicast
frames.

Oomynglt £ 15657 [EEE. Al rights raasnad 9
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The AP shall transmit a TIM will every bewcon, Every DTIMPeried, o TIM of type “DTIM™ b brandmailbed
within a bescoa, Tather than en ordanary TIM.

Figuie 67 illourstes the AP snd 5TA sctiviey aider e assumption that o DTIM is transmitied otee every
three TIMs. The fop line in Figune 67 represests the tme ax, with the beacon interval shown mpgether with
a LATIM Inserval of thres begcon intermla: The sscoad line deplcts AF activity, The AP schedules beacoms
Tor tramsmiliaion avery beacon (moerval, bul the beasons may be delgyed i thert iS5 traffic al the TBTT. Ths is
imdicated & *busy mediom” on e second lise. Por the purpases of this figure, the importani fsct sbout bea-
coms is that they contnin TIMs, some of wihich may be DTIMMs. Note that the second ETA with
FeceivelTIMs set io fnlse does not power ap its recemver for il DTIMe

The third wed foarth limes in Figere 67 depict the actvity of two 5ThAs operating with different power man-
agement requitemnents, Both STAs power-on their teceivers whenever they need na lisien for o TIM, This is
indicaved bn &8 o remgp-upof the receiver power praor to e TATT. The first STA, for exsmple, poniers up il
reoeiver and recsives a TIM im the first beacon; that TIM indicates the presence of a buffersd MSTHD for the
recaiving STA The recerving STA then geaerales a P5-Podl frame, which elicits the transmission of the bt
ered data MEDL from the AP Broadoest emd multicast MSTHFs are sent by the AP subssquest o the mans-

mlssicen o & bescon contenbeg o DTIM. The DTIM E indicated by the DTN connt field of the TIM elemen
h‘.'."li'iI'IEJ. vilue ol €1,

|pﬂ I 1 I !
| P& Smten I:..d’.h‘i_.pw.l-.‘lil | | I

Examgin; DTIN & avery 3 TIM islerals

Figure 67—Infrastructure power mansgement operafion (ne PCF operating)
11.21.4 AP cperation during the contention perod

APy chall mmintain o Power Maisgement afus for each ciirrently asosisted STA the Indbcares in which
Power Monngement made the STA b carendly opemting. An AF shall. deperdling on e Power Manage-
ment mode of the STA, temporarily bufier the MSDU or management frame destised 0 the STA, Mo
MSDUs or mpsapement frames recsived for STAs operating In the Acfive mode shall be buffered for power
MRNAEETERE FERSDRS,

nl MDA or mamagement fames destined for PS STAs, shall be temparaily buffered In tha AP, Tha
algorithm to menape this beffenng is beyond the scope of thas standand.

bl WIS, o managessent frimes dedtined fog STAS inthe Active meode, shall be direcily transmitted,

130 Cepryripht © 1357 IFEF, All righls rairvad.
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Al #very beacon interval, the AP shall assemble the partial virtoal bibmap nunlnimng the huffer sianes
per destination for $TaAs in e PS5 mode, and shall send chis oo bnothe TE figld of the Teacan. The
it for AID O (zers) shall be set whenever brasdoast o multicost iraffic ia bufferd.

Alil hpvadeastimabticast MSDL, wich the Ovder bit i the Frame Controd figld clear, shall he buff
cil i amy assocised STAs o in 'S mods,

Immedisely afver every DTIM, the AF shall rarsandt all buffered broadcastimulticast MSIU, The
idoes Dsta Gekd of each broadeastmulbcast Frame shall be soi to indicale the presence of larher
buffered hroadeasu' mudticas) MSEATs, IF the AF (s mabie 10 isnsmin ali of te buffersd] broadeasy’
rmulticast MSDUs beforg the THTT following the DTIM, the AF shall indicae than b will cominue
in deliver the broadessi/muliicasy MSDUs by setng the breadcastimulticat it in the partiol virtual
batmmip of the TIM elerenl of every Bescon freme, ontil all buffered broadosst/malsicast fearnes
lave beeo irnnsmitied.

4 simphe buffesed MEIVL oo managemest frame for 2 STA in the PS mode shall be foevarded so the
ATA after 2 P5-Poll bas been necgived from that STA. The More Datn Seld shall be set s indicate the
jezemce of fisther baffered MST¥Us or monagemesrs framss for the polling 5TA. Punher P5-Poll
Trmmes fram the same STA shall be scknowledged and fgmorsd umil ke MBDU ar menagemcnd
frame hae sither been secssafully delisvered, or presusned filed dus % moximum retries being
exceaded. This prevents & retried PE-Pall from being treated s a new request io deliver § buffemsd
frame.

An AP shall heve an aging function g delete pending tmffic when it is buffered for an excessive time
oriod.

Whenever an AP is informed that a 5TA changes 1o the Active mode, then the AP ghall semil baffersd
MEDLs and mampgement frames (If any exist) s vhm STA widous weiting Tor « PS-Fall,

11.2.1.5 AP oparation during the CFP

ABs shall maistain a Power Management slafus Tor each currently associated CF-Pollahle STA that indicases
io which Posver Manapement mode the 5TA is cumestly aperating. An AP shall, for 5TAs in P5 mode, em-
peraniy bafier the MSDU destined to the STA

a}

ki
€l

dy

£)

MEDLT: destined for PS 5TAs shall be icmpotarily bufered in e AF The alporithie 1o manage this
baffering is beyond e scape of this sndard,

MEDs destined 0 5TAS bnfhe Active minde shall be transmined @ defined bn Clase 9,

Frior 1o every CFF, and ol eash beacon interval withis tBe CFR, the AP shall swemble the panial vie-
tual bstmeap comtaindng the baffer stab per destinatzan for STAs in the PS5 mode, set the bies i the
pariind viriunl bitmap for STAs the polst coordinaos (PC) is inending o poll during this CFF, sed
shall send this o in the TBA held of the TDTIM. The it for AID © {2e0o) shall be sel whesever
broadonst or momlticest traffic is baffered,

Al broadeast and malisas MEDHIE, with ke Order bic Ie the Frame Conrol fiok] cleas, slall be
budfered 1F any nesociaied STA are in the PS mode, whether or nol those §TAx 2re CE-Pollable.
Immediately after every DTTH (Bescon finme with DTIM Count field of fhe TIM element equal o
gefior, the AP shall cransmit all boflered broadzass and multcas frames. The Mo Dinta feld shall b=
sl o indicas the presetce of forther buflered broadeast/mulbess MSDUS, If the AP i unable o
ranimil &1l of the bulferad brosdcast'muliicast MSDTH belore the TBTT [ollowing the DTN, the
AF ghall imlicase that it willl continee 1o deliver the hromlcastfmalipcas MEDAT by actting the
bromdcasfmuticast bit in the paniial sinti=l bitmap of the TIM chement of every Beacoa frame. uatil
all baffered Brosdcastimubicast frames bave been mansmiited.

Butfered M55 or monngemen: frames for 5TAs in the PS mede shall be forwended 1o the CF-Pol-
kbl STos under conmal of the PC. Tramsnissioa of these huffered MEDL s ar management frames
shisll begin bnsnediabely after transnision of buffersd broadcas and multicass frames (1f any), and
stiall sccur i order by ipcressiag AID of CP-Pollable STAs. & CP-Pollable 5TA for which the TIM
element of the mosl recent beacan mdizabed uffersd BASTILS or managomses frames shall e in the
Awaice state o least untidl the receipt of a ditected frame from the AP in which the Frams Contool
field does no indicale the existence of more buffered MSDUE or management Fames. Adier
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hj

nckpowledging the las of the bufersd MESTHUE or manspement frmes, the CF-Pallable ST ogHrat-
ing in the PS5 mads may ewter the Does state @il the neot DTIM & expected,

An Al shall have @ aging funcion io delere pending traffic bufferad for an excessive time peried.
The exnct specificatina ot the aging function is bevond the soope of this standard.
Whenover 2n AT detects that o CP-T'odlable 3TA has changed froms the PS mode o the Acibve mode,
then the AF shall quese aay buffored fames addrossed 1o that STA for transmaissioa to bt CF-Pol-
Inhle STA as directed by the AP's PC fiincinn (PCF}

11.21.6 Reaceive oparation for 5TAs in PS5 mode during the contention parod

5TAs in PS5 mode ghall aperate as [ollves o meeive an MSDU o masgganent rame from ibe AT when oo
PC iz operating and dusing the contention perod when @ PC s operating.

Al

L

]

i

)

5TAs shall wake ap corly enough 1o be #ble 1o receive the pext scheduled beacon afier Listenlerval
fremn the last TRTT

When o STA detects that the bl coresponding o s AID §s set in e TIM, e STA shell issos o FS-
Paall i pestrnerce dhe buflered MSDLT or management frasme. I awee fan ose hil 12 261 0 the T, the
PS:Pull shall be trmsmitted after o random delay ansformly distribated betwesn zemo and a0 Wmin
The 5TA shall remain in the Amake stale antil @ reccives the msponse to i poll, or it receives
amother beacon whaose TIM isdbzates that the AP dogs nog bave any MEDUs or management frames
buffered for this STA. IF the bit comegponding bo the STA AID is =2t in (ke shsegeent TIM, the
STA shall izzoe another P5-Pall o retrisve the biffered M3 or management frames{s).

If the More Dain field in ihe received MEDL or monagement frame indcses ihat moee traffic G
that 5TA is affersd, the STA, & ity comvenience, shall Poll antil no more M3 or menagereni
Prames are buffered far that STA

When Receive DTN is trus, iho STA shall wake up carly cmeyph b be sbie o ecelve every DT
A BThA receiving broadvastfmulimsd METAE shall resaan gwvalke wilil dhe More Diata field of the
beadeasfmubticas MEDOLs nfcase there nre oo Amhber buffered brosdcasttmulicass MSTH s o
umtil & TEM &8 received indicaling there are no more baffersd bmadoast/omlticast ME0US.

112.1.7 Reseive operation for 3TAS in PS mode during the CFP

STAz in PS mode thit sre associnted as CF Pollable shall operate as fullows In & BSS with aa sative PC i
recelve MSDE s ar managsment fmmes fom e AP during e CFF:

)

k)

cl

il

52

STAs shall enter the Awake ais 50 a8 W wesive the Beaeom fnne (wlech costaine o DTIM) at ibe
mart of eqch CFR.

To reccive brosdossifmuliicast MEDU, the STA chall wake up early encagh o be able to receive
every [FTTM thar may be sent daring the CFP. A STA receiving broadcast/multicsst MSDUE shall
remisin awnke il the Mone Duea fleld of the breadeastimalticast MEDUs indicate there are no fur-
thir buffered broadeass’multicast MSDUs or umil 4 TIM |8 recelved indicating there are no mare
bruffiecnd broadcastmulticast MSDUs buffened

When a 5TA detects that the Bl oomespoading 1o lis ATD is sex in the DTIM at ibe start of the CFF
(o i sEscguenl TR during the OFF, tho STA shall romaln b che Ak st for al lest i
purtive of he PP through the time thal the 8TA reesives a dicecied MEDU or managemont Frame
fratm ihe AP with the Moee Dars Rald i the Frame Controd feld indicating that no Ml eafiic b
b ffezred,

If the More Data fedd in the Frame Conorod field of the Last META or management frame received
Frommn the AP indicates that mare raffle for the STA is buffered, then, when the CFF ends, the STA
Iy eemain in she Awake st aed st FS-Poll frumes during the contention perod to regeest
the defivery of sdditicanl baffered MSDU or management {rames, or may enter the Doze state dur-
ing the contention perind fexcept at THTTS for DTIMs expected during the conention period),
awiliing the siart of the nexi CFR
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11.2.1.8 5TAs operating In the Active mode

A STA operating in this mode shall have ils receiver activated contimmushy; it does nol reed io interpret the
irnffic anaouncement part of the beacoms.

11.2.1.9 AP aging function

The AP shall have dn aging functiva to delete baffersd traffic when it bae heen buffersd for en excessive
penioad of time. Thii functon shall be based on the alisteninterval of the STA for which the mraffic is buf-
gred, The AP aging fusction shall eot couse the bufferad traffic to be descarded efter any period that |s shorer
than the alisienlniérval of the STA for which the triffic is buffered, The exact specification of e aging
Functian is beyond fhe scope of ks sandand,

11.2.2 Power mmuam&nl inan B33
Thiz sabelamse specifics the power mansgament machanism for sse within on IHSS,
11.2.2.1 Basic approach

The basic approsch is similar o dw infrastructore cése in that the STAs are ayachronbeed, and multicas
M5OI and those MEDU: that dare o b rangmatied o a power-corserving STA are Bt annibonced daring
o pericid when all 5TAs ore awake. The announcement i& dome via an al hoo raffic indicalion messaps
(ATIM). A STA im the PS mode shall listen for these sanoumcemenis s determine if i peeds g remadn n U
ks alale

When an MSDU is o be transmitied to o destnation 5TA thal is i 2 PS mode, the imancmitbing 5TA firs)
transmits an ATTM frame during the ATIM Windpw, in which all the STAL inchiding those operating ina P
miode are awzke The ATIM Window is delmed s a specific period af bme, defined by aATIM Window, ful-
lowing a TBTT. during which only heatan ar ATTM frames shall be ransmitled. ATTM mansmison limos
are randomized, afier o Beacon frme is sither rassmotted o recedved by the STA, using ibe backol¥ proces-
dure with the contention aindow equal to aCWminz., Directed ATIMs shall be ackaiwledgnl. IT 0 5TA
trepsmyitting & directed ATIM docs mod roceive an aoknowlodgment. the 5TA shall execute the backoff proce-
duore for retrarsmdssiom of the ATIM. Muolticast ATTM: shall sot be acknowdedged

Il o STA receives & dicscted ATIM (rams doring the ATIM Windoa, i chall ackneadedge the disocied XTTM
and siay awake for the sntire hepcon inferval waiting for the announced MSDANE) to be received. Tf a 5TA
does not recelve an ATIM, it may enter the Doee stane af the end of the ATIM Window, Trassmissinns of
MEDLs annoanced by ATIME dre randomized after the ATIM Wisdow, using the heckoff peocsdurs
described in Clause 9,

Tt is possible ther an ATTM may be recernd from mors than ane STA, e that & 5TA thin reseives an ATIM
may receive mire than o single MEDL from the trencmitting STA. ATIM frames are only sddtessed to dhe
destination STA of tho MEDAL

A ATIM Tor & broadeast of inlifcast MBI shall have a destination addness ideztical bo that of {he MSDL,

After the ATIM imterval, only thase directed MSDUe that Bave been successtally amnoanced with an
acknowiedped ATIM, and beoadcastmuliees MSDUS thar have béen ansounced with an ATIM, shall be
iransmbind 30 STAs In tha PR moda, Tronamisgion of theee fransee chall B deme usdng the asemal DicF
nocess Pt

Figure 68 illastmtes the basic power-save operation.
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Figure 68—Power management in an IBSS—Rasic aperation

The estimated power-saving state of snother STA moy be based oo the power managemess informetion
transmitted by that STA and on additicnal infermatben available lecilly, soeh as & histors of fallsd transmis-
shon aktemipis, The use of BTSCTS imam (BSS may reduece the number of irnsmisions oo ST that 5 in
PS5 modde, 11 ap KBTS 2 sent gad o CT5 i3 not recedved, the trarsmdiing STA mby assame that tlwe destinatbon
FTA s in P5 moede, The methosd of estimasing fhe poses monppement st of olier 5TAs o ke TRES is our-

sl e seope af ek stanilbanl

Power-Saving State

11.2.2.2 Initialization of power managemant within an |1B55

The following procedurs shall be used w mitialioe power manapement within a mew TBSS, or o leam aboui

the prwer manngement being wsed within an exasting 1B55

&1 A CSTA joising an existiag IH5S by the proceduss ia 11,1353 shall update its ATIM Windew with the
wnlue conmined im the ATTM Window feld of e TESS Parmmeter Set element within the Beaoon or

Probe Besponse mannagemsend frame recemved during the scan procedure

By A STA cresting a now [BES by the procsdure in 11.1.3.3 shall ser the vakae of the ATTM Window
field of the TRES Paamsier Sei clemest within e Bescon manugement frames rratamited m the

wakes of [t ATIM Window

¢l The start of the ATIM Wisdow shall be the THTT. defined bn 10,122 The end of the ATTM Window

ehall be defined ax

TEF rimer MK Beaconlnterval = ATIMWindow

124
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d)  The ATIM Wandene perbod shall ba statie durleg te lifetme of e [BSS,
=) An ATTM Window valee of 2em shall indicaie that power managemeant is nog in use within the TESS.

11.2.2.3 STA power state transillons

A STA may enter PS modes 1f and cely 1f the valug of the ATIM Window m use within the [B55 |5 greatar
then 2era. A STA shall 52 ke Power Managemest ssbliek! in the Frame Conteol ekl of MSDUS dea i
lranamils acording 1o the procedure in 7,15 1T

A ST i PE made chiadl tansition between Sowale and Doge stes socording 1o the follmwing rules:

&) e STA is opernting in PS mode. it shall emter dhe Avake stafe prioe to each TBTT.

hj  IMa 5TA receives & diected ATE management frame comtaining its badividual address, or a mals-
cast ATIM manapement rame during the ATIM Window it dhall remain in the Awake siste wniil the
end af the rext ATIM Window.

&) Ifa STA traasomils a Beacon of an ATEW management Irame, il thall remakn in the Awake sstc uniil the
end of the next ATIM Window regurdiess of whether an acknewiedgment s received for the ATTM,

dp B the STA b oot tansmisied on ATIM and $0es not recsive either o disecied ATTN mansgement
Frame containing s mdividual addcss, or 2 muliices ATIM mansgemeni frame dering the ATIM
Window, it may reters (o the Doee staete fallowing the end of the current ATTM Window,

11.2.2.4 ATIM and frame ransmission

If pavwer masagemert is in we wathin an [BSS, all STAs shall buffer BSTUs for STAs that are kndeen 10 ba
i P mode. The algaritbm ased for ghe calimation of the poswer management sime of ST within the [RSS
1% outsile the scope af his standand. MSDUS g 5TAS in ASlve side may be seel at any valid tme,

a] Followiag ihe receplion or ransmission of the beacon, during ik ATIM Window, the STA shall
gl & e ped ATIM masagement frome o each 5TA for which it has ane or meore buffered ani:
cast MSTILE, Bf the S5TA has ans of meare bdfemd musdtieas MEDe, wich the Sericily Criered bl
clear, it shall transimil &= appropristely addressed smbticast ATIM feame. A STA rassinsiling &n
ATTM management frame shall nermuin awake for the enlire current beacoa interval

by ALl 5TAs shall use (b backoll peceedure delissd in 9.2.5.2 for transmissbon of che fless ATIM fiol-
owing the beacon. All remaining AT ahall be mnembned vaing e conventioaal DCF apces
procedure.

c]  ATIM manspgement frames shall only be transmifisd daring the ATIM Wikdow.

d) A ZTA shall transmif oo frame types other than TS, CTS. and ACE Conieod rames and Beacon aed
ATIM managemend frumes daring the ATIM Wissdow

e]  Direcesd ATIM managememst frames skall be acknomledged. I oo sckmewledgment is werived, the
ATTM shall ke retransmitted using the coaveationall DCF pccess procedere. Multicast ATIB man-
ageanent framies shall not be seknowdedged.

M M a 5TA is analde 1o trasamil o ATIM dusing e ATIM Window, for exomple due @3 contention
with other STAs, e S5TA chall retn the buffered MSDU{s) and actempt o tramemit the ATIM dur-
ing the neact ATIM Window,

gl Immedintely following the ATIM Window, & STA shall bogin ranstnission of huffered bropdeast!
mualicast fmmes fir which an ATIM wat previoasly trontrmitied. Followang the wassmission of ansy
brosdeasmulsicas) frames, sny MSDUs and monagement frames addressed o 5TAs foc which an
mcknoadodgment for u previoudly ransmired ATIM frame wis recefved shall be oraramimed. Al
EToae sball e the hackofi procedame defined in 9025, 2 for runsmission of the first frame following
the ATIM Window, All renaaining frasses shall be tansmised using the canventional DCF acoess

proecedure.
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h) A boffered MEDA miy be pransmiiied esing fragmentation, 11 an MSTILT bas been partially iramsmir-
ik when the nexi besson frame 15 senl, the STA shall retain the beffered MEDU and asncumce the
remnaining frapments by trammgling as ATIM diring the next ATIM Window.

i} N an 5TA ks umsble 1o ransmin 8 buffersd MEDA! dering the beacon interval in which it was
announced, for example dios to comention with oiher STAs, the 5TA shall resain the buffered MSBU
and amnounce the MSDIL again by wancmditing se ATIM daring the next ATIM Wind e,

1y Following ke transmission of all buffered MEDLU: & 8TA may transmit MSTARs sithout annoonce-
msen 0o 5TAS that are knosam i be i the Awake s for the cument bescon iereal due i an appro-
pikals ATIM mmageaien of Beacon freme having been wansmingd or received,

ki A STA may discard frames buffered for Later transmission so power-saving STAs if the 5TA deter-
maiea sl the Frame s been baffered for sn excessive amount of tive or I other conditicns nber-
nal e the 8TA implementation make it desimble to discamd baffered fromes {for example, buffer
semrvation . In no ease shall 2 frume be discardsd thae bins been buffered for loes shan 2B esconPeriod
The algoriihm v manage his baffering is bevond the scope of this standasd.

11.3 Association and reassociation
Thils subclasse defines o 0 STA associotes sad reasociabe with on AR
11.3.1 5TA associstion procedures

Up-uh ke receipt af an HLHE-AML'ITE-I‘EFI. u STA ﬂ'nﬂ'l- nswocimte with un AP vm the fallnwing
procedumne:

a)  The STA shabl iansmit an associatian sequest 1o wan AP with which that STA is authenticated.

b) I an Associaton Response frame s recoived with & stame value of “successiul)” e STA Is now
asdockated with the AP and tbe BMLME shall Bsee an MEME-ASSOCIATE confirm indscating the
suctessful somplebica of the aparatitn.

cd  If an Assoclarion Besponse frome b received withssaims value other than “spccessful” or e Ass-
cialoFulurdTiamwoul sxpires, the STA is pol ssiocimed with tbe AP and the MLME shall jssie an
MLME-ASSOCIATE confirm indicating the failore of the opemation.

11.2.2 AP pssociation proceduros
Am AP whall nperaie as folldus fnonder 0 wpport the aseocistion of ST
2 Whenever an Assockalon Foguest frame & meceived from o STA and the STA is outhenticated, e

AP shall tranunitan assecialion responge wilh & slates code = defined in 7.3,1.9, 1f the sl value
i% “sucrossfil,” the Association [0 assigned 1o the ST shall be includsd in the response, Tf the ST
i5 not aathenticated, the AP shall tansmit a Deauthentication frame 1o the STA.

B} When the assockation respemae with a stagas vabue of “seccessfal” i acknowlediped by the STA, the
STA is comsiclerad o be associaned with this AP

¢} The AF shall inform the distriborion syscem (125) of the: pesnctation and the MLME shall fsspe an
ML ML ASSTCIATE imdi citian.
11.3.3 8TA reassociation proceduras

Upos receipt al on MLME-REASSOCTATE request, 5 5TA shall resssociate with an AP wis the following
pracedure;

a)  The 5TA shall transmit o Renssociotion Request frams (o an AP
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b

c)

I a Resssociation Response fame B received with a sinhus vallee of “seccessful,” the STA is aow
aisocinted with the AP and the MLME shall ssoe an MLME-REASSOCIATE comfirm indscating
the successful completion of the operation.

If 0 Ressociation Response frame is received with 2 satus valoe uther than “successful” or the
HBeassoclateFalkireTimeonl expines, the 5TA is ot associaisd with te AP asd the MLBME zhall
lzaue na MLME-REASSOCTATE confirm indicating the failune of the operation.

11.3.4 AP reassociation procedures

An AP shall operate as fallows inarder i sopport the resencintion of 5TAs

)

b

cl

Whenever a Renssocintion Regques: frame is received from o 5TA and tee 5TA is suthenibeasted, the
AP shall mansmit a resssoc labom response with o st value ag dedfioed bn 7,3, 1,%. IF the smamus value
is “auscenelul” the Assecation [ aisigned b the STA shall be inclidsd in ihe respanse, If the 5TA
8 ned Authemisansd, the AP sial| rraasimin a Deaurhenticawnm frame o the 5TA.

When the reasociation respose with 1 seais value of “successful” B acknowledged by the STA,
the 5TA is considerad i be nssacinted with this AP

The AP shall {nform the D% of the reassocistion and the MLME shall bssue an MLME-REASSOCE-
ATEindicamon

11.4 Management informaticn baze {MIB) definitions

The description of te MU in this sobclease defings the functeon of the vanmes mansped objects, atiribstes,
aciions, and notificaisons. The ASN. 1 encading of te MIE is presested m Annex D In case of disceepancy
teetwemn the definitbon in this subclouse and that in Aane B, the definition in o asnex shall ke precodence.

11.4.1 MIB summary

The follewing sammarzes the TEEE 80211 MIB, Each greap, sterbute, action and nidificstion i lsled,
This sisrmmury i For information parposes onky. If any srros exisd, the formal defnitions bave precedence,

11.4.1.1 5TA managamant attribules

11.4.1.1.1 agStationConfiggrp

aSfatbonill,
nhdediumOocupancylimal,
sCFPallable,
aAuthentication Type,
nAuthenticstionAlgorichms
#CFPPerivd,

o FPlas Disution,
afmthenticationFes ponwTiiseoul,
uWEFIndecrvptableCount,
aFeceiveTINS;

11.4.1.1.2 agPrivacygrp

uPriun-::,.{]ﬁILuI'.mp}rmcnmL
pPrivecyTrvoked,
AWEPDelfauliBoy s,
aWEFDefauhi#eyIDL

WWEPKeyMappings
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aWEPKzyMappingLengrh,
aBEscludeUnererypied,
nWEPICYErmor{ound,
o'W EFExcloded Count:

11.4.1.2 MAL attribubes
11.4.1.4.% agOporationgrp

M AT Adiclress,
alimupdaldnzescs,

aR TS Threshobd,
nShortReiryLimit,
nLosgRetryLimii,
nFragmentationThreshald,
ablax Trapsmaihd SO e time,
nbdnxReceivelifetime.
aManaficrorerily,

aProducilly

11.4.1.2.2 agCountersgrp

aTransmitedFragmearConnt,
abdulibcas Transmined FrameCourl,
nFai e Cound,

aResviCount,

bt eRetry i,
aFrameDuplicricUount,
nETESuccessCount,

AR TS B luacCioun,

aACK FallureCounL,
aRceaivedFragimesiCaoume,
aMutlicasiBecebved Prume Coant,
BFCEEmorCount,

11.4.1.3 Resource TypelD Allribules
11.4.1.3.7 Mot grouped

akesouee Typelliame,
alesourcednlo;

11.4.1.4 Notifications
114141 SMT notifications

nlisazsaise
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11.4.2 Managed object class templates
11.4.2.1 SMT object class
11.4.2.1.1 GSMT

SMT MANAGED ORIBCT CLASS

DERIVED FROM “SOVEC 10165-2" 4o,

CHARACTERIZED BY

P5MI Thase PACKAGE
BEHAYIOLR
Sk Thawe BEHAVIOUR

DEFINID A% “The SMT phjsct class providss the necessary support af the STA i manage
the proocases in the STA such that the STA may woek cooperatively as a part of an [EEE
B2 1T nelwor.™;

ATTRIDUTES
aStabonlly GET,
aAuhentications | pomilims GET,
afmhenticationType GET-REPLALE,
aPriva vOptioalmpiemented OET,
aMzdiumccupancyLimiz GET-REPLACE,
aCFPollabie GET.
al TP Period GET-REPLACE,
s PPl Durstion GET-REFLACE,
aAuthenicatonBesponse Tameout GET-REFLACE
aRfccive N TTM s OET-REPLACE;

ATTRIBUTE GROLPE
ug StationCorfiggrp,
agPrivany g,

MOTIFRCATIONS
nlMspssoaiste;

COMDITIONAL PACK SGES
pSEMTPrivecy PRESENT [F WEP Supporied
BEHAVIOUR
hEMTFrivacy BEHAVIOUR

DEFIMED AS “The SMTPrivacy peckege b i st ol andbaics teal shall be prescst il WEP
it implemosted i the 5TA."

ATTRIBUTES
aPrivacyInvoked GET-REPLACE,
uWEPDefaliKeys REPLACE,
o'W EPDelsa i e 113 CIET-REFLACE,
AW EF ey bagpings REFLACE,
aWEPKeyMappingLength GET,
nExehadel nenerypred GET-REFLACE.
dWEPICYErmaxcCoul GET-REFLACE,
oW EPExchadedaunt GET,
oWEFPUndecrypeableCount GET;
REGISTERED AS | i=of 1) member-body(2) us{EH) leecB0ddoi 110 10036 SMTL );
11.4.2.2 MAC object ciass
11.4.2.2.1 oMAC

MALC MANAGED ORMECT CLASS
DERIVED FRUM “ISOEC 101652730,
CHARACTERIZED BY
pRAAChEse PACEAGE
BEHAVIOLUR
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BMLAChme BEHAVIOUER
DEFIMNED AR “The MAC ohject class provides the seecssary support for the sctess con-
tm, geseration, and verification of fraae check sequences, and proper delivery of valsd
daaby bis upper layers

ATTRIBLITES

aMAC Address GET,
aliroupfddrasses GET-REMLACE,
alransmitiedFragmentCouni GOET-REFLACE,
abfulticas i TramsmkaiBramaCoant GET-REFLACE,
alailedomm GET-REFLACE,
aReceived FragmeneCount GET-REFLACE,
abdulrici R eceived FrameCons GET-REPLACE,
aFC S ErranCoont GET-REPLACE.
aRTEThreskald UET-REMLACE,
a5 homBetryLimid GET-REFLACE,
elangRetryLimit GET-REFLACE
cFragmentation Thresheld GET-REPLACE,
s Transamath SO UL iistvne OET-REFLACE,
shdaxRecervalifetime GET-REFLACE,
evimnuzinciurerdd GIET,

s roduAiD OET;

ATTEIEUTE GROLTFS
sgliperatiangrp,
apCourteragrp
CONMMMTIONAL PACEAGES
pMACStatistics PRESENT IF Sugported
HEHAVIOLIR

M ACSmbisties BEHAVIOLUR
DEFIMED A% “The MACSsEe: package provides exiended statistical information on

the operation of the MaC”
ATTRIBUFTES

ab ety Uount GET-REPLACE,
ablalipleearyCoun) GHET-REPLACE,
AR T3SuccressCount GET-REFLACE,
AR T FallureCount GET-REPLACE,
aACKFailereCounl GET-REPLACE,
n]ﬁhh::‘l‘!r-.:rliy.m.;ﬂmuu GJET-REFLACE;

RECISTERETY A8 | ol b member-bodyi2 ) esrHa00 beseBO2dar 1 50 1034 MACI2 b
11.4.2.3 Rescurce fype oblect class
11.4.2.3.1 sRessureaTypelD

Resoares Typell MANAGED OBIECT CLASS
DERIVEL FROM IEEERR CummanDetiniibms oResourceTy pelld;

CHARACTERIZED BY
pResvurce TypelD FACKAGE
ATTRIBLITES
aRermeceTypel DM ene GET,
sPesppcelndo AET;

REGISTERED AS [ iscfl} memher-body(2) ne{ 8400 feaa®02dar 1 10100361 Besourve TypelDT) |;
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11.4.3 Attribute group templates
11.4.3.1 5TA management attribute group templates

11.4.3.1.1 agStationConfiggrp

SutknnConliggp ATTRIBUTE GROUP
GROUP ELEMENTS
eSepdionll,
el ediumecuparcy Limiz,
VCFPalkalile,
sAuthemicatlonType,
aduthentiontionAlgomtbme,
AP Permod,
aCFPMuoxDiration,
pAutEnicaripeResponss Timeou,
EWEFUndecrppdobleCount
wReceivellTIM:;
REGISTERED A5 [ daol 1) member-body| 2 nsH40) Tessf02dod | 0{I00GE) SMTT1) amribuseCeraupL)
SatenCondiggpd 1) |

11.4.3.1.2 agPrivacygrp

Privacypp ATTRIABUTE GROUP
GROUP ELEMENTS
aPrvacylnvoked,
AWEPDetauliKeys,
1WEPDelaul eI,
sExclpdelinencrypied,
WEFICYEmanCoani,
AW EPExchalalCaint,
REGISTERED AS | isol( 1) member-body{ 2} usB0) isceB02dot | 1{ 10006) SMT 1) anribuseGroupd £
Privacysmpi®) }o

11.4.3.2 MAG attribute group templates
11.4.3.2.1 agOperationgrp

Opermionpmp ATTRIBLITE GROLUG
GROUP ELEMENTS

A C Address,

sCiroupuhddresses,

witoriBetry Limt,

sLaongBetryLimit,

aFragmenmtionThreshold,

ahdax Tramsmitb S0V Liletime,

ahlax Recevelifetime,

ENGanulac ey,

aPeesduciily,
REGIETERED AS [ 300 11 maember-hodpl 20 v B8 ieee Bl ol 11 1MET WLACE) anribEelroup$
Oiperatioagrp1) |5

11.4,2.2.2 agCountersgrp

Coomiersgrp ATTRIBELUTE GROU®
GROUP ELEMENTS
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aTrananitedFragmentiCoanl,
ahliolcicast Trammi nedFramsCount,
aFaled Cesant.
aRearyCousd,
ablultipleRearyCouar,
aRTESacceasCouni,
all TS PallareC oot
aACEFniureConnt,
aFrameDyeplicateCoant,
aReceived FragmeniCoenl,
aMulcostRo:civedFraancTCount,
aPCSErrorConmi;
REGISTERED AS [ iz 1) member-hode (21 sS40 beceA0dor 1 1 16} MACKH mtmihetetGroup{E)
Comintersgrp(2) |,

11.4.4 Attribute templates
11.4.4.1 SMT altribule tomplates
11.4.4.1.1 aStationdD

Swfion]D ATTRIRUTE
DERIVED FROM
IEBERIZ Commonbefiminns, MAC Address;
BEHAVIOUR DEFIMES A%
*Thig atirihue is o velue tho bas the foom of n MAC address. Tt b5 used for mamagesment purposes anly
i ellow an exierral maragement sty b umgisly (deify a STA”
RECASTERED AR
{ iwal | | member-Body(2) es{B40) irecil2dat] 1{10036) SMTY1) aitribue(7) StationTDX 1) J;

11.4.4.1.2 nAuthentficationAlgorithms

Mipthenticanond lgerithms ATTRIRLITH
WITH AFFROFRIATE 5YNTAX
sel-0f inbeger,
BEHAVIOUE DEFINED AS )
“This anribue sall ke a sotof all the wnthendoation a],g'l;l'llhm supporied by the STAs. The following
are the defaut] wakses and ibo aseocinted algocithin
Waloe = [ Oper Syslem
Wiloe = 2: Shamed Key™;
REGISTERED AN
| ‘igal 1] eember-Soddy U2 usl A0 isaeBEdat] 11 10AS) ST s attribate] T}
AuthentiostionAlgocithmes(2) };

11.4.4.1.3 aPrivecyCrptionimplementsd

PriveevOptioalmplanentsd ATTRIBUTE

WITH AFFREOPRIATE 5TYNTAX
hoalian;

AEHAWIOUR DEFINED AR
*““When this atiribute is true, it shall indicate that the IEEE £32.11 WEP opion is Emplemenied. The de-
fault valize of this attriboie shall be fale,"™

REGISTERED AN
| ino U member-body (25 us(B0) feeedldoad 110056 SMTY ) mirdbuneT)
PrivocyOpinnimplessnted(3) 1;
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11.4.4.1.4 afuthenticationType

Apthentication Type ATTRIBUTE

WITH AFPFEOFPRIATE SYNTAX
s01 of inseger;

BEHAVIOUE DERNED AS
“This atteitnite shall Indlcate fae satbentication slgerithens acospltabls 8o dthe STA dering ihe authentics-
tiom sequence. The value al this afribuie shall be selected from the e in the aAuibenticationAlgorihms
mitritmiz. The default wnloe of this atribabe shall be {1]1.7;

REGISTERED AS
| s 1 ekl 25 el R0 fesaB2don | B EOURS] SBTT) sdirabune 75 Aulbeaticatzon Type(4) |

11.4.4.1.5 aPrivacylnvoked

Privacylnvoke ATTHIBUTE
WITH APFREOFRIATE SYNTAX
Tmalean:
BEHAVIOUR DEFINED AS
“When this strdhuse is moe, it shall indicage that the [EEE $02. 1] WEF mecharism is used for sransmit-
ting frames of rype Dam, The defaalt valoe of thiz stndate ghall b falae ™
REGISTERED AS
[ (0] mncmbor-body 25 osl840) jeecR0R0bot | 1{ 10036} SMT(1 ) st 71 PrivecyInvwokad(5) |

11.4.0.1.8 sWEPDefaulilays

1:.|-I'£F.I:ﬂl"l‘ﬁEl:':FC-I!IﬁI ATTRIBUTE

WITH AFPROFRIATE SYNTAX
sed of DefadiWEPKey 1ype;

BEMAY YR DEFTMED 85
*This ottribuse shall cankain tho four defeult WEP secrel bey viboes coresponding (o the fear pos-
tihle g WEPDefml|tKeyID valuex The defoult value of each of the ke=vs in this atribate skall be
nudl'™

REGISTERED AS
| Izl 1) member-body(F) us{B40 ieeeB02 001 1{ 100346} SMTI1) atrributs(7) WEPDefaulKeys(8] };

11.4.4.1.7 a\WEPDetauli ey D

WEPDefauli ATTRIBUTE

WITH APPROFRIATE SYRTAX
inleper;

BEHAVIOLUER DEFINED A5
TR aitribale sbull imlicore the use of the fes, secoad, thinl, or fourih element of the
aDwCnliWEPEey armay when st o values of gere, ong, tan, or three. The defeuli valee of tias
attribuie shall be sere.'™;

BEGISTERELD &5
[ s 1) meermiberbody( 20 us{ER0 doeo BO2dot | 3 1003 SHTO D atmbute™) WEMDelnul KesTIXT) |

11.4.4.1.8 aWEPKeyMappings

WEPHeyMupping ATTRIBUTE
WITH AFFROPRIATE SYNTAX
st oof ordened inples of iype | MAC mbilnss, biaalzan, defallWEPRey 1yqe ki
BEHAVIOUR DEFIMED AS
“Eee B 3.7 for detaibad hehaviour.™,
HEGISTERED A5
[ ol 1 emember-bods (23 us3400 beosB2ded] 1 10036: SMTYL Y attribute(7) WEPKeyMappings(®) ]|
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11,4.4.1.9 AWEPKeyMappingLength

WEFKeyMapping ATTRIBUTE
WITH APPROPRIATE SYNTAX

inssger,
BEL-I.';‘-’IEI:I.“EHDEEIHED A8
“The maximum number of fuples that s WEFEeyMappings cun hold";
REGISTEREL A5
 isof 1) member-body(2) ps{RAD) seeeBil2dct | 110036} SMT]1) attrsbuie]7)
WEFKey Muppirg Lengih(%) |,

11.4.4.1,10 aExcludelinancry pied

Excladelnencrypiod ATTRIBUTE

WITH APPROPRIATE SYNTAX
Dosalean,

BEHAVIOLUR DEFINED AS
“When this miriboge i troe; the STA <hall n isclicave ar the MAC service inerface mosived
FSDLEs that have the WEF subfield of the Frame Conanol field equal to zema, When this stiribucs is
Ealie, the 5TA may scocpl MADUs that have the WEP subficld of the Frame Coatrol Geld equal to
zem, The delaull valuve of dis ailibue shall be fehe.";

ROGISTERED AL
| s 1y nermber-bod ) i B4 feee03dot | 1] W) SMTE ) anribuiedT) Excludelnenerypaed
£Ho 1

11.4.4.1.11 aMediumDooupancyLimis

BodiumOecupameyLimit ATTRIBUTE
WITH APPROPRIATE SYNTAX
integer,
BEHAYIOUR DEFINED AS \
“This attrituie shadl indlcate the manimomamountof dme, in T, that o BC may covired the usags of the
wireless medivm withouwt relinguishing contml for keng esough 1o allow of leas ooe instances of DCH
accesy o the mediam. The default vabes of thes attribte skal] e 100, The maximum valee of this
aftrabute shall be [O00.7;
REGISTERED A%
| A5 1) memnber-body (2) usfBHE jeosB0Edor] 17 10036) SMCTN attribuledT)
M cdiumCocepancylimit(1 1) §5

11.4.4.1.12 aCFPollabie

CFPalloble ATTRIBUTE
WITH APPROPEIATE SYNTAX
bxslean;
BEHAVIONIE DEFINED A%
“Whem this aboribate & true, it shall hedicat that tee STA 3% abbe o eespond woo OF - Poll with o doc frame

within a SIFS time. Thas sitribute shall be false if the STA 1 not able 1o respond to & CT-Pall with a dsta
Fraome whilén a S1E% fime, ™

REGISTERELD AL
| ol 1) eoember-body(2 b eeCB40) deeeS2don | 1 100K SITID) atribael T) CFPollable12] §;

11.4.4.1.13 aWEPICVErrarCount

ICYErmarCoum ATTRIBLTE
LERIVED FROM

SESOVTRE 101652 noaster;
BEHANIOUR DEFINED AS
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“This counier shall increment when a Frrme & received with the WEP wabfield of the Frame Cantred field
et o0 one awd the value of the B2V a5 received in the freme does not magch the ICV walpe thar s
cabozlaied for the cowtenis of thar frame. ",

REOISTERED AS
[ Eend 1} mnemnber-bod st 2 usd B0 feeef0 3ol §010086) SMTY 1) arriboneT) WERCVEmorC ounn 13 )5

11.4.4.1.14 aWEPExcludedCount

ICYErrorCount ATTRIEUTE
DERIVED FROM
“TSONTEC 14065.2"" coamier;
BEHANTOLUTR DEFIMETY AS
“This courter shall incpemnent when a frame i necelved with the WEP sebfield of tbe Frame Costrol (8
sed b porer and the vales af aBxclodedUnenerypéed caases thst framo 1o bo disconded.™;
HECISTERET AS

{ imedl] ) meaber-odyl 2h weEa0) sceebi2Eot] 10 1006]) SMT(L) atiributed T} WEPEcluded Coun 14} 1;
11.4.4.1.15 aCFPParicd

CFPPerid ATTRIBUTE
WITH APPROPRIATE SYNTAX

Insepar;

HEHAWIOUR DEFINED A5
“Tha altribuse shall describe the number of DTIM intervals bevseen the stan o CFP. 1 s modified by
MLME-START reqguest primbtive. ™

RECIS TERED AX

| im0l 1} member-bedy (2] as(H40 beeeAl2ded] 1100563 SMT1) atiriboieT] CEFPedod{15) |
11.4.4.1.16 aCFPMaxDuration

CFPMaxDurstion ATTRIEUTE
WITH AFFROPRIATE SYNTAR

imtegen
BEHAYICAR DEFINED A5
“The altribute shall describe the maxkmism duration of e CF*in T hat ey be generaned by the PCF,
I is pnodified by MLMESTART moquoest primigive,
EECISTERED A%
[ sl 13 maenaber-sody (2 us{H40) isseB0dat] 1100363 SR attmvbute(T) CFPMaxDaratioal16) §;

11.4.4.1.17 aAhuthentbcationfesponsaTimeoul

AuthenocationRespoastTimeoul ATTRIDUTE

WITH APPROPRIATE SYNTAX
inkeger,

BEHAVIOUR DEFINED AS
“The sribuie shall describe the momber of TU that a resposdieg ST A should wait for the next frame in
the audhaniesaltioe GeqiEnce.}

REQISTEREDD AS ;
| k5o 1) member-bodyi ) wsB40) weeBDIdod] 1{10056) SMIT{L) attributeT)
AushenicaionResponseTimeon LTy i

11.4.4.2 MAC attribute temiplates
114421 aMACAddress

MACAddres: ATTHIHUTE
DERYTYED FROM
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IEEEANMC gmiwn Dt i, ML ACA ddess;
REGISTERED AS

| ‘ol 1) momher-badylLh ns 8400 leeeBiildon | 1010036N MACCL arribuselT) MAC Addresal 1) 1;

11.4.4.2.2 aGroupAddresses

CroupAddresses ATTRIBLITE
WITH AFFROPRIATE 3YNTAX

ser of IBEEERCA canmoaDeflniticas MACASdress;

BEHAVIOUR DEFINED AS
" st of MAC Addresses bleniifying the multicast addresses, excluding ibe broadeast address, for which
thix STA shall receive frames. The Bafault suhos of thig atribuse shall be pull™

EEGISTERED AS

| lse 1 member-body (L) us(S400 leesB2doi 1 10 1036) MACTE] anribeer?) GroupAddresses 2y 1|
11.4.4.2.3 aTransmittedFragmentCount

TransmibiedFragmentCount ATTRIBUTE
DERIYED FRO
“ESOVIRG 10N 652" pdusSentCoanter;
HEHAVIOUR DEFINED A%
"This counter shall ke iscremented for each soccesefully delnered fragenent of type Data o
Managemeal"
REGISTERED A5
[ s 1) member-body(2) ws{S#0) leaBlder | 1{10036) MAD2) sinboted?)
Transmitied FragmeaCount{3) i

11.4.4.2.4 aMulticastTransmittedFramaCount

Multicast TransmiedFrameCount ATTRIBLTE

DERIVED FROM
ISCRTEC 10165-2" pdusSentCounter;

BEHAYIOUR DEFINED AS |
“This counler dhall icrement gnly when the misticastbroadeast bil is set in the destination MAC address
af a transmitted frasme."";

REGISTERED A%

[-imol 1) member-body (2} as(B400) leeeBil2dos | (1036} MAC{2) mimibuted Th
MulicastTrassmitted mmeCoenii 4} |;

11.4.4.0.5 aFailedCount

FailedCouet ATTRIBUTE

DERIVED FROM
“TSWIEC 10163-2" eohinber,

BEHAYHER DEFINEDR AS
“This counter shall increment whem g frmme is not transmitied dee 1o the sumber of Tunsenit anempds
exemeding &itker the oS bRetrry] Ja ar sl onaBerred Smin ™

EEGISTERED A5

| e 1) mensber-bady(2) us{8HE) ipeaS00dat] 1§ R) MACTI amribute!7) FailsdCoustii) )
11.4.4. 2.6 aHetry Count

Eetrvlound ATTRIBELUTE
DERTYED FROM
YESOVIEC 10N 65-E" coumer;
HEHAYIOUR DEPINED AN
Thiss saminler shall irerement whea o fmme in ssccessiully ransmitiod afier one or more rerassmissaons.';
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REGISTERELr A5
[ g 1 b e buear- bty 2 b s B0 (es=E000ot | 1] LOOGE) MACEE ) ottratutelT) BetryCowsi(g) )

11.4.4.2.7 aMultipleRotryCount

MuslepieHeiryCount ATTRIBUTE
DERIVED FROM
"IROVET 10165-2 " counter;
BEHAVIOUR DEFINED AS
*Thiz couamer shall increment when o frame iz successfully transmitted after moce. than ope
pestramsmisshon,
REGISTERED AS
| kso¢ 1} mensber-bodyi2h us(840) lsect2dot! {10036 MACEE) sttribute( T} MultigleRetryCount(T) |:

11.4.4.2.8 aATSSuccessCount

RTS8 wmant ATTRIBLUTE
DERIVED FROM;
SLROVIEC 10163-2"¢ounter
BEHAYIOATR DEFINED A%
“This counter shall Inerement when 8 CT5 i8 received in response 1o gn RTE™;
RECISTERED AS
| ] 1 e tiaher bk 2 nni BT ieee@il Rt | 1 100ARY BMACTE) tribute T) RTE SucoessCoumnti®) §;

11.4.4.2.9 aATSFajureCount

RTEFailureCount ATTRIBUTE
DERIVED FROM
“ESEVIEL 10165-1 sounner;
BEHAVIOUR DEFINED A%
“Thix comnler shall increment when 8 CTH ix mot reosved n resiposse 1o an RTH.T;
HEGISTERED A%
[ s 1) memnber-bidy(2) us{HA0) eee302dat] 1 IHE6) MACEE ) sttrbute] T RTS Falwe Cuanti¥) ],

11.4.4.2.10 aACKFailureCaunt

ACKFallareCount ATTRIBUTE
DERIVED FROM
SISTUIEC 10165-2" counter;
HEHAYIOUR DEFINED AS
“This comnter shall incroment when an ACK b ool mecoived when eapected,™;
REGISTERED A5
| ised 1) member-bodh( 20 us( B4 ieeet{dlat] 110036 MACE2 ) ttribused 75 ACK FaklureCount( 1400 b

11.4.4.2.11 aFrameDuplicateCournt

FrameDuplicateCount ATTRIRLTE

DHERIVED FROM
CESOVIBC 100682 eoanter

EEHAVTOUR DEFINED AS
*This coumier sball incremem when a frame i received that the Sagquzance Controd figld indicases is
A duplicar ™,

RECGISTERED AL
| 15eef 1) menber-bod {2 ) wsl B0 sose BilAdot | B LERG) SATTT] ) murstuied 7)
FrameDugplicuteCount(1 1} §;
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11.4.4.2.12 aReceivedFragmentCount

Beccived FrgpmeneCoumt ATTRIBUTE
DERIVED FROM
“ISCHTREC 10165-2" pisRecsivedCointer:
BEHAVIOUR DEFIKED AS
“This counter shall be iscremented for each sucoesefully recelved fragment of type Dista ar
Mlanagement”
RECISTERED AS
[ iz 1) member-bosdyi) us(B60) leeeB0hdon] 1010036) MACTT) attributs7)
Recerved FragmemCouzs{ 12) J;

11.4.4,2.13 aMulticasiFeceived FramaCowunt

Mulhcasteceived FrameCount ATTRIBUTE
DERIVED FROM
"ISOVIEC 1065 I :pdumPeceivedTConnter;
HEHANTOUR DEFIKED AS
“This counber shall increment when & frame 5 received wich the mulhilcaasbrosdoss bl s o il
desstimpdion MAC sldress™;
HECQISTERED AS
[ oo 1) musnber-bod (2 us (3405 leoe02darl 100036 ) MACTZ) sttrdute(T)
fulticastRece vedPrameCoumi 3} 1)

11.4.4.2.14 aFCEErrorCount

FCSEmcCount ATTRIBUTE
DERIVED FEOM
“ISOVIEC MOEES-2: CorrupledPOUsReceivedCounier;
DEHANIOUR DEFINED AS
*This counter shall increment when aa PCE emor is desscied in o received fmme.";
REGISTERED AS
[ igod 1 member-bod w2 us(R40) leceB0ddotl 100363 MACT2) sicbused T} FCSEmorCoun 14) |

11.4.4.2.15 aRTEThreshald

ETETheeshold ATTEIBUTE
WITH APFROPRIATE SYNTAX

inbegeT,

BEHANTOUR DEFINED AS
*“This atirbute shall indscmis the mamber of bytes inan MPDU, below which an KTSACTS handshake
ghall nog be perfermed. An RTSATS hasdskake ghell be performed s the beginniag of aey fame
exchange saquence whene the MPT is af type Dats or Management, the MPDAU has an individual
achkiress in the Address| field, and the length of the MPDAD is equal 1o or larger sthan this threshaldl {For
acictceal demils, refer to Tabls 21 in'%.7,) Sesthap thie anribme o be lorgs than the maximum FSI0
size shall howe the effect of turming off the RTSSCTS handshoke for frames of Data or Monagement type
teansmitied by this STA, Sertbng chis soiribane o sean shall have the effest of mmiesg on the RTRACTS
handshake for all frames of Do o Masagemen: ype transmimed by this 5T4. The defaalt value of this
antribube shall be 300,

RECHSTERED AS
i ol L) member-bodyid] el B e R ] | (105 MACTT Y amtei bl V) RTS Threshold( 153 |

11.4.4..16 aShoriRetryLimii

ShonrBRetryLimit ATTRIBUTE
WITH AFPFROPRIATE SYNTAX

imteper;

14% Copyright & 1007 ICEE. AR rdghin manreed.
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BEHANYTOUR DEFINED AS
“This stnbute shall isdicee e maximum nambse of rasmasson anengs of o fame, te leapth of
which 15 Jess thon or equal to R TS Threshodkl, that skall be made before o failere coaditon is mdicated.
The: ddefouly vabue of this aitribaie all be 7.7;

REGISTERED AS
{ isaf1) membes-bod (2} us{E30) ieaefliZdne| | (1003} MACTT ) attribuie] T) ShortRetmylimin 163 |

11.4.4.2.17 alongRetrylimit

LangRetryLimit ATTRIBUTE

WITH APTEOPFRIATE SYINTAX
indsges;

BEHAVIOLR DEFIMED AR
“This attribite shall indicate the maximum number of trammmision atiempls of 2 frame, the lengih of
which iz greater ihan s TS Threshald, that shall be made before o failere condition is indicated. The
defaull valse of (is arrbute shall be 4.7,

REGISTEREDR AS
| tsedl p member-bedy(2 ) waBd0) seeeSi2dog ) 1 10036} MACIL) sribaiel 7} LongHetryLimiir 17) |;

11.4.4.2.18 aFragmentationThreshold

FragmentaticaThreshold ATTRIBUTE

WITH AFPROPRIATE SYMTAX
imizger;

BEHAVIOUE
*Thir atiribate shall specify the carment maninaen size, in ociets, of the MPOU that may be delivered fo
the PHY . An MSDMT shall be beoken inbo fragments i it size excesds the value of this strthine after
adding MAC beaders and trailers. The defiult value fior this sttribute shall be squal o
nM:ﬂJUMﬂlglﬂﬂq o i siaclend PI0Y and shall never exceed aMPDUMaz] emgth of the asached
PHY. The value of this s daall i be beas thas 256, The defuuls valus of this airibuse 5 2346,

REGISTERELY AS
[ sl |k member-hody(2) waE407 ieeeBOTdat] 1{10036) MALCY2 ) altribats T FragmentatiosThrestald{ 18) §;

11.4.4.2.19 aMaxTransmitMSDULHetime

Mar Tranemilb S Lifstime ATTRIBUTE

WITH APTROMRIATE SYNTAK
inseger;

REHAVIOUR NEFIMED AS
“The Max TranzimidyISDETLifetine shall be the ebipsed time in TU, afier the initial transmission of an
MEDAF, after which larther afieinpls io wansmit the MSTIL shull be termizated. The defanlt value of this
alirfbuie shall be 527

REGISTERED AS
| mof 1} member-badyi 2 us(B40) seeeBURde |1 HICFSGY MACTE) abtribeie] 7]
haxTrarsmitSDULEResime( 19) |-

11.4.4.2.20 aMaxReceiveLifetime

MaxReceiveLifetime ATTRIBUTE

WITH AFPROPRIATE SYMTAX
inieger;

BEHANTOUR DEFINED AS
“The MaxKeceiveLifetime shall be the elapsed time in T, after te indtial reception of & [ragmented
MMM o B3I, afier which funlwer owempes 1o reassemble ihe BRI or MECAT xhall be
rarmnbmated, The defeult valee ghall be 5127

REGISTERED: A5
[ isod1) member-bod (2} us(240 beseB0EDat] | 10036) MACEL) ntribule(T) MaxFeceivelifetme 2 |;
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11.4.4.2.21 aWEPUndecrypiableCount

TCY ErrarCound ATTRIBUTE

DERIVED FROM

“TSOMEC 100465- 2" comnier,

BEHAYIOUR DEFINED A5
*This coumter shall ineresment whes o frame 15 received with the WEP sublield of the Pranve Comtrol fielid
& o ooe and the WEPOn value For ke key mapeed 1o the TA's MAC aldress isdiates (e the frame
sl mat have been cnerypied or thot frame is discanded due o the recciving STA nol implemesting
the privacy option.”;

REGISTERED AS
§ iseel 1) member-bodp(2] w[EA0) jeeel2dor] 1€ IDRER MATT2) iiribiite T
WEPUndecrypeableCoumt( 21} |5

11.4.4,2.22 aNManufacturerdD

Moz perurer [0 ATTEIBLITE
WITH APPROFRIATE SYWTAX
[ TR T [ TTH
BEHAVIOUR DEFINED A%
*The ManufscturerTD shall iclude, at & minimom, tse neme of the masmfacrurer. It may inchelde
aklidional Infommation ar the mansficrer’ s discredon, The defial vadue of this snelbee shill be null ™,
BEEGISTERED AS

{ isol |y member-body (T} as{840) iseed02dol | [{HHIO6) BALTE ) attribusted 7)) Manofachurer D22 );
11.4.4 2,23 aPradustiD

Prodeciil) ATTRIBUTE

WITH AFPFEQOFRIATE SYNTAX
ool suing:

BEHAVIOLUE DEFINED AR
“The ProdeciiD shall inclisde, @ a mistmean, am adeatifier tss s unique b Se manalEetoner, [ may
inclode additioea] imformation al the mumufactursr’s discretion. The default valoe of this stiribuse shall
bz mald,”;

REGISTERED A&
[ Eaol 1) member-baody( 2 us 400 leeekiddoc] 10100367 MACE) aaribene] T) Prodoc D33 |

11.4.4.3 Resource type attribule templates

11.4.4.35.1 aHesourcaTypelDName

L e Ty el ATTRIELITE
DERIVED FROM
IEEER Comnmeom Do laitio ns Resourse Typel DN ame,
REGISTERED A5
[ 1m0 1) member-hocy (21 us{340) eeefldo] 11056} Resooree Type 1T 37 anivibuteT)
ResreeTypelDiName 1) |

11.4.4.3.2 aRasourcainfo

Resourcelnia ATTRIEUTE

DERMNYED FROM
IEEE&TRCommonDielinmions. ResoarceInfo;

REGISTERED AS

{ el 11t beer-boady (21 usfB400 deeeR02d0a] 1 100363 Bessarce TypeTTH ) stivthuiedT)
Remurcelafnl2) |
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11.4.5 Motification templates
11.4.5.1 SMT notification lemplates
11.4.5.1.1 nDlzassociale

Disasseciate HOTIFICATION
WITH AFPROPRIATE SYNTAX
IEEERI CommonDefmitions MACAddress;

BEHAYIUHIR DEFINED AS
"The disassociale molikeation shall be st when e STA rmeeives o Disssociate fraims. The sabis of

the notificoton shall be the BSSID of the BSS from which the Disnssocints frame wis recsnved.™,

REGISTERED A8
[ iecs{l) member-Endw{Xh e RA0 ieeeBii2dod | ({10036} SMT] ) nofificationf 10} Disnssocisie(]] §;
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12, Physical layer (PHY) service specification

12.1 Scope

Tha FHY sevices pravided o the TEEE &02.11 wareless LAM MAC are deseribed in (hs clauss, Differant
PHYs are defined s part of the EEEE #02.11 standand. Each PHY can comsist of twa protocal functines as
forlows:

) A plysical laye somyvergenes funstion, which slepis the capalalities of the physcal medbam dopen-
ceat (FMD} sysem o the PHY service. This functoo is sapporied by the physical layer comver-
gemee procedure (PLEP), which defises n method of mapping the [EEE 80201 MAC sublayer
protcol dien enits (MPDUT) into o froming format suitable for seading and receiving user duto and
managemant infommaticn betaeen two or more 5TAS using the associsted PMD system.

by A PMD sysiem, whose furction defines the chamcienstics of, and methed of tmnsmaog and
receiving data through, a wirslers mediam (W] betaeen two o7 more STAS,

Each PMID sublaver may requdiee the delinison of & uasque FLCE IF the PMD subtayer alresdy provides the
defned FITY services, the physscal layer convenpencs fanetion might be noll.

12.2 PHY functions

The protecol reference moded for the [EEE B2, | | architecture is shown in Figure | 1, Most PHY definitions

contain teree funcional entites: the PMD functon, ks physical lyer convengencs function, asd the layer
mnapemenl fuaction,

The FHY servics is provided ot MAC entlry o the 5TA timigh a service acosss point (SAFL called the
FHY-3AT, as shown in Figure 1 1M setof primifives saighl alse be dofined o describe the inertnge: batween
the physical loyer convergence peotocal sublaper and the FARY sublayer called the PRMI-SAR

12.3 Detafled PHY service speciiications
12.3.1 Scope and field of appicaticn

The services provided by the PEY wothe THEE 402, 1 § MAC are specified in this sabelasse. Thess services ars
desonbe i on ghstraot way and de nor imply sny particalor implementiation or exposed interface.

1232 Querview of the sefvice

The PFHY function a5 shown in is separased fmo e sublsyers: the PLCT sublaver and the FMIE sublayer,
The fumaion of the FLCP ssblaver i5 1w provide & mechanism for imnsfeming MAC prowcol dwis wairs
{(MPDLN beiween v or moge STAs gver the PVID seblayer

12.3.3 Owerview of Interactions

The primitives associaied with communication between the TEEE 80211 MAC sublayer wnd the IEEE
BOZ. 11 PHY fall into two e calégurins:

af  Rervice primitness that seppoct MAC poer-o-poer inbiractions
hi  Serlos primicves that have leeal algnificeses and sspport sublase-to-aublayer intersction,

LAk Copyright © 1587 (EEE, All rghis resured.
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12.3.4 Basic service and options

IEEE

31 502, 11-1507

Al af the service primitives described here are considersd mandatory unbess ptherw se speciibed,

12.3.4.1 PHY-SAP pesr-to-peer service primitives

Tabie 24 indbcares (e primitives for peer-m-peer imErsczices,

Table 24—PHY-5AP pear-to-peer service primitives

Primitive l Hequest Inddeuia Coefirm Responsy
PHY-DATA l X X X |
12.3.4.2 PHY-53AP subloyer-to-sublayer service primilives
Tuble 35 indicaies the primitives: for sublayer-to-subilags infgractions.
Tebla 25—PHY-SAP sublayer-to-sublayer service primitives
Privemd dve Heguest Indicabe Ul res Respunse
PHY - TXETART X X
PFHY-TAERD X x
PHY-CCARESET X X
BHYO0A X
FUT-RASTART ¥
PHY-RXEND X

12.3.4.3 PHY-SAP service primitives paramaters

Table 26 shows the parameters used by ons o mone of the PMD-SAT servics primitves.

Table 26—PHY-5AP sarvice primitive parametars

Pararmsber Asmaciuied primitive Valne
[RETA PHY-DATA séguesh Deiet valae XO-XTE
PHY-DATA indicmian

TREVECTORR FHY-THSTART seqpacil A sl ol pisdaeebaes

STATLS PRI fndecal i BLAEY, [ILE

REVECTOR PHY.-EASTART ndication A =0t of pammeters

REFRROR PHY-RXENDUNlicatice Malirrer, FormatYeelation, Camer
i, LrnsupgoaedBate

Copprigst I TOUT IETE. &1 righis resanad.
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123,44 Vesior descriplions

Several sprvice primitives inclods a poremeter vector, This veoior is o list of porsmetess that may vary
deperding oa the Y ovpe. Takde 27 lisiz the parameier values reguired by ihe MAC ar PHY in cuch of the
parsmeter yectors, Parimeters in the vectons thit e masagement rather than MAC may be specHic (o the
PHY and are Hsied 0 the: clause covering that PH'Y,

Tahla #¥=Vector descriptions
Paransler Associnke veclor Valne
DATARATE TEVECTOR, RXYEBCTOE FHY dependena The nome of e
fielif paed |-:>~'=p-|nr:r thie Tx &3l rase

ancd sepor che B daca raie may vory
for et FHY s,

LENGTH TEVECOTOR, REVECTOR PHY & pendeial

12.3.5 PHY-5AP detailed service specification
The fallowing sehclawe describes the services provided by 'each PHY smblayer primitive,
12.3.5.1 PHY-DATA request
12.3.5.1.1 Function
This primitive defines the trassler of am ociet af dita from the M.Mf'uubh]'ﬂ'm the lecal PHY enrity,
12.3.5.1.2 Semantics of the service primitive
The primizive provides the following parameers:
PHY.DATA, request [DWTA)
The DATA parametcr & on oobet of valug X0 throagh X'FE.
12.3.5.1.3 Whan genarated
This primmitive is geaerated by the MAC sublayer to transfer o o2tet of data o the PHY eatity. This primitive
ll-n:uw:'mly be lsmred following o tmmeidt dddizaton response (PHY-TXSTART confirn) from the PHY
12.3.5.1.4 Effect of receipt

The receipt of this peimitiee by the PHY eselry conses the PLOP mransmif state msechine W ransmnie an oot
of duta, When ke PHY entity recsives the ootel, 10 adll ismie 8 PHY-DATA conliem to the MAC siblayer,

12.3.5.2 PHY-DATA. Indication
12.2.5.2.1 Function

Thils primative indicates the transfer of dais from the FHY sublayer o the local MAC eeciiy

134 Capyrigi 9 1087 IEEE. AR rghts meerved.
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12.3.5.2.2 Semantkss of the service primithea
The primitve provides e following paramssiers;
PIY:-DATA indication (DATA)
The DATA parmmeter is an oolel of vatee XN tbroagh XOFF,

12.2.5.2.9 Whan genorated

The PHY-DATA mdication i genemted by a eceiving PHY entity oo transfer the received octel of data bodhe
Iocal BMAC eniity, The time betassen pceipt of the last big of the provided actel from the wireless mediom
znif the receipl of this primdtive by the MAC emity will S the som of aRXEFDelsy + aRxPLCPDelay.
12.3.5.2.4 Effect of receipt

The effect of receipt of 1bds primitive by the MAC is unspecied.

12.2.5.3 PHY-DATA.confirm

12.3,5.3.1 Fumetion

This primitive eosd by the PHY sublaver 1o dhs docal MaAC entity 10 confinn the transter of data from the
MALC entity to the PHY sublayer,

12.2,5.3.2 Bemantlcs of the service primithve
The pramitive provides the nllewing parameters:
PHY-IXATA confirm
Thas prifmiive ks ne phiaetens
12.3.5.3.3 Whin generaied
This primitive will be issued by the FHY subleyer i the MAC ety whenever the PLCP has completed the
trinsfer of domn from the MAC entity 10 the PHY sublayer. The PHY sublzyer will bssus this primitive in
response bo every FHY-DATA request primitive issued by the MAC sublayer,
12.3.5.3.4 Etfect of receipt
The rechipt of this primitive by the BEAL will canse the MAC m siart the next MAC entity request
123.54 PHY-TESTART. requasl

12.2.5.4.1 Function

This primitive is o rquest by the MAC sublaver io the kecal PHY enity to stari the fransmission of an
MPDLL

12.3.5.4.2 Semantlcs of the service primitive

The primitive prmvicdes the following: paramaiers

Copyright © 1907 IEEE. AR rights nesarved. 155
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PHY-TXETART gequeat ([TXVECTOR)
The TXVECTUR nepresemts a Lst of paramesers thar the MAC sublaver provides the local FHY entiy in
oeder to transmit m MPDU. This vector conlzing both PLCP ssd PHY mamsgesment parafietess. The
required PHY paramesers wre fsted in 12364,
12.3.5.4.3 When generated

Thie primitive will be wensd by dse WAL sablayer o the PHY entiny whesever the MALC aihlayer secds o
besgin the iransmissx al’ s MPDL,

12.3.5.4.4 Effect of recaipt
The effect af receipt of this primive by the PHY entity will be 4 siam the local ransmit stake machine,
12.3.5.5 PHY-TEXETART.confirm
12.3.5.5.1 Function
This primitive issued by the PHY sohlayer o the local MAC entity o confirm the stast of 2 transmission, The
PHY sabdaver will isspe this primitive i response foevery PHY-TXSTART mouest primitive izsued by e
MAC sublayee.
12.3.5.5.2 Semanlics of the service primitive
The primitive provides the follvwing paameters:
PHY-TXSTART conlirem
There are no panmelens associsted with this primitive.
12.3.5,5.3 When gonerated

This primitive will he maied by the PHY aublayer ioothe MAC entry whenever the PHY ha tocoved a
FHY-TXSTART.requet fram the MAC entity and is ready to begin recziving dats octets,

12.3.5.5.4 Effect of receipt

The recelps of dhis primitive by the MAC eatry will cause the MAC to sten the munsier of data octets,
12.3.5.6 PHY-THEND. raquast

12.3.58.1 Funclian

Tk primnieiee bs a reqeest by the MAC sublayer gn the local PHY cntity thal the curiesl @ammmlssion of the
MM s complered.

12.3.5.8.2 Semantics of the service primitive
The primitive peovides the following parameiers:
PHY- X END, requess

Theore are ne parametess sssociaicd with this primitive.

156 Copyight 1997 IESE, Al rights resarsd
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12.3.5.6.1 When generated

Thas primitive will he generabed whenever the MAC soblayer has resened the kst PHY-DATA confrm from
the locs] PHY ersity for the MPOCHI currently being transferred,

T2.3.806.4 Effect of recelpl
The effect of mcsipt of this primitive by the el PHY entity will be 16 stiop tbe ransmat date machine,
T2.3.5.7 PHY-TXEND.confirm
12.3.57.1 Function
This primnitive isssed by the PHY sublayer w the local MAC entigy 5o confirm the cospletion of @ -
sion. The PHY sublayer issoes this primicive in respomse o every FHY-TXENTY request primitive issusd by
the MAC subliyer
12.3.5.7.2 Semantics of the service primithe
The primitive provides the (ollowing parameiers:

FHY-TAENDuoonfirm
Thire are no paramsers assocised with dhis primleive:
12.3.5.7.3 When gensrated
This primitive will be maend by ths PHY sublaves w the MALC entlty whensver the PHY bis recetved a
PHY-TXENDL request immediately after irmrsmiriing the end of the Tos bil of the last data octet ndicating
the las: data ootel has been transfenned,
12.3.5.7.4 Effect of receipt
The receipt of this primitive by the MAC entity provides the time reference for the contention hackodf projocol
12.3.5.8 PHY-CCARESET.reguast
123.5.8.1 Functon

This primitive is @ request by fhe MAC subiaver to the locall PHY emtity 10 reset the cliar chanoed ssicsament
{CCA) same maching,

12.3.5.8.2 Semantics of the service primiive

The primitive provides the following paramesers:
FHY{CCARESET request

There ane nis parameters assodcisied sith this primicve,

12,5883 Whan genersted

This primicive is gencrated by the MAC suhliyer for the local PHY estity at the end of 3 NAY timer, This
requizst can be med by spme PHY mmplemenintions that may synchooize sokenns diveity Wlﬂlﬂﬂilmlﬁﬁ
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12.3.5.8.4 Effect of receipt

The effet of receipt of thig primitive by the PHY estity i o cecet the PLCP CRICCA atemoment fiment 10
the state sppeoqmiale for the el of 4 neoeived frame.

12.3.5.9 PHY-CCARESET.confirm
12.3.5.9.1 Function

This prismitive fssusd by e PHY subfayes to the local MAL entity fo coafiem that the PHY has resec the
OO stale mchine

12.1.5.9.2 Samantics of tha service primitive

The primstive provides the following parsmaters:
PITY-CCARESET. reqquest

There are no pammeters associated with this primitive.

15:3.5.9.3 Whan genarated

Thix primitive is Bmwed by the FHY sublaoer to the BLAC enidy wheneover the PHY bas rocsived s PHY-
CCARESETrequest

12.3.5.9.4 Effect of recaipt
The effect of receips of this primitive by the MAC ks unspecified,
123510 PHY-CCAindicatlon

12.3:5.10.1 Function

This primitive 18 an isdicaton by the FHY subliyver o the Jocal MAC entity of the curmen siabe of the
meadipm,

1235 10,2 Semantics of the sareice primitive
The primitive provides the following parameters:

PHY-OC A sndbcarion {STATE)
The STATE parameter can be one of rwo valses: BUSY or 10U The s mineies vakss 18 BUSY i die chiis
nel assessment by the PHY sobloyer determimes that (e clsnsed 15 sof avaclable. Otherwise, fhe valie of the
packmeter g ILE

12.3.5.10.3 When generated

This primitive is generabed every time the seatus of the chanael chasges froim channel sdle o champel busy o
from chinnel busy o chansel (dlz. This inelodes e persod of time when te FHY soblayer b pposiving dats
The FHY seblayer msainiaing the channel husy indiciticn mil the period indicsted by the Eapth field m e
valid PLCTF Header has expisad.
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12.3.5.10.4 Effect of recelpt

The effact of recelpt of this primitive by the MAC ks unspecified.
12.1.5.11 PHY-RXSTART.indication

12:3.5.11.1 Function

Thas pamitve s an indication by the PHY seblayer o the local MAC cadity that the PLCT Fas seccived &
wailid start fraes delimiter {SFIN and FLOP Header

12.3.5.11.2 Semantics of the service primitive
The pramilive provides the folloaing parameiers:

FHY-EXSTARLindication {RXVECTOR )
The EXWECTOR mepresends o hist of paramefers that the PHY sabiyer provides the bocal BMAC estity wpon
receipt of o valid PLCP Beader Thi vector miy contsin both MAC and MAC mansgement parameders. The
requirer parameters are fisted in [23.4.4.
12.3.5.11.3 When generated

Thils prididtive B generied by the lecal PHY encity to the MAC sablaver whesever e FHY his seccessfilly
viledaisd the PLCT Header ermir check CRC ot ghe start of & new PLCF FOLL

12.2.5.11.4 Effect of receipt

Thee et of recespr of this primitive by the MAC iz wnspecified,
12.3,5,12 PHY-RXEND.Indication

12.3.5.12.1 Function

This primitive is an indecation by the FITY sublayer io the local WAL eatity that the MPDUT cunrently being
teceivied is complebed.
12.3.5.12.2 Semantics of the service primitive

The peimbtive prowides the followlng parametzrs:
FHY:-KXEND ndication [RXERRCE)

The BXERBOR parameisr can convey oo or more of the following salue: MoBor, FororaWodstlon, Car.
serbast, o7 UnsepponadRate. A number of smor conditons mey ovear after the FLOP's recedve siate
maachine has detectsd what appeased fo be o snlid preamble and S The fallowing deseribes the paranseter
regirned for each of thoss sror conditinns,

—  NoError This valee i8 osed to indigae that no emor ocoamed durimg the meoesve process in the PLCTE

—  Formarbiebmion This walue B wand o fadiae tht the fanmat of the recslved PLOPPDLU wax in
erTar,

—  Cardderfant This vilue & esed oo indicate that durisg the reception of the incoming MPTH, camics
was lost and no farther processing of the MPDU could be sccomplished
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—  {mmupportedftote. This value is used w indicate that durig ihe receptian of the incaming PLCP-
PILE, o nonsupported dale rate was debecied.

1135123 When generated

This prinitive is gencruicd by the PHY subloyer G the local MAC catity (0 indicetc that the mevoive st
machine bas completed o reception with or without ecross

12.3.5.12.4 Effect of receipt

The el of recsipd of s peimiclve by e BMAC i unspecitied,
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13. PHY management

The atiribole defnitions asd temgplotes of FHY management ars described i this clanse. Both the PHY-
depepdent and the PHY-indapendent partions of the physical layer management information hass (MITE) are
mcluded. Mot all stibutes bn the following subckurse are supponied by every PHY, Esch PHY coatalns 2
Managed Ohject list, which defines the PHY-speciflc values mequared for éach PHY omplementation. The
ASZN. | encoding of the MIH |s presented in Annex T0. In any discrepancy between the definition n this
el wnid Piat i Annea I ilse definddon in the annex shall ke precedence,

13.1 PHY MIB
13.1.1 PHY attributes

13.1.1.1 agPhyDperationGroup

aPHYType,
aRegDamainsS uppoeed,
alumeraFegDomain,
asl Time,

al AT e,

A= Tx TurnaroandTime,
aTxPLLPDelay,

aB xTaSwiichTime,
aTxRampUnTime,
sTxRFIcay,
AS[FSTEme,

alf xEFIrliny.
aftxPLOCPDelay,

A ProcedsingThelag.

aTxRampOff Time.
aPreambleLength,
aPMLCPHenderLengih,
sMPDLEhamtionFpcion,
afdrPropagation Time,

aTemp Type,
s Wimnin,

#Wman

13.1.1.2 agPhyRateGroup

aSuppotedDaiaFates T,
huppotedDaiuFates;
ab PO MaxLength;

13.1.1.3 agPhyaAntennalEroup

pumest TxAmenaa,
aﬂiurnﬂuppun:

13114 agPhyTePowerfirawp

aMwmberSupporied Fowerlevels,
aTuPowerLewell,
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aTxPiwerleveld,
aTePowerLeveld,
aTxPowerleveld,
aTePiwerleveld,
aTxPowerLevelf,
wTePowerlevel],
alsPorwerleveld,
aCurreml T Prwerlewel;

13.1.1.5 agPhyFHSS Group

allopTime,

sureniC annsiNumber,
aflzx Dl Time,
alCurmensSes
aCurrentPaltérmn,
aCumentindex;

13.1.1.6 agPhy DS8SGroup

alwreen el hesmnel,
alCAModeSupported.
aCurreniCCAMode,
AED Threshold;

13.1.1.7 agPhyiRGroup

A AW e hadog Temerhdas,
T AWrchdagUCounibas,
aCCAWatchdog Trmerhin,
AW I hdog Cown s

13.1.7.8 agPhyStausGroup
aSynthesizerl ke,
13.1.1.8 agPhyPowerSavingGroup

aCurran Mo,
abhaze Termon Tame;

13.1.1.90 sgAniennaslist

adiup ported Tx Arlenmas,
afugported R A ntemna,
alversity SelectionBx;
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13,1.2 PHY object class

Y MANAGED DRJECT CLASS
LERTVED FROM “TSOMEC 101632 1mop;

CHARACTERIZED BY

pFI Y hase FACKAGH

BEHAVIOUR
PR Y hase BEHAWTOLIE

DEFINED AS “The FHY object class provides the necessary sspport for all the

EE
i #0E 111967

reguired PHY opemticnal information, which may vary from PHY o FHY and from

STA e 5TA, 1o be communicatod po upper [avers ™

ATTRIBUTES

nPHY Type
aRegDomaineSmmportad
aCurremtHeg Domain
asorTime
aCC AT
aRx TxTurnarmuzdTime
aT’
aBx TaSwitchTime
aTrRamplsTime
2 Te R FDeday
aSIFSTime
aRxRFDelny
aRAFLCFDelay
aMAC PR ingDelny
aTeRayplHTTeme
alfrmanblel engls
oL P Headerlengih
aMPDUDsrativaFasor
atirPropagatonTime
aTemgType
#Wmin
oW ma
aSupporiedDatafabesT
asappomad[lutnR assb
aMPT U MaxzLength
nfupporisd Te Amviennas
nCurrend TxAmbenna
aSmpporied i leanis
Al versi Gy Sappon
nDivarsitySclectonftx
aMumberSa ppomed PowerLevels
nTxPowerlcnci]
o TR Powerlaveil
nTaPowerLeveldd
aTaPower]ewald
i TePowirleweld
aTuPowerLevelh
aTaPiowerLavel?
aTsPowerlevald
aCurrentT Powerlavel
sHopTime
gl urmenpChanmedNumber
abdnxDraelITime
il Tmrremtad
alurrengFatiemn

Copyrighl € 1047 1IEEE. Al Aghts resansd
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(iET,
GET,
OET,
GET-REPTALE,
GET,
GET-REFLACE,
GET,
GET-EEFLALCE,
GET-REFLACE,
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W rrentlinles

1 orrentC hammel

WCC AModeSuppariesd
1CamenpCC AbMode
AEDThreshald
aSynihesizerlocked
soEmeni PowerSisie
aDmzaTurnanTime

ATTRIBUTE GROUFS

gPhyOperationtiroap,

npPhyRateCimap,
agPhy Antennalinoup,

agPhy T PowerGroup,

agPhyFHSSGroep,
agFhyDSS S Group,
ag PhyTRGroug,

npFhvEimustinou e,

apPhyPowerSavinp ey,

apAntenmalisolimup;
ACTIONS

acPH Y reset;
NOTIFICATIONS

LOCAE WHD SAETROPOLITAN AREA HETWIRKS:

GET-REPLACE,
GET-REFLACH,
GET.
GET-REFLACE,
GET-REFLACE,
GET.
GET-REPLACH,
CGiET;

REGISTERED AS | mofl) mensher-bods ) asBA0y ivesBTdal 1/ 10006) phy(3] |;

13.1.3 PHY alirlbule group tempiates

13.1.3.1 agPhyOperationGroug

PhyOperutonronp ATTRIDUTE GROUE

GECAUP ELEMENTS
al't

aRegDamainsfupporad,
sCivbist RealSomsin,

aSlotTime,

wCCATIme,

aRaTs TerhaoundTims,
aTxPLCPFDelay,
abxTeSwitch Tame,
afxRamgOntine,
aT=RFDelny,
AHAFSTIMG,
aRxPFelay,
nbBxPLCM by,

abl AT ProcessingDellny,
o W amgpl M Time,
aFreambilcLengil,
aPLCPHeaiberlength,
aMPTU BarsiconFaciior,
aAlrPropagstionTiane,
nTempType,

Al Wmin,

W man,

REQISTERED AS | iso(l ) member-bodyi2 ) ws(B40) eeeB02doal 1100360 phy3) anribueGroep)

Py Operation Craupi) §:

ih4
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13.1.3.2 agPhyRateGroup

PhyRateGroup ATTRIBUTE GROUP
GROUF ELEMENTS
nlaBimiesTy.
oSuppuricd Dot ateaBex,
aMPDMaxeagih
RECISTERED AS | iso(l] member-body(2) usfSdd) imeeBO0dm 1 17 10036) phy( ¥) atriboediroapdR)
PhyRaeiraupd 1) |:

12.1.2.3 agPhyAntennaGroup

PhyAntennaGroup ATTRIBUTE GROLP
GROUP ELEMENTS
aCurremi T Anienns,
aliversilySappor;
RECISTERED AS | isofl) member-body(2) ustS80) ieesk2dot 1 1{100:346) phy() sttribueCroapil)
Phy A niennsCiroep ) |

13.1.3.4 agPhy TxPowernGroup

FhyTxPowerGrowm ATTRIEUTE GRUUP
GROUP ELEMENTS
aMumberSoppontedPowerovels,
iTaPrwerlevell,
aTsPowerlevell,
aTxPowerLevell,
aTalMowerLeveH,
wTxPrewerlevels,
e TEPowerLevelh,
aTxPowerLevel?,
aTxPowerl evelE,
wCurmend TxPowerlavel;
EECGISTERED AS | i=a(l) member-hody(2) us(S40) ieeeB002 dot | 1{ WNEG) phy{3) sttribo e GrospcR)
Phy TxPowerGroup(d) );

13.1.3.5 agPhyFHESGrouwp

Py THSSOmoup ATTRIDUTE GROLUT
CROLTP ELEMENTS

abopTime,
wlumepChannel Number,
ahlax D aelFTime,
o urmenSol,
aarremi Patier,
il arremtindex;

REGISTERED A5 [ is0(] ) membes-body(2) us{B40 heeoBOED0r] 1 10036) phy(3) aursbopeGroupdd)

PhyFHSSCroapid) )5
12.1.2.8 agPhyDSESGroup
PhyStstusGroup ATTRIBUTE GROLUP
GROUP ELEMENTS
aCurrsnmhaness,

a0C AMuodeS upporied,
aCnrrepdOC A nde.
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DT hnes hushd
REGISTERED AS [ iaod | ) mueniber-bonly (2 waiB40) leeeB02dond I 10030 ) pha(3) suribuieSroup 8]
Py DES50mup5) |

13.1.3.7 sgPhylRGroup

PhyStnsGrouvp ATTRIBUTE GROUP
GEOUF ELEMENTS
aCCAWnchdog Timer e,
aCCAWntchdog Countivins,
a0 CAWnichdo g Timerhding
aCCAW archdop Coant blin;
REGIHTERED A% | isal] ) member-hody 2} us(S40) beee0dot ] 1] §E) phi 3} ateribateCeroupl )
PhylECroupl&) §:

13.1.1.8 agPhyStalusGroug

Phy StamieCirenp ATTRIBUTE GROLUF
GROUTP BLEMENTS
aSyntheslzerbocked;
REGISTERED AR | =all} nmnber-tnd]-tlﬁmlfs@!imﬂ}ldmllﬂﬂmh] phadd) atirbuedimougE)
FPaySinnsGeeapi 7] |

13.1.3.9 agPhyPowerSaving Group

PhySisuaCiroup ATTRIBUTE GROLFP
OROUP ELEMENTS
s rren PooerS e
alvoreTarnenTime; 1 |
REGISTERED AS | is0(1] member-body(2us(40) feec #2111 1036) phy(3} steribsteCroup(8)
Phy PowerSavingCroupiE) |:

12.1.3.10 mghnienrs ListGreugp

apAnsennailiss ATTRIBUTE GROLP
GROUP ELEMENTS
sfupported Ta Anlennas,
ehuppestadRxAniznnas,
EDiversirySelatioeRy]
RECGISTHRED A% | so01] memmbee-body (2] w8400 ireed02det] 1 I00GE) phy(d) attrboleCiroup(s)
AntennalistGroep(d] |

13.1.4 PHY attribute templates
1231.4.7 aPHYTypa

PHY Type ATTRIBUTE
WITH APFROPRIATE SYNTAX
ink=ger;
BREHAVIOUR DEAMNED AS
“Thisx is an B-hif isteger vulue that identfies the FHY type sappocted by the attached FLOP and
FRD. Currently defined valses and theic corresponding PHY types are:
FHSE 3.4 GHr =01 , D555 24 Gz = 02 IR Baseband =03";
REGISTERED AS

[ i 1) nsbior-hod 70 o300 ieesBO3dot]1{IB0R8] phoC3) aitributed T) PHY Typa(1] |1

| e Copyright @ 1597 [EEE. Al righls resarved
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13.1.4.2 aRegDomains Supported

RepDomainsSupponed ATTRIBUTE
WITH APPROFRIATE SYNTAX
Mull Terminated list of byte inicgers
BEHAVIOUR DEFINED AS
*There are difierent operstional reguirements depeadent on the regulatory domain. This attmbabe Bt
thescivbes tve el aiory domnadns the FLOT and FMD support in this implemesesdon. Cumenily de-
fined waluss and theis eorresponding Regolaary Dosains &
FOC (USA) = X°10°, IC iCanada)y = X207, ETSI (sw0st of Eirope) = X730, Spain = X'31°, France =
XY, MEK (Japam) = X40F, 15l termlnnnor = 3T
REGISTERED AS
| sl 1) member-bady 21 as(B40) iseeii2doe | 1] 10036} p(3) attribwielT) RegDomainsSepportad{2] 1}

13.1.4.3 aCurrentRegDomain

CurrentRegomain ATTRINUTE
WITH AFPROPRIATE SYNTAX
inteper;
BEHAVIOUR DEFINED AS
*The current regulatory domain tha this insiasce of the PMD is supponting. This octet comesponds
o oz aff the RegDomales Ksted in aBegDominsS mpponed™;
REGISTERED AR
[tz 1) mnezemiber-bady| 2 ) us{ B fees B0l 1 LO03G) ply(3) auribaeT) CurneatRep Domain) j;

13.7.4.4 aSlofTime

SioTime ATTRIBUTE
WITH APPROPRIATE SYMNTAX
inteper:
BEHAVIOUR DEFINED AS
"The tlme bn microseconds that dee MAC will sse for defiing the PIFS and DIFS periods. The Skot-
Tirme iy defined a8 3 fumction of the fullowing the sgetion:
CCATIme + BxTaTurnarousdTime + AlrfropagationTime + aMACProcesmpDelay.
Adrropagatsm Time is defized o 1 ps";
BEGISTERED A5
| eof 1) enember-bodyi 1) ws{F40} izeefl2doe| I{10036) phyi3) alnibues{T) SloiTime(d) |;

13.7.4.5 aCCATIime

CUATome ATTRIEUTE
WITH APPEOPRIATE SYMTAX
integer;
BEHAVIOUR DEFINED AS
*The minimum iime in microseconds that the OCA mechanisen has avalable io aseess the medium
within every time skt to determine whether the madium |5 busy or idle";
REGISTERED AS
| isof 1) meniber-body(2) (R0} ieeeB00dot] 1( 10036) py(3) atiribate(7) COATime(S) };

13.1.4.6 aRx T TurnaroundTimne

ReTsTomamundTime ATTRIALUTE
WITH APFROPRIATE SYNTAX
imleger;
BEHAYTUR EFINED AS
*The maximum time in microzeconds that the PHY meqires tochange from meriving to transmilting
the stan of the first symbod, The following equation is used fo derive the RxTxTurnaround Time:

Copepright & THF |EEE. Al sighls resdrsid 167
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TkPLCPDelay +aRaTaSwitchTime + aTsRangDnTine + aTaRFDelay '
RECHSTERED A%
[ Bl 1) messber-body (21 us{E40] eeeR02dot] 1§ 10006) phyi3) atiribués|T) RaTx Tarnarousd Time(6) |

13.1.4.7 aTxPLCPDalay

TaPLCFDelay ATTRIBUTE
WITH AFFROFRIATE SYMHTAX
integar;
BEHAVIOUR DEFINED A%
*The nominal lime in microsecosds tha the PLCP uses (o deliver 3 symbol from the BMAC interface
io (ke transmin datm path of the MDY,
RECHSTERED AS
| 120l ) member bady (25 ws(EA0 ieseRi3ded | 10 DO0E phy{3 5 attribatel T TaPLCPDw T |

14148 aRuTeSwilchToma

BxTaSwitchTime ATTRIBEUTE
WITH AFFEOFRIATE SYMTAX
lapeger;
BEHAVIOUR DHEFNED AS
“The nominal time in microseconds thad the FME takes o switch from Receive fo Transmif™;
REGISTEEED AS
| imnd | § member-bodw 21 as{@40 icecRZdot] 1{ 10036) pha(2) anrabutel 7) BRxTxSwitchThme(R) ];

13.1.4.9 aTxRampOnTime

TrRampOnTime ATTRIBUTE
WITH AFPROFREIATE SYNTAX
inleger,
BEHAAVIOLUR DEFIMELD AS
“The imssximmim e in sicrosecods ta e PMIrsakes wowan the Transmanes an”;
REGISTERED AS

[ sl 1) mmvemn b b w21 us 40 besaR02dnr] 1 C1O0E6) phy(3) ateribusel T) TxRampOnTime ) 1:
13.1.4.10 aTxRFDelay

TaRFDelayWITH APFFROFRIATE SYNTAX
integer;

AEHAYTOLR DEFIMED AL : :
“The nomimal time in microseconds between the imuance of o PMIRDAT A requesi to the FMIY and
e start of il comesponding symbol & the &r inerface. The stet of a symbaol is definad 1o be 152
symbal peniod prioe o the center of the symbal for FH. or 12 chip peniod prios in the center of the
first chip of the symbal for DS, or 12 slol Eme prior # o center of the comespoeding shot for TR,

BEGISTERED AS

{ leol 1) maember- bod U2 ) {40 eee B0 2o | L] 1003 phyf3 ) antributel 7] ToRFDelay] 1) )
13.1.4.11 aSIFSTima

SIFSTime ATTRIFUTE
WITH AFFROPFRIATE SYNTAX

inkeper;
BEHAVIOUR DEFINED AS
The nomisal time inmimnisecomds that the BMAC and PEHY will reguire 10 eceve the st symbol of
a frame at she alr mvierfacs, process e frame, and respond wit the fiess synsbod om $he sr inberfaos of

the sarlies posible responso rams. The following eqestion ® used to determirs the S1FSTie:
nRxRFDelny + akxPLCPDeslny + sk AT ProcescngDelay =

144 Copyngnd © 1387 E2EE. AN nghts maarved,
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ARATs Turnapcand Tims"™,
REGESTERED AS

[ lsofl) member-bodyi2) us(840) leseB02dot 01003E) phy{3) ateibube(T) SIFSTame(11) 5
13.1.4.12 aRxRFDelay

RaRFDxlay ATTRIHUTE
WITH APPROPRIATE S¥YNTAX
ineger;
BEHAVIOUR DEFIMELD AS
“The nominal e bn merseconds bebween the end of & symbal al the it interface o the muance
of & PMO-DATA indicate to- the FLCP. The end of a syménd is defined io e 12 symbal perlod afver
the center of the aymbal for FH, o0 172 ehip gersod aier she senter of the Tt éhip of the symbeol for
D5, o 112 sloe Hme after the center of the comesponding slof for IR
EEGISTERED A5
| 5ol 1} member-bodyi ) us(S40) Seeed02dns 110036} phyi ) akiribatel T} RxRFDelayil 25 §:

13.1.4.13 sRxPLCPDalay

RxPLOCPDelay ATTRIBUTE
WITH APPROPRIATE SYNTAN
imteger,
BEHAYIDUR DEFINEL AS
“Thir nominal theee in microseconds thot the PLCF uses o deliver & bit From the PRAD reosive path
an the MAC
REGISTERED A3
| ascef 15 meenber-bosdy (2) waiB400 jeeef02det FE1O0CEY phy3) attribate{T) RxPLCPDelay(13) 1

13.1.4.14 aMACProcessingDelay

MACPmeessinglelay ATTRIBUTE
WITH APFROPEIATE SYNTAX
imbeger;
BEHANIOUR DEFIMED AS
“The nominol time in microssconds thet the MAC oses to process o frums and prepare a responee (6
ihe frame™;
REGISTERED A%
[ isall) member- body () oaf Bl feee AT doe |1 10036) phyd) attribueT) MACProcesdispDelay{14] |,

131416 aTxRamp O Time

TxBamp(HiTime ATTRIBLTE
WITH AFFROPRIATE SYRTAX
integer;
BEHANTOUR DEFINED AS
“The namingl time i microssconds that the PRI ke to e the: Trassmit Power Amalifer off™;
RECISTERED A%
[ st 1) member-bodv(T) us(B40) seech0dot] L HKIIA) phyl3) airibeis{ 1) TaRampON Time( 15 |;

13.1.4.16 aPreamblelavgth
Preamhlelesgih ATTRIBUTE
WITH AFPPROPRIATE SYNTAX
imbeger;
BEHAVIOUR DEFIMED A%
*The currend. FHY s Preambile Lengt in microscconds, 17 de petael value of the lengils of the modulaed pre-

Copsiight & 1997 IEEE. Al rights rassrvad. 6%
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mmbde is not an istegral nomber of miorosecoads, the value shall be roundesd up o fhe next bégher salose ")
HEGISTERED AS
| B0dl) member-bod () us(B40) ieesf02dm 1 1 10036) phy{3) anribate(7) Preamblelengih [16] §;

13.1.4.17 aPLCPHeaderLength

PLOPHeaderLength ATTRIBLUTE
WITH APPROPRIATE SYNTAX
leneyer;
BEHAYIOUE DEFEVED A3
*The corrent FHY 's PLCP Header Length s miereseconda. Tf the serunl vabie of the [ength of the mod-
ﬂﬁdﬁhhnuuhmﬂmmﬂﬁﬂﬂmnm.m value shall be roumded op io the next higher
REGESTERED A5
[ ma L} mensher-bocdy(2) us(HA0) seeeS02dor | 1100265 phyi3} attribute(T) PLOPHdrLength (17) |2

13.1.4.18 aMPDUDuration Facter

MPDUDurstionFactior ATTRIRUTE
WITH AFFROPRIATE 8YNTAX
isri=peT;
BEHAVIOLUE DEFMNED AS
“The overbead added by the PHY o the MPDAU as 31 2 rapsmined threiagh the wirelass mediam.™;
REGISTERED AS
[ i 1) mngrsber-bady (2 ) sl B0 s B2 ot 1 1 LOU36) phy 3 atcibute T MPDUDuraionFaceoe 18] |

13.1.4.19 aAlrFropagationTime

AlPropagationTime ATTRIBUTE
WITH AFFROPRIATE SYNTAX
imteper;
BEEHAVIOUR DEFINED A%
“The amtcapated lime i takes a transmigied signal 0 go from the wansmilling statson o the recsiving
siafinm.;
REGISTERED AN
[ isol1) member-tedy () us(E40 jeesB02dot] 1 10006) phy3) sttribute(7) AfrPropagetion Teme(19] 1;

13.1.4.20 aTempType

TempType ATTRIBUTE
WITH APPROPRIATE SYNTAN
mlager,
BEHAVIOUR DEFINED A%
"Theere are differcat operating iemperature requiremenis depenens on the anbicipated enviroemenial
conditicns, This atribeie describes the cumrent PHY s operating lesperaiure tanps capabiliy, Cur-
eently defined valbuss and cheir corresponding femperafues rengpes e
Type | = X0 —Commercasl range of 0o 070,
Twpe 3 = KNE == lnhmtrial range of =20 10 55 .
Ty 3 = K03 —Inbaarial vasge of =300 TOC",
REGESTERED AB
| imai |y member-bod w2 ) e BT s Ri2der ] 10 100386) phyi 37 anribete?) TemgType (200 )

{70 Capypiighl © 1937 |EEE. ABsighls resgnved
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13.1.4.21 alCWimin

CWmin ATTRIBUTE
WITH APFREOPRIATE SYNTAX
inb&gor;
HEHAYIOUR DEFANMED AF
“Tlie mimimum siee of e contention window, inanits of a5leTime.™;
RECGISTERED AS
| isof 1y member-bode2 | o B40) leeed03don] 1 10086) phy ) annboee] T) CWmin (21) |

13.1.4.22 aCWmax

CWmax ATTRIBUTE
WITH AFPROFPRIATE SYNTAX
indeger;
HREHAVIOUE DEFIKED AS
e sk sizé of the comtentian window, bn units of a5kl Time "
BEGISTERED A5
[ isof §) member-body(2) na(840) jeeel03dot] 1§ 10036) phyid) abriboelT) CWmax(23) |;

13.1.4.53 sSupportedDataRatesTE

Sepponicdaafaes ATTRIBUTE

WITH APPROFRIATE SYNTAX
Mull Terminated It of hybe inepers,

HEHAVICUR DEFINED A%
“The rarsmat bit radés supported by the PLOT and PMIE, ropresenied by a count from X8000=X"TF, car-
responding o dats rames in increments of SO0 kbt from O 1o 63,5 Mbivs subject to limications of each
Il PHY.™.

REGISTERED &5
[ imof 11 member-hody ) us{E440) beee B doe] |11 000} pho(1) attribuaielT) SupporesdDintaRatesTX (23 §;

13.1.4.24 aSupportedDataRatesAY

SupporiedDalaB XRaes ATTRIBUTE
WITH APPROFRIATE SYNTAX

Mull Termimate] st of byte inbegers;
BEHAYIOUR DEFINED AS

*Thee recgive bl mies sugporticd By the PLET and FMO, represented by a cousl fom X 00-XTF. cor-
mlpan;;ﬂ.ni; b dais races in incremencs of 300 kbii's from § to 825 Mbics"™;

REGISTEREIY AS
sl 13 mmember-boahy( 2 w0 beeaB{da 11010034 phoe 1 anrifaleT) Supponed Dt atesR 324} |

12.1.4.25 aMPDUMaxLength

MPDUMaoxLength ATTRIBLUTE
WITH APPFROFRIATE 5YNTAX
miegern
BEHAVIOUR DEFINED AS
“The naxinam nomber of cceers of an MPLAT that can be coaveyed by a PLCPPDIT
REGISTERED AS :
| dzad 13 Emiber-hodwl b w40 ) ieee B3 |1 I0035) phy3 ) attribaste] T) BMAPDUMax Length (25) |2

Copyright & 1887 IEEL. Al righvis resareed |
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13.1.4.26 aSupponedTrAntennas

Supported TeAnsenna: ATTRIBUTE
WITH AFFROPRIATE SYNTAX
Ml permimated] bist of istegemns;
BEHAVIOUR DEFINED A5
“# listof one ar more antennos that can be osed as the tansmit antenna. Bach aniennais represenfed by
an imleger, saning with ontenna |, and ihmough and=nna M, where N £7255,";
REGISTERED A%
i s 1 membher-body () @400 iesedlidoul {10036} phy(3) siribas(T) Supponecd TAmonnes (26) |

13.1.4.27 aCurrendTxAntenna

CumentToAntenna ATTRIBUTE
WITH APFROPRIATE SYNTAX
inieper;
BEHAYINIE DIFINED A%
“The current apfenna beinp uosd foirancmit, This valos ik one af the waluex appEaTing in IEIEIFﬁH!'lﬂT:I-
Ansemnas.”;
REGISTERED AS
| imol 1 member-hod | 2) ws(B40) fesefTdnt 11 1036} pho(3) atiributel ) WFIUMex Lengih T (27) |

13.1.4.28 aSupportedRxAntonnas

SupportedblaAntesnas ATTRIBLTE
WITH APFROPRIATE SYNTAX
Mull nermiinnbed list of megers;
HEHAV LR DEFINED A%
“# list off ono or more artonnas thal can be uied oz the reeive snisnme. Bach snienea is mprossniedd by
an mieger. starting wilh andenna 1, and through sedenna M, where & 5 255,
REGISTERED A%
[ =01} member-body(2) us(B4d) beeet2doe] 1(10035) phy (3) aterihute(7) Suppocteditx Antenmes (28) |

13.1.4.28 aDiversitySupporl

Diversity Suppart ATTRIRLUTE
WITH APFROPRIATE SYNTAX

integer
BEHAVIOUER DEFINELD AS
*“This implemontalion”s supoon fio divenity, soeodesd s
X0 —diversity is availahie and is performed ower the fined 1isf of aniensas d=fined in ADiversitySelee-
flonks.
X —daversity is nog supporbed.
XY —iversity |5 sapporeed ped comtrof of diversify is akso avallable, in which case the aribat ali-
versitySolectionflx can be dynamically modified by the LME.™;
RECISTERET A5
| s 1% member-hody (Y] us{ESY ieeeBO240011CI006] phy 3} attritete]T) MPDUMax Lengh 1M (29 |

13.7.4.30 aDiversitySelectionAx

DiversitySelectinaftx ATTRIBUTE

WITH APPROFRIATE §YNTAX
Ml ferminated list of imegers:

HEHAYICATR DEFINTD AS
" Ligt of e OF mane anteTmas that can be weed & eceive antenaas, Bach aniesna is represented by as
integer, stariing with antonia L. snd trough enbenm M, where M £ 2557,

REGISTERED AS
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| sl 1) member-body(2) us(E40) jese B0t 1{1055) phy(3) aetribue( T) Diversity SebectionRx (30 J;

13.1.4.21 aMumberSupported PawerLevels

NumberSupporedPowerlevels ATTRIBUTE
WITH AFPROPRIATE S3YNTAX
imseger;
BEHAVIOUR DEFIMNED AS
“The number af power bevels supported by the PMD. This stivibute can have @ valee of 1 o 87
REGISTERED A5
| imod Uy member-body(2) ustBA0) jeeeB02dot |1{ 16D phyi3) attnbais(T)
MumberSipporedioeclevels (311 ]

13.1.4.32 aTuPowerLevell

TrPowerLevel]l ATTRIBUTE
WITH APFROPRIATE SYNTAX
kstegers
BEHAVICAIR DEFINED A5
“The transmit output power for LEVELL in mW. This i abao the defaull pawer level ™,
REGISTERED A5
[ iscl | ) menber-body(2) us(BT) jeeeS02dot]l 1] 10036) phyt 3} attriboe(T) TaPowerLevel | (323 |;

13.1.4.23 aTxPowerLevel2

TePowslevel? ATTRIBLUTE
WITH AFFROPRIATE SYNTAX
infeger.
BEHAYIOUR DEFINELD A5
“The transsi owpud poeer for LEVELL In e
REGISTERED AS
{ iz 1) member-bodv(2) us(4) jeeebl2dar 1 1E0AE) phyd) anrbuie] 1) TxPowesl avell (33) |;

13.1.4.34 aTxPowerLoveld

TaPowerl sveld ATTRIRUTE
WITH APPROPEIATE SYNTAX
integer;
BEHAVIOUR DEFINED AS
*The irangmis puiput power for LEVELD in mW.";
REGISTERED AS
1 Ised 11 meembeer-hody 2) us{840) keeeBl2dac] 11 WO pho3) atribwel T) TsPowerLoveld (54)

12.1.4.35 aTxPowarLovald

TiPowerLeveld ATTRIBUTE
WITH APPROTEIATE SYNTAX
ineper;
REHAVIOIIR DEFINED A8
“The trarsmit cutpul power for LEYELA & m'W.™)
REGIETERED AR
[ sni 1y member bodp ) osi 840} ieee307d08| LI0AE) phy(3) attriboteT) TePowerLeveld 135) |;
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13.1.4.36 aTePowerLevelS

TxPowerLeveld ATTRIBUTE
WITH AFPFROPRIATE SYNTAX
intger
BEHAVIOUR DEFINED AS
“The wapsmil output power for LEVELS in mW.™;
REGISTERED AS
{ isof 1) membesr-body (2] os{Bey eeeBdod 1 L{IIRIEG) phyl3) anrboes{T) TaPowesLevels (36) |;

13,4437 aTePowarleveld

TrPowerLevelt ATTRIBUTE
WITH AFPROPRIATE SYNTAX
intzger
BEHANTOLR DEFINET AS
“The iransmail oulpol power for LEVELG in mW.™;
REGISTERED AS
[ il 1) membee-bodyr2) wiE40) leesANdoa 1{ LG} phy(3) atedbueel T) TePowerLevel$ (37} 1

13.1.4.38 aTsPowerLevelT

TrPoveorLevel T ATTRIBUTE
WITH AFPROPELATE SYNTAX
intger;
BEHAVIOUR DEFINED AS
“The trunsmit catpat powear for LEVELT in mW.;
REGISTERED AS
[ isof 1) member-hodyi 21w S0 ieeeRlTldna? L LOOSE} phivi S ) aitnbured T} TePowerLevelT {383 |5

13.1.4,39 aTxPowerLoveld

TuPowerlevel§ ATTRIBUTE
WITH AFFROPRIATE SYNTAX
integer;
BEHAVIDUR DEFINEDr AS
“The ransmit cagpen power for LEVELS in mW.5;
RECGISTERED AS
{ il 1) member-body (20 undRH0) ieee BTN 1CLDDSE) ple 3] attributed T TePowerLeyvel® (307 ]

13.1.4 40 aCurreniTxPowerbevel

CumrentTxPowerLevel ATTRIBUTE

WITH APPROPRIATE SYNTAX
integer;

BEHAVHIUR DEFINED AS

“The TePrwerlevedN currently belng wied tooransmit datn. Some FHY 2 alsouss this vales o deemines
ik receiver sensitvily requiremests. for OCA

REGISTERED AS
| mal 1) memier-bosdy(Zh us{E40) ieccil2dos] 1010036} phy(3) ateributel T Coment TaPowerLevel (403 |
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13.7.4.41 aHopTima

HapTime ATTRIBLUTE
WITH APPROPRIATE $YNTAX
indeger;
BEHAVIOUR DEFINED AS
“The time in mborsecands for the FMD o chasga from channed 2 ta channel 801"
REGISTERED AS
| Esoel B} evnrmbesr-baond wi 2h s B0 Some 8020t | B NOO3E) phy (T ateibutedT) HopTine (41) };

13.1.4.42 aCurrentChannelNumbear

CurrentChannelMomber ATTREBUTE
WITH APFPROPRIATE SYNTAX
inleger,
BEHAYIOUR DEFINED AS
“The current channel munber of the frequency catpat by the RF synchesizer,'";
REQISTERED AR
| s |} imeeriher-bod{2) s BA0) ieeeS02dot 11{ 10036) phy(3) attrdute(7) CurmentChanneiNumber {42) |

13.1.4.43 aMaxDweliTirme

MinaTrwell Titee ATTRIBLUTE
WITH AFFROPRIATE SYNTAX
indeger,
BEHAVIUE DEFINED AS
“The maximum time in TU that the tmnsmitier is permisied fo operate oa A single channe],";
REGISTERED AS )
| Esn(l} menvber-bod yiE) as(B40) keeB02doc] 10 10038) phoei) anedbubel T) baxDwelTeme (43) |;

13.1.4.44 aCurrentSel

Cumentied ATIRIBUTE
WITH AFFROPRIATE SYNTAX
imegen;
BEHANIOUR DEFINED A%
“The current set of patterns that the PHY LME is using to desermine the hop sequesce. ™,

REGISTERED AR
| e b e robeer-beond w2 s (B4 00 bese RORdiod 1 10 10036) phy(3) auribuce 7) CarrencSer (44) |

13.1.4.45 aCurrentPattern

CurrestPatiern ATTHIBUTE
WITH APPFROPRIATE SYNTAX
inbeger;
GREHAMVIONR DEFINGD AR
“The current pattern that the PHY LME i acing to determine the hop seqoemce.";
RECISTERED A
[ s 1) memberdbody (21 us A0 ieeeR02dal 1 1] 10036) phy (1) sitriboieT) CumesdPatiern (45) |;
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13.1.4.46 aCurreniindax

Curremiindex ATTRIBELITE
WITH AFFRCPRIATE SYNTAX
ingeger;
BEHANTOUR DEFIMET: AS
“Ihe currenl inden velee the PHY LME & using o desemise the Curremt Channel Munsher ™|
REGIETERED AS
[ isof 1) member-bocdy (2} waBA0) jzeed2dot | 1106} phyi 3} sttribute 7] Cureatlndex (46) },

13.1.4.47 aCwrraniCharmnel

CurremtChannel ATTRIBUTE
WITH AFPFROPRIATE SYNTAX

InEsgeT,
BEHAVIOUER DEFINED A%
“The parrent operating frequency channed of the DESS FHY. Valid clansed numbers ase as defined in
154627
REGISTERED A%
{ il 1) memiber-bodyi 2} e BA0) iaeed02dod ] L 1IDK36) phyi3) altribate] T CureatChanned (47] §;

13.1.4.48 aCCAModeSupported

CCAMedeSuppanied ATTRIBUTE
WITH AFFROFPRIATE SYNTAX

ingeger,
BEHAVIOUR DEFINED A%
“A listaf the DS5S PHY CCA modes thal are sugponed. Yalid values are:
enesgy deect only (ED_ONLY) =01,
casrier serse only (C5_CHNLY ) =02, .
i pemas aml ermry deicel (ED_pml _C5 )= (8.7
REEGISTERED A%

{ a0 1) meemnber xdy(2) ws(B4T) ieees 02001 1(ADO36) phy(3) attribuel7) CCAModeSugponted (48) 1;
13.1.4.48 aCurrentCCAMode

CurrentCOCAMode ATTRIBUTE
WITH APFROPRIATE SYNTAX
imieger;
BEHAVIOUR DEFINED A5
*The cumment OCA melbod in operation. Valid values are:
energy detecionly (ED_ONLY =01,
camier sense only (CS_0MLY ) =02,
camiar sense and energy detect (EE_ond T8 js= 00.7;
REGISTERELD A5
[ ised 1 member-bodyd Ty us{ B4l ineeB3dotl 1 00A) pha3) atiribute] T) CurrentCC AMade (49) |

13.1.4.60 aEDThresholdd

EDThresheld ATTEIRUTE
WITH AFPROPEIATE BYNTAX
integer,
BEHANVIOUR DEFINED AS
“The current Energy Delect Threshold bemg wsed by the DESS PHY.
REGISTERED AS
§ Bl |} mmemmber-tody () el B0 feeaf R on] 110066, phy( 3 ) saribas T BOTehreshold {500 |

176 Copyright & 1357 IEEL. Al righls masrved,

190



EBE
WIRELESE MEDM SCCEEE CONTHOL (MAC) AND PHYSICAL (PHY) SPECIFIGATKINS Sitd B 11-1887

13.1.4.51 aSynthesizerLocked

Synthesieerlocked ATTRIBUTE

WITH AFFROPRIATE SYNTAX
mieger;

BEHAVIOUR DEFIKED AS

“Thig is an indication that the PMD"s synthiesizer i locked 10 1he cament channel specified by aCur-
e Chennc | MNamber. XK represents unbocked whils XTF repeesents locked ™;

RECGISTERED A4
| e 1) imepnbier-tod {20 ustBAD) ineeS0dat | 1] 106 phy{1) attribate( 7} Synchecberl neked (513 |

13.1.4.52 aCurrentPowerState

CurrentPowerStat: ATTRIBUTE
WITH APPROPRIATE SYNTAX
Imleger;
BEHANVIGUE DEFINED AS
“The corenst power stabe of the PHY . Valid valoes pre ACTTVE=(] and DOZE=DZ.";
RECASTEEED A5
| s 1h member-body (2 us(B40) leeeR08dot | 1] 10036 phy(3) attribate T ComestPowerSale (52 |;

13.1.4.53 aDozeTumonTima

DogeTammon Time ATTRIBUTE
WITH AFFROPRIATE SYMTAX

mieger.

BEHAVIOUR DEFINED AS
“The time in miceoseconds reguined by ke PHY w0 progress Toom (he Does power down state o the AC-
TI¥E cpemating state =

RECGESTERED A3
[ isad 1) rszin ber-body {2y us(B40) icecR028at 1100365 phy ) abtribame( 7} Deze TursonT e {53) )

13.1.4.54 aCCAWatchdogTimerMax

CCAWachdogTimerhax ATTRIEUTE
WITH APFROPRIATE SYHTAX

mieger,
BREAAVIOUR DEFINED AS
“This parameter, iogethir with CCAWsichdagCountMax. determines whan coorgy detected in (b ¢han-
mel can be ignored ;
BECISTEEED AS
[ Esol1 ) member-body( 2 e 380) keef ot | L 106} phy () otiribueel 7] OCAWatchdog Trmerhduz (547 |

13,1.4.55 aCCAWalchdogCountMax

CCAW mchdopgCouniMa ATTRIHUTE
WITH APFROPRIATE 5YNTAX
integer,
HEHAVIOLIR IXEFINED A8
This jurEnEer, h.'l‘f:ll:'l:rr Wit CUA W bdng TimseMas, delermines when encegy deteciad In the chen-
nol can be igrared."|
REGISTERED A%
1 iwoi 1) memberdeod y{ 2 usd B0} isee B2 dos | 1{10056) pho 3 sttribute 75 O AW schdnpUountdda (55) 1
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13.1.4.56 aCCAWachdogTimerMin

CCAWnchdog TimerMin ATTRIBLITE

WITH APPROPRIATE BYMTAX
Imsger;

BE'HA'L-'I@]-LFR DEFINED A%

"The minimmuen value 1o which OCAWatchdop Tomerhlax can be set™:
REGISTERED AS

[ i1} memher-hody (2 usiR40) ieeeBiido 1 1 0036) phy(3) attribuseT) CCAWatchdog Timerbfin (56) |:
13.1.4.57 aCCAWatchdogCountMin

COAWathdogCouniMin ATTRIBUTE
WITH AFPROPRIATE SYNTAX
ineeger,
BEHAVIDUR DEFINED AS
“The minizmam value 0 which CCAWakchdogOoumbiin can be sed.";
REGISTERED AS

[ i 1) member-bodw {2 ustRA0) jeseB02doe] 1{10036) phy( ¥ attributedT) OO AW chdagCounthin (57) §:
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14. Fregquency-Hopping spread spectrum (FHSS) PHY specification for the
2.4 GHz Industrial, Scientific, and Medical (ISM) band

a1 Overview
14.1.1 Overview of FHES PHY

The PHY services provided o the TEEE 202,01 wireless LAM MAC for the 24 GHe frequescy-hopgunsg
spread spectram (FHSS) system are described in ths clause. The FHSS PHY consists of e following o
predocnd functipes;

a) A phivsicod loyer convergence funotion, which adopts the copabilities of the physical medismn depen-
dent {'.P'!!.ID} svilem 1o the PHY service. This fienctiom is suppanted by the physical layer comver-
gence! procadure (PLOFY, which defines s nsethod of napping the [EEE 20011 MAC sublaver
oo data arits (MPDUS) ime a framing format suitable for sending and receiving user deta and
rangpement informalion berwess two or mose 5TAs using the associated PMD syspoem;

by A PMI} syitem, whoee fundtion defines the chomacierisics of, and metdod of tunsmitGng and
recesving datn trough, i wireless meedium (W) berween tao of mone STAs.

14.1.2 FHES PHY functions

The 14 CGHz FHSS FHY architeciure is shown in Fpse 11, The FHES FHY containg thees funcsional enii-
ties: the FMI} Functson, the poysical layer comvergence functiom, and the physical layer managemesn: func-
ticen, Each af {hese fanctions is descnibed in detall [s the follesing sube)auses,

The FHES PHY service is providad o the MAC sniigy al the 3TA trough & PHY servics sccess poinl (SAF)
as shorwn in calied the PITY-5AF & shown in Pigare 11, A see of peimitives might also be defimed than

describe the interfuce bereecn the phyehsal layer comvergence protocol usblayer and the PMD sublayer,
calfled the PFMIDLSAF

14.1.2.1 PLCP subilayear
T albersy 1he FEEE BOE, 1 | MALC 50 operai: wiih minimum dependence op the PMD subisver, a PHY conver-

gence subilavaer §s detined, This funciion sinplifies provision of & FHY service intesface 1o the TEEE 200,11
MAL srvices,

14.1.2.2 Physical layer management antity (PLME)

The PLME performs managesent of the kocal PHY Fenctions in conjunction with the MAC management
Eniily,

14.1.2.3 PMD sublayer

The FoAly sublayer provides o transmission interface osed to sond and receive data Betwesn Two Or maore
ETAs

14.1.3 Sarvice specification methed and notation

The madels mpresenied by stme diagrams in the following subclreses are intended as the primary specifica-
tivsas of the fanciione provided. Teis imgonant 1o Gstingulsh, bowever, berween & model and o réal lmple-
mentation, The nedels are optimized for simplicity and clarity of preseniation, while any realisto

iispleisenlaten fmay place heavier smnphasis on effickency and oeimbdliey o 2 perticolss imsplementation
tchnobogy,
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The service of a loyer or sublayer is tbe sel of cagabilities Hat it offers to & user in the nexd higher Layer (or
sublayery, Absiract servicos are gposified here by descmbing ihe servics primitives and parameiess that char.
acterine each scvice, Tk defisition of servdies 4 independent of sy partteular implemeninfios

14.2 FHSS PHY specific service parameter lists
14,21 Dverviow

The archiveciare sf e IEED B2 11 MAC i intended 1o be PITY independent. Some PHY implomentations
require medium manggemen st michises running in the MAC sshimes i onder 40 meed ceninin. PMD
reyuirements, These PHY deperdent MAC stine mschines reside in & subloyer defined as the MAC sublayer
maragemont yntity (MLME], The MLME in certaln PRI implementations may seed 1o mienmet with the phys
beol luyer mansgement cotity (PLME] s part of the mormsl PHY SAF priebtives. These imeractions are
defined by ihe PLME pesumeter st cumently defined in the PHY Service Primilives aa TEVECTOH ond
BXVECTOER. The lisl of these panuietrs and the valbuis they may represent are defined in the specific MTY
apeeelicatinng for sk PR, This subelonse nddresses the TNVECTOR sl BEXVECTOR for te FHES FHY.

All of the values ineluded in the TKYECTUR or RXYECTUR deseribed i this subclause are conskdensd
marcdatory unlkess otherwise specificd Thoe | $bivs and 2 Mbit's ase the only retes cirrenily suppored
Ciber indicased dais mbes ure for possible future use

14.2.2 TEVECTOR parametars

The pamseters in Tabde 28 are defned ns pard of the TXVECTOR parametes. Bise in the
PHY-THETART requsst service prienitive.

Table B—TEVECTOR parametars

Farameter Assuciade primitive Waluw
LENGTH PHY-TASTART requaat [TXVECTOR) 1=U%5
DATARATE PY-THETART requast (TR RCOTOR 8,08 % 25,9, 24, 4.48

14221 TEXYECTOR LENGTH

The LTEMOTH parmeeier b fhe velue af 1 e 4005 This peraneien iaonsed i indicate the num ber of ootets
in the MPLTI that the MAC is cumenily regeesting the PHY o pmmsmil. This valoe 15 used by the PHY o
debermine the mamber of gessl transters that will oo besween the MAL and the PHY alter receiving a
FEuEEl 1o SLAN B ICDNAEEEN,

14.2.2.2 TXVECTOR DATARATE
The DATARATE parameter describes the bl rate at whach the FLCP shoukl irapsmdl the PSEU. 15 valoe can

b sy of the mates as defined in Tabde 28, and capportsd by she conforment FH FHY.

LB Copyright © 1807 EEE. All dgita mbirvad,
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1423 RXVECTOR parameters

The paramercss e Tabde 20 wre defined as pan of the RMVECTOR parameter list i the
PHY-RESTART indicste service primitrae,

Table 29—AXVECTOR parameters
Paramecer Aemocinte prismitve Vakue
LEMGTH FHT-EESTART. indicate (R XVECTOR) | —HTA
RE51 PHY-RXSTA R . indicae (RXVECTOR) -R551 Max
DATARATE | PRY-RXSTART regees (RXVECTOR) 115 LES 3 35.4.45
14231 TREVECTOR LENGTH

The LENGTH parmmeter has the value of | i 40935, This parameser is esad io inficate the value costaiped in
ihe LEMGTH fiekl that the PLCE hes reselved i ihe FLOCF Header. The MAL and PLOCF will nse this volae
1o determine the number of cotet ransfers that will occcur beoween the two subdayers during the mamgar of
ihe peceived PEDLL

14.2.2.2 RYVECTOR RSS!

The receive signal sitreogth indscator {RS5T) & an opticas] parameter thai his o vidoe of O throsgh RSSE
Max. This parameier is a messuce by the PHY sublaver of the emergy observed al the imbenng wsed 0 receins
(b current FFDAY, RSS1 nall e measuncd boltecen O begiaming oF the stan fraone delimiier (SFD apd ke
&nd of the PLCP header emmoc check [HECY. RSSI is intended fo b wsed in s relative manner. Absalite accu-
rcy of the REEST rending is mnt specified

14.3 FHSS PLCP sublayer
14.3.1 Overview

Thits shelause prosades § comverpence progedareto map MPDUs into o frame fommat designed foc FHSES
reclio bransceivers, The procefures for mansmbsshon, carier sense, snd recepeion are defined for single and
mialtipls anlensa diverity radios,

14,3.1.1 Siate diagram netalion

T speration of the procedyres can be described by stobe diagrams. Eapch disgram represents the domain
aad eomaigis of & group of conmocted, mutually cachaive sioles. Culy ane state is potive af ooy given time
Each state i represenied by 3 rectangle as shown in Figure 64, These are divided eto rwo parts by o honzon-
e Tine. [n the woper pan the stae {& dentifled by 4 mame. The lower pan contains the none of any signnl that
i peacealed Actions are described by ehor phirases and enclossd in brackets,

Bach permissible ransition beiween thi stetes bs represented praphically by s amow fmm the inital o the
wermimal sems, A transition et i global i oseee (forcsemple, an exd condizion from all sseees 10 the 10H
or RESET state} iz indicated by am opn srmons, Labels o raesitions are qualifiers thet musa be fulfiflled
befare the tmnsiton will be 4aken. The label DCT designates an wiondional trassiion, Oualifies
described by short phrases are enclowed in parentheses.
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Tamms in |_——r-mli Pioma TeeTrea 30

_Sctigmly | <Mosssge Serc> | et sinte
<., > {conciian)
[Actions nkar]

covred on, for scarpla, [ no_colFedan)
action, for eeanpis, (reeelPLEundions)
loga:a AND

Iogical QR

wrocndticna trongfios

e
L

UCT

Figuras 653—>5tate disgram notation sxampls

State pramsitices s sending and meeivieg of messapes ooour instaatansousls. 'Whes o state iz entered
the cosditien 1o leave that state & po imenediately Fulfibed, the stafe cxecufes coniinuousty, scrding the
mesiapes and cuecisling the action: contained [n il stae B o conliiooms manner,

Snme devices described in this standord are allowed to have two or mone ponis. Siate diagrams capable of
deseribing the eperation of dsvices with an wsspeciBied nismber of pots require gualkfier notetion that allows
lesting for comditinns &t maltiple ports. The potation used is & beres tiaf inchades o descrpizon in parentheses
of which ports mhush meset the teem for e qualifier i be satisfied (o8, ANY and ALL). It is also necessary
1o prcrvide for derm-nssignment stniemnents that assignanames s n port thet satisfies o qualifier, The foflowing
comventan is used s describe o lermeassigament slatement that & associated wilh o tamsition:

g The charscter "™ (coloa) i a debimiter used do denote thil a e assipniment statement follows,

b1 The chaoroceer < {left arrow) denotes ssignment of the valoe following the aroo o the w=rm poe-
ceding the armomw

The maic diagrams coniain the authoritstive statement of the procodures they depsct; whes spparent conflios
Betwees descriptive oat and statc Bagroms ariss, the state dingmms are to take precodence. This does nol,
hawwsewer, everride any explicil descrpison in the tesl that fes oo parallel in the staie dingrams,

The models presented by stade disgrimes ameinfesced ae the primary specifications e be provided. It ds
imprtant o distimguish, howerer, botweon 2 model and 8 real nplemengation. The models ore optEniaed
for siaplicity and clarsy of pressntation, whils any realistic implmentation may place beavier cmphimis v
efficiency onid suitability to o parcleular fmplementcetion techealoay. 1t b the funcioral behavior of sy wsin
153 ] madch the Aandard. ot il mternal stneoture. The istemal deinils of the model ore aseful only o
tEe exient that they specify the external hehmvior chearly asd procisely.

14.5.2 PLOCP fraane fermal

The MLCF protscod duta wnl {FPDL fraome Soomet prosbdes foc @ asyncheonios inimsler of MAC sulsliyer
MPDUs from any transmitting STA o all receiving STAs within the wirclesa LAN"s BEE, The PPDU {ilus-
craced ke Figure 7O conghes of theee parts: & FLCP Proamble, a PLCP Hesder, and a PSDU. The PLCE* Pre-
e prowvides & pesind of time for several receiver functions. These functions anclsde anlenma diverdty,
clot anid data recovery, and eld delineation of the PECP Hender and the PSTILL The FLOP Header 52 wsed
to specify the bength of the whitened PS[U field and sappent any PLOCP management infoomatian, The
PPDU contaire the FLOP Preamble, the PLCP Hender. and 1he FSDW modtied by the FPDU data whitener.

152 Gopyighl & 1987 BEEE. ANl Fighis fescnai,
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r—

PLCP Preambis PLCF Haader

- mmmm:‘mu Whilened PEDU

B o 16bs 12 bitodbils 16ois  Vadahle number of odeis

Figure 70—PLCP frame formis

14.3.2.1 PLCP Preamble

The PLCF Preamble containe rwo separate suhfieids; the Preamble Sinchronizaton (3YNC) field asd the
Start Frame Delomster (SFO), do aflow the PHY corewiiry 1o resch steady-atate demodalation and synchrom-
zatioa of il cleck and frame stam

14.3.2.1.1 Preambie SYNC fixld

The Preamble SYHC fickd iy am 80=hit field containing an alerneting 2ero-one paibom, mamimitted starting
with zem nnd enddimp with ome, 2o be wsad by the PHY sublayer in delect a polentially receivible zignal,
sedect an amengn if diversity is miilized. and reach stesdy-stme frequency offsel cormection and symchroniz-
tion with the received pocked Himang.

14.3.2.1.2 Start Frame Dalimiter (SFD)

The SFD conisizts of the 16-bit baary patee (000 1100 FOT1 11400 {rensmitie) lefmos bil ), The fin
bit of the SFL¥ follows the Inst bi of the sync pattern, The SFD defines the frome timing,

1432 2 PLCP Haader field

The PLCP Hender field contams three separste subfieids: a 12-bit PSDU Length Ward {PLW), 2 4-bit PLCT
Signaling field (PSF), and a 15-bit PLCT HEC fiehi.

14.3.2.2.1 PSDU length word

The FSD lenath word {PLW) Is passed Erom the 3AC a5 3 parameter within the PHY- TXSTAKT reques
primitive, The PLW specifes the mumber af octels contained in the PSDU. Dy valid values are X001
XTFFP, representing counts of one 0 4095 pceets. The PLW is transmilied kb first and msh last, The PLW is

used by the pegeiving 5TA. In combinntion with the 50753 coding algorithm specified in this clause, o deger-
mine e Risl DiL in che packer

Comright & 1587 EEES. Al nights mesa i T1ES
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14,2.2.2.2 PLCP Signaling field (PSF)

The d.hit PEF is defmed in Table 30, The PSF is sransmined b (0 firs ond bit 3 lasi,

Bt | Parameber name Parumsber vl ues Descripgion
1 [eserved Defauli =0 Pe ez rved
I:3 PLCP_PITEATE hl B2 B3 = [Nl B THis Dedd imdicames the dat maie of the
a o = 10 Mhilfs, whitened FEBU from 1 Mbdifsio
a o 8 = 1.5 ¥Mhiv's 4.5 MWFoLs in 015 B hit's incremenis
g 18 =10 Mbit's.
g 1 1 = 2% Wbivs,
1 0 0 = LA Mbivs,
[N | =14 “hi-l-l"a‘-
1 10 = & {1 bbilss,
L1 1 =55 Mbai's

14,3.2.2.3 Header Error Check (HEC) field

The HEC field is a 1H-be OCITT CRC-16 cmor Jelestien feid, The HEC gses the OCITT CRO- 1S gencraior
pobynomaal Gix} as folkw:

'l B L P LI
The HEC ahial] B the oo’y comphement of the sum (modala 23 of the follewing:
o} The remninderof & = (c + ™% #0210 davided (modalo 2) by (7x), whers kis the pame
her of bits in the P5F and FLW fields of the FLCP Header;
b} ‘The remainder nfier mukiplicatan by =0 and then division imadulo 2] by Gzl of the coatent
{treatedd as a polynomialh of the PSF and FLW fields;
The HEC shall b iwansmbired with the coefficiest of the highess term first,
Az g iypreal implememialion, it the Eunsmificr, the inilial remamder of e davision s presed W all cosh wsd
i then modified by dindsion of che PSF end FLW fields by the penersioc polynomiol, Gix). The one's com-
plement of this remalnder 15 lesered bn the HEC field with the neoast slgnificant bit eramsmined fimse,
An the recelver, the Inigdal remalnder of the divisios ks again peeses i all oees, The division of e recedved
FEE, FLW, mmd HEC feeids by che geacrwion potynomial, (3 x) resulis, in the nhsepce of imnsmissioa enos,
in o wmigoe nonzero value, which is the fnllowisg polynomial Rk
Rix) =244 xesF e e Fal 41

18.3.2.3 PLCF data whitaner

The PLOF dacn whosenar uses b length-127 frame-synchuonoe scrambler followed by a 3233 bias-suppres-
sion cnceling o readonize the dats snd o nrinimies the dita de biss and maximem s lengihs, Dals ocos
ore placed in ilse pranusmle serial bit aresen lob et and mad Lt The fremee gynehronpos scrambler uses he
penermior polynomial 57 s follews

EE4 Capiiight © 1057 IEEE, &) ighes mssrmd
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Six)=xental

and i ilkestrated i Figure 71, The 127-his peguence generyied repeatedly by the serambles {o (lefonest b
imse] farst) COCHILD PO 00 T RCHRLDY 1 DOEHRENRE OuOMO0H 1 0 CERPO0N 10 CEHR I 10 EiK 10010 D1 1068 1 1moim
PIICOT 0L Dl LR CRpoRain (100100 A1) BT L DOEWD 1110111 The same scrambles 435 used o
scrurmhle transmdt dmo and fo descrambde receive data. The dala whitening starts with the fir b of the
PSDU, which follows e [nst hit of te FLOF Header. The specific bizs suppression encoding and decoding
mithed uped is defined in Figure T5 md Figere 810, The formeat of the packet afier data whisening is &5 shown
in Figure 71

Dunta: I
P

O OHO OO0
S e

Figure T1—Frame synchronous scramblar/descrambler

. PPOU ,
| F’*“"]" | (4] 4 T
Syno =D FLEP Header
. . oo

Figure T2—PLCP data whitener format

14.3.3 PLCP state machines

The PLCP comsists of three state machines, as dlustraied in the everview dingram of Figere 73: the masams
(TX). carrice sensefehear chasme| assesvment (CRADCA), and receive (BOC) state mochines. The three: PLOT
Aue machines sre dolined In the subclasses bedow; Figue T §s polL 3 sute diapram itsclf, Exeoation of the
PLCF state machines norganlly i3 mitaled by the FH FLME stae machine and begirs ar the CSAOCA stat
macking, The PLCP neturns 10 (be FH FLME st machine upon intermupt s service a PLWE servioe
reguest, wech as PLME-SET. FLME-REFET. o

14.3.3.1 PLCP tranamit procsdurs

The PLCP mansmit procedure & insoked by the CSICCA procsdare immediatclly upon recelving a
PHY-TXSTART reguesy TXVECTOR) from the MAC subliyer, The CEMACA prodoce] i performed by the
MAL with the FHY PLCP in the C8ACCA procedure prior to executing the tranamid proceduore

14.3.3.1.1 Transmit stats machine

Thi FLOT tranamit stale macking iflustrated in Figore 74 mehides Gmetions thel saist be performed prioe o,
during, and after PPDU diga tramsmiszion, Tpes eswering the tremsisit procedare in regposse oo
P TNSTAR T regreeat {TXVECTOR) From the MAC, the PLCP shall switch the PHY FMID circuitry from

Cugryrighads 1997 |EEE. Al righia nuseved, 185
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Emier 'om FHIPLME Ratum o B4 PLME

e inbamunl for SETFRER
PHY REEET. ain.)

PH-THENDuconfrm FHY-REEMTLindeaion
(ETATLIS) (RMERRD=tya)

Figure 73—PLCP lop-bevel state diagram

Sl Transmil e Tranamil PEOL
+ PDY-TAETANT. Frooean dxin weh PEIU
omim dnin whilsnor (soe D
Whitsrar Encading
Tarerk whitaned dain]
Gitnh fa Transmit + EH-DATA reg{ATAL
* PRID_THRN reg " PRF-EATA
{F®_STATE: ' P DIATA I
s [THE_UNITY
Aarp m Fearm derwm
i s » PISF- TIEND 7
AR BTAT R * FHY- THEND corfim
= Tl
l (RAMP_BTATE=uT)
1
Trerami Mras=ta
ey S o
« PMID_DATAmg """”‘:r':m-'“
(THD_UNM) _lewl
] G i A P
[Fomitien PLA, PF, and
HEL GEGAT T
s (sae s Wistaner
EssHp——
RG] P |
+ Pl DU rua
[TAD_LIT)

Figure T4—Tranamit state machine
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receive o trensmit atade; Tump on the transmit poswser smplifier in the monner prescribed i 146! and trasamir
e preambie sync patiern and SED. The PLCF shall genemte the PLOF Header as defined in 14.3.2.2 in sof-

ficieni rime oo send dhe bais at their designared bir shot fdme. The FLCP chall sdd the PLOP Hesder 1o the star
of the PSDILT data.

Pring o tmnpmitting the Grst PO daip bir, the PLOP shall send 0 PRY-TXSTART confirm message o (e
MAC indbeating thar e PLOF 1 resdy bo recove an MPDU dais oceel The MAC will pass sn MPDL data
ceched to the PHY with 2 PHE AT reguesy DATA L, whish the PHY will respond o with a PHI-0ATA. con-
firm, This sequence af PHY-DATA fequesfDATA] and PHY-DATA confirm shall be execaied sntil the Tist
dala ecied i poesed e the PLCE, During ransmissbon of the PEOL @, cach bit of the PSDL shall be pro-
cessed] by the dain whitener algodihm defieed in Figure 75 and described in 145235, Bach PRI detn ociet
in processed and transmatied leb el and mab lase.

Data whitener encoding algorithms

¥ I mal of st symabal = 1 e dhe A Baoew i vl O = ool imearfadf
i~ Acmumlale PLOE Hpader; begin sufiing o fing i of fha AS0L

gresssss Calenlate aumber of I ayribel BEE ocks raquired fosand PEOLY

o paddig i Wi fhe numiber of # ot & mudtiple of 33 *+ssereey
Input paremetar: number_of_PG0L octets, rata; rae s | or Y
rll.l11br_pl_ bta= {rrembeer_of _FEOU o lets *0) fAals
_p:rl_mh in_parkal = truncatef (numbar_ol_symbalz + 217/ 32});
e Assumudata e higs & Ihe headar o vsa in the inversian sfafe of the Pesd
biock of FSDl'..I'dI.: hpehin S
mﬁaﬂ.ﬂl‘lﬂﬂﬂ{h{‘l], 4} M;;b.;unmurm?
bigs B'-lﬂ{'ﬂ'ﬂ‘rﬂ"ll 1 | - I
wﬁu ] hagcer; waphiE dre cefired i Tabe 377
gyl (b1}, W32k # 3 aiffing an haader %
Eecumshandor _bigs S Al accem Y
Iritializo scraembles to all ones;
Jreesmades UWhhiten ihe PEOL data with sommblor and BEE ancodar 4 =f
:F-ﬂ-l' n =1 bonumber_of_biocks_in_packed
hdﬂ}-ﬂfurihﬂfuiﬂ-ﬂ]-mlnréhﬁﬂt # B &s tha st spenbod Y
W = min(32, number ol _symbols I = blpck sire n spmbols <
Fuuainmty,mmme.ﬂm; ..... b{Ny; # Bin) = {01] v {0, 1,231
I« @ poleds, use P -0ATAeg(DATA), PHT-OATA, confinm far gach oolary
Serambin 1. BRdkE 1 A7 e J'l..‘.i.:-.'..‘i'-"
blas_raxt_biock = Sumiwaighifb(0}), .. weighébiNg):  caiculnte Bas with B{0)0 *f

eimed  f ppoym and Was of fesd binck haw Fae sadhe Gon, e W Blasg
if mocm=il ar bias_rext block=0, aban ¥ i
It [[meocum ® bias_noot_blook = 0 fhan

It (B0 . Ak £ dnvar] dendaiffon, or, negals meh of Epmbal Y
\ biss_riexl block = - bigs negl_black;
BOCUM = accum + bias nexl Hook:

tranamit (o{0l,... biN3l: # i) is First symbal out ¥
rumber_al | symnbols = rumbar_aol_symibois - M

Flguma 75—Data whitener encoding procedure
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Adter the lost MPDH octet s passed (o the PLCT, de MAC will indicate the end of the frame with a
PRY-TAEND requaesr. After the Inst bit of the PRDL data bas compleied propagation throwsgh ike radio snd
been irassmiited iwto the wir, the FLOP shall compleiz the trngmit procedure by sending &
PHY-TXEND.coxfirm 1 the MAC sublayer, ramp off the power amiplifier in the manper prescribed i 14.6,
aed swilch the PHY PMD chieaiiry firom magsnait to réceive state. The sxecution shall ghen retarn (o the TS/

The weelghts assigned 1noench valoe of the saymbods anc defined i Teble 31 For il | Mbivs (ROEFSE) ansd
2 Bhivs (4UFSK) spmbals

Table 31—PLCP field bit descriptions

HGESKE AGFSK | Weght

| i | ]

I 3
i e

Cerer far i

i} -1

i =
T -

14.3.3.1.2 Transmit state timing

The tranciiil Uaismg |Busransd i Fgue 746 isdefingd fom de ssan sl the PHE TESTRET regaeds] TR
TOR) is recedod from the MAL syblmeer, The PLECT ghall swibch dhe PMIY circuitry From recicive oy bmnanit,
turn an and setile the tansmitter, and begin sammitting the first ik of e preamble o the aronng within a
mnievim of 20 s of recefding the PHETXSTART reqeend TXVECTOR ). The PLCF Preambils shall be frans-
mitted al | Mbivs and be comploted in %6 pa. The PLCP Header shabl be mansmitsd a1 Mbivs aad be com-
pleted in 52 s The varabls Jengih FEOU shall be transamimed ab the sclecied deta rage. Afer the last bit ol the
PEDL datn has completed propagation theoush the radia and Been mnamifed anto the air, the PLCP ghall send
the PHY-TXEND. coxfirm to the BAC sublaier. The PLOP shall turn off the imnsmiter, reducing the oapu
coefpy o less than the specified cif-mode ansmit power within te dme specifizd i 148, Al the end of the
power anplifier ramp doeen perbd, the PLCP sholl sedich ibe PRI cheulary from inmsank we mcelve

14.3.3.2 Carrier sensedclear channel assessment (CSCCA) procadure

The PLCP CRACCA procedure s execmed while the receiver is tned oa and the STA is nol cormesthy
receiving o transmitiing & pecket. The CSCCA procedurs 5 used for two purposes: to detsct the start of a
network agnad Bad can be received [C5) and io determine whether the chasne] is clear prior o tanamiing
& packel (LA,

14.2,3.2.1 CRACCA state rraching

Timlng for pricery (FIFS. HFS), comemibon tackedf (sbot timeslh, and CSACCA assessmen windows are
defined relative 1o the end of the kst hit of the last packed on the fir. The CRICCA staie machine & shown in
Figure 77. The FLCT skalll perform a CRAOCA smsesment on @ mimimam of one anenm within a MAC ooe-
teerion bse kool o tme of 50 s, The FLCP dhall be SGapable of detscting wathin the sled time sn FHPHY cos-
Foensand signal (hat is mecivis] al Be sclocted aveann up w0 22 4s s the stard of the sbol time with e
synchronows desectian performance specified i 146153, Bubclause 146153 specifies dmecsion perfor
miasos with zerooome @yno pattems and with mandom domm pattesnis. If & sinm of o saanission B asyneheomons
with the BSS and arrives ader the soan of the sdot e at least 16 ps prior W the end of the skal, the PLCPE shall
kndicate o busy clianmed prior 10 the end of tse sbol Eme with the asynchrosias deteclion perfonmance specified

144 Capypright 8 1057 IEEE. &1l rigtis ressrepd
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In 1460153, The OCA indicatlen Immedisiely prior to transmission ghall ke performed on e emienna with
wesenilally the same free space gain and gain paitern as the anbesna bo be useil for minwmistion. The mothod of
detersrining CSOCA & unspecified except For the detection performance of o confiormant method as specified
in 145153

Stk TECCA Pmoasuie

[eaon sonidoam _Smer |
]
CRACLA ASEaEEman
[hesck for
P Y-T0S TAMT red o e @0 o T Proonsum
PHY-CCAREEST, Ry - TASTART rog
Pariam CEICCA; [THVECTOR] monmd PRVELIIN]
Ugeohn oounidown_timar
Piamn| CHCTA, # Char counidown_tmar .'-'“
PR PHY-CCARESET reg [
m:;: TR, monded EPHVIEATEREL oty
+ Pl ANTSEL rog #] Chic cainidosn_fmar & Raport Channad ids 1
| et countomn e, | - PHY-CCA 1
Channal LETATUE sicke)
uiny cranidoram
*
Lo
Rl Chantasl Buty . -
* PET-CGA Ind Fepord Crannsl By
(S TATLiGsbsay) . )
TS =bawy |
k.
SFLHPLCP Humrh-m{ =
[ wnil valid 3FD and -
PLCR raaderdetocted o0 e B Gok MK Procedure
timsout sxgres)] et eaan + PHY-FXSTART.AD
(RMNVECTOR)
Figure r r—CE/GCA state machine

If o PHY-TYSTART request (TXVECTOR ) is received. the CEACCA procedune shall exit to the tansmit pro-
cedure within | ps. If & PHECCARESET equest is received, the FLOP shall reset the CRACCA siase
prusctnee ok the sinte appropriane for the exd of o compleie received frame, This seTvics primidve is peneraed
by tbe BAC ar the erd of 6 MAY period The PHY shall indicwe completion of ihe requeest by sending a
PHF{ﬂﬂﬂiEﬁumﬂm o ik AL,

U n CROCA assessment fefums a chaassl @ resull, the FHY shall send o PN IECCA Inclicae 5504
TLS=ide) 4o the BLAC.

If n CSAOCA nssesement retums a channe] busy result, the PHY shal] send o #HOCA indieans! 5TA -
TS =bpry ) to the BAC, Upon a chonmed busy assessirest, the FLCF shall skop any anteana switchimg price
o thwe arlbest possable amival tme of the SFD aml detect a valid 5FD and PLCP Beoder 1T eeoived. & valid
PLOP Header is defined as contniming valid FLCP Lengih Word and PHY Signaling field velues and o valid
HEC field W o walid SFDPLCP Hesfer b detested, the CRENCCA procedwre ahall send &
FHY-RXSTART indicara RXVECTOR) meetsage o the MAC sublayer and exil b the receive procedure.
The PLCP shall dwell asd search for the SFOVPLCP Header for o minimuom perind kenger chan the Iaest

151 Coppign @ 1907 [EEE, A5 nght i,
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possible arrival time of the SFINFLCF Header, Indication of a busy chanpel does mot necessasily lesd to the
suvcesslel reception of 4 (mime.

The cctedhit coant remaining may be a nopzere vilue when refuming from Bse receive procedere if o signal
i\ the process of being received was lost pricr b0 the end &5 determined from the Length field of & valid
PLCF Header, The countdiown clmer shall be sec so dhe ociet oouns and wsed o foroe the CSAOCA indica=
1300 03 regnais dn the BUSY smie usil the predicted ead of the frame regerdless of acsanl CS/OCA indica-
Loy,

However. if the CSOCA procedure irdbcates the stan of a new frime withen the countdows timer pesod, it
b posailde to trensition o he receive procedans prios o the end of the coumtdosn dmer period. If the PHY
transitions bo receive under these conlitions, the countdewn timer shall be neset o the Songer ol (1) the
remaiming time of the current frame and (2) the j=ngih of the new frame.

Whes & noneero coontdown tinmer reaches zong, the PLCP shall resot the CSACCA savio mnchine to tho sstaso
apprapriate for the end of § complete received frame and the CRAOCA indication skall reflect the state of the
chanzed.

IF the receive poocedon: encountened an unsupported e srror, the PLCP shall beep the CSACCA siage at
Busy for the durntion of the frame by setting b2 countdown timer to the valos comesponding 6o the caloe-
bated tkme Biesed om the information in the PLOF Header and the 33732 gxpans|on faebor

14,3.3.2.2 CSICCA state timing

Taming for priority (FIES, IMES), cantention backod¥ (glot thnes), snd CRACCA asiessmenl windows la
defined rolafive ta the end of the st bit af the i1 packel on the ale The TLCP shall perfamn 8 CRACTA
depdasminl o A ininimusm of ane asenin within a alo thme, The appropriate CEACCA [ndication shall he
axailible preor o the end of sach $ ps skt dme with the performeances specified i 146, Ses Figare 78,

1 o 5TA has poi successfiall y received the previows packet, the perosived packet end lime #nd sbol bousdary
tlanes will have a higher uncenadniy For thar $TA,

14.3.3.3 PLCF recolve procedurs

The PLCP receive procedere is inveked by the FLOP CSOCA proceilure ipon detecting a posthon of the
preamble sync pattern followed by o wlid SFD and PLCP Header

14,3.3.3.1 Receive siale mashing

The FLCP recelve procedure shavn (e Figure 79 mchdes functions thal muost be performed while the PFDU is
being roceived. The PLCP neceive proceduns begins upos deection of a valid SF and FLCP Header in the C5f
CCA procedre. The FLCF shall sed o FPDU oceabit counter o indicale the las) Bt of ihs packsl, meelve the
PP ks, srd perioom the dain whitening decoding procedure shivan in Figuee 80 an each FPOAT W, The
PLCP shall pass commecsly received dota ooiets 1o the MAC with a semes of PHY-DATA . dndicare IATA L Al
the: Bzt FPDALE hit ks received mad ihe Last octet is passed o the MAC, the FLCT shall send a PHF-RXEENED fngl-
caref RXERROR=no_error to the MAC syblayer Upoms errur-free completion of o paskes reesprion, the FLCP
stall =xii the receive procedure and romm o the PLOP CHRAOCA procedune with fe ocsabin count 5211010,

1 thio PLOT Hoador was decoded withoas o CRT emor but efeouniensd an unsapported mmie, dhen the PLCP
shall immediately complete the receive procedure with & PHERXEND sdiemte (RXERBOH =

amswppodad_rane) o the BAC, and refum o the C30CA procedure with the oetet/bit cownl remsining and
the data mie value con@ined & the PLCP Hesder.

Copyeght & 1297 IEEE. Al righis mgeras 191
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Star Recake procadura
(REVECTOR)

Reoass PLCPPOU

[ Load byiafbil length
el iy
RHEERROR = o amce ]

Go o GECCA Proc [

Diala whilenes dacoding

[SeaData Whisanar
| Decoding Procetdure) |

= FRID_DATAInd
[Clescacnster dmba)

[ eirin dedemad, sil
REERAOR = amor typa]
IPaesocints 1 fa MAT]
» PHY=DIATRLInG( DA

i

Comploto AX promdurs

[byteibitoount  remalming,
Hatarata]

* PHY-REEMD, Ind
{RXERAOR]

Figure TB—Receive slale machine
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I nn ermor was dedeered during the reception of the PPDU, the PECP shall immmedadely compleie the receive
procedurs with & PHEEXEND ndlcar RYERROR=carrier_losf) 1o the MALC, and returm o ibe CROCA
procedime with the acethin count remgining agnd the: dags rame valos contaleesd |5 the PLCP Header

Dain whitener decoding algoninm:

i I rash of S0l slorindd = 7 v the e hiack s imeevfed 0 = nod imverdad %7
i Statfing beglns an fretapmbol of PLEF Header folowing the 5FD
r Algowthm begins ailer vanfying vaiody of header with HEG 7

[ Road headar ==Y
Read In heaes {b(1),....b43215

{3t rumbser ol FSDU octers, mbe Irom haacdes;

nurriar_od_Eynbolg = [rambar_ ol FE0DU_ociets®E)ra

la

£ BT ba o il in Y
e iod

nummirer_cd_blocks_in_peckel = bruncae{{number_ol_symbols = 31) S 32)

InHigEze sararsivlar ie all o

S O wialien e PO dals with B5E dacocker and de-sorambyar = ]

Farn = 1 o number_of_tlocks_in_prcket

i
H = mird32, # of symibals remalning);
Fiead in e block o), oNiLs

i &= hinck gire i symbpls

I {fmet ol L0)=1] hen Invart (B3], M)

Deacrambds {bit),. . DMk
Sond {BI1). b} e MAD

S = ) o O LAY
A I it b=t

o 143837

/=1 = 8 polets; pse PHY-DATA DA TA) for ameh detat &

Figure 80—Data whitener deocoding procedurs
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14.3.3.2.2 Rocelve slats liming

The receive staie timisg ghonn in Figere 81 i definsd 10 begin upon dzeection af a vabd 5FD and FLOP
Header in the CSO0A provcedure The PLEP shall begie receiving the varishle lenpth whitsssd PEDU
inmediniely after the end of the Lt b of the PLOF Hender, The PLCP shall send 8 PHEREEND. -
coref REERBOR) after rec=ivimg the last PIOAT data bt

If any emor was detected during the reception of ihe PP the PLCP may send o PHY-RXEND nd-
CoeRXERROR) nnd rarminate the receive procedurs befone the las) B amises

14.4 PLME SAP layer management
144,71 Overview

This subclonse describes the services provided by the FHSS PLME 1 the upper bapor management snlinzs,
The PLMEAMD serveces wee defined @ termm of service primitives. These primitives are sbabract represen-
enticns of the services and are ned trended o rewsic) mplemimlationg,

14.4.2 FH PHY specific MAC sublayer management entity (MLMWE) procedures

14421 Overview

The specific MAL sublnyer masegement entity (MLME] procedures required for eperating the FHES FHY
wre gpecitied in ihis pomion of the sabelonse The lﬂul.l.nns_hlp berwees the MLME and FH FLME proce-
durex s alsn dezoribed.

14.4.2.2 FH symehronization

The MLME of 8 complinst FH PHY STA shall perform the FH time synchronizafion procedire as defived i
11.1.5. This procedure provides for synchmsized frequency hopping for all compliznt FHPHY STAs within
n singhs BSS or od boc network. The FH PLME sccepts PLME-SETreguesi commands fom the MLME o
change the une freqoency ot 1he tme detenmmed by the MLME. The tupe fraquency is changed by epdating
any combination of ihe Set., Pumern, mnd Indee PHY MBS parometers.

14.4.3 FH PHY layer management gnlity slate machines
14.4.3.1 Overview

This ponaoe of this sublsss desceibes the FH PHY layer management it machings to vam the P on/
off, riset the PLCP stato machine, and change the froquency hap chanmel,

14.4.3.d PLME state maching

The PLME sta4n meachine i Figare BY begint with & PWME-SED mquerf (aCureniMawveritate= (V]
request. which toms on the PHY cincnitry, resetc the FLME and PLOP state machines, and seads a
MAME-SET ronfrm, The MAC then sends a series of theee PLME-SET, requrst primitives b updaie the aChar-
rendSed, aCurrentPatierm, mnd aCumentlndex PHY MIB parameters, which together fune lhe PMDY io the
splecied chimnel, The PLME iken iransfers sxecution o ihe PLCF state machine &= defined s 1433,

Upon receiving a PLME regoest from 2 higherdees] LME, the FLCP shall reum execunca 8o the FLME
state machine amd process the request & PLME-RESET regress shall e o reset o the FLME and PLOCP
st mochinel A FLWE SET mwgues opduting the sCusseniedes or o axmbdngiion of he sCurresiZed,
sCumemiPasern, and aCurventledes chall canse the PLOF 1o serminsie o necelve of CROCA process and

154 Copymignt B 1907 (EEE. Al i regermd.
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chunpe frequency bofore refurning b the PLOP ste machies. A PLME SET regresifoCorrontPower.
Srate=0EF ) request shall coirss the PLOF e wrmdnate 5 eeelve or CSOCA process., power dioeen the PMD
circuitry, mnd retwm the PLME sisie maching o the idle sime, PLWE-SET requenis o 2oy puameter other
than the omnct dentified within Sis parapraph shall be execoted and control rebarned o ibe PLCP seage
mnactine, Tlee BAALC shoald not send o PLME request while the TLCP i in the iraasmal state.

All PLME-GET regueits shill be processed In porallel asd with w0 iemmuption to the execution of any state
machine in process.

PLME-3ET.raq
(pevenr_alata, O} T
Pavar wp'Rasal FHY ki

[Pawsr upireast PHY] [Wisll far PLME-SETreg
- PMD_PWHRMENT.rog

A

Power dawn PMD
[P cawn sucuen o]
+ PMO_PWRMGNT.mg

» PLME-SETeanfinm
FWJ {aCurmaniPowerSizta=0FF)|

[Resat PLCP PLWE.
P

= PLME-RESET.con
{stalu=]

PLME-SET raslaCurman,_Sal)

Sut turs frequenmey | PLME-SETrsofaCumant Pattam)
= PHY-LCAINd PLME-SET faq{aCurrent_Indes
IS TATUS=Busy) - J
+ PMD_FREQ rag
(CHML_ID
[Ceavall fior Sy hiep
galEng frnaj
+ PLME-SET.canfirm
= PHY-C0A Ind
(STATLIS=IHa)

! [Exacute PLME_SETraq
{Al other paraenaters)|

v
FLLCP Sale Maching ——mr——
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Figure 82—PLME state machine
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14.4.3.3 PLME management primithves

The FH PLME uses the geregic managemendt primitives defined in 102 o mansge all FH PHY parameters.
14.5 FH55 PMD sublayer services

14.5.1 Scope and fiald of application

Thee FRADY services provided o the PLCF for the FHSS PHY e described in this subclouse. Also defimed in
this subclause e the funcilonal, elecrieal, smd RF charmoisrisibcs reduired for lmeropersbillty of implemen-

tations conforming tothin specificnson. The relstiomship of this specification o the eatire FHES FHY is
shawn in Figure B2

PFLEF
Euhluynr -5 -

FD_GAF
e

Il'l-'t'lll"g

H—
Y
Layer
Managaimari
FHD i Enilly
Subilayar

Figure 83—PMD loyoer reference model

14.5.2 Overview ol services

In general, ik FHES PMD soblayer scoepts FLCT ssbinyer servico primitives amd provides the acsanl meass
by which the signals required by these primitives ore imposed onie the medium. In the FHSS PMD ochlayer
& lhe receiver the process is eversed. The aombaiied lsctiom of the iransmitting and receiving FHSS PMD
sublavers resulis im a dofa stream, timing imformatican, aed receive parameter informalian feing deliversed o
the receving PLCF sublaver.

14.5.3 Overview of interactions

The primitives associnted with the TEEE 80311 FLLCF sublayer o the FHES PRI} sublayer Ealls into o
bass: calegaries:

a}  Service primitives that suppont FLCP peerdo-peer intoractions
B Service primilives that have locsl significance ard suppodt sublayér-to-sublayer inferactions

14,64 Basic service and aplians

Allof tbe servics primitves described in this subcloose are considered mmndaiory unless otherwise specifiad

Copyright © 19687 |EEE, Al rights ressrvad 157
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14.5.4.1 PMD_SAP paarto-pesr servics primitives

Tukds 37 indicates the primitives for peer-mo-peer inlersctions.

Table 32—PMD-5AP peer-lo-poer service primitives

Beguest

Inlicate | Camilrm |_lupu-

X

X

|

14.5.4.2 PMD SAP sublayerlo-sublayer sarvice primitives

Tahle 13 |pdicates the primitives for sublayer-io-sunlayer imemsctions.

Table 33—PMD_SAP sublayer-to-aublayer serdics primitives

Primdtive Roguest © | Iodicste | Coofirm | Respouse
FMIDE_THRX x
FMD_PA_AMP x |
PAD_ANTSEL A '
PMD_TXPWRLVL X e :
FMD_FRED X
PMD_RSS] = X

| PMD PWRMOMT X : :

14.5.4.3 PMD_SAP service primitives paramaters

Tabde 34 sheras e paramciers wsed by one or mede of the FRD_SAP savice primitives.

Teble 34—Liat of paramelers for PMD primitives

Paransetar Assaclate primiflyve Valwe
TXD_UNIT FME_DIATA, roquest 1 Wb 0, §
2 hlbsaane: 41,0, 3,3
RXD_UNIT PMD_DATA, Indicwe | hasdvs: i, 1
2 Mvs: O, 1.2, 3
RF_STATE PMD_THRX request TRAMSMIT, RECEIVE
RAMP_STATE PMD_PA_RAMP.seguess LM, COFF
ANTENNA_STATE | PMD_ANTSEL request " (1w
TXPWR_LEVEL PMID_TXPWRLVL roquesi LEVEL], LEVELZ LEVEL3, LEVEL 4
CHSL I Fl.tE_‘FEEJ::g FeIjliesl 2 threaigh B0 felisive
STRENGTH PMD_RESE] inilkake 1 i BES] Ml
MOTE PRAD,_POVRMGMT rogues 0N, OFP
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14.5.5 PMD_SAP detalled service specification
This subclause describes the services provided by each FMD primive,
14.5.8,1 PMD_DATA request
14.5.£.1.1 Function
This primitive defings the ransfer of data from the FLOP subilayer b the PMD emity.
14.5.5.1.2 SBemantics of ihe service primitive
The peamitive shall pravide e following paramelers:
PMID_TATA request (TXD_UNIT)
The THD_UTNIT parameser =am take on one of two vabuzs; ONE or ZERO. This pammster represents a gin-
gle dsla bit The effect of this parameter i that the FMD will propesty mosulaie the medium b represent
ONEs or ZERDs as defined in the FHES PMD modelstion specifications for o ghwen dat rate.
14.5.5.1.3 When ganeraied
Thes pimiiclve I8 penermed by the FLOP sebbayer 10 iegosst the transeeission of o abgle data bit an the PMD
sublaysr. The bit cluck i asmimed to be resident or part of the PLCP and this primitive is isssed at gvery
elock edge onee the PLCP has begun tansmitting dot
14.5.5.1.4 Effect of receipt
The recebpl of this prmitive will cause dhie PRMD extiry o antode and rardmit a single data bit
14.5.5.2 FMD_DATA. Indicale
14.5.5.2.1 Function
Thas primitive defines the mansfer of dstp from the PRI} entity to the PLCP sublayer.
14.5.58.2.2 Semantics of the service primitive
The pramitive shall provide the follessg parameters:
PR DATA dlcate (RX0 UNETY

The RED_UTKIT parameter caa tske on ane af owo values: ONE or ZERO. This parameier fepuesenss the
current stote of the mediom a5 determmmed by the FHSS PMD sodadation specifications for a gives data rate,

14,5.5.2.3 When generated

The FMD_DATA iadicale s penerated o el receiving FLOF endies in ihe perwork  affer o
PMD_ CATA, request is lssusd.

14582 4 Effact of receipt

The effect of receipl of this primitive by the FLOT iy umapecified,

Ciopyrigr & 1567 IEEE. Al rights ressrved, L)
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14,553 PMD_TEXRAM . reguest
14.5.5.3.1 Funetion
This pramitive is need (o place the PMD entiiy inio ihe Fmesmit or receive funciion
14.5.5.3.2 Semantics of the sarvice primitive
The primitive shall provide the: followng pasinsenen:
FMD_THREX reguest (RF_STATE)
The RF_STATE parmneter can take on one of tao values: TRANSMIT o RECEIVE. When the vabes al the
primative is TRAMNSMIT, the BF siate of the rads is transmat. I the valee of the primitive s RECEIVE, the
FF staie of il radio s receive

1455 3.3 When generaled

This primitive {5 penernted whenever the mode of the radio needs to be et or when changing from rassmit
I feel e oF feceive [0 s,

14.5.5.3.4 Eftect of rocelpt

The recespl of this primitive by the PMID sntity will Suse the mode of ibe raelic o b2 in sither ininstiil oF
neceive

14.5.54 PMD_PA_RAMP.requast
14.5.54.1 Funciion
This primittve defines the sart of the ramp-up or ramp-Gown of the radic tnmsmiter's pewer acplifier,
14.5.5.4.2 Somaniics of the sorvice primitive
The prmative shalk provide the following paramsters:
PRAID_PA_RAMPrequess (RAMP STATE)

The RAMP_STATE parameicr cas eake o oo ol vw valuess: O3 on OFF, Wi the value of ihe primiove 5
O, the stote of 1he tranamit power emplifier 15 “on™ BF the value of the primitive i= OFF. the sinte of the
trunemil poaver ampdifier o "off™

14.5.5.4.3 When generatad

This primitive s issued only daneg wansmil and o estabdnh the mitiod Sase. s generaied by the PLCT a8
thre stare of the tmnsmit foction 1o v tee transmitter’s power amplifier "on™ A power amglifier ramp-op
pericd folloves the chanpe of sixie from "ol to Yon After the PLCP hes transferred all required data so the
Pl entity, chis primilive again will be isseed by she PLCP in place ihe trememsii power amplifier hack inm
b bl stnie, & power amplifier ramp-dosn period follows dee charpe of state Fram “on™ o “ofl”

14.5.5.4.2 Effect of receipt

Thve revelgs of cds primitve by the PMD endiy il cnese the maes i power |'||1|p||ﬁ=r o hecoige o ar off

i Gaopyrght @ 1367 IEEE. A righls resorved.
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14.5.5.5 PMD_ANTSEL.requast
14.5.5.5.1 Function
This prmitive |s ased 1o selecs which anierma de PMDF entiny will sse o ransmii or recerve daea,
14.5.E.5.2 Bemantics of the sarvica primitive
The primitive shafl provide the following parameters:
M3 _ANTEEL-request (ANTEMNNA_STATE)
Thee ANTENNA_STATE parameter can take o values from one 10 M {whare N is the nomber of anteones
suppimied). When the velue of the primidve ks o CNE, the PME? will switch w anienna 1 for recelve o mans-

it if the valoe of the primisive [s TWO, the PMID entity will switch o aptenna 2 for recelve or trassmit, e,
14.5.5.5.3 When generated
This pimitive is generated ot various times by the PLCP entity to select an-anicnaa. During recetve, ihis
peimitive can be used o manage antenna diversity, During transmiz, this primitsve can be use & slect 2
iransmit antesna. This primitive will abso be uied daring CCA,
14.5.5.5.4 EMect of receipt
The receipt of this primiiiee by the PMD endiy 08 coase the mdee to sclest the mniznne spacified,
14.5.5.6 PMD_TXPWRLVL.request
14.5.5.6,1 Function
This primitive defines the power level the PRMLY enity will use b trinssit data,
14.5.8.6.2 Semantics of the service primitive
The prmitive ghall provide the following prrameters:
P THIWRLNVL request (TXPOWER LEVEL)
The THFOWER_LEVEL parameter can be ane of the values fised in Table 35

Table 35—Transmit power levels
TXPWE_LEVEL Leved descripeion

LEVEL] Defined ad TeFowerlawel | in M

LEVELZ Diadined as TxPowerlovel] in M1

LEVEL: Diefiricd i TaFrwereveld i MIR

LEVEL4 Diedlred us TaFuwerLeveld in MIB

LEVELS Dedrod as TxPowerLevedd in MEB

LEVILS Dt as TaFoweloveds it MR

LEYELT Diedimed ns TxPowerLevel) in MIE

LEVELE Diefimed a8 TePowerLiveld in MIB

Coprign € 1057 IEEE. AR righis mservad M
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14,5569 When generated

This primitive i generaied as par of the nsmit weqoece.

14.5,5.6.4 Effect of receipl

The receipt af ihis pramilive by the PMD estity will couse the iransmin pewer lene] 1o ba inedify,
14557 PMD_FREQ,requost

14.5.5.7.1 Funetion

This primitive defines the frequency e PMID eafity will use to receive o trnsmit dasa Since changing the

rucdiy Freguency s ned a immediaee funciion, this primitise serves also 2 an indcacon of the start of this
pracess. The completion of this process is dictaled by other PMD specifiontions.

14.5.5,7.2 Semantics of tha service primitive
The primitive shall provide the follcwing passmetse:
PMD_FREG request (CHANNEL _ID)
The CHAMMEL,_ID parsancber can be ana of the valuss lsted in Tabde 38, Table 39, Tahle 40, or Table 41,
14.5.5.7.3 Whan generated
Thils primitkve Is gensraiad by the PLCF whenever & chanpe 1o s nel frequescy is naguined

14.5.6.7.4 Effect ol receipt

The receips of this primicive by the FMI entiny sdil cause the radio w changes 10 4 sew frequenssy defined by
b valoe of the CHMNL_IT.

14.5.5.8 PMD_RS5SLindicata
14.5.5.8.1 Function
This pramitve runsfers & seceiver signal drengeh indication of the physisal modinm from the PMD sublayer
in the FLCF sublayver, “THig valoe sbll be sed by the PLOT s pecfocm any diversity or chear chanme] nssess-
ment fenctions required by the PLOP or ether seblayern,
14,5,5.8.2 Semaniics of the service primitive
I primicive shill provide the follvaing pammesers:

FMD_RESSLimdicate {STRENGTH)
The STREMGTH parameter can be a value from Ota |5, This parameter is zn mdication by the FMT sub-
Leyer af ibe magnitude of the energy chservel & the selected antenna Thes reported value.is used b genemie
the REST term in the PHY-RXSTART.ind[RXVECTOR) primitive s might alsn be used by sy diwersity

Functiom, Since RSSH s only wsed in a relmive mmner by the MAC sublayer, chis parameter iz defised 1o

hisve o mors dhan 16 vilics, tasgisg from O theoagh RES1 Max. The wilue sero is fhe weskesd Hgnal
strenth, while RESI_Max is the stiroages signal stremgth.

Pl Copyright & 1857 IEEE. Al righis soserend
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14.5.5.0.3 When generated

Thas primitive is gemeralzd congnmbly by the PMD entity (o mansfer a receve sagnal streppth indication to
the PLCF,

14.5.5.4.4 Eflect of receipl
The effcen of receipt of this primbiiee by the FLOP |3 anspecified
14.5.6.9 PMD_PWRMGMT.raguest
14.5.5.9.1 Funciion
This primitive is wed by ihe hlghs-leyer entities 0 manage of contmol the powsr consumpiion of the PMD
when mot e use. This allews higher-layer entiizes v pet (b radio imto o Seep or sandby mode whe reoeipt
o sesml b of any data b ol expecsd.
14.5.5.9.2 Sementics of the service primitive
Thee pripitive shall peowide e follraing padaitelers:

MO PWRMOMT.request (MODE)
The MICDTE parameter can have onz of teo valwes: 08 ar OFF, When the valee: of the porameter iz OB, the
ML eviidy will enser imo 2 fully fumctional mode dhai allows |0 in sond oF recsive daia. When the vahse of
the parsgmeter i CFF, the PRI eatity will place iisell in & standby or poaver-siving mide. In the lowspower
manide, the PRI entily is noo eapecied fo be ahle éo perfomn any request by the PLCE, vor & il expecied ta
iedicoie any change in PMID sinte or siatus.
14.5.5.9.3 When generabad
This primictve is daliversd by the FLCP bat acheally ks generaled by @ higher laver management entity,
14,559, 4 Eftect of neceipl

Upan receipt of (ks primitive, the PMD codity will caler a fully Tunctions] or ks power coasumption siale
depending os the value of e primulive’s parsmelee,

14.6 FHSS PMD sublayer, 1.0 Mbit's

14.6.1 | Mbit's PMD operating specifications, gensral

I geneial, the PRI sccepis convergence laver servioe primitives aad provides the actual meaas by which
the sgnals requaread by thee primives ase mmpesed onie the mediom, I the WD subloyer ot the receiver,
tha process (& feversod . The sombined fancthon of the tranwmbstbng and receiving PR sublayen resolis in s
daa sercomn, timdng infomation, asd roseive parameser information being delivered 1o the recsivisg conver-

penas sublayer
14.6.2 Reguiatory regLirements
Whrebesi LAMs implemésted in accordasco with this standard are subject to equipmest certification and

it ting Pegjineimenn: ekl vhed] by reghonal snd national regudaeery admindstrations. The PRED cpecificn-
tion essihlishes mininmum technical regiinements for interopershilily, based upoa esiablished regalatioos for

Cagrpigh: © 1007 IEEE. A iighis resarved. 203
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Eurcyss, Jopan, ard Morth Americo st tee time this stamdand was. Bsoed. These regulotions are subject to novi-
wican, or sy be superseded. Reguirements dhat are subject oo looal geogmphic regulstions are ansotaeed
within the PMD specification. Begalaiory requinemens that do pot sffect isteroperahilioe ase ol sddeessed
withim this stnndand. Implemeniors are referr=d to the following regolatory sources for further infarmation.

Ulperalbon I counithes within Euscpe, of cther regions sutskds Japs of Momh America, may ke subject 1o
additional cr altemative nitsonal regelaions.

The documents lsted below speclify tbe cument regalafory requirements for varkons geographlc srcns an e
time the standard was divoloped, They e provided Ffor information ondy, sed ore sabject 1o change or revi-
g0 Ak day lime.

E’w Approval standards Domaments Appraval authoriiy
Burope Bmopean Telecommendoaiions ETE 300-328, Matinnal type appmoval
Stasdands bsgivae (ETS) ETS K-35 authesitics
Fraace Risghe tochrnges applicable s SPIMAFTIATAAS, Drrechion Géndras des. Poshis
dgui perte s rodeod] e e ETH 3IKL33E, o TélEcommuncalions
de ranamission de dosndes & ETS HKR3I30 {[GFT)
large bande fonctionnant
wliia | bardle de fefgienoes &
A Oix -:t!-.-rili-:m Im b
miqee da Fémlemens de spee-
e (Edilioe [vrige 1RI5Y
lapan Asociaion of Radlo Inqugiries | ROR STD-334 Mindsiry of Telecommunica-
anid Businewses (KT wans (MEK)
Moith America
Cunaila Indusiry Camaxda (10) GLIG 1
8.4 Faleril Cosminicalion CRERAT, Pan 15, Sections FoC
Commission (PO 13,305, 15309, §3.247
Spain Sopplamenio Del Namem 166 ETS Bk ETS Cueden Nocions] De Atribu-
Dl Bodedin O clol Ded FELIG ehedn [ Frecss i
Bt {Pulbdighed 100 Tuly
1094, Beviced 25 lune (G5
14.6.3 Operating frequency rangs

A conformmit PMD lmplemaniation shsl] be dile W select the carier frequency (F.) froin tbe full geo-
praphic-specific set of nvailable carrier frequencies. Table 36 summarizes thess frequescies for & number of
peographic locations.

Table 3&—0perating frequency rangs
Lower Limit | Upperlili | Begubatory range Geograply
24002 GiHe T Gz ZA0-2 4R35 (lix Marile Amaorics
2 403 CiHx L iz TADD-T AR5 Gz Euspe?
 2ATIGHE 1405 fiy 1471-2 447 GHy Tapsan
24T GHr 21473 Ol 2443 2479 GHe Spain
318 GHz 7443 THa 2446524835 GHe Floatice
NOTE—The frequency ranges in this. isbic sm sotject to the geograpiic specillo regelatory
mithmrilies.

"Exoleding Spaln and Franos

Ciopryright € 1987 IEEL. AN rights resanvar.
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14.6.4 Mumber of operating channels

The: nurber of rangmin and recerve fraquency cannels used for opermtny the PMD entity is 7% for the US
and Euripe. and 23 for fapan. Table 37 summarizes these freqaencies for a number of geographic hocslions.
This is sanee fully defired im Table 38 through Table 41 of 14,6.9,

Tabsle J7—Nurmber of operating channels

MEmimum Hoppleg st Geography
TS ™ MNarth Americs
i T Eumfﬁ'"
i Kot applcable n Japmn

i1 n Sgrain

m 33 T‘ru.rrl::
NOTE—The muanter of rgoined bopping channels |5 sohject 10 the paographie spesific
regulasecy authories.

"Excloding Spain and Prance.

14.65 Operating channel center frequoncy

The channel center frequency is delinnd iy sequendial 1.0 MHz sieps beginning with e firsi chasnzl, chan-
fisl 2400 G for the USA and Europs excluding Spas and France, s fisted in Tabde 38 The chanme] cen-
ters for Fapan, staring a2 2.473 Oz with | MHz incremenis, wre lissed in Table 39 The chaneed centers for
Spain azd France are |isted in Tahle 40 wnd Teble 41, respectively.

Table 38—Reguirements in Morth America and Europe
(mxeluding Spain and France; valuas specified in GHz)

Clamsied ¥ Value Channed & Vialse Chanmel # Walpe
2 1400 e AR 54 245
; s | » v 55 2a
4 L4H ¥ LA 5 L AT
a2 408 A 1.431 57 2457
-] 2406 1.4 La%2 1.1 2458
7 ] a3 Li3a L] 247
] 2408 3 1434 [H] 2480
-‘i___ =15 1_'4E'U i A TAFG &l 2-1;1_
10 Ty 36 136 &1 1457
I FE ]| ar 437 -] 2463
12 2413 k] 243 =] 1454
Copylgh & 1907 IEEE Al ights mserssd. oL
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texcluding Spain and France; values specified in GHz) (eonlinued)

LOCAL AMND METROPILTAN AREA HETHOSESE:

Table 34—HRequirements in North America and Europsa

Chammol # Value Chwnned® | Value Channel # Value
i3 o k| k1] 2430 [ 3] e
" LA 40 2440 56 2 466
is 415 4] 2441 W 2467
1 1416 az 2442 58 2468
i AT 4 2443 p 2 46
18 LA M 2444 M 2470
19 2410 45 Ladd Kl 2471
% 2420 1 2 44e 2 241t
o 21421 . 2447 1 sam |
2 247 “ 2448 1 2474
23 240 an 2445 4 2.475
2 3434 0 2430 % 2,47
o | e | m 2431 T.' 2477
2t 2,426 P 2482 m 2478
P2, 2477 = 2453 ™ 2479
o — = = an 2,480}
Table in Japan
{valuss spscilied in GHz)
Chaninel # Vidne Channed A Valwe | Channel# Value
7 1473 Al 1481 a5 2480
1 14 & a2 w0 1400
| aes B 2483 9 2401
7% I 24 5 2284 = 2402
= LT B L85 % 2403
'.rs 2478 B 2486 " 2484
™ T4 oY 2447 95 2405
T 48 s 2488 — =
206

220
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Teble A0—Requiremenis in Spain
{values speciiad in GHz)
Chuamid # Valug il # Vabut Chanmel & Valoe

& 2447 56 2456 i 2465

i 2448 57 2451 ik 164

48 2440 H 1458 67 2ART

= ERLL " 24%% il Lian

-1 | 2451 Lt LG o Lany
[ 52 2451 &l 1441 i) 149
P 2453 5 2461 7 T

51 2454 & 1.86) 72 a2

b3 LASS =l T T3 1473

Table 41—Regulrements in France
(walisea apacifiad n GHz)
Chennel # Walua Channel § Value Chamnel § Vslue

L 448 il Taih T a7z

& 2440 &l 2.46) 7 2473

0 2450 L] Lant 7 247
i 1 2431 3 IAM: 3 1475

52 2457 L Lapd TG 4%

33 2453 i1 2403 —ﬁ- L4377 =

13 1454 b 2464 TE LATE

35 2455 ﬁ? 2467 7 247

b 2436 8 A6k BO ;ﬂl}

7 Tav7 o 2468 K1 2481

5K 1458 1] 2470 E1 248D

54 345 7 2471 =0 =
1466 Jccupled channel bandwidth

Oecupiid channe] bandwidih shall meet all applicable locsl gengraphic regulations for 1 MHz channel spag-
ing. The rate & witich the PMD entily will Bop i governed by the MAC, The hop rate iy an asrbuie with 5
manfowm dwell ime sobiect so bocal googmphis ragulations,

1467 Minirmum hod rate

The midniauin hisg sate shall be geovgrmed by the regulatary autbarities,

Copyighl @ 1887 FEEEE. A¥ righia resanmd.

221



IEEE
Siel 303111097 LEDAL ARD METROPOLITAN AREA NETWORES:

14,6.8 Hop sequences

The hopping squence of an individissl PMEI estity 5 used w oreale 8 pseadormndom hopping pattern utifiz-
ing umifoemly the desiprated freguency band. Sew of hopplog soquences are wsed o co-locate mulipls PMT
entitles in sindlar nepaorks n the same peagraphic fred and bo enhance he overall eficiency aed hroughpul
capackly af each individaal network,

Ain TH pasicrn, Fy, conaists of @ permutstion of all frequescy channela defined in Table 38 and Table 39. For
o given prsiem rumber, &, the bopping sequence = be wiitlen as ol

Fp= U (1L £ 120, (i)

wheneg

fefil s the chanmel numbes {us defined in 14.6.4) for i frequoncy in ™ hegping partern;

o is the number of feequescy chammels in hopping patiem (79 for Morth America and most of Eanmpe,
23 for lapan, 27 for France, 35 for Spain)

Ciives the bopping pastem misber, x, and the index for the sexs frequemcy, ¢ {in e range 1 1o p), the channel
numbser shall be defined to e o Foliows:

L0 =B = x] e (79942 i Mok Americs sl most of Burope, with By defisad in Tobls 42
m [ = 13w} mesd (290 4 T3 im Jnpan
w (b k] mod 270+ 47 in Spain with by} defingd fn Tahle 43,
= (B4 x] mod (2534 45 ip France wiih bfipdefined in Tahle 44,

Table 42-—Base-Hopping sequence bij}for North Amarica and most of Europe

i w@ | e ] o6 ] i Em,- polwp | o0 wn | @ | B | i | b
| [ 1 T 1 18 n ! 14 a1 14 1] Ak &l a8 | a5
] F i 12 o 2 11 2 | Tily 42 57 52 RE! el % EF 35
_3- 13 1'% i u_- k- B 7 -1-!-_ 4k _!In.'I-_l s ﬁ;‘n k] Ti 53 E
CI I T - O S - T R 7 |m | a
g lay s (s | (s s (s s |2l |l ]| o6]E | M
[ 15 (1] &3 | o 35 4 4& Ta 55 e ] (] &7 Ti -1
T m|w | wmle |alw|lale | s|w | 6la|w]|n|»
gl e[ |2 3] |27 [aw %% | s | [en |90 |W | 30
o 2 HL 3 = AT ] | -] Ao ™ Bte] 5 [ 1 T ¥,
151 1 Ak . 3 L1 #l 23 b 45 HE az WE 24 —_ -
205 Copyrigh & 1807 IEEE. All rights resened.
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Tabda 43—Base-Hopping sequence bfi) far Spain

e lwm | 0 s | ¢ | ma
BERERERERED
[z «|u[alm]|
AR ERE:
et
3 5 4 1 ¢ L [ [
T -] () (5] L 34 3 I
9 [ 3w @ |2 |0
s (o || e]z|n
2 [= || 6|z |2

Tablz 44—Base-Hopping sequence BT} for France

it | b LR N
_...i-. 1T IJ | .2-3_.__” J
o I T T - T T -
S T O L B - T s I
4 [z |l || 2
lam e e |a
C I b s [ %
e O T T R TR
_18 + 20 14 kL I} 1%
9 | @ L Joas | a3 2
o |3 |2 o[ a
Bl | e |as | m
I2 Il -1-1- 1 _ ==:

The seqresces sne dessgned i ensare snene minimum distance in frequency between contiguaus hops. The
iminkmiies hopaies 6 H: for Morh Amenca sand Boeopes, incloding Spain and France, and 5 M fie Japan,

The boping putlermn numbers 1 206 divided mio thres sets. The 55 ane desigeed to pwid profonged collisson

perigds begween different hopping sequences in a sel Hopping sequence seis contain 26 sequences for Norh
America and Buroge, aed 4 sequences per set far Japan:

Fiwr Morih Amienica and most of Euerops:

v [ILE A 115,018,260, 24,77 30,3336 30,43 4% 44 51,54 57 6061 56,89 7275 ) L
ro [ 1R TR 12, 2R 30, 34,50 A B 46,49, 50, 55,5861, 64 6T T TR, TR Set 2
Goparight © FFET [EEE. Al niphts réassyd, 209
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&= {25014, TN 26,29, 32 A5 N H.0 1, 44,47 50,53 56, 99,62 55 68, T2 7477 | Set 3
For Japan:

r= {62115} Sen
v [TOMELI6]  Sa22
v [H01.04,07] Se2d

Foe Spain|

o= {0369 12,15,18,21,24] Setl
o [ LA T I003,L6,19.22.25) Serl
r= {258 100417202325} Seld

Fen' Framce:

x= (0369012 151821, 2427 .30) Set |
xom [14.7,10,13,06,19,22. 252831 diet 2
we [2.580,10,14,07,20,23.26,1%,31) Set 3

The thres seis of hopping seqoences for Morth Amercn amd most of Eumape, of 26 petierns ench, are hisied
Telbsles B0, B2, and B3 |m Arsss B Simblarly, these are three seis for Japan of foir petiemns cach, The tares
sl for Spais have nine pailenis sach. The three ses for France hove 11 patierns sache The chansed mumbers
listsd upder sach pafiem reler o the scual fregeency valucs listed in Table I8 amd Tahls 39,

14.6.9 Unwanied emisslons

Conformant PRI implementatioss of this FHSS standard shall lomit the emissioas that fall ouside of the
oeperaling frequency runge, defined |8 Table 36 of 1463, to e geographically applicabbe lmite

14.6.10 Modutation

The mrinimurm set of requiremnents for o PMD &0 be complinng wish the TEEE 802,11 FHSS PHY shall be o
Tl loros,

The PO skall be capable of operating wing woelesel Goessian Inequency shift key (GFSE) modolation
with & nominal handwidth bit-peric T =05 The P02 slall occept symbals from the sei [ L], (9] jirom
the PLCP 'The symbod [ 1] shell ke encoded will & peak devistion of |;-|_,|"d_:|. iln.'ln; i preall IFarE il f[n.ruhﬂ:_i
of {Fo+i), which b greater than the curfer cetier [reguency (FJ). Th symbod {0} skall be encoded with
peak frecency deviation of () giving o peak ransmit Frequency af {F. <)

An incotming Bif stream at 1 b’y will be canverted 1o symbals ot Fefe = | Wyymholsfs, a5 shown i Takle 45

Table 45—8ymbol encoding into carvier deviation (1 Mbils, 2-GF3K)

Syrlesd Carrler Sevlntbon
I 172 = 03 Pelk
K] =100 b Pl

WOTE—Thess deviation values are measered uslng 1he cemer sym-
bal of T ooasecuiree gyenbols of fhe e valie, The matan e
shevistion will vary dog o Ommsian pulse Ssaping.

210 Coopryrighl @ 1287 IEEE. A2 rights sesarued.

224



EEE
WHELESS MEDI U ADCESS CONTROL (WA AND PHYSIGAL (PHY) SPECIFICATIONS Gid B0, 1 1 1987

The deviatien factor hd for 2GFEK (measured & differencs between frequencns measinsd n the madilhe of
OO0k and 1111 pansens engosmienad in the SFD, divided by 1 MHz} will nominally be 052

The minimum frequency deviaibon, as shown in Figure 84, shall be prester shan 110 ke relative s the nom-
Imal comier frequency Fo. Fa B e average center Trequency of the last B it of the Preamble Syne fieid,
mcasmred aw il deviaton ot the mlspmbal, Midaymbael i3 definsd os the point that s milway boivesn the
zero crossngs derived from o best fit 1o the last B bits of e Syne field, Maximom devintion is eot specified,
but msccdubation ix subject o the oocapied besdwidil limis of 1465

Ther 7ors croscisg armor shall be lesc thon £ 108 of 0 symba] period. The rern eroscing enver iz the 1ime differ-
ence berween the keal symbol periods and measwred crossings of £, This is Mustrated o Flgune 84,

ldeal Zaro Crossing

&
F_+,
Fe Min, i
Deviation
Fol
£aro Crossing Emor
Fraguency — -
Figure B4—Transmit modulation mask

14,811 Channel data rate

A complianl [EEE 802,11 PFHSS PMD shall be cepable of transmitting and recsiving of & nominal daes rate
af 1.0 Meitfs £ 50 ppan;

14.6.12 Channel switching/setiling lime

Thee tira: o change from eoc operating channed frequency, asspecified in 14.6.5, is defined 2 234 pe. A con-
forment PMD meets thig swinching dme speciSomion when the operating chanpel cemler fraquency his 461-
tled ba within £6{) kKHz of he nonsinal channe| center fraquency /s catlined m 14435

14.6.13 Aeceive to iransmil switch time

The mandiouim time fof & conformant PMEHD swlsch the radio fmen the receive stale to e rammmil sae ond
ploce the siart of the first big on the air shall be 1% s, At il end of this 19 pa, the BF comier shall be withan
the neminol raesmit power level range. and within the degeribed modulaion specificstions.

Copyright @ wa7 IEEE. Al 11ghis nesivedl, att
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14.6.14 PMD transmit specifications

The followisg partion of s subclmse describes the fronsmit functions and parmmieers a_:m-riund 1'_«'iﬂ1 e
PME sublayer, In general, these are specifial by primitives from the PLEP, and ibe tramamit PML entity pro-
witlex thie pewal means by which the sgnals regaised by te PLCP primitives are impesed ot the medium.

14.6.14.1 Nominal transmit power

The naeninal transmit power of 2 frame is defined & e powes averiged between the srant of the first symEal
in the PLCP Header 1o the eod of the last symbel in the PLCP Beader, When in the dransmit state, ihe trans-
milt power shall be within 2 dB of the nominal irangmit power [om the st of the Presmble SYNC field 1o
the kst symibiod a1 the £oxd 0 The frame,

14.6.14.2 Transmit power levels

Uinless governed by mors siringeod boal peographic regulsions, the radinesd emisskons from compllant
devices shall meet [EEE Std C95.1-19%1 Emite for controbled or weeonirolled emvirpnments, in accordance
wilth their Iseended msage. In addition, all conformamt PRI impleme ntations Shall cuppon ab ke o pawer
lews] withy a minimuen eqguivalent isotropically nrdmsad power (EIRFhal 10 mW.

14.6.14.3 Tranamit power level controd

1§ & conformant PMD implementatin bas the abiliy o ransmil ie & manser that resulis in che ETRE of the
tranamit signal exczeding the kel of HH) mW, &t beasd one bevel of Iransmil paswer cobtn shall be mple-
mznted. This mnsmit power control shall be ssch that the level of the emisdion is reduced o o level at ar
bezlomw 1000 mW ureder the infieence of sid power contral.

14.6.14.4 Transmit specirum shape

Within the operational frequency hand ithe imnamiter shall pass a specinam mask iest. The dmy cycle
betwesn Ta aned B | nosnisally 305 and the transni Frame length ba nomminely B0 pia. The adpsent chan-
nel pover is defined as the sum of the power measered ina | MHx boad. For o psendomndom dsts patiemn,
the adjacent chapnz| power shall be o fungien of the offss beween chanpel momber M and the assigned
eramsmivier channel M, where B iz the actil transmimed cester frequency and M a chapns] separated from i
by an integer pember of MHz

Chossel offser;

BN-Mll=3  -Z0 dBm ar —30 dBc, whithever is he kower power
M-Mlz3 —A0 dBm or —60 dBc, whicheves is the kwer power.

The lgvels grves mn dBc are mesured nekabve 10 the tramomber pever mengired ma | MHz channed cen-
tored on the traasmidter center frequancy. The adjaceni chaneed power mnd the tansminer povwer for this sob-
clauss of the specification shall be measared with o resolution bandwidils of 100 kHz, o wideo bandwiich of
300 kMz, and n peak detector. and with the measarement devios set o masimem hodd,

Tor any fransmit center frecuency M. twn erceptiong in the spectrumn mask pequisements are permiiled
within the eperational frequency band, provided the exceplioes ane leis than =50 dBc, where gach offset

channel excesded cousts a9 3 sepirate excepiion. An excepion ocours when the ot srergy within & given
1 MKz channel &5 defined in UGS saceeds dhe levels specified above,

242 Copyright © 1997 IEEE. AR fgfis magarvas,
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14.6.14.5 Transmil center frequency lolerance

The ML mansmin center frequency shall be withis 280 kHz of the nomingl center froguency g specified in
46,5,

14.8.74.6 Transmittsr ramp periods

The frarsmitter shall go fiom off 1o within 2 dB of the nomimal anemi poaer in & jus or bess, The runsmi-
ier shall go fram within 2 dB of the aominsl transm power 5 off (leas than —50 dBm) in B g5 o less,

14.6.1%5 PMD recefver specifications

The fallowisg portian of this subclasse describes the recsive functions and parameters associzted widh the
PMD schlayer. In gemeral, these are specified by primitives from the FLOP The Receive PRI eatity pro-
vithss dke aciual means by which the sigaels requited by the PLCFP priminives one mecoversd from the
medium. The PRI subleyer mositons signnls o the medium and widl et aymalsoks Hnom the seil ([1],10]]
e the PLCP aublayer.

148,151 Input signal range

The FMI» shall be capable of recovering a conformant PRI signal from the medium, a3 deseribed in relased
subsclwnee, with & frame ermoe mtio (FER) 3% for PSDUS of 400 actens penerated with pesudosandom datn,
for veceiver Input sigeal levels In che tange from =20 dBm o the recchver seasitiviey (a8 speeified
14.6, 1 5.4, acrdds thi frequensy Saed of oporation.

14.6.18 2 Recoive contor frequency socepliance ramgs

An TEEE 807,11 PHSS compliam PMT shall meer afl specifications wiih aa inpai sipral hiving 2 cenjer fre-
queney range of 260 kHz From nominal,

14.6.15.2 CCA power threshold

In the presence of any TEEE 8021 [<complizm | Mbits FH FMD ssonp abowe <85 dBm that starts synchm.
nously with respect oo kot times & speciiedin (4332 1, the FHY shall skgnal busy, with & 909 probahiSny of
desectins, dering the jreamble sithin the OUA apesment sandow, Inihe presence of any IEEE B2 1 1-goapli-
ard | Mibit'e FH PR signal sbonse =55 dlm that siarte asynehnnnoisly with respect o kol tnses ol specifisd in
1433201, the PHY shall signal basy, with a 70% gobsbdity of dsecion. during the preamble within the OCA
windera, [m the presznce af any [EEEROZ 11 coanpliant | ]f!:ih'-:l"'.li.ﬂmli,gnu] shave ~65 dBm, the PHY shall
signnl bnay, witk o W% probahility of delection, during mndom dato within the OTA wizdow, This specificstion
applics taa PMD operatlag wish a sombnal BIRE of < 1WA complisas FMD operating af 4 nomisal catput
pwer greamer tham 1K m'W shall use 1he fofleving equation o define the CCA threshold, whene Py epresents
Eransait power.

CCA iheeshold jpreamble) = - 85 dBm - [5 ® |n;,,|:mf:ﬁ]] dim
CCA theeshold frasdos dita) = OCA theeskald (preamble) « 20 £B
14.5.15.4 Receiver sensitivity
Thie semn: itivity is defined o the tranizum signal kevel required for an FER af 3% Tor PSDUs of 400 oetets gen-

etmed with paeadoranidom dutn, The senchtlvity shall be less than oo equal -850 dBm. The refercnce sensitiv-
ity irdesined o ~80 dfm Sor the | Mbivs FIl PHY specifeations:

Copyrght D Va3 T IEEE. A rights reasar e, 213
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14.8.14.5 Intermodulation

Inbermudulation probection (EMp) 15 defised & the rotlo of the mistmam amplinds of one of oo equal inser-
fering signals 1o the deiired signa amgdinele, where the interfering signals are spaced 4 and § MEz removed
from the cenrer freguency of the desired signal. both om the some side of cemier frequency. The IMp protec-
tira kalko is calabdishad af de imerdetap slgnal fvel hel causes the FER of ihe 1=celver we be Incremsd v
% for PESDUS of #M0 oclebs generaled with psesdormnilom daga, when the desiced sigoal §2 =77 dBm, Bach
imerizring sigaal is modolmed with the FH PMD modulation oneserelated in time 10 each other or the
desired signal. The PMIy shall have the IMp for (he mierfenng signal ot 4 asd & MHz be 230 |1

14.68.15.6 Desensitization

Desensilization (Do) 15 defived a5 e mbe o mesured seasloviny of the minkmen aspliedes of an inerfer-
ing signal that cawses the FER st the cutput of the receiver o be increasod o 3% for PSDUs of 400 cogets
generated with peeadorandom dain, when the desired signal ks - 77 dBm. The Enterfering ignsl shall be mod-
ulated with the FHSS PMD modulstios uncorrelsied intime o the desired sipnal. The minkmsm Dp séall be
& phven in Table 46, The spectral purity of the interleres ahall be sofficient w ensane thar the measanement is
limnited by the receiver performance,

Table 46—1 Mbits Dp
Ingerierer frequenc® [t mimimuen
M=4+T MidR
M & S oo Al

“W'heere M is Lhe interferer requescy and ¥ is the desired chamns] frequency.

14.6.15.7 Recelver radiation
The sipzal leakage when receiving shall not exceed <50 dBm ETRF in the cperating fregoency mmge.
14618 Opersting tlemperaline rangs

Two emperature mages for (ol operation complisoce & ike Fil PHY o specified. Tvpe 1 is dofined ns 0 °C
10 A0 nad [s dedignated for effice ssvimimenty, Tepe 2 ie dofined az =30 °C 1o +70°C and js designatad
for bacdustrial exvirommenls,

14.7 FHS5 PMD sublaer, 2.0 Mbit's
14.7.1 Overview

Thiz subelanse dotails the RF specification differences of the optiomal 2 Mbit's apersion from the basefne
I Mbits PMD as costained in 146, Unless ofherwiss specified in this subclanse, the compliasg PMED ghall
nlso meet @l requircoscite of 14,6 when rarsmitling of 2 Mbivs. When implementing the 2 Mbits optios,
the prgsinble wid FHY Header shalf be transmitied ai | MEids, STAS impleasenming the 2 Mbit's apiios shall
also bir capabde of transmitting and receiving PEDUS @ | Mbis,

214 Copyright & 1947 [EEE. AR nghls resseved.
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14,72 Mowr-Level GFSH moedulation

FPor an 'HSS 2 Mhbt's FMD, the modolation schemse shall be four-level Gamsslan freguency shill ksying
{SEFSED, with o nominal symbsolperiod bandwidth product (BT of 6.4, The four-level deviation fucror.
defined = the frequency reparntion of adisceni symbols divided by svmibal rate, b, shall be relatsd o che
deviatinn factor of the 26F5 K modukaticn, hl, by the following equation:

BT = (45 2 0u01

An meaamng bl stream al 3 Mbis will be comerted 1o 2-bi words or aymbols, with o rate of Folk =
| Msymizolfs. The first received bat will be prooded ws the LAMB of the symbal in Toble 47 The bits will be
encrded intosymbaols as sherwn in Takds 47,

Table 47—Symbal encoding nto carrler deviation

1 Bk, 2GFAK
Bymbsal Curticr diviation
1 15k ht = Folk
1 =12 % K2 xRl
2 hbibs, A FEK
Hymbal Carrier diniation
1) B2 o bl WPl
i1 152 5 bl Pl
| <12 bl 2 et
L1 =M nFel
NOTE—Thes: devislion walues 2 moasomod using the
comper ayeninal of 7 coaseculive jpmbals of S sams vaioe.
The Ewtantmones devimon will vary dus wGimesian palse
shaping

The devition factar h2 for XGFSE (messured ng the difference hermeen frequencies measared in the madidle
of 000 End 1111 parterns encoantered in the SED, divided by | MHz) will naminally be (.32, The deviation
facior h2 will be no less then 030 (with maximam dictated by regelatery handwidth requirement), Accand-
ingly, b {messured a5 o difference between the nutermoen frequencies, disdded by 3, divided by 1 MHz) s
nomainall y 43 = (032 = {144, and o will be po Jess than 083 % 0.3 = 0,135,

The movdulation error shall b less than £13 kHz ai the nmdsymbol Gnse for 40FESK. from the frequency
deviackms specified al=ng, for o symbol surmanded b ilentical sy, and less than 225 kH: for ey
symbeal, *Mee deviatbon b relaive bo ibe sewal center frequency of the BF canier, For definition purpose, the
actual semter frmpuescy i@ the midfrssuency beivween symbols |1 and §1. The actoal center fraquenoy shall
ber wthen 26l kHz of the pomenal chaneel center frequency defined in 1426.5 and shall son vary by moce
then 10 kHe'ms, from the sian to end of the FPOLUL The peak-te-peak warlation of the aciud center fre-
gueney owel thie PPOL shall noe eaceed 15 kHz, Symbals and terms ased whilen this subclause are illusrased
in Fligar: &3.

Copyraght 3 1987 IEEE Al righis resarmed, 215
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Figgure 85—Four-Level GFEK ransmit modulalion

14.7.2.1 Frame siruciune for HS FHSS PHY

The hgh rate FHSS PPOAJ eomsasts of PLEP Preamble; PLCP Header, and whitensd PSTHT The FLCP Pre-
amble and FLEP Heades format ire idenfical 1o | Mbit's PHY, a5 described in 14.3.2. The whitesed FSOU is
transmitod in 20F5K. 40F5R. or potentially a highor-rais format, accondiag o tho rec chosen: The mate s
indicwted in a S-hir field in s FLCPF Header, having o valoe of'1 or 2 higsssymhod (or Mhizs)

The PP bs transmized 25 four-level pymbals, with the smoune determeined by nomber_of symhols =
i{number_of PSDL_seete o 8 )irare.

The input hits are scrambied scoording i the method in 14.3.2.3

The serambled hit siream is divided into groups of ree (| or 2) comgecmbor bite. The béte ane mapped into
symbials sccnnding in Takle 47

& bam suppressson olponthm = sppleced # the resultisg - symbol siream. The bins suppression algonibm is
defined In 143,23, Figure T2, and Figiee 75, A pobarily controd symbal i3 sseded prior fo each block of 32
syl a {or less for e tast blockl The polarity coabnol signals ans $GESK symbols 10 or (8. The algorithm
15 eqquivabent oo the case of JGFSE, s the pedarsty symbal 2GE5K 17 replaced with 4GFSK gymbed * 1007
ond the: 2GESE polarity symbod 0 replaced with o 40FSKE symboel <N~

14.7.2 Ghanrsal dals rate
The data rmie foe the whitened PSDA ai the opoonal raie shall be 2.0 bIds £ 50 ppen.
14,731 Inpul dynamic rangs

The PRI shall be capeble of recovering a conformast PR signal fioms the medicm, as describad in refaged
subcluases, with an FER £3% for PSDU s of 400 orteis peserated with pasudarandom data, For meaivir
inpeal sigmal levels in ke range from -20 dBm o ke receiver senshiviny (s apecifisd tn 1473 78 acroas the
freqpaency band of opemtion.

216 Coprigm & 1997 EEE. Al righis nsangd,
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14,7332 Receiver sensitivily

The sensitivity is defined as the mimimum signal level required for an FER of 3% for PS0LE of 400 aoiels
generated with preadorsndom dain. The sensiivigy shall be bty then or egoal 0 -75 dEm. The reference
senshlivary 1s defiped as —75 dBim for the 2 Mbiv's FH FHY specificadons.

147250 [ Mp

hp in definced aa the itz to =77 dBo ol the minman smplibede of oae of the twie squal level inerlering
sigmnls af 4 mod B BHz removed from conter freguency, both oo the sime gide of canter Froguency, thad canes
the FER of e receiver in be increased 1o 1% for FSDUs of 800 ociets geaecaied with peeudorandom data,
when the desired signal is <72 dBm (1 dB shove the specified sepsitivity specified in 14,732 Each mber-
ferlmp gl 2ial ks modubated with the FH | MEdts PMED moduladsen unsomslsed in time 0 each other ar the
deired signel. The FHSS optional 2 M rale Idp shall be 225 d6.

14.7.3.4 Dp

Dip = definesd e che ratio g measared senastivaity of the minkmum amplinude of an nerfering signal thas
caisgs he FER af the soosnet i be: increased in 3% For PREHUs of A4 aciels genersted with prendocansdom
dutn, when the desired signal iz <72 4R (1 B shove senxitivity specified in 14,732}, The imerfering signal
shall be modulsted with the FHES PMD modelabon uscorrelated in time s the desired signal. The mini-
mgm D shsl] be as given in Table 48,

Table 48—7 Mbitls Op
Interferer Trequency® O mnilnbmuem
M=N21 e
o= N2 Y or moee ndA

*Wheie &F s (he Everfere froguescy anid & & the dexloed chmsne] equency,

14.8 FHSS PHY managemaent information base (MIB)
14.8.1 Crverview
The fallowing |6 the MIB fof the FHES FHY.
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14.8.2 FH PHY altributes

LOCAL AND METROPOLITRN AAEA NETWRRKE!

This subclause defines the sinbules of the FHES MIE, Thbde 249 Fay these anmbuies and the detaal values
Falkpwing the lable is 5 descriptios of cach srifoie,

Tabla 43—FH5S PHY attributes
Al Default valwe o s {hperational behaviar
aPHY Type FHSS = 201 Static Whentical for all P PITY S
R EEDn M Spoened FOC =% 1 Staie Implenenaic dependent
IC= X2
Al e X
Spain= X1’
France = X3
MEK = X400
L urremiegiinmain EYLT] Dyramic LME | I=plementation dependest
ol Time s Sratic Tdentical for all FHPAYS
W ATime P e Identicsd for sl FH PHYs
RN TY TurnarosedTime 20 ps Saalic Identicnl for all FH PHY s
aTxPl.CPDelay T i E Iidewtical tor all FH PHY s
i TS witchTime l0ps Static Idemtical for 1l FH PHYs
TR ampOnTime ™ Staic Tidertical for all FEL PHY s
“ATxRFDelny T Stafic Idertical for o 1M PHYs |
W8I ETime K s Stane. derical for o FH PH T
AR AN FTheky A jix Siakc | Wetical for ail FH PHY
WAL Delay LT i e Lartical o all 190 1FIW A
A ACPmenssingDinisy T e Mlantical for ull FIl PHLYL
aT=RamplTTime B Sinic Bdentical B ull B PHY
aPreansbicLenyth o6 Stk Bdaniical Sar wll PH PE0vs
aPLCPHAMLemgh M Bumio Memical for oll PH PiIYs |
aMPOUDurainaFactar L1z o Smtie | Wdentical for il FH PRINE
ahkFmpagnsanTime ™ Sk Buznuical o all FH PHYS
aTempTepe Type: § = X1 S, Tmplenemubon depepizal
Topar = KL
‘Iyvpe 3= XF
sV N 13 Saanic Identieal for all FH PHYs
= 10 Seanlc Identecsd for all FH PHY
aSuppomedDamiates TX 1 Afbits = XU manda- | Geatic Identieal for all FI PHYs
lEl:..ln'.r'lll-il..'l = M0 ol
eSuppeeedDanRanss R X 1 MBS = XO2 mibdi- Baalic Tdeaticid for all F1 PHY s
i
2 Mty = XOF opaioeal
e DL axLenimh | A0 poseiy Simiic Iddenticad for all FH PHY's
‘SapporedixAstensas | | Anbis=XOF | Swmlic Imptemenimion depesdent |
AR T = XTI
Ant 1 = XT0F
Anlm=m
e T et St 1 = el Dymamic [MWE Imgilemesiation depaeedien
214
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Table 43—FHES PHY atiributes (continued)

(iperationsl
Atiribute Trefanls value i Erperatismal behavior

iSupsoridicArtennas Ani L= KU1 Bl Imgiemesintinn depeadent

Al 3= X0

Aql 3= N0OT

S -l'l-l'l-l_Ll-_:_I'I

alblwerai iy Suppen Awilable = X700 Simac Impdementiition depedont

Mol avall = XTEY

Comidmil el = XTIV
aliversiySeleotionRx Ant 1= 200H Dynorie LME | Implementnion depeddent

Anl 3= KT

Ant 3= KNF

Anl 4 = 0

Ant 5= X005

Ant = X

A T = KT

Arit = KN |
etk Supporisd Powsleels | Lell = X1 Stirde | tplemenintion depeades

Ll2 = X2 |

Lwld = XT3

Lyvia = Xw'

Lels = XTS'

Lvlt = K16

LeiT = X1

Lvl® = Ko
aTxPravet ovell Faceecy dof. defik Surk | lrpdemenimlon dependeat
aTuPowaleee]2 Facsory defl. Sucic :In'phm.llmdcpﬂ.&ut
aTePrwialcecld Faclar'y del Stic ilnﬁmlnu whepindeal
ETaPowirlorcle Facgary daf Slarig | brrplemeraiinon depedeal
aTaPowarlgral§ Fagiey def. Staic | Implemenistion depoadost =
aTsPirecrlercli Faddawy ol St | Ingplemcnialion depeadesi
AT PawsrLevel? Faczory daf. Stxio Ritgebe it il b piss ot
T PoworLesallh Faciory deil. Sexilc Impkeneriton deposder
wlarmen] Tx Powest ovel TrPowerLamval Diynarm: LT Impdementation depondozt
albopTime B E Siio. | Idensical for el FH PHYs
MOwmeniChonelNumbe | KO0 Dynsric FLME |
atlusw ellTime 83 TU Sueiz Rty dinn depeidem
allaivent St o Dvaares FLME
el srent Palleen M Diyiaiies FLME
erCuam il lades xoy Dyt PLME
aCarment Porvser S i1« Dymarmic LME

XN an

PATE—The calamn Hited “Operalions semantics” conlaims e G pei il wd dymamic, Sl MIB mrrituies e
fived ane coenoi be modified for a given PRY implomestation. MU sirSites delinod & dynomés san be midified by
SOTHE [ B i) STy WTETEVET B mrisile i3 dofined s dynssic, o culumn also sboyws which ey hil oo
over the mirfoute. LME refer 10 the MAC sublayer management satiy (MLME), while PHY refiers 1o ge physical
Liyer ma ssgemenl calily (P1LMIEL

Cogyright 5 1097 [EEE. &l righis reserved.
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14,8.2.1 FH PHY attribute detinitions

14.8.2.1.1 aPHYType

The aPHY Type is FHSS. The LME uses this adiribwie oo dedermane what FLECP and PMID s providing ser
vices o ihe MAC. It also is used by the MAC todetermine what MAC sublayer mansgement stafe machines
must b frvoke o soppont the PHY. The wlue of this ofdbute & definesd 25 the integer () bo indicme te
FHSS FHY.

14.8.2.1.2 aRegDomainaSupportad

Oiperationnl reguircmenia for FHSS PHY ae ddined by agencies reprosenting cortain geographacal reguts.
ey domnies. These regalaiory ngencies may difine Himie on varioes parametens thal differ from regeon o
reginn. This parameters may inslude dTxPowerbevels, and aMaxDwellTime, & well as the total number of
frequancies in the bopping patterm. The valoes ssawn in Table 50 indicate regelsinry apencies supported by
this document.

Table S0—Rogulatery domain codes
Cadu point Ripulsary agency Ruzinm
e RoC United Sunes
b ic Crfrada
X ETH Blosi al Bunpe
1= _i'l.";l Syxain Spatin
Xy Franoz Framce
XEr MEEK Tapan
L h Muill 1emminates —

Bince & PLCP and PMD might be desigaed to suppor operation Im more than anc negulaeey dosaaln, this
mitribute can aciudly represens & Liss of apencles. This Hiss can be ane ar nane of the alkwe agencies avd most
be terminated using tee nll tembamor. Upon stivative of tbe FLOP and PRI, the infonmation in this list
it he uged b ol the valsie of the aCurven BesDomuin sttribuie.

14.8.2.1.3 aCurrenlRegPomain

Thee aCarresifleposmnla sirdbabe fae the FHSS PHY iz dedined as the regulatory domain onder which the
FhITY |2 cisrently operating. This walue must be ome of the valoes listed in the aRegTomaineSappomed lis.
This MIE miribuce = managed by Be LME,

14.8.2.1.4 aSiolTima

Tho aSloiTime is a PHY depeadent stiribute weed by the MAL soblayer o determing the PIFS and DIFS
periode. [t & defined wsing ghe following sguation:

#CCATIme + alsTaTarnaroundTime + adirPropagetion Tine + aMACFrocessingDelay

Far the FHES PHY, the aCCATime is 27 ps, and the aBxTa Turnanousd Tims is 20 ps. The atarPropagatian-
Tizne £s fixed al | s, The aMACPocssingDelay is nominally 2 pe The value of this abwibases is 50 s,

2M) Copwight & 1247 IEEE. All righte resored
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14.8.2.1.56 aCCATIima

The w0 ATime for the FHSS PHY i deficed a5 the lame the receiver mmest use 8o evaluage tho medism al the
smtenny 1 detemmine the siste of the chaanel, This ime period for e FHES PHY is 27 ys, This period
inchsdes the ARxEFDelay andl the aRxFLCPDelny.

14.8.2.1.6 afx TxTurmarcund Time

The pfx Tz Tumarousd Time for the FHES PHY s defined as the Gme §f w=hes @ 5TA 10 place a valid symbsal
an the medigm after a PHYUXSTART request. The abix Vs Turmaroend Time i determined using the folloe-
ing equition

AT PLCPDckey + aRaTaSwitchTime 4 aTaRamplnTime 4 aTaRFDelay

Far the FHES PHY, thy aTaPLOPDelay 1y 1 e, the aRs TeSwiickTome fo 10 ps, the aTaRampinTime s
R jis, amdd the aTxRFDelay is 1 s, for aiotal of 20 . This is the maximuam time for geiting valid dat oo (be
medivm, STAS can wse less time but not wore than 20 ps

14.68.2.1.7T aTuPLCPDalay

The aTxFLCPDelay for che FHSS PHY is defined as the delny the FLCP ingrodisces in geiting dato onto the
air in ihe iransmit direction, This value for the FHES PHY is nominally | s Insplemerdors may choose in
Imgrease of decyease this delay as long &s the requiremenss of ARy TH Tumarou nd Time are met.

14.5.21.8 aRx TeSwitchTime

The aFn T xSwitchTime for the FHSS FHY is dcfined & the delay the FMT reguises o change from receive
to wansmit. This volue for the FHES PHY is nomisally 10 jes. Implementons may choose to inorease or
devresn e deliy an long e reguinements of Al Ty Temessand Time are met

14.8.2.1.9 aTxRampOnTime

The aTaEampOnTime far the FHES PHY is defised as the delay the PMD reguires to wrn on the raesmil
prwer ar plifier. This value for the FHSS FHY i rh:n'n.in.l]t}' 8 ji=. Implementors may choos 10 increase of
decrease this deloy as loag & the requirements of alx Ty Tarnarsnd Time: are med

14.8.2.1.10 aTeRAFDelay

The aTxRPDelay for the FHSS PHY is defiosd 2 the noming tdme o migsesecands between the issoance of
o PMDDATA request to iBe PRD and the stan of the comesponding symbol ot the alr interfoce. The start of
& symhil mdefined i be 17 aymbol perdod peiorn to the cenier of the gpmbol. Thic value for the FHES PHY
& romminally | ps Implemenbors mey chonee: o iecrease of decrense this deloy as long as the requirements of
aBRaTxTunarmmd Time ore mei

1482111 aSIFSTime

The sSIFiTime for the FHES FHY & defined 15 the lime the MAC and FHY sublayvess will requine
recefve the las syenbol of a frame o the adr ineerface, process the frame, and respond with the fing symbol of
i preanibile op the alr ingerfoce. The aSIFSTime is deteomined using the fallowing equation:

R iRFDeliy & aRaPLCFDelay « adaCProcsssingDelay + aBxTaTurneronndTime:

Copyrighl © 1507 IEEE. Al rights: nsserved, i
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For the FHES FHY, the afxBEFDelay b 4 s the sRaPLCPDelay 1s 2 s, e aMACPmeesingDelay s 2 ps,
ool the sRaTaTameround Tinss {5 B0 pa, for o el of 18 ps. This |5 the sominol vabee for o5IFSTime. In
oeder ta sscount for variations between fmplomeatations, thie salie bay o dolerance as specified b 9.7,3.0,

1482112 aRXRFDelay

The gRxRFDelay for the FHSS FHY i dafled as i nomisal dme s micrseconls betwees the end of 2 sym-
bl o the air inlerface b the isseanes of 8 PMDDATA ndicis 0 the PLCF The end of & symbod s defiped w
be 152 symboed penoed after the Genler of the symbol. This vales for the FHSS PHY i3 nominally 4 pe. [Impde-

MEETE T dluide 10 incrense or decreme this delay ax long as the requremests of aSIFFTime wed aO0CA-
Timi & met.

14.8,2.1.13 aRwPLCPO=lay

The 0B xPLCPDeluy for the FHSS PHY i defioed as the debiry the FLOP introduces in (he data path between
the PBAD and the MAL sublayer. This valee for the FHSS PHY 1% sominally 2 ps. Inplensemions may choose
bo increase or dacreass this delay a2 loag ad the requiremenis of SSIFETine and sOCATriv S el
14.8.2.1.14 sMACFProcessing Delay

The abdACProcessingDelay for the FHSS PHY is defined s the delay betwoen when n PHY-RYERND ndi-
cite pe diened by the FHY il a comesgpainding PHY-TXATART request is issoed by the MAC. This valae for
the FHES FHY is opminadly 2 1=, Implementors may choose 1o incnsese or decrease this delay as long as the
requircmenis of a5TFETime sre mel,

1482 1,15 aTxRampOiiTima

The o TiRampOfiTime for the FHSS PHY is defined as the delay the PMD requires to um aff the iransmit
pover ampiifler, Thes valus for ihe FHES PHY b & maxaomem of 8 55

14,8.2.1.18 aPresmblelength

The parasneter alreamblelengh daflpes the tbme ragudrsd by the FHES FHY w rassmin the PLCP Pream-
hle. For both the | ond 2 Mhie's FHSS PHYS, this value is 96 s,

14.8.2.1.17 aPLCPHdrLength

The parameter aPLCFHEr Lengdh defines the o regained by the FHSS PHY o trassmit ibe PLEP Header,
For hoth the | and 2 Mba's FHSS PHY's, this valoe s 32 pa

14.8.2.1.18 aMPDUDurationFacior
The parameicr aMPOUDurstionPacion defimes the overhead mlided by the PHY to the FSOL a5 i0is tansmit-
ted ower the sir. Por B2 FHSS PHY, this ineior (5 1003123, This tacior is catoulansd i 3432 0 aotount fof

thes expansion due to the dss whiteoer encodsg algorithm. The total b o Fansmi e PEDU over the alr i3
e foalbiw b epuarion rousded up g0 the e integsr microssoni;

aPreamblelengih ¢ aFLCPHArLength & aMPRUDummitbonFecoor = % o PSINL leagil (octen bdaia rake

The tndal time in sicmseconds b the heginming of sy ‘octet in on PPOLT from the first svmbal of the prer-
Ble can be calculmed wsing the duratbon facior in i following cqostion:

Truneaie{nPreamblelength « sPLEPHlALengih + abfPDU DuralionFactor = B = Aifatn rae] + |

i Coopetight © 1857 IEEE. Al ights msersed.
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where Vi the number of ocpets prior o the desired acior

14.8.2.1.19 aAirPropagationTime
The paramester afd iPropagation Teme is the time it takes a rapsmitted sigmal to go from the rrassmining 5TA

o ihe peveiving STaA A moaminal value of 1 ps hes begn aBocaed Tor this parnmensr, Yeriaions in he scoanl
propagston time are nocounted for in the allowsble runge of aSIFSTime,

14.8.2.1.20 aTemp Ty pe

The paruneter aTesup Type defines the temperatung rampe supported by the FHY. Tvpe 1 aguipenent (X017 sup-
rorts 4 fe mrperature mnge of U0 040 °C, Type 2 aquipmeat (X900} sappants a lemperaniee riege of —20 °C b
+55 °C. Type 3 equipment {X 03} suppons a eaperaiae raxge of -3 Cin +705C,

14.8.2.1.21 nCWmin

T pasacmeter alWinin defines e minimim s ol the conleibion wisdow, b dois. Bor the FH PHY. (i
namber i £5 decimal,

14.8,2.1 22 aCWmax

The paranetar sl Wmin defines the maximem size of ke contendion windes, in siots. For the FH FHY, this
ourmdber iy 1023 decimiad,

14.8.2.1 23 aCurreniPowerSiate
The aCuirenPowerSne atribeae for the FHSS PHY allows the MAC wshinyer managemsont antity io cos-

tral the pooer state of dve FHY, This anribute cas be updsed wsing the PLMESET.request. The permissibds
vaines ara O aad OFF,

14.8.2.1 24 aSupportedDataRates TX

The aupponedDambassTX siribuse for the FHSS PHY is defined a4 n null termansted (28 of suppariod dnin
ades i ke tnnsmi inode for duis implemseison. Table 31 shows the posilbie values sppaaring in the lise

Table 51—Suppoarted dala rate codes (a5upportedDataRalesTX)

Cods point Duia rate
Xny I Mhiis
X T Il N
fAIE) Mull terminator
Coperight i3 1557 IEEE, M1 tighis reservad. PRl
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14,8,2.1.25 aSupportedDataRatesHX

The aSupporisdDmaRatesRX anftaie fon the FHSS PHY s defioed as s sull ssrminated s ol supported dats
s in the recebve mode for this Implementidon, Tabls 52 shows the poesdble waliss sppsatng in ibs Ha

Tabie 52—Supported data rate codes (aSupportedDataRatesRX)

Code poing Diata rate
il 1 ¥llmiis
Ko 2 Wbitis
KR T —— |

14.8.2.1 .26 aktPDUMaxLangth

The aMPOUMaximumLesgth aveibace for dve FHES FHY I defined s6 the maximun PEOL, in octels, thad
tha PHY shallever ba capable of scepiing, This valuz for the FHSS PHY is set at 40593 octets. The recom-
mended value for maximum PSD length in as FHSS PHY sysem is $5 ociets ot 1 Mbits and 8050 oclets
at 2 Mikdufs, which corresponds v o frame durmion less than 3.5 ms, These valoes are optemined io achoyve
high perfonmance in & varety of BF chanse! conditions, particulsdy wiil respect o imdoor madidpath, chan-
el seabibicy For meoving ST, and Insesleremss in e 2.4 GH: and

14.8.21.27 aSupportedTcAntennas

Thie aSupgorted TeAntranas soribuie fog the FHES PHY Is defined a5 5 pell izrminmed Hsi of anesnas chat

this imnplementaton can wse (o transemit data. Table 53 shows the possible salucs appeaniag i e list, achere
N =255

Table S3—Number of tranamit antennas

Uz el vl Antesma sumbser
X T Asleaa |
XUZ | TuAawma?

X0y | ToAmemay
N | Tx Antenna ¥
X000 | Nl erminuor

14.8.2.1.268 aCurrentTxAnienna

The Current TxAngemma nitribuge for the FHSS PHY iz asad w0 describe the omvrent antenna the implements:
dom is wskng for unsmission. This value shoald represent one of The anlenses appearing in the SupportedTx-
Anennas b

14.8.2.1.20 aSupportedAxAnienna

The sSupporied B Anteanss armibate for the FHSS PHY 2 defined as 2 ull terminmed lis of amennas dss this
imsplemesttion can use o neeeve datm. In the FHES FHY pomitives, one of these values (s passed s pant af

224 Copyright & S807 FEEE. AH rights rsemd
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the PFINCRAXSTART. indicale 1o the MAC sublayer for every received pocket, Tabds 54 shows the possible wal-
1 appearing in the list, where ¥ £ 255,

Table S4—HNumber of recelve antennas

Caxly polml Amlemne numbsr
ERlin ExAniznna |
xony Fx Anicsns 1
X0y R Anizana 1
N Ihﬁ!um N __
Xy Wall seomisios

14.8.2.1.30 ablversliySupport

The sliversity Sapport sitritute for the FHSS PHY is uwmed 10 describe the implementation's diversity sup-
et Table 35 sliows the posalbie values appearing [m the list,

Table 55—0Dlversity suppart codes

Coude point [versity support
AN Tvershiy svallable
N Nodiverdy

The valiez X101 indicates that thas implemseatation wses 1w o more antennss for diversaty, The valee XTI
imifacates: that the implementstion has no dvenaiy suppoet. The vakue XU indicates that the chnice of anfer-
mis used during diversity it pmgrammabls; [See [H.1 )51

1d.8.2.1.37 aliversitySelectionfx

The abiversliyiclecsimby anritae for the FH3S PHY & 2 soll womizabed list describing By recslve
amenng of anicanas curenly in ese during diverity and pocker reption, Tahle 36 below skows the pasi-
bie valwes uppesring in ihe Ha, where 82395,

Tabls 56—Diveralty aslact antennn codea

Uz parind. Anbenma mamier
X Kx Arsenm |
T wm ‘R Artenina 1
w3 Fox A
N R Anienn ¥
T Mull terminator
Copyright © 1357 |EEE. &I Tiphts resmrved, 9
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The null terminased Fis cam consist of oe or neone of the recove astens listed in the aSepponedExAmen-
EEs anribuce. This sieribute caa be changed dymamically by the LME

14,8.2.1.32 aNumberSupporiedPowerlevels

The eMumberSupportedPowerlevels annbute for the FHES PHY describes the number ol poeer levels this
irsplementation sapposts, This atiribote ean he an integer of walne | throngh 8, inchesire.

14.8.2.1.23 aTxPowerLevel1-B

Some implementtions may provide up o esght different transmit power levels. The dTxPowerlevols
atimabute for the FHSS PHY 12 a fist of up 1o eight power levels supporied. Tabdo 57 describes the list.

Tabde 5T—Transmit powers levels

Actribmie Power level
TaPirecrLevel | Defiiil) =ciliig
TaPormerlevell Lowe] 2
I'uPermerLaveld Lewel }
TalFeracelaveld Lol 4
TaPoraerlaveld Larvl 5
TxPoraerlavels Lewml &
TiPerwerLavel] Level T
TrPowesl eveld Lgvul E

14.8.2.1.34 aCusreniTxPowerLavel

The aCurtent'TePowerl evel abtribwde for the FHES FHY s defined ad ihe current ransmil oubpul pover
level This kevel shall be one af the levels implemested in the list of slimhutes called aTxPowerlLovely
{where ¥ &5 1=, This MIB sttribute is alse used o defing the sensitivity of the OCA mechenizm when the
oukput power exceeds 100 mW. This MIB aitribuse is managed by the LME

14.8.2.1.35 aHopTims

The aHapTeme aitmbwie for the FH3S PHY describes the time allocated for the PHY 10 change to o new fre
yuency. For the FHES PHY, this time perind is 224 ps.

14.8.2.1.38 aCurreniChannelNumber

Tt eCurrentChanneiumber abtributa B the FHES PHY 1= defined ax the cereat operating channel num-
ber af the PMIL The waluzs of this aribuic correspoad w the valoes shows in Table 35, This MIB aoribae
ks mamaged by the PLME anud |5 updaied as she result of 2 FLMESET sequest o sCwmenSel, sCurmcmPal-
term, or aCurrenilndox,

14.8.2.1.37 aMax DwellTime

Thie ablaxDhwellTime stafbuie for e FHSE PHY is defived as the masienum mme ihe MWD caa dwedl ona

chanpel and meet the sequireisents of tse cursent repulatary domain. For the POC regulatory domain, this
mumbe is 390 TU (RO = $00 ms) The recominended dwell time for the FHSS PHY is 19T,

226 Copyrgil 2 1957 SE£EE. 81 righils resamsgd.
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14.8.2.1.38 aCurrenfSel

The FHES PHY coniains theee sets of hopping patterns. The aCurrentSet atribuge for the FHES FHY defines
whisl neq L STA is usbing to determine the hoppleg pattsi. by vahie cam be 1.2, of 3, This atiribuie i man-
aped by the PLME.

14.8.2.1.38 aCurreniPattenn

There are up io 3 patierns in esch hopping set used by the FHSS PHY. The sCumentPamem sitribute for the
FHSS PHY defines what patiemm the S5TA is using o delerming the hopping sequence, fis wlue bas various
ramges, always within the averll rangs of | o 26, depending on ihe sCuwmentBepDonsls. This acribee ks
mnaged oy the PLME.

1482130 aCurranflindax

The FH5SS PHY addresses each channel in the seleched hopping pattern through aa indes. The aCamentindex
sitribute for the FHSS PHY defines what index the STA wall use b delermine the next hop-channg] mamber.
Its wilwe lins virisas manges, always within the averall range of 1 60 26, depending on the aClarmestfeglo-
muin. This anribute s manaped by he PLME,

14.8.2 1.41 aCurreniPowerStale

T paracseter sCumestPowerSiace dedlees ihe operatiossl stane of the FHSS PHY, When this sttribuse hes a
vilie of 2001, the PHY is “OFFE" When this siribuns has a valss of 02, the FHY (= “0N." This s b
el oy the PEME

Cingyright 12 1837 |EEE. Al riphis reswrver, i
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15. Direct sequence spread spectrum (DESS) PHY specification for the
2.4 GHz band designated for ISM applications

151 Overview

The PHY far the direct sequence spread spectium (D35S systerm = deseibed in th clause. The BRF LAN
syitem fa inivinlly aimed for the 24 GHz bond decipnated for 188 opplicotions 2 prowvided in the USA
acponding o FOC 15,247, in Burope by BETE 300538, and in caher counaries aceording ro 154,62,

The DESS system provides o wimeless LAN with both & | Mbst's and a 2 Mhiv's data paylosd communicatan
capabilicy, According to the FOC regalations, the DESS sysiem shall provide o proosssing gain of ab lexst
L0 41, This shall be accomplithed by chipping 1he baszband signal ot 11 MHz wiib g 11 -chip PN code. The
DHS 55 sysiem uses baschand modslations of differsmial biney phase shili kexiog (DBPRE) aml differendal
qusdrature phis shifi Beving (TRQPSRG 0 provide the 1 and 2 Mibin's daa rdes, respectively,

15.1.1 Scope

The PHY services provided o the TEEE 802,11 wircless LAN MAC by the 14 GHz DESS sysiem are
deseribed in dhis clanse. The DSS5 PHY lnyer consists of twd posdoeod fancizons,

ay A physical luver comvergenoe function, which adspts the capabilities of the plossical mediom depen-
dent (PRI system to the PHY service. This fumsetion shall bt:l.ippnrhﬁlhrdh: plysical layer con:
vergence proceduse (MLCT), which dzlines 4 taethod af mapping the 1TEEE B02.11 MAL sublaver
prosocod data umals (MPDLY) Isto & framing feemat suitahle for ssadisg and receiving wser data and
menagement infarmation belween tvo or more STAS using the associsted PRD system,

Bl A PMD sysem. whose furction defines the charagicrstics of, and methed of transmifting and
recedving daca trough, & wimsless sedium (W) berseen baa or mome 5TAs ech wing the 555
Eypilem,

15.1.2 DEES PHY funetions

The 24 OHz DE55 PHY archileciore & depict=d in the reference moded shown bn Pipuae 11, The DESS
PHY contnins thres Functional entities: the PMT functioe, the physical layer coavecpence function, and the
lnyer mamsgement furction. Each of these funciieas is deseribed an dedasl i the fallwing asbelaises.

The DSSS PHY service shall he provided o the MAC through the PHY service primicves described in
Clipse 12

15.1.2.1 PLCP sublayer

To allose the TEER 802,11 MAC 10 operate with minimum depesdense on the PMD sublayer, o physacal
Imyer convergenes sublayer i dofimed, This foncton simplifies the FHY servics interface to the IEEE BO2.11
MLALL senaces,

15.1.2.2 PMD sublayer

The FMD sublayer priovides 5 means to send and receive detn hetwesn reo or more STAx, This classe is
ooncemed with the 2.4 GHz 15M bands using direct saquence moduolagion

15.1.2.3 Physical layer management entity (PLME)

T PLME perfurim management af fhe lscal FHY funcdoens in conjumction with the MAD menagereni
ERNEily.

IR Copyrighi @ 1597 IBSE. All ights resarssd
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15.1.3 Service specification method and notation

The madels represented by figures and state diagranis ans Intepded o be ilfusiraions of fanctions provided.
It is impariant te disalsguish berseen 4 model and o neal ingleniestation, The oudels wre optmized for sim-
plicity asd chantly of presemtation; the actey method of onplementadion i5-beft o the discrecion of ihe IEBE
B2 11 DEES PHY oomplism developer,

The serncs of 8 bayer or sublays B 3 et of capabilitics that i ofcs 0@ user in the mesi-higher Byer (or
sublayer), Abstract servioes are specified here by descnibing e service primitives und pursmeiess that <bar-
acterize rach service. This definition is isdependent of any panicular implementation

15.2 DSSS PLCP sublayer
1527 Overview

TEas clpuse provides a convergence: procedure: in which MPDUs are comvermed 1o and from PPDAS. During
iranamissig, e MPFDAL shall be prepended with a FLCP Preamble and Headks 1o ereite the PFTFL. A1 the
rewziver, the FLOCP Preamble and beader are processed w ald in dempdalstion and delivery of 1he MPDLL

1E.2.2 FLCP frame format

Figure 86 shows the format for the FPDU incleding the DE5SS PLOP Presmbils, the DESS PLOF Heacler, and
the MPIELL The PLOP Peeamble comipies tee Billowing felds: Syschomization (3ync) and Star Frame
Delimater (5FDL The PLECP Header comiains the Tedloming fzlds: TEEE 80201 Sigaaling (Sipnal), TEEE
B0 Service (Service), LENGTH {(Lengib), ol COITT CRC-16, Esch of these fields is described m
defail in 15,23,

EYHC SFD FHANAL
bits 16 hits i bits
PLCP Pressmible PLCP Heades
14 bitm il bits
PPOU
Figura B6—PLCP frams format
15,23 FLCP fiekd dafinitions

The eniin: FLCP Preambbe and Header shall be irnemined using the | Mbirs DEPSE mofulation described
im 15.4.7, All trensmined bits sbafl be scrambled uslag the foedibmongh scrambler desoribed in (524

15.23.1 PLCP Synchronization (8YNC) field

The SYHC feld shall consist of 128 bus af scrambdad | bic This Beld shall be provided o that che recsiver
ian parfurm the mecdssary operations for synchronization,

Copyright @ 1597 EEE. AL nghts cosanied. Pl
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15.2.1.2 PLCP Start Frame Delimiter {SFD)

The SFD shall be provided to mdseate the san of PHY depeadem parameters within the PLCP Presmble,
T SED shall be o |G-t field, XT3AD (msh wlshl The isb sball be rasmivie] firsh in time,

15.2.5.3 PLCP |EEE BD2.11 Signal (SIGNAL) fisld

The S-bit TEEE 302,11 signal feld indicates o the FHY the modulmion thar shall be nsed for tronsmission
{and receptloa) of the MBI, The data rate shafl be equal o the Signal field valios muttiphed by (00 kibit's
The DE55 PHY curresly suppons two mandotory modulntion serdces gives by the fullowing S-his wonds,
where the Ish shall be ransmbtied fiest o dme

A1 XYW (msh m ksh) for | Mbdus DEPSK
by X1 [imsboag Ish) for 2 b DO K

The DEES FHY rate chonge capability is deccribed in 1525, This feld skall be prosecasd by the OOITT
CRC-16 frame check sequence described in 15.2.3.6.

15.2.2.4 PLCP IEEE 802.11 Service (SERVICE) field

The Bkt IEEE BEL 11 service feld shall be reseesed foe Cuturs uwse The value of XY signifies IEEE #0211

device compliance, The Ish shall be traonemitied first in Gime. This field shall be protected by the CCITT
CRC-16 frame check soquenss doseribed in 15.2,3.4,

15.2.3.5 PLCP Langih (LENGTH) flald

The PLCP Lengib fcld sholl he an ursigeed 16-hit intgger tha indicstés the nomber of microseconds (16 to
2'"-] as defined by aMPTUMasLengih) requined 10 wansmit the MPLAU, The ransmited valoe shall be
ziermined fram the LEMUTH poraeter in the TXVECTOR issved witk the PHY-TXSTART.request prim-
hilve described bm 12554, The Length field provided in tbe TXVECTOR is In byies and 5 convened w
migriseconds for inchusios in the PLOP LENGTH Gold. The ksh shall be transmted st in time, This fiekd
shall be progected by the COTTT CRO< 6 frame check sequence described in 152 3.6,

15.2.3.6 PLCP CAC [CCITT CRC-18) field
The IEEE 802,11 SIGNAL, IEEE 802,11 SERVICE, and LENGTH fickds shall be profecied with n CCITT

CRO-t6 FUS (frame check sequence). The CCITT CRC-10 FCS shall be the one's complement of ihe
remaander generated by the maduk 2 distsion of the protsied FLOT Gelds by the polysaminl:

P L

The prodecied biis shall be processed in tnmsmit arder. All PCS caleufations shall be made prior to data

scrambling.

A an exumple, ike SIGNAL SERVICE, and LENUOTH fiekls for a DRPSE sipnal with a packet leapth of
192 1m (24 byves) weould be glven by tha following:

(0] A0 CHOCRCH W b ORI EM 0 8 CROACHT (AR ¢ ledfoen oottt b s e Tl b thinae )

The ee's complement FCS for these protecsad PLCP Preasmbila b wonld be e followisg:
(blel 1060 ) 000 0811 Crefumuose bi sransmitied firsy in time)

Figuea 87 depacia thiz example,

230 Commgt © 1887 IEEE All rigits resarved.
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Tranamil wid Fecsiva FLEF Haadar
COITT CAC-36 Calouwbrior
Seral Dea ot Barial Dala
Ingut CRE-18 Doyt
| 1] Prannd 1o 88 orieg
| Presatia %) Sen mmm
| Frnugn the sl rogerter
) Taks pres comphemand of remaidar
) Tranared o deadudl KBRS

COTTT CRO-1E Pebmomiat Qb s X & X ¢ X & 1

ominsd e} ez Hofrzmr

Sewlal Dale Detpant
(usE fray

Figure &7—CCITT CHEC-16 implementation

An illustarive example of the OCITT CRE- 16 FCS using the inforation from Figure 87 folloes ie Figere BX.

Dot GHE reglstes
b L1

L EIRREERRRRRLEE ] ; nifiziz presed i 1's
LRI TR RURRTA RERE]
EETFIERRARETERRARIn]
RIEpl R RR R s ek DG
gigt 1110 ma
1B TR0 116168
B A0 10001
1010t 10010010
101107 SO0 0
Bl 00016011
1100116011 10
10001000 T 000101
BOOOD0ET 0011901
WONGa0G11161 10
000001001 1101100
0041001 11011004
DOCH0011 10110000
D001 1101 100000
BIE0 11104 1500000
1001 1181 1000000
DO 10T 00100001
DGt 01 00000010
f[=EDRR Be il el 1]
131 101 C0001000
10100010001 10001
0904 01000000011
1010001 10
DIE00aISa 1011
10031 00E01 1050
00 0 00 301 T 04
ool 0010011010
01900 Qo g
{4 01 000
o100 100 1dE e ; one's pomplment, meu = CRG FOS panty

- J-N-N-F- -y - - F— NN F-F-N-N-N-F_-R-F- - = -]

Figure 88—Example CRC caloulatian
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15,24 FLCP/DSSS PHY data scrambler and descrambler

The pobynomial Gz} = £ 7 + 75 4 1 shall be wsed to scramble af) hits mansmitted by e DSSS PHY, The
fesdthrouph canfigurmicn of the scrambler and descrumbder 15 sel-syachionizing, which mquires mo prior
krpravleclpe nf the ansmitter initalization of the scoamblen for seceive processing, Fpese B and Figune %)
shovey fypical implemeniations ol the dats scrambler smd deserambler, banofher Enplementalons are poselbde

The serambler should be inloalbed o any stase excepe all ones wheon ransmiting,

Scrambler Polynomial, Glz=Z"+ 27+ 1

Sarial Data Out,,
'—4 gy g —‘
[xo
Figure 88—Data scramblar

Descrambler Polynomdal; Glzl=Z '+ 2%+ 1

Eewia] Draks I -|2*:r 2z} z'rz*—|
o} xoR =

Serial Data Qut,

Figure 80—Data descrambler

15,25 PLCP data modulation and modulaion rate change

The FLOT* Preambie shall be ramsmoibed using the | bMbics DRPSE medulation. The IEER 52,11 SIGNAL
field shall isdicate the mosdulation that chall be wsed o transmit the MPDL), The marsomitier and receiver
sholl initiste the modulative indicated by the 1EEE B2, 11 SIGNAL field starming widy the first symbol {1 bt
for DRFSK or 2 bits for DOPSE) of the MFDL, The MPLIL transmission mig shall be st by the DAT-

ARATE porsmeier m the TEYECTOR ksued with the PHY-TESTART.rquest peimitive described in
13440

1525 FLCP transmit procedure
The: PLACP wansmil procedurs |s shown o Figam 1,

In torder i ransmet detn, PHY-TXSTART. reqises shall be erabled o that the PHY entity shall be in the

transmit seaee. Funher, the PHY shell be se1 0 opesaie o the sppeopriate chunne] throaph stetion manege-
eerl via the PLME, Ogher trnsmit parimeters soch as DATARATE, TX snteana, and TX power are sef vin
the PHY-5AP with the FHY-TXSTART requesti TXVECTOR ) a5 dlescribed in 194 472

a3 Coprpthyht 8 1907 IEEE. AR ights rasrven.
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PHY THSTART. PHY_TXSTART T e i
Tmguadt confim -
we | [iweon {7 sommmnlt 1t 110 (1|4
I | RV R R
B :ﬂﬂm{m‘m' PMD_TXEND
oo ) I i UL 11
* EEEEIEEERY
PHY
it /s | oro|sigelBenics, Lange | cho weou kY
Jcrmm CRC1E CRCHR Faln changs sist T Prowar
TX Power RAMP phesh ahd RAME O

Figure 51—PLCP trengmil procedures

B an the stetus of clear channel asessment (CCA) indicnied by PHY-CC AL Indicae, the MALC will assess
that (e chamnel s <lear A clesr channel shall be imScated by FHY-CCA indicate{IDLEY, If the channel is
tlear, tcansmissioa of the PROU shall be initisted by lssuing ghe PHY-TXSTART regaess (TEXVECTOR) primé-
tive, The TXVECTOR dements for the FHY-TAXSTART miquest @ (he PLOP Hesder parameters SIGRAL
(CATARATE), Sﬁlﬁ'ﬂmm-mllhanmﬂmnfmﬂh and THPWE _LEVEL.
Tl PLOP Header parameter LERGTH is caleulated from the TXVECTOR elerent by multiplvieg by 8 for
I Bbints and by 4 For 2 Mbid's.

The PLCE shall isoge FMI3_ANTREL, PMD_EATE, and PMD_TAXPWELYL prmitives o configure the FHY.
The FLCF shall then fisee 3 PAMD_THSTART. request and the PHY entity shafl immadimely instiate data
scrambling and trassmession of the PLCP Preamble besed on the pammeters passed i the FHY-
TXSTART.cequest primitive. The times required for TX power an mmp descrihed in 15.4.7.7 shisd] be ingluded
in the FLOP eymcironization fiekd. Onee the PLOT Preamble rnsmasion & complens, daa shall by exchanged
betwesn (he MAC and the FHY by a seriss of PIY-DATA requesti{TATA) primitives izsued by the MAEC and
PHY-DIATA confinm primivives issoed by the PHY, The maodulaion rate change, 11 any, shall be ingtiaied wiik
the firs Jden symbal of the MPDL a5 descibed in 1525 The FHY procesds with MPTHT ransmission
thircaigh 8 sewies of dma cevet transters frons the DA, Al the PMD layer, the data ocwets are sent in Kb o mib
neder . presenied 1o the PHY byer through PMD_DATA regoest peimnitives. Transmissson can be prema-
tmrely erminmed by (e MAC throagh b primitive PHY-TXEND. egquest, PHY-THSTART dhall be disabied
by thee s uminie of the PHY - THENT nsuest, Mormal tcrmimition oocus afior the trassmiasion of the lnal bit
of the lade BFDL octet scconding & the number sapplisd i the DESS PHY preamble LENGTH field. The
packst maesmission shall be completsd and the PHY entity shall emer the receive stale {Le, PHY-TXSTART
skl be clsabled) It s recommesded dust chipping costinwe during power-down. Esch PHY-TXEN D jequest
i% scknowledged with o PHY-TXEND: confmm primitive from the PITY.

& typical stato machine implementation of the PLOP transmit procedire & provided in Figore 92,

15.2.7 PLGCP receive pracedurns

The PLLP recelve prosedurns is shirwn in Figere 93,

Iin andes 8o receive data, PHY-TXSTART revgaes) sball be dissbled 5o thae the FHY entidy id in the meeive
state. Farther, through station mamgement via the PLME, the PHY is %=t 10 the appropriate chansel ond the

CCA method is chosen, Other receive pameters such 25 receive gignal strengsh indlication (RSST), xignal
quality (500 and indicated DATARATE may be accessed vin the PHY-SAR

Caopyright B 1057 IEEE. Al rights eesaread. 3
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Figure 82—PLCF transmit state maching
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Upon receiving the tansmitied emerygy, accondiog o the selecied OCA mode, the FMD_ED shall be ennbled
(ncconding 0 134.84) as the R55] strength repches the ED THRESHOLD andfor PMD CS shall be
enabled after code lock is esuabdished. These conditios are wsed w indicare activily w the MAC via PHY-
CCaindicate according i 15484, FHY-CCA indicate(BUSY ) shall be issued for energy deleciion andfor
ooile lock prios o correct recepibon af the FLCP frame. The PMD primddves PRS0 and FMID_RESSIane
iasued tr upndube the RES1 and S0 parametens cepozied 1 the MALC,

After FHY-OCA indicate is sued. the PHY entity shall begin searching for the SFD field Once the SFD
fieldl is debected, OCITT CRC- 16 processang siall be imtisted and the PLOP [EEE 802.11 SIGNAL, IEEE
RO 1L SERVICE ond LEMGTH fiedds are received. The CCITT CROC-16 FCS shall be processsd. If the
COITT (7RC-16 FCE check Fails, the PHY receiver shall refurm o the BX kile staie as depicted in Figrs 94
Sheould the status of CCA rebam o the IDLE stae during receptioa prior 1o completion of g full FLCP gro-
cessimg, the FHY recaiver shadl return to the RX Idle stsle.

I 1k PLCP Header receptice is sucocssful (amd the SIGMNAL feld is completely recognizable and sug
pocted), 0 PHY-BXETART indicabeRXYECTOR} shall be jssued. The REVECTOR mssocinted with this
peimitive includes the SIGNAL field, the SERVEICE field, the MPDAT lenpth in bates {caliculated from e
LEMGTH field in microsecands)), the antenna used for receive (RX_ANTENMA), RSS!, aad 20),

The received MPEW bits are nssembled imo octeis and presemsed o ihe: MAC using & series of PHY-
DATA, imdicars{I3ATA ) primithve cachanges. The mae change |ncdicaied {m the TEEE BT SHINAL field
shill be imitiated with e fiest symbol of the MPDD as described in 15.2.5 The PHY proceeds with MTDU
reception. After the reception of the final it of the last MPDU octet indicaled by the PLCF Preambile
LEMGTH fedd, the receiver shall be reiurned io the BX [dlke sigie ns shown im Figee 94, & PHY-
REENLE: indicate(NoEmor) primitive thall be maued. & PHY-COA indicae1DLE) primidive sball be isaed
folloeing & change in FHYCS (PFIY carrier sense ) andioe PHY ED {PHY energy detection] acoording tn the
sedecied COA methnd,

Im the event that n champe in FHYCS or PHYED would conss the sioqes of CCA to rebem o the [ELE sase
biefore the complete recepton of the MPU &5 indsepsd by the FLOCF LENGTH feld, the emor condition
PHY-RMEME. inklbcared Cansealosty shill be reportad 1o fie MAC The DS55 FHY will ensars thal the OCA
will ledicme n besy mediom for the bntended duration of the ramsmined packer

If the FLCP Header iz successful. bur the indicstsd e in the SIENAL Geld i= not receivable, 2 PHY-
BESTART Indicate will not be Bessd, The PHY sholl Bssue the emor comdision PHY-RXBMC:imi-
thmrﬂﬂﬂh 1f the PLCF Header i sucoeatul, bul the SEEVICE fleld ks 0wl of TEEE 802,11
D558 specificatian, & PHY-RXSTART. bsdicate will mal be fsssed. The PHY shall isoee e error condition
PHY-FXEND. indbcate{Foomat Violation). Al in bodhcases the 12555 PHY wall ensore $al the OCA shall
milicate o busy medium for the intended duratioe of the tansmited frame a8 imdicated by 1be Length Neld,
The Imtended ducation s indicated try the Length fickd jlengibind jis)

Atypical stale miaching implemsatation of the FLOP recelve proesduore is provided in Figere 24

Copyright € 1507 IEEE. A1 righis asirved. ns
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Figure 84—PLCP receive state maching

15.3 D258 physical layer management entity (PLME)
15.21 PLME SAP sublayer managemant primitives

Teble 58 Fists tho MIH atributes thal may be accessed by the PHY subloyer entities and intralover of higher

bayer mamagement enrities (LME). Theae spiribmec are accsssed vin the PLME-GHET, FLME-SET, @nd
FLME-RESET primdtives defined in Clause 14,

18.3.2 DEES PHY MIB

All 5SS MY MIB atiributes are defined in Classs 13, with specihe snloues defined in Tablas 5§

2H Cofmight 5 TRAT IEEE. AR nghts fesarved.
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Table S8—MIB attribute default valuesranges

WIRELESS MEDIUM BCCESE COMTROL (MAC) AND PHYEICAL (PHY] SPECIFICATIONS

IEEE
Sid B02.11-1857

Mamaged nbjaci Defalt vuluslrangs o
agFhylperatioedreap
aPHYType D8§5-2.4 {02 Sranc
i - — Implemesguiun deperdemt | Static
o Wmin 1 Static
s Wi X2 Liake
aRegfcaainsSuppocied Empbemeniation deparcher | Stanic
wDsmreniBeg Damain Emplcmentsion dependem Sinas
aslarTime Wps S
aCCATIme %15 1 Stase
aftx TxTismamund Tine Ln T Simz
N TRPLCPDelry Implementstion dependers | Stwse
afx T SwilichTime s Sumc
ATy RnpinTime Imnphomeniation depenien Stric
“aTxRFDcay Implemenmion dependens | St
KT TRr 14} jas “Stniic
B P Delay Lanzlementeion depenlon Samiy
alsPLOPDelay Imglemenision dependen Samic
aM AL Proceasing Delay Mk npplacabie e
aTxRammqi T Time: |mplementation deperdert | Stuic
| dPvambicLesgit 144 bins Stwic
aPLCPHeadeLengih & bits Static
upPhyRalcGraug
aSappartedDainRales T XY, X040 S
aRapparisdDataRale iy WY, X008 Stuie
SMPOUMasLengh S=x=al- 1) Starlc
Pl A ntepaairoup
alurreniTrAmenns Imglemeniam depenlent Dryramic
Dy uppon |mplementation deperders | Samic
ety TxPowerlarap
ahimierSaponead PowerlLeve s |mplemenition deperdere | Stmic
aTaFumerLeved] Implementstion deperdert | Seic
aTxPretiemell |mplementabon dependent | Saatic
sTxPowerleveld Tenpleraeniation deperbent Saatic
| aTxPowerLevebl Imglemeniation deperders | Staic
aTaPragiLoncts Implomentation drperders | St
WThPuweiLenstt Implencnistion dependert | St
aTaPowerLevell implementition dependest | Staic
aTaPowerLavol [mplemenistion deperdere | Stac
sCurren(Ta PrrwesLevel Implemenistion dependers | Dymamic

Copyigh © 1087 IEEE. All iGhts iserssd.

251



EEEE
S 12119947 LOCHEL AR METAOPOLTAN ARELMETWORES:

Table 58—KIB attribute defaudi valuesranges (confinued)]

o L oot G R Cigerational
pPhySamGoep

iSynibesirerlocked | Implememarion depencens | Dymamic
[eyDsssGmp

ke hanns] | Implememmion depomdon Cynamic
HCCAModeSuppor | Implosotation depemden. | Static

s eCCA Mode Implessstion depesdesd | Dynnmic
aELTTheskald Implesnenstioe depencisi Drpnamés

WD Turnon Time | Implementmiom depencdent Sitic
sCunenPowerSing: | inplementiion dependent | Dynamic
agAntennasl duGroap

_ﬁumﬁx.ﬁ.ﬂnm Lnnh:rdreﬁ-l;l-;h;dmﬂml Sl-i]n__
sDirorsitySalecifts | Inplementsion dependen | Dynamic

MOTE-<Tle cobars 0ol Ot seeedlice’ @il i Ty e Sali g dyssimic
Static MIB sitnbutes are linéd and canoet B modifed loca gven PHY implemeninion
MR anriboes defined a5 dynemic s be mod|fed by some munagesment amifes,

15.4 DE55 PMD sublayer
15.4.1 Scope and field of applcation

This sabulucse describes the PRD services provided 1o the PLCE for the DESS FHY. Ak delined (s this
wobelause are the fonctioeal, electrical, amd BF characteristics required for isseroperabilicy of bmglemera-
tions corforming b0 1his specificatice. The relationship of this specifcstion to the entine DSSS plyveical layer
is showwn in Figure 935

| MAC i
i i Maraganar
N | | omien

| Cormsrpanos Lise Wanigemint
Y — Ao

| DF5E PLCP Bubigar

| PR AP

CESEr FRAD Subsiaymi

Figure 85—P8D layer reference modsal

15,42 Cvarview of sarvice

The D555 FMD suldayer accepes PLCF sublaver service primizivies nnd provises the actnl means by which
data shall be tamndved or recelved feom the medium. The coinbised Munciim of D355 PMD sublayer
promitives aed parmmeiers for the recelve fancthon el in @ datn stream, timing informatkon, and assocl-
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wied recaived cignal parameters being delivered io the PLCF sablayer. A similar fonctiomality ghall be pro-
vided fon diaea ransmizslon,

1543 Overview of interactions

The primitiviee seocised with the TEEE 20211 FLOP sublayer to the D55 PMD fall into two basic
calegories:

a)  Seryice primitives that soppon PLOP pearo- pear Btarcton, il
b}  Service primitives that have local significance sud hat suppost sublver-im-gublaeer infemction,

15.4.4 Basic service and options
All of the service primitives described in this claose are cossidered mandatory unless ceherwise specifisd.
15.4.4.1 PMD_SAP peer-lo-peer service primitives

Tuble 3 indicates the primitives for pees-to-poer mieracions,

Table S5—PHMO0_SAP peer-lo-peer service primitives

Primisive Request | Indiate | Cosfirm Respanse
PHY-RXSTART x

PHYT-RXEND x

PHY-COA %

FHY-TXSTART X X

PHY.-TXEND X X =

| PHY-DATA ER X X

15.4.4.2 PMD_SAP peer-lo-peer sarvice primitive parameters

Several service primitves |eclude & parameer vecion, This vectos shall be seoually a list of pasmmseters thil
may ey depemling un PHY type. Table 60 indisaies the parameters sogmaned by tbe MAC or DSSS PHY in
each of the parameter vectars used for peer-to-peer internctions,

Table 60—D555 PMD_SAF pear-to-peer service primitives

Parameter Aszociated primithve ¥alue

LEMOTH REVECTOR. TX VECTOR l-l:ln'—l

DATARATE RAVBCTOR, TXVECTOR PHY depenidear
SERVICE ROVECTOR TEXVECTOR PHY dependesy
THPWE_LEYEL TEVECTOR PHY dependors
TH_ANTENNA TEYECTOR FHY depeoden
[ELT] MEVELCTOR FHY gigzaien
=0 RIVECTOR PHY depraden
RE_ANTEMNNA | REYECTOR FIY depimiden

Copyright © 18T [EEE. A1 fighs rusaned i
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15.4.4.3 PMD_SAP sublayer-to-sublayer service primilives

Twhle 6 | indicates the primltives for eublayee-in-sublayer internstions.

Table BI—PMD SAP sublayer-lo-sublayver service primitives

Prismitive | Request | Indiese | Coofirm | Response
PRID_THSTART X
PMD_THEND X
P D_ANTSEL X x
MD_TXFWHLYL x
PMU_RATE X X
P _ESS] X
M50 %
MDY C5 x
PMD_ED X x |

15.44.4 PMO SAP service primilive parametlars

Tulde &2 indbcates the porameten for the PRI primigives.

Tabfe G2—Lisl of parameters Tor the PMD primitlves

o ber Mﬂwplrﬂﬂu Vadue
DATA PHY-DATA reqiest Ot vaie: 00X FF
PHY-DATA indicaie
THVECTOR FHY-DATA equist A setaf parsseien
RXVECTOR FHY-DATA Indicme A, 3807 parneeey
THD_LUNIT PMD_DATH reques: Ol |, Zernoly. DBPSE
l il camkbingnns
1 (IO, 10 DOPSE
RXD_LMIT | PMD_DATA mdicas Oeef L), Fervidl): DEFSE
dihit combinmikons
HKOLLL |10, DOPSE
RF_STATE PMD_TEE reques: Resesve, Tranmil
ANT _STATE PR AN indicoie | 25
PRAD_ANTS L roquast
TXFAE_LEVEL FHY THETARET O 153 2 Crmmn 07 A Tiiw i
RATE WD RATE Bdicsic KOA Tor | Msnfs DNIIPSX
PME_RATE regues X'14" fior 2 Mhitis DOPRE
EE5 PRID_RS 51 dndic e K hits of RSS[
A0 D _S0edicne (K hits ol %0

240 Cogyraghl & 1057 |EEE. All righis ressrpsc
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15.4.5 PMD_SAP detailed service specification

Thee falbowving subclaases desciibe the services pronddisd by each PMD priminbee.

15.4.5.1 PMD_DATA request

15.4.5.1,1 Function

This primitrve defimes the transder of daia from the PLCF sublayer io the PMD entiry,

15.4.5.1.2 Semantics of the service primitive

The prinmithe shall peovide (he Tollowing parmisiee;
PMD_DATA. requecs TXD_UNIT)

The THD_UNIT parzmeter inkes on the wilue of either o § ) or gerolll) for DEPSK sodulalion or the dibit
camnbinatian 00, 01, 11, of 10 for DOPEK nbodiilatios, This parameter represents 2 siagle block of data,
which, m tum shall B nsed by the PHY to be differestinfly eneoded imen s DRPEK ar DOPSK tramamdnied
svmibsal. The spmbbol kself shall be spread by tbse PN code arioe to mansmission,

15.4.5.1.3When generated

Thus primitve shall be genersted by the FLAP sablayer to request lransmission of 2 symbal. The daia clock
fur this primitive shall be supplied by PMD layer based on the PN code repetition.

15.4.5.1.4 Effect of recaipt
The PR perfonms the differential encodiag, PN code modulatéon and transmission of the dala
15.4.5.2 PMD_DATA Indicate
15.4.5.2.1 Function
This primitive defines the tmnster of dacs from e FMD entity 10 the PLCF sublayes,
156.4,5.2.2 Bemantics of the service primiive
The primitive shall provide the fellowing permimeias
FAD_DATA dicasRXD_TNIT)
The RXD_UMIT parameter takes on the vilue af ans{1) o gemi(0) for DEPSKE modubstion or s the dibiy 40,
4L, 11, ar k0 for DOPSK modulation. This parameier repressats a single symbol that bes boen demodnlsed
by the PMI» entity,
15.4.5.2.9 When genorated

This primilive, which ks pescrated by the PMID enisy, forwards received data o the PLCP sublayer. The data
clock bor (his primnitive shall be sapplicd by PMDF Loy based on the PN code repetidion,

Copaight 1597 IFEE. Al dghes resarsed. 1
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15,452 4 Effect of receipt

The FLOP aubsdsver either interpeeis che bit or béts that are recovered ns pan of the PLCP comvergenes proce.
dure nr pasaes the data b the MAC sibluver as part of the MPDOLL

15.45.3 PMD_TXSTART.request
15.4.5.3.1 Function

This primitive, which is generoied by the PHY FLCP sabdivyer, inatiates FFDL transmission by the PRiD
liyer.

15.4.5.2.2 Semantics of the service primitive
The primdtive shall provide the ollowksg parameiers:
PMD_THSTART requssi

15.4.5.9.3 Whan genarated

This primitive: shall be gewerated by the PLCP sublayer io initime the PMD liyer ransmiesion of the PPDILL
The PHY-DATA mguest primitive shall be provided 1 the FLOF sublaver price t0 bduing the
FMD_TXSTART comemand.

15.4.5.3.4 Effect of receipt
PRD_ TXETART Initiates transmission of o FEOU by the PMD sublayer.
15.4.5.4 PMD_TXEND.request
16.45.4.1 Function
This primitive, which is geserared Ty the FHY PLOF sublayes, ends PPOU wansmission by the PMI layer.
15.4.5.40.2 Bemantics of the service primithe
Tha primitive shall provide the following paramsiers:
PRD_TAXEMND sequest
15.4.5.4.3 When generated

This primiiive shall be generated by the PLEP subliyer o tormnaie the PR laver fransmission of the
PP

15.4.5.4.4 Eflect of receipt

PMO_TXEND terminates trmsmission of o PPOIL by the PMD sblayer.

243 Copgright & 1057 SEEE. Al rights rserad.
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15.4.55 PMD_ANTSEL request
15.4,5.5.1 Function

This primitlwe, which ks genersied by the PHY PFLCP seblaper, slects the saienna wied by the PHY for
transmission or recemibon (whes diversity is disahled

16.4,58.5.2 Semanlics of the service primitive
The primidive shall provide the fellvsing pammeters:
PMI_ANTSEL. request{ ANT_STATE)

ANT_STATE selects which of the avaalabde anlenmas should be psed for tiansmit The mumber of avmlables
andennas shall be desermined from the MIE tablo parameters aSupnExAniennas and aSupnTeAniennas.

15.4.5.5.3 When generated

This primilive shall be geeermied by the FLOT sublayer o select a specific antenma for tmnsmission {or
reception when diveraity s dizshled),

16.4.5.5.4 ENecl ol receipt
PadiD_ ANTSEL immediately selects the antenna specified by ANT_STATE
15.4.5.6 PMD_ANTSEL. Indicale

154561 Finction

This primitbes, which i generated by the FHY PLOCP sublayer, reports the sabenns ased by ihe PHY for
reception af the most recent packet.

15.4.5.6.2 Semantics of the service primitive
The primitive shall provide the folloaing pammesen:
PMD_ANTSEL insdicatel ANT_STATE}
AMNT_STATE repaorts whick of the: awailable sntenmas was nuef for reception of the most recemi packet
15.4.5.6.3 When generaied

Thie primitive shall be generaied by the FLOP soblayver i repoet the snbznna used for the mest recent paciet
pecepilon,

15,4 5.6.4 Eflect ol receipt

PMD_ANTSEL bnmedintely reporis the anteema specified by ANT_STATE.

Copyrght © 1337 IEEE. Al righis reserwsd 43
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16457 PMD_TYXPWRLVL request
15.4.5.7.1 Function

This przmitive, whach is geserated by the PHY PLOP subdayer, selecss the poser level used by the PRY for
Eramsmission,

15.4.5.7.2 Bomantics of the service primilive
The primitivie shall provide the following parameiere:

PMD_TXPWRLVL requessi TXPWE_LEVEL)
THFWR_LEVEL selecis which of e apaiona massmi pewsr lewals should be used for the cumens pacikes
runsmission. The mumber of available power lovels shddl be determined by dle MIB paramecss alfumber-
SupportedPowerlevile, Subclase 154,78 provides furiber informution on the apional DRSS PHY power
level comtrod capahilitize
15.4,5.7.3 When generated

This primiiee shall b= generated by the PLUEP subleyer woselect a specitic mansmit power, This primitive
sluall be applisd pior moseming PMD TS TABRT fnao the tansnig suale

15.4.5.7.4 Effect af recalpt

PMD_TEPWERLVL bmmediately sets dw wransmit power level given by TXFWE_LEVEL.
15,458 PMD_RATE request

15.4.5.81 Function

This primitive, which 5 genernied by the FITY FLOP subiayer, selects the modulation rade thae shall be ased
by the D35S PHY for iransmissian.

1845 0.2 Semantics of the service primitive
The primitive shall provide the follewing parameiers:

PMD_FATE requesti RATE)
BATE selects which of the DEES PHY daia mtes skall ke used for MPDET transmizsion, Subclooe 15.4.6.4
provides. further informagion oo the DESS PHY modulation rmies. The DG5S PHY moe change copahility is
Tully described in | 5.2
15,4.5.6.3 Whan gonarsted

This primitive shall be penerased by the PLOP subdeyer i chanpe o set (he cument DSSS PHY modulation
rabe used for the MPDU partion of o PPEA.

15.4.5.8.4 Effect of receipl

The receipt of FMD_RATE selects the rave that shall be used fior gl subiesquen MPDU gansmissions. This
rate shall ke veed for transmission andy, The DSSE PHY shall suill b cepable aff recriving all the required
D558 FHY moduladion rses,

244 Copyrghl @ 1597 EEEE. AH nghs reserved,
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15.4.5.9 PMD_RATE. indicate
16.4.5.9.1 Funation

This primlglve, which s genermed by the PMD subfayer, Indicaes which modulaibon rae wag wsed u
recemve the MPDL portion al the PPIIU. The modulation shall be indicated in the PLUF Preamble TEEE
B2, B SIGHALING field.

15.4.5.9.2 Semantics of the servica primitive
The primdtivee skadl provide the follrwlng paramesrs:

PMD_RATE. indicass(LATE)
In receive mode, the BATE parameser infoams the PLCP Layver which of the D535 PHY data rabes was used
1o process e MPDU postica of the POV, Sabelause 15.4.6.4 provides furiber information on the D355
PHY mndulation rates. The DESE PHY rate change capahility is folly described in 15,2

18.4.5.9.3 YWhen generabed

This prisitive shall be generated by the PMD ssblayer when the PLCP Prearmble IEEE 832,11 SIGMALING
field hns been properly deiected.

15.4.5.9.4 Effect of receipt

This prrameter shall he providsd to the PLCP layer for infarmation oaly,
15.4.5.10 PMD_RSSLindicate

15.4.5.10.1 Function

This optinnal primitive, which is gereraied by the PMD sabdayer, peovides to the PLCP and MAC entity the
received sipsal irengih

15.4.5.10.2 Semantics of the service primitive
Tha primitive shall provide the following paramesess
P RSSEimdicate(R55T)

The RES] chall be a meazare of the BF enmgy received by the DESS PHY. RSS1 indicabioss of up in 8 ks
(256 Jevels) e sugpoaied

15.4.5.10.3 When genaraied

This primative shall be peneraied by the PME when the DSS5 PHY is in the receive state. T shail be conlin.
ueisly avadlable fir the PLOF, which, lo tum, provides the pammetes s the MAC entiiy

15.4.5.10.4 Effact of receipt

This parameter shat] be provided o the PLOT lver for informaton only, The ESST may be ased in conjunc-
tion with 50 as part of 0 CCA scheme.

Gopyeght & 1587 IEEE. Al righls reserved. 245
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154,511 PMD_SQ.indicate

15.4.5.11.1 Function
This apticasl prinsitive, which is penersizd by the EMD soblayer, provides 5o the PLUP and MAC eniiiy the
sigmal qualsty (500 of the DSSS FHY PN code comelaion. The S0 shull be sampled when the D335 PHY
achéeves code bock and hebd untll the neat code: lock acquisition.
15.4.5.11.2 Semantice of the sarvice primitive
The prinstive shall provide the following parsmeters:

P SOk bndeated SO0

The SCrahul] be o measure of the FTY code comrelalion qualdity received by e DESS FHY. 30 indications of
up b 3 ks (256 levels) arc supporied.

15.4.5.11.3When generated

This primitive shall be generaed by the PMD when the DE5S PHY iz in the receive state and oode leck 5
schievad. In shall be contlmeuely avallable w the FLCE, which, In tem, provides the parameter o the MAC
eniity.

15.4.5.11.4 Effect of recelpt

This parsmeter chall be provided s the PLCP layer for information onky. The 303 may be used in conjunc-
tieen with RS51 az pant of a COA swhame.

15.4.5.12 PMD_CS.indicate

Thas primidive, whoch is generaled by the FME, shall mdicate 10 the FLCP Ever thal the recetver s
aoquited {locked § the PN code and data 15 being demndulaled.

15.4.5.12.1 Function

This primitive, which is geeratod by the PMD, shall dicale 10 the PLOP laver that the rocetver has
goquined {locked s the PN code and dila i beimyg demidulaied.

15.4,5.12,2 Semantics of the service primitive
The FMID_CS (caerics sense) prienitive in comjusction with PMD_ED provide CCA status theough the PLCP
layer PHYCCA primitive. PMD_CS indicates 1 binary ststus of ENABLED or DISABLED. PMED_CS shall

b ERARLED whea the comulator S0 indicated in PMD_SC) s greaier tan the C5_THRESHOLD parame-
tee PR C8 shall be DISABLED when the PRS0 falls below the correlation threshokd

15.4.5.12.3When generaled

This primitive shall be penerated by the PHY sublayer whbea the DSES PHY is receving 2 PO and the PN
coddie: has been seguired.

15.4.5.12.4 Eficct of recaipt

This inidicator shall be provided oo the FLCF for forwarding to the MALC entity for information porposes
through the FHYOCA indicator. This porameder shall iadicate that the RF medium (s sy and ocoupicd by a
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D553 PHY signal, The DESS PHY shoald not ke placed into the transmil stale when PMD_CS &
EMABLED:

15.4.5.13 PMD_ED.indicaie
16.4.5.13.1 Function

This apriomal primitive, wiich i3 genemated by the PR, shall indicaig 1o ihe PLCP layer thai the recelver
has desceted RE encngy indicaled by the FME_RE5] primitive dhist i above o predefined threshold,

15.4.56.13.2 Semantics of the servioe primithve

The PMD_ED {emergy detect} primitive, along with the PMEI_S0), prosides CCA status at the PLCF |ayer
through the PHYOCA prmitive. PMI)_ED indicates s binry stats of EMABLED or DISABLED.
FD_ED gholl be ENABLED whem the BESS] indicsted in PMD RES5] = prester than ihe
ED_THRESHOHLI} paeametar. PrID_ELD) shall be BISARLED when the PMD_RSSI falls bebew the encegy
detect threshalid.

15.4.5.13.3 When generaled

Thas primitve shall be generated by the PHY sublayver when the PHY & recerving EF enerpy foom apy
spaurce thar exceeds (be BD_THRESHOLD pasneier

15.4.5,13.4 Etfect of receipt

This wndisator ahall be provided to the PLOP for forsanlimg o fhe MAC enlity for mrrmaleon parpasss
through the PMID_ED indscator. This parnmeser shall indicale that the BF medium may be busy with s BT
energy source thet is not DESE PHY compliant. 1§ a D555 PHY source is baing received. the PMD_CS
function shall b eneahled shortly after the PMD_ED fanction is snahled.

15.4.5.14 PMD_ED. request

15.4.5.14.1 Function

This aptional peimitive, which i generniod by the PHY PLCP, seis the energy deiect ED THRESHOLD
value,

15.4.5.14.2 Semantlcs of the service primillve
The primbthve shall provide the {ollowing paranseins:
PMD_ED regquest{ED_ THRESHOLD)

ED_THRESHOLT cetg the threshald that the REST indicsted shall be groster thas in asdir for PME_ED w
be: enabled,

15.4.5.14.3 Whan gonerated

This primidve shall b penerased by the PLOP soblayer to change of se e cament DESS PHY energy
dedect theeshokd.

Copirighl 81257 IEEE, All nghls ressnved. 247

261



IEEE
Sl B 11887 LCHGAL ARD METROPOLITAM AREA NETHCRS:

15.4.5.14.4 Effact of recaipt

T receipl of PRID_CEY immedimely chasges the ensrgy detscton  thresholl o oser by o e
EN_THRESHOLD pammetes,

15.4.5.15 PHY-CCA Indicates
15.4.5.16.1 Function

This primitive, which is generated by the FMIN indicates 1o the FLOCF Byver that the receiver has detecied BE
epergy that sdberes bo the OCA algorizhm,

15.4.5.15.2 Semantics of the sarvice primitive
The FHY-CCA primitive provides OCA statas ai the PLET Layes to- the MAC,

15.4.5.15.3 When generated

This primative shall be generated by the PHY sublaver when the FHY & receiving BF energy from amy
source that exczeds the ED THEESHOLD prrameter (PR B is acrive), nnd optionally is & valid comme-
Inted DESS FHY signal wherehy FMD_C8 wounld slso be active,

15.4.5.15.4 Effact of receipt

This imdicasar shall be provided wihe PLOP (o farwartding 1o ihe MAC sntity for informakon purposes
through the PHY-CCA ipdicator. This parsmeter indicaies that the BF mediam may be busy with an BEF
energy source that may of may nod be DESE PHY commlisst If o DESS PHY sovrce i belng recerved, the
PRAD_ 5 funetion ehall he sashled sherly afier the PMD_ED function it enabled.

15.4.6 PMD cperating specifications, general

T Erllowing swbclouscs provide pencral specifcations for tho DESS FMD sublayer These specifications
ipply 1o bath the Boective and the Tragsmd fusctions and generad operation of & D555 PIY.

15.4,5.1 Operating frequancy range

The D35S PHY skall operaic in the nepeescy range of 24 - (iHz 10 L4035 GHz a5 allocaed by regudatony
bedies in the USA and Burose or in ke 2471 Gz o 2.497 (Bx frequency band ax allocated by regulssney
uuthcrity in Japan,

16.4.8.2 Number of operaling channals

The chaane| cemter frequences and CHNL_ID mombers shall b si shown in Table 63, The FOC (58], BT
(Cemecda), and ETSE (Buropel specify aperation from 2.0 GHe o 14855 GHr. For Iapan, cpersticn 19 apeci-
fied a5 2471 GHz to 2407 GHz, Frince allows ppemtion from 24465 GHaz fo. 24835 (s, and Spain

Crusginiphd IO 19T IEEE. Al riphts rocarvod.
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alkows operation from 2445 GHz 1o 2475 GHz. For each supported reguimiory domaim, all channels in Table
6% marked with "X" shall be suppored

Table G1—DSSS PHY frequency channel plan

Reguisiory demains
X | XA X ¥ Xar X4

CHNL ID | Froquescy | FOC | IC | ETSI | Spain | Frame | MEK
1 2412 MHz X X X = = =

2 2417 MHe X X X ] = — S

1 WM | X X X == - —

4 MTMH | X X X iy = =

3 2472 MHz X M x — — —

& 2437 MiHe X X X == — =

T 2443 MHz X X X == = =

& aTMHe | X ¥ x® = = —

9 2452 MHz X X X = == =
0 | asTMEe X X X kX X -
1 2402 MHz X X X X X -

12 4467 MHz == = b = X ===

13 WMEMH: | — 5 . — | X =
T ST | =N = | = | — X

I & multiphe ¢ell nefwark fopology, overlipping ardior sdjacent cella ning different channels cas operate
cimelimascndly withoo interference B the distance hetween the cenler frequencies is sf brast 1) MHx: Chas-
nel 14 shnll he designated specificslly for opeostion 6 Japan

15.4.6.3 Spreading sequence
The following 11-chip Barker sequence shall bo weed as the PN aode: soguends:
#1, =1+l +1L =1 41 L+l =) =l =]

The lefimost chip shall be gt fisst id time, The fiesd clilp shall be aligned ot the stan of o tansmitted sym-
bol. The symbaol duratkon shall be exacdy 11 chips kg

15.4.6.4 Modulation and channel dala rales

Two medulacion formats and das ries are specifisd e te DESS PHY: o baeic acoess rade and an sehameed
aecess nte. The Basic acoess robe shall be based o 1 Mhiv's DBPSK modulmion, The DEPSK encoder is

Cogrpright © TRET IEEE. AR nghts sasarsd a9
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spacified in Table 6l T endanced aovesd ras shall be based on 2 Bihiths DOPSE. The THIPSK encoder is
specified in Table 5. (Tn the sablas +im aball ke defined as counteselockwise rotion, )

Table 64—1 Moty DBPSK encoding tabe

Dt lngrut Phuse change (+§is)
] L3
1 n

Table B5—32 Mbit's DOPSK encoding labla

U [ et
4 1] I3
ol h h s |
1 x
4[] 32 =2

15.4.6.5 Transmit and receive in-band and oul-ol-band spurious emissions

The D555 PHY shall cosform with in-band amd om-08-band spuriovs smizshons as set by regulaiony bodies.
For the US4, reler te FOC 15247, 15.205; amd 15.20% For Exinope, relier o ETS 300-325

16.4.6.6 Transmil-io-recalve tumeround time

The TX4o-RX twmaround fime sholl be kess tham 10 pis, inchuding the power<down ramp specibed in
154.7.7

The TK-mo-EX iursarcumd time shall be measored ot the air interfece from the trailing edpe of the last tmng-
rifled Symibod 1 valid CCA desction of the ancoiming signal. The OCA shicdd ocour wigthin 25 pis {10 s for
turnarouand mme plus 15 ps for energy deétect) or by the next siof boundary occurring after the 23 us has

clapsed (refer o 1585940, A receiver inpat sipnal 3 dB above the EQ dansshold described in 15,484 shaldl he
present & the receiver.

15.4.6.7 Recalve-to-lranamil turnaraund time

The B¥-i0-TH mersaronnd time shall be measored of the MACPHY inierface, wing PHYTHSTART.tequest
sred ahall be <% pa: This lnclides the wanemil powes ap cnmp deseribed in 154.7.7

15.4 6.8 Skt tima

The slat time for the DEEE PHY shall be the sune of the BN -10-TX lsrnareond tims (5 pal anal the energy
detect time (15 s specified in 15484} The propagation defay shall be reganded as beimg inchaded & the
enzrgy detect time
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15.4.6.9 Tran=smlt and recelve antenna part impedance

The mpedasce of the sansmit and recedve ansennn port{s | shall be 50 L3l the port i exposed,

15.4.6.10 Tranemit and recetve operating temperature rangse

Thiss lemperan: moges for Ml operation compliance o 1be D555 PHY ae specified in Clase 13 Type |
ahall Be defmed s 0 20 4 40 °C, and i designised Far office avdronmects, Types 2 shall be defined as =20 °C
16 #5001 0, and Type 3 shall be defined as =302 s 70 % These ane destgnatedd for indusirial enviroements,

15.4.7 PMD tranamit specifications

The following subclamses describe the tansmit functions arsd parameters nssocisied with the PMD sublayer

15.4.7.1 Transmit power [svels

The maximum aliownbie sutput povwer s messared inaccordince with practices specified by the regulasory
boadies s shown o Table 26, In dhe USA, the rodlaed smbsslons should also comfiorm wich the ANES] uncos-
trllad raddmion eesdission siasdunds (IERE Sed CO5.1-1901

Table —Transmil power levels
Madmum o pud poser Crengruphlc locagion Comnpliance decumsent
LMD W (1L FOC 8247
100 mW (EIRF Erupe ETS MM-1I8
1 mWAEH 1 FIFT i [er Fadi
. : o Hq.l.l:'!llﬂ'ilﬁlclr mm g

15.4.7.2 Minimum transmitied power level

Thie minimum wramsnalined powes shll be no kess chan | mw.,

15.4,7.3 Tranamil power lavel contral

Power comivol shall be provided for mnamitied power greater than X mW, A meiomam of foar power ley-
el muy be provided. Al a idnbmuen, 3 adio capabls of ransmission preater than 100 mW shall be capabie
af sailching power back g 100 m'W or less,

15.4.7.4 Transmit spectrum mask

The rarsmitted speciral products shall be Less than —30dBr (48 relative fo the ST0x/x peak ) for fi. - 22 MHz
cf< =11 MHz, f. +1 1 MHz <<, + 2 MHz. 30387 for £ < f, <22 MHz, ek {3 7, + 22 Mile, where §;
i the chaneel conter fregeency, The wansmit speciral musk v shows in Figure %6 The measurements shall
be mnscle using 100 ki rescdution handwidib end § 30 kHe siden bandwidh,

16.4.7.6 Transmi center freguency tolerance

The imnsmitied center freygoomcy tolerance shall be £15 ppen matimum.
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Tranamit Specirum Mask Ny OcBr Urfilarad Sira's

v

/1N AR

f *|
I -50 d
I !
fo-22 MHz  fo-11 MHz fc o+ MHz fo+22Mhz

Figure 85—Transmit speeirum mask
15.4.7.6 Chip clock frequency tolerance
The PN eode chip clock Geguescy Woberano: shall be bemer than 22 ppm macinum,
15.4.7.7 Transmil power-on and power-down ramp

Tha: eramsmlt poer-on rammp for 10%: o 9056 of maximum peser shall be mo grealer tn 2 ps, The oransmin
poser-0p ramp s shoan in Figur: 96,

*.
Tranarmil Kax Tw Powar
Pawer
. lmu.u
E |: T3 % " Time usec”

Figure 36-—-Transmit power-on ramp

Thhe: tramsmit poswes-domn camp For 90050 e L0% o mam power skall be so greater thas 2 ps. The ransmil
prwer dowm ramp is shown in Figure 57

The trangmin power ramps shiall be conistrocied such that 1be DSSE PHY emdtsions comlarm with spurious
Teequency produs specification defined m 15.4.6.5.

15.4.7.8 AF carrier suppression

The BF carier sapprossion, measured ot the chaone] conter frequency, shall be at keast 13 B below the peak
SNz power spectrens, The: BF vamier supprescion shall be messured while trassmining s repetitive 01
datn srquence with the scrambler dizsabled osing DOPSE maodolstion, A 100 EHz sesoduthe hasdwidih ghall
b used 1o perfonm this messuremesd,
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Y
Transmil P Max T2 Power
Firavst
= B0% MAK
. , 0% MAX
7] |'I |2 ia |4 Time usen

Flgure 8B—Tranamil power-down ramg
15.4.7.9 Transmit modulation accuracy

The wassml modulation sccuracy requansmend for the DESS FHY shall be based on (e difference between e
actizil tramsmitisd wavelom and the Kl sigaal warelonm, Modukaton socuracy shali be determined by mea-
suring the peak vector error magnitode messured dussag exch chip pericd. Wost-Case veclor error magnifuce
shill miod exceedsd 033 for the nomealized samphed chip dacs, The ideal complex | and £ constellation points
maxavisied with DOPSE modulation (0.T0TOCNIT, (00007, <6707 00007, 0707, (0007, 0707 shall e
wieid s the neference. These measorements shall be from baschand [and () sarmpled dois after recovery through
b pefErenss feceives RyRiem

Fpure 99 [Husiraies the ldeall DOPSE zonstellaiion polnts and range of worsi-case ermor specified for moda-
lation aecurscy.

Range of Worst Case Ermor ldeal Constaialion Paint
: =]
Y e
; “\‘_
i
- Measured Point

\_ Lo

Flgure SS%—Modulation accurasy mesguramant axample

Error wector menrussment raquires o mizrencs recerer capable of comier baek, Al mssnrements shall be
made nader carrier lock condiions. The disiortios indeced im the conzielistion by the releremos receiver

sl b callbraned and measired. The test data epnar veciors described below: shall be correctead 10 compen-
sale for the reference recsiver distortion,
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The IEEE BOZ. 11 sendar compatibbe radio thall provide sn exposed TX chip clock, which shadi be weed 1o
sunwple the T and Q opss of the relferesce peoshves,

T meazarement shall be made ander the conditions of comtinuous DOPSKE mnsmissiom usng scrambled
all 17,

The eve paviern of the | channel shall ke used io determing the [ and Cf sampling poine. The chip clock pro-
vl by the versdor rmdio shall be Hme delayed such that the smieglecs Fall ala V2 chip penod offsct from e
mean of the zere orossing positions of the eye (see Figure 100} This iz the ideal cemer of the eyes and may
nidl ke the poing of maximum eye opeming.

o L 1 Chip Perlod
A »
m 12 Chip Period
p -
i
i
i (Geomainc
d Crbar
| ideal Sampie Peint | =T
Werdar
Chip Clack

Flgure 100—Chip clock aligmmant with baseband eye pattern

Lising the aligned chip clock, | D0C samples of the ! and @ basshasd outputs from the refersnes receiver are
capiursd. The vector emor magnitudes skall be onlcudated as fodlows;

Calculate the de-offsets for £ and (2 samples.,
il il

Loews = ¥, 1(n)# 1000

n=g

Le L]
O = X, O 1000
i

Caculabs the do conrecied f el f samples for all 5 =10EH sanple pain
Fycln)= 3} = Dypone
'ﬂi["h’ Lim]— ":rrn:-.

Crlculace the avernps magnitude of §asd (2 samples,
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Iiax)
Frgg = %, [faclnd] < 1000

FE ]
i
Corag = 2, |Gaclm)]# 1000
nmij
Caloulate the donmnalized eror vector magaitude Foe e By (a0 ) pales.
i
i 1 1
Vi) = [ 5% Ll g + 1| Qa1 i) 3]~ Vinmeten
with Voremeriion =-2rnar indoced by the reference receiver myvstem

A vendor D55 PRY implemematon shall be complinnt if for afl m =00 samples the following condikoes
iy met:

Wm0 35
15.4.8 PMD receiver specifications
The fallowing subclimses describe the receive funcrines and pemmeers mssociaksd with the PRI sublager
18.4.8.1 Receher minimum Input fevel sensithity
The frame srror miin (FER) shall bo Joxs: tham £ 1072 %t s MPDE length of 1024 bytes for an inpu level of -
BO dBm meisared at the anlenna connector. This FER shall be specified for 2 Mbits DOPSE modulation. The
tsd for the mdntmum inpet level sensitivity aball be conducsad wilh tha eeerpy detection threshok] st less tas
ot eyusd b —30) dBm.
15.4.8.2 Receiver maxzimum inpul level
The receiver shall provide o maximum FER of 82107 s MPDU lenpth of 1024 byres for o masimam

inpae lewel af —£ dBm menssred of the antenna. This FER shall he specified for 2 Mbit's DOPSK modala
L

15.4.8,3 Recaiver adjacent channel rejection

Auljacenl channe] rejeciion i delibed botween say o chanssls with =0 MH2 separmibon |8 each chaans)
proup defived in 15462,

The adiacent channed rejection shall be squal to or hetter than 35 dB witk an FER of 81077 using 2 Mbitfy
DROPSE moslulation described in 15,454 and an MPDT length of 1024 byges,

maddt:nlmnnnd rejection shafl be measured using the follwing method:

Imput a Z Mbat's DQPSE medulated signal o) g level & 0B gresser than specificd jm 154.8.1, 1n an adjocent
charmel (=30 MHz oo s dlefimed By i el aiiimberiog), e e dgna] modulsted in 6 siomibee
fashion thal adkeses jo the ronsmi mask specified in 154.7.2 toa level 41 dB shove the level specified in
{5.4.8.1, The sdjecert channel sigral shall be derived from a sepamats sigaal soarce. I cansol be a freguency
shified versioe of the reference channel, Under these condigions, the FER shall be no worss than §x 107,
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15484 CCA

The DESS FHY . shall provide ibe capabilicy o perfom CCA according 1o at least one of the following bree
metods:

— CCA Masle I Esergy obove threshold CC A shall repar o basy medium wpon detecting any energy
loang the ED thicsholcd,

—  CCA Made 2 Carrier =onse only. ©CA shall repart 0 by medivm anly upon the desoction of a
DEEE signal. 'This signal may be ghave or below the ED threshold.

— LA Meute 30 Carrier sense with encrpy abose threshold, OCA shall repor & baasy mediom opos the
desection of o D555 sipnal with erergy above the BDr chresholdd.

Thie energy detoction status shall be piven by the PMD petinitive, PMO_ED. The cartier sense e chall be
glven by FMD_CS. The waiud-af PMO_ED and PMD_CS is used in ihe PLOT comvsrgencs procedure in
indicale aetivity o the MAC through the PHY inkerface primitioe FHY-CCA imdicane,

A by chamnel sholl be indicobed by PHY . CCALIndiome of olass BUSY.

Clear channel shall be indicated by FHY-CCA mdicate of clss IDLE,

The FHY MIB astritraie sCCAModeSapri shall indicate the nppropriate aperstion modes. The PHY shall be
confgunad through the: FHY MIE oribuce aCurrentOC AMade.

The €04 shall be TRUE I ihers is sipencryy ey or caitier seose, The CCA parinessts are subject w the
tollwwdng srileria;

Al The eoergy detestion tireshobd shall be less thion o egual 1 80 dBm for TX power = 100 mW, =78
dBan for 5 mW < TX poaer £ 000 m%W, and =H ) dBm for TX power 5 50 mW.

by Witk a valid signal {sceording vo the CCA mode of opemibion) present of the receiver mmteann within
5 s af (e snant of & MAC dlod boendary, the OCA indicator skadl report charnel busy bafare the end
of the shot time. This implies Gad the OO sipnal 8 ovailable 15 an exposed test point. Refer s Fig-
ure 47 for a definition of slot time boendary definition,

€} In the event thit o comvect FLOP Hender (5 recelved, the DERE PHY shall hild e OCA signal imic-
tive (ehannied by for the il duraticn s indicated by the PLOCT LEMGTIL fiold, Should a loss of
carber gfne occur i the middle of mecopiion. the CCA chall indicate o ey mecliim for che
imtended duration of tlwe randmimed pucked,

Creformaace 1o DESS FHY CCA shall be damonsiratel by npp]jl'rnu n SRS EI,'.l:thF“;.I.IH :5i.;pqnl.. akive the
apprapriate ED threshold (a), sech thar oll candficms described in b) and ¢} above are demon strased

254 Lopyright & 1567 IEEE. AL righs faserved.
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16. Infrared (IR) PHY specification

16.1 Dverview

The physicad layer for sthe infraced sistem is specified in this clase, The IR PHY wes near-visible light in
the B50 nm se 950 mm range for signallng, This is similar so the speciral usags of both cosmimon consaier
deviees such 2= infrared remoee comirols, a5 well 2= other dam sommonicetions equipment, such os IrDA
{ilnfrared Dot Assorinobon) desices.

Unlike mary other infrard devices. however, the IR PHY is not directed. That is, the recciver snd trapsmii-
ter do mot have 1o be aimsd ot each other and do not need & clear fine of sight. This permeits the: conseroction
af a ue LAN sysiem, whemneas with an aimed systeme it would be difficull or impossible fo inseall o LAN
tecanse all plysical consinsmis.

A pair of conformant infrared devices would be abls tocommuanbeate in a 1y pleal eavimement o a range op
o sbaut 10 m. The sandand allows confiemant devices b bave mome sensitive receivers, amd this may
increase range up ke aboot 20 m,

The IR FHY relics o both reflected infrared energy as well as line-afalght inlrared energy for communica-
LITTTS H.l:r!-[dﬂi.gh!. snticpale thnl el of the energy ol the receiver is reflecied epergy. This reliance an
meflected infransd sperpy is called diffuce infrored transmasseon.

The standand specifies the tmpsmitier and recebver in sich & way thin a coaformant design will operabe well
in most snylronmesnts where theee bs oo Hoe-al-sighn pails Soo the mamsmiteer i reeeives, However, in an
esvivpmment that has low or no rellecting safaces, and whoe tbere B oo line of sghe, am IR PHY system
may guffer reduced Tampe.

The IR FHY will sperase anly in indost esviponssents, [nfrired mdiabos doet aal posd through salls, snd
significently atenumed pasdnp through most extesior windows. This characteristic can be nsed pa “coatain’
m IR FHY imoa single physical room, Bke o classioom or conlerance soom. Dafferent LANS using the IR
PHY can apsrate |n sdjacent rooms sepaested only by o wall wilkout ihiecforesce, and without the possibel-
iy of eaveslropping.

At the cme of this stnmdard's preparation, the oty ksown mgulatiry standands thit apply 1o the ese of Infra-
red eadlimtion ans safely regulatians, sach s IEC 608251 [B2) and ANSE £136.1 [E1], While a confocmant
IR PHY device can be desagned to nkso comply with these safery sinadands, conformance with this standard.
ddoes i Ensure conlormanes with ser saedans,

Workdwide, there are curentdy no fregoency allecation or bandsidh sllocation regidniney restrictions on
indrinc:d ciraasnmm.

Emister {iypocily LEC ) and detector (typically FIN disde) devices fir mfrarsd commenications are rele-
tively ieexponsive at the infrared waselengths specified in the TR PHY, and o the electrical cgerating fre-
usereciid recjuined by thic FHY,

Whilis many other devices in comman use also uoe infrared emniscons inile ssme apelesl bund, these devices
wwnally rassmil infransed imerminiently and do et inerfere with the proper operntion of o compdiang [R
PFHY. If such & device does imerfere, by tmnsmisting: continucusly and withi o very strong sigeal; 5 can ba
physicatly isolwed (placing it in n differeat rocam)) from the IEEE 30011 LAN.

Copwight © 1957 IEEE, 41 Sghis rasseed. el
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16.1.1 Scope

The FHY seraces povided to the [EEE RO E wiseleas LAN MALC by the K sy=tem are descrbed i thas
clmase. The IR PHY layer congidts ol two protocnd functioss a8 Enliows:

al A phosical layer converpence function, which iklapls the capabilgies of the physical mediam depen-
deprt (PMIY) syskem to the PIY zervice. Thes fumction is suppomied by the physical laver conver-
gepoe procedone [FLCP). which dofinex o method of mapping the IEER 80211 MAC sehlayer
protocol daia wnits (MPDL) inko o frueeng formae saitable for sending aod receiving user data sad
manageessni inforstinn betwees two or meee 514 using ke associoted PRD gystem.

By A PMED syvetem, whase fuscton defines the chamcterictics of, and method of cransmitting amd recaiv-
ing data throngh, the wireless medium (W) between 1o or mome STAg

16.1.2 IR PHY functions

The [R PHY contains three fuscticnal ectities: the PMD Fanctian, the physical layer canvergenee functian,
and the Inyer management function. Fack of these fanclions is described in demil below,

The [E PFHY service s Fm-ld.:dmmnhi.iﬂmuty ol the STA through a service acoess point {SAP) as
described im Claoss 12, For & visuol guide to the eelmionshap of the B PHY o the semnninder of o sysien,
riber o Faguee 11

16.1.2.1 PLEP sublayer

To ablow the IEEE 20211 MAC w opesate with minimum dependence aa the PMD sublaver, a pliysical
Leyer comverpenie subleyer i defined. This Fenclion siinplifies the PHY service inorface 1o the IEEE 80211
AL services. The PHY-spocilic preaiible 15 normally associsted wilh this conrergence layer.

168722 PMD sublayer

The TMD sublayer provides a cleer channe] assosamont (O0A) mochanism, tansmission mochenizm, and
recepiion mechanism thot ere nsed by ike MAC wia the PLOP to send oo recedve dats betwees two of more
STAx

18.1.2.3 PHY management entity (PLME])

The PLME performs management of the local PHY Eonctibng in conjunctan with the MAC manngement
entlty, Subclause 164 Tt che MIB soriables tal msay be stcessed by e PHY sublayer entities and inra-
layer of higher layer manapement entities {LME). These variables are acvessed via the PLME-GET, PLME-
SET, sl PLME-RESET primitives defined i Clause 10,

18.1.3 Bervice specification method and notation

The modsle represested by figures and state dingrams pre Evtended &5 the (lesrationa of funsciion prosvided.
It & impartant i0 distinguish between o model amd o red implementaton. The models se optimizad for ibn-
plicity and clarity of pressatalion: the aciual method of implementation is left o the discretion of the [EEE
BOL1E IR PHY compliant developer. Coaformmuance to the standard is oot dependent on following the model,
i s impsmuntation (b fodlows the mode] coely may Do be conforman..

Abstract services are specified bere by desoribing the service primatives and parsmelors that dharsctorie
enzh service This definkbon & indepesdent of any paricslar implomertation. In parSicular. the PHY-SAP
ogeeratms ane dofined dnd described 15 slantansous; however, this moy be difficutt o achisve In an Imple-
men 2o
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16.2 IR PLCP sublayer

While @ PLCTI sublayer ard the PMID} sublaver are described separabaly. the s=pamatgion and dissinctinon
berween these sablayers is artificial, and is not meant 1© imply that the enplementation must separage these
fumczions. This distinction is made primanily 1o provide o polst of reference from whsch i describe certain
fumctiomal coreponernts and aspects of the PMID, The functions of the PLCP can be subsumed by & FMED seh-
layer, |n this case, the PMD will ipcomparace the PHY-SAF &5 its imterfacs, snd will not offes & PMD-5AR

16.2,1 Overview

A comvergence procedure is provided by whoch MPIDNUS anre comverted 1o and from PLOPDL. Duringp trass-
migsion, e MPDL (FLCSDU) is prepended with a FLOP Preamble and FLCP Header o oreaie ihe
PLOPDIL, At the veceiver, the PLOP Preambib s processed and the interal data figlds are processed 1o aid in
demodulation and delivery of te MPDU (PSDLT,

168.2.2 PLCP frama format

Figure 100 shows tee format focthe PLCPDIT including the PLCF Presmble, the PLOP Headern, and the PSDA
Thes PLCF Preamble consaing the following figlds: Synohromteston (SYMRC) and Stan Frames Defimiter 5B
The PLCPF Hesder containg (ke follwing felde Dats Rate (D) DO Level Adjuameant (DELAY, Length
(LENGTHL aad Cyclic Redundancy Check (CRC). Each of thess fielids is described |n demil @n 16.2.4

FLCF Praambla | | FLCP Husdee

BYNG || sfo || or || poa ]|LEHE.T|-||| CRC | Chcas

ST-Tiekia o slots Aol 32 alos 16 iy 4 bim wafislla usber of ocats

Figure 101 —PLCPDU frame farmat

16.2.3 PLCP modulation and rate change

Thie PLCP Preamble shall bie irassniined solng the tasic pubse dilined {8 163,32, The PLCEDL, LEMGTH.
and CRC ficlds ahall be marsmatied wsing pabsc positon modulation (PFM). PFM maps bits in the ooiet ino
spmials: [&TPM maps four biss it a 16-posidion symbol, and 4-FPM mags tvo bits inin o 4-positon sym-
bod. The basic L-FP& time unit is the slot. A slot comesponds 1o one of the L positions af o symbal and bas
0250 na durnton, The PLCSDU, LEMGTH, and CRC felds ars tramsmitied ot one of too b roies: 1| Mbitfs
or 2 Mhitfs The Datn Rabe field indiostes the data rate sht witll be nead o transmit the PLCOSDU, LENGTH.
and CRC fiedds. The | Mbit's datn role oees 16-PPM (basic nocess mie), md dhe I Mhbit's dota rade e 4-
FPM {enhascad nocess rade ). The assangtter and receiver will initinle the modolatios ar demadalation indi-
caled by the DE field stating with the first 4 bils (a 16-FPM) or 2 Bl (b 4-PPBRD of the LENGTH figld.
The PEDL ransmisstan rade i sel by the DATARATE parameter in the PHY-TXSTART reques primitive,
Any conformant [R FHY shall be copable of receiving st | Mbatts and 2 Mbic’s. Transmissson ai 2 Mbitls is
exlional.

A PHY. TXSTART reguest that specifies 2 dats rbe which is nol sappanied by 2 FHY instance will cause the
PHY io indicats an ervar to i MAD insance. A PHY is ot permitted under asy corcemalancs Lo transm |t a
& differant rate (han the neqeested e,
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16.2.4 PLCP flald definitions

16.2.4.1 PLEP Synchronization ($YNC) fisld

The SYHEC el corsiste of & saquences of oliermoted peesence asd sb of o pulse in ity slota.
The 5¥RC feld bie s neninisn length of 57 LPPM dloss sed & masdivaim besgth of 71 L-PPM s and
ahall termimare wigh the absence of a polse in che last slar This field i provided so tha the recerver can per-
foem clock recoverny (sho symehaonizakon), micmmatke galn comird (ogricmal ), signal-to-nodse mele esiivs-
tlem (opiional), and diversity selection (ogeional),

The EYMC el bs non med ubated ushng L-FPWL. b lestead conalas of mansibons in L-PF slos de would
otberadse consiatize an illegal symbol, Sse 16321 For legal symbaods,

16.24.2 PLCP Start Frame Delimiter (SFD] field

The SFD field kength s four L-FFM sbols mmd consists of the hinary sequence 1008, where | imdicates a
pakse in the L-PPM sdoi and O indicates a0 pulse in the L-FPM siol The lefmmost bit shall be transmited
tarst. The SFD ficld is peowvided to indicae the stan of the FLCF Preamble and to perform bit and symibod
exnchrenization,

Thee 5D field is not modulmed asing L-PPAM. buk indtend comsists of transiticas in L-PPM slots et would
oeherwize canstitute an illegal symbal,

16.2.4.3 PLCP Data Rate (DR} fiald

Thee MR fheld dlicates ta the PHY the datn smte (il dhall be weed foc the tranemisson or reception of ihe
PLCSDU, LEMGTH, and CRC lieids.. The trassmitted talwe shall be providsd by the FHY-
THRSTART peques primiiive as described in Clayse 12 The DE fedd bas 2 length of three L.PPM slols. The
Beduimnsy b, &4 s bobow, shall be trasgimilbed first. The IR MY cmrently supporis twn dats mbes definsd
by the slod pattern shown for the three L-PPM slots following the SFD, where | indicates & palse in the L-
FPM slct apd 1 indicates no pulse in the L-PEM sloc

| Mbats; (KK
2 Mbiv's; O

The DR fekl is not modulaied using PPl bet instesd corsists of transitions in L-PPM siote chat would
ullerwise constifute 2n ilegsl symbal

16.2.4.4 PLCP DC Lovel Adjustmant (DCLA) field

The DCLA field s redguired 15 allow the receiver 1o siabifize the do level after the SYMNC, SFD, and [
lickls. The kelimmst bit, a8 shown belons, shall be iransmicied first. The length of the DCLA fleld |5 32 L-PFh
shote nnd consists of the coments chown, where | indicates a palse in the L-PPM slor asd O indicases oo
ks i fhe L-PPA slob

I Mbits=  COCKHACEND B OO R RO 0 ) (KM
& I 0 A T R R A | COCRC | DN ]

The DELA field is nod misdulated using L-PP8, but insieal eonsiane of eeassitions in L-PF sloss that
woitkl otherwise consfituie an illegal symbaol,

260 Gopynigd © 1837 |EEE. A0 riphts rosarad,
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16.2.4.5 PLCP LENGTH fheld

Tho LEMGTH fickd is an unsigned [6-bit integer that indicoos the number of oclets to be transmiteed in the
PEDU. The mansmitisd valpe shall be prosided by the PHYTXSTART request primitive as described in
Clapse 12. The kb zhall be transmiited firsi. This Geld is modulated and sonl in L-PES fommsas. This field ix
prodecied by the CRC described im [6.2.4.6

TE.2.4.6 PLCP CAC field

The LENGTH field shall bo protected by a 16-bit CRC-CCITT. The CRC-CTITT i the one’s compleming
af the poemusinder gemerated hy the modubo 2 diviaion of dve LEMGTH field by ke paolynomial:

FL RS

The prodzceed hirs will be processed in sansmit arder, The msh of she 1 f-bit CRC-CCTTT shall be wansmined
first. This field shall be modulsied and sent in L-FFM sormat. Al CRC-CCITT ealoalstions shall be made prioy
£ L-FP escnding an transmmissaon ane afier L-FPM decoding on reception.

18.2.4.7 PEDU finld

This fichd is compised of 4 variable number of octels, The mbmmum (8 0 (2ero) and the maximen 15 2300,

The Ist: of ench octet shall be transmitied first, All the octets of this field shall be modulsied and peol in L-
FPM format

16.2.5 PLCP procedurnes
16.2.5.1 PLCP tranamit procadurs

Al commiands lssped by the MAC require thai & confimmation primiclyve be issued by ihe PHY, The confirma-
toa primitbees provide theaw contral besaezn the MAC aad the PHY.

The steps helow are the ransmit procedurs:

a1  Based oo the siates of CCA, the MAC shull detenmine wisether the chanmel = cleac

by IMihe chansel is cdear, tunamizison of the PSIVU shall beinitiated by o PHY-TXS TART. ragquest wich
paranscher: [ ENGTH and DATARATE

¢} The PHY eatity shall mmmediately isitiate transmission af the PLCP Preamble smd PLCP Heades
biaged on the LENGTH ascd DATARATE parnmeters passed in the PHY-TXSTART request. Once the
PLCP Preamble snd PFLCF Header tmasmission is completed, the PHY eotity shall issae a PHY-
THETARTLCoulirm.

di  Each ostel of the PSEAT is poszed from the MAC o the PHY by o single PHY-DATA mquest primk-
tive. Each PHY-DATA request shall be confimeed by the PEY with & PHY-DATA. conlirm bufore the
neal peguas] can be sads

&l Af the PHY laver ench PEDL] ootel shall be divided into symbols of 2 o 4 bits cache The symbals
shall he modibated exing L-FPM and ransmitted ok the medium,

v Transmessson 5 erminaed by the MAC throogh the primigive PHY-TXEND request. The PHY shall
comifirm the regubting end of tronsmission with a PHYSTXEND. confirm.
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16.2.5.2 PLCP receive procadure

The steps bebow e the reoave procedurs

al

b

i ]

il

]

COA B provided b the MAC via the PHY-CCA ndicale primitive. When the PHY serses activity on
the medium, ji shall indscate that the mediom is bosy with 8 PHY-OC Adindicute with a value of
HUSY This will normually sccar during the 5% M feld of the PLCP Presmble,

The PHY entily shall begin searching for the SFD feld. Once the SFD field i detecied, the PHY
entity shall attempd 0 receive he FLCP Heaber, After receiving the DE ond DCLA felds, the PHY
shall mltste processing of che recelved CRC and LEMGTH fGelds The dats rate indicated in the DR
ficld opplies o all symbols in the better pari of the recetved PHYSIN, commenceng with the firsi
aymbsal af the LERNGTH fizld. The CRCOCTTT shall be chocked for comectnes immadiaiely sies
it pecegilion

1T ghe CRC-CCTIT sheck Eaile, o the valus received i the DR field is not one supporied by ihe
PHY, then & PHY-RXSTART inficate shall ot be issped to the AT When the medhom bs sgain
firee. the PHY shall lssue a PHY-OCA indicoie with a valoe of [DLE.

It the PLOCP Preamble and PLCP Hesder recepiion |5 suceessful, the PHY shall senit & PHY-
RXSTART indscate in the BAAL: this includes the puramesters DATARATE and LENGTH,

In the afsence of emors, the receving PHY sh.l.l'l repart the sarme length o s local MAC, in the
RXYECTOR parameter of the PHY-RXSTART irddicaie primitive, that the peer MAL preseated fo
itz bace] THY emtity in the TXVECTOR parmeter of its respective PHY-TXSTART. requsst

The received PLOSDL L-PPM symbols shall he ssembled iefococeeas and presented o the MALC
vsing & series of PHY-DATA ndicate primitives, ong per octed

fi  Reception shall be Erminated alter the reception of the fiml symial ol the last PLCSDL ooie andi-
caizd by the FLOP Hesder's LENGTH feld. Aler the PHY-DATAindicuate for that ocoet s issued,
the PHY shall jzoe o PHY-RNEMNDL indicans primduee o his MAC,
gl After msuing the PHY-RXEND sdicate primitive, and when Use mediom is a0 lenger busy, the PHY
shall issue n PHY-COA indiome primitive with 2 valae of IDLE
16.2.5.3 CCA procedung

CCA s provided 1o the MAC Wa the FHY-CCA Indleste peiminive,

The steps below are ghe OO proceduse:

al
b

cl

When the PHY senses activity on the medium, 8 PHY-OCA indicate primitive with a value of BUSY
shall be Esed. Thes will normally occur durisg reception of the 8 RNC fisld of the PLCP Preamble,

When the FIY senses shat the medium is free, s FHY-COACindicate primitive with o valuz of IDLE
ehalll b BEaued,

At amy time, the MAC moy izoe s PEYSCCCARESET sequest primitive, wihsch will reset the PHY s
inrermad OOA detectios pechanlim 1o tee mediue po-buzy (IDLE} stale Thia printitive will be
ackmowisdgnd witha PHY-DOCARESET confirm primitive.

Copyright © Y7 IEEE. All sghis resarved.
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16.2.5.4 PMD_SAP peer-to-peer sarvice primitive pasamoters

Severl servipe primitives inclhude a paromeler vecton. Ths veclor shakl be sctually a list of parsmeters that
may vary depending on FHY fype, Table 67 Indicases the parameters required by the MAC or IR PHY in
cuch of the parameier womoes sl for peer-o-peer [Meractiong,

Table E7—IR PMD_SAP pear-to-peer service primitives

Parameler Associated primizive Value
LENGTH RXYECTOR, TKVECTODR kw2t
DATARATE RX¥ECTOR, TXVECTODR PHY deperdond
18.3 IR PMD sublayer

T R PRAD subloyer does not define PR{D 54 Ps. The mechanicm for commamications betoesn the PLCP
amd PMD sunlayers &5 well as the distinction between these two sublayers, if any, is left 1o implementors, In
pariicalar, i is poasible (o desipn and implement in a conformast way a single subfaver thai sebsumes the
functinns of bath the PLCP and PMD, peesenting only (ke PHY-SAF

1631 Overview

The FMID funciiomal, clecirical, and optical characieristics roguircd for imeroperabifity of imploamentations
condforming @ this speciGration ore described in this subclawse. The relaficaship of thas specification to the
entire TR physical layver i shown in Figone 11,

16:3.2 PMD operaling specillcations, gemneral

(rrmeral specifications for the (R FMD peblayer are provided (nthis subeliuse. These specifications apply o
both the receive and trensmit funotions and general operation of @ compliant TR FHY.

16.3.2.1 Modulation and channel date rates

T rendulation formals and dats retes are specificd for the IR PHY: & Doric socess mre and an sshmmced
accers Fele. The hssic aotess rivde i based an [ MBS 16-PPM modelanon. The 16-PPM encoding is speci-
fied in Tible 68, Hach groap of 4 daia B &2 mapped 10 one of the 16-FFM gymbols, The enhanced acoess
raic is bascd on 2 Mbis's 4-FPh, The 4-PPM encoding is spesifisd la Tablk: 65 Bach groap of 2 dom bits s
mopped o one of the & PPM symbols. Transmission onder of the symbol shos i from el i dphe, as abvas
in the inhle, where 5 1 indicstes is-hoed energy inthe bt nesd @ 0 indicabes the abssnes of in-Fdbdd ENEFEY I
ke gl
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The data ine Table G azcd Table 6% have been smanged (gray coded) eo thal a gngle outl-of-posision-by-Gae
arror in the mediven, caused, For sxample. by intrraxmmbol intetfermer, résul®s in only o singho Bil erroc in the
recedved data rather than in 2 multigle bit emor,

Table 63—Sixteen-FPM basks rate mapping

Eraia 1&-FFM syl

Dono DOODO0RO0R0000CTL

0gg1 (el lif il RTidi il EaT PR iTih K]

ganl i DEODOOCIC00001 00

gard [alizalelifalielid il Hal el ul i)

oizg I oedooocooodinoog

0111 00300000001 00000
00 0000000001000000

gled | ©00060000i0000000 o

— 1180 | _oooooooioooonaca 00

1181 Q00000 LNOC000000

1111 DO0QE 100000 O a0

1110 0000300000000000

ipip 0O016000000000400

1011 LR B B T D B R B

1001 0104¢09000000000

16006 1000600300000000

Table B3—Four-PPM enhanced rate mapping

Erazn 4-FPM symbal
i 0201
01 HER N
11 Lo
1k Looo

16.3.2.2 Octet partilion and PPM symbol generation procedums

Bmoe PPM s o block modulation methad, with the block siee Tess than o Gl octel, octels have o bo parti-
tomed prior o modulstion (mapping iste FRM symbal),

Dicvet partition depends v the PP order heing used.

Assume an ocien is Pormsed by elght bt numbersd 76 54 321 10, where i 0 §s the [she Partidon the octet os
Tl lenass

Por 1f-PEML create pwn PRR symbols:

—  The symbol using bils 3 2 1 0 ghall be tmnsmitied onte the medism firs
—  The svinbol using bits 7 65 4 shall be imnsmitied onto the medizm kst
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For 4-FPM, creste fowr FPM symbols:
== 'The symbal msing bats. | ( shall be transmiised ondo the medium st
—  The symbol using bats 3 2 shall be transmitted omeo the mednm second
—  The syizbol using bits 5 4 shall be mansmisied onie the medium third
= "The symbol using bim 7 & shall be transmiied omio the medium st
16.3.2.3 Operating anvironmank
Thae R PHY will opembe only in indoor eovireemens. [R FHY inerfaces cannot heu:puﬂ:d bew dfirect sun-
Eighs, The IR FHY redies oo reflecied infrared energy end does not requine a fine of sight between emitier pnd

FECIver im onder § work progeriy, TETHF-H-M-HTH-M-D[E#HMMI? vary with ihe promery of
the emvirtmment &l with namral asd amificial fbemisston condiiins.

16.3.2 4 Operaling lamporaiure rangs
The iemperature rerge For full operstion complianco with the IR PHY is specified as 0°C w40 =C,

Capyaghl © 1957 IEEE. Al rigihis rasarvid. b n
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16.3.3 PMD transmit specifications
The fullowing subchuses describe the tranamil fusctions snd parmmeterns asociated with the PMD sublayer.
18.3.2.1 Transmilled peak aptical power

The peak opiical power of an cinittcd pades shall be & specified in Teble T,

Table 70—Peak optical power as a function of amitter radiation patiern mask

Emditer radialian s
patbern sk Pl i
Mask | TW UV

Mask 2 MRS W = 3%

16.2.3.2 Basie pulze shape and perameters

The hasi¢ pulis width, measeed betwien the 508 arnplilsde paints, shall be 250 + 10 ns. The pole nse
tirme, mesisured betaven the 105 amd W5 anipliieds poinis. shall be no more (han &1 me The palss fall
timee, measured botwesn the 1096 aed 50% amplitede poiots, shall be noomooo than 40 ns. The oige jier,
ibefimed s the absolute devistion of he sdpe from s cormest position, shall be no mare than 10 ns. The basio
pulse shape is shoam in Figure 102,

e e o, M SR S e e

xS

1 "

a=dlg—= -— - — = Al
AR e =10 mE———
b Jdimar + 10 s s LR T
Fligura 101—Basls pules shape
el Copyrighl & 1397 EEEE. All figinta nesseyad,
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16.3.3.3 Emitter radiation pattern mask

Currenily e sinndand contains two eenitisr radigtion parenn masks. Mask | is defined in Tatde 71 and illes-
trated in Figurs 103, Mask 1 is defised in Tabbe 72 and illustrased im Figure 105,

Table T1—Definition of the emitter radiation pattern mask 1

[reclinubom angle Mormalleed IcrndRamce
a5 >R e—h
we 2" Skle-§
N <addl D= bed # (0 A4de-5} &
AV oL 5T £ 1154 - le-T1 o
Mooz e (3 Se-bl
W o £ 4055 < Se-TIa
Mormalized Irradiance, Wiem 2
1O0E-D
E.ODE-05 Il-"‘-. o
B.00E 08 4
l'l I'|
400205 | L3
L] 19
L3 1
SO e aananas . s
OLO0E+D0 . L LT | dzermum
2R B 3B B REER |—wmwnm
Emitiing Angle, Degroes

Figure 103—Emitter radialion pathern mask 1

Follvwing is a description of hova 1o isdempeed the Mask | eable and Bpure. Position B conformant Mask |
device in is recomended sttitade, Define the conformant Mask | devlee axis as the axis passing through
the: emicter center and having the direction of the vertial from the Booe The mask represents the iradionce
rrminlized eo the el penk emitted power, 2 & fusetion of e anghe betwesn e coaformant Mask 1 device
ks hnd the axis from the cmitier conier o the 51 receiver center (declination angle], The distance between
gmilbar and tesl roeeives @8 1 m. The et rociver nonead s abwoys simed ai the eminer cenier. The aginuh
angle is a rolatbon angle on the confomend device sxis

A device it comformant if for any azimath angls it radistion paiters 8% 3 Fanction of declinoiéon angle falls
wilkin the paneTn mask.

Figure 104 is 2 descripgion of ko io interpel the Mesk 2 table wilh reference to Figure 105,

Copyright & 1957 IEEE. All righis reservad. =7
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Table T2—Definition of emilter radiation pattern mask 2
Dacinationsngls | Piteh angle Narmalized irradtince
o o LS & 15%
e 80 B gm0 a0 + 15%
e = N0k =13 Sﬂl'.llﬁ'__-'__
BSms60 pswsio 005 =1 5 053
[ osas6 [ W=ezm 2012512008
[ Dsasw a2l sao

Rl

Figure 104—Mask 2 device orientation drawkng
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Figure 105—Emiiier radiatlon pattern mask 2
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Fosivan 1w conformant Mask 1 device in i resommended amitude. Define the conformant Mask 2 device
axix ws pasing through the emitier cenbés @nd haviag the direction relative o the device 24 defined by the
manufnciurer The declinslion angle plane i as defined by the manufacturer. The mask represenss the imadi-
ance nofmalized to the peak emived power on ke confermant Mask 1 device axls, a5 a function of e angle
betwosen the conformant device axis and the axis foom e emier center i the lest receiver cemer [decling-
tiom angle) in the declinmion plene. The distimoe between emitter and tost receiver s | m. The 1ess receiver
normad & alwoye simed af the emitter cemter The pitch anple is an smple relative o e copfermant devize
axis which is perpesdlicular w the declination plane.

The device ig conlormant i, for a pitch aaple of O degrees, of sny declination sngle Fom 0 te 100 degrees,
iﬂif,ﬁj-rli:..'nier.‘lh‘mi‘rn hq'l:frmnﬂmﬁﬂdqmt,jmypildullz hmﬂm!ﬂm,ﬂjﬁm
pattern as a fonetion of aegle fnlls within the pattam mesk.

Cxher mdiaton paitems e for future study,

18.3.2.4 Op tical emitier poak wavelength

The optical emitter peok wavelength shall be between 250 snd 93 nam.
16305 Transmil spectrum mask

Defize e wersml spectnam of o iranseninier as the Fourier Transform, or equivalent, of a woltage (or cur
teal) sag il whbose amnplitode, s o fusction of lEme, b5 propartional to the transmitisd npdical power,

The tran=mit spectrum of a conformaat fransmimer shall be 20 B below e maximum for all frepuencies
ahowe 15 MHE The mansmil spectnaim mask s shown in Figan 106,

ves |
Mda
i
0 MHz 15 MHz
Figure 106—Transmil spectnum mask
16,34 PMD receiver spacifications

Thc fatkwing subclooses describe the receive functions and paramedors sssociatsd with the P sablaver

Gopeey tiphi 88 1807 |EEE, & righis. neserywd, el
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16441 Recaiver sensitivity

The peceiver sensiibviny, defined as the misomum imadinnes (o u'i'-'.l'n.'l.u.lj il e photidetestai plase erjuired
for o friene ermor ratio (FER ) of 45 W veith & PLOSTILT of 512 ru:lt_{s and with sy unmndolatad heckgroend
IR spurce berwesn BO0 pm and ({00 nan with n bevel of 4,1 mWicm=, shall be

1 Mg 2% W mWiem®
2 MEits: B NrimWem®

18.3.4.2 Feceiver dipnamic rangs

Thee receiver dynambs rapgs, dolined s the ratio berscen the maximum and misimum imsdisnce ai the plass
normal b the eceiver axis that asures an FER [ower thao or equal 104 = 1077 with a PECSDIT of 512 ooets
andd with an anmasdalsied background IR sparce betwees BOO nm el 1IN0 nm wich n besed of ] m'lll'.l'n:ml_
ehall e =30 dB,

16.3.4.3 Recaiver field-of-view (FOW)

Thes receiver nnis is defined oyt dircction of incidende of the opibcal signal ot whish e reccived optical
el LR RS T

Thes received optical power shall be zreater than the woloes piven in Tabde 73, s the angles indicased, whene

“angle of iscalance™ is the angle of incidepos of the optecal signal relative to the receiver axis, and “recaired
pirer” is the received optical power as & percentige of that measared at the receiver axls,

Table ?3—Dwfinition of tha receiver field of view

Angle of incitemce Recelved pawer
o s 10 > 65%
C asar > 550
o < o = X5

[ aawr —

16.4.5 Energy Detect, Carrier Sense, and CCA definitions
16.3.5.1 Energy Detact (ED) signal

The ED signal shall be set troe whes IR energy virlatioas i the band between | MHz ang 10 MHz excesd
K mWihom,

Tiwe B shall operats imdependendly of the C5. ED shall nit be gsvensd at e minimion signal level spect-
fieel in 1634, 1, which s belaw (ke leved specilied in thls subclame

This aiganl s ot directly availoble to the MALC, F
16.3.5.2 Carrier Sense (CS) signal

The 5 shall be msered by the PHY when it detects sl ks cnlo an incoming FLCE Preamble signal,
Conforming FHYs shall assert this condition within the fest 12 g8 of signal reception, ok the minimim signd

I Coparight @ 1567 IEEE. All vigls resarssd.
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levwe] squad i the receiver sensitividy specified in 06.3.4.1, with 2 ckgroand IR level as .q:-ﬂ:iﬁnd 111
i34l

The C5 shall be deasseried by the PHY when (ke receiving conformest device dpses camer knck,
MUTE=The £2 pis specification i= somewtal kess tan themimmmem lengis of the PLCF S5Y MNC iniereal, wiich i 1425 s,

The C5 shall operate independently of ELY and shall nof regusre a prior B0 befare the scquistion and isser-
fion of 8. This permits reception of signals x4 the iminimum sigral level specified in 16.3.4.1, eves though
these signaks fall heloo the ELY level,

This signal is mot direcily svadlabie to the MALC
18.3.5.3 CCA

CCA shall be assermed “ITHLE" by the FHY whes tbs CS and the BDF areboth falee, or when D b been
confimomly asserisd for & perind of time defized by 1he produce of 20T AWschdog TimarMax and a0 A-
WatchdopCounthax without CF becoming setive, When ither O5 or ED go true, OCA, iz indicated a5
“BUSY™ o e MAL via the primitlive PHY-CCALIndisste. C5 aad DE behavior are defined in 16.3.5.2.

MNormadly, OCA will be held "BUSY™ canoughour the petiod of the PLCP Header. Afver roceiving the Fass
PLCPE kit asd 1he first dawa oviet, the PHY shall vignal PHY-EXSTART.indicate with the pemrmeters
LEMOTH and BATE. COA shall b= beld “BLSY™ aneil the nember of octels specified bn the decoded FLCP
Hescler are meceived. Ar that dme the PHY shall clgeal PHY.-RXEND ndieme The ©OCA may remdsen
“BLISY" afper toe emd of data il some form of eserpy §5 still belng detecied. The FHY will sipral PHY-
CCA e with a valse of IDLE oaly when the OCA goes “"CLEAR."

The ramsition of CCA from “BUSY™ o “TDLE™ |5 indisared 1o the MAC via the primizive FHY-CCA indicare,

1 T8 aed B go false hefore the PHY signals PHY-EXSTART indicate, DCA 85 set to VIDLE™ and imiwecl-
iy -_-|i;-n.|]¢;1 o b BMLAC wia FRY-OC viindicnte willi a valoe of IDLE. If C5 end ED go fabse after the
PHY has signalfed PHY-RXSTART.indicate. smjdd ing thos the PLCP Header has been properly deceded,
ithem the PHY shall nof signal & change in state of ©CA until the proger imterval hins pased for the number of
ociess indicated by the received PLOP LESNGTH. At tha time, the FHY shall signal PHY-RXEND indicale
with an EXEREOR parameter of CamicrLost Folboased b}‘FH‘I’-'ECA.H‘rdhﬂ'I‘dIi value of IDLE

The transitsan of CCA from "CLEAR” 10 “BUSY"™ resets the CCA waichdog fimer asd CCA satchdog
COUMIET, ﬂﬁ‘i‘mmm&u and aCCAWatchdngCoanibax oo peramcions availablo via MIB cetrics
und cam bo roed and 56l vie e LME.

Rise s fall fimes of OCA relative io the OR"ing of the C8 ond ED signabs shull b lese than 30 ne C5 and
ED are both inmrmal signals &0 ihe PHY and ars not amilsble dirscly (o the MAC, aor are they defined ar
amy sposed imerface,

16.3.5.4 CHHNL_ID

Per the B PHY, CHML_ID = X'01" is dofined os the haseband modulagon methed All ather volwes are nod
difined,

16.4 PHY altribules

PHY uitrbuies have allowed vulues ond defualt vabses: that nrd PHY-dependent. Tabls 74 dsterihes fhiiie val-
s, and fusber goecifies whedwer they are peroitted g0 vary Fom implementaton 10 implemeseation.

Capyrigm D 1997 iCEE. All nghts russrved. an
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Tuble 74 docs mol provide the defimition of ihe sirbues, bt only providss the TR PHY-spe=ifie valass fin

LOCAL AND METROPOLITAN ARES HETWORKE:

ihe attribeics whose definitions are in Classe 12 of this ssamdard,

Teble T4—IR PHY MIB attribwtes
PECY MTH object [ p— . s oy Operntinnal behaviar
20T A Time 5 s e Tdentical for all cosFoetwim FHY
AR TaTurmriund Time: s Buatie Idenedenl for all coaformant PHY
28 Time dus S Iidenibeal for all confoemant FHY
AR TxSwilchTims q S Identizal foe all conformant PHY
ETsRaspOn e 0 Siatse Identieal for all conformant PHY
ERAPLCPDe by Eps Sisido Efemical foo all comformus PFHY
aTxPLCFDelay Implermentakn Siawic Biri =il Toe all conforinast FHY
dependani
wHa R Tealny Implesmenaton Shanig Edentical for ol confermans PHY
chpenden
uTsRFelay Impleanemintion Shgic lemical bor &l conformnes FHY
| dapendienl
aCCAWalchdopTimerMas | Imiplemenimtion Dyniarse A conlocmant PHY may sei this via
depeadeat the LME
T AWatchdeg Counibinn Impdementmtion Crmnnmic A conformant FECY may se thia vis
bepesdel the LBIE
Al AWachdeg Timzehdin pryiH Sexlc Ibarmilcal B al] con forsnmnd PHY
AW atchehegCounibdin | Exdlic Identical For oll confiomumm PHY
arlACPecessingiDelsy 2P Saatic Kesticn For all conformuant PHY
aTaHampOftTIime LT Saatle Idesmtical for all conforemant PHY
aMPOLUM ey 250K fcdeln Snatic lilenticsl For all sonfrrman PHY
aSIFSETime THs Stalie llentical for all senformani PATY
afupponedRresTy Emplemennon Bl Al coesRaraysni FHY enist wlude
depondiont e v lue XU (1 M)
aSupporialRaesks Ieplemeiiation Sulic Al comiformand MY preist oachsds i
dependert e values 300 (1 Mbivs) and
K0 {2 Mibefs)
aFH Y Type 1E] Sulic Jdenricad Tor all comforman FHY
W man 63 Sulbic | Ideziscal for all conformant PHY
AW e (RIFE] Shalic | Identical for all corformant PIY
afLCPHéaleLengih 41 s {1 Mbdls) | Stalic ldentsca! for all cordormant PHY
I8 s (2 M) Shis ]
aPrcamblelcogh Tl MEVY) | Saiic ldentica Mo all cordfoomant PHY
0 s 12 Mbiifs)
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Annex A

(normative)

Protocol Implementation Conformance Statement (PICS)
proforma

A1 Intreduction

The spphier of o provocol implementaton thee i claimed w conffona o IEEE Sad 802.11- 1597 ikall com-
pheia the fallowimg PECS prodooma,

A posnpleted PICS profoans s the FICS for tbe implememditicn in queestion. The PECS is o statement of
which capalsilities siel options af the peodoeol hiave been implemented. The PICE can hove o number of uses,
inchuding nse

#) By the protocal implemenior, o5 & checklist o reduce the rsk of failurs o comform to the standard
tbromgh oversight;

by By tbe supplier and acquines, o potential acoairer, of te implemenmibon, & o demiled indication of
the capabilities of the implementatios, stated relative to the comman basis for endersanding pre-
witkexd by thee standard PICS proforma;

1 By the use, of potenfial uter, of the impleinoaiaison, & a besis for initially checking the possibilny
of imcrworking with another implemeniation (nole thae, widle imerworking con mever be guaran-
teed, fnidare 1o interwaork onn often be predicied from facompatibie PICS proformas,

di By aprotocod tester, & the basis for selecting appropriate tesis ognisst which o wmsess the clabm for
conformancs of the {mplementstion,

A.2 Abbreviations and special symbols

A.2.1 Status symbols

M manhiarary
o] mptanal
Lh=n= wpizooal, bt suppor of al least ane of the group of options 1sbeled by the same momeral <ns
s reguainod
el il iticmnid synibol, melading predicats idenilication
A.2.2 Goneral abbreviations
A niE applicuobe
Al acldress function capability
i implemeniation onder test (IUT) configucation
FR WAL Srame capabaliny
F5 frame seqeence capabiliy
PC protocal capaldling
FICs prisecol implementation conformanoe sabement
Coppight © 1987 EEL. A rigivts rewerres 273
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A3 Instructions for completing the PICS proforma

A3 General strusture af the PICS praforma

The fisst pam of the PICS profoemn, feplementnton Mentificatinn and Protoosl Susmmaery, i 6o be com-
pleted 2 inchicaied with 1he information secessary 1o kentily fally both the sappliee end the Implementacloa,

The msain panl of the FICS prolorma s a fixed guestonaaine, divided |sie subclmsses, each conlaining o
nuttibier of individual items. Answears bo e pesdicnnaire gers sne o be provided in the nghemost solamn,
eithes by simply mucking an arswer o indicaie 2 resiricted choice (ussally Yes or Mo or by entering a value
af f seraf o range af valuss (Mote that thers sfe some fems abere twn of more choiees feom a o of posci-
bl dsvaecs enay apply. Al relevant chodies sre ro be marked, (n these coses)

Each fem is idewlified by an ilem relerence im the firsd colomn. The secomd codumn coataing e questian o
b apswered. The third column comning the reference or references to the maerial thar specifies the jiem in
it main body of IEEE Sl BOL | 1-15997. The remsaning colimns iscord he SEsis of each iem, 1.6, wisether
support |s mancasory, optional, or conditions, and provide the space for e answers (see also A 34), bark-
I an lteam s supported B4t be Enterpreted &5 o sarement tha all melesant requiremens of dee aabolouses
anel parmarive annexes cied in the References colvmmen for the lem, e met by the implemeniation

A sopplier may alsn prondide, or be requirned 1o provide, further infarmation, csegorized as sither Additional
Informmation or Exception Infommation. Whes present, cach Kind of Turther information is 1o be provided ina
Purtbeer subciamse of lsems Inbeled A<l> or X<, respeciively, for crnss-referencing purpeses, where <4 ix
any unambiguous identification for the Aem (6., snepdy & oumeral}l, Thers are o other resiictions on i3
furmat or presematan,

The FICS proforma for a stmtian comsists of &4 1, dreagh Ad4 melusive, and o least ome of 445, A6,
ot AT cormesposding Lo the PHY implemened,

.ﬁ.mﬂml.rh:ﬁ PICE proforma, incheding any Additional Information and Exceprion Information, i the PESS
for the bmplemendntlon in quemion.

MOTE—Where o implemensatien s copahle of being confllparal tn mare ihai sie %y, 6 gl PICS may be sble o
dizaerie ] such aoif purmions, However, the suppliar has the choice of providing mere than ooe PICS, sch coeiing
soma sstued of B impleneniation's capabilities, iF ks makes for sager and cleange pressnision of e informatos.

A_3.2 Additional Information

Ie=md of Additional Information alkow 3 soppler fo provide fanher infoomacion intsxled G assis in ihe
interpretidiom of the FICS. It ls not intended or expected that s large guantity of infomsstion will b= smipplisd,
anel & PRCS can ke congiderad complets without noy such information, Examples of such Adiliienal Infor-
matins might be o owtllse of the wiys in which am (single) implemeninion can be S0 up 0 operale ina van-
ety of enviremments and confizurstions, or informaios shoul sspects of the implemeniation 1kt are oitside
ike seape of this standard bl heive 2 bearing Opan the answers (o soms ims.

References b lems of Additional Information may boemiered pexi i any mnswer (n the guestionmalre, sed
may be incleded in items of Exception Inlormatios

£33 Excapilan Information

T may happen eccaskoaally that o sappiier will wish oo ansser an itlem with mandwsiney Stolus afer sy con-
dittons kave been wpphad) in o way that conflicis with the indicaled reguirement. Mo prepeistied answer will

274 Copyright i 1507 IEEE. AN rigive rakssvd.
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bez feand in the Sappont oobame for thes, Instead, the supplier shall write the missng ansseer inm:lt&.-ppm
column, together with an Xel> reference to an item of Excepton Informatéon. mnd shall peovide the appro-
prizie rationinle in the Excepbon Informabon item ieli.

An implemenation for whicl an Exception laformation viem s reguired in tha way docs mol conlmm o
IEERE S1d 802 11- 1997

MOTE—A pasmible pesom for the sitmlion desorihed above §s thae a defect in IEEE Srd 802, 11- 1997 has been repomed,
i comeetion foe which it expemed o chisge the roguinanen tol mel by i implemesialion,

A.3.4 Conditional status

The PICS prodorma cosales & oumber of cooditional itema, These ure ienss for which both the applicubility
of the e isell amd ks staus i1 0 does apply, mandoony or aptions, are dopendent spon whelher ar nol
cirlain Gihor ibome are weppemil,

Where a groep of it2ms is subjec! 1o the same condition for applicability, 8 separate preliminary question
ahout the condition sppears ot the bead of the proap, with en irstnection o skip se o lafer pobn in the gues-
tannalne i the “Mot Applicable™ answer & selecied. Otherwise, individis) conditional ems are indicated by
a conditionnl symbol in the Status columa,

A conditional symbad 88 of 1he form "-q:r:d:-c-:&:l-“. whene “aoprect=" s o prodicore a5 desonibed below, amsd
et |5 one of U soes symbals B or 00

IF the valos of the preditans & mee, the conditbonal mem s applicable, and ls sams i gleen by 5: e sapgon
column s w be completed bnthe asual way, Otherwise, e condidonal item | not redevanl and the Mo
hpp]i.l;u]:ll:-l}.'f’.ﬁ.] answer 15 b be maorbed.

& predicate is one of the following:
4l An itumereforence for an ilem in the PICS proforini: the valie of ihe predicaie i true i tse lbom i
marked ac supported. and is filee otheruice
b A boolean expression comsirusied by combining irem-references using the boolzan operator O the
vabue of the predicnte is iree if oee oe more of the flems i marked a5 sepporied, ond = falce otherwise.

Bach #em refzrenced in a predicals, or in I:I.Fs,‘.li.l'l:lilﬂ.l.']l' question for groupsd condibonal items, 15 indcaed
bey aan ssteriak in e Tgm coluen

Copyiighs i 1997 EEE, Al rights resenesd 7%
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A.4 PICS proforma—IEEE Std 802.11-19977

A4 Iimplementatlon identication

Siipplior

Comeci pohmt forguerias shout the PICS

Impleseamativn Momels) s Veroands)

Chber iplormation necessary Gor TEIE ddontificalion, a.p.,
name(s) and versinas) of B mackines andtar operating
BFEEmE{E], v stem named

MITES

1—Lanly the firs Beee Hems ce reqoined for all empéementstions. Cither il ormetion may e complsted as appropaise m
macitng o mguoremant for full idestilicalion,

2—The serime Mame and Version should be nterpreied appropdately 1o corespomd with o soppléer’s i=mincingy (e.g.,
Ty, Sories, Medillh

A.4.2 Protocol summary, IEEE Std 802.11-1997

[dentification of peoineol standond 1EEE Sid B LI-E597

Eelenti Finc oo [ amirad masns sond coreipends in this Amid. 2 Carr, i
FICE profirma Ui buve bees complsmed is pan of this

PICS Amd, i Carr. £
Hws any exceplion iteme baen mupermedT Wiz L B [

£z A9, 30 the anwer Yes means that the implements-
tinm dovs rol coefomm o IEEE Sid BOL1 1159075

Draee of staleminl {dbmesyy)

=

'.rﬂr:'r-."H e Ko PRCK prosfarsa Ll ol ihis aradand mavy froely mpreduce e PICK proferma i this snsex oo b i cam e
weod Tor Fa insanded purpose asd oy Terther poblih the donpleal PICS.

LT Capyight & 1537 IEEE. Ml righbs rasansed,
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A.4.3 IUT configuration
Mem | IUT eomtiguragion Rifirences Slans | Sapport
What |5 the confipemsion of the LT
*CFi Aceass Baini (AP 53 ] Y D MNod
“F2 Independeani stiaton (sod an AP £2 [l 1 Wizk i Mo
"CFa Fogquency-Hopping: spread specingm ni e 3 By
(PSS} PHY for the 2.4 GHz bard
*CF4 Direct Sequerce Spread Specrum 7 o L Mol
CIEEES] FRIY For te 2.4 Oz band
= {F3 Infrared FHY [ Yo O Mol
A.4.4 MAC protocol
Ad.4.1 MAC prolocol capabilitiss
Py Priolios] capahility Referemces Bl Swoppart
A the fllowing MAC prjses capa-
bdlities supaoriad T
MCi Auiheniicaion service L2431, ki Yas O Ma
5437,
.78 577,
.1, Aanes O
PCE Aootborii cion wele B 5 1] Yeald Mo
PCLE Dpen S,guh-m [EEE AT H T H.1. 1 L1 Yeag i e L
e Hhred Moy auihealicainm K:LLEA M Yeu L T I RFAL LD
] WEP algniithen 5A33EL |0 Yes QMo
Moprien C
P WEP Encrypgem groosdin E.;JS-,B.I.-L | | Yes O Mo QNG D
o WEFP Decrypiion proceders BId. R34y | PCEM Yon O Po DM O3
R
el Security services managemert B3 b s O Mo
PC3 Disgribuizd Copnlinstion fum:iion W1,82, | ¥ee L Mo LD
Annes
PCal Mel ABocation Vechor AW 020025 | M s il Mo
LTS BT ' B B S
0 Enber i spacn wsape sud limieg | 033,025 | M Yeu DMl
4214
PCLs Eandom Backnd luncison | 914 M ez Qi Mol
PC34 DCF &g procedune BT, | ea U Mo
53153
oS Bandom Backoff procsthae %251 M ey I W
FCHG Recovery procedurns and | 9.2:3.3 | Yy J Mo
ristranieal litnils
o RTSATTR prossduns - L 1| Wes 23 Wa Ll
9156,
9187 |

Gopyright & 1357 |EEE., All rights neserved,
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Ad41 MAC protocol capabiliies (confinued)

Iem Frofocol capahillty Eefergnges RLETITE] Support
PCiE Direvizd MPOL ransfer e i | You O Mol
RFC38 Broadeast and eralticast MPDL LBl M Yes ' Ka '

transhe J
PCA AL WAL level nckniwledgrmens BLLRIH | M Yies I Wa O
POl Draplicate detection and reenvery L M Ve U Mald
"PC4 Foind cosedinatr (PC) TR Y 1 CFI:0 Yes O Ra O A D
Anrex O
FCa Mainiczange of CFF flrusiupe | 93.1,%33 P Yes O KaONAT
and timing
RC42 PCF MPDL paecfer foom PC [ %33 PCaM Yes D Mo D MAD
* PCa3 FCF MFDIL? fmensiier #0 FU ®3.3 PCA:0 Yei @ Mo MNA D
Plas Creerlapgeng PC provisions 2332 P& Yos O Na I RA D
L] Polling st maintenaace 34 POAEM Yes O Mo Dibia O
*PCS CF-Folishle B, 80, CF&:D Yec O Ma T AT
Amnex |
PCsd Iniorpretation of CIF stnsciune 941,932 PCA:M Yeu O MaThRdA D
s Timting
FC52 FUF MPDL pamsler i'Teoim a3 PCS:M Vs L Mo OMA
and CF-Pollnkle STA
PCs3 PFullisg list updae 234 PCS:M ea 0 Me Ch M4 O
[T Fragmentation 51,94, |- M Ves 0 e O
Annex
[oae] e fragmuntation 01, 05, M You 0 Ma 3
Aanm T
R MAL ducs pervice wLA.04, M Yes O a0
HAang T
PCEI Revrdk=roblo-Mulikess servics class | O0F M Yes O Ma 0
PCAZ StricilyCndered service class 91 . Yes Ak _I
P Bultags suppon 0.6 Amne C | M fes O Na
= BCHl Muliple ouistanding MSDU spponl. | Sk Ama L | O Yes O Ma
pCI0 Mlaltiple ciilstmning ML 0E PCIH: Y Yes 0 Ma Ly MAk O
IFEnsmis=nn resincins
FClA Timing synchnmizalion EI.:I.AM b Tes Qo0
FCIL Timing in an kfvasirecnne H.1LL, CHIM Yex O Mo O MA D
BT HLTA
FCIL2 Timing m an Independen K5 [ I e CEI s Mo D pra
(IBEE) PLiad
POIED Besson Gesermion funciiom i1a K ¥z DM OMNA D
FOILS TE syncbondeaion and acomraey | 10,13 M Y QMo
POl Infrasucisre BSS iniiulizaiion 1L1.35 CFlL.M Wes W Mo
PCILS Inddoqeoasten 5% inisaliziion 1,13 ! CFEM Yen OO Mo DV O
PCILT Pussine scanning 1513 LFIM Yea O Pen L A
PCILE Autive sizaming | 11213 | CFL:M es O Mo Lh M T

Cirrpright @ 1897 |EEE. A Highis Psensao.
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A4.41 MAC protocol capabilities (conlinusd)

liem Frofoosl capahiiiny Rleresvin Sjutay Suppari
PC11 S Probe response 1113 W '|'ul_'lh‘-ln5.
P10 Haop Syachmnizetion function 11.15 CRLAM Y= i Mn A 3
= Infrasmuciure power management TETY [T Yes N0 O
A O
PCI2d Strtion poswer managomEnt modos ::%:FII CREM Yes dilnAWA D
PCIZ2 TIM rwansmission ::.::;. CFEM Yes Ch Mo CUNIA L3
PCiza AP lunctiom duning CF 11214 CELM Yew O Mo I IA
PCIzA AT functon durng CFF 1ELS PO Yo LN B 8 O
PC123 l Reegeive funclion diring CF 1LLLG CFILM Yies O B I WiA O
PCI2A Receve funztion during CFF 1213 P Yo L0 o LIMEA U
i v | Aping fmciion 1214 CFna Yes (Mo ™A O
P13 1835 power mainagema 11.21 LFEM Yies O Mo QI MA QD
| A
PCiaa Eniisdizating of power 1212 CF:M Yes 0 Mo ONiA O
maTngETES
PCH3Z ST poses wlats Tansillons i2E3 CFZM e O o CIHAA O
Mlas I AN ol frmene irassmessiom 11284 CFREM Vi i Mn M
| 7C14 | Associiion sod reassocation 34T, | M fes AN
e C
Bi40 Asenciminn stae 55 | Tes Ko O
P42 STA aswociaton procedone 1.5 CFEM Yea L Ko M8 0D
PCE43 P s | ey proscedune 1.3 CFI:M Fes 0 Mo T Ra O
PCIAA FTH resmsocintion proceduns 1.3 | CF2M [ Yier O Mo T RA
FC14.5 AP rrassciathn procosture a4 | CFLM | Yes Q@ Mo OMA D
1S YT ——"——eT i T [ a4 | rs ot
Annizx |
PCIE EMIT object class 11.4:21 B ¥or O Ko O
*PC1SZ Privecy packags b4 =l es O o RUA L
PCiSa MAL objews clas 114232 n Yoz 0 Mo
b RS LT MAL sinfistics package | I o Yiea il
PCIS3 | Besource typo ehiect cliss 1423 M Yeu kMo 1
Copryrighl & 1397 IEEE. A righis meserved e
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S 0171987 LOGCAL AMD METROPOLITAN AREA NETWORKE:
A.4.4.2 MAC frames
T MAC fraes - Suppart
|z bremenisgos of the following 7, ey, O
RAAL Framss supporica?
I Assoclation regest T CFIM Ve O Mo DA Q)
FT3 ARRGETAIDN E mn T Fim e W o W A 1
Fri Feiseciss e rapusl 7 CFE:M Yes Mo O MAT
Fra Rensoc|uom rsponse T OF 1M Yex O Mo 2MA D
FT3 Froke requesi 7 CFIM Yo Mo TMAD
FTr: Probe: respone: ki M Y QiMNa
FT7 Bzacon 1) M Yeu O Mo O
FTH ATIM [ CF2M Yeu L Mo D MAA T
FTa Disassccistiog T M Yes O Mo
FT14 A healay s T M Yes O Mol
FT11 Deainhemicuicn 1 L Yea L Mol
F112 PS-Fall T CFIM Yea O Mo L KUA OO
FT13 HI%S T LY Wen LI Mo L3
FT14 CI= 7 B ¥ex O Mald
FT15 ACK 7 M YWes D Mol
FTig CF-Eml T PO Vs O Mo LN ACH
i OF EadeCF-fuck. T P Yea D Mo DA
FTIH Lramn T ] Yesid Mol
Frig Data + Cit-dick T (PO Yes Mo Oipra
PCSEM
Fra Drea 4 CF-Fell 7 Po:M Yex QMo QMADQ
Fr2i Trati & CF- A2k CF-Podl 7 P Yexs O Mo O RrA D
172 Hull 7 M Yes O Mo
Frz DR Sk (o diska) - (P4 O Vs O Mo HRYA D)
PCAEM
Fri4 CF-Pall {m ikl T PO Wen O Mo O WA D
725 CF-Ac+CF-Poll {e dai) 7 PO43M Yes Mo MNAD
I5 recepilon il the followisy SMAC | 7, Asnex O
[roommes papraried
FRi Anspciatinn msquanl 7 M Yeu D Mo D MAD
FRY Apsnoialinn rspeesg 7 CF3M Yea O o D MAA DD
FE3 Ria o bation Fogues T oM Wea L Mo LI d0A O
Fh4 Feennioinliin beypimss 7 CFL M Wea O Mo O hara O
PRS Probe regues 7 B Yeu OO b L
Flus ok nigaams 7 M Yex O Mo
FIT Bengon 7 LY e L Mo L
FHE AT | T CF:M Wes O Mo O M, 1
FR9 Dscaniiscptioh | 7 |1 M ¥e: LA No
ﬂ]ﬂ Auiibestiatine K | M e Mo
LD Copyright & tB97 IEEE. Al rigins Tesersod.
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A.4.4.2 MAC frames (confinued)

Epem AL frome References Samius SEppon
PFR11 Preauihenaicnthos 7 4] Yo D Mn 3
FR12 Pa-Fall 7 CFIM Y D Mo I Nra
FR13 ETS 7 W Yes D Mo
FR14 TR 3 L1 8 Yk L Mo O
PRz ACE 3 L8| Ve KMo
FRi& CF-Bad v 5| s O Mo
FRIT CF EmHCR-Ack T | Yo O N
FEIS [EH 7 | Yiss LI Mo 'd
FRI% Dats -+ CF-Ack 7 M Yis L Mo
FRZ Buatn = CF-Pull 7 PCS:M Vs L Mo O WA D
R Blain & CE-Ack+ F8all T PR e O Mo O N D
FR2Z2 Il T M e O Mo 3
FREI3 CF-Ack (no dalal T (T OF ¥eu LI Mo N CD
PR
FRaa CF-Pall {eo dots) T PCA:M Yot i Mo AN D
FR23 O Ack«CF.Pod] (no daa) 7 B Wees O Mo Qe O
A.4.4.3 Frame sxchange sequances
Tiem Froeme exchangé sequence Relerences Siwlms | Supporl
A the Tollineing rome saqoenizs
supponmed?
F31 Basic: frame spquesse: 97 AmmC | M Yied O a0
F51 CF-Frume soquessy 0.7, A PCA o PCSEE Yes O MeChMA
A4.4.4 MAC addressing functions
Beemy MAC Address lanction Halerenoes Sinbas Buppiert
A e feldieeving MAC Addreing
T tinerie gnpporasd?
ADL 5TA wreverial individusl 503, L ez D Mo h
TEEEEN? address 1123
ADT BEX identifier peeeration T1%3, M Yes 2 Ko Dl
|
A C |
AD | Ressive addnss maiching Ti3%, 1} Yeu 1 Mo LIS L
T2
Anney T
Capright @ 1BIT IEEE. Al righis msanad. 3410
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A.4.5 Frequency-Hopping PHY functions

LOCAL AND METROPOLITAN ARER NETRORIE:

liem Protocal feature References Staing Sappart
1 Which sequirements xed optioms does the
PHY supponT
IFH1 PHY service primitve perocirs
FHA.1 THEYECTOR parsmeser; LEMGTH 4220 | Wes O Mol
FHiZ TAVECTOR perenpter: FLCPRITRATE | 14222 Il YesCl Mo
FH1.2.1 PLOPRITRATE = X100 (1.0 Mbin'y 14.2.22 M il Ko
*  FH1L.12 FLOPEIMTRATE = X0 (2.0 Mhiw's) 14322 0 Yaz 1 Mo O
FHI3 FEXVECTOR pammeier: LEMGTH 42351 M Yes Qo
FH1.4 EXVECTOR pamameier: BASE 14352 i I Wes Tl Mo 'd
FHz PLCF frame fomal
THZI PLOP Preamble Syee 1432010 M Yeuld NoO
FHxL2 FLCP Preamble St Frame Delinsses 143212 M Wes O o O
FHL3 FLCF Hessder: Length 'Wond (T o e W | 5] ras L kot
FHL& FLOP Header: Signiliag ek H3233 M Wis L Mo D
FHIS FLCF Header: Header Ermoe Check !| 143234 M wes L Mol
FHLEA FLCP Do Whisendr: Seranhling snd 14323, M Yea Mo
tins sugpression encoding Az
FH) PLLF Trmmumm procedure
FH21 Tmzamrit- trmsmat oo M AL eaqnest 143501 M e L Mo
Fr2 Wramsmmt: formai ond wasien frame 14351, M Yes O Mo
FHI Trazsmit; Timing ERESH ¥ Yes Mo
T PLOP CSICCA proceduen
TH4.1 CREOCA: perform on & minimum of ops | 143321 M Tl Nal
fenng
FH4.2. CEOCA: Detea pezgmide daning sp e | 143331 Ll e Qa0
20 ps aftor stan of kot dme
FH:b5 CHECCA: Detect preamible starting ar l AR EL] M Tes QoD
Ioast 1% @e price 4o-end of Slot tima
Tt CHROCCA: Devect madom daim 143531 wi Yesihin D
FH#5 CHOCA Perlonm oo anivmsa with 143321 M Yes Ko
tsehri iy dame oo and pabiern @i
Irmmaml andEnna
FHiL& ﬁﬁ:hﬁﬂtﬂﬁ?ﬂmﬂ!‘w 1ot W N | M Yes Mol
FH4.7 CRCCA Mainizin BUSY mdicaifon | 1433520 M ¥es Qo
il end of engih eoniised in walid
FLOP header
(A5 | PLOP Recsive pocedum
FHEE | !I Fecoive: Roceies and dew hison fmma 3 Sﬂ_l 2| Yer O MO
Fit | PHY LME
PR | § PLME: Suppom FH sy 14423 ™ YeslJ Nod
PO | PLMESwpnPlMEpnines | 1443z [0 [veuted
. ¢ Copyright © 1857 |EEE. AB rightn reaarmd.
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WHRELESS WEDIUM ADCESE CONTROL MARS) AND PHYSICAL (PHY) EPECIFIC ATIONG SHIRZ 111637
AAS Frequeney-Hopping PHY functiens (conbinuasd)
Bem Pratece] feadire | References | Statm Suppart
FHT Geographiz anzs specific requiremenis
* FHLI Crenpraphic aeas
FHT.1.1 Momh Amerca 1463 i Yes O Mo O
FH7.1.2 Miest of Europa 1462 .l Ve 1 Mo
FHT.1.3 Japam 1452 a1 Ve O Ma 3
FHT.1 4 Smin 14632 01 Yes LI has LA
FHT.1.5 Franee |4&2 LA | Yoz Dinda A
FH72 Chpermeng frepaency ming: 1483 FHT.1:M Yeu O Ma 3
FHT.3 Mumber @l aperting chaanels | 14,64 FHTIM Vs ol Ma
FHT4 Do ki 2 | Teequeaci 1465 FHY.1:M Yes O Mie
FHT.5 Crecuped thasie] banwidih [ 14,64 A Yes O Wo T
FHT.S Mimanun hop sne J 1467 FH?.1:M Yeu O Mo
FHL.T Hup sequences l .68 FHTI:M Yes U Ra L
FH'-'.E__ - — Un-a-n._ﬂtl:iﬂ'rml - ] : Jt&? FH:M Ve 0 Mo 0
FHE 1 Mbin's PMD 3 —z =
FHE Modulation TOFE, BT=05. l=pmitive | 14610 M Yes O Mol
frey. -dev, D=mogaibve freg. dev.
FHEL Pesk Trequency devistion 14,614 b Wiz [ Mo
FHREJ fer-Tioesing Sorer | I4&1 5 Wies 2 P O
FHtA Hominal channch dats rale | ladl iy | Vi o ol
FHES Chanmel switching'sexling time 14612 5 | Yes'd Kol
FHES Eeceive totransmil swisch tims 1A 1N 1| Yes O Mo
FHET Nomina] smeemid poswer 14,8 14.1 1| Ve 1 Ma 01
FHES Tranamil piranir loeids 145142 M Yes 0 Mo
FHES Transmit power lewel comsnl 10 144 14,3 LY | Yeg O ba 0
<00 W
FHE IO Transmil specitum shape f 146144 | Yiew O Mo O
FHEI Tranamil perer feequincy e 6145 b | Vi 23 T
FHE.12 Transmiier ramp periais 4514k i Yee O N2 B
FH4.13 Receber impue dynamio reege 146 15.1 W Yz O a0
FHA. 14 Repepier cenper frequancy aosepence 146151 M Vg O Ma
Tng:
FHY.15 Clear channed assessmeni prweer thresh- 14515, ™ Yes OMNa O
anld Tow Pder I im0 (e
thrw elain’s Feer 108 mW umiis
FHA16 Clear channal mseasiment power thrash- J&151 L] New L Ma B
alil for meics =100 mW;
thresheld = 1M dE lower [or pecny I
abwvs 2 B
FHET Wl o receives soasivivicy s EERRE] w1 Yes KMo &
FER =15 wigh 4(M ooes frames
FHE.1H Irerrmosdilntiom prolection 14155 M Wi L Mo O
FHAE 13 Diecereial mtlhon (ERSENY Sl e i Mo O
Copyraghi & 1957 IESE. A3 nghis rosanad. 283
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A4.5 Frequency-Hopping PHY funclions. jconlinued)

Tberm Prodoml fealare Beferonces Sixius Hugppiort
FHA.X Mpcraling IEmperilien Tangn AR L Ve DiMa Ol
FHE20.1 Temgeranne iy 1 | BB 14 (W] You O Ma D
FHE.Z0.2 Tomgserarune 1yps 2 14616 [a] Yo DMl
P ) Tomgmraturm 1ype- 3 LilA. 14 (] Yes LiMa O
FH% 2 Mibiys PMD B
FHY.| Al 1M PRI requiremenis DL E A FHEZEM | Yo O Mo QpA D
FHY.: Mindslation LOFSK, BT=04 B3 FHIL.ZEM | YesDMoQMNAQ
(] Frame swucaere for 26 PHY I N fer B FHI.Z.EM | YO N OMNA D
Fiig.d Momimal cheeme] data e 1 147A FHI.ZEM | YaOMaONAD
FHuL: Iegpast dpnaeic reg Id74 FHI22M | Yes DMaONA DY
HHL.f Minimum recelver ssrsidviny at 14.7.5 FHI.ZEM | Y OMaOMNAQ
FER=2% wik AH} octet e
[0 i Iedermodulation protection 490 FHLLIM | Ve Do Nea T
FH%E [ecsensiizanan MR FHI.ZEM | YaOMaOMNAD
_FTI!-I.E_- = EL-E B i _!.il-.-l. I.I.-.E, H __‘rﬁﬂﬁmi
| Anmx O
FHL0 FHY obyect oliss 131, 14% N Y L Mo

A6 Direct saquenca PHY funclions

um | PHY feature Relervinces St Support
l FLCP aunlaper procedures 152

D&l Preackis prepend ca T 1521 M Y T Mo O
o511 | PLCT fraree foemat 152.2, 15.1.3 M Yea Tl Mo O
Ds1.2 PLCP infegeily check pensraison 1523,15236 (M Yes O No O
D513 | T% me change capshiléty 152330504 (M Yei O o (3
D514 Suppentod dits nilcs 15.1. 1522.3 M Yeu U Mo O
0S4 Dt wihitemer sormmider 1524 M Yo [ Mo 0
DEL# ' Sermmbiler mitialesticn 1524 %] Yo TH Ma O

sz | Predmlle prodess an BX 1521
D5 PLCT frame Fomms 15271523 | Ve L M
Dats PLET" bty check verily FEL AT R W F e L3 B0 O
D813 BX Rare change capabliiy 15238, 1525 | M Yei O %o O
D524 Diata whilener descrambies 1524 M Yes L No

53 P4 tode pxpEnce | 15463 [ | Yes Mo

D54 Chipping cominus oo powes down 1528 | o ETELTE

SDES | Operating chamme] cagsb bty 13535,15'.’&1‘{

* DSSA Haorth Aserics (FOC) 1526, 15.4.6.2 | DE50.1 | YesQNoONAD

DSS.L1 | channel | 152615461 | D&SIM | YesONoONAD
pa G gt & 1957 |EEE. Al iighvs rasiived
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WRELESS MEDHIM ACCESS CONTROL (MAC) AMD PHYEIGAL {PHY) SPECIFICATIONS Sl BOE 110087
A 4.6 Direct sequance PHY functicns {continued)

fiem FEY Frabure Keferemces | Stadus ‘ Bappari
D851 | chanoed2 1506, 15462 | DSSIM | YesQ No QNIAQ
DE51S | channeld 1516, 15462 | DSS.M | YesO Mo QMM D
DSS44 | channeid 1524, 15467 | DSSLM | YeeO MO MM O
DS5.15 | channcld 15,26, 15462 ||:|55.|:u Yiuu 0 Mo I MIA D
DS 1A channel & 1526 15467 | D551 e T By 1 MR DD
DEs channed 7 1526, 15467 551 s I Mo 1 MAA
DETLA | channeid 1404 14463 Iu::s.l:u s O i T 404,
DE5LY | channel ¥ L5.06, 19,4460 i.nss.t:m s O Mo S MK D
a1 channed B [5.26, 15462 D55 16 Yes O Mo A MA D
DELT1L channel 11 15268, 154682 D55 1M Wes LN Mo LN M L

* D563 Canala {IC) 1506, 19,862 | D850 a1 Mo K1 M
D5 hannel | 151615462 | D%52M | YO Mo DMAO
DES22 | channell 152615462 | DSS2M | YeQMoQMAQ
DE%.23 | chonmel3 1526 15407 | D55.2M | TesOMoQONMO
DE52d | channeld 52615462 | DSA2M | YesDMoQNMO
D353 chanme] 1516, 15462 | DSS.2M Yies T B Ch P Y
08526 | channel 8 1516, 15462 | DS52M | YeeOMNeQNAD
DESLT | channel 7 51615460 | DS52M | YeOMoOMAD
D558 | channel§ 1526, 15462 | DSS.2M | YO MoQMAD
05529 | chanmeln 1516 15467 | DES2M | YTeOMaQMRAD
OS5 10 channel [ 1526 154083 D552 e 0 oo LR A D
DES.T11 | choannel 11 151615467 | D852 | YeeD Mo QMM O

*ELy Burops (ETEI 1526 15457 DESDO0 W T Mo O RO
D&5.3. chaiiel | 15.LE 154.62 DIREEM W L) M O WA, O
DE532 0 | chanel 3 1516 15462 | DSsaM | YTeOMeoMNAQ
D553 | chaneeld 1516, 15462 | DSSaM | YO NoOMNA QO
05534 | chanmeld 1526, 15462 | DES3M | YeeONoDOMAD
DSINS | chaneel 1516, 15462 | DE5S3M | Yes O Mo OMA D
DS536 | chonreld 1506, 15402 | DS53EM | YesONeOMAO
05537 | ehannel 7 1516, 15462 | oSS M | Yes O Mo MO
D538 | caanmel § 1506, 15467 | DESAM | YeuZi Mo GMA D
D§538 | chammeld 1556, 15467 | DESEM | YesUNoQNaQ
DS5.3.00 | channel 10 1506, 15462 | pessM | YesDmeQMAQ
DE5A01 | chaneel 11 1526, 15462 | DSEXM | ¥sOMNoGNAD
055312 | chonnel 12 1516, 15487 | DSSEM | YeaDMalipia O
D85.3.13 | channel 13 1516, 15462 | BESTM Ve I N O MU (O

* DEad France T30 184.0.3 [P N Wea D Ne QMmO
asd chanmel 1] 1516 19402 | DSS4M | YO Mo OMA D
541 channel 11 1518 154463 (LY Wese ) W 1 WA, O3
DESAT | chanml 12 1516,15463 | DESAM | ¥sOReUNAD

Coprrigha © 1907 [EEE. All righta ressnsed.
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A4.6 Direct sequence PHY functions (confinwed)

T PHY feature References St Suppart
DE544 | channd 13 1506, 15462 | DSFAM | VesD Mo O NIA L
» DESS Sgain 1526, 15462 | BSIO1 | YesONeOMAD
D540 | channe 10 1526, 15462 | DSISM | YesTNodNAD
D552 | channe 11 1526, 19462 | DS5AM | YesQ Mo NA D
| * D836 | Japun RCE) 1526, 15462 | DSS-01 | YesQRoDMAD
Dsh | 86ils 11 £yl g 5464
DA T | Mbits | 5464 M Yes' No O
DS | 2Mbick | 13464 M Yes T o O
57 [ CCA fumctonsliy I 5454
HELT A Energy Chely (RSS! sbove threshold) | 15484 BET0E Yea Mo O
sz 1BEE 802,11 D555 comelnion 15484 [ET 07 YesDa D
D873 Bt methods J 15464 DET0L | YesONoO
D574 il OCA basy for packet durstion | 1527 M Yes T 8 O
of & camecily receswed FLCP bt car-
mikr bl during rootphan ol MEPLHT
D578 Hiold CTA bucry o pucket dinslon | 1327 M Yies Mo O
of § pevroc®y recoived s out of epoc
PLCP
DEE | Trarsimit manets selection 154,535, o | ¥=OMed
15450
DS | Recereamennadiversty | 15455 | O YesdNod
15450,
IS457T
ol 4 il Adieitisi jrodb{ s avallatsElity |5 46N (i} e O Mg
DSER1L =03 legpedaiie 1SS DS1EM es O Mo O WA D
DS Tracsial powsr vel vappoct. | | (545 o YaQnNed |
15473
D111 I gresmr chan 100 mW papabiling 1547 | DSI1M | YesOMoQMAD
“DE12 Reaiias rypee {lomiperalurg ranps) 154810 | |
NEIEE Typa | |5, 4.4 80 DEILON Wes O He DA D
pE1Zz Type 2 EX A ] DEIT0A | WesC N O paA G
D13 Sparioss emizsions cenfomence EFTE] M Yes U No
Lay14 TH-EX tumarsund dme 154456 L] Yesld No
D515 RA-TR tumamund e | (5467 M YesObul |
_l:.lill:r Sl fime i 13468 = L_—_ e H'.:.rlil
D517 B rmporting Lime [ T548% ] Yeu oI o
R
e R T p—— 15472 ™ Yoz O Ml OO
“Da1e Transinit speciral mask confonmaice | 15,474 B Ve £ [ 3
DE20 Transiniied copler feguency 13475 M YeDiMNa
Hakih | e
286 Copyright 1657 (EEE All sghis resared.
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WIRELESS MEDILIM ACCESS CONTROL [MAC) ARD PHYSIOAL (PHY] SPECIFICATIONS Sid AOEA-1997
A.4.5 Direct sequence PHY functions (continued)
em | FHY frature Reforences | Satus Sagipory
o5l I'_'-'l-?cl..-:lu: Irereny talernee [54T6 M Yes LI Mo
D3l Tranumil powes on raemp 154.7.7 W Y= L Malld
0523 | Teamsmit powes down g 15417 M YeaOMaO
D54 HF cnmer sappression 15418 4] Yes O o O
kLl Transmit mmmlm BTURALY 541% W Yea Do O
ELy Rleciver mriimunn inga leeel 15481 | Y W Mald
sensitivily
o8 Revtijver mundnam kapui level 15401 M Ys Ch Mo L
| DEIB | Heceiver adicsnt chamel sejestion 15,453 M Yes D Ma Ol
Dsm MIE 151, 19.34, | Yex O M 1
nmex
CE28 0 FHY otject clms 151, 1354 b Yes O MO
AAT Infrared basshend PHY funztiong
Tizm Featuire e ferinin [ Blatus Sugrpart
151 Tx ihe sranemitied 5 ¥ NC bald lesgih n ihe 18:24,1 E] Wea L
rnge o regpeied numiser of PPR skts, with
fthe abaenor of 3 palss in the b dhot of o
fieid?
iR 15 this mnesmined 5 NC feld essinely popu- | 16341 Pl ¥ O
Inted e aliemating pmsesce and sbaomes olf
g in consscutive PP shals, sath the
absese of o pulso e the Y o of e Geld?
LLE] T the: wanusmined SFD Geld the binay 1hT43 | Yea
aeqquesce KN, where | indisates 3 palse in
tha PP sl sl 9 ivslicaires a0 palse in tho
PP sloe!
[l 12 thi drineerd Bk DR field pulse sogoonce a3 M es L
cqual i the coreest veloe for the duls rale
itk by the TV ECTOR parametor
BITRATE, where | indicales n pukie |
inthe PPM slol and O indicates a0 pulss in
il P T
e b tha: trapsmiticd DOLA Seld 32 PPM slas | 16.24.4 ‘ b Y O
Iong with the specfied sequence for | Mbit'
1, whins | imdcaled & pule in the FPM st
urul [Findicote no puls in the PIS o)
1 Wil
RN RN R SR MR |
= 1&5a Doy the unil suppon T Mbith ressmisgion? | 16244 | ess G Mo L)
B3k | B ihe wnbtsugpores 2 Mk anamision, 5 | M244 IR3eM | Ve DNaCINAL
e raiieenibigd DeC0A Tiekd 37 P sl
leng with tee spechiiad sequeace for T Mbitf
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Table B.1—Hopping sequence set 1 (continued)
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WIRELESE MEDIIM ACTESS CONTROL {MAL] AND PHYSICAL [FHY] SPECIFICATONS

Table B8.2—Hopping sequence set 2 (continued)
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Table B.2—Hopping sequence st @ (confinued)
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41| 6| s8] 62| ea| @®| 7| w| m| @] 4| 7] 0| B
2| w] Bl »] »] w] s| B#] 4| u] & o] B %
G| & 1] w| | s 18] m| B| =] n| =] ¥w]| w0

“| 7| «wl o ] w] 2| 5] w5 a| =] 7| w| @
ai% T4 77T an L] T (L] I3 s 1% - :“'5"-_\:]-\3- T

w| B ] #| 4| 5| w] 9| =] s w| 65| | @

w| si| o] o @] o] &) o] n| =] w| 1| 5|

w| o] =] v w| #] »] w»| a| &) @] 5| .| =
K | ]l a| B = 59 &2 @ &R 71 74 e
| B| n| B| | B B| w| W| m| w| | a| #

n| ez| e o | m| m| wm| & 7] w| B ®] m
B w| w| | & | 5| | ¥| w| @] 8| 6| 0
| B 2?.__ 34:15 1] 6 1l 42 5| 48] sl | 51| w
| 2 51 B| I | 14| 17| 20| B| 6| W[ 32| 3| W
Wl 5 sl 8| @w| @] m| 7| mw| @] 1 8| o] 12
| B m| f s s] n] w| w| m] n| w] »| n|
57| M| 3] M| 3| | 43] 46| 48| sz| 55| s&| €1 &

w| |l w| w| z] B8] #] al u] 2] & & &« =«

W| 1w| 2| 25| W| u| | 81| @w| o] w| & 2| =

| 3| & u| w| 17| ;| B|| W| =| 2| 8| W\| M

il 11 14 17 Hh n 24 L] 12 X5 il dl a4 7

[ 57 1 5] i ] B 72 75 T 2 5 ] 11 (L]

i1} a7 ] 533 LivY b ] nl %] 2] Tl e | 7 Bl g

13 i) n2 (in] L] Tl T Fil = 4 T Lo 13 1[1]

fl dR 51 54 [ L] k] (1718 [ Y IE 5 - 2 L]
66| 30| 33| W| W | 42| #5| 48| 5t M| 57| eu| 63| e
| 12| | w| un] w| & o u] »| »| «] 4| @

&| 19| &| | 1l 5| 1w | m| | »| 33| %| w0

W M| | W m| | M| 61| 64| | W] W™ W| W

W w| M| w| w| 3 6| o u| B[ W u| #| w

T W] o3| oW @ W 3| | M| oar) 45 48| ) W

| 77| w| 4| 7| | 13] 16| | ;| =] =m| | =

m .| wl m| s &) 3] u| w] A & ] ¥ =

| | ®| | W] MW| 2| =| | w| | 1| :w| B

E 7] 1| | | 9| = | =| | M| ¥| @] @

| 4| 17| | .| 26| 29| x| 35| | 41| 4| 41| =

T 17| s0| 4] T w| 3] | | B[] W) ®| M| M| T
w| 1| | 7 z 3 5| 1| | w| m| BA| ®m| B/

I" 1| @] 12 T IH 1 2 17 w| 13 v | a| as
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Tabie B.3—Hopping sequence ast 3
midix 5 a3 14 F] 17T 0 1z m n =4 35 i )
| 7| w| 23l 16| 18| z2| 25| 2| | 3| 3|
3| 27| | 33| »| W| 42| | 4. n| #| W] w| @
3| s| &) m| Bl = =z 3| ®| 0| w| 7| = =
a| 12l 15l w| x|l = | =™ B| %] ¥| «| 6| =
5| @1 =] B| =] ®w| 2| @] &| m| | 77| 8| &
[ 6| 20| 2| 3| @| 2| 35| w| 41| 4| 47| S0 s 5
71 7| 18 | 4 i 1| w] | ™| @m| W] M| =
8| 51| s4| 57| @| @] 66| e| 92| | w®| 2| 5| B
| m| | | 3| 35| 38| 41| 44| 47| sa| s3| s| =
0| & 6| 7| W] 77| =a| a] 7| 1| 13| W) wW| =
11 o] A T [} 13 1.3 = 2 = i 3 34 k1)
2| 33| 36| W| @| &| | 5| M| =| 0| ) 6| @
13 56| | 7] = =®m| =2| 3| s u| @l 7| =
14 ] | 29 a2 a5 IR +1 A= 47 '} 55 et 5 {1
N A 1 8 s L 5 L I R - 5
% | &1 M| 73| W[ w™| E| & 9] 13| 15| 1] m| =
7| | 13| %] | 3] &I 48| 3| u| ¢ @] & &
w | 2% 1| '] 1] WEis1r| ®| B =| =| 2] W] =
Ww| 35| | 417 94| 47y sal s3| s| W[ 62| 65| | T
w| 6] o 12| w| wl B a| | 0| W] W| 9| a]
3| 2] 28| | W | | x| 40| 43| e | 4@ 52| || =
22| 15| | 2| | 27| | 33| 4| w| 42| 451 | s
B )| 4| 4| o] 1] 6| W| &1| «| o] w| W| =
| | W] 3| 6| w| 2] | ) 3| M| ;| | B
28| | 61| e| e| m| T | ™| 3| 6| 9] 13| 15
[ | | | w[|[ 3| &| 8| | ] @] u| | »| =
[ 7| = ;| :m | :| 37| | 43| e| aw| 52| s5| W[ o
W| 7| | 13| w| w| 2| Bm| ;| | 4| 3| w| @
W] 41| 4| 47| 0] | S| W 61| 65| k| | M| ©
| 14| 11| W| B[ %] H| :R| B W] | M| 4| B
nl wl m| @l el w| u] w| W @ 6 | a| T W]
12| 7| B ®| ™| 3| &| 9| 1z| 15| B8] 2| | =
B3| 1| w| v ] 8| | ] n] =] w] & a4 a
| =] T w3 5] ] v wl w] . ] W] =®
B w 3| o o] 1z 5] ] 2| #| | B nl =
| | ®B| 11| | 1] W] B| w| | .| | ;| 4| ™
17 fd aT n i ™ ' a f '] X l 14 1E n
= M | n dn [ %] di a9 52 k] L | al il a7
wl 1] w| m| =] =| = M x| 4| a3f M| & =
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Table B.3—Hopping sequence set 3 {confinued)
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Toble B.3—Hopping sequence s=t 3 (continueed)

index | 41 a4 ar o s2| s s| wr| o e5| | 7 M| m
| 4 5 40 sl =5 sm &1 64 7 | T T T T

1 na | & EF. 14 M| 2 2 _uﬂ_d__rql:_'. 14 T 0 L
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T 7| 3| | 4L 44| 47| ;| s3] s6| | 62| 65| 6| T
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27| oA| nr| M| T3] 6| ™| 3| %] ¥| 12| 15| | W |
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T oma| 80| 3| W[ W| ar| 45] | s | 7| e @] m
3| s| 5| s s e e8] e| T| w| F| a0 4 7
34| 12| 3| =W 41| 44| &7 wm| 3] | | &2| | o8

35| W| 4| 45| 8| 51| s4| ®:| em| 63| 66| 69| 7| 75
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kr 24 g} 3 13 30 KL 41 4% 48 = 54 =7 (1]
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Table B.3—Hopping sequance sef 3 {eantinued)
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Annex C
[normaiive)

Formal description of MAC operation

This anmex comtairs formal descriptions of dee behavior of BAC seation (5TA) end access paint (AP enii-
e Thiee degerdpeivas also describe the frame femeis and he generalion and derpretstion of infosmation
encoded in MAD fames, in the parameters ol service primitives sapponied by the MAC, ord in MIR
asiribeies used or generated by the MAL The MAL is desoribed wsing the 15952 venion of the 1TU Specifi-
catiom aml Desoripton Laaguage (SDL-52), SDLA2 B defined i [TU-T Recommensdstion £ 100 {{893),
An apdate do 2 100 was approved in 1996 (SDL-96), bat none of the SO facilites used in this annex were
mudifed, As introduction o the MAL formal descriptios is provided in Clause C.1, Definitions of the datg
uypes anal Operais desd by e WAL suite machines are provided in Clouse C.2. An SO0 systom desoribing
MAL aperation s mn IEER BO2, 11 sistion i3 contained in Clausa C.3. Firally, & subset of an S0 system
describing the spects of MAC operation 3 an TEEE 80211 AP that iffer from operation ot 8 son-AP si-
ticm |5 provided in Clawss C.4,

In Annea D, the MAC and PHY managemest information bases ore described in Abstmct Syniax Notation
O (ASN.1), defined in ISVIEC 8524 nd ISOVIEC 8525 ITU-T Recommensdation (£ 105 (895} defines
ihe wez of SDL In conjuncuoa with A5H.1, allewving sysizm bebavior w be defined wing SDL and dain
iypea 1 e defined using ASH, |, Incomplete ool support precleded the wse of i 105 s this anses. However,
withle the Hmides of 2900, the dar pes in Clisse ©.F ace defined in a similar manner to Z.105, Anpex B
comilaiss a Haing of pwvulable docimentation.

HOTES

I —Goftware for geeenmting, anafyrzing. verfving iid smebding S0 sysean descriptions i evedable freen devemnl
aoeees, The SDL code inibs aind Wil geinialid osing ST veroe 202 rom Telekigic AB. Malmo, Seeden
{60 | 700 el telelogic.se); USA office ia Prncounn: 30 |+ 1-600.520- | 933; imemet: teledogic, com), Telel-
agc offery SIIT $or sl sorkstmion plifame in mhililinn o ST

2—The EQL definiiions in this acnex should be wshle wih any ST ood that sapporis the 1993 versian ar 19596 updaiz
af Becomaendation 2,100, The use of Telebogic's product o pragans this anmes does ol coastiile m endomement of
SOT by the IEHEE LANMAN Smadams Committese or by the IEEE.

- The disgrams an the next pawo pages show most of ihe sywbals of 3DL geephical symeae (S0 GR) wmed in e MAC

formal desesigtion, The symbcdi in shess dingrams have labels end comeens it eaplain Beir meanings, These s

[presd i iriendied po serve 28 8 egend for tey SDL-OR symbals et compriss mnat of (i progosss inlenlion and s

eramssithon disgrasva. Thess iegrsmns o nelibor a complete SO0 systam, nor 6 cemyets prestacaion of 5DL-GR sym-

mzu:_r. Ak, i wiade machine Fregoreeim cxists b ilystre the SO0 prophical synine. and doss ol descrihe sy ol
V.
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C.1 Intreduction to the MAC formal description

Thia formal deseviptica defines the behindor of TEEE 80211 MAC endiies, The MALC praiacdl funetiomal
decamposition wted herein facilitstes explicil deseription of the reference pomis and durations of the sarioas
timed Intervals; the bases for generation andior validation of header fields, service paramesers, and MIB
anritenies; and the nicrpretation of cach ynlue i cases whene enumenmed duts pes are wed in srvice
paTarnElErs.

C.1.1 Fundamental assumptions

The MAL protocod bs deseribed 1 an SO gystem, which I 8 set of extended fimite stste mochines. Each
stabe maching is a =1 of imdependent processes, all of which aperatg soncurmentiy. Al varishle data-holding
ey pod procedures exist sulely withis the comtext of & slngle process. In S all nlerpricess consnani=
cativa is done with signals {there are no global variables). Signals imay be sent and reosived explicitly, using
St oot and dnguii symbsols, oo implicitly. using 8002 exponfimpon mechanism (only if the varishles
ar prcedares ane dochired “remede’). By delssdt sigaals inoar delays when taversing chaaoels beiween
bincks: beweves, anly nondelaying chunnels and signal rouses are wsed in the MAC sioie machines, and all
remiote varighles and procodures are declined with e “modelay™ proparty.

Sl transitons, procedure calls, md ks [ssignineet slnicssenis anl othes algorithmis processing sleps)
s sl do niguing ser Hime. Thiz pernais the time isdervals that are par of the noemative MAC bebar-
i 10 be defined explicitly, using S, timers. One onit of system ime (2 1.0 change in the valie of “now™)
i sssumed tr represent one micresscond of reak time, Usey (ierosecond) and TU (e nnit) dacs types sre
ifefined, with aperators to comvert Usec sl TU values 10 SDL tinee or duratkan when mecessisy,

The SD. system housdary encluses the MAC sniities. The LLC, SME FRY, asd distribatson svstem me
part of the ewvimeimenl SN penerally assuimes thal entiGes. in ihe covimnaoni opcraie s specilied; how-
ek, 1o MAL slake irachines that commanicate with the sarous SAPs attempt to validats inpuds from the
envhronment, a8d 1o handle cases where a pair of communitatiog emiities, ong within the system and the
oalier custside the evarem bomndary, have differenl local vaews o the medinn, Salion, or serice stabe. Al -
s inoan IBEEE B)E11 service ser ane misumed 5 exhihit the belbaviors descpibed berein, Neverihedess,
becouss of the open nature of the winekss medmam, the MAC siate machines check for emor cases that can
arisc only when an entliy om e wireless medium i ironsminiog TEEE 802,11 FOUs, bul is nog obeying (e
Cop s it preotaeols speified by this smndand

C.1.2 Notation conventions

Whea practleal, femes iod in the clauses of this stendard ane spelled identically m this annes. The pelocipal
tagepliens ane (hose eames thal condlict with ane of SDI's recerved wards (tooh 2 POET management
nonde “active’ &0 renamed “sia_active” m SEL). Ta help fit the DL fexi mbo the graphic symbols, scronyms
with multiple, sequential capital betters are writlen wish only the first letter caplialized feg., "MSDU" is
written “Midu” and “MLMEToin requesi”’ & writien “Minelols eguest™).

S0 reserved words and the nomes of varables and symonyms {nemsd consisnis) beigin with kwwerceses loi-
terx. The names: of sorts (dain types), signele. sbonol rautes, chanseh, blocks, and procesess begim with
uppercase letters. The names of cengin groops of varlabds: ambfor synonvims bigin with a particular kwer-
case letter, followed by the remninder of the rame, heginnisp with as uppercase letier. These groups are

“aNameUTANrbae”  MEB atributes

“cHameCHCapahitiny™  Capsbility bit, akso used for imernal valoes cxporeed 53 MIB coumess
“dMome0CfDuraiion”  Ehation (rekitive time) vahues, declared as Usec, T, 0r Duraticn
“aMameWERment™  Elemaent [T values

HIE Copyrignd £ 139F IEEE. AR fighis reservod.
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“mMameliVariable” Remote rarables med for inma-MAC commumication, bur mot part of the BMIB.
Pbiost of teess varkesles are exported from the MLME Sleck.,
“sMnmeddSmticvabee™ Synomms for static dain values wsed within the BMAC

“iName Tie” Tt {absolule nme) valoes, declared is Usee, TU, of Time: The names of tmers
begin with ~T."
C.1.3 Modeling techniques

Stane mpchines are prowped according o defised function sets thil are visible, direaly or indirectly, & an
exposed imlerface. Tho coaphasss in the organisstion of the siabe machines is explicidly o sbow iniiacos of
and responee fo events of the sxposed interfoces, and time-redsted ariions, induding those dependent on (he
abserce of exiemnl events {e.g:, respoase timeouis) and intervals messured in derived unliz (ep., Backad
“mrme” in unils of slods during which the wirsless medimg i idle). The operations associaed wits e varices
simle imnsitoes emphasize communication fusctions. Rost of 1be demdls regarding imsention, extmction, md
encoding of information in Gelds of the protacal detn unils s encapsalated with e definitions of thse
figlds. This appronch, which seles heavily va SDLs sheract dain iype and Inberiapce mechansans, peomits
the behavior of the dsfo-holding eotitics 10 be preciscly defimed, without obsouring process fow by sdding
insline compleaity us the individual siaee rassitions,

The medeling of protecol and service dit unlis waguilies wos such as ooel strings, and operson: such as
bitwise bimalean fusctions, which drs not prasdelioe in SIN ., Thess soris and operators ane defined in Pack-
ape maciists, which appears in Clase C22,

Froweol &nd servies dn unil $oms are besed on the BI son. Bil i a subfype of 50U predefined Booleas
SOFL AS  vesull, Bi liersks T asd 1" are aleermstive nomes for “fle’ aed “true;” and have so nement sig-
nificamos. Toose ¥ or “1 &5 intoger vithiie~ bouies o siversion operation. Tiems of the Bestring sort are
O-arigin, varisble-longth swings of Jos Wb Howione operands, aperators “and,” “or” “sos” and
“anl"pperae hitwess, will ihe lengih of the result egual i the lenggh of the kngest (or ondy) source string,
The: Dieet sont & & subiype of Bestrng that adds comvershon cperators 0 and from [Rieper. Each iiemn of the
O som beis lengih=E {by vsage convention in & 100, enfoesed in 0105 ], Tems of the Oetetering sort an
Dhorkein, virsable-lempth sivings of Ocleis, The Frame sort §s a subdype of Oesiring bl adds operabors 1o
enlrac mnd 1o modiny all MAC besder elds and most mber MAC frame Delds and eloments. Most MAC
filds and clomemts that comtain named valies with specific salso sssignmonts or enumorations amo defined
ai subtlypes of Frame, Octetstring. or Ritsinng with the names added s literaks ar synonyms, g0 the clae
muchines can refer to the names withoet istrodscing ambiguity shout the value encodings.

Where comemuaicition ot o SAP or between procsses is strictly FIFD, ihe (fmpliciz) input queue of the S0L
processies is used. When more sophisticsed quese manngoment s peeded. & gueue whose ewries are
instanoes of ome, specified sort 16 created wming the Quese geserator. Enbries on (eoeos sofls may b added
gadl pemovad at effher the tnll or the hesd, ond ihe number of qosws entries may be determined, The conteats
of & Queus may aker bo scmched fo locass anirics with parimular poraseier vilucs

Clawee O3 comtalme an STL-97 Package (3 nassed enlbectinn of S01. definicioag thst con ke included by ref-
crence imo S0 Syssem speciicationh. which is p formal descsiption of the formals and data encodings used
bn TEEE 80211 servics data unlis, proocol data weies, ad dhe pammeters of the service primitives: used i
each of (he servics acoess points suppaited by the TEEE 8021 1 MAL. This paekonpe sbso comains definitions
for some datn stroctures and operators paod interrally by Ofe oF more of the MAC sse machines

Thee behaylors of many intre-bAC operaiors are part of the mormative doscription of the MAC protocal
Emz i e sl o the apeaified opevations are vicinle, dircthy or indirectly, @t scpeeed intarfoces. For meam-
ple, cusksm operators are weed o define the genecation of the CRC-32 value wed in the PCS [l (operator
crodl, page 3300, the caloaluion of frame wansmizsion Lime dsed s pait of il valoe i the DorstionAD field
in cerain types of Erames {operator caleDur, page 343}, the comparnison of the values of particalar fields of 2

Copyrighl £ 1937 1EEE, Ml rights ressrved. k)
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recuived MAL huader with cached data valugs =5 pant of the procedure for deweting duplicabe fromes (oper-
afor eearchTupleCacke, page 3231, and numerous other smpects of frame formads and imformation encoding.
On the otber hand. data strectures nsed soledy for imtre-MAC storape or for sassfenmg of infossalsan
hetween different stabe machinas of = simgle station araccess pruinl, are anly normative o the extent that they
dlefine items of intermal state and the temporal sequence necessary far proper cpemtion of the MAC profoonl.
The specithc struchares and encodings used for imfernal datn shorage and commumication furstions i thie for-
mal deserignion di g consmnin MAC implemenmiions, provided dsive implemesimbons edldblis che speci-
fied bebaviors al the dedined service socess polets wmd, in cosusction wits an appropreats PHY, on te
winhesa madio:

C.2 Data type and operator definitions for the MAC stale machines

Thisclauss is In SDLPR {phrase nesntion], with the cxeeption of procedural opesitens, which are defined In
SINLAGRR {graphic notaiion). Packiage macsonts containg the deilnitoss of ihe sonms idata types with assock-
ated operaiors &nd literads) snd synonyiems (named cosstanis) nsed by the MAC sate mochines. Packige
macmib defines data tvpes for attribaios i the MAC MIE, and poriions of the PHY MIB, sccossed by the
MAC smie machines. Packonge macmih exists solefy o mnsfy SDL's wrong type checking i the sheence of
an SOL sl that fully supports £, 005 (the combined e af DL with ASN D)

LA TS LARRE LR L ERGRE RN d e Rl bbbl Ped A L IR LI AR PR LR R Ly

Packags madesrba;

jreragrrdrpidaitdsdaderiasdiidaifandsadiddi e redFadrdedrRadarta e odE

* Enumperaced types ussd withim the HAC state machines
ir--l--lir-'iri-i-l-l-rb-rl-ll-l--l--l--r-i--l--r-r-q-I'-l-l-i'---r--i-il--i---rr-rr-l--ir-qlll
AMNEYRe ChangeTyps /% pypaoaf change fue b Chae next Boundary =)
literale ] 1, /% cheml]l femly wikh FROPHY) Y/
OO #* meeflus socupasey (only wWikh PCE */
endnewEype. ChangeType;
newcype Imed ¥ prlarity foF Quaglng MEPOUS; relacive te MSDUs =/
liksralo head, /- placa HHPOD ot hand of Erancsit dqusds *J
THOCL #% place ¥AFDD at tail of transmit queuas *f
andngwtyra Imed;
newtyps HavBro M goizee of daratiorn dn RetWer & Clearday slogmals */
licerala - * DB Frame *7
offBep, cifardBas, f* mtartf/end of CFFP in own BEE &)
cCpOrher,  OfendtEhar. d* atace S end of CFF in otbhec BO@ *7F
cwwitch, £ 7 channel switch =f
miEa, /" dirId Erom other frame Eypes ¥/
NoBLC| A gmierechpe iol ewants T

sngSnmwkypa Marfro)

newtype PaMods % power-save mode of o scabion  (PsRecporsa @lanall *f
literels sta_actlve, powss_save, ushknowsi — endpewtype FPabods)

kil PaStats e prdEr-iiied BCaks of thisz atatidn *J/
litmrala awaks, dazs; erineralypes Febbate)

Rawtyps SEALeErt f* requests disssco or deasch (EmIndicate sigral} =/
lit=rals mnoecr, olassd: classd; endnewtype StareErr;

Ewtyps BtaClonitate /* agociauth atate nf sta |EsResponsa sigmall =/
Iiterals mot_ austh, auch_cpen, auth_key, asos, dis_asoo)
endnawbypes Statlanitale;

reit vps TrHesal B f* transnission atteept @catvs |(Pdutonfirm signall o)

35k Copyight & 1BET IECE, AR rights resecvod,
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literals puccessful, parcial, errylinic, CxLEifetime
mrimiok, atimbak: endneswbyps THReguli;

I“'ijl'i'iiiit‘ifi+1-lﬁiiili-iiliiiiliiiiiiiliiiiiiliiifiiilliiliil
U Eruneratad typas used in PEY service primitives
LR R R LR R e R L R L e e el e L e et L L
nEwtype CooStatiss f* <mrates paramwtes of rhycoa, Lndleacion *f
liratals busy, Aidle: esdoewtype Coabtabus:

neawtype PhyRXELat i ayserpors parameter of PhyB=End indication *§
liceralas no error, fImt_wviolation, oarrier_loat. unoupt_rate)
endnewtyps FhyRxStac)

lI'IFI-'-IIilIF'I'IIII LB R R R R AL LR R AL RLELRERL L RERSRERELESR L EENEER YY)
. PLACIOIOLDERS FOb WLHE/TLHE SET SSET  PARNMIZTER VALAMCS
W R BN E B EEEEEE B EEE I-IIIi-IIIIi-iilﬁl-ii-lii-iililiiliiliiiif
¢* Mibatrip i{placeholder in MimeZSet/Set definltiaong) */
ayntyps MIBACELR = Charebring  andeyncype Mibatribg

f# pibvalue |placeholder in MlmsedSetiSet definltioms) */
syntype MlbWalos = Inbeger  endayniype HibValue:

Fa A a e s lbdinanpatan s biobden Logrdinphopt Ll i i iRl R iR TE ]

L] Erume=rated typas gsed in BAC and MIME servics primitives

li-li-iiliilirlil-il-'iiriiiil‘iililiiiiliiiiiiiliiiii-#ii-i-ir-iiii‘-rr
wEwkypm RukhTyp f* mputhenkticabion Eyper pacm in Hlme primitives =/

inkerits Octeststring copecactors all;

adiing Iltecals opee_systes, shared key;

axlons open_gyotem == mieDE{0;, 2] abared koy == mkl84{1l, 2}
sdnewbyps AuthType

newtyps AUEhTypaSet pousrset! Aucthfvpal; eodnewiyps AuchTypedet;

newtype RBEETyRe { ¥ ARE type: pArsastsr L BAE description slament */
lirterals Anfrastructure, independenc, @pny bsa; erdnewtype BesType)

GEWCY D@ HLSTYPRSESL [powerser] BesTypel| ENiBEWCYRE BoSaTYRESET |

newtype CEPriocity 7@ =priority> parapster of varicus requests */
1iterals contentclon, contemtlorFres; endnewtype CEFricriby)

nmwtype WibStatus I* sgtatus> pam of Hlze!Plme Oet/Set.confirm *J
Titerale SUCCERH; invalid, 'Hri-l:i_,ﬂﬂiﬁl'l raad_only;
endrewtype MibEtatns)

mEwErEs HleeStatad /* <atatods paim of Hisa speration confiem o/
Liternis success, ipwalid, ciseouc, refosed,
tamany, Teq, alresdy bes; wrdnewbyps HlmeStabuw;

AAMTYREe PWrZave £# wpower save moder paremeter of Himefowerhst =/
lit=rals ata_sacbive, DORET_BAVE; andnaucypa PuESave;

newtype Acuting Aeopsaeipy infos paranater for MAC date service =/
literals mnull rt; endne=wtyps Routing:

newkypa RAxBELabus £ cpposphlon scatus> parn of MaDndsdsts dndicatian =)
licsrals ry_succens, rx_fallere) andbew:ypa AESEAEDE;

neEwEype EoanType §F CECEA Ly pAramsbsn of MlpeScan. cegquasl *f
literals acelye _ssan, pasdlivs_soRn; ardineutype EoanTyme)

mewkyhe SarvicsClasr /v <gorvies clacer paraneter for Malmitdaca ®f
Literals resrdsrable, ecrietlylrdared; sndrewtype Sacvisallsnd

Capyngen 4 1907 IEEE. 48 righta resareed. 111
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neEwtype TxScatus * <tranamisslen stabus> pacm of HalnltdataStatuws ¢
titerals wuccmasful, reteylimle,  exuifecima,  oolaa,
pxcess iveDatalangth, nonfiull Ssurcefouting,
apsupportedPrioricy, unavailablaPrioricy,
ansupportodfervicatlsee, unavailahlisfecrricellineg,
anavallableXovHappingg endnestype Txetatus;

L e L R T

' Trhera-MAs renoke variables [(pameds of form mEYE]

SIS RN R AR R IR HE RN R LR MR R L LR LER LR R R LR LR bl el bbbl bR bbb ]
randte mActinghsip Boolean nodelay| i =trum 1f S5TA starcaed 335 "
fenabs EATd LeacTd nedelay; Jo& ETD acpsligrned to STH v AR &
remote mAsgos Hoolean psdalay; f* mbrus if FPA amacciated &« /AES ¥/
ranote mAtimd Booleanm nodgslay; f  cprue £f ATEM window in prog */
ramote mEXIP EBEoolean nodslay f* =brge i beckoff In prog "
rapote mErates Rabtesbring acdelay; /% Gapic rate ==t for this sta "/
ramote mEgsld  Mackddr noddelay f* 1@enclfler of currsoc {IFESE =)
reaots mCap Ocbststrbng modalay; fe mgppability dnfo Prom Mlmalole )
rapate mCfp Boolesn oodelay: /* =true if CF pariod in progreas */
menote mblsable Boolean modelayy i® =true if oot in aoy BSS) then */

i* L only sande probe_ reqy B o+
f* anly sccapta bascan, probw_cmp ")

repote mhoimfount Integer nodeloy: {4 =0 at Toot of Beacon with DTIM #/
rengobe mivinParlod Integer nodalay; (il 5% Tt pl:l'lﬂ-ﬂ.l par DTIM pariad =)
rapobs MFEIP  Boolsan modolays {4 styoe during frame exchange seg *f
IO mIbgo Boolcan oodelay (8 aryue 1f STh la menber of DEgE «)
raroks mLlintenint Integar Acdalay; f* Baasons Bebwsan waks up @THTT 47
remots mAavERd Tize nofeley: [ WEY and Tine, <=noe vhen iEls )
remdbe mHextBlry Timg podelay; i neaat boundacy Time=) =0 1f mocae )
Temoce mMAETTBE Tim= nodsleyr % Tipe naxt beacon due Eo oocur M4
rmioks mdrales Batestcicg nodelayr i pperatienal take ssb li wse *4
remats mPcAYAR1l  Pocolean nodalday: i* ks 1f podRE cbard in BSE *J
remobe mPollvr Boolean modeliayy i* strue 1f CF dellvery ondy =/
ramoba mPePoll  Boelean n.mh.la.f; {* strug 1f CF dellwary & palling */
remobe BRALY  Usec nodalay; ™ praks dalay fcom aSAarE or foim *7F
remots mPEm  PurBave nodsleay {1 ppger gave mods of BTA =)

remote mPoc  PeState nodelay) ¥ poer gawe ptace of OTA =)

remote mAxA  Boolean nodslay: % etrwe if RY icdicaced by EHY *{
renate REOl  OStatsbring nedelay; f* mame of the current |E1835 "/
remabe procsdurs TEF nodalays fEoresd k-owpdato Gl-bdo TEFR bimexr

Epar Intager, Booloan: satuEne Integad |

L N L ]
- Mamed sbtatic date valigms {oengs of Form =0C0VE]
T T T T

syranym sMOGGAILng Integoer = 3304  /* pAx ooctebs An an MEDU +/

nyrEopyT aNacHdcLng  Integar = 249 f* potets in data header, oo WER */

gymEnT aWeriarlng  Inbagsrs = 2 T agkeks in dass headsr wlith WER “f

eynonym eerAddlng Inktéger = 0, F% actobe addsd For WEp 9

eymanym - eWdehditng Inbager = 67 f® octats sdded For WO |sddrd) =/

sy sCrclog  Inceger = Q. % aocets for creds (RCE, ICW) oy

Eymonym aMaxMpdulng Tnbegsc = #% max ootetE Ln an MEGT *f
{aMaaiedulng + aNschldring + awdakdding + sHepddding + sCroLnagli

Eymtypes FraheindexBange = Integer f* ipdex range for octets ln MPOOT &)
conatanta 0 - SE¥axipdulng andayneyse FrareIndsxRanges;

SYOOOym STEOCLEr  Inbagay = 94; /* flret ootet of Timescamp fisld %/

mymaaym aMinFraghng Inceger = 156 Ao opdn wnlue for aMpduMaxLesngbh &

syTanym sMaxFraghun Intager = f* mariman Cracrant rurber )
[aMaxkadalng / (sNinFragley - sMacHdelog - sCrolog)ll

SF00OYm EACKCLELDg InrefaE = 113 f= EikE Lo ACE and CTS framas */

Iz Copyright € 1597 IEEE. All Fghts resamved.
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l||....................q....-||-..|.-|.r-...r-q--qq-p-r-p-----il.ii-ii.l.iitiii-il.il-ll.i-q-i-li-l-li-lil-lil

Ll Tration configuration Elags {statis, supplemsmcary Co HLH}

R L L e EE R rE RS R R R N ] |'p'--yp-l-r-l--rii-iii-ir-iiiliiiiiiiiiliiiiliili:
mymonyn sleraion  InEggar = Oj " pupported Protocal Verelon *f
eynonym cCanBery Dopleap = Lalaa; f* sprue 1E STA can operate as AP ")
pynomym sfanBePs foplesan = falas; f* migpipm LE AP 2an ba Folob Cooxd *f
syuonym sCtEollable Boslamm =trus; f® =true LE cesponde bo CF-polls

.||'|r]'q'r"rr'.gr-prrir--i--piiiilii-hrrii--i-l-i-l"li--i-i-'ll-iliiliiﬂiililﬂiili‘l“lili

" Digcrebe micropecond and Time Unit socte
.|'|--.'+p|p+l*i-ﬁii'*'-i*il--rii-ii-il--l---l-i--r--l-i--r--i-i-i-ii-iiiiiii'irij

J* 0L dops neat Safine the relationakip between its concept

% of Tipe and physical tine in the system belirg dessribed.

4% an abetracticon 16 mesdad o estAablish this ralatianship,

/% bedouse Time in EDL ooos tha conantics of Boal, whoross

/% cime in the MAC probtoccl ip discroete, with the cemantiss

f& of Warural and & scep ghee [resclucicon}) of I micosecaond. =/

F* Mosh HAC cimes are defined uaing the subrypes of Inesgas

* Dase and 1, Theas have époratara [oF axplicit capvarsiion

i Eg BDL Tims [EVsss; ETU|, DL Duraktion |difesc, 4T, snd

JF* Feem EDL Timp (wTime, twPimoel oo eeoded Co camply with Soirs

/* stromg bype checking, Whers the BEAC state mschines nessd to

f* aocess the contents of the TIF Cimer, SDL'@ “RoW®  (CUEC@nd

/% plpe) Lo used. This ylelds resdable time-dependent ooda,

i* but the valwe of "nex® ocammat B nodified v an 500 program.

% po adopting the TP tims Erom Eimentamps- in received Beacans

{* B¢ Proba Responesd le abown ai & sall 1o FeBole procedure TSF. 4

i Hicpasecond @ogl == aldc has sperators belp and Emax &
Rt yRe Dess inkscite Inceger oparaters sll;
sdding apecators

Elaps - Dass > [uraticn;

tiEes | Upac -> Tips)

uTing : Time -» Uges)

mmax  : Doos, Toeo - Used

tmin : CGsec, Toec -> Upsa|

pxioma
For all u, W 1in DBEes ([
Y omEw omEe cbwAxia, Wl == s

o2 W ow=x Emadil, Wl owe oW
i3 e 9w == EMiniii. wW) == Wy
o owms Emlnfu, Wi == g y .
for all t ic Tim=( for all ¢ in Beald
r= Flaacini == thescdu) == Time! {Dorstion! ickl:
£ = Tims! [Duraclonl (T) ) asd w = CIX{Ch =se> 4y == yrPlmsde]af)
Eor mll d im Duraticml tar all © in Raaly
£ s floapiu]l =cx disec[u) == Duracioniizh; 1kl:
popELants *= 0 /* ognstfaln walus range to b8 nop-negat bve *§
andnestyps Usec)

4% Tige= lnit sart — [L * TO] = {1034 * Teas] *f
newtype TU Loherics Integel opsralors all)
adding oparatoro

dTs ¢ TU -» Duracion)

T t T —& Timip

EWTime | Time —= T

udTO ¢ Opeo —= T

cuag £ TE =¥ Daac|

axicma

for all k in TOY for all £ in Time( fgx all £ in Weal |
¢ = Floaci{k} ss= TOlk] == Time! (Duratlon! (1024 * £1);
t = Time! {Duzaticnlicl] and k = {(Flxis) ¢ 10234) ===

kE == tuTime[El:big
Cogyright @ 1507 IRk Al ights mesrawd. 313
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for all 4 lo Burartlon( for all * in meal |
r = Floac(k] a=> $Tlk] == Duration (1024 * Th:84;
for a1l u in Uaes|
AITU{u) == u J 1024} K0Tk} == & o* 1034 fhi
conebante > § ¢ gomnebrain wvalus ramngs to be pon-negative &0
andpertypa T

lI'Ii-iii-i-iri-ii--r-l--i-l'ii-hi-i-ii-iiii-liiiiI.ii-li'-iilil-iillﬂriiﬂiiriifiﬂiﬂ.riﬂiiiiri

w Oensrator for S0—origin Strlog socoe (adapoed From L0108, Anonex A}
SATTEN S TLETER TRET AR T A S R A kA AR e R
J* Bceingdisorc, muliBymbol}l can define scrings of any soro.
% Thease strings are {ndexed srarting frowm @ racher than 1.
#¥ Apcia dellned by Jtringd heve bhe poemal Foing cpscacsre, plus
A% Tall (a1l boc firec item), Head {all but laot iteml, amd
/' sgorejatore £3, 53, B4, BE, 5B (make Flxed lasgrh etringae]. *F
gemerator Stringlitype lbem, literal Empbystriog)
literals Erpeyscrlng:
Cperatars
MeString + 18em -* BEringl; ' pake 8 atring fronm an ltem *F
Lengeh : Stringl -= Integer; /= length of stroing *y

Firat : dcring¥d -> Toeng /% ficme item in ptring =/

Sail ¢ Bckingll =» Siblngh: J% a1l bat firast fbtem in string &/
Last 1 Stringl -> Iteay ¢* dant itam in-®tring */

nead i Beringl -> Scringh; J* all but lasc item in micing ™/

Bpfe i BEnimgl, SEsingh -» Scebng; i comeatanarion *f
Extract| | Strimgl, Tnteges -3 TEemp f* got item from sbtring =/

Hodify! 1 Btringl, Inkeger, Ltem -=-Beriogly J/* modify string *F
Bukder | Boringl, Inbegor, Tnteger == Bbrimgl
£ Sobhftris,i 20 & #icirgd of Jefagth 4 startiog mt seraingdiil 44
g3 : Item, Icem =-» Strinmd; ;083 5 Teem, Iham, Ttam = Srringids
g4 1 Item, Item, IEem, Ltem -3=Striogl|
@5 | Teem, Ibsm, Ibem, Ltem;, IEem; Ebsm -+ Ecringl;
55 : Ttem, Ives, Item, Item, Ires, Totém, Ifem, TEeam - HEripgO;
axioms "
for all lresd, ivemd, iven?, Sresd, | tesd, Irens, Ltens, icen] in Itoa
For all =, wil, 53 =1 in Cerimgly EFer nll 2, 4 in Intager|
f* gonstructors are Emptystring, MEBtring. and =7/ *J
J/* ggualities betwesn conmstructar berms ¢
& ¢ EmpEywkring == o;
Emptyatring /' &8 == @&
(&l £/ B2) 7F BT == gl M (53 £) 82
f* definition of Leagth by apnl:.ri;ua it to'mll const¥ructora ® 7
type Stcirg Lecgth (Bptystcingl == W)
type Serifg LetgthiMksiring{itembil == 1)
typa String Leogthisl /¢ 53} == Lengthisl} = Length{32);
I* dafinition al BExtrvace| by applylsg Lo po all congerustors, =)
Exkract | iMsREring (ltemd), 0} == itoml:
i« Lengch [81| == ExCrast! (8l /f 82, §) == BExtracb!(s3, Lig
L == Latigthi(al)
==> Exfrecti (ol // FR, 1) == Extrmcefi[83, | - Lengthimlijs
1 <0 o i == Lengthls) ==» BExtract!i{s,; i} == arrcel;
¢ dalinicion of Firet and Lage by aschér operatione *f
FiraL {8} == EerLracl| (&, O);
Lagt [9) == Bwtract!(s. Lengehim| = 1}:
fr dafinition of substcis, i, i1 by ioduokicn cm 3, "F
L wn-p and L <= Langthis] ==> SubSrrig. 1. 0] == Erpeyrocing;
L = O omnd § =0 and L 4 § <= Length|a)
wma GmibGte(a, i, 30 e=
Sahftrie, L. 4 - L] /7 MkBeringiExkract!ia, 1 + 3 - 1114
Ledlgrd=9ar b + 1 > Lengch(s] =3z Bsbitr|o,. 1. §) ==
arens] s
£ dafinicion of Modiby!. Head. Tail, Sx by ocher oparations =7
BadiEy | (e 1. itemd] ==
Bukfeeds. 0. 11 /) Heserlogileserd) J/

4 Copyright B 1897 IEEE All Aghts resernved.
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Bubder{s, 1 + L, Lengehie]l - 4 = 1)
hawdla] == Subdtris, 0. Lemgthis]l - 10
Talll=] == Sabitxris, ¥. Lengthi=]l = 11
Galican], Scaml) == Mkdtringiltem) /7 MEEtriogiiteml]| i
Silicend, iteml. iTeml) ==
HEString (ic=wd} J/ HEStEingiiTemi) 4/ mEstrlng{lcemd];
Sl (icapd, iftemdl, itew?. LEefd) ==
mkstring[icesd} /) MkStringditesl) /f HeSteingiltesdl //
Hekgtringlitend)
S8 [dcenl, lbeml, item2, iten). itami, LtepS] ==
HEGLring(icend} J) HESEringditemlh S/ NEGUeingiitemil +/
HekStringlitend) S5 MeString{icemd] /) ¥kScrimgiicemS] |
Sl ldbeml, itemi, item®, itend, iteémd, Ltemd, ltesg, Ltesl}l ==
HESCeing (itamd) /) MeSteipg(itesi) J// HeBtripglibcamd) F/J
HEStriaglitess) /¢ mkStrioa{itesd] J; MkStriogilibemS 05

HkString(itemb) 77 HMStriog{ite=Tlr 11)1¢
endgener Aad BeElagd;

jli.ll-"ll"l.-l-ll-l‘-l.*iil-'*-l.r‘-'rr"."i'.'..""‘..-‘..ll.‘

L] A5E, 1-style BIT mort {(froca 2,108, Annax Al

T W

/" Bit i a subiype of Boolean -- bitc waloes 8 and 1 are
/* nok mimecald and chfinst Ba used Witk Integer Gparators /)
newtype Bit inherlts Boolsan

licmraleg 0 = falee, 1 = trus; op=racors all) andnEAType Bikg

F.**i*i*'**‘**i**‘*.-ii-l.ii.l‘*‘*l.*..‘**l*l.li*l-l*'l'l‘lii"-l‘b‘

- A5R, 1-atyles IIT BTHRIRG sort (adagted Erom T.105, Armex A
e R L L e L ]
#* Biestriogs ars P-osrigin otrings «of Bic: 2.10% wpom &M, l-oiyle
J* lirerals ln bipary ("10L1'R) &f hesadecimal ['D3H), BUC Chia
/% pyntax la not accepted Tar 3, 130 giriog literals, Thereafars,
/* chis verplon provides only hexsdecinal litecsals Ox0l-ouFF.,
i Bitstring opfrators "=»', ‘meobr, tagd', ‘o', and "dor' act
f* bicwise, with the lepgth of che result string equal to the
/* lemgth of the longest |or ocolyl source steing. #/
newrtype lieskring Steingd(Blc, ')
adding likerals maees Hes Licesals;
oparators
*not® : Blcetriog -» Blocstzring:
"apdT ; Blestriog, Bitateing -» BlEsEiing:
"gr® | Fitetring., Bitstricg -> BiteEcing:
sxort : Biestrisg, Bibstring - Bitstringi
"mx® ¢ RICSCEing, BIraCrimgy =@ Bitsteing: nodgqualliy;
axiaini maces Hox hwlomo;
for all s, 51, 53, 51 in Bitstring(
= § ww CEu;
8l = £3 == 23 = gly
g1 J= BER == mob (81 = EZli
8l = fl =r Erue == 3l == §2;
(el = EXl acd (B2 = 53)] ==>al = 51 == true:
(et = 3] amd (AL fe BY}] e sl om 5T = Ealee;
far all B, bBl, B3 in Bit{
- T N R
ot (HEScringikl /0 =] == MeSeclnginst E) ¢ pek (2]
it ﬂﬂﬂ (8] - |I=
Lanpgthi=] = 0 == ' and 8 == HESERina(d] and g5
Lapgthis] » 0 s=sr 5 and '" == 5 and FcECTiodg U]
HEkJtring (bl /¢ ell and [EkStciag(kl} /5 B1)] ==
HeSeeiag |kl agd B2} 4 (61 and S3);
gl or 5@ == nek [(not pl and pot BX);
g1 xor 81 == (81 or S2) and oot [=l sad 53
gl = E2 == not (nob sl &nd 52pchlg
map For all 'BY, b2 in Bitatring licerals|

Copyrigni 3 1837 ESE. Al rights mseraed. 3ls

329



BEEE
Sl B2 797907 LEMIKL AMD METROPCLITARN SAEL NETWORKS:

for mll bal, bs? in Charscring lltéeralsd
£* commection to Che Strlag ganarator *§
for &1l b in Bit literalsi
spelliog bl = ='=0 ¢ bel A7 bad ff #0ve,
spallimgdkal = "4 ¢ bad A . smmllingibl = el
=i ]l == MESERinglEl S0 BI; Sh;
endnewtypa Bakstringy

JragmiiwdrTarrivertddeideb it ki it e e PR EA R E R FE YA R RN TR T PR R R E R

J OCTET mort [influenosd by T.10%5, Anpex A
'I-il-'Iir'-iiliiﬂiii-lir-iriiriil-l'i-liiii-iir-ll-l-ii-i-i-bii-l-i-i--l--l-r---i--iriiiilf
£* Ogkat ia & aubtyps of Ddtabring whors length always =8,
/% 2.10% asdu & “clwe *keyword to SDL ard dEfines Oebeb wikh
Jeom . SonBtAants sige |B) .. " b0 imposs this length cometralok,
{® Heca Goret relles on proper ces malocaln lsogche e muiciples
S &f B Prapar lesgrh ecrings ace crsatad by the hesadesimal
f* Bitgtring literals fe.g. {xD3] and cperator mkOctak:

L o= mhboket (i) CoOYerts . 8 non-negative Integer lmad 256)
f Lo an Denst (exsctly 8 Likal

L {r= oetecvalioy coorercs an Jobsk to pn Integer (A:285%
FLl ors ELipdal reverges bit order of che Ootec

£ f0L—=2T; la=e=if, A=ewrl, Jl=smd] =7

nawEyEs Osten inhsrice Bitetring  sporatore alls
adding oparatoea
mkdceat © Inkegar => Ockak;
oocatVal | Socer —& Inceges;

Flip | Dobat -» Ootekd
BNECERA 7

Eor mll 1 In Integer| for all = 4dn Gotetd
1 =P === mbdcoab{l) == SRy by DL, a, 9, 9, @3,
£ =] =a> mkiceet(l) == AL, O, 0. 0.0, 9. 0. Qg
E»1 and 1 we 355 sew miOoTar(l) ==

Subfce(|Firotimbosoatil mod 200 /7 mhdcceeld ¢ 203, &, &)1

£ = %% ss> mkioter (1) == miDcbotil mod 9561 ;
b @ w=x whatabii) == sgrori; J
o = MEEEring (0] == &itetValizs] == @r
= HEFtring(l] ==k gEoaEVEl (0] ==-1;

Lengthisd = 1 amd Lemgthizd <= B ==
actetWaliz] == soceeval{Fizatis|] *
14 * (pttetvalisubStric, 1. Langthiz) = 3ip1i;:
Lengthiz) = B =s» goietValiz] == srrer) )
flipfzl == ER(={7), 206} 2ialonddoad Mrml2y s (. 2ty |14
Endrsutypes OoEsk)

lf!-“lf"'lil'l AN RN TS RE R EREIR RS Rl oot s R o SR R IR RIR FR TR RLE O B 1)
" OCTET ETRIND sort  (scsmwhat influenced by T.105, Aapee A)
I'I-I-Ili-I'IIiililiiiiﬁiliﬁiiliiliiiil-iiiiiili-iil-iiiiﬂ-ili-‘iiiqr-ip.ll

/* Occacaczeirgs afs §-ORIGIN strings of Octes, HOT 1-ORIGIN
A% pErings likae OCCeE_String Ao X.105. {ldece tho fsms change) .
J* Diebxbritig hag cohvergion cperatirs to mnd Erom BElotsoring.
/* and ioteger to Dotetotring. Oebetatring liverals are "nalle®
A% ol l-4, €, B Ebem QxQ0 stringe DI, 02, 03, Ood, D&, o8, *}
negtyps Cobstetring StringD Dotekb, null)
atding liceralw Ok, 032, 3, 04, 06, DBy

oparators
O % ; dccatstring => Bitweziom % pame changed Feom L, 105 =
G_2 1 Bltstring == Oobetstelnm: #*® nans changed from 2.10%8 =
mk0S @ Incoper; Integer =» OoEaSatring) F meCa[11,13) EeturEna T

{* nkatfing |mkDcsisbi 1] ] padded |0xF0) bo lengeh 13 =)
MEJGCEALE @ Inteper -= Ockeabetring; /% 16-bBit isatsger to Z-ootete */

axions
tor all b, bl, B3 En Blescringd
for all » io Jocateeeing| fer il o Ln Ooceid
B_S(mikll) == "¢
114 Copyright B 1537 IECE Al righis rosiars.
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B_STHkGering(al F/ &) =« o /¢ B_Blalf
G 8"} == aull;
Lengthi{bl} = 0, Lengbhilbd) < 8 =s
@ Flbl) == MESEringlbl or 9x00); * expasd bl ko 6 bite *f
b == bl /f b3, Lengthlbl} = 8 ==>
a_s(k] == MEdCelngiol] £F O_Fik3p)
for all 1. k Im TEacsgerl
k= 1 == gkiE(l, k) == MeBtring|mkoctetii] ]
k r ] ==x BEOSTL, K} == mo03(1i, & = 1] F/ HeSCring{0x0D):
K «<a 0 sa= garyorl)
mkdscteta (L) == MESEring Inkoctet{l mod 25611 /4
HkSering{mkDotet(di / 35870 b4

o] == pSCElog | D0 62 == A1 7f LG
ol == 02 ¢/ 0Ol 0 == 02 fF 0di
== 0d [/} 03; of == D4 /F 0ody Jbha

map Eor all O, 03 in Ootetotring liceralal
for all bl, Bl din Bitatring litermimy
speliing(od] = speliingibl), apelliingid2] = spellimgikll
mex Ol = 0 == Bl = B2; iz
cndnsatype Oobebakelng

‘IiIr-l-i-ir-Hlii'il"-il'i-iiri!lril"!irir'-lr'\l'irlr'r'llr'IrlT!il-li-!ilii'!il!nlil--lii!
L] MAs Address sorbas

EEER R AL AR R AR A A B AR A A S R

A% Machddw Le & pubkype of Schecetyring with added operators:

e lgGroup (s} =trge Iif glven 4 group sddress

'L ilaflcatim) =troe Lf glwen che brocadcast nddcess

= IsLiocal imp =trus if given a locally-administered addreas
" AlE0e dind rameEltE Hachkddr ba Octecstring

#* MAC sddresses mest be defined to ba exastly & potate lang,
A% Eyplcal iy vaing the S6 speracsr or sullAddc synorgm, =/
BT e Mac AR imhecite ODoctetstring op=rators sli;
addirg operaboEs
{afroup : Bachddr -» PBaslean;
isEsEy 1 Bachddr - Bool=an
lalaEal o Hachdds <& Boolaii;
adriss { Bachdde -» Coretostringy
axions
far all & Lo Macshdde |
[Lengthing = £] and [{Extract! &, 0] and Gx01] = DxC1)
mak 1QCFaupim) == Lrgo:
[Lemgthinl = B} mnd [((ExEract| in.9 and Gedl] = 0xO0)
e laGcowp|m) == falaneg
{Langthim] = 2] and [m = 38 [0xFF,0xFF, OxFF, IvFF, 0xFF  0nFF) |
== jaBeak == Cruey '
|Langihim) = 6] amd (0 f= 26 |0xFF,QxFe 0=2FF, (xFF 0xFF, CEFF] |
== lgBost == faloa
{Langthinl = €] and ((Extracc (m,0] sad 03] = Cu0d)
=== ishorcal == Crue;
{Langthin] = €) and [(Extcactl [n, 0] and Oxdd] = Dsbil)
m=x jglocal == faloe)
Lengbhim} /= § === grrorl /% common &rrori Torm &)
fer all & in Ofkebtsbciagim « Hachndiet (o) == adaOdiml = or 1)7
endnewtyre Maochidri

newtype MachddrSet | powerssel Machddrl  andnewtype NachddrSat;

mymanyn bepkAddr Machddz - % Draadcamt Addrsas *f
wbype MacAddyryr 26 [FF. IMFF, DKFF, OxFF, OxFF, (xFF) ¢

synooy® nolliddr Hachddr = A% Eull Rddress 7
a4 Eypa Mackddes=s S6 (0200, 0x00, D=0, 000, Ox0D , Dm0 ¢

Copyright § 1087 IEER, Al righe rusanmed i1
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BN B2 111607 LOACAL AND METROPCLITAMN ARES METWORS:

#li'lI[lllil'i'[l"lil"il‘iiii‘iii+[liillli[lliilIllili+iilli*l[iir
¥ B35 description socts

liibiillifiiliilillIiliiillIlililliIlliiliiiiliiiil‘ilbriil‘iliili-f

/* BesPecr ix ueed gleh Mlnassan.ssnfirm ond Mimedoin.reguess *F
AW UyEe BoSbocE  OTEUSC

bdiseld Hacadds,;

bdBsTd Octebskring L == kength-<= 33 74

bdTvyp= BasTyDe;

bARCnPeT Tur ¢ bBeacan paricd in Time Undie *f
baGcimPer InCegery i* OTIM period in beacon periods ®/
BT s ranp Derecateing; f* B Occeta from Probefsp/Bescon
bAREar LT detetoceing 8 Dotetm TEF whon rM Tobasp =/
badphyFarms Pl Paras; #* expty 1E nokt nesdad by PEY *J
B30 [Rares CITarma; {* empry 1€ noc CIPpllaglinina FCOF *4
biirhssParmE IhooPAarmo | /v mmpoy LE infrastroccure BES 4
batap Capabdlity: f* papabdlity information )
BAlratan Rabmakiing: f* RSN Nagic Faro @or v

endnewtype Bssbscr;

rewtyne Banlincriae piveazAek | Baabace) andreuryps EmabaorsSen;

#ll'll‘IIFIII"IIFH*"FFFFFIFF**I-IH-IIIITI"‘F'RI'llI'!'llrl‘l!'rIl
L] Daplipate Ffiltering suppock sdctn
i[ll'iiIlilliiiillliill!lilllﬁlllllHIiIIIIH[III+IIIIIII‘[IEIIII‘II#x

SyRLvRe Fraghan = Inbsger f* Range of pomaible Crageant ranbaro *F

cormtants O@eMaxFragium  ecdevhitype Fragihm

syneype Bégium = Integer /* Bange of possible soqustice husbars =/

cormtants 0:409% andesyntype Segiumy

rTVEE Tugle Btruck /Y fer ﬂm:ﬂit:l-l:- Eiltering & defragrentation =/

fall B lean; * =atrus b E Tuple containe walid infa */
Ea Machdde .-" trarmiceing scacion addeess (RAddrd] %7
BEl b TR AT P o F i E-leun:u fussbae -

fn PragMumny #* pomt recent Moddu Erdgment nusber 90

8 F3 Time; f* racection Time (epndix of Eraceentc) */

Aafaelt § Talesa, mullRAAC, G, &, '@ _]1;
endoewtype Tupla)

R Rk bk kA

" TupleDaths MIBDSEE mércka
LR RS AR RE SN R R P N N l.l‘I‘I.lj.‘il'.lli'li‘l.l‘li‘i’"
= Hueber of Tuplalachs RCEias &l apaociaved fndec rarge "/
mymonym bupletacheSize Integer = 133 ¥ACshin valwe Lo oan cxample,
TupleCacha ai¥a = iaplessntaticn dspendane o
aymtype CacheIndss = Inféger oonetante 1) bupleCachesize
smleynitype CechaIndexp

f* TepleCacne AETEY
i cathe = ClmsarTupleCache (cache) to lndclalizg cacha
| cacke s UplacgTuplecachaicarhs, oddr, mag. frag, =redfx)

. AT «addr, saqs LE alraady fached, updabtes frag

/e if =pddrc,e=q* not cacked, fills an empiy entroy

i or repleces an entry aging an umepacified alaorithm
g AoarshPuplefache | canl, A88¢, @adg; Frag)

e eeturng Etxae if gpeciflsd «<addc, seqg, Erag> in cache %/

newtyp= TupleCachs Arcey| Cacheinds=x, Tupl=|;
adding operatess
ClesarfupleCaches 1 TupleCeche —> TupleCache;
SearchiTupleCache 1 TupleCache, Machddr, Seqgimm, Fragius -@» Boolewn;

UpdaceTupleCache : TuplieCache, Hachddr, Seqi¥oen, Feagium, Timé ==
T e ke

ocparater ClearTuplaache;

Cpar cacha TupleCache! Tetorns TupleCachd: refermnced;
pEratey SedrchTopleCache;

fpar cache Tuplecache, toddr Macadds, teeas Segium,  Efrag Praghum:

£k Copyrighl 8 1967 ICEE. All fghts resened,
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retirny Boolean: cefersnded;
operabor UpdateTupletache)
fpar cacha TupieCache, caddr Machddr, teeqg Seqbium, c©frag Froghium,
tnow Time; returng TepleCachel veforoncesds
efcinewiype Tuplelacks;

e T P

s 3i-bik Pounter zoTk and lnbeder #Lring mort
LRI P R R R T R R R L P R R LR L R PR RN N IR AR L ]
/% Thim #aort uaed for HMIB countard, needed becasss SOL Inctegecs
f* have no speclflied mecimam walue. incidounter) increments Che
f* countar valus by B, with wrapatound Erom {34321-1 to O, "4
nawkype Counterld irherits Tnteger operabors all;
adding OpearsATtoCs
ing 1 Counkear¥l -> Countexrdd)
axions
for all ¢ in Counksridy
0 % 4dFAIETEFE wimle Epc{c) == O & 1;
o »= J2HFIETING == inoclol == 01 i
emndnewtypa Counterdi;

f* Stcing [(l-scigin) af Trbtegar *)
newkype Intetring AStcingd Integer, nolmbtii andpowtype [ntateing:

Oiperaier dhear Tupleliche Clearlache_lafL)

e e e

:. ?ﬂ.r Fi (L]
e ) e |
el Em% .

=l b=+l

|

P -

LR 'IH-HMIH-;H
i R
el
oy pl e R haklae)
Copyright @ 1857 IEEE. 4l rights raaavid. W
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Sl BOZN 115987 LCCAL ANDMETRCSOLITAN ARES NETWORKE.
Cipraor icarei TupleCachs SrarhCacha 1w 1)
] A i rh'-ﬁalﬂlipﬂm
" TI.IFD::'IEE" T
| ':1:'; - Ll cachie, mid, soq, frag
i Eq % l :|.'|.lru.l hlﬁ; i1:r||2|;r|n [ T TE
1 I'I'I'r:i'ﬂ Hodean ; :|||r =T I-I-i' s
K anioriir s T b ot e o

E Cachiginder
2r] Tovel Hiool com
| ————
kw1 =]
-ﬂ_l_li.lf‘i'rl.l--- il ---_‘IE i pﬂl—Tu‘ B Crne K A El =)
illl.ﬂﬂ .:ﬁ'ﬂ.lm i g aail II:-E].:::"_::IHE-II"I:“ L]

30 Copyright © 1937 IEEE. Al ighes masrvad
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iperasor ppsdate Taplelache UpdsieCaske_1h{1}
pqmmeammamas - -

1 ocarke TupeCald" TuplEEhe
| el MacAddy ) P i kP Frpler i
| e | — i - A
3 mow Tiine . H meaichi n.:hu nﬁ
| retarms TupieCache | e fond el i mzad
e ity Htﬂuulqr
-t |l.|J|'|1.|.h'd weris
I.___“ II'li l.nl-!l L TREL
e = I:lnm-H |r,|-|.|.r|:|.|ml.-lmr
del ot Hooleen L “W!-' i & ni-Dr ity aelceied
el emp Tuple | ekl )

mﬁl’;l:ﬂll rithm, 5
E#ﬁﬂﬁ“ﬂ:ﬁ'ﬁq

e R

ﬂl‘l.l'“

Coryrighl B 1907 IER R AN rights missrmd

335

E¥A |




IEEE
2 802111907 LOACAL AND METPOPOLITAN AREDA METWORKE:

LR R LR L R R L ERR N LEERERL PR R LR LS LR LR SRRt La s B Ly sy n L]

b GeEparabtor Dor Quieas acrEn

LR Fl"'F'I-F'I-F"*r!*"EFT*T'!F!-HH*"-'1*1HT!ﬁII-HHIHFHHIIHlﬂl!HllHlIIJI
f* Thé Quéaue geneacascr is decived fron the Stricgd generator
i ks ereabe Queued of asy FScE.  Judces SpeRabods nre:
L ffirstigqueas,item) adds iten ag the first gqueus cl=nent
fe Glast |queus, iten]  adds loen az the last quens slemank
& and the Ecrlngld cpscators Length, /. Flrst, Lasc, Head, Tall
f* RanauEs cpecaters gan anly retum s gingls valus, remcwing an
S alagmsnt From & queve Lo o I=sCap prosssd:
i dacquenge Firdgbr Lean =Firel [gosus) ; Gomud; wTa il [gusas ] ;
i dequege Lasci L rem sLans [quased Fasus =Hoad (quoasl ¢ */

generator Quenstype Them. licsrcal Empbyrgosus]
literala Ermplyquana;

opEratore
b ] ¢ b sw Qudnkdg * pake 4 quese From an loas
Lengc t Guewe -» Integer; /* pumber of ibemn on gueue
Firsac t Qe == JTCam; f* [lrakb item on gueus *F
giiratc | Cueus, [oem -3 Qusuar /" s icem az firsc onm o gueas T
oail | e —3 s | /* all kb FirgkE item on quess #F
Lagkt D Qe =w Thom: /& lagt icem dn gueoa %
Qlas=t | guege, Them —> {usus; i* add ltem a=z lapt o gueus =)
Bead ¢ Qe = QUi ¢ all Bk laskc Dfes on goece =/
e | Jueus . Queee -3 Jaeus; i® comcstenntEion v/
Extract!| | Cuewnes,[ntegesr -= Itemy /% oppy item from gQuens )
Hedify! o Quace, [nteger, Toem - Jusudsi | * modify lcen in queca =/
Bulg Ciemng, TREoger, TnEsger —> Qupus

i Euhq:q.i il guaws of leangeh | pearcing frem gquemsii] =/

axcdoms

Eor all itepl In Zoemi Eee all g, gl g2, g3 in Queus(

For mil 1, 4 En Intagac|
i sapatrgstorg are Dnpipoaeae, MiCusus,  arsd "_|r.l"'l: *y
fvompaalitiasr betwsan congtnuicEsr Eerma )
§ /1 Eprydieus == o
Bmprymiaue 44 g e g 4
(g3 A/ Qb #F g3 == gl 4/ g2 &/ s
frodgfinieion of Leangth by applying e &6 all Scnedrectors *)
type Queus Longth (Bmpoygqueusl s= 0
type Queve Langth(Mojusuailcand)] == 1;
Eype Duaue Lengthigl /J g2| == Dengthiql] + Leéngthigl]
i+ fefinicion of Extract! by applying 1t b0 mll copetouctord, *f
Bxtract |l {MkQusoe{{itend], O} & {cond;:
i = Lengthigl) ==> Extrect!igl /Ff 2, i} = Extractiiql. 4j;
i == Lemgthigl)
=mr Exbrackl{igl JF g3, 1] == Dxcraceiigl, 4 - Leosgchigli}f
1l = por £ sm Lemgthig) ==x Extzacbl(g: i] == &rrori;
/i deflnition of Firet aod Last by other operaticos ®*/f
Plretigl == Bxtracziig; Q)i
Last{g} = Exkrastl|g. Lemsgthigl - 11
/* definficion of Subfig,i, 3} by induction onm 4, #¢
i =2 0 and i <= Lengthigy == Subliqg, £, Cf == Empryqoens;
i m= 0 @nd § = O &nd i & ] == Lacgthigl === Subdig, i, 3| ==
SubeQiq, 4, 1 - 3¢ ¢/ HkQumue |Extract®fg, 1 + 1 - 1F)4
i< Borjs«<0oris=3]>Loangthig) === Subdig,l,1) == errorl;
¢ defica Modify!, Head, Tail. Qficst, Qlast by other opm #/
Modify!{qg, 1. lcemd) == Subgdig. 0. 11 /¢
Hiifaeumlitenl} /F ScbQiq, 4 « 1, Lengchigh - L = 1};
headig) == EBubdlg, 0, Lengthigd = 1)y
Tall {g} == Subkl{g, 1. Lengthigl - 1};
Gficmtlg, dtenld) == MkQueue(icendd /7 Qi
Clastiq, ltem() == g /¢ HkCueus{iteml; Jhbs
atdgenmzabop Jueds |

1 Copyight & 1837 [ESE. AT righis ressremd.
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I,I.u..|nt1*.-.*|i.q+i.u.----l.i.-li.H.i.l-iu.in.illu.lli.l-'l!ll!r-ll'-'-r'li'-tl-i‘i-irfii'

it Fragmantation support sorts

Ee e R e P R R R R R L R AR R LR R R R R LR SRR LRl LR Ly
F* REray o held up to Fraghan fragments of sn Mesdu/Mmpdu *f

negtype Fraghcray Arcay|Fragium, Prase); apdnaTyne Fraghriay:

{* Fragidi structide in Eor QOTCOING MSDDs MWEDUSs (called EDNs)

{* Eack SOU. even if nob fragmefited, Lfe Beld Ln am inctance of

¢ phis scEuccure awalting ics (re)transpission accempcis).

#% Teamamlt quenedis)] are ordered liscs of FragBde instances. "4
AEtype FragSdy abndch

fTot Fragium; " mapber of frageente 1A pidus Fosghroay )

foux FregHum; f* paxt fragmant menher koo gand *

[An Fraghum; {* moxy frageont to ennounce In ATIM or TTM
woen fhnc > fCur, pdus (fCur)+ may be senk *f

pol Thma; /" met ko (pow ¢ diissc(nMaxToMaiulifsEins)]
when the antry is created #)

agf Seqiius; f* EOU gequence menbar, Ddt it 1t Tx avbespr =/

-4 Intsger f* mhart fatcy counker Eor emis SpO v

iee IRECOHEE r¢ Iong rertry counbed o Ehlm STE %

dst Mechddr {* daptinaton address *)

GEpa Do lmar F* wirum LE BA (ot DAY i@ & grouap addceas #)

pain B lean; F* mpppe LE R |met TA] may be In pwe _sawve =/

T T Boclean; §#* mirue 1f fragment burst being resumed */

enfTe I 7% addrasas v which confimmaclon 1 zene *)

Exrakes Rty % date pate uped for lnitial fracmeat =/

af CEPEACTICY it raquastad pricriby (fram LLO) *F

pdus Fraghrray: T mrray of Frane B0 hold fragments *f

endnawtypa FragSdu)

/* Dameus of FragSda
J* for power sove buffers, otc., ssarchable with {uesrch operator:
e indaxi= Gasarchigueos, adds| whipe queom in an SduCusus,
J/* ingex [dencifies the flesk quess entry a4t which
/% entryldst = addr; o a8 =1 if no mabch (or gueus smpby|. */
navcype Edoguece Qusws (Pragsdu, empbyQ) s
adding operators
gdearch : Bdulioews, Mackdds -> InEegec;
operatoy glsarch;
tpax guoe BduQuesus, wal Mackddr) vekuma Intager; refarsmond;
andneetyps SGaluape;
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Ulperuter ueandy Curerch_1ni1]
ﬁ: l-lv.l
;‘-Hml I 1I'|:|u ruE. iy
Al pefiirfe -1 For lrerll;f qurue
|
k=
o
(k=) it}
kE=k+1 [L=TTL IS
|
[iruch
ramh:= -1
T
124 Caopyright € 1057 IEEE, Al nghds mserved.
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Juiﬁfiiriiiiiliiiiiiliiliill'lilllllllllllFllrlTF"‘--*“-'1"'F1*I1

. Defragmentabion BUPDOFL RAsEs

Ii.lirlir.lrl--li-i-liil-liriiriiiiriilirriirlil-li+hi-**liifﬁll‘QiF

J* The PartialBSdu structure ia [or IHCOMPLETE MSDUR OISR

/% (generlcally 5al for which at lesst 1 Ecwgrent has bean

/¥ raceived, Unfragnented Bl are seported upuward immedisbely,
/% pnd mre never etored in iostancess of thif sbeucturs, *f

pautype PartislEdiu ebruwct

Enlhas Baci]l sar ¢ * werpe 1f Chle lostance holdd ary Cragmenbs *f
ria HEaohdde f* granspliclng scacion (RAded) +y

TEN Eaghum) f* B esguence monbsr *f

Elus Frmgbiun; f* Ezapeenl manber of moph secent Mpds =)

ranl e, A erwediiees | abasPdceivali Ferina) 4 1wk Bpfa &)
rady Frame; f* buffer where Hpdusn are concacenabed * )

dgfault [. false, nullidde, O, 0, 0O, mill .0;
endrowtyps - Part lalfdu;

newiype MartialSdekeys @teuct = BI aPrivaceietionInglementedsbree =
whetHeys EeyVactor, ' defaule Heys when let frag pecelwed *f
WEryHap KaysapheEay s i ey mappings when lat Erag cecelusd &)
R Tl Baelean; f* akxeludeUnendcypied 8 lst foag o= %/

endoewtype FartialEdu¥eys:

/% ¥Mmber of encries in Sofragmentarics asedy ab Ehia atakiocn
f* Tha value Es leplsmsnbaticon dependent (min=d, pes T8, *f
symonym defragSize Inbeger = &
synitype defragindew = Integes comgtants l:dafrageize
endeynitype SefsagIndes;

4% mrvay oF PartiniSde For uee dafragmenting sedus and degduos
f* Rearchable ueing the AsSearch operatoE
e indesxs= ArSparchiarray, addy, seq, Ezagh
#* whare lndax e returned bto identify the ficst &lement for which
f* {i{ioise = toue] and {Earteylrca = pddr)] and (QECEy!Eas = gl
4% pnd {encrylECur = (Erag-L]1); oy an =1 1f ne macch found.
e indexi= ArFoee(acrayl T=turom the index of & free encoy,
J* ag -1 LE na anbries Fzée,  MNay _fE&H an Snkry, Balestad unisg
f* an unapscifiad algaritha, Tp avold retursing =1,
f= ATFAY = Arfoajareay, og4)
i Frems whesa [sntryiecl = age), alse ceed bo clear agray, *)
nErtype Tefragheray Aresyl( defraglindse, ParkislfSdn) |
adding  cpecnbore
ArSearch : Defrmgirray, Haclddr, Segium, Fragium -» Intsgqec)
RAEFoae 1 Defraghrrey == IRTegas;
REage ¢ CRETAQATTay, Tine -» Defrapghorsy)
pparator  ArEmarchi
fpar ar Pefraghroay. adr MacAEdr, Ry S, [xg Froagilumg
returne Trteger: referenced;
pperatey ArFres; fpar ar Defrsgdcray) reburns Intsger) refascenced;
opeErator hrbge=| fpar &r DefrsghrTay, mpe Thoe
rocurne Defraghrray; referenced;
enfnewiype Defraghrray

madtype Delfragiarabirray Arrayl dalraeyTsodeyr. Partial Bduloysl s
endnewtype DelragKeysicray

Copyright 5 1007 IEEE. AN Fighis msarad A28
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[hperatoer &S e -*.m'-llll-l
I':TF:;____"L Thi TP 1§

! El.rlﬁ : m !:I mldr, seg, Mg
!ﬁlg; H 'udﬁ “ m.ﬂﬂ- Tirsl ke frci
o s e ad Gl
OSSR EErtHA index (& retmed =1 (£ o fHaeh 1s fotd. )
Uit
FL'E:'l":H.lll 11
 §
iz Feetalslu
ey
e |
—
[z
s by bt 4 E\r&m- =g}
L |
153:.”1.
i Lalss)
oy
i
[=deiragSiae)
eivlios -1
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b A rerss AdFres_ B Lk
E'E:r'_"_'_'ﬁ [ Thif:rm&u'-l Al
] !nif‘;‘l pas m.tﬂ Iﬂwﬁrp}'

uma ﬂ' indiex:= AxFreelnaray
E:‘...--".-- peiurms e, of an uzussd eniry

i THl= Jerimen 15
I AT, dimglemenLatitn

|h':' !1'.----.-- -

“k’m index, HT Y N
g by L =4 peaili= kK immli=-1 l:fﬂ'mj = frE-Ear o
I pessible. ™ | Tiee JuEprr i i

e ! T |_ [ —
ik Finllc=

alem,
nzult=k
]
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O rmor ArAgn Ardiga_lall)
ii:.rr*ﬂd'ri.u:-'-rn:-. "1
I'H:.F: T - H
i__. wrns Deliag Ay i

hdl b Pedidziin |
def emip PatialSots
|
k= | = |
EMIpcean kL
- 51
tearip i L
ifalsck
lirue)
=
e ina|
al
il
T e
epecinea |
25 B Ln s :
Ceilmgie
X2 Ciopwright & 1897 IEEE. AR righie megarvod.
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l,--i---iiihiiiibii-itiiltiililil-ilulnhii-iilJ.u.illn!!l!riqlﬁti**qt!-tii

gl CRC-31% ports [for FCS mnd ICVE

FEA AN EEEFE TR -r----r--r-r-----------------i-ii-----lii-iliiii:

{® oo i8 a subtype of Dotstebring with added sparacors:

e gEgi~ Cegd2itee, octel)
f® updatas bhe cce valus te inelude Ehe moW occat, and
e plrroricee), which returns a Cro value with the arder

¢* of tha sotebs, and of the Bikts in sach actet, reversed For
#* WEo-firgt transmission [see 7.1.1). Cro variables must -have
/% sxactly 4 ocotetn, which is done using LlnitCerc or S4. ¢

newtype Ore inbmrita Ootabatoing sperators all;
alddlng operacors
CE03dl o Cra, Ootat % JFEe;
mirror | Cro -» Octatstring:
Gfepabor Crell; fpar erdin Cre, val OsStEet; mebums Crop referenced;
axlons far mll o in Crog
mirrgricy == B4 (ERipfoid} ], L1EplogZ] ) Tlipieily)y TIApie ]l 1;
wcdliiswkypa Cro;

aynanym ioleCre Cro = f% Inicial Cro walise {all la] s
wa kypai Cress O (DPT, Devw, OuF ¥, Qx¥F g

oynamm gocdirs Cro = ¥ Onigue resalnder Lo valid CRC-33 #)
<< Eype Crose B4 (0xTE, 0xDD, Quwdd . Oo2T) 3

L e R L L L L R R R LR R e Tt

L WEF SUppOTC BOELS

LR e R R R R R TR li-'IIlIﬁlilﬂliil‘liiiiiiliiii“
EYynLypa Eayindax = [nEsget coRStanbs 0;3  esndiynbyvDe Eey Iode
newtype Progiicy inherits Oocetstring oporacors allg

adding Iicevais pull®ey; /% onllEey i dok asy of 2740 kéy valuea =)

pxinme nullley == nall; defrult nullZeys endnewtype Prmgkey i
newiype FaylVactor i® yector of defaple WEP keya *)

Array| ReyIndex, FrogEew) endrnewtyps EeyVechor |

i Migntser of entcies 15 aMopleyMspilinss actey at this stetion.
f* inplemantation dependent yalue, minimoeld [ses B.3.21. #/
Eynomy® eWepReydapploglergth Integer = 1)
pyaEyps EayMappiogRangs = Intager
eoinE canta [ sseplayapnd aglangth andsyac ype KayMaphiaghanga;

newkypes Teyiap sbrust (7 ptmacturs wesd for sntries in KsyMaphceay =7
Bappedadds Hospddy ;
wepln Boolean |
Wy Pragkey;

andnowtyps Eaydap,

/% ¥ayMaphrray -— used for alepKerMapsing table)
#4 an array of EeyMap indaged By DeMappifigiangs, with opsrabos
jw Herpiap == Reylookup[alds, KeypMapiroay, keyHMapherayLength)
/% pacurng tha EeyMap entry for the specificd adde. or
f= o, mulladdr, False, relliey .1 if m mapplng for adde. =
newtype Eeyhaphrray Arcay | KeyMapoingRangs, Keghap) |
adding operators
kavlacksy | Machkddr, NeyMaphoray, Intagers =x Kaykap;
aparatas keyvlookup:
fpar losdr Mackddr, ke MeyMapArTay, KRl [ntedger;
cuturng KayMap; selfarenced:
endnestype EeySapAzTayr

Copyright & 1967 IERE, 1 rights reeral. k7]
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=i inie acmmulmor o *

- ki B wih feodbuk
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Operszor keyLoskap Eeylooksg 1all)
iy ==y oy s P Tils Ay
r b K A:;': 'ﬂ'l:nzi':luém.

Bl s ool 1rme-wg-?l' Lu ﬂ{%ﬁ-ﬂ?
|r.:-:'nl dﬁ:ﬁ.n& w ]
ki Map o st 4 [ o i, mialley ) W
— |
o fll bl
el iy
]
(i)
: : {Eakim fuw ReyMep
B L+ 1 m-.‘;, i {Htﬂrlrillh;h
Ikl vk,
@r
{lalse) P
oo
milasar | | _i
I |

TR -}Hﬂﬁd afiRE ey

ﬂl = ""‘ﬂ;"ﬁw#

l:' Ll :m".lm“ ﬂm

IRay rn_l]::y urlﬂl.lﬂqr

- Ih.l i n.lw:g_.
reni .
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LOCAL BND METROPOLITAN &RER METWDRKS:

jfekrrempissddrdderisdrs e rrrea s e A TR ader i rricrddidonR A mRi i T REwt

PRAME sort (the basic definition of flizlde In MAC franes)

-I--i--r-ri-r-ii-iiliii-i-iil-ii-ir-ihiliibiiiiriiiii--iiili-Tii-'-il-iii-i-ri-"Iir

adding aperacoss

337

f* Prame im & subbtype of Octetstrimg with cporatore for creating
A0 D hesdecs, sxtracEing sach £f the hesdar fislda snd sces

/% menagement ITase Clelds, and sodifying sost of these Clelds,

AP Therm Gre ocpAarators Eo creabs dnd exEfact pRissgement Erane

/* elemenis, but no operators for cha frame body, IV, ISV, and FCS
J¥ fimlde, which are handled directly ss Octetebringm. =)

MW YT P Inharita Oobetatring eparabtors ally

HkFrama
et |
protocalVar
banatype
Ly
SeLFiype
EoDd
setTols
fria
getFris
FaaPrag
aekiMoraFsan
rabtyryBlT
pariateyBEiL
PeTMOT
GEEPUTHgE
mrala
setMorefata
wephit
saTHgpEic
orderilit
setdrder@in
durid
EWtDurid
mdirirl

#e ARy ]
micdrl
BeCHEAT S
PRt ]
sebhidic]
aifdrd
ipefddcd
L

mekSmg
ETag

e Frag

ks

58LTE
HEElam
GetElem
ARLAEDR

e L Fbakuo
suthatat
CERSON

wu Thisegoiam
authhlg
bemconIno
Listenint
ard

mrtATd
curdshidr
Eaph

[ s =]

T I TR R T I L S [ N )

et et L T

H

5y TR T PR SRR S P

TypeSubtype, Machddr, Mackddr, Ocbetebring -> Frams;
Typabubtype, Osfsfabring, HMechddr -» Frasa;

Frams - Intsger) f* Procoool versico |3 Biks] =4
Frama =» HasicType: /* Tyvpe Eileld {2 bdtel ¢

Frame —+ Typ=tubtyper [* Type & Subtype (& Hiksl */
Frame, TypaBubbyps -> Frase;

Fzame -> Bik; /* To I8 bit (L bBich wf

Frame, Bit -> Prame;

Frams -= BiEL;: o From OF Bie 11 bie} =/

Frame, Dit == PFroms;

Frame -> Bift) f* Hore Fragments bit (1 Edbkd =/
Fromae, Bie -» Froowe;

Frame -> Bity f Eetry bBit 11 bitl =S

Framn, Bit -= Frama;

Frame = Blt) FU Rower Management Dib (1 bit] fS
Frame. Bis —-> Frams:

Frame == Blr: |I"‘ Hore Data bt (1 bik) =/

Frame, Bl -= Fram;

Frams = BiEj FORERBIE (1 bicyoas

Frame, Bit —= Frane;

Frame == BicC; o pgEriccly )Cedee fed] (L BLE) =/
Frame, Bit -+ Framps;

Frama -» Integer; /% Duracion/ID field (1] =)
Frama, Inceges -> Frama;

Tramm -» Hachdds; /* Address 1 [DA/MAR] Eimld (8] =/
Frama, HacAddr -»= Frame;

Frams -» Hacfddr) /* Address 7 [SA/TA] Field (&1 *f
Frams, Hachddyr -» Frama;

Framo -» Machddrs #* Addreps 3 [BoorDASFER] fleld =/
Frams, HasAiddr > Frama;

Frame -+ Mpchodry /¢ .I'I.-il:hsulll 4 [WDs-8R] field (&) *y
Fzamm, H-n'-:'H-r = Powme |

Frama -» Segfum; /* Soguenca Renbes {12 bhizal =7

Frama, Sagilem <> Frams)

Frams -= Freghemp /" Frageem® Hoesbher 4 bate)] "
Frams, Fraghus -» Frama;

Fraps == Tima; /% Tlacatown Cleld (8) 4

Frame, Tism -> Fraps;

ElanuntTD, Ootetwbeing -» Peama; J/* maka alemdsi * )

Frane, ElementID -> Framej /Y get slepsnc if aval */
Frama -»= Frabpacods; /¢ Stacus Ceds fisld (2)
Frams, SCrouscods - Fraee;

Framie -> Statgacode; M Stacus Code in Auch frams */
Frams -> Reapantods; /Y Feasgon Code field [3) &
FramE -> I[NDEQEr; /¢ AUCH Seposnca WHunbar (3] =/
Frame -> juthTyoer % huth Aloorithm fisld (3F 7
Frama - Tif; ¢* Bemacon Interval £ield (27 *4
Frame —-= T % Listen Interval fisald (21 =
Frimes -= LoocId:  /* hgasslsxcian [0 Flald (2] =4
Frame, Raccld -> Framei

Frame -> Hashddr) 7" Current AP Addr fleld (6} %/
Froma, Toapabiliky == Bikp * Cagabdlity (Falhsecs ¥/
Frames, Capability, Blit =» Frama;
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aph : Frams, Capabilicy -» Blit; /* Cepabdlicy Ben/Praoba =/
wecCapd i Frame, Capability, Blit -= Frame;
kewid I Foame -» Eeyindex; /* Bey ID #ubkfield (2 Bitsl */

eetZayId: Fraom, EeyIndex -» Frame
operetor GalElem;
Fpar = Frama, al ElanasniI0; raturns Frasa; rafatarcad;
aoci oms
Eoe all E i Frame( fE mll &, #h, da, fm, LA, bésa ino Machddr
Ear all bedy, Sur, wmid, lnfe in Octetatriogi
addrl(f)} == Subdacr(f 4,.6]1;
SRTAAEE](E, a) n= SubSced(f, 0.4) M/ a /) BubStc|f. 10, teogthi€|-10)
BIArZ (L} == QukEEe(f, 10,6}
setAddrd (£.a) =« Substrei(f, 0,10} /¢ & // SubStr(f, 16, Leageh (=161
AddrI (L} == Zubgce(f, 16,6k
EutASATI[E &) == SubSctr{E, 0,161 7/ & /F SubSteif, 22, nahgel (=221
Hddrd [F] == Subgee(f, 34,6k
insAddrd €, 8} == BobScrlf.0,34) /) & 7/ SubSre(F, 24, Lengehiil-241;
ourhphdde | £) == SupSrs|f.ZH.6):
tor all It in Typafubtyvis |
mkPrams (Et. da, besa, body) ==
Et #¢ G) ¢F da // aMacAddress // Lasa M0 92 ) body;
{ft = ptm) wax pkctl{ft, dur, ra) ==
Ee /F @l FF dar 7 ra f/ eStetlanID;
fit = pE_poll) === meCcI(fc, oid, bees] ==
Ev #Ff ol #fF pid [/ Boss /) mBtationID;
(fr = pra) ar IFL = ack] =ex =kOorl(FE, dur, ral a=
Ex 7 01 +F dar /4 Tay
(£ = cfemd] or (Ec = cfend_pok] === akeel (£U, besa, oa) ==
fe /5 alk AF em fF baeng
Etypadf} == HkStringii{}] and OoePS):
EREFCypadC, [T == Mo@ifvi(f, 0, MkString((f(%) and Dx01) ox
Eelbs ki
for all bt in SaslcTypai basecype!f] == E10) and OxDCy g
for all i in Integerd
ProEocolver (£] == ocbetValif(0] and 0x03);:
agEhSegitunifl == oobtetWaldf{del] + doetacVal LELZF?V] * 25Ri;
dorIdif} == octetWal{f{2)] + (ocoteeValif(3}) * 256,
satDurldlE, i)l == EubEcrit, 0, 2| ¢F nkd3|4d mod 286, 14 57
mbdgil [ D8, 1} /) Sublecdd, W4, Leangchifl - 415 13
for mll & in ElemancIDi i
mEElom|@, infs] == o /Ff plO&(Lengehiinga) = 2, 1) //F info) 1
fer mll b im BiE4
EalglE] == if (E(i} amd Ox0i] Ehen I eloe O £i)
EetToDe{f, B} ==
Acdifyt |E; L, (E{1] and DxEE] o SA(0,Q,0,0,0,9,9,0F);
froglf) == {f {(fil] and 0x0F] then 1 eles O #1)
satProelf, bl ==
Modify ! (€, X, {£{l} &md OD®FD| 2¢ SEO0,90,0,0,.0,0.8, 001
moraPragif] == Ef (F{1) smd Ou0d) ehes 1 aleds 0 L1
patdararragif, bl ==
Medifyer (€, 1, (E{ll and OxFBl or 2000,%9,0,0,0,b.0,0)81;
eeEyBie (] == if {([{l] and 0x00| thas 1 slese O Ii;
setRetryBic(E, bl ==
Wodifwet (£, L, (E£41) and 0xP'?) oz 2B10,.9,0.0,.b.9,0,001;
purkgti i == 4 (£(1} and (=10} Ehean 1 siss O $i;
sRtPacMat (£, Bl ==

Modifyl (£, 1, 1£[1) and xFE) or SE(3,0,0.b,0,0, 0,817
morelmtadf) == if (£(1y mod OxZ0F then 1 eles ¢ LL;
satMorsDatalf, b| ==
Modifyl (€, 1, 1E1%y and OxFRd cr SE00, 0,0, 0,0,0,0, 001
wepBEiT(E} == LE (£41} and Cx40} then 1 =lee 0 i
mutMepBit(£, k) ==
Moddifywi (€, 1, {£41) and GzFB} or BE(G, b, 0, 0,0,0,0,01 1
oederBlE|f) == 4f |f1X} amd OxBO) then 1 else 0 £fi,
Cogyrighl € 1887 IEEE. AR rigis reansd. 333
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geflederBit (L, T ==
Modlfyi#, I, (£{1) and O0xFB) or E8(b,0,.0,0,0.0,8,00);
for mll ¢ in Capabilitwy(
capAif, o) == IF (D_S|SobSee 0, 29,30 ad &) chen 1 akas U f£ig
aptCaph{f okl == SubSe=(E 0,24) [}/ (D S (Subgec (£, 24, 2] and
ot 1] o (1f b then ¢ eles 02 £11) /4
Subste (.26, Langthil) = 26):
papB(f,e) s= 1if (B o|BubBer(f, 34,21 and £l chen 1 ela= 0 £ig
sEiCapl|f, okl == Substr (8,40, 381 |/ (R_SIsubSer (L, 34,3 armd
Irat =|l] o (4 b Ehen = slee &2 1) M
Suhser! .16, LéngthdFl - 361 1):
for all ag in Seghan |
geglfl == (octet¥al{f(23} and DHP0) 18]+ {oocacVal (E(23] 216) by
apelfuil, &y == Subferdl, O, 23] [J MkSEring  (E{33] amd OXOF)
o medocatdfag mod TE1 * ig]) S5 mkd@dleg F 1E, 41 7
BubEtrif, 34, TengbhlE]l — 340 14
far all ¢ in Fragiumi
fragifl == pceatVal |FIZ1) and Qx0F);
setFragif, Er] ==
SubSEr{E, 0; 23y Jf MEferiogl|Fl22} &l OxFD) or
mkdctat|{febl F/ SubSccif, 23, LemgthiEd - 2355 4
For all tn in Time( W
tm{f} == tOsaa| Uasc!icctetval (FI24)0 +
{256 * [octecvalif|25)) =
(236 * foctatVal (E(24) 1=
{256 ¢ [eetatPallE {270 4
[a5E * [octetvalif (281 +
1256 * {octeeVsl(E(20)]
(256 * |occEetyalCE(I0) ) +
{380 ¢ oobarvml (EE11010T1010000100) | 1i
petTa (F, Bl == SubSerid, &, T4y ) meosTelmiemi, 1) f4
mkoF | {flwibm] J A58, 51 ¥ mkoBTifixlem) o ARBIEL, AT Y
mD5 | (Elxiem| J L67TI216), 11 !f
mkDE | (Eixitml J ATRAFETARG) , LF S
mkOF | { {ELxiEml & VIR4FETINA) 5 2981, 1} S
mkfE | { (Fixdiem) & C204FETITE] 5 &SRIE) ., 1) A
mEQE| { (Flxdmm) S AZSAETIDE) S ZETITILS|, L} Jf
substri{E, 33, LengthiE]l —32ir
fior all stat io StatusCods|
statundfi == fubSuri{f, 28, Ty
eecdcatadf, otach ==
SubSerdf, 0, A8} S5 #vat f7 SubSerif, 28, Lengthifl - 201,
FucHSERE () == Subdte(f, 28, 2¥; b:
For all re=a in BeasooCode| reaaon i) == Subdexr|f, 24, 2]: 14
Cor all alyg dn AnthTypel AutEType= L) == Subatri{f, 34, Zi; W]
Eor mll u in TUY
beacanInt (£] == ocotetValiEiid)) + (octecVal (Fi¥3y) = 288)1¢
ligcenInt () == ocotetVal(E{28)) + (octetVel [E[27%) * 2561+ i:
Far all sta in REmocld]l
AJAIE] == oobeEWal |EIFA) = [GotecWal(E03F)F = A5E);
SaEATATE, Aba) == SubSeeif, O, JR) /F meOS(ats mod 256, 10 /7
mfieta | 256, 11 /¢ SukBecif, 30, Lengthif] - 301: g
for mll kid in EeyIndexfamgs!
ey Td (L) == gebeeval (EOEV1 0 B4
patBayId(f, kdd) == sodifyt (£, 3V, meoaikdd = #4000 0 Fide
andnewtyoa Frams

334 Copyright & 1007 IEEE. Al ightx resarssd,
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quq'r‘rl‘pr‘r'--lliiilllliiliiﬂiililﬂiillllllll‘lllll‘l‘lli"lllill.llﬂll FEEETRERETATY

L Beasonlods =6It
'r'l'lrriiI‘iiliiiii‘iil‘iiiiliiiiliiiilil‘lil‘li‘li"‘lI‘ll“lfl"l‘l'l‘l"""l"r'lrrf
nmetype ReasonCode inherice Qctetebring ofaraters all:
adling literale unspes_reasen, auth net walid, deapth_1v_gs;
inactivicy,; ap_owerload, clapsd_erT, classl_err,
digas 1v ss. mnoc_mot_mathy

AXicns
AN _Teasoan =z mib05Ll, 21} auth_not_wvalid == nkOS(2, 21,
Aamukth_liv_an we meOS{d, 2] inasblvicy == mkOE (4, 314
ap_overiocad == mkOg{5, 211 claosd =cT == mkO5(%, 3.
classd_esrE mz mbDsd7, 21} dlzas_lv_ms aa pkOS[3, 272

Ao _fst_much == EEOS{D, 2]
endnsuwtype Feasomlods |

jisrddnddddiddderdrarsdddiraTardadTdddatadadiadesdR T e d R R TR TR s R R TR R TR Y

. BoatuaCods sort
R L e R e e T

newhbyps StatuaCode  lnherice Octetstrlng  sperateors all;
adling licerals succecnful, unGyeec_ Fail, unsup_cap,
CRAEST_ND_RE00; fall_scther, uwnewpb_alg, asch_soeg fail.
ching fail, aech_bimecut, ap_ Full. unsup_taktes;

axions

HaldCesd Fiel == mkf8i0, 3] unspee_ failudes wa wikOS(L, 25,
UNAYE_CEp == mk0Ei1l0: X1 CEAECD_NG - AB0C == mkaS[L1l. A
fall obher ms mOE{1I, 2] unaupt_alg =n AEOS[L3,. 3):
auth_miey fall = mOS{1d, L) 3 chlivg fall == BROSE(LE. 20T
auch_cimeoak =& meOB{1E;, 213 ap_fall wa TROFLLT, Fh:
N, FALe == WHEOS{1R, 11

endnewtype ScatusCode)

Capyright @ Y897 IEEE. AB rghts tasarad 35
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Chperanr paFlem Oeifilmn_lali}

Pupmemamn
3 i ekl o T:iEﬂr

: vl I]:-in._ m—ﬂ—mm m
o=ty G

,;jm el frm Eume
Pt

-H

{proke gy m Ireance pai) ::‘uirmn-m

(] k= 1T k= 0 k=4

=f>=k
K [
[F T
i, =
informmaill w I'-:.‘n;:n_ 4
[110-]
¥ trus| i Exlaa
vi= ik 1y Ti=1kelh
I : |
lisg == =&
ul
m?m,rl_l Eﬂ'ﬁ:
S s ——
Wi =
[‘I'r,ﬁﬂf_'l
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Snd B 9T-TIET

AR e L e L R Rt R e L s L et

' Frame Type sorts

A A A AR RSSO e y fth  y ma

i Pmafubbyps defires the full, 6-bit frame type idencifiers
f* Thaxme yvalues are useful ¥ith Etype operator of Foasme port. */

Ty pe Typadube e
adding lirceralm
probe re,;
aukth,
ach,
dats_poll,
efpoll,;
axicms
A S
anoC_Tsp
Fangac_reg
FoASac_TEp
Do reg
probe_r=p
beacan
mEdm =i
Alsaroc
apth
desnach
PE_pall
rEs
cbe "
ok
ofend
cfend_ack
data
dakn_ack
data_poll
data_poll_ack
mull  frame
ofank
cipall
ofpall_ack T
andnawtyps TypeSubrype;

inherics OcceCacring

oparatars all;

mBac_req, Baes_Eap. EESSOC_E ey,
probe_rsp, beacon, mkinm,
desukth, po_poll, retm,
< Lefd, eficnd _ack; deta;
data poll _sck. mall frame.
cfpoll_ack:

MWhEEring (44 (4, o i

MEString(gdid, "

HEESCELng (55 (0, *

HiBeelng (2200,

MEString (58 (9,

a
a
]
HeRerlng (580,
HkBcelngigs (0
HEEEsing (GE (D
HkAswing {FE LD
HESEring {55 (0
HkBrrlng i S (0
HMekStoing{s8(0
HESEring d 58 (0,
Hkacring {28 (0,
]

Li|
Hkatriog S8 {0
Hisrringd (0
Hk3sring{E8d0
HEETEing{SE{D,
HWkErring{ S840,

o S T o e T e T ek D o e O T R T D e

Lo e ]

Cal ol ==l e il = sl = R i e B R Y ]
e o — =R =R R A R = R TR e N R S e
B s T Sl e s e e e s VR e R e R s e ] e
E=r-N—T—E-N =R Rl i R e e s s S = — ]
i Tt i T T N e T i i T i i i R g i et . g o
Pl erlprl | ol P s - o i S i S S e | it i e
T i e i e

% BaplcTypes defines the 3-bii Frams type groups *f

ATy E Dol Ty

inherita Bitatcieg  pperacors all;

edding lIiteralas cantrol, data, mAnagEnsEk, cenerinedi
il o

eesEral e BEID, O, T, 00,0000 ¢

data == SEIQ,0,0,L.0,0,0,04;

ekt T == S587(0,0,0,0.0,0,0,00;

reasrrad wm SRIO 0,1, 0.0,0,0,0];

endnewtyvpe BaslicType!

Couphwighl & 1007 IEEE . A righls resnnard.
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B BO21 1-1597 LECAL ARD METROPCLITAN ARG A NETWORKS:

Pl LELLE SRR EIR R LR Ll e bbbt a b Ll LRl e b p bbb bl abn LR L]
" Elavgnc D sort
r---rl-l-iiiliiiil-iilil--ii--iII-II-IIIIl-l!lIl--lll-Ii-lllﬁﬂl-IIFIIIH'IHHIIFIE!
mewiype ElensntID iziberits Jckebtascing opmcabdcm all:
a¥ling liCaraleg aSaTd ofupRatos. efhFacrns ; eDaParms,
G iFarms, eTin, eIbParmE, ECTEEE;

axlang
#5314 == pHISE0, 1lr F* - pervice set ddentifier (0e32F =/
sfupiatss v= nkOS(L, 11y J* suppapted rates (L:8] */
aFafarms == RdS(2, 1]y F* FH paramotexr et (8] ®/
whgParms == MMOE(3, Lly #* DA paramecar gat (1) &/

eCfParme == mki3i(4, 1l; J* CPF parshster et () =/
aTim a= mROSIS, 11y % Traffic Informatclon Map (diI54F &y
®IbPazme == mkasig, 1l; /™ IBSS paracesbay met (3] ¥

alTaxt sw mpOs(1E, 1} F* challenge cexe (118, see B.1.3.2] */
andoewtipe ElemsatlD;

Fiii-iilﬂi'ii--i--l-ii-'rii--i-ii--il-iilii--iil'iiﬂlll-i-‘l-iil--i--i-r-irii-lii-‘li-‘l--lﬂl-iiﬂliriii

L] Capability field bit assignments sork

lii-iir'u-r'ur-uir'r‘l'-irir'-ir-lii--i-rii-ii-i-ii--il--i--rrr-l-r--i-l'i"-i-i--l-i---i--r-r--rlf
Aewkyps Sapabdlicy  Inherics Dicetring specatews sl

addiog literamls cEss, clbes. oPollakle, cPollRog, cPoivacy:

axlong

B == BE{L,&,0,0,0,0,8,0} /f bwdd; /= ES8 capability =f
CIhEE =8 2300,1.0.0,0.0.0,.0) & 0x00; S+ IBS3 capability =/
ePallabla == 8840.0,1,0,0,0,0,0} 7 0xdl; #F F-pollable [ata),

I prapenkt {apl */
TPollEe] &= S0, 0,01, 0,000 #F Owdl:, f* not CF poll Fog [QEAD,
B2 polla jop) =f
ePrivacy == SR OO 0B R, 1 0l 00 0 My S MER reguiced U/
endntrps CapaklliEy;

lfliiliifii'i'iilﬂiiiiiliiiiiii:iiiiiiiii-lilﬂi--I--l-iiiiilil‘iill‘lﬂiilﬂiﬁlﬁi

* IBSE paransceil ek porc .
R R R PR A R R PR S LR LR TSR SRR PRI Ry e

e bppn Thgs Farme ighazite Occacsbring :uﬂu-:l.‘l.hﬂl:! ail;
adding oparatorcs
stinkin § Ibsafpcma -> T
pebAEIRWin = IbgoParng, TC -»= IDosFarma:
S T
for m3l ib in TosaFaoms( Eor wll o 1o TU|
acieWin[ib) == pepecWal(lB|00) 4 [GETOEYAL(LE(11) = 1561
setAtimWin(ib, ul == skfGlv mod 266, 1) /7 mbosiu / I8, 11¢ 113
et ype DS FLEnS |

P R R T T e T e R R T T e
L] OF parameter set sort

[E R RS SR s R R R R L e R R R O i R A O R I R LJ.‘.

mEwtvpe CfFarns inherics Octekstring oporaters alli
adding oporatora

cEpCount | CIParmp - Integer| /* CLplount [leld (1] =f

1] o o ] o ofarma;, Incegey =x Cffacma;

cfpap Lodd : CfDarmg -= Imbegec; ¢+ Cfpperiod Cleld {1} oy
secCipresing : Cframs, INCeper =x CLPETME:

cEpdax D 1 CfParme -= TUr 7o OfpHaxDuratlon £8eld (3% ¢/
satCipiaxiue v CEPEme, TO -» CfPaemEa;

L e Rien t DfParme -= Tl f* ChplurRenaining rlefd (2fF #=7
SatC oD rHas = OFParis, T = CfParme|

anions
for all cf in CEParmsa| tor all i1 in Integezrt for /1L 4 in TOi
cEptount (cF] = ectatVal [cE{0]];
sebCfpiountiof, §b == meb84i, 1} /) Tadlict);
cipPericd{of} == octetvalicE{l)];
watCEpiaricd{gf, i} == of(0} /f mel8iL, I ¢ BubBes{el, 2,4},

g CaryTight @ 1887 [EEE. AN nghis reservad,
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efpMawbur{cf} == ocreatWalicE{Z}] + {octecValicfi{3]] * I5E;:
iarCEpHaEmir {of, o) == Substeicl, 0, 2] /7 skos{u 8ol 258, L)
f/ mkO3ara f 2356, 1p rf Subdcricf, 4, At
clpDurfam|cfy == ocbatWVal{cf{df] + {occatWal icE{51] = 358h;
‘eatCEparRem|cE, w} == Bubftrict, 0, 41 // mkOS{u nod 2156, 1)
ff mhOSu ¢ 356, thy blbs
andrewtyge CIPerss;

FEE AR R AR R AR R RS RF R R AR TR TR SR

- Sorks for assoclatlon panagemesnt st AF

L R R T T LR P L] N
oynonyn GMaxATd Tnceger = 2007; /% 1007 Lo largest allowalsle valus *)

i* implenentation limit may be lowsc ")
myntyps Aecold = Incegessr  oconscants QeHaxAId  endsyncype Asocidi

J* gdeaelon Agoociation Racerd -- orly used &= Abe */

n@gvps kEochata stroct
pdiddr Hachddr /* address of asscciated scatico */
adFom | FwrSave) /" power save mode of the station )
pACFRALL WLk f* brum iF - station ip CFPnllahla *;
aiPollRg Boolean) % true 41f sration requesced pollimg =f
popall Boalean; f* true IiF sration redquested oo polling */
adHasduip. Boalean) #% brua iF partial Hede dutstandisng ko mta *f
padluth huthType; /* sothentication typs used by station =)
nml:civ. Ratafat; F* ogupperted pabas ol aegcsiatlan regusst *)
[ R ] Thme; f* times of assogistion *F

endnewtyps AmccOsta;
F* Apmociabtlicn ktable — array of AsoccDats, only used at AFm
i | imdoy s ATdLookup (cable, addr)
§® recurma bhe dndex of locstion whers Salble (xk tadAddr=addr
d* arF O if no such Tocatk isn Fodnd. =F
newtype AI&Table Array|{AsocId, AsocCatal
adding Gpecatars
AldLogkap ! ALdfabls, Hachddr -> Asooldi
eparatar AlGLookisp:
fpar gl ATATabla, wal Machddr; roerurnl Asocld; £ D' eenueoed
sfiinewtype ATdTable:

JRdidassd@iresarigEiisdRrFd i T e T Ti e TR R AR T TR Af R A e aded TR ad AT aTES

Ll Traffic Informatlon Map [TIM) support socts
AR TR R e R R R R R Ll
f= rraflficvap 15 an Acray of BlC lndexed Iy ALd.
J% Bitg =1 ipn TrafficMap donote the presence of buffarad frame (m)
/* for the ptation assigned chat RIA, TralfficHap opacatara are;
g pkTim|crafficenap, doimCac, dtimPer, lowild. highhId, bost)
/% Peturns Outatptring to use po the dinfe fiald 2f a TIK alansnt
A% The TIN will conbain kEs =1 f2r Trafflchap lacariong in tha
J% range |lowATd): (highhIdl . PBuffeced bodsdcants and multicasba
J* A4 U) are lndicaced if doimint=0 and if bost=Iirus.
] naxtATd{traf fickap, currantiId]
/% paburns lodex greater than currepthld at which TrafficMape=1.
/% If no locatione Balaore sdpeAld are =1, returnes G, 4/
rowtype Tealficeaap Areay( hesocid, Bib))
mdding opsrators
mePin| ; TrafficMap, Integer. Integer. AsccId, Asoold, Boolean -=
Dotebserbng;
pansbRhYA . TeEaffleMay,; Apocld = Lpooldd)
oparator nkTimg
fpar crl TrafficMap, dbc Inceger, -«dtp Integer, xlo Asccld,
#hi Apsold, be Boolean; TaClcfe OOCACELEIng| Seferenced;
apirnbar miestATA
foar trf TrafficMsp, ¥ Asocidr TelUENR ASOCId) releEennced;
Endnegryps Tral EicHap:
f*Tin ls a pubtyps of Sooetetring with opocatoom:
i mifFramelcin, AId]  pecusne crua LT che TIK info field

Copyight € 1937 IELE, A righis resesvad. 330
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Sl B2 T-TRET

i
i
L
1w
FL]

LOCAL AND METROPOLITAN ARES RETWIRKS:

leotained using getElem) 1s =1 &z timi{nzd).
foaturns Erbs IF Ehe TIM info Eleld
indichses baffered brosdeast /mileicast traffic
returfd DM eount valua From TIM
returna DTIM pariod waliss from TIM )

bafBost {Eim)

diCaont {Eim)
drPericd [ tim)

newtypes TIA

adding opecaboes
bufFrame | TIM, hessld -> Boolebasni

BufBsat
deCoune

TIM -= In

i TIM =» Boglsan;

CegeEr;

diPeriod ¢+ TIM —> Inteoger;

oxicms
Eor all wl

bulPrams el

in =IM{
al ==

for a1l a in AsocTd(

inherite dckstabeing oparabors all;

if n = focteEVal l=ldi2k and OxFEE * E)

@sLAa

Ehen Talss

If & »= [jcocetValisl|d] &nd OxFEITR] 4+ ((Lengthial]l=31"&1}
then falps
@l g

Extract] {B_Siel),

£4 CL;
PulfAzzr (&l) s= [(@1[2] and 02011 = O%01:

deCoont (el == acietVali=lig i

defericd{al} == octetWVal [#141b1: 3h:

endnewtypa TIHG

{a-feceatValial{d] and QxFEI*E]04}] = ]

Cipermar A LdLssloan
EfRE,
b L]
1 wal Machddr;
Al o
A
'EEEEH&:IL H
raapr dnciied 1 I:_]
beeaune 4Rl K
i 4 sherhand i
or suhicas 3
¥
= i Fedulin=1p
1i
30
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Ciperater mkTim
”E ....... W
] - -
L& g |
1 dp bmepe |
| =i |
[ R T i
| b Hoplean;
| Chssirng 2
4 n
gy mrE A
-I:l:lh HIEE]IJ
I'l:"m-:.ml
trafffiz map hit L;_‘ﬂl.l:wbiL
LLLES
.PE.U ... o=t = L |
in B i keak-] Lrlq
i g Bipasal [ Janed @
= | J
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Chperaior posidld PexiAld Laill
LTI LT
Eré.-hm .ﬁ.m::bi:
[ SR ——

&k, sl ﬁ%. Exa

resifc= k resLil i
izl
M2 Cogryrign & 1887 [EEE. Al nghls meenad.
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e P T T

. Multi-cate support sacks
ARSI RRE RN ll‘l‘ill‘lllllil"lI‘I"I‘Il--llillliliilil‘ii‘iii#i'i#'-b-r-i'I'Ir'I-'I'Ir'r'III'
mvtype Raks imbarits Ortet sproratoro all;
afding ' apergboars
calefer ¢ Rate, Integer -> Integer)
] /% gonverts (race.bitCountcl co incegar microsacends */f
racaPal ¢ Rava == Hatd; /* clobsre high-ardar big = §
bapicRate @ Rats -> Bate; /¥ sece bhigh-ooder bhic #)
izBasic : Rate -»> Baolean; /* trus LE high-qwder hit meb %/
akloms
Far all 5 in Asta| Eor all & &n Imtoegaerd for all b in Boslaand
calelorde, 4] == ({{[20000000 = {octatVal (r aocd BxTF) - 11) ¢
1500 " oetetvalic and OxTR)}] * 41 & B999] & 1o0400;
raEaval{g] == r and 0xWr;
banicRAEE ¥} == F aF Q20
ieBagie (]l == {c and QxE0) = Cullp j1);
andnestype Bats:

EynEyps RateString - Octsbteering andeynirype Racastring:

R e T R L L L L LY I e T LT
n HEOU duration fastor support SoEt
“‘iﬁl'IF-'I'Ir'li'l'-lr'l!rrr'lI-I-II'IIIIl-l-l-l-lli-il-ii-i-ii-il-ii-iiiil-iiiil-ii-iii-ii-ii-lf
i* Thass aperators support the =pcoding woed Eo allow
H¥ an- Intager to reprasent the valus of apdaburacionFector.

‘. cal<iP (PlopPits, MpduBits) returns an Integer which ia
f® ghe Eyaccicnidl parc of [|(Flegdits/Hpdudica]-11=(1md]
= stuff{durfactor, ¥MpduBitasl returns the nuomber of PlepBits

f® which result from MpduBits at the specified durFacksr. */
neyCype DUurFACcor imherice InCeger  opesacors alls
sdding  ocperstoce
caleDF : Integor, Incegy =@ DurPacEas;
atuff i DurPackar, Integer - Integer|
axl s
for nll 4Af im DurPocktor( Fee all mE, BB ln Isbager(
calcOF {pbh, mbl == {ipb * 1000000G00) ¢ ob) - 1000000000;
sEuffidE, mBl == {dmb * AFT « dmk - 117 o 10000000007 )14
endnowcype [urFaccar:

L R R R R R R L R L e

- Gaperis FMY parsmeter sek sort

LR R RN R R R l'lll'll‘l‘Il'l‘-l‘l-l‘ll‘l"l.l"lii‘lliiiiiil‘iiii‘iiiiii‘iilii‘ll'
i gaparle MUY paramerar elesedr fo= sigeals selated Eo Deaccom
#* and Prche Besponsess that are PEY-bype indepepdent. =/

syncype FhyParmg = Oocecacring endeymtypes MyyDaens:

fii‘iir'l'l'i-ii‘ifriiii‘ii‘iii‘il‘r‘i‘il‘rir‘i-i'iii'r'liii'iiiii'lli'l'li‘l"li'lii--ili-
L] FH parametar set sorct

iiiii--iii-ii--l-ii--iii-ii-I'il--ii-lii--ii--i-l-l--r-i--i--i-'-rli'-'-i-iiiiliiiiliiiiliiiiri-f

newtype FhParms  inherits Cotetstring operabcors all)
sdding  opsrakors

el 1T ime t FhPares == TOJ J* Dwall Time field (21 =/

STl LT i ; FhiPares, T == PhiParss;

Baphet i FhPares == Ipkagars; /* Hop Sae Cield (1] =2

peTilopBat i FhParms. Integer - PRESOWSD

TapPatEarn : Fhilarme =x ImEbagar; /* Hop Patkars [iald (L) =)

EetHopFattern | FhParms, Integer -+ FhParms|

Bopindes ¢ Fhbarmg =» IpCeagar: * Hop Dndax Cield {L}p =

patHop Indems ¢ Fhfarmo, Inktagoer -+ Fhlares;

axiong

for ail M Lls Fhbarmsi Eir all | in Intagar | For all u A TU|

dwallTimsiik] == octatVal [Ehi0i} = lcstesVallERiLfl = 328} ;

metDwal]lTimeifh, uj ==

Copyright @ 1987 IEEE A righis msared. 3
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oS (a mod 356, L] /¢ mkOE{w S I56; 1)  PubSEc(Eh, 2, 3)

hopBSet (Thi == ocbestVal (fhi2ili

AoecHspie | Eh, L) == SubSte{fh,0,2) // med3(l,1) /) BubScE{fh,3,2);

hopPeccernifh] == prtetyal (fh{ll]1}

aetHopFabtemmidfh, i) = Babfts|Eh, 0.0) // =mkds{i 1) /f Tase{fhi,

hopIndexiflk] == &atetVali(Cki4]};

patHopIndexifh; L} == SubScedfh, O, 4) /7 mkoadd, 1148010
sndnewtyps FhParme;

IiliiiiiiiliiiifiilfiIlfiill+li'iiilliifiililiiilIlliiilllifi‘liiiii

® 05 patEmeber ast art

A
novtype Tolarma inharits Octotsbkring opecobtcss all,
wiling operators
aurtChannel: DeParns -> Integezy M Currenkt Chamisl (11 %)
satfurdhanmel - Dofarns, [ncager -» CoParms:
axlemo
for all d= in Cofarzsy Eor all 1 ino Imkegexri
curCHarmal [da) == sceeatVal (e |0f] ;
gecCurCharnel [ds, 1) == mkOSiil; 1hi
sndneawbype OaPacme)

chags;
xﬁiiﬁ\i*li‘biilrihii-ﬁliﬁliiiilililIirlil‘riilirlllil1+liililIrrIiIiI

l.liliili-r'u-l I-*'I*".I-'.-'-*.-*."I‘I-*I.'I-Ii'-*I'I'I'i"l-l-'l-'l'"‘f

UOD0 MACDOYLE}
Package mpacmib:

i* Thin Package contains definltions of the MAC MIB attributes

f* afel che #ubset of Che FHY BTR abtbribubes uasd by the MAC stabs
/4 machlines. These are seeded urder £,100 ko pormie anslvwis of
% the atate machins definictione, In fubure revisiocns these may
* be replaoced with Ehe ABH.1 MIE definition, from Rrmax D, iF

f* & E.l05~cempllant SO0L ceal is avallakls, 7

FEEa pn i R R bk ALl B L ALl B LR AR LR bl b R Ee kLR LU AL NPT EaE ]
* HtationConfig Droip
e LU L L L L S T L L e e e P L R
romote aMedivmOeoupancyLinmlt TV nodelays
rumots aRacaivelTTHs Boslean nodelay:
gynomym alfPollable  Boole=an = <<package macsortar> sCEiPollablo:
TomoTd aCCpPericd  IslCages nodalay;
remcts CFpMaxDurabicn  TO nodelay)
romoty whuthentleabionllpaponsaTimesus TU nodelay
remota ahuchentloabionTyps  AuEhTypader ncdalay:
résate aWepirddaceyprableciunt  Séenbsrdl padelay:

FRLE AR LR ER TR R LR L L T R e e e P T e

- huthentlcarionsigorithns Table

R R L e R N P T R g
EyniceryTh Shitkhsntd skl onll goerk ol At Py palisl =

Inclfopen_system, inclishared ey b
% HOTE: Omly ipeluds shared key in cthis oet
1! afFrivacyoptionimplensncedstrge, *=§

R R R L e R R R R e R L R T

. wWoaplafaslelays Takbla fanly Lf aPrivacyiptianInplementadstrue)
P A A P S Sl P e T TP e

rurgybe aWepDs Faal EKeyn  KeyWeckor mods Layr

F"'IP'--I--'-'-'--I'I-'I-"'-'--""l"---l AR R LR RELEER IS RS R R R I N R RS R 2NN

- WepFelappings Table fanly if aPriveacyDpilenInplenesnted=trus}

4 Cioprighn £ 1557 1EEE. Al sghis rosorsd.
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ERGEREET R AR R R R Rk SRR R R SR R R R R R R

renote AWBpEeyMappings  KeyMaphroay nodslay:
EYTOOYE aWepXeytappinglength Ioceger =
cLpankage macgortss> slopKeyMappinglength

j.l-l lii"l_hi--ilii'lil.iiliiiiliiiii‘iilii'iiliiiiriiiiliiiil‘irl-i‘iiliiiil

. Erivacy Group {oniy 1 ikem Lf APriwsacyCobionimplemsnced=false|
r'r'r'-'-i-'r-ull"i-*r'-ii--iii-ii--ii--ilii-iilii-iii-iiliiiiiiiﬂii-iiiilirliiii-irliilll
grmonym aPriveasytgbionlimplemanted Bosleasn = Crus;

repnte aPrivacyinvoked Boolean nodelay:

ramots aMeplafaultfeyid Heylmfex modelay:

ramnta aBecludsimencrypbed Boolean nodelay:

remota aWeplovErrorfount Counter3? nddelay)

panote aRepfucludedlownt Counteedd nodalay;

I SR E SR ESERIE SRR SR RIE SR R Y LA R R R RS LR R R LI E A LR SRS RS SRS N
-

¥ Dperation Sroup
l-'i-iil-ii-l?i-iil-iiliiiiriiii#iiiiliiliii-ii-ii'-ii-iiiiiiiiiiiiliiiiliiiii!
mynonym aMachddrans Machddr =
<<type Machddrsx BE{Ox00, Oxi1l, Gor2d, Owd3, Oudd, OxE8);
§* pach atation has a snigue glebally adninigtered addreass =/
£ Valus pay be svecwribten wish lacally adnicistaced adiceas at */
44 Mimehesot, but in always & staclo value during MAT cperatlom =4
ranobs akbaTheeshold Integer nodalay:
TEmoba .lS]:l.-:lrl:lt-l:r_an.:i.l:lLl: Integer nod=lay|
ek -I.I.r?'-rlj.B:-l:l..I!:p'l.-‘L‘u.H. Pibegar podalay;
Temobs aFrapneatakionThrasheld Integer podelay;
romebg aMavTranoni tHepduldiforime TO nodzlay:
remsbe alaxfeceivelifatine TU noddelay
symenys aMapufacturarid | Chassrring = ‘nose of manufscturss’ |
symonym aProduccTd Charskring = ‘idenkcifier unigue oo mamifactersr;

L T e
L Orauphddronsan Tabla

LR LI R A R T R T 1HFERFITT RS FEN TR T I FTFTETENTAETATAFAETRT TR TS

remobe aGrouphddresses  HacAddrSets nodelay:

ll-iil----l R R L e e R R R e R R R R R L e L P R R S P R R P R S R R

w Coumbers GEoup

lll--i-i-!i-ll--ll--l-il.l-ilr-lii--il-ll-l-il-liilll-li-l EL LR R R R R ll|r1r-'rl|llIlI||'
FEMACE I.E:l;'a.q_ittnﬂ‘rm:r_"mut Counkerd2 nodsleay;
remate aduiticastTranamittedPoarmCount Countary) nodmlay:
ranmates aAFalladCaunt Cowmnter3d nodelay:

FEmate aldtcypCountCounterld eodelay;

remote aMultipleRetryCowmnt Countacdl aocdelay;

ramats alfeluecaseCount Ceubbor3Z acdelay:

rEmote aRfefFailuceCount Counbarii nodalay:

renote ahckFalloreCount Counbscrild nmodelay;

rercte afsceivedfoagmentbloent Counbasdd medelay

famate AMdlbicastRecalvedPraneCount Comnterl? nodelsyer
ranste aFcsErrocCount Counoberdl nodelay;

repote AFrameluplicatesloent Countepil podolay:

T e L L R T R LR PR E R LR L L

L] PhyDperation Group [walies shaem aps pesbly For PH O PEYD

S b ATV SRR IS FEARPAETATFANN A SRR AR ET R T T AR SRS R AR RS

synenyn APHYType  Intager = Okf

synomym Reglooainfupported Ditacatring = B4{0x1D, Ox30, Ox30; ox0i0),

remobe aCurrenthegiomsin  Inkeger nodelsy;

Ey NGy -:_Iln';':l'i- Uawd = [afcaTiss + aAXIXTurnacoundTime +
ujr‘n:l-up-;ar.!.ﬂﬂﬂli.m & aMaoProcesoioaTima) ¢

synonyn alcaTime Ooes = V)

Pmanye aETrTuomaroundTine Gsec = (aTaPlcpDelay + ARsTxSwitchTime =+
afeRanpdoTine » ATsEEDelayd)

Copyrigh! & 1807 [EEE. All ights resared. 345
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synonym aTxFlcpDalay Ugas = 1;

synoryn aRxTxEwitchTime WUges = 14i)

synorve aTxRarpinTime Doec = Hi

Eymonym ATIREDelay Ossc = 13

Eynerym a@ifsTine Udes = [dRxREDelay + afxPlopbulay +
alacPrecesaingTime + afxTxlvenarsundTine

Eynonym aRxAfDelay lsec = 4}

synomm aRzPlepialay Ues = 1)

mymoaye alas PracaiaingTinaeg Uses = 3

symonym aTrRanpOffTimes Tao=c = B

Eynonym abreanblelangch Ve = Bb;

syronym ablcpliesderlength Uees = Fd)

aprabnym aModubucib LenPaetar <<pa0HedE Randeregss DufPaober = 110500400:

s¥monym ahirFropagat ionTicoe Uesc = 1)

pyronym ATerpType  [hteger = 0);

OYTOnyn acwnae  Inceger = L1023

syTaonym aTdnin  Integer = 15

_fl'liilillil‘llllllll‘ll‘lillll L N

. FhyPate Group [valuma shown are moatly for FIT T

e dghrdadhai Gt re e rEnE bl--rii--i-b-il-i--l-liiiirilii'iriiliirirﬁiriiﬂ.‘li‘iiﬂl
mymonym afopportediatasT™> Octetotring & B3 {0xBZ, Oocdd, Dx00) ;
aynonym aduppartediateaix Oecacatring = 53 (0xA8Z, O0x04. CwOGh;
pymonsm aMpduManLength  Tnosgesr = 409%;

P LRl A R LR e AR R s L e e R L L LR

" FhyFHIS Oroup [only weed withs FH PV
ii-ii-i-i--i-r-r-i-l---ll-i-i-il'ii-i-ii-lil--l-i--ll--i-libii-ll--ri-h--ririirr-iiirri-ii-lﬂ

smynonym aHopTine Usec = Z24;

sansks afurrentihannsliusber Integer nodelay:

Synonym aMaxDwellTine TU = 390;

romcte afurrentEat Integes eodelay;

remots aCurrentFattern  Integer nodelaw)

repobe alurrentindes Integsr nodelsy;

L L e R PR LT PR E R R RN R L]

f= The HAC state mackines do not reference mny ateributes in
i FhyhnteneaGe oty PhyTeEowar o, PhyDaaaeou,
i Fhy SRt usGEsup, Py P Sav L pgGroap,
- FhyTR Group. Antennacliat =/

Endpackege]

PR LR LR l-riil--I-liil----l-Iiiii-li-iil'i-a-Iiil-l.-l.l-l.-l.l.-l.l--qll.pll
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C.3 State machines for MAC stations

The followving STIL-8Y system specilication defines operstion of the MAC protceo] af an [EEE 80211 5TA
Bamy aspeces of STA operation abso apply o AP opemtion, These we defined in blocks mad processes nefer-
enced from both the ST and AP system specifications, Blocks as processes wsed m both 5TA and AP ane
ideniifiabde by the STL. commen (* for STA & AP % below the hieck or process name. Blocks and pro-
pehges apeilic o FTA aperstion are identifiabls by the SDL comment ™ station verdlon */ bebow the block
or procoss awme, The definitions of all blocks and processes toferenced i tha slation syelem specification
appear im Clause 3,

The remninder of Clause C.3 i the formal deserigeion, in SDLAGE, of an TEEE 502,11 §Ta

Capmight £ 1487 [EEE_ AN righis rosered 34T
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