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(57) ABSTRACT 

An improved security system inhibits eavesdropping, dic 
tionary attacks, and intrusion into stored password lists. In 
one implementation, the user provides a workstation with a 
"password', and a "token” obtained from a passive authen 
tication token generator. The workstation calculates a "trans 
mission code' by performing a first hashing algorithm upon 
the password and token. The workstation sends the trans 
mission code to the server. Then, the server attempts to 
reproduce the transmission code by combining passwords 
from a stored list with tokens generated by a second identical 
passive authentication token generatorjust prior to receipt of 
the transmission code. If any password/token combination 
yields the transmission code, the workstation is provided 
with a message useful in communicating with a desired 
computing system; the message is encrypted with a session 
code calculated by applying a different hashing algorithm to 
the password and token. In another embodiment, the work 
station transmits a user name to the authentication server. 
The server verifies the user name's validity, and uses an 
active authentication token generator to obtain a "response' 
to an arbitrarily selected challenge. The server generates a 
session code by performing a hashing algorithm upon the 
response and the password. The server sends the challenge 
and a message encrypted with the session code to the 
workstation. The workstation generates the session code by 
performing the hashing algorithm on the password and the 
received challenge, and uses the session code to decrypt the 
encrypted message. The message is useful in communicat 
ing with a desired computing system. 

37 Claims, 7 Drawing Sheets 
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1. 

SYSTEM FOR INCREASING THE 
DFFCULTY OF PASSWORD GUESSING 

ATTACKS IN A DISTRIBUTED 
AUTHENTCATION SCHEME EMPLOYING 

AUTHENTICATION TOKENS 

This application is a file-wrapper continuation, of appli 
cation Ser. No. 08/034,225, filed Mar. 18, 1993, which is 
now abandoned. 

BACKGROUND OF INVENTION 

The present invention relates to an improved method by 
which a user or other principal in a computing system may 
authenticate to a computer system and establish a shared 
secret key for the protection of subsequent messages, with 
reduced risk that the information in question will be improp 
erly obtained or modified by a would-be intruder or 
imposter. 

In one aspect, the invention pertains to a method by which 
a server in a distributed computing system may authenticate 
a user, authorizing access by the user to specified system 
resources and establishing a shared secret key with which to 
protect subsequent messages. In a specific embodiment, the 
invention pertains to a method by which an authentication 
server in a distributed computing system may transmit an 
authentication "ticket' to a user, authorizing access by the 
user to specified system resources. In a related aspect, the 
invention pertains to a method of increasing the difficulty of 
password guessing attacks in a distributed authentication 
scheme that employs authentication tokens. 

PASSWORD-BASED CONTROL OF ACCESS TO 
COMPUTER SYSTEM RESOURCES 

Many large computing systems include "resources' such 
as one or more central processing units, main memories, 
disk and/or tape storage units, and printers. Such a system 
may also include user terminals such as workstations; in 
many implementations, each user terminal may have its own 
local resources such as one or more central processing units, 
an associated main memory, a printer, and a disk or tape 
storage. In the present application, it is understood that 
"workstation' includes other user terminals that are not 
necessarily sold as "workstations,” such as personal com 
puters. 

Different approaches have been used to maintain the 
security of system resources from unauthorized access. 
Quite commonly, a "principal' (e.g., a user) desiring access 
to a system resource must identify himself to a security 
management authority with a user name and a password. 
(The masculine gender is used throughout this specification 
solely for convenience.) The security management authority 
may be part of the operating system of a timesharing 
computing system, or it may be an authentication server in 
a distributed computing system. The user name and pass 
word typically are associated with an "account' on the 
computer system; each account normally has associated with 
it a set of access privileges to specified system resources. 
As illustrated in FIG. 1 in greatly simplified form, a user 

normally attempts to log in to the system by, for example, 
entering a user name and a password at a workstation. The 
security management authority checks whether the user 
name is associated with a valid account, and whether the 
password is the correct password for that account. If so, the 
security management authority presumes that the user is 
authorized to have access to system resources as specified 
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2 
for that account. That is, the user name and password, taken 
together, serve to identify and "authenticate" the user at 
login time. 

DICTIONARY ATTACKS ON PASSWORD 
SECURITY 

An authentication system based solely on passwords and 
user names is open to attack by would-be intruders. User 
names often are not difficult for unauthorized persons to 
determine; for example, a user name may be the publicly 
known electronic mail address of the user. Furthermore, 
when users are allowed to select their own passwords, they 
tend to choose passwords that are easily remembered; often 
these can be easily guessed as well. Indeed one common 
threat to a password-based authentication system is an 
impostor that attempts to guess the password associated with 
a valid user name. Through the use of an automated system 
configured to generate character sequences at a high rate, the 
impostor can perform an "exhaustive search' by quickly 
'guessing' large numbers of character sequences. When 
guesses are limited to common names and words taken from 
a list called a "dictionary,' this type of search is sometimes 
called a "dictionary attack' on the password. 
A dictionary attack can be prevented fairly easily in a 

centralized computing system such as a timesharing system 
or a stand-alone computer, by authenticating users with the 
system's operating system software. Upon presentation of a 
user name and a password during a login procedure, the 
operating system software would verify the identity of the 
user by checking the presented user name and password 
against a list of valid user names and passwords. If too many 
wrong guesses occur, the operating system can intercede by 
disabling access to the account being attacked by, for 
example, disconnecting a dial-up telephone line or by dis 
abling the account itself. 

COUNTERMEASURES AGAINST 
PASSWORD-AUTHENTICATION DICTIONARY 

ATTACKS IN DISTRIBUTED SYSTEMS 

A dictionary attack can be more difficult to prevent in a 
distributed computing system. In such a system, several 
separate computer "subsystems' are typically linked 
together in a network to share various system resources. 
These systems generally lack a trusted central authority to 
implement a security policy for the system. 

Each system resource on the network may implement its 
own security policy, in which each system resource is 
responsible for determining the access rights of each 
requester and allowing or rejecting the requested access. 
When each resource must enforce its own security policy, 
complexities of a kind not encountered in centralized com 
puting environments are often seen. For example, if each 
system resource must maintain its own listing of all of the 
principals and their respective access rights and user names, 
then additional memory and maintenance is required for 
each resource. Further, if numerous system resources exist, 
then the addition ordeletion of one or more principals would 
require the modification of numerous lists. 
One known alternative is to utilize a central list that is 

accessible to all resources on the network. Because all 
system resources generally must have access to all of the 
principals and their names, a list of the principals and their 
names is often stored in a "global authentication service." A 
global authentication service is a system resource that con 
tains a list of all of the principals authorized to use the 
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system and their names. Unlike a timesharing environment, 
where the naming service is centrally controlled, in a dis 
tributed environment the naming service is merely one of 
many system resources. 

COUNTERMEASURES AGAINST PASSWORD 
EAVESDROPPING 

Another password-security problem, especially but not 
exclusively occurring in distributed computing systems, is 
that of the "eavesdropper." Because distributed systems 
generally have several workstations, it is desirable to allow 
a user to access the system resources regardless of which 
workstation he is logged into. However, all workstations on 
the network may not be equally trustworthy; for example, 
some workstations might be in secure and locked rooms 
while others might be publicly accessible. Moreover, many 
distributed systems require that a user who desires to use 
system resources located at various remote nodes must send 
his password to each node. In such an environment, unau 
thorized interception of the password by wiretapping the 
network may be possible, as illustrated in FIG. 1. If suc 
cessful, eavesdropping can result in the impersonation of the 
user by an imposter who has intercepted the user's pass 
word. 
To counter the eavesdropping threat, encryption using a 

secret encryption key shared by the workstation and the 
remote system resource is often used to preserve the confi 
dentiality of the transmitted password when authenticating 
the user to remote nodes. Although this type of protection is 
difficult to defeat with an exhaustive search, this method has 
practical logistical problems in that it is often difficult to 
establish the required keys between the workstation and the 
remote system resource. In another technique, the password 
is never passed between the workstation and the remote 
system resource; instead, the password is used as a key to 
encrypt information between the workstation and the remote 
system resource. However, this method is subject to dictio 
nary attacks using likely passwords to try and decrypt the 
messages. 

REMOTE AUTHENTICATION VIA 
PUBLIC/PRIVATE KEY ENCRYPTION 

A well-known cryptographic technique used to perform 
remote authentication is "public key' cryptography, illus 
trated in greatly simplified form in FIG. 2. In this method of 
secure communication, each principal has a public encryp 
tion key and a private encryption key. The private key is 
known only to the owner of the key, while the public key is 
known to other principals in the system. In effect, the public 
and private keys are mirror images of one another: messages 
encrypted with the public key can be decrypted only with the 
private key, and vice versa. 
To effect a secure transmission of information to a recipi 

ent, a sender encrypts the information with the recipient's 
public key. Because only the intended recipient has the 
complementary private key, only that recipient can decrypt 
it. Public key cryptography is also called "asymmetric' 
encryption because information encoded with one key of the 
pair may be decoded only by using the other key in the pair. 
One example of a public key technique is the well-known 
R.S.A. encryption scheme discussed in U.S. Pat. No. 4,405, 
829 to Rivest et al. In R.S.A. cryptography, a principal's 
public and private keys are selected such that the encryption 
and decryption transformations that they effect are mutual 
inverses of each other and the sequential application of both 
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4 
transformations, in either order, will first encode the infor 
mation and then decode it to restore the information to its 
original form. 

Public key cryptography can be used in a login authen 
tication exchange between a workstation, acting on behalf of 
a user, and a remote server. In a hypothetical example, 
shown in FIG. 3, a user logs into the workstation by typing 
in the user's password. The workstation derives a secret, 
"symmetric' encryption key by applying a nonsecret (and 
indeed perhaps generally known) "hashing algorithm' to the 
password. The workstation then requests the user's private 
key from a directory service at the remote server. The user's 
private key has previously been encrypted under the same 
secret encryption key and stored as part of a "credential” in 
the directory. (A credential is a table entry comprising the 
user's name, as well as the user's private key encrypted with 
the hashed password; in other words, the credential is a 
representation of the user in the computer.) The remote 
server returns the encrypted private key to the workstation, 
which uses the secret key to decrypt and obtain the private 
key. 
A vulnerability of this password-based authentication is 

that the encrypted private key is transmitted over the net 
work from the remote server to the workstation. Because 
knowledge of the password is not needed to initiate the 
request, an impostor can easily request a copy of the 
encrypted message. Equipped with a copy of the encrypted 
message, the impostor can attempt to decrypt the message by 
guessing various passwords and hashing them with the 
known hashing algorithm to form the secret key. In other 
words, the impostor need only request the encrypted mes 
sage once and, thereafter, it can continuously attempt to 
decipher the message on its own computer without the risk 
of being audited or detected by the network. The impostor 
knows it has successfully derived the secret key and 
decrypted the message if the decrypted result yields an 
intelligible, valid private key. An impostor that can demon 
strate possession of the private key may thus access system 
resources, purportedly on behalf of the user. 
One known approach to solving this problem makes use 

of public key cryptography to enhance the security of a 
system that is primarily based on secret key authentication. 
Such an approach employs a method to ensure that the 
contents of messages exchanged over the network are unin 
telligible to an impostor, even if the impostor has correctly 
decrypted a captured message. According to the method, the 
workstation generates a random bit string to which is 
concatenated a hashed version of the user's password. This 
item of data is encrypted under the authentication server's 
public key and forwarded, together with the user name, as a 
message to the authentication server. The authentication 
server decrypts the message with its private key and checks 
that the workstation supplied the correct hash total for the 
user's password. If so, the server creates a ticket for the user 
and performs an exclusive-OR function on the ticket and the 
random bit string. The result of this latter operation is 
encrypted under the user's password hash value and returned 
as a message to the workstation. Because the impostor does 
not know the random bit string, it cannot distinguish 
between successful and unsuccessful decryptions of the 
message. This is because there is no information in a 
successfully decrypted message that would indicate that the 
decryption was successful. An example of this approach is 
discussed in Lomas et al., “Reducing Risks from Poorly 
Chosen Keys,' 12th Symposium on Operating System Prin 
ciples, 1989, pp. 14-18. 
The authentication server of the secret key system, then, 

must have knowledge of the user's password. If the authen 
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tication server is compromised by an impostor, the impostor 
could use its knowledge of the password to impersonate the 
user. A significant advantage of a public key cryptography 
system lies in the fact that only the user has access to the 
user's private key. Yet, the lack of a trusted, on-line agent to 
oversee the login process makes the described form of 
public key distributed system particularly vulnerable to a 
dictionary attack. 

KERBEROS: USING ASHARED SECRET KEY 
FORTRANSMISSION OF AN 
AUTHENTICATION “TICKET' 

The well-known Kerberos network environment employs 
another variation on the basic password-authentication 
approach, which gives rise to a need to establish a shared 
secret key between the user's workstation and a remote 
authentication server. An example of such a system is 
illustrated in greatly simplified form in FIG. 4. In Kerberos, 
the authentication server uses this shared key to encrypt a 
"ticket' that, upon successful decryption by the workstation, 
gives the workstation the ability to access services in the 
network. If an eavesdropper can capture the encrypted ticket 
and decipher it, the eavesdropper can impersonate the user. 

In Kerberos, the shared key used to encrypt the ticket is 
based on the user's password; the authentication server 
knows the user's password because it is stored at the 
authentication server, and the workstation learns the pass 
word when the user types it in at login time. More specifi 
cally, a hash of the password is typically used to form the 
key since the password is an alphanumeric string and the key 
commonly must be a number. However, as discussed above, 
any user-selected password is vulnerable to dictionary 
attack. 
One technique to counter the dictionary attack on pass 

words in a network environment is entitled "Method and 
Apparatus for Protecting the Confidentiality of Passwords in 
a Distributed Data Processing System', filed on Apr. 28, 
1992 in the names of Charles W. Kaufman et al., and 
identified as U.S. Ser. No. 07/875,050; this technique 
requires the authentication server to receive proof that the 
user's workstation already knows the password before 
returning a ticket encrypted with the password as the key. 

HARDWARE-BASED AUTHENTICATION 
“TOKENS''' 

Another known authentication method makes use of a 
separate item of hardware referred to as an "authentication 
token generator.” Generally, authentication token generators 
provide some sort of authenticating code that a user or a 
workstation utilizes in accessing a computing system. One 
example of an authentication token generator is referred to 
colloquially as the "smart card.” In some applications, the 
authentication token generator is a "stand-alone' device that 
commonly resembles a credit card or calculator with a 
window that continuously displays a number that changes 
every few seconds. This number, which is called a "token,” 
is typically a function of (a) the date and time and (b) a secret 
key, unique to the particular token generator, that is stored in 
the token generator and also is known to the authentication 
server. This type of token generator will be referred to herein 
as a "passive' token generator, because it continuously 
provides tokens without requiring any user input. 

Another known type of authentication token generator 
provides a token that is a function of (1) a secret key unique 
to the authentication token generator, and (2) a "challenge' 
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6 
value supplied by the server and entered by the user into the 
keyboard of the authentication token generator. This type of 
token generator will be referred to as an "active' token 
generator, since it actively provides a particular token in 
response to a specific user input. 
To login at a workstation, a user first receives a token 

furnished by the authentication token generator, typically by 
reading the token from the token generator's display. Then 
the user types the token in at the workstation's keyboard, 
and the workstation sends the token to the authentication 
server. The authentication server, which knows the token 
generator's secret key, performs the same computations as 
the token generator to generate a token and compares it with 
the token typed by the user. If a match is not obtained, the 
authentication server rejects the login attempt. Often, an 
authentication token is used in addition to a user-chosen 
password. 
An authentication token generator reduces the vulnerabil 

ity of users who pick poor passwords that are easy to guess, 
but the device cannot be readily applied to a network 
environment such as Kerberos, where the workstation at 
which the user logs in also must securely receive a ticket 
from the authentication server. To use an authentication 
token generator with Kerberos, the user could type the token 
and password into a workstation, and the workstation could 
forward something based on the token and/or the password 
to Kerberos for purposes of authentication. A problem 
remains, in that a key must be established to encrypt the 
ticket that Kerberos sends to the workstation: 

(a) Both the workstation and the authentication server 
know the user's password. The password is unsuitable 
as a shared key, however, because it is potentially 
subject to a dictionary attack; 

(b) Both the workstation and the authentication server 
know, or can compute, the token. The token must be 
short enough for the user to enter reliably, however. The 
token cannot practically be more than about 8 or 9 
digits and thus is subject to attack via exhaustive 
search; 

(c) The secret key stored in the token generator would be 
a sufficiently secure shared key, but the workstation 
knows only the token that the user has typed in, not the 
secret key itself. 

BRIEF SUMMARY OF THE INVENTION 

An illustrative system in accordance with the present 
invention is directed at the problems set forth above. Under 
this system, a workstation exchanges data with an authen 
tication server to obtain access to a desired computing 
system, which may include the authentication server. Com 
munications within this system are secure whether or not the 
connection between the workstation and the authentication 
server is subject to eavesdropping. An exemplary embodi 
ment of the invention is implemented in a computing 
network that includes an authentication server, as well as one 
or more workstations that may be connected to a number of 
resources, such as disk storage mechanisms, communica 
tions equipment, printers, and other computers. The work 
stations interact with one or more authentication token 
generators and one or more users. 

In one embodiment of the invention, each workstation 
additionally includes a passive token generator that provides 
a unique, ongoing sequence of "tokens' as a function of 
time. The user initiates communications with the authenti 
cation server by entering his "password' into the worksta 
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tion. The user additionally enters a token provided by the 
passive token generator. Then, the workstation calculates a 
"transmission code' by applying a first, cryptographically 
secure hashing algorithm to the password and the token, so 
that this information can be securely sent to the server. 
Upon receiving the transmission code, the server attempts 

to determine the token and the password upon which the 
transmission code was calculated. More particularly, the 
server utilizes another passive token generator that generates 
tokens substantially identical to those of the workstation's 
token generator to identify possible tokens that might have 
been generated just prior to the server's receipt of the 
transmission code; moreover, the server retrieves a stored 
list of all passwords from disk storage. 

If any password/token combination produces the received 
transmission code, that password and token constitute a 
valid combination, and the user should therefore be granted 
access to the desired computing system. Accordingly, the 
server sends the workstation a message encrypted using a 
secret key that comprises a session code computed by 
applying a second cryptographically secure hashing algo 
rithm to the password and token. The first and second 
hashing algorithms are substantially different. After decrypt 
ing the message, the workstation may use the message (1) as 
a "ticket' to gain access to the desired system for a selected 
period of time, or (2) as a session-specific shared secret key 
to encrypt and decrypt subsequent communications with the 
desired computing system. 

In another illustrative embodiment of the invention, the 
user initiates communications with the authentication server 
by entering the user's user name into the workstation. The 
workstation transmits the user name to the authentication 
server. Upon receiving the user name, the server verifies that 
the user name is a valid user name, in that it corresponds to 
an approved user of the computing network. 

In this embodiment, the workstation and the server are 
provided with substantially identical active token generators 
that function to provide a unique "response' upon receipt of 
a "challenge.” After validating the user name, the server (1) 
arbitrarily selects a "challenge,' (2) uses its active token 
generator to obtain the "response' to the challenge, and (3) 
generates a session code by performing a hashing algorithm 
upon the response and the user's password. The server uses 
the session code as a secret key to encrypt a message, and 
then transmits the encrypted message along with the chal 
lenge to the workstation. 
The workstation displays the received challenge to the 

user, who inputs it into the second active token generator; 
the second active token generator then supplies the unique 
response to the user. The user enters the unique response into 
the workstation, and the workstation then generates the 
session code based upon the user's password and the unique 
response. Then the workstation uses the session code to 
decrypt the encrypted message. The workstation may use the 
decrypted message (1) as a "ticket' to gain access to the 
desired system for a selected period of time, or (2) as a 
session-specific shared secret key to encrypt and decrypt 
subsequent communications with the desired computing 
system. 

DESCRIPTION OF DRAWINGS 

The nature of the invention, as well as objects and 
advantages thereof, will become more apparent to those 
skilled in the art after considering the following detailed 
description in connection with the accompanying drawings, 
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8 
in which like reference numerals designate like parts 
throughout, wherein: 

FIG. 1 is a block diagram of a typical password-based 
access control system; 

FIG. 2 is a data flow diagram of a typical public key 
encryption transmission; 

FIG. 3 is a data flow diagram of a public key authenti 
cation transaction; 

FIG. 4 is a data flow diagram of an authenticated Kerberos 
network environment; 

FIG. 5 is a block diagram illustrating a computer-based 
network 500 in which the present invention may be imple 
mented; 

FIG. 6 is a flowchart illustrating a routine 600 of a first 
implementation of the present invention; and 

FIG. 7 is a flowchart illustrating a routine 700 of a second 
implementation of the present invention. 

DESCRIPTION OF SPECIFIC EMBODIMENTS 

Structure 

The present invention may be implemented in a comput 
ing network such as the network 500 of FIG. 5, where each 
hardware component may be a conventional, commercially 
available product. The network 500 includes an authentica 
tion server 502, which restricts unauthorized users from 
accessing the network 500, and "authenticates' proper users 
of the network 500. The server 502 may be a VAX model 
computer such as the VAX 6000, manufactured by Digital 
Equipment Corporation, or any other desired computer 
capable of being programmed to function as a conventional 
authentication server. The server 502 of course could per 
form other functions as well, for example, as would a 
workstation in a peer-to-peer network. The authentication 
server 502 is connected to a passive authentication token 
generator 503 to assist the authentication server 502 in 
interacting with one or more users 512, 514, which utilize 
the services of the network 500. In one embodiment, the 
token generator 503 may be a routine executing as part of the 
control programming of the authentication server 502; of 
course, the token generator 503 could equivalently be imple 
mented in separate hardware, such as a suitably programmed 
general purpose processor or a dedicated "hard wired' 
circuit. 

In accordance with the invention, each user 512, 514 is 
provided with a workstation 516, 518. Each workstation 
516, 518 may be connected to a number of resources such 
as one or more disk storage mechanisms 504; communica 
tions equipment 506 such as modems (not shown); printers 
508; secondary computers 510; and other equipment 511. 
For clarity of illustration, FIG. 5 only shows a limited 
number of interconnections and components. Each user 512, 
514 is also provided with a passive authentication token 
generator 520, 522 to assist the user 512, 514 in interacting 
with the authentication server 502. The token generators 
520, 522 may, for example, comprise units such as Secu 
rIDTM units made by Security Dynamics, Inc of Cambridge, 
Mass. As described in greater detail below, the token gen 
erators 520, 522 may instead comprise active token genera 
tors, in accordance with an alternative embodiment of the 
invention. 

Operation 

According to the present invention, when a user 512 or 
514 verifies his identity to the server 502, the server 502 
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provides the workstation 516 or 518 with an encrypted 
message. This message may comprise, for example, a 
"ticket” that is useful in "logging in' to a desired computing 
system such as a Kerberos network, the network 500, or 
another network, for a selected time period. Alternatively, 
the message may comprise data to be used in encrypting and 
decrypting subsequent communications between the work 
station 516 or 518 and the desired computing system. 

For explanatory purposes, the description herein will refer 
to the user 512 and the workstation 516, although this 
description is equally applicable to the user 514 and the 
workstation 518, and to other workstations (not shown) that 
may be connected to the server 502. 
When the user 512 desires to obtain access to the desired 

computing system in accordance with the invention, the user 
512 initiates the routine 600 in task 602 of FIG. 6. In task 
604, the workstation 516 receives: (1) the user name of the 
user 512, which identifies the user 512 to the network 500; 
(2) the "password” of the user 512, which comprises a 
sequence of numeric, alphabetic, alphanumeric, or other 
characters unique to the user 512; and (3) a token, obtained 
from the token generator 520. In an exemplary implemen 
tation of the invention, the workstation 516 receives the user 
name, password, and token from the user 512, who enters 
these items on a keyboard (not shown) associated with the 
workstation 516. Alternatively, the token may be commu 
nicated directly to the workstation 516 from the token 
generator 520 via a bar code reader, electrical link, radio 
link, or other automated means. 

In one embodiment of the invention, the token generator 
520 comprises a device such as a "smart card” (not shown), 
which provides a continuous sequence of non-predictable 
numbers determined by performing a mathematical opera 
tion on a number supplied by a clock (not shown) contained 
in the token generator 520. Instead of using a clock, it is also 
contemplated that the token may be computed based upon a 
constantly changing source, such as a stock market ticker, 
that is available to both of the token generators 503, 520. 

In task 606, the workstation 516 computes a "transmis 
sion code” based upon the password and the token. The 
transmission code is calculated by using a first "hashing 
algorithm.' As used herein, "hashing algorithm' is used to 
describe a one-way routine for transmuting multiple input 
data items, by concatenating selected items of the input data 
and performing a "hashing equation' upon one or more 
items of the input data, in a specified order. As used herein, 
"hashing equation,' is understood to include any one-way 
routine for transmuting a single input data item of numeric, 
alphabetic, or alphanumeric characters into an output 
sequence of characters, wherein the input data item cannot 
be readily derived from the output sequence. Hashing equa 
tions are also understood to be consistent, in that each time 
a particular hashing equation is performed on a given input 
data item, the hashing equation produces the same output 
sequence. In an exemplary embodiment of the invention, the 
first hashing algorithm utilizes a hashing equation such as 
RSA Data Security's RSAMD2, RSAMD4, or RSAMD5, 
or the National Institute for Science and Technology pro 
posal entitled "DHA' (Digital Hash Algorithm). 

In an illustrative implementation, the first hashing algo 
rithm may comprise any of the exemplary hashing algo 
rithms 1.0-1.3, set forth below. 

(1.0) hash(token hash(password)) 
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10 
-continued 

E1.1 
1.2 
(1.3 

hash(hash(password token) 
hash(token password) 
hash(password token) 

In the hashing algorithms 1.0-1.3, the ":" symbol repre 
sents the concatenation operation. The hashing algorithm 
1.0, explained more fully, comprises the following opera 
tions: the password is modified by the selected hashing 
equation, the modified password is concatenated onto the 
token to form a concatenation, and this concatenation is 
modified by the hashing equation. The system may be 
designed so that a specified single hashing algorithm, such 
as one of the algorithms 1.0-1.3, is used at all times; 
alternatively, a number of variations are contemplated, such 
as the use of a selected algorithm during specified time 
periods by specified workstations, and the like. 

After the transmission code is computed in task 606, the 
workstation 516 sends the transmission code to the server 
502 in task 608. Upon receiving the transmission code, the 
server 502 in task 610 attempts to identify the token used by 
the workstation 516 in calculating the transmission code. To 
identify the token, the server 502 utilizes its token generator 
503, as well as a memory (not shown) where the server 502 
maintains a listing of the most recent tokens provided by the 
token generator 503. In the illustrative implementation, the 
token generator 503 also contains a clock (not shown) that 
is substantially synchronized with the clocks of the token 
generators 520, 522. The token generator 503 is thus able to 
provide a sequence of characters that is identical to the 
characters provided by the token generators 520,522. Based 
on the time at which the server 502 received the transmission 
code in task 608, the server 502 estimates a "window' of 
time during which the transmission code was likely to have 
been sent. By retrieving from memory all tokens produced 
by the token generator 503 during the window of time, the 
server 502 effectively compiles a list of tokens that includes 
the token used by the workstation 516 to calculate the 
transmission code in task 606. 

Having compiled this list of possible tokens, the server 
502 in task 612 then accesses alist cross-referencing the user 
names and passwords of all users 512, 514 of the network 
500. The server 502 searches this list for the user name 
received in task 604, and then identifies the password of the 
user 512. 

Then, in task 614 the server 502 attempts to duplicate the 
transmission code received in task 608. Specifically, the 
server 502 calculates all possible transmission codes, based 
on all possible combinations of the identified password and 
a different possible token. To arrive at the same transmission 
code calculated in task 606, the server 502 utilizes the first 
hashing algorithm used by the workstation 516 in task 606. 
As discussed above, the first hashing algorithm may com 
prise one of the exemplary first hashing algorithms 1.0-1.3. 

In an alternate embodiment of the invention, the server 
502 in task 612 accesses a list cross-referencing hashed user 
names with hashed passwords. In this embodiment, the 
server 502 performs the proper hashing equation on the user 
name, and searches the list to identify the hashed password 
cross-referenced against the hashed user name. After this, 
the server 502 proceeds in task 614 to repetitively perform 
the appropriate calculation needed to obtain the transmission 
code. This embodiment is applicable when the session code 
is calculated from data comprising a token and a hashed 
password, using a hashing algorithm such as the hashing 
algorithm 1.0 or 1.1. Still another embodiment is contem 
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plated, wherein the server 502 in task 612 retrieves a list 
containing only passwords or hashed passwords. In this 
embodiment, the server 502 in task 614 repetitively per 
forms the proper hashing algorithm upon possible tokens 
and possible passwords or possible hashed passwords to 
produce the transmission code, methodically progressing 
through every possible combination of token and password 
or hashed password. Unlike the embodiments described 
above, in this embodiment, it is unnecessary for the work 
station 516 to transmit the user name in task 604, since all 
passwords from the stored list are sequentially tried. 

After task 614, query 616 asks whether any of the 
repetitive calculations of task 614 yielded the transmission 
code received by the server 502 in task 608. If not, then the 
server 502 concludes that the combination upon which the 
transmission code was based is invalid, and the server 502 
denies access to the user 512 in task 618, and ends in task 
632. 

However, if any of the repetitive calculations of task 614 
yielded the transmission code received by the server 502 in 
task 608, this indicates that the token and password used in 
the successful calculation constitute a valid combination, 
and the user 512 should be provided with access to the 
desired system. 

In this case, the server 502 in task 620 computes a session 
code by performing a second hashing algorithm on the 
password and the token. The second hashing algorithm is 
substantially different than the first hashing algorithm cal 
culated in task 606. Specifically, the second hashing algo 
rithm differs from the first hashing algorithm in that it (1) 
utilizes a different hashing equation, (2) utilizes the same 
hashing equation, but operates upon the password and token 
in a different order, or (3) or otherwise differs substantially 
from the first hashing algorithm of task 606, such that the 
session code cannot be readily derived from the transmission 
code. In this way, even if an eavesdropper were to learn of 
the transmission code, the eavesdropper could not calculate 
the session code. In an exemplary embodiment, the second 
hashing algorithm comprises any one of the illustrative 
hashing algorithms 1.0-1.3 (described above), but not the 
same hashing algorithm as the first hashing algorithm used 
in task 606. 

After computing the session code in task 620, the server 
502 in task 622 encrypts a message using the session code 
as a secret key, and in task 624 sends the encrypted message 
to the workstation 516. After the message is received by the 
workstation 516, the workstation 516 calculates the session 
code in task 626, and decrypts the message using the session 
code as a secret key in task 628. Then, in task 630 the 
workstation may use the message: (1) as a "ticket' to gain 
access to the desired system for a selected period of time, or 
(2) as a session-specific shared secret key to encrypt and 
decrypt subsequent communications with the desired sys 
ten. 

Another implementation of the invention is contemplated 
wherein the token generators 503,520 are substantially iden 
tical "active' token generators, rather than "passive" token 
generators. The workstation 516 uses the active token gen 
erator 520 to assist in decrypting a message received from 
the server 502. In this embodiment, the workstation 516 
initiates communications with the authentication server 502 
by transmitting the user name of the user 512. The server 
502 provides the workstation 516 with a "challenge' and a 
message encrypted with a session code comprising a hashed 
combination of a "response' and the password of the user 
512. The message may be decrypted by the following 
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sequence of events: the user 512 inputs the challenge into the 
active token generator 520 to obtain the response, the user 
512 inputs the obtained response into the workstation 516, 
the workstation 516 reproduces the session code, and the 
workstation 516 uses the session code as a secret key to 
decrypt the message according to a predetermined encryp 
tion algorithm. 
More specifically, these steps are performed according to 

a routine comprising a routine 700, shown in FIG. 7. After 
the routine 700 is initiated in task 702, the workstation 516 
in task 704 receives the user name of the user 512. In an 
exemplary implementation of the invention, the workstation 
516 receives the user name from the user 512, who enters the 
user name on a keyboard (not shown) associated with the 
workstation 516. Then, the workstation 516 in task 706 
sends the user name to the authentication server 502. In task 
708, the server 502 arbitrarily selects a "challenge,” com 
prising an alphanumeric, numeric, or other character 
sequence. In task 710, the server 502 then enters the chal 
lenge into the active token generator 503 to produce a given 
“response', unique to that challenge. The same challenge, 
when input into the token generator 520, would produce the 
identical response. 

In task 712, the server 502 identifies the password of the 
user 512 by consulting a list of cross-referenced user names 
and passwords. Then, in task 714 the server 502 generates a 
session code by performing a selected hashing algorithm 
upon the response and the password. As illustrative 
examples, the session code may be calculated using any of 
the hashing algorithms 1.0-1.3 discussed above. 

In an alternate embodiment, the server 502 in task 712 
retrieves a list cross-referencing the user names with hashed 
passwords. In this case, the server 502 searches the list to 
identify the hashed password cross-referenced against the 
user name received in task 704. Having identified the hashed 
password of the user 512, the server 502 may then utilize the 
hashed password to calculate the session code. 

After calculating the session code, the authentication 
server 502 in task 716 encrypts a message using the session 
code as a secret key, and in task 718 transmits the encrypted 
message and the challenge to the workstation 516. In task 
719, the workstation 516 displays the challenge to the user 
512, and the user 512 inputs the challenge into the active 
token generator 520. The token generator 520 provides the 
user 512 with the same response that was received by the 
server 502 in task 710. The workstation 516 then receives 
the response; in an exemplary implementation of the inven 
tion, the workstation 516 receives the response from the user 
512, who enters it on a keyboard (not shown) associated 
with the workstation 516. Alternatively, the response may be 
communicated directly to the workstation 516 from the 
token generator 520 via a bar code reader, electrical link, 
radio link, or other automated means. After receiving the 
response in task 719, the workstation 516 in task 720 
calculates the session code with the same hashing algorithm 
that was used by the authentication server 502 in task 714. 
As explained above, this algorithm may comprise any one of 
the hashing algorithms 1.0-1.3, in an exemplary embodi 
ment. In task 722 the workstation 516 uses the calculated 
session code as a secret key to decrypt the message. Then, 
in task 724 the workstation may use the message: (1) as a 
"ticket' to gain access to the desired system for a selected 
period of time, or (2) as a session-specific shared secret key 
to encrypt and decrypt subsequent communications with the 
desired system. 

Conclusion 

While there have been shown what are presently consid 
ered to be preferred embodiments of the invention, it will be 
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apparent to those skilled in the art that various changes and 
modifications can be made herein without departing from 
the scope of the invention as defined by the appended 
claims. 
What is claimed is: 
1. A method for securely accessing a computing system, 

comprising the steps of: 
(a) a workstation receiving a token from a first passive 

authentication token generator and receiving a secret 
password associated with a user; 

(b) the workstation generating a transmission code by 
performing a first hashing algorithm upon data com 
prising: 
(1) the token and 
(2) the secret password; 

(c) the workstation sending the transmission code to an 
authentication server, 

(d) the server receiving and verifying the validity of the 
transmission code; 

(e) if the transmission code is valid, the server transmit 
ting to the workstation a message encrypted with a 
session code generated by performing a second hashing 
algorithm upon data comprising the token and the 
password, the second hashing algorithm being substan 
tially different than the first hashing algorithm; 

(f) the workstation receiving the message; 
(g) the workstation computing the session code by per 
forming the second hashing algorithm on the password 
and the token; and 

(h) the workstation using the session code to decrypt the 
message. 

2. The method of claim 1, wherein the step of generating 
the transmission code comprises the steps of: 

(1) hashing the password according to a selected one-way 
hashing equation; 

(2) concatenating the token onto the hashed password to 
form a concatenation; and 

(3) hashing the concatenation according to the selected 
one-way hashing equation. 

3. The method of claim 1, wherein the step of generating 
the transmission code comprises the steps of: 

(1) hashing the password according to a selected one-way 
hashing equation; 

(2) concatenating the hashed password onto the token to 
form a concatenation; and 

(3) hashing the concatenation according to the selected 
one-way hashing equation. 

4. The method of claim 1, wherein the step of generating 
the transmission code comprises the steps of 

(1) concatenating the token onto the password to form a 
concatenation; and 

(2) hashing the concatenation according to the selected 
one-way hashing equation. 

5. The method of claim 1, wherein the step of generating 
the transmission code comprises the steps of: 

(1) concatenating the password onto the token to form a 
concatenation; and 

(2) hashing the concatenation according to the selected 
one-way hashing equation. 

6. The method of claim 1, wherein the step of verifying 
the validity of the transmission code comprises the steps of: 

(1) the server utilizing a second passive authentication 
token generator that simultaneously supplies tokens 
substantially identical to those of the first passive token 
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generator to identify possible tokens occurring at the 
time the workstation sent the transmission code to the 
server, 

(2) the server identifying one or more passwords from a 
stored list, and 

(3) the server attempting to reproduce the transmission 
code by performing the first hashing algorithm on the 
identified one or more passwords and different identi 
fied possible tokens in turn. 

7. The method of claim 6, wherein step (2) comprises the 
step of utilizing a user name received from the workstation 
to identify a single password from a cross-referenced list of 
user names and passwords. 

8. The method of claim 1, wherein the step of verifying 
the validity of the transmission code comprises the steps of: 

(1) the server utilizing a second passive authentication 
token generator that simultaneously supplies tokens 
substantially identical to those of the first passive token 
generator to identify possible tokens occurring at the 
time the workstation sent the transmission code to the 
server; 

(2) the server identifying one or more hashed passwords 
from a stored list, and 

(3) the server attempting to reproduce the transmission 
code by performing the first hashing algorithm on the 
identified one or more hashed passwords and different 
identified possible tokens in turn. 

9. The method of claim 8, wherein step (2) comprises the 
step of utilizing a user name received from the workstation 
to identify a single hashed password from a cross-referenced 
list of user names and hashed passwords. 

10. The method of claim 1, wherein the step of generating 
the session code comprises the steps of: 

(1) hashing the password according to a selected one-way 
hashing equation, 

(2) concatenating the token and the hashed password to 
form a concatemation; and 

(3) hashing the concatenation according to the selected 
one-way hashing equation. 

11. The method of claim 1, wherein the step of generating 
the session code comprises the steps of: 

(1) hashing the token according to a selected one-way 
hashing equation; 

(2) concatenating the hashed token and the password to 
form a concatenation; and 

(3) hashing the concatenation according to the selected 
one-way hashing equation. 

12. The method of claim 1, wherein the step of generating 
the session code comprises the steps of: 

(1) concatenating the token onto the password to form a 
concatenation, and 

(2) hashing the concatenation according to the selected 
one-way hashing equation. 

13. The method of claim 1, wherein the step of generating 
the session code comprises the steps of: 

(1) concatenating the password onto the token to form a 
concatenation, and 

(2) hashing the concatenation according to the selected 
one-way hashing equation. 

14. The method of claim 1, further comprising the step of 
the Workstation using the message to encrypt Subsequent 
communications between the workstation and a desired 
computing system. 

15. The method of claim 1, further comprising the step of 
the workstation using the session code to decrypt subsequent 
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communications between the workstation and a desired 
computing system. 

16. The method of claim 1, additionally including the step 
of the authentication server maintaining a log of verified 
transmission codes. 

17. The method of claim 1, wherein the step of the 
workstation receiving the password is accomplished by a 
user typing the password upon keys of a data entry device. 

18. The method of claim 1, wherein the step of the 
workstation receiving the token is accomplished by a user 
typing the token upon keys of a data entry device. 

19. The method of claim 1, wherein the token is generated 
by the first authentication token generator based upon an 
external reference. 

20. The method of claim 1, wherein the step of the 
workstation receiving the token is accomplished by an 
electrical link. 

21. The method of claim 1, wherein the step of the 
workstation receiving the token is accomplished by the 
workstation reading a bar code provided by the first authen 
tication token generator. 

22. A secure method for obtaining access to a computing 
system, wherein a workstation performs steps comprising: 

(a) receiving an initial password and an initial token, 
wherein the initial password is supplied by a user and 
the initial token is supplied by a first authentication 
token generator; 

(b) generating a transmission code by performing a first 
hashing algorithm upon the password and the token; 

(c) sending the transmission code to an authentication 
server having a second authentication token generator 
that simultaneously supplies tokens substantially iden 
tical to those provided by the first authentication token 
generator, 

(d) if the authentication server successfully reproduces the 
transmission code by performing successive calcula 
tions utilizing different combinations of possible tokens 
occurring at the time the transmission code was sent 
and one or more passwords identified from a list of 
passwords accessible by the authentication server, then 
receiving a message from the authentication server that 
is encrypted with a selected secret key routine using a 
session code obtained by performing a second hashing 
algorithm upon data comprising the initial token and 
the initial password, the second hashing algorithm 
being substantially different than the first hashing algo 
rithm. 

23. The method of claim 22, wherein the workstation 
additionally performs steps comprising: 

(1) decrypting the message; and 
(2) utilizing the message to encrypt subsequent commu 

nications with a desired computing system. 
24. The method of claim 22, wherein the workstation 

additionally performs steps comprising: 
(1) decrypting the message; and 
(2) utilizing the message to decrypt subsequent commu 

nication with a desired computing system. 
25. A secure method for obtaining access to a computing 

system, 
wherein an authentication server performs steps compris 

ing: 
(a) receiving a transmission code from a workstation, 

the transmission code generated by performing a first 
hashing algorithm upon data comprising an initial 
password received from a user and an initial token 
provided by a first passive authentication token gen 
erator, 
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(b) utilizing a second passive authentication token 

generator that simultaneously provides tokens sub 
stantially identical to those supplied by the first 
passive authentication token generator to identify 
possible tokens occurring at the time the workstation 
sent the transmission code, identifying one or more 
passwords from a list of passwords accessible by the 
authentication server, and attempting to reproduce 
the transmission code by performing successive cal 
culations utilizing different combinations of the pos 
sible tokens and one or more identified passwords; 

(c) if the server in step (b) successfully reproduced the 
transmission code, then providing the workstation 
with a message encrypted with a selected secret key 
routine using a session code generated by performing 
a second hashing algorithm upon the initial token 
and the initial password, wherein the second hashing 
algorithm is substantially different than the first 
hashing algorithm. 

26. In a system including a workstation, an authentication 
server, and a token generator, a signal comprising a hashed 
version of a first signal computed from data including a 
user-supplied password and a token supplied by a token 
generator. 

27. In a system that includes a workstation and an 
authentication server, a signal comprising a hashed version 
of a first signal computed from data including a token 
supplied by a token generator and a user-supplied password. 

28. A method for securely accessing a computing system, 
comprising the steps of: 

(a) a workstation receiving a user name associated with a 
user, 

(b) the workstation transmitting the user name to an 
authentication server; 

(c) the authentication server verifying the validity of the 
user name, and if the user name is valid: 
(1) selecting a challenge; 
(2) obtaining a response by inputting the challenge into 

a first active authentication token generator; 
(3) generating a session code by performing a first 

hashing algorithm on data comprising the response 
and a password associated with the user; 

(4) encrypting a message with the session code; 
(5) transmitting the challenge and the encrypted mes 

sage to the workstation; and 
(d) the workstation receiving the challenge and the 

encrypted message; 
(e) the workstation obtaining the response by inputting the 

challenge into a second active authentication token 
generator that generates tokens substantially identical 
to those generated by the first active authentication 
token generator, and using the response and the pass 
word to generate the session code and decrypt the 
message. 

29. The method of claim 28, wherein the step of the 
workstation receiving the user name is accomplished by the 
user typing the user name upon keys of a data entry device. 

30. The method of claim 28, wherein the step of gener 
ating the session code comprises the steps of: 

(1) concatenating the response onto a password associated 
with the user to form a concatenation; and 

(2) hashing the concatenation according to the selected 
one-way hashing equation. 

31. The method of claim 28, wherein the step of gener 
ating the session code comprises the steps of: 

(1) concatenating a password associated with the user 
onto the response to form a concatenation; and 
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(2) hashing the concatenation according to the selected 
one-way hashing equation. 

32. The method of claim 28, wherein the step of gener 
ating the session code comprises the steps of: 

(1) hashing a password associated with the user according 
to a selected one-way hashing equation; 

(2) concatenating the hashed password and the response 
to form a concatenation; and 

(3) hashing the concatenation according to the selected 
one-way hashing equation. 

33. The method of claim 28, wherein the step of gener 
ating the session code comprises the steps of: 

(1) hashing the response according to a selected one-way 
hashing equation; 

(2) concatenating the response and a password associated 
with the user to form a concatenation; and 

(3) hashing the concatenation according to the selected 
one-way hashing equation. 

10 
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34. The method of claim 28, wherein the step of verifying 

the validity of the user name comprises the step of the server 
accessing a database of user names and determining whether 
the user name appears in the database. 

35. The method of claim 28, wherein the step of verifying 
the validity of the user name comprises the step of the server 
accessing a database of hashed user names and determining 
whether the user name appears in the database. 

36. The method of claim 28, further comprising the step 
of the workstation using the message to encrypt subsequent 
communications between the workstation and a desired 
computing system. 

37. The method of claim 28, further comprising the step 
of the workstation using the message to decrypt subsequent 
communications between the workstation and a desired 
computing system. 
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