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[57] ABSTRACT 

In order to gain access to a secured system, a user must be 
able to enter valid user identification information and must 
also have a remote wireless communication device such as 
a pager or cellular telephone having a number that is 
substantially unique to that user. When the user requests 
access to the secured system, the system places a call to the 
user's remote wireless communication device and sends that 
device revalidation information such as a random number 
generated by the secured system. The user must return the 
revalidation information to the secured system to gain 
access. In an alternative embodiment. another person (a 
user-approver) has the remote wireless communication 
device and must return the revalidation information to the 
secured system if the user-approver approves the user's 
request for access. 
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SECURITY FOR CONTROLLED ACCESS 
SYSTEMS 

BACKGROUND OF THE INVENTION 

2 
In another aspect of the invention the wireless remote 

communication device is intended to be in the possession of 
a person other than the user. This other person (a "user­
approver") receives the revalidating information from the 

This invention relates to security for controlled access 
systems (which can, if desired, be systems that are acces­
sible from remote locations). Examples of systems that can 
make use of this invention are computer systems. transaction 
processing systems, voice mail and voice response systems, 
and the like. The security aspect of the invention relates to 
ensuring that a person who is attempting to gain access to the 
secured system is authorized to do so. 

s secured system and retransmits that information to the 
system if the user access request appears to be in order. In 
this case, to facilitate decision-making by the user-approver, 
the system may additionally send to the user-approver 
information about the user ( e.g., an identification of the user 

10 and information about the location from which the user is 
attempting to gain access to the system). 

Many types of controlled access systems are known. Most 
such systems employ some form of security to reduce the 
risk of an unauthorized person gaining access to and making 15 
use of the system. For example, a system may require 
someone who is attempting to use the system to first enter 
some form of user-identification ("user-id"). personal iden­
tification number ("pin"), and/or password. Such intangible 
security information can sometimes be misappropriated, for 20 
example, by the misappropriator observing the authorized 
user's entry of the security information. Other situations 
may warrant a higher level of security than can be provided 
by just intangible security information of the type described 
above. For example, an administrative or super user of a 25 
computer system or a voice mail or voice response system 
may require a higher level of security. Similarly, higher level 

Further features of the invention. its nature and various 
advantages will be more apparent from the accompanying 
drawings and the following detailed description of the 
preferred embodiments. 

BRIBF DESCRJPTION OF THE DRAWJNGS 

FIG. 1 is a simplified block diagram of illustrative appa­
ratus which can be operated in accordance with this inven­
tion. 

FIGS. 1.a-2c ( collectively referred to as FIG. 2) are a flow 
chart of steps for carrying out an illustrative embodiment of 
the methods of this invention. 

FIG. 3 is a view similar to FIG. 1 showing alternative 
illustrative apparatus which can be operated in accordance 
with this invention. 

or administrative access to a secured building. a prison, an 
airport. a military installation. or other high security location 
may require a higher level of security. 

FIG. 4 is another view similar to FIGS. 1 and 3 showing 
further alternative illustrative apparatus which can be oper-

3o ated in accordance with this invention. 
It is therefore an object of this invention to provide 

improved security for controlled access systems. 
It is a more particular object of this invention to provide 

security for controlled access systems which requires more 
than mere possession of intangible information in order for 35 

a person to gain access to the system. 

SUMMARY OF THE INVENTION 

FIGS. Sa-Sc ( collectively referred to as FIG. 5) are a flow 
chart of steps for carrying out another illustrative embodi­
ment of the methods of this invention. 

DETAilED DESCRJPTION OF THE 
PREFERRED EMBODJMENTS 

In the illustrative embodiment shown in FIG. 1 a user 10 
requests access to secured system 30 via communication These and other objects of the invention are accomplished 

in accordance with the principles of the invention by pro­
viding security for controlled access systems which requires 

40 link 20. For example, secured system 30 may be a computer 
system or network. and the user may have a personal 
computer (included within box 10) from which the user may 
wish to access system 30. Communication link 20 may be a 
modem connection which the user establishes through the 

a person (i.e., a "user") attempting to gain access to the 
system to have a particular wireless remote communication 
device such as a pager and to enter into the system infor­
mation the system requests the user to enter via the wireless 
remote communication device. For example, the user may 
establish a modem connection from a personal computer to 
the secured system. The user may than enter user-identifying 
information to the secured system via the modem connec­
tion. If the secured system recognizes the user-identifying so 
information as valid, the system causes revalidating infor­
mation to be sent to the user via another separate commu­
nication channel. In an especially preferred embodiment the 
revalidating information is sent to a particular pager which 

45 commercial telephone network when the user wishes to use 
system 30. It will be understood that these examples are only 
illustrative, and that many other types of user equipment 10, 
secured systems 30, and communication links 20 are pos­
sible. 

the user must have in order to receive that information. The ss 
system then gives the user an opportunity to send the 
revalidating information back to the system ( e.g., via the 
modem connection). The system allows the user the 
requested access to the system only if the user is able to send 
back the revalidating information. If the user has the par- 60 
ticular wireless remote communication device required to 
receive the revalidating information, the user is able to 
receive and send back that information and thereby gain 
access to the secured system. If the user does not have the 
required wireless remote communication device. the user 65 
cannot receive and resend the revalidating information, and 
the user therefore cannot gain access to the secured system. 

When the user first establishes communication link 20, 
the user is typically required by system 30 to enter infor­
mation which identifies the user. For example. the user may 
be required to enter user id, pin. and/or password informa­
tion. For convenience herein, all such information is referred 
to as "user identification information." System 30 checks the 
validity of the user identification information, and if that 
information is valid, system 30 continues on as described 
below with the process of making sure that the user is in fact 
entitled to access to the system. On the other hand, if system 
30 finds that the user identification information supplied by 
the user is not valid (e.g., it does not correspond to any 
information in a list of valid user identifications stored in 
system 30), then system 30 may either terminate connection 
20 or prompt the user to try again, and if after a predeter­
mined number of attempts the user is still not able to enter 
valid user identification information, then system 30 may 
terminate connection 20. 
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If system 30 finds that the user identification information 
entered by user 10 is valid ( and assuming that the user and/or 
type of access requested by the user requires further user 
validation), system 30 identifies a particular wireless remote 
communication device 70 that this particular user must have. 5 
For example. the user may be required to have a pager with 
a particular pager number or a cellular telephone with a 
particular telephone number. For convenience herein, any 
such wireless remote communication device 70 that user 10 
is required to have will be said to have a "wireless remote 10 

communication device number" or "activation number" via 
which device 70 can be substantially uniquely activated 
Thus system 30 identifies the wireless remote communica­
tion device number of the device 70 that user 10 must have 
in order to gain access to system 30. Preferably, each user 10 15 

is associated with a device 70 having a unique or substan­
tially unique wireless remote communication device num­
ber. 

When system 30 has identified the number of the device 
70 that user 10 must have, system 30 sends a message (via 20 

communication link 40) to the wireless communication 
system SO that can communicate with device 70. This 
message from system 30 instructs system SO to call device 
70 (via wireless communication link 60) and to send it a 
message that user 10 must send back to system 30 in order 25 
to gain access to system 30. For example, system 30 may· 
generate a random or substantially random number (e.g., a 
substantially random telephone number) for system 50 to 
send to device 70 via communication link 60. Device 70 
may receive this message and display it for user 10 as 30 

indicated by link 80. Alternatively. link 80 may be an audio 
link. When user 10 receives this message, the user sends it 
back to system 30, for example, via communication link 20. 
Alternatively, user 10 may send this message back to system 
30 in another way ( e.g., via elements 70, 60, SO, and 40, if 35 

those elements are such as to permit bi-directional 
communication). When system 30 receives back from user 
10 the revalidating message it has sent, system 30 opens 
system access to the user. 

If desired, any or all of communication links 20, 40, and 40 

60 can be protected by conventional security methods such 
as message encryption or password exchange to ensure that 
messages are authentic and to lessen the risk of interception 
by a third party. 

FIG. 2 shows an illustrative sequence of steps in accor-
dance with this invention for operating the apparatus of FIG. 

45 

4 
revalidation. In other words, some users may only be 
entitled to a relatively low level of access to system 30, 
which can be granted without further security precautions. 
Or in some cases a user who might otherwise require more 
security precautions may request only a low level of access. 
and so in this case no further security precautions are 
needed. For the most part. however, the steps shown in FIG. 
2 assume that the user and/or the user's access request 
warrant further security precautions before system 30 grants 
the requested access. Thus it is assumed that steps 114 et seq. 
should be performed 

In step 114 system 30 identifies the "activation number" 
of the wireless remote communication device 70 that user 10 
should have in order to gain access to system 30. If device 
70 is a pager, this is the number which must be called to 
reach that pager. If device 70 is a cellular telephone, this is 
the number of that telephone. 

In step 116 system 30 generates revalidation information 
which is to be sent to user 10 via elements 40, SO, 60, and 
70. For example, this revalidation information may be a 
random or substantially random number (e.g., a random or 
substantially random telephone number). 

In step 118 system 30 commands wireless communication 
system SO to call the user's device 70 and to transmit the 
revalidation information to that device. 

In step 120 the user's device 70 receives the revalidation 
information from system 30 via system SO. and in step 122 
device 70 supplies the received revalidation information to 
the user. 

In step 124 system 30 prompts the user to enter the 
revalidation information received from device 70. Such a 
prompt may not be necessary in some cases, and so this step 
can be optional. 

In step 124'i the user enters into system 30 the revalidation 
information that the user has received from device 70. 
Depending on the structure of the overall system, this entry 
of information by the user may be either via communication 
link 20 or via a return channel through elements 70, 60, SO, 
and 40. For example, if device 70 is a pager with no 
answer-back capabilities, step 124'i may be carried out via 
communication link 20. On the other hand, if device 70 is a 
pager with answer-back capabilities or a cellular telephone, 
step 124'i may be carried out via elements 70, 60, SO, and 40. 

1 as described above. To some extent these steps have 
already been mentioned, and so the discussion of them here 
can be somewhat abbreviated. 

In step 110 user 10 requests access to secured system 30 
via communication link 20. As mentioned above, this gen­
erally includes the user supplying some user identification 
information to system 30. 

In step 128 system 30 compares the revalidation infor­
mation it sent out in steps 116 and 118 to the revalidation 
information returned to it in step 124'i. If there is a match, 
then in step 130 control passes to step 134 in which system 
30 allows access to the user. On the other hand, if there is no 

50 match of the revalidation information, then in step 130 
control passes to step 132 where system 30 denies access to 
the user ( e.g., by disconnecting the user after sending the 
user an appropriate message). 

The process ends in step 136. 
The order of some of the steps in FIG. 2 is not critical. For 

example, step 124 (in which system 30 prompts the user to 
enter the revalidation information) can occur earlier in the 
process ( e.g., between steps 116 and 118). Such earlier 

In step 112 system 30 determines whether the user iden- 55 

tification information supplied by user 10 is valid informa­
tion for an authorized user. To do this, system 30 may 
compare the user identification information supplied by the 
user to a list of such information for all authorized users. The 
steps shown in FIG. 2 assume that the user passes this test, 
but if not, system 30 may perform additional steps 
(suggested above) to prompt the user to try again or to 
disconnect the user (either immediately or after a predeter­
mined number of unsuccessful re-tries by the user). 

60 occurrence may be desirable to remind the user to be ready 
to receive the revalidation information via device 70. For 
example, the user may have to turn on device 70 in order to 
render it operable, and an early prompt step 124 may be 

Also in step 112 (and assuming that the user has supplied 65 

valid user identification information), system 30 determines 
whether this user and/or this user' access request necessitate 

helpful in that regard. 
FIG. 3 shows an alternative form of the apparatus shown 

in FIG. 1. FIG. 3 is similar to FIG. 1 except that FIG. 3 
expressly shows that elements 40', SO', 60', 70', and 80' 
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permit two-way communication from system 30 to user 10 
and back to system 30. Thus FIG. 3 expressly shows the type 
of overall system in which the revalidation information sent 
out by system 30 via elements 40', 50', 60'. 70'. and 80' can 
be sent back to system 30 by the user via the reverse path 
through that same communication channel. The method of 
FIG. 2 is equally applicable to systems of the type shown in 
FIGS. 1 and 3. 

n will be understood that the foregoing is only illuslrative 
of the principles of the invention and that various modifi­
cations can be made by those skilled in the art without 
departing from the scope and spirit of the invention. For 

5 example. the invention can be used with many different 
types of user 10 terminal devices, many different types of 
secured systems 30, many different types of remote wireless 
communication devices 70, and consequently many different 

FIG. 4 shows another alternative form of the apparatus types of remote wireless communication systems 50. To 
shown in FIGS. 1 and 3. In FIG. 4 the wireless communi- 10 reiterate. some specific examples of possible uses of the 
cation device 70'associated with user 10 is not in the invention include controlling access to computer systems. 
possession of the user. Instead, another person (user- transaction processing systems, voice mail or voice response 
approver 90) has device 70'. When user 10 requests access 
to system 30. that system initiates a wireless transmission as systems, and secured facilities such as buildings. prisons. 
before. although in this case the wireless lransmission may military installations. and other high security locations. The 
include information identifying user 10 in addition to some 15 invention may be employed only for certain users such as 
revalidation information. For example, the user identifica- administrators or other super users. 
tion information may include the telephone number from The invention claimed is: 
which user 10 is attempting to access system 30, as well as 1. A method for ensuring that a user requesting access to 
the user's name or identification number. This user identi- a secured system should be granted such access, said user 
fication information may help user-approver 90 decide 20 having substantially unique user identifying information and 
whether to approve the user's request for access. If user- a wireless communication device with a substantially unique 
approver 90 decides to approve, the user-approver returns activation number if the user is entitled to access to the 
the revalidation information to system 30 via the reverse secured system. said method comprising the steps of: 
communication channel through elements 70'. 60'. 50'. and entering said user identifying information into said 
40'. System 30 allows user 10 access when the revalidation 25 secured system. said entering step being performed by 
information is thus returned to it. said user; 

FIG. 5 shows adaptation of the method of FIG. 2 to a identifying the activation number of the wireless commu-
system of the type shown in FlG. 4. Many of the steps in nication device which the user identified by said user 
FlG. 5 are the same as or similar to steps in FIG. 2, and this identifying information should have, said identifying 
correspondence is indicated by use of the same last two 30 reference number digits for the same or similar steps in step being performed by said secured system; 
FIGS. 2 and 5. Thus the discussion of many of the steps in transmitting revalidation information to the wireless com-
FIG. 5 can be somewhat abbreviated because more extensive munication device which the user identified by said 
discussion has already been provided for corresponding user identifying information should have, said trans-
steps in FlG. 2. mitting step being at least initiated by said secured 

35 te In step 210 (similar to step 110 in FIG. 2) user 10 requests sys m; 
access to system 30 via communication channel 20. returning said revalidation information to said secured 

In step 212 (similar to step 112 in FIG. 2) system 30 system. said returning step being performed by said 
validates user identification information provided by user 10 user if said user has the wireless communication device 
and recognizes the need for revalidation of this user request which said user should have; and 
for access. 40 detecting whether the revalidation information returned in 

In step 214 (similar to step 114 in FIG. 2) system 30 said returning step matches the revalidation informa-
identifies the activation number of the device 70' associated tion transmitted in said transmitting step, and if so, 
with the user-approver 90 who must approve the user's allovving said user access to said secured system, said 
request for access. 

45 
detecting step being performed by said secured system. 

In step 216 (similar to step 116 in FIG. 2) system 30 2. The method defined in claim 1 wherein said wireless 
generates user identification and revalidation information communication device is a pager having a pager number as 
for transmission to device 70'. As mentioned above, this user said activation number, and wherein said identifying step 
identification information may include a name or code comprises the step of: 
number for user 10, the telephone number from which the 

50 
identifying the pager number of the pager that the user 

user is requesting access, etc. The revalidation information identified by said user identifying information should 
may be the same kind of revalidation information that is have. 
described above in connection with other embodiments of 3. The method defined in claim 2 wherein said transmit-
the invention. ting step comprises the steps of: 

In step 218 (similar to step 118 in FIG. 2) system 30 55 placing a call to the pager having said pager number; and 
commands system 50' to call device 70' and to send it the transmitting said revalidation information to said pager. 
information generated in step 216. 4. The method defined in claim 1 wherein said wireless 

In step 220 (similar to stop 120 in FIG. 2) device 70' communication device is a cellular telephone having a 
receives the above-described information, and in step 222 telephone number as said activation number, and wherein 
(similar to step 122) device 70' supplies that information to 60 said identifying step comprises the step of: 
user-approver 90. identifying the telephone number of the cellular telephone 

In step 226 (similar to step 126 in FIG. 2) user-approver that the user identified by said user identifying infor-
90 sends the revalidation information back to system 30 if mation should have. 
the user-approver approves the user's request for access. 5. The method defined in claim 4 wherein said transmit-

Remaining steps 228, 230, 232, 234, and 236 are respec- 65 ting step comprises the steps of: 
tively similar to steps 128, 130, 132, 134. and 136 in FIG. placing a call to the cellular telephone having said tele-
2 and therefore do not need to be described again. phone number; and 
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transmitting said revalidation information to said cellular 
telephone. 

6. The method defined in claim 1 wherein said transmit­
ting step comprises the step of: 

generating substantially different revalidation information 5 
substantially each time said transmitting step is per­
formed. 

7. The method defined in claim 6 wherein said revalida­
tion information is a substantially random number. 

8. The method defined in claim 6 wherein said revalida- 10 

tion information has the general form of a conventional 
telephone number. 

9. The method defined in claim 1 wherein said entering 
step is performed via a first communication channel between 
said user and said secured system which is different from a 15 

second communication channel used for transmitting said 
revalidation information to said wireless communication 
device; and wherein said returning step is performed using 
one of said first and second communication channels. 

10. The method defined in claim 9 wherein said returning 20 

step is performed using said first communication channel. 
11. The method defined in claim 9 wherein said returning 

step is performed using said second communication channel. 
12. The method defined in claim 1 further comprising the 

step of: 
disconnecting said user from said secured system if said 

revalidation information returned does not match said 
revalidation information transmitted. 

25 

13. A method for ensuring that a user requesting access to 
a secured system should be granted such access, said user 30 

having substantially unique user identifying information and 
being associated with a wireless communication device 
which has a substantially unique activation number if the 
user is entitled to access to the secured system. said wireless 
communication device being controlled by a user-approver 35 

who must approve said user's request for access to said 
secured system, said method comprising the steps of: 

8 
14. The method defined in claim 13 wherein said wireless 

communication device is a pager having a pager number as 
said activation number, and wherein said identifying step 
comprises the step of: 

identifying the pager number of the pager associated with 
the user identified by said user identifying information. 

15. The method defined in claim 14 wherein said trans­
mitting step comprises the steps of: 

placing a call to the pager having said pager number; and 
transmitting said revalidation information to said pager. 
16. The method defined in claim 13 wherein said wireless 

communication device is a cellular telephone having a 
telephone number as said activation number, and wherein 
said identifying step comprises the step of: 

identifying the telephone number of the cellular telephone 
associated with the user identified by said user identi­
fying information. 

17. The method defined in claim 16 wherein said trans­
mitting step comprises the steps of: 

placing a call to the cellular telephone having said tele­
phone number; and 

transmitting said revalidation information to said cellular 
telephone. 

18. The method defined in claim 13 wherein said trans­
mitting step comprises the step of: 

generating substantially different revalidation information 
substantially each time said transmitting step is per­
formed. 

19. The method defined in claim 18 wherein said revali­
dation information is a substantially random number. 

20. The method defined in claim 18 wherein said revali­
dation information has the general form of a conventional 
telephone number. 

21. The method defined in claim 13 wherein said entering 
step is performed via a first communication channel between 
said user and said secured system, and wherein said trans­
mitting and returning steps are performed via a second 
communication channel between said secured system and 

entering said user identifying information into said 
secured system, said entering step being performed by 
said user; 

40 said user-approver. 

identifying the activation number of the wireless commu­
nication device associated with the user identified by 
said user identifying information, said identifying step 
being performed by said secured system; 

transmitting revalidation information to the wireless com­
munication device associated with the user identified 
by said user identifying information, said transmitting 
step being at least initiated by said secured system; 

45 

22. The method defined in claim 13 further comprising the 
step of: 

disconnecting said user from said secured system if said 
revalidation information returned does not match said 
revalidation information transmitted. 

23. The method defined in claim 13 wherein said trans­
mitting step includes the step of: 

transmitting to the wireless communication device asso­
ciated with the user identified by said user identifying 
information additional information descriptive of the 
user's request for access to the secured system. 

returning said revalidation information to said secured 50 

system. said returning step being performed by said 
user-approver if said user-approver approves said 
user's request for access to said secured system; and 

24. The method defined in claim 23 wherein said entering 
step is performed via the commercial telephone network by 
the user calling said secured system from a calling telephone 

55 number, and wherein said additional information includes 
said calling telephone number. 

detecting whether the revalidation information returned in 
said returning step matches the revalidation informa­
tion transmitted in said transmitting step, and if so, 
allowing said user access to said secured system. said 
detecting step being performed by said secured system. * * * * * 
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