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FIG. 9 
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METHOD AND SYSTEM FOR VALIDATING 
SUBSCRIBER IDENTITIES IN A 
COMMUNICATIONS NETWORK 

RELATED APPLICATIONS 

This application claims priority to US. Provisional Appli 
cation Ser. No. 60/094,160, ?led Jul. 27, 1998, and incor 
porated herein by reference. 

FIELD OF THE INVENTION 

The invention relates, in general, to a method and system 
for validation and/or authentication of an identity, and, in 
particular, to a method and apparatus/system for authenti 
cating subscribers in a communications netWork, such as a 
Wireless, digital, cellular, and/or satellite communications 
system, using a central host processor. The central processor 
includes all the interfaces and functions to connect to the 
communications system, to decode signals and messages, to 
verify and to validate subscribers in the communications 
system, and to signal to entities in the system that subscrib 
ers are legitimate. This system provides a signi?cant level of 
protection against fraud and abuse, particularly Wireless 
fraud and abuse. 

BACKGROUND OF THE INVENTION 

Cellular mobile telephony is one of the fastest groWing 
segments in the WorldWide telecommunications market. 
BetWeen 1984 and 1992, for example, the number of mobile 
telephone subscribers in the United States greW from around 
25,000 to over 10 million. In 1998, the number is estimated 
to be 58 million and is expected to rise to nearly 90 million 
by the year 2000. 

In a typical cellular radio system, as shoWn in FIG. 1, a 
geographical area is divided into several radio coverage 
areas, called cells C1—C14. These cells are served by a series 
of radio stations, called base stations B1—B14. The base 
stations are connected to and controlled by a mobile sWitch 
ing center (MSC) MSC1, MSC2. The MSC is in turn 
connected to the land line (Wireline) public sWitched tele 
phone netWork (PSTN). The users in the cellular radio 
system, knoWn as mobile subscribers, are provided With 
portable (hand-held), transportable or mobile (car-mounted) 
telephone units, Which are collectively called mobile sta 
tions. 

The mobile stations MS1—MS4, shoWn in FIG. 1, com 
municate With a mobile sWitching center MSC1 through 
respective nearby base stations B1, B5. The MSC sWitches 
calls betWeen Wireline or landline and mobile subscribers, 
controls signaling to the mobile stations, compiles billing 
information, and provides for the operations, maintenance, 
and testing of the system. The MSCs are also connected 
together through a signaling netWork to alloW “roaming” 
across large geographic areas. 

In the United States, the Advanced Mobile Phone Service 
(AMPS) began in 1984. A serious problem Which has 
plagued cellular communications systems is fraud. There 
have been numerous types of fraudulent use of cellular 
communications facilities, resulting in signi?cant monetary 
losses for the operators of those AMPS Wireless telephone 
systems. The fraudulent access has ranged from “roamer” 
fraud to tumbling to cloning. The most common type of 
fraud is “cloning.” The Cellular Telecommunications Indus 
try Association (CTIA) reports that losses resulting from 
cloning exceed $300 million per year in the United States. 

Mobile stations or terminals, subject to cloning, typically 
are identi?ed by a mobile identi?cation number and an 
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2 
electronic serial number. Ordinarily, a mobile identi?cation 
number (MIN), Which is assigned to a subscriber’s mobile 
station or terminal When it is activated, is identical to the 
dialed directory number or mobile telephone number. An 
electronic serial number (ESN) is a 32-bit binary number 
that consists of three parts: the manufacturer code, a 
reserved area, and a manufacturer-assigned serial number. 
The ESN, Which represents a terminal, is ?xed and, 
supposedly, cannot be changed. 

Cloning entails an interloper or “fraudster” capturing the 
identity of a Wireless telephone by using standard test 
equipment to capture the Electronic Serial Number (ESN) 
and Mobile identi?cation Number (MIN) of the legitimate 
user. For example, a standard frequency scanner may be 
used to scan a common control channel for MIN-ESN 
combinations transmitted from a mobile station registering 
With a mobile sWitching center. The interloper reprograms a 
mobile station, such as, another mobile telephone, With the 
captured ESN and MIN. Impersonating the legitimate 
subscriber, the cloner may then place fraudulent calls, Which 
are charged to the legitimate subscriber. 
Such cloning occurs because the original AMPS netWork 

did not have the means to validate the Wireless use. FIG. 1 
illustrates the telephone systems Without authentication. 
HoWever, in 1991 the Telecommunications Industry Asso 
ciation (TIA) Wireless/cellular standards (TR45.3) organi 
Zation developed a scheme to authenticate subscribers. 

Authentication Was developed by the cellular industry to 
prevent cloning. Authentication is the process of validating 
a user’s identify by proving the existence of shared secret 
data (or a cryptographic key) in the mobile station of the user 
and the cellular netWork. Both the mobile station (MS) and 
the netWork possess the softWare protocol, cryptographic 
algorithms, and key to perform authentication. The general 
elements for one type of authentication, Which is believed to 
be disclosed in US. Pat. No. 5,153,919 to James A. Reeds, 
III et al., Which is incorporated herein by reference, are 
depicted in FIG. 2. Unfortunately, this standardiZed tech 
nique is not ubiquitous; MSCs and MSs do not all have 
softWare to support the validation. 
The authentication mechanism developed by the stan 

dards committee for Telecommunications Industry Associa 
tion (TIA) is shoWn in FIG. 3. CAVE is the “Cellular and 
Voice Encryption” cryptographic algorithm. Through the 
use of CAVE’s “challenge-response” authentication scheme, 
validation of subscriber identities can occur. The steps in the 
process shoWn in FIG. 4 are the folloWing: 
Step S10: The telephone, as it poWers on, identi?es itself to 

the netWork With the ESN and MIN. 
Step S12: The netWork sends a random number challenge to 

the phone. 
Step S14: The phone, using a CAVE cryptographic 

algorithm, encrypts or “hashs” a number of inputs includ 
ing the ESN, the MIN and a SSD key to produce an 
authentication response AUTHR. The SSD (Shared Secret 
Data) key is derived from the seed A-key. 

Step S16: The telephone sends AUTHR to the netWork. Step 
S18: The netWork performs the same CAVE crypto 
graphic computation. 

Step S20: The netWork compares the tWo responses. 
Step S22: If the responses (AUTHR) are equivalent, service 

is granted because the netWork operator can be quite 
con?dent that the subscriber is legitimate. 

Step S24: If the responses (AUTHR) are not equivalent, 
service is denied because the netWork operator cannot be 
con?dent that the subscriber is legitimate. 
The above authentication scheme has been very effective 

against fraud. HoWever, three major events must occur 
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before it is absolutely effective against technical fraud. 
These three events are the following. First, all phones must 
contain the cryptographic algorithm and protocol. Second, 
all sWitches must be upgraded or sold With the cryptographic 
algorithm. Third, all phones and sWitches must have the seed 
cryptographic key (A-key). The authentication scheme in 
the telephone system is illustrated in FIG. 5. The authenti 
cation may occur in a Mobile SWitching Center MSC or in 
an off-board computer, namely, an authentication center AC. 

The deployment of authentication began in 1995. Today 
approximately 10% of all MSCs have the capability to 
authenticate. CTIA reports approximately 58 million sub 
scribers eXist in North America. Yet, it is estimated that only 
10 million of the telephones have the CAVE cryptographic 
capabilities, designed to the latest standards. Those sWitches 
(MSCs) that cannot authenticate are designed to the TIA 
IS-41 Revision A (Rev. A) standard. The IS-41 Revision C 
(Rev. C) MSCs can authenticate. It may be years before all 
MSCs and telephones are “authentication capable” in the 
AMPS-based air-interface technologies: IS-54B, IS-136, 
IS-91, IS-95, etc. FIG. 6 summarizes the current authenti 
cation situation for mobile sWitching centers and telephones. 
Essentially, as time progresses more and more MSCs and 
telephones Will likely have authentication features. 

In Europe and other locations around the World, the 
standard Global System for Mobile (GSM) cellular tele 
phoning has dominated. It is fully authentication-capable. 
The authentication scheme for GSM is very similar to the 
AMPS IS-41 cellular authentication scheme. In the GSM 
environment, there have been no reports of cloning or 
technical fraud. GSM is in the “ubiquitous” authentication 
state; all MSCs and all phones therein authenticate. Note in 
GSM, the authentication occurs on a Subscriber Identity 
Module (SIM) smart card inserted in the telephone. 

FIG. 7 illustrates the GSM authentication scheme. The 
mobile station is uniquely identi?ed by a International 
Mobile Subscriber Identity (IMSI). This information, along 
With the individual subscriber authentication key Ki, con 
stitutes sensitive identi?cation credentials, analogous to the 
Electronic Serial Number (ESN) in systems such as AMPS. 
When a mobile station MS attempts to access the system, 

the netWork issues it a 128-bit random number challenge 
RAND. The MS computes a 32-bit signed response SRES to 
RAND using a one-Way hash function A3 under control of 
the subscriber authentication key Ki. The key Ki is shared 
only by the subscriber and an authentication center Which 
serves the subscriber’s home netWork. That is, the authen 
tication center includes all subscriber authentication keys 
Kis. 

The value SRES computed by the MS is signaled to the 
netWork, Where it is compared With a pre-computed value. If 
the tWo values of SRES agree, the mobile subscriber has 
been authenticated, and the call is alloWed to proceed. If the 
values are different, then access is denied. Because GSM has 
effectively Zero technical fraud, carriers in the UK, Europe 
and other locations have not suffered any losses. 
With tWo major incompatible standards, GSM and IS-41, 

as Well as several others, there is a desire to connect the 
systems to alloW interoperability. This alloWs a subscriber to 
go from one system to the other and have “one telephone 
number.” Calls are automatically translated to the neW 
system and protocol. Connectivity of the tWo systems is 
shoWn in FIG. 8. Note that the A3 authentication algorithm 
is a generic term used for the standard COMP128 crypto 
graphic algorithm used in GSM systems. BetWeen the tWo 
systems is the Interoperability Unit (IU) that provides pro 
tocol translation and facilitates calls betWeen the tWo sys 
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4 
tems. Asubscriber in GSM has a GSM “air-interface” phone 
With a SIM. That subscriber in IS-41 must have a phone that 
Works With IS-41 based air-interface protocols (i.e., IS-91. 
IS-136, IS-54B, IS-9S, EIA/TIA 553). 
When a call is placed to a GSM phone, if the subscriber 

is in the IS-41 netWork, the call is delivered to the IS-41 
phone through interWorkings of the IU. The IU facilitates the 
translations on the tWo common channel signaling netWorks. 
GSM netWorks have full authentication, Whereas IS-41 

netWorks, as stated earlier, Will not reach ubiquitous authen 
tication for several years. Thus, When a subscriber “roams” 
into an IS-41 netWork, he is unprotected against technical 
fraud or charging When operating With Rev. A sWitches 
because of a mismatch in fraud protection. This mismatch is 
summariZed in the table beloW. 

Major World-Wide Cellular Systems 

GSM 15-41 (U.S.) 

100% Authentication 
Zero technical fraud 

10% Authentication 
Signi?cant 
technical fraud 
Signi?cant monetary 
losses 
Concerned consumers 

Still an issue for 

operators 

Zero monetary losses 
from technical fraud 
Happy consumers 
Not an issue for 

operators 

It is understood that the voice traf?c is still controlled 
through the public sWitched telephone netWork. 

Various attempts have been made to provide methods 
and/or systems for authenticating subscribers. Yet, such 
attempts fail to provide a system and/or a method of upgrad 
ing an eXisting non-authenticating communications netWork 
With state of the art authentication capabilities. Alternatively, 
the prior art attempts fail to provide a loW-cost authenticat 
ing communications netWork relative to the GSM netWork, 
for eXample. 
By Way of example, US. Pat. No. 5,557,654 to Maenpaa, 

incorporated herein by reference, discloses a telecommuni 
cations system and method for authenticating a subscriber to 
permit integration of a digital cordless telephone system as 
a subsystem of a GSM netWork. Cordless telephone systems 
and the GSM system have different authentication 
procedures, preventing cordless telephone subscriber iden 
tities from being used in the GSM netWork. Maenpaa 
discloses a challenge-response scheme to solve the mis 
matched authentication procedures. 

HoWever, such a challenge-response scheme already 
eXists in the realm of Wireless communications systems, 
namely, IS-41 Rev. C, Which, as explained above, has thus 
far failed to establish ubiquitous authentication. To this end, 
Maenpaa suggests no Way to adapt his system and method 
to address fraud prevention in an authenticating communi 
cations netWork, including a dynamic self-authentication 
sequence generated independently of elements responsive to 
the authenticating communications netWork. That is, Maenp 
aa fails to even suggest generating such a sequence outside 
of a challenge-response environment, Which requires a chal 
lenge to be sent from, for eXample, a sWitching center to a 
communications device. 
US. Pat. No. 5,615,267 to Lin et al., incorporated herein 

by reference, discloses a method for adaptively sWitching 
betWeen tWo PCS authentication schemes based on caller 
usage patterns. Lin et al. relies on a random number sent 
from a personal communication service provider for cryp 
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tographic computation thereof at the handset. Both authen 
tication schemes, however, are challenge-response schemes. 
Thus, like Maenpaa, Lin et al. do not suggest any Way to 
adapt their method to address fraud prevention in an authen 
ticating communications netWork including a dynamic self 
authentication sequence generated independently of ele 
ments responsive to the authenticating communications 
netWork. That is, Lin et al. fails to even suggest generating 
such a sequence outside of a challenge-response 
environment, Which requires a challenge to be sent from, for 
example, a sWitching center to a communications device. 
US. Pat. No. 5,617,470 to DePasquale discloses an 

apparatus and method for preventing access to a telephone 
service by unauthoriZed users. In DePasquale, a telephone 
service receives a ?xed code from a user and determines 
Whether it matches a ?xed code stored in the service’s 
memory. By de?nition, DePasquale’s ?xed code cannot be 
a dynamic self-authentication sequence. Therefore, DePas 
quale cannot even suggest an authenticating communica 
tions netWork including a dynamic self-authentication 
sequence. 
US. Pat. No. 5,636,271 to Paterno et al. discloses an 

autodialer card for tonal entry of PIN codes into a telephone. 
Paterno et al.’s card is pre-programmed With a ?xed audible 
tone sequence. The autodialer card includes a keypad entry 
for inputting a security code to operate the card and by 
extension to prevent unauthoriZed use of the card. Paterno et 
al. make no mention of a card storing a dynamic tone 
sequence, for example, one that changes With time. Thus, not 
surprisingly, Paterno et al. make no mention, for example, of 
an authenticating communications netWork including their 
card having a dynamic tone sequence in the netWork. 
US. Pat. No. 5,638,423 to Grube et al. discloses a 

communications apparatus, Which prevents unauthorized 
use of a communications device. Grube et al. discloses a 

proximity user card, Which, When Within tWenty feet of the 
communications device, communicates With the communi 
cations device over a RF path to notify the communications 
device of its proximity thereto. 

Grube et al.’s background information discloses commu 
nication devices having an encryption key and an algorithm 
programmed into the radio portion of the communications 
device. HoWever, noWhere is there any indication of the 
proximity user card including the encryption key and the 
algorithm to ensure authoriZed use of the communications 
device. To this end, Grube et al. fail to even suggest such a 
proximity user card, for example, storing a dynamic value, 
for example, one that changes With time, and generating the 
dynamic self-authentication value independently of ele 
ments responsive to the authenticating communications net 
Work. 
US. Pat. No. 5,642,401 to Yahagi discloses a challenge 

response authentication system. When a base station deter 
mines that authentication is required, an authentication 
calculation request is generated With respect to a mobile 
station With a random number generated as an authentication 
random number by the base station. An authentication 
calculation result as a response from the mobile station is 
received by the base station. Because Yahagi’s authentica 
tion random number is generated at the base station, Yahagi 
does not teach, for example, a dynamic self-authentication 
sequence generated independently of elements responsive to 
the authenticating communications netWork. Interestingly, 
Yahagi also fails to disclose identifying the mobile station, 
thereby preventing the communications netWork from reg 
istering the subscriber. 
US. Pat. No. 5,668,875 to BroWn et al. discloses a 

method and apparatus for authenticating a roaming sub 
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6 
scriber. According to BroWn et al., a subscriber receives a 
challenge that is in a format of a local authentication 
protocol, and determines Whether the local authentication 
protocol is the subscriber’s home system authentication 
protocol. If not, the subscriber converts the challenge to a 
format compatible With its home system authentication 
protocol, and processes the converted challenge With the 
subscriber’s secret key and authentication algorithm into an 
authentication response. The authentication response is con 
verted to be compatible With the local authentication proto 
col and transmitted to a local system communication unit. 
Fundamentally, BroWn et al. is a challenge response scheme, 
Which does not, for example, teach an authenticating com 
munications netWork including a dynamic self 
authentication sequence generated independently of ele 
ments responsive to the netWork. That is, BroWn et al. fails 
to even suggest generating such a sequence outside of a 
challenge-response environment, Which requires a challenge 
to be sent from, for example, a sWitching center to a 
communications device. 

U.S. Pat. No. 7,754,952 to Hodges discloses a central 
authentication platform to Which all calls placed from 
selected MINs are directed. The central authentication plat 
form engages in challenge-response authentication With 
local processors that are interfaced to the Wireless tele 
phones from Which non-fraudulent calls originate. Thus, 
Hodges cannot teach, for example, an authenticating com 
munications netWork including a dynamic self 
authentication sequence generated independently of ele 
ments responsive to the netWork. That is, Hodges fails to 
even suggest generating such a sequence outside of a 
challenge-response environment, Which requires a challenge 
to be sent from, for example, a sWitching center to a 
communications device. 

U.S. Pat. No. 5,794,139 to MiZikovsky et al. discloses an 
apparatus and method for automatically generating an 
authentication key in a mobile station. MiZikovsky et al.’s 
apparatus and method bene?t installers of mobile stations 
and customer service representatives of cellular service 
provider by avoiding manual entry of the authentication key, 
Which may be susceptible to entry error, inadvertent 
divulgence, and intentional divulgence. MiZikovsky et al. 
mentions use of a CAVE algorithm, Which is used in 
challenge-response systems, such as 15-41 Rev. C. In any 
event, there is no teaching in the MiZikovsky et al. patent of 
an authenticating communications netWork including a 
dynamic self-authenticating sequence generated indepen 
dently of elements responsive to the netWork. 

In vieW of the existing communication netWorks and the 
shortcomings that We have observed in prior art authentica 
tion techniques, We have determined that it Would be desir 
able to have a system and/or method of providing authen 
tication capabilities to, for example, a currently non 
authenticating communications netWork. We have also 
realiZed that it is desirable to address, from a fraud 
perspective, the mismatch betWeen authenticating and non 
authenticating Wireless communications netWorks, or net 
Work elements, including, but not limited to, the mismatch 
betWeen GSM and 15-41 netWorks. 
We have further determined that it Would be desirable to 

have a system and/or method of authenticating subscribers 
in non-authenticating Wireless netWorks, thereby providing 
fraud protection With the potential to be roughly equivalent 
to, or superior to, that of GSM and CAVE-based IS-41 
netWorks. 
We have also determined that it Would be desirable to 

provide a method and/or a system Whereby a subscriber 
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