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(7) ABSTRACT

A virtual network device includes several different virtual
network device sub-units, which collectively operate as a
single logical network device. An interface bundle includes
interfaces in more than one of the different virtual network
device sub-units included in the virtual network device. The
interface bundle is coupled to a virtual link bundle, which
connects the virtual network device to another device. The
interface bundle is managed as a single logical interface.
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INTERFACE BUNDLES IN VIRTUAL NETWORK
DEVICES

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to networking and,
more specifically, to implementing an interface bundle in a
virtual network device.

[0003] 2. Description of the Related Art

[0004] In order to provide increased network reliability,
redundant switches and links are often included in a net-
work. If a switch or link fails, a redundant switch or link,
already in place within the network, can quickly be enabled
to replace the failed switch or link. Since the redundant
switch or link can typically be enabled as a replacement
more quickly than the failed component can be replaced or
repaired, having redundant links and/or switching can pro-
vide a more reliable network.

[0005] When redundant components are included within a
network, it is often desirable to be able to use the redundant
components during normal network operation, before the
failure of corresponding components. For example, if two
links are implemented between a pair of switches, it is
desirable to use both links (as opposed to leaving one link
idle) to provide increased bandwidth. However, if multiple
redundant links are active at the same time, management of
those links may be undesirably complicated (e.g., due to the
need to avoid bridging loops).

[0006] One way to avoid the complexity of having several
independent redundant links is to operate those links as
single logical transmission path, such as that provided using
a link bundling technique like EtherChannel (TM) or link
aggregation (defined in IEEE 802.3). For example, an Ether-
Channel (TM) port bundle can be formed from several ports
on a switch, each of which is coupled to a respective link in
a group of links coupling that switch to another switch. Once
an EtherChannel (TM) port bundle is formed, the port
bundle can be managed as a single bridge port by routing
protocols such as spanning tree, thus simplifying manage-
ment of the redundant links.

[0007] Currently, there are situations in which link bun-
dling techniques cannot be used. For example, currently all
of the ports in an EtherChannel (TM) port bundle must be
included in the same network device. It is desirable to extend
the situations in which port bundles can be used.

SUMMARY OF THE INVENTION

[0008] Various embodiments of methods and systems for
implementing interface bundles in virtual network devices
are disclosed. A virtual network device includes several
different virtual network device sub-units, which collec-
tively operate as a single logical network device. An inter-
face bundle includes interfaces in more than one of the
different virtual network device sub-units included in the
virtual network device.

[0009] Inoneembodiment, a system includes a virtual link
bundle, which includes several communication links. A first
end of each of the communication links is configured to be
coupled to a first network device. A second end of a first one
of the communication links is configured to be coupled to a
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first virtual network device sub-unit within a virtual network
device, and a second end of a second one of the communi-
cation links is configured to be coupled to a second virtual
network device sub-unit within the virtual network device.
The communication links are configured to be managed as
a single link. When the first network device sends a packet
to the virtual network device via the virtual link bundle, the
first network device selects one of the communication links
on which to send the packet. Each packet sent between the
virtual network device and the first network device is sent
via only a one of the communication links.

[0010] In some embodiments, a system includes a first
virtual network device sub-unit. The first virtual network
device sub-unit includes a first interface and a controller
coupled to the first interface. The controller is configured to
forward packets received via the first interface. The first
interface is identified by a first logical identifier, which also
identifies a second interface included in a second virtual
network device sub-unit. The first interface and the second
interface are part of the same interface bundle. For packets
to be forwarded via the interface bundle, the first virtual
network device sub-unit can prioritize sending packets to the
first interface (which is local to the first virtual network
device sub-unit) over sending the packets via the second
interface (which is part of the second virtual network device
sub-unit).

[0011] In such embodiments, the first virtual network
device sub-unit can be configured to maintain consistent
forwarding information with the second virtual network
device sub-unit. For example, in one embodiment, the
controller (in the first virtual network device sub-unit) is
configured to perform control protocol processing for the
first interface according to a routing protocol running on the
interface bundle. The controller is configured to provide
information generated when performing the control protocol
processing to a secondary controller comprised in the second
virtual network device sub-unit. The secondary controller is
configured to use the information to manage the second
interface.

[0012] One embodiment of a method involves: assigning
a first logical identifier to each interface included within an
interface bundle, where the interface bundle includes a first
interface of a first virtual network device sub-unit and a
second interface of second virtual network device sub-unit;
coupling a first end of a first link to the first interface, the
first link included within a virtual link bundle; and coupling
a first end of second link to the second interface, the second
link also included within the virtual link bundle. The second
end of each of the first link and the second link are coupled
to a third network device.

[0013] Another embodiment of a method involves: send-
ing a first packet via a first link of a virtual link bundle if a
destination identifier associated with the first packet identi-
fies the virtual link bundle; and sending a second packet via
a second link of the virtual link bundle if a destination
identifier associated with the second packet identifies the
virtual link bundle. The first link is coupled to a first virtual
network device sub-unit and the second link is coupled to a
second virtual network device sub-unit.

[0014] Yet another embodiment of a method involves:
receiving a packet, where a destination identifier for the
packet identifies an interface bundle that includes a first

Dell et al., Ex. 1004
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interface; and filtering the packet from a packet flow being
sent via the first interface if the packet was received via a
virtual network device link. The virtual network device link
couples two virtual network device sub-units within a virtual
network device. If the packet was not received via the virtual
network device link, the packet is sent via the first interface.

[0015] The foregoing is a summary and thus contains, by
necessity, simplifications, generalizations and omissions of
detail; consequently, those skilled in the art will appreciate
that the summary is illustrative only and is not intended to
be in any way limiting. The operations disclosed herein may
be implemented in a number of ways, and such changes and
modifications may be made without departing from this
invention and its broader aspects. Other aspects of the
present invention, as defined solely by the claims, will
become apparent in the non-limiting detailed description set
forth below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] A more complete understanding of the present
invention may be acquired by referring to the following
description and the accompanying drawings, in which like
reference numbers indicate like features.

[0017] FIG. 1 is a block diagram of a network, according
to one embodiment of the present invention.

[0018] FIGS. 2A and 2B show how two network devices
in the same network layer can collectively operate as a single
virtual network device, according to one embodiment of the
present invention.

[0019] FIG. 3 shows more detail within each virtual
network device sub-unit included in a virtual network
device, according to one embodiment of the present inven-
tion.

[0020] FIGS. 4A-4B show a flowchart of a method of
handling data packets received via an interface bundle that
spans multiple virtual network device sub-units, according
to one embodiment of the present invention.

[0021] FIGS. 5A-5F show how a packet is handled if the
virtual network device does not already know the logical
identifier of the destination device, according to one
embodiment of the present invention.

[0022] FIGS. 6A-6D show how a packet is handled when
the virtual network device already knows the logical iden-
tifier of the destination device, according to one embodiment
of the present invention.

[0023] FIGS. 7A-7F show how a packet, received from a
non-satellite network device, is handled if the virtual net-
work device does not already know the logical identifier of
the destination device, according to one embodiment of the
present invention.

[0024] While the invention is susceptible to various modi-
fications and alternative forms, specific embodiments of the
invention are provided as examples in the drawings and
detailed description. It should be understood that the draw-
ings and detailed description are not intended to limit the
invention to the particular form disclosed. Instead, the
intention is to cover all modifications, equivalents and
alternatives falling within the spirit and scope of the inven-
tion as defined by the appended claims.
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DETAILED DESCRIPTION

[0025] FIG. 1 is a block diagram of a network in which an
interface bundle can be implemented in a virtual network
device. In FIG. 1, several clients 102(1)-102(») communi-
cate with each other and with several servers 104(1)-104(n)
via a network. Clients 102(1)-102(r) can include a variety of
different devices that access networked services. For
example, client 102(1) can be a cell phone, client 102(1) can
be a personal computer, and client 102(#) can be a Personal
Digital Assistant (PDA). Servers 104(1)-104(») provide
various services, such as various software-based services
and/or access to shared storage devices.

[0026] The network coupling clients 102(1)-102(x#) and
servers 104(1)-104(») is described in terms of several net-
work layers. The layer closest to clients 102(1)-102(n) is
access layer 110. Access layer 110 includes several network
devices 120(1)-120(r). In this example, access layer 110 is
the primary layer at which packets enter the network from
clients 102(1)-102(r).

[0027] Distribution layer 112 aggregates flows received
via access layer 110 and provides these aggregated flows to
core layer 114. In this example, distribution layer 112
includes network devices 122(1)-122(n). Core layer 114 is a
logically centralized portion of the network through which
various aggregated flows pass. Core layer 114 includes
network devices 124(1)-124(n).

[0028] In this example, data center 116 includes two sets
of network devices: network devices 126(1)-126(x) and
network devices 128(1)-128(n). Network devices 128(1)-
128(n) provide access to the network to various servers
104(1)- 104(n). Network devices 126(1)-126(n) aggregate
flows from network devices 128(1)-128(n) and provide the
aggregated flows to core layer 114.

[0029] Tt is noted that in some embodiments, networks
will not include the network layers illustrated in FIG. 1 (e.g.,
some of the layers can be combined and/or eliminated, and
alternative layers can also be included in addition to and/or
instead of those shown in FIG. 1). Additionally, clients and
servers can be coupled to the network differently than shown
in FIG. 1 (e.g., some clients and/or servers can be coupled
to individual network devices in the core and/or distribution
layers). Additionally, the physical locations of devices rela-
tive to each other can differ from the logical locations shown
in FIG. 1. For example, two devices in the same network
layer can be physically located on different floors, in differ-
ent buildings, or on different campuses. In contrast, two
devices in different network layers can be located in the
same room.

[0030] In some embodiments, network devices 120(1)-
120(n) and 128(1)-128(x), which are located at the outer
edges of the network, can operate differently than network
devices 122(1)-122(n), 124(1)-124(n), and 126(1)-126(n),
which are located in the inner layers of the network. For
example, in one embodiment, network devices 120(1)-
120(n) are satellite network devices that are controlled or
otherwise subordinate to network devices in the inner layers
(e.g., the distribution and core layers) of the network. In such
an embodiments, the non-satellite network devices provide
L2 (Layer 2) and L3 (Layer 3) forwarding and routing, while
satellite-network devices only have relatively limited for-
warding and/or routing capabilities. In other embodiments,
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satellite network devices do not perform any 1.2 forwarding
or L3 routing. Instead, the satellite network devices simply
forward all packets to non-satellite network devices for 1.2
forwarding and L3 routing. Non-satellite network devices
coupled to satellite network devices can, in some embodi-
ments, control the operation of the satellite network devices.
For example, network devices 126(1)-126(#) can configure
network devices 128(1)-128(n) according to various routing
protocols. In some embodiments, satellite network devices
are treated as remote line cards of the network devices to
which the satellites are subordinate. It is also noted that in
alternative embodiments, non-satellite network devices can
be used in the access layer and data center instead of satellite
network devices.

[0031] Network devices 120(1)-120(n), 122(1)-122(n),
124(1)-124(r), 126(1)-126(n), and 128(1)-128(n) can
include various routers, switches, gateways, and other net-
work equipment. In many embodiments, only one network
device may be needed at each layer in order for the network
to function. However, multiple network devices can be
included at each layer, as shown in FIG. 1, in order to
provide redundancy.

[0032] Tt will be noted that the variable identifier “n” is
used in several instances in the figures described herein to
more simply designate the final element of a series of related
or similar elements. The repeated use of such variable
identifiers is not meant to necessarily imply a correlation
between the sizes of such series of elements, although such
correlation may exist. The use of such variable identifiers
does not require that each series of elements have the same
number of elements as another series delimited by the same
variable identifier (e.g., the number of network devices in
each network layer may vary). Rather, in each instance of
use, the variable identified by “n” (or any other such
identifier) may hold the same or a different value than other
instances of the same variable identifier.

[0033] Multiple links can be implemented between
devices in different network layers to provide additional
redundancy. For example, as shown in FIG. 1, each network
device 120(1)-120(r) in access layer 110 can be coupled to
distribution layer 112 by two (or more) different links.
Similarly, each network device 122(1)-122(x) in distribution
layer 112 can be coupled to core layer 114 by two (or more)
different links. In one embodiment, each link is an Ethernet
link.

[0034] Within each network layer, multiple redundant
network devices can be configured to collectively operate as
a single virtual network device. For example, as shown in
FIG. 1, two or more network devices in distribution layer
112 can operate as a virtual network device 202. Similarly,
two or more of network devices 124(1)-124(rn) can operate
as a single virtual network device 204, and two or more of
network devices 126(1)-126(n) can operate as a single
virtual network device 206. More details of how two dis-
tribution-layer network devices can collectively operate as a
distribution-layer virtual network device 202 are shown in
FIGS. 2A, 2B, and 3. Virtual network devices can be
coupled to other virtual network devices, to network
devices, and/or to clients and/or servers by virtual link
bundles, as described below. In general, any multi-ported
device (whether a physical device, such as a network device,
client, or server, or a virtual network device) can be coupled
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to a virtual network device by a virtual link bundle that
includes several links, some of which terminate on different
sub-units within the virtual network device.

[0035] FIG. 2A shows an example of a network in which
there are two network devices 120(1) and 120(2) in access
layer 110. There are also two network devices 122(1) and
122(2) in distribution layer 112. These two network devices
122(1) and 122(2) operate as a single virtual network device
202 in this example. Each network device 120(1)-120(2) is
coupled to distribution layer 112 by two links. In this
example, each of those two links is coupled to a different one
of network devices 122(1) and 122(2). This provides redun-
dancy, allowing network devices 120(1) and 120(2) to
continue to communicate with distribution layer 112 even if
one of network devices 122(1) or 122(2) fails or if one of the
links between a given access-layer network device and a
given distribution-layer network device fails.

[0036] The redundant links coupling each of network
devices 120(1) and 120(2) to virtual network device 202 can
be operated as a single logical link, referred to herein as a
virtual link bundle. Network device 120(1) operates the two
links coupling network device 120(1) to virtual network
device 202 as a virtual link bundle 250(1). In such an
embodiment, each interface in network device 120(1) that is
coupled to one of the links is included in an interface bundle,
which corresponds to virtual link bundle 250(1). Network
device 120(2) similarly operates the two links coupling
network device 120(2) to virtual network device 202 as
virtual link bundle 250(2). In some embodiments, virtual
link bundles 250(1) and 250(2) are each operated as an
EtherChannel (TM) or as an aggregated link (as described in
IEEE 802.3).

[0037] As shown in FIG. 2A, each virtual link bundle
250(1) and 250(2) includes links that terminate at different
network devices in distribution layer 112. For example,
virtual link bundle 250(1) couples network device 120(1) to
both network device 122(1) and network device 122(2). This
differs from conventional implementations in which logical
links are only allowed between a single pair of network
devices.

[0038] Insome embodiments, network devices 120(1) and
120(2) are aware (e.g., through various state information
maintained within each network device) that each virtual
link bundle 250(1) and 250(2) includes links that are termi-
nated on different network devices in distribution layer 112.
In such an embodiment, network devices 120(1) and 120(2)
may select a link within a particular virtual link bundle on
which to send a packet based on this awareness.

[0039] In other embodiments, network devices 122(1) and
122(2) operate to conceal the fact that such a single logical
link actually includes links that are terminated at different
network devices. For example, as shown in FIG. 2A,
network devices 122(1) and 122(2) can operate as a single
virtual network device 202. FIG. 2B illustrates how, from
the perspective of network device 120(1) in access layer 110,
network device 120(1) is coupled to a single network device,
virtual network device 202, in distribution layer 112 by a
redundant pair of links. Network device 120(2) has a similar
perspective of virtual network device 202.

[0040] In embodiments, such as the one shown in FIG.
2B, in which network devices 120(1) and 120(2) see them-
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selves as being connected to a single network device, the use
of a virtual link bundle is simplified. For example, if network
device 120(1) is aware that virtual link bundle 250(1)
terminates at two different network devices, network device
120(1) can select a link on which to send a particular packet
based on Spanning Tree Protocol. The use of Spanning Tree
Protocol may involve more overhead and/or be more restric-
tive with respect to which links can be used to send a given
packet (e.g., Spanning Tree Protocol might block all but one
of the links, preventing utilization of all but one non-blocked
link) than if network device 120(1) simply views virtual
network device 202 as a single entity. When viewing virtual
network device 202 as a single entity, for example, network
device 120(1) can simply select a link on which to send a
packet based on load-sharing constraints. Similarly, if a link
within virtual link bundle 250(1) fails, there is no need for
network device 120(1) to change how Spanning Tree Pro-
tocol is applied. Instead, network device 120(1) can simply
continue to use the non-failed links within virtual link
bundle 250(1).

[0041] The individual network devices, such as network
device 122(1) and 122(2), included in virtual network device
202 are each referred to herein as a “virtual network device
sub-unit”. In some embodiments, virtual network device
sub-units 122(1) and 122(2) are each implemented in a
separate chassis (i.e., each chassis houses a single virtual
network device sub-unit). For example, in FIG. 2A, network
devices 122(1) and 122(2) can each have its own chassis.
Even if virtual network device sub-units 122(1) and 122(2)
share a chassis, each virtual network device sub-unit can be
made to operate as an independent network device, allowing
one virtual network device sub-unit to continue operating if
the other virtual network device sub-unit(s) in the virtual
network device fail. For example, virtual network device
sub-unit 122(1) and virtual network device sub-unit 122(2)
can be in the same chassis, but each virtual network device
sub-unit can have independent hardware, ports, uplink inter-
faces, and power supplies, and each can be removed from
the chassis independently of the other. If virtual network
device sub-unit 122(1) fails (e.g., due to a power supply
failure or a software error), virtual network device sub-unit
122(2) can continue to run. In such an embodiment, virtual
network device sub-unit 122(1) can be removed for repair or
replacement without disrupting the operation of virtual
network device sub-unit 122(2).

[0042] 1In some embodiments, the links in a virtual link
bundle coupling a network device to a satellite network
device are specialized links, referred to herein as uplinks,
that are used to couple a satellite network device to a virtual
network device. Each uplink can convey both a packet and
additional information generated within one of the network
devices. This additional information can be similar to addi-
tional information conveyed between line cards within a
conventional network device. For example, if a packet is
being conveyed on an uplink from an access-layer satellite
network device to a distribution-layer network device, addi-
tional information conveyed on the uplink with the packet
can include information identifying which of the satellite
network device’s ports received the packet. The additional
information can also include information indicating whether
any forwarding or routing has already been performed on the
packet by the sending device. In some embodiments, use of
uplinks allows a virtual network device to control satellite
network devices that are coupled to that virtual network
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device. The use of uplinks can also facilitate the virtual
network device being able to perform routing and/or for-
warding for subordinate satellite network devices. An inter-
face within a network device or satellite network device that
is coupled to an uplink is referred to herein as an uplink
interface.

[0043] FIG. 3 shows more detail within each network
device included in a virtual network device. Here, virtual
network device 202 includes two virtual network device
sub-units 122(1) and 122(2). It is noted that in other embodi-
ments, virtual network device 202 can include more than
two component network devices. In this example, virtual
network device 202 is located at the distribution layer of the
network. However, similar virtual network devices can be
implemented in other network layers (e.g., within the data
center and/or core layer).

[0044] Virtual network device 202 is coupled to several
access-layer network devices 120(1)-120(3). Network
devices 120(2) and 120(3) are each coupled to virtual
network device 202 by two uplinks, one to each virtual
network device sub-unit 122(1) and 122(2). Network device
120(2) is coupled to virtual network device by virtual link
bundle 250(2), and network device 120(3) is coupled to
virtual network device 202 by virtual link bundle 250(3). As
a result, network devices 120(2) and 120(3) can continue to
communicate with the distribution layer even if one of these
uplinks and/or one of virtual network device sub-units
122(1) and 122(2) fail. Network device 120(1) is coupled to
virtual network device 202 by three uplinks: two uplinks to
virtual network device sub-unit 122(1) and one uplink to
virtual network device sub-unit 122(2). These three uplinks
collectively form virtual link bundle 250(1). Network device
120(1) can continue to communicate with the distribution
layer even if two of the three uplinks and/or one of virtual
network device sub-units 122(1) and 122(2) fail. Network
devices 120(1)-120(3) each operate their multiple uplinks to
virtual network device 202 as a single logical uplink. Addi-
tionally, in some embodiments, each network device 120(1)-
120(3) can operate as if that network device is coupled to a
single distribution-layer device, virtual network device 202,
instead of operating as if that network device were coupled
to two independent distribution-layer network devices.

[0045] Distribution-layer virtual network device sub-unit
122(1) is also coupled to a server 104(3) by a single link.
Unlike access-layer network devices 120(1)-120(3), server
104(3) does not view distribution-layer network devices
units 122(1) and 122(2) as a single logical network device.
In this example, server 104(3) will be unable to communi-
cate via the distribution layer if either network device 122(1)
or the link coupling server 104(3) to network device 122(1)
fails. It is noted that in alternative embodiments, a server
such as server 104(3) but having multiple ports could be
coupled to each virtual network device sub-unit by a virtual
link bundle, and that such a server could interact with virtual
network device sub-units 122(1) and 122(2) as if those
sub-units were a single virtual network device 202.

[0046] Virtual network device sub-unit 122(1) includes
several cards, including control card 302(1) and line cards
304(1) and 304(3). Similarly, virtual network device sub-
unit 122(2) includes control card 302(2) and line cards
304(2) and 304(4). Control card 302(1) includes control unit
310(1), forwarding engine 312(1), and interfaces 320(1) and
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320(3). Control card 302(2) likewise includes control unit
310(2), forwarding engine 312(2), and interfaces 320(2) and
320(4).

[0047] Invirtual network device sub-unit 122(1), line card
304(1) includes forwarding engine 314(1) and interfaces
320(5), 320(7), and 320(9). Interface 320(7) is coupled to
network device 120(3). Interface 320(9) is also coupled to
network device 120(1). Interface 320(5) is unused in this
example. Line card 304(3) includes forwarding engine
314(3), interfaces 320(11) and 320(13), and port 320(15).
Interfaces 320(11) and 320(13) are respectively coupled to
network devices 120(2) and 120(1). Interface 320(15) is
coupled to server 104(3). In embodiments in which network
devices 120(1)-120(3) are satellite network devices con-
trolled by virtual network device 202, interfaces 320(7),
320(9), 320(11), and 320(13) can be operated as uplink
interfaces, while interface 320(15), which is not coupled to
a satellite network device, is operated as a normal port.

[0048] In virtual network device sub-unit 122(2), line card
304(2) includes forwarding engine 314(2) and interfaces
320(6), 320(8), and 320(10). Interface 320(8) is coupled to
satellite network device 120(2), and interfaces 320(6) and
320(10) are unconnected. Line card 304(4) includes for-
warding engine 314(4) and interfaces 320(12), 320(14), and
320(16). Interfaces 320(12) and 320(16) are respectively
coupled to satellite network devices 120(3) and 120(1).
Interface 320(14) is unused. In embodiments in which
network devices 120(1)-120(3) are satellite network devices
controlled by virtual network device 202, interfaces 320(8),
320(12), and 320(16) can be operated as uplink interfaces,

[0049] Note that while the interfaces in FIG. 2 have been
described as both ingress and egress interfaces, interfaces
that act as ingress-only or egress-only interfaces can also be
used. For example, the functionality of each of the interfaces
shown in FIG. 2 can be implemented using one ingress-only
interface and one egress-only interface. Similarly, virtual
link bundles 250(1)-250(3) can each include several links
that only convey packets from a respective network device
120(1)-120(3) to virtual network device 202 and several
links that only convey packets from virtual network device
202 to a respective network device 120(1)-120(3).

[0050] In the illustrated embodiment, control card 302(1)
in virtual network device sub-unit 122(1) is coupled to
control card 302(2) in virtual network device sub-unit
122(2) via a virtual network device link 360. In this
example, virtual network device link 360 includes two links
(two links are used to provide increased fault-tolerance
and/or bandwidth; however, one link can be used in other
embodiments). These links are a type of uplink in this
example, carrying information (e.g., such as headers similar
to those sent between line cards) in addition to packets. The
uplinks in virtual network device link 360 are used to
exchange information, which controls the operation of vir-
tual network device 202, as well as packets between virtual
network device sub-units 122(1) and 122(2). By communi-
cating via these uplinks, virtual network device sub-units
122(1) and 122(2) can coordinate their behavior such that
they appear to be a single virtual network device to network
devices 120(1)-120(3).

[0051] Thus, providing interconnections between virtual
network device sub-units 122(1) and 122(2) can allows
virtual network device sub-units 122(1) and 122(2) to oper-
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ate as a single virtual network device 202. Network devices
120(1)-120(3) communicate with virtual network device
202 in the same way that network devices 120(1)-120(3)
would communicate with a single physical device. For
example, if network device 120(2) is handling a packet
addressed to server 104(3), network device 120(2) can select
one of the two uplinks in network device bundle 250(2) on
which to send the packet. This selection can be based on
load-sharing criteria. In such a situation, since virtual net-
work device 202 appears to be a single network device,
network device 120(2) is just as likely to select the uplink to
virtual network device sub-unit 122(2) as the uplink to
virtual network device sub-unit 122(1), despite the fact that
only virtual network device sub-unit 122(1) has a direct
connection to server 104(3). If the packet is sent to virtual
network device sub-unit 122(2), network device 122(2) can
then use one of the uplinks included in virtual network
device link 360 between virtual network device sub-units
122(1) and 122(2) to send the packet to virtual network
device sub-unit 122(1), and virtual network device sub-unit
122(1) can in turn provide the packet to its destination,
server 104(3).

[0052] In other embodiments, network devices 120(1)-
120(3) may be aware that their virtual link bundles 250(1)
and 250(2) actually terminate on two different network
devices. Network devices 120(1)-120(3) can control packet
transmission based on this information. For example, in this
situation, network device 120(2) may handle a packet
addressed to server 104(3) by selecting the uplink coupled to
virtual network device sub-unit 122(1) instead of the uplink
coupled to virtual network device sub-unit 122(2), based on
the fact that network device 120(2) recognizes separate
connections to two different network devices within the
logical link.

[0053] Interfaces 320(13), 320(9), and 320(16), which are
each coupled to network device 120(1) by virtual link
bundle 250(1), form an interface bundle (e.g., an EtherChan-
nel (TM) port bundle). Similarly, interfaces 320(11) and
320(8) form another interface bundle that is coupled to
network device 120(2) by virtual link bundle 250(2). Inter-
faces 320(7) and 320(12) form a third interface bundle that
is coupled to network device 120(3) by virtual link bundle
250(3). Within virtual network device 202, each interface in
the same interface bundle is assigned the same logical
identifier. For example, interfaces 320(13), 320(9), and
320(16) are each assigned the same logical identifier. In
some embodiments, packets received via one of these inter-
faces can be tagged or otherwise associated with the logical
identifier to indicate that those packets were received via the
virtual link bundle coupling virtual network device 202 to
network device 120(1). It is noted that similar interface
bundles are implemented within each network device
120(1)-120(3), and that interfaces included in such bundles
can also be assigned the same logical identifier by each
network device (or by virtual network device 202, in
embodiments in which virtual network device 202 controls
the configuration of the network devices 120(1)-120(3)). For
example, network device 120(1) can assign the same logical
identifier to each of the interfaces coupled to virtual link
bundle 250(1).

[0054] The association between a packet and a particular
logical identifier can be used by forwarding engines within
virtual network device 202 to route and forward packets to
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and from network devices 120(1)-120(3). For example,
when a packet from a sending device (e.g., a client coupled
to network device 120(1)) is received via uplink interface
320(13), virtual network device sub-unit 122(1) can learn
that the sending device’s MAC (Media Access Control)
address is “behind” uplink interface 320(13) by associating
the MAC address with the logical identifier of uplink
interface 320(13). Virtual network device sub-unit 122(1)
can inform each forwarding engine in virtual network device
sub-unit 122(1) as well as each forwarding engine in virtual
network device sub-unit 122(2) of this association. Based on
the association, packets addressed to that MAC address will
be sent from an uplink interface having the associated
logical identifier. Since in this case, uplink interfaces 320(9)
(in virtual network device sub-unit 122(1)) and 320(16) (in
virtual network device sub-unit 122(2)) also have the same
logical identifier as uplink interface 320(13), a packet
addressed to that MAC address can be forwarded via any of
uplink interfaces 320(9), 320(13), and 320(16).

[0055] The same logical identifiers can be used to identify
uplink interface bundles by each of virtual network device
sub-units 122(1) and 122(2), and the virtual network device
sub-units coordinate to assign the same logical identifier to
each uplink interface within the same uplink interface
bundle. When forwarding packets via an uplink interface
bundle identified by a particular logical identifier, each
virtual network device sub-unit 122(1) and 122(2) generates
a hash value to select one of the uplink interfaces within that
uplink interface bundle on which to send the packet. Each of
the virtual network device sub-units uses these hash values
to identify local uplink interfaces within that virtual net-
work. Thus, each virtual network device sub-unit will only
select an uplink interface that is local to that virtual network
device sub-unit. For example, if virtual network device
sub-unit 122(1) is forwarding a packet via the uplink inter-
face bundle that includes interfaces 320(9), 320(13), and
320(16), the hash value generated by virtual network device
sub-unit will identify one of its interfaces 320(9) or 320(13).

[0056] In the above example, by associating each hash
value with local uplink interfaces in the uplink interface
bundle, the usage of virtual switch link 360 is reduced.
Essentially, virtual network device sub-unit 122(1) favors its
local uplink interfaces within a particular uplink interface
bundle over remote uplink interfaces, in the same uplink
interface bundle, on virtual network device sub-unit 122(2).
Likewise, virtual network device sub-unit 122(2) favors its
local uplink interfaces within a particular uplink interface
bundle over uplink interfaces included in virtual network
device sub-unit 122(1). For example, if virtual network
device sub-unit 122(2) needs to forward a packet via an
uplink interface, virtual network device sub-unit 122(2) will
send that packet via uplink interface 320(12) instead of
forwarding that packet across virtual network device link
360 to be sent via uplink interface 320(7). By favoring local
interfaces, the amount of traffic sent over virtual network
device link 360 can be reduced, since each virtual network
device sub-unit 122(1) and 122(2) will forward locally-
received packets (i.e., packets received via interfaces other
than those coupled to virtual network device link 360) from
a local interface. FIGS. 6A-6D, described below, show a
more detailed example of how traffic across virtual network
device link 360 can be avoided by favoring local interfaces
within the first virtual network device sub-unit to handle a
particular packet.
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[0057] For a given virtual link bundle, that virtual link
bundle can be managed (e.g., with respect to control proto-
cols such as L2 protocols) in a central location. For example,
all of the control protocol processing for virtual link bundle
250(1) can take place in control unit 310(1) of virtual
network device sub-unit 122(1). The results of this control
protocol processing can then be communicated to control
unit 310(2) of virtual network device sub-unit 122(2) and/or
to a controller in network device 120(1). Control unit 310(2)
can then use (but not modify) this information when con-
trolling how packets sent from and received via uplink
interface 320(16) (which is in the uplink interface bundle
coupled to virtual link bundle 250(1)) are handled. For
example, control unit 310(2) can use this information to set
up or modify lookup tables on line cards 304(2) and/or
304(4). In this way, the actual control protocol processing is
centralized in control unit 310(1), as opposed to being
distributed among several control units in virtual network
device 202.

[0058] The central point of control protocol processing
can vary among virtual link bundles. For example, while
control protocol processing for virtual link bundle 250(1) is
managed by control unit 310(1), control protocol processing
for virtual link bundle 250(2) can be managed by control
unit 310(2). In other words, control unit 310(2) can perform
all of the control processing for virtual link bundle 250(2),
and the information generated by control unit 310(2) can
then be communicated to control unit 310(1) for use (but not
modification) within virtual network device sub-unit 122(1).

[0059] In embodiments that implement a central point of
management within virtual network device 202 for each
virtual link bundle’s control protocol processing, .2 proto-
cols can be run across the virtual link bundle and/or interface
bundles can be used as routed L3 interfaces. These abilities
would not be available if the virtual network device sub-
units within virtual network device 202 each performed
control protocol processing for their local interface bundles
independently of each other. Additionally, in embodiments
implementing a central point of control protocol processing,
a user can modify the virtual link bundle’s control protocol
behavior by accessing a single virtual network device sub-
unit. In the above example, when updating control protocol
behavior of virtual link bundle 250(1), a user can simply
access virtual network device sub-unit 122(1) (instead of
accessing both virtual network device sub-units 122(1) and
122(2)). Virtual network device sub-unit 122(1) can then
automatically propagate to network device 122(2) any
changes made by the user to the control protocols. Further-
more, since the use of virtual link bundles allows several
uplinks to be managed as a single logical uplink, fewer
uplink interfaces need to be configured than would be
required if virtual link bundles were not used. For example,
if each virtual link bundle includes two uplinks, the number
of uplink interfaces within virtual network device 202 that
need to be configured by a user is halved.

[0060] Virtual network device sub-units 122(1) and 122(2)
can implement certain behaviors in order to act as a virtual
network device 202 that, from the perspective of network
devices 120(1)-120(3), appears to be a single logical net-
work device. For example, whenever virtual network device
sub-unit 122(2) receives a packet from a local network
device, client, or server and that packet’s destination logical
identifier identifies an uplink interface bundle, virtual net-
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work device sub-unit 122(2) sends the packet from a local
uplink interface within the identified uplink interface
bundle. Virtual network device sub-unit 122(2) can also
provide the packet to virtual network device sub-unit 122(1),
but virtual network device sub-unit 122(1) should not itself
output this packet on a virtual link bundle. This way, the
destination device only receives one copy of the packet from
virtual network device 202 (as opposed to receiving one
copy from each virtual network device sub-unit 122(1) and
122(2)) and the appearance of virtual network device 202
being a single entity is maintained.

[0061] To operate in this way, each egress uplink interface
coupled to a link in a virtual link bundle is configured to
filter out traffic received via virtual network device link 360.
For example, a packet can be received at virtual network
device sub-unit 122(1) via virtual network device link 360.
The interface 320(1) or 320(3) that receives the packet can
update information (e.g., in a header) associated with the
packet to indicate that the packet was received via virtual
network device link 360 (in alternative embodiments, the
sending interface in virtual network device sub-unit 122(2)
can update this information). When virtual network device
sub-unit 122(1) looks up the destination address of the
packet in a lookup table, the lookup table returns the logical
identifier that identifies local uplink interfaces 320(9) and
320(13). The packet is then forwarded to uplink interface
320(13) (e.g., selected based on load-sharing consider-
ations). When uplink interface 320(13) receives the packet,
uplink interface 320(13) will only output the packet if the
packet was not received via virtual switch link 360, since if
the packet was received via the virtual switch link, the other
virtual network device sub-unit 122(2) will have already
sent the packet via the virtual link bundle. Thus, uplink
interface 320(13) can filter the packet from the packet flow
being sent via uplink interface 320(13) based on the infor-
mation appended to the packet that indicates whether the
packet was received via virtual network device link 360.

[0062] In some embodiments, MAC notification frames
are used to keep the content of the L2 tables in virtual
network device sub-unit 122(1) synchronized with the con-
tent of the L2 tables in virtual network device sub-unit
122(2) and vice versa. Whenever a MAC notification that
involves a port behind a virtual link bundle or an uplink
interface included in an uplink interface bundle is generated
within a virtual network device sub-unit (e.g., such a noti-
fication can be generated by one line card in order to update
an L2 table on another line card), a copy of the MAC
notification is sent via to virtual network device link 360.
Similarly, if a virtual network device sub-unit determines
that a packet should be flooded, the virtual network device
sub-unit will send a copy of that packet via virtual network
device link 360, ensuring that the virtual network device
sub-unit will receive a copy of any MAC notification
response generated by a forwarding engine in the peer
virtual network device sub-unit.

[0063] By way of example, assume that virtual network
device sub-unit 122(1) floods a packet because the forward-
ing engine(s) included in virtual network device sub-unit
122(1) do not know which port or uplink interface is
associated with the packet’s destination address. As part of
flooding the packet, virtual network device sub-unit 122(1)
sends a copy of the packet to virtual network device sub-unit
122(2) via virtual switch link 360. If a forwarding engine
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within virtual network device sub-unit 122(2) already knows
that the destination address is behind a particular uplink
interface or port (e.g., if a forwarding table already includes
an entry associating the destination address with a port of
one of network devices 120), that forwarding engine gen-
erates a MAC notification identifying this association, which
is distributed to any other forwarding engines within virtual
network device sub-unit 122(2). Since the packet was origi-
nally received via virtual network device link 360, virtual
network device sub-unit 122(2) also sends a copy of the
MAC notification back via virtual network device link 360.
This MAC notification can then be distributed among the
forwarding engines included in virtual network device sub-
unit 122(1). After being updated based on the MAC notifi-
cation, the forwarding engines in virtual network device
sub-unit 122(1) now know the location of the device iden-
tified by the destination address. Accordingly, subsequently-
received packets addressed to that device will not be
flooded.

[0064] When all of the physical links in a virtual link
bundle that connect to a single virtual network device
sub-unit fail, the virtual link bundle transitions to a normal
link bundle that is coupled to a single virtual network device
sub-unit. At this point, the behavior of each virtual network
device sub-unit with respect to that network device bundle
is modified. For example, assume that all of the uplinks in
virtual link bundle 250(1) that are coupled to virtual network
device sub-unit 122(2) fail. At this point, virtual network
device sub-unit 122(2) no longer has any local uplink
interfaces that can send packets via virtual link bundle
250(1). Accordingly, virtual network device sub-unit 122(2)
will redirect all traffic that needs to be sent via virtual link
bundle 250(1) across virtual network device link 360. Addi-
tionally, since network device 122(2) can no longer send
packets via virtual link bundle 250(1), virtual network
device sub-unit 122(1) will cease to filter traffic received via
virtual network device link 360 from being sent via virtual
link bundle 250(1). If at least one of the uplinks in virtual
link bundle 250(1) that is coupled to virtual network device
sub-unit 122(2) is restored, virtual link bundle 250(1) will
transition back to its normal mode of operation, in which
virtual network device sub-unit 122(2) will send locally-
received packets via virtual link bundle 250(1) and virtual
network device sub-unit 122(1) will filter packets received
via virtual network device link 360 from being sent virtual
link bundle 250(1).

[0065] FIGS. 4A-4B show a flowchart of a method imple-
mented by a virtual network device sub-unit that is included
within a virtual network device. At 401 of FIG. 4A, a packet
is received. Based on the source address of the packet and
which port or uplink interface received the packet, the
virtual network device sub-unit learns the source identifier
of the sending device, as indicated at 403. If the packet is
received via a satellite network device or another virtual
network device sub-unit within a virtual network device, this
source identifier can identify a port or uplink interface in the
satellite network device or other virtual network device
sub-unit. For example, if the packet is received from another
virtual network device sub-unit via a virtual network device
link, a header appended to the packet can indicate which of
the other virtual network device sub-unit’s ports or uplink
interfaces received the packet. In some embodiments, the
header can indicate which of a satellite network device’s
ports originally received the packet from the sending device.
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The virtual network device sub-unit receiving the packet can
then learn that the logical identifier of the identified port or
uplink interface is associated with the source address of the
packet. This source identifier can subsequently be used to
forward packets to the sending device.

[0066] 1If the packet is received from a local uplink inter-
face or port (i.e., if the packet is not received from another
virtual network device sub-unit within the virtual network
device), as determined at 405, the virtual network device
sub-unit attempts to forward the packet to its destination
address. For example, the virtual network device sub-unit
can provide the destination address to a forwarding table in
order to determine which logical identifier, if any, is asso-
ciated with that destination address. If there is no hit in the
forwarding table, as determined at 407, the virtual network
device sub-unit has not yet learned the logical identifier of
the interface(s) in front of the destination device(s). In this
situation, the virtual network device sub-unit floods the
packet to all egress ports and/or uplink interfaces in the
incoming VLAN (Virtual Local Area Network) (the incom-
ing VLAN is the VL AN that includes the device identified
by the packet’s source address), excluding the interface that
the packet arrived on, as shown at 409. For interfaces (e.g.,
ports or uplinks) included in interface bundles, the virtual
network device sub-unit selects one egress interface per
interface bundle via which to send the packet. If the packet
was received by the virtual network device sub-unit via an
interface bundle, all interfaces in that interface bundle are
excluded from sending the packet.

[0067] If the packet’s destination address hits in the for-
warding table, as determined at 407, the virtual network
device sub-unit uses the logical identifier returned by the
forwarding table to select the interface(s) to which the
packet should be sent. If the forwarding table does not
identify an interface bundle, as determined at 411, the packet
is sent via the identified port(s) and/or uplink interface(s), as
indicated at 413. If the forwarding table does identify an
interface bundle, the virtual network device sub-unit sends
the packet via one local interface included within the iden-
tified interface bundle, as shown at 415 (if the forwarding
table identifies other non-interface-bundle interfaces, the
packet is sent via those interfaces as well).

[0068] FIG. 4B shows the manner in which the virtual
network device sub-unit handles the packet if the packet is
received from another virtual network device sub-unit via a
virtual network device link (as determined at 405 of FIG.
4A). In this situation, if the packet should be forwarded via
any interface bundles, the first virtual network device sub-
unit to have handled the packet will have already sent the
packet on a link within that interface bundle (assuming
normal operation without any failures).

[0069] The virtual network device sub-unit determines
whether that sub-unit has already learned the logical iden-
tifier associated with the packet’s destination device. In this
example, this is performed by providing the destination
address to a forwarding table, as shown a 417. If there is not
a hit in the forwarding table (i.e., if no association has
already been learned for the destination address), the virtual
network device sub-unit floods the packet on the incoming
VLAN. This is performed at 419 by sending the packet via
all ports and uplink interfaces that are not included in
interface bundles. Interface bundles are excluded because
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the first virtual network device sub-unit to handle the packet
will have already sent a copy of the packet via a egress
interface in each interface bundle.

[0070] If there is a hit in the forwarding table, and if the
forwarding table does not identify an interface bundle at
421, the packet is sent via the identified port and/or uplink
interfaces, as indicated at 423. If instead the forwarding
table does identify an interface bundle, the packet is not sent
via that interface bundle. For example, as shown at 425, the
packet can be filtered from the packet flow being sent via the
identified interface bundle. The packet is not sent via the
interface bundle because the packet was received via the
virtual network device link, indicating that another virtual
network device sub-unit has already sent the packet via the
identified interface bundle. In some embodiments, function
425 is performed by the egress interface selected from that
interface bundle. A header appended to the packet includes
information indicating that the packet was received via the
virtual network device link. For example, each egress inter-
face included in an interface bundle is configured to filter
packets having this header from the packet flow being sent
via that egress interface.

[0071] FIGS. 5A-5F show how a packet is conveyed via
a virtual network device when the virtual network device
does not already know the port identifier of the destination
device. In this example, satellite network devices, which
operate as line cards of the virtual network device 202, are
coupled between clients 102(1) and 102(2) and virtual
network device 202. Ports on these satellite network devices
are identified using logical identifiers assigned by virtual
network device 202. For example, in this example, virtual
network device 202 has assigned a port within satellite
network device 520(1) the logical identifier “P1“ and has
assigned a port within satellite network device 520(2) the
logical identifier “P2”. Since virtual network device 202
controls satellite network devices 520(1) and 520(2) as line
cards of virtual network device 202, virtual network device
202 views ports P1 and P2 as local ports.

[0072] As shown in FIG. 5A, virtual network device 202
includes two virtual network device sub-units 122(1) and
122(2). Virtual network device sub-unit 122(1) includes
uplink interfaces Ul and U2, while virtual network device
sub-unit 122(2) includes uplink interfaces U3 and U4. Two
satellite network devices 520(1) and 520(2) are coupled to
communicate with virtual network device 202. Satellite
network device 520(1) communicates with virtual network
device 202 via virtual link bundle 250(1). Satellite network
device 520(2) communicates with virtual network device
202 via virtual link bundle 250(2). Virtual link bundle
250(1) and virtual link bundle 250(2) each include one
uplink that is coupled to virtual network device sub-unit
122(1) and another uplink that is coupled to virtual network
device sub-unit 122(2).

[0073] 1In FIG. 5A, client 102(1) sends a packet, which is
addressed to client 102(2), to satellite network device
520(1). Satellite network device 520(1) receives the packet
via port P1. In this example, satellite network device 520(1)
selects one of the uplinks in virtual link bundle 250(1) upon
which to send the packet to virtual network device 202.
Satellite network device 520(1) can send the packet to
virtual network device 202 based on the destination address
included in the packet (e.g., in an embodiment in which
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satellite network device 520(1) performs local forwarding)
or as a matter of course (e.g., in an embodiment in which
satellite network device 520(1) does not perform any local
forwarding, satellite network device 520(1) forwards all
packets to virtual network device 202 for routing and
forwarding). If satellite network device 520(1) performs
local forwarding, satellite network device 520(1) can also
learn that client 102(1) is behind port P1 (e.g., by storing
information associating the packet’s source address with
port P1 in a lookup table).

[0074] As shown in FIG. 5B, satellite 520(1) selects to
send the packet to virtual network device 202 via the uplink
connected to virtual network device sub-unit 122(1). This
selection can be based on load-sharing considerations. In
many embodiments, the selection of the uplink is made
without any knowledge of which uplink connects to which
virtual network device sub-unit within virtual network
device 202. For example, in such an embodiment, satellite
device 520(1) does not maintain any state information or
other information useable to differentiate between the
uplinks based on the virtual network device sub-unit to
which each uplink is coupled. Thus, the selection of an
uplink interface can be based on other considerations.

[0075] In this example, satellite network device 520(1)
appends a header to the packet before forwarding the packet
on the selected uplink. This header identifies the port, P1, of
satellite network device 520(1) via which the packet was
received from client 102(1).

[0076] InFIG. 5C, virtual network device sub-unit 122(1)
receives the packet via uplink interface Ul. Based on the
appended header, virtual network device sub-unit 122(1)
learns that client 102(1) is behind port P1 of satellite
network device 520(1) (as mentioned above, in this embodi-
ment, virtual network device sub-unit 122(1) operates sat-
ellite network device 520(1) as a virtual line card and thus
sees port P1 as a local port).

[0077] Virtual network device sub-unit 122(1) looks up
the destination address of the packet in a forwarding table to
determine how to forward the packet to client 102(2). In this
example, network device 122(1) does not know which port
is associated with client 102(2), and thus the lookup returns
a flood identifier, causing virtual network device sub-unit
122(1) to flood the packet in the incoming VLAN (the
incoming VLAN is the VLAN that includes client 102(1)).

[0078] Virtual network device link 360 and uplink inter-
face bundles 250(1) and 250(2) are selected by the flood
index. Since the packet was received via an uplink interface
in uplink interface bundle 250(1), virtual network device
sub-unit 122(1) filters the packet from the packet flow being
sent via uplink interface U1l (it is noted that in alternative
embodiments, the packet is sent back to satellite network
device 520(1) via uplink Ul and satellite network device
520(1) then filters the packet from the packet flow being sent
to client 102(1) via port P1).

[0079] Thus, as shown in FIG. 5D, the packet is output via
one of the links included in virtual network device link 360
and via uplink interface U2. In this example, a header is
appended to the copy of the packet output via uplink
interface U2. The header identifies the port(s) within net-
work device 520(2) via which the packet should be output.
Since the packet is being flooded, this header can include a
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flood identifier that selects an appropriate group of one or
more ports (e.g., all ports in the VLAN in which the packet
was originally received). Similarly, a header identifying the
flood identifier can be appended to the copy of the packet
sent via virtual network device link 360. The header
appended to this copy of the packet can also include the
identifier of the uplink interface bundle via which the packet
was originally received.

[0080] FIG. SE illustrates how, in response to receiving
the copy of the packet via virtual network device link 360,
virtual network device sub-unit 122(2) learns that the send-
ing device, client 102(1), is behind port P1 (virtual network
device sub-unit 122(2) already knows that port P1 is behind
virtual link bundle 250(1)). In this example, all of the
interfaces included within virtual network device sub-unit
122(2) are uplink interfaces (i.e., virtual network device
sub-unit 122(2) has no locally-attached clients are servers).
Since virtual network device sub-unit 122(2) received the
packet via virtual network device link 360, virtual network
device sub-unit 122(2) knows that the packet has already
been forwarded via each uplink interface bundle indicated in
the flood identifier. Accordingly, virtual network device
sub-unit 122(2) filters the packet from the flows being output
via uplink interfaces U3 and U4. In one embodiment, this is
performed by hardware in each uplink interface. For
example, uplink interface U3 can filter the packet based on
a header appended to the packet. If the header indicates that
the packet was received via virtual network device link 360,
U3 eliminates the packet from the packet flow being sent via
U3.

[0081] In FIG. 5F, satellite network device 520(2) has
output a copy of the packet via all of its ports (here, only port
P2 is shown) that are indicated in the flood identifier.
Accordingly, the packet is forwarded to its destination

device, client 102(2), via port P2 of satellite network device
520(2).

[0082] FIGS. 6A-6D show how a packet is conveyed via
the virtual network device of FIGS. 5A-5F when virtual
network device 202 already knows the port identifier of the
destination device. In this example, client 102(2) sends a
packet addressed to client 102(1), as shown in FIG. 6A.
Virtual network device sub-units 122(1) and 122(2) in
virtual network device 202 each are already aware that client
102(1) is behind port P1 of satellite network device 102(1)
before this packet is sent. The packet is received by satellite
network device 520(2) via port P2.

[0083] FIG. 6B shows how satellite network device
520(2) sends the packet to virtual network device 202 via
virtual link bundle 250(2). Virtual link bundle 250(2)
includes two uplinks in this example. Satellite network
device 520(2) selects one of the uplinks (e.g., based on
load-sharing considerations) within virtual link bundle
250(2). Here, satellite network device 520(2) has selected
the uplink coupled to uplink interface U4. Satellite network
device 520(2) also appends a header identifying port P2 to
the copy of the packet before sending that copy of the packet
via the selected uplink.

[0084] In FIG. 6C, virtual network device sub-unit 122(2)
receives the packet from satellite network device 520(2) via
uplink interface U4. In response to receiving the header
appended to the packet, virtual network device sub-unit
122(2) learns that client 102(2) is behind port P2. Since
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virtual network device sub-unit 122(2) already knows that
the packet’s destination, client 102(1), is behind port P1
(e.g., because a lookup table entry associating client
102(1)’s address with port P1 has already been allocated),
virtual network device sub-unit 122(2) forwards the packet
to satellite network device 520(1) via virtual link bundle
250(1), as shown in FIG. 6D. In this example, virtual
network device sub-unit 122(2) includes a local uplink
interface, U3, that is coupled to virtual link bundle 250(1),
allowing virtual network device sub-unit 122(2) to send a
copy of the packet to satellite network device 520(1) directly
via uplink interface U3, without sending the copy through
virtual network device sub-unit 122(1).

[0085] FIGS. 7A-7F illustrates another example of how a
packet can be conveyed via a virtual network device. In this
example, the access-layer network devices 120(1) and
120(2) interposed between clients 102(1) and 102(2) and
virtual network device 202 are non-satellite network
devices. Thus, network devices 120(1) and 120(2) perform
their own routing and forwarding and are not configured by
virtual network device 202. Similarly, virtual network
device 202 does not view ports of network devices 120(1)
and 120(2) as local ports, nor does virtual network device
202 assign port identifiers to ports in network devices 120(1)
and 120(2). Additionally, the links included in virtual link
bundles 250(1) and 250(2) are not uplinks, and unlike
satellite network devices, network devices 120(1) and
120(2) do not append information to packets to specify
which local port received each packet before forwarding the
packets to virtual network device 202.

[0086] As shown in FIG. 7A, network device 120(1) is
coupled to virtual network device 202 by virtual link bundle
250(1), while network device 120(2) is coupled to virtual
network device 202 by virtual link bundle 250(2). Both
virtual link bundles include links that terminate at virtual
network device sub-unit 122(1) and links that terminate at
virtual network device sub-unit 122(2).

[0087] In this example, much like the example of FIGS.
5A-5F, network device 120(1) receives a packet via port P1
from client 102(1) that is addressed to client 102(2). Upon
receiving the packet, network device 120(1) learns that
client 102(1) is behind port P1. Network device 120(1)
determines that the packet should be forwarded to virtual
network device 202 and selects one of the links in virtual
link bundle 250(1) on which to send the packet to virtual
network device 202. The link selection can be performed, for
example, by executing a hash-based load-sharing algorithm.
In this example, network device 120(1) selects the link
coupled to virtual network device sub-unit 122(1).

[0088] FIG. 7B illustrates how network device 120(1)
sends the packet to virtual network device 202 via virtual
link bundle 250(1). In particular, network device 120(1)
sends the packet via the link coupled to interface I1 of virtual
network device sub-unit 122(1). Interface I1 is part of
interface bundle IB1, which also includes interface I3 of
virtual network device sub-unit 122(2).

[0089] In FIG. 7C, virtual network device sub-unit 122(1)
learns that client 102(1) is behind interface bundle IB1 in
response to receiving the packet via interface I1. In this
example, virtual network device sub-unit 122(1) does not
know which interfaces are associated with the packet’s
destination address. As a result, virtual network device
sub-unit 122(1) floods the packet via all egress links.
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[0090] FIG. 7D shows virtual network device sub-unit
122(1) flooding the packet by sending a copy of the packet
via virtual network device link 360 and another copy of the
packet via interface 12. Sending the packet via interface 12
works to send a copy of the packet to network device 120(2)
via virtual link bundle 250(2). Since the packet was received
via interface bundle IB1, the packet is not sent via any links
in that interface bundle.

[0091] Before sending the copy of the packet via virtual
network device link 360, virtual network device sub-unit
122(1) appends a header to the packet. The header indicates
that the packet was received via interface bundle IB1 (e.g.,
the header can include the logical identifier used to identify
interfaces in interface bundle IB1).

[0092] As shown in FIG. 7E, the copy of the packet sent
via virtual link bundle 250(2) is received by network device
120(2). Upon receiving the packet, network device 120(2)
learns that client 102(1) is behind the interface bundle
coupled to virtual link bundle 250(2). This interface bundle
includes both interfaces, and thus if network device 120(2)
is later handling a packet addressed to client 102(1), network
device 120(2) can select either of the links in virtual link
bundle 250(2) on which to send the packet.

[0093] Also, virtual network device sub-unit 122(2) learns
that client 102(1) is behind interface bundle IB1 in response
to receiving the copy of the packet and appended header via
virtual network device link 360. Since virtual network
device sub-unit 122(2) also does not know how to forward
the packet to the destination address, virtual network device
sub-unit 122(2) also floods the packet. However, since the
only interfaces in virtual network device sub-unit 122(2) are
either interfaces to virtual network device link 360 or
interfaces to a virtual link bundle, the packet is filtered out
of the outgoing packet flows being sent via those interfaces.
This is because the packet has already been handled by
virtual network device sub-unit 122(1), and thus there is no
need to forward a copy of the packet back to virtual network
device sub-unit 122(1) via virtual network device link 360,
nor is there any need to send additional copies of the packet
via the virtual network device links. In FIG. 7F, network
device 120(2) sends the packet via port P2, which is coupled
to the packet’s destination, client 102(2).

[0094] Tt is noted that a system such as the one shown in
FIGS. 7A-7F can also handle packets when virtual network
device 202 already knows the appropriate interface bundle
via which to forward the packet. In such a situation, the
packet can be forwarded through the system in nearly the
same manner shown in FIGS. 6A-6D. However, instead of
forwarding the packet based on knowing that the destination
device is behind a particular satellite network device port,
the virtual network device sub-units forward the packet
based on their knowledge that the destination device is
behind a particular interface bundle.

[0095] Tt is noted that in some embodiments, the function-
ality needed to use a virtual link bundle is implemented in
software executing on the virtual network device sub-unit,
network device, and/or satellite network device coupled to
the virtual link bundle. For example, each virtual network
device sub-unit, network device, and/or satellite network
device can include a computer readable media upon which
program instructions and/or data useable to control and/or
use a virtual link bundle are stored. Exemplary types of
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computer readable media include CDs (Compact Discs),
DVDs (Digital Versatile Discs), hard disks, optical disks,
tape devices, floppy disks, and memory (e.g., various types
of RAM (Random Access Memory), ROM (Read Only
Memory), flash memory, MEMS (Micro Electro-Mechani-
cal Systems) memory, and the like). Such a network device
can include one or more processors (e.g., microprocessors,
PLDs (Programmable Logic Devices), or ASICs (Applica-
tion Specific Integrated Circuits)) configured to execute
program instructions stored in the computer readable media.
The program instructions can include those used to perform
control protocol processing for a virtual link bundle as well
as those used to selectively forward packets via links
included in a virtual link bundle (e.g., based on whether the
packets were received via a virtual network device 1ink). The
program instructions and/or data can also be transferred to a
virtual network device sub-unit, network device, and/or
satellite network device via a network such as the Internet or
upon a carrier medium. In some embodiments, a computer
readable medium is a carrier medium such as a network
and/or a wireless link upon which signals such as electrical,
electromagnetic, or digital signals, on which the data and
instructions are encoded, are conveyed.

[0096] Although the present invention has been described
with respect to specific embodiments thereof, various
changes and modifications may be suggested to one skilled
in the art. It is intended such changes and modifications fall
within the scope of the appended claims.

What is claimed is:
1. A system comprising:

a virtual link bundle comprising a plurality of communi-
cation links, wherein

a first end of each of the communication links is
configured to be coupled to a first network device;

a second end of each of a first one of the communica-
tion links is configured to be coupled to a first virtual
network device sub-unit within a virtual network
device; and

a second end of each of a second one of the commu-
nication links is configured to be coupled to a second
virtual network device sub-unit within the virtual
network device.

2. The system of claim 1, further comprising the first
network device, wherein

the first network device is configured to select a commu-
nication link of the plurality of communication links on
which to send a particular packet.

3. The system of claim 2, wherein

each packet sent between the virtual network device and
the first network device is sent via only a one of the
communication links.

4. The system of claim 2, wherein

the first network device comprises a plurality of ports,
each of the ports configured to communicate packets
with a respective client,

the first network device is configured to append a header
to a packet before sending the packet to the virtual
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network device via one of the communication links, the
header identifies a one of the ports having received the
packet.
5. The system of claim 1, further comprising the first
virtual network device sub-unit, wherein

the first virtual network device sub-unit is configured to
identify whether a one of the communication links is
coupled to another virtual network device sub-unit
within the virtual network device.
6. The system of claim 1, further comprising the first
virtual network device sub-unit and the second virtual
network device sub-unit, wherein

the first virtual network device sub-unit and the second
virtual network device sub-unit are configured to com-
municate packets with each other via a virtual network
device link.

7. The system of claim 1, wherein

the communication links are configured to be managed as
a single link.
8. A system comprising:

a first virtual network device sub-unit comprising:
a first interface; and

a controller coupled to the first interface and configured
to forward packets received via the first interface,
wherein

the first interface is identified by a first logical
identifier,

a second interface is identified by the first logical
identifier,

an interface bundle comprises the first interface and
the second interface, and

the second interface is comprised in a second virtual
network device sub-unit.
9. The system of claim &, further comprising the second
virtual network device sub-unit.
10. The system of claim 9, wherein

the first virtual network device sub-unit is configured to
maintain consistent forwarding information with the
second virtual network device sub-unit.

11. The system of claim 10, wherein

the controller is configured to perform control protocol
processing for the first interface according to a routing
protocol running on the interface bundle,

the controller is configured to provide information gen-
erated when performing the control protocol processing
to a secondary controller comprised in the second
virtual network device sub-unit, and

the secondary controller is configured to use the informa-
tion to manage the second interface.
12. The system of claim &, wherein

the controller is configured to lookup a destination
address of a packet in a lookup table, and

if the lookup table returns the first logical identifier, the
first virtual network device sub-unit is configured to
prioritize sending the packet via the first interface over
sending the packet via the second interface.
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13. The system of claim 12, wherein

if the lookup table returns the first logical identifier, the
first virtual network device sub-unit is configured to
send the packet via the first interface instead of sending
the packet via the second interface, unless one or more
of the first interface and a link coupled to the first
interface are failed.

14. The system of claim 13, wherein

the first virtual network device sub-unit comprises a
plurality of interfaces,

more than one of the interfaces are each comprised in the
interface bundle, and

the more than one of the interfaces comprises the first
interface.
15. The system of claim 14, wherein

if each respective communication link coupled to the
more than one of the interfaces fails, the first virtual
network device sub-unit is configured to forward the
packet via the second interface comprised in the second
virtual network device sub-unit.

16. The system of claim 8, wherein

the first virtual network device sub-unit is coupled to the
second virtual network device sub-unit by a virtual
network device link.

17. The system of claim 16, wherein

the first virtual network device sub-unit is configured to
learn that a source address of the second packet is
behind the first interface, in response to receiving a
second packet via the virtual network device link.

18. The system of claim 16, wherein

the first interface is configured to filter the second packet
from a packet flow being sent via the first interface if
the second packet was received via the virtual network
device link.

19. A system comprising:

a virtual link bundle;
a first virtual network device sub-unit; and
a second virtual network device sub-unit, wherein

a first interface of the first virtual network device
sub-unit is coupled to the virtual link bundle,

a second interface of the second virtual network device
sub-unit is coupled to the virtual link bundle, and

each of the first interface and the second interface is
identified by a first logical identifier.
20. The system of claim 19, further comprising:

a network device coupled to the first virtual network
device sub-unit and the second virtual network device
sub-unit by the virtual link bundle.

21. The system of claim 20, wherein

the network device is configured to use a hash-based
load-sharing algorithm to select one of a plurality of
communication links comprised in the virtual link
bundle, and

the network device is configured to send a packet via the
selected one of the communication links.

12
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22. The system of claim 19, wherein

a primary controller comprised in the first virtual network
device sub-unit is configured to perform control pro-
tocol processing for the first interface according to a
routing protocol running on the virtual link bundle,

the primary controller is configured to send information
generated by performing the control protocol process-
ing to a secondary controller comprised in the second
virtual network device sub-unit, and

the secondary controller is configured to use the informa-
tion to manage the second interface.
23. The system of claim 19, wherein

the first virtual network device sub-unit is configured to
lookup a destination address of a packet in a lookup
table, and

if the lookup table returns the first logical identifier, the
first virtual network device sub-unit is configured to
prioritize sending the packet via the first interface over
sending the packet via the second interface.

24. The system of claim 23, wherein

each of a plurality of interfaces comprised in the first
virtual network device sub-unit is coupled to a respec-
tive communication link comprised in the virtual link
bundle, and

the interfaces comprise the first interface.
25. The system of claim 24, wherein

if each respective communication link coupled to the
interfaces fails, the first virtual network device sub-unit
is configured to send the packet via the second interface
comprised in the second virtual network device sub-
unit.

26. The system of claim 23, wherein

the first virtual network device sub-unit is coupled to the
second virtual network device sub-unit by a virtual
network device link.

27. The system of claim 26, wherein

the first network device is configured to learn that a source
address of a packet is behind the first interface, in
response to receiving the packet via the virtual network
device link.

28. The system of claim 26, wherein

the first interface is configured to filter a second packet
from a packet flow being sent via the first interface if
the second packet was received via the virtual network
device link.

29. A method comprising:

assigning a first logical identifier to each interface
included within an interface bundle, wherein

the interface bundle comprises a first interface of a first
virtual network device sub-unit and a second inter-
face of second virtual network device sub-unit;

coupling a first end of a first link to the first interface, the
first link comprised within a virtual link bundle; and

coupling a first end of second link to the second interface,
the second link comprised within the virtual link
bundle.
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30. The method of claim 29, further comprising:

coupling a second end of the first link to a third network
device; and

coupling a second end of the second link to the third
network device.
31. The method of claim 30, further comprising:

selecting one of the first link and the second link on which
to send a packet from the third network device.
32. The method of claim 31, wherein the selecting is
performed using a hash-based algorithm.
33. The method of claim 31, wherein

each packet sent between the third network device and a
virtual network device is sent via one, but not both, of
the first link and the second link, and

the virtual network device comprises the first virtual
network device sub-unit and the second virtual network
device sub-unit.

34. The method of claim 33, further comprising:

appending a header to a packet; and

sending the packet and the header from the third network
device to the virtual network device via the virtual link
bundle, wherein

the third network device comprises a plurality of ports,
each of the ports configured to communicate packets
with a respective client, and

the header identifies which one of the ports received the
packet.
35. The method of claim 29, further comprising:

identifying whether any of the links comprised in the
virtual link bundle are anchored to different virtual
network device sub-units within the virtual network
device.

36. The method of claim 35, wherein the identifying is
performed by the first virtual network device sub-unit within
the virtual network device.

37. The method of claim 29, further comprising:

communicating packets between the first virtual network
device sub-unit and the second virtual network device
sub-unit via a virtual network device link.

38. A method comprising:

sending a first packet via a first link of a virtual link
bundle if a destination identifier associated with the
first packet identifies the virtual link bundle; and

sending a second packet via a second link of the virtual
link bundle if a destination identifier associated with
the second packet identifies the virtual link bundle,
wherein

the first link is coupled to a first virtual network device
sub-unit, and

the second link is coupled to a second virtual network
device sub-unit.
39. The method of claim 38, further comprising:

selecting the first link from a plurality of links comprised
in the virtual link bundle, wherein

the selecting comprises performing a hash-based algo-
rithm.
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40. The method of claim 39, further comprising:
appending a header to the first packet, wherein

the header identifies which port of a plurality of ports
received the first packet, and

the sending the first packet via the first link comprises
sending the header via the first link.
41. A method comprising:

receiving a packet, wherein

a destination identifier for the packet identifies an
interface bundle, and the interface bundle comprises
a first interface; and

filtering the packet from a packet flow being sent via the
first interface if the packet was received via a virtual
network device link.

42. The method of claim 41, further comprising:

sending the packet via the first interface if the packet was
not received via the virtual network device link.
43. The method of claim 42, further comprising:

maintaining consistency between a lookup table com-
prised in a first virtual network device sub-unit and a
second lookup table comprised in a second virtual
network device sub-unit.

44. The method of claim 42, further comprising

performing control protocol processing for the interface
bundle at a primary controller comprised in a first
virtual network device sub-unit, wherein

the first interface is comprised in the first virtual
network device sub-unit.
45. The method of claim 44, further comprising:

managing a second interface of the second virtual network
device sub-unit in response to information generated by
the performing the control protocol processing,
wherein

the second interface is comprised in the interface
bundle.
46. The method of claim 45, further comprising:

looking up a destination address of a second packet in a
lookup table, and

if the lookup table returns the destination identifier, send-
ing the sending packet via the first interface of the first
virtual network device sub-unit instead of sending the
packet via the second interface of the second virtual
network device sub-unit.

47. The method of claim 41, further comprising:

learning that a source address of the packet is behind a
local interface, in response to receiving the packet via
the virtual network device link.

48. A system comprising:

means for sending a first packet via a first link of a virtual
link bundle if a destination identifier associated with
the first packet identifies the virtual link bundle; and

means for sending a second packet via a second link of the
virtual link bundle if a destination identifier associated
with the second packet identifies the virtual link
bundle, wherein
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the first link is coupled to a first virtual network device
sub-unit, and

the second link is coupled to a second virtual network
device sub-unit.

49. The system of claim 48, further comprising:

means for selecting the first link from a plurality of links
comprised in the virtual link bundle, wherein

the selecting comprises performing a hash-based algo-
rithm.

50. The system of claim 49, further comprising:
means for appending a header to the first packet, wherein

the header identifies which port of a plurality of ports
received the first packet, and

the sending the first packet via the first link comprises
sending the header via the first link.
51. A system comprising:

means for receiving a packet, wherein

a destination identifier for the packet identifies an
interface bundle, and

the interface bundle comprises a first interface; and

means for filtering the packet from a packet flow being
sent via the first interface if the packet was received via
a virtual network device link.

52. The system of claim 51, further comprising:

means for sending the packet via the first interface if the
packet was not received via the virtual network device
link.

53. The system of claim 52, further comprising:

means for maintaining consistency between a lookup
table comprised in a first virtual network device sub-
unit and a second lookup table comprised in a second
virtual network device sub-unit.

54. The system of claim 52, further comprising

means for performing control protocol processing for the
interface bundle at a primary controller comprised in a
first virtual network device sub-unit, wherein

the first interface is comprised in the first virtual
network device sub-unit.

55. The system of claim 54, further comprising:

means for managing a second interface of the second
virtual network device sub-unit in response to infor-
mation generated by the performing the control proto-
col processing, wherein

the second interface is comprised in the interface
bundle.

56. The system of claim 55, further comprising:

means for looking up a destination address of a second
packet in a lookup table, and

means for sending the sending packet via the first inter-
face of the first virtual network device sub-unit instead
of sending the packet via the second interface of the
second virtual network device sub-unit if the lookup
table returns the destination identifier.
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57. The system of claim 51, further comprising:

means for learning that a source address of the packet is
behind a local interface, in response to receiving the
packet via the virtual network device link.
58. A computer readable medium comprising program
instructions executable to:

send a first packet via a first link of a virtual link bundle
if a destination identifier associated with the first packet
identifies the virtual link bundle; and

send a second packet via a second link of the virtual link
bundle if a destination identifier associated with the
second packet identifies the virtual link bundle,
wherein

the first link is coupled to a first virtual network device
sub-unit, and

the second link is coupled to a second virtual network
device sub-unit.
59. The computer readable medium of claim 58, wherein
the program instructions are further executable to:

select the first link from a plurality of links comprised in
the virtual link bundle, wherein

selecting the first link from the plurality of links
comprises performing a hash-based algorithm.
60. The computer readable medium of claim 59, wherein
the program instructions are further executable to:

append a header to the first packet, wherein

the header identifies which port of a plurality of ports
received the first packet, and

sending the first packet via the first link comprises
sending the header via the first link.

61. A computer readable medium comprising program
instructions executable to:

detect reception of a packet, wherein

a destination identifier for the packet identifies an
interface bundle, and

the interface bundle comprises a first interface; and

filter the packet from a packet flow being sent via the first
interface if the packet was received via a virtual net-
work device link.

62. The computer readable medium of claim 61, wherein
the program instructions are further executable to:

send the packet via the first interface if the packet was not
received via the virtual network device link.

63. The computer readable medium of claim 62, wherein
the program instructions are further executable to:

maintain consistency between a lookup table comprised in
a first virtual network device sub-unit and a second
lookup table comprised in a second virtual network
device sub-unit.
64. The computer readable medium of claim 62, wherein
the program instructions are further executable to:
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perform control protocol processing for the interface
bundle at a primary controller comprised in a first
virtual network device sub-unit, wherein

the first interface is comprised in the first virtual
network device sub-unit.
65. The computer readable medium of claim 64, wherein
the program instructions are further executable to:

manage a second interface of the second virtual network
device sub-unit in response to information generated by
performing the control protocol processing, wherein

the second interface is comprised in the interface
bundle.
66. The computer readable medium of claim 65, wherein
the program instructions are further executable to:
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look up a destination address of a second packet in a
lookup table, and

if the lookup table returns the destination identifier, send
the sending packet via the first interface of the first
virtual network device sub-unit instead of sending the
packet via the second interface of the second virtual
network device sub-unit.
67. The computer readable medium of claim 61, wherein
the program instructions are further executable to:

learn that a source address of the packet is behind a local
interface, in response to detecting reception of the
packet via the virtual network device link.
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