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VIRTUAL PRIVATE LAN SERVICE OVER 
RING NETWORKS 

FIELD OF THE INVENTION 

The present invention relates generally to communication 
networks, and specifically to methods and systems for pro 
viding virtual private LAN services (VPLS). 

BACKGROUND OF THE INVENTION 

Local Area Networks (LANs) connect computing systems 
together at the Layer 2 level. The term “Layer 2’ refers to the 
second layer in the protocol stack defined by the well-known 
Open Systems Interface (OSI) model, also known as the 
logical link, data link, or Media Access Control (MAC) layer. 
Each computing system connects to a LAN through a (MAC) 
device. Multiple LANs can be connected together using MAC 
bridges, as set forth in the “IEEE Standard for Information 
Technology, Telecommunications and Information Exchange 
between Systems, Local and Metropolitan Area Networks, 
Common Specifications, Part 3: Media Access Control 
(MAC) Bridges.” published as ANSI/IEEE Standard 802.1D 
(1998), which is incorporated herein by reference. (The 
802.1D standard, as well as other IEEE standards cited 
herein, is available in the standards section of the IEEE Web 
site.) MAC bridges that implement the 802.1D standard allow 
MAC devices attached to physically separated LANs to 
appear to each other as if they were attached to a single LAN. 
The bridge includes two or more MAC devices that intercon 
nect the bridge ports to respective LANs. 
MAC bridges maintain a database to map destination MAC 

addresses of the packets they receive to bridge ports. The 
bridge builds the database by means of a learning process, in 
which it associates the Source MAC address of each incoming 
packet with the port on which the packet was received. When 
the bridge receives an incoming packet whose destination 
address is not located in the database, it broadcasts the packet 
through all its available ports, except the one through which 
the packet arrived. Other MAC bridges that do not recognize 
the destination address will further broadcast the packet. 
Through the broadcast mechanism, the packet will eventually 
traverse all interconnected bridges at least once, and will 
ultimately reach its destination. A similar broadcast operation 
is performed independently for each packet having a destina 
tion MAC address of a broadcast or multicast group, although 
the multicast scope may be reduced if the bridge is aware (by 
use of special protocols) of the physical locations of the target 
addresses in each multicast group. The operation of broadcast 
or multicast of a packet is referred to as a flooding process 
(irrespective of the reason for the operation). 

Recently, various means have been proposed and devel 
oped for transporting Layer-2 packets, such as Ethernet 
frames, over high-speed, high-performance Layer-3 packet 
networks. Methods for this purpose are described, for 
example, by Martini et al., in “Encapsulation Methods for 
Transport of Ethernet Frames Over IP/MPLS Networks' 
(IETF draft-ietf-pwe3-ethernet-encap-07.txt, May, 2004), 
which is incorporated herein by reference. This draft defines 
mechanisms for encapsulating Ethernet traffic for transporta 
tion over Internet Protocol (IP) networks using Multi-Proto 
col Label Switching (MPLS) or other tunneling methods, 
Such as Generic Routing Encapsulation (GRE), as are known 
in the art. This draft, as well as other Internet drafts cited 
herein, is available from the Internet Engineering Task Force 
(IETF) at www.ietforg/internet-drafts. 
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2 
According to the model proposed by Martini et al., native 

Ethernet LANs are connected to the IP network by provider 
edge (PE) devices, which are linked one to another by tunnels 
through the IP network. The sending (ingress) PE device 
receives Ethernet frames from a customer edge (CE) device 
on the source LAN. It encapsulates the frames in packets with 
the label stack required for transmitting the packets through 
the appropriate tunnel to the receiving (egress) PE device. 
The label structure includes a “Pseudo Wire” label (or PW 
label), which is used by the egress PE device to de-encapsu 
late the frame and send it to the proper user port. As a result of 
this encapsulation and associated processing functions, the IP 
network emulates Ethernet trunking and Switching behavior 
and can thus be treated as an Ethernet PW. In other words, 
from the point of view of native Ethernet LANs that are 
connected to tunnels through the IP network, each PW is a 
virtual Ethernet point-to-point connection, emulating a 
physical connection between two Ethernet ports. Martini’s 
encapsulation method may also be used in conjunction with 
virtual LANs (VLANs), as defined in IEEE standard 802.1Q. 
In this case, the egress PE device processes and forwards the 
packet based on the VLAN tag. 

Taking this functionality a step further, a number of authors 
have described methods for creating a virtual private LAN 
service (VPLS), which links different LANs together over an 
IP network. Such methods are described, for example, by 
Kompella et al., in “Virtual Private LAN Service” (IETF 
draft-ietf-12vpn-vpls-bgp-02.txt, May, 2004) and by 
Lasserre et al., in “Virtual Private LAN Services over MPLS 
(IETF draft-ietf-12vpn-vpils-ldp-03.txt, April, 2004), which 
are incorporated herein by reference. 
AVPLS (also known as a transparent LAN service TLS) 

provides bridge-like functionality between multiple sites 
over a large network. Users connect to the VPLS via regular 
Ethernet interfaces. PWs between the nodes to which the 
users are connected form the VPLS entity itself. Every node 
in a VPLS acts as a virtual bridge. A virtual bridge node has 
“virtual ports.” which are the endpoints of PWs that are part of 
the VPLS. The interfaces to which the users are actually 
connected are physical ports at the network edges. Both Vir 
tual and real interfaces are treated identically from the point 
of view of frame forwarding and address learning. A single 
provider node can participate in multiple VPLS instances, 
each belonging to a different user. From the perspective of the 
end-user, the VPLS network is transparent. The user is pro 
vided with the illusion that the provider network is a single 
LAN domain. User nodes on different physical LANs can 
thus be joined together through VPLS connections to define a 
virtual private network (VPN), which appears to the users to 
be a single Ethernet LAN. 

“Hierarchical VPLS is an extension to the VPLS model, 
which is also described by Lasserre et al. in the above-men 
tioned draft. To avoid loops in the VPN, Lasserre etal. require 
that each PE be directly connected to every other PE in the 
same VPN by a single PW, thus defining a full mesh topology. 
All PEs support a “split horizon' scheme, meaning that a PE 
must not forward traffic from one PW to another, although it 
may (and should) forward traffic from one physical port to 
another and between physical ports and the PWs. In hierar 
chical VPLS, some or all of the physical interfaces on one side 
of the split horizon can be replaced by point-to-point PWs, 
which act as logical extensions of physical ports of remote 
nodes. In this case, there are both full mesh PWs and point 
to-point PWs (and possibly even physical ports) associated 
with the same VPN. Nodes with only point-to-point PWs are 
considered to be on the “access side' of the network, and are 
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referred to as "edge nodes.” Nodes with full mesh PWs are 
considered to be in the “core side' of the network, and are 
referred to as “core nodes.” 

Bi-directional network ring topologies are gaining in popu 
larity, particularly in Internet Protocol (IP) networks. Such 
networks provide efficient bandwidth utilization by enabling 
data to be transferred between any pair of nodes in either 
direction around the ring, while maintaining fast protection 
against faults. The two opposing traffic directions are com 
monly referred to as an inner ringlet and an outer ringlet, or 
ringlet 0 and ringlet 1. It will be understood, however, that in 
the context of the present patent application and in the claims, 
the terms “inner” and “outer as well as other terms such as 
“east” and “west” or “right” and “left,” are used arbitrarily to 
distinguish between the two opposing directions of packet 
flow in a ring network. These terms are chosen solely for 
convenience of explanation, and do not necessarily bear any 
relation to the physical characteristics of the network. 
The leading bi-directional protocol for high-speed packet 

rings is the Resilient Packet Ring (RPR) protocol, which has 
recently been approved as IEEE standard 802.17, “Part 17: 
Resilient Packet Ring (RPR) Access Method & Physical 
Layer Specifications, which is incorporated herein by refer 
ence. Using the RPR protocol, each node (commonly referred 
to as a “station') in a ring network has a RPR MAC address 
and can communicate directly with all other nodes through 
either ringlet. Each packet sent over either of the ringlets 
carries a header indicating its RPR MAC destination address. 
The receiving node recognizes its address in the header and 
strips the packet from the ring. All other nodes pass the packet 
onward transparently around the ring. Multicast and broad 
cast packets may also be delivered over the rings in a similar 
fashion, using a suitable multicast or broadcast address. 
The RPR standard (Annex E) also defines a mechanism for 

bridging between 802.1D and 802.1Q LANs via the ring 
network. Bridging of this sort is carried out by bridge nodes 
on the ring, which connect the ring to other LANs. When a 
bridge node receives a packet from another LAN, it adds a 
RPR header with an appropriate RPR MAC destination 
address and forwards the packet across the ring. If the par 
ticular RPR MAC address for the packet is unknown, the 
bridge node uses abroadcast MAC address to flood the packet 
to all the nodes on the ring. 

Busi et al. describe methods for making transparent LAN 
connections over a RPR network in U.S. Patent Application 
Publications US 2003/0074469 A1 and US 2004/0022268 
A1, whose disclosures are incorporated herein by reference. 
The first of these publications describes a method for setting 
up a transparent LAN-to-LAN functionality between multi 
customer source locations through a RPR network. To trans 
port Ethernet frames across the RPR network, an auxiliary 
header and RPR header are added to the Ethernet frame. The 
auxiliary header comprises information about the channel 
designed to transport the frame. The second publication 
describes a method for making an end-to-end connection 
between RPR and MPLS networks, wherein the RPR network 
is linked to the MPLS network through a TLS layer. 

SUMMARY OF THE INVENTION 

Embodiments of the present invention provide methods 
and devices for enhancing the efficiency and functionality of 
virtual private LAN service (VPLS) over a ring network, such 
as a RPR network. In these embodiments, the MAC process 
ing layer of the ring network nodes is made aware of the VPLS 
association of packets that are transmitted through the ring 
network. For this purpose, for example, the RPR destination 
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4 
address field may include a VPLS identifier, which the MAC 
processor of the RPR nodes is programmed to recognize and 
filter. The ring network nodes are able to use this information 
in order to forward to each local node only packets for those 
VPLS instances that are served by the local node, thus using 
the node resources more efficiently. Multiple, differentVPLS 
instances may operate simultaneously over the ring network 
in this manner. 

In some embodiments of the present invention, when a 
node in the ring network receives aVPLS packet for which the 
ring network MAC destination address is unknown, it does 
not flood the packet to all the nodes on the ring. Rather, it 
forwards copies of the packet only to the specific destination 
nodes that serve the VPLS instance to which the packet 
belongs. Typically, each copy of the packet is sent on the 
ringlet that will give the shortest path to the destination node 
or nodes that are to receive it. A time-to-live (TTL) field in the 
ring protocol packet header may be set so that the packet 
reaches only the most distant destination node on each ringlet, 
and proceeds no farther. These mechanisms can Substantially 
reduce the bandwidth used by the ring in Supporting the 
VPLS, since they replace the gross flooding methods that are 
known in the art with selective packet forwarding. In other 
words, VPLS packets whose MAC destination address is 
unknown need not be flooded over all spans of the ring and 
processed by all the nodes, but are rather sent selectively to 
the nodes participating in the particular VPLS and are pro 
cessed by those nodes. 

Typically, the ring network comprises bridge nodes, which 
link the ring network to one or more other networks to which 
user nodes are connected. The term “bridge' is used broadly 
in the context of the present patent application and in the 
claims to refer to nodes that link the ring network to other 
packet networks. This sort of bridging includes not only the 
sort of MAC bridge functionality that is defined in the IEEE 
802.1 family of standards, but also other sorts of network 
linking functions, as are known in the art. 

User nodes have their own MAC addresses, such as Ether 
net MAC addresses, separate and apart from the system of 
ring network MAC addresses that areassigned to the nodes on 
the ring. The bridge nodes learn the MAC addresses of the 
user nodes participating in each VPLS instance and store 
these addresses in a MAC table. The table indicates, for each 
user MAC address and VPLS instance, the ring network MAC 
address of the destination bridge node through which packets 
to this address are to be transmitted. The table entries may 
also include an identification of the ringlet to be used for 
transmission to the destination bridge node on the ring serv 
ing the user MAC address in question (typically the ringlet 
that provides the shortest path to the destination bridge node). 
The ringlet identification for each user MAC address may be 
learned automatically by the ring nodes or it may alternatively 
be provided by other means, such as manual configuration, 
and/or stored in a separate table. In any case, when a bridge 
node receives a packet for transmission to a known user MAC 
address on a given VPLS instance, it forwards the packet by 
unicast to the appropriate destination bridge node via the 
ringlet indicated in the table. Mechanisms are provided for 
adjusting VPLS transmissions of this sort in the event of a 
failure on one of the spans of the ring. 

In another aspect of the invention, VPLS topology associ 
ated with the ring network nodes is also used in determining 
whether to admit a new connection on the ring network. The 
decision depends on the availability of sufficient bandwidth 
to accommodate upstream traffic from the new connection on 
the links of the ring, as well as the availability of bandwidth to 
accommodate downstream traffic to be generated by the new 
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connection through the nodes serving the VPLS instance in 
question. The use of VPLS topology in assessing and allocat 
ing bandwidth on the ring network permit the network 
resources to be used efficiently, in a way that reflects more 
accurately the actual patterns of traffic that are expected on 
the ring. 

In some embodiments of the present invention, the 
enhanced VPLS functionality described above is extended 
over multiple, interconnected ring networks. For this pur 
pose, certainbridge nodes on the different rings may be linked 
by a pseudo-wire (PW) over a tunnel through another packet 
network. In these embodiments, the VPLS identifier used in 
the ring network is mapped to a point-to-point PW label (as 
defined in the above-mentioned draft by Martini, for 
example). This PW can thus be associated with a VPLS 
instance on the other ring for multi-ring VPLS connectivity. 
Alternatively, a PW may be used to connect a single remote 
Ethernet port to the VPLS instance, or to connect the VPLS 
instance on the ring to a hierarchical VPLS. (In the latter case, 
the entire VPLS instance on the ring is viewed by the hierar 
chical VPLS network as a single spoke network.) Alterna 
tively, the ring interconnection may be achieved by mapping 
the VPLS identifier used in the ring network to a static VLAN 
trunking tag, and sending VPLS packets over an Ethernet 
interface from one ring to the other, where the packets are 
remapped to the VPLS instance on the other ring. 

Although embodiments described hereinbelow make ref 
erence specifically to RPR networks, the principles of the 
present invention are similarly applicable in ring networks of 
other types. Furthermore, the terms VPLS and PW should be 
understood to comprise any and all sorts of virtual Layer-2 
networks and Layer-2 connections that may be implemented 
over an underlying packet network, including (but not limited 
to) IP and other Layer-3 networks. 

There is therefore provided, in accordance with an embodi 
ment of the present invention, a method for communication 
via a ring network that includes a plurality of nodes, the 
method including: 

receiving at a first node in the ring network a data packet 
transmitted over a virtual private LAN service (VPLS), the 
data packet including an identification of the VPLS: 

reading the identification from the data packet at the first 
node; and 

responsively to reading the identification, forwarding the 
data packet from the first node to at least one second node in 
the ring network that is associated with the VPLS. 

In some embodiments, the data packet includes a pseudo 
wire (PW) label, and the PW label includes the identification 
of the VPLS. The ring network may be configured to support 
a point-to-point tunneling service, and the PW label may 
include a flag indicating whether the data packet is associated 
with the VPLS or with the point-to-point service. 

In disclosed embodiments, the ring network operates in 
accordance with a resilient packet ring (RPR) protocol, and 
the data packet includes a RPR destination address, which 
includes the identification of the VPLS. The RPR destination 
address may be a multicast address, which identifies a set of 
the nodes of the ring network that serve the VPLS, and for 
warding the data packet may include multicasting the data 
packet to the nodes in the set. Alternatively, forwarding the 
data packet may include identifying a destination node to 
which the data packet is directed, and forwarding the data 
packet by unicast over the ring network to the RPR destina 
tion address of one of the nodes in the ring network that serves 
the destination node. Further alternatively, the RPR destina 
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6 
tion address may be a broadcast address, and forwarding the 
data packet may include broadcasting the data packet to the 
nodes in the ring network. 

Typically, receiving the data packet includes receiving the 
data packet over a span of the ring network, and reading the 
identification includes filtering the packet using a media 
access control (MAC) processor at the first node in order to 
determine whether to copy or forward the data packet. In a 
disclosed embodiment, filtering the packet includes compar 
ing the VPLS identification to a list of one or more VPLS 
instances that the first node is assigned to serve, and the 
method includes copying the data packet from the MAC 
processor to a network processor of the first node if the VPLS 
identification matches an entry on the list. 

In some embodiments, the first node is a bridge node, and 
receiving the data packet includes receiving the data packet 
over a link to the bridge node from a source node outside the 
ring network, and forwarding the data packet includes con 
Verting the data packet to a packet format that is compliant 
with a ring network protocol and includes a VPLS identifier. 
In a disclosed embodiment, the ring network protocol 
includes a resilient packet ring (RPR) protocol, and convert 
ing the data packet includes inserting the VPLS identifier in a 
RPR destination address of the data packet. Additionally or 
alternatively, receiving the data packet includes reading a 
destination address of the data packet, and forwarding the 
data packet includes checking the destination address and the 
identification of the VPLS against a forwarding table held at 
the first node, and determining the at least one second node to 
which the data packet should be forwarded based on the 
forwarding table. Forwarding the data packet includes, if the 
forwarding table does not contain an entry corresponding to 
the destination address and the identification of the VPLS, 
multicasting the packet to a Subset of the nodes of the ring 
network that are assigned to serve the VPLS. 

In other embodiments, the first node includes a bridge 
node, and the data packet received at the first node includes a 
destination address outside the ring network, and forwarding 
the data packet includes checking the destination address and 
the identification of the VPLS against a forwarding table to 
determine the at least one second node on the ring network to 
which the data packet should be forwarded. In one embodi 
ment, the method includes assigning a Subset of the nodes of 
the ring network to serve the VPLS, and forwarding the data 
packet includes, if the forwarding table does not include an 
entry corresponding to the destination address and the iden 
tification of the VPLS, multicasting the data packet to the 
Subset of the nodes. Typically, multicasting the data packet 
includes setting a time-to-live (TTL) value of the data packet 
so that the data packet will reach all the nodes in the subset 
without traversing at least one span of the ring network. In a 
disclosed embodiment, setting the TTL value includes deter 
mining a minimal number of hops required to reach all the 
nodes in the subset serving the VPLS, and setting the TTL 
value to the minimal number. Additionally or alternatively, 
checking the destination address and the identification of the 
VPLS includes reading from the forwarding table a direction 
in which to forward the data packet around the ring to the at 
least one second node, and forwarding the data packet 
includes transmitting the data packet around the ring in the 
direction. 

In some embodiments, the VPLS includes at least first and 
second VPLS instances that are operative on the ring network, 
and reading the identification includes making a determina 
tion that the data packet is associated with the first instance, 
and forwarding the data packet includes selecting the at least 
one second node responsively to the determination. First and 
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second subsets of the nodes of the ring network may be 
assigned to serve, respectively, the first and second instances, 
and selecting the at least one second node may include choos 
ing one or more of the nodes in the first Subset. 

In some embodiments, receiving the data packet includes 
receiving the data packet over a link from outside the ring 
network in a link packet format, wherein the received data 
packet includes a first VPLS identifier that identifies the 
VPLS on the link, and forwarding the data packet includes 
mapping the first VPLS identifier to a second VPLS identifier, 
and formatting the data packet for transmission over the ring 
network in a ring packet format, and inserting the second 
VPLS identifier in the data packet. The VPLS may be con 
figured to operate on first and second ring networks, which 
are connected by the link therebetween. 

There is also provided, in accordance with an embodiment 
of the present invention, a method for communication via a 
ring network that includes a plurality of nodes, the method 
including: 

assigning first and second Subsets of the nodes of the ring 
network to serve, respectively, first and second instances of a 
virtual private LAN service (VPLS); 

receiving at a first node in the first Subset a data packet 
transmitted over the first instance of the VPLS, the data packet 
including an identification of the first instance; and 

responsively to the identification, forwarding the data 
packet selectively from the first node to one or more addi 
tional nodes in the first subset. 

In a disclosed embodiment, the first node also belongs to 
the second Subset, and the method includes receiving at the 
first node a further data packet transmitted over the second 
instance of the VPLS, and forwarding the further data packet 
selectively from the first node to one or more of the nodes in 
the second subset that are not in the first subset. 

Typically, forwarding the data packet selectively includes 
multicasting the data packet only to the nodes in the first 
subset. 

In a disclosed embodiment, the data packet includes a 
pseudo-wire (PW) label, and the PW label includes the iden 
tification of the first instance, wherein the first and second 
instances are assigned different, respective first and second 
label values. 

There is additionally provided, in accordance with an 
embodiment of the present invention, a method for commu 
nication via a ring network that includes a plurality of nodes, 
the method including: 

assigning a Subset of the nodes of the ring network to serve 
a virtual private LAN service (VPLS); 

receiving at a bridge node in the ring network a data packet 
transmitted over the VPLS, the data packet including a des 
tination address outside the ring network; 

checking the destination address against a forwarding table 
to locate a destination node on the ring network to which the 
data packet should be forwarded; and 

if the forwarding table does not indicate the destination 
node corresponding to the destination address of the data 
packet, multicasting the data packet to the Subset of the nodes. 

In disclosed embodiment, the method further includes 
finding an entry in the forwarding table indicating the desti 
nation node in the subset of the nodes of the ring network that 
corresponds to the destination address of the data packet, and 
unicasting the data packet to the destination node for forward 
ing over the VPLS to the destination node. Typically, the entry 
further indicates a direction of transmission on the ring net 
work from the bridge node to the destination node, and uni 
casting the data packet includes transmitting the data packet 
in the indicated direction. The bridge node may learn the 
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8 
direction of transmission responsively to one or more previ 
ous packets received from the ring network at the bridge node, 
wherein learning the direction of transmission typically 
includes finding a shortest path between the bridge node and 
the destination node. Additionally or alternatively, the 
method may include discovering a faulty span in the ring 
network, and changing the direction of transmission indi 
cated in the table so as to steer the data packet to the destina 
tion node while avoiding the faulty span. 

In a disclosed embodiment, the ring network operates in 
accordance with a resilient packet ring (RPR) protocol, and 
multicasting the data packet includes inserting in a header of 
the packet a multicast RPR destination address corresponding 
to the VPLS. Typically, the multicast RPR destination address 
includes a private multicast address, which identifies the sub 
set of the nodes, so that the multicast data packet is not copied 
by the nodes of the ring network that are outside the subset. 

There is further provided, in accordance with an embodi 
ment of the present invention, a method for communication 
via a ring network that includes a plurality of nodes and spans 
interconnecting the nodes, the method including: 

assigning a Subset of the nodes of the ring network to serve 
a virtual private LAN service (VPLS); 

receiving at a first node in the Subset a data packet for 
transmission over the VPLS: 

determining a maximal number of the spans that must be 
traversed by the data packet in order to reach all the nodes in 
the subset from the first node; and 

multicasting the data packet from the first node to the nodes 
in the subset, while setting a time-to-live (TTL) value of the 
data packet responsively to the maximal number so that the 
data packet does not traverse at least one of the spans in the 
ring network. 

In some embodiments, the ring network is a bi-directional 
ring network, and multicasting the data packet includes trans 
mitting first and second copies of the data packet in respec 
tive, mutually-opposing first and second directions around 
the ring network. Typically, setting the TTL value includes 
setting first and second TTL values, respectively, in the first 
and second copies of the data packet so as to minimize the 
number of the spans that will be traversed by the data packet 
while reaching all the nodes in the subset. In a disclosed 
embodiment, transmitting the first and second copies 
includes, upon occurrence of a fault in one of the spans of the 
network, steering at least one of the first and second copies so 
as to avoid the fault, and setting the first and second TTL 
values includes adjusting at least one of the TTL values 
responsively to the steering. 

In a disclosed embodiment, setting the TTL value includes 
setting the TTL value so that the data packet does not traverse 
at least two of the spans in the ring network. 

There is moreover provided, in accordance with an 
embodiment of the present invention, a method for commu 
nication, including: 

defining a virtual private LAN service (VPLS) to operate 
on first and second ring networks that operate in accordance 
with a ring network protocol, the first and second ring net 
works including respective first and second bridge nodes, 
which are connected by a link therebetween, which operates 
in accordance with a link protocol; 

transmitting a data packet over the VPLS on the first ring 
network to the first bridge node, the data packet having a first 
packet format that is compliant with the ring network protocol 
and including a first VPLS identifier associated with the 
VPLS: 

conveying the data packet from the first bridge node over 
the link to the second bridge node in a second packet format 
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that is compliant with the link protocol and includes a second 
VPLS identifier that is associated with the VPLS; and 

responsively to the second VPLS identifier, determining at 
the second bridge node that the data packet belongs to the 
VPLS and transmitting the data packet over the VPLS on the 
second ring network. 

In a disclosed embodiment, transmitting the data packet 
includes inserting the VPLS identifier in a first pseudo-wire 
(PW) label of the data packet in the first packet format. Typi 
cally, the link protocol includes a point-to-point PW protocol, 
and the second VPLS identifier includes a second PW label, 
and conveying the data packet includes mapping the first PW 
label to the Second PW label. 

In one embodiment, the link protocol includes a tunneling 
protocol. 

In another embodiment, the link protocol includes a virtual 
bridge local area network (VLAN) protocol, and the second 
VPLS identifier includes a VLAN tag. 

In a disclosed embodiment, defining the VPLS includes 
defining a plurality of instances of the VPLS on the first and 
second ring networks, each of the instances having respective 
first and second VPLS identifiers associated therewith, and 
conveying the data packet over the link includes mapping the 
first VPLS identifier to the respective second VPLS identifier. 

In one embodiment, transmitting the data packet over the 
VPLS on the second ring network includes transmitting the 
data packet in the first packetformat, with the same first VPLS 
identifier as was included in the data packet on the first ring 
network. In another embodiment, transmitting the data packet 
over the VPLS on the second ring network includes transmit 
ting the data packet in the first packet format with a third 
VPLS identifier, which is different from the first VPLS iden 
tifier. 

In a disclosed embodiment, defining the VPLS includes 
defining a hierarchical VPLS. 

There is moreover provided, in accordance with an 
embodiment of the present invention, a method for commu 
nication via a network that includes a plurality of nodes in a 
predefined topology, the method including: 

assigning a Subset of the nodes of the network to serve a 
virtual private LAN service (VPLS), the subset defining a 
VPLS topology within the predefined topology; 

receiving a request to admit a new connection on the VPLS: 
assessing availability of bandwidth to serve the new con 

nection based on the VPLS topology; and 
determining whether to admit the new connection respon 

sively to the availability of the bandwidth. 
In some embodiments, the predefined topology includes a 

ring, in which the nodes are interconnected by spans of the 
ring, and assessing the availability of the bandwidth includes 
assessing an upstream bandwidth required by the new con 
nection on the spans of the ring and assessing a downstream 
bandwidth required by the new connection via the nodes in 
the Subset to destinations outside the ring. Typically, assess 
ing the downstream bandwidth includes Summing bandwidth 
requirements of all connections served by each of the nodes in 
the subset, and verifying that each of the nodes in the subset 
has sufficient bandwidth available to serve the new connec 
tion. In one embodiment, assigning the Subset includes 
assigning at least one of the nodes in the Subset to serve a first 
instance of the VPLS, but not a second instance of the VPLS, 
and Summing the bandwidth requirements includes, for the at 
least one of the nodes, Summing the bandwidth requirements 
of the connections on the first instance of the VPLS, but not 
the connections on the second instance of the VPLS. 
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10 
There is furthermore provided, in accordance with an 

embodiment of the present invention, apparatus for commu 
nication via a ring network that includes a plurality of nodes, 
the apparatus including: 

first and second ring interfaces, which are adapted to 
couple a first node in the ring network to respective first and 
second spans of the ring network; and 

a medium access control (MAC) processor, which is 
coupled to receive, via the first ring interface, a data packet 
transmitted over a virtual private LAN service (VPLS), the 
data packet including an identification of the VPLS, to read 
the identification from the data packet, and responsively to 
reading the identification, to forward the data packet via the 
second ring interface to at least one second node in the ring 
network that is associated with the VPLS. 

In a disclosed embodiment, the MAC processor includes a 
VPLS filter, which is coupled to process the identification of 
the VPLS in order to determine whether to copy or forward 
the data packet. The apparatus may also include a protocol 
processor, which is coupled to process and forward the data 
packet to a user node outside the ring network, wherein the 
VPLS filter is adapted to compare the identification of the 
VPLS to a list of one or more VPLS instances that the first 
node is assigned to serve, and to copy the data packet to the 
protocol processor if the VPLS identification matches an 
entry on the list. 

There is also provided, in accordance with an embodiment 
of the present invention, apparatus for communication via a 
ring network that includes a plurality of nodes, the apparatus 
including: 

first and second ring interfaces, which are adapted to 
couple a first node to respective first and second spans of the 
ring network; 

a bridge, including one or more ports for coupling the first 
node to one or more user nodes outside the ring network; and 

processing circuitry, which is adapted to receive via one of 
the ports a data packet transmitted from a source node over a 
virtual private LAN service (VPLS), the data packet includ 
ing an identification of the VPLS, to read the identification 
from the data packet, and responsively to reading the identi 
fication, to forward the data packet via at least one of the ring 
interfaces to at least one second node in the ring network that 
is associated with the VPLS. 

There is additionally provided, in accordance with an 
embodiment of the present invention, apparatus for commu 
nication via a ring network, the apparatus including a plural 
ity of nodes, linked together in a ring by spans of the ring 
network, wherein first and second subsets of the nodes of the 
ring network are assigned to serve, respectively, first and 
second instances of a virtual private LAN service (VPLS), 

wherein the nodes are adapted, upon receiving a data 
packet that includes an identification of one of the first and 
second instances, to forward the data packet selectively, 
responsively to the identification, to one or more additional 
nodes in one of the first and second Subsets. 

There is further provided, in accordance with an embodi 
ment of the present invention, apparatus for communication 
via a ring network that includes a plurality of nodes, a Subset 
of which are assigned to serve a virtual private LAN service 
(VPLS), the apparatus including: 

first and second ring interfaces, which are adapted to 
couple a first node to respective first and second spans of the 
ring network; 

a bridge, including one or more ports for coupling the first 
node to one or more user nodes outside the ring network; and 

processing circuitry, which is adapted to receive via one of 
the ports a data packet transmitted from a source node over the 
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VPLS, the data packet including a destination address outside 
the ring network, to check the destination address against a 
forwarding table to locate a destination node on the ring 
network to which the data packet should be forwarded, and to 
multicast the data packet to the subset of the nodes if the 
forwarding table does not indicate the destination node cor 
responding to the destination address of the data packet. 

There is moreover provided, in accordance with an 
embodiment of the present invention, apparatus for commu 
nication via a ring network that includes a plurality of nodes 
and spans interconnecting the nodes, wherein a Subset of the 
nodes are assigned to serve a virtual private LAN service 
(VPLS), the apparatus including: 

first and second ring interfaces, which are adapted to 
couple a first node to respective first and second spans of the 
ring network; 

a bridge, including one or more ports for coupling the first 
node to one or more user nodes outside the ring network; and 

processing circuitry, which is adapted to receive via one of 
the ports a data packet for transmission over the VPLS, to 
determine a maximal number of the spans that must be tra 
versed by the data packet in order to reach all the nodes in the 
Subset from the first node, and to multicast the data packet 
from the first node to the nodes in the subset, while setting a 
time-to-live (TTL) value of the data packet responsively to the 
maximal number so that the data packet does not traverse at 
least one of the spans in the ring network. 

There is furthermore provided, in accordance with an 
embodiment of the present invention, apparatus for commu 
nication, including a plurality of nodes that are mutually 
interconnected in first and second ring networks that operate 
in accordance with a ring network protocol, the nodes in the 
first and second ring networks including respective first and 
second bridge nodes, which are connected by a link therebe 
tween, which operates in accordance with a link protocol, 

wherein a virtual private LAN service (VPLS) is config 
ured to operate on the first and second ring networks such that 
upon transmission of a data packet over the VPLS on the first 
ring network to the first bridge node, the data packet having a 
first packet format that is compliant with the ring network 
protocol and including a first VPLS identifier associated with 
the VPLS, the first bridge node conveys the data packet over 
the link to the second bridge node in a second packet format 
that is compliant with the link protocol and includes a second 
VPLS identifier that is associated with the VPLS, and such 
that responsively to the second VPLS identifier, the second 
bridge node determines that the data packet belongs to the 
VPLS and transmits the data packet over the VPLS on the 
second ring network. 

There is also provided, in accordance with an embodiment 
of the present invention, apparatus for communication, 
including: 

a plurality of nodes that are interconnected in a predefined 
topology, wherein a Subset of the nodes are assigned to serve 
a virtual private LAN service (VPLS), the subset defining a 
VPLS topology within the predefined topology; and 

a connection admission controller (CAC), associated with 
at least one of the nodes, which is adapted to receive a request 
to admit a new connection on the VPLS, to assess availability 
of bandwidth to serve the new connection based on the VPLS 
topology, and to determine whether to admit the new connec 
tion responsively to the availability of the bandwidth. 

The present invention will be more fully understood from 
the following detailed description of the embodiments 
thereof, taken together with the drawings in which: 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram that schematically illustrates a 
ring-based communication network, in accordance with an 
embodiment of the present invention; 

FIG. 2 is a block diagram that schematically illustrates a 
logical topology of virtual private LAN services carried by 
the network of FIG. 1, in accordance with an embodiment of 
the present invention; 

FIG.3 is a block diagram that schematically shows details 
of a bridge node in a ring network, in accordance with an 
embodiment of the present invention; 

FIG. 4 is a block diagram that schematically illustrates a 
structure of a VPLS packet carried over a RPR network, in 
accordance with an embodiment of the present invention; 

FIG. 5A is a block diagram that schematically illustrates a 
PW field in a header of a VPLS packet that is transmitted over 
a ring network, in accordance with an embodiment of the 
present invention; 

FIG. 5B is a block diagram that schematically illustrates a 
PW field in a header of a point-to-point packet that is trans 
mitted over a ring network, in accordance with an embodi 
ment of the present invention; 

FIG. 6 is a block diagram that schematically illustrates a 
destination address field of a VPLS packet that is transmitted 
by multicast over a ring network, in accordance with an 
embodiment of the present invention; 

FIG. 7A is a block diagram that schematically illustrates 
paths taken by a VPLS packet that is transmitted by multicast 
overa ring network, inaccordance with an embodiment of the 
present invention; 

FIG. 7B is a block diagram that schematically illustrates 
paths taken by a VPLS packet that is transmitted by multicast 
over a ring network after occurrence of a fault in a span of the 
ring network, in accordance with an embodiment of the 
present invention; 

FIG. 8 is a block diagram that schematically illustrates 
transmission of a packet over a VPLS that extends over two 
ring networks, in accordance with an embodiment of the 
present invention; 

FIG. 9 is a block diagram that schematically illustrates a 
structure of a VPLS packet carried over a RPR network and 
over a VLAN trunk connecting the RPR network to another 
network, in accordance with an embodiment of the present 
invention; 

FIG. 10 is a block diagram that schematically illustrates a 
structure of a VPLS packet that is carried through a MPLS 
tunnel, in accordance with an embodiment of the present 
invention; 

FIG. 11 is a block diagram that schematically illustrates a 
VPLS that extends over multiple ring networks, which are 
linked together through another packet network, in accor 
dance with an embodiment of the present invention; and 

FIG. 12 is a flow chart that schematically illustrates a 
method for connection admission control, in accordance with 
an embodiment of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

FIG. 1 is a block diagram that schematically illustrates a 
communication network 20, in accordance with an embodi 
ment of the present invention. Network 20 in this example is 
built around a bi-directional ring network 22, typically a RPR 
ring, as described above. Although FIG. 1 shows a particular, 
simple network topology for purposes of illustration, the prin 
ciples of this embodiment may equally be applied in other, 
more complex topologies, comprising multiple rings and/or 
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other networks coupled to ring network 22. Aspects of imple 
mentation of these principles in more complex topologies are 
described further hereinbelow. 

Network 22 comprises ring nodes 24, or stations, which are 
linked by spans 26 of the ring. Typically, nodes 24 comprise 
bridge nodes, which link ring network 22 to other parts of 
network 20. For example, nodes 24 may be linked by packet 
trunks 30 to Layer-2 switches 28 and 32, such as Ethernet 
Switches. Trunks 30 may each comprise a single link, or they 
may comprise multiple links grouped together for increased 
bandwidth, using methods of linkaggregation that are known 
in the art, for instance. Switches 32 serve as bridges to other 
LANs (not shown) served by switches 28, to which user nodes 
may connect to network 20. In some embodiments, as 
described hereinbelow, switches 32 may be functionally and/ 
or physically integrated with corresponding nodes 24 of ring 
network 22. Alternatively, if user nodes are connected 
directly to nodes 24, the corresponding Switches 32 may not 
be required at all. 

Network 20 is configured to support multiple VPLS 
instances on ring network 22, such as instances 34, 36,38 that 
are indicated by corresponding lines connecting to certain 
nodes in network 20. These lines may be thought of as rep 
resenting links to user nodes (not shown in the figure). As 
noted earlier, each of the VPLS instances gives users who are 
connected to it the illusion that they are part of a single 
bridged LAN, which extends physically over different parts 
of network 20. Connections of each VPLS instance to the 
nodes of network 20 may be made either through dedicated 
physical ports of the switches in the network or through 
virtual ports, which may share physical ports with other Ser 
vices. In the Ethernet context, for example, each VPLS 
instance may be associated either with certain Ethernet 
switch ports or with a particular VLAN. Thus, in FIG. 1, 
VPLS instances 36 and 38 are defined on physical Ethernet 
ports of nodes 24 and switches 28, while instance 34 is 
VLAN-based. Handling of VLAN-based VPLS instances is 
described in further detail hereinbelow. 

FIG. 2 is a block diagram that schematically illustrates a 
logical topology of network 20, as seen by user nodes 44, 46 
served by VPLS instances 34, 36, 38, in accordance with an 
embodiment of the present invention. Ring network 22 (FIG. 
1) appears to the users of each VPLS instance as a shared 
medium 40, whose underlying ring topology is transparent to 
the VPLS. For VLAN-based VPLS instances, Switches 32 
serve as VLAN bridges 42 to other user nodes in the same 
VLAN on other parts of network 20. Thus, user nodes 44, 46 
on any of the VPLS instances may transmit packets to and 
receive packets from any other user nodes belonging to the 
same instance without any signaling or routing beyond what 
is used on the LAN (which possibly including VLAN-related 
features) to which the user node is connected. Note, however, 
that connection admission control (CAC) mechanisms on 
ring network 22 may still limit the availability of bandwidth 
for connections between the user nodes. A VPLS-oriented 
technique for connection admission on the ring network is 
described hereinbelow with reference to FIG. 12. 

FIG. 3 is a block diagram that schematically illustrates 
details of one of nodes 24 on ring network 22, in accordance 
with an embodiment of the present invention. Node 24 com 
prises a RPR MAC processor 50, which performs filtering and 
forwarding of RPR packets on the ring. Processor 50 com 
prises “east” and “west ring interfaces 54,56, which connect 
to the neighboring spans 26 of the ring network and perform 
physical layer and MAC processing functions mandated by 
the 802.17 standard. When interface 54 or 56 receives a 
packet from the ring, it checks the RPR header parameters, 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

14 
particularly the RPR MAC destination address. If the address 
is a unicast address and matches the RPRMAC address of this 
node 24, the ring interface passes the packet directly to a 
protocol processor 52, for handling by a PW forwarding 
engine 60, as described further hereinbelow. Otherwise, the 
receiving interface 54 or 56 just passes the packet through to 
its counterpart 56 or 54 to continue forwarding the packet 
around the ring, while decrementing the time-to-live (TTL) in 
the RPR header. When the TTL value reaches zero, the packet 
is not forwarded any farther. Packets carrying a broadcast or 
multicast RPR destination address are copied to an (optional) 
VPLS filter 58, whose function is described further herein 
below, and are also forwarded further around the ring. (Al 
though for conceptual clarity, filter 58 is shown in FIG.3 as a 
separate unit, its function may in practice be physically inte 
grated with ring interfaces 54 and 56.) 
When packets belonging to a particular VPLS instance are 

flooded on ring network 22, an identification of the VPLS 
instance is included in the header structure of the RPR packet. 
A particular headerstructure that can be used for this purpose 
is shown in the figures that follow. VPLS filter 58 examines 
these flooded packets in order to determine whether the VPLS 
instance to which they belong is one that is served by other 
circuits of network 20 that are connected to this node 24. (For 
brevity, in the description that follows and in the claims, we 
refer to such VPLS instances as the instances that are served 
by node 24.) Considering FIG. 1, for example, it can be seen 
that instance 36 is served by nodes C, D and F, while instance 
38 is served by nodes A, B and C. Filter 58 recognizes the 
VPLS identifier in the RPR packet headers. It passes packets 
belonging to VPLS instances served by this node 24 on to 
processor 52 for further processing. In this manner, filter 58 
reduces Substantially the processing burden placed on pro 
cessor 52. Non-VPLS traffic, which may also be carried by 
ring network 22, is simply passed on transparently through 
filter 58. 

Processor 52 performs higher-level processing functions 
with respect to packets transmitted from ring network 22 to 
other parts of network 20, and vice versa. In RPR terms, 
processor 52 plays the role of the MAC client and may per 
form various routing and forwarding functions. For the pur 
pose of VPLS support, processor 52 comprises a pseudo-wire 
(PW) forwarding engine 60. Engine 60 looks past the RPR 
header of VPLS packets received from RPR MAC processor 
50 and processes the underlying PW frames, in a manner 
similar to that described in the above-mentioned draft by 
Martini et al., for example. Processor 52 then passes these 
frames via a logical port 66 to switch 32, in accordance with 
PW convention. Engine 60 similarly processes PW frames 
received from switch 32 for transmission over ring network 
22 and performs other VPLS forwarding functions that are 
described hereinbelow. 

Switch 32 comprises an Ethernet bridge processor 62, 
which processes the user packets—typically Ethernet 
frames—that are encapsulated in the RPR packets on ring 
network 22. Processor 62 may also perform VLAN-aware 
bridge processing. Processor 62 forwards user packets 
through physical ports 64 to the appropriate LAN circuits. 
Processor 62 determines the ports to use for forwarding traffic 
to different MAC addresses using methods of MAC learning 
that are known in the art. 

FIG. 4 is a block diagram that schematically illustrates the 
format of a VPLS packet 70 transmitted over ring network 22, 
in accordance with an embodiment of the present invention. 
The packet format is compliant with the 802.17 standard and 
with PW-encapsulation, as described by Martini et al. Packet 
70 comprises a RPR header, including a RPR tag 80 (com 
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prising TTL and ring control fields), RPR MAC destination 
address (DA) 82 and RPR MAC source address (SA)84. The 
source address identifies the station (i.e., the node 24) that 
launched the packet on ring network 22. A header error cor 
rection (HEC) field 86 provides a cyclic redundancy check 
(CRC) of the preceding header fields. 

Following the RPR header, packet 70 comprises an 
optional MPLS label 88 and a PW label 90. The PW label 
includes aVPLS identifier 92 (VPLSID), which identifies the 
VPLS instance to which the packet belongs. Labels 88 and 90 
are followed by (and encapsulate) a user packet 72, typically 
an Ethernet frame. The user packet comprises a header 
including Ethernet MAC DA 74 and SA 76 of the destination 
and Source user nodes (such as nodes 44 and 46 in FIG. 2), 
along with a data payload 78. Other fields, provided by the 
applicable standards and specifications, are omitted from 
FIG. 4 for the sake of brevity and simplicity. 
VPLS ID 92 for a given VPLS instance typically has the 

same value across all nodes in ring network 22. The VPLSID 
may be assigned in advance to each VPLS instance by a 
management station, or it may alternatively be assigned auto 
matically and dynamically by one of the stations in the ring 
network. ConsistentVPLS identification is needed at least for 
VPLS packets that are multicast (flooded) on ring network 22. 
in order to enable VPLS filters 58 to be programmed to 
recognize the VPLSID of multicast packets that they receive. 
(This requirement may be relaxed for unicast VPLS packets 
on the ring network.) Since ring interfaces 54 and 56 forward 
the multicast packets around the ring without changing their 
content, each VPLS filter can be programmed with the same 
table of VPLS identifiers. This pre-assignment of consistent 
PW labels differs from the conventional practice used in 
point-to-point PW services, wherein the PW label is retrieved 
from the downstream node by the upstream node using appro 
priate signaling. 
PW label90 of unicastVPLS packets may contain the same 

VPLSID92 as multicast packets belonging to the same VPLS 
instance, and this VPLS ID may be maintained throughout 
network 20. Alternatively, unicast VPLS packets need not be 
constrained to have the same VPLSID as multicast packets, in 
which case the PW labels for the unicast packets may be 
determined by signaling, in Substantially the same manner as 
in point-to-point services. Note, however, that in this case 
measures should be taken to ensure that the (different) unicast 
and multicast PW labels for any given VPLS instance are 
associated with the same paths through network 20 in order to 
satisfy the packet ordering requirements of IEEE 802.1D. 

FIGS. 5A and 5B are block diagrams that schematically 
show details of PW labels 90 in two different types of packets, 
in accordance with an embodiment of the present invention. 
FIG. 5A shows a label used for VPLS, with VPLS ID 92 set 
consistently for all nodes 24 in ring network 22, while FIG. 
5B shows a label used for point-to-point PW service, which 
includes a variable PW label98. Except for a one-bit flag 96, 
which may be placed anywhere in the tag depending on the 
chosen implementation, the rest of the bits can be used for 
individual service identification, referred to in the figures as a 
“local ID'94. Flag 96 is set to “1” if label90 refers to a VPLS 
instance and to “0” otherwise. In other possible embodi 
ments, there is no need for a special VPLS indication bit, and 
processor 52 may simply look up the PW label to determines 
whether this packet requires VPLS or other service treatment. 

Assigning this specific meaning to flag 96 effectively par 
titions the range of possible PW labels 90 into non-overlap 
ping VPLS and point-to-point VC sub-ranges and facilitates 
efficient processing of packets by VPLS filter 58. When the 
filter receives a packet from one of ring interfaces 54 or 56, it 
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may first check flag 96 to determine whether filtering of this 
packet is required. If the flag bit is set to “1, filter 58 reads 
VPLSID 92 to decide whether or not to pass the packet on to 
PW forwarding engine 60. Otherwise, if the flag bit is “0”, 
filter 58 simply passes the packet on to processor 52 without 
further action. This arrangement enables the conventional 
PW label90 to be used in a novel way for VPLSidentification, 
while still permitting signaling-based assignment of VC 
labels for point-to-point PW services. It simplifies not only 
the real-time filtering function offilter 58, but also forwarding 
functions carried out by PW forwarding engine 60. 

FIG. 6 is a block diagram that schematically shows details 
of RPR DA 82, in accordance with an embodiment of the 
present invention. The address format shown in FIG. 6 is 
typically used for multicast packets. In this embodiment, 
VPLS ID 92 is copied from PW label 90 into the RPR MAC 
destination address. As a result, filter 58 (as well as PW 
forwarding engine 60) is immediately able to recognize the 
VPLS instance to which packet 70 belongs based on the RPR 
header alone. Alternatively, filter 58 and engine 60 may pro 
ceed farther into the packet in order to reach PW label 90 and 
read the VPLS ID from there, as noted above. Placing the 
VPLS ID in the RPR header, however, makes the VPLS 
information more readily available and thus reduces the com 
putational burden on the elements of node 24. 

Assigning these special addresses for VPLS is particularly 
useful in efficient filtering of VPLS packets that are flooded 
on ring network 22 by RPR multicast. In conventional RPR 
implementations, the flooded packets simply have a broad 
cast destination address, as provided by the 802.17 standard. 
In the embodiment of FIG. 6, however, flooded VPLS packets 
are identified by a private multicast address preamble 100. 
The value of preamble 100 is set to 0x3, as specified by the 
802.17 standard to enable RPR system users to define private 
multicast groups. When one of ring interfaces 54 or 56 
receives a packet with a preamble of 0x3 in destination 
address 82, it copies the packet to filter 58, while forwarding 
the packet over the ring to other members of the multicast 
group if appropriate. Alternatively, the packet may be for 
warded by unicast to each of the RPR nodes that belongs to 
the VPLS instance in question. 

Filter 58 then reads VPLS ID 92 from the destination 
address field in order to determine whether this node 24 
serves the VPLS instance in question. If so, filter 58 passes the 
packet to processor 52. Otherwise, the filter discards its copy 
of the packet, thus reducing the computational load on the 
network processor. Alternatively, if the processing capability 
of filter 58 is limited (because the operations of RPR MAC 
processor 50 must be performed in real time, at very high 
speed), the filter may compare only the least significant bits of 
VPLS ID 92 to its table of VPLS instances. In this case, 
processor 52 may still receive some VPLS packets that belong 
to instances that node 24 does not serve (whereupon proces 
sor 52 will discard these packets), but its load is still substan 
tially reduced by filter 58. 
A similar multicast filtering mechanism may also be used 

for VPLS point-to-multipoint applications, such as packet 
video broadcast. 

Unicast packets, destined for a single, known node 24 on 
ring network 22, may also include a VPLSID along with the 
RPR MAC destination address in the RPR DA field. The 
value of the RPR destination address in this case is assigned 
from a VPLS forwarding table maintained by processor 52 
and/or processor 62. An exemplary form of this table is shown 
below in Table I: 
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TABLE I 

VPLS FORWARDING TABLE 

User side RPR side 

User MAC VPLSID Slot Port RPR MAC Ringlet 

1234... 234 345 R 
4567 . . . 567 12 8 

Although the present example relates only to VPLS packets, 
processor 62 may also maintain a conventional forwarding 
table, for use in forwarding non-VPLS packets that may be 
transmitted on network 20. 
When processor 62 receives a packet (such as packet 72) 

through one of ports 64, it looks up MACDA 74 of the packet 
in the “user MAC column of the table. A given user MAC 
address may belong to more than one VPLS instance. The 
MAC processor determines the VPLS instance to which the 
packet belongs based either the port on which the packet was 
received (for port-based VPLS instances) or the VLAN tag 
(for VLAN-based VPLS instances). If the table does not 
contain an entry for this combination of MAC DA and VPLS 
instance, processor 62 passes the packet to forwarding engine 
60 for flooding on ring network 24. The forwarding engine 
adds the elements of RPR packet 70 that are shown in FIG. 4. 
including the appropriate multicast RPR MAC DA 82 (FIG. 
6A) and PW label90 including VPLSID92. It then passes the 
packet to RPR MAC processor 50 for transmission on ring 
network 22. 
On the other hand, if the MAC DA and VPLS instance of 

the incoming packet appear together in an entry of the for 
warding table, the entry will indicate whether this DA is on 
the user side of bridge 32 (reached via one of ports 64) or on 
the RPR side. In the former case, processor 62 simply for 
wards the packet to the appropriate user-side slot and port of 
bridge 32. In the latter case, processor 62 passes the packet to 
forwarding engine 60, which adds the elements shown in FIG. 
4, including the appropriate PW label 90. In this case, how 
ever, the packet may be forwarded over ring network 22 in a 
RPR unicast frame (the standard 802.17 RPR frame format) 
in order to use the RPR ring more efficiently. The “ringlet' 
entry in the forwarding table indicates to forwarding engine 
60 whether to transmit the packet via east interface 54 or west 
interface 56. Typically, although not necessarily, this entry is 
chosen to indicate the shortest path from the RPR node 24 at 
which the packet is to enterring network 22 to the destination 
RPR node. The choice of shortest path is based on the known 
ring topology, which is distributed to nodes 24 in accordance 
with the 802.17 Standard. 

The entries in the forwarding table used at each ofnodes 24 
may typically be generated using any of the methods defined 
by the 802.1D standard for building MAC tables. For 
example, the entries may be statically configured by a system 
manager. Alternatively or additionally, processor 62 may use 
dynamic MAC learning, based on the source addresses car 
ried by packets reaching node 24 from ring network 22. Thus, 
if a packet reaches the MAC processor from ring network 22 
with a given VPLS ID 92 and MAC source address 76 for 
which the forwarding table contains no entry, the MAC pro 
cessor adds a new entry to the table for this user MAC address 
and VPLSID (subject to policy-based constraints that may be 
used to protect the MAC table against malicious interfer 
ence). The entry includes, in the RPR MAC column, the RPR 
MAC source address 84 from which the packet was received, 
along with an indication of the ringlet on which the packet 
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was received. This information is then used in forwarding 
Subsequent packets to the user MAC address that now appears 
in the table. 

If a packet reaches the MAC processor from the ring net 
work with a combination of user MAC address and VPLSID 
that already exists in the table, but a different RPR MAC 
Source from what appears in the table, the corresponding table 
entry may be updated (again, Subject to policy constraints). It 
may also occur, particularly when steering is used as a fault 
protection mechanism (as described below with reference to 
FIG. 7B), that the RPR MAC source address for a given user 
MAC address remains the same over Successive packets, but 
there is a change in the ringlet on which the packets are 
received. The table entry may then be updated to indicate the 
new preferred ringlet. A timer may be associated with each of 
the forwarding table entries in order to age out unused entries, 
as specified by the 802.1D standard. 

Furthermore, for each packet that reaches the MAC pro 
cessor from the ring, in addition to the operations above, the 
user MAC DA may be verified against the existing entries in 
the MAC learning table. If this MAC address already appears 
in the table and is associated with a RPR station on the ring, 
the packet is discarded, as it is clear that the packet destination 
is not one of the user nodes connected to this port. This sort of 
filtering, known as “source filtering prevents excessive 
loading of the local node resources downstream from proces 
sor 52, such as processor 62. 
The mechanisms described above enable nodes 24 (and the 

associated Switches 32) to learn the path to use through ring 
network 22 for packet flows between any pair of user MAC 
addresses in a given VPLS instance. The nodes learn these 
paths on the basis of the initial flooded multicast VPLS pack 
ets that are transmitted between these user MAC addresses. 
As a result, Subsequent flooding is minimized, and bandwidth 
consumption is limited to those spans of the ring that are on 
the point-to-point path between the pair of user nodes in 
question. 

FIG. 7A is a block diagram that schematically illustrates an 
enhanced method for reducing bandwidth used by multicast 
traffic in VPLS on a ring network 110, in accordance with an 
embodiment of the present invention. The method make use 
of the TTL field in RPR preamble 80. In this example, node A 
receives a packet that is to be multicast to members of a 
particular VPLS instance, which is served by nodes B, D, E, 
F. H and I. The remaining nodes do not serve this VPLS 
instance, so that there is no need for the multicast packet to be 
forwarded to node G. 
Node A is aware of the topology of the nodes 24 in network 

110 that serve each VPLS instance on the network. This 
information may be distributed among the nodes by extend 
ing the information inside topology control frames distrib 
uted among the ring nodes, in the manner specified by IEEE 
802.17, for example. Thus, node A can compute the maximal 
number of hops required to reach all the nodes serving the 
VPLS instance in question, and can thus determine that the 
multicast packet it is about to send need traverse no more than 
five hops on the right ringlet (from A to F) and no more than 
four hops on the left ringlet (from A to H). Accordingly, node 
A sets the TTL value of the multicast packet that it transmits 
on the right ringlet to the value TTL=5, and on the left ringlet 
to TTL=4. Each node 24 decrements the TTL value by one 
before forwarding the packet, so that when the packets reach 
nodes F and H, the TTL value has dropped to Zero. As a result, 
there is no bandwidth wasted in transmitting the packet on 
spans F-G and H-G. In other words, this mechanism permits 
bandwidth to be conserved on at least one span 26, and 
typically on two or more spans of ring network 22. 
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FIG. 7B is a block diagram that schematically illustrates 
reconfiguration of multicast transmission in network 110 
upon occurrence of a fault on the span between nodes H and 
I, in accordance with an embodiment of the present invention. 
RPR networks support two protection modes in case of fail 
ure: steer and wrap. In wrap mode, Source nodes continue to 
transmit packets in the same direction, regardless of the exist 
ence or non-existence of a failure event on the ring. In steer 
mode, however, the node transmitting a packet on the ring 
may change the direction of transmission in order to avoid a 
faulty span. This is the mode that is operative in FIG. 7B. 
Node A now transmits the multicast packet to node H not 
through the left ringlet, as in FIG. 7A, but through the right 
ringlet. 
As node A is aware of the fault between nodes H and I 

(based on standard RPR signaling), it sets the TTL values of 
the multicast packets to new values of TTL=7 (right) and 
TTL=3 (left) in order to reach all the nodes serving the VPLS 
instance in question. Setting the TTL values to the proper new 
values prevents the nodes (such as node H) from receiving 
duplicated packets when the fault is rectified. The TTL values 
may Subsequently be returned to their previous settings when 
the fault has been cleared. 

Steering-based protection in VPLS is complicated by the 
learning process involved in building and revising the for 
warding tables used by the nodes (as exemplified by Table I 
above). When steering protection is activated, the “ringlet' 
entries in the table will be modified accordingly. The learning 
mechanism described above may be used for this purpose. 
Processor 52 may check the ringlet entries periodically 
against the known topology of ring 110 (including changes in 
the topology when they occur) in order to ensure that the ring 
indicated by the table is the optimal one in each case. Packet 
steering should be turned on and off with care in order to 
avoid misordering in arrival of packets sent before and after 
steer is activated or deactivated. 

Wrapping-based protection uses the bandwidth on the ring 
network less efficiently, but is simpler to implement. For 
wrapping protection in the example shown in FIG. 7B, node 
A simply sets the “wrap' bit in the RPR header of the packets 
that it sends. When the multicast packet that is destined for 
node H via the left ringlet reaches node I, node I will transmit 
the packet back around the ring in the opposite direction. TTL 
decrementation is suspended when wrapping occurs. In this 
case, the multicast packet will reach node H via node G, and 
there is no need to change the forwarding table entries. 

The methods for bandwidth conservation using the TTL 
value may similarly be used, mutatis mutandis, in unicast 
forwarding of VPLS packets on a ring network. 

FIG. 8 is a block diagram that schematically illustrates 
provision of VPLS over a network 120 that comprises two 
ring networks 122 and 124, in accordance with an embodi 
ment of the present invention. Networks 122 and 124 are 
connected by a link 126 between bridge nodes 128. Various 
implementations of this link are possible, as described further 
hereinbelow. In one embodiment, link 126 comprises a 
VLAN trunk, while in another embodiment link 126 com 
prises a PW connection via a MPLS tunnel. A port-based 
Ethernet connection or other point-to-point link could also be 
used. The VPLS instance in this example is served by nodes 
on both rings, so that a packet that is multicast by node Honto 
ring network 122 traverses link 126 to reach destination nodes 
on ring network 124. The same VPLSID may be maintained 
on both ring networks, or alternatively, bridge nodes 128 may 
use different VPLS IDs on the two ring networks. 

FIG. 9 is a block diagram that schematically illustrates 
packet structures used in network 120, assuming link 126 to 
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comprise a VLAN trunk, in accordance with an embodiment 
of the present invention. A RPR packet 130 is transmitted on 
ring network 122 and reaches bridge node D. The structure of 
packet 130 is similar to that of packet 70 (FIG. 4), encapsu 
lating a corresponding user packet 132 in the form of an 
Ethernet frame having a type field 134. (In this example, type 
0800 means the frame has an IP payload, but in any case, the 
methods of VPLS forwarding described herein are generally 
transparent to the user payload). PW label 90 is set in accor 
dance with the applicable point-to-point signaling methods 
for an Ethernet PW, such as the method described in the 
above-mentioned draft by Martini, et al. 
Upon receiving packet 130, node D in network 122 exam 

ines the VPLSID value and determines that the packet is to be 
transmitted over the VLAN trunk that constitutes link 126. 
For this purpose, the processor 52 of node D extracts user 
packet 132 from RPR packet 130, and converts the user 
packet into a VLAN-type packet 140, which is suitable for 
transmission over Ethernet link 126. Packet 140 comprises a 
type field 142, identifying the packet as a VLAN packet (type 
8100, for example, or any other appropriate VLAN type 
field), and a VLAN tag 144 giving the VLAN ID of the packet 
(ID=100). In other words, node D maps the VPLS ID of 
packet 130 to the VLAN ID of packet 140, and then transmits 
the VLAN packet over link 126 to node Jofring network 124. 
Node J performs the reverse process of mapping the VLAN 
ID of packet 140 to the appropriate VPLS ID to be used on 
network 124. Node J then encapsulates user packet 132 in a 
suitable RPR packet, using this VPLSID, for transmission to 
the receiving nodes on network 124. 

Multiple VPLS instances may be defined in this way on 
network 120. Each instance will have its own VPLS ID on 
networks 122 and 124, which map to a unique VLAN ID on 
link 126. 

FIG.10 is a block diagram that schematically illustrates the 
structure of a packet 150 transmitted on link 126 in an alter 
native embodiment of the present invention, in which link 126 
comprises a MPLS interface. Packet 150 is generated by node 
D upon receiving packet 130 on network 122. Packet 150 
comprises a Layer-2 interface header 152 and a PW header 
structure 154, which encapsulates user packet 132. Header 
152 may simply be an Ethernet header, for example, assum 
ing link 126 to be based physically on an Ethernet link, or it 
may belong to Substantially any other Suitable Layer-2 pro 
tocol. Header structure 154 comprises (optional) MPLS label 
88 and PW label 90. The PW label of packet 150 is deter 
mined by the applicable point-to-point signaling scheme, 
such as the scheme described by Martini et al., as noted above. 
In this manner, the same multipoint VPLS instance on both of 
ring networks 122 and 124 is mapped directly through the 
point-to-point PW of link 126 that connects the ring net 
works, so that the PW label implicitly identifies the VPLS 
instance. Although it is possible to use a consistent VPLS 
instance identifier throughout the network, there is no 
requirement that such a consistent VPLS instance identifier 
be used. 

FIG. 11 is a block diagram that schematically illustrates a 
network 160 of more complex topology, over which a VPLS 
may operate, in accordance with an embodiment of the 
present invention. In this example, network 160 comprises a 
number of ring networks 162, 164, 166, which are linked 
together through a generic Layer-2 or Layer-3 network 168. 
VPLS instances on the ring networks are linked together by 
appropriate connections through network 168. For example, 
if network 168 is a Layer-2 network, eachVPLS instance may 
be mapped to a VLAN on network 168, as described above 
with reference to FIG. 9. Alternatively, if network 168 is a 
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Layer-3 network, the VPLS instances may be connected by 
MPLS or other tunnels through network 168. In this latter 
case, bridge nodes 128 on rings networks 162, 164 and 166 
and corresponding edge nodes 172 to which they connect on 
network 168 may each comprise a MPLS label-switched 
router (LSR). The inter-ring connections operate in network 
160 in Substantially the same manner as the point-to-point 
ring connection shown in FIG. 8, and permit user nodes 170 
belonging to the same VPLS instance to communicate with 
one another as though they were on the same LAN. 
An Ethernet PW may be connected to a RPR-based VPLS, 

in the manner described above not only for the purpose of 
connecting two RPR VPLS domains, but for other applica 
tions, as well. For example, the Ethernet PW may be used to 
connect a remote Ethernet port to a local RPRVPLS instance. 
As another example, the RPR VPLS instance can be con 
nected to a hierarchical VPLS. In this latter case, the whole 
RPRVPLS instance is regarded as a leaf in the virtual topol 
ogy of the hierarchical VPLS, and the Ethernet PW connect 
ing the RPRVPLS instance to the hierarchical VPLS is func 
tionally the same as a PW that is used to connect a spoke node 
to the hierarchical VPLS in systems known in the art. 

FIG. 12 is a flow chart that schematically illustrates a 
method for controlling admission of new connections to a 
given VPLS instance that is operating on a ring network, in 
accordance with an embodiment of the present invention. In 
RPR networks, requests to establish new connections may be 
regulated by a connection admission controller (CAC). The 
CAC assumes that each new user of the ring network will 
attempt to communicate with all other users, and thus checks 
for availability of bandwidth on all spans of the ring before 
approving the connection. Available bandwidth is monitored 
and allocated in terms of the committed information rate 
(CIR), i.e., guaranteed bandwidth, and Peak information rate 
(PIR) of each connection. In this embodiment, the topology 
of the VPLS instance in question is used by the CAC in more 
accurately judging bandwidth requirements and tracking 
remaining bandwidth availability. 
The method of FIG. 12 is initiated when the CAC receives 

a request from the operator to establish a new connection 
within an existing VPLS instance, at a connection request step 
180. (The method may be applied, mutatis mutandis, to estab 
lishment of new VPLS instances, as well.) The new connec 
tion request may be either a request by an existing user of the 
VPLS instance for an increase in bandwidth, or a request by 
a new user to join the VPLS. The CAC first checks the avail 
able upstream bandwidth, at an upstream checking step 182. 
Upstream transmission refers to transmission from user 
nodes via the ring nodes onto the spans of the ring network. 
All spans of the ring network are checked for bandwidth 
availability, since in case of a failure (as shown in FIG. 7B, for 
example), the VPLS instance may need to use all spans of the 
ring even if this is not normally the case (as in FIG. 7A). If the 
required bandwidth for the new connection will exceed the 
available bandwidth on any of the spans (taking into account 
the overbooking percentage permitted by the system operator 
and various potential failure Scenarios on the ring), the CAC 
will refuse to add the new connection to the VPLS, at a 
rejection step 184. 

Next, the CAC checks the availability of downstream band 
width on each of the ring nodes that serves the VPLS instance 
in question, at a downstream checking step 186. Downstream 
transmission refers to transmission from the ring network via 
the ring network nodes to user nodes and other networks. The 
downstream bandwidth requirement imposed on each ring 
network node that serves a given VPLS instance is given by 
the sum of the upstream bandwidth allocations made by the 
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CAC to all the members of the VPLS. Thus, the downstream 
bandwidth in the VPLS instance does not divide among all the 
ring network nodes, but rather only among the Subset of the 
nodes that are assigned to serve this instance. Again, an over 
booking factor may be used, so that the capacity required of 
each ring network node is equal to the total upstream alloca 
tion divided by the overbooking. To the extent that a given 
node serves more than a single VPLS instance or serves other, 
non-VPLS connections, the other instances and/or connec 
tions are also taken into account in determining the down 
stream bandwidth availability on the node. If all the nodes 
serving the VPLS instance in question have sufficient down 
stream bandwidth available to accommodate the new connec 
tion, the CAC admits the connection, at an admission step 
188. Otherwise, the connection is rejected at step 184. 

After admitting a new connection at step 188, the CAC 
updates its records of bandwidth availability to reflect the 
reduced bandwidth remaining after new upstream and down 
stream allocations. If a VPLS connection is terminated, on the 
other hand, the CAC may accordingly increase its records of 
available bandwidth. 
The method described above assumes worst-case band 

width usage on all connections between all nodes in a VPLS 
instance. In fact, this assumption is not always correct. For 
example, a VPLS instance may be configured logically in a 
star topology (as in a packet video application), wherein one 
of the ring network nodes functions as the hub and the others 
function as spokes. In this case, all the traffic on this VPLS 
instance will pass between the hub and spoke nodes, with 
little or none of the traffic passing from one spoke to another. 
The bandwidth received by the hub node will therefore equal 
the sum of the bandwidths transmitted by the spoke nodes, 
and the traffic sent by the hub node is typically equally dis 
tributed among the spokes. This logical topology may be used 
by the CAC in order to weight the bandwidth evaluations 
made at steps 182 and 186 to more accurately reflect the 
expected traffic pattern. Similar considerations may be taken 
into account whenVPLS instances have other traffic patterns, 
such as a full-mesh equal distribution. In this case the traffic 
sent by each node can be assumed to be spreadequally among 
all other nodes. 
Methods for using logical topology information in band 

width allocation decisions are further described in a U.S. 
patent application entitled, “Multipoint to Multipoint Com 
munication over Ring Topologies, filed Sep. 3, 2004, which 
is assigned to the assignee of the present patent application, 
and whose disclosure is incorporated herein by reference. 
These methods may be adapted for use in conjunction with 
the method of FIG. 12, as described hereinabove. 

Although the embodiments described above make refer 
ence specifically to RPR networks and to certain protocols 
and standards that may be applied in establishing virtual 
connections between and within Such networks, the prin 
ciples of the present invention are similarly applicable to ring 
networks and protocols of other types. It will thus be appre 
ciated that the embodiments described above are cited by way 
of example, and that the present invention is not limited to 
what has been particularly shown and described hereinabove. 
Rather, the scope of the present invention includes both com 
binations and Subcombinations of the various features 
described hereinabove, as well as variations and modifica 
tions thereof which would occur to persons skilled in the art 
upon reading the foregoing description and which are not 
disclosed in the prior art. 
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The invention claimed is: 
1. A method for communication via a ring network that 

includes a plurality of nodes associated with a Virtual Private 
LAN Service (VPLS), the method comprising: 

receiving at a first node in the ring network a data packet 
transmitted over a virtual LAN, the data packet compris 
ing a virtual LAN identifier, which is one of: 

a VLAN ID and 
a port identifier; 
wherein the first node comprises a bridge node, and the 

data packet received at the first node comprises a desti 
nation address outside the ring network; 

mapping the virtual LAN identifier into a VPLS identifier 
(VPLSID), wherein the VPLSID has the same value for 
both unicast and multicast packets across all the nodes of 
the ring network; 

replacing the virtual LAN identifier with the VPLS ID in 
the data packet; reading the VPLS ID from the data 
packet at the first node; and 

responsively to reading the VPLSID, forwarding the data 
packet from the first node to at least one second node 
among three or more of the nodes in the ring network 
that are associated with the VPLS: 

wherein forwarding the data packet comprises checking 
the destination address and the VPLS ID against a for 
warding table to determine the at least one second node 
on the ring network to which the data packet should be 
forwarded; 

assigning a Subset of the nodes of the ring network to serve 
the VPLS, wherein forwarding the data packet com 
prises, if the forwarding table does not include an entry 
corresponding to the destination address and the VPLS 
ID, multicasting the data packet to the subset of the 
nodes; 

wherein multicasting the data packet comprises setting a 
time-to-live (TTL) value of the data packet so that the 
data packet will reach all the nodes in the Subset serving 
the VPLS without traversing at least one span of the ring 
network; and 

wherein setting the TTL value comprises determining a 
minimal number of hops required to reach all the nodes 
in the subset serving the VPLS, and setting the TTL 
value to the minimal number. 

2. The method according to claim 1, wherein the data 
packet comprises a pseudo-wire (PW) label, and wherein the 
PW label comprises the VPLS ID. 

3. The method according to claim 2, wherein the ring 
network is configured to Support a point-to-point tunneling 
service, and wherein the PW label comprises a flag indicating 
whether the data packet is associated with the VPLS or with 
the point-to-point service. 

4. The method according to claim 1, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein the data packet comprises a 
RPR destination address, which comprises the VPLS ID. 

5. The method according to claim 4, wherein the RPR 
destination address is a multicast address, which identities a 
set of the nodes of the ring network that serve the VPLS, and 
wherein forwarding the data packet comprises multicasting 
the data packet to the nodes in the set. 

6. The method according to claim 4, wherein forwarding 
the data packet comprises identifying a destination node to 
which the data packet is directed, and forwarding the data 
packet by unicast over the ring network to the RPR destina 
tion address of one of the nodes in the ring network that serves 
the destination node. 
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7. The method according to claim 4, wherein the RPR 

destination address is a broadcast address, and wherein for 
warding the data packet comprises broadcasting the data 
packet to the nodes in the ring network. 

8. The method according to claim 1, wherein receiving the 
data packet comprises receiving the data packet over a span of 
the ring network, and wherein reading the VPLS ID com 
prises filtering the packet using a ring media access control 
(MAC) processor at the first node in order to determine 
whether to copy or forward the data packet. 

9. The method according to claim 8, wherein filtering the 
packet comprises comparing the VPLS ID to a list of one or 
more VPLS instances that the first node is assigned to serve, 
and comprising copying the data packet from the ring MAC 
processor to a protocol processor of the first node if the VPLS 
ID matches an entry on the list. 

10. The method according to claim 1, wherein the first node 
comprises a bridge node, and wherein receiving the data 
packet comprises receiving the data packet over a link to the 
bridge node from a source node outside the ring network, and 
whereinforwarding the data packet comprises converting the 
data packet to a packet format that is compliant with a ring 
network protocol and includes the VPLS identifier. 

11. The method according to claim 10, wherein the ring 
network protocol comprises a resilient packet ring (RPR) 
protocol, and wherein converting the data packet comprises 
inserting the VPLS identifier in a RPR destination address of 
the data packet. 

12. The method according to claim 11, wherein the RPR 
destination address comprises a multicast destination 
address, which is determined responsively to the data packet 
received over the link. 

13. The method according to claim 10, wherein receiving 
the data packet over the link comprises reading a destination 
address of the data packet, and wherein forwarding the data 
packet comprises checking the destination address and the 
VPLSID against a forwarding table held at the first node, and 
determining the at least one second node to which the data 
packet should be forwarded based on the forwarding table. 

14. The method according to claim 13, whereinforwarding 
the data packet comprises, if the forwarding table does not 
contain an entry corresponding to the destination address and 
the VPLSID, multicasting the packet to a subset of the nodes 
of the ring network that are assigned to serve the VPLS. 

15. The method according to claim 1, wherein checking the 
destination address and the VPLSID comprises reading from 
the forwarding table a direction in which to forward the data 
packet around the ring to the at least one second node, and 
wherein forwarding the data packet comprises transmitting 
the data packet around the ring in the direction. 

16. The method according to claim 15, wherein checking 
the destination address comprises identifying one of the 
nodes in the ring network that serves the destination address, 
and wherein transmitting the data packet comprises comput 
ing a number of hops required to reach the one of the nodes, 
and setting a time-to-live (TTL) value of the data packet to the 
computed number. 

17. The method according to claim 1, wherein the VPLS 
comprises at least first and second VPLS instances that are 
operative on the ring network, and wherein reading the VPLS 
ID comprises making a determination that the data packet is 
associated with the first instance, and whereinforwarding the 
data packet comprises selecting the at least one second node 
responsively to the determination. 

18. The method according to claim 17, and comprising 
assigning first and second Subsets of the nodes of the ring 
network to serve, respectively, the first and second instances, 
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and wherein selecting the at least one second node comprises 
choosing one or more of the nodes in the first Subset. 

19. The method according to claim 1, wherein receiving the 
data packet comprises receiving the data packet over a link 
from outside the ring networkina link packet format, wherein 
the received data packet comprises a first VPLS identifier that 
identifies the VPLS on the link, and wherein forwarding the 
data packet comprises mapping the first VPLS identifier to a 
second VPLS identifier, and formatting the data packet for 
transmission over the ring network in a ring packet format, 
and inserting the second VPLS identifier in the data packet. 

20. The method according to claim 19, wherein the VPLS 
is configured to operate on first and second ring networks, 
which are connected by the link therebetween. 

21. A method for communication via a ring network that 
includes a plurality of nodes associated with a Virtual Private 
LAN Service (VPLS), the method comprising: 

assigning first and second Subsets of the nodes of the ring 
network to serve, respectively, first and second instances 
of a virtual LAN, at least one of the first and second 
Subsets comprising three or more of the nodes in the ring 
network; 

assigning respective first and second virtual LAN identifi 
ers to the first and second instances, wherein each virtual 
LAN identifier is one of: a VLAN ID and a port identi 
fier: 

receiving at a first node in the first Subset a data packet 
transmitted over the first instance of the virtual LAN, the 
data packet comprising the first virtual LAN identifier; 

wherein the first node also belongs to the second subset; 
mapping the virtual LAN identifier into a VPLS identifier 
(VPLSID), wherein each of the VPLSIDs has the same 
respective value for both unicast and multicast packets 
across all the nodes of the ring network; 

replacing the virtual LAN identifier with the VPLS ID in 
the data packet; 

receiving at the first node a further data packet transmitted 
over the second instance of the VPLS, and forwarding 
the further data packet selectively from the first node to 
one or more of the nodes in the second subset that are not 
in the first subset; and 

responsively to the first VPLS ID, forwarding the data 
packet selectively from the first node to one or more 
additional nodes in the first subset; 

wherein forwarding the data packet selectively comprises 
multicasting the data packet only to the nodes in the first 
Subset; and 

wherein multicasting the data packet comprises setting a 
time-to-live (TTL) value of the data packet so that the 
data packet will reach all the nodes in the first subset 
without traversing at least one span of the ring network. 

22. The method according to claim 21, whereinforwarding 
the data packet selectively comprises unicasting the data 
packet to at least one of the nodes in the first subset. 

23. The method according to claim 22, wherein unicasting 
the data packet comprises setting a time-to-live (TTL) value 
of the data packet so that the data packet will reach the at least 
one or the nodes in the first subset without traversing at least 
one span of the ring network. 

24. The method according to claim 21, wherein the data 
packet comprises a pseudo-wire (PW) label, and wherein the 
PW label comprises the first VPLS ID, wherein the first and 
second instances are assigned different, respective first and 
second label values. 

25. The method according to claim 21, wherein the ring 
network operates in accordance with a resilient packet ring 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

26 
(RPR) protocol, and wherein the data packet comprises a 
RPR destination address, which comprises the first VPLSID. 

26. The method according to claim 21, wherein receiving 
the data packet comprises receiving the data packet over a 
span of the ring network, and wherein forwarding the data 
packet comprises filtering the data packet using a media 
access control (MAC) processor at the first node. 

27. The method according to claim 21, wherein the first 
node comprises a bridge node, and wherein receiving the data 
packet comprises receiving the data packet over a link to the 
bridge node from a source node outside the ring network, the 
data packet comprising a destination address outside the ring 
network, and wherein forwarding the data packet comprises 
reading a destination address of the data packet, and checking 
the destination address and the first VPLS ID against a for 
warding table held at the first node, and determining the at 
least one second node to which the data packet should be 
forwarded based on the forwarding table. 

28. The method according to claim 27, whereinforwarding 
the data packet comprises, if the forwarding table does not 
contain an entry corresponding to the destination address and 
the first VPLSID, multicasting the packet to the nodes of the 
ring network that are in the first subset. 

29. The method according to claim 27, wherein checking 
the destination address and the first VPLSID comprises read 
ing from the forwarding table a direction in which to forward 
the data packet around the ring to the at least one second node, 
and wherein forwarding the data packet comprises transmit 
ting the data packet around the ring in the direction. 

30. The method according to claim 21, wherein receiving 
the data packet comprises receiving the data packet over a link 
from outside the ring networkina link packet format, wherein 
the received data packet comprises an external VPLS identi 
fier that identifies the first instance of the VPLS on the link, 
and wherein forwarding the data packet comprises mapping 
the external VPLS identifier to the first VPLSID, and format 
ting the data packet for transmission over the ring network in 
a ring packet format, and inserting the first VPLS ID in the 
data packet. 

31. A method for communication via a ring network that 
includes a plurality of nodes associated with a Virtual Private 
LAN Service (VPLS), the method comprising: 

assigning a Subset comprising three or more of the nodes of 
the ring network to serve a VPLS: 

assigning a VPLS identifier (VPLS ID) to the VPLS, 
wherein the VPLSID has the same value for both unicast 
and multicast packets in the VPLS across all the nodes of 
the ring network: 

receiving at a bridge node in the ring network a data packet 
containing a virtual LAN identifier, the data packet com 
prising a destination address outside the ring network, 
wherein the virtual LAN identifier is one of: 
a VLAN ID and a port identifier; 

mapping the virtual LAN identifier into the VPLS ID: 
replacing the virtual LAN identifier of the data packet with 

the VPLS ID, checking the destination address and the 
VPLSID against a forwarding table to locate a destina 
tion node on the ring network to which the data packet 
should be forwarded; 

finding an entry in the forwarding table indicating the 
destination node in the subset of the nodes of the ring 
network that corresponds to the destination address of 
the data packet, and unicasting the data packet to the 
destination node for forwarding over the VPLS to the 
destination node: 
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wherein the entry further indicates a direction of transmis 
sion on the ring network from the bridge node to the 
destination node, and 

wherein unicasting the data packet comprises transmitting 
the data packet in the indicated direction; 

learning the direction of transmission responsively to one 
or more previous packets received from the ring network 
at the bridge node; and 

if the forwarding table does not indicate the destination 
node corresponding to the destination address of the data 
packet, distributing the data packet to the subset of the 
nodes. 

32. The method according to claim 31, wherein learning 
the direction of transmission comprises finding a shortest 
path between the bridge node and the destination node. 

33. The method according to claim 31, and comprising 
discovering a faulty span in the ring network, and changing 
the direction of transmission indicated in the table so as to 
steer the data packet to the destination node while avoiding 
the faulty span. 

34. The method according to claim 31, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein distributing the data packet 
comprises inserting in a header of the packet a multicast RPR 
destination address corresponding to the VPLS. 

35. The method according to claim 34, wherein the multi 
cast RPR destination address comprises a private multicast 
address, which comprises the VPLSID, so that the multicast 
data packet is not copied by the nodes of the ring network that 
are outside the subset. 

36. The method according to claim 31, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein distributing the data packet 
comprises inserting in a header of the packet a unicast RPR 
destination address corresponding to the VPLS. 

37. The method according to claim 31, wherein distributing 
the data packet comprises setting a time-to-live (TTL) value 
of the data packet so that the data packet will reach all the 
nodes in the Subset without traversing at least one span of the 
ring network. 

38. The method according to claim 31, wherein the VPLS 
comprises at least first and second VPLS instances that are 
operative on the ring network, and wherein assigning the 
Subset comprises assigning first and second Subsets of the 
nodes, respectively, to serve the first and second instances. 

39. The method according to claim 31, wherein receiving 
the data packet comprises receiving the data packet overalink 
from outside the ring networkina link packet format, wherein 
the received data packet comprises an external VPLS identi 
fier that identifies the VPLS on the link, and whereinforward 
ing the data packet comprises mapping the external VPLS 
identifier to the VPLSID, and formatting the data packet for 
transmission over the ring network in a ring packet format, 
and inserting the VPLS ID in the data packet. 

40. A method for communication via a bi-directional ring 
network that includes a plurality of nodes associated with a 
Virtual Private LAN Service (VPLS) and spans interconnect 
ing the nodes, the method comprising: 

assigning a Subset of the nodes of the ring network to serve 
a VPLS, such that two of the nodes in the subset are 
separated from one another by at least two adjacent 
spans of the network; 

assigning a VPLS identifier (VPLS ID) to the VPLS, 
wherein the VPLSID has the same value for both unicast 
and multicast packets in the VPLS across all the nodes of 
the ring network; 
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receiving at a first node in the Subset a data packet having 

a virtual LAN identifier for transmission over the VPLS, 
wherein the virtual LAN identifier is one of a VLAN ID 
and a port identifier; 

mapping the virtual LAN identifier into the VPLS ID and 
replacing the virtual LAN identifier with the VPLSID in 
the data packet, 

determining a respective maximal number of the spans that 
must be traversed by the data packet in each direction 
around the ring network in order to reach all the nodes in 
the subset from the first node; and 

multicasting the data packet from the first node to the nodes 
in the subset in both directions around the ring network, 
while setting a time-to-live (TTL) value of the data 
packet responsively to the respective maximal number 
So that the data packet does not traverse the at least two 
adjacent spans in either direction in the ring network; 

wherein multicasting the data packet comprises transmit 
ting first and second copies of the data packet in respec 
tive, mutually-opposing first and second directions 
around the ring network; 

wherein setting, the TTL value comprises setting first and 
second TTL values, respectively, in the first and second cop 
ies of the data packet so as to minimize the number of the 
spans that will be traversed by the data packet while reaching 
all the nodes in the subset; and 

whereintransmitting the first and second copies comprises, 
upon occurrence of a fault in one of the spans of the 
network, steering at least one of the first and second 
copies so as to avoid the fault, and wherein setting the 
first and second TTL values comprises adjusting at least 
one of the TTL values responsively to the steering. 

41. The method according to claim 40, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein multicasting the data packet 
comprises applying to the data packet a private multicast RPR 
destination address, which identifies the subset. 

42. The method according to claim 40, wherein the VPLS 
comprises at least first and second VPLS instances that are 
operative on the ring network, wherein assigning the Subset 
comprises assigning first and second Subsets of the nodes, 
respectively, to serve the first and second instances, and 
wherein multicasting the data packet comprises reading from 
the data packet a VPLS identifier indicating whether the 
packet belongs to the first or the second instance, and select 
ing one of the first and second Subsets to which the data packet 
is to be multicast responsively to the VPLS identifier. 

43. A method for communication via a network that 
includes a plurality of nodes in a predefined topology, the 
method comprising: 

assigning a Subset of the nodes of the network to serve a 
virtual private LAN service (VPLS), the subset defining 
a VPLS topology within the predefined topology; 

receiving a request to admit a new connection on the VPLS: 
assessing availability of bandwidth to serve the new con 

nection based on the VPLS topology; and 
determining whether to admit the new connection respon 

sively to the availability of the bandwidth, 
wherein the predefined topology comprises a ring, in which 

the nodes are interconnected by spans of the ring, and 
whereinassessing the availability of the bandwidth com 
prises assessing an upstream bandwidth required by the 
new connection on the spans of the ring and assessing a 
downstream bandwidth required by the new connection 
via the nodes in the subset to destinations outside the 
ring, and 
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wherein assessing the downstream bandwidth comprises 
Summing bandwidth requirements of all connections 
served by each of the nodes in the subset, and verifying 
that each of the nodes in the subset has sufficient down 
stream bandwidth available to serve the new connection, 
and 

wherein assigning the Subset comprises assigning at least 
one of the nodes in the subset to serve a first instance of 
the VPLS, but not a second instance of the VPLS, and 
wherein Summing the bandwidth requirements com 
prises, for the at least one of the nodes, Summing the 
bandwidth requirements of the connections on the first 
instance of the VPLS, but not the connections on the 
second instance of the VPLS. 

44. Apparatus for communication via a ring network that 
includes a plurality of nodes associated with a Virtual Private 
LAN Service (VPLS), the apparatus comprising: 

first and second ring interfaces, which are adapted to 
couple a first node to respective first and second spans of 
the ring network; 

a bridge, comprising one or more ports for coupling the 
first node to one or more user nodes outside the ring 
network; and 

processing circuitry, which is adapted to receive via one of 
the ports a data packet transmitted from a source node 
over a virtual LAN, the data packet comprising a virtual 
LAN identifier, to map the Virtual LAN identifier into a 
VPLS identifier (VPLS ID) and to replace the virtual 
LAN identifier with the VPLS ID in the data packet, 
wherein the virtual LAN identifier is one of a VLAN ID 
and a port identifier, and wherein the VPLSID has the 
same value for both unicast and multicast packets in the 
VPLS across all the nodes of the ring network, to read 
the VPLS ID from the data packet, and responsively to 
reading the VPLS ID, to forward the data packet via at 
least one of the ring interfaces to at least one second node 
among three or more of the nodes in the ring network 
that are associated with the VPLS: 

wherein the data packet received via the one of the ports 
comprises a destination address outside the ring net 
work, and wherein the processing circuitry is adapted to 
check the destination address and the VPLSID against a 
forwarding table held at the first node to determine the at 
least one second node on the ring network to which the 
data packet should be forwarded; 

wherein a subset of the nodes of the ring network is 
assigned to serve the VPLS: 

wherein the processing circuitry is adapted to multicast the 
data packet to the subset of the nodes if the forwarding 
table does not include an entry corresponding to the 
destination address and the VPLS ID: 

wherein the processing circuitry is adapted to set a time 
to-live (TTL) value of the data packet so that the data 
packet will reach all the nodes in the subset without 
traversing at least one span of the ring network; and 

wherein the TTL value is set equal to a minimal number of 
hops required to reach all the nodes in the Subset serving 
the VPLS. 

45. The apparatus according to claim 44, wherein the data 
packet comprises a pseudo-wire (PW) label, and wherein the 
PW label comprises the VPLS ID. 

46. The apparatus according to claim 45, wherein the ring 
network is configured to Support a point-to-point tunneling 
service, and wherein the processing circuitry is adapted to set 
a flag in the PW label indicating whether the data packet is 
associated with the VPLS or with the point-to-point service. 
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47. The apparatus according to claim 44, wherein the pro 

cessing circuitry is adapted to receive the data packet in a first 
packet format, and to convert the data packet to a second 
packet format that is compliant with a ring network protocol 
and includes the VPLS ID. 

48. The apparatus according to claim 47, wherein the ring 
network protocol comprises a resilient packet ring (RPR) 
protocol, and wherein the processing circuitry is adapted to 
insert the VPLS ID in a RPR destination address of the data 
packet. 

49. The apparatus according to claim 48, wherein the RPR 
destination address comprises a multicast destination 
address, which is determined responsively to the data packet 
received over the link. 

50. The apparatus according to claim 47, wherein the pro 
cessing circuitry is adapted to read a destination address of the 
data packet, and to check the destination address and the 
VPLSID against a forwarding table held at the first node, and 
to determine the at least one second node to which the data 
packet should be forwarded based on the forwarding table. 

51. The apparatus according to claim 50, wherein the pro 
cessing circuitry is adapted to multicast the data packet to a 
Subset of the nodes of the ring network that are assigned to 
serve the VPLS if the forwarding table does not contain an 
entry corresponding to the destination address and the VPLS 
ID. 

52. The apparatus according to claim 47, wherein the 
received data packet in the first packet format comprises a first 
VPLS identifier that identifies the VPLS on a link that is 
coupled to the one of the ports, and wherein the processing 
circuitry is adapted to map the first VPLS identifier to a 
second VPLS identifier, and to insert the second VPLS iden 
tifier in the data packet in the second packet format. 

53. The apparatus according to claim 52, wherein the VPLS 
is configured to operate on first and second ring networks, 
which are connected by the link therebetween. 

54. The apparatus according to claim 44, wherein the pro 
cessing circuitry is adapted to read from the forwarding table 
a direction in which to forward the data packet around the ring 
to the at least one second node, and to select at least one of the 
ring interfaces through which to forward the data packet So as 
to transmit the data packet around the ring in the direction. 

55. The apparatus according to claim 54, wherein the pro 
cessing circuitry is adapted to identify one of the nodes in the 
ring network that serves the destination address, and to com 
pute a number of hops required to reach the one of the nodes, 
and to set a time-to-live (TTL) value of the data packet to the 
computed number. 

56. The apparatus according to claim 44, wherein the VPLS 
comprises at least first and second VPLS instances that are 
operative on the ring network, and wherein the processing 
circuitry is adapted to make a determination that the data 
packet is associated with the first instance, and to select the at 
least one second node responsively to the determination. 

57. The apparatus according to claim 56, wherein first and 
second Subsets of the nodes of the ring network are assigned 
to serve, respectively, the first and second instances, and 
wherein the processing circuitry is adapted to select the at 
least one second node from among the nodes in the first 
subset. 

58. Apparatus for communication via a ring network, the 
apparatus comprising a plurality of nodes associated with a 
Virtual Private LAN Service (VPLS), linked togetherina ring 
by spans of the ring network, wherein first and second Subsets 
of the nodes of the ring network are assigned to serve, respec 
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tively, first and second instances of a VPLS, at least one of the 
first and second Subsets comprising three or more of the nodes 
in the ring network, 

wherein the nodes are adapted to receive an assignment of 
respective first and second VPLS identifiers (VPLSIDs) 5 
to the first and second instances, wherein each of the 
VPLSIDs has the same respective value for both unicast 
and multicast packets in the respective VPLS instance 
across all the nodes of the ring network, 

wherein the nodes are adapted, upon receiving a data 
packet that comprises a virtual LAN identifier, to map 
the virtual LAN identifier into one of the VPLSIDS and 
to replace the virtual LAN identifier therewith, to for 
ward the data packet selectively, responsively to the first 
or second VPLS ID, to one or more additional nodes in 
one of the first and second subsets, wherein the virtual 
LAN identifier is one of: a VLAN ID and a port identi 
fier; 
wherein the nodes in each of the first and second subsets 

are adapted to multicast the data packet only to the 
nodes in the one of the first and second Subsets, 
respectively; and 

wherein the nodes in each of the first and second subsets 
are adapted to set a time-to-live (TTL) value of the 
data packet so that the data packet will reach all the 
nodes in the one of the first and second Subsets, 
respectively, without traversing at least one span of 
the ring network. 

59. The apparatus according to claim 58, wherein the at 
least one of the nodes belongs to both the first and second 
subsets. 

60. The apparatus according to claim 58, wherein the nodes 
in each of the first and second Subsets are adapted to unicast 
the data packet to at least one of the nodes in the one of the first 
and second Subsets, respectively. 

61. The apparatus according to claim 60, wherein nodes in 
each of the first and second Subsets are adapted to set a 
time-to-live (TTL) value of the data packet so that the data 
packet will reach the at least one of the nodes in the one of the 
first and second Subsets without traversing at least one span of 
the ring network. 

62. The apparatus according to claim 58, wherein the data 
packet comprises a pseudo-wire (PW) label, and wherein the 
PW label comprises the first VPLS ID, wherein the first and 45 
second instances are assigned different, respective first and 
second label values. 

63. The apparatus according to claim 58, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein the data packet comprises a 50 
RPR destination address, which comprises the first VPLSID. 

64. The apparatus according to claim 58 wherein each of 
the nodes comprises a media access control (MAC) proces 
sor, which is adapted to filter data packets received via the 
spans of the ring network responsively to the identification of 55 
the first and second instances of the VPLS. 

65. The apparatus according to claim 58, wherein at least 
one of the nodes comprises a bridge node, which is coupled to 
receive the data packet over a link from a source node outside 
the ring network, the data packet comprising a destination 60 
address outside the ring network, and wherein the bridge node 
is adapted to read a destination address of the data packet, and 
to check the destination address and the first or second VPLS 
ID to determine a forwarding table held at the first node, and 
determining the one or more additional nodes to which the 65 
data packet should be forwarded based on the forwarding 
table. 
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66. The apparatus according to claim 65, wherein the 

bridge node is adapted to multicast the data packet to the 
nodes of the ring network that are in one of the first subsets if 
the forwarding table does not contain an entry corresponding 
to the destination address and the first or second VPLSID. 

67. The apparatus according to claim 65, wherein the 
bridge node is adapted to read from the forwarding table a 
direction in which to forward the data packet around the ring 
to at least one of the one or more additional nodes, and to 
transmit the data packet around the ring in the direction. 

68. The apparatus according to claim 65, wherein the 
bridge node is adapted to receive the data packet over the link 
from outside the ring networkina link packet format, wherein 
the received data packet comprises an external VPLS identi 
fier that identifies the first instance of the VPLS on the link, 
and wherein the bridge node is adapted to map the external 
VPLS identifier to the first VPLS ID, and to format the data 
packet for transmission over the ring network in a ring packet 
format, and to insert the first VPLS ID in the data packet. 

69. Apparatus for communication via a ring network that 
includes a plurality of nodes associated with a Virtual Private 
LAN Service (VPLS), a subset of which, comprising three or 
more of the nodes, are assigned to serve a VPLS, the appara 
tus comprising: 

first and second ring interfaces, which are adapted to 
couple a first node to respective first and second spans of 
the ring network; 

a bridge, comprising one or more ports for coupling the 
first node to one or more user nodes outside the ring 
network; and 

processing circuitry, which is adapted to accept an assign 
ment of a VPLS identifier (VPLS ID) to the VPLS, 
wherein the VPLSID has the same value for both unicast 
and multicast packets in the VPLS across all the nodes of 
the ring network, and which is adapted to receive via one 
of the ports a data packet transmitted from a source node 
and containing a virtual LAN identifier which is one of: 
a VLAN ID and a port identifier, the data packet com 
prising a destination address outside the ring network, to 
map the virtual LAN identifier into the VPLS ID to 
replace the virtual LAN identifier of the data packet with 
the VPLS ID, to check the destination address and the 
VPLSID against a forwarding table to locate a destina 
tion node on the ring network to which the data packet 
should be forwarded, and to multicast the data packet to 
the subset of the nodes if the forwarding table does not 
indicate the destination node corresponding to the des 
tination address of the data packet: 

wherein the processing circuitry is adapted, upon finding 
an entry in the forwarding table indicating the destina 
tion node in the subset of the nodes of the ring network 
that corresponds to the destination address of the data 
packet, to unicast the data packet to the destination node 
for forwarding over the VPLS to the destination node: 

wherein the entry further indicates a direction of transmis 
sion on the ring network from the bridge to the destina 
tion node, and wherein the processing circuitry is 
adapted to transmit the data packet via one of the first 
and second ring interfaces in the indicated direction; and 

wherein the processing circuitry is adapted to learn the 
direction of transmission responsively to one or more 
previous packets received from the ring network at the 
first node. 

70. The apparatus according to claim 69, wherein the direc 
tion of transmission comprises a shortest path between the 
first node and the destination node. 
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71. The apparatus according to claim 69, wherein the pro 
cessing circuitry is adapted to discover a faulty span in the 
ring network, and to change the direction of transmission 
indicated in the table so as to steer the data packet to the 
destination node while avoiding the faulty span. 

72. The apparatus according to claim 69, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein the processing circuitry is 
adapted to insert in a header of the packet a multicast RPR 
destination address corresponding to the VPLS. 

73. The apparatus according to claim 72, wherein the mul 
ticast RPR destination address comprises a private multicast 
address, which comprises the VPLSID, so that the multicast 
data packet is not copied by the nodes of the ring network that 
are outside the subset. 

74. The apparatus according to claim 69, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein the processing circuitry is 
adapted to insert in a header of the packet a unicast RPR 
destination address corresponding to the VPLS. 

75. The apparatus according to claim 69, wherein the pro 
cessing circuitry is adapted to set a time-to-live (TTL) value 
of the data packet so that the data packet will reach all the 
nodes in the Subset without traversing at least one span of the 
ring network. 

76. The apparatus according to claim 69, wherein the VPLS 
comprises at least first and second VPLS instances that are 
operative on the ring network, and wherein first and second 
Subsets of the nodes are assigned, respectively, to serve the 
first and second instances. 

77. The apparatus according to claim 69, wherein the 
bridge is coupled to a link from outside the ring network, and 
wherein the processing circuitry is adapted to receive the data 
packet from the link in a link packet format, wherein the 
received data packet comprises an external VPLS identifier 
that identifies the VPLS on the link, and 

wherein the processing circuitry is adapted to map the 
external VPLS identifier to the VPLS ID, and to format 
the data packet for transmission over the ring network in 
a ring packet format, and to insert the VPLS ID in the 
data packet. 

78. Apparatus for communication via a bi-directional ring 
network that includes a plurality of nodes and spans intercon 
necting the nodes associated with a Virtual Private LAN Ser 
vice (VPLS), wherein a subset of the nodes are assigned to 
serve a VPLS, such that two of the nodes in the subset are 
separated from one another by at least two adjacent spans of 
the network, the apparatus comprising: 

first and second ring interfaces, which are adapted to 
couple a first node to respective first and second spans of 
the ring network; 

a bridge, comprising one or more ports for coupling the 
first node to one or more user nodes outside the ring 
network; and 

processing circuitry, which is adapted to receive via one of 
the ports a data packet having a virtual LAN identifier 
which is one of: a VLAN ID and a port identifier, to map 
the virtual LAN identifier into a VPLS identifier (VPLS 
ID) and replace the virtual LAN identifier with the VPLS 
ID in the data packet for transmission over the VPLS, to 
determine a respective maximal number of the spans that 
must be traversed by the data packet in each direction 
around the ring network in order to reach all the nodes in 
the subset from the first node, and to multicast the data 
packet from the first node to the nodes in the subset in 
both directions around the ring network, while setting a 
time-to-live (TTL) value of the data packet responsively 
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to the respective maximal number so that the data packet 
does not traverse the at least two adjacent spans in either 
direction in the ring network; 

wherein the processing circuitry is adapted to transmit first 
and second copies of the data packet via the first and 
second ring interfaces in respective, mutually-opposing 
first and second directions around the ring network; 

wherein the processing circuitry is adapted to set first and 
second TTL values, respectively, in the first and second 
copies of the data packet so as to minimize the number of 
the spans that will be traversed by the data packet while 
reaching all the nodes in the Subset; and 

wherein the processing circuitry is adapted, upon occur 
rence of a fault in one of the spans of the network, to steer 
at least one of the first and second copies so as to avoid 
the fault, and to adjust at least one of the TTL values 
responsively to the steering. 

79. The apparatus according to claim 78, wherein the ring 
network operates in accordance with a resilient packet ring 
(RPR) protocol, and wherein the processing circuitry is 
adapted to apply to the data packet a private multicast RPR 
destination address, which identities the subset. 

80. The apparatus according to claim 78, wherein the VPLS 
comprises at least first and second VPLS instances that are 
operative on the ring network, wherein first and second Sub 
sets of the nodes are assigned, respectively, to serve the first 
and second instances, and wherein the processing circuitry is 
adapted to read from the data packet a VPLS identifier indi 
cating whether the packet belongs to the first or the second 
instance, and to select one of the first and second Subsets to 
which the data packet is to be multicast responsively to the 
VPLS identifier. 

81. Apparatus for communication, comprising: 
a plurality of nodes that are interconnected in a predefined 

topology, wherein a Subset of the nodes are assigned to 
serve a virtual private LAN service (VMS), the subset 
defining a VPLS topology within the predefined topol 
ogy; and 

a connection admission controller (CAC), associated with 
at least one of the nodes, which is adapted to receive a 
request to admit a new connection on the VPLS, to assess 
availability of bandwidth to serve the new connection 
based on the VPLS topology, and to determine whether 
to admit the new connection responsively to the avail 
ability of the bandwidth, 

wherein the predefined topology comprises a ring, in which 
the nodes are interconnected by spans of the ring, and 
wherein the CAC is adapted to assess an upstream band 
width required by the new connection on the spans of the 
ring and to assess a downstream bandwidth required by 
the new connection via the nodes in the subset to desti 
nations outside the ring, and 

wherein the CAC is adapted to assess the downstream 
bandwidth by summing bandwidth requirements of all 
connections served by each of the nodes in the subset, 
and verifying that each of the nodes in the subset has 
sufficient bandwidth available to serve the new connec 
tion, and 

wherein at least one of the nodes in the Subset is assigned to 
serve a first instance of the VPLS, but not a second 
instance of the VPLS, and wherein the CAC is adapted, 
for the at least one of the nodes, to sum the bandwidth 
requirements of the connections on the first instance of 
the VPLS, but not the connections on the second 
instance of the VPLS. 
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