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A subscriber authentication key Ki is used in this procedure. This key Ki has a length of 128 bits and is
stored within the SIM for use in the algorithms described below.

7.2 Algorithms and processes

The names and parameters of the algorithms supported by the SIM are defined in TS GSM 03.20 [11].
These are:

Algorithm A3 to authenticate the MS to the network;
- Algorithm A8 to generate the encryption key.

These algorithms may exist either discretely or combined (into A38) within the SIM. In either case the
output on the SIM/ME interface is 12 bytes. The inputs to both A3 and A8, or A38, are Ki (128 bits)
internally derived in the SIM, and RAND (128 bits) across the SIM/ME interface. The output is SRES
(32 bits)/Kc (64 bits) the coding of which is defined in the command RUN GSM ALGORITHM in clause 9.
7.3 File access conditions

Every file has its own specific access condition for each command. The relevant access condition of the
last selected file shall be fulfilled before the requested action can take place.

For each file:

- the access conditions for the commands READ and SEEK are identical;
- the access conditions for the commands SELECT and STATUS are ALWays.

No file access conditions are currently assigned by GSM to the MF and the DFs.
The access condition levels are defined in the following table:

Table 7: Access condition level coding

Level Access Condition

0 ALWays

1 CHV1

2 CHV2

3 Reserved for GSM Future Use
4to 14 ADM

15 NEVer

The meaning of the file access conditions is as follows:
ALWAYS: the action can be performed without any restriction;

CHV1 (card holder verification 1): the action shall only be possible if one of the following three
conditions is fulfilled:

- a correct CHV1 value has already been presented to the SIM during the current session;
- the CHV1 enabled/disabled indicator is set to "disabled";
- UNBLOCK CHV1 has been successfully performed during the current session;

CHV2: the action shall only be possible if one of the following two conditions is fulfilled:

- a correct CHV2 value has already been presented to the SIM during the current session;
- UNBLOCK CHV2 has been successfully performed during the current session;

ADM: allocation of these levels and the respective requirements for their fulfilment are the
responsibility of the appropriate administrative authority;
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