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(7) ABSTRACT

A method for establishing a connection with a guaranteed
bandwidth for transmitting data over a logical link that
includes a plurality of parallel physical links between first
and second endpoints. A link bandwidth is allocated on each
of the physical communication links so as to include a
predefined safety margin, based on either a failure protection
policy, or a measure of fluctuation that occurs in a rate of
data transmission over the physical links, or both. A sum of
the allocated link bandwidth over the plurality of the parallel
physical links is substantially greater than the guaranteed
bandwidth of the connection. The data are conveyed over the
logical link by distributing the data for transmission among
the physical links in accordance with the allocated link
bandwidth.
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BANDWIDTH ALLOCATION FOR LINK
AGGREGATION

FIELD OF THE INVENTION

[0001] The present invention relates generally to data
communication systems, and specifically to methods and
systems for link aggregation in a data communication net-
work.

BACKGROUND OF THE INVENTION

[0002] Link aggregation is a technique by which a group
of parallel physical links between two endpoints in a data
network can be joined together into a single logical link.
Traffic transmitted between the endpoints is distributed
among the physical links in a manner that is transparent to
the clients that send and receive the traffic. Link aggregation
offers benefits of increased bandwidth, as well as increased
availability, since the logical link can continue to function
(possibly with reduced bandwidth) even when one of the
physical links fails or is taken out of service.

[0003] For Ethernet networks, link aggregation is defined
by Clause 43 of IEEE Standard 802.3, Carrier Sense Mul-
tiple Access with Collision Detection (CSMA/CD) Access
Method and Physical Layer Specifications (2002 Edition),
which is incorporated herein by reference. Clause 43 defines
a link aggregation protocol sublayer, which interfaces
between the standard Media Access Control (MAC) layer
functions of the physical links in a link aggregation group
and the MAC clients that transmit and receive traffic over the
aggregated links. The link aggregation sublayer comprises a
distributor function, which distributes data frames submitted
by MAC clients among the physical links in the group, and
a collector function, which receives frames over the aggre-
gated links and passes them to the appropriate MAC clients.

[0004] The 802.3 standard does not impose any particular
distribution algorithm on the distributor, other than forbid-
ding frame duplication and requiring that frame ordering be
maintained over all frames in a given “conversation.”
(Clause 1.4 of the standard defines a conversation as “a set
of MAC frames transmitted from one end station to another,
where all of the MAC frames form an ordered sequence, and
where the communicating end stations require the ordering
to be maintained among the set of MAC frames
exchanged.”) In practice, this requirement means that the
distributor must pass all frames in a given conversation to
the same physical port, for transmission over the same
physical link.

[0005] Annex 43A of the 802.3 standard, which is also
incorporated herein by reference, describes possible distri-
bution algorithms that meet the requirements of the stan-
dard, while providing some measure of load balancing
among the physical links in the aggregation group. The
algorithm may make use of information carried in each
Ethernet frame in order to make its decision as to the
physical port to which the frame should be sent. The frame
information may be combined with other information asso-
ciated with the frame, such as its reception port in the case
of a MAC bridge. The information used to assign conver-
sations to ports could thus include one or more of the
following pieces of information:

[0006] a) Source MAC address
[0007] b) Destination MAC address
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[0008]
[0009]
[0010]
[0011]

¢) Reception port

d) Type of destination address

¢) Ethernet Length/Type value

f) Higher layer protocol information

[0012] A hash function, for example may be applied to the
selected information in order to generate a port number.
Because conversations can vary greatly in length, however,
it is difficult to select a hash function that will generate a
uniform distribution of load across the set of ports for all
traffic models.

[0013] Service level agreements between network service
providers and customers commonly specify a certain com-
mitted bandwidth, or committed information rate (CIR),
which the service provider guarantees to provide to the
customer at all times, regardless of bandwidth stress on the
network. Additionally or alternatively, the agreement may
specify an excess bandwidth, which is available to the
customer when network traffic permits. The excess band-
width is typically used by customers for lower-priority
services, which do not require committed bandwidth. The
network service provider may guarantee the customer a
certain minimum excess bandwidth, or excess information
rate (EIR), in order to avoid starvation of such services in
case of bandwidth stress. In general, the bandwidth guaran-
teed by a service provider, referred to as the peak informa-
tion rate (PIR), may include either CIR, or EIR, or both CIR
and EIR (in which case PIR=CIR+EIR). The term “guaran-
teed bandwidth,” as used in the context of the present patent
application and in the claims, includes all these types of
guaranteed bandwidth.

SUMMARY OF THE INVENTION

[0014] When aggregated links are used to serve a given
customer, the service provider may allocate a certain frac-
tion of the bandwidth on each of the physical links in the
aggregation group so that the aggregated logical link pro-
vides the total bandwidth guaranteed by the customer’s
service level agreement. Typically, however, the actual
bandwidth consumed on each of the physical links fluctuates
statistically due to the non-uniform distribution of load
among the links in the aggregation group. Furthermore, if
one of the physical links fails, the bandwidth consumed on
the remaining links in the group will need to increase in
order to maintain the minimum guaranteed total bandwidth
on the aggregated logical link. Under these circumstances,
the service provider may not be able to provide all customers
with the minimum bandwidth guaranteed by their service
level agreements.

[0015] Embodiments of the present invention provide
methods for bandwidth allocation in a link aggregation
system to ensure that sufficient bandwidth will be available
on the links in the group in order to meet service guarantees,
notwithstanding load fluctuations and link failures. Safety
margins are calculated, based on a measure of load fluctua-
tion and on the level of protection to be provided (i.e., the
worst-case number of link failures that must be tolerated by
the system). These safety margins are applied in determining
the bandwidth to be allocated for guaranteed services on
each physical link in the aggregation group.
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[0016] In other words, if the bandwidth guaranteed to a
certain customer is B, and the customer is served by an
aggregation group of N links, the minimum guaranteed
bandwidth that could be allocated on each of the links would
be B/N. The safety margins indicate the amount by which
the bandwidth allocation must be increased above B/N in
order to fulfill the guaranteed bandwidth requirement of the
service level agreement. Any remaining excess bandwidth
on the links in the aggregation group can be used for
non-guaranteed, “best-effort” services.

[0017] Although the embodiments described herein refer
specifically to link aggregation in Ethernet (IEEE 802.3)
networks, the principles of the present invention may simi-
larly be used in other types of link aggregation, such as
Inverse Multiplexing over ATM (IMA) and multi-link con-
nections using the Point-to-Point (PPP) protocol.

[0018] There is therefore provided, in accordance with an
embodiment of the present invention, a method for estab-
lishing a connection with a guaranteed bandwidth for trans-
mitting data between first and second endpoints, the method
including:

[0019] defining a logical link including a plurality of
parallel physical links between the endpoints;

[0020] setting a protection policy to be applied to the
logical link;

[0021] allocating a link bandwidth on each of the physical
communication links for use in conveying the data between
the endpoints such that the allocated link bandwidth includes
a predefined safety margin based on the protection policy, so
that a sum of the allocated link bandwidth over the plurality
of the parallel physical links is substantially greater than the
guaranteed bandwidth of the connection; and

[0022] conveying the data over the logical link by distrib-
uting the data for transmission among the physical links in
accordance with the allocated link bandwidth.

[0023] Typically, defining the logical link includes defin-
ing a link aggregation group in accordance with IEEE
standard 802.3. Alternatively, the physical links may include
Asynchronous Transfer Mode (ATM) links, and defining the
logical link may include grouping the physical links for
Inverse Multiplexing over ATM (IMA) Further alternatively,
defining the logical link may include defining a multi-link
connection in accordance with a Point-to-Point (PPP) pro-
tocol.

[0024] In a disclosed embodiment, the data include a
sequence of data frames having respective headers, and
distributing the data includes applying a hash function to the
headers to select a respective one of the physical links over
which to transmit each of the data frames.

[0025] Typically, setting the protection policy includes
determining a maximum number of the physical links that
may fail while the logical link continues to provide at least
the guaranteed bandwidth for the connection. In one
embodiment, the guaranteed bandwidth is a bandwidth B,
and the plurality of physical links consists of N links, and the
maximum number is an integer P, and the link bandwidth
allocated to each of the links is no less than B/(N-P).
Conveying the data may further include managing the
transmission of the data responsively to an actual number X
of the physical links that have failed so that the guaranteed
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bandwidth on each of the links is limited to B/(N-X), X=P,
and an excess bandwidth on the physical links over the
guaranteed bandwidth is available for other connections.

[0026] Additionally or alternatively, the method may
include determining a measure of fluctuation that occurs in
a rate of data transmission over the physical links when the
data are distributed for transmission among the physical
links, wherein the safety margin is further based on the
measure of fluctuation. A safety factor F may be set respon-
sively to the measure of fluctuation, wherein the link band-
width allocated to each of the links is a minimum of B and
F*B/(N-P).

[0027] There is also provided, in accordance with an
embodiment of the present invention, a method for estab-
lishing a connection with a guaranteed bandwidth for trans-
mitting data between first and second endpoints, the method
including:

[0028] defining a logical link including a plurality of
parallel physical links between the endpoints;

[0029] determining a measure of fluctuation that occurs in
a rate of transmission of the data over the physical links
when the data are distributed for transmission among the
physical links;

[0030] allocating a link bandwidth on each of the physical
communication links for use in conveying the data between
the endpoints such that the allocated link bandwidth includes
a predefined safety margin based on the measure of fluc-
tuation, so that a sum of the allocated link bandwidth over
the plurality of the parallel physical links is substantially
greater than the guaranteed bandwidth of the connection;
and

[0031] conveying the data over the logical link by distrib-
uting the data for transmission among the physical links in
accordance with the allocated link bandwidth.

[0032] Typically, the guaranteed bandwidth is a bandwidth
B, and the link bandwidth allocated to each of the links is no
less than F*B/N, wherein F is a factor determined by the
measure of fluctuation.

[0033] In one embodiment, determining the measure of
fluctuation includes finding a standard deviation of the rate
of transmission. In another embodiment, determining the
measure of fluctuation includes finding a difference between
an average level of utilization of all of the plurality of
parallel physical links and a maximum level of utilization of
any one of the physical links.

[0034] There is also provided, in accordance with an
embodiment of the present invention, apparatus for estab-
lishing a connection with a guaranteed bandwidth for trans-
mitting data between first and second endpoints over a
logical link that includes a plurality of parallel physical links
between the endpoints, in accordance with a protection
policy to be applied to the logical link, the apparatus
including:

[0035] a controller, which is adapted to allocate a link
bandwidth on each of the physical communication links for
use in conveying the data between the endpoints such that
the link bandwidth includes a predefined safety margin
based on the protection policy, so that a sum of the allocated
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link bandwidth over the plurality of the parallel physical
links is substantially greater than the guaranteed bandwidth
of the connection;

[0036] a distributor, which is adapted to determine a
distribution of the data for transmission among the physical
links in accordance with the allocated link bandwidth; and

[0037] data transmission circuitry, which is adapted to
transmit the data over the physical links in accordance with
the distribution.

[0038] In some embodiments, the data transmission cir-
cuitry includes a main card and a plurality of line cards,
which are connected to the main card by respective traces,
the line cards having ports connecting to the physical links
and including concentrators for multiplexing the data
between the physical links and the traces in accordance with
the distribution determined by the distributor. In one
embodiment, the plurality of line cards includes at least first
and second line cards, and the physical links included in the
logical link include at least first and second physical links,
which are connected respectively to the first and second line
cards. Typically, the safety margin is selected to be sufficient
so that the guaranteed bandwidth is provided by the logical
link subject to one or more of a facility failure of a
predetermined number of the physical links and an equip-
ment failure of one of the first and second line cards.

[0039] There is further provided, in accordance with an
embodiment of the present invention, apparatus for estab-
lishing a connection with a guaranteed bandwidth for trans-
mitting data between first and second endpoints over a
logical link that includes a plurality of parallel physical links
between the endpoints, the apparatus including:

[0040] a controller, which is adapted to receive a measure
of fluctuation that occurs in a rate of transmission of the data
over the physical links when the data are distributed for
transmission among the physical links, and to allocate a link
bandwidth on each of the physical communication links for
use in conveying the data between the endpoints such that
the allocated link bandwidth includes a predefined safety
margin based on the measure of fluctuation, so that a sum of
the allocated link bandwidth over the plurality of the parallel
physical links is substantially greater than the guaranteed
bandwidth of the connection;

[0041] a distributor, which is adapted to determine a
distribution of the data for transmission among the physical
links in accordance with the allocated link bandwidth; and

[0042] data transmission circuitry, which is adapted to
transmit the data over the physical links in accordance with
the distribution.

[0043] The present invention will be more fully under-
stood from the following detailed description of the embodi-
ments thereof, taken together with the drawings in which:

BRIEF DESCRIPTION OF THE DRAWINGS

[0044] FIG. 1 is a block diagram that schematically illus-
trates a network communication system with link aggrega-
tion, in accordance with an embodiment of the present
invention;

[0045] FIG.2 is a block diagram that schematically shows
details of communication equipment with link aggregation
capability, in accordance with an embodiment of the present
invention; and
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[0046] FIG. 3 is a flow chart that schematically illustrates
a method for allocating bandwidth in a link aggregation
group, in accordance with an embodiment of the present
invention.

DETAILED DESCRIPTION OF EMBODIMENTS

[0047] FIG. 1 is a block diagram that schematically illus-
trates elements of a communication system 20, in accor-
dance with an embodiment of the present invention. In this
example, central office equipment 22 communicates with
customer nodes 24,26, 28, . . ., over physical links 30. Links
30 typically comprise full-duplex Ethernet links, such as
10BASE-n, 100BASE-n or Gigabit Ethernet links, as are
known in the art. (Alternatively, as noted above, other types
of physical links may be used, such as ATM or PPP links.)
Equipment 22 is configured to convey packet data traffic
between the customer nodes and a network (which may be
a metro network, access network, or other type of core
network, for example). For this purpose, equipment 22
comprises a main switching card 32, which is connected to
multiple line cards 34 that serve links 30. Details of the
structure and operation of equipment 22 are shown below in
FIG. 2 and are described with reference thereto.

[0048] Equipment 22 and certain customer nodes, such as
nodes 24 and 26, are configured to serve as aggregation
systems in accordance with the above-mentioned Clause 43
of the 802.3 standard. (Equipment 22 and nodes 24 and 26
are accordingly labeled as System A, B and C, respectively.)
For example, an aggregation group 36 of four physical links
is defined between equipment 22 and node 24. Another
aggregation group of two physical links may be defined
between equipment 22 and node 26. Each aggregation group
(as well as each non-aggregated link 30) may serve multiple
customer connections between the respective customer node
and equipment 22.

[0049] FIG.?2 is a block diagram that schematically shows
details of equipment 22, in accordance with an embodiment
of the present invention. Main card 32 comprises a switching
core 40, which switches traffic to and from line cards 34.
Two line cards 34, labeled LC1 and L.C2, are shown in the
figure. The operation of switch 40 is managed by a controller
42, typically an embedded microprocessor with suitable
software for carrying out the functions described herein.

[0050] A Connection Admission Control entity (CAC) 44,
typically a software process running on controller 42, man-
ages the allocation of bandwidth in equipment 22. CAC 44
is responsible for ensuring that all connections between
equipment 22 and customer nodes 24, 26, 28, . . . , receive
the amount of guaranteed bandwidth to which they are
entitled, as well as for allocating any excess bandwidth
available above the guaranteed minimum. For this purpose,
CAC 44 maintains records that include:

[0051] Throughput of equipment 22.

[0052] Guaranteed and allocated excess bandwidth of
each connection, as required by the applicable ser-
vice level agreement.

[0053] Overbooking ratio that the service provider
who operates equipment 22 is prepared to use in
allocating the available excess bandwidth.

[0054] Safety factors to apply in determining band-
width allocation on links in aggregation groups, as
described below.
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[0055] Based on these records, CAC 44 decides whether
to admit each request received by equipment 22 to set up a
new connection, and allocates resources (such as bandwidth)
to the connection accordingly. A “connection” is defined as
a flow of data packets between two systems in a network,
such as Systems A and B in FIG. 1. Such a flow may carry
multiple conversations. All conversations on a given con-
nection share the same bandwidth and are treated in a
substantially identical manner by equipment 22. If a new
connection requires more bandwidth than equipment 22 has
available, the CAC rejects the request.

[0056] Each line card 34 comprises one or more concen-
trators 50, which comprise multiple ports that serve respec-
tive links 30. The concentrators multiplex data traffic
between links 30 and traces 52, which connect the concen-
trators to switching core 40. Typically, main card 32 and line
cards 34 are arranged in a card rack and plug into a printed
circuit back plane, (not shown) which comprises traces 52.
The bandwidth of each trace 52 may be less than the total
bandwidth available on links 30 that are connected to the
respective concentrator 50, based on considerations of sta-
tistical multiplexing. To prevent overloading of traces 52,
concentrators 50 may limit the rate of incoming data admit-
ted on each link 30 so that it remains between a predeter-
mined minimum, which is determined by the guaranteed
bandwidth of the connections on the link, and a maximum,
which is determined by the peak bandwidth (guaranteed plus
permitted excess bandwidth) of the connections on the link.
A traffic manager 46, which may also be a software process
on controller 42, receives information regarding the opera-
tional status of links 30 (for example, link or equipment
failures) and updates the data rate limits applied by concen-
trators 50, based on the status information and the bandwidth
allocations made by CAC 44.

[0057] An aggregator 54 controls the link aggregation
functions performed by equipment 22. A similar aggregator
resides on node 24 (System B). Aggregator 54, too, may be
a software process running on controller 42 or, alternatively,
on a different embedded processor. Further alternatively or
additionally, at least some of the functions of the aggregator
may be carried out by hard-wired logic or by a program-
mable logic component, such as a gate array. In the example
shown in FIG. 2, aggregation group 36 comprises links L1
and 1.2, which are connected to LC1, and links 1.3 and L4,
which are connected to LC2. This arrangement is advanta-
geous in that it ensures that group 36 can continue to operate
in the event not only of a facility failure (i.e., failure of one
of links 30 in the group), but also of an equipment failure
(ie., a failure in one of the line cards). As a result of
spreading group 36 over two (or more) line cards, the link
aggregation function applies not only to links 30 in group 36
but also to traces 52 that connect to multiplexers 50 that
serve these links. Therefore, aggregator 54 resides on main
card 32. Alternatively, if all the links in an aggregation group
connect to the same multiplexer, the link aggregation func-
tion may reside on line card 34.

[0058] Aggregator 54 comprises a distributor 58, which is
responsible for distributing data frames arriving from the
network among links 30 in aggregation group 36. Typically,
distributor 58 determines the link over which to send each
frame based on information in the frame header, as described
in the Background of the Invention. Preferably, distributor
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58 applies a predetermined hash function to the header
information, wherein the hash function satisfies the follow-
ing criteria:

[0059] The hash value output by the function is fully
determined by the data being hashed, so that frames
with the same header will always be distributed to
the same link.

[0060] The hash function uses all the specified input
data from the frame headers.

[0061] The hash function distributes traffic in an
approximately uniform manner across the entire set
of possible hash values

[0062] The hash function generates very different
hash values for similar data.

[0063] For example, distributor 58 may implement the
hash function shown below in Table I:

TABLE 1

DISTRIBUTOR HASH FUNCTION

unsigned short hash(unsigned char *hdr, short lagSize)

short 1;

unsigned short hash=178; // initialization value

for (i=0; i<4; i++) // hdr is 4 bytes length
hash = (hash<<2) + hash + (*hdr>>(i*8) & 0xFF);

return (hash % lagSize)

}

[0064] Here hdr is the header of the frame to be distrib-
uted, and lagsize is the number of active ports (available
links 30) in link aggregation group 46. Alternatively, dis-
tributor 58 may use other means, such as look-up tables, for
determining the distribution of frames among links 30.

[0065] Aggregator 54 further comprises a collector 56,
which collects data frames that were received over different
links 30 in group 36, and arranges the frames back into a
single traffic stream.

[0066] When CAC 44 receives a request to open a con-
nection with guaranteed bandwidth B over an aggregation
group of N links, it might be assumed that the CAC should
simply allocate bandwidth of B/N on each link. In practice,
however, even if the hash function applied by distributor 58
meets the criteria outlined above, statistical variations in the
traffic itself are likely to cause a larger portion of the traffic
to be distributed to some of the links in the group than to
others. In other words, some of the links may be required at
times to carry group traffic with bandwidth substantially
greater than B/N. As a result, these links may not have
sufficient capacity remaining to provide bandwidth that has
been guaranteed to other connections that the CAC has
committed to carry over these links. When an aggregation
group extends over a number of concentrators 50 (as in the
case of group 36), the traffic load on traces 52 may also be
unbalanced. Overloading of traces 52 may likewise lead to
a failure of system 22 to provide guaranteed bandwidth
levels, in the distribution and/or the collection direction.

[0067] A similar problem may arise if there is a failure in
a link in an aggregation group or in one of a number of line
cards serving the aggregation group. In this case, to maintain
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the bandwidth allocation B made by CAC 44, each of the
remaining links in the group must now carry, on average,
B/AN-M) traffic, wherein M is the number of links in the
group that are out of service. If only B/N has been allocated
to each link, the remaining active links may not have
sufficient bandwidth to continue to provide the bandwidth
that has been guaranteed to the connections that they are
required to carry. A similar problem arises with respect to
loading of traces 52. For example, if there is a failure in LC2
or in one of links 30 in group 36 that connect to L.C2, the
trace connecting the multiplexer 50 in LC1 will have to carry
a substantially larger share of the bandwidth, or even all of
the bandwidth, that is allocated to the connection in ques-
tion.

[0068] FIG. 3 is a flow chart that schematically illustrates
a method for dealing with these problems of fluctuating
bandwidth requirements, in accordance with an embodiment
of the present invention. In order to provide sufficient
bandwidth for failure protection, CAC 44 uses a safety
margin based on a protection parameter P, which is assigned
at a protection setting step 60. P represents the maximum
number of links in the group that can be out of service while
still permitting the aggregation group to provide a given
connection with the bandwidth that has been guaranteed to
the connection. CAC 44 will then allocate at least BAN-P)
bandwidth to each link in the group, so that if P links fail,
the group still provides total bandwidth of (N-P)*B/(N-P)=
B. Setting P=1 is equivalent to 1:N protection, so that the
group will be unaffected by failure of a single link. In the
example of group 36, shown in FIG. 2, setting P=2 will give
both facility and equipment protection, i.e., the group will be
unaffected not only by failure of a link, but also by failure
of one of line cards 34. In the extreme case, in which P=N-1,
CAC 44 will allocate the full bandwidth B on each link in
the group.

[0069] In order to account for statistical fluctuations in the
bandwidth consumed on the different links in the aggrega-
tion group, a measure of these fluctuations is determined, at
a deviation calculation step 62. For example, the standard
deviation provides a useful a measure of the fluctuation of
the actual bandwidth relative to the mean B/N (or BAN-P)).
It may be found by on-line measurement of the actual traffic
flow on the links in the group or by off-line simulation or
analytical calculation. Alternatively, the utilization of each
link in the link aggregation group may be measured, and
these measurements may be used to calculate the average
utilization of the links and the actual maximum difference
between the utilization of the most-loaded link and the
average. In general, a connection characterized by long
conversations will tend to have large fluctuations, since each
conversation must be conveyed in its entirety over the same
link. Connections carrying many short, different conversa-
tions will generally have small fluctuations.

[0070] To provide sufficient excess bandwidth for these
statistical fluctuations, CAC 44 uses a safety margin based
on a fluctuation factor F, which is assigned at a fluctuation
setting step 64. F is calculated based on the standard
deviation or other measure of fluctuation found at step 62.
CAC 44 will then allocate at least F*B/N bandwidth to each
link in the aggregation group. For example, for a given
standard deviation o, the value F=1+30 will provide suffi-
cient bandwidth to cover nearly all the statistical fluctuations
on the links. As another example, F may be given by the
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actual, measured maximum difference between the utiliza-
tion of the most-loaded link and the average utilization.
Larger or smaller factors may be used, depending on service
level agreements and other constraints. Clearly, however,
F=N, since the total bandwidth allocated on any one of the
links in the group need not be any greater than the guaran-
teed total bandwidth B for the connection in question.

[0071] Based on the safety margins determined at steps 60
and 64, CAC 44 allocates guaranteed bandwidth to each
connection in a link aggregation group, at a bandwidth
allocation step 66. To provide a shared safety margin for
both failure protection and statistical bandwidth fluctuations,
each link is preferably assigned a link bandwidth:

By ing=min{B, F*B/(N-P)} @

[0072] This is the bandwidth that the CAC allocates to
each link in the link aggregation group. Traffic manager 46,
however, may limit the actual data rate of each link to be no
greater than By jn=min{B, F*B/(N-X)}, wherein X is the
number of failed links, X=P. This latter limit prevents the
link aggregation group from taking more than its fair share
of bandwidth relative to other connections that share the
same trace 52. In any case, the sum of guaranteed bandwidth
on all connections sharing any given trace 52 may not
exceed the trace capacity. CAC 44 may overbook the excess
bandwidth remaining above the guaranteed limits, so that
the total (peak) allocation exceeds the trace capacity. The
connections on links 30, including any link aggregation
groups, then compete for the remaining available bandwidth
(typically in a weighted manner, based on the amount of
excess bandwidth contracted for in the users’ service level
agreements, as is known in the art). By limiting the data rate
of each link in the aggregation group to min{B, F*B/(N-
X)}, rather than min{B, F*B/(N-P)}, traffic manager 46
leaves bandwidth available for other connections that share
the same trace.

[0073] Once CAC 44 has allocated bandwidth for a given
connection on a link aggregation group, normal data trans-
mission proceeds. The bandwidth allocations apply to the
amount of guaranteed traffic carried on each link 30 in the
group. (Note that different allocations and separate traffic
management may apply to outgoing traffic generated by
distributor 58 and incoming traffic, which is sent by nodes
24,26, . . ., and processed by collector 56.) The allocations
also affect the bandwidth used on traces 52. The rate limiting
function of concentrators 50 is set to allow for the traffic
bandwidth that may be used on each of links 30 that feed the
respective trace. As noted above, in allocating the band-
width, CAC 44 ensures that the sum of the guaranteed
bandwidth on all links sharing a given trace 52 is no greater
than the trace bandwidth. The sum of the excess bandwidth
allocated on the links, however, may exceed the trace
bandwidth. In this case, the excess traffic is typically buft-
ered as necessary, and is transmitted over the trace during
intervals in which one or more of the links are not trans-
mitting their guaranteed traffic levels and the trace has
bandwidth available, or dropped if the buffer capacity is
exceeded.

[0074] Normal data transmission over the connection con-
tinues unless and until a failure is detected on one of links
30 or line cards 34, at a failure detection step 68. Traffic
manager 46 is informed of the failure, and notifies distribu-
tor 58 accordingly to modify its hash function so that
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outgoing traffic is distributed over the remaining links in the
group. Use of the protection parameter P in setting the
bandwidth allocation ensures that (as long as no more than
P links are out of service) there is sufficient bandwidth
available for the connection on the remaining links. It may
also be necessary for the traffic manager to adjust the rate
limiting function of concentrators 50, at a concentrator
readjustment step 70, in order to deal with the increased
incoming traffic on the remaining links. For example, if link
L4 (FIG. 2) fails, the traffic on each of links L1, L2 and L3
is expected to increase by %5, and the concentrator in LC1
will have to deal with the resulting increase in traffic on the
corresponding trace 52.

[0075] Although the embodiments described above show
a specific implementation of link aggregation bandwidth
allocation and control in central office equipment 22, the
methods used in this implementation may similarly be
applied in a straightforward way in substantially any link
aggregation system that operates in accordance with Clause
43 of the IEEE 802.3 standard. Furthermore, as noted above,
the principles of the present invention may be applied,
mutatis mutandis, in other types of link aggregation, such as
Inverse Multiplexing over ATM (IMA) and multi-link con-
nections using the Point-to-Point (PPP) protocol.

[0076] 1t will thus be appreciated that the embodiments
described above are cited by way of example, and that the
present invention is not limited to what has been particularly
shown and described hereinabove. Rather, the scope of the
present invention includes both combinations and subcom-
binations of the various features described hereinabove, as
well as variations and modifications thereof which would
occur to persons skilled in the art upon reading the foregoing
description and which are not disclosed in the prior art.

1. A method for establishing a connection with a guaran-
teed bandwidth for transmitting data between first and
second endpoints, the method comprising:

defining a logical link comprising a plurality of parallel
physical links between the endpoints;

setting a protection policy to be applied to the logical link;

allocating a link bandwidth on each of the physical
communication links for use in conveying the data
between the endpoints such that the allocated link
bandwidth comprises a predefined safety margin based
on the protection policy, so that a sum of the allocated
link bandwidth over the plurality of the parallel physi-
cal links is substantially greater than the guaranteed
bandwidth of the connection; and

conveying the data over the logical link by distributing the
data for transmission among the physical links in
accordance with the allocated link bandwidth.

2. The method according to claim 1, wherein defining the
logical link comprises defining a link aggregation group in
accordance with IEEE standard 802.3.

3. The method according to claim 1, wherein the physical
links comprise Asynchronous Transfer Mode (ATM) links,
and wherein defining the logical link comprises grouping the
physical links for Inverse Multiplexing over ATM (IMA).

4. The method according to claim 1, wherein defining the
logical link comprises defining a multi-link connection in
accordance with a Point-to-Point (PPP) protocol.
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5. The method according to claim 1, wherein the data
comprise a sequence of data frames having respective head-
ers, and wherein distributing the data comprises applying a
hash function to the headers to select a respective one of the
physical links over which to transmit each of the data
frames.

6. The method according to claim 1, wherein setting the
protection policy comprises determining a maXimum num-
ber of the physical links that may fail while the logical link
continues to provide at least the guaranteed bandwidth for
the connection.

7. The method according to claim 6, wherein the guaran-
teed bandwidth is a bandwidth B, and the plurality of
physical links consists of N links, and the maximum number
is an integer P, and wherein the link bandwidth allocated to
each of the links is no less than B/(N-P).

8. The method according to claim 7, wherein conveying
the data comprises managing the transmission of the data
responsively to an actual number X of the physical links that
have failed so that the guaranteed bandwidth on each of the
links is limited to BAN-X), X=P, and an excess bandwidth
on the physical links over the guaranteed bandwidth is
available for other connections.

9. The method according to claim 7, and comprising
determining a measure of fluctuation that occurs in a rate of
data transmission over the physical links when the data are
distributed for transmission among the physical links, and
setting a safety factor F responsively to the measure of
fluctuation, and wherein the link bandwidth allocated to
each of the links is a minimum of B and F*B/(N-P).

10. The method according to claim 1, and comprising
determining a measure of fluctuation that occurs in a rate of
data transmission over the physical links when the data are
distributed for transmission among the physical links,
wherein the safety margin is further based on the measure of
fluctuation.

11. A method for establishing a connection with a guar-
anteed bandwidth for transmitting data between first and
second endpoints, the method comprising:

defining a logical link comprising a plurality of parallel
physical links between the endpoints;

determining a measure of fluctuation that occurs in a rate
of transmission of the data over the physical links when
the data are distributed for transmission among the
physical links;

allocating a link bandwidth on each of the physical
communication links for use in conveying the data
between the endpoints such that the allocated link
bandwidth comprises a predefined safety margin based
on the measure of fluctuation, so that a sum of the
allocated link bandwidth over the plurality of the
parallel physical links is substantially greater than the
guaranteed bandwidth of the connection; and

conveying the data over the logical link by distributing the
data for transmission among the physical links in
accordance with the allocated link bandwidth.

12. The method according to claim 11, wherein defining
the logical link comprises defining a link aggregation group
in accordance with IEEE standard 802.3.

13. The method according to claim 11, wherein the
physical links comprise Asynchronous Transfer Mode
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(ATM) links, and wherein defining the logical link com-
prises grouping the physical links for Inverse Multiplexing
over ATM (IMA).

14. The method according to claim 11, wherein defining
the logical link comprises defining a multi-link connection
in accordance with a Point-to-Point (PPP) protocol.

15. The method according to claim 11, wherein the data
comprise a sequence of data frames having respective head-
ers, and wherein distributing the data comprises applying a
hash function to the headers to select a respective one of the
physical links over which to transmit each of the data
frames.

16. The method according to claim 11, wherein the
guaranteed bandwidth is a bandwidth B, and the link band-
width allocated to each of the links is no less than F*B/N,
wherein F is a factor determined by the measure of fluctua-
tion.

17. The method according to claim 11, wherein determin-
ing the measure of fluctuation comprises finding a standard
deviation of the rate of transmission.

18. The method according to claim 11, wherein determin-
ing the measure of fluctuation comprises finding a difference
between an average level of utilization of all of the plurality
of parallel physical links and a maximum level of utilization
of any one of the physical links.

19. Apparatus for establishing a connection with a guar-
anteed bandwidth for transmitting data between first and
second endpoints over a logical link that includes a plurality
of parallel physical links between the endpoints, in accor-
dance with a protection policy to be applied to the logical
link, the apparatus comprising:

a controller, which is adapted to allocate a link bandwidth
on each of the physical communication links for use in
conveying the data between the endpoints such that the
link bandwidth comprises a predefined safety margin
based on the protection policy, so that a sum of the
allocated link bandwidth over the plurality of the
parallel physical links is substantially greater than the
guaranteed bandwidth of the connection;

a distributor, which is adapted to determine a distribution
of the data for transmission among the physical links in
accordance with the allocated link bandwidth; and

data transmission circuitry, which is adapted to transmit
the data over the physical links in accordance with the
distribution.

20. The apparatus according to claim 19, wherein the
logical link comprises a link aggregation group in accor-
dance with IEEE standard 802.3.

21. The apparatus according to claim 19, wherein the
physical links comprise Asynchronous Transfer Mode
(ATM) links, which are grouped for Inverse Multiplexing
over ATM (IMA).

22. The apparatus according to claim 19, wherein the
logical link comprises a multi-link connection in accordance
with a Point-to-Point (PPP) protocol.

23. The apparatus according to claim 19, wherein the data
comprise a sequence of data frames having respective head-
ers, and wherein the distributor is adapted to apply a hash
function to the headers in order to select a respective one of
the physical links over which to transmit each of the data
frames.

24. The apparatus according to claim 19, wherein the
protection policy defines a maximum number of the physical
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links that may fail while the logical link continues to provide
at least the guaranteed bandwidth for the connection, and
wherein the controller is adapted to determine the safety
margin based on the maximum number.

25. The apparatus according to claim 24, wherein the
guaranteed bandwidth is a bandwidth B, and the plurality of
physical links consists of N links, and the maximum number
is an integer P, and wherein the link bandwidth allocated to
each of the links by the controller is no less than B/(N-P).

26. The apparatus according to claim 25, wherein the
controller is adapted to manage the transmission of the data
responsively to an actual number X of the physical links that
have failed so that the guaranteed bandwidth on each of the
links is limited to BAN-X), X=P, and an excess bandwidth
on the physical links over the guaranteed bandwidth is
available for other connections.

27. The apparatus according to claim 25, wherein the
safety margin is further based on a safety factor F, which is
determined responsively to a measure of fluctuation that
occurs in a rate of data transmission over the physical links
when the data are distributed for transmission among the
physical links, such that the link bandwidth allocated to each
of the links is a minimum of B and F*B/(N-P).

28. The apparatus according to claim 19, wherein the
controller is further adapted to receive a measure of fluc-
tuation that occurs in a rate of data transmission over the
physical links when the data are distributed for transmission
among the physical links, and to determine the safety margin
based on the measure of fluctuation.

29. The apparatus according to claim 19, wherein the data
transmission circuitry comprises a main card and a plurality
of line cards, which are connected to the main card by
respective traces, the line cards having ports connecting to
the physical links and comprising concentrators for multi-
plexing the data between the physical links and the traces in
accordance with the distribution determined by the distribu-
tor.

30. The apparatus according to claim 29, wherein the
plurality of line cards comprises at least first and second line
cards, and wherein the physical links included in the logical
link comprise at least first and second physical links, which
are connected respectively to the first and second line cards.

31. The apparatus according to claim 30, wherein the
safety margin is selected to be sufficient so that the guaran-
teed bandwidth is provided by the logical link subject to one
or more of a facility failure of a predetermined number of the
physical links and an equipment failure of one of the first
and second line cards.

32. Apparatus for establishing a connection with a guar-
anteed bandwidth for transmitting data between first and
second endpoints over a logical link that includes a plurality
of parallel physical links between the endpoints, the appa-
ratus comprising:

a controller, which is adapted to receive a measure of
fluctuation that occurs in a rate of transmission of the
data over the physical links when the data are distrib-
uted for transmission among the physical links, and to
allocate a link bandwidth on each of the physical
communication links for use in conveying the data
between the endpoints such that the allocated link
bandwidth comprises a predefined safety margin based
on the measure of fluctuation, so that a sum of the
allocated link bandwidth over the plurality of the
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parallel physical links is substantially greater than the
guaranteed bandwidth of the connection;

a distributor, which is adapted to determine a distribution
of the data for transmission among the physical links in
accordance with the allocated link bandwidth; and

data transmission circuitry, which is adapted to transmit
the data over the physical links in accordance with the
distribution.

33. The apparatus according to claim 32, wherein the
logical link comprises a link aggregation group in accor-
dance with IEEE standard 802.3.

34. The apparatus according to claim 32, wherein the
physical links comprise Asynchronous Transfer Mode
(ATM) links, which are grouped for Inverse Multiplexing
over ATM (IMA).

35. The apparatus according to claim 32, wherein the
logical link comprises a multi-link connection in accordance
with a Point-to-Point (PPP) protocol.

36. The apparatus according to claim 32, wherein the data
comprise a sequence of data frames having respective head-
ers, and wherein the distributor is adapted to apply a hash
function to the headers in order to select a respective one of
the physical links over which to transmit each of the data
frames.

37. The apparatus according to claim 32, wherein the
guaranteed bandwidth is a bandwidth B, and the link band-
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width allocated to each of the links by the controller is no
less than F*B/N, wherein F is a factor determined by the
measure of fluctuation.

38. The apparatus according to claim 32, wherein the
measure of fluctuation comprises a standard deviation of the
rate of transmission.

39. The apparatus according to claim 32, wherein the
measure of fluctuation comprises a difference between an
average level of utilization of all of the plurality of parallel
physical links and a maximum level of utilization of any one
of the physical links.

40. The apparatus according to claim 32, wherein the data
transmission circuitry comprises a main card and a plurality
of line cards, which are connected to the main card by
respective traces, the line cards having ports connecting to
the physical links and comprising concentrators for multi-
plexing the data between the physical links and the traces in
accordance with the distribution determined by the distribu-
tor.

41. The apparatus according to claim 40, wherein the
plurality of line cards comprises at least first and second line
cards, and wherein the physical links included in the logical
link comprise at least first and second physical links, which
are connected respectively to the first and second line cards.
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