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A first exemplary embodiment of an entity protection sys-
tem 100 is shown in FIG. 1. The first embodiment for execut-
ing the functionality may be a computer, as described below.
An entity protection switch 130 switches between a working
entity 122 and a protection entity 124 from a set of entities
120 or entity descriptors represented within an entity selec-
tion logic block 110. Each entity 120 represents a network
route between a first endpoint and a second endpoint, and may
include entity cost data associated with each entity, for
example, interior gateway protocol (IGP) data, traffic engi-
neering ( I'E)data, and probability of entity failure. An overall
cost logic block 140 uses results from a concurrent failure
probability matrix 150 and an entity cost determination block
160 1o select the working entity 122 and the protection entity
124 from the set of entities 120, as described below. The
concurrent failure probability matrix 150 examines the set of
entities 120 and calculates the probability of concurrent fail-
ure for each entity pair. For example, a pair having multiple
spans and/or nodes in common may be more likely to simul-
taneously fail than a pair having no spans or nodes in com-
mon. Similarly, an entity traversing a network element having
a high mean-time-between-failures value may be less likely
to fail than an entity traversing a network element having a
low mean-time-between-failures value.

Ex. 1001, 3:30-53; POR, 8, 48-49
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The working entity 122 and the protection entity 124 are
mputs to an entity protection switch 130. The entity protec-
tion switch 130 may employ, for example, an MPLS linear
protection scheme such as those defined in IETF draft-ietf-
mpls-tp-linear-protection, IETF draft-zulr-mpls-tp-linear-
protection-switching, and I'TU-T G.8131 T-MPLS Linear
Protection. However, a person having ordinary skill in the art
will appreciate that other protection switching mechanisms
may be employed within the scope of this disclosure. The
entity protection switch 130 may select either the working
entity 122 or the protection entity 124 to be the active enfity
126.

Ex. 1001, 3:54-65, POR, 8
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FIG. 3 1s a flowchart expanding on the entity selection
process as shown by block 230 (FIG. 2). An entity pair is
selected, as shown by block 310. The entity pair may be
selected based upon the overall cost function, as determined
above, as shown by block 220 (FIG. 2). Cost functions are
described further below. One entity of the entity pair may be
selected as a working entity, as shown by block 320. Simi-
larly, a protection entity may be selected from the entity pair,
as shown by block 330. An active entity may be selected from
the working entity and the protection entity, as shown by
block 340. The protection entity may be selected before the
working entity, or the working entity may be selected before
the protection entity. The active entity may be selected after
either or both the working entity and/or the protection entity
have been selected. It should be noted that entity pair rese-
lection, as triggered by a reselection event, may be substan-
fially similar to initial entity selection.

Select an active entity from the working entity

and the protection entity
340 Ex. 1001, 4:49-65; POR, 8

End

Ex. 1001, Fig. 3; POR, 8
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FIG. 44 tion in block 310 (FIG. 3). Flowcharts expanding upon select-

ing a pair based upon the overall cost function of block 310
(FIG. 3) are shown by FIGS. 4A, 4B, and 4C. A first embodi-
ment of the overall cost minimization minimizes the prob-
ability of an over-50 ms traffic hit, as shown by FIG. 4A. The
entity pair may be selected based upon each entity of the pair

Start
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v
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o et probability of a span or node failure simultaneously affecting
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Soe iy et o st | and further described below.
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Ex. 1001, Figs. 4A, 4C, 5:33-47, POR, 10

FIG. 4C
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Ex. 1001, Figs. 4A, 4C, 5:48-5:67, POR, 10
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o, descriptors 120, in the entity selection logic 110, for example,
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to a combined cost logic function 140 that yields a combined
cost metric for each entity pair.
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1. An entity selection method performed by a network
device, comprising the steps of:

providing a plurality of multi protocol label switching
(MPLS) transport entities between a first endpoint and a
second endpoint;

determining an overall cost for each entity pair of said
plurality of entities;

selecting an entity pair from said plurality of transport
entities based at least in part upon said overall cost; and

if an entity pair reselection event occurs, reselecting said
entity pair from the group consisting of said entity pair
and a replacement entity pair comprising at least one
entity distinct from the entities of said entity pair,

wherein said entity pair reselection event is selected from a
group consisting of adding an entity to said plurality of
transport entities, removing an entity from said plurality
of transport entities, an operational status change for one
of said plurality of transport entities, and a change in
overall cost for

one of said plurality of transport entities.

Ex. 1001, Cl. 1
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14. A system for selecting entities within an MPLS net-
work, comprising:

a data structure comprising a plurality of transport entity
descriptors;

an entity protection switch configured to switch between a
working entity and a protection entity; and

digital logic configured to select said working entity and
said protection entity from said plurality of transport
entity descriptors, comprising: logic configured to deter-
mine a probability of concurrent failure of said working
entity and said protection enfity;

logic configured to determine an entity cost of said plural-
ity of transport entity descriptors: and

logic configured to reselect said working entity and said
protection entity from said plurality of transport entity
descriptors upon a reselection event,

wherein said reselection event 1s selected from a group
consisting of adding an entity to said plurality of trans-
port entities, removing an entity from said plurality of
transport entities, an operational status change for one of
said plurality of transport entities. and a change in over-
all cost for one of said plurality of transport entities.

Ex. 1001, Cl. 14
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Petitioner’s Constructions Are Untimely

37 C.F.R. 8 42.104(b) Identification of challenge. Provide a statement of the

precise relief requested for each claim challenged. The statement must
identify the following:

How the challenged claim is to be construed. ...

Sur-reply, 2

415 F.3d 1303 (Fed. Cir. 2005) (en banc). Petitioner submits that. for the purposes
of this proceeding and the grounds presented herein. no claim term requires
express construction. Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co..

868 F.3d 1013. 1017 (Fed. Cir. 2017). For clarity. however. Petitioner notes below

Petition, 12-13; Sur-reply, 2
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Petitioner’s Constructions Are Untimely

[0076]. [0142]-[0145]. Claim 1. Claim 11. Consistent with the analysis at [1.1]-
[1.2]. it would have been obvious for the “plurality of candidate path pairs™ (pairs
of primary and protection LSPs) to correspond to the provided plurality of LSPs of

the MPLS architecture. Ex.1003. 99102-103.

Petition, 35; Sur-reply, 2

First. as discussed at [1.2]. [2.1]. [5.1]. Doshi’s path calculation considers
disjointedness of the working LSP (“working entity”) and the protection LSP

(“protection entity”). Further. as discussed at [14.3]. a POSITA would have found

Petition, 80; Sur-reply, 2
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The “selection limitation”

1. An entity selection method performed by a network
device, comprising the steps of:

providing a plurality of multi protocol label switching
(MPLS) transport entities between a first endpoint and a
second endpoint;

determining an overpll cost for each entity pair of said
plurality of entities;

selecting an entity pair from said plurality of transport
entities based at least in part upon said overall cost; and

if an entity pair reselection event occurs, reselecting said
entity pair from the group consisting of said entity pair
and a replacement entity pair comprising at least one
entity distinct from the entities of said entity pair,

wherein said entity pair reselection event is selected from a
group consisting of adding an entity to said plurality of
transport entities, removing an entity from said plurality
oftransport entities, an operational status change forone
of said plurality of transport entities, and a change in
overall cost for

one of said plurality of transport entities.

Ex. 1001, Cl. 1; POR, 27
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The “selection limitation”

1. An entity selection method performed by a network
device, comprising the steps of:

providing a plurality of multi protocol label switching
(MPLS) transport entities between a first endpoint and a
second endpoint;

determining an overpll cost for each entity pair of said
plurality of entities;

selecting an entity pair from said plurality of transport
entities based at least in part upon said overall cost; and

if an entity pair reselection event occurs, reselecting said
entity pair from the group consisting of said entity pair
and a replacement entity pair comprising at least one
entity distinct from the entities of said entity pair,

wherein said entity pair reselection event is selected from a
group consisting of adding an entity to said plurality of
transport entities, removing an entity from said plurality
oftransport entities, an operational status change forone
of said plurality of transport entities, and a change in
overall cost for

one of said plurality of transport entities.

Ex. 1001, Cl. 1; POR, 27-28
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The “selection limitation”

1. An entity selection method performed by a network
device, comprising the steps of:

providing a plurality of multi protocol label switching
(MPLS) transport entities between a first endpoint and a
second endpoint;

determining an overpll cost for each entity pair of said
plurality of entities;

selecting an entity pair from said plurality of transport
entities based at least in part upon said overall cost; and

if an entity pair reselection event occurs, reselecting said
entity pair from the group consisting of said entity pair
and a replacement entity pair comprising at least one
entity distinct from the entities of said entity pair,

wherein said entity pair reselection event is selected from a
group consisting of adding an entity to said plurality of
transport entities, removing an entity from said plurality
oftransport entities, an operational status change forone
of said plurality of transport entities, and a change in
overall cost for

one of said plurality of transport entities.

Ex. 1001, Cl. 1; POR, 27-28
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The “selection limitation”

9. The method of claim 4, wherein said overall cost func-
tion comprises:

selecting a subset of entity pairs wherein each entity pair of
said subset has substantially minimum probability of a
concurrent failure of said protection entity and said
working entity; and

if said subset comprises at least two entity pairs, selecting
an entity pair from said subset that minimizes an entity
cost function.

Ex. 1001, Cl. 9; Reply, 7-8; Sur-reply, 5
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Ex. 1001, Figs. 2, 3, 4C; Sur-Reply, 3-4
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The “selection limitation”
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Ex. 1001, Figs. 2 and 3; POR, 8-9; Sur-reply, 5-6
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The “selection limitation”
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The “selection limitation”
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The “selection limitation”
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Ex. 1001, Figs. 3 and 4A; POR, 10; Sur-reply, 5-6
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The “selection limitation”

69.  This 1s not what the *740 patent teaches. nor what claims 1 and 17
require. In contrast to Doshi, a POSITA reading and practicing claim 1 of the 821
patent would understand that in a network with K=10 entities there are 90
corresponding candidate path pairs to select from, assuming the order 1s not
interchangeable] (i.e., treat pairs “AB” and “BA” as not mterchangeable, or {A.B} #
{B.A}). Thus, in the 821 Patent, the number of N possible pairs of
primary/restoration paths in a network with K entities available to be paired 1s
N=K*(K-1). N 1s the number of pairs, K 1s the number of entities that can make up
the pairs, and K-1 the factor by which the number of available entities must be
multiplied to account for the fact that each of the K entities has K-1 potential
pairings (assuming it is the primary entity, each of the K entities can be paired with
each other entity in the plurality as a restoration entity). For K=10, N=90: thus. a

POSITA would understand that practicing claim 1 of the *821 patent provides nine

times the number of potential pairs to choose from as compared to Doshi’s method.

Ex. 2025, 969; POR, 30-31; Sur-reply, 11
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The “selection limitation”
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“working entity” versus “protection entity”

The multiprotocol label switching-transport profile
(MPLS-TP) framework requires support of the transport
entity or trail recovery. For example, in the event of'a span or
a node failure of a label switch path (LL.SP), pseudowire (PW)
or sub network connection (SNC), the entity should recover
within 50 ms of the failure. This is known as a sub-50 ms

recovery, or a sub-50 ms traffic hit. References to a transport
entity in this document are apphcable to LSP, PW and SNC.

Ex. 1001, 1:38-45; Sur-reply, 6-7
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“working entity” versus “protection entity”

Several MPLS-1TP mechanisms exist to accomplish a sub-
50 ms node or span failure recovery by defining a second
transport entity, the protection entity, between the same end-
points as the original entity, the working entity, where the
working and protection entities do not share the span or nodes
against whose failure protection is required. When a failure is
detected at the working entity, the endpoints switch traific to
the protection entity. Traffic recovery 1s expected to occur
within 50 ms of fault detection. These mechanisms rely on
proactive connectivity verification between the endpoints for
fast failure detection. and support both 1:1 and 1+1 protection
architectures.

Ex. 1001, 1:46-57; Sur-reply, 6-7
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“working entity” versus “protection entity”

14. A system for selecting entities within an MPLS net-
work, comprising:

a data structure comprising a plurality of transport entity
descriptors;

an entity protection switch configured to switch between a
working entity and a protection entity: and

digital logic configured to select said working entity and
said protection entity from said plurality of transport
entity descriptors, comprising: logic configured to deter-
mine a probability of concurrent failure of said working
entity and said protection enfity;

logic configured to determine an entity cost of said plural-
ity of transport entity descriptors: and

logic configured to reselect said working entity and said
protection entity from said plurality of transport entity
descriptors upon a reselection event,

wherein said reselection event is selected from a group
consisting of adding an entity to said plurality of trans-
port entities, removing an entity from said plurality of
transport entities, an operational status change for one of
said plurality of transport entities. and a change in over-
all cost for one of said plurality of transport entities.

Ex. 1001, Cl. 14; POR, 48; Sur-reply, 6, 8-9
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“working entity” versus “protection entity”

Several MPLS-TP mechanisms exist to accomplish a sub-
50 ms node or span failure recovery by defining a second
transport entity, the protection entity, between the same end-
points as the original entity, the working entity, where the
working and protection entities do not share the span or nodes
against whose failure protection is required. When a failure is
detected at the working entity, the endpoints switch traffic to
the protection entity. Traffic recovery 1s expected to occur
within 50 ms of fault detection. These mechanisms rely on
proactive connectivity verification between the endpoints for
fast failure detection, and support both 1:1 and 1+1 protection
architectures.

Examples of such mechanisms can be found in IETF draft-
ietf-mpls-tp-linear- protuctlon IETE draft-zulr-mpls- Tp- -lin-
ear-protection-switching, and [TU-T G.8131 T-MPLS Linear
Protection. However, 111 netwc::-rk envlmnments where span or

i P | o= 11 bl bl 1 ™ FTRT Y FTUTR

Ex. 1001, 1:46-61; Sur-reply, 6-8
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“working entity” versus “protection entity”

Start
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Select an entity pair that minimizes a cost
function
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v

Select a working entity
320

A J

Select a protection entity
330

k4

Select an active entity from the working entity

and the protection entity
340

End

FIG. 3 1s a flowchart expanding on the entity selection
process as shown by block 230 (FIG. 2). An entity pair is
selected, as shown by block 310. The entity pair may be
selected based upon the overall cost function, as determined
above, as shown by block 220 (FIG. 2). Cost functions are
described further below. One entity of the entity pair may be
selected as a working entity, as shown by block 320. Simi-
larly, a protection entity may be selected from the entity pair,
as shown by block 330. An active entity may be selected from
the working entity and the protection entity, as shown by
block 340. The protection entity may be selected before the
working entity, or the working entity may be selected before
the protection entity. The active entity may be selected after
either or both the working entity and/or the protection entity
have been selected. It should be noted that entity pair rese-
lection, as triggered by a reselection event, may be substan-
fially similar to initial entity selection.

Ex. 1001, Fig. 3, 4:49-65; Sur-reply, 6-7
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“working entity” versus “protection entity”

32024, 3:04 PM draft-zuir-mpls-tpinear-protecion-switching-01
MPLS Working Group Haiyan Zhang
Internet Draft Huawei
Intended status: Standards Track Igor Umansky
Alcatel-Lucent

Han Li
China Mobile
Jeong-dong Ryoo

ETRI

Alessandro D' Alessandro
Telecem Italia

Expires: January 12, 2811 July 12, 2e1e

Linear Protection Switching in MPLS-TP
draft-zulr-mpls-tp-linear-protection-switching-81.txt

Abstract

This decument specifies a linear protecticn switching mechanism for
MPLS-TP. This mechanism supports 1+1 unidirectional/bidirectional

protection switching and 1:1 bidirectional protection switching. It
is purely supported by MPLS-TP data plane, and can work without any

control plane’ - 1:n architecture

This document is a product of a joint Internet Engineering Task Force
(IETF) / International Telecommunications Union Telecommunications

Standardization Sector (ITU-T) effort to include an MPLS Transport 1 a 4 ' x 3 :
Frofile within the IETF MFLS and PWE3 architectures to support the DEtalls -fDI thE 1' -n pIDtECtan EMtChlng EIChltEEtUIE wj‘-ll hE
capabilities and functicnalities of a packet transport network as

Getined by the ITU-T. provided in a future version of this draft.

Status of this Memo

;I};:il;;;g:ngzbfﬁt} Jjnzub:n:ltscc to IETF in full conformance with the EX. 1043' p.l; Sur'reply' 9

Internet-Drafts are working documents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that cother
groups may alsc distribute working documents as Internet-Drafts

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obscleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress™.

Zhang, et al. Expires January 12, 2811 [Fage 1]

hitps: et ir-mpis-tp-linear-protection-switching-01 27
Ex.1043 /IPR2023-00402 / Page 1 of 27
CISCO SYSTEMS, INC. v. ORCKIT CORPORATION
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“working entity” versus “protection entity”
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3.The Challenged Claims Are
Patentable
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The Challenged Claims Are Patentable

Grounds Claims Basis
#1 1-7,9-11, 13, and | 35 U.S.C. § 103 (Pre-AIA) over Doshi and
17-20 Guichard
#H2 8 and 12 35U.S.C. § 103 (Pre-AIA) over Doshi, Guichard,
and Huang
#3 14-16 35 U.S.C. § 103 (Pre-AIA) over Doshi, Guichard,
and Xu

Petition, 14
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The Challenged Claims Are Patentable

1. The “selection limitation” (“selecting an entity pair from said plurality of
transport entities based at least in part upon said overall cost”)

— Independent Claim 1 & all claims depending therefrom (2-13); independent Claim 17
& all claims depending therefrom (18-20)

2. The “reselection limitation” (“reselecting said entity pair from the group
consisting of said entity pair and a replacement entity pair ...”)

— All claims

3. The probability of “concurrent failure” limitation (“digital logic configured
to determine a probability of concurrent failure”)

— Independent Claim 14 & all claims depending therefrom (15-16)

4. Claims 2,13 & 18

POR, 26-27
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Doshi/Guichard Fail to Disclose the Selection Limitation

1. An entity selection method performed by a network
device, comprising the steps of:

providing a plurality of multi protocol label switching
(MPLS) transport entities between a first endpoint and a
second endpoint;

determining an overpll cost for each entity pair of said
plurality of entities;

selecting an entity pair from said plurality of transport
entities based at least in part upon said overall cost; and

if an entity pair reselection event occurs, reselecting said
entity pair from the group consisting of said entity pair
and a replacement entity pair comprising at least one
entity distinct from the entities of said entity pair,

wherein said entity pair reselection event is selected from a
group consisting of adding an entity to said plurality of
transport entities, removing an entity from said plurality
oftransport entities, an operational status change forone
of said plurality of transport entities, and a change in
overall cost for

one of said plurality of transport entities.

Ex. 1001, Cl. 1; POR, 27-28
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Doshi/Guichard Fail to Disclose the Selection Limitation

determining |an overall cost for each entity pair|0f said
plurality of entities; 1

selecting an entity pair trom said plurality|ot transport
entities based at least in part up0n|said overall cost;|and

Ex. 1001, Cl. 1; POR, 27-28
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Doshi/Guichard Fail to Disclose the Selection Limitation

A plurality of transport entities between a first endpoint
and a second endpoint are provided, as shown by block 210.
Fach possible entity pairing 1s examined for cost in turn,
starting with a first entity pair, as shown by block 215. An
overall cost for each pair of the plurality of transport entities
1s determined, as shown by block 220. The overall cost may
be determined based on the probability of simultaneous {fail-
ure of the working and protection entities (SFP), as described
below, the entity cost, or acombination of SFP and entity cost.
The entity cost may be defined as the sum of the link metrics,
for example IGP or TE metrics, along the entity. Three
embodiments of overall cost determination are described in

more detail below (FIGS. 4A, 4B and 4C).

Ex. 1001, 4:11-23; POR, 8-9; Sur-reply, 3-4
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Doshi/Guichard Fail to Disclose the Selection Limitation

69.  This 1s not what the *740 patent teaches. nor what claims 1 and 17
require. In contrast to Doshi, a POSITA reading and practicing claim 1 of the 821
patent would understand that in a network with K=10 entities there are 90
corresponding candidate path pairs to select from, assuming the order 1s not
interchangeable (1.e., treat pairs “AB” and “BA” as not mnterchangeable, or {A.B} #
{B.A}). Thus, in the "821 Patent, the number of N possible pairs of
primary/restoration paths in a network with K entities available to be paired 1s
N=K*(K-1). N 1s the number of pairs, K 1s the number of entities that can make up
the pairs, and K-1 the factor by which the number of available entities must be
multiplied to account for the fact that each of the K entities has K-1 potential
pairings (assunung it is the primary entity, each of the K entities can be paired with
each other entity in the plurality as a restoration entity). For K=10, N=90: thus, a
POSITA would understand that practicing claim 1 of the 821 patent provides nine
times the number of potential pairs to choose from as compared to Doshi’s method.

DEMONSTRATIVE EXHIBIT - NOT ' Ex. 2025, 91 69; POR, 30-31 ,
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Doshi/Guichard Fail to Disclose the Selection Limitation
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FIG. 11

DEMONSTRATIVE EXHIBIT - NOT

EVIDENCE

In the ‘821 Patent:

Number of pairs (“N”) is
computed is given by the
following formula based on
the number of paths (“K”):

N=K*(K-1)

For K=10 2 N =90
For K=3 2 N=6

But in Doshi:

Number of pairs is limited
to K, thus:

K=10 = N= 10 pairs

K=3 = N= 3 pairs

Ex. 1005, Fig. 11; POR, 28-30; Sur-reply, 11-12
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Doshi/Guichard Fail to Disclose the Selection Limitation
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In the ‘821 Patent:

Number of pairs (“N”) is
computed is given by the
following formula based on
the number of paths (“K”):

N=K*(K-1)

For K=10 2 N =90
For K=3 2 N=6

But in Doshi:

Number of pairs is limited
to K or L, thus:
K(&L<K)—=> N=KorN=L
Thus, N=10 or N = 3 pairs

Ex. 1005, Fig. 11; POR, 32-33
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Doshi/Guichard Fail to Disclose the Reselection Limitation

1. An entity selection method performed by a network
device, comprising the steps of:

providing a plurality of multi protocol label switching
(MPLS) transport entities between a first endpoint and a
second endpoint;

determining an overpll cost for each entity pair of said
plurality of entities;

selecting an entity pair from said plurality of transport
entities based at least in part upon said overall cost; and

if an entity pair reselection event occurs, reselecting said
entity pair from the group consisting of said entity pair
and a replacement entity pair comprising at least one
entity distinct from the entities of said entity pair,

wherein said entity pair reselection event is selected from a
group consisting of adding an entity to said plurality of
transport entities, removing an entity from said plurality
oftransport entities, an operational status change forone
of said plurality of transport entities, and a change in
overall cost for

one of said plurality of transport entities.

Ex. 1001, Cl. 1; POR, 34
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Doshi/Guichard Fail to Disclose the Reselection Limitation

[ndisputably, Guichard does mot disclose the use of entity pairs or of a
protection entity; and Doshi does not disclose reoptimization of either an entity pair
or of a protection entity. Petitioner’s challenge based on Guichard and Doshi thus
rests on two steps: first, combining Guichard’s primary path reoptimization with
Doshi’s entity pair to produce a system in which the primary path 1s reoptimized,
and, second, adapting this combination to practice reoptimization of both a primary
path (as disclosed in Guichard) and a protection path (which 1s not disclosed in either

Doshi or Guichard).

POR, 35; Ex. 2025, 9] 83-84.
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

Reoptimizing a Traffic Engineering LSP

Network state keeps changing. Links and nodes fail and recover; new TE LSPs are set up while
others may be torn down. Consequently, for any TE LSP, a more optimal path may appear in the
network. It is then highly desirable to detect the existence of such a path and reoptimize a TE LSP
along a better path when it becomes available. Consider the example shown in Figure 2-15.

Ex. 1006, p. 79; Petition, 20-21
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

All links have a IGP metric of 1 and an initial reservable bandwidth of 10M
{except link R4-R5 which has 15M).
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

After you have determined the network recovery objectives, you should evaluate the various
available network recovery mechanisms while keeping in mind various criteria. The
convergence time is obviously the first one that comes to mind. How much time is required to
reroute the traffic upon a network element failure? This is clearly a critical aspect to consider,
but certainly not the only one. The following are a few other important aspects:

® The scope of recovery—Determines whether the recovery mechanism can handle link
failure, Shared Risk Link Group (SRLG) failure, or node failure. As a reminder, the
concept of SRLG relates to the notion of multiple links sharing a common resource whose
failure would provoke all the links to fail simultaneously. For example, consider the case
of multiple links routed across the same fiber. A fiber cut would imply the failure of all the
links. We say that they share the same SRLG.

® QoS during failure— Does the alternate path (usually called a backup path) provide an
equivalent QoS?

® Network overhead—This relates to the number of extra state required in the network by
the recovery mechanism.

Cost—There is a very wide range of network recovery mechanisms whose costs vary by
several orders of magnitude. For instance, an optical 1+1 protection mechanism, although
very efficient in terms of rerouting time and QoS along the backup path, requires
additional equipment for the traffic replication and some extra bandwidth dedicated to
protection (actually as much bandwidth as the protected bandwidth). On the other hand,
other recovery mechanisms such as IP are usually cheaper both in terms of extra
equipment and network resources (of course, they may not provide the same level of
performance).

® Network stability — Does the network recovery under some circumstances (such as when
very fast recovery is required) potentially lead to network instability when faced with
frequent path changes?

This list is not meant to be exhaustive. It simply provides some of the most important aspects
to evaluate when considering a network recovery mechanism. These different aspects are
illustrated throughout this book in the various case studies.

In some cases, it might be desirable to elect to use a combination of recovery mechanisms,
although such an option requires some extra care to avoid race conditions between recovery
mechanisms and double protection, which may lead to a lack of optimality in terms of backup
resources. For instance, a common approach consists of combining SONET protection with
fine-tuning Interior Gateway Protocol (IGP) rerouting.

Ex. 2028, p. 96; POR, 21; Sur-reply, 13-14
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

Protection Versus Restoration

There are actually two families of network recovery mechanisms— protection and restoration.
A protection mechanism relies on the precomputation {(and signaling ) of a backup (alternate)
path before any failure. In contrast, a restoration mechanism requires the computation of the

backup path only alter the failure has occurred; in other words, the backup path 1s computed on
the fly. In terms of convergence time, protection mechanisms are usually faster but also require
more network overhead because exira state is required.

Ex. 2028, p. 96-97; Sur-reply, 14
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

Publication Classification

(51) Imt, CL
Goal 11700 (2006.01)

(52) USe €l oo 370/216
(57) ABSTRACT

A resilient load balancing method uses fixed paths and a fixed
path-sphitting strategv to enable ingress routers to efficiently
reroute traflic after a failure. An off-line management system
computes a set of fixed paths and a set of sphitting ratios for
routing demand from ingress routers to egress routers, with
sufficient capacity to meet demands under each failure sce-
nario. That data 1s then used by the ingress router to reroute

demand after observing a failure.
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

[0030] In the most general sense. the present disclosure
considers path protection and traffic engineering together to
develop an optimal failure recovery plan. This is in contrast to
most existing methods which consider them separately. The
fast failure-recovery mechanism disclosed herein offers
nearly optimal load balancing while using a static set of paths.
Multipath routing between each pair of ingress and egress
routers is utilized. Such end-to-end routing has several ben-
efits. F'irst, these routes do not need to change when a failure
is detected, which saves time, reduces overhead., and
improves path stability. Second, end-to-end load balancing
spreads the traffic in the network more effectively than local
rerouting. Third, 1t enables taster recovery and lower protocol
overhead than conventional link-state routing protocols, like
Open Shortest Path First (OSPF), which not only rely on
flooding link-state advertisements and re-computing shortest
paths but also suffer from transient forwarding loops. A fourth
benefit 1s the solution’s simphicity; most of the functionality 1s
incorporated in the Network-Management Software (NMS)
rather than the network elements. The NMS is responsible for
selecting the end-to-end paths and calculating the path-split-
ting parameters for each router. The solution has a minimalist
control plane, used only for failure detection, which leads
naturally to a simpler network where smart, expensive routers
are replaced with cheaper routers and/or switches with a
limited feature set.
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No Reason to Create or Adapt the Doshi/Guichard Combination to Practice

Reselection

[0049] The set of failure scenarios S 1s a well defined “set™
of “subsets” of links or nodes that are modeled for network
restoration and resulting network availability. That is, these
subsets of links and nodes are the deterministic failures that
we want to assess how the network responds against. Of
course, any subset has a non-zero probability of simultaneous
failure, but because of the monstrous size of “all™ subsets, for
practicality the set 1s usually restricted to the most probable.
The most probable are typically potential single upper layer
failures (the individual links and nodes (singleton sets)) and
1in addition potential failure of a single link or node 1n a lower
layer network. Because multiple links at the upper layer net-
work of interest can route over a single lower layer link, a
lower layer failures causes simultaneous failure of multiple
upper layer links. Such groups of links are sometimes called
“shared nsk groups.”
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Reselection

[0056] The capability of the underlying routers, in part,
determines the optimization problem the NMS solves. Onone
extreme, the network can support an optimal configuration of
paths and splitting ratios for every network failure scenario s
& S. While not scalable in practice, the solution to this opti-
mization problem serves as a performance baseline and as a
way to compute a suitable set of paths P, for each demand d.
A more practical alternative. however, can comprise each
ingress router U, storing splitting ratios for every detectable
failure o € O . After observing the path failure(s), router u,,
can switch to the new splitting configuration for the remain-
ing paths. Alternatively, a single splitting configuration can be
used across all failures. In this approach, router u, simply
renormalizes the splitting percentages for the active paths.

[0057] Algorithms for three scenarios to be solved by the
NMS are discussed. Several of the optimization problems are
NP-hard (as proven in the Appendix), and resolved with heu-
ristics (presented later in the disclosure) that achieve nearly
optimal performance in practice.

Ex. 1025 [Xu], [0056]-[0057]; POR, 43
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Reselection

[0010] In contrast to the level of protection provided by
SONET, a typical mesh network provides a “path redial”
protection scheme. That is, the call setup process for a
connection is automatically re-initiated in the event of a
failure. More particularly, when a fault is discovered in a
single link between two nodes along a path between a source
and a destination, the source node of the connection using
the path determines an alternate path through the network
and switches the traffic that was using the connection to the
alternate path. The alternate path is chosen to avoid use of
the faulty link.

[0011] When considering the granularity of choice of
protection schemes that a network service provider may
offer to customers, the SONET 1:1 protection scheme may
be considered to be the best, though at a cost. The path redial
protection scheme may be seen to be less desirable, as there
are circumstances where a backup path may not be available
and the time required to determine a backup path may be
significant when compared to the SONET protection
scheme. In summary then, the SONET 1:1 protection
scheme may be considered to be a “platinum”™ level of
protection service, the path redial protection scheme may be
considered to be a “silver” level of protection service and no
protection at all may be considered to be a “bronze™ level of
protection. It would then be in the best interest of network
service providers if there were a “gold” level of protection
service that could be offered to customers.
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Reselection

[0012] When considering the qualities of such a “gold”
level of service protection, it would be preferable to have a
taster switching time than path redial and better use of the
reserved protection bandwidth than SONET. It would also
be desirable that the “gold”™ level ol service protection is
interoperable with LDP and/or CR-LDP protocols.

[0013] The “gold™ level of service protection should have
support for maintenance switching, i.e., switching to avoid
a node taken out of service for planned maintenance. For
support by this “gold” level of service protection, the
maintenance switching should be deterministic and indepen-
dent of maintenance elsewhere in the network. That is, the
route that any working traffic will take around a node taken
out of service for planned maintenance should be known
ahead of time so as to avoid maintenance taking place at
other nodes.

[0014] The “gold” level of service protection should also
have an ability to protect any single link failure. Addition-
ally, the “gold” level of service protection should be
arranged such that the network size 15 not himited by the
signaling channel bandwidth. For example, the use of bytes
K1 and K2 in the line overhead for automatic protection
switching in SONET is known to limit the size of SONET
rings to 16 nodes.

Ex. 1007 Huang], [0010], [0011]; POR, 43
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14. A system for selecting entities within an MPLS net-
work, comprising:

a data structure comprising a plurality of transport entity
descriptors;

an entity protection switch configured to switch between a
working entity and a protection entity; and

digital logic configured to select said working entity and
said protection entity from said plurality of transport
entity descriptors, comprising: logic configured to deter-
mine a probability of concurrent failure of said working
entity and said protection entity;

logic configured to determine an entity cost of said plural-
ity of transport entity descriptors: and

logic configured to reselect said working entity and said
protection entity from said plurality of transport entity
descriptors upon a reselection event,

wherein said reselection event 1s selected from a group
consisting of adding an entity to said plurality of trans-
port entities, removing an entity from said plurality of
transport entities, an operational status change for one of
said plurality of transport entities. and a change in over-
all cost for one of said plurality of transport entities.

Ex. 1001, Cl. 1; POR, 47-48
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restoration capacity. Normally the exira capacity is sized for
recovering from only a single failure at a given time in the
network. This is due to the fact that the probability of
occurrence of more than one failure during the time interval
required to repair a failure is very insignificant, and therefore
most of the time 1t 1s sullicient to cover just a single network
failure. This also provides opportunity to share restoration
capacity between disjoint network failures. To understand
sharing, realize that if two primary paths carrying tratfic are
routed disjointly, then a failure affecting one of them will not
altect the other. Now, 1 the corresponding protection paths
are routed such that they share common links then the
restoration capacity on those links can be shared for restor-
ing trafhic between any failures along their primary routes. In
general, sharing can be achieved by:

Ex. 1005, [0040]; Petition, 81; POR, 49
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Ex. 1005, Fig. 11; Reply, 23-24; Sur-reply, 19
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[0005] Inaccordance with a first aspect of the disclosure, a
method 15 provided for balancing load in a network after
failure of a link. The network includes a plurality of intercon-
nected vertices and edges e € E and a set of traffic demands d
& D. Each demand d defines a flow regquirement h; from an

ingress router u,to an egress router v . The network addition-
ally includes a set of failure states s,

Ex. 1025 [Xu], [0005]; Sur-reply, 19-20
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[0002] Distributed computing networks, such as the Inter-
net, comprise a vast number of routers and links connecting
Network Access Devices (NADs). Routers are the electronic
devices used to connect NADs to each other, or more likely to
private or public networks. Links are the medium used to
make the connection between routers, and ultimately users of
a network. Examples of links are Ethernet cable, coaxial
cable, Digital Subscriber Line, fiber-optic cable and a plural-
ity of wireless technologies, just to name a few. The arrange-
ment of routers and links, combined with support technolo-
gies and hardware, allows almost any machine (e.g. client,
server, elc.) to access any machine in the same network, The
exact path that a network communication session takes, 1.e.
the specific routers and links traversed. 1s flexible and may be
determined by the Network Management System (NMS). and
chosen depending on a vanety of conditions, including prox-
imity, availability and speed.

Ex. 1025 [Xu], [0002]; Sur-reply, 20
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[0006] Al an mgress router u, rallic 15 routed by automati-
cally balancing trafhic load over a predefined set of paths P,
[rom the ingress router u, 1o the egress rouler v according 1o
a set of spliting ratios « ”. Each sphtting ratio defines a
fractionof the demands d 1o be transmitted over a path pofthe
set of paths I; 1n a case of a detectable faillure stale o corre-
sponding 1o a subset of a set of modeled failure states s. The
sel of modeled failure states are states that cause at least one
path p ol the predelined set of paths P, 1w fml, The set ol
modeled failure states includes a no-failure state in which the

network has no fatlures. Each modeled failure state has at
least a predetermined probability of occurrence.

[IHIHH] The method | may also include pre-compuling, in an
nJl line management system, the paths P, and splitting ratios
“. The step of pre- -c'nmputmg the fixed palhw P may com-
prh:, aobtaining an optimal flow on each edge for all modeled
[anlure states s; and using a decomposition dl_E.LHTJ[IllI'I o com-
pule the corresponding lixed paths P through the network.

Ex. 1025 [Xu], [0006], [0008]; POR, 52
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[0030] In the most general sense, the present disclosure
considers path protection and traffic engineering together to
develop an optimal lailure recovery plan. This is in conlrast (o
most existing methods which consider them separatelv. The
fast failure-recovery mechanism disclosed herein offers
nearly optimal load balancing while using a static set of paths.
Multipath routing between each pair ol ingress and egress
routers 15 ulilized. Such end-to-end routing has several ben-
efits, First, these routes do not need to change when a fanlure
15 detected, which saves tume, reduces overhead, and
improves path stability. Second, end-to-end load balancing
spreads the traflic in the network more effectively than local
rerouting. Third, itenables Faster recovery and lower protocol
overhead than conventhonal hink-state routing protocols, hke
Open Shortest Path First (OSPF), which not only rely on
Hooding link-state advertisements and re-computing shortest
paths but also sulfer from transient forwarding loops. A fourth
benefit is the solution’s simplicity: most of the functionality is
incorporated in the Network-Management Software (NMS)
rather than the network elements. The NMS is responsible for
selecting the end-to-end paths and calculating the path-split-
ting parameters for each router. The solution has a minimalist
control plane, used only for farlure detecthion, which leads
naturally to a simpler network where smart., expensive routers
are replaced with cheaper routers and/or switches with a
limited leture set,

Ex. 1025 [Xu], [0030]; POR, 52
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[0035] The network architecture of the present disclosure
uses multiple paths between each ingress-egress router pairin
the network. Using pre-established end-to-end paths allows
fast failure recovery as the ingress router can shift the load
away from the failed paths. avoiding dynamic path recalcu-
lation. Using multiple paths also allows the ingress router to
balance the load in the network which helps to reduce net-
waork traltlic congestion. By utilizing this architecture, the
ingress router has a simple static configuration that deter-
mines the traffic-splitting ratios among the available paths,
while intermediate routers merely forward packets over pre-
established paths. As a result. the router i1s a much simpler
device that does not need to collect congestion feedback,
participate in a routing protocol. interact with the manage-
ment sysiem upon failure detection, or solve any compuia-
tionally difficult problems.

Ex. 1025 [Xu], [0035]; POR, 52
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[0049] The set of failure scenarios S 1s a well defined “set™
of “subsets” of links or nodes that are modeled for network
restoration and resulting network availability. That is, these
subsets of links and nodes are the deterministic failures that
we want to assess how the network responds against. Of
course, any subset has a non-zero probability of simultaneous
failure, but because of the monstrous size of “all™ subsets, for
practicality the set 1s usually restricted to the most probable.
The most probable are typically potential single upper layer
failures (the individual links and nodes (singleton sets)) and
1in addition potential failure of a single link or node 1n a lower
layer network. Because multiple links at the upper layer net-
work of interest can route over a single lower layer link, a
lower layer failures causes simultaneous failure of multiple
upper layer links. Such groups of links are sometimes called
“shared nsk groups.”

Ex. 1025 [Xu], [0049]; POR, 53-54; Sur-reply, 21
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Ex. 1025 [Xu], Fig. 1; Reply, 26
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Ex. 1025 [Xu], Fig. 1; POR, 24-25
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Claims 2 and 18

2. The method of claim 1, wherein said step of selecting an
entity pair further comprises:

selecting a working entity from said entity pair; and

selecting a protection entity from said entity pair.

18. The non-transitory computer readable media of claim
17, wherein said step of selecting an entity pair further com-
prises:

selecting a working entity from said plurality of transport

entities;

selecting a protection entity from said plurality of transport

entities; and

selecting an active entity from the set consisting of said

working entity and said protection entity.

Ex. 1001 Cl. 2, 18
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Claims 2 and 18
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POR, 56

DEMONSTRATIVE EXHIBIT - NOT
EVIDENCE Orckit Ex. 2037, Cisco Systems et al. v. Orckit, IPR2023-00402, Slide 72 of 73



Claim 13

13. The method of claim 1, further comprising the step of:

if said entity pair reselection results in both working and
protection entities being replaced, sequentially replac-
ing said working entity and said protection entity.

Reliance on background knowledge of a POSITA to supply a missing limitation
“should generally only be done when ‘the [missing] limitation in question [is]
unusually simple and the technology particularly straightforward” and that
“references to common sense ‘cannot be used as a wholesale substitute for

reasoned analysis and evidentiary support.’”
Koninklijke Philips N.V. v. Google LLC, 948 F.3d 1330, 1338 (Fed.
Cir. 2020) (quoting Arendi, 832 F.3d at 1361-1362)

POR, 57-58

“Absent some articulated rationale, a finding that a combination
of prior art would have been ‘common sense’ or ‘intuitive’ is no
different than merely stating the combination ‘would have been

obvious.’” ,
In re Van Os, 844 F.3d 1359, 1361 (Fed. Cir. 2017)

POR, 59
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