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(57) ABSTRACT

A data storage system including a primary data storage
device and a backup data storage device stores data with
enhanced performance. The primary data storage device has
a primary data storage device memory for holding data, and
the backup data storage device has a backup volatile
memory, a backup non-volatile memory, and a processor.
The backup storage device processor causes a copy of data
provided to the primary data storage device to be provided
to the backup data storage device volatile memory, and in
the event of a power interruption moves the data from the
backup volatile memory to the backup non-volatile memory.
In such a manner, data stored at the backup data storage
device is not lost in the event of a power interruption. The
backup data storage device further includes a backup power
source such as a capacitor, a battery, or any other suitable
power source, and upon detection of a power interruption,
switches to the backup power source and receives power
from the backup power source while moving the data from
the backup volatile memory to the backup non-volatile
memory.

250

RECEIVE DATA TO BE STORED J
FROM APPLICATION

A

254

SEND COMMAND TO BACKUP
DEVICE TO STORE DATA J

»
>
\

NO

RECEIVE
ACKNOWLEDGEMENT

258

262

REPORT TO APPLICATION THAT
DATAIS STORED

\

A

ANALYZE PHYSICAL ADDRESS(ES) 266
OF DATA AND RE-ORDER DATA, AND
ANY OTHER DATA PRESENT, BASED

ON PHYSICAL ADDRESS(ES)

A

A

_/

2

WRITE DATA TO STORAGE DEVICE J
2

_/

VERIFY DATA HAS BEEN WRITTEN
TO THE STORAGE DEVICE MEDIA

A

278

REMOVE DATA FROM BACKUP DEVICE

Petitioners
Ex. 1025, p. 1



Patent Application Publication Apr. 13,2006 Sheet 1 of 14

APPLICATION

f104

f 108
NAS

FIG.1

US 2006/0080515 A1l

APPLICATION

f104

100

NAS

IIOS

Petitioners
Ex. 1025, p. 2



Patent Application Publication Apr. 13,2006 Sheet 2 of 14

US 2006/0080515 A1l

108

vl

NETWORK ATTACHED STORAGE

NETWORK INTERFACE ""\\\

OPERATING

SYSTEM
120

MEMORY

124

BUS

<

-

STORAGE
DEVICE(S)

STORAGE
CONTROLLER

BACKUP
DEVICE(S)

112

\\E_,128

FIG.2

) ( (
136 / \132 \140

Petitioners
Ex. 1025, p. 3



Patent Application Publication Apr. 13,2006 Sheet 3 of 14 US 2006/0080515 A1

132

STORAGE
CONTROLLER

W

140

< 3US
k STORAGE DEVICE
WRITE-BACK
CACHE
148 J
FIG.3

144

BACKUP J
DEVICE

Petitioners
Ex. 1025, p. 4



Patent Application Publication Apr. 13,2006 Sheet 4 of 14 US

156

160

152

|

2006/0080515 A1

144

BACKUP DEVICE

INTERFACE

/

————| PROCESSOR

RN

VOLATILE NON-
— MEMORY VOLATILE
MEMORY
\

POWER
SUPPLY

\_

J

— 168

\\\“~——164

FIG.4

Petitioners
Ex. 1025, p. 5



Patent Application Publication Apr. 13,2006 Sheet 5 of 14 US 2006/0080515 A1

176 210 194 218 190

[~ N | /\/
I N—

STPRE
cap CRE NRND FLASH NAND FLAS

at J
184 C
- PROCESSOR N
/\\ B ] ﬁE?V [ | SDREM BDRAM
180 | cHERGER Cyggé &8 |
~ HHHHHH T
202 ~— —
206 172
186
FIG.5
Petitioners

Ex. 1025, p. 6



Patent Application Publication Apr. 13,2006 Sheet 6 of 14 US 2006/0080515 A1

250

RECEIVE DATA TO BE STORED J
FROM APPLICATION

l' 254

SEND COMMAND TO BACKUP J
DEVICE TO STORE DATA

258

RECEIVE
ACKNOWLEDGEMENT

NO

262

\

REPORT TO APPLICATION THAT
DATA IS STORED

!

ANALYZE PHYSICAL ADDRESS(ES) 266
OF DATA AND RE-ORDER DATA, AND
ANY OTHER DATA PRESENT, BASED

ON PHYSICAL ADDRESS(ES)

!

WRITE DATA TO STORAGE DEVICE

!

VERIFY DATA HAS BEEN WRITTEN
TO THE STORAGE DEVICE MEDIA

] -

REMOVE DATA FROM BACKUP DEVICE

S

N

NN

\

FIG.6

Petitioners
Ex. 1025, p. 7



Patent Application Publication Apr. 13,2006 Sheet 7 of 14 US 2006/0080515 A1

300
POWER ON |/
v
LOAD PROCESSOR OPERATING| 304
INSTRUCTIONS FROMPROM |/
v 308
BEGIN CHARGING CAPACITORS|
v
INITIALIZE, TEST, AND ZERO 312
SDRAM |/
v
CHECK NVRAM STATUS IN 316
EEPROM |/
320 354
IS NVRAM
VALID? UPDATE EEPROM STATISTICS
328
TRANSFER NVRAM TO SDRAM |~
332 v
A MARK SDRAM VALID <
336
CAPACITORS
CHARGED ?
340
ENABLE WRITES _/
v 344
ENABLE SDRAM TO NVRAM
TRANSFER ‘/
v 348
MARK NVRAM AS INVALID IN
EEPROM ~/

352

Con D7

Petitioners
Ex. 1025, p. 8



Patent Application Publication Apr. 13,2006 Sheet 8 of 14 US 2006/0080515 A1

1 RESET | 388

YES
IS SDRAM VALID ?

NO 364

INITIALIZE, TEST, AND ZERO |/ NO (392

356

IS SDRAM-NVRAM
XFER IN PROGRESS?

YES
360

SDRAM
¢ 368

ABORT SDRAM TO
CHECK NVRAM STATUS IN J NVRAM TRANSFER
384 EEPROM

372

IS NVRAM VALID ?
376

NO

380  [LUPDATE EEPROM STATISTICS ;:/7
4\F| MARK SDRAMVALID |«

(

TRANSFER NVRAM
TO SDRAM

396
CAPACITORS
CHARGED ?
VES 400
ENABLE WRITES |~/
| ¢ 404
[ ENABLE SDRAM TO NVRAM
¢ 408
MARK NVRAM AS INVALD N 1"
EEPROM

v 412
< READY )J

FIG.8

Petitioners
Ex. 1025, p. 9



Patent Application Publication Apr. 13,2006 Sheet 9 of 14 US 2006/0080515 A1
| YES 424
READ DESCRIPTOR POINTER FIFO AND 428
LOAD DESCRIPTOR BASE ADDRESS
v
ASSERT BUS REQUEST 432
BUS GRANTED? 436
READ DESCRIPTOR AND WRITE 440
DESCRIPTOR DATA TO LOCAL RAM 448 452
444 INCREMENT BAD GENERATE BAD
NO | DESCRIPTOR DESCRIPTOR
COUNTIN INTERRUPT
260 T EEPROM :
DECODE COMMAND TYPE 496
468 (" HALTPROCESSOR )
464
SRC=HOST TRANSFER FROM HOST
DEST=SDRAM MEMORY TO SDRAM
72 476
SRC=SDRAM TRANSFER FROM SDRAM /j 04
DEST=HOST TO HOST MEMORY GENERATE
UNKNOWN ERROR
480 84 INTERRUPT
SRC=SDRAM TRANSFER FROM SDRAM
DEST=NVRAM TO NVRAM
492
488 s~
SRC=NVRAM TRANSFER FROM NVRAM
DEST=SDRAM TO SDRAM
500
496
SDRAM SEND SDRAM
INITIALIZATION INITIALIZATION CYCLES
FIG.9
Petitioners

Ex. 1025, p. 10



Patent Application Publication Apr. 13,2006 Sheet 10 of 14

512

532

US 2006/0080515 A1l

468
C TRANSFER FROM HOST )J
MEMORY TO SDRAM
‘ 508
ASSERT BUS REQUEST ~/
<
BUS GRANT ? NO
YES 516
READ DATA FROM J
HOST MEMORY
‘ 520
WRITE DATA TO SDRAM J
‘ 524
GENERATE CRC VALUE J
# 528
ASSERT BUS REQUEST J

CALCULATE DESCRIPTOR |~
CRC RESULT ADDRESS
1 540
STORE CRC RESULT AND |
DESCRIPTOR STATUS
FIG.10

Petitioners
Ex. 1025, p. 11



Patent Application Publication Apr. 13,2006 Sheet 11 of 14 US 2006/0080515 A1
476
C TRANSFER FROM SDRAM }/
TOH T MEMORY
O HOS 0 544
SET SDRAM WRITE ADDRESS ~/
‘ 548
READ SDRAM DATA ~/
* 552
WRITE DATATO INTFFIFO |/~
AND GENERATE CRC
+ 556
ASSERT BUS REQUEST ~/
<
560
BUS GRANT ? _NO_
YES 564
READ DATA FROM INTF FIFQ, J
WRITE DATATOB
* O BUS 548
ASSERT BUS REQUEST J
<
572
BUS GRANT ? NO
YES 576
CALCULATE DESCRIPTORCRC |/
RESULT ADDRESS
# 580
STORE CRC RESULT AND J
DESCRIPTOR STATUS
FIG.11

Petitioners

Ex. 1025, p. 12



Patent Application Publication Apr. 13,2006 Sheet 12 of 14 US 2006/0080515 A1

TRANSFER FROM
SDRAM TO NVRAM sga
484 v

INTIALIZE NVRAM BLOCK |~ 664

ERASE ADDRE
S ¥ 59 588 \ MARK NVRAM

SEND NVRAM BLOCK |/ 668 AS \fUD
ERASE COMMAND \

ASSERT BUS
Or REQUEST
BLOCK ERASE DONE ? V
VES 596

SET SDRAM READ ADDRESS; | 477

g INITIALIZE CRC 600 T

¥ 676 \
DESCRIPTOR

READ SDRAM DATA F/604 P

v ADDRESS
WRITE DATATOINTFFIFO, |~ 680\ h

GENERiTE CRC 608 STORE CRC

RESULT AND
SEND NVRAM PAGE WRITE CMD |‘/61 5 DESCRIPTOR

v STATUS
READ DATA FROM INTF FIFO RAM; __/
WRITE DATA TO NVRAM PAGE RAM | @

592

NO

YES

616

660 "ARK NVRAM
\_| TRANSFER
ADDRESS

656 4 NO

NO 624

SET SDRAM READ ADDRESS;
INITIALIZE CRC

v

/J READ SDRAM DATA |
v

628/~’ WRITE DATA TO INTF FIFO |

PAGE BURST DONE ?
620

NVRAM WRITE DONE ?

\_| MARK BLOCK
AS BAD IN PAGE

632/4SEND NVRAM PAGE READ CMD)

636 READ DATA FROM INTF FIFO

64 0/ AND FROM NVRAM PAGE RAM

644

INCREMENT
648 \ BAD BLOCK |«

COUNT FIG.12

?
COMPARE OK 1 VES

Petitioners
Ex. 1025, p. 13



Patent Application Publication Apr. 13,2006 Sheet 13 of 14 US 2006/0080515 A1

492
C TRANSFER FROM )J
NVRAM TO SDRAM
f S 684
SET NVRAM READ ADDRESS —"
7 688
SEND NVRAMPAGE |/
READ COMMAND

y

692
READ DATA FROM NVRAM J
PAGE RAM; WRITE DATATO

INTF FIFO
‘ 696
SET SDRAM WRITE ADDRESS; \/
INITIALIZE CRC
# 700
READ DATA FROM INTF FIFO J
AND GENERATE CRC VALUES
‘ 704
ASSERT BUS REQUEST J
¢
708
BUS GRANT ? &
YES 712
CALCULATE DESCRIPTOR CRC|__"
RESULT ADDRESS
* 716
STORE CRC RESULT AND J
DESCRIPTOR STATUS
FIG.13

Petitioners
Ex. 1025, p. 14



Patent Application Publication Apr. 13,2006 Sheet 14 of 14 US 2006/0080515 A1

POWER FAIL DETECT ) 760 764\ 3 780\ 812
i [ INITFLASHBLOCK SETSDRAMREAD | | [ SET SDRAMREAD
720 3 robATC ERASE ADDRESS ADDRESS BURST ADDRESS BURST
1 powerswITeH | | T—% LEN ROTATE LEN ROTATE
724 TO CAPS SEND FLASHBLOCK AMOUNT BYTE AMOUNT BYTE
T ERASE COMMAND ENABLES ENABLES
ABORT CURRENT INIT CRC INIT CRC 816
- y ¥
728 AE%%QE?%%Eﬁtl N\ START READ OF STARTREADOF |/
T SDRAM DATA SDRNfDAmA 820
v
INCREMENT
DATAWRITTENTO W“AWHHENWD/)
,] POWERFAL ) INTF FIFO INTFFIFO  [824
732| COUNTERIN INCREMENT BLOCK GENERATE CRC ¥ )
EEPROM ERASE ADDRESS SEND FLASH PAGE
VALUES DURING READ COMMAND 828
WRITE TO FIFO —
v DATAREAD FROM | 4
PAGE BURST LEN = INTF FIFO
512 DATAREAD FROM
SEND FLAGH PAGE| | LFLASHPAGE RAM
INCREMENTBAD WRITE COMMAND | | 832
NO " IS VCAP > COMPARE
VCAP_MIN? BLOCK COUNT IN //) NO~_DATA OK?
758 EEPROM 796
7 800\
START LED BLINK PAGE BURSTLEN = DATAREAD FROM
INTF FIFO
7§f DATAWRITE TO
NVRAM STATUS IS FLASH PAGE RAM
Lol  BADVCAP 804 UPDATE XFER
IN XFER ADDRESS (XFER
BURST DONE? ADDRESS += PAGE
L[ NVRAMSTATUS IS MARK FLASH BURSTLEN)
| DISABLED XFER BL(F)LCAKS ﬁSP /Iiglé IN UPDATE XFER
740 LENGTH (XFER
NVRAMSTATUSIS ) | | (ADDRESS 524) 10
LENGTH += PAGE
BAD BLOCK MAX 7
. BURST LEN)
856 [ UPDATE FLASH
XFER ADDRESS
(XFER ADDRESS += XFER
A PAGEBURSTLEN) LENGTH==0?
852 — 868 872
- [INEEPROM MARK HALT AND POWER ) [INEEPROM INCR NVRAM
~1 NVRAM INVALID DOWN COPY COUNT & STOP LED
¥
FIG.14 744 748 (I e ==~y
Bzg NVRAM VALID

Petitioners
Ex. 1025, p. 15



US 2006/0080515 Al

NON-VOLATILE MEMORY BACKUP FOR
NETWORK STORAGE SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to non-volatile data
backup in a storage system, and, more specifically, to a data
backup device utilizing volatile memory and non-volatile
memory.

BACKGROUND OF THE INVENTION

[0002] Data storage systems are used in numerous appli-
cations and have widely varying complexity related to the
application storing the data, the amount of data required to
be stored, and numerous other factors. A common require-
ment is that the data storage system securely store data,
meaning that stored data will not be lost in the event of a
power loss or other failure of the storage system. In fact,
many applications store data at primary data storage systems
and this data is then backed-up, or archived, at predeter-
mined time intervals in order to provide additional levels of
data security.

[0003] In many applications, a key measure of perfor-
mance is the amount of time the storage system takes to store
data sent to it from a host computer. Generally, when storing
data, a host computer will send a write command, including
data to be written, to the storage system. The storage system
will store the data and report to the host computer that the
data has been stored. The host computer generally keeps the
write command open, or in a “pending” state, until the
storage system reports that the data has been stored, at which
point the host computer will close the write command. This
is done so that the host computer retains the data to be
written until the storage system has stored the data. In this
manner, data is kept secure and in the event of an error in the
storage system, the host computer retains the data and may
attempt to issue another write command.

[0004] When a host computer issues a write command,
overhead within the computer is consumed while waiting for
the storage system to report that the write is complete. This
is because the host computer dedicates a portion of memory
to the data being stored, and because the host computer uses
computing resources to monitor the write command. The
amount of time required for the storage system to write data
depends on a number of factors, including the amount of
read/write operations pending when the write command was
received, and the latency of the storage devices used by the
storage system. Some applications utilize methods of reduc-
ing the amount of time required for the storage system to
report that the write command is complete, such as, for
example, utilizing a write back cache which reports that a
write command is complete before that data is written to the
media in the storage system. While this increases the per-
formance of the storage system, if there is a failure within
the storage system prior to the data being written to the
media, the data may be lost.

SUMMARY OF THE INVENTION

[0005] The present invention has recognized that a sig-
nificant amount of resources may be consumed in perform-
ing write operations to write data to a data storage device
within a data storage system. The resources consumed in
such operations may be computing resources associated with
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a host computer, or other applications, which utilize the data
storage system to store data. Computing resources associ-
ated with the host computer may be underutilized when the
host computer is waiting to receive an acknowledgment that
the data has been written to the storage device. This wait
time is a result of the speed and efficiency with which the
data storage system stores data.

[0006] The present invention increases resource utilization
when storing data at a storage system by reducing the
amount of time a host computer waits to receive an acknowl-
edgment that data has been stored by increasing the speed
and efficiency of data storage in a data storage system.
Consequently, in a computing system utilizing the present
invention, host computing resources are preserved, thus
enhancing the efficiency of the computing system.

[0007] In one embodiment, the present invention provides
a data storage system comprising (a) a first data storage
device including a first data storage device memory for
holding data, (b) a second data storage device including (i)
a second data storage device volatile memory, (ii) a second
data storage device non-volatile memory, and (iii) a proces-
sor for causing a copy of data provided to the first data
storage device to be provided to the second data storage
device volatile memory, and in the event of a power inter-
ruption moving the data from the second data storage device
volatile memory to the second data storage device non-
volatile memory. In such a manner, data stored at the second
data storage device is not lost in the event of a power
interruption.

[0008] The first data storage device, in an embodiment
comprises at least one hard disk drive having an enabled
volatile write-back cache and a storage media capable
storing data. The first data storage device may, upon receiv-
ing data to be stored on the storage media, store the data in
the volatile write-back cache and generate an indication that
the data has been stored before storing the data on the media.
The first data storage device may also include a processor
executing operations to modify the order in which the data
is stored on the media after the data is stored in the
write-back cache. In the event of a power interruption, data
in the write-back cache may be lost, however, a copy of the
data will continue to be available at the second data storage
device, thus data is not lost in such a situation.

[0009] In an embodiment, the second data storage device
further comprises a secondary power source. The secondary
power source may comprise a capacitor, a battery, or any
other suitable power source. The second data storage device,
upon detection of a power interruption, switches to the
secondary power source and receives power from the sec-
ondary power source while moving the data from the second
data storage device volatile memory to the second data
storage device non-volatile memory. Upon completion of
moving the data from the second data storage device volatile
memory to the second data storage device non-volatile
memory, the second data storage device shuts down, thus
preserving the secondary power source.

[0010] Inone embodiment, the second data storage device
non-volatile memory comprises an electrically erasable pro-
grammable read-only-memory, or a flash memory. The sec-
ond data storage device volatile memory may be a random
access memory, such as a SDRAM. In this embodiment,
upon detection of a power interruption, the processor reads

Petitioners
Ex. 1025, p. 16



US 2006/0080515 Al

the data from the second data storage device volatile
memory, writes the data to the second data storage device
non-volatile memory, and verifies that the data stored in the
second data storage device non-volatile memory is correct.
The processor may verify that the data stored in the second
data storage device non-volatile memory is correct by com-
paring the data from the second data storage device non-
volatile memory with the data from the second data storage
device volatile memory, and re-writing the data to the
second data storage device non-volatile memory when the
comparison indicates that the data is not the same. In another
embodiment, the processor, upon detection of a power
interruption, reads the data from the second data storage
device volatile memory, computes an ECC for the data, and
writes the data and ECC to the second data storage device
non-volatile memory.

[0011] In a further embodiment, the first data storage
device and second data storage device are operably inter-
connected to a storage server. The storage server is operable
to cause data to be provided to each of the first and second
data storage devices. The storage server may comprise an
operating system, a CPU, and a disk I/O controller. The
storage server, in an embodiment, (a) receives block data to
be written to the first data storage device, the block data
comprising unique block addresses within the first data
storage device and data to be stored at the unique block
addresses, (b) stores the block data in the second data
storage device, (¢) manipulates the block data, based on the
unique block addresses, to enhance the efficiency of the first
data storage device when the first data storage device stores
the block data to the first data storage device memory, and
(d) issues one or more write commands to the first data
storage device to write the block data to the first data storage
device memory. Manipulating the block data may include
reordering the block data based on the unique block
addresses such that seek time within the first data storage
device is reduced.

[0012] Another embodiment of the invention provides a
method for storing data in a data storage system. The method
comprising: (a) providing a first data storage device com-
prising a first memory for holding data; (b) providing a
second data storage device comprising a second volatile
memory and a second non-volatile memory; (c) storing data
to be stored at the first data storage device at the second data
storage device in the second volatile memory; and (d)
moving the data from the second volatile memory to the
second non-volatile memory in the event of a power inter-
ruption. The first data storage device may comprise at least
one hard disk drive having a volatile write-back cache and
a storage media capable storing the data. The first data
storage device, upon receiving data to be stored on the
storage media, stores the data in the volatile write-back
cache and generates an indication that the data has been
stored at the first data storage device before storing the data
on the media.

[0013] Inone embodiment, the second data storage device
further comprises a secondary power source. The secondary
power source may comprise a capacitor, a battery, or other
suitable power source. In this embodiment, the moving step
comprises: (a) switching the second memory device to the
secondary power source; (b) reading the data from the
second data storage device volatile memory; and (c) writing
the data to the second data storage device non-volatile
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memory. In another embodiment, the moving step further
comprises: (d) switching the second memory device off
following the writing step. The moving step comprises, in
another embodiment: (a) detecting a power interruption; (b)
reading the data from the second data storage device volatile
memory; (¢) computing an ECC for the data; and (d) writing
the data and ECC to the second data storage device non-
volatile memory.

[0014] In another embodiment, the moving step com-
prises: (a) detecting a power interruption; (b) reading the
data from the second data storage device volatile memory;
(c) writing the data to the second data storage device
non-volatile memory; and (d) verifying that the data stored
in the second data storage device non-volatile memory is
correct. The verifying step comprises, in an embodiment: (i)
comparing the data from the second data storage device
non-volatile memory with the data from the second data
storage device volatile memory; and (ii) re-writing the data
to the second data storage device non-volatile memory when
the comparing step indicates that the data is not the same.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 is a block diagram illustration of a network
having applications and network attached storage;

[0016] FIG. 2 is a block diagram illustration of a data
storage system of an embodiment of the present invention;

[0017] FIG. 3 is a block diagram illustration of a data
storage system of another embodiment of the present inven-
tion;

[0018] FIG. 4 is a block diagram illustration of a backup
device of an embodiment of the present invention;

[0019] FIG. 5 is a block diagram illustration of a PCI
backup device of an embodiment of the present invention;

[0020] FIG. 6 is a flow chart diagram illustrating the
operational steps performed by a storage controller of an
embodiment of the present invention;

[0021] FIG. 7 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
following the power on of the backup device of an embodi-
ment of the present invention;

[0022] FIG. 8 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
following a reset of the backup device of an embodiment of
the present invention;

[0023] FIG. 9 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
when receiving commands, for an embodiment of the
present invention;

[0024] FIG. 10 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
when transferring data from host memory to SDRAM, for an
embodiment of the present invention;

[0025] FIG. 11 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
when transferring data from SDRAM to host memory, for an
embodiment of the present invention;

[0026] FIG. 12 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
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when transferring data from SDRAM to NVRAM, for an
embodiment of the present invention;

[0027] FIG. 13 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
when transferring data from NVRAM to SDRAM, for an
embodiment of the present invention; and

[0028] FIG. 14 is a flow chart diagram illustrating the
operational steps performed by a backup device processor
when a power failure is detected, for an embodiment of the
present invention.

DETAILED DESCRIPTION

[0029] Referring to FIG. 1, a block diagram illustration of
a computing network and associated devices, of an embodi-
ment of the present invention. In this embodiment, a net-
work 100 has various connections to applications 104 and
network attached storage (NAS) devices 108. The network
100, as will be understood, may be any computing network
utilized for communications between attached network
devices, and may include, for example, a distributed net-
work, a local area network, and a wide area network, to
name but a few. The applications 104 may be any of a
number of computing applications connected to the network,
and may include, for example, a database application, an
email server application, an enterprise resource planning
application, a personal computer, and a network server
application, to name but a few. The NAS devices 108 are
utilized in this embodiment for storage of data provided by
the applications 104. Such network attached storage is
utilized to store data from one application, and make the data
available to the same application, or another application.
Furthermore, such NAS devices 108 may provide a rela-
tively large amount of data storage, and also provide data
storage that may be backed up, mirrored, or otherwise
secured such that loss of data is unlikely. Utilizing such NAS
devices 108 can reduce the requirements of individual
applications requiring such measures to prevent data loss,
and by storing data at one or more NAS devices 108, data
may be securely retained with a reduced cost for the appli-
cations 104. Furthermore, such NAS devices 108 may
provide increased performance relative to, for example,
local storage of data. This improved performance may result
from relatively high speed at which the NAS devices 108
may store data.

[0030] A key performance measurement of NAS devices
108 is the rate at which data may be written to the devices
and the rate at which data may be read from the devices. In
one embodiment, the NAS devices 108 of the present
invention receive data from applications 104, and acknowl-
edge back to the application 104 that the data is securely
stored at the NAS device 108, before the data is actually
stored on storage media located within the NAS 108. In this
embodiment, the performance of the NAS is increased,
because there is no requirement for the NAS device to wait
for the data to be stored at storage media. For example, one
or more hard disk drives may be utilized in the NAS 108,
with the NAS reporting to the application 104 that a data
write is complete before the data is stored on storage media
within the hard disk drive(s). In order to provide security to
the data before it is stored on storage media, the NAS
devices 108, of this embodiment, store the data in a non-
volatile memory, such that if a power failure, or other failure,
occurs prior to writing the data to the storage media, the data
may still be recovered.
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[0031] Referring now to FIG. 2, a block diagram illustra-
tion of a NAS device 108 of an embodiment of the present
invention is now described. In this embodiment, the NAS
108 includes a network interface 112, which provides an
appropriate physical connection to the network and operates
as an interface between the network 100 and the NAS device
108. The network interface 112 may provide any available
physical connection to the network 100, including optical
fiber, coaxial cable, and twisted pair, to name but a few. The
network interface 112 may also operate to send and receive
data over the network 100 using any of a number of
transmission protocols, such as, for example, iSCSI and
Fibre Channel. The NAS 108 includes an operating system
120, with an associated memory 124. The operating system
120 controls operations for the NAS device 108, including
the communications over the network interface 112. The
NAS device 108 includes a data communication bus 128
that, in one embodiment, is a PCI bus. The NAS device 108
also includes a storage controller 132 that is coupled to the
bus 128. The storage controller 132, in this embodiment,
controls the operations for the storage and retrieval of data
stored at the data storage components of the NAS device
108. The NAS device 108 includes one or more storage
devices 140, which are utilized to store data. In one embodi-
ment, the storage devices 140 include a number of hard disk
drives. It will be understood that the storage device(s) 140
could be any type of data storage device, including storage
devices that store data on storage media, such as magnetic
media, tape media, and optical media. The storage devices
may also include solid-state storage devices that store data
in electronic components within the storage device. In one
embodiment, as mentioned, the storage device(s) 140 com-
prise a number of hard disk drives. In another embodiment,
the storage device(s) 140 comprise a number of hard disk
drives configured in a RAID configuration. The NAS device
108 also includes one or more backup devices 144 con-
nected to the bus 128. In the embodiment of FIG. 2, the
NAS device 108 includes one backup device 144, having a
non-volatile memory, in which the storage controller 132
causes a copy of data to be stored at storage devices 140 to
be provided to the backup device 144 in order to help
prevent data loss in the event of a power interruption or other
failure within the NAS device 108. In other embodiments,
more than one backup device 144 may be utilized in the
NAS device 108.

[0032] Referring now to FIG. 3, a storage controller 132,
storage device 140, and backup memory 144 of an embodi-
ment are described in more detail. In this embodiment, the
storage device 140 is a hard disk drive having an enabled
write-back cache 148. It will be understood that the storage
device 140 may comprise a number of hard disk drives,
and/or one or more other storage devices, and that the
embodiment of FIG. 3 is described with a single hard disk
drive for the purposes of discussion and illustration only.
The principles and concepts as described with respect to
FIG. 3 fully apply to other systems having more or other
types of storage devices. As mentioned, the storage device
140 includes an enabled write-back cache 148. A write-back
cache 140 is utilized in this embodiment to store data written
to the storage device 140 before the data is actually written
to the media within the storage device 140. When the data
is stored in the write-back cache 148, the storage device 140
acknowledges that the data has been stored. By utilizing the
write-back cache 148, the storage device 140 in most cases
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has significantly improved performance relative to the per-
formance of a storage device that does not have an enabled
write-back cache.

[0033] As is understood, storage devices may utilize a
write-back cache to enhance performance by reducing the
time related to the latency within the storage device. For
example, in a hard disk drive, prior to writing data to the
storage media, the drive must first position the read/write
head at the physical location on the media where the data is
to be stored, referred to as a seek. Seek operations move an
actuator arm having the read/write head located thereon to a
target data track on the media. Once the read/write head is
positioned at the proper track, it then waits for the particular
portion of the media where the data is to be stored to rotate
into position where data may then be read or written. The
time required to position the actuator arm and wait for the
media to move into the location where data may be read or
written depends upon a number of factors, and is largely
dependent upon the location of the actuator arm prior to
moving it to the target track. In order to reduce seek times
for write operations, a disk drive may evaluate data stored in
the write-back cache 148, and select data to be written which
requires a reduced seek time compared to other data in the
write-back cache, taking into consideration the current loca-
tion of the read/write head on the storage media. The data
within the write-back cache may thus be written to the media
in a different order than received, in order to reduce this seek
time and enhance the performance of the storage device.

[0034] A disadvantage of using such a cache is that, if the
storage device 140 loses power or has another failure that
prevents the data from being written to the storage media,
the data in the write-back cache 148 may be lost. Further-
more, because the storage device 140 reported that the write
was complete, the entity writing the data to the storage
device 140 is not aware that the data has been lost, or what
data has been lost. In the embodiment of FIG. 3, the storage
controller 132 stores a copy of the data in the backup device
144 as well as writing the data to the storage device 140. In
this embodiment, if a failure occurs which results in the
storage device 140 not storing the data to the storage media,
a copy of the data is maintained in the backup device 144.
In one embodiment, as will be discussed in more detail
below, the backup device 144 includes a volatile memory,
and a non-volatile memory into which data is moved in the
event of a power failure. In this manner, the storage device
140 write-back cache 148 may be enabled while having a
high degree of certainty that data will not be lost in the event
of a failure in the storage device 140. In one embodiment,
the storage controller 132 periodically flushes the data stored
in the backup device 144 by verifying that the data is stored
on the media within the storage device 140 and enabling the
removal of the data from the backup device 144.

[0035] In another embodiment, in order to further enhance
the efficiency of the storage device 140 when performing
seek operations, the operating system 120 also comprises a
memory 124, as illustrated in FIG. 2, and is able to cache
data and analyze the target location of the cached data on the
physical media of the storage device 140. In this embodi-
ment, the NAS device 108 receives blocks of data to be
written to the storage device 140. The blocks of data contain
information that may be utilized to determine the physical
location on the storage device media where the data is to be
stored. This information is evaluated and the order in which
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the blocks of data are written to the storage device 140 may
be modified in order to reduce the physical distance between
locations where data from successive writes will be stored
on the physical media. In this embodiment, the operating
system 120 causes a copy of the data to be stored at the
backup device 144, such that if a failure occurs in which the
memory 124 may lose the data, the data will be secure at the
backup device 144.

[0036] Referring now to FIG. 4, a block diagram illustra-
tion of a backup device 144 of an embodiment is now
described. In this embodiment, the backup device comprises
an interface 152, a backup device processor 156, a volatile
memory 160, a non-volatile memory 164, and a power
supply 168. The interface 152 may be any type of interface
and is utilized to communicate with the storage controller
132. The interface 152 is connected to the processor 156,
which controls operations within the backup device 144.
Connected to the processor 156 are the volatile memory 160
and the non-volatile memory 164. The volatile memory 160,
in one embodiment, is SDRAM utilized to store data from
the storage controller 132 during typical write operations.
The non-volatile memory 164, in one embodiment, is flash
memory, and is utilized in the event of a power failure
detection. As is understood, flash memory is a type of
nonvolatile memory that may be erased and reprogrammed
in units of memory referred to as blocks or pages. The
processor 156, in this embodiment, upon detecting a power
failure, switches the backup device 144 to the power supply
168, and moves the data in the volatile memory 160 to the
non-volatile memory 164. After the data from the volatile
memory 160 is stored in the non-volatile memory 164, the
processor 156 shuts down the backup device 144. The power
supply 168, in one embodiment, includes one or more
capacitors that are charged when the backup device 144 is
powered up. In the event of a power interruption, the backup
device 144 receives power from the capacitor(s) when
moving the data. After the data is securely stored in the
non-volatile memory 164, the power is switched off from the
capacitor(s). In another embodiment, the power supply 168
includes one or more batteries. As will be understood, any
type of power supply 168 may be utilized, so long as power
may be supplied to the backup device 144 for a sufficient
time period to move the data to the non-volatile memory
164.

[0037] Referring now to FIG. 5, a block diagram illustra-
tion of a backup device of one embodiment is now
described. In this embodiment, the backup device is embod-
ied in a PCI card having a 64-bit PCI connector 172. The
power supply comprises two super capacitors 176, which, in
this embodiment, are 50 F each and connected in parallel.
The capacitors 176 are connected to a diode 180 a voltage
regulator 184, and a charger 186. The charger 186 is utilized
to charge the capacitors 176, and in the event of a power
failure the capacitors are used as the power source to power
the backup device 144 when moving data from the volatile
memory to the non-volatile memory. In the embodiment of
FIG. 5, the volatile memory comprises a number of
SDRAM modules 190. The non-volatile memory in this
embodiment comprises a number of NAND flash modules
194. A FPGA processor 198 that provides PCI interfacing
through a 64-bit PCI bus, is connected to the SDRAM
modules 190 through a 64-bit bus, and is connected to the
NAND flash modules 194 through a 32-bit bus. The FPGA
processor 198 utilizes a power detection circuit that, in this
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embodiment, is a +5V PCI detector 202. The FPGA proces-
sor receives power through a voltage regulator 206, which
regulates the voltage required for the FPGA core.

[0038] An EEPROM 210 is connected to the FPGA pro-
cessor 198, and is utilized to store various status indicators
and counters, which may be utilized during operations. For
example, if the backup device 144 restarts following a power
failure, the EEPROM indicates that data is stored in the
non-volatile memory of the NAND flash modules 194.
Similarly, if the backup device encountered errors that
resulted in an aborted attempt to move data from the
SDRAM to the NAND flash following a power failure, the
EEPROM would indicate that the NVRAM is not valid. The
backup device 144 of this embodiment also includes a
programmable read only memory (PROM) 214, housing the
operating instructions for the processor 198. The backup
device 144 also includes an ECC SDRAM module 218,
which is utilized in determining ECC information for the
backup device 144 when moving data from the SDRAM
modules 190 to the NAND flash modules 194.

[0039] In an embodiment, the backup device 144 utilizes
a descriptor pointer queue contained within the FPGA
processor 198 to receive commands from the storage con-
troller. In this embodiment, the descriptor pointer queue is a
FIFO queue that receives pointers to descriptor chains that
the FPGA processor 198 reads. The pointers, in an embodi-
ment, are 64 bits in length, and contain commands for the
processor to perform various functions. The FPGA proces-
sor 198 also includes local RAM memory, which may be
utilized for data FIFOs when moving data between various
components.

[0040] Referring now to the flow chart diagram of FIG. 6,
the operational steps performed by a NAS device of an
embodiment of the present invention are now described. In
this embodiment, the NAS device receives data to be stored
from an application, as noted at block 250. At block 254, the
NAS device sends a command to the backup device to store
the data. The NAS device, at block 258, determines if the
backup device has acknowledged that the data is stored.
Following the acknowledgment that the data is stored, the
NAS device reports to the application that the data is stored,
as indicated at block 262. The NAS device, at block 266,
analyzes the physical address(es) within the storage media
where the data is to be stored, and re-orders the data, along
with any other data present, based on the physical addresses.
At block 270, the NAS device writes the data to the storage
device. At block 274, the NAS device verifies that the data
has been written to the storage device media. Following the
verification that the data has been written to the storage
device media, the NAS device, at block 278, removes the
data from the backup device. Accordingly, the efficiency of
the storage device is enhanced by receiving write commands
that contain data that is ordered such that the performance of
the storage device is enhanced. In the event of a power
failure, or another failure event, the NAS device may
recover data from the backup device that was not written to
the storage device. As will be understood, the order of the
operational steps described with respect to FIG. 6 may be
modified, and the order described is one example of the
operational steps. Furthermore, one or more operational
steps may be combined, and operations described may be
broken into several operational steps.
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[0041] Following the restoration of power after a power
failure, power interruption, or other failure that resulted in
the backup device storing data in the non-volatile memory,
the data may be recovered from the backup device and
written to the storage devices associated with the system. In
the embodiment as described with respect to FIG. 2, the data
may be written to the data storage devices 140. In one
embodiment, the storage devices 140 include a plurality of
hard disk drives. In one embodiment, the operating system
causes an identification uniquely identifying the backup
device to each of the plurality of hard disk drives. When
recovering from the failure, the presence of the identification
is checked for each of the hard disk drives. If the identifi-
cation is present on each of the hard disk drives, the data
from the backup device may be written to the drives. If the
identification is not present on one or more of the hard disk
drives, this indicates that one or more of the drives may have
been replaced or that the data on the drive has been changed.
In such a situation, data from the backup device is not
written to the hard disk drives, because the data may have
been changed on the drives. The operating system, in one
embodiment, generates an error in such a situation, and a
user may intervene and take appropriate actions to recover
data, such as by, for example, rebuilding a drive from a
RAID array that has been replaced. Following the rebuilding
of the RAID drive, the drive is marked with the identifica-
tion, and data from the backup device may be restored to the
drives.

[0042] Referring now to FIG. 7, the operational steps
performed by the backup device when power is applied to
the device are now described. In this embodiment, power is
applied to the backup device at block 300. At block 304, the
processor loads operating instructions from a PROM. The
operating instructions, as will be understood, may be loaded
from any suitable source, including the PROM utilized in
this embodiment, and may also be hard-coded into an FPGA
processor. At block 308, the backup device begins charging
the capacitors. The backup device processor, at block 312,
initialized, tests, and zeros the SDRAM. At block 316, the
NVRAM status in the EEPROM is checked. As mentioned
above, in one embodiment the backup device includes an
EEPROM that contains various status indicators as well as
other statistics. At block 320, it is determined if the NVRAM
is valid. This determination is made, in an embodiment, by
checking the EEPROM to determine the status of the
NVRAM. If the NVRAM is valid, as indicated by a prede-
termined flag status in the EEPROM, this indicates that data
has been stored in the NVRAM modules. If the NVRAM is
not valid, as determined at block 320, the backup device
processor updates the EEPROM statistics, as indicated at
block 324. If it is determined at block 320 that the NVRAM
is valid, the backup device processor transfers the NVRAM
to the SDRAM, as noted at block 328. At block 332, the
SDRAM is marked as valid. The backup device processor
determines, at block 336, if the capacitors are charged. If the
capacitors are not charged, the backup device processor
continues to monitor the capacitors until charged. Once the
capacitors are charged, the backup device processor, as
indicated at block 340, enables writes. At block 344, the
backup device processor enables SDRAM to NVRAM
transfer. As block 348, the NVRAM is marked as invalid in
the EEPROM. At block 352, the backup device is ready. As
will be understood, the order of the operational steps
described with respect to FIG. 7 may be modified, and the
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order described is one example of the operational steps.
Furthermore, one or more operational steps may be com-
bined, and operations described may be broken into several
operational steps.

[0043] Referring now to FIG. 8, the operational steps
performed by the backup device processor when the device
is reset are now described. In this embodiment, the backup
device is reset at block 356. At block 360, it is determined
if the SDRAM is valid. If the SDRAM is not valid the
backup device processor, at block 364, initializes, tests, and
zeros the SDRAM. At block 368, the NVRAM status in the
EEPROM is checked. At block 372, it is determined if the
NVRAM is valid. This determination is made, in an embodi-
ment, by checking the EEPROM to determine the status of
the NVRAM. If the NVRAM is valid, as indicated by a
predetermined flag status in the EEPROM, this indicates that
data has been stored in the NVRAM modules. If the
NVRAM is not valid, as determined at block 372, the
backup device processor updates the EEPROM statistics, as
indicated at block 376. If it is determined at block 372 that
the NVRAM is valid, the backup device processor transfers
the NVRAM to the SDRAM, as noted at block 384. At block
380, the SDRAM is marked as valid. If, at block 360, it is
determined that the SDRAM is valid, it is then determined
if a SDRAM to NVRAM transfer was in progress at the time
the backup device was reset, as indicated at block 388. If a
SDRAM to NVRAM transfer was not in progress, the
backup device processor performs the operational steps as
described with respect to block 376. If a SDRAM to
NVRAM transfer was in progress, as determined at block
388, the backup device processor aborts the SDRAM to
NVRAM transfer, according to block 392. Following abort-
ing the SDRAM to NVRAM transfer at block 392, the
operational steps as described with respect to block 380 are
performed. At block 396, the backup device processor
determines if the capacitors are charged. If the capacitors are
not charged, the backup device processor continues to
monitor the capacitors until charged. Once the capacitors are
charged, the backup device processor, as indicated at block
400, enables writes. At block 404, the backup device pro-
cessor enables SDRAM to NVRAM transfer. At block 408,
the NVRAM is marked as invalid in the EEPROM. At block
412, the backup device is ready. As will be understood, the
order of the operational steps described with respect to FIG.
8 may be modified, and the order described is one example
of the operational steps. Furthermore, one or more opera-
tional steps may be combined, and operations described may
be broken into several operational steps.

[0044] Referring now to FIG. 9, the operational steps of
the backup device processor when receiving commands are
now described. At block 420, the backup device is ready. At
block 424, it is determined if the descriptor pointer FIFO is
empty. If the descriptor pointer FIFO is empty, the opera-
tional steps associated with blocks 420 and 424 are repeated.
If the descriptor pointer FIFO is not empty, the processor
reads the descriptor pointer FIFO and loads the descriptor
base address, as indicated at block 428. As discussed pre-
viously, in one embodiment the backup device utilizes
descriptors to receive commands from the storage controller.
Descriptor pointers are placed in a FIFO and the PCI base
address is read to obtain the descriptor. At block 432, a bus
request is asserted. In one embodiment, the processor asserts
a PCI bus request. At block 436, it is determined if the bus
is granted to the backup device. If the bus is not granted, the
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backup device continues to wait for the bus to be granted. If
it is determined that the bus is granted, the descriptor is read
and the descriptor data is written to the processor local
RAM, as indicated at block 440.

[0045] At block 444, it is determined if the CRC is good
for the descriptor data written to local RAM. If the CRC is
not good, the bad descriptor count in the EEPROM is
incremented, as noted at block 448. At block 452, a bad
descriptor interrupt is generated, and the processor is halted
at block 456. As is understood, a CRC is an error detection
mechanism used in data transfer applications. The CRC is
calculated on data which is transferred, and it is determined
if the calculated CRC matches the CRC for the data which
is generated by the device sending the data. If the CRC
numbers do not match, this indicates that there is an error in
the data. If, at block 444, the CRC is good, the command
type is decoded, as noted at block 460.

[0046] At block 464 is it determined if the command code
indicates that the source of the data is the host and the
destination of the data is the SDRAM. If so, the processor
performs the operational steps for transferring data from the
host memory to the SDRAM, as indicated at block 468. If
block 464 generates a negative result, at block 472 it is
determined if the command code indicates that the source of
the data is the SDRAM and the destination of the data is the
host. If so, the processor performs the operational steps for
transferring data from the SDRAM to the host memory, as
indicated at block 476. If block 472 generates a negative
result, at block 480 it is determined if the command code
indicates that the source of the data is the SDRAM and the
destination of the data is the NVRAM. If so, the processor
performs the operational steps for transferring data from the
SDRAM to the NVRAM, as indicated at block 484. If block
472 generates a negative result, at block 488 it is determined
if the command code indicates that the source of the data is
the NVRAM and the destination of the SDRAM. If so, the
processor performs the operational steps for transferring
data from the NVRAM to the SDRAM, as indicated at block
492. If block 488 generates a negative result, at block 496 it
is determined if the command code indicates that the
SDRAM is to be initialized. If so, the processor sends
SDRAM initialization cycles, as indicated at block 500. If
the command type is not a command of blocks 464, 472,
480, 488, or 496, the processor generates an unknown error
interrupt, as indicated at block 504, and halts the processor,
as noted at block 456. As will be understood, the order of the
operational steps described with respect to FIG. 9 may be
modified, and the order described is one example of the
operational steps. Furthermore, one or more operational
steps may be combined, and operations described may be
broken into several operational steps.

[0047] Referring now to FIG. 10, the operational steps
following block 468 for transferring data from the host
memory to the SDRAM are now described for an embodi-
ment. In this embodiment, the backup device processor
asserts a bus request, as noted at block 508. At block 512, the
backup device processor determines if the bus has been
granted. If the bus has not been granted, the backup device
processor waits until the bus has been granted. At block 516,
following the determination that the bus has been granted,
the backup device processor reads data from the host
memory. The backup device processor, at block 520, writes
the data to the SDRAM. At block 524, a CRC value is
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generated. A bus request is asserted at block 528. It is
determined, at block 532 whether the bus has been granted.
If the bus has not been granted, the backup device processor
waits for the bus to be granted. After it is determined that the
bus has been granted, the backup device processor calculates
a descriptor CRC result address, as indicated at block 536.
At block 540, the backup device processor stores the CRC
result and descriptor status. As will be understood, the order
of the operational steps described with respect to FIG. 10
may be modified, and the order described is one example of
the operational steps. Furthermore, one or more operational
steps may be combined, and operations described may be
broken into several operational steps.

[0048] Referring now to FIG. 11, the operational steps
following block 476 for transferring data from SDRAM to
host memory. In this embodiment, at block 544, the backup
device processor sets the SDRAM write address. The
SDRAM address is the starting address at which the data
within the SDRAM that is to be transferred is located. At
block 548, the backup device processor reads the SDRAM
data. At block 552, the backup device processor writes the
data to a FIFO and generates a CRC value for the data. The
FIFO stores the data for transmission over the bus. At block
556, the backup device processor asserts a bus request. At
block 560, it is determined if the bus has been granted. If the
bus has not been granted, the backup device processor
repeats the operations of block 560 until it is determined that
the bus has been granted. At block 564, after the grant of the
bus, the backup device processor reads the data from the
FIFO and writes the data to the bus. At block 568, the backup
device processor asserts a bus request. At block 572, it is
determined is the bus has been granted. If the bus has not
been granted, the backup device processor waits until the
bus has been granted. At block 576, following the grant of
the bus, the backup device processor calculates a descriptor
CRC result address. The backup device processor, at block
580, stores the CRC result and descriptor status. As will be
understood, the order of the operational steps described with
respect to FIG. 11 may be modified, and the order described
is one example of the operational steps. Furthermore, one or
more operational steps may be combined, and operations
described may be broken into several operational steps.

[0049] Referring now to FIG. 12, the operational steps
following block 484 for transferring data from SDRAM to
NVRAM. In this embodiment, at block 584, the backup
device processor initializes the NVRAM block erase
address. As is understood, flash memory stores data in
blocks, or pages, at a time with each page containing a set
amount of data. When writing a page of data, having a page
address, the page is first erased and then data is written to the
page. When initializing the NVRAM block erase address,
the backup device processor sets the base address at which
data will be written to the NVRAM. At block 588, the
backup device processor sends a NVRAM block erase
command. When erasing a block of data, a flash memory
takes a relatively long time. At block 592, it is determined
if the block erase is done. If the block erase is not done, the
operation of block 592 is repeated. If the block erase is done,
the backup device processor sets the SDRAM read address
and initiates a CRC calculation, as indicated at block 596.

[0050] At block 600, the backup device processor reads
the SDRAM data. At block 604, the backup device processor
writes the data to the FIFO and generates a CRC value. The
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backup device processor then sends a NVRAM page write
command. At block 612, the backup device processor reads
the data from the FIFO and writes the data to the NVRAM
page RAM. As is also understood, when writing data to a
flash memory, the data is written to a page RAM within the
flash memory, and the data is then moved from the page
RAM to the designated flash page memory. Moving data to
NVRAM page RAM is referred to as a page burst, and
moving data from the NVRAM page RAM to the NVRAM
page is referred to as a NVRAM write. At block 616, it is
determined if the page burst is done. If the page burst is not
done, the backup device processor repeats the operation
associated with block 616. If it is determined that the page
burst is done, the backup device processor determines if the
NVRAM write is done. The NVRAM write is complete
when all of the data from the SDRAM is written to the
NVRAM. If the NVRAM write is not done, the backup
device processor repeats the operations of block 620.

[0051] If the NVRAM write is done at block 620, the
backup device processor sets the SDRAM read address, and
initializes a CRC, according to block 624. The SDRAM data
is then read at block 628. The data is written to the FIFO, at
block 632. At block 636, the backup device processor sends
an NVRAM page read command. At block 640, the backup
device processor reads the data from the FIFO and from the
NVRAM page RAM. The data is compared, and at block
644, it is determined if the compare is OK. If the compare
is not OK, indicating that the data from the SDRAM is not
the same as the data read from the NVRAM, the backup
device processor increments a bad block count, as noted at
block 648. At block 652, it is determined if the bad block
count is greater than a predetermined maximum number of
blocks. If the bad block count is not greater than the
predetermined maximum, the backup device processor
marks the block as bad in the NVRAM page, according to
block 656. At block 660, the backup device processor
updates the NVRAM transfer device, and repeats the opera-
tions associated with block 596. If, at block 644, the
comparison is OK, the backup device processor marks the
SDRAM as valid.

[0052] At block 668, the backup device processor asserts
a bus request. Also, if the bad block count is greater than the
predetermined maximum at block 652, the operations asso-
ciated with block 668 are performed. At block 672, it is
determined if the bus is granted. If the bus is not granted, the
operation of block 672 is repeated. If the bus is granted, at
block 676, the backup device processor calculates a descrip-
tor CRC read address. At block 680, the backup device
processor stores the CRC result and descriptor status. As will
be understood, the order of the operational steps described
with respect to FIG. 12 may be modified, and the order
described is one example of the operational steps. Further-
more, one or more operational steps may be combined, and
operations described may be broken into several operational
steps.

[0053] Referring now to FIG. 13, the operational steps
following block 492 for transferring data from NVRAM to
SDRAM. At block 684, the backup device processor sets the
NVRAM read address. The backup device then, at block
688, sends a NVRAM page read command. At block 692,
the backup device processor reads data from the NVRAM
page RAM, and writes data to the FIFO. The SDRAM write
address is set, and a CRC is initialized, at block 696. The
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backup device processor, at block 700, reads data from the
FIFO and generates CRC values. At block 704, a bus request
is asserted. It is determined, at block 708, if the bus has been
granted. If the bus has not been granted, the operation of
block 708 is repeated. If the bus is granted, the backup
device processor calculates a descriptor CRC result address,
as block 712. At block 716, the CRC result and descriptor
status are stored.

[0054] Referring now to FIG. 14, the operational steps
performed by the backup device upon detection of a power
failure are now described. As discussed previously, the
backup device monitors the primary power supply. In the
PCI card embodiment, this monitoring is performed by
monitoring the voltage at a +5 volt pin. In another embodi-
ment, the backup device monitors the PCI bus for a power
failure indication. Initially, at block 720, a power failure is
detected. At block 724, the backup device processor
switches the power to the capacitors. At block 728, the
processor aborts any current PCI operation and tristates the
PCI. The power fail counted in the EEPROM is incre-
mented, according to block 732. At block 736, it is deter-
mined if a SDRAM to NVRAM transfer is enabled. The
transfer is enabled when a flag, or other indicator, is set to
show that such a transfer may take place. If the transfer is not
enabled, the NVRAM status is set as “disabled transfer,” as
noted at block 740. At block 744, the EEPROM is marked
to indicate that the NVRAM is invalid. At block 748, the
backup device halts and powers down. If the transfer is
enabled at block 736, it is determined at block 752 if the
voltage at the capacitors is greater than a minimum voltage
required to transfer data from the SDRAM to the NVRAM.
The minimum voltage required is dependent upon a number
of factors, including the discharge rate of the capacitors, the
size of the capacitors, and the amount of power and time
required for the other components within the backup device
to complete the transfer. If the capacitor voltage is not
greater than the minimum voltage, the status of the NVRAM
is set to indicate the capacitor voltage was below the
minimum in the transfer, as indicated at block 756. The
operations associated with blocks 744 and 748 are then
performed. If the capacitor voltage is greater than the
minimum required voltage, the backup device processor
starts an LED blink, as noted at block 758. The LED blink
provides a visual indication that the backup device is per-
forming a data transfer to non-volatile memory due to a
power failure. As will be understood, such a feature is not a
requirement for the transfer, and merely provides a visual
indication that such a transfer is taking place.

[0055] At block 760, the backup device processor initial-
izes a flash block erase address. This initialization sets the
address at which the flash will begin to be erased. At block
764, the backup device processor sends a flash block erase
command. At block 768, it is determined if the block erase
is done. If the erase is not done, the operation associated
with block 768 is repeated. If the erase is done, the backup
device processor increments the block erase address, as
noted at block 772. It is determined, at block 776, if the flash
erase is done. If the flash erase is not done, the operations of
blocks 764 through 776 are repeated. If the flash erase is
done, the backup device processor sets the SDRAM read
address, burst length, rotate amount, and byte enables, and
initializes a CRC, as indicated at block 780. At block 784,
the backup device processor starts the read of SDRAM data.
At block 788, the data is written to the data FIFO, and CRC
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values are generated during the write to the FIFO. At block
792, the page burst length is set to 512, indicating that 512
bytes of data are included in each page when writing to the
NVRAM. At block 796, the backup device processor sends
a flash page write command. The data is then read from the
FIFO, and written to the flash page RAM, as noted by block
800. At block 804, it is determined if the page burst is done.
If the page burst is not done, the operations associated with
block 800 and 804 are repeated. If the page burst is done, it
is determined, at block 808, if the flash write is done. If the
flash write is not done, the operation associated with block
808 is repeated. If the flash write is done, the backup device
processor, at block 812, sets the SDRAM read address, burst
length, rotate amount, and byte enables, and initializes a
CRC. At block 816, the backup device processor starts a read
of the SDRAM data. At block 820, the read SDRAM data is
written to the FIFO. A flash page read command is sent, as
noted by block 824. At block 828, the backup device
processor reads the data from the FIFO and reads the data
from the flash page RAM. At block 832, it is determined if
a comparison of the data from the FIFO and the flash page
RAM are the same. If the comparison indicates that the data
is not the same, the backup device processor increments a
bad block count in the EEPROM, at noted by block 836. At
block 840, the backup device processor sets the page burst
length to 512, and at block 844, it is determined if the bad
block count is greater than a maximum bad block count. If
the bad block count is not greater than the maximum, the
backup device processor marts the flash block as bad in a
designated flash page, as indicated by block 848. At block
852, the flash transfer address is updated to be the previous
transfer address plus the page burst length, and the opera-
tions described beginning with block 780 are repeated. If the
bad block count is greater than the maximum, as determined
at block 844, the backup device processor sets the NVRAM
status to indicate that the bad block maximum was reached,
according to block 856. The operations of blocks 744 and
748 are then performed.

[0056] 1If, at block 832, the comparison indicates that the
data was properly written to the flash memory, the backup
device processor determined if the page burst is done, as
noted by block 860. If the page burst is not done, the
operations of block 828 and 832 are performed. If the page
burst is done, the backup device processor updates the
transfer address to be the previous transfer address plus the
page burst length, and updates the transfer length to be the
transfer length less the page burst length, according to block
864. The transfer length indicates the amount of data to be
transferred from the SDRAM to the NVRAM. At block 868,
it is determined if the transfer length is zero, indicating the
transfer from SDRAM to NVRAM is complete. If the
transfer length is not zero, the operations beginning at block
780 are performed. If the transfer length is zero, the backup
device processor increments the NVRAM copy count in the
EEPROM and stops the LED blink, as noted at block 872.
At block 876, the backup device processor marks the
EEPROM to indicate that the NVRAM is valid. The backup
device is then halted and powered down, as noted at block
748. As will be understood, the order of the operational steps
described with respect to FIG. 14 may be modified, and the
order described is one example of the operational steps.
Furthermore, one or more operational steps may be com-
bined, and operations described may be broken into several
operational steps.
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[0057] In one embodiment, the backup device also calcu-
lates an ECC when transferring data from the SDRAM to the
NVRAM. ECC is a well understood error correction mecha-
nism used in numerous data storage and transmission appli-
cations. In this embodiment, the backup device processor
generates/checks ECC across 256 bytes of data, and updates
the ECC one byte at a time. For every 256 data bytes, 22
ECC bits are generated. The ECC algorithm is able to correct
up to one bit error over every 256 bytes. As ECC algorithms
are well understood, particular algorithms, which may be
utilized to generate ECC, are not described. In one embodi-
ment NAND flash memory is utilized as the NVRAM within
the backup device. Each NAND flash chip comprises pages,
each page having 528 bytes, of which bytes 0-511 are data,
and 512-527 are used to store other information associated
with the particular page. In this embodiment, 6 bytes of ECC
are required for each page, (three bytes for each 256 bytes
of data). In one embodiment, these six bytes of data are
stored in bytes 512-517 of each flash page. In this embodi-
ment, as data is written to the flash memory ECC is also
generated. After the first 256 bytes of data have been sent to
the flash memory, the calculated ECC is stored to be sent out
at the end of the page. The remaining 256 bytes of data are
sent out to the flash memory, followed by the ECC bytes.
When transferring from flash memory to SDRAM, no ECC
checking is performed. In this embodiment, the host, or
storage controller, software processes every logical page of
flash memory during a recovery from a failure. In this
embodiment, the ECC from the flash memory is copied
directly to the SDRAM along with the data, and the storage
controller accounts for the ECC information during recovery
from a failure.

[0058] While the invention has been particularly shown
and described with reference to embodiments thereof, it will
be understood by those skilled in the art that various other
changes in the form and details may be made without
departing from the spirit and scope of the invention.

What is claimed is:
1. A data storage system comprising:

a first data storage device comprising a first data storage
device memory for holding data;

a second data storage device comprising:
a second data storage device volatile memory;
a second data storage device non-volatile memory; and

a processor for causing a copy of data provided to said
first data storage device to be provided to said second
data storage device volatile memory, and in the event of
apower interruption moving said data from said second
data storage device volatile memory to said second data
storage device non-volatile memory.

2. The data storage system, as claimed in claim 1, wherein
said first data storage device comprises at least one hard disk
drive.

3. The data storage system, as claimed in claim 1, wherein
said first data storage device comprises a plurality of hard
disk drives.

4. The data storage system, as claimed in claim 1, wherein
said first data storage device memory comprises a volatile
write-back cache and a storage media capable storing said
data.
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5. The data storage system, as claimed in claim 4, wherein
said first data storage device, upon receiving data to be
stored on said storage media, stores said data in said volatile
write-back cache and generates an indication that said data
has been stored at said first data storage device before
storing said data on said media.

6. The data storage system, as claimed in claim 1, wherein
said second data storage device further comprises a second-
ary power source.

7. The data storage system, as claimed in claim 6, wherein
said secondary power source comprises a capacitor.

8. The data storage system, as claimed in claim 6, wherein
said secondary power source comprises a battery.

9. The data storage system, as claimed in claim 6, wherein
said second data storage device, upon detection of a power
interruption, switches to said secondary power source and
receives power from said secondary power source while
moving said data from said second data storage device
volatile memory to said second data storage device non-
volatile memory.

10. The data storage system, as claimed in claim 9,
wherein upon completion of moving said data from said
second data storage device volatile memory to said second
data storage device non-volatile memory, said second data
storage device discontinues receiving power from said sec-
ondary power source.

11. The data storage system, as claimed in claim 1,
wherein said second data storage device non-volatile
memory comprises an electrically erasable programmable
read-only-memory.

12. The data storage system, as claimed in claim 11,
wherein said second data storage device volatile memory
comprises a random access memory.

13. The data storage system, as claimed in claim 1,
wherein said processor, upon detection of a power interrup-
tion, reads said data from said second data storage device
volatile memory, writes said data to said second data storage
device non-volatile memory, and verifies that said data
stored in said second data storage device non-volatile
memory is correct.

14. The data storage system, as claimed in claim 13,
wherein said processor verifies that said data stored in said
second data storage device non-volatile memory is correct
by comparing said data from said second data storage device
non-volatile memory with said data from said second data
storage device volatile memory, and re-writing said data to
said second data storage device non-volatile memory when
the comparison indicates that the data is not the same.

15. The data storage system, as claimed in claim 1,
wherein said processor, upon detection of a power interrup-
tion, reads said data from said second data storage device
volatile memory, computes an ECC for said data, and writes
said data and said ECC to said second data storage device
non-volatile memory.

16. The data storage system, as claimed in claim 1,
wherein said first data storage device and said second data
storage device are operably interconnected to a storage
server, said storage server operable to cause data to be
provided to each of said first and second data storage
devices.

17. The data storage system, as claimed in claim 16,
wherein said storage server comprises a storage server CPU.

18. The data storage system, as claimed in claim 17,
wherein said storage server is capable of:
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receiving block data to be written to said first data storage
device, said block data comprising unique block
addresses within said first data storage device and data
to be stored at said unique block addresses;

storing said block data in said second data storage device;

manipulating said block data, based on said unique block
addresses, to enhance the efficiency of said first data
storage device when said first data storage device stores
said block data to said first data storage device
memory; and

issuing one or more write commands to said first data
storage device to write said block data to said first data
storage device memory.

19. The data storage system, as claimed in claim 18,
wherein said manipulating said block data comprises reor-
dering said block data based on said unique block addresses
such that seek time within said first data storage device is
reduced.

20. The data storage system, as claimed in claim 1,
wherein said processor, following restoration of power after
the power interruption, moves said data from said second
data storage device non-volatile memory to said second data
storage device volatile memory.

21. The data storage system, as claimed in claim 20,
wherein said processor upon detection of the power resto-
ration, reads said data from said second data storage device
non-volatile memory, computes an ECC for said data, and
compares said ECC to a stored ECC read from said second
data storage device non-volatile memory.

22. A data storage system, comprising:

a block data storage device capable of storing block data
to a first memory;

a backup memory device comprising a backup non-
volatile memory; and

a block data storage processor interconnected to said
block data storage device and said backup memory
device, that is capable of:

receiving block data to be written to said block data
storage device, said block data comprising unique
block addresses within said first memory and data to be
stored at said unique block addresses;

storing said block data in said backup memory device;

manipulating said block data, based on said unique block
addresses, to enhance the efficiency of said block data
storage device when the block data storage device
stores said block data to said first memory; and

issuing one or more write commands to said block data
storage device to write said block data to said first
memory.

23. The data storage system, as claimed in claim 22,
wherein said block data storage device memory comprises a
volatile write-back cache and a storage media capable
storing said data.

24. The data storage system, as claimed in claim 23,
wherein said block data storage device, upon receiving data
to be stored on said storage media, stores said data in said
volatile write-back cache and reports to said block data
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storage controller that said data has been stored at said block
data storage device before storing said data on said storage
media.

25. The data storage system, as claimed in claim 22,
wherein said backup memory device further comprises a
backup volatile memory and a backup power source.

26. The data storage system, as claimed in claim 25,
wherein said backup power source comprises a capacitor.

27. The data storage system, as claimed in claim 25,
wherein said backup power source comprises a battery.

28. The data storage system, as claimed in claim 25,
wherein said backup memory device, upon detection of a
power interruption, switches to said backup power source
and receives power from said backup power source and
moves said data from said backup volatile memory to said
backup non-volatile memory.

29. The data storage system, as claimed in claim 28,
wherein said backup memory device, upon detection of a
power interruption, reads said data from said backup volatile
memory, writes said data to said backup non-volatile
memory, and verifies that said data stored in said backup
non-volatile memory is correct.

30. The data storage system, as claimed in claim 28,
wherein said backup memory device, upon detection of a
power interruption, reads said data from said backup volatile
memory, computes an ECC for said data, and writes said
data and said ECC to said backup non-volatile memory.

31. The data storage system, as claimed in claim 30,
wherein said backup memory device upon detection of
power restoration following the power interruption, said
data is moved from said backup non-volatile memory to said
backup volatile memory.

32. The data storage system, as claimed in claim 31,
wherein said backup memory device reads data from said
backup non-volatile memory, computes an ECC for said
data, compares said computed ECC to said ECC written to
said backup non-volatile memory, and writes said data to
said data to said volatile memory.

33. The data storage system, as claimed in claim 31,
wherein said block data storage device comprises a plurality
of hard disk drives, and

wherein said block data storage processor is further
capable to write an identifier to each of said hard disk
drives identifying said backup memory device, and

wherein said block data storage processor verifies that
said identifier is present on each of said hard disk drives
following the power restoration.

34. The data storage system, as claimed in claim 22,
wherein said manipulating said block data comprises reor-
dering said block data based on said unique block addresses
such that seek time within said block data storage device is
reduced.

35. A method for storing data in a data storage system,
comprising:

providing a first data storage device comprising a first
memory for holding data;

providing a second data storage device comprising a
second volatile memory and a second non-volatile
memory;

storing said data to be stored at said first data storage
device at said second data storage device in said second
volatile memory; and
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moving said data from said second volatile memory to
said second non-volatile memory in the event of a
power interruption.

36. The method, as claimed in claim 35, wherein said first
data storage device comprises at least one hard disk drive.

37. The method, as claimed in claim 35, wherein said first
data storage device memory comprises a volatile write-back
cache and a storage media capable storing said data.

38. The method, as claimed in claim 37, wherein said first
data storage device, upon receiving data to be stored on said
storage media, stores said data in said volatile write-back
cache and generates an indication that said data has been
stored at said first data storage device before storing said
data on said media.

39. The method, as claimed in claim 35, wherein said
second data storage device further comprises a secondary
power source.

40. The method, as claimed in claim 39, wherein said
secondary power source comprises a capacitor.

41. The method, as claimed in claim 39, wherein said
secondary power source comprises a battery.

42. The method, as claimed in claim 39, wherein said
moving step comprises:

switching said second memory device to said secondary
power source;

reading said data from said second data storage device
volatile memory; and

writing said data to said second data storage device
non-volatile memory.
43. The method, as claimed in claim 42, wherein said
moving step further comprises:

switching said second memory device off of said second-
ary power source following said writing step.
44. The method, as claimed in claim 35, wherein said
moving step comprises:

detecting a power interruption;

reading said data from said second data storage device
volatile memory;

writing said data to said second data storage device
non-volatile memory; and

verifying that said data stored in said second data storage
device non-volatile memory is correct.
45. The method, as claimed in claim 44, wherein said
verifying step comprises:

comparing said data from said second data storage device
non-volatile memory with said data from said second
data storage device volatile memory; and

re-writing said data to said second data storage device
non-volatile memory when said comparing step indi-
cates that the data is not the same.

46. The method, as claimed in claim 35, wherein said
moving step comprises:

detecting a power interruption;

reading said data from said second data storage device
volatile memory;

computing an ECC for said data; and
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writing said data and said ECC to said second data storage
device non-volatile memory.
47. The method, as claimed in claim 35, further compris-
ing:

providing a block data storage controller operably inter-

connected to said first and second data storage devices.

48. The method, as claimed in claim 47, wherein said

block data storage controller comprises an operating system
and a block storage processor that is capable of:

receiving block data to be written to said first data storage
device, said block data comprising unique block
addresses within said first data storage device and data
to be stored at said unique block addresses;

storing said block data in said second data storage device;

manipulating said block data, based on said unique block
addresses, to enhance the efficiency of said first data
storage device when said first data storage device stores
said block data to said first data storage device
memory; and

issuing one or more write commands to said first data
storage device to write said block data to said first data
storage device memory.

49. The method, as claimed in claim 48, wherein said
manipulating said block data comprises reordering said
block data based on said unique block addresses such that
seek time within said first data storage device is reduced.

50. The method, as claimed in claim 35, further compris-
ing:

detecting a power restoration after the power interruption;
and

secondly moving said data from said second non-volatile
memory to said second volatile memory.
51. The method, as claimed in claim 50, wherein said
secondly moving step comprises:

reading said data from said second data storage device
non-volatile memory;

computing an ECC for said data;

comparing said ECC to stored ECC stored at said second
data storage device non-volatile memory; and

writing said data to said second data storage device
volatile memory when said comparing step indicates
said ECC and stored ECC are the same, and generating
an error when said comparing step indicates said ECC
and stored ECC are not the same.

52. The method, as claimed in claim 50, wherein said step
of providing a first data storage device comprises providing
a plurality of data storage devices each having an identifi-
cation stored thereon identifying said second data storage
device, and wherein the method further comprises:

writing said data stored at said second data storage device
volatile memory to said hard disk drives when said
identification is present on all of said hard disk drives,
and generating an error when said identification is not
present on all of said hard disk drives.

53. A data storage system comprising:

a primary data storage device comprising a primary
memory for holding data;
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a backup data storage device comprising:
a backup volatile memory,

a backup non-volatile memory,

a backup power source, and

a processor operable to:

cause a copy of data provided to said primary data storage
device to be provided to said backup volatile memory;
and

upon detection of a power interruption, move said data
from said backup volatile memory to said backup
non-volatile memory and verify the accuracy of the
data stored in said backup non-volatile memory using
power supplied by said backup power source.

54. The data storage system, as claimed in claim 53,
wherein said primary data storage device comprises at least
one hard disk drive.

55. The data storage system, as claimed in claim 53,
wherein said primary data storage device memory comprises
a volatile write-back cache and a storage media capable
storing said data.

56. The data storage system, as claimed in claim 55,
wherein said primary data storage device, upon receiving
data to be stored on said storage media, stores said data in
said volatile write-back cache and generates an indication
that said data has been stored at said primary data storage
device before storing said data on said media.

57. The data storage system, as claimed in claim 53,
wherein said backup power source comprises a capacitor.

58. The data storage system, as claimed in claim 53,
wherein said backup data storage device non-volatile
memory comprises an electrically erasable programmable
read-only-memory, and said backup data storage device
volatile memory comprises a random access memory.

59. The data storage device, as claimed in claim 53,
wherein said processor verifies that said data stored in said
backup data storage device non-volatile memory is correct
by comparing said data from said backup data storage device
non-volatile memory with said data from said backup data
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storage device volatile memory, and re-writing said data to
said backup data storage device non-volatile memory when
the comparison indicates that the data is not the same.

60. The data storage system, as claimed in claim 53,
wherein said processor, upon detection of a power interrup-
tion, reads said data from said backup data storage device
volatile memory, computes an ECC for said data, and writes
said data and said ECC to said backup data storage device
non-volatile memory.

61. The data storage system, as claimed in claim 53,
wherein said primary data storage device and said backup
data storage device are operably interconnected to a block
data storage server, said storage server operable to cause
data to be provided to each of said primary and backup data
storage devices.

62. The data storage device, as claimed in claim 61,
wherein said block data storage server comprises an oper-
ating system and a block storage processor that is capable of:

receiving block data to be written to said primary data
storage device, said block data comprising unique
block addresses within said primary data storage device
and data to be stored at said unique block addresses;

storing said block data in said second data storage device;

manipulating said block data, based on said unique block
addresses, to enhance the efficiency of said primary
data storage device when said primary data storage
device stores said block data to said primary data
storage device memory; and

issuing one or more write commands to said primary data
storage device to write said block data to said primary
data storage device memory.

63. The data storage device, as claimed in claim 62,
wherein said manipulating said block data comprises reor-
dering said block data based on said unique block addresses
such that seek time within said primary data storage device
is reduced.
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