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ABSTRACT 

NAND Flash memories have bit errors that are corrected by 
error-correction codes (ECC).  We present raw error data from 
multi-level-cell devices from four manufacturers, identify the 
root-cause mechanisms, and estimate the resulting uncorrectable 
bit error rates (UBER).  Write, retention, and read-disturb errors 
all contribute.  Accurately estimating the UBER requires care in 
characterization to include all write errors, which are highly 
erratic, and guardbanding for variation in raw bit error rate.  
NAND UBER values can be much better than 10-15, but UBER is 
a strong function of program/erase cycling and subsequent 
retention time, so UBER specifications must be coupled with 
maximum specifications for these quantities. 

I. INTRODUCTION

NAND Flash memories [1][2] are widely used for data storage 
because of their compactness, low power, low cost, high data 
throughput, and reliability.  Scaling and multi-level-cell (MLC) 
technology [3] have enabled NAND to replace hard disk drives 
(HDDs) in portable devices and in some computers.  Like HDDs, 
NAND memories are not intrinsically error-free but rely on error 
correction coding (ECC) [4] to correct raw bit errors.  (Appendix 
1 reviews NAND¶s basic structure and operation.) 

Prior work has identified several mechanisms that can lead to 
bit errors in Flash memories, including program disturb from 
tunneling and hot-electron injection [5][6][7][8][9], quantum-
level noise effects [10][11], erratic tunneling [12][13], SILC-
related data retention and read disturb [14][15][16], and 
detrapping-induced retention [17][18][19][20][21][22][23].  The 
prior work investigated shifts in memory-cell device 
characteristics such as the threshold voltage (VT); the shifts were 
physically explained and mathematically modeled.  Little has 
been written on the data error rate caused by these shifts.  This 
paper begins with observed raw bit errors, identifies the physical 
causes, and estimates the rate of failure with ECC applied. 

The fraction of bits that contain incorrect data before applying 
ECC is called the raw bit error rate (RBER).  The error rate after 
applying ECC is called the uncorrectable bit error rate (UBER).  
HDD manufacturers and NAND-based storage manufacturers 
often quote UBER values on their datasheets, typically 10 13 to 
10 16 [24].  But little is written about how UBER is defined or 
measured.  This paper presents workable definitions and 
measurement methods applicable to NAND. 

UBER is a useful reliability metric for mass-storage devices 
such as HDDs because a bit error that damages one file out of 
many is not equivalent to a functional failure that destroys the 
drive.  UBER is used to specify the data-corruption rate, whereas 
metrics such as mean time between failure (MTBF) [25] specify 
the functional failure rate.  This distinction is often not made for 
electronic components; instead, a device is often counted simply 

as a failure whether it has a single-bit error or a catastrophic 
functional failure [26].  For NAND components used in mass-
storage applications, separating the two makes sense. 

ECC schemes supplement user data with parity bits which store 
enough extra information for the data to be reconstructed if one or 
more bits are corrupted.  The user and parity bits together are 
called an ECC codeword (CW), typically one 512-byte sector of 
user data plus the parity bits.  ECC is implemented externally 
using a memory microcontroller.  MLC NAND datasheets require 
ECC schemes capable of correcting several errors per CW. 

If an ECC scheme can correct ³E  ́ failing bits per codeword, 
then the codeword will have an uncorrectable error if (E+1) or 
more bits fail.  The probability that a codeword will fail is:   
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Here N is the number of bits per codeword.  The term in the sum 
is the binomial probability that n bits will be in error; the sum 
from E+1 to N is the probability that there are more than E errors.  
Usually RBER is small.  Then (1-RBER) is about 1 and the first 
term in the sum is dominates, so PCW is proportional to RBERE+1.  

As is common practice, we will define the UBER at any instant 
to be PCW divided by the number of user bits in the codeword: 
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Figure 1 shows the instantaneous UBER vs. RBER for ECC 
correctability ranging from 0 (none) to 8 bits per sector.  ECC 
greatly reduces the bit error rate.  The curves become steeper with 
increasing E, consistent with the RBERE+1 relationship. 
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Figure 1: Dependence of the UBER on the RBER for different 
levels of ECC correctability 

II. EXPERIMENTAL DETAILS

Experiments were performed on 8Gb MLC NAND devices 
manufactured on 63nm to 72nm technology nodes from four 
manufacturers.  Included is a 72nm device manufactured by the 
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joint venture between Intel and Micron (IMFT).  The devices 
were specified for use with 4-bit ECC.  Data retention was 
specified as 10 years for two devices and unspecified for the 
others.  Maximum program/erase (P/E) cycle count was specified 
at 10K for two devices, at 5K for one device, and was not 
specified for the fourth.  P/E cycling was done up to 10K cycles, 
data retention for as long as a year, and read disturb to 10K reads 
per page.  Stresses were at room temperature with random data 
patterns.  Raw errors were logged without ECC; RBER and 
UBER values were determined by analyzing the logs.  Sample 
sizes were sufficient to measure the raw bit error rate but usually 
not sufficient for 4-bit-ECC failures to appear.  The behavior of 
ECC failures was studied either by applying 1-bit ECC or by 
using mathematical extrapolation for 4-bit ECC.  The non-IMFT 
devices had smaller sample sizes and more statistical noise.   

III. RESULTS

A. Write Errors

Figure 2 shows the RBER measured after writing data to the 
four devices, as a function of prior P/E cycles.  Data were verified 
and errors logged only at the cycle points marked by the symbols; 
to speed up the stress, the cycling in between was without error 
logging.  This method is called the sparse-verify method.  For all 
devices, the RBER increases with cycles but stays below the level 
at which the recommended 4-bit ECC scheme would fail.   
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Figure 2: RBER after writing data, as a function of prior 
program/erase cycles.  Errors were logged at the cycle points 
noted by the symbols.  Each symbol represents a different 
product; these same symbols are used in other figures.  The 
IMFT-manufactured product is .  The devices marked by  and 
O were not specified for 10K cycles.  The dashed line is the 
RBER where the instantaneous UBER reaches 10 15 according to 
Equations (1) and (2).  Non-monotonic curves result from small 
sample sizes and erratic RBER behavior. 

Because the data pattern is known, it is possible to identify 
what VT level (of the four MLC levels) a failing cell was 
supposed to have and what VT level it actually had.  Almost all 
the errors were due to cells with higher VT¶s than intended.  This 
behavior is sketched in Figure 3, which shows tails on the upper 
edges of the level distributions.  From bit-error data, only the 
number of cells exceeding the read points can be deduced, not the 
VT¶s themselves.  The figure shows that the percentage weighting 
of the three tails varied from device to device.  Only one device 
(O) had significant errors from cells with VT¶s that were too low. 

Cells moving up from L0 were erased cells that became 
programmed when other cells were being programmed; this is 
called program disturb.  Several mechanisms causing program 
disturb have been discussed in the literature.  During 
programming, the failing cells were biased with an inhibit bias 

scheme (Figure 24).  Cells on selected strings but deselected 
wordlines have VINHIBIT on their control gates (CGs) and 
grounded string potentials.  This can lead to some tunneling, 
called VINHIBIT disturb.  Inhibited cells on selected wordlines and 
deselected bitlines have the full programming voltage on their 
CGs and rely on a boosted string potential to suppress tunneling; 
but some tunneling, called VPGM disturb, can still occur.  Setting 
VINHIBIT too low risks VPGM disturb, and setting it too high risks 
VINHIBIT disturb; minimizing disturb requires a careful balance 
[5][6].  The underlying physics is Fowler-Nordheim tunneling, 
but as is known from NOR erase-distribution studies such 
tunneling is nonuniform [28] and erratic [12][13] in small-
dimension devices because of cathode non-planarity and unstable 
positive charges in the tunnel oxide.  As a result, some cells 
tunnel more easily than others, causing bit errors.  Finally, 
mechanisms related to junction leakage can discharge the boosted 
string [7] or result in hot-electron injection [8][9]. 

Figure 3: Schematic illustration of the dominant types of write 
errors and the percentage weighting of each type for each product.  
The RBER was dominated by cells with higher VT¶s than 
intended; exceptions exist to some degree and result in 
percentages sometimes adding to less than 100%.  The levels and 
read points R1 R3 are discussed in Appendix 1.  

Cells moving up from L1 and L2 were intentionally 
programmed to one level but ended up too high.  These 
overprogramming failures are due to the failure of the MLC 
programming algorithm (Figure 23).  This algorithm tests to see 
whether a cell has been programmed high enough, but not 
whether it has been programmed too high.  Several mechanisms 
can cause overprogramming.  First, random telegraph noise [10] 
can fool a verify step in Figure 23, causing a cell to receive an 
additional pulse which it does not need.   Second, erratic tunneling 
caused by unstable positive charges in the oxide can cause the VT 
jump from one pulse to the next to be too large.  Third, even in the 
absence of unstable oxide charges the VT jump in one pulse can 
be too large because of Poisson statistics related to the small 
number of electrons that are injected per pulse [11].  Finally, even 
if the cell is placed to the proper level it can move higher when 
adjacent cells are later programmed, because of the coupling 
between floating gates (FGs) [27].  A given cell can fail because 
of the combined effects of more than one mechanism. 

The RBER increases with cycle count.  This is primarily 
attributed to the buildup of traps in the tunnel oxide.  Individual 
failing bits are highly erratic.  For example, for the IMFT device 
only 26% of the bits that failed at 5K cycles also failed at 10K 
cycles, and similar behavior was seen for the other devices.  So, as 
RBER increases new bits fail and many old failures recover.  The 
erratic behavior stems from the root-cause physics of the 
mechanisms as described above, which involve unstable oxide 
charges and quantum noise.  The erratic behavior is very 
important in the measurement of the UBER, as will be discussed 
below. 
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To study the erratic behavior, 4000 blocks were cycled to 10K 
cycles, with a random pattern that changed every cycle.  Failing 
bits were logged after each write; this method is called the every-
cycle-verify method. 

Figure 4 shows the behavior of a representative bit.  This bit 
first failed at cycle 4731 and then failed only 10 more times.  This 
bit was more repeatable than most:  the average failing bit failed 
only four times.  These errors may seem more erratic than implied 
by the earlier statement that 26% of bits that failed at 5K cycles 
still failed at 10K cycles.  Indeed, in the every-cycle-verify 
experiment only 0.01% of the bits that failed before cycle 10K 
also failed at cycle 10K.  There are two reasons for the seemingly 
huge discrepancy between 26% and 0.01%, discussed next. 

First, in the every-cycle-verify experiment a different data 
pattern was written every cycle, whereas in the sparse-verify 
experiment the same pattern was written at each verify step 
(changing patterns were used only for the cycling).  A bit failing 
at one verify is less likely to fail at a later one if the data pattern is 
different.  This is because the failing cell may be written to a VT
level that is less likely to fail and because the adjacent-cell VT
levels will be different, affecting FG-to-FG coupling [27], gate 
induced drain leakage [7], and other effects.  As a result, in the 
every-cycle-verify experiment 8% (not 26%) of bits failing at 5K 
cycles also failed at 10K.  But this is still a far cry from 0.01%. 

The second and dominant effect is best explained by example.  
Suppose that a device has one firm-failing bit that fails at every 
cycle, and that at every cycle there is a second erratic failing bit 
that is different each cycle.  There would then be 10,000 failing 
bits in the first 9,999 cycles (one firm-failing bit and 9,999 totally 
erratic ones), of which only one (0.01%) would fail at 10K cycles.  
On the other hand, there would be 2 failing bits at 5K cycles, and 
one of them (50%) would fail at 10K.  The first observation, 
resulting in the 0.01% value, is possible only with an every-cycle-
verify experiment.  Both 0.01% and 50% are mathematically 
correct, but the quantity counted is different.  The every-cycle-
verify calculation (0.01%) is the percentage of failing bits with 
each failing bit included only once.  The sparse-verify estimate 
(50%) is the percentage of failing bits with each failing bit 
included as many times as it fails.  Including the firm error only 
once would mean including it only when it failed in the first cycle, 
not at 5K as was done for the 50% calculation.  The sparse-verify 
calculation gives the impression that the typical failing bit is far 
more repeatable than it really is because it over-counts those rare 
bits that repeat quite often. 
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Figure 4:  Pass/Fail behavior of a representative bit. 

ECC errors, not raw bit errors, are what matter.  With the 
datasheet level of 4-bit ECC there were no ECC errors.  But we 
can study the characteristics of ECC errors by applying only 
single-bit ECC, in which case a number of failures were observed. 
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Figure 5:  Sectors failing as a function of P/E cycles (IMFT 
device).  :  Instantaneous fraction of sectors failing at each cycle.  
Smooth curve:  Fraction of sectors that failed up to and including 
the indicated cycle number.  Each failing sector is counted only 
the first time that it fails.  The instantaneous data are quantized 
because there were 2 errors at any instant. 

For the every-cycle-verify experiment, Figure 5 shows the 
fraction of sectors failing single-bit ECC as a function of cycles.  
The cumulative curve counts all sectors failing up to a particular 
cycle number and is simply the integral of the instantaneous data.  
The cumulative errors were two orders of magnitude larger than 
the instantaneous errors: 354 sectors failed but never more than 2 
at the same cycle.  This is a manifestation of the erratic nature of 
most failing bits.  In fact, the ECC failures are even more erratic 
than the underlying bits:  the average failing bit failed 4 times but 
the average failing sector failed less than twice.  It is expected, 
and observed by us in other experiments, that failures repeat fewer 
and fewer times as one progresses from no ECC (raw bit errors) to 
single-bit ECC to multiple-bit ECC.  This is because it is less 
likely for a group of failing bits to all repeat than for any one of 
them to repeat.  For the datasheet level of 4-bit ECC, it is 
expected that the average ECC failure would occur in only one 
cycle and then never fail again. 

Because of the erratic nature of ECC failures, it is important 
that NAND write-error reliability not be measured simply by 
counting the errors from sparse-verify experiments.  This would 
result in the vast majority of failures not being detected.  Ideally, 
one would always have data from every-cycle-verify experiments.  
Yet it is common practice for non-volatile memory 
characterizations to involve full data-integrity testing only at 
specific verify points.  In particular we do not have every-cycle-
verify data for the data sets shown in Figure 2.  We next discuss 
how the ECC failure rate be deduced from sparse-verify data. 

Figure 6 overlays the data from the sparse-verify and every-
cycle-verify experiments.  The instantaneous fraction fail in the 
sparse-verify experiment is about three orders of magnitude lower 
than the cumulative fraction in the every-cycle-verify experiment, 
confirming the gross under-counting that can result from using 
sparse-verify data ³as is´.  The upper curve ( ) is the result of 
integrating the sparse-verify curve ( ), interpolating values 
between the data points.  Integrating the curve is equivalent to 
counting the failures that occurred between verifies.  The 
integration result matches the every-cycle-verify data reasonably 
well, about a factor of two greater.  This overestimation is a 
general consequence of the integration method which can be 
understood and compensated for.  In a sparse-verify experiment, 
the instantaneous data points (  in Figure 6) include all failing 
sectors at each verify point, including any that may have failed 
earlier.  Integrating the curve therefore estimates the total failing 
sectors with a given sector counted more than once if it fails more 
than once.  By contrast, in the every-cycle-verify experiment we 
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counted a sector as failing only the first time that it failed, because 
in field use a sector will be retired if it fails.  As a result, the 
integration method overestimates the failure rate by a factor equal 
to the average number of times that a failing sector fails.  With 
single-bit ECC, the average sector failed 1.8 times, resulting in 
that degree of overestimation.  (The results also differ slightly 
because the RBERs of the two experimental samples were 
somewhat different).  As already mentioned our expectation with 
multiple-bit ECC is that this factor approaches unity so that the 
overestimation will be negligible. 
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Figure 6:  Sectors failing single-bit ECC as a function of cycles 
for the IMFT product for both the every-cycle-verify and sparse-
verify experiments.  :  Instantaneous fraction from the sparse-
verify experiment.  :  Integral of the instantaneous curve.  Solid 
line:  Cumulative data from every-cycle-verify experiment (from 
Figure 5).  Dashed line:  Prediction from binomial statistics 
(Equation 1) with a small correction for RBER variability. 

Another issue that arises is that because of insufficient sample 
size an experiment fails to detect any ECC failures at all.  The 
most straightforward way is to replace the fraction of sectors 
failing (  symbols in Figure 6) with binomial estimates (Equation 
1) in the integration.  In principle, one merely needs to measure 
RBER, which can be done with a small sample size.  A difficulty 
is that Equation (1) assumes that RBER is uniform, whereas it 
actually varies from device to device and from sector to sector. 
This variability increases the failure rate and must be guardbanded 
for.  How this can be done is covered in the Discussion section. 
The dashed line in Figure 6 is the result of using this approach. 
This dashed line matches the result ( ) from integrating the 
actual data ( ). 

Figure 7 shows the estimated cumulative fraction failing for all 
four devices.  The devices have similar qualitative behavior, 
although one device has a much higher error rate. 

B. Retention Errors 

Nonvolatile memory reliability characterization methods 
typically consist of P/E cycling followed either by an unbiased 
bake or by a biased read-disturb stress [26].  These post-cycling 
stresses check whether the device is able to retain data over time. 

Figure 8 shows RBER during a room-temperature bake 
following 10K P/E cycles.  RBER at time=0 is due to write errors 
induced by cycling (Figure 2).  RBER climbs with time because 
of data-retention errors.   

Retention errors are mostly due to charge loss: cells losing 
charge and thus moving from one VT level to the one below.  Two 
dominant mechanisms cause this:  1) loss of FG charge via stress-
induced leakage current (SILC) through the tunnel oxide 
[29][14][15][16]; and 2) detrapping of tunnel-oxide charge that 
had been trapped during cycling [17][18][19][20][21][22].  The 
effect on the VT distributions is sketched in Figure 9.  Detrapping 
causes the distributions to intrinsically broaden and shift lower.  

SILC causes a subset of cells to lose charge, forming a tail in the 
distribution.  Because SILC is more strongly field-dependent than 
detrapping is [16][21], SILC tends to dominate the RBER of L3 
cells, which have the largest electric field in the tunnel oxide 
because they have the most stored electrons.  Detrapping tends to 
dominate the RBER of L1 and L2 cells.  Interestingly, the same 
detrapping that generates retention errors also causes some write 
errors (from the final cycle) to recover with time because some of 
the tail cells that were above their intended read level in Figure 3 
drop below that read level due to charge loss.  Over the retention 
period of Figure 8, about a third of the write errors recovered.   

0.0E+00
1.0E-04
2.0E-04
3.0E-04
4.0E-04
5.0E-04
6.0E-04
7.0E-04
8.0E-04

0 2000 4000 6000 8000 10000

P/E Cycles

0.0E+00
1.0E-02
2.0E-02
3.0E-02
4.0E-02
5.0E-02
6.0E-02
7.0E-02
8.0E-02

Figure 7:  Cumulative fraction of sectors failing vs. cycles for 
several devices.  Smooth line:  IMFT device (every-cycle-verify 
experiment).  :  Integration of observed failing sectors, plotted 
against the right-hand axis.   and O:  Integration of binomial 
estimates.  Results from the sparse-verify experiments were 
divided by 1.8 to correct for double-counting. 
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Figure 8:  RBER vs. room-temperature retention time following 
10K P/E cycles.  Symbols have the same meaning as in Figure 2.  
Extended retention data are not available for .  Devices  and O 
were not specified for 10K cycles.  Differences between the initial 
RBER here and the final RBER in Figure 2 are due to variation 
from sample to sample and (for curve O) small-sample statistical 
noise in the early data points. 

Both retention mechanisms are represented in the products 
studied, but their relative contributions vary.  The errors were 
mostly L3 L2 type in the IMFT ( ) and one other ( ) products, 
L2 L1 type in the third product (O), and both these types in the 
data from shorter retention times available for product ( ).  Based 
on Figure 9, the L3 L2 errors would be attributed to SILC and 
the L2 L1 errors to detrapping.  The characteristics of the 
retention errors can be more clearly seen by plotting the charge-
loss errors alone, with write errors removed, as shown in Figure 
10. Curve  in the lower figure shows that RBER scales as a 
power law in cycles with exponent somewhat less than unity, 
which is consistent with what is known for SILC [16].  Our direct 
measurements of the VT distribution (not shown) confirm the 
presence of a SILC-like tail as sketched in Figure 9.  Curve (O) 
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has a much steeper dependence on cycling count, which is what is 
seen for the detrapping mechanism because of its intrinsic nature.  
Although curve ( ) is dominated by L3 L2, the increasing 
cycling slope suggests that the physical mechanism may be a mix 
of both SILC and detrapping.   

Figure 9: illustration of the sources of retention RBER. 
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Figure 10:  Charge-loss RBER as a function of (top) retention 
bake time after 10k P/E cycles and (bottom) number of P/E cycles 
followed by 1 year of bake.  The bake was at room temperature.  
Data are available over only a short retention time (672 hours) for 
product . 
 

The relative contributions of the mechanisms also depend on 
the cycling and bake conditions.  These devices were cycled at 
room temperature over several days and then baked at room 
temperature.  If the cycling had been done at higher temperature 
or over a longer time then the detrapping contribution would have 
been reduced because some traps would have annealed in the 
delays between cycles [21][22].  On the other hand, if the 
retention bake had been done at high temperature then the 
detrapping would have been larger and the SILC smaller.  This is 
because detrapping is strongly temperature accelerated [21][22] 
whereas SILC anneals at high temperature [16][30]. In fact, it is 
often thought that the detrapping mechanism is significant only at 
high temperature, but this discussion shows that some products 
under some conditions may be dominated by detrapping even at 
room temperature.  The products dominated by detrapping charge-

loss might have had substantially better retention had they been 
cycled over a more realistic time, such as a year. 

It is reasonable to assume that any given verify step records all 
errors that occurred up to that point in time, because once a cell 
shifts from one level to the one below it is not likely to shift back.  
It is therefore not necessary to integrate failure data as we did 
with write errors.  This is an approximation, because telegraph 
noise [10] and the recovery of write errors can lead to errors that 
subsequently recover, but these effects should be small. 

Figure 11 shows the cumulative fraction of sectors failing 
single-bit ECC as a function of total stress.  For the IMFT device, 
the retention errors contribute little to the ECC failure rate, which 
is dominated by write errors.  This may seem surprising because 
Figure 8 shows that retention errors dominate the RBER.  The 
explanation is that the write errors are erratic whereas retention 
errors are not.  The total number of write errors is far greater than 
suggested by the RBER at the end of cycling because errors from 
all earlier cycles must be counted.  For retention errors, this is not 
true, because all errors appear in the final data point. 
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Figure 11:  Cumulative sectors failing with single-bit ECC as a 
function of stress duration in the sequential stress of 10K cycles 
followed a long retention period.  The write errors are from Figure 
7.   is plotted against the right-hand axis.  Retention errors are by 
direct counting of actual failing sectors, except for the first few 
data points for curve O which rely on binomial extrapolation. 
 

C. Read-Disturb Errors 
 
Figure 12 shows RBER as a function of the number of reads 

per page performed on devices cycled 10K times.  The generation 
of errors with reads is called read disturb. 

Whenever a NAND cell is read (Figure 13), a voltage VPASS is 
applied to all deselected wordlines in the block.  VPASS must be 
higher than the highest VT of the programmed cells so that the 
deselected cells do not block the current from the cell being read.  
The VPASS bias tends to disturb bits up in VT either though SILC 
[14][23], which allows electrons to reach the floating gate, or 
through the filling of traps in the tunnel oxide [17].   
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Figure 12:  RBER vs. number of reads following 10K cycles. 
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Figure 13:  Read bias.  The circled cell is the one being read. 

Figure 14:  Illustration of the sources of read-disturb RBER 
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Figure 15:  Incremental RBER from read disturb as measured by 
L0 bit failures not present in the first read, as a function of (top) 
number of reads per page for 10K-cycled blocks and (bottom) 
number of cycles before the 10K reads per page. 

 
The failures in Figure 12 are overwhelmingly from L0 cells 

moving higher, as illustrated in Figure 14.  This is as expected for 
the SILC mechanism, which is strongly field dependent, because 
the lowest VT state has the highest electric field in the tunnel 
oxide under read bias.  The characteristics of the read-disturb 
failures are best studied by excluding the write errors and plotting 

only the incremental read-disturb errors, as shown in Figure 15.  
The RBER grows as a power-law in reads (top figure) and in P/E 
cycles (bottom), consistent again with SILC [16].   

As with retention, it is a reasonable approximation that any 
verify step contains all prior errors so that integration of errors is 
unnecessary.  The lack of erratic behavior is evident in the data:  
95% of the failing bits at 5K reads also failed at 10K reads.   
Figure 16 shows the cumulative fraction of sectors failing single-
bit ECC as a function of total stress.  Read disturb has a negligible 
contribution to the ECC failure rate, which is dominated by write 
errors.  As with retention, the dominance of write errors is due to 
the cumulative impact of write errors, which must be integrated 
over all cycles. 
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Figure 16:  Cumulative sectors failing as a function of stress in a 
sequential stress of 10K cycles + 10K reads/page.  Write errors 
are from Figure 7.  Curve  is plotted against the right-hand axis. 

IV. DISCUSSION 

For single-bit ECC, the post-ECC failure rate is well 
summarized by Figures 11 and 16, which show cumulative sectors 
failing as a function of total usage.  It is common in reliability 
work, however, to seek to summarize reliability through a single 
parameter, such as the MTBF or the UBER. 

How could a UBER value be extracted from the figures 
mentioned? The typical HDD datasheet statement is that UBER is 
less than some value per bit read.  Because NAND failures are 
not uniform in time (see Figs. 11 and 16), what makes sense is to 
calculate the UBER based on the cumulative results through any 
point of time of interest: 
 

 tin timesector per  reads ofnumber sectorper  bits
 t time toup failing sectorsfraction  CumUBER(t)

 
(3) 

 
The numerator can be determined given a particular use 

condition based on experimental data such as was done earlier in 
this paper.  One must then determine the denominator.  A general 
usage model for nonvolatile memory devices is a period of 
extensive P/E cycling, such as Ncyc cycles, followed by a data-
retention (or disturb) period with Nret reads per sector.  The 
UBER can then be re-stated as follows: 

 

NreteReads/CyclNcycsectorper  bits
 t time toup failing sectorsfraction  CumUBER(t)

 
(4) 

 
where Reads/Cycle is the number of times, on average, that each 
sector is read between cycles, i.e., the read-to-write ratio. 

For a known application, one could use the expected values for 
Reads/Cycle and Nret.  For general reliability specification, one 
can look at practice in the HDD industry.  One such practice [24] 
is to evaluate UBER by writing a drive and reading it back, over 
and over until (for example) 1015 bits have been read, and then 
calculate the UBER by dividing observed errors by the number of 
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bits read.  Such an evaluation has a read-to-write ratio of unity.  
For NAND one could therefore assume that Reads/Cycle=1.  This 
is clearly the most conservative possible choice of the number of 
reads between cycles to be used in a UBER calculation for write 
and retention errors.  That is because NAND write and retention 
errors are caused by the writes and the retention time, not the 
reads.  So the numerator does not increase significantly if more 
than one read is performed between writes; adding such reads 
would simply increase the denominator.  One read between cycles 
is also worst case for read disturb, because adding reads between 
cycles would not increase the read-disturb failures (in the 
numerator) by as much as the number of reads in the denominator 
(this is demonstrated in Appendix 2). 

For applications involving a read-disturb retention period, Nret 
should simply be set to the number of reads in the read-disturb 
stress, such as 10K in our examples here. 

For unbiased retention, one could conservatively assume 
Nret=0.  In our example of 10K cycles plus 1 year of retention, it 
is plausible that Nret would be small compared to Ncyc.  But 
there are also specifications for data retention for uncycled or 
lightly-cycled devices, and then it is not reasonable for Nret to be 
small compared to Ncyc.  Thus one should assume some non-zero 
Nret.  During cycling, we assume that the device is read once per 
cycle, or 10K times over its lifetime in this example.  One could 
assume this read rate even during a retention period.  In practice, 
UBER values are normally specified with only order-of-
magnitude levels (10 13 vs. 10 14 vs 10 15, for example), so it may 
be acceptable to use a rough estimate for Nret. 
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Figure 17:  Cumulative fraction of sectors failing with 1-bit ECC 
for the IMFT device vs. number of reads per sector.  Devices are 
cycled 10K times and then receive either a 1-year data-retention 
period or a period with 10K reads per sector.  The symbols mark 
the points at which one might evaluate the UBER: at the end of 
cycling, retention, and read disturb.  The legend indicates the 
UBER values, which are the slopes of the dashed lines. 

Figure 17 re-plots the IMFT data from Figures 11 and 16 
against the number of bits read per sector.  Each sector is assumed 
to be read once per P/E cycle, at a rate of 2.5K cycles per year 
during the retention period, and once for each read during the 
read-disturb stress.  The UBER ranges from 2.2E-12 to 4.3E-12 
depending on which point in time one chose for the calculation.  
The worst-case value is obtained for cycling itself due to write 
errors; the UBER goes down with retention and read-disturb time.  
These values are greatly exaggerated by the use of single-bit ECC 
for devices specified for use with 4-bit ECC. 

For a NAND device to meet some UBER requirement, it would 
be necessary to state the use-condition envelope over which that 
UBER would be met and then to ensure that the worst-case UBER 
within that envelope met the requirement.  For example, from 
Figure 17 the use-condition envelope would extend to 10K cycles 
and to at least 1 year of retention and 10K reads per page, and the 
worst-case UBER would be 4.3E-12. 

HDDs are commonly assumed to have constant UBER.  Using 
the example of Figure 17, an HDD specified with a UBER of 
4.3E-12 would follow the uppermost dashed line.  A NAND 
device specified for 10K cycles with a UBER of 4.3E-12 would 
have fewer failures than the HDD for any condition except at 
precisely the maximum specification.  For example, if a typical 
application had only half the cycles of the worst-case 
specification, then the UBER would be lower by a factor of 3.  
This effect becomes larger for multi-bit ECC and is discussed 
further at the end of this paper. 

What is desired, of course, is an estimate of the UBER with the 
datasheet 4-bit ECC scheme.  There were no failures with 4-bit 
ECC, so we now turn to how binomial estimates can be made, 
guardbanded for variation in RBER.   

Table 1 works out a simple example.  The cells on a single 
wordline are divided between odd and even pages.  The even page 
is written before the odd page, which results in different RBER 
values (because of FG-to-FG coupling [27] and other effects).  
The table begins by showing the write-error RBERs at 10K cycles 
for odd and even pages, normalized to the average of the two.  
The UBER rows show the calculated UBER of the odd and even 
pages combined, relative to the UBER that would result from 
uniform RBER.  For example, consider 1-bit ECC, where UBER 
scales as RBER2.  For the IMFT device, the odd-pages RBER is 
1.25 times the average of odd and even.  This means that the odd-
page UBER is 1.252 = 1.56 times the value that would have 
occurred had the RBER been uniform.  The same calculation is 
0.752 = 0.56 for the even pages, and the overall UBER is 
increased by a factor of (1.56+0.56)/2 = 1.06.  In the jargon of 
yield modeling, this 1.06 factor can be considered a cluster factor 
(CF).  If one uses an unguardbanded RBER in Equation (1), one 
needs to multiply the PCW value by the UBER CF to obtain the 
correct value.  One could equivalently guardband the RBER 
instead.  Guardbanding PCW by a factor of some UBER CF is 
equivalent to guardbanding the RBER by (UBER CF)1/(E+1).  The 
table also shows these RBER CFs.  The RBER CFs are different 
for different NAND devices, which is the result of differences in 
process, circuit design, and internal algorithms.  Indeed, 
sometimes even pages are worse than odd pages and sometimes 
vice versa.   

IMFT O 
Even 0.75 0.51 1.13 1.39 RBER Odd 1.25 1.49 0.87 0.61 

1-bit ECC 1.06 1.24 1.02 1.16 UBER CF 4-bit ECC 1.65 3.74 1.17 2.68 
1-bit ECC 1.03 1.12 1.01 1.07 RBER CF 4-bit ECC 1.11 1.30 1.03 1.22 

Table 1:  Odd/even page effect on ECC failure rate for write 
errors.  Symbols have the same meaning as in the figures. 

The odd/even page difference is only one of several sources of 
variation in NAND RBER.  For example, RBER can vary 
significantly by position within the string and from one unit to 
another.  As a result, the effect of variability is greater than Table 
1 indicates.  It is beyond the scope of this paper to review all 
sources of variation in detail.  But they can all be addressed using 
essentially the same method described in Table 1:  Analyze the 
RBER variation and find its impact on UBER by using the power-
law relationship between RBER and UBER. 

IMFT O 
1-bit ECC 1.2 1.4 1.4 1.2 
4-bit ECC 2.1 3.0 3.2 2.3 

Table 2:  Estimated write-error RBER CFs for all sources of 
variation combined.  The values were obtained by multiplying the 
CFs obtained for each individual source of variation. 
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Table 2 summarizes the RBER CFs for all sources of variation 
combined.  Note that the CFs increase with increasing ECC.  This 
is a consequence of the increasing steepness of the UBER-vs-
RBER relationship with higher levels of ECC (Figure 1).  Similar 
analysis was performed to arrive at CFs for the errors in retention 
and read-disturb stresses. 
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Figure 18:  UBER cluster factor vs. ECC correctability, for write 
errors.  Symbols are as defined in the earlier figures. 

 
Although RBER needs to be adjusted by only a factor of about 

3 or less, Figure 18 shows that the impact on UBER can be far 
larger.  For this reason, UBER should not be calculated using the 
binomial Equation (1) with the directly-measured RBER.  The 
RBER must be guardbanded to account for variation.  The CF 
approach sketched here is only one approach.  For NAND UBER, 
modeling of RBER variability can be as important and complex as 
modeling of the underlying mechanisms. 

Figure 19 extends Figure 17 to 4-bit ECC, using the 
guardbanded-binomial approach.  Using datasheet ECC lowers 
the UBER by more than nine orders of magnitude so that it 
becomes negligible.  Perhaps surprisingly, the dominant 
mechanism switches from write errors with 1-bit ECC to retention 
errors with 4-bit ECC, at least for the example of a 1-year 
retention period.  The reason for the dominance of write errors 
with 1-bit ECC is that the higher RBER after the retention period 
did not increase UBER by enough to exceed the write errors 
summed up over all cycles.  Increasing ECC greatly magnifies the 
impact of the higher RBER from retention, because UBER scales 
as RBERE+1.  But increasing ECC does not increase the 
multiplication factor for the integration of write errors. 
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Figure 19:  Cumulative fraction of sectors failing vs. bits read for 
the IMFT device, for both 1-bit and 4-bit ECC.  The 1-bit curves 
are from Figure 17, with the same symbols.  The 4-bit curves use 
binomial estimation from Equation (1) guardbanded for variation.  
The legend shows the worst-case UBER values (slopes of the 
dashed lines). 
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Figure 20:  Sectors failing vs. # reads for 4-bit ECC.  The dashed 
lines correspond to constant UBERs of 10-13 and 10-16.  Symbols 
are as defined in earlier figures.  For each curve, the initial 
segment to about 4E7 reads is for write errors, the nearly-flat 
segment to 8E7 reads is for read disturb, and the steeper segments 
starting at 4E7 are for retention.  Extended retention data are 
unavailable for device .  Devices  and O were not specified to 
10K cycles, and these have retention curves shown for 5K cycles 
starting at about 2E7 reads, in addition to the post-10K curves.   
 

How general are these results?  Figure 20 shows the results 
with 4-bit ECC for all four devices.  Retention errors dominate the 
UBER for all devices if the 1-year retention period is included (1-
year retention data are unavailable for device ).  Read disturb is 
negligible and write errors have an intermediate effect. 

Figure 20 shows that NAND devices can have extremely low 
UBER values.  All devices are orders of magnitude below the 
HDD range of 10-13 to 10-16 in early life.  Only the two devices not 
specified for 10K-cycle operation reach (and eventually exceed) 
the HDD range at the end of life.  The figure shows that both 
would be within the HDD range or better with a reduced 
specification of 5K cycles.  On the other hand, one of these 
devices is specified for 10-year retention, which might not seem 
warranted by the data in the figure.  This should reinforce the 
point that defining UBER requires defining the usage range for 
which that UBER is achieved.  Conversely, defining a usage 
range such as a retention lifetime is meaningful only if the UBER 
is defined. 

Because NAND UBER increases with cycle count, retention 
time, and reads per page, specifying a UBER value requires 
specifying the limits for those quantities.  If those quantities are 
specified, real applications with less than the absolute maximum-
specification usage conditions will have much better UBER than 
the specified value.  HDDs, on the other hand, are generally 
assumed to have constant UBER, so that all usage conditions will 
have that level of failure and no better.  Another difference 
between NAND UBER and HDD UBER is that NAND UBER 
can be determined over the full product lifetime by performing a 
lifetime¶s worth of P/E cycles.  On the other hand, for HDDs 
UBER is often measured over a few weeks or months of 
simulated use [24], and one must assume that UBER does not 
degrade over the subsequent years  

Although we have shown data for 1 year of data retention 
following 10K cycles, this is best considered a worst-case use 
condition.  If 10K cycles are performed over 5 years, the device is 
rewritten on average every 4 hours, so a 1-year retention period 
would require quite exceptional circumstances. 
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IV. CONCLUSION 

This paper has studied bit errors in NAND memories from four 
manufacturers.  The devices have the same error mechanisms but 
vary in terms of which dominates.  The erratic nature of write 
errors requires that reliability characterizations verify the data 
after every cycle or use data integration to account for errors that 
went undetected.  Variation in RBER must be guardbanded for in 
performing binomial calculations of the ECC error rate.  We 
provide workable definitions for uncorrectable bit error rate and 
estimate its values.  ECC causes the failure rates to steepen with 
respect to P/E cycle count and retention time so that specifying a 
UBER value is meaningful only if the range of use is specified.  
Within that range, the UBER can be quite low, orders of 
magnitude below a typical specification of 10-15. 
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APPENDIX 1:  Review of NAND Structure and Operation 
 

NAND structure and operation are briefly reviewed here; see 
reference [2] for more information.   

Figure 21 shows a string of Flash memory cells.  Each cell is an 
n-channel MOS transistor with a floating gate (FG) between the 
control gate (CG) and the channel.  The floating gate is 
electrically isolated by an interpoly dielectric (IPD) at the top and 
a tunnel oxide (TOX) at the bottom.  A string typically consists of 
32 cells, connected through a select gate at the drain end (SGD) to 
a bitline and through a select gate at the source end (SGS) to a 
source diffusion.  A memory block consists of many such strings, 
side-by-side, with common source, separate bitlines, and CGs that 
are laid out as wordlines perpendicular to the bitlines.  The cells 
on one wordline are divided into two to four pages.   

Programming the cell means injecting electrons onto the 
floating gate and is accomplished by applying positive voltage to 
the control gate which capacitively couples to the FG and induces 
electrons to tunnel up from the channel.  Erase means removing 
electrons by reversing the bias.  Adding electrons to the FG raises 
the VT of the device, and removing them lowers it. 

Current MLC memories store two bits of information per cell 
by placing cells into four different VT levels, identified as L0  L3 
in Figure 22. During read, the CG for the selected cell is biased to 
chosen read points (R1 R3 in Figure 22), and if the cell conducts 
current then the VT is determined to be below that value.  The 
CGs for the deselected cells in the string are biased at a voltage 
VPASS that is higher than the highest programming VT level so that 
string current is determined only by the VT of the selected cell 
(Figure 13).  An entire page is read at once in a single parallel 
operation (though data are serially clocked out to the external 
system). 

The erase operation places all cells into the lowest level (L0), 
typically below zero volts.  A cell is placed into one of the three 
positive VT levels using the programming algorithm shown in 
Figure 23.  A sequence of increasing CG pulses is applied, each 
raising the VT.  Between pulses, a verify step is performed, like 
the read operation described above, with the CG set to the 
minimum VT acceptable for that level.  When the VT crosses this 
read level, the verify passes and programming in subsequent CG 
steps is inhibited [5] using a bias scheme such as that shown in 
Figure 24.  During programming, a cell being programmed has a 
grounded bitline, grounding the string silicon potential and 

allowing tunneling of electrons from that ground potential to the 
positive FG.  A cell being inhibited has its bitline biased high 
enough for the SGD device to be off and the string¶s silicon 
potential to be floating.  Deselected wordlines are biased to a 
voltage VINHIBIT which couples positive voltage to the floating 
string potential, boosting that potential and thereby reducing the 
voltage across the tunnel oxide and suppressing the tunneling.  
Variations on this self-boost scheme are often used [6]. 

 
Figure 21: Cross-section of a NAND string 

 
Figure 22: Distribution of cells in four levels for MLC Flash.  
Bell-shaped curves represent the probability distributions of the 
thousands of cells in a block placed to each of the four VT levels. 

 
Figure 23: MLC programming placement algorithm.  The cell 
passes at the circled verify step.  The final programming pulse 
(dashed lines) is inhibited. 

 
Figure 24: Program inhibit bias.  Cell labeled P programs because 
of the high field induced by the high CG voltage and the string 
potential at ground due to the grounded bitline.  Cell labeled I is 
inhibited because devices SGD and SGS are off, floating the 
string silicon potential which is boosted by coupling from the 
VINHIBIT bias placed on the deselected wordlines. 
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APPENDIX 2:  Worst-Case Assumption for Read Disturb 

This section demonstrates that one read between cycles is 
worst-case for the read-disturb UBER 

If read-disturb errors were not erratic from one P/E cycle to 
another, then the conclusion would follow naturally.  In that case, 
adding a read to an early cycle point could at most generate an 
error that would have occurred after cycling anyway.  Adding a 
read to the total performed after cycling, on the other hand, would 
increase the total number of errors because of the power-law 
relationship between errors and read count (Figure 15).  
Therefore, to maximize the number of failures reads should be 
shifted to the end of cycling. 

If read disturb errors are erratic with cycling, the conclusion is 
less obvious because reads at some earlier cycle might generate 
failures that would not have occurred otherwise.  It is not practical 
to collect read-disturb data after every cycle because the time 
required would be excessive.  It is possible to calculate what the 
result of such an experiment would be, making the worst-case 
assumption that all read disturb errors are thoroughly erratic from 
cycle to cycle so that the failures between different cycle counts 
are fully additive.  As shown in Figure 15, read-disturb RBER 
increases as a power-law in cycle count and in number of reads.  
Therefore, the RBER from read disturb can be calculated given 
the cycle count and subsequent reads.  Assuming binomial 
statistics, the fraction of CWs failing (PCW) follows from (1).  
With the assumption of fully-erratic errors, the cumulative 
fraction of codewords failing would be the integral of (1) over 
cycles, and this can be inserted into the numerator of (4) to obtain 
the UBER. 

Figure 25:  Read-disturb UBER up to 10K program/erase cycles 
with various reads between each cycle.  This curve is estimated 
from assumed models of cycling degradation and a uniform 
RBER.  The dotted line represents stress points that would require 
greater than 10 years to achieve in the field. 

We considered a hypothetical device with UBER=10 14 with 1-
bit ECC, when measured with 10K cycles followed by 10K reads, 
and we simulated what the UBER would have been had the reads 
between earlier cycles been greater than unity.  Figure 25 shows 
the result.  As the number of reads between cycles is increased, 
the UBER at first drops because a few reads are not enough to 
generate significant additional errors in the numerator, to offset 
the increased reads in the denominator.  This behavior continues 
up to the point (dotted section) where performing the stress would 
take more than 10 years to complete for a NAND device with 
typical specifications.  Only beyond this 10-year limit does read 
disturb between cycles become large enough for UBER to begin 
increasing, and even then it does not rise above the value 
corresponding to a read-write ratio of unity.  One can understand 

why by considering the final point, at 10K reads per cycle.  In the 
UBER Equation (4), adding 10K reads between cycles increases 
the denominator by a factor of 5000:  10K cycles * 10K 
reads/cycle, vs. 10K cycles + 10K reads.  Therefore, performing 
10K reads per cycle would need to increase the fraction of failing 
CWs by 5000 just for the UBER to stay the same.  If every 
instance of 10K reads caused the same number of CWs to fail, 
then indeed the number would increase by a factor of 10K, 
doubling the UBER.  But PCW is such a steep function of cycles 
that the CW error rate is far lower in earlier cycles.  As a result, 
even though there are 10K read-disturb stresses in this extreme 
case, the number of failing sectors increases by far less than the 
denominator does, resulting in a lower UBER. 
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