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(57) ABSTRACT 

Systems, methods, and devices for simplified control over 
electronic devices are provided. For example, a method for 
controlling a variety of electronic devices using another 
single electronic device may include receiving control infor 
mation associated with a controllable electronic device via 
near field communication, determining a control scheme for 
controlling the controllable electronic device based on the 
control information, and controlling the controllable elec 
tronic device using the determined control scheme. The con 
trol information may be received from a near field communi 
cation interface of the controllable electronic device or from 
a radio frequency identification tag associated with the con 
trollable electronic device. 
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SYSTEMAND METHOD FOR SIMPLIFED 
CONTROL OF ELECTRONIC DEVICES 

BACKGROUND 

0001 1. Technical Field 
0002 The present disclosure relates generally to control 
ling an electronic device using another electronic device and, 
more particularly, to controlling an electronic device using 
another electronic device in a simplified manner. 
0003 2. Description of the Related Art 
0004. This section is intended to introduce the reader to 
various aspects of art that may be related to various aspects of 
the present disclosure, which are described or claimed below. 
This discussion is believed to be helpful in providing the 
reader with background information to facilitate a better 
understanding of the various aspects of the present disclosure. 
Accordingly, it should be understood that these statements are 
to be read in this light, and not as admissions of prior art. 
0005. A person may use a wide variety of electronic 
devices each day, including computers and media players, 
televisions and other entertainment devices, thermostats and 
other utility devices, and/or consumer electronics such as 
digital cameras. Each electronic device may generally be 
controlled locally or using an associated remote control 
device. Initiating and establishing control of each device may 
involve a series of complicated, unintuitive procedures using 
separate remote controls. 

SUMMARY 

0006 Certain aspects commensurate in scope with the 
disclosed embodiments are set forth below. It should be 
understood that these aspects are presented merely to provide 
the reader with a brief summary of certain forms the invention 
might take and that these aspects are not intended to limit the 
Scope of the invention. Indeed, the invention may encompass 
a variety of aspects that may be set forth below. 
0007. By way of example, a method for controlling a vari 
ety of electronic devices using another single electronic 
device may include receiving control information associated 
with a controllable electronic device via near field communi 
cation, determining a control scheme for controlling the con 
trollable electronic device based on the control information, 
and controlling the controllable electronic device using the 
determined control scheme. The control information may be 
received from a near field communication interface of the 
controllable electronic device or from a radio frequency iden 
tification tag associated with the controllable electronic 
device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 Advantages of the invention may become apparent 
upon reading the following detailed description and upon 
reference to the drawings in which: 
0009 FIG. 1 is a block diagram illustrating an electronic 
device configured to control or be controlled by another elec 
tronic device; 
0010 FIG. 2 is a schematic of a handheld device repre 
senting an embodiment of a controlling electronic device of 
FIG. 1: 
0011 FIG. 3 is a schematic of a computer representing an 
embodiment of a controlling electronic device of FIG. 1; 
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0012 FIG. 4 is a schematic of a standalone media player 
representing an embodiment of a controllable electronic 
device of FIG. 1; 
0013 FIG. 5 is a schematic of a remote controller for the 
standalone media player of FIG. 4; 
0014 FIG. 6 is a schematic of a video game controller for 
the standalone media player of FIG. 4 or a video game system; 
0015 FIG. 7 is a block diagram representing communica 
tion channels that may be established between a controlling 
electronic device and a controllable electronic device; 
0016 FIG. 8 is a schematic of an RFID tag configured to 
provide control information regarding a controllable elec 
tronic device to a controlling electronic device; 
0017 FIG. 9 is a matrix barcode configured to provide 
control information regarding a controllable electronic 
device to a controlling electronic device; 
0018 FIG. 10 is a flowchart describing a method for estab 
lishing control over a controllable electronic device using a 
controlling electronic device; 
0019 FIGS. 11 A-E are schematics of screens that may be 
displayed on a controlling electronic device for establishing 
control over a controllable electronic device; 
0020 FIG. 12 is a schematic of a control initiation opera 
tion for establishing control over a controlling electronic 
device; 
0021 FIG. 13 is a block diagram representing communi 
cation that may take place during the control initiation opera 
tion of FIG. 12; 
0022 FIGS. 14A-E are schematics of screens that may be 
displayed on the controlling electronic device for obtaining 
and installing control software; 
0023 FIG. 15 is a block diagram representing communi 
cation that may take place during the installation procedures 
of FIGS. 14A-E: 
0024 FIG. 16 is a block diagram representing alternative 
communication that may take place during the installation 
procedure of FIGS. 14A-E; 
0025 FIG. 17 is a schematic of a device control operation 
for controlling the standalone media player of FIG.5 from the 
handheld device of FIG. 2; 
0026 FIG. 18 is a flowchart describing a method for estab 
lishing control over a controllable electronic device: 
0027 FIG. 19 is a schematic of a control initiation opera 
tion for establishing control over a controllable electronic 
device; 
0028 FIG. 20 is a block diagram representing communi 
cation that may take place during the control initiation opera 
tion of FIG. 19: 
0029 FIG. 21 is a schematic of a screen that may be 
displayed on a controlling electronic device as a prompt to 
initiate control; 
0030 FIG. 22 is a flowchart describing a alternative 
method of establishing control over a controllable electronic 
device; 
0031 FIGS. 23A-B are schematics of screens that may be 
displayed on a controlling electronic device for establishing 
control over a controllable electronic device; 
0032 FIG. 24 is a schematic of a control initiation opera 
tion for establishing control over a controllable electronic 
device; 
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0033 FIG. 25 is a block diagram representing communi 
cation that may take place during the control initiation opera 
tion of FIG. 24; 
0034 FIG. 26 is a block diagram representing communi 
cation that may take place following the control initiation 
operation of FIG. 24; 
0035 FIG. 27 is a block diagram representing alternative 
communication that may take place following the control 
initiation operation of FIG. 24; 
0036 FIG. 28 is a block diagram describing an alternative 
method for establishing control over a controllable electronic 
device; 
0037 FIGS. 29A-C are schematics of screens that may be 
displayed for the alternative manner of establishing control of 
the flowchart of FIG. 28; 
0038 FIG. 30 is a schematic of a control initiation opera 
tion for establishing control over a controllable electronic 
device according to the method of the flowchart of FIG. 28; 
0039 FIG. 31 is a block diagram representing communi 
cation that may take place during the control initiation opera 
tion of FIG. 30: 
0040 FIG. 32 is a flowchart describing an alternative 
method of establishing control over a controllable electronic 
device; 
0041 FIGS. 33A-E are schematics of screens that may be 
displayed in carrying out the method of the flowchart of FIG. 
32: 
0042 FIG.34 is a flowchart describing a method of estab 
lishing control over a controllable electronic device: 
0043 FIGS. 35A-E are schematics of screens that may be 
displayed in carrying out the method of the flowchart of FIG. 
34; 
0044 FIG. 36 is a block diagram representing communi 
cation that may take place in carrying out the method of the 
flowchart of FIG. 34: 
0045 FIG. 37 is a block diagram representing alternative 
communication that may take place in carrying out the 
method of the flowchart of FIG. 34: 
0046 FIG. 38 is a flowchart describing an alternative 
method of establishing control over a controllable electronic 
device; 
0047 FIG. 39 is a flowchart describing an alternative 
method of establishing control over a controllable electronic 
device; 
0048 FIG. 40 is a control initiation operation for estab 
lishing control over a controllable electronic device when the 
controllable electronic device is capable of playing digital 
media; 
0049 FIGS. 41A-B are schematics of screens that may be 
displayed following control initiation operation of FIG. 40; 
0050 FIG. 42 is a schematic of a control operation for 
controlling a controllable electronic device; 
0051 FIG. 43 is a schematic of an alternative control 
initiation operation for establishing control over a control 
lable electronic device; 
0052 FIG. 44 is a schematic of a control initiation opera 
tion for controlling a video game system; 
0053 FIGS. 45A-C are schematics of screens that may be 
displayed for controlling a video game system; 
0054 FIG. 46 is a schematic of a control initiation opera 
tion for establishing control over a digital video recorder 
(DVR); 
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0055 FIGS. 47A-D are schematics of screens that may be 
displayed following the display for controlling the DVR of 
FIG.46; 
0056 FIG. 48 is a schematic of a control initiation opera 
tion for establishing control over an optical disc player; 
0057 FIGS. 49A-C are schematics of screens that may be 
displayed for controlling the optical disc player; 
0.058 FIG.50 is a schematic of a control initiation opera 
tion for establishing control overa satellite television or cable 
television receiver; 
0059 FIGS. 51A-C are schematic of screens that may be 
displayed for controlling the satellite television or cable tele 
vision receiver of FIG.50; 
0060 FIG. 52 is a schematic of a control initiation opera 
tion for establishing control over a video game system; 
0061 FIG. 53 is a schematic of a screen that may be 
displayed for controlling the video game system of FIG. 52; 
0062 FIG. 54 is a control initiation operation for estab 
lishing control over a television; 
0063 FIGS. 55A-C are schematics of screens that may be 
displayed for controlling the television of FIG. 54: 
0064 FIG. 56 is a schematic of a control initiation opera 
tion for establishing control over an audio/video (A/V) 
receiver; 
0065 FIGS. 57A-C are schematics of screens that may be 
displayed for controlling the AN receiver of FIG. 56; 
0.066 FIGS. 58A-F are schematics of screens that may be 
displayed for controlling a variety of the electronic devices of 
FIG. 1 from a single device: 
0067 FIGS.59A-G are schematics of screens that may be 
displayed for controlling a variety of controllable electronic 
devices from a single controlling electronic device; 
0068 FIG. 60 is a schematic of a control initiation opera 
tion for establishing control over Software that may run on a 
controllable electronic device; 
0069 FIGS. 61A-C are schematics of screens that may be 
displayed for controlling presentation software that may run 
on a controllable electronic device; 
0070 FIG. 62 is a schematic of a control operation for 
controlling presentation Software on a controllable electronic 
device; 
(0071 FIGS. 63A-B are schematics of screens that may be 
displayed for controlling 3-D computer aided design (CAD) 
software that may run on a controllable electronic device; 
0072 FIG. 64 is a schematic of a control operation for 
controlling the 3-D CAD software that may run on a control 
lable electronic device; 
(0073 FIGS. 65A-E are schematics of screens that may be 
displayed for controlling a pointer or character entry on a 
controllable electronic device; 
0074 FIG. 66 is a schematic of a control operation for 
controlling a pointer on a controllable electronic device; 
(0075 FIGS. 67A-B are schematics of screens that may be 
displayed for controlling a web browser that may run on a 
controllable electronic device; 
0076 FIG. 68 is a schematic of a control initiation opera 
tion for establishing control over a digital projector; 
(0077 FIGS. 69A-B are schematics of screens that may be 
displayed for controlling the projector of FIG. 68: 
0078 FIG. 70 is a schematic of a control initiation opera 
tion for establishing control over a thermostat; 
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0079 FIGS. 71A-E are schematics of screens that may be 
displayed for controlling the thermostat of FIG. 70; 
0080 FIG.72 is a schematic of a control initiation opera 
tion for establishing control over a networked light switch; 
I0081 FIGS. 73A-E are schematics of screens that may be 
displayed for controlling the networked light switch of FIG. 
72; 
0082 FIG. 74 is a schematic of a control initiation opera 
tion for establishing control over a home security system; 
I0083 FIGS. 75A-D are schematics of screens that may be 
displayed for controlling the home security system of FIG. 
74; 
0084 FIG. 76 is a schematic of a control initiation opera 
tion for establishing control over a garage door opener or 
Security gate; 
I0085 FIGS. 77A-D are schematics of screens that may be 
displayed for controlling the garage door opener or security 
gate of FIG. 76: 
I0086 FIG. 78 is a schematic of a control initiation opera 
tion for establishing control over a sprinkler system; 
I0087 FIGS. 79A-D are schematics of screens that may be 
displayed for controlling the sprinkler system of FIG. 78; 
0088 FIG.80 is a schematic of a control initiation opera 
tion for establishing control over a digital camera; 
I0089 FIGS. 81A-B are schematics of screens that may be 
displayed for controlling the digital camera of FIG. 80 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

0090 The myriad electronic devices a person may own 
may frequently be controlled individually. For example, the 
person may control a television with a television remote con 
troller and an audio/video (A/V) receiver with an A/V 
receiver remote controller. Using the techniques described 
below, a user may control many electronic devices from a 
single device. Moreover, control may be initiated in a simpli 
fied manner, to control one device from another, the user may 
simply tap the two devices together. 
0091. One or more specific embodiments of the present 
invention are described below. In an effort to provide a con 
cise description of these embodiments, not all features of an 
actual implementation are described in the specification. It 
should be appreciated that in the development of any such 
actual implementation, as in any engineering or design 
project, numerous implementation-specific decisions must be 
made to achieve the developers specific goals. Such as com 
pliance with system-related and business-related constraints, 
which may vary from one implementation to another. More 
over, it should be appreciated that such a development effort 
might be complex and time consuming, but would neverthe 
less be a routine undertaking of design, fabrication, and 
manufacture for those of ordinary skill having the benefit of 
this disclosure. 
0092 FIG. 1 illustrates an electronic device 10that may be 
configured as a controllable device or a controlling device. As 
discussed below with reference to FIGS. 2-7, the electronic 
device 10 may represent, among other things, a handheld 
device, a computer, a media player, a remote controller or a 
game controller associated with the media player or the com 
puter, or other consumer devices, such as a digital video 
recorder (DVR), optical disc player, television, etc. As such, 
the electronic device 10 may represent, for example, an 
iPhone(R), iPod R, iMac(R), MacBookR, or AppleTV(R) avail 
able from Apple, Inc., or other devices by any manufacturer. 
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It should be appreciated that embodiments of the electronic 
device 10 may include more or fewer elements than depicted 
in FIG. 1. Indeed, in one embodiment, the electronic device 
10 may be an iPhone(R) configured as a controlling device to 
control one or more controllable devices, which may be com 
puters, televisions, DVRs, optical disc players, standalone 
media players, satellite television or cable television receiv 
ers, audio/video (AV) receivers, digital projectors, network 
able thermostats, networkable security systems, networkable 
lighting, networkable garage door or security gate openers, 
networkable sprinkler systems, or digital cameras, etc. 
0093. The electronic device 10 may include at least one 
central processing unit (CPU) 12. For example, the CPU 12 
may represent one or more microprocessors, and the micro 
processors may be 'general purpose’ microprocessors, a 
combination of general and special purpose microprocessors, 
or ASICS. Additionally or alternatively, the CPU 12 may 
include one or more reduced instruction set (RISC) proces 
sors, video processors, or related chip sets. The CPU 12 may 
provide processing capability to execute an operating system, 
run various applications, and/or provide processing for one or 
more of the techniques described herein. Applications that 
may run on the electronic device 10 may include, for 
example, Software for managing and playing audiovisual 
content, software for managing a calendar, Software for con 
trolling telephone capabilities, and Software for controlling 
other electronic devices 10, as noted below. 
I0094. A main memory 14 may be communicably coupled 
to the CPU12, which may store data and executable code. The 
main memory 14 may represent volatile memory Such as 
RAM, but may also include nonvolatile memory, Such as 
read-only memory (ROM) or Flash memory. In buffering or 
caching data related to operations of the CPU 12, the main 
memory 14 may store data associated with applications run 
ning on the electronic device 10. 
0.095 The electronic device 10 may also include nonvola 

tile storage 16. The nonvolatile storage 16 may represent any 
Suitable nonvolatile storage medium, Such as a hard disk drive 
or nonvolatile memory, Such as Flash memory. Being well 
Suited to long-term storage, the nonvolatile storage 16 may 
store data files such as media (e.g., music and video files), 
Software (e.g., for implementing functions on the electronic 
device 10), preference information (e.g., media playback 
preferences), lifestyle information (e.g., food preferences), 
exercise information (e.g., information obtained by exercise 
monitoring equipment), transaction information (e.g., infor 
mation Such as credit card information), wireless connection 
information (e.g., information that may enable media device 
to establish a wireless connection Such as a telephone con 
nection). Subscription information (e.g., information that 
maintains a record of podcasts or television shows or other 
media a user Subscribes to), as well as telephone information 
(e.g., telephone numbers). It should be appreciated that data 
associated with controlling certain other electronic devices 
10. Such as control software plug-ins, may be saved in the 
nonvolatile storage 16, as discussed further below. 
0096. A display 18 may display images and data for the 
electronic device 10. It should be appreciated that only certain 
embodiments may include the display 18. The display 18 may 
be any suitable display, Such as liquid crystal display (LCD), 
a light emitting diode (LED) based display, an organic light 
emitting diode (OLED) based display, a cathode ray tube 
(CRT) display, or an analog or digital television. In some 

Ex. 1013.0085



US 2010/008 1375 A1 

embodiments, the display 18 may function as a touch screen 
through which a user may interact with the electronic device 
10. 

0097. The electronic device 10 may further include a user 
interface 20. The user interface 20 may represent indicator 
lights and user input structures, but may also include a graphi 
cal user interface (GUI) on the display 18. In practice, the user 
interface 20 may operate via the CPU 12, using memory from 
the main memory 14 and long-term storage in the nonvolatile 
storage 16. In an embodiment lacking the display 18, indica 
tor lights, sound devices, buttons, and other various input/ 
output (I/O) devices may allow a user to interface with the 
electronic device 10. In an embodiment having a GUI, the 
user interface 20 may provide interaction with interface ele 
ments on the display 18 via certain user input structures, user 
input peripherals such as a keyboard or mouse, or a touch 
sensitive implementation of the display 18. 
0098. As should be appreciated, one or more applications 
may be open and accessible to a user via the user interface 20 
and displayed on the display 18 of the electronic device 10. 
The applications may run on the CPU 12 in conjunction with 
the main memory 14, the nonvolatile storage 16, the display 
18, and the user interface 20. As will be discussed in greater 
detail below, instructions stored in the main memory 14, the 
nonvolatile storage 16, or the CPU 12 of the electronic device 
10 may enable a user to control another electronic device 10. 
For example, a user may control many other electronic 
devices 10 from a single electronic device 10, rather than 
control the other electronic devices 10 individually. As such, 
it should be appreciated that the instructions for carrying out 
Such techniques on the electronic device 10 may represent a 
standalone application, a function of the operating system of 
the electronic device 10, or a function of the hardware of the 
CPU 12, the main memory 14, the nonvolatile storage 16, or 
other hardware of the electronic device 10. 

0099. In certain embodiments, the electronic device 10 
may include location sensing circuitry 22. The location sens 
ing circuitry 22 may represent global positioning system 
(GPS) circuitry, but may also represent one or more algo 
rithms and databases, stored in the nonvolatile storage 16 or 
main memory 14 and executed by the CPU 12, which may be 
used to infer location based on various observed factors. For 
example, the location sensing circuitry 22 may represent an 
algorithm and database used to approximate geographic loca 
tion based on the detection of local 802.11x (Wi-Fi) networks 
or nearby cellular phone towers. As discussed below, the 
electronic device 10 may employ the location sensing cir 
cuitry 22 as a factor for carrying out certain device control 
techniques. By way of example, the location sensing circuitry 
22 may be used by the electronic device 10 to determine a 
user's location during an event; the location during the event 
may cause different information to be displayed on the elec 
tronic device 10. 

0100. With continued reference to FIG. 1, the electronic 
device 10 may also include a wired input/output (I/O) inter 
face 24 for a wired interconnection between one electronic 
device 10 and another electronic device 10. The wired I/O 
interface 24 may represent, for example, a universal serial bus 
(USB) port or an IEEE 1394 or FireWire R port, but may also 
represent a proprietary connection. Additionally, the wired 
I/O interface 24 may permit a connection to user input periph 
eral devices. Such as a keyboard or a mouse. 
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0101. An infrared (IR) interface 25 may enable the elec 
tronic device 10 to receive and/or transmit signals with infra 
red light. By way of example, the IR interface 25 may comply 
with an infrared IrDA specification for data transmission. 
Alternatively, the IR interface 25 may function exclusively to 
receive control signals or to output control signals. In this 
way, the electronic device 10 may issue signals to control 
other electronic devices 10 that may lack other interfaces for 
communication. 

0102 One or more network interfaces 26 may provide 
additional connectivity for the electronic device 10. The net 
work interfaces 26 may represent, for example, one or more 
network interface cards (NIC) or a network controller. In 
certain embodiments, the network interface 26 may include a 
personal area network (PAN) interface 28. The PAN interface 
28 may provide capabilities to network with, for example, a 
Bluetooth R) network, an IEEE 802.15.4 (e.g., ZigBee) net 
work, or an ultra wideband network (UWB). As should be 
appreciated, the networks accessed by the PAN interface 28 
may, but do not necessarily, represent low power, low band 
width, or close range wireless connections. The PAN inter 
face 28 may permit one electronic device 10 to connect to 
another local electronic device 10 via an ad-hoc or peer-to 
peer connection. However, the connection may be disrupted if 
the separation between the two electronic devices 10 exceeds 
the range of the PAN interface 28. 
0103) The network interface 26 may also include a local 
area network (LAN) interface 30. The LAN interface 30 may 
represent an interface to a wired Ethernet-based network, but 
may also represent an interface to a wireless LAN. Such as an 
IEEE 802.11x wireless network. The range of the LAN inter 
face 30 may generally exceed the range available via the PAN 
interface 28. Additionally, in many cases, a connection 
between two electronic devices 10 via the LAN interface 30 
may involve communication through a network router or 
other intermediary device. 
0.104 For some embodiments of the electronic device 10, 
the network interfaces 26 may include the capability to con 
nect directly to a wide area network (WAN) via a WAN 
interface 32. The WAN interface 32 may permit a connection 
to a cellular data network, such as the Enhanced Data rates for 
GSMEvolution (EDGE) network or other 3G network. When 
connected via the WAN interface 32, the electronic device 10 
may remain connected to the Internet and, in some embodi 
ments, to another electronic device 10, despite changes in 
location that might otherwise disrupt connectivity via the 
PAN interface 28 or the LAN interface 30. As will be dis 
cussed below, the wired I/O interface 24 and the network 
interfaces 26 may represent high-bandwidth communication 
channels for transferring user data using the simplified data 
transfer techniques discussed herein. 
01.05 Certain embodiments of the electronic device 10 
may also include a near field communication (NFC) interface 
34. The NFC interface 34 may allow for extremely close 
range communication at relatively low data rates (e.g., 464 
kb/s), and may comply with such standards as ISO 18092 or 
ISO 21521, or it may allow for close range communication at 
relatively high data rates (e.g., 560 Mbps), and may comply 
with the TransferJetR) protocol. The NFC interface 34 may 
have a range of approximately 2 to 4 cm. The close range 
communication with the NFC interface 34 may take place via 
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magnetic field induction, allowing the NFC interface 34 to 
communicate with other NFC interfaces 34 or to retrieve 
information from tags having radio frequency identification 
(RFID) circuitry. As discussed below, the NFC interface 34 
may provide a manner of initiating or facilitating a transfer of 
user data from one electronic device 10 to another electronic 
device 10. 
0106. The electronic device 10 of FIG.1 may also include 
a camera 36. With the camera 36, the electronic device 10 may 
obtain digital images or videos. In combination with optical 
character recognition (OCR) software, barcode-reading soft 
ware, or matrix-code-reading software running on the elec 
tronic device 10, the camera 36 may be used to input data 
from printed materials having text or barcode information. 
Such data may include information indicating how to control 
another device from a matrix barcode that may be printed on 
the other device, as described below. 
0107. In certain embodiments of the electronic device 10, 
one or more accelerometers 38 may sense the movement or 
orientation of the electronic device 10. The accelerometers 38 
may provide input or feedback regarding the position of the 
electronic device 10 to certain applications running on the 
CPU 12. By way of example, the accelerometers 38 may 
include a 3-axis accelerometer from STMicroelectronics. 
0108 FIGS. 2-7 illustrate various specific embodiments 
of the electronic device 10 of FIG.1. It should be appreciated 
that the specific embodiments of the electronic device 10 
depicted in FIGS. 2-7 are representative only and should not 
be understood as exclusive. Turning first to FIG.2, a handheld 
device 40 may represent an embodiment of the electronic 
device 10 of FIG.1. By way of example, the handheld device 
40 may be a portable phone or a portable media player, Such 
as an iPhone(R) or an iPodR available from Apple Inc. 
0109 The handheld device 40 may have an enclosure 42 
of plastic, metal, composite materials, or other Suitable mate 
rials in any combination. The enclosure 42 may protect the 
interior components of the handheld device 40 from physical 
damage and electromagnetic interference (EMI). Addition 
ally, the enclosure 42 may allow certain frequencies of elec 
tromagnetic radiation to pass through to wireless communi 
cation circuitry within the handheld device 40 to facilitate 
wireless communication. 
0110. The display 18 of the handheld device 40 may 
include the user interface 20 in the form of a GUI, which may 
have a number of individual icons representing applications 
that may be activated. In some embodiments of the handheld 
device 40, the display 18 may serve as a touch-sensitive input 
device and the icons may be selected by touch. In some 
embodiments, a device control application icon 44 may be 
selectable by a user. Here, the device control application is 
designated as “Remote' to indicate that selection of the icon 
44 will allow the user to remotely control other devices. 
0111. When the device control application icon 44 is 
selected, the device control application may open, as 
described further below. The device control application may 
enable a user to control other electronic devices 10 using the 
techniques described herein. The user interface 20 on the 
display 18 of the handheld device 40 may also include certain 
status indicator icons 46, which may indicate the status of 
various components of the handheld device 40. For example, 
the status indicator icons may include a cellular reception 
meter, an icon to indicate when the PAN interface 28 is active 
(e.g., when a Bluetooth network is in use), or a battery life 
meter. 
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0112 The handheld device 40 may connect to another 
electronic device 10, Such as a computer, through the wired 
I/O interface 24 located at the bottom of the device. For 
example, the wired I/O interface 24 may be a proprietary 
connection for interconnecting the handheld device 40 and 
another electronic device 10 via USB or FireWire(R). Once 
connected, the devices may synchronize and/or transfer cer 
tain data, such as information indicating how one device may 
control the other. 

0113 User input structures 48.50, 52, and 54 may supple 
ment or replace the touch-sensitive input capability of the 
display 18 for interaction with the user interface 20. By way 
of example, the user input structures 48, 50, 52, and 54 may 
include buttons, Switches, a control pad, keys, knobs, a scroll 
wheel, or any other suitable input structures. The user input 
structures 48 and 50 may workin conjunction with the display 
18 to control functions of the device. Particularly, the user 
input structure 48 may be a lock/unlock sliding button to lock 
or unlock the handheld device 40; the user input structure 50 
may be a navigation button for navigating the user interface 
20 to a default or home screen; the user input structures 52 
may be a pair of buttons for navigating up or down a screen of 
the user interface 20 or for controlling volume; and the user 
input structure 54 may be an on/off button. 
0114 Certain embodiments of the handheld device 40 
may include telephone functionality. As such, the handheld 
device 40 may include audio input structures 56 and an audio 
output structure 58. The audio input structures 56 may be one 
or more microphones for receiving Voice data from a user, and 
the audio output structure 58 may be a speaker for outputting 
audio data, such as data received by the handheld device 40 
over a cellular network. In certain embodiments, an audio 
port 60 may facilitate peripheral audio input and output 
devices, such as headsets, speakers, or microphones for use 
with the handheld device 40. It should be appreciated that 
telephone functionality associated with the handheld device 
40 may also include emitting a ringtone through the audio 
output structure 58, causing the handheld device 40 to vibrate, 
or changing images on the display to indicate an incoming 
phone call. 
0.115. As noted above, some embodiments of the elec 
tronic device 10 may include the NFC interface 34. The 
handheld device 40 depicted in FIG.2 may include the NFC 
interface 34 in any suitable location within the enclosure 42. 
Because the NFC interface 34 may permit communication at 
a very short range, the location of the NFC interface 34 in the 
handheld device 40 may be indicated on exterior of the enclo 
sure 42, as illustrated in FIG. 2. The NFC interface 34 may 
enable the handheld device 40 to engage in near field com 
munication (NFC) with RFID tags or other NFC enabled 
electronic devices 10. For example, the NFC interface 34 may 
provide a manner of receiving information indicating how to 
control another device from an NFC interface 34 oran RFID 
tag located on the other device, as described further below. 
0116. The handheld device 40 of FIG.2 may additionally 
include the camera 36, which may be located, for example, on 
the back of the handheld device 40. As discussed further 
below, the camera 36 may be used to obtain a digital image of 
a matrix barcode located on another electronic device 10. The 
handheld device 40 may thereafter employ matrix-code-read 
ing software to extract control information from the image, as 
described further below. 
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0117. It should also be appreciated that the handheld 
device 40 may include the location sensing circuitry 22 or the 
accelerometers 38. Certain applications running on the hand 
held device 40 may obtain information relating to the posi 
tion, orientation, or movement of the handheld device from 
the location sensing circuitry 22 or the accelerometers 38. 
The position, orientation, or movement information may 
enable applications to display personalized data or to display 
data in an innovative manner in response to user movement. 
0118 Turning to FIG. 3, a computer 62 may represent 
another embodiment of the electronic device 10 of FIG. 1. 
The computer 62 may be any computer, Such as a desktop 
computer, a server, or a notebook computer, but may also be 
a standalone media player or video gaming machine. By way 
of example, the computer 62 may be an iMac(R), a Mac 
Book.(R), or an AppleTV(R) by Apple Inc. It should be noted that 
the computer 62 may also represent a personal computer (PC) 
by another manufacturer. An enclosure 64 may protect inter 
nal components of the computer 62. Such internal compo 
nents may include, for example, the CPU 12, the main 
memory 14, the nonvolatile storage 16, certain network inter 
faces 26, and/or the NFC interface 34. 
0119) The location of the NFC interface 34 may be noted 
by a label on the exterior of the enclosure 64. The NFC 
interface 34 may permit near field communication between 
the computer 62 and other NFC enabled electronic devices 
10, such as the handheld device 40. As should be appreciated, 
the NFC interface 34 may also enable the computer 62 to 
receive information indicating how to control another device 
from an NFC interface 34 oran RFID tag located on the other 
device, as described further below. 
0120. The display 18 of the computer 62 may display the 
user interface 20 in the form of a GUI. The user interface 20 
of the computer 62 may depict any user data associated with 
applications 66 running on the computer 62. Additionally, the 
user interface 20 may include a variety of icons related to 
applications installed on the computer 62. One Such icon may 
be the device control application icon 44. When the device 
control application icon 44 is selected, the device control 
application may open. The device control application may 
enable a user to control another device using the techniques 
described herein. 

0121. A user of the computer 62 may interact with the user 
interface 20 with various peripheral input devices, such as a 
keyboard or mouse, which may connect to the computer 62 
via the wired I/O interface 24. The wired I/O interface 24 may 
also provide a high bandwidth communication channel for 
interconnecting other electronic devices 10, Such as the hand 
held device 40, to the computer 62. 
0122) The computer 62 may also include the camera 36. 
As discussed further below, the camera 36 may obtain, among 
other things, a digital image of a matrix barcode encoding 
information relevant to device control. With the digital image, 
the handheld device 40 may employ matrix-code-reading 
Software to extract control information from the image. 
0123 FIG. 4 depicts a standalone media player 68 repre 
senting another embodiment of the electronic device 10 of 
FIG. 1 that may be configured to operate using the techniques 
described herein. By way of example, the standalone media 
player 68 may be an AppleTV(R) device by Apple, Inc. How 
ever, the standalone media player 68 may also represent a 
media player or video game console by another manufacturer. 
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0.124 Within an enclosure 70 of the standalone media 
player 68 may reside various components of the electronic 
device 10. For example, the enclosure 70 may house the 
nonvolatile storage 16 for storing media files and media play 
back software and the CPU 12 for processing the media files. 
Wireless network interfaces 26, such as the PAN interface 28 
and LAN interface 30, may also be located within the enclo 
sure 70, allowing the standalone media player 68 to commu 
nicate with other electronic devices 10 or to connect to the 
Internet. Using the wireless network interfaces 26, the stan 
dalone media player 68 may obtain or exchange media con 
tent as well as gain access to the Internet. 
0.125. The standalone media player 68 may also include, 
among other things, an indicator light and infrared (IR) port 
72 and audio/video (A/V) outputs 74. The indicator light and 
IR port 72 may include the IR port 25, and may receive an IR 
control signal from a remote control. Further, the indicator 
light and IR port 72 may indicate to a user when the standa 
lone media player 68 is on, off, receiving or exchanging 
content, or obtaining data in accordance with techniques 
described herein. The A/V outputs 74 may provide a manner 
for connecting the standalone media player 68 to an analog or 
digital television or other media display devices. The standa 
lone media player 68 may additionally include the wired I/O 
interface 24, which may permit the standalone media player 
68 to communicate rapidly with a wired connection to 
another electronic device 10. 
0.126 The standalone media player 68 may also include 
the NFC interface 34. With the NFC interface 34, the standa 
lone media player 68 may communicate with another elec 
tronic device 10 having another NFC interface 34. By way of 
example, as described further below, the NFC interface 34 
may enable the standalone media player 68 to transmit con 
trol data to another NFC-enabled electronic device 10. 

(O127 FIG. 5 illustrates a remote control 74, which may be 
used to control the standalone media player 68 of FIG. 4 or the 
computer 62 of FIG. 3. For example, the remote control 74 
may represent another embodiment of the electronic device 
10 of FIG. 1 and may be configured to operate with the 
simplified device control techniques described herein. By 
way of example, the remote control 74 may be an AppleTV(R) 
remote control adapted to perform the simplified device con 
trol techniques described below. It should be understood, 
however, that the remote control 74 may represent any remote 
control device capable of performing the simplified device 
control techniques. 
I0128. An enclosure 76 of the remote control 74 may pro 
tect the internal components of the remote control 74 from 
physical damage or extraneous electromagnetic radiation, 
while permitting control signals, such as IR control signals, to 
exit for controlling the standalone media player 68 or the 
computer 62. Internal components protected by the enclosure 
76 may include, for example, the CPU 12, the main memory 
14, the nonvolatile storage 16, the IR interface 25, or the 
wireless network interfaces 26 of the PAN interface 28 or the 
LAN interface 30. The internal components may permit the 
remote control 74 to run device control software, to obtain a 
control software plug-in, and/or to control another device 
using the techniques discussed below. 
I0129. The remote control 74 may include a multifunction 
button 78, which may permit a user to play, pause, fast for 
ward, or rewind media, increase or decrease Volume, or navi 
gate a menu. Additionally, the remote control 74 may include 
a menu button 74 for navigating the standalone media player 
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68 or the computer 62 to a main menu screen. To control the 
standalone media player 68 or the computer 62, an infrared 
(IR) window 82 may permit control signals from the IR 
interface 25 to exit the enclosure 76 of the remote control 74. 
The control signals which exit the IR window 82 may be 
received by the indicator light and IR port 72 of the standalone 
media player 68 or by a peripheral device adapted for infrared 
communication communicably coupled to the computer 62. 
0130. As indicated by FIG. 5, the remote control 74 may 
also include the NFC interface 34. With the NFC interface 34, 
the remote control 74 may communicate with another elec 
tronic device 10 having another NFC interface 34. Using NFC 
communication via the NFC interface 34, the remote control 
74 and the other electronic device 10 may initiate a simplified 
device control procedure that may transfer control over the 
other electronic device 10 to the remote control 74, or transfer 
control from the remote control 74 to the other device 10, 
according to techniques described in greater detail below. 
0131 FIG. 6 illustrates a game controller 84 for use with a 
Video gaming system, the computer 62, or the standalone 
media player 68. The game controller 84 may represent 
another embodiment of the electronic device 10 of FIG. 1 
configured to perform the simplified device control tech 
niques described below. The game controller 84 may provide 
a manner of interfacing with a game running on another 
electronic device 10, such as the standalone media player 68. 
An enclosure 85 of the game controller 84 may protect the 
internal components of the remote control 74 from physical 
damage or extraneous electromagnetic radiation. Internal 
components protected by the enclosure 85 may include, for 
example, the CPU 12, the main memory 14, the nonvolatile 
storage 16, or the wireless network interfaces 26 of the PAN 
interface 28 or the LAN interface 30. The internal compo 
nents may permit the game controller 84 to store and transfer 
user data (e.g., game save data, digital photos, or music) using 
the simplified data transfer techniques discussed below. 
0132) To interface with the video gaming system, the com 
puter 62, or the standalone media player 68, the game con 
troller 84 may include various control buttons 86, such as a 
directional pad or other selection buttons. Indicator lights 88 
may indicate to a user, among other things, when the game 
controller 84 is on, off, or communicating with another elec 
tronic device 10. 

0133. The game controller 84 may also include the NFC 
interface 34. With the NFC interface 34, the game controller 
84 may communicate with another electronic device 10 hav 
ing another NFC interface 34. Using NFC communication via 
the NFC interface 34, the game controller 84 and the other 
electronic device 10 may initiate a simplified device control 
procedure to or from the game controller 84 according to 
techniques described in greater detail below. 
0134 FIG. 7 is a block diagram of potential communica 
tion channels 90 over which communication between two 
electronic devices 10, denoted as a controlling device 92 and 
a controllable device 94, may take place during a simplified 
device control procedure. It should be appreciated that the 
communication channels 90 of FIG. 7 may be formed 
between any two electronic devices 10. Each communication 
channel 90 shared between the controlling device 92 and the 
controllable device 94 may be used for any data transfer that 
may take place between the two devices, and may include, for 
example, a transfer of control information indicating how the 
controllable device 94 may be controlled, a transfer of a 
control software plug-in for controlling the controllable 
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device 94, or various intercommunication that may take place 
in a control stream for controlling the controllable device 94 
using the controlling device 92. 
0.135 Discussing each of the communication channels 90 
in turn, a near field communication (NFC) communication 
channel 96 may be employed for data transfer between the 
controllable device 94 and the controlling device 92. The 
NFC communication channel 96 may arise if both the con 
trolling device 92 and the controllable device 94 have NFC 
interfaces 34 that are placed in close proximity, Such as may 
occur when the devices are tapped together. It should be 
appreciated that the NFC communication channel 96 may 
generally remain open for a relatively short period of time and 
may operate at a lower bandwidth. As such, the NFC com 
munication channel 96 may generally accommodate a rela 
tively small amount of initial data transfer; a follow-up data 
transfer may generally take place via another of the commu 
nication channels 90 described below. 
0.136. As noted above, the controlling device 92 and the 
controllable device 94 may additionally be connected 
through any of the communication channels 90 other than the 
NFC communication channel 96. Particularly, if either device 
lacks the NFC interface 34, data transfer instead may take 
place over the other of the communication channels 90. As 
noted below, such a data transfer may begin when a user 
initiates a transfer using the device control application on the 
controlling device 92. In some embodiments, although the 
controlling device 92 and the controlled device 40 may both 
include the NFC interface 34, a user may elect to have the data 
transfer take place over another one of the communication 
channels 90. 
0.137 Among the possible communication channels 90 
other than the NFC communication channel 96 is a personal 
area network (PAN) communication channel 98, connected 
through the PAN interfaces 28 of each device. By way of 
example, the PAN communication channel 98 may represent 
a peer-to-peer Bluetooth R connection, an IEEE 802.15.4 
(e.g., ZigBee) network, or an ultra wideband network (UWB) 
between the controlling device 92 and the handheld device 
40. 

(0.138. The controlling device 92 and the controllable 
device 94 may additionally or alternatively be connected via 
a local area network (LAN) communication channel 100. The 
respective LAN interfaces 30 of the controlling device 92 and 
the controllable device 94 may share a peer-to-peer connec 
tion directly to one another via the LAN communication 
channel 100, or may connect to one another via a router or a 
network controller along the LAN communication channel 
100. The LAN communication channel 100 may represent a 
wired connection, Such as an Ethernet connection, but may 
also represent a wireless connection, such as an IEEE stan 
dard 802.11.X wireless network, or Wi-Fi. 
0.139. It should be appreciated that the controlling device 
92 and the controllable device 94 may establish the PAN 
communication channel 98 or the LAN communication chan 
nel 100 using a device identification networking protocol. By 
way of example, the device identification networking proto 
col may be Bonjour(R) by Apple Inc. Each of the controlling 
device 92 and the controllable device 94 may broadcast using 
internet protocol (IP) their identifications and services, pro 
grams, and/or communication capabilities that each device 
may have. The controlling device 92 or the controllable 
device 94 may receive information via the device identifica 
tion networking protocol so as to open peer-to-peer connec 
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tions via the PAN communication channel 98 or the LAN 
communication channel 100. As should be appreciated, more 
than one electronic device 10 may be broadcasting informa 
tion using the device identification networking protocol. As 
such, the handheld device 40 may select based on preferences 
with which electronic device 10 to connect. 
0140. While the controlling device 92 or the controllable 
device 94 may be connected via the PAN communication 
channel 98 or the LAN communication channel 100, the 
devices may also be connected by way of the Internet 102. By 
connecting to one another via the Internet 102, the controlling 
device 92 and the controllable device 94 may remain physi 
cally remote from one another while the data transfer occurs. 
Connecting via the Internet 102 may also allow the control 
ling device 92 and the controllable device 94 to retain com 
municative capabilities if a local or peer-to-peer connection 
via the communication channel 98 or 100 is disrupted or lost. 
0141. To locate one another over the Internet 102, the 
controlling device 92 or the controllable device 94 may first 
query a web service 104 to obtain an internet protocol (IP) 
address of the other. The web service 104 may represent a 
dynamic domain name system (DNS) service, which may 
maintain the current IP address of each device by communi 
cating with a plugin associated with the simplified data trans 
fer application residing on each device. By way of example, 
the web service 104 may be a function of the Back to My 
Mac(R) service from Apple, Inc. 
0142. With further reference to FIG. 7, the controllable 
device 94 may reach the Internet 102 via its LAN interface 30 
or via a wide-area network (WAN) communication channel 
106, which may represent, for example, a cellular data net 
work such as EDGE or a 3G network. Similarly, the control 
ling device 92 may connect to the Internet 102 via its LAN 
interface 30 or its WAN interface 32. If the controlling device 
92 connects to the Internet via the WAN interface 32, it may 
do so via a wide area network (WAN) communication chan 
nel 108, which may also represent, for example, a cellular 
data network such as EDGE or a 3G network. 
0143. It should be appreciated that the controlling device 
92 and the controllable device 94 may also establish a con 
nection directly to the web service 168 directly via the respec 
tive WAN interfaces 32 of the devices. The controllable 
device 94 may connect to the web service 104 via a wide area 
network (WAN) communication channel 110, which may 
represent, for example, a cellular data network such as EDGE 
or a 3G network. Similarly, the controlling device 92 may 
connect to the web service 104 via a wide area network 
(WAN) communication channel 112, which may also repre 
sent, for example, a cellular data network such as EDGE or a 
3G network. 
0144. The controlling device 92 and the controllable 
device 94 may also be connected to one another via a wired 
input/output (I/O) communication channel 114. The wired 
I/O communication channel 114 may generally permit an 
exceptionally rapid transfer of data between the controlling 
device 92 and the controllable device 94. As discussed below, 
any of the potential communication channels 90 may provide 
a manner of communicating during an initial data transfer or 
a Subsequent data transfer involving a simplified device con 
trol procedure. 
(0145 FIG. 8 illustrates an RFID tag 118 that may be 
associated with the controllable device 94. The RFID tag 118 
may adhere to the controllable device 94, and may provide 
certain control information to the controlling device 92 that 
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may be used to control the controllable device 94. By way of 
example, the RFID tag 118 may instruct the controlling 
device 92 where software for controlling the controllable 
device 94 may be obtained and/or how to locate the control 
lable device 94 over a network. Thus, the RFID tag 118 may 
be particularly effective when the controllable device 94 lacks 
an NFC interface 34. Components of the RFID tag 118 may 
include, for example, an adhesive portion 120 and an RFID 
microchip 122. 
0146 The RFID microchip 122 may passively or actively 
transfer certain data related to controlling the controllable 
device 94 when the NFC interface 34 of the controlling device 
92 is placed nearby (e.g., within 2-4 cm). Accordingly, the 
RFID microchip 122 may comply with such standards as ISO 
14443 or ISO 15693 for proximity or vicinity RFID. To 
enable the controlling device 92 to control the controllable 
device 94, the RFID microchip 122 may include certain con 
trol information. The information stored on the RFID micro 
chip 122 may include, among other things, a serial number 
and/or an XML message having various information identi 
fying the controllable device 94. For example, the serial num 
ber may enable the controlling device 92 to search a database 
at the web service 104. Based on the serial number from the 
RFID microchip 122, the web service 104 may provide infor 
mation identifying the type of device, an internet protocol 
(IP) address of the controllable device 94, a location where a 
control software plug-in for controlling the controllable 
device 94 may be obtained, and/or the control software plug 
in. The XML message may provide similar information, such 
as the serial number, the type of device, and/or a location 
where the control software plug-in may be obtained. 
0147 FIG. 9 illustrates a matrix barcode tag 124 that may 
be associated with the controllable device 94. In the manner 
of the RFID tag 118 of FIG. 8, the matrix barcode tag 124 may 
be placed on the controllable device 94 to provide control 
information to the controlling device 92 that may be used to 
control the controllable device 94. By way of example, the 
matrix barcode tag 124 may instruct the controlling device 92 
where software for controlling the controllable device 94 may 
be obtained and/or how to locate the controllable device 94 
over a network. Thus, the matrix barcode tag 124 may be 
particularly effective when placed on a controllable device 94 
that lacks an NFC interface 34. The matrix barcode tag 124 
may include an adhesive 126 with a printed matrix barcode 
128. 

0.148. The matrix barcode 128 may be any 2-D matrix code 
capable of encoding a serial number or other data pertaining 
to the controllable device 94 with which it may be associated. 
By way of example, the matrix barcode 128 may be a QR 
code, an Aztec Code, or a Data Matrix code. The matrix 
barcode 128 may be read by a camera 36 or a matrix barcode 
reader associated with the controlling device 94, as described 
below. To enable the controlling device 94 to control the 
controllable device 94, the matrix barcode 128 may encode 
certain control information. Like the control information of 
the RFID microchip 122, the control information encoded in 
the matrix barcode 128 may include a serial number and/oran 
XML message having information identifying the control 
lable device 94. For example, the serial number may enable 
the controlling device 92 to search a database at the web 
service 104. Based on the serial number from the matrix 
barcode 128, the web service 104 may provide information 
identifying the type of device, an internet protocol (IP) 
address of the controllable device 94, a location where a 
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control software plug-in for controlling the controllable 
device 94 may be obtained, and/or the control software plug 
in. The XML message may provide similar information, Such 
as the serial number, the type of device, and/or a location 
where the control software plug-in may be obtained. 
0149 Turning to FIG. 10, a flowchart 130 may describe a 
technique for using the controlling device 92 to control the 
controllable device 94. Particularly, the technique described 
in the flowchart 130 may be employed when both the control 
ling device 92 and the controllable device 94 include NFC 
interfaces 34. In a first step 132, a user may launch control 
software on the controlling device 92. Such control software 
may be, for example, the device control application described 
above with reference to FIG. 2 above. The control software 
may prepare the controlling device 92 for controlling the 
controllable electronic device 94 by placing the NFC inter 
face 34 of the controlling device 92 into a “host mode, the 
significance of which is described below with reference to 
FIGS 12-13 

0150. In step 134, the user may tap the NFC interface 34 of 
the controlling device 92 to the NFC interface 34 of the 
controllable device 94, causing the two devices to establish 
the NFC communication channel 96. In step 136, control 
information may be communicated to the controlling device 
92 over the NFC communication channel 96. The control 
information may provide information sufficient to enable the 
controlling device 92 to control the controllable device 94. By 
way of example, the control information may include a serial 
number and/or an XML message having information identi 
fying the controllable device 94. The serial number may 
enable the controlling device 92 to search a database at the 
web service 104. Based on the serial number, the web service 
104 may provide information identifying the type of device, 
an internet protocol (IP) address of the controllable device 94. 
a location where a control Software plug-in for controlling the 
controllable device 94 may be obtained, and/or the control 
software plug-in. If the control information includes an XML 
message, the XML message may provide similar informa 
tion, Such as the serial number, the type of device, and/or a 
location where the control Software plug-in may be obtained. 
0151. Turning to step 138, either the controlling device 92 
or the controllable device 94 may issue a prompt to the user to 
obtain the control software plug-in described in the control 
information, which may be used by the controlling device 92 
to control the controllable device 94. Once the user elects to 
obtain the control software plug-in, the controlling device 92 
may obtain the control software plug-in from any number of 
possible sources in step 140. For example, the controlling 
device 92 may contact the web service 104 to obtain an 
appropriate control Software plug-in for the controllable 
device 94 based on the control information, or the controlling 
device 92 may communicate directly with the controllable 
device 94 to obtain the control software plug-in. After obtain 
ing the control software plug-in, the controlling device 92 
may install the control software plug-in for use with the 
device control application. It should be appreciated that if the 
control Software plug-in indicated by the control information 
already exists on the controlling device 92, step 140 may be 
omitted. 

0152 Having obtained and installed the control software 
plug-in, the user may choose to begin to control the control 
lable device 94 from the controlling device 92. Accordingly, 
in step 142, a connection may be established between the 
devices. The connection may take place over any of the com 
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munication channels 90, as illustrated in FIG. 7. In step 144, 
the controlling device 92 may control the controllable device 
94 in a control stream of data between the devices, based on 
the control software plug-in obtained in step 138. FIGS. 
11-17 that follow may illustrate an embodiment of the tech 
nique described in the flowchart 130. 
(O153 FIGS. 11A-E illustrate screens that may be dis 
played on the controlling device 92 while performing step 
132 of the flowchart 130 of FIG. 10. Particularly, FIGS. 
11A-E may depict Screens for display on the controlling 
device 92 when the controlling device 92 is the handheld 
device 40; accordingly, in the following examples, the con 
trolling device 92 is discussed as the handheld device 40. 
However, it should be understood that the controlling device 
92 may be any electronic device 10, and thus the screens 
depicted in FIGS. 11 A-E may be adapted for any controlling 
device 92 having the display 18. 
0154 Turning first to FIG. 11A, a screen 146 may repre 
sent a home screen on the handheld device 40, which may 
represent the controlling device 92. The screen 146 may 
include, among other things, the device control application 
icon 44. As noted above, the device control application icon 
44 may be labeled “Remote to indicate that the device con 
trol application may allow a user to remotely control other 
electronic devices. Upon selection of the device control appli 
cation icon 44, a device control application may begin to run 
on the handheld device 40. 

(O155 FIG. 11B illustrates a screen 148 that may be dis 
played when the device control application begins to run on 
the handheld device 40. The screen 148 may include a title bar 
150 indicating the name of the application, “Remote,” which 
may assist with navigation through the application. Addition 
ally, the screen 148 may include several user-selectable but 
tons 152-156. The button 152 may be labeled “Device List.” 
and may provide access to a list of controllable devices 94 for 
which the handheld device 40 has software capabilities to 
control; the button 154 may be labeled “Add Device and 
may enable a user to install appropriate Software to control 
another controllable device 94; and the button 156 may be 
labeled “Cancel.” and may enable the user to exit the appli 
cation, returning the user to the screen 146 of FIG. 11A. 
0156 When the button 152 of FIG. 11B is selected, a 
screen 158 may be displayed, as illustrated by FIG.11C. If the 
appropriate software to control a controllable device 94 has 
not been installed on the handheld device 40, no devices may 
be listed as controllable from the handheld device 40. Thus, 
the screen 158 may list an option to add a device to be 
controlled, as shown by a button 160, labeled “Add Device.” 
(O157 Turning to FIG. 11D, if a user selects the button 160 
of FIG. 11C or the button 154 of FIG. 11B, a screen 162 may 
be displayed. The screen 162 may enable a user to add the 
capability to control a given controllable device 94 using a 
variety of techniques, as indicated by buttons 164-170. As 
depicted in FIG. 11D, the button 164 may be labeled “Tap 
Device, the button 166 may be labeled “Tap Tag” the button 
168 may be labeled “Scan Code,” and the button 170 may be 
labeled “Discover Wirelessly.” 
0158. Selecting each of the buttons 164-170 may enable 
the user to add capabilities to control controllable devices 94 
according to different techniques. Particularly, selecting the 
button 164 may enable the user to add a controllable device 94 
by tapping the NFC interface 34 of the controllable device 94. 
as described with reference to FIGS. 11E-21. Selecting the 
button 166 may enable the user to add a controllable device 94 
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by tapping an RFID tag 118 located on the controllable device 
94, as described with reference to FIGS. 22-27. Selecting the 
button 168 may enable the user to add a controllable device 94 
by Scanning a matrix barcode tag 124 located on the control 
lable device 94, as described with reference to FIGS. 28-31. 
Selecting the button 170 may enable the user to add a con 
trollable device 94 by locating the controllable device 94 
wirelessly, as described with reference to FIGS. 32-33. 
0159. It should be appreciated that although the “Back.” 
“Menu, and “Cancel buttons are not labeled with numerals 
in FIG. 11D or subsequent figures below, the buttons may 
function in the manners described above. As such, the "Back” 
button may navigate a user to a prior screen, the "Menu 
button may navigate a user to the main screen 148 of the 
device control application, and the “Cancel button may can 
cel a pending transaction or return a user to a prior Screen. 
0160 To add a device by tapping the devices together, a 
user may select the button 164, labeled “Tap Device.” When 
the button 164 is selected, the handheld device 40 may display 
a screen 172, as illustrated in FIG. 11E. The screen 172 may 
place the NFC interface 34 of the handheld device 40 into a 
“host mode, the significance of which is described below, 
and may instruct the user to tap the NFC interfaces of the two 
devices together to add the device. 
0161 Turning to FIG. 12, a control initiation operation 
174 represents a manner of obtaining control over a control 
lable device 40 using the NFC communication channel 96. 
For exemplary purposes, the control initiation operation 174 
depicts the handheld device 40 as the controlling device 92 
and the standalone media player 68 as the controllable device 
94. However, it should be understood that any other electronic 
devices 10 having NFC interfaces 34 may take the place of the 
handheld device 40 or the standalone media player 68 in the 
control initiation operation 174. The control initiation opera 
tion 174 may represent, among other things, step 134 of the 
flowchart 130. 

(0162. As shown in FIG. 12, the NFC interface 34 of the 
handheld device 40 may be placed in close proximity to the 
NFC interface 34 of the standalone media player 68. As such, 
the NFC communication channel 96 may become established 
between the two devices. Thereafter, the handheld device 40 
and the standalone media player 68 may communicate infor 
mation relevant to the control of the standalone media player 
68 over the NFC communication channel 96, as illustrated 
further below. 
0163 Turning to FIG. 13, a communication diagram 176 
may illustrate an embodiment of communication that may 
take place between the handheld device 40 and the standalone 
media player 68. Though the communication diagram 176 of 
FIG. 13 illustratively depicts communication between the 
standalone media player 68 and the handheld device 40, it 
should be understood that the communication diagram 176 
may apply to communication between any NFC-enabled 
electronic devices 10 following the control initiation opera 
tion 174 of FIG. 12. Further, it should be understood that the 
communication of the communication diagram 176 may be 
represented by the steps 136 and 138 of the flowchart 130 of 
FIG 10. 

0164. The communication diagram 176 may begin when 
the NFC interface 34 of the handheld device 40 is placed in a 
“host mode,” as indicated by block 354. The NFC interface 34 
of the handheld device 40 may enter the “host mode” when 
the button 164 of the screen 162 of FIG. 11D is selected by the 
user. An NFChandshake 180 may next take place between the 
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handheld device 40 and the standalone media player 68 over 
the NFC communication channel 96. To begin the NFChand 
shake 180, a user may tap the NFC interfaces 34 of the 
handheld device 40 and the standalone media player 68, as 
indicated by block 182. Because the handheld device 40 may 
be operating in the “host mode.” as discussed above, the 
handheld device 40 may emit periodic NFC pings. One of the 
NFC pings may be transmitted to the standalone media player 
68, as indicated by block 184. After receiving the NFC ping of 
the block 184, the standalone media player 68 may reply with 
an NFC acknowledgement packet, as indicated by a block 
186, labeled “ACK.” 
(0165. With NFC communication established between the 
devices, the handheld device 40 and the standalone media 
player 68 may exchange device profiles, as shown by the 
block 188. The device profiles may include a variety of infor 
mation regarding the capabilities of the handheld device 40 
and the standalone media player 68. For example, the device 
profiles may include messages of any form, including exten 
sible markup language (XML), which may denote the device 
name, serial number, owner name, type of device, as well as 
other identifying information. The other identifying informa 
tion may include, for example, a hash of the user's account for 
a web service, such as iTunes R., or a public or private encryp 
tion key. The device profiles may further denote capabilities 
of the handheld device 40 or the standalone media player 68 
by indicating which applications, drivers, or services may be 
installed on each device. 

(0166 The device profiles exchanged in block 188 may 
additionally indicate whether either device may be controlled 
and, if so, may include relevant control information. The 
control information may provide information Sufficient to 
enable the handheld device 40 to control the standalone media 
player 68. For example, the control information may include 
a serial number identifying the standalone media player 68. 
The serial number may enable the handheld device 40 to 
search a database at the web service 104. Based on the serial 
number, the web service 104 may provide information iden 
tifying the type of device, an internet protocol (IP) address of 
the standalone media player 68, a location where a control 
Software plug-in for controlling the standalone media player 
68 may be obtained, and/or the control software plug-in. 
Alternatively, the control information may include an XML 
message, which may provide similar information, such as the 
serial number, the type of device, and/or a location where the 
control software plug-in may be obtained. As should be 
appreciated, the control information that may be exchanged 
in the device profiles may be employed at a later time to obtain 
an appropriate control software plug-in for controlling the 
standalone media player 68 with the handheld device 40. 
0.167 Subsequently, the handheld device 40 and the stan 
dalone media player 68 may authenticate one another based at 
least in part on the information from the device profiles. The 
authentication procedures of blocks 190 and 192 of FIG. 13 
may involve, for example, verifying that the owner of the 
handheld device 40 and the standalone media player 68 are 
the same. Authentication may rely on a private key known to 
both the standalone media player 68 and the handheld device 
40, which may have been exchanged prior to communication 
or, additionally or alternatively, a combination of a public key 
and a private key. Under the latter scheme, the standalone 
media player 68 and the handheld device 40 may each 
exchange public keys associated with one another prior to or 
during the authentication procedure of blocks 190 and 192, or 
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may obtain public keys from another source. The standalone 
media player 68 and the handheld device 40 may verify the 
public keys with a certificate authority over the Internet or via 
a web of trust. In certain variations, the web service 104 may 
represent the certificate authority. If there is any linkbroken in 
the chain of trust, the authentication procedure of blocks 190 
and 192 may be terminated. 
0168 Following device authentication, the handheld 
device 40 and the standalone media player 68 may scan for 
available network communication channels 90 for the otherto 
join for further communication, as indicated by blocks 194 
and 196. After scanning for the available network communi 
cation channels 90, the handheld device 40 and the standalone 
media player 68 may exchange network configuration infor 
mation, as shown by block 198. The network configuration 
information of block 198 may include, for example, XML 
messages denoting lists of network communication channels 
90 accessible via the standalone media player 68 or the hand 
held device 40. Among other things, the network configura 
tion information of block 198 may include known authoriza 
tion keys and service set identifier (SSID). By way of 
example, the network configuration information may include 
PAN interface 28 configuration information, such as a Blue 
tooth serial number, MAC address, and an associated pass 
word, and/or LAN interface 30 configuration information, 
such as a WiFi IP address, a WiFi MAC address, and a WiFi 
SSID. The network configuration information may be stored 
for use at a later time to permit the handheld device 40 and the 
standalone media player 68 to establish a higher bandwidth 
connection. 
0169. A final block 200 of the communication diagram 
176 of FIG. 13 may represent a prompt that may issue on the 
handheld device 40 or, alternatively, on the standalone media 
player 68. Based on the control information transmitted with 
the device profiles of block 188, the prompt may request the 
attainment and installation of an appropriate control Software 
plug-in to enable the handheld device 40 to control the stan 
dalone media player 68. The prompt of the block 200 may 
represent step 138 of the flowchart 130 of FIG. 10. 
(0170 FIGS. 14A-E represent steps 138 and 140 of the 
flowchart 130 of FIG. 10. Turning first to FIG. 14A, a screen 
202 may be displayed on the handheld device 40 as the 
promptrepresented above in block 200 of FIG.13. The screen 
202 may represent step 138 of the flowchart 130, and may 
prompt the user to choose to add the standalone media player 
as a device that may be controlled by the handheld device 40 
by obtaining and installing an appropriate control Software 
plug-in. A button 204, labeled “Install Control Plug-in.” may 
enable the user to initiate a process of obtaining and installing 
the control software plug-in for controlling the standalone 
media player 68. 
0171 Turning to FIG. 14B, which may represent step 140 
of the flowchart 130 of FIG. 10, a screen 204 may be dis 
played on the handheld device 40 when the button 204 of 
screen 202 is selected and the handheld device 40 may begin 
to obtain and install the control Software plug-in. The Screen 
204 may indicate to the user that the control software plug-in 
is being located. As illustrated in FIGS. 15 and 16 below, the 
control Software plug-in may be obtained from one of many 
possible locations. 
0172 Turning next to FIG. 14C, a screen 206 may be 
displayed on the handheld device 40 when the handheld 
device 40 begins to receive the control software plug-in 
needed to control the standalone media player 68. When the 

Apr. 1, 2010 

control software plug-in has been received and is being 
installed, a screen 208 may be displayed, as shown by FIG. 
14D. Finally, as shown in FIG. 14E, when the control soft 
ware plug-in has been installed, enabling the handheld device 
40 to control the standalone media player 68, a screen 210 
may be displayed on the handheld device 40. The screen 210 
may indicate that the control Software plug-in has been 
installed on the handheld device 40 for controlling the stan 
dalone media player 68, and may include a button 212, 
labeled “Control Apple TV” and/or a button 214 labeled 
“Device List.” If the user selects the button 212, the user may 
launch the control software and may be able to-control the 
standalone media player 68 from the handheld device 40. If 
the user selects the button 214, the user may return to a list of 
devices that may be controllable from the handheld device 40. 
0173 FIG. 15 depicts a communication diagram 216, 
which illustrates communication that may take place when 
the control software plug-in for controlling the standalone 
media player 68 from the handheld device 40 may is obtained 
and installed. The communication diagram 216 may repre 
sent communication corresponding to FIGS. 14A-E and steps 
140-144 of the flowchart 130 of FIG. 10. 

0.174 As indicated by the communication diagram 216, 
communication between the handheld device 40 and the stan 
dalone media player 68 may continue over a communication 
channel 90 other than the NFC communication channel 96. 
Based on the network configuration information exchanged 
in the block 198 of FIG. 13, the handheld device 40 and the 
standalone media player 68 may establish communication via 
another communication channel 90, as shown above with 
reference to FIG. 7. At the start of the communication dia 
gram 216, the handheld device 40 may issue a request to the 
standalone media player 68 to obtain the control software 
plug-in for controlling the standalone media player 68, as 
shown in block 218. The handheld device 40 may contact the 
standalone media player 68 for such information based on 
information contained in the device profiles indicating that 
the standalone media player 68 has the control software plug 
in available for transfer. After the request for the control 
Software plug-in has been issued to the standalone media 
player 68, the standalone media player 68 may reply by 
sending the control Software plug-in to the handheld device 
40 over the communication channel 90, as illustrated in block 
220. In a subsequent block 222, the handheld device 40 may 
install the control Software plug-in and, as illustrated in block 
224, the handheld device 40 may thereafter issue a prompt 
enabling the user to begin to control the standalone media 
player 68. The prompt of the block 224 may correspond with 
the prompt of the screen 210 of FIG. 14E. 
0.175 When the user responds to the prompt of block 224 
by selecting the button 212 of the screen 210, thereby electing 
to control the standalone media player 68, a control sequence 
may begin, as illustrated by blocks 226-234 of FIG. 15. In 
block 226, the handheld device 40 may transmit a message 
requesting control over the standalone media player 68. As 
illustrated by block 228, the standalone media player 68 may 
disable control through the traditional means of the standal 
one media player 68, which may be, for example, by way of 
an infrared connection to the remote control 74. In block 230, 
the standalone media player 68 may approve the request of 
block 226 by transmitting a message to the handheld device 
40. The standalone media player 68 may listen for instruc 
tions over the communication channel 90 from the handheld 
device 40, as shown in block 232. The handheld device 40 
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may thereafter control the standalone media player 68 with a 
control stream of data, which is depicted generally by a block 
234. As should be appreciated, the precise data exchanged in 
the control stream may be defined by the control software 
plug-in that is employed to control the standalone media 
player 68. 
0176 FIG.16 represents another communication diagram 
236, which may represent an alternative manner of obtaining 
the control software plug-in for controlling the standalone 
media player 68 from the handheld device 40. Thus, the 
communication diagram 236 may also represent communi 
cation corresponding to FIGS. 14A-E and steps 140-144 of 
the flowchart 130 of FIG. 10. 
0177. The communication diagram 236 may begin when 
the handheld device 40 may issue a request for the appropriate 
control Software plug-in to control the standalone media 
player 68 over the Internet 102 to the web service 104, as 
illustrated in block 238. The request may be based on control 
information received in the exchange of device profiles of 
block 188 of FIG. 13, as described above. The web service 
104 may respond by sending the appropriate control Software 
plug-in to the handheld device 40. 
0178. In the same manner described above with reference 
to FIG. 15, the handheld device 40 may, in block 242, install 
the control software plug-in. Further, as illustrated in block 
244, the handheld device 40 may issue a prompt enabling the 
user to begin to control the standalone media player 68. The 
prompt of the block 244 may correspond with the prompt of 
the screen 210 of FIG. 14E. 
0179 When the user responds to the prompt of block 244 
by selecting the button 212 of the screen 210, thereby electing 
to control the standalone media player 68, a control sequence 
may begin, as illustrated by blocks 246-254 of FIG. 15. In 
block 246, the handheld device 40 may transmit a message 
requesting control over the standalone media player 68. As 
illustrated by block 248, the standalone media player 68 may 
disable control through the traditional means of the standal 
one media player 68, which may be, for example, by way of 
an infrared connection to the remote control 74. In block 250, 
the standalone media player 68 may approve the request of 
block 246 by transmitting a message to the handheld device 
40. The standalone media player 68 may listen for instruc 
tions over the communication channel 90 from the handheld 
device 40, as shown in block 252. The handheld device 40 
may thereafter control the standalone media player 68 with a 
control stream of data, which is depicted generally by a block 
254. As should be appreciated, the precise data exchanged in 
the control stream may be defined by the control software 
plug-in that is employed to control the standalone media 
player 68. 
0180 FIG. 17 depicts a device control operation 256, 
which may represent step 144 of the flowchart 130 of FIG. 10. 
The device control operation 256 illustrates a manner in 
which a user may control the standalone media player 68 from 
the handheld device 40. The control software plug-in of the 
control software may enable the display of a screen 258, 
which may represent a control screen by which the user may 
control the standalone media player 68 using the handheld 
device 40. Various control tasks that may be performed from 
the screen 258 may include, for example, selecting a library of 
music to pay on the standalone media player 68, fast forward 
ing or rewinding through the media that is selected, adjusting 
the Volume, selecting various play lists, or performing other 
control tasks. As should be appreciated, the handheld device 

Apr. 1, 2010 

40 may transmit the control stream to control the standalone 
media player 68 by way of a communication channel 90 to the 
standalone media player 68. 
0181 Turning to FIG. 18, a flowchart 260 describes 
another technique for controlling the controllable device 94 
with the controlling device 92. Particularly, the technique 
described in the flowchart 260 may be employed when both 
the controlling device 92 and the controllable device 94 
include NFC interfaces 34. In a first step 262, a user may tap 
the NFC interface 34 of the controlling device 92 to the NFC 
interface 34 of the controllable device 94, causing the two 
devices to establish the NFC communication channel 96. In 
step 264, control information may be communicated to the 
controlling device 94 over the NFC communication channel 
96. The control information may provide information suffi 
cient to enable the controlling device 92 to control the con 
trollable device 94. By way of example, the control informa 
tion may include a serial number and/or an XML message 
having information identifying the controllable device 94. 
The serial number may enable the controlling device 92 to 
search a database at the web service 104. Based on the serial 
number, the web service 104 may provide information iden 
tifying the type of device, an internet protocol (IP) address of 
the controllable device.94, a location where a control software 
plug-in for controlling the controllable device 94 may be 
obtained, and/or the control software plug-in. If the control 
information includes an XML message, the XML message 
may provide similar information, Such as the serial number, 
the type of device, and/or a location where the control soft 
ware plug-in may be obtained. 
0182 Turning to step 266, the controlling device 92 may 
issue a prompt to the user to launch the device control appli 
cation on the controlling device 92. Upon election by the user, 
the controlling device 92 may launch the device control appli 
cation in step 268. Thereafter, in step 270, the controlling 
device may obtain the control software plug-in from any 
number of possible sources in step 270. For example, the 
controlling device 92 may contact the web service 104 to 
obtain the appropriate control Software plug-in for the con 
trollable device 94 based on the control information, or the 
controlling device 92 may communicate directly with the 
controllable device 94 to obtain the control software plug-in. 
After obtaining the control software plug-in, the controlling 
device 92 may install the control software plug-in for use with 
the device control application. It should be appreciated that if 
the control software plug-in indicated by the control informa 
tion already exists on the controlling device 92, step 270 may 
be omitted. 

0183 Having obtained and installed the control software 
plug-in, the user may choose to begin to control the control 
lable device 94 from the controlling device 92. Accordingly, 
in step 272, a connection may be established between the 
devices. The connection may take place over any of the com 
munication channels 90, as illustrated in FIG. 7. In step 274, 
the controlling device 92 may control the controllable device 
94 in a control stream of data between the devices, based on 
the control software plug-in obtained in step 270. FIGS. 
19-21, which follow, may illustrate an embodiment of the 
technique described in the flowchart 130. 
0.184 FIG. 19 illustrates a control initiation operation 276, 
which represents a manner of obtaining control over a con 
trollable device 40 via the NFC communication channel 96. 
For exemplary purposes, the control initiation operation 276 
depicts the handheld device 40 as the controlling device 92 
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and the standalone media player 68 as the controllable device 
94. However, it should be understood that any other electronic 
devices 10 having NFC interfaces 34 may take the place of the 
handheld device 40 or the standalone media player 68 in the 
control initiation operation 276. The control initiation opera 
tion 276 may represent, among other things, step 262 of the 
flowchart 260. 

0185. As shown in FIG. 19, the NFC interface 34 of the 
handheld device 40 may be placed in close proximity to the 
NFC interface 34 of the standalone media player 68. It should 
be noted that the handheld device 40 may not currently be 
running the device control application, in contrast to the con 
trol initiation operation 174 of FIG. 12. As such, the NFC 
communication channel 96 may become established between 
the two devices if the NFC interface 34 of the standalone 
media player 68 is operating in a “host mode.” Having estab 
lished the NFC communication channel 96, the handheld 
device 40 and the standalone media player 68 may commu 
nicate information relevant to the control of the standalone 
media player 68 over the NFC communication channel 96, as 
illustrated further below. 
0186 Turning to FIG. 20, a communication diagram 278 
may illustrate communication that may take place during the 
control initiation operation 276 of FIG. 30. At the start of the 
communication diagram 278, the NFC interface 34 of the 
handheld device 40 may initially remain in a “wake on NFC 
mode as indicated by block 280. The “wake on NFC' mode 
may be the default mode for the NFC interface 34. By con 
trast, the NFC interface 34 of the standalone media player 68 
may operate in a “host mode.” as indicated by block 282. 
0187 Communication between the handheld device 40 
and the standalone media player 68 may become established 
in an NFChandshake 284. To begin the NFC handshake 284, 
the user may tap the NFC interfaces 34 of the handheld device 
40 and the standalone media player 68, as indicated by the 
block 286. Because the standalone media player 68, rather 
than the handheld device 40, may be operating in the “host 
mode, the standalone media player 68 may emit periodic 
NFC pings. One of the NFC pings may be transmitted from 
the standalone media player 68 to the handheld device 40, as 
indicated by block 288. Receiving the NFC ping may cause 
the NFC interface 34 of the handheld device 40 to awaken, as 
noted by block 290, and the handheld device 40 may reply 
with an NFC acknowledgement packet, as noted by block 
292, labeled “ACK. 
0188 With NFC communication established between the 
devices, the handheld device 40 and the standalone media 
player 68 may exchange device profiles, as shown by block 
294. As noted above, the device profiles may include a variety 
of information regarding the capabilities of the handheld 
device 40 and the standalone media player 68. For example, 
the device profiles may include messages of any form, includ 
ing extensible markup language (XML), which may denote 
the device name, serial number, owner name, type of device, 
as well as other identifying information. The other identifying 
information may include, for example, a hash of the user's 
account for a web service. Such as iTunes R., or a public or 
private encryption key. The device profiles may further 
denote capabilities of the handheld device 40 or the standal 
one media player 68 by indicating which applications, driv 
ers, or services may be installed on each device. 
0189 The device profiles exchanged in block 294 may 
additionally indicate whether either device may be controlled 
and, if so, may include relevant control information. The 
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control information may provide information Sufficient to 
enable the handheld device 40 to control the standalone media 
player 68. For example, the control information may include 
a serial number identifying the standalone media player 68. 
The serial number may enable the handheld device 40 to 
search a database at the web service 104. Based on the serial 
number, the web service 104 may provide information iden 
tifying the type of device, an internet protocol (IP) address of 
the standalone media player 68, a location where a control 
Software plug-in for controlling the standalone media player 
68 may be obtained, and/or the control software plug-in. 
Alternatively, the control information may include an XML 
message, which may provide similar information, such as the 
serial number, the type of device, and/or a location where the 
control software plug-in may be obtained. As should be 
appreciated, the control information that may be exchanged 
in the device profiles may be employed at a later time to obtain 
an appropriate control software plug-in for controlling the 
standalone media player 68 with the handheld device 40. 
0190. Subsequently, the handheld device 40 and the stan 
dalone media player 68 may authenticate one another based at 
least in part on the information from the device profiles. The 
authentication procedures of blocks 296 and 298 of FIG. 20 
may involve, as in the communication diagram 176 of FIG. 
13, verifying that the owner of the handheld device 40 and the 
standalone media player 68 are the same. Authentication may 
rely on a private key known to both the standalone media 
player 68 and the handheld device 40, which may have been 
exchanged prior to communication or, additionally or alter 
natively, a combination of a public key and a private key. 
Under the latter scheme, the standalone media player 68 and 
the handheld device 40 may each exchange public keys asso 
ciated with one another prior to or during the authentication 
procedure of blocks 296 and 298, or may obtain public keys 
from another source. The standalone media player 68 and the 
handheld device 40 may verify the public keys with a certifi 
cate authority over the Internet or via a web of trust. In certain 
variations, the web service 104 may represent the certificate 
authority. If there is any link broken in the chain of trust, the 
authentication procedure of blocks 296 and 298 may be ter 
minated. 

0191) Following device authentication, the handheld 
device 40 and the standalone media player 68 may scan for 
available network communication channels 90 for the otherto 
join for further communication, as indicated by blocks 300 
and 302. After scanning for the available network communi 
cation channels 90, the handheld device 40 and the standalone 
media player 68 may exchange network configuration infor 
mation, as shown by block 304. The network configuration 
information of block 304 may include, for example, XML 
messages denoting lists of network communication channels 
90 accessible via the standalone media player 68 or the hand 
held device 40. Among other things, the network configura 
tion information of block 304 may include known authoriza 
tion keys and service set identifier (SSID). By way of 
example, the network configuration information may include 
PAN interface 28 configuration information, such as a Blue 
tooth serial number, MAC address, and an associated pass 
word, and/or LAN interface 30 configuration information, 
such as a WiFi IP address, a WiFi MAC address, and a WiFi 
SSID. The network configuration information may be stored 
for use at a later time to permit the handheld device 40 and the 
standalone media player 68 to establish a higher bandwidth 
connection. 
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0.192 A final block 306 of the communication diagram 
278 of FIG. 20 may represent a prompt that may issue on the 
handheld device 40 or, alternatively, on the standalone media 
player 68. Based on information from the device profiles 
exchanged in block 294, the prompt of block 306 may request 
that a user choose a course of action regarding the standalone 
media player 68. For example, the handheld device 40 may 
recognize that the standalone media player 68 is a control 
lable device 94 based on the control information transmitted 
among the device profiles, and thus the prompt may include 
an option to launch the device control application. Accord 
ingly, the prompt of the block 306 may represent step 266 of 
the flowchart 260 of FIG. 18. 

(0193 FIG. 21 illustrates a screen 308 that may represent 
the prompt of the block 306 described above, and thus may 
also represent step 266 of the flowchart 260 of FIG. 18. As 
noted above, the prompt represented by the screen 308 may be 
displayed after the handheld device 40 recognizes, based on 
information from the exchange of device profiles, that the 
standalone media player 68 may be controlled by the hand 
held device 40. As a result, among the options that the Screen 
308 may provide may include, for example, an option to 
control the standalone media player 68, as illustrated by a 
button 310, labeled “Control Apple TV Depending on other 
information from the device profiles, the screen 308 may 
additionally provide Such options as to share resources, trans 
fer media, etc. with the standalone media player 68. 
(0194 When the button 310 is selected by a user, the hand 
held device 40 may launch the device control application. 
After the device control application begins to run, the hand 
held device 40 may undertake to obtain and install the appro 
priate control Software plug-in, such as may be described by 
the control information obtained during the prior exchange of 
device profiles. As should be appreciated, the handheld 
device 40 may obtain and install the control software plug-in 
the manner described above with reference to FIGS. 14-16. 
Further, the handheld device 40 may thereafter be used to 
control the standalone media player 68 in the manner 
described above with reference to FIG. 17. 

(0195 FIG.22 is a flowchart 312 that may describe another 
manner of obtaining control software to control a controllable 
device 94 from a controlling device 92. Particularly, the tech 
nique described in the flowchart 312 may be employed when 
the controlling device 92 includes the NFC interface 34 and 
the controllable device 94 includes an RFID tag 118. To place 
the controlling device 92 in condition for extracting control 
information from the RFID tag 118, which may be located on 
or associated with the controllable device 94, a user may 
launch control software on the controlling device 92 in a first 
step 314. Such control software may be, for example, the 
device control application described above with reference to 
FIG. 2 above. The control software may prepare the control 
ling device 92 for controlling the controllable electronic 
device 94 by placing the NFC interface 34 of the controlling 
device 92 into a “host mode, the significance of which is 
described below with reference to FIG. 25. 

(0196. In step 316, the user may tap the NFC interface 34 of 
the controlling device 92 to the RFID tag 118 associated with 
the controllable device 94, causing the RFID tag 118 to 
become energized. Having become energized in step 316, the 
RFID tag 118 may communicate control information to the 
controlling device 92 via near field communication in step 
318. The control information may provide information suffi 
cient to enable the controlling device 92 to control the con 
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trollable device 94. By way of example, the control informa 
tion may include a serial number and/or an XML message 
having information identifying the controllable device 94. 
The serial number may enable the controlling device 92 to 
search a database at the web service 104. Based on the serial 
number, the web service 104 may provide information iden 
tifying the type of device, an internet protocol (IP) address of 
the controllable device.94, a location where a control software 
plug-in for controlling the controllable device 94 may be 
obtained, and/or the control software plug-in. If the control 
information includes an XML message, the XML message 
may provide similar information, Such as the serial number, 
the type of device, and/or a location where the control soft 
ware plug-in may be obtained. 
(0197) Turning to step 320, either the controlling device 92 
or the controllable device 94 may issue a prompt to the user to 
obtain the control software plug-in described in the control 
information, which may be used by the controlling device 92 
to control the controllable device 94. Once the user elects to 
obtain the control software plug-in, the controlling device 92 
may obtain the control software plug-in from any number of 
possible sources in step 322. For example, the controlling 
device 92 may contact the web service 104 to obtain an 
appropriate control software plug-in for the controllable 
device 94 based on the control information, or the controlling 
device 92 may communicate directly with the controllable 
device 94 to obtain the control software plug-in. After obtain 
ing the control software plug-in, the controlling device 92 
may install the control software plug-in for use with the 
device control application. It should be appreciated that if the 
control software plug-in indicated by the control information 
already exists on the controlling device 92, step 322 may be 
omitted. 

0198 Having obtained and installed the control software 
plug-in in step 322, the user may choose to begin to control 
the controllable device 94 from the controlling device 92. 
Accordingly, in step 324, the controlling device 92 may locate 
the controllable device 94. The controlling device 92 may 
locate the controllable device 94 using the control informa 
tion obtained from the RFID tag 118 directly or indirectly. For 
example, the control information may list a MAC address 
and/or password for the controllable device 94; the control 
ling device 92 may search local networks for the MAC 
address listed in the control information to locate the control 
lable device 94. Alternatively, the controlling device 92 may 
contact the web service 104 to obtain an IP address registered 
for the controllable device 94. After locating the controllable 
device 94, the controlling device 92 may establish a connec 
tion with the controllable device 94 in step 326. As should be 
appreciated, the connection may take place over any of the 
communication channels 90, as illustrated in FIG. 7. In step 
328, the controlling device 92 may thereafter control the 
controllable device 94 in a control stream of data between the 
devices, based on the control Software plug-in obtained in 
step 322. FIGS. 23-27 that follow may illustrate an embodi 
ment of the technique described in the flowchart 312. 
(0199 FIGS. 23A-B represent screens that may be dis 
played on the handheld device 40 for performing the alterna 
tive method described in the flowchart 312, and may particu 
larly represent step 314 of the flowchart 312. Though the 
following examples employ the handheld device 40 as the 
controlling device 92 and the standalone media player 68 as 
the controllable device 94 for exemplary purposes, it should 
be understood that the controlling device 92 or the control 
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lable device 94 may be any electronic device 10. Turning first 
to FIG. 23A, the button 166, labeled “Tap Tag” may be 
selected from the screen 162 to enable a user to add a con 
trollable device 94 by tapping an RFID tag 118 associated 
with the controllable device 94. When the button 166 is 
selected, the handheld device 40 may display a screen 330, as 
shown in FIG. 23B. The screen 330 may instruct the user to 
tap the RFID tag 118, and may simultaneously place the NFC 
interface 34 of the handheld device 40 into a "host mode.” 

0200 Turning to FIG. 24, a control initiation operation 
332 represents a manner of obtaining control over a control 
lable device 40 having an RFID tag 118. The control initiation 
operation 332 depicts the handheld device 40 as the control 
ling device 92 and the standalone media player 68 as the 
controllable device 94 for exemplary purposes. However, it 
should be understood that any other electronic devices 10 
having NFC interfaces 34 may take the place of the handheld 
device 40 or the standalone media player 68 in the control 
initiation operation 332. The control initiation operation 332 
may represent, among other things, step 316 of the flowchart 
312 of FIG. 22. 

0201 To perform the control initiation operation 332, the 
NFC interface 34 of the handheld device 40 may be placed in 
close proximity to the RFID tag 118 associated with the 
standalone media player 68. The RFID tag 118 may be 
located on the standalone media player 68 itselfor, as shown 
in FIG. 24, may be located on an associated remote control 
74. Alternatively, the RFID tag 118 may be located on any 
other materials that may be associated with the standalone 
media player 68, such as a product manual. When the NFC 
interface 34 of the handheld device 40 approaches the RFID 
tag 118, the RFID tag 118 may become energized. Thereafter, 
the RFID tag 118 may communicate information relevant to 
the control of the standalone media player 68 via near field 
communication to the handheld device 40, as illustrated fur 
ther below. 

0202 Turning to FIG. 25, a communication diagram 334 
may describe communication that may take place during the 
control initiation operation 332 above, and may further rep 
resent steps 316-322 of the flowchart 312 of FIG. 22. The 
communication diagram 334 may begin when the NFC inter 
face 34 of the handheld device 40 is in a "host mode, as 
shown in block 336. The NFC interface 34 of the handheld 
device 40 may enter the “host mode” of block 336 when the 
screen 330 is displayed on the handheld device 40, as dis 
cussed above with reference to FIG. 23B. Turning to block 
338, as illustrated by the control initiation operation 332 of 
FIG. 24, the user may tap the handheld device 40 to the RFID 
tag 118. Because the NFC interface 34 of the handheld device 
40 may be operating in a host mode, the NFC interface 34 of 
the handheld device 40 may periodically transmit NFC pings, 
as shown in block 340. The NFC ping of the block 340 may 
energize the RFID tag 118, as illustrated by block 342. The 
energized RFID tag 118 may thereafter transmit control infor 
mation, as shown in block 344. 
0203 The control information may provide information 
sufficient to enable the handheld device 40 to control the 
standalone media player 68. For example, the control infor 
mation may include a serial number identifying the standal 
one media player 68. The serial number may enable the hand 
held device 40 to search a database at the web service 104. 
Based on the serial number, the web service 104 may provide 
information identifying the type of device, an internet proto 
col (IP) address of the standalone media player 68, a location 
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where a control software plug-in for controlling the standal 
one media player 68 may be obtained, and/or the control 
Software plug-in. Alternatively, the control information may 
include an XML message, which may provide similar infor 
mation, Such as the serial number, the type of device, and/or 
a location where the control Software plug-in may be 
obtained. As should be appreciated, the control information 
that may be exchanged in the device profiles may be 
employed at a later time to obtain an appropriate control 
Software plug-in for controlling the standalone media player 
68 with the handheld device 40. 

0204. When the handheld device 40 has received the con 
trol information of the block 344, the handheld device 40 may 
issue a prompt, as shown by block 346. The prompt may 
represent, for example, a screen displayed on the handheld 
device 40 prompting the user to decide whether to obtain and 
install a control software plug-in for the purpose of control 
ling the controllable device 94. Thus, the prompt of block 346 
may be represented by the screen 202 of FIG. 14A above. 
0205 FIG. 26 represents another communication diagram 
348, which may represent a manner of obtaining the control 
Software plug-in for controlling the standalone media player 
68 from the handheld device 40, and may represent commu 
nication corresponding to steps 322-328 of the flowchart 312 
of FIG.22. The communication diagram 348 may begin when 
the user responds to the prompt of the block 346 of FIG.25 by 
choosing to obtain and install the control software plug-in. 
0206. At the start of the communication diagram 348, the 
handheld device 40 may issue a request for the appropriate 
control Software plug-in to control the standalone media 
player 68 over the Internet 102 to the web service 104, as 
illustrated in block 350. The request may be based on the 
control information of block 344 of FIG. 25, as described 
above. The web service 104 may respond, as illustrated by 
block 352, by sending the appropriate control software plug 
in to the handheld device 40. 

0207. In the same manner described above with reference 
to FIG. 15, the handheld device 40 may, in block 354, install 
the control software plug-in. Further, as illustrated in block 
356, the handheld device 40 may issue a prompt enabling the 
user to begin to control the standalone media player 68. The 
prompt of the block 356 may correspond with the prompt of 
the screen 210 of FIG. 14E. When the user responds to the 
prompt of block 356 by selecting the button 212 of the screen 
210, thereby electing to control the standalone media player 
68, the handheld device 40 may attempt to locate the standa 
lone media player 68. In the communication diagram 348, the 
handheld device 40 may search locally available networks for 
the standalone media player based on the control information 
of block 344 of FIG.25, as shown by block 358. After locating 
the standalone media player 68, the handheld device 40 may 
establish communication with the standalone media player 68 
over any communication channel 90 in block 360. 
0208. A control sequence, as illustrated by blocks 362 
370, may begin. In block 362, the handheld device 40 may 
transmit a message requesting control over the standalone 
media player 68. As illustrated by block 364, the standalone 
media player 68 may disable control through the traditional 
means of the standalone media player 68, which may be, for 
example, by way of an infrared connection to the remote 
control 74. In block 366, the standalone media player 68 may 
approve the request of block 362 by transmitting a message to 
the handheld device 40. The standalone media player 68 may 
then listen for instructions over the communication channel 
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90 from the handheld device 40, as shown in block 368. The 
handheld device 40 may thereafter control the standalone 
media player 68 with a control stream of data, which is 
depicted generally by block 370. As should be appreciated, 
the precise data exchanged in the control stream may be 
defined by the control software plug-in that is employed to 
control the standalone media player 68. 
0209 FIG. 27 is an alternative communication diagram 
372, which may represent a manner of obtaining the control 
Software plug-in for controlling the standalone media player 
68 from the handheld device 40, and may also represent 
communication corresponding to steps 322-328 of the flow 
chart 312 of FIG. 22. The communication diagram 372 of 
FIG. 27 remains essentially unchanged from the communi 
cation diagram 348 of FIG. 26, with one exception. Specifi 
cally, blocks 374-380 and 386-396 of FIG. 27 correspond 
with blocks 350-356 and 360-370 of FIG. 26. However, as 
noted by blocks 382 and 384 of the communication diagram 
372 of FIG. 27, the handheld device 40 may determine the 
location of the standalone media player 68 by requesting Such 
information from the web service 104. The web service 104 
may track the IP address and/or local network connection 
information of the standalone media player 68. After receiv 
ing the request for the location of the standalone media player 
68 in block 382, the standalone media player 68 may reply 
with various location information, as shown in block 384. In 
block 386, the handheld device 40 may establish communi 
cation with the standalone media player 68 either by connect 
ing to an IP address corresponding to the standalone media 
player 68 over the Internet, or using the techniques described 
above with reference to blocks 358 and 360 of FIG. 26. 

0210 FIG.28 is a flowchart 398 that may describe another 
manner of obtaining control software to control a controllable 
device 94 from a controlling device 92. Particularly, the tech 
nique described in the flowchart 398 may be employed when 
the controlling device 92 includes the camera 36 or another 
peripheral capable of reading a barcode or matrix barcode and 
the controllable device 94 includes a matrix barcode tag 124. 
To place the controlling device 92 in condition to extract 
control information from the matrix barcode tag 124, which 
may be located on or associated with the controllable device 
94, a user may launch control Software on the controlling 
device 92 in a first step 400. Such control software may be, for 
example, the device control application described above with 
reference to FIG. 2 above. The control software may prepare 
the controlling device 92 for controlling the controllable elec 
tronic device 94 by activating the camera 36 for scanning the 
matrix barcode tag 124, which is described below with refer 
ence to FIGS. 29-30. 

0211. In step 402, the user may scan the matrix barcode tag 
124 associated with the controllable device 94 by acquiring 
an image of the matrix barcode tag 124. In a next step 404, the 
handheld device 40 may decode the matrix barcode tag 124 
using matrix-barcode-reading Software or optical character 
recognition Software to obtain control information, which 
may provide information Sufficient to enable the controlling 
device 92 to control the controllable device 94. By way of 
example, the control information may include a serial number 
and/or an XML message having information identifying the 
controllable device 94. The serial number may enable the 
controlling device 92 to search a database at the web service 
104. Based on the serial number, the web service 104 may 
provide information identifying the type of device, an internet 
protocol (IP) address of the controllable device 94, a location 
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where a control software plug-in for controlling the control 
lable device 94 may be obtained, and/or the control software 
plug-in. If the control information includes an XML message, 
the XML message may provide similar information, such as 
the serial number, the type of device, and/or a location where 
the control software plug-in may be obtained. 
0212. Once the user elects to obtain the control software 
plug-in, the controlling device 92 may obtain the control 
Software plug-in from any number of possible sources in step 
406. For example, the controlling device 92 may contact the 
web service 104 to obtain an appropriate control software 
plug-in for the controllable device 94 based on the control 
information, or the controlling device 92 may communicate 
directly with the controllable device 94 to obtain the control 
Software plug-in. After obtaining the control software plug 
in, the controlling device 92 may install the control software 
plug-in for use with the device control application. It should 
be appreciated that if the control software plug-in indicated 
by the control information already exists on the controlling 
device 92, step 406 may be omitted. 
0213 Having obtained and installed the control software 
plug-in in step 322, the user may choose to begin to control 
the controllable device 94 from the controlling device 92. 
Accordingly, in step 408, the controlling device 92 may locate 
the controllable device 94. The controlling device 92 may 
locate the controllable device 94 using the control informa 
tion obtained from the matrix barcode tag 124 directly or 
indirectly. For example, the control information may list a 
MAC address and/or password for the controllable device 94; 
the controlling device 92 may search local networks for the 
MAC address listed in the control information to locate the 
controllable device 94. Alternatively, the controlling device 
92 may contact the web service 104 to obtain an IP address 
registered for the controllable device 94. After locating the 
controllable device 94, the controlling device 92 may estab 
lish a connection with the controllable device 94 in step 410. 
As should be appreciated, the connection may take place over 
any of the communication channels 90, as illustrated in FIG. 
7. In step 412, the controlling device 92 may thereafter con 
trol the controllable device 94 in a control stream of data 
between the devices, based on the control software plug-in 
obtained in step 406. FIGS. 29-31 that follow may illustrate 
an embodiment of the technique described in the flowchart 
398. 

0214 FIGS. 29A-C represents steps 402 and 404 of the 
flowchart398 of FIG.28 above. Turning first to FIG.29A, the 
screen 162 may present the user with the button 168 labeled 
“Scan Code.” Selecting the user selectable button 168 may 
cause the handheld device 40 to display a screen 414, as 
illustrated in FIG.29B. The screen 246 may include a camera 
window 416 and a user selection prompt 418. The camera 
window 416 may present video images from the camera 36 of 
the handheld device 40. As noted in FIG. 29B, the user selec 
tion prompt 418 may instruct the user to align the matrix 
barcode tag 124 on the camera screen 416 to acquire an 
image. Image boundaries 420 may indicate the portion of the 
camera window 416 that may be saved as an image; selecting 
a user selectable button 422 labeled “Acquire' may cause the 
image of the matrix barcode tag 124 currently within the 
image boundaries 420 to be acquired. 
0215. A screen 424, shown in FIG. 29C, may be displayed 
when the button 422 is selected. A still image 426 may rep 
resent the image acquired by the camera 36. Two buttons 428 
and 430 may be labeled “Process Image' and "Re-Acquire.” 
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respectively. The button 428 may allow a user to proceed with 
the still image 426, while the button 430 may allow the user to 
acquire another image of the matrix barcode 124 by returning 
to the Screen 414 of FIG. 29B. 
0216 FIG. 30 depicts a control initiation operation 432 
that may take place in conjunction with the screens of FIGS. 
29A-C, which may also represent steps 402 and 404 of the 
flowchart 398 of FIG. 28. As illustrated in FIGS. 29 A-C 
above, a user may scan the matrix barcode tag 124 that may be 
located on the electronic device 10 to be controlled. In the 
example of FIG. 30, the camera 36 of the handheld device 40 
may acquire an image of the matrix barcode tag 124 that may 
be located on the standalone media player 68. The handheld 
device 40, using optical character recognition and/or matrix 
barcode-reading Software, may obtain control information 
from the matrix barcode tag 124. As should be appreciated, 
the control information encoded in the matrix barcode tag 124 
may be used by the handheld device 40 to acquire the appro 
priate control software plug-in to control the standalone 
media player 68. 
0217 Turning to FIG. 31, a communication diagram 434 
represents communication that may take place in the control 
initiation operation 432 of FIG. 30 and/or steps 402-404 of 
the flowchart 398 of FIG. 28. At the outset of the communi 
cation diagram 434, the handheld device 40 may enter an 
“acquire image' mode, as indicated by block 436. The 
“acquire image' mode of the handheld device 40 may be 
represented by the screen 414 shown in FIG.29B. As noted by 
block 438, the user may next align the matrix barcode tag 124 
in the camera to acquire an image of the matrix barcode 128. 
0218. As illustrated by block 440, the image 426 may be 
acquired. The image 426 may be represented on the screen 
424 of FIG. 29C above. When the user Selects the button 428 
of the screen 424, the handheld device 40 may process the 
image 426 using optical character recognition or matrix-bar 
code-reading Software to obtain control information encoded 
on the matrix barcode tag 124, as shown in block 442. After 
obtaining the control information, the handheld device 40 
may issue a prompt, such as that of the screen 202 of FIG. 
14A, which may prompt the user to obtain and/or install the 
appropriate control Software plug-in. It should be understood 
that the control software plug-in may be obtained and 
installed using the techniques described above with reference 
to FIGS. 26-27, and that the handheld device 40 may there 
after control the standalone media player 68 in the manner 
described above with reference to FIG. 17. 

0219 FIG. 32 represents a flowchart 446 that may 
describe another manner of obtaining control Software to 
control a controllable device 94 from a controlling device 92. 
Particularly, the technique described in the flowchart 312 may 
be employed when the controlling device 92 and the control 
lable device 94 include the PAN or LAN network interfaces 
28 or 30. The flowchart 446 may begin when a user may 
launch control software on the controlling device 92 in a first 
step 314. Such control software may be, for example, the 
device control application described above with reference to 
FIG. 2 above. The control software may prepare the control 
ling device 92 by enabling the controlling device 94 to search 
available networks for controllable devices 94. 
0220. In step 450, the controlling device 92 may search 
available networks for controllable devices 94 that have not 
yet been added. To discover the controllable devices 94, the 
controlling device 92 may seek device identification broad 
cast protocol messages. Such as BonjourR messages, that 
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may indicate which networked devices are controllable 
devices 94. After identifying at least one controllable device 
94 from a device identification broadcast protocol message, 
the controlling device 92 may establish communication with 
a selected controllable device 94 in step 452. Establishing 
communication with the controllable device 94 may allow the 
controlling device 92 to obtain control information from the 
controllable device 94. Alternatively, in lieu of establishing 
communication with the controllable device 94 to obtain the 
control information in step 452, the controlling device 92 may 
instead obtain the control information from the device iden 
tification broadcast protocol message, if Such control infor 
mation is present in the message. 
0221. It should be appreciated that the control information 
may provide information Sufficient to enable the controlling 
device 92 to control the controllable device 94. By way of 
example, the control information may include a serial number 
and/or an XML message having information identifying the 
controllable device 94. The serial number may enable the 
controlling device 92 to search a database at the web service 
104. Based on the serial number, the web service 104 may 
provide information identifying the type of device, an internet 
protocol (IP) address of the controllable device 94, a location 
where a control software plug-in for controlling the control 
lable device 94 may be obtained, and/or the control software 
plug-in. If the control information includes an XML message, 
the XML message may provide similar information, such as 
the serial number, the type of device, and/or a location where 
the control software plug-in may be obtained. 
0222 Turning to step 454, either the controlling device 92 
or the controllable device 94 may issue a prompt to the user to 
obtain the control software plug-in described in the control 
information, which may be used by the controlling device 92 
to control the controllable device 94. Once the user elects to 
obtain the control software plug-in, the controlling device 92 
may obtain the control software plug-in from any number of 
possible sources in step 456. For example, the controlling 
device 92 may contact the web service 104 to obtain an 
appropriate control software plug-in for the controllable 
device 94 based on the control information, or the controlling 
device 92 may communicate directly with the controllable 
device 94 to obtain the control software plug-in. After obtain 
ing the control software plug-in, the controlling device 92 
may install the control software plug-in for use with the 
device control application. It should be appreciated that if the 
control software plug-in indicated by the control information 
already exists on the controlling device 92, step 456 may be 
omitted. 

0223 Having obtained and installed the control software 
plug-in in step 456, the user may choose to begin to control 
the controllable device 94 from the controlling device 92. 
Accordingly, in step 458, the controlling device 92 may estab 
lish a connection with the controllable device 94. As should 
be appreciated, the connection may take place over any of the 
communication channels 90, as illustrated in FIG. 7. The 
controlling device 92 may thereafter control the controllable 
device 94 with a control stream of data between the devices, 
based on the control software plug-in obtained in step 456. 
FIG. 33 that follows may illustrate an embodiment of the 
technique described in the flowchart 446. 
0224 Turning to FIG. 33A, a user may select the button 
170, labeled “Discover Wirelessly,” of the screen 162. Doing 
so may cause the handheld device 40 to display a screen 460, 
as illustrated in the block 33B. The screen 460 may indicate 

Ex. 1013.0099



US 2010/008 1375 A1 

that the handheld device 40 is searching for new devices to 
control using its wireless capabilities. By way of example, the 
handheld device 40 may scan available networks in search of 
a broadcast identification protocol message, as may be pro 
vided by BonjourR) by Apple Inc. 
0225. After searching available networks for controllable 
devices 94, the handheld device 40 may display a screen 462, 
as illustrated in FIG. 33C. The screen 462 may display list 
items 464 having text and images related to any controllable 
devices 94 that may be located over available networks. For 
example, the list items 464 may include a device name and 
general location describing where the device may be located. 
The screen 462 may additionally include a button 466, 
labeled “Options.” which may vary the manner in which the 
list items 464 are displayed. By way of example, a user may 
vary the list items 464 such that the devices are listed by 
proximity, by most recently selected, by newly available, etc. 
A refresh button 468 may cause the handheld device 40 to 
search again for controllable devices 94 and display any 
newly discovered devices. 
0226 FIG. 33D illustrates a visually descriptive screen 
470 displaying the list items 464 of available controllable 
devices 94. The screen 470 may be displayed when a user 
turns the handheld device 40 sideways, causing the acceler 
ometers 38 to register a change in device orientation. The 
screen 470 may illustrate the list items 464 of available con 
trollable devices 94 in a format such as the Cover Flow format 
by Apple Inc. The available controllable devices may be 
displayed visually with a series of descriptive images 472 and 
the name of a presently displayed device, as shown by text 
474. By dragging a finger across the screen, a user may easily 
flip between devices. Turning the handheld device 40 upright 
may navigate the user back to the screen 462 of FIG.33C. 
0227 Turning next to FIG. 32E, the handheld device 40 
may display a screen 476 when the list item 464 labeled 
Apple TV/Living Room' is selected. The screen 476 may 
prompt the user to add the standalone media player 68 to the 
list of devices that may be controlled by the handheld device 
40 with a button 478, labeled “Install Control Plug-In.” As 
should be appreciated, selecting the button 478 may initiate 
the attainment and installation of the control software plug-in 
related to the standalone media player 68. The handheld 
device 40 may obtain and install the control software plug-in 
using the techniques described above. 
0228 FIG. 34 represents a flowchart 480, which may 
describe a technique for controlling a controllable device 94 
after an appropriate control Software plug-in has previously 
been obtained and installed on the controlling device 92. In a 
first step 482, a user may begin to run control software run 
ning on the controlling device 92. Specifically, the user may 
select a particular controllable device 94 from among a list of 
available devices. In a Subsequent step 484, the controlling 
device 92 may locate the controllable device 94 over a local 
network or over the Internet. In step 486, the controlling 
device may establish communication with the controllable 
device 94 over one of the communication channels 90, and in 
step 488, the controlling device 92 may begin to control the 
controllable device 94. 

0229 FIGS. 35A-35E represent screens that may be dis 
played on the handheld device 40 when the handheld device 
40 acts as the controlling device 92 during step 482 of the 
flowchart 480 of FIG. 34. Turning first to FIG. 35A, a user 
may select the control software application icon 44 to launch 
the device control application. As illustrated in FIG.35B, the 
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screen 148 may be displayed as a main menu screen for the 
control Software application. If a user chooses to select the 
button 152, labeled “Device List the user may view a list of 
stored devices that may be controlled from the handheld 
device 40. 
0230 Turning to FIG.35C, a screen 490 may be displayed 
on the handheld device 40 when the button 152 is selected. 
The screen 490 may display various categories of devices that 
may be installed for control on the handheld device 40. A 
series of category buttons 492 may include, for example, 
“Entertainment,” “Home,” “Office, and “Other.” Addition 
ally, a user may choose to list the devices by proximity rather 
than category, as indicated by a button 494 labeled, “List by 
Proximity.” Selecting the button 494 may cause the handheld 
device 40 to list devices in terms of signal strength, proximity 
of GPS coordinates, or by the room in which the devices may 
be located. 

0231. By way of example, a user may select the button 492 
labeled “Entertainment.” The handheld device 40 may there 
after display a screen 496, as illustrated in FIG. 35D. The 
screen 496 may list various controllable devices 94 associated 
with the category “Entertainment.” The controllable devices 
94 may appear as list items 498, and may include various 
controllable devices 94 that may have previously been 
installed for control by the handheld device 40, in accordance 
with techniques described above. Alternatively, the handheld 
device 40 may have been preprogrammed to control certain 
devices without need to add the devices. For example, a 
manufacturer of a controllable device 94 may purchase the 
right to pre-installan appropriate control software plug-in on 
the handheld device 40, such that a user may be able to control 
the controllable device 94 without first installing the device 
using the techniques described above. 
0232 FIG. 35E illustrates a visually descriptive screen 
500 displaying the list items 498 of available controllable 
devices 94. The screen 500 may be displayed when a user 
turns the handheld device 40 sideways, causing the acceler 
ometers 38 to register a change in device orientation. The 
screen 500 may illustrate the list items 498 of available con 
trollable devices 94 in a format such as the Cover Flow format 
by Apple Inc. The available controllable devices may be 
displayed visually with a series of descriptive images 502 and 
the name of a presently displayed device, as shown by text 
504. By dragging a finger across the screen, a user may easily 
flip between devices. Turning the handheld device 40 upright 
may navigate the user back to the screen 462 of FIG. 35D. 
0233 FIGS. 36-37 illustrate communication that may take 
place when the user selects the standalone media player 68 as 
the controllable device 94 from among the list items 498, and 
may represent steps 484-488 of the flowchart 480 of FIG. 34. 
Turning first to FIG. 36, a communication diagram 506 may 
describe communication between the handheld device 40 and 
the standalone media player 68, which may occur in the 
manner described above with reference FIG. 26 above. Par 
ticularly, blocks 508-520 of the communication diagram 506 
of FIG. 36 may correspond with blocks 358-370 of the com 
munication diagram 348 of FIG. 26. Similarly, turning to 
FIG. 37, a communication diagram 522 may describe com 
munication between the handheld device 40 and the standa 
lone media player 68 that may occur in the manner described 
with reference to FIG.27 above. Particularly, blocks524–538 
of the communication diagram 522 of FIG. 37 may corre 
spond with blocks 382-396 of the communication diagram 
372 of FIG. 27. 
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