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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodias
{1SO member bodles). The work of preparing International Standards Is normally carrled out through I1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right t0 be represented on that committee. International organizations, governmental and
non-governmental, in faison with 180, also take part in the work. 1SO collaborates closely with the
International Electrotechnical Commission ([EC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
The main task of technical committees is to prepare International Standards. Draft International Standards
adopted by the technical commiitees are circulated to the member bodies for voting. Publication as an

International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. ISO shall not be held responsible for identifying any or all such patent rights.

IS0 8583-1 was prepared by Technical Committee ISO/MC 68, Banking, securities and other financial
services, Subcommitiee SC 6, Refail financial services.

ISO 8583 consists of the following parts, under the general title Financial transaction card originated
messages — Inferchange message specifications:

— Part 1: Messages, data elements and code values
—  Part 2: Application and registration procedures for Institution Identification Codes (lIC)

— Part 3: Maintenance procedures for messages, data elements and code values
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Introduction

Services of the financial industry include the exchange of electronic messages relating to financial
fransactlons. Agreements on application speciflcations are generally at a private level. This Internatlonal
Standard Is designed as an Interface specification enabling messages fo be exchanged between systems
adopting a variety of application specifications. The application specification may remain at the private level.
Designers of such applications have complete design freedom within the overall constraint that messages
shall be convertible to this interface format in order that international interchange may take place.

This International Standard uses a concept called a bit map, whereby each data element is assigned a
position indicator in a control field, or bit map. A one in the assigned position indicates the presence of a data
element in a specific message. A zero in the assigned position indicates the absence of a data element in a
specific message.

Data representation used in individual systemns is subject to the commercial relationships between the parties
confracting to each system. The message formats specified in this International Standard are designed to
ensure that compatibility between systems conforming to this International Standard is always feasible.

In @ number of cases, the names of data elements and message classes can become confusing when used in
descriptive paragraphs. The word authorization is a typical example. it is an activity undertaken by a card
issuer, It is the name of a message class where an acquirer requests a card issuer to underiake the activity
and it is also a word used in many data element names.

To aid clarity, the following conventions are followed within this International Standard:
— data element names have the first letter capitalized;
— data element names are shown in italics except when used in tables or figures;

- message class names are shown capitalized when the context refers to their use in messages or
transactions.

ISO 8583:1993 has been revised to be published in three paris. A number of changes have been made fo
accommodate the [atest advances in payment technologies and the opporiunity has also been taken fo
improve the layout and readability. A summary of the most significant changes between 1SO 8583:2003 (all
parts) and 13S0 8583:1993 is provided in Annex F.
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INTERNATIONAL STANDARD ISO 8583-1:2003(E)

Financial transaction card originated messages — Interchange
message specifications —

Part 1:
Messages, data elements and code values

1 Scope

This part of ISO 8583 specifies a common interface by which financial transaction card-originated messages
can be interchanged between acquirers and card issuers.

It specifies message structure, format and content, data elements and values for data elements. The method
by which settlement takes place is not within the scope of this part of ISO 8583.

NOTE With the prolfiferation of technology avaitable to financial institutions to offer services to customers, a range of
tokens {financial transaction cards, digital cerificates etc.) now exist for identifying account relationships. In order to
maintain clarity, this part of ISO 8583 will continue to refer only fo financial fransaction cards as the token. However,
readers should be aware that the actual token issued by a financial institution may be different.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO 3166 (all parts), Codes for the representation of names of countries and their subdivisions

ISO 4217, Codes for the representation of currencies and funds

1SO 4909, Bank cards — Magnetic stripe data content for track 3

ISO 7372, Trade data interchange — Trade daifa elements directory

18O 7811-2, Identification cards — Recording technique — Part 2: Magnefic stripe — Low coercivity

IS0 7812-1, Identification cards — Identification of issuers — Part 1. Numbering system

ISO 7813, Identification cards — Financial fransaction cards

ISO 7816-6, Identification cards — Integrated circuit(s) cards with contacts — Part 8. Interindustry data
elements

ISO 8583-2, Financial transaction card originated messages — [nferchange message specifications — Part 2;
Application and registration procedures for Institution ldentification Codes (lIC)
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ISO 8583-3:—1), Financial transaction card originated messages — Interchange message specifications —
Part 3: Maintenance procedures for messages, data elements and code values

IS0 8801, Lata elernents and interchange formals — Infornation interchanyge — Representation of dates and
fimes

ISO 8825 (all parts), Information fechnology — ASN. 1 encoding rules

ISO 9564-1, Banking — Personal Identification Number (PIN) management and security — Part 1: Basic
principles and requirements for online PIN handling in ATM and POS systems

ISQO 9807, Banking and related financial services — Requirements for message authentication (retail)
1S0O 13492, Barnking — Key management related data element (refail)

180 18245.—2), Retail financial services — Merchant category codes

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

341

acquirer

financial institution (or its agent) which acquires from the card acceptor the data relating to the tfransaction and
initiates that data into an interchange system

NOTE The acquirer remains unchanged throughout a transaction.

3.2

address verification

process of comparing data from the point of service (POS8) with that held by the card issuer to verify the
cardholder's billing address

3.3

advice

message where the sender notifies the receiver of an activity that has been taken, requiring no approval but
requiring a response

3.4

aggregation

total amount of a number of transactions where details of the individual transactions that make up the total are
not provided or recoverable

3.5
attended transaction

fransaction where the acquirer has indicated that the card, cardholder and card acceptor representative are all
present at the time of the transaction

3.6
authentication
action of proving that someone or something is genuine

1}  To be published. (Revision of ISO 8583-3:1698)
2} To be published.
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3.7
authorizing agent
mslitulion Ual acls on belall of aicd wilh the aullionty of e card issue

3.8
card acceptor
party accepting the card and presenting transaction dota to an acquirer

39
cardholder
customer associated with the primary account number requesting the transaction from the card acceptor

3.10
card issuer
financial institution (or its agent) which issues the financial transaction card to the cardholder

NOTE The card issuer remains unchanged throughout a transaction.

3.11
card issuer back up total

total amount for all transactions (for an agreed set of parameters) provided when the detail of each transaction
has been lost

3.12
credit transaction
claim for funds by the cardholder for the credit of his account

NOTE At the same time, the transaction provides details of funds acknowledged as payable by the acquirer (andfor
the card acceptor) to the card issuer,

3.13
dataset
group of related sub-elements within a composite data element

NCTE See 5.4.4.1.

3.14
dataset bit map
DBM

bit map used io identify the presence (denoted by 1) or absence {(denoted by 0) of sub-elemenis within a
dataset

NOTE See 5.4.4.4.

3.15
debit transaction
approval by the cardholder of the debit to his account

NOTE At the same time, the transaction provides a claim of funds made by the acquirer {and/or the card acceptor)
against the card issuer.

3.16
electronic purse
application within an integrated circuit card (ICC)

NOTE The application allows the cardholder to have electronic value stered in the purse.
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3.17
fallback

ransaclion hal s processed usig & card reading lechnology hal s nol e card ssuer's prefened cand
reading technology

NOIE [hig might be whora @ magnelle stiipe e veod, althougi the card hae an [CC conlaliing he same applleallon
as identified on the magnetic stripe, and the POS has an ICC reader or the magnetic stripe read falled and the card details
were keyed into the POS

3.18
file
collection of Data record data elements

3.19
forwarding institution
institution within a transaction flow that sends a message forward from the originating institution

NOTE See 8.2.5.

3.20

inquiry

message (from the authorization message class) that requests information
3.21

institution identification code
unique number assigned to an institution participating in financial card originated message interchange

NOTE See 6.2.5 and 10.2.

3.22
instruction
message where the sender notifies the receiver of an activity fo be taken

NOTE An instruction acknowledgement is not sent unless the receiver specifically requests one.

3.23
instruction acknowledgement
message where the receiver notifies the sender that one or more instruction messages has been received

NOTE No financial liability is implied in sending the instruction acknowledgement message.
3.24
linked load

electronic purse load transaction where the account providing the electronic purse is the same as the account
providing the funds

NOTE Only one transaction is sent to the institution to both authenticate the purse and to secure the value for the
toad.

3.25
load transaction

transaction performed whereby value from the cardholder's source of funds (e.g. the funding account or cash)
is transferred to an electronic purse

NOTE In return, the electronic purse card issuer receives payment from the cardholder's funding source,
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3.26

maintenance agency

MA

group responsible for the administrative dutles related to the malntenance of this part of ISQ 8583, excluding
the institution identification code

NOTE See Clause 0.

3.27
message
set of data elements used to exchange information between institutions (or their agents)

NOTE No communications (header/trailer, protocol, or character code) or security implications are assumed or
identified.

3.28

message bit map

serles of bits used to identify the presence {denocted by 1) or absence (denoted by 0) of each data element in
a message

NOTE See 5.3.

3.29
message class
set of messages which supports the specific activities being performed

3.30
message function
identification of the purpose of a message and the activity involved

3.3
notification
message where the sender notifies the receiver of an activity taken

NOTE A notification acknowledgement is not sent unless the receiver specifically requests cne.

3.32
notification acknowledgement
message where the receiver notifies the sender that one or more notification messages has been received

NOTE No financial liability implied in sending the notification acknowledgement.
3.33

payment
movement of funds from a cardholder account to another party

EXAMPLE A utility bill payment.
3.34

point of service

POS

card acceptor location where the cardholder agrees the transaction takes place

3.35
receiving institution
institution within a transaction flow that receives a message before it reaches the final destination

NOTE See 6.2.5.
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3.36
registration authority
group 1esponsible Tor the adindnlstrallve dulles 1elaled o he inalilenance of lstitlulion identiftcalion codes

NOTE See Clause 10.

3.37

registration and maintenance management groiup

RMMG

group responsible for the allocation of institution identification codes (as specified in SO 8583-2) and the
approval of changes to this part of ISO 8583 (as specified in ISO 8583-3)

NOTE See Clause 10.

3.38
repeat
resending of a request or advice message for which no response was received within the expected time

3.39
replacement authorization
authorization used when a previous authorization was approved and a subsequent authorization is required

NOTE This is used when, for example, the Amount transaction is now different from the originally approved amount
(see 8.2.1).

3.40

representment

transaction (from the financial presentment message class) coriginated by an acquirer to partially or wholly
recover funds previously charged back to the acquirer by a card issuer

NOTE See 8.4.1.

3.41
request
message where the sender informs the receiver that a transaction is in progress

NOTE A response is required to complete the activity.

3.42
response
message where the sendser informs the receiver that a request or advice meesage was received

NOTE The response instructs the receiver on what action fo take to complete the original request or advice.

3.43
resubmission
ro ontry of a requost moesago which wae proviously doniod or rojoctod

NOTE See 8.2.1 and 8.4.1.

3.44
settlement
transfer of funds to complete one or more prior fransactions made, subject to final accounting

3.45
seftlement institution
financial institution (or its agent) at which the accounts are held by the parlies seilliing

NOTE This institution, acting on information provided by the parties, transfers the appropriate funds between the
accounts.
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3.46

supplemontary authorization

gulhorizallon used when @ pevious autharicallon was approved and one of inore subseguent authonzallons
are requlred for additlonal amounts

NO Tk See B.2.1.

3.47

tag-length-value (basic encoding rules)

TLV/IBER

method of encoding data, as specified in SO 8825 (all parts)

3.48

tfransaction

one or more related messages within the same message class designed to complete {insofar as this is
possible) the intention of the sender of the original message

3.49
transaction destination institution
final institution receiving the request, advice, notification or instruction message in a transaction

NOTE The transaction destination remains unchanged throughout the transaction.

3.50
transaction information document

any type of transaction information including form sets, sales slips, vouchers, terminal receipts, record of
charge, substitute drafts etc.

3.51
transaction originator institution
institution initiating the request, advice, notification or instruction message in a transaction

NOTE The transaction originator remains unchanged throughout the transaction.

3.52
transfer
movement of funds by a cardholder from one of its accounts to another of its accounts

NOTE Both accounts are held by the same financial institution.

3.53
truncation
transactions stopped at some point in the process before they reach the receiver

3.54

unattended transaction

fransaction where the acquirer has indicated that one or other of the card, cardholder or card acceptor
representative are not present at the time of the transaction

3.55

unlinked load

electronic purse load fransaction where the account providing the electronic purse is different from the
account providing the funds

NOTE There is one transaction te the institution providing the elecfronic purse to authenficate the purse and another
transaction to the institution providing the funds to secure the value for the load.

3.56

unload transaction

transaction performed whereby value from an electronic purse is transferred to a cardholder's account
Licansed o Boyle Fradnickson 3.0, 7 Mr, Gralz
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3.57
verification
aclion ol camparlig dala willt a kiown source

3.58

version

description of Interchange message formats that distinguishes between different arrangements of data
elements within message bit maps resulting from revisions of this part of ISO 8583

NOTE This is where the data elements are added, deleted or their meaning, position or format changes or the
message flows are modified (see 5.1.2.2).

4 Symbols (and abbreviated terms)

4.1 Representation abbreviations

A large part of this part of 180 8583 consists of the definition of data elements, Part of the definition is the
description of the permissible contents such as numeric only or alphanumeric, etc. These requirements are
indicated via abbreviations, which are detailed in Table 1. These symbols and abbreviations are compatible
with those specified in ISO 7372.

All fixed length “n” data elements are assumed to be right justified with leading zerces. All other fixed length
data elements are left justified with trailing spaces. In all "b” data elements, blocks of 8 bits are assumed to be
left justified with trailing zeroes. All data elements are counted from left to right, i.e. the leftmost position is
number 1.

Table 1 — Representation abbreviations

Abbreviation Definition
.17 Variable length of up to maximum 17 characters, All variable length fields shall in addition contain two,
three or four positions at the beginning of the data element to identify the number of positions following
to the end of that data element.
3 Fixed length of three characters,
a Alphzbetical characters, A through Z and a through z.
an Alphabetic and numeric characters.
anp Alphabetic, numeric and space (pad) characters,
ans Alphabetic, numeric and special characters.
ansb Alphabetic, numeric, special characters and binary representation of data.
as Alphabetic and special characlers.
b Binary representation of data,
CCYY Century and year, 0000 through 9999 (in accardance with SO 8601).
DD Day, 01 through 31.
hh Hour, 00 through 23,
LL Length of variable data element that follows, 01 through 99,
LLL | Length of variable data element that follows, 001 through 899. o
LEEL Length of variable data element that follows, 0001 through 9999.
MM Month, 01 through 12.
mm Minute, 00 through 59
n Numeric digits, 0 through 9.
ns Numeric and special characters.
p Fad character (i.e. space).
S Special characters.
S5 Second, 00 through 58.
VAR Variable length daia element
Xn Numaric data with a preceding sign of “¢” for cradit, “d" for dehit, ag xn 17 in amount, net
reconciliation means prefix "¢” or *d” and 16 digits of amount.
YY Year, 00 through 99.
Z Tracks 2 and 3 code set as specified in 1SO 4809, ISO 7811-2 and 150 7813,
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4.2 Abbreviated terms
Abbroviations when used within this part of [SO 8583 have the following moanings:

— ATM: automatic teller machine;

~ CAD: card acceptor device (also known as a terminal);
CAT. cardholder aclivaled lenminal;

— GMT: greenwich mean time;

—  MAC: message aulhenlication code;

— MTI: message type identifier;

— PAN: primary account number;

— PIN: personal identification number;

— RFID: radio frequency input device;

-~ RMMG: registration and maintenance management group;

— URL: universal resource locator;

— UTC: universal co-ordinated time.

5 Message structure

51 Message components

5.1.1 Sequence

Each message identified in this part of IS0 8583 shall be constructed in the following sequence:
a) message type (see 5.1.2);

b} one or two message bit maps (see 5.3);

¢) a series of data elements in the order of the message bit map representation (see 5.4).

51.2 Message type

51.2.1 General

The first component is the message type and is composed of two elements, a version number (see 5.1.2.2)
and a message type identifier (see 5.1.2.3). Every message shall begin with a message type.

51.2.2 Version number

A version number shall be assigned when sufficient changes have been made in a revision of the Internationatl
Standard such that it is necessary to know which version was used to construct a message in order {o
properly process the message (see Table 2). Version numbers shall not be assigned as the result of editorial
or code changes. Clause 10 gives the details of the means by which changes to this part of 1SO 8583 that do
not require a new version number may be requested.
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Table 2 — Version identification

 Godens | Intetwationsl | Yearof | Other
Standard no. pubilcation

0 S0 8583 1987 —

150 8583 1093 —

2 180 8583 2003 —
3-7 — —_ Reserved for ISO use
g — — Reserved for 1ISO use
9 — — Reserved for iSO use

51.2.3 Message type identifier

The message type identifier is a three digit numeric field identifying the message class, message function and
transacfion originator. See Clause A.12 for the complete list of possible codes and the list of allocated codes.
The use of unallocated codes is subject to bilateral agreement.

5.2 Message repeats

Whenever a repeat message is identified, that repeat message shall be identical to its original message with
the exception of the message type identifier and, if necessary, Dafe and {ime transmission and the Message
authentication code data elements.

5.3 Message bit maps

The second message component is one or two message bit maps, each consisting of 64 bits, Each bit
signifies the presence (1) or the absence (0) in the message of the data element associated with that
particular bit.

The primary message bit map (bits 1-64) shall always be present, and the most frequently used data elements
are indexed from these bit positions. Infrequently used data elements are indexed from the secondary
message bit map (bits 65-128), The presence of the secondary message bit map shall be signified by a “1” in
bit 01 of the primary message bit map (see Figure 1). Bit map positions for all data elements are defined in
this part of ISO 8583 and listed in Table 3.

Bit map, primary oniy

‘ Message type b

identifier

Data elements ’

01 primary bit map 64

Bit map, primary and secondary

Message type
identifier

1 ‘ 0 Data aslesmente !

01 primary bit map 64 65 secondarybitmap 128

Figure 1 — Message bit maps
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5.4 Data elements

5.4.1 Data element types

The third message component is made up of a series of data elements. Messages are constructed using the
message bit map as an Index of data elements that are present. Soine data sleinents @re of lixed length and
some are of variable length. The actual length of any given variable length data element shall be provided in
its fixed length pretfix.

There are three types of data elements:
a) primitive data element {see 5.4.2);

b) constructed data element (see 5.4.3);
¢} composite data element (see 5.4.4).

The message structure does not preclude the use of additional data elements in a message as required for
national or private use.

5.4.2 Primitive data elements

A primitive data element is a data element where the content has no further part or sub-elements, e.g.
Approval code.

5.4.3 Constructed data element

A constructed data element is a data element where the content consists of a fixed number of sub-elements,
all of which shall be present, e.g. Amounts criginal. If there is no data for a particular sub-element it shalt
contain the relevant default values, e.g. blank or zeroes etc.

Only the last sub-element may be a variable length sub-element e.qg. Original dafa element. In this case, the
last sub-element does not have any preceding length attribute. The actual length of the last sub-element is
calculated from the overall length of the constructed data element of which it is a part.

In some cases, the structure of a constructed data element allows for a number of repetitions of the fixed
structure, e.q. Amounits additional. Although the sub-elements of each repetition are fixed, they may not
always be sent, e.g. the number of repetitions is optional within the limits set. Where a repetition is sent, it
shall contain all the defined sub-elements.

5.4.4 Composite data elements

54.4.1 Structure

A composite data element is a data element where the content consists of a large number of sub-elements.
Most of these sub-elements fall into natural categaries, e.g. purchase card data, auto rental data, airline data
efc. In practice, any one transaction is likely to require data from only one, or at most a limited number, of
these categories.

In order to identify these categories, the concept of a “dataset’ has been defined. All the sub-elements that
can be included in a particular composite data element are therefore divided into a number of sets of related
data (a dataset), and each dataset is given a "dataset identifier”,

The structure of a dataset is based on the message structure defined in this part of ISO 8583 and consists of
a second level of bit map (dataset bit map) which indicates which sub elements are present in a particular
dataset. In addition, provision is made for identifying sub-elements using the TLV (Tag-length-value) method
as specified in 1SO 8825 (all parts) as an alternative to using the second level bit map.
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Each composite data element can therefore confain a variable number of different datasets, and can include
both TLV and bit map formats.

To asslsl processing, each datasel has a lwo-digit binary length component immedialely following the datasel
identifier (see 5.4.4.3). Figure 2 shows the structure of a composite data element within a message.

The above definition does not apply to the Integrated circuif card (ICC) related data data selement as the
linking of ralatod eub olomonte is accomplichod in accordance with tho dofinitione givon in ISO 7816 6. Tho
result is that the dataset identifier is replaced by the T element of the TLV, the dataset length by the L element
and the sub-elements by the V element. The TLV can be either a constructed data object and/or a series of
individual data objects as specified in ISO 7816-6 (see 6.5.5),

Message type | Message bit Composite Primitive Constructed Composite Primitive
identifier (MT1)| map(s) data element | data element | data element | data eloment | data element
Dataset Dataset Dataset sub- optional TLV Dataset Dataset TLV sub- | TLV sub-
identifier | length bit map(s) | elements | sub-elements identifier | length elements | elements

Figure 2 — Structure of a composite data element

54.4.2 Dataset identifiers

54421 General

Each dataset is given a one digit binary identifier, allowing up to 256 possible datasets per composite data
element. The dataset identifier is the first component of the dataset. Dataset identifiers can have a value
between 00 and FF (hexadecimal).

a) The values of 00 and FF are reserved for SO use.

b) The values (31-70) shall only be used for the transmission of TLV sub-elements (see 5.4.4,2.2).

¢} The values (71-FE) shall only be used with dataset bit maps (see 5.4.4.2.3).

The full range of dataset identifiers (01 to FE) is available for allocation within each composite data element
that is defined. Thus, there may be more than one instance of any specific dataset identifier value. Unigue
identification of a specific dataset requires knowing the dataset idenfifier and the associated composite data

element bit position.

See Clause A.7 for the list of composite data elements and the associated dataset identifier allocations.

544,22 Dataset identifiers 01-70 (TLV format)

These identifiers indicate that all the sub-elements in the dataset are described using TLV encoding. This
format allows the transmission of a number of individual otherwise unrelated sub-elements. The format of the
composite data element is shown in Figure 3.

Dataset
iength

Dataset
identifier (01)

TyLy V4 Ta Ly Vo onTh Lo Vi Dataset

length

Dataset
identifier {02)

TikgViTaly Vy v, Ta Ln Vo

Figure 3 — Dataset identifiers 01-70
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5.4.4.2.3 Dataset identifiers 71-FE (bit map format)

[hese ldenlliers ndicate Lhal all the sub elemenls 1 lhe dalasel are described using a dalasel bit imap, which
Is, In lurn, followed by he sub-elements, as Indleated In lhe blt map. The fonnat Is shown In Flgure 4. The
pattern can be repeated a variable number of times, e.g. for purchasing card line item detail.

Datasiot bit
mop

Natasiot
lenglh

Prataset identifior
(71)

Diatasiot bit
g

Datasot
lenyth

Datoset identifior
(72)

Sub olomonta

Sub slomonts ‘

Figure 4 — Dataset identifiers 71-FE
54.4.24 Dataset identifier FF

This identifier is reserved for possible extension to a future two-digit identifier in case more than 255 identifiers
per composite data element are required.

54.4.3 Dataset length

The dataset lehgth is a two-digit number where each number is made up of eight bits. The total length is
determined by ireating the two digits as a single binary integer giving a length from 1 to 65 535. This gives the
length of the sub-elements and any dataset bit map that follows.

54.4.4 Dataset bit maps (DBM)

If the dataset identifier is between 71 and FE, the third dataset component is a dataset bit map (DBM). The bit
map indicates the presence or absence of each of the possible sub-elements within the dataset in the same
way as the message bit maps indicate the presence or absence of data elements in a message (see Figure 5).

The final bit in each DBM is for TLV sub-elements, to allow rarely used sub-elements to be included.

The initial DBM has a length of 16 bifs (2 bytes) and is designed to cope with most dafaset requirements.
Additional {continuation) DBMs may be added, and have a length of 8 bits {1 byte) each. These bit maps are
chained together using the initial bit of each bit map. The length of all DBMs is measured as an integral
number of bytes.

The presence of a "1” in the first position of any bit map indicates that another bit map follows. The presence
of a “0” in the first position of a bit map indicates that it is the last bit map. This means that bits 01, 17, 25 etc.
do not indicate sub-elements, but further bit maps.

Dataset bit map, initial bit map only

Dataset Length ’ 0

identifier

Sub-elemsnts ‘

01 initial bit map 16

Dataset bit map, initial and continuation bit map

Dataset Length 1 o Sub-elements
identifier
01 initial bit map 16 17 continuation bit map 24
Figure 5 — Dataset bit map examples
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5.4.4.5 Sub-elements

[he final componanl of lha dalasal consisls of the sub elameanls Lo be ransmitled  Thesa sub slements are
concatenated and, for datasets /’I-FE, follow the dataset bit map sequence, In the same way as In the
messages defined in this part of ISO 8583. If the dataset does not have a bit map (datasets 01-70), the TLV
sub-elements can be senlin any vider.

6 Data elements

6.1 Data element directory

Al data elements and sub-elements identified in this part of ISO 8583 are listed in alphabetical order in
Table 3 and in numeric order by message bit map in Annex B.

An X in the column headed "Cons.” indicates a constructed data element. Data elements that are themselves
part of a constructed data element are included in Table 3 with the relevant message bit number indicated in
the column headed “Cons”,

An X in the column headed “Comp." indicates a composite data element. Data elements that are themselves
part of a composite data element are included in Table 3 with the relevant message bit number and dataset
identifier indicated in the column headed "Comp".

Codes under the control of the ISC 8583 RMMG (see 10.2) are listed in Annex A and referenced in the "notes”
column in Table 3. Codes with a fixed number of possible values {e.g. Y or N etc.) are listed directly in the
format column in Table 3. If the code is not under the control of the RMMG, for this part of [SO 8583 the
organization which maintains the list of allocated values is indicated in the notes column in Table 3.

Table 3 — Data element directory

Name Description Format Representation Notes Bit Cons. | Comp.
Account based | A digital signature created by the LEVAR b..80 (see 6.2.1,6.2.2 34-71
digital private part of the private/public and 6.5.1)
signature key pair supplied by a card issuer

to a cardholder and linked to the
cardholder's account on which the
card is issued.

Account A series of digits and/or characters LLVAR ans..28 (see 6.2.1 and 102
identification 1 |used to identify a customer 6.2.6)
account or relationship, e.q. for the
“from” account.

Account A series of digits and/or characters LLVAR ans..28 {see 6.2,1 and 103
identification 2 | used to identify a customer 6.2.6}

account or relationship, e.g. for the

“to” account.
Account type Code used to describe the an2 (see 6.4,14 and 54
additionat accounts affected. Contained in A17.2)
amounts Amounts additional,
Accounttype | Code which identifies the type of an2 {see 6.4.1 and 3
code 1 account to be updated. Used in A1T.2)

conjunction with the Transaction
type code as part of the

Procassing code.
Accounttype | Code which identifies the type of an 2 (see 6.4.1 and 3
code 2 account to be updated. Used in A17.2)

conjunction with the Transaction
type code as parl of the
Processing cods,

Licensed to Boyile Fredrickson & C. /My Gratz
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Narme Desorlptlon Foernnal Hepresenlallon Notes =114 Lons, | Lomp.
Acquirer First six digits of the Acquiring neG (see 5.4.12) |
number institution identification code.
Acgulrer Data supplied by an asqulrer lo n 2% (sue &.4.12) 31 A
reference assist in identifying a transaction,
numbor o.g. for researching retricvals and
chargebacks.
Acquiring Code identifying the acquirer. LLVAR n.11t (see 6.2.1 and 32
instijution 6.2.5)
identification
code
Action code A code which defines the action n4 (see 6.3.2 and 38
taken or to be taken as welt as the Clause A.1)
reason for taking this action.
Additional data | Reserved for national LLLVAR ans,.999 {see 6.2.1) 47
national organizations to define data unique
to country applications. The use of
this data efement is under the
control of national bodies.
Additional data | Reserved for private data. The use LLLVAR ans..989 {see 6.2.1) 48
private of this data element is determined
by tilaterat agreement.
Additional Identification number on additional LLVAR ans..30 (see B6.2.1 and 49-71
identification identification document. 6.5.4)
reference
number
Additional Type of additional identification n (see 6.5.4 and 49-71
identification offered by cardhotder. Clause A.2)
type
Additional Cther data required in a response, LLLLVAR ansh,.0899 (see 6.2.1, 6.2.2 44 X
response data |e.g. a telephone number, printer and 6.5.3)
capabilities etc.
Address Code which defines the result from an 1 {see 6.5.4 and 49-72
verification the address verification process Clause A.19)
result code
Airline amount | Amount of the ariginal invoice, ni2 (see 6.2.3 and 104-74
orlginal Involee | Used Lo [dentlfy the original 8.5.8.4)
amount on & refund transaction.
Airline amount | The total airline ticket amount. n12 (see 6.2.3 and 104-74
total fare 6.5.6.4)
Airline amount | The total fees associated with an n 12 (see 6,2.3 and 104-74
total fees airline ficket. 6.5.6.4)
Alrline amount | The total taxes associated with an n12 (see 6.2.3 and 104-74
total taxes airline ticket. 6.5.6.4)
Airline carriar | Name of airline carrier as definad LLVAR an..1e {saw 6.2.1, 6.5.6.4 104-74
name by ATPCOC and Bibliography}
Airline Cardholder supplied reference LLVAR ans..20 (see 6.2.1 and 104-74
customer number. 6.5.6.4)
reference
Airtine date Date on which the aifline ticket was | CCYYMMDD ne (see 6.5.6.4) 104-74
Hoket Issue Issued.
Airline invoice | Invoice number as supplied by an g {see 6.5.6.4) 104-74
number airline.
Licensed to Boyle Fradiickson S.C. 1 Mr. Gratz
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Table 3 (continued)

Name Desctlpllorn Fourmat Reptesenlation Noles BIt Cons. | Cuing.
Airline criginal | Currency code of the original n3 (see 6.5.6.4) 104-74
currency code |transaction. Used to identify the

ariginal eurranay in o refuned
transaotion (in acoordanoe with
180 4217)
Airline Name of airline passenger. LLVAR ans..29 (see 8.2.1 and 104-74
passenger 8.5.6.4)
name
Airtine plan Plan number as supplied by airline. an 2 (see 6.5.6.4) 104-14
number
Airline ticket Name of ticket agency which sold LEVAR an..25 {see 6.2.1 and 104-74
agency name | the airline ticket. 6.5.6.4)
Airline ticket Address at which the airline ticket LLVAR ans..16 (see 6.2.1 and 104-74
issue address |was issued, 6.5.6.4)
Airline ticket Ticket number as supplied by LLVAR an..15 {see 6.2.1 and 104-74
number airline. 6.5.6.4)
Airline travel Code of travel agency which sold an g (see 6.5.6.4 and 104-74
agency code airline ticket as defined by ATPCO. Bibliography)
Amourit Amount contained in Amounts xn 17 (see 6.2.3 and 54
additional additional. 6.4.14})
amounts
Amount Ameount billed to the cardholder in n16 {see 6.2.3 and 6 X
cardholder the currency of the cardholder 6.4.4)
billing account exclusive of cardholder
billing fees.
Amount Fee to be billed to the cardholder n12 (see 6.2.3 and 8 X
cardholder by the card issuing institution in the 6.4.5)
billing fee same currency as Amount
cardhoider biiling.
Amount fee Amount of the fee within the Fee xn 13 (see 6.2.3 and 48
type code. Contained in Amounts 6.4.13)
fees.
Amount fee The sum amount of all fees of the n12 (see 6.2.3 and 109
fotal fee type specified. Contained in 6.4.23) 110
Reconciliation fee amounts credit
and Reconciliation fee amounts
debit.
Amount net The net value of all gross amounts. xn 21 (see 6.2.3 and a7 X
reconciliation 6.4.22)
Amount Funds to be transferred between n16 (see 6.2.3 and & X
reconciliation | the acquirer and card issuer equal 6.4.3)
to the Amount transaction in the
currency of reconciliation.
Amount Fee o ba transfarred batween tha xn 13 {seg 6.2.3 and 46
reconciliation | acquirer and card issuer equal to 6.4.13)
fee the Amount fee in the currency of
reconciliation. Contained in the
Amounts fees data element.
Amount Funds requested by the cardholder ni6 {see 6.2.3 and 4 X
transaction in the local currency of the acquirer 6.4.2)
ar source location of the
transaction, exclusive of Amounts
fees.
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Nurae Desctption Format Representatlon Notes Blt | Cons. | Comp.
Amount type [dentifles the kind of amount an 2 (see 6.2,3, 6.4.14 54
additional contained in Amounts additicnal. and Clause A.4)
amounts
Amounts information on up to six amounts LLLVAR ans..126 (see 6.2.1, 6.2.3 54 X
additional and related account data for which and 8.4.14}

specific data elements have not
been defined.
Amounts fees | Fees associated with this LELVAR ans..216 (see 6.2.1, 6.2.3 46 X
fransaction. and 6.4,13)
Amounts The amount data elements from n 32 (see 6.2.3 and 30 X
original the original transaction. 6.4.11)
Amounts The original Amounts fees LLLVAR ans..216 {see 6.2.1,6.2.3 66 X
original fees necessary to parform a partial and 6.4.16)
reversal, partial chargeback or
partial approval or to replace or
supplement a previously
authorised transaction.
Approval code | Code assigned by the authorizing anp 6 38
institution indicating approval.
Approval code |Maximum length of the approval n1 {see 6.4.10) 27
length code which the acquirer may
accommedate. The card issuer or
agent shall limit the approval code
to this length.
Authentication |Used in authentication of a party, Tag 80 ansb..50 (see 6.2.1,6.2.2, 34-72
code e.g. a cardholder. If more than one 6.2.7, and 6.5.1)
authentication code is present they
shall be sent in the exact order
received from the certificate
processor.
Authorization | A value in calendar days, hours or n3 (see Clause A5 } 57
life cycle code | minutes which defines the time
period for which the acquirer is
requesting guarantee of funds, or
that the card issuer shall guarantee
funds for a financial presentment
which may follow.
Authorizations | The sum number of all n 10 (see 6.4.21) 75
number authorization transactions.
Authorizations | The sum number of all reversal n 10 {see 6.4.21) 75
reversal transactions processed where the
nember message type identifier in the
original data elements indicated an
authorization transaction (1xx).
Authorizing Code identifying the authorizing LLVAR n.t1 (see 6.2.1 and 58
agent agent institution 6.2 5)
institution
identification
code
Auto amount Amount of miscellaneous charges niz {see 6.2.3 and 104-76
adjusted incurred after the vehicle was 6.5.6.5)
rented, e.g. extra hours.
Audte amount Indicatas the typs of charges as 1 (see G.6.0.6 and 104-7G
adjusted provided in Aufo amount adjustsd. Clause A.3)
indicator code
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Table 3 {confinued)

1S Store order w10 1523460wHowniozded: 2008-03-11

Naimne Descriplion Formal Hopresentation Noles Eil Gans, | Comp,
Auto amount | Amount of vehicle insurance ni2 {see 6.2.3 and 104-76
vehicle purchased as part of the vehicle 6.5.6.5)

Ingurance rental agroament.
Auto customer | Customer service number that the ans 16 (see 6.5.6.5) 104-76
service loll-lee |cardholder may call ko resolve
phone number |guestions or disputes.
Auto distance | Unit of measure of distance K = kilometres a1 {see 6.5.6.5) 104-76
unit of measure | travelled. M = miles
Auto maximum { The number of free miles or n4 (see 6.5.8,5) 104-76
free miles/ kitometres allowed to a customer
kilometres for the duration of the vehicle

rental agreement.
Auto odometer | Reading of total distance travelled neg (see 6.5.6.5) 104-76
reading by vehicle.
Auto program | Code allecated by the acquirer that ans 2 (see 6.5.6.5) 104-76
code Identifies special circumstances,

e.g. frequent renter or "no show".
Auto rental Address from where automobile L1VAR ans..26 (see 6.2.1 and 104-76
address was rented. 6.5.6.5)
Auto rental Reference number on auto rental LLVAR ans..25 (see 6.2.1 and 104-76
agreement agreement form, 6.5.6.5)
reference
Auto rental city | City in which the automobile was LLVAR ans..18 (see 65.2.1 and 104-76

rented. 6.5.6.5)
Auto rental Classification defined by the ans 4 {see 6.5.6.5) 104-76
class identifier {acquirer of the vehicle rented, e.g.

midsize, luxury.
Auto rental Country in which the automobile ans 3 (see 6.5.6.5) 104-76
country was rented (in accordance with

IS0 3166).
Auto rental Date from which auto rental starts. | CCYYMMDD ng (see 6,5.8,5) 104-76
date
Auto rental Distance travelled during rentai nsS (see 6.5.6.5) 104-76
distance period (see Auto distance unit of

measure),
Auto rental Agency code, phone number, ar ans 10 {see 6.5.6.5) 104-76
jocation other abbreviation used to identify
identifier the [ocation fram which the

automobile was rented.
Auto rental rate | Rental rate charged far the vehicle, n12 (see 6.5.6.5) 104-76
Auto rental rate | Indicates the time period to which D = daily as 1 (see 6.5.6.9) 104-76
time period the auto rental rate applies, e.g. W = weekly

daily, weekly efc. M = monthly

Space =
unknown

Auto rental State or province within the country ans 3 (see 6.5.8.5) 104-76
state/province |in which the automonbile was

rented.
Allto rental Timea from which auto rantal pariod HEMM n4 (sem B 5 65) 104-76
time starts.
Alto renter Name of the person making the LLVAR ans..29 (see 8.2.1 and 104-76
name vehicle rental agreement. 6.5.6.5)
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Nare Dienetiplion Fotmat Represantlation Nolas Bil CGong | Coinp
Auto retum Address to which the automobile LLVAR ans..26 (see 6.2.1 and 104-76
address was/will be returned. 6.5.6.5)

Auto retum clty [ Cily lo whilch the auloineblle LLVAR als.. 18 (see B.2.1 and 104 TG
was/will be returned. 6.5.6.5)
Aulo retumn Coupiry lo which the automobile ans 3 (see 6.3.6.5) 104-76
country was/will be returned (in
accordance with [SO 3166).
Auto retum Date on which automoblle was/will [ CCYYMMDBD na (see 6.5.6.5) 104-76
date be retuined.
Aute retum Agency code, phone number, of ans 10 (see 6.5.6.5) 104-76
location other abbreviation used {o identify
identifier the location to which the
automobile was/will be returned.
Auto retum State or province within the country ans 3 (see 6.5.6.5) 104-76
state/province | to which the automobile was/will be
returned.
Auto retum Time by which automabile was/will HHMM n4 (see 6.5.6.5) 104-76
time be returned.
Auto vehicle Indicates whether the customer Y = vyes as 1 (see 6.5.6.5) 104.76
insurance purchased vehicle insurance as N = No
indicator part of the vehicle rental Space =
agreement. unknown
Auto vehicle Registration number of rented or an 17 (see 6.5.6.5) 104-76
registration fleet automobile,
number
Batch/file indicates whether an an 1 {see 6.4.17 and 68
transfer acknowledgement message is Clause A.6)
acknowledg- required for a notification or
mient code instruction message submitted via
batch or file transfer.
Batch/file The name and number of ans 40 (see 6.4.18) 69 X
transfer control | messages in the current batch or
data file. Part of batch/file transfer,
Batch/file The unique identifier assigned to ans 32 (see 5.4.18) 69
transier file each batch or file in the current
identification batch or file transier.
Batch/iile Identifies the message number of an 9 (see 6.4.17) [51:] X
transfer the individual message and
message indicates whether an
control acknowledgement is required,
Used in the management of file
and batch transfer,
Batch/file The number of messages {o be ng (see 6.4.18) 69
transfer sent in the batch or file.
message count
Batch/file Unique sequence number ng (see 6.4.1 7) 68
transfer assigned to a nofification or
message instruction message that is sent via
sequence batch or file transfer.
number
Card acceptor | Additional information used when Tag 81 an..256 (see 6.2.7 and 43-71
additional catd acceplur sheel addiess Is 6.5.2)
address insufficient.
information
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Table 3 (continued)

Nasne Description Farmal Represenlation Noles Bl Cons | Camnps
Card acceplor jAdditional information used to LLVAR ans..30 (see 6.2.1 and 43-71
additional facllitate contact with the card 6.5.2)
conlact accoplor, e.y. sales agenl naine,
infurmalion dispule manager name ele.

Card acceplor | Value assigied to a vard acceplor LLVAR L..16 {see 6.2.1,822 34-72
certificate cerlificate issued by the acquirer's and 6.5.1)
serial number |{certificate authority.
Card accepior | The city of the card acceptor, LLVAR ans..50 (see 6.2,1 and 43-71
city allocated by the acquirer, sufficient 6.5.2)

to allow the cardholder to

recognize the logation from his

statement.
Card acceplor | The code of the country, allocated a3 (see 6.5.2) 43-71
country code | by the acquirer, to indicate the

country where the card acceptor is

located (in accordance with

1SO 3166).
Card acceptor {Phone number to be used to ans 16 (see 6.5.2} 43-71
customer contact the card acceptor to
service phone [resolve guestions or disputes
number related to the transaction.
Card acceptor |Card issuer data to be displayed LLVAR ans.. 99 (see 6.2.1 and 44-71
display data on the POS for the card acceptor. 6.5.3}
Card acceptor | Number of characters of data from n3 (see 6.4.10) 27
display data a card issuer that can be displayed
length on the POS for the card acceptor.
Card acceptor | The electronic mail identifier of the LLVAR ans..99 (see 6.2.1 and 43-71
e-mail address |card acceptor, sufficient to allow 6.5.2)

the cardholder to recognize the

location from his statement.
Card acceptor | Code identifying the card acceptor. LLVAR ans..35 (see 6.2.1) 42
identification
code
Card acceptor | The primary internet universal LLLVAR ans. 255 (see 6.2.1 and 43-71
internet URL resource locator (URL) of the card 6.5.2)

acceptor, sufficient to allow the

cardholder to recognize the

location from his statement.
Card acceptor | The narme of the card acceptor as LLVAR ans..50 (see 6.2.1 and 43-71
name known to the cardholder. 6.5.2)
Card acceptor | The name and location of the card LLLLVAR ansb..9999 (see 6.2.1, 6.2.2, 43 X
name/flocation | acceptor as known to the 6.2.7 and 6.5.2)

cardholder,
Card acceptor | Phone number of the card ans 16 {see 6.5.2} 43-71
phone number |acceptor at the Jocation of the

original transaction.
Card acceptor |Code allocated by postal authority ans 10 (see 6.5.2) 43-71
postal code of the card acceptor to identify its

physical location,
Card acceptor | Card issuer data to be printed on LLVAR ans..99 (see 6.2.1 and 44-71
receipt data the POS card acceptor receint. &5 3)
Card auseplur | Number of cliaracters of dala hoin ns (see 6.4, U} 27
receipt data a card issuer that can be printed
length an a POS recelpt for the card

acceptor.

20
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Table 3 (continued)

Name Destiption Formal Representalion Notes Hit Cons. | Comp.

Card acceptor | State, province, or reglon code ans 3 (see 6.5.2) 43-71
state province |allocated by the acquirer to

or reglon code | Indicate the physical location of the
vard acooptor.

Card acceptor | The address of the card acceptor, LLVAR alhs. 99 (e 0.2.1 and 43-71
street address | allocated by the acquirer, sufficient 6.5.2)
to allow the cardholder to

recognize the location from his

statement.
Card acceptor | Unique code identifying a termiral ans 16 41
terminal at the card acceptor location.
identification
Card capture Indicates if the card can be ai (see 6.4.10) 27
capability captured.
Card issuer Data supplied by a card issuer in LLVAR ans..99 (see 6.2.1) 95

reference data |an authorization response
message, financial presentment
response message, orin a
chargeback fransaction that the
acquirer may be required to be
provided in subsequent

transactions.
Card issuer Contact telephone number for use ans 16 (see 6.5.3) 44-71
telephone by the acquirer and/or card
number acceptor if the card issuer wishes
to make voice contact
Card reading | A series of code values that b4 (see 6,2.2, 6.4.9 22
method used at | indicate which of the card reading and Clause A.16)
POS capabilities of the POS were used
for this transaction.
Card sequence | A number distinguishing between n3 23
number separate cards with the same
primary account number.
Card A number that Is only printed on n4 (see B6.54) 49-71
verification the card which is notincluded in
data any other technology e.g. magnetic
stripe or [CC,
Cardholder Numeric and posicode elements ans 16 (see 6.5.4) 49-71
billing address |only of the cardholder/delivery
compressed address
Cardholder Code allocated by postal authority ans 10 (see 6.5.4) 49--71
billing postal
code
Cardhelder Street address of cardhelder ans 40 {see 6.5.4) 49-71
billing strest
address
Cardholder Value assigned to a cardhotder LLVAR b..18 (see 6,2.1,6.2.2 3472
cerlificate certificate issued by the card and 6.5.1)
serial number | issuer's certificate authority.
Cardhalder Card issuer data to be displayed LLVAR ans..99 (see 6.2.1 and 44-71
display data on the POS for the cardholder. 6.5.3)
Cardholder Number of characters of data from na (see 6.4.10) 27
display data a card issuer that can be displayed
length on the POS for the cardholder.

Licensed to Boyle Fredickson 5.0 ¢ b, Gralz
150 Store ordder £ 10- 1034609 Dovnlcaded: 2009-03-11
Single user ficence only, copying and natworking prohibited

® IS0 2003 — All rights reserved 21

nge 29 of 204




1SO 8583-1:2003(E)

Table 3 {continued)

Name Deseripllon Fornui Reprasentation Noles Bit Cons, | Comp.
Cardholder Card issuer data to be printed on LLVAR ans..99 {see 6.2.1 and 44-71
receipt data the POS cardholder receipt. 6.5.3)

Cardholder Nuinbet of characlers of dala toin na (see 6.4.10) 27
receipt data a card issuer that can be printed
langth on a PG receipt for the
cardholder
Cardholder A series of code values that b 4 (see 6.2.2, 6.4.9 22
verification Indicate the POS capabilities of the and Clause A.18)
method used at | POS actually used to identify the
POS cardholder.
Conversion The factor used in the conversion nsg (see 6.2.4) 10
rate cardholder | from transaction to cardholder
billing billing amount. The Amount
transaction is multiplied by
Conversion rate cardholder billing
to determine Amount cardholder
bifling.
Conversion The factor used in the conversion ndg (see B6.2.4 and 46
rate fee from fee amount to reconciliation 6.4.13)
fee amount. The Amount fee is
multiplied by Conversion rate fee
to determine the Amount
reconciliation fee. Contained in
Amouris fees.
Conversion The factor used in the conversion ng (see 6.2.4) g
rate from transaction to reconciliation
reconciltation | amount. The Amount transaction is
multiplied by Conversfon rate
recancifiation to determine the
Amount reconciliation.
Couniry code | The code of the country where the n3 19
acquiring acquliring institution is located (in
institution accordance with 1SO 3166).
Country code | The code of the country where the n3 20
primary card issuing institution is located
account {in accordance with SO 3166).
number (PAN)
Credits amount | The sum amount of Amount n16 (see 6.4.20) 74
transaction in all financial
presentment transactions exclusive
of any fees where positions 1-2 of
the Processing code in the
financial presentment transaction
Iindicated a credit (20-29).
Credits The sum amount of Amount n16 {see 6.4.20) 74
chargeback transaction in all chargeback
amount transactions exclusive of any fees
where positions 1-2 of the
Processing code in the chargeback
transaction indicated a debit
{00-19).
Credits The sum number of ail chargeback n16 (see 6.4.20) 74
chargeback transactions where positions 1-2 of
number {he Frocessig code 11 the
chargaback transaction indicated a
debit (00-19).
Licensed to Boyle Fradnckson S.C 7 Mr. Gratx
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Table 3 {continued)

[SO 8583-1:2003(E)

Description

ariginal amount
reconciliation

amount contained in Original
amount reconciliation {in
accordance with 1ISO 4217).

6.4.11}

NAame Format Repressntation Notes Bit Cons | Comp
Credits number | The sum number of all financial n 10 (see 6.4.20} 74
presentment transactions where
positions 1-2 of the Processing
code in the financiol presentment
traneaction Indlcated a cradit
(20-29).
Credits The sum amount of Amount n 16 (see 6.4.20) 74
ravearsal transaction of all reversal
amount transactions exclusive of any fees
where positions 1-2 of the
Processing code in the reversal
transaction indicated a debit
{00-19},
Credits The sum number of all reversal n 10 {see 6.4.20) 74
reversal fransactions where positions 1-2
number of the Processing code in the
reversal transaction indicated a
debit (00-19).
Currency code |Code defining the currency of the n3 {(see 6.2.3 and 54
amount amount contained in Amount 6.4.14)
additional addijtional amounts (in accordance
amounts with ISO 4217).
Currency code | Code defining the currency of the na3 {see 6.2.3 and 8
amount amount contained in Amount 8.4.4)
cardhao¥der cardholder billing (in accordance
billing with IS0 4217).
Currency code |Code defining the currency of the n3 (see 6.2.3 and g
amount amount contained in Amount 6.4.5)
cardholder cardhalder billing fee (in
billing fee accordance with 1SO 4217).
Currency code |Cade defining the currency of the n3 (see 6.2.3 and 46
amount fee amount contained in Amount fee 6.4.13)
{in accordance with 1SO 4217).
Currency code | Code defining the currency of the n3 (see 6.2.3 and a7
amount net amount contained in Amount nef 6.4.22)
reconciliation | reconciliation {in accordance with
1SC 4217).
Currency code | Code defining the currency of the n3 {see 6.2.3 and &
amount amount contained in Amount 6.4.3)
reconciliation | reconciliation {in accerdance with
IS0 4217).
Currency code |Code defining the currency of the ni3 (see 6.2.3 and 46
amount amount contained in Reconciliation 6.4.13)
reconciliation fee (in accordance with IS0 4217).
fee
Currency code | Code defining the currency of the n3 {see 6,2.3 and 4
arnouel armount conlained In Amount B.4.2)
transaction fransaction {in accordance with
IS0 4217).
Currency code | Code defining the currency of the n3 (see 6.2.3 and 66
original amount | amount contained in Original 6.4.16)
fee amount fee {in accordance with
1ISO 4217}.
Currency code | Code defining the currency of the n3 (see 6.2.3 and 30
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Table 3 {continued)

Narme Description Fonnal Represenlallon Noles Bt Cons. | Cotnps
Currency code | Code defining ihe currency of the na3 (see 6.2.3 and 66
original amount | amount contained in Original 6.4.16)
reconclliation | amount reconcifiation fae (In
fes accordanca with 180 4217).

Cuirensy code | Code defling the cuneticy of he 13 (see 0.2.3 and 30
originat amount | amount contained in Original 6.4.11)
transaction amount transaction (in accordance
with 1SO 4217).
Currency minor | Guirency minor unit of Amournt n1 (see 6.2.3 and 54
unit amount additional amounts. Indicates the 6.4.14)
additional number of places the decimal point
amounts shall be moved to the left, starling
from the rightmost numeric digit.
Currency minor | Curency minor unit of Amount nt (see 6.2.3 and 6
unit amount cardholder bilfing. Indicates the 6.4.4)
cardholder number of places the decimal point
billing shall be moved 1o the left, starling
from the rightmost numeric digit.
Currency minor | Currency minor unit of Amount n1 (see 6.2.3 and 8
unit amount cardholder bifling fee. Indicates the 6.4.5)
cardholder number of places the decimal point
billing fee shall be moved to the left, starfing
from the rightmost numeric digit.
Currency miner | Currency minor unit of Amount fee. n1 (see 6.2.3 and 45
unit amount fee { Indicates the number of places the 6.4.13)
decimai point shall be moved to
the left, starting from the rightmost
numeric digit.
Currency miner | Cumrency minor unit of Amount net ni (see 6.2.3 and o7
unit amount net | reconciliation. Indicates the 6.4.22)
reconciliation | number of places the decimal point
shall be moved to the left, starting
from the rightmost numeric digit.
Currency minor | Currency minor unit of Amount ni (see 6.2.3 and ]
unit amount reconciliation. Indicates the 6.4.3)
reconciliation | number of places the decimal point
shall be moved to the left, starting
from the rightmost numeric digit.
Currency minor | Currency minor unit of Amount ni (see 6.2.3 and 46
unit amount reconciliation fee. Indicates the 6.4.13}
reconciliation | number of places the decimal point
fes shall be moved to the left, starting
from the rightmost numeric digit.
Currency minor | Currancy minor unit of Amount n1 (see 6.2.3 and 4
unit amount transaction. Indicates the number 6.4.2)
transaction of places the decimal point shall be
moved to the left, starting from the
rightmost numeric digit.
Currency minar { Currency minor unit of Original n1 (see 6.2.3 and 66
unit original amount fee, Indicates the number 6.4.16)
amount fee of places the decimal paint shall be
moved to the left, starting from the
rightmost numeric digit.
Licensed to Boyie Fradric
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1SO 8583-1:2003(E)

Name Descriplion Format Representation Noles Blt Gons. | Comp.
Currency minor | Currency miner unit of Original n (see 6.2.3 and 30
unit original armount reconciliation. Indicates 6.4.11)
amount the number of places the decimal
reconciliation | point shall be moved to tha ieft,

starting from the rightmost numeric
digit.
Currency minor | Currency minor unit of Original ni {see 6.2.3 and 66
unit original ameunt reconciliation fee. 6.4.16}
amount Indicates the number of places the
reconciliation | decimal point shall be moved to
fee tha left, starting from the rightmost
numetic digit.
Currency minor | Currency miner unit of Original n (see 6.2.3 and 30
unit original amount transaction. Indicates the 6.4.11)
amoaunt nurnber of places the decimal point
transaction shall be moved to the left, starting
from the rightmost humeric digit.
Data element |ldentifies the data element number n3 (see 6.4.7) 18
in error in error. Contained in Message
error indicator.
Data record Other data required to be passed LLLLVAR ansb..9998 (see 6.2.1 and 72
to support an administrative or file 6.2.2)
action message.
Data sub- identifies the part within a n2 (see 6.4.7) 18
element in constructed data element that is in
error error, Contained in Message error
indicator.
Dataset bitor | Identifies the bit or tag within a b2 {see 6.2.2 and -]
tag in error dataset identifier that is in error. 6.4.7)
Centained in Message error
indicator.
Dataset Identifies the dataset identifier b1 (see 6.2.2 and 18
identifier in within @ composite data element 6.4.7}
error that is in error. Contained in
Message error indicator.
Date action A date for a future action ora CCYYMMDD ng 73
specific date such as a bhirth date
Date and time | The local year, month, day and CCYYMMDDh n 14 (see 6.4.6) 12 X
focal time the transaction takes place at hmmss
transaction the card acceptor location in
autheorization messages and
financial presentment messages.
Date and time | Date and time the message MMDBh n 10 (see 6.3.1) 7
transmission initiator sends this message. To be hmmss
expressed in Co-crdinated
Universal Time (UTC) (in
accurdarnce with 130 800 1),
formerly known as Greenwich
Mean Time (GMT).
Date capture The month and day the acquirer MMDD n4 17
processed the transaction data.
Date The month and day the conversion MMDD n4 16
conversion rate is effective to convert the
transaction amount from the
original to reconciliation currency.
Licensed to Boyle Fredrickson $.C. 7 kr. Gratz
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Table 3 (continued)

Naine

Descriptlon

Formal

Represenlation

Notes

BIt

Cons,

Comps

Date effective

Date expiration

The year and month in which the
card becomes effective.

The yaeer and month &fter which
the card expires.

CCYYMM

neé

i3

YYMM

n4d

14

Date local
transaction

The local year, month and day of
the transaction.

CCYYMMOD

ng

(see 6.4.6)

Date
reconciliation

The year, month and day for which
financiak totals are reconciled
between the acquirer and the card
issuer.

CCYYMMDD

ng

28

Date
settlement

The year, month and day for which
funds shall be transferred between
acquirer and card issuer.

CCYYMMDD

ng

15

Debits amount

The sum amount of Amount
transaction in all financial
presentment transactions exclusive
of any fees where positions 1-2 of
the Frocessing code in the
financial presentment transaction
indicated a debit (00-19).

n16

(see 6.4.20}

74

Debits
chargeback
arnount

The sum amount of Amount
fransaction in all chargeback
transactions exclusive of any fees
where positions 1-2 of the
Processing code in the chargeback
transaction indicated a credit
(20-29).

n 16

(see 6.4.20)

74

Debits
chargeback
number

The sum number of all chargeback
transactions where positions 12 of
the Processing code in the
chargeback transaction indicated a
credit {20-29).

n10

(see 6.4.20)

74

Debits number

The sum number of all financial
presentment transactions where
positions 1-2 of the Processing
code in the financial presentment
transaction indicated a debit
(C0-19).

n 10

(see 6.4,20})

74

Debits reversal
amount

The sum amount of Antount
fransaction of all reversal
transactions exclusive of any fees
where positions 1-2 of the
Processing code in the reversal
transaction indicated a credit
(20-29).

n16

{see 6.4.20)

74

Debits reversal
number

The sum number of all reversal
transactions where positions 1-2 of
the Processing code in the reversal
transaction indicated a credit
(20-29).

n10

(see 6.4.20)

74

Electronic
commerce data

The data needed to support the
processing and prove the identity
of the requester {usually a
cardholder) using public key
cryptography and/or digital
certificates.

LELLVAR

b..9989

(see 6.2.1,6.2.2
and 6.5.1)

34

26
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Table 3 (continued)

ISO 8583-1:2003(E)

Naine Description Formal Representation Noles BiL Cons, | Comp.
Error seirerity Indicates whether or not the error n2 (see 6.4.7) 18
code condition caused the receiver to
reject the message. Contained in
Maessage error indicator,
Extended Number of months that the nZ G/
payment data | cardholder prefers to pay for this
item if permitted by the card issuer.
Fee collections | The sum number of all fee n10 (see 6.4.21) 75
number collection transactions.
Fee type code | Code indicating the type of fee. n2 {see 6.4.13, 46
Contained in the data elements 6.4.23 and 108
Amounts fees, Reconciliation fee Clause A.8) 110
amounts credit and Reconciliation
foe amounts debit.
File name The actual or abbreviated name of LLVAR ans..99 {see 6.2.1) 101
the file being accessed.
File transfer The total length and the number of ni8 {see 6.4.19) 70 X
description elementary data records of the file,
data used in the management of file
transfer.
File transfer The total number of elementary né (see 6.4.19) 70
elementary data records In the file to be
data record transferred.
count
File transfer file | The total length in bytes of the file né (see 6.4.19} 70
size to be transferred.
File transfer The remaining number of né (see 6.4.19) 70
remaining elementary data records to be
elementary transmitted in the current file
data record transfer.
count
Fleet amount | Discount amount on total ni2 (see 6.2.3 and 104-78
bottam line purchase. 6.5.6.7)
discount
Fleet driver The number assigned to the driver LLVAR n.17v (see 6.2.1 and 104-78
number/other |by the employer for purposes of 0.9.6.7}
identification tracking fuel purchases.
number
Fleet line item | Totai line amount excluding tax. niz {see 6.2.3 and 104-78
value excluding 6.5.6.7)
tax
Fleet line tem | Total line amount including fax. n1tz2 (see 6.2.3 and 104-78
value including 6.5.6.7)
tax
Fleel molor Acyuirer's abbreviatiun for the n 4 (see 8.5.6.T) 104-T8
fuel oil brand name of the card acceptor's
company brand | oit company.
name
Fleet motor Contains a code read from a card ni (see 6.5.6.7 and 104-78
fuel prompt that indicates terminat prompts that Ciause A.13)
code occur &t the point of service
Fleet motor Type of service received at the ans 1 (soc 6.5.6.7 and 104-78
fuel service acceptor location. Clause A.14)
type code
Licensed to Boyle Fradackson 3.0 ' Mr, Gralz
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Table 3 (continued)

Name Desuripllon Format Representation Noles Btl Gons. | Colap.
Fleet odometer | Reading of total distance travelled ns (see 6.5.6,7) 104-78
reading by vehicle.

Fleet product | Code which identliles a speciflc LEVAR an 1b (see b2l and 104-18
code product as supplied by the card 6.5.6.7)
acceplor.
Fleet product | Quantity of goods purchased. LLVAR n.12 (see 6.2.1 and 104-78
quantity 8.5.6.7)
Fleet quantity |Indicates the number of places the n1 {see B.5.6.7) 104-78
minor unit decimal point shall be moved to
the left, starting from the rightmost
numeric digit of Fleef product
guantity.
Fleet total tax | Total armount of tax on the niz2 (see 6,2.3 and 104-78
amount transaction. 6.5.68.7)
Fleet unit of Unit of measure of quantity LIVAR ans..12 (see 6.2.1 and 104-78
measure purchased as defined by card 6.5.6.7)
acceptor,
Fleet unit price | Price per unit net of tax. n1z (see 6.2.1 and 104-78
excluding tax 6.5.6.7}
Fleet unit price |Price per unit inclusive of tax n12 {see 6.2.3 and 104-78
including tax 6.5.6.7)
Fleet vehicle Registration number of rented or an 17 (see 6.5.6.7) 104-78
registration fleet automobile.
number
Forwarding Code identifying the forwarding LLVAR n.i1 {see 6.2.1 and 33
institution institution. 6.2.5)
identification
code
Free-form Transaction data related to new LLLVAR ans..999 (see 6.2.1 and 104-71
description programs and services, content 6.5.8.2)
data and format are based on bilateral
agreement.
Function code | Code indicating the specific n3 (see Clause A.9) 24
purpose of the message within its
message class.
ICC scripts Number of characters of data from n3 (see 6.4.10) 27
data length a card issuer that can be returned
to the 1CC at the POS,
Inquiries The sum number of all n10 (see 6.4.21) 75
number authorization transactions
processed where positions 1-2 of
the Processing code in the
authorization transaction indicated
an inguiry (30-39).
Inguiries The sum number of all reversal ni0 (see 6.4.21) 75
reversal transactions processed where
number positions 1-2Z of the Processing
code in the reversal transaction
indicated an inquiry (30-39).
ICC system Contains data related to integrated LLLLVAR b..9988 {see 86.2.1, 6.2.2 55 X
related data circuit card systems. and 6.5.5)

Licensed to Boyle Fradiickson 2.C f hir, Grate
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ISO 8583-1:2003(E)

Name Descriplion Formal Represenlation Noles =11 Cons., { Comp.
Invoice The card acceptors tax ans 15 (see 6.5.6.3) 104-72
alternate tax identification number for the
identitier invoice amount altornate tax
Invoice amount | Amount of the alternate tax on the niz (see 65.2.3 and 104.72
alternate tax purchass, 6.6.6.3)

Invoice amount | Indicates whether alternate tax Y = yes as 1 (see 6.5.6.3) 104-72
alternate tax amount is included in the total N=no
Indicator purchase amount. Space =
unknown
Invoice amount | Discount amount on total niz2 (see 8.2.3 and 104-72
battom line purchase. 6.5.6.3)
discount
Invoice ameount | Duty on the fotal purchase amount. n12 (see 6.2.3 and 104-72
duty 6.5.6.3)
Invoice amount { Amount charged for freight/delivery n12 {see 6,23 and 104-72
freight excluding any tax. 6.5.6.3)
excluding tax
Invoice amount [ Amount charged for freight/delivery n 12 {see 6.2.3 and 104-72
freight including any tax. 6.5.6.3}
including tax
Inveice amount [ Total amount of tax on the n12 (see 6.2.3 and 104-72
total tax transaction. 6.5.6.3}
Inveice card Card acceptors reference number LIVAR an..17 (see 65.2.1 and 104-72
acceptor for corporate cusiomer. 6.5.6.3)
custorner
reference
number
Invoice card Reference number on card LLVAR an..12 {see 6.2,1 and 104-72
acceptor acceptor invoice. 6.5.6.3)
invaice
reference
number
Invoice card Order number allocated by the LLVAR an..15 (see 6.2.1 and 104-72
acceptor order |card acceptor. 6.5.6.3)
number
nvolce card Registered tax reference number LLVAR an..2Q {see 6.2.1 and 104-72
acceptor tax of card acceptor. 6.5.6.3)
reference
number
Invoice card A code allocated by the acquirer, ans 4 (see 6.5.6.3) 104-72
acceptor type | describing various classifications of
business ownership
characteristics, e.g. small
business.
Itwoice Reference muinber given Ly LLVAR an..22 (see 0.2.1 and 104-72
cardholder cardholder. 6.5.6.3)
order reference
number
Invoice Tax reference number of LLVAR an..13 (see 6.2.1 and 104.72
cardholder's cardholder's company. 6.5.6.3)
tax reference
number
invoice cost Cardholder’s internal accounting LiVAR a..20 (see 8.2.1 and i04-72
centre cost centre code. 6.5.6.3)
Licensed to Boyle Fradiickson & C 7 k. Gratz
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Table 3 {continued)

Natne Duscription Format Hepresantation Noles BIL Cons, | Gomp.
Invoice Cardholder supplied reference LLVAR ans..20 (see 6.2.1 and 104-72
customer number, 6.5.6.3)
reference
Invoice Country of destination for delivery an 3 (see 6.5.6.3) 104-72
dastination of goods {in accordance with
country code 180 3166)

Invoice Pastal code for delivery of goods. LLVAR an..10 (see 6.2.1 and 104-72
destination 6.5.6.3)
postat code
Invoice State or province within the country ans 3 (see 6.5.6.3) i04-72
destination where the purchased goods will be
state/province |[delivered.
code
Invoice freight | Rate of tax to be applied to /nvoice n4 (see 6.5.6.3) 104-72
tax rate fraight amount excluding fax to
calculate the tax on the freight
charges.
Invoice crder | Date when order was placed. CCYYMMBDD ng {see B.5.6.3) 104-72
date
Invaoice criginal Invoice number of the original LLVAR an..15 (see 8.2.1 and 104-72
invoice number | Invoice. Used to identify the 6.5.6.3)
original invoice on a refund
transaction.
Invoice ship Postal code from which goods are LLVAR an.. 14 {see 6.2.1 and 104.72
from postal to be shipped. 6.5.6.3)
code
Invoice tax Indicator of whether tax is 0 = Tax not ni (see 6.5.6.3) 104-72
indicator included. inctuded
1=Tax
included
Invoice value Invoice total, net of tax. n12 (see 6.2.3 and 104.72
excluding tax 6.5,6.3)
Julian Date acquirer processed the YDDD n4 (see 6.4,12) 31
processing original transaction, e.g. first
date presentment,
Key Contains data related to key LLLVAR b..999 (see 6.2.1 and 96
management |management (in accordance with 6.2.2}
data 1S0 13492).
Life cycle A code calculated using an n4 {see 6.4.8}) 21
authentication |algorithm against key transaction
token data elements that are commeon to
both authorization messages and
financial presentment messages.
Life cycle Indicates the point in the ans t (see 6.4.8) 21
suppolt hansaction life vycle at whicl Life
indicator cycle trace identifier was assigned.
Life cycle trace | Unique transaction identifier. ans 15 (see 6.4.8) 21
identifier
Life cycle Number used with Life cycle frace n2 (see 6.4.8) 21
transaction identiffer to uniquely identify when
sequence multiple financial presentments are
number generated from a single
authorization transaction.
LicEnsed 1o Boyie Fradnckson $.C ¢ Mr. Gratz
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Nime Lrescription Formal Hepresentallon Noles Bt Cons, | Comp.
Line item Amount of discount per line if unit nt2 (see 5.2.3 and 104-73
amount price is before discount. 6.5.6.3}
disoount
Line item Tax amount for the line item. n1iz {see 6.2.3 and 104-73
atrrotnl lux 6.5.6.3)
Line item Code of goods purchased. Defined LLVAR an..16 (see 6.2.1 and 104-73
commodity by national tax authorities. 6.5.6.3)
code
Line item Identifies the sequence in which b2 (see 6.2.2 and 104-73
dataset multipte datasets with the same 6.5.6.3)
sequence dataset identifier should be
ntmber processed.
Line item Description of item purchased. LLVAR an..40 (see 6.2.1 and 104-73
descriptor 6.5.6.3)
Line itern Indicates whether the line item Y =yes as 1 (see 6.5.6.3) 104-73
discount amount is discounted. N=no
indicator Space =
unknown
Line item Discount rate for the line item. ans 5 (see 6.5.6.3) 104-73
discount rate
Line item Code which identifies a specific LLVAR an..15 {see 6.2,1 and 104-73
product code product as supplied by the card 6.5.6.3)
acceptor.
Line item Quantity of goods purchased. LLVAR n.12 (see 8.2.1 and 104-73
product 6.5.6.3)
quantity
Line item Indicates the number of places the n1 (see 6.5.6.3) 104-73
quantity minor | decimal point shall be moved to
unit the left, starting from the rightmost
numeric digit of Line ftem product
quanity.
Line item tax Rate of tax to be applied to ns {see 6.5.6.3) 104-73
rate calculate the tax amount,
Line item tax Code, defined by the acquirer, ans 4 (see 6.5.6.3) 104-73
type identifying the type of tax applied
to the line item.
Line item unit  } Unit of measure of quantity LLVAR a.12 {see 8.2.1 and 104-73
of measure purchased as defined by card 6.5.68.3)
acceptor.
Line item unit | Price per unit net of tax, LLVAR n.12 (see 8.2.1 and 104-73
price excluding 6.5.6.3)
tax
Line item value {Indicates whether the line item D = Debit as 1 (see 6.5.6.3) 104-73
debit/credit valye is a debit or a credit ¢ = Credit
indicator Space =
unknown
Line item value | Total line amount excluding tax. ntz {see 6.2.3 and 104-73
excluding tax 6.5.6.3)
Line item value | Total line amount including tax. n12 (see 6.2.3 and 104-73
Including tax 6.5.6.3)
Lodging Total ameunt of bar and in-rogm n12 (see 6.2.3 and 104-77
amount “mini-bar” ltems charged to room. £.5.6.6)
bar/mini-bar
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Table 3 (confinued)

Name Description Formal Represenlalion Nutes BIt Cans. | Comps
Lodging Amount of any additional charges nt2 {see 6.2.3 and 104-77
amount bllfing |lncurred after the cardholder's 6.5.6.6)
ndjusdment dopatture Nom the lodying Tulity,

Lodging Total amount of gift shop and nt2 {see 6.2.3 and 104-77
amount gift speolality shap itemns chargad to 6.5.6.8)
shop room.
Lodging Total amount of laundry and dry ni2 {see 6.2.3 and 104-77
amount cleaning items charged to room. 6.5.6.8)
laundry/dry
cleaning
Lodging The total amount of miscellaneous n 12 (see 6.2.3 and 104-77
amount other | items/setvices charged to the 6.5.6.6)
services roaom, not specified elsewhere.
Ledging Indicates the type of charges ans 3 (see 6.5.8.68) 104-77
amount aother | provided in Ledging amount other
services serviess. Values provided by
Indicator acquirer.
Lodging Total amount of phone calls ni2 (see 6.2.3 and 104-77
amount phone |charged to room. 6.5.6.6)
charges
Lodging Total amount of restaurant and/or ni2 (see 6.2.3 and 104-77
amount room service food charged to 6.5.6.6)
restaurant/ room.
room service
Lodging Caily room charges exclusive of n12 {see 6.2.3 and 104-77
amount room  }taxes and fees. 6.5,6.6)
rate
Lodging Daily room tax amount. ni2 (see 6.2.3 and 104-77
amount room 6.5.6.6)
tax
Lodging Customer service number that the ans 16 {see 6.5.6.6) 104-77
customer cardholder may call to resolve
service toll-free | questions or disputes.
phone number
Lodging date | Date on which the cardholder CCYYMMDD ng (see 6.5.6.6) 104-77
arrivat checked into the lodging facility.
Lodging date | Date on which the cardholder CCYYMMDD ng (see 6.5.6.8) 104-77
departure checked out of the lodging facility.
Lodging facility | Local phone number of the odging ans 16 (see 6.5.6.6) 104-77
phane number | facility at which the cardholder
stayed.
Lodging fotio Lodging facility’s internal invoice or ans 10 (s2e 6.5.6.6) 104-77
number billing identification reference
number,
Lodging Cade alfocated by the acquirer that ans 2 (see 6.5.6.6) 104-77
program cede | identifies special circumstances,
e.g. frequent renter or “no show".
Luhn check Check sum on the previous 22 n1 (see 6.4.12) 3i
digit digits of Acquirer reference number
calculated in accordance with
iSO 7812-1.
Magnetic stripe | Indicates if the POS can rewrite at {see 6.4.10.1) 27
track 3 rewrite |Track 3.
capability
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N#ine Destription Furmat Representation Noles Bil Cone, | Cunp.
Merchant Code classifying the type of n4 26
category code [business being done by the card

acceptor for this transaction (In
accordance with 150 18245).
Messuge Used 1o validate te souice und L4 (atu 6.2.2 and 64 ot
authentication |the text of the message between 6.3.3) 128
code (MAC) the sender and receiver {in
field accordance with 1SC 9807).
Message error | Code identifying a specific error n4 (see 6.4.7 and 18
code condition. Contained in Message Clause A.10)
error indicafor.
Message error | Identifies the focation, severity and LLLVAR ansh.. 140 {see 6.2.1, 6.2.2 i8 X
indicator general description of data element and 6.4.7)
errors in a message,
Message Provides the receiver of a request, n4 (see Clause A.11) 25
reason code advice or nofification message with
the reason, or purpose, of that
message.
For original authorizations and
financial presentments, it identifies
why the type of message was sent,
e.g. why an advice versus a
request. For other messages it
identifies states why this action
was taken.
Number fee The count of all fees of the fee type n 10 (see 6.4.23) 109
{otal specified. Contained in the
Reconcilfation fee amounts credit 110
and Reconcifiation fee amounis
debit data elements.
Qriginal The acquiring institution n11 (see 6.4.15) 56
acquiring identification code of the ariginal
institution financial presentment. Contained
identification In Original data elements.
code
Original The original amount of the fee in a xn 13 {see 6.2.3 and 66
amount fee reversal, chargeback or partial 6.4.16)
approval. Contained in Amounts
original fees,
Original The original amount of the n 16 (see 6.2.3 and 30
armount transaction expressed in the 6.4.11)
reconcifiation  [reconciliation cuirency. Contained
In Amounts original.
Criginal The original amount of the fee xn 13 (see 5.2.3 and 66
amount expressed in the recancitiation 6.4.16)
reconcilialion [ currency, Contained in Amounts
fee original fass.
Original The original amount of the n 16 (see 6.2,3 and 30
amount transaction. Contained in Amounts 65.4.11})
transaction original.
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Table 3 (continued)

Name Descriplion Forinal Representialion Notes Bt Cons. | Com)s
Criginal The factor used in the conversion nad (see 6.2.3 and 66
conversion rate | from transaction to reconciliation 6.4.16}
loe fee minount, [ha Oginal armount

fee Is mtitipliad by Criginal
conversion rate fee to determine
Original amount reconciliation fee.
Contained in Amounts original
fees.
Criginal data | The data elernents contained in the LLVAR n..41 {see 6.2,1 and 56 X
elements original message. 6.4.15)
Criginal date The local date and time of the CCYYMMDDh n14 {see 6.4.15) 56
and time local | original transaction. Contained in hmmss
transaction Original data elements.
Qriginal fee Code used to indicate the type of nz (see 6.4.16 and 86
type code fee. Contained in Amounts original. Clause A.8)
Original The message type identifier of the n4 {see 6.4.15) 56
message type |original fransaction. Contained in
identifier Original data elements.
Original system | The system trace audit number of n12 {see 6.4.15) 56
trace audit the original transaction. Contained
number in Original data elements.
Payee The third party beneficlary ina ans 25 98
Financial Presentment where the
Processing code indicates a
payment (50-59).
Payments The sum number of all financial n 10 {see 6.4.21) 75
number presentment fransactions
processed where positions 1-2 of
the Processing code in the
financtal presentment transaction
indicated a payment (50-59).
Payments The sum number of all reversal n1¢ {see 6.4.21) 75
reversal transactions processed where
number positions 1-2 of the Processing
code in the reversal transaction
indicated a payment (50-58}.
PIN data Used {o ldentify the cardholder at b8 {see 6.2.2) 82
the point of service (in accordance
with IS0 9564-1).
PN input The number of PIN digits that the b1 (see 8.2.2 and 27
length point of service device can accept. 6.4.10)
capability
POS capability | A series of codes intended o anb 27 (see 6.2.2, 6.4.10 27 X
identify the capabilities of the POS. and Clause A.15)
POS data code { A series of codes intended to b 16 (see 6.2.2, 6.4.9 22 X
Identify how a transaction and Clause A.16)
completed at the POS.
POS card A series of ccde values which b4 (see 6.2.2 and 27
reading indicate the card reading 6.4.10)
capability capabilities of the POS.
POS A series of code values that b4 {see 6.2.2 and 27
cardholder indicate the POS capabilities 6.4.10}
verification available to identify the cardholder.
capability
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Table 3 {continued)
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Naine Desctiption Farmat Representlalion Noutes BIL Cons. | Coinp.
POS A series of code values that b4 {see 6.22,6,4.9 22
environment indicate if the card acceptor were and Clause A.16)

present and If not the type of
onvironmont in whioh the
transaction took place
PAN A series of digits used to identify a LLVAR n.18 (see 6.2.1 and 2
customer account or relationship, 6.2.5)
Processing Code used to describe the effect of an 6 (see 6.4.1 and 3 X
code a transaction on the customer Clause A.17)
account and the accounts affected.
Receiving Code identifying the receiving LLVAR n.1t {see 6.2.1 and 100
institution institution. §.2.5)
identification
code
Reconciliation | Number and amount values n 156 (see 6.4.20) 74 X
data primary required to complete the
recanciliation of financial totals.
Reconciliation | Additional count which may he n 8} {see 6.4.21) 75 X
data secondary |utilized for reconciliation.
Reconciliation [ The sum amount of Amount fee in LLLVAR ans.. 144 (see 6.2.1, 6.2.3 109 X
fee amounts all authorization, financial and 6.4.23)
credit presentment, reversal and fee
collection messages where the
Amount fee "x" indicated a credit
s
Reconciliation | The sum amount of Amount fee in LLLVAR ans..144 (see 6.2.1,6.2.3 110 X
fae amounts all authorization, financial and 6.4.23)
debit presenitment, reversal and fee
collestion messages where the
Amount fes “x" indicated a debit
apn,
Reconciliation | A value used to allow reconciliation n3 29
indicator of time periods within a
reconciliation date. The value is
subject to bilateral agreement.
Retrieval A reference supplied by the system anp 12 37
reference retaining the criginal source
number information and used to assistin
locating that information or a copy
thereof.
Security A series of codes that indicate the b4 (see 6.2.2, 6.4.9 22
characteristics | security characteristics applicable and Clause A.16}
to a transaction.
Security Identifies security management LLVAR b..48 (see 6.2.1 and 53
related contral | information used in the current 6.2.2)
information transaction or specifies security
management Information to be
used in fulure fransactions (in
accordance with 1SO 13482).
Sequence Data supplied by acquirer. nit {see 6.4.12) 31
number
Service code | An Identification of ns 40
geographicfacrvice availabitity (in
accordance with [SO 7813).
Licensed to Boyle Fradiiokson $.C 7 W, Gratz
150 Store ord 101034509 Dowinioaded: 2002-05-11
Singte user Hoence only, copying and networking prohibited
© 180 2003 — All rights reserved 35

Page 43 of 204



1SO 8583-1:2003(E)

Table 3 (continued)

Name Descriplion Formal Representation Nutes 2111 Cans. | Gomp
Settlement Code identifying the setttement LEVAR an. 11 {see 6.2.1) 99
Institution institution or Its agent.
1dentillcation
oode
Systems trace | A number assigned by a n12 11
audit number |transaction originator to assistin

identifying a transaction uniquely.
The trace number remains
unchanged for all messages within
a two-message exchange, e.g.
request/repeat and response.
Time local The local time of the transaction. hhmmss ne (see 6.4.6) 12
transaction
Track 1 data The information encoded on track LLVAR ans..76 (see 6.2.1) 45
1 of the magnetic stripe as
specified in ISO 7813, including
field separators but excluding
beginning and ending sentinels
and longitudinal redundancy check
characters as defined therein,
Track 2 data The information encoded on track LLVAR z2.37 (see 6.2.1) 35
2 of the magnetic stripe as
specified in IS0 7813, excluding
beginning and ending sentinels
and longitudinal redundancy check
characters as defined therein.
Track 3 data The information encoded on track LLLVAR z..104 (see 6.2.1} 36
3 of the magnetic stripe as
specified in 1SO 4909, including
field separators, but excluding
beginning and ending sentinels
and longitudinal redundancy check
characters as defined therein.
Transaction Code identifying the institution that LLVAR n..i1 (see 6.2.1 and 93
destination is the transaction destination. 8.2.5)
institution
identification
code
Transaction life | A unique identifier used to match ans 22 (see 6.4.8) 21 X
cycle transactions throughout their life
identification cycle {for example, authorization to
dJdata financial presentment, financial
presentment to chargeback ete.) It
shall contain the same value in all
messages throughout a
transaction’s life cycle.
Transaction Code identifying the institution that {LVAR n.11 (see 6.2.1 and 94
originator is the transaction originator. 6.2.5)
institution
identification
cade
Transaction Non financial data captured as part LLLLVAR ansh..9999 (see 5,21, 6,2.2 104 X
specific data of a transaction. and 6.5.8)
Transaction Code which indicates the type of an 2 {sec 6.4.1 and 3
type code transaction being undertaken. Clause A 17.1)
Used in conjunction with the
Account type code as pan of the
Processing code.
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Name Description Farmal Representalion Notes BIL | Cons | Comp
Transfers The sum number of all financial n 0 (see 6.4.21) 75
number presentment transaclions
ptocessed wlere posilions 1-2 of
the Pracessing code in the
financial presentment transaction
ndicaled & hansler (40-49),
Transfers The sum number of all reversal n 10 (see 6.4.21) 75
reversal transactions processed where
number positions 1-2 of the Processing
code in the reversal transaction
indicated a transfer (40-49).
Transport data | Centains data from the criginator LLLVAR ans..999 (see 6.2.1) 59
of the message that shal] be
returned unaltered in a response
message.
Transstain A hash value calculated by b 20 (see 6,2,2 and 34-72
applying a secure hash algorithm 6.5.1)
to the XID and card secret (a
secret defined value known only to
the cardholder and issuer of the
cardholder cerlificate).
Trip leg Tax payable by airline passenger ni2 (see 6.2.3 and 104-75
amount on departure. 8.5.6.4)
depariure tax
Trip leg The trip leg airline ticket amount. ni2 (see 6.2.3 and 104-75
amount fare 6.5.6.4)
Trip leg The fees associated with each trip n12 (see 6.2.3 and 104-75
amount fees leg. 6.5.6.4)
Trip leg The toial taxes associatled with n12 (see 6.2.3 and 104.75
amount taxes |each trip leg. 6.5.64)
Trip leg arrival | Time of arrival for each trip leg. n4 (see 6.5.6.4) 104-75
time
Trip leg arrival | indicates whether the arrival time A=am. as 1 (see 6.5.6.4) 104-75
time segment |is in the a.m. or the p.m. P =p.m.
cade space =
unknown
Trip leg carrier | Code of airline carrier as defined an 2 (see 6.5.6.4 and 104-75
code by ATPCO. Bibliegraphy}
Trip leg class | Class of airline journey as defined an 2 (see 6,5.6.4 and 104-75
of travel by ATPCO. Bibliography}
Trip leg The ticket that contains additional LLVAR an..15 {see 6.2.1 and 104-75
conjunction coupons on an itinerary that is 6.56.4)
ticket number {more than four trip legs.
Trip leg coupon | Identifies the coupon associated ans 1 (see 6.5.68.4) 104-75
number with @ach trip leg.
Trip leg dataset | Identifies the sequence in which b2 (see 6.2.2 and 104-75
sequence multiple datasets with the same 6.5.6.4)
number dataset identifier should be
processed.
Trip leg date of | Date of departure of airline CCYYMMDD ns (see 6.5.6.4) 104-75
travel journey.
Trip leg Alrport from which journeyl/leg an S {see 6.5.6.4 and 104-75
deparlure departs as defined by ATFPCO. Blbllography)
airport
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Table 3 (continued)

Namse Description Format Representation Notes Bil Cons | Camp
Trip leg Time of departure for each trip leg. n4 {see 6.5.6.4) 104-75
departure time
Trip lag Indicates whather the departura A=am. as 1 (ea0 6.6.6.4) 104 78
depariure ime [time is in the a.m. or p.m, P =p.m.
se(manl code Epneo =
unknown
Trip leg Code of destination airport as an 5 (see 6.5.6.4 and 104-75
destination defined by ATPCO. Bibliography)
code
Trip leg Agency-added or government LLVAR ans..20 (see 8.2.1 and 104-75
endorsements/ |required notations, or restrictions 6.5.6)
restrictions such as non-refundable, that are
applicable to a trip leg.
Trip leg The original airline ticket number LLVAR an..15 (see 6,2.1 and 104-75
exchange replaced by a new ticket number. 8.5.6.4)
ticket number
Trip leg fare Basis for calculation of airline fare LLVAR an..15 (see 6.2.1, 6.5.6.4 104-75
basis code as defined by ATPCO. and Bibliography)
Trip leg flight | NMumber assigned to each trip leg ans 5 (see 6.5.6.4) 104-75
number by the operating or marketing air
carrier,
Trip leg Number of leg or stage of airline n2 (see 6.5.6.4} 104-75
number journey of a multi-light booking.
Trip leg stop Code of stop over airport during an an 1 (see 6.5.6.4 and 104-75
over code airline journey as defined by Bibllography}
ATPCO.
User format ldentifier applied by acquirer based ni {see 5.4.12) 31
identifier on bilateral agreements.
Value amount | The additional amounts in the n 2 {see 6.2.3 and 54
additional indicated currency, 6.4.14)
amaunts
Value amount | The cardhelder billing amount in n 2 (see £.2.3 and 6
cardheider the indicated currency. 6.4.4)
billing
Value amount | The cardhelder billing fee amount nd (see 6.2.3 and 8
cardhelder in the indicated currency. 6.4.5)
billing fee
Value amount | The fee amount in the indicated ns (see 6.2.3 and 46
fee currency. 6.4.13)
Value amount | The net reconciliation amount in xn 17 (see 6.2.3 and a7
net the indicated currency. 6.4.22)
reconciliation
Value amount | The reconciliation amount in the ni2 (see 6.2.3 and 5
reconclllallon  |indicaled currency. 643)
Value amount | The recenciliation fee amount in na (see 6.2.3 and 46
reconciliation | the indicated cusrency. 8.4.13)
fee
Value amount | The transaction amount in the niz2 (see 6.2.3 and 4
transaction indicated currency. 6.4.2)
Value otighial | The originel fee amount In the ng (see 6.2.3 and <5

amount fee indicated currency. 6.4.16)
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Table 3 (confinued)

Namne Dascriplion Furmat Rapresentalion Noles Bit Cons. | Comnp.
Value coriginal | The original reconciliation amount n 12 {see 6.2.3 and 30
amount in the indicated currency. 6.4.11)
rceonoltiation
Value original | The original reconciliation fee ng {see 6.2.3 and 66
amuouiil amount In e indicated currency. 6.4 16}
recongcitiation
fee
Value original | The ofiginal transaction amount in n12 {see 6.2.3 and 30
amount the indicated currency. 6.4.11)
transaction
Verification Additional data required to support LLLLVAR ans,.9999 (see 6.2.1 and 49 X
data identification of the cardhaolder 6.5.4}
XD Value assigned to a transaction as b 20 (see 6.2.2 and 34-72
a unique transaction identifier. 6.5.1}

6.2 Generzal requirements for data elements

6.2.1 Variable length data elements

For any variable length data element with a maximum length of less than 100 characters, two additional
numeric positions shall prefix the data element and shall give its length. The format shall be LLVAR. For any
variable length data element with a maximum length of less than 1 000 characters, three additional numeric
positions shall prefix the data element and shall give its length. The format shall be LLLVAR. For any variable
length data element with a maximum length of less than 10 000 characters, four additional numeric positions
shall prefix the data element and shall give its length. The format shall be LLLLVAR.

None of the definitions of variable length data element in this part of ISO 8583 include the two, three or four
numeric positions of length in the representation column in Table 2 or Annex B. All length attributes shall be
right justified and zero filled, e.g. primary account number 123456789012 is represented by 12123456789012,
The first “12” indicates 12 digits fo follow.

6.2.2 Binary data

G.2.2.1 Binary data elemenls

Binary data elements shall be grouped into blocks of 8 bits. The length attribute defines the number of such
blocks present, e.g. the personal identification number data element has an attribute “b 8”, i.e. 8 times 8 bits
giving 84 bits of data. In all "b" data elements, blocks of 8 bits are assumed to be left justified with trailing
zeroes.

6.2.2.2 Variable length attributes and binary data elements

If tho format indicates o numeoeric varioble length attribute in the first two, three or four positions for a binary
dala element {i.e. LLVAR, LLLVAR or LLLLVAR), the numeric length value contains the number of 8 bit blocks
of the binary data element which follows.

Annex C gives guidance on how messages formatted in accordance with this part of ISO 8583 may be
transmitted across data networks.
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6.2.3 Expression of amounts

The amounl s a unerle value, exptessed wilhoul & declingl separalor. Where & mnor unil of curtenicy
applios, tho relovant minor unit data clement indicates the number of decimal places in the relevant amount.
For example, an amount value of 100 in US currency would have a minor currency unit of 2 {e.g. one US
dolfar), but an amount of 100 in Italian currency would have @ mines unil of cuntency of 0 (e.y. 100 fire).

The value shall be expressed in the currency of the associated currency code data element. Where there is no
associated currency code date element, the currency is that of Amount transaction.

A number of amount data elements have an associated sign C for credit and D for debit, such data elements
have a representation of “xn” in Table 3, the associated notes and Annex B (see also Table 1). Where such a
sign is present, it shall precede the amount. Thus, an amount which is 16 digits long is actually 17 digits with
the sign in the leftmost position,

6.2.4 Conversion rates

In conversion rate data elements, the leftmost digit denctes the number of pesitions the decimal separator
shali be moved from the right. Position 2-8 is the rate, e.g. a conversion rate value of 91234567 would equate
to 0.001234567. The maximum number of digits to the right of the decimal separator is 9. If the value of the
first digit is 8, a single zero after the decimal point is assumed. If the value of the first digit is 9, two zeroes
after the decimal point are assumed.

6.2.5 Identification of institutions and routing

6.2.5.1 General

Card issuing institutions shall be identified by the procedure specified in 1SO 7812-1. Institutions that are not
card issuers shalt be identified by a six-digit code as defined in Clause 10.

A transaction may be sent from an acquirer to a card issuer, from a card issuer to an acquirer or from a
transaction originator to a transaction destination. However, in the routing of a transaction between these pairs
of institutions, other institutions may need to handle the transaction. The data elementis Forwarding institution
identification code and Receiving institution identification code facilitate this routing activity. The Acquiring
institution identification code and Primary account number PAN data elements contain the same data for the
life of the transaction. Where the Transaction originator identification code and Transaction destination
identification code are used, they contain the same data for the life of the transaction. The contents of the
Forwarding institution identification code and Receiving institution identification code data elements will
change as the transaction is sent between institutions.

Tables 4 to 6 and Figures 6 to 8 below show how the institution identifiers are used when the acquirer and the
card issuer cannot communicate directly. Where direct communication is possible, the Forwarding institution
identification code and Receiving institution identification code data elements shall not be used.
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6.2.5.2  Acquirer to card issuer

i & Uansaclon o & acquitel o a card issuer, e conlends of e relevant Instlulion 1dentifler dala
elements are Indicaled In Table 4 and graphlcally In Figure 6. The letters A and B represent other Instltutions
that may be present between acquirers and card issuers. The Authorizing agent institution identification code
dala vlement shull bo usod In o response messaye o Indivale whele an agent stands n for the vard lssuer.

This data slement is not shown, as it is not used for routing.

Table 4 — Usage of institution identification codes in acquirer generated messages

In request, advice or notification messages

Institution Bit Acquirerto A AtoB B to Card issuer
Acquirer 32 Remains the same throughout the transaction.
Forwarding institution 33 a A B
Receiving institution 100 A B b
Card issuer 2 Remains the same throughout the transaction.

In response messages

Institution Bit Card issuer to B BitoA A to Acquirer
Acquirer 32 Remains the same throughout the transaction.
Forwarding institution 33 b 8 A
Receiving institution 100 B A a
Card issuer 2 Remains the same throughout the transaction.

2 Not used when the forwarding or receiving institution is the acguirer.

b Nat used when the receiving or forwarding institution is the card issuer.

Acquirer

{bit 32)

Acquirer
to A

Ato
Acquirer

Receiving Forwarding
institution A institution A
{bit 100) {bit 33)
Forwarding Receiving
Institution A institution A
{bit 33) (bit 100}

Receiving Forwarding
AtoB institeition B institution B
.................. {bit 100} (bit 33)
Forwarding Receiving
BloA institution B Institution B
e ] (bit 33) (bit 100)

Figure 6 — Usage of institution identification codes in acquirer generated messages

Licensoy to Bovie Fradrickson & O
1e orcer &1 10 102460% 0,

150

P~ a4

TR Gratz
Hoaded: 2009-05. 11

Tingle veser licence only, copying and natworking pichibisd
@ ISO 2003 — All rights reserved

_ Paged9of204

Bto
Issuer issuer
(bit 2)
Issuer
to B
41



1SO 8583-1:2003(E)

6.2.5.3 Card issuer to acquirer

il a ansaclion fom a card Issuer lo an acqulior, e conlenls of the relevanl nstilullon idenliller dala
elements are indicated in Table 5 and graphically in Figure 7. The lellers A and B represent ollier inslilulions
that may be present between card issuers and acquirers.

Table 5 — Usage of institution identification codes in card issuer generated messages

In request, advice notification or instructicn messages

Institution Bit Card issuer to A AtoB B to Acquirer
Card issuer 2 Remains the same throughout the transaction.
Forwarding institution 33 ] A B
Receiving insftitution 100 A B b
Acquirer 3z Remains the same throughout the transaction.

In response messages

Institution Bit Acquirerto B Btito A A to Card issuer
Card issuer 2 Remains the same throughout the transaction.
Forwarding institution 33 b B A
Receiving institution 100 B A a
Acquirer 32 Remains the same throughout the transaction.

28 Not used when the forwarding or receiving institution is the card issuer.

b Not used when the receiving or forwarding institution is the acquirer.
Issuer Receiving Forwarding AtoB Receiving Forwarding B to
Issuer to A institution A institution A institution B institution & | Acquirer Acquirer
............. (bit 100) GiH33) ] (bIE100) (bit 33} .
(bit2) (bit 32)
Ato Forwarding Receiving BloA Forwarding Receiving Acquirer
lssuer institution A institution A institution B institution B toB
. (bit 33) wit100) | ] (bit 33) (bit100) |

Figure 7 — Usage of institution identification codes in card issuer generated messages
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6.2.5.4 Transaction originator to transaction destination
I a lrabsactton o a bansaclion ollgnabktr o a bansacton deslination, the coulents of e relevanl

instilullon Idenlifier dala elemenls are indicated In Table 6 and graphically In Figure 8. The letters A and B
represent other institutions that may be present between the transaction originator and transaction destination.

Table 6 — Usage of institution identification codes in transaction originator generated messages

In request, advice notification or instruction messages

Institution Bit Originatorto A AtocB B to Destination
Transaction originator 94 Remains the same throughout the transaction.
Forwarding institution 33 a A B
Receiving institution 100 A B
Transaction destination a3 Remains the same throughout the transaction.

In response messages

Institution Bit Destination to B Bto A A to Originator
‘Fransaction originator 94 Remains the same throughout the transaction.
Forwarding institution 33 b B A
Receiving institution 100 8 A a
Transaction destination 93 Remains the same throughout the transaction.

&  Not used when the forwarding or receiving institution is the transaction originator.

b Not used when the receiving or forwarding institution is the transaction destination.
Originater Recelving Forwarding AtoB Receiving Forwarding B fo
Originator to A institution A institution A institution B institution B | Destination | 5o oo oo
(bit 100) bitss) | = (Pit100) dItss) | ]
(bit 84) {bit 93)
Ato Forwarding Receiving Bio A Forwarding Recelving | Destination
Criginator institution A institution A institution 8 institution B to B
IR {bit 33) (Bit100) | (bit 33) (bit100) |,

Figure 8 — Usage of institution identification codes in transaction originator generated messages
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6.2.6 Ildentification of account numbers

The Ptitaty account numbet (PAN) shall contaln Ue account nuimber used to kentify a cusloimer account or
relationship and shall remain unchanged for the life of a transaction.

The followliyg dala elemenls shall be used to ldenlfy speclllc accounts held by lhe cardholder al the card
issuer and, if present, they shall remain unchanged for the life of a traneaction:

a) Account identification 1;

b)Y Account identification 2.

6.2.7 Tag length value (TLV) data
Within a number of data elements, there is a provision made for data to be encoded in TLV format. This part

of 1ISO 8583 follows the conventions defined in 1SO 7816-4 in the creation of values. Tag values specific to
this part of ISO 8583 are referenced in the relevant clauses and listed together in Clause A.18.

8.3 Specific requirements for primitive data elements

6.3.1 Date and time transmission (bit 7)

The message initiator creates the Dafe and time fransmission. The content is the UTC timestamp of each
message initiator and will change as the content of Forwarding institution identification code changes,
following the course of the transaction from one institution to the next.

It is used to support process control between successive institutions through which a transaction is passing.
The “"message initiator” is each individual institution (as described in 6.2.5) creating its own individual

message for passing the transaction on to the next institution. Successive recipients of the message can then
log the content of the field for reference purposes.

6.3.2 Action code (bit 39)

The numbering scheme for action codes shall be based upon the type of action and has no direct correlation
to the message type identifier. The action codes are grouped as follows:

a) Oxxx: authorization/financial presentment approved.
b) 1xxx: authorization/financial presentment denied.

c) 2xxx: authorization/ffinancial presentment denied, pick up card.
dy 3xxx: file actions.

e) 4xxx: reversal or chargeback actions.

f)  Sxxx: reconciliation actions.

g) 6w administrative aclions.

h)  7xx¢ fee collection actions.

I}  8xxx: network management actions.

j}  9xxx: errorfresponse actions.

The action code values are given in Clause A.1.
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6.3.3 Message authentication code {MAC) (bit 64/128)

The MAC fleld Is used lo valldale the source and the lext of e inessage belwsen lhe sender and 1ecelver.
The last bit position within any message bit map shall be reserved for the MAC field data element.

If meseage authentlcation le ueed, the final bit In tho final bit map of tho mossago shall roprosent tho MAC
fleld data element and the final bit of any previoue bit maps shall contain zoro. This moans that only ono MAC

field data element shall be present per message and the MAC field dala element shall be lhe last data
element of the message.

6.4 Specific requirements for constructed data elements

6.4.1 Processing code (bit 3)

The Processing code is a constructed data element {(see 5.4.3) of three parts totalling 6 positions:

a) Transaction lype code, an 2;

b) Accountiype code 1, an 2;

¢} Accountiype code 2, an 2.

The Transaction type code describes the specific transaction type (see A.17.1). The Account type Code 1

describes the account type affected for debits and inquiries and the “from" account for transfers. The Account
type Code 2 describes the account type affected for credits and the “io” account for transfers (see A.17.2).

6.4.2 Amount transaction (bit 4)

The Amount fransaction data element is a constructed data element (see 5.4.3) of three paris totalling 16
positions:

a) Currency code amount fransaction, n 3;
b) Currency minor unit amount transaction, n 1;

¢) Value amount transaction, n 12,

6.4.3 Amount reconciliation (bit 5)

The Amount reconcifiation data element is a constructed data element (see 5.4.3) of three parts totalling 16
positions:

a} Currency code amount reconciliation, n 3;
b} Currency minor unit amount reconciliation, n 1,

¢) Value amount reconciliation, n 12.

6.4.4 Amount cardholder billing (bit 6}
The Amount cardholder billing is a constructed data element (see 5.4.3) of three parts totalling 16 positions:
a) Currency code amount cardholder billing, n 3;

b} Currency minor unit amount cardhelder billing, n 1;

Licensed to Boyle Fradnckson &.C. 7 Mr, Gratg
180 Store arder #: 10-102460% Dovenloaded ' 2000.03- 11
Single vser Heance only, copying and nebroiking prohikitad

© IS0 2003 — All rights reserved 45

_Page 53 of 204




ISO 8583-1:2003(E)

c) Value amount cardholder billing, n 12.
The Arotnt caldholder bitling dala element inay be used la

—  Provide the Amount fransacfion expressed in the currency of the cardholder in a response message, e.g.
for printing on a receipt;

Provide the Amount transaction expressed In the currenoy of the cardholder in a request, advice or

notification message when it Is different from both the currency of transaction and currency of
reconciliation.

6.4.5 Amount cardholder billing fee (bit 8)

The Amount cardholder billing fee is a constructed data element (see 5.4.3) of three parts totalling 12
positions:

a) Currency code amount cardholder billing fee, n 3;
b) Currency minor unit amount cardholder billing fee, n 1;
c) Value amount cardholder billing fee, n 8.

The Amount cardholder billing fee data element may be used to provide cardholder fee information in a
Financial Presentment response, e.g. for printing on a receipt.

6.4.6 Date and time local transaction (bit 12)

The Date and time local ifransaction is a constructed data element (see 5.4.3) of two paris totalling
14 positions:

a) Date local transaction, n 8 format CCYYMMDD:
bY Time local transaction, n 6 format hhmmss.

These parts provide the local year, month, day and time in which the transaction takes place at the card
acceptor location in Authorization messages and Financial Presentment messages.

In all other message classes, it is the year, month, day and time set by the initiator of the first message in the
transaction.

In all cases it shall remain unchanged throughout the lifetime of the transaction,

6.4.7 Message error indicator (bit 18)

The Message error indicator data element is a constructed data element {see 5.4.3) of up to ten sets of values.
Each set of values shall define a single error condition and shall consist of six parts totalling 14 positions:

a) Error severity code, n 2;

b) Message error code, n 4;

c¢) Daia efementinerror, n 3;

d) Dafa sub-element in error (in constructed data element), n 2;

e) Datasef identifter in error (in composite data element), b 1;

fy  Dataset bit or tag in error (in composite data element), b 2,
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The Error severity code shall contain a value of 00 to denote a rejecied message. Additional values may be
set by bilaleral agreement lo denote a message that was accepted and processed, but contalned invalid data
I non crilical efemernls,

The Message error code shall contain a code identifying the error condition, such as missing data or non-
numeric data. Refer o Clause A.10 Tol a list ol Inessage entor codes,

The Data element in error shall contain the data element number (001-128) from the mesgage bil map in
which the erroneous data exists.

The Data sub-element in error shall contain a value of zeroes If the data element in error is a primitive or
composite data elemont. If the data clement in error is a constructed data element, the data sub-element in
error shall contain the part of the element that is in error.

The Dataset identifier in error shall contain a value of zeroes if the data element in error is a primitive or
constructed data element, If the data element in error is a composite data element, the dataset identifier in
error shall contain the dataset identification number, in binary format, in which the erroneous data occurs.

The Dataset bit or tag in error shall contain a value of zeroes if the data element in error is a primitive or
constructed data element. [f the data element in error is a composite data element, the dataset bit or tag in
error shall contain the dataset bit number or tag number, in binary format, of the erronecus data.

The above parts may be repeated several times, so that up to ten different error conditions per message may
be reported in this data element.

Tables 7, 8, and 9 show examples of typical error situations.

EXAMPLE 1 s an error in a primitive data element. 1t Is assumed that the receiver rejects a message because
Message reason code does not contain a valid value. The receiver shall format the Message error indicator data element
as follows;

Table 7 — Error in a primitive data element

Data element Value
Error severity code 0o
Message error code 0003
Data element in error 025
Data sub-element in error 0o
Dataset identifier in error 00 (binary format)
Dataset bit or tag in error 0000 (binary format)
EXAMPLE 2 Is an error in a constructed data element. It is assumed that the receiver rejects a message because

Criginal amount fransaction contains non-numeric data. The receiver shall format the Message error indicator data
element as follows:

Table 8 — Error in a constructed data element

Data element Value
Error severity code 00
Message error code 0004
Data element in error 030
Data sub-eiement in error o1
Dataset identifier in error 00 {binary format)
Dataset bit or tag in error 0000 (binary format)
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EXAMPLE 3 Is an error in a composite data element. It is assumed that the recsiver rejects a message because the
Cardholder certificate serial number is missing. The receiver shall format the Message error indicator data element as
follows-

Table 9 — Error in a composite data element

Data element ‘ MV.alue - .
Error severity code 0o
Message error code 0001
Dala element! In error 034
Data sub-element in error 00
Dataset identifier in error 72 (binary format)
Dataset bit or tag in error 0002 (binary format)

6.4.8 Transaction life cycle identification data (bit 21)

The Transaction life cycle identification data data element is a constructed data element (see 5.4.3) of 4 parts
totalling 22 positions:

a) Life cycle support indicafor, ans 1;

by Life cycle frace identifier, ans 15;

¢} Life cycle fransaction sequence number, n 2;
d) Life cycle authentication token, n 4.

Transaction life cycle identification data is a unique identifier used to match transactions across message
classes, e.g. authorization to financial presentment or financial presentment to chargeback. It shall contain the
same value in all message classes throughout a transaction's life cycle. For the use of this data element in
transaction matching, see 9.3,

Life cycle support indicator is a one digit message class code indicating the point in a transaction’s life when
the Life cycle trace identifier was allocated, e.g. 1 for authorization, 2 for financial presentment.

Life cycle trace identifier formatting and the institution that assigns it are defined by bilateral agreement.

Life eycle support indicator and Life cycle trace identifier are allocated at the first point in a transaction's life
cycle in which it travels between the acquirer and the card issuer. Once assigned, the Life cycle support
indicafor and Life cycle frace identifier shall be present in all subsequent messages related to the transaction
{e.g. responses, acknowledgements, chargebacks, reversals, refrievals etc.) and shall contain the same value
as those originally assigned.

Life cycle iransaction sequence number may be assigned by the acquirer following the receipt of an
autherization and prior to the submission of the financial presentment.

a) Where a single authorization was obtained covering a number of financial presentments, (e.q. in the
airline industry an acquirer may obtain one authorization when a single card is used to purchase multiple
tickets at the same time), the acquirer may then submit multiple financial presentments, one for each
ticket. Each financiat presentment shall contain the same Life cycle trace identifier and an incrementing
value in Life cycle transaction sequence number (e.g. 01, 02, etc.).

Licensed to Boyle Fradnckson 3 .G/ Mr Gratz
150 Store oider £ 10- 10234509 Downloaded: 2009-05-11
Single user licence only, copying and networking prohibited

48 ® ISC 2003 — All rights reserved
Page 56 of 204



ISO 8583-1:2003(E)

b) Where multiple authorizations were obtained covering a single financial presentment, (e.g. in the hotel
industry where an acquirer obtains several authorizations when a cardholder chooses to extend his stay)
the acyulrer may.

1) assign the same non-zero value to Transaction life cycle identification dafa for each authorization
and submit the same value In the financlal presentment;

2) alternatively, assign different values lo lhe Transaction life cycle identification data for oach
authorization and lhen submil a single financial preseniment where the Transaction life cycle
identification data of the final authorization obtained shall be used.

Life cycle authentication token is assigned by the card issuer when the transaction is authorised. The acquirer
returns it in the following financial presentment message. It is used as a quick means of ensuring that critical
data elements contain the same values in the authorization and financial presentment. The card issuer
creates it by applying a mutually agreed algorithm to the contents of specific data elements in the
authorization request message. The acquirer then submits the same Life cycle authentication foken in the
financial presentment. Upon receipt of the financial presentment, the card issuer applies the same algorithm
and checks to see if this new result equals the Life cycle authentication token submitted by the acquirer. If so,
the card issuer may assume that the values of the critical data elements are the same between the
authorization and financial presentment.

The Life cycle fransaction sequence number and Life cycle authenfication foken may be omitted if mutually
agreed by the transaction participants. If omitted, these data elements shall contain all zeroes.

6.4.2 Point of service data code (bit 22)

6.4.91 Overview

The Point of service data code is a constructed data element {see 5.4.3) of 4 parts totalling 16 binary
characters:

a) Card reading method used at POS, b 4;

b) Cardholder verification method used at POS, b 4;

¢} FPOS environment, b 4;

d) Securify characteristics, b 4.

The Paint of service data code is used to indicate how the transaction was completed at the point of service,

The data provided by this data element, in conjunction with that provided in Point of service capability, allows
card issuers to make appropriate authorization and chargeback decisions.

6.4.9.2 Card reading method used at POS

The actual method used to obtain the data depends on a number of factors. A.16.1 gives the bit positions
indicating the card reading capabilities actually used by the POS or how account data was obtained for this
transaction. The acquirer shall indicate if a transaction is a fallback transaction by setting the appropriate bit.

6.4.9.3 Cardholder verification method used at POS

The actual method used fo verify the cardholder depends on @ number of factors. A.16.2 gives bit positions
indicating the cardhoider verification method actually used by the PCS.
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6.4.94 POS environment

The FOS enviionmenl may Influence (he card lssuel's aulhorizallon declsion. A Uansaclion thal may be
approved at an attended PO3 may, for example, be declined [ the Gtansaction is laking place acioss e
Internet without an acceptable security technique being used.

[he signiflicant faclor, from the point of viow of a card Issuor, Is tho abllity of the card acoeptor to perform card
and cardholder security checks, e.g. any ICC checks, or to compare any signatures with that on tho card and
possibly pick up the card if requested to do so.

For the purposes of this part of ISO 8583:

— attended POS is where the card, cardholder and card acceptor are all present;

— unattended POS is where any one of either the card, cardholder or card acceptor are not present.
The options that this part of ISO 8583 defines are:

a) unknown, where the acquirer has no information as to the POS environment for this transaction;
b) attended POS, where it is known that the card, cardholder and acceptor are all present;

¢) unattended unknown, where it is known that one or other of the card, cardholder or acceptor are not
present but it is not known what type of unatiended transaction this is;

d) mail order/telephone order, where the transaction completes using a network (such as the telephone
network or postal network) where there is no direct communication links possible with the cardholder or
the card;

e) electronic commerce, where the transaction is conducted using the Internet. Electronic commerce dafa
indicates which security technique has been used. If an ICC has been read, then /nitegrated circuit card
(ICC) systems related data may also be present;

f) mobile commerce, where the transaction is conducted using a mobile phone operator’s network (either
completely or as a gateway to the Internet). Electronic commerce data indicates which security technique
has been used. If an ICC has been read, then Infegrated circuit card (ICC) systems related data may also
be present;

g) recurring (or periodic) transaction, where a cardholder has lodged card details with a card acceptor who
submits transactions on a periodic basis, e.g. subscriptions and utility bills efc.;

h) stored details, where card details are stored with the retaiter and called upon as transactions are
performed, e.g. hotel reservations, Internet wallets and RFID tokens;

i} CAT, which is an automated device that is operated solely by the cardhoider, e.g. an automated fuel
dispenser;

iy ATM, which is a specific type of CAT but is separately identified due to the higher fraud risks associated
with cash. The location of an ATM is also significant, e.g. whether on or off the premises of a financial
institution;

k} deferred transaction, where the financial presentment takes place after an agreed period of time has
elapsed;

I} Instalment transaction, where a fixed number of financial presentment transactions are submitted, usually
at agreed intervals.

A.16.3 gives the bit positions indicating the actual environment where the transaction took place.
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6.4.9.5 Security characteristics

Tor unattended transactions, the securily chalaclerislivs of the sammunicalions link belween lie cardholdor
and the card acceptor are & factor in card issuer authorizalion and chargeback decision processes. A.18.4
gives the bit positions indicating the security characteristics applicable to the transaction.

8.4.10 Point of service capability (bil 2T)

6.4.10.1 Overview

Point of service capabilily is a constructed data element of 11 paris totalling 27 positions:
a) POS card reading capability, b 4;

b) POS cardholder verification capability, b 4:

c) Approval code length, n 1;

d) Cardholder receipt data length, n 3;

e) Card acceptor recelpt data length, n 3;

Ty Cardholder display data length, n 3;

g) Card acceplor display data length, n 3;

h) ICC scripts data length, n 3;

iy  Magnetic stripe track 3 rewrite capability, a 1 (¥ or N only};
iy Card capture capabifity, a 1 (Y or N only);

k} PIN input length capability, b 1.

For d}, e), f), g} and h), a length of 000 indicates that the POS does not suppert card issuer input for this
option and a length of 999 indicates that the POS capability is unknown

The Point of service capabilily data element is used to indicate the capabilities of the point of service.

The use of the data provided by this data element in conjunction with that provided in Point of service data
code allows card issuers to make appropriate authorization and chargeback decisions.

The growing variety and complexity of transactions is creating the need for the card issuer to be able to send
data back fo the POS, either for the cardholder, the card acceptor staff, or to update the storage medium on
the card, e.g. the ICC via script processing.

To support these requirements, it is necessary for the card issuer to be aware of the limitations of the POS in
terms of the amount of data it can accept and the output oplions it can support.

Additional response data shall be used to return display or receipt details (see 6.5.3). Any ICC data shall be
returned in Integrated circuit card (ICC} systems related data and any track 3 data shall be returned in Track 3
data. The Action code indicates if a card is to be captured or not.

6.4.10.2 POS card reading capability

A card issued to a cardholder may support several different reading technologies to hold infermation about the
account and the cardholder. It is inevitable that cards will be used in points of service where support for the
latest technologies may not yet be available. A.15.1 gives the code values indicating the card reading
capabilities of the POS,
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6.4.10.3 POS cardholder verification capability

A card [ssuer mmay supporl a number of cardholder verificallon melhods, depending on lhe lechnologles
available on the card. The capabilities of the POS may not be as advanced as he capabililies of Be card in
supporting all the different techniques for verifying the cardholder. The cardholder verification capabilities of
lhe POS ale given in A.15.2.

6.4.10.4 PIN inpul length capabilily

The capability of the POS (or ATM) to accept PIN digits input by the cardholder is given as a single binary
number where the value indicates the number of PIN digits which can be captured. A value of all zeroes
Indlcates that the capture capability is unknown.

6.4.11 Amounts original (bit 30)

The Amounts original data element is a constructed data element {(see 5.4.3) of two parts totalling
32 positions:

a) Original amount fransaction, n 16;
b) Original amount reconciliation, n 16.
Both amounts shall consist of three parts format totalling 18 positions each, as foliows:

— Currency code, (Original amount transaction or Original amount reconciliation), n 3;
— Currency minor unit, {Original amount transaction or Original amount reconciliation), n 1;

— Value, (Original amount transaction or Original amount reconciliation), n 12.

Absence of data shall be indicated by zerces. These parts shall be used when attempting to partially reverse
or partially chargeback a previous transaction or to perform a partial approval and shall contain the original
amounts. They shall also be used when performing replacement or supplementary authorizations. The new
transaction amounts shall be in the appropriate data elements. These amounts are for information only and
shall not be used in the calculation of reconciliation totals.

6.4.12 Acqguirer reference number (bit 31)

The Acquirer reference number is a constructed data element (see 5.4.3) consisting of five parts totalling
23 positions:

a) Userformat identifier, n 1,
b} Acquirer number, n 8,

¢) Julian processing date, n 4;
d) Segquence number, n 11;

e) Luhn check digit, n 1.

6.4.13 Amounts fees (bit 46)

The Amounts fees data element is a constructed data element (see 5.4.3) of up to six sets of values. Each set
of values shall consist of four parts totalling 36 positions:

a) Fee lype code, n 2. (see Clause A.8);

b) Amount fee, xn 13;
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c) Conversion rate fee, n 8;

d)y  Amedni 1econcifiation fee, < 13

The second and fourth parts shall both consist of three parts totalling 12 positions, as follows:
— Currency code, (Amount fee or Amount reconciliation fae), n 3;

— Currency minor unit (Amount fee or Amount reconciliation fee), n 1;

— Value, {Amount fee or Amount reconciliation fee}, n 8.

6.4.14 Amounts additional (bit 54)

The Amounts additional data element is a constructed data element {see 5.4.3) of up to six sets of values.
Each set of values shall consist of three parts totalling 21 positions:

a) Account fype addifional amounits, an 2 (as defined in positions 3 and 4 or positions 5 and 6 of the
processing code data element (see A.17.2);

b) Amount fype additional amounts, an 2 (amount type code values are in Clause A.4);

c) Amount additional amounts, xn 17.

The third part, (the Amount additional amounts data element) shall consist of three parts totalling 16 positions:
— Currency code amount additional amounts, n 3;

— Currency minor unit ammount additional amounts, n 1;

—  Value amount additional amounts, n 12.

6.4.15 Original data elements (bit 56)

The Original data efements is a constructed data element (see 5.4.3) of four parts of up to 41 positions:
a) Original message lype idenfifier, n 4;

bY Original system frace audit number, n 12;

¢) Original dafe and time local fransaction, n 14;

d) Original acquiring institution identification code, n 11.

Absence of data shall be indicated by zeroes. The length of the variable length sub-element Criginal acquiring
institution identification code is determined from the overall length of this data element.

6.4.16 Amounts original fees (bit 66)

The Amounts original fees data element is a constructed data element (see 5.4.3) of up io six sets of values.
Each set of values shall consist of four parts totalling 36 positions:

a) Original fee type code, n 2 (see Clause A.8);
b) Original amount fee, xn 13;
c) Original conversion rate fee, n 8;
d) Criginal amount reconciliation fee, xn 13.
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These parts shall be used when attempting to partially reverse or partially chargeback a previous transaction,
or to perform a partial approval and shall contain the original fee amounts. The new fee amounts shall be in
the approptiale dala elements [he orlglngl lee amnounis ae (o Infonnalion only and shall 1ol be used i e
calculation of reconciliation lolals.

[he second and fourlh paile (the Otigital amount fee and Original amount teconiciliation fee dala elemenls)
shaoll both consist of three paorts totalling 12 positions:

— Currency code, (Original amount fee or Original amount reconciliation fee), n 3;

—  Qurrency minor unit (Original amount fee or Original amount reconciliation fee), n 1;
— Value, (Original amount fee or Original amount reconciliation fee), n 8.

6.4.17 Batchi/file transfer message control {bif 68)

The Baifch/file transfer message conirol data element is a consfructed data element (see 5.4.3) of two paris
fotalling 9 positions:

ay Baftch/ffile transfer acknowledgement code, an 1 {see Clause A.6);
b} Baich/file transfer message sequence number, n 8.

See 8.16.4.2 and 8.17.4.2 for additional information.

6.4.18 Batch/ffile transfer control data (bit 69)

The Batch/ffile transfer control data data element is a constructed data element (see 5.4.3) of two parts
totalling 40 positions:

a) Bailchffile transfer message count, n 8;
b) Balch/file transfer file identification, ans 32.

See 8.16.4.3 and 8.17.4.2 for additional information.

6.4.19 File transfer description data (bit 70)

The File transfer description data data element is a constructed data element (see 5.4.3) of three parts
totalling 18 positions:

a) File transfer file size, n 6;
b) File transfer elementary data record count, n 6;
c) File transfer remaining elementary data record count, n 6.

See 8.17 4.4 for additional information.

6.4.20 Reconciliation data primary (bit 74)

The Reconciliation data primary data element is a constructed data element (see 5.4.3) of 12 parts (containing
all the individual values needed to calculate Amount net reconciliation) totalling 156 positions:

e} Credits amount, n 16;
b) Credits number, n 10;
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c) Credits chargeback amount, n 16;
) Credite chargeback number, 1 10;
e) Credits reversal amount, n 18;

fy  Credits reversal number, n 10;

g) Debits amount, n 16;

h) Debits number, n 10;

iy Debils chargeback amount, n 16;
i}y Debits chargeback number, n 10;
k) Debits reversal amount, n 16;

I} Debits reversal number, n 10.

The currency code and the associated currency minor units applicable to these data elements are the ones
applicable to Amount net reconciliation (see 6.4.22).

6.4.21 Reconciliation data secondary (bit 75}

The Reconciliation data secondary data element is a constructed data element (see 5.4.3) of @ parts totalling
90 positions:

a) Authorizations number, n 10;

b) Authorizations reversal number, n 10;
¢) [Inquiries number, n 10;

d) Ingquiries reversal number, n 1Q;

e) Fee colfections number, n 10;

f)  Payments number, n 10;

g) Paymenis reversal number, n 10;

h)y Transfers number, n 10;

i)  Transfers reversal number, n 10,

6.4.22 Amount net reconciliation {bit 97)

The Amount net reconciliation data elemont ie a constructod data olomont (soc 5.4.3) of three paris totalling
21 positions:

a) Currency code amount net reconciliation, n 3;
b)Y Currency minor unit amount net reconciliation, n 1;
o) Value amount net reconcifiation, ¥n 17.
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6.4.23 Reconciliation fee amounts {bit 109/110)

fhe Reconcifiaflon fee amounis credit and Recanciliation fee amounts dehit data elements are hath
constructed data element (see 5.4.3) of up to six sets of values, Each set of values shall consist of three parts
totalling 24 positions:

a) fFeelype code, n 2 (see Clause A.B);

b} Amount fee fotal, n 12;

c) Number fee tofal, n 10.

Fees are accumulated for reconciliation in one of two data elements. The currency code and the associated

currency minor units applicable {o these data elements are the ones applicable to Amount net reconciliation
{see 6.4.22),

6.5 Specific requirements for composite data elements

6.5.1 Electronic commerce data (bit 34)
The Electronic commerce data element is a composite data element (see 5.4.4) where data from digital

certificates and public key cryptography systems used in support of a transaction is exchanged between
acquirers and card issuers. Table 10 lists the sub-elements, which may be present.

Table 10 — Elecfronic commerce sub-elements

Bit | 34 | Datasetdentifier | 71 |  Account based digital signature without certificate
Dataset bit Name Format Representation
1 Continuation bit
2 Account based digital signature LLVAR b..90
3-15 Reserved for 1ISO use
16 Multiple TLV sub-elements LLLVAR b..255
Bit | 34 | Datasetidentifier | 72 | Public key certificate authentication data
Dataset bit Name Format Representation
1 Continuation bit
2 Cardholider certificate serial number LLVAR b..16
3 Card acceptor certificate serial number LLVAR b..16
4 XD b 20
5 Transstain b 20
6-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255
Tag 80 Authentication code TLY ansb..50
15 Biore ordes & 10 1950600 Dot iohied. 50090511
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6.5.2 Card acceptor name/location (bit 43)

The Card acceptor name/location cdata slement Is a composite data element (see & 4 4) containing information
related to the card acceptor, such as name, city, and phons number, Table 11 lists the sub-elements, which
may be present.

Table 11 — Card acceplor name/location sub-elements

[ Bt | 45 | Datasetidentiier | 71 | Card acceptor nameflocation data
Dataset bit Name Condition Format Representation
1 Contlnuation blt
2 Card acceptor name Vi LLVAR ans..50
3 Card acceptor street address LLVAR ans..89
4 Card acceptor city M LLVAR ans..50
5 Card acceptor state, province, or region code ans 3
6 Card acceptor postal code ans 10
7 Card acceptor country code vt al
8 Card acceptor phene number ans 16
9 Card acceptor customer service phone number 03 ans 16
10 Card acceptor additional contact information LLVAR ans..30
11 Card acceptor internet URL o1 LLLVAR ans..255
12 Card acceptor e-mail address 02 LLVAR ans..99
13-15 Reserved for 1SO use
16 Multiple TLV sub-elements LLLVAR b..255
Tag 81 Card acceptor additional address information TLV an..256

Table 12 defines the mandatory and conditional codes applicable to Card acceptor name/location sub-
elements, Sub-elements may be mandatorily present, conditionally present or optional.

a} "M"{mandatory) signifies that the sub-element is required.

b) If the condition identified in Table 12 applies, then the sub-element shall be present, otherwise its is
subject to bilaterat agreement. ‘

Nothing prohibits the use of any of the data (or TLV) objects specified as mandatory and/or conditional or
optional within the Card accepfor name/location data element. The use of these additicnal sub-elements is
subject to bilateral agreement.

Table 12 — Card acceptor name/location condition codes

Code Condition
— Optional
M Mandatory
01 Mandatory if POS data (DE22) indicates an electronic commerce transaction and an e-mail address is not
available
0z Mandatory if POS data (DE22) Indilcates an electronic commerce transaction and an intemet URL is not
available
03 Mandatory if no other specific contact data is available
Licansed to Boyle Fradickson 5 .C 7 M Gralz
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6.5.3 Additional response data (bit 44)

[he Additfonal response data data element 15 a composite data slement (see & 4 4) which informs the card
issuer of the capabilities of the POS to support the printing and or display ¢f data from the card igsuer. The
data to be printed or displayed is returned to the POS in this data element. Table 13 lists the sub-elements,
which may be present

The potential maximum length of all the sub-elements exceeds that of this data element. It is up to the card
issuer to adjust the lengths of the individual sub-elements to ensure the maximum length of this data element
is not exceeded,

Table 13 — Additional response sub-elements

Bit l a4 | Dataset identifier I 71 I Additional response data
Dataset bit Name Format Representation
1 Continuation bit b1
2 Cardholder receipt data LLVAR ans..bBo
3 Card acceptor receipt data LLVAR ans..99
4 Cardholder display data LLVAR ans..99
5 Card acceptor display data LEVAR ans..99
6 Card issuer telephone number ans 16
7-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..255

6.5.4 Verification data (bit 49)

The Verification data data element is a composite data element (see 5.4.4) containing additional data used to
support the identification of someone {e.g. cardholder) or something (e.g. account existence) through the use
of address verification, account verification or other identification, such as a driver's license.

Table 14 lists the sub-elements that may be present in a request and Table 15 lists the sub-elements that may
be present in a response.

Table 14 — Verification request data

Bit 1 49 I Dataset identifier l 71 I Verification request data
Dataset bit Name Format Representation
1 Continuation bit
2 Card verification data n4
3 Cardholder billing street address ans 40
4 Cardholder billing postal cede ans 10
5 Cardholder billing address compressed ans 16
6 Additional identification type ni
7 Additional identification reference number LLVAR ans..30
8-15 Reserved for ISO use
16 Multiple TEV sub-slements LLEVAR L..255
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Table 15 - Verification results data

Bt | 49 | Datasoetidontifior | 72 | Verification results data
Dataset bit Name Format Representation
1 Cantinuaticn bit
2 Address'veriricalion resull cude an |
3-15 Reserved for IS0 use
16 Multiple TLV sub-elements | LLLVAR b..255

6.5.5 Integrated circuif card (ICC) related data (bit 55)

The Integrated circuit card (ICC) related data data element is a special form of a composite data element (see
2.4.4) used to transmit ICC related data from the ICC to the card issuer and from the card issuer to the |CC.

If the data is in accordance with [SO 7816-6, there is no requirement for a dataset identifier or dataset bit map
as these functions are covered by the 1SO 7816-6 TLV coding structures. The result is that the dataset
identifier is replaced by the T element, the dataset length by the L element and the sub-elements by the V
element.

The ICC data may consist of either a constructed data object and/or a series of individual data objects as
specified in 1S0O 7816-6.

If the data Is in accordance with 1SO 7816-6 and pertains to a single application, the data may be wrapped in
a constructed data object. Data structures not in accordance with 1SQ 7816-6 are subject to bilateral
agreement.

if the data pertains to more than one application, the data for each application shall be grouped together and
shall be wrapped by a constructed data object for the length of the data for that application.

Tags may be in any order. Tags are application specific so that the same tag may appear in more than one
application and have different meanings in each application. The constructed data objects may have the same
or different tag values. It is up to the card issuer to determine how to process each application.

Figure 9 shows how a typical ISO 7816-6 compliant single application might be constructed where there is no
application constructed data wrapped around the application objects.

Figure 10 shows how two typical ISO 7816-6 applications might be constructed where both have to be
wrapped in constructed data objects. The constructed data object tags of 70 and 71 are used within the figure
for iflustrative purposes only and are not meant to imply any specific usage or purpose in implementations of
this part of 1ISO 8583.

The values for the tag and length elements in Figures 9 and 10 are given as the hexadecimal equivalent of the
relevant binary values. The length of bt 55 |s given as a 4 digit humeric value.

Length of DEbS TLV coded data objects in any order
T Ly Vi Tz Lo Va Ta L3 V3
0035 4F 10 AlD 5A OA FAN 9A 03 Date

Figure & — A single application with no constructed data object present
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Length

of Two spplicalions encapsulated In construcled data objects
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Figure 10 — Two applications each encapsulated within a constructed data object
6.5.6 Transaction specific data (bit 104}

6.5.6.1 Overview

The Transaction specific data element is a composite data element (see 5.4.4) containing data related to the
non-financial aspects of a transaction.

Financial transaction cards are being used in an increasing number of transactions where additional, non-
financial data is being collected as part of value added services provided by the card issuer. There is a wide
and growing range of such additional data covering many differing business environments, e.g. airline itinerary
data or purchasing card data with its supporting tax data.

Much of the additional data is industry specific and therefore only a small selection will ever accompany any
one fransaction. Non-financial data elements are assigned to industry specific datasets as follows (see
Table 18).

Table 16 — Transaction specific datasets

Industry Dataset identifier See subclause
Free form description data 71 6.5.6.2
Invoice data, at header and line item detail level 72173 6.5.6.3
Airline itinerary data 74175 6.56.4
Auto rental/vehicle data 76 6.5.6.5
Lodging data 77 6.56.6
Fleet card data 78 6.56.7

6.5.6.2 Free-form description data

Acquirers and card issuers may need to exchange transaction description data that supports an industry or
program that is not defined in existing Transaction specific data dataset |1Ds. In order to respond quickly to
these new business opportunities, the parties involved may agree to a proprietary format for this new data and
exchange it by means of the free form description data (see Table 17).

Table 17 — Free-forin description data

Bit 104 Dataset identifier | 7 ! Free-form description data
Dataset bit Name Format Representation
1 Continuation bit b1
2 Free-form description data LLLVAR ans. 999
3-15 Reserved for ISO use
16 Multiple TLV sub-elements LLLVAR b..265
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6.5.6.3 Invoicing data

Qurds are Increashigly belny lssued lo compaty buyhy deparlnenls and are used axlensively lo purchase
busincas supplies, 1he use of cards in this environment can reduce companies' administrative costs In raising
invoices. To be effective, the resultant reporting has to meet the requirements of the tax authorities. Table 18
and Table 18 details the data that is requited lo neel e 1elevanl business and lax repotting requitcinenls
The dala In Table 19 wlll be repeated for each ltem on an Involce

Table 18 — Invoicing header data

Bit | 104 I Dataset identifier f 72 | Invoicing header data

Dataset bit Name Format Representation
1 Centinuation bit
2 Invoice tax Indicator 0 = Taxnotincluded | n1

1 = Tax included
3 Invoice cardholder order reference number LLVAR an..22
4 Invoice cardholder's tax reference number LLVAR an..13
5 invoice card acceptor invoice reference number LLVAR an..12
6 Invoice card acceptor tax reference number LLVAR an..20
7 Invoice amount total tax n12
8 inveice amount bottom line discount n1i2
9 Invoice destination postal code LLVAR an..10
10 Invoice ship from postal code LEVAR an..10
11 Involce destination country code an3
12 Invoice order date CCYYMMDD ng
13 Invoice amount freight including tax n12
14 Invoice cost centre LLVAR a..20
15 Invoice customer reference LLVAR ans..20
16 Invoice card acceptor order number LLVAR an..15
17 Coentinuation bit
18 Invoice value excluding tax n1i2
19 Inveice original invoice number LLVAR an..15
20 Invoice card acceptor customer reference number LLVAR an..17
21 Invoice freight tax rate n4
22 Invoice amount freight excluding tax niz
23 Invoice card acceptor type ans 4
24 Invoice amount duty niz
25 Continuation bit
26 Invoice destination state/province code ans 3
27 Invoice amount alternate tax n12
28 Invoice amount alternate tax indicator Y = yes as 1

N =no

Space = unknown
29 Invoice alternate tax identifier ans 15
30-31 Reserved for SO use
32 Multiple TLV sub-elements LLEVAR b..255
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Table 19 — Invoicing line item data

it | 104 | Datasetidentifior | 73 | Invoicing line item data
Dataset bit Name Format Representation
1 Contintiation bit
2 Line ilern dalasel sequence number b2
3 Line item commodity code LLVAR an..16
4 Line item product code LLVAR an..15
5 Line item descriptor L1 VAR an..40
6 Line item unit of measure LLVAR a.12
7 Line item unit price excluding tax LLVAR n..12
8 Line item product quantity LLVAR n..12
g Line item amount discount ni2
10 Line item tax rate ns
M Line item value excluding tax niz2
12 Line item value including tax ni2
13 Line item amount tax ni2
14 Line item quantity minor unit n i
15 Line item discount indicator Y = yas as 1
N=no
Space = unknown
16 Line item tax type ans 4
i7 Coentinuation bit
18 Line item value debit/credit indicator D = Debit as 1
C = Credit
Space = unknown
19 Line item discount rate ans 5
20-23 Reserved for ISO use
24 Multiple TLV sub-elements LLLVAR b..255
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the dala deflhed I Table 20 and lable 21 gives lhe dala necessary lor card lssuers lo provide bavel
reporting scrvices to cardholders and their employers, The data in Table 21 will be repeated for each ley of a

journey.
Table 20 — Airline itinerary data
Bit 104 Dataset identifier | 74 | Airline itinerary data — 1
Dataset bit Name Format Representation
1 Continuation bit
2 Airline ticket number LLVAR an..15
3 Airline carrier name LLVAR an..f9
4 Airline travel agency code an 8
5 Airline ticket agency name LLVAR an..2b
6 Airline plan number an 2
7 Afjrline invoice number an 6
8 Airline original currency code n3
9 Airline passenger name LLVAR ans..29
10 Airline customer reference LLVAR ans.. 20
1 Airline amount original invoice n12
12 Alrline ticket issue address LLVAR ans..16
13 Airline date ticket issue CCYYMMDD nag
14 Airline amount total fare ni2
15 Alrline amount tota! fees n12
16 Airline amount total taxes n12
i7 Continuation bit
18-23 Reserved for SO use
24 Multiple TLV sub-elements LLLVAR b..285
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Table 21 — Airline journey data

Bt | 104 | Datasetidentiier | 76 | Alriine Wnerary data 2
Dataset bit Name Format Representation
1 Cunlluualsun bil
2 Ihp leg dataset sequence number b2
3 Trip leg number o n2
4 Trip l.e‘é éeparture airport an 5
5 Trip leg carrier code an 2
6 Trip leg fare basis code LLVAR an.,15
7 Trip leg class of travel an 2
8 Trip leg stop over code an 1
9 Trip leg destination code anb
10 Trip leg date of travel CCYYMMDD n8
11 Trip leg amount departure tax n1i2
12 Trip leg conjunction ticket number LLVAR an..15
13 Trip leg exchange ticket number LLVAR an..15
14 Trip leg coupon number ans 1
15 Trip leg flight number ans 5
16 Trip leg depariure time nd
17 Continuation bit
18 Trip leg departure tirme segment code A=am. as 1
P=p.m.
space = unknown
19 Trip leg arrival time nd
20 Trip leg arrival time segment code A=am. as 1
P =p.m.
Space = unknown
21 Trip leg amount fare niz
22 Trip leg amount fees niz
23 Trip leg amount taxes ni2
24 Trip leg endorsements/restrictions LLVAR ans..20
25 Continuation bit
26-31 Reserved for 1SO use
32 Multiple TLV sub-elements LLLVAR b..255
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The data in Table 22 is used lo provide vehilde renlal reporting services lo cardholdets and el employers.

Table 22 — Auto rental/vehicle data

Bit 104 Dataset identifier | 76 | Auto rentalivehicle data

Dataset bil Naine Format Representallon
1i Continuation bit
2 Auto rental address LLVAR ans..26
3 Auto rental date CCYYMMDD n8
4 Auto rental time HHMM n4
5 Auto return address LLVAR ans..26
6 Auio return date CCYYMMDD nsg
7 Auto return time HHMM n4
8 Auto rental distance ns
2] Auto distance unit of measure K = kilometres a

M = miles
10 Auto rental agreement reference LLVAR ans..25
11 Auto vehicle registration number an 17
12 Auto odometer reading ng
13 Auto renter name LLVAR ans..29
14 Auto return city LLVAR ans..18
15 Auto retum statefprovince ans 3
16 Auto return country ans 3
7 Continuation bit
18 Auto return location identifier ans 10
19 Auto customer service toli-free phone number ans 16
20 Auto rental rate n1i2
21 Auto rental rate time period D = daily as 1

W = weekly

M = monthly

Space = unknown
22 Auto maximum free miles/kilometres n4
23 Auto amount vehicle insurance niz
24 Auteo vehicle insurance indicator Y = yes as 1

N = No

Space = unknown
25 Confinuation bit
26 Auto amount adjusted niz
27 Auto amount adjusted indicator code as 1
28 Auto program code ans 2
29 Auto rental ity LI VAR ans .18
30 Auto rental state/province ans 3
H Auto rental country ans 3
3z Auto rental location identifier ans 10
33 Continuation bit
34 Auto rental class identifier ans 4
35-39 Reserved for 1SO use
40 Multiple TLV sub-elements LLLVAR b..255
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6.5.6.6 Lodging data

The dala in Table 23 s used W repall nfonmalion regarding lodyging (holel, molel, ele.) ransactions.

Table 23 — Lodging data

BiL 104 Datasel Identifler | 77 l Lodglng data
Dataset bit Name - Format Representation
1 Continuation bit b1
2 Lodging customer service toll-free phone number ans 16
3 Lodging date arrival CCYYMMDD ng
4 Lodging date departure CCYYMMDD ng
5 Lodging folio number ans 10
6 L odging facility phone number ans 16
7 Lodging amount billing adjustment ni2
8 Lodging amount room rate n12
9 Lodging amount room tax n1i2
10 Lodging program code ans 2
11 Lodging amount phone charges niz
12 Lodging amount restaurant/room service niz
13 l.odging amount bar/mini-bar niz
14 Lodging amount laundry/dry cleaning niz
15 L.odging amount other services niz
16 Lodging amount other services indicator ans 3
17 Continuation bit b1
18 Ledging amount gift shop niz
19-23 Reserved for ISO use
24 Multiple TLV sub-elements LLLVAR b..255
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6.5.6.7 Fleet card data

The data in Table 24 is used to reporl informalion regarding motor fuel and related purchases involving
company-owned fieets of vehicles

iable 24 ~ Fleat card data

Bit 104 Dataset idantifler | 78 | Fleet card data

Dataset bit Name Format Representation
1 Continuation bit b1
2 Fleet motor fuel oil company brand name n4

3 Fleet motor fuel service type code ans 1
4 Fleet product code LLVAR an..15
5 Fleet unit price excluding tax n1iz2
B Fleet unit price including tax n12
7 Fleet unit of measure LLVAR ans..12
8 Fleet product quantity LLVAR n..12
9 Fleet quantity minor unit n1

10 Fleet line item value excluding tax ni2
11 Fleet line item value including tax nt2
12 Fleet cdometer reading ns

13 Fleet vehicle registration number an 17
14 Fleet driver number/other identification number LLVAR n.17
15 Fleet motor fuel prompt code ni

16 Fleet amount bottom line discount n12
17 Continuation bit b1

18 Fleet amount total tax n1i2
19-23 Reserved for IS0 use
24 Multiple TLV sub-elements LLLVAR b..255

7 Messages and fransactions
7.1 Message protocol

7.1.1 General

This part of ISO 8583 specifies a message protocol, i.e. the circumstances under which particular
messages/transactions shall {or may) be sent, the retationship between one message/traneaction and
another, but not the commercial responsibilities which flow from a particular message/transaction being
transmitted.

7.1.2 Mandatory and conditional data elements

Messages are made up of a number of data elements, as indicated by the bit map. Data elements may be
mandatority presenl, condilionally presenl or oplional in a message, depending on the activity belng
undertaken. The specific conditions applicable to each data element in each message type are defined in
Table 25.
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a) "M" (mandatory) signifies that the data element is required in that message. "ME" (mandatory echo)
signifies the contents shall be returned unaltered in a response message.

b) If the condition identified in [able ?5 applies, then the data element shall be present, otherwise its
inclusion in a message is subject to bilateral agreement.

Nothing prohibits the use of any data slement within any message. Messages may include additional data
elerments to those specified as mandatory and/or conditional. The use of these additional data elements in a
message Is subject to bllateral agreement.

Table 25 — Data element condition codes

Code Condltlon

— Optional.

M Mandatory.

ME Mandatory echo. Shall echo the same data as the original message.

00 Reserved for ISO use.

01 Mandatory if fees affect reconciliation.

02 Mandatory if information is available and not read electronically from the card, e.g. manuai card entry.

03 Mandatory, shall contain the same data as the original authorization (1xx} or financial presentment {2xx)
message.

04 Mandatory if Amount cardholder billing or Amount cardholder bifling fee is present.

05 Mandatory when the reconciliation and transaction currencies differ and this data element were not provided
in the request or advice message.

06 Mandatory if track data is captured at the peint of service.

07 Mandatory if the Primary account number conforms to International Standard [SO 7812.

08 Mandatory in a replacement, previously authorised, refrieval, representment, partial reversal or partial
chargeback, Mandatery in a supplementary authorization, if available.

09 Reserved for ISO use.

10 Mandatory when the forwarding institution is not the same as the institution originating the message.

11 Reserved for IS0 use.

12 Mandatory if transaction affects reconciliation and this data element was not provided in the request or advice
message.

13 Mandatory if the reconciliation is not in balance. Contains the value calculated by the institution sending the
reconciliation advice response.

14 Mandatory if the transaction affects reconciliation and checkpoint reconciliation is used and this data element
was not provided in the request or advice message.

15 Mandatory if available.

16 Mandatery in a response message if the data element was present in the original request or advice message.
If present, it shall contain the same data as the original message.

17 Mandatory in the advice/nofification if the data element was present in the origina! authorization/financial
presentment requestfadvice notification message. If present, it shall contain the same data as the original
message.

18 Mandatory if the approval code is required to be less than six characters.

19 Mandatory when the receiving institution is not the same as the final destination of the message.

20 Mandatory when the Instilution thal precessed {(approved or dented} an aulhorlzatlon or linancial presentmert
is not the same institution identified in the primary account number.

Licensed to Soyle Frednckson 3 € ¢ dr. Gralz

150 Store order £ 10- 1024600 Dovnicaded: 2002-05-11

Single user licence only, copying and nebworking prohibited
638

@ 1S0 2003 — All rights reserved

. Page760f204



1SO 8583-1:2003(E)

Table 25 (confinued)

Gode Gondition
21 Mandatory if a partial approval, declined or rejected transaction,
22 Mandatory if diffaront from Date and time lacal transaction
23 ) ﬁMandaLory if ransaclion affecls recunciliation and checkpoinl reconciliaion used.
24 Mandatory If this message Is used for cutover or checkpoint reconcilialion.
25 Mandatory if this message is used for checkpoint reconciliation,
26 Mandatory for all processing codes except for inquiry services, i.e. processing code 3xxx,
27 Mandatory, shall echo the first two positions of the processing code in the original message.
28 Mandatory if function code indicates card administration.
29 Mandatory if function code is other than card administration.
30 Mandatory in real time transactions.
31 Mandatory if approved.
3z Mandatory if batch/file transfer control data elements do not uniquely identify the file to be loaded.
33 Mandatory once assigned, in all subsequent messages in this fransaction (e.q. responses,

acknowledgements, advices, nofifications and instructions) and all messages in related transactions (e.g.
financial presentments, chargebacks, reversais and retrievals). Shall contain the same value as original

assigned,

34 Mandatory if fee collection is relevant to the life cycle of the transaction.

35 Mandatory in a nefwork management message when Function code indicates a key is being delivered.

36 Mandatory in request response/advice response messages if the receiver detects an error in the
request/repeat or advice/repeat messages.

37 Mandatory in the error notification message if present in the messages that contained the error condition, if
the receiver can parse that message.

38 Mandatory in network management messages that denotes the start or end of a file transfer.

39 Mandatory i messages which are submitted as part of a batch or file transfer.

40 Mandatory in retrieval, chargeback and fee collection messages if provided in an original financial
presentment. Shall contain the same values as used in the original transaction.

41 Mandatory if Function code is not 650 or 651,

42 Mandateory when the transaction is an accumulation transaction and the value applies to all transactions
within the accumulated total.

43 Mandatory if Function code is 111

44 Mandatory if verification involves PAN

45 Mandatory if Function code is 109, 110, 112, or 113
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7.1.3 Message flows

Message llow dlagrains are Included wilh the descriplion ol sach essage olass 1o shiow e relallonships
belweel messayges. The lulluwing syinbols are used in all message flow diagtames.

Ingtitution
Mandatory message  -eeeeeeme
Optional Message meeaae —

Mandatory response —rrraiarern e .

Time

7.1.4 Message errors
There are three types of errors, which may occur when processing messages.
a) The MTI is unrecognizable or the message cannot be parsed.

b) A notification or instruction message is received which can be identified correctly but there are etrors
within the message data elements.

In hoth these cases, there is no response message which can be sent so the error message processing
described in 8.12 should be used,

c) A request or advice message is received which can be identified correctly but there are errors within the
message data elements.

In this case, there is a specified response message available and this shall be sent along with the
Message error indicafor data element (see 6.4.7).

7.1.5 Exception message flows

If the original request/advice/repeat sequence is not responded to for whatever reason, the acquirer shall send
areversal.

If the acquirer gets no response to 8 100 or 200 message and stands in for the card issuer, any resuliing 110
or 220 advice shall follow the reversal transaction. If a late response is received, the acquirer shall ignore it

because a reversal transaction (and possibly an advice) has been sent. Figure 11 shows the exception
message flows.

There are no repeats or reversals for notification or instruction messages.
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request/advice
Acyulrer IHX[ZKX -

Reversal advice

Cad [ssuer

aulL

Figure 11 — Exception message flows

7.1.6 Transaction relationships

Although the activities described in the following clauses are described as stand alone activities, in reality they
are usually linked in support of a single instance of business at a point of service. Figure 12 shows sequences
of transactions which impact reconciliation, relating to a single instance of business at a point of service, in a

full implementation of this part of ISO 8583.

Start
| sequence
Authorization
Financial
Reversal Chargeback
End
sequence

Key

Transaction :I

Order in which transaction shall ocour

Order in wich fransaction may occur -+ ...

Figure 12 — Example transaction flows for 1xx, 2xx, 4xx transactions

8 Message class definitions

8.1 General

Every message begins with a three-position message type identifier. The first position of the message type
identifier is the message class. Each value of the message class supports a particular activity, e.g. 1 for
authorizations, etc. The second pesition (message function) and third pesition (transaction originator) of the
message type identifier give further information about the message class. For clarity, each message class is
described separately so that al relevant aspects can be found in one place.
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Some activities (e.g. batch or file transfer) require the co-ordinated use of more than one message class. The
relevant inter-message class rules are described in separate sections, which are in addition to the individual
message class descriptions

8.2 Authorization message class

8.2.1 Authonzation description

An authorization is an approval or guarantee of funds given by the card issucr to the acquirer. The acquirer
seeks authorization from the card issuer or advises the card issuer of authorization already given, by means of
the authorization message class. An authorization is not intended to permit the application of the approved
transaction amount to the cardholder's account for billing or posting.

a) The following types of authorizations are defined:
1} original authorization, I.e. the first or only authorization;

2) replacement authorization, i.e. when a previous authorization was approved and a subsequent

authorization is required to replace the previously authorised amount because the amount of the
{ransaction is now greater or less;

3) resubmission authorization, i.e. to re-enter a previous authorization that was denied or rejected;

4) supplementary authorization, i.e. when one or more previous authorizations were approved and a
further authorization is required for an additional amount,

b} The following types of authorization decisions are defined:
1) full approval, i.e. where the card issuer indicates approval of the requested amount;

2) partial approval, i.e. where the card issuer indicates approval of an amount less than the originally
requested amount;

3) declined or rejected, i.e. where the request for approval is declined or the authorization request or
advice message is rejected.

¢) The Function code data element shall be used to indicate the type of authorization required and whether
the Amount fransaction is accurate or estimated. If the final amount is available, the Amount fransaction
shall be an accurate amount. If the final amount cannot be determined untit later, the Amount transaction
shall be an estimated amount.

8.2.2 Authorization message rules
The following applies fo all authorization messages.

a) An authorization request message (100/101) shall be used when the process cannot complete at the
point of service until the authorization response message (110) is received indicaling the action to be
taken. The use of an authorization request message does not imply that the cardholder is present, e.g.
lelephone o inail orde:.

b) An authorization request response message (110) shall be sent in response to an authorization request
message (100/101). It indicates the approval or guarantee of funds or the action to be taken as specified
in the Action code data element.

c) An authorization advice message (120/121) shall be used to inform the card issuer of an aulhorization
lhal has compieled al the point of service.
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e)

f)
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An authorization advice response message {130) shall be sent in response to an authorization advice
measage (120/121). An authorization advice response message (130) indicates if the card issuer accepts
or rojocts the transfer of financial liability

An authorization nofification message (140) shall be used to inform the card issuer of an authorization
that has completed at the point of service. The acquirer can periodically specify {in Bafch/file transfer
messaye conbiof) lhal he cand fssuer acknowledyes lhe 1ecelpl of the mosl ecenlly senl gioup of
notification messages.

An authorlzatlon notification acknowledgement message (150) shall be sent in response to an
authorization notification message {140) only if the authorization notification message {140) indicated ({in
Batch/ffile fransfer message controf) that an acknowledgement was required. The authorization notification
acknowledgement message (150) indicates that a certain number of preceding notification messages
were received.

Table 26 identifies the usage of Amount transaction and OQriginal amount fransaction within these
authorization message types.

Table 26 — Amounts in types of authorization messages

In request, advice and notification messages

Authorization type Function code Amount transaction Original amount transaction
Original 100,101 Transaction amount —
Replacement 102,103 New amount Originally authorised amount
Resubmission 104,105 Transaction amount —
Supplementary 106,107 Additional amount Sum of previous approvals, if available
Inquiry 108 — —
Verification 108, 110, 111, 112, 113 — —

In response messages

Authorization type Function code Amount transaction Original amount transaction
Fuli approval —_ Transaction amount —_
Partial approval — Approved amount Originally requested amount
Declinefreject e Zero Originally requested amount
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8.2.3 Authorization message type identifiers

Table 27 defines the message type identifiers that inay be used I an aulthorlzatlon ransaction,

Table 27 — Authorization message type identifiers

MTI Message Purpose From To Usage
100 | Authorization Requests an authorization Acquirer | Card
request issuer
101 | Autharization
request repeat
110 | Authorization Carries the answer to an Card Acquirer | Shall be sentin response io
request response authorization request message issuer a 100 ora 101
120 | Authorization advice | Advises of an authorization Acquirer | Card
carried out on behalf of the card issuer
issuer
121 | Authorization advice
repeat
130 | Authorization advice | Carries the answer to an Card Acquirer | Shall be sentin response to
response authorizaticn advice message issuer a 120 or a 121
140 | Authorization Notifies of an authorization action | Acquirer | Card
notification issuer
150 | Authorization Acknowledges receipt of one or Card Acquirer | Shall be sent in response to
notification more authorization notification issuer a 140 if Batch/file transfer
acknowledgement messages maessage conirol requests
acknowledgement
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Table 28 Hsts the mnandalory and coudillonal dala slemenls used it authorizallon inessages, [he condilion
codes are defined in Table 25.

Table 28 — Authorization mandalory and conditional datla elements

Authoerizatlion messages

Message typa ldantlflers

Bit Data element name 100 110 120 130 140 150
101 121
1 (see 5.3 for usage)
2 Primary account number o7 16 07 16 07
3 Processing code M 27 M 27 M
4 Amount transaction 26 26 26 26 26
7 Date and time transmission 30 30 30 30 30
11 Systems trace audit number M ME M ME M ME
12 Date and time local transaction M ME M ME M
13 Date effective 02 02 02
14 Date expiration 02 02 02
18 Message error indicaior 36 36
21 Transaction life cycle identification data 33 33 33 33 33 33
22 Point of service data code M M M
23 Card sequence number 0z 02 02
24 Function code M M M
25 Message reason code M M
26 Merchant category code M M M
27 Point of service capability 18
28 Bate reconciliation 12 12 12
29 Reconciliation indicator 14 14 23
30 Amounts original 08 21 08 o8
32 Acquiring institution identification code M ME M ME M
33 Forwarding institution identification code 10 10 i0 10 i0
35 Track 2 data a6 06 06
36 Track 3 data 06 06 06
38 Approval code 31 31 31
38 Action code M M M M
40 Service code 02 02 02
41 Card acceptor terminal identification 15 16 15 16 15
42 Card acceptor identification code 15 16 15 16 15
45 Track 1 data 08 06 06
45 Amounts fees o1 01 01 01 01
58 Authorizing agent institution identification code 20 20 20
59 Transport data 16 16
68 Batch/file transfer message control 39 39
100 | Receiving institution identification code 19 19 | 19 19 | 19
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8.2.5 Authorization message flows

Flgure 13 shiows the sequence of messages Wal may Aow it an aulhonzaton bansaclion.

.......... 1007120 v oo
Acquirer -ooe = 101421 - - - Card issuer
s T10/130 - eevveee =
3
{D
I R 140« - -

Acquirer Card issuer

- =150 i

Figure 13 — Authorization message flow
8.3 \Verification messages

8.3.1 Verification description

Verification messages use the request/response, advicefresponse and notification/acknowledgement
messages from the authorization message class.

Verification messages may be used to request verification or authentication. This message class may be used
for authentication of certificates, cerlificate management, address verification, cash transactions, cheque
verification or any other transactions that do not require a subsequent financial presentment message to
complete the transaction,

a) The following types of verification are defined:

1) address verification for billing address;
2) address verification for ship to address;
3} cerlificate data verification;

4) cheque verification;

§) account verification.
b) The Function code shall be used to indicate the type of verification and which data elements are required.

c) The results of the verification will be returned in the Action code.

8.3.2 Verification message rules
The following applies to all verification messages:

a) An authorization requesi message (104/105) shall be used when a party needs information/verification/
authentication.

b} An authorization request response message (114) shall be sent in response to an authorization request
message (104/105). It indicates the approval or the action to be taken as specified in the Action code data
element.
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¢} An authorization advice message (124/125) shall be used to inform the receiver of a verification that has
been completed on its behalf. Message reason codes are used fo indicate the reason for an advice
message (see Clause A 11)

d) An authorization advice response message (134) shall be sent in response to an authorization advice
message (124/125). An authorization advice response message (134) indicates If the recelver accepts or
rejecly the veriflcallon advice ransaction

e) An authorizatlon notitication message (144} shall be used to inform the receiver of a verification that has
been completed on its behalf.

f) An authorization notification acknowledgement message (154) shall be sent in response to an

authorization notification message (144) only if the authorization notification message (144) indicated (in
Batch/file transfer message conirol) that an acknowledgement was required. The authorization notification
acknowledgement message (154) indicates that a certain number of preceding notification messages

were received.

The Amount fransaction data element shall not contain a value of zero. If there is no amount for a specific
transaction,0 the Amount fransaction data element shall not be present in a message.

8.3.3 Verification message type identifiers

Table 28 defines the message type identifiers, which may be used in a verification transaction.

Table 29 — Verification message type identifiers

MTi Message Purpose From Jo Usage
104 Authorization Request for a verification Sender Receiver
request
105 Authorization Sender Receiver
request repeat
114 Authorization Carries the answerto a Receiver | Sender Shall be sent in response to a
reguest response | verification authorization 104 or a 105
request
124 Authorization Advises of a verification carried | Sender Receiver
advice out on behalf of the receiver
125 Authorization Sender Receiver
advice repeat
134 Authorization Carries the answer fo a Receiver | Sender Shall be sent in response to a
advice response verification authorization advice 124 ora 125
144 Authorization Notifies of a verification action Sender Receiver
notification carried out on behalf of the
receiver
154 Authorization Acknowledges receipt of a Receiver | Sender Shall be sent in response o a
notification verification notification 144 if Batch/file transfer
acknowledgement message control requests
acknowledgement
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8.3.4 Verification mandatory and conditional data elements

fable 30 lsls lhe mandalory and condilional dala cleimenls used In verllicallon mmessages, [he conditlon
codes are deflined it Table 25,

Table 30 — Verlflcation mandatory and condltional data elements
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Authorization messages Message type identifiers
Bit Data element name 104 114 | 124 134 | 144 7 154
105 125

1 {see 5.3 for usage)

2 Primary account number 44 16 44 18 44

3 Processing code M ME M ME M

7 Date and time transmission 30 30 30 30 30

11 Systems trace audit number M ME M ME M ME
12 Date and time local transaction M ME M ME M

13 Date effective 02 02 0z

14 Date expiration 02 0z 02

18 Message error indicator 36 36

21 Transaction life cycle identification data 33 33 33 33 33 33
24 Function code M M M

25 Message reason code M M

27 Point of service capability i8

33 Forwarding institution identification code 10 10 10 10 10

34 Electronic commerce data 43 43 43

38 Approval code 31 31 31

39 Action code M M M M

41 Card acceptor terminal identification 15 16 15 16 15

42 Card acceptor identification code 15 16 15 16 15

49 Verification data 45 45 45

58 Authorizing agent institution identification code 20 20 20

59 Transport data 16 16

68 Batch/file transfer message confrol 39 39
93 Transaction destination identification code M ME M ME M

94 Transaction criginator identification code M ME M ME M
100 Receiving institution identification code 19 19 198 19 19
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Flyure 14 shows the sequence ol nessages thal inay lfow In suppoil of & verlfllealion tansaction.
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Figure 14 — Verification message flow

8.4 Financial presentment message class

8.4.1 Financial presentment description

A financial presentment permits the application of the approved transaction amount to the cardholder's

account for billing or posting.
a) The following types of financial presentment are defined:

1) first, i.e. original or only financial presentment;

2) previously authorised, i.e. when an authorization was previously given (see Table 31);

3) resubmission, i.e. to re-enter a previous financial presentment that was denied or rejected;

4) Representment, Le. to partially, or to wholly, recover funds previously charged back by the card

issuer.

b) The following types of financial presentment decisions are defined:

1) full approval, i.e. where the response from the card issuer indicates approval of the originally

requested amount;

2} partial approval, i.e. where the card issuer indicates approval of an amount less than the originally

requested amount;

3) declined or rejected, i.e. where the request for approval is declined or the financial presentment

request or advice message is rejected.

¢) The Function code shall be used to indicate the type of financial presentment and whether the Amount
transaction is the same or different from any previously authorised amount.

8.4.2 Financial presentment message rules

The following applies to all financial presentment messages.

a) A financial presentment request message (200/201) shall be used when the process cannot complete at
the point of service until the response message is received indicating the action to be taken. The use of a
financlal presentment request message (200) does not imply that the cardholder is present, e.g.

telephone or mail order,
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b} A financial presentment request response message (210) shall be sent in response to a financial
presentment request message (200/201). A financial presentment request response message (210)
indicates the approval or guarantse of funds or the action to be taksn as specified in the Action code data
elament,

¢} A financial presentment advice message (220/221) shall be used o inform the card issuer of a financial
presentment lhal has completed al the polnt of service

d) A financial presentment advice response message (230) shall be sent in response to a financial
presentment advice message (220/221). A financial presentment advice response message (230)
indicates if the card issuer accepts or rejects the transfer of financiat liability.

e} A financial presentment notification message (240) shall be used to inform the card issuer of a financial
presentment that has completed at the point of service. The acquirer can periodically specify (in Batch/file
transfer message controf) that the card issuer acknowledges the receipt of the most recently sent group
of notification messages.

f) A financial presentment notification acknowledgement message {250) shall be sent in response to a
financial presentment notification message (240) only if the financial presentment notification message
indicated (in Bafch/ffile fransfer message controf} that an acknowledgement was required. The financial
presentment notification acknowledgement message (250) indicates that a certain number of preceding
notification messages were received,

Table 31 identifies the usage of Amount fransaction and Original amount transaction within these financial
presentment message types.

Table 31 — Amounts in types of financial presentment transaction messages

In request, advice and notification messages

Financial presentment type

Function code

Amount transaction

Original amount transaction

COriginal

200, 209

Transaction amount

Previously authorised

201, 202

New amount

Originally authorised amount

Resubmission

203, 204, 208, 210

Transaction amount

Representment

208, 206, 207, 208, 209,
211, 212, 213, 214

Representment amount

Amount of chargeback

Accumulation

215, 216, 217

Accumulated amount

In response messages

Financial presentment type

Function code

Amount transaction

Original amount transaction

Full approval

Transaction amount

Partial approval

Approved amount

Originally requested amount

Decline/reject

Zero

Originally requested amount

80
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{able 32 dellnes lhe message lype idenllllers tal may be vsed i a Inanclal presenliment bansacborn.

Table 32 — Financial presantment message fype identifiors

MTI Message Purpose From To Usage
200 | Financial Requests approval for a Acquirer Card
presentment financial presentment issuer
request transaction
201 Financial
presentment
request repeat
210 Financial Carries the answer to a financial Card Acquirer | Shall be sent in response to
presentment presentment request message issuer a 200 or a 201
request response
220 | Financial Advises of a financial Acquirer Card
presentment presentment transaction carried issuer
advice out on behalf of the card issuer
221 Financial
presentment
advice repeat
230 Financial Carries the answer to a financial Card Acquirer | Shall be sent in response to
presentment presentment advice message issuer a 220 ora 221
advice response
240 | Financial Motifles of a financial Acquirer Card
presentment preseniment transaction carried issuer
notification out on behalf of the card issuer
250 Financial Acknowledges receipt of one or Card Acquirer | Shall be sent in response to
presentment more financial presentment issuer a 240 if Batch/file transfer
notification notification messages message control requested
acknowledgement acknowledgement

© 180 2003 — All rights reserved
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8.4.4 Financial presentment mandatory and conditional data elements

fable 33 lisls the mandalory and condilional dala elements used in fiiancial presenlinenl inessages [he
condltlon codes are deflned In Table 25.

[able 33 — Financlal presentment mandatory and conditional data elements

o Financial presentment messages Message type {dentitlers
Bit Data element name 200 210 220 230 240 250
201 221
1 (see 5.3 for usage)}
2 Primary account number 07 16 o7 16 o7
3 Processing code M 27 M ME M
4 Amount transaction M M M M M
5 Amount reconciliation 05 05 05
7 Date and time transmission 30 30 30 30 30
9 Conversion rate reconciliation 05 05 05
10 | Conversion rate cardhoider billing 04 04 04 04 04
11 Systems frace audit number M ME M ME M ME
12 | Bate and time local transaction M ME M ME M
13 | Date effective 02 02 (024
14 | Date expiration 02 02 02
16 | Date conversion 05 05 a5
17 | Date capture 22 22
18 | Message error indicator 36 36
21 | Transaction life cycle identification data 33 33 33 33 33 a3
22 | Point of service data code M M M
23 | Card sequence number 02 02 02
24 | Function code M M M
25 | Message reason code M M
26 | Merchant category code M M Vi
27 | Point of service capability 18
28 | Date reconciliation 12 12 12
28 | Reconciliation indicator 14 14 23
30 | Amounts original 08 21 08 08
32 | Acquiring institution identification code M ME M ME M
33 | Forwarding institution identification code 10 10 10 10 10
35 | Track 2 data 08 06 06
36 | Track 3 data 06 06 06
38 | Approval code 31 31 31
39 | Action code M M M M
40 | Service code o2 02 0z
41 Card acceptor terminal identification 15 16 15 16 15
42 | Card acceptor identification code 15 16 15 16 15
43 | Card acceptor name/location M M M
45 | Track 1 data 06 06 06
46 | Amounts fees 01 o1 01 01 1
58 | Authorizing agent institution identification code 20 20 20
59 | Transport data 16 16
68 | Batch/file transfer message control 39 39
100 } Receiving institution identification code 19 19 19 19 19
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8.4.5 Financial presentment message flows

Flgure 15 shows e sequence of mnessages Lhal nay low I supporl of & lnanclal presenlinent ansactlon.

e - 200220 - -— ‘
Acquirer - 2017221 o Card issuer ,
T Lt e 1 Ry ~
=
[+
N 240« ---- -

Acquirer Card issuer

e s IR i

Figure 15 — Financial presentment message flows
8.5 Financial accumulation presentment

8.5.1 Financlal accumulation presentment description

A financial accumulation presentment permits the application of the approved transaction amount fo a specific
account for billing or posting.

a) The following types of financial accumulation presentment are defined:

1) aggregation, i.e. when the accumulation has been done at a terminal under a specific agreement
between parties, It is not possible to recover the original detailed information;

2) card issuer back up totals, i.e. when the accumulation has been done at a terminal for preventing lost
details. Can only be sent as an alternative to detail collection when these have been lost. It is not
possible to recover the original detailed information;

3) ftruncation, i.e. when the accumulation has been done somewhere within the process, and it is
possible to recover all the detailed information. The period of storage and the means of recovery are
a matter for bilateral agreement.

b} The Function code shall be used to indicate the type of financial accumulation presentment.

8.5.2 Financial accumulation presentment message rules

Financial accumulation presentment uses the advice/response and notification/acknowledgement messages
frorn the financial presentment message class.

t he following applies to financial presentment messages when used for financial accumulation presentment.

a) A financial presentment advice message {220/221) shall be used to inform the card issuer of a financial
accumulation presentment that has completed at the point of service.

b) A financial presentment advice response message (230) shall be sent in response to a financial
presentment advice message (220/221). A financial presentment advice response message (230)
indicates if the card issuer accepts or rejects the {fransfer of financial liability.

c) A financial presentment notification message (240) shall be used to inform the card issuer of a financial
accumulation presentment that has completed at the point of service. The acquirer can periodically
specify (in Batch/file transfer message control) that the card issuer acknowledges the receipt of the most
recently sent group of notification messages.
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d) A financial presentment naotification acknowledgement message (250) shall be sent in response to a
financial presentment notification message (240) only if the financial presentment notification message
(240) indicated (in Bafch/file fransfer message confrof) that an acknowlodgomont was roquired. Tho
financial presentment notification acknowledgement message (250) indicates that a certain number of
preceding notification messages were received.

o) Flnanclal presentment messages could upply both Tur several tansaclions lo o single cardholder o
several transactions from many cardholders to a single card issuer with a pooled funds account.

8.5.3 Financial accumuiation presentment message type identifiers

Table 34 defines the financial presentment message type identifiers that may be used in support of a financial
accumulation presentment fransaction.

Table 34 — Financial accumulation presentment message type identifiers

MTI Message Purpose From To Usage
220 | Financial presentment Advises of a financial Acquirer | Card
advice accumulation presentment issuer
carried out on behalf of the
card issuer

221 | Financial presentment
advice repeat

230 | Financial presentment Carries the answer to a Card Acquirer | Shall be sentin response to
advice response financial presentment advice issuer a 220 or a 221
message
240 | Financial presentment Netifies of a financial Acquirer | Card
notification accumulation presentment issuer
carried out on behalf of the
card issuer
250 | Financial presentment Acknowledges receipt of one Card Acquirer | Shall be sentin response to
notification or more financial presentment | issuer a 240 if Batch/file transfer
acknowledgement notification messages message control requested
acknowledgement

8.5.4 Financial accumulation presentment mandatory and conditional data elements

Table 35 lists the mandatory and conditional data elements used in financial accumulation presentment

messages when used in support of a financial accumulation presentment. The condition codes are defined in
Table 25.

In accumulation messages, the Primary account number (FAN) may contain the card issuer's institution
identification number only {in accordance with ISO 7812-1).
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Table 35 — Financial accumulation presentment mandatory and conditional data elements

ISO 8583-1:2003(E)

Financial prasentment messages

Message type Identifiers

Bit Data element name 220 230 240 250
221
WJTM {see 5.3 for usaye)
2 Primary aocount numbar oy 16 Q7
3 Processing code M ME M
4 Amount transaction M M M
5 Amount reconciliation 05 G5
7 Date and time transmission 30 30 30
9 Conversion rate reconciliation 05 05
11 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M
16 BDate conversion 05 05
18 Message error indicator 36
21 Transaction life cycle identification data 33 33 33 33
22 Point of service data code 42 42
24 Function code M M
25 Message reason code M M
26 Merchant category code 42 42
28 Date reconciltation 12 i2
29 Reconciliation indicator 14 23
32 | Acquiring institution identification code 16 M
33 Forwarding institution identification code 10 10 10
37 Retrieval reference number 16
39 Action code M M M
41 Card acceptor terminal identification 42 16 42
42 Card acceptor identification code 42 16 42
43 Card acceptor name/location 42 42
46 Amounts fees 01 01 01
58 Authorizing agent institution identification code 20 20
59 Transport data 16
68 Batchffile transfer message control 39 39
100 | Receiving institution identification code 19 19 19
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8.5.5 Financial accumulation presentment message flows

Flgure 16 shows lhe sequence of Hnandal presenlinenl messuyes thal inay flow In suppotl of a flinanclal
accumnulalion presentment Lansaction,

.............. [l J
Acquirer | -..---e 229----0 = Card Issuer
e creesrneens D30 -errrrrranees - —
3
4]
I R 240 ...... -—

Acquirer Card issuer

I T i

Figure 16 — Financial accumulation presentment message flows

8.6 File action message class

8.6.1 File action description

A file action is used to add, change, delete or replace a file or record or inquire into a file or perform card
administration, e.g. report lost or stolen cards. The Data record data element shall be used to convey specific
file action record or file information.

File action natification/notification acknowledgement, instructionfinstruction acknowledgement messages are
the key components of the file fransfer process (see 8.17).

8.6.2 File action message rules

The following applies to all file action messages.

a)

b}

c)

d)

e)

f)

36

A file action request message (304/305) shall be used when a file action is required. The Funclion code
data element shall be used to indicate the type of file action required.

A file action request response message (314} shall be sent in response to a file action request message
(304/305). The Action code data element specifies the action taken or to be taken.

A file action advice message (324/325) shall be used to inform the receiver of a file action that has been
completed.

A file action advice response message (334) shall be sent in response to a file action advice message
(324/325). A file action advice response message (334) indicates the receiver's response to the file action
advice message (324/325),

A file action notification message (340/344) shall be used to inform the card issuerfreceiver of a file action
that has been completed. The acquirer/sender can periodically specify (in Baich/ffile transfer message
controfy that the card issuer/receiver acknowledges the receipt of the most recenfly sent group of
notification messages.

A file action notification acknowledgement message (350/354) shall be sent in response to a file action
notification message (340/344) only if the file action notification message (340/344) indicated (in Bafch/file
lransfer message confrol) that an acknowledgement was required. The file action nofification
acknowledgement message (350/354) indicates that a ceriain number of preceding notification messages
were recejved.

Licensed (0 Boyle Frednckson .G 7 Mr. Gratz
150 Store ouder £ 10-1034608 Downloaded: 2009-03- 11
Single user Heance only, copying and networking proniblied

@ 1S0 2003 — All rights reserved

L ._I_:_’z__a_ge 94 of 2Q4




ISO 8583-1:2003(E)

g) A file action instruction message {362/364) shall be used to inform the acquirerfreceiver of a file action to

be completed. The card issuer/sender can periodically specify (in Baich/file transfer message conirof) that

the acyulrerfrecalver acknowledyes he tecelpl of the tnost tecenlly senl group of lnsttuclon inessages
(382/364).

) A flile aclion instuclion acknowledgemenl imessage (372/374) shudl be senl in response lo @ file aclion
Instruction message (362/364) only If the flle action instructlon message (362/364) Indlcated (In Batch/file

fransfer message conirof) that an acknowledgement was required. The file action

instruction

acknowledgement message (372/374) indicates that a certain number of preceding instruction messages
(362/364) were received.

8.6.3 File action message type identifiers

Table 36 defines the message type identifiers that may be used in a file action transaction.

Table 36 — File action message type identifiers

MTI Message Purpose From To Usage
304 | File action request | Requests a file be updated Sender Receiver
305 | File action request
repeat
314 | File action request | Carries the answer to a file Receiver | Sender Shall be sent in response to a
response action request message 304 ora 305
324 | File action advice Advises of what was added, Sender Receiver
deleted or replaced in a file or
record
325 | File action advice
repeat
334 | File action advice Carries the answer to a file Receiver | Sender Shall be sentin response to a
response action advice message 324 ora 325
340 | File action Notifies details of & file transfer Acquirer | Card
notification action to be undertaken issuer
344 | File action Noiifies of & file action or file Sender Receiver
notification transfer action to be undertaken
360 | File action Acknowledgement of one or Card Acquirer | Shall be sent in response to a
notification more file action notification issuer 340 if Balch/file fransfer
acknowledgement messages message control requested
acknowledgement
354 | File action Acknowledgement of one or Receiver | Sender Shall be sent in response to a
notification more file action notification 344 if Batch/file fransfer
acknowledgement messages message control requested
acknowledgement
362 | File action Instruction regarding file transfer | Card Acguirer
instruction actions issuer
364 | Flle actlon Instruction regarding file transfer | Sender Recelver
instruction actions
372 | File action Acknowledgement of one or Acquirer | Card Shall be sent in response {o a
instruction more file action instruction issuer 362 if Batch/file transfer
acknowledgement | messages meassage conirof requested
acknowledgement
374 | File action Acknowledgement of one or Receiver | Sender Shall he sentin response to a
instruction more file action instruction 384 if Batch/file transfer
acknowledgement | messages message controf requested
acknowledgement
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8.6.4 File action mandatory and conditional data elements

Table 37 lisls the inandalory and condlbonal dale sleinenls used I ifle acllon messages  The conditon codes
are defined in Table 25.

Table 37 — File action mandatory and conditional data elements

Flle aotlon messuages Message type ldentiflers
Bit Data element name 304 34 324 334 344
305 325

1 (see 5.3 for usage)

2 Primary account number 28 16 28 16 28

7 Date and time transmission 30 30 30 30 30
1 Systems frace audit number M ME M ME M
12 BPate and time local transaction M ME M ME M
18 Message error indicator 36 36
24 Function code M M M
25 Message reason code 28 28 28
33 Forwarding institution identification code 10 10 10 10 10
39 Action code M M M M
59 Transport data 16 16
72 Data record 29 29 29
93 Transaction destination institution identification code M ME M ME M
94 Transaction originator institution identification code M ME M ME vt
100 | Receiving institution identification code 19 19 19 19 19
101 | File name 29 29 29

Table 38 lists the mandatory and conditional data elements used in file action messages, which are specific to
filte transfer. The condition codes are defined in Table 25,

Table 38 — File action mandatory and conditional data elements specific to file transfer

File action messages Message type identifiers

Bit Data element name 340 350 362 372

344 354 364 374
1 (see 5.3 for usage)

11 Systems trace audit number M ME M ME

12 Date and time local transaction M M

24 Function code M M

25 Message reason code M [

33 Forwarding institution identification code 10 10

39 Action code M M

68 Ratchffile transfer message control M ME M ME

69 Batch/file transfer control data M M

70 File transfer description data M M

72 Data record M M

a3 Transaction destination institution identification code M ME M ME

g4 Transaction originator institution identification code M ME M ME

100 Receiving institution identification code 19 19

101 File name 32 32
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Figure 17 shiows lhe sequence of imessages thal iay llow In suppoll of a lile aclion requesl o advice

Imessayges.

Sonder

Sender

304/324 -
3067328 -
3141334 <orereenen
cBdde - -

Racoalver i

auly -

Receiver

Figure 17 — File action message flows

Figure 18 shows the sequence of messages that may flow in support of file action notification or instruction

messages.

Acquirer

— 4=

Acquirer

—— - - -

350/354 - - - - - -
362/364 - - - ~—
372/374--- - - -

Card issuer

QUL -ereerereeeeneee

Card issuer

Figure 18 — File action message flows for file transfer

8.7 Reversal message class

8.7.1 Reversal description

A reversal is the partial or complete nullification of the effects of a previous authorization, financial
presentment, or financial accumulation presentment that cannot be processed as instructed, ie. is
undeliverable, is cancelled or the acquirer times out waiting for a response (see 7.1.5).

The following applies to all reversals.

a) A reversal shall not be reversed.

b) Only 1xx or 2xx message classes shall be reversed,

c) Table 39 shows 2xx financial presentments that are not reversals,

Table 39 - Financial presentments that are not reversals

Function Processing code Function code
Adjustment 02, 22 200, 209
Retum 20 200, 208
Representment — 205, 206, 207, 208, 211, 212, 213, 214
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8.7.2 Reversal message rules

Reversals shalt use only the advice or notification messages since the activity has already occurred,

The following applies to all reversal messages:

a) A reversal advice inessaye (420/421) or 1eversal nolificalion inessage (440) shall be senl Ly an acyuirel
whenever a praviuous authorization, financial presentnent or Tnancial prosontinont acocurmualalion moesesge
cannot be processed as instructed, i.e., is undeliverable, is cancelled, or the acquirer times out waiting for
a response, in which case:

1)

2)

3)

the Message reason code data element Is used to Indicate the reason for the reversal (see

Clause A.11);

the Amount transaction data element in a reversal advice or notification message shall contain the
amount to be reversed and shall be less than or equal to the original Amount fransaction (see

Table 40);

the Processing code shall be the same as presented in the original request or advice message. If the
original request or advice message was a debit, the reversal also indicates debit. if the original
request or advice message was a credit, the reversal also indicates a credit.

b) A reversal advice response message (430) shall be sent in response to a reversal advice message
(420/421). A reversal advice shall not be declined except for specific reasons as defined in Clause A.1.

¢} A reversal notification acknowledgement message {450) shall be sent in response to a reversal
notification message {(440) only if the reversal notification message indicated (in Bafch/ffile fransfer
message confrof) that acknowledgement was required. The reversal notification acknowiedgement
message (450) indicates that a certain number of preceding notification messages were received.

Table 40 — Amountis in reversal messages

Type of reversal

Amount transaction

Original amount transaction

Full

Amount reversed

PPartial

Amount reversed

Original transaction amount

8.7.3 Reversal message type identifiers

Table 41 defines the message type identifiers that rmnay be used in a reversal transaction.

Table 41 — Reversal message type identifiers

MTI Message Purpose From To Usage
429 | Reversal advice Reverses an earlier Acquirer Card
authorization or financial issuer
presentment message
421 { Reversal advice
repeat
430 | Reversal advice Carries the answer to a reversal | Card Acquirer Shall be sent in response to a
response advice message issuer 420 or a 421
440 | Reversal Notifies of a reversal action Acquirer Card
notification issuer
450 | Ravareal Aaknowlodgos roocipt of onc or | Card Aocjuiror &Ehall bo sont in response to a
notification more reversal nofification issuer 440 if Batch/file transfer
acknowledgement | messages message controf requested
acknowledgement
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8.7.4 Reversal mandatory and conditional data elements

[able 42 lists the meandedory and condiional dele elements used hreversal inessuges, [he condilion codes
are defined in Table 25,

Table 42 Reversal mandatory and conditional codes

Reversal inessages Message lype ldenlifiers
Bit Data element name 420 430 440 450
421
1 {see 5.3 for usage)
2 Primary account number 07 16 07
3 Processing code 03 16 03
4 Amount transaction M M M
5 Amount reconciliation 05 05
7 Date and time transmission 30 30 30
9 Conversion rate reconciliation 05 05
10 Conversion rate cardholder hilling 04 04 04
11 Systems trace audit number M ME M ME
12 Date and-time local transaction M ME M
16 Date conversion 05 05
18 Message error indicator 36
21 Transaction life cycle identification data 33 33 33 33
24 Function code M M
25 Message reason code M M
28 Date reconciliation 12 12
29 Reconciliation indicator 14 23
30 Amounts original o8 08
32 Acquiring institution identification code M ME i
33 Forwarding institution identification code 10 10 10
39 Action code M M
41 Card acceptor terminal identification 15 16 15
42 Card acceptor identification code 15 16 15
46 Amounts fees 01 01 o1
56 Original data elements M M
58 Authorizing agent institution identification code 17 17
59 Transport data 16
68 Batch/file transfer message control 39 39
100 | Receiving institution identification code 19 19 19
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8.7.5 Reversal message flows

Figure [0 shows the sequence ol messages that imay flow i supporl of a reversal bansaction.

420 '

!

Acaquirer | o....... 429- - - Card issuer
— e rrarrreaeas 430 PP - :!

3

D

I 440 ...... —
Acquirer Card issuer

——-ee-=450-----n ;

Figure 19 — Reversal message flows
8.8 Chargeback message class

8.8.1 Chargeback description

A chargeback is the partial or complete nullification of a previous financial presentment or financial
accumulation presentment when the card issuer determines that a customer dispute exists, or that an error or
a violation of rules has been committed.

The following applies to all chargebacks.
a) A card issuer only shall initiate a chargeback.

b) A chargeback shall be generated only if the original transaction had financial impact on the cardholder's
net position. A chargeback shall not be used to cancel a balance inquiry, account transfer or
authorization.

c) To cancel, either partially or completely, a previous chargeback that was submitted in error, the card
issuer shall initiate a subsequent chargeback containing Original data elements pointing to the previous
chargeback transaction.

d) If the transaction that is being charged back requires a response, this response message shall be sent
before the chargeback transaction is generated.

e) A card issuer may charge back an original transaction plus any subsequent representment(s} submitted
by the acquirer. A separate chargeback transaction shall be used for each.

f) This part of ISO 8583 specifies no limits on the timeframe or the number of chargebacks and
representments that may be exchanged between an acquirer and card Issuer.

8.8.2 Chargeback message rules
Chargebacks shall use only the advice or nofification message since the activity has already occurred.
The following applies to ali chargeback messages.

a) A chargeback advice message (422/423), or chargeback nofification message (442), shall only be sent
when the card issuer defermines that a chargeback is appropriate and valid, in which case:

1) the Message reason code data element is used to indicate the reason for the chargeback (see
Clause A.11);
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2) the Amount transaction data element in a chargeback advice or notification message shall be the
amount to be charged back and shall be less than or equal to the original Amount transaction (see

Tauble 43),

3) the Processing code value shall be the same as the transaction that is being charged back. If the
otiginal bansacllon was a debll, lhe chargeback message shall also ndicate & debil I e olgital
transaction was a credit, the chargeback message shall also indicate a credit.

b) A chargeback advice response message (432) shall be sent in response to a chargeback advice
message (422/423). A chargeback shall not be declined except for specific reasons as defined in
Clause A.1, although the acquirer may represent the original transaction.

¢} A chaigeback nolilicatlon acknowledgemenl message (432) shall be sent In response to a chargeback
notification message (442) only if the chargeback notification message (442) indicated (in Bafch/file

transfer message conirol),

that acknowledgement was

required. The chargeback nofification

acknowledgement message (452) indicates that a certain number of preceding notification messages

were received.

Table 43 — Amounts in chargeback messages

Type of chargeback

Amcunt transaction

Original amount transaction

Full

Amount charged back

Partial

Amount charged back

Qriginal transaction amount

8.8.3 Chargeback message type identifiers

Table 44 defines the message type identifiers that may be used in a chargeback transaction.

Table 44 — Chargeback message type identifiers

MTI Message Purpose From To Usage
422 | Chargeback advice Charges back an earlier financial | Card Acquirer
presentment issuer
423 | Chargeback advice
repeat
432 | Chargeback advice Carries the answer to a Acqguirer | Card Shall be sent in response to
response chargeback advice issuer ad422 orad23
442 | Chargeback Notifies of a chargeback action Card Acquirer
notification issuer
452 | Chargeback Acknowledges receipt of one or Acquirer | Card Shall be sent in response {o
notificafion more chargeback notifications issuer a 442 if Batch/file transfer
acknowledgement message conirof requested
acknowledgement
8.8.4 Chargeback mandatory and conditional data elements

Table 45 lists the mandatory and conditional data elements used in chargeback messages. The condition
codes are defined in Table 25.
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Table 45 — Chargeback mandatory and conditional data elements

CGhargebachk messages Message type kdentiflers
Bil Data element name 422 432 442 452
423
1 (vee b0} for ussge)
2 'l:’“rimary account number . T o7 16 o7
3 Frocessing code | ME“ o M
4 Amount transaction M M M
5 Amount reconciliation 05 05
7 Pate and time transmission 30 30 30
9 Conversion rate reconciliation 05 05
11 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M
16 Date conversion a5 05
18 Message error indicator 36
21 Transaction life cycle identification data 33 33 33 33
24 Function code M M
25 Message reason code M M
26 Merchant category code M M
28 Date reconciliation 12 12
29 Reconciliation indicator 14 23
30 Amounts original 08 o8
3 Acquirer reference number 40 40
32 Acquiring institution identification code M ME M
33 Forwarding institution identification code 10 10 10
37 Retrieval reference number 17 17
39 Action code M M
43 Card acceptor name/location Mi M
48 Amounts fees 01 01 01
56 Original data elements M M
59 Transport data 16
68 Batch/file transfer message control 39 3g
100 Receiving institution identification code 19 19 19

8.8.5 Chargeback message flows

Figure 20 shows the sequence of messages that may flow in support of a chargeback transaction.

............... 422 s
Card issuer | -----o-- 423----- = Acquirer
e 432 - - :|
3
[a2]
-------- 442 .- - i
Card issuer Acquirer i
. o mAb2eeee f

Figure 20 -~ Chargeback message flows
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8.9 Reconciliation message class

8.9.1 Reconciliation description

Reconciliation is the exchange of totals between two institutions (acquirer, card Issuer or their agents) to reach
agroomonl vit financial tolale.

The calculation of Amount net reconciliation shall be achieved by netling the debit and crodit amounts in the
reconciliation message (see Table 48).

Recongciliation in multiple currencies shall use a separate reconciliation message for each currency.
Twao types of reconciliation are defined.
a) A checkpoint reconciliation shall be indicated by the Function code “501” or "503";

1) a checkpeint reconciliation period shall be identified with the Reconciliation indicator. The Dafe
reconciliation remains unchanged in a checkpoint reconciliation;

2) a checkpoint reconciliation message may be preceded by a network management message (8xx)
indicating checkpoint and the next Reconciliation indicafor. Any message initiated after completion of

the network management message indicating a checkpoint shall contain the new Reconciliation
indicator (see 8.9.7).

b) A final reconciliation shall be indicated by the Function code “500” or “502":

1) afinal recongiliation period shall be identified with the Date reconciliation. A final reconciliation period
may contain any number of checkpoint reconcifiation periods;

2) the final reconciliation amounts shall be the sum of all the financial amounts from the individual
fransactions identified with the same Date reconcifiation. The final reconciliation counts shall be the
number of fransactions identified with the same Date reconciliation;

3} afinal reconciliation message may be preceded by a network management message (8xx) indicating
cutover, along with the new Dale reconciliation data element. Any message initiated after completion
of the network management message indicating cutover shall contain the new Date reconciliation
(see 8.9.7).

8.9.2 Reconciliation message rules
The following applies to all reconciliation messages.

a) A reconciliation request message (500/501 or 502/503) shall be sent to request reconciliation totals
{number and value).

b) A reconciliation request response message (510/512) shall be sent in response to a reconciliation request
message (500/501 or 502/503). A reconciliation request response message {510/512) shall contain the
requested totals, if available, and shall indicate one of the following results:

1) totals provided, i.e. all amounts and number data elements shall be returned with the values from the
institution sending the reconciliation request response message;

2) totals not available, i.e. all amount and number data elements shall be returned with zero values;

3} the totals shall be used to indicate the originating institution's position as either acquirer or card
issuer (but not both) as defined by the message type identifier.

c) A reconciliation advice message (520/521 or 522/523) shall be sent to seek the confirmation of totals
{(number and value).
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d)

e)

f)

A reconciliation advice response message (530/532) shall be sent in response to a reconciliation advice
message (520/521 or 522/523) and shall indicate one of the following results:

1} reconciled, in balance, i.e. only the Amount net reconciliation data element shall be returned in the
reconciliation advice response message;

2) reconciled, oul ol balance, Le. all amount and number dala slements ehall be returned with Lhe
values from the institution sending the reconciliation advice response message;

3) ftotals notf available, i.e. all amount and number data elements shall be returned with zero values.

A reconciliation noftification message (540/542) shall be used to provide totals (number and value). The
totals contalned in the reconciliation notification message (540/542) shall indicate an originating
institution's position as either an acquirer or card issuer (but not both) as defined by the message type
identifier. The reconciliation notification message may require acknowledgement.

A reconciliation notification acknowledgement message (550/552) shall be sent in response to a
reconciliation notification message (540/542) only if the reconciliation nofification message indicated (in
Batch/file transfer message confrof) that an acknowledgement was required and shall indicate one of the
following resulis;

1) reconciled, in balance, i.e. only the Amount net reconciliation data element shall be returned in the
Reconciliation notification acknowledgement message;

2) reconciled, out of balance, i.e. all amount and number data elements shall be returned with the
values from the institution sending the reconciliation notification acknowledgement message;

3) totals not available, i.e. all amount and number data elements shall be returned with zero values.

8.9.3 Reconciliation message type identifiers

Table 46 defines the message type identifiers that may be used in a reconciliation transaction.

96
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Table 46 — Reconciliation message type identifiers

ISO 8583-1:2003(E)

acknowledgement

notification messages

MIl Message Purpose From To Usage
500 | Acguirer reconciliation Acquirer requests the card Acquirer | Card
request issuer's totals (number and issuer
value) Tor e lasl
reconciliation period
bU1 | Aoguact reconcihalion
request repeat
510 | Acquirer reconciliation Carries the card issuer's Card Acquirer | Shall be sent in response fo
request response totals {(number and value) in issuer a 500 or a 501
response to a reconciliation
reguest message
520 | Acquirer reconciliation Advises of acquirer's totals Acquirer | Card
advice (number and value} for the issuer
last reconciliation period
521 | Acquirer reconciliation
advice repeat
530 | Acquirer reconciliation Carries the answer to a Card Acquirer { Shall be sent in response to
advice response reconciliation advice issuer a 520 or a 521
message
540 | Acquirer reconciliation Notifies the card issuer of the | Acquirer | Card
notification acguirer's totals (number and issuer
value} for the last
reconciliation period
550 | Acquirer reconciliation Acknowledges one or more Card Acquirer | Shall be sent in response to
notification acquirer reconciliation issuer & 540 if Batch/file transfer
acknowiedgement notification messages message control requested
an acknowledgement
502 | Card issuer Card issuer requesis Card Acquirer
reconciliation request acquirer's totals (number and | issuer
value) for the last
reconciliation period
503 | Card issuer
reconciliation request
repeat
512 | Card issuer Carries acquirer's totals Acquirer | Card Shall be sent in response to
reconciliation request {number and value) in issuer a 502 or a 503
response response to a reconciliation
request message
522 | Card issuer Adyvises of the card issuer's Card Acquirer
reconciliation advice totals (number and value) for | issuer
the last reconciliation period
523 | Card issuer
reconciliation advice
repeat
532 | Card issuer Carries the answer to a Acquirer | Card Shall be sent in response to
reconciliation advice reconciliation advice issuer ab22o0rab23
response message
542 | Card issuer Notifies the acquirer of the Card Acquirer
reconciliation notification | card issuer's totals {(number issuer
and value) for the last
reconciliation period
552 | Card issuer Acknowledges one or more Acquirer | Card Shall be sent in response to
reconciliation notification | card issuer reconciliation issuer a 542 if Batch/file transfer

tnessage conirol requested
an acknowledgement
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8.9.4 Reconciliation mandatory and conditional data elements

Table 47 [sts e mandatory and condilional dala eleinents used I reconcllisghion messages. [he condilion
codes are defined in Table 25.

I fee reconclilation nessages, Uiwe Frimeny account nuinber (PAN) conlalis e card ilssuet's nslitullon
enlilicabion number only {in accordance with ISO 7812 1).

Table 47 — Reconciliation mandatory and conditional data elements

Reconciliation messages Message type identifiers
500 510 520 530 540 550
Bit Data element name 501 o1
502 512 522 6§32 542 552
503 523
1 (see 5.3 for usage) :
2 Primary account number M ME M ME M
7 Date and time transmission 30 30 30 30 30
11 Systems trace audit number Ve ME M ME M ME
12 Date and time local transaction M ME M ME M
18 Message error indicator 36 36
21 Transaction life cycle identification data 33 33 33 33 33 33
24 Function code M M M
28 Date reconciliation M ME M ME M
28 Reconciliation indicator 23 16 23 16 23
32 Acquiring institution identification code M ME M ME M
33 Forwarding institution identification code 10 10 10 10 10
39 Action code M M
59 Transport data 16 16
68 Batchffile transfer message control 39 39
74 Reconciliation data primary M M 13 M
97 Amount net reconciliation M M M M
100 Receiving institution identification code 19 19 19 19 18
109 | Reconciliation fee amounts credit 01 01 13 01
110 | Reconciliation fee amounts debit 01 01 13 01
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8.9.5 Reconciliation message flows

8.9.5.1 Acquirer reconclliation

Figure 21 shows the sequence of messages that may flow in support of an acquirer reconciliation transaction.

500/620 - .

Acquirer ----- 501/521--- = Card issuer
[ 51 0/530 ........... ﬁ

=3

[13)

I T 540+ - - - -
Acquirer Card issuer

T P ;

Figure 21 — Acquirer reconciliation message flows

8.9.5.2 Card issuer reconciliation

Figure 22 shows the sequence of messages that may flow in support of a card issuer reconciliation
transaction.

.......... 502/522 v oooeerme
Card issuer ----- 503/523 - - - = Acquirer
— B42/B32 - oneeainen —
3
4+
-------- 542---- - - )
Card issuer Acquirer
e —BB2 - i

Figure 22 — Card issuer reconciliation message flows

8.9.6 Reconciliation calculation

All amounts in the reconciliation messages are in the currency of reconciliation. The “x” portion of the fee data
elements defined as xn 12 shall contain a “D" if the fee is due to the acquirer or a "C" if the fee is due from the
acquirer.

For the purposes of Table 48, it is assumed that the transaction currency is the same currency as that of
reconciliation. If the currency of reconciliation is different from that of the transaction, then the reconciliation
amounts and fees shall be added to the Reconcifiation data primary elements in place of the transaction
amounts and fees.

The first portion of Table 48 identifies how the specified amount data elements from individual authorization,
financial presentments, reversal, chargeback and fee collections shall be computed for reconciliation. The
second portion identifies how the reconciliation counts shall be accumulated for inquiries, authorizations,
payments, transfers, financial presentments, reversals, chargebacks and fee collections. A repeat (xx1 or xx3)
message is not added to reconciliation totals unless the original message was not received,

The following steps shall be taken to calculate the Amount net reconciliation.

a) From the sum of:
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1) reconciliation fee amounts credit;
2) credits amount;
3) credits reversal amount;

4) crodite chargoback armount.

b)  Substract the sum of
1) reconciliation fee amounts debit;
2) debits amount;
3) debits reversal amount;

4) debits chargeback amount.

If the Amount net reconciliation, after completing the foregoing computation, results in a negative value, the
characier “D" shall be inserted into the "x" portion of Amount net reconciliation, otherwise, the character “C”
shall be inserted in the "x” portion.
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Table 48 — Reconciliation calculation

Amount calcutallons

MTI ot Add data element To data element Bit

14K ZXKARK. T KX c Amwunl fee of amouils | Amounl fee Lolal of reconciliation fee | 109-2
X%, 2XX, 4XX, TXX D Amount fee total of recenciliation fee | 110-2

MTI Or;‘?_ir!;lal Proggdsiing Add data element To data element Bit
2xx — 00-19 Amount transaction Debits amount 74-7
2xx — 20-29 Credits amount 74-1
4x0 2x%x 00-19 Credits reversal amount 74-5
4x0 2xx 20-29 Debits reversal amount 74-11
4x2 — 00-19 Credits chargeback amount 74-3
4x2 — 20-29 Dehbits chargeback amount 74-9
4x2 4x2 00-18 Debits chargeback amount 74-9
4x2 4x2 20-29 Credits chargeback amount 74-3

Count calculations
MTI ;);:g%?—:ttiofg:: Add To data element Bit
1xx, 2xx, 4xX C Numeric value of 1 Number fee total of reconciliation fee | 108-3
amounts credit
XX, 2XX, 4XX B Number fee total of reconciliation fee | 110-3
amounts debit
mm | Orginal | Progessing Add To data element Bit
1xx — 00-29 Numeric value of 1 Authoerizations number 75-1
Ixx — 30-39 Inquiries number 75-4
2%% — 00-19 Debits number 74-8
2XX e 20-29 Credits number 74-2
2xx — 40-49 Transfers number 75-8
2%x — 50-59 Payments number 75-6
4x0 2xx 00-19 Credits reversal number 74-8
4x0 2XX 20-29 Debits reversal number 74-12
4x2 2Xx 00-19 Credits chargeback number 74-4
4x2 2X% 20-29 Debhits chargeback number 74-10
4x2 4x2 00-19 Debits chargeback number 74-10
4x2 4x2 20-29 Credits chargeback number 74-4
4)(0w o 1xx 00-29 Authorizations reversal number 75-2
4xx — 30-39 Inquiries reversal number 75-3
4xx — 40-49 Transfers reversal number 75-9
4xx — 50-58 Payments reversal number 75-7
xx — n/a Fee collections number 75-5
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8.9.7 Reconciliation transaction flows

Il lhe network management messages are used {o Inltiate cutover, the following applles.

a) The receiver of the network managemenl request or advice message indicating cutover or checkpoint
shall initiate new transactions with the new Dafe 1econciliation or Reconciliation indivatur (as indicaled in
the nelwork managemenl requesl or advice message) only after sending lhe nelwork management

FORPONES TBESUGO

b) The sender of the network management request or advice message indicating cutaver or checkpoint shall
initiate new transactions with the new Date reconciliation or Reconciliation indicator only after receiving

the network management response message.

c) The reconciliation request or advice message shall be sent with the previous Dafe reconciliation or
Reconciliation indicator only after receiving {or sending) the network management response message

{see Figure 23).

d) Reconciliation dates are in CCYYMMDD format.

Acquirer

Figure 23 — Reconciliation example

8.10 Administrative message class

8.10.1 Administrative description

Administrative activity is anything that supports the business and technical Infrastructure between financial
institutions and their agents. he Funclion code is used to indicate the type of administrative activity that is
required (see Clause A.9).

8.10.2 Administrative message rules

The following applies to all administrative messages.

a) An administrative request, advice, or notification message (604/605 or 624/625 or 644) may be initiated

by either the sender or receiver as needed.

102
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--------------- 500/520 (20010101)
SIIIREIEE 510/530 (20010101)
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I 502/522 (20010101)
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b) An administrative request response message (614} shall be sent in response to an administrative request
message (604/605). The administrative request response message (614) indicates receipt of the
adinltlslrallve request inessgge (604/608)

c) An administrative advice response message (634) shall be sent in response to an administrative advice
message (624/625) lo Indlcale recelpl of le adinhisbalive advice nessaye (62d4/645).

«d} An administrativo notification acknowledgement message (654) shall he =sent in responze in an
administrative notilication message (644) only if the administrative nolification message (644) indicated
(in Batch/ffile transfer message controfy that acknowledgement was required. The administrative
notification acknowledgement message (654) indicates that a certain number of preceding notification
messages were received.,

8.10.3 Administrative message type identifiers

Table 49 defines the message type identifiers that may be used in an administrative transaction.

Table 49 — Administrative message type identifiers

mMTI Message Purpose From To Usage

604 | Administrative Reguests information to support Sender Receiver
request the interchange network

605 | Administrative
recuest repeat

614 | Administrative Carries the answer to an Receiver | Sender Shall be sent in response to
request response administrative request message a 604 or a 605

624 | Administrative Advises of information fo support | Sender Receiver
advice the interchange network

625 | Administrative
advice repeat

634 | Administrative Carries the answer o an Receiver | Sender Shall be sent in response o
advice response administrative advice message & 624 or a 625

644 | Administrative Notifies of an administrative Sender Receiver
notification action

654 | Administrative Acknowledges receipt or one or Receiver | Sender Shall be sent in response to
notification more administrative nofification a 644 if Batch/file transfer
acknowledgement messages message confrol requested

acknowledgement
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8.10.4 Administrative mandatory and conditional data elements

lable 60 lists Wie mandalory and sondilonat dala sletnenls used [ adinlnistralive inessages. [he condilion
codes are defined in Tabls 25,

Table 50 — Administrative mandatory and conditional data elements

Administratlve messages Message type icdentifiare
Bit Data element name 604 614 624 634 644 654
605 625

1 (see 5.3 for usage)

7 Date and time transmission 30 30 30 30 30

11 Systems trace audit number M ME M ME M ME
12 Date and time local transaction M ME M ME M

18 Message error Indicator 36 36

24 Function code M M M

33 Forwarding institution identification code 10 10 10 10 10

39 Action code M M M M

59 Transport data 16 16

838 Batch/file fransfer message control 39 39
72 Data record M M M

93 Transaction destination institution identification code M ME M ME M

o4 Transaction originator institution identification code M ME M ME
100 | Receiving institution identification code 19 19 19 19 19

8.10.5 Administrative message flows

Figure 24 shows the sequence of messages that may flow in support of an administrative transaction.

SR - B04/E24 -eennne -—
Sender ----- B605/625 -~ - - = Receiver
[EP—— 614/634 ........... :!
3
1]
-------- B44------—
Sender Receiver
et 11 LRI 1

Figurc 24 — Administrative message flows
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8.11 Retrieval and retrieval fulfilment

8.11.1 Retrieval and retrieval fulfliment description

A retrieval is the activity {by the card acceptor, acquirer or relevant agent) needed to support a card issuer
who has determined that a transacton information document needs to bhe examined before a potential
chargeback 1s sent or to satisty another need of the card issuer or cardholder. The Message reason code is
used lo indicale Lthe specilic 1eason [or e reliteval (Clause A 11). Ouly a card Issuel can senhd a 1elleval
request.

A retrieval fulfilment is where an acquirer has successfully retrieved the requested information or where the
reason it was not provided is advised. The Funciion code is used to indicate the resuit fo the card issuer, Only
an acquirer can send a retrieval fulfilment.

8.11.2 Retrieval and retrieval fulfilment message rules

Refrieval uses the requestiresponse and nofificationfacknowledgement messages from the administrative
message class. Retrioval fulfilment uses the notification/acknowledgement messages from the administrative
message class.

The following applies to administrative messages when used for retrieval.

a) An administrative request message (602/603) or administrative instruction message (662) shall be sent
when the card issuer requires sight of a transaction information document,

b) An administrative request response message (612) shall be sent in response to an administrative request
message (602/603). The administrative request response message (612) indicates receipt of the
administrative request message (602/603). It is not a retrieval fulfiiment.

¢) An administrative instruction acknowledgement message (672) shall be sent in response to an
administrative instruction message (662) only if the administrative instruction message (662) indicated in
Batch/file transfer message conirol that acknowledgement was required. The administrative instruction
acknowledgement message {672) indicates that a certain number of preceding instruction messages
were received. |t is not a retrieval fulfilment.

The following applies to administrative messages when used for retrieval fulfilment.

a) An administrative notification message (640) shall be sent by the acquirer to indicate the results of the
retrieval fulfilment.

b) An administrative notification acknowledgement message (650) shall be sent by the card issuer in
response to a administrative notification message (640) only if the administrative notification message
(640) indicated in Bafch/ffile transfer message control that acknowledgement was required, The
administrative notification acknowledgement message (650) indicates that a certain number of preceding
notification messages were received,

8.11.3 Retrieval and retrieval fulfilment message type identifiers

[able b1 defines the administrative message type 1dentihiers that may be used in support of a retrieval.
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Table 51 — Retrieval message type identifiers

MTI Messagye Purpose From To Usage

802 | Administrative Request for fransaction Information Card Acqulrer
request issuer

603 | Admunistrative
request repeat

G612 | Administrative Indicatee receipt of previatle Acquirer Card $Shall bo sont in rosponso to
reguest response administrative request message issuer a 602 or a 603

662 | Administrative Request for fransaction information Card Acquirer
instruction issuer

672 | Administrative Acknowledges receipt of one or Acquirer Card Shall be sent in response to
instruction more administrative instruction issuer a 662 if Batch/file transfer
acknowledgement | messages message control requested

acknowledgement

Table 52 defines the administrative message type identifiers that may be used in support of a retrieval

fulfilment.
Table 52 -— Retrieval fulfilment message type identifiers
MTI Message Purpose From To Usage
640 | Administrative Indicates whether previous Acquirer Card
notification retrieval couid be fulfilled and issuer
method of delivery
650 | Administrative Acknowledges receipt of one Card Acquirer | Shall be sent in response o
notification or meore administrative issuer a 640 if Batchffile transfer

acknowledgement

neotification messages

message conlrof requested

acknowledgement

8.11.4 Retrieval and retrieval fulfilment mandatory and conditiona! data elements

Table 53 lists the mandatory and conditional data elements used in administrative messages when used in
support of retrieval and retrieval fulfilment. The condition codes are defined in Table 25.

Table 53 — Retrieval and retrieval fulfilment mandatory and conditional data elements
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Administrative messages Message type identifiers

Bit Data element name 602, 603 612 640, 662 650, 672

1 (see 5.3 for usage)

2 Primary account number 07 16 o7

11 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M

18 Message error indicator 36

21 Transaction life cycle identification data 33 33 a3 33
24 Function code M M

25 Message reason cade M M

30 Amounts original 08 08 08

31 Acquirer reference number 40 40 40

az Acquiring institution identification code M ME M

33 Forwarding institution identification code 10 10 10

37 Reatrieval roforence numbor 16 15

38 Aclion code M M

68 Batchifile transfer message control 39 38
100 Receiving institution identification code 19 19 19
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8.11.5 Retrieval and retrieval fulfilment message flows

Flgure 25 shows the sequence of adinlnistiallve inessages tal inay Bow I supporl of @ relileval,

802 - i
Cardissuer | -------- 603----- = Acquiret_' '
e 6tz - -
3
@
........ 662 e .
Card issuer Acqulirer
S - ¥ ¢ i

Figure 25 — Retrieval message flows

Figure 26 shows the sequence of administrative messages that may flow in support of a retrieval fulfiiment.

Acquirer Card issuer

---Q]_L]LL....

Figure 26 — Retrieval fulfiiment message flows
8.12 Error messages

8.12.1 Error messages description

Error messages allow for the details of specific errors to be returned to the message sender (see 7.1.4 and
7.1.5).

8.12.2 Error messages message rules

Error messages use the notificationfacknowledgement messages from the administrative message class.
The following applies to all administrative messages when used for error messages,

a) All error messages shall be sent as administrative notification messages.

b) An administrative netification message (644) shall be sent in response to any previously submitted
message:

1) that cannot be parsed by the receiver, in which case the Funckion code shall be “650";

2) which contains an MTI that is not recognized by the receiver, in which case the Funcfion code shall
be "651";

3) In response to a previously submitted notification or instruction message if the receiver detects an
error condition in the notification or instruction message:

i}y the Funciion code shall be “652" if the error condition results in the rejection of a single message
and the Message error indicator data elements shall provide a code that explains the error
condition;

i) the Function code shali be "653" if the error condition resuits in the rejection of an entire batch or
file. The Message error indicator data element shall provide a code that explains the error
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condition. Only one administrative message shalt be returned for the entire batch or file, i.e. the
receiver shall not return every single message in the batch or file;

iiiy if the Function code is “680" or “681", the Measage error indicator is not required.
G) An administrative nolificalion adkniowledgemenl message (664) shall be deneraled in respouse o an
administrative notificatlon message (644) only If the adminlistrative notiflcation message (644) Indicated

(in Balchffile fransfer message controf) that acknowledgement was recuired. The administrative

notification acknowledgement message (654) indicates that a certein number of preceding notification
messages were received.

d) Within an administrative notification message, the Dafa record data element shall contain the invalid data
and/or any additional information that will assist in correcting the error condition.

8.12.3 Error messages message type identifiers

Table 54 defines the administrative message type identifiers that may be used in error message,

Table 54 — Error messages message type identifiers

MTI Message Purpose From To Usage
644 | Administrative Notifies of an error condition Receiver | Sender | Shall be sent by the receiver of a
notification detected by the receiverin a message that cannot be parsed, a
previously submitted message message that contains an

unrecognized MTI, or a notification
ar instruction message in which the
receiver detected an efror condition.

654 | Administrative | Acknowledges receipt of one or | Sender | Receiver | Shall be sentin response to a 644 if

nofification more administrative nofification Batch/file transfer message control
acknowledge- messages requested acknowledgement
ment :

8.12.4 Error messages mandatory and conditional data elements

Table 35 lists the mandatory and conditional data elements used in administrative messages when used in
support of error messages. The condition codes are defined in Table 25.

Table 556 — Error messages mandatory and conditional data elements

Administrative messages MTI
Bit Data element name 644 654
1 (see 5.3 for usage)

11 Systems trace audit number M ME
12 Date and time local fransaction M M

18 Message error indicator 41

21 Transaction life cycle identification data 37 16

24 Function code M

33 Forwarding institution identification code 10

68 Bateh/file transfer message control a7

69 Batch/fiie transfer control data 37

72 DPrata record M

93 Transaction destination institution identification code M

94 Transaction originator institution identification code Yl

100 Receiving institution identification code 19
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8.12.5 Error messages message flows

Flgute 27 shows lie sequence of adramislialive nessages hal may fow In suppotl ol an anol inessage
where all ur part of the MT! s nol recognized, or the recelver [s unable to parse the message.

Sender Receiver g
STOVUUY - . V: RETOUNIT ;
1

ceeriesenarecan 644 ............ -— _'_—[ [
Sender Receiver 3
PO 17 IR - fg’
f

Figure 27 — Error messages flows when message type cannot be recognized

Figure 28 shows the sequence of administrative messages that may flow in support of an error message
where the MTI indicates a notification or instruction message and there are errors within the message.

Sender Receiver

——t—— eLULL_.

Figure 28 - Error messages flows when notification or instruction message contains errors
8.13 Fee collection message class

8.13.1 Fee collection description

Fee collection is the activity that supports the collection and disbursement of miscellaneous service fees
between financial institutions.

Fee collection has financial impact and affect reconciliation totals {see Table 48). Fee collection shall not
affect a cardholder account.

To cancel, either partially or completely, a previous fee collection transaction that was submitted in error, a
further fee collection transaction shall be sent using Function code 701.

8.13.2 Fee collection message rues
The following applies to all fee collection messages.
a) Fee collection messages may be in either direction i.e, acquirer to card issuer or card issuer to acquirer.

b) A fee collection advice message (720/721 or 722/723) or fee collection notification message (740/742)
shall be sent when an institution wishes to claim or pay a miscelianeous service fee.

c} A fee collection advice response message (730/732) shall be sent in response to a fee collection advice
(720721 or 722/723) message A fee collection advice response message (730/732) indicates the
receiver's response to the fee collection advice message (720/721 or 722/723). A fee collection advice
message (720/721 or 722/723) shall not be declined by the receiver, except for the specific reasons
defined in Clause A.1.
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d) A fee collection notification acknowledgement message (750/752) shall be sent in response to a fee
collection notification message (740/742) only § the fee collection nolilicalion messaye (740/742)
indicaled (in Balt:/ville Gansfer imessage copfiol) hat acknowledgemenl was required The fse colleclion
notification acknowledgement mossago (750/752) indicatos that a cortain number of preceding
notification messages were received.

8.13.3 Feo collectlon message type identifiers

Table 56 defines the message type [dentlfiers that may be used in a fee collection transaction.

Table 56 — Fee collection message type identifiers

MTI Message Purpose From To Usage

720 | Acquirer fee collection Advises of a service fee Acquirer Card
advice due to be collected issuer

721 | Acquirer fee collection
advice repeat

730 | Acquirer fee collection Carries the answer to an Card Acquirer | Shall be sent in response to
advice response acquirer fee collection issuer af720ora72i

advice

740 | Acquirer fee collection Notifies of a service fee Acquirer Card
notification due to be collected issuer

750 | Acquirer fee collection Acknowledges receipt of Card Acquirer | Shall be sent in response to
netification one or more acquirer fee issuer a 7440 if Batch/file transfer
acknowledgement collection notifications message control requested

acknowledgement

722 | Card issuer fee collection Advises of a service fee Card Acquirer
advice due to be collected issuer

723 | Card issuer fee collection
advice repeat

732 | Card issuer fee collection Carries the answer to a Acquirer Card Shall be sent in response to
advice response card issuer fee collection issuer arf22orav23

advice

742 | Card issuer fee collection Notifies of a service fee Card Acquirer
notification due to be collected issuer

752 | Card issuer fee collection Acknowledges receipt of Acquirer Card Shall be sent in response to
notification one or more card issuer issuer a 742 if Batch/ffile fransfer
acknowledgement fee collection notifications message confrof requested

acknowledgement

8.13.4 Fee collection mandatory and conditional data elements

Table 57 lists the mandatory and conditional data elements used in fee collection messages. The condition

codes are defined in Table 25,

In fee collection messages, the Primary account number (PAN) may contain the card issuer's institution
identification number only (in accordance with 1ISO 7812-1).

110
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Table 57 — Fee collection mandatory and conditional data elements

Fee collestion messages Message type identifiers
Bit Data element name 720 730 740 722 732 780
721 742 723 752
1 (see H 3 far usage)
I"rimary account number M ME M M ME
7 Date and time transmission 30 30 30 30 30
11 Systems trace audit number M ME M M ME ME
12 Date and time |ocal transaction M ME M M ME
18 Message error indicator 36 36
21 Transaction life cycle identification data 34 34 34 34 34 34
24 Function code M M M
28 Date reconciliation 12 12 i2
28 Reconciliation indicator 14 23 14
31 Acquirer reference number 40 40 40
32 Acquiring institution identification code M ME M M ME
33 Forwarding institution identification code 10 10 10 10 10
39 Action cede M M M
46 Amounts fees M ME M M ME
59 Transport data 16 16
68 Batch/ffiie transfer message control 39 39
100 Receiving institution identification code 19 19 19 18 19

8.13.5 Fee collection message flows

8.13.51

Acquirer fee collection

Figure 29 shows the sequence of messages that may flow in support of an acquirer fee collection transaction.

JRSTOOUR FO0 oo -—
Acquirer ] -..e...- 721~ = Card issuer
- 730 - =
=
1)
N 740 - - —
Acquirer Card issuer
S\ . i

Figure 29 — Acquirer fee collection message flows
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8.13.5.2 Card issuer fee collection

Figuie 30 shows he sequence of nessages hal iay low I supporl ol & card lssuer [ee colleclion
transaction,

.............. T22 e
Card lsguer | -eeee-e- 723----- = Acqulrer
e 732 - —
=
(4]
........ FAD - )
Card issuer Acquirer
N I i

Figure 30 — Card issuer fee collection message flows
8.14 Network management message class

8.14.1 Network management description

Network management is the range of activities carried out to confrol the system security and operating
condition of the interchange network and may be initiated by any interchanging party.

The following types of network management activity are defined.

a) Systemn condition management, which is used to establish and report system availability and to give
instructions pertaining to message handling during periods of system unavailability. These messages may
be used as part of normal system initialization or shutdown or as part of a failure recovery scheme.

b) System security management, which is used to control security aspects of the interchange system such
as Key and password management and security alerts. These messages may be used as part of a
security procedure, e.g. automatic periodic key changes (see 8.15).

¢c) System accounting management, which is used to identify the end of a reconciliation period. These
messages may be used as part of a reconciliation process (see 8.9.). The receiver shall not decline
system accounting messages unless for specific reasons as defined in Clause A.1.

d) System audit controls management, which is used to test integrity of interchange links and/or used as
part of an integrity check or failure recovery scheme.

e} Batch and file transfer header and trailer control management, which is used to denote the start and/or
end of batch or file transfer.

8.14.2 Network management message rules
The following applies to all network management messages.

a) A network management request message (804/805) shall be sent to request a network management
activity.

b) A network management response message (8714) shall be sent in response to a network management
request message (804/805).

¢} A network management advice message (824/825) shall be sent to advise of a network management
activity.
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d) A network manhagement advice response message (834) shall be sent in response to a network
managemenl advice message (824/825) to indicate receipt of the network management message
(824/825),

e) A network management notification message (844) shall be sent to advise of a network management
activity.

f) A network management notification acknowledgement message (854) shall only be sent in response to a
nstwork management nctification message (844), if the netwerk management notification message
indicated (in Batch/file transfer message conirol) that an acknowledgement was required (e.g. to confirm
that a complete batch or file has been received).

8.14.3 Network management message type identifiers

Table 58 defines the message type identifiers that may be used in a network management transaction.

Table 58 — Network management message type identifiers

MTi Message Purpose From To Usage
804 | Network management Requests a network Sender | Receiver
request management, batch
transfer or file transfer
activity
805 | Metwork management
request repeat
814 | Network management Carries the answer t0 a Receiver | Sender | Shall be sentin response to
request response network management or a 804 or a 805
batch/file transfer request
message
824 | Network management Advises of a network Sender Receiver
advice management activity
825 | Network management
advice repeat
834 | Metwork management Carries the answer to a Receiver Sender Shall be sent in response to
advice response network management a 824 ora 825
advice
844 | Network management Notifies of a network Sender | Receiver
notification management or batch/file
transfer action
854 | Network management Acknowiedges completion Receiver | Sender | Shall be sentin response fo
notification of one or more network a 844 if Bafch/ffile transfer
acknowledgement activities message control requested
acknowledgement,
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8.14.4 Network management mandatory and conditional data elements

Table 50 lisls the meandalory and condiblonal dala elemstls used i nelwork imanageiment messages. [he

condition codes are defined in Table 25.

Table 59 — Network management mandatory and conditional data elements

Network management messages

Messuge ype idenlifiers

BIt Data element name 804 | B4 | 824 834 844 854
805 825

1 {see b.2 for usage)

7 Date and time transmission 30 30 30 30 30 30
11 Systems trace audit number M ME M ME M M
12 | Date and time local transaction M ME M ME M ME
18 Message error indicator 36 36

24 | Function code M M M

25 Message reason code 39 39

28 | Date reconciliation 24 16 24 16 24

28 | Reconciliation indicator 25 16 25 16 25

33 Forwarding institution identification code 10 10 10 10 10

39 | Action code M M M M

59 | Transport data 16 16

68 Batchffite transfer message control 38 39
69 | Batch/file transfer control data 39 ME 39 ME
70 File transfer description data 38 ME 38 ME
93 | Transaction destination institution identification code M ME M ME M ME
94 Transaction originator institution identification code M ME M ME M ME
100 | Receiving institution identification code 19 19 19 19 19 19

8.14.5 Network management message flows

Figure 31 shows the sequence of messages that may flow in support of a network management transaction.

Figure 31 — Network managemcent message flows

v
L
|
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8.15 Key management

8.15 1 Key managemenl description

Key management is the activity of requesting or exchanging information regarding cryptographic keys, such
as 1equesl key change ot 1eques! varilicalion of key.

8.15.2 Key management message rulee

Key management uses the request/response and advicefresponse messages from the network management
message class.

The following appiies to all network management messages when used for key management.
a) A network management request message (804/805) shall be sent to request a key management activity:

1) Security related control information data element contains information on the associated transaction
key. The sender and the receiver agree the format in accordance with ISO 13482;

2) Key managemen! data data element contains a key in cryptographic format and may contain
associated key check digits.

b) A network management response message (814) shall be sent in response to a network management
request (804/805),

c) A network management advice message {824/825) shall be to convey information about a cryptographic
key, e.g. deiiver a key. The Function code data element shall be used to indicate the type of key
management activity required:

1) Security related control information data element contains information on the associated transaction
key. The sender and the receiver agree the format in accordance with 1SO 13492;

2) Key management data data element contains key in cryptographic format and may contain
associated key check digits.

d) A network management advice response message (834) shall be sent in response to a network

management advice message (824/825) to indicate receipt of the network management advice message
(824/825),

8.15.3 Key management message type identifiers

Table 60 defines the network management message type identifiers that may be used in key management.

Table 60 — Key management message type identifier

MTI Message Purpose From To Usage

804 | Network management Reguest a key management Sender Recelver
request activity

805 | Network management
reguest repeat

814 | Network management Carries the answer to a network | Receiver | Sender | Shall be sentin response
request response management request message to a 804 or 805

824 | Network management Advises of a key management Sender Receiver
advice activity

825 | Nelwork management
advice repeat

834 | Network management Carries the answer to a network | Receiver Sender | Shall be sentin response
advice response management advice message to a 824 or 825
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8.15.4 Key management mandatory and conditional data elements

Table 81 lisls e mandalory and conditional dala eleinenls used I nelworle manayement messages when
usaed in support of key managomaont. Tho condition codos are dofined in Table 25,

Table 61 — Key management mandatory and conditional data elements

Network management Inescagos Mosisago type ldentiflers
Bit | Data element name 804 | 814 | 824 | 834
805 825

1 {see 5.3 for usage)

7 Date and time transmission 30 30 30 30
11 Systems trace audit number M ME M ME
12 Date and time local transaction M ME M ME
18 Message error indicator 36 36
24 Function code Y M
25 Message reason code M
33 Forwarding institution identification code 10 10 10 10
39 Action code M M
53 Security related information M M
59 Transport data 15 16
93 Transaction destination institution identification code M ME M ME
g4 Transaction originator institution identification code M ME M ME
g6 Key management data 35
100 Receiving institution identification code 19 19 19 19

8.15.5 Key management message flows

Figure 32 shows the sequence of network management messages that may flow in support of key
management.

.......... 804/824 v Ll
Sender ----- 805/825--- ~— Receiver g.
—— B14/834 <reivunren- Y

Figure 32 -~ Key management message flows
8.16 Batch transfer

8.16.1 Batch transfer description

The definitions of request and advice messages in this part of ISO 8583 require a specific response to sach
request or advice sent. This is inefficient where the acquirer, without recourse to the card issuer, has
compieted transactions and now wishes to inform the card issuer of he resulls.
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Batch transfer alfows fransaction details to be sent as a series of notification or instruction messages without
requiring a response message for every message sent. Control is maintained by the use of notification or
instruction acknowlsdgement messages, which may be sent pariodically, withit the transmission of a bateh

The same technique can be employed between the card issuer and acquirer where the card issuer is required
to send individual messages, such as chargeback messages, without the need for an individual response to
each one.

8.16.2 Batch transfer message rules
The following applies to batch transfer messages.

a) Each batch in a batch transfer shall begin and end with a network management message containing the
appropriate Function code and Batch/file transfer control dafa data element:

1} the Function code within the network management message indicates the start and end of a batch;

2) the Baltchffile transfer file identification sub-element of Baich/file fransfer control data within the
network management message {804/805 or 844) provides a unique identifier for the batch;

3) the network management message that begins the batch shail be a request/response (804/814) if
one or more messages within a batch reguest an acknowledgement from the receiver;

4) the network management message that begins the batch may be either a notification (844) or a
request/response (804/814) if no acknowledgements are requested within the batch.

b} A batch shall consist of notification or instruction messages with an optional reconciliation transaction.

¢) The Batchffile transfer message number sub-element of Baich/file fransfer message conirol within each
message in a batch provides a unigue message sequence number within the batch.

d) Additional requirements for the sequencing of messages within a batch are left to bilateral agreement.
8.16.3 Batch transfer message type identifiers

There are no specific message types needed to support baich transfer. Batch transfer is achieved by the use
of existing message types and a number of specific data elements defined to support this activity. Details of
these specific data elements and the rules for their usage are given in 8.16.4.

8.16.4 Batch transfer mandatory and conditional data elements

8.16.4.1 General

The relevant mandatory and conditional data elements of any message type which is used in batch fransfer
applies.

Because in batch transfer there is not a mandatory requirement for a response to each message sent, there
needs to be a method of control so that messages are not lost and transmission problems do not result in the
need to resend messages that have been successfully sent. The data elements listed below are used io
provide these controls,

8.16.4.2 Batchi/file transfer message control

The Batch/file transfer message control data element shall be present in all notification, notification
acknowledgement, instruction and instruction acknowledgement messages submitted as part of a batch
transfer. It provides the unigue message number and acknowledgement control for the message. This data
element consists of two sub-elements.
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In notification or instruction messages:

a) Subelament 1 (Ratchfile transfer acknowledgement code) indicates whether the sender requires an
acknowledgement from tho rocoivor. Whon this sub element indioates "acknowledgement required,” the
sender shall not transmit any other notification or instruction message before receiving a notification
acknowledgement or insiruction acknowledgement message.

b) Sub-element 2 (Bafchfile transfer message sequence number) provides the unique sequence number
assigned to the message within the batch.

In notification acknowledgement or instruction acknowledgement messages:

a) Sub-element 1 (Balch/file fransfer acknowledgement code) indicates whether acknowledgement from the
receiver is positive or negative.

b) Sub-element 2 (Batch/file transfer message sequence number) indicates to the sender the last message
number correctly received by the receiver:

1) if sub-element 1 is set to 3 (e.g. positive acknowledgement), the receiver shall set sub-element 2 to
indicate the last message number correctly received;

2) if sub-element 1 is set to 7 (negative acknowledgement, repeat requested), the receiver shall set
sub-element 2 to indicate the last message number correctly received before an error was detected;

3) Iif sub-element 1 is set to 8 (negative acknowledgement, no repeat), the receiver shali set sub-
element 2 to indicate the last message number correctly received before an error was detected.

¢} If an expected acknowledgement message is not received, the sender shall resend the instruction or
notification message without change.

A list of values and definitions for sub-element 1 can be found in Clause A.8.

8.16.4.3 Batchi/file transfer control data

The Balch/file transfer control data data element shall be present in network management request, request
response, notification messages and notification acknowledgement messages that denote the start and end of
a batch. It provides the batch identification and number of messages in the batch. This data element consists
of two sub-elements.

a) Sub-element 1 (Bafch/ffile fransfer message count) indicates the total number of notification or instruction
messages to be transmitted for this batch. This count does not include network management messages
or reconciliation messages. A value of all nines in this sub-element when used in the network
management message that starts the batch indicates that the sender will provide the actual count in this

sub-element within Batchffile transfer control data in the network management message that ends the
batch.

b) Bub-element 2 (Batch/file transfer file identification) provides the unigue identifier assigned to the batch
being sent.

8.16.5 Batch transfer message flows

Figure 33 shows the sequence of messages that may flow in support of an acquirer initiated batch transfer
and Figure 34 shows the sequence of messages that may flow in support of a card issuer initiated batch
transfer. To avoid overcomplicating the figures, only a limited number of message types are shown. In
practice, any defined notification message type may be included in a batch transfer.
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Figure 33 -~ Acquirer initiated batch transfer message flows
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Figure 34 — Card issuer Initiated batch transfer message flows

See Annex D for additional examples
8.17 File transfer

8.17.1 File transfer description

Although batch transfer (see 8.16) improves the efficiency of exchanging data, there are situations where
institutions may wish to transfer larger volumes of data in the minimum number of messages.

File transfer consists of the submission of a group of file action messages (3xx) in which the Data record data
element contains data from a number of business transactions. The data contained in the Dafa record data
element may or may not be based on message types identified in this part of 1SO 8583. The structure of the
Data record data element is subject o bilateral agreement.

This part of 1ISO 8583 defines a file as “a collection of Data record data elements" and a Data record data
element as “other data required to be passed in order fo support an administrative activity or file action”.
Therefore, a file transfer is a series of 3xx messages where the total number of such messages constitutes a
file.
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These definitions do not however adequately define what is contained within an individual Data record data
clomont, Tho Dafa record data clemoent is a variable length data clement of considerablo length whore details
of several business fransactions can be carried

To facilitate interchange, the details of a single business transaction are defined as being contained in a single
elementary data rocord Tho structuroe of an olomontary data rocord is subjoct to bilalerat agreamenl. Thus, a
file of business fransections i3 aplit up and sent as & number of slemaentary data records contained in the Dafa
record data element in the minimum number of 3xx messages needed.

In order that the recipient of such a file of 3xx messages can extract the individual elementary data records
from each 3xx message, the File transfer description data data element is used to advise the recipient of the
file size and number of elementary data records being sent. The length of each elementary data record may
vary and may be defined as part of the structure of the elementary data record, which is subject to bilateral
agreement.

8.17.2 File transfer message rules

The following appiies to file ransfer messages.

a) Each file in a file fransfer shali begin and end with a network management transaction (804/305 or 844)
containing the appropriate Function code and Batch/file fransfer control data and File transfer description

dafa data elements:

1} the Function code within the network management message (804/305 or 844) indicates the start or
end of the file;

2) the Balchffile fransfer file identification sub-element of Bafch/file transfer confral data within the
network management message (804/805 or 844) provides a unique identifier for the file;

3) the network management transaction that begins the file shall be a request/response (804/814) if one
or more messages within the file request acknowledgement from the receiver;

4} the network management transaction that begins the file may be either a notification {(844) or a
request/response {804/814) if no acknowledgements are requested within the file.

b) A file shall consist of 3xx file action notification or instruction messages:

1) File name within the file action nofification or instruction message indicates the name of the file to be
updated at the receiver's location, e.g. warning bulletin file.

c) File action messages sent by the acquirer to the card issuer shall be notification messages.
d)} File action messages sent by the card issuer to acquirer shall be instruction messages.

e} File action messages sent from sender to receiver (parties other than the card issuer or acquirer) may be
either notification or instruction messages.

f)  The Batch/file transfer message number sub-element of Balch/file transfer message control within each
message in a file provides a unique message sequence number within the file.

8.17.3 File transfer message type identifiers

File transfer uses the file action message types to send files. The specific requirements are defined in 8.6. File
transfer uses a number of specific data elements to support this activity. Details of these specific data
elements and the rules of their usage are given in 8.17.4.
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8.17.4 File transfer mandatory and conditional data elements

B.17.4.1 General

The relevant mandatory and conditional data elements of any message type which is used in batch transfer
applios, as do tho condiions defined in 8 &

Because in file transfer there is not & mandatory requirement for a response Lo each mossage sonl, thoro
needs to be a method of conirol so that messages are not lost and transmission problems do not result in the
need to resend messages that have been successfully sent. The data elements listed below are used to
provide these controls.

8.17.4.2 Batch/file transfer message control

The Bafch/file transfer message control data element provides the unique message number and
acknowledgement control for the message. lts use in file transfer is identical to its use in batch transfer (see
8.16.4.2 for more information).

8.17.4.3 Batch/file transfer control data

The Batch/file transfer confrol data data element shall be present in network management messages that
denote the start and end of the file. It shall also be present in each 3xx file action message within a file, This
data element consists of two sub-elements.

a) Sub-element 1 (Baifch/file transfer message count) indicates the number of 3xx file action messages fo be
transmitted in this file. A value of all nines in this sub-element when used in a network management
message that starts the file indicates that the sender will provide the actual count in this sub-element in
the network management message that ends the file.

b) Sub-element 2 (Bafch/file transfer file identification) provides the unique identifier assigned to the file
being sent.

8.17.4.4 File transfer description data

The File transfer description data data element is used only in file transfer messages. It shall be present in 8xx
network management and 3xx file action messages that are submitted as part of a file transfer. It provides the
size of the file to be sent, the total number of elementary data records in the file and the number of elementary
data records that remain to be transferred.

This data element consists of three sub-elements.

a) Sub-element 1 (File transfer file size) provides the total length in bytes of the elementary data records in
the file to be sent. A value of zero (0) in this sub-element indicates that the length of the file is irrelevant.

b) Sub-element 2 (Fife fransfer elementary data record count) indicates the total number of elementary data
records in the file to be sent.

¢} Sub-element 3 (File transfer remaining data record count) indicates the remaining number of elementary
data records in the file to be sent.

8.17.5 File transfer message flows

Figure 35 shows the sequence of messages that may flow in support of an acquirer initiated file transfer and
Figure 36 shows the sequence of messages that may flow in support of a card issuer initiated file fransfer.
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Figure 35 — Acquirer initiated file transfer message flows
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Figure 36 — Card issuer initiated file transfer message flows

See Annex E for additional examples.

9 Message and transaction matching

9.1 General

Where matching is required, it is achieved by reference to a set of fixed unchanged data elements. Two types
of matching are defined.

a} Message maiching, i.e. a two message exchange, such as request, request repeat and response.

b} Transaction matching, i.e. matching subsequent life cycle transactions, such as a financial presentment
and a chargeback.

8.2 Message matching

The System frace audit number data element shall be used to match messages within a two message
exchange, such as:

a) request, request repeat and request response;

b} advice, advice repeat and advice response;
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c) hotification and nofification acknowledgement;

) Instructon and mstiuclion acknowledgemetl.

9.3 Transaction matching

The Transaction life cycle identification date data element shall be used lo malch subsequent life cycle
transaclions, e.g. a financial prosonbtnont o an oarlien authorizatlon or o chargebaclk o an earller Mhancial
presentment. Once assigned, the Transaction life cycle identification data data element shall remain the same
for all subsequent messages in the transactions life cycle (i.e. reversal, retrieval, chargeback etc.). See
Table 62 for an example of how to complete the indicated data elements. In this example, it is assumed that
the card issuer charges back the financlal presentment message.

Table 62 — Matching using the same values in the Life cycle fransaction sequence number

. Message matching Transaction matching
Transaction sequence MTI
Systems trace audit number { Transaction life cycle identification data

Authorization 100 000000000001 120000623000000100
Authorization repeat 101 000000000001 120000623000000100
Authorization response 110 000000000001 120000623000000100
Financial presentment 240 000000000002 120000623000000100
Partial reversal 440 000000000003 120000623000000100
Chargeback 442 000000000004 120000623000000100
Chargeback acknowiedgement | 452 000600000004 1200006230000001 00

Where the acquirer has obtalned one authorization and then submits more than one financial presentment
(e.g. one authorization for two airiine tickets followed by two financial presentments, one for each ticket),
Table 63 gives an example of the usage of Systems trace audit number and Transaction life cycle
identification data. In this example, it is assumed that the card issuer charges back the second financial
presentment message. When this occurs:

a} transaction matching between the authorization and the financial presentment messages would then
occur based on only the first two parts of Transacfion life cycle identification data, i.e. matching would
exclude Life cycle transaction sequence number,

b) all subsequent transaction matching (retrieval to financial presentment, chargeback to financial
presentment, etc.) would occur based on all parts of Transaction life cycle identification data, including
the Life cycle transaction sequence number.

Table 63 — Matching using different values in the Life cycle fransaction sequence number

Message matching Transaction matching
Transaclion sequence MTI Systems trace Transaction life cycle
audit number identification data
Authorization 100 000000000001 120000623000000100
Authorization repeat 101 000000000001 120000623000000100
Authorization response 110 000000000001 120000623000000100
Financtal presentment No. 1 240 000000000002 120000623000000101
Financial presentment Na. 2 240 000000000003 120000623000000102
Chargeback of financial presentment No. 2 442 000000000004 120000623000000102
Chargeback acknowledgement for financial 452 000000000004 120000623000000102
presentment No. 2
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Where multiple authorizations were obtained covering a single financial presentment (e.g. in the hotsl! industry
where an acquiror obtains several authorizations when a cardholder chooses to extend his stay), the acquirer
ety

— assign the same non-zero value to Transaction life cycle identification data for each authorization and
submit the same value in the financial presentment, in which case it will be up lo bilalerdl agresinent Lo
detenmine how the authotizalions and financial presenlinent will be speclfically malched, or alternatively

assign different values to the Transaction life cycle identification data for each authorization and then
submit a single financial presentment where the Transaction life cycle identification data of the final
authorization obtained shall be used. Matching between the final authorization and any subsequent
transaction will use all parts of the Transaction life cycle identification data, in which case it will be up to
bilateral agreement to determine how the authorizations and financial presentment will be specifically
matched.

10 Registration and maintenance management group (RMMG)

10.1 General

The RMMG is the body established by TC 68/SC 6 and empowered ta act on its behalf in the issuing of
institution identification codes, the maintenance of codes and other changes to this part of 1SO 8583.

The scope and specific responsibilities of the RMMG, along with the associated registration authority for the
allocation of institution identification codes (IIC’s), are specified in ISO 8583-2.

The scope and specific responsibilities of the RMMG, along with the associated maintenance agency for the
maintenance of this part of ISO 8583, are specified in 1ISO 8583-3.

Figure 37 shows the relationships between these bodies.

ISOTC 68/SC 6

ISO TC 68/SC 6/'WG 1 1SO 8583 RMMG
Working group that Ongeing maintenance
updates ISO 8583 (all parts) management group for
on a period basis ISO 8583 {all parts)

ISO 8583 Registration Authority
ABA

Administrative body that handles
HCs (see I1SO 8583-2)

ISO 8583 Maintenance Agency
AFNOR

Administrative body that handles all
other changes (see |SO 8583-3)

Figure 37 — Relationship of maintenance bodies
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10.2 Allocation of institution identification codes

Any Institulion already holding an idenliflcallon nuimber assigned trough 180 7812 shall use Wal identification
number as their institution identification code,

For lhose Instiilons who sre nol ellglble for e card lssuer [denlflcallon nurmber (IIN) asslgned through e

procedutes specilied in 150 7812, application for an Institutlon Idontification codo (lIC) shall ba via the
processes specified in 1SO 8583-2,

10.3 Development of this part of ISO 8583

Any institution or organization using this part of ISO 8583 may submit an application to the RMMG for a
change to any or all of the following items and the associated rules and condition codes that may be
applicable:

a) additional codes fo those defined in Annex A;

b) new message type identifier or message class values;

¢) new primitive data elements;

d) new constructed data elements;

e) new composite data elements;

f) new dataset identifiers values and/or sub-elements related to an existing composite data eiement;

g) new sub-elements in an existing composite data element dataset.

The procedures for requesting and approving changes shall be in accordance with 1ISO 8583-3.

It is the responsibility of the RMMG to ensure that only changes that do not require a new version number are
approved between major revisions of this part of ISO 8583 (see 5.1.2.2),

11 Guidance on the use of this part of ISO 8583

11.1 Additicnal message types

This part of [SO 8583 is so constructed that new message type identifiers may be added by either amendment
to this part of 1SO 8583, or by use of the national or private series of message type identifiers within the terms
of this part of ISO 8583,

11.2 Additional data elements

This part of ISO 8583 is constructed so that new data element(s) may be added. An unassigned bit shall be
required. Such assignment shall be made either by amendment to this part of ISO 8583 or by national or
private agreement within the terms of this part of ISO 8583.

The addition of a new data element is facilitated by the assignment of that data element to a position in the
message bit map, In conjunction with the bit map technique, each data element is either fixed in length or
preceded by a fixed length attribute “LL", “LLL" or “LLLL" indicating the length of the variable data to follow.
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11.3 Mandatory and conditional data elements

The deslgnallon of g data elerment wilhine a message as meandatory (M) [s based upon one cillerlon. The dala
element 8o designated is one that zhall be present to support the purpose of the message, This designation
may, in some cases, conflict with existing system capability or the needs of potential users of this part of
IS0 8583, Tu avoid unnecessaly usonliovetsy ovel these designolions, it shall be understood lhat Lie
designatlons apply ta Interchange messages between two or more systems or nelworks. Il a sell-contamned
network chooses to modify these designations for intrasystem use, this would not constitute a violation of this
part of ISCO 8583. If, however, a message is sent from one system to another, all parties in the system shall be
prepared to meet the mandatory requirements unless these designations are bilateraily modified during the
course of normal business negotiations by the systems involved.

The designation of a dala element within a message as conditional (nn) is based upon one criterlon. The data
element so designated is one that shall be present if the condition specified in Table 25 is satisfied.

11.4 Unintentional introduction of control characters

Bit streams, such as a bit map, PIN or password data elements may unintentionally introduce control
characters into the transmission stream under certain communications protocols. Users of such protocols
should take steps to avoid this occurrence. Annex B gives guidance on transmitting messages over networks.
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A.1 Action codes (bit 39)

Table A.1 lists the action codes.

ISO 8583-1:2003(E)

Annex A
(normative)

Code listings

Table A.1 — Action codes

Range Codes Description
0000-0988 0000 Approved
Used in 110, 120, 121, 140 210, 220, 221 and 0001 Honour with identification
240 messages to indicate that the transaction 0002 Approved for partial amount
has been approved
0003 Approved (VIP}
0004 Approved, update track 3
0005 Approved, account type specified by card issuer
0006 Approved for partial amount, account type specified
by card issuer
0oay Reserved for 1SO use
0008 Approved but fees disputed
0009 Approved with overdraft
0010 Approved, customer reactivated
0011 Approved, terminal unable to process online
0012 Approved, transaction processed offline by terminal
0013 Approved, transaction processed offline after referral
0014-0599 | Reserved for ISO use
0600-0799 | Reserved for national use
0800-0999 | Reserved for private use
1000-1999 1000 Do not honour
Used in 110, 114, 120, 121, 124, 140 144, 154 1001 Expired card
O e 2o mereaerie o0z | Suspacted e
processed for authorization or verification by or | 1003 Card acceptor contact acquirer
on behalf of the card issuer and has been 1004 Restricted card
denied (not requiring a card pick-up.) 1005 Card acceptor call acquirer's security department
1006 Allowable PIN tries exceeded
1007 Refer to card issuer
1008 Rofor to oard issuer's speoial conditiona
1009 Invalid card acceptor
1010 Invalid amount
1011 |avalid card number
1012 PIN data required
1013 Unacceptable fee
1014 No account of type requested
1015 Requested function not supporied
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Table A.1 (coniinued)

Range Codes Deseription
101G Not sufficient funds
1017 Incorrect PIN
1018 MNo oard record
1019 Transaction not permitted to cardholder
1020 Transaction not permitted to terminal
1021 Exceeds withdrawal amount fimit
1022 Security vielation
1023 Exceeds withdrawal frequency limit
1024 Violation of law
1025 Card not effective
10286 Invalid PIN block
1027 PIN length error
1028 PIN key sync error
1029 Suspected counterfelt card
1030 Currency unacceptable to card issuer
1031 Not authorised and fees disputed
1032 Lost/stolen card
1033 Authorization lifecycle unacceptable
1034 Authorization lHfecycle has expired
1035 Closed account
1036 Closed savings account, or restricted for closing
1037 Closed credit account or restricted for closing
1038 Closed credit facility cheque account or restricted for
closing
1039 Closed cheque account or restricted for closing
1040 Bad debt
1041 From account bad status
1042 To account bad status
1043 Cheque already posted
1044 Information not on file
1045 Card verification data failed
1046 Amount not found
1047 PIN change reguired
1048 New PIN invalid
1049 Bank not found
1050 Bank not effective
1051 Customer vendor not found
1052 Customer vendor not effective
1053 Customer vendor account invalid
1054 Vendor not found
1055 Vendor not effective
1056 Vendor data invalid
1057 Payment date invalid
1058 Personal identification not found
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Table A.1 (continued)

Range Codles Descriplion
1059 Scheduled tranaactions exiat
1060 Transaction did not complete normally at terminal
1061 Transaction not supporicd by the card issuer
1062 Cashback not allowed
1063 Cashback amount exceeded
1064 Declined, transaction processed offline by terminal
1065 Declined, terminal unable to process offline
1066 Declined, transaction processed offline after referral
1067 Reserved for [SO use
1068 Identification number invalid
1069 Driver number invalid
1070 Vehicle number invalid
1071 Digital certificate expired
1072-1599 | Reserved for ISO use
1600-1799 | Reserved for national use
1800-1999 | Reserved for private use
2000-2999 2000 Do not honour
Used in 110, 114, 120, 121, 124, 140 144, 154 2001 Expired card
ot e oo et o [2002 | Suspected raus
processed for authorization or verification by or | 2003 Card acceptor contact acquirer
on behalf of the card issuer and has been 2004 Restricted card
denied requiring the card to be picked up 2005 Card acceptor call acquirer's security department
2006 Allowable PiN tries exceeded
2007 Special conditions
2008 Lost card
2008 Stolen card
2010 Suspected counterfeit card
2011 Daily withdrawal uses exceeded
2012 Daily withdrawal amount exceeded
2013-2599 | Reserved for ISO use
2600-2799 | Reserved for national use
2800-2999 | Reserved for private use
3000-3999 3000 Successful
Used in 314, 324, 325 and 344 messages 10 3001 Not supported by receiver
indicate the result of the file action 3002 Unable to locate record on file
3003 Duplicate record, old record replaced
3004 Field edit error
3005 File locked out
3006 Not successful
3007 Format error
3008 Duplicate, new record rejected
3009 Unknown file
3010 Invaliid card/cardholder number
3011-3599 | Reserved for IS0 use
3600-3792 | Reserved for national use
3800-3999 | Reserved for private use
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Table A.1 {continued)

Range Codes Description
4000-4999 4000 Actepled
Used in 430, 432, 440 and 442 messages to 4001-4599 Reserved for ISO use
indicate the result of the reversal or chargeback 4500_4}99 heserved for natllonal uge
4800-4999 | Reserved for private use
5000-5999 5000 Reconciled, in balance
Used in 510, 512, 530 and 532 messages to 5001 Reconciled, out of balance
Indicate the resuit of & reconciltation 5002 Amount not reconciled, totals provided
5003 Totals not available
5004 Not reconciled, totals provided
5005-5599 | Reserved for 1ISO use
5600-5799 | Reserved for naticnal use
5800-5999 | Reserved for private use
6000-6999 6000 Accepted
Used in 6xx messages to indicate the result of 6001-6599 | Reserved for 1SO use
an adminisfrative activity 6600-6799 | Reserved for national use
6800-6988 | Reserved for private use
7000-7999 7000 Accepted
Used in 720, 721, 740, 722, 723 and 742 7001-7588 | Reserved for ISO use
messages to indicate the result of a fee 7600-7799 | Reserved for national use
collection
7800-7999 [ Reserved for private use
8000-8999 8000 Accepted
Used in 8xx network management messages to | 8001 Rejected, unable to perform request at current time,
indicate the resuit of a network management try later
activity 8002 Rejected, key verification failed. Key sync error or key
check value dees not match
8003-85989 | Reserved for [SO use
8600-8799 | Reserved for national use
8800-8999 | Reserved for private use
9000-2001 2000 Advice acknowledged, no financial liability accepted
Used in all message types o indicate error or a001 Advice acknowledged, financial liability accepted
response actions
9002-9099 9002-9059 | Reserved for 1ISO use
Used in advice responses fo indicate 9060-9079 | Reserved for national use
acceptance conditions 9080-9058 | Reserved for privaie use
9100-9101 9100 One or more data element errors (see message srror
Used in all message types to indicate error or indicator)
response actions 9101 Reserved for ISO use
2102-9299 9102 invalid transaction
Used in request response and advice response 9103 Re-enter transaction
messages to indicate transaction could not be 9104 Reserved for 1SO use
processed
2105 Acquirer not supported by switch
9106 Cutover in process
9107 Card issuer or switch inoperative
2108 Transaction destination cannot be found for routing
9109 System malfunction
9110 Card issuer signed off
9111 Card issuer timed out
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Table A.1 (confinued)

Range Cados Dosoriptlion
3112 Card issuer unavailable
9113 Duplicate transmission
9114 Not able o trace back to original transaction
9115 Reconciliation cutover or checkpoint error
Y116 MAC incorrect
9117 MAC key sync error
9118 No communication keys available for use
9119 Eneryption key sync error
9120 Security software/hardware error — try again
9121 Security software/hardware error — no action
9122 Message number out of sequence
9123 Request in progress
9124 Invalid security code
9125 Database error
9126 Reserved for 1ISO use
9127 Reserved for ISO use
9128 Customer vendor format error
9129 Reserved for [SO use
9130 Reserved for [SO use
8131 Reserved for [SO use
9132 Recurring data error
9133 Update not allowed
9124-9259 | Reserved for ISO use
9260-9279 | Reserved for national use
9280-9299 | Reserved for private use
9300-9399 9300-9349 | Reserved for 1SQO use
Usz_ad in advice response messages (x3x) {o 9350 Violation of business arrangement
g:fdflicr:]e::;g]el Er:baiﬁ&n for rejection of the transfer 0351-9350 | Reserved for 1SO use
9360-9379 | Reserved for national use
9380-9399 | Reserved for private use
9400-9999 9400-9998 | Reserved for [SO use
Used in ali message types to indicate error or 9989 Qther errors
response actions

A.2 Additional identification type codes (bit 49-71)

Table A.2 lists the additional identification type codes.

Table A.2 — Additional identification type codes

Range Codes Description
0-9 0 Drivers license
Indicates the type of additional indication used 1 Passport
2 MNational identity card
3-5 Reserved for ISO use
6-7 Reserved for national use
8-9 Reserved for private use
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A.3 Auto adjusted amount indicator codes (bit 104-76)

fable A3 lIsls the aulo adjusled amounl Indicalor sodes.

Table A 3 — Auto adjusted amount indicator codes

fié.nge D Codes . - bDescription
A-Z A Drop-off charyges.
Indicates the type of charges provided in Auto | B Delivery charges
amount adjusted C Parking expenses
5 Extra hours |
E Violations
F-8 Reserved for ISO use
T-W Reserved for national use
X Multiple charges of the above types
Y-Z Reserved for private use
Space Unknown

A.4 Amount type codes (bit 54)

Table A.4 lists the amount type codes.

Table A.4 — Amount type codes

Range Codes Description
00-1Z 00 Reserved for ISO use
Account related balances o1 Account ledger balance
02 Account available balance
03 Amount owing
04 Amount due
05 Account available credit
06 Unknown
Q7 Account ledger balance account 2
08 Account available balance account 2
09 Credit line
10 Amount on hoid
11-1d Reserved for ISO use
1K-1R Reserved for national use
18-1Z Reserved for private use
20-22 20 Amount remaining this cycle
Card related amounts 2124 Raserved for ISO usc
2K-2R Reserved for national use
25-22 Reserved for private use
30-32 30-3J Reserved for |ISO use
Account related amounts 3K-3R Reserved for naticnal use
35-32 Reserved for private use
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Table A.4 (continued)

Range Godes ~_ Description
40-42 40 Amount cash S
Transaction related amounts 41 Amount goods and services
42 Amount, surcharpe
42-4J Réé;érved for 1SO use
4K-4R Reserved for national use
45-47 Reserved for private use
50-52 50 Beginning balance
Electronic benefit amounts 51 Pre authorised amount
52-5J Reserved for 1SO use
5K-5R Reserved for national use
58-52 Reserved for private use
60-6Z 60-6J Reserved for ISO use
Reserved BK-6R Reserved for national use
65-62 Reserved for private use
70-72 70-7J Reserved for 1ISO use
Reserved TK-TR Reserved for national use
75-7Z Reserved for private use
80-82 80-8J Reserved for SO use
Reserved 8K-8R Reserved for national use
88-8Z Reserved for private use
90-9Z2 90-94 Reserved for ISO use
Reserved IK-9R Reserved for national use
938-97 Reserved for private use
AD-ZZ A0-1Z Reserved for ISO use
Reserved JO-PZ Reserved for national use
RO-ZZ Reserved for private use

A.5 Authorization life cycle codes (bit 57)

Table A.5 lists the authorization life cycle codes.

Table A.5 — Authorization life cycle codes

Range Codes Description
Position 1, 0-9 W Reserved for ISO use
time code 1 Calendar days
2 Hours
3 Minutes
4-5 Reserved for ISO use
6-7 Reserved for national use
8-9 Reserved for private use
Position 2 & 3, 00-99 0 Reserved for ISO use T
time interval 01-29 A value of 01 through 99 indicating the number of
reiterations indicated in position 1
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A.6 Batch/file transfer acknowledgement codes {bit 8)

Table A 6 lists the batchfile transfer acknowledgement codes

Table A.6 — Batch/ffile transfer acknowledgement codes

Range S

Indicates If an acknowledgement is required

_ Godos

i

Dascription

No acknowledgement required

Acknowledgement required

Acknowledgement required, end of transfer

Positive acknowledgement

Reserved for ISO use

Reserved for [SO use

Reserved for ISO use

~N|a|o|sieinao

Negative acknowledgement, repeat requested

8]

Negative acknowledgement, no repeat

9-1

Reserved for ISO use

J-R

Reserved for national use

S-Z

Reserved for private use

A.7 Composite data element dataset identifier allocations (see 6.5)

Table A7 lists the composite data element message bit number and the data set identifier numbers that have

been allocated.

Table A.7 — Composite dataset identifier allocations

Range Dataset identifier Description
Bit 34 01-40 Reserved for ISO use
Electronic commerce data 41-55 Reserved for national use
56-70 Reserved for private use
71 Account based digital signature without certificate
72 Public key certificate authentication data
73-DF Reserved for ISO use
EO-EF Reserved for national use
FO-FE Reserved for private use
Bit 43 01-40 Reserved for SO use
Card acceptor name/lccation 41.55 Reserved for national use
56-70 Reserved for private use
71 Card acceptor name/location data
72-DF Reserved for [SO use
EC-EF Reserved for national use
FO-FE Reserved for private use
Bit 44 01-40 Reserved for ISO use
Additional response data 41-55 Reserved for national use
56-/0 Reserved for private use
71 Additional response data
72-DF Reserved for ISO use
E0-EF Reserved for national use
FO-FE Reserved for private use
Bit 49 01-40 Reserved for IS0 use
Verification data 41-bb Heserved for national use
56-70 Reserved for private use
71 Verification request data
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Table A.7 (continued)

ISO 8583-1:2003(E)

Range Dataset identifier Description o
72 Verifiootion reeults data o
73-DF Reserved for ISO use
EO-EF Reserved for natlonal use
FO-FE Reserved lor p:ivéle use -
Hil 104 01 40 Reaecrved for 1ISO use
Transaction specific data 41-55 Reserved for national use
56-70 Reserved for private use
71 Free form description data
72 Invoicing header data
73 Invoicing line item data
74 Aitline itinerary data - 1
75 Airline itinerary data - 2
76 Auto rental/vehicle data
77 Lodging data
78 Fleet card data
79-BF Reserved for SO use
CO-DF Reserved for national use
EO-FE Reserved for private use

A.8 Fee type codes (bits 46, 66, 109, 110)
Table A.8 lists the fee type codes.

Table A.8 — Fee type codes

Range Codes Description
00-99 00 Transaction fee
01 Transaction processing fee
02 Fee collection fee
03 File action fees
04 Telex, telephone and cable charges
05 Auto-telex charges
06 Lost/stolen card report fees
07 Card acceptor service fees
08 Recovered card awards
09 Invalid chargeback handling fee
10 Recovery of copy/original fees
11 Returned guaranteed chegue
12 Ermergency cash disbursement handling fee
13 Arbitration cash disbursement handling fee
14 Incorrect card acceptor identification/transaction data handling fee
15 Currency conversicn fee
16 Special handlingfee
17 Investigation fees
18 Emergency card replacement fee
19 Warning bulletin handling fee
20 Geood faith acceptance
21 Collection letters
22-39 Reserved for [SO use
40-69 Reserved for national use
70-99 Reserved for private use
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A.9 Function codes (bit 24)

fable A 9 lisls Ui lunction codes

Tablo A 9 — Function codos

Range Codes Description
000-099 Reserved for ISC use 0UU-99Y | Reserved
100-199 100 Original authorization — amount accurate
Used in 100, 101, 120, 121 and 140 messages 101 Original authorization — amount estimated
to indica‘te type of authorization or verificalion 102 Replacement authorization -- amount accurate
transaction
103 Replacement authorization - amount estimated
104 Resubmission — amount accurate
105 Resubmission — amount estimated
106 Supplementary authorization — amount accurate
107 Supplementary authorization - amount estimated
108 inquiry
109 Address verification for billing address
110 Address verification for ship to address
111 Certificate request data verification
112 Cheque verification
113 Account verification
114-159 Reserved for ISO use
160-179 Reserved for national use
180-199 Reserved for private use
200-299 200 Original financial preseniment request/advice
Used in 200, 201, 220, 221 and 240 messages 201 Previously approved authorization — amount same
to indicate type of financial presentment 202 Previously approved authorization — amount differs
203 Resubmission of a previously denied financial
presentment request
204 Resubmission of a previously reversed financial
presentment
205 First representment full amount
208 Second representment full amount
207 Third or subsequent representment full amount
208 Final representment full amount
209 Incomplete account number on original financial
presentment request
210 Resubmission of a previously submitted financial
presentment request
211 First representment partial amount
212 Secend representment partial amount
213 Third or subsequent representment partial amount
214 Final representment partial amount
215 Aggregation for accumulation transaction
216 Card issuer back up total for accumulation transaction
217 Truncation for accumulation transaction
218-259 Reserved for ISO use
260-279 Reserved for national use
280-299 Reserved for private use
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Table A.9 (confinued)

Rariga Cades Description
300-399 300 | ReservedforISOuse “
Used in 304, 305, 324, 325 340, 344 350, 354, 301 Add record
fle action recirec: use 302 when fifds witin a |- 202 Change record
record are being replaced:; if the entire record is | 303 Delele racurd
being changed, code 304 is recommended 304 Replace record
305 Ingquiry
306 Replace file
307 Add file
308 Delete file
309 Card administration
310 Other
311-358 Reserved for ISO use
360-379 Reserved for national use
380-398 Reserved for private use
400-449 400 Full reversal, transaction did net complete as
Used in 420, 421 and 440 messages to indicate approved
the function of the reversal 401 Partial reversal, transaction did not complete for full
amount
402-419 Reserved for |SO use
420-439 Reserved for national use
440-449 Reserved for private use
450-499 450 First chargeback, full
Used in 422, 423 and 442 messages to indicate | 451 Second chargeback, full
the function of the chargeback 452 Third or subsequent chargeback, full
453 First chargeback, partial
454 Second chargeback, partial
455 Third or subsequent chargeback, partial
456 Final chargeback, full amount
457 Final chargeback, partial amount
458-469 Resarved for ISO use
470-489 Reserved for naticnal use
490-499 Reserved for private use
500-599 500 Final reconciliation
Used in 500, 501, 502, 503, 520, 521, 522, 523, | 501 Checkpoint reconcitiation
f::oﬁgiﬁ;;%nmessages to indicate type of 502 Final reconciliation in a specified currency
503 Checkpoint reconciliation in a specified currency
504 Request for reconciliation totals
505-539 Reserved for ISO use
540-569 Reserved for national use
570-599 Reserved for private use
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Table A.9 (conlinued)

Range Codeus Description
600-649 500 Hard copy {(original document) retrieval
liged in 6072, 60? 612, 6672, 6772, EMQ and 650 eo1 | lard copy (original document) repeat retrieval
ar're]gfj?rae%&grtgrgﬂlc?:;e the type of retrieval data 602 Hard eopy (original document) retrieval fulfilment
603 *hotocopy (microfilm copy, photocepy or fax copy)
retrieval
604 Photocopy {microfilm copy, photocopy or fax copy)
repeat retrieval
605 Photocopy {microfilm copy, photocopy or fax copy)
retrieval fulfiiment
606 Electronic image (photocopy) retrieval fulfilment
607 Electronic image {photocopy) retrieval fulfilment
network generated
608 Substitute draft refrieval
609 Substitute draft repeat retrieval
610 Substitute draft retrieval fulfiiment
611 Electronic image (substitute draft) retrieval fulfiiment
612 Electronic image (substitute draft) retrieval fulfilment
network generated
613 Retrieval not fulfilled
614-629 Reserved for ISO use
630-639 Reserved for naticnat use
640-649 Reserved for private use
650-699 650 Unable to parse message
Used in 604, 605, 624, 625 and 644 messages 651 MTI not recognized
for administrative messages 652 Message level error
853 Batchffile level error
654-669 Reserved for 1SO use
670-689 Reserved for national use
689-699 Reserved for private use
T00-799 T00 Fee collection message
Used in 720, 721 , 740, 722, 723 and 74_2 701 Fee collection canceltation, full/partial
?:rf::c?t?;nto indicate type of fee collection 702-750 Reserved for 1SO use
760-779 Reserved for national use
780-799 Reserved for private use
800-809 800 Reserved for ISO use
Used in 804, B0OS, 824, 825 and 844 messages 801 System condition/sign-on
to indicate system conditions 802 Syetem condition/sign off
8O3 System condition/target system unavailable
804 System condition/message originator's system in
hackup
805 System condition/special instruction
806 System condition/initiate alternate routing
80/7-809 Reserved for ISO use

J—
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Table A.9 (continued)

Runge Codas Descriplion

810-819 810 Reserved for SO use

Used in 804, 805, 824, 825 and 844 messages 811 System security/request key change

to support systern seouiily aclivily 812 System security/security alert
a3 Syslem securily/password change
814 System security/device authentication
815 System security/ deliver key
816 Systemn security/ request key verification
817-819 Reserved for ISO use

820-829 820 Reserved for ISO use

Used in 804, 805, 824, 825 and 844 messages 821 System accounting/cutover

to indicate system accounting a22 System accounting/checkpoint
823-829 Reserved for ISO use

830-839 830 Reserved for SO use

Used in 804, 805, 824, 825 and 844 messages 831 System audit control/echo test

to indicate system audit controls 832 System audit control/response received
833-839 Reserved for ISO use

840-849 840 Reserved for ISO use

Used in 804, 805, 824, 825 and 844 messages 841 Start of batch/file transfer

to indicate batch/file transfer 842 End of batch/file transfer
843-849 Reserved for ISO use

850-859 850 Reserved for ISC use

Used in B04, 805, 824, 825 and 844 messages 851 Exchange control, give token

to indicate synchronization 52 Clock synchronization
853-859 Reserved for 1ISO use

860-879 860-879 Reserved for ISO use

Used in 804, 805, 824, 825 and 844 messages

880-889 880-889 Reserved for national use

Used in 804, 805, 824, 825 and 844 messages

890-899 890-899 Reserved for private use

Used in 804, 805, 824, 825 and 844 messages

900-999 900-939 Reserved for ISO use

Reserved 940-969 Reserved for national use
970-999 Reserved for private use
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A.10 Message error codes (bit 18)

Table A 10 lists tho mossage orror codes

Table A.10 — Message error codes table

Range Codes Description
0000-9399 0001 Raquired data elemeant miszing

0G0o2 Invalid [ength

0003 invalid value

0004 Amount format error

0005 Date format error

0006 Account format error

0007 Name format error

0008 Farmat error other, e.g. data element format is not
valid

000s Inconsistent data with POS data code, e.g. No track 1
or track 2 for an indicated magnetic stripe read

0010 Inconsistent data, does not match original request

0011 Other inconsistent data

0012 Recurring data error

0013 Customer vendor format error

0014-3999 | Reserved for 1ISO use
4000-5999 | Reserved for natiopal use
6000-9999 | Reserved for private use

A.11 Message reason codes (bit 25)

Table A.11 lists the message reason codes.

Table A.11 — Message reason codes

Range Codes Description
0000-0999 0000-0999 | Reserved
Reserved for ISO
10G0-1499 1000 Stand-in processing at the card issuer's option
Reason for an au_thoriza_t_ion!_financial 1001 Card issuer signed off
f;:ie:iz;}unetseidr\:é:seégg’gﬁcatlon message rather 1002 Card issuer timed out on original request
1003 Card issuer unavailable
1004 Terminal processed
1005 ICC processed
1006 Under floor limit
1007 Stand-Iin processing at the acquirer's option |
1008 Stand-in processing at the receiver's option
1009 Receiver signed off
1010 Receiver timed out on original request
1011 Receiver unavailable

1012-1150 | Reserved for ISO use
1151-1375 | Reserved for national use
1376-1499 | Reserved for private use

Licensed to Boyle Fradickson S © 7 Mr Gratz
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Table A.11 {continued)

Range Coades Doscription
1500- 1999 1500 1ICC applicalion unable lo process
Reason for an authorization/financial 1501 Reserved for 1SO use
1503 Terminal random selection
1504 Terminal net able to process ICC
1505 On line forced by ICC
1506 On line forced by card acceptor
1507 On line forced by CAD
1508 On line forced by terminal
1509 On line forced by card issuer
1510 Over floor limit
1511 Card acceptor suspicious
1512-1650 | Reserved for {SO use
1651-1775 | Reserved for national use
1776-1999 | Reserved for privaie use
2000-2999 2000 Reserved for ISO use
Reason for a representment 2001 Invalid acquirer's reference number on chargeback,
documentation was received or was not required
2002 Non receipt of required documentation to support
chargeback
2003 Correct transaction date provided
2004 invalid acquirer's reference number on chargeback,
documentation was received
2005 Correct card acceptor location/description provided
2006 Reserved for SO use
2007 Transaction did not exceed card acceptor floor limit
2008 Card issuer authorised fransaction
2009 Reserved for ISO use
2010 Reserved for ISO use
2011 Credit previously issued
2012 Reserved for IS0 use
2013 Chargeback remedied, see corresponding
documentation
2014 Duplicate chargeback
2015 Past chargeback time limit
2016 Requested transaction documentation provided
(hardship variance)
2017 invalid member message text
2018 Correct card acceptor categery code provided
2019 Authorization advised suspicious
2020 No authorization request required or attempted
2021 Account not listed on the applicable warning bulletin
as of the transaction date
2022 Documentation received was illegible
2023 Documentation received was invalidfincomplete
‘2024—2399 Reserved for [SO use
'2400-2699 | Reserved for national use
2700-2999 | Reserved for private use
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Table A.11 {continued)

Range Codei; S i ‘ Dauscriptlon
3000-3999 3000 Lost card
Reason for a file action 3001 Stolen card
3002 Undelivered card
003 Countorfeit oard
3004 Other

3005-3399 | Reserved for SO use
3400-3699 | Reserved for national use
3700-3999 | Reserved for private use

4000-4499 4000 Customer cancellation
Reason for a reversal 4001 Unspecified, no action taken
4002 Suspected malfunction
4003 Farmat error, no action faken
4004 Completed partially
4005 Original amount incorrect
4008 Response received too late
4007 Card acceptor device unable to complete transaction
4008 Deposit out of balance
4009 No check in envelope
4010 Payment out of balance
4011 Deposit out of balance/applied contents
4012 Payment out of balance/applied contents
4013 Unable to deliver message to point of service
4014 Suspected malfunction/card retained
4015 Suspected maifunction/card returned
4016 Suspected malfunction/track 3 not updated
4017 Suspected malfunction/no cash dispensed
4018 Timed-cut at taking money/no cash dispensed
4018 Timed-out at taking card/card retained and no cash
dispensed
4020 Invalid response, no action taken
4021 Timeout waiting for response

4022-4199 | Reserved for ISO use
4200-4350 | Reserved for national use
4351-4499 | Reserved for private use

4500-4999 4500 Reserved for ISO use

Reason for a chargeback 4501 Requested fransaction information not received
4502 Requested/required infermation illegible or missing
4503-4008 | Reserved for ISO use
4507 Warning bulletin file
4508 Requested/required authorization not obtained
4509-4011 | Reserved for ISO use
4512 Account number not on file
4513-4523 | Reserved for 1SO use
4524 Earlier warning bulletin protection
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Table A.11 (continued)

Range Cutles Description

4525-4030 | Reserved for 1ISO use

4531 Transaction amount differs

45632 4533 | Reserved o1 180 use

4534 Duplicate prooassing

4535 Caf‘d not valid or expired T

4536 Reserved for ISO use

4537 No cardholder authorization

4£538-4539 | Reserved for S0 use

4540 Fraudulent processing of transaction

4541 Cancelled recurring transaction

4542 Late presentment

4543-4545 | Reserved for 1SO use

4546 Correct transaction currency code not provided

4547 Exceeds floor limit, not authorised — a fraudulent
transaction

4548 Reserved for 1ISO use

4549 Questionable card acceptor activity

4550 Credit posted as a purchase

4551-4552 | Reserved for [SO use

4553 Not as described

4554 Cardholder dispute, not elsewhere classified

4555 Non receipt of merchandise

4556 Defective merchandise

4557 Card activated telephone transaction

4558 Reserved for SO use

4559 Services not rendered

4560 Credit not processed

4561 Reserved for I1SO use

4562 Counterfeit transaction, magnetic stripe authorization
fraud

4563 Non receipt of required documentation to support
representment

4564 Documentation received was iilegible

4565 Documentation received was invalid/incomplete

4566 Chargeback contained a valid acquirer's reference
number

4567 Invalid acquirer's reference number on
representment, documentation was received or was
not required

4568 Invalid acquirer's reference number on
representment, documentation was received

4569-4572 | Reserved for ISO use

4573 Expired card

4574-4577 | Reserved for ISO use

4578 Ineligible transaction

4579 Requested transaction receipt not received
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Table A.11 (continued)

Range Codes Descriptlion
4580 Frocessing error
4581 Missing imprint
4882 Regerved o IS0 usa
4683 Non posgeasion of card
4584 Missing signature
4585 Reserved for iSO use
4586 Alteration of amount
4587 Domestic transaction receipt processing violation
4588-4589 | Reserved for ISO use
4590 Nen receipt of merchandise, non receipt of cash at

ATM or load transaction value at ATM or load device

4591-4593 Reserved for 1SO use

4584 Cancelled guaranteed reservation
4595 Advance lodging deposit
4596 Transaction exceeds limited amount

4597-4649 | Reserved for ISO use

4650-4749 | Reserved for national use

4750-4999 | Reserved for private use

5000-5999
Reason for a reconciliation

5000-5298 | Reserved for ISO use

5300-5598 | Reserved for nationat use

5600-5999 | Reserved for private use

6000-6499 6001-6004 | Reserved for ISO use
Reason for a retrieval or retrieval fulfilment 6005 Cardholder does not agree with amount billed
6006-6020 | Reserved for ISO use
6021 Cardholder does not recognize transaction
6022 ICC transaction certificate and associated data
requested
6023 Cardholder needs information for personal records
6024-6027 | Reserved for ISO use
6028 Request for copy bearing signature
6029 Travel and entertainment document request
6030-6031 Reserved for ISO use
6032 Copy request because original lost in transit
6033-6034 | Reserved for ISO use
6035 Written cardholder request for original due fo
inadequate copy of mail/phone order or recurring
transaction receipt
6036 Legal process request for original, e.g. a subpoena
6037 Received copy illegible
6038 Paper/handwriting analysis request
6039-6040 | Reserved for ISO use
6041 Fraud investigation
6042 Potantial arbitration, chargeback or compliance
documentation required
6043 Retrieval not fulfilted — not able to trace original
transaction
6044 Retrieval not fulfiled — invalid reference number
Licensed to Boyle Fredrickson 5.C 7 &r, Gralz
B30 Store order # 101034808 Dovwnloaded. 2000-05-11
Bingle user koence ondy, copying and nateorking wrohibiied
144 ® SO 2003 — Al rights reserved



ISO 8583-1:2003(E)

Table A.11 (continued)

Range o Codes Descriplion
8045 Retrieval not fulfiled — reference number/PAN
incompatible
6046 Raqguested documeontation suppliod
6047 Retrieval cannat be fulfilled — requiredfrequested

documentation is not available

8048 Retrieval will not be fulfilled — request for an item that
is not required to be provided

6049 Retrieval cannot be fulfilled — {CC transaction
certificate and associated data is not available

6050-6192 | Reserved for [SO use
6200-6299 | Reserved for national use
6300-6499 | Reserved for private use

6500-6999 6500-6599 | Reserved for ISO use
Reascn for an administrative message 6600-6798 | Reserved for national use
6800-6999 | Reserved for private use
7000-7999 7000-7299 | Reserved for I1SO use
Reascen for a fee collection message 7300-7598 | Reserved for national use
7600-7998 | Reserved for private use
8000-8099 8000 Start batch/file transfer, no recovery procedure
Reason for a network management message 8001 Start batch/file transfer, recovery procedure
8002 End batch/file

8003-8059 | Reserved for ISO use
8060-8069 | Reserved for national use

8070-8099 | Reserved for private use

8100-8199 2100 Standard key exchange/activation key life cycle
Reason for a key change message 8101 Standard key exchange/activation keys out of sync
8102 Standard key exchange/activation security reasons
8103 Standard key exchange key deactivation
8104 Standard key exchange verification key life cycle
8105 Standard key exchange keys out of sync

8103-8159 | Reserved for IS0 use
8160-8169 | Reserved for national use

8170-8199 | Reserved for private use

8200-8999 8200-8399 | Reserved for ISO use
Reserved 8400-8699 | Reserved for national use
8700-8299 | Reserved for private use
9000-9999 9000-9299 | Reserved lor 130 use
Reserved 9300-8599 | Reserved for npational use

9600-9999 | Reserved for private use
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A.12 Message type identifier codes (see 5.1.2.3)
A.12.1 All possible message lype Kdentifler codes

The message type identifier is a three-position code. Table A.12 gives the possible values of each position of
the message type identifier code

Table A.12 — Message type identifiers

Range Codes Description

First position
Message class

Reserved for IS0 use
Authorization

Financial presentment

File action

Reversal/chargeback

Recenciliation

Administrative

Fee collection

Network management

Resarvad for ISO use

Second position
Message function

Request

Request response

Advice

Advice response
Notification

Notification acknowiedgement

Instruction

instruction acknowledgement

Reserved for SO use

Reserved for ISO use

Third position
Transaction criginator

Acquirer

Acquirer repeat

Card issuer

Card issuer repeat

Other originator

Other originator repeat

Reserved for ISO use

Reserved for ISO use

Reserved for ISO use
Reserved for ISO use

olie|lvwlojln|bsr|lW| NI~ WINI~|O]|O|®IN[OIO|R|[W|IN]|—]O
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A.12.2 Allocated message type identifier codes

fhe message lype Idenlilier Is a tres posilion code [able A 13 gives lhe codes allocaled within this parl of
ISO 8583.

Tablo A.13 — Allocatod mossago type idontifiars

o 5 - - - @ @ & E.E g EL.E
- g g i | T 8 8y | 22 | ® |®¥ig| € |g9&¢
g8 £ g 2 | 328 | 3 2 | 22 S |Sc8| § |26
83 ) g §¢ | % g e | 2% £ |g%3| E |E®D
= o & « g <@ g S5% - XN
Authorization | Acquirer 100 101 110 120 121 130 140 150
Verification Other 104 105 114 124 125 134 144 154
Financiat .
preseniment Acquirer 200 201 210 220 221 230 240 250
File action Acquirer 340 350
Card 362 372
Issuer
Other 304 305 314 324 325 334 344 354 364 374
Reversal Acquirer 420 421 430 440 450
Chargeback Card
. |ssuer x| g mE o) e |
Reconciliation | Acquirer 500 501 510 520 521 530 540 550
Card
issuer 502 503 512 522 523 53z 542 552
Administration | Acquirer 840 650
Card
issuer 602 603 612 662 672
Other 604 603 514 624 525 634 844 654
Fee collection | Acquirer 720 721 730 740 750
Card
[ssuer 722 723 732 742 752
MNetwork
management Other 804 805 814 824 B2& B34 844 854
A.13 Fleet motor fuel prompt codes (bit 104-78)
Table A.14 lists the fleet motor fuel prompt codes.
Table A.14 — Fleet motor fuel prompt codes
Range Codes Description
0-9 0 Reserved for ISO use
Indicates the type of prompls provided 1 Prompts for Identification number and odometer reading
2 Prompts for vehicle number and odometer reading
3 Prompts for driver number and odometer reading
4 Prompts for odometer reading only
5 No prompts issued
6 Reserved for ISO use
7 Reserved for ISO use
8 Reserved for national use
9 Reserved for private use
Space Unknown
Licensed Lo Boyie Fredrickson 3 C. / by Gratz
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A.14 Fleet motor fuel service type codes (bit 104-78)

[able A 15 Jlsls the lesl ol Nitel selvice codes.

Table A 15 — Fleet motor fuel sorvice type codos

Range Codes Description
09 I U o Reserved for 150 use
Indicates the type of service provided 1 Self-service
2 Full service
3 Only non-fuel products purchased
4-5 Reserved for 1SO use
6-7 Reserved for national use
89 Reserved for private use
Space Unknown
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A.15 Point of service capability (bit 27)

AT5.1 POS card reading capabllity

ISO 8583-1:2003(E)

Table A.186 lists the value attributed to each bit of the 32 bits (four characters) which indicate the card reading

capabilities of the POS.

Table A.16 — POS card reading capability

B1

B2z | B3 (| B4 | B5 | B6& | BT | B8 | B | BiD

B11

Bi2

813 | B14 | B15 | B16

Unknown

Information not taken from
card, e.g. RFID

9 - - - - - . - -

Physical (key entry or OCR
reading of embossing or
printed data either at time
of transaction or after the
event)

Bar code

Magnetic stripe

ICC

Account data on file

Reserved for IS0 use

Reserved for 1SO use

Reserved for 13O use

Reserved for ISO use

Reserved for IS0 use

Reserved for ISO use

Reserved for ISO use

Reserved for [SOQ use

Reserved for ISO use

Reserved for ISO use

Reserved for SO use

Reserved for ISO use

Resarved for IS0 use

Reserved for IS0 use

Reserved for ISO use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for private use

Reserved for private use
Reserved for private use

Researved for private use

Reserved for private use

G

e
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A_15.2 POS cardholder verification capability

Table A 17 lisls e value alliibuled o each bil of e 32 blls which hellcale the cardbolder veriflcallon

capeabililies of Uie POS.

Table A 17 — POS cardholder verification capability

BI

Bz

B3

B4

B3

BO

BY

(=11

B9

BID

Bll

Bl12 | BI3 [BI4 |BIS|BI6

Unknown

1

None

1

Manual signature verification

Online PIN

Offline PIN In clear

Offline PIMN encrypted

Offline digitized signature
analysis

Offline biometrics

Other manual verification,
e.g. passport or driver's
licence

Offline biographics

Account based digital
signalure

Public key based digital
signature

Reserved for ISO use

Reserved for ISO use

Reserved for 1SO use

Reserved for 1ISO use

Reserved for ISO use

Reserved far 1ISC use

Reserved for ISO use

Reserved for ISO use

Reserved for ISO use

Reserved for ISO use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for private use

Reserved for private use

Reserved for private use

Reserved for privale use

Reserved for private use
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A.16 Point of service data code (bit 22)

A.16.1 Card reading melhod used al POS

ISO 8583-1:2003(E)

Table A.18 lists the value attributed to each bit of the 32 bits (four characters) which indicate the card reading
method actually used by the POS ar haw account cata was obtained for this transaction

Table A 18 — Card reading method used at POS

B1 | B2

83

B4 | BS | B&6 | B7

B3

B9

B10Q

811

B12

B13 | B14 { B15 | B16

Unknown

1 -

Information not taken from
card, e.g. RFID

- 1

Physlical {key entry or OCR
reading of embossing or
printed data either at time
of transaction or after the
event)

Bar code

Magnetic stripe

ICC

Account data on file

Reserved for 1SC use

Reserved for 150 use

Reserved for 1SC use

Reserved for 1SC use

ICC read attempted but
failed

Magnetic stripe read
attempted but faited

Fallback

Reserved for 1SO use

Reserved for ISO use

Reserved for ISO use

Reserved for ISO use

Reserved for 1ISO use

Reserved for 1ISO use

Reserved for ISO use

Reserved for ISO use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for national use

Reserved for private use
Reserved for private use

Reserved for private use

Reserved for private use

Reserved for private use

Licensed lo Boyte Fradiickson 3 C

SR Grate

150 Store order & 10- 1034609 00w nloaded: 2009-03-11

Songle user Hicence only, copying and nenwvorking prohibitad

® 180 2003 — All rights reserved

...Page 159 of 204

151



ISO 8583-1:2003(E)

A.16.2 Cardholder verification method used at PQS

Table A 19 lisls (e value allilbuled L each bl of he 32 bits (four characters) which Indleate he cardhaolder
verificalion melhod aclually used by lhe POS,

Table A.19 — Cardholder verification method used at POS

B1 B2 B3 B4 BS B B7 B8 B9 | BI10 { B11 | Bi2 | Bi3 { B14 | B15 | B1©
Unknown 1 “ - - - - - - - - - - - - - -
None - 1 - - - - - - - - - - - - - -

Manual signature
verification

Cnline PiN - - - 1 - - - - - - - - - - - -
Offline PIN in clear - - - - 1 - - - - - - - - - - -
Offline PIN encrypted - - - - - 1 - - - - - - - - - -

Offline digitized signature
analysis

Offline biometrics - - - - - - 1 - - - - - - -

Other manual verification,
2.9. passport or driver's - - - - - - - - 1 - - - - - - -
licence

Offline biographics - - - - - - - - - 1 - - - - - -

Account based digital
signature

Public key based digital
signature

Reserved for [SO use - - - - - - - - - - - - 1 - - -

Reserved for [SO use - - - - - - - - - . - N . 1 - -
Reserved for ISC use - - - - - - - - - - - - - - 1 -

Reserved for ISO use - - - - - - - - - - - - - - - 1

Reserved for ISO use 1 - - - - - - - - - - - - - - R

Reserved for IS0 use - 1 - - - - - . - - - - - - . -

Reserved for ISO use - - 1 - - - - “ - - - - - - - -
Reserved for 1SO use - - - 1 - - - - - - - - R R _ _

Reserved for ISO use - - - - 1 - - - - - - - - - - -

Reserved for national use - - - - - 1 - - - - - - - - - .
Reserved for national use - - - - - - 1 - - - - - - - - -
Reserved for national use - - - - - - - 1 - - - - - - - -
Reserved for natlonal use - - - - - - - - 1 - - - - - - -
Reserved for national use - - - - - - - - - 1 - - - - - -

Reserved for national use - - - B - - - - - - 1 - - - - -

Reserved for private use - - - - - - - - - - - 1 - - - -

Reserved for private use - - - - - - - - - - - - 1 - - -
Reserved for private use - - - - - “ - - - - - - - 1 - -
Resarved u privale use - - - - - - - - - - - - - - [ -

Reserved for private use - - - - - - - - - - - - - - - i
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A.16.3 POS environment

lable A 20 lIsts the value atlibuled o sach bl of e 32 Lils (four characlers) which ndicale the POS
environment.

Table A.20 — POS environment

ol b2 B3 B4 B3I BG | BT | BO | B [BIO|BII [ B12 | BIJ|BI4d|BIG| DO

Unknown 1 - - - - - - - - - u - - - - -
Attended POS - 1 - - - - - - - - - - - - . -
Unattended, details . . 1 . . B ! ) . . . } i i A .
unknown

Mail order/telephone order - - - 1 - - - - - - - - - - - -
Electronic commerce - - - - i - - - - - - - - - - -
Mobile commerce - - - - - 1 - - - - - - - - - -
Recurring transaction - - - - - - 1 - - - - - - - - .
Stored details - - - - - - 9 - - - - - - -
Cardholder activated B _ } _ ) ) ) ) 1 ) ) } ) } ; )
terminal (CAT)

ATM on bank premises - - - - - - - - - 1 n - - - . w
ATM off bank premises - - - - - - - - - - 1 - - - - -
Deferred transaction - - - - - - - - - - - 1 - - - -
Instaliment transaction - - - - - - - - - - - - 1 - - -
Reserved for ISO use - - - - - - - - - - - - " 1 - -
Reserved for SO use - - - - - - - - - - - - - - 1 -
Reserved for ISO use - - - - - - - “ - - - - - - - 1

Reserved for ISO use 1 - - - - - - - - - - - - - - -
Reserved for 1ISO use - 1 - - - - - - - - - - - - - .
Reserved for 1SO use - - 1 - - - - - - - - - - - - -
Reserved for ISO use - - - 1 - - . - - - - - - - - -
Reserved for ISO use - - - - 1 - - - - “ - - . - - -
Reserved for ISO use - - - - - 1 - - - " - " - - - -
Reserved for national use - - - - - - 4 . “ - - . - - - _
Reserved for national use - - - - - - - 1 - - - - - - - -
Reserved for national use - - - - - - - - 1 - “ - - - - -
Reserved for national use - - - - - - - - - 1 M - - “ - -
Reserved for national use - - - - - - - - - - 1 - - - - -
Reserved for private use - . - - - - - - - - - 1 . - . .
Reserved for private use - - - - - - - - - - - - 1 - . -
Reserved for private use - - - - - B " - - - - - - 1 - -
Reserved for private use - - - - - - - - - - - - “ M 4 -
Reserved for private use - - - - - - - - - - - - - - - 1
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A.16.4 Security characteristics

Table A.21 lists the valuc attnbutcd to cach bit of Ue 32 bits (four characleis) which indicale the sscutily
characteristics.

Table A.21 — Becutily chatacleristics

DA B2 | B3 | b4 B BG B7 | B8 | B9 | B10 | B11 | B12 | B13 { B14 | B15 | B18

Unknown 1 - - - - - - - - - - - - - - -

Private network - 1 - - - - - - - - - . - - - -

Open network (Internet) - - 1 - - - - - - - - - - - - -
Channel MACing - - - 1 - - - - - - - - - - - -
Pass through MACing - u - - 1 - - - - - - . - - - -
Channel encryption - - - - - 1 - - - - - - - - - -

End-to-end encryption - - - - - - 1 - - - - - - - - -

Private algorithm
encryption

PKI encryption - - - - - - - - 1 - . N - - - -

Private algorithm MACing - “ - - - - - - - 1 - - - - - -

Standard algorithm
MACIng

Cardholder managed end-
to-end encryption

Cardholder managed
point-to-point encryption

Merchant managed end-to-
end encryption

Merchant managed point-
to-point encryption

Acquirer managed end-to-
end encryption

Acquirer managed point-to-
point encryption

Reserved for ISO use - 1 - - - - - - - - - - - - - -

Reserved for ISO use - - 1 - - - - - - - - - - - - -

Reserved for ISO use - - - 1 - - - - - - - - - - - -

Reserved for ISO use - - - - 1 - - - “ - - - - - - -

Reserved for ISO use - - - - - 1 - - - - - - - . - -

Reserved for ISO use - - - - - - 1 - - - - - - - - -

Reserved for ISO use - - - - - - 1 - - - - - - -

Reserved for national use - - - - - - - - 1 - - - “ - - -

Reserved for national use - “ - - - - - - - 1 - - - - - -

Reserved for national use - - - - - - - - - - 1 - - - - -

Reserved for national use - - - - - - - - - - . 1 - - - .

Reserved for private use - - - - - - - - - - - - 4 - - -

Reserved for private use - - - - - - - - - - - - - 1 - -

Reserved for private use - - - - - - - - - - - - . N 1 -

Reserved for private use - - - - - - - - - - - - - - - 1
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A.17 Processing code (bit 3)

A.17.1 Transaction type codes

1SO 8583-1:2003(E)

Table A 22 lists the Transaction fvpe codes and Table A 23 lists the Account tvpe codes that together make

up the processing code

Table A.22 — Transactlon type codes

IS0 Store ordan &) 10- 10246090

Range Codes Description

00-12 00 Goods and service

Debits 01 Cash (ATM)
02 Adjustment
03 Cheqgue guarantee {funds guaranteed}
04 Chegue verification (funds available but not guaranteed)
05 Eurochegue
06 Traveller cheque
07 Letter of credit
08 Gire {postal banking)
09 Goods and services with cash disbursement
10 Non-cash financial instrument, e.g. wire transfer
11 Quasi-cash and scrip
12 Cash {manual)
13 Funds withdrawal for electronic purse; unlinked loads to funds issuer
14 Benefits purchase with cash-back
15 Benefit cash withdrawal
16 Benefit cash purchase
17 Funds withdrawal for electronic purse; unlinked unloads to card issuer
18-14 Reserved for ISO use
1K-1R Reserved for national use
1512 Reserved for private use

20-2Z 20 Returns

Credits 21 Deposits
22 Adjustment
23 Cheque deposit guarantee
24 Cheqgue deposit
25 Deposit with cash-back
26 Cheque deposit with cash-back
27 Funds depaosit from electronic purse; unlinked unloads to funds issuer
28 Funds deposit from electronic purse; unlinked loads to card issuer
29 Original credit e.g. wire {ransfer, gaming wins
2A-2J Reserved for SO use
2K-2R Reserved for national use
25-27 Reserved for private use
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Table A.22 (continued)

Range Godes Descripliat
30-32 30 Available funds inquiry
Inguiry/Verification 31 Balance inquiry
services a2 tedger balance Inquiry
a3 Verlflcation incguiry
34 Statement inquiry
35 Cleared item inquiry
36 Cash balance inquiry
37-3J Reserved for 150 use
3K-3R Reserved for national use
38-3Z Reserved for private use
40-4Z 40 Cardholder accounts transfer
Transfer services 41-4J Reserved for ISO use
4K-4R Reserved for national use
45-47 Reserved for private use
50-5Z 50 Customer generatedfinitiated payment
Payment services 51 Account verification
52 Payment return
53-54 Reserved for SO use
5K-5R Reserved for national use
58-5Z Reserved for private use
60-62 60 Load value; linked loads
Electronic purse services 61 Unload value; linked unloads
62 Transfer value
63 Administrative
64 Currency exchange
65-6J Reserved for ISO use
6K-6R Reserved for national use
£3-82 Reserved for private use
70-7Z2 70 Pin change
Administrative 71 PIN verify
72 Activation
TK-TR Reserved for national use
78-77Z Reserved for private use
80-82 80-8J Reserved for ISO use
Reserved 8K-8R Reserved for national use
85-8Z Reserved for private use
a0-8Z2 80-9J Reserved for 1ISO use
Reserved 9K-9R Reserved for national use
95-9Z2 Reserved for private use
AQ-ZZ A0 12 Reserved for ISO use
Reserved Jo-PZ Reserved for national use
RO-ZZ Reserved for private use
Licenscd (o Boyle Frednckson 5.8 7 b, Gratz
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A17.2 Account type codes
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{able A.23 — Accounl lype cudes

Range Codes Description
00-09 0o Default ~ unspecified
Default 01-02 Default — reserved for IS0 use
03-07 Dafault — ressrved for nationsl vae
(8-09 Default — reserved for private use
10-19 10 Savings account — default
Savings account 11 Savings account — money marke!
12 Savings account — cetlilicale of deposit
13-15 Savings account — reserved for 1SO use
16-17 Savings account  reserved for national use
18-19 Savings account — reserved for private use
20-29 20 Cheque account — default
Cheque account 21 Cheque account — money market checking
22-22 Cheque account — reserved for IS0 use
23-27 Cheque account - reserved for national use
28-29 Cheque account — reserved for private use
30-39 30 Credit facility — default
Credit facility 31 Credit facility — line of credit
32 Credit faciity — instalment loan
33 Credit facility — morigage loan
34 Cradit facility — home equity loan
35-36 Credit facility — reserved for 150 use
37-38 Credit facility — reserved for national use
39 Credit facility — reserved for private use
40-49 40 Universal account — default
Universal account 41-42 Universal account — reserved for ISO use
43-47 Universal account — reserved for national use
48-49 Universal account — reserved for private use
50-69 50 Investment account — default
Investment account 51 Investment account — stack or bond
52 Investment account — retirement account
53 Investment account — revelving loan account
54-55 Investment account — reserved for ISO use
56-57 Investment account — reserved for national use
58-59 Investment account — reserved for private use
60-69 60 Electronic purse card account — default
Electronic purse card account 61-63 Electronic purse card account — reserved for iSO use
64-66 Electronic purse card account — reserved for national use
67-69 Electronic card account — reserved for private use
70-79 70-75 Reserved for ISO use
Reserved 76-77 Reserved for national use
78-79 Reserved for private use
80-89 80-85 Reserved for SO use
Reserved 86-87 Reserved for national use
88-89 Reserved for private use
90-99 80-95 Reserved for 1ISO use
Reserved 96-97 Reserved for national use
98-99 Reserved for private use
9A-ZZ 9A 12 Reserved for 1SO use
Reserved JO-PZ Reserved for national use
RO-ZZ Reserved for private use

ALY

@ IS0 2003 — All rights reserved

410 Boyle Frodockson 5O
z order & 10 1034600 D

Page 165 of 204

il Gralz

157



ISO 8583-1:2003(E)

A.18 Tag assignments (see 6.2.7)

luble A.24 Bsts the lag valuss esssigned It this parl of 150 8583,

Table A.24  Assigned tag values
Tag assignment Name _ Usage
80 Authentication code 34-72
81 Card acceptor additional address information 43-71

A.19 Address verification result codes (bit 49-72)

Table A.25 lists the address verification result codes.

Table A.25 — Address verification result codes

Range Codes Description
0-Z 0-9 Reserved for [SO use
Indicates the resuit of A Reserved for private use
address verification B Street addresses match; postal code not verifled due to iIncompatible
formats
C Street address and postal code not verified due to incompatible formats
Reserved for private use
E-F Reserved for private use
Address information not verified
H Reserved for private use
| Address verification service not performed
J-L Reserved for private use
M Street addresses and postal codes match
N No match; neither the street addresses nor the postal codes match
O Reserved for private use
P Postal codes match; street address not verified due to incompatible formats
Q Reserved for private use
R Retry, system unable to process
S Service not supported
T Reserved for private use
u-v Reserved for national use
W-Z Reserved for private use
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B.1 Data elements

Annex B
(normative)

1SO 8583-1:2003(E)

Data elements in bit number order

Table B.1 specifies data elements in bit number order.

Table B.1 — Data elements in bit number order

Bit Cons Comp Name Format Representation
1 Continuation bit b8
2 Primary account number (PAN) LLVAR n..19
3 X Processing code an 6

3-1 Transaction type code an 2
3-2 Account type code 1 an 2
33 Account type code 2 an 2
4 X Amaount transaction n 16
4-1 Currency code amount transaction n3
4-2 Currency minor unit amount fransaction n1
4-3 Value amount transaction niz2
5 X Amecunt reconciliation n 16
5-1 Currency code amount reconciliation n3
5-2 Currency miner unit amount reconciliation ni
5-3 Value amount reconciliation n1i2
8 X Amount cardholder killing n 16
6-1 Currency code amount cardholder billing n3
g-2 Currency minor unit amount cardholder n 1
hilling
6-3 Value amount cardholder billing niz2
7 Date and time transmission MMDDhhmmss n 1o
8 X Amount cardholder billing fee nit2
8-1 Currency code amount cardholder billing n3
fee
8-2 Currency minor unit amount cardholder nt
billing fee
8-3 Value amount cardholder billing fee ng

g Conversion rate reconciliation ng
10 Conversion rate cardholder billing nB
11 Systems trace audit number niz2
12 X Date and time local transaction CCYYMMDBEhhmmss | n 14

12-1 Date local transaction CCYYMMDD n8
12-2 Time local transaction hhmmss neé

13 Date effective CCYYMM neé

14 Date expiration YYMM n4

15 Date settlement CCYYMMDD ng

16 Date conversion MMDD n4

7 Date capture MMDD n4
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Table B.1 (continued)

Bit Cous Comp Name Farirat Reprasentation
18 X Message error indicator LLLVAR ansb..140
18 1 Error severity cnde n2
18-2 Message error code n4
18 3 Data etement in orror nd
18-4 Data sub-element in error n?2
18-5 Dataset identifier in error b1
18-6 Dataset bit or tag in error b2
19 Country code acquiring institution n3
20 Country code primary account number (PAN) n3
21 X Transaction life cycle identification data ans 22
21-1 Life cycle support indicator ans 1
21-2 Life cycle trace identifier ans 15
21-3 Life cycle transaction sequence number n2
21-4 Life cycle authentication token nd
22 X POS data code b 16
22-1 Card reading method used at POS b4
22-2 Cardholder verification method used at POS b4
223 | POS environment b4
22-4 Security characteristics b4
23 Card sequence number n3
24 Function code n3
25 Message reason code n4
26 Merchant category code n4
27 X PQOS capability anb 27
271 POS card reading capability b4
27-2 POS cardholder verification capability b4
27-3 Approval code length n1
27-4 Cardhoider receipt data length n3
27-5 Card acceptor receipt data length n3
27-8 Cardholder display data length n3
27-7 Card acceptor display data length n3
27-8 ICC scripts data length n3
27-9 Magnetic stripe track 3 rewrite capability ai
27-10 Card capture capability afd
27-11 Pin input length capability b1
28 Date reconciliation CCYYMMDD ns8
29 Recundcillation indlealon na3
30 X Amounts original n 32
30-1 QCriginal amount transaction nieé
30-1.1 Currency code original amount transaction n3
30-1.2 Currency minor unit original amount nt
transaction
30-1.3 Value original amount transaction niz2
30-2 Original amount reconciliation n i6
30-2.1 Currency code original amount reconcitiation n3
30-2.2 Currency minor unit original amount ni
reconciliation
30-2.3 Value original amount reconciliation niz
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Table B.1 {continued)
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Cons

Uonp

Bt Natne Fonnat Repraesenlation
31 Acquirer reference number n23
31-1 Uger format identifier nt
-2 Acqulrar number _ T ng
31-3 ilian processing dale YoDD nd
31-4 Sequence number o n 1 3
31-5 Luhn check digit n )
32 Acquiring institution identification code LLVAR n. 11
33 Forwarding institution identification code LLVAR n.11
34 X Electronic commerce data LLLLVAR b..9998
34-71 | Account based digital signature LLVAR b..90
34.72 | Authentication code Tag 80 ansb..50
34-72 | Card acceptor certificate serial number LLVAR b..16
34-72 | Cardholder certificate serial number LEVAR b.16
34-72 | TransStain b 20
34-72 | XID b 20
35 Track 2 data LLVAR z..37
36 Track 3 data LLLVAR z..104
37 Retrieval reference number anp 12
38 Approval code anp 6
39 Action code n4
40 Service code n3
41 Card acceptor terminal identification ans 16
42 Card acceptor identification code LLVAR ans..35
43 X Card acceptor hame/location LLLLVAR ansb..9999
43-71 | Card acceptor additional address Tag 81 an..256
information
43-71 | Card acceptor additional contact information | LLVAR ans..30
43-71 | Card acceptor city LLVAR ans..50
43-71 | Card acceptor country code al
43-71 | Card acceptor customer service phone ans 16
number
43-71 | Card acceptor e-mail address LLVAR ans..89
43-71 | Card acceptor internet URL LLLVAR ans..255
43-71 | Card acceptor name LLVAR ans.,50
43-71 | Card acceptor phone number ans 16
43-71 { Card acceptor postal code ans 10
43-71 | Card acceptor state province or region code ans 3
43-71 | Card acceptor street address LEVAR ans..99
44 X Additional response data LEELVAR ansh..9999
44-71 | Card acceptor display data LLVAR ans. 99
44-71 | Card acceptor receipt data LLVAR ans, 98
44-71 | Card issuer telephone number ans 16
44-71 | Cardholder receipt data LLVAR ans..09
44-71 | Cardholder display daia LI VAR ans..89
45 Track 1 data LLVAR ans..76
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Table B.1 (continued)

Bit Cons Comnp Name Format Represantation
45 X Amounts fees LLEVAR ans..216
46-1 Fee type code n?
46 -2 Ainounl faee 2 13
4621 Currency code amotnt fee ni
46-22 Currency minor unit amount fee n1
46-2.3 Value amount fee ns8
46 3 Convereion rote feo nd
46-4 Amount reconciliation fee xn 13
46-4.1 Currency code amount reconciliation fee n3
46-4.2 Currency minor unit reconciliation fee ni
46-4.3 Value reconciliation fee nag
47 Additional data national LIIVAR ans..999
48 Additional data private LLLVAR ans..999
49 X Verification data LLLLVAR ans..9999
49-71 Additional identification reference number LLVAR ans..20
49-71 Additional identification type n1
49-71 Card verification data ) n4
49-71 Cardholder billing addres'é_éo'r'-npressé o ans 16
49-71 Cardholder billing postal code ans 10
49-71 Cardholder billing street address ans 40
49-72 | Address verification resuit code an 1
50-51 Reserved for ISO LLLVAR ansh..0999 2
52 PIN data b8
B3 Security related control information LLVAR b..48
54 X Amounts additional LLLVAR ans..126
54-1 Account type additional amounts an 2
54-2 Amount type additional amounts an 2
54-3 Amount additional amounts xn 17
54-3.1 Currency code amount additional amounts n3
54-3.2 Currency minor unit amount additional ni
amounts
54-3.3 Value amount additional amounts ni2
55 X ICC system related data LLLLVAR b, 9999
56 X Original data elemenis LLVAR n..41
56-1 Original message type identifier n4
56-2 Original system trace audit number niz
56-3 Criginal date and time local transaction CCYYMMDDhhmmss | n 14
56-4 Criginal acquiring institution identification n..11
code
57 Authorization life cycle code n3
58 Authorizing agent institution identification LLVAR n.. 11
code
59 Transport data LLLVAR ans. 999
60-61 Reserved for national use LLLVAR ans,.8989 2
62-63 Reserved for private use LLLVAR ans, 999 8@
64 or 128 MAC field b4
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Table B.1 {continued)
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Bit Cons Comp Namme Forinat Rapresantation
65 Reserved for ISO use b8
66 X Amounts original fees LLL VAR ans 216
GG-1 Original fea type code n2
66-2 | Original amount fee xn 13
66-2.1 Currency code eriginal amount fee ni
66-2.2 Currency minor unit criginal amount fee n1
66-2.3 Value original amount fee ng
66-3 Original conversion rate fee né
66-4 Original amount reconciliation fee xn 13
66-4.1 Currency code original amount reconciliation n3
fee
66-4.2 Currency minor unit original amount ni
reconciliation fee
66-4.3 Value original amount reconciliation fee ng
67 Extended payment data nz
68 X Batch/file transfer message control an9
68-1 Batch/file transfer acknowledgement code an 1
68-2 Batch/file transfer message sequence nsg
number
69 X Batch/file transfer control data ans 40
69-1 Batch/file transfer message count n8
69-2 Batch/file transfer file identification ans 32
70 X File transfer description data n1isg
70-1 File transfer file size no
70-2 File transfer elementary data record count né
70-3 File transfer remaining elementary data noé
record count
71 Reserved for iSO use LLLLVAR ansh..89992
72 Data record LLLLVAR ansh..89999
73 Date action CCYYMMDD nsg
74 X Reconciliation data primary n 1586
74-1 Credits amount n16
74-2 Credits number n10
74-3 Credits chargeback amount n16
74-4 Credits chargeback number n10
74-5 Credits reversal amount ni6
74-6 Credits reversal number n10
74-7 Debits amount n186
74-8 Debits number n10
74-9 Debits chargeback amount n 16
74-10 Debits chargeback number n10
74-11 Debhits reversal amount ni6
74-12 Debits reversal number n10
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Table B.1 (continued)

Bit Cons Com) Name Formnat Representation
75 X Reconciliation data secondary n 80
75-1 Authorizations number n 10
75-2 Authorizations ravarsal number n10
75-3 inquiries reversal number n10 -
/h-4 Inquliles number nio
75-5 Fee collections number n10
75-6 Payments number n10
75-7 Payments reversal number n 10
75-8 Transfer number n10
75-9 Transfer reversal number n10
76-92 Reserved for ISO use LLLIVAR ansb. 9999 &
93 Transaction destination institution LLVAR n.11
identification code
94 Transaction criginator institution identification | LLVAR n..11
code
95 Card issuer reference data LLVAR ans..89
96 Key management data LLLVAR b..999
97 X Amount net reconciliation xn 21
97-1 Currency code amount net reconciliation n3
97-2 Currency minor unit amount net reconciliation n1
97-3 Value amount net reconciliation xn 17
08 Fayee ans 25
99 Settlement institution identification code LLVAR an..11
100 Receiving institution identification code LLVAR n.11
101 File name LLVAR ans..899
102 Account identification 1 LLVAR ans..28
103 Account identification 2 LLVAR ans..28
104 X Transaction specific data LLLLVAR ansh..9999
104-71 | Free-form description data LLLVAR ans..999
104-72 | Invoice alternate tax identifier ans 15
104-72 | Invoice amount altemate tax n12
104-72 | Invoice amount alternate tax indicator Y = yes as 1
N =no
space = unknown
104-72 | Invoice amount bottom line discount ni2
104-72 | Invoice amount duty niz2
104-72 | Invoice amount freight excluding tax ni2
104-72 | Invoice amount freight including tax ni2
104-72 | Invoice amount total tax niz
104-72 | Invoice card acceptor customer reference LLVAR an..17
numkber
104-72 | Invoice card acceptor invoice reference LLVAR an..12
number
104-72 | Invoice card acceptor order number LLVAR an..15
104-72 | Invoice card acceptor tax reference number LLVAR an..20
104-72 | Invoice card acceptor type ans 4
104-72 | Invoice cardholder order reference number LLVAR an..22
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Table B.1 {continued)
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Hit Gons Gomp Nume Fotrsid Representation
104-72 | Invoice cardholder's tax reference number LLVAR an..13 '
104-72 | Invoice cost centre I LVAR a 20
104-72 | invules cuslomer referance LLVAR ans..20
104-72 | Invoice destination country code an 3
104-72 | Invoice destination postal code 'LL'VAR . an10 T
104-72 | Invoice destination state/province code ans 3
104-72 | Invoice freight tax rate n4
104-72 | Invoice order date CCYYMMDD ns
104-72 | Invoice criginal invoice number LLVAR an..15
104-72 | Invoice ship from postal code LLVAR an..10
104-72 | Invoice tax indicator 0 = Tax not ni

included

1 = Tax included
104-72 [ Invoice value excluding tax ni2
104-73 | Line itemm amount discount niz
104-73 | Line item amount tax niz2
104-73 | Line item commodity code LLVAR an..16
104-73 | Line item dataset sequence number b2
104-73 | Line item descriptor LLVAR an..40
104-73 | Line item discount indicator Y = yes as 1

N = no

space = unknown
104-73 | Line item discount rate ans 5
104-73 | Line itemn product code LLVAR an..15
104-73 | Line item product guantity LLVAR n.12
104-73 | Line item quantity minor unit ni
104-73 | Line item tax rate nb
104-73 | Line item tax type ans 4
104-73 | Line item unit of measure LLVAR a.12
104-73 | Line item unit price excluding tax LLVAR n.12
104-73 | Line item value debit/credit indicator D = debit as 1

C = credit

space = unknown
104-73 | Line item value excluding tax n1t2
104-73 | Line item value including tax n1i2
104-74 | Airline amouni total fare n12
104-74 | Airline amount fotai fees niz2
104-74 | Airline amount total taxes n12
104-74 | Airline carrier name LLVAR an..19
104-74 | Airline customer reference LLVAR ans..20
104-74 | Alrline date ticket issue o CCYYMMDD ng
104-74 | Airline invoice number an 6
104-74 | Airline original currency code n3
104-74 | Airline original invoice amount niz2
104-74 | Airline passenger name LLVAR ans..29
104-74 | Airline plan number an 2
104-74 { Airline ticke{ agency name ELVAR an..25
104-74 | Airline ticket issue address LLVAR ans..16
104-74 | Airdine ticket number LEVAR an..15
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Table B.1 {continued)

Bit {ons Gomp Naine Format Repressntation
104 74 | Airline traveriragem‘:ﬁyac;édé T wvan T ‘ans
104-75 | Trip leg amount departure tax n1iz2
104-75 | Trip ley amount fare nil2
104-75 | Trip leg amount fees niz
104-75 | 1rip leg amdunt taxes niz2
104-75 | Trip leg arrival time n4
104-75 { Trip leg arrival time segment code A=am, as 1

P=p.m.
space = unknown
104-75 | Trip leg carrfer code an 2
104-75 | Trip leg class of travel an 2
104-75 | Trip leg conjunction ticket number LLVAR an..15
104-75 | Trip leg coupon number ans 1
104-75 | Trip leg dataset sequence number b2
104-75 | Trip leg date of travel CCYYMMDD ns
104-75 | Trip leg departure airport an b
104-75 | Trip leg departure time n4
104-75 | Trip leg departure time segment code A=am. as 1
P =p.m.
space = unknown
104-75 | Trip leg destination code an 5
104-75 | Trip leg endorsements/restrictions LLVAR ans..20
104-75 | Trip leg exchange ticket number LLVAR an..15
104-75 | Trip leg fare basis code LLVAR an..15
104-75 | Trip leg flight number ans 5
104-75 | Trip leg number nz
104-75 | Trip leg stop over code an1
104-76 | Auto amount adjusted ntz
104-76 | Auto amount adjusted indicator code as 1
104-76 | Auto amount vehicle insurance ni2
104-76 | Auto customer service toll-free phone number ans 16
104-76 | Auto distance unit of measure K = kilometres at
M = miles
104-76 | Auto maximum free miles/kilometres n4
104-76 | Auto cdometer reading ng
104-76 | Auto program code ans 2
104-76 | Auto rental address LLVAR ans..26
104-76 | Auto rental agreement reference LLVAR ans..25
104-76 | Auto rental city LLVAR ans..18
104-76 | Auto rental class identifier ans 4
104-76 | Auto rental country ans 3
104-76 | Auto rental date CCYYMMDD ns
104-76 | Auto rental distance ns
104-76 | Auto rental location identifier ans 10 s
104-76 { Auto rental rate n1i2
104-76 | Auto rental rate time period D = daily as 1
W = weekly
M = monthly
space = unknown
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Table B.1 (continued)
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Bit Cons Comp Nutne Format Rapresentation
104-78 | Aulo rental state/province ans 3
104-76 | Auto rental time MMM nd
104-7¢ | Aulu renler naime LLVAR ans..29
104 76 | Auto roturn addross LLVAR ang..26
104-76 | Auto retumn city LLVAR ans..18
104-76 | Auto return country ans 3
104-76 | Autoc return date CCYYMMDD ng
104-76 | Auto return location identifier ans 10
104-76 | Auto return state/province ans 3
104-76 | Aute return time HHMM n4
104-76 | Auto vehicle insurance indicator Y =vyes as 1

N =no
space = unknown

104-76 | Auto vehicle registration number an 17
104-77 | Lodging amount bar/mini-bar ni2
104-77 { Lodging amount billing adjustment ni2
104-77 | Lodging amount gift shop ni12
104-77 | Ledging amount laundry/dry clearning niz
104-77 | Lodging amount other services niz
104-77 | Lodging amount other services indicator ans 3
104-77 | Lodging amount phone charges niz2
104-77 | Lodging amount restaurant/room service n12
104-77 | Lodging amount room rate niz
104-77 | Lodging amount room tax niz2
104-77 | Lodging customer service toll-free phone ans 16

number
104-77 | Lodging date arrival CCYYMMDD nsg
104-77 | Lodging date departure CCYYMMDD nsg
104-77 | Ledging facility phone number ans 18
104-77 | Lodging folio number ans 10
104-77 | Ledging program code ans 2
104-78 | Fleet amount bottom line discount n12
104-78 | Fleet amount total tax n12
104-78 | Fleet driver number/other identification LLVAR n.17

number
104-78 | Fleet line item value excluding tax ni2
104-78 | Fleetiine item value including tax n1iz
104-78 | Fleet motor fuel oll company brand name n4
104-78 | Fleet motor fuel prompt code nt
104-78 | Fleet motor fuel service type code ans 1
104-78 | Fleet odometer reading ng
104-78 | Fleet product code LLVAR an..15
104-78 | Fleet product quantity LLVAR n.12
104-78 | Fleet guantity minor unit n1
104-78 | Fleet unit of measure LLVAR ans..12
104-78 | Fleet unit price excluding tax ni2
104-78 | Fleet unit price including tax niz2
104-78 | Fleet vehicle registration number an 17
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Table B.1 (continued)

Bit Qons o Name Fonmat Repraesentallon
105-108 Reserved for ISO use LLLLVAR anshb..9999 8
109 X Reconciliation fee amounts credit L1 VAR ans 144
104-1 Faa type code na
_— - 109-2 Amount faa total n12
R Ty "7} Number fee total n 10
110 X Reconciliation fee amounts debit LLLVAR ans.. 144
110-1 Fee type code n2
110-2 Arnount fee total ni2
110-3 Number fee total ni0
111-115 Reserved for private use LLLLVAR ansb..8999 2
116-122 Reserved for national use LLLLVAR ansh..8999 2
123-127 Reserved for private use LLLLVAR ansb..99992 -~
128 or 64 MAC field b4

2 Attribute for each bit.
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Annex C
(informative)

Data transparency

C.1 Description

Messages using ISO 8583 formats ensure that cerain fields contain arbitrary binary data, often called
transparent data. Such data may contain eight bit bytes that do not represent printable characters or may
represent illsgal codes in some communication schemes. Hardware devices connected using synchronous
communication protocols or protocols designed to front-end for them should have no problem transmitting
transparent data.

However, there are many low-end devices that communicate using older dial protocols. These protocols may
use character-by-character parity checking, thus limiting data bytes to seven data hits. They may also restrict
allowed data to printable characters and specific control codes. Even some older synchronous protocols, like
BSC, place limits on the presence and use of specific control codes,

C.2 Common limitations

C.2.1 Protocols that transmit data using seven data bits and odd parity

This is a technique left over from the era of the mechanical teletype. Although modern modems support the
technique as a format, the receiving end may not check the received characters for parity. If a parity error is
detected, there is often no message level recovery initiated to retransmit the data in error. Thus, there is little
benefit left to the technique.

Most service providers of transaction processing services can set up low speed {2 400 bps or lower) modems
to operate with eight data bits and no parity as readily as with seven data bits and odd parity. Service
providers are generally insensitive to data content, so the presence of undefined or control codes in the
message siream will typically have no affect on the transmission of data. Most support Microcom Network
Protocols (MNP), which provide data error detection and correction (MNP 4) and data compression {MNP 5).

When the eighth data bit is present, there are two possible values for all character codes. When character
data is represented, the parity bit should default to 0 {equivalent to space parity). It is recommended that data
be sent in the format eight data bits, no parity. If MNP 4 and higher error detection and correction are
supported by the communicating modems, it is recommended it be enabled.

C.2.2 Session level protocol

The common protocols for a dial device connecting to a host transaction processing system use a terse
command set of single byte control codes fo establish and control the session. Following are descriptions of
some of the most common codes. ASCI| representations of control codes are used.

— SYN: Sync character, Two to five SYN characters are sent before and after each message to allow the
receiver to get its timing lined up and to prevent loss of the first or last character. Most modern modems
do not need this, but it doesn’t hurt, and it is useful if you get a noisy analogue line.

— ENQ: initial poll, host to terminal. "Do you have a message for me?” Also used terminal-to-host to request
retransmission of a response message following time-out. Many service providers "spoof” the initial host
ENQ when a terminal first dials in. In this way, the initial message request is being received and buffered
at the entry point into a large packet-switching network while the host is being alerted to the connection.
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When the host sets up the session to the service provider's entry point and sends its ENQ command, the
buffered message is sent to the host at high speed.

-~  ACK: acknowledge, message recelved correct. Used In both direclions. Nol used in Visa [. Some
protocols use ACK 0 and ACK 1 alternately.

NACK: negative acknowledge, message received with orrors. Used in both directions. Not used in Visa 1.
—  S1X: start of text, start of message.
— ETX: end of text, end of message. Used in both directions.
— ETB: end of block, mare to follow. Used in some batch oriented protocols.

— LRC: longitudinal redundancy check. A checksum is calculated on all data between the 8TX and ETX
characters (including the ETX character). The result is an eight-bit character, which may contain any
value from 0 to 255, including values, which violate parity. If a message fails the LRC check, the receiver
may respond with a NACK (Visa 2) or may ignore the message (Visa 1).

— EOT: end of transmission, disconnect. Sometimes used as a general error reset. Usage varies with
different protocols.

It is recommended that low-end terminals continue to use terse command and control codes. Specific session
control protocol will be addressed separately.

C.2.3 Protocols that limit data to printable characters and specific control codes

C.2.3.1 Introduction

For example, if a Visa data stream included an ETX character, the message would immediately terminate and
the following character would be interpreted as the LRC checksum. The two basic approaches to
circumventing this problem have been to use an encoding scheme that will allow data fo be represented at
some cost in overhead, or to modify the protocol to accept transparent data.

C.2.3.2 Character encoding schemes

In the first category are several technigues. In BSC communications, the DLE character sighals the processor
that transparent dafa are to be processed. DLE STX begins transparent text and DLE ETX ends transparent
text. The only character not thus supported is the DLE character ifself. DLE is represented by the DLE DLE
pair.

Another common technique is to use character representation of hexadecimal data. This effectively doubles
the size of the data represented, but data is easily interpreted and may be of arbitrary length. Other encoding
schemes have been suggested, such as six for eight or seven for eight. Such representations are more space
efficient, but are less intuitive to work with on processing. They also require fixed length data blocks in order to
come out with completely filled data bytes.

C.2.3.3 Transparent capable protocols

in the second category may be included conversion of devices to use synchronous communications, and a
message level protocol variant. Internet protocols use a variety of HDLC (the TCP portion of TCP/IP) to
transmit data on a bit-wise basis rather than a byte-wise basis. The data is broken into packets, each of which
is individualty checked for integrity at low layers of the protocol. At the message level, there is no overhead
associated with data integrity checking.

A variant of message level protocol called Length Declaration Format (LDF) was developed to address issues
with interfacing dial terminals into X.2% PADs and some of the associated timing problems. The technigue is
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simple, robust and of general use. Each message is preceded by a four byte header containing a control
character, a byte count for the following message, and a flag indicating the type of checksum processing.

a)  Wilhoul erior chiecking, - <30k <byle count> <blanks> <STX lexl... <ETX>
by  With 8 bit LRC checking, - <801 = «byle counl> L' <STX= lexl,.. <ETX> «LRC>
¢)  With CRC 16 checking, <SOH> <hvyto count> ‘C' «<STX> taxt  «<FTX> <CRC 16~

The message is assumed to be the length declared in the 16-bit byte count. (Maximum message length is
therefore 65,535 bytes). Checking the message consists of determining that it matches the byte count in
length and that the ETX character is the last character of the message. Note that an ETX character within the
text does not end the text.

Messages may be formatted with or without checksum processing, depending on whether error-correcting
modems are used. If no checksum processing is done, the checksum processing flag is blank. If eight bit
Longitudinal Redundancy Check (LRC) processing is used, the checksum processing flag in the header is an
“L", and a one byte LRC follows the ETX character. The LRC is calculated on all data following the STX for the
declared length and is compared to the value following the ETX character. If they match, the message is
ACK'd, if not, the message is NACK'd.

if Cyclical Redundancy Check {CRC) 16 processing is used, the checksum processing flag in the header is a
“C", and a two byte CRC 16 follows the ETX character. The CRC 16 is calculated on all data following the
STX for the declared length, and compared to the value following the ETX character. If they match, the
message is ACK'd, if not, the message is NACK'd.

C.2.4 Recommendations
To maximize the chance of error free transmissions, the following recommendations should be followed.

a) Use synchronous communications protocols, where possible, thereby removing data integrity overhead
from message level processing.

b) If dial asynchronous communication is used, the message protocol should be based on LDF formats. The
message length should have no dependency on message data content.

¢) Using a character-based representation of binary data is not a desirable option because it makes
message formats ambiguous. However, if neither of the above recommendations is practical, it can be
used, but messages from dial terminals using such an implementation have to be translated, both
inbound and outbound, to remove device dependencies before the message can be processed in a host
receiving message from multiple terminal types.

C.3 Transaction versus batch protocols

Many common dial applications use different communication protocols for different functions. For example, if a
POS needs authorization for a sale, the POS initiates the call and the conversation is run on a strict
request/response basis. At end of day, the host may initiate the call, and the conversation is run using a
batch-oriented protoco! with no acknowledgements of individual blocks unless they are to be retransmitted.

Batch oriented protocols which do litle data acknowledgement are left over from the era when
communications lines were much slower, and iurning the line around to send a response might take even
longer than sending the message. With modern communication equipment, modems normally communicate in
full duplex mode, so there is no line turn-around time. Timesaving from re-transmitting only individual blocks in
error versus full transmission should more than compensate for the overhead of handshaking each packet,
[HDLC uses a technique of acknowledging the last correctly received packet number after receiving a group of
packets. The sender retransmits all packets from the error point (if any) forward.]
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There is no particular reason why data messages and packets have to match one for one, and the convention
of sotting up data colloction applications to process 80 byte card imeages is quite archaic. Blocking multiple
messages within a paclel, and use of cormunon dala compression lechinlyues It ransimtsslon should allow
efficient batch oriented transmissions while maintaining consistent data integrity. Regardless of which partner
initiates the call or what type of data is sent, there should be a positive handshake for each data packet or
group of data packets sent.
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Annex D
(informative)

Examples of batch transfer

D.1 Batch transfer management

D.1.1 General

The following examples are provided to give practical suggestions as to how to implement batch transfer. This
part of ISO 8583 provides considerable flexibility to enable financial institutions to set up their systems to meet
differing requirements and will therefore he the subject of bilateral agreement as to the details. However, in

the interests of interoperability, it is recommended that, wherever possible, the examples given in this
appendix be followed.

D.1.2 Example of batch transfer between an acquirer and a card issuer

The example gives the specific messages sent and the actual contents of the key message data elements,
although any other data elements may alsc be sent.

The following parameters are assumed:
a) batch transfer initiated by the acquirer;

b) acquirer initiated batch consists of 6 financial presentment notification messages with a frequency of
acknowledgement every 4 messages;

c) card issuer initiated batch consists of 4 chargeback messages with no acknowledgement,
d) an optional reconciliation transaction is sent.

Figure D.1 shows the messages flows, and Tables D.1 to D.7 give the relevant data element contents.
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Avquirer

Start of acquirer batch transfer

- f04 -
e 814 ...............
Acyulrer balcl: delalls
.............. 240#1 -—
.............. 240#2.—_
.............. 240#3-—
.............. DAQFHL weveerre o
- S DEQ werrerseenieee
.............. DAQHS rrerrrrream—
.............. DAOHE oo
e, 250 ...............

Reconciliation
. . 520 ...............
................ 530-- -
End of acquirer batch transfer

................ BAL roreerimsiimm
Start of card issuer batch

s -V S
Card issuer batch details

—iiirienn 442 e

- -442#2 ..............

—- -442#3

T 442#4 ..............

End of card issuer batch transfer
M eenanereens 844 ...............

Crare 1ssuor

Figure D.1 — Example batch transfer message flows

Table D.1 — Start of acquirer batch transfer

MTI | Bit | Data element name | Value I Meaning
804 Acquirer to card issuer
24 Function code 841 Start batch transfer
25 Message reason code 8000 Start transfer, no recovery procedure
69 Batch/file transfer contrel data
Batchf/file transfer message count 00000006 Number of messages in the batch
Batch/fle transfer file identification .test batch 1 Batch name
814 Card issuer to acquirer
24 Function code 841 Start baich transfer
34 Action code 8000 Accepted
69 Batch/file transfer control data
Batch/file transfer message count 00000006 Number of messages in the batch
Batch/file transfer file identification .test batch 1 Batch name
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Table D.2 — Acquirer batch details

MTI Bil Data elemernd name Value Maoanlng
240 Acquirer to card issuer
68 Batch/file transfer message controi
Balch/file ransfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence 00000001 15l message
numbar
240 Acquirer to card issuer
638 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowledgement required
Batch/flle transfer message seguence 00000002 2nd message
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence 00000003 3rd message
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 1 Acknowledgement required
Batch/file transfer message sequence 00000004 | 4th message
number
250 Card issuer to acquirer
68 Baich/iile transfer message control
Batch/file transfer acknowledgement code 3 Positive acknowledgement
Batchffile transfer message sequence 00000004 | All messages up to the 4th one correctly
number received
240 Agquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement cede ¢ No acknowledgement required
Batch/file transfer message sequence 00000005 | 5th message
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 2 Acknowledgement required, end of
Batch/file transfer message sequence 0G000008 transfer
number 6th message
250 Card issuer to acquirer
68 Batch/file transfer message controj
Batch/file transfer acknowledgement code 3 Positive acknowledgement
Batchffile transfer message sequence 000000068 | All messages up to the 6th one correctly
number received
Table D.3 — Reconciliation
MTI Bit | Data element name | Value | Meaning
520 Acquirer to card issuer
530 Card issuer to acquirer
39 | Action code I 8000 I Accepted
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Table D.4 — End of acquirer batch transfer

Ml | Bit Dalta sletnenl naine Value Mearning
844 Acquirer to card issuer
24 Function code 8472 End of batch transfer
28 Message reascn code suy2 End batch
69 Balehffile ransler conlrol data
Batch/file transfer message count 0000000 Number of messages in the batch
Batchffile transfer file identification .test batch 1 Batch name
Table D.5 — Start of card issuer batch transfer
MTI] Bit Data element name Value Meaning
844 Card issuer to acquirer
24 Function code 841 Start bateh transfer
25 Message reason code 8000 Start transfer, no recovery procedure
69 Batch/file transfer control data
Batch/file transfer message count 00000004 Number of messages in the batch
Batch/file transfer file identification .festbatch 2 | Batch name
Table D.6 — Card issuer batch details
MTE | Bit Data element name Value Meaning
442 Card issuer to acquirer
68 Batch/file transfer message control
Batch/file transfer acknowiedgement code 0 No acknowledgement required
Batch/file transfer message sequence number | 00000001 | 18t message
442 Card issuer to acquirer
68 Batch/iile transfer message control
Batch/ile transfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence number | 00000002 | 2nd message
442 Card issuer to acquirer
68 Batchffile transfer message control
Batchffile transfer acknowledgement code v No acknowledgement required
Batch/file transfer message sequence number | 00000003 | 3™ message
442 Card issuer to acquirer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence number | 00000004 | 4th message
Table D.7 — End of card issuer batch transfer
MTI | Bit Data element name Vaiue Meaning
844 Card issuer fo acguirer
24 Functicn code 842 End of batch transfer
25 Message reason code B0OD2 End batch
69 Batch/file transfer controi data
Batch/file transfer message count 0000000 Number of messages in the batch
Batch/file transfer file identification .festbatch 2 | Batch name
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D.1.3 Example of management of negative acknowledgement

ISO 8583-1:2003(E)

(s exarnple shows how an acyulrel nlllaled balch lransfer with a hegalive acknowledgemeiil [or a linanctal

presentment nofification message is managed.
I he following parameters are assumed:

a)  baleh banslur is inilinlod by the acyuiier,

b) batch transfer consists of 7 financial presentment notifications with a frequency of acknowledgement
every 3 messages with a negative acknowledgement and a repeat requested on the 5% financial

presentment notification message.

Figure D.2 shows the message flows and Tables D.8 to D.11 give the relevant data element contents.

Start of acquirer batch transfer
S T 1 R,
Acquirer batch detalls
.............. 240#1 e
.............. 240#2......
.............. 240#3..._
N DB} =serereerenens -
.............. DAQHLY - ovevere
.............. 240#5........,.-—

DAOHEG - rveres -
—=--250-(Neg Ack) -
.............. 240#5..........._
.............. DAOHB - weerer e
.............. DAQHT oo
[ 250 .............. -

Reconciliation
S L
............... %7 T

End of acguirer batch transfer

................ 844._

Card issuer

Figure D.2 — Example of negative acknowledgement message flows
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Table D.8 — Start of acquirer batch transfer

MT1 | Bit Daty element naine Value Mouning
804 Acquirer to card jssuer ST o
24 Function code 841 Start of batchffile transfer
23 Meogsage 1eason code 8000 Start transfer, no recovery procodure
Go9 Batchiflile bansfer cotlrol data
Batch/file transfer message count 00ooBon7? Number of messages in the batch
Batch/file transfer file identification Jlestbatch 3 | Batch name
814 Card issuer to acquirer
24 Function code B41 Start batch transfer
25 Message reason code 8000 Start transfer, no recovery procedure
69 Batchfile transfer control data
Batchffile transfer message count 00000007 Number of messages in the batch
Batch/file transfer file identification test batch 3 Batch name
Table D.9 — Acquirer batch details
MTi | Bit Data element name Value Meaning
240 Acquirer to card issuer
68 Batchffile transfer message control
Batch/file transfer acknowledgement code 0 Ne acknowledgement required
Batchffile transfer message sequence 00000001 | 15t message
number
249 Acquirer to card issuer
68 Batch/file transfer message control
Batchffile transfer acknowledgement code 0 No acknowiedgement required
Batch/file transfer message sequence 00000002 | 2nd message
number
240 Acquirer to card issuer
63 Batch/fite transfer message control
Batchffile transfer acknowledgement code 1 Acknowledgement required
Batch/file transfer message sequence 00000003 | 3rd message
number
250 Card issuer to acquirer
68 Batchffile transfer message control
Batch/file transfer acknowledgement code 3 Positive acknowledgement
Batehffile transfer message sequence 00000003 | All messages up to the 3rd one correctly
number received
240 Acquirer to card issuer
68 Batch/file transfer message control
Batech/file transfer acknowledgement code 0 Mo acknowledgement required
Batch/file transfer message sequence 00000004 | 4th message
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file lransfer acknowledgement code 0 No Acknowledgement required
Batch/file transfer message sequence 00000005 | 5th message
number
240 Acquirer {o card issuer
68 Batchffile transfer message control
Batch/ffile transfer acknowledgement code 1 Acknowledgement required
Batchffile transfer message sequence 00000006 | 6th message
number
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Table D.9 {confinued)

MII | Bit [1ata element name Value Meanieg
Py S R e éddﬁi‘rérm e s e e s . o
68 Batehffilo transfer measage control
Bulehffile ransfer acknowledgement code 7 Negative acknowledgament, repeat recuested
Batch/file transfer message sequence 00000005 | All messages up to the 5t one correctly
number raceived
240 Acquirer to card issuer
68 Batch/iile transfer message control
Batch/file transfer acknowledgement code 0 No acknowiedgement required
Batch/file transfer message sequence 00000005 | 5thmessage
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowiedgement required
Batch/file transfer message sequence 00000006 | 6th message
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 2 Acknowledgerment required, end of transfer
Batch/file transfer message sequence 00000007 | 7th message
number
250 Card issuer to acquirer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 3 Positive acknowledgement
Batch/file transfer message seqguence 00000007 | All messages up to the 7t one correctly
number received
Table D.10 — Reconciliation
MTI Bit | Data efement name | Value l Meaning
520 Acquirer to card issuer
530 Card issuer to acquirer
38 | Action code | 8000 ! Accepted
Table D.11 — End of acquirer batch transfer
MTI | Bit | Data element name I Value I Meaning
844 Acquirer to card issuer
24 Function code 842 End baich transfer
25 Message reason code 8002 End hatch
69 Batch/file transfer control data
Batch/file transfer message count 00000000 Number ol messages in the batch
Batch/ffile transfer file identification .testbatch 3 Batch name
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D.1.4 Example of the management of interruptions

{hls exainmple shows how a reslarlis meanaged if &1 inlerruplon oceurs during a balch Gansler.
The following parameters are assumed:

a) balch transfer is intiated by the acquirer;

b} batch consists of 7 financial presentment notifications with a frequency of acknowledgement every
4 messages.

Figure D.3 shows the messages flows and Tables D.12 to D.17 give the relevant data element contents.

Start of acquirer batch transfer

Acquirer ................ 8O- erreerreream— Card issuer
it 814- -
Acquirer batch details
.............. 240#1 crrerareesam—
.............. 240#2_—
.............. 240#3 -
.............. 240#4 -—
e DE(Q —eeereeenee
.............. 240#5 -—
.............. DAQHG v

Interruption

Restart of batch transfer

................ 10V P
s 814 -
Continue the batch transfer
............. 240#5 feereer —

24046 -
............. 24047 -

- “DB -vreerereies
Reconciliation
................ 520 - vt

——rrrvisrerean 530.
End of acquirer batch transfer
L T

Figure D.3 — Example of the management of interruptions message flows
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Table DB.12 — Start of acquirer batch transfer

M7t | Bit Data element name Value Meaning
§04 Acquirer to card issuer
24 Function code 841 _ Start batch transfer
25 Mogsago roason ondo 8000 Start transfer, no recovery procedurs
69 Batch/file transfer control data
BalehMlo ransfor mussuge counl 00000007 Number ef maessages In the batch
Batch/file transfer file identification Jtest batch 4 | Baleh name
814 Card issuer to acquirer
24 Function code 841 Start batch transfer
398 Action code 8000 Accepted
69 Batch/file transfer control data
Batch/file transfer message count 000000607 Number of messages in the batch
Batch/file transfer file identification test batch 4 Batch name
Table D.13 — Acquirer batch details
MT! | Bit Data element name Value Meaning
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence count | 00000001 15t message
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowledgement reguired
Batch/file transfer message sequence count | 00000002 | 2hd message
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 0 Acknowledgement required
Batch/file transfer message sequence count | 00000003 | 3/ message
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 1 Acknowledgement required
Batch/file transfer message sequence count | 00000004 | 4th message
250 Card issuer to acquirer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 3 Positive acknowledgement
Batchffile transfer message sequence count | 00000004 | All messages up to the 41 one correctly
received
240 Acquirer to card issuer
{511 Baich/file transfer message control
Batch/file transfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence count | 00000005 | 5th message
240 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code o No acknowledgement required
Batch/file transfer message sequence count | 00000006 | 6th message
Connection interrupted
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Table D.14 — Restart of acquirer batch transfer

MTI | Bit Data element name Valuo Mo aningg

Connection interrupted

804 Acquirer to card issuer
24 Funcllen code 841 Start batch transfer
25 | Message reason soda 8001 Slarl balch, recovary procadule
69 | Batchffile transfer control data
Batch/file transfer message count a0000007 Number of financial presentment notifications
Batch/fite transfer file identification test batch 4 | File name
814 Card issuer fo acquirer
24 Function code 841 Start batch transfer
38 | Action code 8000 Accepted
69 Batch/fite transfer control data
Batch/file transfer message count 0Ceo000a7 Number of financial presentment notifications
Batch/file iransfer file identification test batch 4 | File name

Table D.15 — Continue the batch transfer

MTI | Bit Data element name Value Meaning

240 Acquirer to card issuer

88 Batch/file transfer message control

Batchffile transfer acknowledgement code 0 Mo acknowledgement required
Batch/file transfer message sequence 00000005 | 5th message
number
240 Acquirer to card issuer
68 Batchffile transfer message control
Batch/file transfer acknowledgement code 0 Mo acknowiedgement required
Batch/file transfer message sequence 00000006 | 6th message
number
240 Acquirer to card issuer
68 Batch/file transfer message control
Batchffile transfer acknowledgement code 2 Acknowledgement required, end of transfer
Batchffile transfer message sequence 00000007 | 7th message
number
250 Card issuer to acqguirer
68 Batchffile transfer message control
Batchffile transfer acknowledgement code 3 Positive acknowtedgement
Batchffile transfer message sequence 00000007 | All messages up to the 7th ane correctly
number received

Table D.16 — Reconciliation

MTI | Bit | Data element name Value I Meaning
520 Acquirer to card issuer
530 Card issuer to acquirer
39 | Action code 8000 | Accepted
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Table D.17 — End of acquirer batch transfer

MTE | Bit I Data elernent naine Vulue Meoaning
844 Acquirer to card issuer
24 Funclion code B4z End balcke transfer
25 Message reason code 8002 End batch
09 Batchi/flle ransfer conlrol dala
Batch/file transfer message count 0000000 Number of messages in the batch
Batch/file transfer file identification test batch 4 Batch name

D.1.5 Example of a simple batch fransfer

This example shows a simple batch transfer with no other activity. The following parameters are assumed:
a) batch transfer is initiated by acquirer;

b) batch consists of 3 financial presentment notifications and 1 fee collection message;

¢} there are no acknowledgements.

Figure D.4 shows the messages flows and Tahles D.18 to D.20 give the relevant data element contents.

Start of acquirer batch transfer
Acquirer R R ALy . 7 P EEISIITRRTE Card issuer

Acquirer bafch details
.............. DAOHA oo mm
.............. 240#2...-.—
240#3 .......... -—
TFAQHAL cweererien -

End of acquirer batch transfer
............... 844.._

Figure D.4 — Example simple batch transfer message flows

Table D.18 — Start of acquirer batch transfer

MTI | Bit [ Data element name Value Meaning
844 Acquirer to card issuer
24 Function code 841 Start batch transfer
25 Message reason code 8000 Start transfer, no recovery procedure
69 Batch/file transfer control data
Batch/file transfer message count (0000004 Number of messages in the batch
Batch/file transfer file identification .testbatch 5 | Batch name
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Table D.19 — Acquirer

batch details

MTI | BIE Datu element naine Value Meaning
240 Acquirer to card issuer
68 Batchffile transfer message control
Batch/ffile transfer asknowledgament ooda 0 No aslknowledgement required
Batch/file transfer message sequence number 00000001 | 15t message
240 Aaquirer to oard Issucr
68 Batch/file transfer message control
Batchifile transfer acknowledgement code 0 No acknowledgement required
Batchffile transfer message sequence number 00000002 | 2nd message
240 Acquirer to card issuer
68 Batch/file transfer message control
Batchiffile transfer acknowledgement code 0 No acknowledgement required
Batch/file transfer message sequence number 000000903 | 3rd message
740 Acquirer to card issuer
68 Batch/file transfer message control
Balchfiile transfer acknowledgement code 0 No acknowledgement reguired
Batch/file fransfer message sequence number 00000004 | 4th message
Table D.20 — End of acquirer batch transfer
MTI | Bit Data element name Value Meaning
844 Acquirer to card issuer
24 Function code 842 End batch transfer
25 Message reason code 8002 End batch
B89 Batchffile transfer control data
Batch/file transfer message count 0000000 Number of messages in the batch
Batchffile transfer file identification .tesibatch 5 | Batch name
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Annex E
(informative)

Examples of file transfer

E.1 File transfer management

E.1.1 General

The following examples are provided to give practical suggestions as to how to implement file transfer. This
part of ISO 8583 provides considerable flexibility to enable financial institutions to set up their systems to meet
differing requirements and will therefore be the subject of bilateral agreement as to the details. However, in

the interests of interoperability, it is recommended that, wherever possible, the examples given in this
appendix be followed.

E.1.2 Example of a file transfer

This example shows how a file transfer is managed. The example provides the specific messages sent and
the actual contents of the key message data elements, afthough any other data elements may also be sent,

The following parameters are assumed:
a) file transfer is initiated by the card issuer;
b) transfer consists of 2 files,

Table E.1 gives the details of how the Dafa record data element is configured for each file. Figure E.1 shows
the messages flows and Tables E.2 to E.7 give the relevant data element contents.

Table E.1 — File transfer details

Transfer details File 1 File 2
Length of file (bytes) 5120 1400
Number of elementary data records 20 14
Frequency of acknowledgement 1 After final message
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Start of acquirer batch transfer

ACUIrer “ &0 Grard lssuer
................ 814..._
{ransfer flle 1
................ Y4 T
~ -362- -
................ 1 7 4~
- BB -reeericnrens
................ 372 —

End ef eard issuer fite transfer
Start of card issuer file transfer
oy B 804 P
................ 814..............._
Transfer file 2
i TED e
i vaEriaranes 362 - -
................ 372..-—-

End of card issuer batch transfer
P 5V VORI

Figure E.1 — Example file transfer

Table E.2 — Start of file transfer

MTI | Bit Data element name Value Meaning
804 Card issuer to acquirer
24 Function code 841 Start file transfer
25 Message reason code 8000 Start transfer, no recovery procedure
69 Batchffile transfer control data
Batch/file transfer message count 00000003 | Number of messages in the files
Batchffile transfer file identification . test file 1 File name
70 File transfer description data
File transfer file size 005120 File size in bytes
File transfer elementary data record count 000020 Number of elementary records in file
File transfer remaining data record count 000020 Remaining number of elementary records
814 Acquirer to card issuer
24 Function code 841 Start file transfer
39 Action code 8000 Accepted
69 Batch/file transfer control data
Batciffile transfer message count 00000003 | Number of messages in the file
7 Batch/file transfer file identification .festfile 1 | File name
70 File transfer description data
File transfer file size 005120 File size in bytes
File transfer elementary data record count 000020 Number of elementary records in file
File transfer remaining data record count 000020 Remaining number of elementary records
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Table E.3 ~ Transfer of file 1

MTI | Bit Dala elemenl name Value Mearting
362 Card issuer to acquirer
68 Batch/file transfer message control
Batchffile transfer acknowledgement cade | 1 Acknowledgement required
Batch/file transfer message sequence 00000001 | 1stmessage
narnbet
69 Batch/file transfer control data
Batch/file transfer message count 00000003 | Number of messages in the file
Batch/file transfer file identification .testfile 1 | File name
70 File transfer description data
File transfer file size 405120 File size in bytes o
File transfer elementary data record count | 000020 Number of elementary records in file
File lransfer remaining data record count 000014 Remaining number of elementary records
72 Data record Contains the first & elementary data records
372 Acquirer to card issuer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code | 3 Positive acknowledgement
Batch/file transfer message sequence 00000001 | st message
number
362 Card issuer to acguirer
68 Batch/file transfer message control
Batch/file transfer acknowledgement code 1 Acknowledgement required
Batchffile transfer message sequence 00000002 | 2nd message
number
69 Batch/file transfer control data
Batch/file transfer message count 00000003 | Number of messages in the file
Batch/file transfer file identification .testfile 1 | File name
70 File transfer description data
File transfer file size 005120 File size in bytes
File transfer elementary data record count | 000020 Number of elementary records in file
File transfer remaining data record count 000008 Remaining number of elementary records
72 Data record Contains the 6 subsequent elementary data
records
372 Acquirer to card issuer
68 Batch/file transfer message control
Batchffile transfer acknowledgement cede | 3 Positive acknowledgement
Batch/file transfer message sequence 00000002 | 2nd message
number
362 Card issuer to acquirer
68 Baichffile transfer massage control
Batch/file transfer acknowledgement code | 1 Acknowledgement required
Batchffile transfer message sequence 0000003 3rd message
number
69 Batch/file transfer control data
Batch/file transfer message count 00000003 | Number of messages in the file
Batch/fite transfer file identification .testfile1 | File name
70 File transfer description data
File transfer fiie size 005120 File size in bytes
File transfer elementary data record count 000020 Number of elementary records in file
File transfer remaining data record count 000000 Remaining number of elementary records
72 Data record Contains the 8 subsequent elementary data
records
372 Acquirer to card issuer
68 | Batch/file transfer message control
Batchffile transfer acknowledgement code | 3 Positive acknowledgement
Batch/file transfer message sequence £0000003 | 3rd message
number

seod i Bovle Frediicksen 5 C /My Gratz

k e order ¥ 10- 1031609/ Downloaded: 20063-05-11
NGl User ficence only, copying and networking prohibied

® IS0 2003 — Al rights reserved 187

Page 195 of 204



ISO 8583-1:2003(E)

Table E.4 — End of card issuer file transfer

MTI | Bit Clata eleinant nare Vilue Meuning
844 Card issuer to acqguirer
24 Funcllon cude B2 End flle lranster
25 Message reason code 8002 End file
89 Balch/flle lransfer controf dala
Batchffile transfer message count 00000003 | Number of messages in the file
Batch/file transfer file identification .festfile 1 | File name
70 File transfer description data
File transfer file size 005120 File size in bytes
Fite transfer elementary data record count | Q0020 Number of elementary records in file
Fite transfer remaining data record count 000000 Remaining number of elementary records
Table E.5 — Start of card issuer file transfer
MTI | Bit Data element name Value Meaning
804 Card issuer to acquirer
24 Function code 841 Start file transfer
25 Message reason code 8000 Start transfer, no recovery procedure
69 Batch/file transfer control data
Batchffile transfer message count 00000002 | Number of messages in the files
Batch/file transfer file identification .test file 2 | File name
70 File transfer description data
File transfer file size 001400 File size in bytes
File transfer elementary data record count | 000014 Number of efementary records in file
File transfer remaining data record count 000014 Remaining number of elementary records
814 Acquirer to card issuer
24 Funciion code 841 Start file transfer
39 Action code 8000 Accepted
69 Batchffile transfer control data
Batchffile transfer message count 00000002 | Number of messages in the file
Batch/file transfer file identification .lestfile 2 | File name
70 File transfer description data
File transfer file size 001400 File size in bytes
File transfer elementary data record count | 000014 Number of elementary records in file
File transfer remaining data record count 000014 Remaining number of elementary records
FRAr Gralz
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NEI1 | BIt haka eloinsnt natie 'Vaitm . Maurdng
362 Card issuer to acquirer
658 Balchfile ranslor messayge control
Batch/file transfer acknowledgement code 0 N acknowledgeinenl required
Batch/file transfer message sequence 00000001 | 1stmessage
number
69 Batch/file transfer control data
Batch/file transfer message count Q0000002 | Number of messages in the file
Batch/file transfer file identification .lestfile 2 | File name
70 File transfer description data
File transfer file size 001400 File size in bytes
File transfer elementary data record count | 000014 Number of elementary records in file
File transfer remaining data record count 000004 Remaining number of elementary records
72 Data record Contains the first 10 elementary data records
362 Card issuer to acquirer
68 Batch/file transfer message control
Batch/ffile transfer acknowledgement code | 2 Acknowledgement reguired, end of transfer
Batch/file transfer message sequence 00000002 | 2nd message
number
69 Batchffile transfer control data
Batch/file transfer message count 00000002 | Number of messages in the file
Batchffile transfer file identification .lestfile2 | File name
70 File transfer description data
File transfer file size 001400 File size in bytes
File transfer elementary data record count Q00014 Number of elementary recerds in file
File transfer remaining data record count 000000 Remaining number of elementary records
72 Data record Contains the last 4 elementary data records
372 Acquirer o card issuer
68 Batech/file transfer message control
Batch/file transfer acknowledgement code 4 Positive acknowledgement, end of transfer
Batch/file transfer message sequence 00000002 | 2nd message
number
Table E.7 — End of card issuer file transfer
MTI | Bit Data element name Value Meaning
844 Card issuer te acquirer
24 Function code 842 End file transfer
25 Message reason code 8002 End batch
69 Batch/file transfer control data
Batch/file transfer message count 00000002 | Number of messages in the file
Batch/file transfer file identification lestfile 2 | File name
70 File transfer description data
File transfer file size 001400 File size in bytes
File transfer efementary data record count | 000014 Number of elementary records in file
File transfer remaining data record count 00a000 Remaining number of elementary records
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Annex F
(informative)

Summary of changes made to ISO 8583:1993

F.1 Interoperability

F.1.1 General

IS0 8583:1993 has been replaced in three parts to address several Industry enhancements which have
ocecurred since 19923. The document has been re-structured for ease of use and the messages, data elements
and values updated. The date related data elements have also been updated for the year 2000.

Many changes were made to the codes, data elemenis and messages based on the indusiry's experience
with using the prior version. An entirely new International Standard, 1SO 18245, Refail financial services —
Merchant category codes, has been created from the former card acceptor business code to allow use of
these codes across the financial industry. Changes to other codes, data elements and messages are listed
below.

F.1.2 Code values
Code values were added to:

a) transaction type codes and account type codes within Processing code, {bit 3)
b} point of sale data codes (bit 22);

c) function codes (bit 24);

d) message reason codes (bit 25);

e} point of sale data capability (bit 27);

f)  action codes (bit 39);

g) amounttype codes (bit 54);

h) fee type codes (bits 46, 66, 109 and 110).

F.1.3 Data elements

F.1.3.1 General

This part of ISC 8583 adds the concept of primitive, constructed and composite data elements (see 5.3) to
allow flexibility in supporting new business functions. Existing and new data elements were modified to
incorporate the use of this concept. All the data elements have been combined into a single table for ease of
reference. Data elements are listed in numeric bit order in Annex B and in alphabetic order in Table 3. The
new and changed data elements are given below.

F.1.3.2 Dataelements added

The following data elements have been added:

a) Message efror indicator (bit 18);
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d)
©)
f)
g)
h)
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Transaction life cycle (bit 21);

FPoint of service capability (bil 27),
Electronic commerce (bit 34);

Verification data (bit 40);

Extondod payment data (bil 8/,

Baftch file fransfer message controf (bit 68);
Batch file transfer confrol data (bit 69);

File transfer description data (bit 70);

Transaction specific data (bit 104), added multiple sub-elements for industry specific data, e.g. airline,
hotel, car rental.

F.1.3.3 Data elements changed

The following data elements have been changed:

a)
b)
c}
d)
e)
f

a)

m)

Systems frace audit number (bit 11), expanded length;

Point of service data code (bit 22), restructured and created Puint of service capability code (bit 27);
Card acceptor business code (bit 26), renamed Merchant category code;

Acquirer reference number (bit 31), restructured and renamed;

Action code (bit 39), expanded length;

Card acceplor terminal identification {bit 41) expanded length;

Card acceptlor identification code (bit 42} expanded length;

Card acceptfor name/location (bit 43) expanded sub elements and restructured into composite field;
Additional response data (bit 44) restructured;

Integrated circuit card (ICC) system related data (bit 55), expanded length and restructured to be
composite data element;

Message authentication code (MAC) field (bit 64 or 128) reduced length from 8 to 4;

Original data efements (bit 56), made the sub-element, acquiring institution identification code, variable
length;

File name (bit 101) expanded length.

Data elements reserved for 180, national or private use have been given expanded length atiributes.

F.1.3.4 Data elements deleted

The following data elemants have hasn delsted:

a) Merchant type (bit 18);
b) Country code, forwarding institution (bit 21);
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¢) PAN, extended (bit 34);

Y Counmby code, receiving inslilution (hil 68),

e) Country code, settlement institution (bit 69)M;

)  Couniry code, authonzing agent institution (bit 70);

y) Message number (LI TI);

h) Country code, transaction destination institution (bit 91);
iy GCountry code, transaction originator institution (bit 82).

Currency code data elements have been combined with the associated amount data elements and have had
added a currency minor unit, resulting in new constructed data elements.

Reconciliation amount data elements have been combined with the associated reconciliation count data
elements resulting in new constructed data elements.

F.1.4 Messages

All information about a message has been grouped together in this part of 1ISO 8583, including the message
description, rules, identifiers, mandatory/conditional data elements and message flows.

New and updated message types and uses of messages and message condition codes (see Table 3) were
added for:

a) Batch transfer (200, 400, 500, 800 message types);

b) Error processing (600 message types);

c) File transfer (300 and 800 message types);

d) Financial accumulation presentment (200 message types);
e) Keyexchange (800 message types);

f) Retrievals (600 message types);

g) Verification (100 message types).

Other sections were added to explain message processing, message matching and transaction matching and
institution routing.

F.2 New features

F.2.1 Electronic commerce

Electronic commerce dafa (bit 34) has been added to carry this type of data and values in Poinf of sale data
code (bit 22) and Point of service capability (bit 27) have been added fo identify electronic commerce.

F.2.2 Electronic purse

New processing codes (bit 3) have been added for electronic purse and financial accumulation presentment
messages (see 8.5) defined to support this type of business.
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F.2.3 Integrated circuit card (ICC)

The usage of bil 66 ot secliily applicallons has been slandardized, which has resulled i Ue delelioh of
150 13489,

F.2.4 Balch transfoer/File transfer
New business funclions tules and sliucluie {ur processing balches and flles of Gansacllons lave been

specified, along with additional data elements, message types and formats. Two informative annexes provide
guidance on usage.

F.2.5 Error processing

New rules and structure for handiing message errors have been defined, along with additional data elements
and message flows.

F.3 Annexes

New informative annexes have been added for:

a} data elements in bit number order (Annex B);

b} data transparency {(Annex C);

c) examples of batch transfer management (Annex D),
d) examples of file transfer (Annex E);

e} summary of changes {Annex F).

F.4 Maintenance of ISO 8583 (all parts)

ISO 8583-3 has been updated to ease the ongoing maintenance of all three parts of this International
Standard and to address the need to respond rapidly to requests for changes to them. 1SO 8583-3 enhances
the scope of the RMMG and clarifies its responsibilities.

The RMMG can now respond fo requests for new business functions that may require new message classes,
data elements, code values, etc. without submitting all three parts of the International Standard for revision.
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