VIETNAM STUDIES

Division-Level
Communications
1962—1973

whilly

DEPARTMENT OF THE ARMY

UNIFIED PATENTS EXHIBIT 1021

UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC
IPR2023-00425

Page 1 of 116



Library of Congress Cataloging in Publicanion Daia

Myer, Charls R,
Division-level communications, 1962- 1978,

(Vietnam studies)

Includes index.

Supt. of Dogs, no.: D 100.74:C78/5/962.73

1. Viemnamese Conflict, 1961 - 19755 —Commuumicaiions,
2 Vietrgemese Conflict, 1961-1975 =0 nied Staes.
L. Titke. 11. Serics.
D&550 8 CEM9S 05070438 BI-607128

First Printed 1982 —CMH Pub S0-11

Fror male by ihe Supserimienderd of Docymepis, 1S Genernenedd |5 i (0T
Internet: bookslore gpoggey  Phone: (302 GEZ- 1R Fax: (208 5122250
Mail: Step S50 Washington, [N 3040 -]

UNIFIED PATENTS EXHIBIT 1021

UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC
IPR2023-00425

Page 2 of 116



Foreword

The Umited States Army met an unusually complex challenge
in Southeast Asia, In conjuncuion with the other services, the Army
fought in support of a national policy of assisting an emerging
nation to develop governmental processes of its own choosing, free
of cuiside coercion. In addition o the usual problems of waging
armed conllicy, the assignment in Southeast Asia required
superimposing the immensely sophisticated tasks of a modemn
army upon an underdeveloped environment and adapting them o
demands covering a wide spectrum. These involved helping 1o
fulfill the basic needs of an agrarian population, dealing with the
frustrations of antiguerrilla operations, and conducting conven-
uonal campaigns against well-trained and determined regular
uries.

Now that this assignment has ended, the US, Army must
prepare for other challenges that may lie ahead, While cognizant
that history never repeats itsell exactly and that no army ever
profited [rom trving 10 meet a new challenge in werms of the old
one, the Army nevertheless stands 10 benelit immensely [rom a
study of 1ts experience, its shoricomings no less than s achieve-
MEnts.

Aware that some years must elapse before the official histories
will provide a detailed and objective analysis of the experience in
Southeast Asia, we have sought a forum whereby some of the more
salient aspects of that experience can be made available now. At the
request of the Chiel of Safl, a representative group ol senior
officers who served in impornant posts in Vietnam and who siill
carry a heavy burden of day-to-day responsibilities have prepared a
series of monographs. These studies should be of great value in
helping the Army develop future operational concepts while at the
same time contributing o the historical record and providing the
American public with an interim report on the performance of men
and oflicers who have responded, as others have through our
history, to exacting and wrying demands.

The reader should be reminded that most of the writing was
accomplished while the war in Viemam was at its peak, and the

111

UNIFIED PATENTS EXHIBIT 1021
UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC

IPR2023-00425
Page 3 of 116



monographs [requently refer 1o events of the past as if they were
taking place in the present.

All monographs in the series are based primarily on official
records, with additional material from published and unpublished
secondary works, from debriefing reports and interviews with key
participants, and from the personal experience of the author. To
facilitate security clearance, annotation and detailed bibliography
have been omitted from the published version; a fully documented
account with bibliography is [iled with the U.S. Army Center of
Military History.

Lieutenant General Charles Robent Myer, one of the wop
communicators in the United States Army., was a professional
communicator during his entire career and served in a variety of
assignments with nonprofessional as well as  professional
communicators. From 1960 w 1963 he was involved in
communications combat developments as a stafl officer in the
Directorate of Organization and Traiming of the Army Office of the
Deputy Chiel of Stafl for Miliary Operatons. In 1964 he assumed
command of the 69th Signal Battalion at Fort Eustis, Virginia In
November 1965 the batalion was deployved 10 Vietnam, where it
remained under General Myer's command until he returned o the
United States in Seprember 1966, Following command assign-
ments included the 1 1th Signal Group at Fort Huachuca, Arizona,
July 1968=August 1969; the U.S. Army Strategic Communications
Command, Europe, January 1970-May 1972; the st Signal
Brigade, Vietnam, June 1972-November 1972; and the U5, Army
Signal School/ Training Center and Fort Gordon, Georgia, August
1978-Scptember 1974, On | October 1974 General Myer's title
became Commandam, United States Army Signal School, and
Commander, United States Army Signal Center and Fort Gordon.
In this post General Myer served as the maining and combat
development proponent for communications mauers within the
1.5, Army Training and Docirine Command and worked closely
with the commandants of all the other Army schools (o see that the
communications aspects of their fields of docirinal responsibality
were integrated into future operational concepts and developments.
General Myer subsequently served as Divecwor, Telecommunicanons
and Command and Control; Deputy Chiel of Staff for Operations
and Plans, Seprember 1977-0October 1978; Assistant Chiefl of Stalf,
Automation and Communications, 1.5, Army, Washington, D.C.,
October 1978=July 1979; and Depuiy Director General of NATO
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Inegrated Communications Management Agency, July 1979-381
March 1981, He was promoted o lieutenant general on 1 August
1979, and he retived Irom service on 31 March 1981.

Washingion, D.C ROBERT M. |OYCE
20 July 1981 Brigadicr Creneral, U'SA
Ihe Adjutamt General
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Preface

Concentrating on the Vietnam communications experience al
division level and lower, this monograph is a companion volume
to Major General Thomas M. Rienzi's comprehensive Communi-
cations-Electronics, Communications in Vietnam were so
interrelated and interwoven that familiany with the overall and
supporting situation as porirayed by General Rienzi will promote
better understanding and appreciation of the divisional communi-
CALICNS SIOTY.

Communicatuons is the primary mission ol the Signal Corps
and its members. Division-Level Communications is a siory not
only of some very line Signal Corps units and individuals but also
of many other commumicators (rom the Infantry, Armor, Arullery,
and all other branches of the Army. It is a combined arms story; on
the batilefield, commumcations is everyvbody's business,

The scope of this study includes the stateside alern and readyving
of units for Vietnam duty and the reaction of the Army training
base o supply the volume of trained specialisis needed 1o man the
equipment associated with a modern communications system. The
ransition [rom peacetime status o battlefield effectiveness is
always diflicult, normally made more so because of severe shortages
of time, equipment, and skilled men.

The study points out examples of emrors and shordalls withow
losing sight of the things that went right. Vietnam unit after-action
reports and senior officer end-of-tour debriefing reports were
notable in their paucity of complaints about communications
difficulties: things did go nght in the communications field most
ol the tme. Communications, mobility, and firepower lormed the
riad upon which Vieinam actical operations were based.

Data for this monograph was drawn primarily from alter-
action reports and interviews, documented lessons learned, offlicial
reports, and recent interviews and letters from  numerous
individuals who served with the seven divisions and five separate
brigades and regimems which were the heant of divisional
communications.  Sincere appreciation goes (o the many
communicators and commanders, active and revired, who shared
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their experiences, photographs, and papers so that this volume
could be written. A special word of thanks is reserved [or those
members of the Signal School stafl who assisted in researching and
organizing this monograph.

20 July 13981 CHARLES R, MYER
Loeutenant CG-eneral, U5 Army

viil
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CHAPTER |

Early Involvements and Developments

On 24 November 1965 a large Viet Cong force attacked the
Special Foroes Camp at Hiep Hoa, Republic of Vietnam. Sergeant
First Class Kenneth M. Roraback, working in the radio room,
immediately notilied higher headguarters of the situation. Heavy
enemy fire damaged his gear and knocked out a portion of the radio
rocan, but Sergeant Roraback remamned at his staion and
attempted o repair his radio. When it became apparent that the
radio was beyond repair, he destroved what was lelt of the
equipment. mancuvered through hostile fire, and used a hght
machine gun o cover withdrawal, He was taken by the Viet Cong
and died in captivity. He was awarded posthumously the Silver
Star for gallaniry in action.

Sergeant Roraback’s story points up more than his bravery, The
carly date, 1963, is a reminder that Army cOmmunicalors were on
duty in Vietnam, advising and supporting the Vietnamese Army,
well before American tactical units were committed in 1965, The
technical proficiency ol Sergeant Roraback exemplifies the
training and dedication of the American combat communicator—
the viry fiber of communications in Vietnam. His courageous lighi
once he had accomplished his technical mission savs than combat
commumicators were lighters as well as techmicians who plaved
vital parts v operating and maintaining the links that held
American combar lorces 1ogether,

In most tctical operations in Vietnam, radio was the primary
means of communication. Telephone, telety pewriter, data, Licsim-
ile, wlevision, visual, and sound communications were also used.
The climate and terrain of the Republic of Viemam challenged
those means of communication and the men who operated them.
Vietnam is located squarely in the tomid zone. (AMap /) High wem-
peratures prevall throughout the year, except in a few mountain-
ous arcas. The average annual iemperaiure varies only a few de-
grees between Hue in the north (77°F) and Saigon in the south
(BL.5°F), with generally high humidity, The annual rainfall is
heavy in all regions, wrrential in some; it averages 128 inches
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4 BIVISION-LEVEL COMMUNICATIONS, 1962-1973
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FARLY INVOLVEMENTS AND DEVELODPMENTS 5

Hue and abow 80 inches at Saigon. These conditions had their
elfects on delicate electronic equipment and [emperaie somne troops,

I'he Republic of Vietnam has three major regrons: the Mekong
Dela, the Highlands, and the Ceniral Lowlands. (Map 2) The
Mekong Delia comprises the southemn two-hilths of the country. s
fervile alluvial plains, Gvored by heavy rainfall, make it one of the
grean nice-growing areas of the world w economisis—and one of the
world's largest mudholes 1w troops irving 10 operate there. The
delta is merlaced with a series of rivers consistung of the live
branches of the Mekong. which wotal abouw 300 males on length, and
three smaller nivers: the Dong Mo, the Saigon, and the Vam Co
Dong. This low, level plain is seldom more than wen feet above sea
level, and, during the [lood season, the only dry Land w be found is
gencrally that forming the banks of the rivers and canals. These
bevees anmd dikes, built for Dood control, are used extensively as
village sites. Dspite its shortage of solid ground, the delu region is
very heavily populated, with more than 2,000 people per square
mile in some areas, Fhe water network ol rivers, streams, and
canals: the (L., solt wermin: and the dense populaton inflluencead
the nature of military operations that were undenaken 1o combat
enemy lorces there,

The Highlands {or the Chaine Annamitigque) dominate the area
of Vietnam northward from the Mekong Deli wo the demarcation
line. The Chaine Annamitigue, with its several high plateaus, is an
extension of the rugged mountans that onginate in Tibet and
China. The Chaine {orms the border between the Republic of
Vietpam and the Khimer Republic (Cambasdia) o a point aboui
lifty miles north of Saigon. This maural border s irregular in
height and shape with numerous spurs dividing the coasual sirip
inio i series of compartments that make north-south communica-
tons diflicull Included w the Chaine is a plateaw region known as
the Central Highlands that covers approximately 20,000 square
miles, The northern pant extends from Ban Me Thuot about 175
miles north 1w the Ngoc An peak. It vanes in height from 600 1o
1600 [eet with a lew peaks nising much higher. This 5,400-square-
mile area is covered mainly with bamboo and ropical broadleal
forests interspersed with farms and rubber plamations. The
southern part of the Central Highlands s generally more than
3000 feet above sea level and featurs broadleal evergreen [oresis at
the higher elevations and bamboo on the lower slopes, Monte Lang
Vian, near the moumain resort city of Da Lat, is 7,580 leer high.,
This sparsely populated, rugged terrain of the Central Highlands
was the scene for major action as American unats and their allies
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& DIVISION -LEVEL COMMUNICATIONS, 1962-1973

GEOGRAPHIC REGIONS
SOUTH VIETNAM
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EARLY INVODLVEMENTS AND DEVELOPMENTS 7

wied o keep the encmy rom moving men and materiel in lorce
poward the Central Low lands.

Uhe Conural Low Lands consist of a narmow coastal sirip wedged
between the slopes of the Chaine Annamitigque w its west and the
South China Sea o the east. The exwensive caltivation of rice and
other crops in this fertile region and an active lishing Heecsuppon
the heaviest population concentratnon other than thar of the
Saigon and delia regions. Numerous ports, airlields, and milizary
bases were developed 1in the Central Lowlands o suppon ULS.
military operations both there and in the Cemral Highlands.
Quang Tri, Hue, Phu Bai, Da Nang. Chu Lai, Quang Ngai, Phu
Cat, Qui Nhon, Tuy Hoa, Ninh Hoa, Nha Trang, Cam Ranh Bay,
Phan Rang, and Phan Thiet are but a few of the Central Lowlands
places which became familiar 1o U5, soldiers and the news media.

The land altected actical communications in seven divisions,
four separate brigades, and one armored cavalry regiment. (Map 3)

I'he commimment of major L5, combat lorces 10 Vietnam in
1965 lollowed o deepening American involvememt which had
begun in 1950, In 1960 Viemamese President Ngo Dinh Diem,
faced with a rapidly deteniorating sitvation i the countryside,
declared a suate of all-out war against the Viet Cong and asked for
increased Amenican ard. In lawe 1961 Presidemt John F. Kennedy
sanctioned the operational support of Vietnamese forces by
American forces, Eight compuiny-siee aviation units, iwo specialiv
aviaticn detachments, and two maimenance support companies
were deploved w0 Vietnam during the following twelve months,
The size of the new deploymenis and the new massion muade an
increase in communications support imperative. Uhe first unit of
the U.S Army ground [orces o arrive in Vietnam was a
communications wmt, the 39th Signal Baualion, commanwded by
Licutenant Colonel Lows B, Bliackwell. First contingems of the
baunalion arrived in Vietnam in February 1962, the complete
battalion was there by July.

The batahon's Lirst job was w establish and mainuan a
coumrywide commumications system 1o provide command and
control for the new operational suppon and expanded advisory
missions. Code-named BACK PORCH, a roposphernie scater radio
system extended the length of the country, [rom the demilitarized
one in the north wo the Mekong Delta in the south, and marked the
First time this type of “mountain hopping™ equipment was used in
a combat environment. The battalion also operated ielephone
exchanges and communications centers throughout the country
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K DIVISION -LEVEL COMMUNICATIONS, 1962- 1973

AMERICAN UNITS IN VIETNAM
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EARLY INVOLVEMENTS AND DEVELOPMENTS 0

Ramio TELEPHONE DPFRATOR

e the Military Assistance Advisory Group headguarters o
essential subordinate organizations and Vietnamese agencies.
Although much of this mission involved communications well
above the division level, the 39th Signal Battalion was the pioneer
for many divisional operations that followed,

An early assignment of the 3%h was 10 help install a special
radio net for the village defense forces. The net tving the units
together emploved the amplitude modulated radio set AN/
GROC-109 at several subordinate stations in cach broad operatonal
area, all comrolled from a cemiral headquarters in Saigon.
Although the net control station remained open around the clock
lor emergency reception, normal radio contact was made onlv ona
scheduled basis using imternational Morse code.

Within the operational areas, an internal communications
systemn employed commeraal amplitude modulated (AM) voice
radios, TR=-20's, with other interested agencies, subordinate
operational bases, and selecied villages. These lower nets worked
twenty-lour hours a day bur with walfic controlled 1o save batery
power and to permit emergency trallic. The net control station was
generally enther manned or monitored by American advisers: the
village and other net radios were operated by trained local
Vietnamese. Light manpack sets, which would have enabled
roving patrols to tie into the village radio nets, were in shorn supply
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| ) DVISION-LEVEL COMMUNICATIONS, 1962- 1978

at the time. According 1o one of the carly advisers, Major Ron
Shackleton, the old model AN/ PRC-6 and AN/ PRC-10 radios
were tried but were too short ranging: they did see some lmined use,
however, by close-in observation ieams and listening posts. Within
operational bases, telephone wire was installed between defensive
poinis and command posts.

Village defense rudios had been installed largely as pant ol a
special project sponsored by the United States Operations Mission,
a component of the Agency lor International Development. Chiel
Warrant Officer George R, McSparren and a tweam of twenty
enlisted men from the 282d Signal Company, 3hth Signal
Battalion, worked on the project [or about six months during 1962,
but more help was needed. Then the 72d Signal Dewschment
{Provisional), consisting ol seventy-two enlisted men under the
command ol Captain’ Robert A, Wiggins, was sent on temporiry
duty 1w Viemam. It was anached w the 33h Signal Banalion
during late 1962 and early 1963 1o ke over radio operations in the
hamlets throughout the Republic of Vietnam. In five months the
operation was well under way, and the unit was awarded the
Merttorious Unit Citation for ns efforns,

Another carly communications assignment invelved avionics,
the apphaiion of electronics toe aviauon and astronauies, Much of
the carly operational support of the Viemamese armed forces
centered on airmobility. which placed the highest premium on
good communications between aircraly, particularly helicopuers,
and between airerall and ground. To ensure higher ochelon
avionics maintenance support for the aviation units, six signal
detachments (avionics) arrived in Vietnam during 1962: the 69th,
7l 255th, 256eh, 25%h, and 2581h. These detachments lilled a
vital need in suppormg the commumications and elecironics
equipment of the aviaton units already in Vietnam and of those
that lollowed. This actuvity came under the signal officer of the
Unieed States Army Support Group, Viemnam, the component U5,
Army headguarners within the AMilitary  Assistance Advisory
Group, who emploved a qualilied avionics ol ieer tocoordimate all
aviomcs support activines, Although serious shortages of gualibied
personnel beset the program s the siar, the problem was resolvied
and the avionics detachments became an invaluable part of the
COMIMUNICGILIGNS 1Eam,

As aviation support expanded and the enemy began o adjuse
his operations and @menes w counter the helicopter threat, heavier
and more frequent ground live wis encountered both in the air and
on landing rones, causing a marked increase in damaged and
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EARLY INVOLVEMENTS AND DEVELOPMENTS 11

destroved] airvorvalt, Asrcralt and avionics mechanics and othe
available ground crewmen ook twrns odmog Oshoigun'™ i
helicopter diorwiny paasitions (o suppress the hostile lre. The
_|.!|I'.!.l.1.j{l' haedd an sonevaabde il ellect on aviomnics s lu-li.:upurr
mainteraance, and, m the Gall of 1962, when the Mailiary Assistance
Advisory Grougp asked for helps, a program was staried to irain men
lor specilic dury as aerial door gunners, Phe Zith Infanry Division
in Hawail lemt early assistanoe by providing specially mrained
volunteers on wmporary duty as door gunners: they permited
avionics mainienanoe personnel o return o their specialies.

As the scope and complexity. of Amencan  involvement
increased, a need arose for an organization tha could apply, e,
and evaluate new methods and technigues (including communica-
vions) Gilled For an the combat enviromment of counternnsurgency
warfare. This led, in late 1962, 1o the establishment of the Army
Concept Team in Vietnam under Brigadier General Edward L.
Rowny. One of the team's carliest projects was gencrated by pleas
from LS. advisers for a better way o control and coordinaie the
communications means available w the South Vietnamese
coimmanders they were assisting.

With the role of airmobility vastly expanding. commund and
control had assumed a4 new imporance, Because the usual reaction
o the hit-and-run tctices of the Viet Cong was a quick airmaobile
response, it demanded a helicoper command post from which the
Viemamese commander, ogether with has adviser amnd a limited
stall., could get quickly w an area under atack, develop a plan of
action, and commi reaction forces rapadly. Thar procedure olten
meant brieling the rescuon lorces en roue 1w the objecuve,
coordinating  with  other  [rendly  forces, and  husbanding
addivional support as needed; in short, using several radios i the
same tme. Frving 1w do thar within the conlines of a helicopuer
passenger comparument, where space, weight, and power were at a
premium, was no small sk, The commander and his stall had w
compete with the high noise level in the cabin to wtalk 1o each other
and 1o the crew members. They also needed some sont of work
surface Tor map layvouts and overlays,

An early attempt to meet these needs was made by Lishing down
three FM (frequency modulbaed) radios (AN PRC-10) together in
the passenger comparnment and mounting the antennas at 45-
degree angles on the skids. Although such a “lash up™ was used
with some success, 1t was cumbersome and provided only FM
channels when very high frequency and high frequency  single
sideband were also needed because ol the exiensive range and
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| MVISION-LEVEL COMMUNICATIONS, 19621973

variety of activities involved. The expedient also [ailed o provide
for communications within the helicopter,

In carly 1963, the Amy Concept Team delined the
requirements for an aerial command post for command conirol of
ground and air operations and submitted a proposed evaluation
plan. The plan was approved by the Commanding General of the
.5, Army Combar Developmems Command and the U5, Army
Elecironics Research and Development Agency at Fort Monmouth,
New Jersey, which disparched a two-man team 1w Vietnam in
August to determine how the Elecironics Laboratory might assist.
In the end, four command post communications system consoles
for UH=1B helicopters were [abricated. Each  included an
operations table and a compact live-position imerphone system
independent of the aircralt interphone but capable of entry into
that system. Each console also provided equipmem for iwo
differem [requency modulsed radio channels, an independent
very high Irequency amplitude moduliaed radio circuit, a high
requency single sideband circuin, and acoess wo the aircralt’s ulira
requency amplitude modulated command radio—certainly a full
spectrum of radio coverage 1o meet almost any contingency.

The lirst consoles arrived in Vietnam in December 1968 and
were issued to the 145th Aviation Batnalion and the Delta Aviation
Battalion {Provisional) lor evaluation. The battalions found the
origimal design 1o be oo ambitious. Because of the size and weight
of the console, two single seats normally occupied by the aerial
door gunners had 1o be removed, and the additional weight upset
the helicopter's center of gravity. Nevertheless, when the map
board and table were eliminated and the single sideband radio
relocated, the console performed so well that in July 1964 the U5,
Miliary Assistance Command stated an argemt requirement lor a
heliborne command post (HCP) for each Vietnamese division and
one each [or the Vietnamese 11, 1L and 1V Corps.

The console was ulumately designated the AN/ASC-6. The
thirteen required, along with two {or backup, were labricated ai the
Lexington-Bluegrass Army Depot in Kentucky and rushed 1o
Vietnam, They were wested [rom late 1964 o early 1965 and were
successlully used in all sections of Vietnam (rom Da Nang in the
north 1o Pleiku in the Central Highlands and the Mekong Delta in
the south. Headed by Lieutenant Colonel Clarence H. Ellis, Jr.. a
five-man team conducting the evaluation included two communi-
cators, Major Ceal E. Wroten and Capain Wilmer L. Presion. The
test report commended the assistance of another communicator,
Captain James A. Weatherman, and the Avionics Office of the LS.
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EARLY INVOLVEMENTS AND DEVELOPMENTS 15

EARLY COMMAND COMMUNICATIONS DONSOLE with arrcrafl vadios

Army Support Command, Vietnam. Eighty-five more consoles of
the AN/ASC-6 model would be obtained and deploved 1o Vietnam
over the next [our years.

Among conclusions noted in the test repon was that standard
aircralt radios and antennas were better suited for installation in
the heliborne command post than were ground radios and
antennas, a controversial conclusion that would anse again later,
The repont also nowd that the command post funcuioned maost
effecuively au altitudes bevween 1,500 and 2,500 leet, a compromise
between observing activity on the ground and avoiding ground fire
and other atrcralt. In response w another conclusion that the
command post had 1o be capable of longer flight ume than roop
transports or armed helicopers, a filyy-gallon avuxiliary gas ank
was placed in the space under the passenger seats.

The utlity of the heliborne command post was soapparent that
even as the test was going on, hifteen more were procured and
placed in routine wuse. The helibome command post, wrowe
Hngadicr General John K. Boles, Jr., in forwarding the test repon,

. is the single piece of new materiel which should have ll‘lt‘
most influence on improving the conduct of the war in Vietmam."”

While those steps 1o improve airmobiliny operanons were being
taken in Vietnam, parallel efforis were under way at Fort Benning,
Georgia. The 1lth A Assault Division was actuivated at Fort
Benning on 15 February 1963 [ollowing recommendations made by
a special board siudying tactical mobility requirements, known as
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EARLY COMMAND COMMUNICATIONS CONSOLE with VRO-12 series
rad s,

the Howee Board (its chiel was Licutenant General Hamilion H.
Howzel. This extraordinary division was given a high priority on
personnel and equipmeht; it was tisked o develop new and radical
;|,i[ |'|||;;||:|-i,h- CO l,'ph .i“'|l;l nE:rl'I.’,Llll:rtl.'tl |rl|!|-| el Lres.

As an action oflicer working in comba development on the
Depariment of Army stall, [ had the good [oriune 1o serve on a team
that visited the | 1th Air Assault Division during this time, The
division commander, Major General Harry W, O, Kinnard, invited
our team o a Saturday morning “think tank™ session, a weekly
practice within the division. At these sessions commanders and
stall kicked around ideas, no matter how [ar-fetched, that pertained
to atrmobile operations and improved command and comrol. Our
team was deeply impressed 1o see an enure division dedicated 1o
talking through and then trying out bold tactical airmobile
concepts that were no more than vague ideas a few years before.
From those sessions emerged much of the embryonic doctrine that
later gunded the redesignated st Cavalry Division (Airmobile) 1o
s dramatic combat successes in Vietnam.

Communications in airmobile operanons received considerable
thought and attenuon, In early 1964, the division signal officer,
Lieutenant Colonel Tom M. Nicholson, asked the LIS, Army
Electronics Command for assistance in designing and [abricating
an airhorne wctical operations center o be installed in the UH-1
helicopter. In the process, when the question of air versus ground
radios arose, the 1lth Assault Division chose ground radios
primarily lor supply and maimenance reasons, Using the same
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EARLY INVOLVEMENTS AND DEVELODPMENTS 15

ivpe of radios as used by ground maneuver units in the heliborne
command consoles would permit rapid replacement of a damaged
o inoperative radio at almost any supply poimt or batalion
maintenance facility within the division area. [t would also ease the
problem of obtaiming spare parts. There were also operational
advantages over the aircralt radios in than ground radios were
compatible and had a greater range because of their higher average
pOWET oLl

The Communmicanions Department of the U5 Army
Electronics Research and Development Laboratories s Forg
Monmouth, New Jersey, direcied by Roben 5. Bovkin, received the
project. Built to | 1th Air Assault Division specifications, a model
was delivered in March 1964 and installed with the assistance of a
laboratory weam. Following limited operational westing at Fort
Benning, the model unit was returmed 1o the laboratories in May
with a list of proposed modifications. The unit was [inally
designated the Airborme Communications Control AN/ASC-5,
and (ilicen more were buili for the division by Lexingion-
Bluegrass Army Depot. The AN ASC-5 served its purpose well at
that wme but was Lwer modified and redesignated the
AN/ARC-122
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CHAPTER 11

Commitment of American Ground
Combat Forces

Continued enemy buildup and the likelihood of South
Vietnamese deleat, in the spring ol 1965, led w0 a decision by
President Lyndon B, Johnson twocommn American ground combat
roops. A need quickly arose for a major communications buildup,
and, because of contingency planning, a quick response was
possible,

To [acilitate the buildup, a haison weam [rom headguarers ol
.S, Army, Vietnam, met with Depariment of the Army
representatives in Washington and with members of the 2d Signal
Group. In deailed planning sessions, the conferees forecast the
need for signal resources in Vietnam and drew up a timetable for
their commitment. For communications purposes the couniry was
split in wo, The newly armiving 418t Signal Bautalion wok
responsibility for the northern sector and the veteran 39th Signal
Battalion controlled the southern zone. A countrywide twelve-
channel VHF (very high [requency) system was installed which
extended wotical wails o key operational areas [rom the maore lixed
tropospheric system extending north and south along a main
COMMUNICALIONS AXI1s,

In carly June 1965, ai the direction of Brnigadier General
William E. DePuy, Military Assistance Command J=-3, Lieutenam
Colonel Kenneth G. Ring, then serving as the U.S. Army, Vietnam,
signal officer, met with the -3 siafl for crucial guidance on
upgrading communications support w0 the advisory mission.
Durning these discussions, the requirements for FM and single
sideband radio equipment, FM airborne relays, and additional
tactical multichannel links were reviewed. The Military Assistance
Command needed a reliable 24-hour-a-day voice communications
net 1o each of the [ory-live provinee headguarters, 1o each of the
185 disirict headguarters, 10 Special Forces camps, 10 Vietnamese
Army training centers, and 1o numerous other strategic locations.
The expanded communications plan, as [nally approved,
involved some 4,000 additional spaces and some $20 million worth
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COMMITMENT OF AMERICAN GROUND COMBAT FORCES 17

of equipment, most of which went toward improved communica-
tions at the local (district and provinee) level. It was this basic
network that the large combat umis ved inw for their
communications support as they began arriving in Vietnam,

I'he deployment of major combat units 1o Vietnam spanned the
period August 1965~ July 1968. The lirst units to arrive were those
that stood highest in priority for resources and. therefore, highest
in combat readiness. One such unit was the newly organized st
Cavalry Division, commanded by Major General Harry W.0.
Kinnard. The 13th Signal Baualion supporting the st Cavalry
Division enjoyed those rare advantages of high priority on
personnel fill, reasonable personnel stability, new equipment, and
an exceplional esprit de corps stemming [rom the challenging new
mission of airmobility that had prompied the initial organization
of the unit, It stood in marked contrast o the last combat
organization to enter Vietnam, the Ist Brigade of the 5th Infanury
Division (Mechanized). The brigade, hard pressed to get enough
men because of the severe drain by combat units already committed
in Vietnam, was uprooted from s parent division, kept an
inordinately long tme in 115 staging phase at Fort Carson, and
placed under the operational control of the 3d Manne Division
when it arrived.

Generally speaking, the combat units that deploved to Vietnam
fell into three groups, The flirst group included those units from
high on the existing readiness list and included, in additnon 1o the
173d Awrborne Brigade, the 1st Cavalry Division and the Ist and
Zoth Infantry Divisions. The second group, arriving during July
1966=July 1967, included the 4th Infanury Division, the 19%th Light
Infaniry Brigade, the 19%h Light Infantry Brigade, the 11th
Armored Cavalry Regiment, and the 9th Infanory Division. Among
this second group, which had notenjoyed the higher priority of the
earlier deployed units, the 9th Infantry Division faced, perhaps, the
most dillicult ask of preparation. The [inal buildup phase,
spanning the period June 1967-July 1968, involved the remai nder
of the 1005t Airborne Division, the 3d Brigade of the 82d Airborne
Division, the | lth Light Infaniry Brigade, the 198th Light Infanury
Brigade, and, finally, the st Brigade of the 5th Infantry Division.

A review of the histories ol these units during their deployment
phase depicis every conceivable circumstance regarding training,
personnel, and equipment. By and large. however, they followed
the same general patterns. The acquisition and management of
personnel and equipment was understandably paramount in all
their planning. The earlier deployed units fared reasonably well.
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18 DIVISION-LEVEL COMMUNICATIONS, 1962-1573%

Fhe 510th Signal Baualion of the st Cavalry Division (later
redesignated the 15th Signal Batalion), for example, was a group
that had been largely stable for iwo vears during air assault
training. Lieutenam Colonel Tom Nicholson, the banalion
commander, cited his good lorune a1 having had the opporunity
to organiee, form, and ran the unn from the stan—certunly an
exception o the general rule for units deploving to Vieinam. The
division commander had also given Colonel Nicholson full
responsibiliny o assign or replace all signal ollicers in the division,
including those at brigade and combat arms bawalion levels, This
exceptional control of imporiant personnel spaces by the signal
banalion commander was, in his opinion, a major contrbuating
factor in the cohesiveness of the communicanions siructure within
the division when it armved in Vietnam. Liewtenant Colonel
“Swede Nelson, commanding the 50015t Signal Battalion of the
10151 Aarborne Division, held the same view, He received, [rom the
division chiel of stafl and the G=1, [ull responsibility for signal
odlicer assignments within the division, amnd he selected the most
gualilied people with previous expenience ininlaniry communica-
vons as the commumications oflicers for the bngades and
battalions. He also required that officers spend some tme in the
division signal baualion before sssuming their dunes with the
combat winil.

Personnel stability is also cited in the records of the division
signal hattalion of the 25th Infantry Division. Licutenant Colonel
Tom Ferguson, then the battalwon commander, states that nearly 75
percent of the oflicers and men who accompanied the batalion w
Vietnam had the opporiunity 1o train with the division lor nearly
eighteen months before therr deplovment. The 25h, like many
other combat units, also received many yvoung soldiers straighn
from basic combat training with the understanding that the unn
would provide the advanced individual maining [rom its own
resources. | he signal batalion received close 1o a hundred of these
soldiers and proceeded o provide on-the-job raining in radio and
wire specialties. The banalion commander fely that these soldiers
were as well qualified when they armved in Vietnam as were those
from the formal schoaols. [ observed, in a small way, the results of
this eflort when the st Brigade of the 25ch Infamury Division staged
through the umiversity staging area between Saigon and Long
Binh on s arrival in Viemam. The 63th Signal Banalion, which 1
commanded, was tasked with establishing base communications
for the division while they were in the staging area so that the
organic division signal banalion could devore s full time 1w
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COMMITMENT OF AMERICAN GROUND COMBAT FORCES 19

preparations [or us commument in the imitial division base camp
at Cu Chi, The elliciency with which the division, including iis
signal uniis, moved i and through this staging area was nothing
short of remarkable. In my view it was probably the best planned
wransition into combat by a major combat unit 1 ocour during the
entire conllict,

The personnel experience of the 9th Infantry Division, which
came in during the second phase of the buldup, was in marked
contrast 1o the earlier units, Forecasts of [uture requirements in
Vietnam called lor more infantry divistions than were available on
the troop list, and the decision was made w activate the 9th Infantry
Division at Forr Riley, Kansas, on | Febroary 1966, under the
command of Major General George 50 Eckharde.  Inatal
replacements came [rom many sources, but most arrived directly
from civilian lile through the receprion stattons and remained with
the division [rom its activation through its training ovele and inio
combat—a process that not oo many soldiers had expenenced
since World War [L In the division signal battalion, the baiialion
commander, Lieutenant Colonel John H. Reeder, found himsell
with a [uncioning signal banalion i which he was the only
officer and in which the total strengih was about 150 enlisted men,
Frrsi SCTgeanis  wieie wsed  as CORm Ry commanders, and
noncommissioned oflicers [illed all the key battalion swall officer
positions. With this skeleton orew, however, Colonel Reeder
created a complete raining program and laid the groundwork for
the evemual [ill of the batalion. Officer assignments w the
battalion were slow, and ollicers that were assigned had, lor the
maost part, no tactical communicitions experience. [t was necessary
1o establish both officer and senior noncommissioned olficer
schools within the battalion o make up for this lack of experience.
The same was also true of many of the enlisted men assigned 1o the
banalion, Many of them thought of themselves as fixed plam
communicators and were apprehensive about the prospect of
working with tactical commumcations eguipment in combat. The
batalion commander, however, made the reluctant ones “stick i
out,” and they proved, in the long run, 1 be as compeient as their
more experienced, wetcally rained conemporaries.

Major combat units of smaller size, such as the 19%th Ligh
Inlanmury Brgade, laced simalar rapid [ills of umrainad personnel.
The 196h received 2,000 recruits that had o be given basic combat
training as well as advanced individual training with the brigade.
This was a demanding mission [or a separate brigade 1o assume
while readving [or combat deplovment overseas. The 199th Ligh
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20 DIVISION-LEVEL COMMUNICATIONS. 19621973

Inlaniry Brigade was not [illed out with untrained men until thiny
days before its scheduled deployment. The 199th was fortunate,
however, in being at Fort Benning, Georgia; it could draw on the
Communications Depariment of the Infaniry School and rain
communications personnel more easily than some other units.

A later deploving unit, the [lth Infanury Brigade, lormed at
Schofield Barracks, Hawaii, during 1966, experienced a similar
problem. In its case, the majority of the inital [iller personnel were
Vieinam veierans who could not return to Vietnam wiih their new
unit. The nme before deployment was oo short to obtain men from
the advanced individual traiming schools, and again this training
was conducted in the unie. The brigade communications platoon
established a training program for the C-E specialties. All courses
were conducted on a one-time, six-week schedule followed by a
brigade command post exercise. According 1o the brigade signal
ollicer, Major Frederick R. Dart, the results were not so good as
those of formal advanced individual raining but did provide the
brigade with an adequate communications capability.

As with personnel and raining, a vanety ol eguipment
problems [aced wctical signal uniis as they prepared for
deployment. Perhaps the most exiensive and common problem
was converung from the old radios (AN /GRC-3 through -8 series)
1o the new AN/VROC=12 series. Since the old and new series were
not compatible, the conversion had o be made unit by unit, with
the attendant problems of training operators and modilying signal
operation instructions, Other equipment conversions also were
required at crucial points in the planning. Many units had o
accept and become familiar with the new 10-kilowant generators
which were replacing water-cooled generators. These air-cooled
generators  were unusual in many respects and  required
considerable cross-training even for operators who were already
qualiflied in that military occupational specialty. The same was
true of the new multifuel vehicles which were replacing the older
2%-ton trucks throughow the divisions. Olwen these new vehicles
were in such short supply that they were shipped directly from the
manufacturer to the unit as they came oflf the assembly line. The
support system [or the new trucks during this imal period was
marginal at best and [urther complicated the unis” problems ana
crucial point in their deployment planning. In many instances
signal umits had 1o deploy with the older 5-kilowatt water-cooled
generator that had been in the invemory so long that it was
considered obsolete. One such unit was the 69th Signal Batalion
during its first six months inVietnam. Although the 10-kilowar

UNIFIED PATENTS EXHIBIT 1021

UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC
IPR2023-00425

Page 28 of 116



COMMITMENT OF AMERICAN GROUND COMBAT FORCES o |

replacement cerainly provided much-needed addivional power,
the batalion found the older PU-286 superior in some respects. I
was far gquieter; it could be dug in and would run cool on water;
once it had been stabilized in a particular location and routine, it
could be kept running with less daily avenuon than the air-=cooled
replacement.  Furthermore, the pans replacement sysiem  in
Vietnam was more than adequate 1o meet the needs of the waier-
cooled generators until they were phased out.

Air condinoning posed another problem dunng the deploy-
ment phase, parmicularly in the later units which had picked up
feedback from combar units already in Vietnam concerning the
impartance of air conditioning 1o keeping  communicitions
sheliers incontinuous operation. he 125th Signal Batalion of the
25th Inlanry Division paraally solved the problem by obaining
enough standard 16-inch elearnic fans 1o provide two [ans for each
major picce of sheltered communicatons equipment. This air
circulation expedient was not ideal but did provide some relief.
L5, units were not really prepared 1o operae communications.
equipment  shelters in the hot, humid  climae  prevailing
throughout most of Vietnam. but the ingenuity of the American
soldier compensated for this shorcoming in a large way.

Another equipment problem some unmits Faced was than of
picking up pre-positioned equipment en route o the combat
theater, In the case of the 25th Infantry Division Signal Batalion,
approximately one-third of the unit’s equipment was alloat of(
Okinawa and another one-third was at Korat, Thailand. It is a
tribute to the logistical system that the battalion found the majority
ol thes equi panent o be inexoellent working order when it arnved
in Vietmam,

As the later combat elements began 1o deploy 10 Vietnam,
equipment problems shifted from replacing one type with another
to the more serious problem of having litde or no equipment ai all
with which 1o train the iller personnel arriving shortly before the
unit was scheduled o deploy, This was particularly rue of the
newly activated units and of those units of less than division sise
that would possibly Tunction as  separate  brigades when
committed. In many insitances the table of organizanion and
equipment signal support was not adequate [or this funciion and
additional equipment was not authonized before the units
deploved. Perhaps the most sevious example ol this problem was
the deployment of the 1st Brigade of the 5th Infantry Division,
I'he brigade was placed under the operational control of the 3d
Marine Division and committed 10 combat operations very soon
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alter its arrival in Vietnam. Because of a lack of tactical com-
municalions augmentation, initial operations were haphazard 10
say the least. The brigade signal detachment was fragmented
and suffered severe equipment shortages. In addinon, the assets
of the organic manne division unit were not adequate 1o suppornt
the brigade. After a period of considerable frustraton U.S.
Army, Vietnam, activated an additional signal company in Viet-
nam, the 208th, 1o suppornt the brigade. The company was
commanded by Captain Leland Hewitt and was formed from the
brigade signal platoon and clements of Company B, 5th Signal
Battalion, which had accompanied the brigade 1o Vietnam.
Because, in part, of some personal efforts by Major Edward F.
Jansen, the bngade signal officer, personnel and equipment 1o
round out the unit were soon provided. Trying to get a signal
unit trained and organized in a combat theater under these
conditions was, at best, a touchy business,

In addition to the other problems every unit experienced
the agonies of working out a signal operation instruction that
was easy (o use. The 25th Infantry Division Signal Battalion 5-3
developed a pocket-sized format which became widely accepted
throughout the division.
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CHAPTER 11

Blunting the Enemy Drive

As major combat units deployed 1o Vietnam, they encountered
a tactical environment that was alien to their training and
experience. raditional large-scale exercises, such as R EFORGER in
Europe and the Strike Command series throughout the continental
United States and in the Caribbean, provided neither the climatic
conditions nor a taciical scenario approximating operations in
Vietnam. The 25th Infanuy Division had wrained in jungle
operations in a climate that approached that of Vietnam, but the
similarities were marginal. The war in Vietnam was a different
kind of war, in a different place, and would tax the stamina and
ingenuity of the Amencan soldier o the limio

Some characteristics ol combar wctics and  deploymem
contributed to this difference. During the erly combat deploy-
meni, piccemeal commitment of units w0 the theawr was the
rule, nen the excepuion. Limited port [acilities, the absence of a
definable battle line, and other Gactors dictated this approach in all
{our corps rones of operation. Divisional tables of organization and
equipment—and particularly signal wables, were not structured 1o
support brigades operating independently or deployed separately
from a paremt division,

Once ashore, these early armving units experienced major
problems in deploying 1w their assigned tactical areas of
responsibility, Time spent in staging areas was olten extended by
waiting for the delivery of combat equipment through port
bottlenecks and a limited number of airlields. The movement ol
advance parties 1o base camps [rom the staging areas resulied in
tenuous and valnerable lines of communication that often
stretched the unit's organic communications capability beyond its
limits. The combination of oppressive heat and stifling humidity
sapped the strength of the troops and impaired the operation of
sensitive elecironic equipment. Even the ground isell mirrored the
inhospitable nature ol the country. Cultivated lowlands offered
lintle dry ground for base camps, and the higher elevations offered a
choice between powder-fine dust during the dry season and
clinging red mud during the monsoons.
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Major combar unns were normally assigned much larger
tictical areas of responsibility than those visualized in previous
doctrine and iraining. Furthermore, their assigned arcas were
nothing more than large paches of ground with no discernible
forward edge and, in many instances, no discermble line of
communications 1o the rear, As a resull, units wended w operate
from a central base camp, exiensive fire support bases, and
temporary base camps established hasuly in whichever direcuon a
Vier Cong threat was developing. Extended distances, coupled
with the speed of movememt from one location w another, placed
demanding tasks on the organic communications capability of the
unit and often exceeded i,

Command and comrol regquirements often dictined  direc
communications  links  rom  Milicory  Assistance  Command
headquarters in Saigon w individual brigade and banalion acoions
conducted in the remotest regions. Uhis reqquirement is diflicul
when batle lines are clearly deawn but olien impossible unde
Muid combar conditions m swaming lorests and nice paddies.

Secunty was also diflicult. Friend and loe were olien
indistinguishable, and the secrecy ol major operations was olien
compromised. Rapid concentration ol forces in remote aneas was
essential but could not be accomplished under radio silence.
Plainning and execuning major operations became a trade ofl
between the need for concentrating quickly and the hkelihood of
tipping ofl the enemy abour the operation while commumcanng
instructions to the elements involved.

Coordination of external fire support was espeaally difficulr.
Close air support and B-52 sinikes were needed where fniendly and
Vier Cong units were intermixed in heavy [oliage or jungle cover
that made identification and location diflicult and himied the
range of UHF (ulira high frequency) and FM radios.

Since there were no batle lines. there were no secure areas
outside base camp and fire base perimeters. Any high ground
occupied as a commumications site had w be wially secured, a
necessity that drained combat resources sorely needed elsewhere.

The first major combat element w arrive in Vietmam, the 173
Airborne Brigade, quite early laced the problem of communicating
over extended distances. The brigade's logistics buse was on
Okinawa. and voice communications were maintained by using
organic single sideband radio equipment over a distance far
beyond the planning range of this set. Early in 1965, the unit had
also built an FM command and control console [or mounting in
the UH-1D helicoprer. The use of this airborne relay in the early
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days ol the umit's commitment was, according o division
commander Major General Ellis W. Williamson, *“nothing shor of
fantastic.” During s early deployment phase, the brigade also had
to rely on the old series of FM radio equipment—a partial reason
for strong dependence on the helicopier radio relay. In lae 1965
this equipment was replaced with the AN/VRC-12 farmily and the
AN/PRC-25 radios. The brigade relied heavily on high frequency
radio weletypewrniter between brigade and bavalion; two AN VSC-
1 sets were available w each bauahon. The brigade headguarters
used the shelter-mounted AN/GRC-46 conliguration.

The 173d was followed in rapid order by a brigade of the 1015
Airborne Division, a brigade of the 1st Infantry Division, and the
25th Infaniry Division, Six major combat operations involving
these troops occurred during the lirst year of combar, Five of the six
were in the central threat area, (Map )

An early communications problem which faced most of these
units was that of frequency availability, Lieutenan Colonel Tom
Nicholson, commander of the 15th Signal Batalion of the 1s
Cavalry Division, and Licutenant Colonel Tom Ferguson,
commander of the 125th Signal Bauabion of the 23h Infanoy
Division, both commented at length on the iniial impact that the
lack ol adequate preplanned [requencies had on division combat
operations. The Ist Cavalry Division, for example, attempued 10
establish and resolve frequency requirements before its departure
from the United States by sending messages and ielephoning o the
joint  headguaners in Saigon which conrolled  (requency
assignments. Their efforts proved fruitless until the signal
batalion commander personally visited the requency control
agency and joint signal oflicer. He resolved the problem
sulliciently 1w begin “legal” operations in Vietnam, In the 25th
Infanury  Division, Colonel Ferguson felt that  frequency
management was nonexistent outside the division. As he saw 1,
US. Army, Vietmam, allocated [requencies 1o the lield force
headquarters, which in turn suballocated them 1o its major combat
elements. His division, for example, was given some 8- 12 discrete
[requencies which supposedly were adequate to avoid any mutual
interference. These same [requencies, however, were also assigned
to aviation units well outside the field forces. Once helicopter or
lixed-wing aircralt of these units were airborne and operating on
frequencies, they saturated entire areas where the same frequencies
had been assigned 10 ground combar units, Despite frequent pleas
lor an authoritative frequency management agency al the U5,
Army, Vietnam, or Military Assistance Command level, it never
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RBLUNTING THE ENEMY DRIVE o7

materialized during the early days ol the conflict. As a result, what
generally happened was massive “bootlegging”” with the ripple
ellect of even more mutual imerference throughow the combat
theater.

At the same time that the Dirst combat umits were beginning o
arrive in Vietnam, the 1st Signal Brigade was activated under the
command of Brigadier General Robert Terry. All signal units not
organic (o the held lorces. divisions, or separate bngades were
assigned 1o this brigade. Whenever a major combat unit received a
mission or was assigned a actical area of responsibility which
could not be adequately supported by its organic signal means, it
became common practice 1o angment from the 15t Signal Brigade.
Views differed on how these augmentation elements should be
controlled. Colonel Nicholson (135th Signal Banalion commander,
Ist Cavalry Division) pointed out that these units often did not
receive adequate instructions before they arived in Vietnam and
could not sustain operations. He argued strongly [or the direct
attachment of this augmentation to the orgamic signal battalion of
the division and for complete conrol over its operations and
activities by the division signal battalion commander. He staned,
“Too many times it appeared as if these units were abandoned by
their headguarters in that it was seldom that a senior siall ollicer or
commander appeared o check the operations or wellare of his
unit’s men.” Colonel Ferguson (commanding the 125th Signal
Battahion, 25th Infantry Division) argued for the attachment of
such augmentation 1o his banalion, basing his views on the [ac
that if this were not done there would be a split responsibility for
communications in the base camp, His division comander held
him totally responsible lor all communications whether they were
o the units within the division or © field force or U.S. Army,
Vietnam, headquarters, He was dependent on augmentation [rom
the signal brigade which, if it failed, would be considered his
responsibility by the diviston commander. These examples of
external communications support applied to nearly every division-
size foree in Vietnam, 1t seemed that all divisions needed one more
fire base, one more base camp, or one more (actical headguaners o
support a seemingly endless expansion of their areas of operations.
They simply outgrew their signal banalions and wrned lor help 1o
any other source available, The 65k Signal Battalion, which 1
commanded, for example, had detachments of one ivpe or another
from Hue in the north 1o Soc Trang in the delta. Such detachments
ook some of the load off the organic division signal baualions,
mainly in the base camp areas. The organic batalions then could

UNIFIED PATENTS EXHIBIT 1021
UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC

IPR2023-00425
Page 35 of 116



o8 MVISION-LEVEL COMMUNICATIONS. 1962-1973

pump more of their own resources into the immediate support of
the divisions” maneuver elements, which were always in the hield
and alwavs on the move, The augmentations ranged all the way
from an entire company supporting the command base camp of the
Ist Infantry Davision at D1 An o small high [requency radio
detachments supporting Army and Marine elements in Da Nang
and Hue. They were not division tactical commumcaiions in the
strict sense, but they enabled the organic signal batalions o
support more fully the combat elements of the division.

General Terry, st Signal Brigade commander., wok an
opposite view [rom that of Colonels Nicholson and Ferguson
regarding control of these augmentations. [t was his opinion that
communications [rom the division upward 1o held force, LS.
Army, Vietnam, or Military Assistance Command were properly
the responsibility of the Ist Signal Brigade, which had been
organized specifically w provide this unguestioned control. He
could not wleraie an upward communications link Batlure thar was
attributable 1o a st Signal Brigade unit at the division base camp
and caused by the division signal banalion commander imposing a
precedence mission or asking on the brgade unit, As the
commander responsible for these upward communications links,
he had 10 be made aware of and approve the division’s additonal
taskings. 1 shared General Terry’s view, Our batalion had an
entire company supporiing the 121st Signal Banalion of the 1st
Infantry Division in its base camp at D An. The company worked
in close and continuous harmony with the companies ol the signal
batalion but with the clear understanding tha any asking o that
company had to come from me with the approval of the 15t Signal
Brigade commander. 1 insisted that the company commander be
fully responsive in offering assistance 1w the division signal
battalion commander consistent with his own mission require-
ments, and I am convinceed that this armangement worked satis-
factorily for all parties concerned.

The imual deplovment of the st Cavalry Division 1o the base
camp at An Khe pointed out the imporiance ol early involvement
by the division signal battalion commander in planning future
command post locations. This need was well recognized by the
division commander, Major General Harry W, O, Kinnard, who gave
wial responsibility lor command post selection w the division
signal oflicer and the G-3. Some iwelve diflerent locations withina
minety-mile mdius of An Khe were physically rested for
multichannel and FM radio coverage. and these sites governed
subsequent command post displacements, Colonel Nicholson was
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AEX OF THE 153TH S1GNAL BATTALION OPERATE ARBORNE RELAY (o
give tactical communicalors more mnge.

also adamant about the need for actually testing a sie for
communications suitability instead of drawing conclusions from a
technical analysis of profiles and other paper data:

Ome od the most discouraging things vo me i the past wias w hear some
ol poer or noncoamimissboned ol licer sy i *a tuldinﬂluiht'l'l anal fl"l-'i-'!-l.'.‘
the profile—communications were not possible” —Lam a (irm disbeliever
of many technical charts and well designed profiles of werrain. I was a
pracuice toactually vest iransmissions by trans porting radio equipment (o
the site in question. The equipment does not have 1o be the entire radio
relay set—in most cases a radio—of similar emission operating on the
desived (requency will do the same job, There are wo many variables—
such as effects of tropospheric conditions, rellecting terrain {eatures and
freak conditions thay make wansmiting and receiving possible a1 places
the “profile’” says that it cannot be done,

Ihe first [ull-scale combatl commitment of the 13th Signal
Battalion of the 1st Cavalry Division was in suppont of divisional
clements during Operation SILVER BAYOXET (23 October-20
November 1965) and included the batile of the Ia Drang Valley.
This operation highlighted the imporance of the FM airborne
relay in supporing far-ranging and swilily developing campaigns.
The 15th employed a fixed-wing aircralt equipped with twelve
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M Ba DEX, JTUNE 1966, Home af Grarmile Romen Tango,

powerful FM radios. The aircralt New in orbitat 10,000 feet over the
widely dispersed combat units and retransmined FM  voice
messages lor most of the key command news direcuing the operaton.

e Ist Infanuy Division faced a similar need soon alier 1is
arvival at i An. The division adopted a more permanent variation
ol the relay—the mountaintop relay. The 1218 Signal Batalion
established a relay on Nui Ba Den, or the Black Virgin Mounan,
in February 1966. The lollowing exiract [rom a 121st Signal
Battalion news article points up the importance of the mountain
and the respect i garnered Irom cucal commumcatons:

Nui Ba Den=""This is Granite Romeo Tango.” has been heard by
virtally every FM rmlio operaor in the st Inlantry Division, Granite
Romieo Lango s the vl ios call l.i.ﬁll i the reliy 1il1.'u|u.'t.|l|.1|i b {ammpainy
i on Nui Ba Den mountain. o Ba Den, ithe highest pooni in 1 Corps
arca, has proven to be of major tmporiance o ihe Big Bed e (o
relaying VHF and FM communications. Uhe “primary mission of the
ri.“ bie mven wbo run the sibe is 1o |l|:1r1.i:h' VHF relay lor the 1211 Hi;:rhlt
Bartalion and FM retransmission for (he umies of dthe divasidon. [ bas slso
provided relay serv ioes lor such wmiis as thee Z5ih Do Ganiry Divesaon, (e dih
Infantry Division, the 196th Light Infaniry Brigade, and Special Foroes

Although very fese men in the battalion beve actually set foor on Nui
Ba Den, they all kivow of “The Mountain.” Most VHEF ofserators §t ong
iimmee o anoiher have pat ina shot o Mol Ba Den, When distanoe or ierran
makes 11 impossible o establish communicainons, S Ba Den provides
thie peeded bogst. Toomany peogle in the division, Crmnie Romedo Dango
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is some kind of magical FM radio station,. When no one clse can hear
them, out of the sky comes “This is Granite Romeo Tango,”

The initial combat experiences of the st Cavalry and 1si
Infantry Divisions illustrate a communications problem that
recurred in most major combat elements throughout the Vietnam
conflict—the need o cover by FM voice radio a tactical area of
responsibility far exceeding any encountered in previous conflicts.
This expanded tactical area ol responsibility, coupled with
mushrooming base camps, moving lire supporn bases, and the need
o rapidly reposition combat elements by air, burdened division-
level communications. The FM command nets were the mobile
backbone, and units were constantly secking innovauve ways o
keep key elements “on the air.”” The st Cavalry Division solved is
problem in part by an airborne relay. expensive o maintain in
terms of manpower and materiel but certainly eflective considering
the obstacles the division laced. The |st Infantry was [onunate in
having a dominant high point such as Nu Ba Den which could be
reasonably  defended and which provided coverage for the
division's entire zone. Later the Big Red One and other divisions
erecied towers to accomplish a simalar purpose, Whatever the
technique, the signal batalion commander had w develop
something to ensure the command and contral communications
that the division commander needed. The signal battalion able of
orgamization and equipment, however, wias not struciured wo the
demunds of Southeast Asia, In the long run, i often boiled down 1o
the ingenuity of the signal baualion commander in developing
ways and (inding means w get his allamporamt job done.
Probably no other single thing contributed more 1o the success of
uctical communications in Vietnam than the ability of the combar
communicators o keep vital FM nets working under the near-
impossible conditions that were routine throughout the war.

As the 25th Infantry Division began building its base camp at
Cu Chi, it was wsked to provide communications support to the
173d Airborne Brigade during an air assault landing into Song Be,
(The separate brigade-size units were [requently deploved with
minimal organic communications supporn, and they needed
augmentation if given any extensive combat missions. ) The 125th
Signal Batalion responded with the first helicopaer lilt of a 6,500-
pound multichannel radio shelier and power generators w the
brigade lorward location. Though dropped from a heighi of live
feet because of dilficulty in determining ground level in the heavy
foliage, the radio worked and provided a vital multichannel link
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MRC-3% COXFIGURATION. 125th Signal Bartalion, 25th Infantry D«
sion,

back 1o brigade main at Bien Hoa Air Base. This system was relayed
through Nui Ba Den by men of the 1215t Signal Battalion of the st
Infanuy Division—one example of the mutual cooperation that
existed among the divisional signal units throughout Vietnam.
This was the first ol many nformal equipment-sharing
arrangements between the signal roops of the 25th and the s
Divisions.

By the end of March 1966, the 125th Signal Bantalion was fully
committed, supporting elements of the 2d Brigade in the Ho Bo
Wouods, the Plain of Reeds, and the Michelin Plantation. It became
common  practice o install multuchannel systems down 10
battalion level and occasionally 10 an arallery battery because of
the dispersion of the units and the independenmt nature of the
missions they were assigned. This increasingly heavy reliance on
multichannel radio (with nocorresponding equipment augmenta-
ton to the tble of organization and equipment) led w0 the
labrication of the highly mobile “MRC-34'%s." This werminal
consisted of one twelve-channel system mounted in a %on railer
and was designed 1o meet the increasing airmobile demands of the
division. It was far easier 1o move by helicopter than the
cumbersome MRC-69 shelter, but once it was dropped, it remained
in place except lor limited repositioming by a crew of strong-backed
pushers and pullers. Because of the demand for these successful
fabricated airmobile multichannel terminals, the 125th had linle
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BLUNTING THE ENEMY DRIVE 4%

requirement for s high Irequency radio telety pewriter equipmen.

Although improvisanon was commonplace during early
combat for these lirst ammiving units, much of their communicatons
docirine was in consonance with long-established procedures.
There was little change lor the sake ol change alone. Colonel
Ferguson's remarks on this score, which follow, generally applied
o communications operations in all the units coming inw
Viemam during this period:

Phe commumications systems installed s Cu Chi v support the
division command post (ollowed the division standing operating
procedure for combat. VHEF systems were installed in such a manner than
the vanous shots could be pickad up when requered in an almost 360
degree [ashion, Thus, when a system came in, any movement o
relocation at the distam end did ot require anvthing more than an
antenna reoricnution an the division command posi. Mo lurther amenna
erection ar movement of vehicles was required. Al eguipmient was kepa
mounied in the vans, ready for further movement il necessary, The HF
[high frequency | radio pack was set up at a distance well away [rom the
VHF systems o prevent radio frequency imerference. The batalion
MTC-3 switchboard was imitially installed bun this was Liver phased ow
after an MIC=1 switchboard wins obtained (rom the 2d Signal Group.
I'wo SB-611 pach pancls were installed with all circuits wired siraight
through wherever posaible. Carcunt patching was discouraged bui,
unfortumtely, could not be avoided. The battalion svsiems control ted
the entire comples wogether by intercommunications. Al i all, i was a
very tightly controlled baalion-iype svaem, The selecommunications
cene’ s MHC-20's were located close wo the division command post w here
they could serve bodh ihe operations and mielligenoe seciions as well as
adjutant general and other interested  agencies  in the  division
headguariers,

I'he MSC-29 communications center terminal was one of the
van-mounted items most susceptible to the high heat and humadiny
charactenstic of the lowlands in and around Saigon where the 15
and 25th Divisions were operating. Mallunctions resulting [rom
lack of air conditioning for this van are mentioned in numerous
reports. [he shelter with s elety pewriter equipment, communi-
cations security devices, and voice lrequency converters was a real
heat generator. In additon, the racks ol equipment were very
tightly packed and allowed lintle air circulation. The components
ended 1w be more affected by overheating than those in other
shelters, It was not unusual w (ind interior wemperatures ol
1107-120° during the day, conditions which sapped the energy and
lowered the elliciency of even the most hardy and dedicated
saldiers. Whenever possible, the operating signal unit dismounted
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the equipment and operated
[rom tents, quonset huts, any-
thing that would give some re-
hel from the hear, The division
base camps were relanvely
lixed, however, although the
G THELIVET ChETTETIs WeTe IMOVInE
constantly, so loss of mobility
was not oritical. Perhaps the
most effective air condinoning
svatem devised durning the war,
not only for the MSC-29 bun for
all van-moumnied  equipment,
was the overhead grenade
shelier. The sandbageed sheler,
built about six-twelve inches
above the rood ol the communi-
cations van, provided a Laver
of insulating cooler air. Thas
shieler, combined with the nor-
mial ventilating fans in the van,
could reduce the imenior temperature by as much as hileen-twenty
degrees=il the wam chiels kepa the fan lilvers Iree of dust by daily
cleaning.

One ol the demands of communicatons units during the early
davs of the woop buildup was responding o the demands of rapid
reliable voior circuins [or the woncal operations centers. As a rule,
the urgenoy of voroe trallic generated in the center was such that the
division signal batalhion commander solaed 1 from the normal
diviston switchboard and roured ioon bt hnes™ through a special
switchboard, In the 250h Infanury Diviston, for example, iwo SB-22
switchboards were installed iniually w0 handle the sole-user
circaits  that were needed.  These swichboards  soon proved
inadequante, however, and o stacked SB=-86 replaced them and also
served the lire support coordination center adjacent w the center.
By this means there was an operator toontervene immedunely and
render assistance il any of the hot lines developed voubles, The
tactical operations centers were also o collecuing point for an
endless array ol FML, UHF, and VHF antenmas, amd signal uniis
wiere constantly improvising wavs (o consolidate antennas without
reducing thewr radiating elhoency., The sagnal battalion of the 25th
Infanury Division evected a sixiy -loot sel [-supporiing mast near the
division center construcied from 1 75%-mm. powder contmners. Fowr

Divesios TACTICAL DPERATIONS
CENTER SWITCHBOARD. J250h Sie-
gl Rattalion, 250k Tnfaniry D-

LFiFL B
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HIGH FREQUENCY RAMO BUNKER at 25th Infantry Division headquarters
i Cu Chi. Antenina mast was made fram artillery power canislers,

amtennas were mounted on it and used simultaneously without
interference. In addition o the ongoing major combat operations,
there were many smaller but important actions. In these small unit
operations, communications played a vital role in reporting
information o higher headguarters and in securing required
support. The radiotelephone operators in small combat teams not
only provided vital communications but also performed their share
of valorous acts, One of the most notable was the actuion of Private
First Class Stephen Laier of Fornt Wayne, Indiana, on 4 February
1966 near Lai Khe, His st Infaniry Division citation lor valor
reads, in part, as follows:

Private First Class Laier was serving as radiotelephone operator on a
platoon ambush patrol. . . . The pairol encountered claymore mines
and intense small arms five, Private First Class Laier lost both legsdue toa
blast from a claymore mine and his radio was knocked ofl requency.

Although  sullering  imense pain, he was able 1 mainin
consciousness and to recalibrate his radio. . . .

Realizing thai dusioll (medical) helicopters could not band due o
simuall arms (ire, be directed reinforcements o his location by continuous
radio con tact.

Continuing w fight off unconsciousness, Private First Class Laier
continwed his heroic actions by directing dustofl pilots o the proper
landing zone and called them in ope a0 2 tme . . . 50 his wounded
comrades could be evacuated.

Having saved the remaining patrol members, Private Laier was
evacuated to a flield hospital where doctors worked night and day 1o

UNIFIED PATENTS EXHIBIT 1021
UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC

IPR2023-00425
Page 43 of 116



%6 PIVISION - LEVEL COMMUNICATIONS, 19621973

save his life. He told docwors that during the combat action he had
kept going because he knew that he was the only man sull alive in
the patrol who was trained to use the radio. Private Laier died
fifteen days alver the hght. The division commander, Major
General Jomahan Q. Seaman, reportedly wrote a Inend, " This is
one of the bravest soldiers [ have seen in thirty vears as a soldier.”

A veteran war correspondent wrote of the incident, A voung
infantryman named Stephen Laier has shown in fifteen pain-filled
days that in some men the only Iimit o courage 1s death. The
courage of Lager . . . almost delies comprehension by men who
have never been wounded in bale,”
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CHAPTER IV

Shift to the Offensive

he armival in Vietnam of [ive more major combat elements ina
six-month period beginming in August 1966 enabled the allied
forces to shilt to the oflensive, As this second vear of combat for U5,
Army forces began, the lst Infantry Dhvision under s new
commander, Major General William E. DePuy, was winding up
Operation EL. PASO 1L Planning lor this operation had staned
long belore 2 June 1966—the day the operation began—and much
of it hinged on the resolution of some knoty communications
problems. To begin with, the 12151 Signal Bavalion could o stan
1w handle the extensive deployment planned [or EL PASO 1 because
large quantities of its equipment were tied up supporting the large
hase camp complex at Di An. To wake this base camp load off the
organic signal batalion (the 121st), the 595h Signal Suppon
Company, attached 1o the 69th Signal Batalion, was directed 10
deploy 1o DN An and assume most of the base camp communica-
tions missian, but it remained under the command of the 69th.

Ihe arrival of the company at i An was a tragic one, On the
first evening, before the men had completed the sandbag
revetments around therr tents, a 155-mm. artillery round from a lire
mission directed against the outer perimeter of the camp fell shorn
and burst in the company sireet between the 595 th and Company A
of the 121st. Several men of one plaioon were wounded severely and
one was killed. One man was lelt unhure but im0 a stae of shock
when a two-inch shell fragmem went through his pillow. As the
commander of the 83h, | visited the company early the [ollowing
mormning. ['he general purpose medium ent close to the burst was
tMally shredded, and the platoon that sullered the casualties was
understandably depressed. The burst had been a rude shock fora
unit going o its lirst real communications assignment.

Despite this ininal adversity, the 595th went systematically
aboun its business of working with the 121st to take over the base
camp communications. Muluchannel links to replace those of the
1215t were installed to Saigon and w the neighboring Korean
division, Cable systems and wire frames were installed and
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maintained 10 replace the 121st systems. The base camp
switchboard and patwch panel were installed and operated by the
595ih, leaving only the tactical operatons center communications
10 be operated by the 12151, The 1215t was thus able 1o devowe all s
energy and resources to planning for EL PAso 11 In this and other
instances where the 69th was providing support o division or
brigade base camps, it was standard practice 1o off-load all shelvers
and dig them in guickly. These base camps were permanent, and
the wrucks on which the shelters were mounted were more of a
liability than an asset. There were many side benefits of ofl-loading
besides the obvious one of protection. The trucks could be used for
general purpose hauling and were easier 1o maintain. Access to the
shelier was easier and safer. The unairconditioned shelters were
cooled by mounung a heat shield above the shelier roolf.

The assistance of the 595th freed the necessary communications
equipment to support EL FASO 11, but it didn’t solve the pressing
problem of packaging and mobility, The banalion adopted the
same technigque that the 25th Infanwry Division had employed
successfully. The VHF muluichannel AN MRC-69 vans were
modified. One stack ol AN/TRC-24 radio equipment and one
stack ol AN/TCC-7 carrier equipment (one-hall the capability of
the AN/MRC-69) were removed from the 2% 1on truck shelier and
installed in a %wn wrailer. The modified set, termed the MRC-34%,
proved highly elfective in providing VHF systems from forward
areas back to base camp areas. Also, because it was lighter and less
bulky than the AN/MRC-69, it could readily be airlifted into any
forward area.

EL Paso [l deploved all the division and brigade command
elemenits 1o the field over an immense tactical area of operation and
lor an extended time. Ten separate command post locations
(forward and rear for each of the three brigades, plus division
artillery and the division headquarters) were supporied simulia-
neously. Many of these were inaccessible by road; but the light,
helicopter-transportable MRC-34% was airlilied in, and EL Paso 11
wis well supported.

As the scope of the 1st Infantry Division's operations expanded,
more and more communications innovations appeared as the
tactical signalmen labored 1o keep pace with General DePuy's
aggressive leadership and penchamt for establishing tactical
command posts and fire bases wherever action was heaviest. Nui Ba
Den, the only mountain of any size in the division’s tactical area of
responsibility, provided relay for many long mulichannel shots 1o
forward command post locations. But one elevated point was not

UNIFIED PATENTS EXHIBIT 1021

UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC
IPR2023-00425

Page 46 of 116



SHIFT T3 THE OFFENSIVE 50

enough o accommaodate the relatvely flat and heavily lorested
terrain throughow the area. Although not normally found on the
signal bavalion wable of organization and equipment, a number of
lixed towers began 1o appear at critical points. The wwers were
generally two standard 1ssue nems—the 45- 1w 65-loot AB-577 and
the AB-216 which could be erected 10 over two hundred [eet.
Seldom did anyone ask where these unawhorized 1wowers came
from, but lor the st Inlamry Division and other major com b
units they were the answer to the commumcator’s prayer lor keep-
ing VHF and FM systems on the air,

On occasion, the wwers did double duty. A 12151 Signal
Baualion yearbook carried a story ol the largest Chrisimas tree in
South Viemam. l'ocelebrate the batalion's second Christmas, the
men of Compeiny A decorated the 120-foor tower at i An base
camp with countless sirings of colored lighes and placed a huge star
on the top. With the Big Red One communicators gathered about
the wwer, the commanding general of the division commended
them lor their outstanding work as communicators and, at the
conclusion of his remarks, officially lit the “tree.”

By using a combination ol wwowers and ground or air-
transportable shelter configurations, the 1215t Signal Banalion
installed, operated, and maimained a backbone muluchannel
vunking and switching system. The system interconnected the
division main command post at Di An with the brigade main
command post at Phuoc Vinh, It also interconnected the brigade
command post and the division’s forward command post ar Lai
Khe, It ned in the division support command and the bnigade
headguarers located at Di An and maintained a jump capability 1o
tie in division and brigade tactical command posis when deployed,
which was rather [requently. To gain worldwide access over this
system, the Ist Signal Brigade brought in twenty-four channels of
communications 1o Di An and Phuoc Vinh. They were terminated
by the 505th Signal Company and ted the division into the entire
15t Signal Brigade system and the Delense Communication System
(DCS), For swiiching, an MTC-1 was used at division
headquarters and SB=86"s were used at the division lorward and the
brigade command posts, Primary users of the system were the chief
of stafl and other siall members. The sysiem was not very
dependable because of the manual switching and because division
headquariers was sometimes split three ways, between its division
main, forward, and actical command posts. The division
commander, the assistamt division commanders, and the brigade
commanders seldom used the multichannel system other than the
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dedicated wunks 10 the taciical opeauons centers. This
multichannel trunking and switching sysiem worked., bui
operations were marginal at best. Geting through the manual
switchboard was a chore. Switchboard operators were rotated
frequently: alter a month or two their elhiciency and abaliny 1o cope
declined considerably.

That the division and brigade commanders were [requently
airborne, moving by helicopuer from area 1o area, placed the main
burden of command communicatons on the FM madio nets. Each
of the commanders had a helicopter equipped with two
AN/VRC-12 series radios, and the division commander kept his on
the division and brigade nets. He also needed 1o monitor the
various maneuver battalion nets. so a funther inoovation was
required. The command helicopter console was moditied 1w ke a
third AN/VRC-12 with push-buton muning  lor  presclecied
channels. Thus the commander’'s aide could very guickly give him
a brigade net on the second radio or a maneuver banalion neton the
third radio, or both.

Because ol the extensive maneuver area of the Ist Division, a
highly dependable FM command net was essential. This net,
however, required an automatic retransmission station, which was
also placed on wp of Nui Ba Den. The position was fortified
because the enemy held all but the summit where the station was
located. But he seemed satisliod 1o leave the position alone, and
even shared a waterhole on the mountain with station personnel,

General DePuy Tully recognized the need for good communica-
tions to support the division's concept of highly mobile operations
and his need 1w be near the critical action. Whenever intelligence
indicated as enemy buildup, the commanding general would call a
conference—at any hour—of key siafl officers, and he always
included the division signal ollicer. The choice of the command
post location was made by the G=3 and the signal oliicer together,
with the commander giving his approval onlv alter he had been
assured that it would accommaodate the required communications
o support the operations. He would then ensure thar sulficient
helicopter  support  was  available w0 move the essential
communications equipment into the location. With this high
priority given by the division commander. the signal banalion was
always able to get the communications in when and where the
commanding general wanted them.,

A peculiar facet ol 1actical communications in South Vietnam
wis the slow acceptance and, in many instances, the limited use of
radio wire integration (RW1), a system than interconnects an FM
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radio subscriber with a welephone subscriber through one or more
manual switchboards., Every tacucal signal unmit was authorzed
radio wire integration equipment, but there seemed (o be an initial
reluctance to pul it o general use. As the scope ol wmctical
operations expanded, however, and direction of ground operations
by division, brigade, and battalion commanders from helicopters
became the norm, the need or a system became paramount in many
combat unis.

The Big Red Onewas noexception; when Lisutenant Colonel
James M. Rockwell assumed command of the signal battalion in
September 1966, he lound no meaningful radio wire integration
system, It wias [orunate both [or Colonel Rockwell and the 1st
Infantry Division that he was experienced in tactical integration
systems and knew what they could oller an aggressive airmobile
commmuander.

Before he went to Vietnam, Major Rockwell, as the executive
officer of the 69th Signal Baualion, was involved in exercise
GOLDFIRE with the U.S, Sirike Command a1 Fort Leonard Wood,
Missouri. The batalion provided exercise communications for
Brigadier General Bob Paulson, the ULS. Strike Command -6,
over an area even larger than the tacical area of responsibility of
the Big Red One. A key requirement (or the exercise was an
extensive radio wire integration network spanming the whole area
via a series ol some cght 200-foot towers, all erecied by the
battalion. Radio wire integration calls throughout the area peaked
at close 1o ten thousand per day at the climax of the exercise, [t was,
therefore, relatively easy for Colonel Rockwell 1o spot the need for
such a system, knowing the personality and mod us operandi of the
Ist Division commander, and 1o start developing it. [t was easier
said than done, however, as he related:

Maturally, I was not about (o announce (o the division that we had an
EWI system until 1 was cemain it had been installed and was fully
operational, so we had several weeks of tests, L Finally 1 was
convineed that we had a good operational system and was prepared 1o
announce iat one of the eveming briclings when the lollowing imciden
oocurmed: | was aloli with CGeeneral DePay . .. and a call came in on the
FM commuend et From che division DOC sciting Cha General DePuy was
o call the Il Field Force oommuander by telephone ASAP.

The system was explained 1o General DePuy and he attem pred
o put the call through from his helicopter, but there was no
response, They then had (o Iy back 1o division forward 1o put the
call through. That evening, after some (riendly chiding at the sall
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Ramn WIRE INTEGRATION STATION 128h Signal Batiahon, 25th
Fufarntry Dunsion,

meeting about the excellence of the system, Colonel Rockwell wem
immediately 1o the base camp to determine the problem, which was

o« the operator who, when he found that General DePuy himsell was
pt.u ing the call, got panicked and just clammed up and was atraid w
reapaiad. Well that was casily Dixed and abotil o week Llater we were again
alodt anmd again hod 1o muke a elephone call. This dme be [Ceeneral
DePuy] suggesed thar RWI system,. We iniiavsd the call anad it wem
thipcegeh Beavilully.

This instance sold the division commander on the system, and
soon the assistamt division commanders, brigade commanders, and
stall were introduced 1o 1t and became frequent users. [t was even
made avanlable o maneuver battalion commanders, who became
prime users. Uhey soon learned that when solated in the maddle of
the jungle they could go through their AN 'PRC-25 radios 1o
communicate with therr swafls. The G-4 found it especially
valuable in communicating with his prople, who might even be
back in Smgon on the docks, (o0 improve resupply operations.

A never-ending source of urther improvisation by the tactical
signalmen was antennas for the FM radios. As demands [or FM
coverage broadened, ingenuity often bordered on the lantastic. The
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4th Infantry Division, arriving in the Cenwral Highlands in Lae
1966, contributed iis bit 10 Vietnam FM f[olklore. Shortly belore
arriving in Vietmam, the division received the new AN/VRC-12
series and the AN/PRC-25 radios, Alier arriving the division
received the new KY-8 voice secunity equipment for use with the
VRC-12 series. The AN/PRC-25 was a big improvement over the
AN/PRC-10, providing increased range and eliminating calibra-
tion problems. The KY =8, on the other hand, although i provided
complete voice security, also reduced the ransmission range of the
radios. Whenever a baualion of the division was deployed a great
distance from the command post, an RC-292 antenna was usually
erected. This antenna in conjunction with the AN/ VRC-12 series
and the KY =8 combination provided good, secure communications
over all distances the division covered in its operations.

The shorn antenna (A T-892/PRC-25) was the most commonly
used and reliable for units moving in the jungle and dense termain.
Communications within a company presented no problem when i
was used. The antenna, however, even though quite short, drew
fire, and the radio operator became a warget for snipers. To counter
this activity, units simply reversed the radios on the backpacks so
the antenna pointed down, This procedure didn’t seem (o alfect the
range of the radio, The long antenna ((AT=271) provided more
than adequate capability for the company 1o communicate with
the battalion when operating within a 105%-mm. artillery fire fan
from the baualion fire base. When operating bevond this range or
when high ground separated the company and battalion fire base,
the company used an RC-292 antenna. In the mountains of the 11
Corps area, using this antenna was a simple matter because only
the head of the RC-292 was required. A soldier could climb a tree
and secure the head o the ireetop, and the RC-292 would provide
more than adequate radio communications range. Field expedient
antennas were also successful, The best was the verucal hall-
rhombic, which was easy 1o assemble and install on the mountains.
On several occasions, companies were able to transmit and receive
over distances of twenty-flive miles using this antenna.

Perhaps one of the bestexamples of individual courage coupled
with effective use of FM in a combat operation occurred within the
27th Infanmiry (Wollhounds) of the 25th Infantry Division during
Operation ATTLERORO in late 1966 in War Zone C. This major
operation saw some hecuc lighting as the 9th Vier Cong Division,
in a rare change of tactics, stood and fought. The commander of the
st Battalion, 2Tth Infantry, commanded eleven rille companies
deploved arcund a rough landing zone in the dense jungle near the
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Michelin Plantation. The commander, Major Guy 5. Meloy, was
using an AN/PRC-25 radio with the short antenna. He could talk
with his units, but initially he had difficulty relaying information
w supponing elements through hisradio-equipped (AN /VRC-12)
vehicle which he had left near the artillery position at Dau Tieng.
Heavy enemy lire had pinned down his command group and most
of his initial force. Sergeant First Class Ray Burdete, the batialion
operations sergeant, assembled an RC-292 antenna while prone
under fire. With the help of another soldier, he muscled itup o the
vertical and leaned 1t against a tree. Using this propped-up
antenna, the AN, PRC-25 radio could reach the AN/ VRC-12 radio
location. With this relay and the temporary help of the forward air
controller overhead, external support was obtained as needed.

Major Meloy received his additional units, controlled his
oversized force, secured artllery and air suppornt, and arranged
medical evacuation and resupply through the radio nets. For iwo
and a hall days the wo forces slugged it out in the heavy
overgrowth. Radio transmission remained good throughouwt the
rest of the fight and assisted in the coordination of the linkup as
other American forces moved in. Radio had been the only link
between Major Meloy and many of the unit commanders who
fought this battle under his control.

The st Infantry Division also counts as one of its wop heroes a
communicator who helped turn the tide of bawle for his unit
during this same operation. The citation which accompanied the
posthumous award of the Medal of Honor w Captain Euripides
Rubio, Jr., for conspicuous gallantry and intrepadity at the nsk of
life above and beyond the call of duty, reads in pan as [ollows:

On B November |96, Caplain Rubio was serving as Comimunications
Officer, 1s Batalion, 28th Infantry, Ist Infantry Division, in Tay Ninh
Province, Republic of Vietnam, when a numerically superion enemy lorce
launched a missive anack against the banalion delense position. Intense
enemy machine gun lire raked the area while monar round and rifle
grenades exploded within the perimeter. Leaving the relative salery of his
post, Captain Rubio received fwo serious wounds as he braved the
withering fire 1o go (o the ares of most intense action where hedistributed
ammunition, reestablished positions and rendered aid 1o the wounded.
Disregarding the painful wounds, he unhesitatingly assumed command
when a rille company commander was medically evacuamed. Caprain
Rubio was wounded a third time as he selllessly exposed himsell 1o the
devastating enemy fire 1o move among his men o encourage them to light
with renewed elfort. While aiding the evacuation of wounded personnel,
he noted that a smoke grenade which was intended 1o mark the Viet Cong
position (or air strikes had fallen dangerously close 1o the Inendly lines,
Captain Rubioscooped up the gremade, ran through the deadly hasl of [ire

UNIFIED PATENTS EXHIBIT 1021

UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC
IPR2023-00425

Page 52 of 116



SHIFT T THE OFFENSIVE 45

o within 30 mevers of the enemy posivion and hurled the alreasdy smoking
grenade into the midst of the enemy before he (el for the final time. Using
the repositioned grenade as a marker, friendly air strikes were directed 1o
distrory the hestile positions. . ..

Throughout all major combat units and in nearly every major
operation the ingenuiy and courage of the FM radio operator
counted again and again. The FM command net was the life line,
often one that had 1w be susiained despite the siaggering obsiacles
of extended distances, excessive net congestion, and near-
impenetrable vegetation. Many of the "jury-rnig’" antenna lash-ups
would dely echnical logic or explanation, but they enjoved one
common overriding characteristic: they worked, and battles were
won,

Like all wars, the Vietnam conllict had its moments of humaor,
Major General John Noron, commander of the 1st Air Cavalry,
initiated a small communications experiment to revive the ancient
wechnigque of carrier pigeons. He directed his signal olficer,
Lieutenant Colonel Walwer . Bodman, to carry it out; and two
pigeons, Ralph and Suzy, were obtained., The designated pigeoneer
was Chiel Warram Officer James 8. Steven, Jr.. probably the lasi of
a vanishing breed.

During Operations PAUL REVERE [V and THAYER Il in the
BRinh Dinh and Pleiku provinces, an mtelligence ollicer from the
2d Brigade spied Suzy, with a capsule anached 1o her leg. siting on
a wire. Now knowing of the commanding general’s experiment, he
summoned a trooper who shot the supposed Viet Cong messenger
pigeon. The intelligence offlicer rushed eagerly 1o the [allen bind
and unfolded the thin paper rolled up in thecapsule. It began, “To
the Commanding General, 13t Cavalry Division. . .."" Aboul the
same time, Ralph was reported as either AWOL or missing in
action, and the short-hived experiment ingloriously ended.

During 1966=early 1967 occurred the only activation of a major
combat umit in Vietnam—ithe Americal Division. This division
would operate in the | Corps zone and relieve the 111 Marine
Amphibious Force and other marines in the Chu Lai area. The st
Signal Brigade provided troops and equipment 1o form the
provisional signal baualion o support this new division, Men and
signal rigs of all ivpes were pulled from four separate banalions
and two scparate companies; they went by road to Tan Son Nhut,
Bien Hoa, Pleiku, and Nha Trang air bases [or air movement to
Chu Lai, where the batalion lormed. The batalion was
committed immediately, with no opporiunity 1w pull these diverse
personnel together as a cohesive unit. The siiuation was
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compounded by the delayed departure of Marine Corps ground
units in and around Chu Lai, a delay which resulied in shared
communications facilities and joint operations of switchboards
and communications coenters during the iransition. The
organizational and training problems encountered by this signal
battalion during its lormative period were probably without equal
during the war. That the banalion was able 10 provide good
communications support o the newly formed Americal Division is
a iribute to Licutenant Colonel Edward A. Ford, the firsi
commander, and to the diverse signal personnel who rapidly
learned to work together as a unit. The signal baualion and the
communications platoons of the infantry brigades found
themselves overequipped and overmanned—a far oy from early
experiences of units who were often required 1o deploy o Vietnam
with acute shortages of equipment and personnel,

In the carly spring of 1967, the first combat parachute drop
since the Korean War wok place, and 1t was not without s
communications problems. Operation JUNCTION CITY was a
major encirclement operation of War Zone C, and one ol nine
infantry battalions placed in blocking positions was dropped by
parachute. A security cover plan had been devised o conceal the
identity of the drop zone untl the last possible moment. Planning
was based on  another locaton  with somewhat similar
charactenstcs. The signal ollicer involved did not learn of the true
location unul two days belore the jump.

Visual communication devices played an important pan in the
assembly of the paratroopers alter the jump. Initially smoke was
thrown to give direction 1o those soldiers who had become
disoriented during descent. During assembly both smoke and small
gas-lilled colored balloons were used w0 aid jumpers in guickly
linding the assembly area of their unis,

A heavy drop of equipment and supplies began at 0925 and
conuinued into the alternoon. Various types ol supplies were
identilied by differemtly colored cargo chutes attached w the
containers. The brigade communications equipment was included
in the heavy drop.

Iniual communmicaton at the drop zone was by AN,/ PRC-25,
By using the RC-292 antenna, FM communications were
established 1o the st Infaniry Division forward an Minh Thanh.
Three heavy drop loads ol communications equipment arrived on
the drop rmone intact. Each load could eswablish austere
communications for a tactical brigade command post. The
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condition of the ground in the drop wone, however, precluded the
use of this equipmeni. As soon as the vehicles were de-rigged and
driven away, they became hopelessly mired. They remained in the
drop zone until late in the afternoon, when armored personnel
carriers [rom Company D, 16th Armor, became available 1o pull
them out. Early in the alternoon on D-day, CH-47 helicopter
sorties delivered VHF radio equipment, high frequency radio
elety pewriter, secure telety pewriter, and FM radio she lers, Shordy
alter the amrival of this equipment, VHF communications were
established o the Ist Infanuy Division [orward and provided
telephone circuits from the brigade lorward command post o task
headquariers and telephone circuits to Bien Hoa, Wire was laid o
all units in the objective area before nightfall, This was the [irs
time it had been possible 1o establish wire communications to all
subordinate units, and 1 was possible because all units were
deployed within three kilometers of the brigade command post.

The best synopsis of whitl these yers ol communications
innovation and experience meant to the major combat elements is
perhaps given in the remarks of Major General Fredenck C.
Weyand as he rellected on the accomplishments of the 25th
Infaniry Division:

During the past year of combat in Viemam, the 25th Infuntry Division
has constantly sought 1o improve s elfectivensss in the lundamental
capability to move, shoot, and communicate, Our operational planning
gives specilic anention 1o the command locatons thar will provide the
most ellective contrel, We are on guard 1o insure thal communicanions,
the means by which comand contral is achieved, is notd shunied aside o
neglected at the expense of a portion of the weteal plan, My
communicator [signal officer] is included in the planning ovele but that,
of course, i1s not the whole story. The communicatw during anoperation
must possess the capability o modily the plan 1o meet the unforeseen. He
must continually keep abreast of the wacotical sinsation w install or re-
route VHEF systems, follow up to reduce message backlogs, moniior
circuits to insure opnoch quality, and all the other numerous asks
connecied with “getting the message through,”

The modern communications systems emploved in suppont of our
operations extend, as never belore, the voice of the commander on the
battlefield. Appreciation of this vast network is perhaps never greater
thain when a beleaguered wciical commander s able wo call for and have
artillery fire and srsirikes on target within a lew minumes. The responsive
Signal Corps systems thin save valuable seconds have doubtlessly saved
lives also.

To be without reliable communiciions at critical moments could
eisily afford ithe enemy the momentary sdvanuage e seeks, | congrae lae
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all ol the commumications personnel in Vieinam o ihcir unocising
ellors W provide our ool commanders an anlailing  mesins ol
exercising command and conirol
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CHAFTER V

Riverine Operations and the
Cambodian Incursion

General Creighton Abrams’s assumpiion of command of the
U5, [orces in Vietnam in July 1968 presaged major changes in the
direction of American efforis there. These changes came in no
small part [rom President Johnson's decision in March not toenter
the presidential race and a resulting push wward a negotianed
peace and American withdrawal.

By and large this push posed no problems in division-level
communications that had . not appeared in earlier actical
operations, Two exceplions were riverine operations in the rice-
rich delta region south ol Sagon and incursion o Cambodia,
Both called [or excepuonal ingenuity and perseverance [rom
tactical communicators,

Ruverine Operations

The Mobile Riverine Force was conducting Operation CORO-
NADO I in the delta region as the third vear of combat began. The
2d Brigade of the 9th Infamry Division, commanded by Colonel
William B. Fulion, combined with the U5, Navy's River Assauli
Flotilla One, made up the force. The S9th Division established an
advance command post at Dong Tam from which the assistani
division commander normally operated, A 204-[oot AB=216 radio
antenna tower enabled him o receive radioed instructions from the
division commander and 1o pass on instructions to the Army ele-
ment of the Mobile Riverine Force and other units operating in the
reglon. Swamps ad heavy jungle of the delta region loroad the
tctical units 1o rely on small craft as primary transporation [or
conducting operations. It was the 2d Brigade’s responsibility 1o
patral waterways, scarching out and destroving the enemy.

The brigade soon learned that transpor Giion was not its only
problem. Because of the relatvely flat terrain and a large
operational area that was predominately swamp and heavy loliage,
line of site commumications were dilficult at best, Few areas existed
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in the delta which could sup-
port radio relay and retransmis-
sion stations. The joint rivering
operations were relatively new, s
so there was 0o CoImmunic-
tions experience from which o
draw. Commumnicatons Gcilities
seemed plagued from the ourser,
and innovation became the |
order of the day,

The USS Benewah, which .
was outlined in the Philadel- e
phia Navy Yard, was the home .L'i"'-:?& =" -

o the brigaade and the [hggship G e -;;M -
ol the Dovilla, Te was L Ion & ‘-1 ;
ideal  [or communicaions. e N ] #\
Space was limited, and the

compartment set  aside for ROTATABLE ANTENNA. 9h Signal
housing  the brigade com- Battalion, Pth Fnfaniry oisron,
munications equipment  was

oo small. Only one wwelvechannel VHF sysiem (TRC-24,
TOC-7. TCC-20) could be insialled; @t linked the brigade
leadouarters alwnd the Bemewal o the division headouainiens
ashore, When the VIHF system Banled, FM and HF vadio gy aded
the only commumications to the division,

There were also problems with installing  amennas,  The
magority of the antenmas were installed on thie restricted space of The
ship's supersiructure, he closeness created Irequency interference
andd in some instances complete blockage of o communications.
Operators of the VHE system found that amenna problems were
lurther compounded by the shap’s drifuing a0 anchor, which
disoriented the haghly directional TRO=24 amenm.  The 9ih
Sigrual Baesilion obeaimed vwa L HEF oo idirec ozl santeanas i
were normally used with the VRC-24 wr-groumd radio. Mouming
and coupling one omniantenna w the FRC-24 receiver antenna
and one w ithe wansmin antenna kept signals om Gading, and
communications were possible regardless of the ship's position.

As the 9th Division relined iis operations, o 200-foot AB-216
commuications wwer made iracking the Benewal casier, bue the
procedure was stll cumbersome and ricky. I reguired two men 1o
climb atop the tower, locaied at the Sth InGairy Davision beise
camp, and rotae the AN TROC=24 antenna in accordance with
instruction received Trom an operator inside the VHF shelter on the
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ground. The ground operator waiched his receive-sirength level
meter and directed movement of the anténna to get a maximum
signal level reading. This procedure was extremely dangerous
hecause of the high [requency voltage on the transmitting anienna
and the antenna height. Dunng the monsoon season the probleim
of wacking the Benewah was [urther compounded by high winds
and rain, which increased the possibility of serious injury w the
men on the wwer. To solve this problem, a rotatable antenna was
constructed from scrap antenna mast sectiions, and a heavy-duty
anitenna rotor was obtained [rom the division Miliary Alfiliae
Radio Syvstem { MARS) facility. The rowor was controlled from the
ground with an antenna control box. Two lengths of spiral-four
cable provided the necessary rotor power. Imitally a step-up
transformer was used 1o compensate for the high line loss incumred
through the use of the spiral-lour cable, Experimentation showed
that cable of less than two hundred [ty feet could be used with the
rotor without wo much voliage loss. Extensive maodification
eventually produced a  basic antenna mount and  [astener
arrangement which was stable and simple w erect. The 9th Signal
Batalion constructed and installed two such rouaable amennas,

Space was limited in the wactical operations center. An SB-22
switchboard cut down on the number ol instruments needed, and
FM radios serving the center were remoted through a patch panel o
give the subscriber in the center access to multiple nets (rom his one
remaote station.

Multichannel communications between the battalions and the
brigade were provided by smaller, lighter equipment. The GRC-10
radio and TCC-3 muluplex equipment provided [our voice chan-
nels between the Benewah and the banalions, These VHF wrans-
missions, as well as the TRC-24 mansmission to division, ermi-
nated on the brigade switchboard.

The Navy normally hard-wires all its commumications equip-
ment, so reconfliguring circuits is dillicul. For the brigade, with us
ever changing communications requirement, this system jusi
would not sullice. On the request of the brigade signal oflicer, the
Benewah was refitted so that the operator could patch equipment
temporarily where it stood, This arrangement saved time by allow-
ing the operator o by pass [aulty equipment and patch inoperable
equipment as needed; communications circuits could be rerouted
quickly aboard ship.

Original plans for welephone switching called for a twelve-line
capacity SB=22 switchboard, which proved 1o be unsatisfactory.
Even after the installation of a stacked (additional jack feld sec-
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tion) sixty-line SB=86 switch board it was not uncommon to find all
cords in use during peak wralfic hours. The SB-86 provided switch-
ing for all radiotelephone circuonts as well as internal telephones
aboard the ship. Messengers who delivered correspondence aboard
ship by oot and between ships ol the Ooulla by Laiunch reduced
switchboard ralfic.

Infantry maneuver elements of the brigade relied exiensively on
FM and HF single stdeband radios, Those conducting land opera-
tions used the manpack PRC-25 radios; those aboard barracks
ships, attack boats, command and control boats, and monitors
normally used the AN GRC-106 and the VROC-12 senes. FM com-
munications were provided o the widely dispersed maneuver
elements operating bevond normal radio range by VRC-49 retrans-
mission units installed aboard command and control boats and by
air borne relays. Radios installed in command and control helicop-
ters allowed the brigade and banalion commanders 1o take advan-
tage of altiwude for increased line of site communications.

Communications maintenance facilities for the brigade were
also alloat; an electronics maintenance team from the division
maintenance wam from the division mainwenance battalion was
located aboard the USS dskar 1o repanr equipment there when
needed.

It was not commodn practice withn the division (o establish G
division alternate, The extra equipment was used 1o install a sec-
ond multichannel system between division main and the brigades
iexcepting the 2d Brigade, located aboard the Benewah) as a hedge
against enemy attack or other unforeseen troubles,

Division standing operating procedures called for four sole user
circuits o brigade—three voice circuits, one from the division G-2
io the brigade 5-2, one [rom the division G=3 o the bngade S-3,
and one [rom the division artillery element in the tactical opera-
tons center to each arillery battabon; the lowrth corcun was from
the division commumications center (o the brigade communica-
tions center by teletypewriter. These oircuints were split between the
iwo parallel multichannel systems, so spare channels were avail-
able should one sysiem [ail. Circuiis could be rerouted an the patch
panels within one or two minutes, Since only the 9th and elements
of the 11 Signal Brigade were using the TRC-24 vans in thas area,
LLS. Army, Vietnam. allowed the division signal officer 1o coordi-
nate multichannel frequencies. Interlevence was as a result practi-
cally nonexistent.

The division also placed great command emphasis on using
systems control and technical control to ensure greater reliabality.
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ANGRO TOC-3 MUpLTHANNEL EQUIPMENT aboard the Reriewah.

SH=FF SwWitCHBOARD aboard the Beieiwah.
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One technique was 10 tiechannel 12 of the TRC-24 systems into an
SB-22 switchboard at systems control [or circuits terminating at
division headguarters and at wechnical control for those termina-
ting at the lorward area signal centers,

As the division gained more experience in riverine operations,
the 2d Baualion commander found that a single command post
ghoard the Benewah would not sullice. He established a forward
command post with the command post of the 3d Baualion, 34th
Artillery, his direct support unit, aboard a medium landing crafi.

The only normal communications with that arillery batalion
floaung command post were FM; telephone communications (o
the brigade forward command post were badly needed. The signal
battalion obtained a medium landing cralt, installed a VHF wermi-
il aboard it, and racked the boat from the Benewah as it moved
along the rivers and canals with the brigade forward command post
landing craft. The lorward command post was activated only when
the landing crali was beached or anchored, and elephone commu-
nications were required only at those times. The VHF radio system,
however, was maintained an all times; anchoring or beaching the
multichannel boat alongside the brigade command post boar,
passing a twenty-six pair cable across, and hooking the ielephones
was a simple procedure,

As the enemy modified wotics 10 counter the success of the
niverine operations of the Sth Division, the division also modified
tactics by placing one banalion ashore w conduct airmobile opera-
rons in coordination with the riverine operations being carried out
by the remainder of the Riverine Brigade. Fire Support Base TIGER
I, approximately seven kilometers south of Ben Tre, was the loca-
mwon of the shore baualion headguarters and one company. The
other companies were located in small fire support bases five or six
kKilometers from Ben Tre, which was in the heart of the enemy
infiltration area. A four-channel VHF system provided communi-
cations between battalion headguarters at Fire Support Base TIGER
Il and the brigade at Ben Tre. The battalion communicated with
the companies in the small lire support bases by wire. Expericnce
had shown that despite doctrine, wire could not be used because the
Viet Cong would cut it as soon as it was put in. In this case, how-
ever, but for one exception the spiral-four cable proved elfective
even though there were larger numbers of the enemy operating in
the area.

The geography of the delia region posed some special problems
for the communicators of the 9ith Division. One of these was
grounding. Muliichannel and telephone equipment routinely
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produced noisy communications iwice a day, at low tide. During
high ude the water table was one oot below ground level; ar low
tide, thireen feet. O various methods attempted 1o solve the prob-
lem, one success was welding a large quanuy of scrap metal Lo-
gether and burving it below water level at low tide. A long ground
rod welded 1o the scrap metal and extended 1o above ground level
provided a connecting point.

A special problem for photwgraphers was the absence of virtual-
Iy any clean water, Water provided by engineer manned wiater
points and later the base water system left spots on [ilm and prins
from sediment. Filters used by the engineer water points were in
short supply and could not be spared for phowgraphic usage. A
paper [ilier, found in use at the helicopter rearm and refuel poins
initially proved unsuccessful, but water run through the filier in
the reverse direction [rom that specified for luel came out clean and
clear. A lilter assembly was installed at the photo lab, and a new
problem developed—everyone came there o get good dnnking
waler.

At no place in Vietnam was the need lor towers to gain antenna
elevation and extend range more critical than the delta. The ex-
tremely [lat errain allorded no natural elevanon where FM and
VHF radio antennas could be installed 1o increase their range.
Towers were the solution, but steel towers were in short supply.
Eventually US. Army, Viemnam, located a few 300-loot wowers
installed art navigatuonal aid sites. These were olfered 1o the 9ih
Division lor the dismantling and transponaton. Two owers were
dismantled and moved 1o division headguarters with the assistance
of a Navy large landing cralt 1o ransport heavy items. The basic
plan was to install 78-foot towers at selecied battalion base camps
1o raise FM and VHF radio antennas. Battalion commanders re-
sisted; they felt that the required red aircralt warning light would
provide a perfect aiming stake for enemy mortarmen. Aler con-
siderable persuasion, one battalion commander agreed to let the
signal battalion build a tower at his base camp. He broke the ice,
and the wwers cropped up at other locations throughout the divi-
sion o give the communicators a much needed boost in getting
soune of their very demanding VHF links,

Cambodian Incursion

As American withdrawal conunued through 1969 and early
1970 the enemy buildup of supplies just across the Cambodian
border posed a distinet threat 1o U.S. lorces and o Saigon. This
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threat coupled with governmental upheaval in Cambodia prompre
ed the LS. incursion into that couniry.

The st Aw Cavalry Division's Operation SHOEMAKER was the
ultimate test of the division's ability to communicate, On 24 April
1970, the division was instructed by [ Field Force headquaners o
begin planning lor a possible combined U.S.-Vietnamese opera-
tion into the “Fishhook,” that section ol Cambodia which juts
between War Zone C and Binh Long Province of South Vietnam.
The division was ordered 1o be ready 10 move within seveniy-1wo
hours with the mission of neutrahizing the Cenral Office of South
Yietnam (COSYN), the Communist high command for all activity
in the South Vietnam base area. The task force was under the com-
mand of Brigadier General Robert Shoemaker, the assistant divi-
sion commander for maneuver. General Shoemaker elecied 1o
locate his task lorce headguarters with the 3d Brigade at Quon Lot
to reduce the personnel and equipment support requirement. The
plan was simple in concept but dilficult in execution. The rapid
growth ol the wsk lorce outstripped the communicator's ability 1o
respond. Initially the force consisied of the 3d Brigade, 1st Cavalry
Division: the 3d Airborne Brigade of the Army of the Republic of
Viemam: and the |Ith Armored Cavalry Regiment plus normal
support including artillery and one assault helicopter company.
I'his organization was reinforced on 30 April by one mechanized
infantry battalion [rom the Sth Infanury Division: one ank bat-
talion from the 2h Infanury Division: one baualion (the 5th
Battalion, 12th Infanury) from the 1990h Light Infanury Brigade;
and 1wo battalions from the 2d Bnigade, 1st Cavalry Division,

On | May Operation SHOEMAKER began, The 3d Brigade struck
north across the border. To the east, in the deep (inger of the Fish-
hook, the 11th Armored Cavalry Regiment advanced 1o the north-
west into the objective area while simultancously three battalions
of the Vietnamese 3d Airborne Brigade were combat assaulting by
helicopter into three objectives north of the Central Oflice. Subse-
quently they were to move south, in a large pincer movement, to
cut ofl enemy routes of escape.

Communications at Quon Loi became more and more difficult
as the burgeoning task force deploved. Frequency modulated radio
was a major problem because of the size and diversity of the [orce
but was still the primary means of communication [or every major
and minor unit in the operation, lnterference was commonplace
up and down the [requency spectriam as a result in part of the
secrecy required by the operation and in pan the commonality and
averlap of frequencies used throughout the 11 Corps zone, Dupli-
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cation of frequency assignment mushroomed [urther as units [rom
other divisions and separate brigades joined the task force. The
congestion of radios and associated antennas it Quon Lol was
extreme, with at least a hundred FM radio nets in the immediate
area of the joint task lorce headquarters and many (il not most)
antennas using the same AB-216 tower. At one time nine VHF, one
U'HF, seven log periodic, and thirty-six 292 antennas could be
counted on one tower belonging 1o the 3d Brigade. This number
was in addition to antennas mounted on the towers of the 1th
Armored Cavalry Regimemt and 585th Signal Company (36th
Signal Baualion) which were located less than three quarers of a
mile away, The signalmen solved the FM problems by adjusting
the receiver transmitters for prak power output, utilizing airborne
and ground relays on Nui Ba Den and Nui Ba Ra, switching fre-
quencies, reconbiguning amennas, and checking and rechecking
the avionics equipment.

Very hugh [requency radio relay was initially installed between
Quon Lol and Camp Gorvad (Phuoc Vinh) by a four-channel AN/
GROC-163 system, Alver D-day muluchannel communications were
increased by addinonal channels provided by the 11 Field Force and
36th Signal Batalion (Area) communication systems, he come-
munications support concept of Operation SHOEMAKER called for
telephone service ofl the 3d Brigade's SB-86 switchboard. With the
rapid buildup of communications thas board was soon saturated
even though it had been expanded 1o ninety lines. By the third day
of operations the signalmen were forced o establish a separate
switchboard geared 1o the requirements of the sk force using
personnel from the 135th Signal Batiahon. Lieutenant Colonel
Norman E. Archibald sand, “To put it bluntly—i was a hand o
maotth operation, We always kept our [ingers crossed hopang that
nothing would happen o the division wire system while we di-
verted personnel and material assets o the nodal head ar Quon
Lan.”

Coordinating and controlling the signal activities of all the
units mvolved in SHOEMAKER was a difficult task [or the signal
stall. They were handered, albein umintentionally, by the secrecy
which surrounded the operation, For example, coordinating the
signal operation instructions, cipher keylists, operation code
material, and [requencies with elements of the $ith Infantry Divi-
sion, 25th Infanty Division, and 19%ch Light InlCanery Brigade was
a real mightmare,

T'he rapid growth in the number of units assigned to Operation
SHOEMAKER also complicated coordination and control. As each
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of the units was assigned to the task [orce, it became increasingly
diflicult to meet individual communication needs. This problem
was evidenced by the incresse of cable and wire systems, installa-
ion of additional VHF circuits, and abundance of RC-292 an-
tennas with their requirement for requencies [rom the already
crowded spectrum. By the lilth day, the task [orce had increased toa
size equivalent o nearly iwo divisions. At this point, command and
control reverted back to the division at Phuoc Vinh and the opera-
tion was reorented wward the northeast, north and northwest of
the Cambaodian border.

The 1st Cavalry Division continued w shilt its forces, and on 13
Mayv the 5d Brngade moved [rom the Fishhook in an air assault
northwest of Bu Dop. The void left in the western portion of the
Fishhook was filled by the U.5. 25th Infanury Division, while the
Viemamese Airborne Division had its own area of operation in the
southern Fishhook. The 1st Brigade and the | lth Armored Cavalry
Regiment remained in the northern Fishhook adjacent 1o the
“Flatiron,” but a final realignmemt on 19-20 May placed the s
Brigade with two batalions in Cambaodia near the town of O Rang,
north of Bu Gia Map, The first team now had eleven batalions,
three armored cavalry squadrons, and the 1st Brigade Tactical
Command Post, located at Fire Supporn Base DAVID in Cambodia.

The tactical implications of O Rang were interesting primarily
because ol the uncertainties involved. The division did not know il
the enemy force was still in the vicinity and was not completely sure
if communications could be established between O Rang and the
division because of the distance (140 kilometers), the mountainous
terrain, and the lack of previous reconnaissance. On 20 May 1970,
the Ist Brigade air assaulied into O Rang, and personnel from the
15th Signal Battalion were among the first to touch the ground.
Their equipment included an AN /GRC=163 four-channel radio,
twor | 5-kilowau generators, and several baneries. The communi-
cations issue remained in doubt until approximately four hours
after touchdown, Fire Support Base DAVID was at the 3,000-foot
level; this elevaton plus the angle of elevation (rom O Rang to N
Ba Ra {where the VHF channels were rerouted 1o Phuoc Vinh) was
sullicient 10 overcome any terrain obstacles. and the sysiem was
brought in.

The 13th Signal Battalion continued 10 provide backup to the
Ist Brigade communications platoon while it was in Cambaodia,
Early in the morning of 14 June the North Vietnamese assaulted
Fire Support Base Davip [rom three sides. The atackers were
driven off after a bitter light. The brigade signal officer and several
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other communicators were severely injured, and considerable
equipment was destroyed. Acting Sergeamt Goldsworthy, who was
in charge of the VHF element, not only maintained communica-
tions throughout the lrelight but earned the Silver Suar for gal-
lantry in action.

Lieutenant Colonel William R. Rogers, the division signal
officer for the 25th Infantry Division and commander of the 125th
Signal Batalion, noted that planning was so tightly held that the
commanders, including the signal officer, did not know what was
really happening until 1 happened and tha the division did nas
move its headguarters closer 1o the area ol operation, so the signal
officer had 10 hold communications assets, vitally needed in other
sectors, in reserve [or a possible lorward displacement that never
materialized. These problems highlighted two recumring frustra-
tons of the division signal officer throughowt the conflict in
Vietnam.
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CHAPTER VI

Phase-Out

As the Nixon administration sought to move the conllict in
Vietnam [rom the batlehield to the conference table, the first major
1.8, Army combat elements began 1o withdraw, The withdrawal
began in July 1969 with the Sth Infanury Division, [ollowed closely
by the 3d Brigade of the 82d Airborne Division, and ended with the
196¢h Light Inbantry Brgade in June 1972, { Table 1)

Tamis I—FPuss 0 p o Boseusosi: U725 Ay Ui, Uisnrs
Uh pomp R |90 s 1952

1 en [LE
%! Briggasle, Wb Podamity IRerslm ... coorerararansnanannnnnnnnnns ik mdes 1970
T el R s o o B A, A (s ey 19D
Ual e 3 Brigade, b Dnlantry DWissm oo ovenerennnsnonanmnnunanns Vg rymbsey 1970
il Inbamwisy Davingonis -5 Brigadel . ..covvrvrrrnranmnsrrnnsnnnns Vv rmabsy 1970
Il Armmssed Cavaliy Begimeid oovecainiansianosssannsasananns Mlaas b 1970
Sl Berpgasde, ERb lndamioy Davisiam ocoovrnrnreionsnanne R T Lparid 19710
Tan Camabey Dhevmsiane -3 Boagade] o cccevnivrnrsrininsnannennnnnnns Nlay 1971
il Higgede, Sih Bilaniey Thivessosi T PR LT 1| Ty e | | F e Nimgguani 597 )
Ul BT D S P (PR G Mumgguast 171
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S Hangpadde, B0lst Narbmopior Dlwivpdamiil o covirisrsrinnmmnenrnnnerrnns Fobi v BGE
Nall Mangpanller. Bat Clonuley DhvinleM . ocoviricicirmrromnirininininins Junme 1952
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Historical records reveal litde thar was unusual abouw division
level commumications as units withdrew. As a general rule, units
and their signal support elements collapsed o some central
staging area and their communications mission was graduoally
transferred to units of the First Signal Brigade. This procedure
permitted organic signal units o leave with the major combat
elemenis they were supporting. Fhe ex petience ol the 5d Brigade of
the 82d Airborne Division s typical. The 36h Signal Bamalion of
the First Signal Brigade moved into the 82d's area during the
phase-out  period and established a residual communications
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network that permitted the organic signal units o be withdrawn,
Most of the combat units that phased out in this manner mentioned
three problems in their alter-action repaorts.

The first wis maintaining high morale when the future ol the
unit was uncertain, In many instances units did not know where
they would end up; some, in {act, were inactivated soon alter they
left Vietnam.

The second problem was turning in equipment, which olten
had 1o be split three ways: one parn was iransferred where 1 stood w
Vietnamese [orces; another part was turned in at a depot; and the
third part was retained. Instructions often came at the last minute,
Frequently the “pack rat” syndrome produced much more cquip-
ment on hand than unit records showed. Central distribution
poinis had to be established so that a unmit could trn inall of s
equipment by a scheduled depariure date. Many soldiers keep
anything which their experience tells them mighe be useful Tater.
Since some of the major combat units had been in Vietnam a long
time, there were some large hoards ol “auxiliary” equipment.

The third problem was excessive personnel turbulence. Tryving
to identily the troops who were to remuain behind and those who
were 1o leave was cumbersome in light of the vanous personnel
policies then in effeci. This and other problems rusirated both the
administrators and the allecied soldiers during the phase-ou, It is
1w each unit’s credit that, by and Lirge, the debarkanons went
smoothly and remained Gairly close 1o the established schedule,

The withdrawal of the major U5, combat elemems did no
presage the end of hostilities. The fight was to be carried on by
units of the South Vietnamese Army with logistics and air suppori
provided by the United States from outside Vietnam. Channels for
this assistance had o be maintained in the lour miluary regrons
where the lighting was contimung. and communications support
was a vital factor during the final months of combat.

To ensure adequate support o the South Viemamese loroes
alter the withdrawal of the Amencan combat troops, a regional
assistance command headguarters was set up in each ol the lour
military regions. Is commander, normally a major general,
worked closely with the senior South Viemamese military com-
mander in the region on coordinatng close air sirikes, logistics
support, and other combat suppornt which the Unied Suaites was
obligated 10 provide. Since all ol the signal units organic o the
major combat elemenis had been withdrawn, commumcations
support to these four U.S. regional assistance commanders had 1o
be provided by residual signal units of the First Signal Brigade.
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Iis communications network, austere by comparison with that
provided [or American combat units, was vital because it was the
only link between the U.S. commanders in the four districts and the
residual headquarters elements in Saigon, which could coordinate
to direct air strikes and logistics support where they were needed. A
signal unit, roughly of company size and commanded by a captain,
provided signal support in each ol the four military regions. The
unit generally provided a switchboard 1o serve the regional U.S.
commander and his stall, a simple communications center through
which messages could be handled, and, perhaps most important, a
narrow-band secure voice terminal 1o permit the U.S, commander
to call in air strikes through the Joint Operatons Center in Saigon.
The telephone and communications center luncuons were relatve-
ly clear-cut and caused [ew problems. The circuits went 1o the
closest entry point in the lixed backbone system that spanned Viet-
nam and which was at that ume being run under contract by the
Federal Eleane Corporatnon. From there the circuits rode the
system 1o the residual headguarters in Saigon.

The reguirement (or secure voioe communicalions was, how-
ever, another matter. I the Vietnamese commander was working
from his main headquarers, the U.S. commander could track him
without much difliculty and call in the close air support missions
as needed. The system was set up so that the commanding general
had 1o place the call and request the mission himsell. The narrow-
band voice equipment traversed the lixed backbone network 1o the
close air support center in Saigon, which called for missions from
either Thatland or Guam as aircumsiances dictated. When a Viei-
namese commander moved to the field, however, the prooess be-
came more complicated. Then the U1.S. commander had 1o stay
with him and, from whatever his location, place an immediate
secure voice call all the way o the operation center in Saigon. He
olten had 1o use wctical FM radio equipment and rely on retrans-
mitting because of long distances and errain obstacles.

Some of the most demanding secure voice communications
missions were placed on the sysiem alter the majority of U5, tacti-
cil communications units and equipment were gone, To meet this
demand, FM retransmission aircralt began [lyving almost continu-
ous missions, in the lirst and second military regions where the
mountainous terrain and enemy activity were heavily taxing the
Vietnamese forces. These U'-2] aircraft staved in continuous arbit
on station until they had 1o refuel. This technique gave the com-
manders in all four regions a secure way (o call in close air sirikes
from almaost any location.
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At this ume the First Signal Brigade, which had once boasied
over 25,000 woops, consisted mainly of a management office tha
monitored the contracior’s waning operaiion and his mainte-
pance of the backbone commumcations system. [ also monitored
the 33h Signal Baualion in Saigon, which provided minimal
communications support 1w the remaiming Miliary Assistance
Command headguariers and wo the signal units in each of the four
military regions.

Ihe final phase withdrawal was the deparnure of the regional
assistance commands themselves; the lour signal unis thar sup-
ported them were the last elements to go. About the same time, the
colors of the First Signal Brigade were oflicially retired and trans-
ferred 10 Korea.
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CHAPTER VII

Communications Security Threat

Few communications subjects can arouse more coniroversy
among professional soldiers than that of security. The argument
CENLETs On SECUrity versus responsiveness. The points under debate
usually involve the iechniques used 1o iry 1o gain some degree of
communications security, such as changing call signs and frequen-
cies and using codes for the coordinates of locations and other
critical data. To many people, the ideal solution o all but the
frequency problem would probably be a small, lightweight, dura-
ble, unclassified black box which would automatically scramble
and unscramble transmissions so that only those people with a
similar black box could understand the wransmission. The black
box was not available when US, woops were committed in
Viemam.

The security measure of changing call signs was very controver-
sial on two points. One was the confusion created by changes.
Colonel Sid Berry, the commander of the 1st Brigade, 1st Infantry
Division, from June 1966 to February 1967, spoke for many com-
manders when he said, "It simplifies communications [or units
and individuals 1o keep the same [requencies and particularly call
signs. Frequent changing of call signs confuses [riends more effec-
tively than enemies.” The other point was that new call signs fre-
quently cast a poor image or were (oo long. Although there were
many complaims about the denigrating image reflected by call
signs, one of the most vivid was provided by Licutenant Colonel
Norman E. Archibald when he recalled his 1970 experiences as
division signal officer of the 1st Cavalry Division: “The signal
battalion still had a difficult time selling call signs like ‘Supreme
Capon’ | . . . the commander said, *“What? You want evervone 1o
call my troops castrated chickens?’) . . " Brigadier General Wil-
liam S, Coleman, in 1967-68 assistant commander of the 1st Infan-
try Division, expressed both objections: “Another change than |
hated to see was the fancy call signs that the division was ordered 1o
adopt. Imagine being on the radio and saying, "Sailing Gerta Delta
One One Juliet, this 13 Mister Taboo Four Four.” Why, by the time
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vou get the call signs out, you've forgotten what you wanted 1o
SaY.

Although these and other complaints were understandable, a
communications security problem did exist in Vietnam and had o
be dealt with. Early in the war, many people apparently had as-
sumed that the enemy was unsophisticated and thar communica-
tions security did not warrant much concern. That may have been
rue when American troops [irst arrived, but the enemy guickly
adjusied.

It soon became evident that he was using poor communications
security o good advanmage: U.S. troops found their own radio
equipment when they swept enemy positions; the enemy might
disappear from a location just belore a planned U.S, anack; B-52
bomber strikes did not produce expecied resulis because the enemy
apparently anticipated them. Some plans probably leaked 10
enemy agents operating within the Vietnamese political structure
at the province and district levels, where Americans had o get
political clearance for operational areas o ensure that there was no
conllict with local defense forces. But even these suspected leaks
could not explain the problems in established free fire zones and
already authorized areas of temporary operations. There had o be
another source from which the enemy was obtaining critical in-
formation.

I'here was, On 20 December 1969 elements of the 2d Bacalion,
2d Infanury, and of the 2d Baualion, 28th Infantry, both from the
Ist Brigade, 1st Infantry Division, overran an enemy installation
abow four kilometers north of Ben Suc in the 1 Corps rone and
captured twelve enemy soldiers. They also seized an assorimen of
documents and communications equipment, including three 1.5,
Army FM radios of the AN/PR{-25/77 vaniety; one Chinese Com-
munist AM receiver, compatible with the U.S. AM radios of the
ANGRO series; seven Sony transistor radios; one Panasonic re-
ceiver; one homemade receiver; and one homemade transmitter. All
the equipment was in excellent operating condition, and the
homemade receiver and transmitter reflected a very high quality of
workmanship. With this equipment, this Viet Cong and North
Vietnamese Army radio intercept unit could monitor and exploit
virtually all nonsecure voice and manual Morse code communica-
tons amaong U5, and allied tactical wnits within receiving range.
Interrogated prisoners indicated that, along with building up
equipment, the enemy had instiued a large number of English
linguists. These linguists became an integral part of many Viet
Cong and North Vietnamese units such as the intercept unit.

UNIFIED PATENTS EXHIBIT 1021
UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC

IPR2023-00425
Page 73 of 116



66 DIVISION-LEVEL COMMUNICATIONS, 19621973

Among the captured documents were several booklets contain-
ing exiensive instructions on proper intercept technigques and
detailed analyses of the communications procedures and exploita-
ble weaknesses of U.S. and allied units. Specilic commenis were
included on the communications procedures of the 1st Infantry
Division, Ist Cavalry Division, 4th Infantry Division, 25th Infanry
Division, 11th Armored Cavalry Regiment, 5th Viemamese Divi-
sion, and the various Military Assistance Command advisory
teams, These booklets were current, lengthy, and very detailed. On
point of origin codes the instruction was, . . . they usually use
landmarks or a PO (point of onigin) lrom which they use LEFT,
RIGHT, UP and DOWN 10 designate a position.” In one journal
entry a |st Infantry Division unit message had been copied: *Pres-
ently my one six element is at CPT Coutine (actually Checkpoint
Canteen) R.6 U 2,27 The actual coordi nates were written above the
entry, That decoding poinis of origin and shackle codes appeared
frequemly throughout the journal indicated that deciphering such
codes apparently posed no major problem.

The unint also noted the imponance of obtaning information
from warning nets. By monitoring these nets the enemy could get
data on artllery and air attacks and transpon of wounded. He
could extract all imtelligence concerning the units engaged. lire
hases, landing rones, and air reconnaissance. He could also get
information that would help analyee the wrallic inercepied from
U5, infantry communications. The journal identified U5, ad-
visory and South Vietnamese unit nets as very productive for intel-
ligence data. It further noted thar the Sowuth Viemamese made moni-
wring easy because they never changed call signs or encrypied
messages. The journal gave examples of B-52 waming messages, It
instructed the monitors o be sure to get the coordinates because
they represented the box, or warget area, which had 1o be reported
for the security of their own roops.

The caprured radio intercept unit was one small weam targeted
on several American and Republic of Vietnamese units, A logical
assumption is that by 1969, when this unit was capitured, the enemy
could lield a number of such teams. This atribute of the enemy in
Viemnam must be accorded any [uture enemy; that is, his abality 1o
adjust 1o American operational technigques and w improve his
capacities. The enemy in 1969 was not what he had been. As the
situation changed, he changed.

These examples are but a lew of how the enemy used U5, com-
munications means and procedures 10 gather intelligence and 10
assist his operations. There are numerous instances on record of the
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COMMUNICATIONS SECURITY THREAT 67

enemy jamming radio [requencies and sending false messages.
These bogus ransmissions used imitation w ry o turn fires or
forces 1o an area chosen by the enemy. In one case the enemy apped
the internal telephone lines of a defensive base and diverned reserve
forces from the area where he auacked.

General Abrams, then head of the Military Assistance Come-
mand, alter examining the captured documents and being briefed
on the radio intercept weam incident, summed up his reaction:
“This work is really rather startling; the atention o detail, com-
plete accuracy, and thorough profesionalism is amasing. These
guys are reading our mail, and evervone will be informed that they
are.
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CHAPTER VIII

Security Response

In the history of strategic military operations, it has long been
public knowledge that Allied operations in the Pacilic during
World War I were indelued 1o the breaking of the Japanese ap-
erational communications codes. More recently it has been re-
vealed that the Britsh were able 1o break the strategic communica-
nons code by which Hitler received information and 1ssued
directives 1o his senior commanders. High command levels should
have and did get top priority in American attempts o safeguard
communications against similar breaches. With the men at the
tactical level not really wanting signal security gear, there was a
relatively modest attempt in the ULS. Army o develop new equip-
ment for that level unil the need became more evident,

Signal security equals a combination of people, equipment,
and systems. People participating in tactical operations have a
natural dislike for signal security measures; they prefer 1o conduct
business in the simplest, most direct manner possible, Early in
Vietnam, possible in most cases meant whatever superiors would
permit in the acucal siuaton mvolved. The people pan of the
equation did notimprove until the chain of command became con-
vineed of the need for sirict communications discipline. The con-
viction grew in proportion o informaton about the threat, and
interest and participation grew as equipment and systems im-
proved. The signal security problem was never fully resolved dur-
ing the Vietnam era despite many improvemenis and much hard
work. It was, and stll is, one of the most difficult problems
facing wctcal communicators.

Along with the need 1w communicate as rapidly and directly
as possible during combat, another [actor worked against ef-
lective communications security: a soldier in the thick of baule
feels the need for Inendly assurance, This assurance can come
from talking—to anyone else who has a radio. When this happens,
chances are that linle thought is given o what information is
actually being transmined.

Before secure voice equipment was in general use, oral com-
mumications requiring any secrecy had o be painstakingly coded
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SECLURITY RESPONSE 4

and decoded manually, Al wo often coding was circumvenited in
favor of simplicity, speed, and assurance, The tactical communi-
cator necded some tvpe of voice encryption device,

In 1965, when he was the U.S, Army, Vietnam, signal officer,
Colonel Kenneth Ring recalled that there were some eight hun-
dred KY -8 security devices in a stateside depot. These devices had
no mounting brackeis or connecting cables because their applica-
tion had not been settled. Colonel Ring requested, on behall of
LS. Army, Vietnam, that a new equipment training team be
sent to Vietnam 1o demonstrate the devices and discuss their
tactical uses; the team amrived in August 1965, From this siart, the
security device applications and improvements progressed through
some oriuous evolutions.

Voice security devices were issued o the field units in Vietnam
beginning in 1965 with the KY-8 for stationary or vehicular use;
the KY-8 was [ully distributed by the third quarter of fiscal year
1968, The KY-28 was issued for use in aircralt beginning in
19657 and ending a year later. The KY =38, for manpack or mobile
use, also was issued initally in 1967 and was fully distributed
in 1968,

The vaice security gear, like most newly developed equipment,
had its problems. The main cause of failure was heat. The KY-8
had 1o be kept in well ventilated surroundings and away [rom
direct sunlight, During a 1969 presidential visit, an overheated
KY -8 temporarily siopped secure voice communications between
I1 Field Force headguarters and Tan Son Nhut.

The 199th Light Infaniry Brigade station at Xuan Loc, inthe 11
Field Force commanding general’s secure FM voice net, con-
timually broke down, Many picces of equipment were generating
heat in a poorly ventilated bunker and causing the KY-# 1o fail.
When it was moved to a cooler location, the KY -8 operated nor-
mally. Commanders and communicators became aware that, for
reliable communications, the security equipment had 10 operate
in the coolest possible environment.

In at least one case the mgenuity of a well mentoned com-
municator backfired. First, he placed a filled Lyster (water) hag
over the KY-8 1o cool it, but the deviee still overheated. Nexi,
he removed the cover of the KY -8 1o increase ventilation, That im-
proved the operation of the KY -8 but violated security by exposing
the equipment to view and giving the enemy an opportunity 1o
intercept intelligible signals.

In a successful innovation, the 125th Signal Baualion engi-
neered and installed a secure land line 1o expedite spot reports be-
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70 MVISION-LEVEL COMMUNICATIONS, 19621973

tween the 372d Radio Relay Company and the 25th Infantry Di-
vision G-2. The battalion, operating two KY -8 in essentially a
hack-1o-back test mode, replaced the short back-1o-back cable with
spiral-four cable of the required length. This system worked with
almost no wouble and with very high quality.

During September 1968, the PRC-77 and KY-38 combination
was issued down to the infanury batalion level, providing for the
first time secure voice communications o infantry companies and
in the battalion command nets. At the company level plans and
operations could be discussed rapidly, salely, and explicitly with-
out lear of enemy detection. Field units used iwo meihods 1o offset
the weight disadvamage (over 50 pounds) of the PRC-77/KY-38
package., One was 10 use the equipment fully by having one man
carry the PRC-77 radio and another the KY -38. The second was o
move the field unit as normal, then have supporting aircralt fly in
the equipment for use in static or night defensive positions.

Iy by Bl ooff 1965, reporns on NES TOR (oode mame given narrow'-
band secure voice equipment) utilization were revealing. Many
uniis under the operational control of the 11 Field Foree were not
using their KY =38"s as much as desired. The PRC-77/KY-38 when
carried by one man, as intended, was just too heavy. Other units
reported that they needed VRC-12/KY -38 interconnecting cables.
They wanted to use the smaller KY-38in licu of the KY -8, The KY -
& was prone to overheat and ran on generated power. Power was
limited at fire support bases, and the field roops thought itunwise
to run the noisy generators atnight. The KY =38, on the other hand,
was battery powered, Acting on this feedback, Electronics Com-
mand Laboratories went into an emergency production of inter-
connecting cables for the VRC-12 and the KY-38 and by late 1969
had produced three hundred. A substitution of the KY -38 for the
KY-8 in vehicles was also agreed upon.

Omne of the most serious equipment problems in the lield was
the lack of kits and special cables for installing NFESTOR gear in
aircraft and vehicles. The installation kits and most of the cables
was a supply responsibility of the Elecironics Command. There
was a varety of kits which adapted NESTOR equipment 1o the
tactical series radios used in vehicles and aircralt. The initial sup-
ply ol kits, once they had been developed, was adequate early in
liscal year 1969, As the use and uses of the equipment increased,
however, kits and cable components became increasingly hard 1o
[ind. The so-called X-mode cable for the KY-8 was also in shornt
supply. Another aspect of the kit shortage came 10 light during the
LS. withdrawal from Vietnam. Although retrieving the NESTOR
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SECURITY RESPONSE 7l

equipment from vehicles was no problem redistributing it was
often haphazard. A similar situation existed with KY-28's in air-
cralt, principally helicopters. Losses and evacuations of aircraft
which had been [itted lor the equipment made the shortage worse,
since most of the replacement anrcralt did not come with the kits
installed.

The number of KY-28 keying devices for the NESTOR family of
equipment was adequate when units were operating in one locale;
when divisional units were dispersed (the normal practice), more
keying devices were needed. The 101st Airborne Division recom-
mended that keying devices for the KY =28 and KY =38 be supplied
as required. In July 1969, I Field Force established a common
NESTOR key list for all units operating in the 111 Corps qone. To
maintain compatibility, key changes had 1o occur simultaneously
in all umits. The time chosen for this change was midnight, ac-
tically the worst possible time because the greatest number of
enemy contacts ocourred [rom 2200 to 0200, Moreover, where
several units shared the same keving device, having to move at
might to change key settings was inconvenient and dangerous
and added to the reasons for not using the equipment. Later
the time of the daily NESTOR key change was moved to 0600,

As the use of communications security equipment increased in
Vietnam, so did the need for logistical support. A reorganization
was approved by the commanding general of U.S. Army, Vietnam,
in mid-1967. The revised structure consisted of the Communica-
tons Security Logistics Support Center, Vietnam, which func-
toned as a general support facility serving U.S. Army, Vietnam,
with six subordinate units sirategically located in the four corps
areas. The center was also assigned the mission of organizing,
training, and deploying seven contact detachments 1o augment
direct support to the combat divisions. Support began to improve,

Security eodes were another problem. The early units had not
been very conscious of communications security, and the unau-
thorized practice of using homemade commumications security
codes and shackles eventually became widespread. This dangerous
practice, which persisted throughout the conflict and which gave
users a f[alse sense of security, was probably more dangerous than
communicating in the clear. As the number of units burgeoned and
the need for comparmmenting code systems grew, ULS. Army, Viet-
nam, requested and received from the Natonal Security Agency a
whaole series of preprinted codes o cover the expansion. These
codes, while not perfect, were a great improvement in bath the
emplovment and distribution of such systems. Gening the infan-
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trvman under [ire, or the helicopaer pilot supportiing him, 1© em-
ploy the codes was another matier.

The continuing need for easier authentication and more relia-
ble means for passing limited classified wralfic led to a new develop-
ment in the later stages of the conlhict: the KAL-55B authentica-
tion wheel, or “whiz wheel,”" a circular authentication table in a
plastic covered disc. This innovation simplified communications
security measures to a level acceptable 1o most users,

Signal security, particularly in voice radio transmissions, was a
major problem area throughout the period of combat operations in
Viemnam. Army Regulation 380-40, Department of the Army Poli-
cy for Safeguarding Communirations Security Information, as-
signs responsibality for this type of security to both the commander
and the individual. All users of communications facilities were
more or less aware of their valnerability o enemy intercept, analy-
sis, and decoding, and of the need for authentication and encoding.
The gap between this knowledge and actual practice was immense,
and in Vietnam it seemed at nmes an oinsurmountable problem.
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CHAPTER IX
The Art and Process of Communicating

Communicating derives from a Latun word which carries
dual meanings of ransmining and sharing. Merely sending a
message and receiving an acknowledgment is not communica-
ting. Communication is a vital part of combar and combar is a
team job. If the combat operation goes awry, the entire unit can
sulfer. The more each individual knows and understands abouwn
other individuals' jobs, the betier will be the chances for success,
The combat communicator must do his share,

During a Vietnam era raining exercise, a stall officer wrote
a long messge which contained one shon op secret paragraph.
The rest of the message was of a lower classification. Since the clas-
sification of the message had 10 be the same as its highest ele-
ment, the entire message had 1o be encoded by hand, transmioed,
and then decoded by hand. The message reached its recipient
some forty-cight hours after it left the hands of s originator.
Had the stall officer been familiar with the communications sys-
vem supporting his panicular headquariers, he could have goten
his message through in a small fraction of that time by spliting i
The longer part of the message could have been ransmitted quick-
ly over on-line teletypewriter circuits designed 1o handle secret
traffic while the shorter, top secret, part was being encoded by
hand as a separate ransmission., The headquarters failed 10
achieve one of i1s objectives; because it was a raining exercise
no lives were lost, nor were actual tactcal operations endan-
gered.

Communicating even [ace 1o face with another individual can
be dilflicult. Sharing an understanding of the thought being
transmitted depends upon the language being used. the culiural
experience of both individuals, and the expectanons of the re-
cipient. Misunderstanding often comes from misinterpretation be-
cause the parties involved are thinking of different subjects, This
can happen in combat in a very messy way. One example was cited
by an adviser who was on a combat operation with a batialion of
the Tth Regiment, 5th Viemamese Division, near Trung Lap in
January 1965, During a fireflight with an enemy unit, the senior
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American adviser was killed and a young lieutenant had to take
his place. American gunships were called in by radio to provide fire
support. The inexpenenced adviser managed to describe the enemy
location to the pilots well enough 1o bring the first run in close o
the target, then he discussed with the pilots the adjustments neces-
sary to make the second run more effective. The adviser then
abruptly switched subjects and indicated that his column was moy-
ing out in a certain direction. The pilotws, anticipating information
about enemy actvity, apparently did not comprehend the shift in
subject and shot up the battalion column. Seven soldiers were
wounded before the gunships could be called off.

Not all ransmission mix-ups occur over the radio. Messengers
are a vital part of the communications system, and their use does
not always preclude misunderstanding. On 14 November 1965
during the la Drang Valley operations ol the Ist Cavalry Di-
vision near the Cambodian border, Company A, Tih Cavalry,
commanded by Captain Ramon A. Nadal 11, took part in an air
assault into Landing Zone X-Ray. During the lighting that {ol-
lowed, Second Lieutenant Walter . Marm of the 1st Platoon had
his hands full conducting his first big firefight as a platoon lead-
er, when a company runner came up 10 him with the message,
“The CO' hit. You're in command.” The voung officer was
stunned. For a few hectic minutes he was under the im pression that
he was commanding Company A. Then he heard Captain Nadal's
voice on the radio. The runner, in his haste o dodge enemy bullets
and 10 get the message to Marm, had neglected to pass on the
captain’s full message beginning with the smple word of !

In August 1966 a long-range patrol from the 2d Brigade,
Ist Cavalry Division, was operating near the Cambodian border
and had not had any enemy contact when Company A, Ist Bar-
talion, 5th Cavalry, air assaulied in on their location. Apparent-
ly a radio transmission from an acrial observer indicating large
groups of people a few kilometers away from the parol’s lo-
cation had come through garbled. Brigade headguarners under-
stood that the patrol was being attacked by large groups of people.
The wo units were unscrambled, and Company A was air-
lifted out 10 execute its original mission for the day, several hours
later than intended.

Cultural differences can interfere with the proper iransmission

The platson siack o clear dhe anca was stalled by deadly Tire from a machine
gun bunker among the irees. Licutenant Marm charged and silenced the enemy
posivion; be was serioasly wounded in the ageempe. For his heroic actbons, Lie-
tenani Marm was laber awarded ihe Medal of Honos,

UNIFIED PATENTS EXHIBIT 1021

UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC
IPR2023-00425

Page 82 of 116



THE ART AND PROCESS OF COMMUNICATING 75

of an idea [rom one mind 1o another, Brigadier General William
A. Knowlion, assistant division commander of the @th Infanury
Division, made the point while discussing operations in the
delta region and Vietnamese-American relationshi ps:

. Just to give you an example of differences between American cus-
ioms and Vietnamese customs that can lead 1o all kinds of problems.
The blowing of the hom in an automakile. In Vietnamese, that means,

“Don' tsweat, 'lm:yuu up ahead and | know where you are.” In .lu.rrl:ru'an
it means, “1I'm going: get out of my way because T want 1o get by you
If a Vietnamese is riding down the middle of the road on his hltrrlran:!hr
hears a horn behind him, he says, “How wonderful. He knows ['m here in
the middle of the road.” and he relaxes. The American, in wrn, says,
“He doesn't understand my message. | wold him 1o get over because |
want to go by."” There had been a total lack of communicaton in
blowing the horm, Due o this lack of communication, the resulis are
that the American runs the Vietnamese into the dich, the bicyele gets
smashed up, and the old man says, "The Americans are idions; they are
barbarians; they're crude amnd very impolite o the Vietnamese. . , .

A culwral difference need not mean a difference in nationality
or education. One noteworthy case occurred during the Vietnam
era at Fort Leonard Wood, Missouri, in screening people nomi-
nated [or the Army officer candidate program. Pressure was strong
to get every qualified candidate into the program. The screening
process consisted of an aptitude test, a unit commander’s evalua-
tion, and a board of officers’ evaluation. When a number of likely
candidates did not score high enough toqualify. a detailed inquiry
revealed that the scoring key to the evaluation form used by the
board members was faulty for about 20 percent of the questions.
The key and the form had been prepared by civilian consultanis
who apparently were not familiar with Army word usage and
attitudes. One inconsistency. for example, involved the personal
apprarance of the candidates, The term clean-cut, which maost
board members had used in describing the appearance of outstand-
ing male candidates, earned the candidate no poinits, but the term
attractive would have scored a point. The board and the candidates,
all of whom were male, just did not think in those terms. The use of
the scoring key and evaluation form had o be adjusted.

Other understanding gaps come from using colloguial lan-
guage, service Jargon, and technical verbiage. All such gaps are a
potential danger o ellective communication. Add to this danger
mechanical communications devices, distance, static, stress, con-
fusion, conflicting requirements, and the loss of visual contact.
The chances for error rapidly muliiply.
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Many of the miliary operations conducied in Vietnam were
combined operations with troops of other countries and joint
operations with the U5, Navy and Air Force. Under these condi-
tions, great care had 1o be aken to ensure that established pro-
cedures and erms were used by operations and communications
personnel 10 avoid unnecessary misundersiandings. For example,
trained communicators know that the term repeat has long been
outlawed from normal military radio usage. The reason 1s that in
both British and American artillery procedures, the werm is used 1o
order repetition of an associated (ire mission, Reguests for repeti-
tion of radio messages or parts of them must be made with say
again,

The efficiency and prolessionalism of a tactical unit can be
judged accurately by monitoring its command net, The command
net reflects the personality and character of the unit. A [rantic,
nervous unit has a frantic, nervous command net. A good unit's
command net is quiet, uncluttered, calm, and quick 1o respond.
The base station exercises [irm control over the net, palices the net,
requires legitimate users 1o use correct and efficienmt procedures,
and commands trespassers to get off the net. Operating a command
net professionally requires operators who are military profession-
als, Garbled commumcations were the exception, not the rule, in
Vietnam.
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CHAPTER X

Logistics

The supply of repair parts has long been recognized as one
ol the major problems in the maimienance program of the U.S.
Army. The volume of equipment furnished a modern army is
tremendous and the slight differences between “identical” parts
which come from being produced by different manufaciurers
add w the problem. Ordening and receiving the nght part be-
comes a precision task. Updated manuals are needed lor pans
idemtiflication, and an error in one digit on a stock number
from an outdated reference can result in the wrong part or no
parts at all. The volume and complexity of the task is mind
boggling. .

Many units in Vietnam listed acquiring spare parts as one of
their main logistical headaches, They ried different approachesto
resolve the problem. Some units iried (o beat the supply system by
having their men scour the depots 1o locate parts and major items
of equipment and requisition them on the spot. Other units, such
as the 25th Infaniry Division, wried 1o make the system work. Colo-
nel Tom Ferguson in reflecting on his expenence as the division
signal officer, stated, “We faithfully followed the Technical Man-
ual 38-750 concept atall times, and with excellen supporn from the
division support command and somewhat tenuous faith in the
Army supply system we were able to maintain our equipment.””
Some used the system and some used modilications of the system,
and both were made 1o work satisfactorily. The conscientious and
traditionally ingenious American soldier would make the system
work—even if, at imes, he had 1o bend icslighiy, Higher echelons
soon attacked the problem from their levels and instituted a num-
ber of improvements.

The closed loop suppaort system was established 1o control the
flow of critical components or assemblies 1o and from respective
commands in hope of supporting prescribed levels of equipment
readiness. Supply, retrograde, overhaul, and resupply were given
special atention to ensure that critical items were quickly over-
hauled and rebuilt and then quickly returned o the supply system.
This system allowed units to exchange critical items directly. The
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systern was genermlly successful with radar and eletypewriter
equipment but less so with radio equipment because replace-
ment items were not available for direct exchange. One innova-
tion that made the sysiem more eflicient was the “jilfy bag." a
cushioned paper bag in which small modules and components
could be shipped for repair and returned safely and quickly.

Problems in the receipu, 1ssue, and distribution of communica-
tions-electronics equipment and repair parts grew [rom the lack of
signal expertise at logistics depots. Most people who worked these
were not versed in the increasing sophistication and technical
makeup of equipment and components and the volume of commu-
nications-electronics supply.

At the division level, the primary logistical organization was
the division support command (MSCOM). With us supply and
seTvice, transportation, maintenance, and medical batalions, plus
its administration company and its headquarters company and
band, the supporn command was both a customer of the communi-
cations system and a major supporter. The supply and service,
transportation, and the maimenance banalions plaved a major role
in keeping the communications equipment operating. They sup-
plied repair paris and replacement items and maintained and
repaired equipment when the units could not.

The division signal officer had 1o mainain a close relatonship
with the commander of the support command. The success of the
communications system depended, to some extent, on the elfective-
ness of support the command provided, The suppon commands
were vital not only in division communications but also incombar,
A number of division commanders considered the suppon com-
mands so important that they assigned some of their most experi-
enced allicers 1o head them, The division commander or command
section did not always realize that the suppornt command was ulu-
mately responsible for supply and repair parts for signal equip-
ment within the division. The division signal officer frequently
had 1o resolve supply problems which were bevond his scope.,

Most of the units in Vietnam centralized their maintenance
systerns. Time and distance and the immediate tactical sitnation,
however, often dicted something bavween complete ceneraliza-
ton or decentraliztion,

Tactical units operating in Vietnam received power {or their
communications equipment from fixed plant generators, portable
generators, and bateries. Civilian contractors operated fixed gen-
erators in some of the base camps. Portable generators were used
extensively and were important in division communications. They
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were usually three-, live-, or ten-kilowatt, When air conditioning
was necessary [or the efficient operation of some communications
equipment, the ten-kilowatt aircooled generator became the work-
horse, Onginally the ten-kilowan generators were used only lor
powering signal equipment but the signal sections at base camps
and other sites had 10 provide power for many other purposes,
perimeter lights for example, On smaller landing zones, sigral
often became synonymous with the responsibility for providing all
electrical power at the location.

Commands had to emphasize maintenance il the generators
were (0 survive under heavy use. Heas, wind, and sand were con-
stant enemies, and inadequately trained and improperly super-
vised operators often compounded the maintenance problem.
Operators [requently were wained in the operation and mainte-
nance of the motor but not the generator or trained 10 operate the
systemn but not o maintain it Asa result, most units placed genera-
tors high on their list of problems,

Battenies were used in every vehicle, every generator of five kilo-
walts and above every telephone switchboard, every tacucal wele-
phone, and most actical radios. The Vietnam climate was the
higgest enemy of batieries, both wet- and drv-cell. In the heat and
humidity, the wet-cell battery reached its boiling point quickly and
stopped working. Operators had to service cables, battery boxes,
electrolyies, and connectors more [requently than normal o pro-
long battery life, Dry-cell batieries also were nod immune (rom
the Vietnam temperatures. They had to be kept ina cool, dry place.
The recommendauon that baweries be stored under refrigeration
until issued 10 the roops was not commaonly [ollowed ar the
lower levels, where any refnigerated space normally was reserved
for perishable foods and medical supplies. Dry-cell batteries were
often stored in any available container, for example a steel Conex
container which changed temperature drasacally from day o
night. This storage method gave many units baveries that op-
erated for only a fraction of the normal tme,

One of the heaviest users of the dry, zine and carbon oxide bai-
teries (BA=-386) was the AN/PRC-25/77 manpack radio employed
by most tactical units. As voice secure transmission became
more common, the usage requirements of these batteries, which
had to be used in both the radio and security device, increased sig-
nificantly. To increase dry-cell batery life, the magnesium beat-
tery (BA-4386) was developed and first used in early 1968. The
magnesium battery lasted almost twice as long as the aine and car-
bon oxide bawery and it did not have to be refrigerated. The mag-
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nesium batteries, however, generated a hvdrogen gas which in a
closed container built up and caused the baneries 1o explode and
burn. Storing the magnesiom batteries im a well ventilated area
solved this problem.

Banteries in storage were not alwavs rotated w ensure thart older
stock was used first, and some became vseless, Though the
magnesium battery was a distinct improvement and means were
developed o reduce or eliminate problems, bateries as well as
generators were high on the problem lists of most unins,

From 1965 1o the final redeployment of wetical units, num-
erouws commumications-electronics assemblages were introduced
in Vietnam o upgrade the quality and quanuy of actical come-
munications, In nuiny cases, these assemblages consisted of whole
familics of equipment designed o replace obsolete gear. The
AN/PRT-1 and PRR-9 squad radios replaced the AN/PRC-6.
The AN/PRC-25 and 77 short-range FM radios replaced the
AN/PRC-8=10, The AN/VRC-12 series FM radios replaced
the RT-66-67-68 GRC (including AN/GRC 3-8, VRO 7-10,
VRO 20-22, and VROQ 1-3 sets). And the AN/GRC-106 AM ra-
dios and teletypewriter replaced the AN /GRC-19. These four basic
systems provided commumicatons at specific levels or filled dis-
tinel needs.

The new two-picee, lightweight sqquad radio greatly increased
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the capacity ol squad communications. It consisted of a wo-
channel hand-held ransminer, the AN/PRT-4, and an ultraminia-
ture helmet-mounted receiver, the AN/PRR-9. Designed 1o pro-
vide short-range (500-1,600 meters) acucal commumcatons
in the combar areas, it replaced the hand-held receiver and trans-
mitter which was used lor communications between squad and
platoon. The new radio was considerably smaller, lighter, and
maore efficient than the older PRC-6 and could communicate with
the VRC-12 and PRC-25/77 radios as well as with the PRC-6.
It was used primarily within and between squads but could be used
by larger units for other kinds of weucal missions. The squad
radio was issued in early 1967 and by late thar vear was available
to all tactical maneuver units. Units using the new radio vaned in
their opinion of it. Most would wade it for the AN/PRC-25/77
whenever possible for greater range and reliability. They consid-
ered the squad radio most effective in relatively static situations
such as perimeter defense.

The AN/PRC-25, a short-range FM radio, was modular and
was transistorized except [or a power amplifier tube. The radio was
used in three basic conhiguratuons, manpack { PRC=25), vehicular
(VRC-53), and manpack or vehicular (GRC-125). The first PRC-
25's in Southeast Asia (mid-1965) were intended [or advisers. With
their inital distribution came the first new equipment raining
(NET) team from the Electronics Command 1o begin instruction
on the operation and maintenance of the VRC-12 and the PRC-25,

The AN/PRC-77 set was an improved version of the PRC-25,
Completely solid state design made it more reliable. It also needed
less power and could be used [or secure voice communications. The
PRC-T77 was basically a manpack radio but also could be used in
the three basic conligurations, manpack (PRC-77), manpack or
vehicular (GRC-160), and vehicular (VRC-64). The PRC-77 was
compatible with the VRC-12 and PRC-25 [amilies, with the ARC-
54 aircralt radio set and with the PRT=4 and PRR -9 sqquad radio,
The PRC-77 was organic 1o batalion-size units and was issued
through platoon level,

The radio sets AN/VRC-12 and VRC-43 through VRC-49,
commonly referred o as the AN/'VRC-12 series, were the new
vehicular radio communications equipment used extensively by
combat units. These FM radio sets replaced the AN/GRC-3 through
GROC-8 series, The new sets consisted of various combinations of
two basic components, a receiver-transmitter and an auxiliary
receiver, The receiver-transmitter came in two versions, the RT-
246 and the RT-524, The RT-246 could select one of ten (requen-

UNIFIED PATENTS EXHIBIT 1021
UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC

IPR2023-00425
Page 89 of 116



B2 MVISION-LEVEL COMMUNICATIONS, 19621973

cies preset by the operator. The operator had 1o select each frequen-
cy manually on the RT-542, which had a built-in loudspeaker in
the space occupied by push buttons on the RT-246. The RT-524
was developed primarily for use in vehicles where the operator
could reach the contral panel easily; the RT-246 was designed for
use in tracked vehicles where the operawr could not reach the
control panel. In Vietnam this equipment was olten removed from
vehicles for use in bases such as forward wactical command posts, In
most cases, major acucal unis were 1ssued the VRC-12 amaly of
radios just belore or shortly after their deplovment 1o Vietnam
during 1965 and 1966.

The high [requency communications system within a division-
al area of operations were used almost entirely for radio wletype-
writer operation. The AN/GRC-46 or the AN/VSC-1 AM radio
wletypewriter sets gave the maneuver batalions their only means
of secure printed communications. At brigade and division levels,
radio teletypewriter for the most part provided only a backup for
the multichannel secure weletypewriter circuits. The GRC-19 was
replaced in 1966-67 by the newer high (requency single sideband
radio set AN/GRC-106 with its radio teletypewriter configura-
vons, the half duplex AN/GRC-142 (AN/VSC-2) and the [ull
duplex AN/GRC-122,

The AN/MRC-69 was a frequency division multiplex radio
relay carrier terminal set which could provide tweniy-lour tele-
phone channels and twelve eletypewriter channels. Tt was nor-
mally used at division and brigade levels as a dual radio carrier
terminal providing two twelve-channel systems, The set was the
backbone {or the divisions' multichannel systems. [1 was available
in numerous equipment combinations (in addition 10 the basic
MRC-69) such as the single terminal MRC-73, the welegraph-
telephone terminal MCC-6, and the radio repeater MRC-54.

The airmobile and airborne divisions needed a lighter, more
mobile system. With the organization of the 1st Air Cavalry Di-
vision, a wrend toward lighter systems began and resulted in the
MROC-111 and MRC-112. Although they could be ransported by
helicopter easily, they provided only four channels, These
were followed by the AN/GRC-163, a lightweight, four-channel,
single terminal radio consisting of the VRC=47 and a multiplexer
(TCC-70). The GRC-163 had a communications planning range
of fifty miles and provided muliichannel communicatons be-
tween brigade and baualion where wire lines were not actically
feasible. The GRC-163 was designed for use in airmobile opera-
tons and was compatible with the VRC-12 and PRC-25 series of
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radios. Unlike the larger, heavier MRC-68 and MRC-112, the
set was small enough to be airliflted in assault helicopters. Kits were
also available for installing it in a quarter-ton wruck or trailer.
GRC-168"s were first shipped to Vietnam in January 1968 and
were accompanied by a two-man training team [rom the Elec-
tronics Command. Another four-man team was sent (o Vietnam in
August 1968 1o train personnel of the 1st, 4th, and 9th Divisions
o install, operate, and mainain the set,
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CHAPTER XI

Administration

Admimistration at the division level in Vietnam ineloded a wide
range of activities in the area of combat service support. Finance,
persomnel, casualty repornting, information, postal, legal, chap-
lain, special services, inspector general, and adjutam general
'.HJFIII-IIIH"'-I.II\I.' I.'I-".'Illl.'ﬂl'l WETE @uslomiers ol th-l.‘ {flllllnlllliiﬂliljll‘l
SYSLETT.

Few things can lower a soldier’s morale fasier than errors in
his pay. Accurate pay in Vietnam depended on accurate data and
rapid notilication of adjustments. For soldiers assigned 1o lonely
radio relay stations or 10 maneuver banalions and their support-
ing elements, geting o the linance office 10 check out a pay
discrepancy or to make a change was not easy, Adminisirative per-
sonnel had to rely on the communications svstem (o assist the
soldier with his pay problems. The radio, wletypewriter, and
telephone provided the means for them o initiate and monitor the
field soldier's paper work.

Divisional linance organizatons included a main offlice at the
division headguarters and branch offices with major subordinate
units at dilferent locations. The main offlice had 1© stay in
close contact with these dispersed branches (o safeguard funds,
maintain efficient service, and keep accurate records, Finance
oflices provided forward service teams to maneuver units on pay-
davs or at processing points. Their lunctions anged from recerv-
ing payv inguiries (o providing pavrolls o authorized (class A)
agenis. The responsibilities involved in distributing millions of
dollars in military payment certiflicates each month and in
accurately maintaining from ten thousand 1o thirty thousand pay
records made elfective coordination a must. Communications,
primarily by telephone and teletypewriter, were vital in the co-
ordination and efficient operation of the divisional and separate
brigade finance offices.

Some customers of the communications svstem had sporadic
massive calls for coordination. One of these was the finance of -
fice on “Ceday,” or conversion day, when one color-coded mili-
tary payment certilicate series changed 10 another, a measure
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to help control counterfeiting and black-marketing. Such con-
versions were well planned and were detailed in standing op-
erating procedures, but the plans did not adequarely provide (or
the large increase in communications support recuired o carry
them out efficiently.

During 1971, the joint uniform military pay sysiem ( JUMPS)
was implemented throughow Viemam. This system for paying
military personnel was centralized and completely automaned.
The heant of the operation was ar the U.S. Army Finance and
Accountung Center at Fort Benjamin Harmison, Indiana. Pay-
related data from units all over the world, including Vietnam,
were [ed into the center over high quality circuits of the automaric
digital network (AUTODIN). In Vietnam, however, network
terminals were not located near all the finance offices. Where no
such terminal was nearby, the [inance office had 1o get is data 1o
a terminal by messenger. The tactical communications system
could not provide the high quality arcuits needed to extend the
network into the divisional areas.

A NMood of questons from [ield unis and clarifications [rom
higher headquarters came inevitably as the new comprehensive
pay sysitem started. During the early stages of implementation in
Vietnam, maost of the inance offices there telephoned the Finance
and Accounting Center in Indiana daily, asking questions about
implementing and coordinating the new systemn and receiving
answers 0 the preceding day's questions. Considering the ever
present possibility of a telephone preemption, this approach
worked remarkably well. The first pavday under the system had
produced a considerable number of disgruniled soldiers, The story
went the rounds in Vietnam that General Abrams called in the
Military Assistance Command finance officer for a report on the
situation. Brushing aside some optimistuc [orecasts, General
Abrams reportedly said, 1 want every eflort made 1o see that the
troops get paid. . . . and then see if you can get me paid 100.™
Hard work and busy phone lines got rid of the bugs.

By the ume of the Vietnam war, the Amencan public had be-
come accustomed o rapid worldwide communications, The peo-
ple back home expected to hear within a mauer of hours il a rela-
tive or loved one had become a battle casualty, Procedures and
communications support had o be established to meet thar ex-
pectation. The situation was complicated by air evacuation of
wounded and dead. A casualty could be evacuated by helicopter in
minutes rom the batlefield 1o a hospital and then, in some cases,
by plane in hours back 1o the Siates, The additional distress and
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shock to parents if the body of their son should arrive in the United
States hefore they were notified had w be avoided. Some units
established separate circuits reserved solely for casualty reporting.
It was and will remain a top priority administrative requirement
upon the communications systemn, especially during periods of
heavy combal.

Another major customer of the communications sysiem was
the division G-1 or adjutant general, who camied out personnel
and administrative funciions. His calls o coordinate matters with
higher and lower headquarters made up a major portion of the
telephone traffic load, although he also used messengers, couriers,
and the radio teletypewriter. The personnel work load in Vietnam
was greater than the normal, both because of awards, decorations,
casualty reporting, and rest and recuperation leaves auributable
o combat and because of deliberate cross-transfers 10 avoid mass
rotational losses that would cripple a specilic unit. Such transfers
were necessitated by the lixed tour and by the group armivals of
members of iIncoming units.

The phase-down created more personnel and communications
work, Not only did men from units being closed out have to be
shifted 1o other units, but most units red wassign each individual
to the major unit of his choice. The elephone service, the local
lines and the long lines, received both praise and criticism during
the buildup and phase-down in Vietnam. In spite of some short-
comings, it more than adequately responded to the needs of the
divisions,

One development in management practices was beginning o
have some influence on the communications system during
the Vietnam war but did not reach the impact that it will have
on a future conflict il the wend continues. That development
was the increased use of business machines and computers o
assist in the support of combat operations. In Vietnam, busi-
ness machines such as the Natnonal Cash Register Model 500 were
used for stock and inventory work in logistics, and the Univac
Model 1005 was used in personnel and finance. The divisional
communications system was not able 1o extend the high gquality
circuits needed for the joint uniform military pay system, but
future use of speedy data processors or their replacements may
mean that the division will have o provide the circuits.
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CHAPTER XII

The Training Base

Il the military organizations are to survive for long on the
field of banle, they must be constantly strengthened by trained
men 1o replace those lost through rotation, promotion, sickness, or
battle. Both in quantity and quality, the U.S. Army uaining estab-
lishment measured up to the Vietnam war expansion and the
demand for trained replacements. To this end, many training
courses had to be run on three shilts, around the clock. Skilled
military instructors were assigned first to the classroom, then 1o
Viemam, then to the classroom again, Many worked notonly their
full duty shilts but also added hours repairing equipment and
doing other work which helped ensure that the training program
would go on. At a number aof communications training installa-
tions, civilian stafl members and civilian instructors also played a
crucial part in the herculean task of meeting the demands for
rained echnicians. Their corresponding stability, expertise, and
dedication often made the difference between success and [ailure
when the milivary stalf was riddled by overseas levies. Together, the
civilian and military teams got the job done,

Before the Vietnam war, training in the technical services
such as the Signal Corps had been the responsibility of the chief
of the service concerned. The chiel signal olficer had under his
command the Signal Training Command at Fort Monmouth, New
Jerseyv, which directed all Signal Corps field raining activities,
including the Signal School at Fort Monmouth, the Signal Train-
ing Center at Fort Gordon, Georgia, and the Training Command
Detachment at Fort Bliss, Texas, He also held responsibilities [or
signal research and development and for signal supply and pro-
curement.

Shortly after assuming his duties in 1961, Secretary of Defense
Robert 5, McNamara directed a number of special studies aimed at
improving management practices within the Department of De-
fense. One of these special studies was Project 80, “Study ol the
Functions, Organization and Procedures of the Department of the
Army.” The study was made by a hand-picked sk force of military

UNIFIED PATENTS EXHIBIT 1021
UNIFIED PATENTS, LLC v. DYNAPASS IP HOLDINGS LLC

IPR2023-00425
Page 95 of 116



88 DIVISION-LEVEL COMMUNICATIONS, 19621973

men and civilians headed by deputy compiraller of the Army Leon-
ard W. Hoelscher. The study began on 17 February 1961 upon the
approval of the study plan by Army Chiel of Swaffl General George
H. Decker. As the Hoelscher committee neared completion of its
report, representatives of the deputy chiel of stalf for logistics raised
strong objections (o some features. Brigadier General James M. Hlig
and Dr. Wilfred J. Garvin ook particular exception to the techni-
cal service chiels’ losing their responsibilities for the technical
wraining and career management of their personnel. They expressed
the view that combat arms agencies such as the Contnental Army
Command and the Office of Personne] Operations could not pro-
duce the kind of skilled technicians required in an era of rapid
technological change for service throughout the Army and Depart-
ment of Defense,

The Hoelscher commites submited s report in October 1961
and was dishanded except (or a small residual stall. General Decker
appointed a general stall committee under Lieutenant General
David W. Traub, Comptroller of the Army, 1o study the Hoelscher
committee report and recommend what actions the Army should
mke. The Traub committee supported the recommendation that
technical raining be transferred 10 the Continental Army Com-
mand.

Secretary McNamara pushed for action. At an B December
1961 meeting with the Army technical services chiel, he asked for
their views on the broad aspects of the reorganization plan. Chiel
Signal Officer Major General Ralph T. Nelson concurred in the
recommended changes.

On 16 January 1962, President Kennedy sent the rearganimtion
recommendations of Secretary McNamara 1o Congress, Under the
provisions of the McCormick-Curtis amendment 1o the Defense
Reorganization Act of 1958, the proposals went into effect on
17 February 1962 when Congress failed o exercise its right 1o ob-
ject within thirty days. Secretary MecNamara pushed implemen-
tation. On | August 1962 the chief signal officer was placed
under the general stall supervision of the deputy chief of stafl for
operations. The Signal Corps part of the reorganization was
completed on 28 February 1964 when the chief signal officer was
divested of his remaining field activities and was integrated into
the staff of the deputy chief of staff for operations as Chiel, Com-
munications-Electronics, under the provisions of Department
of the Army General Order 28,

The U.S. combat supporn phase of the Vietnam war began in
late 196] and the combat phase in mid-1965. Between these iwo
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crucial dates, direct responsibility for the waining of Signal
Corps technicians was wransferred from the chief signal officer 1o
the commander of the Continental Army Command; the procure-
ment and distribution of Signal Corps equipment was trans-
ferred from the chief signal oflicer to the commander of the
new Army Materiel Command; and the responsibilities for rain-
ing publications and technical publications were transferred 10
the new Combat Developments Command and Army Materiel
Command, respectively.

Amaong the many schools run by the Continental Army Com-
mand were schools representing most of the branches of the Army
with the exception of those schools in the medical, legal, and in-
telligence fields which were the responsibilities of the appropriate
Department of the Army stall members. The schools most closely
associated with divisional communications were the Southeastern
Signal School at Fort Gordon, Georgia; the Signal School at Fort
Monmouth, New Jersey; the Field Arnllery School at Fort Sall,
Oklahoma; the Armor School at Fort Knox, Kentucky; and the
Infaniry School at Fort Benning, Georgia. All others, including the
higher level staff colleges and senior service schools, had an in-
terest in the quality and utilization of the product but little
part in its development.

The effectiveness ol divisional communications depended heay-
ily on the skills and dedication of the enlisted technicians who in-
stalled and manned the systems that carmied the voice of command.
The Southeastern Signal School at Fort Gordon generally aught
mast of those enlisted military occupational specialties that fell in
the tactical area while the Signal School at Fort Monmouth aught
the strategic and fixed stations skills. (See Appendix 4.) Com-
munications training also weni on at a number ol Army train-
ing centers. For example, training in military occupational spe-
cialty 05B, radio telephone operator, was conducted under the
doctrinal monitorship or proponency of the Southeastern Signal
School at Font Dix, New Jersey; Fort Jackson, South Carolina;
Fort Knox, Kentucky; Fort Huachuca, Arizona; and Fort Ord, Cali-
fornia. Training in other heavy volume military occupational spe-
cialues was conducted under Southeastern Signal School
proponency at Fort Polk, Louisiana; Fort Leonard Wood, Mis-
souri; Fort Dix; Fort Jackson; Fort Huachuea; and Fort Ord.

When the Vietnam war began, an expanding Army increased its
divisional requirements. The raining load doubled. In 1962 the
Southeastern Signal School graduated 16,643 wactical communica-
tors; in 1967 1t graduated 42.901. Warume training under the
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ground rules that were in elfect became a mammoth rask.

Some of those rules established for the Vietnam war were 1o
have a distinet impact on the training establishment and differed
from those existing in previous wars. Some of these ground rules
were imposed on the Army and some were, at least parually, self-
irmposed,

In World War 11, the dralt period was “lor the duration plus
six months.” For the Vietnam war, it was for two yvears. This
ground rule for the Vietnam war further aggravated the training
problem because the non-Regular Army personnel who developed
experience in a combat our did not have enough time left in the
service oo man other units or o act as instructors. Nor could a
draftee be sent 1o a unit ouside the combat area for any lengthy
period of on-the-job seasoning aflter his school raining and
still have time left for a Vietnam wour. The raining establishment
had to train people to fill both requirements, combat and non-
combat. The twelve-month Vietnam tour, coupled with the loss
rate for all other causes, meant a heavy personnel turnover. This, in
wrn, meant a quantity requirement against the waining estab-
lishment, especially when the Army was expanding rapidly to meet
ever-rising strength levels in Vietnam.

Expenenced communications personnel who could be used as
instructors were in short supply. This understrength was further
aggravated by a ground rule which authorized some instructors o
be absent for hall of each raining day 1o atiend civilian job train-
ing under Project Transition. This well-intentioned project was
apen o servicemen within six months of the expiration of their
term of service and was designed to provide a more orderly transi-
tion into the civilian job market. The wp priority sk of training
communicators for the battlelicld was degraded by the loss of these
experienced instructors. In 1968 the Southeastern Signal School
estimated that over a hundred thousand hours had been lost o
Project Transition at a time when such a loss could be ill afforded.

The presidential decision not tocall up any signilicant number
ol reserve component elements or individuals posed a number of
problems. The impact on the training establishmeni was feli pri-
marily in the junior officer and noncommissioned oflicer areas.
Both the instructor corps and the studem support units needed
mare junior officers and noncommissioned officers of maturity
and experience. The ground rules precluded looking to the reserve
components for assistance.

Another problem was the lack of an adequate ground rule for
the distribution of new equipment. For the training base 1o develop
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operators and repairmen, it must get a proper portion of the early
production of new items of equipment 1o use for raining. All 100
often the raining base had w fight tooth and nail for what should
have been recognized as a normal requirement. Similarly, when
new items of equipment come into the inventory 1o replace older
maodels, the changeover frequently takes many years. Economic
considerations concerming maintaining production lines, stretch-
ing out costs over a number of fiscal years, and getting the most for
the dollar by using the old equipment longer in lower priority
units have a degree of validity. In the training establishment, these
ground rules frequently resulted in having to instruct on more than
one generation of equipment at the same time or in instructing
students on a generaton of equipment different from that which
their unit of assignment would have, In equipment changeover,
the ground rules on timing were [requently governed more by
fiscal considerations rather than by training and operational
needs, Studemt deferment was another of the ground rules that
allected the training base. he existence of a Lirge college popula-
tion meant that the input 1o the armed forces as a whole was nota
irpe croas-section of the walent which could have been available,
Subtract from the available input those volunteers accepied by the
Air Farce, the Navy, and the reserve componenis, and a qualiiy
prablem starts to appear. In training technicians for the communi-
cations field, the quality of input matters.

The personnel systemn managers at Depariment of the Army
level mainained a strong emphasis on limiting the number of
military occupational specialties and related special skill or rain-
ing identifiers. This policy led to problems, especially in the com-
munications field. The raining base would provide specialized
training of individuals 1o meet baulefield requirements, only 10
have the individual end up in the wrong location. The personnel
systemn could not identily the individuals well enough to get them
to where the need existed. This difficulty was noted by the Conti-
nental Army Command Training Liaison Team which visited
Vietnam in August-September 1967, Colonel Edward E. Moran,
the signal representative on one of the early liaison teams, stated in
his wrip report that procedure was required whereby individuals
who received specialized post-military occupational specialty
functional training could be identified in Vietnam and be assigned
to units requiring those specialized skills. Instances were noted
where jobs requinng specialized training were filled by untrained
personnel, while rained individuals were assigned elsewhere.

Shortly after the combat phase of the Vietnam war began, liai-
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son between Continental Army Command schools and battlefield
elements was established by a number of methods. One was visits
by the training liaison teams. Colonel Moran's wrip report stated
that the purposes of his trip and its overall objectives were 1o estab-
lish a responsive system of feedback data from the field o responsi-
ble schools, determine the quality of and specific deficiencies found
in school graduates, ascertain potential problem areas, and gather
data which would be directly applicable 1o courses of instruction,

Liaison visits were as effective as the power of observation and
analysis of the team members, the effort expended, and the coopera-
ton of the host command, Colonel Moran's summary comments
reflect the elfectiveness of this early liaison visit

Colonel Moran's team lound that Continental Army Command
Signal School graduates performed well in Vietnam. The speed
with which they became fully effective on the job depended directly
upon their raining on specific equipment makes and models in
use in Vietnam, the extent 1o which their raining was systems
oriented, and the length of tme between completion of schooling
and reporting o unit assignments in Vietnam. In the great majori-
ty of cases one week or less of on-the-job training was sufficient.

The wypes and items of equipment used in Vietnam in some
cases had been phased out of school courses in favor of newer
equipment, Colonel Moran recommended that older equipment be
reinstated in pertinent courses until its use had been discontinued
in Vietnam. In other instances, greater emphasis should have been
placed on specific aspects of raining 1o increase early elfectiveness
on the job,

Communications systems training should be emphasized,
Colonel Moran found, and the requirement o fight as infanury as
well as perform as wechnicians should be impressed upon the signal
school student during raining.

The team found signal units generally up o authorized person-
nel strength, although critical shortages existed in a number of
specific military occupational specialties. In many instances,
school graduates with post-military eccupational specialty gradu-
ation [unctional training were not assigned 1o units requiring the
training. Cable splicer, 36E, school graduates were not available on
requisition. A course in Vietnam was necessary to fill this need.

In many instances, Colonel Moran found, slow supply response
o emergency (“Red Ball™) repair parts requisitions delayed the
repair of critically needed communications equipment.

The team thought the U.S. Army, Vietnam, headquarters bi-
monthly publication, “Command Communications,” established
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in September 1966, was an effective organ for feedback on commu-
nications experience,

Certain revisions or changes in emphasis of school courses were
indicated. For example, the fixed station technical controller, 321D,
needed 1o be rained in specific facility control operations as per-
formed in Vietnam. Particularly important were circuit standards,
equipment interfacing, local operation procedures, restoring
circuitry, and operation of the AN/MRQ-73. Communications
center specialist, 72B, training required greater emphasis upon
perforated tape reading, message transmission rather than recep-
tnon, message format, and classified material accounting.

* Another liaison channel was initated on 22 August 1967 by
Brigadier Geneial William M. Van Harlingen when he wrote 1o
Major General Walter B. Richardson, the commander of the 11,5,
Amy Training Center and Fort Gordon, General Van Harlingen
stated that since arriving in Vietnam he had felt a need for exchang-
ing information with the Southeastern Signal Corps School, from
his viewpoint both as the 1st Signal Brigade commander and as the
assistant chiel of staff [or communications-electronics for U8,
Army, Vietnam. He had some unusual problems in training be-
cause of the environment and because of much new equipment
being put 1o its first large-scale use. On bath counts General Van
Harlingen suggested an informal monthly inlormation exchange
with the school. General Richardson enthusiastically endorsed the
recommendation,

As this liaison grew, detailed reports from the banle area came
to the school and equally detailed replies returned. Ina 13 Ociober
1967 lener, General Van Harlingen discussed difficulties in main-
taining the AN /GRC- 106 radios. The deadline rate increased from
14.43 percent for the January-June period o 16.6 percent for the
June-September period. A shortage of repair parts contributed 1o
approximately 50 percent of that ratwe during the first period but 1o
less than 5 percent in the second period. The shorage of qualified
single sideband radio repairmen was most critical ar thar time,
General Van Harlingen semt a technical assistance team from
General Dynamics to the field o survey the tmining problem, give
remedial operator and maintenance raining, and observe repair
shop procedure. The team would also give command staflf orienta-
tion and evaluate the effectiveness of the new equipment training
team and the wtilization of repairmen wained by the 1eam. He
hoped also 10 receive an interim report on Ist Logistics Command
repair facilities before 15 October and to include it in his next leter.
In early September a member of General Van Harlingen's staff
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attended a Distribution and Allocation Commiter meeting at the
office of the Army deputy chief of siaff for logistics. At that meet-
ing, representatives supported a recommendation o divert two
hundred AN/GRC-106"s plus a few AN/GRC=142"s and 1225 and
AN/VSC-35 10 Continental Army Command for immediate dis-
iribution 1o the schools. The hope was that this equipment would
improve both operator and maintenance training.

In his reply on 26 October 1967, General Richardson indicated
that the Signal School at Fort Gordon recognized the difficulty in
maintaining the radio set AN/GRC- 106, There was a high dead-
line rate {or the wraining equipment; of the twenty-two £ on
hand, only eleven were working. To compensate, Continental
Army Command had allocated thirty more sets for the school from
current production runs. This action supported his view thatif the
Signal School was to provide trained, qualified men [or new equip-
ment, it must receive its training allocation from early production
Tuns.

In another letter on 15 May 1968, General Van Harlingen noted
that a Comtinental Army Command liaison team had recemtly
completed its quarterly visit to Vietnam. Colonel Theodore F.
Schweitzer, the director of instruction at the U.S. Army Signal
Center and School at Fort Monmouth, was the signal represenia-
nve on the team. The team visited Military Assistance Command,
his headquarters, each field force, five divisions, two separate in-
[anwry brigades, and the 1st Signal Brigade and several of is units
throughout the command. Colonel Schweitzer met and discussed
signal training with commanders, stafls, and enlisted communica-
tions specialisis in all these organizatons. He made the lollowing
general observations: Enlisted and officer stndents did not receive
sufficienmt instruction on the Army Equipment Records System
(TAERS). Students being tramned on communications equipment
normally mounted on a vehicle with a power generator as a part of
the wotal package should receive raining in st echelon mainte-
nance of the vehicle, railer. and power generator. Maintenance
personnel in general were well trained in circuitry, in reading sche-
matics, and in repairing equipment once the fault was found, but
they should be beer trained to identify and isolate rouble. There
was a lag in receipt of rained operators and maintenance person-
nel for new equipment being introduced into Vietnam, but South-
east Asia Signal Schoal was raining selected cadre personnel from
units already in the country. Carrier wave, Maorse code, was not
being used in any unit contacted, so continuing raining in Morse
code [or the 058 and 05C should be studied to determine il it could
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be eliminated. Communications officers ( MOS 0200) were particu-
larly well trained to perform the communications flunctions within
the combat battalions, but they were also required in most cases 1o
perform as duty officers in the batalion tactical operations centers
and were not trained in that area.

Colone]l Schweitzer found the most frequent complaint aboun
newly arrived radio relay and carrier avendants (MOS 51M) was
that their school training barely prepared them for the job in Viet-
nam. They were weak in knowledge of erecting and connecting the
antenna; many indicated that training in antéenna erection con-
sisted of observing demonsirations. Personnel also needed training
on the new AACOMS pulse code modulaved (PCM) equipment and
in the mainenance of the vehicles and generators associated wath
radio relay equipment,

Colone] Schweitzer noted several defliciencies in the training of
radio teletypewriter operators (MOS 05C). Personnel arriving in
Vietnam lacked knowledge in the lundamenials of HF operation.
They were unfamiliar with space diversity operation, and their
knowledge of antennas was generally poor. Most needed additional
training on the KW -7 security equipment,

Colonel Schweitzer concluded that with these exceptions the
raining of communications personnel appeared 1o be satisfactory
for operations in Vietnam. General Van Harlingen agreed with the
abservations and recommendations. This comprehensive report of
the Continental Army Command liaison team was studied in depth
at the Signal School, The schoal was already aware of a number of
the problem areas and had made progress toward eliminating
them.

Troubleshoming by maintenance personnel was considered the
most important aspect of all maintenance raiming. The rend was
toward less theory and more taining with the actual equipment 1o
be used on the job. Evaluations during training were planned 1o
determine any deliciencies. The lag in the arrival of operators and
maintenance personnel trained for new equipment continued o be
a problem and was constantly addressed by the school. Training on
pulse code modulated equipment appeared (o be the major area of
concern. The school’s main problem in this area was the lack or the
kate receipt of sufficient quantities of new equipment 1o conduct
adequate training. As a part of the effon o do everything possible
to relieve that problem and 10 provide the $1M course the mini-
mum equipment required, the school consolidated the POM
equipment available in that course.

Liaison by correspondence continued periodically for several
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years, Further liaison came by way of senior members of the Signal
Corps who spoke 1o graduating officer classes at the Southeastern
Signal School. These occasions provided excellent opportunines
[or personal exchanges of views with the school stalf on raining
problems related 1o tactical communications and [requently re-
sulted in further discussions by correspondence.

Major General William B. Laua, commander of the U5, Army
Electronics Command, visited Fort Gordon as a graduation speak-
er and examined the raining being conducted, He later indicated
o Colonel Moran that training for the radio relay specialist, 31M,
was lacking in three respects. The course was oo short, even
though it had been increased [rom twelve 1o lourteen weeks. Too
much time was lost in the three-week traiming on pulse code modu-
lated equipment and the losses from three-shilt operation. The
practical work was conducted on a parade ground and did not give
the necessary training (or field conditions. General Laua recom-
mended a two-week period in the [ield. System raining was a
necessity for the radio relay specialist. On-the-job raining was
cited by General Lana as essential “to polish previously attained
knowledge and skills.” It was not accepuable 1o prepare men only as
apprentices for urther wraining in their units,

Many other means were used o make school raining as rele-
vant as possible. The rotation of enlisted instructors between com-
bat duty and classroom duty provided realism. Incorporation of
lessons learned and other operational reports from Vietnam into
the training program was pushed. Exit interviews made by Viet-
nam veterans upon completing their tours were analyzed for their
contribution. Major Clark Jonathan Bailey 11, signal officer of the
I 1th Armored Cavalry Regiment, pointed out in his interview that
he, the regimental officers, and the noncommissioned afficers all
felt that the military occupational specialty training was not ade-
quate. He specilically cited the radio mechanic/radio repairman,
MOS 31R, and the radio eletypewriter operator, 05C. Men in these
specialiies were trained o repair components but they did not
understand nor could they analyee communications systems.
Major Bailey also noted that they did not seem 10 understand the
basic principles of how to overcome adverse communications
conditions and made little effort 1o correct problems before calling
for a repairman.

Within the limitations of their funds, equipment, instructors,
and facilities, the schools and training centers ried 1o respond 1o
the field. One limitation on their ability to respond was a 10 per-
cent restriction on changes in course content. Any greater change
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BRY T v A

BraxT HALL, mree home of apionics maintenance courses afl Forl
frordom

reqquired Conunental Army Command approval. The ume re-
quired 10 process change requests and the questionable technical
capability of the command to evaluate them provided difficulues
for the schools, Another source of conflict in the repair Lield was
with the Army Mateniel Command over the adequacy and tmel-
ness of technical manuals, Some of these difficulties could possibly
be auributed o the newness of the responsibilities assigned by the
Project B0 reorganization, but improvement in these areas re-
mained a high prioriy from the viewpoint of the schools through-
ol the wan

Om 12 Seprember 1960, Conunental Army Command 1ssued a
letter, “Policy Guidance—Electronics Training.” This letter
presented a training formula that applied primarily o the repan
field. In thas formula the available nme (for enlistmenis and rain-
ing) and the average apiiiude of tramees were, [or the moment,
constanis; the method of raiming was the only variable to manipu-
late. The letter went on to give specific Department of Defense
guidance and objectives, but what it all added up 10 was a major
challenge to the traiming establishmenis, Through the dedicaton
of many imdividuals, the traiming establishment overcame limia-
tons in the areas of equipment, personnel, lacihioes, and funds o
meet and support the Vietnam war requirements.

One view of the lessons which should have been learned by the
raining establishment from these expenences is summed up in the
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following statement made by a senior officer who served at one of
the signal schools during the Vietnam war period:

From the viewpoint of a service school official, my priority list for three
changes 1o improve on Vietnam War school experiences would be:

1. Higher Training #uiE:Eml Prionty : Early and adequate issuance of
equipment 15 essential 1o “hands on™ equipment oriented operator and
TEPALE COLITSEs,

2. Greater Course Revision Authority: During time of war, the service
school commandant must have greater responsibility for the adequacy of
his instruction and greater authority o change it I would propose 20%
authority in course length and 40% authornity in course content,

: In time of war, there are few
statesacle mussions higher in real priority than thatof preparning troops lor
combat, Upon completing their comban duty, wp performers from the
combat rone must be brought back to the school system where their influ-
ence can be magnified.
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CHAFPTER XIII

Combat Communications in Retrospect

There is much 1o learn [rom the wen yvears in Vietnam. The
always constrained nature of the war affected wactical communica-
tions in many ways. In World War I1, four years when the techno-
logical might of the United States was [ully commited to the
conflict, unbelievable advances were made in every hield. Radar
progressed from infancy o a decisive weapon, Propelier aircralt
gave way (o jet aircralt, Radios were rapidly designed 1o keep pace
with the armored and mechanized divisions that ultimately won
the hattle in Europe. Hiroshima and Nagasaki marked the dawn of
nuclear war.

In Vietnam, over a time span more than twice that of World
War 11, there was no matching technological progress in commu-
nications-electronics equipment. Perhaps the nature of the war
itsell militated against it. Perhaps the war's not being considered
one of national survival stifled the motivation of the technological
hase. Riverine operations in the Mekong Delta and the incursion
into Cambodia in 1970 taxed the ingenuity and skill of the w@ctical
communicators o the limit and they responded admirably, with
the same equipment doing the same job that it did in 1963, Some
progress was made with single sideband operation of newer high
[requency radios, and a degree of voice security was finally pro-
vided for FM radios. But telephone switchboards remained slow
and unsecured. The promise of tctical satellite termanals that
could free U.S. troops (rom the constrictions of termmain never mate-
rialized. Heliborne command and control consoles were sull
scarce, mainly “jury-nig"™ affairs which never achieved a standard
configuration because it seemed evervone wanited something justa
little bit different. Crypro keying of what few security devices there
were became a logistic, mammienance, and operational nighimare.
Preparation and wransmission of situation and intelligence reports
were 5o cumbersome and tme consuming that messengers were
often used instead of electrical means, Inshort, it was more a wai of
individual improvisaton than of equipment modernization, at
least for the actical communicator. Yet, so handicapped, he did
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well, genting more mileage from what he had than the designers
ever thought possible and seldom if ever causing an operation o
fail because ol a lack ol communications.

The scope of the improvisations was ceriainly driven by the
constantly changing character of the conflict and the varied envi-
ronments in which it was waged. Major combat units were organ-
ired in Vietnam. Some Army units were atached o Marine uniis;
others found themselves committed full time to what could only be
described as semiamphibious operations in the Mekong Delia.
Divisions were given tactical areas of responsibility exceeding
anything in their past experience. These departures (rom conven-
tional ways of doing things were orchestrated over the full gamut of
werrain and chimatic conditions that characiernised Souih Vietnam.

Another major [actor which reflected in the individual imina-
tive shown by the tactical communicators was the peculiar struc-
ture of the combat z2one owside of the division wactical areas of
responsibility. There were never any corps in the doctrinal sense of
the word nor a [ield army that could be identfied as such. When the
division signal baualion looked 1o the rear (and the rear, 1self, was
sometimes pretty hard o find ) itsaw the muluchannel systems and
equipment of the First Signal Brigade. The brigade networks
normally did not link the divisions ta the field lorce headquarters,
the closest thing 1o a corps headguarters in Vietnam, but generally
to either U.S. Army, Vietnam, or Military Assistance Command
headquarters in Saigon. In almost every division, in [act, elements
ol the First Signal Brigade were meshed with the baualions because
the division signal banalion by isell was often unable to handle
the large area that the division had been assigned. It is litle won-
der, then, that multichannel improvisations in the 9th Division in
the delta varied greatly from those employed by the 1st Cavalry
Division in the highlands. Each major combat unit had its own
story to tell.

The workhorse of wmctical communications in Vietnam was,
without question, the FM radio—backpack, vehicular, and air-
borne, Il the FM nets [ailed, the banle had o be fought with re-
duced command and control, a not impossible @ask bun risky an
best. But, because of limited security devices which were hard to key
and maintain, it was hard 1o make evervone radio security con-
scious, and the North Vietnamese, as General Abrams putit, “read
our mail” far oo often. In the closing davs of conflict, alver U1.5.
combat forces had been withdrawn, the FM secure radios were still
calling in B-52 strikes. These radios often provided the only link
berween the air operations center at Military Assistance Command
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headquarters and the beleaguered military disirict where their
lethal efficiency was so sorely needed.

Communications combat narratives consistently reflect the
struggle between the FM radio operator and his unfriendly envi-
ronment. [t seemned always that the irees were too high, the ground
was too [lat, the [requencies were too few, or the congestion was 1oo
great. But somehow he would make the FM radio work in spite of
these obstacles, it seems almost incongruous that, recogmzing the
imporance of FM, a reliable radio wire integration system (RWT)
was not developed and fielded during the long war years. The need
was great enough and the technological base was sound enough.
Commanders at division and brigade level probably spent more
time in the air in Vietnam than they did on the ground, and signal
oflicers were constantly agonizing over ways of keeping them in
touch with subordinate units and staffs when they were airborne. It
seemed every major combat unit ended up with its own way of
doing this, and some did not succeed in doing itatall. Throughow
the whaole conllict, most radio wire integration was accome-
plished by an SB-22 switchboard married toa black box that linked
the FM radio and the switchboard so the radio call could be ex-
tended 1o the approprine elephone subscriber. The radio wine
integration operator manipulated this Rube Goldberg contraption
manually and not easily.

Muluchannel radio ran a close second 1o FM in imporance and
varied methods of employment. If a division did not establish
multichannel links o its brigades, task forces, and fire bases quick-
Iy, the FM nets become so overburdened that the crucial combat
information sometimes was lost in the shuffle. On the other hand,
heavy vegetation and flat werrain often inhibited multichannel even
more than FM transmission. Many reports reflect the conflict
between the need o erect towers for beoer multuchannel and FM
coverage and the need 1o conceal command posts. The units, again,
improvised,

The linal days that preceded the withdrawal of remaiming U5,
grownd [orces from Vietnam seemed an ironic flashback, [rom a
communications point of view, to 1962 and 19635, In the four mili-
tary regions Che small milivary advisory group that remained was
supported by o company-side communications unit that ted the
advisory headouarters at Da Nang, Pleiku, Bien Hoa, and Can Tho
tor the Military Assistance Command headguarters in Saigon, Tac-
tical communications, in the context of providing command and
control for U8, comban umits, had played s role and had lefche
stage. ['he durable “bhackbone” communications system, for years
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the hallmark of the legendary First Signal Brigade, had undergone
W IGApOE LEANSILION, n}u':.nwl Birst by L5, Army signalmen, then by
LS. contractors, and Dinally by South Vietnamese lorces, The [a-
miliar antenna-studded hillvop rebiays remunned, but ihe reliabaliny
and traditional quality hisd eroded o s potnt where use of the sys-
tem was a struggle, mot a virtue, Nevertheless, the nontactical visice
security equipment that linked these lour regions o Saigon and
provided the only means of vecoring in B=52 strikes “rode’” this
tenuous systein until the waning days ol our mvalvement.

Thus, Army commimunications lelt Vietm in much the same
way as it armived —a single-thread ambiliwcal supportung a small
group of milwary advisers, Bun the smpact of is presenceand influ-
enle o codmibial 1 d rerole COWniry agannst an unsophisticied b
resouroeiul and tenacious cnemy was etched inoa thousamd marra-
tives of this most difBculn war, We may well light agann under sim-
thar conditons=—somewhere, o we do, the resourcelulness and
ingenuity of the American wetical communicater will surface
dgain, as it always has.
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Appendix A

SOME DIVISIONAL ENLISTED MILITARY OCCUPATIONAL
SPECIALTIES, COMMUNICATIONS

Radio Telephone Operators 058 and 05C
Linemen $60C and 36K
Telephone Switchboard Uperator T72C
Communications Center Specialist 2B

Radio Relay and Carrier Anendent M
Tactical Circuit Controller SIN

Power Generation Equipment Operator Moechanie 528
Tactical Communications Chiel MG

Area Communications Chief nz

Combat Phowgrapher KB

Aerial Sensory Devices Operator 26F
Photographic Laboratory Specialisi 840G

Field Radio Mechanic Repairman 51Band S1E
Teletypewriter Repairman 31

Field Radio Relay Equipment Repairman SIL
Manual Central Office Repairman 366G
Surveillance Infrared Repairman 26N
Airborne Surveillance Radar Repairman 26M

Radar Maintenance Supervisor/ Inspector 26'W
Aviation Electronic Mechanic 5K
Aviation Electronics Communications Repairman 351
Avianon Navigation Equipment Repairman 35M
Avionics Radar Equipment Repairman 35K
Aircralt Stabilization Repairman 35N
Aviation Equipment Maintenance Supervisor 5P
General Crypro Repairman 1K

Field General COMSEC Repairman 518

Tactical COMSEC Maintenance v
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