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650 9 Applications

(1) 2 3)

(1) connection without preauthentication (OK greeting)

(2) preauthenticated connection (PREAUTH greeting)

(3) rejected connection (BYE greeting)

(4) successful LOGIN or AUTHENTICATE command

(5) successful SELECT or EXAMINE command

(6) CLOSE command, or failed SELECT or EXAMINE
command

(7) LOGOUT command, server shutdown, or connection
closed

Figure 9.2 IMAP state transition diagram.

9.1.2 World Wide Web (HTTP)

The World Wide Web has been so successful and has made the Internet accessible to so
many people that sometimes it seems to be synonymous with the Internet. One helpful
way to think of the Web is as a set of cooperating clients and servers, all of whom speak
the same language: HTTP. Most people are exposed to the Web through a graphical
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Figure 9.3 The Firefox web browser.

client program, or web browser, like Netscape, Firefox, or Explorer. Figure 9.3 shows the
Firefox browser in use, displaying a page of information from Princeton University.

Any web browser has a function that allows the user to open a URL. URLSs provide
information about the location of objects on the Web; they look like the following:

http://www.cs.princeton.edu/index.html

If you opened that particular URL, your web browser would open a TCP connection to
the web server at a machine called www.cs.princeton.edu and immediately retrieve
and display the file called index.html. Most files on the Web contain images and text,
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652 9 Applications

and some have other objects such as audio and video clips. They also include URLs
that point to other files, and your web browser will have some way in which you can
recognize URLs and ask the browser to open them. These embedded URLs are called
hypertext links. When you ask your web browser to open one of these embedded URLs
(e.g., by pointing and clicking on it with a mouse), it will open a new connection and
retrieve and display a new file. This is called “following a link.” It thus becomes very easy
to hop from one machine to another around the network, following links to all sorts of
information.

When you select to view a page, your browser (the client) fetches the page from the
server using HTTP running over TCP. Like SMTP, HTTP is a text-oriented protocol.
At its core, each HTTP message has the general form

START_LINE <CRLF>
MESSAGE_HEADER <CRLF>
<CRLF>

MESSAGE_BODY <CRLF>

where as before, <CRLF> stands for carriage-return-line-feed. The first line
(START_LINE) indicates whether this is a request message or a response message. In ef-
fect, it identifies the “remote procedure” to be executed (in the case of a request message),
or the “status” of the request (in the case of a response message). The next set of lines
specify a collection of options and parameters that qualify the request or response. There
are zero or more of these MESSAGE_HEADER lines—the set is terminated by a blank
line—each of which looks like a header line in an email message. HTTP defines many
possible header types, some of which pertain to request messages, some to response mes-
sages, and some to the data carried in the message body. Instead of giving the full set of
possible header types, though, we just give a handful of representative examples. Finally,

after the blank line comes the contents of the requested message (MESSAGE_BODY);

this part of the message is typically empty for request messages.

Request Messages

The first line of an HTTP request message specifies three things: the operation to be per-
formed, the web page the operation should be performed on, and the version of HTTP
being used. Although HTTP defines a wide assortment of possible request operations—
including “write” operations that allow a web page to be posted on a server—the two
most common operations are GET (fetch the specified web page) and HEAD (fetch sta-
tus information about the specified web page). The former is obviously used when your
browser wants to retrieve and display a web page. The latter is used to test the validity
of a hypertext link or to see if a particular page has been modified since the browser last
fetched it. The full set of operations is summarized in Table 9.1.
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9.1 Traditional Applications 653

Operation | Description

OPTIONS | Request information about available options

GET Retrieve document identified in URL

HEAD Retrieve metainformation about document identified in URL
POST Give information (e.g., annotation) to server

PUT Store document under specified URL

DELETE Delete specified URL
TRACE Loopback request message
CONNECT | For use by proxies

Table 9.1 HTTP request operations.

For example, the START_LINE

GET http://www.cs.princeton.edu/index.html
HTTP/1.1

says that the client wants the server on host www.cs.princeton.edu to return the
page named index.html. This particular example uses an absolute URL. It is also

possible to use a relative identifier and specify the host name in one of the MES-
SAGE_HEADER lines; for example,

GET index.html HTTP/1.1
Host: www.cs.princeton.edu

Here, Host is one of the possible MESSAGE_HEADER fields. One of the more in-
teresting of these is If-Modified-Since, which gives the client a way to conditionally
request a web page—the server returns the page only if it has been modified since the
time specified in that header line.

Response Messages

Like request messages, response messages begin with a single START_LINE. In this case,
the line specifies the version of HTTP being used, a three-digit code indicating whether
or not the request was successful, and a text string giving the reason for the response. For

example, the START_LINE

HTTP/1.1 202 Accepted

indicates that the server was able to satisfy the request, while

This book belongs to Janvi Shah (jshah@sughrue.com) Copyright Elsevier 2023

Topia Exhibit 2023
Page 18 of 21



654 9 Applications

Code | Type Example Reasons

Ixx Informational | Request received, continuing process

2xx Success Action successfully received, understood, and accepted
3xx Redirection Further action must be taken to complete the request
4xx Client error Request contains bad syntax or cannot be fulfilled

Sxx Server error Server failed to fulfill an apparently valid request

Table 9.2 Five types of HTTP result codes.

HTTP/1.1 404 Not Found

indicates that it was not able to satisfy the request because the page was not found. There
are five general types of response codes, with the first digit of the code indicating its type.
Table 9.2 summarizes the five types of codes.

Also similar to request messages, response messages can contain one or more
MESSAGE_HEADER lines. These lines relay additional information back to the
client. For example, the Location header line specifies that the requested URL is avail-
able at another location. Thus, if the Princeton CS Department web page had moved
from http://www.cs.princeton.edu/index.html to http://www.princeton.
edu/cs/index.html, for example, then the server at the original address might respond
with

HTTP/1.1 301 Moved Permanently
Location: http://www.princeton.edu/cs/index.html

In the common case, the response message will also carry the requested page. This
page is an HTML document, but since it may carry nontextual data (e.g., a GIF image),
it is encoded using MIME (see Section 9.1.1). Certain MESSAGE_HEADER lines
give attributes of the page contents, including Content-Length (number of bytes in
the contents), Expires (time at which the contents are considered stale), and Last-
Modified (time at which the contents were last modified at the server).

Uniform Resource Identifiers
The URLs that HTTP uses as addresses are one type of uniform resource identifier (URI).
A URI is a character string that identifies a resource, where a resource can be anything
that has identity, such as a document, an image, or a service.

The format of URIs allows various more-specialized kinds of resource identifiers
to be incorporated into the URI space of identifiers. The first part of a URI is a scheme
that names a particular way of identifying a certain kind of resource, such as mailto for
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9.1 Traditional Applications 655

email addresses or file for file names. The second part of a URI, separated from the first
part by a colon, is the scheme-specific part. It is a resource identifier consistent with the
scheme in the first part, as in the URIs

mailto:santa@northpole.org
and
file:///C:/foo.html

A resource doesn’t have to be retrievable or accessible. Even human beings and
corporations can be resources. A more concrete example is the mid scheme for message
IDs. Hence, URIs are not always some kind of address for locating the resource; they can
be purely identifiers. Furthermore, a URI qualifies as a URL only if it is intended to be
used to locate the resource. Even if a particular URI appears to be an address, such as a
URI that uses the http scheme, the URI is not considered a URL unless it is intended
to be used to locate the resource. For example, XML namespaces (Section 7.1.3) are
identified by URIs that use the http scheme but are nonetheless not URLS since there is
no requirement that the URI give the location of any resource related to the namespace.

TCP Connections

The original version of HTTP (1.0) established a separate TCP connection for each data
item retrieved from the server. It’s not too hard to see how this was a very inefficient
mechanism: connection setup and teardown messages had to be exchanged between the
client and server even if all the client wanted to do was verify that it had the most recent
copy of a page. Thus, retrieving a page that included some text and a dozen icons or
other small graphics would result in 13 separate TCP connections being established and
closed.

The most important improvement in the latest version of HTTP (1.1) is to allow
persistent connections—the client and server can exchange multiple request/response mes-
sages over the same TCP connection. Persistent connections have two advantages. First,
they obviously eliminate the connection setup overhead, thereby reducing the load on
the server, the load on the network caused by the additional TCP packets, and the delay
perceived by the user. Second, because a client can send multiple request messages down
a single TCP connection, TCP’s congestion window mechanism is able to operate more
efficiently. This is because it’s not necessary to go through the slow start phase for each
page.

Persistent connections do not come without a price, however. The problem is that
neither the client nor server necessarily knows how long to keep a particular TCP con-
nection open. This is especially critical on the server, which might be asked to keep
connections opened on behalf of thousands of clients. The solution is that the server
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must time out and close a connection if it has received no requests on the connection
for a period of time. Also, both the client and server must watch to see if the other side
has elected to close the connection, and they must use that information as a signal that
they should close their side of the connection as well. (Recall that both sides must close
a TCP connection before it is fully terminated.)

Caching

One of the most active areas of research (and entrepreneurship) in the Internet today
is how to effectively cache web pages. Caching has many benefits. From the client’s
perspective, a page that can be retrieved from a nearby cache can be displayed much more
quickly than if it has to be fetched from across the world. From the server’s perspective,
having a cache intercept and satisfy a request reduces the load on the server.

Caching can be implemented in many different places. For example, a user’s
browser can cache recently accessed pages, and simply display the cached copy if the
user visits the same page again. As another example, a site can support a single site-wide
cache. This allows users to take advantage of pages previously downloaded by other users.
Closer to the middle of the Internet, ISPs can cache pages. Note that in the second case,
the users within the site most likely know what machine is caching pages on behalf of the
site, and they configure their browsers to connect directly to the caching host. This node
is sometimes called a proxy. In contrast, the sites that connect to the ISP are probably not
aware that the ISP is caching pages. It simply happens to be the case that HTTP requests
coming out of the various sites pass through a common ISP router. This router can peek
inside the request message and look at the URL for the requested page. If it has the page
in its cache, it returns it. If not, it forwards the request to the server and watches for the
response to fly by in the other direction. When it does, the router saves a copy in the
hope that it can use it to satisfy a future request.

No matter where pages are cached, the ability to cache web pages is important
enough that HTTP has been designed to make the job easier. The trick is that the
cache needs to make sure it is not responding with an out-of-date version of the page.
For example, the server assigns an expiration date (the Expires header field) to each
page it sends back to the client (or to a cache between the server and client). The cache
remembers this date and knows that it need not reverify the page each time it is requested
until after that expiration date has passed. After that time (or if that header field is not set)
the cache can use the HEAD or conditional GET operation (GET with If-Modified-
Since header line) to verify that it has the most recent copy of the page. More generally,
there are a set of “cache directives” that must be obeyed by all caching mechanisms along
the request/response chain. These directives specify whether or not a document can be
cached, how long it can be cached, how fresh a document must be, and so on.
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