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Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
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In re Patent No. 10,785,266

Issue Date: September 22, 2020

Application No. 16/728,766 :

Filing or 371(c) Date: December 27, 2019 : DECISION ON PETITION
Attorney Docket No. 007742.0011\US :

For: METHODS AND SYSTENS FOR

PROTECTING A SECURED NETWORK

This is a Notice regarding the request for acceptance of a fee deficiency submission under 37
CFR 1.28(c) filed July 11, 2022.

The Office no longer investigates or rejects original or reissue applications under 37 CFR 1.56.
1098 Off. Gaz. Pat. Office 502 (January 3, 1989). Therefore, nothing in this Notice is intended to
imply that an investigation was done.

The fee deficiency submission under 37 CFR 1.28(c) is ACCEPTED. Accordingly, status as a
small entity has been removed and any future fee(s) submitted must be paid at the undiscounted
rate.

Telephone inquiries related to this communication should be directed to undersigned at (571)

272-1642.

/APRIL M WISE/
Paralegal Specialist, Office of Petitions
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16728766 07/11/2022

Document Number Fee Code Fee Code Description Amount Paid Payment Method

12022AM050203511 1461 1.28(C) SUBMISSIONS - APPLIC $4,745.00 Deposit Account
FILE FEE
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Application No.: 16/728,766 Docket No.: 007742.00151\US

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Steven Rogers et al.

Application No.: 16/728,766 Confirmation No.: 8018
Filed: December 27, 2019 Art Unit: 2438
For: METHODS AND SYSTEMS FOR Examiner: K. W. Chang

PROTECTING A SECURED NETWORK

NOTICE OF TEMPORARY LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS
AND PAYMENT OF DEFICIENCY OF FEES OWED

U.S. Patent and Trademark Office
Customer Service Window
Randolph Building

401 Dulany Street

Alexandria, VA 22314

Dear Sir:

In accordance with 37 C.F.R. § 1.28(c), Applicant recently realized that it was not entitled
to small entity status at the time it made certain payments to the Office as noted in the table below,
and Applicant submits this payment of deficiency of fees owed. The loss of entitlement to small
entity status occurred prior to the earliest of the below-noted payments. Applicant’s failure to
previously notify the Office of the loss of entitlement to small entity status as required by 37 C.F.R.
§ 1.27(g)(2) occurred in good faith and without any deceptive intent.

Applicant regained entitlement to small entity status as of January 1, 2022, and Applicant

claims small entity status as of that date and continuing through the present date.

As required by 37 C.F.R. § 1.28(c)(1) and (2), Applicant itemizes the deficiency of fees

owed for the above-identified application as follows:
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Application No.: 16/728,766 Docket No.: 007742.00151\US

Type of Fee Date Paid | Fee Paid Current Fee | Deficiency Owed
Processing fee,
except in
provisional 12/27/2019 | 70.00 140.00 70.00
applications (Fee
Code 2830)

Each independent
claim in excess of
three (Fee Code
2201)

Basic filing fee-
Utility (Fee Code 12/27/2019 | 75.00 320.00 245.00
4011)

Utility Search Fee
(Fee Code 2111)
Utility Examination
Fee (Fee Code 12/27/2019 | 380.00 800.00 420.00
2311)

Request for
Prioritized
Examination (Fee
Code 2817)

12/27/2019 | 230.00 480.00 250.00

12/27/2019 | 330.00 700.00 370.00

12/27/2019 | 2000.00 4,200.00 2,200.00

Each claim in 350.00 (7 700.00 (7
extra

excess of 20 (Fee 12/27/2019 extra claims at | 350.00

Code 2202) glsaér)ns a1 5100

Submission of an
Information
Disclosure 7/10/2020 | 120.00 260.00 140.00
Statement (Fee
Code 2806)
Utility Issue Fee
(Fee Code 2501)

TOTAL 4,055.00 8.,800.00 4,745.00
Total deficiency owed is $8,800.00 - $4,055.00 = $4,745.00

8/20/2020 | 500.00 1,200.00 700.00

The Commissioner is authorized to charge the requisite fees owed to Deposit Account No.
19-0733.
If any other fees are required or if an overpayment is made, the Commissioner is authorized

to debit or credit our Deposit Account No. 19-0733, accordingly.
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Application No.: 16/728,766

Dated: July 11, 2022

BANNER & WITCOFF, LTD.

1100 13th St. NW

STE 1200
Washington, DC 20005
(202) 824-3000

Docket No.: 007742.00151\US

Respectfully submitted,

By:

/Scott M Kelly/

Scott M. Kelly
Registration No.: 65,121
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Trials@uspto.gov Paper 11
571-272-7822 Entered: January 24, 2022

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

PALO ALTO NETWORKS, INC.,
Petitioner,

V.

CENTRIPETAL NETWORKS, INC.,
Patent Owner.

Case IPR2021-01154
Patent 10,785,266 B2

Before KEVIN F. TURNER, BRYAN F. MOORE, and
LYNNE E. PETTIGREW, Administrative Patent Judges.

MOORE, Administrative Patent Judge.

DECISION
Denying Institution of Inter Partes Review
37CF.R §42.108
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IPR2021-01154
Patent 10,785,266 B2
I. INTRODUCTION

Palo Alto Networks, Inc. (“Petitioner”) filed a Petition (Paper 2,
“Pet.”) requesting an inter partes review of claims 1-27 of U.S. Patent No.
10,785,266 B2 (Ex. 1001, “the *266 patent™). Centripetal Networks, Inc.
(“Patent Owner”) filed a Preliminary Response to the Petition. Paper 7
(“Prelim. Resp.”). We have jurisdiction under 35 U.S.C. § 314, which
provides that an inter partes review may not be instituted “unless . . . there is
a reasonable likelihood that the petitioner would prevail with respect to at
least 1 of the claims challenged in the petition.” 35 U.S.C. § 314(a). With
our authorization, Petitioner filed a Preliminary Reply (Paper 8, “Fintiv
Reply”) and Patent Owner ﬁled a Preliminary Sur-reply (Paper 9, “Fintiv
Sur-Reply”) to address Board discretion under 35 U.S.C. § 314(a).

For the reasons explained below, we do not institute an inter partes
review in this proceeding.

A.  Real Parties in Interest

Petitioner identifies itself as the sole real party-in-interest. Pet. 3.
Patent Owner identifies itself as the sole real party-in-interest. Paper 4, 1
(Patent Owner’s Mandatory Notices).

B.  Related Proceedings

The parties indicate that the 266 patent is the subject of the following
co-pending district court case: Centripetal Networks, Inc. v. Palo Alto
Networks, Inc., Case No. 2:21-¢v-00137-RCY-RJK (E.D. Virginia). Pet. 3;
Paper 4, 1. The Petition is related to the co-pending petition for inter partes
review in IPR2021-01153, challenging U.S. Patent No. 10,567,437 B2.

C.  The '266 Patent

The *266 patent discloses methods and systems for protecting a

Keysight Technologies Ex. 1002
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secured network. Ex. 1001, code (57). Figure 1 illustrates a network
environment that includes packet security gateways (PSGs) situated between
networks and a security policy management server (SPMS) that
communicates dynamic security policies to the PSGs. Id. at 4:59-5:10,
5:14-18, Fig. 1. “At each of the packet security gateways, a dynamic
security policy may be received from the security policy management server,
packets associated with a network protected by the packet security gateway
may be received, and at least one of multiple packet transformation
functions specified by the dynamic security policy may be performed on the
packets.” Id. at 3:60—4:1. “Performing the at least one of multiple packet
transformation functions specified by the dynamic security policy on the
packets may include performing at least one packet transformation function
other than forwarding or dropping the packets.” Id. at 2:1-6.

The PSGs perform packet transformation functions on received
packets according to rules in a dynamic security policy that specifies one or
more packet transformation functions that should be performed on packets
associated with specific criteria. Id. at 4:59-5:11, 6:24-28, 7:23-26.

The specified criteria may take the form of a five-tuple of values
selected from packet header information, specifying a protocol
type of the data section of the IP packet (e.g., TCP, UDP, ICMP,
or any other protocol), one or more source IP addresses, one or
more source port values, one or more destination IP addresses,
and vue ur wote destiitation ports.

Ex. 1001, 7:26-32, Fig. 3.
Various combinations of rules may implement services, such as a
blocklist service within a network environment that may include one or more

rules specifying criteria for which associated packets should be blocked or

Keysight Technologies Ex. 1002
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denied, and at least one rule specifying that all packets outside the blocked

sets should be forwarded, accepted, or allowed. Id. at 8:23—44.
D.  Illustrative Claim

Of the challenged claims 1, 8, 15, and 21 are independent. Claim 1 is

illustrative and is reproduced below.

1. A method of filtering packets at a packet security
gateway, of a plurality of packet security gateways that
collectively provide an entire interface across a boundary of a
network protected by the packet security gateway and one or
more networks other than the network protected by the packet
security gateway, the method comprising;:

receiving, by the packet security gateway and from a
security policy management server external from the network
protected by the packet security gateway, a dynamic security
policy comprising a first set of packet filtering rules to be applied
to all network traffic traversing the boundary, wherein

each packet filtering rule of the first set of packet filtering
rules comprises at least one packet matching criterion and a
corresponding packet transformation {unction, and

one or more first packet filtering rules of the first set of
packet filtering rules comprise packet matching criteria
corresponding to one or more network addresses and were
automatically created or altered by the security policy
management server based on aggregated malicious traffic
information received from at least one third party malicious host
tracker service located in the one or more networks other than
the network protected by the packet security gateway, that
comprises network addresses that have been determined, by the
at least one third party malicious host tracker service, to be
associated with malicious network traffic;

performing, on a packet by packet basis, packet filtering
on a first portion of packets corresponding to network traffic
traversing the boundary via the packet security gateway based on
the first set of packet filtering rules by performing at least one
packet transformation function specified by at least one packet

4
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filtering rule of the first set of packet filtering rules on the first
portion of packets;

receiving, by the packet security gateway and after
performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic
security policy from the security policy management server,
wherein the updated second set of packet filtering rules
comprises an update to the one or more first packet filtering rules
created or altered by the security policy management server
based on updated malicious traffic information received from the
at least one third party malicious host tracker service; and

performing, on a packet by packet basis, packet filtering
on a second portion of the packets corresponding to network
traffic traversing the boundary via the packet security gateway
based on the updated second set of packet filtering rules by
performing at least one packet transformation function specified
by at least one packet filtering rule of the second set of packet

filtering rules on the second portion of packets.
Ex. 1001, 20:64-21:52.
E.  Evidence of Record

Petitioner cites the following references in its challenges to

patentability:
Reference Designation Exhibit No.

U.S. Patent Appl. Publ.

No. 2007/0262741 Al Jungek Ex. 1051
U.S. Patent Appl. Publ.

No. 2007/0097976 Al Wood Ex. 1052
U.S. Patent Appl. Publ.

No. 2009/0249482 A1 Sarathy Ex. 1063

Pet. 5-6.

Petitioner also relies on the Declaration of Dr. Vijay Madisetti

(Ex. 1004, the “Declaration”).

Keysight Technologies Ex. 1002
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F.  Asserted Grounds of Unpatentability
Petitioner asserts the following grounds of unpatentability (Pet. 6):

Challenged Claims Basis References

1-27 § 103! | Jungck, Wood

1-27 § 103 Jungck, Sarathy, Wood
II. ANALYSIS

A. Level of Ordinary Skill in the Art

Noting that relevant experience and education can substitute for each
other, Petitioner states that a person of ordinary skill in the relevant art on
October 22, 2012 (the filing date of the application that matured in the *266
patent), would have had a bachelor’s degree in computer science, computer
engineering, or an equivalent, four years of professional experience, and a
working knowledge of packel-switched networking, firewalls, security
policies, communication protocols and layers, and the use of customized
rules to address cyber-attack. Pet. 18 (citing Ex. 1004 [Declaration of Dr.
Vijay Madisetti] ] 34-36). Petitioner’s definition of a person of ordinary
skill, which Patent Owner does not dispute at this stage, appears appropriate

for the techhology addressed by this proceeding.

! The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125

Stat. 284, 285-88 (2011), revised 35 U.S.C. § 103 effective March 16, 2013.
Because the *266 patent has an effective filing date prior to the effective date
of the applicable AIA amendment, we refer to the pre-AIA version of § 103.

6
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B. Claim Construction

We construe the challenged claims by applying “the standard used in
federal courts, in other words, the claim construction standard that would be
used to construe the claim in a civil action under 35 U.S.C. [§] 282(b),
which is articulated in Phillips [v. AWH Corp., 415 F.3d 1303 (Fed. Cir.
2005) (en banc)].” 37 C.F.R. § 42.100(b) (2020). Under Phillips, the words
of a claim are generally given their “ordinary and customary meaning,”
which is the meaning they would have to a person of ordinary skill in the art
at the time of the inventivon, in light of the specification and prosecution
history. See Phillips, 415 F.3d at 1312-13.

Petitioner asks the Board to adopt constructions trom prior 1PRs
challenging related patents. Pet. 19—20. Petitioner does not explain the
necessity of these constructions, nor does Patent Owner dispute them. 1d.;
see generally Prelim. Resp. Because we decline to institute on the basis of
'other claim limitations, we do not adopt Petitioner’s proposed constructions.

Patent Owner requests that the preamble of independent claims 1, 8,
and 15 be treated as limiting. Prelim. Resp. 16~17. These preambles
provide antecedent basis for “packet security gateway,” “boundary,”
“network,” and “one or more other networks.” Id. at 16 (citing Ex. 1001,
20:64-21:2,22:13-18, 23:35-42). The preambles also recite the “plurality
of packet security gateways that collectively provide an entire interface
across a boundary of a [protected] network,” which is “essential to
understand” the “all traffic” limitation in the body of these claims and thus
“‘give life, meaning, and vitality”’ to the claims. Id. (citing Catalina Mktg.
Int’l, Inc. v. Coolsavings.com, Inc., 289 F.3d 801, 808 (Fed. Cir. 2002)

(citation omitted)).
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The preambles provide the context for the body of the independent
claims by defining the arrangement of the “plurality of packet security
gateways” relative to the “boundary” of the protected network and thus the
basis for applying “packet filtering rules . . . to all network traffic traversing
the boundary.” Id. (citing Ex. 1001, 20:64-21:8). The “entire interface”
limitation also was relied on during prosecution of the parent *437 Patent’s
claims to distinguish them from the prior art. /d. at 16—-17 (citing Ex. 2008,
254-61; Catalina, 289 F.3d at 808—09). Petitioner does not dispute the
preambles are limiting. Pet. 1821, 37. For, the reasons above, we construe
the preambles of independent claims 1, 8, and 15 as limiting.

After review of the current record, we conclude that, other than
determining the preambles are limiting, no express claim construction is
necessary to determine whether to institute review of the challenged claims.
See, e.g., Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868
F.3d 1013, 1017 (Fed. Cir. 2017) (quoting Vivid Techs., Inc. v. Am. Sci. &
Eng'g, Inc., 200 F.3d 795, 803 (Fed. Cir. 1999)) (“[W]e need only construe
terms ‘that are in controversy, and only to the extent necessary to resolve the
controversy.’”).

C. Principles of Law

A patent claim is unpatentable under 35 U.S.C. § 103 if the
differences between the claimed subject matter and the prior art are such that
the subject matter, as a whole, would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said
subject matter pertains. KSR Int’l Co. v. Teleflex, Inc., 550 U.S. 398, 406
(2007). The question of obviousness is resolved on the basis of underlying

factual determinations including: (1) the scope and content of the prior art;
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(2) any differences between the claimed subject matter and the prior art;
(3) the level of ordinary skill in the art; and (4) objective evidence of
nonobviousness. Graham v. John Deere Co., 383 U.S. 1, 17-18 (1966).

In that regard, an obviousness analysis “need not seek out precise
teachings directed to the specific subject matter of the challenged claim, for
a court can take account of the inferences and creative steps that a person of
ordinary skill in the art would employ.” KSR, 550 U.S. at 418; see also Inre
Translogic Tech., Inc., 504 F.3d 1249, 1259, 1262 (Fed. Cir. 2007) (quoting
KSR, 550 U.S. at 418).

The level of ordinary skill in the art may be reflected by the prior art
of record. See Okajima v. Bourdeau, 261 F.3d 1350, 1355 (Fed. Cir. 2001);
Inre GPAC Inc., 57 F.3d 1573, 1579 (Fed. Cir. 1995); In re Oelrich,

579 F.2d 86, 91 (CCPA 1978).

D. Obviousness of Claims over Jungck and Wood

Petitioner asserts that claims 1-27 are unpatentable under 35 U.S.C.
§ 103(a) as obvious over Jungck and Wood. Pet. 6. To support its
contentions, Petitioner provides explanations as to how the prior art
allegedly teaches each claim limitation. Id. at 21-65. For convenience, all
references cited in the grounds of the Petition are summarized below.

1. Jungck (Ex. 1051)

Jungck discloses a packet interceptor apparatus that applies to
intercepted packets one or more rules that execute one or more functions on
a dynamically specitied portion of the packet, and takes one or more actions
with the packets. Ex. 1051, code (57). Jungck states that “[t]he apparatus is
capable of analyzing any portion of the packet including the header and the

Keysight Technologies Ex. 1002
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payload,” and that the actions “include releasing the packet, logging/storing
information about the packet or forwarding the packet to an external device
for subsequent processing.” Id. Jungck’s rules may be “dynamically
modified” by the external devices. Id.

2. Wood (Ex. 1052)

Wood is directed to improved network security by “provid[ing] reai-
time detection and diagnostic information” on suspect or malicious traffic
associated with possible network threats. Ex. 1052 q 6, code (57). Wood
teaches a router and an interrogation module that detects and redirects traffic
associated with one or more suspect network addresses. Id. § 7.

Wood discloses an adaptive interrogation module 204 that is located
within a protected subnetwork 202, or remotely connected; and a router 212
that is configured to redirect suspect traffic to the adaptive interrogation
module for analysis. Id. 49 32, 40. The adaptive interrogation module 204
receives suspect addresscs 206 (e.g., a suspect address list that includes “IP
addresses of known threats”) from one or more suspect address sources 210
that are external to the protected network. Id. {29, 32-33. Using the
suspect addresses 206, the adaptive interrogation module 204 configures or
reconfigures a router 212 to redirect potentially malicious traffic associated
with the suspect addresses, for example, to a null address to effectively
block the traffic. Id 21, 32, 34.

Wood discloses updating the suspect addresses 206 “as any one of the
suspect address sources 210 receives a change to its suspect address data
(e.g., a new IP address block is legitimately allocated . . . or a new hacker

site is identified).” Id. 9 34-36.

10
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3. Sarathy (Ex. 1063)

Sarathy (Ex. 1063) teaches a threat management facility (purple)
having “policy management facility 112 . . . to update the policies of all
corporate computing assets,” including access permissions, of an enterprise
network 102. Ex. 1063 99 34, 37-38, 45. Access permissions are stored as
block lists, black lists, allowed lists, or white lists. Id. | 45, Fig 1. Threat
management facility, including policy management facility, is “integrated
into a third-party product,” where the enterprise “subscribe[s] to services
through the third-party product, and threat protection to the enterprise may
be provided by the threat management facility 100 through the third-party
product.” Id. { 38.

4. Claim 1

“A method of filtering packets at a packet
security gateway, of a plurality of packet security
gateways that collectively provide an entire interface
across a boundary of a network protected by the packet
security gateway . . . comprising: a first set of packet
filtering rules to be applied to all network traffic
traversing the boundary. . .”

a. Petitioner’s Contentions
Petitioner relies only on Jungck for this limitation. Pet. 37—46.

Petitioner relies on Jungck’s disclosure of ingress filtering at plurality of
edge servers 602A, 602B (packet security gateways) to provide the claimed
“an entire interface across a boundary of a network protected by the packet
security gateway” (hereinafter, the “entire boundary” limitation). Id. at 37—
38. For example, Petitioner contends Jungck discloses “intercept[ing] all
network traffic flowing between the POP’s 114, 116 and the network 100”

and “isolating the core infrastructure and servers of the network/internet

11
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from the edge where the clients are located” across a boundary (e.g., POPs
114, 116) of a network protected by the packet security gateway (e.g.,
“network 100,” which is a “private network™) and one or more networks
other than the network protected by the packet security gateway (e.g., “client
102,” which is a “private network . . . coupled with the network 100). Id.
(citing Ex. 1051 9 31, 38, 39, 41, 107, 113, 116, Figs 1, 6).

Petitioner also relies on Jungck’s rule set 726 to show a first set of
packet tiltering rules. Id. at 41-42. Petitioner contends edge server 602 is
provided with “one or more rules 732 which are applied” to “all network
traffic,” thus meeting the limitation of “all network traffic traversing the
boundary” (hereinafter the “all traffic” limitation). Id. at 4142 (citing
Ex. 1051 9 107, 111). As such, Petitioner contends Jungck discloses edge
servers that “intercept all network traffic” and monitor it for “malicious
program code” using rules. Id. at 42 (citing Ex. 1051 1§ 107, 111).
Petitioner also contends device 900 performs “ingress and egress filtering”
on packets entering (i.e., ingress) and leaving (i.e., egress) the protected
network. Id. at 43—44 (citing Ex. 1051 q 269). Petitioner also contends
collateral estoppel applies based on determinations made in IPR2018-01443,
1444, 1513 (the “>1443 IPR,” “* 1444 IPR,” and *1513 IPR,” respectively).
Id. at 39, 42.

b. Patent Owner’s Arguments
i. Petitioner Disregards “Edge Caches”
Patent Owner argues that “Petitioner’s obviousness grounds disregard

the role of Jungck’s edge caches, which are located in network paths that

12
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bypass the edge servers entirely.” Prelim. Resp. 33.2 We agree. In fact,

Petitioner avoids reciting the words “edge cache” anywhere in the Petition.

See generally Pet. Additionally, although Petitioner’s declarant uses quotes

from Jungck that recite the “edge cache,” the Petition removes those

references. Compare Ex. 1004 § 221 with Pet. 41; see also Prelim. Resp.

33-34 (listing citations in the Petition that omit the term edge cache).
Patent Owner argues Jungck teaches network paths that bypass its

edge servers when carrying network traffic through the POPs as shown in

the annotated version of Figure 6 of Jungck. Ex. 1051, Fig. 6.
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. censmrnna,, N
e el Edpe Server (02A & B
313 Pl mreeras e e
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: Proxy Scrver 610
ngc :
Client 1 s m;\) )
h ‘?
0 4 ,\1 "'—“"‘-""‘“"”"‘4 ',“

o N 4 Iadge
612 . __cif sem

1) l
6028
Client 3
4

pNS L7 204 “." 214

120 R @ - \
Cliem 4 \ ) 14004
i

2 We do not address Patent Owner’s argument that “Jungck fails to disclose
‘packet filtering rules to be applied to all network traffic traversing the
boundary’ because the client requests disclosed in Jungck never traverse the
boundary at all.” Prelim Resp. 39—40.
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Patent Owner’s annotated Figure 6 above, shows network paths (red)
exist between Jungck’s clients 102-106 and 612, POPs 114 and 116
(purple), routing equipment (206 in Figure. 5), edge caches 604A—B,
network 100, and servers 108, 110—all of which Patent Owner argues
bypass Jungck’s edge servers (green). Prelim. Resp. 35 (citing Ex. 1051
9 107 (“edge cache 604A, 604B coupled with the routing equipment 206”),
Fig. 6). Thus, according to Patent Owner, Petitioner fails to show “an entire
interface across a boundary of a network,” because “Jungck describes
network paths across the alleged ‘boundary’ that bypass Jungck’s edge
servers, demonstrating that the edge servers do not form the ‘entire
interface’ across the alleged boundary.” Prelim. Resp. 34. We find that
Petitioner does not adequately explain the working of that boundary because
it chooses not to explain or discount the contribution of the edge caches.
Additionally, to the extent that this is explained in any related IPRs,
Petitioner does not cite to any such explanation.

As to whether Petitioner has shown that Jungck teaches the limitation
of “all network traffic traversing the boundary,” Patent Owner asserts that
there are pathways for content that do not include the edge server. Prelim.
Resp. 34, 41. For example, Patent Owner asserts Jungck’s edge servers
redirect clients to request content from the edge caches or send content
request packets to the edge caches for handling. Id. at 34, 41 (citing
Ex. 1051 99 69, 74, 95 (“[ This effectively redirects the client 102, 104 to
make all of its content requests from the edge cache” . . . “edge cache . ..
attempt[s] to satisfy content requests from its cache storage™), 109 (“requests

will be redirected and served from the edge cache 604”), 113).
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Patent Owner also argues that “after a client request[s] content from
server 108, the edge server translates server 108’s domain name into the IP
address of the edge cache so that the client communicates directly with the
edge cache instead of either the edge server or server 108.” Id. at 36 (citing
Ex. 1051 99 95, 111); see Fintiv Sur-Reply 9.3 In sum, Patent Owner asserts
“[t]here are many circumstances in which traffic bypasses the edge servers
via the edge caches.” Prelim. Resp. 35-36.

We agree with Patent Owner that the Petition’s avoidance of the
operation of edge caches when edge caches are important in the processing
of traffic flowing across the boundary undermines this ground of the
Petition. If Petitioner wished to rely on an embodiment or configuration in
* which the edge caches were irrelevant, the edge caches were redundant to
the edge server, or the edge caches were unnecessary, it was incumbent upon
Petitioner to explain sufficiently how and why that was the case. Petitioner
was aware of the edge caches because it appears to have omitted all
references to them in the Petition yet did not explain why this was done.

Additionally, although Petitioner’s declarant does include references
to edge caches, its declarant also does not explain sufficiently the relevance
of those edge caches. Ex. 1004 q 148, 212, 214, 215, 227, 323.
Additionally, Petitioner’s references to collateral estoppel do not relieve
Petitioner from the burden to describe its contentions regarding obviousness

in the Petition.

3 Patent Owner also relies on Jungck’s treatment of a cache miss. Because
Patent Owner’s other evidence is sufficient we do not rely on Patent
Owner’s arguments regarding a cache miss. See Prelim. Resp. 42.
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ii. Petitioner’s Reliance on Device 900 is Insufficient
Patent Owner also argues Petitioner’s apparent alternative reliance on

the fifth embodiment of Jungck is insufficient to cure the deficiencies of its
other contentions as to the “all traffic” limitation. Prelim. Resp. 43. For
example, as explained above, Petitioner’s analysis of the “all traffic”
limitation also mentions “ingress and egress filtering” and the use of
“blocklists” by Jungck’s fifth embodiment.* Pet. at 43—44 (citing Ex. 1051
9 269). Specifically, Petitioner’s complete contention is that:

Jungck discloses device 900, coupled to network 100 (e.g.,
upstream network 100A and downstream network 100B), which
includes primary processing elements 904A and 904B that “may
be consolidated into a single processing element.” Jungck,
[0266], [0268]. Elements 904A/904B perform “ingress and
egress filtering” on packets entering (i.e., ingress) and leaving
(i.e., egress) the protected network. Jungck, [0269]. Device 900
maintains “block lists” that include a range of network addresses
of upstream and downstream network devices. Jungck, [0269].
The network addresses of incoming packets are compared to the
“block lists” and filtered out of the packet stream if they are “out
of range.” Jungck, [0269]. A POSITA would have understood
that all packets entering or leaving the protected network would
be compared against the blocklists (or another rule) to “ensur(e]
that packets arriving from a particular portion of the nctwork
actually came from that portion of the network,” or at minimum
would have found that to have been obvious, because applying
filtering rules to all packets entering and leaving a network was
well-known, and a POSITA would have been motivated to apply
filtering rules to all such packets to prevent malicious intrusions
into the network, and to block devices inside the network from
accessing known malicious sites or devices outside of the
network. Jungck, [0269]; Madisetti, []238-241.

4 We note that Petitioner does not cite to the fifth embodiment to meet the
“entire boundary” limitation. See Pet. 37-41.
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Patent Owner argues the discussion quoted above regarding device
900 is untethered to the claim language and only describes filtering packets
within network 100, and not traversing any network boundary. Prelim.
Resp. 43 (citing Ex. 1051 99 108, 112, 269, Fig. 9). Patent Owner also
argues that paragraph 269 from Jungck, cited by Petitioner, merely discusses
filtering packets by a single device (“device 900”) that “intercept[s] and
process{es]” all packets that the device happens to receive, not “all packets
entering and leaving” Jungck’s network as a whole. Id. at 43 (citing
Ex. 1051 99266, 268). We agree with both arguments.> The discussion of
device 900 above is not tied to the rules and filtering done by the edge
servers on which Petitioner relies.

iii. Petitioner’s Reliance on “All Traffic” Being “Well
Known” is Insufficient

We find Petitioner’s discussion of device 900 quoted above appears to
be presented as support for the proposition that “applying filtering rules to
all packets entering and leaving a network™ was “well-known.” Pet. 44
(citing Ex. 1051 9 269). In further support of that proposition, Petitioner
states also that “POSITA would have been motivated to apply filtering rules
to all such packets to prevent malicious intrusions into the network, and to
block devices inside the network from accessing known malicious sites or
devices outside of the network.” Id. We are not persuaded by this

contention.

> We find not that Petitioner fails to provide a rationale to combine or
motivation to combine, but rather that Petitioner fails to explain sufficiently
how device 900 relates to the specific limitations of the claims.
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Whether or not this was known as a general proposition does not
address reasons why Jungck’s traffic appears to bypass the edge servers
upon which Petitioner relies and why a person of ordinary skill would have
modified Jungck’s operation to apply its rules to all traffic or why a person
of ordinary skill would have modified Jungck’s operation to use device 900
instead of the edge servers and what effect that would have on the rest of the
operation of Jungck. Also, Petitioner does not rely on device 900 to meet
the “entire boundary” limitation. See Pet. 37—41.

Petitioner also appears to rely on its declarant who testifies it was
well-known to block all incoming traffic. Fintiv Reply (citing Ex. 1004
[Declaration of Dr. Vijay Madisetti] §{ 72-73). Nevertheless, this section of
the Declaration was not cited in the Petition but rather is referred to
indirectly in a portion of the Declaration which is cited in the Petition. Pet.
44 (citing Ex. 1004 9 241). Paragraph 241 of the Declaration states “as
discussed in Section IV, applying filtering rules to all packets entering and
leaving a network was well-known,” but does not refer to paragraphs 72 and
73. As the Court of Appeals for the Seventh Circuit has explained, “[a] brief
must make all arguments accessible to the judges, rather than ask them to
play archaeologist with the record.” DeSilva v. DiLeonardi, 181 F.3d 865,
867 (7th Cir. 1999); see also United States v. Dunkel, 927 F.2d 955, 956 (7th
Cir. 1991) (“Judges are not like pigs, hunting for truffles buried in briefs.”).

Additionally, paragraph 72 of the Declaration contains new argument
regarding “firewall” and “standard networking practice” based on references
(Bharali and Wood) not cited for that proposition in the Petition. Ex. 1004
9 72. We find the Petition improperly incorporates this section of the

Declaration by reference because the basis of the “firewall” argument is not
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explained sufficiently in the Petition. Cisco Systems, Inc., v. C-Cation
Technologies, LLC, IPR2014-00454, Paper 12 at 8 (PTAB Aug. 29, 2014)
(informative opinion) (describing the proper course of action as “to not
consider arguments that are not made in the Petition, but are instead
incorporated by reference”).
iv. Collateral Estoppel Does Not Apply
1. Collateral Estoppel in the Petition
Petitioner also suggests in conclusory fashion that collateral estoppel
may apply to its contentions as to the “entire boundary” limitation (Pet. 38
(“Collateral estoppel applies. 1513 FWD, *19-33, *43_ *45-47; 1443 FWD,
*49-50, *52-54.”)) and the “all traffic” limitation” (Pet. 41 (“Collateral
estoppel applies. 1443 FWD, *13-18, *42, *49-50, *52-54; 1444 FWD, *13-
19, *42.”)).

Our reviewing court has held that “[c]ollateral estoppel protects a
party from having to litigate issues that have been fully and fairly tricd in a
previous action and adversely resolved against a party-opponent.” Nestle
USA, Inc. v. Steuben Foods, Inc., 884 F.3d 1350, 1351-1352 (Fed. Cir.
2018) (quoting Ohio Willow Wood Co. v. Alps S., LLC, 735 F.3d 1333, 1342
(Fed. Cir. 2013)). “It is well established that collateral estoppel, also known
as issue preclusion, épplies in the administrative context.” MaxLinear, Inc.
v. CF CRESPE LLC, 880 F.3d 1373, 1376 (Fed. Cir. 2018) (citations
omitted); Webpower, Inc. v. WAG ACQUISITION, LLC, Case IPR2016-
01239, Paper 21 at 2628 (PTAB Dec. 26, 2017).

“Issue preclusion [i.e., collateral estoppel] is appropriate only if: (1)
the issue is identical to one decided in the first action; (2) the issue was

actually litigated in the first action; (3) resolution of the issue was essential
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to a final judgment in the first action; and (4) plaintiff had a full and fair
opportunity to litigate the issue in the first action.” In re Freeman, 30 F.3d
1459, 1465 (Fed. Cir. 1994); see also MaxLinear, Inc., 880 F.3d at 1377
(citing Blonder-Tongue Labs., Inc. v. Univ. of Illinois Found., 402 U.S. 313,
91 8. Ct. 1501, 28 L.Ed. 2d 788 (1971) (finding collateral estoppel applies to
a patentee who had a full and fair opportunity to litigate the validity of a
patent in a prior federal case.)).

Patent Owner points out that the claims at issue in [PR2018-01443,
1444, 1513 (“prior IPRs”) did not include the “entire boundary” or “all
traffic” limitations. Prelim. Resp. 26-27, 32, 44. We agree.

Collateral estoppel does not apply because there are differences between the
claim limitation at issue here and the adjudicated claim limitations at issue in
the prior IPRs. See In re Freeman, 30 F.3d at 1465; accord MaxLinear, Inc.,
880 F.3d at 1377-1378; cf. In re Arunachalam, 709 F. App’x 699, 702 (Fed.
Cir. 2017) (unpublished) (finding collateral estoppel applies to an
adjudicated claim that is not “materially different” than the adjudicated
claims).

To the extent that Petitioner has some theory why a prior proceeding
regarding a different patent with different claim limitations would be
considered a proper basis for collateral estoppel, Petitioner should have
explained that theory in its Petition — a mere string citation is insufficient.
See, e.g., Trading Techs. Int’l, Inc. v. IBG LLC, 921 F.3d 1378, 1385 (Fed.
Cir. 2019) (holding that a conclusory assertion with no analysis was not
adequately developed); Novartis AG v. Torrent Pharms., 853 F.3d 1316,
1326 n.2 (Fed. Cir. 2017) (finding that an argument presented in one

conclusory sentence and a string cite was “far from sufficient to raise a

20

Keysight Technologies Ex. 1002
Page 28 of 460



IPR2021-01154
Patent 10,785,266 B2
meaningful challenge” and “amount[ed] to little more than a request that the
Board peruse the cited evidence and piece together a coherent argument on
Novartis’ behalf”). |
2. Collateral Estoppel in the Fintiv Reply

In its Reply to Patent Owner’s arguments regarding discretionary
denial under § 314(a), Petitioner responds to Patent Owner’s argument that
the Petition fails to show that Jungck meets the “entire boundary” and “all
traffic” limitations. Fintiv Reply 8-9.° As an initial matter, we note that our
authorization of a responsive brief regarding Fintiv is not an invitation to
respond to all issues on the merits raised in a Patent Owner preliminary
response. Also, Petitioner’s Fintiv Reply does not relieve it of the burden of
explaining sufficiently its contentions, including contentions based on
collateral estoppel, in its Petition. “In an IPR, the petitioner has the
burden from the onset to show with particularity why the patent it challenges
is unpatentable.” Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1363
(Fed. Cir. 2016).

Nevertheless, we address Petitioner’s Fintiv Reply arguments here.
Petitioner asserts “as the Board previously found, Jungck ‘broadly teach[es]

protecting entire networks’ such that the ‘edge servers located at the POPs

6 Petitioner argues that Patent Owner “incorrectly suggest[s] that an edge
cache necessarily bypasses the edge server ‘in the event that there is a cache
miss.” Fintiv Reply. 89 (citing Prelim. Resp. 34 (citing Ex. 1051, 96,
112)). Patent Owner does not rely solely on the cache miss but, as explained
above, relies on Figure 6 and other disclosures including Ex. 1051 § 95 to
show that the edge caches bypass the edge servers. We do not rely on Patent
Owner’s cache miss argument, but rather we rely on the other arguments
cited above. Petitioner does not address Figure 6, Ex. 1051 § 95, or the
other arguments Patent Owner makes.
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99

are . . . capable of ‘intercept[ing] all network traffic,”” citing the Final
Written Decision in the 1513 IPR (“°1513 FWD?”). Fintiv Reply 8 (citing
Ex. 1012, 24, 29). Thus, according to Petitioner, “Jungck teaches providing
‘an entire interface’ that protects entire networks by filtering ‘all network
traffic.”” Id. We examine the 1513 FWD’s discussion of the “entire
network” and “all traffic” limitations, respectively, below.

We begin with the limitation of “an entire interface across a boundary
of a network protected by the packet security gateway.” In the *1513 IPR,
Patent Owner argued “Jungck only protects ‘subscribing servers,’ i.e.,
servers that pay a fee for protection, and not other, non-subscribing servers
on the network.” Ex. 1012 [’1513 FWD)], 23. The Board found, however,
“Patent Owner does not sufficiently explain how the claim language and
intrinsic record support its view that protecting bnly subscribing servers in a
network is excluded from the scope of claim 1 . . . Petitioner need only show
that Jungck teaches or suggests a network protected by a plurality of
devices.” Id. at 23-24. Only after making this determination does the Board
suggest that “omitting restrictions based on subscriptions is simpler and
advantageously protects the entire network.” Id. at 24.

Thus, although the Board referenced the term “entire network,” it was
not necessary for the ultimate finding of non-obviousness because the Board
had already declined to adopt Patent Owner’s claim construction. In re
Freeman, 30 F.3d at 1465 (collateral estoppel applies to issues the
“resolution of [which] was essential to a final judgment in the first action”).
For that reason, collateral estoppel does not apply and the statement relied

on by the Petition was arguably dicta. Additionally, the pages cited by
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Petitioner do not address the relationship between edge servers and edge
cache which is at issue in this IPR.

In the *1513 FWD, the Board also stated the edge servers located at
the POPs are described as capable of “intercept[ing] all network traffic
flowing between the POPs 114, 116 and the network 100.” Ex. 1012 [*1513
FWD], 29 (citing [PR2018-01513, Ex. 1008 9 107 [Jungck]). As an initial
matter, the text portion of Jungck cited and relied on in the ’1513 FWD
actually states “service providers 118, 120 each include an edge server
602A, 602B and an edge cache 604A, 604B coupled with the routing
equipment 206 of the service providers 118, 120 so as to be able to intercept
all network traffic” and, thus, the 1513 IPR does not address the issue in
this case regarding the distinction between the operation of the edge server
and edge cache. Ex. 1051 9 107 (emphasis added).

Additionally, because the issue in the 1513 FWD was simply whether
the claimed boundary existed in Jungck betwecn the protected network and
one or more other networks, so the Board did not need to determine whether
all traffic goes through the edge servers to reach a decision on obviousness.
Ex. 1012 [’1513 FWD], 29; In re Freeman, 30 F.3d at 1465 (collateral
estoppel applies to issues the “resolution of [which] was essential to a final
judgment in the first action™). For that reason, collateral estoppel does not |
apply and thc reference to “all network traffic” was arguably dicta.

In its Fintiv Reply, Petitioner also asserts “PO does not even address
the evidence that it was well-known to filter both inbound and outbound
traffic.” Fintiv Reply 9 (citing Pet. 43—44; Ex. 1004 94 72-73, 238-241). As
noted above, Patent Owner does respond to the “well-known” argument and

we are persuaded by Patent Owner’s response. Petitioner also cites to

23

Keysight Technologies Ex. 1002
Page 31 of 460



IPR2021-01154
Patent 10,785,266 B2
portions of the Declaration (Ex. 1004 §§ 72-73) to support the “well-known”
argument. Id. However, as explained above, those paragraphs of the
Declaration are not cited or explained in the Petition. /d.
c. Summary of Claim 1

In sum, Petitioner does not explain how the edge cache devices
contribute or detract from Jungck’s ability to teach or suggest the “entire
boundary” and “all traffic” limitations of the challenged claims. The
evidence of device 900 and claims of collateral estoppel do not remedy this
deficiency. In the absence of such evidence, Petitioner has failed to
“identif[y], in writing and with particularity, . . . the evidence that supports
the grounds for the challenge.” See Intelligent Bio-Sys., Inc. v. Illumina
Cambridge Ltd., 821 F.3d 1359, 1369 (“It is of the utmost importance that
petitioners in the IPR proceedings adhere to the requirement that the initial
petition identify ‘with particularity’ the ‘evidence that supports the grounds
for the challenge to each claim.””) (quoting 35 U.S.C. § 312(a)(3)); 37
C.F.R. § 42.104(b). For the reasons above, Petitioner has not shown
sufficiently that the combination of Jungck and Wood meets the limitation of
“[a] method of filtering packets at a packet security gateway, of a plurality
of packet security gateways that collectively provide an entire interface
across a boundary of a network protected by the packet security gateway . . .
comprising: a first set of packet filtering rules to be applied to all network
traffic traversing the boundary.”

d. Independent Claims 8, 15, and 21 and Dependent Claims
2-7, 9-14, 16-20, 22-27

Petitioner asserts that Jungck and Wood teach the limitations of
independent claims 8, 15, and 21 and dependent claims 2—7, 9-14, 16-20,

22-27. These claims also recite the “entire boundary” and “all traffic”
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limitations and thus, for the same reasons as above, Petitioner has not
demonstrated a reasonable likelihood of success in establishing the
unpatentability of any of independent claims 1, 8, 15, and 21, and claims 2—
7, 16-20, and 22-27 which depend therefrom, as having been obvious over
Jungck and Wood.

E. Obviousness of Claims over Jungck, Sarathy, and Wood

Petitioner asserts that claims 1-27 are unpatentable under 35 U.S.C.

§ 103(a) as obvious over Jungck, Sarathy, and Wood. Pet. 6. To support its
contentions, Petitioner provides explanations as to how the prior art
allegedly teaches each claum limitation. Id. at 65 68.

Petitioner’s contentions that Jungck, Sarathy, and Wood teach the
limitations of independent claims 8, 15, and 21 and dependent claims 2-7,
9-14, 16-20, 2227 do not cure the deficiencies discussed above as to the
“entire boundary” and “all traffic” limitations. Thus, for the same reasons as
above, Petitioner has not demonstrated a reasonable likelihood of success in
establishing the unpatentability of any of independent claims 1, 8, 15, and
21, and claims 2-7, 1620, and 22-27 which depend therefrom, as having

been obvious over Jungck, Sarathy, and Wood.

F. Summary

For the foregoing reasons, we determine that Petitioner has not
demonstrated a reasonable likelihood of success in establishing the
unpatentability of any of independent claims 1, 8, 15, and 21, and claims 2—
7, 1620, and 22-27 which depend therefrom, on the obviousness grounds

asserted in the Petition.
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G. Discretionary Denial Under 35 U.S.C. § 314(a) and/or 325(d)

Because we deny institution upon consideration of the merits of
Petitioner’s challenges, we need not address Patent Owner’s arguments that
we should exercise our discretion under 35 U.S.C. § 314(a) and/or § 325(d)

to deny institution.

II. CONCLUSION

Petitioner has not demonstrated a reasonable likelihood of prevailing
with respect to any of claims 1-27 of the 266 patent under any of the
proffered grounds.

II.ORDER

For the reasons given, it is:

ORDERED that, pursuant to 35 U.S.C. § 314(a), an inter partes
review is not instituted for claims 1-27 of U.S. Patent No. 10,785,266 B2.
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Application No. 16/728,766 Docket No.: 007742.00151\US
Amendment and Reply to Office Action of April 16, 2020

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Currently Amended) A method of filtering packets at a packet security gateway, of a
plurality of packet security gateways that collectively provide an entire interface across a
boundary of a network protected by the packet security gateway and one or more networks other
than the network protected by the packet security gateway, the method comprising:
receiving, by the packet security gateway and from a security policy management
server external from the network protected by the packet security gateway, a dynamic
security policy comprising a first set of packet filtering rules to be applied to all network
traffic traversing the boundary, wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security pohcy
¢
management server based on aggregated malicious traffic 1nforrnat§on ree,elved

from at least one third party malicious host tracker service located in the one or

more networks other than the network protected by the packet security gateway,

that comprises network addresses that have been determined, by the at least one

third party malicious host tracker service, to be associated with malicious network

traffic;

performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, by the packet security gateway and after performing packet filtering on

the first portion of the packets, an updated second set of packet filtering rules for the
2
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dynamic security policy from the security policy management server, wherein the
updated second set of packet filtering rules comprises an update to the one or more first
packet filtering rules created or altered by the security policy management server based

on updated malicious traffic information received from the at least one third party

malicious host tracker service; and

performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the updated second set of packet filtering rules by performing
at least one packet transformation function specified by at least one packet filtering rule

of the second set of packet filtering rules on the second portion of packets.

2. (Currently Amended) The method of claim 1, wherein the at least one packet matching
criterion corresponding to the one or more first packet filtering rules automatically created or

altered by the security policy management server comprises at least one of the one or more

network addresses-indicated-by-the-malictoustrathienformation.

3. (Currently Amended) The method of claim 1, wherein the at least one third party

malicious host tracker service comprises a subscription service that aggregates information

associated with malicious network traffic.

4. (Currently Amended) The method of claim 1, wherein the malicioustratfic-information
ecomprises-atistefone or more network addresses were associated, by a subscription service, with
malicious network traffickrewnte-be-asseectated-with-malietousnetworktrathie.

5. (Original) The method of claim 1, wherein at least one packet transformation function

comprises a network protective action.

6. (Original) The method of claim 1, further comprising:
receiving, by the packet security gateway, packets in a network layer transparent manner

using an interface that is not addressed at the network layer; and
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performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

7. (Original) The method of claim 1, wherein one or more packet filtering rules of the first
set of packet filtering rules specify a packet transformation function other than forwarding or

dropping the corresponding packets.

8. (Currently Amended) A packet security gateway, of a plurality of packet security
gateways that collectively provide an entire interface across a boundary of a network protected
by the packet security gateway and one or more networks other than the network protected by the
packet security gateway, comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause the
packet security gateway to:
receive, from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set
of packet filtering rules to be applied to all network traffic traversing the boundary,
wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy
management server based on aggregated malicious traffic information, received

from at least one third party malicious host tracker service located in the one or

more networks other than the network protected by the packet security gateway,

that comprises network addresses that have been determined, by the at least one
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third party malicious host tracker service, to be associated with malicious network

traffic;

perform, on a packet by packet basis, packet filtering on a first portion of packets
corresponding to network traffic traversing the boundary via the packet security gateway
based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receive, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from the
security policy management server, wherein the updated second set of packet filtering
rules comprises an update to the one or more first packet filtering rules created or altered
by the security policy management server based on updated malicious traffic information

received from the at least one third party malicious host tracker service; and

perform, on a packet by packet basis, packet filtering on a second portion of the
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the updated second set of packet filtering rules by performing at least
one packet transformation function specified by at least one packet filtering rule of the

second set of packet filtering rules on the second portion of packets.

9. (Currently Amended) The packet security gateway of claim 8, wherein the at least one
packet matching criterion corresponding to the one or more first packet filtering rules

automatically created or altered by the security policy management server comprises at least one

of the one or more network addresses-indicated-by-the-malictoustrathe-information.

10. (Currently Amended) The packet security gateway of claim 8, wherein the at least one
third party malicious host tracker service comprises a subscription service that aggregates

information associated with malicious network traffic.

11. (Currently Amended) The packet security gateway of claim 8, wherein the malictous
tratfe-tnformationcomprisesatistofone or more network addresses were associated, by a

5
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subscription service, with malicious network trafficknewnto-be-associated-with-malictous
petworktratfic.

12. (Original) The packet security gateway of claim 8, wherein at least one packet

transformation function comprises a network protective action.

13. (Original) The packet security gateway of claim 8, wherein the instructions further cause
the packet security gateway to:

receive packets in a network layer transparent manner using an interface that is not
addressed at the network layer; and

perform the at least one packet transformation function specified by at least one packet
filtering rule of the first set of packet filtering rules on the first portion of packets at the network

layer.

14. (Original) The packet security gateway of claim 8, wherein one or more packet filtering
rules of the first set of packet filtering rules specify a packet transformation function other than

forwarding or dropping the corresponding packets.

15. (Currently Amended) One or more non-transitory computer readable media storing
instructions that, when executed by at least one processor, cause a packet security gateway, of a
plurality of packet security gateways that collectively provide an entire interface across a
boundary of a network protected by the packet security gateway and one or more networks other
than the network protected by the packet security gateway, to perform steps comprising:
receiving, from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set
of packet filtering rules to be applied to all network traffic traversing the boundary,
wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation

function, and
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one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy

s

management server based on aggregated malicious traffic information, recgived

o

N

from at least one third party malicious host tracker service located in the one or

more networks other than the network protected by the packet security gateway,

that comprises network addresses that have been determined, by the at least one

third party malicious host tracker service, to be associated with malicious network

traffic;

performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from the
security policy management server, wherein the updated second set of packet filtering
rules comprises an update to the one or more first packet filtering rules created or altered
by the security policy management server based on updated malicious traffic information

received from the at least one third party malicious host tracker service; and

performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the updated second set of packet filtering rules by performing
at least one packet transformation function specified by at least one packet filtering rule

of the second set of packet filtering rules on the second portion of packets.

16. (Currently Amended) The computer readable media of claim 15, wherein the at least one
packet matching criterion corresponding to the one or more first packet filtering rules

automatically created or altered by the security policy management server comprises at least one

of the one or more network addresses-indieated-by-the-malictoustrathe-information.

7
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17. (Currently Amended) The computer readable media of claim 15, wherein the at least one
third party malicious host tracker service comprises a subscription service that aggregates
information associated with malicious network traffic, and wherein the malicioustrathe

information-comprisesatstofone or more network addresses were associated, by a subscription
service, with malicious network traffickrewnte-be-assectated-with-malictousnetworktrathe.

18. (Original) The computer readable media of claim 15, wherein at least one packet

transformation function comprises a network protective action.

19. (Original) The computer readable media of claim 15, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

20. (Original) The computer readable media of claim 15, wherein one or more packet
filtering rules of the first set of packet filtering rules specify a packet transformation function

other than forwarding or dropping the corresponding packets.

21. (Currently Amended) A method of filtering packets at a packet security gateway
configured for protection of a network and associated with a security policy management server
external from the network, the method comprising:
receiving, by the packet security gateway, a dynamic security policy comprising a
first set of packet filtering rules from the security policy management server, wherein
each packet filtering rule of the first set of packet filtering rules comprises at least one
packet matching criterion and a corresponding packet transformation function, and
wherein one or more first packet filtering rules of the first set of packet filtering rules

comprise packet matching criteria corresponding to one or more network addresses and

Keysight Technologies Ex. 1002
Page 47 of 460



Application No. 16/728,766 Docket No.: 007742.00151\US
Amendment and Reply to Office Action of April 16, 2020

were automatically created or altered by the security policy management server based on

NN

aggregated malicious traffic inforrnatiif)nz recgived from at least one third party malicious

N

host tracker service located in the one or more networks other than the network protected

by the packet security gateway, that comprises network addresses that have been

determined, by the at least one third party malicious host tracker service, to be associated

with malicious network traffic;

performing, on a packet by packet basis, packet filtering on a first portion of
packets associated with the network protected by the packet security gateway based on
the first set of packet filtering rules by performing at least one of multiple packet
transformation functions specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, by the packet security gateway and after performing packet filtering on
the first portion of the packets, an updated second set of packet filtering rules for the
dynamic security policy from the security policy management server, wherein the
updated second set of packet filtering rules comprises an update to the one or more first
packet filtering rules created or altered by the security policy management server based

on updated malicious traffic information received from the at least one third party

malicious host tracker service; and
performing, on a packet by packet basis, packet filtering on a second portion of
the packets associated with the network protected by the packet security gateway based

on the updated second set of packet filtering rules.

22. (Currently Amended) The method of claim 21, wherein the at least one packet matching
criterion corresponding to the one or more first packet filtering rules automatically created or

altered by the security policy management server comprises at least one_of the one or more

network addresses-indicated-by-the-malictoustrathienformation.

23. (Currently Amended) The method of claim 21, wherein the at least one third party

malicious host tracker service comprises a subscription service that aggregates information

associated with malicious network traffic.
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24. (Currently Amended) The method of claim 21, wherein the malietoustratficinformation
comprises-atist-ofone or more network addresses were associated, by a subscription service, with
malicious network traffickrewn-te-be-assoctated-with-maliciousnetworktrathie.

25. (Original) The method of claim 21, wherein at least one packet transformation function

comprises a network protective action.

26. (Original) The method of claim 21, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

27. (Original) The method of claim 21, wherein one or more packet filtering rules of the first
set of packet filtering rules specify a packet transformation function other than forwarding or

dropping the corresponding packets.

10
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and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PART B-FEE(S) TRANSMITTAL

Complete and send this form, together with the applicable fee(s), by mail or fax, or via EFS-Web.
By mail, send to: Mail Stop ISSUE FEE By fax, send to: (571)273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate.
All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless
corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee
notifications.
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

papers. Each additional paper, such as an assignment or formal drawing, must

BANNER & WITCOFF, LTD.

have its own certificate of mailing or transmission.

1100 13th St. NW Certificate of Mailing or Transmission
STE 1200 I hereby certify that this Fee(s) Transmittal is being deposited with the United
Washington, DC 20005 States Postal Service with sufficient postage for first class mail in an envelope

addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the
USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.

(Typed or printed name)

(Signature)

(Date)
APPLICATION NO FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO CONFIRMATION NO
16/728,766 12/27/2019 Steven Rogers 007742.00151\US 8018
TITLE OF INVENTION: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
APPLN: TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $500.00 $500.00 11/04/2020
EXAMINER ART UNIT CLASS-SUBCLASS
K. W. Chang 2438 726-010

1. Change of correspondence address or indication of "Fee 2. For printing on the patent front page, list

Address" (37 CFR 1.363) 1. Banner & Witcoff, Ltd.

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

Change of correspondence address (or Change of )
Correspondence Address form PTO/SB/122) attached. (2) The name of a single firm (having as a member ’

|:| “Fec Address” indication (or “Fee Address” Indication aregistered attomey or agent) and the names of
form PTO/SB/47; Rev 03-09 or more recent) up to 2 registered patent attorneys or agents. If 3.

attached. Use of a Customer Number is required. 1o name is listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been
previously recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE or COUNTRY)
Centripetal Networks, Inc. Portsmouth, New Hampshire
Please check the appropriate assignee category or categories (will not be printed on the patent): |:| Tndividual Corporation or other private group entity |:| Government

4a. Fees Submitted: Issue Fee |:| Publication Fee (if required) |:| Advance Order - # of Copies
4b. Method of Payment (Please first reapply any previously paid fee shown above):

Electronic Payment via EFS-Web |:| Enclosed check |:| Non-electronic payment by credit card (Attach form PTO-2038)

The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 19-0733

5. Change of Entity Status (from status indicated above)
|:| Applicant certifying micro entity status. See 37 CFR 1.29.  NOTE: Absent a valid Certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue fee
payment in the micro entity amount will not be accepted at the risk of application abandonment.

|:| Applicant asserting small entity status. See 37 CFR 1.27. NOTE: If the application was previously under micro entity status, checking this box will be taken as
a notification of loss of entitlement to micro entity status.

|:| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken as a notification of loss of entitlement to small or micro entity
status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Kirk A. Sigmon/ Date  August 20, 2020

Typed or printed name Kirk A. Sigmon Registration No. 76,326

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

20704664
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
22007 7590 08/04/2020
BANNER & WITCOFF, LTD. CHANG, KENNETH W
1100 13th STREET, N.W.
SUITE 1200 | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20005-4051 2438
DATE MAILED: 08/04/2020
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
16/728.,766 12/27/2019 Steven Rogers 007742.00151\US 8018

TITLE OF INVENTION: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 11/04/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3 . .
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

22907 7590 08/04/2020 Certificate of Mailing or Transmission

BANNER & WITCOFE. LTD I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ ) States Postal Service with sufficient postage for first class mail in an envelope
1100 13th STREET, N.W. addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SUITE 1200 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
WASHINGTON, DC 20005-4051 (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

16/728,766 12/27/2019 Steven Rogers 007742.00151\US 8018

TITLE OF INVENTION: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 11/04/2020
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
CHANG, KENNETH W 2438 726-010000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/728,766 12/27/2019 Steven Rogers 007742.00151\US 8018
22907 7590 08/04/2020 | EXAMINER |
BANNER & WITCOFF, LTD. CHANG, KENNETH W
1100 13th STREET, N.W.
SUITE 1200 | ART UNIT PAPER NUMBER |
WASHINGTON, DC 20005-4051 2438

DATE MAILED: 08/04/2020

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a r&l@}{esl@attc;r ﬁ@m@lpgh%, 5&&0@2
enforcement agency, if the USPTO becomes aware of a violation or potential violation opagelﬁggﬁtkp@o



Application No. Applicant(s)
; . 16/728,766 Rogers et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
Kenneth W Chang 2438 No

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to the filing on 07/16/2020.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-27 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by (JSome  *c) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material
4.{] Interview Summary (PTO-413),
Paper No./Mail Date.

/KENNETH W CHANG/
Primary Examiner, Art Unit 2438

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20200727a

Keysight Technologies Ex. 1002
Page 63 of 460




Application/Control Number: 16/728,766 Page 2
Art Unit: 2438

DETAILED ACTION
1. This Notice and Reasons for Allowance is in response to applicants’ amendment
and remarks filed on 07/16/2020. Claims 1-4, 8-11, 15-17, and 21-24 have been
amended. Claims 1-27 are currently pending and have been considered as follows.
2. The text of those sections of Title 35 U.S. Code not included in this section can
be found in the prior office action.
3. The prior office actions are incorporated herein by reference. In particular, the
observations with respect to claim language, and response to previously presented
arguments.
4. The present application is being examined under the pre-AlA first to invent
provisions.
Information Disclosure Statement
5. The information disclosure statement (IDS) submitted on 07/10/2020 has been
placed in the application file, and the information referred therein has been considered
as to the merits.
Allowable Subject Matter
6. Claims 1-27 are allowed.
Examiner’s Statement for Reasons of Allowance

7. The following is an examiner’s statement of reasons for allowance:

In interpreting the currently amended claims in light of the specification, the
Examiner finds the claimed invention to be patentably distinct from the prior art of

record.

Keysight Technologies Ex. 1002
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Art Unit: 2438

Independent Claims 1, 8, 15, and 21 are allowed in view of applicants’
amendment and remarks filed on 07/16/2020 which are persuasive and the telephone
interview conducted on 07/14/2020. Claims 2-7, 9-14, 16-20, and 22-27 depend upon
respective independent claims above and are allowed by virtue of their dependencies.

Although, the closest prior art found Jalava et al. (US 20030118038 A1)
discloses “A personalized firewall or other network gateway is provided by a
method of matching a data packet to a rule in a network gateway having a rule
base. One or more identification values are determined (302) on the basis of the
data packet and property value(s) associated with said one or more identification
values are queried (304) and received from a property server. The property
value(s) describe for example allowed connections and services for an entity
associated with the identification value(s). The property value(s) are compared
(306) to at least one rule in the rule base, said at least one rule comprising
property value(s) and an action, and the action defined in said at least one rule is
taken (310), if said property value(s) of the rule match corresponding property
value(s) associated with said one or more identification values” [Abstract]),

None of the prior art of record teaches individually or in combination the
particular limitations listed below [emphasis added] as recited in applicants’ amended
independent claims:

- [Claim 1] “one or more first packet filtering rules of the first set of packet filtering
rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy

management server based on aqgqreqated malicious traffic information,

Keysight Technologies Ex. 1002
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received from at least one third party malicious host tracker service located

in the one or more networks other than the network protected by the packet

security gateway, that comprises network addresses that have been

determined, by the at least one third party malicious host tracker service,

to be associated with malicious network traffic”:

- [Claim 1] “wherein the updated second set of packet filtering rules

comprises an update to the one or more first packet filtering rules created

or altered by the security policy management server based on updated

malicious traffic information received from the at least one third party

malicious host tracker service’:

- [Claim 8] “one or more first packet filtering rules of the first set of packet filtering
rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy

management server based on aqgqreqated malicious traffic information,

received from at least one third party malicious host tracker service located

in the one or more networks other than the network protected by the packet

security gateway, that comprises network addresses that have been

determined, by the at least one third party malicious host tracker service,

to be associated with malicious network traffic”:

- [Claim 8] “wherein the updated second set of packet filtering rules

comprises an update to the one or more first packet filtering rules created

or altered by the security policy management server based on updated
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malicious traffic information received from the at least one third party

malicious host tracker service’:

- [Claim 15] “one or more first packet filtering rules of the first set of packet filtering
rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy

management server based on aqqreqated malicious traffic informations

received from at least one third party malicious host tracker service located

in the one or more networks other than the network protected by the packet

security gateway, that comprises network addresses that have been

determined, by the at least one third party malicious host tracker service,

to be associated with malicious network traffic”:

- [Claim 15] “wherein the updated second set of packet filtering rules

comprises an update to the one or more first packet filtering rules created

or altered by the security policy management server based on updated

malicious traffic information received from the at least one third party

malicious host tracker service’:

- [Claim 21] “one or more first packet filtering rules of the first set of packet filtering
rules comprise packet matching criteria corresponding to one or more network
addresses and were automatically created or altered by the security policy
management server based on aggregated malicious traffic information,
received from at least one third party malicious host tracker service located
in the one or more networks other than the network protected by the packet

security gateway, that comprises network addresses that have been
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determined, by the at least one third party malicious host tracker service,
to be associated with malicious network traffic”:
- [Claim 21] “wherein the updated second set of packet filtering rules

comprises an updated second set of packet filtering rules comprises an

update to the one or more first packet filtering rules created or altered by

the security policy management server based on updated malicious traffic

information received from the at least one third party malicious host

tracker service’.

The closest prior art made of record and cited consisted of the following references.
Baum et al. (US 6400707 B1) disclosed a system and method for conducting a
voice communication through a hybrid network which includes a packet internetwork,
such as the Internet, connected to a circuit switched telephone network. The packet
internetwork is connected to the switched telephone network through a static filter
device, a packet switch, and a telephone network controlled gateway. A control
processor is connected to the packet switch and to the filter device. The filter device
generates a real time copy of call set up signaling dialog between the party requesting
connection and the gateway which passes through or to the filter device. This duplicate
of set up signaling is delivered from the filter device through the packet switch to the
control processor. The control processor generates therefrom a filter device control
signal which specifies the filter parameters derived from the set-up signaling dialog. This
filter device control signal is delivered to the filter device and reconfigures the filter
device to set filter parameters which are customized to the specific communication. The

filter device thereupon filters the conversation stream of packetized voice.

Keysight Technologies Ex. 1002
Page 68 of 460



Application/Control Number: 16/728,766 Page 7
Art Unit: 2438

Vaidya (US 6279113 B1) disclosed a signature based dynamic network intrusion
detection system (IDS) includes attack signature profiles which are descriptive of
characteristics of known network security violations. The attack signature profiles are
organized into sets of attack signature profiles according to security requirements of
network objects on a network. Each network object is assigned a set of attack signature
profiles which is stored in a signature profile memory together with association data
indicative of which sets of attack signature profiles correspond to which network objects.
A monitoring device monitors network traffic for data addressed to the network objects.
Upon detecting a data packet addressed to one of the network objects, packet
information is extracted from the data packet. The extracted information is utilized to
obtain a set of attack signature profiles corresponding to the network object based on
the association data. A virtual processor executes instructions associated with attack
signature profiles to determine if the packet is associated with a known network security
violation. An attack signature profile generator is utilized to generate additional attack
signature profiles configured for processing by the virtual processor in the absence of
any corresponding modification of the virtual processor.

Sawada et al. (US 20020016858 A1) disclosed a packet communications

apparatus comprising a plurality of network interfaces (NIFs), a learned address table, a
packet forwarding unit (PFU) and a processor for directive packets to change state
(PDPCS). The learned address table contains information for identifying a NIF through
which to send a packet. The PFU selects a port through which to forward a packet by
referring to the learned address table, according to the state of the NIFs, and forwards

or discards a packet received from a user terminal. The PDPCS receives a packet
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including a directive to change the state of a specific NIF to one of the connected state,
disconnected state and stateless. The PDPCS changes the state of the specific NIF to

one of the connected state, disconnected state and stateless, according to the directive
in the packet.

Jalava et al. (US 20030118038 A1) disclosed a method of matching a data
packet to a rule in a network gateway having a rule base. One or more identification
values are determined (302) on the basis of the data packet and property value(s)
associated with said one or more identification values are queried (304) and received
from a property server. The property value(s) describe for example allowed connections
and services for an entity associated with the identification value(s). The property
value(s) are compared (306) to at least one rule in the rule base, said at least one rule
comprising property value(s) and an action, and the action defined in said at least one
rule is taken (310), if said property value(s) of the rule match corresponding property
value(s) associated with said one or more identification values.

Talpade et al. (US 20040148520 A1) disclosed a sensor that examines the

traffic entering the customer network for attack traffic. When an attack is detected, the
sensor notifies an analysis engine within the ISP network to mitigate the attack. The
analysis engine configures a filter router to advertise new routing information to the
border and edge routers of the ISP network. The new routing information instructs the
border and edge routers to reroute attack traffic and non-attack traffic destined for the
customer network to the filter router. At the filter router, the attack traffic and non-attack
traffic are automatically filtered to remove the attack traffic. The non-attack traffic is

passed back onto the ISP network for routing towards the customer network.
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Kang et al. (US 20050076227 A1) disclosed an in-line mode network intrusion
detecting and preventing system coupled between a protection network and an external
network, for detecting intrusion states between the networks and preventing the
intrusion. The system comprises a first network processor unit for monitoring the
packets communicated between the networks to collect various statistical data, and
performing a packet filtering process according to a packet preventing rule and a packet
sensing process according to a sensing rule; and a second network processor unit for
checking payloads of the packets with reference to attack signatures to detect the attack
states to one of the networks.

Bhatnagar et al. (US 20060123481 A1) disclosed deep packet inspection that

may be dynamically updated with patterns associated with malicious code, so that
malicious code may be detected and blocked at the network level. As new threats are
identified by a security service, new patterns may be created for those threats, and the
new patterns may then be passed out onto the network in real time. The real time
availability of patterns enables filter rules derived from the patterns to be applied by the
network elements so that malicious code may be filtered on the network before it
reaches the end users. The filter rules may be derived by security software resident in
the network elements or may be generated by a filter generation service configured to
generate network element specific filter rules for those network elements that are to be
implemented as detection points on the network.

Joshi et al. (US 20060262798 A1) disclosed an apparatus and method to isolate
ports on layer 2 switches on the same VLAN to restrict traffic flow. The apparatus

comprises a switch having said plurality of ports, each port configured as a protected
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port or a non-protected port. An address table memory stores an address table having a
destination address and port number pair. A forwarding map generator generates a
forwarding map which is responsive to a destination address of a data packet. The
method for isolating ports on a layer 2 switch comprises configuring each of the ports on
the layer 2 switch as a protected port or a non-protected port. A destination address on
an data packet is matched with a physical address on said layer 2 switch and a
forwarding map is generated for the data packet based upon the destination address on
the data packet. The data packet is then sent to the plurality of ports pursuant to the
forwarding map generated based upon whether the ingress port was configured as a
protected or nonprotected port.

Lok (US 20070056038 A1) disclosed an intrusion protection system that fuses a
network instrumentation classification with a packet payload signature matching system.
Each of these kinds of systems is independently capable of being effectively deployed
as an anomaly detection system. By employing sensor fusion techniques to combine
the instrumentation classification approach with the signature matching approach, this
provides an intrusion protection system that is capable of detecting both well known and
newly developed threats while having a low false positive rate.

SUH et al. (US 20080043739 A1) disclosed a network system using Mobile
Internet Protocol (IP). The network system includes a correspondent node for
transmitting a packet in which information passing a packet filter rule is included, and a
packet filtering apparatus for determining whether an address included in information of

the packet received from the correspondent node is identical to a destination address
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stored in the packet filter rule, and determining whether to pass the packet according to
the determination result.

Friskney et al. (US 20080279196 A1) disclosed enabling differential forwarding

in address-based carrier networks such as Ethernet networks. There is described a
method of and connection controller for establishing connections (76, 77) in a frame-
based communications network comprising nodes (71-75 and 78) such as Ethernet
switches. The connections are established by configuring, in various of the nodes,
mappings for forwarding data frames, such as Ethernet frames. The mappings are from
a combination of a) a destination (or source) address corresponding to a destination (or
source) node (73) of the connection and b) an identifier, such as a VLAN tag. The
mappings are to selected output ports of the various nodes. By using the combination of
destination (or source) address AND identifier, the mappings enable data frames
belonging to different connections (76, 77) to be forwarded differentially (ie forwarded
on different output ports) at a node (75) despite the different connections having the
same destination node. This enables flexibility in routing connections and the ability to
perform traffic engineering.

Haswell (US 20090150996 A1) disclosed embedding a programmable packet
filter into an application to protect the application against malicious network packets are
disclosed. Traditional packet filtering techniques to protect against malicious packets
designed to exploit defects in applications, based on external packet filtering devices
create a bottleneck in network traffic and present a large overhead cost. In addition,
when security vulnerabilities in applications are discovered, traditional application

updating methods lack a fast enough turn-around time to protect the application and
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users data from attack. These problems can be overcome by embedding a
programmable packet filter into the application itself. The application can use the filter to
discard malicious network packets. Furthermore, the filter can be updated via
configuration files downloaded from the application vendor to update the application's
embedded programmable packet filter without having to update the entire program code
of the application.

Ahn (US 20110055916 A1) disclosed a method including identifying at least one
subset of rules and an ordered set of firewall packet filtering rules that defines a firewall
policy such that the subset contains disjoint rules. Disjoint rules are defined as rules
whose order can be changed without changing integrity of the firewall policy. Rules in
the subset are sorted to statistically decrease the number of comparisons that will be
applied to each packet that a firewall encounters. Packets are filtered at the firewall
using the sorted rules in the subset by comparing each packet to each of the sorted
rules in the subset until the packet is allowed or denied and ceasing the comparing for
the packet in response to the packet being allowed or denied and thereby achieving
sub-linear searching for packets filtered using the sorted rules in the subset.

Zuk et al. (US 8009566 B2) disclosed inspecting data packets in a computer
network. One or more data packets through the network have associated header data
and content. One method includes receiving a data packet, examining the data packet
to classify the data packet including classifying the data packet using information
included in the header and content, determining flow instructions for processing the
packet based on both the header information and the content and processing of the

packet using the flow instructions.
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Jordan (US 8839417 B1) disclosed a system configured to analyze a received
network communication; determine, based on information above the data link layer of
the received network communication, if the received network communication is to be
handled by a service available on a network; and respond affirmatively to a device
sending the network communication that the service is available on the network. If it is
determined that the service is available on the network, the code is configured to cause
a processor to route received network communication to a component within the
network that is configured to provide the service. If it is determined that the service is
not available on the network, the code is configured to cause a processor to route the
received network communication to a predetermined network component configured to
analyze and interact with the received network communication and to generate rules
based on analysis and interaction with the received network communication.

Bharali et al. (US 20140150051 A1) disclosed receiving a network policy that
includes a domain name (e.g., the network policy can include a network security rule
that is based on the domain name); and periodically updating Internet Protocol (IP)
address information associated with the domain name by performing a Domain Name
Server (DNS) query. In some embodiments, dynamic resolution of Fully Qualified
Domain Name (FQDN) address objects in policy definitions includes dynamically
performing a first local Domain Name Server (DNS) lookup for a first VSYS using a first
DNS server on a first domain name for implementing a network policy based on the first
domain name; dynamically performing a second local DNS lookup for a second VSYS
using a second DNS server on the first domain name for implementing the network

policy based on the first domain name; in which the network policy includes a network
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security rule that is based on the first domain name, and the network policy includes a
network security rule that is based on the second domain name.

However, the prior art of record, taken by itself or in any combination, do not
anticipate or make obvious the invention of the present application and in particular the
claim features listed above.

8. Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
9. The prior art made of record and not relied upon is considered pertinent to
applicants’ disclosure.
a. Xu et al., (“Source Address Filtering Firewall to Defend against

Denial of Service Attacks”, September 2004, IEEE 60th Vehicular
Technology Conference, Vol. 5, pp. 3296-3300)
b. Lyon (US 20140245421 A1)

C. Sampath et al. (US 8738906 B1)

d. Stevens et al. (US 20150135325 A1)

10.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Kenneth W Chang whose telephone number is
(571)270-7530. The examiner can normally be reached on Monday - Friday 9-5pm

EST.
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Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Taghi Arani can be reached on 571-272-3787. The fax phone number for
the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

/KENNETH W CHANG/
Primary Examiner, Art Unit 2438

UNITED STATES
PATENT AKD TRADEMARK OFFICE

07.28.2020
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4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
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EAST Search History

EAST Search History (Prior Art)

Re Hits
o

Defa Plur Time

ult als Stam

Oper p
. ator f

"20140245421".pn.

AD]  ON  2020/0

727
10:32

"20150135325".pn.

ADJ  ON  2020/0

7/27
110:31

H04L67/02.CPC. and (address with (malicious or malware or
‘blacklist$9) with (traffic or packet$5) with service) same
(filter$9)

AD]  ON  2020/0

7/27
110:28

‘H04L63/0236.CPC. and (address with (malicious or malware or
- blacklist$9) with (traffic or packet$5) with service) same
g(filter$9)

ADJ  ON  2020/0

7/27
;10:27

H04L63/0218.CPC. and (address with (malicious or malware or
‘blacklist$9) with (traffic or packet$5) with service) same
(filter$9)

AD] ON  2020/0

7/27
110:27

'H04L63/0209.CPC. and (address with (malicious or malware or
-blacklist$9) with (traffic or packet$5) with service) same
g(filter$9)

AD]  ON  2020/0

7/27
110:27

'HO04L63/20.CPC. and (address with (malicious or malware or
:blacklist$9) with (traffic or packet$5) with service) same
-(filter$9)

AD]  ON  2020/0

7/27
110:27
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(address with (malicious or malware or blacklist$9) with (traffic
-or packet$5) with service) same (filter$9) same (polic$9)

AD]  ON  2020/0

7/27
110:25

%(address with (malicious or malware or blacklist$9) with (traffic
-or packet$5) with service) same (filter$9)

ADJ  ON  2020/0

727
10:24

(address with (malicious or malware or blacklist$9) with (traffic :
-or packet$5) with service)

AD]  ON  2020/0

7/27
110:24

i(malware or malicious) with (service or track$5) with (traffic or
‘informat$9) and rule with packet with filter$9 with (creat$9 or
updat$9 or alter$9 or generat$9 or new)

ADJ  ON  2020/0

7/27
;09:55

- (malware or malicious) with (traffic or packet) with (data or 3
-information or feedback) and rule with packet with filter$S with
-(updat$9)

ADJ  ON  2020/0

7/27
109:54

'H041L63/0263.CPC.

ADJ  ON  2020/0°

727
09:54

'HO4L67/02.CPC.

AD]  ON  2020/0

7/27
109:54

ADJ  ON  2020/0

7/27
;09:54
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13 1,18 HO4L63/0218.CPC. US- AD] ON  2020/0
7 PGP 727
: % UB; 109:54

12 2,13 H04L63/0209.CPC. US- ADJ ON 2020/0
2 PGP 2
: : UB; - 109:53

L1 18,3 HO4L63/20.CPC. US- AD] ON 2020/0
77 PGP 727
? UB; - 09:53

'S2 8 HOAL63/0209.CPC. AND (firewall or gateway or router) with ~ US- AD] ON  2020/0
90 “((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP : 4/12
I - polic$9 same (packet or data or datagram or traffic) and ‘UB; 115:00

-(malicious or malware or attack$9 or intrusion or ddos or ‘USP
protect$9) and (server with (external or outside)) AT,
g ‘EPO :

'S2 61 H04L63/20.CPC. AND (firewall or gateway or router) with ‘US- :ADJ :ON 2020/0
189 ¢ - ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP 4/12
o ‘polic$9 same (packet or data or datagram or traffic) and -UB; :15:00
-(malicious or malware or attack$9 or intrusion or ddos or ‘USP :
: protect$9) and (server with (external or outside)) AT;

'S2 1192 :("20080028467" | "20080043739" | "20080072307" | ‘US- ‘ADJ ON 2020/0

88 :"20080077705" | "20080080493" | "20080086435" | ‘PGP § 4/12

o :"20080101234" | "20080163333" | "20080201772" | -UB; : 14:41
:"20080229415" | "20080235755" | "20080279196" | ‘USP i
:"20080301765" | "20080313738" | "20080320116" | AT,
:"20090028160" | "20090138938" | "20090144819" | ‘EPO
:"20090150972" | "20090172800" | "20090222877" | : i
:"20090240698" | "20090262723" | "20090262741" |
:"20090300759" | "20090328219" | "20100011433" |
:"20100011434" | "20100082811" | "20100095367" |
:"20100107240" | "20100115621" | "20100132027" |
:"20100195503" | "20100199346" | "20100202299" |
1"20100211678" | "20100232445" | "20100242098" |
:"20100268799" | "20100296441" | "20100303240" |
:"20110055916" | "20110055923" | "20110088092" |
:"20110141900" | "20110154470" | "20110185055" |
1"20110214157" | "20110270956" | "20110277034" |
:"20120023576" | "20120084866" | "20120106354" |
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1"20120110656" | "20120113987" | "20120240135" |
:"20120240185" | "20120264443" | "20120314617" |
:"20120331543" | "20130007257" | "20130047020" |
1"20130059527" | "20130061294" | "20130104236" |
:"20130117852" | "20130139236" | "20130254766" |
:"20130291100" | "20130305311" | "20140075510" |
:"20140082204" | "20140082730" | "20140115654" |
1"20140150051" | "20140201123" | "20140215561" |
:"20140215574" | "20140245423" | "20140259170" |
:"20140281030" | "20140283004" | "20140283030" |
:"20140317397" | "20140317737" | "20140337613" |
1"20140365372" | "20140366132" | "20150033336" |
:"20150052601" | "20150106930" | "20150128274" |
-"20150135325" | "20150207809" | "20150237012" |
1"20150244734" | "20150256431" | "20150304354" |
:"20150334125" | "20150341389" | "20150347246" |
:"20150350229" | "20150372977" | "20150373043" |
:"20160020968" | "20160028751" | "20160065611" |
:"20160112443" | "20160119365" | "20160127417" |
:"20160191558" | "20160205069" | "20160219065" |
:"20160285706" | "20160294870" | "20160366099" |
1"20170223046" | "20170272469" | "6098172" | "6147976" |
:"6226372" | "6279113" | "6317837" | "6484261" | "6611875" |
"6662235" | "6678827" | "6826694" | "6907042" | "6971028" |
1"7089581" | "7095716" | "7107613" | "7143438" | "7152240" |
:"7185368" | "7215637" | "7225269" | "7227842" | "7237267" |
"7263099" | "7296288" | "7299353" | "7331061" | "7478429" |
-"7499412" | "7539186" | "7610621" | "7684400" | "7710885" |
:"7721084" | "7792775" | "7814158" | "7814546" | "7818794" |
:"7849502" | "7913303" | "7954143" | "8004994" | "8009566" |
-"8037517" | "8042167" | "8117655" | "8156206" | "8176561" |
1"8219675" | "8271645" | "8306994" | "8307029" | "8331234" |
:"8422391" | "8495725" | "8510821" | "8726379" | "8789135" |
"8806638" | "8832832" | "8856926" | "8935785" | "9094445" |
:"9124552" | "9137205" | "9154446" | "9160713" | "9172627" |
1"9419942" | "9531672" | "9634911" | "9686193").PN.

1("20010039579" | "20010039624" | "20020016858" |
:"20020038339" | "20020049899" | "20020083345" |
:"20020112188" | "20020152209" | "20020164962" |
:"20020165949" | "20020186683" | "20020198981" |
:"20030005122" | "20030014665" | "20030018591" |
:"20030035370" | "20030051026" | "20030088787" |
:"20030097590" | "20030105976" | "20030120622" |
1"20030123456" | "20030142681" | "20030145225" |
:"20030154297" | "20030154399" | "20030188192" |
:"20030212900" | "20030220940" | "20040010712" |
:"20040015719" | "20040073655" | "20040088542" |
:"20040093513" | "20040098511" | "20040114518" |
:"20040123220" | "20040131056" | "20040148520" |
:"20040151155" | "20040172529" | "20040172557" |
:"20040177139" | "20040181690" | "20040193943" |
:"20040199629" | "20040205360" | "20040250124" |

US-
PGP
UB;
USP
AT,
EPO

AD]  ON  2020/0
S a2
1441
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"20050010765" | "20050024189" | "20050071650" |
"20050076227" | "20050108557" | "20050114704" |
"20050117576" | "20050125697" | "20050138204" |
"20050138353" | "20050141537" | "20050183140" |
"20050229246" | "20050249214" | "20050251570" |
"20050283823" | "20050286522" | "20060031928" |
"20060048142" | "20060053491" | "20060070122" |
"20060080733" | "20060085849" | "20060104202" |
"20060114899" | "20060133377" | "20060136987" |
"20060137009" | "20060146879" | "20060159028" |
"20060195896" | "20060212572" | "20060248580" |
"20060262798" | "20070056038" | "20070083924" |
1"20070118894" | "20070147380" | "20070211644" |
"20070240208" | "20070291789" | "20080005795").PN.

'S2.1  "20060123481".pn. US- AD] ON 2020/0
86 PGP 411
- : UB; - 121:16

S2.1  "20090150996".pn. US- AD]  ON 20200
85 PGP 4/11
T UB; 0 21:00

'$2 8 (malware or malicious) with (traffic or packet) with (dataor ~ US- ADJ ON  2020/0
8 ‘information or feedback) same rule with packet with filter$9 PGP : 4/11
©with (updat$9) U 20140

'S2 51 (malware or malicious) with (traffic or packet) with (dataor ~ US- ADJ ON  2020/0
83 ‘information or feedback) and rule with packet with filter$9 with :PGP 4/11
 (updat$9) U, - 2040

'S2 67 (malware or malicious) with (service or track$5) with (trafficor US- ADJ ON 2020/0
82 ‘informat$9) and rule with packet with filter$9 with (creat$9 or PGP : 4/11
- updat$9 or alter$9 or generat$9 or new) UB; 17:37

'$2.0 (malware or malicious) with (service or track$5) with (trafficor 'US- AD] ON  2020/0
81 ‘informat$9) same rule with packet with filter$9 with (creat$9 or PGP 4/11
o -updat$9 or alter$9 or generat$9 or new) -UB; 117:36
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S2 0 (malware or malicious) with (host) with (track$9) with (service 'US- ADJ ON  2020/0
80 : ‘or informat$9) same rule with packet with filter$9 with (creat$9 :PGP 4/11
L -or updat$9 or alter$9 or generat$9 or new) gUB; 117:34

'$2 0 (malware or malicious) with (track$9) with (service or US- ADJ ON 2020/0
78 -informat$9) with rule with packet with filter$9 with (creat$9 or PGP : 4/11
L gupdat$9 or alter$9 or generat$9 or new) ‘UB; - 17:33

'S2.0 (malware or malicious) with (host) with (track$9) with (service US- ADJ ON 2020/0
77 ‘or informat$9) with rule with packet with filter$9 with (creat$9 PGP 4/11
L ‘or updat$9 or alter$9 or generat$9 or new) ‘UB; 17:21

520 (malware or malicious) with (host) with (track$9) with (service 'US- AD] ON 2020/0
76 -or informat$9) with rule with packet with filter$9 with (creat$9 :PGP : 4/11
% % ‘or updat$9 or alter$9 or generat$9) ‘UB; 17:21

'S2.1  "20070118894".pn. US- AD] ON 2020/0
75 ‘PGP : 4/11
o % ‘UB; - 116:14

S2.1  "20060059551".pn. Us- ADJ ON 2020/0
74 PGP : 4/11
o UB;  12:08

S2.1  "20080244726".pn. US- AD] ON 2020/0
73 PGP 411
- : UB; - 112:06

S2°1  "20030088788".pn. US- AD] ON 2020/0
7. PGP 411
N V- o 12:04
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S2°1  "20030118038".pn. US- AD] ON  2020/0
7 PGP 4/11
o : "UB; 112:00

S2.1  "20120069749".pn. US- ADJ ON 2020/0
70 ‘PGP : 4/11
UB;  11:58

S2.1  "6230271".pn. US- ADJ ON 2020/0
69 PGP : 411
o % ‘UB; - 111:58

521 "20080016550".pn. US- ADJ  ON  2020/0
UB; 111:27

S2°1  "20110016509".pn. US- (ADJ ON 2020/0
7 PGP 41
o % ‘UB; - 11:12

'S2 .93 (firewall or gateway or router) with ((updat$9 or new or ‘US- 'ADJ ON 2020/0

66 :modif$9) adj3 (rule or filter$9)) same polic$9 same (packet or PGP 4/11

L -data or datagram or traffic) and (malicious or malware or :UB; 111:07
-attack$9 or intrusion or ddos or protect$9) and (server with ‘USP f i
(external or outside)) AT,

S21  "20030154399".pn. US- AD] ON 2020/0

65 PGP 4

- : UB; - 110:59

S2.1 "20070271605".pn. US- AD]  ON 20200
64 PGP 41
T UB; 1B
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S21  "6400707".pn. US- AD] ON 2020/0
63 PGP A
‘UB; 110:47

52 394 HO4L67/02.CPC., Us- AD]  ON  2020/0
62 67 PGP - Y
‘UB; - 1045

'S2 13,91 HO4L63/0236.CPC. US- AD] ON 2020/0
61 4 PGP 4/11
o % ‘UB; - 110:45

52 1,15 HO4L63/0218.CPC. US- AD] ON  2020/0
600 PGP : 4/11
;1045

'S2 2,05  H04L63/0209.CPC. US- ADJ ON 2020/0
o % ‘UB; - 110:45

52 17,5 HO4L63/20.CPC. US- AD]  ON  2020/0
58 91 PGP ° 411
B 1045

'S2 34 (centripetal networks).as. US- ADJ ON 2020/0
F PGP 411
C : UB; - 110:44

'S2 188 (moore adj3 sean).in. US- AD] ON 2020/0
56 PGP 411
- : UB; 110:44
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1S2 607 (rogers adj3 steven).in. US- AD] ON 2020/0
55 PGP 4/11
o : UB; 110:44

S2.4 (10567437 | 10091246 | 9560077 | 9137205).pn. US- ADJ ON 2020/0
4 PGP 320
o : UB; 21117

'S2 :29 H04L63/0218.CPC. and (firewall or gateway or router) with :US- {ADJ ON 2019/1

53 ‘((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP : 2/04

o - polic$9 and (malicious or malware or attack$9 or intrusion) ‘UB; - 115:20
-same (packet$9 or frame or traffic$) USP : : ?

523 (20080040793 | 20130117801 | 7853996).pn. US- AD] ON 2019/1
5 PGP 2/04
L § UB; 115:20

'S2 1196 :H04L63/0263.CPC. AND (gateway) same (policy or policies) ‘US- ‘ADJ ON 2019/1
51 ‘same (packet or traffic) and (rule) same (address$10) with PGP : 2/04
I : (source or destination or network or ip or internet protocol) ‘UB; 115:17

‘same (security or secure or protect$9 or ids or intrusion or dos :USP 5 ?

-or denial of service) and (server or manager or managing or AT,

:supervis$9) and (set or list) and (function or algorithm or ‘EPO

“filter$9 or processing) 5 5

'S2 :1,04 (setor list$5) with (addresses) with (ip or internet protocol or  :US- :AD]J :ON 2019/1

50 :7 -source) with (discard$9 or block$6 or drop$5) same (packet) PGP : 2/04

I :and (forward$9 or allow$8) with (outside or otherwise or ‘UB; 115:17
-address$5) same (packet) with (address$5) ‘USP ? ?

'S2 1117 (firewall or gateway or router) with ((updat$9 or new or ‘US- ‘ADJ ON 2019/1

49 -modif$9) adj3 (rule or filter$9)) same polic$9 and (malicious or PGP :2/04

o ‘malware or attack$9 or intrusion) same (packet$9 or frame or :UB; - .15:17
traffics) USP L

'S2 :62 :("20020083345" | "20020152209" | "20030005122" | ‘US- ‘ADJ ON 2019/1
139 :"20030014665" | "20030088787" | "20040015719" | ‘PGP 2/03
o 1"20040114518" | "20040131056" | "20050249214" | ‘UB; 117:00
:"20060031928" | "20070056038" | "20070291789" | USP 5 ?
:"20080028467" | "20080080493" | "20080086435" | AT,
:"20080101234" | "20080201772" | "20080313738" | ‘EPO :
:"20080320116" | "20090144819" | "20090262723" | 5 5
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:"20090300759" | "20100115621" | "20100195503" |
:"20100202299" | "20110214157" | "20120084866" |
:"20120110656" | "20120240185" | "20130007257" |
:"20130139236" | "20140082204" | "20140082730" |
1"20140215561" | "20140337613" | "20150128274" |
:"20150135325" | "20150207809" | "20150256431" |
:"20150347246" | "20160028751" | "20160127417" |
1"20160191558" | "20170223046" | "20170272469" | "6907042"
-] "6971028" | "7152240" | "7185368" | "7225269" | "7499412"
-] "7849502" | "8156206" | "8219675" | "8271645" | "8331234"
| "8422391" | "8510821" | "9531672" | "9634911" |
:"9686193").PN.

'S2 37,8 HO04L67/02.CPC. US- AD] ON 20191
387 PGP - - 2/03
UB; 1657

'S2 3,70 'H04L63/0236.CPC. Us- ADJ ON 2019/1
37 4 ‘PGP : 12/03
- % UB; - 116:57

1S2 1,11 HO4L63/0218.CPC. US- ADJ ON 2019/1
3% 6 PGP .2/03
. uB; 1657

'S2 :20 :H04L63/0209.CPC. and (firewall or gateway or router) with ‘US- ‘ADJ ON 2019/1

35 ‘((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP : 2/03

L -polic$9 and (malicious or malware or attack$9 or intrusion) :UB; 116:57
:same (packet$9 or frame or traffic$) ‘USP 5 ?

'S2 16,6 'HO04L63/20.CPC. US- ADJ ON 20191
3420 PGP 203
U; 1657

'S2:1  "20090262741".PN. %US- %ADJ ON 12019/0
33 PGP 521
. UB; . 14:06
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'S2 :43  'H04L63/0263.CPC. and (firewall or gateway or router) with ‘US- ‘ADJ :ON 2019/0

32 :((updat$9 or new or modif$9) adj3 (rule or filter$9)) same ‘PGP 5/21

- :polic$9 and (malicious or malware or attack$9 or intrusion) ‘UB; - 110:32
-same (packet$9 or frame or traffic$) USP : : ?

'S2 118 HO04L63/0236.CPC. and (firewall or gateway or router) with ‘US- 'ADJ ON 2019/0

31 ‘((updat$9 or new or modif$9) adj3 (rule or filter$9)) same ‘PGP 5/21

-polic$9 and (malicious or malware or attack$9 or intrusion) :UB; 110:31
:same (packet$9 or frame or traffic$) ‘USP f i

'S2 :26  H04L63/0218.CPC. and (firewall or gateway or router) with :US- {ADJ ON 2019/0

30 ‘((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP : 521

o - polic$9 and (malicious or malware or attack$9 or intrusion) ‘UB; - 110:31
-same (packet$9 or frame or traffic$) USP : : ?

'S2 18 HO4L63/0209.CPC. and (firewall or gateway or router) with ‘US- ADJ :ON 2019/0

29 :((updat$9 or new or modif$9) adj3 (rule or filter$9)) same ‘PGP 5/21

o -polic$9 and (malicious or malware or attack$9 or intrusion) :UB; 110:31
:same (packet$9 or frame or traffic$) ‘USP f

'S2 139  :HO04L63/20.CPC. and (firewall or gateway or router) with ‘US- ‘ADJ ON 2019/0

28 -((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP : 521

o :polic$9 and (malicious or malware or attack$9 or intrusion) ‘UB; 110:31
:same (packet$9 or frame or traffic) ‘USP 5 ?

'S2 1109 (firewall or gateway or router) with ((updat$9 or new or ‘US- ADJ :ON 2019/0

27 :modif$9) adj3 (rule or filter$9)) same polic$9 and (malicious or :PGP 5/21

% ? -malware or attack$9 or intrusion) same (packet$9 or frame or  :UB; : :10:30
traffics) (USP 3

'S2 115 (firewall or gateway or router) with ((updat$9 or new or ‘US- ‘ADJ ON 2019/0

26 -modif$9) adj3 (rule or filter$9)) same polic$9 same (malicious PGP : 521

o -or malware or attack$9 or intrusion) same (packet$9 or frame  UB; 110:17
or traffic$) ‘USP 5 ?

'S2 .38 (firewall or gateway or router) with ((updat$9 or new or US- AD] ON 2019/0
25 -modif$9) adj3 (rule or filter$9)) same polic$9 same (malicious PGP :5/21
L -or malware or attack$9 or intrusion) UB; 110:16
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'S2 454 (firewall or gateway or router) with ((updat$9 or new or US- AD] ON 2019/0
24 ‘modif$9) adj3 (rule or filter$9)) same polic$9 PGP 521
B 10:16

152 13,30 (firewall or gateway or router) with ((updat$9 or new or US- ADJ ON 2019/0
23 .0 modif$9) adj3 (rule or filter$9 or polic$9)) PGP : :5/21
UB; - . 10:16

S2.1  "20140090046".pn. US- ADJ ON 2019/0
22 PGP 520
o % ‘UB; - 122:35

521 "20050076227".pn. US- ADJ ON 2019/0
2 PGP 520
s 2034

2.1 "20120069749".pn. US- ADJ ON 2019/0
20 PGP 520
- : UB; 120:32

$2 0 (updat$9 with policy with rule with (signat9 or criter$5) same ~ US- ADJ ON  2019/0
19 :(drop$9)) same packet ‘PGP ! 5/20
- UB; 118:33

S22 (updat$9 with policy with rule with (signat9 or criter$5) same  'US- AD] ON  2019/0
18 (drop$9)) pePo 520
UB; - 118:33

S2 1 (updat$9 with policy with rule with (signat9 or criter$5) with ~ US- ADJ 'ON  2019/0
17 ‘(encapsulat$9 or replac$9 or insert$9)) ‘PGP : 520
- UB; 118:32
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'S2.0 (updat$9 with policy with rule with signat9 with (encapsulat}d US- AD] ON 2019/0
16 orreplac$9 or insert$9)) same (router or gateway) PGP 520
UB; 1832

S2.0 (updat$9 with policy with rule with signat9 with (encapsulat}9 US- ADJ ON 2019/0
15 ‘or replac$9 or insert$9))same gateway PGP : 5/20
UB; 1832

'S2 35,6 HO04L67/02.CPC. US- ADJ ON 2019/0
14 32 PGP 520
UB; 13:52

152322 HO4L63/0263.CPC. US- ADJ ON 2019/0
139 PGP 520
w13

'S2 3,39 HO04L63/0236.CPC. US- (ADJ ON 2019/0
125 PGP 520
o % ‘UB; - 113:52

521,06 HO4L63/0218.CPC. US- AD] ON  2019/0
114 PGP : 5/20
. w13

S2 1,81 HO4L63/0209.CPC. US- AD] ON 2019/0
- : UB; - 113:52

'S2 15,0 'HO4L63/20.CPC. US- ADJ ON 20190
0917 PGP 520
UB; 113:51
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'S2 162 (moore adj3 sean).in. US- ADJ ON 2019/0
: : %PGP :5/20
UB; 113:50

1S2 569 (rogers adj3 steven).in. US- ADJ ON 2019/0
PGP 520
;1350

'S2 .23 (centripetal networks).as. US- (ADJ ON 2019/0
06 PGP 520
o % ‘UB; - 113:50

$2.3 (10091246 | 9560077 | 9137205).pn. US- ADJ ON 2019/0
o5 PGP - 516
UB; 114:18

S21  "9894051".pn. US- AD] ON 2018/0
04 PGP 5/10
o % ‘UB; - 116:43

'S2 67 HO4L67/02.CPC. and (rule) with (set or group or subset or ‘US- {AD] ON 2017/1

03 :subgroup) with address$5 same network$9 same (traffic or ‘PGP 0/27

o - packet$9) and (filter$9 or firewall or router or rout$9 or :UB; 113:36
intrusion or ids) "USP : 5

'S2 1193 'H04L63/0263.CPC. and (rule) with (set or group or subsetor ~ :US- 'ADJ ON 2017/1

02 ‘subgroup) with address$5 same network$9 same (traffic or ‘PGP : 0/27

- - packet$9) and (filter$9 or firewall or router or rout$9 or ‘UB; 113:36
intrusion or ids) ‘USP

'S2 82 HO4L63/0236.CPC. and (rule) with (set or group or subsetor ~ :US- 'ADJ ON 2017/1

01: :subgroup) with address$5 same network$9 same (traffic or PGP 027

o ‘ packet$9) and (filter$9 or firewall or router or rout$9 or ‘UB; 113:36
intrusion or ids) "USP :
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'S2 :33  'H04L63/0218.CPC. and (rule) with (set or group or subset or ~ :US- :ADJ :ON 2017/1

00 : :subgroup) with address$5 same network$9 same (traffic or ‘PGP : 0/27

- ‘packet$9) and (filter$9 or firewall or router or rout$9 or ‘UB; - 113:36
intrusion or ids) ‘USP : %

'S1 .28  HO4L63/0209.CPC. and (rule) with (set or group or subsetor ~ US- :AD] ON 2017/1

99 :subgroup) with address$5 same network$9 same (traffic or ‘PGP 0/27

- packet$9) and (filter$9 or firewall or router or rout$9 or ‘UB; 113:36
-intrusion or ids) ‘USP - ?

'S1 :148 H04L63/20.CPC. and (rule) with (set or group or subset or ‘US- {ADJ ON 2017/1

98 ‘subgroup) with address$5 same network$9 same (traffic or PGP : 027

o - packet$9) and (filter$9 or firewall or router or rout$9 or ‘UB; - 113:35
intrusion or ids) ‘USP : %

'S1 1,41 (rule) with (set or group or subset or subgroup) with address$5 'US- AD] ON 2017/1
97 ‘4 same network$9 same (traffic or packet$9) and (filter$9 or PGP : 0/27
% % firewall or router or rout$9 or intrusion or ids) gUB; 13:35

'S1 42 HO04L63/20.CPC. AND (rule or criteria or signature) same 'US- {ADJ 'ON 2017/1
96 (packet or traffic) and (address$10) with (source or destination :PGP : 027
o -or network or ip address or internet protocol address) and ‘UB; 113:35

(intrusion detect$9 or network protect$9 or ids or dos or denial - USP 5 5

- of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) AT;

‘and network$9 same (border$5 or boundary or boundaries) and : EPO

:(head or header or heading) and (vlan or virtual$5 local area 5

-network or virtual$5 lan)

S1:1  "8009566" .pn. US- AD] ON 2017/1
95 PGP 027
- g UB; | 13:34

S1.1  "6279113".pn. Us- ADJ) ON 2017/1
uB; 1333

'S1:1  "20140150051".pn. US- AD] ON 2017/1
93 PGP . 027
UB; - 113:24
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'S1 1,42 (rule) with (set or group or subset) with address$5 same US- ADJ] ON 2017/1

92 5 network$9 same (traffic or packet$9) PGP 0/27
‘UB; - 12:21
USP -
AT,
‘EPO :
'S1 :152 :("20010039579" | "20010039624" | "20020016858" | ‘US- {ADJ ON 2017/1
91 :"20020038339" | "20020049899" | "20020164962" | ‘PGP 026
1"20020165949" | "20020186683" | "20020198981" | ‘UB; 122:49
:"20030035370" | "20030097590" | "20030105976" | ‘USP %
:"20030120622" | "20030123456" | "20030142681" | AT;

"20030145225" | "20030154297" | "20030154399" | EPO
"20030188192" | "20030212900" | "20040010712" | %
"20040073655" | "20040088542" | "20040093513" |
"20040098511" | "20040151155" | "20040177139" |
"20040193943" | "20040205360" | "20040250124" |
"20050010765" | "20050024189" | "20050114704" |
"20050117576" | "20050125697" | "20050138204" |
"20050141537" | "20050183140" | "20050229246" |
"20050251570" | "20050286522" | "20060048142" |
"20060053491" | "20060070122" | "20060104202" |
"20060114899" | "20060136987" | "20060137009" |
"20060146879" | "20060195896" | "20060212572" |
"20060248580" | "20060262798" | "20070083924" |
1"20070211644" | "20070240208" | "20080005795" |
"20080043739" | "20080072307" | "20080077705" |
"20080163333" | "20080229415" | "20080235755" |
"20080279196" | "20080301765" | "20090138938" |
"20090172800" | "20090222877" | "20090240698" |
"20090328219" | "20100011433" | "20100011434" |
"20100082811" | "20100095367" | "20100107240" |
"20100132027" | "20100199346" | "20100211678" |
"20100232445" | "20100242098" | "20100268799" |
"20100296441" | "20100303240" | "20110055916" |
1"20110055923" | "20110088092" | "20110141900" |
"20110185055" | "20110270956" | "20120023576" |
"20120106354" | "20120113987" | "20120240135" |
"20120264443" | "20120314617" | "20120331543" |
"20130047020" | "20130059527" | "20130061294" |
"20130117852" | "20130254766" | "20130305311" |
"20140075510" | "20140115654" | "20140201123" |
1"20140215574" | "20140281030" | "20140283004" |
"20140283030" | "20140366132" | "20150237012" |
"20150304354" | "20150334125" | "6098172" | "6147976" |
"6226372" | "6317837" | "6484261" | "6611875" | "6662235" |
"7089581" | "7107613" | "7215637" | "7227842" | "7237267" |
"7263099" | "7299353" | "7331061" | "7478429" | "7539186" |
"7610621" | "7684400" | "7710885" | "7721084" | "7818794" |
"7954143" | "8004994" | "8037517" | "8042167" | "8117655" |
"8176561" | "8306994" | "8495725" | "8726379" | "8806638" |
"8856926" | "8935785" | "9094445" | "9124552" | "9137205" |
"9154446" | "9160713").PN.
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'S1 :458 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ ON 2017/1
190 ¢ : (address$10) with (source or destination or network or ip ‘PGP 0/26
‘address or internet protocol address) and (intrusion detect$9 or :UB; :20:12

-network protect$9 or ids or dos or denial of service) and {USP : ?

- (drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 AT;

:same (border$5 or boundary or boundaries) and (head or ‘EPO :

‘header or heading) and (vlan or virtual$5 local area network or :

virtual$5 lan) :

'S1 28,3 HO4L67/02.CPC. US- ADJ ON 2017/1
89 48 PGP 026
us; 2012

512,51 HO4L63/0263.CPC. Us- AD)  ON 2017/1
87 PGP - 026
o i ‘UB; - :20:12

S1 2,50 HO4L63/0236.CPC. US- ADJ ON 20171
870 PGP 0/26
-UB; 120:12

S1 893 HO4L63/0218.CPC. Us- AD) ON 2017/1
86 PGP : 0/26
. uB; 20

S1 1,44 HO4L63/0209.CPC. US- AD] ON 2017/1
85 5 PGP 0/26
w201

S1 11,4 HO4L63/20.CPC. US- AD] ON 2017/1
8 70 PGP BN
w201

'S1.16 (centripetal networks).as. US- AD] ON 2017/1
8 PGP 0/26
- : UB; - 120:11
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'S1 128 (moore adj3 sean).in. US- ADJ] ON 2017/1
- PGP 026
w2011

'S1 541 (rogers adj3 steven).in. Us- ADJ ON 2017/1
PGP 026
w2001

S1:2 (9560077 | 9137205).PN. US- ADJ ON 2017/1
80 PGP 0/26
- % UB; 120:03

S1:3 (6147976 | 9154446 | 7610621).pn. US- AD] ON 2016/0
o UB; 1555

'S1:16 :H04L63/0218.CPC. AND rule and (drop$5 or discard$5) with ~ :US- :ADJ :ON 2016/0

70 (packet or flow or flood or frame) same (switch or router or PGP : 9/22

o -hub) and (lan or local area network) AND (zone or edge or ‘UB; .15:48
_boundary) USP -

'S1 :189 :HO04L63/0236.CPC. AND rule and (drop$5 or discard$5) with ‘US- :ADJ ON 52016/0

69 ¢ - (packet or flow or flood or frame) same (switch or router or ‘PGP 9/22

L -hub) and (lan or local area network) AND (zone or edge or -UB; :15:48
‘boundary) USP : f

'S1 :27 :H04L63/0209.CPC. AND rule and (drop$5 or discard$5) with ~ :US- :AD]J :ON 2016/0

68 (packet or flow or flood or frame) same (switch or router or PGP : 9/22

I -hub) and (lan or local area network) AND (zone or edge or ‘UB; .15:48
‘boundary) ‘USP : :

'S1:210 'HO4L63/20.CPC. AND rule and (drop$5 or discard$5) with ‘US- 'AD] ON 2016/0

67 ¢ : (packet or flow or flood or frame) same (switch or router or PGP 9/22

L ‘hub) and (lan or local area network) AND (zone or edge or :UB; :15:48
-boundary) “USP : f
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'S1 780 HO4L63/0218.CPC. US- AD] ON 2016/0
66 PGP 92
UB; 15w

512,07 HO4L63/0236.CPC. Us- AD)  ON 2016/0
6 7 PGP - 922
w1547

'S1 22,6 HO4L67/02.CPC. 'US- AD] ON 2016/0
6 10 PGP 922
UB; 1547

511,24 HO4L63/0209.CPC. US- ADJ ON 2016/0
6539 PGP 922
UB; - . 15:47

'S1 9,21 HO4L63/20.CPC. US- AD] ON 2016/0
62 0 PGP : 922
UB; | 15:47

'S1 4,59 rule and (drop$5 or discard$5) with (packet or flow or flood or US- OR  ON  2016/0
61 6  frame) same (switch or router or hub) and (lan or local area PGP : 9/22
- _network) AND (zone or edge or boundary) UB; - 15:46

'S1 :146 :("20030142681" | "20030212900" | "20050117576" | ‘US- \OR ON 2016/0
60 :"20070083924" | "20080005795" | "20100082811" | ‘PGP : 9/22
- :"20110055916" | "20120314617" | "20130059527" | "8806638" :UB; 115:29

-] "20110185055" | "20120331543" | "20010039624" | ‘USP

:"20070240208" | "6317837" | "20020016858" | "20060262798" :AT; :

.| "20050251570" | "20150304354" | "7237267" | “EPO :

:"20050010765" | "20140115654" | "7263099" | "20100095367" 5

.| "8176561" | "20050138204" | "20060212572" | :

1"20100211678" | "20100296441" | "7539186" | "7684400" |

:"20060146879" | "8306994" | "20080043739" | "20020198981"

-] "20050286522" | "20080077705" | "20100303240" |

:"20140281030" | "7954143" | "20040177139" | "20040205360" :

| "20140283004" | "20150237012" | "7107613" | "7237267" |

:"7331061" | "8495725" | "20060053491" | "20120023576" |
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"20130305311" | "20060248580" | "20090328219" | ;
"20110088092" | "20120113987" | "8935785" | "20030154297"
| "20020049899" | "20030035370" | "9137205" | %
"20040193943" | "20040205360" | "20050010765" |
1"20050114704" | "20140215574" | "20140283004" |
"20140283030" | "7299353" | "20050114704" | "20050183140"
| "20060104202" | "20060212572" | "20090138938" | 5
"20140201123" | "6098172" | "7089581" | "20040093513" |
"7215637" | "20030145225" | "20060048142" | "20060195896"
| "20120264443" | "7818794" | "20140366132" | ?
"20020038339" | "20050183140" | "20050229246" |
"20060212572" | "20070083924" | "20080229415" | ;
"20080301765" | "20100199346" | "20150237012" | "7089581"
| "7263099" | "9124552" | "9160713" | "20020038339" | %
"20040010712" | "20040088542" | "20050251570" | ;
"20060070122" | "20100199346" | "20110055923" | "6484261"
| "7299353" | "20090240698" | "20110185055" | ?
"20120106354" | "20140075510" | "20050141537" | :
"20080072307" | "20090172800" | "20100132027" | "6226372"
| "20060114899" | "20130061294" | "8726379" | %
"20060048142" | "20060070122" | "6098172" | "7107613" |
"20050286522" | "20140281030" | "20150304354" | "7227842"
| "7954143" | "20020186683" | "20030154399" | ?
"20040098511" | "20100011434" | "7478429" | "8004994" |
"20030097590" | "20030123456" | "20100242098" |
1"20020165949" | "20040073655" | "20090138938" |
"20100268799" | "20140201123" | "6484261" | "7227842" |
"7331061" | "8042167" | "8495725" | "9094445" |
"20040193943" | "20050229246" | "20080229415" |
"20140283030" | "8037517" | "9124552" | "20080163333" |
"20090222877" | "20100107240" | "20130117852" | "8117655"
1| "20030188192" | "20040088542" | "20040151155" | :
"20080235755" | "20110270956" | "7710885" | "7721084" |
"20110055916" | "20040177139" | "20060104202" | g
"20100011433" | "6662235" | "20020165949" | "20020198981"
| "20050125697" | "20060048142" | "20100303240" | %
"9094445" | "9160713" | "20010039579" | "20040250124" |
1"20130047020" | "20120240135" | "6611875" | "8856926" |
"20130254766" | "20060136987" | "20080279196" |
"20030120622" | "20040010712" | "20040088542" | %
"20050125697" | "20110055923" | "20140115654" | "8037517"
| "20030120622" | "20040073655" | "20070083924" | 1
"20080077705" | "20080301765" | "20100011433" |
"20100268799" | "20140215574" | "6662235" | "8042167" |
"20030105976" | "20060137009" | "20070211644" |
"20100232445" | "20150334125").PN.

(US-6137792-$ or US-6055236-$ or US-5706348-$ or US- USP OR  ON
 5710760-$ or US-5805705- or US-5987520-% or US-5991401-§ AT 1
or US-6011910-$ or US-6026085-$ or US-6147987- or US-

6233232-$ or US-4774658-$ or US-4799153-$ or US-4901348-$

or US-4965804-$ or US-5247513-§ or US-5251203-$ or US-

5280529-$ or US-5442708-$ or US-5444782-$ or US-5485455-$

12016/0
1/06
13:46
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‘or US-5490252-$ or US-5491694-$ or US-5521910-$ or US-
:5615340-$ or US-5640456-%$).did. or (US-5642421-$ or US- :
:5657452-$ or US-5684800-$ or US-5729594-$ or US-5737318-$ -
-or US-5751952-$ or US-5768525-$ or US-5781550-$ or US-
:5790546-$ or US-5796942-$ or US-5799285-$ or US-5828846-$ :
‘or US-5864683-$ or US-5896499-$ or US-5913037-$ or US-
-5935249-% or US-5946308-$ or US-5950172-$ or US-5953337-$
-or US-6009528-$ or US-6035405-$ or US-6070243-$ or US-
:6081524-$ or US-6084858-$ or US-6098173-$ or US-6101539-$
‘or US-6101170-$).did. or (US-6118775-$ or US-6141755-$ or
:US-6148402-$ or US-6147995-$ or US-6167052-$ or US-
16172991-$ or US-6188671-$ or US-6195705-$ or US-6199113-% :
‘or US-6202081-$ or US-6230002-$ or US-6230271-$ or US-
:6249519-$ or US-4332980-$ or US-4445214-$ or US-4509073-$
-or US-4768204-$ or US-4771422-$ or US-4787082-$ or US-
:4802220-$ or US-4823389-$ or US-4866770-$ or US-4872160-$
‘or US-4896319-$ or US-4922486-$ or US-4985895-$ or US- :
:5048087-$).did. or (US-5029207-$ or US-5220501-$ or US- g
:5228083-$ or US-5235644-$ or US-5237610-$ or US-5247380-$
‘or US-5261044-$ or US-5261059-$ or US-5268962-$ or US-
:5282244-$ or US-5295244-$ or US-5303302-$ or US-5303303-$
‘or US-5311593-$ or US-5313465-$ or US-5319712-$ or US- '
:5351287-$ or US-5353353-$ or US-5386471-$ or US-5394469-

$).did. :
'S1 :254 (encapsul$9) with (packet) with (header or heading) with ‘US- \OR :ON 2016/0
58 ‘(address) with (destination) with (different or new or alternate) PGP : 11/06
UB; 11:55
USP : ?
AT;
‘EPO :
S1 64 ("20030142681" | "20030212900" | "20050117576" | ‘US- :OR :ON 2016/0
57 :"20070083924" | "20080005795" | "20100082811" | PGP :1/06
- "20110055916" | "20120314617" | "20130059527" | "8806638" UB; - 10:02
°] "20110185055" | "20120331543" | "20010039624" | ‘USP :

:"20070240208" | "6317837" | "20050138204" | "20060212572" :AT;
'] "20100211678" | "20100296441" | "7539186" | "7684400" | :EPO
:"20060146879" | "8306994" | "20060248580" | "20090328219" : :
/| "20110088092" | "20120113987" | "8935785" |

:"20030154297" | "20020049899" | "20030035370" | "9137205"

-| "20030145225" | "20060048142" | "20060195896" |
:"20120264443" | "7818794" | "20140366132" | "20050141537"

/| "20080072307" | "20090172800" | "20100132027" | 5
"6226372" | "20060114899" | "20130061294" | "8726379" |
:"20100011434" | "7478429" | "8004994" | "20030097590" |
1"20030123456" | "20100242098" | "20030188192" |
:"20040088542" | "20040151155" | "20080235755" |
-"20110270956" | "7710885" | "7721084" | "20120240135" |
1"6611875" | "8856926" | "20130254766" | "20060136987").PN. :

S1:1 "20080298373".pn. ‘US- :ADJ]
56 PGP
‘UB;
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12016/0
1/05
14:20

"20060262798".pn.

'S1 .98 (vlan or virtual$5 lan) same different$5 with (rout$9) same ,
54  (destination) with (address) and (intrusion detect$9 or network
o - protect$9 or ids or dos or denial of service) :

'S1 157 (vlan or virtual$5 lan) same different$5 with (rout$9) same US- AD] ON 2016/0
53  (destination) with (address) PGP : 11/05
‘UB; - 114:07

'S1 456 (vlan or virtual$5 lan) same (rout$9) same (destination) with ~ 'US- AD] ON  2016/0
52 (address) same different PGP 105
U, - 140

'S1 2,20 (vlan or virtual$5 lan) same (rout$9) same (destination) same ~ US- AD] ON 2016/0
51 4 (address) PGP 105
‘UB; :14:07

S1.1  "20110055916".pn. US- \OR ' ON 2016/0
- % ‘UB; - 110:22

S1:1  "20080043739".pn. US- OR  ON 2016/0
48 PGP : 1/05
UB; | . 10:20

S1.1  "9137205".pn. US- ADJ ON 2016/0
47 PGP /04
- : UB; - 116:47
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"9137205".pn.

ADJ ON 20151

12/30
115:59

-H04L63/20.CPC. and (rule or criteria or signature) same (packet
-or traffic) and (address$10) with (source or destination or :
‘network or ip address or internet protocol address) and :
- (intrusion detect$9 or network protect$9 or ids or dos or denial :
- of service) and (drop$9 or discard$9 or dump$5) and (spoof$9)
-and network$9 same (border$5 or boundary or boundaries) and °
(head or header or heading) 5

ADJ  ON 2015/1

2/30
15:52

:H04L63/0263.CPC. and (rule or criteria or signature) same :
-(packet or traffic) and (address$10) with (source or destination
-or network or ip address or internet protocol address) and j
:(intrusion detect$9 or network protect$9 or ids or dos or denial -
-of service) and (drop$9 or discard$9 or dump$5) and (spoof$9)
-and network$9 same (border$5 or boundary or boundaries) and :
-(head or header or heading) :

ADJ ON 2015/1

2/30
15:52

2

‘H04L63/0218.CPC. and (rule or criteria or signature) same ,
 (packet or traffic) and (address$10) with (source or destination
-or network or ip address or internet protocol address) and :
(intrusion detect$9 or network protect$9 or ids or dos or denial :
-of service) and (drop$9 or discard$9 or dump$5) and (spoof$9)
-and network$9 same (border$5 or boundary or boundaries) and
-(head or header or heading) :

-H04L67/02.CPC. and (rule or criteria or signature) same (packet :
cor traffic) and (address$10) with (source or destination or :
:network or ip address or internet protocol address) and :
(intrusion detect$9 or network protect$9 or ids or dos or denial
-of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) :
‘and network$9 same (border$5 or boundary or boundaries) and
:(head or header or heading) and (vlan or virtual$5 local area '
‘network or virtual$5 lan)

ADJ  ON 2015/1

2/30
15:52

-H04L63/0236.CPC. and (rule or criteria or signature) same ,
- (packet or traffic) and (address$10) with (source or destination
:or network or ip address or internet protocol address) and :
(intrusion detect$9 or network protect$9 or ids or dos or denial
-of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) :
‘and network$9 same (border$5 or boundary or boundaries) and
:(head or header or heading) and (vlan or virtual$5 local area '
“network or virtual$5 lan)

AD] ON 20151

2/30
15:52

-H04L63/0218.CPC. and (rule or criteria or signature) same :
:(packet or traffic) and (address$10) with (source or destination
:or network or ip address or internet protocol address) and ,
(intrusion detect$9 or network protect$9 or ids or dos or denial
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) -

AD] ON 20151

2/30
15:51
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%and network$9 same (border$5 or boundary or boundaries) and %AT;
:(head or header or heading) and (vlan or virtual$5 local area  :EPO
“network or virtual$5 lan) _

'S1 .12 HO4L63/02.CPC. AND (rule or criteria or signature) same ‘US- ADJ ON 2015/1

38 (packet or traffic) and (address$10) with (source or destination :PGP 2/30

o -or network or ip address or internet protocol address) and ‘UB; 115:51
(intrusion detect$9 or network protect$9 or ids or dos or denial :USP 5 ?

-of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) :AT;
-and network$9 same (border$5 or boundary or boundaries) and : EPO :
:(head or header or heading) and (vlan or virtual$5 local area f
:network or virtual$5 lan)

'S1:29  HO4L63/20.CPC. AND (rule or criteria or signature) same ‘US- ‘ADJ ON 2015/1

37 (packet or traffic) and (address$10) with (source or destination :PGP 2/30

o “or network or ip address or internet protocol address) and ‘UB; 115:51
“(intrusion detect$9 or network protect$9 or ids or dos or denial :USP : : ?

-of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) AT,
-and network$9 same (border$5 or boundary or boundaries) and : EPO :
:(head or header or heading) and (vlan or virtual$5 local area :
‘network or virtual$5 lan)

'S1 :314 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ ON 2015/1
36 -(address$10) with (source or destination or network or ip ‘PGP : 12/30
- ‘address or internet protocol address) and (intrusion detect$9 or UB; 115:51
‘network protect$9 or ids or dos or denial of service) and ‘USP : 5
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 AT,
-same (border$5 or boundary or boundaries) and (head or EPO

§header or heading) and (vlan or virtual$5 local area network or
virtual$5 lan) and (rout$9) |

'S1 :314 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ ON 2015/1
35 -(address$10) with (source or destination or network or ip PGP : 12/30
o -address or internet protocol address) and (intrusion detect$9 or UB; 115:51
-network protect$9 or ids or dos or denial of service) and USP 5 ?
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 AT,
-same (border$5 or boundary or boundaries) and (head or ‘EPO :
-header or heading) and (vlan or virtual$5 local area network or :
virtual$5 lan) ?
'S1 :1,26 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ ON 2015/1
34 4  (address$10) with (source or destination or network or ip ‘PGP : 12/30
o -address or internet protocol address) and (intrusion detect$9 or UB; 115:49
-network protect$9 or ids or dos or denial of service) and USP 5 ?
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 :AT; :
:same (border$5 or boundary or boundaries) and (head or “EPO :
‘header or heading) 3 :
'S1 1,41 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ ON 2015/1
133:8  (address$10) with (source or destination or network or ip ‘PGP 12/30
‘address or internet protocol address) and (intrusion detect$9 or :UB; 115:48
‘network protect$9 or ids or dos or denial of service) and ‘USP : ?
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 :AT;
-same (border$5 or boundary or boundaries) EPO :
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'S1 :1,41 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ :ON 2015/1
132 :8  (address$10) with (source or destination or network or ip ‘PGP : :2/30
o ‘address or internet protocol address) and (intrusion detect$9 or :UB; 115:48

-network protect$9 or ids or dos or denial of service) and USP : : ?

- (drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 AT;

:same (border or boundary or boundaries) §EPO

'S1 :3,28 (rule or criteria or signature) same (packet or traffic) and ‘US- {ADJ ON 2015/1
31 8  (address$10) with (source or destination or network or ip ‘PGP :2/30
‘address or internet protocol address) and (intrusion detect$9 or :UB; 115:48
- network protect$9 or ids or dos or denial of service) and ‘USP f i
:(drop$9 or discard$9 or dump$5) and (spoof$9) AT,

'S1 :3,29 (rule or criteria or signature) same (packet or traffic) and :US- {ADJ ON 2015/1

30 (4 (address$10) with (source or destination or network or ip or ‘PGP : 2/30

o ‘internet protocol) and (intrusion detect$9 or network protect$9 :UB; - .15:47
-or ids or dos or denial of service) and (drop$9 or discard$9 or USP %
-dump$5) and (spoof$9) AT;

'S1 :19,3 (rule or criteria or signature) same (packet or traffic) and ‘US- ADJ ON 2015/1
129 19 :(address$10) with (source or destination or network or ip or ‘PGP :2/30
o ‘internet protocol) and (intrusion detect$9 or network protect$9 :UB; : 115:47
-or ids or dos or denial of service) and (drop$9 or discard$9 or  USP ?
- dumps5) AT,

'S1 :31,2 (rule or criteria or signature) same (packet or traffic) and ‘US- ‘ADJ ON 2015/1

128 120 (address$10) with (source or destination or network or ip or PGP : 12/30

- -internet protocol) and (intrusion detect$9 or network protect$9 UB; .15:47
‘or ids or dos or denial of service) ‘USP

S1.9 (centripetal networks).as. US- AD] ON  2015/1
27 PGP : 2/30
‘UB; - 115:45

'S1.110 %(moore adj3 sean).in. US- AD] ON 2015/1
% PGP 230
%UB; ;15:45

'S1 488 (rogers adj3 steven).in. US- ADJ ON 2015/1
PGP : 12/30
uB; 1545
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'S1 18,9 HO4L67/02.CPC. US- AD] ON 2015/1
24 04 PGP - 230
UB; 15:44

'S1 7,27 HOA4L63/20.CPC. Us- AD)  ON 2015/1
230 PGP 2/30
. UB; 1544

S1 1,62 HO4L63/0236.CPC. Us- ADJ ON 2015/1
26 PGP 2/30
L : ‘UB; - 115:44

S1 1,85 HO4L63/0263.CPC. US- ADJ ON 20151
213 PGP 2B
N w1544

S1 720 HO4L63/0218.CPC. Us- ADJ ON 2015/1
20 PGP 230
L : ‘UB; - 115:44

'S1 :35 H04L63/02.CPC. AND (gateway) same (policy or policies) same :US- :AD]J :ON 2015/1
19 (packet or traffic) and (rule) same (address$10) with (source or :PGP :2/30
- -destination or network or ip or internet protocol) same (security :UB; : 115:44
-or secure or protect$9 or ids or intrusion or dos or denial of ‘USP f
iservice) and (server or manager or managing or supervis$9) AT
‘and (set or list) and (function or algorithm or filter$9 or ‘EPO
- processing or rout$9) : :

'S1 123 H04L63/20.CPC. AND (gateway) same (policy or policies) same ‘US- 'ADJ ON  2015/1
18 (packet or traffic) and (rule) same (address$10) with (source or PGP : 2/30
- -destination or network or ip or internet protocol) same (security :UB; 115:44
-or secure or protect$9 or ids or intrusion or dos or denial of USP : :
-service) and (server or manager or managing or supervis$9) AT,
‘and (set or list) and (function or algorithm or filter$9 or EPO
“processing or rout$9) % E

S1.8  ("20020049899" | "20060136987" | "20060146879" |  US- ADJ ON 2015/0
17 "20070240208" | "20100242098" | "20130061294" | "6317837" PGP 7/30
L | "8306994").PN. UB; 16:25
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("20030154297" | "20060114899" | "20110185055" |
"20120331543" | "20130254766" | "8004994").PN.

%("7478429" | "7818794" | "8935785").PN.

-H04L63/20.CPC. AND (gateway) same (policy or policies) same :
- (packet or traffic) and (rule) same (address$10) with (source or
-destination or network or ip or internet protocol) same (security -
-or secure or protect$9 or ids or intrusion or dos or denial of
‘service) and (server or manager or managing or supervis$9)
:and (set or list) and (function or algorithm or filter$9 or

- processing or rout$9) and (edge or boundary or boundaries or
‘border$5) with network

US- ADJ ON 2015/0
PGP - 730
UB; 116:25
usp |

AT,

EPO -

US- ADJ ON 2015/0
PGP 7/22
UB; 110:50
‘USP f

AT,

EPO - |
US- (ADJ ON 2015/0
PGP - 326
UB; - 17:38
usp

AT,

EPO -

-H04L63/20.CPC. AND (gateway) same (policy or policies) same :
- (packet or traffic) and (rule) same (address$10) with (source or
-destination or network or ip or internet protocol) same (security
-or secure or protect$9 or ids or intrusion or dos or denial of
‘service) and (server or manager or managing or supervis$9)
:and (set or list) and (function or algorithm or filter$9 or

- processing or rout$9) and (edge or boundary or boundaries or
‘borders$5)

ADJ  ON 2015/0

3/26
17:38

-H04L63/20.CPC. AND (gateway) same (policy or policies) same :
- (packet or traffic) and (rule) same (address$10) with (source or
-destination or network or ip or internet protocol) same (security
-or secure or protect$9 or ids or intrusion or dos or denial of
‘service) and (server or manager or managing or supervis$9)
‘and (set or list) and (function or algorithm or filter$9 or
“processing or rout$9)

3/26
17:37

:HO04L63/0218.CPC. AND (gateway) same (policy or policies)
-same (packet or traffic) and (rule) same (address$10) with

i (source or destination or network or ip or internet protocol)
:same (security or secure or protect$9 or ids or intrusion or dos
-or denial of service) and (server or manager or managing or
:supervis$9) and (set or list) and (function or algorithm or
filter$9 or processing or encapsul$9)

ADJ  ON  2015/0

3/26
17:36

- (US-20060212572-4 or US-20030145225-$ or US-20060048142-
$ or US-20010039624-$ or US-20050138204-$ or US- j
120100296441-$ or US-20080072307-$ or US-20050141537-$ or -
US-20030142681-$ or US-20100082811-$ or US-20030035370- -
$ or US-20110088092-$).did. f

ADJ  ON 2015/0

13/26
;17:35

%("20030097590" | "20090328219" | "20120240135" |
1"20120314617" | "6611875" | "8306638").PN.

AD]  ON 2015/0

3/26
14:52
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ON  2015/0

1S9 196  HO04L63/20.CPC. AND (gateway) same (policy or policies) same

0 - (packet or traffic) and (rule) same (address$10) with (source or - ; ; 13/26
I -destination or network or ip or internet protocol) same (security :UB; 112:26
‘or secure or protect$9 or ids or intrusion or dos or denial of ‘USP : i

service) and (server or manager or managing or supervis$9)  AT;
-and (set or list) and (function or algorithm or filter$9 or ' '
: processing or rout$9 or encapsul$9)

S8 :8  HO4L63/0218.CPC. AND (gateway) same (policy or policies) ‘US- ADJ ON 2015/0
8 :same (packet or traffic) and (rule) same (address$10) with ‘PGP .3/26
- (source or destination or network or ip or internet protocol) ‘UB; 112:22

:same (security or secure or protect$9 or ids or intrusion or dos  USP f

;or denial of service) and (server or manager or managing or AT,

‘supervis$9) and (set or list) and (function or algorithm or EPO

-filter$9 or processing or rout$9) : :

S8 67 H04L63/0263.CPC. AND (gateway) same (policy or policies) ‘ON 2015/0
7 :same (packet or traffic) and (rule) same (address$10) with 13/26
o ‘(source or destination or network or ip or internet protocol) 112:22
-same (security or secure or protect$9 or ids or intrusion or dos
:or denial of service) and (server or manager or managing or
‘supervis$9) and (set or list) and (function or algorithm or
-filter$9 or processing or rout$9)

'S8 .67  HO4L63/0263.CPC. AND (gateway) same (policy or policies) ON  2015/0

6 ‘same (packet or traffic) and (rule) same (address$10) with 13/26
5 : i (source or destination or network or ip or internet protocol) 12:11
‘same (security or secure or protect$9 or ids or intrusion or dos ?
§or denial of service) and (server or manager or managing or
:supervis$9) and (set or list) and (function or algorithm or
filter$9 or processing)
1S8:96 H04L63/20.CPC. AND (gateway) same (policy or policies) same : ‘ON  2015/0
5 -(packet or traffic) and (rule) same (address$10) with (source or PGP 13/26
o -destination or network or ip or internet protocol) same (security :UB; : 12:11

‘or secure or protect$9 or ids or intrusion or dos or denial of ‘USP -
‘service) and (server or manager or managing or supervis$9) AT,
-and (set or list) and (function or algorithm or filter$9 or ‘EPO !
 processing) : :

S8:8  HO04L63/0218.CPC. AND (gateway) same (policy or policies) ON  2015/0
4 :same (packet or traffic) and (rule) same (address$10) with 3/26
L (source or destination or network or ip or internet protocol) 12:11
:same (security or secure or protect$9 or ids or intrusion or dos
‘or denial of service) and (server or manager or managing or
‘supervis$9) and (set or list) and (function or algorithm or
filter$9 or processing)

'ON 2015/0
326
112:04
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58 591 HO4L63/20.CPC. Us- AD) ON 20150
2 8 PGP : 3/26
w1204

S8 655 HO4L63/0218.CPC. US- (ADJ ON 2015/0
1 PGP 326
I : UB; 112:04

S8 6 ("20030097590" | "20090328219" | "20120240135" | US- ADJ ON 20150
0 "20120314617" | "6611875" | "8806638").PN. PGP 314
. uB; 2126

'S7 134 (SIP or session initiat$9 protocol) with (URI or uniform US- AD] ON 2015/0
9 -resourse) with (header or heading) same (network address$9) :PGP : 3/14
- ‘UB; - 121:20

7 1,20 (SIP or session initiat$9 protocol) with (URI or uniform US- ADJ ON 2015/0
'8 2 resourse) with (header or heading) PGP : :3/14
L UB; 121:20

'S7 11,80 (SIP or session initiat$9 protocol) same (URI or uniform US- ADJ ON 2015/0
7 6  resourse) same (header or heading) ‘PGP : 3/14
o : UB; - 121:19

'§7 1114 (network with transparent$5 with layer) same address$9 same US- AD] ON  2015/0
6 :(link$9) and (secure or security or attack$9) PGP 2/24
- :UB; 114:01

'S7 1171 (network with transparent$5 with layer) same address$9 same US- ADJ ON  2015/0
5 (links9) PGP 224
o ‘UB; - .14:00
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'S7 1539 (network with transparent$5 with layer) same address$9 US- AD] ON 2015/0
Y PGP 4
- % UB; 114:00

572 %("20080005795" | "20090172800").PN. ‘US- ADJ ON 22015/0
3 PGP : 2/24
L : UB; - 113:49

S7 3 ('7539186" | "7710885" | "8856926").PN. US- ADJ ON 20150
2 ‘PGP : 2/24
. B, 1348

'S7 66 :H04L63/0263.CPC. AND (gateway) same (policy or policies) ‘US- ‘AD]J ON 2015/0
1 -same (packet or traffic) and (rule) same (address$10) with PGP : 2/24
o : (source or destination or network or ip or internet protocol) ‘UB; 111:54

‘same (security or secure or protect$9 or ids or intrusion or dos :USP 5 ?

‘or denial of service) and (server or manager or managing or AT,

‘supervis$9) and (set or list) and (function or algorithm or ‘EPO :

filter$9 or processing) : :

'S7 .88 HO04L63/20.CPC. AND (gateway) same (policy or policies) same :US- 'AD] ON 2015/0
0  (packet or traffic) and (rule) same (address$10) with (source or :PGP 2/24
- -destination or network or ip or internet protocol) same (security :UB; : 11:54
‘or secure or protect$9 or ids or intrusion or dos or denial of ‘USP - f f
‘service) and (server or manager or managing or supervis$9) AT,
-and (set or list) and (function or algorithm or filter$9 or EPO
: processing) f f

S6 8  HO04L63/0218.CPC. AND (gateway) same (policy or policies) ~ US- 'AD] ON  2015/0
9 :same (packet or traffic) and (rule) same (address$10) with ‘PGP : 2/24
-  (source or destination or network or ip or internet protocol) UB; 111:54
‘same (security or secure or protect$9 or ids or intrusion or dos USP : 5

;or denial of service) and (server or manager or managing or AT;
:supervis$9) and (set or list) and (function or algorithm or ‘EPO
filter$9 or processing) : :

'S6 11,65 HO04L63/0263.CPC. US- AD] ON 2015/0
8 4 PGP 224
o UB; 11:54
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1S6 5,70 | HO4L63/20.CPC. US- AD] ON 2015/0
7 9 PGP 2/24
o : UB; 11:54

S6 647 HO4L63/0218.CPC. US- ADJ ON 20150
6 PGP 2/24
- § UB; 111:53

S61  "20140115654".pn. US- AD] ON 2015/0
5 PGP : 2/24
o % ‘UB; - 111:53

'S6:26 713/1,100,150,151,152,153,154,155,166,167,168.CCLS. AND ~ 'US- AD] ON 2014/1
4 561 PGP 020
L § UB; 102:26

'S6 54 709/201,203,217,218,219,220,223,224,225,226,227,228,229,23 - Us- ADJ ON 2014/1
3 10,231,238,239,240,242,244,245.CCLS. AND S61 PGP 020
L : ‘UB; - 102:26

'S6 .31 726/3,6,11,12,13,14,15,16,17,22,23,24,25.CCLS. AND S61 US- AD] ON 2014/1
2 PGP 020
UB; - 02:26

'S6 :198 :(gateway) same (policy or policies) same (packet or traffic) and US- 'AD] ON 2014/1
1 (rule) same (address$10) with (source or destination or network PGP 0/20
- -or ip or internet protocol) same (security or secure or protect$9 UB; 102:26
-or ids or intrusion or dos or denial of service) and (server or ‘USP 5 ?
‘manager or managing or supervis$9) and (set or list) and AT,
-(function or algorithm or filter$9 or processing) same (ipsec or EPO
ip security or internet protocol security) 5 :

'S6 24,9 713/1,100,150,151,152,153,154,155,166,167,168.CCLS. US- AD] ON 2014/1
0 76 PGP 020
. g UB; 102:26
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'S5 125, 1709/201,203,217,218,219,220,223,224,225,226,227,228,229,23 'US- AD] ON 2014/1
9 1386 0,231,238,239,240,242,244,245.CCLS. PGP 020
UB; 102:26

USP %

AT,

EPO

S5 26,0 :726/3,6,11,12,13,14,15,16,17,22,23,24,25.CCLS. US- AD] ON 2014/1
8 93 PGP - 020
UB; 0224

'S5.1  "20030035370".pn. US- ADJ ON 2014/1
7 PGP 0/20
o % ‘UB; - 101:42

S51  "20050135375".pn. US- ADJ ON 2014/1
6 PGP 020
. § UB; 101:39

'S5.1  "20110088092".pn. US- (ADJ ON 2014/1
5 PGP 020
- § ‘UB; - 100:40

'S5.69  (spoof$5) with (address$5) with (network or source) with US- AD] ON 2014/1
4 ‘(policy or policies or rule) ‘PGP 020
o UB; 100:28

'S5 209  (spoof$5) with (address$5) with (network or source) same US- AD] ON 2014/1
3 (policy or policies or rule) PGP 0/20
o UB; - 100:28

S5 1 "20100082811".pn. US- AD] ON 2014/1
2 PGP - 020
. UB; ~ 00:08
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S5:1  "20080279200".pn. US- ADJ ON 2014/1
1 PGP 0/19
- : UB; 123:51

'S5.5 (blacklist$5 or black list$9) with (addresses) with (paid or pay) US- AD] ON 2014/1
0 PGP : 019
. § UB; 123:46

'S4 5 (blacklist$5 or black list$9) with (addresses) with (provider) with Us- AD] ON 2014/1
9 - (subscription or subscribing or subscriber) ‘PGP 0/19
o UB; 2342

'S4 55 (blacklist$5 or black list$9) with (addresses) with (provider) with Us- AD] ON 2014/1
8 (service) PGP o1
L i UB; 123:41

'S4 15 (blackiist$5 or black list$9) with (addresses) with (subscription  US- ADJ  ON  2014/1
7 or subscriber or subscribing) with (service) PGP 019
L : ‘UB; - 123:38

'S4 222 (blackiist$5 or black list$9) with (addresses) same (subscription US- ADJ ON  2014/1
6 -or subscriber or subscribing or customer) PGP 019
. g UB; . 23:38

'S4 2 (blackiist$5 or black list$9) with (addresses) with (discard$9 or  US- AD] ON  2014/1
5 -block$6 or drop$5) with (packet) same (subscription or PGP : 0/19
o subscriber or subscribing or customer) UB; - 123:38

'S4 3 (differentiat$10 service code point select$5 or dscp select$5 or  US- ADJ  ON  2014/1
4 - Diff-Serv Code Point) same (header or heading) same (traffic or PGP -0/19
L - packet) same (policy or policies or rule) UB; 122:48
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'S4 26 (differentiat$10 service code point select$5 or dscp select$5 or  US- ADJ  ON  2014/1
3  Diff-Serv Code Point) same (header or heading) same (traffic or PGP 0/19
: : %packet) :UB; ;22:47

5410 (differentiat$10 service code point select$5 or dscp select$5)  US- ADJ ON  2014/1
2 -same (header or heading) same (traffic or packet) PGP : 0/19
L UB; 122:47

'S4 .34 (forward$9) with (packet) same (queue or group or buffer$5) US- AD] ON 2014/1
1 :same (priority) same (faster or higher) same (policy or policies :PGP 0/19
- ~or whitelist$5 or white list$8) UB; 21356

'S4 11 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8) US- AD] ON 2014/1

0 -with (packet) with (address$5) same (policy or policies or ‘PGP 0/19

L -whitelist$5 or white list$8) same (voip or voice over ip or voice UB; 120:32
-over internet protocol) same (call or session or traffic or ‘USP f
‘connection) AT,

1S3 12 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8) :US- :AD] ON 2014/1

9 ‘with (packet) with (address$5) same (policy or policies or PGP : 019

o -whitelist$5 or white list$8) same (voip or voice over ip or voice UB; :20:32
-over internet protocol) ‘USP 5 ?

1S3 1223 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8) :US- :AD] :ON 2014/1

8 -with (packet) with (address$5) same (policy or policies or ‘PGP 0/19

L -whitelist$5 or white list$8) and (voip or voice over ip or voice  :UB; :20:31
‘over internet protocol) “USP : f

S3 21 (discard$10 or block$5 or drop$5) and (forwards$9 or allows8)  US- AD] ON  2014/1
7 ‘with (packet) with (address$5) with (whitelist$9 or white list$5) PGP : .0/19
o UB; - .20:07

S35 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8) US- AD] ON  2014/1
6 ‘with (packet) with (address$5) with (whitelist$9 or white list$5) : PGP 0/19
- with (only) UB; 120:07
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S35 (addresses) with (ip or internet protocol or source) with US- ADJ ON 2014/1

5 - (discard$9 or block$6 or drop$5) with (packet) and (forward$9 PGP 10/19
- ‘or allow$8) with (packet) with (address$5) with (whitelist$9 or  :UB; :20:05
‘white list$5) with (only) ‘USP : %
AT,
‘EPO
'S3 :15  :(addresses) with (ip or internet protocol or source) with ‘US- {ADJ ON 2014/1
4 ‘ (discard$9 or block$6 or drop$5) with (packet) and (forward$9 PGP 0/19
o ‘or allow$8) with (outside or otherwise or address$5) with :UB; 120:04
- (packet) with (address$5) with (whitelist$9 or white list$5) ‘USP ? i
? (AT,
‘EPO :
1S3 12 (blacklist$5 or black list$9) with (addresses) with (ip or internet :US- :ADJ :ON 2014/1
3 - protocol or source) with (discard$9 or block$6 or drop$5) with PGP 0/19
o :(packet) and (forward$9 or allow$8) with (outside or otherwise :UB; .18:28
-or address$5) with (packet) with (address$5) with (blacklist$5  USP %
-or black list$9) AT;
: ‘EPO :
S3:19 (blacklist$5 or black list$9) with (addresses) with (ip or internet :US- 'AD] ' ON 2014/1
2  protocol or source) with (discard$9 or block$6 or drop$5) with PGP 0/19
o -(packet) and (forward$9 or allow$8) with (outside or otherwise :UB; : 118:28
-or address$5) with (packet) with (address$5) ‘USP ?
AT, -
o EPO -
'S3:1  (blacklist$5 or black list$5) with (address$9) with increas$9 with :US- :ADJ  ON  2014/1
1  (policy or policies) PGP : 019
o § ‘UB; - 118:26
USP
AT,
‘EPO :
1S3 546 (set or list$5) with (addresses) with (ip or internet protocol or  :US- :ADJ :ON 2014/1
0 ‘source) with (discard$9 or block$6 or drop$5) with (packet) and : PGP 0/19
- (forward$9 or allow$8) with (outside or otherwise or address$5) : UB; 118:24
‘with (packet) with (address$5) USP : ?
AT;
EPO
'S2 1705 :(setor list$5) with (addresses) with (ip or internet protocol or  :US- :AD] :ON 2014/1
9 -source) with (discard$9 or block$6 or drop$5) same (packet) PGP : 019
o :and (forward$9 or allow$8) with (outside or otherwise or ‘UB; .18:24
-address$5) same (packet) with (address$5) ‘USP
AT;
‘EPO :
'S2 1,85 (setor list$5) with (addresses) with (ip or internet protocol or  :US- :AD] :ON 2014/1
8 7  :source) same (discard$9 or block$6 or drop$5) same (packet) PGP .0/19
- -and (forward$9 or allow$8) with (outside or otherwise or :UB; 118:24
‘address$5) same (packet) same (address$5) “USP : :
? AT,
‘EPO :
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152 18,99 (set or list$5) with (addresses) with (ip or internet protocol or  'US- AD] ON  2014/1
7 3 :source) same (discard$9 or block$6 or drop$5) ‘PGP 0/19
- § ‘UB; - 118:23

: : -(gateway) same (policy or policies) same (packet or traffic) and
6 :(rule) same (function or algorithm or filter$9 or processing)
- ‘same (ipsec or ip security or internet protocol security) and
: (security or secure or protect$9 or ids or intrusion or dos or
“denial of service) and (server or manager or managing or
‘supervis$9) same (policy or policies) and (address$10) with
: (source or destination or network or ip or internet protocol)

2014/1
019
;15:35

%SZ 9 %(gateway) same (policy or policies) same (packet or traffic) and :US- %ADJ ON 52014/1§

5 (rule) same (address$10) with (source or destination or network : PGP 10/19
o ~or ip or internet protocol) same (function or algorithm or filter$9 : UB; : 115:25
-or processing) same (ipsec or ip security or internet protocol ‘USP f f

-security) and (security or secure or protect$9 or ids or intrusion :AT;
‘or dos or denial of service) and (server or manager or managing : EPO
-or supervis$9) same (policy or policies) and (pipelin$5 or : :
- parallel$5)

'S2 .28 (gateway) same (policy or policies) same (packet or traffic) and :US- :AD]J :ON 2014/1
4 (rule) same (address$10) with (source or destination or network : PGP 0/19
- ‘or ip or internet protocol) same (function or algorithm or filter$9 : : 115:25
-or processing) same (ipsec or ip security or internet protocol : 5
-security) and (security or secure or protect$9 or ids or intrusion
‘or dos or denial of service) and (server or manager or managing :
-or supervis$9) same (policy or policies)

2 1198  (gateway) same (policy or policies) same (packet or traffic) and - ON 2014/1

3 (rule) same (address$10) with (source or destination or network - PGP .0/19

‘or ip or internet protocol) same (security or secure or protect$9 :UB; 115:24
‘or ids or intrusion or dos or denial of service) and (server or : 5 5
“manager or managing or supervis$9) and (set or list) and
“(function or algorithm or filter$9 or processing) same (ipsec or
“ip security or internet protocol security)

'S2 1253 :(gateway) same (policy or policies) same (packet or traffic) and ‘ON 2014/1
2 (rule) same (address$10) with (source or destination or network : 019
L “or ip or internet protocol) same (security or secure or protect$9 UB; 115:23
‘or ids or intrusion or dos or denial of service) and (server or : 5 ?
‘manager or managing or supervis$9) and (set or list) and :
:(function or algorithm or filter$9 or processing) and (ipsec or ip
“security or internet protocol security) :

1S2 252 (gateway) same (policy or policies) same (packet or traffic) and ON 2014/1

1 (rule) same (address$10) with (source or destination or network - 0/19
- ‘or ip or internet protocol) same (security or secure or protect$9 UB; - 15:23
‘or ids or intrusion or dos or denial of service) and (server or ~ :USP - : ?
‘manager or managing or supervis$9) and (set or list) and AT;
(function or algorithm or filter$9 or processing) and (ipsec or ip :EPO :
- security) : :
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'S2 :534 (gateway) same (policy or policies) same (packet or traffic) and US ‘AD] ON 32014/13

0 -(rule) same (address$10) with (source or destination or network PGP 10/19

- ‘or ip or internet protocol) same (security or secure or protect$9 :UB; 100:19
-or ids or intrusion or dos or denial of service) and (server or USP : : ?
:manager or managing or supervis$9) and (set or list) and AT,

§(function or algorithm or filter$9 or processing)

S1 534 (gateway) same (policy or policies) same (packet or traffic) and = US- AD] ON ?2014/1%

9 (rule) same (address$10) with (source or destination or network : PGP 10/19
- -or ip or internet protocol) same (security or secure or protect$9 :UB; : 100:18
-or ids or intrusion or dos or denial of service) and (server or ‘USP f i
- manager or managing or supervis$9) and (set or list) AT,

'S1 :551 (gateway) same (policy or policies) same (packet or traffic) and :US- :ADJ :ON 2014/1

8 :(rule) same (address$10) with (source or destination or network PGP 0/19

L ‘or ip or internet protocol) same (security or secure or protect$9 :UB; 100:18
-or ids or intrusion or dos or denial of service) and (server or ' : : ?
‘manager or managing or supervis$9)

'S1 :570 :(gateway) same (policy or policies) same (packet or traffic) and :US- :ADJ :ON 12014/1

7 (rule) same (address$10) with (source or destination or network : PGP 0/19

- ‘or ip or internet protocol) same (security or secure or protect$9 :UB; : 100:18
‘or ids or intrusion or dos or denial of service) : : :

'S1 :1,43 :(gateway) same (policy or policies) same (packet or traffic) and :US- :ADJ ON 2014/1

6 0  (rule) same (address$10) with (source or destination or network : PGP : 019

- -or ip or internet protocol) and (security or secure or protect$9 5 5 .00:17
‘or ids or intrusion or dos or denial of service) ?

' S1 :3,29 (gateway) same (policy or policies) same (packet or traffic) and :US- :ADJ :ON 2014/1

5 5  (rule) and (address$10) with (source or destination or network 0/19

o -or ip or internet protocol) and (security or secure or protect$9 :UB; : -00:16
‘or ids or intrusion or dos or denial of service) : : : 5

§51 %3,68 %(gateway) same (policy or policies) same (packet or traffic) and : US- %ADJ ON ;2014/1
4 6 :(rule) and (address$10) with (source or destination or network 0/19
L or ip or internet protocol) UB; 00:15

§51 %4,41 %(gateway) same (policy or policies) same (packet or traffic) and US %ADJ ON ?2014/1?

3 5 (rule) PGP ' 019
:UB; .00:14
USP L
AT,
‘EPO :
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SL 7 ("20120113987" | "20060195896" | "7684400" | "20060248580" US-

2 -] "20110055916" | "0000000" | "20110270956" | PGP
o -"20130059527" | "20100011434" | "20120264443" | "6226372" :UB;
:| "20040151155" | "20030212900" | "20050117576" | ‘USP

"20060048142" | "20030188192" | "7721084" | "20030123456" AT;
| "20070083924" | "20100211678").PN. and (gateway) and ~ EPO

(policy or policies)

AD] ON 2014/1
019
100:12

'S1:17 :S7 and (gateway) and (policy or policies) ‘US- AD]
1 PGP
-UB;
USP
AT,
‘EPO
'S1 :17 :S6 and (gateway) and (policy or policies) ‘US- AD]J ON 2014/1
o PGP 019
-UB; :00:05
‘USP 3
AT;
‘EPO
'S9 :7  :S8and (gateway) and (policy or policies) ‘US- ‘AD] ON 2014/1
. PGP 019
‘UB; .00:03
USP |
AT,
‘EPO
. S8 %20 %("20050071655"|"20040098618"|"20090038008"|"7975059"§US- :AD] ON 32014/13
? ? ] "6715084" | "20060143709" | "20010020255" | ‘PGP : : 0/19
:"20020066034" | "20040148520" | "20060143688" | %UB; % :00:01
%"20090037682"|"20120167120"|"20020078382"| ‘USP
:"20040128543" | "20020162026" | "20040044912" | "8214900" AT;
:] "20020083175" | "20030145225" | "20030204632").PN. %EPO
§S7 ‘54 1("20060173992" | "20030084329" | "20030035370" | %US- %ADJ %Ohl :2014/1
i ? %"20010042200"|"20020133721"|"20030023733"| PGP : ? ‘0/18
:"20060095965" | "20060230444" | "20020073155" | ‘UB; ?23:56
:"20030233328" | "20060212524" | "20070180510" | "7536715" USP
:] "20060212572" | "20020198956" | "20040199793" | %AT;
%"20030126468"|"20050050338"|"20040073800"| ‘EPO
:"20060050719" | "20050262556" | "20040049574" | i 5

:"20030101260" | "20020198956" | "20030035370" |
:"20040190522" | "20070157316" | "20050182950" |
:"20020073337" | "20030145225" | "20040117624" |
:"20040128538" | "20040148520" | "20070056030" |
:"20040004941" | "20030061514" | "20030014665" |
1"20060193470" | "20080176536" | "7409712" | "20020133721"
:] "20020166063" | "20030204632" | "20060137012" | :
:"7574740" | "20050086502" | "7331060" | "20030023733" |
:"20050278415" | "20020178378" | "20030101260" |
:"20070180511" | "20020162026" | "20050037733" | :
:"20050039104" | "7702739" | "20010042200" | "20020073337"
-| "20030145225" | "20040117624" | "20050180416" |
1"20020083175" | "20060048142").PN.
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S6 53 ("20060173992" | "20030084329" | "20030035370" | US- ADJ ON 2014/1
~"20040128538" | "20010042200" | "20060230444" | PGP - ons
"20020073155" | "20030233328" | "20060212524" | UB; 2355
"20070180510" | "7536715" | "20060212572" | "20020178378" USP :
| "20040199793" | "20030126468" | "20050050338" | AT,
"20060095965" | "20060050719" | "20050262556" | EPO
"20040049574" | "20030101260" | "20040073800" | :
"20020198956" | "20040190522" | "20070157316" |
"20050182950" | "20040117624" | "20040148520" |
"20070056030" | "20040004941" | "20030061514" | g
"20030014665" | "20060193470" | "20080176536" | "7409712"
| "20020133721" | "20020166063" | "20030204632" | :
"20060137012" | "7574740" | "20050086502" | "7331060" |
"20030023733" | "20070180511" | "20020162026" | :
"20050037733" | "20050039104" | "7702739" | "20020073337"
| "20030145225" | "20050180416" | "20020083175" | 1
"20060048142").PN.

'S5:3  (centripetal networks).as. US- AD] ON 2014/1
L % PGP : 0/18
UB; - ;14:50

/54 .95  (moore adj3 sean).in. US- ADJ ON 2014/1
L PGP 018
B 1449

'S3 /443 (rogers adj3 steven).in. US- ADJ ON 2014/1
T PGP o8
‘UB; - . 14:49

'S2 551 726/1.CCLS. US- ADJ

'S1:19 :("20120113987" | "20060195896" | "7684400" | "20060248580" :US- :AD] :ON 2014/1
o -] "20110055916" | "0000000" | "20110270956" | ‘PGP .0/18
1"20130059527" | "20100011434" | "20120264443" | "6226372" :UB; : 114:49
:] "20040151155" | "20030212900" | "20050117576" | USP 5 ?
:"20060048142" | "20030188192" | "7721084" | "20030123456" :AT;
-| "20070083924" | "20100211678").PN. ‘EPO

EAST Search History (Interference)
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| V (address AND (malicious or maIwareor VVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVVV
- blacklist$9) AND (traffic or packet$5) AND

service AND (filter$9) AND (polic$5 or rule)
. AND gateway AND (secure or security) AND
. protect$9).CLM.

(address AND (malicious or malware or
- blacklist$9) AND (traffic or packet$5) AND

service AND (filter$9) AND (polic$5 or rule)
AND (third with party)).CLM.

(address AND (malicious or malware or
- blacklist$9) AND (traffic or packet$5) AND

service AND (filter$9) AND (polic$5 or rule)
. AND gateway AND (creat$9 or modif$9 or
alter$9)).CLM.

(address AND (malicious or malware or
- blacklist$9) AND (traffic or packet$5) AND

service AND (filter$9) AND (polic$5 or rule)
. AND gateway AND (updat$9)).CLM.

(address AND (malicious or malware or
- blacklist$9) AND (traffic or packet$5) AND

service AND (filter$9) AND (polic$5 or rule)
. AND gateway AND (transform$9 or
. function)).CLM.

(address AND (malicious or malware or
- blacklist$9) AND (traffic or packet$5) AND

_service AND (filter$9) AND (polic$5 or rule)
AND gateway AND match$9).CLM.

. (address AND (malicious or malware or

- blacklist$9) AND (traffic or packet$5) AND
service AND (filter$9) AND (polic$5 or rule)
. AND gateway AND (secure or security)).CLM.

- (address AND (malicious or malware or

- blacklist$9) AND (traffic or packet$5) AND
service AND (filter$9) AND (polic$5 or
-rule)).CLM.

((boundary or edge or border$5) AND
. (gateway) AND (host) AND (function) AND
_rule AND LAN).CLM.

((boundary or edge or border$5) AND
. (gateway) AND (host) AND (function) AND
. rule AND matrix).CLM.

((boundary or edge or border$5) AND
- (gateway) AND (host) AND (function) AND

“rule AND switch$9).CLM.

DBs Default %Pluralsi Time
Operator . = Stamp
USPAT  ADJ ON  2020/07/27
' : 310:36 5
USPAT AD] ON  2020/07/27
' : 110:35 ‘
USPAT  ADJ ON  2020/07/27
' : 110:35 '
USPAT AD] ON  2020/07/27
' : 110:35 f
USPAT AD] ON  2020/07/27
' : %10:34 5
USPAT  ADJ ON  2020/07/27 |
' % 110:34 f
USPAT AD] ON  2020/07/27
' : %10:34 5
USPAT  ADJ ON  2020/07/27
' % 110:33 f
uS-  ADJ ON  2019/12/03
'PGPUB; 5 117:08 f
USPAT f
US-  ADJ ON  2019/12/03
_PGPUB; 117:08 '
USPAT f
US-  ADJ ON  2019/12/03
PGPUB; : 117:08 :
USPAT f
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((boundary or edge or border$5) AND
. (gateway) AND (host) AND (function) AND
. (rule) AND address AND destin$9).CLM.

12019/12/03
:17:08 5

((boundary or edge or border$5) AND
(gateway) AND (host) AND (function) AND
-rule).CLM.

12019/12/03 |
17:07 |

((boundary or edge or border$5) AND

. (gateway) AND (lan or local area network)
- AND (switch$9) AND (drop$9 or
_discard$9)).CLM.

12019/12/03
117:06 :

((boundary or edge or border$5) AND (matrix)
. AND (lan or local area network) AND '
. (switch$9) AND (drop$9) AND (drop$9 or
_discard$9)).CLM.

12019/12/03
:17:06 5

((boundary or edge) AND (matrix) AND (lan or
local area network) AND (switch$9) AND '
. (drop$9) AND (drop$9 or discard$9) AND
(protect$9)).CLM.

12019/12/03
117:05 |

((boundary or edge) AND (matrix) AND (lan or
local area network) AND (switch$9) AND :
- (drop$9 or discard$9 or filter$9) AND

. (protect$9) AND (criteria or condition) AND
(adapter or interface) AND address).CLM.

12016/09/22 |
116:28 |

((boundary or edge) AND (matrix) AND (lan or
local area network) AND (switch$9) AND '
. (drop$9 or discard$9) AND (protect$9) AND
(criteria or condition) AND (adapter or
_interface) AND address).CLM.

12016/09/22
116:28 5

((boundary or edge) AND (matrix) AND (lan or
local area network) AND (switch$9) AND '
. (drop$9) AND (drop$9 or discard$9) AND
(protect$9) AND (criteria or condition) AND
 (interface) AND address).CLM.

12016/09/22
116:28 f

- ((boundary or edge) AND (matrix) AND (lan or
local area network) AND (switch$9) AND '
(drop$9) AND (drop$9 or discard$9) AND

- (protect$9) AND (criteria or condition) AND
- host).CLM.

12016/09/22
116:27 5

((boundary or edge) AND (matrix) AND (lan or
‘local area network) AND (switch$9) AND :
(drop$9) AND (drop$9 or discard$9) AND

. (protect$9) AND (criteria or condition)).CLM.

12016/09/22
116:27

. ((boundary or edge) AND (matrix) AND (lan or
‘local area network) AND (switch$9) AND
(drop$9) AND (drop$9 or discard$9) AND

- (protect$9)).CLM.

'PGPUB;
USPAT

12016/09/22
116:08 '
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S173 4 ((boundary or edge) AND (matrix) AND (lanor US-  ADJ ON  2016/09/22

local area network) AND (switch$9) AND . PGPUB; -15:14
,,,,,,,,,,,,,,,,,,,,,,,,,,,,, (drop$9) AND (drops$9 or discard$9)).CLM.  USPAT
s172 13 ((gateway) AND (policy or policies) AND US-  ADJ 'ON  2016/09/22
(packet or traffic or frame) AND (rule) AND  PGPUB; 14:42 5
(address$10) AND (source or destination or ip  USPAT :

.or internet protocol) AND (security or secure
. or protect$9 or ids or intrusion or dos or denlal
of service) AND (server or manager or -
- managing or supervis$9) AND (set or list) AND

. (function or algorithm or filter$9 or .
_processing) AND (forward$9 or drop$9) AND
-network$9 AND (set or list$9)).CLM.

'S114:4  ((gateway) AND (policy or policies) AND - US- AD]J ON :2015/03/26
(packet or traffic or frame) AND (rule) AND ~ PGPUB; - 117:27 '
- (boundary or boundaries or edge or border$5) USPAT % :
_AND (rule) AND (drop$9 or discard$9)).CLM.

S113:1  ((gateway) AND (policy or policies) AND - US- ADJ :ON 2015/03/26
- (packet or traffic or frame) AND (rule) AND  PGPUB; 117:17 f
(boundary or boundaries or edge or border$5) USPAT
_AND (rule) AND (drop$9 or discard$9) AND

. (first) AND (second)).CLM.

'S106:1  ((gateway) AND (policy or policies) AND - US- AD]J ON :2015/03/26
(packet or traffic or frame) AND (rule) AND  PGPUB; - 112:34 ’
- (address$10) AND (source or destination or ip  USPAT % :
or internet protocol) AND (security or secure f
- or protect$9 or ids or intrusion or dos or denlal

- of service) AND (server or manager or
“managing or supervis$9) AND (encapsu$9)
. AND (routing or route or routed) AND

. protect$9 AND network$9 AND (URI or

- uniform resource)).CLM,

'S102:1  ((gateway) AND (policy or policies) AND US-  ADJ ‘ON
(packet or traffic or frame) AND (rule) AND ~ PGPUB; ?

- (address$10) AND (source or destination or ip . USPAT

or internet protocol) AND (security or secure

or protect$9 or ids or intrusion or dos or denlal

. of service) AND (server or manager or

. managing or supervis$9) AND (encapsu$9)

- AND (routing or route or routed) AND

network$9 AND (URI or uniform

. resource)).CLM.

5101 1 ((gateway) AND (policy or policies) AND US-  ADJ ON  2015/03/26
(packet or traffic or frame) AND (rule) AND ~ PGPUB; :12:27 :
(address$10) AND (source or destination or ip  USPAT ?

-or internet protocol) AND (security or secure
.or protect$9 or ids or intrusion or dos or denlal
of service) AND (server or manager or

- managing or supervis$9) AND (encapsu$9)

. AND (routing or route or routed) AND
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network$9 AND (SIP or session initia$9
. protocol)).CLM.

'S100:1  ((gateway) AND (policy or policies) AND US- ADJ ‘ON 2015/03/26
(packet or traffic or frame) AND (rule) AND  PGPUB; - 112:26 f
(address$10) AND (source or destination or ip  USPAT % %
or internet protocol) AND (security or secure
-or protect$9 or ids or intrusion or dos or denlal
- of service) AND (server or manager or :
“managing or supervis$9) AND (set or list) AND
. (encapsu$9) AND (routing or route or routed)
- AND network$9 AND (SIP or session initia$9

protocol)).CLM.

S99 2 ((gateway) AND (policy or policies) AND US-  ADJ ‘ON 2015/03/26
(packet or traffic or frame) AND (rule) AND ~ PGPUB; - 112:23 f
(address$10) AND (source or destination or ip  USPAT :

_or internet protocol) AND (security or secure
or protect$9 or ids or intrusion or dos or denial
. of service) AND (server or manager or ;
- managing or supervis$9) AND (set or list) AND
(function or algorithm or filter$9 or :
- processing) AND (routing or route or routed)

. AND network$9 AND (SIP or session initia$9
protocol)).CLM.

1597 3 ((gateway) AND (policy or policies) AND US- “AD] ‘ON :2015/03/26
(packet or traffic or frame) AND (rule) AND  PGPUB; :12:17 :
- (address$10) AND (source or destination or ip  USPAT ?
or internet protocol) AND (security or secure
or protect$9 or ids or intrusion or dos or denial
- of service) AND (server or manager or :
. managing or supervis$9) AND (set or list) AND
- (function or algorithm or filter$9 or ;

_processing) AND (forward$9 or drop$9) AND
- network$9 AND dynamic$9).CLM.

1S9 (9 ((gateway) AND (policy or policies) AND US- .AD] ‘ON :2015/03/26
(packet or traffic or frame) AND (rule) AND  PGPUB; - 112:16 :
(address$10) AND (source or destination or ip  USPAT :
or internet protocol) AND (security or secure
.or protect$9 or ids or intrusion or dos or denlal
- of service) AND (server or manager or :
“managing or supervis$9) AND (set or list) AND
. (function or algorithm or filter$9 or .

. processing) AND (forward$9 or drop$9) AND
- network$9 AND (set or list$9 or group$9 or

L swbsethCLM.

595 9 ((gateway) AND (policy or policies) AND Us-  ADJ ON 2015/03/26

. (packet or traffic or frame) AND (rule) AND .PGPUB; :12:16 :
- (address$10) AND (source or destination or ip USPAT ' :

or internet protocol) AND (security or secure
- or protect$9 or ids or intrusion or dos or denlal
- of service) AND (server or manager or :
“managing or supervis$9) AND (set or list) AND
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(function or algorithm or filter$9 or
_processing) AND (forward$9 or drop$9) AND
- network$9 AND (set or list$9)).CLM.

7/27/2020 10:37:46 AM
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Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C.
132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to any
alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiners responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing out
typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the conclusion of
the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicants correspondence address either with or prior
to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other circumstances dictate, the
Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Number (Series Code and Serial Number)

- Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- An indication whether or not an exhibit was shown or a demonstration conducted

- An identification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

Itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview unless
it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the substance of the
interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted.,-
) an identification of the claims discussed,
) an identification of the specific prior art discussed,
) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on
the Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed
by the examiner.

Examiners are expected to carefully review the applicants record of the substance of an interview. If the record is not complete and accurate,

the examiner will give the applicant an extendable one month time period to correct the record.

2
3
4

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiners version of the statement
attributed to him or her. If the record is complete and accurate, the examiner should place the indication, Interview Record OK on the paper recording
the substance of the interview along with the date and the examiners initials.
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Docket No.: 007742.00151\US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Steven Rogers et al.

Application No.: 16/728,766 Confirmation No.: 8018
Filed: December 27, 2019 Art Unit: 2438
For: METHODS AND SYSTEMS FOR Examiner: K. W. Chang

PROTECTING A SECURED NETWORK

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.111

MS Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Commissioner:

INTRODUCTORY COMMENTS

In response to the Office Action dated April 16, 2020, please amend the above-identified

U.S. patent application as follows:
Amendments to the Claims begin on page 2.
Remarks begin on page 11.

If any fees are required or if an overpayment has been made, the Commissioner is

authorized to charge or credit the undersigned's Deposit Account No. 19-0733, accordingly.
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Application No. 16/728,766 Docket No.: 007742.00151\US
Amendment and Reply to Office Action of April 16, 2020

AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Currently Amended) A method of filtering packets at a packet security gateway, of a
plurality of packet security gateways that collectively provide an entire interface across a
boundary of a network protected by the packet security gateway and one or more networks other
than the network protected by the packet security gateway, the method comprising:
receiving, by the packet security gateway and from a security policy management
server external from the network protected by the packet security gateway, a dynamic
security policy comprising a first set of packet filtering rules to be applied to all network
traffic traversing the boundary, wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy
management server based on aggregated malicious traffic information, received

from at least one third party malicious host tracker service located in the one or

more networks other than the network protected by the packet security gateway,

that comprises network addresses that have been determined, by the at least one

third party malicious host tracker service, to be associated with malicious network

traffic;

performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, by the packet security gateway and after performing packet filtering on

the first portion of the packets, an updated second set of packet filtering rules for the
2
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dynamic security policy from the security policy management server, wherein the
updated second set of packet filtering rules comprises an update to the one or more first
packet filtering rules created or altered by the security policy management server based

on updated malicious traffic information received from the at least one third party

malicious host tracker service; and

performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the updated second set of packet filtering rules by performing
at least one packet transformation function specified by at least one packet filtering rule

of the second set of packet filtering rules on the second portion of packets.

2. (Currently Amended) The method of claim 1, wherein the at least one packet matching
criterion corresponding to the one or more first packet filtering rules automatically created or

altered by the security policy management server comprises at least one of the one or more

network addresses-indicated-by-the-malictoustrathienformation.

3. (Currently Amended) The method of claim 1, wherein the at least one third party

malicious host tracker service comprises a subscription service that aggregates information

associated with malicious network traffic.

4. (Currently Amended) The method of claim 1, wherein the malicioustratfic-information
ecomprises-atistefone or more network addresses were associated, by a subscription service, with
malicious network traffickrewnte-be-asseectated-with-malietousnetworktrathie.

5. (Original) The method of claim 1, wherein at least one packet transformation function

comprises a network protective action.

6. (Original) The method of claim 1, further comprising:
receiving, by the packet security gateway, packets in a network layer transparent manner

using an interface that is not addressed at the network layer; and
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performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

7. (Original) The method of claim 1, wherein one or more packet filtering rules of the first
set of packet filtering rules specify a packet transformation function other than forwarding or

dropping the corresponding packets.

8. (Currently Amended) A packet security gateway, of a plurality of packet security
gateways that collectively provide an entire interface across a boundary of a network protected
by the packet security gateway and one or more networks other than the network protected by the
packet security gateway, comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause the
packet security gateway to:
receive, from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set
of packet filtering rules to be applied to all network traffic traversing the boundary,
wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy
management server based on aggregated malicious traffic information, received

from at least one third party malicious host tracker service located in the one or

more networks other than the network protected by the packet security gateway,

that comprises network addresses that have been determined, by the at least one
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third party malicious host tracker service, to be associated with malicious network

traffic;

perform, on a packet by packet basis, packet filtering on a first portion of packets
corresponding to network traffic traversing the boundary via the packet security gateway
based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receive, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from the
security policy management server, wherein the updated second set of packet filtering
rules comprises an update to the one or more first packet filtering rules created or altered
by the security policy management server based on updated malicious traffic information

received from the at least one third party malicious host tracker service; and

perform, on a packet by packet basis, packet filtering on a second portion of the
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the updated second set of packet filtering rules by performing at least
one packet transformation function specified by at least one packet filtering rule of the

second set of packet filtering rules on the second portion of packets.

9. (Currently Amended) The packet security gateway of claim 8, wherein the at least one
packet matching criterion corresponding to the one or more first packet filtering rules

automatically created or altered by the security policy management server comprises at least one

of the one or more network addresses-indicated-by-the-malictoustrathe-information.

10. (Currently Amended) The packet security gateway of claim 8, wherein the at least one
third party malicious host tracker service comprises a subscription service that aggregates

information associated with malicious network traffic.

11. (Currently Amended) The packet security gateway of claim 8, wherein the malictous
tratfe-tnformationcomprisesatistofone or more network addresses were associated, by a

5
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subscription service, with malicious network trafficknewnto-be-associated-with-malictous
petworktratfic.

12. (Original) The packet security gateway of claim 8, wherein at least one packet

transformation function comprises a network protective action.

13. (Original) The packet security gateway of claim 8, wherein the instructions further cause
the packet security gateway to:

receive packets in a network layer transparent manner using an interface that is not
addressed at the network layer; and

perform the at least one packet transformation function specified by at least one packet
filtering rule of the first set of packet filtering rules on the first portion of packets at the network

layer.

14. (Original) The packet security gateway of claim 8, wherein one or more packet filtering
rules of the first set of packet filtering rules specify a packet transformation function other than

forwarding or dropping the corresponding packets.

15. (Currently Amended) One or more non-transitory computer readable media storing
instructions that, when executed by at least one processor, cause a packet security gateway, of a
plurality of packet security gateways that collectively provide an entire interface across a
boundary of a network protected by the packet security gateway and one or more networks other
than the network protected by the packet security gateway, to perform steps comprising:
receiving, from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set
of packet filtering rules to be applied to all network traffic traversing the boundary,
wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation

function, and
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one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network

addresses and were automatically created or altered by the security policy
management server based on aggregated malicious traffic information, received

from at least one third party malicious host tracker service located in the one or

more networks other than the network protected by the packet security gateway,

that comprises network addresses that have been determined, by the at least one

third party malicious host tracker service, to be associated with malicious network

traffic;

performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from the
security policy management server, wherein the updated second set of packet filtering
rules comprises an update to the one or more first packet filtering rules created or altered
by the security policy management server based on updated malicious traffic information

received from the at least one third party malicious host tracker service; and

performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the updated second set of packet filtering rules by performing
at least one packet transformation function specified by at least one packet filtering rule

of the second set of packet filtering rules on the second portion of packets.

16. (Currently Amended) The computer readable media of claim 15, wherein the at least one
packet matching criterion corresponding to the one or more first packet filtering rules

automatically created or altered by the security policy management server comprises at least one

of the one or more network addresses-indieated-by-the-malictoustrathe-information.

7
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17. (Currently Amended) The computer readable media of claim 15, wherein the at least one
third party malicious host tracker service comprises a subscription service that aggregates
information associated with malicious network traffic, and wherein the malicioustrathe

information-comprisesatstofone or more network addresses were associated, by a subscription
service, with malicious network traffickrewnte-be-assectated-with-malictousnetworktrathe.

18. (Original) The computer readable media of claim 15, wherein at least one packet

transformation function comprises a network protective action.

19. (Original) The computer readable media of claim 15, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

20. (Original) The computer readable media of claim 15, wherein one or more packet
filtering rules of the first set of packet filtering rules specify a packet transformation function

other than forwarding or dropping the corresponding packets.

21. (Currently Amended) A method of filtering packets at a packet security gateway
configured for protection of a network and associated with a security policy management server
external from the network, the method comprising:
receiving, by the packet security gateway, a dynamic security policy comprising a
first set of packet filtering rules from the security policy management server, wherein
each packet filtering rule of the first set of packet filtering rules comprises at least one
packet matching criterion and a corresponding packet transformation function, and
wherein one or more first packet filtering rules of the first set of packet filtering rules

comprise packet matching criteria corresponding to one or more network addresses and
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were automatically created or altered by the security policy management server based on

aggregated malicious traffic information, received from at least one third party malicious

host tracker service located in the one or more networks other than the network protected

by the packet security gateway, that comprises network addresses that have been

determined, by the at least one third party malicious host tracker service, to be associated

with malicious network traffic;

performing, on a packet by packet basis, packet filtering on a first portion of
packets associated with the network protected by the packet security gateway based on
the first set of packet filtering rules by performing at least one of multiple packet
transformation functions specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, by the packet security gateway and after performing packet filtering on
the first portion of the packets, an updated second set of packet filtering rules for the
dynamic security policy from the security policy management server, wherein the
updated second set of packet filtering rules comprises an update to the one or more first
packet filtering rules created or altered by the security policy management server based

on updated malicious traffic information received from the at least one third party

malicious host tracker service; and
performing, on a packet by packet basis, packet filtering on a second portion of
the packets associated with the network protected by the packet security gateway based

on the updated second set of packet filtering rules.

22. (Currently Amended) The method of claim 21, wherein the at least one packet matching
criterion corresponding to the one or more first packet filtering rules automatically created or

altered by the security policy management server comprises at least one_of the one or more

network addresses-indicated-by-the-malictoustrathienformation.

23. (Currently Amended) The method of claim 21, wherein the at least one third party

malicious host tracker service comprises a subscription service that aggregates information

associated with malicious network traffic.
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24. (Currently Amended) The method of claim 21, wherein the malietoustratficinformation
comprises-atist-ofone or more network addresses were associated, by a subscription service, with
malicious network traffickrewn-te-be-assoctated-with-maliciousnetworktrathie.

25. (Original) The method of claim 21, wherein at least one packet transformation function

comprises a network protective action.

26. (Original) The method of claim 21, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

27. (Original) The method of claim 21, wherein one or more packet filtering rules of the first
set of packet filtering rules specify a packet transformation function other than forwarding or

dropping the corresponding packets.
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REMARKS

The Office Action of April 16, 2020, (the “Action”) has been carefully reviewed and these
remarks are responsive thereto. Claims 1-4, 8-11, 15-17, and 21-24 have been amended. No
new matter has been added. Claims 1-27 are therefore pending, with claims 1, 8, 15, and 21 being
independent. Reconsideration and allowance of the instant application are respectfully requested.
STATEMENT OF SUBSTANCE OF EXAMINER INTERVIEW

Applicant thanks Examiner Chang for the interview on July 14, 2020. During that
interview, the 35 U.S.C. § 103 rejections were discussed. No agreement was reached.
REJECTIONS UNDER 35 U.S.C. § 103

Claims 1-3, 5, 7-10, 12, 14-16, 18, 20-23, 25, and 27 stand rejected under 35 U.S.C. §
103 for allegedly being unpatentable over, U.S. Pub. No. 2003/0118038 to Jalava et al. (“Jalava™)
in view of U.S. Pub. No. 2006/0123481 to Bhatnagar et al. (“Bhatnagar”).

Claims 4, 11, 17, and 24 stand rejected under 35 U.S.C. § 103 for allegedly being
unpatentable over Jalava, Bhatnagar, and U.S. Pub. No. 2010/0082811 to Van Der Merwe et al.
(“Van Der Merwe”).

Claims 6, 13, 19, and 26 stand rejected under 35 U.S.C. § 103 for allegedly being
unpatentable over Jalava and Bhatnagar, further in view of U.S. Pub. No. 2009/0262741 to Jungck
et al. (“Jungck”).

Claim 1 and Claims Depending Therefrom

Claim 1 has been amended to recite, inter alia:

receiving, by the packet security gateway and from a security policy management
server external from the network protected by the packet security gateway, a dynamic
security policy comprising a first set of packet filtering rules to be applied to all network
traffic traversing the boundary, wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet
filtering rules comprise packet matching criteria corresponding to one or

more network addresses and were automatically created or altered by the

11
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security policy management server based on aggregated malicious traffic
information, received from at least one third party malicious host tracker
service located in the one or more networks other than the network
protected by the packet security gateway, that comprises network
addresses that have been determined, by the at least one third party
malicious host tracker service, to be associated with malicious network
traffic;

None of the cited references teach, disclose, or otherwise suggest at least these features for
at least the following reasons.

None of the cited references teach, disclose, or otherwise suggest “receiving, by the packet
security gateway and from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set of packet
filtering rules to be applied to all network traffic traversing the boundary, wherein: each packet

filtering rule of the first set of packet filtering rules comprises at least one packet matching

criterion and a corresponding packet transformation function, and one or more first packet

filtering rules of the first set of packet filtering rules comprise packet matching criteria

corresponding to one or more network addresses and were automatically created or altered by the

security policy management server based on aggregated malicious traffic information, received

from at least one third party malicious host tracker service located in the one or more networks

other than the network protected by the packet security gateway, that comprises network addresses

that have been determined, by the at least one third party malicious host tracker service, to be

associated with malicious network traffic.” The Action, on page 7, concedes that Jalava “does not

specifically disclose . . . packet filtering rules created or altered by [a] management server based
on updated malicious traffic information received from a malicious host tracker service.” To
remedy this deficiency, the Action cites Bhatnagar, asserting (on page 7 of the Action) that
Bhatnagar “create[]s updated filter rules by filter generation service based on translating malicious
traffic patterns received from the security service [0022]; [0024].” Bhatnagar describes that

3

“network elements” may be “updated with patterns associated with malicious code, so that
malicious code may be detected and blocked at the network level.” (Bhatnagar, Abstract). Such

patterns are “malicious code definitions” which may be “update[d] . . . daily or several times per

12
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day.” (Id., para. 0007). Bhatnagar explains that “a security service 30,” such as “Symantec™ and
MacAfee™,” “provides updates 32 as new threats are identified on the network.” (Id., para. 0022).
Bhatnagar elaborates:

When a new threat is identified, the security service 30 will obtain a signature of
the threat from the agents (not shown) and generate a pattern that may be used by
the network elements 12, 14, to identify the threat. Pattern generation of this sort is
currently done by security services, for example, in connection with providing
updates to security software 24, and the invention is not limited to a particular
manner of generating these types of updates.

(Id.). But Bhatnagar fails to teach, disclose, or otherwise suggest “receiving . . . a dynamic security
policy comprising a first set of packet filtering rules to be applied to all network traffic traversing

the boundary, wherein: . . . one or more first packet filtering rules of the first set of packet filtering

rules comprise packet matching criteria corresponding to one or more network addresses and

were automatically created or altered by the security policy management server based on

ageregated malicious traffic information, received from at least one third party malicious host

tracker service located in the one or more networks other than the network protected by the packet

security gateway, that comprises network addresses that have been determined, by the at least one

third party malicious host tracker service, to be associated with malicious network traffic.” First,

Bhatnagar’s “pattern[s]” are not “one or more first packet filtering rules” that “comprise packet
matching criteria corresponding to one or more network addresses,” but instead are “malicious
code definitions.” (Id., para. 0007). Such patterns are used, by the network element or other
devices, to later generate rules to detect those code threats. (/d., paras. 0023—0024). In other

words, Bhatnagar discusses code signatures, but not “one or more first packet filtering rules” that

“were automatically created or altered by the security policy management server.” Second, even
assuming that Bhatnagar did disclose “packet filtering rules created or altered by [a] management
server” (not conceded by Applicant), Bhatnagar does not teach, disclose, or otherwise suggest that

such rules were “were automatically created or altered by the security policy management server

based on aggregated malicious traffic information, received from at least one third party malicious

host tracker service located in the one or more networks other than the network protected by the

packet security gateway, that comprises network addresses that have been determined, by the at

least one third party malicious host tracker service, to be associated with malicious network

traffic.” For instance, Bhatnagar does not teach “aggregated malicious traffic information.” And,

13
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in any event, such information does not comprise “network addresses that have been determined,

by the at least one third party malicious host tracker service, to be associated with malicious

network traffic.”

Accordingly, claim 1 is in a condition for allowance. Independent claims 8, 15, and 21

have been similarly amended and are allowable for similar reasons. Claims 2—7, 9-14, 16-20, and
22-27 depend from independent claims 1, 8, 15, and 21 and are allowable for similar reasons, and
also because of their respective novel features.

As one example of how the dependent claims define over the cited references, claim 2 has
been amended to recite “wherein the at least one packet matching criterion corresponding to the
one or more first packet filtering rules automatically created or altered by the security policy
management server comprises at least one of the one or more network addresses.” As indicated
above, page 7 of the Action concedes that Jalava “does not specifically disclose . . . packet filtering
rules created or altered by [a] management server based on updated malicious traffic information
received from a malicious host tracker service.” To remedy this deficiency, the Action cites
Bhatnagar. The Action seems to assert that Bhatnagar teaches “malicious traffic information”
through its patterns; that is, “malicious code definitions.” (/d., para. 0007). But Bhatnagar does
not indicate that such patterns “comprise[] network addresses that have been determined, by the
at least one third party malicious host tracker service, to be associated with malicious network
traffic.” Claims 9, 16, and 22 are allowable for similar reasons.

As another example of how the dependent claims define over the cited references, claim 3
recites “wherein the at least one third party malicious host tracker service comprises a
subscription service that aggregates information associated with malicious network traffic.”
Bhatnagar’s “security service 30 will obtain a signature of the threat from the agents (not shown)
and generate a pattern that may be used by the network elements.” (/d., para. 0022). Regardless
of whether Bhatnagar’s “security service 30" or its “agents” are analogized as the “subscription
service,” neither “aggregate[] information associated with malicious network traffic.” To the
contrary, they receive a signature, generate a pattern, and (ultimately) generate a rule based on
those patterns. Claims 10, 17, 23 are allowable for similar reasons.

As yet another example of how the dependent claims define over the cited references, claim

4 has been amended to recite “wherein the one or more network addresses were associated, by a
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subscription service, with malicious network traffic.” The Action seems to assert that Bhatnagar
teaches “malicious traffic information” through its patterns; that is, “malicious code definitions.”
(Id., para. 0007). But Bhatnagar’s patterns are not “malicious traffic information” comprising
“one or more network addresses” that “were associated, by a subscription service, with malicious

network traffic.” Claims 11, 17, 24 are allowable for similar reasons.

15
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CONCLUSION

All issues having been addressed, Applicant respectfully submits that the instant
application is in condition for allowance, and respectfully solicits prompt notification of the same.
However, if for any reason the Examiner believes the application is not in condition for allowance or

there are any questions, the Examiner is requested to contact the undersigned at (202) 824-3158.

Dated: July 16, 2020 Respectfully submitted,

By:  /Kirk A. Sigmon/
Kirk A. Sigmon
Registration No.: 76,326

BANNER & WITCOFF, LTD.
1100 13th St. NW

STE 1200

Washington, DC 20005

(202) 824-3000
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DETAILED ACTION
1. This first non-final action is in response to applicants’ original filing on
12/27/2019. Claims 1-27 are currently pending and have been considered as follows.

Notice of Pre-AlA or AlA Status

2. The present application is being examined under the pre-AlA first to invent
provisions.
3. In the event the determination of the status of the application as subject to AlA 35

U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be
the same under either status.
Drawings
4. The drawings filed on 12/27/2019 are accepted.
Information Disclosure Statement
5. The information disclosure statements (IDS) submitted on 03/25/2020 and
04/07/2020 have been placed in the application file, and the information referred therein
has been considered as to the merits.
Claim Rejections - 35 USC § 103
6. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102, if the differences between the subject matter sought to be patented
and the prior art are such that the subject matter as a whole would have been obvious at the
time the invention was made to a person having ordinary skill in the art to which said subject
matter pertains. Patentability shall hot be negatived by the manner in which the invention was
made.
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7. This application currently names joint inventors. In considering patentability of the
claims under pre-AlA 35 U.S.C. 103(a), the examiner presumes that the subject matter
of the various claims was commonly owned at the time any inventions covered therein
were made absent any evidence to the contrary. Applicant is advised of the obligation
under 37 CFR 1.56 to point out the inventor and invention dates of each claim that was
not commonly owned at the time a later invention was made in order for the examiner to
consider the applicability of pre-AlA 35 U.S.C. 103(c) and potential pre-AlA 35 U.S.C.
102(e), (f) or (g) prior art under pre-AlA 35 U.S.C. 103(a).

8. Claims 1-3, 5, 7-10, 12, 14-16, 18, 20-23, 25, and 27 are rejected under pre-AlA
35 U.S.C. 103(a) as being as being unpatentable over Jalava et al. (US 20030118038

A1, hereinafter Jalava) in view of Bhatnagar et al. (US 20060123481 A1, hereinafter

Bhatnagar).

As to Claim 1:

dJalava discloses a method of filtering packets at a packet security gateway (e.g. Jalava
“A personalized firewall or other network gateway is provided by a method of
matching a data packet to a rule in a network gateway having a rule base. One or
more identification values are determined (302) on the basis of the data packet
and property value(s) associated with said one or more identification values are
queried (304) and received from a property server. The property value(s) describe
for example allowed connections and services for an entity associated with the
identification value(s). The property value(s) are compared (306) to at least one
rule in the rule base, said at least one rule comprising property value(s) and an

action, and the action defined in said at least one rule is taken (310), if said
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property value(s) of the rule match corresponding property value(s) associated
with said one or more identification values” [Abstract]), of a plurality of packet
security gateways that collectively provide an entire interface across a boundary of a
network protected by the packet security gateway and one or more networks other than
the network protected by the packet security gateway (e.g. Jalava “As already
described above, the firewall 23 and 31 are gateways which operate at the same
time as a connector and a separator between the networks in a sense that the
firewalls keep track of the traffic that passes through them from one network to
another and restrict connections and packets that are defined as unwanted by the
administrators of the systems” [0049]; Fig. 2A; [0044]), the method comprising:

- receiving, by the packet security gateway and from a security policy management
server external from the network protected by the packet security gateway (e.g.
Jalava management server 25 is remotely connected to the firewall over the
public network and sends firewall rules to the firewall for execution [0044];
Fig. 2A), a dynamic security policy comprising a first set of packet filtering rules
to be applied to all network traffic traversing the boundary (e.g. Jalava rules for
firewall [0041]; [0044]; [0045]; [0049]; [0050]), wherein:

- each packet filtering rule of the first set of packet filtering rules comprises at least
one packet matching criterion and a corresponding packet transformation
function (e.g. Jalava “it is detected, if a data packet, which has been
received, is compared to a rule containing property values (that is,
requiring the use of property values for match process)... One or more

identification values are determined on the basis of the data packet (step
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302) and property value(s) associated with the identification value(s) are
queried and received (step 304). In practice, the property values are stored
in the firewall for future use after receiving them. If the property values are
already stored, they do not need to be queried again. Then the property
value(s) are compared to a rule, which includes property value(s) and an
action, in step 306. If the property value(s) of the rule match corresponding
property value(s) associated with the identification value(s), the action
defined in the rule is taken (steps 308 and 310). If the property value(s) of
the rule do not match corresponding property value(s) associated with the
identification value(s), the next rule of the rule base is processed in step
312” [0050]), and

- one or more first packet filtering rules of the first set of packet filtering rules were
automatically created or altered by the security policy management server (e.g.
Jalava “firewall configuration (the rules), which may include also VPN
configuration, is defined in the management system” [0044]);

- performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the first set of packet filtering rules by performing at
least one packet transformation function (e.g. Jalava “In a firewall, the action
is typically deny or allow, which means the data packet is discarded or
allowed to proceed, correspondingly” [0003]; [0004]; [0017]; [0049])
specified by at least one packet filtering rule of the first set of packet filtering rules

on the first portion of packets (e.g. “The property value(s) are compared (306)
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to at least one rule in the rule base, said at least one rule comprising
property value(s) and an action, and the action defined in said at least one
rule is taken (310), if said property value(s) of the rule match corresponding
property value(s) associated with said one or more identification values”
[Abstract]; [0017]; [0049]);

- receiving, by the packet security gateway and after performing packet filtering on
the first portion of the packets, an updated second set of packet filtering rules for
the dynamic security policy from the security policy management server, wherein
the updated second set of packet filtering rules comprises an update to the one
or more first packet filtering rules (e.g. Jalava “the network gateway requests
to be notified, if the property value(s) stored in the network gateway in step
504 are updated in the property server. At this point such a request needs
to be stored in the property server with reference to the corresponding
property value--identification value combination (not shown in the Figure).
In step 602, a notification comprising updated property value(s) and
associated identification value(s) are received. The old property value(s) in
the network gateway are then replaced with the corresponding updated
property value(s) in step 604” [0065]; [0066]; [0069]); and

- performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the
packet security gateway based on the updated second set of packet filtering
rules by performing at least one packet transformation function specified by at

least one packet filtering rule of the second set of packet filtering rules on the
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second portion of packets (e.g. Jalava “When the firewall has compared a
data packet to N first rules and none of them has matched the data packet,
it is required to find out the property values associated with the source of
the data packet. The firewall queries the property values from the property
server by the source IP address 10.1.1.7 and receives the sequence of
101100 mentioned above” [0057]; [0050]; [0017]; [0049]);

But Jalava does not specifically disclose:

- packet filtering rules created or altered by [a] management server based on
updated malicious traffic information received from a malicious host tracker
service.

However, the analogous art Bhathagar does disclose packet filtering rules created or
altered by [a] management server based on updated malicious traffic information

received from a malicious host tracker service (e.g. Bhatnagar create updated filter
rules by filter generation service based on translating malicious traffic patterns

received from the security service [0022]; [0024]). Jalava and Bhathagar are

analogous art because they are from the same field of endeavor in network packet
filtering.

- (e.g. see Bhatnagar, “In the example shown in FIG. 1, a security service 30
provides updates 32 as new threats are identified on the network... When a new
threat is identified, the security service 30 will obtain a signature of the threat
from the agents (not shown) and generate a pattern that may be used by the
network elements 12, 14, to identify the threat. Pattern generation of this sort is

currently done by security services, for example, in connection with providing
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updates to security software 24, and the invention is not limited to a particular
manner of generating these types of updates” [0022]; see also “the patterns
generated by the security service may be sent to a network management station
34. The network management station may then pass the patterns to a filter
generation service 36 configured to create filter rules specific to the different
types of network elements on the network 10. The filter generation service 36, in
this alternate embodiment, is configured to translate the pattern received from
the security service 30 via update 32 into filter rules 38 that are transmitted to the
network elements and used by the network elements 12, 14 to filter traffic on the
network. In either embodiment, the filter rules will be installed into the forwarding
planes of the network elements configured to act as detection points 28, so that
traffic matching the patterns will be removed from the network. By continually
updating the detection points 28 in real time as threats are discovered, it is
possible to immunize the network against outbreaks of malicious code to reduce
the chance that malicious code will reach the customer equipment” [0024];
“When a pattern match is found, the traffic may be discarded or, alternatively,
additional remedial action may be taken such as to trace the traffic backwards
through the network toward the source. Tracing the traffic backwards through the
network may enable the source of the traffic to be identified” [0028]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava and Bhathagar before him or her, to modify the

system and method of Jalava with the teachings of Bhatnagar to include packet

filtering rules created or altered by [a] management server based on updated malicious
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traffic information received from a malicious host tracker service as claimed because
Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The
suggestion/motivation for doing so would have been to stop malicious code that spans
multiple packets at the network level so that new security threats may be neutralized
quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been
obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the
instant claim(s).

As to Claim 2:

Jalava in view of Bhatnagar discloses the method of claim 1, wherein the at least one
packet matching criterion corresponding to the one or more first packet filtering rules
automatically created or altered by the security policy management server comprises at
least one network address indicated by the malicious traffic information (e.g. Jalava “a
characterizing value may be for example a header field value, a payload field
value, an IP address (source or destination), port number (source or destination)”
[0019]; [0020]; [0052]; [0057]; [0058]).

As to Claim 3:

Jalava in view of Bhatnagar discloses the method of claim 1, wherein the malicious
host tracker service comprises a subscription service that aggregates information
associated with malicious network traffic (e.g. Bhathagar security service provides

updates to subscribers, such companies as Symantec and MacAfee have security
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agents in millions of machines that detect viruses and other malicious code and
generate threat patterns [0022]; [0018]; [0019]). The Examiner supplies the same
rationale for the combination of references Jalava and Bhatnagar as in Claim 1 above.
As to Claim 5:

Jalava in view of Bhatnagar discloses the method of claim 1, wherein at least one
packet transformation function comprises a network protective action (e.g. Jalava “In a
firewall, the action is typically deny or allow, which means the data packet is
discarded or allowed to proceed, correspondingly” [0003]).

As to Claim 7:

Jalava in view of Bhatnagar discloses the method of claim 1, wherein one or more
packet filtering rules of the first set of packet filtering rules specify a packet
transformation function (e.g. Bhatnagar “additional remedial action may be taken
such as to trace the traffic backwards through the network toward the source.
Tracing the traffic backwards through the network may enable the source of the
traffic to be identified, so that the edge network element connected to the source
may cause the port over which the source connects to the network to be shut
down” [0028]) other than forwarding or dropping the corresponding packets. The
Examiner supplies the same rationale for the combination of references Jalava and
Bhatnagar as in Claim 1 above.

As to Claim 8:

Jalava discloses a packet security gateway (e.g. Jalava “A personalized firewall or
other network gateway is provided by a method of matching a data packet to a

rule in a network gateway having a rule base. One or more identification values
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are determined (302) on the basis of the data packet and property value(s)
associated with said one or more identification values are queried (304) and
received from a property server. The property value(s) describe for example
allowed connections and services for an entity associated with the identification
value(s). The property value(s) are compared (306) to at least one rule in the rule
base, said at least one rule comprising property value(s) and an action, and the
action defined in said at least one rule is taken (310), if said property value(s) of
the rule match corresponding property value(s) associated with said one or more
identification values” [Abstract]), of a plurality of packet security gateways that
collectively provide an entire interface across a boundary of a network protected by the
packet security gateway and one or more networks other than the network protected by
the packet security gateway (e.g. Jalava “As already described above, the firewall
23 and 31 are gateways which operate at the same time as a connector and a
separator between the networks in a sense that the firewalls keep track of the
traffic that passes through them from one network to another and restrict
connections and packets that are defined as unwanted by the administrators of
the systems” [0049]; Fig. 2A; [0044]), comprising:

- one or more processors (e.g. Jalava machine/computer [0002]); and

- memory storing instructions (e.g. Jalava memory [Claim 19]; computer-

readable medium containing computer software [Claim 21]) that, when
executed by the one or more processors, cause the packet security gateway to:
- receive, from a security policy management server external from the network

protected by the packet security gateway (e.g. Jalava management server 25
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is remotely connected to the firewall over the public network and sends
firewall rules to the firewall for execution [0044]; Fig. 2A), a dynamic security
policy comprising a first set of packet filtering rules to be applied to all network
traffic traversing the boundary (e.g. Jalava rules for firewall [0041]; [0044];
[0045]; [0049]; [0050]), wherein:

- each packet filtering rule of the first set of packet filtering rules comprises at least
one packet matching criterion and a corresponding packet transformation
function (e.g. Jalava “it is detected, if a data packet, which has been
received, is compared to a rule containing property values (that is,
requiring the use of property values for match process)... One or more
identification values are determined on the basis of the data packet (step
302) and property value(s) associated with the identification value(s) are
queried and received (step 304). In practice, the property values are stored
in the firewall for future use after receiving them. If the property values are
already stored, they do not need to be queried again. Then the property
value(s) are compared to a rule, which includes property value(s) and an
action, in step 306. If the property value(s) of the rule match corresponding
property value(s) associated with the identification value(s), the action
defined in the rule is taken (steps 308 and 310). If the property value(s) of
the rule do not match corresponding property value(s) associated with the
identification value(s), the next rule of the rule base is processed in step

312” [0050]), and
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- one or more first packet filtering rules of the first set of packet filtering rules were
automatically created or altered by the security policy management server (e.g.
Jalava “firewall configuration (the rules), which may include also VPN
configuration, is defined in the management system” [0044]);

- perform, on a packet by packet basis, packet filtering on a first portion of packets
corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one
packet transformation function (e.g. Jalava “In a firewall, the action is typically
deny or allow, which means the data packet is discarded or allowed to
proceed, correspondingly” [0003]; [0004]; [0017]; [0049]) specified by at least
one packet filtering rule of the first set of packet filtering rules on the first portion
of packets (e.g. “The property value(s) are compared (306) to at least one
rule in the rule base, said at least one rule comprising property value(s)
and an action, and the action defined in said at least one rule is taken (310),
if said property value(s) of the rule match corresponding property value(s)
associated with said one or more identification values” [Abstract]; [0017];
[0049]);

- receive, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from
the security policy management server, wherein the updated second set of
packet filtering rules comprises an update to the one or more first packet filtering
rules (e.g. Jalava “the network gateway requests to be notified, if the

property value(s) stored in the network gateway in step 504 are updated in
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the property server. At this point such a request needs to be stored in the
property server with reference to the corresponding property value--
identification value combination (not shown in the Figure). In step 602, a
notification comprising updated property value(s) and associated
identification value(s) are received. The old property value(s) in the network
gateway are then replaced with the corresponding updated property
value(s) in step 604” [0065]; [0066]; [0069]); and

- perform, on a packet by packet basis, packet filtering on a second portion of the
packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the updated second set of packet filtering rules by
performing at least one packet transformation function specified by at least one
packet filtering rule of the second set of packet filtering rules on the second
portion of packets (e.g. Jalava “When the firewall has compared a data
packet to N first rules and none of them has matched the data packet, it is
required to find out the property values associated with the source of the
data packet. The firewall queries the property values from the property
server by the source IP address 10.1.1.7 and receives the sequence of
101100 mentioned above” [0057]; [0050]; [0017]; [0049]);

But Jalava does not specifically disclose:

- packet filtering rules created or altered by [a] management server based on

updated malicious traffic information received from a malicious host tracker

service.
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However, the analogous art Bhathagar does disclose packet filtering rules created or
altered by [a] management server based on updated malicious traffic information

received from a malicious host tracker service (e.g. Bhatnagar create updated filter
rules by filter generation service based on translating malicious traffic patterns

received from the security service [0022]; [0024]). Jalava and Bhathagar are

analogous art because they are from the same field of endeavor in network packet
filtering.

- (e.g. see Bhatnagar, “In the example shown in FIG. 1, a security service 30
provides updates 32 as new threats are identified on the network... When a new
threat is identified, the security service 30 will obtain a signature of the threat
from the agents (not shown) and generate a pattern that may be used by the
network elements 12, 14, to identify the threat. Pattern generation of this sort is
currently done by security services, for example, in connection with providing
updates to security software 24, and the invention is not limited to a particular
manner of generating these types of updates” [0022]; see also “the patterns
generated by the security service may be sent to a network management station
34. The network management station may then pass the patterns to a filter
generation service 36 configured to create filter rules specific to the different
types of network elements on the network 10. The filter generation service 36, in
this alternate embodiment, is configured to translate the pattern received from
the security service 30 via update 32 into filter rules 38 that are transmitted to the
network elements and used by the network elements 12, 14 to filter traffic on the

network. In either embodiment, the filter rules will be installed into the forwarding
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planes of the network elements configured to act as detection points 28, so that
traffic matching the patterns will be removed from the network. By continually
updating the detection points 28 in real time as threats are discovered, it is
possible to immunize the network against outbreaks of malicious code to reduce
the chance that malicious code will reach the customer equipment” [0024];
“When a pattern match is found, the traffic may be discarded or, alternatively,
additional remedial action may be taken such as to trace the traffic backwards
through the network toward the source. Tracing the traffic backwards through the
network may enable the source of the traffic to be identified” [0028]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava and Bhathagar before him or her, to modify the

system and method of Jalava with the teachings of Bhatnagar to include packet

filtering rules created or altered by [a] management server based on updated malicious
traffic information received from a malicious host tracker service as claimed because
Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The
suggestion/motivation for doing so would have been to stop malicious code that spans
multiple packets at the network level so that new security threats may be neutralized
quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been
obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the

instant claim(s).
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As to Claim 9:

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein
the at least one packet matching criterion corresponding to the one or more first packet
filtering rules automatically created or altered by the security policy management server
comprises at least one network address indicated by the malicious traffic information
(e.g. Jalava “a characterizing value may be for example a header field value, a
payload field value, an IP address (source or destination), port number (source or
destination)” [0019]; [0020]; [0052]; [0057]; [0058]).

As to Claim 10:

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein
the malicious host tracker service comprises a subscription service that aggregates
information associated with malicious network traffic (e.g- Bhatnagar security service
provides updates to subscribers, such companies as Symantec and MacAfee
have security agents in millions of machines that detect viruses and other
malicious code and generate threat patterns [0022]; [0018]; [0019]). The Examiner

supplies the same rationale for the combination of references Jalava and Bhatnagar as

in Claim 8 above.

As to Claim 12:

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein
at least one packet transformation function comprises a network protective action (e.g-
Jalava “In a firewall, the action is typically deny or allow, which means the data
packet is discarded or allowed to proceed, correspondingly” [0003]).

As to Claim 14:
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Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein
one or more packet filtering rules of the first set of packet filtering rules specify a packet
transformation function (e.g. Bhatnagar “additional remedial action may be taken
such as to trace the traffic backwards through the network toward the source.
Tracing the traffic backwards through the network may enable the source of the
traffic to be identified, so that the edge network element connected to the source
may cause the port over which the source connects to the network to be shut
down” [0028]) other than forwarding or dropping the corresponding packets. The
Examiner supplies the same rationale for the combination of references Jalava and
Bhatnagar as in Claim 8 above.

As to Claim 15:

Jalava discloses one or more non-transitory computer readable media storing
instructions (e.g. Jalava memory [Claim 19]; computer-readable medium
containing computer software [Claim 21]) that, when executed by at least one
processor, cause a packet security gateway (e.g. Jalava “A personalized firewall or
other network gateway is provided by a method of matching a data packet to a
rule in a network gateway having a rule base. One or more identification values
are determined (302) on the basis of the data packet and property value(s)
associated with said one or more identification values are queried (304) and
received from a property server. The property value(s) describe for example
allowed connections and services for an entity associated with the identification
value(s). The property value(s) are compared (306) to at least one rule in the rule

base, said at least one rule comprising property value(s) and an action, and the
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action defined in said at least one rule is taken (310), if said property value(s) of
the rule match corresponding property value(s) associated with said one or more
identification values” [Abstract]), of a plurality of packet security gateways that
collectively provide an entire interface across a boundary of a network protected by the
packet security gateway and one or more networks other than the network protected by
the packet security gateway (e.g. Jalava “As already described above, the firewall
23 and 31 are gateways which operate at the same time as a connector and a
separator between the networks in a sense that the firewalls keep track of the
traffic that passes through them from one network to another and restrict
connections and packets that are defined as unwanted by the administrators of
the systems” [0049]; Fig. 2A; [0044]), to perform steps comprising:

- receiving, from a security policy management server external from the network
protected by the packet security gateway (e.g. Jalava management server 25
is remotely connected to the firewall over the public network and sends
firewall rules to the firewall for execution [0044]; Fig. 2A), a dynamic security
policy comprising a first set of packet filtering rules to be applied to all network
traffic traversing the boundary (e.g. Jalava rules for firewall [0041]; [0044];
[0045]; [0049]; [0050]), wherein:

- each packet filtering rule of the first set of packet filtering rules comprises at least
one packet matching criterion and a corresponding packet transformation
function (e.g. Jalava “it is detected, if a data packet, which has been
received, is compared to a rule containing property values (that is,

requiring the use of property values for match process)... One or more
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identification values are determined on the basis of the data packet (step
302) and property value(s) associated with the identification value(s) are
queried and received (step 304). In practice, the property values are stored
in the firewall for future use after receiving them. If the property values are
already stored, they do not need to be queried again. Then the property
value(s) are compared to a rule, which includes property value(s) and an
action, in step 306. If the property value(s) of the rule match corresponding
property value(s) associated with the identification value(s), the action
defined in the rule is taken (steps 308 and 310). If the property value(s) of
the rule do not match corresponding property value(s) associated with the
identification value(s), the next rule of the rule base is processed in step
312” [0050]), and

- one or more first packet filtering rules of the first set of packet filtering rules were
automatically created or altered by the security policy management server (e.g.
Jalava “firewall configuration (the rules), which may include also VPN
configuration, is defined in the management system” [0044]);

- performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the first set of packet filtering rules by performing at
least one packet transformation function (e.g. Jalava “In a firewall, the action
is typically deny or allow, which means the data packet is discarded or
allowed to proceed, correspondingly” [0003]; [0004]; [0017]; [0049])

specified by at least one packet filtering rule of the first set of packet filtering rules
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on the first portion of packets (e.g. “The property value(s) are compared (306)
to at least one rule in the rule base, said at least one rule comprising
property value(s) and an action, and the action defined in said at least one
rule is taken (310), if said property value(s) of the rule match corresponding
property value(s) associated with said one or more identification values”
[Abstract]; [0017]; [0049]);

- receiving, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from
the security policy management server, wherein the updated second set of
packet filtering rules comprises an update to the one or more first packet filtering
rules (e.g. Jalava “the network gateway requests to be notified, if the
property value(s) stored in the network gateway in step 504 are updated in
the property server. At this point such a request needs to be stored in the
property server with reference to the corresponding property value--
identification value combination (not shown in the Figure). In step 602, a
notification comprising updated property value(s) and associated
identification value(s) are received. The old property value(s) in the network
gateway are then replaced with the corresponding updated property
value(s) in step 604” [0065]; [0066]; [0069]); and

- performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the
packet security gateway based on the updated second set of packet filtering

rules by performing at least one packet transformation function specified by at
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least one packet filtering rule of the second set of packet filtering rules on the
second portion of packets (e.g. Jalava “When the firewall has compared a
data packet to N first rules and none of them has matched the data packet,
it is required to find out the property values associated with the source of
the data packet. The firewall queries the property values from the property
server by the source IP address 10.1.1.7 and receives the sequence of
101100 mentioned above” [0057]; [0050]);

But Jalava does not specifically disclose:

- packet filtering rules created or altered by [a] management server based on
updated malicious traffic information received from a malicious host tracker
service.

However, the analogous art Bhathagar does disclose packet filtering rules created or
altered by [a] management server based on updated malicious traffic information

received from a malicious host tracker service (e.g. Bhatnagar create updated filter
rules by filter generation service based on translating malicious traffic patterns

received from the security service [0022]; [0024]). Jalava and Bhathagar are

analogous art because they are from the same field of endeavor in network packet
filtering.

- (e.g. see Bhatnagar, “In the example shown in FIG. 1, a security service 30
provides updates 32 as new threats are identified on the network... When a new
threat is identified, the security service 30 will obtain a signature of the threat
from the agents (not shown) and generate a pattern that may be used by the

network elements 12, 14, to identify the threat. Pattern generation of this sort is
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currently done by security services, for example, in connection with providing
updates to security software 24, and the invention is not limited to a particular
manner of generating these types of updates” [0022]; see also “the patterns
generated by the security service may be sent to a network management station
34. The network management station may then pass the patterns to a filter
generation service 36 configured to create filter rules specific to the different
types of network elements on the network 10. The filter generation service 36, in
this alternate embodiment, is configured to translate the pattern received from
the security service 30 via update 32 into filter rules 38 that are transmitted to the
network elements and used by the network elements 12, 14 to filter traffic on the
network. In either embodiment, the filter rules will be installed into the forwarding
planes of the network elements configured to act as detection points 28, so that
traffic matching the patterns will be removed from the network. By continually
updating the detection points 28 in real time as threats are discovered, it is
possible to immunize the network against outbreaks of malicious code to reduce
the chance that malicious code will reach the customer equipment” [0024];
“When a pattern match is found, the traffic may be discarded or, alternatively,
additional remedial action may be taken such as to trace the traffic backwards
through the network toward the source. Tracing the traffic backwards through the
network may enable the source of the traffic to be identified” [0028]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava and Bhathagar before him or her, to modify the

system and method of Jalava with the teachings of Bhatnagar to include packet
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filtering rules created or altered by [a] management server based on updated malicious
traffic information received from a malicious host tracker service as claimed because
Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The
suggestion/motivation for doing so would have been to stop malicious code that spans
multiple packets at the network level so that new security threats may be neutralized
quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been
obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the
instant claim(s).

As to Claim 16:

Jalava in view of Bhatnagar discloses the computer readable media of claim 15,
wherein the at least one packet matching criterion corresponding to the one or more first
packet filtering rules automatically created or altered by the security policy management
server comprises at least one network address indicated by the malicious traffic
information (e.g. Jalava “a characterizing value may be for example a header field
value, a payload field value, an IP address (source or destination), port number
(source or destination)” [0019]; [0020]; [0052]; [0057]; [0058]).

As to Claim 18:

Jalava in view of Bhatnagar discloses the computer readable media of claim 15,

wherein at least one packet transformation function comprises a network protective
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action (e.g. Jalava “In a firewall, the action is typically deny or allow, which means

the data packet is discarded or allowed to proceed, correspondingly” [0003]).

As to Claim 20:

Jalava in view of Bhatnagar discloses the computer readable media of claim 15,
wherein one or more packet filtering rules of the first set of packet filtering rules specify
a packet transformation function (e.g. Bhatnagar “additional remedial action may be
taken such as to trace the traffic backwards through the network toward the
source. Tracing the traffic backwards through the network may enable the source
of the traffic to be identified, so that the edge network element connected to the
source may cause the port over which the source connects to the network to be
shut down” [0028]) other than forwarding or dropping the corresponding packets. The
Examiner supplies the same rationale for the combination of references Jalava and
Bhatnagar as in Claim 15 above.

As to Claim 21:

Jalava discloses a method of filtering packets at a packet security gateway configured
for protection of a network (e.g. Jalava “A personalized firewall or other network
gateway is provided by a method of matching a data packet to a rule in a network
gateway having a rule base. One or more identification values are determined
(302) on the basis of the data packet and property value(s) associated with said
one or more identification values are queried (304) and received from a property

server. The property value(s) describe for example allowed connections and
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services for an entity associated with the identification value(s). The property
value(s) are compared (306) to at least one rule in the rule base, said at least one
rule comprising property value(s) and an action, and the action defined in said at
least one rule is taken (310), if said property value(s) of the rule match
corresponding property value(s) associated with said one or more identification
values” [Abstract]) and associated with a security policy management server external
from the network (e.g. Jalava management server 25 is remotely connected to the
firewall over the public network and sends firewall rules to the firewall for
execution [0044]; Fig. 2A), the method comprising:

- receiving, by the packet security gateway (e.g. Jalava management server
sends firewall rules to the firewall for execution [0044]; Fig. 2A), a dynamic
security policy comprising a first set of packet filtering rules from the security
policy management server (e.g. Jalava rules for firewall [0041]; [0044]; [0045];
[0049]; [0050]), wherein each packet filtering rule of the first set of packet
filtering rules comprises at least one packet matching criterion and a
corresponding packet transformation function (e.g. Jalava “it is detected, if a
data packet, which has been received, is compared to a rule containing
property values (that is, requiring the use of property values for match
process)... One or more identification values are determined on the basis
of the data packet (step 302) and property value(s) associated with the
identification value(s) are queried and received (step 304). In practice, the
property values are stored in the firewall for future use after receiving

them. If the property values are already stored, they do not need to be
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queried again. Then the property value(s) are compared to a rule, which
includes property value(s) and an action, in step 306. If the property
value(s) of the rule match corresponding property value(s) associated with
the identification value(s), the action defined in the rule is taken (steps 308
and 310). If the property value(s) of the rule do not match corresponding
property value(s) associated with the identification value(s), the next rule of
the rule base is processed in step 312” [0050]), and wherein one or more first
packet filtering rules of the first set of packet filtering rules were automatically
created or altered by the security policy management server (e.g. Jalava
“firewall configuration (the rules), which may include also VPN
configuration, is defined in the management system” [0044]);

- performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the first set of packet filtering rules by performing at
least one of multiple packet transformation functions (e.g. Jalava “In a firewall,
the action is typically deny or allow, which means the data packet is
discarded or allowed to proceed, correspondingly” [0003]; [0004]; [0017];
[0049]) specified by at least one packet filtering rule of the first set of packet
filtering rules on the first portion of packets (e.g. “The property value(s) are
compared (306) to at least one rule in the rule base, said at least one rule
comprising property value(s) and an action, and the action defined in said

at least one rule is taken (310), if said property value(s) of the rule match
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corresponding property value(s) associated with said one or more
identification values” [Abstract]; [0017]; [0049]);

- receiving, by the packet security gateway and after performing packet filtering on
the first portion of the packets, an updated second set of packet filtering rules for
the dynamic security policy from the security policy management server, wherein
the updated second set of packet filtering rules comprises an update to the one
or more first packet filtering rules (e.g. Jalava “the network gateway requests
to be notified, if the property value(s) stored in the network gateway in step
504 are updated in the property server. At this point such a request needs
to be stored in the property server with reference to the corresponding
property value--identification value combination (not shown in the Figure).
In step 602, a notification comprising updated property value(s) and
associated identification value(s) are received. The old property value(s) in
the network gateway are then replaced with the corresponding updated
property value(s) in step 604” [0065]; [0066]; [0069]); and

- performing, on a packet by packet basis, packet filtering on a second portion of
the packets associated with the network protected by the packet security
gateway based on the updated second set of packet filtering rules (e.g. Jalava
“When the firewall has compared a data packet to N first rules and none of
them has matched the data packet, it is required to find out the property
values associated with the source of the data packet. The firewall queries

the property values from the property server by the source IP address
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10.1.1.7 and receives the sequence of 101100 mentioned above” [0057];
[0050]);
But Jalava does not specifically disclose:

- packet filtering rules created or altered by [a] management server based on
updated malicious traffic information received from a malicious host tracker
service.

However, the analogous art Bhathagar does disclose packet filtering rules created or
altered by [a] management server based on updated malicious traffic information

received from a malicious host tracker service (e.g. Bhatnagar create updated filter
rules by filter generation service based on translating malicious traffic patterns

received from the security service [0022]; [0024]). Jalava and Bhathagar are

analogous art because they are from the same field of endeavor in network packet
filtering.

- (e.g. see Bhatnagar, “In the example shown in FIG. 1, a security service 30
provides updates 32 as new threats are identified on the network... When a new
threat is identified, the security service 30 will obtain a signature of the threat
from the agents (not shown) and generate a pattern that may be used by the
network elements 12, 14, to identify the threat. Pattern generation of this sort is
currently done by security services, for example, in connection with providing
updates to security software 24, and the invention is not limited to a particular
manner of generating these types of updates” [0022]; see also “the patterns
generated by the security service may be sent to a network management station

34. The network management station may then pass the patterns to a filter
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generation service 36 configured to create filter rules specific to the different
types of network elements on the network 10. The filter generation service 36, in
this alternate embodiment, is configured to translate the pattern received from
the security service 30 via update 32 into filter rules 38 that are transmitted to the
network elements and used by the network elements 12, 14 to filter traffic on the
network. In either embodiment, the filter rules will be installed into the forwarding
planes of the network elements configured to act as detection points 28, so that
traffic matching the patterns will be removed from the network. By continually
updating the detection points 28 in real time as threats are discovered, it is
possible to immunize the network against outbreaks of malicious code to reduce
the chance that malicious code will reach the customer equipment” [0024];
“When a pattern match is found, the traffic may be discarded or, alternatively,
additional remedial action may be taken such as to trace the traffic backwards
through the network toward the source. Tracing the traffic backwards through the
network may enable the source of the traffic to be identified” [0028]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava and Bhathagar before him or her, to modify the

system and method of Jalava with the teachings of Bhatnagar to include packet
filtering rules created or altered by [a] management server based on updated malicious
traffic information received from a malicious host tracker service as claimed because
Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
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sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The
suggestion/motivation for doing so would have been to stop malicious code that spans
multiple packets at the network level so that new security threats may be neutralized
quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been

obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the

instant claim(s).

As to Claim 22:

Jalava in view of Bhatnagar discloses the method of claim 21, wherein the at least one
packet matching criterion corresponding to the one or more first packet filtering rules
automatically created or altered by the security policy management server comprises at
least one network address indicated by the malicious traffic information (e.g. Jalava “a
characterizing value may be for example a header field value, a payload field
value, an IP address (source or destination), port number (source or destination)”
[0019]; [0020]; [0052]; [0057]; [0058]).

As to Claim 23:

Jalava in view of Bhatnagar discloses the method of claim 21, wherein the malicious
host tracker service comprises a subscription service that aggregates information
associated with malicious network traffic (e.g. Bhathagar security service provides
updates to subscribers, such companies as Symantec and MacAfee have security
agents in millions of machines that detect viruses and other malicious code and
generate threat patterns [0022]; [0018]; [0019]). The Examiner supplies the same
rationale for the combination of references Jalava and Bhatnagar as in Claim 21

above.
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As to Claim 25:

Jalava in view of Bhatnagar discloses the method of claim 21, wherein at least one
packet transformation function comprises a network protective action (e.g. Jalava “Iln a
firewall, the action is typically deny or allow, which means the data packet is
discarded or allowed to proceed, correspondingly” [0003]).

As to Claim 27:

Jalava in view of Bhatnagar discloses the method of claim 21, wherein one or more
packet filtering rules of the first set of packet filtering rules specify a packet
transformation function (e.g. Bhatnagar “additional remedial action may be taken
such as to trace the traffic backwards through the network toward the source.
Tracing the traffic backwards through the network may enable the source of the
traffic to be identified, so that the edge network element connected to the source
may cause the port over which the source connects to the network to be shut
down” [0028]) other than forwarding or dropping the corresponding packets. The
Examiner supplies the same rationale for the combination of references Jalava and
Bhatnagar as in Claim 21 above.

9. Claims 4, 11,17, and 24 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Jalava in view of Bhatnagar as applied to Claims 1, 8, 15, and 21

above, and further in view of Van Der Merwe et al. (US 20100082811 A1, IDS submitted

03/25/2020, hereinafter Van Der Merwe).

As to Claim 4:
Jalava in view of Bhatnagar discloses the method of claim 1, but does not specifically

disclose:
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- wherein the malicious traffic information comprises a list of network addresses
known to be associated with malicious network traffic.

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic

information comprises a list of network addresses known to be associated with

malicious network traffic (e.g. Van Der Merwe blacklist generated from received

malicious network sources [0042]; [0043]; addresses of sources of unwanted data
traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source
[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava,

Bhatnagar, and Van Der Merwe are analogous art because they are from the same

field of endeavor in coordinated processing of network packets.

- (e.g. see Van Der Merwe, “Blacklists may be derived, for example, from e-mail

spam logs, firewall logs, databases from anti-spyware software, and databases
from anti-virus software. Blacklists may also contain user-specified entries”
[0022]; see also “Herein, a customer refers to an end-user of network services. A
customer, for example, may operate user system US1 150. A user system
operated by a customer is also referred to as a customer user system” [0028];
see also “In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation
systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional
raw blacklists may also be inputted by the network administrator. A raw blacklist
refers to a blacklist which has not been processed by traffic filter system 140. In
step 204, TFS 140 consolidates the multiple raw blacklists into a single list of
unwanted traffic sources, referred to herein as a consolidated raw blacklist”

[0030]; see also “FIG. 2(c) shows a flowchart of steps for generating a customer
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blacklist for a specific customer. Network blacklist 216 and a customer whitelist
234 (for a specific customer) are acquired as input into TFS 140... In general,
since customer whitelist 234 may be different for different specific customers,
customer blacklist 248 may be different for different specific customers. A
customer blacklist is associated with a customer system” [0042]; see also “For
example, network blacklist 216 may be updated in response to a network attack
by a malicious traffic source” [0043]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Van Der Merwe before him or

her, to modify the combination of Jalava and Bhatnagar with the teachings of Van Der
Merwe to include wherein the malicious traffic information comprises a list of network
addresses known to be associated with malicious network traffic as claimed because
Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030];

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a

customer specific blacklist that is different for specific customers (Van Der Merwe

[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhathagar,

and Van Der Merwe to obtain the invention as specified in the instant claim(s).
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As to Claim 11:
Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, but does
not specifically disclose:
- wherein the malicious traffic information comprises a list of network addresses
known to be associated with malicious network traffic.

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic

information comprises a list of network addresses known to be associated with

malicious network traffic (e.g. Van Der Merwe blacklist generated from received

malicious network sources [0042]; [0043]; addresses of sources of unwanted data
traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source
[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava,

Bhatnagar, and Van Der Merwe are analogous art because they are from the same

field of endeavor in coordinated processing of network packets.

- (e.g. see Van Der Merwe, “Blacklists may be derived, for example, from e-mail

spam logs, firewall logs, databases from anti-spyware software, and databases
from anti-virus software. Blacklists may also contain user-specified entries”
[0022]; see also “Herein, a customer refers to an end-user of network services. A
customer, for example, may operate user system US1 150. A user system
operated by a customer is also referred to as a customer user system” [0028];
see also “In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation
systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional
raw blacklists may also be inputted by the network administrator. A raw blacklist

refers to a blacklist which has not been processed by traffic filter system 140. In
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step 204, TFS 140 consolidates the multiple raw blacklists into a single list of
unwanted traffic sources, referred to herein as a consolidated raw blacklist”
[0030]; see also “FIG. 2(c) shows a flowchart of steps for generating a customer
blacklist for a specific customer. Network blacklist 216 and a customer whitelist
234 (for a specific customer) are acquired as input into TFS 140... In general,
since customer whitelist 234 may be different for different specific customers,
customer blacklist 248 may be different for different specific customers. A
customer blacklist is associated with a customer system” [0042]; see also “For
example, network blacklist 216 may be updated in response to a network attack
by a malicious traffic source” [0043]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Van Der Merwe before him or

her, to modify the combination of Jalava and Bhatnagar with the teachings of Van Der
Merwe to include wherein the malicious traffic information comprises a list of network
addresses known to be associated with malicious network traffic as claimed because
Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030];

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a

customer specific blacklist that is different for specific customers (Van Der Merwe
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[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhathagar,

and Van Der Merwe to obtain the invention as specified in the instant claim(s).

As to Claim 17:
Jalava in view of Bhatnagar discloses the computer readable media of claim 15,
wherein the malicious host tracker service comprises a subscription service that
aggregates information associated with malicious network traffic (e.g. Bhathagar
security service provides updates to subscribers, such companies as Symantec
and MacAfee have security agents in millions of machines that detect viruses and
other malicious code and generate threat patterns [0022]; [0018]; [0019]), but does
not specifically disclose:

- wherein the malicious traffic information comprises a list of network addresses

known to be associated with malicious network traffic.

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic

information comprises a list of network addresses known to be associated with

malicious network traffic (e.g. Van Der Merwe blacklist generated from received

malicious network sources [0042]; [0043]; addresses of sources of unwanted data
traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source
[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava,

Bhatnagar, and Van Der Merwe are analogous art because they are from the same

field of endeavor in coordinated processing of network packets.

- (e.g. see Van Der Merwe, “Blacklists may be derived, for example, from e-mail

spam logs, firewall logs, databases from anti-spyware software, and databases

from anti-virus software. Blacklists may also contain user-specified entries”
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[0022]; see also “Herein, a customer refers to an end-user of network services. A
customer, for example, may operate user system US1 150. A user system
operated by a customer is also referred to as a customer user system” [0028];
see also “In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation
systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional
raw blacklists may also be inputted by the network administrator. A raw blacklist
refers to a blacklist which has not been processed by traffic filter system 140. In
step 204, TFS 140 consolidates the multiple raw blacklists into a single list of
unwanted traffic sources, referred to herein as a consolidated raw blacklist”
[0030]; see also “FIG. 2(c) shows a flowchart of steps for generating a customer
blacklist for a specific customer. Network blacklist 216 and a customer whitelist
234 (for a specific customer) are acquired as input into TFS 140... In general,
since customer whitelist 234 may be different for different specific customers,
customer blacklist 248 may be different for different specific customers. A
customer blacklist is associated with a customer system” [0042]; see also “For
example, network blacklist 216 may be updated in response to a network attack
by a malicious traffic source” [0043]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Van Der Merwe before him or

her, to modify the combination of Jalava and Bhatnhagar with the teachings of Van Der

Merwe to include wherein the malicious traffic information comprises a list of network
addresses known to be associated with malicious network traffic as claimed because

Jalava’'s system and method provides a management server that remotely connects to
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firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030];

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a

customer specific blacklist that is different for specific customers (Van Der Merwe

[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhathagar,

and Van Der Merwe to obtain the invention as specified in the instant claim(s).

As to Claim 24:
Jalava in view of Bhatnagar discloses the method of claim 21, but does not specifically
disclose:
- wherein the malicious traffic information comprises a list of network addresses
known to be associated with malicious network traffic.

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic

information comprises a list of network addresses known to be associated with

malicious network traffic (e.g. Van Der Merwe blacklist generated from received

malicious network sources [0042]; [0043]; addresses of sources of unwanted data
traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source
[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava,

Bhatnagar, and Van Der Merwe are analogous art because they are from the same

field of endeavor in coordinated processing of network packets.

- (e.g. see Van Der Merwe, “Blacklists may be derived, for example, from e-mail

spam logs, firewall logs, databases from anti-spyware software, and databases
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from anti-virus software. Blacklists may also contain user-specified entries”
[0022]; see also “Herein, a customer refers to an end-user of network services. A
customer, for example, may operate user system US1 150. A user system
operated by a customer is also referred to as a customer user system” [0028];
see also “In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation
systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional
raw blacklists may also be inputted by the network administrator. A raw blacklist
refers to a blacklist which has not been processed by traffic filter system 140. In
step 204, TFS 140 consolidates the multiple raw blacklists into a single list of
unwanted traffic sources, referred to herein as a consolidated raw blacklist”
[0030]; see also “FIG. 2(c) shows a flowchart of steps for generating a customer
blacklist for a specific customer. Network blacklist 216 and a customer whitelist
234 (for a specific customer) are acquired as input into TFS 140... In general,
since customer whitelist 234 may be different for different specific customers,
customer blacklist 248 may be different for different specific customers. A
customer blacklist is associated with a customer system” [0042]; see also “For
example, network blacklist 216 may be updated in response to a network attack
by a malicious traffic source” [0043]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Van Der Merwe before him or

her, to modify the combination of Jalava and Bhatnhagar with the teachings of Van Der
Merwe to include wherein the malicious traffic information comprises a list of network

addresses known to be associated with malicious network traffic as claimed because
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Jalava’s system and method provides a management server that remotely connects to
firewalls/gateways at protected networks to provide packet filtering rules and updates
(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns
(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030];

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a

customer specific blacklist that is different for specific customers (Van Der Merwe

[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhathagar,

and Van Der Merwe to obtain the invention as specified in the instant claim(s).

10. Claims 6, 13, 19, and 26 are rejected under pre-AlA 35 U.S.C. 103(a) as being

unpatentable over Jalava in view of Bhatnagar as applied to Claims 1, 8, 15, and 21

above, and further in view of Jungck et al. (US 20090262741 A1, IDS submitted
03/25/2020, hereinafter Jungck).

As to Claim 6:

Jalava in view of Bhatnagar discloses the method of claim 1, further comprising:
performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets
at the network layer (e.g. Jalava “In a firewall, the action is typically deny or allow,
which means the data packet is discarded or allowed to proceed,
correspondingly” [0003]; [0004]; “The property value(s) are compared (306) to at
least one rule in the rule base, said at least one rule comprising property value(s)
and an action, and the action defined in said at least one rule is taken (310), if

said property value(s) of the rule match corresponding property value(s)
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associated with said one or more identification values” [Abstract]; [0017]; [0049]),
but does not specifically disclose:

- receiving, by the packet security gateway, packets in a network layer transparent

manner using an interface that is not addressed at the network layer.

However, the analogous art Jungck does disclose receiving, by the packet security
gateway, packets in a network layer transparent manner using an interface that is not
addressed at the network layer (e.g. Jungck the edge server “effectively needs no
address because it intercepts the necessary network traffic” [0098]; [0108];
[0159]-[0165]; devices may be selectively transparent to the network [0126]-

[0128]; [0153]). Jalava, Bhatnagar, and Jungck are analogous art because they are

from the same field of endeavor in coordinated processing of network packets.
- (e.g. see Jungck, “A major distinction between the edge server 502 and a proxy

server is that there is no one address of the edge server 502. The edge server
502 effectively needs no address because it intercepts the necessary network
traffic. Therefore, clients 102, 104 do not need to know of the existence of the
edge server 502 and can operate as they normally do, making content requests
of servers 108” [0098]; see also “the edge server 602 is further capable of
intercepting data traffic at the packet level based on the source or destination IP
address contained within the packets flowing past the edge server 602. In this
way, the edge server 602 is able to provide complete isolation of its subscribing
servers 108, 110” [0108]; [0128]; [0153]; [0159]-[0165]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Jungck before him or her, to
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to

include receiving, by the packet security gateway, packets in a network layer
transparent manner using an interface that is not addressed at the network layer as
claimed because Jalava’s system and method provides a management server that
remotely connects to firewalls/gateways at protected networks which provide packet
filtering on all traffic that passes through one network to another (Jalava [Abstract]-
[0069]) where packets could be intercepted transparently by an edge routing device
with no network address (Jungck [0098]; [0108]; [0126]-[0128]; [0153]; [0159]-
[0165]). The suggestion/motivation for doing so would have been to allow for early and
reliable packet interception and further ensures some measure of reliability in
determining the origination of a particular packet (Jungck [0121]). Therefore, it would

have been obvious to combine Jalava, Bhathagar, and Jungck to obtain the invention

as specified in the instant claim(s).

As to Claim 13:

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein
the instructions further cause the packet security gateway to: perform the at least one
packet transformation function specified by at least one packet filtering rule of the first
set of packet filtering rules on the first portion of packets at the network layer (e.g.-
Jalava “In a firewall, the action is typically deny or allow, which means the data
packet is discarded or allowed to proceed, correspondingly” [0003]; [0004]; “The
property value(s) are compared (306) to at least one rule in the rule base, said at
least one rule comprising property value(s) and an action, and the action defined

in said at least one rule is taken (310), if said property value(s) of the rule match
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corresponding property value(s) associated with said one or more identification
values” [Abstract]; [0017]; [0049]), but does not specifically disclose:

- receive packets in a network layer transparent manner using an interface that is

not addressed at the network layer.

However, the analogous art Jungck does disclose receive packets in a network layer
transparent manner using an interface that is not addressed at the network layer (e.g.
Jungck the edge server “effectively needs no address because it intercepts the
necessary network traffic” [0098]; [0108]; [0159]-[0165]; devices may be

selectively transparent to the network [0126]-[0128]; [0153]). Jalava, Bhathagar,

and Jungck are analogous art because they are from the same field of endeavor in
coordinated processing of network packets.
- (e.g. see Jungck, “A major distinction between the edge server 502 and a proxy

server is that there is no one address of the edge server 502. The edge server
502 effectively needs no address because it intercepts the necessary network
traffic. Therefore, clients 102, 104 do not need to know of the existence of the
edge server 502 and can operate as they normally do, making content requests
of servers 108” [0098]; see also “the edge server 602 is further capable of
intercepting data traffic at the packet level based on the source or destination IP
address contained within the packets flowing past the edge server 602. In this
way, the edge server 602 is able to provide complete isolation of its subscribing
servers 108, 110” [0108]; [0128]; [0153]; [0159]-[0165]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Jungck before him or her, to
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to

include receive packets in a network layer transparent manner using an interface that is
not addressed at the network layer as claimed because Jalava’'s system and method
provides a management server that remotely connects to firewalls/gateways at
protected networks which provide packet filtering on all traffic that passes through one
network to another (Jalava [Abstract]-[0069]) where packets could be intercepted
transparently by an edge routing device with no network address (Jungck [0098];
[0108]; [0126]-[0128]; [0153]; [0159]-[0165]). The suggestion/motivation for doing so
would have been to allow for early and reliable packet interception and further ensures
some measure of reliability in determining the origination of a particular packet (Jungck

[0121]). Therefore, it would have been obvious to combine Jalava, Bhathagar, and

Jungck to obtain the invention as specified in the instant claim(s).

As to Claim 19:

Jalava in view of Bhatnagar discloses the computer readable media of claim 15, further
comprising: performing the at least one packet transformation function specified by at
least one packet filtering rule of the first set of packet filtering rules on the first portion of
packets at the network layer (e.g. Jalava “In a firewall, the action is typically deny or
allow, which means the data packet is discarded or allowed to proceed,
correspondingly” [0003]; [0004]; “The property value(s) are compared (306) to at
least one rule in the rule base, said at least one rule comprising property value(s)
and an action, and the action defined in said at least one rule is taken (310), if

said property value(s) of the rule match corresponding property value(s)

Keysight Technologies Ex. 1002
Page 210 of 460



Application/Control Number: 16/728,766 Page 46
Art Unit: 2438

associated with said one or more identification values” [Abstract]; [0017]; [0049]),
but does not specifically disclose:

- receiving, by the packet security gateway, packets in a network layer transparent

manner using an interface that is not addressed at the network layer.

However, the analogous art Jungck does disclose receiving, by the packet security
gateway, packets in a network layer transparent manner using an interface that is not
addressed at the network layer (e.g. Jungck the edge server “effectively needs no
address because it intercepts the necessary network traffic” [0098]; [0108];
[0159]-[0165]; devices may be selectively transparent to the network [0126]-

[0128]; [0153]). Jalava, Bhatnagar, and Jungck are analogous art because they are

from the same field of endeavor in coordinated processing of network packets.
- (e.g. see Jungck, “A major distinction between the edge server 502 and a proxy

server is that there is no one address of the edge server 502. The edge server
502 effectively needs no address because it intercepts the necessary network
traffic. Therefore, clients 102, 104 do not need to know of the existence of the
edge server 502 and can operate as they normally do, making content requests
of servers 108” [0098]; see also “the edge server 602 is further capable of
intercepting data traffic at the packet level based on the source or destination IP
address contained within the packets flowing past the edge server 602. In this
way, the edge server 602 is able to provide complete isolation of its subscribing
servers 108, 110” [0108]; [0128]; [0153]; [0159]-[0165]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Jungck before him or her, to
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to

include receiving, by the packet security gateway, packets in a network layer
transparent manner using an interface that is not addressed at the network layer as
claimed because Jalava’s system and method provides a management server that
remotely connects to firewalls/gateways at protected networks which provide packet
filtering on all traffic that passes through one network to another (Jalava [Abstract]-
[0069]) where packets could be intercepted transparently by an edge routing device
with no network address (Jungck [0098]; [0108]; [0126]-[0128]; [0153]; [0159]-
[0165]). The suggestion/motivation for doing so would have been to allow for early and
reliable packet interception and further ensures some measure of reliability in
determining the origination of a particular packet (Jungck [0121]). Therefore, it would

have been obvious to combine Jalava, Bhathagar, and Jungck to obtain the invention

as specified in the instant claim(s).

As to Claim 26:

Jalava in view of Bhatnagar discloses the method of claim 21, further comprising:
performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets
at the network layer (e.g. Jalava “In a firewall, the action is typically deny or allow,
which means the data packet is discarded or allowed to proceed,
correspondingly” [0003]; [0004]; “The property value(s) are compared (306) to at
least one rule in the rule base, said at least one rule comprising property value(s)
and an action, and the action defined in said at least one rule is taken (310), if

said property value(s) of the rule match corresponding property value(s)
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associated with said one or more identification values” [Abstract]; [0017]; [0049]),
but does not specifically disclose:

- receiving, by the packet security gateway, packets in a network layer transparent

manner using an interface that is not addressed at the network layer.

However, the analogous art Jungck does disclose receiving, by the packet security
gateway, packets in a network layer transparent manner using an interface that is not
addressed at the network layer (e.g. Jungck the edge server “effectively needs no
address because it intercepts the necessary network traffic” [0098]; [0108];
[0159]-[0165]; devices may be selectively transparent to the network [0126]-

[0128]; [0153]). Jalava, Bhatnagar, and Jungck are analogous art because they are

from the same field of endeavor in coordinated processing of network packets.
- (e.g. see Jungck, “A major distinction between the edge server 502 and a proxy

server is that there is no one address of the edge server 502. The edge server
502 effectively needs no address because it intercepts the necessary network
traffic. Therefore, clients 102, 104 do not need to know of the existence of the
edge server 502 and can operate as they normally do, making content requests
of servers 108” [0098]; see also “the edge server 602 is further capable of
intercepting data traffic at the packet level based on the source or destination IP
address contained within the packets flowing past the edge server 602. In this
way, the edge server 602 is able to provide complete isolation of its subscribing
servers 108, 110” [0108]; [0128]; [0153]; [0159]-[0165]).

At the time of applicants' invention, it would have been obvious to one of ordinary skill in

the art, having the teachings of Jalava, Bhathagar, and Jungck before him or her, to
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to

include receiving, by the packet security gateway, packets in a network layer
transparent manner using an interface that is not addressed at the network layer as
claimed because Jalava’s system and method provides a management server that
remotely connects to firewalls/gateways at protected networks which provide packet
filtering on all traffic that passes through one network to another (Jalava [Abstract]-
[0069]) where packets could be intercepted transparently by an edge routing device
with no network address (Jungck [0098]; [0108]; [0126]-[0128]; [0153]; [0159]-
[0165]). The suggestion/motivation for doing so would have been to allow for early and
reliable packet interception and further ensures some measure of reliability in
determining the origination of a particular packet (Jungck [0121]). Therefore, it would

have been obvious to combine Jalava, Bhathagar, and Jungck to obtain the invention

as specified in the instant claim(s).
Conclusion

11.  The prior art made of record and not relied upon is considered pertinent to
applicants’ disclosure.

a. Baum et al. (US 6400707 B1)

b. Haswell (US 20090150996 A1)

C. Jordan (US 8839417 B1)
12.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Kenneth W Chang whose telephone number is
(571)270-7530. The examiner can normally be reached on Monday - Friday 9-5pm

EST.
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Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
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"6971028" | "7152240" | "7185368" | "7225269" | "7499412" |
"7849502" | "8156206" | "8219675" | "8271645" | "8331234" |
"8422391" | "8510821" | "9531672" | "9634911" |
"9686193").PN.
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S2 378 H04L67/02.CPC. US- /ADJ ON 12019/1
38 77 PGP | 2/03
UB; : 116:57

S2 370 H04L63/0236.CPC. US- ADJ ON i2019/1
37 4 PGP | . 2/03
UB; | . 16:57

EPO |

S2 {111 HO4L63/0218.CPC. US- AD] ION 12019/1

36 6 PGP | . 2/03
UB; 116:57

S2 20 |H04L63/0209.CPC. and (firewall or gateway or router) with US- {ADJ ON 12019/1

35 i ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP i 2/03
polic$9 and (malicious or malware or attack$9 or intrusion) same UB; 116:57

(packet$9 or frame or traffic$) USP i : 5

S2 166 H04L63/20.CPC. Us- {ADJ ON 2019/1
34 20 PGP | L /03
UB; : 116:57

EPO |

S2 1 "20090262741".PN. US- AD] ON 2019/0

33 PGP | . 521
UB; ! L 1406

S2 43 H04L63/0263.CPC. and (firewall or gateway or router) with US- iADJ ON :2019/0
32 ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP ! i5/21

: polic$9 and (malicious or malware or attack$9 or intrusion) same :UB; 10:32
(packet$9 or frame or traffic$) UspP 5
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S2 18 H04L63/0236.CPC. and (firewall or gateway or router) with US- /AD] ON 12019/0

31 ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP : i5/21
polic$9 and (malicious or malware or attack$9 or intrusion) same UB; 110:31
(packet$9 or frame or traffic$) USP i 5
AT;
EPO
S2 26 |H04L63/0218.CPC. and (firewall or gateway or router) with US- ADJ ON 12019/0
30 ¢ ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP ! i5/21
polic$9 and (malicious or malware or attack$9 or intrusion) same (UB; 10:31
(packet$9 or frame or traffic$) USP i 5
AT; |
EPO :
S2 18 HO4L63/0209.CPC. and (firewall or gateway or router) with US- iADJ ON :2019/0
29 ¢ ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP | i5/21
5 polic$9 and (malicious or malware or attack$9 or intrusion) same UB; 10:31
(packet$9 or frame or traffic$) USP 5
AT;
EPO
S2 39  H04L63/20.CPC. and (firewall or gateway or router) with US- iADJ iON i2019/0
28 | ((updat$9 or new or modif$9) adj3 (rule or filter$9)) same PGP i i5/21
polic$9 and (malicious or malware or attack$9 or intrusion) same UB; 10:31
(packet$9 or frame or traffic$) UsP E
AT; !
EPO
S2 1109 (firewall or gateway or router) with ((updat$9 or new or modif$9) US- AD] ON  2019/0
27 adj3 (rule or filter$9)) same polic$9 and (malicious or malware or PGP i5/21
: attack$9 or intrusion) same (packet$9 or frame or traffic$) UB; i 110:30
USP i
AT;
EPO
S2 15 (firewall or gateway or router) with ((updat$9 or new or modif$9) {US- ‘AD] iON 2019/0
26 : adj3 (rule or filter$9)) same polic$9 same (malicious or malware PGP i i5/21
5 or attack$9 or intrusion) same (packet$9 or frame or traffic) UB; i 10:17
USP : ;
AT;
EPO
S2 38 (firewall or gateway or router) with ((updat$9 or new or modif$9) {US- ADJ ON 2019/0
25 i adj3 (rule or filter$9)) same polic$9 same (malicious or malware PGP i i5/21
E or attack$9 or intrusion) UB; : 110:16
USP
AT;
EPO
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S2 454 (firewall or gateway or router) with ((updat$9 or new or modif$9) [US- ADJ ON 2019/0
24 adj3 (rule or filter$9)) same polic$9 PGP i5/21
UB; ! 110:16

S2 330 (firewall or gateway or router) with ((updat$9 or new or modif$9) {US- iADJ ON i2019/0
23 0 adj3 (rule or filter$9 or polic$9)) PGP ! i5/21
ug; | . 10:16

EPO |

S2 i1 "20140090046".pn. US- AD] ION 12019/0

22 PGP : i 520
UB; 222:35

S2 1 "20050076227".pn. US- ADJ ON :2019/0
21 | PGP : i5/20
UB; | P 20:34

S2 1 "20120069749".pn. US- /AD] ON 12019/0
20 PGP | : 520
UB; 20:32

EPO |

S2 0 (updat$9 with policy with rule with (signat9 or criter$5) same ~ US- AD] ON 12019/0

19 (drop$9)) same packet PGP | 55/20
UB; | 1833

S2 2 (updat$9 with policy with rule with (signat9 or criter$5) same US- iADJ ON :2019/0
18 (drop$9)) PGP | . 520
UB; | L 18:33
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S2 1 (updat$9 with policy with rule with (signat9 or criter$5) with Us- EADJ ON §2019/0
17 ¢ (encapsulat$9 or replac$9 or insert$9)) PGP ! i5/20
UB; 118:32

S2 0  (updat$9 with policy with rule with signat9 with (encapsulat$9 or US- iAD] ON §2019/0
16 replac$9 or insert$9)) same (router or gateway) PGP ! i5/20
; UB; | a3

EPO |
S2 10 {(updat$9 with policy with rule with signat9 with (encapsulat$9 or US- ‘ADJ ON  2019/0
15 | replac$9 or insert$9))same gateway PGP i5/20

: UB; 118:32

S2 356 H04L67/02.CPC. US- ‘/AD] ON :2019/0
14 32 PGP ! i5/20
UB; P 1352

S2 322 H04L63/0263.CPC. US- /AD] ON 12019/0
13 9 PGP . . 5/20
UB; : 113:52

EPO |

S2 1339 HO04L63/0236.CPC. US- AD] ON 2019/0

12 5 PGP | 520
UB; L {1352

$2 1106 HO4L63/0218.CPC. Us- D] ION  2019/0
11 4 PGP | 520
UB; 113:52
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S2 181 H04L63/0209.CPC. US- /ADJ ON 12019/0
10 3 PGP | . 1520
UB; L {1352

S2 150 HO4L63/20.CPC. US- /ADJ ON 2019/0
09 i17 PGP | . 520
UB; | 1351

EPO |

S2 1162 (moore adj3 sean).in. US- /ADJ ©ON 2019/0

08 ! PGP i5/20
UB; . 113:50

S2 569 (rogers adj3 steven).in. US- ‘/AD] ON :2019/0
07 ! PGP . 520
UB; | i i13:50

S2 223 (centripetal networks).as. US- /AD] ON 12019/0
06 PGP | . 520
UB; ! 113:50

EPO |

S2 3 (10091246 | 9560077 | 9137205).pn. US- AD] ON 2019/0

05 | PGP | . 516
Us; | . 1418

S2 1 "9894051".pn. US- ADJ ON 12018/0
04 | PGP | 510
5 UB; 116:43
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S2 67 |HO4L67/02.CPC. and (rule) with (set or group or subset or US- /ADJ ON 12017/1

03 i subgroup) with address$5 same network$9 same (traffic or PGP §0/27
packet$9) and (filter$9 or firewall or router or rout$9 or intrusion UB; 113:36
or ids) USP . L
AT;
EPO
S2 §193 H04L63/0263.CPC. and (rule) with (set or group or subset or Us- §ADJ ON §2017/ 1
02 : subgroup) with address$5 same network$9 same (traffic or PGP ! i0/27
packet$9) and (filter$9 or firewall or router or rout$9 or intrusion {UB; 113:36
or ids) USP i ;
AT;

EPO |

S2 i82 HO4L63/0236.CPC. and (rule) with (set or group or subset or us- '§ADJ iON 2017/1 '

01 : subgroup) with address$5 same network$9 same (traffic or PGP | i0/27
5 packet$9) and (filter$9 or firewall or router or rout$9 or intrusion :UB; : i13:36
or ids) USP i f
AT;
EPO
S2 133 |H04L63/0218.CPC. and (rule) with (set or group or subset or US- :AD] iON 12017/1
00 i subgroup) with address$5 same network$9 same (traffic or PGP i i0/27
packet$9) and (filter$9 or firewall or router or rout$9 or intrusion :UB; : i13:36
or ids) USP : E
AT; !
EPO
S1 28 H04L63/0209.CPC. and (rule) with (set or group or subset or Us- §ADJ ON §2017/ 1
99 i subgroup) with address$5 same network$9 same (traffic or PGP : i0/27
packet$9) and (filter$9 or firewall or router or rout$9 or intrusion UB; : 113:36
or ids) USP ; i
AT; :
EPO |
S1 1148 HO4L63/20.CPC. and (rule) with (set or group or subset or US- ADJ ON 12017/1
98 : subgroup) with address$5 same network$9 same (traffic or PGP : i0/27
packet$9) and (filter$9 or firewall or router or rout$9 or intrusion [UB; 113:35
or ids) USP : :
AT; |
EPO
S1 141 (rule) with (set or group or subset or subgroup) with address$5 {US- ADJ ON 2017/1
97 4 same network$9 same (traffic or packet$9) and (filter$9 or PGP ! i0/27
firewall or router or rout$9 or intrusion or ids) UB; : 113:35
USP :
AT;
EPO
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S1 42 HO4L63/20.CPC. AND (rule or criteria or signature) same (packet US- ‘AD] ON 12017/1

% i or traffic) and (address$10) with (source or destination or PGP : i0/27
network or ip address or internet protocol address) and (intrusion \UB; : 113:35
detect$9 or network protect$9 or ids or dos or denial of service) USP i i
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT,
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading) and (vlan or virtual$5 local area
network or virtual$5 lan)

S1 i1  "8009566" .pn. US- /ADJ ON 12017/1
95 : PGP i 0/27
us; P 1334
USP 5
AT,
EPO |
S1i1  "6279113".pn. US- AD] ON 12017/1
94 | PGP i0/27
UB; 113:33
USP |
AT;
EPO
S1 1  "20140150051".pn. US- ADJ ON 2017/1
93 PGP | P27
UB; 113:24
USP
AT, |
EPO :
S1 i142 {(rule) with (set or group or subset) with address$5 same US- {ADJ ON 12017/1
92 5 network$9 same (traffic or packet$9) PGP | i0/27
UB; : 12:21
USP |
AT;
EPO
S1 §152 ("20010039579" | "20010039624" | "20020016858" | Us- §ADJ ON §2017/1
91 "20020038339" | "20020049899" | "20020164962" | PGP §0/26
"20020165949" | "20020186683" | "20020198981" | UB; §22:49
"20030035370" | "20030097590" | "20030105976" | USP 5
"20030120622" | "20030123456" | "20030142681" | AT; |
"20030145225" | "20030154297" | "20030154399" | EPO

"20030188192" | "20030212900" | "20040010712" |
"20040073655" | "20040088542" | "20040093513" |
"20040098511" | "20040151155" | "20040177139" |
"20040193943" | "20040205360" | "20040250124" |
"20050010765" | "20050024189" | "20050114704" |
"20050117576" | "20050125697" | "20050138204" |
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"20050141537" | "20050183140" | "20050229246" |
"20050251570" | "20050286522" | "20060048142" |
"20060053491" | "20060070122" | "20060104202" |
"20060114899" | "20060136987" | "20060137009" |
"20060146879" | "20060195896" | "20060212572" |
"20060248580" | "20060262798" | "20070083924" |
"20070211644" | "20070240208" | "20080005795" |
"20080043739" | "20080072307" | "20080077705" |
"20080163333" | "20080229415" | "20080235755" |
"20080279196" | "20080301765" | "20090138938" |
"20090172800" | "20090222877" | "20090240698" |
"20090328219" | "20100011433" | "20100011434" |
"20100082811" | "20100095367" | "20100107240" |
"20100132027" | "20100199346" | "20100211678" |
"20100232445" | "20100242098" | "20100268799" |
"20100296441" | "20100303240" | "20110055916" |
"20110055923" | "20110088092" | "20110141900" |
"20110185055" | "20110270956" | "20120023576" |
"20120106354" | "20120113987" | "20120240135" |
"20120264443" | "20120314617" | "20120331543" |
"20130047020" | "20130059527" | "20130061294" |
"20130117852" | "20130254766" | "20130305311" |
"20140075510" | "20140115654" | "20140201123" |
"20140215574" | "20140281030" | "20140283004" |
"20140283030" | "20140366132" | "20150237012" |
"20150304354" | "20150334125" | "6098172" | "6147976" |
"6226372" | "6317837" | "6484261" | "6611875" | "6662235" |
"7089581" | "7107613" | "7215637" | "7227842" | "7237267" |
"7263099" | "7299353" | "7331061" | "7478429" | "7539186" |
"7610621" | "7684400" | "7710885" | "7721084" | "7818794" |
"7954143" | "8004994" | "8037517" | "8042167" | "8117655" |
"8176561" | "8306994" | "8495725" | "8726379" | "8806638" |
"8856926" | "8935785" | "9094445" | "9124552" | "9137205" |
"9154446" | "9160713").PN.

AD] ON 2017/1

(rule or criteria or signature) same (packet or traffic) and Us-

90 (address$10) with (source or destination or network or ip address PGP i0/26
or internet protocol address) and (intrusion detect$9 or network UB; §20:12
protect$9 or ids or dos or denial of service) and (drop$9 or USP
discard$9 or dump$5) and (spoof$9) and network$9 same AT,

(border$5 or boundary or boundaries) and (head or header or EPO
heading) and (vlan or virtual$5 local area network or virtual$5 5
§ lan)

S1 283 H04L67/02.CPC. US- ADJ ON 12017/1

89 48 PGP : 10/26
us; 20:12

USP i

Keysight Technologies Ex. 1002

Page 237 of 460



AT,
EPO

251

HO04L63/0263.CPC.

HO04L63/0236.CPC.

US- ADJ ON 2017/1
PGP | 026
UB; i20:12

US- /AD] iON 2017/1
PGP . 0/26
UB; 220:12

EPO |

893

HO04L63/0218.CPC.

H04L63/0209.CPC.

US- ADJ ©ON 2017/1
PGP | L 0/26
UB; 2011

US- ADJ ON 2017/1
PGP i0/26
UB; 20:11

EPO |

114
70

H04L63/20.CPC.

(centripetal networks).as.

(moore adj3 sean).in.

US- AD] ON 2017/1
PGP i i0/26

us; © 2011
USP i

EPO |

ON  2017/1
. 0/26
20:11

US- {ADJ ON 12017/1
PGP | i0/26

UB; . L 20011
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AT,
EPO !

541

(rogers adj3 steven).in.

(9560077 | 9137205).PN.

US- AD] ON 12017/1

(6147976 | 9154446 | 7610621).pn.

H04L63/0218.CPC. AND rule and (drop$5 or discard$5) with
(packet or flow or flood or frame) same (switch or router or hub)
and (lan or local area network) AND (zone or edge or boundary)

PGP 0/26

UB; i 220:11
USP :

AT;

EPO

US- ADJ ON 2017/1
PGP | i0/26

UB; : 20:03
USP

AT;

EPO

US- iADJ ON :2016/0
PGP i 9/22

UB; 15:55
USP . S

AT;

EPO

US- iAD] iON i2016/0
PGP i 9/22

UB; i . 15:48
USP : f

AT;

EPO

1189

H04L63/0236.CPC. AND rule and (drop$5 or discard$5) with
(packet or flow or flood or frame) same (switch or router or hub)
and (lan or local area network) AND (zone or edge or boundary)

H04L63/0209.CPC. AND rule and (drop$5 or discard$5) with
(packet or flow or flood or frame) same (switch or router or hub)
and (lan or local area network) AND (zone or edge or boundary)

H04L63/20.CPC. AND rule and (drop$5 or discard$5) with (packet
or flow or flood or frame) same (switch or router or hub) and (lan
or local area network) AND (zone or edge or boundary)

US- /ADJ ON 12016/0
922
115:48

ON 12016/0
L 92
115:48

US- {ADJ ON :2016/0

PGP . TP )
UB; 115:48
USP | L
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AT,
EPO

780

HO04L63/0218.CPC.

HO04L63/0236.CPC.

US- /ADJ ION 12016/0
PGP | B Tp)
UB; | 1547

US- {ADJ ON :2016/0
PGP L9/
UB; 115:47

EPO |

226
10

HO04L67/02.CPC.

H04L63/0209.CPC.

US- AD] ON 2016/0
PGP | T
UB; | 1547

US- ADJ ON :2016/0
PGP : 19/22
UB; 115:47

EPO |

921

H04L63/20.CPC.

rule and (drop$5 or discard$5) with (packet or flow or flood or
frame) same (switch or router or hub) and (lan or local area
network) AND (zone or edge or boundary)

("20030142681" | "20030212900" | "20050117576" |
"20070083924" | "20080005795" | "20100082811" |
"20110055916" | "20120314617" | "20130059527" | "8806638" |

"20110185055" | "20120331543" | "20010039624" |

US- /ADJ ON 12016/0
PGP | 922
; . 1547

ON  2016/0
L 92
115:46

US- iOR iON :2016/0
PGP | 19/22

UB; ! 15129
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"20070240208" | "6317837" | "20020016858" | "20060262798" |
"20050251570" | "20150304354" | "7237267" | "20050010765" |
"20140115654" | "7263099" | "20100095367" | "8176561" |
"20050138204" | "20060212572" | "20100211678" |
"20100296441" | "7539186" | "7684400" | "20060146879" |
"8306994" | "20080043739" | "20020198981" | "20050286522" |
"20080077705" | "20100303240" | "20140281030" | "7954143" |
"20040177139" | "20040205360" | "20140283004" |
"20150237012" | "7107613" | "7237267" | "7331061" |
"8495725" | "20060053491" | "20120023576" | "20130305311" |
"20060248580" | "20090328219" | "20110088092" |
"20120113987" | "8935785" | "20030154297" | "20020049899" |
"20030035370" | "9137205" | "20040193943" | "20040205360" |
"20050010765" | "20050114704" | "20140215574" |
"20140283004" | "20140283030" | "7299353" | "20050114704" |
"20050183140" | "20060104202" | "20060212572" |
"20090138938" | "20140201123" | "6098172" | "7089581" |
"20040093513" | "7215637" | "20030145225" | "20060048142" |
"20060195896" | "20120264443" | "7818794" | "20140366132" |
"20020038339" | "20050183140" | "20050229246" |
"20060212572" | "20070083924" | "20080229415" |
"20080301765" | "20100199346" | "20150237012" | "7089581" |
"7263099" | "9124552" | "9160713" | "20020038339" |
"20040010712" | "20040088542" | "20050251570" |
"20060070122" | "20100199346" | "20110055923" | "6484261" |
"7299353" | "20090240698" | "20110185055" | "20120106354" |
"20140075510" | "20050141537" | "20080072307" |
"20090172800" | "20100132027" | "6226372" | "20060114899" |
"20130061294" | "8726379" | "20060048142" | "20060070122" |
"6098172" | "7107613" | "20050286522" | "20140281030" |
"20150304354" | "7227842" | "7954143" | "20020186683" |
"20030154399" | "20040098511" | "20100011434" | "7478429" |
"8004994" | "20030097590" | "20030123456" | "20100242098" |
"20020165949" | "20040073655" | "20090138938" |
"20100268799" | "20140201123" | "6484261" | "7227842" |
"7331061" | "8042167" | "8495725" | "9094445" |
"20040193943" | "20050229246" | "20080229415" |
"20140283030" | "8037517" | "9124552" | "20080163333" |
"20090222877" | "20100107240" | "20130117852" | "8117655" |
"20030188192" | "20040088542" | "20040151155" |
"20080235755" | "20110270956" | "7710885" | "7721084" |
"20110055916" | "20040177139" | "20060104202" |
"20100011433" | "6662235" | "20020165949" | "20020198981" |
"20050125697" | "20060048142" | "20100303240" | "9094445" |
"9160713" | "20010039579" | "20040250124" | "20130047020" |
"20120240135" | "6611875" | "8856926" | "20130254766" |
"20060136987" | "20080279196" | "20030120622" |
"20040010712" | "20040088542" | "20050125697" |
"20110055923" | "20140115654" | "8037517" | "20030120622" |

EPO |
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"20040073655" | "20070083924" | "20080077705" |
"20080301765" | "20100011433" | "20100268799" |
"20140215574" | "6662235" | "8042167" | "20030105976" |
"20060137009" | "20070211644" | "20100232445" |
"20150334125").PN.

(US-6137792-$ or US-6055236-$ or US-5706348-$ or US-
5710760-$ or US-5805705-$ or US-5987520-$ or US-5991401-$
or US-6011910-$ or US-6026085-$ or US-6147987-$ or US-
6233232-$ or US-4774658-$ or US-4799153-$ or US-4901348-$
or US-4965804-$ or US-5247513-$ or US-5251203-$ or US-
5280529-$ or US-5442708-$ or US-5444782-$ or US-5485455-$
or US-5490252-$ or US-5491694-$ or US-5521910-$ or US-
5615340-$ or US-5640456-$).did. or (US-5642421-$ or US-
5657452-$ or US-5684800-$ or US-5729594-$ or US-5737318-$
or US-5751952-$ or US-5768525-$ or US-5781550-$ or US-
5790546-$ or US-5796942-$ or US-5799285-$ or US-5828846-$
or US-5864683-$ or US-5896499-$ or US-5913037-$ or US-
5935249-$ or US-5946308-$ or US-5950172-$ or US-5953337-%
or US-6009528-$ or US-6035405-$ or US-6070243-$ or US-
6081524-$ or US-6084858-$ or US-6098173-$ or US-6101539-$
or US-6101170-$).did. or (US-6118775-$ or US-6141755-$ or US-
6148402-$ or US-6147995-$ or US-6167052-$ or US-6172991-$
or US-6188671-$ or US-6195705-$ or US-6199113-$ or US-
6202081-$ or US-6230002-$ or US-6230271-$ or US-6249519-$
or US-4332980-$ or US-4445214-$ or US-4509073-$ or US-
4768204-$ or US-4771422-$% or US-4787082-$ or US-4802220-$
or US-4823389-$ or US-4866770-$ or US-4872160-$ or US-
4896319-$% or US-4922486-$ or US-4985895-$ or US-5048087-
$).did. or (US-5029207-$ or US-5220501-$ or US-5228083-$ or
US-5235644-$ or US-5237610-$ or US-5247380-$ or US-
5261044-$ or US-5261059-$ or US-5268962-$ or US-5282244-$
or US-5295244-$ or US-5303302-$ or US-5303303-$ or US-
5311593-$ or US-5313465-$ or US-5319712-$ or US-5351287-%
or US-5353353-$ or US-5386471-$ or US-5394469-$).did.
(encapsul$9) with (packet) with (header or heading) with
(address) with (destination) with (different or new or alternate)

usp
AT

OR  ON 2016/0

OR  ON 2016/0

EPO |

i1/06
§13:46

i1/06
i11:55

("20030142681" | "20030212900" | "20050117576" |
"20070083924" | "20080005795" | "20100082811" |
"20110055916" | "20120314617" | "20130059527" | "8806638" |
"20110185055" | "20120331543" | "20010039624" |
"20070240208" | "6317837" | "20050138204" | "20060212572" |
"20100211678" | "20100296441" | "7539186" | "7684400" |

us-

‘OR  iON :2016/0
PGP !

UB;
USP i

i1/06
110:02
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"20060146879" | "8306994" | "20060248580" | "20090328219" | AT, :
"20110088092" | "20120113987" | "8935785" | "20030154297" | EPO :
"20020049899" | "20030035370" | "9137205" | "20030145225" | 5
"20060048142" | "20060195896" | "20120264443" | "7818794" |
"20140366132" | "20050141537" | "20080072307" |
"20090172800" | "20100132027" | "6226372" | "20060114899" |
"20130061294" | "8726379" | "20100011434" | "7478429" |
"8004994" | "20030097590" | "20030123456" | "20100242098" |
"20030188192" | "20040088542" | "20040151155" |
"20080235755" | "20110270956" | "7710885" | "7721084" |
"20120240135" | "6611875" | "8856926" | "20130254766" |

"20060136987").PN.
S1 i1 "20080298373".pn. US- ADJ ON :2016/0
56 ! PGP ! i1/05
UB; : 114:25
USP
AT; :
EPO |
S1 i "20060262798".pn. Us- SADJ ON §2016/0
55 ! PGP i1/05
UB; i 114:20
USP :
AT;
EPO
S1 198  (vlan or virtual$5 lan) same different$5 with (rout$9) same US- {ADJ ON :2016/0
54 ! (destination) with (address) and (intrusion detect$9 or network PGP : i1/05
protect$9 or ids or dos or denial of service) UB; i14:20
USP :
AT,
EPO :
S1 {157 (vlan or virtual$5 lan) same different$5 with (rout$9) same US- iADJ ON :2016/0
53 : (destination) with (address) PGP i 11/05
UB; 114:07
Usp
AT;
EPO
S1 456 i(vlan or virtual$5 lan) same (rout$9) same (destination) with US- ADJ ON :2016/0
52 ! (address) same different PGP ! i1/05
us; [ 1407
USP 5 §
AT;
EPO
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S1 1220 i(vlan or virtual$5 lan) same (rout$9) same (destination) same US- /AD] ON 12016/0

51 4  (address) PGP : i i1/05
UB; [ 14:07
USP |
AT;
EPO
S1 i1 "20110055916".pn. US- OR ON 12016/0
50 | PGP . 1/05
UB; ! P 1022
USP
AT,
EPO :
S1 i1 ["20080043739".pn. US- OR ON :2016/0
48 | PGP ! . i1/05
UB; : 110:20
USP |
AT;
EPO
S1i1  "9137205".pn. US- ADJ iON :2016/0
47 PGP 51/04
UB; P 16:47
USP : P
AT;
EPO
S1 i1 "9137205".pn. US- /ADJ iON :2015/1
45 | PGP | L2730
UB; ! i 15:59
USP |
AT;

EPO |

S1 1176 HO4L63/20.CPC. and (rule or criteria or signature) same (packet \US- ‘AD] ON 2015/1

44 | or traffic) and (address$10) with (source or destination or PGP : 2/30
network or ip address or internet protocol address) and (intrusion UB; : 115:52
detect$9 or network protect$9 or ids or dos or denial of service) USP i i
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT,
network$9 same (border$5 or boundary or boundaries) and EPO
(head or header or heading) :
S1 43 H04L63/0263.CPC. and (rule or criteria or signature) same US- ADJ ON 12015/1
43 | (packet or traffic) and (address$10) with (source or destination or PGP 2/30
network or ip address or internet protocol address) and (intrusion UB; : 115:52

detect$9 or network protect$9 or ids or dos or denial of service) USP
‘and (drop$9 or discard$9 or dump$5) and (spoof$9) and :
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network$9 same (border$5 or boundary or boundaries) and AT,

(head or header or heading) EPO |
S1 28 H04L63/0218.CPC. and (rule or criteria or signature) same US- ADJ ON 12015/1
42 | (packet or traffic) and (address$10) with (source or destination or PGP 2/30
network or ip address or internet protocol address) and (intrusion UB; : 115:52
detect$9 or network protect$9 or ids or dos or denial of service) USP i i
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT,
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading)

S1 12 HO4L67/02.CPC. and (rule or criteria or signature) same (packet \US- AD] ON 2015/1

41 | or traffic) and (address$10) with (source or destination or PGP : 2/30
network or ip address or internet protocol address) and (intrusion UB; : 115:52
detect$9 or network protect$9 or ids or dos or denial of service) USP i i
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT,
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading) and (vlan or virtual$5 local area
network or virtual$5 lan)

S16 H04L63/0236.CPC. and (rule or criteria or signature) same Us- §ADJ ON §2015/ 1
40 | (packet or traffic) and (address$10) with (source or destination or PGP | 2/30
network or ip address or internet protocol address) and (intrusion \UB; : 115:52
detect$9 or network protect$9 or ids or dos or denial of service) USP i : :
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT; :
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading) and (vlan or virtual$5 local area
network or virtual$5 lan)

S1 4  HO4L63/0218.CPC. and (rule or criteria or signature) same US- :AD] iON 12015/1
39 i (packet or traffic) and (address$10) with (source or destination or PGP : 2/30
network or ip address or internet protocol address) and (intrusion \UB; : i15:51
detect$9 or network protect$9 or ids or dos or denial of service) USP i : :
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT; |
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading) and (vlan or virtual$5 local area
network or virtual$5 lan)

S1 12 H04L63/02.CPC. AND (rule or criteria or signature) same (packet US- AD] ON 12015/1

38 i or traffic) and (address$10) with (source or destination or PGP | i2/30
5 network or ip address or internet protocol address) and (intrusion :UB; §15:51
detect$9 or network protect$9 or ids or dos or denial of service) USP | E
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT,
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading) and (vlan or virtual$5 local area
network or virtual$5 lan)
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S1 229 H04L63/20.CPC. AND (rule or criteria or signature) same (packet US- ‘AD] ON i2015/1

37 or traffic) and (address$10) with (source or destination or PGP | 2/30
network or ip address or internet protocol address) and (intrusion \UB; : 115:51
detect$9 or network protect$9 or ids or dos or denial of service) USP i i
and (drop$9 or discard$9 or dump$5) and (spoof$9) and AT,
network$9 same (border$5 or boundary or boundaries) and EPO

(head or header or heading) and (vlan or virtual$5 local area
network or virtual$5 lan)

S1 i314 (rule or criteria or signature) same (packet or traffic) and US- :ADJ iON 12015/1
36 (address$10) with (source or destination or network or ip address PGP ! P 2/30
or internet protocol address) and (intrusion detect$9 or network UB; §15:51
protect$9 or ids or dos or denial of service) and (drop$9 or USP i i i
discard$9 or dump$5) and (spoof$9) and network$9 same AT; !

(border$5 or boundary or boundaries) and (head or header or EPO
heading) and (vlan or virtual$5 local area network or virtual$5 :
lan) and (rout$9)

S1 i314 (rule or criteria or signature) same (packet or traffic) and us- §ADJ ‘ON 2015/1

35 i (address$10) with (source or destination or network or ip address PGP | 2/30
or internet protocol address) and (intrusion detect$9 or network :iUB; i15:51
protect$9 or ids or dos or denial of service) and (drop$9 or USP : :
discard$9 or dump$5) and (spoof$9) and network$9 same AT; |

(border$5 or boundary or boundaries) and (head or header or EPO
heading) and (vlan or virtual$5 local area network or virtual$5 :

lan)
S1 1126 (rule or criteria or signature) same (packet or traffic) and US- {ADJ ON 12015/1
34 4  (address$10) with (source or destination or network or ip address PGP ! i2/30
or internet protocol address) and (intrusion detect$9 or network :UB; §15:49
protect$9 or ids or dos or denial of service) and (drop$9 or USP 5
discard$9 or dump$5) and (spoof$9) and network$9 same AT,
(border$5 or boundary or boundaries) and (head or header or EPO
heading) :
S1 i141 (rule or criteria or signature) same (packet or traffic) and US- {ADJ ON 12015/1
33 8  (address$10) with (source or destination or network or ip address PGP ! i2/30
or internet protocol address) and (intrusion detect$9 or network :UB; §15:48
protect$9 or ids or dos or denial of service) and (drop$9 or USP 5
discard$9 or dump$5) and (spoof$9) and network$9 same AT,
(border$5 or boundary or boundaries) EPO
S1 i141 (rule or criteria or signature) same (packet or traffic) and US- iADJ ON 12015/1
32 8  (address$10) with (source or destination or network or ip address PGP | 2/30
or internet protocol address) and (intrusion detect$9 or network :iUB; i15:48
protect$9 or ids or dos or denial of service) and (drop$9 or Usp :
discard$9 or dump$5) and (spoof$9) and network$9 same AT, |
(border or boundary or boundaries) EPO i
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S1 §328 (rule or criteria or signature) same (packet or traffic) and Us- §ADJ ON §2015/ 1
31 I8  (address$10) with (source or destination or network or ip address PGP 2/30
or internet protocol address) and (intrusion detect$9 or network (UB; i 115:48
protect$9 or ids or dos or denial of service) and (drop$9 or USP i :
discard$9 or dump$5) and (spoof$9) AT;
EPO
S1 i329 (rule or criteria or signature) same (packet or traffic) and US- iADJ ON §2015/ 1
30 4 (address$10) with (source or destination or network or ip or PGP ! i2/30
internet protocol) and (intrusion detect$9 or network protect$9 or {UB; §15:47
ids or dos or denial of service) and (drop$9 or discard$9 or USP i 5
dump$5) and (spoof$9) AT;
EPO
S1 1193 {(rule or criteria or signature) same (packet or traffic) and US- {ADJ ON 12015/1
29 119 (address$10) with (source or destination or network or ip or PGP | 2/30
internet protocol) and (intrusion detect$9 or network protect$9 or (UB; i15:47
ids or dos or denial of service) and (drop$9 or discard$9 or USP E
dump$5) AT |
EPO
S1 i312 {(rule or criteria or signature) same (packet or traffic) and US- {ADJ ON 12015/1
28 20 (address$10) with (source or destination or network or ip or PGP i 2/30
internet protocol) and (intrusion detect$9 or network protect$9 or \UB; i15:47
ids or dos or denial of service) USP | P
AT; |
EPO
S1 19  (centripetal networks).as. US- ADJ ON 12015/1
27 PGP ! 2/30
UB; ! i 1545
USP :
AT,
EPO |
S1 1110 (moore adj3 sean).in. US- ADJ ON 12015/1
26 | PGP 2/30
UB; 115:45
USP :
AT;
EPO
S1 1488 (rogers adj3 steven).in. US- {ADJ ON 12015/1
25 | PGP | L /30
UB; 115:45
USP
AT;
EPO
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S1 1189 'HO4L67/02.CPC. US- {ADJ ON 12015/1

24 04 PGP : P 2/30
UB; 115:44
USP |
AT;
EPO
S1 727 HO4L63/20.CPC. US- AD] ON :2015/1
23 0 PGP 2/30
UB; [ 15144
USP :
AT,
EPO :
S1 162 H04L63/0236.CPC. US- {ADJ ON 12015/1
22 6 PGP 2/30
UB; : 115:44
USP |
AT;
EPO
S1 1185 'H04L63/0263.CPC. US- {ADJ ON 12015/1
21 3 PGP P 2/30
UB; P 15144
USP :
AT;
EPO
S1 i720 HO04L63/0218.CPC. US- ADJ ON 12015/1
20 | PGP ! 2/30
UB; ! P 15144
USP |
AT;

EPO |

S1 35 HO4L63/02.CPC. AND (gateway) same (policy or policies) same ~ {US- /AD] ON 2015/1

19 | (packet or traffic) and (rule) same (address$10) with (source or PGP L 2/30
: destination or network or ip or internet protocol) same (security UB; i15:44
or secure or protect$9 or ids or intrusion or dos or denial of USP : :

service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing or {EPO

rout$9)
S1 1123 HO4L63/20.CPC. AND (gateway) same (policy or policies) same  [US- ‘AD] ION  2015/1
18 (packet or traffic) and (rule) same (address$10) with (source or PGP : 2/30
: destination or network or ip or internet protocol) same (security UB; i15:44
or secure or protect$9 or ids or intrusion or dos or denial of USP : :

'service) and (server or manager or managing or supervis$9) and
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(set or list) and (function or algorithm or filter$9 or processing or AT;

rout$9) EPO |
S1i8  ("20020049899" | "20060136987" | "20060146879" | US- ADJ ‘ON 2015/0
17 "20070240208" | "20100242098" | "20130061294" | "6317837" | PGP i7/30
. "8306994").PN. UB; ! . 1625
USP |
AT;
EPO
S1i6  ("20030154297" | "20060114899" | "20110185055" | US- i{ADJ ON :2015/0
16 : "20120331543" | "20130254766" | "8004994").PN. PGP ! i7/30
UB; 16:25
USP
AT;
EPO
S1 3 ("7478429" | "7818794" | "8935785").PN. Us- EADJ ON §2015/0
15 | PGP P 722
UB; :10:50
Usp
AT;
EPO
S1 i34 HO04L63/20.CPC. AND (gateway) same (policy or policies) same ~ {US- :ADJ iON i2015/0
12 (packet or traffic) and (rule) same (address$10) with (source or PGP : 3/26
destination or network or ip or internet protocol) same (security (UB; i 117:38
or secure or protect$9 or ids or intrusion or dos or denial of USP : :

service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing or EPO
rout$9) and (edge or boundary or boundaries or border$5) with :
network

S1 51 H04L63/20.CPC. AND (gateway) same (policy or policies) same  US- '§ADJ ‘ON §2015/0'

11 (packet or traffic) and (rule) same (address$10) with (source or PGP : 3/26
destination or network or ip or internet protocol) same (security UB; i i17:38
or secure or protect$9 or ids or intrusion or dos or denial of USP : : :

service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing or EPO
rout$9) and (edge or boundary or boundaries or border$5) !

S1 96 HO04L63/20.CPC. AND (gateway) same (policy or policies) same  US- '§ADJ ‘ON §2015/0'

10 (packet or traffic) and (rule) same (address$10) with (source or PGP : 3/26
destination or network or ip or internet protocol) same (security UB; §17:37
or secure or protect$9 or ids or intrusion or dos or denial of USP : : :

service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing or EPO
rout$9) :
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S1 8  H04L63/0218.CPC. AND (gateway) same (policy or policies) same {US- AD] iON :2015/0

09 | (packet or traffic) and (rule) same (address$10) with (source or PGP | 3/26
| destination or network or ip or internet protocol) same (security UB; :17:36
or secure or protect$9 or ids or intrusion or dos or denial of USP : :

service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing or EPO
encapsul$9) :
S1 12 (US-20060212572-$ or US-20030145225-$ or US-20060048142-$ {US- §ADJ ON §2015/0
08 or US-20010039624-$ or US-20050138204-$ or US-20100296441- PGP §3/26
$ or US-20080072307-$ or US-20050141537-$ or US- uB §17:35

20030142681-$ or US-20100082811-$ or US-20030035370-$ or
US-20110088092-$).did.

S1 6 ("20030097590" | "20090328219" | "20120240135" | Us- §ADJ ON §2015/0
07 "20120314617" | "6611875" | "8806638").PN. PGP i3/26
UB; E 1452
USP |
AT;
EPO
S9 196 H04L63/20.CPC. AND (gateway) same (policy or policies) same ~ US- :AD]J ON 12015/0
0 (packet or traffic) and (rule) same (address$10) with (source or PGP : 3/26
destination or network or ip or internet protocol) same (security UB; §12:26
or secure or protect$9 or ids or intrusion or dos or denial of USP i : :

service) and (server or manager or managing or supervis$9) and AT, |
(set or list) and (function or algorithm or filter$9 or processing or (EPO
rout$9 or encapsul$9) :

S8 i8  H04L63/0218.CPC. AND (gateway) same (policy or policies) same US- :AD]J ON 12015/0

8 (packet or traffic) and (rule) same (address$10) with (source or PGP 3/26
destination or network or ip or internet protocol) same (security UB; 12:22
or secure or protect$9 or ids or intrusion or dos or denial of USP : : :

service) and (server or manager or managing or supervis$9) and AT, |
(set or list) and (function or algorithm or filter$9 or processing or (EPO

rout$9)
S8 67 HO4L63/0263.CPC. AND (gateway) same (policy or policies) same {US- ‘ADJ ‘ON  2015/0
7 (packet or traffic) and (rule) same (address$10) with (source or PGP | 3/26
destination or network or ip or internet protocol) same (security UB; 12:22
or secure or protect$9 or ids or intrusion or dos or denial of USP i : :

service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing or {EPO
rout$9) :
S8 67 H04L63/0263.CPC. AND (gateway) same (policy or policies) same US- :AD]J ON 12015/0
6 (packet or traffic) and (rule) same (address$10) with (source or PGP : 3/26
destination or network or ip or internet protocol) same (security UB; §12:11
or secure or protect$9 or ids or intrusion or dos or denial of 5 : :
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service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing) EPO
S8 196 H04L63/20.CPC. AND (gateway) same (policy or policies) same ~ US- ‘AD]  iON 2015/0
5 ! (packet or traffic) and (rule) same (address$10) with (source or PGP | i3/26
destination or network or ip or internet protocol) same (security UB; §12:11
or secure or protect$9 or ids or intrusion or dos or denial of USP |
service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing) EPO
S8 8  HO04L63/0218.CPC. AND (gateway) same (policy or policies) same (US- iADJ ON i2015/0
4 (packet or traffic) and (rule) same (address$10) with (source or PGP : i3/26
destination or network or ip or internet protocol) same (security {UB; §12:11
or secure or protect$9 or ids or intrusion or dos or denial of USP
service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing) EPO
S8 1168 H04L63/0263.CPC. US- iAD] iON 2015/0
3.0 PGP | L 3/26
g UB; § i12:04
Usp
§ AT;
EPO
S8 591 H04L63/20.CPC. US- {ADJ ON 2015/0
2 8 PGP P 3/26
UB; : P 12:04
USP
AT;
EPO
S8 655 H04L63/0218.CPC. US- ADJ ON :2015/0

("20030097590" | "20090328219" | "20120240135" |
"20120314617" | "6611875" | "8806638").PN.

(SIP or session initiat$9 protocol) with (URI or uniform resourse)
with (header or heading) same (network address$9)

PGP i 3/26
UB; ! P 12:04
USP i

AT;

EPO |

ON 12015/0
L 314
21:26

US- i{ADJ ON :2015/0

PGP . L 314
UB; 221:20
USP | P
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AT,
EPO

S7 1120

(SIP or session initiat$9 protocol) with (URI or uniform resourse)
with (header or heading)

(SIP or session initiat$9 protocol) same (URI or uniform resourse)
same (header or heading)

US- /ADJ ION 12015/0
PGP | L 314
UB; : 21:20

US- i{ADJ ON :2015/0
PGP L 314
UB; 221:19

S7 i114

(network with transparent$5 with layer) same address$9 same
(link$9) and (secure or security or attack$9)

(network with transparent$5 with layer) same address$9 same
(link$9)

US- AD] ON 2015/0
PGP | L 24
UB; 114:01

US- ADJ ON :2015/0
PGP : 2/24
UB; : 114:00

EPO |

S7 539

(network with transparent$5 with layer) same address$9

("20080005795" | "20090172800").PN.

("7539186" | "7710885" | "8856926").PN.

US- ADJ ON :2015/0
PGP : 2/24

UB; ! [ 14:00
USP i

EPO |

ON 12015/0
224
13:49

US- i{ADJ ON :2015/0
PGP | 2/24

UB; ! L 113:48
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AT;
EPO
S7 66 H04L63/0263.CPC. AND (gateway) same (policy or policies) same US- ‘AD] iON 2015/0
1 (packet or traffic) and (rule) same (address$10) with (source or PGP : 2/24
destination or network or ip or internet protocol) same (security UB; §11:54
or secure or protect$9 or ids or intrusion or dos or denial of USP |
service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing) EPO
S7 188 HO04L63/20.CPC. AND (gateway) same (policy or policies) same ~ US- iADJ ON 2015/0
0 (packet or traffic) and (rule) same (address$10) with (source or PGP : i2/24
destination or network or ip or internet protocol) same (security {UB; §11:54
or secure or protect$9 or ids or intrusion or dos or denial of USP
service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing) EPO
S6 8  HO04L63/0218.CPC. AND (gateway) same (policy or policies) same (US- iADJ ON i2015/0
9 (packet or traffic) and (rule) same (address$10) with (source or PGP : 2/24
destination or network or ip or internet protocol) same (security UB; i11:54
or secure or protect$9 or ids or intrusion or dos or denial of USP
service) and (server or manager or managing or supervis$9) and AT;
(set or list) and (function or algorithm or filter$9 or processing) EPO
S6 165 H04L63/0263.CPC. US- iADJ iON i2015/0
8 4 PGP L 2/24
UB; : P 11:54
USP
AT;
EPO |
S6 i570 H04L63/20.CPC. US- ADJ ON :2015/0
7 9 PGP i 2/24
us; [ 1154
usp .
AT, |
EPO |
S6 647 H04L63/0218.CPC. ‘ON 12015/0
6 2/24
111:53
"20140115654".pn. Us- EADJ ON i2015/0

PGP . L 2/24
UB; i11:53
USP | P
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AT,
EPO

S6 26 713/1,100,150,151,152,153,154,155,166,167,168.CCLS. AND S61 {US- ADJ ON 2014/1

4 | PGP i0/20
UB; i 102:26
USP |
AT;
EPO
S6 54 709/201,203,217,218,219,220,223,224,225,226,227,228,229,230, :US- §ADJ ON §2014/1
3 231,238,239,240,242,244,245.CCLS. AND S61 PGP i0/20
UB; | L 0226
USP
AT;
EPO
S6 31 1726/3,6,11,12,13,14,15,16,17,22,23,24,25.CCLS. AND S61 US- ADJ ON 12014/1
2 PGP | i 0/20
UB; Ei02:26
Usp
AT;
EPO
S6 §198 (gateway) same (policy or policies) same (packet or traffic) and US- iADJ] ON §2014/1
1 (rule) same (address$10) with (source or destination or network PGP : i0/20
i or ip or internet protocol) same (security or secure or protect$9  (UB; i 102:26
or ids or intrusion or dos or denial of service) and (server or USP i : 5

manager or managing or supervis$9) and (set or list) and AT;
(function or algorithm or filter$9 or processing) same (ipsec or ip {EPO
security or internet protocol security) :

S6 249 1713/1,100,150,151,152,153,154,155,166,167,168.CCLS. US- /AD] ION 12014/1
0 76 PGP L 0/20
UB; 002:26
USP : P
AT;

EPO |

S5 1125 1709/201,203,217,218,219,220,223,224,225,226,227,228,229,230, :US- :AD] ‘ON 2014/1

9 386 1231,238,239,240,242,244,245.CCLS. PGP ! . 0/20
UB; | L 02:26
USP
AT;
EPO
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S5 260 726/3,6,11,12,13,14,15,16,17,22,23,24,25.CCLS. US- /AD] ON 12014/1
8 93 PGP | :0/20
UB; : 102:24

55§1 "20030035370".pn. US—;ADJ §ON ?014/1
7 PGP 020
UB; 01:42

EPO |

S5 i1 "20050135375".pn. US- AD] ION 12014/1

6 PGP 0/20
UB; | 0139

S5 1 "20110088092".pn. Us- AD)ION 12014/1
5 | PGP 020
UB; | . 00:40

S5 69  (spoof$5) with (address$5) with (network or source) with (policy {US- ‘AD]  \ON  i2014/1
4 or policies or rule) PGP : i0/20
UB; ! 100:28

EPO |
§5‘m§209 (spoof$5) with (address$5) with (network or source) same (policy US- :ADJ ON 2014/1
3 or policies or rule) PGP | i0/20

; UB; - 00:28

S5 1 "20100082811".pn. US- {ADJ ON 12014/1
2 PGP | . 0/20
UB; : . 100:08

Keysight Technologies Ex. 1002
Page 255 of 460



S5 1 "20080279200".pn. US- {ADJ ON 2014/1

1 PGP : © /19
UB; 23:51
USP |
AT;
EPO
S5 5 (blacklist$5 or black list$9) with (addresses) with (paid or pay) us- §ADJ ON §2014/1
0 : PGP ! i0/19
UB; : L 2346
USP
AT;
EPO
S4 5 (blacklist$5 or black list$9) with (addresses) with (provider) with {US- iADJ ON 2014/1
9 i (subscription or subscribing or subscriber) PGP | i0/19
f UB; : 23:42
USP |
AT;
EPO
S4 55 (blacklist$5 or black list$9) with (addresses) with (provider) with {US- ADJ ‘ON  i2014/1
8 | (service) PGP | © 019
UB; P23
USP :
AT;
EPO
S4 15  (blacklist$5 or black list$9) with (addresses) with (subscription or {US- :ADJ] ON §2014/1
7 subscriber or subscribing) with (service) PGP i i0/19
UB; ! P 23:38
USP :
AT;

EPO |

S4 1222 (blacklist$5 or black list$9) with (addresses) same (subscription {US- AD] [ON  2014/1

6 i or subscriber or subscribing or customer) PGP | i0/19
: UB; | L 23:38
USP
AT;
EPO
S4 2 (blacklist$5 or black list$9) with (addresses) with (discard$9 or ~ {US- ADJ ON 2014/1
5 i block$6 or drop$5) with (packet) same (subscription or subscriber PGP : i0/19
or subscribing or customer) UB; : 23:38
USP f
AT;
EPO
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S4 3 (differentiat$10 service code point select$5 or dscp select$5 or us- §ADJ ON §2014/ 1

4 Diff-Serv Code Point) same (header or heading) same (traffic or PGP : i0/19
packet) same (policy or policies or rule) UB; 22:48
UsP | L
AT;
EPO
S4 26  (differentiat$10 service code point select$5 or dscp select$5 or  US- ‘AD] ‘ON 2014/1
3 Diff-Serv Code Point) same (header or heading) same (traffic or PGP : i0/19
packet) UB; 122:47
USP
AT;
EPO
S4 110 (differentiat$10 service code point select$5 or dscp select$5) US- {ADJ ON 12014/1
2 same (header or heading) same (traffic or packet) PGP | i0/19
UB; | L 22:47
USP |
AT;
EPO
S4 i34 (forward$9) with (packet) same (queue or group or buffer$5) US- {ADJ ON 12014/1
1 same (priority) same (faster or higher) same (policy or policies or PGP i i0/19
i whitelist$5 or white list$8) UB; P 21:56
USP 5
AT;
EPO
S4 11  {(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) us- §ADJ ON §2014/ 1
0 i with (packet) with (address$5) same (policy or policies or PGP i0/19
whitelist$5 or white list$8) same (voip or voice over ip or voice  (UB; i 20:32
over internet protocol) same (call or session or traffic or USP : 5
connection) AT; |
EPO
S3 12 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8) ~ US- ‘AD]  ION  2014/1
9 ! with (packet) with (address$5) same (policy or policies or PGP | i0/19
whitelist$5 or white list$8) same (voip or voice over ip or voice  UB; | 20:32
over internet protocol) USP i :
AT; |
EPO
S3 1223 |(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) US- AD] iON i2014/1
8 | with (packet) with (address$5) same (policy or policies or PGP ! i0/19
: whitelist$5 or white list$8) and (voip or voice over ip or voice UB; i20:31
over internet protocol) USP 5
AT;
EPO
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S3 21 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8)  US- ‘AD]  ON  i2014/1

7 with (packet) with (address$5) with (whitelist$9 or white list$5) PGP i i0/19
UB; 20:07
USP |
AT;
EPO
S3 5 (discard$10 or block$5 or drop$5) and (forward$9 or allow$8) ~ US- ‘AD]  ON  i2014/1
6 i with (packet) with (address$5) with (whitelist$9 or white list$5) PGP i i0/19
with (only) UB; : 20:07
USP :
AT;
EPO
S3 {5 (addresses) with (ip or internet protocol or source) with US- {ADJ ON 12014/1
5 ! (discard$9 or block$6 or drop$5) with (packet) and (forward$9 or PGP : i0/19
allow$8) with (packet) with (address$5) with (whitelist$9 or white \UB; | i20:05
list$5) with (only) USP |
AT;
EPO
S3 i15 (addresses) with (ip or internet protocol or source) with US- {ADJ ON 12014/1
4 (discard$9 or block$6 or drop$5) with (packet) and (forward$9 or PGP : i0/19
allow$8) with (outside or otherwise or address$5) with (packet) UB; i i20:04
with (address$5) with (whitelist$9 or white list$5) USP |
AT; |
EPO
S3 12 {(blacklist$5 or black list$9) with (addresses) with (ip or internet  {US- §ADJ ON §2014/1
3 protocol or source) with (discard$9 or block$6 or drop$5) with PGP i0/19
(packet) and (forward$9 or allow$8) with (outside or otherwise or \UB; : 118:28
address$5) with (packet) with (address$5) with (blacklist$5 or USP i 5
black list$9) AT;
EPO
S3 19 (blacklist$5 or black list$9) with (addresses) with (ip or internet  {US- ‘AD] (ON i2014/1
2 protocol or source) with (discard$9 or block$6 or drop$5) with PGP i0/19
(packet) and (forward$9 or allow$8) with (outside or otherwise or \UB; | 118:28
address$5) with (packet) with (addresss$5) USP i
AT;
EPO
S31i1 (blacklist$5 or black list$5) with (address$9) with increas$9 with US- :ADJ] iON i2014/1
1 (policy or policies) PGP ! :0/19
UB; 118:26
USP
AT;
EPO
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S3 546 (set or list$5) with (addresses) with (ip or internet protocol or US- AD] ON 2014/1

0 ! source) with (discard$9 or block$6 or drop$5) with (packet) and PGP 10/19
(forward$9 or allow$8) with (outside or otherwise or address$5) UB; : 118:24
with (packet) with (address$5) USP
AT; |
EPO
S2 §705 (set or list$5) with (addresses) with (ip or internet protocol or Us- §ADJ ON §2014/1
9 ! source) with (discard$9 or block$6 or drop$5) same (packet) and PGP | i0/19
(forward$9 or allow$8) with (outside or otherwise or address$5) UB; | 118:24
same (packet) with (address$5) USP i
AT;
EPO
S2 1185 (set or list$5) with (addresses) with (ip or internet protocol or US- {ADJ ON 12014/1
8 i7  source) same (discard$9 or block$6 or drop$5) same (packet) PGP | i0/19
and (forward$9 or allow$8) with (outside or otherwise or UB; i18:24
address$5) same (packet) same (address$5) USP
AT;
EPO

S2 §899 (set or list$5) with (addresses) with (ip or internet protocol or Us- §ADJ ON §2014/ 1
7 3 source) same (discard$9 or block$6 or drop$5) PGP i0/19
UB; | 1823

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (function or algorithm or filter$9 or processing) same
(ipsec or ip security or internet protocol security) and (security or
secure or protect$9 or ids or intrusion or dos or denial of service)
and (server or manager or managing or supervis$9) same (policy
or policies) and (address$10) with (source or destination or
network or ip or internet protocol)

S2 9 (gateway) same (policy or policies) same (packet or traffic) and |US- §ADJ ON §2014/1

5 | (rule) same (address$10) with (source or destination or network PGP i0/19
: or ip or internet protocol) same (function or algorithm or filter$9 {UB; | 115:25
or processing) same (ipsec or ip security or internet protocol USP : 5

security) and (security or secure or protect$9 or ids or intrusion  AT;
or dos or denial of service) and (server or manager or managing EPO
or supervis$9) same (policy or policies) and (pipelin$5 or :

parallel$5)
5228 ....... A o AN T Gy S s Vi 1 ADJ ........ ON ...... 2014/1
4 (rule) same (address$10) with (source or destination or network PGP | i0/19
i or ip or internet protocol) same (function or algorithm or filter$9 UB; | 115:25
or processing) same (ipsec or ip security or internet protocol USP : 5
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security) and (security or secure or protect$9 or ids or intrusion
or dos or denial of service) and (server or manager or managing
or supervis$9) same (policy or policies)

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (address$10) with (source or destination or network
or ip or internet protocol) same (security or secure or protect$9
or ids or intrusion or dos or denial of service) and (server or
manager or managing or supervis$9) and (set or list) and
(function or algorithm or filter$9 or processing) same (ipsec or ip
security or internet protocol security)

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (address$10) with (source or destination or network
or ip or internet protocol) same (security or secure or protect$9
or ids or intrusion or dos or denial of service) and (server or
manager or managing or supervis$9) and (set or list) and
(function or algorithm or filter$9 or processing) and (ipsec or ip
security or internet protocol security)

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (address$10) with (source or destination or network
or ip or internet protocol) same (security or secure or protect$9
or ids or intrusion or dos or denial of service) and (server or
manager or managing or supervis$9) and (set or list) and
(function or algorithm or filter$9 or processing) and (ipsec or ip
security)

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (address$10) with (source or destination or network
or ip or internet protocol) same (security or secure or protect$9
or ids or intrusion or dos or denial of service) and (server or
manager or managing or supervis$9) and (set or list) and
(function or algorithm or filter$9 or processing)

US- ADJ ON 2014/1

PGP ! i0/19
UB; ! P 15:24
USP

AT;

EPO

US- ADJ ON 2014/1

PGP ! i0/19
UB; ! P 15:23
USP

AT,

EPO

US- ADJ ON 2014/1

PGP ! i0/19
UB; ! P 15:23
USP

AT,

EPO

EPO |

534

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (address$10) with (source or destination or network
or ip or internet protocol) same (security or secure or protect$9
or ids or intrusion or dos or denial of service) and (server or
manager or managing or supervis$9) and (set or list)

(gateway) same (policy or policies) same (packet or traffic) and
(rule) same (address$10) with (source or destination or network
or ip or internet protocol) same (security or secure or protect$9
or ids or intrusion or dos or denial of service) and (server or
manager or managing or supervis$9)

US- AD] ON 12014/1
PGP | L 0/19

UB; | i 00:18
USP |

AT;

EPO

US- /AD] iON i2014/1
PGP | © 019

UB; : i00:18
USP

AT;

EPO
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S1 §570 (gateway) same (policy or policies) same (packet or traffic) and iUS- §ADJ ON §2014/1

7 (rule) same (address$10) with (source or destination or network PGP 0/ 19
5 or ip or internet protocol) same (security or secure or protect$9 UB; i i00:18
or ids or intrusion or dos or denial of service) USP : :
AT; |
EPO
S1 §143 (gateway) same (policy or policies) same (packet or traffic) and US- §ADJ ON §2014/1
6 0 (rule) same (address$10) with (source or destination or network PGP : i0/19
E or ip or internet protocol) and (security or secure or protect$9 or (UB; | 100:17
ids or intrusion or dos or denial of service) USP i 5
AT;
EPO
S1 §329 (gateway) same (policy or policies) same (packet or traffic) and |US- §ADJ ON §2014/1
5 5 (rule) and (address$10) with (source or destination or network or PGP : i0/19
5 ip or internet protocol) and (security or secure or protect$9 or ids :UB; i00:16
or intrusion or dos or denial of service) USP E
AT; :
EPO
S1 §368 (gateway) same (policy or policies) same (packet or traffic) and US- iADJ] ON §2014/1
4 6 (rule) and (address$10) with (source or destination or network or PGP | i0/19
ip or internet protocol) UB; i 00:15
USP :
AT;
EPO
S1 §441 (gateway) same (policy or policies) same (packet or traffic) and |US- §ADJ iON §2014/1
3 55 {(rule) PGP : 10/19
UB; ! [ 00:14
USP :
AT;
EPO
S1 7  ("20120113987" | "20060195896" | "7684400" | "20060248580" | {US- :ADJ ‘ON 2014/1
2 "20110055916" | "0000000" | "20110270956" | "20130059527" | PGP : i0/19
"20100011434" | "20120264443" | "6226372" | "20040151155" | UB; §00:12
"20030212900" | "20050117576" | "20060048142" | USP i
"20030188192" | "7721084" | "20030123456" | "20070083924" | AT; :
"20100211678").PN. and (gateway) and (policy or policies) EPO
S1 117 S7 and (gateway) and (policy or policies) US- {ADJ ON 12014/1
1 PGP ! i0/19
UB; 100:05
USP
AT;
EPO

Keysight Technologies Ex. 1002
Page 261 of 460



S1 117 S6 and (gateway) and (policy or policies) US- AD] ON 2014/1

0 i PGP i0/19
UB; {00:05
USP |
AT;
EPO
S9 7 S8 and (gateway) and (policy or policies) Us- §ADJ ON §2014/1
PGP | i0/19
UB; {00:03
USP |
AT;
EPO
S8 20 ("20050071655" | "20040098618" | "20090038008" | "7975059" | {US- ADJ ON :2014/1
"6715084" | "20060143709" | "20010020255" | "20020066034" | PGP i 0/19
"20040148520" | "20060143688" | "20090037682" | UB; : :00:01
"20120167120" | "20020078382" | "20040128543" | USP
"20020162026" | "20040044912" | "8214900" | "20020083175" | AT; :
"20030145225" | "20030204632").PN. EPO
S7 54 ("20060173992" | "20030084329" | "20030035370" | US- {ADJ ON 12014/1
"20010042200" | "20020133721" | "20030023733" | PGP i 0/18
"20060095965" | "20060230444" | "20020073155" | UB; : 23:56
"20030233328" | "20060212524" | "20070180510" | "7536715" | \USP : 5
"20060212572" | "20020198956" | "20040199793" | AT; |
"20030126468" | "20050050338" | "20040073800" | EPO |

"20060050719" | "20050262556" | "20040049574" |
"20030101260" | "20020198956" | "20030035370" |
"20040190522" | "20070157316" | "20050182950" |
"20020073337" | "20030145225" | "20040117624" |
"20040128538" | "20040148520" | "20070056030" |
"20040004941" | "20030061514" | "20030014665" |
"20060193470" | "20080176536" | "7409712" | "20020133721" |
"20020166063" | "20030204632" | "20060137012" | "7574740" |
"20050086502" | "7331060" | "20030023733" | "20050278415" |
"20020178378" | "20030101260" | "20070180511" |
"20020162026" | "20050037733" | "20050039104" | "7702739" |
"20010042200" | "20020073337" | "20030145225" |
"20040117624" | "20050180416" | "20020083175" |

"20060048142").PN.
S6 53 ("20060173992" | "20030084329" | "20030035370" | US- AD] ‘ON :2014/1
§ "20040128538" | "20010042200" | "20060230444" | PGP § i0/18
"20020073155" | "20030233328" | "20060212524" | UB; : § 23:55
"20070180510" | "7536715" | "20060212572" | "20020178378" | \USP : 5 5
"20040199793" | "20030126468" | "20050050338" | AT; :
"20060095965" | "20060050719" | "20050262556" | EPO !

"20040049574" | "20030101260" | "20040073800" |
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"20020198956" | "20040190522" | "20070157316" |
"20050182950" | "20040117624" | "20040148520" |
"20070056030" | "20040004941" | "20030061514" |
"20030014665" | "20060193470" | "20080176536" | "7409712" |
"20020133721" | "20020166063" | "20030204632" |
"20060137012" | "7574740" | "20050086502" | "7331060" |
"20030023733" | "20070180511" | "20020162026" |
"20050037733" | "20050039104" | "7702739" | "20020073337" |
"20030145225" | "20050180416" | "20020083175" |

"20060048142").PN.
R o T e TP
PGP 0/18

UB; g i14:50
USP P
AT,
EPO :

S495 (moore adj3 sean).in. US- i/AD] iON 2014/1

PGP | . 0/18
L 1449

S3 443 (rogers adj3 steven).in. ON  2014/1

0/18
14:49
S2 551 726/1.CCLS. US- ADJ ON 12014/1
1 PGP : © /18
UB; i14:49
USP |
AT;
EPO
S1 119 ("20120113987" | "20060195896" | "7684400" | "20060248580" | US- ‘AD] ON :2014/1
"20110055916" | "0000000" | "20110270956" | "20130059527" | PGP : 0/18
"20100011434" | "20120264443" | "6226372" | "20040151155" | \UB; | 114:49
"20030212900" | "20050117576" | "20060048142" | USP
"20030188192" | "7721084" | "20030123456" | "20070083924" | AT; |
"20100211678").PN. EPO |
4/12/2020 3:04:58 PM
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the information in order to perform a contract. Recipients of information shall be required to comply with the
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his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
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determinations about individuals.
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Docket No.: 007742.00151\US
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of:

Steven Rogers et al.

Application No.: 16/728,766 Confirmation No.: 8018
Filed: December 27, 2019 Art Unit: 2438
For: METHODS AND SYSTEMS FOR Examiner: K. W. Chang

PROTECTING A SECURED NETWORK

INFORMATION DISCLOSURE STATEMENT UNDER §1.97(B)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:

Pursuant to 37 C.F.R. § 1.56 and in compliance with 37 C.F.R. § 1.97, Applicant submits

herewith form PTO/SB/08, identifying information for consideration by the Examiner.

This application relies, under 35 U.S.C. § 120, on the earliest effective filing date of prior
U.S. patent application 16/111,524, filed August 24, 2018, and its parent applications (if any). The
NPL documents identified on the attached PTO/SB/08 were submitted to and/or cited by the Office
in a prior application that is relied upon for priority and, therefore, copies are not required to be

provided in this application.

Applicant does not waive any rights to take appropriate action to establish patentability
over the listed documents should they be applied as a reference against the claims of the present

application.
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Application No.: 16/728,766 Docket No.: 007742.00151\US

Consideration of the cited information and making the same of record in the prosecution
of the above noted application are respectfully requested. Should the Patent and Trademark Office

determine that a fee is required, please charge our Deposit Account No. 19-0733.

Dated: March 25, 2020 Respectfully submitted,

By:  /Scott M Kelly/

Scott M. Kelly
Registration No.: 65,121

BANNER & WITCOFF, LTD.
1100 13th St. NW, STE 1200
Washington, DC 20005

(202) 824-3000
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New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
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require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
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VA 22313-1450.

EFS Web 2.1.18 Keysight Technologies Ex. 1002
Page 342 of 460




Privacy Act Statement
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attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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101 0080301765 Al P008-12-04 Nicol et al.
102 0080313738 Al P008-12-18 Fnderby

103 0080320116 Al P008-12-25 Briggs

104 70090028160 Al P009-01-29 FSWARAN et al.
105 70090138938 Al P009-05-28 Harrison et al.
106 0090150972 Al P009-06-11 JMOON et al.
107 20090172800 A1 P009-07-02 pMWooL

108 0090222877 Al P009-09-03 Diehl et al.
109 70090240698 Al P009-09-24 Bhukla et al.
110 0090262723 Al P009-10-22 Pelletier et al.
111 0090262741 Al P009-10-22 Jungek et al.
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112 0090300759 A1 P009-12-03 Mvang et al.

113 20090328219 A1 P009-12-31 Narayanaswamy
114 00100011433 A1 P010-01-14 HARRISON et al.
115 00100011434 A1 P010-01-14 Kay

116 00100082811 A1 P010-04-01 Van Der Merwe et al.
117 0100095367 A1 P010-04-15 Narayanaswamy
118 00100107240 A1 P010-04-29 Thaler et al.

119 00100115621 A1 P010-05-06 Staniford et al.
120 00100132027 A1 P010-05-27 Ou

121 0100195503 A1 P010-08-05 Raleigh

122 00100199346 A1 P010-08-05 | ing et al.
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123 0100202299 Al P010-08-12 BStrayer et al.
124 0100211678 Al P010-08-19 McDysan et al.
125 0100232445 Al P010-09-16 Bellovin

126 0100242098 Al P010-09-23 Kenworthy

127 0100268799 Al P010-10-21 [Maestas

128 0100296441 Al P010-11-25 Barkan

129 20100303240 A1 P010-12-02 Beachem et al.
130 0110055916 Al P011-03-03 Phn

131 0110055923 Al P011-03-03 Thomas

132 0110088092 Al P011-04-14 Nguyen et al.
133 0110141900 Al P011-06-16 Jayawardena et al.
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134 0110185055 Al P011-07-28 NAPPIER et al.
135 0110214157 Al P011-09-01 Korsunsky et al.
136 0110270956 Al P011-11-03 McDysan et al.
137 0110277034 Al P011-11-10 Hanson

138 0120023576 Al P012-01-26 BSorensen et al.
139 0120084866 Al P012-04-05 Stolfo

140 70120106354 A1 P012-05-03 Pleshek et al.
141 0120113987 Al P012-05-10 Riddoch et al.
142 0120240135 Al P012-09-20 Risbood et al.
143 0120240185 Al P012-09-20 Kapoor et al.
144 0120264443 Al P012-10-18 Ng et al.
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145 20120314617 A1l P012-12-13 Frichsen et al.
146 20120331543 A1l P012-12-27 Bostrom et al.
147 20130047020 A1l P013-02-21 Hershko et al.
148 0130059527 A1l P013-03-07 HASESAKA et al.
149 0130061294 A1l P013-03-07 Kenworthy
150 20130104236 A1l P013-04-25 RAY et al.
151 20130117852 A1 P013-05-09 Stute
152 0130139236 A1l P013-05-30 Rubinstein et al.
153 0130254766 A1l P013-09-26 Fuo et al.
154 20130291100 A1l P013-10-31 (Ganapathy et al.
155 20130305311 A1 P013-11-14 Puttaswamy Naga et al.

EFS Web 2.1.18

Keysight Technologies Ex. 1002

Page 372 of 460




Application Number 16728766

Filing Date 2019-12-27

INFORMATION DISCLOSURE

First Named Inventor | Steven Rogers

STATEMENT BY APPLICANT - 2438

( Not for submission under 37 CFR 1.9%)

Examiner Name K. W. Chang

Aftorney Docket Number 007742.00151\WUS

156 20140075510 A1l P014-03-13 Sonoda et al.
157 20140082204 A1l P014-03-20 Shankar et al.
158 20140082730 A1l P014-03-20 VASHIST et al.
159 20140115654 A1l P014-04-24 Rogers et al.
160 0140150051 A1l P014-05-29 Bharali et al.
161 20140201123 A1l P014-07-17 Phn et al.
162 20140215561 A1 P014-07-31 Roberson et al.
163 20140215574 A1l P014-07-31 Frb et al.
164 20140259170 A1l P014-09-11 Pmsler
165 20140281030 A1l P014-09-18 Cui et al.
166 20140283004 A1l P014-09-18 Moore
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167 20140283030 A1l P014-09-18 Moore et al.

168 0140317397 A1l P014-10-23 Martini

169 20140337613 A1l P014-11-13 Martini

170 20140366132 A1l P014-12-11 Stiansen et al.

171 0150033336 A1l P015-01-29 Mang et al.

172 0150106930 A1l P015-04-16 HONDA et al.

173 0150128274 A1 P015-05-07 Giokas

174 0150135325 A1l P015-05-14 Stevens et al.

175 0150207809 A1l P015-07-23 MACAULAY

176 0150237012 A1l P015-08-20 Moore

177 0150244734 A1l P015-08-27 Dlson et al.
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178 0150256431 Al P015-09-10 Buchanan et al.
179 0150304354 Al P015-10-22 Rogers et al.

180 0150334125 Al P015-11-18 BARTOS et al.
181 0150341389 Al P015-11-26 KURAKAMI

182 0150350229 Al P015-12-03 Mitchell

183 0150372977 Al P015-12-24 Yin

184 20150373043 A1 P015-12-24 MVang et al.

185 0160020968 Al P016-01-21 Pumann et al.

186 0160028751 Al P016-01-28 Cruz Mota et al.
187 0160065611 Al P016-03-03 FFakeri-Tabrizi et al.
188 0160112443 Al P016-04-21 (GROSSMAN et al.

EFS Web 2.1.18

Keysight Technologies Ex. 1002
Page 375 of 460




INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 16728766

Filing Date 2019-12-27

First Named Inventor | Steven Rogers

Art Unit 2438

Examiner Name K. W. Chang

Aftorney Docket Number 007742.00151\WUS

189 0160119365 Al P016-04-28 Barel

190 0160191558 Al P016-06-30 DAVISON

191 0160205069 Al P016-07-14 Blocher et al.
192 0160219065 Al P016-07-28 Dasgupta et al.
193 0160285706 Al P016-09-29 RAO

194 0160294870 Al P016-10-06 Banerjee et al.
195 ?0160366099 A1 P016-12-15 Jordan

196 0170223046 Al P017-08-03 Singh

197 0170272469 Al P017-09-21 Kraemer et al.
198 0150347246 Al P015-12-03 MATSUI et al.
199 0120110656 Al P012-05-03 Santos et al.
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200 70090144819 Al P009-06-04 BABBAR et al.

201 0130007257 Al P013-01-03 Ramaraj et al.

202 0160127417 Al P016-05-05 Janssen

203 70040181690 Al P004-09-16 Rothermel et al.
204 0140317737 Al P014-10-23 SHIN et al.

205 0070147380 Al P007-06-28 ODRMAZABAL et al.
206 20140245423 A1 P014-08-28 | ce

207 0110154470 Al P011-06-23 (Grimes et al.

208 0150052601 Al P015-02-19 MVhite et al.

209 0140365372 Al P014-12-11 Ross et al.
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Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PR Passages or Relevant
Document ,
Figures Appear

1 677484 EP A2 2006-07-05 |Microscft Corp

2 1313290 EP A1l 2003-05-21 Stonesoft Corp

3 P005046145 WO A1l 2005-05-19 Fricsson Telefon Ab L M

4 P3856G76 EP A1l 2011-11-09 Alcatel Lucent

5 498442 EP A1l 2012-09-12 Openet Telecom Ltd

6 0010079361 KR A 2001-08-22 Kim, Sang Wook

7 [o06701 EP A2 2000-06-07 |_ucent Technologies Inc

8 P006105093 WO A2 2006-10-05 Lniv Wake Forest

9 P006093557 WO A2 2006-09-08 Lniv Wake Forest

10 P005328336 hu B2 2011-09-15 Lniv Wake Forest
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11 2011038420 Wwo A2 2011-03-31 Great Wall Systems
12 |[1484884 FP A2 2004-12-08 |Microsoft Corp

13 006230171 pu B2 2012-06-21 Univ Wake Forest
14 |[1864226 FP B1 2013-05-15 Univ Wake Forest
15 P600236 CA A1 2006-10-05 Univ Wake Forest
16 012146265 Wwo A1 2012-11-01 \oipfuture Gmbh

17 007109541 Wwo A2 2007-08-27 Brubaker, Curtis
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'Control Plane Policing Implementation Best Practices”; Cisco Systems; March 13, 2013; <https://web archive_ org/
web/20130313135143/http-www _cisco.com/web/about/security/intelligence/coppwp_gs.html>

2 PO06 Sept 11 - (WO) Written Opinion of the International Searching Authority - App PCT/US05/47008
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3 PO07 Aug 31 - (EP) Communication Pursuant to Rules 109 and 110 - App 05857614.1

4 P008 Jul 03 - (WO) Written Opinion of the International Searching Authority - App PCT/US06/11291
5 P009 Jun 24 - (US) Office Action - App 11/390,976

6 P009 Sept 14 (US) Office Action - App 11/316,331

7 P010 Apr 29 - (US) Interview Summary - App 11/390,976

8 P010 Aug 20 - (AU) Office Action - App 2005328336

9 P010 Jun 23 - (US) Final Rejection - App 11/316,331

10 P010 Mar 26 - (US) Final Rejection - App 11/390,976

11 P010 Sept 10 - (AU) Office Action - App 2006230171

12 P010 Sept 30 - (US) Office Action - App 11/390,976

13 P011 Apr 27 - (WO) International Search Report and Written Opinion - App PCT/US2010/054520
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14 P011 Aug 25 - (US) Non Final Rejection - App 12/871,806

15 P011 Feb 14 - {EP) Search Report - App 06758213.0

16 P011 Jun 09 - (US) Notice of Allowance - App 11/390,976

17 P011 Mar 03 - (EP) Communication Pursuant to Rules 70(2) and 70a(2) - App 06758213.0
18 P011 Mar 04 - (US) Notice of Allowance - App 11/316,331

19 P011 Nov 11 - (AU) Second Office Action - App 2006230171

20 P011 Oct 18 - (EP) Communication Pursuant to Article 94(3) - App 06 758 213.0
21 P012 Aug 07 - (US) Non Final Rejection - App 12/871,806

22 P012 Feb 06 - (US) Final Rejection - App 12/871,806

23 P012 Jun 09 - (AU) Notice of Acceptance - App 2006230171

24 P012 Jun 26 - (EP) Extended Search Report - App 05857614 1
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25 P012 Nov 20 - (EP) Communication under rule 71{3) - App 06 758 213.0

26 P012 Nov 26 - (US) Final Rejection - App 12/871,806

27 P013 Apr 04 - (US) Notice of Allowance - App 12/871,806

28 P013 Apr 18 - (EP) Decision to Grant a European Patent - App 06758212.0
29 P013 Jan 16 - (CA) Office Action - App 2,594,020

30 P013 Jan 17 - (CA) Office Action - App 2,600,236

31 P013 Nov 7 (WO) International Search Report - App. PCT/US2013/057502
32 P014 Jun 24 (WO) International Search Report - App. PCT/US2014/023286
33 P014 Jun 26 (WO) International Search Report - App. PCT/US2014/027723
34 P014 Mar 24 (WO) International Search Report - App. PCT/US2013/072566
35 P014 May 26 - (CA) Office Action - App 2010297968
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36 P015 Apr 28 (WO) International Preliminary Report on Patentability - App. PCT/US2013/057502, dated April 28, 2015.

37 P015 Dec 22 - (US) Final Office Action - App 14/714,207

38 P015 Jan 14 - (EP) Extended Search Report - App 10819667.6

39 P015 Jul 10 - (WO) Communication Relating to the Results of the Partial International Search for International App -
PCT/US2015/024691

40 P015 Jul 14 - (WO) Intemational Preliminary Report on Patentability - App PCT/US2013/072566

41 P015 May 14 - (US) Non Final Rejection - App 13/940,240

42 P015 May 25 - (AU) Notice of Acceptance - App 2010297968

43 P015 Nov 02 - (AU) Office Action - App 2013372879

44 P015 Nov 27 - (US) Final Rejection - App 13/940,240

45 P015 Sept 15 (WO) International Preliminary Report on Patentability - App. - PCT/US2014/027723.

46 P015 Sept 15 (WO) International Preliminary Report on Patentability - App. PCT/US2014/023286.
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47 P015 Sept 16 (WO) International Search Report and Written Opinion - App. No. PCT/US2015/024691.

48 | |015 Sept 4 (US) Notice of Allowance - App. 14/702,755 (007742.00036)

49 P016 Apr 15 - (US) Notice of Allowance - App 14/855,374

50 |po16 Apr 26 - (US) Office Action - App 14/745,207
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1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
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Aftorney Docket Number 007742.00151\WUS

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Scott M Kelly/ Date (YYYY-MM-DD) 2020-03-25
Name/Print Scott M. Kelly Registration Number 65,121

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/728.766 12/27/2019 Steven Rogers 007742.00151\US 8018
22007 7590 01/27/2020 | YR |
BANNER & WITCOFF, LTD.
1100 13th STREET, N.W.
SUITE 1200
WASHINGTON, DC 20005-4051 | ART UNIT | paper~UMBER |
2438
| NOTIFICATION DATE | DELIVERY MODE |
01/27/2020 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

GPD @bannerwitcoff.com
eofficeaction @bannerwitcoff.com

PTOL-90A (Rev. 04/07)
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Decision Granting Request for
Prioritized Examination (Track /)

Application No. Applicant(s)

16/728,766 Rogers et al.

Examiner Art Unit AlA (FITF) Status
CHERYL P GIBSON OPET No

BAYLOR

B. filing an amendmen

filing a notice of appeal;

I o mmo O

mailing of a notice of allowance;

mailing of a final Office action;

abandonment of the application.

1. THE REQUEST FILED 27 December 2019 IS GRANTED .

filing a request for suspension of action;

The above-identified application has met the requirements for prioritized examination
A for an original nonprovisional application (Track ).
B. (J for an application undergoing continued examination (RCE).

in more than f
independent claims. more than thirty total claims , or a multiple dependent claim;

filing a request for continued examination ;

completion of examination as defined in 37 CFR 41.102; or

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A. filing a petition for extension of time to extend the time period for filing a reply;

Telephone inquiries with regard to this decision should be directed to CHERYL GIBSON BAYLOR at
(571)272-3213. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282.

{CHERYL GIBSON BAYLOR/
Paralegal Specialist, OPET

U.S. Patent and Trademark Office
PTO-2298 (Rev. 02-2012)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
16/728,766 12/27/2019 1365 007742.00151\US 27 4
CONFIRMATION NO. 8018
22907 FILING RECEIPT

7700 13t STREET MW, 0 000

SUITE 1200
WASHINGTON, DC 20005-4051

Date Mailed: 01/23/2020

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Steven Rogers, Leesburg, VA;
Sean Moore, Hollis, NH;
Applicant(s)
Centripetal Networks, Inc., Portsmouth, NH;

Power of Attorney: The patent practitioners associated with Customer Number 22907

Domestic Priority data as claimed by applicant
This application is a CON of 16/111,524 08/24/2018
which is a CON of 15/413,834 01/24/2017 PAT 10091246
which is a CON of 14/698,560 04/28/2015 PAT 9560077
which is a CON of 13/657,010 10/22/2012 PAT 9137205

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 01/21/2020

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/728,766

Projected Publication Date: 04/30/2020
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Preliminary Class

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No
PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 16/728,766
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(a), (5), or (6)) N/A N/A N/A 75 N/A
SEARCH FEE
(37 GFR 1.18(K), @), or (m)} N/A N/A N/A 330 N/A
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (@) N/A N/A N/A 380 N/A
TOTAL CLAIMS ) *
(37 CFR 1.16(i)) 27 minus 20= 7 50 - 350 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 4 minus 3 = 1 230 = 230
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 1365 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
i Total . i = =
s (37 CF% ?.16(i)) Minus = OR |« =
% Independent * Minus | *** = _ OR M _
i (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
w Total * Minus ** = =
= (37 CF% ?.16(i)) OR |x =
% Independent * Minus | *** = = OR |x =
L (37 CFR 1.16(h))
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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Doc Code: TRACK1.REQ
Document Description: TrackOne Request

PTO/AIA/424 (04-14)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)
E{,S;n';‘;rf‘ed Steven Rogers Hﬁnmpgg;’i(sifiiﬁvﬁgf)"caﬁon Not Yet Assigned
ITit'e of METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
nvention:
APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17(i)(1) and the prioritized examination fee set forth in
37 CFR 1.17(c) have been filed with the request. The publication fee requirement is met because
that fee, set forth in 37 CFR 1.18(d), is currently $0. The basic filing fee, search fee, and
examination fee are filed with the request or have been already been paid. | understand that any
required excess claims fees or application size fee must be paid for the application.

2. lunderstand that the application may not contain, or be amended to contain, more than four
independent claims, more than thirty total claims, or any multiple dependent claims, and that any
request for an extension of time will cause an outstanding Track | request to be dismissed.

3. The applicable box is checked below:

l. |T| Original Application (Track One) - Prioritized Examination under § 1.102(e)(1)
i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
---OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the plant application in paper.

ii. An executed inventor’s oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1.53(f)(3)(i) is
filed with the application.

Il. |_| Request for Continued Examination - Prioritized Examination under § 1.102(e)(2)

i. Arequest for continued examination has been filed with, or prior to, this form.

ii. If the application is a utility application, this certification and request is being filed via EFS-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111(a), oris
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No prior request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

Signature /Scott M Kelly/ Date December 27, 2019
Name Practitioner
(Print/Typed) Scott M. Kelly Registration Number 65,121

Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.
Submit multiple forms if more than one signature is required.”

*Total of 1 forms are submitted.

20209489
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

First Named Inventor/Applicant Name:

Steven Rogers

Filer:

Scott M Kelly/Tanika LaFortune

Attorney Docket Number:

007742.00151\US

Filed as Small Entity

Filing Fees for Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 75 75
UTILITY SEARCH FEE 2111 1 330 330
UTILITY EXAMINATION FEE 2311 1 380 380
REQUEST FOR PRIORITIZED EXAMINATION 2817 1 2000 2000
Pages:
Claims:
CLAIMS IN EXCESS OF 20 2202 7 50 350
INDEPENDENT CLAIMS IN EXCESS OF 3 2201 1 230 230
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Miscellaneous-Filing:

PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0

PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 70 70
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 3435
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Electronic Acknowledgement Receipt

EFS ID: 38152576
Application Number: 16728766
International Application Number:
Confirmation Number: 8018

Title of Invention:

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

First Named Inventor/Applicant Name:

Steven Rogers

Customer Number:

22907

Filer: Scott M Kelly/Tanika LaFortune
Filer Authorized By: Scott M Kelly
Attorney Docket Number: 007742.00151\US
Receipt Date: 27-DEC-2019
Filing Date:
Time Stamp: 16:12:06

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $3435

RAM confirmation Number E2019BQG14056336
Deposit Account 190733

Authorized User

Tanika LaFortune

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)

Kevsight Technol Qgies Ex._1002
J J
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
1255818
. Application_Data_Sheet_Fillabl
no 9
1 Application Data Sheet e_PDF_20207027.pdf
9029100dcbf1ea7f8593dffo0f6fSca354bc6
e33
Warnings:
Information:
496770
POA_or_Authorization_of_Age
- - no 2
2 Power of Attorney nt_20207481.pdf
a18c85%ba7220c2ebdd2df685579f93c5a03
Warnings:
Information:
809331
. o 00774200151_Drawings_-
3 Drawings 0”3' blackand whiteline | i ation_of 001232020 no 10
rawings 8763.PDF 8f2e3c09¢1394aa8464d5c22d79f9efd7063
42a7
Warnings:
Information:
150419
7742-151_Continuation_Specifi
- - es 38
4 cation_20209379.pdf y
b93c5954f3232c1ce227c9954a57¢ef1d5370)
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 29
Claims 30 37
Abstract 38 38
Warnings:
Information:
637339
7742-151_Declarations_from_P|
_ — — _ no 2
5 Oath or Declaration filed arent_20207617.PDF
c5fed7f702d85 1e3dea30f77e4f78d648a49
e2b6
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Warnings:

Information:

34182
Certification_and_Request_for
6 TrackOne Request _Prioritized_Examination_2020 no 1
9559_pdf 34a069892418d07d50924e359¢7e501b7b
7203fa
Warnings:
Information:
43080
7 Fee Worksheet (SB06) fee-info.pdf no 2
54¢770e7ad669587ec54de7054144203d6q)
37997
Warnings:
Information:
Total Files Size (in bytes): 3426939

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/4 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032
U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid CMB control number.

Attorney Docket Number | 007742.00151WS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Inventor Information:

Remove
Inventor [1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
+| teven Rogers [+

Residence Information (Select One) e US Residency Non US Residency Active US Military Service

City | Jeesburg State/Province | VA | Country of Residencd | US

Mailing Address of Inventor:

Address 1 C/o Centripetal Networks, Inc.

Address 2 99 Bow Street, Suite 300W

City | Portsmouth State/Province | F\IH
Postal Code 03801 Countryi | us

Remove
Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
E Sean Ivloore E

Residence Information (Select One) (@) US Residency Non US Residency Active US Military Service

City | Holiis State/Province | NH | Country of Residencd | IS

Mailing Address of Inventor:

Address 1 /o Centripetal Networks, Inc.

Address 2 99 Bow Street, Suite 300W

City Portsmouth State/Province | k\IH
Postal Code 03801 Countryi | |US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.

For further information see 37 CFR 1.33(a). ] )
Keysight Technologies Ex. 1002
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 007742.00151WUS

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number D2007

Email Address | Add Email | |Remove Email

Application Information:

Title of the Invention ETHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Attorney Docket Number| 007742.00151\US Small Entity Status Claimed [X]

Application Type Nonprovisional -
Subject Matter tility v
Total Number of Drawing Sheets (if any) Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an applicaticn by reference under 35 U.5.C. 111(c) and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: e Customer Number US Patent Practitioner () Limited Recognition (37 CFR 11.9)

Customer Number D2907
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 007742.00151WUS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending v Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
[Continuation of ~| 16/111524 2018-08-24
Prior Application Status | Patented Remove
Application . Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
16/111524 IContinuation of ~| 115/413834 2017-01-24 10091246 2018-10-02
Prior Application Status | Patented - Remove
Application _ Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
15/413834 Continuation of E 14/698560 2015-04-28 9560077 2017-01-31
Prior Application Status | Patented v
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YYYY-MM-DD) Patent Number (YYYY-MM-DD)
14/698560 IContinuation of ~| N13/657010 2012-10-22 9137205 2015-09-15

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)I the information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Remove

Application Number Cc>untryi Filing Date (YYYY-MM-DD) Access Codé (if applicable)

I

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add
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PTO/AIA/4 (02-18)
Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number
Application Data Sheet 37 CFR 1.76

007742.00151\WS

Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition

Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/4 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | 007742.00151WUS
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property {IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office {(EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQ), the Japan Patent Office
{(JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People’s Republic of
China (SIPQO)}, the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)

(1).

B. Search Results from U.S. Application to EPO - Unless box B in subsection 2 {opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[ ] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE
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Attorney Docket Number | 007742.00151WUS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant {1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

® Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

vI

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name Centripetal Networks, Inc.

Mailing Address Information For Applicant:

Address 1 t/o Centripetal Networks, Inc.

Address 2 09 Bow Street, Suite 300W

City Portsmouth State/Province NH
Country | s Postal Code 03801
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assighment recorded by the Office.
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U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 007742.00151WUS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Assignee 1

Complete this section if assighee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information™ section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Countryi Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 2

selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or mare joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Scott M Kelly/ Date (YYYY-MM-DD)| [2019-12-27
First Name | [Scoit Last Name | Kelly Registration Number | 65,121
Additional Signature may be generated within this form by selecting the Add button. Add
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U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 007742.00151WUS

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandna, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related tc a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.5.C. 2(b)(2); (2} furnishing of the informaticn solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested informaticn, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act (5 US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect tc the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
acontract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the Internaticnal Bureau of the World Intellectual Property Crganization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U 5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the G5A regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.5.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned cr in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.
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Doc Code: PA..
Document Description: Power of Attorney
PTO/AIA/82A (07-13)
Approved for use through 03/31/2021. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned
Filing Date Concurrently Herewith
First Named Inventor Steven Rogers

Title

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Art Unit N/A

Examiner Name Not Yet Assigned

Attorney Docket Number | 007742.00151\US
SIGNATURE of Applicant or Patent Practitioner

Signature /Scott M Kelly/ Date (Optional) December 27, 2019
Name Registration
Scott M. Kelly Number 65,121

Title (if Applicantis a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

|:| *Total of 1 forms are submitted.
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Pow Codie PAL )
PTRAIAS2B(OT-12}

Agpeovad forusa through 11362014, OME 08510035

U.8. Patent and Trademark Office; U8 DEPARTMENT OF COMMERCE

Urder the Papetwork Raduction Act of 1885, no persons are required to raspond to/a cotieclion of information unlags it displays a valid OMB contral numbee,

POWER OF ATTORNEY BY APPLICANT

Docwment Doseription Power ol Adivmey

i hereby revoke all previous powers of atmmay given in the apphcatian identified in the attached transmxﬁaf fefter.

D ¢ hereby appoint Paactiioner(s) associated with the following Customer Numbee as myfour sitornev(s) or agent{s} and to
transact all business in thie United States Patent and Trademark Office connected therewith far the application referenced

inthe attached transmitial letter form PTO/AIAJBZA or equivalent):

22907

E] [ hereby appoint Praciitioner(s) named below as myfour altorney(s} or agent{s), and 1o transact sl business in the
Uinitag States Patent and Trademark Difice connested therewith for the application referanced in the attached

fransmittal lstter form PTO/AIABRA or equivalant):

Registration
° Name
Nram)ar R Numbay “

Registration
Number

 Please recognize or change the correspondence address for the apgxhcahon sdent:ﬁed in the attached

transmitial letier fo;
@ The address associated with the above-mantionsd Cusiomer Numbey,

ORr
D The addrass associafed with Customer Number:

OR
Fienvor :
IndividuatMNargeg
Address

City | State | 1 Zip|

Country
Teleptione ooeseseinsesssss OSSOSO SRRSO TS RSSO SRS i el i

BLegai Representative of a Deceased or Legally Incapacitated inventor

[l Assignae or Person to Whom the Inventor is Under an Obligation to Assign
iPerson Who Qtherwisse Shows Sufficiant Proprietary Intersst (6., a petition under 37 CFR 1.46(b)(2) was
granted in the app!ication or is wncurr&ntiy being filed with this documeant)
- SIGNATURE of Applicant for Patent
j'a ' o ibae | Tylg A 2008

,,,,,, 5PV 2H2ENRE

Signature
Nams Sieven Pr'gay\ Teiaphone
Title and Company | Siie! Exscutios Offos, Centripets! Koy, Ing

ROTE: Signature - This form must be signed by the appicant in aocordsnce with 37 CFR 1.33. See 37 CFR 1.4 for signsture requirements and
certifications. Submit mulliple forms for reore than ons signatue, ses below *

B Totator 3 forms ‘are submitted.

This coflection of mﬁarmtm is reguired by 37 CFRU1.31, 1:32 and 1,33, The information is required to obtain or ralain a:benefit-by tha puldic which is 1o Sle (and by the
LSPTO o process) an apphedtion. Gonfidentialily is govemed Dy 35U.5.C. 122 and 37 CFR 1.11 and1.14, This collaction is estimaled 1o take 3 minutes to complete,
including gatharing: preparing, and submitting the: compieted application form io the USPTG. Time wil vary depending upon the individual case. Any. qomwnents on
{he amount of time you requirg 1o complete this form andfor suggastions for reducing this burdan, should e 'sent to the Chiel infoomation Offtcer, LS, Pafent ang
Trademark Office, U5, Dapaniment of Commerde, PO Box 1450, Mexandriz, VA 22213-1450. DD NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND 7O Commissionsr for Palents, PuQ. Box 1488, Alexandria, VA 223131488,
if you need-gssistance incompleting the form, call 1-R0G-PTO-9188 and selec option 2.

Keysight Technologies Ex. 1002
Page 410 of 460




Network A
(e.g., LAN)

PSG

112/

100

PSG

106

Network C
(e.g., LAN)

104
Network B

.g., LAN
SPM (e.g., LAN)

PSG

Network E
(e.g., Internet)

PSG

110

118/

Network D

103 (e.g., LAN)

FIG. 1

Keysight Technologies Ex. 1002
Page 411 of 460

0l J0 | 198YS
1S100°'Z¥2200 "ON 300Q Asulony
YHIOMLIN d3NOIS V ONILOTLO™d HO- SINTLSAS ANY SAQOHLIN *=|INL

‘|e 19 ‘s1aboy uanalg :(S)JojusAl|



2

Inventor(s): Steven Rogers, et al.
Title: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
Attorney Docket No. 007742.00151
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Rule # | Protocol Source Source | Destination | Destination Action
Address Port Address Port
1 TCP 140.* * 130.* 20 Accept
(302)
2 TCP 140.* * * 80 Accept
(304)
3 TCP 150.* * 120.* 90 Accept &
(306) Route to
Monitoring
Device
4 uDP 150.* * * 3030 Accept
(308)
5 %k E S %k E 3 % Deny
(310)
FIG. 3
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Inventor(s): Steven Rogers, et al.
Title: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

Attorney Docket No. 007742.00151
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Inventor(s). Steven Rogers, et al.
Title: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
Attorney Docket No. 007742.00151
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Attorney Docket No. 007742.00151
Sheet 8 of 10

SPM B

Network B

804

0
i
o0
9
®)
% £ %
o% o
< = s =
= 00 Zz O
[a ¥ QL
W K -

808/

Network A

802
800

Keysight Technologies Ex. 1002
Page 418 of 460



oN
i

Inventor(s). Steven Rogers, et al.
Title: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK
Attorney Docket No. 007742.00151
Sheet 9 of 10

@)
ot
[Vs]
o}
T \
o o)
— o
c\\ box}
\ o
= o0
= o))
= O = 4_.
o 4 N 3 O
7p) Q. -
P xI LL.
< \
—
¢
o
0 fox)
o
>
<
ot
(V5]
o}
T
o
~
K o

Keysight Technologies Ex. 1002
Page 419 of 460



1000

1002

RECEIVE A DYNAMIC
SECURITY POLICY FROM
THE SECURITY POLICY
MANAGEMENT SERVER

Y

RECEIVE PACKETS
ASSOCIATED WITH A
NETWORK PROTECTED BY
EACH RESPECTIVE PACKET
SECURITY GATEWAY

A 4

PERFORM A PACKET
TRANSFORMATION
FUNCTION SPECIFIED BY
THE DYNAMIC SECURITY
POLICY ON THE PACKETS

FIG. 10

Keysight Technologies Ex. 1002
Page 420 of 460

0l o0l 1e8ys
LS100°2¥LL00 "ON 3o00Q Asulony

MHOMLIN d34NOIS V ONILOTILOHd {04 SIWILSAS ANY SAOHLIN 8L

‘e 10 'suiaboy Uanelg ((S)IoluBAU|



-- Patent Application -- Attorney Docket No. 007742.00151

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application is a continuation of co-pending U.S. Patent Application Serial No.
16/111,524, filed November 25, 2019, entitled “METHOD AND SYSTEMS FOR PROTCTING
A SECURED NETWORK?”, which is a continuation of U.S. Patent Application Serial No.
15/413,834, filed January 24, 2017 (now U.S. Patent No. 10,091,246), entitled “METHODS AND
SYSTEMS FOR PROTECTING A SECURED NETWORK,” which is a continuation of U.S.
Patent Application Serial No. 14/698,560 (now U.S. Patent No. 9,560,077), filed April 28, 2015,
entitled “METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK,” which
is a continuation of U.S. Patent Application Serial No. 13/657,010 (now U.S. Patent No.
9,137,205), filed October 22, 2012, entitled “METHODS AND SYSTEMS FOR PROTECTING
A SECURED NETWORK.” The disclosures of each of these applications are incorporated by

reference herein in their entirety and made part hereof.
BACKGROUND

[0002] The TCP/IP network protocols (e.g., the Transmission Control Protocol (TCP) and the
Internet Protocol (IP)) were designed to build large, resilient, reliable, and robust networks. Such
protocols, however, were not originally designed with security in mind. Subsequent developments
have extended such protocols to provide for secure communication between peers (e.g., Internet

Protocol Security (IPsec)), but the networks themselves remain vulnerable to attack (e.g.,

Distributed Denial of Service (DDoS) attacks).

[0003] Most existing approaches to protecting such networks are reactive rather than
proactive. While reactive approaches may identify the source of an attack and assist in subsequent

mitigation efforts, in most instances, the attack will have already been successfully launched.

[0004] Proactive solutions, however, have often been deemed untenable due to an inability to
scale to larger networks. A significant challenge associated with building a scalable proactive

solution is the need to filter substantially all network traffic at a high resolution. In a large network,
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where traffic volumes may be enormous, the time required to provide high resolution filtering has

traditionally been thought to render a proactive solution infeasible.
SUMMARY

[0005] The following presents a simplified summary in order to provide a basic understanding
of some aspects of the disclosure. It is neither intended to identify key or critical elements of the
disclosure nor to delineate the scope of the disclosure. The following summary merely presents

some concepts in a simplified form as a prelude to the description below.

[0006] Aspects of this disclosure relate to protecting a secured network. In some
embodiments, one or more packet security gateways are associated with a security policy
management server. At each of the packet security gateways, a dynamic security policy may be
received from the security policy management server, packets associated with a network protected
by the packet security gateway may be received, and at least one of multiple packet transformation
functions specified by the dynamic security policy may be performed on the packets. Performing
the at least one of multiple packet transformation functions specified by the dynamic security
policy on the packets may include performing at least one packet transformation function other

than forwarding or dropping the packets.

[0007] In some embodiments, two or more of the packet security gateways may be configured
in series such that packets forwarded from a first of the packet security gateways are received by
a second of the packet security gateways. In some embodiments, the dynamic security policy may
include two rules requiring sequential execution. A first of the packet security gateways may
perform a packet transformation function specified by one of the rules on the packets and a second
of the packet security gateways may subsequently perform a packet transformation function

specified by the other of the rules on packets received from the first packet security gateway.

[0008] In some embodiments, the dynamic security policy may include a rule specifying a set
of network addresses for which associated packets should be dropped and a rule specifying that all
packets associated with network addresses outside the set should be forwarded. Additionally or
alternatively, the dynamic security policy may include a rule specifying a set of network addresses
for which associated packets should be forwarded and a rule specifying that all packets associated

with network addresses outside the set should be dropped. In some embodiments, the security
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policy management server may receive information associated with one or more Voice over
Internet Protocol (VoIP) sessions and the set of network addresses for which associated packets
should be forwarded may be created or altered utilizing the information associated with the one or

more VoIP sessions.

[0009] In some embodiments, the packet security gateways may receive three or more dynamic
security policies from the security policy management server. A first of the dynamic security
policies may specify a first set of network addresses for which packets should be forwarded. A
second of the dynamic security policies may be received after the first and may specify a second
set of network addresses, which includes more network addresses than the first set, for which
packets should be forwarded. A third of the dynamic security policies may be received after the
second and may specify a third set of network addresses, which includes more network addresses

than the second set, for which packets should be forwarded.

[0010] In some embodiments, the dynamic security policy may include two rules that each
specify a set of network addresses. The dynamic security policy may specify that packets
associated with the first set of network addresses should be placed in a first forwarding queue and
packets associated with the second set of network addresses should be placed in a second
forwarding queue. The first forwarding queue may have a different queueing policy, for example,

a higher forwarding rate, than the second forwarding queue.

[0011] In some embodiments, the dynamic security policy may include a rule specifying a set
of network addresses and an additional parameter. The packet transformation function specified
by the dynamic security policy may include routing packets that fall within the specified set and
match the additional parameter to a network address different from a destination network address
specified by the packets. In some embodiments, the additional parameter may be a Session
Initiation Protocol (SIP) Uniform Resource Identifier (URI). The network address different from
the destination network address may correspond to a device configured to copy information
contained within the packets and forward the packets to the destination network address specified

by the packets.

[0012] In some embodiments, the packet transformation function may forward the packets into

the network protected by the packet security gateway. In some embodiments, the packet
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transformation function may forward the packets out of the network protected by the packet
security gateway. In some embodiments, the packet transformation function may forward the one
or more packets to an IPsec stack having an IPsec security association corresponding to the

packets. In some embodiments, the packet transformation function may drop the packets.

[0013] In some embodiments, the dynamic security policy may include multiple rules. One of
the rules may specify the packet transformation function. In some embodiments, one of the rules
may specify a five-tuple of values selected from packet header information. The five-tuple may
specify one or more protocol types, one or more IP source addresses, one or more source ports,
one or more IP destination addresses, and one or more destination ports. In some embodiments,
one of the rules may specify a Differentiated Service Code Point (DSCP) that maps to a DSCP

field in an IP header of one of the packets.

[0014] In some embodiments, one of the packet security gateways may operate in a network
layer transparent manner. For example, the packet security gateway may send and receive traffic
at a link layer using an interface that is not addressed at the network layer and simultaneously
perform the packet transformation function at the network layer. Additionally or alternatively, the
packet security gateway may include a management interface having a network layer address.

Access to the management interface may be secured at the application level.

[0015] In some embodiments, the dynamic security policy may include a rule generated based,
at least in part, on a list of known network addresses associated with malicious network traffic. In
some embodiments, the list of known network addresses associated with malicious network traffic
may be received from a subscription service that aggregates information associated with malicious

network traffic.

[0016] In some embodiments, the packets associated with the network protected by the packet
security gateway may originate within the network protected by the packet security gateway and
may be destined for a network distinct from the network protected by the packet security gateway.
Additionally or alternatively, the packets associated with the network protected by the packet
security gateway may originate within a network distinct from the network protected by the packet
security gateway and may be destined for a host within the network protected by the packet security

gateway.
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[0017] In some embodiments, one of the packet security gateways may be located at each
boundary between a protected network associated with the security policy management server and

an unprotected network.

[0018] Other details and features will be described in the sections that follow.
BRIEF DESCRIPTION OF THE DRAWINGS

[0019] The present disclosure is pointed out with particularity in the appended claims.
Features of the disclosure will become more apparent upon a review of this disclosure in its

entirety, including the drawing figures provided herewith.

[0020] Some features herein are illustrated by way of example, and not by way of limitation,
in the figures of the accompanying drawings, in which like reference numerals refer to similar

elements.

[0021] FIG. 1 illustrates an exemplary network environment in which one or more aspects of

the disclosure may be implemented.
[0022] FIG. 2 illustrates an exemplary packet security gateway.

[0023] FIG. 3 illustrates an exemplary dynamic security policy.

[0024] FIG. 4 illustrates an exemplary configuration of multiple packet security gateways in
series.

[0025] FIG. 5 illustrates an exemplary security policy management server.

[0026] FIG. 6 illustrates an exemplary network environment for implementing a monitoring
service.

[0027] FIG. 7 illustrates an exemplary network environment that includes a secured network

having multiple boundaries with unsecured networks.

[0028] FIG. 8 illustrates an exemplary network environment that includes multiple distinct

secured networks.
[0029] FIG. 9 illustrates an exemplary secure LAN environment.

[0030] FIG. 10 illustrates an exemplary method for protecting a secured network.
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DETAILED DESCRIPTION

[0031] In the following description of various illustrative embodiments, reference is made to
the accompanying drawings, which form a part hereof, and in which is shown, by way of
illustration, various embodiments in which aspects of the disclosure may be practiced. It is to be
understood that other embodiments may be utilized, and structural and functional modifications

may be made, without departing from the scope of the present disclosure.

[0032] Various connections between elements are discussed in the following description.
These connections are general and, unless specified otherwise, may be direct or indirect, wired or

wireless. In this respect, the specification is not intended to be limiting.

[0033] FIG. 1 illustrates an exemplary network environment in which one or more aspects of
the disclosure may be implemented. Referring to FIG. 1, network environment 100 may include
networks A — E 102, 104, 106, 108, and 110. One or more networks within network environment
100 may be a Local Area Network (LAN) or a Wide Area Network (WAN). Such a LAN or WAN
may be associated, for example, with an organization (e.g., a company, university, enterprise, or
government agency). For example, networks A — D 102, 104, 106, and 108 may be LANs, any
combination of which may be associated with one or more organizations. One or more networks
within network environment 100 may interface with one or more other networks within network
environment 100. For example, network environment 100 may include a WAN that interfaces one
or more LANs within network environment 100 or network environment 100 may include one or
more Internet Service Providers (ISPs) that interface one or more LANs or WANSs within network
environment 100 via the Internet. For example, network E 110 may comprise the Internet and may

interface networks A — D 102, 104, 106, and 108.

[0034] As used herein, a packet security gateway includes any computing device configured
to receive packets and perform a packet transformation function on the packets. Optionally, a
packet security gateway may further be configured to perform one or more additional functions as
described herein. As used herein, a security policy management server includes any computing
device configured to communicate a dynamic security policy to a packet security gateway.
Optionally, a security policy management server may further be configured to perform one or more

additional functions as described herein. As used herein, a dynamic security policy includes any
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rule, message, instruction, file, data structure, or the like that specifies criteria corresponding to
one or more packets and identifies a packet transformation function to be performed on packets
corresponding to the specified criteria. Optionally, a dynamic security policy may further specify

one or more additional parameters as described herein.

[0035] Network environment 100 may include one or more packet security gateways and one
or more security policy management servers. For example, network environment 100 may include
packet security gateways 112, 114, 116, and 118, and security policy management server 120. One
or more security policy management servers may be associated with a protected network. For
example, networks A — D 102, 104, 106, and 108 may each be distinct LANs associated with a
common organization and may each form part of a protected network associated with security
policy management server 120. Many network protocols route packets dynamically, and thus the
path a given packet may take cannot be readily predicted. Accordingly it may be advantageous to
locate a packet security gateway at each boundary between a protected network and an unprotected
network. For example, packet security gateway 112 may be located at the boundary between
network A 102 and network E 110. Similarly, packet security gateway 114 may be located at the
boundary between network B 104 and network E 110; packet security gateway 116 may be located
at the boundary between network C 106 and network E 110; and packet security gateway 118 may
be located at the boundary between network D 108 and network E 110. As will be described in
greater detail below, each of one or more packet security gateways associated with a security policy
management server may be configured to receive a dynamic security policy from the security
policy management server, receive packets associated with a network protected by the packet
security gateway, and perform a packet transformation function specified by the dynamic security
policy on the packets. For example, each of packet security gateways 112, 114, 116, and 118 may
be configured to receive a dynamic security policy from security policy management server 120.
Each of packet security gateways 112, 114, 116, and 118 may also be configured to receive packets
respectively associated with networks A — D 102, 104, 106, and 108. Each of packet security
gateways 112, 114, 116, and 118 may further be configured to perform a packet transformation
function specified by the dynamic security policy received from security policy management

server 120 on the packets respectively associated with networks A — D 102, 104, 106, and 108.
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[0036] FIG. 2 illustrates an exemplary packet security gateway according to one or more
aspects of the disclosure. Referring to FIG. 2, as indicated above, packet security gateway 112
may be located at network boundary 200 between network A 102 and network E 110. Packet
security gateway 112 may include processor 202, memory 204, network interfaces 206 and 208,
packet filter 214, and management interface 222. Processor 202, memory 204, network interfaces
206 and 208, packet filter 214, and management interface 222 may be interconnected via data bus
210. Network interface 206 may connect packet security gateway 112 to network E 110.
Similarly, network interface 208 may connect packet security gateway 112 to network A 102.
Memory 204 may include one or more program modules that when executed by processor 202,

configure packet security gateway 112 to perform various functions as described herein.

[0037] Packet security gateway 112 may be configured to receive a dynamic security policy
from security policy management server 120. For example, packet security gateway 112 may
receive dynamic security policy 212 from security policy management server 120 via management
interface 222 (i.e., out-of-band signaling) or network interface 206 (i.e., in-band signaling). Packet
security gateway 112 may include one or more packet filters or packet discriminators, or logic for
implementing one or more packet filters or packet discriminators. For example, packet security
gateway 112 may include packet filter 214, which may be configured to examine information
associated with packets received by packet security gateway 112 and forward the packets to one
or more packet transformation functions based on the examined information. For example, packet
filter 214 may examine information associated with packets received by packet security gateway
112 (e.g., packets received from network E 110 via management interface 222 or network interface
206) and forward the packets to one or more of packet transformation functions 1 — N 216, 218,

and 220 based on the examined information.

[0038] As will be described in greater detail below, dynamic security policy 212 may include
one or more rules and the configuration of packet filter 214 may be based on one or more of the
rules included in dynamic security policy 212. For example, dynamic security policy 212 may
include one or more rules specifying that packets having specified information should be
forwarded to packet transformation function 216, while all other packets should be forwarded to
packet transformation function 218. Packet transformation functions 1 — N 216, 218, and 220 may

be configured to perform one or more functions on packets they receive from packet filter 214.
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For example, packet transformation functions 1 — N 216, 218, and 220 may be configured to
forward packets received from packet filter 214 into network A 102, forward packets received
from packet filter 214 to an IPsec stack having an IPsec security association corresponding to the
packets, or drop packets received from packet filter 214. In some embodiments, one or more of
packet transformation functions 1 — N 216, 218, and 220 may be configured to drop packets by
sending the packets to a local “infinite sink” (e.g., the /dev/null device file in a UNIX/LINUX

system).

[0039] In some embodiments, packet security gateway 112 may be configured in a network
layer transparent manner. For example, packet security gateway 112 may be configured to utilize
one or more of network interfaces 206 and 208 to send and receive traffic at the link layer. One
or more of network interfaces 206 and 208, however, may not be addressed at the network layer.
Because packet filter 214 and packet transformation functions 1 — N 216, 218, and 220 operate at
the network layer, PSG 112 may still perform packet transformation functions at the network layer.
By operating in a network layer transparent manner, packet security gateway 112 may insulate
itself from network attacks (e.g., DDoS attacks) launched at the network layer because attack
packets cannot be routed to the network interfaces 206 and 208. In some embodiments, packet
security gateway 112 may include management interface 222. Management interface 222 may be
addressed at the network level in order to provide packet security gateway 112 with network level
addressability. Access to management interface 222 may be secured, for example, at the
application level by using a service such as SSH, or secured at the transport level using, e.g., TLS,
or secured at the network level by attaching it to a network with a separate address space and
routing policy from network A 102 and network E 110, or secured at the link level, e.g., using the

IEEE 802.1X framework, etc.

[0040] The flows illustrated by Figure 2 are merely exemplary and show packets that originate
within a network distinct from network A 102 and are destined for a host within network A 102 in
order to simplify the illustration. Packet security gateway 112 may be configured to receive and
filter packets that originate within a network other than network A 102 (e.g., networks B — E 104,
106, 108, or 110) and are destined for a host within network A 102, as well as packets that originate
within network A 102 destined for a network distinct from network A 102 (e.g., network B — D
104, 106, 108, or 110). That is, packet security gateway 112 may be configured to filter and
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perform one or more packet transformation functions on packets flowing in either direction and
may thus be utilized, for example, to both protect network A 102 from malicious network traffic

and to prevent malicious network traffic from leaving network A 102.

[0041] FIG. 3 illustrates an exemplary dynamic security policy in accordance with one or more
embodiments. Referring to FIG. 3, dynamic security policy 300 may include rules 1 — 5 302, 304,
306, 308, and 310. Each rule may specify criteria and one or more packet transformation functions
that should be performed for packets associated with the specified criteria. The specified criteria
may take the form of a five-tuple of values selected from packet header information, specifying a
protocol type of the data section of the IP packet (e.g., TCP, UDP, ICMP, or any other protocol),
one or more source IP addresses, one or more source port values, one or more destination IP
addresses, and one or more destination ports. For example, rule 1 302 may specify that IP packets
containing TCP packets, originating from a source IP address that begins with 140, having any
source port, destined for an IP address that begins with 130, and destined for port 20 should have
an accept packet transformation function (e.g., the identity function) performed on them.
Similarly, rule 2 304 may specify that IP packets containing TCP packets, originating from a
source IP address that begins with 140, having any source port, destined for any IP address, and
destined for port 80 should have an accept packet transformation function performed on them; rule
3 306 may specify that IP packets containing TCP packets, originating from a source IP address
that begins with 150, having any source port, destined for any IP address that begins with 120, and
destined for port 90 should have an accept packet transformation function performed on them; rule
4 308 may specify that IP packets containing UDP packets, originating from a source IP address
that begins with 150, having any source port, destined for any IP address, and destined for port
3030 should have an accept packet transformation function performed on them; and rule 5 310
may specify that IP packets containing any data, originating from any source IP address, having
any source port, destined for any IP address, and destined for any port should have a deny packet
transformation function performed on them. One or more rules included in dynamic security

policy 300 may be specified in IP version 4 or IP version 6.

[0042] As will be described in greater detail below, dynamic security policy 300 may include
one or more rules that specify a packet transformation function other than forwarding (accepting

or allowing) or dropping (denying) a packet. For example, rule 3 306 may specify that IP packets
10
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containing TCP packets, originating from a source IP address that begins with 150, having any
source port, destined for any IP address that begins with 120, and destined for port 90 should not
only have an accept packet transformation function performed on them, but should also be routed

to a monitoring device.

[0043] One or more rules within dynamic security policy 300 may be required to execute in a
specific order. For example, it may be required that rule 5 310 be executed last. Because rule 5
310 specifies that any packet should have a deny packet transformation function performed on it,
if it were executed before a rule specifying an accept packet transformation function (e.g., one or
more of rules 1 — 4 302, 304, 306, or 308), no packets matching the criteria specified by the rule
specifying the accept packet transformation function would pass through a packet security gateway
implementing dynamic security policy 300. Similarly, two or more rules within dynamic security
policy 300 may specify overlapping criteria and different packet transformation functions. In such
cases, the order-of-application of the rules may determine which rule is applied to a packet that
would match the two or more rules. Such rules may be merged together or otherwise transformed
into a different set of rules without overlapping criteria, which may produce the same result as the

original set of rules, when applied to any packet.

[0044] A dynamic security policy may utilize the combination of one or more rules to create
policies for governing packets within a network environment or effectuating one or more services
within a network environment. For example, a dynamic security policy may include one or more
rules, the combination of which may effectuate a blocklist service within a network environment.
A dynamic security policy that effectuates a blocklist service within a network environment may
include one or more rules specifying criteria (e.g., a set of network addresses) for which associated
packets should be blocked, dropped, or denied, and at least one rule specifying that all packets
outside the specified block sets should be forwarded, accepted, or allowed. Such a dynamic
security policy may be constructed by including one or more rules specifying criteria (e.g., a set
of network addresses) for which associated packets should be dropped, and a wildcard rule,
designated to be executed last, and specifying that all packets should be allowed. One or more
dynamic security policies that effectuate a blocklist service may be utilized to implement one or

more Virtual Private Networks (VPNs).

11
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[0045] A dynamic security policy may also include one or more rules, the combination of
which may effectuate an allowlist service within a network environment. A dynamic security
policy that effectuates an allowlist service within a network environment may include one or more
rules specifying criteria (e.g., a set of network addresses) for which associated packets should be
forwarded, allowed, or accepted, and at least one rule specifying that all packets outside the
specified allow sets should be blocked, denied, or dropped. Such a dynamic security policy may
be constructed by including one or more rules specifying criteria (e.g., a set of network addresses)
for which associated packets should be forwarded, and a wildcard rule, designated to be executed
last, and specifying that all packets should be blocked. For example, dynamic security policy 300
includes rules 1 — 4 302, 304, 306, and 308, cach of which specifies a set of network addresses for
which packets should be allowed, and rule 5 310 which specifies that all packets should be
dropped. Thus, if rules 1 —5 302, 304, 306, 308, and 310 are executed in order, dynamic security

policy 300 will effectuate an allowlist service.

[0046] A dynamic security policy may also include one or more rules, the combination of
which may effectuate a VoIP firewall service within a network environment. As will be discussed
in greater detail below, a security policy management server may receive information associated
with VoIP sessions. For example, a security policy management server may receive information
associated with VoIP sessions from one or more softswitches (e.g., H.323 softswitches, SIP IP
Multimedia Subsystem (IMS) softswitches) or session border controllers when a VolP session is
initialized or set up. In order to allow packets associated with such a VoIP session within a network
protected by one or more packet security gateways associated with the security policy management
server, the security policy management server may utilize the received information associated with
the VoIP sessions to construct one or more rules for allowing the packets associated with the VoIP
session. When the VoIP session is terminated or torn down, the softswitch or session border
controller may notify the security policy management server, which may create or alter one or
more rules to reflect the termination of the VolP session (e.g., to deny future packets which may

match criteria previously associated with the VolP session).

[0047] A dynamic security policy may also include one or more rules or rule sets, the
combination of which may effectuate a phased restoration service within a network environment.

Such a phased restoration service may be used in the event of a network attack (e.g., a DDoS
12
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attack). When an attack occurs a network may be overwhelmed with network traffic and be unable
to route all or any of the traffic. In the event of such an attack, it may be beneficial to utilize a
dynamic security policy which effectuates a phased restoration service. Such a dynamic security
policy may include one or more rules or rule sets configured for execution in time-shifted phases.
Each of the rules or rule sets may specify progressively larger sets of network addresses. For
example, a dynamic security policy may include three rules or rule sets which may be configured
for execution in time-shifted phases. A first of the rules or rule sets may specify a relatively small
set of network addresses for which packets should be forwarded (e.g., network addresses
corresponding to mission critical network devices). A second of the rules or rule sets may specify
a relatively larger set of network addresses for which packets should be forwarded (e.g., network
addresses corresponding to trusted network devices). A third of the rules or rule sets may specify
an even larger set of network addresses for which packets should be forwarded (e.g., network
addresses corresponding to all network devices that would be allowed under ordinary
circumstances). The dynamic security policy may specify that the rules or rule sets should be
implemented in time-shifted phases. That is, the dynamic security policy may specify that the first
rule or rule set should be executed first, and that the second rule or rule set should be executed at
a time after the time at which the first rule or rule set is executed, and the third rule or rule set
should be executed at a time after the time at which the second rule or rule set is executed. Such
a dynamic security policy may assist a network in recovering from an attack, by allowing the

network to isolate itself from the attack or recover in a controlled manner.

[0048] A dynamic security policy may also include one or more rules, the combination of
which may effectuate an enqueueing service within a network environment. A dynamic security
policy that effectuates an enqueueing service may include one or more rules that specify sets of
network addresses and packet transformation functions that queue packets in one or more queues
corresponding to the sets. These queues may then be serviced at varying rates. For example, a
dynamic security policy may include two rules, each of which specify a set of network addresses.
A first of the rules may specify that packets corresponding to its specified set should be queued in
a first forwarding queue. A second of the rules may specify that packets corresponding to its
specified set should be queued in a second forwarding queue. The first forwarding queue may be

serviced at a higher forwarding rate than the second forwarding queue. Such an enqueueing service
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may be utilized during or following a network attack, or generally to provide prioritized service to
critical network devices (e.g., when network resources are strained). In some embodiments, one
or more rules contained within a dynamic security policy may include an arbitrary selector which
may correspond to one or more parameters or fields associated with a packet. For example, a
dynamic security policy rule may include a Differentiated Service Code Point (DSCP) selector
that corresponds to a DSCP field in an IP header. Thus, two packets having different values within
the specified DSCP field may correspond to two distinct rules within a dynamic security policy
and have different packet transformation functions performed on them. For example, two
otherwise identical packets having different values within the specified DSCP field may be queued
in two different forwarding queues that have different forwarding rates, and may thus receive

differentiated service.

[0049] A dynamic security policy may also include one or more rules, the combination of
which may effectuate a multi-dimensional routing service or a multi-dimensional switching service
within a network environment. For example, in some embodiments, a dynamic security policy
may include one or more rules that specify a set of network addresses and an additional parameter.
Such rules may further specify a packet transformation function configured to route packets within
the specified set of network addresses that match the additional parameter to a network address
distinct from the packets’ respective destination network addresses. For example, the packet
transformation function may be configured to encapsulate such packets (e.g., as described by
Internet Engineering Task Force (IETF) Request For Comment (RFC) 2003) with an IP header
specifying a network address different from their respective destination addresses. The packets
may then be routed to the network address specified by the encapsulating IP header, which may
correspond to a network device configured to utilize such packets or data contained within them,
strip the IP header from the packets, and forward the packets to their respective destination
addresses. In some embodiments, the packet transformation function may be configured to alter
or modify the destination address of the packets, which may then be routed to the altered or
modified destination address. Additionally or alternatively, the packet transformation function
may be configured to assign such packets to a particular Layer-2 VLAN (e.g., as described by
IEEE 802.1Q). The packets may then be switched to another device on the same VLAN, which

14
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may or may not be on the IP-layer path that the packet would have taken if it were routed according

to the packet’s destination IP address instead of being switched through the VLAN.

[0050] As will be described in greater detail below, in some embodiments a dynamic security
policy may include one or more rules, the combination of which may effectuate an implementation
of a multi-dimensional routing service for performing a monitoring service within a network
environment. For example, a dynamic security policy may include one or more rules that specify
a set of network addresses (e.g., a set of network addresses from which a call that is to be monitored
is expected to originate within) and an additional parameter (e.g., a SIP URI corresponding to a
caller to be monitored). As indicated above, such rules may further specify a packet transformation
function configured to route or switch packets within the specified set of network addresses that
match the additional parameter (e.g., the SIP URI) to a network address corresponding to a
monitoring device. The network address corresponding to the monitoring device may be different
from the packets’ destination network address (e.g., an address corresponding to the called party
or a softswitch associated with the called party). For example, the packet transformation function
may be configured to encapsulate the packets with an IP header specifying the network address
corresponding to the monitoring device. The packets may then be routed (or rerouted) to the
monitoring device, which may be configured to copy the packets or data contained within them
(e.g., for subsequent review by a law enforcement or national security authority), strip the IP
header from them, and then forward the packets to their destination address (e.g., the address

corresponding to the called party or softswitch associated with the called party).

[0051] As indicated above, a significant challenge associated with building a scalable
proactive solution for protecting a secured network, is the need to filter substantially all network
traffic at a high resolution. Filtering traffic at a high resolution often requires the use of many
rules. In a large network, where traffic volumes may be enormous, the time required to provide
high resolution filtering (e.g., the time required to apply a large number of rules to a large volume
of traffic) has traditionally been thought to render proactive network protection solutions
infeasible. This concern may be particularly acute in network environments that utilize low-

latency applications (e.g., VoIP).

[0052] Recent advances in packet filtering technology have reduced the time required to apply

large rule sets to network traffic. For example, U.S. Patent Application Publication Nos.
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2006/0195896 and 2006/0248580 to Fulp et al., and U.S. Patent Application Publication No.
2011/0055916 to Ahn, describe advanced packet filtering technologies, and are each incorporated

by reference herein in their entireties.

[0053] One approach to providing high resolution filtering, while reducing the number of rules
applied to network traffic, may be utilized when a dynamic security policy is combinatorially
complete. For example, a dynamic security policy may be configured to allow bi-directional
communication between a set of N internal hosts {I1, Iz, . . ., In} within a protected network and a
set of M external hosts {Ei, Ea, ..., Em} outside the protected network. To enable
communications between the internal hosts and the external hosts, the dynamic security policy
may be constructed to include a set of rules containing each possible combination of internal hosts
and external hosts (e.g.,{{I1, E1}, {I1, E2}, . . . {Ii, Em}, {I2, E1}, {I2, E2}, . . .{I2, Em}, .. ..{Ix, E1},
{In, E2}, .. .{In, Em}}), each of the rules being associated with an allow packet transformation
function. Such a dynamic security policy would have N*M rules for allowing communication
between the internal hosts and the external hosts that originate from one of the internal hosts and
are destined for one of the external hosts, and an additional N*M rules for allowing
communications between the internal hosts and the external hosts that originate from one of the
external hosts and are destined for one of the internal hosts. An equivalent result may be achieved,
however, by constructing two smaller dynamic security policies: a first dynamic security policy
that includes rules specifying the N internal hosts (e.g., {{Ii}, {12}, ..., {In}}), each rule being
associated with an accept packet transformation function; and a second dynamic security policy
that includes rules specifying the M external hosts (e.g., {{E1}, {Ez2}, . . ., {Em}}), each rule being
associated with an accept packet transformation function. Such a construct of dynamic security

policies may be implemented using a system of packet security gateways configured in series.

[0054] FIG. 4 illustrates an exemplary configuration of multiple packet security gateways
connected in series. Referring to FIG. 4, packet security gateway 112 may include one or more
packet security gateways configured in series. For example, packet security gateway 112 may
include packet security gateways 1 — N 400, 402, and 404. Packet security gateways 1 — N 400,
402, and 404 may be configured so that packets forwarded by packet security gateway 1 400 are
received by packet security gateway 2 402, and packets forwarded by packet security gateway 2

402 are received by the next packet security gateway in the series, all the way through packet
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security gateway N 404. Each of packet security gateways 1 — N 400, 402, and 404 may include
a packet filter, similar to packet filter 214 described above with respect to FIG. 2, and one or more
packet transformation functions, similar to packet transformation functions 1 — N 216, 218, and
220 described above with respect to FIG. 2. Packet security gateways 1 — N 400, 402, and 404
may be utilized to implement a construct of dynamic security policies similar to that described

above.

[0055] For example, packet security gateway 1 400 may be configured to implement Py, which
may include rules specifying M external hosts (e.g., {{E1}, {E2}, ..., {Em}}), each rule being
associated with an accept packet transformation function. Packet security gateway 2 402 may be
configured to implement P>, which may include rules specifying N internal hosts (e.g., {{I1},
{2}, ..., {In}}), each rule being associated with an accept packet transformation function. A
packet received by packet security gateway 112 may be initially received via packet security
gateway 1 400°s network interface. Packet security gateway 1 400 may apply one or more of the
rules in P to the received packet until the packet matches criteria specified by a rule in Py, at which
point packet security gateway 1 400 may perform a packet transformation function specified by
the rule on the packet. For example, a packet may be received by packet security gateway 112 that
originates from external host Es (e.g., a host within network E 110) and is destined for internal
host I7 (e.g., a host within network A 102). Packet security gateway 1 400 may apply one or more
of the rules in P (e.g., {{E1}, {E2}, ..., {Em}}) to the received packet and the received packet
may match the criteria specified by one of the rules in P; (e.g., {{Es}). The rule may specify that
an accept packet transformation function should be performed, and packet security gateway 1 400
may utilize one or more of its packet transformation functions to perform the accept packet
transformation function on the packet and forward the packet to packet security gateway 2 402.
Packet security gateway 2 402 may apply one or more of the rules in P2 (e.g., {{I1}, {I2}, .. .,
{In}}) to the packet and the packet may match the criteria specified by one of the rules in P> (e.g.,
{{I7}). The rule may specify that an accept packet transformation function should be performed,
and packet security gateway 2 402 may utilize one or more of its packet transformation functions
to perform the accept packet transformation function on the packet and forward the packet to

network A 102.
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[0056] It will be appreciated that utilizing multiple packet security gateways in series to
implement dynamic security policy constructs may increase performance and decrease memory
resource requirements. For example, in the described scenario packet security gateway 1 400 may
have only been required to compare the packet to five rules and packet security gateway 2 402
may have only been required to compare the packet to seven rules. In a worst case scenario, packet
security gateway 1 400 may have only been required to compare the packet to M rules and packet
security gateway 2 402 may have only been required to compare the packet to N rules. Moreover,
the series configuration may enable packet security gateway 1 400 to begin implementing P with
respect to a subsequently received packet, while packet security gateway 2 402 simultaneously
implements P> with respect to the packet forwarded by packet security gateway 1 400.
Furthermore, the memory requirements for this scenario with packet security gateways in series
may be comparable to M+N, whereas originally the combinatorially complete set of rules

contained in a single packet security gateway may have required memory comparable to N*M.

[0057] FIG. 5 illustrates an exemplary security policy management server. Referring to FIG.
5, security policy management server 120 may include processor 500, memory 502, and network
interface 504. One or more of processor 500, memory 502, and network interface 504 may be
interconnected via data bus 506. Network interface 504 may interface security policy management
server 120 with network E 110. Memory 502 may include one or more program modules that
when executed by processor 500, configure security policy management server 120 to perform
functions described herein. It will be appreciated that as used herein the term “server” designates
one or more computing devices configured to perform one or more functions described herein.
The term “server” should not be construed to imply that a client/server relationship (e.g., a
relationship in which a request is received from a client and then serviced by a server) necessarily

exists.

[0058] Security policy management server 120 may be configured to communicate one or
more dynamic security policies to one or more packet security gateways within network
environment 100. For example, security policy management server 120 may communicate one or
more dynamic security policies stored in memory 502 to one or more of packet security gateways
112, 114, 116, and 118. For example, security policy management server 120 may be configured

to communicate one or more dynamic security policies to one or more of packet security gateways
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112, 114, 116, and 118 on a periodic basis, under specified network conditions, whenever security
policy management server 120 receives a new dynamic security policy, whenever a dynamic
security policy stored on security policy management server 120 is changed or altered, or in

response to a request from one or more of packet security gateways 112, 114, 116, and 118.

[0059] Security policy management server 120 may also be configured to provide one or more
administrators associated with security policy management server 120 with management interface
510. For example, security policy management server 120 may be configured to provide one or
more administrators with a Graphical User Interface (GUI) or Command Line Interface (CLI). An
administrator of security policy management server 120 may utilize security policy management
server 120°s management interface 510 to configure security policy management server 120. For
example, an administrator may configure security policy management server 120 in order to
associate security policy management server 120 with one or more of packet security gateways
112, 114, 116, and 118. An administrator of security policy management server 120 may also
utilize security policy management server 120’s management interface 510 to construct one or
more dynamic security policies or to load one or more dynamic security policies into security
policy management server 120’s memory 502. For example, an administrator associated with
security policy management server 120 may manually construct one or more dynamic security
policies offline and then utilize security policy management server 120°s management interface
510 to load such dynamic security policies into security policy management server 120’s memory

502.

[0060] In some embodiments, security policy management server 120 may be configured to
add, remove, or alter one or more dynamic security policies stored in memory 502 based on
information received from one or more devices within network environment 100. For example,
security policy management server 120’s memory 502 may include a dynamic security policy
having one or more rules that specify a list of network addresses known to be associated with
malicious network traffic. Security policy management server 120 may be configured to
automatically create or alter one or more of such rules as new network addresses associated with
malicious network traffic are determined. For example, security policy management server 120
may receive updates (e.g. as part of a subscription) from malicious host tracker service 508.

Malicious host tracker service 508 may aggregate information associated with malicious network
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traffic and updates received from malicious host tracker service S08 may include one or more
network addresses that have been determined to be associated with malicious network traffic.
Security policy management server 120 may be configured to create or alter one or more rules
included within a dynamic security policy associated with malicious host tracker service 508 to
block traffic associated with the network addresses received from malicious host tracker service
508. Additionally or alternatively, as indicated above, security policy management server 120
may be configured to create or alter one or more dynamic security policies, or one or more rules
included in one or more dynamic security policies, to account for VoIP sessions being initiated or

terminated by a network device within network environment 100.

[0061] As indicated above, a dynamic security policy may include one or more rules, the
combination of which may effectuate an implementation of a multi-dimensional routing service
for performing a monitoring service within a network environment. FIG. 6 illustrates an
exemplary network environment for implementing a monitoring service in accordance with one or
more embodiments. Referring to FIG. 6, a user of network environment 100 (e.g., a law
enforcement or national security authority) may desire to obtain a copy of packets associated with
one or more VolP sessions (e.g., sessions associated with SIP  URI
exampleuser@exampledomain.com) within network environment 100. Because many SIP-
signaled services are designed to address sessions dynamically, it may not be possible to
determine, prior to a session being set up, a particular network address and port from which packets
should be copied. Moreover, due to privacy concerns, regulators may require that only packets
associated with the specified VolIP sessions (e.g., sessions associated with SIP URI

exampleuser@exampledomain.com) be copied.

[0062] For example, a user associated with SIP URI exampleuser @exampledomain.com may
utilize User Equipment (UE) 600 within network A 102 to place a VolP call to a user utilizing UE
602 within network B 104. SIP switch 604 may be utilized by an operator of network A 102 for
switching SIP signals within network A 102. Similarly, SIP switch 606 may be utilized by an
operator of network B 104 for switching SIP signals within network B 104. One or more of SIP
switches 604 and 606 may include an analysis application configured to monitor SIP signals and
publish SIP messages associated with specified users to one or more subscribers. For example,

the operator of network A 102 may have installed analysis application 610 on SIP switch 604 (e.g.,
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accessed via a SIP IMS Service Control (ISC) interface associated with SIP switch 604) and
configured analysis application 610 to search for and publish SIP messages associated with SIP
URI exampleuser @exampledomain.com to security policy management server 120. Similarly, the
operator of network B 104 may have installed analysis application 612 on SIP switch 606 and
configured analysis application 612 to publish SIP messages associated with SIP URI

exampleuser@exampledomain.com to security policy management server 120.

[0063] When the user associated with SIP URI exampleuser@exampledomain.com utilizes
UE 600 to place a VolP call to the user utilizing UE 602, analysis application 610 may detect one
or more SIP signaling messages associated with the call (e.g., SIP signaling messages for setting
up the call) and publish the messages to security policy management server 120. Security policy
management server 120 may extract one or more network addresses and port numbers from the
SIP signaling messages (e.g., a network address and port number utilized by UE 600 for placing
the VoIP call to UE 602). Security policy management server 120 may utilize the extracted
network addresses and port numbers to create a new dynamic security policy or alter one or more
rules within an existing dynamic security policy. For example, security policy management server
120 may construct a new dynamic security policy that includes a rule specifying one of the
extracted network addresses and port numbers, as well as a packet transformation function
configured to route associated packets to monitoring device 608. Security policy management
server 120 may communicate the new or modified dynamic security policy to packet security

gateway 112.

[0064] When packets associated with the VoIP call between UE 600 and UE 602 are received
by packet security gateway 112, packet filter 214 may identify the packets as matching the criteria
specified by the dynamic security policy received from security policy management server 120
(e.g., packets addressed to or from the extracted address and port number) and may perform the
packet transformation function configured to route the packets to monitoring device 608. For
example, the packet transformation function configured to route the packets to monitoring device
608 may be packet transformation function 2 218. When packet transformation function 2 218
receives the packets from packet filter 214, it may encapsulate them with an IP header having an
address corresponding to monitoring device 608 and may then forward them to network E 110.

Once forwarded, the packets may be routed based on the address specified by the encapsulating
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header, and may thus be communicated to monitoring device 608. When the packets are received
by monitoring device 608, monitoring device 608 may copy the packets or data contained within
them, and strip the encapsulating header from them. Monitoring device 608 may then forward the
packets, without the encapsulating header, to network E 110. Network E 110 may receive the
packets forwarded by monitoring device 608 and may route them based on their destination

address (e.g., to UE 602).

[0065] In some embodiments, packet security gateway 112 may be configured to perform
multiple packet transformation functions on the packets associated with the VoIP call between
UEs 600 and 602. For example, packet filter 214 may identify the packets as matching the criteria
specified by the dynamic security policy received from security policy management server 120
and may forward the packets to packet transformation functions 1 216 and 2 218. Packet
transformation function 1 216 may be configured to forward the packets to their destination
address (e.g., to UE 602) and packet transformation function 2 218 may be configured to
encapsulate the packets (or a copy of the packets) with an IP header having an address
corresponding to monitoring device 608 and then forward the encapsulated packets to network E
110. Once forwarded, the encapsulated packets may be routed based on the address specified by
the encapsulating header, and may thus be communicated to monitoring device 608, which may
store the packets or data contained within them for subsequent review or analysis (e.g., by a law
enforcement or national security authority). In such embodiments, it may not be necessary for
monitoring device 608 to strip the encapsulating header from the packets or route them based on
their destination address (e.g., to UE 602) because packet transformation function 1 216 may have

already forwarded the packets to their destination address (e.g., to UE 602).

[0066] It will be appreciated that SIP switch 604’s analysis application 610 may similarly
detect SIP signaling associated with the termination of the VoIP call between UE 600 and UE 602
and may publish the SIP messages to security policy management server 120. Security policy
management server 120 may utilize one or more network addresses and port numbers within the
messages to construct a new dynamic security policy or modify one or more rules within an
existing dynamic security policy and communicate the new or modified dynamic security policy
to packet security gateway 112 in order to ensure that future packets associated with the network

address and port number but not associated with SIP URI exampleuser @exampledomain.com are
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not routed to monitoring device 608. Security policy management server 120 may communicate
any dynamic security policy constructed or modified based on SIP messages to any of multiple
packet security gateways (e.g., packet security gateways 114 and 116) within network environment
100 in order to ensure that all packets associated with the VoIP call between UE 600 and UE 602

are forwarded to monitoring device 608.

[0067] FIG. 7 illustrates an exemplary network environment that includes a secured network
having multiple boundaries with unsecured networks in which one or more embodiments may be
implemented. Network environment 700 may include networks A — C 702, 704, and 706.
Networks A 702 and B 704 may be a LAN or WAN associated with an organization (e.g., a
company, university, enterprise, or government agency). One or more networks within network
environment 700 may interface with one or more other networks within network environment 700.
For example, the organizations associated with networks A 702 and B 704 may subscribe to an
ISP to provide interconnectivity between their respective networks or allow public access to their
respective networks (e.g., via the Internet). Each of networks A 702 and B 704 may be connected
to network C 706, which may be the ISP’s network. The ISP may desire to offer an interconnection
service between networks A 702 and B 704, but may also want to enforce one or more dynamic
security policies with respect to traffic traversing network C 706.Accordingly, one or more packet
security gateways may be located at each boundary between network A 702 and network C 706,
and each boundary between network B 704 and network C 706. For example, packet security
gateway 708 and packet security gateway 710 may be respectively located at first and second
boundaries between networks A 702 and C 706. Similarly, packet security gateways 712 and 714
may be respectively located at first and second boundaries between networks B 704 and C 706.
Each of packet security gateways 708, 710, 712, and 714 may be associated with security policy

management server 716.

[0068] Security policy management server 716 may maintain one or more dynamic security
policies configured for protecting network C 706, and may be managed by the ISP associated with
network C 706. Security policy management server 716 may ensure that each of packet security
gateways 708, 710, 712, and 714 protect each of their respective boundaries with network C 706
in a uniform manner. For example, security policy management server 716 may be configured to

communicate one or more dynamic security policies it maintains to each of packet security
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gateways 708, 710, 712, and 714 on a periodic basis, in response to being directed to by a network
operator associated with network environment 700, in response to detected network conditions
(e.g., an attack or high resource utilization), or in response to a request from one or more of packet

security gateways 708, 710, 712, or 714.

[0069] In some embodiments, security policy management server 716 may be configured to
communicate different dynamic security policies to one or more of packet security gateways 708,
710, 712, and 714 based on, for example, their respective locations within network environment
700. For example, security policy management server 716 may be configured to implement one
or more anti-spoofing techniques (e.g., ingress filtering or Best Current Practice (BCP) 38, as
described by Internet Engineering Task Force (IETF) Request For Comment (RFC) 2827) with
respect to network environment 700. Effective implementation of such techniques may require
that a dynamic security policy be based on the location at which it is being implemented. For
example, a dynamic security policy that implements ingress filtering may comprise one or more
rules that filter based on a packet’s source address, identifying packets having source addresses
that could not possibly have originated from a network downstream of the ingress filtering point
(e.g., packets having spoofed source addresses). Such rules may vary depending on the boundary
point for which they are implemented (e.g., a packet for one boundary may be properly identified
as spoofed, yet a packet having the same source address may be legitimate traffic at a different
boundary point). Accordingly, security policy management server 716 may be configured to
communicate different dynamic security policies to one or more of packet security gateways 708,
710, 712, and 714 based on their respective locations within network environment 700. For
example, security policy management server 716 may communicate a dynamic security policy to
packet security gateways 708 and 710 that includes one or more rules for performing ingress
filtering for network A 702 (e.g., for identifying packets having source addresses that could not
have originated within network A 702) and a different dynamic security policy to packet security
gateways 712 and 714 that includes one or more rules for performing ingress filtering for network
B 704 (e.g., for identifying packets having source addresses that could not have originated within

network B 704).

[0070] It will be appreciated that by maintaining uniform dynamic security policies at each

boundary between networks A 702 and C 706, as well as at each boundary between networks B
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704 and C 706, security policy management server 716 and packet security gateways 708, 710,
712, and 714 may aid the ISP associated with network C 706 in protecting network C 706 from

network attacks.

[0071] FIG. 8 illustrates an exemplary network environment that includes multiple distinct
secured networks in which one or more embodiments may be implemented. Referring to FIG. 8,
network environment 800 may include networks A 802, B 804, and C 806. Each of networks A
802 and B 804 may interface with network C 806 at multiple boundaries within network
environment 800. Packet security gateways 808 and 810 may be respectively located at first and
second boundaries between networks A 802 and C 806. Similarly, packet security gateways 812
and 814 may be respectively located at first and second boundaries between networks B 804 and

C 806.

[0072] Network A 802 and B 804 may both be associated with a common organization (e.g.,
a company, university, enterprise, or government agency), or may each be associated with a
distinct organization. In the former case, the common organization may desire to utilize one or
more dynamic security policies with respect to network A 802 and one or more different dynamic
security policies with respect to network B 804. In the latter case, an organization associated with
network A 802 may desire to utilize one or more dynamic security policies with respect to network
A 802 and a different organization associated with network B 804 may desire to utilize one or
more different dynamic security policies with respect to network B 804. Network environment
800 may include security policy management servers A 816 and B 818. Security policy
management server A 816 may be associated with network A 802 and may maintain one or more
dynamic security policies configured for protecting network A 802. Similarly, security policy
management server B 818 may be associated with network B 804 and may maintain one or more

dynamic security policies configured for protecting network B 804.

[0073] Packet security gateways 808 and 810 may be associated with security policy
management server A 816. Similarly, packet security gateways 812 and 814 may be associated
with security policy management server B 818. Security policy management server A 816 may
ensure that packet security gateways 808 and 810 protect each of their respective boundaries with
network C 806 in a uniform manner. For example, security policy management server A 816 may

be configured to communicate one or more dynamic security policies it maintains to packet
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security gateways 808 and 810 on a periodic basis, in response to being directed to by a network
operator associated with network A 802, in response to detected network conditions (e.g., an attack
or high resource utilization), or in response to a request from packet security gateway 808 or 810.
Similarly, security policy management server B 818 may ensure that packet security gateways 812
and 814 protect each of their respective boundaries with network C 806 in a uniform manner. For
example, security policy management server B 818 may be configured to communicate one or
more dynamic security policies it maintains to packet security gateways 812 and 814 on a periodic
basis, in response to being directed to by a network operator associated with network B 804, in
response to detected network conditions (e.g., an attack or high resource utilization), or in response
to a request from packet security gateway 812 or 814. By utilizing distinct security policy
management servers (e.g., security policy management servers A 816 and B 818), one or more
operators associated with distinct networks (e.g., networks A 802 and B 804) may maintain
uniform dynamic security policies at each boundary of their respective networks, while
simultaneously enabling different dynamic security policies to be maintained for each network.
Similarly, by utilizing distinct security policy management servers (e.g., security policy
management servers A 816 and B 818), one or more operators associated with a single organization
that desires to maintain distinct networks (e.g., networks A 802 and B 804) may maintain uniform
dynamic security policies at each boundary of their distinct networks, while simultaneously

enabling different dynamic security policies to be maintained for each network.

[0074] FIG. 9 illustrates an exemplary secure LAN environment protected in accordance with
one or more aspects of the disclosure. Referring to FIG. 9, network environment 900 may be a
LAN, including hosts A 902, B 904, and C 906. It may also include LAN switch 908. LAN switch
908 may be configured to switch network traffic (e.g., packets) between one or more of hosts A
902, B 904, and C 906. For example, LAN switch 908 may include a switching matrix configured
to switch packets received from one or more of hosts A 902, B 904, and C 906 to one or more of
hosts A 902, B 904, and C 906. LAN switch 908 may be associated with packet security gateway

910, and network environment 900 may include security policy management server 912.

[0075] In some embodiments, packet security gateway 910 may be embedded within LAN
switch 908. Alternatively, packet security gateway 910 may be a device distinct from LAN switch

908, and LAN switch 908 may be configured to route network traffic through packet security
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gateway 910 (e.g., by modifying LAN switch 908’s switching matrix). Packet security gateway
910 may be configured to receive one or more dynamic security policies from security policy
management server 912. The dynamic security policies received from security policy management
server 912 may include one or more rules specifying criteria associated with one or more of hosts
A 902, B 904, and C 906, and may further specify one or more packet transformation functions to
be performed on packets matching the specified criteria. Packet security gateway 910 may identify
packets matching one or more of the criteria specified by the rules and may perform the associated
packet transformation functions on the identified packets. By utilizing packet security gateway
910 within network environment 900, an operator of network environment 900 may be able to
protect network environment 900 from network attacks, as well as implement one or more services
(e.g., blocklist service, allowlist service, VolP firewall service, phased restoration service,
enqueueing service, multi-dimensional routing service, or monitoring service) within network
environment 900. Network environment 900 may include multiple LAN switches with embedded
or associated packet security gateways, each of the packet security gateways configured to receive

one or more dynamic security policies from security policy management server 912.

[0076] FIG. 10 illustrates an exemplary method for protecting a secured network in accordance
with one or more embodiments. The steps may be performed at each of one or more packet security
gateways associated with a security policy management server. For example, each of packet
security gateways 112, 114, 116, and 118 may be associated with security policy management
server 120, and the steps may be performed at each of packet security gateways 112, 114, 116, and
118. At step 1000, a dynamic security policy is received from the security policy management
server. For example, packet security gateway 112 may receive dynamic security policy 300 from
security policy management server 120. At step 1002, packets associated with a network protected
by each respective packet security gateway are received. For example, packet security gateway
112 may receive UDP packets from a device within network E 110 having an address that begins
with 150 and that are destined for port 3030 of a device within network A 102. At step 1004, a
packet transformation function specified by the dynamic security policy is performed on the
packets. For example, rule 308 of dynamic security policy 300 may specify that packets using the
UDP protocol, coming from a source address that begins with 150, having any source port, destined

for any address, and destined for port 3030 should have an accept packet transformation function
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performed on them, packet filter 214 may identify the UDP packets received from the device
within network E 110 as matching the criteria specified by rule 308, packet transformation function
1 216 may be configured to forward packets, and packet security gateway 112 may utilize packet
transformation function 1 216 to perform the accept packet transformation function specified by

rule 308 on the UDP packets received from the device within network E 110.

[0077] The functions and steps described herein may be embodied in computer-usable data or
computer-executable instructions, such as in one or more program modules, executed by one or
more computers or other devices to perform one or more functions described herein. Generally,
program modules include routines, programs, objects, components, data structures, etc. that
perform particular tasks or implement particular abstract data types when executed by one or more
processors in a computer or other data processing device. The computer-executable instructions
may be stored on a computer-readable medium such as a hard disk, optical disk, removable storage
media, solid state memory, RAM, etc. As will be appreciated, the functionality of the program
modules may be combined or distributed as desired in various embodiments. In addition, the
functionality may be embodied in whole or in part in firmware or hardware equivalents, such as
integrated circuits, application-specific integrated circuits (ASICs), field programmable gate
arrays (FPGA), and the like. Particular data structures may be used to more effectively implement
one or more aspects of the disclosure, and such data structures are contemplated to be within the

scope of computer executable instructions and computer-usable data described herein.

[0078] Although not required, one of ordinary skill in the art will appreciate that various
aspects described herein may be embodied as a method, an apparatus, or as one or more computer-
readable media storing computer-executable instructions. Accordingly, those aspects may take the
form of an entirely hardware embodiment, an entirely software embodiment, an entirely firmware
embodiment, or an embodiment combining software, hardware, and firmware aspects in any

combination.

[0079] As described herein, the various methods and acts may be operative across one or more
computing servers and one or more networks. The functionality may be distributed in any manner,

or may be located in a single computing device (e.g., a server, a client computer, etc.).
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[0080] Aspects of the disclosure have been described in terms of illustrative embodiments
thereof. Numerous other embodiments, modifications, and variations within the scope and spirit
of the appended claims will occur to persons of ordinary skill in the art from a review of this
disclosure. For example, one of ordinary skill in the art will appreciate that the steps illustrated in
the illustrative figures may be performed in other than the recited order, and that one or more steps

illustrated may be optional.
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CLAIMS

What is claimed is:

1. A method of filtering packets at a packet security gateway, of a plurality of packet
security gateways that collectively provide an entire interface across a boundary of a network
protected by the packet security gateway and one or more networks other than the network
protected by the packet security gateway, the method comprising:
receiving, by the packet security gateway and from a security policy management
server external from the network protected by the packet security gateway, a dynamic
security policy comprising a first set of packet filtering rules to be applied to all network
traffic traversing the boundary, wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering
rules were automatically created or altered by the security policy management
server based on malicious traffic information received from a malicious host
tracker service;
performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;
receiving, by the packet security gateway and after performing packet filtering on
the first portion of the packets, an updated second set of packet filtering rules for the
dynamic security policy from the security policy management server, wherein the
updated second set of packet filtering rules comprises an update to the one or more first
packet filtering rules created or altered by the security policy management server based
on updated malicious traffic information received from the malicious host tracker service;

and
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performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the packet
security gateway based on the updated second set of packet filtering rules by performing
at least one packet transformation function specified by at least one packet filtering rule

of the second set of packet filtering rules on the second portion of packets.

2. The method of claim 1, wherein the at least one packet matching criterion corresponding
to the one or more first packet filtering rules automatically created or altered by the security
policy management server comprises at least one network address indicated by the malicious

traffic information.

3. The method of claim 1, wherein the malicious host tracker service comprises a

subscription service that aggregates information associated with malicious network traffic.

4. The method of claim 1, wherein the malicious traffic information comprises a list of

network addresses known to be associated with malicious network traffic.

5. The method of claim 1, wherein at least one packet transformation function comprises a

network protective action.

6. The method of claim 1, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

7. The method of claim 1, wherein one or more packet filtering rules of the first set of
packet filtering rules specify a packet transformation function other than forwarding or dropping

the corresponding packets.
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8. A packet security gateway, of a plurality of packet security gateways that collectively
provide an entire interface across a boundary of a network protected by the packet security
gateway and one or more networks other than the network protected by the packet security
gateway, comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause the
packet security gateway to:
receive, from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set
of packet filtering rules to be applied to all network traffic traversing the boundary,
wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering
rules were automatically created or altered by the security policy management
server based on malicious traffic information received from a malicious host
tracker service;
perform, on a packet by packet basis, packet filtering on a first portion of packets
corresponding to network traffic traversing the boundary via the packet security gateway
based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;
receive, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from the
security policy management server, wherein the updated second set of packet filtering
rules comprises an update to the one or more first packet filtering rules created or altered
by the security policy management server based on updated malicious traffic information
received from the malicious host tracker service; and
perform, on a packet by packet basis, packet filtering on a second portion of the

packets corresponding to network traffic traversing the boundary via the packet security
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gateway based on the updated second set of packet filtering rules by performing at least
one packet transformation function specified by at least one packet filtering rule of the

second set of packet filtering rules on the second portion of packets.

9. The packet security gateway of claim 8, wherein the at least one packet matching
criterion corresponding to the one or more first packet filtering rules automatically created or
altered by the security policy management server comprises at least one network address

indicated by the malicious traffic information.

10. The packet security gateway of claim 8, wherein the malicious host tracker service
comprises a subscription service that aggregates information associated with malicious network

traffic.

11. The packet security gateway of claim 8, wherein the malicious traffic information

comprises a list of network addresses known to be associated with malicious network traffic.

12. The packet security gateway of claim 8, wherein at least one packet transformation

function comprises a network protective action.

13. The packet security gateway of claim 8, wherein the instructions further cause the packet
security gateway to:

receive packets in a network layer transparent manner using an interface that is not
addressed at the network layer; and

perform the at least one packet transformation function specified by at least one packet
filtering rule of the first set of packet filtering rules on the first portion of packets at the network

layer.

14. The packet security gateway of claim 8, wherein one or more packet filtering rules of the
first set of packet filtering rules specify a packet transformation function other than forwarding

or dropping the corresponding packets.
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15. One or more non-transitory computer readable media storing instructions that, when
executed by at least one processor, cause a packet security gateway, of a plurality of packet
security gateways that collectively provide an entire interface across a boundary of a network
protected by the packet security gateway and one or more networks other than the network
protected by the packet security gateway, to perform steps comprising:
receiving, from a security policy management server external from the network
protected by the packet security gateway, a dynamic security policy comprising a first set
of packet filtering rules to be applied to all network traffic traversing the boundary,
wherein:
each packet filtering rule of the first set of packet filtering rules comprises
at least one packet matching criterion and a corresponding packet transformation
function, and
one or more first packet filtering rules of the first set of packet filtering
rules were automatically created or altered by the security policy management
server based on malicious traffic information received from a malicious host
tracker service;
performing, on a packet by packet basis, packet filtering on a first portion of
packets corresponding to network traffic traversing the boundary via the packet security
gateway based on the first set of packet filtering rules by performing at least one packet
transformation function specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;
receiving, after performing packet filtering on the first portion of the packets, an
updated second set of packet filtering rules for the dynamic security policy from the
security policy management server, wherein the updated second set of packet filtering
rules comprises an update to the one or more first packet filtering rules created or altered
by the security policy management server based on updated malicious traffic information
received from the malicious host tracker service; and
performing, on a packet by packet basis, packet filtering on a second portion of
the packets corresponding to network traffic traversing the boundary via the packet

security gateway based on the updated second set of packet filtering rules by performing
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at least one packet transformation function specified by at least one packet filtering rule

of the second set of packet filtering rules on the second portion of packets.

16. The computer readable media of claim 15, wherein the at least one packet matching
criterion corresponding to the one or more first packet filtering rules automatically created or
altered by the security policy management server comprises at least one network address

indicated by the malicious traffic information.

17. The computer readable media of claim 15, wherein the malicious host tracker service
comprises a subscription service that aggregates information associated with malicious network
traffic, and wherein the malicious traffic information comprises a list of network addresses

known to be associated with malicious network traffic.

18. The computer readable media of claim 15, wherein at least one packet transformation

function comprises a network protective action.

19. The computer readable media of claim 15, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

20. The computer readable media of claim 15, wherein one or more packet filtering rules of
the first set of packet filtering rules specify a packet transformation function other than

forwarding or dropping the corresponding packets.

21. A method of filtering packets at a packet security gateway configured for protection of a
network and associated with a security policy management server external from the network, the

method comprising:
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receiving, by the packet security gateway, a dynamic security policy comprising a
first set of packet filtering rules from the security policy management server, wherein
each packet filtering rule of the first set of packet filtering rules comprises at least one
packet matching criterion and a corresponding packet transformation function, and
wherein one or more first packet filtering rules of the first set of packet filtering rules
were automatically created or altered by the security policy management server based on
malicious traffic information received from a malicious host tracker service;

performing, on a packet by packet basis, packet filtering on a first portion of
packets associated with the network protected by the packet security gateway based on
the first set of packet filtering rules by performing at least one of multiple packet
transformation functions specified by at least one packet filtering rule of the first set of
packet filtering rules on the first portion of packets;

receiving, by the packet security gateway and after performing packet filtering on
the first portion of the packets, an updated second set of packet filtering rules for the
dynamic security policy from the security policy management server, wherein the
updated second set of packet filtering rules comprises an update to the one or more first
packet filtering rules created or altered by the security policy management server based
on updated malicious traffic information received from the malicious host tracker service;
and

performing, on a packet by packet basis, packet filtering on a second portion of
the packets associated with the network protected by the packet security gateway based

on the updated second set of packet filtering rules.

22. The method of claim 21, wherein the at least one packet matching criterion corresponding
to the one or more first packet filtering rules automatically created or altered by the security
policy management server comprises at least one network address indicated by the malicious

traffic information.

23. The method of claim 21, wherein the malicious host tracker service comprises a
subscription service that aggregates information associated with malicious network traffic.
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24. The method of claim 21, wherein the malicious traffic information comprises a list of

network addresses known to be associated with malicious network traffic.

25. The method of claim 21, wherein at least one packet transformation function comprises a

network protective action.

26. The method of claim 21, further comprising:

receiving, by the packet security gateway, packets in a network layer transparent manner
using an interface that is not addressed at the network layer; and

performing the at least one packet transformation function specified by at least one
packet filtering rule of the first set of packet filtering rules on the first portion of packets at the

network layer.

27. The method of claim 21, wherein one or more packet filtering rules of the first set of
packet filtering rules specify a packet transformation function other than forwarding or dropping

the corresponding packets.
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Abstract

Methods and systems for protecting a secured network are presented. For example, one or
more packet security gateways may be associated with a security policy management server. At
each packet security gateway, a dynamic security policy may be received from the security policy
management server, packets associated with a network protected by the packet security gateway
may be received, and at least one of multiple packet transformation functions specified by the
dynamic security policy may be performed on the packets. Performing the at least one of multiple
packet transformation functions specified by the dynamic security policy on the packets may
include performing at least one packet transformation function other than forwarding or dropping

the packets.
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