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UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent No. 10,785,266 
Issue Date: September 22, 2020 
Application No. 16/728,766 
Filing or 37l(c) Date: December 27, 2019 
Attorney Docket No. 007742.0011 \US 
For: METHODS AND SYSTENS FOR 
PROTECTING A SECURED NETWORK 

Commissioner for Patents 
United States Patent and Trademark Office 

P.O. Box 1450 

Alexandria, VA 22313-1450 
www.uspto.gov 

DECISION ON PETITION 

This is a Notice regarding the request for acceptance of a fee deficiency submission under 37 
CFR l.28(c) filed July 11, 2022. 

The Office no longer investigates or rejects original or reissue applications under 37 CFR 1.56. 
1098 Off. Gaz. Pat. Office 502 (January 3, 1989). Therefore, nothing in this Notice is intended to 
imply that an investigation was done. 

The fee deficiency submission under 37 CFR l.28(c) is ACCEPTED. Accordingly, status as a 
small entity has been removed and any future fee(s) submitted must be paid at the undiscounted 
rate. 

Telephone inquiries related to this communication should be directed to undersigned at (571) 
272-1642. 

/APRIL M WISE/ 
Paralegal Specialist, Office of Petitions 
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Application No.: 16/728,766 Docket No.: 007742.00151\US 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Steven Rogers et al. 

Application No.: 16/728,766 

Filed: December 27, 2019 

For: METHODS AND SYSTEMS FOR 
PROTECTING A SECURED NETWORK 

Confirmation No.: 8018 

Art Unit: 2438 

Examiner: K. W. Chang 

NOTICE OF TEMPORARY LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS 
AND PAYMENT OF DEFICIENCY OF FEES OWED 

U.S. Patent and Trademark Office 
Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, VA 22314 

Dear Sir: 

In accordance with 37 C.F.R. § l.28(c), Applicant recently realized that it was not entitled 

to small entity status at the time it made certain payments to the Office as noted in the table below, 

and Applicant submits this payment of deficiency of fees owed. The loss of entitlement to small 

entity status occurred prior to the earliest of the below-noted payments. Applicant's failure to 

previously notify the Office of the loss of entitlement to small entity status as required by 37 C.F.R. 

§ l.27(g)(2) occurred in good faith and without any deceptive intent. 

Applicant regained entitlement to small entity status as of January 1, 2022, and Applicant 

claims small entity status as of that date and continuing through the present date. 

As required by 37 C.F.R. § l.28(c)(l) and (2), Applicant itemizes the deficiency of fees 

owed for the above-identified application as follows: 
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Application No.: 16/728,766 Docket No.: 007742.00151\US 

Type of Fee Date Paid Fee Paid Current Fee Deficiency Owed 
Processing fee, 
except in 
provisional 12/27/2019 70.00 140.00 70.00 
applications (Fee 
Code 2830) 
Each independent 
claim in excess of 

12/27/2019 230.00 480.00 250.00 
three (Fee Code 
2201) 
Basic filing fee-
Utility (Fee Code 12/27/2019 75.00 320.00 245.00 
4011) 
Utility Search Fee 

12/27/2019 330.00 700.00 370.00 
(Fee Code 2111) 
Utility Examination 
Fee (Fee Code 12/27/2019 380.00 800.00 420.00 
2311) 
Request for 
Prioritized 

12/27/2019 2000.00 4,200.00 2,200.00 
Examination (Fee 
Code 2817) 

Each claim in 
350.00 (7 

700.00 (7 
extra 

excess of 20 (Fee 12/27/2019 
claims at 

extra claims at 350.00 
Code 2202) 

$50) 
$100) 

Submission of an 
Information 
Disclosure 7/10/2020 120.00 260.00 140.00 
Statement (Fee 
Code 2806) 
Utility Issue Fee 

8/20/2020 500.00 1,200.00 700.00 
(Fee Code 2501) 

TOTAL 4,055.00 8,800.00 4,745.00 

Total deficiency owed is $8,800.00 - $4,055.00 = $4,745.00 

The Commissioner is authorized to charge the requisite fees owed to Deposit Account No. 

19-0733. 

If any other fees are required or if an overpayment is made, the Commissioner is authorized 

to debit or credit our Deposit Account No. 19-0733, accordingly. 
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Application No.: 16/728,766 

Dated: July 11, 2022 

BANNER & WITCOFF, LTD. 
1100 13th St. NW 
STE 1200 
Washington, DC 20005 
(202) 824-3000 

Docket No.: 007742.00151\US 

Respectfully submitted, 

By: /Scott M Kelly/ 
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Trials@uspto.gov 
571-272-7822 

Paper 11 
Entered: January 24, 2022 

UNITED STATES PATENT AND TRADEMARK OFFICE 

BEFORE THE PA TENT TRIAL AND APPEAL BOARD 

PALO AL TO NETWORKS, INC., 
Petitioner, 

V. 

CENTRIPETAL NETWORKS, INC., 
Patent Owner. 

Case IPR2021-01154 
Patent 10,785,266 B2 

Before KEVIN F. TURNER, BR.YAN F. MOORE, and 
LYNNE E. PETTIGREW, Administrative Patent Judges. 

MOORE, Administrative Patent Judge. 

DECISION 
Denying Institution of Inter Partes Review 

37 C.F.R. § 42.108 
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IPR2021-01154 
Patent 10,785,266 B2 

I. INTRODUCTION 

Palo Alto Networks, Inc. ("Petitioner") filed a Petition (Paper 2, 

"Pet.") requesting an inter partes review of claims 1-27 of U.S. Patent No. 

10,785,266 B2 (Ex. 1001, "the '266 patent"). Centripetal Networks, Inc. 

("Patent Owner") filed a Preliminary Response to the Petition. Paper 7 

("Prelim. Resp."). We have jurisdiction under 35 U.S.C. § 314, which 

provides that an inter partes review may not be instituted "unless ... there is 

a reasonable likelihood that the petitioner would prevail with respect to at 

least 1 of the claims challenged in the petition." 35 U.S.C. § 314(a). With 

our authorization, Petitioner filed a Preliminary Reply (Paper 8, "Fintiv 

Reply") and Patent Owner filed a Preliminary Sur-reply (Paper 9, ·•Fintiv 

Sur-Reply") to address Board discretion under 35 U.S.C. § 314(a). 

For the reasons explained below, we do not institute an inter partes 

review in this proceeding. 

A. Real Parties in Interest 

Petitioner identifies itself as the sole real party-in-interest. Pet. 3. 

Patent Owner identifies itself as the sole real party-in-interest. Paper 4, 1 

(Patent Owner's Mandatory Notices). 

B. Related Proceedings 

The parties indicate that the '266 patent is the subject of the following 

co-pending district court case: Centripetal Networks, Inc. v. Palo Alto 

Networks, Inc., Case No. 2:21-cv-00137-RCY-RJK (E.D. Virginia). Pet. 3; 

Paper 4, 1. The Petition is related to the co-pending petition for inter partes 

review in IPR2021-01153, challenging U.S. Patent No. 10,567,437 B2. 

C. The '266 Patent 

The '266 patent discloses methods and systems for protecting a 

2 
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secured network. Ex. 1001, code (57). Figure 1 illustrates a network 

environ~ent that includes packet security gateways (PSGs) situated between 

networks and a security policy management server (SPMS) that 

communicates dynamic security policies to the PSGs. Id. at 4:59-5:10, 

5:14-18, Fig. 1. "At each of the packet security gateways, a dynamic 

security policy may be received from the security policy management server, 

packets asso~iated with a network protected by the packet security gateway 

may be received, and at least one of multiple packet transformation 

functions specified by the dynamic security policy may be performed on the 

packets." Id. at 3:60-4:1. "Performing the at least one of multiple packet 

transformation functions specified by the dynamic security policy on the 

packets may include performing at least one packet transformation function 

other than forwarding or dropping the packets." Id. at 2:1-6. 

The PSGs perform packet transformation functions on received 

packets according to rules in a dynamic security policy that specifies one or 

more packet transformation functions that should be performed on packets 

associated with specific criteria. Id. at 4:59-5:11, 6:24-28, 7:23-26. 

The specified criteria may take the form of a five-tuple of values 
selected from packet header information, specifying a protocol 
type of the data section of the IP packet (e.g., TCP, UDP, ICMP, 
or any other protocol), one or more source IP addresses, one or 
more source port values, one or more destination IP addresses, 
arn.l urn:: u1 111u1c: destination ports. 

Ex. 1001, 7:26-32, Fig. 3. 

Various combinations of rules may implement services, such as a 

blocklist service within a network environment that may include one or more 

rules specifying criteria for which associated packets should be blocked or 
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denied, and at least one rule specifying that all packets outside the blocked 

sets should be forwarded, accepted, or allowed. Id. at 8:23-44. 

D. Illustrative Claim 

Of the challenged claims 1, 8, 15, and 21 are independent. Claim 1 is 

illustrative and is reproduced below. 

1. A method of filtering packets at a packet security 
gateway, of a plurality of packet security gateways that 
collectively provide an entire interface across a boundary of a 
network protected by the packet security gateway and one or 
more networks other than the network protected by the packet 
security gateway, the method comprising: 

receiving, by the packet security gateway and from a 
security policy management server external from the network 
protected by the packet security gateway, a dynamic security 
policy comprising a first set of packet filtering rules to be applied 
to all network traffic traversing the boundary, wherein 

each packet filtering rule of the first set of packet filtering 
rules comprises at least one packet matching criterion and a 
corresponding packet transformation function, and 

one or more first packet filtering rules of the first set of 
packet filtering rules comprise packet matching criteria 
corresponding to one or more network addresses and were 
automatically created or altered by the security policy 
management server based on aggregated malicious traffic 
information received from at least one third party malicious host 
tracker service located in the one or more networks other than 
the network protected by the packet security gateway, that 
comprises network addresses that have been determined, by the 
at least one third party malicious host tracker service, to be 
associated with malicious network traffic; 

performing, on a packet by packet basis, packet filtering 
on a first portion of packets corresponding to network traffic 
traversing the boundary via the packet security gateway based on 
the first set of packet filtering rules by performing at least one 
packet transformation function specified by at least one packet 
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filtering rule of the first set of packet filtering rules on the first 
portion of packets; 

receiving, by the packet security gateway and after 
performing packet filtering on the first portion of the packets, an 
updated second set of packet filtering rules for the dynamic 
security policy from the security policy management server, 
wherein the updated second set of packet filtering rules 
comprises an update to the one or more first packet filtering rules 
created or altered by the security policy management server 
based on updated malicious traffic information received from the 
at least one third party malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering 
on a second portion of the packets corresponding to network 
traffic traversing the boundary via the packet security gateway 
based on the updated second set of packet filtering rules by 
performing at least one packet transformation function specified 
by at least one packet filtering rule of the second set of packet 
filtering rules on the second portion of packets. 

Ex. 1001, 20:64-21:52. 

E. Evidence of Record 

Petitioner cites the following reforem.:es in its challenges to 

patentability: 

Reference Designation Exhibit No. 

U.S. Patent Appl. Publ. 
Jungck Ex. 1051 

No. 2007/0262741 Al 
U.S. Patent Appl. Publ. 

Wood Ex. 1052 
No. 2007/0097976 Al 

U.S. Patent Appl. Publ. 
Sarathy Ex. 1063 

No. 2009/0249482 Al 
Pet. 5-6. 

Petitioner also relies on the Declaration of Dr. Vijay Madisetti 

(Ex. 1004, the "Declaration"). 
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F. Asserted Grounds of Unpatentability 

Petitioner asserts the following grounds of unpatentability (Pet. 6): 

Challenged Claims Basis References 

1-27 § 103 1 Jungck, Wood 

1-27 § 103 Jungck, Sarathy, Wood 

II. ANALYSIS 

A. Level of Ordinary Skill in the Art 

Noting that relevant experience and education can substitute for each 

other, Petitioner states that a person of ordinary skill in the relevant art on 

October 22, 2012 (the filing date of the application that matured in the '266 

patent), would have had a bachelor's degree in computer science, computer 

engineering, or an equivalent, four years of professional experience, and a 

working knowledge of packd-switched networking, firewalls, security 

policies, communication protocols and layers, and the use of customized 

rules to address cyber-attack. Pet. 18 (citing Ex. 1004 [Declaration of Dr. 

Vijay Madisetti] ilil 34-36). Petitioner's definition of a person of ordinary 

skill, which Patent Owner does not dispute at this stage, appears appropriate 

for the technology addressed by this proceeding. 

1 The Leahy-Smith America Invents Act ("AIA"), Pub. L. No. 112-29, 125 
Stat. 284, 285-88 (2011), revised 35 U.S.C. § 103 effective March 16, 2013. 
Because the '266 patent has an effective filing date prior to the effective date 
of the applicable AIA amendment, we refer to the pre-AIA version of§ 103. 
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B. Claim Construction 

We construe the challenged claims by applying ''the standard used in 

federal courts, in other words, the claim construction standard that would be 

used to construe the claim in a civil action under 35 U.S.C. [§] 282(b), 

which is articulated in Phillips [v. AWH Corp., 415 F.3d 1303 (Fed. Cir. 

2005) (en bane)]." 37 C.F.R. § 42.l00(b) (2020). Under Phillips, the words 

of a claim are generally given their "ordinary and customary meaning," 

which is the meaning they would have to a person of ordinary skill in the art 

at the time of the invention, in light of the specification and prosecution 

history. See Phillips, 415 F.3d at 1312-13. 

Petitioner asks the Board to adopt constructions from prior lPRs 

challenging related patents. Pet. 19-20. Petitioner does not explain the 

necessity of these constructions, nor does Patent Owner dispute them. Id.; 

see generally Prelim. Resp. Because we decline to institute on the basis of 

·other claim limitations, we do not adopt Petitioner's proposed constructions. 

Patent Owner requests that the preamble of independent claims 1, 8, 

and 15 be treated as limiting. Prelim. Resp. 16-17. These preambles 

provide antecedent basis for "packet security gateway," "boundary," 

"network," and "one or more other networks." Id. at 16 (citing Ex. 1001, 

20:64-21 :2, 22: 13-18, 23 :35-42). The preambles also recite the "plurality 

of packet security gateways that collectively provide an entire interface 

across a boundary of a [protected] network," which is "essential to 

understand" the "all traffic" limitation in the body of these claims and thus 

"'give life, meaning, and vitality"' to the claims. Id. ( citing Catalina Mktg. 

Int'/, Inc. v. Coo/savings.com, Inc., 289 F.3d 801, 808 (Fed. Cir. 2002) 

( citation omitted)). 
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The preambles provide the context for the body of the independent 

claims by defining the arrangement of the "plurality of packet security 

gateways" relative to the "boundary" of the protected network and thus the 

basis for applying "packet filtering rules ... to all network traffic traversing 

the boundary.'' Id. (citing Ex. 1001, 20:64-21:8). The "entire interface" 

limitation also was relied on during prosecution of the parent '437 Patent's 

claims to distinguish them from the prior art. Id. at 16-17 ( citing Ex. 2008, 

254-61; Catalina, 289 F .3d at 808-09). Petitioner does not dispute the 

preambles are limiting. Pet. 18-21, 37. For, the reasons above, we construe 

the preambles of independent claims 1, 8, and 15 as limiting. 

After review of the current record, we conclude that, other than 

determining the preambles are limiting, no express claim construction is 

necessary to determine whether to institute review of the challenged claims. 

See, e.g., Nidec Motor Corp. v. Zhongshan Broad Ocean Motor Co., 868 

F.3d 1013, 10·17 (Fed. Cir. 2017) (quoting Vivid Techs., Inc. v. Am. Sci. & 

Eng'g, Inc., 200 F.3d 795, 803 (Fed. Cir. 1999)) ("[W]e need only construe 

terms 'that are in controversy, and only to the extent necessary to resolve the 

controversy.'"). 

C. Principles of Law 

A patent claim is unpatentable under 35 U.S.C. § 103 if the 

differences between the claimed suqject matter and the prior art are such that 

the subject matter, as a whole, would have been obvious at the time the 

invention was made to a person having ordinary skill in the art to which said 

subject matter pertains. KSR Int 'l Co. v. Teleflex, Inc., 550 U.S. 398, 406 

(2007). The question of obviousness is resolved on the basis of underlying 

factual determinations including: ( 1) the scope and content of the prior art; 

8 
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(2) any differences between the claimed subject matter and the prior art; 

(3) the level of ordinary skill in the art; and (4) objective evidence of 

nonobviousness. Graham v. John Deere Co., 383 U.S. 1, 17-18 (1966). 

In that regard, an obviousness analysis "need not seek out precise 

teachings directed to the specific subject matter of the challenged claim, for 

a court can take account of the inferences and creative steps that a person of 

ordinary skill in the art would employ." KSR, 550 U.S. at 418; see also In re 

Translogic Tech., Inc., 504 F.3d 1249, 1259, 1262 (Fed. Cir. 2007) (quoting 

KSR, 550 U.S. at 418). 

The level of ordinary skill in the art may be reflected by the prior art 

of record. See Okajima v. Bourdeau, 261 F.3d 1350, 1355 (Fed. Cir. 2001); 

In re GPAC Inc., 57 F.3d 1573, 1579 (Fed. Cir. 1995); In re Oelrich, 

579 F.2d 86, 91 (CCPA 1978). 

D. Obviousness of Claims over Jungck and Wood 

Petitioner asserts that claims 1-27 are unpatentable under 35 U.S.C. 

§ 103(a) as obvious over Jungck and Wood. Pet. 6. To support its 

contentions, Petitioner provides explanations as to how the prior art 

allegedly teaches each claim limitation. Id. at 21-65. For convenience, all 

references cited in the grounds of the Petition are summarized below. 

1. Jungck (Ex. 1051) 

Jungck discloses a packet interceptor apparatus that applies to 

intercepted packets one or more rules that execute one or more functions on 

a dynamically specified portion of the packet, and takes one or more actions 

with the packets. Ex. 1051, code (57). Jungck states that "[t]he apparatus is 

capable of analyzing any portion of the packet including the header and the 

9 
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payload," and that the actions "include releasing the packet, logging/storing 

information about the packet or forwarding the packet to an external device 

for subsequent processing." Id. Jungck's rules may be "dynamically 

modified" by the external devices. Id. 

2. Wood (Ex. 1052) 

Wood is directed to improved network security by "provid[ing] real­

time detection and diagnostic information" on suspect or malicious traffic 

associated with possible network threats. Ex. 1052 ~ 6, code (57). Wood 

teaches a router and an interrogation module that detects and redirects traffic 

associated with one or more suspect network addresses. Id. ~ 7. 

Wood discloses an adaptive interrogation module 204 that is located 

within a protected subnetwork 202, or remotely connected; and a router 212 

that is configured to redirect suspect traffic to the adaptive interrogation 

module for analysis. Id. ~~ 32, 40. The adaptive interrogation module 204 

receives suspect addresses 206 ( e.g., a suspect address list that includes "IP 

addresses of known threats") from one or more suspect address sources 210 

that are external to the protected network. Id.~~ 29, 32-33. Using the 

suspect addresses 206, the adaptive interrogation module 204 configures or 

reconfigures a router 212 to redirect potentially malicious traffic associated 

with the suspect addresses, for example, to a null address to effectively 

block the traffic. Id. ~~ 21, 32, 34. 

Wood discloses updating the suspect addresses 206 "as any one of the 

suspect address sources 210 receives a change to its suspect address data 

( e.g., a new IP address block is legitimately allocated ... or a new hacker 

site is identified)." Id. ~~ 34-36. 

10 
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3.· Sarathy (Ex. 1063) 

Sarathy (Ex. 1063) teaches a threat management facility (purple) 

having "policy management facility 112 ... to update the policies of all 

corporate computing assets," including access permissions, of an enterprise 

network 102. Ex. 1063 ilil 34, 37-38, 45. Access permissions are stored as 

block lists, black lists, allowed lists, or white lists. Id. ,I 45, Fig 1. Threat 

management facility, including policy management facility, is "integrated 

into a third-party product," where the enterprise "subscribe[s] to services 

through the third-party product, and threat protection to the enterprise may 

be provided by the threat management facility 100 through the third-party 

product." Id. ~ 38. 

4. Claim 1 

"A method of filtering packets at a packet 
security gateway, of a plurality of packet security 
gateways that collectively provide an entire interface 
across a boundary of a network protected by the packet 
security gateway ... comprising: a first set of packet 
filtering rules to be applied to all network traffic 
traversing the boundary . .. " 

a. Petitioner's Contentions 

Petitioner relies only on Jungck for this limitation. Pet. 37--46. 

Petitioner relies on Jungck's disclosure of ingress filtering at plurality of 

edge servers 602A, 602B (packet security gateways) to provide the claimed 

"an entire interface across a boundary of a network protected by the packet 

security gateway" (hereinafter, the "entire boundary" limitation). Id. at 37-

38. For example, Petitioner contends Jungck discloses "intercept[ing] all 

network traffic flowing between the POP's 114, 116 and the network 100" 

and "isolating the core infrastructure and servers of the network/internet 
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from the edge where the clients are located" across a boundary ( e.g., POPs 

114, 116) of a network protected by the packet security gateway ( e.g., 

"network 100," which is a "private network") and one or more networks 

other than the network protected by the packet security gateway ( e.g., "client 

102," which is a "private network ... coupled with the network 100"). Id. 

(citing Ex. 1051,131, 38, 39, 41, 107, 113, 116, Figs 1, 6). 

Petitioner also relies on Jungck's rule set 726 to show a first set of 

packet filtering rules. Id. at 41-42. Petitioner contends edge server 602 is 

provided with "one or more rules 732 which are applied" to "all network 

traffic," thus meeting the limitation of "all network traffic traversing the 

boundary" (hereinafter the "all traffic" limitation). Id. at 41-42 (citing 

Ex. 1051 ,, 107, 111 ). As such, Petitioner contends Jungck discloses edge 

servers that "intercept all network traffic" and monitor it for "malicious 

program code" using rules. Id. at 42 ( citing Ex. 1051 ,, 107, 111 ). 

Petitioner also contends device 900 performs "ingress and egress filtering" 

on packets entering (i.e., ingress) and leaving (i.e., egress) the protected 

network. Id. at 43-44 ( citing Ex. 1051 , 269). Petitioner also contends 

collateral estoppel applies based on determinations made in IPR2018-01443, 

1444, 1513 (the "'1443 IPR," "'1444 IPR," and '1513 IPR," respectively). 

Id. at 39, 42. 

b. Patent Owner's Arguments 

i. Petitioner Disregards "Edge Caches" 

Patent Owner argues that "Petitioner's obviousness grounds disregard 

the role of Jungck's edge caches, which are located in network paths that 
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bypass the edge servers entirely." Prelim. Resp. 33.2 We agree. In fact, 

Petitioner avoids reciting the words "edge cache" anywhere in the Petition. 

See generally Pet. Additionally, although Petitioner's declarant uses quotes 

from Jungck that recite the "edge cache," the Petition removes those 

references. Compare Ex. 1004 1 221 with Pet. 41; see also Prelim. Resp. 

33-34 (listing citations in the Petition that omit the term edge cache). 

Patent Owner argues Jungck teaches network paths that bypass its 

edge servers when carrying network traffic through the POPs as shown in 

the annotated version of Figure 6 of Jungck. Ex. 1051, Fig. 6. 
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2 We do not address Patent Owner's argument that "Jungck fails to disclose 
'packet filtering rules to be applied to all network traffic traversing the 
boundary' because the client requests disclosed in Jungck never traverse the 
boundary at all." Prelim Resp. 39-40. 

13 

Keysight Technologies Ex. 1002 
Page 21 of 460



IPR2021-01154 
Patent 10,785,266 B2 

Patent Owner's annotated Figure 6 above, shows network paths (red) 

exist between Jungck's clients 102-106 and 612, POPs 114 and 116 

(purple), routing equipment (206 in Figure. 5), edge caches 604A-B, 

network 100, and servers 108, 110-all of which Patent Owner argues 

bypass Jungck's edge servers (green). Prelim. Resp. 35 (citing Ex. 1051 

1 107 ("edge cache 604A, 604B coupled with the routing equipment 206"), 

Fig. 6). Thus, according to Patent Owner, Petitioner fails to show "an entire 

interface across a boundary of a network," because "Jungck describes 

network paths across the alleged 'boundary' that bypass Jungck's edge 

servers, demonstrating that the edge servers do not form the 'entire 

interface' across the alleged boundary." Prelim. Resp. 34. We find that 

Petitioner does not adequately explain the working of that boundary because 

it chooses not to explain or discount the contribution of the edge caches. 

Additionally, to the extent that this is explained in any related IPRs, 

Petitioner does not cite to any such explanation. 

As to whether Petitioner has shown that Jungck teaches the limitation 

of "all network traffic traversing the boundary," Patent Owner asserts that 

there are pathways for content that do not include the edge server. Prelim. 

Resp. 34, 41. For example, Patent Owner asserts Jungck's edge servers 

redirect clients to request content from the edge caches or send content 

request packets to the edge caches for handling. Id. at 34, 41 ( citing 

Ex. 1051 1169, 74, 95 ("[T]his effectively redirects the client 102, 104 to 

make all of its content requests from the edge cache" ... "edge cache ... 

attempt[ s] to satisfy content requests from its cache storage"), 109 ("requests 

will be redirected and served from the edge cache 604"), 113). 
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Patent Owner also argues that "after a client request[ s] content from 

server 108, the edge server translates server 108's domain name into the IP 

address of the edge cache so that the client communicates directly with the 

edge cache instead of either the edge server or server 108." Id. at 36 ( citing 

Ex. 1051 ,-r,-r 95, 111); see Fintiv Sur-Reply 9.3 In sum, Patent Owner asserts 

"[t]here are many circumstances in which traffic bypasses the edge servers 

via the edge caches." Prelim. Resp. 35-36. 

We agree with Patent Owner that the Petition's avoidance of the 

operation of edge caches when edge caches are important in the processing 

of traffic flowing across the boundary undermines this ground of the 

Petition. If Petitioner wished to rely on an embodiment or configuration in 

· which the edge caches were irrelevant, the edge caches were redundant to 

the edge server, or the edge caches were unnecessary, it was incumbent upon 

Petitioner to explain sufficiently how and why that was the case. Petitioner 

was aware of the edge caches because it appears to have omitted all 

references to them in the Petition yet did not explain why this was done. 

Additionally, although Petitioner's declarant does include references 

to edge caches, its declarant also does not explain sufficiently the relevance 

of those edge caches. Ex. 1004 ,-r,-r 148,212,214,215,227, 323. 

Additionally, Petitioner's references to collateral estoppel do not relieve 

Petitioner from the burden to describe its contentions regarding obviousness 

in the Petition. 

3 Patent Owner also relies on Jungck's treatment of a cache miss. Because 
Patent Owner's other evidence is sufficient we do not rely on Patent 
Owner's arguments regarding a cache miss. See Prelim. Resp. 42. 
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ii. Petitioner's Reliance on Device 900 is Insufficient 

Patent Owner also argues Petitioner's apparent alternative reliance on 

the fifth embodiment of Jungck is insufficient to cure the deficiencies of its 

other contentions as to the "all traffic" limitation. Prelim. Resp. 43. For 

example, as explained above, Petitioner's analysis of the "all traffic" 

limitation also mentions "ingress and egress filtering" and the use of 

"blocklists" by Jungck's fifth embodiment.4 Pet. at 43-44 ( citing Ex. 1051 

il 269). Specifically, Petitioner's complete contention is that: 

Jungck discloses device 900, coupled to network 100 (e.g., 
upstream network l00A and downstream network l00B), which 
includes primary processing elements 904A and 904B that "may 
be consolidated into a single processing element." Jungck, 
[0266], [0268]. Elements 904A/904B perform "ingress and 
egress filtering" on packets entering (i.e., ingress) and leaving 
(i.e., egress) the protected network. Jungck, [0269]. Device 900 
maintains "block lists" that include a range of network addresses 
of upstream and downstream network devices. Jungck, [0269]. 
The network addresses of incoming packets are compared to the 
"block lists" and filtered out of the packet stream if they are "out 
of range." Jungck, [0269]. A POSITA would have understood 
that all packets entering or leaving the protected network would 
be compared against the blocklists ( or another rule) to "ensur[ e] 
that packets arriving from a particular portion of the network 
actually came from that portion of the network," or at minimum 
would have found that to have been obvious, because applying 
filtering rules to all packets entering and leaving a network was 
well-known, and a POSITA would have been motivated to apply 
filtering rules to all such packets to prevent malicious intrusions 
into the network, and to block devices inside the network from 
accessing known malicious sites or devices outside of the 
network. Jungck, [ 0269]; Madisetti, 'jf,123 8-241. 

4 We note that Petitioner does not cite to the fifth embodiment to meet the 
"entire boundary" limitation. See Pet. 3 7-41. 
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Id. 

Patent Owner argues the discussion quoted above regarding device 

900 is untethered to the claim language and only describes filtering packets 

within network 100, and not traversing any network boundary. Prelim. 

Resp. 43 (citing Ex. 1051 ,r,r 108,112,269, Fig. 9). Patent Owner also 

argues that paragraph 269 from Jungck, cited by Petitioner, merely discusses 

filtering packets by a single device ("device 900") that "intercept[s] and 

process[ es]" all packets that the device happens to receive, not "all packets 

entering and leaving" Jungck's network as a whole. Id. at 43 (citing 

Ex. 1051 ,I,I 266,268). We agree with both arguments.5 The discussion of 

device 900 above is not tied to the rules and filtering done by the edge 

servers on which Petitioner relies. 

iii. Petitioner's Reliance on "All Traffic" Being "Well 
Known" is Insufficient 

We find Petitioner's discussion of device 900 quoted above appears to 

be presented as support for the proposition that "applying filtering rules to 

all packets entering and leaving a network" was "well-known." Pet. 44 

( citing Ex. 1051 ,r 269). In further support of that proposition, Petitioner 

states also that "POSIT A would have been motivated to apply filtering rules 

to all such packets to prevent malicious intrusions into the network, and to 

block devices inside the network from accessing known malicious sites or 

devices outside of the network." Id. We are not persuaded by this 

contention. 

5 We find not that Petitioner fails to provide a rationale to combine or 
motivation to combine, but rather that Petitioner fails to explain sufficiently 
how device 900 relates to the specific limitations of the claims. 
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Whether or not this was known as a general proposition does not 

address reasons why Jungck's traffic appears to bypass the edge servers 

upon which Petitioner relies and why a person of ordinary skill would have 

modified Jungck's operation to apply its rules to all traffic or why a person 

of ordinary skill would have modified Jungck's operation to use device 900 

instead of the edge servers and what effect that would have on the rest of the 

operation of Jungck. Also, Petitioner does not rely on device 900 to meet 

the "entire boundary" limitation. See Pet. 37-41. 

Petitioner also appears to rely on its declarant who testifies it was 

well-known to block all incoming traffic. Fintiv Reply ( citing Ex. 1004 

[Declaration of Dr. Vijay Madisetti] ,r,r 72-73). Nevertheless, this section of 

the Declaration was not cited in the Petition but rather is referred to 

indirectly in a portion of the Declaration which is cited in the Petition. Pet. 

44 (citing Ex. 1004 ,r 241). Paragraph 241 of the Declaration states "as 

discussed in Section IV, applying filtering rules to all packets entering and 

leaving a network was well-known," but does not refer to paragraphs 72 and 

73. As the Court of Appeals for the Seventh Circuit has explained, "[a] brief 

must make all arguments accessible to the judges, rather than ask them to 

play archaeologist with the record." DeSilva v. DiLeonardi, 181 F .3d 865, 

867 (7th Cir. 1999); see also United States v. Dunkel, 927 F.2d 955, 956 (7th 

Cir. 1991) ("Judges are not like pigs, hunting for truffles buried in briefs."). 

Additionally, paragraph 72 of the Declaration contains new argument 

regarding "firewall" and "standard networking practice" based on references 

(Bharali and Wood) not cited for that proposition in the Petition. Ex. 1004 

,r 72. We find the Petition improperly incorporates this section of the 

Declaration by reference because the basis of the "firewall" argument is not 
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explained sufficiently in the Petition. Cisco Systems, Inc., v. C-Cation 

Technologies, LLC, IPR2014-00454, Paper 12 at 8 (PTAB Aug. 29, 2014) 

(informative opinion) ( describing the proper course of action as "to not 

consider arguments that are not made in the Petition, but are instead 

incorporated by reference"). 

iv. Collateral Estoppel Does Not Apply 

1. Collateral Estoppel in the Petition 

Pe:titioner also SUiiests in conclusory fashion that collateral estoppel 

may apply to its contentions as to the "entire boundary" limitation (Pet. 38 

("Collateral estoppel applies. 1513 FWD, *19-33, *43, *45-47; 1443 FWD, 

*49-50, *52-54.")) and the "all traffic" limitation" (Pet. 41 ("Collateral 

estoppel applies. 1443 FWD, *13-18, *42, *49-50, *52-54; 1444 FWD, *13-

19, *42.")). 

Our reviewing court has held that "[ c ]ollateral estoppel protects a 

party from having to litigate issues that have been fully and fairly tried in a 

previous action and adversely resolved against a party-opponent." Nestle 

USA, Inc. v. Steuben Foods, Inc., 884 F.3d 1350, 1351-1352 (Fed. Cir. 

2018) (quoting Ohio Willow Wood Co. v. Alps S., LLC, 735 F.3d 1333, 1342 

(Fed. Cir. 2013)). "It is well established that collateral estoppel, also known 

as issue preclusion, applies in the administrative context." MaxLinear, Inc. 

v. CF CRESPE LLC, 880 F.3d 1373, 1376 (Fed. Cir. 2018) (citations 

omitted); Webpower, Inc. v. WAG ACQUISITION, LLC, Case IPR2016-

01239, Paper 21 at 26-28 (PTAB Dec. 26, 2017). 

"Issue preclusion [i.e., collateral estoppel] is appropriate only if: (1) 

the issue is identical to one decided in the first action; (2) the issue was 

actually litigated in the first action; (3) resolution of the issue was essential 
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to a final judgment in the first action; and (4) plaintiff had a full and fair 

opportunity to litigate the issue in the first action." In re Freeman, 30 F.3d 

1459, 1465 (Fed. Cir. 1994); see also MaxLinear, Inc., 880 F.3d at 1377 

(citing Blonder-Tongue Labs., Inc. v. Univ. of Illinois Found., 402 U.S. 313, 

91 S. Ct. 1501, 28 ~.Ed. 2d 788 (1971) (finding collateral estoppel applies to 

a patentee who had a full and fair opportunity to litigate the validity of a 

patent in a prior federal case.)). 

Patent Owner points out that the claims at issue in IPR2018-01443, 

1444, 1513 ("prior IPRs") did not include the "entire boundary" or "all 

traffic" limitations. Prelim. Resp. 26-27, 32, 44. We agree. 

Collateral estoppel does not apply because there are differences between the 

claim limitation at issue here and the adjudicated claim limitations at issue in' 

the prior IPRs. See In re Freeman, 30 F.3d at 1465; accord MaxLinear, Inc., 

880 F.3d at 1377-1378; cf In re Arunachalam, 709 F. App'x 699, 702 (Fed. 

Cir. 2017) (unpublished) (finding collateral estoppel applies to an 

adjudicated claim that is not "materially different" than the adjudicated 

claims). 

To the extent that Petitioner has some theory why a prior proceeding 

regarding a different patent with different claim limitations would be 

considered a proper basis for collateral estoppel, Petitioner should have 

explained that theory in its Petition - a mere string citation is insufficient. 

See, e.g., Trading Techs. Int'/, Inc. v. IBG LLC, 921 F.3d 1378, 1385 (Fed. 

Cir. 2019) (holding that a conclusory assertion with no analysis was not 

adequately developed); Novartis AG v. Torrent Pharms., 853 F.3d 1316, 

1326 n.2 (Fed. Cir. 2017) (finding that an argument presented in one 

conclusory sentence and a string cite was "far from sufficient to raise a 
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meaningful challenge" and "amount[ ed] to little more than a request that the 

Board peruse the cited evidence and piece together a coherent argument on 

Novartis' behalf'). 

2. Collateral Estoppel in the Fintiv Reply 

In its Reply to Patent Owner's arguments regarding discretionary 

denial under§ 314(a), Petitioner responds to Patent Owner's argument that 

the Petition fails to show that Jungck meets the "entire boundary" and "all 

traffic" limitations. Fintiv Reply 8-9.6 As an initial matter, we note that our 

authorization of a responsive brief regarding Fintiv is not an invitation to 

respond to all issues on the merits raised in a Patent Owner preliminary 

response. Also, Petitioner's Fintiv Reply does not relieve it of the burden of 

explaining sufficiently its contentions, including contentions based on 

collateral estoppel, in its Petition. "In an IPR, the petitioner has the 

burden from the onset to show with particularity why the patent it challenges 

is unpatentable." Harrnonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1363 

(Fed. Cir. 2016). 

Nevertheless, we address Petitioner's Fintiv Reply arguments here. 

Petitioner asserts "as the Board previously found, Jungck 'broadly teach[es] 

protecting entire networks' such that the 'edge servers located at the POPs 

6 Petitioner argues that Patent Owner "incorrectly suggest[ s] that an edge 
cache necessarily bypasses the edge server 'in the event that there is a cache 
miss." Fintiv Reply. 8-9 (citing Prelim. Resp. 34 (citing Ex. 1051, 96, 
112)). Patent Owner does not rely solely on the cache miss but, as explained 
above, relies on Figure 6 and other disclosures including Ex. 1051 ,r 95 to 
show that the edge caches bypass the edge servers. We do not rely on Patent 
Owner's cache miss argument, but rather we rely on the other arguments 
cited above. Petitioner does not address Figure 6, Ex. 1051 ,r 95, or the 
other arguments Patent Owner makes. 
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are ... capable of 'intercept[ing] all network traffic,"' citing the Final 

Written Decision in the '1513 IPR ("'1513 FWD"). Fintiv Reply 8 (citing 

Ex. 1012, 24, 29). Thus, according to Petitioner, "Jungck teaches providing 

'an entire interface' that protects entire networks by filtering 'all network 

traffic."' Id. We examine the '1513 FWD's discussion of the "entire 

network" and "all traffic" limitations, respectively, below. 

We begin with the limitation of "an entire interface across a boundary 

of a network protected by the packet security gateway." In the '1513 IPR, 

Patent Owner argued "Jungck only protects 'subscribing servers,' i.e., 

servers that pay a fee for protection, and not other, non-subscribing servers 

on the network." Ex. 1012 ['1513 FWD], 23. The Board found, however, 

"Patent Owner does not sufficiently explain how the claim language and 

intrinsic record support its view that protecting only subscribing servers in a 

network is excluded from the scope of claim 1 ... Petitioner need only show 

that Jungck teaches ur suggests a network protected by a plurality of 

devices." Id. at 23-24. Only after making this determination does the Board 

suggest that "omitting restrictions based on subscriptions is simpler and 

advantageously protects the entire network." Id. at 24. 

Thus, although the Board referenced the term "entire network," it was 

not necessary for the ultimate finding of non-obviousness because the Board 

had already declined to adopt Patent Owner's claim construction. In re 

Freeman; 30 F.3d at 1465 (collateral estoppel applies to issues the 

"resolution of [which] was essential to a final judgment in the first action"). 

For that reason, collateral estoppel does not apply and the statement relied 

on by the Petition was arguably dicta. Additionally, the pages cited by 
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Petitioner do not address the relationship between edge servers and edge 

cache which is at issue in this IPR. 

In the '1513 FWD, the Board also stated the edge servers located at 

the POPs are described as capable of "intercept[ing] all network traffic 

flowing between the POPs 114, 116 and the network 100." Ex. 1012 [' 1513 

FWD], 29 (citing IPR2018-01513, Ex.10081107 [Jungck]). As an initial 

matter, the text portion of Jungck cited and relied on in the '1513 FWD 

actually states "service providers 118, 120 each include an edge server 

602A, 602B and an edge cache 604A, 604B coupled with the routing 

equipment 206 of the service providers 118, 120 so as to be able to intercept 

all network traffic" and, thus, the '1513 IPR does not address the issue in 

this case regarding the distinction between the operation of the edge server 

and edge cache. Ex. 1051 1 107 ( emphasis added). 

Additionally, because the issue in the '1513 FWD was simply whether 

the claimed boundary existed in Jungck between the protected network and 

one or more other networks, so the Board did not need to determine whether 

all traffic goes through the edge servers to reach a decision on obviousness. 

Ex. 1012 [' 1 513 FWD], 29; In re Freeman, 3 0 F .3d at 1465 ( collateral 

estoppel applies to issues the "resolution of [ which] was essential to a final 

judgment in the first action"). For that reason, collateral estoppel does not 

apply and the reference to "all network traffic" was arguably dicta. 

In its Fintiv Reply, Petitioner also asserts "PO does not even address 

the evidence that it was well-known to filter both inbound and outbound 

traffic." Fintiv Reply 9 (citing Pet. 43-44; Ex. 10041172-73, 238-241). As 

noted above, Patent Owner does respond to the "well-known" argument and 

we are persuaded by Patent Owner's response. Petitioner also cites to 
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portions of the Declaration (Ex. 1004 ,r,r 72-73) to support the "well-known" 

argument. Id. However, as explained above, those paragraphs of the 

Declaration are not cited or explained in the Petition. Id. 

c. Summary of Claim 1 

In sum, Petitioner does not explain how the edge cache devices 

contribute or detract from Jungck's ability to teach or suggest the "entire 

boundary" and "all traffic" limitations of the challenged claims. The 

evidenc.e of rltwic.e 900 and claims of collateral estoppel do not remedy this 

deficiency. In the absence of such evidence, Petitioner has failed to 

"identif[y], in writing and with particularity, ... the evidence that supports 

the grounds for the challenge." See Intelligent Bio-Sys., Inc. v. lllumina 

Cambridge Ltd., 821 F.3d 1359, 1369 ("It is of the utmost importance that 

petitioners in the IPR proceedings adhere to the requirement that the initial 

petition identify 'with particularity' the 'evidence that supports the grounds 

for the challenge to each claim."') (quoting 35 U.S.C. § 312(a)(3)); 37 

C.F.R. § 42.104(b). For the reasons above, Petitioner has not shown 

sufficiently that the combination of Jungck and Wood meets the limitation of 

"[a] method of filtering packets at a packet security gateway, of a plurality 

of packet security gateways that collectively provide an entire interface 

across a boundary of a network protected by the packet security gateway ... 

comprising: a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary." 

d. Independent Claims 8, 15, and 21 and Dependent Claims 
2-7, 9-14, 16-20.. 22-27 

Petitioner asserts that Jungck and Wood teach the limitations of 

independent claims 8, 15, and 21 and dependent claims 2-7, 9-14, 16-20, 

22-27. These claims also recite the "entire boundary" and "all traffic" 
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limitations and thus, for the same reasons as above, Petitioner has not 

demonstrated a reasonable likelihood of success in establishing the 

unpatentability of any of independent claims 1, 8, 15, and 21, and claims 2-

7, 16-20, and 22-27 which depend therefrom, as having been obvious over 

Jungck and Wood. 

E. Obviousness of Claims over Jungck, Sarathy, and Wood 

Petitioner asserts that claims 1-27 art: unpatentable under 35 U.S.C. 

§ 103(a) as obvious over Jungck, Sarathy, and Wood. Pet. 6. To support its 

contentions, Petitioner provides explanations as to how the prior art 

allegedly teaches each claim limitation. Id. at 65 68. 

Petitioner's contentions that Jungck, Sarathy, and Wood teach the 

limitations of independent claims 8, 15, and 21 and dependent claims 2-7, 

9-14, 16-20, 22-27 do not cure the deficiencies discussed above as to the 

"entire boundary" and "all traffic" limitations. Thus, for the same reasons as 

above, Petitioner has not demonstrated a reasonable likelihood of success in 

establishing the unpatentability of any of independent claims 1, 8, 15, and 

21, and claims 2-7, 16-20, and 22-27 which depend therefrom, as having 

b~en obvious over Jungck, Sarathy, and Wood. 

F. Summary 

For the foregoing reasons, we determine that Petitioner has not 

demonstrated a reasonable likelihood of success in establishing the 

unpatentability of any of independent claims 1, 8, 15, and 21, and claims 2-

7, 16-20, and 22-27 which depend therefrom, on the obviousness grounds 

asserted in the Petition. 
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G. Discretionary Denial Under 35 USC.§ 314(a) and/or 325(d) 

Because we deny institution upon consideration of the merits of 

Petitioner's challenges, we need not address Patent Owner's arguments that 

we should exercise our discretion under 35 U.S.C. § 314(a) and/or§ 325(d) 

to deny institution. 

II. CONCLUSION 

Petitioner has n_ot demonstrated a reasonable likelihood of prevailing 

with respect to any of claims 1-27 of the '266 patent under any of the 

proffered grounds. 

III.ORDER 

For the reasons given, it is: 

ORDERED that, pursuant to 35 U.S.C. § 314(a), an inter partes 

review is not instituted for claims 1-27 of U.S. Patent No. 10,785,266 B2. 
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Application No. 16/728,766 Docket No.: 007742.00151 \US 
Amendment and Reply to Office Action of April 16, 2020 

AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims: 

1. (Currently Amended) A method of filtering packets at a packet security gateway, of a 

plurality of packet security gateways that collectively provide an entire interface across a 

boundary of a network protected by the packet security gateway and one or more networks other 

than the network protected by the packet security gateway, the method comprising: 

receiving, by the packet security gateway and from a security policy management 

server external from the network protected by the packet security gateway, a dynamic 

security policy comprising a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary, wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 
... •·"""'•,, 

management server based on aggregated malicious traffic informat~n.,_ r~~eived 
,,.._.._,,.,,. ..... 

from at least one third party malicious host tracker service located in the one or 

more networks other than the network protected by the packet security gateway, 

that comprises network addresses that have been determined, by the at least one 

third party malicious host tracker service, to be associated with malicious network 

traffic; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for the 

2 
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dynamic security policy from the security policy management server, wherein the 

updated second set of packet filtering rules comprises an update to the one or more first 

packet filtering rules created or altered by the security policy management server based 

on updated malicious traffic information received from the at least one third party 

malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by performing 

at least one packet transformation function specified by at least one packet filtering rule 

of the second set of packet filtering rules on the second portion of packets. 

2. (Currently Amended) The method of claim 1, wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically created or 

altered by the security policy management server comprises at least one of the one or more 

network addresses indicated by the malicious traffic infonnation. 

3. (Currently Amended) The method of claim 1, wherein the at least one third party 

malicious host tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic. 

4. (Currently Amended) The method of claim 1, wherein the malicious traffic infonnation 

comprises a list ofone or more network addresses were associated, by a subscription service, with 

malicious network trafficknovm to be associated 'Nith malicious netv,rork traffic. 

5. (Original) The method of claim 1, wherein at least one packet transformation function 

comprises a network protective action. 

6. (Original) The method of claim 1, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

3 
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performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

7. (Original) The method of claim 1, wherein one or more packet filtering rules of the first 

set of packet filtering rules specify a packet transformation function other than forwarding or 

dropping the corresponding packets. 

8. (Currently Amended) A packet security gateway, of a plurality of packet security 

gateways that collectively provide an entire interface across a boundary of a network protected 

by the packet security gateway and one or more networks other than the network protected by the 

packet security gateway, comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

packet security gateway to: 

receive, from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set 

of packet filtering rules to be applied to all network traffic traversing the boundary, 

wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information.,_ received 

from at least one third party malicious host tracker service located in the one or 

more networks other than the network protected by the packet security gateway, 

that comprises network addresses that have been determined, by the at least one 
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third party malicious host tracker service, to be associated with malicious network 

traffic; 

perform, on a packet by packet basis, packet filtering on a first portion of packets 

corresponding to network traffic traversing the boundary via the packet security gateway 

based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receive, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from the 

security policy management server, wherein the updated second set of packet filtering 

rules comprises an update to the one or more first packet filtering rules created or altered 

by the security policy management server based on updated malicious traffic information 

received from the at least one third party malicious host tracker service; and 

perform, on a packet by packet basis, packet filtering on a second portion of the 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the updated second set of packet filtering rules by performing at least 

one packet transformation function specified by at least one packet filtering rule of the 

second set of packet filtering rules on the second portion of packets. 

9. (Currently Amended) The packet security gateway of claim 8, wherein the at least one 

packet matching criterion corresponding to the one or more first packet filtering rules 

automatically created or altered by the security policy management server comprises at least one 

of the one or more network addresses indicated by the malicious traffic infonnation. 

10. (Currently Amended) The packet security gateway of claim 8, wherein the at least one 

third party malicious host tracker service comprises a subscription service that aggregates 

information associated with malicious network traffic. 

11. (Currently Amended) The packet security gateway of claim 8, wherein the malicious 

traffic infonnation comprises a list ofone or more network addresses were associated, by a 
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subscription service, with malicious network trafficknovm to be associated ,.vith malicious 

nehvork traffic. 

12. (Original) The packet security gateway of claim 8, wherein at least one packet 

transformation function comprises a network protective action. 

13. (Original) The packet security gateway of claim 8, wherein the instructions further cause 

the packet security gateway to: 

receive packets in a network layer transparent manner using an interface that is not 

addressed at the network layer; and 

perform the at least one packet transformation function specified by at least one packet 

filtering rule of the first set of packet filtering rules on the first portion of packets at the network 

layer. 

14. (Original) The packet security gateway of claim 8, wherein one or more packet filtering 

rules of the first set of packet filtering rules specify a packet transformation function other than 

forwarding or dropping the corresponding packets. 

15. (Currently Amended) One or more non-transitory computer readable media storing 

instructions that, when executed by at least one processor, cause a packet security gateway, of a 

plurality of packet security gateways that collectively provide an entire interface across a 

boundary of a network protected by the packet security gateway and one or more networks other 

than the network protected by the packet security gateway, to perform steps comprising: 

receiving, from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set 

of packet filtering rules to be applied to all network traffic traversing the boundary, 

wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 
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one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 
,,,,...,, 

management server based on aggregated malicious traffic informai(~n.,_ res~ved 
, .... ,,.,,..,..,,..,.,, ... 

from at least one third party malicious host tracker service located in the one or 

more networks other than the network protected by the packet security gateway, 

that comprises network addresses that have been determined, by the at least one 

third party malicious host tracker service, to be associated with malicious network 

traffic; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from the 

security policy management server, wherein the updated second set of packet filtering 

rules comprises an update to the one or more first packet filtering rules created or altered 

by the security policy management server based on updated malicious traffic information 

received from the at least one third party malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by performing 

at least one packet transformation function specified by at least one packet filtering rule 

of the second set of packet filtering rules on the second portion of packets. 

16. (Currently Amended) The computer readable media of claim 15, wherein the at least one 

packet matching criterion corresponding to the one or more first packet filtering rules 

automatically created or altered by the security policy management server comprises at least one 

of the one or more network addresses indicated by the malicious traffic infonnation. 
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17. (Currently Amended) The computer readable media of claim 15, wherein the at least one 

third party malicious host tracker service comprises a subscription service that aggregates 

information associated with malicious network traffic, and wherein the malicious traffic 

information com-prises a list ofone or more network addresses were associated, by a subscription 

service, with malicious network trafficknovm to be associated ,.vith malicious netv,rork traffic. 

18. (Original) The computer readable media of claim 15, wherein at least one packet 

transformation function comprises a network protective action. 

19. (Original) The computer readable media of claim 15, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

20. (Original) The computer readable media of claim 15, wherein one or more packet 

filtering rules of the first set of packet filtering rules specify a packet transformation function 

other than forwarding or dropping the corresponding packets. 

21. (Currently Amended) A method of filtering packets at a packet security gateway 

configured for protection of a network and associated with a security policy management server 

external from the network, the method comprising: 

receiving, by the packet security gateway, a dynamic security policy comprising a 

first set of packet filtering rules from the security policy management server, wherein 

each packet filtering rule of the first set of packet filtering rules comprises at least one 

packet matching criterion and a corresponding packet transformation function, and 

wherein one or more first packet filtering rules of the first set of packet filtering rules 

comprise packet matching criteria corresponding to one or more network addresses and 
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were automatically created or altered by the security policy management server based on 

aggregated malicious traffic informati~~:--~~~ived from at least one third party malicious 
, ............... ,-•'-' 

host tracker service located in the one or more networks other than the network protected 

by the packet security gateway, that comprises network addresses that have been 

determined, by the at least one third party malicious host tracker service, to be associated 

with malicious network traffic; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet security gateway based on 

the first set of packet filtering rules by performing at least one of multiple packet 

transformation functions specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for the 

dynamic security policy from the security policy management server, wherein the 

updated second set of packet filtering rules comprises an update to the one or more first 

packet filtering rules created or altered by the security policy management server based 

on updated malicious traffic information received from the at least one third party 

malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets associated with the network protected by the packet security gateway based 

on the updated second set of packet filtering rules. 

22. (Currently Amended) The method of claim 21, wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically created or 

altered by the security policy management server comprises at least one of the one or more 

network addresses indicated by the malicious traffic infonnation. 

23. (Currently Amended) The method of claim 21, wherein the at least one third party 

malicious host tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic. 
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24. (Currently Amended) The method of claim 21, wherein the malicious traffic infonnation 

comprises a list ofone or more network addresses were associated, by a subscription service, with 

malicious network trafficknovm to be associated ,,vith malicious neti.vork traffic. 

25. (Original) The method of claim 21, wherein at least one packet transformation function 

comprises a network protective action. 

26. (Original) The method of claim 21, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

27. (Original) The method of claim 21, wherein one or more packet filtering rules of the first 

set of packet filtering rules specify a packet transformation function other than forwarding or 

dropping the corresponding packets. 

10 
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Electronic Patent Application Fee Transmittal 

Application Number: 16728766 

Filing Date: 27-Dec-2019 

Title of Invention: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

First Named Inventor/Applicant Name: Steven Rogers 

Filer: Kirk Allen Sigmon/MARIAMA SEASAY 

Attorney Docket Number: 007742.00151 \US 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 2501 1 500 500 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 500 
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Electronic Acknowledgement Receipt 

EFSID: 40339565 

Application Number: 16728766 

International Application Number: 

Confirmation Number: 8018 

Title of Invention: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

First Named Inventor/Applicant Name: Steven Rogers 

Customer Number: 22907 

Filer: Kirk Allen Sigmon/MARIAMA SEASAY 

Filer Authorized By: Kirk Allen Sigmon 

Attorney Docket Number: 007742.00151 \US 

Receipt Date: 20-AUG-2020 

Filing Date: 27-DEC-2019 

Time Stamp: 14:35:04 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $500 

RAM confirmation Number E20208JE40135131 

Deposit Account 190733 

Authorized User MARI AMA SEASA Y 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) Keysight Technologies Ex. 1002 
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37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

37556 

1 Issue Fee Payment (PTO-85B) 
lssue_Fee_ Transmittal_207052 

no 1 
05.pdf 

4a647fec5bad2f806fd8ad8ae25be5a9eb5a 
ce98 

Warnings: 

Information: 

17844 
USAN_ 16_728766_Comments_ 

2 Miscellaneous Incoming Letter on_Statement_of_Reasons_for no 1 
_Allowance_20705179.pdf 548d434ba9c64b52c618dd37b4e0f9081 Oa 

d2765 

Warnings: 

Information: 

30353 

3 Fee Worksheet (5B06) fee-info.pdf no 2 
3 26e 7b90c4 56d 2ab209b05 3f9c3 7 cb466 7f 

Odc82 

Warnings: 

Information: 

Total Files Size (in bytes) 85753 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PART B-FEE(S) TRANSMITTAL 

Complete and send this form, together with the applicable fee(s), by mail or fax, or via EFS-Web. 

I 

I 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria VA22313-1450 

By fax, send to: (571) 273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where appropriate. 
All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless 
corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee 
notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

BANNER & WITCOFF, LTD. 
1100 13th St. NW 
STE 1200 
Washington, DC 20005 

APPLICATION NO I FILING DATE 

16/728,766 I 12/27/2019 

I FIRST NAMED INVENTOR 

I Steven Rogers 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 

papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to the 
USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

I ATTORNEY DOCKET NO I CONFIRMATION NO 

I 007742.00151 \US I 8018 

TITLE OF INVENTION: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

APPLN:TYPE ENTITY STATUS 

nonprovisional SMALL 

EXAMINER 

K. W. Chang 

ISSUE FEE DUE 

$500.00 
PUBLICATION FEE DUE 

ART UNIT 

2438 

PREY. PAID ISSUE FEE 

CLASS-SUBCLASS 

726-010 

TOTAL FEE(S) DUE DATEDUE 

$500.00 11/04/2020 

1. Change of correspondence address or indication of "Fee 
Address" (37 CFR 1.363) 

2. For printing on the patent front page, list 

(1) The names ofup to 3 registered patent attorneys 
or agents OR, alternatively, 

1. Banner & Witcoff, Ltd. 

□ Change of correspondence address ( or Change of 
Correspondence Address form PTO/SB/122) attached. 

□ "Fee Address" indication (or "Fee Address" Indication 
form PTO/SB/47; Rev 03-09 or more recent) 
attached. Use of a Customer Number is required. 

(2) The name of a single firm (having as a member 
a registered attorney or agent) and the names of 
up to 2 registered patent attorneys or agents. If 
no name is listed, no name will be printed. 

2. 

3. 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PIEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been 
previously recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.Sl(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

Centripetal Networks, Inc. 

(B) RESIDENCE: (CITY and STATE or COUNTRY) 

Portsmouth, New Hampshire 
Please check the appropriate assignee category or categories ( will not be printed on the patent): D Individual ~ Corporation or other private group entity D Government 

4a. Fees Submitted: ~ Issue Fee D Publication Fee (if required) D Advance Order - # of Copies 

4b. Method of Payment (Please first reapply any previously paid fee shown above): 

~ Electronic Payment via EFS-Web D Enclosed check D Non-electronic payment by credit card (Attach form PTO-2038) 

~ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 19-0733 

5. Change of Entity Status (from status indicated above) 

D Applicant certifying micro entity status. See 37 CFR 1.29. 

D Applicant asserting small entity status. See 37 CFR 1.27. 

D Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid Certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue fee 
payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken as 
a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken as a notification of loss of entitlement to small or micro entity 
status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature 

Typed or printed name 

/Kirk A. Sigmon/ 

Kirk A. Sigmon 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 

20704664 

0MB 0651-0033 

Date August 20, 2020 

Registration No. 76,326 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

EXAMINER 
22907 7590 08/04/2020 

BANNER & WITCOFF, LTD. CHANG, KENNETH W 

1100 13th STREET, N.W. 
SUITE 1200 ART UNIT PAPER NUMBER 

WASHINGTON, DC 20005-4051 2438 

DA TE MAILED: 08/04/2020 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

16/728,766 12/27/2019 Steven Rogers 007742.00151\US 8018 

TITLE OF INVENTION: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $500 $0.00 $0.00 $500 11/04/2020 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

22907 7590 08/04/2020 

BANNER & WITCOFF, LTD. 
1100 13th STREET, N.W. 
SUITE 1200 
WASHINGTON, DC 20005-4051 

APPLICATION NO. FILING DATE 

16/728,766 12/27/2019 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Steven Rogers 007742.00151\US 8018 

TITLE OF INVENTION: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $500 

EXAMINER ART UNIT 

CHANG, KENNETH W 2438 

1. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

726-010000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$500 11/04/2020 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: □Issue Fee □Publication Fee (if required) □Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR 

16/728,766 12/27/2019 Steven Rogers 

22907 7590 08/04/2020 

BANNER & WITCOFF, LTD. 
1100 13th STREET, N.W. 
SUITE 1200 
WASHINGTON, DC 20005-4051 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

007742.00151\US 8018 

EXAMINER 

CHANG, KENNETH W 

ART UNIT PAPER NUMBER 

2438 

DA TE MAILED: 08/04/2020 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
16/728,766 
Examiner 
Kenneth W Chang 

Applicant(s) 
Rogers et al. 

Art Unit I AIA (FITF) Status 
2438 No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to the filing on 07/16/2020. 

D A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-27. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
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1. This Notice and Reasons for Allowance is in response to applicants' amendment 

and remarks filed on 07/16/2020. Claims 1-4, 8-11, 15-17, and 21-24 have been 

amended. Claims 1-27 are currently pending and have been considered as follows. 

2. The text of those sections of Title 35 U.S. Code not included in this section can 

be found in the prior office action. 

3. The prior office actions are incorporated herein by reference. In particular, the 

observations with respect to claim language, and response to previously presented 

arguments. 

4. The present application is being examined under the pre-AIA first to invent 

provisions. 

Information Disclosure Statement 

5. The information disclosure statement (IDS) submitted on 07/10/2020 has been 

placed in the application file, and the information referred therein has been considered 

as to the merits. 

Allowable Subject Matter 

6. Claims 1-27 are allowed. 

Examiner's Statement for Reasons of Allowance 

7. The following is an examiner's statement of reasons for allowance: 

In interpreting the currently amended claims in light of the specification, the 

Examiner finds the claimed invention to be patentably distinct from the prior art of 

record. 
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amendment and remarks filed on 07/16/2020 which are persuasive and the telephone 

interview conducted on 07/14/2020. Claims 2-7, 9-14, 16-20, and 22-27 depend upon 

respective independent claims above and are allowed by virtue of their dependencies. 

Although, the closest prior art found Jalava et al. (US 20030118038 A1) 

discloses "A personalized firewall or other network gateway is provided by a 

method of matching a data packet to a rule in a network gateway having a rule 

base. One or more identification values are determined (302) on the basis of the 

data packet and property value(s) associated with said one or more identification 

values are queried (304) and received from a property server. The property 

value(s) describe for example allowed connections and services for an entity 

associated with the identification value(s). The property value(s) are compared 

(306) to at least one rule in the rule base, said at least one rule comprising 

property value(s) and an action, and the action defined in said at least one rule is 

taken (310), if said property value(s) of the rule match corresponding property 

value(s) associated with said one or more identification values" [Abstract]), 

None of the prior art of record teaches individually or in combination the 

particular limitations listed below [emphasis added] as recited in applicants' amended 

independent claims: 

- [Claim 1] "one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information. 
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received from at least one third party malicious host tracker service located 

in the one or more networks other than the network protected by the packet 

security gateway. that comprises network addresses that have been 

determined. by the at least one third party malicious host tracker service. 

to be associated with malicious network traffic"; 

- [Claim 1] "wherein the updated second set of packet filtering rules 

comprises an update to the one or more first packet filtering rules created 

or altered by the security policy management server based on updated 

malicious traffic information received from the at least one third party 

malicious host tracker service"; 

- [Claim 8] "one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information. 

received from at least one third party malicious host tracker service located 

in the one or more networks other than the network protected by the packet 

security gateway. that comprises network addresses that have been 

determined. by the at least one third party malicious host tracker service. 

to be associated with malicious network traffic"; 

- [Claim 8] "wherein the updated second set of packet filtering rules 

comprises an update to the one or more first packet filtering rules created 

or altered by the security policy management server based on updated 
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malicious traffic information received from the at least one third party 

malicious host tracker service"; 

- [Claim 15] "one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic informations 

received from at least one third party malicious host tracker service located 

in the one or more networks other than the network protected by the packet 

security gateway. that comprises network addresses that have been 

determined. by the at least one third party malicious host tracker service. 

to be associated with malicious network traffic"; 

- [Claim 15] "wherein the updated second set of packet filtering rules 

comprises an update to the one or more first packet filtering rules created 

or altered by the security policy management server based on updated 

malicious traffic information received from the at least one third party 

malicious host tracker service"; 

- [Claim 21] "one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information, 

received from at least one third party malicious host tracker service located 

in the one or more networks other than the network protected by the packet 

security gateway, that comprises network addresses that have been 
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determined, by the at least one third party malicious host tracker service, 

to be associated with malicious network traffic"; 

- [Claim 21] "wherein the updated second set of packet filtering rules 

comprises an updated second set of packet filtering rules comprises an 

update to the one or more first packet filtering rules created or altered by 

the security policy management server based on updated malicious traffic 

information received from the at least one third party malicious host 

tracker service". 

The closest prior art made of record and cited consisted of the following references. 

Baum et al. (US 6400707 81) disclosed a system and method for conducting a 

voice communication through a hybrid network which includes a packet internetwork, 

such as the Internet, connected to a circuit switched telephone network. The packet 

internetwork is connected to the switched telephone network through a static filter 

device, a packet switch, and a telephone network controlled gateway. A control 

processor is connected to the packet switch and to the filter device. The filter device 

generates a real time copy of call set up signaling dialog between the party requesting 

connection and the gateway which passes through or to the filter device. This duplicate 

of set up signaling is delivered from the filter device through the packet switch to the 

control processor. The control processor generates therefrom a filter device control 

signal which specifies the filter parameters derived from the set-up signaling dialog. This 

filter device control signal is delivered to the filter device and reconfigures the filter 

device to set filter parameters which are customized to the specific communication. The 

filter device thereupon filters the conversation stream of packetized voice. 
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Vaidya (US 6279113 81) disclosed a signature based dynamic network intrusion 

detection system (IDS) includes attack signature profiles which are descriptive of 

characteristics of known network security violations. The attack signature profiles are 

organized into sets of attack signature profiles according to security requirements of 

network objects on a network. Each network object is assigned a set of attack signature 

profiles which is stored in a signature profile memory together with association data 

indicative of which sets of attack signature profiles correspond to which network objects. 

A monitoring device monitors network traffic for data addressed to the network objects. 

Upon detecting a data packet addressed to one of the network objects, packet 

information is extracted from the data packet. The extracted information is utilized to 

obtain a set of attack signature profiles corresponding to the network object based on 

the association data. A virtual processor executes instructions associated with attack 

signature profiles to determine if the packet is associated with a known network security 

violation. An attack signature profile generator is utilized to generate additional attack 

signature profiles configured for processing by the virtual processor in the absence of 

any corresponding modification of the virtual processor. 

Sawada et al. (US 20020016858 A1) disclosed a packet communications 

apparatus comprising a plurality of network interfaces (NIFs), a learned address table, a 

packet forwarding unit (PFU) and a processor for directive packets to change state 

(PDPCS). The learned address table contains information for identifying a NIF through 

which to send a packet. The PFU selects a port through which to forward a packet by 

referring to the learned address table, according to the state of the NIFs, and forwards 

or discards a packet received from a user terminal. The PDPCS receives a packet 
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including a directive to change the state of a specific N IF to one of the connected state, 

disconnected state and stateless. The PDPCS changes the state of the specific NIF to 

one of the connected state, disconnected state and stateless, according to the directive 

in the packet. 

Jalava et al. (US 20030118038 A1) disclosed a method of matching a data 

packet to a rule in a network gateway having a rule base. One or more identification 

values are determined (302) on the basis of the data packet and property value(s) 

associated with said one or more identification values are queried (304) and received 

from a property server. The property value(s) describe for example allowed connections 

and services for an entity associated with the identification value(s). The property 

value(s) are compared (306) to at least one rule in the rule base, said at least one rule 

comprising property value(s) and an action, and the action defined in said at least one 

rule is taken (310), if said property value(s) of the rule match corresponding property 

value(s) associated with said one or more identification values. 

Talpade et al. (US 20040148520 A1) disclosed a sensor that examines the 

traffic entering the customer network for attack traffic. When an attack is detected, the 

sensor notifies an analysis engine within the ISP network to mitigate the attack. The 

analysis engine configures a filter router to advertise new routing information to the 

border and edge routers of the ISP network. The new routing information instructs the 

border and edge routers to reroute attack traffic and non-attack traffic destined for the 

customer network to the filter router. At the filter router, the attack traffic and non-attack 

traffic are automatically filtered to remove the attack traffic. The non-attack traffic is 

passed back onto the ISP network for routing towards the customer network. 
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Kang et al. (US 20050076227 A1) disclosed an in-line mode network intrusion 

detecting and preventing system coupled between a protection network and an external 

network, for detecting intrusion states between the networks and preventing the 

intrusion. The system comprises a first network processor unit for monitoring the 

packets communicated between the networks to collect various statistical data, and 

performing a packet filtering process according to a packet preventing rule and a packet 

sensing process according to a sensing rule; and a second network processor unit for 

checking payloads of the packets with reference to attack signatures to detect the attack 

states to one of the networks. 

Bhatnagar et al. (US 20060123481 A1) disclosed deep packet inspection that 

may be dynamically updated with patterns associated with malicious code, so that 

malicious code may be detected and blocked at the network level. As new threats are 

identified by a security service, new patterns may be created for those threats, and the 

new patterns may then be passed out onto the network in real time. The real time 

availability of patterns enables filter rules derived from the patterns to be applied by the 

network elements so that malicious code may be filtered on the network before it 

reaches the end users. The filter rules may be derived by security software resident in 

the network elements or may be generated by a filter generation service configured to 

generate network element specific filter rules for those network elements that are to be 

implemented as detection points on the network. 

Joshi et al. (US 20060262798 A1) disclosed an apparatus and method to isolate 

ports on layer 2 switches on the same VLAN to restrict traffic flow. The apparatus 

comprises a switch having said plurality of ports, each port configured as a protected 
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port or a non-protected port. An address table memory stores an address table having a 

destination address and port number pair. A forwarding map generator generates a 

forwarding map which is responsive to a destination address of a data packet. The 

method for isolating ports on a layer 2 switch comprises configuring each of the ports on 

the layer 2 switch as a protected port or a non-protected port. A destination address on 

an data packet is matched with a physical address on said layer 2 switch and a 

forwarding map is generated for the data packet based upon the destination address on 

the data packet. The data packet is then sent to the plurality of ports pursuant to the 

forwarding map generated based upon whether the ingress port was configured as a 

protected or nonprotected port. 

Lok (US 20070056038 A1) disclosed an intrusion protection system that fuses a 

network instrumentation classification with a packet payload signature matching system. 

Each of these kinds of systems is independently capable of being effectively deployed 

as an anomaly detection system. By employing sensor fusion techniques to combine 

the instrumentation classification approach with the signature matching approach, this 

provides an intrusion protection system that is capable of detecting both well known and 

newly developed threats while having a low false positive rate. 

SUH et al. (US 20080043739 A1) disclosed a network system using Mobile 

Internet Protocol (IP). The network system includes a correspondent node for 

transmitting a packet in which information passing a packet filter rule is included, and a 

packet filtering apparatus for determining whether an address included in information of 

the packet received from the correspondent node is identical to a destination address 

Keysight Technologies Ex. 1002 
Page 72 of 460



Application/Control Number: 16/728,766 
Art Unit: 2438 

Page 11 

stored in the packet filter rule, and determining whether to pass the packet according to 

the determination result. 

Friskney et al. (US 20080279196 A1) disclosed enabling differential forwarding 

in address-based carrier networks such as Ethernet networks. There is described a 

method of and connection controller for establishing connections (76, 77) in a frame­

based communications network comprising nodes (71-75 and 78) such as Ethernet 

switches. The connections are established by configuring, in various of the nodes, 

mappings for forwarding data frames, such as Ethernet frames. The mappings are from 

a combination of a) a destination (or source) address corresponding to a destination (or 

source) node (73) of the connection and b) an identifier, such as a VLAN tag. The 

mappings are to selected output ports of the various nodes. By using the combination of 

destination (or source) address AND identifier, the mappings enable data frames 

belonging to different connections (76, 77) to be forwarded differentially (ie forwarded 

on different output ports) at a node (75) despite the different connections having the 

same destination node. This enables flexibility in routing connections and the ability to 

perform traffic engineering. 

Haswell (US 20090150996 A1) disclosed embedding a programmable packet 

filter into an application to protect the application against malicious network packets are 

disclosed. Traditional packet filtering techniques to protect against malicious packets 

designed to exploit defects in applications, based on external packet filtering devices 

create a bottleneck in network traffic and present a large overhead cost. In addition, 

when security vulnerabilities in applications are discovered, traditional application 

updating methods lack a fast enough turn-around time to protect the application and 
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programmable packet filter into the application itself. The application can use the filter to 

discard malicious network packets. Furthermore, the filter can be updated via 

configuration files downloaded from the application vendor to update the application's 

embedded programmable packet filter without having to update the entire program code 

of the application. 

Ahn (US 20110055916 A1) disclosed a method including identifying at least one 

subset of rules and an ordered set of firewall packet filtering rules that defines a firewall 

policy such that the subset contains disjoint rules. Disjoint rules are defined as rules 

whose order can be changed without changing integrity of the firewall policy. Rules in 

the subset are sorted to statistically decrease the number of comparisons that will be 

applied to each packet that a firewall encounters. Packets are filtered at the firewall 

using the sorted rules in the subset by comparing each packet to each of the sorted 

rules in the subset until the packet is allowed or denied and ceasing the comparing for 

the packet in response to the packet being allowed or denied and thereby achieving 

sub-linear searching for packets filtered using the sorted rules in the subset. 

Zuk et al. (US 8009566 82) disclosed inspecting data packets in a computer 

network. One or more data packets through the network have associated header data 

and content. One method includes receiving a data packet, examining the data packet 

to classify the data packet including classifying the data packet using information 

included in the header and content, determining flow instructions for processing the 

packet based on both the header information and the content and processing of the 

packet using the flow instructions. 
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Jordan (US 8839417 81) disclosed a system configured to analyze a received 

network communication; determine, based on information above the data link layer of 

the received network communication, if the received network communication is to be 

handled by a service available on a network; and respond affirmatively to a device 

sending the network communication that the service is available on the network. If it is 

determined that the service is available on the network, the code is configured to cause 

a processor to route received network communication to a component within the 

network that is configured to provide the service. If it is determined that the service is 

not available on the network, the code is configured to cause a processor to route the 

received network communication to a predetermined network component configured to 

analyze and interact with the received network communication and to generate rules 

based on analysis and interaction with the received network communication. 

Bharali et al. (US 20140150051 A1) disclosed receiving a network policy that 

includes a domain name (e.g., the network policy can include a network security rule 

that is based on the domain name); and periodically updating Internet Protocol (IP) 

address information associated with the domain name by performing a Domain Name 

Server (DNS) query. In some embodiments, dynamic resolution of Fully Qualified 

Domain Name (FQDN) address objects in policy definitions includes dynamically 

performing a first local Domain Name Server (DNS) lookup for a first VSYS using a first 

DNS server on a first domain name for implementing a network policy based on the first 

domain name; dynamically performing a second local DNS lookup for a second VSYS 

using a second DNS server on the first domain name for implementing the network 

policy based on the first domain name; in which the network policy includes a network 
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security rule that is based on the first domain name, and the network policy includes a 

network security rule that is based on the second domain name. 

However, the prior art of record, taken by itself or in any combination, do not 

anticipate or make obvious the invention of the present application and in particular the 

claim features listed above. 

8. Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 

9. The prior art made of record and not relied upon is considered pertinent to 

applicants' disclosure. 

a. Xu et al., ("Source Address Filtering Firewall to Defend against 

Denial of Service Attacks", September 2004, IEEE 60th Vehicular 

Technology Conference, Vol. 5, pp. 3296-3300) 

b. Lyon (US 20140245421 A1) 

c. Sampath et al. (US 8738906 81) 

d. Stevens et al. (US 20150135325 A1) 

10. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Kenneth W Chang whose telephone number is 

(571 )270-7530. The examiner can normally be reached on Monday - Friday 9-5pm 

EST. 
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conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Taghi Arani can be reached on 571-272-3787. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see https://ppair­

my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

If you would like assistance from a USPTO Customer Service Representative or access 

to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000. 

/KENNETH W CHANG/ 
Primar Examiner, Art Unit 2438 

UNH!ED STATES. 
PATENT ANO !~,MJE.MARK CfFl~ 

07.28.2020 
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) AND (polic$5 or rule) AND gateway AND (secure 
or security)).CLM. 
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).CLM. 
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(address AND (malicious or malware or blacklist$9) 
AND (traffic or packet$5) AND service AND (filter$9 
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EAST Search History (Prior Art) 

H04L67/02.CPC. and (address with (malicious or malware or 
blacklist$9) with (traffic or packet$5) with service) same 
(filter$9) 

H04L63/0236.CPC. and (address with (malicious or malware or 
blacklist$9) with (traffic or packet$5) with service) same 
(filter$9) 

H04L63/0218.CPC. and (address with (malicious or malware or 
blacklist$9) with (traffic or packet$5) with service) same 
(filter$9) 

H04L63/0209.CPC. and (address with (malicious or malware or 
blacklist$9) with (traffic or packet$5) with service) same 
(filter$9) 
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(address with (malicious or malware or blacklist$9) with (traffic 
or packet$5) with service) same (filter$9) same (polic$9) 

(address with (malicious or malware or blacklist$9) with (traffic 
or packet$5) with service) same (filter$9) 

(address with (malicious or malware or blacklist$9) with (traffic 
or packet$5) with service) 

(malware or malicious) with (service or track$5) with (traffic or 
informat$9) and rule with packet with filter$9 with (creat$9 or 
updat$9 or alter$9 or generat$9 or new) 

(malware or malicious) with (traffic or packet) with (data or 
information or feedback) and rule with packet with filter$9 with 
(updat$9) 
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H04L63/0209.CPC. AND (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 same (packet or data or datagram or traffic) and 
(malicious or malware or attack$9 or intrusion or ddos or 
protect$9) and (server with (external or outside)) 

H04L63/20.CPC. AND (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 same (packet or data or datagram or traffic) and 
(malicious or malware or attack$9 or intrusion or ddos or 
protect$9) and (server with (external or outside)) 

("20080028467' I "20080043739' I "20080072307' I 
"20080077705" "20080080493" "20080086435" 
"20080101234" "20080163333" "20080201772" 
"20080229415" "20080235755" "20080279196" 
"20080301765" "20080313738" "20080320116" 
"20090028160" "20090138938" "20090144819" 
"20090150972" "20090172800" "20090222877" 
"20090240698" "20090262723" "20090262741" 
"20090300759" "20090328219" "20100011433" 
"20100011434" "20100082811" "20100095367" 
"20100107240" "20100115621" "20100132027" 
"20100195503" "20100199346" "20100202299" 
"20100211678" "20100232445" "20100242098" 
"20100268799" "20100296441" "20100303240" 
"20110055916" "20110055923" "20110088092" 
"20110141900" "20110154470" "20110185055" 
"20110214157" "20110270956" "20110277034" 
"20120023576" "20120084866" "20120106354" 
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"20120110656" "20120113987" "20120240135" 
"20120240185" "20120264443" "20120314617" 
"20120331543" "20130007257" "20130047020" 
"20130059527" "20130061294" "20130104236" 
"20130117852" "20130139236" "20130254766" 
"20130291100" "20130305311" "20140075510" 
"20140082204" "20140082730" "20140115654" 
"20140150051" "20140201123" "20140215561" 
"20140215574" "20140245423" "20140259170" 
"20140281030" "20140283004" "20140283030" 
"20140317397" "20140317737" "20140337613" 
"20140365372" "20140366132" "20150033336" 
"20150052601" "20150106930" "20150128274" 
"20150135325" "20150207809" "20150237012" 
"20150244734" "20150256431" "20150304354" 
"20150334125" "20150341389" "20150347246" 
"20150350229" "20150372977" "20150373043" 
"20160020968" "20160028751" "20160065611" 
"20160112443" "20160119365" "20160127417" 
"20160191558" "20160205069" "20160219065" 
"20160285706" "20160294870" "20160366099" 
"20170223046" "20170272469" "6098172" I "6147976" I 
"6226372" "6279113" "6317837" "6484261" "6611875" 
"6662235" "6678827" "6826694" "6907042" "6971028" 
"7089581" "7095716" "7107613" "7143438" "7152240" 
"7185368" "7215637" "7225269" "7227842" "7237267" 
"7263099" "7296288" "7299353" "7331061" "7478429" 
"7499412" "7539186" "7610621" "7684400" "7710885" 
"7721084" "7792775" "7814158" "7814546" "7818794" 
"7849502" "7913303" "7954143" "8004994" "8009566" 
"8037517" "8042167" "8117655" "8156206" "8176561" 
"8219675" "8271645" "8306994" "8307029" "8331234" 
"8422391" "8495725" "8510821" "8726379" "8789135" 
"8806638" "8832832" "8856926" "8935785" "9094445" 
"9124552" "9137205" "9154446" "9160713" I "9172627" 
"9419942" "9531672" I "9634911" "9686193").PN. 

("20010039579• I "20010039624' I ·20020016858' I 
"20020038339" "20020049899" "20020083345" 
"20020112188" "20020152209" "20020164962" 
"20020165949" "20020186683" "20020198981" 
"20030005122" "20030014665" "20030018591" 
"20030035370" "20030051026" "20030088787" 
"20030097590" "20030105976" "20030120622" 
"20030123456" "20030142681" "20030145225" 
"20030154297" "20030154399" "20030188192" 
"20030212900" "20030220940" "20040010712" 
"20040015719" "20040073655" "20040088542" 
"20040093513" "20040098511" "20040114518" 
"20040123220" "20040131056" "20040148520" 
"20040151155" "20040172529" "20040172557" 
"20040177139" "20040181690" "20040193943" 
"20040199629" "20040205360" "20040250124" 
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"20050010765" "20050024189" "20050071650" 
"20050076227" "20050108557" "20050114704" 
"20050117576" "20050125697" "20050138204" 
"20050138353" "20050141537" "20050183140" 
"20050229246" "20050249214" "20050251570" 
"20050283823" "20050286522" "20060031928" 
"20060048142" "20060053491" "20060070122" 
"20060080733" "20060085849" "20060104202" 
"20060114899" "20060133377" "20060136987" 
"20060137009" "20060146879" "20060159028" 
"20060195896" "20060212572" "20060248580" 
"20060262798" "20070056038" "20070083924" 
"20070118894" "20070147380" "20070211644" 
"20070240208" "20070291789" "20080005795").PN. 

(malware or malicious) with (traffic or packet) with (data or 
information or feedback) same rule with packet with filter$9 
with (updat$9) 

(malware or malicious) with (traffic or packet) with (data or 
information or feedback) and rule with packet with filter$9 with 
(updat$9) 

(malware or malicious) with (service or track$5) with (traffic or 
informat$9) and rule with packet with filter$9 with (creat$9 or 
updat$9 or alter$9 or generat$9 or new) 

(malware or malicious) with (service or track$5) with (traffic or 
informat$9) same rule with packet with filter$9 with (creat$9 or 
updat$9 or alter$9 or generat$9 or new) 
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(malware or malicious) with (host) with (track$9) with (service 
or informat$9) same rule with packet with filter$9 with (creat$9 
or updat$9 or alter$9 or generat$9 or new) 

(malware or malicious) with (track$9) with (service or 
informat$9) with rule with packet with filter$9 with (creat$9 or 
updat$9 or alter$9 or generat$9 or new) 

(malware or malicious) with (host) with (track$9) with (service 
or informat$9) with rule with packet with filter$9 with (creat$9 
or updat$9 or alter$9 or generat$9 or new) 

(malware or malicious) with (host) with (track$9) with (service 
or informat$9) with rule with packet with filter$9 with (creat$9 
or updat$9 or alter$9 or generat$9) 
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(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9)) same polic$9 same (packet or 
data or datagram or traffic) and (malicious or malware or 
attack$9 or intrusion or ddos or protect$9) and (server with 
(external or outside)) 
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(10567437 I 10091246 I 9560077 I 9137205).pn. 

H04L63/0218.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 

(20080040793 I 20130117801 I 7853996).pn. 

H04L63/0263.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing) 

(set or list$5) with (addresses) with (ip or internet protocol or 
source) with (discard$9 or block$6 or drop$5) same (packet) 
and (forward$9 or allow$8) with (outside or otherwise or 
address$5) same (packet) with (address$5) 

(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9)) same polic$9 and (malicious or 
malware or attack$9 or intrusion) same (packet$9 or frame or 
traffic$) 

("20020083345" I "20020152209" I "20030005122" I 
"20030014665" I "20030088787" I "20040015719" I 
"20040114518" I "20040131056" I "20050249214" I 
"20060031928" I "20070056038" I "20070291789" I 
"20080028467" I "20080080493" I "20080086435" I 
"20080101234" I "20080201772" I "20080313738" I 
"20080320116" I "20090144819" I "20090262723" I 
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"20090300759" I "20100115621" I "20100195503" I 
"20100202299" I "20110214157" I "20120084866" I 
"20120110656" I "20120240185" I "20130007257" I 
"20130139236" I "20140082204" I "20140082730" I 
"20140215561" I "20140337613" I "20150128274" I 
"20150135325" I "20150207809" I "20150256431" I 
"20150347246" I "20160028751" I "20160127417" I 
"20160191558" I "20170223046" I "20170272469" I "6907042" 
I "6971028" I "7152240" I "7185368" I "7225269" I "7499412" 
I "7849502" I "8156206" I "8219675" I "8271645" I "8331234" 
I "8422391" I "8510821" I "9531672" I "9634911" I 
"9686193").PN. 

H04L63/0209.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 
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H04L63/0263.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 

H04L63/0236.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 

H04L63/0218.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 

H04L63/0209.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 

H04L63/20.CPC. and (firewall or gateway or router) with 
((updat$9 or new or modif$9) adj3 (rule or filter$9)) same 
polic$9 and (malicious or malware or attack$9 or intrusion) 
same (packet$9 or frame or traffic$) 

(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9)) same polic$9 and (malicious or 
malware or attack$9 or intrusion) same (packet$9 or frame or 
traffic$) 

(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9)) same polic$9 same (malicious 
or malware or attack$9 or intrusion) same (packet$9 or frame 
or traffic$) 

(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9)) same polic$9 same (malicious 
or malware or attack$9 or intrusion) 

Keysight Technologies Ex. 1002 
Page 97 of 460



(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9)) same polic$9 

(firewall or gateway or router) with ((updat$9 or new or 
modif$9) adj3 (rule or filter$9 or polic$9)) 

(updat$9 with policy with rule with (signat9 or criter$5) same 
(drop$9)) same packet 

(updat$9 with policy with rule with (signat9 or criter$5) same 
(drop$9)) 

(updat$9 with policy with rule with (signat9 or criter$5) with 
(encapsulat$9 or replac$9 or insert$9)) 
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(updat$9 with policy with rule with signat9 with (encapsulat$9 
or replac$9 or insert$9)) same (router or gateway) 

(updat$9 with policy with rule with signat9 with (encapsulat$9 
or replac$9 or insert$9))same gateway 
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H04L67/02.CPC. and (rule) with (set or group or subset or 
subgroup) with address$5 same network$9 same (traffic or 
packet$9) and (filter$9 or firewall or router or rout$9 or 
intrusion or ids) 

H04L63/0263.CPC. and (rule) with (set or group or subset or 
subgroup) with address$5 same network$9 same (traffic or 
packet$9) and (filter$9 or firewall or router or rout$9 or 
intrusion or ids) 

H04L63/0236.CPC. and (rule) with (set or group or subset or 
subgroup) with address$5 same network$9 same (traffic or 
packet$9) and (filter$9 or firewall or router or rout$9 or 
intrusion or ids) 
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H04L63/0218.CPC. and (rule) with (set or group or subset or 
subgroup) with address$5 same network$9 same (traffic or 
packet$9) and (filter$9 or firewall or router or rout$9 or 
intrusion or ids) 

H04L63/0209.CPC. and (rule) with (set or group or subset or 
subgroup) with address$5 same network$9 same (traffic or 
packet$9) and (filter$9 or firewall or router or rout$9 or 
intrusion or ids) 

H04L63/20.CPC. and (rule) with (set or group or subset or 
subgroup) with address$5 same network$9 same (traffic or 
packet$9) and (filter$9 or firewall or router or rout$9 or 
intrusion or ids) 

(rule) with (set or group or subset or subgroup) with address$5 
same network$9 same (traffic or packet$9) and (filter$9 or 
firewall or router or rout$9 or intrusion or ids) 

H04L63/20.CPC. AND (rule or criteria or signature) same 
(packet or traffic) and (address$10) with (source or destination 
or network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
and network$9 same (border$5 or boundary or boundaries) and 
(head or header or heading) and (vlan or virtual$5 local area 
network or virtual$5 Ian) 

"8009566" .pn. 
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(rule) with (set or group or subset) with address$5 same 
network$9 same (traffic or packet$9) 

("20010039579• I "20010039624' I "20020016858' I 
"20020038339" "20020049899" "20020164962" 
"20020165949" "20020186683" "20020198981" 
"20030035370" "20030097590" "20030105976" 
"20030120622" "20030123456" "20030142681" 
"20030145225" "20030154297" "20030154399" 
"20030188192" "20030212900" "20040010712" 
"20040073655" "20040088542" "20040093513" 
"20040098511" "20040151155" "20040177139" 
"20040193943" "20040205360" "20040250124" 
"20050010765" "20050024189" "20050114704" 
"20050117576" "20050125697" "20050138204" 
"20050141537" "20050183140" "20050229246" 
"20050251570" "20050286522" "20060048142" 
"20060053491" "20060070122" "20060104202" 
"20060114899" "20060136987" "20060137009" 
"20060146879" "20060195896" "20060212572" 
"20060248580" "20060262798" "20070083924" 
"20070211644" "20070240208" "20080005795" 
"20080043739" "20080072307" "20080077705" 
"20080163333" "20080229415" "20080235755" 
"20080279196" "20080301765" "20090138938" 
"20090172800" "20090222877" "20090240698" 
"20090328219" "20100011433" "20100011434" 
"20100082811" "20100095367" "20100107240" 
"20100132027" "20100199346" "20100211678" 
"20100232445" "20100242098" "20100268799" 
"20100296441" "20100303240" "20110055916" 
"20110055923" "20110088092" "20110141900" 
"20110185055" "20110270956" "20120023576" 
"20120106354" "20120113987" "20120240135" 
"20120264443" "20120314617" "20120331543" 
"20130047020" "20130059527" "20130061294" 
"20130117852" "20130254766" "20130305311" 
"20140075510" "20140115654" "20140201123" 
"20140215574" "20140281030" "20140283004" 
"20140283030" "20140366132" "20150237012" 
"20150304354" "20150334125" "6098172" I "6147976" I 
"6226372" I "6317837" I "6484261" I "6611875" I "6662235" I 
"7089581" I "7107613" I "7215637" I "7227842" I "7237267" I 
"7263099" I "7299353" I "7331061" I "7478429" I "7539186" I 
"7610621" I "7684400" I "7710885" I "7721084" I "7818794" I 
"7954143" I "8004994" I "8037517" I "8042167" I "8117655" I 
"8176561" I "8306994" I "8495725" I "8726379" I "8806638" I 
"8856926" I "8935785" I "9094445" I "9124552" I "9137205" I 
"9154446" I "9160713").PN. 
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(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 
same (border$5 or boundary or boundaries) and (head or 
header or heading) and (vlan or virtual$5 local area network or 
virtual$5 Ian) 

H04L67 /02.CPC. 
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H04L63/0218.CPC. AND rule and (drop$5 or discard$5) with 
(packet or flow or flood or frame) same (switch or router or 
hub) and (Ian or local area network) AND (zone or edge or 
boundary) 

H04L63/0236.CPC. AND rule and (drop$5 or discard$5) with 
(packet or flow or flood or frame) same (switch or router or 
hub) and (Ian or local area network) AND (zone or edge or 
boundary) 

H04L63/0209.CPC. AND rule and (drop$5 or discard$5) with 
(packet or flow or flood or frame) same (switch or router or 
hub) and (Ian or local area network) AND (zone or edge or 
boundary) 

H04L63/20.CPC. AND rule and (drop$5 or discard$5) with 
(packet or flow or flood or frame) same (switch or router or 
hub) and (Ian or local area network) AND (zone or edge or 
boundary) 
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rule and (drop$5 or discard$5) with (packet or flow or flood or 
frame) same (switch or router or hub) and (Ian or local area 
network) AND (zone or edge or boundary) 

("20030142681" I "20030212900" I "20050117576" I 
"20070083924" I "20080005795" I "20100082811" I 
"20110055916" I "20120314617" I "20130059527" I "8806638" 
I "20110185055" I "20120331543" I "20010039624" I 
"20070240208" I "6317837" I "20020016858" I "20060262798" 
I "20050251570" I "20150304354" I "7237267" I 
"20050010765" I "20140115654" I "7263099" I "20100095367" 
I "8176561" I "20050138204" I "20060212572" I 
"20100211678" I "20100296441" I "7539186" I "7684400" I 
"20060146879" I "8306994" I "20080043739" I "20020198981" 
I "20050286522" I "20080077705" I "20100303240" I 
"20140281030" I "7954143" I "20040177139" I "20040205360" 
I "20140283004" I "20150237012" I "7107613" I "7237267" I 
"7331061" I "8495725" I "20060053491" I "20120023576" I 
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"20130305311" I "20060248580" I "20090328219" I 
"20110088092" I "20120113987" I "8935785" I "20030154297" 
I "20020049899" I "20030035370" I "9137205" I 
"20040193943" I "20040205360" I "20050010765" I 
"20050114704" I "20140215574" I "20140283004" I 
"20140283030" I "7299353" I "20050114704" I "20050183140" 
I "20060104202" I "20060212572" I "20090138938" I 
"20140201123" I "6098172" I "7089581" I "20040093513" I 
"7215637" I "20030145225" I "20060048142" I "20060195896" 
I "20120264443" I "7818794" I "20140366132" I 
"20020038339" I "20050183140" I "20050229246" I 
"20060212572" I "20070083924" I "20080229415" I 
"20080301765" I "20100199346" I "20150237012" I "7089581" 
I "7263099" I "9124552" I "9160713" I "20020038339" I 
"20040010712" I "20040088542" I "20050251570" I 
"20060070122" I "20100199346" I "20110055923" I "6484261" 
I "7299353" I "20090240698" I "20110185055" I 
"20120106354" I "20140075510" I "20050141537" I 
"20080072307" I "20090172800" I "20100132027" I "6226372" 
I "20060114899" I "20130061294" I "8726379" I 
"20060048142" I "20060070122" I "6098172" I "7107613" I 
"20050286522" I "20140281030" I "20150304354" I "7227842" 
I "7954143" I "20020186683" I "20030154399" I 
"20040098511" I "20100011434" I "7478429" I "8004994" I 
"20030097590" I "20030123456" I "20100242098" I 
"20020165949" I "20040073655" I "20090138938" I 
"20100268799" I "20140201123" I "6484261" I "7227842" I 
"7331061" I "8042167" I "8495725" I "9094445" I 
"20040193943" I "20050229246" I "20080229415" I 
"20140283030" I "8037517" I "9124552" I "20080163333" I 
"20090222877" I "20100107240" I "20130117852" I "8117655" 
I "20030188192" I "20040088542" I "20040151155" I 
"20080235755" I "20110270956" I "7710885" I "7721084" I 
"20110055916" I "20040177139" I "20060104202" I 
"20100011433" I "6662235" I "20020165949" I "20020198981" 
I "20050125697" I "20060048142" I "20100303240" I 
"9094445" I "9160713" I "20010039579" I "20040250124" I 
"20130047020" I "20120240135" I "6611875" I "8856926" I 
"20130254766" I "20060136987" I "20080279196" I 
"20030120622" I "20040010712" I "20040088542" I 
"20050125697" I "20110055923" I "20140115654" I "8037517" 
I "20030120622" I "20040073655" I "20070083924" I 
"20080077705" I "20080301765" I "20100011433" I 
"20100268799" I "20140215574" I "6662235" I "8042167" I 
"20030105976" I "20060137009" I "20070211644" I 
"20100232445" I "20150334125").PN. 

(US-6137792-$ or US-6055236-$ or US-5706348-$ or US-
5710760-$ or US-5805705-$ or US-5987520-$ or US-5991401-$ 
or US-6011910-$ or US-6026085-$ or US-6147987-$ or US-
6233232-$ or US-4774658-$ or US-4799153-$ or US-4901348-$ 
or US-4965804-$ or US-5247513-$ or US-5251203-$ or US-
5280529-$ or US-5442708-$ or US-5444782-$ or US-5485455-$ 
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or US-5490252-$ or US-5491694-$ or US-5521910-$ or US-
5615340-$ or US-5640456-$).did. or (US-5642421-$ or US-
5657452-$ or US-5684800-$ or US-5729594-$ or US-5737318-$ 
or US-5751952-$ or US-5768525-$ or US-5781550-$ or US-
5790546-$ or US-5796942-$ or US-5799285-$ or US-5828846-$ 
or US-5864683-$ or US-5896499-$ or US-5913037-$ or US-
5935249-$ or US-5946308-$ or US-5950172-$ or US-5953337-$ 
or US-6009528-$ or US-6035405-$ or US-6070243-$ or US-
6081524-$ or US-6084858-$ or US-6098173-$ or US-6101539-$ 
or US-6101170-$).did. or (US-6118775-$ or US-6141755-$ or 
US-6148402-$ or US-6147995-$ or US-6167052-$ or US-
6172991-$ or US-6188671-$ or US-6195705-$ or US-6199113-$ 
or US-6202081-$ or US-6230002-$ or US-6230271-$ or US-
6249519-$ or US-4332980-$ or US-4445214-$ or US-4509073-$ 
or US-4768204-$ or US-4771422-$ or US-4787082-$ or US-
4802220-$ or US-4823389-$ or US-4866770-$ or US-4872160-$ 
or US-4896319-$ or US-4922486-$ or US-4985895-$ or US-
5048087-$).did. or (US-5029207-$ or US-5220501-$ or US-
5228083-$ or US-5235644-$ or US-5237610-$ or US-5247380-$ 
or US-5261044-$ or US-5261059-$ or US-5268962-$ or US-
5282244-$ or US-5295244-$ or US-5303302-$ or US-5303303-$ 
or US-5311593-$ or US-5313465-$ or US-5319712-$ or US-
5351287-$ or US-5353353-$ or US-5386471-$ or US-5394469-
$).did. 

(encapsul$9) with (packet) with (header or heading) with 
(address) with (destination) with (different or new or alternate) 

("20030142681" I "20030212900" I "20050117576" I 
"20070083924" I "20080005795" I "20100082811" I 
"20110055916" I "20120314617" I "20130059527" I "8806638" 
I "20110185055" I "20120331543" I "20010039624" I 
"20070240208" I "6317837" I "20050138204" I "20060212572" 
I "20100211678" I "20100296441" I "7539186" I "7684400" I 
"20060146879" I "8306994" I "20060248580" I "20090328219" 
I "20110088092" I "20120113987" I "8935785" I 
"20030154297" I "20020049899" I "20030035370" I "9137205" 
I "20030145225" I "20060048142" I "20060195896" I 
"20120264443" I "7818794" I "20140366132" I "20050141537" 
I "20080072307" I "20090172800" I "20100132027" I 
"6226372" I "20060114899" I "20130061294" I "8726379" I 
"20100011434" I "7478429" I "8004994" I "20030097590" I 
"20030123456" I "20100242098" I "20030188192" I 
"20040088542" I "20040151155" I "20080235755" I 
"20110270956" I "7710885" I "7721084" I "20120240135" I 
"6611875" I "8856926" I "20130254766" I "20060136987").PN. 
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(vlan or virtual$5 Ian) same different$5 with (rout$9) same 
(destination) with (address) and (intrusion detect$9 or network 
protect$9 or ids or dos or denial of service) 

(vlan or virtual$5 Ian) same different$5 with (rout$9) same 
(destination) with (address) 

(vlan or virtual$5 Ian) same (rout$9) same (destination) with 
(address) same different 

(vlan or virtual$5 Ian) same (rout$9) same (destination) same 
(address) 
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H04L63/20.CPC. and (rule or criteria or signature) same (packet 
or traffic) and (address$10) with (source or destination or 
network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
and network$9 same (border$5 or boundary or boundaries) and 
(head or header or heading) 

H04L63/0263.CPC. and (rule or criteria or signature) same 
(packet or traffic) and (address$10) with (source or destination 
or network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
and network$9 same (border$5 or boundary or boundaries) and 
(head or header or heading) 

H04L63/0218.CPC. and (rule or criteria or signature) same 
(packet or traffic) and (address$10) with (source or destination 
or network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
and network$9 same (border$5 or boundary or boundaries) and 
(head or header or heading) 

H04L67/02.CPC. and (rule or criteria or signature) same (packet 
or traffic) and (address$10) with (source or destination or 
network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
and network$9 same (border$5 or boundary or boundaries) and 
(head or header or heading) and (vlan or virtual$5 local area 
network or virtual$5 Ian) 

H04L63/0236.CPC. and (rule or criteria or signature) same 
(packet or traffic) and (address$10) with (source or destination 
or network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
and network$9 same (border$5 or boundary or boundaries) and 
(head or header or heading) and (vlan or virtual$5 local area 
network or virtual$5 Ian) 

H04L63/0218.CPC. and (rule or criteria or signature) same 
(packet or traffic) and (address$10) with (source or destination 
or network or ip address or internet protocol address) and 
(intrusion detect$9 or network protect$9 or ids or dos or denial 
of service) and (drop$9 or discard$9 or dump$5) and (spoof$9) 
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. . 
acket or traffic) and (address$10) with (source or destination 

r network or ip address or internet protocol address) and 
ntrusion detect$9 or network protect$9 or ids or dos or denial 
f service) and (drop$9 or discard$9 or dump$5) and (spoof$9 
nd network$9 same (border$5 or boundary or boundaries) an 
ead or header or heading) and (vlan or virtual$5 local area 

acket or traffic) and (address$10) with (source or destination 
r network or ip address or internet protocol address) and 
ntrusion detect$9 or network protect$9 or ids or dos or denial 
f service) and (drop$9 or discard$9 or dump$5) and (spoof$9 
nd network$9 same (border$5 or boundary or boundaries) an 
ead or header or heading) and (vlan or virtual$5 local area 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 
same (border$5 or boundary or boundaries) and (head or 
header or heading) and (vlan or virtual$5 local area network or 
virtual$5 Ian) and (rout$9) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 
same (border$5 or boundary or boundaries) and (head or 
header or heading) and (vlan or virtual$5 local area network or 
virtual$5 Ian) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 
same (border$5 or boundary or boundaries) and (head or 
header or heading) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 
same (border$5 or boundary or boundaries) 
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(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) and network$9 
same (border or boundary or boundaries) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip 
address or internet protocol address) and (intrusion detect$9 or 
network protect$9 or ids or dos or denial of service) and 
(drop$9 or discard$9 or dump$5) and (spoof$9) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip or 
internet protocol) and (intrusion detect$9 or network protect$9 
or ids or dos or denial of service) and (drop$9 or discard$9 or 
dump$5) and (spoof$9) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip or 
internet protocol) and (intrusion detect$9 or network protect$9 
or ids or dos or denial of service) and (drop$9 or discard$9 or 
dump$5) 

(rule or criteria or signature) same (packet or traffic) and 
(address$10) with (source or destination or network or ip or 
internet protocol) and (intrusion detect$9 or network protect$9 
or ids or dos or denial of service) 
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H04L63/02.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing or rout$9) 

H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing or rout$9) 

("20020049899" I "20060136987" I "20060146879" I 
"20070240208" I "20100242098" I "20130061294" I "6317837" 
I "8306994").PN. 
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("20030154297" I "20060114899" I "20110185055" I 
"20120331543" I "20130254766" I "8004994").PN. 

H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing or rout$9) and (edge or boundary or boundaries or 
border$5) with network 

H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing or rout$9) and (edge or boundary or boundaries or 
border$5) 

H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing or rout$9) 

H04L63/0218.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing or encapsul$9) 

(US-20060212572-$ or US-20030145225-$ or US-20060048142-
$ or US-20010039624-$ or US-20050138204-$ or US-
20100296441-$ or US-20080072307-$ or US-20050141537-$ or 
US-20030142681-$ or US-20100082811-$ or US-20030035370-
$ or US-20110088092-$).did. 

("20030097590" I "20090328219" I "20120240135" I 
"20120314617" I "6611875" I "8806638").PN. 
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H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing or rout$9 or encapsul$9) 

H04L63/0218.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing or rout$9) 

H04L63/0263.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing or rout$9) 

H04L63/0263.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing) 

H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing) 

H04L63/0218.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing) 

H04L63/0263.CPC. 
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("20030097590" I "20090328219" I "20120240135" I 
"20120314617" I "6611875" I "8806638").PN. 

(SIP or session initiat$9 protocol) with (URI or uniform 
resourse) with (header or heading) same (network address$9) 

(SIP or session initiat$9 protocol) with (URI or uniform 
resourse) with (header or heading) 

(SIP or session initiat$9 protocol) same (URI or uniform 
resourse) same (header or heading) 

(network with transparent$5 with layer) same address$9 same 
(link$9) and (secure or security or attack$9) 
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H04L63/0263.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing) 

H04L63/20.CPC. AND (gateway) same (policy or policies) same 
(packet or traffic) and (rule) same (address$10) with (source or 
destination or network or ip or internet protocol) same (security 
or secure or protect$9 or ids or intrusion or dos or denial of 
service) and (server or manager or managing or supervis$9) 
and (set or list) and (function or algorithm or filter$9 or 
processing) 

H04L63/0218.CPC. AND (gateway) same (policy or policies) 
same (packet or traffic) and (rule) same (address$10) with 
(source or destination or network or ip or internet protocol) 
same (security or secure or protect$9 or ids or intrusion or dos 
or denial of service) and (server or manager or managing or 
supervis$9) and (set or list) and (function or algorithm or 
filter$9 or processing) 

H04L63/0263.CPC. 
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713/1,100,150,151,152,153,154,155,166,167,168.CCL5. AND 
561 

709/201,203,217,218,219 ,220,223,224 ,225,226,227,228,229 ,23 
0,231,238,239,240,242,244,245.CCL5. AND 561 

726/3,6,11,12,13,14,15,16,17,22,23,24,25.CCL5. AND 561 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) and (set or list) and 
(function or algorithm or filter$9 or processing) same (ipsec or 
ip security or internet protocol security) 

713/1,100,150,151,152,153,154,155,166,167,168.CCL5. 
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709/201,203,217,218,219 ,220,223,224 ,225,226,227,228,229 ,23 
0,231,238,239,240,242,244,245.CCLS. 

726/3,6,11,12,13,14 ,15,16,17 ,22,23,24,25.CCLS. 

(spoof$5) with (address$5) with (network or source) with 
(policy or policies or rule) 

(spoof$5) with (address$5) with (network or source) same 
(policy or policies or rule) 
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(blacklist$5 or black list$9) with (addresses) with (paid or pay) 

(blacklist$5 or black list$9) with (addresses) with (provider) with 
(subscription or subscribing or subscriber) 

(blacklist$5 or black list$9) with (addresses) with (provider) with 
(service) 

(blacklist$5 or black list$9) with (addresses) with (subscription 
or subscriber or subscribing) with (service) 

(blacklist$5 or black list$9) with (addresses) same (subscription 
or subscriber or subscribing or customer) 

(blacklist$5 or black list$9) with (addresses) with (discard$9 or 
block$6 or drop$5) with (packet) same (subscription or 
subscriber or subscribing or customer) 

(differentiat$10 service code point select$5 or dscp select$5 or 
Diff-Serv Code Point) same (header or heading) same (traffic or 
packet) same (policy or policies or rule) 
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(differentiat$10 service code point select$5 or dscp select$5 or 
Diff-Serv Code Point) same (header or heading) same (traffic or 
packet) 

(differentiat$10 service code point select$5 or dscp select$5) 
same (header or heading) same (traffic or packet) 

(forward$9) with (packet) same (queue or group or buffer$5) 
same (priority) same (faster or higher) same (policy or policies 
or whitelist$5 or white list$8) 

(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) 
with (packet) with (address$5) same (policy or policies or 
whitelist$5 or white list$8) same (voip or voice over ip or voice 
over internet protocol) same (call or session or traffic or 
connection) 

(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) 
with (packet) with (address$5) same (policy or policies or 
whitelist$5 or white list$8) same (voip or voice over ip or voice 
over internet protocol) 

(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) 
with (packet) with (address$5) same (policy or policies or 
whitelist$5 or white list$8) and (voip or voice over ip or voice 
over internet protocol) 

(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) 
with (packet) with (address$5) with (whitelist$9 or white list$5) 

(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) 
with (packet) with (address$5) with (whitelist$9 or white list$5) 
with (only) 
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(addresses) with (ip or internet protocol or source) with 
(discard$9 or block$6 or drop$5) with (packet) and (forward$9 
or allow$8) with (packet) with (address$5) with (whitelist$9 or 
white list$5) with (only) 

(addresses) with (ip or internet protocol or source) with 
(discard$9 or block$6 or drop$5) with (packet) and (forward$9 
or allow$8) with ( outside or otherwise or address$5) with 
(packet) with (address$5) with (whitelist$9 or white list$5) 

(blacklist$5 or black list$9) with (addresses) with (ip or internet 
protocol or source) with (discard$9 or block$6 or drop$5) with 
(packet) and (forward$9 or allow$8) with (outside or otherwise 
or address$5) with (packet) with (address$5) with (blacklist$5 
or black list$9) 

(blacklist$5 or black list$9) with (addresses) with (ip or internet 
protocol or source) with (discard$9 or block$6 or drop$5) with 
(packet) and (forward$9 or allow$8) with (outside or otherwise 
or address$5) with (packet) with (address$5) 

(blacklist$5 or black list$5) with (address$9) with increas$9 with 
(policy or policies) 

(set or list$5) with (addresses) with (ip or internet protocol or 
source) with (discard$9 or block$6 or drop$5) with (packet) and 
(forward$9 or allow$8) with (outside or otherwise or address$5) 
with (packet) with (address$5) 

(set or list$5) with (addresses) with (ip or internet protocol or 
source) with (discard$9 or block$6 or drop$5) same (packet) 
and (forward$9 or allow$8) with (outside or otherwise or 
address$5) same (packet) with (address$5) 

(set or list$5) with (addresses) with (ip or internet protocol or 
source) same (discard$9 or block$6 or drop$5) same (packet) 
and (forward$9 or allow$8) with (outside or otherwise or 
address$5) same (packet) same (address$5) 
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(set or list$5) with (addresses) with (ip or internet protocol or 
source) same (discard$9 or block$6 or drop$5) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (function or algorithm or filter$9 or processing) 
same (ipsec or ip security or internet protocol security) and 
(security or secure or protect$9 or ids or intrusion or dos or 
denial of service) and (server or manager or managing or 
supervis$9) same (policy or policies) and (address$10) with 
(source or destination or network or ip or internet protocol) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (function or algorithm or filter$9 
or processing) same (ipsec or ip security or internet protocol 
security) and (security or secure or protect$9 or ids or intrusion 
or dos or denial of service) and (server or manager or managing 
or supervis$9) same (policy or policies) and (pipelin$5 or 
parallel$5) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (function or algorithm or filter$9 
or processing) same (ipsec or ip security or internet protocol 
security) and (security or secure or protect$9 or ids or intrusion 
or dos or denial of service) and (server or manager or managing 
or supervis$9) same (policy or policies) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) and (set or list) and 
(function or algorithm or filter$9 or processing) same (ipsec or 
ip security or internet protocol security) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) and (set or list) and 
(function or algorithm or filter$9 or processing) and (ipsec or ip 
security or internet protocol security) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) and (set or list) and 
(function or algorithm or filter$9 or processing) and (ipsec or ip 
security) 

Keysight Technologies Ex. 1002 
Page 122 of 460



(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) and (set or list) and 
(function or algorithm or filter$9 or processing) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) and (set or list) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) and (server or 
manager or managing or supervis$9) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) same (security or secure or protect$9 
or ids or intrusion or dos or denial of service) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) same (address$10) with (source or destination or network 
or ip or internet protocol) and (security or secure or protect$9 
or ids or intrusion or dos or denial of service) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) and (address$10) with (source or destination or network 
or ip or internet protocol) and (security or secure or protect$9 
or ids or intrusion or dos or denial of service) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) and (address$10) with (source or destination or network 
or ip or internet protocol) 

(gateway) same (policy or policies) same (packet or traffic) and 
(rule) 
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("20120113987" I "20060195896" I "7684400" I "20060248580" 
I "20110055916" I "0000000" I "20110270956" I 
"20130059527" I "20100011434" I "20120264443" I "6226372" 
I "20040151155" I "20030212900" I "20050117576" I 
"20060048142" I "20030188192" I "7721084" I "20030123456" 
I "20070083924" I "20100211678").PN. and (gateway) and 
(policy or policies) 

("20050071655" I "20040098618" I "20090038008" I "7975059" 
I "6715084" I "20060143709" I "20010020255" I 
"20020066034" I "20040148520" I "20060143688" I 
"20090037682" I "20120167120" I "20020078382" I 
"20040128543" I "20020162026" I "20040044912" I "8214900" 
I "20020083175" I "20030145225" I "20030204632").PN. 

("20060173992" I "20030084329" I "20030035370" I 
"20010042200" I "20020133721" I "20030023733" I 
"20060095965" I "20060230444" I "20020073155" I 
"20030233328" I "20060212524" I "20070180510" I "7536715" 
I "20060212572" I "20020198956" I "20040199793" I 
"20030126468" I "20050050338" I "20040073800" I 
"20060050719" I "20050262556" I "20040049574" I 
"20030101260" I "20020198956" I "20030035370" I 
"20040190522" I "20070157316" I "20050182950" I 
"20020073337" I "20030145225" I "20040117624" I 
"20040128538" I "20040148520" I "20070056030" I 
"20040004941" I "20030061514" I "20030014665" I 
"20060193470" I "20080176536" I "7409712" I "20020133721" 
I "20020166063" I "20030204632" I "20060137012" I 
"7574740" I "20050086502" I "7331060" I "20030023733" I 
"20050278415" I "20020178378" I "20030101260" I 
"20070180511" I "20020162026" I "20050037733" I 
"20050039104" I "7702739" I "20010042200" I "20020073337" 
I "20030145225" I "20040117624" I "20050180416" I 
"20020083175" I "20060048142").PN. 
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("20060173992" I "20030084329" I "20030035370" I 
"20040128538" I "20010042200" I "20060230444" I 
"20020073155" I "20030233328" I "20060212524" I 
"20070180510" I "7536715" I "20060212572" I "20020178378" 
I "20040199793" I "20030126468" I "20050050338" I 
"20060095965" I "20060050719" I "20050262556" I 
"20040049574" I "20030101260" I "20040073800" I 
"20020198956" I "20040190522" I "20070157316" I 
"20050182950" I "20040117624" I "20040148520" I 
"20070056030" I "20040004941" I "20030061514" I 
"20030014665" I "20060193470" I "20080176536" I "7409712" 
I "20020133721" I "20020166063" I "20030204632" I 
"20060137012" I "7574740" I "20050086502" I "7331060" I 
"20030023733" I "20070180511" I "20020162026" I 
"20050037733" I "20050039104" I "7702739" I "20020073337" 
I "20030145225" I "20050180416" I "20020083175" I 
"20060048142").PN. 

("20120113987" I "20060195896" I "7684400" I "20060248580" 
I "20110055916" I "0000000" I "20110270956" I 
"20130059527" I "20100011434" I "20120264443" I "6226372" 
I "20040151155" I "20030212900" I "20050117576" I 
"20060048142" I "20030188192" I "7721084" I "20030123456" 
I "20070083924" I "20100211678").PN. 

EAST Search History (Interference) 
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(address AND (malicious or malware or 
blacklist$9) AND (traffic or packet$5) AND 
service AND (filter$9) AND (polic$5 or rule) 
AND gateway AND (secure or security) AND 
protect$9).CLM. 

(address AND (malicious or malware or 
blacklist$9) AND (traffic or packet$5) AND 
service AND (filter$9) AND (polic$5 or rule) 
AND gateway AND (creat$9 or modif$9 or 
alter$9)).CLM. 

(address AND (malicious or malware or 
blacklist$9) AND (traffic or packet$5) AND 
service AND (filter$9) AND (polic$5 or rule) 
AND gateway AND (transform$9 or 
function)).CLM. 
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((boundary or edge) AND (matrix) AND (Ian or 
local area network) AND (switch$9) AND 
(drop$9 or discard$9 or filter$9) AND 
(protect$9) AND (criteria or condition) AND 
(adapter or interface) AND address).CLM. 

((boundary or edge) AND (matrix) AND (Ian or 
local area network) AND (switch$9) AND 
(drop$9 or discard$9) AND (protect$9) AND 
(criteria or condition) AND (adapter or 
interface) AND address).CLM. 

((boundary or edge) AND (matrix) AND (Ian or 
local area network) AND (switch$9) AND 
(drop$9) AND (drop$9 or discard$9) AND 
(protect$9) AND (criteria or condition) AND 
(interface) AND address).CLM. 

((boundary or edge) AND (matrix) AND (Ian or 
local area network) AND (switch$9) AND 
(drop$9) AND (drop$9 or discard$9) AND 
(protect$9) AND (criteria or condition) AND 
host).CLM. 
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((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (set or list) AND 
(function or algorithm or filter$9 or 
processing) AND (forward$9 or drop$9) AND 
network$9 AND (set or list$9)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(boundary or boundaries or edge or border$5) 
AND (rule) AND (drop$9 or discard$9) AND 
(first) AND (second)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (encapsu$9) 
AND (routing or route or routed) AND 
protect$9 AND network$9 AND (URI or 
uniform resource)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (encapsu$9) 
AND (routing or route or routed) AND 
network$9 AND (URI or uniform 
resource)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (encapsu$9) 
AND (routing or route or routed) AND 
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((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (set or list) AND 
(encapsu$9) AND (routing or route or routed) 
AND network$9 AND (SIP or session initia$9 
protocol)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (set or list) AND 
(function or algorithm or filter$9 or 
processing) AND (routing or route or routed) 
AND network$9 AND (SIP or session initia$9 
protocol)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (set or list) AND 
(function or algorithm or filter$9 or 
processing) AND (forward$9 or drop$9) AND 
network$9 AND dynamic$9).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (set or list) AND 
(function or algorithm or filter$9 or 
processing) AND (forward$9 or drop$9) AND 
network$9 AND (set or list$9 or group$9 or 
subset)).CLM. 

((gateway) AND (policy or policies) AND 
(packet or traffic or frame) AND (rule) AND 
(address$10) AND (source or destination or ip 
or internet protocol) AND (security or secure 
or protect$9 or ids or intrusion or dos or denial 
of service) AND (server or manager or 
managing or supervis$9) AND (set or list) AND 
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Applicant-Initiated Interview Summary 

Application No. 
16/728,766 

Examiner 
Kenneth W Chang 

All participants (applicant, applicants representative, PTO personnel): 

(1) Kenneth W. Chang. 

(2) Scott Kelly. 

Date of Interview: 14 July 2020. 

Type: ~ Telephonic D Video Conference 

(3) Kirk Sigmon. 

(4) __ . 

Applicant( s) 
Rogers et al. 

Art Unit 
2438 
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No 

D Personal [copy given to: D applicant D applicant's representative] 

Exhibit shown or demonstration conducted: □ Yes ~No. 
If Yes, brief description: __ . 

Issues Discussed 0101 0112 0102 ~103 □Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed:_!. 

Identification of prior art discussed: Javala and Bhatnagar. 

Substance of Interview 
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

The Examiner conducted a telephone conference with applicants' attorneys of record Scott Kelly (Reg. No. 65,121) 
and Kirk Sigmon (Reg. No. 76,326) to discuss the claims. Attorney Kelly distinguished the claimed invention from the 
prior art, and the Examiner gave suggestions to clarify the claim language. Attorney Sigmon discussed possible 
amendments to the claims to overcome the Bhatnagar reference .. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview. 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/KENNETH W CHANG/ 
Primary Examiner, Art Unit 2438 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20200714 
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Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 
132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to any 
alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiners responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing out 
typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the conclusion of 
the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicants correspondence address either with or prior 
to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other circumstances dictate, the 
Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
- Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
- An indication whether or not an exhibit was shown or a demonstration conducted 
- An identification of the specific prior art discussed 

An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview unless 
it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the substance of the 
interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted,-
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on 

the Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed 

by the examiner. 
Examiners are expected to carefully review the applicants record of the substance of an interview. If the record is not complete and accurate, 

the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiners version of the statement 
attributed to him or her. If the record is complete and accurate, the examiner should place the indication, Interview Record OK on the paper recording 
the substance of the interview along with the date and the examiners initials. 
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Docket No.: 007742.00151 \US 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Steven Rogers et al. 

Application No.: 16/728,766 

Filed: December 27, 2019 

For: METHODS AND SYSTEMS FOR 
PROTECTING A SECURED NETWORK 

Confirmation No.: 8018 

Art Unit: 2438 

Examiner: K. W. Chang 

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.111 

MS Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

INTRODUCTORY COMMENTS 

In response to the Office Action dated April 16, 2020, please amend the above-identified 

U.S. patent application as follows: 

Amendments to the Claims begin on page 2. 

Remarks begin on page 11. 

If any fees are required or if an overpayment has been made, the Commissioner is 

authorized to charge or credit the undersigned's Deposit Account No. 19-0733, accordingly. 
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Application No. 16/728,766 Docket No.: 007742.00151 \US 
Amendment and Reply to Office Action of April 16, 2020 

AMENDMENTS TO THE CLAIMS 

This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims: 

1. (Currently Amended) A method of filtering packets at a packet security gateway, of a 

plurality of packet security gateways that collectively provide an entire interface across a 

boundary of a network protected by the packet security gateway and one or more networks other 

than the network protected by the packet security gateway, the method comprising: 

receiving, by the packet security gateway and from a security policy management 

server external from the network protected by the packet security gateway, a dynamic 

security policy comprising a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary, wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information.,_ received 

from at least one third party malicious host tracker service located in the one or 

more networks other than the network protected by the packet security gateway, 

that comprises network addresses that have been determined, by the at least one 

third party malicious host tracker service, to be associated with malicious network 

traffic; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for the 

2 
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dynamic security policy from the security policy management server, wherein the 

updated second set of packet filtering rules comprises an update to the one or more first 

packet filtering rules created or altered by the security policy management server based 

on updated malicious traffic information received from the at least one third party 

malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by performing 

at least one packet transformation function specified by at least one packet filtering rule 

of the second set of packet filtering rules on the second portion of packets. 

2. (Currently Amended) The method of claim 1, wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically created or 

altered by the security policy management server comprises at least one of the one or more 

network addresses indicated by the malicious traffic infonnation. 

3. (Currently Amended) The method of claim 1, wherein the at least one third party 

malicious host tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic. 

4. (Currently Amended) The method of claim 1, wherein the malicious traffic infonnation 

comprises a list ofone or more network addresses were associated, by a subscription service, with 

malicious network trafficknovm to be associated 'Nith malicious netv,rork traffic. 

5. (Original) The method of claim 1, wherein at least one packet transformation function 

comprises a network protective action. 

6. (Original) The method of claim 1, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

3 
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performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

7. (Original) The method of claim 1, wherein one or more packet filtering rules of the first 

set of packet filtering rules specify a packet transformation function other than forwarding or 

dropping the corresponding packets. 

8. (Currently Amended) A packet security gateway, of a plurality of packet security 

gateways that collectively provide an entire interface across a boundary of a network protected 

by the packet security gateway and one or more networks other than the network protected by the 

packet security gateway, comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

packet security gateway to: 

receive, from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set 

of packet filtering rules to be applied to all network traffic traversing the boundary, 

wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information.,_ received 

from at least one third party malicious host tracker service located in the one or 

more networks other than the network protected by the packet security gateway, 

that comprises network addresses that have been determined, by the at least one 

4 
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third party malicious host tracker service, to be associated with malicious network 

traffic; 

perform, on a packet by packet basis, packet filtering on a first portion of packets 

corresponding to network traffic traversing the boundary via the packet security gateway 

based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receive, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from the 

security policy management server, wherein the updated second set of packet filtering 

rules comprises an update to the one or more first packet filtering rules created or altered 

by the security policy management server based on updated malicious traffic information 

received from the at least one third party malicious host tracker service; and 

perform, on a packet by packet basis, packet filtering on a second portion of the 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the updated second set of packet filtering rules by performing at least 

one packet transformation function specified by at least one packet filtering rule of the 

second set of packet filtering rules on the second portion of packets. 

9. (Currently Amended) The packet security gateway of claim 8, wherein the at least one 

packet matching criterion corresponding to the one or more first packet filtering rules 

automatically created or altered by the security policy management server comprises at least one 

of the one or more network addresses indicated by the malicious traffic infonnation. 

10. (Currently Amended) The packet security gateway of claim 8, wherein the at least one 

third party malicious host tracker service comprises a subscription service that aggregates 

information associated with malicious network traffic. 

11. (Currently Amended) The packet security gateway of claim 8, wherein the malicious 

traffic infonnation comprises a list ofone or more network addresses were associated, by a 

5 
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subscription service, with malicious network trafficknovm to be associated ,.vith malicious 

nehvork traffic. 

12. (Original) The packet security gateway of claim 8, wherein at least one packet 

transformation function comprises a network protective action. 

13. (Original) The packet security gateway of claim 8, wherein the instructions further cause 

the packet security gateway to: 

receive packets in a network layer transparent manner using an interface that is not 

addressed at the network layer; and 

perform the at least one packet transformation function specified by at least one packet 

filtering rule of the first set of packet filtering rules on the first portion of packets at the network 

layer. 

14. (Original) The packet security gateway of claim 8, wherein one or more packet filtering 

rules of the first set of packet filtering rules specify a packet transformation function other than 

forwarding or dropping the corresponding packets. 

15. (Currently Amended) One or more non-transitory computer readable media storing 

instructions that, when executed by at least one processor, cause a packet security gateway, of a 

plurality of packet security gateways that collectively provide an entire interface across a 

boundary of a network protected by the packet security gateway and one or more networks other 

than the network protected by the packet security gateway, to perform steps comprising: 

receiving, from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set 

of packet filtering rules to be applied to all network traffic traversing the boundary, 

wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 
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one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network 

addresses and were automatically created or altered by the security policy 

management server based on aggregated malicious traffic information.,_ received 

from at least one third party malicious host tracker service located in the one or 

more networks other than the network protected by the packet security gateway, 

that comprises network addresses that have been determined, by the at least one 

third party malicious host tracker service, to be associated with malicious network 

traffic; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from the 

security policy management server, wherein the updated second set of packet filtering 

rules comprises an update to the one or more first packet filtering rules created or altered 

by the security policy management server based on updated malicious traffic information 

received from the at least one third party malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by performing 

at least one packet transformation function specified by at least one packet filtering rule 

of the second set of packet filtering rules on the second portion of packets. 

16. (Currently Amended) The computer readable media of claim 15, wherein the at least one 

packet matching criterion corresponding to the one or more first packet filtering rules 

automatically created or altered by the security policy management server comprises at least one 

of the one or more network addresses indicated by the malicious traffic infonnation. 

7 

Keysight Technologies Ex. 1002 
Page 143 of 460



Application No. 16/728,766 Docket No.: 007742.00151 \US 
Amendment and Reply to Office Action of April 16, 2020 

17. (Currently Amended) The computer readable media of claim 15, wherein the at least one 

third party malicious host tracker service comprises a subscription service that aggregates 

information associated with malicious network traffic, and wherein the malicious traffic 

information com-prises a list ofone or more network addresses were associated, by a subscription 

service, with malicious network trafficknovm to be associated ,.vith malicious netv,rork traffic. 

18. (Original) The computer readable media of claim 15, wherein at least one packet 

transformation function comprises a network protective action. 

19. (Original) The computer readable media of claim 15, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

20. (Original) The computer readable media of claim 15, wherein one or more packet 

filtering rules of the first set of packet filtering rules specify a packet transformation function 

other than forwarding or dropping the corresponding packets. 

21. (Currently Amended) A method of filtering packets at a packet security gateway 

configured for protection of a network and associated with a security policy management server 

external from the network, the method comprising: 

receiving, by the packet security gateway, a dynamic security policy comprising a 

first set of packet filtering rules from the security policy management server, wherein 

each packet filtering rule of the first set of packet filtering rules comprises at least one 

packet matching criterion and a corresponding packet transformation function, and 

wherein one or more first packet filtering rules of the first set of packet filtering rules 

comprise packet matching criteria corresponding to one or more network addresses and 
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were automatically created or altered by the security policy management server based on 

aggregated malicious traffic information.,_ received from at least one third party malicious 

host tracker service located in the one or more networks other than the network protected 

by the packet security gateway, that comprises network addresses that have been 

determined, by the at least one third party malicious host tracker service, to be associated 

with malicious network traffic; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet security gateway based on 

the first set of packet filtering rules by performing at least one of multiple packet 

transformation functions specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for the 

dynamic security policy from the security policy management server, wherein the 

updated second set of packet filtering rules comprises an update to the one or more first 

packet filtering rules created or altered by the security policy management server based 

on updated malicious traffic information received from the at least one third party 

malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets associated with the network protected by the packet security gateway based 

on the updated second set of packet filtering rules. 

22. (Currently Amended) The method of claim 21, wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically created or 

altered by the security policy management server comprises at least one of the one or more 

network addresses indicated by the malicious traffic infonnation. 

23. (Currently Amended) The method of claim 21, wherein the at least one third party 

malicious host tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic. 
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24. (Currently Amended) The method of claim 21, wherein the malicious traffic infonnation 

comprises a list ofone or more network addresses were associated, by a subscription service, with 

malicious network trafficknovm to be associated ,,vith malicious neti.vork traffic. 

25. (Original) The method of claim 21, wherein at least one packet transformation function 

comprises a network protective action. 

26. (Original) The method of claim 21, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

27. (Original) The method of claim 21, wherein one or more packet filtering rules of the first 

set of packet filtering rules specify a packet transformation function other than forwarding or 

dropping the corresponding packets. 

10 
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REMARKS 

The Office Action of April 16, 2020, (the "Action") has been carefully reviewed and these 

remarks are responsive thereto. Claims 1-4, 8-11, 15-17, and 21-24 have been amended. No 

new matter has been added. Claims 1-27 are therefore pending, with claims 1, 8, 15, and 21 being 

independent. Reconsideration and allowance of the instant application are respectfully requested. 

STATEMENT OF SUBSTANCE OF EXAMINER INTERVIEW 

Applicant thanks Examiner Chang for the interview on July 14, 2020. During that 

interview, the 35 U.S.C. § 103 rejections were discussed. No agreement was reached. 

REJECTIONS UNDER 35 U.S.C. § 103 

Claims 1-3, 5, 7-10, 12, 14-16, 18, 20-23, 25, and 27 stand rejected under 35 U.S.C. § 

103 for allegedly being unpatentable over, U.S. Pub. No. 2003/0118038 to Jalava et al. ("Jalava") 

in view of U.S. Pub. No. 2006/0123481 to Bhatnagar et al. ("Bhatnagar"). 

Claims 4, 11, 17, and 24 stand rejected under 35 U.S.C. § 103 for allegedly being 

unpatentable over Jalava, Bhatnagar, and U.S. Pub. No. 2010/0082811 to Van Der Merwe et al. 

("Van Der Merwe"). 

Claims 6, 13, 19, and 26 stand rejected under 35 U.S.C. § 103 for allegedly being 

unpatentable over Jalava and Bhatnagar, further in view of U.S. Pub. No. 2009/0262741 to Jungck 

et al. ("Jungck"). 

Claim 1 and Claims Depending Therefrom 

Claim 1 has been amended to recite, inter alia: 

receiving, by the packet security gateway and from a security policy management 

server external from the network protected by the packet security gateway, a dynamic 

security policy comprising a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary, wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet 

filtering rules comprise packet matching criteria corresponding to one or 

more network addresses and were automatically created or altered by the 
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security policy management server based on aggregated malicious traffic 

information, received from at least one third party malicious host tracker 

service located in the one or more networks other than the network 

protected by the packet security gateway, that comprises network 

addresses that have been determined, by the at least one third party 

malicious host tracker service, to be associated with malicious network 

traffic; 

None of the cited references teach, disclose, or otherwise suggest at least these features for 

at least the following reasons. 

None of the cited references teach, disclose, or otherwise suggest "receiving, by the packet 

security gateway and from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set of packet 

filtering rules to be applied to all network traffic traversing the boundary, wherein: each packet 

filtering rule of the first set of packet filtering rules comprises at least one packet matching 

criterion and a corresponding packet transformation function, and one or more first packet 

filtering rules of the first set of packet filtering rules comprise packet matching criteria 

corresponding to one or more network addresses and were automatically created or altered by the 

security policy management server based on aggregated malicious traffic information, received 

from at least one third party malicious host tracker service located in the one or more networks 

other than the network protected by the packet security gateway, that comprises network addresses 

that have been determined, by the at least one third party malicious host tracker service, to be 

associated with malicious network traffic." The Action, on page 7, concedes that J alava "does not 

specifically disclose ... packet filtering rules created or altered by [a] management server based 

on updated malicious traffic information received from a malicious host tracker service." To 

remedy this deficiency, the Action cites Bhatnagar, asserting (on page 7 of the Action) that 

Bhatnagar "create[] s updated filter rules by filter generation service based on translating malicious 

traffic patterns received from the security service [0022]; [0024]." Bhatnagar describes that 

"network elements" may be "updated with patterns associated with malicious code, so that 

malicious code may be detected and blocked at the network level." (Bhatnagar, Abstract). Such 

patterns are "malicious code definitions" which may be "update[d] ... daily or several times per 
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day." (Id., para. 0007). Bhatnagar explains that "a security service 30," such as "Symantec™ and 

MacAfee™," "provides updates 32 as new threats are identified on the network." (Id., para. 0022). 

Bhatnagar elaborates: 

When a new threat is identified, the security service 30 will obtain a signature of 
the threat from the agents (not shown) and generate a pattern that may be used by 
the network elements 12, 14, to identify the threat. Pattern generation of this sort is 
currently done by security services, for example, in connection with providing 
updates to security software 24, and the invention is not limited to a particular 
manner of generating these types of updates. 

(Id.). But Bhatnagar fails to teach, disclose, or otherwise suggest "receiving . .. a dynamic security 

policy comprising a first set of packet filtering rules to be applied to all network traffic traversing 

the boundary, wherein: ... one or more first packet filtering rules of the first set of packet filtering 

rules comprise packet matching criteria corresponding to one or more network addresses and 

were automatically created or altered by the security policy management server based on 

aggregated malicious traffic information, received from at least one third party malicious host 

tracker service located in the one or more networks other than the network protected by the packet 

security gateway, that comprises network addresses that have been determined, by the at least one 

third party malicious host tracker service, to be associated with malicious network traffic." First, 

Bhatnagar' s "pattern[ s]" are not "one or more first packet filtering rules" that "comprise packet 

matching criteria corresponding to one or more network addresses," but instead are "malicious 

code definitions." (Id., para. 0007). Such patterns are used, by the network element or other 

devices, to later generate rules to detect those code threats. (Id., paras. 0023-0024). In other 

words, Bhatnagar discusses code signatures, but not "one or more first packet filtering rules" that 

"were automatically created or altered by the security policy management server." Second, even 

assuming that Bhatnagar did disclose "packet filtering rules created or altered by [a] management 

server" (not conceded by Applicant), Bhatnagar does not teach, disclose, or otherwise suggest that 

such rules were "were automatically created or altered by the security policy management server 

based on aggregated malicious traffic information, received from at least one third party malicious 

host tracker service located in the one or more networks other than the network protected by the 

packet security gateway, that comprises network addresses that have been determined, by the at 

least one third party malicious host tracker service, to be associated with malicious network 

traffic." For instance, Bhatnagar does not teach "aggregated malicious traffic information." And, 
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in any event, such information does not comprise "network addresses that have been determined, 

by the at least one third party malicious host tracker service, to be associated with malicious 

network traffic." 

Accordingly, claim 1 is in a condition for allowance. Independent claims 8, 15, and 21 

have been similarly amended and are allowable for similar reasons. Claims 2-7, 9-14, 16-20, and 

22-27 depend from independent claims 1, 8, 15, and 21 and are allowable for similar reasons, and 

also because of their respective novel features. 

As one example of how the dependent claims define over the cited references, claim 2 has 

been amended to recite "wherein the at least one packet matching criterion corresponding to the 

one or more first packet filtering rules automatically created or altered by the security policy 

management server comprises at least one of the one or more network addresses." As indicated 

above, page 7 of the Action concedes that Jalava "does not specifically disclose ... packet filtering 

rules created or altered by [a] management server based on updated malicious traffic information 

received from a malicious host tracker service." To remedy this deficiency, the Action cites 

Bhatnagar. The Action seems to assert that Bhatnagar teaches "malicious traffic information" 

through its patterns; that is, "malicious code definitions." (Id., para. 0007). But Bhatnagar does 

not indicate that such patterns "comprise[] network addresses that have been determined, by the 

at least one third party malicious host tracker service, to be associated with malicious network 

traffic." Claims 9, 16, and 22 are allowable for similar reasons. 

As another example of how the dependent claims define over the cited references, claim 3 

recites "wherein the at least one third party malicious host tracker service comprises a 

subscription service that aggregates information associated with malicious network traffic." 

Bhatnagar's "security service 30 will obtain a signature of the threat from the agents (not shown) 

and generate a pattern that may be used by the network elements." (Id., para. 0022). Regardless 

of whether Bhatnagar' s "security service 30" or its "agents" are analogized as the "subscription 

service," neither "aggregate[] information associated with malicious network traffic." To the 

contrary, they receive a signature, generate a pattern, and (ultimately) generate a rule based on 

those patterns. Claims 10, 17, 23 are allowable for similar reasons. 

As yet another example of how the dependent claims define over the cited references, claim 

4 has been amended to recite "wherein the one or more network addresses were associated, by a 
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subscription service, with malicious network traffic." The Action seems to assert that Bhatnagar 

teaches "malicious traffic information" through its patterns; that is, "malicious code definitions." 

(Id., para. 0007). But Bhatnagar' s patterns are not "malicious traffic information" comprising 

"one or more network addresses" that "were associated, by a subscription service, with malicious 

network traffic." Claims 11, 17, 24 are allowable for similar reasons. 
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CONCLUSION 

All issues having been addressed, Applicant respectfully submits that the instant 

application is in condition for allowance, and respectfully solicits prompt notification of the same. 

However, if for any reason the Examiner believes the application is not in condition for allowance or 

there are any questions, the Examiner is requested to contact the undersigned at (202) 824-3158. 

Dated: July 16, 2020 

BANNER & WITCOFF, LTD. 
1100 13th St. NW 
STE 1200 
Washington, DC 20005 
(202) 824-3000 

Respectfully submitted, 

By: /Kirk A. Sigmon/ 
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DETAILED ACTION 

1. This first non-final action is in response to applicants' original filing on 

Page 2 

12/27/2019. Claims 1-27 are currently pending and have been considered as follows. 

Notice of Pre-A/A or A/A Status 

2. The present application is being examined under the pre-AIA first to invent 

provisions. 

3. In the event the determination of the status of the application as subject to AIA 35 

U.S.C. 102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any 

correction of the statutory basis for the rejection will not be considered a new ground of 

rejection if the prior art relied upon, and the rationale supporting the rejection, would be 

the same under either status. 

Drawings 

4. The drawings filed on 12/27/2019 are accepted. 

Information Disclosure Statement 

5. The information disclosure statements (IDS) submitted on 03/25/2020 and 

04/07/2020 have been placed in the application file, and the information referred therein 

has been considered as to the merits. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis 

for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102, if the differences between the subject matter sought to be patented 
and the prior art are such that the subject matter as a whole would have been obvious at the 
time the invention was made to a person having ordinary skill in the art to which said subject 
matter pertains. Patentability shall not be negatived by the manner in which the invention was 
made. 
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7. This application currently names joint inventors. In considering patentability of the 

claims under pre-AIA 35 U.S.C. 103(a), the examiner presumes that the subject matter 

of the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 

consider the applicability of pre-AIA 35 U.S.C. 103(c) and potential pre-AIA 35 U.S.C. 

102(e), (f) or (g) prior art under pre-AIA 35 U.S.C. 103(a). 

8. Claims 1-3, 5, 7-10, 12, 14-16, 18, 20-23, 25, and 27 are rejected under pre-AIA 

35 U.S.C. 103(a) as being as being unpatentable over Jalava et al. (US 20030118038 

A 1, hereinafter Jalava) in view of Bhatnagar et al. (US 20060123481 A 1, hereinafter 

Bhatnagar). 

As to Claim 1 : 

Jalava discloses a method of filtering packets at a packet security gateway (e.g. Jalava 

"A personalized firewall or other network gateway is provided by a method of 

matching a data packet to a rule in a network gateway having a rule base. One or 

more identification values are determined (302) on the basis of the data packet 

and property value(s) associated with said one or more identification values are 

queried (304) and received from a property server. The property value(s) describe 

for example allowed connections and services for an entity associated with the 

identification value(s). The property value(s) are compared (306) to at least one 

rule in the rule base, said at least one rule comprising property value(s) and an 

action, and the action defined in said at least one rule is taken (310), if said 
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property value(s) of the rule match corresponding property value(s) associated 

with said one or more identification values" [Abstract]), of a plurality of packet 

security gateways that collectively provide an entire interface across a boundary of a 

network protected by the packet security gateway and one or more networks other than 

the network protected by the packet security gateway (e.g. Jalava "As already 

described above, the firewall 23 and 31 are gateways which operate at the same 

time as a connector and a separator between the networks in a sense that the 

firewalls keep track of the traffic that passes through them from one network to 

another and restrict connections and packets that are defined as unwanted by the 

administrators of the systems" [0049]; Fig. 2A; [0044]), the method comprising: 

- receiving, by the packet security gateway and from a security policy management 

server external from the network protected by the packet security gateway (e.g. 

Jalava management server 25 is remotely connected to the firewall over the 

public network and sends firewall rules to the firewall for execution [0044]; 

Fig. 2A), a dynamic security policy comprising a first set of packet filtering rules 

to be applied to all network traffic traversing the boundary (e.g. Jalava rules for 

firewall [0041]; [0044]; [0045]; [0049]; [0050]), wherein: 

- each packet filtering rule of the first set of packet filtering rules comprises at least 

one packet matching criterion and a corresponding packet transformation 

function (e.g. Jalava "it is detected, if a data packet, which has been 

received, is compared to a rule containing property values (that is, 

requiring the use of property values for match process) ... One or more 

identification values are determined on the basis of the data packet (step 
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302) and property value(s) associated with the identification value(s) are 

queried and received (step 304). In practice, the property values are stored 

in the firewall for future use after receiving them. If the property values are 

already stored, they do not need to be queried again. Then the property 

value(s) are compared to a rule, which includes property value(s) and an 

action, in step 306. If the property value(s) of the rule match corresponding 

property value(s) associated with the identification value(s), the action 

defined in the rule is taken (steps 308 and 310). If the property value(s) of 

the rule do not match corresponding property value(s) associated with the 

identification value(s), the next rule of the rule base is processed in step 

312" [0050]), and 

- one or more first packet filtering rules of the first set of packet filtering rules were 

automatically created or altered by the security policy management server (e.g. 

Jalava "firewall configuration (the rules), which may include also VPN 

configuration, is defined in the management system" [0044]); 

- performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the first set of packet filtering rules by performing at 

least one packet transformation function (e.g. Jalava "In a firewall, the action 

is typically deny or allow, which means the data packet is discarded or 

allowed to proceed, correspondingly" [0003]; [0004]; [0017]; [0049]) 

specified by at least one packet filtering rule of the first set of packet filtering rules 

on the first portion of packets (e.g. "The property value(s) are compared (306) 
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to at least one rule in the rule base, said at least one rule comprising 

Page 6 

property value(s) and an action, and the action defined in said at least one 

rule is taken (310), if said property value(s) of the rule match corresponding 

property value(s) associated with said one or more identification values" 

[Abstract]; [0017]; [0049]); 

- receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for 

the dynamic security policy from the security policy management server, wherein 

the updated second set of packet filtering rules comprises an update to the one 

or more first packet filtering rules (e.g. Jalava "the network gateway requests 

to be notified, if the property value(s) stored in the network gateway in step 

504 are updated in the property server. At this point such a request needs 

to be stored in the property server with reference to the corresponding 

property value--identification value combination (not shown in the Figure). 

In step 602, a notification comprising updated property value(s) and 

associated identification value(s) are received. The old property value(s) in 

the network gateway are then replaced with the corresponding updated 

property value(s) in step 604" [0065]; [0066]; [0069]); and 

- performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the 

packet security gateway based on the updated second set of packet filtering 

rules by performing at least one packet transformation function specified by at 

least one packet filtering rule of the second set of packet filtering rules on the 
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second portion of packets (e.g. Jalava "When the firewall has compared a 

data packet to N first rules and none of them has matched the data packet, 

it is required to find out the property values associated with the source of 

the data packet. The firewall queries the property values from the property 

server by the source IP address 10.1.1.7 and receives the sequence of 

101100 mentioned above" [0057]; [0050]; [0017]; [0049]); 

But Jalava does not specifically disclose: 

- packet filtering rules created or altered by [a] management server based on 

updated malicious traffic information received from a malicious host tracker 

service. 

However, the analogous art Bhatnagar does disclose packet filtering rules created or 

altered by [a] management server based on updated malicious traffic information 

received from a malicious host tracker service (e.g. Bhatnagar create updated filter 

rules by filter generation service based on translating malicious traffic patterns 

received from the security service [0022]; [0024]). Jalava and Bhatnagar are 

analogous art because they are from the same field of endeavor in network packet 

filtering. 

- (e.g. see Bhatnagar, "In the example shown in FIG. 1, a security service 30 

provides updates 32 as new threats are identified on the network ... When a new 

threat is identified, the security service 30 will obtain a signature of the threat 

from the agents (not shown) and generate a pattern that may be used by the 

network elements 12, 14, to identify the threat. Pattern generation of this sort is 

currently done by security services, for example, in connection with providing 

Keysight Technologies Ex. 1002 
Page 172 of 460



Application/Control Number: 16/728,766 
Art Unit: 2438 

Page 8 

updates to security software 24, and the invention is not limited to a particular 

manner of generating these types of updates" [0022]; see also "the patterns 

generated by the security service may be sent to a network management station 

34. The network management station may then pass the patterns to a filter 

generation service 36 configured to create filter rules specific to the different 

types of network elements on the network 10. The filter generation service 36, in 

this alternate embodiment, is configured to translate the pattern received from 

the security service 30 via update 32 into filter rules 38 that are transmitted to the 

network elements and used by the network elements 12, 14 to filter traffic on the 

network. In either embodiment, the filter rules will be installed into the forwarding 

planes of the network elements configured to act as detection points 28, so that 

traffic matching the patterns will be removed from the network. By continually 

updating the detection points 28 in real time as threats are discovered, it is 

possible to immunize the network against outbreaks of malicious code to reduce 

the chance that malicious code will reach the customer equipment" [0024]; 

"When a pattern match is found, the traffic may be discarded or, alternatively, 

additional remedial action may be taken such as to trace the traffic backwards 

through the network toward the source. Tracing the traffic backwards through the 

network may enable the source of the traffic to be identified" [00281). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava and Bhatnagar before him or her, to modify the 

system and method of Jalava with the teachings of Bhatnagar to include packet 

filtering rules created or altered by [a] management server based on updated malicious 

Keysight Technologies Ex. 1002 
Page 173 of 460



Application/Control Number: 16/728,766 
Art Unit: 2438 

Page 9 

traffic information received from a malicious host tracker service as claimed because 

Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The 

suggestion/motivation for doing so would have been to stop malicious code that spans 

multiple packets at the network level so that new security threats may be neutralized 

quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been 

obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the 

instant claim(s). 

As to Claim 2: 

Jalava in view of Bhatnagar discloses the method of claim 1, wherein the at least one 

packet matching criterion corresponding to the one or more first packet filtering rules 

automatically created or altered by the security policy management server comprises at 

least one network address indicated by the malicious traffic information (e.g. Jalava "a 

characterizing value may be for example a header field value, a payload field 

value, an IP address (source or destination), port number (source or destination)" 

[0019]; [0020]; [0052]; [0057]; [0058]). 

As to Claim 3: 

Jalava in view of Bhatnagar discloses the method of claim 1, wherein the malicious 

host tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic (e.g. Bhatnagar security service provides 

updates to subscribers, such companies as Symantec and MacAfee have security 
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agents in millions of machines that detect viruses and other malicious code and 

generate threat patterns [0022]; [0018]; [0019]). The Examiner supplies the same 

rationale for the combination of references Jalava and Bhatnagar as in Claim 1 above. 

As to Claim 5: 

Jalava in view of Bhatnagar discloses the method of claim 1, wherein at least one 

packet transformation function comprises a network protective action (e.g. Jalava "In a 

firewall, the action is typically deny or allow, which means the data packet is 

discarded or allowed to proceed, correspondingly" [0003]). 

As to Claim 7: 

Jalava in view of Bhatnagar discloses the method of claim 1, wherein one or more 

packet filtering rules of the first set of packet filtering rules specify a packet 

transformation function (e.g. Bhatnagar "additional remedial action may be taken 

such as to trace the traffic backwards through the network toward the source. 

Tracing the traffic backwards through the network may enable the source of the 

traffic to be identified, so that the edge network element connected to the source 

may cause the port over which the source connects to the network to be shut 

down" [0028]) other than forwarding or dropping the corresponding packets. The 

Examiner supplies the same rationale for the combination of references Jalava and 

Bhatnagar as in Claim 1 above. 

As to Claim 8: 

Jalava discloses a packet security gateway (e.g. Jalava "A personalized firewall or 

other network gateway is provided by a method of matching a data packet to a 

rule in a network gateway having a rule base. One or more identification values 
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are determined (302) on the basis of the data packet and property value(s) 

Page 11 

associated with said one or more identification values are queried (304) and 

received from a property server. The property value(s) describe for example 

allowed connections and services for an entity associated with the identification 

value(s). The property value(s) are compared (306) to at least one rule in the rule 

base, said at least one rule comprising property value(s) and an action, and the 

action defined in said at least one rule is taken (310), if said property value(s) of 

the rule match corresponding property value(s) associated with said one or more 

identification values" [Abstract]), of a plurality of packet security gateways that 

collectively provide an entire interface across a boundary of a network protected by the 

packet security gateway and one or more networks other than the network protected by 

the packet security gateway (e.g. Jalava "As already described above, the firewall 

23 and 31 are gateways which operate at the same time as a connector and a 

separator between the networks in a sense that the firewalls keep track of the 

traffic that passes through them from one network to another and restrict 

connections and packets that are defined as unwanted by the administrators of 

the systems" [0049]; Fig. 2A; [0044]), comprising: 

- one or more processors (e.g. Jalava machine/computer [0002]); and 

- memory storing instructions (e.g. Jalava memory [Claim 19]; computer-

readable medium containing computer software [Claim 21]) that, when 

executed by the one or more processors, cause the packet security gateway to: 

- receive, from a security policy management server external from the network 

protected by the packet security gateway (e.g. Jalava management server 25 

Keysight Technologies Ex. 1002 
Page 176 of 460



Application/Control Number: 16/728,766 
Art Unit: 2438 

Page 12 

is remotely connected to the firewall over the public network and sends 

firewall rules to the firewall for execution [0044]; Fig. 2A), a dynamic security 

policy comprising a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary (e.g. Jalava rules for firewall [0041]; [0044]; 

[0045]; [0049]; [0050]), wherein: 

- each packet filtering rule of the first set of packet filtering rules comprises at least 

one packet matching criterion and a corresponding packet transformation 

function (e.g. Jalava "it is detected, if a data packet, which has been 

received, is compared to a rule containing property values (that is, 

requiring the use of property values for match process) ... One or more 

identification values are determined on the basis of the data packet (step 

302) and property value(s) associated with the identification value(s) are 

queried and received (step 304). In practice, the property values are stored 

in the firewall for future use after receiving them. If the property values are 

already stored, they do not need to be queried again. Then the property 

value(s) are compared to a rule, which includes property value(s) and an 

action, in step 306. If the property value(s) of the rule match corresponding 

property value(s) associated with the identification value(s), the action 

defined in the rule is taken (steps 308 and 310). If the property value(s) of 

the rule do not match corresponding property value(s) associated with the 

identification value(s), the next rule of the rule base is processed in step 

312" [0050]), and 

Keysight Technologies Ex. 1002 
Page 177 of 460



Application/Control Number: 16/728,766 
Art Unit: 2438 

Page 13 

- one or more first packet filtering rules of the first set of packet filtering rules were 

automatically created or altered by the security policy management server (e.g. 

Jalava "firewall configuration (the rules), which may include also VPN 

configuration, is defined in the management system" [0044]); 

- perform, on a packet by packet basis, packet filtering on a first portion of packets 

corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one 

packet transformation function (e.g. Jalava "In a firewall, the action is typically 

deny or allow, which means the data packet is discarded or allowed to 

proceed, correspondingly" [0003]; [0004]; [0017]; [0049]) specified by at least 

one packet filtering rule of the first set of packet filtering rules on the first portion 

of packets (e.g. "The property value(s) are compared (306) to at least one 

rule in the rule base, said at least one rule comprising property value(s) 

and an action, and the action defined in said at least one rule is taken (310), 

if said property value(s) of the rule match corresponding property value(s) 

associated with said one or more identification values" [Abstract]; [0017]; 

[0049]); 

- receive, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from 

the security policy management server, wherein the updated second set of 

packet filtering rules comprises an update to the one or more first packet filtering 

rules (e.g. Jalava "the network gateway requests to be notified, if the 

property value(s) stored in the network gateway in step 504 are updated in 
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the property server. At this point such a request needs to be stored in the 

property server with reference to the corresponding property value-­

identification value combination (not shown in the Figure). In step 602, a 

notification comprising updated property value(s) and associated 

identification value(s) are received. The old property value(s) in the network 

gateway are then replaced with the corresponding updated property 

value(s) in step 604" [0065]; [0066]; [0069]); and 

- perform, on a packet by packet basis, packet filtering on a second portion of the 

packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by 

performing at least one packet transformation function specified by at least one 

packet filtering rule of the second set of packet filtering rules on the second 

portion of packets (e.g. Jalava "When the firewall has compared a data 

packet to N first rules and none of them has matched the data packet, it is 

required to find out the property values associated with the source of the 

data packet. The firewall queries the property values from the property 

server by the source IP address 10.1.1.7 and receives the sequence of 

101100 mentioned above" [0057]; [0050]; [0017]; [0049]); 

But Jalava does not specifically disclose: 

- packet filtering rules created or altered by [a] management server based on 

updated malicious traffic information received from a malicious host tracker 

service. 
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However, the analogous art Bhatnagar does disclose packet filtering rules created or 

altered by [a] management server based on updated malicious traffic information 

received from a malicious host tracker service (e.g. Bhatnagar create updated filter 

rules by filter generation service based on translating malicious traffic patterns 

received from the security service [0022]; [0024]). Jalava and Bhatnagar are 

analogous art because they are from the same field of endeavor in network packet 

filtering. 

- (e.g. see Bhatnagar, "In the example shown in FIG. 1, a security service 30 

provides updates 32 as new threats are identified on the network ... When a new 

threat is identified, the security service 30 will obtain a signature of the threat 

from the agents (not shown) and generate a pattern that may be used by the 

network elements 12, 14, to identify the threat. Pattern generation of this sort is 

currently done by security services, for example, in connection with providing 

updates to security software 24, and the invention is not limited to a particular 

manner of generating these types of updates" [0022]; see also "the patterns 

generated by the security service may be sent to a network management station 

34. The network management station may then pass the patterns to a filter 

generation service 36 configured to create filter rules specific to the different 

types of network elements on the network 10. The filter generation service 36, in 

this alternate embodiment, is configured to translate the pattern received from 

the security service 30 via update 32 into filter rules 38 that are transmitted to the 

network elements and used by the network elements 12, 14 to filter traffic on the 

network. In either embodiment, the filter rules will be installed into the forwarding 
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planes of the network elements configured to act as detection points 28, so that 

traffic matching the patterns will be removed from the network. By continually 

updating the detection points 28 in real time as threats are discovered, it is 

possible to immunize the network against outbreaks of malicious code to reduce 

the chance that malicious code will reach the customer equipment" [0024]; 

"When a pattern match is found, the traffic may be discarded or, alternatively, 

additional remedial action may be taken such as to trace the traffic backwards 

through the network toward the source. Tracing the traffic backwards through the 

network may enable the source of the traffic to be identified" [00281). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava and Bhatnagar before him or her, to modify the 

system and method of Jalava with the teachings of Bhatnagar to include packet 

filtering rules created or altered by [a] management server based on updated malicious 

traffic information received from a malicious host tracker service as claimed because 

Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The 

suggestion/motivation for doing so would have been to stop malicious code that spans 

multiple packets at the network level so that new security threats may be neutralized 

quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been 

obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the 

instant claim(s). 
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Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein 

the at least one packet matching criterion corresponding to the one or more first packet 

filtering rules automatically created or altered by the security policy management server 

comprises at least one network address indicated by the malicious traffic information 

(e.g. Jalava "a characterizing value may be for example a header field value, a 

payload field value, an IP address (source or destination), port number (source or 

destination)" [0019]; [0020]; [0052]; [0057]; [0058]). 

As to Claim 10: 

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein 

the malicious host tracker service comprises a subscription service that aggregates 

information associated with malicious network traffic (e.g. Bhatnagar security service 

provides updates to subscribers, such companies as Symantec and MacAfee 

have security agents in millions of machines that detect viruses and other 

malicious code and generate threat patterns [0022]; [0018]; [0019]). The Examiner 

supplies the same rationale for the combination of references Jalava and Bhatnagar as 

in Claim 8 above. 

As to Claim 12: 

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein 

at least one packet transformation function comprises a network protective action (e.g. 

Jalava "In a firewall, the action is typically deny or allow, which means the data 

packet is discarded or allowed to proceed, correspondingly" [0003]). 

As to Claim 14: 
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Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein 

one or more packet filtering rules of the first set of packet filtering rules specify a packet 

transformation function (e.g. Bhatnagar "additional remedial action may be taken 

such as to trace the traffic backwards through the network toward the source. 

Tracing the traffic backwards through the network may enable the source of the 

traffic to be identified, so that the edge network element connected to the source 

may cause the port over which the source connects to the network to be shut 

down" [0028]) other than forwarding or dropping the corresponding packets. The 

Examiner supplies the same rationale for the combination of references Jalava and 

Bhatnagar as in Claim 8 above. 

As to Claim 15: 

Jalava discloses one or more non-transitory computer readable media storing 

instructions (e.g. Jalava memory [Claim 19]; computer-readable medium 

containing computer software [Claim 21]) that, when executed by at least one 

processor, cause a packet security gateway (e.g. Jalava "A personalized firewall or 

other network gateway is provided by a method of matching a data packet to a 

rule in a network gateway having a rule base. One or more identification values 

are determined (302) on the basis of the data packet and property value(s) 

associated with said one or more identification values are queried (304) and 

received from a property server. The property value(s) describe for example 

allowed connections and services for an entity associated with the identification 

value(s). The property value(s) are compared (306) to at least one rule in the rule 

base, said at least one rule comprising property value(s) and an action, and the 
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action defined in said at least one rule is taken (310), if said property value(s) of 

the rule match corresponding property value(s) associated with said one or more 

identification values" [Abstract]), of a plurality of packet security gateways that 

collectively provide an entire interface across a boundary of a network protected by the 

packet security gateway and one or more networks other than the network protected by 

the packet security gateway (e.g. Jalava "As already described above, the firewall 

23 and 31 are gateways which operate at the same time as a connector and a 

separator between the networks in a sense that the firewalls keep track of the 

traffic that passes through them from one network to another and restrict 

connections and packets that are defined as unwanted by the administrators of 

the systems" [0049]; Fig. 2A; [0044]), to perform steps comprising: 

- receiving, from a security policy management server external from the network 

protected by the packet security gateway (e.g. Jalava management server 25 

is remotely connected to the firewall over the public network and sends 

firewall rules to the firewall for execution [0044]; Fig. 2A), a dynamic security 

policy comprising a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary (e.g. Jalava rules for firewall [0041]; [0044]; 

[0045]; [0049]; [0050]), wherein: 

- each packet filtering rule of the first set of packet filtering rules comprises at least 

one packet matching criterion and a corresponding packet transformation 

function (e.g. Jalava "it is detected, if a data packet, which has been 

received, is compared to a rule containing property values (that is, 

requiring the use of property values for match process) ... One or more 
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identification values are determined on the basis of the data packet (step 

302) and property value(s) associated with the identification value(s) are 

queried and received (step 304). In practice, the property values are stored 

in the firewall for future use after receiving them. If the property values are 

already stored, they do not need to be queried again. Then the property 

value(s) are compared to a rule, which includes property value(s) and an 

action, in step 306. If the property value(s) of the rule match corresponding 

property value(s) associated with the identification value(s), the action 

defined in the rule is taken (steps 308 and 310). If the property value(s) of 

the rule do not match corresponding property value(s) associated with the 

identification value(s), the next rule of the rule base is processed in step 

312" [0050]), and 

- one or more first packet filtering rules of the first set of packet filtering rules were 

automatically created or altered by the security policy management server (e.g. 

Jalava "firewall configuration (the rules), which may include also VPN 

configuration, is defined in the management system" [0044]); 

- performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the first set of packet filtering rules by performing at 

least one packet transformation function (e.g. Jalava "In a firewall, the action 

is typically deny or allow, which means the data packet is discarded or 

allowed to proceed, correspondingly" [0003]; [0004]; [0017]; [0049]) 

specified by at least one packet filtering rule of the first set of packet filtering rules 
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on the first portion of packets (e.g. "The property value(s) are compared (306) 

to at least one rule in the rule base, said at least one rule comprising 

property value(s) and an action, and the action defined in said at least one 

rule is taken (310), if said property value(s) of the rule match corresponding 

property value(s) associated with said one or more identification values" 

[Abstract]; [0017]; [0049]); 

- receiving, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from 

the security policy management server, wherein the updated second set of 

packet filtering rules comprises an update to the one or more first packet filtering 

rules (e.g. Jalava "the network gateway requests to be notified, if the 

property value(s) stored in the network gateway in step 504 are updated in 

the property server. At this point such a request needs to be stored in the 

property server with reference to the corresponding property value-­

identification value combination (not shown in the Figure). In step 602, a 

notification comprising updated property value(s) and associated 

identification value(s) are received. The old property value(s) in the network 

gateway are then replaced with the corresponding updated property 

value(s) in step 604" [0065]; [0066]; [0069]); and 

- performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the 

packet security gateway based on the updated second set of packet filtering 

rules by performing at least one packet transformation function specified by at 
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least one packet filtering rule of the second set of packet filtering rules on the 

second portion of packets (e.g. Jalava "When the firewall has compared a 

data packet to N first rules and none of them has matched the data packet, 

it is required to find out the property values associated with the source of 

the data packet. The firewall queries the property values from the property 

server by the source IP address 10.1.1.7 and receives the sequence of 

101100 mentioned above" [0057]; [0050]); 

But Jalava does not specifically disclose: 

- packet filtering rules created or altered by [a] management server based on 

updated malicious traffic information received from a malicious host tracker 

service. 

However, the analogous art Bhatnagar does disclose packet filtering rules created or 

altered by [a] management server based on updated malicious traffic information 

received from a malicious host tracker service (e.g. Bhatnagar create updated filter 

rules by filter generation service based on translating malicious traffic patterns 

received from the security service [0022]; [0024]). Jalava and Bhatnagar are 

analogous art because they are from the same field of endeavor in network packet 

filtering. 

- (e.g. see Bhatnagar, "In the example shown in FIG. 1, a security service 30 

provides updates 32 as new threats are identified on the network ... When a new 

threat is identified, the security service 30 will obtain a signature of the threat 

from the agents (not shown) and generate a pattern that may be used by the 

network elements 12, 14, to identify the threat. Pattern generation of this sort is 
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currently done by security services, for example, in connection with providing 

updates to security software 24, and the invention is not limited to a particular 

manner of generating these types of updates" [0022]; see also "the patterns 

generated by the security service may be sent to a network management station 

34. The network management station may then pass the patterns to a filter 

generation service 36 configured to create filter rules specific to the different 

types of network elements on the network 10. The filter generation service 36, in 

this alternate embodiment, is configured to translate the pattern received from 

the security service 30 via update 32 into filter rules 38 that are transmitted to the 

network elements and used by the network elements 12, 14 to filter traffic on the 

network. In either embodiment, the filter rules will be installed into the forwarding 

planes of the network elements configured to act as detection points 28, so that 

traffic matching the patterns will be removed from the network. By continually 

updating the detection points 28 in real time as threats are discovered, it is 

possible to immunize the network against outbreaks of malicious code to reduce 

the chance that malicious code will reach the customer equipment" [0024]; 

"When a pattern match is found, the traffic may be discarded or, alternatively, 

additional remedial action may be taken such as to trace the traffic backwards 

through the network toward the source. Tracing the traffic backwards through the 

network may enable the source of the traffic to be identified" [00281). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava and Bhatnagar before him or her, to modify the 

system and method of Jalava with the teachings of Bhatnagar to include packet 
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filtering rules created or altered by [a] management server based on updated malicious 

traffic information received from a malicious host tracker service as claimed because 

Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

sent from a security service (Bhatnagar [0022]; [0024]; [0028]). The 

suggestion/motivation for doing so would have been to stop malicious code that spans 

multiple packets at the network level so that new security threats may be neutralized 

quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been 

obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the 

instant claim(s). 

As to Claim 16: 

Jalava in view of Bhatnagar discloses the computer readable media of claim 15, 

wherein the at least one packet matching criterion corresponding to the one or more first 

packet filtering rules automatically created or altered by the security policy management 

server comprises at least one network address indicated by the malicious traffic 

information (e.g. Jalava "a characterizing value may be for example a header field 

value, a payload field value, an IP address (source or destination), port number 

(source or destination)" [0019]; [0020]; [0052]; [0057]; [0058]). 

As to Claim 18: 

Jalava in view of Bhatnagar discloses the computer readable media of claim 15, 

wherein at least one packet transformation function comprises a network protective 
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action (e.g. Jalava "In a firewall, the action is typically deny or allow, which means 

the data packet is discarded or allowed to proceed, correspondingly" [0003]). 

As to Claim 20: 

Jalava in view of Bhatnagar discloses the computer readable media of claim 15, 

wherein one or more packet filtering rules of the first set of packet filtering rules specify 

a packet transformation function (e.g. Bhatnagar "additional remedial action may be 

taken such as to trace the traffic backwards through the network toward the 

source. Tracing the traffic backwards through the network may enable the source 

of the traffic to be identified, so that the edge network element connected to the 

source may cause the port over which the source connects to the network to be 

shut down" [0028]) other than forwarding or dropping the corresponding packets. The 

Examiner supplies the same rationale for the combination of references Jalava and 

Bhatnagar as in Claim 15 above. 

As to Claim 21 : 

Jalava discloses a method of filtering packets at a packet security gateway configured 

for protection of a network (e.g. Jalava "A personalized firewall or other network 

gateway is provided by a method of matching a data packet to a rule in a network 

gateway having a rule base. One or more identification values are determined 

(302) on the basis of the data packet and property value(s) associated with said 

one or more identification values are queried (304) and received from a property 

server. The property value(s) describe for example allowed connections and 
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services for an entity associated with the identification value(s). The property 

value(s) are compared (306) to at least one rule in the rule base, said at least one 

rule comprising property value(s) and an action, and the action defined in said at 

least one rule is taken (310), if said property value(s) of the rule match 

corresponding property value(s) associated with said one or more identification 

values" [Abstract]) and associated with a security policy management server external 

from the network (e.g. Jalava management server 25 is remotely connected to the 

firewall over the public network and sends firewall rules to the firewall for 

execution [0044]; Fig. 2A), the method comprising: 

- receiving, by the packet security gateway (e.g. Jalava management server 

sends firewall rules to the firewall for execution [0044]; Fig. 2A), a dynamic 

security policy comprising a first set of packet filtering rules from the security 

policy management server (e.g. Jalava rules for firewall [0041]; [0044]; [0045]; 

[0049]; [0050]), wherein each packet filtering rule of the first set of packet 

filtering rules comprises at least one packet matching criterion and a 

corresponding packet transformation function (e.g. Jalava "it is detected, if a 

data packet, which has been received, is compared to a rule containing 

property values (that is, requiring the use of property values for match 

process) ... One or more identification values are determined on the basis 

of the data packet (step 302) and property value(s) associated with the 

identification value(s) are queried and received (step 304). In practice, the 

property values are stored in the firewall for future use after receiving 

them. If the property values are already stored, they do not need to be 
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queried again. Then the property value(s) are compared to a rule, which 

includes property value(s) and an action, in step 306. If the property 

value(s) of the rule match corresponding property value(s) associated with 

the identification value(s), the action defined in the rule is taken (steps 308 

and 310). If the property value(s) of the rule do not match corresponding 

property value(s) associated with the identification value(s), the next rule of 

the rule base is processed in step 312" [0050]), and wherein one or more first 

packet filtering rules of the first set of packet filtering rules were automatically 

created or altered by the security policy management server (e.g. Jalava 

"firewall configuration (the rules), which may include also VPN 

configuration, is defined in the management system" [0044]); 

- performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the first set of packet filtering rules by performing at 

least one of multiple packet transformation functions (e.g. Jalava "In a firewall, 

the action is typically deny or allow, which means the data packet is 

discarded or allowed to proceed, correspondingly" [0003]; [0004]; [0017]; 

[0049]) specified by at least one packet filtering rule of the first set of packet 

filtering rules on the first portion of packets (e.g. "The property value(s) are 

compared (306) to at least one rule in the rule base, said at least one rule 

comprising property value(s) and an action, and the action defined in said 

at least one rule is taken (310), if said property value(s) of the rule match 
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- receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for 

the dynamic security policy from the security policy management server, wherein 

the updated second set of packet filtering rules comprises an update to the one 

or more first packet filtering rules (e.g. Jalava "the network gateway requests 

to be notified, if the property value(s) stored in the network gateway in step 

504 are updated in the property server. At this point such a request needs 

to be stored in the property server with reference to the corresponding 

property value--identification value combination (not shown in the Figure). 

In step 602, a notification comprising updated property value(s) and 

associated identification value(s) are received. The old property value(s) in 

the network gateway are then replaced with the corresponding updated 

property value(s) in step 604" [0065]; [0066]; [0069]); and 

- performing, on a packet by packet basis, packet filtering on a second portion of 

the packets associated with the network protected by the packet security 

gateway based on the updated second set of packet filtering rules (e.g. Jalava 

"When the firewall has compared a data packet to N first rules and none of 

them has matched the data packet, it is required to find out the property 

values associated with the source of the data packet. The firewall queries 

the property values from the property server by the source IP address 
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10.1.1. 7 and receives the sequence of 101100 mentioned above" [0057]; 

[0050]); 

But Jalava does not specifically disclose: 

- packet filtering rules created or altered by [a] management server based on 

updated malicious traffic information received from a malicious host tracker 

service. 

However, the analogous art Bhatnagar does disclose packet filtering rules created or 

altered by [a] management server based on updated malicious traffic information 

received from a malicious host tracker service (e.g. Bhatnagar create updated filter 

rules by filter generation service based on translating malicious traffic patterns 

received from the security service [0022]; [0024]). Jalava and Bhatnagar are 

analogous art because they are from the same field of endeavor in network packet 

filtering. 

- (e.g. see Bhatnagar, "In the example shown in FIG. 1, a security service 30 

provides updates 32 as new threats are identified on the network ... When a new 

threat is identified, the security service 30 will obtain a signature of the threat 

from the agents (not shown) and generate a pattern that may be used by the 

network elements 12, 14, to identify the threat. Pattern generation of this sort is 

currently done by security services, for example, in connection with providing 

updates to security software 24, and the invention is not limited to a particular 

manner of generating these types of updates" [0022]; see also "the patterns 

generated by the security service may be sent to a network management station 

34. The network management station may then pass the patterns to a filter 
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generation service 36 configured to create filter rules specific to the different 

types of network elements on the network 10. The filter generation service 36, in 

this alternate embodiment, is configured to translate the pattern received from 

the security service 30 via update 32 into filter rules 38 that are transmitted to the 

network elements and used by the network elements 12, 14 to filter traffic on the 

network. In either embodiment, the filter rules will be installed into the forwarding 

planes of the network elements configured to act as detection points 28, so that 

traffic matching the patterns will be removed from the network. By continually 

updating the detection points 28 in real time as threats are discovered, it is 

possible to immunize the network against outbreaks of malicious code to reduce 

the chance that malicious code will reach the customer equipment" [0024]; 

"When a pattern match is found, the traffic may be discarded or, alternatively, 

additional remedial action may be taken such as to trace the traffic backwards 

through the network toward the source. Tracing the traffic backwards through the 

network may enable the source of the traffic to be identified" [00281). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava and Bhatnagar before him or her, to modify the 

system and method of Jalava with the teachings of Bhatnagar to include packet 

filtering rules created or altered by [a] management server based on updated malicious 

traffic information received from a malicious host tracker service as claimed because 

Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 
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suggestion/motivation for doing so would have been to stop malicious code that spans 

multiple packets at the network level so that new security threats may be neutralized 

quickly once discovered (Bhatnagar [0026]; [0027]). Therefore, it would have been 

obvious to combine Jalava and Bhatnagar to obtain the invention as specified in the 

instant claim(s). 

As to Claim 22: 

Jalava in view of Bhatnagar discloses the method of claim 21, wherein the at least one 

packet matching criterion corresponding to the one or more first packet filtering rules 

automatically created or altered by the security policy management server comprises at 

least one network address indicated by the malicious traffic information (e.g. Jalava "a 

characterizing value may be for example a header field value, a payload field 

value, an IP address (source or destination), port number (source or destination)" 

[0019]; [0020]; [0052]; [0057]; [0058]). 

As to Claim 23: 

Jalava in view of Bhatnagar discloses the method of claim 21, wherein the malicious 

host tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic (e.g. Bhatnagar security service provides 

updates to subscribers, such companies as Symantec and MacAfee have security 

agents in millions of machines that detect viruses and other malicious code and 

generate threat patterns [0022]; [0018]; [0019]). The Examiner supplies the same 

rationale for the combination of references Jalava and Bhatnagar as in Claim 21 

above. 
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Jalava in view of Bhatnagar discloses the method of claim 21, wherein at least one 

packet transformation function comprises a network protective action (e.g. Jalava "In a 

firewall, the action is typically deny or allow, which means the data packet is 

discarded or allowed to proceed, correspondingly" [0003]). 

As to Claim 27: 

Jalava in view of Bhatnagar discloses the method of claim 21, wherein one or more 

packet filtering rules of the first set of packet filtering rules specify a packet 

transformation function (e.g. Bhatnagar "additional remedial action may be taken 

such as to trace the traffic backwards through the network toward the source. 

Tracing the traffic backwards through the network may enable the source of the 

traffic to be identified, so that the edge network element connected to the source 

may cause the port over which the source connects to the network to be shut 

down" [0028]) other than forwarding or dropping the corresponding packets. The 

Examiner supplies the same rationale for the combination of references Jalava and 

Bhatnagar as in Claim 21 above. 

9. Claims 4, 11, 17, and 24 are rejected under pre-AIA 35 U.S.C. 103(a) as being 

unpatentable over Jalava in view of Bhatnagar as applied to Claims 1, 8, 15, and 21 

above, and further in view of Van Der Merwe et al. (US 20100082811 A 1, IDS submitted 

03/25/2020, hereinafter Van Der Merwe). 

As to Claim 4: 

Jalava in view of Bhatnagar discloses the method of claim 1, but does not specifically 

disclose: 
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- wherein the malicious traffic information comprises a list of network addresses 

known to be associated with malicious network traffic. 

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic 

information comprises a list of network addresses known to be associated with 

malicious network traffic (e.g. Van Der Merwe blacklist generated from received 

malicious network sources [0042]; [0043]; addresses of sources of unwanted data 

traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source 

[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava, 

Bhatnagar, and Van Der Merwe are analogous art because they are from the same 

field of endeavor in coordinated processing of network packets. 

- (e.g. see Van Der Merwe, "Blacklists may be derived, for example, from e-mail 

spam logs, firewall logs, databases from anti-spyware software, and databases 

from anti-virus software. Blacklists may also contain user-specified entries" 

[0022]; see also "Herein, a customer refers to an end-user of network services. A 

customer, for example, may operate user system US1 150. A user system 

operated by a customer is also referred to as a customer user system" [0028]; 

see also "In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation 

systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional 

raw blacklists may also be inputted by the network administrator. A raw blacklist 

refers to a blacklist which has not been processed by traffic filter system 140. In 

step 204, TFS 140 consolidates the multiple raw blacklists into a single list of 

unwanted traffic sources, referred to herein as a consolidated raw blacklist" 

[0030]; see also "FIG. 2(c) shows a flowchart of steps for generating a customer 
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blacklist for a specific customer. Network blacklist 216 and a customer whitelist 

234 (for a specific customer) are acquired as input into TFS 140 ... In general, 

since customer whitelist 234 may be different for different specific customers, 

customer blacklist 248 may be different for different specific customers. A 

customer blacklist is associated with a customer system" [0042]; see also "For 

example, network blacklist 216 may be updated in response to a network attack 

by a malicious traffic source" [00431). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Van Der Merwe before him or 

her, to modify the combination of Jalava and Bhatnagar with the teachings of Van Der 

Merwe to include wherein the malicious traffic information comprises a list of network 

addresses known to be associated with malicious network traffic as claimed because 

Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious 

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030]; 

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a 

customer specific blacklist that is different for specific customers (Van Der Merwe 

[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhatnagar, 

and Van Der Merwe to obtain the invention as specified in the instant claim(s). 
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Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, but does 

not specifically disclose: 

- wherein the malicious traffic information comprises a list of network addresses 

known to be associated with malicious network traffic. 

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic 

information comprises a list of network addresses known to be associated with 

malicious network traffic (e.g. Van Der Merwe blacklist generated from received 

malicious network sources [0042]; [0043]; addresses of sources of unwanted data 

traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source 

[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava, 

Bhatnagar, and Van Der Merwe are analogous art because they are from the same 

field of endeavor in coordinated processing of network packets. 

- (e.g. see Van Der Merwe, "Blacklists may be derived, for example, from e-mail 

spam logs, firewall logs, databases from anti-spyware software, and databases 

from anti-virus software. Blacklists may also contain user-specified entries" 

[0022]; see also "Herein, a customer refers to an end-user of network services. A 

customer, for example, may operate user system US1 150. A user system 

operated by a customer is also referred to as a customer user system" [0028]; 

see also "In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation 

systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional 

raw blacklists may also be inputted by the network administrator. A raw blacklist 

refers to a blacklist which has not been processed by traffic filter system 140. In 
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step 204, TFS 140 consolidates the multiple raw blacklists into a single list of 

unwanted traffic sources, referred to herein as a consolidated raw blacklist" 

[0030]; see also "FIG. 2(c) shows a flowchart of steps for generating a customer 

blacklist for a specific customer. Network blacklist 216 and a customer whitelist 

234 (for a specific customer) are acquired as input into TFS 140 ... In general, 

since customer whitelist 234 may be different for different specific customers, 

customer blacklist 248 may be different for different specific customers. A 

customer blacklist is associated with a customer system" [0042]; see also "For 

example, network blacklist 216 may be updated in response to a network attack 

by a malicious traffic source" [00431). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Van Der Merwe before him or 

her, to modify the combination of Jalava and Bhatnagar with the teachings of Van Der 

Merwe to include wherein the malicious traffic information comprises a list of network 

addresses known to be associated with malicious network traffic as claimed because 

Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious 

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030]; 

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a 

customer specific blacklist that is different for specific customers (Van Der Merwe 
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[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhatnagar, 

and Van Der Merwe to obtain the invention as specified in the instant claim(s). 

As to Claim 17: 

Jalava in view of Bhatnagar discloses the computer readable media of claim 15, 

wherein the malicious host tracker service comprises a subscription service that 

aggregates information associated with malicious network traffic (e.g. Bhatnagar 

security service provides updates to subscribers, such companies as Symantec 

and MacAfee have security agents in millions of machines that detect viruses and 

other malicious code and generate threat patterns [0022]; [0018]; [0019]), but does 

not specifically disclose: 

- wherein the malicious traffic information comprises a list of network addresses 

known to be associated with malicious network traffic. 

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic 

information comprises a list of network addresses known to be associated with 

malicious network traffic (e.g. Van Der Merwe blacklist generated from received 

malicious network sources [0042]; [0043]; addresses of sources of unwanted data 

traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source 

[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava, 

Bhatnagar, and Van Der Merwe are analogous art because they are from the same 

field of endeavor in coordinated processing of network packets. 

- (e.g. see Van Der Merwe, "Blacklists may be derived, for example, from e-mail 

spam logs, firewall logs, databases from anti-spyware software, and databases 

from anti-virus software. Blacklists may also contain user-specified entries" 
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[0022]; see also "Herein, a customer refers to an end-user of network services. A 

customer, for example, may operate user system US1 150. A user system 

operated by a customer is also referred to as a customer user system" [0028]; 

see also "In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation 

systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional 

raw blacklists may also be inputted by the network administrator. A raw blacklist 

refers to a blacklist which has not been processed by traffic filter system 140. In 

step 204, TFS 140 consolidates the multiple raw blacklists into a single list of 

unwanted traffic sources, referred to herein as a consolidated raw blacklist" 

[0030]; see also "FIG. 2(c) shows a flowchart of steps for generating a customer 

blacklist for a specific customer. Network blacklist 216 and a customer whitelist 

234 (for a specific customer) are acquired as input into TFS 140 ... In general, 

since customer whitelist 234 may be different for different specific customers, 

customer blacklist 248 may be different for different specific customers. A 

customer blacklist is associated with a customer system" [0042]; see also "For 

example, network blacklist 216 may be updated in response to a network attack 

by a malicious traffic source" [00431). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Van Der Merwe before him or 

her, to modify the combination of Jalava and Bhatnagar with the teachings of Van Der 

Merwe to include wherein the malicious traffic information comprises a list of network 

addresses known to be associated with malicious network traffic as claimed because 

Jalava's system and method provides a management server that remotely connects to 
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firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious 

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030]; 

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a 

customer specific blacklist that is different for specific customers (Van Der Merwe 

[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhatnagar, 

and Van Der Merwe to obtain the invention as specified in the instant claim(s). 

As to Claim 24: 

Jalava in view of Bhatnagar discloses the method of claim 21, but does not specifically 

disclose: 

- wherein the malicious traffic information comprises a list of network addresses 

known to be associated with malicious network traffic. 

However, the analogous art Van Der Merwe does disclose wherein the malicious traffic 

information comprises a list of network addresses known to be associated with 

malicious network traffic (e.g. Van Der Merwe blacklist generated from received 

malicious network sources [0042]; [0043]; addresses of sources of unwanted data 

traffic [0003]; [0005]; unwanted traffic sources [0006]; malicious traffic source 

[0043]; [0028]; raw blacklists acquired from reputation systems [0030]). Jalava, 

Bhatnagar, and Van Der Merwe are analogous art because they are from the same 

field of endeavor in coordinated processing of network packets. 

- (e.g. see Van Der Merwe, "Blacklists may be derived, for example, from e-mail 

spam logs, firewall logs, databases from anti-spyware software, and databases 
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from anti-virus software. Blacklists may also contain user-specified entries" 

[0022]; see also "Herein, a customer refers to an end-user of network services. A 

customer, for example, may operate user system US1 150. A user system 

operated by a customer is also referred to as a customer user system" [0028]; 

see also "In FIG. 2(a), a set of raw blacklists 202 is acquired from reputation 

systems RS1 130-RS3 134 as input to traffic filter system TFS 140. Additional 

raw blacklists may also be inputted by the network administrator. A raw blacklist 

refers to a blacklist which has not been processed by traffic filter system 140. In 

step 204, TFS 140 consolidates the multiple raw blacklists into a single list of 

unwanted traffic sources, referred to herein as a consolidated raw blacklist" 

[0030]; see also "FIG. 2(c) shows a flowchart of steps for generating a customer 

blacklist for a specific customer. Network blacklist 216 and a customer whitelist 

234 (for a specific customer) are acquired as input into TFS 140 ... In general, 

since customer whitelist 234 may be different for different specific customers, 

customer blacklist 248 may be different for different specific customers. A 

customer blacklist is associated with a customer system" [0042]; see also "For 

example, network blacklist 216 may be updated in response to a network attack 

by a malicious traffic source" [00431). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Van Der Merwe before him or 

her, to modify the combination of Jalava and Bhatnagar with the teachings of Van Der 

Merwe to include wherein the malicious traffic information comprises a list of network 

addresses known to be associated with malicious network traffic as claimed because 
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Jalava's system and method provides a management server that remotely connects to 

firewalls/gateways at protected networks to provide packet filtering rules and updates 

(Jalava [Abstract]-[0069]) which could be based on received malicious traffic patterns 

(Bhatnagar [0022]; [0024]; [0028]) that comprise generated blacklists of malicious 

traffic sources for network service customers (Van Der Merwe [0022]; [0028]; [0030]; 

[0042]; [0043]). The suggestion/motivation for doing so would have been to provide a 

customer specific blacklist that is different for specific customers (Van Der Merwe 

[0004]; [0042]). Therefore, it would have been obvious to combine Jalava, Bhatnagar, 

and Van Der Merwe to obtain the invention as specified in the instant claim(s). 

10. Claims 6, 13, 19, and 26 are rejected under pre-AIA 35 U.S.C. 103(a) as being 

unpatentable over Jalava in view of Bhatnagar as applied to Claims 1, 8, 15, and 21 

above, and further in view of Jungck et al. (US 200902627 41 A 1, IDS submitted 

03/25/2020, hereinafter Jungck). 

As to Claim 6: 

Jalava in view of Bhatnagar discloses the method of claim 1, further comprising: 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets 

at the network layer (e.g. Jalava "In a firewall, the action is typically deny or allow, 

which means the data packet is discarded or allowed to proceed, 

correspondingly" [0003]; [0004]; "The property value(s) are compared (306) to at 

least one rule in the rule base, said at least one rule comprising property value(s) 

and an action, and the action defined in said at least one rule is taken (310), if 

said property value(s) of the rule match corresponding property value(s) 
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associated with said one or more identification values" [Abstract]; [0017]; [0049]), 

but does not specifically disclose: 

- receiving, by the packet security gateway, packets in a network layer transparent 

manner using an interface that is not addressed at the network layer. 

However, the analogous art Jungck does disclose receiving, by the packet security 

gateway, packets in a network layer transparent manner using an interface that is not 

addressed at the network layer (e.g. Jungck the edge server "effectively needs no 

address because it intercepts the necessary network traffic" [0098]; [0108]; 

[0159]-[0165]; devices may be selectively transparent to the network [0126]­

[0128]; [0153]). Jalava, Bhatnagar, and Jungck are analogous art because they are 

from the same field of endeavor in coordinated processing of network packets. 

- (e.g. see Jungck, "A major distinction between the edge server 502 and a proxy 

server is that there is no one address of the edge server 502. The edge server 

502 effectively needs no address because it intercepts the necessary network 

traffic. Therefore, clients 102, 104 do not need to know of the existence of the 

edge server 502 and can operate as they normally do, making content requests 

of servers 108" [0098]; see also "the edge server 602 is further capable of 

intercepting data traffic at the packet level based on the source or destination IP 

address contained within the packets flowing past the edge server 602. In this 

way, the edge server 602 is able to provide complete isolation of its subscribing 

servers 108, 11 0" [0108]; [0128]; [0153]; [0159]-[01651). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Jungck before him or her, to 
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to 

include receiving, by the packet security gateway, packets in a network layer 

transparent manner using an interface that is not addressed at the network layer as 

claimed because Jalava's system and method provides a management server that 

remotely connects to firewalls/gateways at protected networks which provide packet 

filtering on all traffic that passes through one network to another (Jalava [Abstract]-

[0069]) where packets could be intercepted transparently by an edge routing device 

with no network address (Jungck [0098]; [0108]; [0126]-[0128]; [0153]; [0159]-

[0165]). The suggestion/motivation for doing so would have been to allow for early and 

reliable packet interception and further ensures some measure of reliability in 

determining the origination of a particular packet (Jungck [0121 ]). Therefore, it would 

have been obvious to combine Jalava, Bhatnagar, and Jungck to obtain the invention 

as specified in the instant claim(s). 

As to Claim 13: 

Jalava in view of Bhatnagar discloses the packet security gateway of claim 8, wherein 

the instructions further cause the packet security gateway to: perform the at least one 

packet transformation function specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets at the network layer (e.g. 

Jalava "In a firewall, the action is typically deny or allow, which means the data 

packet is discarded or allowed to proceed, correspondingly" [0003]; [0004]; "The 

property value(s) are compared (306) to at least one rule in the rule base, said at 

least one rule comprising property value(s) and an action, and the action defined 

in said at least one rule is taken (310), if said property value(s) of the rule match 
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corresponding property value(s) associated with said one or more identification 

values" [Abstract]; [0017]; [0049]), but does not specifically disclose: 

- receive packets in a network layer transparent manner using an interface that is 

not addressed at the network layer. 

However, the analogous art Jungck does disclose receive packets in a network layer 

transparent manner using an interface that is not addressed at the network layer (e.g. 

Jungck the edge server "effectively needs no address because it intercepts the 

necessary network traffic" [0098]; [0108]; [0159]-[0165]; devices may be 

selectively transparent to the network [0126]-[0128]; [0153]). Jalava, Bhatnagar, 

and Jungck are analogous art because they are from the same field of endeavor in 

coordinated processing of network packets. 

- (e.g. see Jungck, "A major distinction between the edge server 502 and a proxy 

server is that there is no one address of the edge server 502. The edge server 

502 effectively needs no address because it intercepts the necessary network 

traffic. Therefore, clients 102, 104 do not need to know of the existence of the 

edge server 502 and can operate as they normally do, making content requests 

of servers 108" [0098]; see also "the edge server 602 is further capable of 

intercepting data traffic at the packet level based on the source or destination IP 

address contained within the packets flowing past the edge server 602. In this 

way, the edge server 602 is able to provide complete isolation of its subscribing 

servers 108, 11 0" [0108]; [0128]; [0153]; [0159]-[01651). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Jungck before him or her, to 
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to 

include receive packets in a network layer transparent manner using an interface that is 

not addressed at the network layer as claimed because Jalava's system and method 

provides a management server that remotely connects to firewalls/gateways at 

protected networks which provide packet filtering on all traffic that passes through one 

network to another (Jalava [Abstract]-[0069]) where packets could be intercepted 

transparently by an edge routing device with no network address (Jungck [0098]; 

[0108]; [0126]-[0128]; [0153]; [0159]-[0165]). The suggestion/motivation for doing so 

would have been to allow for early and reliable packet interception and further ensures 

some measure of reliability in determining the origination of a particular packet (Jungck 

[0121 ]). Therefore, it would have been obvious to combine Jalava, Bhatnagar, and 

Jungck to obtain the invention as specified in the instant claim(s). 

As to Claim 19: 

Jalava in view of Bhatnagar discloses the computer readable media of claim 15, further 

comprising: performing the at least one packet transformation function specified by at 

least one packet filtering rule of the first set of packet filtering rules on the first portion of 

packets at the network layer (e.g. Jalava "In a firewall, the action is typically deny or 

allow, which means the data packet is discarded or allowed to proceed, 

correspondingly" [0003]; [0004]; "The property value(s) are compared (306) to at 

least one rule in the rule base, said at least one rule comprising property value(s) 

and an action, and the action defined in said at least one rule is taken (310), if 

said property value(s) of the rule match corresponding property value(s) 
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associated with said one or more identification values" [Abstract]; [0017]; [0049]), 

but does not specifically disclose: 

- receiving, by the packet security gateway, packets in a network layer transparent 

manner using an interface that is not addressed at the network layer. 

However, the analogous art Jungck does disclose receiving, by the packet security 

gateway, packets in a network layer transparent manner using an interface that is not 

addressed at the network layer (e.g. Jungck the edge server "effectively needs no 

address because it intercepts the necessary network traffic" [0098]; [0108]; 

[0159]-[0165]; devices may be selectively transparent to the network [0126]­

[0128]; [0153]). Jalava, Bhatnagar, and Jungck are analogous art because they are 

from the same field of endeavor in coordinated processing of network packets. 

- (e.g. see Jungck, "A major distinction between the edge server 502 and a proxy 

server is that there is no one address of the edge server 502. The edge server 

502 effectively needs no address because it intercepts the necessary network 

traffic. Therefore, clients 102, 104 do not need to know of the existence of the 

edge server 502 and can operate as they normally do, making content requests 

of servers 108" [0098]; see also "the edge server 602 is further capable of 

intercepting data traffic at the packet level based on the source or destination IP 

address contained within the packets flowing past the edge server 602. In this 

way, the edge server 602 is able to provide complete isolation of its subscribing 

servers 108, 11 0" [0108]; [0128]; [0153]; [0159]-[01651). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Jungck before him or her, to 
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to 

include receiving, by the packet security gateway, packets in a network layer 

transparent manner using an interface that is not addressed at the network layer as 

claimed because Jalava's system and method provides a management server that 

remotely connects to firewalls/gateways at protected networks which provide packet 

filtering on all traffic that passes through one network to another (Jalava [Abstract]-

[0069]) where packets could be intercepted transparently by an edge routing device 

with no network address (Jungck [0098]; [0108]; [0126]-[0128]; [0153]; [0159]-

[0165]). The suggestion/motivation for doing so would have been to allow for early and 

reliable packet interception and further ensures some measure of reliability in 

determining the origination of a particular packet (Jungck [0121 ]). Therefore, it would 

have been obvious to combine Jalava, Bhatnagar, and Jungck to obtain the invention 

as specified in the instant claim(s). 

As to Claim 26: 

Jalava in view of Bhatnagar discloses the method of claim 21, further comprising: 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets 

at the network layer (e.g. Jalava "In a firewall, the action is typically deny or allow, 

which means the data packet is discarded or allowed to proceed, 

correspondingly" [0003]; [0004]; "The property value(s) are compared (306) to at 

least one rule in the rule base, said at least one rule comprising property value(s) 

and an action, and the action defined in said at least one rule is taken (310), if 

said property value(s) of the rule match corresponding property value(s) 
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associated with said one or more identification values" [Abstract]; [0017]; [0049]), 

but does not specifically disclose: 

- receiving, by the packet security gateway, packets in a network layer transparent 

manner using an interface that is not addressed at the network layer. 

However, the analogous art Jungck does disclose receiving, by the packet security 

gateway, packets in a network layer transparent manner using an interface that is not 

addressed at the network layer (e.g. Jungck the edge server "effectively needs no 

address because it intercepts the necessary network traffic" [0098]; [0108]; 

[0159]-[0165]; devices may be selectively transparent to the network [0126]­

[0128]; [0153]). Jalava, Bhatnagar, and Jungck are analogous art because they are 

from the same field of endeavor in coordinated processing of network packets. 

- (e.g. see Jungck, "A major distinction between the edge server 502 and a proxy 

server is that there is no one address of the edge server 502. The edge server 

502 effectively needs no address because it intercepts the necessary network 

traffic. Therefore, clients 102, 104 do not need to know of the existence of the 

edge server 502 and can operate as they normally do, making content requests 

of servers 108" [0098]; see also "the edge server 602 is further capable of 

intercepting data traffic at the packet level based on the source or destination IP 

address contained within the packets flowing past the edge server 602. In this 

way, the edge server 602 is able to provide complete isolation of its subscribing 

servers 108, 11 0" [0108]; [0128]; [0153]; [0159]-[01651). 

At the time of applicants' invention, it would have been obvious to one of ordinary skill in 

the art, having the teachings of Jalava, Bhatnagar, and Jungck before him or her, to 
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modify the combination of Jalava and Bhatnagar with the teachings of Jungck to 

include receiving, by the packet security gateway, packets in a network layer 

transparent manner using an interface that is not addressed at the network layer as 

claimed because Jalava's system and method provides a management server that 

remotely connects to firewalls/gateways at protected networks which provide packet 

filtering on all traffic that passes through one network to another (Jalava [Abstract]-

[0069]) where packets could be intercepted transparently by an edge routing device 

with no network address (Jungck [0098]; [0108]; [0126]-[0128]; [0153]; [0159]-

[0165]). The suggestion/motivation for doing so would have been to allow for early and 

reliable packet interception and further ensures some measure of reliability in 

determining the origination of a particular packet (Jungck [0121 ]). Therefore, it would 

have been obvious to combine Jalava, Bhatnagar, and Jungck to obtain the invention 

as specified in the instant claim(s). 

Conclusion 

11. The prior art made of record and not relied upon is considered pertinent to 

applicants' disclosure. 

a. Baum et al. (US 6400707 81) 

b. Haswell (US 20090150996 A1) 

c. Jordan (US 8839417 81) 

12. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Kenneth W Chang whose telephone number is 

(571 )270-7530. The examiner can normally be reached on Monday - Friday 9-5pm 

EST. 
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conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Taghi Arani can be reached on 571-272-3787. The fax phone number for 

the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see https://ppair­

my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private 

PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

If you would like assistance from a USPTO Customer Service Representative or access 

to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000. 

/KENNETH W CHANG/ 
Primar Examiner, Art Unit 2438 

IJNmrn 'STATE~ 
PAT!:l-ff ANO TR.MH!MARK Of Fial 

04/12/2020 
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IS2 :o l(malware or malicious) with (service or track$5) with (traffic or !US- :ADJ :ON :2020;0 I 
181 ! linformat$9) same rule with packet with filter$9 with (creat$9 or IPGP ! ! !4/11 I 
I : lupdat$9 or alter$9 or generat$9 or new) lus; : : !17:36 I 

11 I 1~r1 I I I 
1si·· :6········ 1cniai~a·~e··o~··;;,a·iic·io·~sY·~itii .. '(iiost)··;;.;;f ii··cfrack·$9)··~iii··cse~ice··;·~··· r us~···· :A6J······· :6N······ r:fo20;0··1 
180 : linformat$9) same rule with packet with filter$9 with (creat$9 or IPGP : : !4/11 I 
I ! lupdat$9 or alter$9 or generat$9 or new) luB; ! ! !17:34 I 

11 I 1~r1 I I I 
152 !0 l(malware or malicious) with (track$9) with (service or !us- :ADJ !ON !2020/0 I 
178 : linformat$9) with rule with packet with filter$9 with (creat$9 or IPGP : : !4/11 I 
I ! lupdat$9 or alter$9 or generat$9 or new) luB; ! ! !17:33 I 

11 I 1~r1 I I I 
rs2··· :o········· k;;,a·i~·a·~e··;·~··mai1cio~·s)··~iii··cii·;;s6·~;th .. ff~ac·k$9)··~ith··cse~ice··o~···1i:is~···· [ADJ········ :oN······ :2oio/6· 1 
177 : linformat$9) with rule with packet with filter$9 with (creat$9 or IPGP : : !4/11 I 
I : lupdat$9 or alter$9 or generat$9 or new) lus; : : )7:21 I 

11 I 1~r1 I I I 
1s2··· :o········· 1c~·a·1;a;e·o;··ma·i1~jo·~s)··;;th··c·ii·os6·~1tii··ct;a·ck$.9)··~1tii···cse·~1ce··o~···1us~···· :ADJ········ :oN······ :2·020;0·· 1 
176 : linformat$9) with rule with packet with filter$9 with (creat$9 or IPGP : : !4/11 I 
I : lupdat$9 or alter$9 or generat$9) lus; : : !17:21 I 

11 I 1~r1 I I I 
1s2 :i 1"20070118894".pn. 1us- :ADJ :oN :2020;0 I 
175 i I IPGP i i !4/11 I 

11 I l~fr I I 1
16

:

14

1 
rs·i·· fi ......... 1,.,.2.60Goos·g·s·si;;:·p·;;·:············································································································· fLjs·~····· :Ao5······· :oi-i····· :202010··1 
174 i I IPGP i i !4/11 I 

Ll_l_l~fr-l-1_112

:0SJ 
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!s2 !1 !"20080244726".pn. !us- !ADJ !ON !2020;0 ! 
173 : I IPGP : : !4/11 I 

11 I lifr I I l
12

,

06 

I 
1s2·· r1········· 1;;206:fooss1·iis;;·_-p;;·:············································································································· r us~···· :A6J······· [6N······ r:fo20;0··1 
!72 i ! !PGP i i !4/11 ! 

11 I lifr I I !1

2

,

04

1 
!52 ) !"20030118038".pn. !us- :ADJ !ON !2020/0 ! 
171 : I IPGP : : !4/11 I 
i i i ius· , 1 112·00 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :i········· f,.2oi2oois9749,.,.:·pi;·,-·············································································································1i:is~···· [ADJ········ :oN······ :2020/6'· 1 

170 : I IPGP : : !4/11 I 

11 I lifr I I 1
11

,

58

1 
1s2··· :i········· 1;;623o21·1;;·_-p;;·:·························································································································1us~···· :ADJ········ :oN······ :2·020;0·· 1 

169 : I IPGP : : !4/11 I 

11 I lifr I I 1
11

,

58

1 
1s2 :i l"2oosoo16sso".pn. !us- :ADJ :oN :2020;0 I 
!68 i ! !PGP i i !4/11 ! 

11 I lifr I I 1
11

,

27

1 
rs·2·· fi ......... 1;;2·01·1ooiis.so9;;:·p·;;·:············································································································· fLjs·~····· :Ao5······· :oi-i····· :202010··1 
!67 i ! !PGP i i !4/11 ! 

Ll_l_lifr-l-l_l1
1

:

12

J 
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IS2 !93 !(firewall or gateway or router) with ((updat$9 or new or modif$9) !US- :ADJ :ON !2020/0 I 
166 ! ladj3 (rule or filter$9)) same polic$9 same (packet or data or IPGP ! ! !4/11 I 
I : !datagram or traffic) and (malicious or malware or attack$9 or lus; : : !11:07 I 
I : lintrusion or ddos or protect$9) and (server with (external or iusP : : : I 
I : !outside)) IAT; : : : I 

I I I IEPO I I I I 
1s2·· r1········· 1;;206:fois4i>9;;·_-p;;·:············································································································· r us~···· :A6J······· :6N······ r:fo2010··1 

165 i I IPGP i i !4/11 I 

11 I l~fr I I 1
10

,

59

1 
1s2 !1 1"20070271605".pn. !us- :ADJ !ON !2020;0 I 
164 : I IPGP : : !4/11 I 
i i i ius· , 1 11o·s2 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :i········· r····is4ooioi;·:p;;·:·························································································································1i:is~···· [ADJ········ :oN······ :2020/6'· 1 

163 : I IPGP : : !4/11 I 

11 I l~fr I I 1
10

:

47

1 
1s2··· :i~4···· IH.o4L61/02·:crc:·····················································································································1us~···· :ADJ········ :oN······ :2·020;0·· 1 

162 !67 I IPGP : : !4/11 I 

11 I l~fr I I 1
10

:

45

1 
ls2 !391 IH04L63/0236.CPC. !us- !ADJ ioN !2020;0 I 
161 !4 I IPGP : : !4/11 I 

11 I l~fr I I 1
10

,

45

1 
rs·2·· fiis··· 1Ho4L63}02iii:crc·:·············································································································· fLjs·~····· :Ao5······· :oi-i····· :202010··1 

l6o io I IPGP ! i !4/11 I 

Ll_l_l~fr-l-l_l1°:
45
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!s2 !205 !H04L63/0209.CPC. !us- !ADJ !ON !2020;0 ! 
l59 :s I IPGP : : !4/11 I 

11 I lifr I I 1

10

,

45

1 

1si·· r1·1s··· 1H.04L63)20:ErE:···················································································································· r us~···· :A6J······· :6N······ r:fo2oia··1 
!58 !91 ! !PGP i i !4/11 ! 

11 I lifr I I 1

10

,

45

1 

!52 !34 !(centripetal networks).as. !us- :ADJ !ON !2020/0 ! 
157 : I IPGP : : !4/11 I 
i : i ius· , : :10.44 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :isii··· f(;;,;;;·~e··aeii}.sean·):·i;;·:········································································································1i:is~···· [ADJ········ :oN······ :2oio/6'· 1 
l56 : I IPGP : : !4/11 I 

11 I lifr I I 1

10

:

44

1 

1s2··· :Ga1···· 1c;oiie·~·aeij3··ste.~e;;·j:·i;;·:····································································································1us~···· :ADJ········ :oN······ :2·620;0·· 1 
l55 : I IPGP : : !4/11 I 

11 I lifr I I 1

10

:

44

1 

1s2 :4 1(10567437 I 10091246 I 9560077 I 9137205).pn. !us- :ADJ :oN :2020;0 I 
154 ! I IPGP ! ! 13/20 I 

11 I lifr I I 1

21

,

17

1 

rs·i·· :2g······ 1Ho4L63)02iii:crc·.··a;,ei···cr1·~e~a·ii··;·~··iiate~a·::;·o~·;o~·ie;)··~·i·tii·················· fLjs·~····· :Ao5······· :oi-i····· :2oig/1···1 
153 : i((updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP : : !2/04 I 
! ! !polic$9 and (malicious or malware or attack$9 or intrusion) same !us; ! ! !15:20 ! 
I : i(packet$9 or frame or traffic$) lusP : : : I 

Ll_l_l:~J-I_I_I 
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!s2 !3 !(20080040793 I 20130117801 I 7853996).pn. !us- !ADJ !ON !2019/1 ! 
is2 : I IPGP : : :2;04 I 

11 I lif I I l!S:

20 

I 
1si·· [i96··· 1H.04L6':3)0263:ErE·i..No·cgate·~av)··sain·e··ci:>oiicv··;·~··i:>oiic·ies)·sa·;;,e··· r us~···· :AoJ······· [6N······ f:foi9Ji··1 
Isl : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !2/04 I 
! ! !destination or network or ip or internet protocol) same (security !us; ! ! !15:17 ! 
I : lor secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I : lservice) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : i(set or list) and (function or algorithm or filter$9 or processing) IEPO : : : I 
:s2 l104 :(set or list$5) with (addresses) with (ip or internet protocol or ius- ADJ loN 2019/1 i 
Isa :? !source) with (discard$9 or block$6 or drop$5) same (packet) and IPGP : : !2/04 I 
I : i(forward$9 or allow$8) with (outside or otherwise or address$5) lus; : : )5:17 I 
! ! !same (packet) with (address$5) !USP ! ! ! ! 

I I I 1:;; I I I I 
rs2··· :iii··· kri.~e~a·ii·o·~··~i-ate~av··;·~··~;Gie~)··~iii··ccG.i:>ci'at$9 .. o~··;;·e~··;~·moei1r $9·)···1i:is~···· [ADJ········ :oN······ :201·§/i·· 1 

149 : iadj3 (rule or filter$9)) same polic$9 and (malicious or malware or IPGP : : !2/04 I 
I : lattack$9 or intrusion) same (packet$9 or frame or traffic$) ius; : : )5:17 I 

11 I 1~r1 I I I 
1s2··· :Gi······ 1c;;2002·00s334s·,.,.··i··;;20020is2·2·0g;;···1··;;2·003000s·122;;··i································1us~···· :i..DJ········ :oN······ :2·019;i·· 1 

139 ! 1"20030014665" "20030088787" "20040015719" IPGP ! ! !2/03 I 
I : 1"20040114518" "20040131056" "2ooso249214" ius; : : :17:oo I 
! i !"20060031923" "200700S6038" "20070291789" !usP ! i i ! 
I ! 1"20080028467" "20080080493" "20080086435" IAT; ! ! ! I 
! i !11 20080101234" "20080201772" "20080313738" iEPO i i i ! 
I : 111 20080320116" "20090144319" "20090262723" I : : : I 
I : i"200903007s9" "2010011s621" "2010019sso3" I : : : I 
I : 1"20100202299" "201102141s7" "20120084866" I : : : I 
I : i"201201106s6" "2012024018s" "201300072sr I : : : I 
! i !11 20130139236" "20140082204" "20140082730" ! i i i ! 
I : l11 2014021ss61" "20140337613" "201so128274" I : : : I 
I : i"201so13s32s" "201so2078o9" "201so2s6431" I : : : I 
I : i"201so347246" "201600287s1" "2016012741r I : : : I 
I ! 1"20160191558" "20170223046" "20170272469" "6907042" I I ! ! ! I 
I ! 1"6971028" I "7152240" I "7185368" I "7225269" I 7499412" I I ! ! ! I 
I ! 1"7849502" I "8156206" I "8219675" I "8271645" I "8331234" I I ! ! ! I 
I ! 1"8422391" I "8510821" I "9531672" I "9634911" I I ! ! ! I 
! i !"9686193").PN. ! i i i ! 

,!. ........ ! ............ ( ......................................................................................................................................................... 1 ............ i ................ 1 ............. 1 .................. I 
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!s2 !378 !H04L67/02.CPC. !us- !ADJ !ON !2019/1 ! 
138 !77 I IPGP : : !2/03 I 

11 I lifr I I 1

16

,

57

1 
1si·· [i10··· !H.04L63/0236:ErE·············································································································· f us~···· :A6J······· [6N······ [:foigji··1 
!37 !4 ! !PGP i i !2/03 ! 

11 I lifr I I %'

57

1 
!52 )11 !H04L63/0218.CPC. !us- :ADJ !ON !2019/1 ! 
136 !6 I IPGP : : !2/03 I 
i i i ius· , 1 116·57 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :20······ f Ho4L63)o:fog·:crc:··a·;;·ci'·cri;e~a'i'i·o;··ci·ate~av··;·~··;;;~ie;)·~;/ith·················· 1i:is~···· [ADJ········ :oN······ :201.g/i·· 1 
135 : IC(updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP : : !2/03 I 
I : lpolic$9 and (malicious or malware or attack$9 or intrusion) same lus; : : )6:57 I 
! ! !(packet$9 or frame or traffic$) !USP ! ! ! ! 

I I I 1:;; I I I I 
1s2··· :iis·is···· IH.o4L63/ia:crc:·····················································································································1us~···· :ADJ········ :oN······ :2·019;i·· 1 

134 :20 I IPGP : : !2/03 I 

11 I lifr I I 1

16

,

57

1 
!s2 !1 !"20090262741".PN. !us- !ADJ !ON !2019/0 ! 
!33 i ! !PGP i i !5;21 ! 

11 I lifr I I ll4:0

6 

I 
rs·i·· :43······ 1Ho4L63)02Gicrc·.··a;,ei···cr1/e~a·ii··;·~··iiaie~a·::;·o;·;o~·ie;)··~·i·tii·················· fLjs·~····· :Ao5······· :oi-i····· :2oig/0··1 
132 : IC(updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP : : !5/21 I 
! ! !polic$9 and (malicious or malware or attack$9 or intrusion) same !us; ! ! !10:32 ! 
I : i(packet$9 or frame or traffic$) lusP : : : I 

Ll_l_l:;;J-I_I_I 
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IS2 )8 IH04L63/0236.CPC. and (firewall or gateway or router) with !US- :ADJ jON j2019/0 I 
131 ! l((updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP ! ! !S/21 I 
I : lpolic$9 and (malicious or malware or attack$9 or intrusion) same lus; : : !10:31 I 
I : i(packet$9 or frame or traffic$) iusP : : : I 

I I I 1:~1 I I I 
1si·· :iis······ 1H.04L63)02ia:ErE··a-;;ei··fri~·e;aii··;~·ga'te;a;;·o~··~o~te·~)··;;;tii·················· r us~···· :A6J······· [6N······ f:foi9Jo··1 
130 : i((updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP : : jS/21 I 
I ! lpolic$9 and (malicious or malware or attack$9 or intrusion) same luB; ! ! !10:31 I 
I : i(packet$9 or frame or traffic$) lusP : : : I 

I I I 1:~1 I I I 
IS2 )8 IH04L63/0209.CPC. and (firewall or gateway or router) with !us- jADJ !ON !2019/0 I 
129 : i((updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP : : jS/21 I 
I : ipolic$9 and (malicious or malware or attack$9 or intrusion) same lus; : : )0:31 I 
I ! l(packet$9 or frame or traffic$) !USP ! ! ! I 

I I I 1:~1 I I I 
rs2··· :3g······ fHo4L63)io:crc·:·a;,ei··cr1·~e;a·ii··;·~··gate;a·::;·;~·~o~'te·~)··;;;tii························1i:is~···· [AoJ········ :oN······ :201.9/6'· 1 
128 : IC(updat$9 or new or modif$9) adj3 (rule or filter$9)) same IPGP : : !5/21 I 
I : lpolic$9 and (malicious or malware or attack$9 or intrusion) same ius; : : )0:31 I 
I i l(packet$9 or frame or traffic$) !USP ! i i I 

I I I 1:~1 I I I 
1s2··· :iog···· 1cr1~e~ai·i·o~··gate~·av·o·~··~;·~te~)··;;ih··fr~·jjeiati·g··o~··~e;··;·~··~oeiiii·g·)···1us~···· :AoJ········ :oN······ :2·019;0·· 1 
127 : ladj3 (rule or filter$9)) same polic$9 and (malicious or malware or IPGP : : !5/21 I 
I : lattack$9 or intrusion) same (packet$9 or frame or traffic$) ius; : : !10:30 I 

11 I l~[I I I I 
IS2 :is !(firewall or gateway or router) with ((updat$9 or new or modif$9) !US- :ADJ jON j2019/0 I 
126 ! ladj3 (rule or filter$9)) same polic$9 same (malicious or malware IPGP ! ! !S/21 I 
I : lor attack$9 or intrusion) same (packet$9 or frame or traffic$) lus; : : !10:17 I 

11 I l~[I I I I 
rs·i·· :3s······ Rii~e;a·ii··;·~··ga·ie;a·;;·o~··~o~·te·~)··;;tii··cc~i:>ei.at$9··;·~··;;·e·~··o~··m·o·ei·ir$9) .. fLjs·~····· :Ao5······· :oi-i····· :2oig/0··1 
125 : iadj3 (rule or filter$9)) same polic$9 same (malicious or malware IPGP : : jS/21 I 
I ! !or attack$9 or intrusion) !us; ! ! !10:16 I 
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IS2 !454 !(firewall or gateway or router) with ((updat$9 or new or modif$9) !US- :ADJ :ON !2019/0 I 
124 ! ladj3 (rule or filter$9)) same polic$9 IPGP ! ! !5/21 I 

11 I lifr I I ll0:l
6 

I 
1si·· :i~a··· 1cri~e;aii··;~·gate;a;;·;~··~o~te~)··;;itii .. '(c'~·i>eia'ti9··;~··;,e;;·o~··;;,;ci'ir $9) .. r us~···· :A6J······· [6N······ f:foi9Ja··1 
123 !o ladj3 (rule or filter$9 or polic$9)) IPGP ! ! !5/21 I 

11 I lifr I I ll0:l
6 

I 
1s2 !1 1"20140090046".pn. !us- :ADJ !ON !2019/0 I 
122 : I IPGP : : !5/20 I 
i i i ius· , 1 122•35 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :i········· f,.2oosoo1622i,.:·bii·:·············································································································1i:is~···· [ADJ········ :oN······ :201.9/6'· 1 
121 : I IPGP : : !5/20 I 

11 I lifr I I 1
20

,

34

1 
1s2··· :i········· 1;;20i2·0069749.,.,.:i:,;:;:··············································································································1us~···· :ADJ········ :oN······ :2·619;0·· 1 
120 : I IPGP : : !5/20 I 

11 I lifr I I 1
20

,

32

1 
IS2 :o i(updat$9 with policy with rule with (signat9 or criter$5) same !US- :ADJ :ON !2019/0 I 
119 ! l(drop$9)) same packet IPGP ! ! !5/20 I 

11 I lifr I I 1
18

,

33

1 
rs·i·· :2········· R~·peiati·g··;;itii···poi·icy·;;itii···~·~ie··~·i·tii··c;;·;g·;;at9 .. o~··c~ite·~·i·s)··sa·me············ fLjs·~····· :Ao5······· :oi-i····· :2oig/6··1 
118 : ICdrop$9)) IPGP : : !5/20 I 

Ll_l_lifr-l-1_11
8

,

33

J 
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IS2 :1 l(updat$9 with policy with rule with (signat9 or criter$5) with !US- :ADJ jON j2019/0 I 
117 ! l(encapsulat$9 or replac$9 or insert$9)) IPGP ! ! !S/20 I 

11 I lifr I I 1

18

,

32

1 

1si·· :6········ 1c~·pci'at$9··~;th .. p.o'i'icv·~;th··~~·ie··;;;tii .. si~i';;·at9··~iii··ce·;;·ca·p·s~·iai·i9··;·~···· r us~···· :A6J······· :6N······ r:foi9Jo··1 
116 ! lreplac$9 or insert$9)) same (router or gateway) IPGP ! ! !S/20 I 

11 I lifr I I 11
8

,

32

1 

IS2 !0 l(updat$9 with policy with rule with signat9 with (encapsulat$9 or !us- jADJ !ON !2019/0 I 
l1s : lreplac$9 or insert$9))same gateway IPGP : : jS/20 I 
i i i ius· , 1 11s•32 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :3sis···· fHo4L61ioi:crc·:····················································································································1i:is~···· [AoJ········ :oN······ :201·§;-6· 1 
114 !32 I IPGP : : !5/20 I 

11 I lifr I I 1

13

,

52

1 

ls2··· :i~·2···· IH.04L63/6263:·cP·c:···············································································································1us~···· jADJ········ :oN······ :2·01910·· 1 
113 !9 I IPGP : : !5/20 I 

11 I lifr I I 1

13

,

52

1 

!s2 !339 IH04L63/0236.CPC. !us- !ADJ ioN !2019;0 I 
!i2 is I IPGP i i is;20 I 

11 I lifr I I 1

13

,

52

1 

rs·i·· fia6··· 1Ho4L63}02iii:crc·.··············································································································· fLjs·~····· :Ao5······· :oi-i····· :2oi§/0··1 
!11 !4 I IPGP i i !S/20 I 

Ll_l_lifr-l-l_l1
3

,

52

J 
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!s2 !181 !H04L63/0209.CPC. !us- !ADJ !ON !2019/0 ! 
lio !3 I IPGP : : :s;20 I 

11 I lifr I I 1
13

,

52

1 
1s2·· r1·so··· 1H.04L6':3120:ErE:···················································································································· r us~···· :A6J······· :6N······ r:foi9Jo··1 
!09 !17 ! !PGP i i !S/20 ! 

11 I lifr I I 1
13

,

51 

I 
!52 )62 !(moore adj3 sean).in. !us- :ADJ !ON !2019/0 ! 
las : I IPGP : : :s;20 I 
i i i ius· , 1 113•so i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rs2··· :s69···· f6ogeis .. aeii3 .. ste~en):·i;;·:····································································································1i:is~···· [ADJ········ :oN······ :201.9/6'· 1 
lo7 : I IPGP : : :s;20 I 

11 I lifr I I 1
13

,

50 

I 
1s2··· :2j······ 1cc·e·;;t~ipetai··;;·et;o~ks)·:as·:·······························································································1us~···· :ADJ········ :oN······ :2·619;0·· 1 
lo6 : I IPGP : : :s;20 I 

11 I lifr I I 1
13

,

50 

I 
1s2 ) ICl0091246 I 9560077 I 9137205).pn. !us- :ADJ :oN :2019;0 I 
las ! I IPGP ! ! !s/16 I 

11 I lifr I I 1!4:lS I 
rs·2·· fi········· 1,.,.9.s94osi,.,.:·p;,:························································································································· fLjs·~····· :Ao5······· :oi-i····· :2ois;o··1 
!04 i ! !PGP i i !S/10 ! 

Ll_l_lifr-l-1_%,
43

J 
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IS2 !67 IH04L67/02.CPC. and (rule) with (set or group or subset or !US- :ADJ :ON !2017/1 I 
103 ! !subgroup) with address$5 same network$9 same (traffic or IPGP ! ! !0/27 I 
I : lpacket$9) and (filter$9 or firewall or router or rout$9 or intrusion lus; : : !13:36 I 
I i lor ids) lusP ! i i I 

11 I 1:~1 I I I 
1si·· f 193··· 1H.04L6':310263:ErE··a-;;ei··c~G·ie·)··~itii···cset··;~·g;;G·i>··;;·sG·i:i·set··;~············· r us~···· :A6J······· :6N······ r:foi1;i··1 
102 : !subgroup) with address$5 same network$9 same (traffic or IPGP : : !0/27 I 
I ! lpacket$9) and (filter$9 or firewall or router or rout$9 or intrusion luB; ! ! !13:36 I 
I i lor ids) lusP ! i i I 

11 I 1:~1 I I I 
152 !82 IH04L63/0236.CPC. and (rule) with (set or group or subset or !us- :ADJ !ON !2017/1 I 
101 : !subgroup) with address$5 same network$9 same (traffic or IPGP : : !0/27 I 
I : lpacket$9) and (filter$9 or firewall or router or rout$9 or intrusion lus; : : )3:36 I 
! : !or ids) !usP : : : ! 

11 I 1:~1 I I I 
rs2··· :33······ f Ho4L63)oi1·i·crc:··a;;·ci'·c;~ie)··~iii··cset·o;··ci·~o~i:>··;·~··;;·~tiset··;·~·············· 1i:is~···· [ADJ········ :oN······ :201·1/i·· 1 
loo : !subgroup) with address$5 same network$9 same (traffic or IPGP : : !0/27 I 
I : lpacket$9) and (filter$9 or firewall or router or rout$9 or intrusion ius; : : )3:36 I 
I i lor ids) lusP ! i i I 

I I I 1:~1 I I I 
lsi··· :2.ii······ IH.o4L63/02ag:·cr·c:··a·;;·ei··c;~·ie)·~·ith··c·set·o;·g·~o~i:>·o·~··;;~tiset·o;··············1us~···· :ADJ········ :oN······ :2·011;i·· 1 
199 : !subgroup) with address$5 same network$9 same (traffic or IPGP : : !0/27 I 
I : lpacket$9) and (filter$9 or firewall or router or rout$9 or intrusion ius; : : !13:36 I 
I i lor ids) lusP ! i i I 

I I I 1:~1 I I I 
Isl )48 IH04L63/20.CPC. and (rule) with (set or group or subset or !US- :ADJ :ON !2017/1 I 
198 ! !subgroup) with address$5 same network$9 same (traffic or IPGP ! ! !0/27 I 
I : lpacket$9) and (filter$9 or firewall or router or rout$9 or intrusion lus; : : !13:35 I 
I i lor ids) lusP ! i i I 

11 I 1:~1 I I I 
rs·1··· fi4i··· R;G·ie)··~itii··cset··;·~··g;;~·i>··o;·s~·i:isei·o;·;;·G·i:ig;o~·i:>)··~iih .. aeiei;ess.is······· fLjs·~····· :Ao5······· :oi-i····· :2oi1i1···1 
197 !4 isame network$9 same (traffic or packet$9) and (filter$9 or IPGP : : !0/27 I 
I ! !firewall or router or rout$9 or intrusion or ids) !us; ! ! !13:35 I 

Li_l_l~r-i-i_i_l 
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Isl !42 IH04L63/20.CPC. AND (rule or criteria or signature) same (packet !US- :ADJ :ON !2017/1 I 
196 ! !or traffic) and (address$10) with (source or destination or IPGP ! ! !0/27 I 
I : lnetwork or ip address or internet protocol address) and (intrusion lus; : : !13:35 I 
I : ldetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I ! lnetwork$9 same (border$5 or boundary or boundaries) and IEPO ! ! ! I 
I : lchead or header or heading) and (vlan or virtual$5 local area I : : : I 
I : lnetwork or virtual$5 Ian) I : : : I 

isi··· li········· j;;soag·s·66;;··:·p·;;·_························································································································lus~···· lAoJ········ loN······ l2·6i1;i·· 1 

195 : I IPGP : : :0;27 I 

11 I l~fr I I 1

13

,

34

1 

ls1 !1 I"6279113".pn. !us- !ADJ !ON !2017/1 i 
194 : I IPGP : : !0/27 I 

11 I l~fr I I 1
13

,

33

1 
1si·· r1········· 1;;201·4oisoas·1;;·_-p;;·:············································································································· r us~···· :A6J······· [6N······ r:foi1;i··1 
193 i I IPGP i i !0/27 I 

11 I l~fr I I 1
13

,

24

1 
!Sl )42 !(rule) with (set or group or subset) with address$5 same !us- :ADJ !ON !2017/1 I 
192 !5 lnetwork$9 same (traffic or packet$9) IPGP : : !0/27 I 
i : i ius· , : :12.21 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
fsi··· :isi··· 1f,.2ooioo':39s79,.,. .. i .. ;;200i·oo396i4·,..-··i··,-,-ioo200i6.iiss;;··i································1u·s~···· [AoJ········ :oN······ :201·1/i·· 1 
191 ! 1"20020038339" I "20020049899" I "20020164962" I IPGP ! ! !0/26 I 
I : 1"20020165949" I "20020186683" I "20020198981" I ius; : : :22:49 I 
I : 1"20030035370" 1 "20030097590" 1 "20030105976" 1 lusP : : : I 
I i 1"20030120622" I "20030123456" I "20030142681" I !AT; i i i I 
I ! 1"20030145225" I "20030154297" I "20030154399" I IEPO ! ! ! I 
I ! 1"20030188192" I "20030212900" I "20040010712" I I ! ! ! I 
I ! 1"20040073655" I "20040088542" I "20040093513" I I ! ! ! I 
I i 1"20040098511" I "20040151155" I "20040177139" I I i i i I 
I ! 1"20040193943" I "20040205360" I "20040250124" I I ! ! ! I 
I ! 1"20050010765" I "20050024189" I "20050114704" I I ! ! ! I 
I ! 1"20050117576" I "20050125697" I "20050138204" I I ! ! ! I 

~' ~~~~~~~~ • ~~~~~~~~~~~~ < ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ • ~~~~~~~~~~~~ • ~~~~~~~~~~~~~~~~~~' 
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! 1"20050141537" "20050183140" "20050229246" 
! 111 20050251570" "20050286522" "20060048142" 
! 111 20060053491" "20060070122" "20060104202" 
! 111 20060114899" "20060136987" "20060137009" 
! 1"20060146879" "20060195896" "20060212572" 
i boo6o248580" "20060262798" "2007oos3924" 
! 111 20070211644" "20070240208" "20080005795" 
! 111 20080043739" "20080072307" "20080077705" 
! 1"20080163333" "20080229415" "20080235755" 
i booso279196" "2ooso301765" "20090138938" 
! 111 20090172800" "20090222877" "20090240698" 
! 111 20090328219" "20100011433" "20100011434" 
! 111 20100082811" "20100095367" "20100107240" 
! 1"20100132027" "20100199346" "20100211678" 
i 1"20100232445" "2010024209s" "20100268799" 
i 111 20100296441" "20100303240" "20110055916" 
! l"20110055923" "20110088092" "20110141900" 
! 1"20110185055" "20110270956" "20120023576" 
! 1"20120106354" "20120113987" "20120240135" 
i 1"20120264443" "20120314617" "20120331543" 
! 111 20130047020" "20130059527" "20130061294" 
! 111 20130117852" "20130254766" "20130305311" 
! 1"20140075510" "20140115654" "20140201123" 
i 1"20140215574" "20140281030" "20140283004" 
! 111 20140283030" "20140366132" "20150237012" 
: 1"20150304354" "20150334125" "6098172" I "6147976" I 
: 1"6226372" I "6317837" I "6484261" I "6611875" I "6662235" I 
i 1"7089581" I "7107613" I "7215637" I "7227842" I "7237267" I 
: 1"7263099" I "7299353" I "7331061" I "7478429" I "7539186" I 
: 1"7610621" I "7684400" I "7710885" I "7721084" I "7818794" I 
: 1"7954143" I "8004994" I "8037517" I "8042167" I "8117655" I 
: 1"8176561" I "8306994" I "8495725" I "8726379" I "8806638" I 
i 1"8856926" I "8935785" I "9094445" I "9124552" I "9137205" I 
! 1"9154446" I "9160713").PN. 
! l 

1si·· r4·ss··· 1c~~·ie·o~··c~ite·~ia··o~·s·ici·;;·at~~e·)··s·a·m·e··cpa·cket··;·~··t~affic)··a·;;ei······················ r us~···· :A6J······· [6N······ f :foi1;i··1 
190 ! l(address$10) with (source or destination or network or ip address IPGP ! ! !0/26 I 
I : lor internet protocol address) and (intrusion detect$9 or network lus; : : !20: 12 I 
I : lprotect$9 or ids or dos or denial of service) and (drop$9 or lusP : : : I 
I : ldiscard$9 or dump$5) and (spoof$9) and network$9 same IAT; : : : I 
I : l(border$5 or boundary or boundaries) and (head or header or IEPO : : : I 
I ! !heading) and (vlan or virtual$5 local area network or virtual$5 I ! ! ! I 

I J llan) I J J J I 
ls1 !2s3 IH04L67/02.CPC. !us- !ADJ ioN !2017;1 i 
lag !48 I IPGP : : :0;26 I 

U_l_l~~~-l-l_l20

'

12J 
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!AT; ' 1 

ls1-l2s1-IH04L63/0263.CPC.-!::-IADJ-ION-2011;1-I 
las !7 I IPGP i i !0;26 I 

11 I l~fr I I l
20

: 

12

1 

rs·1··· :2sa··· f Ho4L63)023·is·:crc·.··············································································································· i'Ljs·~····· :Ao5······· :oi-i····· :2oi1i1···1 
ls7 io I IPGP ! i !0;26 I 

11 I l~fr I I 120: 

12 

I 
1s1 !893 IH04L63/021s.cPc. lus- :ADJ !ON !2017;1 I 
186 : I IPGP : : !0/26 I 

11 I l~fr I I l

20

: 

11 

I 
rsi··· :i44···· fHo4L63Jo:fog·:crc:···············································································································1i:is~···· [AoJ········ :oN······ :201·1/i·· 1 

las :s I IPGP : : :0;26 I 

11 I l~fr I I l

20

: 

11 

I 
ls1 !114 IH04L63/20.cPc. !us- !ADJ ioN !2017;1 i 
ls4 !70 I IPGP : : :0;26 I 

11 I l~fr I I l

20

: 

11 

I 
f si·· r1·is······ 1ccent~ip.eta·i··;;·et~o~ksf a·s·:······························································································ r us~···· :A6J······· :6N······ r:foi1;i··1 
183 ! I IPGP ! ! i0/26 I 

11 I l~fr I I l
20

: 

11 

I 
rs·1··· fi2s··· Rrrioo~e··a·eij3.sean)·.·1;;·:········································································································ i'Ljs·~····· :Ao5······· :oi-i····· :2oi1i1···1 
1s2 : I IPGP : : :0;26 I 

1 ........ 1 ............ i ......................................................................................................................................................... i~:~ ... 1 ................ 1 ............. 1

20
:ll····· i 
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!AT; ' 1 

!Sl !541 !(rogers adj3 steven).in. !:: !ADJ ION 2017/1 i 
!81 ! ! iPGP ! ! iQ/26 ! 

11 I l~fr I I l
20

: 

11 

I 
rs·1··· :2········· [c'g·s600::i1···i··g·1':3120sj·:ri-i:······························································································· i'Ljs·~····· :Ao5······· :oi-i····· :2oi1i1···1 

!so i I IPGP ! i !0;26 I 

11 I l~fr I I 120:0

3 

I 

1s1 !3 1(6147976 I 9154446 I 7610621).pn. lus- :ADJ !ON !2016/0 I 
171 : I IPGP : : !9/22 I 

11 I l~fr I I 11

5

,

55

1 
rsi··· :iG······ fHo4L63io2·1·a·:crc:··A·N·o··~~·ie·a~ei··cei~op$·s··o~·ei·isca~ei·i·sy·~ith················1i:is~···· [AoJ········ :oN······ :201·6;-o"· 1 
170 : i(packet or flow or flood or frame) same (switch or router or hub) IPGP : : !9/22 I 
I : land (Ian or local area network) AND (zone or edge or boundary) ius; : : !15:48 I 

11 I 1~r1 I I I 
!Sl !189 !H04L63/0236.CPC. AND rule and (drop$5 or discard$5) with !US- !ADJ !ON !2016/0 I 
169 : i(packet or flow or flood or frame) same (switch or router or hub) IPGP : : !9/22 I 
I : land (Ian or local area network) AND (zone or edge or boundary) lus; : : !15:48 I 

I I I 1~r1 I I I 
1si·· [i'1······ !H.04L6':3)0209:ErE·AND··~·~ie··a·;;d··cei·~o·p·$·s··;·~··disca·~d$S)··~iii··············· f us~···· jADJ······· [6N······ [i'oiGjo··1 
!68 ! !(packet or flow or flood or frame) same (switch or router or hub) IPGP ! ! !9/22 I 
I : land (Ian or local area network) AND (zone or edge or boundary) lus; : : !15:48 I 

11 I 1~r1 I I I 
1s·1··· :iio··· jH04L6':3)20:ErE·AN·D··~·~ie··a·;;d··cei·~o·p·$S··;·~··d·isca·~d$S)··~ih .. (pa·cket·· i'Ljs·~····· jAD5······· :oi,j'····· :ioiGjo··1 
167 : ior flow or flood or frame) same (switch or router or hub) and (Ian IPGP : : !9/22 I 
! ! lor local area network) AND (zone or edge or boundary) !us; ! ! !15:48 I 

1 ........ : ............ 1 ......................................................................................................................................................... lusP.J ................ : ............. : .................. 1 
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!AT; ' 1 

ISl-1780 -IH04L63/0218.CPC.-!::-IADJ-ION-2016/J 
166 i I IPGP i i !9;22 I 

11 I l~fr I I 1
15

,

47

1 
rs·1··· :201··· f Ho4L63)023·is·:crc·.··············································································································· i'Ljs·~····· :Ao5······· :oi-i····· :2oiG/0··1 
165 !7 I IPGP i i !9/22 I 

11 I l~fr I I 11

5

,

47

1 
Is1 !226 IH04L67/02.CPC. lus- :ADJ !ON !2016/0 I 
164 :10 I IPGP : : !9/22 I 

11 I l~fr I I 11

5

,

47

1 

rsi··· :i24···· fHo4L63/o:fog·:crc:···············································································································1i:is~···· [AoJ········ :oN······ :201·is;-6· 1 
163 !9 I IPGP : : !9/22 I 

11 I l~fr I I 11

5

,

47

1 

ls1 !921 IH04L63/20.cPc. !us- !ADJ ioN !2016/0 i 
162 :o I IPGP : : !9/22 I 

11 I l~fr I I 1

15

,

47

1 
f si·· r4·sg··· 1~~·ie.anei··cei~op$·s··o~·eiisca~ei·i·sy·;;itii··c·bac-i~ei··o~·rio;;··o·~··rio·oei··o~········· r us~···· :oR········· [6N······ f:foiG/0··1 
161 !6 !frame) same (switch or router or hub) and (Ian or local area IPGP ! ! !9/22 I 
I : lnetwork) AND (zone or edge or boundary) lus; : : !15:46 I 

I I I 1~r1 I I I 
rs·1··· fi46··· k,.,.2.003oi42·issi;;··i··;;·200302·1290fr,. .. i .. ;;200s·61i1s·;;is;;···1······························· i'Ljs·~····· :oR········· :oi-i····· :ioiG/0··1 
160 ! 1"20070083924" I "20080005795" I "20100082811" I IPGP ! ! !9/22 I 
I i !"20110055916" I "20120314617" I "20130059527" I "8806638" I lus; i i !15:29 I 
I : 1"20110185055" 1 "20120331543" 1 "20010039624" 1 lusP : : : I 
'~~~~~~~~ ·~~~~~~~~~~~~ '~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ '~~~~~~~~~~~~~· ~~~~~~~~~~~~~~~~ ·~~~~~~~~~~~~~ ·~~~~~~~~~~~~~~~~~~' 
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I ! 1"20070240208" I "6317837" I "20020016858" I "20060262798" I !AT; : 
I i 1"20050251570" I "20150304354" I "7237267" I "20050010765" I IEPO i 
I ! 1"20140115654" I "7263099" I "20100095367" I "8176561" I I ! 
I ! 1"20050138204" I "20060212572" I "20100211678" I I ! 
I ! 1"20100296441" I "7539186" I "7684400" I "20060146879" I I i 
I i 1"8306994" I "20080043739" I "20020198981" I "20050286522" I I ! 
I ! 1"20080077705" I "20100303240" I "20140281030" I "7954143" I I ! 
I ! 1"20040177139" I "20040205360" I "20140283004" I I ! 
I ! 1"20150237012" I "7107613" I "7237267" I "7331061" I I i 
I ! 1"8495725" I "20060053491" I "20120023576" I "20130305311" I I ! 
I i 1"20060248580" "20090328219" I "20110088092" I I ! 
I ! 1"20120113987" "8935785" I "20030154297" I "20020049899" I I ! 
I ! 1"20030035370" "9137205" I "20040193943" I "20040205360" I I ! 
I ! 1"20050010765" "20050114704" I "20140215574" I I i 
I ! 1"20140283004" "20140283030" I "7299353" I "20050114704" I I ! 
I i 1"20050183140" "20060104202" I "20060212572" I I ! 
I ! 1"20090138938" "20140201123" I "6098172" I "7089581" I I ! 
I ! 1"20040093513" "7215637" I "20030145225" I "20060048142" I I i 
I ! 1"20060195896" "20120264443" I "7818794" I "20140366132" I I ! 
I i 1"20020038339" "20050183140" I "20050229246" I I ! 
I ! 1"20060212572" "20070083924" I "20080229415" I I ! 
I ! 1"20080301765" "20100199346" I "20150237012" I "7089581" I I ! 
I ! 1"7263099" I "9124552" I "9160713" I "20020038339" I I i 
I ! 1"20040010712" I "20040088542" I "20050251570" I I ! 
I i 1"20060070122" I "20100199346" I "20110055923" I "6484261" I I ! 
I ! 1"7299353" I "20090240698" I "20110185055" I "20120106354" I I ! 
I ! 1"20140075510" I "20050141537" I "20080072307" I I ! 
I ! 1"20090172800" I "20100132027" I "6226372" I "20060114899" I I i 
I i 1"20130061294" I "8726379" I "20060048142" I "20060070122" I I ! 
I ! 1"6098172" I "7107613" I "20050286522" I "20140281030" I I ! 
I ! 1"20150304354" I "7227842" I "7954143" I "20020186683" I I ! 
I ! 1"20030154399" I "20040098511" I "20100011434" I "7478429" I I i 
I ! 1"8004994" I "20030097590" I "20030123456" I "20100242098" I I ! 
I i 1"20020165949" I "20040073655" I "20090138938" I I ! 
I ! 1"20100268799" I "20140201123" I "6484261" I "7227842" I I ! 
I ! 1"7331061" I "8042167" I "8495725" I "9094445" I I ! 
I ! 1"20040193943" I "20050229246" I "20080229415" I I i 
I ! 1"20140283030" I "8037517" I "9124552" I "20080163333" I I ! 
I i 1"20090222877" I "20100107240" I "20130117852" I "8117655" I I ! 
I ! 1"20030188192" I "20040088542" I "20040151155" I I ! 
I ! 1"20080235755" I "20110270956" I "7710885" I "7721084" I I ! 
I ! 1"20110055916" I "20040177139" I "20060104202" I I i 
I i 1"20100011433" I "6662235" I "20020165949" I "20020198981" I I ! 
I ! 1"20050125697" I "20060048142" I "20100303240" I "9094445" I I ! 
I ! 1"9160713" I "20010039579" I "20040250124" I "20130047020" I I ! 
I ! 1"20120240135" I "6611875" I "8856926" I "20130254766" I I i 
I ! 1"20060136987" I "20080279196" I "20030120622" I I ! 
I i 1"20040010712" I "20040088542" I "20050125697" I I ! 
I ! 1"20110055923" I "20140115654" I "8037517" I "20030120622" I I ! 
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i 1"20040073655" I "20070083924" I "20080077705" I ' 1 

: 1"20080301765" I "20100011433" I "20100268799" I : I 

•. 1"20140215574" I "6662235" I "8042167" I "20030105976" I 1,,',,,,, I'',,, 
: 1"20060137009" I "20070211644" I "20100232445" I : 
i I"20150334125").PN. 
i I 

!Sl )00 !(US-6137792-$ or US-6055236-$ or US-5706348-$ or US- !USP :OR !ON !2016/0 I 
ls9 : 15710760-$ or US-5805705-$ or US-5987520-$ or US-5991401-$ IAT : : :1/06 I 
I ! lor US-6011910-$ or US-6026085-$ or US-6147987-$ or US- I ! ! !13:46 I 
I : 16233232-$ or US-4774658-$ or US-4799153-$ or US-4901348-$ I : : : I 
I : lor US-4965804-$ or US-5247513-$ or US-5251203-$ or US- I : : : I 
I : 15280529-$ or US-5442708-$ or US-5444782-$ or US-5485455-$ I : : : I 
I : ior US-5490252-$ or US-5491694-$ or US-5521910-$ or US- I : : : I 
I ! 15615340-$ or US-5640456-$).did. or (US-5642421-$ or US- I ! ! ! I 
I : ls657452-$ or US-5684800-$ or US-5729594-$ or US-5737318-$ I : : : I 
I : lor US-5751952-$ or US-5768525-$ or US-5781550-$ or US- I : : : I 
I : 15790546-$ or US-5796942-$ or US-5799285-$ or US-5828846-$ I : : : I 
I ! lor US-5864683-$ or US-5896499-$ or US-5913037-$ or US- I ! ! ! I 
I : ls935249-$ or US-5946308-$ or US-5950172-$ or US-5953337-$ I : : : I 
I : lor US-6009528-$ or US-6035405-$ or US-6070243-$ or US- I : : : I 
I : 16081524-$ or US-6084858-$ or US-6098173-$ or US-6101539-$ I : : : I 
I : ior US-6101170-$).did. or (US-6118775-$ or US-6141755-$ or US- I : : : I 
I ! 16148402-$ or US-6147995-$ or US-6167052-$ or US-6172991-$ I ! ! ! I 
I : lor US-6188671-$ or US-6195705-$ or US-6199113-$ or US- I : : : I 
I : 16202081-$ or US-6230002-$ or US-6230271-$ or US-6249519-$ I : : : I 
I : lor US-4332980-$ or US-4445214-$ or US-4509073-$ or US- I : : : I 
I : 14768204-$ or US-4771422-$ or US-4787082-$ or US-4802220-$ I : : : I 
I ! lor US-4823389-$ or US-4866770-$ or US-4872160-$ or US- I ! ! ! I 
I : 14896319-$ or US-4922486-$ or US-4985895-$ or US-5048087- I : : : I 
I : l$).did. or (US-5029207-$ or US-5220501-$ or US-5228083-$ or I : : : I 
I : iuS-5235644-$ or US-5237610-$ or US-5247380-$ or US- I : : : I 
I ! 15261044-$ or US-5261059-$ or US-5268962-$ or US-5282244-$ I ! ! ! I 
I : lor US-5295244-$ or US-5303302-$ or US-5303303-$ or US- I : : : I 
I : 15311593-$ or US-5313465-$ or US-5319712-$ or US-5351287-$ I : : : I 
I : lor US-5353353-$ or US-5386471-$ or US-5394469-$).did. I : : : I 

i'si··· l2s4···· i'cencaps.~'i'i9)··~iii··ci:>a·cket)··;;;tii··ctiea·eie~··;·~··ii·e·aei1·;;g)··;;itii······················ li:is~···· i-cs-R········· loN······ l20ii)/6'· I 
Isa : !(address) with (destination) with (different or new or alternate) IPGP : : :1/06 I 

11 I I~! I I 1

11

=

55 

I 
ls1 !64 lc"200301426s1" 1 "20030212900" 1 "2ooso117s76" 1 !us- !OR !oN !2016/0 i 
ls7 : i"2007oos3924" 1 "2oosooos795" 1 "201ooos2s11" 1 IPGP : : :1;06 I 
I : l"2011ooss916" 1 "20120314617" 1 "20130059527" 1 "8806638" 1 lus; : : :10:02 I 
I : l"201101ssoss" 1 "20120331543" 1 "20010039624" 1 lusP : : : I 
I : 1"20070240208" I "6317837" I "20050138204" I "20060212572" I I : : : I 
I i 1"20100211678" I "20100296441" I "7539186" I "7684400" I I i i i I 
.' •••••••• • •••••••••••• ' ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 1 ••••••••••••• • •••••••••••••••• • ••••••••••••• • •••••••••••••••••• ' 
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: 1"20060146879" I "8306994" I "20060248580" I "20090328219" I !AT; 
i 1"20110088092" I "20120113987" I "8935785" I "20030154297" I IEPO 
! 1"20020049899" I "20030035370" I "9137205" I "20030145225" I I 
! 1"20060048142" I "20060195896" I "20120264443" I "7818794" I I 
! 1"20140366132" I "20050141537" I "20080072307" I I 
i 1"20090172800" I "20100132027" I "6226372" I "20060114899" I I 
! 1"20130061294" I "8726379" I "20100011434" I "7478429" I I 
! 1"8004994" I "20030097590" I "20030123456" I "20100242098" I I 
! 1"20030188192" I "20040088542" I "20040151155" I I 
! 1"20080235755" I "20110270956" I "7710885" I "7721084" I I 
! 1"20120240135" I "6611875" I "8856926" I "20130254766" I I 
: I"20060136987").PN. I 
l l I 

l56 : I IPGP : : :1;05 I 

11 I l~fr I I 1

14

,

25
1 

ls1 :i I"20060262798".pn. Ius- :ADJ :oN :2016/0 I 
!55 : ! iPGP : : :1;05 ! 

11 I l~fr I I 1

14

,

20 
I 

rs·1··· :gs······ k~·1a~··o·~··~i·rt·~aiis··ia·n) .. same··ei·1ft'e~e·ntis·~ih··c~o·~ti9).sa·me················· ru·s·~····· :Ao5······· :oi-i····· :ioiG/6··1 
154 : !(destination) with (address) and (intrusion detect$9 or network IPGP : : :1/05 I 
I i lprotect$9 or ids or dos or denial of service) !us; ! i !14:20 I 

11 I 1~r1 I I I 
!Sl )57 l(vlan or virtual$5 Ian) same different$5 with (rout$9) same !us- :ADJ !ON !2016/0 I 
153 : !(destination) with (address) IPGP : : !1/05 I 

11 I l~fr I I ll4:0l I 

lsi··· :4s·is···· 1c~ia·n··o~·~;·rt~·a·ii·s··ian·)·sa·me·c·~o~ti9) .. same··foest·ination·)·~ih··············1us~···· :AoJ········ :oN······ :2·616;0·· 1 
152 : lcaddress) same different IPGP : : !1/05 I 

U_l_l~fr_l_l_l1
4

:0l_l 
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Isl :220 i(vlan or virtual$5 Ian) same (rout$9) same (destination) same !US- :ADJ :ON !2016/0 I 
Isl !4 !(address) IPGP ! ! !1/05 I 

11 I lif I I ll4:0

7 

I 
1si·· r1········· 1;;201·1ooss·g·1·is;;·_-p;;·:············································································································· r us~···· :oR········· [6N······ r:foiGia··1 

Isa i I IPGP ! i !1;os I 

11 I lif I I l
10

:

22 

I 
1s1 !1 l"2oosoo43739",pn. !us- :oR !ON !2016/0 I 
148 : I IPGP : : :1/05 I 
i i i ius· , 1 110·20 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
fsi··· :i········· v•·gi312os;;·:p;;·:·························································································································1i:is~···· [ADJ········ :oN······ :201·is;-6· 1 

147 : I IPGP : : !1/04 I 

11 I lif I I 11

6

,

47

1 
lsi··· :i········· 1;;9i3:i26s;;·:p;;·:·························································································································1us~···· :ADJ········ :oN······ :2·01·s;i·· 1 

145 : I IPGP : : !2/30 I 

11 I lif I I 1
15

,

59

1 
Isl )76 IH04L63/20.CPC. and (rule or criteria or signature) same (packet !US- :ADJ :ON !2015/1 I 
144 ! lor traffic) and (address$10) with (source or destination or IPGP ! ! !2/30 I 
I : lnetwork or ip address or internet protocol address) and (intrusion lus; : : !15:52 I 
I : ldetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I : inetwork$9 same (border$5 or boundary or boundaries) and IEPO : : : I 
I ! !(head or header or heading) I ! ! ! I 

is1 A3 iH04L63/0263.CPC. and (rule or criteria or signature) same ius- :ADJ loN 2015/1 i 
143 ! !(packet or traffic) and (address$10) with (source or destination or IPGP ! ! !2/30 I 
I : lnetwork or ip address or internet protocol address) and (intrusion lus; : : !15:52 I 
I : ldetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and I ! : : I 

~· ~~~~~~~~ . ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ '~~~~~~~~~~~~. ~~~~~~~~~~~~~~~ . ~~~~~~~~~~~~ . ~~~~~~~~~~~~~~~~~~' 
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: inetwork$9 same (border$5 or boundary or boundaries) and !AT; 1 i 
! !(head or header or heading) IEPO ! I 

!Sl lis IH04L63/0218.CPC. and (rule or criteria or signature) same lus- !ADJ ION 2015/1 I 
142 ! !(packet or traffic) and (address$10) with (source or destination or IPGP ! ! !2/30 I 
I : lnetwork or ip address or internet protocol address) and (intrusion lus; : : !15:52 I 
I : ldetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I : inetwork$9 same (border$5 or boundary or boundaries) and IEPO : : : I 
I ! !(head or header or heading) I ! ! ! I 

is1 J2 iH04L67/02.CPC. and (rule or criteria or signature) same (packet ius- :ADJ loN 2015/1 i 
141 ! lor traffic) and (address$10) with (source or destination or IPGP ! ! !2/30 I 
I : lnetwork or ip address or internet protocol address) and (intrusion lus; : : !15:52 I 
I : ldetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I : inetwork$9 same (border$5 or boundary or boundaries) and IEPO : : : I 
I ! !(head or header or heading) and (vlan or virtual$5 local area I ! ! ! I 
I : lnetwork or virtual$5 Ian) I : : : I 

isi··· l6········· iH.64L63/6236:·cr·c:··a·nei··c;~·i;;;·o;··c;ite·~·;a··o;·s1g·n·at~;;;;)··sa·me····················lus~···· lAoJ········ loN······ l2·61·s;i·· 1 

140 : i(packet or traffic) and (address$10) with (source or destination or IPGP : : !2/30 I 
I : lnetwork or ip address or internet protocol address) and (intrusion ius; : : !15:52 I 
I : idetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I ! lnetwork$9 same (border$5 or boundary or boundaries) and IEPO ! ! ! I 
I : i(head or header or heading) and (vlan or virtual$5 local area I : : : I 
I : !network or virtual$5 Ian) I : : : I 

i'si··· l4········· \:j64L63J6ii·a·:crc:··a·n·ci'·c;~ie··;·~··c·~;te~ia··o;··s1gn.at·~·~;;;)··sa·me···················lu·s~···· l·AoJ········ loN······ l26i.s/i·· 1 

139 : !(packet or traffic) and (address$10) with (source or destination or IPGP : : !2/30 I 
I : !network or ip address or internet protocol address) and (intrusion ius; : : )5:51 I 
I : idetect$9 or network protect$9 or ids or dos or denial of service) lusP : : : I 
I ! land (drop$9 or discard$9 or dump$5) and (spoof$9) and !AT; ! ! ! I 
I : lnetwork$9 same (border$5 or boundary or boundaries) and IEPO : : : I 
I : i(head or header or heading) and (vlan or virtual$5 local area I : : : I 
I : !network or virtual$5 Ian) I : : : I 

:s1 l12 :H04L63/02.CPC. AND (rule or criteria or signature) same (packet ius- ADJ loN 2015/1 i 
138 : ior traffic) and (address$10) with (source or destination or IPGP : : !2/30 I 
I : !network or ip address or internet protocol address) and (intrusion lus; : : )5:51 I 
I ! ldetect$9 or network protect$9 or ids or dos or denial of service) !USP ! ! ! I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I : lnetwork$9 same (border$5 or boundary or boundaries) and IEPO : : : I 
I : i(head or header or heading) and (vlan or virtual$5 local area I : : : I 
I ! !network or virtual$5 Ian) I ! ! ! I 
, l. ........ l ............ ( ......................................................................................................................................................... 1 ............ i ................ ! ............. ! .................. I 
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Isl :29 IH04L63/20.CPC. AND (rule or criteria or signature) same (packet !US- :ADJ :ON !2015/1 I 
137 ! !or traffic) and (address$10) with (source or destination or IPGP ! ! !2/30 I 
I : lnetwork or ip address or internet protocol address) and (intrusion lus; : : !15:51 I 
I : ldetect$9 or network protect$9 or ids or dos or denial of service) iusP : : : I 
I : land (drop$9 or discard$9 or dump$5) and (spoof$9) and IAT; : : : I 
I ! lnetwork$9 same (border$5 or boundary or boundaries) and IEPO ! ! ! I 
I : lchead or header or heading) and (vlan or virtual$5 local area I : : : I 
I : lnetwork or virtual$5 Ian) I : : : I 

isi··· l3·14···· ic;~ie··o·~··c;;ie~i·a··o~·s1iin.ai~;e)·sa·;;,e·ci:>ac·kei·o~·i~affic·)··a·;;·ci'······················ lus~···· lAoJ········ loN······ l2·6i·s;i·· 1 

136 : lcaddress$10) with (source or destination or network or ip address IPGP : : !2/30 I 
I : lor internet protocol address) and (intrusion detect$9 or network ius; : : !15:51 I 
I : lprotect$9 or ids or dos or denial of service) and (drop$9 or iusP : : : I 
I ! ldiscard$9 or dump$5) and (spoof$9) and network$9 same !AT; ! ! ! I 
I : i(border$5 or boundary or boundaries) and (head or header or IEPO : : : I 
I : !heading) and (vlan or virtual$5 local area network or virtual$5 I : : : I 
I : ilan) and (rout$9) I : : ! I 

is1 J14 icrule or criteria or signature) same (packet or traffic) and ius- ADJ loN :2015/1 i 
135 : i(address$10) with (source or destination or network or ip address IPGP : : !2/30 I 
I : ior internet protocol address) and (intrusion detect$9 or network ius; : : )5:51 I 
I ! lprotect$9 or ids or dos or denial of service) and (drop$9 or !USP ! ! ! I 
I : ldiscard$9 or dump$5) and (spoof$9) and network$9 same IAT; : : : I 
I : i(border$5 or boundary or boundaries) and (head or header or IEPO : : : I 
I : !heading) and (vlan or virtual$5 local area network or virtual$5 I : : : I 

I I llan) I I I I I 
rs·1··· fi26··· k~~·ie··o~·c~i·te;;a··o·~··s·ig.~at~·~e·)··sa~e··cpacket·o·~··t~a#ic)··a·~ei······················ ru·s·~····· :Ao5······· :oi-i····· :2oisi1···1 
134 !4 i(address$10) with (source or destination or network or ip address IPGP : : !2/30 I 
I ! lor internet protocol address) and (intrusion detect$9 or network !us; ! ! !15:49 I 
I : lprotect$9 or ids or dos or denial of service) and (drop$9 or lusP : : : I 
I : ldiscard$9 or dump$5) and (spoof$9) and network$9 same IAT; : : : I 
I : l(border$5 or boundary or boundaries) and (head or header or IEPO : : : I 
I ! !heading) I ! ! ! I 

ts·1··· l·14i··· lc·~~·ie··o~·c~i·te;;a··o·~··s·ig.~at~·~e)··sa~e··c·P·acket·o;··i·~a#ic)··a·~ei······················ bs·~····· IA05······· loi-i····· l20isii···i 
133 !8 i(address$10) with (source or destination or network or ip address IPGP : : !2/30 I 
I ! lor internet protocol address) and (intrusion detect$9 or network !us; ! ! !15:48 I 
I : lprotect$9 or ids or dos or denial of service) and (drop$9 or lusP : : : I 
I : ldiscard$9 or dump$5) and (spoof$9) and network$9 same IAT; : : : I 
I : l(border$5 or boundary or boundaries) IEPO : : : I 

is1 J41 icrule or criteria or signature) same (packet or traffic) and ius- ADJ loN :2015/1 i 
132 !8 i(address$10) with (source or destination or network or ip address IPGP : : !2/30 I 
I : ior internet protocol address) and (intrusion detect$9 or network ius; : : )5:48 I 
I ! lprotect$9 or ids or dos or denial of service) and (drop$9 or !USP ! ! ! I 
I : ldiscard$9 or dump$5) and (spoof$9) and network$9 same IAT; : : : I 
I : !(border or boundary or boundaries) IEPO : : : I 
) ........ \ ............. 1 ......................................................................................................................................................... ( ............ ! ................ ! ............. ! ................... ! 
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Isl )28 IC rule or criteria or signature) same (packet or traffic) and !US- :ADJ jON j2015/1 I 
131 !8 l(address$10) with (source or destination or network or ip address IPGP ! ! !2/30 I 
I : lor internet protocol address) and (intrusion detect$9 or network lus; : : !15:48 I 
I : lprotect$9 or ids or dos or denial of service) and (drop$9 or iusP : : : I 
I : ldiscard$9 or dump$5) and (spoof$9) IAT; : : : I 
I I I IEPO I I I I 
1si·· r3·2g··· 1c~~·ie·o~··c~ite·~ia··o~·s·ici·;;·at~~e·)··s·a·m·e··ci:>a·cket··;·~··fraffic)··a·;;·ei······················ r us~···· :A6J······· [6N······ :ioisii··1 
130 j4 i(address$10) with (source or destination or network or ip or IPGP : : j2/30 I 
I ! !internet protocol) and (intrusion detect$9 or network protect$9 or luB; ! ! !15:47 I 
I : lids or dos or denial of service) and (drop$9 or discard$9 or lusP : : : I 
I : ldump$5) and (spoof$9) IAT; : : : I 
I I I IEPO I I I I 
!Sl )93 !(rule or criteria or signature) same (packet or traffic) and !us- :ADJ !ON !2015/1 I 
129 )9 i(address$10) with (source or destination or network or ip or IPGP : : !2/30 I 
I : !internet protocol) and (intrusion detect$9 or network protect$9 or lus; : : )5:47 I 
I ! lids or dos or denial of service) and (drop$9 or discard$9 or !USP ! ! ! I 
I i ldump$5) IAT; ! i i I 
! I I IEPO I I I I 
fsi··· :3ii··· k~·~ie··;·~··c·~·ite~ia··o~··signa't~·~e)··sa·;;,e·{i>ac·ket·o~·t~a·ffic)··a;,ei·······················1i:is~···· [AoJ········ :oN······ :201·s/i·· 1 
128 !20 i(address$10) with (source or destination or network or ip or IPGP : : !2/30 I 
I : !internet protocol) and (intrusion detect$9 or network protect$9 or ius; : : )5:47 I 
I i lids or dos or denial of service) !USP ! i i I 

I I I 1:;; I I I I 
lsi··· :g·········· 1cc·e·;;t~ii:>etai··;;·et;o~ks)·:as·:·······························································································1us~···· :AoJ········ :oN······ :2·01·s;i·· 1 
127 : I IPGP : : !2/30 I 

11 I l~fr I I 1

15

,

45

1 
Isl :110 i(moore adj3 sean).in. !US- :ADJ jON !2015/1 I 
!26 ! ! iPGP ! ! 12/30 ! 

11 I l~fr I I 1

15

,

45

1 

rs·1··· :4ss··· R~oge;:;;··a·dj3 .. ste~e·;;j·:i;,:···································································································· fLjs·~····· :Ao5······· :oi-i····· :2oisi1···1 
!25 i I IPGP ! i !2;30 I 

Ll_l_l~fr-l-l_l1
5

=

45

J 
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!s1 !189 !H04L67/02.CPC. !us- !ADJ !ON !2015/1 ! 
124 !04 I IPGP : : !2/30 I 

11 I lif I I 1

15

,

44

1 
1si·· :i21··· 1H.04L6':3120:ErE:···················································································································· r us~···· :A6J······· :6N······ :iois;i··1 

!23 !O ! !PGP i i !2/30 ! 

11 I lif I I 11

5

,

44

1 
!Sl )62 !H04L63/0236.CPC. !us- :ADJ !ON !2015/1 ! 
122 !6 I IPGP : : !2/30 I 
i : i ius· , : :15.44 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
fsi··· :iss···· fHo4L63)oiis':3·:crc:···············································································································1i:is~···· [ADJ········ :oN······ :201·s/i·· 1 

121 !3 I IPGP : : !2/30 I 

11 I lif I I 11

5

,

44

1 
lsi··· 1:i20··· IH.o4L63/02·1a:·cr·c:···············································································································1us~···· :ADJ········ :oN······ :2·61·s;i·· 1 

120 : I IPGP : : !2/30 I 

11 I lif I I 1

15

,

44

1 
Isl )5 IH04L63/02.CPC. AND (gateway) same (policy or policies) same !US- :ADJ :ON !2015/1 I 
!19 ! !(packet or traffic) and (rule) same (address$10) with (source or !PGP ! ! !2/30 ! 
I : !destination or network or ip or internet protocol) same (security lus; : : !15:44 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of iusP : : : I 
I : !service) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : i(set or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I : lrout$9) I : : : I 

is1 J23 iH04L63/20.CPC. AND (gateway) same (policy or policies) same ius- :ADJ loN 2015/1 i 
!18 ! !(packet or traffic) and (rule) same (address$10) with (source or !PGP ! ! !2/30 ! 
I : !destination or network or ip or internet protocol) same (security lus; : : !15:44 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of iusP : : : I 
I : !service) and (server or manager or managing or supervis$9) and I ! : : I 

~· ~~~~~~~~ . ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ '~~~~~~~~~~~~. ~~~~~~~~~~~~~~~ . ~~~~~~~~~~~~ . ~~~~~~~~~~~~~~~~~~' 
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: i(set or list) and (function or algorithm or filter$9 or processing or !AT; 1 i 
! lrout$9) IEPO ! I 

1s1 Is !("20020049399" 1 "20060136987" 1 "20060146879" 1 lus- !ADJ ION '2015/0 I 
117 i 1"20070240208" I "20100242098" I "20130061294" I "6317837" I IPGP i i !7/30 I 
I : I"8306994").PN. lus; : : !16:25 I 

I I I 1~r1 I I I 
rs·1··· :6········· R,.,.:i663ois·4·2g7;;··i··;;·20060i·14sgg·.-.-··i··;;20ii.6issas·s;;···1······························· i'Ljs·~····· :Ao5······· :oi-i····· :2ois/6··1 
116 : 1"20120331543" I "20130254766" I "8004994").PN. IPGP : : :7/30 I 

11 I l~fr I I %'

25

1 
Is1 !3 1("7478429" 1 "7818794" 1 "8935785").PN. lus- :ADJ !ON !2015;0 I 
115 : I IPGP : : );22 I 

11 I l~fr I I 1!0:

50 

I 
rsi··· :34······ fHo4L63;2·0:crc·:·AN6·cga·te~av)··;;a~·e··cpoi1cv··o·;··p;;i1cies)··sa·~·e·········1i:is~···· fAoJ········ :oN······ :201·s;-o"· 1 
112 : i(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security ius; : : !17:38 I 
I : ior secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I ! !service) and (server or manager or managing or supervis$9) and !AT; ! ! ! I 
I : lcset or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I : lrout$9) and (edge or boundary or boundaries or border$5) with I : : : I 
I i !network I ! i i I 
l I I I i I I I 
!Sl !51 IH04L63/20.CPC. AND (gateway) same (policy or policies) same !us- :ADJ !ON !2015/0 I 
111 : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security lus; : : )7:38 I 
I ! lor secure or protect$9 or ids or intrusion or dos or denial of !USP ! ! ! I 
I : lservice) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : l(set or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I : lrout$9) and (edge or boundary or boundaries or border$5) I : : : I 
l l I l i l l l 
!Sl !96 IH04L63/20.CPC. AND (gateway) same (policy or policies) same !us- :ADJ !ON !2015/0 I 
110 : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security lus; : : )7:37 I 
I ! lor secure or protect$9 or ids or intrusion or dos or denial of !USP ! ! ! I 
I : lservice) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : l(set or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I i lrout$9) I i i i I 
~t ....... 1 ............ t ........................................................................................................................................................ ! ............ ! ............... ! ............ 1 .................. 1 
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Isl :s IH04L63/0218.CPC. AND (gateway) same (policy or policies) same !US- :ADJ :ON !2015/0 I 
109 ! !(packet or traffic) and (rule) same (address$10) with (source or IPGP ! ! !3/26 I 
I : !destination or network or ip or internet protocol) same (security lus; : : !17:36 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of iusP : : : I 
I : !service) and (server or manager or managing or supervis$9) and IAT; : : : I 
I ! !(set or list) and (function or algorithm or filter$9 or processing or IEPO ! ! ! I 
I i lencapsul$9) I ! i i I 

is1" J2 '""icus-20060212572-$ ·or ·us-20030145225-$ ·or· US-20060048142-$ "ius-·" :ADJ"'"" ioN '"" 2015/o·I 
108 ! !or US-20010039624-$ or US-20050138204-$ or US-20100296441- IPGP ! ! !3/26 I 
I : I$ or US-20080072307-$ or US-20050141537-$ or US- lus : : !17:35 I 
I : 120030142681-$ or US-20100082811-$ or US-20030035370-$ or I : : : I 
I : Ius-2011oosso92-$).did. I : : : I 

:s1 J6 :c"20030097590" 1 "2009032s219" 1 "20120240135" 1 ius- ADJ JoN 2015;0 i 
107 : 1"20120314617" I "6611875" I "8806638").PN. IPGP : : !3/26 I 
i : i ius· , : :14.52 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
rsg··· :96······ fHo4L63J26:crc·:·AN6·cga'te~av)··;;a;:;;·e··cpoi1cv··;·~··p;;i1cies) .. sain·e·········1i:is~···· fAoJ········ :oN······ :201·s;-6· 1 

lo : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security ius; : : )2:26 I 
I : ior secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I ! !service) and (server or manager or managing or supervis$9) and !AT; ! ! ! I 
I : lcset or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I : lrout$9 or encapsul$9) I : : : I 

i'ss··· ls········· i'Ha4L63Jo21·a·:crc:··P:-N·o··c~i'aie~av)··sa·;;,e··foo'i'icv·o~··i>oi·icies)··same···li:is~···· l·AoJ········ loN······ l20i·s;-6· 1 

Is : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security ius; : : )2:22 I 
I : ior secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I ! !service) and (server or manager or managing or supervis$9) and !AT; ! ! ! I 
I : lcset or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I i lrout$9) I i i i I 

i'ss··· l61······ i'Ha4L63Jo2isj·:crc:··P:-N·o··c~i'aie~av)··sa·;;,e··foo'i'icv·o~··i>oi·icies)··same···Ji:is~···· l·AoJ········ loN······ l2ai·s;-6· i 
17 : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security ius; : : )2:22 I 
I : ior secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I ! !service) and (server or manager or managing or supervis$9) and !AT; ! ! ! I 
I : lcset or list) and (function or algorithm or filter$9 or processing or IEPO : : : I 
I i lrout$9) I i i i I 

i'ss··· l61······ i'Ha4L63Jo2isj·:crc:··P:-N·o··c~i'aie~av)··sa·;;,e··foo'i'icv·o~··i>oi·icies)··same···Ji:is~···· l·AoJ········ loN······ l2ai·s;-6· i 
16 : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !3/26 I 
I : !destination or network or ip or internet protocol) same (security ius; : : )2: 11 I 
I : ior secure or protect$9 or ids or intrusion or dos or denial of lusP ! : : I 
. · ......... · ....................................................................................................................................................................... ' ............ : ................ · ............. · .................. , 
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: !service) and (server or manager or managing or supervis$9) and !AT; 1 i 
! !(set or list) and (function or algorithm or filter$9 or processing) IEPO ! I 

lss % IH04L63/20.CPC. AND (gateway) same (policy or policies) same lus- !ADJ ION '201s;o I 
Is ! !(packet or traffic) and (rule) same (address$10) with (source or IPGP ! ! !3/26 I 
I : !destination or network or ip or internet protocol) same (security lus; : : !12: 11 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of iusP : : : I 
I : !service) and (server or manager or managing or supervis$9) and IAT; : : : I 
I ! !(set or list) and (function or algorithm or filter$9 or processing) IEPO ! ! ! I 

ts·ii·· ls········· lHa4L63)o2iii:crc·.··A·N6.cga·te;ay·)··;;a;:;;e··cpo·i1cv·o·~··p;·i1c·ies·)··;;a;,;·e··· i•Ljs·~····· IA05······· loi-i····· i2oisia··i 

14 : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : :3/26 I 
I ! !destination or network or ip or internet protocol) same (security !us; ! ! !12: 11 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I : lservice) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : i(set or list) and (function or algorithm or filter$9 or processing) IEPO : : : I 

:ss J68 :H04L63/0263.CPC. ius- ADJ JoN l201s;o i 
13 :o I IPGP : : !3/26 I 

11 I lif I I 11

2

,

04

1 

rss··· :sg1···· fHo4L63Jia:crc·:····················································································································1i:is~···· [AoJ········ :oN······ :201·s;-6· 1 
12 :s I IPGP : : !3/26 I 

11 I lif I I 11

2

,

04

1 

Isa !6ss IH04L63/021s.cPc. !us- !ADJ ioN !201s;o i 
11 : I IPGP : : !3/26 I 

11 I lif I I 1
12

:

04

1 
1ss·· :is········· 1c;;2ooiiog::1s·g'fr;··'i'··,..-ioogo3is2ig;;··i··;;20ii6240i3s··..-··i······························· r us~···· :A6J······· :6r~i····· :ioisia··1 
lo i !"20120314617" 1 "6611875" 1 "8806638").PN. IPGP ! i !3/14 I 

11 I lif I I 1
21

,

26

1 
rs·1··· :34······ ksir··o~·sessio~··i·~·1ti.at$9 .. p.~otocoi)··~ih··cijR:i .. o;··~·~fro;;:;;··~e·so~·~se·)····· i'Ljs·~····· :Ao5······· :oi-i····· :2oisia··1 

19 : lwith (header or heading) same (network address$9) IPGP : : !3/14 I 

1 ........ 1 ............ i ......................................................................................................................................................... i~:~ ... 1 ................ 1 ............. 1

21

:

20 

.... i 
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!AT; ' 1 

IS7 1120 !(SIP or session initiat$9 protocol) with (URI or uniform resourse) !:: !ADJ ION 2015/0 i 
18 !2 !with (header or heading) IPGP ! ! !3/14 I 

11 I l~fr I I l

21

,

20 

I 
f i:;']··· fisa··· Rsir··o~·session··i·;;·1ti.at$9 .. p.~otocoi) .. sa·;;,;;;··c'uR1··;·~··~;;·1ro·~·;;,··~;;;;;o~;:;;;;;j·· i'Ljs·~····· :Ao5······· :oi-i····· :2oisio··1 
17 !6 isame (header or heading) IPGP : : :3/14 I 

11 I l~fr I I 12

1

,

19

1 
157 )14 !(network with transparent$5 with layer) same address$9 same !us- :ADJ !ON !2015/0 I 
16 : i(link$9) and (secure or security or attack$9) IPGP : : !2/24 I 

11 I l~fr I I ll4:0l I 
rs1··· :i11···· k'~et;;·~·k··~ih .. t~ans.pa~e~tis··~ih .. ia·ve~)··sa·;;,e·aeiei~e·ss$9.sa·~e·········1i:is~···· [AoJ········ :oN······ :201·s;-o"· 1 
Is : 1Clink$9) IPGP : : !2/24 I 

11 I l~fr I I ll4:00 I 
157 !539 !(network with transparent$5 with layer) same address$9 !US- !ADJ !ON !2015/0 i 
14 : I IPGP : : !2/24 I 

11 I l~fr I I ll4:00 I 
1s::1·· :i'········ 1c;;2oosooas·1·g·s;;··'i'··,..-:foogoi1·2soo;;):·r·N:································································ r us~···· :A6J······· :6r~i····· :i'oisia··1 
13 ! I IPGP ! ! 12/24 I 

11 I l~fr I I 1

13

,

49

1 

rs·1··· :3········· R;;1·s39is6,.,. .. i··;;111·osss;;··i··;;·sss69.26;;)·:rN·.·························································· i'Ljs·~····· :Ao5······· :oN······ :iois/6··1 
12 i I IPGP i i !2/24 I 

1 ........ 11 ......................................................................................................................................................... 1~~~ ... 1 ................ 11
13

'

43

···· 1 
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!AT; ' 1 

IS7 166 IH04L63/0263.CPC. AND (gateway) same (policy or policies) same !:: !ADJ ION 2015/0 i 
11 ! !(packet or traffic) and (rule) same (address$10) with (source or IPGP ! ! !2/24 I 
I : !destination or network or ip or internet protocol) same (security lus; : : !11:54 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of iusP : : : I 
I : !service) and (server or manager or managing or supervis$9) and IAT; : : : I 
I ! !(set or list) and (function or algorithm or filter$9 or processing) IEPO ! ! ! I 

ts·1··· lss······ lHa4L63)20:ErE··AN·o··foate.~av)·sa·;;,e··ci:>oi1cv··o~··i:>oi1c·i·e·s)··sa·;;,e········ i•Ljs·~····· IA05······· loi-i····· l20isio··i 
lo : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !2/24 I 
I ! !destination or network or ip or internet protocol) same (security !us; ! ! !11:54 I 
I : lor secure or protect$9 or ids or intrusion or dos or denial of lusP : : : I 
I : lservice) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : i(set or list) and (function or algorithm or filter$9 or processing) IEPO : : : I 
l l I l i l l l 
156 !8 IH04L63/0218.CPC. AND (gateway) same (policy or policies) same !us- :ADJ !ON !2015/0 I 
19 : !(packet or traffic) and (rule) same (address$10) with (source or IPGP : : !2/24 I 
I : !destination or network or ip or internet protocol) same (security lus; : : )1:54 I 
I ! lor secure or protect$9 or ids or intrusion or dos or denial of !USP ! ! ! I 
I : lservice) and (server or manager or managing or supervis$9) and IAT; : : : I 
I : l(set or list) and (function or algorithm or filter$9 or processing) IEPO : : : I 

i's6··· li6s···· \~o4L63Joiis3·:crc:···············································································································llis~···· l·AoJ········ loN······ l20i·s;-o"· I 
Is !4 I IPGP : : :2;24 I 

11 I l~f I I 1

11

,

54

1 

156 !570 !H04L63/20.CPC. !US- !ADJ !ON !2015/0 I 
17 !9 I IPGP : : !2/24 I 

11 I l~f I I 1
11

,

54

1 
1s6·· [647··· 1H.04L63)02ia:ErE·············································································································· r us~···· :A6J······· [6N······ f:fois;a··1 
16 ! I IPGP ! ! 12/24 I 

11 I l~f I I 1

11

,

53

1 
rs·is··· fi ......... 1,.,.2.oi4oiis·is·s4;;:·p·;;·:············································································································· ru·s·~····· :Ao5······· :oi-i····· :2oisia··1 
Is i I IPGP ! i !2;24 I 

1 ........ 11 ......................................................................................................................................................... 1~~~ ... 1 ................ 11
11 

'

53 

.... 1 
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!AT; ' 1 

ls6 -126-1713/ 1,100,150,151,152,153,154,155,166, 161,16s.ccLs .·AND· s61 -!::-IADJ-ION -2014/ 1 -I 
14 i I IPGP i i !0;20 I 

11 I l~fr I I 1°

2

,

26 

I 
rs·is··· fs4······ 11i>12oi;203;2i1;·2·1s;iig~·i20~·ii3;2·2~L22·s·;22·is·;221·;22s;229;·230;· rljs·~····· :Ao5······· :oi-i····· :2oi4/1···1 
13 i I231,238,239,240,242,244,245.CCLS. AND 561 IPGP i i !0/20 I 

11 I l~fr I I 1°

2

,

26 

I 
IS6 !31 1726/3,6,11,12,13,14,15,16,17,22,23,24,25.ccLs. AND 561 lus- :ADJ !ON !2014;1 I 
12 i I IPGP i i !0;20 I 

11 I l~fr I I 1°

2

,

26 

I 
rs6··· :i9ii··· ffoate.~av) .. sa.~e··ci:>oiicv··o~··i:>oiic·ies)·sa·~e··ci:>a·cket··o~·t~a·ff;cy·a·~·ci'·······1i:is~···· fAoJ········ :oN······ :201.4/i·· 1 
11 : lcrule) same (address$10) with (source or destination or network IPGP : : !0/20 I 
I : lor ip or internet protocol) same (security or secure or protect$9 ius; : : !02:26 I 
I : ior ids or intrusion or dos or denial of service) and (server or lusP : : : I 
I ! !manager or managing or supervis$9) and (set or list) and !AT; ! ! ! I 
I : i(function or algorithm or filter$9 or processing) same (ipsec or ip IEPO : : : I 
I : !security or internet protocol security) I : : : I 

i's6··· l24g···· i'1i3/i:ioo;i·sa;·1·si;·1·s2;i·sj;is·4·;is·s·;i6is.;i61·;i6s:ccis·:························li:is~···· l·AoJ········ loN······ l20i·4/i·· 1 

lo !76 I IPGP : : :0;20 I 

11 I l~fr I I 1°

2

,

26 

I 
ls5 !125 l7o9;201,203,217,218,219,220,223,224,225,226,227,228,229,230, !us- !ADJ ioN !2014;1 i 
19 !386 1231,238,239,240,242,244,245.CCLS. IPGP : : !0/20 I 

I J ~fr I J 102:26 
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!ss !1 !"2ooso279200".pn. !us- !ADJ !ON !2014;1 ! 
ii ! I IPGP ! ! !0/19 I 

11 I lifr I I 1

23

:Sl I 
1ss··· rs········· 1cbia.ckiist$s·o~··i:i·ia·ck·iisti9)··-;;;tii··caeiei.~esses)··~iii··cpa·iei .. o~··i>av)········· r us~···· :A6J······· :6N······ r:fo14Ji··1 
!0 i ! !PGP i i !0/19 ! 

11 I lifr I I 12

3

,

46

1 
!54 !S !(blacklist$S or black list$9) with (addresses) with (provider) with !us- :ADJ !ON !2014/1 ! 
19 : !(subscription or subscribing or subscriber) IPGP : : !0/19 I 
i : i ius· , : :23.42 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
fs4··· :ss······ ki:i'i'acki.isfi·s··;~·biac·k··iist$9)·;iii··ca·eiei~ess·es·)··;itii .. '(i>·~;~;ei·e·~)··;;;tii······ 1i:is~···· [ADJ········ :oN······ :201.4/i·· 1 
Is ! lcservice) IPGP ! ! !0/19 I 

11 I lifr I I 1

23

,

41 

I 
ls4··· :is······· 1cbiac·ki1si$s··o·~··bia·ck··ii.st$9·)··;;th .. c'aeiei~esses)··;itii··c;;·~·i:isc~iptio~··o~···· 1us~···· :ADJ········ :oN······ :2·014;i·· 1 
17 : !subscriber or subscribing) with (service) IPGP : : !0/19 I 

11 I lifr I I 1

23

,

38

1 
IS4 :222 l(blacklist$S or black list$9) with (addresses) same (subscription !US- :ADJ :ON !2014/1 I 
!6 ! !or subscriber or subscribing or customer) !PGP ! ! !0/19 ! 

11 I lifr I I 1

23

,

38

1 
rs·4··· :2········· Ri:i.ia.ckiisii·s··o~··i:i·iack··i;st'i9)··~·i·tii··ca·ei·ei·~esses)·;·ith .. foi.sc·a·~ei$9 .. o~········· fLjs·~····· :Ao5······· :oi-i····· :2oi4J1···1 
Is : lblock$6 or drop$S) with (packet) same (subscription or subscriber IPGP : : !0/19 I 
! ! !or subscribing or customer) !us; ! ! !23:38 ! 

Ll_l_l~r-1-I_I_I 
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IS4 :3 i(differentiat$10 service code point select$5 or dscp select$5 or !US- :ADJ :ON !2014/1 I 
14 ! IDiff-Serv Code Point) same (header or heading) same (traffic or IPGP ! ! !0/19 I 
I : !packet) same (policy or policies or rule) lus; : : !22:48 I 

11 I 1~r1 I I I 
1s4·· :iis······ 1cei.iffe~entiatii6.se~ice··coei·e··i:>oin't·seiect$s··;·~··ei·sc·i>··;;;;;i;;;ctis·o·~········· r us~···· :A6J······· [6N······ f:fo14Ji··1 
13 : IDiff-Serv Code Point) same (header or heading) same (traffic or IPGP : : !0/19 I 
I i !packet) lus; ! i !22:47 I 

11 I 1~r1 I I I 
154 )0 l(differentiat$10 service code point select$5 or dscp select$5) !us- :ADJ !ON !2014/1 I 
12 : isame (header or heading) same (traffic or packet) IPGP : : !0/19 I 
i : i ius· , : :22.47 i 
\ : ( ( , : : : ■ ( 

11 I 1~r1 I I I 
fs4··· :34······ kro~~a.~d$9)··~1tti··ci>·acket).sa·;;,e·cci~eG·e··;~·g;;G·i:>·o~··b·Gff e·~is)············ 1i:is~···· [ADJ········ :oN······ :201.4/i·· 1 
11 : lsame (priority) same (faster or higher) same (policy or policies or IPGP : : !0/19 I 
I : iwhitelist$5 or white list$8) ius; : : !21:56 I 

11 I 1~r1 I I I 
ls4··· :i1······· 1cei1sca·~ei·i·10··0·~··biock$·s··o;·ei·~oi:>is·)··a~·ei··cro;~·a;eii9 .. o;··a·iio~·is)···········1us~···· :ADJ········ :oN······ :2·014;i·· 1 
lo : lwith (packet) with (address$5) same (policy or policies or IPGP : : !0/19 I 
I : lwhitelist$5 or white list$8) same (voip or voice over ip or voice ius; : : !20:32 I 
I : lover internet protocol) same (call or session or traffic or iusP : : : I 
I ! !connection) IAT; ! ! ! I 
I I I IEPO I I I I 
IS3 )2 i(discard$10 or block$5 or drop$5) and (forward$9 or allow$8) !US- :ADJ :ON !2014/1 I 
19 ! !with (packet) with (address$5) same (policy or policies or IPGP ! ! !0/19 I 
I : lwhitelist$5 or white list$8) same (voip or voice over ip or voice lus; : : !20:32 I 
I : lover internet protocol) iusP : : : I 

I I I 1:~1 I I I 
f i:j··· :223··· 1foi.sca;eiii6·o~··biock$s··o·~··ei·~o·i>·is)··a·;;ei··cro·~~a·~ei·ig··;~··a·iio~is)··········· rli;·~····· :Ao5······· :oi-i····· :2oi4J1···1 
18 : lwith (packet) with (address$5) same (policy or policies or IPGP : : !0/19 I 
I ! lwhitelist$5 or white list$8) and (voip or voice over ip or voice !us; ! ! !20:31 I 
I : lover internet protocol) lusP : : : I 

Ll_l_l:~J-I_I_I 
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IS3 :21 i(discard$10 or block$S or drop$S) and (forward$9 or allow$8) !US- :ADJ :ON !2014/1 I 
17 ! !with (packet) with (address$S) with (whitelist$9 or white list$S) IPGP ! ! !0/19 I 

11 I lifr I I 120:0l I 
1s~i·· rs········· 1cei.isca.~ei$ia·o~··b·1;·ckis··;~·ei~op$.s)··a·;;·ei··cro·~;a~ei·i·g··o~·ai'i'o;$s)·········· r us~···· :A6J······· [6N······ r:fo14Ji··1 
16 : lwith (packet) with (address$S) with (whitelist$9 or white list$S) IPGP : : !0/19 I 
I i !with (only) lus; ! i !20:07 I 

I I I 1~r1 I I I 
153 !S !(addresses) with (ip or internet protocol or source) with !us- :ADJ !ON !2014/1 I 
Is : i(discard$9 or block$6 or drop$S) with (packet) and (forward$9 or IPGP : : !0/19 I 
I : iallow$8) with (packet) with (address$S) with (whitelist$9 or white lus; : : :20:0S I 
I ! llist$S) with (only) !USP ! ! ! I 

I I I 1:;; I I I I 
fs3··· :is······ kaeiei~e.sses)··;;.;;tii··c;·i>··;~·;-;;te~;;·et··p·~otocoi··;~·;;o·~~ce)··;;.;;tii·························· 1i:is~···· [ADJ········ :oN······ :201.4/i·· 1 
14 : i(discard$9 or block$6 or drop$S) with (packet) and (forward$9 or IPGP : : !0/19 I 
I : iallow$8) with (outside or otherwise or address$S) with (packet) ius; : : !20:04 I 
I i !with (address$S) with (whitelist$9 or white list$S) !USP ! i i I 

I I I 1:;; I I I I 
ls3··· :i2······ 1cbiac·ki1si$s··;·~··bia·ck··ii.st$9·)··;;tti .. c'aeiei~esses)··;1tii··c;·jj··o~··;;;te~;;·et········ 1us~···· :ADJ········ :oN······ :2·014;i·· 1 
13 : !protocol or source) with (discard$9 or block$6 or drop$S) with IPGP : : !0/19 I 
I : !(packet) and (forward$9 or allow$8) with (outside or otherwise or ius; : : !18:28 I 
I : iaddress$S) with (packet) with (address$S) with (blacklist$S or iusP : : : I 
I i !black list$9) IAT; ! i i I 
I I I IEPO I I I I 
IS3 )9 l(blacklist$S or black list$9) with (addresses) with (ip or internet !US- :ADJ :ON !2014/1 I 
12 ! !protocol or source) with (discard$9 or block$6 or drop$S) with IPGP ! ! !0/19 I 
I : i(packet) and (forward$9 or allow$8) with (outside or otherwise or lus; : : !18:28 I 
I : iaddress$S) with (packet) with (address$S) iusP : : : I 

I I I 1:;; ! I I I 
f i:j··· fi ......... Rb.ia.ckiisii·s··o~··b·1ack··i;st'is)··~·i·tii··ca·ei·ei·~essi·gj··;;.;1iii···;;;c~eas·ig··;;.;;tii······ rli;·~····· :Ao5······· :oi-i····· :2oi4J1···1 
11 : !(policy or policies) IPGP : : !0/19 I 

Ll_l_lifr-l-1_11
8

,

26

J 
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IS3 !546 i(set or list$5) with (addresses) with (ip or internet protocol or !US- :ADJ :ON !2014/1 I 
lo ! !source) with (discard$9 or block$6 or drop$5) with (packet) and IPGP ! ! !0/19 I 
I : i(forward$9 or allow$8) with (outside or otherwise or address$5) lus; : : !18:24 I 
I : lwith (packet) with (address$5) iusP : : : I 

I I I 1:~1 I I I 
1si·· :ios··· 1cset·o~··iist$s)··;;iti··caeiei~ess·es)··;iiii .. '(ijj .. o~··i;;i;;;~;;·et··p~otoco'i'·o~··········· r us~···· :A6J······· [6N······ f:fo14Ji··1 
19 : !source) with (discard$9 or block$6 or drop$5) same (packet) and IPGP : : !0/19 I 
I ! l(forward$9 or allow$8) with (outside or otherwise or address$5) luB; ! ! !18:24 I 
I : lsame (packet) with (address$5) lusP : : : I 

I I I 1:~1 I I I 
IS2 )85 !(set or list$5) with (addresses) with (ip or internet protocol or !us- :ADJ !ON !2014/1 I 
Is :? !source) same (discard$9 or block$6 or drop$5) same (packet) IPGP : : !0/19 I 
I : land (forward$9 or allow$8) with (outside or otherwise or lus; : : )8:24 I 
I ! laddress$5) same (packet) same (address$5) !USP ! ! ! I 

I I I 1:~1 I I I 
rs2··· :sgg···· kset··;~·iisf i.s)··;;.;;f ii··caei·ci'~esses)··~iii··cip··;·~··i;,te·~·;;;;;t··p·~otocoi··;·~············ 1i:is~···· [ADJ········ :oN······ :201.4/i·· 1 

17 !3 lsource) same (discard$9 or block$6 or drop$5) IPGP : : !0/19 I 

11 I I~! I I 11

8

:

23

1 
1s2··· :::i4······· 1cga·te;ay) .. sa~·e··cpoi1cv··;·~··poi1c·ies)··;;·a·;;,·e··cpa·cket··;·~··t~affic)··a·;;·ei········1us~···· :ADJ········ :oN······ :2·014;i·· 1 

16 : lcrule) same (function or algorithm or filter$9 or processing) same IPGP : : !0/19 I 
I : l(ipsec or ip security or internet protocol security) and (security or ius; : : !15:35 I 
I : !secure or protect$9 or ids or intrusion or dos or denial of service) iusP : : : I 
I : land (server or manager or managing or supervis$9) same (policy IAT; : : : I 
I ! !or policies) and (address$10) with (source or destination or IEPO ! ! ! I 
I : lnetwork or ip or internet protocol) I : : : I 
is2··· E~·········· icga.te;av)··;;a~·e··cpoi1cv··;·~··p;·i1c·ies·)··;;a~·e··cpa·cket··;·~··t~affi.c)··a·;;ei········lus~···· IADJ········ laN······ l2·014;i·· 1 
Is : lcrule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I : lor ip or internet protocol) same (function or algorithm or filter$9 ius; : : !15:25 I 
I : ior processing) same (ipsec or ip security or internet protocol iusP : : : I 
I : !security) and (security or secure or protect$9 or ids or intrusion IAT; : : : I 
I ! !or dos or denial of service) and (server or manager or managing IEPO ! ! ! I 
I : lor supervis$9) same (policy or policies) and (pipelin$5 or I : : : I 
I i lparallel$5) I ! i i I 

i's2··· l2s······ i'foate.~av) .. sa·;;,e··cpoiicv··;~··poiic·ies)·sa·;;,e··cpa·cket··o~·t~a·fficY·a·;;·ei········ Ju·s~···· l·ADJ········ loN······ l2ai·4/i .. i 
14 : l(rule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I : lor ip or internet protocol) same (function or algorithm or filter$9 ius; : : )5:25 I 
I : ior processing) same (ipsec or ip security or internet protocol lusP ! : : I 
. · ......... · ....................................................................................................................................................................... ' ............ : ................ · ............. · .................. , 
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: !security) and (security or secure or protect$9 or ids or intrusion !AT; 1 i 

152 j98 1;~i:t~;~::::;=:~:~z::zc::~i:::::·~;
0

:a::i·::~g 1:: !ADJ foN faoi4ii I 
13 : lcrule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I : lor ip or internet protocol) same (security or secure or protect$9 ius; : : !15:24 I 
I : ior ids or intrusion or dos or denial of service) and (server or iusP : : : I 
I : !manager or managing or supervis$9) and (set or list) and IAT; : : : I 
I ! !(function or algorithm or filter$9 or processing) same (ipsec or ip IEPO ! ! ! I 
I : !security or internet protocol security) I : : : I 

is2··· l2·s':3···· icga.te;ay) .. sa~·e··cpoi1cv··o·;··po·i1c·ies·)··sa~·e··cpa·cket··o·;··t~affi.c)··a·~ei········lus~···· lAoJ········ loN······ l2·614;i·· 1 

12 : lcrule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I : lor ip or internet protocol) same (security or secure or protect$9 ius; : : !15:23 I 
I : ior ids or intrusion or dos or denial of service) and (server or iusP : : : I 
I : !manager or managing or supervis$9) and (set or list) and IAT; : : : I 
I ! !(function or algorithm or filter$9 or processing) and (ipsec or ip IEPO ! ! ! I 
I : !security or internet protocol security) I : : : I 

is2··· l2·s·2···· icga.te;ay) .. sa~·e··cpoi1cv··o·;··po·i1c·ies·)··sa·~·e··cpa·cket··o·;··t~affic)··a·~·ei········lus~···· lAoJ········ loN······ l2·614;i·· 1 

11 : lcrule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I : lor ip or internet protocol) same (security or secure or protect$9 ius; : : !15:23 I 
I : ior ids or intrusion or dos or denial of service) and (server or iusP : : : I 
I : !manager or managing or supervis$9) and (set or list) and IAT; : : : I 
I ! !(function or algorithm or filter$9 or processing) and (ipsec or ip IEPO ! ! ! I 
I i !security) I ! i i I 

is2··· lsj4···· icga.te;ay) .. sa~·e··cpoi1cv··o·;··po·i1c·ies·)··sa~·e··cpa·cket··o·;··t~affi.c)··a·~ei········lus~···· lAoJ········ loN······ l2·614;i·· i 
lo : lcrule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I : lor ip or internet protocol) same (security or secure or protect$9 ius; : : !00: 19 I 
I : ior ids or intrusion or dos or denial of service) and (server or iusP : : : I 
I : !manager or managing or supervis$9) and (set or list) and IAT; : : : I 
I ! !(function or algorithm or filter$9 or processing) IEPO ! ! ! I 

is1 1534 i(gateway) same (policy or policies) same (packet or traffic) and ius- :ADJ loN 2014/1 i 
19 ! !(rule) same (address$10) with (source or destination or network IPGP ! ! !0/19 I 
I : lor ip or internet protocol) same (security or secure or protect$9 lus; : : !00: 18 I 
I : lor ids or intrusion or dos or denial of service) and (server or iusP : : : I 
I : !manager or managing or supervis$9) and (set or list) IAT; : : : I 

I I I IEPO I I I I 
rs·1··· rssi··· R~i'ate~av) .. sa·;;,;;;··fooi·icy··o~··poi·icies)··sa·;;,;;;··foac·ket·o~·i;a'rf1c)··a;,ei········ i'Ljs·~····· :Ao5······· :oi-i····· :2oi4/1···1 
18 : i(rule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I i lor ip or internet protocol) same (security or secure or protect$9 !us; ! i !00: 18 I 
I : lor ids or intrusion or dos or denial of service) and (server or lusP : : : I 
I : !manager or managing or supervis$9) IAT; : : : I 

,l""""l""""""l"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""'"IEPO"l""""""'"l""""""l"""""""""I 

Keysight Technologies Ex. 1002 
Page 260 of 460



Isl !570 !(gateway) same (policy or policies) same (packet or traffic) and !US- :ADJ :ON !2014/1 I 
17 ! !(rule) same (address$10) with (source or destination or network IPGP ! ! !0/19 I 
I : lor ip or internet protocol) same (security or secure or protect$9 lus; : : !00: 18 I 
I : lor ids or intrusion or dos or denial of service) iusP : : : I 

I I I 1:~1 I I I 
1si·· f 143··· 1cg.ate~a·v)··same··cjj·;'i'icv·o~··po'i'icies)··same··cjj·acket·o~·'t~affic)··a-;;ei······· r us~···· :A6J······· [6N······ f:fo14Ji··1 
16 :o i(rule) same (address$10) with (source or destination or network IPGP : : !0/19 I 
I ! !or ip or internet protocol) and (security or secure or protect$9 or !us; ! ! !00: 17 I 
I : lids or intrusion or dos or denial of service) lusP : : : I 

I I I 1:~1 I I I 
!Sl !329 !(gateway) same (policy or policies) same (packet or traffic) and !us- :ADJ !ON !2014/1 I 
Is :s l(rule) and (address$10) with (source or destination or network or IPGP : : !0/19 I 
I : lip or internet protocol) and (security or secure or protect$9 or ids lus; : : :oo: 16 I 
! ! !or intrusion or dos or denial of service) !USP I ! ! ! 

11 I 1:~1 I I I 
fsi··· :3Gii··· ffoate.~av) .. sa·;;,e··ci:>oiicv··;~··i:>oiic·ies)·sa·;;,e··ci:>a·cket··;~·t~a·ff;cy·a·;;·ci'······· 1i:is~···· [ADJ········ :oN······ :201.4/i·· 1 
14 !6 l(rule) and (address$10) with (source or destination or network or IPGP : : !0/19 I 
I : lip or internet protocol) ius; : : :oo: 15 I 

11 I 1~r1 I I I 
lsi··· :4~fr···· 1cga·te;ay) .. sa~·e··ci:>oi1cv··o·~··i:>o·i1c·ies·)··sa~·e··ci:>a·cket··o·~··t~affi.c)··a·;;ei········1us~···· :ADJ········ :oN······ :2·014;i·· 1 
13 !5 lcrule) IPGP : : !0/19 I 

11 I l~fr I I IOO: 

14 1 
Is1 .. :7 ........ lc"20120113987" · 1· "20060195896" .. l .. "7684400" · 1· "20060248580" .. I .. IUS-... :ADJ ....... :oN ..... :2014;1 ·1 

12 i 1"20110055916" I "0000000" I "20110270956" I "20130059527" I IPGP i i !0/19 I 
I : 1"20100011434" 1 "20120264443" 1 "6226372" 1 "200401s11ss" 1 lus; : : :00:12 I 
I : 1"20030212900" 1 "2ooso117S76" 1 "20060048142" 1 iusP : : : I 
I ! 1"20030188192" I "7721084" I "20030123456" I "20070083924" I IAT; ! ! ! I 
I ! I"20100211678").PN. and (gateway) and (policy or policies) IEPO ! ! ! I 
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This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
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2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
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may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
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Docket No.: 007742.00151 \US 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Steven Rogers et al. 

Application No.: 16/728,766 

Filed: December 27, 2019 

For: METHODS AND SYSTEMS FOR 
PROTECTING A SECURED NETWORK 

Confirmation No.: 8018 

Art Unit: 2438 

Examiner: K. W. Chang 

INFORMATION DISCLOSURE STATEMENT UNDER §1.97(B) 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

Pursuant to 37 C.F.R. § 1.56 and in compliance with 37 C.F.R. § 1.97, Applicant submits 

herewith form PTO/SB/08, identifying information for consideration by the Examiner. 

This application relies, under 35 U.S.C. § 120, on the earliest effective filing date of prior 

U.S. patent application 16/111,524, filed August 24, 2018, and its parent applications (if any). The 

NPL documents identified on the attached PTO/SB/08 were submitted to and/or cited by the Office 

in a prior application that is relied upon for priority and, therefore, copies are not required to be 

provided in this application. 

Applicant does not waive any rights to take appropriate action to establish patentability 

over the listed documents should they be applied as a reference against the claims of the present 

application. 
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Application No.: 16/728,766 Docket No.: 007742.00151\US 

Consideration of the cited information and making the same of record in the prosecution 

of the above noted application are respectfully requested. Should the Patent and Trademark Office 

determine that a fee is required, please charge our Deposit Account No. 19-0733. 

Dated: March 25, 2020 

BANNER & WITCOFF, LTD. 
1100 13th St. NW, STE 1200 
Washington, DC 20005 
(202) 824-3000 

Respectfully submitted, 

By: /Scott M Kelly/ 
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The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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172 20150106930 A1 t1015-04-16 HONDA et al. 
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3 )005046145 wo A1 2005-05-19 Ericsson T elefon Ab L M 

4 )385676 EP A1 2011-11-09 l\lcatel Lucent 

5 )498442 l=P A1 2012-09-12 Openet Telecom Lid 

6 )0010079361 KR A 2001-08-22 Kim, Sang Wook 

7 1006701 l=P A2 2000-06-07 _ucent Technologies Inc 

8 )006105093 WO A2 2006-10-05 Univ Wake Forest 

9 )006093557 wo A2 2006-09-08 Univ Wake Forest 

10 )005328336 ~u B2 2011-09-15 Univ Wake Forest 

EFSWeb2.1.18 Keysight Technologies Ex. 1002 
Page 378 of 460



Application Number 16728766 

Filing Date 2019-12-27 

INFORMATION DISCLOSURE First Named Inventor I Steven Rogers 
STATEMENT BY APPLICANT 

Art Unit 2438 
( Not for submission under 37 CFR 1.99) 

Examiner Name I K. W. Chang 

Attorney Docket Number 007742.00151\US 

11 )011038420 WO A2 2011-03-31 Great Wall Systems 

12 1484884 l=P A2 2004-12-08 Microsoft Corp 

13 )006230171 ~u B2 2012-06-21 Univ Wake Forest 
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8 J010 Aug 20 - (AU) Office Action -App 2005328336 

9 J010 Jun 23 - (US) Final Rejection -App 11/316,331 

10 J010 Mar 26 - (US) Final Rejection -App 11/390,976 
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19 J011 Nov 11 - (AU) Second Office Action -App 2006230171 
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28 J013 Apr 18 - (EP) Decision to Grant a European Patent -App 06758212.0 

29 J013 Jan 16 - (CA) Office Action -App 2,594,020 

30 J013 Jan 17 - (CA) Office Action -App 2,600,236 

31 J013 Nov 7 (WO) International Search Report -App. PCT/US2013/057502 

32 J014 Jun 24 (WO) International Search Report -App. PCT/US2014/023286 

33 J014 Jun 26 (WO) International Search Report -App. PCT/US2014/027723 
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46 J015 Sept 15 {WO) International Preliminary Report on Patentability-App. PCT/US2014/023286. 

EFSWeb2.1.18 Keysight Technologies Ex. 1002 
Page 383 of 460



Application Number 16728766 

Filing Date 2019-12-27 

INFORMATION DISCLOSURE First Named Inventor I Steven Rogers 
STATEMENT BY APPLICANT 

Art Unit 2438 
( Not for submission under 37 CFR 1.99) 

Examiner Name IK.W. Chang 

Attorney Docket Number 007742.00151\US 

47 J015 Sept 16 (!MO) International Search Report and Written Opinion - App. No. PCT/US2015/024691. 

48 J015 Sept 4 (US) Notice of Allowance -App. 14/702,755 (007742.00036) 

49 J016 Apr 15 - (US) Notice of Allowance -App 14/855,374 

50 J016 Apr 26 - (US) Office Action -App 14/745,207 

If you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here i 
English language translation is attached. 

EFSWeb2.1.18 Keysight Technologies Ex. 1002 
Page 384 of 460



Application Number 16728766 

Filing Date 2019-12-27 
INFORMATION DISCLOSURE First Named Inventor I Steven Rogers 
STATEMENT BY APPLICANT 

Art Unit 2438 
( Not for submission under 37 CFR 1.99) 

Examiner Name I K. W. Chang 

Attorney Docket Number 007742.00151\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

OR 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Scott M Kelly/ Date (YYYY-MM-DD) 2020-03-25 

Name/Print Scott M. Kelly Registration Number ~5,121 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFSWeb2.1.18 Keysight Technologies Ex. 1002 
Page 385 of 460



Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
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www.uspto.gov 
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EXAMINER 

ART UNIT PAPER NUMBER 
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NOTIFICATION DATE DELIVERY MODE 

01/27/2020 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

GPD@bannerwitcoff.com 
eofficeaction@bannerwitcoff.com 
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Decision Granting Request for 
Prioritized Examination (Track I) 

Application No. 
16/728,766 

Examiner 

CHERYL P GIBSON 
BAYLOR 

1. THE REQUEST FILED 27 December 2019 IS GRANTED. 

Applicant(s) 

Rogers et al. 

Art Unit 
OPET 

The above-identified application has met the requirements for prioritized examination 
A. ~ for an original nonprovisional application (Track I). 
B. □ for an application undergoing continued examination (RCE). 

AIA (FITF) Status 
No 

2. The above-identified application will undergo prioritized examination. The application will be 
accorded special status throughout its entire course of prosecution until one of the following occurs: 

A. 

B. 

C. 

D. 

E. 

F. 

G. 

H. 

I. 

filing a petition for extension of time to extend the time period for filing a reply; 

filing an amendment to amend the application to contain more than four 
independent claims, more than thirty total claims, or a multiple dependent claim; 

filing a request for continued examination ; 

filing a notice of appeal; 

filing a request for suspension of action; 

mailing of a notice of allowance; 

mailing of a final Office action; 

completion of examination as defined in 37 CFR 41.102; or 

abandonment of the application. 

Telephone inquiries with regard to this decision should be directed to CHERYL GIBSON BAYLOR at 

(571 )272-3213. In his/her absence, calls may be directed to Petition Help Desk at (571) 272-3282. 

/CHERYL GIBSON BAYLOR/ 
Paralegal Specialist, OPET 

U.S. Patent and Trademark Office 

PTO-2298 (Rev. 02-2012) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

16/728,766 

22907 

FILING or 
37l(c)DATE 

12/27/2019 

BANNER & WITCOFF, LTD. 
1100 13th STREET, N.W. 
SUITE 1200 

GRPART 

UNIT 

WASHINGTON, DC 20005-4051 

FIL FEE REC'D 

1365 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

007742.00151\US 27 4 
CONFIRMATION NO. 8018 

FILING RECEIPT 

1111111111111111111111 m~mll!~~ II ~Hll lllll 111111111111111111 

Date Mailed: 01/23/2020 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 
Steven Rogers, Leesburg, VA; 
Sean Moore, Hollis, NH; 

Applicant( s) 
Centripetal Networks, Inc., Portsmouth, NH; 

Power of Attorney: The patent practitioners associated with Customer Number 22907 

Domestic Priority data as claimed by applicant 
This application is a CON of 16/111,524 08/24/2018 
which is a CON of 15/413,834 01/24/2017 PAT 10091246 
which is a CON of 14/698,560 04/28/2015 PAT 9560077 
which is a CON of 13/657,010 10/22/2012 PAT 9137205 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 01/21/2020 

The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 16/728,766 

Projected Publication Date: 04/30/2020 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 16/728,766 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 75 N/A (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A 330 N/A (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 380 N/A (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 27 minus 20= 7 (37 CFR 1.16(i)) 
X 50 = 350 OR 

INDEPENDENT CLAIMS 4 minus 3 = 1 X 230 = 230 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 0 ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 1365 TOTAL 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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Doc Code: TRACK1 .REQ 
Document Description: TrackOne Request 

PTO/AIA/424 (04-14) 

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION 
UNDER 37 CFR 1.102(e) (Page 1 of 1) 

First Named 
Inventor: Steven Rogers INonprovisional Application 

Number (if known): I Not Yet Assigned 

Title of 
Invention: 

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR 
THE ABOVE-IDENTIFIED APPLICATION. 

1. The processing fee set forth in 37 CFR 1 .17(i)(1) and the prioritized examination fee set forth in 
37 CFR 1 .17(c) have been filed with the request. The publication fee requirement is met because 
that fee, set forth in 37 CFR 1 .18(d), is currently $0. The basic filing fee, search fee, and 
examination fee are filed with the request or have been already been paid. I understand that any 
required excess claims fees or application size fee must be paid for the application. 

2. I understand that the application may not contain, or be amended to contain, more than four 
independent claims, more than thirty total claims, or any multiple dependent claims, and that any 
request for an extension of time will cause an outstanding Track I request to be dismissed. 

3. The applicable box is checked below: 

I. 0 Original Application (Track One) - Prioritized Examination under§ 1.102(e)(1) 

i. (a) The application is an original nonprovisional utility application filed under 35 U.S.C. 111 (a). 
This certification and request is being filed with the utility application via EFS-Web. 

---OR---
(b) The application is an original nonprovisional plant application filed under 35 U.S.C. 111 (a). 

This certification and request is being filed with the plant application in paper. 

ii. An executed inventor's oath or declaration under 37 CFR 1.63 or 37 CFR 1.64 for each 
inventor, or the application data sheet meeting the conditions specified in 37 CFR 1 .53(f)(3)(i) is 
filed with the application. 

II. D Request for Continued Examination - Prioritized Examination under§ 1.102(e)(2) 

i. A request for continued examination has been filed with, or prior to, this form. 
ii. If the application is a utility application, this certification and request is being filed via EFS-Web. 
iii. The application is an original nonprovisional utility application filed under 35 U.S.C. 111 (a), or is 

a national stage entry under 35 U.S.C. 371. 
iv. This certification and request is being filed prior to the mailing of a first Office action responsive 

to the request for continued examination. 
v. No prior request for continued examination has been granted prioritized examination status 

under 37 CFR 1.102(e)(2). 

Sianature 
/Scott M Kelly/ 

Date 
December 27, 2019 

Name Scott M. Kelly Practitioner 65,121 (Print/Typed) Reaistration Number 
Note: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. 
Submit multiple forms if more than one signature is required.• 

Q *Total of 1 forms are submitted. 

20209489 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

First Named Inventor/Applicant Name: Steven Rogers 

Filer: Scott M Kelly/Tanika LaFortune 

Attorney Docket Number: 007742.00151 \US 

Filed as Small Entity 

Filing Fees for Track I Prioritized Examination - Nonprovisional Application under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 75 75 

UTILITY SEARCH FEE 2111 1 330 330 

UTILITY EXAMINATION FEE 2311 1 380 380 

REQUEST FOR PRIORITIZED EXAMINATION 2817 1 2000 2000 

Pages: 

Claims: 

CLAIMS IN EXCESS OF 20 2202 7 50 350 

INDEPENDENT CLAIMS IN EXCESS OF 3 2201 1 230 230 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Miscellaneous-Filing: 

PUBL. FEE- EARLY, VOLUNTARY, OR NORMAL 1504 1 0 0 

PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 70 70 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 3435 
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Electronic Acknowledgement Receipt 

EFSID: 38152576 

Application Number: 16728766 

International Application Number: 

Confirmation Number: 8018 

Title of Invention: METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

First Named Inventor/Applicant Name: Steven Rogers 

Customer Number: 22907 

Filer: Scott M Kelly/Tanika LaFortune 

Filer Authorized By: Scott M Kelly 

Attorney Docket Number: 007742.00151 \US 

Receipt Date: 27-DEC-2019 

Filing Date: 

Time Stamp: 16:12:06 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfully received in RAM $3435 

RAM confirmation Number E2019BQG 14056336 

Deposit Account 190733 

Authorized User Tanika LaFortune 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) Keysight Technologies Ex. 1002 
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37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1255818 

1 Application Data Sheet 
Application_Data_Sheet_Fillabl 

no 9 
e_PDF _20207027.pdf 

90291 00dcbf1 ea7f8593dff90f6f5ca354bc6 
e33 

Warnings: 

Information: 

496770 

2 Power of Attorney 
POA_or_Authorization_of_Age 

no 2 
nt_20207 481.pdf 

a 18c85 9ba 7220c2e bd d 2df6855 79f93 cS aO 
7bf8 

Warnings: 

Information: 

809331 

00774200151 _Drawings_-
3 

Drawings-only black and white line 
Continuation_of_00l 23_2020 no 10 

drawings -
8763.PDF 8f2e 3c09c1 3 94aa8464d 5 c22d 79f9efd7063 

42a7 

Warnings: 

Information: 

150419 

4 
77 42-151 _ Conti n uation_Specifi 

yes 38 
cation_20209379.pdf 

b93c5954f3232c1 ce227c9954a57ef1 d5370 
dfSd 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 29 

Claims 30 37 

Abstract 38 38 

Warnings: 

Information: 

637339 

5 Oath or Declaration filed 
7742-151 - Declarations_from_P 

2 no 
arent_20207617.PDF 

cS fed 7f702d85 1 e 3 dea3 Of77 e4 f78d 648a4 9 
e2b6 
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Warnings: 

Information: 

34182 

Certification_and_Request_for 
6 TrackOne Request - Prioritized_Examination_2020 no 1 

9559.pdf 34a069892418d07d50924e359c7e501 b7b 
7203fa 

Warnings: 

Information: 

43080 

7 Fee Worksheet (5B06) fee-info.pdf no 2 
54c770e7ad669587ec54de 7054144203d6a 

37997 

Warnings: 

Information: 

Total Files Size (in bytes) 3426939 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 007742.00151\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2: 

D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Inventor Information: 

Inventor 11 I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name 

I El l3teven I ~ogers 

Residence Information (Select One) • US Residency Non US Residency Active US Military Service 

City ~eesburg I State/Province I t,, A I Country of ResidencJ I f.Js 

Mailing Address of Inventor: 

Address 1 ~o Centripetal Networks, Inc. 

Address 2 ~9 Bow Street, Suite 300W 

City I !='ortsmouth I State/Province I ~H 

Postal Code I p3ao1 I Countryi I 1us 
Inventor b I Remove I 
Legal Name 

Prefix Given Name Middle Name Family Name 

I El l3ean I t,loore 

Residence Information (Select One) @ US Residency Non US Residency Active US Military Service 

City ~Ollis I State/Province I f'JH I Country of ResidencJ I 1-Js 

Mailing Address of Inventor: 

Address 1 ~o Centripetal Networks, Inc. 

Address 2 ~9 Bow Street, Suite 300W 

City I !='ortsmouth I State/Province I ~H 

Postal Code I p3ao1 I Countryi I 1us 
All Inventors Must Be Listed - Additional Inventor Information blocks may be 
generated within this form by selecting the Add button. I 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

EFSWeb2.2.13 

Add I 

Suffix 

I El 

Suffix 

I El 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 007742.00151\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

D An Address is being provided for the correspondence Information of this application. 

Customer Number ]2907 

Email Address I I Add Email I I Remove Email I 

Application Information: 

Title of the Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Attorney Docket Number P07742.00151\US I Small Entity Status Claimed ~ 
Application Type Non provisional 

Subject Matter Utility 

Total Number of Drawing Sheets (if any) 
11 

I Suggested Figure for Publication (if any) 11 

Filing By Reference: 
Only complete this section when filing an application by reference under 35 U.S.C. 111 (c) and 37 CFR 1.57(a). Do not complete this section if 
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be 
provided in the appropriate section(s) below (i.e., "Domestic Benefit/National Stage Information" and "Foreign Priority Information"). 

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this 
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a). 

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country 
filed application 

Publication Information: 

□ 

□ 

Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

Request Not to Publish. I hereby request that the attached application not be published under 

35 U.S.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the 
subject of an application filed in another country, or under a multilateral international agreement, that requires 
publication at eighteen months after filing. 

Representative Information: 

. 

. 

i-

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative Information during processing. 

Please Select One: • Customer Number I US Patent Practitioner lo Limited Recognition (37 CFR 11.9) 

Customer Number ~2907 

EFS Web 2.2.13 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 007742.00151\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c) or indicate 
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78. 
When referring to the current application, please leave the "Application Number" field blank. 

Prior Application Status !='ending . I Remove I 
Filing or 371 (c) Date 

Application Number Continuity Type Prior Application Number (YYYY-MM-DD) 

I Continuation of . 16/111524 ~018-08-24 

Prior Application Status Patented . I Remove I 
Application Prior Application Filing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

116/111524 pontinuation of I· 115/413834 ~017-01-24 110091246 ~018-10-02 

Prior Application Status !='atented . I Remove I 
Application Prior Application Filing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

115/413834 pontinuation of I· 114/698560 ~015-04-28 ~560077 ~017-01-31 

Prior Application Status !='atented . I Remove I 
Application Prior Application Filing Date Issue Date 

Number 
Continuity Type 

Number (YYYY-MM-DD) 
Patent Number (YYYY-MM-DD) 

114/698560 pontinuation of El 113/657010 ~012-10-22 ~137205 ~015-09-15 

Additional Domestic Benefit/National Stage Data may be generated within this form 
I Add I by selecting the Add button. 

Foreign Priority Information: 

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet 

constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application 

that is eligible for retrieval under the priority document exchange program (Poxi the information will be used by the Office to 

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the POX program, applicant bears the ultimate 

responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual 

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1 ). 

I Remove I 
Application Number Countryi Filing Date (YYYY-MM-DD) Access Codei (if applicable) 

I I I 
Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. I Add I 

EFS Web 2.2.13 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

007742.00151\US Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition 
Applications 

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also 
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March 

□ 16,2013. 
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March 
16, 2013, will be examined under the first inventor to file provisions of the AIA. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

007742.00151\US Attorney Docket Number 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Authorization or Opt-Out of Authorization to Permit Access: 

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see paragraph Bin subsection 1 below). 

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the corresponding box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an 
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind 
authorization for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDXl - Unless box A in subsection 2 (opt-out of authorization) is checked, the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office 
(JPO), the Korean Intellectual Property Office (KIPO), the State Intellectual Property Office of the People's Republic of 
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office 
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed 
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h) 
(1 ). 

B. Search Results from U.S. Application to EPO - Unless box Bin subsection 2 (opt-out of authorization) is checked, 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search 
results from the instant patent application when a European patent application claiming priority to the instant patent 
application is filed. See 37 CFR 1.14(h)(2). 

The applicant is reminded that the EPO's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a 
copy of search results from the instant application without delay in a European patent application that claims priority to 
the instant application. 

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with 

any documents and information identified in subsection 1A above. 

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent 
D application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant 

application. 

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the 
application in accordance with 37 CFR 1.14. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 007742.00151\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Tille 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 11 I Remove I 
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 

• Assignee 
I 

Legal Representative under 35 U.S.C. 117 
I 

Joint Inventor 

Person to whom the inventor is obligated to assign. 
I Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

1~1 
Name of the Deceased or Legally Incapacitated Inventor: I 

If the Applicant is an Organization check here. ~ 
Organization Name I J:entripetal Networks, Inc. 

Mailing Address Information For Applicant: 

Address 1 ~o Centripetal Networks, Inc. 

Address 2 ~9 Bow Street, Suite 300W 

City Portsmouth State/Province NH 

Country I 1-Js Postal Code 03801 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. I Add I 

Assignee Information including Non-Applicant Assignee Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 007742.00151\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Assignee 11 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent 
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application 
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the 
patent application publication. 

I Remove I 
If the Assignee or Non-Applicant Assignee is an Organization check here. □ 
Prefix Given Name Middle Name Family Name Suffix 

I B I I I I B 
Mailing Address Information For Assignee including Non-Applicant Assignee: 

Address 1 

Address 2 

City 11 State/Province 

Countryi 11 Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button. I Add I 

Signature: Remove 

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b ). However, if this Application 
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1.14(c). 

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic 
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given 
power of attorney (e.g., see US PTO Form PTO/AIA/81) on behalf of all joint inventor-applicants. 

See 37 CFR 1.4(d) for the manner of making signatures and certifications. 

Signature liScott M Kelly/ Date (YYYY-MM-DD) 12019-12-27 

First Name ~coll I Last Name I f-elly Registration Number ~5,121 

Additional Signature may be generated within this form by selecting the Add button. I Add I 
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PTO/AIN14 (02-18) 
Approved for use through 11/30/2020. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 007742.00151\US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

This collection of information is required by 37 CFR 1. 76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of lime you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information 
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 
the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 
Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 
tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 
552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 
to the International Bureau of the World Intellectual Property Organization, pursuant to the PatentCooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181) 
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and 
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 
individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C. 
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1. 14, as a routine use, 
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes 
aware of a violation or potential violation of law or regulation. 
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Doc Code: PA .. 
Document Description: Power of Attorney 

PTO/AIA/82A (07-13) 
Approved for use through 03/31/2021. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number Not Yet Assigned 

Filing Date Concurrently Herewith 

First Named Inventor Steven Rogers 

Title 
METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

Art Unit N/A 

Examiner Name Not Yet Assigned 

Attorney Docket Number 007742.00151\US 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Scott M Kelly/ Date (Optional) December 27, 2019 

Name Registration 
Scott M. Kelly Number 65,121 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) I 
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

□ *Total of 1 forms are submitted. 
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PTOIAIN62B(07-12} 
Document De-scripti,)t1: Pnw..:-r of AUnmcy Approved fm uw !hroogh H/3012014. 0MB 0051-00:SS 

U.S. Patent and Trademark Office: U.S OEPARTM.ENT OF COMMERCE 
Under Ille Papei,vork R<S<iuclion Act of 1995. no persons afe required t◊ re1opond to a oo!!ecilon of information vnless i! displays a valid OMS cont<ol nwnbe,. 

[ POWER OF ATTORNEY BY APPLICANT l 
I hereby revoke all previous powers of attorney given in the application identified in the attached transmittal letter. 

[I! I hereby appolnt Practttioner{s) associated with the following Customer Number as my/<iur attorney{s) or agent(s). and to 
-- transact au business in the United States Patent and Trademark Office connected therewith for the applica1ion referenced 

in the attached transmittal letter (form PT0/AIA/82A or equivalent): 

[22907 I OR 

D I h~reby appoint Pracmtoner(s) named below as my/our a1torn_ey{s} or agent~s), _and to transact_ all business in the 
Urnted States Patent and Trademark Office connected therewith for the apphcatlon referenced m the attached 
transmittal letter (form PT0/AIA/82A or equivalent}: 

Name 
Regi:stratkm Name Reglstratlon 
Number Number 

Please recognize or change the correspondence address for the application identified in the attached 
transmittal letter to: 

[ii The address associated with the above-mentioned Cuslo.mer Number, 
OR 

D The address associated wi!h Customer Number: 

OR 
, .. 

□ 
Flrm or 
Individual Name 

Address 

City ! State l l Zip! 

Country ............. --,. 
Telephone l Email I 

iam the Applicant: 
.... 

D Inventor or Joint Inventor 

OLegal Representatlve of a Deceased or Legally lncapacltated Inventor 

[i]Assignee or Person to Whom the lnventor is Under an Obligation to Assign 
□Person Who 0the1wlse Shows Sufficient Proprietary Interest (e.g,, a petition under 37 CFR 1.46{b)(2} was 

granted in the application or is concurrently being filed with this document) 
77 ✓'),/°; _,. SIGNA TJJRE of Applicant for Patent -------------£~(/.--;; .... ,., .. 

Signature ..-- I Date 'J'\,.d..-1 \ '1. Z ~: <'4 
... tn 

Name ·- I Te!ephoneU:71) 252•5QS~'. Sw,v,an nof;jGfl;'. .......... ~ 
Title and Cornoanv Cti:k~t El;e:cutiw-Offio:?:i, Centripetai N&tv!Or~:&:- inc 

!'!Qif: Signature• This fom1 mus! be signed by !he app§cant ln accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and 
certifications. Submit multiple forms for more tt1an one signature, see below •. 

fil 'Total of 1 forms are submitted. 

This collection of fnfurmmksn is requliw by a7 CFR 1.31, 1.J2 an!l ·1.aa. Theinfonnation 1s requlredto obtain or retain a benefit by ~1epublic '<'illich is to file (and by the 
USPTO to process) an application. Confidentiality ls governed by 35 U.S.C. 122 and 37 CFR 1, 11 and 1.14. TI1tscollection is esllmated to take S mmutes to complete, 
including gak'iering. preparing, and submitting the completed app!lca:tlon form to the USPTO. Tlme will vary depending upon !he individual case. Any comments on 
the amount of lime you require to complete this form and/or suggestions for reducing this bmden. should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Departn1ent of Commerce, P.O. 8J'..))( 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
AOORESS. SEND TO: Commissioner for Patents, P,0, Bo>..1450, Alexandria, VA 22313•1450, 

lfyo.u need assistance in completing the form. call 1-800-PT0-9199 and seleci option 2. 
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2 TCP 140.* * * 
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METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

CROSS-REFERENCE TO RELATED APPLICATION 

[0001] This application is a continuation of co-pending U.S. Patent Application Serial No. 

16/111,524, filed November 25, 2019, entitled "METHOD AND SYSTEMS FOR PROTCTING 

A SECURED NETWORK", which is a continuation of U.S. Patent Application Serial No. 

15/413,834, filed January 24, 2017 (now U.S. Patent No. 10,091,246), entitled "METHODS AND 

SYSTEMS FOR PROTECTING A SECURED NETWORK," which is a continuation of U.S. 

Patent Application Serial No. 14/698,560 (now U.S. Patent No. 9,560,077), filed April 28, 2015, 

entitled "METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK," which 

is a continuation of U.S. Patent Application Serial No. 13/657,010 (now U.S. Patent No. 

9,137,205), filed October 22, 2012, entitled "METHODS AND SYSTEMS FOR PROTECTING 

A SECURED NETWORK." The disclosures of each of these applications are incorporated by 

reference herein in their entirety and made part hereof. 

BACKGROUND 

[0002] The TCP/IP network protocols (e.g., the Transmission Control Protocol (TCP) and the 

Internet Protocol (IP)) were designed to build large, resilient, reliable, and robust networks. Such 

protocols, however, were not originally designed with security in mind. Subsequent developments 

have extended such protocols to provide for secure communication between peers (e.g., Internet 

Protocol Security (IPsec)), but the networks themselves remain vulnerable to attack (e.g., 

Distributed Denial of Service (DDoS) attacks). 

[0003] Most existing approaches to protecting such networks are reactive rather than 

proactive. While reactive approaches may identify the source of an attack and assist in subsequent 

mitigation efforts, in most instances, the attack will have already been successfully launched. 

[0004] Proactive solutions, however, have often been deemed untenable due to an inability to 

scale to larger networks. A significant challenge associated with building a scalable proactive 

solution is the need to filter substantially all network traffic at a high resolution. In a large network, 
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where traffic volumes may be enormous, the time required to provide high resolution filtering has 

traditionally been thought to render a proactive solution infeasible. 

SUMMARY 

[0005] The following presents a simplified summary in order to provide a basic understanding 

of some aspects of the disclosure. It is neither intended to identify key or critical elements of the 

disclosure nor to delineate the scope of the disclosure. The following summary merely presents 

some concepts in a simplified form as a prelude to the description below. 

[0006] Aspects of this disclosure relate to protecting a secured network. In some 

embodiments, one or more packet security gateways are associated with a security policy 

management server. At each of the packet security gateways, a dynamic security policy may be 

received from the security policy management server, packets associated with a network protected 

by the packet security gateway may be received, and at least one of multiple packet transformation 

functions specified by the dynamic security policy may be performed on the packets. Performing 

the at least one of multiple packet transformation functions specified by the dynamic security 

policy on the packets may include performing at least one packet transformation function other 

than forwarding or dropping the packets. 

[0007] In some embodiments, two or more of the packet security gateways may be configured 

in series such that packets forwarded from a first of the packet security gateways are received by 

a second of the packet security gateways. In some embodiments, the dynamic security policy may 

include two rules requiring sequential execution. A first of the packet security gateways may 

perform a packet transformation function specified by one of the rules on the packets and a second 

of the packet security gateways may subsequently perform a packet transformation function 

specified by the other of the rules on packets received from the first packet security gateway. 

[0008] In some embodiments, the dynamic security policy may include a rule specifying a set 

of network addresses for which associated packets should be dropped and a rule specifying that all 

packets associated with network addresses outside the set should be forwarded. Additionally or 

alternatively, the dynamic security policy may include a rule specifying a set of network addresses 

for which associated packets should be forwarded and a rule specifying that all packets associated 

with network addresses outside the set should be dropped. In some embodiments, the security 
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policy management server may receive information associated with one or more Voice over 

Internet Protocol (VoIP) sessions and the set of network addresses for which associated packets 

should be forwarded may be created or altered utilizing the information associated with the one or 

more VoIP sessions. 

[0009] In some embodiments, the packet security gateways may receive three or more dynamic 

security policies from the security policy management server. A first of the dynamic security 

policies may specify a first set of network addresses for which packets should be forwarded. A 

second of the dynamic security policies may be received after the first and may specify a second 

set of network addresses, which includes more network addresses than the first set, for which 

packets should be forwarded. A third of the dynamic security policies may be received after the 

second and may specify a third set of network addresses, which includes more network addresses 

than the second set, for which packets should be forwarded. 

[0010] In some embodiments, the dynamic security policy may include two rules that each 

specify a set of network addresses. The dynamic security policy may specify that packets 

associated with the first set of network addresses should be placed in a first forwarding queue and 

packets associated with the second set of network addresses should be placed in a second 

forwarding queue. The first forwarding queue may have a different queueing policy, for example, 

a higher forwarding rate, than the second forwarding queue. 

[0011] In some embodiments, the dynamic security policy may include a rule specifying a set 

of network addresses and an additional parameter. The packet transformation function specified 

by the dynamic security policy may include routing packets that fall within the specified set and 

match the additional parameter to a network address different from a destination network address 

specified by the packets. In some embodiments, the additional parameter may be a Session 

Initiation Protocol (SIP) Uniform Resource Identifier (URI). The network address different from 

the destination network address may correspond to a device configured to copy information 

contained within the packets and forward the packets to the destination network address specified 

by the packets. 

[0012] In some embodiments, the packet transformation function may forward the packets into 

the network protected by the packet security gateway. In some embodiments, the packet 
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transformation function may forward the packets out of the network protected by the packet 

security gateway. In some embodiments, the packet transformation function may forward the one 

or more packets to an IPsec stack having an IPsec security association corresponding to the 

packets. In some embodiments, the packet transformation function may drop the packets. 

In some embodiments, the dynamic security policy may include multiple rules. One of 

the rules may specify the packet transformation function. In some embodiments, one of the rules 

may specify a five-tuple of values selected from packet header information. The five-tuple may 

specify one or more protocol types, one or more IP source addresses, one or more source ports, 

one or more IP destination addresses, and one or more destination ports. In some embodiments, 

one of the rules may specify a Differentiated Service Code Point (DSCP) that maps to a DSCP 

field in an IP header of one of the packets. 

[0014] In some embodiments, one of the packet security gateways may operate in a network 

layer transparent manner. For example, the packet security gateway may send and receive traffic 

at a link layer using an interface that is not addressed at the network layer and simultaneously 

perform the packet transformation function at the network layer. Additionally or alternatively, the 

packet security gateway may include a management interface having a network layer address. 

Access to the management interface may be secured at the application level. 

[0015] In some embodiments, the dynamic security policy may include a rule generated based, 

at least in part, on a list of known network addresses associated with malicious network traffic. In 

some embodiments, the list of known network addresses associated with malicious network traffic 

may be received from a subscription service that aggregates information associated with malicious 

network traffic. 

[0016] In some embodiments, the packets associated with the network protected by the packet 

security gateway may originate within the network protected by the packet security gateway and 

may be destined for a network distinct from the network protected by the packet security gateway. 

Additionally or alternatively, the packets associated with the network protected by the packet 

security gateway may originate within a network distinct from the network protected by the packet 

security gateway and may be destined for a host within the network protected by the packet security 

gateway. 
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[0017] In some embodiments, one of the packet security gateways may be located at each 

boundary between a protected network associated with the security policy management server and 

an unprotected network. 

[0018] Other details and features will be described in the sections that follow. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The present disclosure is pointed out with particularity in the appended claims. 

Features of the disclosure will become more apparent upon a review of this disclosure in its 

entirety, including the drawing figures provided herewith. 

[0020] Some features herein are illustrated by way of example, and not by way of limitation, 

in the figures of the accompanying drawings, in which like reference numerals refer to similar 

elements. 

[0021] FIG. 1 illustrates an exemplary network environment in which one or more aspects of 

the disclosure may be implemented. 

[0022] 

[0023] 

[0024] 

senes. 

[0025] 

[0026] 

service. 

[0027] 

FIG. 2 illustrates an exemplary packet security gateway. 

FIG. 3 illustrates an exemplary dynamic security policy. 

FIG. 4 illustrates an exemplary configuration of multiple packet security gateways in 

FIG. 5 illustrates an exemplary security policy management server. 

FIG. 6 illustrates an exemplary network environment for implementing a monitoring 

FIG. 7 illustrates an exemplary network environment that includes a secured network 

having multiple boundaries with unsecured networks. 

[0028] FIG. 8 illustrates an exemplary network environment that includes multiple distinct 

secured networks. 

[0029] 

[0030] 

FIG. 9 illustrates an exemplary secure LAN environment. 

FIG. 10 illustrates an exemplary method for protecting a secured network. 
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DETAILED DESCRIPTION 

[0031] In the following description of various illustrative embodiments, reference is made to 

the accompanying drawings, which form a part hereof, and in which is shown, by way of 

illustration, various embodiments in which aspects of the disclosure may be practiced. It is to be 

understood that other embodiments may be utilized, and structural and functional modifications 

may be made, without departing from the scope of the present disclosure. 

[0032] Various connections between elements are discussed in the following description. 

These connections are general and, unless specified otherwise, may be direct or indirect, wired or 

wireless. In this respect, the specification is not intended to be limiting. 

[0033] FIG. 1 illustrates an exemplary network environment in which one or more aspects of 

the disclosure may be implemented. Referring to FIG. 1, network environment 100 may include 

networks A - E 102, 104, 106, 108, and 110. One or more networks within network environment 

100 may be a Local Area Network (LAN) or a Wide Area Network (WAN). Such a LAN or WAN 

may be associated, for example, with an organization (e.g., a company, university, enterprise, or 

government agency). For example, networks A - D 102, 104, 106, and 108 may be LANs, any 

combination of which may be associated with one or more organizations. One or more networks 

within network environment 100 may interface with one or more other networks within network 

environment 100. For example, network environment 100 may include a WAN that interfaces one 

or more LAN s within network environment 100 or network environment 100 may include one or 

more Internet Service Providers (ISPs) that interface one or more LAN s or WAN s within network 

environment 100 via the Internet. For example, network E 110 may comprise the Internet and may 

interface networks A - D 102, 104, 106, and 108. 

[0034] As used herein, a packet security gateway includes any computing device configured 

to receive packets and perform a packet transformation function on the packets. Optionally, a 

packet security gateway may further be configured to perform one or more additional functions as 

described herein. As used herein, a security policy management server includes any computing 

device configured to communicate a dynamic security policy to a packet security gateway. 

Optionally, a security policy management server may further be configured to perform one or more 

additional functions as described herein. As used herein, a dynamic security policy includes any 
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rule, message, instruction, file, data structure, or the like that specifies criteria corresponding to 

one or more packets and identifies a packet transformation function to be performed on packets 

corresponding to the specified criteria. Optionally, a dynamic security policy may further specify 

one or more additional parameters as described herein. 

[0035] Network environment 100 may include one or more packet security gateways and one 

or more security policy management servers. For example, network environment 100 may include 

packet security gateways 112, 114, 116, and 118, and security policy management server 120. One 

or more security policy management servers may be associated with a protected network. For 

example, networks A - D 102, 104, 106, and 108 may each be distinct LAN s associated with a 

common organization and may each form part of a protected network associated with security 

policy management server 120. Many network protocols route packets dynamically, and thus the 

path a given packet may take cannot be readily predicted. Accordingly it may be advantageous to 

locate a packet security gateway at each boundary between a protected network and an unprotected 

network. For example, packet security gateway 112 may be located at the boundary between 

network A 102 and network E 110. Similarly, packet security gateway 114 may be located at the 

boundary between network B 104 and network E 110; packet security gateway 116 may be located 

at the boundary between network C 106 and network E 110; and packet security gateway 118 may 

be located at the boundary between network D 108 and network E 110. As will be described in 

greater detail below, each of one or more packet security gateways associated with a security policy 

management server may be configured to receive a dynamic security policy from the security 

policy management server, receive packets associated with a network protected by the packet 

security gateway, and perform a packet transformation function specified by the dynamic security 

policy on the packets. For example, each of packet security gateways 112, 114, 116, and 118 may 

be configured to receive a dynamic security policy from security policy management server 120. 

Each of packet security gateways 112, 114, 116, and 118 may also be configured to receive packets 

respectively associated with networks A - D 102, 104, 106, and 108. Each of packet security 

gateways 112, 114, 116, and 118 may further be configured to perform a packet transformation 

function specified by the dynamic security policy received from security policy management 

server 120 on the packets respectively associated with networks A - D 102, 104, 106, and 108. 
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[0036] FIG. 2 illustrates an exemplary packet security gateway according to one or more 

aspects of the disclosure. Referring to FIG. 2, as indicated above, packet security gateway 112 

may be located at network boundary 200 between network A 102 and network E 110. Packet 

security gateway 112 may include processor 202, memory 204, network interfaces 206 and 208, 

packet filter 214, and management interface 222. Processor 202, memory 204, network interfaces 

206 and 208, packet filter 214, and management interface 222 may be interconnected via data bus 

210. Network interface 206 may connect packet security gateway 112 to network E 110. 

Similarly, network interface 208 may connect packet security gateway 112 to network A 102. 

Memory 204 may include one or more program modules that when executed by processor 202, 

configure packet security gateway 112 to perform various functions as described herein. 

[0037] Packet security gateway 112 may be configured to receive a dynamic security policy 

from security policy management server 120. For example, packet security gateway 112 may 

receive dynamic security policy 212 from security policy management server 120 via management 

interface 222 (i.e., out-of-band signaling) or network interface 206 (i.e., in-band signaling). Packet 

security gateway 112 may include one or more packet filters or packet discriminators, or logic for 

implementing one or more packet filters or packet discriminators. For example, packet security 

gateway 112 may include packet filter 214, which may be configured to examine information 

associated with packets received by packet security gateway 112 and forward the packets to one 

or more packet transformation functions based on the examined information. For example, packet 

filter 214 may examine information associated with packets received by packet security gateway 

112 (e.g., packets received from network E 110 via management interface 222 or network interface 

206) and forward the packets to one or more of packet transformation functions 1 - N 216, 218, 

and 220 based on the examined information. 

[0038] As will be described in greater detail below, dynamic security policy 212 may include 

one or more rules and the configuration of packet filter 214 may be based on one or more of the 

rules included in dynamic security policy 212. For example, dynamic security policy 212 may 

include one or more rules specifying that packets having specified information should be 

forwarded to packet transformation function 216, while all other packets should be forwarded to 

packet transformation function 218. Packet transformation functions 1 - N 216, 218, and 220 may 

be configured to perform one or more functions on packets they receive from packet filter 214. 
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For example, packet transformation functions 1 - N 216, 218, and 220 may be configured to 

forward packets received from packet filter 214 into network A 102, forward packets received 

from packet filter 214 to an IPsec stack having an IPsec security association corresponding to the 

packets, or drop packets received from packet filter 214. In some embodiments, one or more of 

packet transformation functions 1 - N 216, 218, and 220 may be configured to drop packets by 

sending the packets to a local "infinite sink" (e.g., the /dev/null device file in a UNIX/LINUX 

system). 

[0039] In some embodiments, packet security gateway 112 may be configured in a network 

layer transparent manner. For example, packet security gateway 112 may be configured to utilize 

one or more of network interfaces 206 and 208 to send and receive traffic at the link layer. One 

or more of network interfaces 206 and 208, however, may not be addressed at the network layer. 

Because packet filter 214 and packet transformation functions 1 - N 216, 218, and 220 operate at 

the network layer, PSG 112 may still perform packet transformation functions at the network layer. 

By operating in a network layer transparent manner, packet security gateway 112 may insulate 

itself from network attacks (e.g., DDoS attacks) launched at the network layer because attack 

packets cannot be routed to the network interfaces 206 and 208. In some embodiments, packet 

security gateway 112 may include management interface 222. Management interface 222 may be 

addressed at the network level in order to provide packet security gateway 112 with network level 

addressability. Access to management interface 222 may be secured, for example, at the 

application level by using a service such as SSH, or secured at the transport level using, e.g., TLS, 

or secured at the network level by attaching it to a network with a separate address space and 

routing policy from network A 102 and network E 110, or secured at the link level, e.g., using the 

IEEE 802. lX framework, etc. 

[0040] The flows illustrated by Figure 2 are merely exemplary and show packets that originate 

within a network distinct from network A 102 and are destined for a host within network A 102 in 

order to simplify the illustration. Packet security gateway 112 may be configured to receive and 

filter packets that originate within a network other than network A 102 (e.g., networks B - E 104, 

106, 108, or 110) and are destined for a host within network A 102, as well as packets that originate 

within network A 102 destined for a network distinct from network A 102 (e.g., network B - D 

104, 106, 108, or 110). That is, packet security gateway 112 may be configured to filter and 
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perform one or more packet transformation functions on packets flowing in either direction and 

may thus be utilized, for example, to both protect network A 102 from malicious network traffic 

and to prevent malicious network traffic from leaving network A 102. 

[0041] FIG. 3 illustrates an exemplary dynamic security policy in accordance with one or more 

embodiments. Referring to FIG. 3, dynamic security policy 300 may include rules 1 - 5 302, 304, 

306, 308, and 310. Each rule may specify criteria and one or more packet transformation functions 

that should be performed for packets associated with the specified criteria. The specified criteria 

may take the form of a five-tuple of values selected from packet header information, specifying a 

protocol type of the data section of the IP packet (e.g., TCP, UDP, ICMP, or any other protocol), 

one or more source IP addresses, one or more source port values, one or more destination IP 

addresses, and one or more destination ports. For example, rule 1 302 may specify that IP packets 

containing TCP packets, originating from a source IP address that begins with 140, having any 

source port, destined for an IP address that begins with 130, and destined for port 20 should have 

an accept packet transformation function (e.g., the identity function) performed on them. 

Similarly, rule 2 304 may specify that IP packets containing TCP packets, originating from a 

source IP address that begins with 140, having any source port, destined for any IP address, and 

destined for port 80 should have an accept packet transformation function performed on them; rule 

3 306 may specify that IP packets containing TCP packets, originating from a source IP address 

that begins with 150, having any source port, destined for any IP address that begins with 120, and 

destined for port 90 should have an accept packet transformation function performed on them; rule 

4 308 may specify that IP packets containing UDP packets, originating from a source IP address 

that begins with 150, having any source port, destined for any IP address, and destined for port 

3030 should have an accept packet transformation function performed on them; and rule 5 310 

may specify that IP packets containing any data, originating from any source IP address, having 

any source port, destined for any IP address, and destined for any port should have a deny packet 

transformation function performed on them. One or more rules included in dynamic security 

policy 300 may be specified in IP version 4 or IP version 6. 

[0042] As will be described in greater detail below, dynamic security policy 300 may include 

one or more rules that specify a packet transformation function other than forwarding ( accepting 

or allowing) or dropping (denying) a packet. For example, rule 3 306 may specify that IP packets 
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containing TCP packets, originating from a source IP address that begins with 150, having any 

source port, destined for any IP address that begins with 120, and destined for port 90 should not 

only have an accept packet transformation function performed on them, but should also be routed 

to a monitoring device. 

[0043] One or more rules within dynamic security policy 300 may be required to execute in a 

specific order. For example, it may be required that rule 5 310 be executed last. Because rule 5 

310 specifies that any packet should have a deny packet transformation function performed on it, 

if it were executed before a rule specifying an accept packet transformation function (e.g., one or 

more of rules 1 - 4 302, 304, 306, or 308), no packets matching the criteria specified by the rule 

specifying the accept packet transformation function would pass through a packet security gateway 

implementing dynamic security policy 300. Similarly, two or more rules within dynamic security 

policy 300 may specify overlapping criteria and different packet transformation functions. In such 

cases, the order-of-application of the rules may determine which rule is applied to a packet that 

would match the two or more rules. Such rules may be merged together or otherwise transformed 

into a different set of rules without overlapping criteria, which may produce the same result as the 

original set of rules, when applied to any packet. 

[0044] A dynamic security policy may utilize the combination of one or more rules to create 

policies for governing packets within a network environment or effectuating one or more services 

within a network environment. For example, a dynamic security policy may include one or more 

rules, the combination of which may effectuate a blacklist service within a network environment. 

A dynamic security policy that effectuates a blacklist service within a network environment may 

include one or more rules specifying criteria (e.g., a set of network addresses) for which associated 

packets should be blocked, dropped, or denied, and at least one rule specifying that all packets 

outside the specified block sets should be forwarded, accepted, or allowed. Such a dynamic 

security policy may be constructed by including one or more rules specifying criteria (e.g., a set 

of network addresses) for which associated packets should be dropped, and a wildcard rule, 

designated to be executed last, and specifying that all packets should be allowed. One or more 

dynamic security policies that effectuate a blacklist service may be utilized to implement one or 

more Virtual Private Networks (VPNs). 
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[0045] A dynamic security policy may also include one or more rules, the combination of 

which may effectuate an allowlist service within a network environment. A dynamic security 

policy that effectuates an allow list service within a network environment may include one or more 

rules specifying criteria (e.g., a set of network addresses) for which associated packets should be 

forwarded, allowed, or accepted, and at least one rule specifying that all packets outside the 

specified allow sets should be blocked, denied, or dropped. Such a dynamic security policy may 

be constructed by including one or more rules specifying criteria (e.g., a set of network addresses) 

for which associated packets should be forwarded, and a wildcard rule, designated to be executed 

last, and specifying that all packets should be blocked. For example, dynamic security policy 300 

includes rules 1 - 4 302, 304, 306, and 308, each of which specifies a set of network addresses for 

which packets should be allowed, and rule 5 310 which specifies that all packets should be 

dropped. Thus, if rules 1 - 5 302, 304, 306, 308, and 310 are executed in order, dynamic security 

policy 300 will effectuate an allowlist service. 

[0046] A dynamic security policy may also include one or more rules, the combination of 

which may effectuate a VoIP firewall service within a network environment. As will be discussed 

in greater detail below, a security policy management server may receive information associated 

with VoIP sessions. For example, a security policy management server may receive information 

associated with VoIP sessions from one or more softswitches (e.g., H.323 softswitches, SIP IP 

Multimedia Subsystem (IMS) softswitches) or session border controllers when a VoIP session is 

initialized or set up. In order to allow packets associated with such a VoIP session within a network 

protected by one or more packet security gateways associated with the security policy management 

server, the security policy management server may utilize the received information associated with 

the VoIP sessions to construct one or more rules for allowing the packets associated with the VoIP 

session. When the VoIP session is terminated or tom down, the softswitch or session border 

controller may notify the security policy management server, which may create or alter one or 

more rules to reflect the termination of the VoIP session (e.g., to deny future packets which may 

match criteria previously associated with the VoIP session). 

[0047] A dynamic security policy may also include one or more rules or rule sets, the 

combination of which may effectuate a phased restoration service within a network environment. 

Such a phased restoration service may be used in the event of a network attack (e.g., a DDoS 
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attack). When an attack occurs a network may be overwhelmed with network traffic and be unable 

to route all or any of the traffic. In the event of such an attack, it may be beneficial to utilize a 

dynamic security policy which effectuates a phased restoration service. Such a dynamic security 

policy may include one or more rules or rule sets configured for execution in time-shifted phases. 

Each of the rules or rule sets may specify progressively larger sets of network addresses. For 

example, a dynamic security policy may include three rules or rule sets which may be configured 

for execution in time-shifted phases. A first of the rules or rule sets may specify a relatively small 

set of network addresses for which packets should be forwarded (e.g., network addresses 

corresponding to mission critical network devices). A second of the rules or rule sets may specify 

a relatively larger set of network addresses for which packets should be forwarded (e.g., network 

addresses corresponding to trusted network devices). A third of the rules or rule sets may specify 

an even larger set of network addresses for which packets should be forwarded (e.g., network 

addresses corresponding to all network devices that would be allowed under ordinary 

circumstances). The dynamic security policy may specify that the rules or rule sets should be 

implemented in time-shifted phases. That is, the dynamic security policy may specify that the first 

rule or rule set should be executed first, and that the second rule or rule set should be executed at 

a time after the time at which the first rule or rule set is executed, and the third rule or rule set 

should be executed at a time after the time at which the second rule or rule set is executed. Such 

a dynamic security policy may assist a network in recovering from an attack, by allowing the 

network to isolate itself from the attack or recover in a controlled manner. 

[0048] A dynamic security policy may also include one or more rules, the combination of 

which may effectuate an enqueueing service within a network environment. A dynamic security 

policy that effectuates an enqueueing service may include one or more rules that specify sets of 

network addresses and packet transformation functions that queue packets in one or more queues 

corresponding to the sets. These queues may then be serviced at varying rates. For example, a 

dynamic security policy may include two rules, each of which specify a set of network addresses. 

A first of the rules may specify that packets corresponding to its specified set should be queued in 

a first forwarding queue. A second of the rules may specify that packets corresponding to its 

specified set should be queued in a second forwarding queue. The first forwarding queue may be 

serviced at a higher forwarding rate than the second forwarding queue. Such an enqueueing service 
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may be utilized during or following a network attack, or generally to provide prioritized service to 

critical network devices (e.g., when network resources are strained). In some embodiments, one 

or more rules contained within a dynamic security policy may include an arbitrary selector which 

may correspond to one or more parameters or fields associated with a packet. For example, a 

dynamic security policy rule may include a Differentiated Service Code Point (DSCP) selector 

that corresponds to a DSCP field in an IP header. Thus, two packets having different values within 

the specified DSCP field may correspond to two distinct rules within a dynamic security policy 

and have different packet transformation functions performed on them. For example, two 

otherwise identical packets having different values within the specified DSCP field may be queued 

in two different forwarding queues that have different forwarding rates, and may thus receive 

differentiated service. 

[0049] A dynamic security policy may also include one or more rules, the combination of 

which may effectuate a multi-dimensional routing service or a multi-dimensional switching service 

within a network environment. For example, in some embodiments, a dynamic security policy 

may include one or more rules that specify a set of network addresses and an additional parameter. 

Such rules may further specify a packet transformation function configured to route packets within 

the specified set of network addresses that match the additional parameter to a network address 

distinct from the packets' respective destination network addresses. For example, the packet 

transformation function may be configured to encapsulate such packets (e.g., as described by 

Internet Engineering Task Force (IETF) Request For Comment (RFC) 2003) with an IP header 

specifying a network address different from their respective destination addresses. The packets 

may then be routed to the network address specified by the encapsulating IP header, which may 

correspond to a network device configured to utilize such packets or data contained within them, 

strip the IP header from the packets, and forward the packets to their respective destination 

addresses. In some embodiments, the packet transformation function may be configured to alter 

or modify the destination address of the packets, which may then be routed to the altered or 

modified destination address. Additionally or alternatively, the packet transformation function 

may be configured to assign such packets to a particular Layer-2 VLAN (e.g., as described by 

IEEE 802.lQ). The packets may then be switched to another device on the same VLAN, which 
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may or may not be on the IP-layer path that the packet would have taken if it were routed according 

to the packet's destination IP address instead of being switched through the VLAN. 

[0050] As will be described in greater detail below, in some embodiments a dynamic security 

policy may include one or more rules, the combination of which may effectuate an implementation 

of a multi-dimensional routing service for performing a monitoring service within a network 

environment. For example, a dynamic security policy may include one or more rules that specify 

a set of network addresses (e.g., a set of network addresses from which a call that is to be monitored 

is expected to originate within) and an additional parameter (e.g., a SIP URI corresponding to a 

caller to be monitored). As indicated above, such rules may further specify a packet transformation 

function configured to route or switch packets within the specified set of network addresses that 

match the additional parameter (e.g., the SIP URI) to a network address corresponding to a 

monitoring device. The network address corresponding to the monitoring device may be different 

from the packets' destination network address (e.g., an address corresponding to the called party 

or a softswitch associated with the called party). For example, the packet transformation function 

may be configured to encapsulate the packets with an IP header specifying the network address 

corresponding to the monitoring device. The packets may then be routed (or rerouted) to the 

monitoring device, which may be configured to copy the packets or data contained within them 

(e.g., for subsequent review by a law enforcement or national security authority), strip the IP 

header from them, and then forward the packets to their destination address (e.g., the address 

corresponding to the called party or softswitch associated with the called party). 

[0051] As indicated above, a significant challenge associated with building a scalable 

proactive solution for protecting a secured network, is the need to filter substantially all network 

traffic at a high resolution. Filtering traffic at a high resolution often requires the use of many 

rules. In a large network, where traffic volumes may be enormous, the time required to provide 

high resolution filtering (e.g., the time required to apply a large number of rules to a large volume 

of traffic) has traditionally been thought to render proactive network protection solutions 

infeasible. This concern may be particularly acute in network environments that utilize low­

latency applications (e.g., VoIP). 

[0052] Recent advances in packet filtering technology have reduced the time required to apply 

large rule sets to network traffic. For example, U.S. Patent Application Publication Nos. 
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2006/0195896 and 2006/0248580 to Fulp et al., and U.S. Patent Application Publication No. 

2011/0055916 to Ahn, describe advanced packet filtering technologies, and are each incorporated 

by reference herein in their entireties. 

[0053] One approach to providing high resolution filtering, while reducing the number of rules 

applied to network traffic, may be utilized when a dynamic security policy is combinatorially 

complete. For example, a dynamic security policy may be configured to allow bi-directional 

communication between a set of N internal hosts { l1, h, ... , IN} within a protected network and a 

set of M external hosts {E1, E2, ... , EM} outside the protected network. To enable 

communications between the internal hosts and the external hosts, the dynamic security policy 

may be constructed to include a set of rules containing each possible combination of internal hosts 

and external hosts (e.g.,{ {l1, El}, {l1, E2}, ... {l1, EM}, {h, E1}, {h, E2}, ... {h, EM}, ... ,{IN, El}, 

{IN, E2}, ... {IN, EM}}), each of the rules being associated with an allow packet transformation 

function. Such a dynamic security policy would have N*M rules for allowing communication 

between the internal hosts and the external hosts that originate from one of the internal hosts and 

are destined for one of the external hosts, and an additional N*M rules for allowing 

communications between the internal hosts and the external hosts that originate from one of the 

external hosts and are destined for one of the internal hosts. An equivalent result may be achieved, 

however, by constructing two smaller dynamic security policies: a first dynamic security policy 

that includes rules specifying the N internal hosts (e.g., { {Ii}, {h}, ... , {IN}}), each rule being 

associated with an accept packet transformation function; and a second dynamic security policy 

that includes rules specifying the M external hosts (e.g., { {El}, {E2}, ... , {EM}}), each rule being 

associated with an accept packet transformation function. Such a construct of dynamic security 

policies may be implemented using a system of packet security gateways configured in series. 

[0054] FIG. 4 illustrates an exemplary configuration of multiple packet security gateways 

connected in series. Referring to FIG. 4, packet security gateway 112 may include one or more 

packet security gateways configured in series. For example, packet security gateway 112 may 

include packet security gateways 1 - N 400, 402, and 404. Packet security gateways 1 - N 400, 

402, and 404 may be configured so that packets forwarded by packet security gateway 1 400 are 

received by packet security gateway 2 402, and packets forwarded by packet security gateway 2 

402 are received by the next packet security gateway in the series, all the way through packet 
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security gateway N 404. Each of packet security gateways 1 - N 400, 402, and 404 may include 

a packet filter, similar to packet filter 214 described above with respect to FIG. 2, and one or more 

packet transformation functions, similar to packet transformation functions 1 - N 216, 218, and 

220 described above with respect to FIG. 2. Packet security gateways 1 - N 400, 402, and 404 

may be utilized to implement a construct of dynamic security policies similar to that described 

above. 

[0055] For example, packet security gateway 1 400 may be configured to implement P1, which 

may include rules specifying M external hosts (e.g., { {El}, {E2}, ... , {EM}}), each rule being 

associated with an accept packet transformation function. Packet security gateway 2 402 may be 

configured to implement P2, which may include rules specifying N internal hosts (e.g., { {Ii}, 

{ h}, ... , {IN}}), each rule being associated with an accept packet transformation function. A 

packet received by packet security gateway 112 may be initially received via packet security 

gateway 1 400's network interface. Packet security gateway 1 400 may apply one or more of the 

rules in P1 to the received packet until the packet matches criteria specified by a rule in P1, at which 

point packet security gateway 1 400 may perform a packet transformation function specified by 

the rule on the packet. For example, a packet may be received by packet security gateway 112 that 

originates from external host Es (e.g., a host within network E 110) and is destined for internal 

host l1 (e.g., a host within network A 102). Packet security gateway 1 400 may apply one or more 

of the rules in P1 (e.g., { {El}, {E2}, ... , {EM}}) to the received packet and the received packet 

may match the criteria specified by one of the rules in P1 (e.g., { {Es}). The rule may specify that 

an accept packet transformation function should be performed, and packet security gateway 1 400 

may utilize one or more of its packet transformation functions to perform the accept packet 

transformation function on the packet and forward the packet to packet security gateway 2 402. 

Packet security gateway 2 402 may apply one or more of the rules in P2 (e.g., { {Ii}, {h}, ... , 

{IN}}) to the packet and the packet may match the criteria specified by one of the rules in P2 (e.g., 

{ {l1} ). The rule may specify that an accept packet transformation function should be performed, 

and packet security gateway 2 402 may utilize one or more of its packet transformation functions 

to perform the accept packet transformation function on the packet and forward the packet to 

network A 102. 
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[0056] It will be appreciated that utilizing multiple packet security gateways in series to 

implement dynamic security policy constructs may increase performance and decrease memory 

resource requirements. For example, in the described scenario packet security gateway 1 400 may 

have only been required to compare the packet to five rules and packet security gateway 2 402 

may have only been required to compare the packet to seven rules. In a worst case scenario, packet 

security gateway 1 400 may have only been required to compare the packet to M rules and packet 

security gateway 2 402 may have only been required to compare the packet to N rules. Moreover, 

the series configuration may enable packet security gateway 1 400 to begin implementing P1 with 

respect to a subsequently received packet, while packet security gateway 2 402 simultaneously 

implements P2 with respect to the packet forwarded by packet security gateway 1 400. 

Furthermore, the memory requirements for this scenario with packet security gateways in series 

may be comparable to M+N, whereas originally the combinatorially complete set of rules 

contained in a single packet security gateway may have required memory comparable to N*M. 

[0057] FIG. 5 illustrates an exemplary security policy management server. Referring to FIG. 

5, security policy management server 120 may include processor 500, memory 502, and network 

interface 504. One or more of processor 500, memory 502, and network interface 504 may be 

interconnected via data bus 506. Network interface 504 may interface security policy management 

server 120 with network E 110. Memory 502 may include one or more program modules that 

when executed by processor 500, configure security policy management server 120 to perform 

functions described herein. It will be appreciated that as used herein the term "server" designates 

one or more computing devices configured to perform one or more functions described herein. 

The term "server" should not be construed to imply that a client/server relationship (e.g., a 

relationship in which a request is received from a client and then serviced by a server) necessarily 

exists. 

[0058] Security policy management server 120 may be configured to communicate one or 

more dynamic security policies to one or more packet security gateways within network 

environment 100. For example, security policy management server 120 may communicate one or 

more dynamic security policies stored in memory 502 to one or more of packet security gateways 

112, 114, 116, and 118. For example, security policy management server 120 may be configured 

to communicate one or more dynamic security policies to one or more of packet security gateways 
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112, 114, 116, and 118 on a periodic basis, under specified network conditions, whenever security 

policy management server 120 receives a new dynamic security policy, whenever a dynamic 

security policy stored on security policy management server 120 is changed or altered, or in 

response to a request from one or more of packet security gateways 112, 114, 116, and 118. 

[0059] Security policy management server 120 may also be configured to provide one or more 

administrators associated with security policy management server 120 with management interface 

510. For example, security policy management server 120 may be configured to provide one or 

more administrators with a Graphical User Interface (GUI) or Command Line Interface (CLI). An 

administrator of security policy management server 120 may utilize security policy management 

server 120's management interface 510 to configure security policy management server 120. For 

example, an administrator may configure security policy management server 120 in order to 

associate security policy management server 120 with one or more of packet security gateways 

112, 114, 116, and 118. An administrator of security policy management server 120 may also 

utilize security policy management server 120's management interface 510 to construct one or 

more dynamic security policies or to load one or more dynamic security policies into security 

policy management server 120's memory 502. For example, an administrator associated with 

security policy management server 120 may manually construct one or more dynamic security 

policies offline and then utilize security policy management server 120's management interface 

510 to load such dynamic security policies into security policy management server 120's memory 

502. 

[0060] In some embodiments, security policy management server 120 may be configured to 

add, remove, or alter one or more dynamic security policies stored in memory 502 based on 

information received from one or more devices within network environment 100. For example, 

security policy management server 120's memory 502 may include a dynamic security policy 

having one or more rules that specify a list of network addresses known to be associated with 

malicious network traffic. Security policy management server 120 may be configured to 

automatically create or alter one or more of such rules as new network addresses associated with 

malicious network traffic are determined. For example, security policy management server 120 

may receive updates (e.g. as part of a subscription) from malicious host tracker service 508. 

Malicious host tracker service 508 may aggregate information associated with malicious network 
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traffic and updates received from malicious host tracker service 508 may include one or more 

network addresses that have been determined to be associated with malicious network traffic. 

Security policy management server 120 may be configured to create or alter one or more rules 

included within a dynamic security policy associated with malicious host tracker service 508 to 

block traffic associated with the network addresses received from malicious host tracker service 

508. Additionally or alternatively, as indicated above, security policy management server 120 

may be configured to create or alter one or more dynamic security policies, or one or more rules 

included in one or more dynamic security policies, to account for VoIP sessions being initiated or 

terminated by a network device within network environment 100. 

[0061] As indicated above, a dynamic security policy may include one or more rules, the 

combination of which may effectuate an implementation of a multi-dimensional routing service 

for performing a monitoring service within a network environment. FIG. 6 illustrates an 

exemplary network environment for implementing a monitoring service in accordance with one or 

more embodiments. Referring to FIG. 6, a user of network environment 100 (e.g., a law 

enforcement or national security authority) may desire to obtain a copy of packets associated with 

one or more VoIP sess10ns (e.g., sess10ns associated with SIP URI 

exampleuser@exampledomain.com) within network environment 100. Because many SIP­

signaled services are designed to address sess10ns dynamically, it may not be possible to 

determine, prior to a session being set up, a particular network address and port from which packets 

should be copied. Moreover, due to privacy concerns, regulators may require that only packets 

associated with the specified VoIP sessions (e.g., sessions associated with SIP URI 

exampleuser@exampledomain.com) be copied. 

[0062] For example, a user associated with SIP URI exampleuser@exampledomain.com may 

utilize User Equipment (UE) 600 within network A 102 to place a VoIP call to a user utilizing UE 

602 within network B 104. SIP switch 604 may be utilized by an operator of network A 102 for 

switching SIP signals within network A 102. Similarly, SIP switch 606 may be utilized by an 

operator of network B 104 for switching SIP signals within network B 104. One or more of SIP 

switches 604 and 606 may include an analysis application configured to monitor SIP signals and 

publish SIP messages associated with specified users to one or more subscribers. For example, 

the operator of network A 102 may have installed analysis application 610 on SIP switch 604 (e.g., 
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accessed via a SIP IMS Service Control (ISC) interface associated with SIP switch 604) and 

configured analysis application 610 to search for and publish SIP messages associated with SIP 

URI exampleuser@exampledomain.com to security policy management server 120. Similarly, the 

operator of network B 104 may have installed analysis application 612 on SIP switch 606 and 

configured analysis application 612 to publish SIP messages associated with SIP URI 

exampleuser@exampledomain.com to security policy management server 120. 

[0063] When the user associated with SIP URI exampleuser@exampledomain.com utilizes 

UE 600 to place a VoIP call to the user utilizing UE 602, analysis application 610 may detect one 

or more SIP signaling messages associated with the call (e.g., SIP signaling messages for setting 

up the call) and publish the messages to security policy management server 120. Security policy 

management server 120 may extract one or more network addresses and port numbers from the 

SIP signaling messages (e.g., a network address and port number utilized by UE 600 for placing 

the VoIP call to UE 602). Security policy management server 120 may utilize the extracted 

network addresses and port numbers to create a new dynamic security policy or alter one or more 

rules within an existing dynamic security policy. For example, security policy management server 

120 may construct a new dynamic security policy that includes a rule specifying one of the 

extracted network addresses and port numbers, as well as a packet transformation function 

configured to route associated packets to monitoring device 608. Security policy management 

server 120 may communicate the new or modified dynamic security policy to packet security 

gateway 112. 

[0064] When packets associated with the VoIP call between UE 600 and UE 602 are received 

by packet security gateway 112, packet filter 214 may identify the packets as matching the criteria 

specified by the dynamic security policy received from security policy management server 120 

(e.g., packets addressed to or from the extracted address and port number) and may perform the 

packet transformation function configured to route the packets to monitoring device 608. For 

example, the packet transformation function configured to route the packets to monitoring device 

608 may be packet transformation function 2 218. When packet transformation function 2 218 

receives the packets from packet filter 214, it may encapsulate them with an IP header having an 

address corresponding to monitoring device 608 and may then forward them to network E 110. 

Once forwarded, the packets may be routed based on the address specified by the encapsulating 

21 

Keysight Technologies Ex. 1002 
Page 441 of 460



-- Patent Application -- Attorney Docket No. 007742.00151 

header, and may thus be communicated to monitoring device 608. When the packets are received 

by monitoring device 608, monitoring device 608 may copy the packets or data contained within 

them, and strip the encapsulating header from them. Monitoring device 608 may then forward the 

packets, without the encapsulating header, to network E 110. Network E 110 may receive the 

packets forwarded by monitoring device 608 and may route them based on their destination 

address (e.g., to UE 602). 

[0065] In some embodiments, packet security gateway 112 may be configured to perform 

multiple packet transformation functions on the packets associated with the VoIP call between 

UEs 600 and 602. For example, packet filter 214 may identify the packets as matching the criteria 

specified by the dynamic security policy received from security policy management server 120 

and may forward the packets to packet transformation functions 1 216 and 2 218. Packet 

transformation function 1 216 may be configured to forward the packets to their destination 

address (e.g., to UE 602) and packet transformation function 2 218 may be configured to 

encapsulate the packets (or a copy of the packets) with an IP header having an address 

corresponding to monitoring device 608 and then forward the encapsulated packets to network E 

110. Once forwarded, the encapsulated packets may be routed based on the address specified by 

the encapsulating header, and may thus be communicated to monitoring device 608, which may 

store the packets or data contained within them for subsequent review or analysis (e.g., by a law 

enforcement or national security authority). In such embodiments, it may not be necessary for 

monitoring device 608 to strip the encapsulating header from the packets or route them based on 

their destination address (e.g., to UE 602) because packet transformation function 1 216 may have 

already forwarded the packets to their destination address (e.g., to UE 602). 

[0066] It will be appreciated that SIP switch 604's analysis application 610 may similarly 

detect SIP signaling associated with the termination of the VoIP call between UE 600 and UE 602 

and may publish the SIP messages to security policy management server 120. Security policy 

management server 120 may utilize one or more network addresses and port numbers within the 

messages to construct a new dynamic security policy or modify one or more rules within an 

existing dynamic security policy and communicate the new or modified dynamic security policy 

to packet security gateway 112 in order to ensure that future packets associated with the network 

address and port number but not associated with SIP URI exampleuser@exampledomain.com are 
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not routed to monitoring device 608. Security policy management server 120 may communicate 

any dynamic security policy constructed or modified based on SIP messages to any of multiple 

packet security gateways (e.g., packet security gateways 114 and 116) within network environment 

100 in order to ensure that all packets associated with the VoIP call between UE 600 and UE 602 

are forwarded to monitoring device 608. 

[0067] FIG. 7 illustrates an exemplary network environment that includes a secured network 

having multiple boundaries with unsecured networks in which one or more embodiments may be 

implemented. Network environment 700 may include networks A - C 702, 704, and 706. 

Networks A 702 and B 704 may be a LAN or WAN associated with an organization (e.g., a 

company, university, enterprise, or government agency). One or more networks within network 

environment 700 may interface with one or more other networks within network environment 700. 

For example, the organizations associated with networks A 702 and B 704 may subscribe to an 

ISP to provide interconnectivity between their respective networks or allow public access to their 

respective networks (e.g., via the Internet). Each of networks A 702 and B 704 may be connected 

to network C 706, which may be the ISP's network. The ISP may desire to offer an interconnection 

service between networks A 702 and B 704, but may also want to enforce one or more dynamic 

security policies with respect to traffic traversing network C 706.Accordingly, one or more packet 

security gateways may be located at each boundary between network A 702 and network C 706, 

and each boundary between network B 704 and network C 706. For example, packet security 

gateway 708 and packet security gateway 710 may be respectively located at first and second 

boundaries between networks A 702 and C 706. Similarly, packet security gateways 712 and 714 

may be respectively located at first and second boundaries between networks B 704 and C 706. 

Each of packet security gateways 708, 710, 712, and 714 may be associated with security policy 

management server 716. 

[0068] Security policy management server 716 may maintain one or more dynamic security 

policies configured for protecting network C 706, and may be managed by the ISP associated with 

network C 706. Security policy management server 716 may ensure that each of packet security 

gateways 708, 710, 712, and 714 protect each of their respective boundaries with network C 706 

in a uniform manner. For example, security policy management server 716 may be configured to 

communicate one or more dynamic security policies it maintains to each of packet security 
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gateways 708, 710, 712, and 714 on a periodic basis, in response to being directed to by a network 

operator associated with network environment 700, in response to detected network conditions 

(e.g., an attack or high resource utilization), or in response to a request from one or more of packet 

security gateways 708, 710, 712, or 714. 

[0069] In some embodiments, security policy management server 716 may be configured to 

communicate different dynamic security policies to one or more of packet security gateways 708, 

710, 712, and 714 based on, for example, their respective locations within network environment 

700. For example, security policy management server 716 may be configured to implement one 

or more anti-spoofing techniques (e.g., ingress filtering or Best Current Practice (BCP) 38, as 

described by Internet Engineering Task Force (IETF) Request For Comment (RFC) 2827) with 

respect to network environment 700. Effective implementation of such techniques may require 

that a dynamic security policy be based on the location at which it is being implemented. For 

example, a dynamic security policy that implements ingress filtering may comprise one or more 

rules that filter based on a packet's source address, identifying packets having source addresses 

that could not possibly have originated from a network downstream of the ingress filtering point 

(e.g., packets having spoofed source addresses). Such rules may vary depending on the boundary 

point for which they are implemented (e.g., a packet for one boundary may be properly identified 

as spoofed, yet a packet having the same source address may be legitimate traffic at a different 

boundary point). Accordingly, security policy management server 716 may be configured to 

communicate different dynamic security policies to one or more of packet security gateways 708, 

710, 712, and 714 based on their respective locations within network environment 700. For 

example, security policy management server 716 may communicate a dynamic security policy to 

packet security gateways 708 and 710 that includes one or more rules for performing ingress 

filtering for network A 702 (e.g., for identifying packets having source addresses that could not 

have originated within network A 702) and a different dynamic security policy to packet security 

gateways 712 and 714 that includes one or more rules for performing ingress filtering for network 

B 704 (e.g., for identifying packets having source addresses that could not have originated within 

network B 704). 

[0070] It will be appreciated that by maintaining uniform dynamic security policies at each 

boundary between networks A 702 and C 706, as well as at each boundary between networks B 
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704 and C 706, security policy management server 716 and packet security gateways 708, 710, 

712, and 714 may aid the ISP associated with network C 706 in protecting network C 706 from 

network attacks. 

[0071] FIG. 8 illustrates an exemplary network environment that includes multiple distinct 

secured networks in which one or more embodiments may be implemented. Referring to FIG. 8, 

network environment 800 may include networks A 802, B 804, and C 806. Each of networks A 

802 and B 804 may interface with network C 806 at multiple boundaries within network 

environment 800. Packet security gateways 808 and 810 may be respectively located at first and 

second boundaries between networks A 802 and C 806. Similarly, packet security gateways 812 

and 814 may be respectively located at first and second boundaries between networks B 804 and 

C806. 

[0072] Network A 802 and B 804 may both be associated with a common organization (e.g., 

a company, university, enterprise, or government agency), or may each be associated with a 

distinct organization. In the former case, the common organization may desire to utilize one or 

more dynamic security policies with respect to network A 802 and one or more different dynamic 

security policies with respect to network B 804. In the latter case, an organization associated with 

network A 802 may desire to utilize one or more dynamic security policies with respect to network 

A 802 and a different organization associated with network B 804 may desire to utilize one or 

more different dynamic security policies with respect to network B 804. Network environment 

800 may include security policy management servers A 816 and B 818. Security policy 

management server A 816 may be associated with network A 802 and may maintain one or more 

dynamic security policies configured for protecting network A 802. Similarly, security policy 

management server B 818 may be associated with network B 804 and may maintain one or more 

dynamic security policies configured for protecting network B 804. 

[0073] Packet security gateways 808 and 810 may be associated with security policy 

management server A 816. Similarly, packet security gateways 812 and 814 may be associated 

with security policy management server B 818. Security policy management server A 816 may 

ensure that packet security gateways 808 and 810 protect each of their respective boundaries with 

network C 806 in a uniform manner. For example, security policy management server A 816 may 

be configured to communicate one or more dynamic security policies it maintains to packet 
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security gateways 808 and 810 on a periodic basis, in response to being directed to by a network 

operator associated with network A 802, in response to detected network conditions (e.g., an attack 

or high resource utilization), or in response to a request from packet security gateway 808 or 810. 

Similarly, security policy management server B 818 may ensure that packet security gateways 812 

and 814 protect each of their respective boundaries with network C 806 in a uniform manner. For 

example, security policy management server B 818 may be configured to communicate one or 

more dynamic security policies it maintains to packet security gateways 812 and 814 on a periodic 

basis, in response to being directed to by a network operator associated with network B 804, in 

response to detected network conditions (e.g., an attack or high resource utilization), or in response 

to a request from packet security gateway 812 or 814. By utilizing distinct security policy 

management servers (e.g., security policy management servers A 816 and B 818), one or more 

operators associated with distinct networks (e.g., networks A 802 and B 804) may maintain 

uniform dynamic security policies at each boundary of their respective networks, while 

simultaneously enabling different dynamic security policies to be maintained for each network. 

Similarly, by utilizing distinct security policy management servers (e.g., security policy 

management servers A 816 and B 818), one or more operators associated with a single organization 

that desires to maintain distinct networks (e.g., networks A 802 and B 804) may maintain uniform 

dynamic security policies at each boundary of their distinct networks, while simultaneously 

enabling different dynamic security policies to be maintained for each network. 

[0074] FIG. 9 illustrates an exemplary secure LAN environment protected in accordance with 

one or more aspects of the disclosure. Referring to FIG. 9, network environment 900 may be a 

LAN, including hosts A 902, B 904, and C 906. It may also include LAN switch 908. LAN switch 

908 may be configured to switch network traffic (e.g., packets) between one or more of hosts A 

902, B 904, and C 906. For example, LAN switch 908 may include a switching matrix configured 

to switch packets received from one or more of hosts A 902, B 904, and C 906 to one or more of 

hosts A 902, B 904, and C 906. LAN switch 908 may be associated with packet security gateway 

910, and network environment 900 may include security policy management server 912. 

[0075] In some embodiments, packet security gateway 910 may be embedded within LAN 

switch 908. Alternatively, packet security gateway 910 may be a device distinct from LAN switch 

908, and LAN switch 908 may be configured to route network traffic through packet security 
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gateway 910 (e.g., by modifying LAN switch 908's switching matrix). Packet security gateway 

910 may be configured to receive one or more dynamic security policies from security policy 

management server 912. The dynamic security policies received from security policy management 

server 912 may include one or more rules specifying criteria associated with one or more of hosts 

A 902, B 904, and C 906, and may further specify one or more packet transformation functions to 

be performed on packets matching the specified criteria. Packet security gateway 910 may identify 

packets matching one or more of the criteria specified by the rules and may perform the associated 

packet transformation functions on the identified packets. By utilizing packet security gateway 

910 within network environment 900, an operator of network environment 900 may be able to 

protect network environment 900 from network attacks, as well as implement one or more services 

(e.g., blacklist service, allowlist service, VoIP firewall service, phased restoration service, 

enqueueing service, multi-dimensional routing service, or monitoring service) within network 

environment 900. Network environment 900 may include multiple LAN switches with embedded 

or associated packet security gateways, each of the packet security gateways configured to receive 

one or more dynamic security policies from security policy management server 912. 

[0076] FIG. 10 illustrates an exemplary method for protecting a secured network in accordance 

with one or more embodiments. The steps may be performed at each of one or more packet security 

gateways associated with a security policy management server. For example, each of packet 

security gateways 112, 114, 116, and 118 may be associated with security policy management 

server 120, and the steps may be performed at each of packet security gateways 112, 114, 116, and 

118. At step 1000, a dynamic security policy is received from the security policy management 

server. For example, packet security gateway 112 may receive dynamic security policy 300 from 

security policy management server 120. At step 1002, packets associated with a network protected 

by each respective packet security gateway are received. For example, packet security gateway 

112 may receive UDP packets from a device within network E 110 having an address that begins 

with 150 and that are destined for port 3030 of a device within network A 102. At step 1004, a 

packet transformation function specified by the dynamic security policy is performed on the 

packets. For example, rule 308 of dynamic security policy 300 may specify that packets using the 

UDP protocol, coming from a source address that begins with 150, having any source port, destined 

for any address, and destined for port 3030 should have an accept packet transformation function 
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performed on them, packet filter 214 may identify the UDP packets received from the device 

within network E 110 as matching the criteria specified by rule 308, packet transformation function 

1 216 may be configured to forward packets, and packet security gateway 112 may utilize packet 

transformation function 1 216 to perform the accept packet transformation function specified by 

rule 308 on the UDP packets received from the device within network E 110. 

[0077] The functions and steps described herein may be embodied in computer-usable data or 

computer-executable instructions, such as in one or more program modules, executed by one or 

more computers or other devices to perform one or more functions described herein. Generally, 

program modules include routines, programs, objects, components, data structures, etc. that 

perform particular tasks or implement particular abstract data types when executed by one or more 

processors in a computer or other data processing device. The computer-executable instructions 

may be stored on a computer-readable medium such as a hard disk, optical disk, removable storage 

media, solid state memory, RAM, etc. As will be appreciated, the functionality of the program 

modules may be combined or distributed as desired in various embodiments. In addition, the 

functionality may be embodied in whole or in part in firmware or hardware equivalents, such as 

integrated circuits, application-specific integrated circuits (ASICs), field programmable gate 

arrays (FPGA), and the like. Particular data structures may be used to more effectively implement 

one or more aspects of the disclosure, and such data structures are contemplated to be within the 

scope of computer executable instructions and computer-usable data described herein. 

[0078] Although not required, one of ordinary skill in the art will appreciate that various 

aspects described herein may be embodied as a method, an apparatus, or as one or more computer­

readable media storing computer-executable instructions. Accordingly, those aspects may take the 

form of an entirely hardware embodiment, an entirely software embodiment, an entirely firmware 

embodiment, or an embodiment combining software, hardware, and firmware aspects in any 

combination. 

[0079] As described herein, the various methods and acts may be operative across one or more 

computing servers and one or more networks. The functionality may be distributed in any manner, 

or may be located in a single computing device (e.g., a server, a client computer, etc.). 
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[0080] Aspects of the disclosure have been described in terms of illustrative embodiments 

thereof. Numerous other embodiments, modifications, and variations within the scope and spirit 

of the appended claims will occur to persons of ordinary skill in the art from a review of this 

disclosure. For example, one of ordinary skill in the art will appreciate that the steps illustrated in 

the illustrative figures may be performed in other than the recited order, and that one or more steps 

illustrated may be optional. 
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CLAIMS 

What is claimed is: 

1. A method of filtering packets at a packet security gateway, of a plurality of packet 

security gateways that collectively provide an entire interface across a boundary of a network 

protected by the packet security gateway and one or more networks other than the network 

protected by the packet security gateway, the method comprising: 

receiving, by the packet security gateway and from a security policy management 

server external from the network protected by the packet security gateway, a dynamic 

security policy comprising a first set of packet filtering rules to be applied to all network 

traffic traversing the boundary, wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules were automatically created or altered by the security policy management 

server based on malicious traffic information received from a malicious host 

tracker service; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for the 

dynamic security policy from the security policy management server, wherein the 

updated second set of packet filtering rules comprises an update to the one or more first 

packet filtering rules created or altered by the security policy management server based 

on updated malicious traffic information received from the malicious host tracker service; 

and 
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performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by performing 

at least one packet transformation function specified by at least one packet filtering rule 

of the second set of packet filtering rules on the second portion of packets. 

2. The method of claim 1, wherein the at least one packet matching criterion corresponding 

to the one or more first packet filtering rules automatically created or altered by the security 

policy management server comprises at least one network address indicated by the malicious 

traffic information. 

3. The method of claim 1, wherein the malicious host tracker service comprises a 

subscription service that aggregates information associated with malicious network traffic. 

4. The method of claim 1, wherein the malicious traffic information comprises a list of 

network addresses known to be associated with malicious network traffic. 

5. The method of claim 1, wherein at least one packet transformation function comprises a 

network protective action. 

6. The method of claim 1, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

7. The method of claim 1, wherein one or more packet filtering rules of the first set of 

packet filtering rules specify a packet transformation function other than forwarding or dropping 

the corresponding packets. 
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8. A packet security gateway, of a plurality of packet security gateways that collectively 

provide an entire interface across a boundary of a network protected by the packet security 

gateway and one or more networks other than the network protected by the packet security 

gateway, comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

packet security gateway to: 

receive, from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set 

of packet filtering rules to be applied to all network traffic traversing the boundary, 

wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules were automatically created or altered by the security policy management 

server based on malicious traffic information received from a malicious host 

tracker service; 

perform, on a packet by packet basis, packet filtering on a first portion of packets 

corresponding to network traffic traversing the boundary via the packet security gateway 

based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receive, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from the 

security policy management server, wherein the updated second set of packet filtering 

rules comprises an update to the one or more first packet filtering rules created or altered 

by the security policy management server based on updated malicious traffic information 

received from the malicious host tracker service; and 

perform, on a packet by packet basis, packet filtering on a second portion of the 

packets corresponding to network traffic traversing the boundary via the packet security 
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gateway based on the updated second set of packet filtering rules by performing at least 

one packet transformation function specified by at least one packet filtering rule of the 

second set of packet filtering rules on the second portion of packets. 

9. The packet security gateway of claim 8, wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically created or 

altered by the security policy management server comprises at least one network address 

indicated by the malicious traffic information. 

10. The packet security gateway of claim 8, wherein the malicious host tracker service 

comprises a subscription service that aggregates information associated with malicious network 

traffic. 

11. The packet security gateway of claim 8, wherein the malicious traffic information 

comprises a list of network addresses known to be associated with malicious network traffic. 

12. The packet security gateway of claim 8, wherein at least one packet transformation 

function comprises a network protective action. 

13. The packet security gateway of claim 8, wherein the instructions further cause the packet 

security gateway to: 

receive packets in a network layer transparent manner using an interface that is not 

addressed at the network layer; and 

perform the at least one packet transformation function specified by at least one packet 

filtering rule of the first set of packet filtering rules on the first portion of packets at the network 

layer. 

14. The packet security gateway of claim 8, wherein one or more packet filtering rules of the 

first set of packet filtering rules specify a packet transformation function other than forwarding 

or dropping the corresponding packets. 
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15. One or more non-transitory computer readable media storing instructions that, when 

executed by at least one processor, cause a packet security gateway, of a plurality of packet 

security gateways that collectively provide an entire interface across a boundary of a network 

protected by the packet security gateway and one or more networks other than the network 

protected by the packet security gateway, to perform steps comprising: 

receiving, from a security policy management server external from the network 

protected by the packet security gateway, a dynamic security policy comprising a first set 

of packet filtering rules to be applied to all network traffic traversing the boundary, 

wherein: 

each packet filtering rule of the first set of packet filtering rules comprises 

at least one packet matching criterion and a corresponding packet transformation 

function, and 

one or more first packet filtering rules of the first set of packet filtering 

rules were automatically created or altered by the security policy management 

server based on malicious traffic information received from a malicious host 

tracker service; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets corresponding to network traffic traversing the boundary via the packet security 

gateway based on the first set of packet filtering rules by performing at least one packet 

transformation function specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, after performing packet filtering on the first portion of the packets, an 

updated second set of packet filtering rules for the dynamic security policy from the 

security policy management server, wherein the updated second set of packet filtering 

rules comprises an update to the one or more first packet filtering rules created or altered 

by the security policy management server based on updated malicious traffic information 

received from the malicious host tracker service; and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets corresponding to network traffic traversing the boundary via the packet 

security gateway based on the updated second set of packet filtering rules by performing 
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at least one packet transformation function specified by at least one packet filtering rule 

of the second set of packet filtering rules on the second portion of packets. 

16. The computer readable media of claim 15, wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically created or 

altered by the security policy management server comprises at least one network address 

indicated by the malicious traffic information. 

17. The computer readable media of claim 15, wherein the malicious host tracker service 

comprises a subscription service that aggregates information associated with malicious network 

traffic, and wherein the malicious traffic information comprises a list of network addresses 

known to be associated with malicious network traffic. 

18. The computer readable media of claim 15, wherein at least one packet transformation 

function comprises a network protective action. 

19. The computer readable media of claim 15, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

20. The computer readable media of claim 15, wherein one or more packet filtering rules of 

the first set of packet filtering rules specify a packet transformation function other than 

forwarding or dropping the corresponding packets. 

21. A method of filtering packets at a packet security gateway configured for protection of a 

network and associated with a security policy management server external from the network, the 

method comprising: 
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receiving, by the packet security gateway, a dynamic security policy comprising a 

first set of packet filtering rules from the security policy management server, wherein 

each packet filtering rule of the first set of packet filtering rules comprises at least one 

packet matching criterion and a corresponding packet transformation function, and 

wherein one or more first packet filtering rules of the first set of packet filtering rules 

were automatically created or altered by the security policy management server based on 

malicious traffic information received from a malicious host tracker service; 

performing, on a packet by packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet security gateway based on 

the first set of packet filtering rules by performing at least one of multiple packet 

transformation functions specified by at least one packet filtering rule of the first set of 

packet filtering rules on the first portion of packets; 

receiving, by the packet security gateway and after performing packet filtering on 

the first portion of the packets, an updated second set of packet filtering rules for the 

dynamic security policy from the security policy management server, wherein the 

updated second set of packet filtering rules comprises an update to the one or more first 

packet filtering rules created or altered by the security policy management server based 

on updated malicious traffic information received from the malicious host tracker service; 

and 

performing, on a packet by packet basis, packet filtering on a second portion of 

the packets associated with the network protected by the packet security gateway based 

on the updated second set of packet filtering rules. 

22. The method of claim 21, wherein the at least one packet matching criterion corresponding 

to the one or more first packet filtering rules automatically created or altered by the security 

policy management server comprises at least one network address indicated by the malicious 

traffic information. 

23. The method of claim 21, wherein the malicious host tracker service comprises a 

subscription service that aggregates information associated with malicious network traffic. 
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24. The method of claim 21, wherein the malicious traffic information comprises a list of 

network addresses known to be associated with malicious network traffic. 

25. The method of claim 21, wherein at least one packet transformation function comprises a 

network protective action. 

26. The method of claim 21, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner 

using an interface that is not addressed at the network layer; and 

performing the at least one packet transformation function specified by at least one 

packet filtering rule of the first set of packet filtering rules on the first portion of packets at the 

network layer. 

27. The method of claim 21, wherein one or more packet filtering rules of the first set of 

packet filtering rules specify a packet transformation function other than forwarding or dropping 

the corresponding packets. 
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Abstract 

Methods and systems for protecting a secured network are presented. For example, one or 

more packet security gateways may be associated with a security policy management server. At 

each packet security gateway, a dynamic security policy may be received from the security policy 

management server, packets associated with a network protected by the packet security gateway 

may be received, and at least one of multiple packet transformation functions specified by the 

dynamic security policy may be performed on the packets. Performing the at least one of multiple 

packet transformation functions specified by the dynamic security policy on the packets may 

include performing at least one packet transformation function other than forwarding or dropping 

the packets. 
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ll S. Palent and Tcedemar!< Qfl\c,,: U.S. DEPARTMENT OF COMMERCE 
Uiidar the Paperwork Reductioo Act cl i9$5, 110 p:erscn.s are required fo respond to ci coi1edi-on of infmmffiion uniess it disptay:c; a v~ltd 0MB i:.x.1ntrol number. 

DECLARATION {J-7 CFR 1,63} FOR UTILITY OR DESIGN APPLICATION USING AN 
APPUCAT!ON DATA SHEET {37 CFR 1.76) 

Title of 
lmrl'mtion 

METHODS AND SYSTEMS FOR PROTECTING A SECURED NETWORK 

! 
As the below named inventor, I hereby declare that 

Thi& dedara!iori 
is directed to: 

The attached application, or 

[.J Uniied Stales application or PCT intemational application number __________ _ 

The above-identified application was made or authorized to be made by me. 

I i believe !hat I am the original inventor or an original joint inventor of a claimed invention in the application. 

I hereby acknowledge that an\1 wiilfu! false statement made :n this declaration is punishable under 48 U S.C. 1001 
by line or imprisonment of mt more than five (5) years, or both. 

WARNING: 
Pe!it!oner!applicant fs cautioned to avoid submitting personal information in documents flied in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authonzation form PT0,2038 submitted for payment purposes) is never required by the USPTO 

'fo support a petition or an application. if this type of personai information is Jncluded ln documents submitted !o the USPTO, 
petitioners/applicants should consider redacting such persona! information from the documems before submitting them to the 
USPTO. Petitioner/applicant is advise,:J that the record cf a patent application is available tc• the public after publicatirn, c1f the 
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