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I, Dr. Doug W. Jacobson, declare as follows: 

I. INTRODUCTION 

A. Engagement 

1. I have been retained by counsel for Petitioner Keysight Technologies, 

Inc. (“Keysight” or “Petitioner”) as an expert witness for the above-captioned inter 

partes review (IPR) proceeding. I have been asked to provide my opinions about 

the state of the art of the technology described in U.S. Patent No. 10,785,266 

(“’266 Patent,” Ex. 1001). Specifically, I have been asked to consider the validity 

of claims 1-27 of the ’266 Patent (the “Challenged Claims”) in view of prior art, 

obviousness considerations, and the understanding of a person of ordinary skill in 

the art at the time of the invention as it relates to the ’266 Patent. I have personal 

knowledge of the facts and opinions set forth in this declaration and believe them 

to be true. If called upon to do so, I would testify competently thereto. 

2. I understand that Centripetal Networks, Inc. (“Patent Owner” or 

“P.O.”) purports to own all substantial rights, title, and interest in the ’266 patent 

and is currently asserting the ’266 patent against Petitioner in concurrent litigation. 

In particular, I understand that on January 1, 2022, P.O. sued Petitioner in the U.S. 

District Court for the Eastern District of Virginia. I understand that P.O. alleged 

infringement of the ’266 patent. 
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B. Compensation 

3. For my time working on this matter, I am being compensated at my 

standard hourly consulting rate. I do not have any personal or financial stake or 

interest in the outcome of the present proceeding, and the compensation is not 

dependent on the outcome of this IPR and in no way affects the substance of my 

statements in this Declaration. I do not have any expectation or promise of 

additional business with the Petitioner in exchange for the positions explained 

herein. My analysis here is based on my years of education, research and 

experience, as well as my investigation and study of relevant materials, including 

those cited herein. 

C. Qualifications and Experience 

4. My qualifications and professional experience are described in my 

Curriculum Vitae, which includes a complete list of my publications, a copy of 

which I understand is being submitted as Ex. 1004. A summary of my background 

and experience that qualifies me to offer the opinions offered in this Declaration 

set forth as an expert in the technical issues in this case are as follows. 

5. I am a University Professor in the Department of Electrical and 

Computer Engineering at Iowa State University and currently hold the Sunil & 

Sujata Gaitonde Professorship in Cybersecurity. I joined the faculty in 1985 after 

receiving a PhD degree in Computer Engineering from Iowa State University in 
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1985. Since 1995 I have taught courses in network security and information 

warfare. 

6. I created the first network security course and information warfare 

course at Iowa State University. Both courses have taught the concepts of intrusion 

detection since they were created. I have authored two text books in the area of 

computer and network security. Both of these courses taught the concepts of 

intrusion detection and I have been running various forms of intrusion detection 

systems in my teaching and research lab since 1995. 

7. I am the founding director of the Iowa State University Center for 

Cybersecurity Innovation and Outreach (formally known as “Information 

Assurance Center”), which has been recognized by the National Security Agency 

as a charter Center of Academic Excellence for Information Assurance Education. 

I am also director of the Internet-Scale Event and Attack Generation Environment 

(ISEAGE) project.  I also serve as the executive director of the Iowa Cyber Hub, 

which is dedicated to creating a statewide cybersecurity ecosystem. 

8. My current funded research is targeted at developing robust 

countermeasures for network-based security exploits and large scale attack 

simulation environments. A few funded projects have led to patents. I have been PI 

or Co-PI on over 15 million dollars of security related funding. 
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9. I am also the founder of Palisade Systems, Inc., an Ames-based 

company marketing Internet management and security devices. The core 

technology for Palisade Systems was based on a patent I was co-inventor on. 

10. I have given over 150 presentations in the area of computer security 

and I have testified in front of the U.S. Senate committee of the Judiciary on 

security issues associated with peer-to-peer networking. 

11. I have advised 24 Ph.D. students since 1985, and over 50% had 

security related topics. I have advised over 300 master’s students since 1985 and a 

majority of the project since 1995 have been security related. 

12. Additional information on my qualifications and background is set 

forth in my curriculum vitae, which is provided in Ex. 1004. A list of publications 

that I have authored or co-authored is provided in Ex. 1004. 

13. I have been retained as an expert witness 4 times in the past 15 years. 

One engagement (Recording Industry Association of America [RIAA]) was for 5 

years. I have been deposed 4 times as an expert witness and have testified in court 

4 times in connection with prior expert witness engagements. A listing of each case 

for which I have testified is provided in Ex. 1004.  

14. I have been retained as an expert witness or technical consultant for 

the following companies: State of Iowa department of Human Services, State of 
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Iowa Department of Administrative Services, several cities in the state of Iowa, 

Iowa Department of Transportation, Attorney General for the State of Iowa.  

15. I hold a Secret Clearance through the United States Department of 

Homeland Security (“DHS”) in order to be able to help the State of Iowa recover 

from a large scale cyber attack. 

D. Information Considered And Relied Upon 

16. My opinions in this declaration are based on my years of education, 

training, research, knowledge, and experience, as well as my investigation and 

study of relevant materials. In forming my opinions, I have studied the materials 

listed in Appendix A. I have relied on these materials to varying degrees. Citations 

to these materials that appear below are meant to be exemplary but not exhaustive. 

17. Each of these materials is a type of document that experts in my field 

would have reasonably relied upon when forming their opinions and would have 

had access to either through the applicable patent office and/or well-known 

libraries, conferences, publications, organizations and websites in the field as 

further discussed herein. 

18. I may rely upon these materials, my knowledge and experience, 

and/or additional materials to respond to arguments raised by the Patent Owner. I 

may also consider additional documents and information in forming any necessary 

opinions — including documents that may not yet have been provided to me. 
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19. My analysis of the materials produced in this investigation is ongoing 

and I will continue to review any new material as it is provided. This report 

represents only those opinions I have formed to date. I reserve the right to revise, 

supplement, and/or amend my opinions stated herein based on new information 

and on my continuing analysis of the materials already provided. 

II. LEGAL STANDARDS RELATED TO PATENTABILITY  

20. I am not a lawyer. In preparing and expressing my opinions in this 

declaration, I have applied the legal standards described below, which were 

explained to me by counsel for Petitioner. 

A. My Understanding of Claim Construction 

21. I have been informed that for purposes of this Inter Partes Review, 

the standard for claim construction is the same as the standard used in federal 

district court litigation: claim terms should generally be given their ordinary and 

customary meaning as understood by one of ordinary skill in the art at the time of 

the invention and after reading the patent and its prosecution history. 

22. I have been informed that patent claims are construed from the 

viewpoint of a person of ordinary skill in the art of the patent at the time of the 

alleged invention. I have been informed that patent claims generally should be 

interpreted consistent with their plain and ordinary meaning as understood by a 

person of ordinary skill in the art in the relevant time period (i.e., at the time of the 
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purported invention, or the so called “effective filing date” of the patent 

application), after reviewing the patent claim language, the specification and the 

prosecution history (i.e., the intrinsic record). 

23. I have further been informed that a person of ordinary skill in the art 

must read the claim terms in the context of the claim itself, as well as in the context 

of the entire patent specification. I understand that in the specification and 

prosecution history, the patentee may specifically define a claim term in a way that 

differs from the plain and ordinary meaning. I understand that the prosecution 

history of the patent is a record of the proceedings before the U.S. Patent and 

Trademark Office, and may contain explicit representations or definitions made 

during prosecution that affect the scope of the patent claims. I understand that an 

applicant may, during the course of prosecuting the patent application, limit the 

scope of the claims to overcome prior art or to overcome an examiner’s rejection, 

by clearly and unambiguously arguing to overcome or distinguish a prior art 

reference, or to clearly and unambiguously disavow claim coverage. 

24. In interpreting the meaning of the claim language, I understand that a 

person of ordinary skill in the art may also consider “extrinsic” evidence, including 

expert testimony, inventor testimony, dictionaries, technical treatises, other patents, 

and scholarly publications. I understand this evidence is considered to ensure that a 

claim is construed in a way that is consistent with the understanding of those of 
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skill in the art at the time of the alleged invention. This can be useful for technical 

terms whose meaning may differ from its ordinary English meaning. I understand 

that extrinsic evidence may not be relied on if it contradicts or varies the meaning 

of claim language provided by the intrinsic evidence, particularly if the applicant 

has explicitly defined a term in the intrinsic record. 

B. My Understanding of Obviousness  

25. I have been informed that a claim may be unpatentable under (AIA) 

35 U.S.C. § 103(a) if the subject matter described by the claim as a whole would 

have been obvious to a hypothetical person of ordinary skill in the art in view of a 

prior art reference or in view of a combination of references at the time the claimed 

invention was made. I have been informed that obviousness is determined from the 

perspective of a hypothetical person of ordinary skill in the art and that the asserted 

claims of the patent should be read from the point of view of such a person at the 

time the claimed invention was made. I have been informed that a hypothetical 

person of ordinary skill in the art is assumed to know and to have all relevant prior 

art in the field of endeavor covered by the patent in suit. 

26. I have been informed that there are two criteria for determining 

whether prior art is analogous and thus can be considered prior art: (1) whether the 

art is from the same field of endeavor, regardless of the problem addressed, and (2) 

if the art is not within the field of the patentee’s endeavor, whether the teachings of 
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the art are still reasonably pertinent to the particular problem with which the 

patentee is involved. I have also been informed that the field of endeavor of a 

patent is not limited to the specific point of novelty, the narrowest possible 

conception of the field, or the particular focus within a given field. I have also been 

informed that a prior art reference is reasonably pertinent if, even though it may be 

in a different field from that of the patentee’s endeavor, it is one which, because of 

the matter with which it deals, logically would have commended itself to a 

patentee’s attention in considering his problem. 

27. I have also been informed that an analysis of whether a claimed 

invention would have been obvious should be considered in light of the scope and 

content of the prior art, the differences (if any) between the prior art and the 

claimed invention, and the level of ordinary skill in the pertinent art involved. I 

have been informed as well that a prior art reference should be viewed as a whole. 

28. I have also been informed that in considering whether an invention for 

a claimed combination would have been obvious, I may assess whether there are 

apparent reasons to combine known elements in the prior art in the manner claimed 

in view of interrelated teachings of multiple prior art references, the effects of 

demands known to the design community or present in the market place, and/or the 

background knowledge possessed by a person having ordinary skill in the art. I 

have been informed that other principles may be relied on in evaluating whether a 
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claimed invention would have been obvious, and that these principles include the 

following: 

 A combination of familiar elements according to known methods 

is likely to be obvious when it does no more than yield predictable 

results; 

 When a device or technology is available in one field of endeavor, 

design incentives and other market forces can prompt variations of 

it, either in the same field or in a different one, so that if a person 

of ordinary skill can implement a predictable variation, the 

variation is likely obvious; 

 If a technique has been used to improve one device, and a person 

of ordinary skill in the art would recognize that it would improve 

similar devices in the same way, using the technique is obvious 

unless its actual application is beyond his or her skill; 

 An explicit or implicit teaching, suggestion, or motivation to 

combine two prior art references to form the claimed combination 

may demonstrate obviousness, but proof of obviousness does not 

depend on or require showing a teaching, suggestion, or motivation 

to combine; 
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 Market demand, rather than scientific literature, can drive design 

trends and may show obviousness; 

 In determining whether the subject matter of a patent claim would 

have been obvious, neither the particular motivation nor the 

avowed purpose of the named inventor controls; 

 One of the ways in which a patent’s subject can be proved obvious 

is by noting that there existed at the time of invention a known 

problem for which there was an obvious solution encompassed by 

the patent’s claims; 

 Any need or problem known in the field of endeavor at the time of 

invention and addressed by the patent can provide a reason for 

combining the elements in the manner claimed; 

 “Common sense” teaches that familiar items may have obvious 

uses beyond their primary purposes, and in many cases a person of 

ordinary skill will be able to fit the teachings of multiple patents 

together like pieces of a puzzle; 

 A person of ordinary skill in the art is also a person of ordinary 

creativity, and is not an automaton; 

 A patent claim can be proved obvious by showing that the claimed 

combination of elements was “obvious to try,” particularly when 
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there is a design need or market pressure to solve a problem and 

there are a finite number of identified, predictable solutions such 

that a person of ordinary skill in the art would have had good 

reason to pursue the known options within his or her technical 

grasp; and 

 One should be cautious of using hindsight in evaluating whether a 

claimed invention would have been obvious. 

29. I have further been informed that, in making a determination as to 

whether or not the claimed invention would have been obvious to a person of 

ordinary skill, the Board may consider certain objective factors if they are present, 

such as: commercial success of products practicing the claimed invention; long-felt 

but unsolved need; teaching away; unexpected results; copying; and praise by 

others in the field. These factors are generally referred to as “secondary 

considerations” or “objective indicia” of nonobviousness. I have been informed, 

however, that for such objective evidence to be relevant to the obviousness of a 

claim, there must be a causal relationship (called a “nexus”) between the claim and 

the evidence, and that this nexus must be based on what is claimed and novel in the 

claim rather than something in the prior art. I have also been informed that even 

when they are present, secondary considerations may be unable to overcome 
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primary evidence of obviousness (e.g., motivation to combine with predictable 

results) that is sufficiently strong. 

III. LEVEL OF ORDINARY SKILL IN THE ART  

30. I understand that the level of ordinary skill may be reflected by the 

prior art of record, and that a person of ordinary skill in the art (“POSITA”) to 

which the claimed subject matter pertains would have the capability of 

understanding the scientific and engineering principles applicable to the pertinent 

art. 

31. I understand there are multiple factors relevant to determining the 

level of ordinary skill in the pertinent art, including (1) the levels of education and 

experience of persons working in the field at the time of the invention; (2) the 

sophistication of the technology; (3) the types of problems encountered in the field; 

and (4) the prior art solutions to those problems. 

32. I am familiar with the network computing art that is pertinent to the 

’266 Patent. I am also aware of the state of the art at the time the application 

resulting in the ’266 Patent was filed. I have been informed by counsel that the 

earliest claimed priority date for the ’266 Patent is Oct. 22, 2012. 

33. I understand that in prior IPRs on the patents related to the ’266 

Patent, the Board determined that a POSITA “would have had a bachelor’s degree 

in computer science, computer engineering, or an equivalent, four years of 
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professional experience, and a working knowledge of packet-switched networking, 

firewalls, security policies, communication protocols and layers, and the use of 

customized rules to address cyber-attack.” See, e.g., IPR2018-01443, Paper 7 at 6 

(PTAB Feb. 12, 2019). I agree with this determination, and I believe that the same 

level of ordinary skill in the art should apply in this proceeding. I believe that I 

possessed at least such experience and knowledge as of the priority date of the 

’266 Patent, and that I am qualified to opine on the subject matter in the ’266 

Patent.  

34. For purposes of this Declaration, in general, and unless otherwise 

noted, my statements and opinions, such as those regarding my experience and the 

understanding of a POSITA generally (and specifically related to the references I 

consulted herein), reflect the knowledge that existed in the field before the earliest 

priority date of the ’266 Patent. 

IV. The ’266 Patent 

A. Summary of the ’266 Patent 

35. The ’266 Patent, titled “Methods and Systems For Protecting A 

Secured Network,” discloses methods and systems for protecting a secured 

network. Ex. 1001, 1. As shown in Fig. 1 below, a “network environment 100” is 

illustrated that includes a plurality of networks “A-E 102, 104, 106, 108, and 110;” 
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“packet security gateways 112, 114, 116, and 118;” and a “security policy 

management server 120.” Ex. 1001, 4:40-60.  

 

The packet security gateways (PSGs) are situated at boundaries between networks 

(102, 104, 106, 108, and 110) and a security policy management server (SPMS) 

(120) that communicates dynamic security policies to the PSGs. Ex. 1001, 4:59-

5:10. The ’266 Patent indicates that a PSG includes any computing device that 

receives packets and performs a packet transformation function on the packets. Ex 

1001, 1:65-2:5; 4:61-63.  
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36. The ’266 Patent also indicates that a security policy management 

server includes “any computing device configured to communicate a dynamic 

security policy to a packet security gateway.” 4:66-5:1. The PSGs perform packet 

transformation functions on received packets according to rules in a dynamic 

security policy that specifies one or more packet transformation function that are 

performed on packets associated with specific criteria. Ex. 1001, 4:59-5:11; 6:24-

28; 7:23-26.   

37. The term “packet transformation function” is not expressly defined in 

the ’266 Patent, but the ’266 Patent provides examples of packet transformation 

functions that include forwarding packets into a network, forwarding packets to an 

IPsec stack, and dropping packets. Ex. 1001, 6:32-44.  

38. The ’266 Patent further indicates that a PSG may receive a dynamic 

security policy. Ex. 1001, 5:54-6:23. The dynamic security policy received by the 

PSG may include “any rule, message, instruction, file, data structure, or the like 

that specifies criteria corresponding to one or more packets and identifies a packet 

transformation function to be performed on packets corresponding to the specified 

criteria.” Ex. 1001, 5:4-11. When a packet is received by the PSG 112, it applies 

the rules in the dynamic security policy and performs a packet transformation 

function (e.g., forward, drop, modify destination address) on the packet based on a 

match between the packet and a rule’s criteria. Ex. 1001, 6:24-44, 7:60-8:3.  
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39. Figure 3 provides an example of “dynamic security policy” that includes 

rules 1-5 (red): 

 

Each rule specifies criteria and one or more packet transformation functions that is 

performed for packets associated with the specified criteria that takes the form of 

“five-tuple of values” (blue). The five-tuple of values is selected from packet 

header information and specifies a protocol type of data; one or more source IP 

addresses; one or more source port values; one or more destination IP addresses; 

and one or more destination ports. Ex. 1001, 7:26-32. The rules may specify an 

action (green). Ex. 1001, 8:23-44.  
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40. The dynamic security policies can be added, removed, or altered by 

SPMS based on information received from third-party services, as illustrated in 

Fig. 5 below:  

 

Ex. 1001, 14-9:13; Fig. 5. For example, SPMS can provide a dynamic security 

policy including rules that specify a list of network addresses known to be 

associated with malicious network traffic and for which traffic should be blocked. 

Ex. 1001, 14:13-17. These addresses can be obtained from a third-party service 

provider (e.g., malicious host tracker service 508 and/or subscribing service), 

which may also provide updates (e.g., as part of a subscription) including 

additional network addresses. Ex. 1001, 14:17-28.  
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41. SPMS automatically creates or alters one or more of the rules 

included in the dynamic security policy based on updates for new network 

addresses associated with malicious network traffic. Ex. 1001, 14:28-39. 

B. Prosecution History  

42. I understand that the ’266 Patent issued from U.S. Application 

16/728,766 (“the ‘766 application”), which was filed on December 27, 2019. The 

‘266 Patent claims priority to a series of continuation applications with an earliest 

priority date of October 22, 2012, corresponding to U.S. Application 13/657,010 

(now U.S. Pat. 9,137,205). Ex. 1001, 1-2.  

43. I understand that the Patent Office rejected the independent claims as 

unpatentable over U.S. Publication 2004/0118308 (“Jalava”) in view of U.S. 

Publication 2006/0123481 (“Bhatnagar”) and the dependent claims in view of 

additional secondary references. Ex. 1002, 168-214. In response, I understand that 

Patent Owner amended the independent claims to recite, inter alia, “at least one 

third party malicious host tracker service located in the one or more networks other 

than the network protected by the packet security gateway, that comprises network 

addresses that have been determined, by the at least one third party malicious host 

tracker service, to be associated with malicious network traffic” and argued that 

this limitation is not disclosed in the prior art. Id., 138-150. 
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44. Following this amendment, I understand that the Examiner allowed 

the ’766 Application, indicating that the added features of the independent claims 

were purportedly novel. Id., 65-66. 

C. Effective Filing Date 

45. I understand that the ’266 Patent is a continuation that claims priority 

back to an application filed on Oct. 22, 2012. Ex. 1001, 1. 

V. CLAIM INTERPRETATION 

46. I have been informed that only terms necessary to resolve the 

controversy need to be construed. For the purposes of the present declaration, I 

have applied the legal principles outlined above in Section II.A. 

47. I understand that various claim terms construed in IPR2018-01443 

(’205 Patent), IPR2018-01444 (’205 Patent), and IPR2018-01513 (’077 Patent) 

also appear in the Challenged Claims. I understand that the Board may adopt those 

same constructions here. The table below shows the proposed constructions for 

each such term, including support for such constructions in prior IPRs:  

Term PTAB Constructions 

packet security 
gateway 

a gateway computer configured to receive packets and perform 
a packet transformation function on the packets 

See IPR2018-01443, Paper 25 (FWD); IPR2018-01444, Paper 
32 (FWD). 
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Term PTAB Constructions 

packet 
transformation 
function 

[one or more] operations performed on a packet 

See IPR2018-01443, Paper 25 (FWD); IPR2018-01444, Paper 
32 (FWD); IPR2018-01513, Paper 26 (FWD); see also 
IPR2021-01152, Paper 9 at 12 (PTAB Jan. 26, 2022) (ID); 
IPR2021-01157, Paper 10 at 22 (PTAB Mar. 15, 2022) (ID). 

rule(s) a condition or set of conditions that when satisfied causes a 
specific function to occur 

See IPR2018-01443, Paper 25 (FWD); IPR2018-01444, Paper 
32 (FWD); IPR2018-01513, Paper 26 (FWD). 

dynamic 
security policy1 

any rule, message, instruction, file, data structure, or the like 
that specifies criteria corresponding to one or more packets and 
identifies a packet transformation function to be performed on 
packets corresponding to the specified criteria 

See IPR2018-01443, Paper 25 (FWD); IPR2018-01444, Paper 
32 (FWD) 

security policy 
management 
server 

a server configured to communicate a dynamic security policy 
to a packet gateway 

                                                 
1 In a previous district court proceeding on a related patent, I understand that a 

district court construed this term to mean “a changeable set of one or more rules, 

messages, instructions, files, or data structures, or any combination thereof, 

associated with one or more packets.” Centripetal Networks, Inc. v. Keysight 

Techs., Inc., 2:17-cv-383, Dkt. 484 (E.D.V.A. Sep. 17, 2018). I believe that the 

prior art that I discuss herein discloses this limitation under either construction. 
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Term PTAB Constructions 

See IPR2018-01443, Paper 25 (FWD); IPR2018-01444, Paper 
32 (FWD) 

network layer 
address 

an address that identifies a device for communication on the 
network layer, such as an IP address  
 
See IPR2018-01513, Paper 26 (FWD). 

 

VI. SUMMARY OF UNPATENTABILITY ANALYSIS 

48. I have been asked to provide my opinion as to whether claims 1-27 

(“the Challenged Claims”) of the ’266 Patent would have been obvious in view of 

the prior art. The discussion below provides a detailed analysis of how the prior art 

references I reviewed teach the limitations of the Challenged Claims of the ’266 

Patent. 

49. As part of my analysis, I have considered the scope and content of the 

prior art and any potential differences between the claimed subject matter and the 

prior art. I conducted my analysis as of the earliest claimed priority date of the 

’266 Patent: Oct. 22, 2012. I have also considered the level of ordinary skill in the 

pertinent art as of that date. 

50. I describe in detail below the scope and content of the prior art, as 

well as any differences between the claimed subject matter and the prior art, on an 

element-by-element basis for each Challenged Claim of the ’266 Patent. This 
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analysis supports my finding that the differences between the claims of the ’266 

Patent and the prior art discussed herein are such that the subject matter as a whole 

would have been obvious at the time of the filing of the ’266 Patent to a person 

having ordinary skill in the art to which the subject matter pertains. 

51. As described in detail below, the claimed subject matter of the 

Challenged Claims would have been obvious in view of the teachings of the 

identified prior art references as well as the knowledge of a POSITA. 

52. Unless otherwise noted, all bold and bold underline emphasis in any 

quoted material has been added. 

VII. GROUND 1: LAW RENDERS OBVIOUS CLAIMS 1-27 

A. Overview of Law 

53. I understand that Law is a patent application that published on Mar. 

24, 2011. Ex. 1005, 1. Accordingly, I understand that Law is prior art at least under 

35 U.S.C. § 102(b) (pre-AIA). 

54. Law is directed to “[a] Unified Threat Management System (UTMS) 

for securing network traffic in a process control system.” Ex. 1005, Abstract. In 

particular, Law discloses UTMS-configured network devices, such as firewalls 

146a and 146b, that implement “one or more rulesets to inspect and drop malicious 

packets from the network before the malicious packets can reach their intended 
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destination.” Id. ¶ 52. The firewalls 146a and 146b protect a network 150, which 

may include subnetworks 150a and 150b. Id. ¶¶ 54-55. 

55. Law discloses that a cyber security risk management firm 305 may 

distribute rulesets to Law’s firewalls over the Internet. Id. ¶¶ 66, 88. In turn, the 

cyber security risk management firm 305 may formulate rulesets based on 

aggregated threat data 310 from various third party sources 315, which include 

cyber-security threat intelligence providers such as “the Vulnerability Research 

Service (VRS) of Assurent Secure Technologies.” Id. ¶ 92. The cyber security risk 

management firm 305 is a “perpetual service that proactively supplies the UTMS-

configured firewalls … with” updated “rulesets to meet the latest security threats, 

threat patterns, and control system vulnerabilities found to exist within the 

network.” Id. ¶ 22; id., Abstract; id. ¶ 88 (disclosing that “the various rulesets … 

require updates to remain effective against network threats”). 

56. Fig. 3 illustrates an embodiment that shows Law’s perimeter UTMS 

firewalls 146a and 146b protecting LANs 150a/150b while connected to cyber 

security risk management firm 305 over the Internet 155 for receiving updated 

rulesets, which obtains aggregated threat data 310 from sources 315: 
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Id., Fig. 3. 

57. Fig. 13 illustrates a format of the rulesets implemented by Law’s 

perimeter UTMS firewalls 146a and 146b: 
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Ex. 1005, Fig. 13. Rulesets include “from” and “to” fields 1304 and 1306 for 

specifying IP addresses of packets on which to perform an action 1310, such as 

blocking. Id. ¶¶ 102-103. 

58. Although Law discloses its unified threat management system in the 

context of protecting a “process control network,” such as a communication 

network implemented in the context of “process control systems like those used in 
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power generation, chemical, petroleum, or other processes” (id. ¶ 3), a POSITA 

would have understood the applicability of Law’s unified threat management 

system to protecting any network. For example, Law implements its 

communication network using standard networking protocols, and the devices 

within Law’s network include ordinary personal computers. Ex. 1005 ¶ 54 (“The 

communication network 150a, 150b may be a local area network (LAN) … and 

may be implemented using hardwired or wireless technology” including “standard 

protocols such as Ethernet”); id. ¶ 55 (“The network 150 and devices may also be 

standard Ethernet communications and network devices supporting any 

communications protocol,” including “TCP/IP”); id. ¶ 53 (“process control 

networks 150a, 150b” are “communicatively connected to one or more host 

workstations or computers 120-122 (which may be any type of personal 

computers, workstations, etc.)”). 

B. Independent Claims 

1. Claim 1 

(A) [1.0]2 “A method of filtering packets at a packet security 
gateway, of a plurality of packet security gateways that 
collectively provide an entire interface across a boundary 
of a network protected by the packet security gateway and 

                                                 
2 I understand that the numerical identification of the claim limitations of the ’266 
Patent correspond to that provided in the exhibit providing a claim listing. Ex. 
1009. 
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one or more networks other than the network protected 
by the packet security gateway, the method comprising” 

59. Law is directed to a method of filtering packets at a packet security 

gateway. In particular, Law’s perimeter UTMS firewalls 146a and 146b each 

correspond to the claimed “packet security gateways.” For example, Law discloses 

that the security of “networks may be enhanced by providing a Unified Threat 

Management System (UTMS) including a UTMS-configured firewall.” Ex. 1005 ¶ 

22. The UTMS-configured firewalls may be located at the perimeter of a network. 

Id. (“The UTMS-configured firewall … devices may include stand-alone network 

devices located at the perimeter of the … network.”). For example, Fig. 1A of Law 

illustrates UTMS-configured firewalls 146a and 146b at a perimeter of a network, 

each providing a boundary that separates local area networks—LANs 150a and 

150b—from the Internet 155: 
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Id., Fig. 1A; id. ¶ 51 (“FIG. 1a is a schematic representation ... in which external 

communication between, for example, each subsystem via the Internet or other 

external source may be secured by a ‘Unified Threat Management System’ 

(UTMS) including one or more UTMS-configured network devices (e.g., firewalls) 

146a, 146b”); id. ¶ 54 (“The communication network 150a, 150b may be a local 

area network (LAN) … and may be implemented using hardwired or wireless 

technology” including “standard protocols such as Ethernet”); id. ¶ 55 (“The 

network 150 and devices may also be standard Ethernet communications and 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 33 of 98 

  

network devices supporting any communications protocol,” including “TCP/IP”); 

see also id., Fig. 3. 

60. In addition, and as further described below with respect to element 

[1.4], UTMS-configured firewalls, including firewalls 146a and 146b, perform 

packet filtering. See, e.g., id. ¶ 52 (“UTMS-configured firewall 146a, 146b … may 

use one or more rulesets to inspect and drop malicious packets from the network 

before the malicious packets can reach their intended destination.”). For example, 

firewalls 146a and 146b implement rulesets, including rulesets 147a and 147b. Id. 

¶ 51 (“Each firewall 146 … may include a ruleset, for example, rulesets 147a … 

147b”); id., Fig. 1A (showing rulesets 147a and 147b corresponding to firewalls 

146a and 146b, respectively). The firewalls 146a and 146b use these rulesets to 

determine whether to filter (i.e., block) packets. Id. ¶ 91 (“Each of the rulesets 147, 

148, 151, 153 may define conditions that, if detected, implement some 

combination of blocking suspected malicious communications or alerting an 

operator”).  

61. As explained above, “packet security gateway” has been construed to 

mean “a gateway computer configured to receive packets and perform a packet 

transformation function on the packets.” In turn, “packet transformation function” 

has been construed to mean “[one or more] operations performed on a packet.” In 

addition to being packet security gateways under the plain meaning of these terms, 
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Law’s firewalls 146a and 146b are packet security gateways under these 

constructions. In particular, a POSITA would have understood that Law’s 

perimeter UTMS firewalls 146a and 146b are gateways, as they are firewalls that 

separate a LAN (e.g., LANs 150a and 150b) from the Internet. Id. Furthermore, 

Law describes that its “UTMS devices … are preferably implemented in software” 

and executed using “a standard multi purpose CPU,” though they may also “may 

be implemented in hardware, firmware, etc., and may be executed by any other 

processor.” Ex. 1005 ¶ 117. As such, a POSITA would have understood that Law’s 

UTMS firewalls 146a and 146b correspond to gateway computers. In addition, 

Law’s UTMS firewalls 146a and 146b are configured to perform one or more 

operations on a packet. Id. For example, in addition to being configured to perform 

blocking operations on a packet, Law’s UTMS firewalls 146a and 146b may be 

configured to implement other actions specified by rules, including accept (forward 

to destination), notify, and re-route actions. Ex. 1005 ¶ 103 (“While the example 

first rule 1326 identifies an action of ‘accept,’ other actions may include, but are 

not limited to, block, notify, and/or re-route.”). Accordingly, Law’s perimeter 

UTMS firewalls 146a and 146b are packet security gateways that are configured to 

filter packets. Id. 

62. In addition, Law’s perimeter UTMS firewalls 146a and 146b 

correspond to a plurality of packet security gateways that collectively provide an 
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entire interface across a boundary of a network protected by the packet security 

gateway and one or more networks other than the network protected by the packet 

security gateway. In particular, as shown above in Fig. 1A, firewall 146a provides 

the entire interface across a boundary of a network protected by the firewall 146a 

(LAN 150a) and one or more networks other than the network protected by 

firewall l46a (Internet 155). Ex. 1005, Fig. 1A. For example, as shown in Fig. 1A 

by the single line connecting LAN 150a through firewall 146a to Internet 155, all 

network traffic between a device on LAN 150a—e.g., from “one or more host 

workstations or computers 120-122 (which may be any type of personal 

computers, workstations, etc.)” (Ex. 1005 ¶ 53)—and the Internet 155, must first 

pass through firewall 146a. Likewise, firewall 146b provides the entire interface 

across a boundary of a network protected by the firewall 146b (LAN 150b) and 

one or more networks other than the network protected by firewall l46b (Internet 

155). Ex. 1005, Fig. 1A. As shown in Fig. 1A by the single line connecting LAN 

150b through firewall 146b to Internet 155, all network traffic between a device on 

LAN 150b—e.g., from “one or more host workstations or computers 120-122 

(which may be any type of personal computers, workstations, etc.)” (Ex. 1005 ¶ 

53)—and the Internet 155 must first pass through firewall 146b. Moreover, Law’s 

description of UTMS firewalls 146a and 146b as “perimeter” devices further 
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confirms to a POSITA that they serve as the entire interface between the Internet 

155 and the network(s) 150 protected by firewalls 146a and 146b. Id. 

63. In addition to Law’s figures illustrating that firewalls 146a and 146b 

provide the entire interface between the protected network(s) and the Internet, a 

POSITA would have understood the necessity of that requirement from the 

description of Law. For example, Law describes that “[a]ny external connection 

into a process control system network presents a possible point of attack into 

the system,” and that “[n]etwork devices such as firewalls … mitigate the risk of 

network attacks” by “block[ing] network traffic that is not authorized to access one 

or more portions of the network.”  Ex. 1005 ¶¶ 10-11 (emphasis added)3; see also 

id. ¶ 59 (“The UTMS-configured firewalls 146 … and associated rulesets 147 … 

are configured to protect the process control system 100 from internal and external 

network threats such as viruses, worms, or any other attack”); id. ¶ 15 (recognizing 

that “particularly high-risk” systems use “restrictive connection policies” that 

“demand[s] that all external network connections be completely secure”). 

64. To the extent that the preamble is construed to require that a plurality 

of packet security gateways collectively protect a single network, Law discloses an 

embodiment in which LANs 150a and 150b are optionally joined together to form 

                                                 
3 Unless indicated otherwise, all bold emphasis in any quoted material has been 
added. 
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a single network protected by perimeter UTMS firewalls 146a and 146b. For 

example, as shown in Fig. 3, network access device 149c may optionally be 

provided to join LANs 150a and 150b together into a single network 150: 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 38 of 98 

  

 

Ex. 1005, Fig. 3; see also id., Fig. 1B (similarly illustrating network access device 

149c joining LANs 150a and 150b). Likewise, Law explains that network access 

device 149c can be used to join LANs 150a and 150b, which are part of 
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subsystems 105a and 105b, respectively. Ex. 1005 ¶ 51 (describing an “alternative 

embodiment” that “include[s] a UTMS-configured network access device 149c that 

may or may not include a ruleset such as ruleset 151c” and that provides “a cross-

system connection between the sub-systems 105a and 105b”); see also id. ¶ 55 

(referring to a single “network 150” rather than separately specifying subnetworks 

150a and 150b). Furthermore, and consistent with Fig. 1A, Fig. 3 confirms that 

Law’s perimeter UTMS firewalls 146a and 146b collectively provide the entire 

interface across the boundary of the network protected by firewalls 146a and 146b 

(the network 150 formed by joining LANs 150a and 150b) and the Internet 155, as 

all network traffic between joined LANs 150a and 150b and the Internet must pass 

through either firewall 146a or 146b.  

65. Furthermore, Law’s express disclosure of an alternative “bypass” 

embodiment further confirms that the non-bypass embodiments, such as those 

illustrated in Figs. 1A and 3 (which include perimeter UTMS firewalls 146a and 

146b), necessarily provide the entire interface across the boundary of the network 

protected by firewalls 146a and 146b. In particular, Law discloses an 

“alternative[]” bypass embodiment that “may be implemented to provide a 

software method that selectively activates and deactivates communication between 

any of the process control system 100 entities.” Ex. 1005 ¶ 93. For example, Law 

explains that Figs. 4-12 disclose a bypass embodiment for that “may provide an 
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operator a solution for bypass control to selectively turn off and turn on network 

connections to entities that are internal or external to the process control network 

to re-route network traffic around a disabled, malfunctioning, or rigidly-

configured network device.” Id. Moreover, in addition to using different figures 

to describe the bypass embodiment (i.e., Figs. 4-12), in order to avoid any 

confusion between the perimeter UTMS firewalls 146a and 146b, such as those 

shown in Figs. 1A and 3—which do not support bypass functionality—and UTMS-

configured devices that do support bypass functionality, Law uses a different 

numerical identifier (800) when referring to UTMS-configured devices that do 

support bypass functionality. Id. ¶ 102 (distinguishing “perimeter UTMS-

configured devices 146” with “bypass UTMS-configured network access devices 

800”). Accordingly, a POSITA would have understood that Law’s express 

disclosure of this alternative bypass embodiment, which provides the ability to turn 

on or off re-routing of network traffic around a malfunctioning device, does not 

describe the perimeter UTMS firewalls 146a and 146b illustrated in Figs. 1A and 

3, and, in fact, further confirms that perimeter UTMS firewalls 146a and 146b lack 

bypass functionality. As such, the perimeter UTMS firewalls 146a and 146b 

necessarily provide the entire interface across the boundary of the network 

protected by firewalls 146a and 146b. Id. 
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66. Lastly, although the preamble’s requirement of “a plurality packet 

security gateways” is satisfied by Law’s express disclosure of two packet security 

gateways (firewalls 146a and 146b), it would have been obvious to a POSITA to 

expand Law’s disclosure to any number of packet security gateways. Ex. 1005 ¶ 53 

(“While the process control system 100 of FIG. 1a shows only two process control 

sub-systems 105a and 105b …, a process control system 100 may include any 

number of sub-systems as well as devices, modules, and components that are 

communicatively connected to each other through any type of connection 

including Internet, LAN, wireless”). 

67. Accordingly, Law discloses or renders obvious the preamble. 

(B) [1.1] “receiving, by the packet security gateway and 
from a security policy management server external from 
the network protected by the packet security gateway, a 
dynamic security policy comprising a first set of packet 
filtering rules to be applied to all network traffic 
traversing the boundary, wherein:” 

68. As explained above in [1.0], Law’s perimeter UTMS firewalls 146a 

and 146b are packet security gateways. 

69. As explained below, Law’s cyber security risk management firm 305 

corresponds to the claimed “security policy management server,” is located on an 

external network (i.e., the Internet 155), and distributes to Law’s perimeter UTMS 

firewalls 146a and 146b a dynamic security policy comprising a first set of packet 
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filtering rules to be applied to all network traffic traversing the boundary between 

the protected network 150 and the Internet 155. See Ex. 1005 ¶¶ 22, 66, 88, 92; id., 

Fig. 3. 

70. In particular, Law discloses that “[t]he UTMS firewalls and devices 

may communicate with a perpetual service that proactively supplies the UTMS-

configured firewalls … with rulesets to meet the latest security threats, threat 

patterns, and control system vulnerabilities found to exist within the network.” Ex. 

1005 ¶ 22. Law explains that the service that supplies and distributes the rulesets 

over the Internet to firewalls 146a and 146b, including rulesets 147, is a “third 

party source” that Law refers to as “cyber security risk management firm 305.” Id. 

¶ 66 (“The UTMS-configured device or entity may receive the ruleset data … 

and other update data on a periodic or non-periodic basis via any desired 

communication link to the device or to a third party source (such as cyber 

security risk management firm 305 as described in relation to FIG. 3, below) via … 

an Internet connection”); id. ¶ 88 (“With reference to FIG. 3, a third party, cyber 

security risk management firm 305 such as Wurldtech Security, Inc. of 

Vancouver, BC Canada, or other entity, may collect threat data 310 from a 

plurality of various sources 315 to construct the various rulesets 147, 148, 151, 

153, validate the rulesets, verify, and distribute the rulesets to the UTMS-

configured firewalls 146a, 146b”). 
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71. Fig. 3 confirms that cyber security risk management firm 305 is 

external from network 150 (including subnetworks 150a and 150b) protected by 

perimeter UTMS firewalls 146a and 146b: 
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Ex. 1005, Fig. 3; see also id. ¶ 26 (disclosing “receiv[ing] a ruleset from a source 

that is external to the process control system”). In addition, because cyber 

security risk management firm 305 distributes ruleset 147 to perimeter UTMS 

firewalls 146a and 146b over the Internet 155 (Ex. 1005 ¶¶ 66, 88), a POSITA 

would have understood that cyber security risk management firm 305 necessarily 

comprises a server. In addition, although Fig. 3 identifies ruleset 147a 

corresponding to firewall 146a and ruleset 147b corresponding to firewall 146b, a 

POSITA would have understood that firewalls 146a and 146b may apply the same 

ruleset, which Law also identifies as “ruleset[] 147.” Ex. 1005 ¶ 88. 

72. The ruleset 147 distributed by cyber security risk management firm 

305 to perimeter UTMS firewalls 146a and 146b comprises a first set of packet 

filtering rules, as further described below with respect to elements [1.2]-[1.4]. For 

example, Law explains that “UTMS-configured firewall 146a, 146b … may use 

[its] rulesets to inspect and drop malicious packets from the network before the 

malicious packets can reach their intended destination.” Ex. 1005 ¶ 52; see also id. 

¶ 59 (“The UTMS-configured firewalls 146 … and associated rulesets 147 … are 

configured to protect the process control system 100 from internal and external 

network threats such as viruses, worms, or any other attack”). 

73. As explained above, “rule” has been construed to mean “a condition 

or set of conditions that when satisfied causes a specific function to occur.” The 
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ruleset 147 received by UTMS firewalls 146a and 146b includes rules that satisfy 

this construction. In particular, Law explains that “[e]ach of the rulesets 147, 148, 

151, 153 may define conditions that, if detected, implement some combination of 

blocking suspected malicious communications or alerting an operator.” Ex. 1005 

¶ 91; see also id., Fig. 13 (illustrating detection conditions such as the 

“PROTOCOL,” “FROM,” “TO”, and “PORT” fields as well as a specific 

“ACTION” that occurs upon satisfaction of the conditions); id. ¶ 103 (describing 

that actions that may be performed on packets include, but are not limited to, 

accept, block, notify, re-route, and logging). 

74. Furthermore, the ruleset 147 distributed by cyber security risk 

management firm 305 to perimeter UTMS firewalls 146a and 146b comprises a 

dynamic security policy. As explained above, “dynamic security policy” has been 

construed to mean “any rule, message, instruction, file, data structure, or the like 

that specifies criteria corresponding to one or more packets and identifies a packet 

transformation function to be performed on packets corresponding to the specified 

criteria.” First, ruleset 147 may be distributed via a data file. Ex. 1005 ¶ 90 (“Each 

ruleset may be a data file that includes known signature, policy, or other rules 

describing characteristics of network-based threats”). Second, as explained above, 

and as further explained below with respect to element [1.2], ruleset 147 specifies 

criteria corresponding to one or more packets (the “define[d] conditions” that 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 47 of 98 

  

identify packets, such as the “PROTOCOL,” “FROM,” “TO”, and “PORT” fields) 

and identifies a packet transformation function to be performed on packets 

corresponding to the specified criteria (actions including accept, block, notify, re-

route, and logging). Ex. 1005 ¶¶ 102-103, Fig. 13. 

75. To the extent a “dynamic security policy” requires the ability to 

change over time, Law expressly discloses that ruleset 147 is dynamic and may be 

updated whenever needed, including automatically. Ex. 1005 ¶ 83 (“Detection of 

certain network conditions may also trigger an automatic update of the rulesets 

147, 148, 151, 153 or an alarm to prompt a user to perform a manual update of the 

rulesets or another action to fully secure the system 100.”); id. ¶ 89 (describing 

updating rulesets 147, 148, 151, 153 to address “known vulnerabilities,” which 

“the firm 305 may provide an ongoing remediation update service to the system 

100 in the form of UTMS-device updates”). 

76. As explained above, “security policy management server” has been 

construed to mean “a server configured to communicate a dynamic security policy 

to a packet gateway.” As explained above, cyber security risk management firm 

305 is a server that communicates a dynamic security policy (ruleset 147) to a 

packet gateway (perimeter UTMS firewalls 146a and 146b). 

77. Lastly, a POSITA would have understood that perimeter UTMS 

firewalls 146a and 146b apply the received ruleset 147 to all network traversing the 
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boundary between network 150 (including LANs 150a and 150b) and Internet 155. 

As explained above with respect to element [1.0], the perimeter UTMS firewalls 

146a and 146b provide the entire interface across the boundary of the network 

protected by firewalls 146a and 146b (i.e., the boundary between the protected 

network 150 and the Internet 155). A POSITA would have understood that 

perimeter UTMS firewalls 146a and 146b would have applied ruleset 147 to all 

network traffic passing therethrough. For example, Law discloses that “[w]here the 

UTMS-configured device is a perimeter device,” such as perimeter UTMS 

firewalls 146a and 146b, “the rulesets 147 and 151 may include a global set of 

rules for access to any device within the subsystems 105a, 105b.” Ex. 1005 ¶ 51; 

id. ¶ 59 (“The UTMS-configured firewalls 146 … and associated rulesets 147, 148, 

151, 153, are configured to protect the process control system 100 from internal 

and external network threats such as viruses, worms, or any other attack”); id. ¶ 

102 (“The perimeter UTMS-configured devices 146 … may include any number of 

additional rule tables to monitor and/or protect a control system 100 from 

unwanted access and/or malicious attack”); id. ¶ 103 (“In operation, each row of 

the example table 1300 enforces a rule if a corresponding row selector is active, 

as shown by an example row selection column 1324”). 

78. In addition, Law’s disclosure of an alternative embodiment to 

“bypass” and “selectively turn off” the rules applied by UTMS firewalls 146a and 
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146b (id. ¶ 93) makes clear that in the standard, non-bypass embodiment, firewalls 

146a and 146b apply its rulesets to all network traffic, without exception; see also 

Ex. 1005 ¶ 94 (explaining that the bypass embodiment is used “to temporarily 

bypass firewalls 146 … to allow less secure access (i.e., technical support, 

maintenance, etc.) without having to modify the firewall rules 147”). Law’s 

disclosure of an alternative embodiment that permits bypassing firewalls 146 

without having to modify the firewall rules 147 informs a POSITA that in the 

standard, non-bypass embodiment, network traffic would not be able to bypass the 

firewall rules 147 applied by firewalls 146 without modifying the rules.  

79. Lastly, to the extent that Law does not explicitly disclose that 

perimeter UTMS firewalls 146a and 146b apply ruleset 147 to all network traffic 

passing therethrough, doing so would have been obvious to a POSITA in order to 

further Law’s objective of mitigating the risk of network attacks. See Ex. 1005 ¶¶ 

10-11 (describing that “[a]ny external connection into a process control system 

network presents a possible point of attack into the system,” and that “[n]etwork 

devices such as firewalls … mitigate the risk of network attacks” by “block[ing] 

network traffic that is not authorized to access one or more portions of the 

network”); see also id. ¶ 59 (“The UTMS-configured firewalls 146 … and 

associated rulesets 147 … are configured to protect the process control system 100 

from internal and external network threats such as viruses, worms, or any other 
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attack”); id. ¶ 15 (recognizing that “particularly high-risk” systems use “restrictive 

connection policies” that “demand[s] that all external network connections be 

completely secure”). 

80. According, Law discloses or renders obvious element [1.1]. 

(A) [1.2] “each packet filtering rule of the first set of packet 
filtering rules comprises at least one packet matching 
criterion and a corresponding packet transformation 
function, and”  

81. As explained above in [1.1], each packet filtering rule in ruleset 147 

applied by the perimeter UTMS firewalls 146a and 146b comprises at least one 

packet matching criterion and a corresponding packet transformation function. Ex. 

1005 ¶¶ 52, 91, 102-103; id., Fig. 13. 

82. In particular, each packet filtering rule in ruleset 147 applied by the 

perimeter UTMS firewalls 146a and 146b comprises at least one packet matching 

criterion. For example, Law explains that “[e]ach of the rulesets 147, 148, 151, 

153 may define conditions that, if detected, implement some combination of 

blocking suspected malicious communications or alerting an operator.” Ex. 1005 ¶ 

91. Those conditions are specified in Fig. 13, which includes condition fields 

including PROTOCOL 1302, FROM 1304, TO 1306, and PORT 1308: 
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Ex. 1005, Fig. 13; id. ¶ 102 (“The perimeter UTMS-configured devices 146 … 

may include any number of additional rule tables to monitor and/or protect a 

control system 100 from unwanted access and/or malicious attack.”); id. (“As 

illustrated in FIG. 13 … protocol rule table 1300 … includes a protocol type 

column 1302, a from-address column 1304, a threshold parameter column 1305, a 

to-address column 1306, a port number column 1308, an action column 1310, a 

description column 1312, and a log column 1314.”).  
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83. As Law explains, the protocol type column 1302, from-address 

column 1304, to-address column 1306, and port number column 1308 are 

conditions that determine whether the action 1310 is performed on a packet. Ex. 

1005 ¶¶ 102-103. These generally correspond to the same rule conditions in the 

exemplary rule table provided by the ’266 patent. See Ex. 1001, Fig. 3 (identifying 

protocol, source address, destination address, and source and destination ports). In 

addition, given that Law explains that “each row of the example table 1300 

enforces a rule if a corresponding row selector is active” (Ex. 1005 ¶ 103), a 

POSITA would have understood that each row of a ruleset table corresponds to a 

single packet matching criterion for a single packet filtering rule within ruleset 

147. Law further provides a concrete example of such a packet matching criterion 

for a single packet filtering rule. Ex. 1005 ¶ 103 (“A first example row 1326 … 

results in the enforcement of a rule that monitors UDP protocol packets from a 

device associated with address 10.4.0.0 to a device associated with address 

232.108.116.118, which includes port number 18515.”). 

84. Each packet filtering rule in ruleset 147 applied by the perimeter 

UTMS firewalls 146a and 146b also comprises a corresponding packet 

transformation function. As explained above, “packet transformation function” has 

been construed to mean “[one or more] operations performed on a packet.” Law 

explains that one such operation performed on a packet includes blocking, or 
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dropping, the packet. Ex. 1005 ¶ 52 (“UTMS-configured firewall 146a, 146b … 

may use one or more rulesets to inspect and drop malicious packets from the 

network before the malicious packets can reach their intended destination”). Law 

discloses other operations that each rule may perform on a packet in the action 

column 1310 of the exemplary protocol rule table 1300 of Fig. 13. Id., Fig. 13. For 

example, in addition to blocking, Law discloses that other operations that may be 

performed on a packet include actions of “accept,” “notify,” and “re-route.” Id. ¶ 

103 (“While the example first rule 1326 identifies an action of ‘accept,’ other 

actions may include, but are not limited to, block, notify, and/or re-route.”). A 

POSITA would have understood that an “accept” action refers to forwarding a 

packet to its intended destination. Id. In addition, a POSITA would have 

understood that a “re-route” action refers to forwarding a packet to a different 

location than the destination location specified by the packet header. Id. 

85. Accordingly, Law discloses or renders obvious element [1.2]. 

(B) [1.3] “one or more first packet filtering rules of the first 
set of packet filtering rules comprise packet matching 
criteria corresponding to one or more network 
addresses and were automatically created or altered by 
the security policy management server based on 
aggregated malicious traffic information received from 
at least one third party malicious host tracker service 
located in the one or more networks other than the 
network protected by the packet security gateway, that 
comprises network addresses that have been 
determined, by the at least one third party malicious 
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host tracker service, to be associated with malicious 
network traffic;”  

86. As explained above in [1.2], Law discloses that one or more first 

packet filtering rules of the first set of packet filtering rules comprise packet 

matching criteria. In particular, each packet filtering rule in ruleset 147 applied by 

the perimeter UTMS firewalls 146a and 146b comprises packet matching criteria, 

including the protocol type column 1302, from-address column 1304, to-address 

column 1306, and port number column 1308. Ex. 1005 ¶¶ 102-103. 

87. Law further discloses that the one or more first packet filtering rules 

of the first set of packet filtering rules comprise packet matching criteria 

corresponding to one or more network addresses. For example, the packet 

matching criteria includes from-address column 1304 and to-address column 1306, 

which “correspond to one or more addresses associated with a given protocol 

type,” such as “IP addresses” that are “typically employ[ed]” by the “TCP, UDP, 

and ICMP protocols.” Ex. 1005 ¶ 102. A POSITA would have understood that an 

IP address is a network address. In addition, Law explains that setting any packet-

filtering criteria to “N/A” will not impose any constraints by the criteria set to 

“N/A.” Ex. 1005 ¶ 104. Accordingly, for a rule to comprise packet matching 

criteria based only on one or more network addresses, a POSITA would have 

understood to include one or more IP addresses in the from-address column 1304 
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and/or to-address column 1306 while setting the other packet matching criteria to 

“N/A.” Ex. 1005 ¶ 104 (“In the illustrated example of FIG. 13, the first row 1326 

permits communications between the from-address and the to-address with no 

limitation imposed by the threshold column 1305”). 

88. Law further discloses rules that were automatically created by the 

security policy management server, which, as explained above in [1.1], 

corresponds to cyber security risk management firm 305. For example, Law 

discloses that “third party, cyber security risk management firm 305 … may collect 

threat data 310 from a plurality of various sources 315 to construct the various 

rulesets 147, 148, 151, 153, validate the rulesets, verify, and distribute the rulesets 

to the UTMS-configured firewalls 146a, 146b,” and that such “[r]uleset collecting, 

constructing, validating, and distributing may be performed using any type of 

information technology methods suitable for performing such actions using 

electronic data,” including “collecting the threat data 310 from the World Wide 

Web using various data collection techniques (e.g., robots, crawling, data feeds, 

collaborative forums, etc.), constructing data files to convey the rulesets to their 

destination devices in a device-compatible manner, executing a computer-

implemented algorithm to determine if the rulesets effectively secure the process 

control systems in a desirable manner (e.g., simulation or other testing method), 

and distributing the rulesets to the UTMS-configured entities via a secure Internet 
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interface or other suitable method.” Ex. 1005 ¶ 88. A POSITA would have 

understood that ruleset constructing using “any type of information technology 

methods suitable for” ruleset constructing would have included methods of 

automatically constructing rules. 

89. To the extent Law does not expressly disclose that at least a portion of 

the rules constructed by cyber security risk management firm 305 were constructed 

automatically, it would have been obvious to a POSITA for at least a portion of the 

constructed rules to have been constructed automatically. For example, in addition 

to disclosing that cyber security risk management firm 305 may use “any type of 

information technology methods” for “[r]uleset collecting” and “constructing” (Ex. 

1005 ¶ 88), Law expressly recognizes prior art techniques for “creat[ing] firewall 

rules” by “automatically locating devices and generating rules by passively 

analyzing traffic on the network.” Ex. 1005 ¶ 21. It would have been obvious to a 

POSITA to incorporate such known techniques for automatically generating rules 

for at least some of the rules in ruleset 147 created by cyber security risk 

management firm 305.  

90. Law further discloses rules that were automatically altered by cyber 

security risk management firm 305. For example, Law expressly discloses 

automatically updating (i.e., altering) rulesets in response to detected conditions. 

Ex. 1005 ¶ 83 (“Detection of certain network conditions may also trigger an 
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automatic update of the rulesets 147, 148, 151, 153 or an alarm to prompt a user 

to perform a manual update of the rulesets or another action to fully secure the 

system 100.”); see also id. ¶ 88 (“the various rulesets (e.g., rulesets 147, 148, 151, 

153) associated with the UTMS configured network devices 146, 134, 149, 152 

require updates to remain effective against network threats”); id. ¶ 89 (disclosing 

that cyber security risk management firm 305 “translate[s]” “known 

vulnerabilities” into “rules for the various rulesets 147, 148, 151, 153,” which “the 

firm 305 may provide” as part of “an ongoing remediation update service” to the 

system 100 in the form of UTMS-device updates).  

91. Accordingly, because Law discloses or renders obvious both 

automatically creating rules and automatically altering / updating rules by cyber 

security risk management firm 305, Law discloses or renders obvious that the 

ruleset distributed to firewalls 146 would have been “automatically created or 

altered” by the firm 305.  

92. In addition, Law discloses or renders obvious that the security policy 

management server (cyber security risk management firm 305) generates rulesets 

based on aggregated malicious traffic information received from at least one third 

party malicious host tracker service (“plurality of various sources 315”) located in 

the one or more networks other than the network protected by the packet security 

gateway (Internet 155), that comprises network addresses that have been 
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determined, by the at least one third party malicious host tracker service, to be 

associated with malicious network traffic. Ex. 1005 ¶¶ 88, 91-92, 102-103; id., Fig. 

13.  

93. In particular, Law discloses that cyber security risk management firm 

305 generates its rulesets, including ruleset 147, by aggregating threat data and 

other malicious traffic information received from a plurality of various sources 

315, which include third-party sources. Ex. 1005 ¶ 88 (“With reference to FIG. 3, a 

third party, cyber security risk management firm 305 such as Wurldtech 

Security, Inc. of Vancouver, BC Canada, or other entity, may collect threat data 

310 from a plurality of various sources 315 to construct the various rulesets 

147, 148, 151, 153, validate the rulesets, verify, and distribute the rulesets to the 

UTMS-configured firewalls 146a, 146b”). Fig. 3 illustrates the connection between 

cyber security risk management firm 305 and the connections to sources 315 that 

provide the threat data 310: 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 59 of 98 

  

 

Ex. 1005, Fig. 3. As shown in Fig. 3, both the cyber security risk management firm 

305 and sources 315 that provide threat data 310 are separated from the protected 
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network 150 by the Internet 155, and thus are located in a network other than the 

network protected by firewalls 146. 

94. The various sources 315 that provide threat data 310 correspond to 

third party malicious host tracker services. For example, Law discloses: 

The sources 315 may create the threat data 310 by monitoring, 

defining, and analyzing potential and known threats to the security of 

the process control network(s) 150. For example, data from the 

Vulnerability Research Service (VRS) of Assurent Secure 

Technologies, the Computer Emergency Response Team (CERT) of 

Carnegie Mellon University, Secunia, end user research and 

monitoring, and data from Achilles.TM. certified product users (to 

name but a few of the sources for firewall ruleset data) may be 

aggregated. 

Ex. 1005 ¶ 92. A POSITA would have understood each of the exemplary identified 

sources 315 of threat data 310 to be third parties. For example, a POSITA would 

have recognized that Assurent Secure Technologies and Secunia were 

cybersecurity firms, and that Carnegie Mellon University is a university. Id. 

Moreover, a POSITA would have known that Assurent’s “Vulnerability Research 

Service (VRS)” is a service that provides rapid updates to rulesets to help its 

subscribers (security product vendors) help their customers stay protected against 
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emerging and changing network security threats. Id.; Ex. 1007,4 at 5 (“Assurent’s 

Vulnerability Research Services provide a range of services focused on security 

vulnerability research,” including “provid[ing] the industry’s best respons [sic] 

time for early warning of emerging threats” and providing “vulnerability data 

[that] enables security product vendors to deliver product updates (signatures, 

filters, scripts) without the need for additional research,” and which are provided 

as part of a “Vulnerability Research Subscription feed[] for security product 

vendors, for managed service providers, and for enterprise security teams,” 

including “provid[ing] near real-time coverage for the most severe security 

                                                 
4 Ex. 1007 is a declaration from Nathaniel E. Frank-White of the Internet Archive  
attaching a Feb. 2, 2007 capture of Assurent’s website that describes its 
Vulnerability Research Service (VRS) (“Assurent VRS”). Ex. 1007 is evidence of 
how a POSITA would have understood Law’s disclosure that Assurent’s VRS 
service should be used as a source 315 and therefore is properly considered with 
respect to ground 1. To the extent that consideration of Ex. 1007 would require 
combining Law with Assurent VRS as a separate obvious ground, it would have 
been obvious to a POSITA to combine Law with Assurent VRS in view of Law’s 
explicit directive to use Assurent’s Vulnerability Research Service (VRS) as a 
source 315. Ex. 1005 ¶ 92. In addition, based on the horizontal layout of the 
headers “HOME,” “COMPANY,” “SOLUTIONS,” “SERVICES,” 
“RESEARCH,” and “PRODUCTS,” and the left-side layout of categories of 
“Products” including “Web Application Firewall,” “Secure Software Development 
Model,” “Vulnerability Data,” and “Spyware Data,” with an arrow indicating that 
the “Vulnerability Data” product category had been selected, a POSITA would 
have understood that the website capture shown in Ex. 1007 would have been 
easily accessible to a POSITA by navigating to www.assurent.com in a web 
browser, selecting the “PRODUCT” heading to bring up the product categories 
sidebar, and then selecting the “Vulnerability Data” product category. Ex. 1007, 5. 
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vulnerabilities in products and networking devices”). It would have been obvious 

to a POSITA that the threat data 310 provided by Assurent’s VRS service, which 

provides “[s]ubscription feeds for security product vendors … which provide near 

real-time coverage for the most severe security vulnerabilities in … networking 

devices,” would have included one or more network addresses, such as IP 

addresses, associated with malicious network traffic. Ex. 1007, 5. 

95. In addition, as further explained below, it would have been obvious to 

a POSITA that the “threat data 310” created by “monitoring, defining, and 

analyzing potential and known threats to the security of the process control 

network(s) 150” would have included threats such as network addresses (e.g., IP 

addresses) that the sources 315, such as Assurent’s VRS service, Secunia, and 

Carnegie Mellon, determined to be associated with malicious traffic. Id. 

Accordingly, any of the sources 315, including the identified threat-provider 

services from Assurent, Secunia, and Carnegie Mellon, correspond to a third party 

malicious host tracker service. Id. 

96. As explained above, Law discloses that cyber security risk 

management firm 305 generates its rulesets, including ruleset 147, by aggregating 

threat data and other malicious traffic information received from the sources 315. 

Ex. 1005 ¶ 88 (“cyber security risk management firm 305 … may collect threat 

data 310 from a plurality of various sources 315 to construct the various rulesets 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 63 of 98 

  

147, 148, 151, 153”); id. ¶ 92 (explaining that the “threat data 310” from the 

sources 315 “may be aggregated”). In addition, a POSITA would have understood 

that threat data 310, which includes information on potential and known threats, 

would have included malicious traffic information. Id.; see also id. ¶ 52 (the 

“rulesets,” which Law explains are created using the threat data 310, includes rules 

that “inspect and drop malicious packets from the network before the malicious 

packets can reach their intended destination”); id. ¶ 91 (“Each of the rulesets 147, 

148, 151, 153 may define conditions that, if detected, … block[] suspected 

malicious communications”). Accordingly, Law discloses that cyber security risk 

management firm 305 creates or alters its rulesets based on aggregated malicious 

traffic information.  

97. To the extent that the claim language is interpreted to require that the 

malicious traffic information must be aggregated by one of the third party 

malicious host tracker services, Law discloses that subject matter or renders it 

obvious. In particular, a POSITA would have understood that Law’s disclosure that 

sources 315 create the “threat data 310” by “monitoring, defining, and analyzing 

potential and known threats” refers to the sources 315 aggregating the analyzed 

information on the potential and known threats. Ex. 1005 ¶ 92. In addition, in view 

of Law’s disclosure that the threat data from sources 315 “may be aggregated,” it 

would have been obvious to a POSITA that such aggregation also may have been 
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performed by the sources 315. Id. Moreover, a POSITA would have understood 

that Assurent’s “Vulnerability Research Service (VRS),” which Law identifies as a 

source of threat data 310, was a service that aggregates information associated with 

malicious network traffic. Id. 

98. Lastly, a POSITA would have understood that the “threat data 310” 

created by “monitoring, defining, and analyzing potential and known threats to 

the security of the process control network(s) 150” would have included network 

addresses (e.g., IP addresses) that the sources 315 such as Assurent, Secunia, and 

Carnegie Mellon determined to be associated with malicious traffic, as a POSITA 

would have understood malicious IP addresses to be a primary potential and 

known threat to the security of any network. Ex. 1005 ¶ 92. To the extent not 

explicitly disclosed by Law, it would have been obvious to a POSITA in view of 

Law’s disclosure to include IP addresses determined to be associated with 

malicious traffic among the potential and known network security threats provided 

by sources 315, for several reasons. First, Law discloses that the created rulesets 

are intended to block malicious traffic, including based on IP address. Ex. 1005 ¶ 

52 (the “rulesets,” which Law explains are created using the threat data 310, 

includes rules that “inspect and drop malicious packets from the network before 

the malicious packets can reach their intended destination”); id. ¶ 91 (“Each of the 

rulesets 147, 148, 151, 153 may define conditions that, if detected, … block[] 
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suspected malicious communications”); id. ¶ 11 (explaining generally that 

“rulesets define various restrictions on network communication based on IP 

addresses”). Given Law’s intention to block malicious traffic, and recognition of 

the need for rules to restrict network communication based on IP addresses, it 

would have been obvious to a POSITA that threat data 310 should include IP 

addresses determined to be associated with malicious traffic. Second, as explained 

above in [1.2], Law discloses that the created rulesets include “from-address 

column 1304” for specifying “one or more … IP addresses,” which, if satisfied, 

cause an action 1310 to be performed on a packet, including blocking the packet, 

and that the created rulesets are intended to “monitor and/or protect … from 

unwanted access and/or malicious attack.” Ex. 1005 ¶¶ 102-103; id., Fig. 13. 

Accordingly, it would have been obvious to a POSITA that the ruleset 147 created 

by cyber security risk management firm 305 using aggregated threat data 310 from 

sources 315 would have included rules that utilize the functionality provided by 

Law’s rule tables to block packets based on IP addresses in order to protect the 

network 150 from malicious communications. 

99. Accordingly, Law discloses or renders obvious element [1.3]. 

(C) [1.4] “performing, on a packet by packet basis, packet 
filtering on a first portion of packets corresponding to 
network traffic traversing the boundary via the packet 
security gateway based on the first set of packet filtering 
rules by performing at least one packet transformation 
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function specified by at least one packet filtering rule of 
the first set of packet filtering rules on the first portion 
of packets;”  

100. As explained above in [1.0]-[1.2], Law discloses that perimeter 

UTMS firewalls 146a and 146b perform, on a packet by packet basis, packet 

filtering on a first portion of packets corresponding to network traffic traversing 

the boundary via UTMS firewalls 146a and 146b based on a first set of packet 

filtering rules (ruleset 147) by performing at least one packet transformation 

specified by at least one of the packet filtering rules in ruleset 147 (action column 

1310, including actions such as block, accept, re-route, and notify) on the first 

portion of packets. See, e.g., Ex. 1005 ¶¶ 52, 59, 91, 102-103; id. Figs. 1A, 3, 13. 

101. For example, Law discloses that perimeter UTMS firewalls 146a and 

146b enforce rulesets, such as ruleset 147, to perform the packet transformation 

function (e.g., blocking packets) when the packet-matching criteria is satisfied. Ex. 

1005 ¶ 52 (“UTMS-configured firewall 146a, 146b … use one or more rulesets to 

inspect and drop malicious packets from the network before the malicious packets 

can reach their intended destination”); Ex. 1005 ¶ 91 (“Each of the rulesets 147, 

148, 151, 153 may define conditions that, if detected, implement some 

combination of blocking suspected malicious communications or alerting an 

operator”); Ex. 1005 ¶ 103 (“[E]ach row of the example table 1300 enforces a rule 

if a corresponding row selector is active, as shown by an example row selection 
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column 1324”); id. (“While the example first rule 1326 identifies an action of 

‘accept,’ other actions may include, but are not limited to, block, notify, and/or re-

route.”). 

102. As explained above in [1.2], a POSITA would have understood that 

perimeter UTMS firewalls 146a and 146b apply ruleset 147 to all network 

traversing the boundary between network 150 (including LANs 150a and 150b) 

and Internet 155 via firewalls 146a and/or 146b, and hence necessarily would have 

applied ruleset 147 on a packet-by-packet basis. Ex. 1005, Figs. 1A, 3; id. ¶¶ 51, 

59, 102-103. 

103. Accordingly, Law discloses or renders obvious element [1.4]. 

(D) [1.5] “receiving, by the packet security gateway and 
after performing packet filtering on the first portion of 
the packets, an updated second set of packet filtering 
rules for the dynamic security policy from the security 
policy management server, wherein the updated second 
set of packet filtering rules comprises an update to the 
one or more first packet filtering rules created or 
altered by the security policy management server based 
on updated malicious traffic information received from 
the at least one third party malicious host tracker 
service; and”  

104. As explained above at [1.1], Law discloses that perimeter UTMS 

firewalls 146a and 146b receive from cyber security risk management firm 305 a 

dynamic security policy comprising a first set of packet filtering rules, ruleset 147. 

See Ex. 1005 ¶¶ 22, 51-52, 59, 66, 88, 91-92, 102-103; id., Figs. 1A, 3, 13. In 
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addition, as explained above at [1.3], the ruleset 147 includes one or more rules 

created or altered by cyber security risk management firm 305 based on aggregated 

malicious traffic information (threat data 310) received from at least one third 

party malicious host tracker service (sources 315, including threat-provider 

services from Assurent, Secunia, and Carnegie Mellon). See Ex. 1005 ¶¶ 52, 83, 

88-89, 91-92, Figs. 1A, 3, 13. 

105. Law discloses or renders obvious that perimeter UTMS firewalls 146a 

and 146b receive a second, updated ruleset from cyber security risk management 

firm 305 that comprises an update to the one or more packet filtering rules in first 

ruleset 147 created or altered by the cyber security risk management firm 305 

based on updated malicious traffic information received from at least one of the 

sources 315, including threat-provider services from Assurent, Secunia, and 

Carnegie Mellon.  

106. For example, Law discloses that the UTMS firewalls continue to 

communicate with “a perpetual service” (cyber security risk management firm 

305) in order to receive “updates” to the “rulesets” in order “to meet the latest 

security threats, threat patterns, and control system vulnerabilities found to exist 

within the network.” Id.; Ex. 1005 ¶ 22; id., Abstract. Similarly, Law describes Fig. 

3, which illustrates firewalls 146a and 146b in communication with cyber security 

risk management firm 305 over Internet 155, as disclosing a “block diagram of a 
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method to update rulesets of the UTMS.” Id. ¶ 30. Law discloses updating ruleset 

147 both “automatically” as well as by alerting an operator to perform a “manual 

update.” Id. ¶ 83 (“Detection of certain network conditions may also trigger an 

automatic update of the rulesets 147, 148, 151, 153 or an alarm to prompt a user 

to perform a manual update of the rulesets or another action to fully secure the 

system 100.”). Likewise, Law discloses that the “update[s]” to ruleset 147 

provided by cyber security risk management firm 305 to UTMS-configured 

firewalls 146a and 146b may be provided “on a periodic or non-periodic basis via 

any desired communication link to … cyber security risk management firm 305.” 

Id. ¶ 66. Furthermore, in connection with cyber security risk management firm 

305’s construction of rulesets 147, validation of the rulesets, and verification and 

distribution of the rulesets, Law discloses that “the various rulesets (e.g., rulesets 

147, 148, 151, 153) associated with the UTMS configured network devices 146, 

134, 149, 152 require updates to remain effective against network threats.” Id. 

¶ 88; see also id. ¶ 89 (“Each of these known vulnerabilities may then be 

translated” by cyber security risk management firm 305 “into mitigations or rules 

for the various rulesets 147, 148, 151, 153, and the firm 305 may provide an 

ongoing remediation update service to the system 100 in the form of UTMS-

device updates.”). 

107. Accordingly, Law discloses or renders obvious element [1.5]. 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 70 of 98 

  

(E) [1.6] “performing, on a packet by packet basis, packet 
filtering on a second portion of the packets 
corresponding to network traffic traversing the 
boundary via the packet security gateway based on the 
updated second set of packet filtering rules by 
performing at least one packet transformation function 
specified by at least one packet filtering rule of the 
second set of packet filtering rules on the second 
portion of packets.”  

108. As explained above in [1.5], Law discloses receiving an updated 

second set of packet filtering rules. Ex. 1005 ¶¶ 66, 83, and 88-89.  

109. For the same reasons as explained above in [1.4], Law discloses or 

renders obvious that firewalls 146a and 146b would continue to perform packet 

filtering on a second portion of the packets corresponding to network traffic 

traversing the boundary via firewalls 146a/146b based on the updated second set of 

packet filtering rules (updated ruleset 147) by continuing to perform at least one 

packet transformation specified by at least one of the packet filtering rules in 

updated ruleset 147 (action column 1310, including actions such as block, accept, 

re-route, and notify) on the second portion of packets. See, e.g., Ex. 1005 ¶¶ 52, 59, 

66, 83, 88-89, 91, 102-103; id. Figs. 1A, 3, 13. 

110. In particular, Law discloses that “the various rulesets (e.g., rulesets 

147, 148, 151, 153) associated with the UTMS configured network devices 146, 

134, 149, 152 require updates to remain effective against network threats.” Ex. 

1005 ¶ 88. Because the updates to rulesets 147 are required to remain effective 
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against network threats, a POSITA would have understood that Law would have 

continued to enforce and perform packet filtering using the updated rulesets 147 in 

the same way that Law would have enforced and performed packet filtering using 

rulesets 147 prior to any updated, as described above in [1.4], as doing so would 

have been necessary to protect the network against threats. For example, a 

POSITA would have understood that firewalls 146a and 146b would have enforced 

an updated rule set in the same way that they enforce any ruleset. Id.; Ex. 1005 ¶ 

103 (“each row of the example table 1300 enforces a rule if a corresponding row 

selector is active”); id. ¶ 52 (“UTMS-configured firewall 146a, 146b … may use 

one or more rulesets to inspect and drop malicious packets from the network before 

the malicious packets can reach their intended destination”) 

111. Accordingly, Law discloses or renders obvious element [1.6]. 

2. Claim 8 

(A) [8.0] “A packet security gateway, of a plurality of packet 
security gateways that collectively provide an entire 
interface across a boundary of a network protected by 
the packet security gateway and one or more networks 
other than the network protected by the packet security 
gateway, comprising:” 

112. See analysis at [1.0]. 

(B) [8.1] “one or more processors; and” 

113. As explained above in [1.0], perimeter UTMS firewalls 146a and 

146b correspond to “packet security gateways.” Law discloses that UTMS 
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firewalls 146a and 146b may comprise one or more processors. Ex. 1005 ¶ 117 

(“[T]he UTMS devices and routines described herein are preferably implemented 

in software … Thus, the methods described herein may be implemented in a 

standard multi purpose CPU”). 

(C) [8.2] “memory storing instructions that, when executed 
by the one or more processors, cause the packet security 
gateway to:” 

114. Law discloses that “[w]hen implemented in software, the software” 

that is “implemented in a standard multi purpose CPU” on perimeter UTMS 

firewalls 146a and 146b “may be stored in any computer readable memory.” Ex. 

1005 ¶ 117. A POSITA would have understood that the software that implements 

the functionality of perimeter UTMS firewalls 146a and 146b described by Law 

necessarily would have included instructions that, when executed by the “standard 

multi purpose CPU,” causes the perimeter UTMS firewalls 146a and 146b to 

perform the functionality described by Law. Id. 

(D) [8.3] “receive, from a security policy management 
server external from the network protected by the 
packet security gateway, a dynamic security policy 
comprising a first set of packet filtering rules to be 
applied to all network traffic traversing the boundary, 
wherein:” 

115. See analysis at [1.1]. 

(E) [8.4] “each packet filtering rule of the first set of packet 
filtering rules comprises at least one packet matching 
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criterion and a corresponding packet transformation 
function, and” 

116. See analysis at [1.2]. 

(F) [8.5] “one or more first packet filtering rules of the 
first set of packet filtering rules comprise packet 
matching criteria corresponding to one or more 
network addresses and were automatically created or 
altered by the security policy management server 
based on aggregated malicious traffic information, 
received from at least one third party malicious host 
tracker service located in the one or more networks 
other than the network protected by the packet 
security gateway, that comprises network addresses 
that have been determined, by the at least one third 
party malicious host tracker service, to be associated 
with malicious network traffic;” 

117. See analysis at [1.3]. 

(G) [8.6] “perform, on a packet by packet basis, packet 
filtering on a first portion of packets corresponding to 
network traffic traversing the boundary via the packet 
security gateway based on the first set of packet filtering 
rules by performing at least one packet transformation 
function specified by at least one packet filtering rule of 
the first set of packet filtering rules on the first portion 
of packets;” 

118. See analysis at [1.4]. 

(H) [8.7] “receive, after performing packet filtering on the 
first portion of the packets, an updated second set of 
packet filtering rules for the dynamic security policy 
from the security policy management server, wherein 
the updated second set of packet filtering rules 
comprises an update to the one or more first packet 
filtering rules created or altered by the security policy 
management server based on updated malicious traffic 
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information received from the at least one third party 
malicious host tracker service; and” 

119. See analysis at [1.5]. 

(I) [8.8] “perform, on a packet by packet basis, packet 
filtering on a second portion of the packets 
corresponding to network traffic traversing the 
boundary via the packet security gateway based on the 
updated second set of packet filtering rules by 
performing at least one packet transformation function 
specified by at least one packet filtering rule of the 
second set of packet filtering rules on the second 
portion of packets.” 

120. See analysis at [1.6]. 

3. Claim 15 

(A) [15.0] “One or more non-transitory computer readable 
media storing instructions that, when executed by at 
least one processor, cause a packet security gateway, of 
a plurality of packet security gateways that collectively 
provide an entire interface across a boundary of a 
network protected by the packet security gateway and 
one or more networks other than the network protected 
by the packet security gateway, to perform steps 
comprising:” 

121. See analysis at [1.0].  

122. In addition, Law discloses that “[w]hen implemented in software, the 

software” that is “implemented in a standard multi purpose CPU” on perimeter 

UTMS firewalls 146a and 146b “may be stored in any computer readable 

memory.” Ex. 1005 ¶ 117. A POSITA would have understood that the software 

that implements the functionality of perimeter UTMS firewalls 146a and 146b 
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described by Law necessarily would have included instructions stored with the 

software in the computer readable memory. Id. In addition, a POSITA would have 

understood that those instructions, when executed by the “standard multi purpose 

CPU,” would have caused the perimeter UTMS firewalls 146a and 146b to 

perform the functionality described by Law. Id. 

(B) [15.1] “receiving, from a security policy management 
server external from the network protected by the 
packet security gateway, a dynamic security policy 
comprising a first set of packet filtering rules to be 
applied to all network traffic traversing the boundary, 
wherein:” 

123. See analysis at [1.1]. 

(C) [15.2] “each packet filtering rule of the first set of 
packet filtering rules comprises at least one packet 
matching criterion and a corresponding packet 
transformation function, and”  

124. See analysis at [1.2]. 

(D) [15.3] “one or more first packet filtering rules of the 
first set of packet filtering rules comprise packet 
matching criteria corresponding to one or more 
network addresses and were automatically created or 
altered by the security policy management server based 
on aggregated malicious traffic information received 
from at least one third party malicious host tracker 
service located in the one or more networks other than 
the network protected by the packet security gateway, 
that comprises network addresses that have been 
determined, by the at least one third party malicious 
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host tracker service, to be associated with malicious 
network traffic;” 

125. See analysis at [1.3]. 

(E) [15.4] “performing, on a packet by packet basis, packet 
filtering on a first portion of packets corresponding to 
network traffic traversing the boundary via the packet 
security gateway based on the first set of packet filtering 
rules by performing at least one packet transformation 
function specified by at least one packet filtering rule of 
the first set of packet filtering rules on the first portion 
of packets” 

126. See analysis at [1.4]. 

(F) [15.5] “receiving, after performing packet filtering on 
the first portion of the packets, an updated second set of 
packet filtering rules for the dynamic security policy 
from the security policy management server, wherein 
the updated second set of packet filtering rules 
comprises an update to the one or more first packet 
filtering rules created or altered by the security policy 
management server based on updated malicious traffic 
information received from the at least one third party 
malicious host tracker service; and” 

127. See analysis at [1.5]. 

(G) [15.6] “performing, on a packet by packet basis, packet 
filtering on a second portion of the packets 
corresponding to network traffic traversing the 
boundary via the packet security gateway based on the 
updated second set of packet filtering rules by 
performing at least one packet transformation function 
specified by at least one packet filtering rule of the 
second set of packet filtering rules on the second 
portion of packets.” 

128. See analysis at [1.6]. 
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4. Claim 21 

(A) [21.0] “A method of filtering packets at a packet 
security gateway configured for protection of a network 
and associated with a security policy management 
server external from the network, the method 
comprising:” 

129. For the reasons described above at [1.0] and [1.1], Law discloses or 

renders obvious the preamble of claim 21, which recites a subset of the subject 

matter recited by elements [1.0] and [1.1]. For example, Law discloses a method of 

filtering packets at a packet security gateway (perimeter UTMS firewall 146a or 

146b) configured for protection of a network associated with a security policy 

management server external from the network (cyber security risk management 

firm 305). Ex. 1005 ¶¶ 10-11, 22, 51, 55, 88, 91-92; id., Figs. 1A, 3. 

(B) [21.1] “receiving, by the packet security gateway, a 
dynamic security policy comprising a first set of packet 
filtering rules from the security policy management 
server,  

130. See analysis at [1.1]. 

(C) [21.2] “wherein each packet filtering rule of the first set 
of packet filtering rules comprises at least one packet 
matching criterion and a corresponding packet 
transformation function, and” 

131. See analysis at [1.2]. 

(D) [21.3] “wherein one or more first packet filtering rules 
of the first set of packet filtering rules comprise packet 
matching criteria corresponding to one or more 
network addresses and were automatically created or 
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altered by the security policy management server based 
on aggregated malicious traffic information received 
from at least one third party malicious host tracker 
service located in the one or more networks other than 
the network protected by the packet security gateway, 
that comprises network addresses that have been 
determined, by the at least one third party malicious 
host tracker service, to be associated with malicious 
network traffic;” 

132. See analysis at [1.3]. 

(E) [21.4] “performing, on a packet by packet basis, packet 
filtering on a first portion of packets associated with the 
network protected by the packet security gateway based 
on the first set of packet filtering rules by performing at 
least one of multiple packet transformation functions 
specified by at least one packet filtering rule of the first 
set of packet filtering rules on the first portion of 
packets;”  

133. See analysis at [1.4]. 

(F) [21.5] “receiving, by the packet security gateway and 
after performing packet filtering on the first portion of 
the packets, an updated second set of packet filtering 
rules for the dynamic security policy from the security 
policy management server, wherein the updated second 
set of packet filtering rules comprises an update to the 
one or more first packet filtering rules created or 
altered by the security policy management server based 
on updated malicious traffic information received from 
the at least one third party malicious host tracker 
service; and”  

134. See analysis at [1.5]. 

(G) [21.6] “performing, on a packet by packet basis, packet 
filtering on a second portion of the packets associated 
with the network protected by the packet security 
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gateway based on the updated second set of packet 
filtering rules.”  

135. See analysis at [1.6]. 

C. Dependent Claims 

1. Claims 2, 9, 16, 22 

136. Dependent claims 2, 9, 16, and 23, which depend from claims 1, 8, 15, 

and 21, respectively, further recite: “wherein the at least one packet matching 

criterion corresponding to the one or more first packet filtering rules automatically 

created or altered by the security policy management server comprises at least one 

of the one or more network addresses.” Ex. 1001, cls. 2, 9, 16, and 23. 

137. As explained above in [1.2], Law discloses or renders obvious that 

each packet filtering rule in ruleset 147 includes packet matching criteria that 

includes a from-address column 1304 and to-address column 1306, each of which 

may identify one or more network addresses, such as IP addresses. Ex. 1005 ¶¶ 

102-103; id., Fig. 13. 

138. In addition, for the same reasons as explained above in [1.3], Law 

discloses or renders obvious that one or more packet filtering rules in ruleset 147 

that was automatically created or altered by cyber security risk management firm 

305 would have comprised packet matching criteria corresponding to the one or 

more network addresses, including network addresses determined by at least one of 
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the sources 315 (such as Assurent, Secunia, and/or Carnegie Mellon) to be 

associated with malicious traffic. Ex. 1005 ¶¶ 88, 91-92, 102-104; id., Figs. 3, 13. 

139. For example, in order to block communications with one or more IP 

addresses determined to be associated with malicious network traffic, a POSITA 

would have known to include those IP addresses in the from-address column 1304 

and/or to-address column 1306 of any rule, with the action column 1310 set to 

“block.” See Ex. 1005 ¶ 52 (the “rulesets,” which Law explains are created using 

the threat data 310, includes rules that “inspect and drop malicious packets from 

the network before the malicious packets can reach their intended destination”); id. 

¶ 91 (“Each of the rulesets 147, 148, 151, 153 may define conditions that, if 

detected, … block[] suspected malicious communications”). 

2. Claims 3, 10, 17 and 23 

140. Dependent claims 3, 10, and 23, which depend from claims 1, 8, and 

21, respectively, further recite: “wherein the at least one third party malicious host 

tracker service comprises a subscription service that aggregates information 

associated with malicious network traffic.” Ex. 1001, cls. 3, 10, and 23. Similarly, 

dependent claim 17, which depends from claim 15, further recites “wherein the at 

least one third party malicious host tracker service comprises a subscription service 

that aggregates information associated with malicious network traffic, and wherein 
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the one or more network addresses were associated, by a subscription service, with 

malicious network traffic.” Id., cl. 17. 

141. Law discloses or renders obvious the subject matter of claims 3, 10, 

and 23 for the same reasons as presented in [1.3]. For example, as explained in 

[1.3], any of the sources 315, which provide threat data 310, and including 

Assurent, Secunia, and Carnegie Mellon, correspond to a third party malicious host 

tracker service. See, e.g., Ex. 1005 ¶¶ 88, 92. It would have been obvious to a 

POSITA that the services in providing threat data 310 offered by these third parties 

may have been offered as a subscription service. For example, as explained above 

at [1.5], Law discloses that the rulesets “require updates to remain effective against 

network threats,” and that the firm 305 may provide such updates as part of “an 

ongoing remediation update service.” Ex. 1005 ¶¶ 88-89. In addition, a POSITA 

would have recognized that Assurent Secure Technologies and Secunia were 

cybersecurity firms, and it would have been obvious to a POSITA that the threat 

data 310 provided by these cybersecurity firms would have been offered as a 

subscription service. Id. Furthermore, with respect to Assurent, Law provides an 

example of such a subscription service—“the Vulnerability Research Service 

(VRS) of Assurent Secure Technologies.” Ex. 1005 ¶ 92. A POSITA would have 

understood that the Vulnerability Research Service (VRS) provided by Assurent is 

a subscription service. Ex. 1007, 5 (“Assurent’s principal Vulnerability Research 
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offerings include: Vulnerability Research Subscription feeds for security 

product vendors, for managed service providers, and for enterprise security 

teams, which provide near real-time coverage for the most severe security 

vulnerabilities in software products and networking devices”). 

142. In addition, for the same reasons as explained in [1.3], it would have 

been obvious to a POSITA that any of the sources 315 that provide threat data 310 

would have generated that threat data 310 by aggregating information associated 

with malicious network traffic. In particular, a POSITA would have understood 

that Law’s disclosure that sources 315 create the “threat data 310” by “monitoring, 

defining, and analyzing potential and known threats” refers to the sources 315 

aggregating the analyzed information on the potential and known threats. Ex. 1005 

¶ 92. In addition, in view of Law’s disclosure that the threat data from sources 315 

“may be aggregated,” it would have been obvious to a POSITA that such 

aggregation may have been performed by the sources 315. Id. In addition, a 

POSITA would have understood that Assurent’s “Vulnerability Research Service 

(VRS)” was a service that aggregates information associated with malicious 

network traffic. Id.; Ex. 1007, 5 (“Assurent’s principal Vulnerability Research 

offerings include: Vulnerability Research Subscription feeds for security 

product vendors, for managed service providers, and for enterprise security 
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teams, which provide near real-time coverage for the most severe security 

vulnerabilities in software products and networking devices”). 

3. Claims 4, 11 and 24 

143. Dependent claims 4, 11, and 24, which depend from claims 1, 8, and 

21, respectively, further recite: “wherein the one or more network addresses were 

associated, by a subscription service, with malicious network traffic.” Ex. 1001, 

cls. 4, 11, and 24. 

144. For the same reasons as explained above in [1.3], Law discloses or 

renders obvious that sources 315 provide threat data 310 that would have included 

one or more network addresses, such as IP addresses, associated with malicious 

network traffic. As explained above with respect to claims 3, 10, 17, and 23, Law 

discloses or renders obvious that sources 315 may correspond to a subscription 

service.  

145. Accordingly, Law discloses or renders obvious the subject matter of 

claims 4, 11, and 24. Ex. 1005 ¶ 92. 

4. Claims 5, 12, 18 and 25 

146. Dependent claims 5, 12, 18, and 25, which depend from claims 1, 8, 

15, and 21, respectively, further recite: “wherein at least one packet transformation 

function comprises a network protective action.” Ex. 1001, cls. 5, 12, 18, and 25. 
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147. As explained above in [1.2] and [1.4], Law discloses a packet 

transformation function that includes a blocking action, which comprises a network 

protective action. See, e.g., Ex. 1005 ¶ 91 (“Each of the rulesets 147, 148, 151, 153 

may define conditions that, if detected, … block[] suspected malicious 

communications”); id. ¶ 102 (“The perimeter UTMS-configured devices 146 … 

may include any number of additional rule tables to monitor and/or protect a 

control system 100 from unwanted access and/or malicious attack.”). 

5. Claims 6, 13, 19, and 26 

(A) [6.1], [13.1], [19.1], and [26.1] 

148. Law discloses or renders obvious receiving packets at firewalls 146a 

and 146b using an interface that is not addressed at the network layer. For 

example, Law discloses that “[t]he network 150 and devices may also … support[] 

any communications protocol,” which a POSITA would have understood 

includes communication protocols using an interface that is not addressed at the 

network layer. Ex. 1005 ¶ 55. In addition, while Law discloses addressing schemes 

at the network layer (e.g., by using IP addresses), Law also discloses other 

addressing schemes, such as hardware-specific addressing, which a POSITA would 

have understood may not have been at the network layer. Ex. 1005 ¶ 103 (“While 

the example rule in the first row 1326 employs IP version 4 addresses, any 

addressing scheme may be employed including, but not limited to, IP version 6, 
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hardware specific addressing (e.g., GPIB device addresses)”). Accordingly, it 

would have been obvious to a POSITA that firewalls 146a and 146b may have 

received packets using an interface addressed using hardware-specific addressing. 

Id. 

(B) [6.2], [13.2], [19.2], and [26.2] 

149. Claim elements [6.2], [19.2], and [26.2] further recite: “performing 

the at least one packet transformation function specified by at least one packet 

filtering rule of the first set of packet filtering rules on the first portion of packets 

at the network layer.” Ex. 1001, cls. 6, 19, and 26. Similarly, claim element [13.2] 

further recites: “perform the at least one packet transformation function specified 

by at least one packet filtering rule of the first set of packet filtering rules on the 

first portion of packets at the network layer.” Id., cl. 13. 

150. As explained above with respect to [6.1], Law discloses support for 

any communication protocol and any addressing scheme. Ex. 1005 ¶¶ 55, 103. As 

explained above at [1.4], Law discloses or renders obvious that perimeter UTMS 

firewalls 146a and 146b perform packet filtering on a first portion of packets based 

on a first set of packet filtering rules (ruleset 147) by performing at least one 

packet transformation specified by at least one of the packet filtering rules in 

ruleset 147 (action column 1310, including actions such as block, accept, re-route, 
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and notify) on the first portion of packets. See, e.g., Ex. 1005 ¶¶ 52, 59, 91, 102-

103; id. Figs. 1A, 3, 13. 

151. For the same reasons as explained above at [1.4], a POSITA would 

have understood that Law discloses performing blocking actions on packets at the 

network layer. Id. For example, Law discloses that the conditions used to identify 

packets to block include “from-address column 1304” and “to-address column 

1306,” which may include “IP Addresses,” which a POSITA would have 

recognized as identifying packets at the network layer. Ex. 1005 ¶¶ 102-103, Fig. 

13; id., ¶ 104 (providing example of applying rules to packets matching IP-address 

conditions). 

6. Claims 7, 14, 20 and 27 

152. Dependent claims 7, 14, 20, and 27, which depend from claims 1, 8, 

15, and 21, respectively, further recite: “wherein one or more packet filtering rules 

of the first set of packet filtering rules specify a packet transformation function 

other than forwarding or dropping the corresponding packets.” Ex. 1001, cls. 7, 14, 

20, and 27. 

153. For the same reasons as described above in [1.2], Law discloses the 

subject matter of claims 7, 14, 20, and 27. For example, Law discloses that 

operations performed on packets include, in addition to forwarding and blocking, 

other operations that “notify” and “re-route.” Ex. 1005 ¶ 103 (“While the example 
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first rule 1326 identifies an action of ‘accept,’ other actions may include, but are 

not limited to, block, notify, and/or re-route.”). A POSITA would have understood 

that an “accept” action refers to forwarding a packet to its intended destination. Id. 

In addition, a POSITA would have understood that a “re-route” action refers to 

forwarding a packet to a different location than the destination location specified 

by the packet header. 

VIII. GROUND 2: LAW IN VIEW OF WOOD RENDERS OBVIOUS 
CLAIMS 1-24 

A. Overview of Wood 

154. Recognizing that “[m]odern computer systems are under constant 

threat of security breaches,” Wood discloses an “adaptive system” that “receives 

suspect traffic information pertaining to possible network threats.” Ex. 1006 ¶¶ 3, 

7. In particular, Wood recognizes that “a great number of [] external network 

addresses … fall into a category of suspect addresses” and discloses maintaining a 

“suspect address list” of such suspect network addresses. Id. ¶ 29. For example, 

Wood discloses that “IP addresses of known threats (e.g., a known hacker, a 

known phisher, a known pharmer, a known command and control node, etc.) can 

be added to the suspect address list.” Id. 

155. Wood discloses that “[a] router can … be configured to handle 

specific network packets in a predefined way. For example, incoming packets from 
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certain addresses can be redirected to a null address, effectively blocking the 

packet traffic.” Id. ¶ 21. In addition, Wood discloses an “adaptive interrogation 

module” that “may receive a feed of suspect addresses from one or more 

sources on the external network.” Id. ¶ 21. For example, as shown below in Fig. 

2, “an exemplary adaptive interrogation module 204 …  receiv[es] suspect 

addresses 206 over communications 208,” “[t]he suspect addresses 206 [being] 

received from one or more suspect address sources 210”: 

 

Ex. 1006, Fig. 2; id. ¶ 32. Using the suspect addresses 206, the adaptive 

interrogation module 204 configures or reconfigures a router 212 to redirect 



Declaration of Doug Jacobson, Ph.D 
Inter Partes Review of U.S. 10,785,266 

 Keysight Technologies Ex. 1003 
Page 89 of 98 

  

potentially malicious traffic associated with the suspect addresses, for example, to 

a null address to effectively block the traffic. Ex. 1006 ¶¶ 21, 32, 34. 

156. In addition, Wood recognizes that the suspect address list should be 

updated to quickly provide notice of possible threats. Ex. 1006 ¶ 34 (“[T]he 

suspect addresses 206 are updated as any one of the suspect address sources 210 

receives a change to its suspect address data (e.g., a new IP address block is 

legitimately allocated by IANA or a new hacker site is identified). By quickly 

updating the suspect addresses 206, the suspect address sources 210 can provide 

the most up-to-date notice of possible threats.”). Law discloses reconfiguring the 

router with each updated suspect address list. Id. ¶ 36 (“With each suspect address 

update (or some frequency), the adaptive interrogation module 304 reconfigures 

the router 306 with a new set of suspect addresses,” thereby “adapt[ing] to the 

changes in threats from the external network 300”). 

B. A POSITA Would Have Considered Wood In Conjunction With 
Law  

157. In view of Law’s disclosure that “cyber security risk management 

firm 305 … collect[s] threat data 310 from a plurality of various sources 315 

to construct the various rulesets 147, 148, 151, 153, validate the rulesets, verify, 

and distribute the rulesets to the UTMS-configured firewalls 146a, 146b” (Ex. 

1005 ¶ 88; id., Fig. 3), and in view of Wood’s disclosure of “one or more suspect 
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address sources 210” providing a “a feed of suspect addresses from one or more 

sources on the external network” for configuring a router to drop potentially 

malicious traffic associated with the suspect addresses (Ex. 1006 ¶¶ 21, 32, 34; id., 

Fig. 2), a POSITA would have been motivated to use Wood’s feed of suspect 

addresses as another source 315 among the plurality of sources 315 that provide 

threat data 310 used construct the rulesets 147 distributed to the UTMS-configured 

firewalls 146a, 146b. 

158. Both Law and Wood are in the same field of endeavor and analogous 

art to the ’266 Patent, namely, network security and protection from malicious 

traffic. Ex. 1005 ¶¶ 52, 88, 91, 102; Ex. 1006 ¶¶ 2, 30-34; Ex. 1001, 1:59-2:34. 

159. A POSITA would have been motivated to combine the teachings of 

Law and Wood because doing so would have produced predictable beneficial 

results, including enhancing threat protection. Specifically, Law discloses that 

cyber security risk management firm 305 collects threat data 310 from a plurality 

of various sources for constructing rulesets. Ex. 1005 ¶ 88. Law provides three 

examples of such sources 315 of threat data 310 (id. ¶ 92), though a POSITA 

would have recognized that it would have been desirable to obtain threat data from 

additional sources to obtain even broader coverage of threat data, as shown by Fig. 

3, which shows six sources 315 providing threat data 310 to firm 305. Id., Fig. 3. A 

POSITA would have recognized the suitability of Wood’s “suspect address sources 
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210” as another such source among Law’s plurality of various sources 315. Ex. 

1006 ¶ 32. For example, a POSITA would have recognized that Wood’s feed of 

suspect addresses 206 provided by suspect address source 210 corresponds to an 

example of Law’s threat data 310. Id. In addition, Wood discloses communicating 

its feed of suspect addresses 206 over the Internet, as shown in Fig. 2, so a 

POSITA would have understood that the system of Law would not have required 

any modification for Law’s security risk management firm 305 to also receive 

threat data over the Internet from Wood’s suspect address source 210. Id. 

C. Claims 1-24 

160. As explained above in VII.B.1.B regarding element [1.3], Law 

discloses or renders obvious that aggregated malicious traffic information received 

from at least one third party malicious host tracker service comprises network 

addresses that the at least one third party malicious host tracker service determined 

to be associated with malicious network traffic.  

161. To the extent this element is not disclosed or rendered obvious in view 

of Law alone, the combined system of Law and Woods renders obvious this 

element. For example, Wood’s “one or more suspect address sources 210” that 

provide a list of suspect addresses 206 corresponds to the at least one third party 

malicious host tracker service. Ex. 1006 ¶ 32; id., Fig. 2. Furthermore, given 

Wood’s disclosure of “one or more suspect address sources 210,” a POSITA would 
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have understood that the provided list of suspect addresses 206 includes aggregated 

malicious traffic information that includes several network addresses determined 

by the one or more suspect address sources 210 to be associated with malicious 

network traffic. Id.  ¶¶ 21, 39 32. Accordingly, the combined system of Law and 

Woods also renders obvious the subject matter of claims 3, 10, 17 and 23 and 

claims 4, 11, and 24. 

162. In addition, Wood recognizes that the suspect address list should be 

updated to quickly to provide notice of possible threats. Ex. 1006 ¶¶ 34, 36. Upon 

receipt of an updated suspect address list by Law’s firm 305, it would have been 

obvious to a POSITA that the firm 305 would have created updated rulesets to 

reflect the information in the suspect address list, including adding blocking rules 

for packets matching IP addresses in the updated suspect address list. Ex. 1005 ¶ 

88. Accordingly, the combined system of Law and Woods also renders obvious 

claims 2, 9, 16, and 23. 

IX. GROUND 3: LAW IN VIEW OF JUNGCK RENDER OBVIOUS 
CLAIMS 6, 13, 19 AND 26  

A. Overview of Jungck 

163. Jungck was published on October 22, 2009, and thus constitutes prior 

art to the claims of the ’266 Patent under 35 U.S.C. § 102(b). 
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164. Like Law, Jungck is directed to filtering packets at a network 

interface. For example, Jungck discloses that edge servers intercept “all network 

traffic” including “packets 704,” via “network interface 710” and “packet analyzer 

712” before the packets are “sent along to their intended destination.” Ex. 1008 ¶¶ 

107, 130, 152. 

B. A POSITA Would Have Considered Jungck In Conjunction With 
Law 

165. A POSITA would also have been motivated to combine Law’s and 

Jungck’s teachings. Law and Jungck are analogous prior art in the same field of 

endeavor. Both references are directed to packet filtering techniques to prevent 

attacks in a network environment. Ex. 1005 ¶¶ 11, 59, 90-92, 102; Ex. 1008 ¶¶ 25, 

111, 182-183, and 282. 

166. Jungck teaches using “a list of blocked IP addresses” for addressing 

attacks. Ex. 1008 ¶ 176. Law teaches aggregating threat information 310 from a 

plurality of various sources 315. Ex. 1005 ¶¶ 88, 92. Thus, as a matter of design 

choice, a POSITA would have been motivated to combine Law’s and Jungck’s 

teachings, including incorporating Jungck’s list of blocked IP addresses as another 

source into received threat data 310 used to construct Law’s rulesets, because 

doing so would have produced predictable beneficial results, including enhancing 

threat protection, with predictable success. 
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C. Claims 6, 13, 19, and 26 

167. The combined system of Law and Jungck renders obvious receiving 

packets at Law’s perimeter UTMS firewalls 146a and 146b in a network layer 

transparent manner using an interface that is not addressed at the network layer. 

For example, Jungck discloses receiving, by a packet security gateway (e.g., “edge 

server”), packets in a network layer transparent manner (e.g., “selectively 

transparent to the network”) using an interface (e.g., “network interface 710”) that 

is not addressed at the network layer (e.g., “edge server...needs no address”). See, 

e.g., Ex. 1008 ¶¶ 98, 126, 130. 

168. Given Law’s disclosure of supporting any communications protocol 

and any addressing scheme, a POSITA would have understood how to modify 

Law’s perimeter UTMS firewalls 146a and 146b to support Jungck’s 

communications protocol of communication in a manner selectively transparent to 

the network using a network interface that needs no address. 

X. GROUND 4: LAW IN VIEW OF WOOD AND JUNGCK RENDERS 
OBVIOUS CLAIMS 6, 13, 19, AND 28 

169. A POSITA would have been motivated to combine Wood with Law 

and Jungck with Law for the reasons explained above in VIII.B and IX.B, 

respectively. For the same reasons, a POSITA would have been motivated to 

combine both Wood and Jungck with Law, including for the reason that both 
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Wood and Jungck disclose providing threat information 310, and Law discloses 

receiving threat information 310 from a plurality of various sources 315.  

170. As explained above in VIII.C, to the extent element [1.3] is not 

disclosed or rendered obvious in view of Law alone, the combined system of Law 

and Woods renders obvious this element.  

171. Likewise, as explained above in IX.C, to the extent claims 6, 13, 19, 

and 26 are not disclosed or rendered obvious in view of Law alone, the combined 

system of Law and Jungck renders obvious these claims.  

172. Accordingly, the combined system of Law, Woods, and Jungck also 

renders obvious claims 6, 13, 19, and 26. 

XI. CONCLUSION 

173. In summary, I have concluded that each of the Challenged Claims is 

unpatentable as obvious under 35 U.S.C. § 103 in light of the Law, Wood, and/or 

Jungck prior art references as discussed above and the knowledge of one of 

ordinary skill in the art, as described in this declaration. Specifically, in my 

opinion, for at least the above reasons:  

 Law renders obvious claims 1-27; and 

 Law in combination with Wood renders obvious claims 1-27 

 Law in combination with Jungck renders obvious claims 6, 13, 19, 

and 26 
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 Law in combination with Wood and Jungck renders obvious 

claims 6, 13, 19, and 26 

174. I currently hold the opinions expressed in this declaration. But my 

analysis may continue, and I reserve the right to supplement my opinions in the 

future to respond to any arguments that Patent Owner or its expert(s) may raise and 

to take into account new information as it becomes available to me. In signing this 

declaration, I understand that the declaration will be filed as evidence in an inter 

partes review proceeding before the Patent Trial and Appeal Board of the U.S. 

Patent and Trademark Office. I acknowledge that I may be subject to cross 

examination in the case and that cross examination will take place within the 

United States. If cross examination is required of me, I will appear for cross 

examination within the United States during the time allotted for cross 

examination. 

175. I hereby declare that all statements made herein of my own 

knowledge are true and that all statements made on information and belief are 

believed to be true; and further that these statements were made with the 

knowledge that willful false statements and the like so made are punishable by fine 

or imprisonment, or both, under Section 1001 of the Title 18 of the United States 

Code and that such willful false statements may jeopardize the results of these 

proceedings. 
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