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URGENT – INFRINGMENT PROCEEDINGS PENDING – 

ACCELERATED PROCESSSING REQUESTED 

On behalf of 

Cisco Systems GmbH, Parkring 20, 85748 Garching, Germany 

(hereinafter: “the intervenor”) we herewith file a 

NOTICE OF INTERVENTION 

in accordance with Articles 99, 105 EPC and Rule 89 EPC into the opposition pro-

ceedings against the European patent EP 3 550 795 (hereinafter the “opposed 

patent”).  

European Patent Office 

80298 München 
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 The opposed patent is submitted1 as  

- document D2 -. 

The intervenor requests 

 

1. to revoke the opposed patent in its entirety and 

2. to summon for oral proceedings in accordance with Article 116 

EPC in case the first request cannot be granted in the written 

procedure. 

3. Accelerated processing of the opposition is requested in line 

with section E-VIII, 5 of the Guidelines for Examination and OJ 

EPO 2008, 221, as an infringement action in respect of the op-

posed patent is pending. 

 

The opposition fee in the amount of EUR 840,00 is paid via online fee payment 

from our account 28000212. 

 

The opposed patent is to be revoked on the following grounds for opposition: 

 

- The subject matter of the opposed patent extends beyond the content of the 

parent application as originally filed and the application as originally filed 

within the meaning of Article 100 c) EPC as shown in detail in section E 

below. 

 

- The subject matter of the opposed patent is not patentable within the 

meaning of Article 100 a) EPC in conjunction with Article 52 to 57 EPC, in 

particular as the claimed subject-matter lacks novelty (see section F) and 

at least an inventive step (see section G). 

 

 
1  The enumeration is continued from document D2 in accordance with the consolidated list of March 2, 2022 available in the 

EPO register.  
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 -  The opposed patent does not disclose the invention in a manner which is 

sufficiently clear and complete for it to be carried out by a person skilled in 

the art within the meaning of Article 100 b) EPC as shown in section H 

for the dependent claims below. 

 

In detail: 
 

A. Procedural aspects 

An opposition against the opposed patent has been filed by Ixia, Santa 

Rosa, California on March 2, 2022. The opposition brief was not signed 

when it was filed, but this curable deficiency was corrected with letter of 

May 5, 2022 within the time limit set in the Communication dated April 13, 

2022. The opposition was therefore validly filed. The intervention into 

these opposition proceedings is admissible since an infringement com-

plaint was brought by the proprietor of the opposed patent against the in-

tervenor. A copy of the infringement complaint is submitted as  

-  Document D3 -. 

Confidential information that is of no relevance for the instant opposition 

proceedings has been redacted in D3. The infringement complaint was 

served on the representatives of the intervenor on March 8, 2022 (c.f. the 

stamp on the first page). Thus, an intervention is possible as the three-

months period starting from the service date has not expired yet 

(Rule 89 (1) EPC, T 694/01).  

The infringement complaint based on the opposed patent was filed as an 

“extension” of a previous complaint under Section 264 item 2 German Civil 

Procedural Code (§ 294 Nr. 2 ZPO). The infringement proceedings have 

been separated with court order served on March 15, 2022, submitted as  

-  Document D4 -. 
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B. Bibliographic information 

The opposed patent (EP 3 550 795 B1) resulted from European application 

EP 19170936.9. The documents of the application underlying the opposed 

patent as filed are submitted as  

- document D5 -. 

The opposed patent is based on a first-generation divisional application of 

parent application EP15722292.8 (which resulted in EP 3 132 587 B1). The 

documents as filed with the parent application are submitted as 

- document D6 -. 

These documents appear to correspond to the publication of the PCT appli-

cation submitted as document D2 by the opponent (Ixia), which was re-

enumerated as document D1 in the consolidated list.  

The opposed patent has the filing date of April 7, 2015, and claims priority 

of US 14/253,992 filed on April 16, 2014. A copy of the priority document is 

submitted as  

- document D7 -. 

A feature analysis (see section D) is submitted as 

- document D8 -. 
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C. Evidence 

A markup copy of the claim amendments over the parent application (see 

section E) is submitted as 

- document D9 -. 

This notice of intervention is based on a number of pertinent prior art doc-

uments. Firstly, we submit – and base this intervention on – references 

considered during the examination proceedings: 

US 2004/123220 A1 (document D1 during examination), submitted as  

- document D10 -. 

US 2006/136987 A1 (document D2 during examination), submitted as 

- document D11 -. 

US 2007/240208 A1 (document D3 during examination), submitted as 

- document D12 -. 

US 2006/146879 A1 (document D4 during examination), submitted as 

- document D13 -. 

US 8 306 994 B2 (document D5 during examination), submitted as 

- document D14 -. 

US 2005/138204 A1 (document D6 during examination), submitted as 

- document D15 -. 

US 2006/195896 A1 (document D7 during examination), submitted as 
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- document D16 -. 

US 2006/248580 A1 (document D8 during examination), submitted as 

- document D17 -.  

US 2011/055916 A1 (document D9 during examination), submitted as 

- document D18 -. 

Even more, this notice of intervention is further based on the following 

documents, which were not considered during the examination:  

„Sourcefire 3D System User Guide“ (herein also: Sourcefire manual) ver-

sion 4.10, published in 2011, submitted as 

- document D19 -, 

Affidavit of Ms. Sarah Ehrig regarding the publication procedure of the 

Sourcefire manual in version 4.10, submitted as  

- document D20 -, 

Affidavit of Mr. Jacob H. Baugher III regarding sale of Sourcefire products 

(which included the Sourcefire manual), submitted as  

- document D21 -, 

Final decision by the US Court of Appeals of the Federal Circuit confirming 

the public availability of document D19 before the priority date of the op-

posed patent, submitted as  

- document D22 -, 

„Sourcefire 3D System User Guide“(herein also: Sourcefire manual) ver-

sion 5.1.1, published in 2012, submitted as 
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- document D23 -, 

Affidavit of Ms. Sarah Ehrig regarding the publication procedure of the 

Sourcefire manual in version 5.1.1, submitted as  

- document D24 -, 

News article published in Frost & Sullivan “Frost & Sullivan Recognizes 

Sourcefire for Next-Generation IPS”, published on May 14, 2013, submit-

ted as 

- document D25 -, 

News article published in Daily News Egypt, “For CyberSecurity Profes-

sionals, is the Concept of “Control” a Pipe Dream?”, published on January 

16, 2014, submitted as 

- document D26 -, 

Article “Standardizing Cyber Threat Intelligence Information with the 

Structured Threat Information eXpression (STIX™)”, Sean Barnum, pub-

lished on February 20, 2014, submitted as 

- document D27 -, 

Excerpt from Wayback machine2 with TAXII Website excerpt showing 

FAQ, dated February 19, 2014, submitted as 

- document D28 -, 

Excerpt from Wayback machine showing the date of archival of the TAXII 

Website excerpt, dated February 19, 2014, submitted as 

 
2  Accessible at https://web.archive.org/web/20140219012227/http://taxii.mitre.org:80/about/faqs.html; most recently ac-

cessed on May 4, 2022.  
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- document D29 -, 

Article from TOTALTELECOM, “Infoblox gives global businesses greater 

network control”, published January 24, 2013, submitted as 

- document D30 -, 

US 2011/0072506 A1, published on March 24, 2011, submitted as 

- document D31 -, 

 US 2010/257598 A1, published on October 7, 2010, submitted as 

- document D32 -, 

„Syslog“, RFC 5424, published in March 2009, available at 

https://tools.ietf.org/html/rfc5424 submitted as  

- document D33 -, 

“Syslog” change history, available at https://data-

tracker.ietf.org/doc/rfc5424/history/ submitted as 

- document D34 -, 

US 8 204 082 B2, published on June 19, 2012, submitted as 

- document D35 -, 

US 2011/0314177 A1, published on December 22, 2011, submitted as 

- document D36 -, 

„An Architecture for Differentiated Services“, RFC 2475, available at 

https://tools.ietf.org/html/rfc2475, published in December 1998, submit-

ted as 
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- document D37 -, 

Publication history of „An Architecture for Differentiated Services“, availa-

ble at https://datatracker.ietf.org/doc/rfc2475/history/, submitted as  

- document D38 -. 
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D. Subject-matter of the opposed patent 

The opposed patent relates to protecting IP networks from malicious at-

tacks, such as a “distributed denial of service” attack (opposed patent, par-

agraph [0001]). 

Proactive and reactive solutions were already known prior art to protect 

against such attacks on an IP network. The opposed patent discloses that 

the reactive solutions are disadvantageous, as the attack has already taken 

place and thus cannot be prevented anymore (opposed patent, paragraph 

[0002]). However, proactive solutions are considered unsuitable for large 

networks because it is not possible to filter high data volumes with high 

throughput (opposed patent, paragraph [0003]). 

1. The problem underlying the opposed patent and the alleged so-

lution 

In view of the above, the (subjective) problem of the opposed patent is to 

enable improved, proactive protection of IP networks from harmful attacks 

(opposed patent, paragraphs [0003] and [0006]). 

2. Solution 

Independent method claim 1 may be structured as follows (also submitted 

as document D8): 
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1  A method, comprising: 

1.1 receiving, by a packet security gateway (112) configured for 

protection of a network and associated with a security pol-

icy management server external from the network, a dy-

namic security policy comprising  

 1.1.1 a first set of packet filtering rules from the security 

policy management server,  

 1.1.2 wherein each packet filtering rule of the first set of 

packet filtering rules comprises at least one packet matching 

criterion specified by one or more packet filtering rules, and  

 1.1.3 wherein one or more first packet filtering rules, of 

the first set of packet filtering rules, was automatically cre-

ated or altered by the security policy management server 

based on malicious traffic information received from a mali-

cious host tracker service; 

1.2 performing, by the packet security gateway and on a 

packet-by-packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet 

security gateway based on the first set of packet filtering 

rules by performing  

 1.2.1 at least one of multiple packet transformation func-

tions specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets,  

 1.2.2 wherein at least one of the multiple packet trans-

formation functions specified by the at least one packet fil-

tering rule of the first set of packet filtering rules corre-

sponds to a packet digest logging function that provides a 

network communications awareness service and comprises: 

 1.2.3 identifying a subset of information specified by a 

packet matching the packet matching criterion of a packet 

filtering rule that specified the packet digest logging func-

tion;  
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 1.2.4 generating a record comprising the subset of infor-

mation specified by the packet;  

 1.2.5 reformatting the subset of information specified by 

the packet in accordance with a logging system standard; 

and 

 1.2.6 routing, by the packet security gateway, the packet 

to a monitoring device configured to store the packet for 

subsequent analysis;  

1.3 receiving by the packet security gateway and after perform-

ing packet filtering on the first portion of the packets, an up-

dated second set of packet filtering rules for the dynamic se-

curity policy from the security policy management server,  

 1.3.1 wherein the updated second set of packet filtering 

rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server 

based on up-dated malicious traffic information received 

from the malicious host tracker service; and 

1.4 performing, on a packet by packet basis, packet filtering on 

a second portion of the packets associated with the network 

protected by the packet security gateway based on the up-

dated second set of packet filtering rules. 

 Independent system claim 14 may be structured as follows: 

14.0 A system comprising at least one processor of a packet secu-

rity gateway (112) and a memory storing instructions that, 

when executed by the at least one processor, cause the sys-

tem to perform one or more of the methods of claims 1-13. 

3. Claim analysis 

Below, we will explain the features of method claim 1 according to the un-

derstanding of the person skilled in the art. It should be noted that method 

claim 1, system claim 14, and computer program claim 15, which merely 
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reference claim 1, are written from the perspective of the packet security 

gateway.  

The relevant person skilled in the art is a graduate engineer of electrical en-

gineering or computer science with experience in the design and imple-

mentation of network security systems. He is familiar with firewalls, rout-

ers, switches, and protocols that exchange data over IP networks.  

a. Feature 1 

1 A method comprising  

Claim 1 concerns a method comprising several steps (feature groups 1.1, 

1.2, 1.3 and 1.4), all of which are carried out by a packet security gateway, 

i.e.: 

• receiving a dynamic security policy (feature 1.1) 

• performing packet filtering (feature group 1.2) 

• receiving an updated second set of packet filtering rules for the 

dynamic security policy (feature group 1.3) 

• performing packet filtering based on the updated second set of 

packet filtering rules (feature group 1.4) 

Accordingly, claim 1 describes the method from the perspective of the 

packet security gateway.  

b. Feature 1.1 

1.1 receiving, by a packet security gateway (112) configured for 

protection of a network and associated with a security pol-

icy management server external from the network, a dy-

namic security policy comprising  

Feature 1.1 defines the role of the packet security gateway in more detail, 

which is configured, i.e., suitable, to protect a network and associated with 

a security policy management server located outside of the protected 
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network. The packet security gateway receives a dynamic security policy 

from the security policy management server.  

The dynamic security policy is specified in more detail by the following fea-

tures 1.1.1 through 1.1.3 and feature group 1.3.  

c. Features 1.1.1 and 1.1.2  

1.1.1 a first set of packet filtering rules from the security policy 

management server,  

1.1.2 wherein each packet filtering rule of the first set of packet 

filtering rules comprises at least one packet matching crite-

rion specified by one or more packet filtering rules, and  

According to feature 1.1.1, the dynamic security policy comprises a first set 

of packet filtering rules that the packet security gateway receives from the 

security policy management server. A set includes several individual rules.  

Each packet filtering rule of the first set specifies at least one packet match-

ing criterion (feature 1.1.2).  

A packet matching criterion may be, for example, a network address that is 

associated with malicious network traffic (see dependent claim 2). The op-

posed patent also mentions as possible packet matching criteria the desti-

nation and source address, the protocol used as well as the source and des-

tination ports. These are referred to as a so-called five-tuple (dependent 

claim 8 as well as Fig. 3 of the opposed patent and pars. [0071], [0013]).  

d. Feature 1.1.3 

1.1.3 wherein one or more first packet filtering rules, of the first 

set of packet filtering rules, was automatically created or al-

tered by the security policy management server based on 

malicious traffic information received from a malicious host 

tracker service; 
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According to feature 1.1.3, one or more first packet filtering rules of the 

first set of packet filtering rules were created or modified (note the passive 

form) automatically by the security policy management server. This crea-

tion or modification was based on malicious traffic information received 

from a malicious host tracker service.  

e. Features 1.2 to 1.2.2 

1.2 performing, by the packet security gateway and on a 

packet-by-packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet 

security gateway based on the first set of packet filtering 

rules by performing  

 1.2.1 at least one of multiple packet transformation func-

tions specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets,  

 1.2.2 wherein at least one of the multiple packet trans-

formation functions specified by the at least one packet fil-

tering rule of the first set of packet filtering rules corre-

sponds to a packet digest logging function that provides a 

network communications awareness service and comprises: 

According to feature 1.2, the packet security gateway carries out filtering on 

a first portion of packets associated with the network protected by the 

packet security gateway. Packets are associated with the network when 

they are intended for or are coming from a host located in the network. 

This means that packets sent to a host in a protected network, or packets 

leaving a protected network, are filtered (opposed patent, paragraph 

[0012]).  

This filtering is performed by performing at least one of several packet 

transformation functions specified by at least one packet filtering rule of 

the first set of packet filtering rules (feature 1.2.1). Exemplary packet trans-

formation functions are shown in the right column (“Action”) of Fig. 3 de-

picted below, which shows an exemplary dynamic security policy.  
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Fig 1: Fig. 3 of the opposed patent.  

According to feature 1.2.2, at least one of the plurality of packet transfor-

mation functions corresponds to a “packet digest logging function”. The 

packet digest logging function provides a network communications aware-

ness service. 

A network communications awareness service could be a service that col-

lects information about communication based on IP packets. This infor-

mation may be of interest to an organization maintaining the network (op-

posed patent, paragraph [0041]). The network communications awareness 

service is at least provided if the method steps in accordance with features 

1.2.3 through 1.2.6 are carried out.  

f. Features 1.2.3 through 1.2.5  

1.2.3 identifying a subset of information specified by a packet 

matching the packet matching criterion of a packet filtering 

rule that specified the packet digest logging function;  
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1.2.4 generating a record comprising the subset of information 

specified by the packet;  

1.2.5 reformatting the subset of information specified by the 

packet in accordance with a logging system standard; and 

According to feature 1.2.3, a subset of information specified by a packet 

matching the packet matching criterion of a packet filtering rule that speci-

fied the packet digest logging function is identified.  

According to feature 1.2.4, the packet digest logging function further com-

prises generating a record comprising the subset of information specified 

by the packet. For example, if a destination address is specified as the sub-

set, the generated record includes this destination address.  

According to feature 1.2.5, the packet digest logging function further com-

prises reformatting the subset of information specified by the packet in ac-

cordance with a logging system standard. As an example of a logging stand-

ard, the opposed patent discloses the syslog standard (opposed patent, par-

agraph [0073]).  

g. Feature 1.2.6 

1.2.6 routing, by the packet security gateway, the packet to a 

monitoring device configured to store the packet for subse-

quent analysis;  

According to feature 1.2.6, the packet digest logging function comprises 

routing the packet to a monitoring device configured to store the packet for 

subsequent analysis.  

h. Features 1.3 and 1.3.1 

1.3 receiving by the packet security gateway and after perform-

ing packet filtering on the first portion of the packets, an 
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updated second set of packet filtering rules for the dynamic 

security policy from the security policy management server,  

 1.3.1 wherein the updated second set of packet filtering 

rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server 

based on up-dated malicious traffic information received 

from the malicious host tracker service; and 

According to feature 1.3 the packet security gateway receives an updated 

second set of packet filtering rules for the dynamic security policy from the 

security policy management server.  

The second set of packet filtering rules is further specified by feature 1.3.1. 

It includes an update to the first set of packet filtering rules.  

i. Feature 1.4 

1.4 performing, on a packet by packet basis, packet filtering on 

a second portion of the packets associated with the network 

protected by the packet security gateway based on the up-

dated second set of packet filtering rules. 

According to feature 1.4, the packet security gateway carries out packet fil-

tering on a second portion of the packets, on a packet-by-packet basis, as-

sociated with the network protected by the packet security gateway. Thus, 

packet filtering is based on the (updated) second set of packet filtering 

rules.  
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E. Added-matter (Articles 100 c), 123(2), and 76(1) EPC) 

The opposition filed by Ixia correctly identifies numerous added-matter is-

sues of the claims as granted. Furthermore, the intervenor submits the fol-

lowing: 

In order to conveniently assess the added-matter objections raised, inter-

venor submits the following markup-up version of claim 1 as granted for 

the opposed patent and claim 1 as filed with the parent application (docu-

ment D6). As is evident from the comparison below, claim 1 was drafted es-

sentially completely from scratch with the filing of the divisional applica-

tion underlying the opposed patent. Since system claim 14 and computer 

program claim 15 refer back to claim 1, these claims also comprise added-

matter for at least the reasons discussed with regard to claim 1. 

Claim amendments over parent application (insertions underlined, dele-

tions crossed-out): 

1  A method, comprising: 

1.1 receiving, by each of a plurality of a packet security gate-

ways (112) configured for protection of a network and asso-

ciated with a security policy management server external 

from the network, a dynamic security policy comprising 

that includes 

at least one rule specifying application-layer packet- header 

information and a packet transformation function to be per-

formed on packets comprising the application-layer packet-

header information; 

1.1.1 a first set of packet filtering rules from the security 

policy management server,  

 1.1.2 wherein each packet filtering rule of the first set of 

packet filtering rules comprises at least one packet matching 

criterion specified by one or more packet filtering rules, and  

Patent Owner, Centripetal Networks, LLC - Ex. 2001, p. 19



 

 

 

 

 

 

 

 

 

 

 

20 | 121 

 
 1.1.3 wherein one or more first packet filtering rules, of 

the first set of packet filtering rules, was automatically cre-

ated or altered by the security policy management server 

based on malicious traffic information received from a mali-

cious host tracker service; 

receiving, by a packet security gateway of the plurality of 

packet security gateways, packets associated with a net-

work protected by the packet security gateway; 

1.2 performing, by the packet security gateway and on a 

packet-by-packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet 

security gateway based on the first set of packet filtering 

rules by performing  

 performing, by the packet security gateway and on a 

packet-by-packet basis, the packet transformation function 

on each of the one or more packets comprising the applica-

tion-layer packet-header information3 

 1.2.1 at least one of multiple packet transformation func-

tions specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets,  

 1.2.2 wherein at least one of the multiple packet trans-

formation functions specified by the at least one packet fil-

tering rule of the first set of packet filtering rules corre-

sponds to a packet digest logging function that provides a 

network communications awareness service and comprises: 

 1.2.3 identifying by the packet security gateway, from 

amongst the packets associated with the network protected 

by the packet security gateway, and on a packet-by-packet 

basis, one or more packets comprising the application-layer 

packet-header information; and a subset of information 

specified by a packet matching the packet matching 

 
3   Feature moved up for ease of comparison. 
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criterion of a packet filtering rule that specified the packet 

digest logging function;  

 1.2.4 generating a record comprising the subset of infor-

mation specified by the packet;  

 1.2.5 reformatting the subset of information specified by 

the packet in accordance with a logging system standard; 

and 

 1.2.6 routing, by the packet security gateway, the packet 

to a monitoring device configured to store the packet for 

subsequent analysis;  

1.3 receiving by the packet security gateway and after perform-

ing packet filtering on the first portion of the packets, an up-

dated second set of packet filtering rules for the dynamic se-

curity policy from the security policy management server,  

 1.3.1 wherein the updated second set of packet filtering 

rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server 

based on up-dated malicious traffic information received 

from the malicious host tracker service; and 

1.4 performing, on a packet by packet basis, packet filtering on 

a second portion of the packets associated with the network 

protected by the packet security gateway based on the up-

dated second set of packet filtering rules. 

The subject-matter extends beyond the content of the parent application at 

least for the following reasons: 
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1. Combination of routing to a monitoring device (feature 1.2.6) 

and generating and reformatting a record (features 1.2.3 to 

1.2.5) is not disclosed  

Claim 1 as granted requires that for “a packet matching the packet match-

ing criterion of a packet filtering rule”: 

- a record comprising a subset of information is generated and 

reformatted according to a logging system standard (features 

1.2.3 and 1.2.5) and 

- the packet is routed to a monitoring device (feature 1.2.6).   

The application documents of the parent application as filed (document 

D6) do not disclose a single embodiment that concerns these two features, 

let alone that discloses the combination of these features for the same 

packet.  

The generation and reformatting of a record are disclosed in claims 15 and 

16 and par. [86] of D6. These embodiments do not relate to routing a 

packet to a monitoring device at all. A routing to a monitoring device is 

only disclosed in different embodiments, for example in pars. [45], [53], 

[68] to [71].  

The disclosure of the parent application as filed distinguishes strictly be-

tween embodiments concerning a record comprising a subset of infor-

mation and the routing of the complete packet to a monitoring device. This 

also makes technical sense. The skilled person understands that these are 

two different scenarios:  

-  One scenario in which only a subset of information is required. 

Hence a record comprising this subset of information is generated 

(and reformatted).  
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- A different scenario applies to the case where the whole packet needs 

to be stored, for example for law enforcement purposes (D6, pars. 

[53], [66], [70]). This scenario has the disadvantage – according to 

the proprietor – of reduced memory efficiency.  

No scenario is disclosed wherein a technical need exists for both a record of 

a subset of information specified by the packet and the complete packet it-

self. Therefore, there is no direct and unambiguous disclosure of the com-

bination of these two distinct embodiments.  

The proprietor has not provided any arguments at all why such a combina-

tion would (allegedly) be disclosed:  

 

(Brief of proprietor, dated April 24, 2019).  

The same applies to the proprietor’s brief dated April 3, 2020, which does 

not contain any explanations either.  

Thus, different embodiments have been combined to artificially create a 

new embodiment in violation of Article 76(1) EPC (Case Law of the Boards 

of Appeal, II-E, 1.6.1). 

2. No disclosure that routing (feature 1.2.6) to a monitoring device 

is part of the “packet digest logging function” (feature 1.2.2) 

Claim 1 as granted requires that  

1.2.2 wherein at least one of the multiple packet transformation 

functions specified by the at least one packet filtering rule of 

the first set of packet filtering rules corresponds to a packet 

digest logging function that provides a network com-

munications awareness service and comprises: 
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1.2.3 identifying a subset of information […]  

1.2.4 generating a record comprising the subset of information 

specified by the packet  

1.2.5 reformatting the subset of information […]  

1.2.6 routing, by the packet security gateway, the packet to a 

monitoring device configured to store the packet for subse-

quent analysis;  

a. First of all, the documents as filed with the parent application (document 

D6) do not disclose anywhere that at least one of the plurality of packet 

transformation functions corresponds to a “packet digest logging function” 

(feature 1.2.2). Claim 10 as filed with the parent application (document D6) 

instead relates to a “packet transformation function comprising a packet 

digest logging function” (the same applies to D6, par. [84]). 

b. Even more, the parent application does also not disclose that routing of the 

packet to a monitoring device is comprised in the packet digest logging 

function as required by claim 1 as granted. On the contrary, the packet di-

gest logging function – already by virtue of its name – generates a “digest” 

of the packet, i.e., a record comprising a subset of information, suitable for 

“logging”. The description of the parent application distinguishes strictly 

between the generation of a “digest” (see claims 15 and 16, and pars. [54] 

and [86] of D6) and the routing of the entire packet to a monitoring device 

(see pars. [45], [53], [68] to [71]).  

c.  Therefore, the subject-matter of claims 1, 14, and 15 violates Article 76(1) 

EPC.  

Patent Owner, Centripetal Networks, LLC - Ex. 2001, p. 24



 

 

 

 

 

 

 

 

 

 

 

25 | 121 

 
3. No disclosure of a subset of information “specified by the 

packet” (feature 1.2.4) 

Feature 1.2.4 of claim 1 as granted requires generating a record comprising 

the subset of information “specified by the packet”.  

This is not originally disclosed since the parent application as filed dis-

closes throughout that the subset of information is specified by the packet 

digest logging function and not by the packet itself, see for example: 

“identifying a subset of information specified by the packet digest 

logging function for each of the one or more packets corresponding 

to the packet-identification criteria; and 

generating, for each of the one or more packets corresponding to 

the packet identification criteria, a record comprising the subset of 

information specified by the packet digest logging function.” (D6, 

claim 11 as filed, emphasis added) 

The same applies, for example, to claims 13 to 16 and par. [0086] of the de-

scription of  the parent application (document D6).  

There is no disclosure in the parent application that the subset is specified 

by the packet rather than the packet digest logging function.  

Thus, claims 1, 14, and 15 extend beyond the parent application as filed in 

violation of Article 76(1) EPC. 

4. No disclosure of “performing … packet filtering … by perform-

ing… one … packet transformation functions” (features 1.2 to 

1.2.2) 

The claim comprises the awkward, and apparently tautological, amend-

ment “performing … by performing”, in features 1.2 to 1.2.2: 

“performing, by the packet security gateway and on a packet-by-

packet basis, packet filtering on a first portion of packets associated 

with the network protected by the packet security gateway based 
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on the first set of packet filtering rules by performing 

 

at least one of multiple packet transformation functions […] 

wherein at least one of the multiple packet transformation func-

tions specified by the at least one packet filtering rule of the first set 

of packet filtering rules corresponds to a packet digest logging 

function […] that comprises” 

Thus, the claim requires that packet filtering is performed at least partly by 

performing a packet digest logging function. This is not disclosed anywhere 

in the application documents of the parent application.  

The term “packet filtering” is disclosed only in the context of a packet 

transformation function that performs operations such as forwarding or 

dropping of packets, see for example par. [41] of document D6: 

“For example, packet transformation functions 1 — N 216, 218, and 

220 may be configured to forward packets received from packet fil-

ter 214 into network A 102, forward packets received from packet 

filter 214 to an IPsec stack having an IPsec security association cor-

responding to the packets, or drop packets received from packet fil-

ter 214. In some embodiments, one or more of packet transfor-

mation functions 1 — N 216, 218, and 220 may be configured to 

drop packets by sending the packets to a local "infinite sink" (e.g., 

the /dev/null device file in a UNIX/LINUX system).” 

This also makes technical sense since a mere logging of packets by the 

packet digest logging function does not effect any filtering to protect a net-

work from malicious network traffic and to prevent malicious network traf-

fic from leaving network (c.f. D6, par. [43], see also spoofing protection in 

par. [74]).  

The performance of a “packet digest logging function” is not disclosed at 

all in the context of a packet filtering. For instance, claims 10, 11, and 13 to 

16 of D6, which concern a packet digest logging function, do not relate to 

packet filtering. The same applies to Fig. 12 and the corresponding para-

graphs [84] to [86] as well as paragraph [54]. No other passage of the 
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parent application as filed (document D6) discloses a “packet digest log-

ging function”.  

It is settled case law that the content of an application must not be consid-

ered to be a reservoir from which features pertaining to separate embodi-

ments of the application could be combined in order to artificially create a 

particular embodiment (Case Law of the Boards of Appeal, II-E, 1.6.1). 

The performance of packet filtering by performing a packet digest logging 

function is not directly and unambiguously disclosed in the parent applica-

tion as filed.  

Thus, the claims as granted violate Article 76(1) EPC.  

5. Automatic creation or alteration of rules is not disclosed in com-

bination with packet digest logging function (features 1.1.3, 1.2, 

and 1.2.2) 

Feature 1.1.3 requires  

1.1.3 wherein one or more first packet filtering rules, of the first 

set of packet filtering rules, was automatically created 

or altered by the security policy management server based 

on malicious traffic information received from a malicious 

host tracker service; 

According to granted claim 1, rules are used by the packet digest logging 

function for generating the record and routing the packet to a monitoring 

device:  

1.2.2 wherein at least one of the multiple packet transformation 

functions specified by the at least one packet filtering rule of 

the first set of packet filtering rules corresponds to a packet di-

gest logging function […] 
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 There is no teaching in the parent application that automatically created or 

altered rules are used for generating the record and routing the packet:  

a. The sole disclosure of an automatic creation or alteration of rules is found 

in par. [64] of D6. This paragraph does not relate at all to a packet digest 

logging function. Instead, par. [64] discloses that “rules” are automatically 

created or altered “as new network addresses associated with malicious 

network traffic are determined”, to block this malicious traffic:  

“Security policy management server 120 may be configured to au-

tomatically create or alter one or more of such rules as new net-

work addresses associated with malicious network traffic are de-

termined.  […] Security policy management server 120 may be con-

figured to create or alter one or more rules included within a dy-

namic security policy associated with malicious host tracker service 

508 to block traffic associated with the network addresses 

received from malicious host tracker service 508.” 

Therefore, the automatic creation or alteration of rules as now claimed vio-

lates Article 76(1) EPC in at least two regards:  

Firstly, there was no disclosure that any automatically created or altered 

rule is used for generating the record (D6, claims 15 and 16 and par. [86]), 

let alone for routing (D6, pars. [45], [53], [68] to [71]) the packet to a mon-

itoring device. This combination, however, is now claimed. Thus, the pro-

prietor has, once more, impermissibly used the original application as a 

reservoir to artificially define a particular, undisclosed embodiment (Case 

Law of the Boards of Appeal, II-E, 1.6.1). 

Secondly, par. [64] does not relate to a general update of the rules but in-

stead to a specific update of network addresses. This feature was in par. 

[64] disclosed as related to the automatic creation or alteration, and its 

omission is not permitted either (Guidelines for Examination, H-V 3.2.1).  

b. Moreover, even the broadest disclosure on creation and alteration of rules, 

i.e., including any non-automatic creation and alteration, does not provide 
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for any link to the packet digest logging function comprising the claimed 

generation of the record and routing. 

 The passages dealing with creation or alteration of rules are found in pars. 

[49], [64], [65], and [87]. None of these paragraphs relates to generating 

the record (which is referred to in D6 in claims 15 and 16 and par. [86]) or 

routing the packet to a monitoring device (which is referred to in D6 in 

pars. [45], [53], [68] to [71]). In particular par. [86] concerns the embodi-

ment of Fig. 12 (concerning a packet digest logging function) while par. 

[87] concerns the embodiment of Fig. 13 (concerning security updates), 

without any disclosure how to link the respective teachings.  

c. In summary, the parent application as filed does not disclose the combina-

tion of an any creation or alteration, let alone an automatic creation or al-

teration, of rules (feature 1.1.3), the generation of a record (features 1.2.4 

and 1.2.5) and the routing (feature 1.2.6) of the packet to a monitoring de-

vice.  

 Thus, claims 1, 14, and 15 as granted violated Article 76(1) EPC.  
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F. Lack of novelty (Articles 100 a), 54 EPC) 

The subject-matter of the independent claim of the opposed patent is antic-

ipated by each of two manuals, Sourcefire manual version 5.1.1 (document 

D23, section 1. below), as well as Sourcefire manual version 4.10 (docu-

ment D19, section 2. below): 

1. Lack of novelty over the Sourcefire manual version 5.1.1 (docu-

ment D23) 

D23 discloses a network security system comprising packet filtering based 

on an access control policy. Part of the access control policy are packet fil-

tering rules that are updated automatically based on “Security Intelligence 

Feeds” (D23, pages 141 ff.). In particular, D23 discloses that a Sourcefire 

Intelligence Feed may be used to provide an updated list of malicious IP 

addresses: 

 

(D23, page 146, emphasis added).  

D23 also discloses that it is possible to use third-party Security Intelligence 

Feeds:  
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(D23, page 147, emphasis added). 

Document D23, which was publicly made available prior to the opposed 

patent’s priority date (section a. below), discloses all features of the inde-

pendent claims (section b. below):  

a. Public availability of document D23 

aa. The Sourcefire manual in version 5.1.1 (document D23) bears the 

timestamp “2012-Oct-30 15:41” (D23, page 2, bottom left), i.e., about 18 

months before the priority date of the opposed patent. It was prepared as 

a part of practices and procedures for preparing and delivering product 

documentation at Sourcefire.  

According to the practices and procedures at Sourcefire Inc., it was re-

quired that after the content of documentation had been approved, the cor-

responding document was to be saved as a PDF file that was provided with 

security settings to prevent future modifications to the document. Moreo-

ver, the protected document was copied to a specific folder that included 

the completed documents. The completed documents were then made 

available to the production department and to the support department for 

distribution. On this basis, the production department created a documen-

tation CD-ROM or DVD and enclosed this with every Sourcefire 3D System 

appliance purchased by a customer. Moreover, the support department 

posted the completed documents to a support website for customers. 
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 The above reflected process is evidenced for version 5.1.1 of the Sourcefire 

manual by an affidavit of Ms. Sarah Ehrig (document D24). Therein Ms. 

Ehrig confirms: 

 

(D24, item 5). 

The date March 12, 2013, refers to the priority date of EP 2 974 212 B1, 

since the declaration was prepared for an opposition against EP 2 974 212 

B1. This date (March 12, 2013) is even earlier than the priority date (April 

16, 2014) of the instant opposed patent. 

In addition,  

Evidence: Testimony of Ms. Sarah Ehrig, 

pursuant to Article 117(1) EPC is offered. 

bb. The creation of the Sourcefire manual version 5.1.1 in 2012 as well as its se-

curity settings, including protection from modifying, follow also from doc-

ument properties which can be displayed with the software “Acrobat 

Reader”:  
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Fig. 2: Screenshots of document properties of D23 (red frames added). 

In addition,  

Evidence: Submission of original of D23 in pdf-format 

pursuant to Article 117(1) EPC is offered. 
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cc. D23 was provided to customers without any obligation for secrecy such as a 

non-disclosure agreement. D23 discloses that it may be distributed (pro-

vided that certain conditions are met):  

 

(D23, page 2, annotations added). 

dd. Prior to the priority date of the opposed patent (April 16, 2014), Sourcefire 

3D System appliances were purchased and obtained by more than 1000 

customers (each of which being a large government entity or company). In 

accordance with the procedures explained in section 1.a. above, a docu-

mentation disc was included in the packaging with each purchased appli-

ance. In particular, the User Guide Version 5.1.1 (document D23) was 

shipped to at least some customers before the priority date of the opposed 

patent as it was common practice to ship the latest version of the system 

and User Guide after it became available. 

The above reflected purchases are evidenced by the declaration of Mr. Ja-

cob H. Baugher III according to document D21. 

In addition,   

Evidence: Testimony of Mr. Jacob Baugher III, 

under Article 117(1) EPC is offered. 
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Mr. Baugher is an employee of an affiliate corporation of the intervenor 

and was previously employed by Sourcefire, Inc. Mr. Baugher has personal 

knowledge of previous products and offers relating to network security sys-

tems, including the Sourcefire 3D system, as well as of practices and proce-

dures for recording and retrieving data for the sale of such products and of-

fers. 

ee.  Finally, in the co-pending opposition proceedings against EP 2 974 212 B1 

(application umber 14 719 415.3), the opposition division found in its pre-

liminary opinion dated December 13, 2021 that the Sourcefire manual in 

version 5.1.1 (there: document D10) was publicly available at the priority 

date of EP 2 974 212 B1, which is even earlier than the priority date of the 

instant opposed patent (namely March 12, 2013): 

 

b. The claimed subject-matter is not novel over D23 

aa.  Features 1 to 1.1.2 

1  A method, comprising: 

1.1 receiving, by a packet security gateway (112) configured for 

protection of a network and associated with a security pol-

icy management server external from the network, a dy-

namic security policy comprising  

 1.1.1 a first set of packet filtering rules from the security 

policy management server,  
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 1.1.2 wherein each packet filtering rule of the first set of 

packet filtering rules comprises at least one packet matching 

criterion specified by one or more packet filtering rules, and  

(i)  The security policy management server of the Sourcefire system is called 

“Sourcefire Defense Center”, or “Defense Center”, in version 5.1.1 of the 

Sourcefire manual (document D23):  

 

(D23, page 36, emphasis added). 

The packet security gateways of the Sourcefire system are generally re-

ferred to as “managed devices”: 

 

(D23, page 37, emphasis added). 

(ii) Document D23 discloses that the managed devices receive an access con-

trol policy (= “dynamic security policy”, feature 1.1; regarding “dynamic”, 

see below) from their associated Defense Center, as is also indicated with 

the solid black arrow in the illustration below (which was not added by the 

intervenor) and the paragraph above the illustration  (“transmitted be-

tween a Sourcefire Defense Center and its managed devices”):  
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Fig. 3: D23, page 163, annotations added. 

D23 also discloses that the managed devices are associated with a Defense 

Center located externally from the network protected by a managed device. 

In an example disclosed by D23, the Defense Center is located in a Home 

Office, and there are remote sites (New York Office, Miami Office) pro-

tected by associated managed devices:  

Security Policy Management Server 

Record comprising subset of  
information (feature 1.2.4) and 
routed packet itself (feature 1.2.5), see below 

Packet Security 
 Gateway 

Dynamic security  
policy is 
updated automatically  
with Security  
Intelligence feeds 
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Fig. 4: D23, page 165.  

(iii) D23 furthermore discloses that the received access control policy com-

prises “access control rules” as well as “Security Intelligence” (= “a first set 

of packet filtering rules”).  

 

(D23, page 2131).  

Both “access control rules” as well as the “Security Intelligence” – here: 

the “Security Intelligence Feed”, which forms part of the “Security Intelli-

gence” (see above, section F.1) – specify at least one packet matching crite-

rion. For the access control rules, several examples are given, such as IP 

addresses or ports; the “Security Intelligence Feed” is specifically tailored 

to provide a “dynamic collection of IP addresses” (emphasis added), which 

may comprise whitelist or blacklists (see also above, D23, page 147). Thus, 

D23 discloses that the first set of packet filtering rules is part of a “dynamic 
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security policy” and each packet filtering rule of the set comprises “at least 

one packet matching criterion specified by one or more packet filtering 

rules”: 

 

(D23, pages 2131 and 2152, emphasis added).  

(iv) Thus, D23 discloses features 1 to 1.1.2.  

bb.  Feature 1.1.3  

1.1.3 wherein one or more first packet filtering rules, of the first 

set of packet filtering rules, was automatically created or al-

tered by the security policy management server based on 

malicious traffic information received from a malicious host 

tracker service; 

D23 discloses that the Defense Center (= “security policy management 

server”) downloads (= “receives”) a Security Intelligence Feed, which is – 

as shown above – a dynamic collection of IP addresses. This collection of 

IP addresses forms “malicious traffic information”, and is received from a 

HTTP or HTTPS server, representing a “malicious host tracker service”.  

Moreover, D23 explicitly discloses that this feed is used by the Defense 

Center ”to automatically update its managed devices” (= packet security 

gateways): 
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(D23, page 142, emphasis added). 

One example for a Security Intelligence Feed is the Sourcefire Intelligence 

Feed provided by the Sourcefire VRT (Vulnerability Research Team). Ac-

cording to another example of D23, it is also possible to configure third-

party feeds to “augment the Sourcefire Intelligence Feed with other regu-

larly-updated reputable whitelists and blacklists on the internet”. Accord-

ing to the disclosure of D23, this leads to the Defense Center downloading 

the entire feed and to “automatically update its managed devices”: 

 

(D23, page 147, emphasis added). 
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In one example, a feed concerns a so-called ZeuS4 blacklist: 

 

(D23, page 143, emphasis added).  

Consequently, D23 discloses that one or more of the first packet filtering 

rules on the packet security gateway (= managed device) were “automati-

cally created or altered by the security policy management server” (= De-

fense Center), based on malicious traffic information received from a mali-

cious host tracker service (= ZeuS Blacklist).  

Therefore, at least if one follows the understanding of an automatic crea-

tion as expressed by the Proprietor in the parallel infringement proceed-

ings as encompassing subscription-based updates (see D3, margin no. 65), 

D23 discloses feature 1.1.3.  

cc.  Feature group 1.2 

1.2 performing, by the packet security gateway and on a 

packet-by-packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet 

 
4  Zeus, ZeuS, or Zbot is a Trojan horse malware package that runs on versions of Microsoft Windows; https://en.wikipe-

dia.org/wiki/Zeus_(malware); last accessed on May 9, 2022.  
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security gateway based on the first set of packet filtering 

rules by performing  

 1.2.1 at least one of multiple packet transformation func-

tions specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets,  

 1.2.2 wherein at least one of the multiple packet trans-

formation functions specified by the at least one packet fil-

tering rule of the first set of packet filtering rules corre-

sponds to a packet digest logging function that provides a 

network communications awareness service and comprises: 

 1.2.3 identifying a subset of information specified by a 

packet matching the packet matching criterion of a packet 

filtering rule that specified the packet digest logging func-

tion;  

 1.2.4 generating a record comprising the subset of infor-

mation specified by the packet;  

 1.2.5 reformatting the subset of information specified by 

the packet in accordance with a logging system standard; 

and 

 1.2.6 routing, by the packet security gateway, the packet 

to a monitoring device configured to store the packet for 

subsequent analysis; 

(i) Features 1.2, 1.2.1 

 First of all, D23 discloses that the managed devices perform, on a packet-

by-packet basis, packet filtering based on packets associated with the pro-

tected network by performing a packet transformation function, specified 

by the rules of the first set of packet filtering rules (features 1.2 and 1.2.1). 

For example, D23 discloses that the managed devices use the blacklists ob-

tained as part of the “Security Intelligence”, such as the Sourcefire 
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Intelligence Feed or third-party Security Intelligence Feeds, i.e., a (dy-

namic) collection of IP addresses, to “filter your network traffic”. Thus, 

packets from or to a blacklisted IP address are blocked (= “at least one of 

multiple packet transformation functions specified by at least one packet 

filtering rule”): 

 

(D23, pages 146, emphasis added). 

In addition, D23 also discloses packet filtering, by the managed devices, on 

a packet-by-packet basis, based on packets associated with the protected 

network, by the access control rules. The received access control rules spec-

ify an action, such as “block” or “allow”, or an action, where matching traf-

fic is inspected by an intrusion policy. These actions form, in the words of 

the claim, “at least one of multiple packet transformation functions speci-

fied by at least one packet filtering rule”.  
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(D23, pages 38 and 39, emphasis added).  

Consequently, features 1.2 and 1.2.1 are disclosed by D23. 

(ii) Feature 1.2.2 

  Moreover, D23 discloses that at least one of the multiple packet transfor-

mation functions specified by the at least one packet filtering rule of the 

first set of packet filtering rules corresponds to a packet digest logging 

function that provides a network communications awareness service (fea-

ture 1.2.2). 

In particular, D23 discloses that an intrusion policy is associated with an 

access control rule (= “at least one packet filtering rule”). The intrusion 

policy is used “to inspect matching traffic”: 
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(D23, pages 38 and 39, emphasis added).  

Correspondingly, the section on “Intrusion Detection and Prevention” of 

D23 discloses that matching traffic, i.e., traffic matching an access control 

rule, is analyzed with an intrusion policy: 

 

(D23, page 39, emphasis added). 
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When based on the access control rule matching traffic is identified, an in-

trusion policy is trigged, i.e., “it generates an intrusion event”. For packet-

based events, a copy of the event is recorded: 

 

(D23, page 469, emphasis added).  

Thus, the intrusion policy, including the intrusion rules of D23, correspond 

to a packet digest logging function according to feature 1.2.2. Thus, feature 

1.2.2 is also disclosed. 

(iii) Features 1.2.3 to 1.2.6 

 Moreover, the intrusion policy, including the intrusion rules of D23, also 

fulfill the teaching of features 1.2.3 to 1.2.6: 

 As already mentioned, for packet-based events, a copy of the event is rec-

orded (feature 1.2.4: “generating a record”). The record comprises a subset 

of information (feature 1.2.3: “identifying a subset”) which is re-formatted 

(feature 1.2.5), for example in syslog format: 

 

(D23, pages 469 bottom to 470 top, emphasis added).  

[…] 
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The description of the opposed patent identifies the syslog standard as an 

example of how the subset of information is reformatted (opposed patent, 

pars. [0041], [0073]). 

Moreover, intrusion events can be inspected (D23, pages 478 ff.) and in-

clude in particular the re-formatted subset of information: 

 

(D23, pages 478 to 479, emphasis added).  

For example, the “subset of information specified by the packet” (feature 

1.2.3) comprises the source and destination IP address (D23, page 481). 

Some exemplary “subsets of information” are shown in the table view on 

page 489, that include the source and destination IP address of the packet: 
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(D23, page 490, annotations added).  

A detailed list of the information logged and re-formatted in an intrusion 

event is given on pages 480 ff. of D23. 

Finally, D23 also discloses that the intrusion event, including the packet, is 

transmitted (=”routed”, feature 1.2.6) to the Defense Center. An exemplary 

“packet view” on a Defense Center is shown on page 498 (emphasis 

added):  

 

As is clear from the citation above and from page 469 (“Managed devices 

transmit their events to the Defense Center where you can view the aggre-

gated data and gain a greater understanding of the attacks against your 

network assets.”), the packet is routed to the Defense Center, which is con-

figured for storing the packet and thus represents a monitoring device.  

Defense Center is configured to store the packet for  
subsequent inspection = monitoring device (feature 1.2.6) 
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Consequently, D23 therefore also discloses features 1.2.2 to 1.2.6, and thus 

the entire feature group 1.2.  

dd.  Feature groups 1.3 and 1.4 

1.3 receiving by the packet security gateway and after perform-

ing packet filtering on the first portion of the packets, an up-

dated second set of packet filtering rules for the dynamic se-

curity policy from the security policy management server,  

 1.3.1 wherein the updated second set of packet filtering 

rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server 

based on up-dated malicious traffic information received 

from the malicious host tracker service; and 

1.4 performing, on a packet by packet basis, packet filtering on 

a second portion of the packets associated with the network 

protected by the packet security gateway based on the up-

dated second set of packet filtering rules. 

Feature groups 1.3 and 1.4 concern the receival of an updated second set of 

packet filtering rules and performing packet filtering based on the updated 

second set of packet filtering rules.  

D23 discloses that the update effected by the Security Intelligence feed 

“takes effect” after “a few minutes”, which the skilled person will under-

stand to mean that packet filtering is performed for a second portion of the 

packets (i.e. those packets received after “a few minutes”) based on the up-

dated second set of packet filtering rules: 

Patent Owner, Centripetal Networks, LLC - Ex. 2001, p. 49



 

 

 

 

 

 

 

 

 

 

 

50 | 121 

 

 

(D23, page 142, emphasis added). 

The same is also evident from the definition of a Security Intelligence feed 

provided in the Glossary:  

 

(D23, page 2152). 

Thus, D23 explicitly discloses that after the update the Sourcefire system 

continues to perform the packet filtering function based on the update. As 

shown above, the packet filtering disclosed by D23 comprises the steps of 

feature group 1.2 and therefore also the steps of feature group 1.4.  

Thus, D23 discloses feature groups 1.3 and 1.4 as well.  

ee. Result 

The claimed subject-matter is therefore not novel in view of D23.  
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2. Lack of novelty over the Sourcefire manual version 4.10 (docu-

ment D19) 

a. Public availability of document D19 

aa.  Document D19 is time-stamped “2011-Mar-16 14:59”, which is more than 

three years before the priority date of the opposed patent in April 2014. It 

was also made factually available to the public before the priority date, as 

we explained in detail above. 

 In addition,  

Evidence: Submission of original of D19 in pdf-format 

pursuant to Article 117(1) EPC is offered. 

The electronic document D19 was created in 2011 as part of the practices 

and procedures for creating and providing product documentation for 

Sourcefire, Inc. (including product documentation for the Sourcefire 3D 

System, to which D19 relates). 

 Upon its creation, the Sourcefire manual version 4.10 was included on a 

CD-ROM or DVD in the packaging of each Sourcefire 3D System appliance 

purchased by a customer and was additionally made available on a support 

webpage for customers. 

The procedure described above is proven by the affidavit of Ms. Sarah Eh-

rig (document D20). Therein Ms. Ehrig confirms:  

 

(D20, item 5).  
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The date March 12, 2013, refers to the priority date of EP 2 974 212 B1, 

since the declaration was prepared for an opposition against EP 2 974 212 

B1. This date (March 12, 2013) is even earlier than the priority date (April 

16, 2014) of the instant opposed patent. 

Additionally, we offer pursuant to Article 117(1) EPC: 

Evidence: Testimony of Ms. Sarah Ehrig. 

Ms. Ehrig is currently an employee of an affiliate of the intervenor and was 

previously employed by Sourcefire, Inc. At the time of creation of D19, 

Ms. Ehrig had personal knowledge of the procedures for creating and deliv-

ering product documentation. 

bb.  Creation of the electronic publication D19 in 2011, as well as its security 

settings, including protection against modifications, are apparent from the 

document properties that can be displayed with “Acrobat Reader”:  
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Fig. 5: Screen shots of the document properties of D19 (red frames added). 

  

cc. D19 was made available to the customers without any obligation of confi-

dentiality. Rather, it is explicitly stated in this document that it may be 
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passed on if certain conditions (e.g. no modification, inclusion of the copy-

right notice) are met. This is apparent from the passages on page 2 of D19, 

which are depicted below: 

 

(D19, page 2. Red frames added.) 

dd.  Before the priority date of the opposed patent, Sourcefire 3D System appli-

ances had been purchased and obtained by more than 1000 customers. In 

accordance with the procedures described above, a documentation disc was 

enclosed with each purchased device. The documentation disc including 

the Sourcefire manual in version 4.10 was therefore actually made availa-

ble to the customers (each of which being a large government entity or 

company) before the priority date.  

The aforementioned purchases are proven by an affidavit by Mr. Jacob H. 

Baugher III.  

Additionally, we offer: 

Evidence: Testimony of Mr. Jacob Baugher III, 

under Article 117(1) EPC. 

Mr. Baugher is an employee of an affiliate corporation of the intervenor 

and was previously employed by Sourcefire, Inc. Mr. Baugher has personal 

knowledge of previous products and offers relating to network security sys-

tems, including the Sourcefire 3D system, as well as of practices and 
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procedures for recording and retrieving data for the sale of such products 

and offers. 

ee. The fact that the Sourcefire manual in version 4.10 was publicly available 

in March 2013 (i.e., well before the priority date of the opposed patent: 

April 16, 2014) was already found in the US Inter Partes Review proceed-

ings (docket number: IPR2018-01436) against US patent US 9 124 552 

(hereinafter: “US ‘522”; note that the Sourcefire manual in version 5.1.1, 

document 23, was not part of these proceedings). This decision was main-

tained in a final decision by the US Court of Appeals for the Federal Circuit 

(docket numbers: 2020-1635, 2020-1636). A petition for review by the Su-

preme Court of the United States was rejected. The decision of the US Pa-

tent and Trademark Office (USPTO) as well as the decision of the Court of 

Appeal are enclosed as document D22.  

The fact that these decisions relate to version 4.10 of the Sourcefire manual 

follows from pages 34, 47, 50 and 105 of D22 (page numbers added at the 

bottom right). 

In the context of the complete revocation of the patent US ‘522, the appel-

late court found that the USPTO had rightly recognized the Sourcefire 

manual in version 4.10 as being publicly available in March 2013. First of 

all, the Court of Appeal summarizes the decision of the USPTO as follows:  

„The Board rejected Centripetal's argument that the cost of 

obtaining Sourcefire (the document) was prohibitive; the 

Board found that it could be acquired by purchasing products that 

cost between $1,385 and £25,000, that 586 customers actually 

acquired it, and that Centripetal had not shown that an interested 

relevant artisan was not reasonably able to obtain the material“ 

(D22, page 10, our emphasis).  

And then confirms it:  

„On this record, we agree with the Board that Sourcefire was 

publicly accessible and therefore qualifies as a printed publica-

tion“ (D22, page 17, by this party's emphasis).  
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ff. Finally, in the co-pending opposition proceedings against EP 2 974 212 B1 

(application umber 14 719 415.3), the opposition division found in its pre-

liminary opinion dated December 13, 2021 that the Sourcefire manual in 

version 4.10 (there: document D7) was publicly available at the priority 

date of EP 2 974 212 B1, which is even earlier than the priority date of the 

instant opposed patent (namely March 12, 2013): 

 

b. The claimed subject-matter is not novel over D19 

aa.  Features 1 to 1.1.2 

1  A method, comprising: 

1.1 receiving, by a packet security gateway (112) configured for 

protection of a network and associated with a security pol-

icy management server external from the network, a dy-

namic security policy comprising  

 1.1.1 a first set of packet filtering rules from the security 

policy management server,  

 1.1.2 wherein each packet filtering rule of the first set of 

packet filtering rules comprises at least one packet matching 

criterion specified by one or more packet filtering rules, and  

The Sourcefire system comprises so-called 3D Sensors (= “packet security 

gateways”), also called “managed devices”, that are configured to protect 

the network: 
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(document D19, page 33).  

The 3D sensors receive a security policy from a centralized management 

interface called the Defense Center (= “security policy management 

server”): 

 

(document D19, page 33, emphasis added).  

The security policy comprises intrusion rules (= “a first set of packet filter-

ing rules”):

 

(D19, page 2084). 

Intrusion rules comprise standard text rules and shared object rules. An 

exemplary intrusion rule header is shown below: 
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(D19, page 764, emphasis added, the heading on page 764 is “Un-

derstanding and Writing Intrusion Rules”) 

The intrusion rules are updated through so-called security enhancement 

updates (SEUs): 

 

(document D19, page 254, emphasis added).  

The security policy comprising intrusion rules is thus a “dynamic security 

policy”. More details are given in section bb. below. 

The described procedure, i.e., that the dynamic security policy is received 

by the managed sensors from the Defense Center, is also visualized in the 

illustration below, with the solid black arrow (which was not added by the 

intervenor):  
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Fig. 6: D19, page 107. Annotations added.  

D19 also discloses that the 3D Sensors (managed devices) are associated 

with a Defense Center located externally from the network protected by a 

3D Sensor. In an example disclosed by D19, the Defense Center is located 

in a Home Office, and there are remote sites (New York Office, Miami Of-

fice) protected by the associated 3D Sensors: 

Security Policy Management Server 

Dynamic security policy: 
is updated automatically  
with security enhancement  
updates (SEUs). 

Record comprising subset of  
information (feature 1.2.4) and 
routed packet itself (feature 1.2.5), see below 

Packet Security Gateway 
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Fig. 7: D19, page 118.  

Thus, features 1 to 1.1.2 are known from document D19. 

bb.  Feature 1.1.3  

1.1.3 wherein one or more first packet filtering rules, of the first 

set of packet filtering rules, was automatically created or al-

tered by the security policy management server based on 

malicious traffic information received from a malicious host 

tracker service; 

D19 discloses that the Defense Center is able to automatically create or al-

ter packet filtering rules using so-called security enhancement updates 

(SEUs). This process is disclosed to be fully automated. Such packet filter-

ing rules are the standard text rules and the shared-object rules which are 

included in an intrusion policy (D19, pages 405 to 406, see heading „Man-

aging Rules in an Intrusion Policy“): 
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A „standard text rule“ and a “shared-object rule” (as well as so-called pre-

processors) is created and updated automatically based on malicious traffic 

information provided by the Sourcefire Vulnerability Research Team: 
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(D19, page 1716, emphasis added).  

The Sourcefire Vulnerability Research Team identifies “vulnerabilities” 

(see above citation) and thus represents a malicious host tracker service 

(feature 1.1.3/1.3.1). For example, page 34 of D19 makes a direct connec-

tion between the updates of the intrusion rules and malicious traffic (mali-

cious packets and malicious activity): 

 

(D19, page 34, emphasis added).  

The Sourcefire VRT provides malicious traffic information to the Defense 

Center (“releases Security Enhancement Updates”), i.e., the Defense 
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Center “receives”, via the Security Enhancement Updates, information on 

malicious traffic (see above). The Defense Center imports, as a scheduled 

task, i.e., without further manual interaction, the security enhancement 

updates comprising standard text rules or shared object rules (= ”one or 

more first packet filtering rules”, see step 2 above), and re-applies these 

rules to to the 3D Sensors (see step 3 above). Consequently, the 3D Sensors 

(= “packet security gateways”) receive rules automatically created or al-

tered by the Defense Center (= “security policy management server”) 

based on identified vulnerabilities (= “malicious traffic information”) re-

ceived from the Sourcefire VRT (= “malicious host tracker service”). 

Therefore, feature 1.1.3 is disclosed by D19.  

cc.  Feature group 1.2 

1.2 performing, by the packet security gateway and on a 

packet-by-packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet 

security gateway based on the first set of packet filtering 

rules by performing  

 1.2.1 at least one of multiple packet transformation func-

tions specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets,  

 1.2.2 wherein at least one of the multiple packet trans-

formation functions specified by the at least one packet fil-

tering rule of the first set of packet filtering rules corre-

sponds to a packet digest logging function that provides a 

network communications awareness service and comprises: 

 1.2.3 identifying a subset of information specified by a 

packet matching the packet matching criterion of a packet 

filtering rule that specified the packet digest logging func-

tion;  

 1.2.4 generating a record comprising the subset of infor-

mation specified by the packet;  
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 1.2.5 reformatting the subset of information specified by 

the packet in accordance with a logging system standard; 

and 

 1.2.6 routing, by the packet security gateway, the packet 

to a monitoring device configured to store the packet for 

subsequent analysis; 

Pages 34 and 35 of D19 disclose how packets are identified based on intru-

sion rules and in case of a match, a record (= “record comprising subset of 

information”) of the date, time, type of exploit, and context information 

about the source of the attack and its target is made (= “packet digest log-

ging function”). In addition, for packet-based events, a copy of the packet 

that triggered the event is recorded and routed from the 3D Sensor to the 

Defense Center: 

 

(D19, pages 34 to 35, emphasis and annotations added).  

Packet filtering rule (feature 1.2.3)  

Packet Security Gateway (feature 1.2) 

Routing the packet to a  
monitoring device (=Defense Center)  
(feature 1.2.6) 

Record comprising subset  

of information (features 1.2.2-1.2.5) 

Matching the packet matching  
Criterion (feature 1.2.3) 
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An intrusion event is defined as follows:  

 

(D19, page 2084).  

Accordingly, the intrusion event that is generated comprises: 

• a record comprising a subset of information specified by the packet 

(features 1.2.3 and 1.2.4) which is re-formatted (see below, feature 

1.2.5), and 

• the packet that matches the packet matching criterion. 

The entire intrusion event is routed to the Defense Center, which is “con-

figured to store the packet for subsequent analysis” and thus represents a 

“monitoring device” (feature 1.2.6).  

An exemplary intrusion event is available for further analysis at the De-

fense Center and is shown on page 290 of D19: 
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(D19, page 290; annotations added). 

The re-formatting of the subset of information is described in more detail 

on pages 293 ff. of D19. D19 discloses, for example, a re-formatting based 

on the so-called syslog standard (D19, pages 752 ff., c.f. the embodiment 

disclosed in pars. [0041] and [0073] of the opposed patent).  

Therefore, D19 discloses the entire feature group 1.2.  

dd.  Feature groups 1.3 and 1.4 

1.3 receiving by the packet security gateway and after perform-

ing packet filtering on the first portion of the packets, an up-

dated second set of packet filtering rules for the dynamic se-

curity policy from the security policy management server,  
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= monitoring device  
(feature 1.2.6) 

Defense Center is configured to store the packet for  
subsequent inspection = monitoring device (feature 1.2.6) 
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 1.3.1 wherein the updated second set of packet filtering 

rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server 

based on up-dated malicious traffic information received 

from the malicious host tracker service; and 

1.4 performing, on a packet by packet basis, packet filtering on 

a second portion of the packets associated with the network 

protected by the packet security gateway based on the up-

dated second set of packet filtering rules. 

Feature groups 1.3 and 1.4 concern the receival of an updated second set of 

packet filtering rules and performing packet filtering based on the updated 

second set of packet filtering rules.  

D19 discloses the automatic updating of packet filtering rules (intrusion 

rules comprising standard-text rules and shared-object rules) through so-

called SEU updates. These updates are made “so that the new SEU takes 

effect”, i.e., such that packet-filtering is then based on the updated packet 

filtering rules:  

 

(D19, page 1716, emphasis added).  
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Thus, D19 explicitly discloses that after the update the Sourcefire system 

continues to perform the packet filtering function based on the update. As 

shown above, the packet filtering disclosed by D19 comprises the steps of 

feature group 1.2 which correspond to those of feature group 1.4.  

Thus, D19 discloses feature groups 1.3 and 1.4 as well.  

ee. Result 

The claimed subject-matter is therefore not novel in view of D19.  

G. Lack of inventive step (Articles 100 a), 56 EPC) 

1. Lack of inventive step starting from the Sourcefire manual (doc-

ument D19) 

a.  Background  

D19 anticipates the subject-matter in a novelty destroying manner as 

shown above. Purely as a precaution, the following is submitted:  

The proprietor had already filed an infringement complaint based on the 

patent EP 3 132 587 B1, which resulted from the parent application of the 

instant opposed patent. The competent regional court of Düsseldorf stayed 

the infringement proceedings until the decision on validity after the inter-

venor submitted that the subject-matter of EP 3 132 587 B1 is anticipated 

by the Sourcefire manual version 4.10 (= here: D19).  

In light of the differences of claim 1 of the opposed, compared to claim 1 of 

EP 3 132 587 B1, the proprietor may argue that the Sourcefire manual 

(D19) does not disclose a malicious host tracker service. While the 

Sourcefire Vulnerability Research Team provides, as shown, the technical 
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features of a malicious host tracker service, to demonstrate that even if one 

were to assume such a “difference” for the benefit of the proprietor, there is 

at least no inventive step. Therefore, purely hypothetically, it is assumed 

that the corresponding features were not disclosed by D19:  

1.1.3 wherein one or more first packet filtering rules, of the first 

set of packet filtering rules, was automatically created or al-

tered by the security policy management server based on 

malicious traffic information received from a malicious host 

tracker service; 

1.3.1 wherein the updated second set of packet filtering rules com-

prises an update to the first set of packet filtering rules gen-

erated by the security policy management server based on 

up-dated malicious traffic information received from the 

malicious host tracker service; and 

b.  Objective technical problem 

The technical effect would be achieving an alternative method of provid-

ing automatic updates for the dynamic security disclosed by the Sourcefire 

manual. The objective technical problem is thus how to provide an al-

ternative method of providing automatic updates for a dynamic security.  

c.  Obviousness 

The technical solution is obvious in view of the common general knowledge 

of the skilled person and the developments already undertaken by numer-

ous experts in the field of network security as we will show below: 

aa.  Firstly, it should be noted that the Sourcefire system, that is described in 

the manual (D19), was publicly credited for its automatic update function-

ality and intelligent policy tuning before the priority date of the opposed 

patent. Thus, the skilled person was aware of the automatic update func-

tion of Sourefire. This is evidenced for example by following passages from 

D25 and D26, which were published before the priority date:   
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(D25, page 1, emphasis added).  

Note that the abbreviation NGIPS means next generation intrusion preven-

tion system, c.f. page 33 of D19: 

 

See also D27, which concerns an article by Mr. Anthony Perridge, EMEA 

Channel Director at Sourcefire on the Sourcefire system:

 

(D27, page 1). 

bb.  At the time, a number of efforts had already been successfully made to 

standardize the exchange of cyber threat information. This is evidenced 

and summarized by document D27, published before the priority date. 

Document D27 in particular discloses that the so-called STIX format had 

been developed to standardize cyber observables and indicators (D27, 

pages 8 and 14). The proprietor has alleged in the infringement case that 

“observables” correspond to packet filtering rules (D3, marginal 148, page 

74). D27 discloses in particular that the so-called Trusted Automated eX-

change of Indicator Information (TAXII) effort had – before the priority 
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date – already been established by the US Department of Homeland Secu-

rity (DHS): 

 

(D27, page 19, emphasis added).  

D27 also discloses that the Financial Services Information Sharing and 

Analysis Center (FS-ISAC) agreed to implement the STIX architecture (in-

cluding CybOX) for cyber threat information sharing amongst its constitu-

ent members in the financial services arena, which was already available by 

May 2013 to thousands of its members organizations: 

 

(D27, page 19, emphasis added). 

Thus, based on the common general knowledge before the priority date 

and the technology already put in place to do so, the skilled person would 

have used, for example, automatic feeds from FS-ISAC distributed via STIX 

and TAXII to update the dynamic security policy of Sourcefire, in addition 

to or alternative to the updates provided by the Sourcefire Vulnerability 

Research Team.  

According to the proprietor, such an update, for example from FS-ISAC 

distributed via TAXII in the STIX format constitutes a malicious host 

tracker service (D3, pages 49 to 51): 
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Fig. 8: Excerpt from page 49 of D3. Annotations added. 

cc.  When faced with the technical problem how to provide an alternative 

method of providing automatic updates for a dynamic security the skilled 

person has a clear incentive to add automatic security updates based on 

TAXII to the teaching of D19.  

 D19 discloses that automatic updates are provided by the Sourcefire Vul-

nerability Research Team “as new vulnerabilities are identified” (D19, 

page 1716). Naturally, the capacity of any team is limited so the skilled per-

son has an incentive to improve the update capabilities by widening the 

range of sources of malicious traffic information.  

 Before the priority date, the TAXII effort was common general knowledge 

of the skilled person and documented on the TAXII website (see docu-

ments D28 and D29). Taxii is an effort in order to standardize the auto-

mated exchange of cyber threat information. D28 is an excerpt from the so-

called Wayback Machine archived on February 19, 2014 (see D29, note that 

the website shown in D28 and D29 is the same): 
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(D28, page 1, emphasis added).  

It is notable that the TAXII FAQ even incites a broad and diverse commu-

nity participation:  

 

(D28, page 1).  

This is further evidenced by the fact that network security experts at Mi-

crosoft, HP, and other institutions had – before the priority date – already 

adopted the STIX format that is used by Taxii (D27, page 19). Therefore, 

the skilled person would provide an interface for Taxii feeds in the 

Sourcefire system of D19 when faced with the objective technical problem 

without inventive skill. Since the exchange via Taxii was already standard-

ized before the priority date, only minor modifications would – if at all – be 

required and no incompatibilities could be expected.  

For completeness, the intervenor refers to D30, which proves that the “In-

foblox” service (also shown in the figure above), as another example of a 

malicious host tracker service, was also publicly known before the priority 

date.  

Therefore, the subject-matter of features 1.1.3 and 1.3.1 is – in any case – 

obvious in view of the common knowledge of the skilled person.  
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2. Lack of inventive step starting from D31 

a.  D31 is a suitable closest prior art 

Document D31 (US 2011/0072506 A1) is a US patent application published 

on March 24, 2011 and is thus full prior art under Article 54(2) EPC.  

Document D31 is a suitable closest prior art since it has the same purpose 

as the underlying invention. Like the opposed patent, D31 addresses the is-

sue of proactive network protection. D31 discloses that a problem of exist-

ing system is their vulnerability to zero-day vulnerabilities, where a threat 

is not known until it occurs (c.f. opposed patent, par.  [0002]: “Most exist-

ing approaches to protecting such networks are reactive rather than pro-

active. While reactive approaches may identify the source of an attack 

and assist in subsequent mitigation efforts, in most instances, the attack 

will have already been successfully launched.”): 

 

(D31, par. [0014]), emphasis added).  

D31 discloses a Unified Threat Management System (UTMS) that is capa-

ble of proactive network protection:  
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(D31, par. [0022]), emphasis added).  

Document D31 is also a suitable closest prior art since it discloses the same 

network architecture as the opposed patent and would thus not require any 

structural changes. In particular, in the context of Fig. 3, D31 discloses the 

following system:  

[…] 
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Fig. 9: D31, Fig. 3. Annotations added. 

 

This is structurally, insofar as relevant for the claim, identical to Fig. 5 of 

the opposed patent:  

Third-party cyber security firm server  
(security policy management server) 

Firewalls (packet  
security gateways) 
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Fig. 10: Opposed patent, Fig. 5. Annotations added. 

The subject-matter of claim 1 does not comprise an inventive step starting 

from D31 as will be shown below:  

b.  Disclosure of D31  

aa.  Features 1 to 1.1.2 

1  A method, comprising: 

1.1 receiving, by a packet security gateway (112) configured for 

protection of a network and associated with a security pol-

icy management server external from the network, a dy-

namic security policy comprising  

 1.1.1 a first set of packet filtering rules from the security 

policy management server,  

 1.1.2 wherein each packet filtering rule of the first set of 

packet filtering rules comprises at least one packet matching 

criterion specified by one or more packet filtering rules, and  

Packet security gateways 
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Document D31 discloses a method (see D31, par. [0002]), where firewalls 

146a, 146b (see D31, Fig. 3) operate based on rulesets (= security policy) 

comprising a plurality of rules: 

 

(D31, par. [0051], emphasis added). 

The rules are packet filtering rules: 

 

(D31, par. [0052], emphasis added). 

The rulesets define a security policy: 

 

(D31, par. [0052], emphasis added). 

These rulesets are updated to remain effective against network threats: 
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(D31, par. [0088], emphasis added). 

The security policy is therefore dynamic.  

A third-party cyber security risk management firm 305 provides the 

rulesets to the firewalls 146, see par. [0088] and Fig. 3 (reproduce above). 

The skilled person understands that this involves a server, i.e., a security 

policy management server at the third party cyber security risk manage-

ment firm 305. Thus, the dynamic security policy is received from a secu-

rity policy management server 305. As can be seen from Fig. 3, the security 

policy management server 305 is external to the network protected by fire-

wall 146a or firewall 146b.  

Therefore, D31 discloses features 1 to 1.1.2. 

bb.  Feature 1.1.3  

1.1.3 wherein one or more first packet filtering rules, of the first 

set of packet filtering rules, was automatically created or al-

tered by the security policy management server based on 

malicious traffic information received from a malicious host 

tracker service; 
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As shown above, the rulesets of the dynamic security policy of D31 are up-

dated by a server of a third-party security firm based on threat data 310 (= 

“malicious traffic information”) received from sources 315 (= “malicious 

host tracker service”), see D31, Fig. 3 (reproduced above) and pars. [0052], 

[0088].  

These updates are performed automatically, for example, based on the de-

tection of certain network conditions: 

 

(D31, par. [0083], emphasis added). 

Therefore, D31 discloses feature 1.1.3.  

cc.  Feature group 1.2 

1.2 performing, by the packet security gateway and on a 

packet-by-packet basis, packet filtering on a first portion of 

packets associated with the network protected by the packet 

security gateway based on the first set of packet filtering 

rules by performing  

 1.2.1 at least one of multiple packet transformation func-

tions specified by at least one packet filtering rule of the first 

set of packet filtering rules on the first portion of packets,  

 1.2.2 wherein at least one of the multiple packet trans-

formation functions specified by the at least one packet fil-

tering rule of the first set of packet filtering rules corre-

sponds to a packet digest logging function that provides a 

network communications awareness service and comprises: 

 1.2.3 identifying a subset of information specified by a 

packet matching the packet matching criterion of a packet 
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filtering rule that specified the packet digest logging func-

tion;  

 1.2.4 generating a record comprising the subset of infor-

mation specified by the packet;  

 1.2.5 reformatting the subset of information specified by 

the packet in accordance with a logging system standard; 

and 

 1.2.6 routing, by the packet security gateway, the packet 

to a monitoring device configured to store the packet for 

subsequent analysis; 

D31 discloses that packets are inspected based on the rules sets and mali-

cious packets are dropped: 

 

(D31, par. [0052], emphasis added). 

This is illustrated by the example shown in Fig. 13: 

Patent Owner, Centripetal Networks, LLC - Ex. 2001, p. 81



 

 

 

 

 

 

 

 

 

 

 

82 | 121 

 

 

Fig. 11: D31, Fig. 13. Annotations added. 

 as disclosed in par. [0103]: 

 

D31 thus discloses features 1.2, 1.2.1, and 1.2.3.  

D31 also discloses a packet transformation function that corresponds to a 

packet-digest logging function, since it is possible for a log entry 1314 to be 

created, see Fig. 13 above. The fact that log files are created is disclosed, for 

example, in par. [0052] (“log files”) and in par. [0104], which discloses that 

packets identified based on “at least one packet matching criterion” (here: 

the protocol, TCP; the source IP address A; the destination IP address B; 

and the port number) are logged so long as a further criterion is fulfilled 

(here: x-megabytes traffic per hour):  

 

Packet matching criteria Packet transformation function =  
packet digest logging function 

Packet is re-routed  
(D31, par. [0103]) 
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(D31, par. [0104], emphasis added). 

That the assessment whether the packet digest logging function is per-

formed for a particular packet may include a further criterion (here: x-

megabytes traffic per hour) is not excluded by the claim language. For ex-

ample, an “alarm” can also be triggered by comparison of current network 

conditions with one or more rules (D31, par. [0076]).  

Thus, D31 also discloses feature 1.2.2. 

Document D31 also discloses that identified packets can also be re-routed: 

 

(D31, par. [0103], emphasis).  

Document D31 thus discloses all features of feature 1.2 with the exception 

of: 

i. D31 does not disclose that a log includes a “subset of information” 

and that the subset is “reformatted” (part of features 1.2.4 and 

1.2.5) 

ii. D31 does not disclose that the re-routing is to a “monitoring device 

configured to store the packet for subsequent analysis” (part of fea-

ture 1.2.6).  
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dd.  Feature groups 1.3 and 1.4 

1.3 receiving by the packet security gateway and after perform-

ing packet filtering on the first portion of the packets, an up-

dated second set of packet filtering rules for the dynamic se-

curity policy from the security policy management server,  

 1.3.1 wherein the updated second set of packet filtering 

rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server 

based on up-dated malicious traffic information received 

from the malicious host tracker service; and 

1.4 performing, on a packet by packet basis, packet filtering on 

a second portion of the packets associated with the network 

protected by the packet security gateway based on the up-

dated second set of packet filtering rules. 

Feature groups 1.3 and 1.4 concern the receival of an updated second set of 

packet-filtering rules and performing packet filtering based on the updated 

second set of packet filtering rules.  

D31 discloses that “the various rulesets […] require update to remain ef-

fective” (D31, par. [0088], recited above, emphasis added). The need for an 

update is detected automatically:

 

Thus, D31 discloses that packet filtering continues after receiving an up-

date and thus discloses feature groups 1.3 and 1.4 in their entirety.  
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c.  Distinguishing features 

Document D31 thus discloses all features of claim 1 with the exception of: 

i. D31 does not disclose that a log includes a “subset of information” 

and that the subset is “reformatted” (part of features 1.2.4 and 

1.2.5). Note that D31 discloses the creation of a log for identified 

packets (see above).  

ii. D31 does not disclose that the re-routing is to a “monitoring device 

configured to store the packet for subsequent analysis” (part of fea-

ture 1.2.6). Note that D31 discloses a re-routing of identified pack-

ets (see above).  

d.  Technical effects / objective technical problems 

The description of the opposed patent is entirely silent on any technical ef-

fect of distinguishing feature (i). Assume, arguendo, that a first technical 

effect of distinguishing feature (i) is that information is available in a par-

ticular chosen format; the only embodiment disclosed by the opposed pa-

tent (par. [0073]) concerns the – well known – syslog format.  

The second technical effect of distinguishing feature (ii) is that the identi-

fied packet itself is made available for subsequent analysis. In an embodi-

ment, the stored packet can be subsequently reviewed by a law enforce-

ment or national security authority (opposed patent, par. [0039]).  

The first and second technical effects are completely unrelated, there is no 

synergy effect between them. The claim is a juxtaposition (see Guidelines 

G-VII, 7) of features. In fact, as was shown above, the distinguishing fea-

tures concern distinct and unrelated embodiments of the opposed patent. 

The embodiment of par. [0039] concerning the monitoring device does not 

make any reference at all to a packet digest logging function let alone a 

reformatting of a subset of information. Vice versa, the embodiment of par. 
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[0073] does not make any reference whatsoever to a monitoring device. 

Therefore, the partial problems approach is applicable (see Guidelines G-

VII, 5.2; G-VII, 6). 

The first partial problem is how to provide a method of packet filtering that 

allows a structured log entry to be created.  

The second partial problem is how an identified packet can be made availa-

ble for subsequent analysis, for example for law-enforcement purposes. 

e.  Obviousness 

The claimed solution is obvious in view of the general knowledge of the 

skilled person. It is obvious that a log entry comprises some sort of format 

and is thus “re-formatted”. The claim does not specify any particular type 

of format and even the description only relates to the commonly known 

syslog format.  

It is also obvious that a re-routing, as disclosed by D31, is only meaningful 

if the destination of the re-routed packet is configured to store the packet 

(otherwise the packet may as well be dropped and not re-routed).  

Purely exemplary, intervenor refers to the following documents: 

aa.  Obviousness in view of D32 

Document D32 is a US patent application published on October 7, 2020 

and is thus full prior art under Article 54(2) EPC.  

Document D32 discloses the solution to both partial problems within a sin-

gle document.  

Starting from D31, the skilled person would consider document D32 as it 

relates to the same technical field, i.e., a data traffic monitoring system 
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(D32, abstract). D32 even concerns a method of automatically generating 

rules for use by a monitoring module (D32, par. [0044]).  

Document D32 discloses the following workflow in the context of Fig. 5 

(similar workflows are disclosed in Figs. 6 and 9, and the corresponding 

passages from the description: 

 

Fig. 12: D32, Fig. 5, annotations added. 

Thus, document D32 discloses a packet is analyzed (step 504) and based 

on a packet matching criterion a packet is rejected (fail) which leads to: 

i. The generation of event data (= subset of information), which is 

transmitted to an event database (e.g. event database 310, see D32, 

Fig. 3). 
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D32 discloses that the event data is re-formatted, for example based 

on the XML or HTML format: 

 

 

(D32, par. [0069], emphasis added.) 

Starting from D31, the skilled person would thus take the log (D31, 

par. [0104]) and re-format it in XML format (D32, par. [0069]) 

without inventive skill.  

ii. The deleted packet is stored in a “deleted packet database for fur-

ther analysis”. The deleted packet database is thus “configured to 

store the packet for subsequent analysis” and thus represents a 

“monitoring device”.  

 

Starting from D31 and in view of the second partial problem, the 

skilled person would thus “re-route” (D31, par. [0103]) the packet 

to the “deleted packet database” (D32, par. [0111]) for further anal-

ysis without inventive skill.  

The subject-matter of claim 1 thus lacks an inventive step starting from D31 

in view of D32. The same applies mutatis mutandis to claims 14 and 15, 

which therefore do not comprise an inventive step either. 
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bb.  Obviousness in view of common general knowledge and D36 

The solution to the first partial problem is obvious in view of the common 

general knowledge of the skilled person. The solution to the second partial 

problem is obvious in view of document D36.  

i.  First partial problem 

It was common general knowledge of the skilled person before the priority 

date that a log has to be re-formatted according to some sort of logging 

standard. In an embodiment, the opposed patent refers to the syslog stand-

ard (par. [0073]). Syslog was standardized years before the priority date as 

is evidenced by documents D33 (RFC 5424) and D34 (change history of the 

standard). Document D33 discloses the syslog standard as an important 

tool to avoid compatibility issues: 

„Without this document, each other standard needs to define its 

own syslog packet format and transport mechanism, which over 

time will introduce subtle compatibility issues” (D33, page 2). 

Thus, the very purpose of the syslog standard is to provide a compatible 

tool to the skilled person that he can simply use without any inventive skill.  

That syslog was commonly used for firewalls protocols is also evidenced by 

document D35. D35 even discloses the same network architecture as the 

opposed patent, see Fig. 6:  
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Fig. 13: Fig. 6 of NK 4. Annotations added. 

D35 discloses that Server 108 (=security policy management server) is lo-

cated external to the networks 118, 120 protected by the edge server 

(=packet security gateway). Server 180 serves as a security policy manage-

ment server that can transmit a dynamic security policy identifying mali-

cious computer program code from a virus watch service (malicious host 

tracker service) to the edge servers 602A and 602B (= packet security gate-

ways) as a dynamic security policy so that forged packets are identified and 

prevented from reaching the network 100 from any of the clients 102, 104, 

106: 

Security policy ma-

nagement server 

First packet security gateway. 

The edge server is integrated 

with a router. 

Second packet security gateway 
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(NK 4, column 28, lines 17 to 32, emphasis added).  

D35 discloses that packets are examined based on packet filtering rules 

(D35, Col. 38, ll. 55 to 61). A comparison can include, for example, compar-

ing the port address of the received packet with a stored port address “80” 

to identify if it is an HTTP packet5 (D35, Col. 38, ll. 64 to 67). 

Once the function of a rule has been evaluated, the packet analyzer per-

forms the desired action or actions determined by the rule (D35, Col. 39, ll. 

13 to 15). 

For example, information about the packet is logged (D35, Col. 39, ll. 15 to 

36, highlighting added by this party) in syslog format  

 

(D35, col. 35, lines 34 to 36; see also col. 35, lines 52 to 57). 

Thus, the solution to the first partial problem is obvious in view of the com-

mon general knowledge of the skilled person.  

 
 5 The port address 80 is used for the http protocol.  
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ii.  Second partial problem 

The solution to the second partial problem is obvious in view of document 

D36. D36 (US 2011/0314177 A1) is a US patent application that was pub-

lished on December 22, 2011 and which therefore is full prior art pursuant 

to Article 54(2) EPC.  

If, starting from D31, in view of the second partial problem, how an identi-

fied packet can be made available for subsequent analysis, for example for 

law-enforcement purposes, the person skilled in the art will consider D36. 

D36, like the D31, deals with network security in general. Specifically, D36 

concerns technologies that redirect traffic associated with a target entity for 

the purpose of lawful interception: 

“Technologies for redirecting traffic associated with a target entity 

for purposes of lawful intercept are presented herein” (D36, ab-

stract). 

D36 discloses that Internet Service Providers (ISPs) may be required by 

law enforcement agencies to collect data traffic from a specific target per-

son, e.g. a device on the network associated with a specific location or per-

son, for law enforcement and cyber-security purposes: 

“Internet service providers (ISPs) may be required by local, state or 

federal law enforcement agencies to capture data traffic from a 

particular target entity, such as a network device associated with a 

particular location or person for purposes of law enforcement and 

cyber-security” (D36, paragraph [0002]).  

Since D36 is thus concerned with routing packets for law enforcement pur-

poses, the person skilled in the art would have reason to use D36 to solve 

the problem when starting from NK 6. 

D36 discloses  
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1.2.3 identifying a subset of information specified by a packet 

matching the packet matching criterion of a packet filtering 

rule that specified the packet digest logging function; […] 

1.2.6 routing, by the packet security gateway, the packet to a 

monitoring device configured to store the packet for subse-

quent analysis;  

as is illustrated, for example, by the embodiment in Fig. 4: 
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Fig. 14: Fig. 4 of D36. Annotations added. 

 

The IP address is a packet-iden-

tification criteria, which is 

checked. 

If the packet matching criterion is 

met, the packet is routed to a 

monitoring device. 

Corresponds to the 

Packet Security Gate-

way. 

Corresponds to the 

monitoring device. 
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The method of Fig. 4 is summarized as follows: 

„A routine 400 begins at operation 402, where the network router 

104 receives a data packet“ (D36, paragraph [0060]).  

The network router 104 constitutes a packet security gateway. This step 

corresponds to feature 4 of claim 1, which is thus also disclosed by D36. 

The method proceeds as follows: 

„From operation 402 the routine 400 continues to operation 404, 

where the network router 104 may determine whether either the 

origination IP address or the destination IP address associated 

with the data packet is within the range of lawful intercept IP ad-

dresses 262 that correspond to the lawful intercept routing policy 

260 for redirecting the data packets of the lawful intercept capture 

system 108.“ 

This means that a packet matching criterion is checked, namely the source 

IP address or the destination IP address. This corresponds to feature group 

5, which is thus also disclosed by D36. 

If the packet matching criterion is met, the method proceeds as follows: 

„If, however, at operation 404, the network router 104 determines 

that the origination IP address or the destination IP address associ-

ated with the data packet lies within the range of lawful intercept 

IP addresses 262, the routine 400 proceeds from operation 404 to 

operation 406, where the network router 104 redirects the 

data packet to the lawful intercept capture system 108. Ac-

cording to embodiments, the data packet may be redirected to the 

lawful intercept capture system 108 based on the lawful intercept 

routing policy 260 associated with the lawful intercept IP address. 

The lawful intercept routing policy 260 may indicate the redirec-

tion IP address 264 associated with the lawful intercept capture 

system 108 to which to route the data packet associated with the 

lawful intercept IP address“ (D36, paragraph [0062], highlighting 

added by this party).  
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This means that the packet security gateway, i.e., the network router 104, 

routes the data packet, which matches the packet matching criterion, i.e. a 

certain IP address, to the Lawful Intercept Capture System 108 for further 

analysis. The Lawful Intercept Capture System 108 in turn forwards the 

packet to a certain “lawful intercept capture device 110A” (D36, pars. 

[0063]-[0064]), which thus constitutes a monitoring device. 

Starting from D31 and in view of D35, the skilled person would thus “re-

route” (D31, par. [0103]) the packet to the “lawful intercept capture device 

110A” (D36, pars. [0063]-[0064]) for further analysis, when faced with the 

problem of how an identified packet can be made available for subsequent 

analysis, for example for law-enforcement purposes, without inventive 

skill. 

iii.  Summary 

Thus, claim 1 is not based on an inventive step.  

The same applies accordingly to claims 14 and 15, which therefore do not 

involve an inventive step either. 

  

Patent Owner, Centripetal Networks, LLC - Ex. 2001, p. 96



 

 

 

 

 

 

 

 

 

 

 

97 | 121 

 
H. Dependent claims 

None of the dependent claims fulfills the requirements of the EPC. The de-

pendent claims comprise added-matter and are not sufficiently disclosed 

(Articles 100b), 83 EPC). Moreover, the subject-matter of the dependent 

claims is not novel or at least not inventive: 

1. Claim 2 

2.  The method of claim 1, wherein the at least one packet 

matching criterion comprises at least one network address 

associated with an indication of malicious network traffic. 

 The subject-matter of claim 2 is not novel over each of D19 or D23.  

a. D23 discloses that a Security Intelligence Feed (whether this is the 

Sourcefire Intelligence Feed or a third-party feed does not matter) is a dy-

namic collection of IP addresses (a network address) with a poor reputa-

tion:  

 

(D23, page 142, emphasis added). 

D23 also explicitly refers to “malicious IP addresses” in this context (D23, 

page 146, penultimate paragraph.  

b. D19 discloses that a standard text rule or standard objection rule (com-

prised in the intrusion rule) comprises source and destination IP addresses 

of the packet: 
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(D19, page 764, emphasis added, the heading on page 764 is “Understand-

ing and Writing Intrusion Rules”) 

The standard text rule or standard objection rule is created and updated 

automatically based on malicious traffic information provided by the 

Sourcefire Vulnerability Research Team (see above, especially D19, page 34 

and page 1716).  

2. Claim 3 

3.  The method of any one of claims 1 or 2, wherein at least one 

packet transformation function comprises a network protec-

tive action. 

a. The subject-matter of claim 3 is not disclosed by the parent application as 

filed (document D6) or the application as filed (document D5). Claim 3 was 

drafted from scratch with the response of the (then) applicant dated April 

3, 2020:  
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Neither D6 nor D5 disclose “a network protective action” anywhere con-

trary to Articles 76(1) and 123(2) EPC.  

b. Moreover, the subject-matter of claim 3 is not novel over D19 or D23: 

Document D23 discloses: 

 

(D23, page 469). 

 Document D19 discloses that the intrusion policy may drop harmful pack-

ets: 

 

(D19, page 35). 

3. Claim 4 

4.  The method of any one of claims 1-3, wherein the dynamic 

security policy specifies that a first set of the packets should 

be placed in a first forwarding queue and a second set of the 

packets should be placed in a second forwarding queue, the 

first forwarding queue having a higher forwarding rate 

than the second forwarding queue, the method comprising: 

sending, by the packet security gateway, the first set of the 
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packets in the first forwarding queue; and 

sending, by the packet security gateway, the second set of 

the packets in the second forwarding queue. 

a. Claim 4 is not disclosed by the parent application as filed (document D6) or 

the application as filed (document D5). It was added with the (then) appli-

cant’s response dated April 3, 2020.  

As claim 4 is worded now it does not correspond to the disclosure of pars. 

[10] and [51] of document D6. These paragraphs disclose that the  

“dynamic security policy may also include one or more rules, the 

combination of which may effectuate an enqueueing service within 

a network environment” (D6, par. [51]; D5, par. [51]). 

However, the “rules” of claim 1 are “packet-filtering rules” that do not “ef-

fectuate an enqueueing service within a network environment”. It is not 

disclosed anywhere in documents D5 or D6 that a packet-filtering rule as 

claimed can define first and second forwarding queues. These are distinct 

embodiments. The “enqueueing service” does not relate to a packet digest 

logging function (features 1.2.2 to 1.2.5) or routing of the packet (feature 

1.2.6).  

Thus, different embodiments were combined contrary to the requirements 

of Articles 123(2) and 76(1) EPC.  

b. Claim 4 is not novel over D19 or D23. Both D19 and D23 disclose rules that 

forward packets based on their type of service (ToS) value or, for the IP 

header protocol, based on their Differentiated Services Code Point (DSCP) 

field. For example, document D19 discloses: 
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(D19, page 815). 

Similar disclosure is found on page 975o of D23. The opposed patent iden-

tifies the DSCP field as an embodiment of the subject-matter of claim 4 

(opposed patent, par. [0038]).  

Thus, the subject-matter of claim 4 is not novel over D19 or D23.  

Moreover, it is noted that the use of DSCP to provide differentiated quality 

of service was already standardized before the priority date, see documents 

D37 and D38: 

“The differentiated services architecture is based on a simple model 

where traffic entering a network is classified and possibly condi-

tioned at the boundaries of the network, and assigned to different 

behavior aggregates. Each behavior aggregate is identified by a 

single DS codepoint. Within the core of the network, packets are 

forwarded according to the per-hop behavior associated with the 

DS codepoint” (D37, section 2, page 12). 

As well as: 

„Packet classifiers select packets in a traffic stream based on the 

content of some portion of the packet header. We define two types 

of classifiers. The BA (Behavior Aggregate) Classifier classifies 

packets based on the DS codepoint only. The MF (Multi-Field) clas-

sifier selects packets based on the value of a combination of one or 

more header fields, such as source address, destination address, DS 

field, protocol ID, source port and destination port numbers, and 

other information such as incoming interface. Classifiers are used 
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to ‘steer’ packets matching some specified rule to an element of a 

traffic conditioner for further processing“ (D37, section 2.3.1, page 

14). 

and: 

(D37, page 4). 

 

(D37, page 6). 

4. Claim 5 

5.  The method of any one of claims 1-4, further comprising: 

receiving, by the packet security gateway, packets in a net-

work layer transparent manner using an interface that is 

not addressed at the network layer and performing the at 

least one of the multiple packet transformation functions at 

the network layer. 

a. Claim 5 extends beyond the application as filed (document D5) and the 

parent application as filed (document D6). It was added with the (then) ap-

plicant’s response dated April 3, 2020. 

Neither D5 nor D6 disclose that the operation of the PSG “in a network 

layer transparent manner” may be combined with the packet digest 
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logging function as claimed, in particular with the generation of a record 

(feature 1.2.3 to 1.2.5) and routing of the packet (feature 1.2.6). In particu-

lar, the application as filed (and correspondingly the parent application as 

filed) teaches at par. [42] that, by operating in a network layer transparent 

manner, attack packets cannot be routed to network interfaces. However, 

the claim requires routing of (identified) packets (feature 1.2.6). Therefore, 

two different, and in fact even incompatible, embodiments have been com-

bined contrary to Articles 123(2) and 76(1) EPC.  

b. The subject-matter of claim 5 is insufficiently disclosed (Article 83 EPC) as 

the opposed patent does not disclose how “packets [can be received] in a 

network layer transparent manner using an interface that is not ad-

dressed at the network layer and performing the at least one of the multi-

ple packet transformation functions at the network layer”. 

c. The subject-matter of claim 5 is not novel over D19 and D23, which both 

disclose a “transparent inline mode” (D19, pages 226 and 227; D23, page 

233).   

5. Claim 6 

6.  The method of any one of claims 1-5, wherein the network 

communications awareness service comprises a network se-

curity awareness service or a network threat awareness 

service. 

 The subject-matter of claim 6 is not novel over D19 or D23.  

 According to par. [0041] of the opposed patent, “a network security 

awareness service or a network threat awareness service” may, for exam-

ple, be effected by a packet digest logging function that stores, for example, 

“selected packet information and/or system information (e.g., associated 

network addresses, ports, protocol types, URIs, arrival times, packet 

sizes, directions, interface names, media access control (MAC) addresses, 
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matching rule IDs, metadata associated with matching rules, enforced 

policy names, or the like)” (opposed patent, par. [0041]). 

As shown above, D19 and D23 discloses a packet digest logging function, 

see e.g. D19, pages 258, 259, and 290; D23, page 469. Thus, D19 and D23 

disclose “a network security awareness service or a network threat 

awareness service”. 

6. Claim 7 

7.  The method of any one of claims 1-6, wherein the network 

communications awareness service is provided based on one 

or more criteria that are indicative of packet communica-

tions that are of interest to an organization that operates the 

network. 

The subject-matter of claim 7 is not novel over D19 and D23:. 

a. D23 discloses that an intrusion policy (and thus the logged information) is 

chosen to fit the need of an organization:  

 

(D23, page 566, emphasis added).  

The “table view”, for example, presents information “of interest” to the 

user of the system:  
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(D23, page 2155, emphasis added). 

b. Similarly, D19 discloses that the events (which contain the “record” created 

by the packet digest logging function) are used to indicate communications 

that are “of interest to an organization that operates the network”, for ex-

ample they may already be prioritized: 

 

(D19, page 322, emphasis added).  

The intrusion event workflows are set up so that information that is of in-

terest to the user is displayed, which are customized as desired according 

to the user’s needs:  
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(D19, page 283). 

See also the table view of intrusion events (an example is shown above): 

 

(D19, page 2095, emphasis added). 

7. Claim 8 

8.  The method of any one of claims 1-7, wherein the at least one 

packet matching criterion comprises 

a five-tuple specifying one or more transport-layer proto-

cols, 

a range of source addresses, 

a range of source ports, 

a range of destination addresses, and 

a range of destination ports. 

The subject-matter of claim 8 is not novel over D19 and at least not in-

ventive over D23. D19 discloses an exemplary intrusion rule header as 

shown below: 
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(D19, page 764, emphasis added, the heading on page 764 is “Understand-

ing and Writing Intrusion Rules”) 

See also D19, page 400 and page 402, wherein IP ranges and port ranges as 

well as the protocol (“tcp”) are used to define an intrusion rule. The intru-

sion rule thus comprises a five-tuple comprising protocol, source IP, source 

port, destination IP, and destination port. 

Document D23 discloses that access control rules may comprise a number 

of conditions, including source and destination IP address ranges (net-

works), ports, and, for example, URLs: 
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(D23, pages 366 to 367. 
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Thus, document D23 discloses the subject-matter of claim 8 except for the 

indication of the transport layer protocol in the context of access control 

rules. However, D23 discloses that in the context of intrusion rules, the 

transport protocol may be used in the rule header (D23, page 921). Moreo-

ver, it is noted that packet filtering in firewalls based on this five-tuple, 

which is also known as flow id to the skilled person, is generally known to 

the skilled person. Purely by means of example, intervenor refers to docu-

ment D11, Fig. 21:  

 

Thus, the subject-matter of claim 8 is not inventive over D23 alone and 

D23 in view of the common general knowledge of the skilled person as ex-

emplified by D11. 

8. Claim 9 

9.  The method of any one of claims 1-8, wherein the at least 

one packet matching criterion comprises application-layer 

packet-header information. 

The subject-matter of claim 9 is not novel over D19 or D23. Document D19 

devotes an entire chapter to the inspection of application layer header in-

formation (Chapter 13: “Using Application Layer Preprocessors”) in the 

context of preprocessor rules. Note that preprocessors can also be updated 

automatically by the VRT (features 1.1.3 and 1.3.1): 
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(D19, page 254).  

Moreover, intrusion rules can also be used to inspect application layer 

header information: 

 

(D19, page 828, emphasis added; note that the page is in the section:  

“Understanding and Writing Intrusion Rules”). 

For example, a URI may be inspected using the keyword “urilen” (see next 

section; D29, pages 830 and 831).  

Document D23 comprises the same disclosure insofar as D19, except that it 

goes even further and includes further keywords for application-layer value 

inspection by intrusion rules:  
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(D23, page 988, emphasis added). 

Thus, the subject-matter of claim 9 is not novel over D19 or D23. 

9. Claim 10 

10.  The method of any one of claims 1-9, wherein the applica-

tion-layer packet-header information identifies one or more 

fully qualified domain names (FQDN) or uniform resource 

identifiers (URI). 

a. The subject-matter of claim 9 extends beyond the application as filed and 

the parent application as filed, at least because the application and parent 

application as filed do not disclose the dependency of claim 9, being de-

pendent on any of claims 1 to 8. Claims 1 to 8 do not relate to “application-

layer packet-header information”. 

b. The subject-matter of claim 10 is not novel over D19 or D21. D19 discloses: 
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(D19, pages 830 and 831, emphasis added; note that the page is in the sec-

tion: “Understanding and Writing Intrusion Rules”) 

 

Similarly, document D23 discloses:

 

(D23, page 990, emphasis added; note that the page is in the section: “Un-

derstanding and Writing Intrusion Rules”) 

Thus, the subject-matter of claim 10 is not novel over D19 or D23. 
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10. Claim 11 

11.  The method of any one of claims 1-10, further comprising: 

receiving second malicious traffic information from a sec-

ond service; and 

correlating the malicious traffic information received from 

the malicious host tracker service with the second malicious 

traffic information. 

a. The subject-matter of claim 11 extends beyond the application as filed and 

the parent application as filed. Claim 11 was added with the (then) appli-

cant’s response of April 3, 2020 from scratch: 

 

The application as filed (document D5) and the parent application as filed 

(document D6) do not disclose anywhere the presence of more than one 

malicious traffic information and correlating two (different) malicious traf-

fic information. Par. [65] of D5/D6 discloses, on the contrary, the correla-

tion of updates from “services”, which refers back to the previous sentence 

and relates to a “malicious host tracker service 508 and/or one or more 

other services”: 

“For example, security policy management server 120 may receive 

updates (e.g., as part of a subscription) from malicious host tracker 

service 508 and/or one or more other services. The updates from 

the two or more services may be correlated (e.g., by security policy 

management server 120). For example, a network address received 

from host tracker service 508 may be a duplicate of a network ad-

dress received from another (e.g., different) service (e.g., a range of 

network addresses received from host tracker service 508 may 

overlap with a range of network addresses received from another 

service)” (D5, par. [65], emphasis added).  
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Neither par. [65] not anywhere else in D5 or D6 is it discloses that the 

other “service” provides second “malicious traffic information”.  

Moreover, neither D5 nor D6 disclose that second malicious traffic infor-

mation is correlated with first malicious traffic information in order to per-

form a packet digest logging function as claimed. As shown above for claim 

1, creation or alteration of rules is not disclosed in combination with a 

packet digest logging function even generally, and especially not in the con-

text of the very specific correlation required by claim 11. 

Thus claim 11 does not comply with Articles 123(2) and 76(1) EPC.  

b. The subject-matter of claim 11 is also not novel over D23. D23 discloses 

that second malicious traffic information (e.g. a ZeUs blacklist) is “corre-

lated” with the Sourcefire Intelligence Feed in order to “augment the 

Sourcefire Intelligence Feed with other regularly-updated reputable 

whitelists and blacklists on the internet”:  

 

(D23, page 147, emphasis added). 

In one example a feed concerns a so-called ZeuS blacklist: 
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(D23, page 143, emphasis added).  

c. The subject-matter of claim 11 is also not inventive over D19 in view of the 

general knowledge of the skilled person for essentially the same reasons 

given above for claim 1. In particular, it was not only known but “Taxii”, 

had been specifically developed before the priority date “to standardize the 

trusted, automated exchange of cyber threat information” (see, e.g. D28, 

page 1) and allows multiple subscriptions to malicious host tracker services 

(see D28, page 3, F1) which implies the “correlation” of malicious traffic 

information from multiple services (which is simplified by Taxii because of 

the standardization of the way in which malicious traffic information is ex-

changed). Further reference is made to section G.1.c. to avoid repetitions.   

11. Claim 12 

12.  The method of any one of claims 1-11, wherein performing 

packet filtering on the second portion of the packets com-

prises dropping, based on the updated second set of packet 

filtering rules, one or more of the second portion of packets. 

a. Claim 12 extends beyond the application as filed (document D5) and the 

parent application as filed (document D6). It was drafted from scratch with 

the (then) applicant’s response dated April 3, 2020:  
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Neither D5 nor D6 discloses the combination of creating a “record com-

prising the subset of information” (features 1.2.3 to 1.2.5) and routing the 

packet to the monitoring device (feature 1.2.6) in combination with the 

dropping of a packet. On the contrary, theD5 and D6 only disclose a rout-

ing in combination with an “accept”: 

 

Fig. 15: D5/D6 Fig. 3. Red box added. 

Therefore, D5 and D6 were impermissibly treated as a reservoir to artifi-

cially create a new embodiment contrary to the requirements of Articles 

123(2) and 76(1) EPC. 

b. The subject-matter of claim 12 is also not novel over D19 or D23.  
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 Document D19 discloses that a “drop rule” is set up that simultaneously 

drops the packet and creates an intrusion event, thus also creating a “rec-

ord comprising the subset of information” (features 1.2.3 to 1.2.5) and 

routing the packet to the monitoring device, i.e. the Defense Center (fea-

ture 1.2.6): 

 

(D19, pages 358 and 359, emphasis added).  

Document D23 similarly discloses: 

 

(D23, page 563, emphasis added).  

[…] 

[…] 
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12. Claim 13 

13.  The method of any one of claims 1-12, wherein the update to 

the first set of packet filtering rules comprises indications of 

a plurality of network addresses that have been determined 

to be associated with malicious network traffic, wherein the 

first set of packet filtering rules do not comprise the indica-

tions of the plurality of network addresses. 

a.  Claim 13 extends beyond the application as filed (document D5) and the 

parent application as filed (document D6). It was added from scratch by 

the (then) applicant with his response dated April 3, 2020: 

 

Neither D5 nor D6 disclose claim 13. Par. [87] of D5/D6 reads: 

“For example, security policy management server 120 may receive 

a security update comprising a set of network addresses (e.g., { net-

work address A, network address B, and network address C} from 

malicious host tracker service 508 (or a computing device associ-

ated therewith) […] At step 1306, the security policy management 

server may receive a security update comprising a different set of 

network addresses from a different computing device. For example, 

security policy management server 120 may receive a security up-

date comprising a different set of network addresses (e.g., {network 

address B, network address C, network address D, and network ad-

dress E}) from a different computing device (e.g., a different com-

puting device associated with malicious host tracker service 508 or 

a computing device associated with a malicious host tracker service 

different from malicious host tracker service 508)”. (D5/D6, par. 

[87], emphasis added). 
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Firstly, par. [87] discloses that network address B and network address C 

are comprised in both the set {network address A, network address B, and 

network address C} and the set {network address B, network address C, 

network address D, and network address E}.  

Secondly, par. [87] uses the open wording “comprises”, i.e. security update 

comprising a set of network addresses (e.g., { network address A, network 

address B, and network address C}. Therefore, the original disclosure in 

par. [87] does not directly and unambiguously disclose that the “first set of 

packet filtering rules do not comprise the indications of the plurality of 

network addresses”. The set of network addresses comprising { network 

address A, network address B, and network address C} is not defined to ex-

clude network addresses D and E.  

Thirdly, par. [87] requires that the “different set of network addresses” is 

received “from a different computing device”, whereas according to the 

claim wording, this is not the case (“updated second set of packet filtering 

rules comprises an update to the first set of packet filtering rules gener-

ated by the security policy management server based on up-dated mali-

cious traffic information received from the malicious host tracker ser-

vice”, feature 1.3.1, emphasis added). 

Moreover, par. [87] does not disclose a “plurality of network addresses”, 

in a manner that is inextricably linked to the remaining features of the em-

bodiment that merely two network addresses are not contained in the first 

set, while two other network addresses are contained in the first set. 

b.  Claim 13 is not novel over D19 or D23.  

 Document D19 discloses that updated standard text rules (plural) and 

shared object rules (plural) are released by the Sourcefire VRT (D19, page 

1716). Since, each standard text rule and shared object rule contains at least 

one network address (see above), the skilled person will understand that 

the update contains a plurality of new malicious network addresses.  
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 D23 discloses that a Security Intelligence Feed is a “dynamic collection of 

IP addresses” (plural, D23, page 142).  

Thus claim 13 is not novel over D19 or D23. 

13. Claim 14 

14.  A system comprising at least one processor of a packet secu-

rity gateway (112) and a memory storing instructions that, 

when executed by the at least one processor, cause the sys-

tem to perform one or more of the methods of claims 1-13. 

a.  Claim 14 extends beyond the parent application as filed (document D6). 

The parent application as filed does not disclose “a system comprising at 

least one processor of a packet security gateway and a memory”. In par-

ticular, the application documents as filed do not disclose that “at least one 

processor of a packet security gateway” may “cause the system to per-

form” an alteration or creation of a packet filtering rule (features 1.1.3 and 

1.3.1). Thus, claim 14 violates Article 76(1) EPC.  

b.  The subject-matter of claim 14 is not novel over D19 or D23. 

 D19 discloses a system comprising Defense Center and 3D sensor (D19, 

page 107), which comprises a processor of a packet security gateway 

(“CPU”, see D19, pages 2050 ff.) and a memory (“disk”, D19, page 2052).  

 D23 discloses a system comprising Defense Center and 3D sensor (D19, 

page 163), which comprises a processor of a packet security gateway 

(“CPU”) and a memory (“RAM”), see, for example, D23, page 90. 

c. The subject-matter of claim 14 does not comprise an inventive step starting 

from D32. D32 discloses a system comprising a processor of a packet secu-

rity gateway (firewalls 146a, 146b; D3, Fig. 3) and a memory, see D32, par. 

[0117].  
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14. Claim 15 

15.  A computer program comprising computer-executable in-

structions that, when executed by one or more processors of 

a packet security gateway (112), cause the one or more pro-

cessors to perform one or more of the methods of claims 1-

13. 

The subject-matter of claim 15 is not novel over D19 or D23. The Sourcefire 

manuals (D19 and D23) describe the Sourcefire computer program which 

runs on the Sourcefire system.  

 The subject-matter of claim 14 does not comprise an inventive step starting 

from D32. D32 discloses that the process may be implemented in software 

(D32, par. [0117]).  

 

 

 

 

 

Tobias Kaufmann 

European Patent Attorney 

 

Bardehle Pagenberg Partnerschaft mbB 

Patentanwälte Rechtsanwälte 

Association No. 1029 

 

Enclosures: 

Documents D2 to D38 

Patent Owner, Centripetal Networks, LLC - Ex. 2001, p. 121




