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that the opposition he rejected and that the patent opposed he maintained as granted. 

We further request, as an auxiliary measure, 

oral proceedings pursuant to Article 116 EPC, in case that maintenance of the patent opposed 

cannot occur in the written proceedings. 

B. Preliminary Remarks 

1 In section C, it is shown that the patent opposed discloses the invention in a manner sufficiently clear 

and complete to be carried out by a skilled person. 

2 In section D, it is set forth that the subject-matter of independent claim 1 does not extend beyond the 

content of the application as filed and the parent application. 

3 Section E pertains to the novelty of the subject-matter of independent claim 1. 

4 In Section F, it is shown that the subject-matter of independent claim 1 comprises an inventive step 

over the teaching in the cited prior art. 

5 Finally, patentability of the dependent claims is discussed in section G. 

C. No insufficiency of disclosure 

6 Intervenor 2 set forth that an automatic creation or alteration of packet filtering rules as per feature 

1.1.3 is not disclosed in a sufficient manner. 

7 Intervenor 2 grounds this by asserting that automatic generation and alteration of packet filtering rules 

includes very complex and non-obvious methods of recognising malicious threats in a network (cf. 

intervention 2, marginal 40) 

8 However, the alleged recognition of malicious threats is not claimed. 

9 Feature 1.1.3 reads 

"wherein one or more first packet filtering rules, of the first set of packet filtering rules, was automatically 

created or altered by the securidy  policy management server bused on muficious traffic information received from 

a malicious host tracker service." 

10 The above underling wording indicates that the malicious traffic information is already provided by the 

malicious host tracker service. In other words, the malicious host tracker service recognises the 

malicious threats. 

11 Feature 1.1.3 only requires that the security policy management server automatically creates or alters 

the packet filtering rules based on this already provided malicious traffic information. 
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12 Hence, intervenor 2's objection regarding an insufficiency of disclosure regarding recognising 

malicious traffic information is moot and the patent opposed complies with the provisions of Art. 83 

EPC. 

D. No added-matter 

13 The opponent as well as intervenors 1 and 2 brought forth numerous added-matter objections against 

claim 1 as granted. However, as will be shown below, these objections do not have any merits, since 

the subject-matter of claim 1 as granted is unambiguously and directly derivable from the original 

disclosure. The original disclosure herein refers to the parent application of the patent opposed (D6), 
which has the same content as the application documents of the patent opposed (D1). 

14 As will be shown below, the claimed subject-matter does not extend beyond the content of the parent 

application and, accordingly, beyond the content of the application as filed for the patent opposed. 

I. Combination of routing to a monitoring device (feature 1.2.6) and generating and 

reformatting a record (features 1.2.3 to 1.2.5) is disclosed 

15 The opponent and intervenors 1 and 2 assert that a packet digest logging function specified by features 

1.2.3 to 1.2.5 is not disclosed in combination with the routing function according to feature 1.2.6 (cf. 

opposition, page 4, section i); intervention 1, p. 22ff, intervention, p. 17, section d)). 

16 We disagree. The original disclosure provides disclosure bases for these claim features. 

17 To this end, it is referred to par. [41] of the original disclosure which reads as follows (emphasis 

added): 

forwarded to packet transformation function 218. Packet transformation functions I — N 

216, 218, and 220 may be configured to perform one or more torelion,, on packets they 

receive from packet filter 214. For example, packet trimsfixmation functions 1 — N 216, 

Excerpt of par. [41] of D6 (emphasis added) 

18 Each packet transformation function may be able to perform multiple functions on one (and, 

therefore, the same) packet. 

19 Notably, par. [41] is directed to a general packet security gateway 112 of fig. 2, wherein no further 

application of an explicit scenario is mentioned. 

20 At a fundamental level, the packet security gateway 112 is generally configured to perform one or more 

packet transformation functions (see D6, para. [43], emphasis added): 
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[43t Thr flows illustrated by Figure 2 arc merely exemplary and show packets that originate 

within a network distinct from network A 102 and are destined for a host within network A 

102 in order to simplify the illustration. Packet security gateway 112 may be configured to 

receive and filter packets that originate within a network other than network A 102 (e.g., 

networks B -1i 104, 106. 108, or 110) and are destined for a host within network A 102, as 

well as packets that originate within network A 102 destined for a network distinct from 

network A 102 (e.g., network B — D 100, 106, 108, or 110). That is, packet security 

gateway 112 may be configured to filter and perform one or more packet transformation 

functions on packets flowing in either direction and may thus be utilized, for example, to 

both protect network A 102 from malicious network traffic and to prevent malicious 

network traffic from leaving network A 102. 

Par. [43] of D6 (emphasis added) 

21 An exemplary effect of a packet transformation function is the claimed packet digest logging (cf. D6, 

e.g., paras. [54] and [84], emphasis added): 

that arc of interest to an organizaiinn that operates the secured network. Such riles may 

further spectfj a pa ket transformation &action ttet,when applied Ma packet that matches 

such a rule, produces a digest version, or log, of the packet. This packet log (or digest) may 

Excerpt of par. [54] of 1)6 (emphasis added) 

packet-identification criteria. Referring to FIG. 12, at step 1202, each of a plurality of 

packet security gateways associated with a security policy management server may 

receive a dynamic security policy that includes at least one rule specifying packet-

identification criteria and  a packet transformation function comprising a packet digest 

logging function to beperformed on packets corresponding to the packet-identification 

criteria from the security policy management server. For example, packet security 

Excerpt of par. 1841 of 1)6 (emphasis added) 

22 Furthermore, routing packets (see D6, e.g., paras. [52] and [68], emphasis added) is also disclosed as an 

exemplary effect of a packet transformation function: 

additional parameter. Such niles may further specify a packet transformation function 

configured to route packets within the specified set of network addresses that match the 

additional parameter to a network address distinct from the packets' respective destination 

network addresses. For example, the packet transformation function may be configured to 

Excerpt of par. 1521 of D6 (emphasis added) 

security policy or alter one or more rules within an existing dynamic security policy. For 

example, security policy management server 120 may construct a new dynamic security 

policy that includes a rule specifying one of the extracted network addresses and port 

numbers. as well as  a packet transformation function configured to route associated packets 

to monitoring device 608. Security policy management server 120 may communicate the 

new or modified dynamic security policy to packet security gateway 112. 

Excerpt of par. [68] of D6 (emphasis added) 

23 The claimed functions of packet transformation, namely routing (sec paras [68] to [71]) and packet 

digest logging (see paras [84] to [86]), are described as exemplary packet transformations in the context 

of the packet security gateway 112. 

24 Therefore, par. [41] provides a basis for the aspect that a packet transformation function performed by 

the packet security gateway 112 may have a plurality of arbitrary effects, and examples thereof include 

the claimed packet digest logging and the claimed routing of packets. 
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25 In summary, the original disclosure provides, first, that one or more — e.g., two — functions may he 

applied to the same packet, and second, that such functions may be, for example, the packet digest 

logging function and the routing function. Thus, the claimed combination of features directed to a 

creation of a log from a packet and a routing of the same packet is disclosed in the original disclosure 

as filed. 

26 Intervenor -1 further seeks to rely on the fact that a logging of packets on the one hand and a storing of 

packets on the other hand are directed to fundamentally different scenarios. According to intervenor 1, 

no scenario is disclosed in which there is a technical need both for a record comprising subsets of 

information and for the complete packet itself (see intervention 1, p. 22f). Therefore, according to 

intervenor 1, a combination of logging and storing of packets, which are described in separate 

embodiments, is allegedly not originally disclosed. 

27 However, such a technical need as identified by intervenor 1 is not relevant to the question of whether 

subject-matter is derivable from the original disclosure. Logging and routing/storing packets are 

described as embodiments. 

28 Moreover, from a technical-functional point of view, the same packet security gateway 112 can be used 

for logging and forwarding packets (see D6, e.g., Para [69] and para [85], emphasis added). 

[691 When packets associated with the Volt' call between UE 600 and UE 602  are received by 

packet security gateway 112, packet filter 714 may identify the packets as matching the 

criteria specified by the dynamic security policy received from secant)/ policy management 

server 120 (e.g., packers addresscd to or from the extracted address and port number) and 

may perform the packet tr.m..t0nnation  Emotion configured to route the packets to 

monitoring device 608. For c,:amplc, the picket transformation function configured to route 

[851 

Excerpt of par. [691 of D6 (emphasis added) 

At step 1206, the packet security gateway may identify from amongst the packets 

associated with the network protected by the packet security gateway, and on a packet-

by-packet basis, one or more packets corresponding to the packet-identification criteria. 

For example, packet security gateway 112 may identify from amongst the packets 

associated with network A 102 one or more packets corresponding to the packet-

identification criteria (e.g., by determining that the packet(s) comprise the specified 

[. .] 
destination port within the specified range of destination ports). At step 1208, the packet 

security gateway may perform, on a packet-by-packet basis, the packet digest logging 

function on each of the packets corresponding to the packet-identification criteria. For 

pacl-,c1 secuilty !,2;tteway 112 may perform the packet digest logging function on 

id err iftul 

Excerpt of par. [851 of D6 (emphasis added) 

29 Additionally, the opponent argues that par. [53], which mentions "forwarding of packets to a 

monitoring device", does not disclose that the monitoring device is provided for subsequent analysis. 
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It is further asserted that only in par. [67] to [70] of the original disclosure, analysis application is 

disclosed, but only included or performed by so-called SIP switches. 

30 Ilowever, this is wrong. In fact, par. [0070] of the original disclosure reads as follows (emphasis 

added): 

*network E 110. Once for., arded. :La s may h_ rm.:<;t h on the 

address specified by the ancap-uta:ing han'nr, and ir.ay !ie i•omin r, 

device 601, which may store the packer,  or data  nuntaiLmi within ni.m for .intninritanit

review or analysis  (eg., by a law enforcement or national security authority). In ouch 

Excerpt of par. [70] of the D6 disclosure (emphasis added) 

31 Thus, par. [70] the original disclosure provides literal disclosure that the monitoring device is 

configured to perform subsequent analysis. 

II. Routing to monitoring device (feature 1.2.6) being part of the packet digest logging 

function (feature 1.2.2) is disclosed 

32 Further, the opponent and intervenor 1 and 2 opine that the original disclosure does not indicate that a 

packet transformation function corresponds to a packet digest logging function (feature 1.2.2) (cf. 

opposition, p. 6, section ii); intervention 1, p. 24, section a); intervention 2, p. 16, section b)). 

33 In particular, intervenor 1 refers to claim 10 and par. [84] of Do, which state the following: 

"a packet transformation function comprising a packet digest kggingfunction" 

34 It is thereby disclosed that the packet digest logging function is to be regarded as part of the packet 

transformation function and thus a relation between the packet transformation function and the packet 

digest logging function is given. Therefore, the packet transformation function corresponds to the 

packet digest logging function. 

35 Furthermore, intervenor 1 opines that routing a packet to a monitoring device (feature 1.2.6) is not 

included in the packet digest logging function according to the original disclosure (cf. intervention, p. 

24, section b)). 

36 Contrary to intervenor l's view, however, the original application provides a broad disclosure 

regarding a packet transformation function and, in particular, regarding the packet digest logging 

function: 

37 As set forth above n present marginal 18 to 24, a packet transformation function is generally 

configured to perform multiple functions. 

38 With respect to the packet digest log-inTh function, par. [86] reads as follows (emphasis added): 
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1861 In some embodiments, performing the packet digest logging function may include 

identifying a subset of information specified by the packet digest logging function (e.g., a 

portion of data from the packet, a source address of the packet, a source port of the 

packet, a destination address of the packet, a destination port of the packet, a transport-

protocol type of the packet, a uniform resource identifier (URI) from the packet, an 

arrival time of the packet, a size of the packet, a flow direction of the packet, an identifier 

of an interface of the packet security gateway that received the packet, and/or one or more 

media access control (MAC) addresses associated with the packet) for each of the 

identified packets, and generating a record comprisinu Ihe subset of information for each 

of the identified packets. hi Borne einho r-Latts, p.itLct security gateway 112 may be 

configured to temporarily store data comprising the subset of information for each of the 

identified packets, and to utilize the stored data to generate a message comprising the 

subset of information (or a portion thereof) for each of the identified packets. In such 

embodiments, packet security gateway 112 may communicate the message to a different 
computing device (e.g., security policy manarement server 120). In some embodiments, 

the subset of information (or a portion thereof)  may be reformatted (e.g., by packet 

security gateway 112 and/or security policy management server 120) in accordance with 

a logging system standard (e.g., syslog). 

Par. [86] of D6 (emphasis added) 

39 According to par. [86] of D6, the packet digest looming function comprises "identifying a subset of 

information", "generating a record comprising the subset of information" and "reformatting the subset of information". 

40 In addition, par. [86] describes that the packet digest logging function "may include" the steps mentioned 

above. The wording "my include [...:1" indicates a non-exhaustive list of steps, which means that there 

may well be further steps present in the packet digest logging function. 

41 Since a packet transformation function can perform one or more functions (cf. D6, par. [41]) and a 

routing of packets is such a function, it is also disclosed in the original disclosure as filed that the 

packet digest logging function can further perform a routing of a packet. 

42 Consequently, it is directly and unambiguously derivable from D6, e.g. from paragraph [86] in 

combination with paragraph [41], that routing of packets can be a part of the packet digest logging 

function. 

III. Automatic creation or alteration of rules in combination with packet digest logging 

function (features 1.1.3, 1.2, and 1.2.2) 

43 The opponent and intervenors 1 and 2 object that die original disclosure provides no basis for 

automatically created or altered rules which specify a packet digest logging function (see opposition, p. 

7ff, section iii); intervention 1, p. 27ff; intervention 2, p. 20, section iii). 

44 We disagree with this finding. 

45 IIowever, D6 discloses an automatic updating of rules specifying a packet digest logging function. Par. 

[64] of the original disclosure as filed (D6) reads as follows (emphasis added): 
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associated with malicious network traffic. Security policy management server 128 may be 

configured to automatically create or altet one or more of such rules as new network 

addresses associated with malicious network traffic are  determined. For example, security

Fig. 8, D43 (marking added) 

46 It is thus disclosed in a general way that rules are updated. As disclosed throughout several passages in 

the description of D6, packet transformation functions are specified by rules (see D6, e.g., paras [41], 

[44], [45] and [84]). In particular, par. [84] discloses that such rules may specify the very packet 

transformation function executing a packet digest logging function. Thus, it is apparent for a person 

skilled in the art from par. [64] in combination with, for example, par. [84] that rules specifying packet 

digest logging function can be automatically created or modified. 

47 Furthermore, intervenor 1 tries to argue that par. [64] of D6 does not perform an automatic update for 

rules in general, but for network addresses in particular. The omission of this specification in claim 1 is 

allegedly not permissible (cf. intervention 1, p. 28, penultimate par.). 

48 However, this specification is not necessary, since par [64] provides the literal disclosure to 

"automatically create or modify one or more such rules". It is therefore the rules, and not the network 

addresses, that are updated. 

49 Finally, intervenor 1 contends that automatic creation or alteration of rules is not disclosed in 

combination with a packet digest logging function that includes the claimed generation of records and 

routing (cf. intervention, p. 28, section b)). 

50 However, as explained above, D6 discloses an association of (automatically updated) rules with a 

packet digest logging function. The fact that a packet digest logging function can further comprise a 

routing of packets was explained in marginals 32 to 42. 

51 The association objected to by intervenor 1 thus follows directly and unambiguously from the original 

application. 

52 The opponent further asserts that par. [64] of the original disclosure discloses the automatic creation or 

alteration of rules only in the context of determination of new network addressed associated with 

malicious traffic (cf. opposition, p. 7, fourth par.). 

53 In this regard, par. [64] of the original disclosure states the following (emphasis added): 
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1a some embodiments, security policy management server 120 may be configured to add, 

remove, or alter one or more dynamic security policies stored in memory 502 based on 

infiriarrnion received from one or mom devices within network environment 100. For 

example, security policy management server 120's memory 502 may include a dynamic 

security policy having one or more rules that specify a list of neParort, ek.rnirs known to be 

associated with malicious network traffic. Security policy managerner • 120 may be 

configured to automatically create or alter one o€ more of such rules as new network 

addresses associated with malicious network traffic arc determined. For example, security 

policy management server 120 may receive updates (e.g. as part of a subscrimi F:om 

malicious host tracker service :l91. Malicious host tracker service 508 may ate 

Mforiuntion associated with teal 

hos  tracker service 508 

detcmilicc io I , 

network traffic and updates rer6r2oll 

tent 

gt. rvCr rmy ,ryr'! , ,II,;! Ill Cr,i, ,FL I, :101 ciyiamic

l with 508 

•  51q,, Additionally 

or al. .rmatively, as indicated above, security policy rnanag,nent server 120 may be 

configured to create or alter one or more dynamic security poricies, or one or more vales 

included in cm or more dynamic security policies, to accovmt for VolP session being 

initiated or terminated by a network device within network environment 100. 

Par. [64] of D6 (emphasis added) 

54 As can be taken from the above, the security policy management server 120 automatically creates or 

alters "as new network addresses associated with malicious tr tc are determined". The network addresses are part 

of updates received from a malicious host tracker service 508 which aggregates information associated 

with malicious network traffic (in other words, malicious traffic information). Thus, the rules are 

updated based on the malicious traffic information received from the malicious host tracker service 

508. Insofar, the feature 1.1.3 is disclosed in par. [64] of the original disclosure. 

IV. Providing an awareness service by packet digest logging function is disclosed without 

requiring generated logs to be accessed by an awareness application server 

55 According to the opponent and intervenor 2, part of feature 1.2.2 reading "a packet digest logging function 

that provides a network communications awareness sertice" is allegedly not disclosed in the original disclosure 

(cf. opposition, p. 8, penultimate par.; intervention 2, p. 18, section i0. 

56 However, par. [54] of the original disclosure, which reads as follows (emphasis added), states: 
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envinanment). For example, r dynamic security policy may  include one or more rules that 

specify criteria such as one or more network addresses, protocol types, method types, and/or 

directions (e.g, inbound, outbound, or the like) that are indicative of packet communications 

that are of •Fro!z-rt to an e • -se th.7.1. or ,_.-̂ ,•at'.•rts the secured network. Such rules may 

&The, specify a packs t r. tas I, a• from on that, when applied to a packet that matches 

such rrt,7:IL , , or log.of packet log for cligost) may 

ice imUnnation and/or system information associated network 

ports, protocol types, UR1s, an ,t1 times, packet sizes, directions,. interface 

names, media access control (MAC) addresses, matching rule IDs, metadata araociatrd with 

matching rules, enforced policy names, or the like). The associated packet security gateway 

nax store and/or forward packet logs using a logging system based on a standard (e.g., 

syslog, or the like). Awareness application servers sE read packet logs and perform 

on the logs to produce awareness information, which may be 

accessed by client applications. 

Par. [54] of D6 (emphasis added) 

57 As per above, in order to provide the network communication awareness service performed by a 

dynamic security policy, the dynamic security policy includes, e.g., a rule which in turn specifies a 

packet transformation function for producing logs, i.e., a packet digest logging function. This is 

different than the opponent's assertion that `Me network communications awareness service fis,7 required to 

obtain information from one of the packet logs" (see opposition, p. 8, last par.). 

58 The generated logs meg be read by awareness application servers. The formulation "may" indicates 

that the step of reading the logs is optional. But generating the log is the basis for the dynamic security 

policy to be able to provide the network communication awareness service. 

59 Therefore, par. [5,4] of the original disclosure discloses that the packet digest logging function provides 

the network communication awareness service. 

V. Security policy management server being external from the network is disclosed in isolation 

60 The opponent refers to big. 5 of the original disclosure and asserts that externality of the malicious 

host tracker service is inextricably linked to the externality of the security policy management server. 

61 Apart from Fig. 5 of the original disclosure, the security policy management server (SPIV') being 

external to networks is also disclosed in, e.g., Figures 1 and 6 to 8 reproduced below (red arrows 

added). 
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62 As readily apparent from the above figures, the security policy management server SPM is external to 

various networks even without the presence of a malicious host tracker server. 

63 Further, par. [64] of the original disclosure, which refers to Fig. 5, does not mentioned the malicious 

host tracker service 508 to be external of the protected networks. Thus, externality of the security 

policy management server is not inextricably linked to an externality of the malicious host tracker 

service. 

64 Hence, the security policy management server being external to protected networks is disclosed in 

isolation by at least Fig. 1 and 5 to 8 in view of par. [64] of the original disclosure. 

VI. A subset of information being „specified by the packet" (feature 1.2.4) is disclosed 

65 Feature 1.2.4 of claim 1 as granted requires `:generating a record comprising the subset of information dpecified ly 

the packet". 

66 Intervenor 1 considers the underlined wording to be not originally disclosed. According to intervenor 

1, in par. [86] and claims 13 to 16 of D6, it is allegedly disclosed only that the subset of information is 

specified by the packet logging function, and not by the packet itself (see intervention 1, p. 25). 

67 However, the wording "subset of information specified by the packet" of claim 1 as granted requires only that 

the packet identifies the values for the information in the packet (e.g., "192.168.1.1" for a source 
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address identified). In other words, the wording "subset of information pea:tied by the packet" indicates that 

the subset of information is included in the packet. 

68 For example, claim 12 of D6 elaborates on what information in a packet is to be read from the packet 

by the packet digest logging function: 

12. The method of claim 11, wherein the subset of information comprises at least one of a 

portion of data from the packet, a source address of the packet, a source port of the packet, a 

destination address of the packet, a destination port of the packet, a transport-protocol type 

of the packet, a uniform resource identifier (URI) from the packet, an arrival time of the 

packet, a size of the packet, a flow direction of the packet, an identifier of an interface of the 

packet security gateway that received the packet, or one or more media access control 

(MAC) addresses associated with the packet. 

Claim 12 of D6 

69 Exactly the listed information is also comprised in the packet and thereby also specified by the packet. 

To this end, par. [54] of D6 reads as follows (emphasis added): 

such a rule, produces a digest version, or log, of the packet.  This packet log (or digest) may 

contain selected packet information and/or system information (e.g., associated network 

addresses, ports, protocol types, URIs, arrival times, packet sizes, directions, interface 

names, media access control (MAC) addresses, matching rule IDs, mctadata associated with 

matching rules, enforced policy names, or the like).  The associated packet security gateway

Excerpt of par. [54] of D6 (emphasis added) 

70 Thus, feature 1.2.4 is originally disclosed. 

VII. "Performing ... packet filtering ... by performing... one ... packet transformation 

functions" (features 1.2 to 1.2.2) is disclosed 

71 Claim 1 requires that packet filtering is performed by performing at least one packet transformation 

function which is specified by a packet filtering rule and corresponds to a packet digest logging 

function. 

72 Intervenor 1 identifies thus as a tautological feature wording (cf. intervention 1, 25f1). 

73 We disagree. 

74 The claimed aspect that the packet filtering is based on packet filtering rules runs throughout the 

original disclosure and is disclosed, for example, in par. [0074] (emphasis added): 

which it is being implemented. For example, a dynamic security policy that implements 

ingress filtering may comprise one or more rules that filter based on a packet's source 

address, identifying packets having source addresses that could not possibly have originated 

from a network downstream of the ingress filtering point (e.g., packets having spoofed 

source addresses). Such rules may vary depending on the boundary point for which they are 

Excerpt of par. [74] of D6 (emphasis added) 
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75 The further claimed aspect that packet filtering based on packet filtering rules also includes the 

performing at least one packet transformation function also runs throughout the original disclosure. It 

is referred by way of example to Fig. 3 and the corresponding description, in which packet 

transformation functions (last column of the table: "Action") are disclosed as part of the packet 

filtering rules (there "Rules #1, ..., #5"). 

76 Intervenor Ps objections are therefore moot. 

77 Intervenor 1 also erroneously states that only those packet transformations that perform forwarding or 

dropping of packets are in the context of packet filtering (cf. intervention 1, p. 26 and 27). 

78 Particularly, this assertion is inconsistent with the disclosure in par. Ro1 and [41] of D6 that the packet 

security gateway 112 examines packets using a packet filter 214 and then transmits them to 

corresponding packet transformation functions 1-N 216, 218, and 220. In this regard, each of these 

packet transformation functions 1-N 216, 218, and 220 may perform one or more functions. As stated 

in marginal 23, the packet digest logging function is one such function. Consequently, packet filtering 

is not to be seen only in the context of packet transformation functions that perform as an action a 

forwarding or dropping of packets. 

79 In summary, the original disclosure as filed, e.g., in par. [43], discloses performing packet filtering 

together with performing a packet transformation function. 

VIII. Routing (feature 1.2.6) is not an undisclosed generalisation 

12.6 muting, by the packet .security gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

80 Intervenor 2 tries to limit the disclosure pertaining to the routing of packets to the embodiment shown 

in fig. 6 of the original disclosure, which is directed to an implementation of a multi-dimensional 

routing service. Therefrom, intervenor 2 derives that the routing function has to include a multi-

dimensional routing and an encapsulation of the packet (cf. intervention 2, p. 14, section f). 

81 However, by doing so, intervenor 2 neglects the general disclosure of par. [0045], which mentions 

routing of packets without any indication of multi-dimensional routing and encapsulation of the routed 

packet: 

(45] As will be described in greater detail below, dynamic security policy 300 may include one 

or more rules that specify a packet transformation function other than forwarding (accepting 

or allowing) or dropping (denying) a packet For example, mile 3 306 may specify that IP 

packets containing TCP packets, originating from a source IP address that begins with 150, 

having any source port, destined for any 11' address that begins with 120, and destined for 

port 90 should not only have an accept packet transformation function performed on them, 

but should also be routed to a monitoring device. 

Par. [45] of D6 (emphasis added) 
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82 Thus, the original disclosure does not require that the routing of a packets is multi-dimensional and 

that the packet is encapsulated. 

IX. First and second sets of packet filtering rules comprised in a security policy (features 1.1.1 

and 1.3) 

83 Features 1.1.1 and 1.3 read as follows: 

1.1.1 a first J et of packet filtering rules from the security policy management server, 

1.3 receiving, by the packet securitygateway and tg?er peOrmingpacket filtering on the first portion of the 

packets, an updated second set of packet filtering rules for the dynamic security policy from the security policy 

management server, 

84 Intervenor 2 opines that a subdivision of the dynamic security policy unto a first and a second set of 

packet filtering rules is not originally disclosed. 

85 However, according to feature 1.3.1, the second set of packet filtering rules comprises update to the 

first set of packet filtering rules". Therefore, the second set of packet filtering rules also includes the 

updated rules of the first set. In other words, there is an initial set of rules, which is then updated. The 

entire set of rules initially present in the dynamic security policy corresponds to the first set of rules 

and the rules present after the update correspond to the second set of rules. 

86 Contrary to intervenor 2's assertion, there is no subdivision into the first and second set of packet 

filtering rules after the update. 

87 Ilowever, the possibility of updating is mentioned throughout the original disclosure, e.g. in par. [87] 

(emphasis added): 

set of network addresses. For c. ;Ile, security policy management scrvei 120 may 

one or more rules of dynan.,ic security policy 300 (e.g., a rule specifying a tiny pi, I et 

Excerpt of par. [87] of D6 (emphasis added) 

88 Therefore, the "first set of packet filtering rules" as defined in feature 1.1.1 and the "second set of 

packet filtering rules" as defined in feature 1.3 is at least unambiguously and directly derivable from the 

original disclosure. 

X. Packet matching criterion specified by more than one filtering rule (feature 1.1.2) 

89 Feature 1.1.2 reads as follows: 

1.1.2 wherein each packetfiltering rule of the first set of packet filtering rules comprises at least one packet 

matching criterion specified by one or more packet filtering rules, 

90 According to intervenor 2, a packet matching criterion being specified by more than one packet 

filtering rule is allegedly not originally disclosed. 
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91 However, the contrary is the case. In fact, the original disclosure mentions that two or more rules may 

specify overlapping criteria (cf. par. [46], emphasis added): 

through a packet security gateway implementing dynamic security policy 300. Similarly, 

two or more nilca within dynamic security policy 300 may specify overlapping criteria and 

diffeient packet transformation functions. in such cases, the order-of-application of the rules 

Excerpt of par. [46] of D6 (emphasis added) 

92 Therefrom can be inferred, that two rules may specify the same (packet matching) criterion. Thus, a 

packet matching criterion being specified by more than one packet filtering rule is originally disclosed. 

XI. Receiving updated filtering rules at the packet security gateway and filtering packets with 

updated filtering rules (feature group 1.3 and feature 1.4) 

93 Feature group 1.3 and feature 1.3 read as follows: 

L3 receiving, by the packet securiplgatewg and Oer peOrmingpacket filtering on the first portion of the 

packets, an updated second set of packet filtering rules for the dynamic securz ipokg fmm the .security policy 

management server, 

1.3.1 wherein the updated second set of packet filtenng rules comprises an update to the fiat set of packet 

filtering rules generated by the security polig management server based on updated malicious traffic 

information received from the malicious host tracker service; 

1.4 performing, on a packet by packet basis, packetfiltering on a second portion of the packets as sociated with 

the network protected by the packet securipl gatew6 based on the updated second set of packet filtering rules 

94 Intervenor 2 objects that using the updated set of rules to perform packet filtering is not originally 

disclosed. 

95 Par. [40] of the original disclosure reads as follows (emphasis added): 

band signaling). Packet security gateway 112 may include one or more packet filters or 

packet discriminators, or logic for implementing one or more packet filters or packet 

disci-iminators. For ,amptc, packet 2 may induct.: r filter 214, 

.Ted to e ,ted i'h 

p ime or nacre paic,r. tr.uiitormation 

functions based on the examined information. For example, packet filter 214 may examine 

Excerpt of par. [40] of D6 (emphasis added) 

96 In other words, the packet filter 214 performs packet filtering on packets received by the packet 

security gateway 112. 

97 The packet filtering is performed on the basis of the rules included in the dynamic security policy (cf. 

D6, par. [41], emphasis added): 
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[41] As will be described in greater detail below. dynn711 . 0,71_17 t p0 ,1cy212 rila% -Ile one 

or more rules and the configuration of packet filter 214 may h.2. ()it;eci on nr,.: cr :-nore of the 

rules included in dynatzt'.e  Necuritv policy 212. tar cxamp=c, dynamic security policy 212 

Excerpt of par. [41] of D6 (emphasis added) 

98 Now, when the dynamic security policy is updated with the second set of packet filtering rules, it 

necessarily follows that the packet filtering is performed on the basis of the updated rules within the 

dynamic security policy. 

99 As such, performing packet filtering using the updated packet filtering rules is unambiguously and 

directly derivable from par. [41] and [42] of the original disclosure. 

XII. Rewording of features defined in claim 1 is disclosed 

100 On pages 10 and 11 of the opposition, the opponent sets forth that some terms of claim 1 do not 

appear in the original disclosure. 

101 However, a mere rewording of feature does not necessarily result in subject-matter going beyond the 

content of the original disclosure. Rather, the standard underlying the assessment of amendments is 

what technical information can the skilled person unambiguously and directly derive from the 

application as filed (or, in this case, from the original disclosure). The opponent has not given any 

substantive reasons, why the wording should result in added-matter. 

102 In the following, we provide explanations and bases in the patent application to as to why the 

objected-to terms do not add matter going beyond the content of the original disclosure. 

XIII. Added-matter: Conclusion 

103 In the above, it has been shown that the opponents' objections are moot and that the subject-matter of 

claim 1 does not extend beyond the scope of the original disclosure. 

E. No lack of novelty 

I. Sourcefire manual v5.1.1 (D23) 

1. Sourcefire manual v5.1.1 (D23) is not publicly available 

104 To substantiate an alleged public accessibility of the Sourcefire Manual v5.1.1 (D23), Defendant relies 

on an affidavit of Ms. Sarah Ehrig (D24) and another affidavit of Mr. Jacob Baugher III p21). 

105 But from these affidavits alone, the public availability of the Sourccfirc manual v5.1.1 p23) cannot he 

inferred. 

106 The affidavit D24 of Ms Sarah Ehrig fails to state whether sales of Sourcefire appliances actually 

occurred. In particular, no actual sales numbers of Sourcefire appliances including Sourcefire manuals 

Patent Owner, Centripetal Networks, LLC - Ex. 2006, p. 17



MFG 17 Unser Ze chen/Our Ref.: 210444EPPO 

30 September 2022 

of version 5.1.1 were provided. It is set forth in e.g. items 4.3 and 5 of affidavit D24 only that 

Sourcefire "enclosed each of the technical document PDF/des (e.g., the SF 3D System user guide) documentation discs 

(CD-ROM or DVD) farej included with each Sourcefire 3D System cibp&ince (e.g., 3D Sensor, Defense Center) sold 

to a customer". 

107 Hence, D24 fails to specify any concrete sales numbers or other details indicating the occurrence of 

sales. Item 5 of the affidavit D24 states that Ms Sarah Ehrig deduces from the timestamp on page 2 of 

the Sourcefire manual v5.1.1 and the general practice she describes that the document was made 

available to customers before the priority of the patent opposed (16 April 2014). Such a conclusion 

from more general principles is not a positive confirmatory statement that the document was in fact 

available to any customers, because it remains unclear if there were any number of sales in the relevant 

time and to whom. 

108 Further, with respect to login credentials for downloading technical document PDF files, the affidavit 

D24 indicates merely that "each of  technical document PDF files were pubic!), accessible for download by persons 

who had received a login and password In9ni SF to SF's customerfacing support website" (emphasis added). 

However, no explanations are given on how to obtain said login credentials or if any people who may 

constitute a relevant representation of the public did in fact receive said login credentials. 

109 In affidavit D21 of Jacob Baugher ITT, only the sales number of Sourcefire appliances delivered with 

Sourcefire manual v4.10 (D19) are presented. In item 6 of the affidavit D21 it is stated that Mr 

Baugher "determined that there were 1299 customers that purchased and obtained the Sourcefire 3D System within the 

above identified time period (startingApti 12011 and before 16 April 2014_7 including Version 4.10". The priority 

date of the opposed patent is 16 April 2014. At no point does the affidavit D24 confirm that 

Sourcefire manual v5.1.1 (D23) was shipped to any customers before that date. 

110 Regarding shipment of devices with the Sourcefire manual v5.1.1 (D23), Mr. Baugher III only states 

very vaguely that he has "personal knowledge" about shipment D23 to some customers. No actual 

facts are given about an actual sale or shipment of devices with the Sourcefire manual v5.-1.1. 

111 The affidavit Ell only asserts sales numbers for any Sourcefire appliances without any indication of 

Sourcefire manuals (such as D10) shipped therewith. 

112 Therefore, there is a link missing in affidavits Ell and E9 which are unfit to unambiguously 

demonstrate that Sourcefire appliances, to which Sourcefire manuals v5.1.1 were allegedly enclosed, 

correspond to the actually sold Sourcefire appliances as stated in E9. 

113 In summary: Affidavit D24 by Ms. Ehrig states only that the Sourcefire manual v5.1.1 was allegedly 

included with the Sourcefire devices. In the affidavit D21 of Mr. Baugher III only sales numbers for 

Sourcefire devices are given, to which version 4.10 of the Sourcefire manual D19 was attached. Thus, 

even linking affidavit D21 to affidavit D24 does not prove that Sourcefire devices allegedly 

accompanied by Sourcefire manuals v5.1.1 were actually sold prior to the priority date of the patent 

opposed. 
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114 In light of the foregoing„ Affidavits D21 and D24 cannot establish that Sourcefire manual v5.1.1 p23) 
was publicly available prior to the priority date of the patent opposed. 

115 Moreover, none of the affidavits D21 and D24 indicates where Sourcefire appliances were available for 

purchase by customers. In particular, affidavits D21 and D24 do not indicate where Sourcefire 

appliances could be purchased, whether it was possible for any person to purchase Sourcefire 

appliances, and whether the purchase thereof was subject to any conditions such as non-disclosure 

agreements. 

116 Even if the Sourcefire Manual v5.1.1 (D23) were considered prior art, it does not anticipate the 

subject-matter of claim 1 of the patent opposed in a manner detrimental to novelty. 

117 Contrary to intervenor l's assertion, the Sourcefire Manual v5.1.1 (D23) does not anticipate the 

subject-matter of the independent claims. At any rate, features 1.1.3, 1.2.5, 1.2.6, 1.4, and feature group 

1.3 of claim 1 of the patent opposed (and corresponding features of claims 14 and 15) arc not 

disclosed in the Sourcefire Manual v5.1.1 (D23), as explained below. 

2. Teaching of Sourcefire manual v5.1.1 (D23) 

118 The Sourcefire manual v5.1.1 discloses a Defense Center that includes policies, such as an access 

control policy (cf. D23, p. 163). 

D4:10,•: 

CP•Z 

ask 

0t . • . 

Figure of p. 163, D23 (red emphasis added) 

119 An access control policy comprises access control rules and specifies a security intelligence (cf. D23, p. 

2131). 

120 Intervenor 1 submits that the Defense Center of the D23 corresponds to a security policy management 

server according to feature 1.1 and that a managed device of D23 corresponds to a packet security 

gateway according to feature 1.1. Intervenor 1 considers the access control policy to be a "dynamic 

security policy" according to feature 1.1. 
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3. No disclosure of feature 1.1.3 and feature group 1.3 

1.1.3 wherein one or more first packet ft/tent rules, of the first set of packet filtering rules, was automatically 

created or altered by the securitypolicy management server based on malicious trac information received 

a malicious host tracker service; 

121 According to feature 1.1.3, the packet filtering rules of the first set of packet filtering rules are 

automatically updated by the security policy management server. Here, the first set of packet filtering 

rules is part of a dynamic security policy received by the packet security gateway from the security 

policy management server (features 1.1 and 1.1.1). 

122 Intervenor 1 asserts that the "Security Intelligence" with the "Security Intelligence Feed" of D23 

corresponds to the "first set of packet filtering rules" according to feature 1.1.1 (see intervention 38, 

section (iii)). 

123 However, this is not correct: 

124 The Security Intelligence is not a packet filtering rule in the sense of feature 1.1.3. The access control 

policy according to D23 contains, in addition to the access control rules (i.e., the alleged packet 

filtering rules), the Security Intelligence as a component distinct from the access control rules (cf. D23, 

p. 311, figure reproduced below, red marked added for the two distinct components): 

40 Trr,f.":- .-. ,. •:.1d Trd''..'i ,-. ,; d 
.. • •.:....,.tred ii.!-, - id 

. .el cal: t ': .ii_z:art on ;;.i..i. , 

Figure of p. 311, D23 (red marked added) 

125 In the above figure, the Security Intelligence is not shown as part of the access control rules (the 

alleged packet filter rules). 

126 The Security Intelligence is used to control network traffic, in particular by blacklisting predetermined 

IP addresses. Blacklisting denies traffic to and from the predetermined IP addresses before the 

network traffic is subjected to the access control rules (cf D23, p. 2151). Again, this shows that the 

Sourcefire manual v5.1.1 makes a distinction between the Security Intelligence and access control rules: 

Security intelligerice A feature that allows you to specify the traffic that can traverse your network, per 
access control policy, based on the source or destination IP address. This is 
especially useful if you went to blacklist — deny traffic to and from — specific IP 
addresses, before the traffic is subjected to analysis by access control rules. 
Optionally, you can use a monitor setting for Security Intelligence filtering, which 

allows the system to analyze connections that would have been blacklisted, but 
also logs the match to the blacklist. 

Excerpt of p. 2151, D23 (emphasis added) 
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127 The Security Intelligence with the Security Intelligence feed, to which intervenor 1 refers, is thus not a 

packet filtering rule within the meaning of feature1.1.3. For this reason alone, feature 1.1.3 is not 

realized by the Security Intelligence with the Security Intelligence feed of the Sourcefire Manual v5.1.1, 

contrary to intervenor l's arguments. 

128 However, the access control rules of the Sourcefire manual v5.1.1, to which intervenor 1 also refers, do 

not realize feature 1.1.3 either. This is because these access control rules are not associated with any 

malicious traffic information. 

129 Furthermore with regard to the Security Intelligence, it is not stated in the Sourcefire manual v5.1.1 

that the Security intelligence is transferred from the Defense Center to a managed device. 

130 Intervenor 1 asserts that the received access control policy also includes the Security Intelligence and 

refers to the definition of access control policy on p. 2131 of D23: 

access teritrol policy A policy that you apply to managed devices to perform access control cn the 
network traffic - itored by those devices. An access control policy raw,' include 
multiple accE- ...5 control rules; it also specifies a default action, which determines 
the handling -1 logging of traffic that does not meet the criteria of any of those 
rules ,'"\r, control oolic? car airo specify HTTP response page, Security 
Intelligence, and other acryanceTsetungs. 

Excerpt of p. 2131, D23 (emphasis added) 

131 However, the above definition indicates only that the access control policy specifies the Security 

Intelligence. A transfer of the Security intelligence from the Defense Center to the managed device is 

not described. 

132 In fact, there is no disclosure in D23 that the Security Intelligence feed is transmitted from the Defense 

Center to the managed device. At most, it is disclosed that the Security Intelligence feed can be 

provided to help an administrator manually build blacklists directly on the device (cf. D23, p. 142). In 

any case, the Security Intelligence itself, which uses the Security Intelligence feed, is not transmitted 

from the Defense Center to the managed device, as explained above. 

133 Updating the Security Intelligence of the access control policy is also done without transmitting the 

access control policy from the Defense Center to the managed device. The Sourcefire manual v5.1.1 

on p. 142 states that the access control policies do not need to be reapplied after a feed has been 

created or modified or after a scheduled feed update: 

Comparing Feeds and Lists 

A Security Intelligence feed is a dynamic collection of IP addresses that the 
Defense Center downloads from an HTTP or HTTPS server at the interval you 
configure. Because feeds are regularly updated, the system can use up-to-date 
information to filter your network traffic. To help you build blacklists, Sourcefire 
provides the Sourcefire Intelligence Feed, which represents IP addresses 
determined by the Sourcefire WIT to have a poor reputation. 

When the Defense Center downloads updated feed information, it automatically 
updates its managed devices. Although it may take a 'ay,/ minutes for a feed 
update to take effect throughout your deployment,  you do not have to reapply 
access control policies after you create or modify a feed, or after a scheduled feed 
uodate. 

Excerpt of p. 142, D23 (emphasis added) 
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134 In other words, an update of Security Intelligence and thus a blacklist is performed on the managed 

device itself and not on the Defense Center. 

135 Ilowever, this update process of the Sourcefire I handbook v5.1.1 p23) is different from the automatic 

creation or alteration of packet filtering rules according to feature 1.1.3. According thereto, the packet 

filtering rules (of the first set of packet filtering rules) are updated by the security policy management 

server and then sent to the packet security gateway as part of the dynamic security policy. 

136 Also for this reason, the Sourcefire manual v5.1.1 does not disclose feature 1.1.3. 

137 Consequently, feature group 1.3 is not disclosed which reads as follows: 

L3 receiving, by the packet security gateway and Oer peOrmingpacket filtering on the first portion of the 

packets, an updated second set of packet filtering rules for the dynamic security 1)04: frnm the .security policy 

management server, 

1.3.1 wherein the updated second set of packet filtering rules comprises an update to the first set of packet 

filtering rules generated by the security policy management server based on updated malicious tr tc 

information received from the malicious host tracker service; 

138 In this regard, intervenor refers also to p. 142 of the Sourcefire Manual v5.1.1 (D23), according to 

which the Defense Center downloads the updated feed information of the Security Intelligence feed. 

However, this downloading of the Security intelligence feed does not constitute automatic rule 

creation by the Defense Center, as explained above. 

4. No disclosure of feature 1.2.5 

1.25 reformatting the subset of information specified by the packet in accordance with a lagging system standard; 

and 

139 Feature 1.2.5 (in conjunction with feature 1.2.2) requires reformatting of the subset of information as 

part of a packet digest logging function. 

140 For the disclosure of this feature, intervenor 1 refers to the syslog fomlat on p. 470 of the Sourcefire 

manual v5.1.1 p23) (cf. intervention 1, p. 46). 

141 However, the syslog format is mentioned in the Sourcefire manual v5.1.1 (D23) only in the context of 

an automatic alerting in general. Syslog alert responses can be generated for events such as intrusion 

events (cf. D23, p. 905): 

There is another type of alerting you can perform in the Sourcefire 3D System, 
out:', cis of yfrur if --f:.sion policies. Yclt (77- 77'nf'gure T[1,7! 7/slog alert 

Imp , evE- S-16gge , by speciiib ,u1 s7For 
more information, see Configuring External Alerting on page 403 

Excerpt of p. 905, D23 (emphasis added) 

142 According to the above excerpt of p. 905, the alerting by means of a syslog notification is done `outside 

ofyour intmsion poh'cies", i.c. not as part of packet filtering rules. However, the syslog alert responses 
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about intrusion events of the Sourcefire manual v5.1.1 p23) arc thus not an aspect of a packet digest 

logging function in the sense of the patent opposed. When creating an intrusion event, the information 

of a packet is not reformatted according to the syslog format, but at most messages about intrusion 

events are transmitted according to the syslog standard, which, however, is not part of an intrusion 

policy and consequently has nothing to do with the packet filtering rules, packet transformation 

functions or the packet digest logging function according to the patent opposed. 

5. No disclosure of feature 1.2.6 

1.26 muting, by the packet securely gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

143 The packet specified in feature 1.2.6 is the same packet specified in feature 1.2.3, namely the packet 

that matches the packet matching criterion of a packet filtering rule that specifies the packet digest 

logging function. In other words, the packet from which a log is created is also routed to the 

monitoring device. 

144 Intervenor 1, however, focuses on copies of events being recorded, reformatted and transmitted to the 

Defense Center (cf. intervention 1, p. 46, first and last paras.) 

145 But p. 469 of the Sourcefire manual v5.1.1 as cited by intervenor 1 does not disclose that copies of 

events are transmitted: 

The Sourcefire 3D System can help you monitor your network for traffic that could 
affect the availability, integrity, and confidentiality of a host and its data. By placing 
managed devices on key network segments, you can examine the packets )at 
traverse your network for malicious activity. The system has several mechanisms 
it uses to look for the broad range of exploits that attackers have developed. 

When the system identifies a possible intrusion, it generates an intrusion event, 
which is a record of the date, time, the type of exploit, and contextual information 
about the source of the attack and its target. For packet-based events, a copy of 
the packet cr packets that triggered the event is also recorded. Managed devices 
transmit their events to the Defense Center where you can view the aggregated 
data and gain a greater understanding of the attacks against your network assets. 

Excerpt of p. 469, D23 (emphasis added) 

146 Further, intervenor 1 equates the Defense Center already with the security policy management server 

of feature 1.1. In contrast, feature 1.2.6 requires routing to "a monitoring device" and thus to a device 

other than the security policy management server. 

6. Interim conclusion 

147 Thus, the subject-matter of claim 1 as granted (and therefore claims 14 and 15) is not anticipated by 

the Sourcefire manual v5.1.1 p23) in a manner that is prejudicial to novelty. 
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148 Also, contrary to intervenor l's assertion, the Sourcefire manual v4.10 (D19) does not anticipate the 

subject-matter of the claim 1 as granted. At least features 1.1, 1.1.3, 1.2.5, 1.2.6, 1.3.1 as well as 1.4 are 

not disclosed in the Sourcefire manual v4.10 (D19), as we explain below in section E.II.2. 

149 It is further noted that intervenor 2 also relies on the Sourcefire manual v4.10 (D19) for asserting a 

lack of novelty of claim 1 (cf. section E.II.3) and provides an alternative attack in particular with 

respect to feature 1.1.3 (cf. section E.II.3.a). 

150 However, as will set forth below, the subject-matter of claim 1 is novel over the Sourcefire 

manual v4.10. 

1. Teaching of Sourcefire manual v4.10 (D19) 

151 The Sourcefire manual v4.10 (D19) is an earlier version of the Sourcefire manual v5.1.1 (D23) 

discussed above. It comprises less information than the later version v5.1.1 and therefore falls even 

further short in its disclosure content with respect to the features of the patent opposed. 

152 The Sourcefire Manual v4.10 (D19), like the Sourcefire Manual v5.1.1 (D23), discloses a Defense 

Center that has policies, such as an intrusion policy (see D19, p. 107). 

(-)'sent 

Figure of p. 107, D19 (emphasis added) 

153 An intrusion policy comprises in turn a plurality of intrusion rules (cf. D19, p. 2084, emphasis added):. 
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A variety of components that you can configure to i-spect von rr network traffic for 
intrusions and policy violations. Th1, 7. 2Cr"Inr.- W-'77

.aspect the protocol header vat ar r a.- •  r. size 
characteristics; variables commonly tzloct in i.- • nended 
-ales conaguration; advancers strings such as pre.: and other detection 
and pertorrnance features; lc preprocessor rules that allow you to generate 
events for associated preJnjuessor options. 

A set of keywords and arguments that, when applied to captured network traffic, 
identify potential intrusions, policy violations, and security breaches. IPS 
compores oackets against the cuncitions specified in each rule end, if the packet 
data matches all the conditions specified in the rule, the rule triggers and 
generates an intrusion event. Intrusion rules include alert rules, drop rules, and 
ness rules. 

Ausschnitt von S. 2084, D19 (Hervorhebungen hinzugefiigt) 

154 There are two types of intrusion rules, i.e., shared object rules and standard text rules (cf. D19, p. 761): 

Note the following: 

Fora•  drop rule in an inline deployment, IPS drops the packet and generates 
an event. For more information on drop rules, see Setting Rule States on 
page 435. 

• Sourcefire provides two types of intrusion rules: shared object rules and 
stanihrd text rules.  The Sourcefire Vulnerability Research Team can use 
shored ohajeL'. rules to detect attacks against vulnerabilities in ways that 

sti,r.dard text rules cannot. You cannot create shared object rules. 
When you write your own intrusion rule, you are creating a standard text 
rule. 

Excerpt of p. 761, D19 (emphasis added) 

2. Re intervention 1 

a. No disclosure of feature 1.1 

1.1 receiving, by a packet securi gatewcry (772) configured for protection of a network and associated with a 

securiopodg management server (120) external from the network, a dynamic security podiy comprising 

155 Intervenor 1 asserts that the managed sensor described in the Sourcefire Manual v4.10 (1)19) receives a 

"dynamic security policy" within the meaning of feature 1.1 from a central Defense Center that 

allegedly serves as an security policy management server. 

156 However, the text cited by intervenor 1 to this end does not speak of the transmission of a dynamic 

security policy - as required by feature 1.1 - but only of a "policy" (cf. 1)19, p. 34): 

"You can also push pod cies mated on the Defense Center and software updates to managed sensors." 

157 These "policies" of the managed sensor are not dynamic security policies in the sense of feature 1.1, 

because according to the IPS section on page 34 of the Sourcefire manual v4.10 (D19), no aspect of 

such a policy is generated automatically, but the entire policy manually by a team of employees, the so-

called "Sourcefire Vulnerability Research Team" (VRT): 

„3D Sensors that are licensed to use IPS include a set of intrusion rules developed by the Sourcefire 

Vulnerability Research Team (VRT). " 

158 Consequentially, p. 37 of the Sourcefire manual v4.10 p19) also states that the policies cannot be 

managed from the Defense Center (emphasis added): 

Patent Owner, Centripetal Networks, LLC - Ex. 2006, p. 25



MFG 25 Unser Ze chen/Our Ref.: 210444EPPO 

30 September 2022 

„Although you cannot manage poh'cies or rules for an Intrusion Agent fivni the Defense Center, you can do 

analysis and reporting on those events. If the network map on the Defense Center has entries for the target 

host in a given event, the Defense Center assigns impact flags to the events. You can continue to manually 

tune Snort rules and preprocessors with the Intrusion Agent in place." 

159 Thus, Sourcefire manual v4.10 (D19) with the policies mentioned there does not disclose a dynamic 

security policy according to feature 1.1. 

b. No disclosure of feature 1.1.3 

1.1.3 wherein one or more first packetfiltering rules, of the first set of packet filtering rules, was automatically 

created or altered by the security polity management server based on malicious traffic information received from 

a malicious host tracker service; 

160 With regard to the automatic creation of rules, intervenor 1 relies on the automatic import of "Security 

Enhancement Updates" (hereinafter "SEU") by the Defense Center (cf. intervention 1, p. 62f). 

161 These SEUs include new and updated standard text rules and shared object rules and are published by 

the Sourcefire VRT (see D19, p. 1716). 

As new vulnerabilities are identified, the Sourrefire, Vulnerability Research Team 
(VAT) releases Security Enhancement Updates (SLUs,. An SEU contains new and 
updated standard text rules and shared cbject rules and may contain updated 
versions of Snort() and features such as preprocessors and decoders. You can 
automatically download and install SEUs. 

Excerpt of p. 1716, D19 (emphasis added) 

162 The SEUs, and thus the rules they contain, are therefore not created or modified by the Defense 

Center, but rather by the VRT. The Defense Center merely downloads the SEUs at regular intervals. 

163 Thus, the Sourcefire Manual v4.10 (D19) does not disclose any automatic creation of rules by an 

security policy management server as defined in feature 1.1.3. 

164 Further, intervenor 1 attempts to show that a "malicious host tracker service" as per feature 1.1.3 is 

equivalent to the Sourcefire VRT mentioned in the Sourcefire manual v4.10 (D19). 

165 However, the Sourcefire VRT does not identify (or, literally, "track") malicious hosts (e.g., network 

addresses of hosts that are the source of malicious traffic). Rather, the Sourcefire VRT identifies 

"vulnerabilities" (cf. D19, p. 1716) contained in a packet payload. This is also evident from the 

definition of intrusion rules (see marginal 153), which states that an intrusion rule is a "set of keywords 

and arguments that, when applied to captured network trtilfic, idenlibi potential intrusions, polity violations, and secun 

breaches". 

166 Keywords and arguments are included in a rule option of a standard text rule (which is a form of an 

intrusion rule, see marginal 154). The rule option is one of two logical sections of the standard text 

rule. The other logical section is a rule header that defines a rule action and IP header values of a 

packet such as source and destination IP address (cf. D19, p. 762). 
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All standard text rules contain two logical sections: the rule header and the rule 
options. The rule header contains: 

• the rule's action or type 
• the protocol 

• the source and destination IP addresses and netmasks 
• direction indicators showing the flow of traffic from source to destination 
• the source and destination ports 

The rule options section contains: 

• event messages 

• keywords and their parameters and arguments 

• patterns that a packet's payload must match to trigger the rule 

• specifications of which parts of the packet the rules engine should inspect 

Excerpt of p. 762, D19 (emphasis added) 

167 As per p. 764 of the Sourcefire manual v4.10 (D19), the rule header specifics which packets arc to be 

checked. A match of received packets with the values specified in the rule header (e.g. source IP 

addresses) therefore does not trigger the effect of the intrusion rule. That is, an intrusion rule is not 

aimed at detecting malicious traffic based on network addresses (e.g. source IP addresses) and a 

subsequent dropping of such packets. 

168 But this is precisely what is contemplated in the patent opposed. For example, par. [0051] of the patent 

opposed reads that the security policy management server creates or alters the dynamic security policy 

rules to block network traffic associated with certain network addresses. 

"Security policy management server 120 may be configured to create or alter one or more rules included within 

a dynamic security policy associated zith malicious host tracker service 508 to block traffic associated with the 

network addresses received from malicious host tracker service 508." 

169 That an intrusion rule of the Sourcefire manual v4.10 (D19) is not directed at examining a host address 

can also be inferred from the fact that the Sourcefire manual v4.10 (D19) describes the role of its 

preprocessors in the context of applying intrusion rules, wherein the preprocessors normalize traffic 

(see D19, p. 34) and reformat traffic to ensure that the rules engine reads traffic in the same format in 

which it is received from the host (see D19, p. 484). 

3D Sensors that are lice r sed to use IPS include a set of intrusion rules developed 
by the Sourcefire Vulner,,:o-li'N Research Team (VAT). You can choose to emble 
rules that would detect the attacks you think most likely to occur on your r ot-viiork, 
You can also cre !, custom intrusion rules tuned to your environment. In addition, 
3D Sensors with IPS run preprocessors against detected network traffic to 
normalize traffic and detect malicious packets. 

Excerpt of p. 34, D19 (emphasis added) 
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3D Sensors with IPS use preprocessors to reformat traffic to make sure the rules 
engine reads the traffic in the same format it wi ll be received by the host. Without 
preprocessing, the IPS component cannot appropriately evaluate traffic because 
protocol differences rno.,..e pattern matching impossible. Sourcefire preprocessors 
normalize traffic and heir identify network layer and transport layer protocol 
anomalies ₹by identifying inappropriate header options, defr:,,,Jmenting IP 
datacrams, providing TCP stateful inspection and stream !eassembly, providing 
UDP a:ream preprocessing, resolving application command syntax, and validating 
checksums. 

Excerpt of p. 484, D19 (emphasis added) 

170 The Sourcefire manual v4.10 (D19) teaches that without preprocessing, the IPS component cannot 

adequately evaluate traffic because protocol differences make pattern matching impossible. If the 

intrusion rules of Sourcefire manual v4.10 were concerned with where packets originated (e.g., the 

network addresses of the hosts sending the traffic), there would be no need for preprocessors to 

normalize traffic to detect patterns indicative of malicious activity. Because the intrusion rules of the 

Sourcefire Manual v4.10 deal with the content of a packet and not the host from which it originates, 

intervenor 1 has not demonstrated that the Sourcefire VRT can be equated to the malicious host 

tracker service of feature 1.1.3. In other words, intervenor 1 has not shown that the Sourcefire VRT 

identifies a malicious host. 

171 Consequently, Sourcefire manual v4.10 p19) does not disclose a malicious host tracker service as per 

feature 1.1.3. 

c. No disclosure of feature 1.2.5 

1.2.5 reformatting the subset of information Jpecified by the packet in accordance with a logging system standard; 

and 

172 According to intervenor 1, reformatting is disclosed by generating an intrusion event. 

173 Ilowever, the Sourcefire manual v4.10 (D19) does not describe reformatting according to a logging 

system standard when generating intrusion events. 

174 The pages 293ff of the Sourcefire manual v4.10 p19) cited by intervener in this regard describe only a 

"Packet View" for viewing packet information. In packet view, packet information is presented in 

tabular manner. But reformatting information according to a logging system standard is not apparent 

from it. 

175 Furthermore, intervenor refers to pages 752ff of the Sourcefire manual v4.10 p19) with reference to 

feature group 2 and states that reformatting is based on a syslog standard. 

176 Pages 752ff of the Sourcefire manual v4.10 concern so-called syslog responses. It describes that so-

called syslog alerts, which are intrusion event notifications, can be sent to a syslog on a device. The 

syslog is a standard logging mechanism that indicates, among other things, from which device the 

syslog alert was generated. 
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The system log, or syslog, is the standard logging mechanism for network event 
logging.  You can send sysiog alerts, which are intri ;ion event notifications,  to the 
syslog on an appliance. The syslog allows you to (.....jorize information in the 
syslog by priority and facility. The priority reflects the severity of the alert and the 
facility indicates the subsystem that generated the alert. Facilities and priorities 
are not displayed in the actual appears in syslog, but are instead 
used to tell the system that receives the syslog message how to categorize it. 

Excerpt of p. 752, D19 (emphasis added) 

177 It therefrom follows that reformatting based on a syslog standard is not done when intrusion events 

are created, but in a syslog. This is also apparent from p. 261 and 262 of the Sourcefire manual v4.10 

(D19), according to which alarm mechanisms such as feedback can be provided in addition to 

intrusion events. In particular, alarms can be set up for the syslog. 

In addition to generating intrusion events based on attacks, you can use an 
extensive fist of alerting mech: ms to make sure that specific attacks are 
brought to your attention Conversely, you can suppress events that 
are less likely to affect critical -.terns or set a threshold that the number of 
events must reach before you are alerted. 

For more information about automated alerting, see Configuring External 
Responses to Intrusion Events on page 734. 

You can use the following tools to set up automatic responses to intrusion events: 

• automated alerting that you can configure for SNM1i email, and syslog 

For more information, see Configuring External Responses to Intrusion 
Events on page 734. 

Excerpt of p. 261 and 262, D19 (emphasis added) 

178 Thus, DI9 does not disclose reformatting of information according to feature 1.2.5. 

d. No disclosure of feature 1.2.6 

1.2.6 rowing, by the packet security gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

179 Intervenor 1 sees the feature disclosed, in the Sourcefire manual v4.10 (lD19), by sending an intrusion 

event to the Defense Center. In particular, an intrusion event is also the identified packet itself which 

matches the packet match criterion (see intervention 1, p. 65). 

180 The intrusion event being the identified packet is incorrect. An intrusion event corresponds to a record 

that includes the date, time, type of attack, and contextual information about a source of the attack and 

its target. In cases of "packet-based" events, a copy of the packet that triggered the packet is recorded 

(cf. D19, p. 35). However, recording the packet copy does not correspond to routing the identified 

packet to another device. 

When a 3D Sensor identifies a possible intrusion, it generates an intrusion event, 
which is a record of the date, time, the type of exploit, and contextual information 
about the source of the attack and its target. For packet-t-t,,ad events, a copy of 
the packet or packets that triggered the event is also recorded. 

Excerpt of p. 35, D19 

181 Thus, the Sourcefire manual v4.10 p19) does not disclose routing of the (logged) packet. 
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182 Furthermore, the Sourcefire manual v4.10 also does not disclose routing of the packet to a monitoring 

device. In the Sourcefire manual v4.10, the intrusion event (and thus the alleged packet) is allegedly 

sent to the Defense Center. However, intervenor 1 equates the Defense Center with the security policy 

management server according to feature 1.1. By contrast, feature 1.2.6 requires routing to "a 

monitoring device" and thus to a device other than the security policy management server. 

183 Accordingly, Sourcefire manual v4.10 does not disclose routing a packet to a monitoring device as per 

feature 1.2.6. 

e. No disclosure of feature 1.3.1 

L3.1 wherein the updated second set of packet filtering rules comprises an update to the first set of packetfiltering 

rules generated by the securiy policy management server based on updated malicious traffic information 

received from the malicious host tracker service; 

184 The updated second set of packet filtering rules is provided for the dynamic security policy (cf. feature 

1.3) and is consequently a part thereof. According to feature 1.3.1, the second set of packet filtering 

rules comprises an update of the first set of packet filtering rules and is also based on malicious traffic 

information received from the malicious host tracker service. Thus, for example, the security policy 

management server may automatically receive updated traffic information from the malicious host 

tracker service as part of a subscription and then create or alter (cf. patent opposed, par. [0051]) or 

combine (cf. patent opposed, par. [0052]) rules of a dynamic security policy using this information. 

That is, the security policy management server creates the updated rules. 

185 Regarding feature 1.3, intervenor 1 refers to the Security Enhancement Updates, SEU, manually 

created by the Sourcefire VRT (cf. intervention 1, p671). The SEUs are imported by the Defense 

Center and then applied to the managed sensor. 

186 However, the updating, i.e., creating or altering, of the rules is not performed by the Defense Center, 

but by the Sourcefire VRT. But this process is different from feature 1.3.1, which requires the security 

policy management server to create or alter the rules. 

187 Finally, the Sourcefire VRT cannot be considered a malicious host tracker service either, since the 

Sourcefire VRT does not identify malicious hosts, but rather vulnerabilities (exploits) in the package 

itself. Accordingly, the Sourcefire VRT focuses on what is in the package rather than where it came 

from (as explained in marginals 165ff). 

188 Consequently, updating rules by the security policy management server according to feature 1.3.1 is not 

disclosed in Sourcefire manual v4.10. 

f. No disclosure of feature 1.4 

14 performing, on a packet by packet basis, packet filtering on a second portion of the packets as SOciated with 

the network protected by the packet security gateway bared on the updated second set of packet filtering rules 
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189 Feature 1.4 is directed to packet filtering based on the updated second set of packet filtering rules. 

Since this second set of packet filtering rules is not disclosed in the Sourcefire manual v4.10 (D 19), no 

packet filtering based on it can be performed. Thus, feature 1.4 is also not disclosed in the Sourcefire 

manual v4.10 p19). 

3. Re intervention 2 

190 Intervenor 2 also cites — like intervenor 1 - Sourcefire manual v4.10 (D19) for an alleged lack of 

novelty of the independent claims. With respect to feature 1.1.3 pertaining to the automatic creation or 

alteration of packet filtering rules by a security policy management server, intervenor 2 also refers —

like intervenor 1 — to the security enhancement updates allegedly provided by the Sourcefire VRT. As 

an additional alternative attack, intervenor 2 refers to an automated recommended rule state generation 

described in D19 as alleged disclosure of feature 1.1.3 (cf. intervention 2, marginals 135 to 137). In the 

following, only the difference between the intervention 1 and intervention 2 arc discussed. 

191 Nonetheless, it will be shown below that also intervenor 2's alternative novelty attack is to no avail. 

a. No disclosure of feature 1.1.3 

L 1.3 wherein one or more first packet filtering rules, of the first set of packet filtering rules, was automatically 

created or altered by the security policy management server based on malicious tr tc information received from 

a malicious host tracker service; 

192 Intervenor 2 cites p. 1725 of D19 which describes to automatically generate recommendation for rule 

state (of an intrusion rule): 

Automating Recommended Rule State Generation 
Platform: DC 

Component IPS RNA 

You can automatically generate rule state recommendations based on RNA data 
for your network using the most recently saved configuration settings in your 
custom intrusion policy. 

IMPCRTANTI If the system automatically generates scheduled 
recommendations for an intrusion policy with unsaved changes, you must discard 
your changes in that policy and commit the policy if you want the policy to reflect 
the automatically generated recommendations. See Committing Intrusion Policy 
Changes on page 345 for more information. 

When the task runs, the system automatically generates recommended rule 
states. Optionally, depending on the configuration of your policy, it also modifies 
the Fates of intrusion rules based on the criteria described in - ,8nagiro 9NA 

H.,dte Recommendations on page 468. Modified rure states I effect the 
ne..: -Jrne you apply your intrusion policy. See Using RNA Recomm,,:nclaticns on 
page 472 for more information. 

Excerpt of p. 1725, D19 (emphasis added) 

193 The above cited page also refers to p. 468 pertaining to managing RNA rules state recommendation 

which describes the "RNA Recommended Rules" feature. In particular, this feature enables the 

recommendation of rule states and, optionally, the setting of the rule state according to the 

recommendation: 
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When you configure the RNA Recommended Rules feature, the system identifies 
hosts and scri ,7.05 your r t- 'work, s r.r es j .r bw.s, policy for rules that 
protect again:-,t vdinera: litres associated with the icentified hosts and services, 
and identifies the current state of rules in your base policy. The system then 

recommends rule states and, optionally, sets the rules to the recommended 
states using the following criteria: 

Excerpts of p. 468 and 469, D19 (emphasis added) 

194 In the Sourcefire manual v4.10, a "rule state" indicates whether an intrusion rule in an intrusion policy 

is enabled or disabled (cf. D19, p. 2090 and 2091, emphasis added): 

rule stele Whether an intrusion rule is enabled (set to Generate Events or Drop and 
Generate Events), or disabled  (set to Disable) within an intrusion policy. If you 
enable a rule, it is used to evaluate your network traffic; if you disable a rule, it is 

not used. A drop rule can drop packets that trigger the rule in an inline 
deployment. 

Excerpt of p. 2090 and 2091, D19 (emphasis added) 

195 Accordingly,  the recommended states by the "RNA Recommended Rules" feature can be either 

"enabled" or "disabled" (D19, p. 2091, emphasis added): 

MA recommended 
rules 

A feature that recor 
ir!rusion 

wl ! 

rules should ce eneb' 3d in you,
nn from your Pm/A You (for 

capt of p. 2091, D19 (emphasis added) 

in 

196 Thus, recommending rule states as described in Sourcefire manual v4.10 relates to recommendations 

for deactivating or activating an already existing rule of an intrusion policy. 

197 However, with respect to a rule, disabling or enabling does not correspond to a creating or altering. 

First, creating a rule means to generate a new rule — this is clearly not envisaged by changing a state of 

an already existing rule. Second, altering a rule in the sense of claim 1 means modifying the rule. The 

packet filtering rule defined in claim -1 includes a packet matching criterion (feature 1.1.2). These are 

components of a rules which can be modified, i.e., "altered". The alteration of a rule being an 

alteration of its components is described in the patent opposed, e.g., in last sentence of par. [0036] 

which reads as follows (emphasis added): 

ated with the VoIP session. When the VoIP session is 
terminated or torn down, the softswitch or session border 
controller may notify the security policy management 
server, which may create or alter one or more rules to 
reflect the termination of the VoIP session (e.g., to deny 
future pim:kt="ts which may match criteria previously as-
sociated with the VoIP session). 

Excerpt of par. [0036] of patent opposed (emphasis added) 

Here, the security policy management server may alter a rule by modifying a packet matching criterion 

of the rule (or in the wording of par. [0036], "criteria"). Another example of altering a rule is described 

with respect to figure 13 of the patent opposed, according to which a rule is updated (or altered) by 
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including new network addresses (which arc -as set forth in par. [0031] -criteria for matching packets) 

(cf. par. [0075] of patent opposed). 

198 Such an alteration of a rule as envisaged by the patent opposed does not, however, correspond to 

disabling or enabling a rule. 

199 Therefore, D19 does not disclose feature 1.1.3. 

b. No disclosure of features 1.2.5 and 1.2.6 

12.5 reformatting the subset of information .specified by the packet in accordance with a logging system standard; 

and 

1.2.6 routing, by the packet security gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

200 Regarding the above features, intervenor 2 refers to intrusion events and syslog responses (cf. 

intervention 2, marginals 150 to 152). 

201 The arguments set forth by intervenor 2 do not go beyond the arguments of intervenor I. Thus, it is 

referred to the arguments presented in present marginals 172 to 183 indicating lack of disclosure of 

features 1.2.5 and 1.2.6 within D19. 

c. No disclosure of feature group 1.3 and feature 1.4 

1.3 receiving, by the packet security gateway cord elker peOrmingpacket filtering on the first portion of the packets, 

an updated second set of packetfiltering rules for the dynamic seam.* policy from the security policy 

management server, 

1.3.1 wherein the updated second set of packet filtering rules comprises an update to the first set ofpacket 

filtering rules generated by the security policy management server based on updated malicious tr 

information  received from the malicious host tracker service; 

1.4 performing, on a packet bl packet basis, packet filtering on a second portion of the packets as sociated with 

the network protected by the packet security gateway based on the updated second set of packet filtering rules 

202 Intervenor 2 merely brought forth the unsubstantiated assertion that the rules of the intrusion policy 

can be updated by the Defense Center without any reference to D19. 

203 Ilowever, as shown above in present marginals 194 to 199, setting a state of an intrusion rule 

according to a recommend state cannot be equated to updating (i.e. altering) rules. As such, D19 does 

not disclose that the Defense center updates the rules of an intrusion policy. 

204 Insofar, D19 fails to disclose feature group 1.3 and feature 1.4. 

4. Interim conclusion 

205 Thus, the subject-matter of claim 1 and, correspondingly, claims 14 and 15 is novel over the Sourcefire 

manual v4.10 (D19). 
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206 In order to ground lack of novelty, intervenor 2 cites a reference guide for configuring and managing a 

Juniper Networks security device through Screen OS (cf. D41, p. 4). In the following, the reference 

guide is hereinafter referred to as "Juniper reference guide". 

1. Teaching of Juniper reference guide (D41) 

207 The Juniper reference guide (D41) discloses Juniper Network security devices (hereinafter "security 

devices") which secure a network by inspecting and then allowing or blocking connection attempts 

across security zones. Policies are used to determine the flow of traffic between zones (cf. D41, p. 20): 

Policies 

Juniper Networks security devices secure a network by inspecting, and then allowing or 
denying, all connection attemptsthat require passage from one security zone to another. 

By default, a security device denies all traffic in all directions. Through the creation of 
policies, you can control the traffic flow from zone to zone by defining the kinds of traffic 
permitted to pass from specified sources to specified destinations at scheduled times. 
At the broadest level, you can allow all kinds of traffic from any source in one zone to 
any destination in all other zones without any scheduling restrictions. At the narrowest 
level, you can create a policy that allows only one kind of traffic between a specified host 
in one zone and another specified host in another zone during a scheduled period, see 
Figure 5 on page 21. 

Excerpt of p. 20, D41 

208 Security policies include rules that can be installed on managed devices (cf. D41, p. 588): 

Configuring Security Policies 

ksecurity policy defines hnw yni it managed devices handle network traffic. You can 
configure multiple security policies in NSM, but a device can only have one active security 
policy at a time. You can install the same security policy on multiple devices. or you can 
install a unique security policy on each device In your network. 

About Security Policies 

Each instruction in a security policy is called a rule Security policies can contain multiple 
rules. You create rules in rulebases, sets of rules that combine to define a security policy. 
Each security policy contains the Zone and Global firewall rulebases, which cannot be 
deleted. You can add or delete any other rulebase—Multicast. IDP. Exempt, and 
Backdoor—In a security policy; however, a single policy can only contain one Instance of 
any type of rulebase. Each security policy (all rulebases combined) can contain a 
maximum of 40,000 rules. 

Excerpt of p. 588, D41 (emphasis added) 

209 A Network and Security Manger (NSM) is a software application for configuring and monitoring the 

security devices (cf. D41, p. 312): 
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Network and Security Manager (NSM) Is Juniper Networks' enterprise-levet management 
software application that configures and monitors multiple Juniper Networks security 
devices over a local area network (LAN) or a wide area network (WAN) environment. 

Excerpt of p. 312, D41 

2. No disclosure of feature 1.1 

1.1 receiving, by a packet security gateway (112) configured for protection of a network and associated with a 

security poly management server (120) external from the network, a dynamic security poky comprising 

210 Intervenor 2 equates a security device of D41 with a "packet security gateway" and security policy of 

D41 with a "dynamic security policy". Further, the NMS of D41 is equated with the "security policy 

management server". 

211 However, in 1)41, there is no disclosure that the security device receives from the NMS the security 

policy. 

212 In fact, even p. 580 of D41 cited by intervenor 2 (with respect to the above feature) merely describes 

that multiple security policies may he configured in the NSM, hut fails to indicate how a security policy 

is ultimately applied to the security device. 

213 Even more, D41 describes vaguely that a security policy is assigned, validated and then installed on 

managed devices (cf. D41, p. 589, emphasis added): 

in: ling Security Policies 

After you create a security policy by building rules in one or more rulebases, you can 
assign. validate. and install that policy on specific managed devices  For detailed 
Information about installing security policies. see the Network and Security Manager 
doe mentation at 
http Iwww.Juniper.net/te hpubs/soft .are/management/security-manager. 

Excerpt of p. 589, D41 (emphasis added) 

214 Thus, D41 fails to disclose feature 1.1 

3. No disclosure of feature 1.1.3 

11.3 wherein one or more first packet filtering rules, of the first set of packet filtering rules, was automatically 

created or altered by the securitypoliy management server based on malicious traffic information received 

a malicious host tracker service; 

215 With respect to the above feature, intervenor 2 refers to regularly provided updates for "attack 

databases" (cf intervention 2, marginal 113). 

216 The attack database updates are provided by Juniper Networks and include, inter alia, intrusion 

prevention and detection (IDP) attack objects (cf. D41, p. 647, emphasis added): 
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About Attack Database Updates 

Juniper Networks periodically provides attack database I Jpdatec. in the form of a download 
file, on the Juniper Web site. Attack database updates can include the following; 

New or modified predefined IDP  attack o jerts and groups 

• New or modified signatures used by the Deep Inspection (DI) feature 

• Updates to the IDP engine, which runs in the security device 

Excerpt of p. 647, D41 (emphasis added) 

217 An "attack objects" is used by a IDP rule to identify malicious activity in monitored traffic (cf. D41, p. 

593 and 594, emphasis added): 

Configuring IDP Rules 

The IDP rulebase protects your network from attacks by using attack objects to identify 
malicious activity and then by taking action to thwart the attacks. Avoid creating too 
large number of IDP rules. It is important to balance the complexity and number of IDP 
rules you configure against their potential to cause issues with performance. For more 
Information about performance Issues, see the Network and Security Manager 
documentation 
athttp://www.iunipernet/techpubs/software/management/security-manager . 

When you create an !DP rule. you must specify the following: 

Excerpt of p. 593, D41 (emphasis added) 

• The attack(s) you want IDP to match in the monitored network traffic Farh attack is 
defined as an attack obiect which represents a known pattern of attack. Whenever 
this known pattern of attack is encountered in the monitored network traffic, the  attack
object is matched You can add attack objects individually or by category, operating 
system, or severity. 

• The action you want IDP to take when the monitored traffic matches the rule's attack 
objects, You can specify the following: 

• Action: The action you want IDP to perform against the current connection. 

• IP Actions: The action you want IDP to perform against future connections that use 
the same IP address. 

• Notification: Choose none; or enable logging, then select the appropriate togging 
options for your network. 

Severity: Use the default severity settings of the selected attack objects, or choose 
a specific severity for your rule. 

Excerpt of p. 593, D41 (emphasis added) 

218 Intervenor 2 opines that the automatic updates of attack databases lead to an automatic update of rules 

(cf. intervention 2, marginal 113), but fails to substantiate this. Intervenor 2 merely cites p. 647 of D41, 

which describes that the attack data base updates are periodically provided by Juniper Networks and 

are downloaded by the NSM GUI server. Further, it is indicated that "predefined EDP attack objects 

or groups" cannot be created, edited, or deleted, but updated. 
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219 P. 647 of D41 does not disclose any updates of the IDP rules. Instead, thc cited page even describes 

that only the attack objects — and not any rules — are pushed from the GUI server to the managed 

device: 

When you download updated IDP attack objects and groups to the GUI server, any new 

attack objects in the update are available for selection in an IDP rulebase in a security 

policy. When you install a security policy on your managed device, only the attackable= 

thatareusedinIDEculelloahesemicea . 

Excerpt of p. 647, D41 (emphasis added) 

220 At another place in the intervention 2, it is referred to attack database updates for deep inspection (DI) 

signature packs with respect to automatic generation of rules (cE intervention 2, marginal 98). 

However, thc cited p. 532 of D41 used therefor does not disclose any automatic generation of rules by 

the NSM. 

221 According to cited p. 532, Juniper Networks updates signature packs with newly discovered attack 

patterns. However, this update does not correspond to the automatic updates of features 1.1.3 in at 

least two ways. First, the security device (and not the NSM) downloads the attack object database from 

an attack object database server (cf. D41, p. 533, fig. 144). Second, the security device replaces its 

attack object database with the newer (=updated) version (cf. D41, p. 532, emphasis added): 

Automatic Update 

The Automatic Update option, downloads the signature pack at user-scheduled times 

if the database on the server is a newer version than that previously loaded on the device. 

Juniper Networks regularly updates the signature pack with newly discovered attack 

patterns. Therefore, because of its changing nature, you must also update the signature 

pack on your security device regularly. For this operation to work, you must first configure 

the attack object database server settings. 

In this example (see Figure 144 on page 533), you set a schedule to update the database 

on the security device every Monday at 04:00 AM. At that scheduled time the device 

rnmpares the version of the datahase nn the server with that nn the device  If the version 

on the server is more recent, the security device automatically replaces its database w 

the newer version. 

For example, select Server to update the server signature pack. See Table 57 on page 530 

for a list of predefined signatures packs and the corresponding URLs. 

Excerpt of p. 532, D41 (emphasis added) 

Figure 144: Updating DI Signatures Automatically 

Local Security Device 
1. Automatic Update Check 

Attack Object 
Database Server 

M T W T F S 

Irternet 

Attack Object 2. Immedete Database Update Attack °Nee htipsinenicssjuniper 
Database Database .cornin3striciedIsigupdak3s 

Fig. 144 on p. 533, D41 (emphasis added) 
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4. No disclosure of feature 1.2.6 

1.26 routing, by the packet securicy gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

223 Intervenor 2 equates logged traffic data (included in a syslog reports) with a packet (cf. intervention 2, 

marginal 104). 

224 This is however an unjustified and unsubstantiated assertion. 

225 In particular, a log in the sense of claim 1 of the patent opposed is, as per feature 1.2.3, "a record of a 

subset of information of a packet". Therefore, the term "log" refers to only a part of information of 

the packet. This difference is thus apparent from claim 1 which refers to the record of a subset of 

information of packet, i.e. a log, (feature 1.2.3) and the packet (feature 1.2.6). Applying this rationale to 

loomed traffic data (in other words, logs pertaining to traffic data), it necessarily follows that the loomed 

traffic data of D41 is not the traffic data itself. 

226 As indicated in the citation used by intervenor 2, D41 merely discloses to send syslog reports (cf. p. 

1148), but not packets: 

Sel • Static Routes 

in age '50, a security device operating with its Trust zone interface in 
Network Address Translation (NAT) mode protects a mu.ilevel network. There is both 
Lou.. and r‘..hnote management (via Network and Security Vdnager). The security device 
sends SNMP traps and  syslog reports to the local administrator (located on a network 
in the Trust zone) and it sends Network and Security Manager (NSM) reports to the 
remote administrator (located on a network in the Untrust zone). The device uses a 
SecurtD server in the Demilitarized Zone (DMZ) to authenticate users and a Websense 
server in the Trust zone to perform Web filtering. 

Excerpt of p. 1148, D41 (emphasis added) 

227 Therefore, D41 fails to disclose feature 1.2.6. 

5. No disclosure of feature group 1.3 and feature 1.4 

1.3 receiving, by the packet securi gatewg and Oer peOrmingpacket filtering on the first portion of the 

packets, an updated second set of packet filtering mks for the dynamic seturio pokg from the setziriopokg 

management server, 

1.3.1 wherein the updated second set of packet filtering rules comprises an update to the first set of packet 

filtering rules generated by the security poky management server based on updated malicious tr 

information received fmm the mat ciozu host tracker service; 

1.4 performing, on a packet by packet basis, packet filtenng on a second portion of the packets as sociated with 

the network protected by the packet securzo gateway based on the updated second set of packetfiltering rules 
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228 Feature group 1.3 pertains to the automatic update of packet filtering rules and feature 1.4 to a packet 

filtering using the updated packet filtering rules. 

229 With respect thereto, intervenor 2 refers to their arguments provided with respect to feature 1.1.3. But 

as shown above in present marginals 215ff, an automatic creation or alteration of rules by the NSM as 

per feature 1.1.3 is not disclosed in D41. 

230 Consequently, feature group 1.3 and feature 1.4 is not disclosed in D41. 

6. Interim conclusion 

231 As shown above, the Juniper reference guide p41) fails to disclose at least the features 1.1, 1.1.3, 1.2.6 

1.4 and feature group 1.3. "Therefore, D41 does not anticipate the subject-matter of claim 1 as granted 

and, correspondingly, claims 14 and 15 in a novelty destroying manner. 

IV. US 2013/0263247 Al (D43) 

232 Further, US patent application US 2013/0263247 Al (D43) is cited by intervenor 2 as novelty 

destroying prior art. However, this not the case. 

1. Teaching of D43 

233 D43 discloses a packet interceptor/processing apparatus for enhancing an infrastructure of a network 

such as the Internet. The apparatus applies one or more rules to the intercepted packets. The apparatus 

is capable of analyzing the header and payload of a packet (cf. D43, abstract). The packet interceptor 

can be an edge adapter/packet interceptor system 700 (cf. fig. 7) which includes a router 702 and a 

packet interceptor adapter 720 coupled to the router, wherein the router 702 is located within an 

internet service provider located in an edge 124 of a network 100 (cf. D43, paras. [0057] and [0058], 

fig. 1 and fig. 7). 
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set 2 ) 

124 

1.1.3 wherein one or more first packet filtering rules, o f the lira .set of packet filtering rules, war automatically 

created or altered by the security policy management server based on malicious traffic information received from 

a malicious host tracker service; 

234 Intervenor 2 equates the packet interceptor adapter 720 of D43 with a "packet security gateway'.

Further, with respect to the automatic creation and alteration of rules, intervenor 2 refers to 

implementing rule 732 which consider historical packet activity, and asserts that historical packet 

activity corresponds to "malicious packet information from all protected networks" (cf. intervention 2, 

marginal 170). 

235 However, intervenor 2 fails to indicate where such rules 732 are created/altered and that they are 

automatically created. 

236 In order to implement such rules taking into account historical packet activity, information about past 

packet activity has to he stored. To this end, D43 indicates that data about a packet 704 has to he 

stored in a memory (cf. D43, par. [00851): 

[0085] In addition, data about the packet 704 may be stored 
in a mem(' ry forme by .otlier  lurprilce.sa..,i the current 
or fin:1m. l',ekels 704. ins allincs si;j!a.11 proo,N,ting. i.e. 
state ha,,._ l rates, of packets 7114 Ls they hew throuO the 
packei iralyier 720. By storia.2. inlimmdiLli about past 
packet 704 activity that the packet aridly/el. 720 ins pro-
cessed. rules 732 may be implemented which take into 
account historical packet activity. An additional basic opera-

Excerpt of par. [0085], D43 (emphasis added) 

237 The packet interceptor adapter 720 comprises a hulk data storage (e.g., SDRAM 806 (cf. D43, par. 

[0090] and fig. 8), in which packets or packet data is stored (cf. D43, par. [0099]): 
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[0090] Referring now to FIG. 8, there is shown a more 
detailed block di agrarn S00 oftbe adapter m C IU. 1. As 

Excerpt of par. [0090], D43 (emphasis added) 
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Fig. 8, D43 (marking added) 
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[0099] The packet is buffered in buffer 7141806. The net-
week 804 places the intercepted hacker into the 
bulk scv, and in ix--
mation parailick'rs ,,f the 
packet . .unek'rs it_Ji hie the 
sourc;.. .r .1c-riu.N.,i1 ;au' r,r(,Let 
spC('rk o I 11 c STIP 806 
where d,_ ;);_t,ket is Wife gored. 'I iletwork ,.Jssor 

Excerpt of par. [0099], D43 (emphasis added) 

238 Hence, the recently intercepted packets and data thereof are stored un the memory 306 comprised in 

the packet interceptor adapter 720 (which intervenor 2 equates to "packet security gateway"). As such, 

the historical activity is not retrieved from some third party service or external device, but is stored in 

the packet interceptor adapter 720 itself. Therefore, when implementing rules taking into account the 

historical packet activity, a rule processor 716 (which is capable of redefining or resetting rules, cf. par. 

[0088] of D43) of the packet interceptor adapter 720 has to use the historic packet information stored 

in the memory 306 provided in the packet interceptor adapter 720. 

239 As such, such rules are not generated in an external device as required by feature 1.1.3. 

240 Further, par. [0085] of D43 cited by intervenor 2 for allegedly disclosing feature 1.1.3 does not even 

mention and automatic creation/alteration of a nile. In fact, the cited paragraph merely teaches that a 

rule 732 may trigger only after a reception of second malformed packet 704: 
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a state memory. For example, a role 712 may defined to watch 
for mull 704. siotio ond-
fer!inui niu,ct 704 i., ill:: nil.: 732 'Nall net:, in 

error. I inta 
A:gni-chug that i i itifnrine.1 pnel:ei. or lhe entire 
sit i ll be c orCln I moiler 'unheroic.] nickel 7114 Holm ilie 
firsi imilforrnsi I iekei 704. is Fee l!ierule 

,!O1C11), I11O 11-;0 ,omenialictolli FICI i511
and delete the second  packet 704. Other inlimnation 

Excerpt of par. [0085], D43 (emphasis added) 

241 Such a triggering of rules does, however, not correspond to creation or alteration of a rule, let alone in 

an automatic manner. 

242 Hence, D41 fails to disclose feature 1.1.3. 

3. No disclosure of features 1.2.4, 1.2.5 and 1.2.6 

124 generating a record comprising the subset of information .specified by the packet; 

1.25 reformatting the subset of information specified by the packet in accordance with a logging system standard; 

d 

1.2.6 muting, by the packet security gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

243 The packet defined features 1.2.4 to 1.2.6 refer to a packet which matches a packet matching criterion 

(cf. feature 1.2.3) and is further processed as per the above features. 

244 Intervenor 2 cites to the abstract D43. 

245 But intervenor 2 does not provide any further reasons going beyond a mere alleged implicit disclosure 

that the skilled person derives from the cited passage of the abstract of D43. 

246 In fact, intervenor 2 does not indicate at which point in D43 the generation of a specific subset of 

information is disclosed (feature 1.2.4). 

247 Further, D43 is silent about packets matching a criterion (cf. feature 1.2.3) being logged/stored or 

forwarded as per features 1.2.5 and 1.2.6. 

248 Furthermore, D43 does not specify that the external device is a monitoring device as per feature 1.2.6. 

249 With respect to a logging system standard of feature 1.2.5, intervenor 2 merely refers to the syslog 

method mentioned in par. [0183] of D43. However, the syslog method is mentioned with an arbitrary 

enterprise firewall without any reference to the packet interceptor adapter 720 (cf. D43, par. [0182]). 

Therefore, the syslog standard is not disclosed with respect to any rule and its action used by the 

packet interceptor adapter 720. 

250 In view of the above, D43 fails to disclose the features 1.2.4 to 1.2.6. 
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4. No disclosure of feature group 1.3 and feature 1.4 

1.3 receiving, by the packet securiOgatewto and egeter pegeormingpacket filtering on the first portion of the packets, 

an updated second set of packetfiltering rules for the dynamic security polio from the security policy 

management server, 

1.3.1 wherein the updated second set of packet filtering rules comprises an update to the first set of packet 

filtering rules generated by the security polio management server based on updated malicious trafc

information  received from the malicious host tracker service; 

1.4 performing, on a packet by packet basis, packet filtering on a second portion of the packets as sociated with 

the network protected by the packet security gateway based on the updated second set of packet filtering rules 

251 Intervenor 2 merely opines that the above features are disclosed in D43 by virtue of dynamically re-

defining of rules without referring to any passage in the document. 

252 Yet as shown above in present marginals 234 to 242, automatic creation or alteration (i.e. updating) of 

rules is not disclosed in D43. Thus, D43 fails to disclose feature group 1.3 and feature 1.4. 

5. Interim conclusion 

253 The subject-matter of claim 1 and, correspondingly, claims 14 and 15 is, hence, novel over D43. 

V. US 7,966,659 B1 (D44) 

254 Intervenor brought forth US 7,966,659 B1 (D43) as allegedly novelty destroying prior art. 

1. Teaching of D44 

255 D44 pertain to techniques for system wide analysis of industrial protocol traffic for security devices (cf. 

D44, abstract). A security device may be a firewall, intrusion detection device, etc. (cf. D44, e.g., col 5, 

lines 7 and 8). A central management tool 202 is configured to acquire information from distributed 

sources 204, 206 and "apply, configure, mod y, delete, etc. rules and/or policies of a security enabled device" (cf. 

D44, col. 7,11. 39 to 42 and 11. 59 to 65).) 

2. No disclosure of feature 1.1.3 

1.1.3 wherein one or more first packet filtering rules, of the first set of packet filtering rules, was automatically 

created or altered by the security policy management server based on malicious traffic information  received from 

a malicious host tracker service; 

256 Intervenor 2 asserts that malicious traffic information received from a malicious host tracker service is 

used as a basis for a central management server 202 of D44 to automatically create or alter rules (cf. 

intervention 2, marginals 191). Specially, with respect to the automatic creation/alteration of rules, 

intervenor 2 refers, on the one hand, to a rule builder module 322 explained in marginal 184 of the 

intervention 2, and on the other hand, to col. 7,11. 39 to 42 of D44, which pertains to a central 

management tool 202. 
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257 However, the rule builder module 322 is part of a central management tool 302, which is different to 

central management tool 202. In fact, the central management tool 202 and the central management 

tool 302 are different embodiments within the disclosure of D44. 

Fit-r. 2 '.,11,kt7ies ;.inot11,.....- gysiem 200 for mit-T-,..-rticallE 
d 

. . . . . . . . . .. .... . . 
i 

 . . . . . . 
cterminin phico can ;.::u1::..T 0,11114.1tir:Al ..,II ill ,,,...,..:i!lity 

dc\ icef's i bilsed :H.-, :nli...nm.ticr, obtLined from di Aributed sys-
tem source!:.. SV ..41eir: 2O includes a central inattagemeut tool 

Col 6,11.52 to 55, D44 (emphasis added) 

FIG. 3 illustrates a system 300 for utilizing communication 
traffic to determine a proper location of, or rules for. a cecurity 
device. Included in system 300 is a central manag.ement tool 

Col 9,11. 16 to 18, D44 (emphasis added) 

258 Therefore, referring to both embodiments as done in marginal 191 of the intervention 2 for discussing 

feature 1.1.3 is not appropriate. 

259 Nevertheless, none of the central management tools 202, 302 (which intervenor 2 equate with a 

"security policy management server") uses (i) malicious traffic information (ii) received from a 

malicious host tracker service. 

260 In particular, central management tool 202 acquires "industrial protocol communication information" 

from distributed sources 204, 206, which in turn collect and report information regarding 

communication they receive and/or send (i.e., traffic information). This aggregated information (i.e., 

the industrial protocol information acquired from the sources 204, 206) may be used to create rules, 

etc. (cf. D44, col. 7,11. 31 to 43): 

Centri trrtnap,?meni. oril 202 can be cr,nflplred t.) acquire 
Ein striat nmunco. iciui.m in!,-irm adon from distr7S: 

Wedso,.ici.N 204 ind 2061 eft t:‘ lytt rod and 
minnu n-z.mtl im.. cun:TitinuM,m,s rry 

rece;v:. ::nlor tens, (c.a.. trtolte t. it slp.!:tutl be 
utiler,,tood that distributed puckag.2.s, 
securily an, CI.::..:1: 11 ,11111 MAIM, .. . 111i-0U:4110'r it.; winch 
any c.,,tuttutticat,otts ucc.0 can be involved es'itli ri.porting 
trek:. inforrm:tion reported sourer, 204 
aid 206 rail be au.ar,.,gatai hr IVO] 202 to 
crc.tic seQurity rules, ....did:or security Ltutilk.)rti
rtl.L-. .. t.rull,0O1;at, ,0 Inn dlicr ;:ti.Jb.'sisimr-Fses 
utrli'c,t 11E ills

col. 7,11. 31 to 43, D44 (emphasis added) 

261 However, "industrial protocol communication information" does not correspond to "malicious traffic 

information" as defined in feature 1.1.3. 

262 Similarly, the central management tool 303 collects communication information from distributed 

devices 304, 306, and/or 308 from within a system 300 and correlate communication behaviors in 

system 300. The correlated information is used to create rules for a security device (cf. D44, col. 9, 11. 

33 to 45): 
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system-wide analysis of industrial protocol traffic. For 
eximple. cents I nI tool 302 c..ai 

(e..u.. c.isi.ribute(J devices 304. 301 . ;111(1 1r 31.I$ / when ;ccu-
nty ru.e ealorced I e.g.. Iraqi,: uuh ru.nitorekt) or 
when security ralcs drk-. c•116,..c.red e.g., unse-
cured sirte, partially scotrod stale. tare:. se,•ared s(nte; and 
correlate  sysleci 300. .1ae cr'r-
related inforni,itI..1.1 c.c.)  ;tete:Daiile vpiinlii, 
location for L.. Scc tin ty :ntrusion 
tionlpre crtion. o•hcr se;:urii) device) andler to create 
rulc fur do\ ices enabling devices to be autoliati-

conligutod. 

col. 9,11. 33 to 45, D44 (emphasis added) 

263 Here, the correlated information pertains to the communication within the system 300 and, therefore, 

does not correspond to "malicious traffic information". 

264 Further, intervenor 2 equates the distributed source 206 and distributed device 304 with "malicious 

host tracker service" and the distributed source 204 and distributed device 306 with "packet security 

gateways" (cf. intervention 2, marginals 187 and 188) . However, D44 fails to disclose that the 

distributed source 206 and distributed device 304 may identify malicious traffic. As such, they do not 

constitute malicious host tracker services. Thus, the central management tools rather collect 

information only from "packet security gatewa

265 Thus, feature 1.1.3 is not disclosed in D44. 

3. No disclosure of features 1.2.4, 1.2.5 and 1.2.6 

12.4 generating a record comprising the subset of information specified by the packet; 

1.2.5 reformatting the subset of information .specified by the packet in accordance with a logging .system standard; 

d 

1.2.6 mining, by the packet security gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

266 With respect to the above features, intervenor 2 refers to arbitrary passages which merely mention 

some sort of logging and which are scattered all over the disclosure of D44, i.e. col. 1,11. 34 to 39, col. 

7,11. 3 to 14, col. 8,11. 58 to 61, col. 12,11. 18 to 22 (cf. intervention 2, marginals 197 to 200). The cited 

passages merely mention (re-)routing and logging without indicating any relationship to each other. 

267 I lowever, as per features 1.2.4 and 1.2.6, logging and routing is performed with respect to the packet 

matching the packet matching criterion. 

268 This is not disclosed in. D41. 

269 Further, it is disclosed that an intrusion detection system can log invalid and/or unauthorized accesses 

(cf. D44, col. 7,11. 10 to 14). It is further described that an intrusion/prevention device includes an 

intrusion log that tracks or records observed traffic (cf. D44, col. 8, lines 58 to 61). But in any of the 
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cited passages, D41 fails to disclose that a subset of information of packet is logged. Thus, D41 fails to 

disclose feature 1.2.4. 

270 Also, intervenor 2 tries to establish implicit disclosure of reformatting the subset of information by 

asserting that transmitting logs to the central management tool necessitates a logging standard. 

However, it might be very well the reformatting is performed at the central management tool, instead 

within an intrusion detection device. Therefore, implicit disclosure cannot be derived from the fact 

that a log is sent to a central management tool. 

271 In D41, it is disclosed that tirewalls may be used to reroute data communications or route packets (cf. 

1)44, col. 1,11. 34 to 39, and col. 7,11. 7 to 14). However, no connection between an intrusion log of a 

packet and routing the packet is mentioned in D41. 

272 Therefore, D41 fails to disclose features 1.2.4 to 1.2.6 

4. Interim conclusion 

273 As set forth above, the subject-matter of claim 1 and, correspondingly, claims 14 and 15 is novel over 

D44. 

VI. Novelty: Conclusion 

274 The opponents objections regarding lack of novelty of the independent claims are moot. To the 

contrary, it has been demonstrated above that the claimed subject-matter is novel over the prior art 

brought forth by the opponents. 

F. No lack of an inventive step 

I. Inventive step when starting from Sourcefire manual v4.10 (D19) 

275 Intervenor 1 also objects lack of inventive step starting from Sourcefire manual v4.10 (919) (cf. 

intervention 1, p. 68ff). To this end, intervenor 1 assumes that only features 1.1.3 and 1.3.1 are not 

disclosed. 

1.1.3 wherein one or more first packet filtering mks, of the first set of packet filtering rules, was automatically 

created or altered by the security policy  management server based on malicious tr zc information received from 

a malicious host tracker service; 

1.3.1 wherein the updated second set of packet filtering rules comprises an update to the first set of packet filtering 

rules generated by the security policy management server based on updated malicious traffic information 

received from the malicious host tracker service; 
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1. Incorrect formulation of the objective technical problem 

276 Intervenor 1 formulates the objective technical problem as "how to provide an alternative method of 

providing automatic updates for a dynamic security" when starting from Sourcefire manual v4.10 

(D19) as closest prior art. 

277 However, this is an incorrect formulation of the problem, since the above problem as stated by 

intervenor 1 already contains hints to the solution, i.e. providing the automatic updates. The 

Guidelines under GATII, 5.2 read as follows: 

.. the objective technical problem must be so formulated as not to contain pointers to the technical solution, 

since including part of a technical solution offered by an invention in the statement of the problem must, when 

the state of the art is assessed in terms of that problem, necessarily result in an ex post facto view being taken 

of inventive activity (see T229 / 85)" 

278 Notwithstanding the above incorrect formulation, the claimed solution is still inventive in view of the 

prior art brought forth by intervenor 1. 

2. Non-Obviousness 

279 Intervenor 1 tries to establish an automatic update function in the Sourcefire manual v4.10 (D19) by 

citing D25 and D26. 

280 But none of D25 and D26 may be able to do so. First, D25 is an article concerning "FirePOWER" 

which can be used to 7aowerNGIPS [next generation intrusion prevention .gsterni" (cf. D25, p. 1, emphasis 

added): 

NGIPS is powered by FirePOWER(TM), the company's network-based 
platform. NGIPS allow cusl, hmers if:, support increasing throughput needs by 
swoop:ng cut netwc-k modules and ni ;.7-:iguring devices as their networks grow. 
Arid tonally, SN.reofira NGIPS enables updates and intelligent policy tuning that 
sinvites t e sc-curity process for cusionMS, creating bettor network plctection while freeing 
up network ,administrators for other projects. 

Excerpt of p. 1, D25 (emphasis added) 

281 However, FirePOWER, to which D25 refers, is not related to the 3D sensors described in the 

Sourcefire manual v4.10 p19). Nowhere does the Sourcefire manual v4.10 p19) mention the term 

FirePOWER. Thus, there is no connection between D19 and D25. 

282 Further, the article D26 by Mr. Antony Perridge, EMEA Channel Director at Sourcefire, mentions 

automation of security policies and rules without referring to Sourcefire manual v4.10 (D19). In fact, 

the entire article D26 does not refer to the 3D sensor technology described in the Sourcefire manual 

v4.10 (D19). Thus, there is also no connection between D19 and D26. 

283 Accordingly, D25 and D26 do not prove any automatic update functionality within Sourcefire manual 

v4.10. 
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a. Non-Obviousness over Sourcefire manual v4.10 (D19) in combination with D27 

284 In order to close the gap between the claimed solution and the Sourcefire manual v4.10 (D19), i.e., 

features 1.1.3 and 1.321, intervenor 1 cites article D27 ("Trusted Automated exchange of Indicator 

Information (TAXII)"). 

285 However, D27 does not render feature 1.1.3 obvious. 

286 In fact, D27 fails to teach or suggest "one or more first packet filtering rules, of the first set ofpacket filtering rules, 

was automatically created or altered by the securiDipo§g management server" 

287 The article D27 is directed to the standardization of cyber threat intelligence information using a so-

called "STIX" format which was developed to provide a unifying architecture for tying together cyber 

threat information such as cyber observables and indicators (cf. D27, p. 8). 

288 Here, intervenor 1 tries to equate the "observables" of D27 to the claimed element. 

289 The observables of D27 without more are not the claimed element which requires packet filtering rules 

that were automatically created or altered by the security policy management server. (s. D27, p. 14): 

9.1 Observables 
Observablcs are the "base" construct within the 
STIX architecture. Obsers.ables are stateful 
properties or measurable events pertinent to the 
operation of computers and networks. Information 
about a file (name, hash, size, etc.), a reinsity key 
value, a service beim; started, or an HTTP request 
being sent are all slinple examples of observables. 
STIX leverages CybOX for its representation of 
Observables. 

Excerpt of p. 14, D27 

290 Further, intervenor 1 mentions TAXII (as mentioned in D30) as an effort for standardizing trust, 

automated exchange of cyber threat information (cf. intervention 1, p. 72, last two par.) as reference to 

automated security updates. 

291 Still, TAXII does not result in the automated security updates being configured in the claimed manner. 

To wit, the TAXII system does not, standing alone, remedy the issues with Sourcefire or teach a 

sys tern in which packet filtering rules are "automatically' created or altered by the secwripolify management 

server?' as required by feature 1.1.3. 

292 Further, intervenor 1 asserts that the skilled person would provide an interface for TAXII feeds in 

Sourcefire systems according to the Sourcefire manual v4.10 (D19) (cf. intervention 1, p. 73, second 

par.). 

293 However, intervenor 1 fails to indicate how such an interface for using feeds to update packet filtering 

rules would be envisaged by the Sourcefire manual v4.10. Sourcefire manual v4.10 does not mention 

any feeds or any interface thereto with respect to automated security updates at all. The Sourcefire 
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manual v4.10 thus does not provide any reasons to the skilled person for consulting the TAXII 

disclosure. 

294 Thus, the claimed subject-matter is not rendered obvious by a combination of the Sourcefire manual 

v4.10 (D19) with D27 and D28. 

b. Non-Obviousness over Sourcefire manual v4.10 (D19) in combination with D30 

295 Intervenor 1 also refers to the "Infoblox" service as described in article D30 as an alleged example of a 

malicious host tracker service of feature 1.1.3. 

296 The article D30 discloses an Infoblox DNS Firewall to prevent DNS exploits (cf. D30, p. 1, emphasis 

added): 

on mobile and tablet devices. Unce inside the tirewall, malware can go undetected by legacy 
security approaches, exploiting Doman Name Systems (DNS) as a pathway to connect to a 
malicious destination or botnet controller. The new Infoblox DNS Firewall, an add-on option to 
the Infoblox DDI (DNS, DHCP, and IPAM) solution, is designed to prevent this from happening 
with up-to-date malware detection and automated flags for corporate IT teams.Using a real-

Excerpt of p.1, D30 (emphasis added) 

297 Hence, D30 teaches a firewall, and not a malicious host tracker service. 

298 Therefore, the claimed subject-matter is not rendered obvious by a combination of the Sourcefire 

manual v4.10 (lD19) and D30. 

II. Inventive step when starting from US 2011/0072506 Al (D31) 

299 Intervenor 1 refers to US 2011/0072506 Al p31) as alternative closest prior art for presenting 

arguments for an alleged lack of an inventive step of the subject-matter of claim 1 as granted. 

300 D31 pertains to Unified Threat Management System ("UTMS"). UTMS secures a process control 

system 100 (cf. D1, e.g., Fig. 1A). The process control system includes UTMS-configured network 

devices (e.g.,  firewalls) 146a, 146b which include rulesets for inspecting and dropping packets (cf D1, 

par. [0051 and [0052]]. The rulesets can be updated to remain effective against network threats. To this 

end, a third party, cvber security risk management firm 305 collects threat data 310 from a plurality of 

various sources 315 (cf. D31, par. [0088]. 

301 The above underlined aspects are highlighted with red markings in the below reproduced fig. 3 of D31: 
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302 Intervenor 1 equates an alleged server of the third party cyber security risk management firm 305 to 

the "security policy management server", the firewalls 146a, b to "packet security gateways", the threat 

data 310 to "malicious traffic information" and the sources 315 of threat data 310 to "malicious host 

tracker services" (cf. intervention 1, p. 76). 

303 As conceded by intervenor 1, D31 fails to disclose the features 1.2.4 to 1.2.6 of claim 1 as granted. 

1. Distinguishing features over D31 

304 In addition to features 1.2.4 to 1.2.6 identified by intervenor 1, D31 further fails to disclose at least 

features 1.1, 1.1.3, feature group 1.3 and feature 1.4 as set out below. 

a. Feature 1.1 

11 receiving, by a packet secu0 gateway (112) ortfiguredfor protection of a network and associated with a 

security poky management serier (120) external from the network, a dynamic security poa4 comprising 

305 Intervenor 1 opines that the third-party cyber security management firm 305 of D31 provides the 

rulesets to the firewalls 146 by means of a server (cf. intervention 1, p. 79). 

306 However, D31 does not disclose a "server". The alleged "server" is nowhere mentioned in D31. 

Providing the rulesets to the firewalls 146 does not necessarily mean that the third-party cyber secur 

management firm 305 implements a server. 

ty 
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307 Thus, D31 fails to disclose an security policy management server in the sense of feature 1.1 

b. Feature 1.1.3 

1.1.3 wherein one or more first packetfiltering rules, of the first set of packetfiltering rules, was automatically 

created or altered by the securiy po fig management server hared on malicious traffic information received fram 

a malicious host tracker service; 

308 With respect to feature 1.1.3, intervenor 1 refers to the triggering of automated updates in D31, when 

certain network conditions are met (cf. D31, par. [0083], emphasis added): 

ured object, etc. Detection of cerrnin retwork maw 
ah ,1ri.:Luer :mu   • he rut ese:.,; 147, 148. 151. 
153 or an olann to prompt per Tortu a inalltral updati; 
of the rulesets or another action to fully secure the system 100. 

Excerpt of par. [0083], D, 31 (emphasis added) 

309 However, the cited paragraph of D31 merely pertains to a general update of rulesets, and fails to 

disclose that the ruleset is automatically updated. D31 does not provide any information on how the 

updated rulesets are generated. 

310 Par. [0088] of D31 indicates that the third party cyber security risk management firm 305 collects the 

threat data 310 from various sources 315 to construct the rulesets (emphasis added): 

FIG. 3, a third party, cyber security ri management firm 305 
such ns Wurldtca o ncotr. FIC nada, or 
(011,2r entity. ma\ collect illroit dad 31)1 from a plurality of 
variou, sources 315 to constnici the v;.:rious Mesas 147,14$, 
151, 153. validate lite mit:sets, ven ts. .:nd distribute the 

Excerpt of par. [0088], D, 31 (emphasis added) 

311 Herein, it is merely disclosed that the third party cyber security risk management firm 305 itself 

constructs the rulesets. The disclosure of D31 provides no indications whatsoever which could lead to 

the conclusion that the third party cyber security risk management firm 305 is a server which is 

configured to automatically create or alter rules of the rulesets. 

312 Thus, D31 does not disclose an automatic creation or alteration of packet filtering rules by a security 

policy management server as defined in feature 1.1.3. 

313 Further, intervenor 1 equates the sources 315 of D31 to "malicious host tracker service" of feature 

1.1.3. 

314 However, intervenor 1 fails to show that the sources 315 track or identify malicious hosts or provide 

data about malicious hosts. Instead, D31 explains in a general manner that the sources 315 my  create 

the threat data 310 by monitoring, defining, and analyzing potential and known threats to the security of the process 

control network(s) 150" (cf. D31, par. [0092]). But there is no suggestion that the threat data 310 includes 

information about malicious hosts. 

315 Rather, the threat data 310 of D31 refers to known and yet-to-be-discovered vulnerabilities (e.g., bugs, 

code defects, flaws, errors, exploits, etc.) associated with the devices that reside within protected 
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network of D31; in this regard, D31 describes "devices that are capable of defending against both known and 

zero dig' vulnerabilities and threats to control aystems for both embedded, proprietary devices, and standard, commonly-

used devices" (cf. D31, par. 100221). More specifically, threat data according to lD31 refers to 

vulnerabilities at the application layer level, which is indicated by "zero dey'apph'eation layer attacks" (cf. 

D31., par. [0014]) and the circumstance that "each time a new device or code application is introduced to the 

system 100, any exposure to bugs or other vulnerabilities may be reduced or eliminated" (cf. D31, par. [0089]). As 

such, D31 is not concerned with identifying malicious traffic based on where it originates but rather 

based on its payload. 

316 In short, the sources 315 of D31 do not include information about malicious hosts; therefore 

sources 315 cannot be equated with the malicious host tracker service of feature 1.1.3. 

c. Feature group 1.3 and feature 1.4 

1.3 receiving, by the packet secun gatewiy and Oer peormingpacket filtenng on the first portion of the 

packets, an updated second set (packet filtering rules for the dynamic secure .ty policy from the securio policy 

management server, 

1.3.1 wherein the updated second set of packet filtering rules comprises an update to the first set of packet 

filtering rules generated by the security policy management server based on updated malicious traffic 

information received from the malicious host tracker service; 

L4 performing, on a packet by packet basis, packet filtering on a second portion of the packets as sociated with 

the network protected by the packet security gateway' based on the updated second set of acket filtering rules 

317 Intervenor 1 refers to the par. [0088] of D31, which he also cited with respect to feature 1.1.3. 

318 However, as set forth above, par. [0088] of D31 fails to disclose an automatic creation or alteration of 

rules of the rulesets by a server. As such, the cited passage fails to disclose feature group 1.3. 

Consequently, due to the lack of updating the rules as per feature group 1.3, feature 1.4 is also not 

disclosed by D31. 

d. Interim conclusion 

319 D31 fails to disclose features 1.2.4 to 1.2.6 (as already conceded by intervenor 1) and, in addition 

thereto, also fails to disclose features 1.1.3, feature group 1.3 and feature 1.4. 

320 Features 1.2.4. and 1.2.5 pertain to the generation logs containing a reformatted subset of information 

of identified packets. 

321 Feature 1.2.6 pertains to storing the identified packets at a monitoring device. 

322 Features 1.1., 1.1.3, feature group 1.3 and feature 1.4 are directed to the automatic creation/alteration 

of packet filtering mles by the security policy management server and providing these rules to the 

packet security gateway. 
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2. The combination of US 2011/0072506 Al (D31) with US 2010/0257598 Al (D32) does not 

render the subject-matter of claim 1 obvious 

323 US 2010/0257598 Al (D32) is cited by intervenor 1 as allegedly showing all the distinguishing features 

of claim 1. 

324 D32 discloses an integrated monitoring system 130 (denoted as "integrated security system 130" in 

fig. 1 of D32) which monitors data traffic on internal network 110 and/or received from an external 

network 122 (cf. D32, par. [0062] and fig. 1). 

26 

Web Saver 

110 

Canada. D 

deputed Sam* 
System 

112 

• • • 

el Samoa 

Remote covripute 
System 

130 

5 124

Fig. 1 of D32 

112 

Intranet Server 
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Fend Serer 

5. 100 

325 Features 1.1., 1.1.3, feature group 1.3 and feature 1.4 pertaining to the automatic creation/alteration 

of rules arc not disclosed in or suggested by D32: 

326 Par. [0044] of D32 cited by intervenor with respect thereto teaches to automatically generate rules on 

the basis of event data stored in an event data base: 
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[00441 In accordance with other aspects, the present inven-
tion relates to a method of automatically generating rules for 
use by a monitoring module. The method includes analyzing 
a data packet received from a communication network by the 
monitoring module using a predetermined set of rules. The 
data packet includes information identifying the packet's 
source (e.g., a source IP address) and the packet's destination. 
In response to the packet failing the analyzing operation, the 
method searches an event database for events associated with 
the source of the packet. If the event database contains an 
event record associated with the source of the packet, a new 
rule is generated to block subsequent packets from the source 

of the packet fora predetermined period of time. The new rule 
is then added to the set of rules used by the monitoring 
module. 

Par. [0044], D32 (emphasis added) 

327 "lbe event database is part of an integrated monitoring system (cf. D32, paras. [0064] and [0074], 

emphasis added): 

(00641 FIG. 2 illustrates the functional components of an 
embodiment of an integrated monitoring system 200 liar a 
computing system. The integrated monitoring system 200 
includes oultiple monitor modules 202. 204, 206, 208, 210, 
and a security system integrator (SSD 212. The SSI receives 

Excerpt of par. [0044], D32 (emphasis added) 

10072] In the embodiment, the monitor modules 202, 204. 
206, 208.210 report event data to a monitor module integrator 
(SS1) 212. The event data is received by the SSI 212 and 
stored in an event database 214. In one embodiment, the SSI 

Excerpt of par. [0044], D32 (emphasis added) 

328 Further, in D32, the integrated monitoring system ilea' (which analyzes the packets) creates the new 

rule criteria (cf. D32, par. [0100): 

101001 The integrated monitoring system also analyzes the 
event data in an event data analysis operation 412. The event 
data analysis operation 412 automatically generates new or 
revised criteria for use by one or more of the packet analysis 
operations based on the event data received and an event data 
rule set. The event data analysis operation 412 is discussed in 
greater detail with reference to FIG. 10. 

Par. 101001, D32 (emphasis added) 

329 Therefore, D32 fails to disclose or suggest that packet filtering rules are automatically created or altered 

by the security policy management server based on malicious traffic information received from a 
malicious host tracker service as defined in feature 1.1.3 (and consequently features 1.1., feature group 

1.3 and feature 1.4). 

330 Further, feature 1.2.6 directed to routing an identified packet to a monitoring device is not disclosed in 

or suggested by D32. In D32, a packet which "fails" a rule (i.e., which matches a rule preventing the 

packet from entering a protected network, cf. D32, par. [0106]) is deleted (cf. D32, par. [0111]): 
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[0111] Failure of a racket by the !Tr rule analysis opera-
tion 504 also results in a delete pact, et operillon 512. This 
operation 512 didcies ;Ire  fro- AL. t; . peter system 
390, thereby prove' The p.K.-keT 11, (Litina-
tion and freeiag up resources for airily -Is received 
packets. In till C11.11.10iiillICI:i. il doing the pocket lady include 
saving a cope of the pacttet to a deleted packet .1..tal, L.,A‘ for 
further analysis.. O!le skilal in ihe art will rect.,  . ./ ,_•C'-.11 die 

Excerpt of par. [0111], D32 (emphasis added) 

331 Since D32 teaches to delete die packet, it fails to disclose feature 1.2.6. 

332 As D32 does not teach or suggest features 1.1., 1.1.3, feature group 1.3, feature 1.4, and feature 1.2.6, a 

combination of D31 with D32 cannot lead the skilled person to the subject-matter of claim 1 as 

granted. Therefore, the subject-matter of claim 1 as granted is inventive over said combination of D31 

with D32. 

3. The combination of US 2011/0072506 Al (D31) with common knowledge and D36 does not 

render the subject-matter of claim 1 obvious 

333 Starting from D31, intervenor 1 also asserts that the claimed solution is obvious in view of common 

knowledge (regarding the alleged "first" partial problem solved by features 1.2.4. and 1.2.5) and US 

2011/0314177 Al p36) (regarding the alleged "second" partial problem solved by feature 1.2.6. 

a. Common knowledge does not teach features 1.2.4 and 1.2.5 

334 Intervenor 1 sets forth that it was common general knowledge to use the standardized syslog protocol 

(set out in D33 and D34) in firewalls. According to intervenor 1, this common general knowledge is 

allegedly evidenced by US 8 204 082 B2 p35). 

335 D35 mentions syslog in a general manner (cf. D35, col, 39,11. 34 and 36): 

For example, an enterprise firewall may implement a single 
provisioned rule and .).2p, irt alerts logs to a central 
station via methods such as syslog or SNMP. In a virtual 

Col. 39, 11. 34 to 36, D35 

336 However, this is only a general mentioning of using syslog in combination with an enterprise firewall. 

The enterprise firewall mentioned in the cited paragraph does not have any relation to the devices 

described in D35. 

337 The general teaching of D35 with respect to an arbitrary enterprise firewall cannot provide any hints to 

the skilled person to envisage, when starting from D31 as closest prior art, a rule provided in a 

dynamic security policy which specifies a packet digest logging function, wherein the packet digest 

logging function generates a record of a subset of information and reforming the subset of information 

according with a logging system standard. In short, D35 alone does not teach or suggest the features 

1.2.4 and 1.2.5. 

b. D36 does not teach feature 1.2.6 

338 Intervenor 1 cites D36 as allegedly rendering feature 1.2.6 obvious, which reads as follows: 
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12.6 muting, by the packet security gateway, the packet to a monitoring device configured  to store the packet fir 

subsequent analysis; 

339 This particular step defined in feature 1.2.6 is part of a packet digest logging function specified by a 

packet filtering rule (cf. feature 1.2.2). 

340 D36 does not disclose this feature. 

341 D36 addresses the aspect of how Internet service providers (ISPs) direct data packets via their routers 

(cf. D36, paras. [0002] and [0020]). In D36, a network router 104 receives a packet and compares a 

source or destination  address of the packet to a range of lawful intercept IP addresses 262. If so, the 

network router 104 redirects the packets to a lawful intercept capture system 108 (cf. D36, par. [0061] 

and [0062] and fig. 4). 

342 Intervenor 1 equates the network router 104 of D36 with a "packet security gateway". This, however, 

cannot be the case since the network router 104 does not perform any security related functions (like 

e.g. a firewall) but merely pertains to routing of packets. As such, the network router 104 of D36 is not 

a packet security gateway as claimed. Consequently, D36 does not disclose that the routing is 

performed by packet security gateway as required by feature 1.2.6 

343 Further, the routing according to feature 1.2.6 is performed as part of the packet digest logging 

function. Such a function is not disclosed in D36. Accordingly, in D36, the routing is not performed as 

part of a packet digest logging function. 

344 Due to the lack of feature 1.2.6 in D36, the claimed subject-matter cannot be rendered obvious by a 

combination of D31 with D36. 

III. Inventive step over D44 in view of common general knowledge 

345 Intervenor 2 asserts that logging packets and routing said packets as defined in features 1.2.4 to 1.2.6 

are common knowledge (cf. intervention 2, marginals 206). 

346 Intervenor 2 further asserts that this common general knowledge is evidenced by Sourcefire manual 

v4.10 (D19) and Juniper (D41) (cf. intervention 2, marginals 207). 

347 Further, intervenor 2 argues that claim 1 as granted distinguishes over the common general knowledge 

(i.e., closest prior art) by virtue of feature 1.1.3 alone. Consequently, intervenor 2 finds features 1.2.4 to 

1.2.6 to be known from Sourcefire manual v4.10 (O19) and Juniper (O41). Thus, intervenor 2 alleges 

that a combination of common general knowledge (i.e., D19 and D41) with D44 would result in the 

claimed subject-matter. 

348 However, this is not correct. 

349 As explained above in present marginals 223 to 227, Juniper (O41) does not disclose a routing of 

packets (feature 1.2.6), but merely generating syslog reports. As set forth in marginals 256 to 265 
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above, D44 fails to disclose feature 1.1.3. Therefore, a combination of D44 with Juniper (D41) or 

Sourcefire manual v4.10 p19) cannot lead to the claimed subject-matter. 

350 This applies correspondingly to a combination of D44 with D19, due to the lack of disclosure of 

feature 1.1.3 in D44 (see above marginals 259 to 265). 

351 Therefore, the subject-matter of claim 1 and, correspondingly, claims 14 and 15 is not rendered 

obvious by D44 in view of common general knowledge. 

IV. Inventive step over WO 2012/164336 (D45) in view of common general knowledge or, 

alternatively, in view of the Sourcefire manual v4.10 (D19), or, alternatively, Juniper (D41) 

352 Intervenor 2 further refers to WO 2012/164336 (D45) as starting point for an inventive step attack on 

the subject-matter of claim 1 (cf. intervention 2, marginal 209). In particular, intervenor 2 asserts that 

the claimed subject-matter is rendered obvious by a combination of D45 with common knowledge 

(allegedly evidenced by Sourcefire manual v4.10 (D19) and Juniper (D41)), or, alternatively, by a direct 

combination of D45 with one of these two documents 1)19 or 1)41 (cf. intervention 2, marginal 223). 

353 D45 discloses an intelligence headquarters (IHQ) 24 which provides a customized threat report 610 to 

gateway 22 (cf. D45, p. 26,11. 9 to 13, p. 27,11. 1 to 5, Fig. 5 and Fig. 7). 

Peer 

12 

20 

Irilurs Packet 
kilatiiiv 

e 
32 

20 

20 

Ne I mit 
Dement 

20 

ogress kacke 
Maniviatcr.

rlevire 
32 

GatawaY 

Network 
18 

40 

N,r38 

20 

20 

20 

Ingress Packet 
Manlaulatta 

Device 

Gateway 

20 

4 

Peer 
Network 

14 

Carrier 
Network 

8 10 

)1I 

24 

Casten' ei 
Network 

FIG. 1 

Fig. 1 of D44 (markings added) 

34 

28 

Gateway 

Patent Owner, Centripetal Networks, LLC - Ex. 2006, p. 57



MFG 57 Unser Ze chen/Our Ref.: 210444EPPO 

30 September 2022 

354 In marginal 221 of the intervention 2, intervenor 2 concedes that D45 fails to disclose features 1.2.4, 

1.2.5 and 1.2.6 of claim. 1: 

1.2.4 generating a record comprising the subset of information specified by the packet; 

1.2.5 reformatting the subset of information specified by the packet in accordance with a logging system standard; 

1.2.6 routing, by the packet securi0 gateway, the packet to a monitoring device configured to store the packet for 

subsequent analysis; 

355 According to marginal 222 of the intervention 2, the above features are allegedly known from 

Sourcefire manual v4.10 (D19) and Juniper (lD41). 

356 We disagree with this finding. 

357 A combination of D45 with Sourcefire manual v4.10 (D19) or Jumper (D41) does not render the 

claimed subject-matter obvious. 

358 First, when starting from D45, the skilled person does not have any motivation to consider Sourcefire 

manual v4.10 (lD19) and Juniper (D41). D45 is focused — as stated by intervenor 2 at marginal 221 of 

intervention 2 — on the IHQ-side. i.e. to a management server, and not a gateway. Therefore, when 

improving the teaching of D45, the skilled person would rather focus on aspects of the THQ than the 

gateway. The skilled person does not, however, have any motivation to consult gateway-oriented 

aspects of D19 and D41. 

359 Still further, Sourcefire manual v4.10 p19) merely describes tools to set up responses to intrusion 

events such as alerting for syslog (cf. D19, p. 262 and our respective statements in margUrals 173 to 

178 above) and therefore cannot disclose or suggest at least feature 1.2.5. 

360 In Juniper (D41), syslog reports are generated (cf. D41, p. 1148, and our respective statements in 

marg,Urals 225 to 227 above). Consequently, D41 fails to disclose or suggest at least feature 1.2.6. 

361 Ilence, the gap between D45 and the claimed subject-matter cannot be closed by the teachings of 

Sourcefire manual v4.10 (D19) and Juniper (D41). 

362 We further observe that — contrary to the finding of intervenor 2 — D45 does also not disclose feature 

1.1.3. 

1.1.3 wherein one or more first packet filtering rules, o f the firrt.ret of packet filtering rules, war automatically 

created or altered by the securi ty po fig management server based on malicious traffic information received from 

a malicious host tracker service; 

363 With respect to this feature 1.1.3, intervenor 2 refers to the automatic creation of the customized 

threat report 610 by the IHQ 24 (cf. intervention 2, marginal 218). 

364 However, the IHQ 24 of D45 does not automatically create or alter packet filtering rules. 
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365 Thus, D45 fails to disclose the feature 1.1.3. This feature is also not disclosed in or suggested by 

Sourcefire manual v4.10 (D19) or Juniper (lD41) (cf. above sections E.II.2.b, and E.III.3). 

Correspondingly, a combination of D45 with Sourcefire manual v4.10 (D19) or Juniper (D41) does not 

render the claimed subject-matter obvious. 

366 With respect to feature group 1.3 and feature 1.4., intervenor 2 refers again to the automatic updates of 

the customized threat reports 610 with respect to providing updates to rules (cf. intervention, marginal 

220). 

1.3 receiving, by the packet securi gatewg and eg?er peOrmingpacket filtering on the first portion of the 

packets, an updated second set ofpacketfiltering rules for the dynamic security policy from the security policy 

management server, 

1.31 wherein the updated second set of packetfiltering rules comprises an update to the first set of packet 

filtering rules generated by the security policy management server bared on updated malicious traffic 

information  received from the malicious host tracker service; 

1.4 performing, on a packet by packet basis, packetfiltering on a second portion of the packets as sociated with 

the network protected by the packet seamy gateway  bared on the updated second set of packet filtering rules 

367 Since D45 fails to disclose feature 1.1.3, it accordingly fails to disclose feature group 1.3 and, 

consequently, feature 1.4. Further, Sourcefire manual v4.10 (D19) or Juniper (D41) do also not 

disclose or suggest features 1.3.1 and 1.4 (cf. above sections E.II.2.e and f, and E.III.4). Thereby, 

combining D45 with one of Sourcefire manual v4.10 (D19) and Juniper (D41) does not render the 

claimed subject-matter obvious. 

368 Therefore, the subject-matter of claim 1 and, correspondingly, claims 14 and 15 is inventive over D45 

in combination with any one of general common knowledge, D19, and D41. 

V. Inventive step: Conclusion 

369 In summary, the opponents' assertions regarding lack of inventive step in the subject-matter of the 

independent claims are to no avail. 

G. Dependent claims 

370 Dependent claims 2 to 15 all depend on independent claim. 1 and thus are novel and inventive over the 

cited prior art due to the reasons given in sections E and F above. 

371 Concerning the additional features of dependent claims 2 to 15 we comment as follows: 
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372 Dependent claim 2 defines that `the at least one packet matching criterion comprises at least one network address 

associated with an indication of malicious network traffic" (emphasis added). 

373 The underlined wording was objected against by the opponent as being not disclosed in the original 

disclosure. 

374 We disagree. The skilled person learns from the underlined part of the feature that the at least one 

network address is indicative of or associated of malicious network traffic. 

375 This teaching that network addresses are associated with malicious network traffic is disclosed in the 

original disclosure, e.g. par. [15]. 

376 Further, Sourcefire manual v5.1.1 p23) does not disclose or suggest the additional features of 

dependent claim 2. Here, intervenor 1 refers to the Security Intelligence Feed being a dynamic 

collection of IP addresses with a poor reputation (cf. intervention 1, p. 97, section a.) 

377 However, according to feature 1.1.2, the packet filtering mile comprises the packet matching criterion. 

But as set forth above in marginals 124ff, the Security Intelligence is not a packet filtering rule. 

Therefore, the IP addresses of the Security Intelligence feed do not correspond to a packet matching 

criterion comprised by a packet filtering rule. Since Sourcefire manual v5.1.1 does not disclose that the 

IP addresses of the Security Intelligence feed are part of an access control rule (of the access control 

policy), the access control rule of D23 does not comprise a packet matching criterion with at least one 

network address associated with an indication of malicious network traffic. 

378 Further, intervenor 1 opines that a standard text rule or "standard objection rule" of Sourcefire manual 

v4.10 p19) comprises source and destination IP addresses and that these rules are automatically 

created by the Sourcefire VRT. 

379 These rules are, first, not created automatically but rather manually by the Sourcefire VRT as set forth 

in above marginals 161 to 163. Second, intervenor 1 fails to show that the source and destination TP 

addresses of these rules are "associated with an indication of malicious network traffic" as defined in.

dependent claim 2. Third, as set forth in above marginals 164 to 171, the Sourcefire VRT does not 

identify malicious hosts. Thus, Sourcefire manual v4.10 p19) does not disclose that a packet matching 

criterion comprises network addresses, as defined in dependent claim 2. 

380 In this regard, intervenor 2 refers in a superficial manner to the disclosure of p. 403 of Juniper (D41). 

The cited page mentions only options offering "protection against IP addresses". A rule specifying an 

IP address "associated with an indication of malicious network traffic"  as defined in dependent claim 2 is not 

disclosed on the cited page. 

381 Intervenor 3 refers to US 8,572,717 B2 (D48) and asserts that col. 7, lines 14 to 37 disclose that 

packets are analyzed to identify an indication of malicious network traffic. The cited passage further 

indicates that network attacks, viruses and other malicious software carried by a packet flow arc 
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detected by reassembling application-layer communications from payloads. Thus, the malicious activity 

is indicated by criteria specified in the application-layer and not, as required by dependent claim 2, by a 

network address which is part of the network layer. 

382 Therefore, the additional features of dependent claim 2 are not disclosed or suggested by the 

Sourcefire manuals (D19 and D23), Juniper p41), or D48. 

II. Dependent claim 3 

383 Dependent claim 3 further specifies that "at least one packet transformation function comprises a network 

protective action" (emphasis added). The opponent and intervenor 1 argue that the underlined wording is 

a non-disclosed generalisation. 

384 We disagree. Par. [43] of the original disclosure reads: `racket secu gatewcy 112 may be configured to filter 

andperform one or more packet tranjormation functions on packets flowing in either direction and may thus be utilized, 

for example, io both protect network A 102 from malicious network traffic and to prevent malicious network traffic from 

leaving network A 102" (emphasis added). 

385 Both protecting a network from malicious network traffic and preventing malicious network traffic 

from leaving a network correspond to "network protective actions". 

III. Dependent claim 4 

4. The method of any one of claims 1-3, wherein the dynamic security  specifies that a first set of the packets should 

be placed in a firstforwarding queue and a second set of the packets should be placed in a second forwarding queue, the 

first forwarding queue having a higher forwarding rwarding rate than the second  forwarding queue, the method comprising: 

sending, by the packet secure.* gateway, the first set of the packets in the first forwarding queue; and 

sending, by the packet securly gateway, the second set of the packets in the second forwarding queue. 

386 Dependent claim 4 is directed to placing packets in corresponding forwarding queues. The opponent 

asserts that the claimed subject-matter is a non-disclosed generalisation, since claim 4 allegedly lacks 

that the packets are placed in different queues based on network addresses. 

387 Here, the opponent overlooked that par. [51] of the original disclosure reads as follows (emphasis 

added): 
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devices (e.g., when network resources tee strained). In some embodiments, one or mare 

rules contained within a dynamic security policy may biota& an whin , lect which 

may corrospood to one or more parameters r, a pa,t,t 

a dynamic security policy rule may include  a Dilterci,nated Service Code Pont 

selector that corresponds to a DSCP an. IP I...tder. Thus, two packets having 

different values within the specified DSCP field may correspond to two distinct rules within 

a dynamic security policy and have different packet transformation fonetio7P, performed on 

them. For examnie. two otherwise identical packets having diinie,.t vases within the 

epee-ified DSCP field may be queued in two different forwarding queues that have diffrenit 

forwarding rates, end may thus receive diffetrotisted service.

Excerpt of par. [51] of original disclosure (emphasis added) 

388 Thus, the original disclosure states that a predetermined "arbitrary selector", which corresponds to a 

parameter or field of a packet, may serve as basis for putting packets in different queues. In other 

words, packets are placed in different queues based on the arbitrary selector included in a rule (of a 

dynamic security policy). 

389 Intervenor l's alleged added-matter objection asserts that the enqueuing service defined in dependent 

claim 4 does not relate to packet digest logging function or a routing function. 

390 Here, intervenor 1 reads into the claim that the packet filtering rule specifying the logging and routing 

function does also effectuate the enqueuing service. This is, however, not the case. Dependent claim 4 

requires merely that the packet security gateway specifies that packets are placed into a first or second 

forwarding queue (and then sent accordingly) — a connection to the logging and routing function is not 

required. The packet security gateway specifying the placements of the packets in different queues is 

disclosed in par. [10] of the original disclosure. 

391 The subject-matter of dependent claim 4 is hence supported by the original disclosure. 

392 With respect to the additional features of dependent claim 4, intervenor 1 refers to the inspection of a 

packet's type of service (ToS) described in Sourcefire manual v4.10 (D19) as allegedly novelty 

destroying. However, the "tos keyword" of D19 is merely a criterion against which packets are 

compared (cf. D19, p. 815: "The tos keyword allows you to test the packet's IP header ToS value against the value 

you Jpec6 as the keyword's argument'), but does not place the packets in different queues, as required by 

claim 4. 

393 The above argument also applies to Sourcefire manual v5.1. 1 (D23), since p. 975 of D23 cited by 

intervenor 1 does to go beyond the disclosure of p. 815 of the older Sourcefire manual v4.10 (D19). 

394 Further, the cited documents D37 and D38 merely describe the usage of packet classifiers to "steer" 

packets. But steering packets does not correspond to a queuing of packets as defined in dependent 

claim 4. 

395 Intervenor 2 refers to p. 445 to 447 o f j uniper (D41), in which the concept of "SYN flood protection" 

is explained. In Juniper (D41), this flood protection is mentioned in association with network DoS 

attacks. The cited pages merely pertain to one single queue, i.e., the proxied connection queue. Thus, 
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the cited pages do not disclose placing packets in different queues with different forwarding rates as 

defined in dependent claim 4. 

396 Intervenor 3 states that, allegedly, D49 would motivate the skilled person to implement forwarding 

queues as required by claim 4 for improving throughput. Intervenor 3, however, fails to provide any 

arguments, why the skilled person, starting from any one of the prior art documents on file, should 

indeed be motivated to consider the teaching of D49. 

IV. Dependent claim 5 

5. The method of any one of claims 1 4, further comprising: 

receiving, by the packet security gateway, packets in a network layer transparent manner using an interface that is not 

addressed at the network layer andperforming the at least one of the multiple packet transformation functions at the 

network 

397 The opponent asserts that the subject-matter of claim 5 corresponds to a non-disclosed generalisation, 

since the packet transformation function is not specified to be performed simultaneously. To this end, 

the opponent refers to par. [14] of the original disclosure. 

398 Par. [42] of the original disclosure is directed to embodiments related to the operation in a network 

layer transparent manner. Yet, par. [42] does not mentioned that the packet transformation function is 

performed simultaneously, let alone the term "simultaneously". 

399 Intervenor 1 asserts that operation of the packet security gateway "in a network transparent manner" is not 

disclosed in combination with the packet digest logging function and routing of the packet. In 

particular, par. [42] of the original disclosure discloses that, by operating in a network layer transparent 

manner, attack packets cannot be routed to network interfaces. 

400 Here, intervenor 1 overlooks the teaching of par. 4] of the original disclosure, according to which the 

packet security gateway (when operated in a network layer transparent manner) can send (i.e., route) 

traffic at a link layer using an interface that is not addressed at the network layer. 

401 Therefore, the subject-matter of dependent claim 5 is disclosed in the original disclosure. 

402 Further, intervenor 1 asserts that the patent opposed fails to disclose how packets can be received in 

network layer transparent manner using an interface that is not addressed at the network layer and 

performing the at least one of the multiple packet transformation functions at the network layer —

therefore, subject-matter of dependent claim 5 would be insufficiently disclosed (Art. 83 EPC). 

403 This assertion is moot, since par. [0014] of the patent opposed teaches to send and receive traffic by 

using a link layer and perform packet transformation functions. 

404 Therefore, dependent claim 5 is in line with Art. 83 EPC. 
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405 Intervenor 1 refers with respect to dependent claim 5 to a "transparent inline mode" of sensors as 

described in both Sourcefire manuals v4.10 and v5.1.1 (D19 and D23). According to the manuals, this 

mode allows the sensor to act as a "bump in the wire" such that the sensor "forwards all network 

traffic regardless of its source and destination" (cf. D19, p. 266, and D23, p. 233). In other words, the 

sensor does not process or inspect any packets. Contrary thereto, the additional features of dependent 

claim 5 require performing at least one packet transformation function at the network layer. Thus, 

none of D19 and D23 discloses the features of dependent claim 5. 

406 Juniper p41) cited by intervenor 2 describes a transparent mode in which a security device filters 

packets "without modtbing any of the source or destination information in the IP packet header" (cf. D41, p. 91,1ast 

par.). Accordingly, in D41, when in the transparent mode, the security device does not perform any 

modifications at the network layer (which pertains to IP addresses). But dependent claim 5 requires 

performing packet transformation functions at this layer. Thus, Juniper (D41) fails to disclose the 

additional features of dependent claim 5. 

V. Dependent claim 6 

6. The method of any one of claims 1 -5, wherein the network communications awareness service comprises a network 

security awareness service or a network threat awareness service. 

407 Dependent claim 6 specifies that `the network communications awareness service comprises a network security 

awareness service or a network threat awareness service". 

408 The opponent contends that par. [54] of the original disclosure discloses that the network 

communications awareness service is juxtaposed, on the same logical level, with the network security 

awareness service or the network threat awareness service. 

409 However, par. [54] reads "informational  service for performing a network communications awareness service, a 

network security awareness service, and/or a network threat awareness service" (emphasis added). The wording 

"and I or" implies various combinations of the three services and also their hierarchical relation to each 

other. In particular, the variation in which the network communication awareness service comprising 

the network security awareness service and the network threat awareness service is encompassed by 

this wording. 

VI. Dependent claim 7 

410 Dependent claim 7 `the network communications awareness service is provided based on one or more criteria that are 

indicative of packet communications that are ofinterest to an organiation that operates the network" (emphasis 

added). 

411 The opponent objects to the underlined features as being a non-disclosed generalisation since par. [54] 

of the original disclosure allegedly discloses only that an organisation operates "the secured network" 

(emphasis added). 
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412 However, the opponent overlooks the dependency of claim 7. Specifically, claim 7 is dependent on 

claim 1 which already defines that the network is protected by the packet security gateway. 

Accordingly, in view of claim 1, the network as defined in claim 7 is also protected/secured. 

VII. Dependent claims 8, 9 

8. The method of any one of claims 1 -7, wherein the at least one packet matching criterion comprises 

a five-tuple specifying  one or more transport-layer protocols, 

a range of source addresses, 

a range of source ports, 

a range of destination addresses, and 

a range of destination ports. 

9. The method of any one of claims 1 -8, wherein the at least one packet matching criterion comprises application-

packet-header information. 

413 Here, the opponent objects to the feature "packet matching criterion" as being not disclosed the 

original disclosure. 

414 We disagree. Original claim 17 of the parent application defines that "the packet-identification criteria 

comprises a. five-tuple specifying  one or more transport-layer protocols, a range vf sourre addresses, a range of source ports,

a range of destination addresses, and a range of destination ports" (emphasis added). The formulation "comprises" 

(=singular) explicitly indicates that the criteria is to be understood as a criterion (=singular). Therefore, 

the parent application discloses that a rule may also specify one criterion. 

VIII. Dependent claim 10 

1 0 . The method of any one of claims 1 -9, wherein the application-layer packet-header information identifies one or more 

fully  qualified domain names (FODN) or uniform resource identifiers (URI). 

415 The opponent objects that feature "one or more fully qualified domain names (FODN)" is not disclosed in 

the original disclosure. 

416 Dependent claiins 10 defines that "the application-layer packet-header information identifies one or more fu 

quafified domain names (FQDN) or uniform resource identifiers (URI)" 

417 Generally, an FQDN is a portion of a URL (Uniform Resource Locator), which in turn is a type of 

URI that specifies not only a resource, but how to reach it on the internet — like "htip://", `o://" or 

"mai Itoil ". 
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• A Uniform Resource Locator ( URL) is a type of URI that specifies not 

only a resource, but how to reach it on the intemet —like http:11, 

or mailto://. 

• A Uniform Resource Name (URN) is a type of URI that uses the spe-
cific naming scheme of unm —like urn:isbn:0-486-27557-4 or 
urn:isbn:D-395-36341-1. 

• So a URI or URN is like your name, and a UFtl. is a specific subtype of 
URI that's like your name combined with your address. 

https://danielmiessler.com/ study/ difference-between-uri-url/ 

418 Par. [44] of the original disclosure reads that n some embodiments, the specified criteria may comprise values 

selected from appfication-layer packet-header information. For example, application-layer hypertext tran.ierprotocol 

(HI I I) packets, which transfer information between instances of web client applications (e.g., web browsers) and web 

server appfications (e.g., named web sites such as www.examplewebsite.com), may contain headers that specih methods 

and/or one or more uniform resource iclenlifierc (UR1S)for transferring resourves (e.g., files) between client and servers.. 

419 Here, "www.examplewebsite.com is an example of an FQDN. 

420 In other words, par. [44] discloses an example of an URT, i.e., the exemplary FQDN 

e`www.examplewebsite.com'). Thus, the original disclosure provides a basis for the feature `FODN". 

421 Intervenor 1 refers to the "urilen keyword" described in both Sourcefire manuals v4.10 and v5.1.1 

(D19 and D23), at p. 830f and p. 990, respectively. However, with the "urilen keyword", only a length 

of a uniform resource identifier (URI) is inspected but not the URI itself 

422 Intervenor 2 cites p. 519 of juniper (D41) which mentions fully qualified domain names (FQDN) to 

identify a server, with which the security device may communicate (cf. D41, p. 518: `CoOgure the security 

device to communicate with one of thefollowing servers: r..."). In particular, the security device may 

communicate with a "Websense server" or "Su/Control server". The setting "Server name" is the IP address 

or Fully Qualified Domain Name (FQDN) of the computer running the Websense or SurfControl 

server. However, juniper (D41) fails to disclose to use the FQDN for inspecting packets, and therefore 

fails to disclose the additional features of dependent claim 10. 

IX. Dependent claim 11 

1 1 . The method of any one of claims 1-10, further comprising: 

receiving second malicious traffic information from a second service; and 

correlating the malicious traffic information received from the malicious host tracker service with the second maficious 

traffic information. 
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423 Dependent claim 11 defines the further method steps of "receiving second malicious traffic information from a 

second service; and correlating the malicious traffic information received from the malicious host tracker service n.eth the 

second malicious traffic information". Correlating the malicious traffic information with the second malicious 

traffic information comprises identifying duplicates or overlap in network addresses ([0052] of the 

patent opposed). 

424 The opponent and intervenor 1 object that the original disclosure does not disclose second malicious 

traffic information. 

425 However, par. [65] of the original disclosure reads "securidypoliy management server 120 may receive updates 

(e.g., as part of a subscription) from malicious host tracker service 508 and/or   one or more other services. The updates 

from the two or more services may be correlated (e.g., by security podg management semi, 120)" (emphasis added). 

The malicious host tracker service 508 (and also other services) aggregate information associated with 

malicious network traffic (cf. original disclosure, par. [64]). Accordingly, malicious traffic information 

and second malicious traffic information are received from respective services. Therefore, the wording 

`second" is derivable from at least par. [641 and [65] of the original disclosure. 

426 Hence, the subject-matter of dependent claim 11 is compliant with Art. 123(2) and 76(1) EPC. 

427 With respect to novelty, intervenor 1 refers to p. 143 and 146 of Sourcefire manual v5.1.1 p23) to 

assert an alleged correlation of malicious traffic information as defined by the additional features of 

dependent claim 11. However, the cited passages only disclose that a Security Intelligence feed (such as 

the ZeuS Blacklist) may be configured to "augment" the Sourcefire Intelligence feed (cf. D23, p. 143 and 

147) 

428 The additional features of claim 11 are, however, not disclosed in Sourcefire manual v5.1.1 (D23) by 

"augmenting" the Sourcefire Intelligence feed. In fact, D23 fails to indicate any details what 

augmenting may encompass. The presence of multiple feeds alone does not necessarily result in a 

correlation of information. 

429 This also applies correspondingly to the arguments brought forth by intervenor 1 with respect to 

Sourcefire manual v4.10 (D19), where it is argued that allowing "multiple subscription to malicious 

host tracker services" implies a correlation of the of the malicious traffic information from the multiple 

services (cf. intervention 1, p. 115, penultimate par.). Here again, intervenor 1 fails to indicate any 

correlation of information of the multiple sources. 

430 Intervenor 2 similarly argues that "the use of multiple services and correlating between them is a well-

established practice and common general knowledge" (cf. intervention 2, p. 81). However, the cited 

p. 530 of Juniper (D41) merely mentions "four predefined signature packs" without any indication of a 

correlation of their information. Also, the passage of D45 (p. 18, lines 11 to 23) cited by intervenor 2 

merely mentions that external seed information can be obtained from multiple sources. But it fails to 

disclose any correlation of the seed information. 
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X. Dependent claim 12 

1 2 . The method of any one of claims 1 -11, wherein performing packet filtering on the second portion of the packets com-

prises dropping, based on the updated second set ofpacket filtering rules, one or more of the second portion ofpackets. 

431 Dependent claim 12 is directed to "dropping, based on the updated second set of packet filtering rules, one or more 

of the second portion ofpackets". 

432 The opponent asserts that there is no disclosure in the original disclosure which relates to specifically 

dropping packets of a second set of filtering rules. 

433 Par. [87] to [89] of the original disclosure describe updating a rule which specifies a "deny packet 

transformation  'Unction", which drops packets (cf. original disclosure, par. [83], last sentence). Hence, the 

second set of filtering rules (which are the updated rules) are provided for blocking packets. 

434 Intervenor 1 asserts that the combination of creating a "record comprising the subset of information" 

(features 1.2.3 to 1.2.5) and routing the packet to the monitoring device (feature 1.2.6) in combination 

with the dropping of a packet constitute added-matter. 

435 However, dependent claim 12 does not define a packet digest logging function and routing of packets 

to be combined with dropping packets. In fact, dependent claim 12 merely requires to drop packets 

based on the second set of packet filtering rules. Hence, intervenor l's added-matter objections are 

moot. 

436 Therefore, the subject-matter dependent claim 12 is in line with the provisions of Art. 123(2) and 76(1) 

EPC. 

437 With regard to an alleged non-novelty of the subject-matter of dependent claim 12, intervenor 1 refers 

to passages of both Sourcefire manuals v4.10 and v5.1.1 (p. 358f and p. 563, respectively) which both 

disclose the same, namely so-called "drop rules" which cause a packet to he dropped and generate an 

event. However, the cited passages fail to mention any updates of rules and, correspondingly, that an 

updated rule drops packets. 

438 Similarly, p. 605 of Juniper (D41) (as cited by intervenor 2) merely mentions different actions for IDP 

rules such as a drop rule. The aspect that a drop rule is an updated rule is not disclosed in the cited 

passage. 

439 Therefore, the subject-matter of dependent claim 12 is novel over both Sourcefire manuals v4.10 and 

v5.1.1 (D19 and D23) and Juniper (D41). 

XI. Dependent claim 13 

13. The method of any one of claims 1 -12, wherein the update to the first set of packet filtering rules comprises 

indications of a pluraliy of network addresses that have been determined to be associated with malicious network traffic, 

wherein the first set of packet filtering rules do not comprise the indications of the plurality of network addresses. 
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440 Dependent claim 13 defines that `Me first set ofpacket filtering rules do not comprise the indications of the 

plurality  of network addresses" (emphasis added). The opponent asserts that the underlined wording is not 

disclosed in the original disclosure. A similar objection was raised by intervenor 1. 

441 However, step 1314 of fig. 13 of the original disclosure discloses that the rules are updated `r) include 

other netuvrk address(es) included in the dille. rent set of network addresses". This means that previously to the 

update, the other network addresses were not included in the rule(s). This procedure is also explained 

in par. [88] of the original disclosure. 

442 Thus, it is unambiguously and directly derivable from the original disclosure that the first set of packet 

filtering rules does not comprise an indication of the plurality of network addresses. 

443 Intervenor 1 further asserts that par. [87] of the parent application discloses only that the "different set 

of network addresses" is received from a different computing device, whereas (according to claim 1) 

the update is received from the malicious host tracker service. 

444 Here, intervenor 1 misses the additional teaching of par. [87], according to which the different 

computing device may be associated with the malicious host tracker service: 

For example, security policy management server 120 may receive a security update 

comprising a different set of 1..1., : addresses (e.g., (network address B, network address 

C, network address D, and network address E)) from a different computing device (eg . a 

computing device associated with a malicious host tracker service different from malicious 

host tracker service 51110. 

Excerpt of par. [87] of original disclosure (emphasis added) 

445 Insofar, the update is received (at least indirectly) from the malicious host tracker service. 

446 The subject-matter of dependent claim 13 is hence compliant with Art. 123P and 76(1) EPC. 

447 With respect to alleged non-novelty of dependent claim 13, intervenor 1 refers to the automated SEU 

imports of Sourcefire manual v4.10 p19) described on p. 1716. An SEU (security enhancement 

updated) contains new and updated standard text rules. There is no disclosure in the cited passage that 

the updated rules of an SEU comprise new network addresses, let alone addresses associated with 

malicious network traffic. In fact, p. 1716 of D19 fails to mention network addresses or updates 

thereof at all. 

448 Further, intervenor 1 points to the Security Intelligence feed of Sourcefire manual v5.1.1 (D23) as 

being a "dynamic collection of IP addresses" p23, p. 142). However, as set forth above in marginals 124ff, 

the Security Intelligence feed does not correspond to a packet filtering rule as claimed. But dependent 

claim 13 requires the packet filtering rule to comprise the network addresses. 

449 Intervenor 2 cites p. 647 of Juniper (D41) which concerns the updates of attack databases. These 

updates may include new or modified predefined IDP attack objects and groups, new or modified 

signatures used by a Deep Inspection feature, and updates to the IDP engine. Nonetheless, the cited 

passage of D41 does not even mention IP or network addresses. 
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450 Intervenor 2 further refers to p. 29, lines 20 to 30 of D47. This passage merely describes disposing 

packets which match traffic attributes contained in a customized threat report. Updating rules with 

new network addresses as required by dependent claim 12 is not disclosed therein. 

XII. Dependent claim 14 

14. A .system comprising at least one processor of a packet security gateway (112) and a memory storing instructions that, 

when executed by the at least one processor, cause the system to perform one or more of the methods of claims 1-13. 

451 Intervenor 1 asserts that the original disclosure does not disclose that "at least one processor of a packet 

security gatewey"may "cause the system to perform" an alteration or creation of a packet filtering rule. 

452 Firstly, it is noted that intervenor 1 misunderstands claim 14 insofar that the claimed system creates or 

alters rules. This is however not the case. Claim 14 is merely directed to a system performing the steps 

of the methods claims 1 to 13. In fact, the methods are performed by the packet security gateway. The 

alteration or creation of packet filtering rules is, however, not done by the packet security gateway, but 

by the security policy management server. 

453 Regarding the disclosure of the subject-matter of claim 14, par. [39] of the original disclosure indicates 

that the packet security gateway includes a processor and a memory. The memory includes one or 

more program modules that when executed by processor, configure packet security gateway to 

perform various functions as described herein. 

454 Hence, the original disclosure provides basis for a system performing the methods of claims 1 to 13. 

455 Further, due to the dependency to independent claim 1, the subject-matter of claim 14 is also novel 

and inventive. 

XIII. Dependent claim 15 

15. A computer program comprising computer-executable instructions that, when executed by one or more processors of a 

packet security gateway (112), cause the one or more processors to perform one or more of the methods of claims 1 -13. 

456 The subject-matter of claim 15 is novel and inventive since it is dependent on claim 1 which is — as set 

forth above — also novel and inventive. 

H. Conclusion 

457 The subject-matter of the independent claim 1 does not extend beyond the content of the parent 

application and the application as originally filed. 

458 Further, the cited prior art neither anticipates nor renders obvious the subject-matter of independent 

claim 1 as granted. 
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459 The patent opposed discloses the invention in a manner sufficiently clear and complete for it to he 

carried out by a person skilled in the art. 

460 Thus, the request to dismiss the opposition and the interventions and to uphold the patent opposed as 

granted is justified. 

Dr. Martin Meggle-Freund 

European Patent Attorney 
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