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Dr. Doug Jacobson 4(4-7)
10/2/2023
Page 4 Page 6
1 (Whereupon, the following proceedings were 1 |upload into the chat message; is that okay?
2| had, to-wit:) 2| A. Yep, that'sworks.
3 3| Q. Allright.
4 (All parties to this deposition are appearing 4 So can you open up your marked Exhibit 1003,
5| remotely and have agreed to the witness being sworn 5inthe'266 and '474 IPRs, or just have them available.
6| remotely.) 6 (Exhibit Nos. 1003-266 and 1003-474,
7 7| previously marked in prior deposition.)
8 DR. DOUGLAS JACOBSON, 8| A. Yeah 166, yep -- or the 266, sorry.
9 having been first duly sworn, was examined and 9| Q. Yesh, theresalot of numbers going on.
10| tedtified asfollows: 10|  A. Yep.
11 111 Q. Allright.
12 DIRECT EXAMINATION 12 MR. DETRIXHE: Y ou marked as
13|BY MS. FULLER: 13| Exhibit 1 -- what did you mark as Exhibit 1, Jenna?
141 Q. Good morning, Dr. Jacobson. Canyou please |14 MS. FULLER: It should be 1003. They
15| state your full name for the record? 15| should be aready marked as Exhibits 1003 --
16| A. Yeah, Douglas Wade Jacobson. 16 COURT REPORTER: So you're marking them
171 Q. And then do you understand why you're here 17 | here today in this transcript?
18|today, Dr. Jacobson? 18 MS. FULLER: No, what | mean, they
191 A. Yeah, deposition on acouple of patents. 19| should already be marked.
20| Q. Sothedepositionstoday arein regard to IPR 20 MR. DETRIXHE: Oh.
21|2023-00445, which challenges patent -- U.S. patent 21 MS. FULLER: They're dready filed.
22110,785,266. |Isthat okay if werefer it that patent as 22 MR. DETRIXHE: Dr. Jacobson's
23|the '266 patent? 23| declaration and...
24 A. Yes 24 MS. FULLER: Yes.
25| Q. Andwereferred to this IPR asthe '266 |PR? 25 MR. DETRIXHE: Gotcha.
Page 5 Page 7
11 A, Yes 1 MS. FULLER: Sorry.
2| Q. Right. Andthenthesecond IPRisIPR 2 MR. DETRIXHE: Sorry for interrupting.
3|2023-00448 challenging U.S. Patent 11,012,474. Isthat | 3|l understand now. Thank you.
4| okay if werefer to that patent as the '474 patent? 4 MS. FULLER: We're throwing around alot
5/ A. Yep. 5| of numbers this morning.
6| Q. Andthenthat IPRisthe 474 IPR? 6|BY MS. FULLER:
7| A. Yes, that works. 7| Q. Allright. Dr. Jacobson, do you have those
8| Q. Perfect. 8|in front of you?
9 Isthere any reason that you cannot give your 9 A. Yes, | have 1003 in front of me, yep.
10 | truthful testimony today? 10| Q. Okay. Do those declarations include all your
11/ A. Nope. 11]opinions you have formed for these two cases?
121 Q. Great. Dr. Jacobson, | just want to get some 12| A. Declaration, yeah, outlines my opinions,
13| formalities out of the way to make sure that this runs 13| correct.
14 |smoothly. 141 Q. Arethereany correctionsto those
15 For your exhibits today, do you have paper 15| declarations that you would like to make at thistime?
16 |copiesor | can upload? 16| A. We'retaking about the '266 -- are we
171 A. | have paper copies, clean copies of my two 17 [talking about both of them right now?
18 | declarations, and clean copies of the '474 and ‘266 18] Q. Wecan-- let'sjust step through it. So
19| patents, and also clean copies of the Law, Johnson Jung |19 |we'll talk about the '266 declaration. |sthere any
20 |(sic), the -- the patents and the one paper that go 20| correction that you would like to make to that one?
21 |dong with the declarations. | don't have any other 21/ A. Yeah, thereésatypoin -- okay, Roman
22 | exhibits. 22 numera VIII, whereit says, "Law In View Of Wood
23| Q. Okay. Wdll,it'sdl right with me, we can 23 | Renders Obvious Claims 1 through 24," that's atypo.
24 just use your clean copies for today and if | have any 24| That should actually include all of the Claims 1
25 25

other exhibits that you didn't mention, | will just

through 27. So that's atypo in the table of contents
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Dr. Doug Jacobson 5(8-11)
10/2/2023
Page 8 Page 10
1|and correspondingly on the page itself. 1| Q. Didyou meet with attorneys during those
2| Q. Isthat the only correction for the '266 2| hours?
3| declaration? 3| A. | had Zoom conversations with -- you know,
4| A. Tha--to my knowledge that's the only thing 4 |with counsel.
5 [that I've seen since the declaration got filed. 5 Q. So, Dr. Jacobson, what is your understanding
6| Q. Okay. Now turning to the ‘474 declaration, 6 | of the term "person of ordinary skill in the art"?
7 |are there any corrections that you would like to make 7| A. My understanding isthat it'sjust as the
8| at this time concerning that declaration? 8 |nameimplies. Itisaindividual who at that time
9] A. |don't have any that I've seen. 9 |would have understood how -- how the patent -- you
10/ Q. Can you describe the process of writing your 10| know, what was -- what was obvious of how things worked
11|'474 and 26 (sic) declarations? 11|at that time. So it would have been -- and | can't
121 A. Yeah, been alongtimeago. Various, you 12| remember exactly how we de -- how it was defined in the
13| know, phone calls, Zoom calls with counsel and 13| declaration. | canlook that up but, you know, simple
14| discussions, then that |ed to drafts of the 14|terms, it's just as the nameimplies. Somebody who's
15| declarations being exchanged viae-mail and also 15]-- | think we said somebody with a background in
16 | discussed over -- over Zoom calls and that -- which 16 | computer science, computer engineering and networking.
17|lead to thefinal -- final copies. 17| Q. And then how did you go about determining
18| Q. How many hourswould you say you spent 18| that person of ordinary skill at the time of the
19| preparing each of the declarations? 19| claimed inventions? What was your process?
20| A. | can'tgiveyou an exact number. It'sbeen 201 A. Waéll, just again, applying what -- the exact
21 21| criteriato -- to an individual and so, you know,

22

six months ago maybe, you know, in the -- you know,
probably over 10, maybe close to over 20 hours for each

having, you know, been in thisfield for 35 years,

maybe, you know, 10-plus hours.

23|one, if | wereto guess. | don't -- | don't have a-- 23 |that, you know. And teaching -- teaching people to be
2411 don't have any of my billing records. 24| skilled in the art, that's, you know, it was pretty
25| Q. Sogeneraly 10to 20 hoursfor each 25 | straightforward to understand what that -- what that
Page 9 Page 11
1| declaration, that that's a-- 1| meant.
2| A. Yesh, that probably doesn't count some of the 2| Q. Didl hear 35 yearsin computer science; is
3 | phone time with counsel, et cetera. 3 |that correct?
4| Q. Didyoureview any of the exhibitsfiled in 4| A. Actualy if you go back farther than that --
5 [this case? 5 [that's how many years |'ve been teaching but | -- my
6| A. Yeah, I'velooked through all the exhibits. 6 |field of study in networking started in about 1980.
7 My memory right now can't tell you what all exhibits 7 Q. Wow.
8 |had but, yes, | looked through exhibits. 8| A. Sohowever many yearsthat is, along time.
9| Q. Didyoureview any of those exhibitsin 9] Q. Yes, wdll, congratulations. That's-- I'm
10| preparation for your deposition today? 10|five years and I'm like where's retirement coming.
11| A. Fortoday I, of course, reviewed the two 11] A, Yeah.
12| patents themselves, as | mentioned the things that | 121 Q. Sogive mealittle background track,
13| have printed out, the various supporting patents, the 13| Dr. Jacobson. What is your understanding of claim
14 article by Golnabi. 14| construction in this IPR process?
15 | aso read through Centripetal's response 15| A. That, you know, sides agree on how the cla--
16| and also read through the board or whatever the -- 16| you know, certain wording in the claims apply and so if
17 | whatever the group that responds back on both -- on the |17 |there's anything that's contested, then that gets
18| arguments. 18| worked out. Soit'srealy, you know, things that
191 Q. Ithink you're referring to the ingtitution 19]aren't -- yeah, aren't agreed upon otherwise we -- you
20| decision by the board, correct? 20| know, both sides agree on how the termsin the claims
21| A. Thereyou go, yes. 21 |areinterpreted.
22| Q. Sohow many hourswould you roughly say that [22| Q. Didyou -- for the'266 IPR, did you
23|you spent preparing for your deposition today? 23 |interpret any claim terms?
241 A. Oh, probably over thelast coup -- few weeks 241 A. | would haveto look to see exactly if | --
25 25

if | interpreted any claim terms. | don't -- | don't

Thomas & Thomas Court Reporters
and Certified Legal Video, LLC

Patent Owner, Centripetal Networks, LLC - Ex. 2014, p. §

Tel: (402) 556-5000 | Fax: (402) 556-2037
www.ttcrs.com



Dr. Doug Jacobson 6 (12 - 15)
10/2/2023
Page 12 Page 14
1|recall exactly if there were any terms that needed to 1|comprising of first set of packet filtering rules'?
2| be interpreted. 2l A. Yes.
3| Q. Sothat there weren't any terms that needed 3| Q. Andwhat wasthat understanding,
4 |to be interpreted, did you apply then just the plain 4 |Dr. Jacobson?
5 |and ordinary meaning to those terms? 5| A. Yeah,it-- asit says, the packet security
6| A. | wouldhaveto look to see exactly if there 6 | gateway has, so external from it which impliesthat it
7 |were any, but if the -- | would apply norma meaning to | 7 |would be across the internet, a server which they refer
8 |any of the terms that -- that were not in contention. 8 |to as policy management server, and that server
9] Q. Andforthe'474 IPR declaration, was that 9| provides rules to the packet security gateways and
10| the same process that you went through as well? 10| those rules apply to al of those gateways and these
11] A, Yeah. 11| arethe gateways as it states are protecting traffic
12| Q. And, Dr. Jacobson, feel freeto let me know 12 |traversing a boundary.
13]if you do want to skim through your declaration and 13 So that's -- so you have boundary, security
141take alook. 14| gateways, and then outside the protected space, outside
151 A. Okay. 15|the boundary, you have a management server.
16| Q. Byal means-- 16| Q. Andwhenyou say "rules," does that include
177 A. Yep. 17| the dynamic security policy in the rules that are
18| Q. --youknow, takethat time. 18|included in the dynamic security policy provided to the
19 Dr. Jacobson, can you just have in front of 19| packet security gateway?
20 |you as well the '266 and '474 patentsthat have already |20 A. Yeah, it's-- yeah. So, yeah, that's part of
21 | been marked in this proceeding as Exhibits 1001? 21 |therules, s0...
22 (Exhibit Nos. 1001-266 and 1001-474, 22| Q. So,okay. So--
23| previously marked in prior deposition.) 23| A. Yes.
241 A. Yes, assoonas| find them on my cluttered 241 Q. --justfor acorrect understanding, the PSG
25 |desk. That's the bad thing about paper, right, it 25 | receives from the SPM S a dynamic security policy
Page 13 Page 15
1 |takes up space. 1lincluding rules?
2 Yes, | have them both. 2 MR. DETRIXHE: Objection, form.
3| Q. Great. 3| A. Soitreceives dynamic security policy which
4 So, Dr. Jacobson, when preparing your ‘266 4|is comprised of filtering rules and then those
5 | declaration, did you come to an understanding of what 5|filtering rules are applied to al of the PSGs.
6 | was meant by the claim term, which isin the '266 6|BY MS. FULLER;:
7 | patent, "receiving by the packet security gateway and 7| Q. Andtherulesare applied to then all network
8 |from a security policy management server external from 8|traffic that is traversing the boundary; is that
9 | the network protected by the packet security gateway, a 9 |correct?
10| dynamic security policy comprising afirst set of 10| A. Yeah, the PSGs apply the rulesto the traffic
11 | packet filtering rules'? 11)traversing the boundaries.
12f  A. Andwhereareyou at in the -- 12| Q. Isitacorrect understanding that traversing
13| Q. lamin-- oh, pardon me, Dr. Jacobson. | am 13| the boundary is going from outside to inside the --
141in Claim 1 of the '266 patent. You can alsofinditin 14| gtrike that.
15 | Paragraph 67 of your '266 declaration. 15 What -- Dr. Jacobson. what does traversing
16| A. Okay, I'm-- yep, found 'em -- found it. 16 |the boundary mean to you?
17 Sorry, now what? 171 A. Packetsthat -- that if we definethe
18| Q. Wouldyou like me to repeat my question? 18 | boundaries being something -- two networks that the
19| A. Yes, please 19| packet security gateway is between, then packets that
20| Q. Allright. When preparing your '266 20| go across the packet security gateway are traversing
21| declaration, did you come to an understanding of what 21|that boundary.
22 | was meant by the claim term, "receiving by the packet 22| Q. Inand out packets that are going from the
23| security gateway and from a security policy management |23 |inside out to the outside and from the outside to the
24 | server, external from the network protected by the 24|inside?
25 | packet security gateway a dynamic security policy 25| A. Traversing doesn't apply adirection, so --
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Dr. Doug Jacobson 7(16-19)
10/2/2023
Page 16 Page 18
1|s0, yeah, | -- traversing means that the packets are 1 Do you see that claim language?
2|flowing in either direction. 2| A. Hangon, let meget tothat. Which claimis
3| Q. Dr. Jacobson, can you turn to Paragraph 64 of 3|that?
4 |your 266 declaration. Let me know whenyou getthere.| 4| Q. | believeit'sgoingto bein Claim 1?
5|And | apologize ahead of time. Well be doing some 5 A. Okay. Claim 1'sabig claim, but, yeah,
6 | bouncing around. 6| okay.
7 A. Wadll, that'sto be expected. 7| Q. Doyou seethat language? Sorry --
8| Q. Giventhetwo IPRs, well be -- 8| A. Helpmeget quickly -- sorry.
91 A. I'mdtillinthe'266, right? 9] Q. Yes, line55 of Column 25?
100 Q. Yes 10| A. Allright, thank you. Therewe go, yes.
11| A. Okay. Andwhich -- or 64, yes. 11| Q. What isyour understanding of thisclaim
121 Q. Correct. 12 term?
13 A. Yes. 13 MR. DETRIXHE: Objection, form.
141 Q. Specifically can | direct your attention to 141 A. Somy understanding isthat there are more
15|where you state, "To the extent that the preambleis 15|than one what's referred to a malicious host tracker
16| construed to require that a plurality of packet 16| services so that -- services that provide information
17| security gateways collectively protect asingle 17 about hosts or, you know, things that can be -- be
18| network." 18| threats, mollitious. And that -- together that isa--
19 Do you see that sentence? 19| well, more of them, one or more of them, that is fed
201 A. Yes 20 | sp, they're talking about afeed being fed to the
21| Q. Isityour opinion that if aplurality of 21 | packet security gateway, so you're talking about one or
22| network packet security gateway -- or, pardonme. Is |22 |more groups or services that provide information to the
23|it your opinion that a plurality of packet security 23| packet security gateway.
24| gateways collectively protect a single network? 24|BY MS. FULLER:
25 MR. DETRIXHE: Objection, form. 25| Q. And does each service or group, they have an
Page 17 Page 19
11 A. Waell, pre-- yeah, preamble says that there's 1lindication of afeed, isthat -- isthat a correct
2|amultiple, aplurality of packet security gateways 2| assessment?
3|that protect a single network. 3 MR. DETRIXHE: Objection, form.
4/|BY MS. FULLER: 41 A. Yeah, soit'sanindication of afeed managed
5| Q. Soyour understanding of the preamble based | 5 |by at least one of the mollitious host tracking
6|on the claim language is that a plurality of packet 6| services.
7| security gateways collectively protect one network; is| 7|BY MS. FULLER:
8|that correct? 8| Q. Anddidyou cometo an understanding of what
9 A. Yes, asingle network, yes. 9|anindication of afeed is?
10| Q. Can| direct your attention now to the '474 10| A. Yeah,itwould be aindication of, you know,
11| declaration, in the '474 patent. And I'll let you get 11 |usually talk about -- but information from, you know,
12there. 12 |where the feed came from, information potentially about
13]  A. Clearly needed to be more organized. Let's |13 |thefeed source, so whenit -- yeah, so when it talks
14 |see... 14| about indication of afeed managed by, so that
15| Q. It'smoreonme. | apologize for jumping 15 |indicates that some level of attribution to the -- to
16 around. 16 |the source of the feed.
171 A. No, no, | need adesk about the size of a 171 Q. Sodoesanindication of afeed indicate the
18 |poal table. | don't -- so... 18 |source itself?
19 All right. So '474 patent and declaration, 19| A. Thesourceof?
20| got 'em. 201 Q. Of thefeed.
21 Q. Yes 211 A. Oh, sourceof thefeed. Yes, it would
22 In Claim 1 of the '474 patent, the claim 22 |indicate who -- who provided -- what service provided
23 | states, "an indication of afeed managed by at least |23 |the feed.
24| one of the plurality of malicious host tracker 24| Q. Can| direct your attention to Paragraph 86
25 |services.” 25

of your '474 declaration. Let me know when you get
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Dr. Doug Jacobson 8(20- 23)
10/2/2023
Page 20 Page 22
1 |there, Dr. Jacobson. 1| Q. Givemeasecond, you beat me.
2| A. 86yousad? 2| A. Paper'sfaster.
3| Q. Yes 3| Q. I'mafan of the Control F where you can just
4| A. Gotthere. 4|like search for something.
5 Q. SoinParagraph 86 you state, "Law describes 5[  A. Oh.
6 | rules with widely varying attributes. In particular, 6 Q. I'mkind of amazed that you're still doing
7| Law explains that protocol types of the example 7| paper.
8 | protocol type Column 1302 may include, but are not 8 A. Remember I'm the old person.
9 |limited to, UDP, TCP, HART and/or SCPI. A POSITAwould | 9| Q. 35years.
10 | have understood that any Law's feeds of threat data 310 10 All right, soin this-- in this paragraph,
11 | from sources 315 may have been uniquely associated with 11| Dr. Jacobson, you state that, one, "it would have been
12 |aparticular combination of rule parameters. For 12| obvious to a POSITA that there would have been a high
13| example, one feed may have a specia -- may have 13|likelihood of duplicatesin the received debt data
14 | specialized in the SCPI protocol.” 14/310."
15 Do you see that passage? 15 Do you see that statement?
16| A. Yep. 16 Yes.
17| Q. Dr. Jacobson, isit your opinion that the 171 Q. Whatis-- what isyour -- can we -- what
18 | threat data 310 includes rules having these types of 18| does it mean to have a high likelihood of duplicatesin
19| rule parameters that are associated with the sources? 19 |the received threat data 3107
20| A. Yesh, | mean, he-- Law outlines that these 201 A. Waell, when you're talking about having what
21| are examples of what would be in the 310 feed, so 21 |herefersto as the -- his sources are called, are the
22 | various attributes would be in that -- in that feed. 22|315s, so | think he has, what, six circles. But, you
23| Q. Sothethreat data 310 would include rules 23 |know, that could be -- some number of these 3 -- 315s
24 | with these types of attributes? 24 |that are independently collecting threat data, IP
25 A. I'msorry, | didn't quite-- | didn't catch 25| add -- whatever, you know, whatever their particular
Page 21 Page 23
1the very beginning of your... 1|specidty is.
21 Q. I'll restate that. 2 But if it's-- if it'struly athread on the
3 So the threat data 310 includes rules with 3|internet, if something's been identified as athreat,
4 |these types of attributes; is that a correct 4| one would hope that multiple threat services would come
5 | assessment? 5 |up with the same answer. And so, therefore, these
6 MR. DETRIXHE: Objection, form. 6 |independent services are going to be -- have a high
71 A. Hesgiving some examples of what would bein 7 | likelihood of coming up with the same bad actors, and
8 [that -- in those 310 feeds, so it is not -- is not 8| so that -- that means that three '05 would end up with,
9 | meant to be alimiting, just these are the only things. 9 |you know, the same answer for multiple 315s.
10|BY MS. FULLER: 10| Q. Andhighlikelihood of duplicatesin the
11| Q. Sosome of those examples are the UDP, TCP 11 |received threat data 310, isthat referring to a high
12|ICMP, HATT, et cetera, correct? 12|likelihood of duplicate rules?
13 A. Yeah, those are -- those are, but not limited 13 A. Yeah, it'shigh like -- you know, each of the
14 1to, but those are examples. 141315s are -- are providing threat data in the form of
15| Q. And arethese attributes part of -- of rules? 15| rules and so, yes, there would be a high likelihood
16| A. Theseattributes would be part of what's fed 16 | that that -- they would identify the same threat and,
17 |down toin what Law refersto asfirewalls, and so they 17 | therefore, it would be the samerule.
18 |would be part of the what would be commonly referredto  [18| Q. Sothen can | direct your attention then,
19|asarule. 19 Dr. Jacobson, to the same paragraph where it says, "it
201 Q. Dr. Jacobson, will you turn to Paragraph 79 20 |would have been obvious to a POSI TA to analyze the
21| of your '474 declaration. Let me know when you get 21 |received threat data 310 to remove the duplicate
22| there. 22 rules."
23| A. 79 yep. 23 Do you see that?
241 Q. I'mgoing to get there myself. 241 A. Yep. Yep.
25| A. Oh. 25| Q. Soisityour understanding that a POSITA
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Dr. Doug Jacobson 9 (24 - 27)
10/2/2023
Page 24 Page 26
1|would have analyzed the threat data to find and remove | 1|control devicesin his network.
2 |the duplicate rules because there's a high likelihood 2| Q. Andwhat isyour understanding of process
3| of duplicates in the received threat data? 3| control systems?
4| A. That would be one reason to analyze -- yeah, 4| A. Extremely, extremely broad term. And we --
5 [to remove -- let me see, I'm sorry, restate the 5 in simplest terms, when we think of process control
6|question. | -- there was a couple parts. Let me 6 | systems, these are systems that manage something on the
7|try -- redo it. 7 | physical side, so pumps, lathes, you know, amyriad of
8 Q. Yeah. Thank goodness| havereal time, so... 8| things, but so it provides that connectivity between
9 So isit your understanding that a POSITA 9 |theIT sideto the physical side.
10| would have analyzed the threat datato find and remove 10| Q. Soif we'rereferencing Law's process control
11| the duplicate rules because there's a high likelihood 11| systems, what isthe Law referring to when it states
12| of duplicatesin the received threat data? 12| process control systems? Arethey high risk
13| A. That would be areason to, yes, to process 13| gpplications --
14 the rules and remove -- yeah, ‘cause therearegoingto |14 MR. DETRIXHE: Objection, form.
15| be duplicates, so the 305 needs to -- needs to process 15| Q. --suchasnuclear power plants, chemical
16|therules. 16 | plants?
17| Q. And then these duplicate rules could include 171 A. Law mentionsthose as a-- one possible type
18 | attributes or features such as UDP, SCPI, TCP, ICMP |18 |of systems. It also refers to what you would consider
19| protocals; isthat correct? 19 |less -- less dangerous types of systems. He also
201 A. They could -- that would be a set, they could 20 |refersto IT systems. So, yeah. And, you know, when
21 | have other data associated with 'em, dataindicating 21 |you talk about process control, it can be everything
22| where they came from, and so, you know, it makes -- so, | 22 |from -- well, a vending machine is process contral, to
23|yeah, again, Law only gave some examples. 23|anuclear power plant, so...
241 Q. Whatisyour understanding of a SCPI 24| Q. Canwe-- now that we're on the subject of
25 | protocol ? 25| Law, let's bring up Law's document which is marked
Page 25 Page 27
1 MR. DETRIXHE: Objection, form. 1|aready as Exhibit 1005 in the '266 and '474 |PRs.
2| A. I would haveto go back and -- it'sa-- one 2 (Exhibit No. 1005 previously marked in prior
3| of several -- so | would have to go do some research on 3| deposition.)
4|it, but it'sa-- my understanding isit's a process 4| Q. Dr. Jacobson, let me know when you have that
5 [control type of -- of protocol. | would have to look 5[in front of you.
6 | exactly what it stood for. 6| A. Yep, that'sthe only onethat'sin a notebook
7| Q. When you say process control type of 7|so | can find a notebook.
8 | protocol, what do you mean by that? 8| Q. So, Dr. Jacobson, roughly how much time did
9| A. Itwould bejust like today we talk about the 9|you spend reviewing Law in your process of writing the
10| web, that's a protocol; we talk about e-mail, that's a 10| declarations and preparing for the deposition today?
11 | protocol; so there are protocols that help devices talk 11 A. Boy, | can't -- you know, | can't give you an
12| to each other, you know, with -- soin -- so process 12| exact answer but probably at least, you know, in the
13| control protocol may be something for a computer, 13| order of 10 hours give or take some.
14| general purpose computer, to communicate with adevice |14| Q. And, Dr. Jacobson, what is your understanding
15| on the factory floor, you know, amiddle of thing 15| of Law's contribution to the art. Do you cometo an
16 | machine, alathe, whatever, you know. 16 | understanding?
17 Again, | don't know exactly what devices that 17 MR. DETRIXHE: Objection, form.
18 | protocol lets us talk to, but generally process control 18| A. Waell, | mean, yeah, so he starts out by his
19 | protocols|let IT type computers talk to, you know, 19|whole thing is referred to as a unified threat
20 | manufacturing and other types of devices. 20 | management system so that's his entire -- what he
21| Q. Andyou say aprocess control, is that 21 |labels 100. And so Law proceeds to discuss how this
22 |referring to a process control system? 22| system can protect or -- and uses the word securing
23| A. Yeah, sooneof Law's embodiment, one of, you 23| network traffic, and what is protecting from, or not
24 know, he discusses having general computing devicesin |24 |from but what it's protecting is a system made up of,
25 | his network and he also talks about having process 25| you know, IT type-- classical IT type devices and
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Dr. Doug Jacobson 10 (28 - 31)
10/2/2023
Page 28 Page 30
1|devicesthat are part of a-- a process control. 1|the acronym he's given to protect what's on thein --
2 Law goes on to, you know, talk about the fact 2|what's on theinside. And soit, asthe nameimplies,
3 |that there's aunified -- or there'sawhat he calls 3 |it manages the threats, so again threats come from
4305 that is providing the information to his firewalls 4| service provide -- from providers, aggregated in -- in
5 [that are protecting his -- what -- you know, what he 5305 and then that -- those rules are then fed into his
6 |intends to protect, and so we have a set of rules, 6 | firewalls which is then the part that hel ps protect the
7 |threat indicator, a set of rulesthat come from the 7 internal network so that isthe UTMS -- it's that
8315s, they feed into 305. 305 will distribute those 8|whole -- well, yeah.
9| rules down to hisfirewallsin which case his perimeter 9|BY MS. FULLER:
10| firewalls, 146A and B, and those are designed of course (10| Q. So doesthe UTMS system have operator
11|to protect everything on the inside of -- of -- so 11| workstations that operators are involved with
12| that's the -- that's the border. 12 | configuring and managing security of the process
13 And then inside is environment, he goes into 13 | control system?
141alot of, you know, alot of detail, alot of which, 141 A. Yesah, it has--it-- it identifies one of
15 15 | the components as an operator management systems, and

16

you know, Law -- Law hasalot of piecestoit, so he
talks about I T devices, he talks about mobile devices,

so operators at these systems their primary roleisto

17| he talks about process control devices, and so his 140, |17 |manage the process control itself and so, yesh.
18| hisfirewalls protect all of those things at that 18| Q. Andwhen werefer to, "manage the process
19| border crossing coming from, again, multiple sources, |19 |control system itself," does that mean that they're
20 | one source and then protecting whatever he hason the |20 | managing the security of the -- of the process control
21 |inside. 21 |system?
22|BY MS. FULLER: 22 MR. DETRIXHE: Objection, form.
23| Q. Andit's protecting a process control system, 23| A. Typicaly an operator'srole in aprocess
24 that'sthe inside? 24| control system. If you take afactory floor for
25| A. Theinside-- 25 | example, the operator's role is to manage the operation
Page 29 Page 31
1 MR. DETRIXHE: Objection, form. 1| of the factory, to make sure that -- that the widgets
2] A. Hés--heusesthat asa-- yeah, asan 2| get produced. Make sure that the raw materials comein
3| example, as primary motivation but he talks again about 3|to the factory and that they -- they flow appropriately
4| regular computer devices which would have, you know, 4| through the -- through the process, and so that's the
5 |the standard vulnerabilities that a computer device 5 [typical process control.
6 |would have, and so it's really computing devices and 6 To the extent that that -- that Law talks
7 | the added complexity of trying to protect a process 7 | about giving the operators the ability to manage some
8| control. 8| of the security functionality is something that they
9 So it's in some sense the -- protective of 9| don't have to do but that's a -- that is something that
10 |what normal peo -- what you normally protect, and | 10| he specifies that -- that can be given to the operators
11 | also have a system that can further protect my process 11 {to manually. But he -- you know, his big thing is that
12| control system. 12 |thisis-- thisis an automated system but with any
13|BY MS. FULLER: 13 | automated system the human always has some sort of fail
141 Q. Which process control system. aswe 14| safein there.
15 | discussed. can be anywhere from a nuclear power plant, 15|BY MS. FULLER:
16 | chemical plant to -- I'm forgetting the third one, but 16| Q. Andwhere doesLaw specifically say that
17|it's-- 17 | operators don't have to manage the system? Can you
18| A. Yeah, yeah, it can be, right, you know, a 18| point me to a specific passage?
19| small factory with three computer control lathes, 19 MR. DETRIXHE: Objection, form.
20 |that's a pro -- that's a process control system. 20| A. What | said -- operators manage the factory,
211 Q. Whatisyour understanding of the -- Law's 21 |the process control system. That's what operators do
22 |UTMS acronym, like unified threat management system? |22 |isthey manage a process control system. So | think
23 MR. DETRIXHE: Objection, form. 23 |that'swhat | stated that they manage, you know, like |
241 A. Soitisa--well, it'sbasically 24| said how many widgets are produced, how the raw
25| describing -- it isa-- what he calls -- that's just 25 | materials managing do -- you know, so the management of
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Dr. Doug Jacobson 11 (32 - 35)
10/2/2023
Page 32 ) Page 34
1 |afactory floor, for example, is very complicated 1| operator and an IT personnel in Law?
2 | process. 2| A. InLaw, he-- sothe operator's primary role
3|BY MS. FULLER: 3 |and responsibility is-- again, | keep coming back to
4| Q. Sowhereyou state that Law talks about 4 |factory, that'sjust the easiest thing for usto talk
5 |giving the operator's ability to manage some of the 5 |about. They're the ones that make the factory work.
6 [ security functionality is something that they don't 6| Their job isto produce the widgets. The IT people do
7 [ have to do, can you point me to the specific passages 7 |what IT people do, they run all the computing resource,
8 |where Law specificaly saysthat they don't -- it's 8 |they manage all of the computing side of the
9 | something that they don't have to manage the security 9| organization and your operator typicaly is an expert
10| function? 10{in producing widgets, not an expert in TCP/IP,
11 MR. DETRIXHE: Objection, form. 11| et cetera. Soit's very common for afactory to have
12|  A. Youwould have to give me afew minutes here 12| that distinction and duties.
13|s0 | need to Control F. 131 Q. Allright. We're going about one hour on
14 So Paragraph 59, first sentence, "the 141record. | know timeflies, right? Want to take a
15| smart -- smart devices may be configured to performany | 15| 10-minute break?
16 | network security functions without direct intervention 16| A. It'suptoyou.
17 | by system operators or other personnel.” 17 (Discussion off the record.)
18| Q. Sothisisan understanding that the devices 18 (At 10:27 am. - Recess was taken.)
19| themselvesin the UTMS system do not have to have -- 19
20| are not configured by any network security functions? 20
21 MR. DETRIXHE: Objection, form. 21
22|BY MS. FULLER: 22
23| Q. Or let me-- let merephrase that. 23
24 So these smart devices in the protocol system 24
25| do not need to be configured by network security 25
Page 33 Page 35
1| personnel? 1 (At 10:37 am., with al parties present as
2 MR. DETRIXHE: Objection, form. 2| before, the following proceedings were had, to-wit:)
3| A. Sothey're configured to perform network 3/BY MS. FULLER:
4 | security functions without direct intervention. So 4| Q. Dr. Jacobson, can | direct your attention to
5|thisis discussing as the system is running, the 5| Paragraph 49 of your '474 declaration. Let me know
6 | operator's I T personnel do not need to do anything. 6| when you get there.
7| Q. Canl direct your attention to where it says 71 A. Which paragraph?
8|in Paragraph 59, "the UTM S-configuring network access 8 Q. 49.
9 | devices -- may also interface with the process control 91 A. 49, okay.
10 | system 100 as a process variable that is able to be 10 Yep, I'm here, there.
11| completely monitored and configured from a graphic 11| Q. Sointhisparagraph you state that the
12| display of an operator workstation, without I T personal 12|"cyber security risk management firm 305 is a perpetual
13|intervention." 13| service that proactively supplies the UTM S-configured
14 Do you see that? 14 firewalls with updated rulesets to meet the latest
15|  A. Yeah. 15| security threats, threat patterns, and control system
16| Q. What isyour understanding of that passage? 16 | vulnerabilities found to exist within the network."
171 A. Again, it talks about the -- that one he -- 17 Do you see that?
18 | he istalking about the operators having the ability to 18 A. Yes
19| do things, so without -- and he talks about operators 19| Q. Soit'syour understanding that cyber risk
20|versus I T people. So he'stalking about that the -- 20 | management firm 305 is a service that correctively
21 | may interface with the process control system and then 21 | provides the UTM S-configured devises with updated
22 | have agraphical display for the operator without 22 |rulesets; isthat correct?
23 |having an | -- quote, IT person on the -- on the 23| A. Yes.
24 |factory floor. 24| Q. Wheredoesyour understanding of cyber risk
25| Q. Sowhat isthe distinction between an 25

management firm 305 come from?
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Dr. Doug Jacobson 12 (36 - 39)
10/2/2023
N Page 36 ) Page 38
1 MR. DETRIXHE: Objection, form. 1| have a staff infrastructure -- you have a staff to
2| A. | would haveto go back in the exact 2| manage the infrastructure, typically these firms will
3|paragraphsin Law. Law discusses 305 in acouple 3| also have staff that understand, you know, something
4|places, in particular reference to Figure 3, so | 4| about the 315s and understand, you know, issues about
5| could -- you want me to try to find those in Law? S |threats, et cetera. And so you're going to have some
6|BY MS. FULLER: 6 | security type personnd in the 305 and then, of course,
7| Q. Oh, soyour understanding comes from Law, | 7|that'sal. You know, | mean, I'm going to completely
8| specifically Figure 3? 8 |ignore everybody else that you need to run a business,
9 A. Wadll, Figure3isand his discussion around 9| but from a computing standpoint, that's at least off
10|Figure 3, so Figure 3isa-- agood visua of showing |10 |the top of my head what | would put into a 305.
11 firm 305, and its better action with the 315s. 11|BY MS. FULLER:
12| Q. Whenyousay in Paragraph 49 isaperpetua  |12| Q. Canweturnto Paragraph 94 of Law. And let
13| service, what is your understanding of a"perpetual | 13| me know when you get there. I'll turn to that as well.
14| service"? 141 A. Allright, I'mthere.
15 MR. DETRIXHE: Objection, form. 15| Q. Do you seewhereit describes a network
16| A. My understanding isthat that is-- perpetual |16 |access device in that paragraph?
17 |meansit's always there and so it issomething that's  |17| A. Atthe very beginning, yes.
18 | available 24/7 to provide that information. 18| Q. Whatisyour stand -- understanding of Law's
19|BY MS. FULLER: 19 | network access device 149?
201 Q. Andwhatisinvolvedin providing or carrying |20  A. Somewhat generic about -- it's adevice that
21| out that service by firm 305? 21| defines -- that serves possibly several different
22 MR. DETRIXHE: Objection, form. 22| functions, and he has several -- some figures and
23| A. Canyou clarify that alittle more? Pretty 23 | numbersthat kind of talk alittle bit about that.
24| broad. 24 But it's adevice that can be used to -- you
25 25 | know, talks about bypass functionality, it talks about
Page 37 . . . o Page 39
1/|BY MS. FULLER: 1|inter connectivity functionality likeis shownin
2| Q. What -- when carrying out that service, like 2|Figure 3.
3 |what infrastructure, IT personnel components are 3 So thisis adevice that allows usto
4|involved in firm 3057 4 |interconnect in somewhat of a programic -- programmable
5 MR. DETRIXHE: Objection, form. 5 |way the physical networks.
6| A. | cangiveyoumy opinion of what -- what | 6 So -- and so he's pretty -- you know, he
7|think 2305 would look like. Law just identifiesit as 7|giveslots of different characteristics that are -- can
8|a 305, but it would be -- it would obviously havean IT | 8|be applied to different use cases.
9 infrastructure, 'cause it would need to receive data, 9] Q. Sowhenyou say itisadevicethat allowsto
10| receive rules and other -- other information from the 10 |interconnect in a programmable way the physical
111315s. Soit would have to have a place to store that 11| network, can you further elaborate on that?
12| information. 12| A. Yeah, | mean, the Law talks about these being
13 It would need then necessary processing power |13 |aconfigurable device and he shows them placed, you
141to work with the various -- the information that it got 14 | know, asyou can seein Figure 3, there'sawire on
15|from the 315sin order to process the rules and put 15| each side and so he talks about, you know, having
16 |them in a-- you know, duplications and et ceteraasit |16 |network connections, you know, the network access
17| needsto do, putting it in aformat that can be 17| device has, like | said, in Figure 3 hastwo
18 |ingested by the systemin Law, soit'sgoing to haveto |18 |connectionsin it, for example.
19| bethe, in essence, the post process -- well, the 19 And then depending on what it's going to do,
20 | processing in order to go out to beingested. It will 20 |like | said, it may -- he talks about, for example, it
21 | need storage for that. 21 | may run in a bypass mode which you sometimes do if you
22 Staff, you know, iswhat he can say but 22| need to do some system updates, it -- occasionally
23|you're going to need obviously the staff to make sure 23 |there's times in which you want to -- especially
24 |that the computers al through that -- you know, that 24 internaly, want to disable some of the segmentation so
25 25| that you can push an update. So hetalks-- he

the computers are running and they're up to date so you
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Dr. Doug Jacobson 13 (40 - 43)
10/2/2023
Page 40 Page 42
1|gives-- likel said, he'sidentified several 1|BY MS. FULLER:
2| characterigtics, but it'sa-- inits simplest form, 2| Q. Sohow does-- inyour opinion, how would the
3|it's adevice with two network interfaces that 3 | communication from adevice in Network 150A get to a
4 | connects, again, the two networks. | think he hasa 4| device in Network 150B using the network access device
5 | picture where he may have one that has three networks | 5|149?
6|onit. | would haveto go into more detail. 6| A. It'ddepend on the -- see -- very dependent
7 Q. So Figure -- let's reference Figure 5 for 7 | on the application the Law leads us up to how it's
8 |example of Law. 8 | being implemented. It could be a-- if welook at the
9 A. 5, hangon. 9|0OSl or even the TCP protocol layers, the lowest layer,
10| Q. It'sonPage6 of -- 10 |the physical network layer could be just that type of
111 A. Yep. 11| access which would not be aroute believe access.
12 Q. --theLaw document. 12| Everybody -- all devices would be in the same, speaking
13 A. Yep. 13| 1P would be al in the same | P subnet, and does not
141 Q. Soareyou there, Dr. Jacobson? 14 | preclude the fact that that device could also have --
15| A. Figure5, yes. 15| have a-- an I P stack and, therefore, be a routeable
16| Q. Socanyou explain how thisinterconnection 16 | device. Hejust -- heleaves that open to however
17| works between control system 105B and control system |17 |you're going to implement the 149s relative to what
18|105A7 18|you -- what you try to do.
19 MR. DETRIXHE: Objection, outside the 19| Q. SowhereLaw explainsthat Network 150A and
20 | scope of Dr. Jacobson's declarations. 20 Network 150B, these are separate networks, so when you
21| A. I'll try to answer. 21 | communicate from one device to the other separate
22 So -- and, again, I'm at Figure 5 and also 22| network device, how would this occur when they're
23|Figure 5's a picture out of Figure 3, subset out of 23| separate networks?
24|Figure 3. And sothat is, in my opinion, away to 24 MR. DETRIXHE: Objection, form.
25 | solve -- | keep going back to my factory floor example, |25 A. |-
Page 41 Page 43
1|if you'rein afactory floor, you're going to have, | 1 (Court reporter interrupted for
2 | think sometimes referred to as pods, you're going to 2| clarification.)
3 | have sectors of the floor that are responsible for 3 MR. DETRIXHE: Objection, form, lacks
4| manufacturing certain subcomponents and together those 4 |foundation.
5 | pods work to produce the widgets. 5 A. Ifwelook at, again, Figure 3 which -- which
6 And so there's interconnectivity between 6 | shows those two networks interconnected, again, Law
7 |those, those each of their own network, and so you need 7 |leaves that open, but that could be that, you know, the
8 |to interconnect them to manage ‘em and control the 8120 could directly talk to the 1 -- to the 150B, and
9| overall process. But you also have process control 9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

over the pod itself and so my interpretation of -- of
Figure 5 isthisidea of, you know, I'm connecting the
conveyor belt system to the painting system and the two
need to -- even though they operate, they need to be
able to communicate across each other.

BY MS. FULLER:

Q. Sodoes network access device 149 effectively
act asarouter to allow communication between the two
systems?

MR. DETRIXHE: Objection, form.

A. Law does not specify its -- what layer of the
protocol stack it operates on, so, you know, person --
you know, it would depend heavily on your use case for
149, whether it needs to route or whether it isjust a
simple transparent device that's -- transparent to the
routing layer that provides that inter connectivity.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

unfortunately he didn't label the 120s as separate
numbers, but the left-hand side 120 could just directly
talk to any of the devices on the other side as it --
you know, ‘cause they're on the same network, same
physical network from a protocol standpoint.

So it would -- yeah.
BY MS. FULLER:

Q. When you say they're on a same physica
network from a protocol standpoint, can you elaborate
on that meaning?

A. Yeah--yes, | can, sorry, yes. The--
from -- thisiswhere it gets confusing from a
network -- networking standpoint. If | -- when
sometimes when people say the same physical network,
they think about the same wire, same piece of copper,
same piece of fiber-optic cable, et cetera

When I'm talking -- herein this case when |
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Dr. Doug Jacobson 14 (44 - 47)
10/2/2023
Page 44 Page 46
1|talked about the same physical network, I'm referring 11 A. Law says"may be used to control access," sO
2|to, in the TCP/IP model, layer one which means, for 2| he hasthat as a -- as an option to control that
3| example, on the same ethernet, there's -- obviously on 3| access.
4| ethernet there's, you know, embedded in an ethernet 4/BY MS. FULLER:
5 [network there are switches and other devices. 5| Q. Andwhen thisoptionisused, canyou
6 So when | talk about the same network, I'm 6| explain, based on your understanding, how this
7 |referring to it from a physical network layer, not 7 | controlled access would be implemented?
8 | wires twisted together. 8 MR. DETRIXHE: Objection, outside the
9| Q. Solet'sfocuson the-- where Law describes 9| scope of Dr. Jacobson's declarations.
10| Network 150A -- or 150A and Network 150B as local 101 A. Implemented? How would --
11 | access networks, how does this communication takeplace |11|BY MS. FULLER:
12 | between those two different networks? 12 Q. InLaw.
13 MR. DETRIXHE: Objection, form. 13 A. How would | buildit, isthat what you're
141 A. Point mein Law where you're looking just so 14| asking?
15 || have the right context. 15 Q. Correct.
16 |BY MS. FULLER: 16 A. Soif | wanted to build a149C that | could
17| Q. Wadll, for instance, let's refer to Figure 3 17| decide who gets to talk between 150A and 150B; isthat
18| where they have Network 150A. 18 what you're asking?
191  A. Yep. 19| Q. Correct.
201 Q. Andthen Network 150B and then the network 201 A. | could do that with a network switch with
21 | access device 149C, so there'stwo plans. How does 21 |somefiltering intelligence. | could say -- you know,
22 | this communication take place between these two 22| again, depends on how the connectivity is done but, you
23 | separate LANS? 23| know, | would start with a-- with some type of a
24| A. They can -- they take place viathis network 24| switch. And then | could implement it with several
25 | access device, the 149C, and so that devicein Law's 25 | different possible technologies. Based off of physical
1|casg, as| said, he leaves that open asto how thatPiaége ® 1| network addresses, | can build rule -- you know, bulijla ° 4
2| physically implemented. But it could, you know, beas | 2|thingsinto aswitch that says a certain device cannot
3 |simple as a network switch, which would provide that 3 |talk using the hardware address with another device,
4| connectivity. 4 |that'sinherent in alot of switches.
5 Again he givesit properties of being able 5 So there is multiple ways you could build
6|to -- in some cases being able to -- to bypass and, you 6 |this, so | -- depending on the -- you know, if | knew
7|know, so he -- he has more intelligence in it than you 7 |what 150A and B looked like exactly, | could come up
8| might find in your office shell switch. 8 | with a better answer of how to build 149.
9| Q. Canl directyouto Paragraph 94 of Law where | 9| Q. If 150A and 150B are local area network
10|it states that device 149 "may be used by the operator |10 |accesses -- or network -- local area networks, how
11| or other authenticated personnel to control network 11|would that be implemented?
12| access between the site and the internet and asshown 12| A. Local areanetworks running ethernet?
13|in Figure 5 between sites." 13| Q. If wedo ethernet? If we do wireless?
141 A. Which paragraph, I'm sorry? 141 A. Waell, that's also ethernet, so...
15| Q. That's Paragraph 94 of Law. 15 Again, without seeing the exact, you know
16 MR. DETRIXHE: Objection outside the 16 | without having exact configuration, again, | would
17| scope of Dr. Jacobson's declarations. 17 |implement that if | -- if A and B are both ethernet
18 A. Okay, | found 94, yes. 18 | networks, | would start with a-- with a device that
19|BY MS. FULLER: 19 | does ethernet switching. And since A and B are both
20| Q. Sobased on this passage, would an operator 20 | ethernet networks, the switches -- a switch can be
21| of Network 158 use a network access device 149 to 21| programmed to a not-allows device to communicate across
22| decide whether devicesin Network 158 have accessto |22 |it. You know, that's a more sophisticated switch.
23| devicesin Network 150B to communicate with? 23 And, again, if I'm building this as a vendor,
24 MR. DETRIXHE: Objection, outside the 2411'm going to have the ability to put in additional
25 25| functionality into that switch. | probably couldn't do

scope of Dr. Jacobson's declarations.
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Dr. Doug Jacobson 15 (48 - 51)
10/2/2023
Page 48 Page 50
1]it by just taking a switch | bought at Best Buy and 1| Q. So,for example, read over to Figure 4 where
2| putting it in there, but if you're going to let me 2| we have the network access device 149 and it's going --
3| design something, then, yes, | could design it asa 3 | communication's going from the internet to the control
4| switch. 4| system from public to private. That's where the use
5| Q. Doeseach LAN 150A and 150B have apool of | 5|casewould -- would come into play; isthat correct?
6 | private | P addresses assigned to the respective 6 MR. DETRIXHE: Objection, form. Outside
7 |devices? 7 |the scope of Dr. Jacobson's declarations.
8 MR. DETRIXHE: Objection, form. 8| A. Wadl, inreferenceto Figure 4, the -- the
9] A. That would beavalid assumption for those 9|industry standard place to put network address
10| devices that spoke IP. They would need -- they would |10 |trandlation isin the firewall. That -- that sort of
11| need an IP address which would be a private |P address. |11 |comeswith -- | won't say free -- but that -- that is
12\1BY MS. FULLER: 12| the place in where we see network address transl ation
13 Q. And which device would be responsible for 13|take place, so we would bein 146, not in 149.
14 allocating the network addresses in the LANS? 141 Q. Dr. Jacobson, can we turn to Paragraph 64 of
151 A. I'mnot sure Law specifies who -- who does 15|your '266 declaration.
16 |that, so | can only spec -- you know, again, wego back |16| A. '266?
17|to how would | build it versus Law doesn't describe. 17\ Q. '266, Paragraph 64.
18| Q. Would the next work access device, 149, act 18| A. Hang on, should have printed them on
19| as a network address translation when communicating |19 |different colored paper.
20| between the two LANS? 20| Q. I had onedepowherel had four IPR
21 MR. DETRIXHE: Objection, form. 21 | proceedings that we were doing at the same time. That
221 A. Doesnot haveto. Again, Law leavesit 22| was -- that was alot of numbers.
23|fairly open to what that device looks like, so if we're 23| A. Oh, okay. 64 of --
24| connecting to -- as our previous example, two ethernets (24| Q. Yep.
25 | together, then no network addresstrandlation wouldbe |25  A. --'266.
Page 49 Page 51
1\ needed. 1| Q. Yep, correct.
2|BY MS. FULLER: 2| A. Allright, found it.
3| Q. Whenwould anetwork addresstrandationbe | 3| Q. Allright. Sointhat paragraph you state, a
4| needed? 4 |"network access device, 149C, may optionally be
5/ A. Ah-- 5| provided to join LANs 150A and 150B together into a
6 (Court reporter interrupted for 6|single Network 150."
7| clarification.) 7 Do you see that?
8 MR. DETRIXHE: Objection, asked and 8| A. Yep. Yes, | do.
9| answered. 9| Q. How didyou -- how did you form your opinion,
101 A. Solet me answer that differently. 10|and what evidence and rationale was the basis for your
11 So when would it be needed in -- in -- 11 |opinion on that?
12 | specific to this case? Or just in when you need 12| A. Soit camefrom Law, both Figure 3in Law and
13| network address trandlation? 13| Paragraph 51 that talks about a process connection
14/BY MS. FULLER: 14 | between A and B. Also Paragraph 55 referring to 150 as
15 Q. Inthiscasewherethere'stwo LAN networks. |15|asingle network. So Law talks about 150 and then
16| A. Theresnot areally good use caseto put 16 |talks about A and B.
17 |network addresstrandation in a-- if all the networks |{17| Q. Soin Paragraph 55 and in Paragraph 51 forms
18 | are private, so that's what I'm struggling with 18|the basis of your opinion in your '266 declaration; is
19]'cause -- a network address trandlator is adevice 19|that correct?
20 |that -- it's use caseistra-- is public internet on 201 A. Thoseare-- yeah, those are the references
21|one side, private internet on the other, and the--in |21 |in Law that help form that opinion, yes.
22| atypical implementation inside of Law, inside of any |22| Q. Dr. Jacobson, do you have an understanding of
23 |type of these networksisthat everything inthereis |23 |what an inter network is?
24| private, so there's no need to network address 24 (Court reporter interrupted for
25 |trandlate if you have only private addresses. 25| clarification.)
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Dr. Doug Jacobson 16 (52 - 55)
10/2/2023
Page 52 Page 54
1| Q. Inter network. 1| correct understanding of an inter network?
2| A. Lotsof termsfor that. | have an 2 MR. DETRIXHE: Objection, form.
3 |understanding, we have -- I'm not sure that's a -- 3| A. Yeah, | mean, just the -- now you're getting
4 |that's a construct that's been agreed upon, so -- but | 4linto -- that could be, yeah, okay. That is-- that'sa
5 |do have what | consider my understanding of ainter 5 |characteristic. They do not have to be dissimilar and
6 | versus -- yeah, intranet. 6|50 -- so if we are trying to hook dissimilar networks,
7| Q. Andwhat isyour understanding of an inter 7 | again depends on how we're trying to do it but that
8| network? 8| could be aterm that would -- dissimilar networks would
9 MR. DETRIXHE: Objection to form, 9|fall under, but just the term itself doesn't imply
10| outside the scope of Dr. Jacobson's declaration. 10| dissimilar networks.
111 A. Yeah, thetermsinter and intra are pretty 11|BY MS. FULLER:
12| close to being interchangeable. It'sreally -- in my 121 Q. So, for instance, we're connecting a WAN with
13| opinion, it really islooking at -- you have these -- 13|laLAN. That would be ainter network?
141you have the networks they're under -- that you have, 141 A. | wouldn't put those together. That'sjust a
15|and so aninter network isjust talking about how these |15 |single device that would connect aLAN to aWAN, so
16| things are -- you know, if you look at networks that 16| that's not really a network.
17| need to be connected together, but they're all yours, 17| Q. Canweturnto Paragraph 83 of Law,
18| s0 then you talk about the connectivity between those |18 Dr. Jacobson.
19| as being this -- thisinter network, isat least a 191 A. Okay, | foundit.
20| definition | would giveit. It'snot aterm werealy 20| Q. Allright, I'm going to give you a minute or
21 |use too much. 21 |two just to -- to read that paragraph and let me know
22|BY MS. FULLER: 22| when you've compl eted that read-through.
23| Q. Soanetwork that needsto be connected 23| A. Yousaid 83, right?
24 1together but they're al yours, what do you mean by 241 Q. Pardon?
25 |that? 25| A. Yousaid 83, right?
Page 53 Page 55
11 A. They're under the same organization, same 1| Q. Correct.
2| management, you know. It -- they're -- you know, the 2| A. Okay,that's...
3 |internet connects -- join networks together and so the 3| Q. | am, maybeit might be my speaker, but |
4 |whole goal of theinternet itself isto connect 4 |just was having alittle bit of trouble. Cameina
5 [networkstogether. And an inter -- intra-- intrais 5 little muffled.
6|a-- doesn't imply -- so maybe that's my way of looking | 6 (Discussion off the record.)
7|atit. Internet impliesthat we are using IP asthe 7| Q. Didyou get achanceto read through that
8 |glueto put all thistogether. My view of aintra-- 8 | paragraph?
9|no -- what you asked about is that does not imply that 9] A. Yes |did.
10 |we have to use IP to interconnect the networks. So 10| Q. Okay. Andwhat isyour understanding of --
11| other methods can be used to interconnect networks 11| of that paragraph? What isit directed to?
12 |together and that gets back to this-- when | said all 12 MR. DETRIXHE: Objection, form.
13| under the same, quote, ownership, ‘cause | don't need 13 A. Heé's-- | mean, he's discussing some of the
14]internet to talk back and forth. So maybe that's a 14 | graphical interfaces, some of the visual
15| better way to look at it, is contrasting it to the fact 15| representations that would -- could be used in his
16| that internet means | need an IP protocol to go across |16 | system. So starts out by talking about a, you know,
17 |theinternet. 17 | process control system. We typically draw the process
18| Q. Sothenintranet work, basicaly, your 18| that we're controlling, so you'll have pictures of
19 |understanding, wouldn't need an IP protocol ? 19 | conveyor belts and painting systems and pumps and so on
20| A. Not necessarily. Tomethat'sa--it'sa 20 |and so he's talking about the fact that we're going to
21|generic term that we're using as away to say we're 21| have agraphical system that will be the configuration
22| connecting things together. Likel said, it'snot a 22| of the -- again we'll go back to factory --
23| very commonly used term. 23| configuration of my factory.
24| Q. Isadefinition of ainter network as a set 24 And then he goes on and talks about there may
25| of computer networks that may be dissimilar; isthata |25 |be, you know, characteristics about each of the -- each
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Dr. Doug Jacobson 17 (56 - 59)
10/2/2023
Page 56 Page 58
1| of the elements that are represented by this graphical 1|to skim over it.
2|use of interface and that is then displayed to the user 2| A. Okay.
3| of thisgraphical interface. So you got a picture of 3| Q. Youstatethat "Law expressly recognizes
4 |the factory, you have the various objects, devices, and 4| prior art techniques for creating firewall rules by
5 [then there's visual representation of the current 5 |automatically locating devices and generating rules by
6 | characteristics of those objects, those devices. 6 | passively analyzing traffic on the network."
7| Q. Whereit says UTMS-configured elements, what | 7 Were you relying on Law's Paragraph 21 for
8 |isyour understanding of the UTM S-configured elements| 8|your opinion?
9lin Law? 9] A. That'saspecific example where he called out
101 A. Sobasically al -- any of the -- any of the 10|aprior art.
11| devices, systems that can be managed, controlled, run |11 Q. So that example formed your opinionin
12| gver the network, so basically in Figure 3 pretty much |12 | Paragraph 89?
13| everything has alinetoit. 13| A. That isone of the piecesthat, yes, | used
141 Q. And arethose devices, are they managed or 141to craft my opinion.
15| controlled by the operator workstations of the process  |15| Q. Did you look at the specific reference that
16| control system? 16 |iscalled out in Paragraph 21?
17 MR. DETRIXHE: Objection, form. 171 A. | don'trecal looking at that particular
18| A. Soof the-- so some of the devices would be 18 | reference.
19| managed directly by the operator control station, but 19| Q. Soisitafair statement then that this
20 | not necessarily all the devices would be directly 20 | Paragraph 89 where you stated that "Law expressly
21 | controlled. 21 |recognizes prior art techniques', the prior art
22| Q. Sothisparagraph--isit acorrect 22 |techniques -- you only looked at Paragraph 21 for these
23| understanding that this Paragraph 83 is directed tothe |23 |prior art techniques?
24 | process control system of Law? 241 A. Yeah, | don't recall looking at that
25 MR. DETRIXHE: Objection, form. 25 | particular...
Page 57 Page 59
1| A. It'sanything that you -- that isin Figure 1 Q. So correct statement isthat you did not
2|3, so anything of importance, so it can be any of the 2| analyze these prior art techniques, the documents
3|IT systems, databases, process, you know, control 3 |themselves, in light of firm 305 in its use?
4| devices, you know, basically anything that the user of 4 MR. DETRIXHE: Objection, form.
5 [that particular interface needs to worry about. So it 5|BY MS. FULLER:
6 [is not just process -- not necessarily just process 6| A. Thebest of my recollection, | did not ook
7 [control devices, but any -- any device that -- anything 7 |at that particular patent.
8in that network that is of critical -- well, critical, 8| Q. Canweturnto Paragraph 94 of your ‘266
9 |that -- that particular user needsto -- needsin order 9 |declaration?
10 |for their particular function to carry out. Soiit's 100 A, 947
11|not just limited to... 11| Q. Yes AndI'll let you skimit.
12|BY MS. FULLER: 12 A. Okay.
13| Q. Anddo thegraphica display elements allow 13| Q. And let me know when you've completed your
14 |the particular user to carry out those functions of 14| skim-through.
15| what they need to carry out? 151 A. Okay.
16 MR. DETRIXHE: Objection, form. 16| Q. Okay. So based on your opinion, are these
17| A. Yeah, theuser interface, its purposeisto 17| sources, 315, are they servicesthat provide rapid
18 |allow a user to perform whatever function they need to 18 | updates to rulesets to help its subscribers, help their
19 | perform, so -- and Law, again, doesn't specify what 19| customer stay protected against merging and --
20|that is, but... 20 (Court reporter interrupted for
211 Q. Dr. Jacobson, can we turn to Paragraph 89 of 21| clarification.)
22|your '266 declaration. Let me know when you get there? (22| Q. Changing network threats.
23|  A. Yep, I'mthere. 23| A. Yesah, you asked if the 315s did that.
24|BY MS. FULLER: 24| Q. Correct.
25| Q. Allright. Fedl freeto take a second or two 25| A. Yes
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Dr. Doug Jacobson 18 (60 - 63)
10/2/2023
Page 60 Page 62

11 Q. Would the subscriber be cyber risk management 1|system?

2[firm 305? 2| A, Yes

3| A. That would be the reference to Figure 3, 3 Q. Canweturnto Paragraph 87 of your '474

4 |that's how Law hasthat is that the services 305 4 | declaration now.

5 | subscribes to the 315s and then aggregates. 5| A. Whichone?

6| Q. And then the customers, would that be the 6| Q. 87 of your '474 declaration.

7 | process control system? 7| A. Okay. Hangon. Okay.

8| A. Thecustomersfor -- so... 8| Q. Allright, sointhat paragraph you state,

9| Q. Inthehelp the customer stay protected. 9|"some sources 315 may be more trustworthy or reliable
10| A. Oh, sothe process -- the systemin Law will 10| than others, and, therefore, it would have been obvious
11| get its data from 305 which is getting its data from 11|to communicate that information to a user, such as by
12|the 315s. 12| adding a column to the rule Table 1300 shown in
13 Q. So they would be the customer in the -- this 13| Figure 13, to indicate, for each rule, the sources that
14| scenario? 141315 upon which the rule is based.”
15 MR. DETRIXHE: Objection, form. 15 Do you see that statement?
16| A. Law's-- whoever implements Law is a customer 16| A. Yes
17| of 305. 17| Q. Soisthis-- soyour analysisin this
18| Q. Sowould firm 305 be a subscriber that 18 | paragraph isit focused on the modification of Law's
19 | receives from sources 315, the threat data with subset 19 rule Table 1300; isthat a correct statement?
20| 305 uses thisinformation to provide updated rulesets 20 MR. DETRIXHE: Objection, form.
21 |to its customers? 21| A. Statethat again.
22| A. 305would ingest the data from the 315s, so 22|BY MS. FULLER:
23|an embodiment that Law showsisthat, yesh, youwantto (23| Q. Soyour analysisin this paragraph isfocused
24 | call them subscribers depends on how the 315s provide 24| on the modification to Law's ruleset Table 1300; is
25 |their data, whether it costs money or not. 25 |that correct?

Page 61 Page 63

11 Q. Sowhenyou say "how they provide their data, 1 MR. DETRIXHE: Objection, form.

2| whether it costs money or not," what doyou meanby -- | 2| A. My interpretation of 13 -- of the -- of

3| by that? 3 |Figure 13?

41 A. Certain -- certain of these 315s will provide 4] Q. Soyour interpretation of Figure 13 is based

S |their threat, whatever data they're providing they'll 5|on modifying Law's ruleset table, correct?

6 |provide it without cost. Subscription implies money, 6 MR. DETRIXHE: Objection, form.

7|s0... 7| A. MaybeI'm not understanding the question.

8| Q. Sothesubscriber could theoretically have to 8|BY MS. FULLER:

9| pay for the subscription or get it free, isthat what 9| Q. Wouldyou like meto restate it again?
10|you're stating? 10  A. Yeah
11} A. Yeah, the-- right, there's-- you know, 11| Q. Orrephraseit. | canrephraseit.
12| 'cause some of the 315s are obviously listed as 12) A. Yes. Yeah, I'mnot -- it's not registering.
13| companies, so... 13| Q. SoinParagraph 87 you state it would have
141 Q. Sointhe scenario where the sources provide 14| been obvious to communicate that information to a user
15| rapid updates to rulesets to help its subscriber, the 15| such as by adding a column to the rule Table 1300 shown
16 | subscriber would be, for example, firm 305? 16|in Figure 13?
17 MR. DETRIXHE: Objection, form. 171 A. Okay, yes.
18| A. The--right, the interaction between 315 and 18| Q. Soisthisanaysisthen based on modifying
19305, they would have some type of an -- of a 19| Law's ruleset table?
20 | subscription agreement and then 305 would -- would -- {20  A. Okay, now | see what you're asking, sorry.
21 |or I'm sorry, whoever implements Law would then 21 |Well, | would say Law, that Column 1312, which isthe
22 | subscribe to a service from 305. 22 | description column, that's a column that can be used to
23|BY MS. FULLER: 23| describe therule, get text, it'stext to describe the
24| Q. Andthen 305 isthe service and then that 24 |rule.
25 25 So a person skilled of art would have

provides the information to Law's process control
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Dr. Doug Jacobson 19 (64 - 67)
10/2/2023
Page 64 Page 66
1|understood that they -- under the description field, so 1|threat data can come correctly from the 315s or it can
2|you could -- could use that. 2| come from the 305.
3| Q. Didyour analysisfactor at all -- factor in 3|BY MS. FULLER:
4|at al the firm 305? 41 Q. Andwhereit goes directly from the 315s,
5 MR. DETRIXHE: Objection, form. 5 |Law's process control system would be aggregating the
6| A. Iguessldon'tknow what you mean by -- | 6 |information and updating its rulesets?
7 |don't quite understand the question. 7| A. If thedatacame from the 315, then that data
8|BY MS. FULLER: 8 |would be ingested by the -- by the firewalls and used
9] Q. Icanrephrase. 9|to update their rulesets.
101 A. Thank you. 10/ Q. And under this scenario, Law itself doesn't
11} Q. Sointhisparagraph, did you consider firm 11| contemplate having aruleset column with an indication
121305? 12| of athief; isthat correct?
13 A. Yeah, inmy analysis, | considered 305 ‘cause 13 MR. DETRIXHE: Objection, form.
14|that's part of the process. 141 A. Again, | -- | go back to the Figure 13 where
151 Q. Andwhere specificaly in Paragraph 87 or any | 15|Law contemplates or outlines a description of the rules
16 | paragraph was this specifically considered? 16| and so given, you know, that their rules are going
17 MR. DETRIXHE: Objection, form. 17|to -- and Law talks about the fact that there's some
18| A. Itwasconsidered my -- when | -- it'snot -- 18 | spurces that are more reliable, better than others,
19| well, this here is not inconsistent with having 305 in 19 |then it makes sense that there would be some way to
20|the picture. So 305 -- | guess| didn't explicitly 20| indicate where that rule came from.
21 |write out 305. 'Cause the data ultimately isa-- is 21|BY MS. FULLER:
22| attributabl e to the 315s. 22| Q. WheredoesLaw specifically he talk about
23|BY MS. FULLER: 23|that some sources are more reliable or better than
241 Q. Soyour analysis does not explicitly write 24| others? Can you point me to a specific passage?
25| out or consider 305? 25| A. Yeah, it'sgoing to take me afew minutesto
Page 65 Page 67
1 MR. DETRIXHE: Objection, form. 1\ remember where | read that.
2| A. Thefact! didn't list it doesn't mean that 2| Q. Takeyour time.
3|305isn't -- that | wrote it out of the picture. The 3| A. Inreading 88, 89, some of 90, Law talks
4|315s are the true source of the data and 305 provides 4| about characteristics of rules, priorities rules based
5|that service, so the discussion here is around where 5|on risk, danger, so Law outlines that these rules have
6|did that data come from, that data came from the 315s. | 6|different characteristics. Let's see...
7|BY MS. FULLER: 7 To meit's reading those so it's hard to pull
8| Q. Socanwego to Paragraph 92 of Law, | 8|out asingle, but Law clearly talks about there's
9| believe. Let me know when you get there. 9| different characteristics that we get.
10/ A. Yep, I'mthere. Yep. 10| Q. But nowhere doesit talk about the fact that
11} Q. Allright, would you like a second just to 11 |some sources that are more reliable are better than
12|skimit over? 12| others; isthat correct?
13| A. Okay. 13 MR. DETRIXHE: Objection, form.
141 Q. Okay. Soin thisparagraph, does the threat 141 A. | can't say ahundred percent that that's not
15 |data from 315 go directly to the process control system |15|in there, 'cause | did not -- as I'm sitting here, |
16 |and bypass firm 305? 16 |have arecollection of it but | also have not sat down
17 MR. DETRIXHE: Objection, form. 17]and we're sitting here reading through the whole...
18| A. Hesdiscussing an alter embodiment may also |18 |BY MS. FULLER:
19 be configured from 305 or from 315. So he'sproviding |19| Q. And | will not force you to do that exercise.
20| two embodiments. 20 So we have been going on the record for a
21| Q. Soisthat ayesthen, he's providing an 21|little over an hour and 10 minutes. Let'stakea
22| embodiment where the threat data goes directly to 22|10-minute break. Off the record.
23| process control system? 23 (At 11:49 am. - Recess was taken.)
24 MR. DETRIXHE: Objection, form. 24
25| A. Heisindicating that that -- yes, that the 25
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Dr. Doug Jacobson 20 (68 - 71)
10/2/2023
Page 68 Page 70
1 (At 12:02 p.m., with all parties present as 1|BY MS. FULLER:
2| before, the following proceedings were had, to-wit:) 2| Q. --doingthat?
3|BY MS. FULLER: 3] A. Sohell -- hell take a-- let's seefind
4| Q. Dr. Jacobson, can | have you look at Exhibit 4 | the picture where he does that, one second.
5|1009. It's marked as Exhibit 1009 already, in the '474 5 Well, he -- yeah, he describesiit starting --
6|1PR. 6 |oh, what he has is Paragraph C of Page 307 and then he
7 (Exhibit No. 1009 previously marked in prior 7 | goes through, talks about how he gets the data, then he
8| deposition.) 8 | continues on Page 308 talking about some of the common
9] A. Andwhich-- what? 9 | characteristics he would be looking for as he's looking
10| Q. Golnabi, that's how you pronounce it? 10 {to mergerules.
111 A. Oh, thank you. | don't have 'em by -- 11 And on 309 he actually gives some pseudo code
121 Golnabi. And let mefind -- 10087 12|to look at how he would do -- think that's a pseudo
13| Q. I believeit'smarked as 1009. If you don't 13| code for that, let me reread that.
14 haveit, | can upload it too. 14 So, yeah, likein 309 he talks -- second
151  A. ThisisAnalysisof firewall Policy Rules 15| paragraph he talks about, you know, taking rules. For
16| Using Data Mining Techniques? 16 | example, these, you know, taking | P addresses and
171 Q. Correct. 17| aggregating them together and so that, you know, he
18| A. Okay, al right. Yes. Yep, | haveit. 18| saysitinalot of words.
19| Q. Perfect. 19| Q. SodoesGolnabi look to original firewall
20 Roughly how much time did you spend reviewing |20 |rulesto create firewall policy datalog --
21| Golnabi reference? 21 MR. DETRIXHE: Objection.
22| A. |don't know, several -- severa hours. It's 22| Q. --isthat part of the process?
23| not arealy long reference. 23| A. Hehasasection -- you know, again his
241 Q. Andthisisinthe process of writing your 24 | paper's broader, but so he has a part where he talks
25'474 declaration you spent time reviewing Golnabi, 25 | about where the rules could have come from, and then
Page 69 Page 71
1| correct? 1talks about how for efficiency, et cetera, we neeg to
2| A. Yes Yes 2| put the rules together and so where he got the rules
3| Q. Canyou turnto Paragraph 80 of your '474 3lisn't realy relevant, it'sthe fact that heis
4| declaration. Let me know when you get there. 4|teaching the fact that we need to aggregate these rules
5| A. 80? 5|together and sort of end up with amore efficient set
6| Q. Correct. 6| of rules.
7| A. Allright, I'mthere. 7| Q. Butwherethe-- aretheseoriginal rules
8| Q. Allright. Soin this paragraph you state 8|that are used to create firewall policy datalogs, |
9|that, "Golnabi teaches merging a plurality of rules 9| guess that -- that's my question?
10| using an aggregation algorithm to generate aminimum |10 MR. DETRIXHE: Objection, form.
11 number of firewall policy rulesfor efficiency, and 111 A. Canyou repesat that again. | -- I'm still
12| that these rules are then aggregated by combining to 12 \having a--
13| get one generalized rule.” 13|BY MS. FULLER:
14 Do you see that? 141 Q. Yeah
151  A. Yep. 15 So are original firewall policy rulesused to
16| Q. Can you take me through this processin 16 | create policy firewall policy log data that's used to
17| Golnabi to what your understanding of the processis? |17 | mine attributes, such as | P addresses.
18 MR. DETRIXHE: Objection, form. 18 MR. DETRIXHE: Objection, form.
19| A. You'relooking at the algorithm. | don't 191  A. So, again, he sort of has -- he talks about
20 | understand what you mean by -- 20|a -- doing data mining, which really isn't pertinent to
21|BY MS. FULLER: 21 |what we're talking about, and then he goes on to talk
22| Q. Specificaly the process where the rules are 22| about: Now | haverulesthat |'ve gotten and now |
23| aggregated by combining to get one generalized rule, 23| need to process those rules and either doing a
24 |what is your understanding of Golnabi's process -- 24 | combination splitting, you know, some sort of
25 25

MR. DETRIXHE: Objection, form.

correlated rules or else it talks about reordering nine
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Dr. Doug Jacobson 21 (72-75)
10/2/2023
. Page 72 Page 74
1|rulesfor efficiency, so -- so he really has two pieces 1 MS. FULLER: Okay. Dr. Jacobson, | have
2|to hiswork and the part that's relevant to my analysis 2| no further questions.
3|isthe part where he discusses, "and now | got all 3 THE WITNESS: Oh, okay.
4 |these rules, what can we do with ‘em.” 4 MR. DETRIXHE: All right, | just had a
5| Q. Sotherulethat he's gotten -- 5|few for redirect.
6 (Court reporter interrupted for 6 | can go ahead and start if you're
7| clarification.) 7|really, Counsel?
8| Q. Sotherulesthat he's gotten, are these 8 MS. FULLER: Can we go off record for
9| primitive rules that are then aggregated or combined 9| five minutes?
10 |together? 10 MR. DETRIXHE: Sure.
1 MR. DETRIXHE: Objection, form. 11 (At 12:14 p.m. - Recess was taken.)
121 A. What are you defining as a primitive rule? 12
13|BY MS. FULLER: 13
141 Q. The-- when you say he goes on to talk about, 14
15]1"now | haverulesthat |'ve gotten and now | need to 15
16| process those rules,” that's the rules that I'm -- I'm 16
17| referring to. 17
18| A. Okay, I'm not sure | would use primitive, but 18
19| he -- he talks about a method to process a set of rules 19
20| so that you can combine them, potentially split them or |20
21 |reorder them. So -- so he's talking about being able 21
22|to manipulate a ruleset. 22
23| Q. Based on mining firewall policy datalogs; is 23
24 that correct? 24
25| A. That'sthefirst part of his-- again, did 25
. . Page 73 . Page 75
1|not rely on that piece, relied on the -- you know, we 1 (At 12:18 p.m., with all parties present as
2| now have rules and he teaches methods to correlatethe | 2| before, the following proceedings were had, to-wit:)
3 [rulestogether so that's the part that -- that is of 3 CROSS-EXAMINATION
4 |interest in his paper. 4|BY MR. DETRIXHE:
5| Q. And can-- when you say "he teaches methods 5 Q. Okay, Dr. Jacobson, | just had afew quick
6|to correlate the rules together," what specificaly is 6 | questions for you. | would like to direct your
7 |amethod for his correlation? 7 | attention to Paragraph 92 of Law. Pleaselet me know
8 MR. DETRIXHE: Objection, form. 8 |when you're there.
9] A. Again, asl said earlier, he talks about ways 9] A. Yep
10|to combine rules, split rules and so when you're 10| Q. And specificaly | would like to focus your
11| combining, you're taking things that can be put 11| attention on the last couple sentences or so. I'll go
12| together so you're finding those things that can beput |12 |ahead and read them.
13|together and you're putting them together, sothatisa |13 "The sources 315 may create the threat data
14| correlating type of function. 141310 by monitoring, defining and analyzing potential and
15 Q. So, for instance, he'slooking at the IP 15 | known threats to the security of the process control
16 | address? 16 | network's 150. For example, data from the
17\ A. That would be a-- yeah, that would be one of 17 |Vulnerability Research Service, VRS, of Assurent Secure
18|the -- of the factors that can be used to determine if 18| Technologies, the Computer Emergency Response Team,
19 rules ought to be combined. 19| CERT, of Carnegie Mellon University, Secunia, end user
20| Q. And then based on that attribute, then he's 20 | research and monitoring and data from Achilles
21 | combining the ruleset, correct? 21| certified product users, to name but a few of the
22| A. That and an additional attributes soit's 22| sources for firewall ruleset data, may be aggregated."
23| not -- that isn't the only attribute, but that would 23 Do you see that?
24| be -- that would be an attribute that you would use to 241 A. Yes
25| combine. 25| Q. Isityour understanding that this portion of
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Page 76 Page 78
1| Paragraph 92 is providing examples of the source 315s? | 1 So there -- aperson in the skill of the art
2l A. Yes. 2 |would understand that some sources would be more
3 Q. 1 would liketo direct your attention to 3|reliable and in part due to how they get their
4 |Figure 3. 4 |information and how reliable that information might be.
5 A. Yes 5|You know, adata source that came from a -- you know,
6 Q. And you see where -- the bubbles for the 315s 6 |the FBI or, you know, back in that time would have been
7 |here? 7 |the FBI, or National Security Agency would have a
8 A. Yes, 315 bubbles, yes. 8| higher level of, | hate to use the word trust, but a
9] Q. Allright. How many bubbles do you see there 9 [higher level assurance that that datais valid than may
10| corresponding to the 315s? 10 | come from a source that is not -- doesn't have the
1] A. Six. 11 | resources that the federal government would have.
121 Q. Isthat more than the examples specifically 12 MR. DETRIXHE: All right, thanks. That
13|identified in Paragraph 92? 13| concludes my questions.
141 A. Yes. 14 MS. FULLER: Let's go off the record for
15 MS. FULLER: Objection, leading. 15| one minute.
16|BY MS. FULLER: 16 (At 12:24 p.m. - Recess was taken.)
171 Q. Sotherewas somediscussion earlier -- well, 17
18| before | get there, | just want to clarify that: Isit 18
19| your understanding that the examples of 315sin 19
20| Paragraph 92 aren't limiting and that there may be 20
21| others? 21
22 MS. FULLER: Objection, leading. 22
23| A. Yeah, the paragraph he's giving examples, he 23
24 | starts out by saying for example, datafrom, and then 24
25 |lists so he starts that paragraph by saying for 25
Page 77 Page 79
1|example. 1 (At 12:26 p.m., with all parties present as
2|BY MS. FULLER: 2| before, the following proceedings were had, to-wit:)
3| Q. Okay. Thank you. 3 MS. FULLER: | have no further
4 | understand there was some discussion 4|questions. No reading and signing.
5| earlier about whether Law explicitly stated that some 5 Orders:
6| of the sources 315 may be more trustworthy or reliable | 6 MS. FULLER: | believe our standing
7|than others. | would now like to focus your attention 7| order isrough transcript, final by October 11th.
8| on your understanding of how a person of skill in the 8 MR. DETRIXHE: That worksfor meas
9 |art would have viewed the trustworthiness or 9| well, with rough.
10| reliability of the sources 315, and so just wanted to 10 (12:30 p.m. - Adjournment.)
11| ask that question: Isit your opinion that a person of 1 Fok Kk kK Ak
12| ordinary skill in the art would have understood that 12
13| some sources 315 may be more trustworthy or reliable |13
14| than others? 14
15 MS. FULLER: Objection, leading. 15
16| A. Thedatathat you get from any of these types 16
17| of services are based on multiple factors and some of 17
18 which isjust the organization itself and it's 18
19| personnel and et cetera. 19
20 Some of the data may actually be specific, 20
21 |some of the data may come from vendors, some of the |21
22| data may be vetted by the government and so by itsvery 22
23| nature, these -- these organizations that provide 23
24 intelligence or provide rules, you know, may gather 24
25 25

from different places.
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1 CERTI FI CATE

2 STATE OF NEBRASKA )

3| COUNTY OF LANCASTER ) >

4 |, Christine M Sal erno, Registered Professiona
5 Reporter, General Notary Public within and for the

6 State of Nebraska, do hereby certify that the

7 foregoing testinony of DR DOUGLAS JACOBSON was taken
8 by me in shorthand and thereafter reduced to

9 typewiting by use of Conputer-Ai ded Transcription

10 and the eighty (80) pages contain a full, true and

11 correct transcription of all the testinony of said

12 W tness, to the best of ny ability.

13 That | amnot a kin or in any way associ at ed

14 with any of the parties to said cause of action, or
15 their counsel, and that | amnot interested in the

16 event thereof.

17 I N WTNESS WHERECF, | hereunto affix ny

18 signature and seal this 10th of OCTOBER, 2023.

19
20
21
22 Christine M Sal erno, RPR

CENERAL NOTARY PUBLI C
23 Regi st ered Prof essi onal Reporter
24 My Comm ssion Expires: COctober 02, 2023.
25
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