UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

KEYSIGHT TECHNOLOGIES, INC.,
Petitioner,

V.

CENTRIPETAL NETWORKS, INC,,
Patent Owner.

IPR2023-00445

Patent 10,785,266 B2

PETITIONER’S REPLY TO PATENT OWNER’S RESPONSE



L.

II.

Table of Contents

O AUCTION ..o e e e e e e e e e e e e e e e e e e s e aaaeeeaaeeeanaseannaseanns 1
ATGUITICNL . ...eiiiiiiiiieeeeiieee ettt e e e ettt e e e e tbeeeeeeataaeeeeesabaeeeeesssaseesansssseeeeanssseaeens 2

A. Law discloses or renders obvious “a packet security gateway, of a plurality
of packet security gateways that collectively provide an entire interface across a

boundary of a network protected by the packet security gateway and one or more
networks other than the network protected by the packet security gateway” [1.0],
[8.0], AN [15.0] cneieieieeieee ettt ettt et nas 2

B. Law discloses or renders obvious “a first set of packet filtering rules to be
applied to all network traffic traversing the boundary™ ...........ccccceeviiiniinnnnnne. 10

C. Law discloses or renders obvious “one or more first packet filtering rules
of the first set of packet filtering rules ... were automatically created or altered
by the security policy management SEIVET” .........ccccvveeereieeeniiieeeniieeeereeeesveee e 13

D. Law discloses or renders obvious “receiving, by the packet security
gateway and from a security policy management server external from the
network protected by the packet security gateway, a dynamic security policy
comprising a first set of packet filtering rules” ..........ccccoovieriiniiniiiiiiee, 19

1. The claimed “first set of packet filtering rules” is not limited to a first set
of rules in an initial dynamic security poliCy.......cccceevurievciieeenciieeeriiee e 20

2. Even under Patent Owner’s proposed construction, Law renders obvious
“receiving ... a first set of packet filtering rules”...........cccoeeveeriienciienieeninne, 22

TIL. COMNCIUSION. e e e e et e e e e e e e e e e e e e e e e e eeaas 24



PETITIONER’S EXHIBIT LIST

Exhibit No. Description

Ex. 1001 | U.S. Patent No. 10,785,266 (“’266 Patent”™)

Ex. 1002 | File History of U.S. Patent No. 10,785,266

Ex. 1003 | Declaration of Dr. Doug Jacobson In Support for Inter Partes
Review Petition for U.S. Pat. 10,785,266

Ex. 1004 | Curriculum Vitae of Dr. Doug Jacobson

Ex. 1005 | U.S. Patent Pub. 2011/0072506 (“Law”)

Ex. 1006 | U.S. Patent Publication No. 2007/0097976 (“Wood”)

Ex. 1007 | Declaration from Nathaniel E. Frank-White, attaching Feb. 2, 2007
Assurent website printout regarding its Vulnerability Research
Service (VRS), available at
https://web.archive.org/web/20070202094127/http:/www.assurent.c
om:80/index.php?id=58 (“Assurent VRS”)

Ex. 1008 | U.S. Patent Pub. 2009/0262741 (“Jungck”)

Ex. 1009 | Listing of claims of the 266 Patent

Ex. 1010 | Complaint filed in Centripetal Networks, Inc. v. Keysight
Technologies, Inc., Case No. 2:22-cv-00002

Ex. 1011 | Affidavit of service of complaint filed in Centripetal Networks, Inc.
v. Keysight Technologies, Inc., Case No. 2:22-cv-00002

Ex. 1012 | INTERIM PROCEDURE FOR DISCRETIONARY DENIALS IN
AIA POST-GRANT PROCEEDINGS WITH PARALLEL
DISTRICT COURT LITIGATION (June 21, 2022)

Ex. 1013 | European Patent Application 3 550 795 A1 (“the *795 patent™)

-11-




Exhibit No.

Description

Ex. 1014

Reply Declaration of Doug W. Jacobson, Ph.D.

Ex. 1015

Transcript of Jan. 12, 2024 Deposition of Dr. Michael Goodrich

iii-




I. INTRODUCTION

Petitioner submits this Reply to Patent Owner’s Response, Paper 17
(“Response”) in the inter partes review of U.S. Patent No. 10,785,266 B2 (“the 266
Patent). The Response consists of substantially the same arguments presented in
Patent Owner’s Preliminary Response, Paper 7 (“Preliminary Response” or
“POPR”), which the Board considered and rejected in its Decision Granting
Institution of Inter Partes Review. See Paper 10 (“Institution Decision” or “I.D.”).
Specifically, Patent Owner presents the same four arguments:

1) that Law does not disclose or render obvious “a plurality of packet security
gateways that collectively provide an entire interface across a boundary of a network
protected” [1.0], [8.0], and [15.0] in view of Patent Owner’s contention that a
POSITA would not have understood Law’s sub-networks 150a and 150b to have
been combinable as a single network 150 (Response at 17-27; POPR at 29-36);

2) that Law does not disclose or render obvious applying “a first set of filtering
rules” to “all network traversing the boundary” [1.1], [8.3], and [15.1] in view of
Patent Owner’s contention that the ruleset 147 applied by Law’s firewall 146a and
would have been different than the ruleset 147 applied by Law’s firewall 146b
(Response at 27-33; POPR at 36-38);

3) that Law does not disclose or render obvious “one or more first packet

filtering rules” that “were automatically created or altered by the security policy
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management server” [1.3], [8.5], [15.3], and [21.3] in view of the background of
Law disparaging “commercial off-the-shelf (COTS) firewall systems” that had the
“disadvantage[]” of “IT personnel [being] still required to update the ruleset when
new threats are discovered” (Response at 33-42; POPR at 45-51);

4) that Law does not disclose or render obvious “receiving ... a dynamic
security policy comprising a first set of packet filtering rules” [1.1], [8.3], [15.1],
and [21.1]in view of Patent Owner’s contention that Law does not disclose receiving
an initial ruleset and instead purportedly requires an operator to configure the initial
ruleset (Response at 42-53; POPR at 39-45).

The Board was correct in rejecting the arguments presented in the POPR, and,
for the reasons set forth in the Petition, the Institution Decision, and below, none of
the additional argument or evidence presented in the Response change that. As a
result, Petitioner respectfully requests that the Board find that Challenged Claims 1-
27 of the ’266 Patent are unpatentable on each of the grounds presented in the
Petition and should be canceled.

II. ARGUMENT

A. Law discloses or renders obvious “a packet security gateway, of a
plurality of packet security gateways that collectively provide an
entire interface across a boundary of a network protected by the
packet security gateway and one or more networks other than the
network protected by the packet security gateway” [1.0], [8.0],
and [15.0]



Patent Owner disputes that a POSITA would have understood that Law’s
sub-networks 150a and 150b may be joined as a single network protected by
firewalls 146a and 146b. Response at 18. For example, Patent Owner argues that
“Law never uses the term ‘network 150’ to refer to any combination of networks
150a and 150b” and instead “only uses that term when there is only one relevant
network and/or it is not necessary to distinguish between networks 150a and
150b.” Response at 18. In addition, Patent Owner argues that “[w]hen discussing
both process control networks, Law refers to ‘one or more process control
networks 150a, 150b,”” and “[w]hen it is not necessary to differentiate between the
two networks, Law refers to ‘a process control network 150.”” Response at 20-21.
Lastly, Patent Owner argues that network access device 149¢ supports Patent
Owner’s theory that sub-networks 150a and 150b may not be joined into a single
network. Response at 25 n. 4 (arguing that “network access device 149c is a
perimeter device that allows for communications between networks” and “appl[ies]
ruleset 151c.”).

The Institution Decision rejected this argument. 1.D. at 20 (“[W]e are
persuaded, by Petitioner, that one of ordinary skill in the art would have regarded
the paired LANSs of Law as viewable as a single network, when compared to the
Internet, and each firewall would provide protections to the single network.”). The

Board should continue to reject this argument.



As explained by the Petition, Fig. 3 of Law shows an embodiment in which
LANSs 150a and 150b are optionally joined together to form a single network
protected by perimeter UTMS firewalls 146a and 146b. Pet. at 17-23. For example,
Fig. 3 shows that network access device 149¢ may optionally be provided to join

LANs 150a and 150b together into a single network 150:



Netwark i
iAccess Device E_m iAccess Device) m\__1 51b

136 152 153 - I'I [[ilm 136 152 153

Fig. 3
Ex. 1005, Fig. 3; see also id., Fig. 1B (similarly illustrating network access device
149c¢ joining LANs 150a and 150b). Likewise, Law explains that network access

device 149c can be used to join LANs 150a and 150b, which are part of
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subsystems 105a and 105b, respectively. Ex. 1005 § 51 (describing an “alternative
embodiment” that “include[s] a UTMS-configured network access device 149c¢ that
may or may not include a ruleset such as ruleset 151¢” and that provides “a cross-
system connection between the sub-systems 105a and 105b”). Furthermore, and
consistent with Fig. 1A, Fig. 3 confirms that Law’s perimeter UTMS firewalls
146a and 146D collectively provide the entire interface across the boundary of the
network protected by firewalls 146a and 146b (the network 150 formed by joining
LANSs 150a and 150b) and the Internet 155, as all network traffic between joined
LANs 150a and 150b and the Internet must pass through either firewall 146a or
146b.

Patent Owner’s contention that Law never uses the term network 150 to
refer to any combination of networks 150a and 150b and instead only uses that
term when there is only one relevant network and/or it is not necessary to
distinguish between networks 150a and 150b is demonstrably wrong. Ex. 1014
10. For example, in paragraph 53, Law states that “[t]he process control system
100 may include one or more sub-systems 105a, 105b one or more process control
networks 150a, 150b and one or more process controllers 110 communicatively
connected to one or more host workstations or computers 120-122 ... over a
process control network 150.” Ex. 1005 § 53. Here, Law uses the terms “networks

150a and 150b” and “network 150 in the same sentence, and the context makes



clear that “network 150 refers to the single network formed from the combination
of sub-networks 150a and 150b. Ex. 1014 q 10.

Patent Owner’s argument that Law only uses the term “network 150 when
there is only one relevant network or it is not necessary to distinguish between
networks 150a and 150b is further refuted by paragraph 57 of Law. In particular,
Law describes that “[t]he controller 110 also communicates with the ficld
devices 130, 133, 134, 142 the host computers 120-122, firewall(s) 146a, 146b
and the data historian(s) 145 through the network 150.” Ex. 1005 § 57 (emphasis
added). Given Law’s reference to a singular “controller 110,” such controller must
either refer the controller of the sub-system 105a of Fig. 3 or the controller 110 of
the sub-system 105b. Selecting the controller of sub-system 105a as the reference,
as shown in Fig. 3, communications between the controller 110 and firewall 146a
occur through sub-network 150a, whereas communications between the controller
110 and firewall 146b occur through both sub-network 150a and sub-network

150b:



Communication between
the controller 110 and
firewall 146a

Communication between
the controller 110 and
firewall 146b
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Fig. 3
Ex. 1005, Fig. 3 (annotated). Rather than describing the communications between
the controller 110, firewall 146a, and firewall 146b as occurring across separate

networks, which would have been necessary to support Patent Owner’s
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interpretation of Law, Law’s description of both of these communications as
occurring “through the network 150 confirms that Law regarded the joined sub-
networks 150a and 150b as a single network 150. Ex. 1005 9 57; Ex. 1014 g 11.

Patent Owner also is wrong on its argument that embodiments of Law in
which network access device 149c is described as a “perimeter device” that
“appl[ies] ruleset 151¢” supports its theory that a POSITA would not consider sub-
networks 150a and 150b to be joined into a single network. Response at 25 n. 4. As
explained by the Petition, Fig. 3 of Law shows that network access device 149c
directly connects sub-networks 150a and 150b to provide communications between
them. Pet. at 20-21; Ex. 1003 9] 64; see also Ex. 1005 q 51 (describing that
“UTMS-configured network access device 149c” provides “a cross-system
connection between the sub-systems 105a and 105b”).

Lastly, Fig. 3 shows that network access device 149¢ provides a direct
connection, without traversing the Internet or other network, joining together sub-
networks 150a and 150b. Ex. 1014 9§ 13. Patent Owner’s own expert, Dr. Goodrich,
agreed. Ex. 1015 at 48:8-49:10. Accordingly, a POSITA would have understood
that the network access device 149c shown in Fig. 3 is not a perimeter device but
rather a device that is internal to network 150. Ex. 1014 9 13. This is further
confirmed by Law’s explicit teaching that network access device 149c¢ can join

sub-networks 150a and 150b without implementing any ruleset, including ruleset



151c. Ex. 1005 9 51 (“UTMS-configured network access device 149¢ [] may or
may not include a ruleset such as ruleset 151¢.”) (emphasis added); Ex. 1014 9
14-15.

B. Law discloses or renders obvious “a first set of packet filtering
rules to be applied to all network traffic traversing the boundary”

Patent Owner argues that Law does not disclose or render obvious that the
ruleset 147 distributed to firewalls 146a and 146b could be the same ruleset.
Response at 27-33. In particular, Patent Owner contends that Law’s “global”
ruleset is not one that is applied to all traffic traversing the boundaries of a
protected network, but rather, firewall 146a would apply one set of global rules for
access to devices in subsystem 105a, and firewall 146b would apply a different set
of global rules for access to devices in subsystem 105b. Response at 28.
Furthermore, Patent Owner contends that because each of these global rulesets is
unique to the particular devices in the subsystem, the “global” ruleset for
subsystem 105a would be different from the “global” ruleset for subsystem 105b.
1d.

The Institution Decision rejected these arguments. 1.D. at 22-23; id.at 23
(“[W]e agree with Petitioner that persons of ordinary skill in the art would have
understood that perimeter UTMS firewalls 146a and 146b would have applied
ruleset 147 to all network traffic passing therethrough.”). The record now amply

supports the Board maintaining its rejection of these arguments.
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First, Patent Owner’s suggestion that ruleset 147a implemented by firewall
146a is necessarily different than the ruleset 147b implemented by firewall 146b is
unsupported by Law and contrary to Law’s description of the ruleset implemented
by both firewalls as “ruleset[] 147.” Ex. 1014 § 21; Ex. 1005 99 51, 88.

Second, Patent Owner misinterprets Law’s disclosure that “[w]here the
UTMS-configured device is a perimeter device,” such as perimeter UTMS
firewalls 146a and 146b, “the rulesets 147 and 151 may include a global set of
rules for access to any device within the subsystems 105a, 105b.” Ex. 1005 51
(emphasis added). In contrast to suggesting separate “global” rules for subsystems
105a and 105b, Law discloses a single set of global rules for both subsystems. Ex.
1014 9 22. Patent Owner’s suggestion of a separate set of rules for subsystems
105a and 105b is further contradicted by Law’s disclosure that network access
device 149c may provide cross-communication between subsystems 105a and
105b without implementing any rulesets. Ex. 1005 9 51. Because Law permits
cross-communication between subsystems 105a and 105b without implementing
any rulesets, a POSITA would have understood that the ruleset 147 implemented
by firewalls 146a and 146b would have needed to protect all of the devices in both
subsystems. Ex. 1014 q 22.

Third, Patent Owner’s argument that the global ruleset is unique to the

particular devices protected by the ruleset does not suggest that the ruleset for
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subsystem 105a would have been different than the ruleset for subsystem 105b. Ex.
1014 9 23. Rather, a POSITA would have understood that the single global ruleset
applied by both firewalls would have been tailored to protect all of the devices in
both subsystems 105a and 105b. Id.; Ex. 1005 9 51.

Fourth, even if one were to incorrectly assume, as Patent Owner contends,
that ruleset 147a is tailored only to the devices in subsystem 105a and that ruleset
1470 is tailored only to the devices in subsystem 105b, it still would not follow that
ruleset 147a would necessarily be different than ruleset 147b. Ex. 1014 9 24. In
particular, a POSITA would have understood that the devices in subsystem 105a
may have been identical to the devices in subsystem 105b. /d. For example, Fig. 3
of Law illustrates subsystem 105a as including the same devices, arranged in the
same configuration, as subsystem 105b. /d.

Fifth, to the extent Patent Owner’s argument that firewall 146a would
implement a different ruleset than firewall 146b is predicated on Patent Owner’s
argument that subnetworks 150a and 150b are not joined together as a single
network, for the reasons explained above in II.A, Patent Owner is wrong.

Lastly, Patent Owner appears to argue that network access device 149¢’s
implementation of ruleset 151c suggests that firewall 146a would implement a
different ruleset than firewall 146b. Response at 31-33. Patent Owner is wrong.

This argument is based on the mistaken belief that network access device 149¢
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necessarily implements ruleset 151c, which, as explained above, directly
contradicts Law’s teachings. Ex. 1005 q 51 (“UTMS-configured network access
device 149¢ [] may or may not include a ruleset such as ruleset 151c.”) (emphasis
added).
C. Law discloses or renders obvious “one or more first packet
filtering rules of the first set of packet filtering rules ... were

automatically created or altered by the security policy
management server”

Patent Owner argues that Law does not disclose or render obvious a security
policy management server (SPMS) that automatically creates or alters any rules
within the rulesets distributed by firm 305. Response at 33-42. Specifically, Patent
Owner contends that Law does not disclose or render obvious the firm 305
automatically generating rulesets because firm 305 would be a company that
includes IT personnel. See Response at 33-34. Likewise, Patent Owner contends
that “IT personnel ... are still required to manually update the rulesets of process
control systems.” Response at 34.

The Institution Decision rejected these arguments. [.D. at 24-25. Likewise,
the Institution Decision in IPR2023-00448, which addresses a substantially similar
claim limitation in U.S. Pat. No. 11,012,474, similarly rejected these arguments.
See Keysight Techs., Inc. v. Centripetal Networks, LLC, IPR2023-00448, Paper 7
at 27-35 (PTAB July 24, 2023); id. at 32 (“Because Petitioner identifies Law’s

disclosure that prior-art techniques for creating firewall rulesets include
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‘automatically locating devices and generating rules by passively analyzing traffic
on the network,” we disagree with Patent Owner that Petitioner’s assertions about
‘known techniques for automatically generating rules’ lack ‘evidentiary
support.”); id. at 34 (“[W]e also disagree with Patent Owner that (1) ‘operators
create the rulesets’ in Law’s system and (2) updating the rulesets ‘requires the use
of IT personnel.””). The Board should continue to reject these arguments.

Initially, Patent Owner argues that “Law explicitly discloses firm 305 to be a
commercial entity.” Response at 34. To the extent Patent Owner is arguing that
firm 305 does not comprise a security policy management server, Patent Owner is
wrong, for the same reasons as explained in the Petition. Pet at 23-27; Ex. 1003 9
69-71. Moreover, to the extent Patent Owner is arguing that the claim language
prohibits the “security policy management server” from being owned by a
commercial entity, Patent Owner is wrong, as no such requirement is recited by the

claim language.'

' When asked whether the claim language included any requirement that prohibited
the claimed “security policy management server” from being owned by a
commercial entity, Dr. Goodrich was unable to provide an answer. Ex. 1015 at

64:17-68:25.
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Furthermore, Patent Owner’s argument regarding firm 305 being a company
that includes IT personnel fails to rebut Law’s relevant teachings regarding firm
305. For example, Patent Owner does not dispute that Law discloses that “third
party, cyber security risk management firm 305 ... may collect threat data 310
from a plurality of various sources 315 to construct the various rulesets 147, 148,
151, 153, validate the rulesets, verify, and distribute the rulesets to the UTMS-
configured firewalls 146a, 146b,” and that such “[r]uleset collecting,
constructing, validating, and distributing may be performed using any type of
information technology methods suitable for performing such actions using
electronic data,” including “collecting the threat data 310 from the World Wide
Web using various data collection techniques (e.g., robots, crawling, data feeds,
collaborative forums, etc.), constructing data files to convey the rulesets to their
destination devices in a device-compatible manner, executing a computer-
implemented algorithm to determine if the rulesets effectively secure the process
control systems in a desirable manner (e.g., simulation or other testing method),
and distributing the rulesets to the UTMS-configured entities via a secure Internet
interface or other suitable method.” Pet. at 37 (citing Ex. 1005 9] 88 (emphasis
added)). Nor does Patent Owner appear to meaningfully dispute that a POSITA
would have understood that ruleset constructing using “any type of information

technology methods suitable for” ruleset constructing would have included
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methods of automatically constructing rules, but to the extent Patent Owner argues
that IT personnel would have necessarily been involved in that process, Patent
Owner 1s wrong. Ex. 1003 q 88; Ex. 1014 9§ 33. Furthermore, Patent Owner fails to
explain what role IT personnel would have had, if any, in the constructing of
rulesets by firm 305 using information technology methods and computer-
implemented algorithms. /d.

Furthermore, Patent Owner’s argument the firm 305 could have included IT
personnel overseeing the distributed rulesets does not negate Law’s teachings that
rules within the constructed rulesets may have been created automatically. Ex.
1014 9 34. In particular, the claim language does not require that every rule in the
set of packet filtering rules have been automatically created or altered by the
SPMS. Rather, the claim language only requires that “one or more” rules of the set
of packet filtering rules have been automatically created or altered by the SPMS.
See Ex. 1001 at claims 1, 8, 15, and 23; Ex. 1009 at elements [1.3], [8.5], [15.3],
and [21.3]. Moreover, Dr. Goodrich admitted that so long as one or more rules in
the rulesets distributed by firm 305 were automatically created or altered (as Law
teaches and suggests), the claim language would be satisfied even if a security
policy is subsequently modified by a person. Ex. 1015 at 75:14-76:16.

Patent Owner’s arguments regarding firm 305 being a company that includes

IT personnel also fails to rebut Law’s teachings regarding techniques for
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automatically constructing rules being well known. For example, as the Petition
explained, Law expressly recognizes prior art techniques for “creat[ing] firewall
rules” by “automatically locating devices and generating rules by passively
analyzing traffic on the network.” Pet. at 38 (citing Ex. 1005 § 21) (emphasis
added). In addition, as the Petition explained, in view of Law’s disclosure that
cyber security risk management firm 305 may use “any type of information
technology methods™ for “[r]uleset collecting” and “constructing” (Ex. 1005 9 88),
it would have been obvious to a POSITA for firm 305 to have used these known
techniques for creating firewall rules by automatically locating devices and
generating rules by passively analyzing traffic on the network. Pet. at 38; Ex. 1003
9 89. Patent Owner’s allegation that firm 305 employs IT personnel does not
negate the obviousness of incorporating Law’s teachings with respect to the
automatic generation of rules into the “any type of information technology
methods” used by firm 305 for ruleset constructing, for at least some of the rules in
the constructed ruleset. Ex. 1014 9 35.

Lastly, Patent Owner relies extensively on background paragraph 16 of Law
for its assertions that firm 305 requires IT personnel to generate rulesets. See
Response at 35 (arguing that “Law’s paragraph 16 expressly discloses that
‘specifically trained’ IT personnel are required to manage updates outside the

operator environment when new threats are detected.”); Response at 37 (arguing
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that firm 305’s disclosure of continuously identifying network vulnerabilities and
updating rulesets does not mean that it does so automatically because “Law’s
paragraph 16 expressly discloses that ‘specifically trained’ IT personnel are
required to manage updates outside the operator environment when new threats are
detected.”); Response at 41 (quoting from paragraph 16 in arguing that “[r]eading
paragraph 21 in view of third-party firms, a skilled artisan would appreciate that
‘separately-trained IT personnel’ are still required to update rules to meet the needs
of industrial environments they service.”).

Patent Owner is wrong. Nothing in Law’s paragraph 16 suggests that firm
305 would require separately-trained IT personnel to update rules. Ex. 1014 9§ 37.
To the contrary, Paragraph 16 of Law is in Law’s “DESCRIPTION OF THE
RELATED ART” section, which describes problems faced in the prior art. In
particular, in describing prior art, Law’s paragraph 16 explains that “commercial
off-the-shelf (COTYS) firewall systems ... have a number of disadvantages,”
including that “IT personnel are still required to update the ruleset when new
threats are discovered or upgrades.” Ex. 1005 9] 16. Thus, Law describes that
having IT personnel being required to update the ruleset is a disadvantage of the
prior art to be avoided, which is the opposite of Patent Owner’s narrative. Law
endeavors to overcome the need for specifically trained IT personnel to create or

update firewall rulesets by providing “a Unified Threat Management System
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(UTMS) including a UTMS-configured firewall, UTMS-configured network
access device, and UTMS-configured field devices that are capable of defending
against both known and ‘zero day’ vulnerabilities and threats to control systems for
both embedded, proprietary devices, and standard, commonly-used devices.” Ex.
1005 9 22.

Likewise, Law’s disclosure that “[d]etection of certain network conditions
may also trigger an automatic update of the rulesets 147, 148, 151, 153 or an alarm
to prompt a user to perform a manual update of the rulesets” clarifies that updates
can occur automatically, without being performed manually by IT personnel, and is
consistent with Law’s objective of streamlining protection against known and ‘zero
day’ vulnerabilities and threats to control systems without the need for specifically-
trained IT personnel. Ex. 1014 9 38; Ex. 1005 9 83.

D. Law discloses or renders obvious “receiving, by the packet

security gateway and from a security policy management server
external from the network protected by the packet security

gateway, a dynamic security policy comprising a first set of packet
filtering rules”

Patent Owner has argued that “the term ‘receiving, by the packet security
gateway and from a security policy management server . . . a dynamic security
policy comprising a first set of packet filtering rules’ ... means an initial dynamic
security policy, including a first set of rules, that is received by the PSG from the

SPMS.” Response at 8. Based on this proposed construction, Patent Owner has
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argued that Law requires that “operators within the process control system create
initial rulesets (ruleset 147),” not firm 305. Response at 47. Patent Owner is wrong
on both accounts.

1. The claimed “first set of packet filtering rules” is not limited
to a first set of rules in an initial dynamic security policy

The Institution Decision rejected Patent Owner’s implicit construction that
“first set of packet filtering rules” be limited to an initial dynamic security policy.
I.D. at 25 (“We do not agree with Patent Owner’s arguments. We are not
persuaded that the received packet filtering rules (limitation [1.1]) need be the first
set of rules to be applied or modified by the PSGs.”).

The Board should continue to reject Patent Owner’s claim construction
position. In particular, Patent Owner’s proposed construction seeks to deviate from
the plain and ordinary meaning of the claim terms by adding in a limitation that the
“first set of packet filtering rules” be limited to an initial dynamic security policy.
Such an added limitation does not find support in the claim language. For example,
limitation [1.1] recites “receiving ... a dynamic security policy comprising a first
set of packet filtering rules,” without any restriction that the “first set of packet
filtering rules” be limited to an initial dynamic security policy, and limitation [1.5]
recites “receiving ... an updated second set of packet filtering rules for the

dynamic security policy ....” Ex. 1009 at [1.1], [1.5] (emphasis added).
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Patent Owner’s attempt to import undue meaning into the word “first” has
been rejected by numerous courts. Contrary to Patent Owner’s argument, “[t]he use
of the terms 'first' and 'second' is a common patent-law convention to distinguish
between repeated instances of an element or limitation.” 3M Innovative Props. Co.
v. Avery Dennison Corp., 350 F.3d 1365, 1371 (Fed. Cir. 2003). Likewise, the use
of the terms “first” and “second” in the *266 claims utilizes this common patent-
law convention to distinguish between repeated instances of “set[s] of packet
filtering rules.” See id. Accordingly, the Board should reject Patent Owner’s
attempt to construe “first set of packet filtering rules” as limited to an initial
dynamic security policy. See NNPT LLC v. Huawei Inv. & Holding Co., No. 2:14-
CV-677-JRG-RSP, 2015 U.S. Dist. LEXIS 107584, *20-26 (E.D. Tex. Aug. 17,
2015) (“Defendants have not adequately justified introducing an ‘initial’ or ‘first in
time’ limitation, particularly as to Claim 10 of the '325 Patent, which recites only a
“first indication’ and not any other indication.”) (citing 3M Innovative, 350 F.3d at
1371); Apple Inc. v. INVT SPE LLC, IPR2018-01475, Paper 28, 2020 Pat. App.
LEXIS 12868, *9-10 (PTAB Mar. 25, 2020) (“[W]e are not persuaded by Patent
Owner's contention that the broadest reasonable claim construction for ‘first
information sequence’ should be ‘important information.’ ... [T]he claims are not

specific as to what ‘first information’ is other than ‘first’ is merely used to
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‘differentiate’ it from ‘second’ information, ‘a very common thing when it comes
to patent claim drafting.’”) (citing 3M Innovative, 350 F.3d at 1371).
2. Even under Patent Owner’s proposed construction, Law

renders obvious “receiving ... a first set of packet filtering
rules”

Patent Owner does not appear to contend that Law fails to render obvious
the “receiving ... a first set of packet filtering rules” limitation unless its proposed
construction is adopted. Response at 42-53. But even if Patent Owner’s
construction were to be adopted, Law renders obvious “receiving ... a first set of
packet filtering rules,” including an initial dynamic security policy.

Patent Owner argues that Law requires that operators within the process
control system create initial rulesets (ruleset 147), not firm 305. Response at 47.
Patent Owner is wrong.

As set forth in the Petition, Law consistently describes the rulesets 147 as
being constructed and distributed by the firm 305. Pet. at 23-24, 49-51; Ex. 1005
919 22, 66, 88. In particular, Law discloses that “[tlhe UTMS firewalls and devices
may communicate with a perpetual service that proactively supplies the UTMS-
configured firewalls ... with rulesets to meet the latest security threats, threat
patterns, and control system vulnerabilities found to exist within the network.” Ex.
1005 9 22. Law explains that the service that supplies and distributes the rulesets

over the Internet to firewalls 146a and 146b, including rulesets 147, is a “third

0D



party source” that Law refers to as “cyber security risk management firm 305.” /d.
9 66 (“The UTMS-configured device or entity may receive the ruleset data ...
and other update data on a periodic or non-periodic basis via any desired
communication link to the device or to a third party source (such as cyber
security risk management firm 305 as described in relation to FIG. 3, below) via ...
an Internet connection”); id. q 88 (“With reference to FIG. 3, a third party, cyber
security risk management firm 305 such as Wurldtech Security, Inc. of
Vancouver, BC Canada, or other entity, may collect threat data 310 from a
plurality of various sources 315 to construct the various rulesets 147, 148, 151,
153, validate the rulesets, verify, and distribute the rulesets to the UTMS-
configured firewalls 146a, 146b™).

Patent Owner argues that Law discloses that “the rulesets 148, 147, 151, 153
may be configurable by an operator or other personnel from a graphic display 129
at a workstation 120.” Response at 44 (citing Ex. 1005 4 90). While Law discloses
an embodiment in which the rulesets may be configurable by an operator, this
embodiment does not suggest that the rulesets that the operator may configure are

necessarily created by an operator, rather than received by firm 305. Ex. 1014 9§ 43.
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III. CONCLUSION

For the reasons set forth in the Petition, and given above, Petitioner has

established that the Challenged Claims 1-27 of the *266 Patent are unpatentable.

Petitioner respectfully requests that the Board cancel each Challenged Claim.

Dated: January 24, 2024

Respectfully submitted,

/s/ Jonathan I. Detrixhe

Jonathan I. Detrixhe (Reg. No. 68,556)
Reed Smith LLP

101 Second Street

Suite 1800

San Francisco, CA 94105

Tel: 415.543.8700

Fax: 415.391.8269
jdetrixhe@reedsmith.com

Counsel for Petitioner
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