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Ground Challenged Claims 35 U.S.C. § References

1 1-27 103 Law

2 1-24 103 Law, Wood

3 6, 13, 19, 26 103 Law, Jungck

4 6, 13, 19, 26 103 Law, Wood, Jungck

IPR2023-00445 (’266) – Summary of the IPR Grounds
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Ex. 1001 (’266), Abstract

The 266 Patent Overview: Methods and Systems 
for Protecting a Secured Network

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 6
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Directed to “[m]ethods and systems for 
protecting a secured network” because 
“the path a given packet may take cannot 
be readily predicted.” 
’266 Patent at Abstract, 1:59-60, 5:23-24, 5:23-24

PSGs placed at each boundary between 
protected and unprotected network. 
Id. at 5:23-34, 3:54-58

Fig 7 depicting multiple PSG’s at boundaries 
between protected network and one or 
more networks other than the network 
protected by the PSGs.
Id. at Fig. 7; id. at 16:44-48, 16:62-17:1.

The 266 Patent Overview: Methods and Systems 
for Protecting a Secured Network (cont’d)
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Ex. 1001 (’266), Claim 1

The 266 Patent Overview: Methods and Systems 
for Protecting a Secured Network (cont’d)
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A PSG receives packets and proactively 
protects a network from malicious attacks 
based on dynamic security policies that 
are automatically created and/or altered 
by an SPMS based on malicious traffic 
information received from a malicious 
host tracker service. ’266 Patent at 4:61-5:11, 5:34-53, 13:25-

34, 14:9-39, 19:38-45, Figs. 1, 5, 9

PSGs placed at each boundary between 
protected and unprotected network. 
Id. at 5:23-34, 3:54-58

Fig 5 illustrates an exemplary SPMS 120, 
including processor 500 and memory 502.
Id. at Fig. 5 (annotated below); id. at 16:44-48, 16:62-17:1.

The 266 Patent Overview: Methods and Systems 
for Protecting a Secured Network (cont’d)
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The SPMS : 
Automatically creates/alters a first set of packet filtering 
rules based on aggregated malicious network traffic from 
malicious host tracker services.

Sends the first rule set to the PSGs.

Alters the first rule set based on updates from the 
malicious host tracker services.  

Sends an updated second set of packet filtering rules to 
the PSGs.

The 266 Patent Overview: Methods and Systems 
for Protecting a Secured Network (cont’d)

’266 Patent at 13:18-14:39, id. at Fig. 5; see also id. at Claims 1, 8, 15, 
and 21 (the claimed SPMS carrying out these operations).
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Law Does Not Disclose “a plurality of packet security gateways that collectively 
provide an entire interface across a boundary of a network protected”

If NAD 149c is outside of the process control network it cannot be 
simultaneously within the single process control network that the NAD creates

Law’s NAD 149c is a perimeter device that by definition, sits 
outside of and controls access between the two different 
networks and moreover fails to teach or suggest applying “a first 
set of packet filtering rules” to “all network traffic traversing the 
boundary” therefore the preambles are limiting and Law does 
not render obvious the preamble limitations. 

Ex. 1005 (Law), ¶51; see also ¶ ¶ 22, 52, 92, 94

Petitioner’s entire argument relies on the false premise that all of Law’s 
firewalls apply the same “global” ruleset 147. Reply at 11. However, Law’s 
reference to a “global” set of rules is one that applies to all of the devices 
within a single subsystem. POR at 28.

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 12
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Ex. 2018. at 21:1-9 (Dr. Jacobson agreeing that NAD 149c sits 
outside the process control subsystems and respective networks).

Law Does Not Disclose a Plurality of 
PSGs at the Boundary of a Protected 
Network, and petitioner does not 
dispute that the preambles of 
Independent Claims 1, 8, and 15 are 
limiting. 

Law’s Network Access Device 149c 
does not join together networks 150a 
and 150b into a single network 150 
protected by a plurality of PSGs.

NAC 149c is not in “Process Control 
Network 150” because it is, by 
definition, “outside” of the process 
control networks. POR at 19

Dr. Douglas 
Jacobson
Petitioner’s expert

Law Does Not Disclose “a plurality of packet security gateways that collectively 
provide an entire interface across a boundary of a network protected”

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 13
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Law’s “Network 150” is One Process Control Network, not a 
combination of Network 150a and Network 150b.

Law only uses the term “a process control network 150” 
when referring to a single process control network and when 
it is not necessary to distinguish between two or more 
different process control networks.  See POR at 18; Law ¶¶ 53, 57.

Law at Fig. 3 (annotated)

Law Does Not Disclose “a plurality of packet security gateways that collectively 
provide an entire interface across a boundary of a network protected”

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 14
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Dr. Michael 
Goodrich
Patent Owner’s 
expert

Goodrich Tr. at 11:16-20 (emphasis added); see also id. at 9:22-25 (counsel asking whether ruleset 147 “may 
include a global set of rules”), 11:16-12:23 (Dr. Goodrich explaining that ruleset 147a is associated with firewall 

146a while ruleset 147b is associated with firewall 146b).

Each Subsystem has its own global set of rules unique to its devices.

A POSITA would understand that a global set of rules (ruleset 147a) is used by 
subsystem 105a and is separate from global set of rules (ruleset 147b) used by 
subsystem 105b. Petitioner does not rebut this testimony.

Law Does Not Disclose “a plurality of packet security gateways that collectively 
provide an entire interface across a boundary of a network protected”

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 15
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To the extent that Petitioner suggests that NAD 149c is 
one of the claimed plurality of PSGs its ruleset is 
different than the rulesets applied at the other alleged 
PSGs (Law’s firewalls).  
See POR at 31-33 

POR at 32 (citing Law at Fig. 3 (annotated)).  

Law Does Not Disclose “applying “a first set of packet filtering rules” to “all traffic 
traversing the boundary”

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 16
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Ex. 1005 (Law), ¶88; see also ¶ ¶ 83, 16.
Petitioner therefore fails to demonstrate that firm 305 satisfies the claimed SPMS.

Law’s Firm 305 is not a “Security Policy Management Server” that 
distributes dynamic security policies.

Firm 305 is not a “Security Policy Management Server” but a 
commercial entity. POR at 34-35 (citing Ex. 2011 at 3), Ex. 2014 at 37:2-38:7, Law, ¶ 83, 88. 

Firm 305 does not supply dynamic security policies; it only 
provides updates to existing policies.

Firm 305 does not automatically update rulesets as IT personnel 
are required in the updates. POR at 14-15, 34-35; Law, ¶¶ 16, 88. 

Law does not disclose that firm 305 provides automatic updates of rulesets and it 
is Petitioner’s burden to show that Law discloses firm 305 providing updates 
without IT personnel involvement. Dynamic Drinkware, LLC. V. Nat’l Graphics, 
Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015)

Firm 305 is not a “Security Policy Management Server”

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 17



Petitioner fails to identify with particularity a server within the commercial entity that 
performs the claimed automatically generating and distributing dynamic security policy 
functionality

The parties agree that firm 305 is not a server, and Keysight has not identified any server within 
firm 305 that automatically generates and distributes dynamic security policies.

Firm 305 is Not a “Security Policy Management Server”

18

“It is of utmost importance that petitioners in the IPR proceedings adhere to the requirement that 
the initial petition identify ‘with particularity’ the ‘evidence that supports the grounds for the 
challenge to each claim.’”) 
(quoting 35 U.S.C. § 312(a)(3)).

Intelligent Bio-Sys., Inc. v. Illumina Cambridge Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016)

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 18



Ex. 1005 (Law), ¶88

Firm 305 is Not a “Security Policy Management Server”

Firm 305 leverages IT staff and 
various IT infrastructure 
components in updating 
rulesets by “collecting the 
threat data,” “construction 
data files,” and “executing [] 
computer implemented 
algorithm[s] to determine if 
the rulesets effectively secure 
the process control system”

Firm 305 is a commercial entity consisting of IT personnel and various infrastructure components, not a server.

19DEMONSTRATIVE EXHIBIT – NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 19



Ex. 1005 (Law), ¶16

`

Firm 305 is Not a “Security Policy Management Server”

20

Firm 305 Does Not Automatically Update Rulesets:

Law is clear that IT 
personnel are “still 
required to update the 
ruleset when new 
threats are discovered”
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`

Firm 305 is Not a “Security Policy Management Server”

21

Firm 305 Does Not Automatically Update Rulesets:

Law’s discloses ensuring 
that process control 
system operators and IT 
personnel both have 
control over system 
security.

Ex. 1005 (Law), ¶21
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Ex. 1005 (Law), ¶88

Firm 305 Does Not Automatically Update Rulesets:

Law does not disclose 
any methods would or 
even could forego the 
required manual input of 
IT personnel.

Firm 305 is Not a “Security Policy Management Server”

22DEMONSTRATIVE EXHIBIT – NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 22



Ex. 1005 (Law), ¶83

Firm 305 is Not a “Security Policy Management Server”

23

Firm 305 Does Not Automatically Update Rulesets:

Certain network 
conditions trigger the 
Process Control Network 
to update a rule set, but 
Firm 305 does not create 
or automatically alter 
rulesets.  

DEMONSTRATIVE EXHIBIT – NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 23



Petitioner fails to explain why a POSITA would have implemented automatic ruleset 
updates in firm 305 when Law explains that IT personnel of firms are still required to 
update rulesets of the process control system or demonstrate how automatic updates 
would have overcome its stated need for manual updates by third-party IT personnel. 

Firm 305 is Not a “Security Policy Management Server”

24

“[T]he prior art must be considered for all its teachings, not selectively.”

Henny Penny Corp. v. Frymaster LLC, 938 F.3d 1324, 1331-32 (Fed. Cir. 2019) (citation omitted)

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

A petitioner must “provide adequately developed explanations when relying on background 
knowledge based on cited art.”

Ariosa Diagnostics v. Verinata Health, Inc. 805 F.3d 1359, 1366 (Fed. Cir. 2015)
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`

Ex. 1005 (Law), ¶21

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

Firm 305 is Not a “Security Policy Management Server”

25

Keysight identifies no 
state-of-the-art techniques 
for automatically updating 
rulesets consistent with 
Law’s requirement that IT 
personnel are required to 
manage process control 
network. 
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`

Ex. 1005 (Law), ¶20

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

Firm 305 is Not a “Security Policy Management Server”

26

IT personnel are 
involved in configuring 
ruleset updates so as to 
“account for the unique 
needs of the control 
system.”
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In an inter partes review, the burden of persuasion is on the petitioner to prove 
‘unpatentability by a preponderance of the evidence,’ and that burden never shifts to the 
patentee.”

Petitioner attempts to shift the burden to 
Centripetal to show “explain what role IT 
personnel would have had, if any, in the 
constructing of rulesets.”

Dr. Jacobson admits that the firm 305’s IT personnel 
would be involved in constructing updates and 
running tests (for example, executing computer-
implemented algorithms)

Firm 305 is Not a “Security Policy Management Server”

27

Dynamic Drinkware, LLC v. Nat’l Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015)

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

Reply at 16.

Ex. 2014 at 38:1-10; POR at 35, 39

Dr. Douglas 
Jacobson
Petitioner’s 
expert
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Overview

Summary of The IPR Grounds

The ‘474 Patent Overview

Firm 305 is Not a “Security Policy Management Server” 

Law in View of Golnabi Fails to Render Challenged Claims 
Obvious 

Neither of Petitioner’s Theories Support a Finding That Law 
Teaches or Suggests “an Indication of a Feed”
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Law Alone Does Not Disclose Altering Rules Based on Correlation 
Between Portions of Malicious Traffic Information

It is undisputed that Law does not explicitly disclose this limitation.

This limitation is non-obvious over Law alone because Petitioner manufactures 
the “duplicate rules” problem suggests the claimed invention as the solution. 

Law does not describe the “duplicate rules” problem identified in the Reply.  Sur-Reply at 8-12. 

Even if Law had identified a problem with “duplicate rules,” the allegedly obvious “solution” to this 
problem relies on ex post reasoning taken from the ‘474 patent, not any disclosure in the prior art or 
knowledge of the skilled artisan. See POR at 22

29

“[K]nowledge of a problem and motivation to solve it are entirely different from motivation to combine 
particular references to reach the particular claimed method.”)

Innogenetics, N.V. v. Abbott Lab’ys, 512 F.3d 1363, 1373 (Fed. Cir. 2008)

A patent challenger cannot “use the challenged patent as a roadmap to reconstruct the claimed invention . 
. . i.e., the impermissible ex post reasoning and hindsight bias that KSR warned against.” 

TQ Delta, LLC v. CISCO Sys., Inc., 942 F.3d 1352, 1361 (Fed. Cir. 2019)
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Ex. 1005 (Law), ¶89

At best, a POSITA would have removed duplicate data from the analyzed threat data, 
not from the dynamic security policy, as claimed. 

474 Patent at Claims 1, 9, 17 (“wherein one or more of the packet filtering rules 
[of the dynamic security policy] were added, removed or altered”), Claim 25

POR at 24-25 (asserting that a POSITA would have analyzed the received threat 
data and removed duplicate data before constructing updates to rulesets).

Reply at 11-12 (Alleging that the threat data includes the duplicate rules); see also id. at 
13; Ex. 2007 at 48:11-22; POR at 23-24 (In fact, Petitioner does not dispute that Law’s 
operator-created rulesets e.g., ruleset 147, do not include any duplicate rules.

30

Law Alone Does Not Disclose Altering Rules Based on 
Correlation Between Portions of Malicious Traffic Information
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Petitioner’s allegation that Golnabi “solve[s] the same problem” (reply at 12) does not supply the 
motivation to combine the references to reach the particular claimed invention.

Law does not identify the duplicate rules problem that Golnabi allegedly solves.  

Petitioner’s combination facially does not satisfy the Challenged Claims requirement of adding, removing or altering 
rules of the dynamic security policy instead of the alleged threat data. See ‘474 Patent at Claims 1, 9, 17, 25.

To the extent that there is any “duplicate” data in Law, the parties agree that the duplicates would be found in the 
received threat data, not in the dynamic security policy generated by Law’s operator.  POR at 23-24, Sur-Reply at 
12-13.

31

Law in View of Golnabi Does Not Disclose Altering Rules Based on 
Correlation Between Portions of Malicious Traffic Information
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Petitioner’s allegation that Golnabi “solve[s] the same problem” (reply at 12) does not supply 
the motivation to combine the references to reach the particular claimed invention.

Petitioner’s combination facially does not satisfy the Challenged Claims requirement of adding, removing or altering 
rules of the dynamic security policy instead of the alleged threat data. See ‘474 Patent at Claims 1, 9, 17, 25.

To the extent that there is any “duplicate” data in Law, the parties agree that the duplicates would be found in the receivedthreat data, not in the 

dynamic security policy generated by Law’s operator.  POR at 23-24, Sur-Reply at 12-13.

Even if duplicate rules were a known problem, the problem does not provide a sufficient reason for why a POSITA would have been motivated to 

correlate the threat data and remove packet filtering rules from the dynamic security policy based on the correlated information, as required by 

the challenged claims. 

32

Law in View of Golnabi Does Not Disclose Altering Rules Based on 
Correlation Between Portions of Malicious Traffic Information

Obviousness concerns whether a skilled artisan not only could have made but would have been 
motivated to make the combinations or modifications of prior art to arrive at the claimed 
invention.” Belden Inc. v. Berk-Tek LLC, 805 F,3d 1064, 1073 (Fed. Cir. 2015)
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Ex. 2014 at 37:2-38:7

Petitioner’s expert Dr. Jacobson 
acknowledges that firm 305 operates 
as a service comprising various IT 
infrastructure and staff

This would support the contention 
that Firm 305 is a commercial entity 
and not a server, that includes IT 
personnel staff and various other 
components involved in updating 
rulesets.

Claims 1-27 Patentable Over Law (Ground 1)

Dr. Douglas 
Jacobson
Petitioner’s expert

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 33
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Term Proper Construction

“Receiving a Dynamic Security 
Policy Comprising a First Set of 
Rules”

PSG must receive the initial dynamic security policy, including a 
first set of rules, from the SPMS. This construction accounts for 
the difference between “a dynamic security policy” and updates 
to a dynamic security policy. 

’266 POR at 8-10 

Accordingly, the claims and specification limit the first set 
of packet filtering rules as being included in the dynamic 
security policy that is sent from the SPMS to the PSG, 
therefore ascribing a significance to the “first set of 
packet filtering rules” other than the “common patent-
law convention to distinguish between repeated 
instances of an element or limitation.”

3M Innovative Props. Co. v. Avery Dennison Corp., 350 F.3d 1365, 1371 (Fed. Cir. 2003). 

Claims 1-27 Patentable Over Law (Ground 1)

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 34
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Petitioner’s reliance on 
state-or-the-art techniques is 
unavailing; petitioner fails to 
address how Law does not 
provide state-of-the-art 
evidence of automatic rule 
generation because Law 
explicitly explains how and why 
IT personnel must be involved 
in managing access to the 
process control network

Claims 1-27 Patentable Over Law (Ground 1)

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 35
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Law’s Firm 305 is not a “Security Policy Management Server” that distributes initial rulesets and 
automatically updates the rulesets

Firm 305 is not a “Security Policy Management Server” but a commercial entity. 
POR at 34-35 (citing Ex. 2011 at 3), Ex. 2014 at 37:2-38:7, Law, ¶ 83, 88. 

Firm 305 does not automatically update rulesets as IT personnel are required in the updates. 
POR at 14-15, 34-35; Law, ¶¶ 16, 88. 

Firm 305 does not distribute “a Dynamic Security Policy Comprising a First Set of Rules” 

Claim Construction: “Receiving a Dynamic Security Policy Comprising a First Set of Rules”

Firm 305 only distributes updates to operator-created initial rulesets

Claims 1-27 Patentable Over Law (Ground 1)

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 36
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Law does not disclose automatically creating or altering rulesets. See Reply at 15-18 (citing paragraphs 83 and 88 of Law, neither of 
which discloses that firm 305 provides automatic updates of rulesets). Rather than confronting this determinative fact, Petitioner tries to 
shift the burden onto Centripetal, claiming that Centripetal failed to “explain what role IT personnel would have 
had, if any, in the constructing of rulesets.”  Reply at 16.  But it is Petitioner’s burden to show that Law discloses firm 
305 providing updates without IT personnel involvement, and that burden does not shift to Centripetal to prove 
otherwise. Dynamic Drinkware, LLC v. Nat'l Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015) (“‘In an inter partes review, the burden of persuasion is on the 
petitioner to prove “unpatentability by a preponderance of the evidence,’ 35 U.S.C. § 316(e), and that burden never shifts to the patentee.”) (citation omitted).  

Petitioner fails to explain why a POSITA would have implemented automatic ruleset updates in firm 305 when 
Law explains that IT personnel of firms are still required to update rulesets of the process control system or 
demonstrate how automatic updates would have overcome its stated need for manual updates by third-party IT 
personnel.  See POR at 38-39 (citing Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1366 (Fed. Cir. 2015) (a petitioner must “provide adequately 
developed explanations when relying on background knowledge based on cited art”); see also POR at 14-15 (establishing that Law’s invention still leverages IT personnel 
of third party firms to perform manual updates).

Petitioner selectively cherry-picks Law’s “any type of information technology method” passage to argue that 
this would have suggested to a POSITA to use automatic techniques (see Reply at 17) to the exclusion of Law’s 
teaching that third-party IT personnel are still required for updating process control system.  Henny Penny Corp. v. 
Frymaster LLC, 938 F.3d 1324, 1331-32 (Fed. Cir. 2019) (articulating the “longstanding principle that the prior art must be considered for all its teachings, not selectively.”).

Claims 1-27 Patentable Over Law (Ground 1)

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 37
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Overview

Summary of The IPR Grounds

The ‘266 Patent Overview

Claims 1-27 Patentable over Law

Claims 1-27 Patentable over Law in View of Wood

Law in view of Wood and/or Jungck Fails to Render 
Obvious Dependent Claims 
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Claims 1-24 Patentable Over Law in View of Wood (Ground 2)

Wood Does Not Cure the Deficiencies of Law

As explained in the POR, Wood does not cure the 
deficiencies of Law

Petitioner does not dispute this in reply. Therefore Ground 
2 does not render obvious the Challenged Claims

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 39
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Overview

Summary of The IPR Grounds

The ‘266 Patent Overview

Claims 1-27 Patentable over Law

Claims 1-27 Patentable over Law in View of Wood

Law in view of Wood and/or Jungck Fails to Render 
Obvious Dependent Claims 
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Dependent Claims Patentable Over Law in 
View of Wood and/or Jungck (Grounds 3/4)

Wood and/or Jungck Do Not Cure the Deficiencies of Law

As explained in the POR, Wood does not cure the deficiencies 
of Law, nor does Jungck

Because Grounds 3 and 4 challenge the dependent claims, 
these grounds fail or the same reasons Grounds 1 and 2 Fail. 

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 41




