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The 266 Patent'Overview: Viethods and Syst

for' Protecting a Secured Network
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57 ABSTRACT

and systenss for a network are

server. At each packet security gateway, a dynamic security
policy may be received from the security policy manage-
ment server, packets associated with a network protected by
the packet security gateway may be received, and at least
one of multiple packet transformation functions specified by
the dynamic security policy may be performed on the
packets. Performing the at least one of multiple packet
transformation functions specified by the dynamic security
policy on the packets may include performing at least one
packet transformation function other than forwarding or
dropping the packets.

Ex. 1001 (’266), Abstract
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© Directed to “[m]ethods and systems for
protecting a secured network” because
“the path a given packet may take cannot
be readily predicted.”

266 Patent at Abstract, 1:59-60, 5:23-24, 5:23-24

702

© PSGs placed at each boundary between
protected and unprotected network.

Id. at 5:23-34, 3:54-58

© Fig 7 depicting multiple PSG’s at boundaries

between protected network and one or o

more networks other than the network
protected by the PSGs.

Id. at Fig. 7; id. at 16:44-48, 16:62-17:1.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ilhe 266 Patent Overview: IViethods and Systems
for Protecting alSecured Network(contid)

US 10,785,266 B2

19

management servers A 816 and B 818), ane or more opera-
tors associated with a single organization that desires to
maintain distinct networks (e.g.. networks A 802 and B 804)
may maintain uniform dynamic security policies at cach

of their distinet networks, while simultancously
enabling different dynamic security policies to be main-
tained for each network.

FIG. 9 plary secure LAN

protected in accordance with one or more aspects nrum
dlsv:lmm Referring o FIG. 9, network environment 904
may be a LAN. including hosts A 902, B 904, and C 906. Il
may also include LAN switch 908. LAN switch 908 may be
configured to switch network traflic (e.g., packets) between
one or more of hosts A 902, 13 904, and C 906, For example,
LAN switch 908 may include a switching matrix configured
1o switch packets received from one or more of hosts A 902,
13904, and € 906 to one or more of hosts A 902, B 904, and
C 906. LAN switch 908 may besmcnlndumhpucbe(
security gateway 910, and network environment 900 may
inchude security policy management server 912,

In some embodiments, packet security gateway 910 may
be embedded within LAN switch 908, Aliernatively, packet
security gateway 910 may be o device distinet from LAN
switch 908, and D\Niwimhmmaybeconﬁgmedlorom
network traffic through packet security gateway 910 (e.g., by
modifying LAN switch 908's switching mairix). Packet

15

£

20
for port 3030 of a device within network A 102. At nep
fon by the

specify that packets using the UDP protacol, coming from a
source address that begins with 150, having any source port,
destined for any uddn:ss nnddmmd Tor port 3030 shwld
have an accept pacl
them, packet Iilm- 214 may identify the UDP pu:km
received from the deviee within network E 110 as maiching
the criteria_specifiad by ile 308, packet transformation
function 1 216 may be configured 1o forward packets, and
pmhet security gateway 112 may utilize packet transforma-
tion function 1 216 to perform the accept packet transfor-
mation function specified by rule 308 on the UDP packets
received from the device within network E 110,

The functions and steps described herein may be cmbod-
ied in computer-usable data or computer-executable instruc-
tions, such as in one or more program modules, executed by
one or more computers or other devices 1o perform one or
more functions described herein. Generally, program mod-
ules include routines, programs, objects, components, data
structures, efe. that perform particular tsks or implement
p:mculurnbﬂmdm types when executed byou O more
processors in a computer or other data processing device.
‘Ihe computer-<xecutable instructions may be stored on a

hard disk, opti

security gateway 910 may be configured 1o or
more dynamic security policies from security policy man-
agement server 912. The dynamic security policies received
from sccurity policy management server 912 may include
one or more rules specifying criteria associated with one or
more of hosts A 902, B 904, and C 906, and may further
specify one o more packet transformation functions 1o be
performed on packets matching the specified criteria. Packet
security gateway 910 may identify packets matching one or
more of the criteria specificd by the rules and may perform
the associated packet transformation functions on the iden-
tified packets. By wtilizing packet security gateway 910
within network envimmment 900, an operator of network
environment 900 may be able 1o protect network environ-
ment 900 from network attacks, as well as implement on or
more services (e.g., blocklist service, allowlist serviee, VolP
firewall service, phased restoration service, enqueveing ser-

vice, multi-dimensional routing service, or moni

0

35

removable storage media, salid state memory, RAM, etc. As
will be appreciated, the functionality of the program mod-
ules may be combined or distributed as desired in various
In addition, the may be embod-
ied in whole or in part in firmware or hardware equivalents,
such as -mcpma circuits, application-specific. intcgrated
field programmable gaie armys (FRGA),
and the like. Mwhrdalaslmw may be used 10 more
eflectively implement one or more aspects of the disclosure,
and such data structures are contemplated (o be within the
scope of computer executable instructions and computer-
usable data described berein,
Although not required, one of ordinary skill in the art will
appreciate that various aspects described hercin may be
as o method, an apparatus, or as one or more
wmpulmmuihlr medla wurang compuler-executable

ser-
vice) within network environment 900. Network environ-
ment 900 may include multiple LAN switches with
embeddend or associated packet security gateways, eoch of
the packet security gateways configured 1o receive one or
more dynamic security policies from security policy man-
agement server 912,

FIG. 10 illustrates an exemplary method for protecting a
secured network in accordanee with one or more embodi-
ments. The steps may be performed at cach of one or more
packet security gateways associated with a security policy
management server. For example, each of packet security
gateways 112, 114, 116, and 118 may be associated with

security policy management server 120, and the steps may
be performed at each of packet security galeways 112, 114,
116, and 118, At step 1000, & dynamic security policy
received from the security policy management server. For
example, packet security gateway 112 may receive dynamic
security policy 300 from security policy management server
120. At step 1002, packets associated with a network pro-
tected by each respective packet security gateway are
received. For example, packet security gateway 112 may
receive UDP packets from a device within petwork E 110
having an address that begins with 130 and that are desti

as

s

o0

s

those aspects may take the form
of an mlln.-iy hardware embodiment, anummly wﬂwm

irely firmware em

ination.
mmmhﬁnummmmmmmm
operative across one oF more computing servers and one or
more networks. The functionality may be distributed in any
manner, or may be located in a single computing device
{e.g., a server, a client computer, ete.).

Aspects of the disclosure have been described in terms of
illustrative embodiments thereof. Numerous other embaodi-
ments, modifications, and variations within the scope and
spirit of the appended claims will occur 1o persons of
ordinary skill in the art from a review of this disclosure, For
cxample, one of ordinary skill in the ant will appreciate that
the steps illustrated in the illustrative figures may be per-
formed in other than the recited order, and that one or more.
steps illustrated may be optional.

What is claimed is:

1. A method of filtering packets at a packet security
galeway, of a plurality of y-!hu security gateways m

a network pr uspmumywuyandm

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

1. A method of filtering packets at a packet security

65 gateway, of a plurality of packet security gateways that
collectively provide an entire interface across a boundary of

a network protected by the packet security gateway and one

Ex. 1001 (*266), Claim 1

Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 8 8



© A PSG receives packets and proactively

protects a network from malicious attacks

based on dynamic security policies that
are automatically created and/or altered
by an SPMS based on malicious traffic
information received from a malicious

hOSt tracker Service. 266 patent at 4:61-5:11, 5:34-53, 13:25-

34, 14:9-39, 19:38-45, Figs. 1, 5, 9

© PSGs placed at each boundary between
protected and unprotected network.

Id. at 5:23-34, 3:54-58

© Fig 5illustrates an exemplary SPMS 120,

including processor 500 and memory 502.

Id. at Fig. 5 (annotated below); id. at 16:44-48, 16:62-17:1.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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The 266 Patent'Overview: Viethods and Systems

for Protecting alSecured Network(contid)

© The SPMS:

©  Automatically creates/alters a first set of packet filtering

rules based on aggregated malicious network traffic from

malicious host tracker services. 120

@ Sends the first rule set to the PSGs.

©  Alters the first rule set based on updates from the
malicious host tracker services.

©  Sends an updated second set of packet filtering rules to
the PSGs.

266 Patent at 13:18-14:39, id. at Fig. 5; see also id. at Claims 1, 8, 15,
and 21 (the claimed SPMS carrying out these operations).

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Law Does NotiDisclose alplurality of-packet security’gatewaysith aticol ECHVEIY
provideran entirennterfacelacrossia boundary ofiainetWorkiprotectes s

DESCRIPTION
© Law’s NAD 149c is a perimeter device that by definition, sits [0051] FIG. 1a is a schematic representation of a process
outside of and controls access between the two different e e a0 07 Dlofe prooets e
networks and moreover fails to teach or suggest applying “a first T eompedeet
set of packet filtering rules” to “all network traffic traversing the T YT e e
boundary” therefore the preambles are limiting and Law does (e, Trowall) Tata, 16D nevwork devices 152, el
not render obvious the preamble limitations. nents, etc., as herein described. FIG. 1 is a schematic repre-

sentation of another embodiment ol'a process control system
100 ineluding one or more process control sub-systems 1054,
1055 that may be secured by a UTMS that, in addition to the
devices 134, 146, 152 deseribed below, includes a network

If NAD 149c is outside of the process control network it cannot be access device 149 positioned downstream of the firewall 146.
: N : The network access device 149 of FIG. 15 lement
simultaneously within the single process control network that the NAD creates O i R

perform specialized UTMS functions such as the bypass
function described below. Each firewall 146 or device 134,
149, 152 may include a mleset, for example, rulesets 147a,
148a, 1475, 1485, 1514, 1514, 153 defining the communica-
tion that may be received or processed by the UTMS-config-

Petitioner’s entire argument relies on the false premise that all of Law’s ured device. Gl
. “ ” , eter device (i.e., outside of the process control network 150a
firewalls apply the same “global rqleset 147. Reply at 11. However, Lz.;\w S or 1508) the rulesets 147 and 151 may include a global set of
reference to a “global” set of rules is one that applies to all of the devices rules for access to any device within the subsystems 105a,
a0 . 1055, Where the UTMS-configured device is an internal
within a single subsystem. POR at 28. device 134, 152 (i.e.. within the process control network 150a

or 1504k, the rulesets 148, 153 may include a subset of the
global set of rules that only defines access 1o the particular

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Ex. 1005 (Law), 151; see also 1 1 22, 52, 92, 94 12

Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 12



Law DoeesiNot DIsclose =ap:

U

provideanent

Dr. Douglas

Jacobson
Petitioner’s expert

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Interrace across a k

Jnaary of:

L,-
u
S

Law Does Not Disclose a Plurality of
PSGs at the Boundary of a Protected
Network, and petitioner does not
dispute that the preambles of
Independent Claims 1, 8, and 15 are
limiting.

Law’s Network Access Device 149c
does not join together networks 150a
and 150b into a single network 150
protected by a plurality of PSGs.

NAC 149c is not in “Process Control
Network 150” because it is, by
definition, “outside” of the process
control networks. rorat19

d NEtWOrKiprotectes

Urality ol packet security gatewaysihaiCoNECHVELY
o)

Q. S0 looking at the network access
2 device 149¢ in Figure 3 of Law, this is
3 positioned outside the subsystems of 105a and
4 105b; correct?
5 AE. Yeah, it's drawn in between the two
B boxes, 105a and 105b; correct.
Q. S0 it sits outside of both subsystems;
8 correct?
9 A. Yeah.

Ex. 2018. at 21:1-9 (Dr. Jacobson agreeing that NAD 149c sits
outside the process control subsystems and respective networks).

Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 13 1



GUVELY,

© Law’s “Network 150” is One Process Control Network, not a
combination of Network 150a and Network 150b.

© Law only uses the term “a process control network 150”
when referring to a single process control network and when
it is not necessary to distinguish between two or more
different process control networks. seeror at 18; .aw 1953, 57.

Law at Fig. 3 (annotated)

DEMONSTRATIVE EXHIBIT - NOT EVIDENCE Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 14 1



Law Does Not Disclose “a plurality ofi packet security’gatewaysithatico]
provide an entire interface acrossia boundary ofa netwL Protectety

(e

16 THE WITNESS: So to answer your gueation,

17 the ruleset 146, 147 that is referenced here in

is paragraph 51, person of ordinary skill in the art

19 would vnderstand that this ls referring to

20 generically either the ruleset 147a or 147b, because 08:18:25

Dr. Michael A POSITA would understand that a global set of rules (ruleset 147a) is used by

Goodrich :
Patent Owner’s subsystem 105a and is separate from global set of rules (ruleset 147b) used by

expert subsystem 105b. Petitioner does not rebut this testimony.

Each Subsystem has its own global set of rules unique to its devices.

Goodrich Tr. at 11:16-20 (emphasis added); see also id. at 9:22-25 (counsel asking whether ruleset 147 “may
include a global set of rules”), 11:16-12:23 (Dr. Goodrich explaining that ruleset 147a is associated with firewall
146a while ruleset 147b is associated with firewall 146b).

DEMONSTRATIVE EXHIBIT - NOT EVIDENCE Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 15 1



Law Does Not Disclose “applying “afirst set of: packet filternn gl eSatoRal I ISl
traversing the boundary”

*QO0000
© To the extent that Petitioner suggests that NAD 149c is e AN\ e
one of the claimed plurality of PSGs its ruleset is o or Network
different than the rulesets applied at the other alleged Path (ruleset _ ’.. ;" ::ﬂ:,::ﬁm
PSGs (Law’s firewalls). -
See POR at 31-33 1088 N 105
R |2 5
s Aeats sw
. ‘” 2 ||

1 1.0
Nt
N G e
A OV -
130 13

Fig.3  Network 150a-
Network 150b Path
(ruleset 151¢)

POR at 32 (citing Law at Fig. 3 (annotated)).
DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 16 e



{{ <

Eirm 305/1S not a) =Security Policy IVianagemeniSeryvels

[0088] As previously described. the various rulesets (e.g.,
>~ ’ . . «“ . . ” rulesets 147, 148, 151, 153) associated with the UTMS con-
© Law’s Firm 305 is not a “Security Policy Management Server” that figurod network devicas 146, 134, 149, 152 roquire updates to

diStributeS dynamiC secu ”ty pO|iCieS. remain effective against network threats. With reference to

FIG. 3, a third party, cyber security risk management firm 305
such as Wurldtech Security, Inc. of Vancouver, BC Canada, or

© Firm 305isnota ”Security PO||Cy Management Server” but d other entity, may collect threat data 310 from a plurality of

commercial entity. por at 34-35 (citing Ex. 2011 at 3), Ex. 2014 at 37:2-38:7, Law, 1 83, 88. various sources 315 to construct the various rulescts 147, 148,
151, 153, validate the rulesets, verify, and distribute the

rulesets to the UTMS-configured firewalls 146a, 14654,

@ Firm 305 does not supply dynamic security policies; it only UTMS-configured network access devices 149¢, other
. . 2. . . UTMS-configured network devices 146, and/or UTMS field
provides updates to existing policies. devices 134. ISR e

distributing may be performed vsing any type of information

. . technol thods suitable fc rformi such acti
o Firm 305 does not automatically update rulesets as IT personnel using elostronic data, For example, som of the methods may
are requl red in the u pdates_ POR at 14-15, 34-35: Law, 7 16, 88. include collecting the threat data 310 from the World Wide

Web using various data collection techniques (e.g., robots,
crawling, data feeds, collaborative forums, etc.), constructing

Law does not disclose that firm 305 provides automatic updates of rulesets and it data files to convey the rulesets to their destination devices in
. o ) . : o a device-compatible manner, executing a computer-imple-
is Petitioner’s burden to show that Law discloses firm 305 providing updates mented algorithm to determine if the rulesets effectively
without IT personnel involvement. Dynamic Drinkware, LLC. V. Nat’| Graphics, secure the process control systems ina desirable maner (e.2.,

. simulation or other testing method), and distributing the
Inc., 800 F.3d 1375, 1378 (Fed- Cir. 2015) rulesets to the UTMS-configured entities via a secure Internet

interface or other suitable method)|

Petitioner therefore fails to demonstrate that firm 305 satisfies the claimed SPMS.

Ex. 1005 (Law), 1188; see also 1 83, 16.

DEMONSTRATIVE EXHIBIT - NOT EVIDENCE Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 17 L



ol 1/

Eirm S051s Not a =Security Policy IVianagementiSenver,

Petitioner fails to identify with particularity a server within the commercial entity that
performs the claimed automatically generating and distributing dynamic security policy
functionality

© The parties agree that firm 305 is not a server, and Keysight has not identified any server within
firm 305 that automatically generates and distributes dynamic security policies.

“It is of utmost importance that petitioners in the IPR proceedings adhere to the requirement that
the initial petition identify ‘with particularity’ the ‘evidence that supports the grounds for the

challenge to each claim.””)
(quoting 35 U.S.C. § 312(a)(3)).

Intelligent Bio-Sys., Inc. v. lllumina Cambridge Ltd., 821 F.3d 1359, 1369 (Fed. Cir. 2016)

DEMONSTRATIVE EXRIBIT — NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 18 18



ol 1/

Security Policy IVianagementiSenver

Firm 305 is a commercial entity consisting of IT personnel and various infrastructure components, not a server.

Firm 305 leverages IT staff and
various IT infrastructure
components in updating
rulesets by “collecting the
threat data,” “construction

data files,” and “executing []
computer implemented
algorithm[s] to determine if
the rulesets effectively secure
the process control system”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

US 2011:0072506 Al Mar. 24, 2011

[0088] As previously described, the various rulesets (e.g.,
rulesets 147, 148, 151, 153) associated with the UTMS con-
figured network devices 146, 134, 149, 152 require updates to
remain effective against network threats. With reference to
FIG. 3, a third party, cyvber security risk management firm 305
such as Wurldiech Security, Inc. of Vancouver, BC Canada, or
other entity, may collect threat data 310 from a plurality ol
various sources 315 to construct the various rulesets 147, 148,
151, 153, validate the rulesets. verify, and distribute the
rulesets to the UTMS-configured firewalls 146q, 1465,
UTMS-configured network access devices 149c. other
UTMS-configured network devices 146, and/or UTMS field
devices 134, Ruleset collecting, constructing, validating, and
distributing may be performed using any type of information
technology methods suitable for performing such actions
using electronic data. For example, some of the methods may
include collecting the threat data 310 from the World Wide
Web using various data collection techniques (e.g.. robots,
crawling, data feeds, collahorative forums, etc.), constructing
data files to convey the rulesets to their destination devices in
a device-compatible manner, executing a computer-imple-
mented algorithm to determine if the rulesets effectively
secure the process control systems in a desirable manner (e.g.,
simulation or other testing method), and distributing the
rulesets to the UTMS-configured entities via a secure Internet
interface or other suitable method.

1463, 1465, UTMS<configured 1
. other UTMS confizured networ

Ex. 1005 (Law), 188

186, e

Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 19 19



([ o o~

Security Policy

Law is clear that IT
personnel are “still

required to update the
ruleset when new
threats are discovered”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Firm 305 Does Not Automatically Update Rulesets:

Vianage.

eMENUSEIVE]S

[0016] Some commercial off-the-shelf (COTS) firewall
systems and other network devices are able to provide a
partial solution to network security, but still must be managed
outside of the operatorenvironment, COTS firewalls are man-
aged by [T personnel specifically trained to integrate the
firewall into the needs of the process control system and
configure the various rulesets as described above. Fven so,
COTS firewall systems have a number of disadvantages. For
example, the “end of life” for the firewall is controlled by the
manufacturer, not the user or by plant floor personnel, which
may lead to an unexpected product replacement, lack of
manufacturer support, and plant downtime. Further, I'T per-
sonnel are still required to update the ruleset when new threats
are discovered or upgrades to software components of the
system are implemented. In a process control system, each
ruleset is specific to the system it protects; changes to the
system require changes to the rulesets. IT personnel, who are
not typically trained to understand the process control system
and its upgrades, may not understand how or why the rulesets
must also be changed. If left solely as a stand-alone applica-
tion managed by IT personnel, the rulesets may inadvertently
provide less protection for the system than desired. For
example, administration, configuration, and management of
the firewall typically requires [T personnel to have detailed
knowledge of the network architecture that is to be protected.

US 2011/0072506 Al Mar. 24,2011

10015 o e particnluy gtk o st prosese
8  high-en ol n

Fisher-Rosemoun Sy vt ]m u.hnmuh\m-st
ol s The

agement™ company.
work
nication purts, one or more slots (o o
output (I

VO channels. For some

As such, [T

H
ever, sine phy: cting external connections is [!=m|m=| must typically know the IP address of rm. o

may be represenicd

s within a grphical interface, as deseribed (gl deviees (e, smart m\ﬂdﬁwc&mlwmmmlp\es w!d
above, it difficult

Cimponioi i opestor o coril arother deviees (e, light shields, pressaine giniges, pressure
1 the transdueers, enrrent iransducers, exc.).

[0018] 1 personnel b
af understanding the control system topology ond addresses
for each control system device. IT personns] must typically
set rules andior aceess privileges for ach of the devices that
‘comprise one or more sontrol systems, Rules may include.
bt are ot limited 1 crasl nenwark communics-
aged by IT persannel specifically truined 1o integra tions botween iden within the conteol system,
el it e s 1 T pricces sontm 3 gem 1ml blocking communscations from ane o more cantro| system
configurs the ~arious nulesets as described above, i
COTS frewall systems have a number of disadvantuges.

more control system devices having
addresses, seiting oae or more com-
esholds, and setiing communication

example, the “end of lfe" for the firews ahmmmumwlw exte
masufacture, o s user o b plant loor prsomel, which
may lead to an unespected product replacement, Lack of
manufsctorer support. and plant downtime. Further, IT per-

are discoversd or upgrades to software components of the
system ore implemented. In o process control system. cach
Tuleet i spEslc 10 the syean B prveTs chamgs 1 (e
s changes the rlgsets. IT porsoanel who we

because \x\nlrv\ F!'Slcm deviees and
o proocol v by sch dvies

relied to conin]
i el b sl or hlocked
it e, s e e o e Ut oo Eormmmr some cool sysens
smust also be changed. [£ e solely as o stand-alone spplics-  cmploy o communication s Highway
i personnel, the rulescts may inadvertently g dedressable Remote InubdmullL-\IlH TART compmun.
tion for the system than desired. For - caiions eanploy a bisdieeetional indusirial field communica-

of
¢ eequires 11 personl)tl 10 have detailed

the firewall typs

olers,
devices for many reasons including
ration, device diagnosis, device trombleshon

IT personael for process contrl nevworks wpically need 0 &
understand the nerwork topography. nesworl business needs i o

related to the network, values, and deter-
rcs, an o mmmgdr.’wu.!n'ﬂhh starus information. HART devices are
allowed: on a HART commu-

akkion nevwork sfe first beiag ierrogatd by the b

ﬂ.v:md.'vr) master, cach of which ml) mnuv\\lmcﬂ uu 1)\1‘
field devices), [f 1T personnel shat conligure the firewall are
wnd proto he

[0017] For cireumstances in which TT personnel ae dew
responsible for protosting nerworks associated witha coutel o control e el et dota from a trans-
ec

system, the personnel must typically understand which con- the.
ol syt devisesaoe pemted 9 soves cxfrnal etwork contaoker vin 3 spovific 1P address v n spesilic port. L
- ’ g

resousees s are pommit-

v 10 acees: xlhs.c\mlr\lx o diiem, 5 e i he e, an

rems aliemate cortrollers in the contral system, etc.), then such

st and messureanent i) include  activity ma sk that am aperator of
suchias v the steim may not

Ex. 1005 (Law), 716
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ty Policy IVianagementiSenvel;

Firm 305 Does Not Automatically Update Rulesets:

[0021] One possible solution for netweork security is
described in U.S. Patent Application Publication No.
2007019906 to Byres et al., entitled “NETWORK SECTU-
RITY APPLIANCE” and the Tofino™ system manufactured ’ ; :
by Byres Security Inc. of Lantzville, BC. These solutions Law’s discloses ensuri ng
discover and identify network devices and create firewall that process co ntrol

rules to control the traffic flowing to them by automatically

locating devices and generating rules by passively analyzing system operators an dIT
traffic on the network. When the solution discovers a new
device, it prompts the system administrator to accept its pEson el both have
deductions and insert the new device into the network inven- cont r'0| over Syste m
tory diagram, or flag the device as a potential intruder. This .
way, I'T personnel and the network control engineer always secu rlty'
have a current network map. While this solution ensures that
IT personnel are able to quickly and accurately manage the
network, the solution is still left entirely to the expertise and
control of separately-trained IT personnel. Operators within a
process control system would have no capability to monitor
and manage process control network security from operator
workstations.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 21 21



Firm 305 Does Not Automatically Update Rulesets:

ol 1/

Security Policy/ IVianagementiServer,

Law does not disclose
any methods would or

even could forego the
required manual input of
IT personnel.

[0088] As previously described, the various rulesets (e.g.,
ruleseis 147, 148, 151, 153) associated with the U'TMS con-
figured network devices 146, 134, 149, 152 require updates to
remain effective against network threats. With reference to
FIG. 3, a third party, cyber security risk management firm 305
such as Wurldtech Security, Inc. of Vancouver, BC Canada, or
other entity, may collect threat data 310 from a plurality of
various sources 315 to construct the various rulesets 147, 148,
151, 153, validate the rulesets, verify, and distribute the
rulesets to the UTMS-configured firewalls 146a, 1464,
UTMS-configured network access devices 149%c, other
UTMS-canfigured network devices 146, and/or UTMS field
devices 134, Ruleset collecting, constructing, validating, and
distributing may be performed using any type of information
technology methods suitable for performing such actions
using electronic data. For example, some of the methods may
include collecting the threat data 310 from the World Wide
Web using various data collection techniques (e.g.. robots,
crawling, data feeds, collaborative forums, ete. ), constructing
data files to convey the rulesets to their destination devices in
o device-compatible manner, executing a computer-imple-
mented algorithm to determine if the rulesets effectively
secure the process control systems ina desirable manner (e.g.,
simulation or other testing method). and distributing the
rulesets to the UTMS-configured entities via a secure Internet
interface or other suitable method.

US 201 10072506 AL Mar. 24, 2011

i updies 0
remain effective sgainst network threats, Wi reference (o
FIG. 3 u third party. oy ber sccurity isk management firm 305
such s Warklfech Secunity, nc.of Voncouver, BC Canxla, or:
s entity iy collect threat dats 310 feom a plurality of |
vaious sousces 315 10 construct the various rulesets 147, 148,
151, 153, validate the rulesets, verify, and distibute the! o,
rulesets 1o the UTMS-configuredd firewalls 1460, 1465
ITMS-configured

10092] In
wal

ills 1463, S-configueed nerwork oc
149, other U TMS-confgured network devices

Ex. 1005 (Law), 788

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Firm 305 Does Not Automatically Update Rulesets:

US 201 1/0072506 Al Mar. 24, 2011

Certain network
conditions trigger the
Process Control Network

to update a rule set, but
Firm 305 does not create
or automatically alter
rulesets.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0083] Generally speaking, a set of predefined graphic ele-
ments may be provided in the configuration application to
enable a user to construct process graphic displays that reflect
the process plant and the process control system 100 in gen-
eral and include visual representations of the UTMS-config-
ured devices as described above. These displays have graphic
display elements designed to dynamically show on-line mea-
surements and actuators that interface with the control system
and, as a result, may present information typically monitored
and utilized by operators or other personnel involved in on-
line operations. The graphic display elements that represent
UTMS-configured elements may dynamically show on-line
network security measurements. For example, the UTMS-
configured elements within each graphic display may
dynamically show a current operating state of the UTMS-
conligured element, alarms based on detected network con-
ditions (e.g., an unexpected increase in network traffic or type
of traffic at the UTMS-configured object, detection of a

known fault-inducing attack on the network, etc.), detection
of an update (e.g., software, firmware, existing configura-
tions, etc.) of another element or device in the process control
system 100 that is in communication with the UTMS-config-
ured object, etc. Detection of certain network conditions may
also trigger an automatic update of the rulesets 147, 148, 151,

153 or an alarm to prompt a user to perform a manual update

ofthe rulesets or another action to fully secure the system 100.

tions, etc.bof anotherelement.
sysiem 10 thatis in comman
uredcbject, eie. Detestion oFeerain betwork
also eigger an suiomatic updste of e rulesess 147,
183 or an alasm 10 prompt n user to porfor a manmal update

sociined grip
woess graphic

ete
device 10 the prote
configured process ¢

el
for operator sl other user access. For
configred device and the process cont

itians (.., an unexpected ine
of traflic a1 the UTMS-conl

rfic or ype 5, the process
d object, detection of 8 gruphic displays may formation typically moni-

Ex. 1005 (Law), 183
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Eirm 305 1S Not a =Security Policy [VianagementiSenver;

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

o Petitioner fails to explain why a POSITA would have implemented automatic ruleset
updates in firm 305 when Law explains that IT personnel of firms are still required to
update rulesets of the process control system or demonstrate how automatic updates
would have overcome its stated need for manual updates by third-party IT personnel.

“IT]he prior art must be considered for all its teachings, not selectively.”

Henny Penny Corp. v. Frymaster LLC, 938 F.3d 1324, 1331-32 (Fed. Cir. 2019) (citation omitted)

A petitioner must “provide adequately developed explanations when relying on background

knowledge based on cited art.”

Ariosa Diagnostics v. Verinata Health, Inc. 805 F.3d 1359, 1366 (Fed. Cir. 2015)

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 24 **
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Keysight’s reliance on alleged state-of-the-art techniques is unavailing

Keysight identifies no
state-of-the-art technigues
for automatically updating
rulesets consistent with

Law’s requirement that IT
personnel are required to
manage process control
network.

[0021] Omne possible solution for network security is
described in U.S. Patent Application Publication No.
2007019906 to Byres et al., entitled “NETWORK SECU-
RITY APPLIANCE” and the Tofino™ system manufactured
by Byres Security Inc. of Lantzville, BC. These solutions
discover and identify network devices and create firewall
rules to control the traflic flowing to them hy automatically
locating devices and generating rules by passively analyzing
traffic on the network. When the solution discovers a new
device, it prompls the system administrator to accept ils
deductions and insert the new device into the network inven-
tory diagram, or flag the device as a potential intruder. This
way, I'T personnel and the network control engineer always
have a current network map. While this solution ensures that
IT personnel are able to quickly and accurately manage the
network, the solution is still left entirely to the expertise and
control of separately-trained IT personnel. Operators within a
process control system would have no capability to monitor
and manage process control network security from operator
workstations.

US 2011/0072506 Al Mar. 24, 2011

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Firm 305 1S’ Not'a “Security Policy Vianage

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

IT personnel are
involved in configuring
ruleset updates so as to

“account for the unique
needs of the control
system.”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0020]  Inother circumstances, [T personnel have limited or
o detailed understanding of the control system details and
how the control system is to properly function to meet control
objectives (e.g.. permified conirol communications between
contrellers and devices, permitted data communications
between devices, permitted firmwiare updates (o deviees, per-
mitted external aceess by remote users (o the control system,
etc. ). Ag such, [T personnel may be at a significant dizadvan-
tage regarding proper access controls, permission setti
and’or proper firewall rules configurmion for the system. For
example, an [T professions ] may install one or mone firewall
devices andfor firewall software applications 1o operate
berwoen a contrnl systern network boundary and an intranet
andfor Internet boundary, Hm*euer,s-u:hﬁrmlhmm
typically with rules and access penmissions that
account for the unique necds of the control system that would
that will result in optimum functicnality of the contro] system
while maintaining a desired degree of network security. As a
result. the I'T professional may simply configure the firewall
iteratively in response to complaints from control system
adminstrators  regarding  communication  failures  and
instanees of improper coninel sysiem operation. Such ilemn-
tve efforts to configure the firewall results 1n workforce imef-
ficiency, failures, lost profils, and safety risks.

US 2011/0072506 Al Mar. 24,2011

[0020) i o may ith o perpetual service thin proactively

o detailed of the control and  supplies the gueed feowal, toruark sesss
i devices, field devi

objectives (... penmitied contr bt
eontiollers and devices, permi Thcd s i

ete.). As such, IT personnel may be at a iiguﬁmmdmdv-l
tage regarding proper sccess controlk, perassion sfings,
b e Tl e configuration for the system. For

cantrol plant (e ., the Delta
et} s if the UTMS 1o i sl 0 the uTMs..mﬁg

e Tt o oy s conirol system element or enity.

exomple, an IT professiona] may install one or mors firewall - UTMS cvents and the UTMS-configured fincwalls and
Soiees andioe Fnewall 50 applications 1o devices themselves fe.g . i stat
a intraet seltings. state, etc.y may alsa
the DeltaV™ environament

andior Internet boundry. However, such firwalls sre not
iypisally configured with rules and oscess pemnissions (hat

10023]  Operator displays for each component of the UTMS.
iy be displayed within the DeluV™ enviromment or
amther graphical process coninol emimnment 1o allow

o
result, the 17

eratively in response 1o mums o conirl sysiem

audministrators  regarding - commurication  filures. and

insacesof imoper conlol syen operton.Such e
e eflort

Jese vari-

ables afthe U i nerwork

and field devices if 5o configured) and perform any other

prosess contro] syskem sesurity Lusks from the operior dis-
i i the ulesets

ey, G, ot profit, and sy i,

[0021] (e possible solution for nerwork seurity i
described in 115, Patent Application Publication No.
J00T019906 10 Byres ot al.. entitied " K

RITY APPLIANCE” and the

pl

y
of the process contml system itself 1o provide immedinte
sysiem proteton rom sdeptified hrats, I UTMS oo s

diseover and
rules 1o control the traific ﬁwnxwmmbr

by Byres Security Inc nrl.-nmrl\e BC Tlme w]nmm
iy network de rewall

sontml fom. e b b vt
alwellwwwlb\mmmwm
10024] Lo cubodiament, amethod o seuriag stk

ot devicesund eoertiog e by pus vy enling
trallic o0 the network. When the solution discovers 2 new
device, it prompts the syste mldmmnrnl o st its

ory dingram. < flog Th devioe 2 o peatil meader. Ths
way, 1T personnel and n.e netwark conirol enginecr abways
that

an nhjm hiving o programmable mterfice it communi-
cates wm particular process wmml sysiem d:wcc The.

at the device. e
the prosess conirol sysism and also seeks acoess Lo one or
mare of

network i
T persmnel ar e 0 ekt aceumnely manage (e
nerwork, the solwtion s still lef entirely mmmw:m
e asepracely-rsied I persomnel.Opersons witina
o ot <yt woukd e 0 COpAbi o ein
llrlmlnngnpmm control network secu
workstations.

SUMMARY OF THE DISCLOSURE
10032] The securiy and management of process coniml

configured Frewall, UTMS-configured pecwork asoess
device, and UTMS-configared flekd devices that are capable:
ofdefending agins both koo s ey volerabil-

acvess dovices
oy inchude stand-alone network rlmlﬂ Socated a1 the

fthe
process control system. snd & field device of the process
control system, The objeet then detenmines which of the one:
o Pl

mumm,mmmmmuwmmmummam
at |I1=se<uedd¢vwemd when network 1raffic is received,
network trflic received ot the scured

device. If the network traffic received at the securad device
violates ane or mare af the miles, the object denies the net-

face of the process coutrol system. Alteraatively. if the net-

work traffle received at the sceurad device dos not violate

one or ma of the rules, the object grants the netwark raflic

access

[ms| Ina ke et aretvor dvio R st
g etwork taficng procerscoutea ytem oy o

w-eﬂnlmusl the controllers or other i nkmdplns fﬂ\e
ot ool e The s of the UTHS voullysued
ﬁn—w-u 0 devices i g o e proces covsl

& process contro] object or varisble, thus sllowing
g pev UTMS and mmmﬂ it petwark scocss

and

or w0 communicate nesork traffic o o control appliznce of

e v s souce ssinn A e o th urock dsies
 more ing

the network traffic ariginates extermlly from the process

{or or other worksation. The UTMS firwall and ieviees

“The network deviee may also includs comparison routing to

Ex. 1005 (Law), 120
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Eirm 3051s Not a =Security Policy IVianagementiSenver,

4/

Keysight’s reliance on alleged state-of-the-art techniques is unavailing

1 have a staff infrastructure -- you have a staff to

o Petitioner attempts to shift the burden to
Centripetal to show “explain what role IT

2 manage the infrastructure, typically these firms will

. . 3 also have staff that understand, you know, something
personnel WOUld have had’ If any’ In the 4 about the 315s and understand, you know, issues about
ConStrUCtlng Of rU|esetS’" Reply at 16. B threats, et cetera. And so you're going to have some

6 security type personnel in the 305 and then, of course,

©  Dr. Jacobson admits that the firm 305’s IT personnel

7 that's all. You know, I mean, I'm going to completely

would be involved in constructing updates and Dr. Douglas 8  ignore everybody else that you need to run a business,

running tests (for example, executing computer- Jacobson 9 but from a computing standpoint, that's at least off

implemented algorithms) Ex. 2014 at 38:1-10; POR at 35, 39 Petitioner’s 10 the top of my head what I would put into a 305.
expert

In an inter partes review, the burden of persuasion is on the petitioner to prove

‘unpatentability by a preponderance of the evidence,” and that burden never shifts to the
patentee.”

Dynamic Drinkware, LLC v. Nat’l| Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015)

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 27 */



© Law in View of Golnabi Fails to Render Challenged Claims
Obvious
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Law Alone DoesiNot Disclose Altering RulesiBasedionicorelauoll
Between Portions of:iVialicious lraffic Information

o Itis undisputed that Law does not explicitly disclose this limitation.

o This limitation is non-obvious over Law alone because Petitioner manufactures
the “duplicate rules” problem suggests the claimed invention as the solution.

© Law does not describe the “duplicate rules” problem identified in the Reply. sur-reply at s-12.

© Even if Law had identified a problem with “duplicate rules,” the allegedly obvious “solution” to this
problem relies on ex post reasoning taken from the ‘474 patent, not any disclosure in the prior art or
knowledge of the skilled artisan. see POR at 22

A patent challenger cannot “use the challenged patent as a roadmap to reconstruct the claimed invention .

.. i.e., the impermissible ex post reasoning and hindsight bias that KSR warned against.”
TQ Delta, LLC v. CISCO Sys., Inc., 942 F.3d 1352, 1361 (Fed. Cir. 2019)

“[K]lnowledge of a problem and motivation to solve it are entirely different from motivation to combine
particular references to reach the particular claimed method.”)

Innogenetics, N.V. v. Abbott Lab’ys, 512 F.3d 1363, 1373 (Fed. Cir. 2008)

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 29 *°
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o At best, a POSITA would have removed duplicate data from the analyzed threat data,
not from the dynamic security policy, as claimed.

© 474 Patent at Claims 1, 9, 17 (“wherein one or more of the packet filtering rules
[of the dynamic security policy] were added, removed or altered”), Claim 25

© POR at 24-25 (asserting that a POSITA would have analyzed the received threat
data and removed duplicate data before constructing updates to rulesets).

o Reply at 11-12 (Alleging that the threat data includes the duplicate rules); see also id. at
13; Ex. 2007 at 48:11-22; POR at 23-24 (In fact, Petitioner does not dispute that Law’s
operator-created rulesets e.g., ruleset 147, do not include any duplicate rules.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 30



o Petitioner’s allegation that Golnabi “solve[s] the same problem” (reply at 12) does not supply the
motivation to combine the references to reach the particular claimed invention.

o Law does not identify the duplicate rules problem that Golnabi allegedly solves.

o Petitioner’s combination facially does not satisfy the Challenged Claims requirement of adding, removing or altering
rules of the dynamic security policy instead of the alleged threat data. See 474 Patent at Claims 1, 9, 17, 25.

o To the extent that there is any “duplicate” data in Law, the parties agree that the duplicates would be found in the
received threat data, not in the dynamic security policy generated by Law’s operator. POR at 23-24, Sur-Reply at
12-13.

DEMONSTRATIVE EXHIBIT —NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 31
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© Petitioner’s allegation that Golnabi “solve[s] the same problem” (reply at 12) does not supply
the motivation to combine the references to reach the particular claimed invention.

o Petitioner’s combination facially does not satisfy the Challenged Claims requirement of adding, removing or altering
rules of the dynamic security policy instead of the alleged threat data. See ‘474 Patent at Claims 1, 9, 17, 25.

o To the extent that there is any “duplicate” data in Law, the parties agree that the duplicates would be found in the receivedhreat data, not in the

dynamic security policy generated by Law’s operator. POR at 23-24, Sur-Reply at 12-13.

o Even if duplicate rules were a known problem, the problem does not provide a sufficient reason for why a POSITA would have ben motivated to

correlate the threat data and remove packet filtering rules from the dynamic security policy based on the correlated information, as required by

the challenged claims.

Obviousness concerns whether a skilled artisan not only could have made but would have been
motivated to make the combinations or modifications of prior art to arrive at the claimed

invention.” Belden Inc. v. Berk-Tek LLC, 805 F,3d 1064, 1073 (Fed. Cir. 2015)

DEMONSTRATIVE EXHIBIT —NOT EVIDENCE Patent Owner, Centripetal Networks, LLC - Ex. 2019, p. 32 7
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Dr. Douglas

Jacobson
Petitioner’s expert

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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BY MS. FULLER:

Q. What -- when carrying out that service, like
what infrastructure, IT personnel components are
involved in firm 3057?

MR. DETRIXHE: Objection, form.

A. 1 can give you my opinion of what -- what |
think a 305 would look like. Law just identifies it as
a 305, but it would be -- it would obviously have an IT
infrastructure, 'cause it would need to receive data,
receive rules and other -- other information from the
315s. So it would have to have a place to store that
information.

It would need then necessary processing power
to work with the various - the information that it got
from the 315s in order to process the rules and put
them in a -- you know, duplications and et cetera as it
needs to do, putting it in a format that can be
ingested by the system in Law, so it's going to have to
be the, in essence, the post process -- well, the
processing in order to go out to be ingested. It will
need storage for that,

Staff, you know, is what he can say but
you're going to need obviously the staff to make sure
that the computers all t

the computers are running and they're up to date so you

e | o U b Ww M

ontable Over Law (Groundid)

have a staff infrastructure -- you have a staff to

manage the infrastructure, typically these firms will
also have staff that understand, you know, something
about the 315s and understand, you know, issues about
threats, et cetera. And so you're going to have some
security type personnel in the 305 and then, of course,
that's all. You know. | mean. I'm going to completely

Ex. 2014 at 37:2-38:7

Petitioner’s expert Dr. Jacobson
acknowledges that firm 305 operates
as a service comprising various IT
infrastructure and staff

This would support the contention
that Firm 305 is a commercial entity
and not a server, that includes IT
personnel staff and various other
components involved in updating
rulesets.

Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 33 33




Claims 1-27 Patentable Over Law/(Groundid)

Term Proper Construction

PSG must receive the initial dynamic security policy, including a
first set of rules, from the SPMS. This construction accounts for
the difference between “a dynamic security policy” and updates
to a dynamic security policy.

“Receiving a Dynamic Security
Policy Comprising a First Set of
Rules”

’266 POR at 8-10

Accordingly, the claims and specification limit the first set
of packet filtering rules as being included in the dynamic
security policy that is sent from the SPMS to the PSG,

therefore ascribing a significance to the “first set of
packet filtering rules” other than the “common patent-
law convention to distinguish between repeated
instances of an element or limitation.”

3M Innovative Props. Co. v. Avery Dennison Corp., 350 F.3d 1365, 1371 (Fed. Cir. 2003).

DEMONSTRATIVE EXHIBIT - NOT EVIDENCE Patent Owner, Centripetal Networks, LL.C - Ex. 2019, p. 34 4



le Over Law (Groundit)

Petitioner’s reliance on
state-or-the-art techniques is
unavailing; petitioner fails to
address how Law does not
provide state-of-the-art
evidence of automatic rule

generation because Law
explicitly explains how and why
IT personnel must be involved
in managing access to the
process control network

[0021] One possible solution for network security is
described in U.S. Patent Application Publication No.
2007019906 to Byres et al.. entitled “NETWORK SECU-
RITY APPLIANCE” and the Tofino™ system manufactured
by Byres Security Inc. of Lantzville, BC. These solutions
discover and identify network devices and create firewall
rules to control the traffic flowing to them by automatically
locating devices and generating rules by passively analyzing
traffic on the network. When the solution discovers a new
device, it prompts the system administrator to accept its
deductions and insert the new device into the network inven-
tory diagram, or flag the device as a potential intruder. This
way, IT personnel and the network control engineer always
have a current network map. While this solution ensures that
IT personnel are able to quickly and accurately manage the
network, the solution is still left entirely to the expertise and
control of separately-trained IT personnel. Operators within a
process contrel system would have no capability to monitor
and manage process control network security from operator
workstations.

[0020] Inothercircumstances, [T personnel have limited or
no detailed understanding of the control system details and
how the control system is to properly function to meet control
objectives (e.g., permitted control communications between
controllers and devices, permitted data communications
between devices, permitted firmware updates to devices, per-
mitied external access by remote users to the control system,
etc.). As such, IT personnel may be at a significant disadvan-
tage regarding proper access controls, permission settings,
and/or proper firewall rules configuration for the system. For
example, an IT professional may install one or more firewall
devices and/or firewall software applications to operate
between a control system network boundary and an intranet
and/or Internet boundary. However, such firewalls are not
typically configured with rules and access permissions that
account for the unique needs of the control system that would
that will result in optimum functionality of the control system
while maintaining a desired degree of network security. As a
result, the IT professional may simply configure the firewall
iteratively in response to complaints from control system
administrators regarding communication failures and
instances of improper control system operation. Such itera-
tive efforts to configure the firewall results in workforce inef-
ficiency, failures, lost profits, and safety risks|
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Claims 1-27' Patentable Over Law (Groundit)

© Law’s Firm 305 is not a “Security Policy Management Server” that distributes initial rulesets and
automatically updates the rulesets

© Firm 305 is not a “Security Policy Management Server” but a commercial entity.
POR at 34-35 (citing Ex. 2011 at 3), Ex. 2014 at 37:2-38:7, Law, 83, 88.

© Firm 305 does not automatically update rulesets as IT personnel are required in the updates.
POR at 14-15, 34-35; Law, 1 16, 88.

© Firm 305 does not distribute “a Dynamic Security Policy Comprising a First Set of Rules”
© Claim Construction: “Receiving a Dynamic Security Policy Comprising a First Set of Rules”

© Firm 305 only distributes updates to operator-created initial rulesets
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Claims 1-27' Patentable Over Law (Groundit)

© Law does not disclose automatically creating or altering rulesets. see reply at 15-18 (citing paragraphs 83 and 88 of Law, neither of
which discloses that firm 305 provides automatic updates of rulesets). Rather than confronting this determinative fact, Petitioner tries to
shift the burden onto Centripetal, claiming that Centripetal failed to “explain what role IT personnel would have
had, if any, in the constructing of rulesets.” repyat16. But it is Petitioner’s burden to show that Law discloses firm
305 providing updates without IT personnel involvement, and that burden does not shift to Centripetal to prove
otherwise. Dynamic Drinkware, LLC v. Nat'| Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir. 2015) (“‘In an inter partes review, the burden of persuasion is on the
petitioner to prove “unpatentability by a preponderance of the evidence,” 35 U.S.C. § 316(e), and that burden never shifts to the patentee.”) (citation omitted).

© Petitioner fails to explain why a POSITA would have implemented automatic ruleset updates in firm 305 when
Law explains that IT personnel of firms are still required to update rulesets of the process control system or
demonstrate how automatic updates would have overcome its stated need for manual updates by third-party IT
person nel. seePOR at 38-39 (citing Ariosa Diagnostics v. Verinata Health, Inc., 805 F.3d 1359, 1366 (Fed. Cir. 2015) (a petitioner must “provide adequately
developed explanations when relying on background knowledge based on cited art”); see also POR at 14-15 (establishing that Law’s invention still leverages IT personnel

of third party firms to perform manual updates).

© Petitioner selectively cherry-picks Law’s “any type of information technology method” passage to argue that
this would have suggested to a POSITA to use automatic techniques (ee reply at17) to the exclusion of Law’s
teaching that third-party IT personnel are still required for updating process control system. Henny Penny corp. v.
Frymaster LLC, 938 F.3d 1324, 1331-32 (Fed. Cir. 2019) (articulating the “longstanding principle that the prior art must be considered for all its teachings, not selectively.”).
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® Summary of The IPR Grounds

® The ‘266 Patent Overview
® C(Claims 1-27 Patentable over Law
o Claims 1-27 Patentable over Law in View of Wood

® Law inview of Wood and/or Jungck Fails to Render
Obvious Dependent Claims
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Claims 1-24 Patentable Over. Law;in/View of WoodN(Grouitesy

© Wood Does Not Cure the Deficiencies of Law

© As explained in the POR, Wood does not cure the
deficiencies of Law

© Petitioner does not dispute this in reply. Therefore Ground
2 does not render obvious the Challenged Claims
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© Law in view of Wood and/or Jungck Fails to Render
Obvious Dependent Claims
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Ler m

Dependent Claims Patentabie Over
Ingck (Grounds S/4)

View of'Wood and/orJju

© Wood and/or Jungck Do Not Cure the Deficiencies of Law

© As explained in the POR, Wood does not cure the deficiencies
of Law, nor does Jungck

© Because Grounds 3 and 4 challenge the dependent claims,
these grounds fail or the same reasons Grounds 1 and 2 Fail.
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