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UNITED STATES PATENT AND TRADEMARK OFFICE 

Commissioner lor Patents 
United States Patent and Trademark Office 

P.O. Box 1450 

Alexandria, VA 22313-1450 
www.uspto.gov 

In re Application of 
Centripeta! Networks, Inc. 
Application No. 15/614,956 
Filed: 6 Jun 2017 

DECISION ON PETITION 

For: FILTERING NETWORK DATA 
TRANSFERS 

This is a notice regarding the request for acceptance of a fee deficiency submission under 37 
CFR l.28(c) filed July 17, 2022. 

On September 1, 1998, the Court of Appeals for the Federal Circuit held that 37 CFR l.28(c) is 
the sole provision governing the time for correction of the erroneous payment of the issue fee as 
a small entity. See DH Technology v. Synergystex International, Inc. 154 F.3d 1333, 47 
USPQ2d 1865 (Fed. Cir. Sept. 1, 1998). 

The Office no longer investigates or rejects original or reissue applications under 37 CFR 1.56. 
1098 Off. Gaz. Pat. Office 502 (January 3, 1989). Therefore, nothing in this Notice is intended 
to imply that an investigation was done. 

The fee deficiency submission under 37 CFR l.28(c) is hereby ACCEPTED. 

The loss of entitlement to small entity status occurred prior to the earliest of the noted payments 
stated in the request. The application regained entitlement to small entity status of January 1, 
2022, and Accordingly, all future fees paid in this application should be paid at the small entity 
rate. 

Inquiries related to this communication should be directed to the undersigned at (571) 272-2991. 

/TERRI S JOHNSON/ 
Paralegal Specialist, OPET 
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United States Patent and Trademark Office 

Document Code:\NFEE 

User :Suad Moharnmed 

Sale Accounting Date: i 2/02/2022 

Sale Item Reference Number 
15614956 

Document Number 
12022B2E35051589 

Effective Date 
07/17/2022 

Fee Code Fee Code Description Amount Paid 
1461 1 .28(C) SUBMISSIONS - APPLIC $2,670.00 
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Docket No.: 007742.00091 \US 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re U.S. Patent No. 10,567,343 

Inventar: Sean Moore 

Application No.: 15/614,956 

Filed: June 6, 2017 

For: Filtering Network Data Transfers 

Confirmation No.: 9334 

Art Unit: 2473 

Examiner: A. N. M. Nguyen 

NOTICE OF TEMPORARY LOSS OF ENTITLEMENT TO SMALL ENTITY STATUS 
AND PAYMENT OF DEFICIENCY OF FEES OWED 

U.S. Patent and Trademark Office 
Customer Service Window 
Randolph Building 
401 Dulany Street 
Alexandria, V A 22314 

Sir: 

In accordance with 37 C.F.R. § 1.28(c), Applicant recently realized that it was not 

entitled to small entity status at the time it made certain payments to the Office as noted in the 

table below, and Applicant submits this payment of deficiency of fees owed. The loss of 

entitlement to small entity status occurred prior to the earliest of the below-noted payments. 

Applicant's failure to previously notify the Office of the loss of entitlement to small entity status 

as required by 37 C.F.R. § 1.27(g)(2) occurred in good faith and without any deceptive intent. 

Applicant regained entitlement to small entity status as of J anuary 1, 2022, and Applicant 

claims small entity status as of that date and continuing through the present date. 

As required by 37 C.F.R. § 1.28(c)(l) and (2), Applicant itemizes the deficiency of fees 

owed for the above-identified application as follows: 
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U.S. Appln. No.: 15/614,956 
Notice of Temporary Loss of Entitlement to Small Entity Status 
and Payment of Deficiency of Fees Owed dtd July 17, 2022 

Type ofFee Date Paid Fee Paid 
Utility issue fee (Fee Code 

1/6/2020 500.00 
2501) 
Request for RCE - 1 st request 

11/8/2019 650.00 
(Fee Code 2801) 
Extension for response within 

11/4/2019 300.00 
second month (Fee Code 2252) 
Submission of an lnformation 
Disclosure Statement (Fee 3/28/2019 120.00 
Code 2806) 
Extension for response within 

3/27/2019 700.00 
third month (Fee Code 2253) 

TOTAL 2,270.00 

Current Fee 

1,200.00 

1,360.00 

640.00 

260.00 

1,480.00 

4,940.00 

Total deficiency owed is $4,940.00 - $2,270.00 = $2,670.00 

Deficiency Owed 

700.00 

710.00 

340.00 

140.00 

780.00 

2,670.00 

The Commissioner is authorized to charge the requisite fees owed to Deposit Account 

No. 19-0733. 

If any other fees are required or if an overpayment is made, the Commissioner is 

authorized to debit or credit our Deposit Account No. 19-0733, accordingly. 

Dated: July 17, 2022 

1100 13th Street, N.W. 
Washington, D.C. 20005-4051 
Tel: (202) 824-3000 
Fax: (202) 824-3001 

Respectfully submitted, 

BANNER & WITCOFF, LTD. 

By: /Scott M Kelly/ 
Scott M. Kelly 
Registration No. 65,121 

Page 2 of 2 
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EFSID: 46206531 
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lnformation: 

Total Files Size (in bytes)~ 22683 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. lt serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 111 
lf a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an lnternational Application under 35 U.S.C. 371 
lf a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New lnternational Application Filed with the USPTO as a Receiving Office 
lf a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Artide 11 and MPEP 181 O), a Notification of the lnternational Application Number 
and of the lnternational Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



Keysight, EX-1002 
Page 8

Trials(@uspto.gov 
571-272-7822 

Paper: 12 
Entered: January 20, 2022 

UNITED STATES PATENT AND TRADEMARK OFFICE 

BEFORE THE P ATENT TRIAL AND APPEAL BOARD 

PALO ALTO NETWORKS, INC., 
Petitioner, 

V. 

CENTRIPETAL NETWORKS, INC., 
Patent Owner. 

IPR2021-01155 
Patent 10,567,343 B2 

Before BRYAN F. MOORE, L YNNE E. PETTIGREW, and 
JON M. JURGOV AN, Administrative Patent Judges. 

JURGOV AN, Administrative Patent Judge. 

DECISION 
Denying Institution of Inter Partes Review 

35 use.§ 314 
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Patent 10,567,343 B2 

I. INTRODUCTION 

Palo Alto Networks, Inc. ("Petitioner") filed a Petition requesting 

inter partes review of claims 1-20 ofU.S. Patent No. 10,567,343 B2 

(Ex. 1001, "the '343 patent"). Paper 1 ("Pet. "), 1. Centripeta! Networks, 

LLC ("Patent Owner") filed a Preliminary Response. Paper 8 ("Prelim. 

Resp."). Petitioner filed a Preliminary Reply (Paper 9), and Patent Owner 

fil ed a Preliminary Sur-Reply (Paper 1 O), to address discretionary denial 

under § 314(a). 

We bave jurisdiction and authority to institute tria] pursuant to 

35 U.S.C. §§ 6 and 314(a), and 37 C.F.R. § 42.4(a). Upon consideration of 

the Petition and Preliminary Response, we exercise our discretion to decline 

institution of inter partes review under § 325( d). 

Il.BACKGROUND 

A. Real Parties-in-lnterest 

Petitioner and Patent Owner identify themselves as the only real 

parties-in-interest involved in this case. Pet. 2, Paper 5, 1. 

B. Related Matters 

Petitioner and Patent Owner identify the following as matters that can 

affect or be affected by this proceeding. See Pet. 3; Paper 5, l; Paper 7, 2; 

Prelim. Resp. 1. 

• Centripeta/ Networks_, lne. v. Palo Alto Networks, lne., 2:21-cv-00137 
(EDV A Mar. 12, 2021) 

• Centripeta/ Networks, ]ne. v. Ciseo Systems, Jne., 847 F. App'x 869 
(Fed. Cir. 2021) ( decision on appeal of final decisions in 
IPR2018-01436 involving US 9,124,522 ("the '552 patent") and 
IPR2018-01437 involving US Patent 9,160,713 ("the '713 patent") 

2 
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• Centripeta! Networks, Jne. v. Ciseo Systems, Jne., 21-193 (U.S. Oct. 4, 
2021) (denying Patent Owner's petition for writ of certiorari) 

• Reexamination ofUS 9,686,193 B2 ("the '193 patent") (confirming 
patentability of claims 1-20). 

C. Overview uf the '343 I'atent 

The '343 patent is titled "Filtering Network Data Transfers" and 

describes receiving multiple packets and determining whether their packet 

header field values correspond to a packet filtering rule. Ex. 1001, codes 

(54), (57). If so, an operator determines whether the filtered packets have 

application header field values corresponding to criteria specified by the 

operator. Id. at code (57). If so, the operator applies a packet transformation 

function to the header of the filtered packets. Id. The packet transformation 

function is configured to prevent an exfiltration operation. Id. This blocks 

packets from flowing from the inside to the outside of a protected network to 

prevent loss of confidential or sensitive information. Id. at 2:40-47. 

Figure 1 of the '343 patent is reproduced below. 

3 
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114 

Security Policy 
Mgmt. Server 

FIG. 1 

Figure 2 of the '343 patent is reproduced below. 

4 
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Figure 3 of the '343 patent is reproduced below. 
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Rule# IP Protocol 

1 (302) TCP 

2 (304) TCP 

3 (306) TCP 

4 (308) TCP 

5 (310) TCP 

6 (312) TCP 

7 (314) * 

Source IP 
Address 

140.210.* 

140.210.* 

140.210.* 

140.210.* 

140.210.* 

140.210.* 

* 

Five-tuple 

l 

Source Destination IP 
Port Address 

* 140.212.* 

* 140.212.* 

* 140.212.* 

* 140.212.* 

• 140.212.* 

* 214.* 

* * 

FIG. 3 

Destination Operator 
Port 

22 ALLOW 

25 ALLOW 

110 ALLOW 

143 ALLOW 

443 REQUIRE-
TLS-1.1-1.2 

80 HTTP-EXFIL 

* BLOCK 

Figure 3 shows dynamic security policy 218 including rules specifying 

criteria and operators. Id. at 5:50-64. For example, Rule 6 specifies that 

packets originating from a source IP address that begins with 140.210, 

having any source port, destined for an IP address that begins with 200.214 1
, 

and destined for port 80 should have the HTTP-EXFIL operator applied to 

them. Id. a.t 7:4-9. T'he HTTP-EXFIL operator may allow HTTP packets 

containing a GET method, but block HTTP packets containing other HTTP 

methods (e.g., PUT, POST, CONNECT, etc.). Id. at 7:9-23. 

Figure 4 of the '343 patent is reproduced below. 

1 Figure 3 shows the destination IP address as "214. *" whereas the text of 
the '343 patent indicates "200.214." Accordingly, there appears to be an 
error in either the figure or the text because the two are not consistent. 

6 
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N 
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AOOITIONAL PACK ET 
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THE PACKETS 

N 

408 

FIG. 4 

APPLY OPERATOR 
SPECIFIED BY PACKET 
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THE PACKETS 

VALUESOF TH 
PACKITT 
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APPLICATION HE 
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APPLY PACKET 
TRANSFORMATION 

FUNCTION SPECIFIED 
BYTHE OPERATOR TO 

THE PACKETS 

Figure 4 illustrates a method for protecting a secured network by enforcing 

one or more network usage policies or network security policies. Id. at 

3:12-15. Step 400 receives packets. Id. at 9:18-19. Step 402 determines 

whether packet field values correspond to a packet filter rule. Id. at 9:22-24. 

Step 404 applies an operator to the packet. Id. at 9:30-35. Step 406 

determines whether application header field values of packets correspond to 

criteria specified by operator. Id. at 9:38-42. Step 408 applies a packet 

transformation function specified by the operator to the packets. Id. at 

7 
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9:47-53. 

Claims 1, 8, and 15 ofthe '343 patentare independent claims reciting 

corresponding method, apparatus, and computer-readable media. Id. at 

11:28-61; 12:46-13:10; 14:1-32. The remaining claims depend from one of 

these claims. Claim 1, which is illustrative, is reproduced below. 

A method comprising: 

receiving, by a computing system comprising memory and at 
least one processor, a plurality of packets, wherein the 
plurality of packets comprises a first porti on of packets and 
a second porti on of packets; 

determining, based on a packet header field value, whether each 
packet of the plurality of packets comprises data 
corresponding to first criterion specified by one or more 
packet-filtering rules; 

responsive to a determination by the computing system that a 
packet header field value of the first porti on of packets 
comprises data corresponding to the first criterion specified 
by at least one matching packet-filtering rule, applying, by 
the computing system and to each packet in the first portion 
of packets, one or more operators specified by the at least 
one matching packet-filtering rule; 

determining, based on an application header field value, the 
second porti on of packets based on whether the first porti on 
of packets comprises data corresponding to second criteri on 
specified by one or more operators specified by the at least 
one matching packet-filtering rule; and 

responsive to determining the second portion of packets that 
comprises data corresponding to the second criterion 
specified by one or more operators specified by the at least 
one matching packet-filtering rule, applying, by the 
computing system and to each packet in the second portion 
of packets that match the second criteri on, at least one 
packet transformation function configured to prevent an 
exfiltration operation, wherein the at least one packet 

8 
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transformation function indicates whether each packet in the 
second porti on of packets is allowed to continue toward its 
destinati on. 

Id. at 11 :28--61. 

D. Evidence of Record Relied Upon 2 

Reference Date Exhibit No. 
Sourcefire 3D System 

Sourcefire User Guide, Versi on Mar. 16, 2011 1004 
4.10 

Mantripragada US 2009/0103524 Al Apr. 23, 2009 1007 

Pet. 4-6. 

E. Asserted Challenges to Patentability 

Claim Challenged Basis Reference(s) 

1-6,8-13, 15-19 § 103 Sourcefire 

7, 14,20 § 103 Sourcefire, Mantripragada 

Pet. 6. 

F. Procedura/ History 

The '343 p~tent is a continuation of US Application 14/625,486, 

which issued as US 9,686,193 B2 ("the '193 patent"). Ex. 1001, code (63). 

The '193 patent' s claims do not recite explicitly "to prevent an exfiltration 

operation" like the '343 patent's do. However, the '193 patent claims apply 

packet-filt.ering rules to prevent data transfer from a first network to a 

2 Petitioner also relies upon the Declaration of Dr. Robert Akl (Ex. 1003). 

9 
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second network, so the '193 patent is similar to the '343 patent in this 

respect. 

A petitioner (not the same one as here) challenged the '193 patent in 

IPR2018-01559. Ex. 1045. The Board denied institution because the 

petitioner had not shown that the claimed operator was taught or suggested 

by Sourcefire. Id. 

The '193 patent was also reexamined. Ex. 201 O. The Office issued a 

reexamination certificate confirming the patentability of ali claims of the 

'193 patent. Id. at 604-605. The claims were confirmed as patentable over 

Sourcefire because they recite a filtering process applying a first operator to 

drop packets associated with a particular type of data transfer (i.e., 

preventing exfiltration) and a second operator to forward packets not 

associated with a particular type of data transfer toward a third network. Id. 

at 584-586, S9S-596. 

The '193 patent is a continuation of US Applicati on 13/795,822, 

which issued as US 9,124,552 B2 ("the '552 patent"). Ex. 1001, code (63). 

US 9,160,713 B2 ("the '713 patent") is also a continuation ofthis 

application. IPR2018-01437, Ex. 1001, code (63). The '552 patent was 

challenged by a petitioner in IPR2018-01436, and the Board determined ali 

ofthe '552 patent's claims were unpatentable over Sourcefire. Ex. 1042. 

The Board also found ali claims of the '713 patent unpatentable over 

Sourcefire in IPR2018-01437. These decisions were affirmed by the U.S. 

Court of Appeals for the Federai Circuit. Centripeta! Networks, !ne. v. 

Ciseo Sys., !ne., 847 Fed. App'x. 869 (Fed. Cir. 2021). 

10 
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III. ANAL YSIS 

A. Discretionary Denial Under 35 US.C. § 325(d) 

Under § 325(d), in determining whether to institute an inter 

partes review, "the Director may take into account whether, and reject the 

petition or request because, the same or substantially the same prior arl ur 

arguments previously were presented to the Office." In evaluating 

arguments under § 325( d), we use a two-part framework: (1) whether the 

same or substantially the same art previously was presented to the Office or 

whether thc same or substantially the same a.rguments previously were 

presented to the Office; and (2) if either condition of the first part ofthe 

framework is satisfied, whether the petitioner has demonstrated that the 

Office erred in a manner materiai to the patentability of challenged claims. 

Advanced Bionics, LLC v. MED-EL Elektromedizinische Gerèite GmbH, 

IPR2019-01469, Paper 6 at 8 (PTAB Feb. 13, 2020) (precedential) 

("Advanced Bionics"). We also consider the non-exclusive factors set forth 

in Becton, Dickinson and Co. v. B. Braun Melsungen A G, IPR2017-015 86, 

Paper 8 (PT AB Dee. 15, 201 7) (precedential in relevant part) ("Bee ton, 

Dickinson"), which "provide useful insight into how to apply the 

framework" under § 325(d). Advanced Bionics at 9. Those non-exclusive 

factors are the following: 

(a) the similarities and materiai diff erences between the asserted 
art and the prior art involved during examination; 

(b) the cumulative nature of the asserted art and the prior art 
evaluated during examination; 

(e) the extent to which the asserted art was evaluated during 
examination, including whether the prior art was the basis for 
rejection; 

11 
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( d) the extent of the overlap between the arguments made 
during examination and the manner in which Petitioner relies 
on the prior art or Patent Owner distinguishes the prior art; 

(e) whether Petitioner has pointed out sufficiently how the 
Examiner erred in its evaluation of the asserted prior art; and 

(f) the extent to which additional evidence and facts presented 
in the Peti ti on warrant reconsideration of the prior art or 
arguments. 

Becton, Dfckinsnn at 17-18. "If, after review of factors (a), (b ), and ( d), it is 

determined that the same or substantially the same art or arguments 

previously were pre8ented to the Office, then factors (c), (e), and (f) relate to 

whether the petitioner has demonstrated a materiai error by the Office." 

Advanced Bionics at 10. 

B. Petitioner 's Contentions 

Petitioner contends that the Board should not exercise its discretion to 

deny institution under § 325( d). Pet. 8. Petitioner contends that the grounds 

raised by this Petition are not the same or substantially the same as the art 

and arguments raised during prosecution. Id. at 8-9. Petitioner 

acknowledges that Sourcefire and several IPR papers addressing the relateci 

'5 52 and '193 patents were cited in an informati on disclosure statement 

(IDS) in the prosecution history ofthe '343 patent. Id. at 9 (citing Ex. 1002, 

1313). However, Petitioner contends that they were not substantively 

discussed or applied in a rejection during prosecution. Id. at 9 ( citing Vizio, 

!ne. v. Nichia Corp., IPR2017-00551, Paper9, *7-8 (PTAB July 7, 2017); 

and Microsoft Corp. v. Parallel Networks, LLC, IPR2015-00486, Paper 1 O, 

*14-15 (PTAB July 15, 2015)). Petitioner contends that Sourcefire is not 

cumulative of the references considered during prosecution, and that 

12 
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Sourcefire teaches the two-stage packet filtering process that the Examiner 

found missing from the prior art during prosecution. Id. 

Petitioner contends that the Examiner erred by not expressly 

considering Sourcefire and that it is "difficult, if not impossible" to explain 

why the Examiner allowed the claims or how the bxaminer might have 

considered the arguments presented in the Peti ti on. Pet. 9-1 O ( citing 

Bowtech, lnc. v. MCP, IP, LLC, IPR2019-00379, Paper 14, *20 (PTAB July 

3, 2019)). 

Petitioner further contends the Examiner erred by not considering the 

Board's analysis of Sourcefire in IPR2018-01436 against the '552 patent 

explaining how limitations of the challenged claims are met. Id. ( citing SK 

Hynix v. Netlist, IPR2020-01042, Paper 14, *20-21 (PTAB Dee. 17, 2020); 

Amazon v. M2M, IPR2019-01205, Paper 14, *12-16 (PTAB Jan. 27, 2020); 

Versa Prods. v. Varidesk, LLC, IPR2020-00387, Paper 13, *15-18 (PTAB 

July 10, 2020)). Petitioner contends the Examiner's error is confirmed by 

the Federai Circuit's affirmance of the Board's determinati on that all claims 

ofthe '552 patent were unpatentable over Sourcefire. Pet. 11-12 (citing 

Ex. 1042, 70; Ex. 1043). 

C. Patent Owner 's Contentions 

Patent Owner contends that the Board should deny institution under 

§ 325(d) because the Petition reuses the same art and arguments that were 

previously presented to the Office. Prelim. Resp. 25. Patent Owner 

contends the Office issued the '343 patent over Sourcefire, as well as the 

Board's institution decision in IPR2018-01436 involving the '552 patent, 

which included the Board's application of Sourcefire to a similar set of 

claims. Prelim. Resp. 26 (citing Ex. 1002, 1638-40; Pet. 6). Patent Owner 

13 
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contends the Office considered and dismissed nearly identica! arguments 

against the '193 patent in the peti ti on fil ed in IPR2018-015 5 9 and the later­

filed ex parte reexamination request against the '193 patent. Id. Patent 

Owner argues that Petitioner has not demonstrated any materiai error in the 

Office's extensive prior considerations of Sourcefire. Id. 

D. Discussion 

1. Advanced Bionics Part 1 

Tuming to the first part of the Advanced Bionics framework, we 

consider whether the same or substantially the same art or arguments 

previously were presented to the Office. Sourcefire was submitted to the 

Office in an IDS during prosecution ofthe '343 patent. Ex. 1002, 1313. 

The Examiner acknowledged having considered Sourcefire by signing the 

IDS. Id. at 1406-1408. In addition, the '343 Patent lists Sourcefire as a 

cited reference. Ex. 1001, code (56) (listing Sourcefire on page 5). It is 

beyond dispute that Sourcefire was before the Office during prosecution of 

the '343 patent. 

We next consider the cumulative nature ofthe asserted art and prior 

art evaluated during examination under Becton, Dickinson. Petitioner relies 

on the combinati on of Sourcefire and Mantripragada as teaching certain 

dependent claims ofthe '343 patent. Pet. 6. Although Mantripragada was 

not considered during prosecution ofthe '343 patent, Patent Owner contends 

that Buck (US 2002/0186683 Al, published Dee. 12, 2002), which was 

expressly considered by the Examiner, is cumulative to Mantripragada in 

14 
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disclosing the blocking ofUDP3 (or RTP4
) packet transfers by a firewall. 

Prelim. Resp. 31-32 (citing Ex. 1002, 1348-1349, 1569-1570; Ex. 2016 

,r,r 9, 50, 56). After reviewing tbe evidence, we agree with Patent Owner's 

assessment tbat Mantripragada is cumulative to Buck, wbich tbe Examiner 

considered during prosecution. 

We now consider under Becton, Dickinson tbe extent of tbe overlap 

between tbe arguments made during examination and tbe manner in wbicb 

Petitioner relies on tbe prior art or Patent Owner distinguishes tbe prior art. 

Petitioner argues tbat tbe rea son the Examiner allowed tbe claims of tbe '343 

patent was a two-stage packet filtering process tbat tbe Examiner found 

missing from tbe prior art. Pet. 9, 23. Altbougb some of the claim 

amendments during prosecution may bave toucbed upon this feature, Patent 

Owner revised tbe claims in tbe amendment filed Marcb 27, 2019, to recite 

tbat tbe packet transformation function is configured "to prevent an 

exfiltration operation" and argued in tbe amendment filed November 4, 

2019, tbat tbis feature distinguisbed tbe claims aver tbe combinati on of Abn 

(US 2011/0055916 Al, publisbed Mar. 3, 2011) and Stolfo (US 

2012/0084866 Al, publisbed Apr. 5, 2012). Ex. 1002, 1422, 1424, 

1426-1429, 1613-1614. Tbe Examiner tben issued a notice of allowance 

specifically mentioning tbat tbe November 4, 2019, amendment overcame 

Stolfo. Ex. 1002, 1639. Hence, tbe record sbows tbat tbe Examiner 

considered preventing an exfiltration operati on pertinent to allowance of tbe 

claims. Patent Owner argues bere tbat tbe cballenged claims distinguisb 

3 User Datagram Protocol. 
4 Real-time Transport Protocol. 
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over Petitioner's prior art for the same reason, so Patent Owner's arguments 

during prosecution overlap with those made in this proceeding. Prelim. 

Resp. 40-4 7. Petitioner has not shown that the Examiner allowed the claims 

because ofthe two-stage filtering process. 

To summarize, we find that Sourcetire was considered by the 

Examiner during prosecution ofthe '343 patent and that Mantripragada is 

cumulative to Buck, which was considered during prosecution ofthe '343 

patent. We further find that Patent Owner's argument during prosecution 

that the packet transformation function is configured "to prevent an 

exfiltration operation" resulted in allowance of the claims of the '343 patent, 

which overlaps with the argument that Patent Owner makes in this case 

against Petitioner's challenges. Prelim. Resp. 35-36. Petitioner has not 

shown that the two-stage filtering process was a basis for the Examiner's 

allowance of the claims ofthe '343 patent over the cited prior art. We, 

therefore, find that the same or substantially the same prior art, and the same 

or substantially the same arguments, previously were presented to the Office 

under the first part of the Advanced Bionics framework. 

2. Advanced Bionics Part 2 

Under the second part of the Advanced Bionics framework, we first 

consider the extent to which the asserted art was evaluated during 

examination. Although Sourcefire was not discussed in the prosecution 

history, it was considered by the Examiner in an IDS and is listed on the 

'343 patent. Ex. 1002, 1406-1408; Ex. 1001, code (56) (listing Sourcefire 

on page 5). Mantripragada is cumulative to Buck in the manner that the 

Examiner applied it for its teaching of blocking UDP (or RTP) packet 

transfers. Pet. 70-71 (citing Ex. 10071169-70); Ex. 1002, 1348-49, 
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1569-70; Ex.2016119, 50, 56. 

We now consider whether Petitioner has pointed out sufficiently how 

the Examiner erred when evaluating the asserted prior art under Becton, 

Dickinson. Petitioner contends that the Examiner erred by failing to 

understand and apply Sourcefire in a rejection instead of allowing the 

challenged claims of the '343 patent over Sourcefire's teaching of a 

two-stage packet filtering process. Pet. 8-10, 23. However, the Examiner 

allowed the claims because of the exfiltration operati on. Ex. 1002, 1422. 

Petitioner has not shown that the two-stage filtering process was pertinent to 

the Examiner's allowance of the claims. Consequently, Petitioner has not 

identified sufficiently any materiai error on the part of the Examiner during 

prosecution of the '343 patent. 

Petitioner argues that the Examiner erred by failing to discuss the 

Board's analysis of Sourcefire in IPR2018-01436 involving the '552 patent. 

Pet. 10. Petitioner further contends the Examiner's alleged error is 

confirmed by the Federai Circuit's determination that all challenged claims 

ofthe '552 patent were unpatentable over Sourcefire. Ex. 1042, 70; 

Ex. 1043. 

We do not agree that the Examiner so errnd. The evidence shows that 

the Examiner considered the filings from IPR2018-01436, including the 

'552 patent, petition, declaration, and institution decision, by signing the 

IDS forms. Ex. 1001, code (56) (pages 2, 5, 6); Ex. 1002, 1361, 1407, 1502, 

1527, 1528, 1583. Although Petitioner cites various cases where prior art 

was cited in an IDS but was not deemed sufficiently considered by the 

Examiner (Pet. 9-11 ), that is not the case here where there was extensive 

history before the Examiner, the Board, and the Federai Circuit conceming 
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Sourcefire and its application to the '552 patent. In addition, the Examiner 

of the '343 patent also examined the '193 patent and was familiar with 

Sourcefire at least from IPR2018-01559 involving the '193 patent. 

IPR2018-01559, Ex. 1002, 292; Ex. 1002, 1634 (notice of allowances with 

Examiner's name). And, although there are similarities between the '552 

patent's claims and those ofthe '343 patent, there are also materiai 

differences that Petitioner does not address. Ex. 1044; see Pet. 11-12. For 

example, the '343 patent's claims recite deteimination steps and applying 

the packet transformation fimction configured to prevent an exfiltration 

operation. Ex. 1044; Ex. 1001, 11 :33-36, 11 :45-50, 11 :56-58. These 

features are not present in the '552 patent's claims, notwithstanding 

Petitioner's argument that the '343 patent's claims are broader than the '552 

patent's claims. Pet. 12. Hence, we are not persuaded that the Examiner 

erred regarding the '552 patent or filings from the inter partes review in 

which it was challenged. 

Furthermore, Sourcefire was considered extensively in the 

reexamination of the ' 193 patent, and one of the reasons the claims were 

confirmed was because they recite, in essence, prevention of exfiltration. 

Ex. 2010, 595-596, 604-605. Hence, the Examiner's allowance ofthe 

'343 patent claims, which explicitly recite preventing exfiltration, was 

consistent with the Office' s confirmation of the '193 patent claims during 

reexamination. 

The last consideration in the Becton, Dickinson framework is the 

extent to which additional evidence and facts presented in the Petition 

warrant reconsideration of the prior art or arguments. Petitioner's declarant 

testifies regarding the prosecution history ofthe '343 patent. Ex. 1003 
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,r,r 85-90. He concludes that "the '343 Patent claims were apparently 

allowed because the Examiner concluded that the prior art of record failed to 

disclose a two-stage packet filtering process," mirroring Petitioner's 

argument. Id. ,r 90. Petitioner's declarant does not indicate how the facts 

support this conclusion. As mentioned, Patent Owner's argument during 

prosecution leading to allowance was that the '343 patent's claims recite 

<1pplying the packet transformation function configured to prevent an 

exfiltration operation. Ex. 1002, 1614-1615, 1639. Petitioner's declarant 

does not explain sufficiently where in the prosecution history Patent Owner 

argued that a two-stage packet filtering process distinguished the '343 

patent's claims over the prior art, or where the Examiner allowed the claims 

because of two-stage packet filtering. Accordingly, lacking evidentiary 

support, the declarant's testimony is entitled to little or no weight on this 

point. 37 C.F.R. § 42.65(a). Thus, we see no additional evidence or facts in 

the Peti ti on that warrant reconsideration of the prior art. Therefore, we find 

that Petitioner has not demonstrated that the Office erred in a manner 

materiai to the patentability of the challenged claims under the second part 

of the Advanced Bionics framework. 

IV. CONCLUSION 

As discussed above, Petitioner's challenges to the '343 patent's claims 

rely on Sourcefire and Mantripragada. Sourcefire was considered by the 

Examiner during prosecution ofthe '343 patent. Although Mantripragada 

was not cited during prosecution, it is cumulative with Buck, a reference 

which the Examiner did consider and used in rejections during prosecution 

ofthe '343 patent. Patent Owner overcame the Examiner's rejections with 
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amendments and arguments. Petitioner has not shown that the Examiner 

erred in considering Sourcefire or Buck, cumulative with Mantripragada, 

during prosecution of the '343 patent. Given these facts, we exercise our 

discretion to deny institution of inter partes review. 

V.ORDER 

It is ORDERED that the Petition for inter partes review is denied. 
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FIRST NAMED INVENTOR ATTORNEY DOCKET NO. 

SeanMoore 007742.00091 \US 

PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

370-392000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

$500 

(Typed or printed name) 

(Signature) 

(Date) 

CONFIRMATION NO. 

9334 

DATE DUE 

03/12/2020 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATATO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.8l(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : O Individuai O Corporation or other private group entity O Government 

4a. Fees submitted: Orssue Fee 0Publication Fee (if required) 0Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Pleasefirst reapply any previously paidfee shown above) 

O Electronic Payment via EFS-Web O Enclosed check O Non-electronic payment by credit card (Attach form PTO-2038) 

O The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

O Applicant certifying micro entity status. See 37 CFR 1.29 

O Applicant asserting small entity status. See 37 CFR 1.27 

O Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notificati on of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILINGDATE FIRST NAMED INVENTOR 

15/614,956 06/06/2017 SeanMoore 

22907 7590 12/12/2019 

BANNER & WITCOFF, LTD. 
1100 13th STREET, N.W. 
SUITE 1200 
WASHINGTON, DC 20005-4051 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.0. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

007742.00091 \US 9334 

EXAMINER 

NGUYEN, ANH NGOC M 

ARTUNIT PAPER NUMBER 

2473 

DA TE MAILED: 12/12/2019 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legai Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 

Page 3 of 3 

PTOL-85 (Rev. 02/11) 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office ofManagement and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individua! case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief lnformation Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. U nder the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U .S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

lnformation Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of lnformation Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individua!, to whom the record pertains, when the individua! has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and forreview pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notice of Allowability 

Application No. 
15/614,956 
Examiner 
Anh Ngoc M Nguyen 

Applicant(s) 
Moore, Sean 
Art Unit I AIA (FITF) Status 
2473 No 

-- The MAILING DA TE ot this communication appears on the cover sheet with the correspondence address-­
AII claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. lf not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOTA GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to 11/04/2019. 

O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-20. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) 0AII b) 0 Some *c) O None of the: 

1. O Certified copies of the priority documents have been received. 
2. O Certified copies of the priority documents have been received in Application No. __ . 

3. O Copies of the certified copies of the priority documents have been received in this national stage application from the 

lnternational Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

O including changes required by the attached Examiner's Amendment / Comment or in the Office action of 
Paper No./Mail Date __ . 

ldentifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. O Notice of References Cited (PTO-892) 

2.~ lnformation Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 11/05/2019. 

5. O Examiner's Amendment/Comment 

6. ~ Examiner's Statement of Reasons for Allowance 

3. O Examiner's Comment Regarding Requirement for Deposit 7. OOther __ 
of Biologica! Materiai . 

4.0 lnterview Summary (PTO-413), 
Paper No./Mail Date. 

/ANH NGOC M NGUYEN/ 
Primary Examiner, Art Unit 2473 

U.S. Patent and Trademark Office 

PTOL-37 (Rev. 08-13) Notice of Allowability Pari of Paper No./Mail Date 20191202 
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Application/Control Number:15/614,956 
Art Unit:2473 

REASONS FOR ALLOWANCE 

1. Claims 1 - 20 are allowed. 

2. The following is an examiner' s statement of reasons for allowance: 

Page2 

Applicant's Arguments/Remarks and amendments filed November 4, 2019 with respect 

to independent claims 1, 8 and 15 have been considered and they are persuasive. 

Plus, the prior art rejection under Stolfl (US Pub. No. 2012/0084866) and the rejection 

under 35 U.S.C. 112, first paragraph, are withdrawn. 

Claim 1 has been amended to overcome the claim objections. 

Examiner believes that the record of the prosecution as a whole does make clear the 

reasons for allowing claims 1 - 20. Please referto record of prosecution. 

3. Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the issue 

fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

Any inquiry conceming this communication or earlier communications from the 

examiner should be directed to Anh Ngoc M Nguyen whose telephone number is (571)270-5139. 

The examiner can normally be reached on M-F 7:30-4. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner' s 

supervisor, Kwang Bin Yao can be reached on (571)272-3182. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Examiner interviews are available via telephone, in-person, and video conferencing using 

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 
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Application/Control Number:15/614,956 
Art Unit:2473 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://,;vw\v.uspto.gov/ìntervìewpractice. 

Page3 

lnformation regarding the status of an application may be obtained from the Patent 

Application lnformation Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANH NGOC M NGUYEN/ 
Primary Examiner, Art Unit 2473 
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Search Notes 

CPC - Searched* 

Symbol 

Application/Control No. 

15/614,956 

Examiner 

Anh Ngoc M Nguyen 

h04I45/74, 745 h04I63/0254, 0236, 0263, 1466 h04I67/02 h04I69/ 
22 -- see search history 

CPC Combination Sets - Searched* 

Symbol 

US Classification - Searched* 

Class Subclass 

Applicant(s)/Patent Under Reexamination 

Moore, Sean 

Art Unit 

2473 

Date Examiner 

12/02/2019 AN 

Date Examiner 

Date Examiner 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search. 

Search Notes 

Search Notes Date Examiner 

searched far double patenting; inventors; assignee; EAST database, 12/02/2019 AN 
subgroups combined with texts search far invention 

lnterference Search 

US Class/CPC 
US Subclass/CPC Group Date Examiner 

Symbol 

h04I63/0254 12/02/2019 AN 

U.S. Patent and Trademark Office 
Page 1 of 1 

Pari of Paper No.: 20191202 
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lssue Classitication 

CPC 

Symbol 

H04L rnI 63 rnt 
H04L rnt 63 rnr 
H04L rn 63 rnt 
H04L rnr 67 mi 
H04L rnt 45 rnr 
H04L rnr 69 rnt 

CPC Combination Sets 

Symbol 

Application/Control No. 

15/614,956 

Examiner 

Anh Ngoc M Nguyen 

0254 

0263 

1466 

02 

74 

22 

I rn I I rn I 

NONE 

(Assistant Examiner) 

/ANH NGOC M NGUYEN/ 
Primary Examiner, Art Unit 2473 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Applicant(s)/Patent Under Reexamination 

Moore, Sean 

Art Unit 

2473 

Type Version 

F 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

I 2013-01-01 

Type Set Ranking Version 

Total Claims Allowed: 

(Date) 20 

02 December 2019 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 2 

Pari of Paper No.: 20191202 

Page 1 of 3 
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lssue Classitication 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

H04L29/06 

I NON-CLAIMED 

US ORIGINAL CLASSIFICATION 

CLASS 

CROSS REFERENCES(S) 

CLASS 

NONE 

(Assistant Examiner) 

/ANH NGOC M NGUYEN/ 
Primary Examiner, Art Unit 2473 

(Primary Examiner) 
U.S. Patent and Trademark Office 

Application/Control No. 

15/614,956 

Examiner 

Anh Ngoc M Nguyen 

I rnJl 29 

Applicant(s)/Patent Under Reexamination 

Moore, Sean 

Art Unit 

2473 

I rn?I 06 

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

Total Claims Allowed: 

(Date) 20 

02 December 2019 
O.G. Print Claim(s) O.G. Print Figure 

(Date) 1 2 

Pari of Paper No.: 20191202 

Page 2 of 3 
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lssue Classitication 
Application/Control No. 

15/614,956 

Examiner 

Anh Ngoc M Nguyen 

Applicant(s)/Patent Under Reexamination 

Moore, Sean 

Art Unit 

2473 

~ Claims renumbered in the same arder as presented by applicant □ CPA □ T.D. □ R.1.47 
CLAIMS 

Final Originai Final Originai Final Originai Final Originai Final Originai Final Originai Final Originai Final Originai 

NONE 
Total Claims Allowed: 

(Assistant Examiner) (Date) 20 

/ANH NGOC M NGUYEN/ 02 December 2019 
O.G. Print Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2473 

(Primary Examiner) (Date) 1 2 

U.S. Patent and Trademark Office Pari of Paper No.: 20191202 

Page 3 of 3 
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Application/Control No. Applicant(s)/Patent Under Reexamination 

lndex ot Claims 15/614,956 Moore, Sean 

Examiner Art Unit 

Anh Ngoc M Nguyen 2473 

✓ Rejected Cancelled N Non-Elected A Appeal 

-- Allowed Restricted I lnterference o Objected 

CLAIMS 

o Claims renumbered in the same arder as presented by applicant 0 CPA 0 T.D. 0 R.1.47 

CLAIM DATE 
Final Originai 09/24/2018 05/24/2019 12/02/2019 

1 ✓ ✓ = 
2 ✓ ✓ = 
3 ✓ ✓ = 
4 ✓ ✓ = 
5 ✓ ✓ = 
6 ✓ ✓ = 
7 ✓ ✓ = 
8 ✓ ✓ = 
9 ✓ ✓ = 
10 ✓ ✓ = 
11 ✓ ✓ = 
12 ✓ ✓ = 
13 ✓ ✓ = 
14 ✓ ✓ = 
15 ✓ ✓ = 
16 ✓ ✓ = 
17 ✓ ✓ = 
18 ✓ ✓ = 
19 ✓ ✓ = 
20 ✓ ✓ = 

U.S. Patent and Trademark Office Pari of Paper No.: 20191202 

Page 1 of 1 
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15/614,956 - GAU: 2473 

Doc code: IDS PTO/SB/0Ba (02-18) 

Doc description: lnformation Disclosure Statement (IDS) Filed Approved for use lhrough 11/30/2020. 0MB 0651-0031 
U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 15614956 

Filing Date )017-06-06 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit 12473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 6907042 B1 Q005-06-14 8guchi 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20050076227 A1 Q005-04-07 Kang et al. 

2 20040148520 A1 R004-07-29 Talpade et al. 

3 20090150972 A1 Roo9-06-11 MOON etal. 

4 20090262723 A1 Roo9-10-22 Pelletier et al. 

5 20030014665 A1 Q003-01-16 l\nderson et al. 

EFSWeb 2.1.18 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 
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1;:;11:;14 q;,;i:; r-nn° ?47~ 

Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

6 20170272469 A1 t2017-09-21 Kraemer et al. 

7 20090300759 A1 t2009-12-03 il\/ang et al. 

8 20120240185 A1 t2012-09-20 Kapooret al. 

9 20110214157 A1 t2011-09-01 Korsunsky et al. 

10 20150347246 A1 t2015-12-03 MATSUI et al. 

11 20120110656 A1 t2012-05-03 Santos et al. 

12 20090144819 A1 t2009-06-04 BABBAR et al. 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

EFSWeb 2.1.18 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 

publisher, city and/or country where published. 

1 ~019 Mar 18 (AU) First Examination Report-App. 2016379156 (007742.00117) 

2 ~019 Apr 8 (US) Final Office Action -App. 15/413,947 (007742.00086) 

3 
~018 Aug 10 {US) Declaration of Kevin Jeffay, Ph□ in Support of Fourth Petition far Inter Partes Review of U.S. Patent 
No.9, 137,205 - IPR2018-01506 

4 ~018 Aug 10 (US) Fourth Petition far Inter Partes Review of U.S. Patent No. 9,137,205 - IPR2018-01506 

5 ~018 Aug 03 (US) Third Petition for Inter Partes Review of U.S. Patent No.9, 137,205 - IPR2018-01505 

6 
~018 Aug 03 {US) Declaration of Kevin Jeffay, Ph□ in Support of Third Petition far Inter Partes Review of U.S. Patent 
No.9, 137,205 - IPR2018-01505 

7 
~018 Aug 03 {US) Declaration of Kevin Jeffay, Ph□ in Support of Third Petition far Inter Partes Review of U.S. Patent 
No. 9,560,077 - IPR2018-01513 

8 ~019 Apr 2 (US) Decision - lnstitution of Inter Partes Review of U.S. Patent 9,560,077 - IPR 2018-01513 

9 ~018 Aug 10 (US) Petition for Inter Partes Review of Claims 1-20 of U.S. Patent No. 9,560,077 - IPR2018-01515 

10 ~019 May 23 (US) Non-Final Office Action -App. 14/745,207 (007742.00049) 

EFSWeb 2.1.18 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

11 e019 May 24 (US) Non-Final Office Action -App. 16/111,524 (007742.00123) 

12 
~019 Jun 3 (EP) Communication pursuant to Article 94(3) EPC - Third Examination Report -App. 13765547.8 
0077 42.00044) 

13 eo18 Aug 2 (US) Notice of Allowance and Fees Due -App." T'670'3U,25'l {007742.00114) 
115/030,354 

14 ~019 Jul 5 (EP) Extended European Search Report-App. 19179539.2 (007742.00141) 

15 e019 Aug 2 (CA) Office Action -App. 2,888,935 (007742.00046) 
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17 eo19 Aug 16 (EP) Extended Search Report -App. 19170936.9 (007742.00140) 

18 ~018 Sep 18 (US) Petition for Inter Partes Review of U.S. Patent No. 9,413,722- IPR 2018-01760 

19 
eo18 Sep 18 {US) Declaration of Dr. Stuart Staniford in Support of Petition for Inter Partes Review of U.S. Patent No. 
9,413,722- IPR 2018-01760 

20 eo19 Sept 3 (US) Notice of Allowance and Fees Due -App. 16/518,190 (007742.00147) 

21 
eo19 Aug 19 {EP) Communication pursuant to Article 94{3) EPC - Examination Report-App. 14719415.3 
0077 42.00053) 

EFSWeb 2.1.18 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 51

1;:;11:;14 q;,;i:; r-nn° ?47~ 

Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

22 ~019 Oct 10 - (US) Notice of Allowance -App 16/448,997 

23 ~019 Oct 11 - (US) Non-Final Office Action -App 16/554,293 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /ANH NGOC M NGUYEN/ I Date Considered Il 1210212019 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 Far Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
English language translation is attached. 

EFSWeb 2.1.18 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 52

1;:;11:;14 q;,;i:; r-nn° ?47~ 

Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Christian LaForgia/ Date (YYYY-MM-DD) 2019-11-04 

Name/Print Christian LaForgia Registration Number ~1,227 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETE□ FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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15/614,956 - GAU: 2473 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COM MERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displavs a val id 0MB contrai number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number I Filing Date I Substitute tor Form PTO-875 
15/614,956 06/06/2017 OTo be Mailed 

ENTITY: 0 LARGE ~ SMALL 0 MIGRO 

APPLICATION AS FILED - PARTI 

Column 1) (Column 2) 
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE ($) 

LJ BASIC FEE 
(37 CFR 1.16(a), (b), or (cl) 

N/A N/A N/A 

LJ SEARCH FEE N/A N/A N/A 
(37 CFR 1.16(k), (i), or (m)) 

LJ EXAMINATION FEE N/A N/A N/A 
(37 CFR 1.16(0), (o), or /nii 

TOTAL CLAIMS 20 minus 20 = ·O 
(37 CFR 1.16(i)) 

X $40 = o 
INDEPENDENT CLAIMS 3 minus 3 = ·O X $210 = o 
(37 CFR 1.16(h)) 

lt the specificati on and drawings exceed 100 sheets 

OAPPLICATION SIZE FEE (37 
ot paper, the application size tee due is $31 O ($155 
tor small entity) tor each additional 50 sheets or 

CFR 1.16(s)) fraction thereot. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

0 MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* lt the difference in column 1 is less than zero, enter "O" in column 2. TOTAL o 
APPLICATION AS AMENDED - PART Il 

/Column 1\ /Column 2\ /Column 3 
CLAIMS HIGHEST 
REMAINING NUMBER 

PRESENT EXTRA RATE($) ADDITIONAL FEE ($) 
I- AFTER PREVIOUSLY 
z AMENDMENT PAID FOR w 

Total :E * 20 Minus ** 20 =0 X $0 = o e (37 CFR 1.16(i)) 

z lndependent *3 Minus *** 3 =0 X $0 = o w /37 CFR 1.16/hll 

:E O Application Size Fee (37 CFR 1.16(s)) e( 

0 FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 
1.16(j)) 

TOTAL ADD'L FEE o 
(Column 1) (Column 2) (Column 3 
CLAIMS HIGHEST 

REMAINING NUMBER 
PRESENT EXTRA RATE($) ADDITIONAL FEE ($) 

AFTER PREVIOUSLY 
I- AMENDMENT PAID FOR z w Total * Minus ** = X $0 = :E (37 CFR 1.16(i)) 

e lndependent * Minus *** = X $0 = z (37 CFR 1.16(h)) w O Application Size Fee (37 CFR 1.16(s)) :E 
e( lJ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 

1.16(i)) 

TOTAL ADD'L FEE 

* Il the entry in column 1 is less than the entry in column 2, write "O" in column 3. LIE 

** Il the "Hiqhest Number Previouslv Paid For" IN THIS SPACE is less than 20, enter "20". /PEGGY S YARBOROUGH/ 

*** Il the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or lndependent) is the highest number found in the appropriate box in column 1. 

This collection of information is required by 37 CFR 1.16. The information is required lo obtain or retain a benefit by the public which is lo file (and by the USPTO lo 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated lo take 12 minutes lo complete, including gathering, 
preparing, and submitting the completed application form lo the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require lo complete this form and/or suggestions lor reducing this burden, should be seni lo the Chief lnformation Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

Il you need assistance in completing the form, ca!! 1-800-PTO-9199 and select option 2. 
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United States Patent and Trademark Office 
Qfjìcc ('.f the Chi~f Fimmclal Qffi.w 

Document Code:VVFEE 

User :66187 

Sale Accounting Date:i i /08/2019 

Sale Item Reference Number 
15614956 

Document Number 
12019A8B06498506 

Fee Code Fee Code Description 
2801 RCE- 1 ST REQUEST 

Effective Date 
11/04/2019 

Amount Paid 
$650.00 

Payment Method 
Deposit Account 
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Doc code: IDS PTO/SB/OBa (02-18) 

Doc description: lnformation Disclosure Statement (IDS) Filed 
Approved for use through 11/30/2020. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I J:;ean Moore 
STATEMENT BY APPLICANT 

Art Unii 12473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Removel 

Examiner Cile Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 p907042 B1 R005-06-14 ::>guchi 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Removel 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cile No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20050076227 A1 Roo5-04-07 Kang et al. 

2 20040148520 A1 Roo4-07-29 Talpade et al. 

3 20090150972 A1 Roo9-06-11 MOON etal. 

4 20090262723 A1 Roo9-10-22 Pelletier et al. 

5 20030014665 A1 Roo3-01-16 l\nderson et al. 

EFSWeb2.1.18 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

6 20170272469 A1 t/017-09-21 Kraemer et al. 

7 20090300759 A1 Q009-12-03 Nang et al. 

8 20120240185 A1 t/012-09-20 Kapooret al. 

9 20110214157 A1 Q011-09-01 Korsunsky et al. 

10 20150347246 A1 t/015-12-03 MATSUI et al. 

11 20120110656 A1 t1012-05-03 Santos et al. 

12 20090144819 A1 t/009-06-04 BABBAR et al. 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cile Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

Examiner Cile 
Include name of the author (in CAPITAL LETTERS), tille of the article (when appropriate), tille of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 

publisher, city and/or country where published. 

1 J019 Mar 18 (AU) First Examination Report-App. 2016379156 (007742.00117) 

2 2019 Apr 8 (US) Final Office Action -App. 15/413,947 (007742.00086) 

3 
J018 Aug 10 (US) Declaration of Kevin Jeffay, PhD in Suppor! of Fourth Petition far Inter Partes Review of U.S. Patent 
No.9, 137,205 - IPR2018-01506 

4 2018 Aug 10 (US) Fourth Petition for Inter Partes Review of U.S. Patent No. 9,137,205 - IPR2018-01506 

5 J018 Aug 03 (US) Third Petition far Inter Partes Review of U.S. Patent No.9, 137,205 - IPR2018-01505 

6 
2018 Aug 03 (US) Declaration of Kevin Jeffay, PhD in Suppor! of Third Petition for Inter Partes Review of U.S. Patent 
No.9, 137,205 - IPR2018-01505 

7 
J018 Aug 03 (US) Declaration of Kevin Jeffay, PhD in Suppor! of Third Petition for Inter Partes Review of U.S. Patent 
No. 9,560,077 - IPR2018-01513 

8 2019 Apr 2 (US) Decision - lnstitution of Inter Partes Review of U.S. Patent 9,560,077 - IPR 2018-01513 

9 J018 Aug 10 (US) Petition far Inter Partes Review of Claims 1-20 of U.S. Patent No. 9,560,077 - IPR2018-01515 

10 2019 May 23 (US) Non-Final Office Action -App. 14/745,207 (007742.00049) 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name I A. N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

11 J019 May 24 {US) Non-Final Office Action -App. 16/111,524 (007742.00123) 

12 
J019 Jun 3 {EP) Communication pursuant lo Article 94(3) EPC - Third Examination Report -App. 13765547.8 
007742.00044) 

13 J018 Aug 2 {US) Notice of Allowance and Fees Due -App. 16/030,254 (007742.00114) 

14 J019 Jul 5 {EP) Extended European Search Report-App. 19179539.2 (007742.00141) 

15 J019 Aug 2 {CA) Office Action -App. 2,888,935 (007742.00046) 

16 J019 Aug 2 {US) Non-Final Office Action -App. 16/448,969 (007742.00143) 

17 J019 Aug 16 {EP) Extended Search Report -App. 19170936.9 (007742.00140) 

18 J018 Sep 18 {US) Petition far Inter Partes Review of U.S. Patent No. 9,413,722- IPR 2018-01760 

19 
J018 Sep 18 {US) Declaration of Dr. Stuart Staniford in Suppor! of Petition far Inter Partes Review of U.S. Patent No. 
~,413,722- IPR 2018-01760 

20 J019 Sept 3 {US) Notice of Allowance and Fees Due -App. 16/518,190 (007742.00147) 

21 
J019 Aug 19 {EP) Communication pursuant lo Article 94(3) EPC - Examination Report-App. 14719415.3 
0077 42.00053) 
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Keysight, EX-1002 
Page 65

Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name IA N. M. Nguyen 

Attorney Docket Number 007742.00091\US 

22 JQ19 Oct 10 - (US) Nolice of Allowance -App 16/448,997 

23 JQ19 Oct 11 - (US) Non-Final Office Aclion -App 16/554,293 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 
*EXAMINER: lnitial if reference considered, whether or noi citation is in conformance with MPEP 609. Draw line through a 
citation if noi in conformance and noi considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents al www.USPTO.GOV or MPEP 901.04. 2 Enter office thai issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i 
English language translation is attached. 
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Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name IAN. M. Nguyen 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

OR 

Thai each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application noi more !han three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

Thai no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more !han three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee setforth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is noi submitted herewith. 
SIGNA TURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Christian LaForgia/ Date (YYYY-MM-DD) 2019-11-04 

Name/Print Christian LaForgia Registration Number 171,227 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the compieteci 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be seni to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETE□ FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Aci of 1974 (P.L. 93-579) requires thai you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Aci, please be advised 
thai: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do noi furnish the requested 
information, the U.S. Patent and Trademark Office may noi be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Aci 
(5 U.S.C. 552) and the Privacy Aci (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Aci requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrale, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contrae!. Recipients of information shall be required to comply with the 
requirements of the Privacy Aci of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Aci (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as pari of thai agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall noi be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 37654874 

Application Number: 15614956 

lnternational Application Number: 

Confirmation Number: 9334 

Title of lnvention: FILTERING NETWORK DATA TRANSFERS 

First Named lnventor/Applicant Name: Sean Moore 

Customer Number: 22907 

Filer: Christian A. LaForgia/Michelle Reed 

Filer Authorized By: Christian A. LaForgia 

Attorney Docket Number: 007742.00091\US 

Receipt Date: 05-NOV-2019 

Filing Date: 06-JUN-2017 

TimeStamp: 10:03:20 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1035509 

lnformation_Disclosure_State 
1 

lnformation Disclosure Statement (IDS) 
ment_Fillable_PDF _20035381. no 7 

Form (5B08) 
pdf 4626242ce384f545070b6d88f39a7e38c60 

Oe94 

Warnings: 
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lnformation: 

215628 

2 Non Patent Literature 
First_Examination_Report_dtd 

no 5 
- 03-18-2019_ 19681764.PDF 

96412ce37c45c82218e738fd4d716d28778 
e7942 

Warnings: 

lnformation: 

1816695 

3 Non Patent Literature 
Final_Rejection_ 1449_ 197003 

no 44 
06.pdf 

69ccae9a8687Sb4cd3c73b 1956c755528a5 
7874c 

Warnings: 

lnformation: 

4642115 

4 Non Patent Literature 
IPR2018-01506_Declaration_of 

no 205 
_Kevin_Jeffay_ 19745035.PDF 

c53c8dcfacd3683b309f8894 76841e75c178 
0367 

Warnings: 

lnformation: 

2018_08_ 1 0_Fourth_Petition_f 
1701216 

5 Non Patent Literature 
or_Review_-

no 94 
- US_Pat_No_9137205_ 197451 

b496a318088aae63e 1 dfc77e744254faf1 b4 

06.PDF be92 

Warnings: 

lnformation: 

2018_Aug_3 _ Th i rd_Petition_fo 
1387016 

6 Non Patent Literature 
r _Review_-_IPR2018-01505_-

no 87 
- US_Patent_No_9137205_ 197 

Sf4290ab53129dbbcae94674c2da 14667a5 

45114.PDF be455 

Warnings: 

lnformation: 

7071093 
Declaration_of _Jeffay _in_Su pp 

7 Non Patent Literature ort_of_ Third_Petition_- no 191 
IPR2018-01505_ 19745123.PDI bd98e12a5467ae104b70dde36Sf6546e48 -

10338 

Warnings: 

lnformation: 

4007891 
Delcaration_of _Jeffay _in_Su pp 

8 Non Patent Literature ort_of_Petition_- no 184 
IPR2018-01513_ 19745131.PDI bel 9344c67ac351 b07c1 fc1 b03494373594 

- 3dac0 

Warnings: 

lnformation: 
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9 Non Patent Literature 

Warnings: 

lnformation: 

10 Non Patent Literature 

Warnings: 

lnformation: 

11 Non Patent Literature 

Warnings: 

lnformation: 

12 Non Patent Literature 

Warnings: 

lnformation: 

13 Non Patent Literature 

Warnings: 

lnformation: 

14 Non Patent Literature 

Warnings: 

lnformation: 

15 Non Patent Literature 

Warnings: 

lnformation: 

IPR2018-01513_Decision_on_l 
nstitution_ 19745142.PDF 

2018_Aug_ 1 0_Petition_for_Re 

449046 

021ae74b905142f1 66098ba7e816e7de67e 
ef353 

1174653 

view_-_lPR2018-01513_- i----------1 

_US_Pat_No_9560077_197451 
53.PDF 

Non­
Final_Rejection_ 1449 _ 197837 

93.pdf 

Non­
Final_Rejection_892_ 1449_ 1 

9786008.pdf 

4dc50b4af1716b8ad0e 7401954dcc988d40 
4651e 

1701443 

b34f53bd3403e8523c1 dbd714d7db03e7e 
92c10 

3609830 

f61 e108ff3b2906053e6155737190Sd3346t 
cdac 

447608 
03_Jun_2019_EP _Third_Exami , ________ _, 

nation_Report_ 13765547 _ 1983 
6161.PDF 7809730cb6ae6efa98ff8fb67faacc60a7307 

7c8 

1009943 
Notice_of_Allowance_and_Fee 
s_Due_PTOL-85_INTVSUMEX_1----------1 

_QAAPPENDIX_392_ 199l 2 l Q 6901de28af39ffed35822411db2575432a7( 

8.pdf 4112 

332378 

2019_Jul_5_EP _Extended_Srch 

_Rpt_ 19179539- 198831 05.PDF 51d77Ddc282d29939e08Sb5fc2e99f7ebf2 

b047 

no 27 

no 86 

no 43 

no 91 

no 11 

no 23 

no 9 
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312757 

16 Non Patent Literature 
CIPO_OA_dtd_08-02-2019_ 199 

no 6 
26836.PDF 

c0f646feec670d9f1 7e3824a73036d5782c6 
8152 

Warnings: 

lnformation: 

3300675 
Non-

17 Non Patent Literature Final_Rejection_892_ 14492_ no 114 
19912157.pdf 40ae7144 7dfc2966c06d441 b94e208d4Sb0 

92381 

Warnings: 

lnformation: 

494264 

18 
Other Reference-Patent/ App/Search 2019_Aug_16_EP_Extended_Sr 

no 7 
documents ch_Rpt_WO_ 19972746.PDF 

f37480623716df258a26b2680560b91 fe8bc 
3b30 

Warnings: 

lnformation: 

3342875 

19 Non Patent Literature 
IPR_Petition_filed_09-18-2019_ 

no 97 
IPR2018-01760_ 19972995.pdf 

6edfe0d7Sa24d3Se39651 86a 1 ba77c5b420 
b7b68 

Warnings: 

lnformation: 

Declaration_of_Dr_Stanford_in 
4851792 

20 Non Patent Literature 
_Support_of_lPR_Petition_filed 

no 117 
- 09-18-2019_IPR2018-017 _ 199 

1183764bce8f1 adad8953db7a5664bd01 dt 

73013.pdf 546be 

Warnings: 

lnformation: 

1780598 
Notice_of_Allowance_and_Fee 

21 Non Patent Literature s_Due_PTOL-85 - 892 - 1449 - no 55 
19978951.pdf cee 5 ca9 bd aO b28bd eS d 17 c7aef9ef3d4 3 aS 

88c8e 

Warnings: 

lnformation: 

186271 
2019_Aug_ 19_EP _Examination 

22 Non Patent Literature _Report_App_ 14718415_3_20 no 6 
021089.PDF c3 35 a4 719216d49 3 77c8df3f1 f9cf63 04694 

38c 

Warnings: 

lnformation: 
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422319 
Notice_of_Allowance_and_Fee 

23 Non Patent Literature s_Due_PTOL-85pdf_007742001 no 7 
44_20105644.PDF Da 19Sc1 2226dbcf8f003c1 d0c771 cl e4dd2 

56a2 

Warnings: 

lnformation: 

2843984 
Non-

24 Non Patent Literature Final_Rejection_892_ 1449pd no 96 
f_00774200149_20105647.PDF fc22917897efa396c586d0d56b5dea44fcc3 

633f 

Warnings: 

lnformation: 

Total Files Size (in bytes) 48137599 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. lt serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
lf a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an lnternational Agglication under 35 U.S.C. 371 
lf a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New lnternational Agglication Filed with the USPTO as a Receiving Office 
lf a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Artide 11 and MPEP 181 O), a Notification of the lnternational Application Number 
and of the lnternational Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



Keysight, EX-1002 
Page 73

Doc code: RCEX PTOISBl30EFS (02-18) 
Doc description: Request for Continued Examination (RCE) Approved tor use through 1113012020. OMB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are requìred to respond te a collecfion of information un!ess it contains a valìd 0MB control number. 

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL 
(Submitted Only via EFS-Web) 

Applicati on 
t5614956 I Filing I ~017-06-06 

Docket Number 
F7742.00091\US I Art I F473 Number Date {if applicable) Unit 

First Named 
Sean Moore 

Examiner E· N. M. Nguyen I Inventar Name 

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application. 
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does noi apply lo any utility or plant application filed prior lo June 8, 
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Docket No.: 007742.00091 \US 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Sean Moore 

Application No.: 15/614,956 

Filed: June 6, 2017 

Confirmation No.: 9334 

Art Unit: 2473 

For: FILTERING NETWORK DATA TRANSFERS Examiner: A. N. M. Nguyen 

AMENDMENT AND 

REOUEST FOR CONTINUED EXAMINATION ("RCE") UNDER 37 C.F.R. § 1.114 

Mail Stop RCE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

In response to the Final Office Action dated June 3, 2019, and in conjunction with the RCE 

filed concurrently herewith, please amend the above-identified U.S. patent application as follows: 

Amendments to the Claims are reflected in the listing of claims which begins on page 2 

of this paper. 

Remarks/Arguments begin on page 9 of this paper. 

Applicant requests any necessary extension of time for the submission of this paper. If any 

fees are required or if an overpayment is made, the Commissioner is authorized to debit or credit 

our Deposit Account No. 19-0733, accordingly. 
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AMENDMENTS TO THE CLAIMS 

This Listing of Claims will replace all prior versions and listings of claims m this 

application. 

1. (Currently Amended) A method comprising: 

receiving, by a computing system comprising memory and at least one processor, a 

plurality of packets, wherein the plurality of packets comprises a first portion of packets and a 

second portion of packets, ,.vherein the second portion of packets is a portion of the first portion of 

packets; 

determining, based on a packet header field value, whether each packet of the plurality of 

packets comprises data corresponding to first criterion specified by one or more packet-filtering 

rules; 

responsive to a determination by the computing system that a packet header field value of 

the first portion of packets comprises data corresponding to the first criterion specified by at least 

one matching packet-filtering rule, applying, by the computing system and to each packet in the 

first portion of packets, one or more operators specified by the at least one matching packet­

filtering rule; 

determining, based on an application header field value, the second portion of packets 

based on whether the first portion of packets comprises data corresponding to second criterion 

specified by one or more operators specified by the at least one matching packet-filtering rule; and 

responsive to determining the second portion of packets that comprises data corresponding 

to the second criterion specified by one or more operators specified by the at least one matching 

packet-filtering rule, applying, by the computing system and to each packet in the second portion 

of packets that match the second criterion, at least one packet transformation function configured 

to an preyent eRfiltrntion prevent an exfiltration operation, wherein the at least one packet 

transformation function indicates whether each packet in the second portion of packets is allowed 

to continue toward its destination. 

2. (Previously Presented) The method of claim 1, wherein: 
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the first portion of packets comprises a packet header field value indicating a protocol type 

associated with a particular type of data transfer, and corresponding to the first criterion specified 

by the at least one matching packet-filtering rule. 

3. (Previously Presented) The method of claim 1, wherein: 

the first portion of packets comprises data indicating a destination port number associated 

with a particular type of data transfer, and corresponding to the first criterion specified by the at 

least one matching packet-filtering rule. 

4. (Previously Presented) The method of claim 1, wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion of 

packets comprises a plurality of HTTP packets, wherein the second portion of packets comprises 

a third portion of packets and a fourth portion of packets, and wherein each packet of the third 

portion of packets comprises at least one GET method value, and each packet of the fourth portion 

of packets comprises at least one of a PUT method value, a POST method value, or a CONNECT 

method value, the method further comprising: 

allowing each packet of the third portion of packets to continue toward its respective 

destination; and 

blocking each packet of the fourth portion of packets from continuing toward its respective 

destination. 

5. (Previously Presented) The method of claim 1, the method further comprising: 

allowing, based on a determination that the application header field value indicates a 

request for specified resource data, each packet of the second portion of packets indicating a 

request for specified resource data to continue toward its respective destination; and 

blocking, based on a determination that the application header field value indicates a 

request to submit data to be processed by a specified resource, each packet of the second portion 

of packets indicating a request to submit data to be processed by the specified resource from 

continuing toward its respective destination. 

Page 3 of 13 



Keysight, EX-1002 
Page 79

Application No. 15/614,956 Docket No.: 007742.00091 \US 
After Final Office Action of June 3, 2019 

6. (Previously Presented) The method of claim 1, further comprising dropping packets 

associated with a particular type of data transfer responsive to a determination that the packets 

associated with the particular type of data transfer comprise data corresponding to a particular 

transport layer security (TLS) version value. 

7. (Previously Presented) The method of claim 1, further comprising dropping packets 

associated with a particular type of data transfer responsive to a determination that the packets 

associated with the particular type of data transfer comprise data corresponding to a particular real­

time transport protocol value. 

8. (Currently Amended) An apparatus comprising: 

at least one processor; and 

memory storing instructions that, when executed by the at least one processor, cause the 

apparatus to: 

receive a plurality of packets, ,,vherein the plurality of packets comprises a first 

portion of packets and a second portion of packets, ,,vherein the second portion of packets 

is a portion of the first portion of packets; 

determine, based on a packet header field value, whether the plurality of packets 

comprises data corresponding to first criterion specified by one or more packet-filtering 

rules; 

responsive to a determination that a packet header field value of the-.1!_first portion 

of packets comprises data corresponding to the first criterion specified by at least one 

matching packet-filtering rule, apply, to each packet in the first portion of packets, one or 

more operators specified by the at least one matching packet-filtering rule; 

determine, based on an application header field value, the-.!!_second portion of 

packets based on whether the first portion of packets comprises data corresponding to 

second criterion specified by one or more operators specified by the at least one matching 

packet-filtering rule; and 

responsive to determining the second portion of packets that compnses data 

corresponding to the second criterion specified by one or more operators specified by the 
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at least one matching packet-filtering rule, apply, to each packet in the second portion of 

packets, at least one packet transformation function configured to prevent an exfiltration 

operation, wherein the at least one packet transformation function indicates whether each 

packet in the second portion of packets is allowed to continue toward its destination. 

9. (Previously Presented) The apparatus of claim 8, wherein 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with a particular type of data transfer, and corresponding to the first criterion specified 

by the at least one matching packet-filtering rule. 

10. (Previously Presented) The apparatus of claim 8, wherein: 

the first portion of packets comprises data indicating a destination port number associated 

with a particular type of data transfer, and corresponding to the first criterion specified by the at 

least one matching packet-filtering rule. 

11. (Previously Presented) The apparatus of claim 8, wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion of 

packets comprises a plurality of HTTP packets, wherein the second portion of packets comprises 

a third portion of packets and a fourth portion of packets, and wherein each packet of the third 

portion of packets comprises at least one GET method value, and each packet of the fourth portion 

of packets comprises at least one of a PUT method value, a POST method value, or a CONNECT 

method value, and wherein the instructions, when executed by the at least one processor cause the 

apparatus to: 

allow each packet of the third portion of packets to continue toward its respective 

destination; and 

block each packet of the fourth portion of packets from continuing toward its respective 

destination. 

12. (Previously Presented) The apparatus of claim 8, wherein the instructions, when executed 

by the one or more computing devices, cause the apparatus to: 
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allow, based on a determination that the applicati on header field value indicates a request 

for data from a specified resource, each packet of the second portion of packets indicating a request 

for data from a specified resource to continue toward its respective destination; and 

block, based on a determination that the application header field value indicates a request 

to submit datato be processed by a specified resource, each packet of the second portion of packets 

indicating a request to submit data to be processed by a specified from continuing toward its 

respective destination. 

13. (Previously Presented) The apparatus of claim 8, wherein the instructions, when executed 

by the one or more computing devices, cause the apparatus to drop packets associated with a 

particular type of data transfer responsive to a determination that the packets associated with the 

particular type of data transfer comprise data corresponding to a particular transport layer security 

(TLS) version value. 

14. (Previously Presented) The apparatus of claim 8, wherein the instructions, when executed 

by the one or more computing devices, cause the apparatus to drop packets associated with a 

particular type of data transfer responsive to a determination that the packets associated with the 

particular type of data transfer comprise data corresponding to a particular real-time transport 

protocol value. 

15. (Currently Amended) One or more non-transitory computer-readable media comprising 

instructions that, when executed by one or more computing devices, cause the one or more 

computing devices to: 

receive a plurality of packets, ,,vherein the plurality of packets comprises a first portion of 

packets and a second portion of packets, ,,vherein the second portion of packets is a portion of the 

first portion of packets; 

determine, based on a packet header field value, whether the plurality of packets comprises 

data corresponding to first criterion specified by one or more packet-filtering rules; 

responsive to a determination that a packet header field value of the-_;!__first portion of 

packets comprises data corresponding to the first criterion specified by at least one matching 
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packet-filtering rule, apply, to each packet in the first portion of packets, one or more operators 

specified by the at least one matching packet-filtering rule; 

determine, based on an application header field value, the-.!!_second portion of packets based 

on whether the first portion of packets comprises data corresponding to second criterion specified 

by one or more operators specified by the at least one matching packet-filtering rule; and 

responsive to determining the second portion of packets that comprises data corresponding 

to the second criterion specified by one or more operators specified by the at least one matching 

packet-filtering rule, apply, to each packet in the second portion of packets that match the second 

criterion, at least one packet transformation function configured to prevent an exfiltration 

operation, wherein the at least one packet transformation function indicates whether each packet 

in the second portion of packets is allowed to continue toward its destination. 

16. (Previously Presented) The one or more non-transitory computer-readable media of claim 

15, wherein: 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with a particular type of data transfer, and corresponding to the first criterion specified 

by the at least one matching packet-filtering rule. 

17. (Previously Presented) The one or more non-transitory computer-readable media of claim 

15, wherein: 

the first portion of packets comprises data indicating a destination port number associated 

with a particular type of data transfer, and corresponding to the first criterion specified by the at 

least one matching packet-filtering rule. 

18. (Previously Presented) The one or more non-transitory computer-readable media of claim 

15, wherein the application header field value identifies one or more hypertext transfer protocol 

(HTTP) methods, wherein the second portion of packets comprises a plurality of HTTP packets, 

wherein the second portion of packets comprises a third portion of packets and a fourth portion of 

packets, and wherein each packet of the third portion of packets comprises at least one GET 

method value, and each packet of the fourth portion of packets comprises at least one of a PUT 

method value, a POST method value, or a CONNECT method value, and wherein the instructions, 
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when executed by the one or more computing devices, cause the one or more computing devices 

to: 

allow each packet of the third portion of packets to continue toward its respective 

destination; and 

block each packet of the fourth portion of packets from continuing toward its respective 

destination. 

19. (Previously Presented) The one or more non-transitory computer-readable media of claim 

15, further comprising dropping packets associated with a particular type of data transfer 

responsive to a determination that the packets associated with the particular type of data transfer 

comprises data corresponding to a particular transport layer security (TLS) version value. 

20. (Previously Presented) The one or more non-transitory computer-readable media of claim 

15, further comprising dropping packets associated with a particular type of data transfer 

responsive to a determination that the packets associated with the particular type of data transfer 

comprises data corresponding to a particular real-time transport protocol value. 
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REMARKS 

This communication is responsive to the Final Office Action ("Office Action" or "OA") 

mailed on June 3, 2019. A Request for Continued Examination ("RCE") under 37 C.F.R. § 1.114 

and a two-month extension of time are filed concurrently herewith. 

In the Office Action, claims 1-20 were rejected. By this communication, claims 1, 8, and 

15 have been amended. No claims have been cancelled. Applicant submits that no new matter has 

been added. Thus, claims 1-20 thus remain pending for consideration. 

Applicant respectfully requests reconsideration and allowance of claims 1-20 in view of 

the foregoing amendments and the following remarks. 

Claim Objections 

Claim 1 stands objected to for minor informalities. (OA at p.4.) In particular, claim 1 is 

objected to for reciting "an prevent exfiltration operation." (/d.) The Office Action recommended 

amending claim 1 to recite "aH- prevent an exfiltration operation." (Id.) 

Applicant appreciates the recommendation provided in the Office Action and has amended 

claim 1 accordingly. Therefore, Applicant submits that the objection to claim 1 is moot and 

respectfully requests that the objection be withdrawn. 

Rejections Under 35 U.S.C. § 112 

Claims 1, 8, and 15 stand rejected under pre-AIA 35 U.S.C. § 112, first paragraph, for 

allegedly failing to comply with the written description requirement. (OA at pp. 2-3.) In particular, 

the Office Action states that "wherein the second portion of packets is a portion of the first portion of 

packets; and determining, based on an application header field value, the second portion of packets 

based on whether the first portion of packets comprises data corresponding to second criterion 

specified by one or more operators specified by the at least one matching packet-filtering rule" was 

not described in the specification in such a way as to reasonably convey to one of ordinary skill in the 

art that the inventors were in possession of the claimed invention at the time the application was filed. 

(OA at p. 3.) The Office Action explains that "Figure 4 only describes packets may be received, a 

determination may be made as to whether a portion of the received packets have packet header field 

values corresponding to a packet filtering rule, and a determination may be made as to whether one 

or more of the portion of the received packets have application header field values corresponding to 
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one or more application header field criteria." (OA at p. 3.) Applicant respectfully disagrees and 

submits that the lack of written description rejection of independent claims 1, 8, and 15 is improper. 

The Office is respectfully reminded that the relevant inquiry for determining whether claims 

comply with the written description requirement is whether the specification conveys with reasonable 

clarity to one of ordinary skill in art that the Applicant was in possession of the invention as claimed 

at the time the application was filed. See Vas-Cath, /ne. v. Mahurkar, 935 F.2d 1555, 1563-64 (Fed. 

Cir. 1991). Possession of the invention is shown by "descriptive means as words, structures, figures, 

diagrams, formulas, etc., that fully set forth the claimed invention." Loekwood v. Am. Airlines, /ne., 

107 F.3d 1565, 1572 (Fed. Cir. 1997). "Although the exact terms need not be used in haee verba[,] 

the specification must contain an equivalent description of the claimed subject matter." (Id. (internal 

citations omitted).) See also MPEP § 2163.02 ("The subject matter of the claim need not be described 

literally (i.e., using the same terms or in haee verba) in arder for the disclosure to satisfy the 

description requirement."). 

In this regard, the Office Action correctly points to Figure 4, and its corresponding written 

description at paragraphs [0056] and [0057], as being relevant to the elements at issue. (OA at p. 3.) 

In particular, the Office Action emphasizes that, "[a]t step 400, packets may be received." (OA at p. 

3 (emphasis in originai).) The Office Action next notes that "[a]t step 402, a determination may be 

made as to whether a portion of the received packets have packet header field values corresponding 

to a packet filtering rule. For example, a determination may be made as to whether a portion of the 

packets received from network 104 have packet header field values ... corresponding torule 5 310." 

(OA at p.3 (emphasis in the originai).) The Office Action states that "[a]t step 460, a determination 

may be made as to whether one or more application header field values of one or more of the portion 

of the received packets correspond to one or more application header field criteria specified by the 

operator. For example, a determination may be made as to whether one or more of the portion of the 

received packets have application header field values corresponding to one or more application header 

field criteria specified by the operation, a packet transformation function specified by the operator 

may be applied to the one or more of the portion of the received packets." (OA at p.4 (bold added; 

emphasis in the originai).) Applicant respectfully submits that the "portion of the received packets" 

is equivalent to the first portion of packets recited in the claims. Applicant further submits that the 

"one or more of the portion of the received packets" is equivalent to the second portion of packets 
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recited in the claims. The Office Action's emphasis of these phrases clearly indicates that one of 

ordinary skill in the art would recognize this equivalency despite the difference in nomenclature. 

Thus, Applicant submits that the lack of written description rejection of claims 1, 8, and 15 is improper 

since the specification provides an equivalent description of the claimed subject matter without using 

the exact terms recited in the claims. 

Based on the foregoing, Applicant submits that Figure 4, and paragraphs [0056] and [0057], 

describe "wherein the second portion of packets is a portion of the first portion of packets; and 

determining, based on an application header field value, the second portion of packets based on 

whether the first portion of packets comprises data corresponding to second criterion specified by one 

or more operators specified by the at least one matching packet-filtering rule" in such a way as to 

reasonably convey to one of ordinary skill in the art that the inventors were in possession of the 

claimed invention at the time the application was filed. Accordingly, Applicant respectfully requests 

that the lack of written description rejection of independent claims 1, 8, and 15 under pre-AIA 35 

U.S.C. § 112, first paragraph, be withdrawn. 

Rejections Under 35 U.S.C. § 103 

Claims 1-3, 5, 8-10, 12, and 15-17 stand rejected under 35 U.S.C. § 103(a) as being 

unpatentable over U.S. Patent Application Publication No. 2011/0055916 to Ahn ("Ahn") in view of 

U.S. Patent Application Publication No. 2012/0084866 to Stolfo ("Stolfo"). Claims 4, 8, and 11, stand 

rejected under 35 U.S.C. § 103(a) as being unpatentable over Ahn in view of Stolfo and further in 

view of U.S. Patent Application Publication No. 2008/0086435 to Chesla ("Chesla") and U.S. Patent 

Application Publication No. 2002/0083345 to Halliday et al. ("Halliday"). Claims 5 and 12 stand 

rejected under 35 U.S.C. § 103(a) as being unpatentable over Ahn in view of Stolfo, and further in 

view of U.S. Patent Application Publication No. 2003/0005122 to Freimuth et al. ("Freimuth"). 

Claims 6, 13, and 19 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Ahn in view 

of Stolfo, and further in view of U.S. Patent Application Publication No. 2007 /0291789 to Kutt et al. 

("Kutt"). Claims 7, 14, and 20 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over 

Ahn in view of Stolfo and further in view of U.S. Patent Application Publication No. 2002/0186683 

to Buck et al. ("Buck") 

Applicant respectfully traverses the rejections above and submits that Ahn, Stolfo, Chesla, 

Halliday, Freimuth, Kutt, and Buck (collectively "the cited references"), taken alone or in 
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combination, do not disclose or suggest "apply[ing], to each packet in the second portion of packets 

that match the second criterion, at least one packet transformation function configured to prevent 

an exfiltration operation, wherein the at least one packet transformation function indicates whether 

each packet in the second portion of packets is allowed to continue toward its destination" as 

recited in independent claims 1, 8, and 15. 

The Office Action states that Ahn does not disclose or suggest the above-quoted feature. 

(OA at p. 6.) Instead, the Office Action turns to Stolfo to teach "apply[ing], to each packet in the 

second portion of packets that match the second criterion, at least one packet transformation 

function configured to prevent an exfiltration operation, wherein the at least one packet 

transformation function indicates whether each packet in the second portion of packets is allowed 

to continue toward its destination." 

While Stolfo describes "trap-based defensive mechanisms that can be used to confuse, 

deceive, and/or detect nefarious inside attackers that attempt to exfiltrate and/or use information" 

(Stolfo at CJ{[0039]), Stolfo does not disclose or suggest "apply[ing], to each packet in the second 

portion of packets that match the second criterion, at least one packet transformation function 

configured to prevent an exfiltration operation" as recited in claims 1, 8, and 15. Instead, Stolfo 

describes "generating decoy traffic[.]" (Id. at CJ{[0116].) Stolfo explains that "[d]ifferent types of 

decoy traffic can be created, such as Gmail authentication cookies, URLs, passwords for 

unencrypted protocols as SMTP, POP, and IMP; and beaconed documents such as email 

attachments." (Id. at CJ{[0120].) Stolfo describes that network statistics may be used to "modify the 

decoy traffic such that it appears statistically similar to normai traffic." (Id. at CJ{[0124].) Thus, 

Stolfo describes generating decoy traffic and not applying a transformation to existing network 

traffic. Therefore, Stolfo does not disclose or suggest "apply[ing], to each packet in the second 

portion of packets that match the second criterion, at least one packet transformation function 

configured to prevent an exfiltration operation, wherein the at least one packet transformation 

function indicates whether each packet in the second portion of packets is allowed to continue 

toward its destination" as recited in claims 1, 8, and 15. 

Moreover, the decoy traffic used in Stolfo does not prevent an exfiltration operation. 

Instead, Stolfo explains that "[t]hese traps use decoy information ... to attract, deceive, and/or 

confuse attackers (e.g., inside attackers, external attackers, etc.) and/or malware." (/d.) Stolfo 

Page 12 of 13 
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further explains that "decoy information can be used to reduce the level of system knowledge of 

an attacker, entice the attacker to perform actions that reveal their presence and/or identities, and 

uncover and track the unauthorized activities of the attacker." (/d.) Accordingly, Stolfo does not 

disclose or suggest "apply[ing], to each packet in the second portion of packets that match the 

second criterion, at least one packet transformation function configured to prevent an exfiltration 

operation" as recited in claims 1, 8, and 15. (Emphasis added). 

Based on the foregoing, Applicant submits that Ahn and Stolfo, taken alone or in 

combination, do not disclose or suggest the above-quoted features of independent claims 1, 8, and 

15. Accordingly, Applicant respectfully requests that the obviousness rejection of claims 1, 8, and 

15 under 35 U.S.C. § 103 be withdrawn. 

Further, since dependent claims incorporate all the features of their respective base claims, 

Applicant submits that claims 2-7, 9-14, and 16-20 are patentable over the cited references for at 

least the reasons discussed above, as well as on their own merits. Therefore, Applicant respectfully 

requests that the obviousness rejection of claims 2-7, 9-14, and 16-20 under 35 U.S.C. § 103 also 

be withdrawn. 

CONCLUSION 

All issues having been addressed, Applicant respectfully submits that the instant 

application is in condition for allowance, and respectfully solicits prompt notification of the same. 

However, if for any reason the Examiner believes the application is not in condition for allowance or 

there are any questions, the Examiner is requested to contact the undersigned at (202) 824-3348. 

In view of the above amendment, applicant believes the pending application is in condition 

for allowance. 

Dated: November 4, 2019 

BANNER & WITCOFF, LTD. 
1100 13th St. NW, STE 1200 
Washington, DC 20005 
(202) 824-3000 

Respectfully submitted, 

By: /Christian LaForgia/ 
Christian LaForgia 
Registration No.: 71,227 
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The present application is being examined under the pre-AIA first to invent provisions. 

Response to Amendment 

Applicant's Arguments/Remarks filed March 27, 2019 with respect to claims 1 - 20 have 

been considered and they are mooted in view of the new ground(s) of rejection as necessitated by 

Applicant's amendments to independent claims 1, 8, and 15. 

Applicant's amendments to independent claims 1, 8, and 15 filed March 27, 2019 

overcome the double patent rejection on the claims. 

Claims 1 - 20 are pending. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the first paragraph of 35 U.S.C. 112(a): 

(a) IN GENERAL.-The specification shall contain a written description of the invention, and 
of the manner and process of making and using it, in such full, clear, concise, and exact terms as to 
enable any person skilled in the art to which it pertains, or with which it is most nearly connected, to 
make and use the same, and shall set forth the best mode contemplated by the inventor or joint inventor 
of carrying out the invention. 

The following is a quotation of the first paragraph of pre-AIA 35 U.S.C. 112: 

The specification shall contain a written description of the invention, and of the manner and 
process of making and using it, in such full, clear, concise, and exact terms as to enable any person 
skilled in the art to which it pertains, or with which it is most nearly connected, to make and use the 
same, and shall set forth the best mode contemplated by the inventor of carrying out his invention. 

Claims 1, 8, and 15 are rejected under 35 U.S.C. 112(a) or 35 U.S.C. 112 (pre-AIA), first 

paragraph, as failing to comply with the written description requirement. The claim(s) contains 

subject matter which was not described in the specification in such a way as to reasonably 
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convey to one skilled in the relevant art that the inventar or a joint inventar, or for pre-AIA the 

inventor(s), at the time the application was filed, had possession of the claimed invention. 

Claims 1, 8, and 15 recite "wherein the second porti on of packets is a portion of the first 

portion of packets; and determining, based on an application header field value, the second 

portion of packets based on whether the first portion of packets comprises data corresponding to 

second criterion specified by one or more operators specified by the at least one matching 

packet-filtering rule ... " which was not described in the specification in such a way as to 

reasonably convey to one skilled in the relevant art that the inventar or a joint inventar, or for 

pre-AIA the inventor(s), at the time the application was filed, had possession of the claimed 

invention. Figure 4 only describes packets may be received, a determination may be made as to 

whether a portion of the received packets have packet header field values corresponding to a 

packet filtering rule, and a determination may be made as to whether one or more of the portion 

of the received packets have application header field values corresponding to one or more 

application header field criteria. 

[0056] FIG. 4 illustrates an exemplary method for protecting a secured network in 
accordance with one or more embodiments of the present disclosure. The steps may be 
performed atone or more packet security gateways associated with a security policy 
management server. For example, each of packet security gateways 110 and 112 may be 
associated with security policy management server 114, and the steps may be performed 
at packet security gateway 110 or 112. At step 400, packets may be received. For 
example, packet security gateway 110 may receive packets from network 104 via 
network interface 208 that are destined for network 106. At step 402, a determination 
may be made as to whether a portion of the received packets have packet header field 
values corresponding to a packet filtering rule. For example, a determination may be 
made as to whether a portion of the packets received from network 104 have packet 
header field values (e.g., one or more of one or more data section protocols, one or more 
source IP addresses, one or more source ports, one or more destination IP addresses, or 
one or more destination ports) corresponding to rule 5 310. At step 404, responsive to 
determining that one or more of the portion of received packets have packet header field 
values corresponding to the packet filtering rule, an operator specified by the packet 
filtering rule may be applied to the portion of the received packets. For example, the 
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REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 may be applied to the portion of 
the received packets. 

[0057] At step 406, a determination may be made as to whether one or more application 
header field values of one or more of the portion of the received packets correspond to 
one or more application header field criteria specified by the operator. For example, a 
determination may be made as to whether one or more of the portion of the received 
packets have application header field values corresponding to one or more application 
header field criteria of the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 (e.g., 
application header field values corresponding to TLS version 1.1 or 1.2). At step 408, 
responsive to determining that one or more of the portion of received packets have 
application header field values corresponding to one or more application header field 
criteria specified by the operator, a packet transformation function specified by the 
operator may be applied to the one or more of the portion of the received packets. For 
example, an ALLOW packet transformation function specified by the REQUIRE TLS-
1.1-1.2 operator may be applied to the one or more of the portion of the received packets 
having application header field values corresponding to one or more application header 
field criteria of the REQUIRE TLS-1.1-1.2 operator specified by rule 5 310 (e.g., each of 
the one or more of the portion of the received packets may be allowed to continue toward 
their respective destinations). The method may then retum to step 400 and await receipt 
of one or more additional packets (e.g., one or more additional packets from network 104 
received via network interface 208 that are destined for network 106). 

Claim Objections 

Claim 1 is objected to because of the following informalities: 

Applicant is advised to amend claim 1 in lines 24 from "an prevent exfiltration operation" 

to "iffi prevent an exfiltration operation." 

Appropriate correction is required. 
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In the event the determination of the status of the application as subject to AIA 35 U.S.C. 

102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the 

statutory basis for the rejection will not be considered a new ground of rejection if the prior art 

relied upon, and the rationale supporting the rejection, would be the same under either status. 

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not 
be negatived by the manner in which the invention was made. 

Claims 1 - 3, 5, 8 - 10, 12, and 15 - 17 are rejected under pre-AIA 35 U.S.C. 103(a) as 

being unpatentable aver Ahn (US Pub. No. 2011/00559916) in view of Stolfo (US Pub. No. 

2012/0084866). 

Regarding claim 1, Ahn discloses a method comprising: receiving, by a computing 

system comprising memory and at least one processor (see Fig. 2, a firewall 200 with a processor 

204 and packet filter 108 coupled torule subset 208), a plurality of packets, wherein the plurality 

of packets comprises a first portion of packets and a second portion of packets, wherein the 

second portion of packets is a portion of the first portion of packets (see Fig. 2, para. 0009, 0021, 

a network firewall for receiving packets ... ); determining, based on a packet header field value 

(see para. 0017, 0030, compares traffic data (i.e., packets) such as header fields to a set of one or 

more rules ... ), whether each packet ofthe plurality of packets comprises data corresponding to 

first criterion specified by one or more packet-filtering rules; responsive to a determination by 

the computing system that a packet header field value of the first portion of packets comprises 

data corresponding to the first criterion specified by the at least one matching packet-filtering 
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rule (see para. 0007, packets are filtered at the firewall using sorted rules in the subset by using 

binary search ... to compare each packet to the sorted rules in the subset until the packet is allowed 

or denied ... ); applying, by the computing system and to each packet in the first portion of 

packets, one or more operators specified by the at least one matching packet-filtering rule (see 

Fig. 2, Fig. 4, note the denied packets (discard), para. 0016, 0020, 0030- 0031, packets that 

traverse the firewall are checked against each rule in the rule set until the first matching rule is 

found and its associated action is applied ... such as action DENY). 

Ahn discloses the claimed limitations as stated above. However, Ahn does not 

specifically disclose the following features: regarding claim 1, determining, based on an 

application header field value, the second portion of packets based on whether the first portion of 

packets comprises data corresponding to second criterion specified by one or more operators 

specified by the at least one matching packet-filtering rule; and responsive to determining the 

second portion of packets that comprises data corresponding to the second criterion specified by 

one or more operators specified by the at least one matching packet-filtering rule, applying, by 

the computing system and to each packet in the second portion of packets that match the second 

criterion, at least one packet transformation function configured to prevent an exfiltration 

operati on. 

Regarding claim 1, Stolfo discloses determining, based on an application header field 

value, the second portion of packets based on whether the first portion of packets comprises data 

corresponding to second criterion specified by one or more operators specified by the at least one 

matching packet-filtering rule (see para. 0119, deception system 114 can, using one or more pre­

defined rules, analyze the inputted trace data to determine protocol types based on the content of 

application layer headers ... ); and responsive to determining the second portion of packets that 
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specified by the at least one matching packet-filtering rule, applying, by the computing system 

and to each packet in the second portion of packets that match the second criterion, at least one 

packet transformation function configured to prevent an exfiltration operation (see para. 0120, 

0122, 0124, 0128, 0182, if the inputted network data matches criteria of pre-defined rule sets, 

deception system 114 can separate the inputted network data and create a set of candidate 

flows ... one or more rules can be applied to modify the candidate flows with decoy information 

which is to prevent inside attackers from detecting normai data traffic ). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn, and have the features, as taught by Stolfo, in arder to 

prevent unauthorized and illegitimate access to systems and information, as discussed by Stolfo 

(para. 0006). 

Regarding claim 2, Ahn discloses wherein: the first portion of packets comprises a packet 

header field value (see para. 0030, packets with header fields) indicating a protocol type 

associated with a particular type of data transfer, and corresponding to the first criterion specified 

by the at least one matching packet-filtering rule ( see para. 0030 - 0031, for example, in rules 

Rl, R2, and R3 where a packet corresponds to a protocol type of TCP or UDP). 

Regarding claim 3, Ahn discloses wherein: the first portion of packets comprises data 

indicating a destination port number associated with a particular type of data transfer, and 

corresponding to the first criterion specified by the at least one matching packet-filtering rule 

(see para. 0030 - 0031, for example, in rules Rl, R2, and R3 where a packet corresponds to a 

destinati on port of 80, 25, or 53 ... ). 
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Regarding claim 8, Ahn discloses an apparatus comprising: at least one processor; and 

memory storing instructions that, when executed by the at least one processor, cause the 

apparatus (see Fig. 2, a firewall 200 with a processor 204 and packet filter 108 coupled torule 

subset 208) to: receive a plurality of packets, wherein the plurality of packets comprises a first 

portion of packets and a second portion of packets, wherein the second portion of packets is a 

portion of the first portion of packets (see Fig. 2, para. 0009, 0021, a network firewall for 

receiving packets ... ); determine, based on a packet header field value (see para. 0017, 0030, 

compares traffic data (i.e., packets) such as header fields to a set of one or more rules ... ), 

whether the plurality of packets comprises data corresponding to first criterion specified by one 

or more packet-filtering rules; responsive to a determination that a packet header field value of 

the first portion of packets comprises data corresponding to the first criterion specified by at least 

one matching packet-filtering rule (see para. 0007, packets are filtered at the firewall using sorted 

rules in the sub set by using binary search ... to compare each packet to the sorted rules in the 

subset until the packet is allowed or denied ... ), apply, to each packet in the first portion of 

packets, one or more operators specified by the at least one matching packet-filtering rule (see 

Fig. 2, Fig. 4, note the denied packets (discard), para. 0016, 0020, 0030- 0031, packets that 

traverse the firewall are checked against each rule in the rule set until the first matching rule is 

found and its associated action is applied ... such as action DENY). 

Ahn discloses the claimed limitations as stated above. However, Ahn does not 

specifically disclose the following features: regarding claim 8, determine, based on an 

application header field value, the second portion of packets based on whether the first portion of 

packets comprises data corresponding to second criterion specified by one or more operators 

specified by the at least one matching packet-filtering rule; and responsive to determining the 
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second portion of packets that comprises data corresponding to the second criterion specified by 

one or more operators specified by the at least one matching packet-filtering rule, apply to each 

packet in the second portion of packets, at least one packet transformation function configured to 

prevent an exfiltration operation. 

Regarding claim 8, Stolfo discloses determine, based on an application header field 

value, the second portion of packets based on whether the first portion of packets comprises data 

corresponding to second criterion specified by one or more operators specified by the at least one 

matching packet-filtering rule (see para. 0119, deception system 114 can, using one or more pre­

defined rules, analyze the inputted trace data to determine protocol types based on the content of 

application layer headers ... ); and responsive to determining the second portion of packets that 

comprises data corresponding to the second criterion specified by one or more operators 

specified by the at least one matching packet-filtering rule, apply to each packet in the second 

portion of packets, at least one packet transformation function configured to prevent an 

exfiltration operation (see para. 0120, 0122, 0124, 0128, 0182, if the inputted network data 

matches criteria of pre-defined rule sets, deception system 114 can separate the inputted network 

data and create a set of candidate flows ... one or more rules can be applied to modify the 

candidate flows with decoy information which is to prevent inside attackers from detecting 

normai data traffic). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn, and have the features, as taught by Stolfo, in arder to 

prevent unauthorized and illegitimate access to systems and information, as discussed by Stolfo 

(para. 0006). 
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Regarding claim 9, Ahn discloses wherein: the first portion of packets comprises a packet 

header field value (see para. 0030, packets with header fields) indicating a protocol type 

associated with a particular type of data transfer, and corresponding to the first criterion specified 

by the at least one matching packet-filtering rule ( see para. 0030 - 0031, for example, in rules 

Rl, R2, and R3 where a packet corresponds to a protocol type of TCP or UDP). 

Regarding claim 10, Ahn discloses wherein: the first portion of packets comprises data 

indicating a destination port number associated with a particular type of data transfer, and 

corresponding to the first criterion specified by the at least one matching packet-filtering rule 

(see para. 0030 - 0031, for example, in rules Rl, R2, and R3 where a packet corresponds to a 

destination port of 80, 25, or 53 ... ). 

Regarding claim 15, Ahn discloses one or more non-transitory computer-readable media 

comprising instructions that, when executed by one or more computing devices, cause the one or 

more computing devices to (see Fig. 2, a firewall 200 with a processor 204 and packet filter 108 

coupled torule subset 208): receive a plurality of packets, wherein the plurality of packets 

comprises a first portion of packets and a second portion of packets, wherein the second portion 

of packets is a portion of the first portion of packets (see Fig. 2, para. 0009, 0021, a network 

firewall for receiving packets ... ); determine, based on a packet header field value (see para. 

0017, 0030, compares traffic data (i.e., packets) such as header fields to a set of one or more 

rules ... ), whether the plurality of packets comprises data corresponding to first criterion 

specified by one or more packet-filtering rules; responsive to a determination that a packet 

header field value of the first portion of packets comprises data corresponding to the first 

criterion specified by at least one matching packet-filtering rule (see para. 0007, packets are 

filtered at the firewall using sorted rules in the sub set by using binary search ... to compare each 
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packet to the sorted rules in the subset until the packet is allowed or denied ... ), apply, to each 

packet in the first portion of packets, one or more operators specified by the at least one 

matching packet-filtering rule (see Fig. 2, Fig. 4, note the denied packets (discard), para. 0016, 

0020, 0030 - 0031, packets that traverse the firewall are checked against each rule in the rule set 

until the first matching rule is found and its associated action is applied ... such as action DENY). 

Ahn discloses the claimed limitations as stated above. However, Ahn does not 

specifically disclose the following features: regarding claim 15, determine, based on an 

application header field value, the second portion of packets based on whether the first portion of 

packets comprises data corresponding to second criterion specified by one or more operators 

specified by the at least one matching packet-filtering rule; and responsive to determining the 

second portion of packets that comprises data corresponding to the second criterion specified by 

one or more operators specified by the at least one matching packet-filtering rule, apply to each 

packet in the second portion of packets that match the second criterion, at least one packet 

transformation function configured to prevent an exfiltration operation. 

Regarding claim 15, Stolfo discloses determine, based on an application header field 

value, the second portion of packets based on whether the first portion of packets comprises data 

corresponding to second criterion specified by one or more operators specified by the at least one 

matching packet-filtering rule (see para. 0119, deception system 114 can, using one or more pre­

defined rules, analyze the inputted trace data to determine protocol types based on the content of 

application layer headers ... ); and responsive to determining the second portion of packets that 

comprises data corresponding to the second criterion specified by one or more operators 

specified by the at least one matching packet-filtering rule, apply to each packet in the second 

portion of packets that match the second criterion, at least one packet transformation function 
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configured to prevent an exfiltration operation (see para. 0120, 0122, 0124, 0128, 0182, if the 

inputted network data matches criteria of pre-defined rule sets, deception system 114 can 

separate the inputted network data and create a set of candidate flows ... one or more rules can be 

applied to modify the candidate flows with decoy information which is to prevent inside 

attackers from detecting normai data traffic). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn, and have the features, as taught by Stolfo, in arder to 

prevent unauthorized and illegitimate access to systems and information, as discussed by Stolfo 

(para. 0006). 

Regarding claim 16, Ahn discloses wherein: the first portion of packets comprises a 

packet header field value (see para. 0030, packets with header fields) indicating a protocol type 

associated with a particular type of data transfer, and corresponding to the first criterion specified 

by the at least one matching packet-filtering rule ( see para. 0030 - 0031, for example, in rules 

Rl, R2, and R3 where a packet corresponds to a protocol type of TCP or UDP). 

Regarding claim 17, Ahn discloses wherein: the first portion of packets comprises data 

indicating a destination port number associated with a particular type of data transfer, and 

corresponding to the first criterion specified by the at least one matching packet-filtering rule 

( see para. 0030 - 0031, for example, in rules R 1, R2, and R3 w here a packet corresponds to a 

destination port of 80, 25, or 53 ... ). 
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Claims 4, 11, and 18 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable 

aver Ahn (US Pub. No. 2011/00559916) in view of Stolfo (US Pub. No. 2012/0084866) and 

further in view of Chesla et al. (US Pub. No. 2008/0086435) and Halliday et al. (US Pub. No. 

2002/0083345). 

Ahn and Stolfo do not disclose the following features: regarding claim 4, wherein the 

application header field value identifies one or more hypertext transfer protocol (HTTP) 

methods, wherein the second portion of packets comprises a plurality of HTTP packets, wherein 

the second portion of packets comprises a third portion of packets and a fourth portion of 

packets, wherein each packet of the third portion of packets comprises at least one GET method 

value, and each packet of the fourth portion of packets comprises at least one of a PUT method 

value, a POST method value, or a CONNECT method value, the method further comprising: 

allowing each packet of the third portion of packets to continue toward its respective destination; 

and blocking each packet of the fourth portion of packets from continuing toward its respective 

destination; regarding claim 11, wherein the application header field value identifies one or more 

hypertext transfer protocol (HTTP) methods, wherein the second portion of packets comprises a 

plurality of HTTP packets, wherein the second portion of packets comprises a third portion of 

packets and a fourth portion of packets, wherein each packet of the third portion of packets 

comprises at least one GET method value, and each packet of the fourth portion of packets 

comprises at least one of a PUT method value, a POST method value, or a CONNECT method 

value, and wherein the instructions, when executed by the at least one processor cause the 

apparatus to: allow each packet of the third portion of packets to continue toward its respective 

destination; and block each packet of the fourth portion of packets from continuing toward its 

respective destination; regarding claim 18, wherein the application header field value identifies 
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one or more hypertext transfer protocol (HTTP) methods, wherein the second portion of packets 

comprises a plurality of HTTP packets, wherein the second portion of packets comprises a third 

portion of packets and a fourth portion of packets, wherein each packet of the third portion of 

packets comprises at least one GET method value, and each packet of the fourth portion of 

packets comprises at least one of a PUT method value, a POST method value, or a CONNECT 

method value, and wherein the instructions, when executed by the one or more computing 

devices, cause the one or more computing devices to: allow each packet of the third portion of 

packets to continue toward its respective destination; and block each packet of the fourth portion 

of packets from continuing toward its respective destination. 

Regarding claim 4, the combination of Chesla and Halliday discloses wherein the 

application header field value identifies one or more hypertext transfer protocol (HTTP) 

methods, wherein the second portion of packets comprises a plurality of HTTP packets, wherein 

the second portion of packets comprises a third portion of packets and a fourth portion of packets 

(see Halliday: para. 0039, identifying header data; Fig. 2, Fig. 6, HTTP headers 6B, para. 0043), 

wherein each packet of the third portion of packets comprises at least one GET method value, 

and each packet of the fourth portion of packets comprises at least one of a PUT method value, a 

POST method value, or a CONNECT method value, the method further comprising: allowing 

each packet of the third portion of packets to continue toward its respective destination (see 

Chesla: para. 0407, 0412, block HTTP request that is not GET ... hence GET is allowed to pass); 

and blocking each packet of the fourth portion of packets from continuing toward its respective 

destination (see Halliday: para. 0010, denying HTTP POST request ... ). 

Regarding claim 11, the combination of Chesla and Halliday discloses wherein the 

application header field value identifies one or more hypertext transfer protocol (HTTP) 
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methods, wherein the second portion of packets comprises a plurality of HTTP packets, wherein 

the second portion of packets comprises a third portion of packets and a fourth portion of packets 

(see Halliday: para. 0039, identifying header data; Fig. 2, Fig. 6, HTTP headers 6B, para. 0043), 

wherein each packet of the third portion of packets comprises at least one GET method value, 

and each packet of the fourth portion of packets comprises at least one of a PUT method value, a 

POST method value, or a CONNECT method value, and wherein the instructions, when 

executed by the at least one processor cause the apparatus to: allow each packet of the third 

portion of packets to continue toward its respective destination (see Chesla: para. 0407, 0412, 

block HTTP request that is not GET ... hence GET is allowed to pass); and block each packet of 

the fourth portion of packets from continuing toward its respective destination (see Halliday: 

para. 0010, denying HTTP POST request ... ). 

Regarding claim 18, the combination of Chesla and Halliday discloses wherein the 

application header field value identifies one or more hypertext transfer protocol (HTTP) 

methods, wherein the second portion of packets comprises a plurality of HTTP packets, wherein 

the second portion of packets comprises a third portion of packets and a fourth portion of packets 

(see Halliday: para. 0039, identifying header data; Fig. 2, Fig. 6, HTTP headers 6B, para. 0043), 

wherein each packet of the third portion of packets comprises at least one GET method value, 

and each packet of the fourth portion of packets comprises at least one of a PUT method value, a 

POST method value, or a CONNECT method value, and wherein the instructions, when 

executed by the one or more computing devices, cause the one or more computing devices to: 

allow each packet of the third portion of packets to continue toward its respective destination 

(see Chesla: para. 0407, 0412, block HTTP request that is not GET ... hence GET is allowed to 
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lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Stolfo, and have the features, as taught by the 

combination of Chesla and Halliday, in arder to mitigate the attack effectively while letting 

legitimate traffic to pass, as discussed by Chesla (abstract) and in arder to provide protection to a 

communication by a firewall, as discussed by Halliday (para. 0003). 

Claims 5 and 12 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable aver 

Ahn (US Pub. No. 2011/00559916) in view of Stolfo (US Pub. No. 2012/0084866) and further in 

view of Freimuth et al. (US Pub. No. 2003/0005122). 

Ahn and Stolfo do not disclose the following features: regarding claim 5, the method 

further comprising: allowing, based on a determination that the application header field value 

indicates a request for specified resource data, each packet of the second portion of packets 

indicating a request for specified resource data to continue toward its respective destination; and 

blocking, based on a determination that the application header field value indicates a request to 

submit data to be processed by a specified resource, each packet of the second portion of packets 

indicating a request to submit data to be processed by the specified resource from continuing 

toward its respective destination; regarding claim 12, wherein the instructions, when executed by 

the one or more computing devices, cause the apparatus to: allow, based on a determination that 

the application header field value indicates a request for data from a specified resource, each 

packet of the second portion of packets indicating a request for data from a specified resource to 

continue toward its respective destination; and block, based on a determination that the 
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application header field value indicates a request to submit data to be processed by a specified 

resource, each packet of the second portion of packets indicating a request to submit data to be 

processed by a specified from continuing toward its respective destination. 

Regarding claim 5, Freimuth discloses the method further comprising: allowing, based on 

a determination that the application header field value indicates a request for specified resource 

data, each packet of the second portion of packets indicating a request for specified resource data 

to continue toward its respective destination (see Fig. 2, action rules: schedule arder, para. 0033, 

parsing to detect the application header ... the parsed header is then matched against the rule table 

to find a matching classification rule ... and the associated action rule is to perform schedule 

ordering and establish a connection ... ); and blocking, based on a determinati on that the 

application header field value indicates a request to submit data to be processed by a specified 

resource, each packet of the second portion of packets indicating a request to submit data to be 

processed by the specified resource from continuing toward its respective destination (see Fig. 2, 

para. 0029, 0031, parsing to detect the applicati on header. .. the parsed header is then matched 

against the rule table to find a matching classificati on rule ... and the associated action rule is to 

drop the connection). 

Regarding claim 12, Freimuth discloses wherein the instructions, when executed by the 

one or more computing devices, cause the apparatus to: allow, based on a determination that the 

application header field value indicates a request for data from a specified resource, each packet 

of the second portion of packets indicating a request for data from a specified resource to 

continue toward its respective destination (see Fig. 2, action rules: schedule arder, para. 0033, 

parsing to detect the application header ... the parsed header is then matched against the rule table 

to find a matching classification rule ... and the associated action rule is to perform schedule 
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ordering and establish a connection ... ); and block, based on a determination that the application 

header field value indicates a request to submit data to be processed by a specified resource, each 

packet of the second portion of packets indicating a request to submit data to be processed by a 

specified from continuing toward its respective destination (see Fig. 2, para. 0029, 0031, parsing 

to detect the application header ... the parsed header is then matched against the rule table to find 

a matching classificati on rule ... and the associated action rule is to drop the connection). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Stolfo, and have the features, as taught by Freimuth, in 

order to protect Web servers against overload by controlling the amount and rate of work 

entering the systems, as discussed by Freimuth (abstract). 

Claims 6, 13, and 19 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable 

over Ahn (US Pub. No. 2011/00559916) in view of Stolfo (US Pub. No. 2012/0084866) and 

further in view of Kutt et al. (US Pub. No. 2007 /0291789). 

Ahn and Stolfo do not disclose the following features: regarding claim 6, further 

comprising dropping packets associated with a particular type of data transfer responsive to a 

determination that the packets associated with the particular type of data transfer comprise data 

corresponding to a particular transport layer security (TLS) version value; regarding claim 13, 

wherein the instructions, when executed by the one or more computing devices, cause the 

apparatus to drop packets associated with a particular type of data transfer responsive to a 

determination that the packets associated with the particular type of data transfer comprise data 

corresponding to a particular transport layer security (TLS) version value; regarding claim 19, 

further comprising dropping packets associated with a particular type of data transfer responsive 
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to a determination that the packets associated with the particular type of data transfer comprises 

data corresponding to a particular transport layer security (TLS) version value. 

Regarding claim 6, Kutt discloses further comprising dropping packets associated with a 

particular type of data transfer responsive to a determination that the packets associated with the 

particular type of data transfer comprise data corresponding to a particular transport layer 

security (TLS) version value (see para. 0007, the detection and blocking of HTTP messages may 

be done by third parties or firewalls where HTTP messages are encrypted by using a version of 

transport layer security (TLS) protocol). 

Regarding claim 13, Kutt discloses wherein the instructions, when executed by the one or 

more computing devices, cause the apparatus to drop packets associated with a particular type of 

data transfer responsive to a determination that the packets associated with the particular type of 

data transfer comprise data corresponding to a particular transport layer security (TLS) version 

value (see para. 0007, the detection and blocking of HTTP messages may be done by third 

parties or firewalls where HTTP messages are encrypted by using a version of transport layer 

security (TLS) protocol). 

Regarding claim 19, Kutt discloses further comprising dropping packets associated with a 

particular type of data transfer responsive to a determination that the packets associated with the 

particular type of data transfer comprises data corresponding to a particular transport layer 

security (TLS) version value (see para. 0007, the detection and blocking of HTTP messages may 

be done by third parties or firewalls where HTTP messages are encrypted by using a version of 

transport layer security (TLS) protocol). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Stolfo, and have the features, as taught by Kutt, in 
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arder to have a significant benefit in reducing the number of system entities that are exposed to 

sensitive information, as discussed by Kutt (para. 0036). 

Claims 7, 14, and 20 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable 

aver Ahn (US Pub. No. 2011/00559916) in view of Stolfo (US Pub. No. 2012/0084866) and 

further in view of Buck et al. (US Pub. No. 2002/0186683). 

Ahn and Stolfo do not disclose the following features: regarding claim 7, further 

comprising dropping packets associated with a particular type of data transfer responsive to a 

determination that the packets associated with the particular type of data transfer comprise data 

corresponding to a particular real-time transport protocol value; regarding claim 14, wherein the 

instructions, when executed by the one or more computing devices, cause the apparatus to drop 

packets associated with a particular type of data transfer responsive to a determination that the 

packets associated with the particular type of data transfer comprise data corresponding to a 

particular real-time transport protocol value; regarding claim 20, further comprising dropping 

packets associated with a particular type of data transfer responsive to a determination that the 

packets associated with the particular type of data transfer comprise data corresponding to a 

particular real-time transport protocol value. 

Regarding claim 7, Buck discloses further comprising dropping packets associated with a 

particular type of data transfer responsive to a determination that the packets associated with the 

particular type of data transfer comprise data corresponding to a particular real-time transport 

protocol value (see para. 0050, 0056, that all UDP (or RTP) packet transfers are blocked by the 

firewall 20). 
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Regarding claim 14, Buck discloses wherein the instructions, when executed by the one 

or more computing devices, cause the apparatus to drop packets associated with a particular type 

of data transfer responsive to a determination that the packets associated with the particular type 

of data transfer comprise data corresponding to a particular real-time transport protocol value 

(see para. 0050, 0056, that all UDP (or RTP) packet transfers are blocked by the firewall 20). 

Regarding claim 20, Buck discloses further comprising dropping packets associated with 

a particular type of data transfer responsive to a determination that the packets associated with 

the particular type of data transfer comprise data corresponding to a particular real-time transport 

protocol value (see para. 0050, 0056, that all UDP (or RTP) packet transfers are blocked by the 

firewall 20). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Stolfo, and have the features, as taught by Buck, in 

arder to utilize a computer device that is protected by a firewall security system that does not 

allow transmissions of voice data using connectionless packet protocol aver the firewall or 

reception of voice data aver the Internet from the unknown (non-secure) third parties, as 

discussed by Buck (para. 0009). 

Conclusion 

Applicant's amendment necessitated the new ground(s) ofrejection presented in this 

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 

Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136( a). 
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MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 

MONTHS of the mailing date of this final action and the advisory action is not mailed until after 

the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 

however, will the statutory period for reply ex pire later than SIX MONTHS from the date of this 

final action. 

Examiner's Note: Examiner has cited particular paragraphs, columns and line numbers in 

the references applied to the claims above for the convenience of the applicant. Although the 

specified citations are representative of the teachings of the art and are applied to specific 

limitations within the individuai claim, other passages and figures may apply as well. lt is 

respectfully requested from the applicant in preparing responses, to fully consider the references 

in entirety as potentially teaching all or part of the claimed invention, as well as the context of 

the passage as taught by the prior art or disclosed by the Examiner. In the case of amending the 

claimed invention, Applicant is respectfully requested to indicate the portion(s) of the 

specification which dictate(s) the structure relied on for proper interpretation and, also to verify 

and ascertain the metes and bounds of the Claimed invention. 

Any inquiry conceming this communication or earlier communications from the 

examiner should be directed to Anh Ngoc M Nguyen whose telephone number is (571)270-5139. 

The examiner can normally be reached on Monday to Friday, from 7:30 am to 4:00 pm. 
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supervisor, Kwang Bin Yao can be reached on ((571)272-3182. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Examiner interviews are available via telephone, in-person, and video conferencing using 

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

hitp;//•.,v,v•.,v.uspto.govhnierviewpractice . 

lnformation regarding the status of an application may be obtained from the Patent 

Application lnformation Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANH NGOC M NGUYEN/ 
Primary Examiner, Art Unit 2473 
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*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature Date (YYYY-MM-DD) 

Name/Print Joshua D. Schneider Registration Number ~7,194 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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'Examining SSL-encrypled Communicalions: Nelronome SSL lnspectorTM Solution Overview," January 1, 2008, 
9 KP055036015, relrieved from <http://www.infosecurityproductsguide.com/lechnology/2008/ 
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Thai no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
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public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
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application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be seni to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETE□ FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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The Privacy Aci of 1974 (P.L. 93-579) requires thai you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Aci, please be advised 
thai: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do noi furnish the requested 
information, the U.S. Patent and Trademark Office may noi be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Aci 
(5 U.S.C. 552) and the Privacy Aci (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Aci requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrale, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contrae!. Recipients of information shall be required to comply with the 
requirements of the Privacy Aci of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Aci (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as pari of thai agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall noi be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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the application. 
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NOTIFICATI ON OFTRANSMITT ALOF 

· :Washington DC 20005 

ETATS•UNIS D'AMERlQUE 
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. (PCTRule 44.1) 
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· For more detailed instrucUoos, see POT Applloant'G C:iLtide, lnlernational Phase, paragraphs 9.004 • 9.011, 
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. ArtioleJ 7(2)(a) to that effeot and the written opinion of the lntemational Searohi11g Authority are transmitted herewith, · 

With. regard to MY protest ~gai~st p~;m~~t of {~n) additio~al fee{s) under Aule 40.2, the a~~ioant is ~otifiedthat: 
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The applicant may submit CQmm~ts on ~n irlformal basis ~n the written opinicm of the lntemational Searchlng Authority 
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Tel. (+31,70) 340-2040 · · · · · 
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FORFURTHER 
ACTION·.· 
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lnternational applioation No: lnternationalfiling date (day/montht'.Year) 
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Applioant 
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This intemational $earch report has been pre~red by this lntemational Searohing Authority and is transmitted to the applicant 
aocordìng lo Artiole 1 B. A oopy is being transmitted to the h1ternational Bureau. · · · 

·. . -._.- ·: ·.·· ···: . ·.. . . ... . <= . 

This international searoh reportoonsisls of a total of _ __,...,..,.-,--...,4_._· _. sheets. 

[8] lt is also a=>mpanied by a oopy of eàoh prior art document .ciled in this report. 

1. 

2. 

3 . 

. ·... . . . . . . . . . . ·. 

· a. • With regard to the langt1age, the intemation.al searc:h was carried out on the basis of: 

Ix].. . the intematiÒnal application in the lang!,lage jn which it was filed 

·· O · a translation of the international app!ication inlo . · , whioh is the language . 
of a translation furnished forthe purposes of international search (Rules .12,3(a) and 23.1 (b)) 

b. o . . This int!:!r~~tional search re~rt has beèn est~bll~~èd takìng. into account the rectification of an obvious mistake · .• 
aulhòrlzed by or 11otiffed to this Authorily under Rule 91 (Rule43.6/,/s(a)). · · · · · · · · 

c. □ VVlth regard to any nucleotid~ ànd/or amino acj~ sequen~è disclo~edJnthe international application, see Bo~ No. I.·. 

□ 
o 

. Certain claims were found unsearchable {See Box No. Il) . 
. . . .· .·. . . 

·. Unity of inventi on is lacking (see Box N~ UI) . 

. 4. With regard te> the .tille, 

· [KI the l!:!xtJs approved às submitted by the appUcant 

D · the text has been est~~ijshed by thls Authority t~ re8d ~s follow~:. 

5. \l'lith regar'd to lhe à.bstract, 

[R] the text is approved as submittèd by the applièarit 

0 . the te)d has been established, aocording to Rule 3a.2; by this Authorlty as it appears in Box No.1\/. The applioant 
m:iy, withìn one month froni the date of rnaìling ofthis intemational searcrJ report, submit commentato thi!l Authority 

6. Wilh regard to the drawings, 

· a .. the figure of the drav.ings to be pubÌished with the abstract is Figure No. ---""3--~-

□ . as suggested by the applicant . . 

[KJ as Sl:!lected by this Authority, beoause the applioant failed to suggest e. figure · 
. ·_.. ·. - .. ·. ._... - .·. ·. ·. -. . . ·. ·.. · .. 

· D as seleoted by this Authority, beoause this figure better charaoterizes the invention RECEHfED 
b. D · none of the figures ìs to be published wilh the.abslract 

Form PCT/lSA/21 O (first sheet) {January 2015) 
. . . J . 
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lf\lJEFINATIONAL SEARCt-1 REPORT. 
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A. CLASSIFICATION OF SUBJECT MA TTER 
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ADD. . . 
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B. FIELDSSEARCHED. 
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H04L ·. . . . 

Docu mentation searohed other lhan .minimum documentation to the exte.nt that such documenta are included in the fields searched 
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EPO-Internal,WPI Data 
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y abstract · · 

p~r~graph [0003) 
2-9. 
14-17, 
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paragraph [0022] 
ppràgraph [0024] - paragraph · [0027]. 
paragr~ph [0029] - paragraph {0032] 
parélgraph [003!5] 
paragraph (0038] 

. paragraph [0044] 
paragraph [0046) 

. paragraph [0050] 
. paragraph .· [0056] 
paragraph [P061] 
fi g4res 1, 3 . . 

- paragraph [0047] · 
- ·.paragraph [0054] 
- paragraph [8058] 
- · paragraph .. [0064] 

paragraph [0017] 

y .· Special oategories ol cited doÒurnenls ·: 

~A• dooum'3nt defi~ing the ge~erai siate of lhe art whioh is not oonsider~d . 
· · to be of particular relevance · · 

"E". earlìer ,applioation or patent .but published on or after the inlemational 
.fìlin9 date. · .... · .. · ··. ·• · . · .• · . .. · ... ·. . 

"L" .doou11H;1nt.whioh maythrow doubls on priority olaim(s) orwhi;)h is · 
oited to establish ttie publioation .date of another citation or other 
epeoial reason {as specifi~) 

•o• dooument referring lo an ora! disclosure, use, ~xhibition or other 
· ·means · ·:··. · .. •· · . · .. •· · ·· · · · 

•p• doo~ment published pri9r to the intemational filing date but Wer .lhan 
the priority .date Qlaimed · · 

Date of the aotual oompletion o! the intèmational searoh 

·27.August 2018 
Name and mailing addres.s of the ISAJ 

European Patent Office, P.1;1-. 5818 Petentlaan 2 
NL - 2280 HV Rijswijk . 

. Tel. (+31-70} 340-2040, 
Fax: (+31-70) 340-3016 •· 

Form PCHISA/21 O (second sheet) (Aprii 2005) 

.•. · .· "T'. later document published atter the i~temational filing date or priority 
· .· date and noi in oonfliol with the application but cited to understand 

· .the principle ortheory 1.mderlying the invention 

. •x• . qooument of partil)Ular r~ev~noe; the olaimed inv~nUon oannot b~ ·. 
· · .oom;icleriad nove! or cannot be CQnsidered to involve an inventive 

... s~ wllen the document. is taken nl<>ne .. · · · . . . 

•r dooument of particùlar relevatioe; th~ 9lalmed invention carÌnot he 
· .cohsidered to involve an inventive step when the document is · 

oombined with one or more other such documents, suoh oombination 
· . ·. being obvious to .a person skllled in the art · · · · 
. . ..·- . . · .. : _· . :·. ·.. . . .. 

'&" .document memberofthe same patentfamily 

. Date Òf maHing of the iritemàtional searoh rèport . 

·04/09/2018 

. Authorized offi~r 

.Bharucha, Zubin 

page 1 of 2 
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1 

INJERNATl()N~L $EARCH REPORT 

C(Continuation). · DOCUMENTSCONSIDERED TO BE RELEVANT 

Ce.tegory• Cite.tlon of doeument, with ìndioal:ion, whe~ appropriate, of the releve.nt passages 

y 

A 

y 

y 

A 

US 2016/028751 Al (CRUZ MOTA JAVIER [CH] 
ETAL) 28 January 2016 {2016-01-28) 
paragraph [0017] · · 
pélragraph [0023] - paragraph [0024] . 
paragraph [0034] 
paragraph [0039] 
paragraph [0044] 
paragraph [0El46] ·. 

·. paragraph [0050] 
paragraph [0058] - paragraph [0059] 
paragraph [0068] 

.· Jigures 6,. 10. 

. · Anonymous: . · l'Jhe .Di stri but i on of Ma 1 i ci ous 
· • ·.. Doma i n s 11 ~ · . ·. ·.. . • . ·. • · · . · . 

· · The DomainTools Report, · 2016 Editi on, 
· 9 .March 2016 (2016~03..:09), pageSl"'."ll, 

·. XP055502306 ~ . · · · . ·. · . . •· . . . . 
. Retrieved .from the Internet: . .. · ... 
. URL:https ://www.do01aintools.com/resources/ 
white-papers/the"'."domaintòoJs"'."report-the-di 

· stributiòn-of-malicious~domains. · · · 
[retrieved on 2018"'.08.:.27] · 
page 7 - page 8 

. . . . . . . . . . . 

. us 2014/082730 Al {VASHlSTAKSHAY [USJ ET 
·· .. AL) 20 Marçh 2014 (20i4;,.03,..20)•• · · 

paragraph [0007] ·. · 
paragraph [0010] - paragraph [0011] 
paragraph [0014] - paragraph . [0016] 
paragraph [0021] 

. paragraph [0037] · -:- • paragraph (0042] 
.. paragraph [0049] ·. · 

paragr~ph [0051] - paragraPh [0053] . · 
parélgraph [0108] 
figure 3. ·. 

Fonn f'CT/lSA/210 {contlnuation of second sheet} (Aprii .2005J 

lnternatlon.il application No 

PCT/US2018/041355 

Relevant lo claìm No. 

6 

3,7~9!t 
15, 17~20 .. 

.·1~2,4.:.6,· 
8,10-14, 
16,18,19 

page 2 of 2 
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INTERNATIC>t.lAL $EARCH REPORT 
internallonal appllcatlon No 

lnform;ation on patent lamily members 
PCT/US2018/041355 

· · · Palent document 
cìted in s.earch report 

us 2010115621 Al 

Publicalion 
date · 

06-05-2010 us 
us 
us 

• Patent fàmily 
mernber(s) 

2010115621 Al 
2013291109 Al 
2015180886 Al 

Publioalion 
date 

06-05-2010 
31-10-2013 
25~06-2015 

-----------------------------------------------------------------------.. - . - . . .. 

us 2016028751 Al 

V$ 2014082730 Al 

28-01-2016 NONE 

20~03~2014 JP 6184270 B2 
JP • 2014060722 A 
US 2014082730 Al 

23-08.;.2017 
03-04~2014 
20-03-2014 

--- -------- -----~-- -- ~--~- --- --- - -- ------- -------- - --

Forrn .PCT/JSA/21 O (patentfamHy ann<c>x} {Aprii 2005} 
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lnformatiQn Qn $earch $trategy -Pilot phase {see oJ 201s, AS6) 
The type of information oontalned in lhis sheet may change during the pilot for improving 
the usefulnei;s of this new aeivioe. · · · 

TITLE: CYBERANALYSIS L'10RKFLOW ACCELERATION 

APPLICANT: CENTRIPETAL NETWORKS~ INC. 
·. . - . ·· ... ·. . 

. ·. . ·. . . . : ·. . . . . . . . . .. 

IPC CLASSIFICATION: H04L29/06 

EXAMINER: Bharucha~ Zubin 

CONSULTED DATABASES: WPI, NPL 

Application Number 

PCT/US2018/041355 

CLASSI FICATION SYMBOL.S DEFINING EXTENT OF THE SEARCH:. 

I PC: . . ·. . . 
. . . . . . . 

. . . ·. 

CPC: H04L.63/l416, •· H04l63/1441, H04l63/l66 

FI/F~TERMS: 
. ·. . . . ·.· - ·. · .. ·. ·_ .· .. · .. ·· ·. . ·. : __ .. ··.·= ·. __ ·. -... -._ :._ . ··:_ . : ·_· 

. KEYWORDS OR OTHER .ELEMENTS FEATURING THE INVENTiùN: .. i ·.·· ..... · ... ·. ·. ·. • .. · .. 
Cyber analysi s workflow accelerati on, c:yber threat inteJ .1 igence. (CTI) gateway ~ · 
filterTCP/IP packet communication events, packetfiltering,·;ndicators, · 
signatures, and behavioural patterns of ne~work threats, log of. threat .event, .· 
cyberiihaly!:iis workfl ow .. app] i.cation •..• tàsks·.• ordey-ed by• lJkel i hood of• reportable ... 
ftnding,investigì:ite highlikelihoqd events f}rst, applyinghuman,..designedanct 
màchine·.léarning algorithms.to characteristics·•of events., heuristtc algorithms, 
machine learning algorithms, event labelling as reportable or not, weighted · 
results, security information and event management (SIEM) appHcations, 
seccmd,..level domain name, entropy of t:lomain name ·. · · 
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PATENT COOPERATION TREATV 

From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

see form PCT/lSA/.220 

PCT 

WRITTEN 0PINI0NOFTHE 
INTERNATIONALSEARCHING AUTHORITY 

. . . . 

(PCT Rule43bis.1) 

Date ofmailing 

(day/monthlyeàr) · see form PCT/ISAl21 O (second sheet) 

Applicanl's or agent's file r~ference 

se$ formPCT/ISA..220 

·. . ·. 

FOR FURTHER ACTION 
See paragraph 2 below 

lnternational applica1ion No. 

PCT AJS2018A:>41355 
lnternational filing date. (daylmonth/year) 

10.07.2018 
\ Priority date (dayAnonth/y~r) 

10.07.2017 . 

lnternational Patent C~ssification (lPC) or both national classification and IPC 

INV. H04L29A:>6 

Applicant · . ···• · ·• .· ·.·· ·· .··• 

CENJRIPETALNEJWORKS, INC: · . 

1. This opinion contains indications relating to the following items: 

2. 

. . . 

0 BoxNq. J Basis of the opinion. 

Priority O Bt:>x No. Il 
O 13ox No. lii · · 
□ Box No. IV 

.0 Box No. V 

Non-est~bHshlllenl ofopinion with J(:lgatd lo n~velty, inventive $lep and industriai. applicability 

Lack of unity of invention 

Reasoned statement uncler Rule 43bis.1 (a)(i) with regard to novelty, inventive step and industriai 
applicability; citations.and explanations supporting such statement ·. · 

o Box No. VI Certaindocuments dted ·. . . . 

· l:isl Box NÒ. VII . Certain defects in the international applicatJon 

. 121 Box No.VIII GE:lrtain obs~rvaUons o~the internatio11alapplic:ation .. 

· FURTHER ACTION 

. lf a cle~and for intemational preliminary exa~in~tionis m<1de,l~ìs opinion wiHusu,3,lly be ~On!>id~~eci t~ be a . ·. · .. 

· . written opinion of the lnternatiònal PreH111inary Examining Authi:>rity ("IPEA'') except thal thìs d~s not app!y where 
·.· the applicarit choosés a.n Authority other than thi~ one to be the IPE:A ànd the chosen I PEA ha,s notifecl the · .. 
. lntemational Bureau underRule 66.1 bis(b) that written opinioris of thi.s Jnternational Searchin9A1.,Jthority · • 
· .• will not be so considered. . . . . . . . . . . . ·. . . . . . . . . . 

lfthi~ opinionis, as provided a.bove,considered t<>beawritten opinìon of.the IPEA,the applicant is invited.to • 
submìt lo tl,e IPEAawritten reply together, where appropriate, with ~menom"1nts, before the expiration of 3 montt,s 
from thedate of mailing of Form PCTl1SM20 òr before the expiratiqn of 22 months frorn the priority date,. · 

. whlchever expires Jater. . · · · ·. · · · · · · ..--,-,-.:.. ·-.-.------~~-, 

. For furth~r ~ptions, iee .Form PCTASAl.2~0. 
. . . . 

SEPl l 2018 
. . 

BANNER & W!TCOFF UD 

Name and mailing address o! the ISA: . Date of con,pletion of 
this opinion 

Authorized Officer . 

European Patent Offiçe 

D"80298 Muniçh 
Te\. +49 89 2399 • O 

. Fax: +49 89 2399 • 4465 

. . : . . . . . . . 

Form PCT/ISAl237 (Cover Sheet) (January 2015) 

see form 
PCJ/ISAl210 

Bharucha, Zubin 

Telephone No. +49 89 2399-0 



Keysight, EX-1002 
Page 178

WRITTEN OPINION OF THE·· 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

~ . the international application in the language. in which it was filed, 

lntemational application · No . 
. PCT /US2018i041355 

O a translation of the international appHcation into , which is the language of a translation furnished for the. 
purposes of international search (Aules 12.3(a) and 23.1 (b)). · · · · · · · · · 

. - - . . . . . - - . . . 

2. O . This opinion tiasbeen established taking into account the rectification of c:1nol:>vious mistake authorized .· 

by or notjfied to this Authprity under Aule 91 (Aule 43bis,1 (a)} · · · · · 

3. O . With rngard to any n~cleotide and/or amino acid sequence disclosed in the international aJ)plication, this 

·. opinion has been established on the b.asis ofa sequenceHsting: · · · 

a. O forming part of the international application as filed: 

· · O .in the form of an Annex CST.25 text file. 

·. □ on paper or inttle form of animage file . 

. b. □ furnished together with the international application under PCT Rule 13ter.1{a) for the ptJrposes of 
international search only in the form of an Annex C,ST;25 text file. · · 

c. □ furnished ~ubsequent to the tnternational filing date for the pUrposes of international sèarch only: 
. ·. ···.: · .. · .= ... ·.- .·· ... ·. ·. ·.... . . ·. .- ·._· :: . . .· .. 

. □ Jntheformof an AnnexCST.25 textfile (Aule 13ter.1(a)) ... · 

□ on paper or in the form of an image file (Rule 13ter.1 (b) and Admìnistrative lnstructions, Section 
713). . . 

. . · .. · . . . : · .. ·. =·· . · ... -. . . . . . _·: . ·. · ... :· . · .. ·- . :_ :_ .... ·. . . · .. · . · .. _· . .. ·. 

4. 0 In addition, •in the case that rnore than one versionor copyof a S!:lquenc~ lisiìng has been filed ~r furnished, 

the required .statements thatthe iflformationjn thesubsequent oradditional copiesJsidenUcalto ttu~t · · 
forming partof the.appUcation. as filed or does not go beyond the appUcation as filed, as .appropriate, were 
furni::;;hect. · · · · · · · · · · · · · · · · 

5. Additional comments: .. 

Form PCT/ISA/237 (January 2015) 
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WRITTEN OPINI ON OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

lnternational application No. 
PCT/US2018AJ41355 

Box No. V Reasoned statement under Aule 43bis.1 (a)(i) with regard to novelty, inventive step or 
· industriai applicability; citaUons and explanations supporting such statement · · 

1. Statement 

Novelty (N) . Yes: Claims 
No: Claims 

Inventive step (IS) ·. Yes: Claims 
No: . Claims 

Industriai applicability (IA) · Yes: Claims 
No:· Claims 

2. Citations and èxplanations 
. ·.. . : .. 

. see separate sheet 

Box No. VII . Certaln de:f~ts in the interriational appUcation 

.. The.foHowing.clefects in.the forin orcon~~ntsof.theJnternation~lapplicatiori .• havebe~ffnoted:·•· 

see sepa;aie sh~et 

· Box No. VIII .. ·.• Certain .observations ori the international application 

.The follo~in~·observations· on.lhe clarity of the claiITlS,·.d~scripti~n)and.dra~ings oron the question whether.the .. · 
claims arefLJHy supµprted by the.description;aremade: ·. · · · · · 

Form PCT/ISA/237 (January 2015) 
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WRITTEN OPINION OF THE 
INTERNATIONALSEARCHING 
AUTHORITY (SEPARATE SHEET) 

1 Re Item V 

. lnternational application No. 

PCT/US2018/041355 

Reasoned statement with regard to novelty, inventive step or industriai 

·. applicability; citations and explanations supporting such statement ·. 

1,1 . Reference is made to the following documents: 

01 us 2010/115621 A1 (STANIFORD STUART GRESLEY [US} ETAL) 6 

May 201 o (201Q-05-06) 
. ·. . . . . . . ·. . . . 

. . 

D2 . US 2016/028751 A1 (CRUZ MOTA JAVIER [CHJET AL) 28 January 

· 2016 (2016-01-28) . ·. 
:· ... : ·.... . . . . ·.. ·. ·-.: . '. . -.·_._ ._· ·. . . ·. 

D3 . Anonymous: 'The Distribution of Malicious Domains", The. Do.mainTools . 

Repprt, 2016 Edition, 9 March 2016 (2016-03-09), pag~s 1-11, . 

· XP055!502306, ·. Retrieved from . · the · Internet: URL:https:// 

· . www.domaintools.com/resources/white-papers/the-domaintools-report-

. the~distribution-of ~malicious~domains [retrìeved on 2018-08-27] 
. -. - . . ··. . ·. ·. . . -. · .. ·. . ·: . . ... 

04 . US 2014/082730 A1 (VASHIST AKSHAY 1IJS]ET AL) 20 March 2014 

(2014:-03-20) > · .. ··· .. ·. · ·.. · .. · ·•·· . . .· .. · .. ··• .. .· · .·. ·. . .· .• ·. · . 

1.2 .· · . .. The present applic~tion does ·.net• m~et the criteria • of Article 33(3} PCT, ·.•·· . 

because the subject-matter of claim 1 does not involve an inventive step . 

. . 1.2.1 · D1 ìs regélrded élsbeing the prior art closest to the subject-matter of claim 1; · 

and discloses: · 

.•... Amethodco111prising:. ·. ·.. i < ···•·· .· < ..... •·· ... ·. ·•·.· .. · ·.· · ..•...• < > ·.· · ... ·· • .. · ·.·. · ··•···· 
· ·. n~ceiving a pluraHty ofeventlogsJfigtJre 1;<paragraphs[0017, 0029]) · 

. f''Ne~c,rk content may/nclutJe any.data tran~n1Jtted aver a network . 

·.{Le.,.·net~ork .. ·.data).", ··"Th.e .•. h.euristic.111odule .. 130.•receives •·the ... copy··.• 

·. ofthe n13twork datau."; the··n~tworl( co11.te11t' of 01 co.r.responds to 

(he· 'plqrality i:Jt eventJc,gs'pf theprese11ti11vention];· ·.. . 

determining, by a.computing ·.device, a report~bility .•likeUhood. far·. each . 

. event lo.g bélseq on at. least one. algorithm (figure 1; paragraphs 

[0p29-00~CJJ) t'u.applies /Jeuristics f? · fhe dat~ to detennine Jf the · 

network data miqht cgr,tain :;uspiciQU.§. netvvgrk cont,nt ... the . . 

. ·.· heuristic mo.dLlle. 130 performs the heurisfics and/or probabUitv . . 

•·. analysis. "; the ·. application of · 'heurfstics' . to fhe · data Snd the · · 

Form PCT/lSA/237 (Separate Sheet) (Sheet 1) (EPO-April 2005) 
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WRITTEN OPINION OF THE 
INTERNAl"IONAL SEARCHING 

· AUTHORITY (SEPARATESHEET) 

lnternational application No. 

PCT/US2018/041355 

'probability an;;1lysis' of D1 correspond, . respectively, to the 

'algorithm' and to the 'report;;1bility · likelihood' ·· of .· the present 

inventipn]; ... < .· . · · . · ·. . . > ••· .. ·. ·. . . · ··. . 

.· sortin@ ·.<organizing> an. event .queue of the·· .. plurality of event·· logs .. 

(fig1.1re· 1; ·parag,:aph ·.10029]) J"The network .data . may . then .be 

· · .· butt~red and organizéd into. a data· flow .~.;. the suspicious. netwprk 

. data/$ ·provideddirectly to · the.scheduler 140 .without. buffering or . 

orqar1Jzinq the data f/ow/Jeasod>onthe reportability ljl~olihooc3 of 13aoh .· .· 

of the pl~rality of e•,ent logs; and · · · · · 

. transn1iUing. by the computing device and to an analysis system, the 

. plurality of eventlogs sortod.<organizecl:>in.theevent queue.(figure 1; 

paragraph 1002~}). I''The data flovv 111ay then ·.··• ·~.· provlded to.·.·· the 

sçheduler .14().ni the · 'schecl,uler· · otD.1 correspo11.ds to the .· 'analysis 

.· • system' of the present inventipn] easoEt sn the i:opElrtaeHity lil<ésli R999 
of oaoh èf the plùralit)' ef ovònt legs. . .· . . . . ··.· .. .. . . . ·· .. · . . . · .. · . . ··.· . · ... 

1.2.2 i. The subject-matt~r ofclaim 1 therefor~.differsfrornthis known method in that 

. Dt fails to disclpse thatthe event queue is sortedhased on the reportability . 

. ·• likeHhoodof each ofJt,eplurality of eve11Llogsand isthereforenew. . 

1 .2.3 •··. Theprobl~lll to be solved bythe pres~nt i~~er1tiot1>may Ìherefore be regarded 

as .hovv to enable important security alerts to be efficiently treated . 

. ·. 1.2.4.· ·. The solutio.n .·•propbsed in··.daim .1.· C>f.\the· .... Prese~t. application .. • cannot. be 

.. considered as involving an inventìve step (Article 33(~} PGT) because D1 .. 

di~closesthat· afteidetermining ne~ork data •• containing SLISpicious .• conte,nt . 

and prior·to sending itt0Jhe· 11scheduler''/for.· .. turtheritrnat111ent,· the data may • 

. ··. bfJ. organized fpa.ragra,,h.[0029]). Pt goes on to di.sqlqse thatprobabiHty • 

.• ·•. analysis is performed in. arder to determina whether à c:Jata packet .is • . 

· .·. rnaHcious or nC>t fpantgrapl1$[002.9 .. ()()30J)-F)na.py, Ql also c.1iscloses that c1 · 
priority level · ... n,ay ·l:>e. assigneqto caach péìçket and thai the sched1.der may • . 

. ·•ct-1oqie whic.h.Jeaturetp process first.apcording to th~ priorityJ.evels. prqvided 

(paragraphs [Q061~00(;gJJ. Thus, using these. hints tram D1 , the açt qf .· 

sorting the ievent qu~ue based on the. reporta.bility likelihood .· of each of the 

plura.lity. of •eventJ9gs, is merely one .. of seve.ra1· straightforward possibilities 

·.· fromwhiçhtheskiHed· person would select,in accorqancewi.thcircumstances, 

· without thE3 exercise of inventive skiU, in arder to solvethe problem prn;ed in 

. section 1.2.3: .. 

• · F,xm PCT/ISA/237 (Separate Sheet) (Shee1 2) (EPO-April 2005) 
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WRITTEN OPINION OF THE lnternatio.nal application No . 

. INTERNATIONALSEARCHING ·· 
AUTHORITY(SEPARATE.SHEET) PCT/US2018/041355 

1.3 

1.4 

.. : . ... .· . . . . . . . -. . . ·_ -.. · .. · . . ... _ . 

The same reasoning applies, mutt:ttis mutandis, to <the subject-matter of the 

corresponding independent claim 18, which therefore is also considered nqt 
. ·-. . . - . . ·. . . - - . . . - . -. 

· inventive~ 

The pr~sent application does not meet the çriteria of Article 33(3) PCT, ·. 

because tt,e subject-matterof clairn l4 dof3s not involve a.n inventive step. ·· · · · 
. - . .·-· ·. . . . . . . . ··. - - . ·. ·- .. _· .. : .: . : . . ·:.. . . 

· D1 is regélrded asbeing ttie prior éirt closest to thE:1 subject-matter of claim 14. · 

The subJect~m.atter of clai111 .14 corresponds to the subject-matter of claim 1 
and has the additional features: .· · · · · · · · · 

•. aeten:t=iining, by tho··.·computing dovioe, a sesand ·roportabiHty .lil~elihood 

· ~r Q~GR èl'(mt IO§) easee 9FI a rRact:line learned al~erithm; 

. · .. dotormining, by.th.o.oompYUng. aeyioo,·a•·.sorRbined •. rnpartabìlity likeli hoge .. 

JOL080A .ovonL log basod 0R tt:ie Jir:st roportability rn~olihood and.the 
sec00e repertabUity IH~olihoad; · · 

. >sorting <Organiiing> .. the plurality ofevent logs Jfigure 1; .. paragrap/1. 

· [0029]) r'The network data maythen be buffered and orqanized fnto 

.. · éf qa.ta l'"IAf .~. thf! SffSpicious netwprr data is p,:ovided directly to . 

· the SC/Jt]duler J 4Q INithou.t bufterilJ.9. or grqanizing fhfJ data JlollV. '1 ·· 
. t,x.1ses OR tho GQrReinoa FfJportability m~elit;ioQds eLoash ofti:ie f)lt1rality ef. 

ovont logs; and 

... ·· storing, in an ev~nt queue, the pluraUty ofeventlogs sorted in the event. 

··.· queue . {paragraph [00?9]) [''The 11etwc,rk daJa rnay then be 

•···. buffered .•. "; · the••·•buffering' c,f DJ correspor1ds to · the. 'storing' of Jhe . • 

.• prti,Set1tJnve11tionJbr1secJ •.... on. u-~e • GOFTlbinod i:oportability·.·.rn~e.lihoòd .·.of . .. i 
eaol:t ofJho plt::Jr:ality of ovent logs. . . . . 

. ·1.4.2 Thesubjeàt~matterot •. claim 1 therefore.differsfrom thisRnown.•rnethod .. in that·· ... · .. 

lJl failstqdi$Clpsèthata.combined reportabìlityJik~lihood.tor each eventlog · .. 

· · bas.ed qna firstr~portabiHtyJikelihood and a .9econd reportability UkeUhood is < ·· 

deterrriined .. 

1 .4.3 ... ·· The ~roblem tobe sOlvect by the present ìnvention rnélyJherefore be regarded · .. · 

as.hovvto enhance the reliability ofthè analysis resdlts. • .. ·· . . . .· . . . .. · 

·· 1 .4.4. The solution propC)s~d jn c.laim .1 ·. of the pr~sent applicati on Canno.t be .•· 

considered as involving ~n inventive step ... (Article 33(3) .. PCT). becaus(:} D1 

. disdoses .the application of heuristics to.·.detect malicious· network activity 

. · {paragraphs[0029-0030JJ 02 disclos~s that network tràffic may be assigned · 

. ·· .. multiple labels associated w1th prot>abilities (paragraph[0017]). D1 goes òn 

Form PCT/ISN237 (Separate Sheet) (Sheet 3) (EPO-April 2005) 
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to disclose that a combined probability tor two or more of the applied labels is 

determined(paragraph [0017]). D2 also discloses that an appHed label may 
. . 

also have an · assodateci. Probabnity determined .· .. by machine leaming 

. (paragraph [0039}). Using these · teachings from D1 and. D2, the skined 

person would readily consider "reportability11 as a label to which to attach a 
probability. Usìng this. as a starting point, determinìng the combined 

· reportabiHty.Hkelihood derivedfrom twoseparate .algorithms in arder to arrive 

at a final reportability Hkelihqod, is merely one . of severa! straightforward 

possibilities fron, vvhich the sk.illed person would select, in. accorda~ce. with 
circu111stances, without the e}(ercise of inventive skill; in arder to solve the 

second partial objective technical problem posed in section t.4.3 . 

. 1.5 ·. Depender,t daims 2-13, 15é17; l9 and 20 do not contain.any additional. 

• ••·teatures which, in.•combinatio11 with .. the .teatures of .. any qlaim .to .. which. they 

2 

· 2.1 

2.2 

. refer, rneet the require111ents of the.PCJ in respect of Jnventive step. The 
·additional technical.features disclo.sed in·these dependent daims are either .·· 

. known from or a.re common measures over the cHsclosuresof Dt-D4 (see the . 

cited passages in .the lnter11atiom1l Search Report). . .. .. . 

D2 < discloses .that the probabìHty of .. a Jabel far the ·. type of att~ck . 
(corref;po11ding to the 'type< pf ev~nt .threat ìndicator' bf the present. invention) 

is determined (see, e.g., paragraph [0059]). 

D3 discloses thatthe entropy value .of adomain namemay be used as an 
indicator ofwhetherJt is rnalicious or not(pages7-B). . . . . . 

·.·· .• 04· .. discloses the iuse.of •.. historical···data· and .... informa,tion. about known. attacks 

· to computationaHy learn rLJles tor detecting and pr~dicting flttacks .(paragraph. 
. [0040}). . 

ReltemVII··· · . . . . . . 

. • Certain defeçts intlle international <1ppUcaU011 .. ·. . ... ·... . ·... . ·. · .. 

. ·. •·1ndependerircl.aims.it,14 •andi1B are.not •.in the two-partJormin.accordance 

with Rule 6.3(b)PCT, which in the .present case wouldl:le ~ppropriate, .with . 

. those fE!atures known in combir1ation frorn the priorartD1 "'.D4 being placed jn 
the preamble (Rule 6.3(1:l)(i) PCT) and the remaìning features being included 

· in theòharacterisingparL(Rule 6.3(b)(ii) PCD,> · · · · 

The Jeatu res qf the. dai ms are npt provided with reference signsplac'3c:J in . 
parentheses (Rule 6.2(b) PCT). 

Form PCT/ISA/237 (Separate Sheet) (Sheet4) (EPO-April 2005) 
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· 2.3 Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant backgrpund 

art disclosed in D1-D4 is not mentionecl in the description, nor are these 

documents identified therein. · ·. 

3 . Reltem VIII 
: . . .··· .. - ·.. . . . ·. . . . . . =· ... ·. 

· Certain observations on the internaUonal application. . . . 

3.1 · The vague staternent mferring to the '.'scope clndspirit" .in pE1ragraph[0073] 

·. of the < descrìption< illlplies that the subject-matter for which protec:tion is . 

·. sought may b(3 djfferent to that defined by the clairns, thereby resulting in lack 
of clarity (Article 6 PCT) when usaj to interpret thern. · • .. · · · · · 

. . ... ·._ ... ·. ·-.· : . . ·. . . . . . . :- . .. . . . . : . 

3.2 Although i ndependent clahns 1. and 14 have been · drafted as separate 

· independent rn~thod clairns,. they appear .. to. relate effectively. to. the same 

. sUbject-matterand·appear.tohavean .. overlappingscopewJthmostfeatures in 

common; · The aforementìoned. clain,s therefore ... lackconciseness and. as such ·. 
do not meet the requirernents of Article 6 PCT.. · · · · · · · ··· 

.Forrn PCT/ISA/237 (Separate Sheet) (Sheel 5) (EPO-April 2005} 
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PATENT COOPERATION TREATY 

From the INTERNAT!ONAL SEARCHING AUTHORITY p T 
To: 

Wright, Bradley C. NOTIFtCATION OF TRANSMITTAL OF 

BANNER AND WITCOFF, L TD THE INTERNATIONAL SEARCH REPORT ANO 
THE WRITTEN OPINION OF THE INTERNATIONAL 

100 13th Street NW, Suite 1200 SEARCHING AUTHORITY, OR THE DEOLARATION 
Washington DC 20005 

ETATS-UNIS D'AMERtQUE 

(POT Rule 44.1) 

Date of mailing 
(daylmonthlyear) 

27 September 2018 (27-09-2018) 

Applìca11t's or agent's file reference 
007742.00113 FOR FURTHER ACTION See paragraphs 1 and 4 below 

lnternaHonal application No. ln!ernational filing date 

PCT/US2018/043367 
(daylmonthlyear) 

24 Ju!y 2018 (24-07-2D18) 

Applrcant 

CENTRIPETAL NETWORKS, tNC. 

The applicant is hereby notified that the international search report and the written opinion of the lntemational Searching 

Authority have been established andare transmitted herewith. 

Filing of amendments and statement under Article 19: 
The applicant is entitled, if he so wishes, to amend the claims of lhe lnternatio11al Application (see Rule 46): 

When? The time limi! f~r filing such amendments is normaUy two months from the da!e of transmittal of the 
lntemational Search Report. 

How? Directly lo the lnternational Bureau of W1PO, 34 chemin des Colombettes 
1211 Geneva 20, Switzerland, Fascimite No.: (41-22) 338.82.70 

For more detailed instructions, see PCT App/ioant's Guide, lnternalional Phase, paragraphs 9.004 - 9.011. 

The applicant is hereby notified thai no international searoh report will be established and that the declaration under 

Article 17{2)(a) to that effect and the written opinion of the lntemational Searchìng Authority are transmitted herewilh. 

With regard lo any protesi agalnst payment of (an} additional fee(s) under Rule 40.2, the applicant is notified lhat: 

□ 
□ 

the protesi together with the decision thereon has been lransmitted to the lntemational Bureau togetherwìth any 
applicant's requesl to for,1vard the texts of both the protesi and the decisi on thereon lo the designai ed Offioes. 

no decision has been made yet on the protesi; the applicant will be notified as soon as a decision is made. 

4. Reminders 

The applicant may submit comments on an informai basis on the written opinion of the lnternational Searching Authority 

to the lntemational Bureau. These comments will be made available to the public after intemational publication. The 
lnternational Bureau will send a copy of such comments to all designated Offices unless an international preliminary 
examination report has been or is !o be established. 

Shortly after the expiration of 18 months from the priority date, the international application will be published by the 

lnternational Bureau. lf !he applicant wishes to avoid or postpone publicalion, a notice of withdrawal of the intemational 

application, or of the priority claim, must reach the lnternational Bureau before the completion of the technioal preparations far 

international publioation (Rules 90bis.1 and 90bis.3). 

Within 19 months from the priority date, but only in respect of some designateci Oflioes, a demand for international prelirninary 

examination must be filed if the applicant wishes to postpone the entry into the nalional phase until 30 months from the priority 

date (in some Offices even later); otherwise, the applicant rnust, wìthin 20 months from the priority dale, perform the 
prescribed acts for entry into the national phase before those designated Offices. In respect of other designateci Oflices, the 

time limi! ol 30 months (or later) will apply even if no demand is filed within 19 months. For details about the applicab!e time 

limits, Office by Office, see www.wìpo.inVpct/enltexts/time_limits.html and the POT Applioant's Guide, National Chapters. 

Within 22 months from the priority date, the appllcant may request that a supplementary international search be carried 

out by a different lnternational Searching Authority that offers !his service (Aule 45bis.1 ). The procedure lor requesting 

supplernenlary international search is ciescribed in the POT App/icant's Guide, lnternational Phase, paragraphs 8.006-8.032. 

Name and mailing address ol the lnternatìonal Searching Authorlty 

~ 
European Patent Office, P.8. 5818 Patentlaan 2 
NL-2280 HV Rijswijk 
Tel. (+31-70) 340-2040 

________ Fax: (+31-70) 340-3016 

Form PGT/lSA/220 {Ju!y 2017) 

Authorized officer 

PRIYANU, Pakpum T 

Tel: +49 (0)89 2399-4535 
OCT 11 2018 
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PATENT COOPERATION TREATY 

p T 

INTERNATIONAL SEARCH REPORT 

(PCT A1ticle i 8 and Rules 43 and 44) 

Applicant's or agenl's file reference FOR FURTHER see Form PCT/ISA/220 

007742.00113 ACTION as well as, where applicable, item 5 be1ow. 

lnternalional application No. lnternational filing date (daylmonthlyear) (Earliest) Priority Date (daylmonthlyear) 

PCT/U S2018/043367 24 July 2018 (24-07-2018) 24July 2017 (24-07-2017} 

Applicant 

CENTRIPETAL NETWORKS, !NC. 

This international search report has been prepared by this lnlemational Searching Authority and is transmitted to the applicant 

according to Artide 18. A copy is being transmitted to the lnternational Bureau. 

This intemational search report consists of a total of _____ ~3 ___ sheets. 

[8] lt is also accompanied by a copy of eaoh prior art document cifed in this report. 

1. Basis of the report 

2. 

a. With regard to the language, !he international search was carried out on the basis of: 

b. □ 

c. □ 

□ 
□ 

0 the international application in the language in which it was filed 

□ a translation of the international application info ___________ , which is the language 

of a translation furnished for the purposes of intemational search (Ru!es 12.3(a) and 23.1 {b)) 

This intemalional search report has been establìshed taking into account the rectification of an obvious mistake 

authorized by or notifìed to thìs Authority unde-r Aule 91 (Aule 43.6bis{a)). 

\llfìth regard to any nucleotide andlor amino acid sequence disclosed in the international application, see Box No. I. 

Certain claims were found unsearchable (See Box No. Il) 

Unity of invention is lacking (see Box No lii) 

4. With regard to the title, 

[8J the text is approved as submitted by the applicant 

O the text has been established by this Authority to read as foUows: 

5. With regard to the abstract, 

[Kl 

□ 
the text is approved as submitted by the applicant 

the text has been established, acoording to Aule 38.2, by this Authority as it appears in Box No. IV. The applicant 

may, within one month from the date of mailing of this intemational search report, submit comments to this Authority 

6. With regard to the drawings, 

a. the figure of the drawings lo be published with the abstract is Figure No. -~3~----

[R} as suggested by the app!icant 

D as selected by thìs Authority, because the applicant failed to suggest a figure 

D as selected by this Authority, because this figure better characterizes the invention 

b. O none of the figures is to be published with the abstract 

Form PCT/ISA/21 O (first sheet) (January 2015) 
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INTERNATIONAL SEARCH REPORT 
lnternalional application No 

PCT/US2018/043367 
A. CLASSIFICATION OF SUBJECT MATTE.A 

INV. H04L29/06 
ADD. 

According to lnternational Patent Classi!ication (IPC) ortoboth national classificatìon and IPO 

B. F!ELDS SEARCHED 

Minimum documentation searched {c!assification system followed by classification symbols) 

H04L 

Documentation searched other than minimum documentation to lhe extent thai such doouments are included in the fie!ds searched 

Electronic data base oonsuited during the intemational search (name of data base and, where practioable, search terms used} 

EPO-Internal, COMPENDEX. INSPEC, WPl Data 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Caiegory· Citation of document, with lndication, where appropriate, of the relevant passages Relevant to claim No. 

X us 2014/082204 Al (SHANKAR HARI [US] ET 1-20 
AL) 20 March 2014 (2014-03-20) 
paragraphs [0012] - [0027]; figures 1-4 

-----
X us 2014/337613 Al (MARTIN I PAUL MICHAEL 1-20 

[US]) 13 November 2014 (2014-11-13) 
paragraphs [0019] - (0041]; figures 1-3 

--- --
A 11 Exami ni ng SSL-encrypted Communications 1-20 

NetronomeSSLinspectorTM Transparent 
SSLProxy SolutionOverview", 
• 
1 January 2008 (2008-01-01). XP055036015, 
Retrieved from the Internet: 
URL:http://www.infosecurityproductsguide.c 
om/technology/2008/Netronome_Examining_ SSL 
-encrypted_Communications.pdf 
[retrieved on 2012-08-21] 
the whole document 

--- --

□ Further dooumenls are listed in the continuation of Box C. 1K] See patent fami[y annex. 

• Special oategories of oited documenta : 
.,.. later document published after the intemational filing date or priority 

"A" dooument defining the generai state of the art whioh is not oonsidered 
date and not in oonfliot with the applioation but oited to understand 

to be of partioular relevanoe 
the principia or theory undertying the invention 

"E" earlier appfication or patent but published on or after the international •x• dooument of partloular relevance; fue claimed invenlion oannot be 
filìng date considered novel or oannot be con sidered to involve an inventive 

"L" dooumentwhich may throw doubts on priority claim~ orwhioh is step when lh e dooument is taken alone 
oiled to establish the publioation date of another ci tion or other 'Y" document of partioular relevanoe; the claimed invention cannot be 
special reason (as specified) con sidered to involve an inventive step when the document is 

•o• documenl referring lo an oral disclosure, use, exhibition or o!her combined with one or more other suoh documenta, suoh oombination 

means being obvious to a person skilled in lhe art 

•p• dooument published prior lo the inlemational fijing date but later than 
the priolity date olaimed "&' document member of the same patent family 

Date of the actual oompletion of lhe intemational search Date of mailing of the intematìonal search report 

19 September 2018 27/09/2018 

Name and mailing address ofthe ISA/ Aulhorized officer 

European Patent Office, P.B. 5818 Patentlaan 2 
NL • 2280 HV Rijswijk 

3 Tel. (+31-70) 340-2040, Schumann!> Elena 
Fax: (+31·70) 340-3016 

Form PCT/ISA/210 (second sheet} (Aprii 2005) 
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INTERNATIONAL SEARCH REPORT 
lnternalional applicalion No 

lnlormatìon on palent family members 
PCT/US2018/043367 

Patent document I Publication I Patent farnily I Publicatìon 

ciled in search report date member(s) date 

us 2014082204 Al 20-03-2014 NONE 

-------------------------------------------------------~---------------
us 2014337613 Al 13-11-2014 CA 2912018 Al 13-11-2014 

EP 2995060 A2 16-03-2016 
us 2014337613 Al 13-11-2014 
us 2015215286 Al 30-07-2015 
us 2015381584 Al 31-12-2015 
us 2016197890 Al 07-07-2016 
wo 2014182727 A2 13-11-2014 

----------------------------------------------~------------------------

Fann PCT/ISA/210 (patent family armex} (Aprii 2005) 
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lnformation on Search Strategy - Pilot phase (see OJ 201s, A86) 
The type of infonnation contained in this sheet may change durìng the pilot for ìmprovìng 
the usefulness of this new service. 

TITLE: EFFICIENT SSL/TLS PROXY 

APPLICANT: CENTRIPETAL NETWORKS, INC. 

IPC CLASSIFICATION: H04L29/06 

EXAMINER: Schumann, Elena 

Application Number 

PCT/US2018/043367 

CONSULTED DATABASES: COMPDX, DOSYS, EPODOC, INSPEC, NPL. WPI, XP3GPP, XPI3E, 
XPIETF 

CLASSIFICATION SYMBOLS DEFINING EXTENT OF THE SEARCH: 

I PC: 

CPC: G06F21, H04L63, H04Wl2, H04L63/0281. H04L63/0236, H04L63/0272. 
H04L63/O464, H04L63/145, H04L63/166, H04L63/306 

FI/F-TERMS: 

KEYWORDS OR OTHER ELEMENTS FEATURING THE INVENTION: 
KEYWORDS: SSL proxy, man-in-the-middle. intermediary, selective decryption, 
whitelist, blacklist, uri. url, fqdn, ip address, host name, domain name. 
protoco1 identifier, port, network address information, nai, dns, sni, server 
name indication, cn, common name, server certificate, law enforcement, 
wiretapping, legal interception 

L-----------------------------------------.... 
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From the 
INTERNATIONAL SEARCHING AUTHOR!TY 

To: 

see form PCT/lSAl220 

PCT 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

l
fci~te of mailing 

(day/monthlyear) - see form PCHSAt.210 (second shee1) 

--- --- ----0------------------- I 

rn
plìcant's or agenl's f1l~-reference --- - FOR F-URTHER ACTION 

e form PCT/lSA/220 --1 ----------- - See paragraph 2 below ---

ernational applica1ìon No_ i ln1ernational filing date (dayAnonth,-jtear) Priority date (day/monthlyear) 

CT AJS2018itl43367 24.07.2018 24.07.2017 
___ , --- ---- ---- -------~- --- ------, 

' I~~~~~~;;~~ Classilication (IPC) or both na1ional classificatìon and IPC --- ------- ------ - -_------]_ -

pplicant 

~NTRIPETAL NETWORKS, INC. 

=-========-:-=-====-====-==========-:=== 
1. This opinion contains indications relating to the following items: 

0 Box No. I Basìs of the opinion 

Priority O Box No. li 

D Box No. lii 

□ Box No. IV 

lZJ Box No. V 

Non-establishment of opinion with regard lo novelty, inventive step and industriai applicability 

Lack of unity of invention 

Reasoned statement under Rule 43bis.1 {a)(i) with regard to nove ty, mvenlive step and industriai 

applicabilìty; cìlations and explanations supporting such statement 

□ Box No. VI 

lZl Box No. Vii 

lZJ Box No. Vili 

Cerlain documents cited 

Certain defects in lhe international application 

Certain observations on the international application 

2. FURTHER ACTION 

lf a demand for international preliminary examination is made, this opinion will usua11y be considered lo be a 

writ!en opinion of the lnternational Preliminary Examining Authority {"IPEA") except that this does not apply where 

the applicant chooses an Authority olher than this one lo be the IPEA and the chosen lPEA has notifed the 

lnlernational Bureau under Rule 66. 1 bis(b) thai written opinions of this lnternational Searchìng Authority 

will noi be so considered. 

lf this opinion is, as provided above, considered to be a written opinion of the lPEA, the applicant is invited lo 

submit lo the IPEA a written reply together, where appropriate, with amendments, before the expiration of 3 months 

from the date of mailing of Fonn PCTi1SM20 or before the expiration of 22 months from the priority date, 

whichever expires later. 

Far further options, see Form PCTASAl220. 

Name and mailing address of lhe ISA: 

European Pa1enl Office 

0-80298 Munich 
Tel. +49 89 2399 - O 
Fax: +49 89 2399 - 4465 

Form PCT!lSAl237 (Cover Sheet) (January 2015) 

Date of comp!e1ion of 
this opinion 

see form 
PCT/lSA/210 

Authorized Officer 

Schumann, Elena 

Telephone No. +49 89 2399-0 
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Box No. I Basis of the opinion 

1. With regard to the language, this opinion has been established on the basis of: 

0 the international application in the language in which it was filed. 

lnternational application No. 
PCTtUS2018J043367 

□ a translation of the international application into , which is the language of a transfation furnished for the 

purposes of international search (Rules 12.3(a} and 23.1 {b)). 

2. □ Thìs opinion has been established taking ìnto account the rectification of an obvious mistake authorìzed 

by or notified to this Authority under Aule 91 (Rule 43bis.1 (a}) 

3. □ With regard to any nucleotide and/or amino acid sequence dìsclosed in the internationaf application, this 

opinion has been established on the basis of a sequence listing: 

a. □ forming part of the international application as filed: 

D in the form of an Annex CBT.25 text file. 

D on paper or in the form of an image file. 

b. □ furnished together with the ìnternalional applicaUon under PCT Rule 13ter.1 (a) for the purposes of 
internatìonal search only in the form of an Annex CJST.25 text me. 

c. □ furnished subsequent to the international filing date tor the purposes of ìnternatìonal search only: 

O in the form of an Annex CST.25 text file (Rule 13ter.1(a)). 

D on paper or in the form ot an image file (Rule 13ter.1 (b) and Administratìve !nstructions, Sectìon 

713). 

4. □ In addition, in the case that more than one version or copy of a sequence listing has been fìfed or furnished, 

the required statements that the informatìon in the subsequent or addìtional copies ìs identica! to that 

forming part of the applicatìon as filed or does not go beyond the applicatìon as fìled, as appropriate, were 

furnished. 

5. Additional comments: 

Form PCTtlSA/237 (January 2015) 
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lnternational applìcatìon No. 
PCT /US2018.AJ43367 

Box No. V Reasoned statement under Aule 43bis.1(a)(i) with regard to noveUy, inventive step or 

industriai applicability; citations and explanations supporting such statement 

1. Statement 

Novelty (N} Yes: Claims 
No: Claims 1-20 

Inventive step (IS) Yes: Claims 
No: Claims 1-20 

Industriai applicability (IA) Yes: Claims 1-20 

No: Claims 

2. Citations and explanations 

see se~arate sheet 

Box No. VII Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 

see separate sheet 

Box No. VIII Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 

claims are fully supported by the description, are made: 

see separate sheet 

Form PCTASA/237 (January 2015} 
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Re Item V 

lnternational application No. 

PCT/US2018/043367 

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty~ inventive step 

or industriai applicability; citations and explanations supporting such 

statement 

Reference ìs made to the fol!owing documents: 

O 1 US 2014/082204 A 1 20 March 2014 

02 US 2014/337613 A 1 1 3 November 2014 

1 The subject-matter of independent claims 1 and 11 is not novel with respect 

to the disclosure of document 01 (Art. 33{1) and 33(2) PCT), the reasons 

being as follows. 

Document D1 discloses, in terms of independent claim 1 (references to 01 in 

parentheses) a met hod compri s ing: 

generating, by a computing device, a list of 

identification data and a corresponding action to perform 

on encrypted communication flows associated with 

corresponding identification data (fig. 2 and par. 15: " ... if the 

Oomain Name System (DNS) server name tor server 130 indicateci in the 

certificate is "Bank A," proxy 120 determines ... that TLS proxy services are not 

to be invoked far a connection established between client 11 O and server 

130, as shown at 205.", whereby said "list" with "identification 

data", corresponding to "ONS" and "corresponding action", 

corresponding to the proxy action associateci with the DNS in the certificate, 

is implicitly generated, before its applicatìon as stateci in par. 15); 

receiving, by the computing device, one or more packets 

ini t iat ing (fig. 4, reference sign 401 "client hello") an encrypted 

communication flow (fig. 4, par. 23: " ... proxy 120 determines whether or 

not TLS proxy services {proxy inspection/decryption) is to be applìed to the 

communication session as shown at 404 .... ", whereby the determination 

about "decryption" implies that the communication session is encrypted); 

identifying, by the computing device, flow identification 

data associated with the encrypted communication flow; 

Form PCT/ISA/237 (Separate Sheetj (Sheet 1) (EPO-April 2005) 
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lnternaUonal applicatìon No. 

PCT/US2018/043367 

comparingr by the computing device, the identìfied flow 

ìdentification data with the list of the identification 

data (fig. 4, par. 23: " ... Based upon the content of the server hello message 

402 and the certificate message 403, such as the DNS server name and/or 

category of server 130 ... "); and 

performìng, by the computìng device and based on the 

comparing, a corresponding action on the encrypted 

conununicatìon flow (fig. 4, reference sign 404, par. 23). 

Since all features of claim 1 are known from document D1, the subject-matter 

of claim 1 is not nove! (Article 33{2) PCT). 

1.1 lt is pointed out that the subject-matter of independent claim 1 is also not 

novel aver the disclosure of document D2 (see in particular fig. 3, par. 29-41 ). 

1.2 lndependent claim 11 contains features corresponding to the ones of the 

method claim 1 in terms of an apparatus. Therefore the above arguments with 

respect to the lack of novelty of the subject-matter of claim 1 equally apply to 

said claim 11 . 

Consequently the subject-matter of claim 11 is also not novel (Article 33(2) 

PCT). 

2 Dependent claims 2-1 O and 12-20 do not contain any subject-matter which, in 

combination with the subject-matter of the claim on which they are 

dependent, would lead to a claim involving erther novelty or inventive activity 

{Articles 33(2) and 33(3) PCT). 

Their subject-matter is indeed either directly derivable from the above-cited 

documents (see the paragraphs cited in the ìnternatìonal search report) or 

concerns sìmple embodiments without inventive merit in themselves. 

Re Item VII 

Certain defects in the international application 

1 The features of the claims are not provided with reference signs placed in 

parentheses (Rule 6.2(b) PCT). 

2 The relevant background art disclosed in the documents D1 and D2 is not 

mentioned in the description {Rule 5.1 (a)(ii) PCT). 

Form PCT/!SA/237 {Separate Shee!) (Sheet 2} (EPO-April 2005) 
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WRITTEN OP!NION OF THE 

INTERNATIONAL SEARCHING 

AUTHORITY (SEPARATE SHEET) 

Re Item VIII. 

Certain observation/s on the international application 

lntemational application No. 

PCT/US2018/043367 

1 The expression "network addresses and/or domain names'' in claim 2 leaves 

the reader in doubt, as to whether the menUoned features are essential for 

carrying out the invention or not. The same observation applies to severa! 

other claims. 

Form PCT/ISAf237 (Separate Sheet) (&'1eet 3) (EPO-April 2005) 
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Possible steps after receipt of the international search report (ISR) and written 
opinion of the lnternational Searching Authority {WO!ISA) 

Generai 
information 

Filing informai 
comments 

Amending claims 
under 
Art. 19 PCT 

BNSOOCID: ..:XS __ 20070401 OCK_I_> 

For ali international applications, the competent lnternational Searching 
Authority (ISA) will establish an international search report (ISR) accompanied 
by a written opinion of the lnternational Searching Authority (WO/ISA). The 
WO/ISA may be responded to by 

• filing informai comments with the lnternational Bureau of WIPO (tB) 
(where no demand tor international preliminary examination (demand) 
is fìled) 

• fìling amendments under Art. 19 PCT (this can be done whether or not 
a demand is filed) 

• filing amendments under Art. 34 PCT and/or formai observations in 
response to objections raised in the WO/ISA (where a dem~nd is 
actually filed) 

This document explains these possibilities. 

After receipt of the ISR and WO/ISA, the applicant may file informai comments 
on the WO/ISA, directly with the IB (see lnternational Search and Preliminary 
Examination Guidelines 2.15). These will be communicated to the 
designated/elected Offices, together with the lnternational Prelimìnary Report 
on Patentability (IPRP) at 30 months from the priority date. 

The applicant may file amended claims under Art. 19 PCT, directly with the 
1B by the later of the following dates: 

• 2 months from the date of mailing of the ISR and the WO/ISA 
• 16 months from the priority date 

However, any such amendment received by the 1B after the expiration of the 
applicable time limit shall be considered to have been received on time by 
the 1B, if it reaches it before the technical preparations far international 
publication have been compieteci {the 15th day prior to the date of publication, 
see PCT Applicant's Guide, lnternational Phase, 9.013). 

For further information, please see Rule 46 PCT as well as form PCT/ISA/220. 

Please also note that, when filing amended claims under Art. 19 PCT, such 
amendments shall be accompanied by a letter identifying the amendments 
made and also the basis far the amendments in the application as originally 
filed (Rule 46.5(b) PCT). Where a demand is filed, failure to comply with this 
requirement may result in the amendments being ignored in the lnternationat 
Preliminary Examination Report ([PER), see Rule 70.2(c-bis) PCT. 
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FHing a dermmd 
for rntfilrnath:lrmd 
preHmimny 
ex ami natron 

!n prk1cipfe, the WO!!SA wm be consìdèred to be the wrHten opìnion of the 
Jntemationar Prefaninary Examining Authority OPEA). \Nhere the \~OnsA 
issued by the EPO as ISA gives a posìtìve opinion on the internatìonsi 
application and the if1venlion to which it relates, fìling a dem<'ìnd with the EPO as IPEA-would norma!ly be unnecessary, since a positivè IPRP vvould anyway be estab!ìshed by the 18 based on the VVO/!SA (st.H:1 also fwiher be!ow). 

!f the app!ìcant wishes to file a demand (for exampie, to aHow him to arglle his case fn intemational preliminary examination with regard lo objectìons raised in a negative wonsA before the iPEA ìssues an iPER), this must be done befom expiration of 3 months aftar the date of rnamng of the fSR and WO/JSA or 22 n1onths after priority dah.t9 wh!chever expìres later (Rule 54bis PCT). Amendments under Art. 34 PCT can be filed with the !PEA, normally at the same fone as fi!ìng the demand (Rufe 66.1 {b) PCT) or wìthin the time !ìmit set for rep!y to any wrìtten opinion ìssued during internatìonal preliminary exarnìnation. by the IPEA. 

lf a demand is fì!ed at the EP.O as iPEA and no cmnments/amendments have been received by the tfrne the EPO starts drawlng up the t PER (Rule €>6.4b/$ PGT), the WO/iSA wm be transformed by the IPEA ìnto an IPER (also caUed the IPRP (Chapter n) which woutd merely retlect the content of the WO!ISA (O,J 10i2011, fi32). The demand can stili be withdrawn {Art. 37 PCT). 

Please aiso note that, when fìflng amendments t.mder Art 34 PCT, such amendments shaU be accompanìed by a lettor which idenHfies U1e amendments made and also the basis for the amendments in the appllcation as origìna!ly filed (Ru!e 66.B(a) PCT). Faìlure to collipty with this requirnment rnay resuJt in the amendments baing ignored in the IPER (IPRP {Chapter U}), see Rure 70,2{c-bis) PGT. 

Filing a request The appflcant may, With the m, file a requesHor supplementary ìnternationat far supplementary search under Rule 45bìs.1 PCT. The present ISR and WO/ISA rnay also be international taken into account in the execution of that supplementary international search, search provlded that these are avaHable to the Authority charged wìth this task before it starts the supp!emantary search (RLde 45bis.5 PCT), 

End of the 
international 
phas~ 

This kind of request eannot be fUed spedfying the ISA who dici the intemational search. 

Moro information on thìs topìc can be fnund in the PCT AppHcant~s Guide. Chapter 8 (.htto:/lwW't,1,wi120.int/pcUen/guìde/ip08.html). 

Where no demand is fited, at the end of the lnternatìonal phase. the 18 will transform the WOIISA into the !PRP (PCT Chapter I} (Rule 44.bis PCT), which wm then be transrnitted together with pos.sìble Informai comm,H1ts to the deslgnated Offices. Where a demand is filed, the WO/JSA is not transforrned ìnto an JPRP (Chapter I} by the 03, but rather the IPEA wm establìsh an lPER, (the IPER is the same as the IPRP (PCT Chapter ti); see Rule 70. -15 PCT). 
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Bitte beachten Sie, dass angefuhrte Nichtpatentliteratur (wie z. B. 
wìssenschaftliche oder technische Dokumente) je nach geltendem Recht 
dem Urheberrechtsschutz und/oder anderen Schutzarten fur schrift!iche 
Werke unterliegen konnte. Die Vervielfaltigung urheberrechtlich 
geschutzter Texte, ihre Verwendung in anderen elektronischen oder 
gedruckten Publikationen und ihre Weìtergabe an Dritte ist ohne 
ausdrOckliche Zustimmung des Rechtsinhabers nicht gestattet. 

Veuillez noter que les ouvrages de la littérature non-brevets qui sont 
cités, par exemple les documents scientifiques ou techniques, etc., 
peuvent etre protégés par des droits d'auteur et/ou toute autre protection 
des écrits prévue par les législations applicables. Les textes ainsi 
protégés ne peuvent étre reproduits ni utilisés dans d'autres publications 
électroniques ou imprimées, ni rediffusés sans l'autorisation expresse du 
titulaire du droit d'auteur. 

Please be aware that cited works of non-patent literature such as 
scientific or technical documents or the like may be subject to copyright 
protection and/or any other protection of written works as appropriate 
based on applicable laws. Copyrighted texts may not be copied or used 
in other electronìc or printed publications or re-distributed without the 
express permission of the copyright holder. 

XS CPRTENFRDE 

BNSDOCIO: <XS_2006100103CF t > 
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Office Action Summary 

Application No. 
16/039,896 

Examiner 
ANTHONY D BROWN 

Applicant(s) 
Moore, Sean 

Art Unit 
2433 

AIA Status 
Yes 

-- The MAILING DA TE ot this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SETTO EXPIRE 3 MONTHS FROM THE MAILING -DATE OF THIS COMMUNICATION. 
Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, maya reply be timely filed 
alter SIX (6) MONTHS !rom the mailing date of this communication. 
Il NO period lor reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS !rom the mailing date of this communication. 
Fai Iure lo reply within the set or extended period lor reply will, by statute, cause the application lo become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months alter the mailing date of this communication, even il timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)~ Responsive to communication(s) filed on 7/19/2018. 
O A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on . 

2a)O This action is FINAL. 2b) ~ This action is non-final. 
3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporateci into this action. 
4)0 Since this application is in condition far allowance except far formai matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims* 
5) ~ Claim(s) 1-20 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6) O Claim(s) __ is/are allowed. 

7) ~ Claim(s) 1-20 is/are rejected. 

8) O Claim(s) __ is/are objected to. 

9) O Claim(s) __ are subject to restriction and/or election requirement 
* lf any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http://www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 

Application Papers 
10)0 The specification is objected to by the Examiner. 

11)~ The drawing(s) filed on 7/19/2018 is/are: a)~ accepted or b)O objected to by the Examiner. 

Applicant may noi request thai any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)0 Acknowledgment is made of a claim far foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a)O AII 

1.0 

2.0 

3.0 

b)O Some** c)O None of the: 

Certified copies of the priority documents have been received. 

Certified copies of the priority documents have been received in Application No. __ . 

Copies of the certified copies of the priority documents have been received in this National Stage 
application from the lnternational Bureau (PCT Rule 17.2(a)). 

** See the attached detailed Office action fora list of the certified copies not received. 

Attachment{s) 

1) ~ Notice of References Cited (PTO-892) 

2) ~ lnformation Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date 7/25/18 (1)(2)(3); 8/8/18. 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 11-13) Office Action Summary 

3) O lnterview Summary (PTO-413) 

Paper No(s)/Mail Date __ . 

4) O Other: __ . 

Pari of Paper No./Mail Date 20181009 
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Application/Control Num ber: 16/039,896 
Art Unit: 2433 

Notice of Pre-AIA or AIA Status 

The present application, filed on or after March 16, 2013, is being examined 

under the first inventar to file provisions of the AIA 

Allowable Subject Matter 

Page 2 

Claims 7 and 17 are objected to as being dependent upon a rejected base claim, 

but would be allowable if rewritten in independent form including all of the lim itations of 

the base claim and any intervening claims. 

lnformation Disclosure Statement 

The information disclosure statement (IDS) submitted on 7/25/18 was filed after 

the mailing date of the application on 7/19/2018. The submission is in compliance with 

the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is 

being considered by the examiner. 

The information disclosure statement (IDS) submitted on 7/25/18 (2) was filed 

after the mailing date of the application on 7/19/2018. The submission is in compliance 

with the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is 

being considered by the examiner. 

The information disclosure statement (IDS) submitted on 7/25/18 (3) was filed 

after the mailing date of the application on 7/19/2018. The submission is in compliance 

with the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is 

being considered by the examiner. 
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Page3 

The information disclosure statement (IDS) submitted on 8/8/18 was filed after 

the mailing date of the application on 7/19/2018. The submission is in compliance with 

the provisions of 37 CFR 1.97. Accordingly, the information disclosure statement is 

being considered by the examiner. 

Claim Rejections - 35 use § 101 

35 U.S.C. 101 reads as follows: 

Whoever im,ents or discovers any new and useful process, machine, manufacture, or 
compositi on of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 

Claims 1-20 are rejected under 35 U.S.C. 101 because the claimed invention is 

directed to non-statutory subject matter. 

The claimed invention is directed to non-statutory subject matter because 

the claim(s) as a whole, considering all claim elements both individually and in 

combination, do not amount to significantly more than an abstract idea. The 

claim(s) is/are directed to the abstract idea of efficient SSL/TLS proxy. AII the 

steps of the claim, collectively as an ordered combination, correspond to 

collecting information, analyzing it, and displaying certain results of the collection 

and analysis (Electric Power Group) (which is an example of an abstract idea in 

the 2018 Interim Guidance on Patent Subject Matter Eligibility and the July 2018 

Update). In the instant case, the claims are directed to only the manipulation of 

data as described above. The method steps themselves are considered to be an 

abstract idea because they do not purport to improve the functioning of the 

computer itself, there is no specific or limitation recitation of improved computer 
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technology, nor do they effect an improvement in any other technology or 

technical field. Hence the steps of the claim, taken individually or as an ordered 

combination, correspond to abstract ideas. The additional element(s) or 

combination of elements in the claim(s) other than the abstract idea per se 

amount(s) tono more than: a generic computer to perform generic computer 

functions. Viewed as a whole, these additional claim element(s) do not provide 

meaningful limitation(s) to transform the abstract idea into a patent eligible 

application of the abstract idea such that the claim(s) amounts to significantly 

more than the abstract idea itself. Therefore, the claim(s) are rejected under 35 

U.S.C. 101 as being directed to non-statutory subject matter. 

Claim Rejections - 35 use § 102 

Page4 

In the event the determination ot the status ot the application as subject to AIA 35 U.S.C. 

102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction ot the 

statutory basis tor the rejection will not be considered a newground ot rejection it the prior art 

relied upon, and the rationale supporting the rejection, would be the same under either status. 

The following is a quotation ot the appropriate paragraphs ot 35 U.S.C. 102 that form the 

basis tor the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless -

(a)(1) the claimed invention was patented, described in a printed publication, or in public use, 
on sale orotherwise available to the public before the effective filing date of the claimed 
invention. 

Claim(s) 1-6, 8-16 and 18-20 are rejected under 35 U.S.C. 102 (a)(1) as being 

anticipateci by Evevang (US Patent Pub. 20030088787). 
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As per claims 1 and 11: Egevang discloses a method comprising: 

PageS 

generating, by a computing device, a list of identification data and a 

corresponding action to perform on encrypted communication flows associated with 

corresponding identification data (Paragraph 19; The SCAM rnay create the tlow list 

by monitoring tor a particular encrypted packet that designate the beginning ot a 

tlow); 

receiving, by the computing device, one or more packets initiating an encrypted 

communication flow (Paragraph 33; An encrypted packet having an identitier and 

an external address that represents a plurality ot internal addresses is received); 

identifying, by the computing device, flow identification data associated with the 

encrypted communication flow (Paragraph 19; records an identitier tor the ESP 

packet, along with a time stamp ot when the ESP packet was received, as part ot 

the tlow list. An example ot the identifier rnay be a security parameter index (SPI), 

which is used to assist in identitying an ESP packet); 

comparing, by the computing device, the identified flow identification data with 

the list of the identification data (Paragraph 19; match an identitier tor the external 

node ESP packet with an identitier tor an ESP packet stored in the tlow list); and 

performing, by the computing device and based on the comparing, a 

corresponding action on the encrypted communication flow (Paragraph 19). 

As per claims 2 and 12: Egevang discloses the method of claim 1, wherein the 

generating the list of the identification data comprises: 
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receiving, by the computing device, a list of one or more network addresses 

Page6 

and/or domain names from a security application (Paragraph 13; The intermediate 

nodes rnay comprise nodes that communicate the intorrnation trom the source 

node to the destination node. To assist in routing intorrnation between a source 

node, intermediate node(s) and a destination node, each node rnay be assigned a 

network address, such as an IP address); and 

creating the list of the identification data based on the received list of the one or 

more network addresses and/or domain names (Paragraph 19; The SCAM rnay create 

the tlow list by monitoring tor a particular encrypted packet that designate the 

beginning ot a tlow). 

As per claims 3 and 13: Egevang discloses the method of claim 1, wherein the 

generating the list of the identification data comprises: 

receiving, by the computing device and via a subscription service, at least one list 

of network addresses and/or domain names from one or more cyber threat intelligence 

providers (Paragraph 13; The intermediate nodes rnay comprise nodes that 

communicate the intorrnation trom the source node to the destination node. To 

assist in routing intorrnation between a source node, intermediate node(s) and a 

destination node, each node rnay be assigned a network address, such as an IP 

address); and 

creating the list of the identification data based on the received at least one list of 

network addresses and/or domain names (Paragraph 19; The SCAM rnay create the 

tlow list by monitoring tor a particular encrypted packet that designate the 

beginning ot a tlow). 
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As per claims 4 and 14: Egevang discloses the method of claim 1, wherein the 

generating the list of the identification data comprises: 

Page7 

receiving, by the computing device, a list of one or more network addresses 

and/or domain names from a privacy protection application (Paragraph 13; The 

interrnediate nodes rnay comprise nodes that communicate the inforrnation from 

the source node to the destination node. To assist in routing inforrnation between 

a source node, interrnediate node(s) and a destination node, each node rnay be 

assigned a network address, such as an IP address); and 

creating the list of the identification data based on the received list of the one or 

more network addresses and/or domain names (Paragraph 19; The SCAM rnay create 

the flow list by monitoring tor a particular encrypted packet that designate the 

beginning of a flow). 

As per claims 5 and 15: Egevang discloses the method of claim 1, wherein the 

generating the list of the identification data comprises: 

receiving, by the computing device, a list of one or more network addresses 

and/or domain names from a law-enforcement wiretapping application (Paragraph 13; 

The interrnediate nodes rnay comprise nodes that communicate the inforrnation 

from the source node to the destination node. To assist in routing inforrnation 

between a source node, interrnediate node(s) and a destination node, each node 

rnay be assigned a network address, such as an IP address); and 

creating the list of the identification data based on the received list of the one or 

more network addresses and/or domain names (Paragraph 19; The SCAM rnay create 
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the tlow list by monitoring tor a particular encrypted packet that designate the 

beginning ot a tlow). 

As per claims 6 and 16: Egevang discloses the method of claim 1, wherein the 

performing the corresponding action comprises: forwarding, by the computing device, a 

plurality of packets associated with a particular encrypted communication flow to their 

intended destinations, wherein the plurality of packets are not decrypted prior to the 

forwarding (Paragraph 44; Communication module 306 rnay torward the ESP 

packet trom network node 102 to network node 110 using the retrieved internal 

address. Afterwards, network node 106 rnay torward packets having the sarne SPI 

as the tirst ESP packet to the sarne internal address). 

As per clairns 8 and 18: Egevang discloses the method of claim 1, wherein the list of 

the identification data indicates a particular action to perform on the identification data 

comprised by the list; 

wherein the comparing the identified flow identification data with the list of the 

identification data determ ines that the list of the identification data does not com prise 

the identified flow identification data (Paragraph 19; match an identitier tor the 

external node ESP packet with an identitier tor an ESP packet stored in the tlow 

list); and 

wherein the performing the corresponding action comprises performing an action 

other than the particular action indicated by the list of the identification data (Paragraph 

19). 

As per claims 9 and 19: Egevang discloses the method of claim 8, wherein the action 

other than the particular action indicated by the list comprises terminating the encrypted 
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communication flow (Paragraph 37-38; determine an activity level tor each tunnel 

terminating at each device represented bythe plurality of internal addresses). 

As per claims 10 and 20: Egevang discloses the method of claim 8, wherein the 

action other than the particular action indicated by the list comprises: 

logging packets associated with the encrypted communication flow tor 

subsequent analysis (Paragraph 19; The SCAM then recordsan identifierforthe ESP 

packet, along with a time stamp of when the ESP packet was received, as part of the flow 

list); and 

forwarding the packets associated with the encrypted communication flow to their 

respective intended destinations (Paragraph 44; Communication module 306 may 

forward the ESP packet from network node 102 to network node 11 O using the 

retrieved internal address. Afterwards, network node 106 rnay forward packets 

having the sarne SPI as the first ESP packet to the sarne internal address ). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ANTHONY D BROWN whose telephone number is 

(571 )270-1472. The examiner can normally be reached on 730-330pm. 

Examiner interviews are available via telephone, in-person, and video 

conferencing using a USPTO supplied web-based collaboration tool. To schedule an 

interview, applicant is encouraged to use the USPTO Automated lnterview Request 

(AIR) at http://www.uspto.gov/interviewpractice. 
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lf attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Jeffrey Pwu can be reached on 571-272-6798. The fax phone number tor 

the organization where this application or proceeding is assigned is 571 -273-8300. 

lnformation regarding the status of an application may be obtained from the 

Patent Application lnformation Retrieval (PAIR) system. Status information tor 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information tor unpublished applications is available through Private PAIR only. 

Far more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). lf you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, cali 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANTHONY D BROWN/ 
Primary Examiner, Art Unit 2433 
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109 20120113987 A1 t2012-05-1 O Riddoch et al. 

110 20120240135 A1 t2012-09-20 Risbood et al. 
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111 20120264443 A1 t2012-10-18 Ng et al. 

112 20120314617 A1 t2012-12-13 Erichsen et al. 

113 20120331543 A1 t2012-12-27 Bostrom et al. 

114 20130047020 A1 t2013-02-21 Hershko et al. 

115 20130059527 A1 t2013-03-07 HASESAKA et al. 

116 20130061294 A1 t2013-03-07 Kenworthy 

117 20130104236 A1 t2013-04-25 RAYetal. 

118 20130117852 A1 t2013-05-09 Stute 

119 20130254766 A1 t2013-09-26 Z:uo et al. 

120 20130291100 A1 t2013-10-31 3anapathy et al. 

121 20130305311 A1 t2013-11-14 Duttaswamy Naga et al. 
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122 20140075510 A1 t2014-03-13 Sonoda et al. 

123 20140115654 A1 t2014-04-24 Rogers et al. 

124 20140150051 A1 t2014-05-29 Bharali et al. 

125 20140201123 A1 t2014-07-17 l\hn et al. 

126 20140215574 A1 t2014-07-31 t:rb et al. 

127 20140259170 A1 t2014-09-11 l\msler 

128 20140281030 A1 t2014-09-18 8ui et al. 

129 20140283004 A1 t2014-09-18 Moore 

130 20140283030 A1 t2014-09-18 Moore et al. 

131 20140317397 A1 t2014-10-23 Martini 

132 20140366132 A1 t2014-12-11 Stiansen et al. 
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133 20150033336 A1 t2015-01-29 il\/ang et al. 

134 20150106930 A1 t2015-04-16 HONDA et al. 

135 20150237012 A1 t2015-08-20 Moore 

136 20150244734 A1 t2015-08-27 81son et al. 

137 20150304354 A1 t2015-10-22 Rogers et al. 

138 20150334125 A1 t2015-11-19 BARTOS etal. 

139 20150341389 A1 t2015-11-26 KURAKAMI 

140 20150350229 A1 t2015-12-03 Mitchell 

141 20150372977 A1 t2015-12-24 Yin 

142 20150373043 A1 t2015-12-24 il\/ang et al. 

143 20160119365 A1 t2016-04-28 Barel 
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144 20160205069 A1 R016-07-14 Blocher et al. 

145 20160294870 A1 R016-10-06 Banerjee et al. 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 ~005328336 I\U 82 2011-09-15 Univ Wake Forest 

2 ~006230171 I\U 82 2012-06-21 Univ Wake Forest 

3 ~600236 CA A1 2006-10-05 Univ Wake Forest 

4 ~006701 EP A2 2000-06-07 ,...ucent Technologies lnc 

5 ~313290 EP A1 2003-05-21 13tonesoft Corp 

6 ~484884 ~p A2 2004-12-08 Microsoft Corp 

7 rn11484 ~p A2 2006-07-05 Microsoft Corp 

EFSWeb 2.1.18 

ALL REFERENCES CONSIDERED EXCEPT vJHERE LINED THROUGH. /A.D.B/ 



Keysight, EX-1002 
Page 246

Application Number 16039896 

Filing Date 2018-07-19 

INFORMATION DISCLOSURE First Named Inventar Sean Moore 
STATEMENT BY APPLICANT 

Art Unit NAA-
( Not for submission under 37 CFR 1.99) 

2433 

Examiner Name Nmli'et AssigI1'etl""" A.Brown 

Attorney Docket Number 007742.00112\US 

8 ~864226 EP 81 2013-05-15 Univ Wake Forest 

9 ~385676 EP A1 2011-11-09 ~lcatel Lucent 

10 e498442 ~p A1 2012-09-12 bpenet T elecom Ltd 

11 ~0010079361 KR A 2001-08-22 Kim, Sang Wook 

12 ~005046145 wo A1 2005-05-19 f=ricsson T elefon Ab L M 

13 ~006093557 wo A2 2006-09-08 Univ Wake Forest 

14 ~006105093 wo A2 2006-10-05 Univ Wake Forest 

15 ~007109541 wo A2 2007-09-27 Brubaker, Curtis 

16 ~011038420 wo A2 2011-03-31 Preat Wall Systems 

17 ~012146265 wo A1 2012-11-01 f/oipfuture Gmbh 
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Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 

publisher, city and/or country where published. 

1 
'Contrai Piane Policing lmplementation Best Practices"; Cisco Systems; March 13, 2013; <https:/lweb.archive.org/ 
Web/20130313135143/http:www.cisco.com/web/about/security/intelligence/coppwp _gs.html> 

2 eoo6 Sept 11 - (WO) Written Opinion of the lnternational Searching Authority - App PCT/US05/47008 

3 eoo7 Aug 31 - (EP) Communication Pursuantto Rules 109 and 110 -App 05857614.1 

4 e008 Jul 03 - (WO) Written Opinion of the lnternational Searching Authority-App PCT/US06/11291 

5 e009 Jun 24 - (US) Office Action -App 11/390,976 

6 eoo9 Sept 14 (US) Office Action -App 11/316,331 

7 eo10 Apr 29 - (US) lnterview Summary -App 11/390,976 

8 eo 1 o Aug 20 - (AU) Office Action - App 2005328336 

9 eo10 Jun 23 - (US) Final Rejection -App 11/316,331 

10 eo10 Mar 26 - (US) Final Rejection -App 11/390,976 
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11 ~010 Sept 10 - (AU) Office Action -App 2006230171 

12 ~010 Sept 30 - (US) Office Action -App 11/390,976 

13 ~011 Apr 27 - (WO) lnternational Search Report and Written Opinion -App PCT/US2010/054520 

14 ~O 11 Aug 25 - (US) Non Final Rejection - App 12/871,806 

15 ~011 Feb 14 - (EP) Search Report-App 06758213.0 

16 ~011 Jun 09 - (US) Notice of Allowance -App 11/390,976 

17 ~011 Mar 03 - (EP) Communication Pursuant to Rules 70(2) and 70a(2)-App 06758213.0 

18 ~011 Mar 04 - (US) Notice of Allowance -App 11/316,331 

19 ~011 Nov 11 - (AU) Second Office Action -App 2006230171 

20 ~011 Oct 18 - (EP) Communication Pursuant to Article 94(3) -App 06 758 213.0 

21 ~012 Aug 07 - (US) Non Final Rejection -App 12/871,806 
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22 ~012 Feb 06 - (US) Final Rejection -App 12/871,806 

23 ~012 Jun 09 - (AU) Notice of Acceptance -App 2006230171 

24 ~012 Jun 26 - (EP) Extended Search Report - App 05857614.1 

25 ~012 Nov 20 - (EP) Communication under rule 71(3) -App 06 758 213.0 

26 ~012 Nov 26- (US) Final Rejection -App 12/871,806 

27 ~013 Apr 04- (US) Notice of Allowance -App 12/871,806 

28 ~013 Apr 18 - (EP) Decision to Grant a European Patent -App 06758212.0 

29 ~013 Jan 16 - (CA) Office Action -App 2,594,020 

30 ~013 Jan 17 - (CA) Office Action -App 2,600,236 

31 ~013 Nov 7 (WO) lntemational Search Report-App. PCT/US2013/057502 

32 ~014 Jun 24 (YVO) lnternational Search Report-App. PCT/US2014/023286 
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33 ~014 Jun 26 (YVO) lnternational Search Report-App. PCT/US2014/027723 

34 ~014 Mar 24 (YVO) lnternational Search Report-App. PCT/US2013/072566 

35 ~014 May 26 - (CA) Office Action -App 2010297968 

36 ~015 Apr 28 (WO) lntemational Preliminary Report on Patentability- App. PCT/US2013/057502, dated Aprii 28, 2015. 

37 ~015 Dee 22 - (US) Final Office Action -App 14/714,207 

38 ~015 Jan 14 - (EP) Extended Search Report -App 10819667.6 

39 
~015 Jul 10 - (WO) Communication Relating to the Results ofthe Partial lntemational Search for lnternational App -
PCT/US2015/024691 

40 ~015 Jul 14 - (WO) lntemational Preliminary Report on Patentability-App PCT/US2013/072566 

41 ~015 May 14 - (US) Non Final Rejection -App 13/940,240 

42 ~015 May 25 - (AU) Notice of Acceptance -App 2010297968 

43 ~O 15 Nov 02 - (AU) Office Action - App 2013372879 
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Examiner Name rwt , et msig,red A.Brown 

Attorney Docket Number 007742.00112\US 

44 ~015 Nov 27 - (US) Final Rejection -App 13/940,240 

45 ~015 Sept 15 (YvO) lnternational Preliminary Report on Patentability-App. - PCT/US2014/027723. 

46 ~015 Sept 15 (YvO) lnternational Preliminary Report on Patentability-App. PCT/US2014/023286. 

47 ~015 Sept 16 (YvO) lnternational Search Report and Written Opinion - App. No. PCT/US2015/024691. 

48 ~015 Sept 4 (US) Notice of Allowance -App. 14/702,755 (007742.00036) 

49 ~016 Apr 15 - (US) Notice of Allowance -App 14/855,374 

50 ~016 Apr 26 - (US) Office Action -App 14/745,207 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /ANTHONY D BROWN"/ I Date Considered 11 10/09/2018 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
English language translation is attached. 
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CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

OR 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1). 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Joshua D. Schneider/ Date (YYYY-MM-DD) 2018-07-25 

Name/Print Joshua D. Schneider Registration Number ~7,194 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFSWeb 2.1.18 

ALL REFERENCES CONSIDERED EXCEPT vJHERE LINED THROUGH. /A.D.B/ 



Keysight, EX-1002 
Page 253

Receipt date: 07/25/2018 16/039,896 - GAU: 2433 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Doc description: lnformation Disclosure Statement (IDS) Filed Approved for use lhrough 11/30/2020. 0MB 0651-0031 
U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 16039896 

Filing Date )018-07-19 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit ~ 2433 
( Not for submission under 37 CFR 1.99) 

Examiner Name I A.Brown 

Attorney Docket Number I 007742.00112\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 9419942 B1 Q016-08-16 Buruganahalli et al. 

2 V095716 R006-0B-22 Ke et al. 

3 9172627 Ro1s-10-27 Kjendal et al. 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20160366099 A1 R016-12-15 Jordan 

2 20160065611 A1 R016-03-03 ~akeri-Tabrizi et al. 

3 20160219065 A1 Q016-07-28 Dasgupta et al. 
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4 20160285706 A1 

5 20160112443 A1 

6 20160020968 A1 

7 20090262741 A1 

8 20070118894 A1 

Application Number 16039896 

Filing Date 2018-07-19 

First Named Inventar Sean Moore 

Art Unit ~ 2433 

Examiner Name A.Brown 

Attorney Docket Number 007742.00112\US 

t2016-09-29 Rao 

t2016-04-21 3rossman et al. 

t2016-01-21 l\umann et al. 

t2009-10-22 Jungck et al. 

t2007-05-24 Bhatia 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), 
publisher, city and/or country where published. 

1 ~018 Jul 27 (US) Non-Final Office Action -App. 15/382,806 (007742.00082) 

EFSWeb 2.1.18 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.D.B/ 

T5 

T5 



Keysight, EX-1002 
Page 256

Application Number 16039896 

Filing Date 2018-07-19 

INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

First Named Inventar Sean Moore 

Art Unit 7<T9'T 2433 
( Not for submission under 37 CFR 1.99) 
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2 S,ourcefire 3D System User Guide, Version 4.10, March 16, 2011, 2123 pages. 

3 
~018 Jul 11 (US) Declaration ot Kevin Jeffay, PhD in Support ot Petition tor Inter Partes Review ot U.S. Patent No. 
9,565,213 - IPR2018-01386 

4 
r{lonen, et al, "The Secure Shell (SSH) Transport Layer Protocol," SSH Communication Security Corp, Network 
Working Group RFC 4253, January 2006, 32 pages. 

5 
eo18 Jul 20 (US) Declaration ot Dr. Stuart Stanitord in Support ot Petition tor Inter Partes Review ot U.S. Patent No. 
9,160,713 - IPR2018-01437 

6 
eorn Jul 20 (US) Declaration ot Dr. Stuart Stanitord in Support ot Petition tor Inter Partes Review ot U.S. Patent No. 
9,124,552 - IPR2018-01436 

7 
~018 Jul 26 (US) Declaration ot Kevin Jeffay, PhD in Support ot Second Petition tor Inter Partes Review ot U.S. Patent 
No.9, 137,205 - IPR2018-01444 

8 
Nichols, et al, "Definition ot the Differentiated Services Field (DS Field) in the 1Pv4 and 1Pv6 Headers," Network 
Working Group RFC 2474, December 1998, 20 pages. 

9 
eorn Jul 26 (US) Declaration ot Kevin Jeffay, PhD in Support ot First Petition tor Inter Partes Review ot U.S. Patent 
No.9, 137,205 - IPR2018-01443 

10 ~erkins, "IP Encapsulation with IP," Network Working Group RFC 2003, October 1996, 14 pages. 

11 eorn Jul 12 (US) Petition tor Inter Partes Review ot U.S. Patent No. 9,565,213 - IPR2018-01386 

12 eorn Jul 20 (US) Petition tor Inter Partes Review ot U.S. Patent No.9, 160,713 - IPR2018-01437 
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Examiner Name A.Brown 
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Docket No.: 007742.00091 \US 
(PATENT) 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Patent Application of: 

Sean Moore 

Application No.: 15/614,956 

Filed: June 6, 2017 

Confirmation No.: 9334 

Art Unit: 2473 

For: FILTERING NETWORK DATA TRANSFERS Examiner: A. N. M. Nguyen 

AMENDMENT IN RESPONSE TO NON-FINAL OFFICE ACTION UNDER 37 C.F.R. § 1.111 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

INTRODUCTORY COMMENTS 

In response to the Office Action dated September 27, 2018, please amend the above­

identified U.S. patent application as follows: 

Amendments to the Claims are reflected in the listing of claims which begins on page 2 

of this paper. 

Remarks/Arguments begin on page 10 of this paper. 

Applicant requests any necessary extension of time for the submission of this paper. If any 

fees are required or if an overpayment is made, the Commissioner is authorized to debit or credit 

our Deposit Account No. 19-0733, accordingly. 

19423926 
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Application No. 15/614,956 
Amendment dated March 27, 2019 
Reply to Office Action of September 27, 2018 

Docket No.: 007742.00091 \US 

REMARKS 

The Office Action of September 27, 2018, has been carefully reviewed and these remarks 

are responsive thereto. Claims 1-4, 6-11, and 13-20 have been amended. No claims have been 

cancelled. Claims 1-20 thus remain pending in this application, with claims 1, 8, and 15 being 

independent. No new matter has been added. Reconsideration and allowance of the instant 

application are respectfully requested. 

Nonstatutory Double Patenting 

Claims 1-3, 6, 8, 13, and 15 stand rejected under the non-statutory judicially created doctrine 

of double patenting over claims 1-3, 16, 18, and 19 of U.S. Pat. No. 9,686,193. 

Applicant acknowledges the non-statutory double patenting rejections and reserves the right 

to submit an appropriate terminal disclaimer, if the non-statutory double patenting rejections are 

maintained, upon indication that the application is otherwise in condition for allowance. Until such 

time, Applicant respectfully requests that the double patenting rejections of claims 2-21 be held in 

abeyance. Nevertheless, Applicant submits the rejection is moot in view of the foregoing amendments 

and requests reconsideration of the rejection. 

Reiections Under 35 U.S.C. § 103 

Claims 1-3, 5, 8-10, 12, and 15-17 stand rejected under 35 U.S.C. § 103(a) as being 

unpatentable over U.S. Patent Application Publication No. 2011/00559161 to Ahn in view of U.S. 

Patent Application Publication No. 2003/0005122 to Freimuth et al. (hereinafter Freimuth). Claims 

4, 11, and 18 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over Ahn, in view of 

Freimuth and further in view of U.S. Patent Application Publication No. 2008/0086435 to Chesla and 

U.S. Patent Application Publication No. 2002/0083345 to Halliday et al. (hereinafter Halliday). 

Claims 6, 13, and 19 stand rejected under 35 U.S.C. § 103(a) as being unpatentable over over Ahn, 

in view of Freimuth, and further in view of U.S. Patent Application Publication No. 2007/0291789 to 

1 lt is noted that the Office Action includes a typographical errar in citing Publication No. 2011/005592_16, but the 
number is correctly identified in the PTO-892 Form attached to the Office Action. 

10 
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Application No. 15/614,956 
Amendment dated March 27, 2019 
Reply to Office Action of September 27, 2018 

Docket No.: 007742.00091 \US 

Kutt et al (hereinafter Kutt). Claims 7, 14, and 20 stand rejected under 35 U.S.C. § 103(a) as being 

unpatentable over Ahn, in view of Freimuth and further in view of U.S. Patent Application Publication 

No. 2002/0186683 to Buck et al. (hereinafter Buck). Applicant respectfully traverses the rejections 

for at least the following reasons. 

Amended claim 1 recites a method comprising, inter alia: 

determining, based on a packet header field value, whether each packet of the plurality 
of packets comprises data corresponding to first criterion specified by one or more packet­
filtering rules; 

responsive to a determination by the computing system that a packet header field value 
of the first portion of packets comprises data corresponding to the first criterion specified by 
at least one matching packet-filtering rule, applying, by the computing system and to each 
packet in the first portion of packets, one or more operators specified by the at least one 
matching packet-filtering rule; 

determining, based on an application header field value, the second portion of packets 
based on whether the first portion of packets comprises data corresponding to second criterion 
specified by one or more operators specified by the at least one matching packet-filtering rule; 
and 

responsive to determining the second portion of packets that comprises data 
corresponding to the second criterion specified by one or more operators specified by the at 
least one matching packet-filtering rule, applying, by the computing system and to each packet 
in the second portion of packets that match the second criterion, at least one packet 
transformation function configured to an prevent exfiltration operation. 

Ahn discusses adaptive packet filtering, which may include filtering Internet protocol (IP) 

packets based on a combination of source and destination addresses in the IP headers of the packets. 

See paragraph [0016] of Ahn. A firewall rule is defined as an n-tuple criteria and an associated action 

for matching packets, such as, a 5-tuple rule that matches Internet Protocol version 4 (IPv4) packets 

might consist of 5 IPv4 header fields (source address, source port, destination address, destination 

port and protocol) and an action (allow, deny). See paragraph [0030] of Ahn. 

The Office Action, on page 12, acknowledges certain of the deficiencies in the teachings of 

Ahn. For example, the Office Action acknowledges that Ahn fails to teach or suggest a determination 

based on an application header field value as previously recited in claim 1. The Office Action relies 

on Freimuth to address certain of the deficiencies in the teachings of Ahn. 

Freimuth discusses providing admission contro! and service differentiation based on 

connection and application level information. See abstract of Freimuth. After the TCP handshake 

11 
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Application No. 15/614,956 
Amendment dated March 27, 2019 
Reply to Office Action of September 27, 2018 

Docket No.: 007742.00091 \US 

completes and data is received to determine the HTTP header (204), the kemel classifies the request 

based on the header values (206). See paragraph [0029] of Freimuth. The data in the new established 

TCP connection (401) is parsed to detect the application header (402). See paragraph [0031] of 

Freimuth. The parsed header is then matched against the rule table to find a matching classification 

rule (403). See paragraph [0031] ofFreimuth. 

While Freimuth discusses application header-based service differentiation, Freimuth is not 

seen to teach or suggest processing packets comprising data corresponding to a first criterion specified 

by at least one matching packet-filtering rule. Rather, after the TCP handshake completes and data is 

received to determine the HTTP header (204), the kemel of Freimuth classifies the request based on 

the header values (206). See paragraph [0029] of Freimuth. In view of the forgoing, Applicant 

submits, however, that Freimuth, whether taken alone or in any permissible combination with Ahn, 

fails to teach or suggest "determining, based on an application header field value, the second portion 

of packets based on whether the first portion of packets comprises data corresponding to second 

criterion specified by one or more operators specified by the at least one matching packet-filtering 

rule" and "responsive to determining the second portion of packets that comprises data corresponding 

to the second criterion specified by one or more operators specified by the at least one matching 

packet-filtering rule, applying, by the computing system and to each packet in the second portion of 

packets that match the second criterion, at least one packet transformation function configured to an 

prevent exfiltration operation" as recited in amended claim 1. 

Independent claims 8 and 15, while not identica! to claim 1, recite at least similar features as 

claim 1, andare therefore distinguishable over Ahn and Freimuth for at least similar reasons as those 

discussed above. 

Each of dependent claims 2-9, 12-14, and 17-19 depends on one of independent claims 1, 11, 

and 16. Applicant submits that the remaining cited art fails to overcome the above-noted deficiencies. 

Therefore, the dependent claims are distinguishable over Ahn, Freimuth, Chesla, Halliday, Kutt, and 

Buck, whether taken alone or in any permissible combination, at least based on their respective 

dependencies from the allowable independent claims, and further in view of the additional features 

recited therein. 

12 
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Application No. 15/614,956 
Amendment dated March 27, 2019 
Reply to Office Action of September 27, 2018 

Docket No.: 007742.00091 \US 

CONCLUSION 

All issues having been addressed, Applicant respectfully submits that the instant 

application is in condition for allowance, and respectfully solicits prompt notification of the same. 

However, if for any reason the Examiner believes the application is not in condition for allowance or 

there are any questions, the Examiner is requested to contact the undersigned at (202) 824-3139. 

In view of the above amendment, applicant believes the pending application is in condition 

for allowance. 

Dated: March 27, 2019 

BANNER & WITCOFF, LTD. 
1100 13th St. NW 
STE 1200 
Washington, DC 20005 
(202) 824-3000 

Respectfully submitted, 

By: /Joshua D. Schneider/ 

13 

Joshua D. Schneider 
Registration No.: 67,194 
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Application No. 15/614,956 
Amendment dated March 27, 2019 
Reply to Office Action of September 27, 2018 

Listing of Claims: 

Docket No.: 007742.00091 \US 

This Listing of Claims will replace all prior versions and listings of claims in this application. 

1. (Currently Amended) A method comprising: 

receiving, by a computing system comprising memory and at least one processor, a 

plurality of packets, wherein the plurality of packets comprises a first portion of packets and a 

second portion of packets, wherein the second portion of packets is a portion of the first portion of 

packets; 

determining, based on a packet header field value, whether each packet of the plurality of 

packets comprises data corresponding to first criterion criteria specified by one or more packet­

filtering rules; 

responsive to a determination by the computing system that a packet header field value of 

the first portion of packets comprises data corresponding to the first criterion criteria specified by 

the one or more at least one matching packet-filtering rulcrules configured to prevent a particular 

ty-pe of data transfer, applying, by the computing system and to each packet in the first portion of 

packets, one or more operators a first operator, specified by the one or more packet filtering rules, 

configured to drop packets associated 'tvith the particular type of data transfer at least one matching 

packet-filtering rule; 

determining, based on an application header field value, the second portion of packets 

based on whether the second first portion of packets comprises data corresponding to second 

criterion criteria specified by one or more operators specified by the one or more packet filtering 

rules-at least one matching packet-filtering rule; and 

responsive to determining that-the second portion of packets that comprises data 

corresponding to the second criterion criteria specified by one or more operators specified by the 

at least one matching packet-filtering rule, applying, by the computing system and to each packet 

in the second portion of packets that match the second criterion, at least one packet transformation 

function configured to an prevent exfiltration operationallo•.v or block each packet in the second 

portion of packets from continuing t01.vard its respective destination. 

2 
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Amendment dated March 27, 2019 
Reply to Office Action of September 27, 2018 

2. (Currently Amended) The method of claim 1, wherein: 

Docket No.: 007742.00091 \US 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with the-.!!_particular type of data transfer, and corresponding to the first criterion criteria 

specified by the at least one matching packet-filtering rulcone or more packet filtering rules; and 

the second portion of packets comprises data indicating a protocol type not associated 'tvith 

the particular type of data transfer. 

3. (Currently Amended) The method of claim 1, wherein: 

the first portion of packets comprises data indicating a fiFs-t----destination port number 

associated with the-.!!_particular type of data transfer, and corresponding to the first criterion criteria 

specified by the at least one matching packet-filtering rulcone or more packet filtering rules; and 

the second portion of packets comprises data indicating a second destination port number 

not associated 'tvith the particular type of data transfer. 

4. (Currently Amended) The method of claim 1, wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion of 

packets comprise§. a plurality of HTTP packets, wherein the second portion of packets comprises 

a third portion of packets and a fourth portion of packets, and wherein each packet of the third 

portion of packets comprises at least one GET method value, and each packet of the fourth portion 

of packets comprises at least one of a PUT method value, a POST method value, or a CONNECT 

method value, the method further comprising: 

allowing each packet of the third portion of packets to continue toward its respective 

destination; and 

blocking each packet of the fourth portion of packets from continuing toward its respective 

destination. 

5. (Previously Presented) The method of claim 1, the method further comprising: 

allowing, based on a determination that the application header field value indicates a 

request for specified resource data, each packet of the second portion of packets indicating a 

request for specified resource data to continue toward its respective destination; and 

3 
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blocking, based on a determination that the application header field value indicates a 

request to submit data to be processed by a specified resource, each packet of the second portion 

of packets indicating a request to submit data to be processed by the specified resource from 

continuing toward its respective destination. 

6. (Currently Amended) The method of claim 1, ,,vherein applying the first operator 

configured to dropfurther comprising dropping packets associated with the-.!!_particular type of data 

transfer is performed responsive to a determination that the first portion of packets associated with 

the particular type of data transfer comprisc comprises data corresponding to a particular transport 

layer security (TLS) version value. 

7. (Currently Amended) The method of claim 1, further compnsmg droppinpvherein 

applying the first operator configured to drop packets associated with the-.1:!_particular type of data 

transfer is performed responsive to a determination that the first portion of packets associated with 

the particular type of data transfer comprisc comprises data corresponding to a particular real-time 

transport protocol value. 

8. (Currently Amended) An apparatus comprising: 

at least one processor; and 

memory storing instructions that, when executed by the at least one processor, cause the 

apparatus to: 

receive a plurality of packets, wherein the plurality of packets comprises a first 

portion of packets and a second portion of packets, wherein the second portion of packets 

is a porti on of the first porti on of packets; 

determine, based on a packet header field value, whether the plurality of packets 

comprises data corresponding to first criterion criteria specified by one or more packet­

filtering rules; 

responsive to a determination that a packet header field value of the first portion of 

packets comprises data corresponding to the first criterion criteria specified by the one or 

-more-at least one matching packet-filtering rulerules configured to preyent a particular type 

of data transfer, apply, to each packet in the first portion of packets, a first operator, one or 

4 
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more operators specified by the one or more packet filtering rules, configured to drop 

packets associated ,.vith the particular type of data transfer at least one matching packet­

filtering rule; 

determine, based on an application header field value, the second portion of packets 

based on whether the second first portion of packets comprises data corresponding to 

second criterion criteria specified by one or more operators specified by the one or more 

packet filtering rulesat least one matching packet-filtering rule; and 

responsive to determining that--the second portion of packets that comprises data 

corresponding to the second criterion criteria specified by one or more operators specified 

by the at least one matching packet-filtering rule, apply, to each packet in the second 

portion of packets, at least one packet transformation function configured to allo,.v or block 

each packet in the second portion of packets from continuing tov,rard its respective 

destination prevent an exfiltration operation. 

9. (Currently Amended) The apparatus of claim 8, wherein:-

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with the-.!!._particular type of data transfer, and corresponding to the first criterion criteria 

specified by the at least one matching packet-filtering rulcone or more packet filtering rules; and 

the second portion of packets comprises data indicating a protocol type not associated ,.vith 

the particular type of data transfer. 

10. (Currently Amended) The apparatus of claim 8, wherein: 

the first portion of packets comprises data indicating a firs-t--destination port number 

associated with the-.!!._particular type of data transfer, and corresponding to the first criterion criteria 

specified by the at least one matching packet-filtering rulcone or more packet filtering rules; and 

the second portion of packets comprises data indicating a second destination port number 

not associated ,.vith the particular type of data transfer. 

5 
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11. (Currently Amended) The apparatus of claim 8, wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion of 

packets comprise§. a plurality of HTTP packets, wherein the second portion of packets comprises 

a third portion of packets and a fourth portion of packets, and wherein each packet of the third 

portion of packets comprising comprises at least one GET method value, and each packet of the 

fourth portion of packets comprising comprises at least one of a PUT method value, a POST 

method value, or a CONNECT method value, and wherein the instructions, when executed by the 

at least one processor cause the apparatus to: 

allow each packet of the third portion of packets to continue toward its respective 

destination; and 

block each packet of the fourth portion of packets from continuing toward its respective 

destination. 

12. (Previously Presented) The apparatus of claim 8, wherein the instructions, when executed 

by the one or more computing devices, cause the apparatus to: 

allow, based on a determination that the applicati on header field value indicates a request 

for data from a specified resource, each packet of the second portion of packets indicating a request 

for data from a specified resource to continue toward its respective destination; and 

block, based on a determination that the application header field value indicates a request 

to submit datato be processed by a specified resource, each packet of the second portion of packets 

indicating a request to submit data to be processed by a specified from continuing toward its 

respective destination. 

13. (Currently Amended) The apparatus of claim 8, wherein the instructions, when executed 

by the one or more computing devices, cause the apparatrn; applying the first operator configured 

to drop packets associated with the-.1:!_particular type of data transfer is performed responsive to a 

determination that the first portion of packets associated with the particular type of data transfer 

comprise comprises data corresponding to a particular transport layer security (TLS) version value. 

6 
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14. (Currently Amended) The apparatus of claim 8, wherein the instructions, when executed 

by the one or more computing devices, cause the apparatrn; a,pplying the first operator configured 

to drop packets associated with the-.1:!_particular type of data transfer is performed responsive to a 

determination that the first portion of packets associated with the particular type of data transfer 

comprise comprises data corresponding to a particular real-time transport protocol value. 

15. (Currently Amended) One or more non-transitory computer-readable media comprising 

instructions that, when executed by one or more computing devices, cause the one or more 

computing devices to: 

receive a plurality of packets, wherein the plurality of packets comprises a first portion of 

packets and a second portion of packets, wherein the second portion of packets is a portion of the 

first portion of packets; 

determine, based on a packet header field value, whether the plurality of packets comprises 

data corresponding to first criterion criteria specified by one or more packet-filtering rules; 

responsive to a determination that a packet header field value of the first portion of packets 

comprises data corresponding to the first criterion criteria specified by the one or more at least one 

matching packet-filtering rulerules configured to prevent a particular type of data transfer, apply, 

to each packet in the first portion of packets, a first operator, one or more operators specified by 

the one or more packet filtering rules, configured to drop packets associated ,.vith the particular 

type of data transfer at least one matching packet-filtering rule; 

determine, based on an application header field value, the second portion of packets based 

on whether the second first portion of packets comprises data corresponding to second criterion 

criteria specified by one or more operators specified by the one or more packet filtering rules_fil 

least one matching packet-filtering rule; and 

responsive to determining that---the second portion of packets that comprises data 

corresponding to the second criterion criteria specified by one or more operators specified by the 

at least one matching packet-filtering rule, apply, to each packet in the second portion of packets 

that match the second criterion, at least one packet transformation function configured to allov,r or 

block each packet in the second portion of packets from continuing tov,rard its respective 

destination prevent an exfiltration operation. 

7 
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16. (Currently Amended) The one or more non-transitory computer-readable media of claim 

15, wherein: 

the first portion of packets comprises a packet header field value indicating a protocol type 

associated with the-.!!_particular type of data transfer, and corresponding to the first criterion criteria 

specified by the at least one matching packet-filtering rulcone or more packet filtering rules; and 

the second portion of packets comprises data indicating a protocol type not associated ,.vith 

the particular type of data transfer. 

17. (Currently Amended) The one or more non-transitory computer-readable media of claim 

15, wherein: 

the first portion of packets compnses data indicating a fiFs-t----destination port number 

associated with the-.!!_particular type of data transfer, and corresponding to the first criterion criteria 

specified by the at least one matching packet-filtering rulcone or more packet filtering rules; and 

the second portion of packets comprises data indicating a second destination port number 

not associated i,vith the particular type of data transfer. 

18. (Currently Amended) The one or more non-transitory computer-readable media of claim 

15, wherein the application header field value identifies one or more hypertext transfer protocol 

(HTTP) methods, wherein the second portion of packets comprise§_ a plurality of HTTP packets, 

wherein the second portion of packets comprises a third portion of packets and a fourth portion of 

packets, and wherein each packet of the third portion of packets comprising comprises at least one 

GET method value, and each packet of the fourth portion of packets comprising comprises at least 

one of a PUT method value, a POST method value, or a CONNECT method value, and wherein 

the instructions, when executed by the one or more computing devices, cause the one or more 

computing devices to: 

allow each packet of the third portion of packets to continue toward its respective 

destination; and 

8 
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block each packet of the fourth portion of packets from continuing toward its respective 

destination. 

19. (Currently Amended) The one or more non-transitory computer-readable media of claim 

15, ,,vherein applying the first operator configured to drop further comprising dropping packets 

associated with the-.1:!_particular type of data transfer is performed responsive to a determination 

that the first portion of packets associated with the particular type of data transfer comprises data 

corresponding to a particular transport layer security (TLS) version value. 

20. (Currently Amended) The one or more non-transitory computer-readable media of claim 

15, ,,vherein applying the first operator configured to drop further comprising dropping packets 

associated with the--.1:!_particular type of data transfer is performed responsive to a determination 

that the first portion of packets associated with the particular type of data transfer comprises data 

corresponding to a particular real-time transport protocol value. 

9 
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(CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.32l(c) or 1.32l(d) may 
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to file provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR 

1.32l(b). 

The USPTO Internet website contains terminal disclaimer forms which may be used. 

Please visit www.uspto.gov/patent/patents-forms. The filing date of the application in which the 

form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or 

PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may be filled out completely 

online using web-screens. An eTerminal Disclaimer that meets all requirements is auto­

processed and approved immediately upon submission. For more information about eTerminal 

Disclaimers, referto www.uspto.gov/patents/process/fik/efs/guidance/eTD--info--Ljsp. 

Claims 1 - 3, 6, 8, 13, and 15 are rejected on the ground of nonstatutory double patenting 

as being unpatentable aver claims 1 - 3, 16, 18, and 19 of U.S. Patent No. 9,686,193. Although 

the claims at issue are not identica!, they are not patentably distinct from each other because the 

conflicting claims are directed to the same inventive concept as shown below. 

Dependent claims 4, 5, 7, 9 - 12, 14, and 16 - 20 of Application No. 15/614,956 are not 

disclosed by claims 1 - 3, 16, 18, and 19 of U.S. Patent No. 9,686,193; however, they are 

disclosed by the prior arts as shown below. 

Claims from Application No. 15/614,956 Claims from U.S. Patent No. 9,686,193 

1. A method comprising: receiving, by a 1. A method comprising: receiving, by a 

computing system comprising memory and at computing system and from a computing 

least one processor, a plurality of packets, device located in a first network, a plurality of 
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wherein the plurality of packets comprises a packets, wherein the plurality of packets 

first portion of packets and a second portion comprises a first portion of packets and a 

of packets; determining, based on a packet second portion of packets; responsive to a 

header field value, whether each packet of the determination by the computing system that 

plurality of packets comprises data the first portion of packets comprises data 

corresponding to criteria specified by one or corresponding to criteria specified by one or 

more packet-filtering rules; responsive to a more packet-filtering rules configured to 

determination by the computing system that a prevent a particular type of data transfer from 

packet header field value of the first portion the first network to a second network, 

of packets comprises data corresponding to wherein the data indicates that the first 

criteria specified by the one or more packet- portion of packets is destined for the second 

filtering rules configured to prevent a network: applying, by the computing system 

particular type of data transfer applying, by and to each packet in the first portion of 

the computing system and to each packet in packets, a first operator, specified by the one 

the first portion of packets, a first operator, or more packet-filtering rules, configured to 

specified by the one or more packet-filtering drop packets associated with the particular 

rules, configured to drop packets associated type of data transfer; and dropping, by the 

with the particular type of data transfer; computing system, each packet in first portion 

determining, based on an application header of packets; and responsive to a determination 

field value, whether the second portion of by the computing system that the second 

packets comprises data corresponding to portion of packets comprises data that does 

criteria specified by one or more operators not correspond to the criteria wherein the data 

specified by the one or more packet-filtering indicates that the second portion of packets is 
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rules; and responsive to determining that the destined fora third network: applying, by the 

second portion of packets comprises data computing system and to each packet in the 

corresponding to the criteria specified by one second portion of packets, and without 

or more operators, applying, by the applying the one or more packet-filtering 

computing system and to each packet in the rules configured to prevent the particular type 

second portion of packets, at least one packet of data transfer from the first network to the 

transformation function configured to allow second network, a second operator configured 

or block each packet in the second portion of to forward packets not associated with the 

packets from continuing toward its respective particular type of data transfer toward the 

destination. third network; and forwarding, by the 

computing system, each packet in the second 

portion of packets toward the third network. 

2. The method of claim 1, wherein: the first 2. The method of claim 1, wherein the first 

portion of packets comprises a packet header portion of packets comprises data indicating: 

field value indicating a protocol type a protocol type associated with the particular 

associated with the particular type of data type of data transfer, and corresponding to the 

transfer, and corresponding to the criteria criteria specified by the one or more packet-

specified by the one or more packet-filtering filtering rules; and the second portion of 

rules; and the second portion of packets packets comprises data indicating a protocol 

comprises data indicating a protocol type not type not associated with the particular type of 

associated with the particular type of data data transfer. 

transfer. 
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3. The method of claim 1, wherein: the first 3. The method of claim 1, wherein: the first 

portion of packets comprises data indicating a portion of packets comprises data indicating a 

first destination port number associated with first destination port number associated with 

the particular type of data transfer, and the particular type of data transfer, and 

corresponding to the criteria specified by the corresponding to the criteria specified by the 

one or more packet-filtering rules; and the one or more packet-filtering rules; and the 

second portion of packets comprises data second portion of packets comprises data 

indicating a second destination port number indicating a second destination port number 

not associated with the particular type of data not associated with the particular type of data 

transfer. transfer. 

6. The method of claim 1, wherein applying 16. The method of claim 1, wherein 

the first operator configured to drop packets applying the first operator configured to drop 

associated with the particular type of data packets associated with the particular type of 

transfer is performed responsive to a data transfer is performed responsive to a 

determination that the first portion of packets determination by the computing system that 

comprises data corresponding to a particular the first portion of packets comprises data 

transport layer security (TLS) version value. corresponding to a particular transport layer 

security (TLS) version value. 

8. An apparatus comprising: at least one 18. A system comprising: at least one 

processor; and memory storing instructions processor; and a memory storing instructions 
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that, when executed by the at least one that when executed by the at least one 

processor, cause the apparatus to: receive a processor cause the system to: receive, from a 

plurality of packets, wherein the plurality of computing device located in a first network, a 

packets comprises a first portion of packets plurality of packets wherein the plurality of 

and a second porti on of packets; de termine, packets comprises a first porti on of packets 

based on a packet header field value, whether and a second portion of packets; responsive to 

the plurality of packets comprises data a determination that the first portion of 

corresponding to criteria specified by one or packets comprises data corresponding to 

more packet-filtering rules; responsive to a criteria specified by one or more packet-

determination that a packet header field value filtering rules configured to prevent a 

of the first portion of packets comprises data particular type of data transfer from the first 

corresponding to criteria specified by the one network to a second network, wherein the 

or more packet-filtering rules configured to data indicates that the first portion of packets 

prevent a particular type of data transfer, is destined for the second network: apply, to 

apply, to each packet in the first portion of each packet in the first portion of packets, a 

packets, a first operator, specified by the one first operator, specified by the one or more 

or more packet-filtering rules, configured to packet-filtering rules, configured to drop 

drop packets associated with the particular packets associated with the particular type of 

type of data transfer; determine, based on an data transfer; and drop each packet in the first 

application header field value, whether the portion of packets; and responsive to a 

second portion of packets comprises data determination that the second portion of 

corresponding to criteria specified by one or packets comprises data that does not 

more operators specified by the one or more correspond to the criteria, wherein the data 
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packet-filtering rules; and responsive to indicates that the second portion of packets is 

determining that the second portion of packets destined fora third network: apply, to each 

comprises data corresponding to the criteria packet in the second portion of packets, and 

specified by one or more operators, apply, to without applying the one or more packet-

each packet in the second portion of packets, filtering rules configured to prevent the 

at least one packet transformation function particular type of data transfer from the first 

configured to allow or block each packet in network to the second network, a second 

the second portion of packets from continuing operator configured to forward packets not 

toward its respective destination. associated with the particular type of data 

transfer toward the third network; and 

forward each packet in the second portion of 

packets toward the third network. 

13. The apparatus of claim 8, wherein 16. The method of claim 1, wherein 

applying the first operator configured to drop applying the first operator configured to drop 

packets associated with the particular type of packets associated with the particular type of 

data transfer is performed responsive to a data transfer is performed responsive to a 

determination that the first portion of packets determination by the computing system that 

comprises data corresponding to a particular the first portion of packets comprises data 

transport layer security (TLS) version value. corresponding to a particular transport layer 

security (TLS) version value. 
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15. One or more non-transitory computer- 19. One or more non-transitory computer-

readable media comprising instructions that, readable media comprising instructions that 

when executed by one or more computing when executed by one or more computing 

devices, cause the one or more computing devices cause the one or more computing 

devices to: receive a plurality of packets, devices to: receive, from a computing device 

wherein the plurality of packets comprises a located in a first network, a plurality of 

first portion of packets and a second portion packets wherein the plurality of packets 

of packets; determine, based on a packet comprises a first portion of packets and a 

header field value, whether the plurality of second portion of packets; responsive to a 

packets comprises data corresponding to determination that the first portion of packets 

criteria specified by one or more packet- comprises data corresponding to criteria 

filtering rules; responsive to a determination specified by one or more packet-filtering rules 

that a packet header field value of the first configured to prevent a particular type of data 

portion of packets comprises data transfer from the first network to a second 

corresponding to criteria specified by the one network, wherein the data indicates that the 

or more packet-filtering rules configured to first portion of packets is destined for the 

prevent a particular type of data transfer, second network: apply, to each packet in the 

apply, to each packet in the first portion of first portion of packets, a first operator, 

packets, a first operator, specified by the one specified by the one or more packet-filtering 

or more packet-filtering rules, configured to rules, configured to drop packets associated 

drop packets associated with the particular with the particular type of data transfer; and 

type of data transfer; determine, based on an drop each packet in the first portion of 

application header field value, whether the packets; and responsive to a determination 
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second portion of packets comprises data 

corresponding to criteria specified by one or 

more operators specified by the one or more 

packet-filtering rules; and responsive to 
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that the second portion of packets comprises 

data that does not correspond to the criteria, 

wherein the data indicates that the second 

portion of packets is destined for a third 

determining that the second portion of packets network: apply, to each packet in the second 

comprises data corresponding to the criteria portion of packets, and without applying the 

specified by one or more operators, apply, to one or more packet-filtering rules configured 

each packet in the second portion of packets, to prevent the particular type of data transfer 

at least one packet transformation function from the first network to the second network, 

configured to allow or block each packet in a second operator, configured to forward 

the second portion of packets from continuing packets not associated with the particular type 

toward its respective destination. of data transfer toward the third network; and 

forward each packet in the second portion of 

packets toward the third network. 
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In the event the determination of the status of the application as subject to AIA 35 U.S.C. 

102 and 103 (or as subject to pre-AIA 35 U.S.C. 102 and 103) is incorrect, any correction of the 

statutory basis for the rejection will not be considered a new ground of rejection if the prior art 

relied upon, and the rationale supporting the rejection, would be the same under either status. 

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not 
be negatived by the manner in which the invention was made. 

Claims 1 - 3, 5, 8 - 10, 12, and 15 - 17 are rejected under pre-AIA 35 U.S.C. 103(a) as 

being unpatentable aver Ahn (US Pub. No. 2011/00559916) in view of Freimuth et al. (US Pub. 

No. 2003/0005122). 

Regarding claim 1, Ahn discloses a method comprising: receiving, by a computing 

system comprising memory and at least one processor (see Fig. 2, a firewall 200 with a processor 

204 and packet filter 108 coupled to rule subset 208), a plurality of packets, wherein the plurality 

of packets comprises a first portion of packets and a second portion of packets (see Fig. 2, para. 

0009, 0021, a network firewall for receiving packets ... ); determining, based on a packet header 

field value (see para. 0017, 0030, compares traffic data (i.e., packets) such as header fields to a 

set of one or more rules ... ), whether each packet of the plurality of packets comprises data 

corresponding to criteria specified by one or more packet-filtering rules; responsive to a 

determination by the computing system that a packet header field value of the first portion of 

packets comprises data corresponding to criteria specified by the one or more packet-filtering 

rules configured to prevent a particular type of data transfer (see para. 0007, packets are filtered 
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at the firewall using sorted rules in the subset by using binary search ... to compare each packet to 

the sorted rules in the subset until the packet is allowed or denied ... ); applying, by the computing 

system and to each packet in the first portion of packets, a first operator, specified by the one or 

more packet-filtering rules, configured to drop packets associated with the particular type of data 

transfer (see Fig. 2, Fig. 4, note the denied packets (discard), para. 0016, 0020, 0030 - 0031, 

packets that traverse the firewall are checked against each rule in the rule set until the first 

matching rule is found and its associated action is applied ... such as action DENY). 

Ahn discloses the claimed limitations as stated above. However, Ahn does not 

specifically disclose the following features: regarding claim l,determining, based on an 

application header field value, whether the second portion of packets comprises data 

corresponding to criteria specified by one or more operators specified by the one or more packet­

filtering rules; and responsive to determining that the second portion of packets comprises data 

corresponding to the criteria specified by one or more operators, applying, by the computing 

system and to each packet in the second portion of packets, at least one packet transformation 

function configured to allow or block each packet in the second portion of packets from 

continuing toward its respective destination. 

Regarding claim 1, Freimuth discloses determining, based on an application header field 

value, whether the second portion of packets comprises data corresponding to criteria specified 

by one or more operators specified by the one or more packet-filtering rules (see Fig. 2, action 

rules: drop, rate control, schedule arder, monitor, etc ... ); and responsive to determining that the 

second portion of packets comprises data corresponding to the criteria specified by one or more 

operators, applying, by the computing system and to each packet in the second portion of 

packets, at least one packet transformation function configured to allow or block each packet in 



Keysight, EX-1002 
Page 292

Application/Control Number: 15/614,956 
Art Unit: 2473 

Page 13 

the second portion of packets from continuing toward its respective destination (see Fig. 2, para. 

0029, 0031, 0033, parsing to detect the applicati on header. .. the parsed header is then matched 

against the rule table to find a matching classificati on rule ... and the associated action rule may 

be to drop orto perform schedule arder. .. ). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn, and have the features, as taught by Freimuth, in arder to 

protect Web servers against overload by controlling the amount and rate of work entering the 

systems, as discussed by Freimuth (abstract). 

Regarding claim 2, Ahn discloses wherein: the first portion of packets comprises a packet 

header field value (see para. 0030, packets with header fields) indicating a protocol type 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules (see para. 0030- 0031, for example, in rules Rl, R2, and 

R3 where a packet corresponds to a protocol type of TCP or UDP); and the second portion of 

packets comprises data indicating a protocol type not associated with the particular type of data 

transfer (see para. 0030- 0031, for example, in rules R4 and R5 where a packet corresponds to a 

protocol type of ANY). 

Regarding claim 3, Ahn discloses wherein: the first portion of packets comprises data 

indicating a first destination port number associated with the particular type of data transfer, and 

corresponding to the criteria specified by the one or more packet-filtering rules (see para. 0030 -

0031, for example, in rules Rl, R2, and R3 where a packet corresponds to a destination port of 

80, 25, or 53 ... ); and the second portion of packets comprises data indicating a second 

destination port number not associated with the particular type of data transfer (see para. 0030 -
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0031, for example, in rules R4 and R5 where a packet may correspond to ANY destination 

port ... ). 

Regarding claim 5, Freimuth discloses the method further comprising: allowing, based on 

a determination that the application header field value indicates a request for specified resource 

data, each packet of the second portion of packets indicating a request for specified resource data 

to continue toward its respective destination (see Fig. 2, action rules: schedule arder, para. 0033, 

parsing to detect the application header ... the parsed header is then matched against the rule table 

to find a matching classification rule ... and the associated action rule is to perform schedule 

ordering and establish a connection ... ); and blocking, based on a determination that the 

application header field value indicates a request to submit data to be processed by a specified 

resource, each packet of the second portion of packets indicating a request to submit data to be 

processed by the specified resource from continuing toward its respective destination (see Fig. 2, 

para. 0029, 0031, parsing to detect the applicati on header. .. the parsed header is then matched 

against the rule table to find a matching classificati on rule ... and the associated action rule is to 

drop the connection). 

Regarding claim 8, Ahn discloses an apparatus comprising: at least one processor; and 

memory storing instructions that, when executed by the at least one processor, cause the 

apparatus (see Fig. 2, a firewall 200 with a processor 204 and packet filter 108 coupled torule 

subset 208) to: receive a plurality of packets, wherein the plurality of packets comprises a first 

portion of packets and a second portion of packets (see Fig. 2, para. 0009, 0021, a network 

firewall for receiving packets ... ); determine, based on a packet header field value (see para. 

0017, 0030, compares traffic data (i.e., packets) such as header fields to a set of one or more 

rules ... ), whether the plurality of packets comprises data corresponding to criteria specified by 
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one or more packet-filtering rules; responsive to a determination that a packet header field value 

of the first portion of packets comprises data corresponding to criteria specified by the one or 

more packet-filtering rules configured to prevent a particular type of data transfer (see para. 

0007, packets are filtered at the firewall using sorted rules in the subset by using binary 

search ... to compare each packet to the sorted rules in the subset until the packet is allowed or 

denied ... ), apply, to each packet in the first portion of packets, a first operator, specified by the 

one or more packet-filtering rules, configured to drop packets associated with the particular type 

of data transfer (see Fig. 2, Fig. 4, note the denied packets (discard), para. 0016, 0020, 0030 -

0031, packets that traverse the firewall are checked against each rule in the rule set until the first 

matching rule is found and its associated action is applied ... such as action DENY). 

Ahn discloses the claimed limitations as stated above. However, Ahn does not 

specifically disclose the following features: regarding claim 8, determine, based on an 

application header field value, whether the second portion of packets comprises data 

corresponding to criteria specified by one or more operators specified by the one or more packet­

filtering rules; and responsive to determining that the second portion of packets comprises data 

corresponding to the criteria specified by one or more operators, apply, to each packet in the 

second portion of packets, at least one packet transformation function configured to allow or 

block each packet in the second portion of packets from continuing toward its respective 

destination. 

Regarding claim 8, Freimuth discloses determine, based on an application header field 

value (see Fig. 2, action rules: drop, rate control, schedule arder, monitor, etc ... ), whether the 

second portion of packets comprises data corresponding to criteria specified by one or more 

operators specified by the one or more packet-filtering rules; and responsive to determining that 
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the second portion of packets comprises data corresponding to the criteria specified by one or 

more operators, apply, to each packet in the second portion of packets, at least one packet 

transformation function configured to allow or block each packet in the second portion of 

packets from continuing toward its respective destination (see Fig. 2, para. 0029, 0031, 0033, 

parsing to detect the application header ... the parsed header is then matched against the rule table 

to find a matching classificati on rule ... and the associated action rule may be to drop orto 

perform schedule arder. .. ). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn, and have the features, as taught by Freimuth, in arder to 

protect Web servers against overload by controlling the amount and rate of work entering the 

systems, as discussed by Freimuth (abstract). 

Regarding claim 9, Ahn discloses wherein: the first portion of packets comprises a packet 

header field value (see para. 0030, packets with header fields) indicating a protocol type 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules (see para. 0030- 0031, for example, in rules Rl, R2, and 

R3 where a packet corresponds to a protocol type of TCP or UDP); and the second portion of 

packets comprises data indicating a protocol type not associated with the particular type of data 

transfer (see para. 0030- 0031, for example, in rules R4 and R5 where a packet corresponds to a 

protocol type of ANY). 

Regarding claim 10, Ahn discloses wherein: the first portion of packets comprises data 

indicating a first destination port number associated with the particular type of data transfer, and 

corresponding to the criteria specified by the one or more packet-filtering rules (see para. 0030 -

0031, for example, in rules Rl, R2, and R3 where a packet corresponds to a destination port of 
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destination port number not associated with the particular type of data transfer (see para. 0030 -

0031, for example, in rules R4 and R5 where a packet may correspond to ANY destination 

port ... ). 

Regarding claim 12, Freimuth discloses wherein the instructions, when executed by the 

one or more computing devices, cause the apparatus to: allow, based on a determination that the 

application header field value indicates a request for data from a specified resource, each packet 

of the second portion of packets indicating a request for data from a specified resource to 

continue toward its respective destination (see Fig. 2, action rules: schedule order, para. 0033, 

parsing to detect the application header ... the parsed header is then matched against the rule table 

to find a matching classification rule ... and the associated action rule is to perform schedule 

ordering and establish a connection ... ); and block, based on a determination that the application 

header field value indicates a request to submit data to be processed by a specified resource, each 

packet of the second portion of packets indicating a request to submit data to be processed by a 

specified from continuing toward its respective destination (see Fig. 2, para. 0029, 0031, parsing 

to detect the applicati on header ... the parsed header is then matched against the rule table to find 

a matching classificati on rule ... and the associated action rule is to drop the connection). 

Regarding claim 15, Ahn discloses one or more non-transitory computer-readable media 

comprising instructions that, when executed by one or more computing devices, cause the one or 

more computing devices to (see Fig. 2, a firewall 200 with a processor 204 and packet filter 108 

coupled torule subset 208): receive a plurality of packets, wherein the plurality of packets 

comprises a first portion of packets and a second portion of packets (see Fig. 2, para. 0009, 0021, 

a network firewall for receiving packets ... ); determine, based on a packet header field value (see 
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para. 0017, 0030, compares traffic data (i.e., packets) such as header fields to a set of one or 

more rules ... ), whether the plurality of packets comprises data corresponding to criteria specified 

by one or more packet-filtering rules; responsive to a determination that a packet header field 

value of the first portion of packets comprises data corresponding to criteria specified by the one 

or more packet-filtering rules configured to prevent a particular type of data transfer (see para. 

0007, packets are filtered at the firewall using sorted rules in the subset by using binary 

search ... to compare each packet to the sorted rules in the subset until the packet is allowed or 

denied ... ), apply, to each packet in the first portion of packets, a first operator, specified by the 

one or more packet-filtering rules, configured to drop packets associated with the particular type 

of data transfer (see Fig. 2, Fig. 4, note the denied packets (discard), para. 0016, 0020, 0030 -

0031, packets that traverse the firewall are checked against each rule in the rule set until the first 

matching rule is found and its associated action is applied ... such as action DENY). 

Ahn discloses the claimed limitations as stated above. However, Ahn does not 

specifically disclose the following features: regarding 15, determine, based on an application 

header field value, whether the second portion of packets comprises data corresponding to 

criteria specified by one or more operators specified by the one or more packet-filtering rules; 

and responsive to determining that the second portion of packets comprises data corresponding 

to the criteria specified by one or more operators, apply, to each packet in the second portion of 

packets, at least one packet transformation function configured to allow or block each packet in 

the second portion of packets from continuing toward its respective destination. 

Regarding 15, Freimuth discloses determine, based on an application header field value 

(see Fig. 2, action rules: drop, rate control, schedule arder, monitor, etc ... ), whether the second 

portion of packets comprises data corresponding to criteria specified by one or more operators 
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specified by the one or more packet-filtering rules; and responsive to determining that the second 

portion of packets comprises data corresponding to the criteria specified by one or more 

operators, apply, to each packet in the second portion of packets, at least one packet 

transformation function configured to allow or block each packet in the second portion of 

packets from continuing toward its respective destination (see Fig. 2, para. 0029, 0031, 0033, 

parsing to detect the application header ... the parsed header is then matched against the rule table 

to find a matching classificati on rule ... and the associated action rule may be to drop orto 

perform schedule arder. .. ). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn, and have the features, as taught by Freimuth, in arder to 

protect Web servers against overload by controlling the amount and rate of work entering the 

systems, as discussed by Freimuth (abstract). 

Regarding claim 16, Ahn discloses wherein: the first portion of packets comprises a 

packet header field value (see para. 0030, packets with header fields) indicating a protocol type 

associated with the particular type of data transfer, and corresponding to the criteria specified by 

the one or more packet-filtering rules (see para. 0030- 0031, for example, in rules Rl, R2, and 

R3 where a packet corresponds to a protocol type of TCP or UDP); and the second portion of 

packets comprises data indicating a protocol type not associated with the particular type of data 

transfer (see para. 0030- 0031, for example, in rules R4 and R5 where a packet corresponds to a 

protocol type of ANY). 

Regarding claim 17, Ahn discloses wherein: the first portion of packets comprises data 

indicating a first destination port number associated with the particular type of data transfer, and 

corresponding to the criteria specified by the one or more packet-filtering rules (see para. 0030 -
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0031, for example, in rules Rl, R2, and R3 where a packet corresponds to a destination port of 

80, 25, or 53 ... ); and the second portion of packets comprises data indicating a second 

destination port number not associated with the particular type of data transfer (see para. 0030 -

0031, for example, in rules R4 and R5 where a packet may correspond to ANY destination 

port ... ). 

Claims 4, 11, and 18 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable 

aver Ahn (US Pub. No. 2011/00559916) in view of Freimuth et al. (US Pub. No. 2003/0005122) 

and further in view of Chesla et al. (US Pub. No. 2008/0086435) and Halliday et al. (US Pub. 

No. 2002/0083345). 

Regarding claim 4, Freimuth discloses wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion 

of packets comprise a plurality of HTTP packets, wherein the second portion of packets 

comprises a third portion of packets and a fourth portion of packets (see para. 0021 - 0028, 

parsing the HTTP header of packets ... ). 

Regarding claim 11, Freimuth discloses wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion 

of packets comprise a plurality of HTTP packets, wherein the second portion of packets 

comprises a third portion of packets and a fourth portion of packets (see para. 0021 - 0028, 

parsing the HTTP header of packets ... ). 

Regarding claim 18, Freimuth discloses wherein the application header field value 

identifies one or more hypertext transfer protocol (HTTP) methods, wherein the second portion 

of packets comprise a plurality of HTTP packets, wherein the second portion of packets 
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comprises a third portion of packets and a fourth portion of packets (see para. 0021 - 0028, 

parsing the HTTP header of packets ... ). 

Ahn and Freimuth do not disclose the following features: regarding claim 4, wherein each 

packet of the third portion of packets comprises at least one GET method value, and each packet 

of the fourth portion of packets comprises at least one of a PUT method value, a POST method 

value, or a CONNECT method value, the method further comprising: allowing each packet of 

the third portion of packets to continue toward its respective destination; and blocking each 

packet of the fourth portion of packets from continuing toward its respective destination; 

regarding claim 11, wherein each packet of the third portion of packets comprising at least one 

GET method value, and each packet of the fourth portion of packets comprising at least one of a 

PUT method value, a POST method value, or a CONNECT method value, and wherein the 

instructions, when executed by the at least one processor cause the apparatus to: allow each 

packet of the third portion of packets to continue toward its respective destination; and block 

each packet of the fourth portion of packets from continuing toward its respective destination; 

regarding claim 18, wherein each packet of the third portion of packets comprising at least one 

GET method value, and each packet of the fourth portion of packets comprising at least one of a 

PUT method value, a POST method value, or a CONNECT method value, and wherein the 

instructions, when executed by the one or more computing devices, cause the one or more 

computing devices to: allow each packet of the third portion of packets to continue toward its 

respective destination; and block each packet of the fourth portion of packets from continuing 

toward its respective destination. 

Regarding claim 4, the combination of Chesla and Halliday discloses wherein each 

packet of the third portion of packets comprises at least one GET method value, and each packet 
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of the fourth portion of packets comprises at least one of a PUT method value, a POST method 

value, or a CONNECT method value, the method further comprising: allowing each packet of 

the third portion of packets to continue toward its respective destination (see Chesla: para. 0407, 

0412, block HTTP request that is not GET ... hence GET is allowed to pass); and blocking each 

packet of the fourth portion of packets from continuing toward its respective destination (see 

Halliday: para. 0010, denying HTTP POST request ... ). 

Regarding claim 11, the combination of Chesla and Halliday discloses wherein each 

packet of the third portion of packets comprising at least one GET method value, and each 

packet of the fourth portion of packets comprising at least one of a PUT method value, a POST 

method value, or a CONNECT method value, and wherein the instructions, when executed by 

the at least one processor cause the apparatus to: allow each packet of the third portion of packets 

to continue toward its respective destination (see Chesla: para. 0407, 0412, block HTTP request 

that is not GET ... hence GET is allowed to pass ); and block each packet of the fourth portion of 

packets from continuing toward its respective destination (see Halliday: para. 0010, denying 

HTTP POST request ... ). 

Regarding claim 18, the combination of Chesla and Halliday discloses wherein each 

packet of the third portion of packets comprising at least one GET method value, and each 

packet of the fourth portion of packets comprising at least one of a PUT method value, a POST 

method value, or a CONNECT method value, and wherein the instructions, when executed by 

the one or more computing devices, cause the one or more computing devices to: allow each 

packet of the third portion of packets to continue toward its respective destination (see Chesla: 

para. 0407, 0412, block HTTP request that is not GET ... hence GET is allowed to pass); and 
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lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Freimuth, and have the features, as taught by the 

combination of Chesla and Halliday, in arder to mitigate the attack effectively while letting 

legitimate traffic to pass, as discussed by Chesla (abstract) and in arder to provide protection to a 

communication by a firewall, as discussed by Halliday (para. 0003). 

Claims 6, 13, and 19 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable 

aver Ahn (US Pub. No. 2011/00559916) in view of Freimuth et al. (US Pub. No. 2003/0005122) 

and further in view of Kutt et al. (US Pub. No. 2007 /0291789). 

Ahn and Freimuth do not disclose the following features: regarding claim 6, wherein 

applying the first operator configured to drop packets associated with the particular type of data 

transfer is performed responsive to a determination that the first portion of packets comprises 

data corresponding to a particular transport layer security (TLS) version value; regarding claim 

13, wherein applying the first operator configured to drop packets associated with the particular 

type of data transfer is performed responsive to a determination that the first portion of packets 

comprises data corresponding to a particular transport layer security (TLS) version value; 

regarding claim 19, wherein applying the first operator configured to drop packets associated 

with the particular type of data transfer is performed responsive to a determination that the first 

portion of packets comprises data corresponding to a particular transport layer security (TLS) 

version value. 
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Regarding claim 6, Kutt discloses wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular 

transport layer security (TLS) version value (see para. 0007, the detection and blocking of HTTP 

messages may be done by third parties or firewalls where HTTP messages are encrypted by 

using a version of transport layer security (TLS) protocol). 

Regarding claim 13, Kutt discloses wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular 

transport layer security (TLS) version value (see para. 0007, the detection and blocking of 

HTTP messages may be done by third parties or firewalls where HTTP messages are encrypted 

by using a version of transport layer security (TLS) protocol). 

Regarding claim 19, Kutt discloses wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular 

transport layer security (TLS) version value (see para. 0007, the detection and blocking of 

HTTP messages may be done by third parties or firewalls where HTTP messages are encrypted 

by using a version of transport layer security (TLS) protocol). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Freimuth, and have the features, as taught by Kutt, in 

arder to have a significant benefit in reducing the number of system entities that are exposed to 

sensitive information, as discussed by Kutt (para. 0036). 
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Claims 7, 14, and 20 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable 

aver Ahn (US Pub. No. 2011/00559916) in view of Freimuth et al. (US Pub. No. 2003/0005122) 

and further in view of Buck et al. (US Pub. No. 2002/0186683). 

Ahn and Freimuth do not disclose the following features: regarding claim 7, wherein 

applying the first operator configured to drop packets associated with the particular type of data 

transfer is performed responsive to a determination that the first portion of packets comprises 

data corresponding to a particular real-time transport protocol value; regarding claim 14, wherein 

applying the first operator configured to drop packets associated with the particular type of data 

transfer is performed responsive to a determination that the first portion of packets comprises 

data corresponding to a particular real-time transport protocol value; regarding claim 20, wherein 

applying the first operator configured to drop packets associated with the particular type of data 

transfer is performed responsive to a determination that the first portion of packets comprises 

data corresponding to a particular real-time transport protocol value. 

Regarding claim 7, Buck discloses wherein applying the first operator configured to drop 

packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular real­

time transport protocol value (see para. 0050, 0056, that all UDP (or RTP) packet transfers are 

blocked by the firewall 20). 

Regarding claim 14, Buck discloses wherein applying the first operator configured to 

drop packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular real­

time transport protocol value (see para. 0050, 0056, that all UDP (or RTP) packet transfers are 

blocked by the firewall 20). 
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Regarding claim 20, Buck discloses wherein applying the first operator configured to 

drop packets associated with the particular type of data transfer is performed responsive to a 

determination that the first portion of packets comprises data corresponding to a particular real­

time transport protocol value (see para. 0050, 0056, that all UDP (or RTP) packet transfers are 

blocked by the firewall 20). 

lt would have been obvious to one ordinary skilled in the art at the time the invention was 

made to modify the invention of Ahn and Freimuth, and have the features, as taught by Buck, in 

arder to utilize a computer device that is protected by a firewall security system that does not 

allow transmissions of voice data using connectionless packet protocol aver the firewall or 

reception of voice data aver the Internet from the unknown (non-secure) third parties, as 

discussed by Buck (para. 0009). 

Conclusion 

Examiner's Note: Examiner has cited particular paragraphs, columns and line numbers in 

the references applied to the claims above for the convenience of the applicant. Although the 

specified citations are representative of the teachings of the art and are applied to specific 

limitations within the individuai claim, other passages and figures may apply as well. lt is 

respectfully requested from the applicant in preparing responses, to fully consider the references 

in entirety as potentially teaching all or part of the claimed invention, as well as the context of 

the passage as taught by the prior art or disclosed by the Examiner. In the case of amending the 

claimed invention, Applicant is respectfully requested to indicate the portion(s) of the 

specification which dictate(s) the structure relied on for proper interpretation and, also to verify 

and ascertain the metes and bounds of the Claimed invention. 
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examiner should be directed to Anh Ngoc M Nguyen whose telephone number is (571)270-5139. 

The examiner can normally be reached on Monday to Friday, from 7:30 am to 4:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner' s 

supervisor, Kwang Bin Yao can be reached on ((571)272-3182. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Examiner interviews are available via telephone, in-person, and video conferencing using 

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://,;vwv-i.uspto.gov/ìntervìewpractìce. 

lnformation regarding the status of an application may be obtained from the Patent 

Application lnformation Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 

like assistance from a USPTO Customer Service Representative or access to the automated 

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ANH NGOC M NGUYEN/ 
Primary Examiner, Art Unit 2473 
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Member with respect to the subject matter of the record. 
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may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFSWeb 2.1.18 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 315

15/614,956 - GAU: 2473 

Doc code: IDS PTO/SB/0Ba (03-15) 

Doc description: lnformation Disclosure Statement (IDS) Filed 
Approved for use lhrough 07/31/2016. 0MB 0651-0031 

U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit IN/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 6226372 Q001-05-01 Beebe et al. 

2 17721084 R010-05-18 Salminen et al. 

3 17684400 Ro10-03-23 Govindarajan et al. 

4 V539186 Roo9-05-26 l\errabotu et al. 

5 17710885 Q010-05-04 lnicki et al. 

6 $856926 R014-10-07 Narayanaswamy et al. 

7 6611875 Roo3-08-26 ~hopra et al. 

8 $806638 R014-08-12 Mani 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 316

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

9 $004994 t2011-08-23 Darisi et al. 

10 p098172 t2000-os-01 8oss et al. 

11 V331061 B1 R00B-02-12 Ramseyetal. 

12 17299353 B2 t2007-11-20 e Pennec et al. 

13 V227842 B1 t2007-06-05 Ji et al. 

14 V107613 B1 R006-09-12 8hen et al. 

15 V263099 B1 Roo?-0B-28 Noo et al. 

16 17237267 B2 t2007-06-26 Rayes et al. 

17 V0B9581 B1 t2006-08-08 Nagai et al. 

18 p662235 B1 R003-12-09 8allis et al. 

19 p484261 B1 Roo2-11-19 Niegel 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 317

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

20 8042167 B2 t2011-10-18 -ulp et al. 

21 8037517 B2 t2011-10-11 -ulp et al. 

22 V954143 B2 Ro11-05-31 l\aron 

23 8495725 B2 t2013-07-23 l\hn 

24 8935785 B2 t2015-01-13 Pandrangi 

25 8726379 B1 R014-05-13 Stiansen et al. 

26 8306994 B2 Ro12-11-06 Kenworthy 

27 17818794 B2 t2010-10-19 il\/ittman 

28 V478429 B2 t2009-01-13 yon 

29 p317837 B1 Roo1-11-13 Kenworthy 

30 9124552 B2 R015-09-01 Moore 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 318

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

31 9160713 B2 t2015-10-13 Moore 

32 9094445 B2 t2015-07-28 Moore et al. 

33 9137205 B2 t2015-09-15 Rogers et al. 

34 17215637 B1 t2007-05-08 - erguson et al. 

35 $176561 B1 t2012-05-08 Hurst et al. 

36 $117655 B2 t2012-02-14 Spielman 

37 6147976 A Rooo-11-14 Shand et al. 

38 17610621 B2 t2009-10-27 Turley et al. 

39 9154446 B2 t2015-10-06 3emelli etal. 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 319

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

1 20030123456 A1 t2003-07-03 Denz et al. 

2 20070083924 A1 t2007-04-12 u 

3 20060195896 t2006-08-31 -ulp et al. 

4 20060248580 t2006-11-02 -ulp et al. 

5 20060048142 t2006-03-02 Roese et al. 

6 20100011434 t2010-01-14 Kay 

7 20120113987 A1 t2012-05-1 O Riddoch et al. 

8 20110270956 A1 t2011-11-03 McDysan et al. 

9 20100211678 A1 t2010-08-19 McDysan et al. 

10 20050117576 t2005-06-02 McDysan et al. 

11 20040151155 A1 t2004-08-05 Jouppi 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 320

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

12 20030212900 A1 t2003-11-13 iu et al. 

13 20030188192 A1 t2003-10-02 Tang et al. 

14 20120264443 A1 t2012-10-18 Ng et al. 

15 20130059527 A1 t2013-03-07 HASESAKA et al. 

16 20010039624 t2001-11-08 Kellum 

17 20030035370 A1 t2003-02-20 Brustoloni, Jose 

18 20030142681 t2003-07 -31 8hen et al. 

19 20030145225 t2003-07 -31 Bruton et al. 

20 20050138204 t2005-06-23 yeret al. 

21 20050141537 t2005-06-30 Kumar et al. 

22 20060212572 t2006-09-21 l\fek et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 321

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

23 20080072307 t2008-03-20 Maes 

24 20100082811 t2010-04-01 Van Der Merwe et al. 

25 20100296441 t2010-11-25 Barkan 

26 20110088092 t2011-04-14 Nguyen et al. 

27 20080005795 A1 t2008-01-03 l\charya et al. 

28 20090172800 A1 t2009-07 -02 iNOOL 

29 20030097590 A1 t2003-05-22 Syvanne 

30 20090328219 A1 t2009-12-31 Narayanaswamy 

31 20120240135 A1 t2012-09-20 Risbood et al. 

32 20120314617 A1 t2012-12-13 Erichsen et al. 

33 20040088542 A1 t2004-05-06 Daude et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 322

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

34 20080235755 A1 t2008-09-25 Blaisdell et al. 

35 20100132027 A1 t2010-05-27 8u 

36 20110055916 A1 t2011-03-03 l\hn 

37 20020016858 A1 t2002-02-07 Sawada et al. 

38 20060262798 A1 t2006-11-23 Joshi et al. 

39 20080043739 A1 t2008-02-21 SUH et al. 

40 20080279196 A1 t2008-11-13 ~riskney et al. 

41 20130254766 A1 t2013-09-26 Z:uo et al. 

42 20030154297 A1 t2003-08-14 Suzuki et al. 

43 20060114899 A1 t2006-06-01 Toumura et al. 

44 20120331543 A1 t2012-12-27 Bostrom et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 323

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

45 20110185055 A1 t2011-07-28 NAPPIER et al. 

46 20060070122 A1 t2006-03-30 Bellovin 

47 20050010765 A1 t2005-01-13 Swander et al. 

48 20020198981 A1 t2002-12-26 8orl et al. 

49 20090138938 A1 t2009-05-28 Harrison et al. 

50 20060104202 A1 t2006-05-18 Reiner 

51 20050229246 A1 t2005-10-13 Rajagopal et al. 

52 20040177139 A1 t2004-09-09 Schuba et al. 

53 20040010712 A1 t2004-01-15 Hui et al. 

54 20030120622 A1 t2003-06-26 Nurmela et al. 

55 20080301765 A1 t2008-12-04 Nicol et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 324

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

56 20050251570 A1 t2005-11-10 Heasman et al. 

57 20050183140 A1 t2005-08-18 3oddard 

58 20050125697 A1 t2005-06-09 Tahara 

59 20040193943 A1 t2004-09-30 l\ngelino et al. 

60 20020165949 A1 t2002-11-07 Na et al. 

61 20020038339 A1 t2002-03-28 )(u 

62 20050114704 A1 t2005-05-26 Swander 

63 20100268799 A1 t2010-10-21 Maestas 

64 20110055923 A1 t2011-03-03 Thomas 

65 20100303240 A1 t2010-12-02 Beachem et al. 

66 20100199346 A1 t2010-08-05 ing et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 325

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

67 20100011433 A1 t2010-01-14 HARRISON et al. 

68 20080077705 A1 t2008-03-27 i et al. 

69 20050286522 A1 t2005-12-29 Daddon et al. 

70 20040205360 A1 t2004-10-14 Norton et al. 

71 20140366132 A1 t2014-12-11 Stiansen et al. 

72 20130061294 A1 t2013-03-07 Kenworthy 

73 20100242098 A1 t2010-09-23 Kenworthy 

74 20070240208 A1 t2007-10-11 Yu et al. 

75 20060146879 A1 t2006-07 -06 l\nthias et al. 

76 20060136987 A1 t2006-06-22 8kuda 

77 20020049899 A1 t2002-04-25 Kenworthy 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 326

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

78 20140281030 A1 t2014-09-18 8ui et al. 

79 20040073655 A1 t2004-04-15 Kan et al. 

80 20150237012 A1 t2015-08-20 Moore 

81 20150304354 A1 t2015-10-22 Rogers et al. 

82 20140115654 A1 t2014-04-24 Rogers et al. 

83 20140201123 A1 t2014-07-17 l\hn et al. 

84 20140283004 A1 t2014-09-18 Moore 

85 20140283030 A1 t2014-09-18 Moore et al. 

86 20080229415 A1 t2008-09-18 Kapooret al. 

87 20140215574 A1 t2014-07-31 Erb et al. 

88 20010039579 A1 t2001-11-08 TRCKAetal. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 327

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

89 20030105976 A1 t2003-06-05 8opeland 

90 20030154399 A1 t2003-08-14 Z:uk et al. 

91 20040250124 A1 t2004-12-09 8hesla et al. 

92 20060053491 A1 t2006-03-09 Khuti et al. 

93 20060137009 A1 t2006-06-22 8hesla 

94 20070211644 A1 t2007-09-13 8ttamalika et al. 

95 20100095367 A1 t2010-04-15 Narayanaswamy 

96 20130117852 A1 t2013-05-09 Stute 

97 20140075510 A1 t2014-03-13 Sonoda et al. 

98 20150334125 A1 t2015-11-19 BARTOS etal. 

99 20120106354 A1 t2012-05-03 Dleshek et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 328

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

100 20110185055 A1 t2011-07-28 NAPPIER et al. 

101 20130047020 A1 t2013-02-21 Hershko et al. 

102 20090240698 A1 t2009-09-24 Shukla et al. 

103 20040098511 A1 t2004-05-20 in et al. 

104 20100232445 A1 t2010-09-16 Bellovin 

105 20130305311 A1 t2013-11-14 Puttaswamy Naga et al. 

106 20020186683 A1 t2002-12-12 Buck et al. 

107 20090222877 A1 t2009-09-03 Diehl et al. 

108 20100107240 A1 t2010-04-29 Thaler et al. 

109 20040093513 A1 t2004-05-13 8antrell et al. 

110 20120023576 A1 t2012-01-26 Sorensen et al. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 329

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

111 20080163333 A1 t2008-07-03 Kasralikar 

112 20020164962 A1 t2002-11-07 Mankins et al. 

113 20050024189 A1 t2005-02-03 il\/eber 

114 20110141900 A1 t2011-06-16 Jayawardena et al. 

115 20050138353 A1 t2005-06-23 Spies et al. 

116 20040199629 A1 t2004-10-07 Bomer et al. 

117 20150350229 A1 t2015-12-03 Mitchell 

118 20050108557 A1 t2005-05-19 Kayo et al. 

119 20150373043 A1 t2015-12-24 il\/ang et al. 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 330

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

1 ~677484 EP A2 2006-07-05 Microsoft Corp 

2 ~313290 EP A1 2003-05-21 13tonesoft Corp 

3 eoo5046145 wo A1 2005-05-19 Èricsson T elefon Ab L M 

4 ~385676 ~p A1 2011-11-09 lt\lcatel Lucent 

5 e498442 EP A1 2012-09-12 Ppenet T elecom Ltd 

6 eoo10079351 KR A 2001-08-22 Kim, Sang Wook 

7 ~006701 ~p A2 2000-06-07 ~ucent Technologies lnc 

8 ~006105093 wo A2 2006-10-05 Univ Wake Forest 

9 eoo5093551 wo A2 2006-09-08 Univ Wake Forest 

10 eoo5328336 I\U 82 2011-09-15 Univ Wake Forest 

11 eo11038420 wo A2 2011-03-31 Great Wall Systems 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 331

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

12 ~484884 EP A2 2004-12-08 Microsoft Corp 

13 ~006230171 I\U 82 2012-06-21 Univ Wake Forest 

14 ~864226 ~p 81 2013-05-15 Univ Wake Forest 

15 ~600236 CA A1 2006-10-05 Univ Wake Forest 

16 ~012146265 wo A1 2012-11-01 f/oipfuture Gmbh 

17 ~007109541 wo A2 2007-09-27 Brubaker, Curtis 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 
NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

1 Copy of ISR far PCT/US2013/057502, dated November 7, 2013. 

2 ntemational Search Report off lnternational Application No. PCT/US2014/023286, dated June 24, 2014. 

3 SR off lnternational Application No. PCT/US2013/072566, dated March 24, 2014. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 332

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

4 SR off lnternational Application No. PCT/US2014/027723, dated June 26, 2014. 

5 
'Control Piane Policing lmplementation Best Practices"; Cisco Systems; March 13, 2013; <https://web.archive.org/ 
Web/20130313135143/http:www.cisco.com/web/about/security/intelligence/coppwp _gs.html> 

6 
R.eumann, John; "Adaptive Packet Filters"; IEEE, 2001, Department of Electrical Engineering and Computer Science, 
Whe University of Michigan, Ann Arbor, Ml 

7 
~reenwald, Michael; "Designing an Academic Firewall: Policy, Practice, and Experience with SURF"; IEEE, 
Proceedings of SNDSS, 1996. 

8 
Mizuno et al., A New Remote Configurable Firewall System for Home-use Gateways, January 2005. Second IEEE 
Consumer Communications and Networking Conference, pp_ 599-601. 

9 
'SBIR Case Study: Centripeta! Networks Subtitle: How CNI Leveraged DHS S&T SBIR Funding to Launch a 
Successful Cyber Security Division 2012 Principal lnvestigators' Meeting"; Sean Moore, October 10, 2014. 

10 
~ohn Kindervag; "Build Security lnto Your Network's DNA: The Zero Trust Network Architecture", Forrester Research 
ne.; Noverrnber 5, 2010, pps: 1-26. 

11 
Palo Alto Networks; "Designing A Zero Trust Network With Next-Generation Firewalls"; pps. 1-10; last viewed on 
bctober 21, 2012. 

12 ~016 Jan 11 - (US) Non Final Rejection -App 14/698,560 

13 ~011 Apr 27 - (WO) lnternational Search Report and Written Opinion -App PCT/US2010/054520 

14 ~011 Mar 04 - (US) Notice of Allowance -App 11/316,331 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 333

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

15 ~011 Mar 03 - (EP) Communication Pursuant to Rules 70(2) and 70a(2)-App 06758213.0 

16 ~011 Feb 14 - (EP) Search Report-App 06758213.0 

17 ;::ulp, Errin: "Errin Fulp," XP002618346, www.cs.wfu.edu/fulp/ewfPub.html, pgs. 1-5 (Copyright 2010) 

18 ~010 Sept 30 - (US) Office Action -App 11/390,976 

19 ~010 Sept 10 - (AU) Office Action -App 2006230171 

20 ~o 1 O Aug 20 - (AU) Office Action - App 2005328336 

21 ~010 Jun 23 - (US) Final Rejection -App 11/316,331 

22 ~010 Apr 29 - (US) lnterview Summary -App 11/390,976 

23 ~010 Mar 26 - (US) Final Rejection -App 11/390,976 

24 ~009 Sept 14 (US) Office Action -App 11/316,331 

25 ~009 Jun 24 - (US) Office Action -App 11/390,976 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 334

1 t:,/1';1 <i Qt:,f; r-21.n- ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

26 ~008 Jul 03 - (WO) Written Opinion ot the lnternational Searching Authority-App PCT/US06/11291 

27 ~007 Aug 31 - (EP) Communication Pursuantto Rules 109 and 110 - App 05857614.1 

28 
~charya et al, "OPTWALL: A Hierarchical Traffic-Aware Firewall," Department of Computer Science, 
Welecommunications Program, University of Pitlsburgh, pgs_ 1-11 (2007) 

29 ~006 Sept 11 - (WO) Written Opinion ot the lnternational Searching Authority - App PCT/USOS/47008 

30 
Warsa et al., "Balancing Trie-Based Policy representations tor Network Firewalls," Department of Computer Science, 
Wake Forest University, pgs_ 1-6 (2006) 

31 
c:ulp, "Trie-Based Policy Representations tor Network Firewalls," Proceedings ot the IEEE lnternational Symposium on 
Computer Communications (2005) 

32 
E. Fulp, "Optimization of Network Firewall Policies Using Ordered Sets and Directed Acyclical Graphs", Technical 
R.eport, Computer Scient Department, Wake Forest University, January 2004 

33 
È- Fulp et al., "Network Firewall Policy Tries", Technical Report, Computer Science Department, Wake Forest 
University, 2004 

34 
È. AI-Shaer et al., "Modeling and Management ot Firewall Policies", IEEE Transactions on Network and Service 
Management, 1(1): 2004 

35 
E.W. Fulp, "Firewall Architectures for High Speed Networks", U.S. Department of Energy Grant Application, Funded 
September 2003 

36 
E. AI-Shaer et al., "Firewall Policy Advisortor Anomaly Discovery and Rule Editing", Proceedings ot the IFIP/IEEE 
nternational Symposium on lntegrated Network Management, 2003 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 335

1 t:,/1';1 <i Qt:,f; r-21.n- ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

37 
V.P. Ranganath, "A Set-Based Approach to Packet Classification", Proceedings of the IASTED lntemational 
Conference on Parallel and Distributed Computing and Systems, 889-894, 2003 

38 M. Christiansen et al., "Using IDDsfor Packet Filtering", Technical Report, BRICS, October 2002 

39 ~ee et al., "Development Framework for Firewall Processors," IEEE, pgs. 352-355 (2002) 

40 
..... Qui et al., "Fast Firewall lmplementations far Software and Hardware-Based Routers", Proceedings of ACM 
Sigmetrics, June 2001 

41 
b. Eppstein et al., "Internet Packet Filter Management and Rectangle Geometry'', Proceedings of the Symposium on 
Discrete Algorithms, 827-835, 2001 

42 
E. Fulp, "Preventing Denial of Service Attacks on Quality of Service", Proceedings ofthe 2001 DARPA lnformation 
Survivability Conference and Exposition Il, 2001 

43 
S. Goddard et al., "An Unavailability Analysis of Firewall Sandwich Configurations", Proceedings of the 6th IEEE 
Symposium on High Assurance Systems Engineering, 2001 

44 
~.V. Rooij, "Real Stateful TCP Packet Filtering in IP Filter", Proceedings of the 10th USENIX Security Symposium, 
eoo1 

45 
b_ Warkhede et al., "Fast Packet Classification far Two-Dimensional Conflict-Free Filters", Proceedings of IEEE 
NFOCOM, 1434-1443, 2001 

46 
D. Decasper et al., "Router Plugins: A Software Architecture far Next-Generation Routers", IEEE/ACM Transactions on 
Networking, 8(1 ): February 2000 

47 ~- Feldmann et al., "Tradeoffs far Packet Classification", Proceedings ofthe IEEE INFOCOM, 397-413, 2000 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 336

1 t:,/1';1 <i Qt:,f; r-21.n- ?.17':i 

Application Number 

Filing Date 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

48 K. Gan et al., "LSMAC vs. LSNAT: Scalable Cluster-based Web servers", Journal of Networks, Software Tools, and 
~pplications, 3(3): 175-185, 2000 

49 ~- Hari et al., "Detecting and Resolving Packet Filter Conflicts", Proceedings of IEEE INFOCOM, 1203-1212, 2000 

50 
p_ Paul et al., "A full Bandwidth ATM Firewall", Proceedings of the 6th European Symposium on Research in 
Computer Security ESORICS'2000, 2000 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature Il /ANH NGOC M NGUYEN/ I Date Considered 11 09/24/2018 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
English language translation is attached. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 337

1 t:,/1';1 <i Qt:,f; r-.D.TT• ?.17':i 

Application Number 

Filing Date 
INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Bradley C. WrighU Date (YYYY-MM-DD) 2017-06-06 

Name/Print Bradley C. Wright Registration Number ~8,061 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 

EFSWeb 2.1.17 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 338

15/614,956 - GAU: 2473 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 

EFSWeb 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 339

15/614,956 - GAU: 2473 

Doc code: IDS PTO/SB/0Ba (03-15) 
Doc description: lnformation Disclosure Statement (IDS) Filed Approved for use lhrough 07/31/2016. 0MB 0651-0031 

U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 15614956 

Filing Date )017-06-06 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit IN/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number I OO7742.OOO91\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

1 
U. Xu et al., "Design and Evaluation of a High-Performance ATM Firewall Switch and lts Applications", IEEE Journal on 
Selected Areas in Communications, 17(6): 1190-1200, June 1999 

2 
C. Benecke, "A Parallel Packet Screen for High Speed Networks", Proceedings ofthe 15th Annual Computer Security 
~pplications Conference, 1999 

3 
R.. Funke et al., "Performance Evaluation of Firewalls in Gigabit-Networks", Proceedings ofthe Symposium on 
Performance Evaluation of Computer and Telecommunication Systems, 1999 

4 
S,_ Suri et al., "Packet Filtering in High Speed Networks", Proceedings of the Symposium on Discrete Algorithms, 
~69-970, 1999 

5 W. Ellermann et al., "Firewalls for ATM Networks", Proceedings of INFOSEC'COM, 1998 

6 V. Srinivasan et al., "Fast and Scalable Layer Four Switching", Proceedings of ACM SIGCOMM, 191-202, 1998 

7 
M. Degermark et al., "Small Forwarding Tables for Fast Routing Lookups", Proceedings of ACM SIGCOMM, 4-13, 
~997 

8 S,M. Bellovin et al., "Network Firewalls", IEEE Communications Magazine, 50-57, 1994 

9 W.E. Leland et al., "On the Self-Similar Nature of Ethemet Traffic", IEEE Transactions on Networking, 2(1 ); 15, 1994 

10 
G. Brightwell et al., "Counting Linear Extensions is #P-Complete", Proceedings of the Twenty-Third Annual ACM 
Symposium on Theory of Computing, 1991 

11 
M. AI-Suwaiyel et al., "Algorithms tor Trie Compaction", ACM Transactions on Database Systems, 9(2): 243-263, June 
~984 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

12 
b. Corner, "Analysis ot a Heuristic tor Full Trie Minimization", ACM Transactions on Database Systems, 6(3): 513-537, 
Sept. 1981 

13 
R.L. Graham et al., "Optimization and Approximation in Deterministic Sequencing and Scheduling: A Survey", Annals 
t>f Discrete Mathematics, 5: 287-326, 1979 

14 
S.L. Lawler, "Sequencing Jobs lo Minimize Total Weighted Completion o Time Subject to Precedence Constraints", 
~nnals of Discrete Mathematics, 2: 75-90, 1978 

15 
U.K. Lenstra et al., "Complexity of Scheduling Under Precedence Constraints", Operations Research, 26(1): 
e2-35, 1978 

16 R. Rivest, "On Self-Organizing Sequential Search Heuristics", Communications ot the ACM, 19(2): 1976 

17 W.E. Smith, "Various Optimizers tor Single-Stage Productions", Naval Research Logistics Quarterly, 3: 59-66, 1956 

18 Bellion, "Hlgh Performance Packet Classification", http://www.hipac.org {Publication Date Unknown) 

19 ~011 Oct 18 - (EP) Communication Pursuant lo Article 94{3) -App 06 758 213.0 

20 eo11 Jun 09 - {US) Notice ot Allowance -App 11/390,976 

21 eo12 Jun 26 - {EP) Extended Search Report - App 05857614.1 

22 eo12 Jun 09 - {AU) Notice ot Acceptance -App 2006230171 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

23 ~011 Nov 11 - (AU) Second Office Action -App 2006230171 

24 ~013 Jan 17 - (CA) Office Action -App 2,600,236 

25 ~013 Jan 16 - (CA) Office Action -App 2,594,020 

26 ~012 Nov 20 - (EP) Communication under rule 71(3) -App 06 758 213.0 

27 ~013 Apr 18 - (EP) Decision to Grant a European Patent -App 06758212.0 

28 ~O 11 Aug 25 - (US) Non Final Rejection - App 12/871,806 

29 ~012 Feb 06 - (US) Final Rejection -App 12/871,806 

30 ~012 Aug 07 - (US) Non Final Rejection -App 12/871,806 

31 ~012 Nov 26- (US) Final Rejection -App 12/871,806 

32 ~013 Apr 04- (US) Notice of Allowance -App 12/871,806 

33 ~015 Jan 14 - (EP) Extended Search Report -App 10819667.6 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

34 e014 May 26 - (CA) Office Action -App 2010297968 

35 eo15 May 25 - (AU) Notice of Acceptance -App 2010297968 

36 eo15 May 14 - (US) Non Final Rejection -App 13/940,240 

37 ~015 Nov 27 - (US) Final Rejection -App 13/940,240 

38 
eo15 Jul 10 - (WO) Communication Relating to the Results ofthe Partial lntemational Search for lnternational App -
DCT/US2015/024691 

39 eo15 Jul 14 - (WO) lntemational Preliminary Report on Patentability-App PCT/US2013/072566 

40 eo16 Jan 28 - (WO) lntemational Search Report and Written Opinion -App PCT/US2015/062691 

41 
ntemational Search Report and Written Opinion for lntemational App. No. PCT/US2015/024691, dated September 16, 
eo15_ 

42 ntemational Preliminary Report on Patentability for lnternational App. No. PCT/US2013/057502, dated Aprii 28, 2015. 

43 
ntemational Preliminary Report on Patentability for lnternational App. No. PCT/US2014/023286, dated September 15, 
~015. 

44 
ntemational Preliminary Report on Patentability for lnternational App. No. PCT/US2014/027723, dated September 15, 
eo15_ 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

45 S,tatement RE: Relateci Application, dated July 24, 2015 

46 ~015 Dee 22 - (US) Final Office Action -App 141714,207 

47 ~016 Feb 26 - (US) Non Final Office Action -App 14/253,992 

48 ~016 Apr 15 - (US) Notice of Allowance -App 14/855,374 

49 ~O 15 Nov 02 - (AU) Office Action - App 2013372879 

50 ~016 Apr 26 - (US) Office Action -App 141745,207 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /ANH NGOC M NGUYEN/ I Date Considered 11 09/24/2018 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
English language translation is attached. 
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Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a toreign patent office in a counterpart toreign application not more than three months prior to the filing of the 
intormation disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of intormation contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart toreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set torth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) tor the 
torm of the signature. 

Signature /Bradley C. WrighU Date (YYYY-MM-DD) 2017-06-06 

Name/Print Bradley C. Wright Registration Number ~8,061 

This collection of intormation is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this torm and/or suggestions tor reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 15614956 

Filing Date )017-06-06 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit IN/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number I OO7742.OOO91\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 
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lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

1 ~016 May 06 - (US) Office Action -App 14/714,207 

2 ~016 May 13 - (US) Office Action -App 13/940,240 

3 ~016 Jun 14 - (US) Office Action -App 14/625,486 

4 ~016 Feb 25 - (AU) Office Action -App 2014249055 

5 ~016 Feb 24 - (AU) Office Action -App 2014228257 

6 ~016 Jun 09 - (WO) lntemational Search Report - PCT/US2016/026339 

7 ~016 Jun 16 - (CA) Office Action -App 2,888,935 

8 ~016 Jul 11 - (EP) Office Action -App 14720824.3 

9 ~016 Jul 22 - (US) Office Action -App 14/921,718 

10 ~016 Jul 20 - (AU) Office Action -App 2013335255 

11 ~016 Oct 05 - (US) Notice of Allowance -App 14/698,560 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

12 ~016 Sept 13 - (CA) Office Action -App 2,902,206 

13 ~016 Sept 14 - (CA) Office Action -App 2,897,737 

14 ~o 16 Sept 26 - (CA) Office Action - App 2,902,158 

15 ~016 Oct 26 - (US) Office Action -App 13/940,240 

16 ~O 16 Nov 21 - (US) Office Action - App 14/7 45,207 

17 ~016 Dee 05 - (US) Notice of Allowance -App 14/714,207 

18 
S,ingh, Rajeev et al. "Detecting and Reducing the Denial of Service attacks in WLANs", December 2011, World 
Congress on lnformation and Communicalion TEchnologies, pp_ 968-973 

19 ~017 Feb 10 - (US) Notice of Allowance -App 14/625,486 

20 ~017 Feb 15 - (US) Notice of Allowance -App 14/921,718 

21 ~017 Apr 12 - (US) Office Action -App 14/757,638 

22 ~017 Mar 06 - (WO) lntemational Search Report and Written Opinion -App PCT/US2016/068008 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /ANH NGOC M NGUYEN/ I Date Considered 11 09/24/2018 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
English language translation is attached. 
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Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit N/A 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Not Yet Assigned 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a toreign patent office in a counterpart toreign application not more than three months prior to the filing of the 
intormation disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of intormation contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart toreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set torth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) tor the 
torm of the signature. 

Signature /Bradley C. WrighU Date (YYYY-MM-DD) 2017-06-06 

Name/Print Bradley C. Wright Registration Number ~8,061 

This collection of intormation is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this torm and/or suggestions tor reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Doc code: IDS PTO/SB/0Ba (03-15) 

Doc description: lnformation Disclosure Statement (IDS) Filed 
Approved for use lhrough 07/31/2016. 0MB 0651-0031 

U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 15614956 

Filing Date )017-06-06 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit I ( Not for submission under 37 CFR 1.99) 
Examiner Name I 
Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 17913303 B1 Q011-03-22 Rouland et al. 

2 $832832 B1 R014-09-09 Visbal 

3 6279113 B1 Roo1-oa-21 Vaidya 

4 $009566 B2 Ro11-oa-3o ?:uk et al. 

5 6826694 Q004-11-30 Dutta et al. 

6 17143438 B1 R006-11-28 ~oss et al. 

7 17296288 B1 Roo7-11-13 Hill et al. 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Remove I 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 007742.00091\US 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20150372977 A1 t2015-12-24 Yin 

2 20160119365 A1 t2016-04-28 Barel 

3 20160294870 A1 t2016-10-06 Banerjee et al. 

4 20140150051 A1 t2014-05-29 Bharali et al 

5 20090028160 A1 t2009-01-29 Eswaran et al 

6 20160205069 A1 t2016-07-14 Blocher et al. 

7 20110277034 A1 t2011-11-10 Hanson 

8 20130104236 A1 t2013-04-25 Ray et al. 

9 20140259170 A1 t2014-09-11 l\msler 

10 20150033336 A1 t2015-01-29 il\/ang 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 007742.00091\US 

11 20150106930 A1 t2015-04-16 Honda et al. 

12 20150244734 A1 t2015-08-27 81son et al 

13 20150341389 A1 t2015-11-26 Kurakami 

14 20060133377 A1 t2006-06-22 Jain 

15 20140317397 A1 t2014-10-23 Martini 

16 20020112188 A1 t2002-08-15 Syvanne 

17 20030018591 A1 t2003-01-23 Komisky 

18 20030051026 A1 t2003-03-13 8arter et al. 

19 20030220940 A1 t2003-11-27 -utoransky et al. 

20 20040172529 A1 t2004-09-02 8ulbert 

21 20040172557 A1 t2004-09-02 Nakae et al. 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 007742.00091\US 

22 20050071650 A1 R005-03-31 Jo et al. 

23 20060080733 A1 R006-04-13 Khosmood et al. 

24 20060085849 A1 Roo6-04-20 8ulbert 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

1 eo17 Jun 07 - (US) Office Action -App 14/745,207 

2 eo15 Sept 4 (US) Notice of Allowance -App. 14/702,755 (007742.00036) 

3 e017 Jun 07 - (WO) lntemational Search Report and Written Opinion -App PCT/US2016/067111 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 007742.00091\US 

4 ~017 Aug 15 {WO) lntemational Preliminary Report on Patentability-App. PCT/US2015/062691 {007742.00064) 

5 ~017 Aug 21 {AU) First Examination Report-App. 2015248067 (007742.00079) 

6 ~017 Sept29 (CA) Examination Report-App. 2,772,630 

7 ~017 Oct 17 (WO) lntemational Preliminary Report on Patentability-App. PCT/US2016/026339 (007742.00075) 

8 ~017 Nov 3 {US) Non-Final Office Action -App. 15/413,834 (007742.00085) 

9 ~017 Nov 21 {US) Notice of Allowance -App. 14/690,302 (007742.00042) 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /ANH NGOC M NGUYEN/ I Date Considered 11 09/24/2018 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
English language translation is attached. 
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Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 
( Not for submission under 37 CFR 1.99) 

Examiner Name I 
Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Joshua D. Schneider/ Date (YYYY-MM-DD) 2018-01-15 

Name/Print Joshua D. Schneider Registration Number ~7,194 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Doc code: IDS PTO/SB/0Ba (02-18) 

Doc description: lnformation Disclosure Statement (IDS) Filed Approved for use lhrough 11/30/2020. 0MB 0651-0031 
U.S. Palenl and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Aci of 1995, no persons are required lo respond lo a collection of information unless it conlains a valici 0MB control number. 

Application Number 15614956 

Filing Date )017-06-06 

INFORMATION DISCLOSURE First Named lnventor l~ean Moore 
STATEMENT BY APPLICANT 

Art Unit 12473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Remove I 

Examiner Cite Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number 

Code1 
lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 '{792775 B2 Q010-09-07 Matsuda 

2 [7814158 B2 Ro10-10-12 Malik 

3 $307029 B2 Ro12-11-06 Davis et al. 

4 9419942 B1 R016-0B-16 Buruganahalli et al. 

5 17095716 Q006-08-22 Ke et al. 

6 9172627 R015-10-27 Kjendal et al. 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Remove I 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cite No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 

1 20130291100 A1 t2013-10-31 3anapathy et al. 

2 20050283823 A1 t2005-12-22 8kajo et al. 

3 20160366099 A1 t2016-12-15 Jordan 

4 20160065611 A1 t2016-03-03 -akeri-Tabrizi et al. 

5 20160219065 A1 t2016-07-28 Dasgupta et al. 

6 20160285706 A1 t2016-09-29 RAO 

7 20160112443 A1 t2016-04-21 3ROSSMAN et al. 

8 20160020968 A1 t2016-01-21 l\umann et al. 

9 20090262741 A1 t2009-10-22 Jungck et al. 

10 20070118894 A1 t2007-05-24 Bhatia 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cite Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 
NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cite 
Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 

1 ~018 Apr 17 (US) Non-Final Office Action -App. 15/610,995 (007742.00090) 

2 ~018 May 25 (US) Notice of Allowance -App. 15/413,834 

3 
Chen, et al, "Research on the Anomaly Discovering Alogrithm of the Packet Filtering Rule Sets," September 201 O, 
t"irst lntemtional Conferernce on Pervasive Computing, Signal Processing and Applications, pp. 362-366. 

4 ~018 Jul 5 (US) Non-Final Office Action -App. 15/413,750 (007742.00084) 

5 ~018 Jul 13 (US) Notice of Allowance -App. 15/414, 117 (007742.00065) 

6 ~018 Jul 27 (US) Non-Final Office Action -App. 15/382,806 (007742.00082) 

7 Sourcefire 3D System User Guide, Version 4.10, March 16, 2011, 2123 pages. 

EFSWeb 2.1.18 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /A.N/ 



Keysight, EX-1002 
Page 363

1 t:,/1';1 <i Qt:,f; r-21.n- ?.17':i 

Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 

8 
eo18 Jul 11 (US) Declaration ot Kevin Jeffay, PhD in Support ot Petition tor Inter Partes Review ot U.S. Patent No. 
9,565,213 - IPR2018-01386 

9 
rflonen, et al, "The Secure Shell (SSH) Transport Layer Protocol," SSH Communication Security Corp, Network 
Working Group RFC 4253, January 2006, 32 pages. 

10 
eo18 Jul 20 (US) Declaration ot Dr. Stuart Stanitord in Support ot Petition tor Inter Partes Review ot U.S. Patent No. 
9. 160,713 - IPR2018-01437 

11 
eo18 Jul 20 (US) Declaration ot Dr. Stuart Stanitord in Support ot Petition tor Inter Partes Review ot U.S. Patent No. 
9,124,552 - IPR2018-01436 

12 
eo18 Jul 26 (US) Declaration ot Kevin Jeffay, PhD in Support ot Second Petition tor Inter Partes Review ot U.S. Patent 
No.9, 137,205 - IPR2018-01444 

13 
Nichols, et al, "Definition ot the Differentiated Services Field (DS Field) in the 1Pv4 and 1Pv6 Headers," Network 
Working Group RFC 2474, December 1998, 20 pages. 

14 
eo18 Jul 26 (US) Declaration ot Kevin Jeffay, PhD in Support ot First Petition tor Inter Partes Review ot U.S. Patent 
No.9, 137,205 - IPR2018-01443 

15 Perkins, "IP Encapsulation with IP," Network Working Group RFC 2003, October 1996, 14 pages. 

16 eo18 Jul 12 (US) Petition tor Inter Partes Review ot U.S. Patent No. 9,565,213 - IPR2018-01386 

17 eo18 Jul 20 (US) Petition tor Inter Partes Review ot U.S. Patent No.9, 160,713 - IPR2018-01437 

18 eo18 Jul 20 (US) Petition tor Inter Partes Review ot U.S. Patent No.9, 124,552 - IPR2018-01436 
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Art Unit 2473 
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Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 
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Blake, et al, "An Architechture for Differentiated Services," Network Working Group RFC 2475, December 1998, 36 
oages. 

20 ~018 Jul 27 (US) Second Petition for Inter Partes Review of U.S. Patent No. 9,137,205- IPR2018-01444 

21 ~018 Jul 27 (US) First Petition for Inter Partes Review of U.S. Patent No. 9,137,205 - IPR2018-01443 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 /ANH NGOC M NGUYEN/ I Date Considered 11 09;241201s 

*EXAMINER: lnitial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a 
citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor musi precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i1 
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INFORMATION DISCLOSURE First Named Inventar I Sean Moore 
STATEMENT BY APPLICANT 

Art Unit 2473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Joshua D. Schneider/ Date (YYYY-MM-DD) 2018-08-08 

Name/Print Joshua D. Schneider Registration Number ~7,194 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose forwhich the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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lftlE l[Search .Query .............................................. 11D Bs .............................. Jlg~~~~~r. IE:51 ~~~~p ......... 1 r ]Dg! (("put" "post" "connect") near4 ! US-PGPUB; !DR !□N ! 2018/09/24! 
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! ! ! filter$3) and ("get" near4 ! FPRS; EPO; JPO; ! ! ! ! 
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lr--7r--7 ' '' '' ' 

file:/ //C/U sers/anguyen4/Documents/e-Red%20Folder/ 15614956/EASTSearchHistory.156 l 4956_Accessible Version.htm[9/24/2018 10:04:34 AM] 



Keysight, EX-1002 
Page 368

EAST Search History 

file:/ //C/U sers/anguyen4/Documents/e-Red%20Folder/ 156 l 4956/EASTSearchHistory.15614956_Accessible Version.htm[9/24/2018 10:04:34 AM] 



Keysight, EX-1002 
Page 369

EAST Search History 
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I I I near4 secu rity)) near4 version$1 I FPRS; EPO; JPO; I I i I 
I I I I DERWENT· I I I I I I I I I BM_ TDB , I I I I 
IS28 ÌD3 I firewall$1 same ("tls" (transport I US-PGPUB; IOR l□N i 2018/09/21 I I I I near4 layer near4 security)) near4 I USPAT; USOCR; I I [ 14:45 I 
I I I version$1 I FPRS; EPO; JPO; I I I I 
I I I I DERWENT· I I I I 
i i : : ' : : : : 

1 ........ l ............. 1 ................................................................................. 1 IBM_TDB .................... 1 ........................ 1 ................. j ......................... 1 

EAST Search History (I nterference} 

< This search history is emptY> 

9/24/2018 1 O :04 :30 AM 
C:\ Users\ anguyen4\ Documents\ EAST\ Workspaces\ 15614956.wsp 

file:/ //C/U sers/anguyen4/Documents/e-Red%20Folder/ 15614956/EASTSearchHistory.156 l 4956_Accessible Version.htm[9/24/2018 10:04:34 AM] 



Keysight, EX-1002 
Page 370

Doc code: IDS PTO/SB/OBa (02-18) 

Doc description: lnformation Disclosure Statement (IDS) Filed Approved for use through 11/30/2020. 0MB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I J:;ean Moore 
STATEMENT BY APPLICANT 

Art Unii 12473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Removel 

Examiner Cile Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number Code1 lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 ~792775 B2 Ro10-09-07 Matsuda 

2 ~814158 B2 Ro10-10-12 Malik 

3 ~307029 B2 Ro12-11-06 Davis et al. 

4 S419942 B1 Ro16-08-16 Buruganahalli et al. 

5 ~095716 Roo6-08-22 Ke et al. 

6 a112627 Ro15-10-21 Kjendal et al. 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 
U.S.PATENT APPLICATION PUBLICATIONS I Removel 

Examiner Publication Kind Publication Name of Patentee or Applicant 
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Cile No 
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Relevant Passages or Relevant 
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Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 

1 20130291100 A1 t/013-10-31 3anapathy et al. 
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Name of Patentee or 
Pages,Columns,Lines 

Examiner Cile Foreign Document Country Kind Publication 
Applicant of cited 
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Document 
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Examiner Cile 
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(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
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1 J018 Apr 17 {US) Non-Final Office Action -App. 15/610,995 (007742.00090) 

2 2018 May 25 {US) Notice of Allowance -App. 15/413,834 
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:;hen, et al, "Research on the Anomaly Discovering Alogrithm of the Packet Filtering Rule Sets," September 2010, 
rirst lntemtional Conferernce on Pervasive Computing, Signal Processing and Applications, pp. 362-366. 
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Attorney Docket Number 007742.00091\US 
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V'lonen, et al, "The Secure Shell (SSH) Transport Layer Protocol," SSH Communication Security Corp, Network 
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11 
J018 Jul 20 (US) Declaration of Dr. Stuart Staniford in Suppor! of Petition for Inter Partes Review of U.S. Patent No. 
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J018 Jul 26 (US) Declaration of Kevin Jeffay, PhD in Suppor! of Second Petition far Inter Partes Review of U.S. Patent 
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Nichols, et al, "Definition of the Differentiated Services Field (DS Field) in the IPv4 and IPv6 Headers," Network 
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J018 Jul 26 (US) Declaration of Kevin Jeffay, PhD in Suppor! of First Petition far Inter Partes Review of U.S. Patent 
No.9, 137,205 - IPR2018-01443 

15 Perkins, "IP Encapsulation with IP," Network Working Group RFC 2003, October 1996, 14 pages. 

16 J018 Jul 12 (US) Petition for Inter Partes Review of U.S. Patent No. 9,565,213 - IPR2018-01386 

17 J018 Jul 20 (US) Petition for Inter Partes Review of U.S. Patent No. 9,160,713 - IPR2018-01437 
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19 
Blake, et al, "An Architechture far Differentiated Services," Network Working Group RFC 2475, December 1998, 36 
~ages. 

20 JQ18 Jul 27 (US) Second Petition for Inter Partes Review of U.S. Patent No. 9,137,205 - IPR2018-01444 

21 JQ18 Jul 27 (US) First Petition for Inter Partes Review of U.S. Patent No. 9,137,205 - IPR2018-01443 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 

EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 
*EXAMINER: lnitial if reference considered, whether or noi citation is in conformance with MPEP 609. Draw line through a 
citation if noi in conformance and noi considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents al www.USPTO.GOV or MPEP 901.04. 2 Enter office thai issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i 
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Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name I Anh Ngoc M. Nguyen 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

OR 

Thai each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application noi more !han three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

Thai no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more !han three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee setforth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is noi submitted herewith. 
SIGNA TURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Joshua D. Schneider/ Date (YYYY-MM-DD) 2018-08-08 

Name/Print Joshua D. Schneider Registration Number ~7,194 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the compieteci 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be seni to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETE□ FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Aci of 1974 (P.L. 93-579) requires thai you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Aci, please be advised 
thai: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do noi furnish the requested 
information, the U.S. Patent and Trademark Office may noi be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Aci 
(5 U.S.C. 552) and the Privacy Aci (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Aci requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrale, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contrae!. Recipients of information shall be required to comply with the 
requirements of the Privacy Aci of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Aci (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as pari of thai agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall noi be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATIONNUMBER 

15/614,956 

22907 
BANNER & WITCOFF, LTD. 
1100 13th STREET, N.W. 
SUITE 1200 
WASHINGTON, DC 20005-4051 

FILING OR 3 71 (C) DATE 

06/06/2017 

Title:FILTERING NETWORK DATA TRANSFERS 

Publication No.US-2018-0123955-A 1 
Publication Date:05/03/2018 

Ul\TfED STATES DEPA RTME'IT OF C:OMMERC:E 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Sean Moore 007742.00091\US 
CONFIRMATION NO. 9334 

PUBLICATION NOTICE 

I llllllll llll llll lllll ll]~!l]!~l!~l!~H!llllill] 111111111111111 IIII IIII 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide far mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1.19(a)(1 ). Orders far copies of patent application publications are handled by the USPTO's 
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800) 
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office, 
Public Records Division, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through 
the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application 
lnformation and Retrieval (PAIR) system. The direct link to access this status information is currently 
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only 
be obtained by applicant using the private side of PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Applicati on Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Doc code: IDS PTO/SB/OBa (02-18) 

Doc description: lnformation Disclosure Statement (IDS) Filed Approved for use through 11/30/2020. 0MB 0651-0031 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid 0MB contrai number. 

Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named lnventor I J:;ean Moore 
STATEMENT BY APPLICANT 

Art Unii 12473 
( Not for submission under 37 CFR 1.99) 

Examiner Name I K. B. Yao 

Attorney Docket Number I 007742.00091\US 

U.S.PATENTS I Removel 

Examiner Cile Kind Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* No 
Patent Number Code1 lssue Date 

of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 ~814546 B1 Ro10-10-12 Strayer et al. 

lf you wish to add additional U.S. Patent citation information please click the Add button. I Add I 

U.S.PATENT APPLICATION PUBLICATIONS I Removel 

Examiner Publication Kind Publication Name of Patentee or Applicant 
Pages,Columns,Lines where 

lnitial* 
Cile No 

Number Code1 Date of cited Document 
Relevant Passages or Relevant 
Figures Appear 

1 20040123220 A1 Roo4-06-24 Johnson et al. 

lf you wish to add additional U.S. Published Application citation information please click the Add button.l Add I 

FOREIGN PATENT DOCUMENTS IRemovel 

Name of Patentee or 
Pages,Columns,Lines 

Examiner Cile Foreign Document Country Kind Publication 
Applicant of cited 

where Relevant T5 
lnitial* No Number3 Code2i Code4 Date Passages or Relevant 

Document 
Figures Appear 

1 

lf you wish to add additional Foreign Patent Document citation information please click the Add button I Add I 

NON-PATENT LITERATURE DOCUMENTS IRemovel 

Examiner Cile 
Include name of the author (in CAPITAL LETTERS), tille of the article (when appropriate), tille of the item 

lnitials* No 
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T5 
publisher, city and/or country where published. 
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Application Number 15614956 

Filing Date 2017-06-06 

INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name IK B. Yao 

Attorney Docket Number 007742.00091\US 

1 
J017 Sep 5 {US) Memorandum in Suppor! of Defendanl's lxia and Keysighl Techonologies, lnc's Molion lo Dismiss far 
Unpalenlabilily Under 35 U.S.C. § 101 - Case No. 2:17-cv-00383-HCM-LRL, Documenl 21, 29 pages. 

2 
J017 Sep 5 {US) Requesl for Judicial Nolice in Suppor! of Defendanls lxia and Keysighl Technologies, lnc's Molion lo 
Dismiss for Unpalenlabilily under 35 U.S.C. § 101 - Case No. 2:17-cv-00383-HCN-LRL, Documenl 22, 3 pages. 

3 J017 Jul 20 {US) Complainl far Palenl lnfringemenl - Case No. 2:17-cv-00383-HCN-LRL, Documenl 1, 38 pages. 

4 
J017 Sep 5 {US) Defendanl lxia's Partial Answer lo Complainl far Palenl lnfringemenl - Case No. 2:17-cv-00383-
HCN-LRL, Documenl 29, 14 pages. 

5 J018 Mar 8 {US) Non-Final Office Aclion -App. 14/745,207 

6 J018 Mar 16 {EP) Communicalion Pursuanl lo Rule 164{2){b) and Arilcle 94(3) EPC -App. 15722292.8 

7 J018 Mar 15 {EP) Second Communicalion pursuanl lo Article 94(3) EPC -App. 13765547.8 

8 J018 Mar 21 {AU) Firsl Examinalion Report-App. 2015382393 (007742.00096) 

lf you wish to add additional non-patent literature document citation information please click the Add button I Add I 
EXAMINER SIGNATURE 

Examiner Signature 11 I Date Considered 11 

*EXAMINER: lnitial if reference considered, whether or noi citation is in conformance with MPEP 609. Draw line through a 
citation if noi in conformance and noi considered. Include copy of this form with next communication to applicant. 

1 See Kind Codes of USPTO Patent Documents al www.USPTO.GOV or MPEP 901.04. 2 Enter office thai issued the document, by the two-letter code (WIPO 
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to piace a check mark here i 
English language translation is attached. 
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Application Number 15614956 

Filing Date 2017-06-06 
INFORMATION DISCLOSURE First Named lnventor I Sean Moore 
STATEMENT BY APPLICANT 

Art Unii 2473 
( Noi for submission under 37 CFR 1.99) 

Examiner Name I K. B. Yao 

Attorney Docket Number 007742.00091\US 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

OR 

Thai each item of information contained in the information disclosure statement was first cited in any communication 
from a foreign patent office in a counterpart foreign application noi more !han three months prior to the filing of the 
information disclosure statement. See 37 CFR 1.97(e)(1 ). 

Thai no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individuai designateci in 37 CFR 1.56(c) more !han three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

See attached certification statement. 

The fee setforth in 37 CFR 1.17 (p) has been submitted herewith. 

X A certification statement is noi submitted herewith. 
SIGNA TURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /Joshua D. Schneider/ Date (YYYY-MM-DD) 2018-04-13 

Name/Print Joshua D. Schneider Registration Number ~7,194 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimateci to take 1 hour to complete, including gathering, preparing and submitting the compieteci 
application form to the USPTO. Time will vary depending upon the individuai case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be seni to the Chief lnformation Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SENO 
FEES OR COMPLETE□ FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Aci of 1974 (P.L. 93-579) requires thai you be given certain information in connection with your submission of the 
attached form relateci to a patent application or patent. Accordingly, pursuant to the requirements of the Aci, please be advised 
thai: (1) the generai authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission relateci to a patent application or patent. lf you do noi furnish the requested 
information, the U.S. Patent and Trademark Office may noi be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of lnformation Aci 
(5 U.S.C. 552) and the Privacy Aci (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of lnformation Aci requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrale, or administrative tribuna!, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individuai, to whom the record pertains, when the individuai has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contrae!. Recipients of information shall be required to comply with the 
requirements of the Privacy Aci of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record relateci to an lnternational Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the lnternational Bureau of the World lntellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federai agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Aci (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, Generai Services, or 
his/her designee, during an inspection of records conducted by GSA as pari of thai agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall noi be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminateci and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federai, State, or locai law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Case 2:17-cv-00383-HCM-LRL Document 22-1 Filed 09/05/17 Page 1 of 8 PagelD# 257 

EXHIBIT 1 



Keysight, EX-1002 
Page 388

Case 2:17-cv-00383-HCM-LRL 
Document fllHlllffl 1~Hlffl~flM~n111nr1~1111n~IRI 258 

(12) United States Patent 
Dutta et al. 

(54) HIGH RESOLUTION ACCESS CONTROL 

(75) Inventors: Partha P. Dutta, San Jose, CA (US); 
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and identifies a rule based upon the contents. The rule is 
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1 Claim, 3 Drawing Sheets 

RECEIVE J' 101 

PACKET 

104 

? 
PERFORM 
DROP OR 

PASS RULE 
ACTION 

SEARCH FOR r-102 

PERTINENT RULE J 
AT FIREWALL 

NO RULE 
ACTION = REFER 

TO ACCESS CONTROL 
PROXY? 

YES 105"" 

SENO PACKET TO ACCESS CONTROL PROXY __) 

J 106 
ANAL YZE CONTENT OF PAYLOAD 

107 
SELECT PERTINENT ACCESS RU 

y 

IMPLEMENT ACCESS RULE 



Keysight, EX-1002 
Page 389

Case 2:17-cv-00383-HCM-LRL Document 22-1 Filed 09/05/17 Page 3 of 8 PagelD# 259 

U.S. Patent 

104 

? 
PERFORM 
DROP OR 

PASS RULE 
ACTION 

Nov. 30, 2004 Sheet 1 of 3 

RECEIVE J" 101 

PACKET 

SEARCH FOR ì 1 OZ 
PERTINENT RULE J 

AT FIREWALL 

~03 

NO RULE 
ACTION = REFER 

TO ACCESS CONTROL 
PROXY? 

US 6,826,694 Bl 

YES 105~ 

SENO PACKET TO ACCESS CONTROL PROXY __) 

J
106 

ANAL YZE CONTENT OF PAYLOAD 

107 
SELECT PERTINENT ACCESS RU 

y 

IMPLEMENT ACCESS RULE 

FIG 1 

7 



Keysight, EX-1002 
Page 390

Case 2:17-cv-00383-HCM-LRL Document 22-1 Filed 09/05/17 Page 4 of 8 PagelD# 260 

U.S. Patent 

a::: 
Wm w 
a.. 

w 
(.) 

> w 
e 
(!) 
z 

,,,,,--- ix: 

O> 

N 

o:: 
o 
V) 
V) 
w 
(.) 

o 
o:: 
a.. 

Nov. 30, 2004 

IO 
o 
N 

~ 
a::: 
o s: 
1-
w 
z 

>-
0::: 
o 
~ 
w 
:i? 

V) 
w 
...J 
=> 
a::: 

Sheet 2 of 3 

00 
o 
N 

( ~ 

J '-------~ --\----,'-----' 
o 
N U) 

o 
N 

US 6,826,694 Bl 

a::: 
w <( w 
a.. 

N 
(!) 

LL 



Keysight, EX-1002 
Page 391

Case 2:17-cv-00383-HCM-LRL Document 22-1 Filed 09/05/17 Page 5 of 8 PagelD# 261 

U.S. Patent Nov. 30, 2004 Sheet 3 of 3 US 6,826,694 Bl 

..J 
o 
o::: 

(!) t-
~w z>-
>o< o >< 

&t) U) OQ 

~ 
o wo 

Cl) o::: M oz 
w Cl) a. 
o::: w 

(.) 
(.) 
<( 

>- Cl) >-o::::w o::: w 
<o <( ...J 

0::::Q o::: :::> 
~z m o::: 

~ - u. ...J ...J o o::: 
o 
3: ...J 

I- o 
w o::: 
z (!) t-

\ z z >--w o >< > - O CO (.) o 
WQ Cl) o::: 

"q' (.) z Cl) a. o w 
M o::: w 

(.) 
(.) 
<( 

...J 
o 
o::: 

(!) t-
z z >-

~ 
-w o >< > o (.) (.) o 

"""' o::: wo 
Cl) o:::: 

o w (.) z 
Cl) a. 

M e w w 
z o:::: o 
w 

( 
(.) M 

Cl) <( 
(!) 

u. 

N 
M o 

M o 
M 



Keysight, EX-1002 
Page 392

Case 2:17-cv-00383-HCM-LRL Document 22-1 Filed 09/05/17 Page 6 of 8 PagelD# 262 

US 6,826,694 Bl 
1 

HIGH RESOLUTION ACCESS CONTROL 

CROSS REFERENCE TO RELATED 
APPLICATION 

2 
embodiment of the present invention, a packet is received at 
a firewall and referred to an access control proxy. The access 
control proxy analyzes the contents of the packet, and 
identifies an access rule based upon the contents. The action 

This application claims priority to provisional application 
60/105,188 entitled "HIGH RESOLUTION ACCESS 
CONTROL," filed Oct. 22, 1998, the contents of which are 
incorporated herein by reference. 

FIELD OF THE INVENTION 

5 prescribed by the access rule is performed with respect to the 
packet and any related packets. This advantageously pro­
vides for filtering a packet based not only upon its header 
information, as in known firewalls, but upon the information 
contained in the packet payload. 

Tue field of the invention is information systems access 
control, and in particular high resolution filtering of pack­
etized information. 

10 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a flow chart showing the method in accordance 
with an embodiment of the present invention. 

BACKGROUND OF THE INVENTION FIG. 2 shows an apparatus in accordance with an embodi-
15 ment of the present invention. 

A firewall regulates the flow of packetized information. A 
packet includes a header and a payload. The header includes 
header parameters, including a source and destination 
address for the packet, as well as source and destination port 
numbers and a protocol number. Other examples of header 20 

parameters include various flags ( e.g., security features 
implemented with respect to the packet 
(AUTHENTICATED, ENCRYPTED), quality of service 
requirements (e.g., HIGH, MEDIUM, LOW) for handling 
the packet, a priority parameter for handling the packet ( e.g., 25 

ROUTINE, URGENT, FLASH), etc.) The payload includes 
the data meant to be conveyed by the packet from its source 
to its intended destination. 

FIG. 3 shows a system in accordance with the present 
invention. 

DETAILED DESCRIPTION 

A flow chart showing the method in accordance with an 
embodiment of the present invention is shown in FIG. 1. A 
packet is received at a firewall, step 101. Tue packet has at 
least one header parameter and a payload. As discussed 
above, a packet is a discrete unit of information. In one 
embodiment of the present invention, a packet includes a 
header and a payload. The header includes header 
parameters, such as source address, source port, destination 
address, destination port and protocol number. The payload 

30 
of the packet includes data being conveyed by the packet, 
e.g., a connection request, document data, etc. An example 
of a packet is an Internet Protocol (IP) packet, described in 
RFC 791, <http://www.library.ucg.ie/CIE/RFC/791/ 
index.htm, visited Sep. 23, 1998>. 

A known firewall is placed between the packet's source 
and intended destination, where it intercepts the packet. The 
known firewall filters a packet based upon the packet's 
header parameters and a rule loaded into the firewall. The 
rule correlates a pattern in the header of a packet with a 
prescribed action, either PASS or DROP. The filter identifies 
the rule that applies to the packet based upon the packet' s 35 

header, and then implements the rule's prescribed action. 
When a DROP action is performed, the packet is blocked 
( deleted), and does not reach its intended destination. When 
a PASS action is performed, the packet is passed on toward 
its intended destination. The set of rules loaded into a 40 

firewall reflect a security policy, which prescribes what type 
of information is permissible to pass through the firewall, 
e.g., from which source, to which destination, for which 
applications, etc. 

Tue set of rules loaded into a known firewall operate at a 45 

low level of resolution. As described above, a firewall rule 
prescribes a PASS or DROP action based only upon the 
header parameters of the packet. Packet header parameters 
alone do not reveal the ultimate target of, for example, a 
connection request from a sender to a destination host. For 50 

example, a HyperText Transfer Protocol (HTTP) connection 
request to send the file located at http://www.att.com/ 
secret.html is not entirely disclosed in the header of the 
packet initiating the request. The header reveals the Internet 
Protocol (IP) address of the proxy corresponding to the 55 

domain name att.com. However, information regarding the 
particular file that is being requested, secret.html, is embed­
ded in the payload of the packet. Since known firewalls only 
filter packets based upon their header parameters, known 
filters cannot PASS or DROP a packet on the basis of a 60 

particular file at a given destination. The same shortfall in 
known filters exists for filtering a packet destined for a 
particular newsgroup, chat session, e-mail address, etc. 

After the packet is received, an access rule is identified 
that corresponds to at least one header parameter of the 
packet. In one embodiment, this access rule is stored locally 
at the firewall. In another embodiment, this access rule is 
obtained from a node external to the firewall. 

In accordance with an embodiment of the present 
invention, the action prescribed by the rule that corresponds 
to the received packet's header information indicates that the 
packet is to be referred to an access control proxy. In one 
embodiment, the access control proxy is specific to a single 
protocol, e.g., the file transfer protocol (FTP), the hypertext 
transfer protocol (HTTP), newsgroup protocol, etc. 

The access control proxy selects an access rule based 
upon the contents of the packet. In one embodiment, the 
access rule is stored locally at the firewall. In another 
embodiment, the access rule is retrieved from a node exter­
nal to the firewall. In one embodiment, the access rule is 
selected based upon the name of the requested file. In 
another embodiment, it is selected on the basis of the URL 
of the requested information. For example, an access rule 
can be selected based upon the domain name of the 
requested information, or the nth degree domain name of a 
URL in a packet payload. The "nth degree domain name" is 
defined as follows: a domain name is comprised of text 
strings separated by periods, e.g., a.b.c.d.e. The rightmost 
string (e.g., "e" in the example) is the first degree domain 
name, the string immediately to the left on the other side of 
the period is the second degree domain name ( e.g., "d" in the 
example ), and each string further to the left is incremented 
by one degree. Thus, "c" is the third degree domain name, 

SUMMARY OF THE INVENTION 65 "b" is the fourth degree, etc. 
Tue present invention provides high resolution access 

control for packetized information. In accordance with one 
After selecting the access rule based upon the contents of 

the packet, the access rule is implemented for that packet 
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and any related packets. A related packet, for example, is 
another packet in the same session request as the first packet. 
For example, a session is likely to include many packets. 
The packet or packets that contain sufficient payload infor­
mation for the access proxy to select a corresponding access 5 

rule will be PASSED or DROPPED in accordance with the 

accordance with an embodiment of the present invention. 
The filtering device 203 also includes a first port 208 through 
which the packet is received from Peer A 201, and a second 
port 209 through which the packet will pass to Peer B 202 
through network 210 if the pertinent rule prescribes a PASS 
action with respect to the packet. 

selected access rule, as will any other packets that comprise 
the connection request. 

This process is shown in more detail in FIG. 1. A packet 
is received, step 101. The set of rules stored al the firewall 
is searched for a rule that pertains to the header parameters 
of the packet, step 102. When such a rule is identified, it is 
determined if the prescribed action of the rule is to refer the 
packet to an access control proxy, step 103. If the prescribed 
action is not to refer the packet, the action is to PASS or 
DROP the packet, which is performed for the packet, step 
104. If the prescribed action is to refer the packet, the packet 
is then sent to the access control proxy, step 105. In one 
embodiment, the access control proxy analyzes the content 
of the packet payload to determine details not available from 
the header parameters as to the information which the 
payload requests, step 106. In another embodiment, the 
access control proxy analyzes the contents of a plurality of 
received packets to determine details pertaining to a request 
for information that is constituted by the plurality of pay­
loads. The number of packet analyzed is sufficient to select 
an access rule pertaining to the detailed information request, 
i.e., to decide whether to PASS or DROP the packets 
pertinent to the request. 

Tue access control proxy then selects an access rule 
pertaining to the detailed information request contained in 
the packet payload, step 107. For example, an access rule 
prescribes a DROP action for any packet that requests the 
file located at http://www.att.com/secret.html. On the other 
hand, an access rule prescribes a PASS action for any packet 
that requests the file located at http://www.att.com/ 
public.html. 

Peers 201 and 202 are each a computer with a permanent 
or temporary network address. Network 210 is any infor­
mation systems network across which the information in the 

10 
packet can be sent. Examples of network 210 include the 
Internet, an intranet, a virtual private network, etc. 

In one embodiment, processor 204 is a general purpose 
microprocessor, such as the Pentium II microprocessor 
manufactured-by the Intel Corporation of Santa Clara, Calif. 

15 
In another embodiment, processor 204 is an Application 
Specific Integrated Circuit (ASIC), which has been specifi­
cally designed to perform at least some of the steps of the 
method in accordance with an embodiment of the present 
invention. ASICs are well-known in the art for application 

20 
such as digital signal processing. In an embodiment of the 
present invention that includes an ASIC, at least part of the 
high resolution filtering instructions 207 can be imple­
mented in the design of the ASIC. 

Memory 205 can be Random Access Memory (RAM), a 

25 hard disk, a floppy disk, an optical digital storage medium, 
or any combination thereof. Memory 205 is meant to encom­
pass any means for storing digital information. 

High resolution filtering instructions 207 are adapted to be 
cxccutcd by processor 204 to rcccivc a packct, rcfcr thc 

30 packet to an access control proxy, select an access rule base 
upon the contents of the payload of the received packet, and 
then implement the access rule by performing the action 
(typically PASS or DROP) prescribed by the selected rule 
with respect to a packet. Tue term "high resolution filtering 

35 instructions" is meant lo include access control proxy 
instructions. In one embodiment, the access rule is retrieved 
based upon a combination of the contents and header 
parameters of the packet. In another embodiment, the access 
rule is selected based upon the contents of one or several In one embodiment of the present invention, the access 

control proxy selects an access rule that pertains to the 
packet based both on an analysis of the payload and the 
header parameters of the packet. For example, the source 
address of the packet is included in the header as a header 
parameter. In one embodiment, the access control proxy 
selects an access rule that prescribes a DROP action for any 

45 
packet that requests the file http://www.att.com/secret.html 
and whose header indicates the packet is from SOURCE A, 
whereas another selected access rule prescribes a PASS 
action for any packet that requests the same file, but whose 
header indicates the packet is from SOURCE B. 

40 packet payloads. 
In one embodiment of the present invention, high reso­

lution filtering instructions 207 include firewall instructions 
and access control proxy instructions. In one embodiment, 
the firewall instructions are executed on processor 204 as a 
firewall process, and the access control proxy instructions 
are executed on processor 204 as an access control proxy 
process. When filtering device 203 receives a packet, the 
firewall process searches for and identifies a rule pertinent to 
the packet. The rule prescribes an action, either PASS, 

50 DROP or to REFER the packet to an access control proxy. 
In one embodiment of the present invention, the access 

control proxy then implements the selected access rule for 
the packet, performing either a PASS or a DROP action with 
respect to the packet, in accordance with the access rule, step 
108. 

An apparatus in accordance with an embodiment of the 
present invention is shown in FIG. 2. Peer A201 (the sender) 
sends a packet of information addressed to destination Peer 
B 202 (the destination) through filtering device 203. The 
packet payload includes an identifier of a file ( e.g., a 
filename and directory information) requested by peer A201 
and stored at peer B 202. Filtering device 203 comprises a 
processor 204, a memory 205 that stores rules 206 ( e.g., both 
rules that refer a packet to the access control proxy and 
access rules that are selected by the access control proxy) 
and high resolution filtering instructions 207 adapted to be 
executed by processor 204 to perform steps of the method in 

In one embodiment of the present invention, there is a 
distinct access control proxy for each different protocol to 
which a packet can conform, e.g., HTTP, FTP, e-mail, 
newsgroup, telnet, etc. The protocol of a packet in one 

55 embodiment is indicated as a protocol number in the packet 
header. An embodiment of the present invention advanta­
geously uses the protocol number in the header to refer a 
packet to the correct access control proxy process. 

When a packet is referred to an access control proxy 
60 process, the proxy process analyzes the contents of the 

packet and selects an access rule based upon the results the 
content analysis. In one embodiment, the selected access 
rule is stored locally. In another embodiment, the selected 
access rule is retrieved from an external database. In yet 

65 another embodiment, the access rule is dynamically formu­
lated by the proxy. The access rule is implemented at the 
firewall. 
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receiving node 302, which then implements it. This illus­
trates the advantageous scalability of the present invention. 
Only relatively few library sites (in relation to the number of 
receiving nodes) need stare large numbers of access rules. 

In another embodiment, the firewall is on a receiving node 
302, and performs firewall functions, including receiving a 
packet (using a rule ), referring the packet to the access 
control proxy, and implementing an access rule. The access 
control proxy is on another node 305, and there performs 

In one embodiment of the present invention, several 
(more than one) packets are referred to the access control 
proxy process. The access control proxy process analyzes 
the contents of the several packets, and selects an access rule 
based upon the results of this analysis. In one embodiment, 5 

the information needed to select an access rule is spread 
across the contents of the several packets, and may not be 
contained in any one of the several packets alone. Thus, in 
one embodiment, the contents of a packet may be repre­
sented as: 10 proxy functions including analyzing the packet and selecting 

an access rule, which it then sends to the receiving node 302 
to implement. In other words, the firewall functions can be 
performed by a different processor than processor that 

Packet: SELECT_RULE 1432 
This shows that there is sufficient information in the single 
packet to identify the rule that should be selected. On the 
other hand, consider four packets that contain the following 
information: 
Packet 1: SELECT_RULE_FIRST_DIGIT_l 
Packet 2: SELECT_RULE_SECOND_DIGIT_ 4 
Packet 3: SELECT_RULE_THIRD_DIGIT_3 
Packet 4: SELECT_RULE_FOUR1H_DIGIT_2 

15 
performs the proxy functions. 

A medium that stores instructions adapted to be executed 
on a processor, like memory 205, is meant to encompass any 
medium capable of storing digitai information. Examples of 
a medium that stores instructions include a hard disk, a 
floppy disk, a Compact Disk Read Only Memory (CD-

The above example is primarily heuristic. Another example 
arises when several packets need to be analyzed to deter­
mine what type of message is being carried by the packets, 
and where traffic is regulated through the firewall based 
upon the type of message being carried. 

20 ROM), magnetic tape, flash memory, etc. 
The term "instructions adapted to be executed" is meant 

to encompass more than machine code. The term "instruc­
tions adapted to be executed" is meant to encompass source 
code, assembler, and any other expression of instructions 

In one embodiment, there are a plurality of ports to and 
from numerous destinations. The port or ports that commu­
nicate packets to and from filtering device 203 are meant to 
encompass any number or configuration of ports. The port 
configuration is expected to vary to suit the particular 
connectivity required of a filtering device 203 in a given 
situation, i.e., in a given context or architecture in which 
parties communicate through filtering device 203. 

25 that may require preprocessing in arder to be executed by 
processor. For example, also included is code that has been 
compressed or encrypted, and must be uncompressed and/or 
unencrypted in arder to be executed by a processor. 

The present invention advantageously provides a more 
30 efficient, flexible and scalable system and method for imple­

menting the rules of a security policy or policies at a filtering 
device, because a rule is only loaded at the filtering device 
when the rule is needed. In various embodiments, the functions of the present 

invention are performed on separate nodes. In one embodi­
mcnt shown in FIG. 3, a packct is rcccivcd from a scndcr 301 35 

at one of a plurality of receiving nodes 302, which node 302 
then refers the packet to a locally executing access control 
proxy 303. If the local access control proxy 303 does not 
stare a rule corresponding to the contents of the packet, it 
sends a query through network 304 to another separate node 40 

305 that can advantageously function as a centrai library that 
stores a large number of access rules 306, only some of 
which may be needed at any one time by the plurality of 
receiving nodes 302. The library node 305 identifies the 
pertinent access rule from its collection of access rules 306, 45 

and then sends it to the access control proxy at the requesting 

What is claimed is: 
1. A method for filtering a packet, including the steps of: 

a. receiving a packet having at least one header parameter 
and a payload; 

b. selecting an access rule based upon the contents of the 
payload of the packet received in step a; 

c. implementing the access rule for a packet, wherein the 
access rule is selected based upon a combination of the 
contents of the packet received in step a and the 
contents of at least one other packet. 

* * * * * 
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METHOD AND APPARATUS FOR 
DETECTING MALICIOUS ROUTERS FROM 

PACKET PAYLOAD 

FILED OF THE INVENTION 

[0001] The present invention relates generally to computer 
and communication networks and more particularly relates to 
techniques for detecting malicious routers from packet pay­
loads. 

BACKGROUND 

[0002] Network devices, such as switches and routers, are 
designed to forward network traffic, in the form of packets, at 
high line rates. One ofthe most important considerations for 
handling network traffic is packet throughput. To accomplish 
this, special-purpose processors known as network proces­
sors have been developed to efficiently process very large 
numbers of packets per second. In arder to process a packet, 
the network processor ( ami/or network equipment employing 
the network processor) needs to extract data from the packet 
header indicating the destination of the packet, class of ser­
vice, etc., stare the payload data in memory, perform packet 
classification and queuing operations, determine the next hop 
for the packet, select an appropriate network port via w hich to 
forward the packet, etc. These operations are generally 
referred to as "packet processing" operations. 
[0003] In addition to the foregoing packet forwarding 
operations, there may be a need to search packet payloads for 
a given string or set of strings. For example, security appli­
cations may need to search for certain strings indicative of a 
virns or Internet worm that is present in the packet payload, 
such as for load balancing or billing purposes. 
[0004] The ever increasing number of computers, routers 
and connections marking up the Internet increases the num­
ber of vulnerable points from which these malicious individu­
als can launch attacks. These attacks can be focused on the 
Internet as a whole or on specific devices, such as hosts or 
computers, connected to the network. In fact, each router, 
switch, or computer connected to the Internet may be a poten­
tial entry point from which a malicious individuai can launch 
an attack while remaining largely undetected. Attacks carried 
out on the Internet often consist of malicious packets being 
injected into the network. Malicious packets can be injected 
directly into the network by a computer, or a device attached 
to the network, such as a router or switch, can be compro­
mised and configured to piace malicious packets onta the 
network. 
[0005] Searching packet payloads presents a problem with 
respect to line-rate packet forwarding. The reason for this is 
that string searches may be very time consuming, especially, 
ifthe strings are relatively long. With the network line-rates 
significantly increasing every year, it is becoming increas­
ingly difficult for software and hardware based solutions to 
operate at these increasing line rates. Further, bulk of packets 
received by the routers are forwarded rather than consumed 
by them and given the increasing line-rates, detection of 
malicious packets can become extremely difficult. 
[0006] Current techniques monitor signatures in a network 
payload by storing a predefined signature of a predetermined 
length. Further, a data stream on the network is monitored for 
a signature which corresponds to the predefined signature. 
Furthermore, using an analyzer, whether the network signa­
ture corresponds to the predefined signature and is a false 
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positive is determined. These techniques are used for pattern 
matching applications, such as network security, application 
specific service differentiation, QoS enhancement and net­
work engineering and so on. Further, such implementations 
can be very hardware intensive and an increase in the width of 
the data-busto support counter-fields can result in noticeable 
speed reduction fora wide-bit vector. In addition, these tech­
niques can require complicated application specific inte­
grated circuit (ASIC) layout. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] Example embodiments are illustrated by way of 
example and not limitati on in the figures of the accompanying 
drawings, in which like references indicate similar elements 
and in which: 
[0008] FIG. 1 is a process flow of detecting a malicious 
router during transmission of packet payload, according to 
one embodiment. 
[0009] FIG. 2 is a block diagram illustrating using signature 
generators for detecting a malicious router during transmis­
sion of network packet payload, according to one embodi­
ment. 
[0010] FIG. 3 is a block diagram illustrating using Bloom 
filters for detecting a malicious router during transmission of 
network packet payload, according to one embodiment. 
[0011] FIG. 4 is a block diagram illustrating using Bloom 
filters along with a ContentAddressable Memory (CAM) for 
detecting a malicious router during transmission of network 
packet payload, according to one embodiment. 
[0012] FIG. 5 is a diagrammatic system view of a data 
processing system in which any of the embodiments dis­
closed herein may be performed, according to one embodi­
ment. 
[0013] Other features of the present embodiments will be 
apparent from the accompanying drawings and from the 
detailed description that follows. 

DETAILED DESCRIPTION 

[0014] A method, an apparatus, and a system for detecting 
a malicious router during transmission of a network packet 
payload are disclosed. In the following description, for pur­
poses of explanation, numerous specific details are set forth in 
arder to provide a thorough understanding of the various 
embodiments. It will be evident, however, to one skilled in the 
art that the various embodiments may be practiced without 
these specific details. 
[0015] The terms "search string", "string", and "packet" 
are used interchangeably throughout the document. Further, 
the terms "switch" and "router" are used interchangeably 
throughout the document. Furthermore, the terms "Bloom 
unit" and "Bloom filters" are used interchangeably through­
out the document. 
[0016] FIG. 1 is a process flow 100 illustrating detection of 
a router that is compromised and configured to piace mali­
cious packets on to a network packet payload, according to 
one embodiment. In operation 11 O, hashing is performed on a 
current ingress packet received by a router via the network 
packet payload to generate associated ingress packet hash 
values. In some embodiments, the network packet payload 
arrives as TCP/IP data. In operation 120, hashing is per­
formed on a current egress packet to generate associated 
egress packet values substantially before the current egress 
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packet exits the router. In these embodiments, the current 
ingress packet that is leaving the routeris named as the current 
egress packet. 

[0017] In some embodiments, hashing is performed using a 
hash unit on each current ingress packet and current egress 
packet to generate respective ingress and egress packet hash 
values. In these embodiments, each ofthe ingress and egress 
packet hash values is stored in a hash buffer. In some embodi­
ments, one or more packet hash values are generated based on 
variable-sized hash blocks of the current ingress packet and 
current egress packet. In these embodiments, a cluster of 
Bloom filters that is configured by trusted remote software, 
such as simple network management protocol (SNMP) man­
agement station, is used during switch boot-up time. The 
Bloom filters partition the current ingress packet and current 
egress packet into sub-packets where each sub-packet works 
on different portions of the current ingress packet and current 
egress packet, such as data-link header, Internet Protocol (IP) 
header, layer 4 headers, payload and so on to parallelize the 
operation. For example, eachofthe current ingress packet and 
current egress packet can have sub-packets of type H2, H3, 
H4 and so on, wherein HX refers to the layer x header, with 
the possibility of one or more headers being absent. In these 
embodiments, each Bloom filter accepts as input associated 
sub-packets ofthe current ingress packet and current egress 
packet and performs hashing and outputs respective k hash 
values in the range of 1 to Ri. 

[0018] In operation 130, the generated ingress packet hash 
values and egress packet hash values are compared substan­
tially after the current egress packet exits the router. In opera­
ti on 140, the process flow 100 determines whether the router 
is potentially compromised and configured to piace malicious 
packets based on the outcome of the compari son at operati on 
130. In some embodiments, in operati on 140, the process flow 
100 determines whether the ingress packet hash values and 
the egress packet hash values are substantially different. In 
some embodiments, in operation 140, the process flow 100 
determines whether the ingress packet hash values and the 
egress packet hash values are same. 

[0019] Based on the determination at operation 140, the 
process flow 100 then goes to operati on 160 and identifies the 
router as potentially compromised and configured to piace the 
malicious packets in the network packet payload if the ingress 
packet hash values and the egress packet hash values are 
different. In operation 170, an appropriate action is taken on 
the current egress packet upon identifying the router as poten­
tially compromised and configured to piace the malicious 
packets in the network packet payload. Exemplary appropri­
ate actions include dropping the current egress packet, for­
warding the current egress packet, Jogging the current egress 
packet and the like. 
[0020] Based on the determination at operation 140, the 
process flow 100 goes to operation 145 and determines if 
there is another packet in the network packet pay lo ad waiting 
to enter the router. Based on the determination at operation 
145, the process flow 100 goes to operation 110 and repeats 
operations 110-170 ifthere is another packet in the network 
packet payload waiting to enter the router. Based on the 
determination at operation 145, the process flow 100 goes to 
operation 150 and ends the detection of whether the router is 
compromised and configured to piace malicious packets in 
the network packet pay lo ad if there is no other packet waiting 
to enter the router. 
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[0021] In some embodiments, the ingress packet hash val­
ues and the egress packet hash values are stored in a hash 
buffer. The ingress packet hash values and the egress packet 
hash values are then rehashed to generate associated ingress 
and egress rehashed values. The ingress and egress rehashed 
values are then compared to determine whether they are sub­
stantially different. Tue router is then identified as potentially 
compromised and configured to piace the malicious packets 
in the network packet payload if the ingress and egress 
rehashed values are found to be substantially different. 

[0022] In some embodiments, the ingress packet hash val­
ues associated with the current ingress packet that assisted in 
determining whether the router is potentially compromised 
and configured is stored. The current ingress packet in the 
network packet payload is identified as a potentially mali­
cious packet. 

[0023] It can be see that the above-described technique 
includes determining the difference in the input-side finger­
print (obtained by hashing each packet in a network packet 
payload at the input side of a router) and output-side finger­
print ( obtained by similarly hashing each associated packet at 
the output side of the router) to identify a malicious router. 
However, packets that are destined to be delivered to the 
router only ( even though by hashing these packets can result 
in a difference between the input-side finger-print to the out­
put-side finger-print) may not be hashed based on the router 
identifying datalink header, info/IP header info, and the like 
in each packet entering the router. 

[0024] FIG. 2 is a block diagram illustrating using signature 
generators for detecting a malicious router during transmis­
sion of network packet payload, according to one embodi­
ment. Particularly, FIG. 2 illustrates a system 200 that 
includes an incoming network packet payload 205, an ingress 
signature generator 210, a router 220, an egress signature 
generator 230, a bit matching unit 240, and a hash buffer 250. 
In operation, the ingress signature generator 210 receives a 
current ingress packet from a network packet payload and 
performs hash on the current ingress packet and generates 
respective ingress packet hash values substantially before 
entering the router 220. Tue hash buffer 250 then stores the 
generated ingress packet hash values. The egress signature 
generator 230 receives a current egress packet that is associ­
ated with the current ingress packet and generates egress 
packet hash values substantially after exiting the router 220. 
The bit matching unit 240 receives and compares the ingress 
packet hash values from the hash buffer 250 and the egress 
packet hash values from the egress signature generator 230 to 
determine whether the router is potentially compromised and 
configured to piace malicious packets in the network packet 
payload. 

[0025] In some embodiments, the bit matching unit 240 
determines whether the ingress packet hash values and the 
egress packet hash values are substantially different. The bit 
matching unit 240 then identifies the router 220 as potentially 
compromised and configured to piace the malicious packets 
in the network packet payload if the ingress packet hash 
values and the egress packet hash values are substantially 
different. The bit matching unit 240 takes appropriate action 
on the current egress packet upon identifying the router 220 as 
potentially compromised and configured to piace the mali­
cious packets in the network packet payload. The operation of 
the system 200 to identify a malicious router is explained in 
more detail with respect to FIG. 1. 
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[0026] FIG. 3 is a block diagram illustrating using Bloom 
filters for detecting a malicious router during transmission of 
network packet payload, according to one embodiment. Par­
ticularly, FIG. 3 illustrates a system 300 that is similar to the 
system 200 shown in FIG. 2, except that the system 300 uses 
egress and ingress Bloom filters 310 and 320 are in piace of 
the ingress and egress signature generators 210 and 230 used 
in FI G. 2 for hashing the current ingress packet and he current 
egress packet. Tue operation of system 300 is similar to what 
is described for system 200 with reference to FIG. 2. 
[0027] FIG. 4 is a block diagram illustrating a system 400 
that uses Bloom filters with Content Addressable Memory 
(CAM) units for detecting a malicious router during trans­
mission of network packet payload, according to one embodi­
ment. The system 400 in FIG. 4 is similar to the system 200 
shown inFIG. 2, except that in the system 400 uses egress and 
ingress Bloom filters with CAM units 410 and420 in piace of 
the ingress and egress signature generators 210 and 230, 
respectively, for hashing the current ingress packet and the 
current egress packet. The operation of the system 400 is 
similar to what is described for the system 200 with reference 
to FIG. 2 except that the system 400 uses Bloom filters with 
CAM units 410 420 to rehash the ingress packet hash values 
and the egress packet hash values. 
[0028] FIG. 5 is a diagrammatic system view 500 of a data 
processing system in which any of the embodiments dis­
closed herein may be performed, according to one embodi­
ment. Particularly, the diagrammatic system view of FIG. 5 
illustrates a processor 502, a main memory 504, a static 
memory 506, a bus 508, a video display 510, an alpha-nu­
meric input device 512, a cursor contro! device 514, a drive 
unit 516. a signal generation device 518. a network interface 
device 520, a machine readable medium 522, instructions 
524, and a network 526, according to one embodiment. 
[0029] The diagrammatic system view 500 may indicate a 
persona! computer ancl/or a data processing system in which 
one or more operations disclosed herein are performed. The 
processor 502 may be a microprocessor, a state machine, an 
application specific integrated circuit, a field programmable 
gate array, etc. (e.g., Intel® Pentium® processor). The main 
memory 504 may be a dynamic random access memory and/ 
or a primary memory of a computer system. The static 
memory 506 may be a hard drive, a flash drive, and/or other 
memory informationassociated with the data processing sys­
tem. 
[0030] The bus 508 may be an interconnection between 
various circuits and/or structures of the data processing sys­
tem. The video display 510 may provide graphical represen­
tation of information on the data processing system. The 
alpha-numeric input device 512 may be a keypad, keyboard 
and/or any other input device oftext (e.g., a special device to 
aid the physically handicapped). The cursor contro! device 
514 may be a pointing device such as a mouse. The drive unit 
516 may be a hard drive, a storage system, and/or other longer 
term storage subsystem. 
[0031] The signal generation device 518 may be a bios 
and/or a functional operating system of the data processing 
system. The network interface device 520 may perform inter­
face functions ( e.g., code conversi on, protocol conversion, 
and/or buffering) required for communications to and from 
the network 526 between a number of independent devices 
(e.g., ofvarying protocols). The madrine readable medium 
522 may provide instructions on which any of the methods 
disclosedherein may be performed. The instructions 524 may 
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provide source code and/or data code to the processor 502 to 
enable any one/or more operations disclosed herein. 
[0032] For example, a storage medium having instructions, 
that when executed by a computing platform executes a 
method for detecting whether a router is compromised and 
configured to piace malicious packets onta the network 
packet payload, includes performing hash on a current ingress 
packet received by the router via the network packet payload 
to generate ingress packet hash values, performing hash on a 
current egress packet to generate egress packet hash values 
substantially before exiting the router, wherein the current 
egress packet is associated with the current ingress packet, 
comparing the generated ingress packet hash values and the 
egress packet hash values substantially before the current 
egress packet exits the router, and determining that the router 
is potentially compromised and configured to piace the mali­
cious packets based on the outcome ofthe comparison. 
[0033] The storage medium may have instructions to deter­
mine whether the ingress packet hash values and the egress 
packet hash values are substantially different, and if so, to 
identify the router as potentially compromised and config­
ured to piace the malicious packets in the network packet 
payload. 
[0034] The storage medium may further have instruction to 
stare the ingress packet hash values and egress packet hash 
values in a hash buffer, perform rehash on the ingress packet 
hash values and egress packet hash values to generate asso­
ciated ingress and egress rehashed values, determine whether 
the ingress and egress rehashed values are substantially dif­
ferent, and if so to identify the router as potentially compro­
mised and configured to piace the malicious packets in the 
network packet payload. 
[0035] Furthermore, a computer system includes a process­
ing unit and a memory coupled to the processor. The memory 
has code stored therein for exact string matching in a network 
packet payload. Tue code causes the processor to perform 
hash on a current ingress packet received by the router via the 
network packet payload to generate ingress packet hash val­
ues, perform hash on a current egress packet to generate 
egress packet hash values substantially before exiting the 
router, wherein the current egress packet is associated with 
the current ingress packet, compare the generated ingress 
packet hash values and the egress packet hash values substan­
tially before the current egress packet exits the router, and 
determine that the router is potentially compromised and 
configured to piace the malicious packets based on the out­
come ofthe comparison. 
[0036] The above technique can be used to determine 
whether one router is sending routing updates to another 
router connected to the network. The above technique can 
also be used to determine whether a router forward traffic 
from source network A further upstream to a destination 
network B. Further, the above technique can be used to deter­
mine whether router A generates traffic claiming to be router 
B. Furthermore, the above technique can be used to determine 
whether a disproportionate amount of traffic is passing 
through a router X targeted at destinati on network Y. More­
over, the above technique can be used to determine whether a 
host H (nearest to a router X) is involved in a transmission 
contro! protocol sync (TCP SYN) attack or a Denial of Ser­
vice (DoS) attack. 
[0037] The above technique facilitates scaling to identify 
whether forwarding router is malicious. Further, the above 
technique can be designed to not to trust switch software 
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running above it. Furthermore, the above technique can be 
used to determine a wide variety of routing misbehaviors, 
such as packet tampering, packet dropping, packet creation 
and the like. Moreover, using the Bloom filters can yield a 
tamper-proof architecture that works well in a centralized 
network where a trusted SNMP management station can 
monitor the security of the network. In addition, it can be 
envisioned that the above technique can be used for detecting 
transmission of potentially malicious packets in packet pay­
load. 

[0038] In one embodiment, the above technique uses a 
counting Bloom filter, which is a variant to Bloom filters, 
which indexes into an array of a counter that counts packets 
(rather than a bit array) for each ofthe k hash outputs. Using 
such counting Bloom filters can allow counting multiplicities 
of events, and such data can be used for monitoring DoS 
attacks allowing cross verifying flow volumes across multiple 
routers and the like. 
[0039] In another embodiment, the above technique uses 
Bloom filters that are configured by trusted remote software, 
such as an SNMP management station, during switch boot-up 
time. In these embodiments, each search sting is broken into 
sub search-strings that are associated with different portions 
of a search string, such as data-link header, Internet protocol 
(IP) header, layer 4 header, payload and so on to maximize 
parallelism. Further, each search string can be considered to 
include a string oftype H2 , H3 , H4 , Payload and so on), where 
Hxrefers to a layer X header. 

[0040] It is possible that one or more headers can be absent 
in a search string. In these embodiments, each Bloor filter 
accepts as input the relevant sub-portion of a search string as 
input and retums k values in the range of 1 to Ri. The Bloom 
filter then increments k counter locations in a dedicated 
memory counter array, such as a static random access 
memory (SRAM) counter array. The associated counters are 
then indexed by the values output by the Bloom filter to 
represent each search string on the forwarding path by a set of 
k unique locations which are in tum incremented in the 
memory counter array. 

[0041] It can be seen that the SRAM counter array can be 
tamper-proof and difficult to manipulate or modify by the 
router firmware. The Bloom filter logging unit is generally a 
very secure unit and can only be configured/polled from a 
network management station using a secure authentication­
based protocol. Also it can be seen that the raw counter-arrays 
cannot be sent to the firmware as the router software can be 
untrustworthy and the compromised router can manipulate 
the counter array information. This can be overcome by send­
ing an encrypted versi on of the counter-arrays using a key that 
can be shared between the secure hardware and the manage­
ment station. This encrypted counter-arrays information can 
be securely transferred to the network management station 
using a standard secure interface such as SNMP trap. 

[0042] Another aspect of the above technique is that the 
Bloom filter search strings assume that the firmware is 
untrustworthy and its counter array log serves as a non-repu­
diatable proof of having seen the search strings that match 
particular patterns. Since firmware in router is generally 
untrustworthy, the above technique provides in-built support 
for hardware symmetric key encryption in the Bloom unit so 
that only encrypted information can be transferred from the 
Bloom unit to the master CPU before it is transferred to the 
management station. 
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[0043] In some embodiments, packets are logged on the 
ingress side of each switch and relay the encrypted counter 
array logs to the network management station, substantially 
subsequent to which the counter array is resetto all-zeros. The 
relaying of information can be done using a push-based pro­
tocai where each node can periodically send updates to the 
management station or a pull-based protocol where the man­
agement host can query the router for updated logs. 
[0044] In another embodiment, the above technique checks 
whether the incoming packets are being modified using a 
forwarding router without having to rely on the packets hav­
ing to be sent securely to a management station. In these 
embodiments, each incoming packet (generated by the switch 
that do not have the switch as the source address) is passed 
through two Bloom filters, i.e., one Bloom filter located at the 
input side of the router and the other located on the output side 
ofthe Bloom filter, as shown in FIGS. 3 and 4, and logged in 
associated scratchpad SRAM counter arrays. The input and 
output side Bloom filter counter arrays are then periodically 
compared against each other. Based on the compari son, if any 
of the bits in the input and output side Bloom filter counter 
arrays are found to be set then it can be inferred that the 
forwarding router could be modifying the contents in the 
packets on the forwarding path. This could in turn be set to 
cause a trap to be generated to the management host to indi­
cate the possibility of a compromised router. T n these embodi­
ments, the verification ofthe valid behavior ofthe forwarding 
router can be done by a trusted hardware without having to 
rely on the network management host. It can be envisioned 
that different routers can be queried by the management sta­
tion for sophisticated attacks involving the need to cross 
verify bit array logs of multiple routers. 
[0045] In some embodiments, the above two techniques are 
combined to determine whether a router is compromised and 
configured to piace malicious packets in the network. For 
example, the router can include 2 Bloom filters as described 
above (i.e., one on the ingress side and the other on the egress 
side ofthe router). The counter vectors on the input side and 
the output side can be periodically compared and if any sig­
nificant variations in the counter values or the number of 
patters are found based on the compari son, then the router can 
be identified as compromised and configured to piace mali­
cious packets in the network. It can be seen that the change in 
counter values can also be due to 2 Bloom filters being not 
synchronized even when a router is operating normally 
because the packets in a network packed payload can be 
queued up inside a router that have passed through the input 
Bloom filters but not yet reached the output bloom filters. 
[0046] It can be seen that positioning ofthe Bloom filters in 
the switch can affect the bits that are set in the SRAM bit­
arrays. Especially, if the Bloom filters are located substan­
tially just after the ingress buffers, it can only log traffic on the 
forwarding path. However, it can be seen that if the Bloom 
filters are located substantially before the egress buffers, the 
router can log forwarding-path traffic as well as traffic gen­
erated by the switch firmware. 
[0047] It can also be seen the width ofthe bit array m and 
the number ofhash functions k can be design parameters for 
hardware Bloom units. Even though bloom filters can use 
entire width ofthe bit array (i.e., O to m-1), each ofthe k hash 
units of a Bloom filter can operate exclusively on a specific 
non-overlapping portion of the data and in tum can update 
contents ofspecific non-overlapping sub-range ofthe counter 
array. 
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[0048] It can be envisioned that the above technique allows 
masking certain bits in a search string header that are likely to 
be modified on a fast path account modification and can use 
the same hash functions across multiple boxes, i.e., can be 
enforced such that the same search string can almost always 
tag to the associated bit. For example, certain fields in a packet 
are generally modified by a router during packet forwarding. 
This is in accordance with the routing Request for comrnents 
(RFC). In such a scenario, these fields are masked by using 
bit-masks so that they do not look like modified packets to the 
router, otherwise the router will flag them as malicious. 
[0049] This can allow an IP router to ignare certain fields, 
such as the TTL (Time To Live) that are updated in the router 
on the forwarding path to comply with standards, such as 
RFC (Request for Comments ). 
[0050] In some embodiments, the log information obtained 
by the above technique is transferred when a management 
stations queries the Bloom unit associated with a router. In 
these embodiments, the management station sends a request 
to Bloom software module that resides in the un-trnsted firm­
ware of the router. The software module then uses a standard 
API (Application Programming Interface) to request the cur­
rent contents of the counter array from the Bloom unit. The 
Bloom unit upon receiving the request uses its hardware 
encryption unit to encrypt the counter array using its shared 
key with the management station. The encrypted string is then 
returned to the un-trusted firmware, which in turn forward the 
packet to the management station. The management station 
then uses the shared key to decrypt the content of the received 
message and retrieves the counter arrays ofthe router. 
[0051] Also, the above-described method may be in a form 
of a machine-readable medium embodying a set of instruc­
tions that, when executed by a machine, causes the machine to 
perform any method disclosed herein. It will be appreciated 
that the various embodiments discussed herein may not be the 
same embodiment, and may be grouped into various other 
embodiments not explicitly disclosed herein. 
[0052] In addition, it will be appreciated that the various 
operations, processes, and methods disclosed herein may be 
embodied in a machine-readable medium ancl/or a machine 
accessible medium compatible with a data processing system 
( e. g., a computer system ), and may be performed in any arder 
( e.g., including using means for achieving the various opera­
tions ). Accordingly, the specificati on and drawings are to be 
regarded in an illustrative rather than a restrictive sense. 

What is claimed is: 
1. A method of detecting whether a router is compromised 

and configured to piace malicious packets onta the network, 
comprising: 

performing hash on a current ingress packet received by the 
router via the network packet payload to generate 
ingress packet hash values; 

performing hash on a current egress packet to generate 
egress packet hash values substantially before exiting 
the router, wherein the current egress packet is associ­
ated with the current ingress packet; 

comparing the generated ingress packet hash values and 
the egress packet hash values substantially before the 
current egress packet exits the router; and 

determining that the router is potentially compromised and 
configured to piace the malicious packets based on the 
outcome ofthe comparison. 

2. The method of claim 1, wherein determining that the 
router is potentially compromised and configured comprises: 
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determining whether the ingress packet hash values and the 
egress packet hash values are substantially different; and 

if so, then identifying the router as potentially compro­
mised and configured to piace the malicious packets in 
the network packet payload. 

3. The method of claim 1, further comprising: 
storing the ingress packet hash values and egress packet 

hash values in a hash buffer; 
performing rehash on the ingress packet hash values and 

egress packet hash values to generate associated ingress 
and egress rehashed values; 

determining whether the ingress and egress rehashed val­
ues are substantially different; and 

if so, then identifying the router as potentially compro­
mised and configured to piace the malicious packets in 
the network packet payload. 

4. The method of claim 1, further comprising: 
repeating the steps of performing hash on the current 

ingress packet, performing hash on the current egress 
packet, comparing, and determining on a next packet in 
the network packet payload. 

5. The method of claim 1, wherein performing hash on a 
current ingress packet received via the network packet pay­
load to generate ingress packet hash values and performing 
hash on a current egress packet to generate egress packet hash 
values comprises: 

employing a plurality of Bloom filters to perform hash on 
the current ingress packet received via the network 
packet payload to generate ingress packet hash values 
and to perform hash on the current egress packet to 
generate egress packet hash values. 

6. The method of claim 1, further comprising: 
taking an appropriate action on the current egress packet in 

the network packet payload upon identifying the router 
as potentially compromised and configured to piace the 
malicious packets and wherein the appropriate action 
includes dropping the current egress packet, forwarding 
the current egress packet and Jogging the current egress 
packet. 

7. The method of claim 1, wherein the network packet 
payload arrives as TCP/IP data. 

8. The method of claim 1, wherein performing hash on a 
current ingress packet and performing hash on a current 
egress packet comprises: 

performing hash on variable-sized blocks in the current 
ingress packet to generate respective ingress packet hash 
values; and 

performing hash on variable-sized blocks in the current 
egress packet to generate respective egress packet hash 
values. 

9. The method of claim 1, further comprising: 
storing the ingress packet hash values associated with the 

current ingress packet used in determining whether the 
router is potentially compromised and configured; and 

identifying the current ingress packet in the network packet 
payload as a potentially malicious packet. 

10. An article, comprising: 
a storage medium having instructions, that when executed 

by a computing platform, result in execution of a method 
of detecting whether a router is compromised and con­
figured to piace malicious packets onta the network, 
comprising: 
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performing hash on a current ingress packet received by 
the router via the network packet payload to generate 
ingress packet hash values; 

performing hash on a current egress packet to generate 
egress packet hash values substantially before exiting 
the router, wherein the current egress packet is asso­
ciated with the current ingress packet; 

comparing the generated ingress packet hash values and 
the egress packet hash values substantially before the 
current egress packet exits the router; and 

determining that the router is potentially compromised 
and configured to piace the malicious packets based 
on the outcome ofthe comparison. 

11. Tue article of claim 10, wherein determining that the 
router is potentially compromised and configured comprises: 

determining whether the ingress packet hash values and the 
egress packet hash values are substantially different; and 

if so, then identifying the router as potentially compro­
mised and configured to piace the malicious packets in 
the network packet payload. 

12. The article of claim 10, further comprising: 
storing the ingress packet hash values and egress packet 

hash values in a hash buffer; 
performing rehash on the ingress packet hash values and 

egress packet hash values to generate associated ingress 
and egress rehashed values; 

determining whether the ingress and egress rehashed val­
ues are substantially different; and 

if so, then identifying the router as potentially compro­
mised and configured to piace the malicious packets in 
the network packet payload. 

13. The article of claim 10, further comprising: 
repeating the steps of performing hash on the current 

ingress packet, performing hash on the current egress 
packet, comparing, and determining on a next packet in 
the network packet payload. 

14. The article of claim 10, further comprising: 
taking an appropriate action on the ingress packet in the 

network packet payload upon identifying the router as 
potentially compromised and configured to piace the 
malicious packets and wherein the appropriate action is 
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selected from the group cons1stmg of dropping the 
packet, forwarding the packet and logging the packet. 

15. A system for detecting a malicious router, comprising: 
ingress signature generator configured to receive a current 

ingress packet in a network packet payload and perform 
hash on the current ingress packet and generate ingress 
packet hash values substantially before entering a 
router; 

a hash buffer to stare the generated ingress packet hash 
values; 

egress signature generator configured to receive a current 
egress packet that is associated with the current ingress 
packet and generate egress packet hash values substan­
tially after exiting the router; and 

a bit matching unit coupled to the ingress signature gen­
erator, the egress signature generator, and the hash buffer 
to receive and compare the ingress packet hash values 
and egress packet hash values, respectively, and deter­
mine whether the router is potentially compromised and 
configured to piace malicious packets based on the out­
come ofthe comparison. 

16. The system of claim 15, wherein the bit matching unit 
determines whether the ingress packet hash values and the 
egress packet hash values are substantially different and 
wherein the bit matching unit identifies the router as poten­
tially compromised and configured to piace the malicious 
packets in the network packet payload ifthe ingress packet 
hash values and the egress packet hash values are substan­
tially different. 

17. Tue system of claim 15, wherein the ingress signature 
generator and egress signature generator each comprises sig­
nature generators selected from a group consisting of a plu­
rality of Bloom filters, a plurality of Bloom filters with bit 
counters and a plurality of Bloom filters with a CAM. 

18. The system of claim 15, wherein the bit matching unit 
takes an appropriate action on the current egress packet upon 
identifying the router as potentially compromised and con­
figured to piace the malicious packets. 

19. The system of claim 15, wherein the network packet 
payload arrives as TCP/IP data. 

* * * * * 
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ABSTRACT 

The invention relates to a method for monitoring a security 
network interface unit (23), FIG. 2 for example a firewall, 
which receives a stream of data packets via a first interface 
(21), checks said data stream with respect to filtering rules, 
and outputs said data stream to a second interface (22). The 
method has the steps of duplicating and outputting the data 
stream to the second interface (22), checking the output data 
stream for inadmissible data traffic, transmitting a warning 
message to the security network interface unit if inadmissible 
data traffic is detected in the data stream, and restricting the 
data stream by means ofthe security network interface unit if 
the warning message is received in the security network inter­
face unit (23). The device or the system according to the 
inventi on comprises units which are designed to carry out the 
aforementioned method. 
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METHOD, DEVI CE, AND SYSTEM FOR 
MONITORING A SECURITY NETWORK 

INTERFACE UNIT 

[0001] This application is the National Stage of Interna­
tional Application No. PCT/EP2014/065714, filed Jul. 22, 
2014, which claims the benefit ofGerman PatentApplication 
No. DE 10 2013 216 847.0, filedAug. 23, 2013. The entire 
contents of these documents are hereby incorporated herein 
by reference. 

TECHNICAL FIELD 

[0002] The present embodiments relate to monitoring a 
network gateway unit. 

BACKGROUND 

[0003] Security network gateway units (e.g., firewalls) are 
installed at network boundaries in arder to couple differently 
criticai network areas in a controlled manner. The data traffic 
is filtered in this case, with the result that only permissible 
data traffic is !et through. In industriai automation systems 
(e.g., a signal tower or a train controller in railway automa­
tion), in production halls in manufacturing automation, or in 
refineries or breweries in process automation, automation 
areas that are criticai with regard to security are coupled to 
generai networks (e.g., an office network). For this purpose, 
security gateways or firewalls are used and configured such 
that only authorized data traffic may pass through. 
[0004] In this case, the data stream is filtered according to 
configurable filtering rules. Owing to errors in an implemen­
tation of the security network gateway unit or owing to errors 
in configuration, such as filtering rules, or else as a result of 
the security network gateway unit being compromised by an 
attack on the gateway unit itself, a security network gateway 
unit may operate incorrectly and !et impermissible data pack­
ets through. 
[0005] Some shortcomings of a security network gateway 
unit have been reduced by connecting a plurality of security 
network gateway units ( e.g., a plurality of firewalls) in seri es. 
Network gateway units from different manufacturers may be 
used. However, this has the disadvantage that the delay and 
the jitter is increased as a result of longer processing times; 
therefore, the requirements for real-time communication are 
notmet. 
[0006] The filtering rules are to be continuously updated in 
a security network gateway unit in arder to be able to provide 
protection, such as against new attacks (e.g., caused by 
viruses or worms). In some industriai automation environ­
ments, high demands are imposed on the integrity, with the 
result that the security network gateway units and the filtering 
rules implemented therein are to be authorized, and it is not 
permissible to change orupdate the configurati on ofthe secu­
rity network gateway units, the filtering rules, or the antivirus 
software. It is also to be provided that the data stream is not 
changed by a security network gateway unit to the automation 
network (e.g., no additional data packets are fed into the 
automation network by the network gateway unit). 
[0007] For example, applicati on number DE 1 O 2011 007 
387 discloses self-monitoring of a security network gateway 
unit. In this application, a check is carried out in arder to 
determine whether a corresponding incoming data packet has 
been received for an outgoing data packet, making it possible 
to provi de that a network gateway unit does not itself generate 
data packets in the event of a malfunction. 
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SUMMARY AND DESCRIPTION 

[0008] The scope ofthe present invention is defined solely 
by the appended claims and is not affected to any degree by 
the statements within this summary. 
[0009] The present embodiments may obviate one or more 
ofthe drawbacks or limitations in therelated art. For example, 
the present embodiments provide a method, a device, and a 
system that reliably filter impermissible data traffic in a tran­
sition to a security-relevant data network and provides data 
integrity in the security-relevant data network in the case of a 
defective security network gateway unit. In this case, the 
present embodiments provide absence of a reaction of the 
security network gateway unit ( e.g., additional data packets 
may not be introduced into the security network by the secu­
rity network gateway unit). 
[0010] In one or more of the present embodiments, a 
method for monitoring a security network gateway unit ( e.g., 
for example a firewall) is provided. The security network 
gateway unit receives a stream of data packets via a first 
interface, checks this data stream with respect to filtering 
rules and outputs the stream of data packets to a second 
interface. The method includes the acts of duplicating and 
outputting the data stream at the second interface, checking 
the output data stream for impermissible data traffic, trans­
mitting a warning message to the security network gateway 
unit if impennissible data traffic is detected in the data stream, 
and restricting the data stream by the security network gate­
way unit if the warning message is received in the security 
network gateway unit. 
[0011] Because the data stream is tapped off at the second 
interface that is downstream of the security network gateway 
unit and is within the security-relevant data network, a mal­
function of the security network gateway unit may be 
detected by checking this filtered data stream. Another advan­
tage is that, in the case of such a suspicion, the security 
network gateway unit is informed of the suspicion and may 
promptly irritiate measures for restricting the data stream. In 
this case, messages are prevented from being introduced into 
the security-relevant data network itself ( e.g., into the second 
interface) because the data stream is only restricted by the 
security network gateway unit (e.g., a firewall) as a conse­
quence ofthe suspicion being reported. Therefore, a security 
network gateway unit that requires authorization or is certi­
fied, for example, may be monitored by updated filtering 
software in a monitoring unit without having to adapt, and 
therefore reauthorize or certify, the configuration or the soft­
ware versi on of the network gateway unit itself. If impermis­
sible data traffic is indicated, the data traffic is restricted by the 
security network gateway unit. The security network gateway 
unit may take suitable measures ( e.g., as a result of additional 
information in the warning message) based on the additional 
information. 
[0012] In one embodiment, the method includes the addi­
tional method acts of duplicating and outputting the data 
stream at the first interface, comparing the data stream at the 
first interface with the data stream at the second interface, and 
transmitting a warning message to the security network gate­
way unit ifthe data stream from the second interface differs 
from the data stream from the first interface. 
[0013] This embodiment may have the advantage that 
impermissible data traffic successfully averted by the security 
network gateway unit is also detected. In this case, based on 
specifications made, a change may be made to a restrictive 
operating mode of the security network gateway unit ( e.g., a 
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firewall). As a result, it is also detected if new data packets that 
were not present at the first interface are introduced into the 
security-relevant data network, and the data stream is imme­
diately restricted by the security network gateway unit. 
[0014] In one embodiment, the data stream is restricted by 
activating replacement filtering rules ofthe security network 
gateway unit. Therefore, for example, coordinated and autho­
rize<l Iìllering rules or reslriclive Iìllering rules fora reslricled 
mode may be defined in advance, and these rules may be 
immediately activated ifimpermissible data entry to the secu­
rity-relevant data network is suspected. 
[0015] The risk may therefore be quickly averted with the 
limited downtime ofthe network gateway. 
[0016] In one embodiment, the data stream is restricted by 
restarting the security network gateway unit with protected 
boot software, by restarting the security network gateway unit 
with replacement firmware, or by changing from an active 
virtual machine to a replacement virtual machine in a firewall. 
[0017] Restarting the security network gateway unit may 
make it possible to reverse manipulation of the software of the 
network gateway unit because the software is changed to an 
initial starting state again during a restart. In the case of 
embedded systems, a restart may be reset with replacement 
firmware that either corresponds to the starting state of the 
originai network gateway unit or includes stricter filtering 
rules. The replacement firmware may be stored in a read only 
memory or in a flash memory that may not be modified during 
normai operation of the firewall. When a security network 
gateway unit is implemented in the form of a virtual machine, 
a corresponding effect may be achieved by changing from an 
active virtual machine to a replacement virtual machine In 
this case, the downtimes during the change are particularly 
short. Tue data traffic to the security-relevant data network is 
therefore interrupted only very briefly. 
[0018] In another embodiment, the data stream is restricted 
by deactivating the second interface and/or by deactivating 
the first interface of the firewall. 
[0019] Ifthe second interface is deactivated, it is provided 
that no further data may enter the security network. Deacti­
vating the first interface of the network gateway unit avoids 
overflowing of the filters or damage to the security network 
gateway unit as a result ofthe arriving data stream. 
[0020] In another embodiment, the data stream is restricted 
by deactivating a power supply ofthe security network gate­
way unit. 
[0021] A physical interruption of the data stream beyond 
the network boundary is provided. This measure has the 
advantage that the measure may be used for any security 
network gateway unit irrespective of available or unavailable 
ways for restricting data at the network gateway unit. This 
provides, with very high reliability, that no data communica­
tion takes piace via the security network gateway unit. This 
also makes it possible to achieve the situation in which log 
data possibly permanently stored on the security network 
gateway unit and the software version are available for sub­
sequent evaluation ( e.g., log data and the software version are 
not overwritten or deleted). 
[0022] In one embodiment, the restriction of the security 
network gateway unit remains active as long as the warning 
message is received at the firewall. 
[0023] This has the advantage that, after the security gap 
has been rectified, data communication may be immediately 
activated again beyond the network boundary. Downtimes are 
therefore minimized. 
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[0024] In another embodiment, the restriction of the net­
work gateway unit remains active unti! an explicit signal for 
canceling the restriction (e.g., as a result of an action by 
administration personnel) is received at the security network 
gateway unit. 
[0025] This has the advantage that the network gateway 
unit becomes operational again only after the defect has been 
rectified or after carrying out ali desired measures. In one 
embodiment, a locai input interface (e.g., a pushbutton or a 
key switch) is provided on the security network gateway unit 
for this purpose. 
[0026] The devi ce according to an embodiment is provided 
for monitoring a security network gateway unit that receives 
a stream of data packets via a first interface, checks the data 
stream with respect to filtering rules and outputs the data to a 
second interface. The device includes an outputting unit con­
figured to duplicate the data stream at the second interface and 
to output the datato a line, a checking unit configured to check 
the output data stream for impermissible data traffic, and a 
communication unit configured to transmit a warning mes­
sage to the security network gateway unit if impermissible 
data traffic is detected in the data stream. 
[0027] This device may check a security network gateway 
unit using permanently predefined filtering rules that may be 
configured only with difficulty (e.g., by checking the data 
stream output by the network gateway unit using a device 
equipped with the most recent security rules) and may also 
detect new methods of attack or impermissible data. Because 
the device does not have any influence on the data stream at 
the second interface, the device operates without a reaction 
(e.g., without intervening in the security-relevant data net­
work to which the data are passed). There is nevertheless a 
quick reaction with respect to restricting the data stream at the 
second interface. This may be advantageous if the actual 
security network gateway unit cannot be updated, or the gate­
way unit may only be updated to a limited extent ( e.g., filter­
ing rules may be updated or patched, such as owing to 
required certification or authorization that may be repeated 
during an update ). In contrast, the device ( e.g., the monitoring 
device discussed below) may be flexibly updated because the 
device does not have any reaction with respect to the permis­
sible communication. As long as the "active" security net­
work gateway unit is sufficiently good in this case, a security 
network gateway unit that has not been updated may remain 
in operation. However, as soon as the occurrence of imper­
missible data traffic is observed, the connectivity is extemally 
restricted. 
[0028] In one embodiment, the device includes an addi­
tional outputting unit configured to duplicate and output the 
data stream at the first interface, and a comparison unit con­
figured to compare the output data stream from the first inter­
face with the data stream from the second interface and to 
cause the communication unit to transmit a waming message 
to the security network gateway unit if differences between 
the data stream from the second interface and the data stream 
from the first interface are detected. 
[0029] As a result, it is detected whether the network gate­
way unit successfully averts impermissible data traffic and if 
the network gateway unit is operating incorrectly ( e. g., 
changed by manipulation) and outputs additional data pack­
ets that have not been received via the first interface to the 
second interface. 
[0030] The system for monitoring a security network gate­
way unit includes a security network gateway unit configured 
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to receive a stream of data packets via a first interface, to 
check this data with respect to filtering rules, and to output the 
data sets to a second interface. 
[0031] The system also includes a monitoring unit having 
an outputting unit configured to duplicate and output the data 
stream at the second interface, a checking unit for checking 
the output data stream for impermissible data traffic, and a 
communicalion unil coniìgured lo lransmil a waming mes­
sage to the security network gateway unit if impermissible 
data traffic is detected in the data stream ( e.g., upon which the 
security network gateway unit is set up to restrict the data 
stream). 
[0032] In one embodiment, the warning message may be 
provided as an electrical switching signal. 
[0033] In one embodiment of the system, the monitoring 
unit also includes an outputting unit configured to duplicate 
and output the data stream at the first interface, and a com­
parison unit configured to compare the output data stream 
from the first interface with the data stream from the second 
interface and to cause the communication unit to transmit a 
warning message to the security network gateway unit if 
differences between the data stream from the second interface 
and the data stream from the first interface are detected. 
[0034] A computer program having program instructions 
for carrying out the method and a data storage medium ( e.g., 
a non-transitory computer-readable storage medium) that 
stores the computer program are also provided. 
[0035] Exemplary embodiments ofthe method according 
to the invention, the device according to the invention and the 
system according to the invention are illustrated by way of 
example in the drawings and are explained in more detail 
using the following description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0036] FIG. la depicts an embodiment of a method in a 
flowchart. 
[0037] FIG. lb depicts another embodiment ofthe method 
in a flowchart. 
[0038] FIG. le depicts another embodiment ofthe method 
in a flowchart. 
[0039] FIG. 2 depicts a schematic illustrationofan embodi­
ment of a system with output of a data stream only at a second 
interface. 
[0040] FIG. 3 depicts a schematic illustration of another 
embodiment of a system with output of the data stream at a 
first interface and a second interface. 
[0041] Parts that correspond to one another are provided 
with the same reference symbols in ali figures. Tue security 
network gateway unit is also referred to only as network 
gateway unit below. 

DETAILED DESCRIPTION 

[0042] FIG. la depicts one embodiment of a method for 
monitoring correct function of a network gateway unit with 
the absence of a reaction. In this embodiment, the absence of 
a reaction indicates that the data network to which the data 
traffic is passed is not influenced by thenetwork gateway unit. 
For example, no additional data packets are generated and 
output to such a security-relevant automation network (e.g., 
by the network gateway unit). 
[0043] In state 10 ofthe method, the security networkgate­
way unit receives a data stream from a first data network at a 
first interface and, after checking, outputs the data stream to a 
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second interface in a second data network (e.g., a security­
relevant automation network). 

[0044] In act 11, the data stream is duplicated at the second 
interface ( e.g., within the second data network), and is output 
(e.g., to a separate line). In this case, the data stream is to be 
output within the security-relevant network and upstream of 
components that change the data stream. In act 12, the output 
data stream is checked for impermissible data traffic. For 
example, the check 12 may take piace by filtering rules cor­
responding to the active filtering rules of the network gateway 
unit. However, the output data stream may be checked by 
extended filtering rules (e.g., filtering rules updated with the 
most recent antivirus patches). In this case, an IP address of 
the data packets ami/ or the port numbers in the data packet or 
the useful data contents in the data packet may be checked, or 
the data stream may be examined for specific attack pattems 
aver a plurality of data packets. 

[0045] The checking 12 takes piace in a manner completely 
decoupled from the checking of the data stream in the net­
work gateway unit. The data stream at the second interface is 
neither delayed in terms of time nor changed in terms of 
content. Tue checking 12 ofthe output data stream therefore 
remains completely invisi bi e and therefore has no reaction for 
the network receiving the data stream. If the data stream is 
identified as permissible data traffic, the data packets are 
output to the second interface and the method is terminated in 
act 13. 

[0046] If impermissible data traffic is detected in the data 
stream, a warning message is transmitted to the network 
gateway unit in act 14. Ifthe network gateway unit receives 
the waming message, the network gateway unit initiates 
restriction of the data stream in act 15. The method may be 
terminated in act 13. 

[0047] In one variant ofthe method illustrated in FIG. lb, a 
check is additionally carried out for a data packet from the 
second interface that has not already been identified as per­
missible in act 12 based on the data stream received at the first 
interface. A data stream duplicated and output at the first 
interface of the network gateway unit is recorded for this 
purpose in act 16. In act 17, the output data stream from the 
first interface is used to check the data packet further. 

[0048] A status message (e.g., an overload message or a 
maintenance mode message) may be emitted by the network 
gateway unit at the second interface, for example, which is 
permissible in this example only when particular data packets 
have been received at the first interface ofthe network gate­
way. For example, it is possible to check whether there is a 
denial-of-service attack pattern at the first interface of the 
network gateway unit or whether maintenance access (e.g., 
remote service access) to the network gateway unit takes 
piace via the first interface of the network gateway unit ( e.g., 
via an HTTPS or SSH connection). 

[0049] If the data stream is identified as permissible data 
traffic during the check in act 17, the data packets are output 
to the second interface and the method is terminated in act 13. 
If lhe packel from lhe second inlerface is idenliiìed as imper­
missible, a waming message is transmitted to the network 
gateway unit in act 14, whereupon the network gateway unit 
causes the data stream to be restricted ( e.g., act 15). 

[0050] In another embodiment of the method, the data 
stream entering the security network gateway unit is dupli­
cated and output at the first interface, and the output data 
stream from the first interface is then compared with the 
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output data stream from the second interface. This check may 
be carried out in parali e! with the checks illustrated in FIG. la 
or FIG. lb. 
[0051] In the variant illustrated in FIG. le, this additional 
check 18 is carried out if the data stream is identified as 
permissible data traffic in act 12. For this purpose, a data 
stream duplicated and output at the first interface ofthe net­
work gateway unit is recorded in act 16. In act 18, the output 
data stream from the first interface is used to check the data 
packet further. For the data packet received at the second 
interface, a check is carried out to determine whether an 
identica! packet was present in the data stream from the first 
interface or was present in the data stream from the first 
interface (e.g., former time window). If an identica! packet 
was present, this check is terminated in act 13. If, however, an 
inconsistency in the two data streams is determined, a wam­
ing message is transmitted to the network gateway unit in act 
14', whereupon the network gateway unit causes the data 
stream to be restricted in act 15. 
[0052] This additional check illustrated in FIG. le may also 
be added to the variant illustrated in FIG. lb. 
[0053] Comparing the incoming data stream with the out­
going data stream makes it possible to detect that filtering by 
the network gateway unit has taken piace ( e.g., if impermis­
sible incoming data packets are not contained in the outgoing 
data stream). In contrast, if data packets that did not arrive at 
the first interface in the network gateway unit are detected in 
the outgoing data stream at the second interface, an errar in 
the network gateway unit may be inferred. For example, it is 
possible to detect ifthe network gateway unit does not block 
a data packet or forward the data packet without change, but 
rather, emits a modified data packet or an additional data 
packet. In this case, it is therefore possible to detect if the 
network gateway unit emits a data packet that the network 
gateway unit has not previously actually received. 
[0054] The waming message causes the network gateway 
unit to change to a restrictive filtering mode ( e.g., by activat­
ing replacement filtering rules). In one variant, the warning 
message may cause the network gateway unit to restart, which 
may be carried out with an unchanged, supported software 
version or boot image, resulting in a permanently stored per­
missible default configuration or recovery configuration that 
is activated again. If the network gateway unit is in the form of 
an embedded system, the main memory is reset to an initial 
state during a restart. A defective or manipulated software 
version may be deactivated. 
[0055] Altematively, the network gateway device may be 
restarted with a replacement firmware image. For example, 
two file system partitions with different implementations of 
the network gateway unit may be provided. If a warning 
message is received in the network gateway devi ce, a restart is 
carri ed out ( e.g., the file system partition with the restrictive 
implementation is started). 
[0056] If the network gateway unit is implemented in the 
form of a virtual machine with a hypervisor or microvisor, a 
plurality of logica! partitions are present separately as virtual 
machines or partitions. Data packet filtering is carried out in 
this case in a virtual machine. If the warning message is 
applied, a first virtual machine is deactivated and a replace­
ment virtual machine with restrictive filtering regulations 
and/or an alternative filter implementation is activated. Such 
a change is possible in less than one second ( e.g., in the range 
of milliseconds), allowing virtually uninterrupted operation 
ofthe network gateway device. 
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[0057] In one variant, the monitoring unit is in the form of 
a separate physical component. In another variant, the moni­
toring unit is in the form of a virtual machine that is executed 
by the same hypervisor or microvisor as the network gateway 
unit. 
[0058] Further, if the warning message is applied or 
received, one or both interfaces may be deactivated. The 
second interface may be deactivated, with the result that no 
data packets are output to the second interface. It may be 
advantageous to deactivate the first interface in arder to avoid 
overflowing of the memories in the network gateway unit. 
Deactivating the first interface may terminate the data traffic 
to the security-relevant data network. 
[0059] A universally usable variant for restricting the data 
traffic is to deactivate the power supply ofthe network gate­
way unit ( e.g., to switch the network gateway unit ofl). This is 
possible with very little effort ( e.g., by a switchable power 
supply unit of the network gateway unit) without changing 
the configuration or implementation ofthe network gateway 
unit itself. Network gateway units that do not support any 
explicit restriction mechanisms may also be monitored by 
this method, and the data traffic may be restricted. 
[0060] In one embodiment of the method, the restrictive, 
limiting mode of the network gateway unit remains activated 
as long as the waming message is applied to the network 
gateway unit. However, the restrictive mode may remain 
active unti! an explicit change to a normai mode is made by an 
administrative action. For example, the normai mode may be 
triggered by pressing a physical pushbutton or by actuating a 
key switch, or by an input via a logica! administration inter­
face by administration personnel. In this case, the normai 
mode may also include a new updated filtering rule. The 
method then changes to the final state denoted by stop. 
[0061] FIG. 2 illustrates a system including a network gate­
way unit 23 and a monitoring unit 24. For example, the 
network gateway unit 23 separates two data networks with 
different security classifications. In this case, a data stream 
from a network with a low security requirement, such as an 
office network, is connected to the network gateway unit 23 
via a first interface 21. The network gateway unit 23 checks 
the data packets or the stream of data packets, and outputs the 
stream via a second interface 22 ( e.g., to a second network 
that has higher security requirements ). 
[0062] In the embodiment illustrated in FIG. 2, only the 
outgoing data stream at the second interface is duplicated and 
output to a separate line by an outputting unit 25. The output 
data stream is forwarded to the checking unit 26 ofthe moni­
toring unit 24 and is checked for impermissible data traffic 
there. In this case, the address fields in the header ofthe data 
packet, for example, may be checked for impermissible origin 
or destinati on addresses, or the port number may be compared 
with permissible port numbers. If the useful contents of the 
data packet are present in unencrypted form (e.g., in plain 
text), the contents of the packets may also be checked for 
suspicious or impermissible pattems, and the data packet may 
be prevented from being forwarded even before the checking 
ofthe data packet is concluded. 
[0063] The checking unit 26 is connected to a communica­
tion unit 27. If impermissible data traffic is detected in the 
checking unit 26, the checking unit 26 reports this to the 
communication unit 27, which transmits or applies a warning 
message 28 to the network gateway unit 23. For example, the 
warning message may be provided as an electrical switching 
signal. 
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[0064] FIG. 3 depicts a variant ofthe system in FIG. 2, in 
which, in addition to the outgoing data traffic at the second 
interface 22, the incoming data stream at the first interface 21 
is also duplicated and output to a line to the monitoring unit 24 
by an additional outputting unit 31. The outputting units 25 
and 31 may be situated directly at the network gateway unit 
23, resulting in that no further components that could change 
the data stream are contained in the network gateway unit 23. 
[0065] The data stream output from the first interface 21 is 
compared with the data stream from the second interface 22 in 
the comparison unit 32. For example, the data stream from the 
second interface 22 may be forwarded to the compari son unit 
32 via the checking unit 26. The comparison unit 32 is con­
nected to the communication unit 27. If a difference is 
detected between the data stream from the first interface 21 
and the data stream from the second interface 22, the com­
munication unit 27 transmits a warning message 28 to the 
network gateway unit 23. The connection between the moni­
toring unit 24 and the network gateway unit 23 may be in the 
form of a wired connection or else a wireless connection or a 
logica! connection. 
[0066] Ali ofthe described and/or depicted features may be 
combined with one another within the scope of this disclo­
sure. The monitoring unit may be in the form of a separate 
component or may be integrated with the network gateway 
unit. 
[0067] The elements and features recited in the appended 
claims may be combined in different ways to produce new 
claims that likewise fall within the scope ofthe present inven­
ti on. Thus, whereas the dependent claims appended below 
depend from only a single independent or dependent claim, it 
is to be understood that these dependent claims may, alterna­
tively, be made to depend in the alternative from any preced­
ing or following claim, whether independent or dependent. 
Such new combinations are to be understood as forming a part 
ofthe present specification. 
[0068] While the present invention has been described 
above by reference to various embodiments, it should be 
understood that many changes and modifications can be made 
to the described embodiments. It is therefore intended that the 
foregoing description be regarded as illustrative rather than 
limiting, and that it be understood that ali equivalents and/or 
combinations of embodiments are intended to be included in 
this description. 

1. A method for monitoring a security network gateway 
unit that receives a stream of data packets via a first interface, 
checks the data stream with respect to filtering rules, and 
outputs the data stream to a second interface the method 
comprising: 

duplicating and outputting the data stream at the second 
interface; 

checking the output data stream for impermissible data 
traffic; 

transmitting a warning message to the security network 
gateway unit when impermissible data traffic is detected 
in the data stream; and 

restricting the data stream by the security network gateway 
unit the warning message is received in the security 
network gateway unit. 

2. The method of claim 1, further comprising: 
duplicating and outputting the data stream at the first inter­

face; 
comparing the data stream at the first interface with the data 

stream at the second interface; and 
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transmitting a warning message to the security network 
gateway unit when the data stream from the second 
interface differs from the data stream from the first inter­
face. 

3. The method of claim 1, wherein restricting the data 
stream comprises activating replacement filtering rules of the 
security network gateway unit. 

4. The method of claim 1, wherein restricting the data 
stream comprises restarting the security network gateway 
unit with protected boot software restarting the security net­
work gateway unit with a replacement firmware image, or 
changing from an active virtual machine to a replacement 
virtual machine in a security network gateway unit. 

5. The method of claim 1, wherein restricting the data 
stream comprises deactivating the second interface deactivat­
ing the first interface of the security network gateway unit, or 
a combination thereof. 

6. The method of claim 1, wherein restricting the data 
stream comprises deactivating a power supply unit of the 
network gateway unit. 

7. The method of claim 1, wherein the restriction remains 
active in the security network gateway unit as long as the 
warning message is received at the security network gateway 
unit. 

8. The method of claim 1, wherein the restriction of the 
security network gateway unit remains active unti! an explicit 
signal for canceling the restriction is received at the security 
network gateway unit. 

9. A devi ce for monitoring a security network gateway unit 
that receives a stream of data packets via a first interface, 
checks this data stream with respect to filtering rules and 
outputs it to a second interface, the device comprising: 

an output unit configured to duplicate and output the data 
stream at the second interface; 

a processor configured to check the output data stream for 
impermissible data traffic; and 

a communication unit configured to transmit a warning 
message to the security network gateway when imper­
missible data traffic is detected in the data stream. 

10. Tue device of claim 9, wherein the output unit is a first 
output unit, and 

wherein the device further comprises: 
a second output unit configured to duplicate and output 

the data stream at the first interface, and 
a comparator configured to compare the output data stream 

from the first interface with the data stream from the 
second interface and to cause the communication unit to 
transmit a warning message to the security network gate­
way unit when differences between the data stream from 
the second interface and the data stream from the first 
interface are detected. 

11. The device of claim 9, wherein the security network 
gateway unit is configured restrict the data stream when the 
warning message is received in the security network gateway 
unit. 

12. A systcm for monitoring a sccurity network gatcway 
unit, the system comprising: 

a security network gateway unit configured to: 
receive a stream of data packets via a first interface; 
check the stream of data packets with respect to filtering 

rules; and 
output the stream of data packets to a second interface; 

and 



Keysight, EX-1002 
Page 421

Case 2:17-cv-00383-HCM-LRL Document 22-3 Filed 09/05/17 Page 14 of 14 PagelD# 291 

US 2016/0205069 Al 

a monitoring unit comprising: 
an output unit configured to duplicate and output the 

stream of data packets at the second interface: 
a processor configured to check the output data stream 

for impermissible data traffic; and 
a communication unit configured to transmit a warning 

message to the security network gateway unit when 
impennissible data traffic is detected in the stream of 
data, 

wherein the security network gateway unit is configured 
to restrict the stream of data packets. 

13. The system of claim 12, wherein the content unit is a 
first output unit, and 

wherein the monitoring unit further comprises: 
a second output unit configured to duplicate and output 

the stream of data packets at the first interface; and 
a comparison unit configured to: 

compare the output data stream from the first interface 
with the stream of data packets from the second 
interface; 

cause the communication unit to transmit a warning 
message to the security network gateway unit when 
differences between the stream of data packets 
from the second interface and the stream of data 
packets from the first interface are detected. 
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14. The system of claim 13, wherein the restriction ofthe 
stream of data packets comprises activation of replacement 
filtering rules ofthe security network gateway unit. 

15. A non-transitory computer-readable storage medium 
storing instructions executable by a processor to monitor a 
security network gateway unit that receives a stream of data 
packets via a first interface, checks the data stream with 
respecl lo Iìllering rules, and oulpuls lhe data slream lo a 
second interface, the instructions comprising: 

duplicating and outputting the data stream at the second 
interface; 

checking the output data stream for impermissible data 
traffic; 

transmitting a warning message to the security network 
gateway unit when impermissible data traffic is detected 
in the data stream; and 

restricting the data stream by the security network gateway 
unit when the warning message is received in the secu­
rity network gateway unit. 

16. (canceled) 
17. Tue method of claim 8, wherein the explicit signal for 

canceling the restriction is the result of an action by admin­
istration personnel. 

* * * * * 
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lf a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Artide 11 and MPEP 181 O), a Notification of the lnternational Application Number 
and of the lnternational Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute far Form PTO-875 15/614,956 

APPLICATION AS FILED - PARTI OTHERTHAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A 75 N/A (37 CFR 1.16(a), (b), or (e)) 

SEARCH FEE N/A N/A N/A 330 N/A (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A 380 N/A (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 20 (37 CFR 1.16(i)) 
minus 20= X 50 = 0.00 OR 

INDEPENDENT CLAIMS 3 minus 3 = X 230 = 0.00 (37 CFR 1.16(h)) 

lf the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($155 far small entity) far each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* Il the dillerence in column 1 is less than zero, enter "O" in column 2. TOTAL 785 TOTAL 

APPLICATION AS AMENDED - PART Il 

OTHERTHAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
AOOITIONAL 

RATE($) 
AOOITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENOMENT PAIO FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

o 
lndependent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE OEPENOENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
AOOITIONAL 

RATE($) 
AOOITIONAL 

CD AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENOMENT PAIO FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

o lndependent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE OEPENOENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* Il the entry in column 1 is less than the entry in column 2, write "O" in column 3. 
** Il the "Highest Number Previously Paid Far" IN THIS SPACE is less than 20, enter "20". 

*** lf the "Highest Number Previously Paid Far" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or lndependent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATI ON 
NUMBER 

15/614,956 

22907 

FILING or 
37l(c)DATE 

06/06/2017 

BANNER & WITCOFF, LTD. 
1100 13th STREET, N.W. 
SUITE 1200 

GRPART 

UNIT 

WASHINGTON, DC 20005-4051 

FIL FEE REC'D 

800 

Ul\TfED STATES DEPA RTME'IT OF C:OMMERC:E 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

007742.00091\US 20 3 
CONFIRMATION NO. 9334 

UPDATED FILING RECEIPT 

1111111111111111111111 m~m11w~~ ~~~11, 11111111111111111111111 

Date Mailed: 01/22/2018 

Receipt is acknowledged of this non-provisional patent application. The application will be taken up far examination 
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the 
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE, 
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection. 
Please verify the accuracy of the data presented on this receipt. lf an error is noted on this Filing Receipt, please 
submit a written request fora Filing Receipt Correction. Please provide a copy of this Filing Receipt with the 
changes noted thereon. lf you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections 

lnventor(s) 
Sean Moore, Hollis, NH; 

Appl icant( s) 
Centripeta! Networks, lnc., Herndon, VA; 

Power of Attorney: The patent practitioners associated with Customer Number 22907 

Domestic Priority data as claimed by applicant 
This application is a CON of 14/625,486 02/18/2015 PAT 9686193 
which is a CON of 13/795,822 03/12/2013 PAT 9124552 

Foreign Applications far which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov far more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in arder to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: Yes 

Applicant may provide or rescind an authorization far access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

lf Required, Foreign Filing License Granted: 06/13/2017 

The country code and number of your priority application, to be used far filing abroad under the Paris Convention, 

is US 15/614,956 
page 1 of 3 
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Projected Publication Date: 05/03/2018 

Non-Publication Request: No 

Early Publication Request: No 
** SMALL ENTITY ** 
Title 

FILTERING NETWORK DATA TRANSFERS 

Preliminary Class 

Statement under 37 CFR 1.55 or 1.78 for AIA (First lnventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventar who wishes patent protection in another country must apply far a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application far patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must 
issue a license before applicants can apply far a patent in a foreign country. The filing of a U.S. patent application 
serves as a request far a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license far foreign filing. 

Applicants may wish to consult the USPTO booklet, "Generai lnformation Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") far more information on timeframes and deadlines far filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

Far information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. Far questions regarding patent enforcement issues, applicants may 
cali the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

page 2 of 3 
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